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Bl EfE=AEISDN DDR.

BLEDDRiat? 2EME TR LR

1. EABRDDRI B FEXRELREEDDR, EERMBHEEZR , FREDDREMRERLE
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ARIAEEA T BRI E

ISDN
(Backup Link)

brid 172.20.10.

s0 192.168.102 SEﬂaI_H} 192.168.10.1 s20

bri10 172.20.10.1

Metwork
N

__| (Primary Liﬁ
— maui-soho-01 ‘\—\_/,

L

maui-nas-05

el

172.22.530
— 24

LEB B £ FABRIE B i 47 & 51 88E% . LB EIRE R A B8 i 25 2 B 6 Al F U /2 BR 18 48 55 (OSPF) B& H

HE. MARMERR  LEBRENRHRUERFOFHEDEH.

MERSEOINHAET |, FSHIRBMETEL,

maui-soho-01(1600)

maui - soho- 01l#show running-config
Bui | di ng configuration..

Current configuration : 1546 bytes

|

version 12.1

no service single-slot-rel oad-enabl e

service tinmestanps debug uptine

service tinmestanps | og uptine

no service password-encryption

|

host nane maui - soho-01

|

logging rate-limt console 10 except errors

aaa new node

aaa authentication login default |oca

aaa aut hentication | ogin NO AUTHEN none

aaa aut hentication ppp default |oca

!--- This is the basic AAA configuration for ppp calls.
enabl e secret 5 <del eted>! usernane naui - nas- 05 password
0 cisco !--- Username for remote router (maui-nas-05)
and shared secret. !--- Shared secret (used for CHAP)
must be the same on both sides. ip subnet-zero no ip
finger ! isdn switch-type basic-ni ! interface LoopbackO
ip address 172.17.1.1 255.255.255.0 ! interface

Et hernetO i p address 172.16.1.1 255.255.255.0 !
interface Serial0 !--- Primary link ip address

192. 168. 10. 2 255. 255. 255. 252 encapsul ati on ppp ppp

aut hentication chap ! interface BRIO i p address
172.20.10. 2 255.255.255.0 !--- IP address for the BRI
interface (backup link) encapsul ati on ppp dialer idle-
timeout 30 !--- Idle timeout (in seconds) for this
backup link. !--- Dialer watch checks the status of the
primary link every time the !--- idle-timeout expires.
di al er watch-disable 15 ’'--- Delays disconnecting the
backup interface for 15 seconds after the !--- primary
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interface is found to be up, that is 15 seconds after
the idle !--- timeout expired after the primary link
came UP. dialer |oad-threshold 1 outbound !--- This sets
the load level for traffic at which additional
connections !--- will be added to the Multilink PPP
bundle. !--- Load level values range from 1 (unloaded)
to 255 (fully loaded). dialer map ip 172.20.10.1 nane
maui - nas- 05 broadcast 5551111 !--- Dialer map for the
BRI interface of the remote router. dialer map ip
172.22.53. 0 nane maui - nas- 05 broadcast 5551111 !--- Map
statement for the route/network being watched by the !--
- dialer watch-list command !--- This address nust
exactly match the network configured with the !---
dialer watch-1list command. !--- \Wen the watched route
di sappears, this dials the specified !--- phone nunber.

di al er watch-group 8
!--- Enable dialer watch on this backup interface. !---
Watch the route specified with dialer watch-list 8.

dialer-group 1

!--- Apply interesting traffic defined in dialer-1list 1.
i sdn switch-type basic-ni isdn spidl 51255522220101
5552222 isdn spid2 51255522230101 5552223 !--- SPID
information. Contact your telco for the SPID format. !--
- In many parts of the world, SPIDs are not required. !-
-- In such cases, omit the above two commands. Ppp

aut hentication chap !/--- Use CHAP authentication. ppp
multilink !--- Enable Multilink. ! router ospf 5 |og-

adj acency-changes network 172.16.1.0 0.0.0.255 area O
network 172.17.1.0 0.0.0.255 area 0 network 172.20.10.0
0.0.0.255 area 0 network 192.168.10.0 0.0.0.3 area 0 !
ip classless no ip http server ! dialer watch-list 8 ip
172.22.53.0 255.255.255.0 !--- This defines the route(s)
to be watched. !--- This exact route (including subnet
mask) must exist in the !--- routing table. Use the
dialer watch-group 8 command to apply this !--- 1list to
the backup interface. access-list 101 remark Define
Interesting Traffic access-list 101 deny ospf any any !-
-- Mark OSPF as uninteresting. !--- This will prevent
OSPF hellos from keeping the link up. access-list 101
pernmit ip any any dialer-list 1 protocol ip list 101 /--
- Interesting traffic is defined by access-list 101. !--
- This is applied to BRIO using dialer-group 1.

!

line con O

| ogi n aut henticati on NO_AUTHEN
transport input none

line vty 0 4

!

end

maui-nas-05(3640)

maui - nas- 05#show running-config
Bui | di ng configuration..

Current configuration:
!

version 12.1




servi ce tinmestanps debug uptinme

service tinmestanps | og uptine

no service password-encryption

|

host nane maui - nas- 05

|

aaa new node

aaa authentication login default |oca

aaa aut hentication | ogin NO AUTHEN none

aaa aut hentication ppp default |oca

!--- This is the basic AAA configuration for PPP calls.
enabl e secret 5 <del eted> ! usernane naui -soho-01
password O ciscO !--- Username for remote router (maui-
soho-01) and shared secret. !--- Shared secret (used for
CHAP authentication) must be the same on !--- both
sides. ! ip subnet-zero ! isdn swtch-type basic-ni
interface LoopbackO ip address 172.22.1.1 255.255.255.0
I interface Ethernet0/0 ip address 172.22.53. 105
255.255.255.0 ! interface Ethernet0/1 no ip address
shutdown ! interface BRI1/0 !--- Interface for backup
Iink. ip address 172.20.10.1 255.255.255. 0 encapsul ation
ppp dialer map ip 172.20.10.2 nane naui - soho-01
broadcast !--- This is the dialer map with IP address
and authenticated username !--- for the remote
destination. The name should match the authentication !-
-- username provided by the remote side. The dialer map

statement is !--- used even though this router is not
dialing out !--- (that is, the phone number 1is not
specified). dialer-group 1 !--- Apply interesting

traffic defined in dialer-1list 1. isdn switch-type
basic-ni isdn spidl 51255511110101 5551111 i sdn spi d2
51255511120101 5551112 !--- SPID information. Contact
your telco for the SPID format. !--- In many parts of
the world, SPIDs are not required. !--- In such cases,
omit the above two commands. Ppp authentication chap ppp
multilink ! !--- Output removed. ! interface Serial2/0
!-—-- Primary link. ip address 192.168.10.1

255. 255. 255. 252 encapsul ati on ppp cl ockrate 64000 ppp
aut hentication chap ! !--- Output removed. ! router ospf
5 network 172.20.10.0 0.0.0.255 area 0 network
172.22.1.0 0.0.0.255 area 0 network 172.22.53.0
0.0.0.255 area 0 network 192.168.10.0 0.0.0.3 area O
default-information originate ! ip classless ip route
0.0.0.0 0.0.0.0 Ethernet0/0 no ip http server ! dialer-
list 1 protocol ip permit !--- This defines all IP
traffic as interesting. OSPF does not need !--- to be
marked uninteresting since this link does not dial out.
!--- Adjust the interesting traffic definition depending
on your needs. ! line con 0 |ogin authentication
NO_AUTHEN transport input none line 97 102 line aux O
line vty 0 4! end

XX : maui-nas-05H B EFT B EEMEREHDHEBINGT S, Emaui-nas-05BERE | HITHEER
RE—EABAEFK, EFZEERIIE—EHR OB RO ERKE | EUBLA /O U5 EHE
B, EHAAERY K BENEEZREE HRERR M3 —iwAETHY,

BRARERGT

UTRAARBRSBEEGHNSTEE, A L5 E LRRES , MEMe T RIEANHE
2%,



- dialer watch-list group-number ip ip-address address-mask & & ZEER K Pt sRAEE% . BLE
Atk SRR ( FH ERMNETR ) XARERBRRD, BETLEAdialer watch-listdr 4
REREH, SHMOT

dialer watch-list 1 ip 10.1.1.0 255.255.255.0
dialer watch-list 1 ip 10.1.2.0 255.255.255.0
dialer watch-list 1 ip 10.1.3.0 255.255.255.0

- dialer watch-group group-number :1E {3 /T E LRUA BRI ER . LEME AN group numberti
E&EER N A M dialer watch-listas 7 Hygroup numberTl, REEE—ENHLEBSEE
E 5% W dialer watch-groupin v, EEWRERHARBEACAZEANEARERHRERRER. B
= , — BN ET S E ZEdialer watch-groupds % , 3 BB RE#group-number, Et , —
BENETARAZERHBREERES

- dialer watch-disable seconds . AT HERFERLERE. TNEMRER , WEERPLEEERE
REBANEHFEONEH. EZEHEEBHE , WIEBETREE/ME , Y ERETRHANMREL
BRHBup, HWIBEARRABEY , AHREARHINEIREREBRHAERNNE,

. dialer watch-list group-number delay route-check initial seconds:tt o5+ £ 5% 25 BE S E1E 3%
HERBRMB TR EFTREE ( UWAEN ) BHE , TRHRECRE. RZEGS , 8
EERFARPRBRERAR , TSHERRRSESR, MR HEIKARHI[VHBRE REEEM
B, ARHETSWEBIRBRD , RS EETER, Rk, FALk®S , dialer watch®7%
5 25 9 2R B B HA B HH 3R 3 SRR A PR R IR 9T i P R

B

WEFHMENR , F2EF Hshow isdn statusin S 1TBRISE S HEAR

RERENEFATRARERENEERET EEEE,

Output Interpreterf2 X\ T EH showin & , FEAZXER I AR R showds T & H Y 2 47,

- show dialer [interface type numbe] — B8~ ADDRELEW N HEK — M ETENR , WHERFTEES
W EMERBRIINEE, ZEXBRFELLTEE © Dialer state is data link layer upy, — #
HREFEFERME ., Physical layer ups — #RERIBERE , EHERIEFIHENCP)REE, "#
RERR) RBEERARRERENER TR IR B At

- show isdn status — RIS HEFEEISDNRR M E /@R, Mt op B IR EE RIE BN BUR FEER % LA
TIEE : "1ACTIVE", "2= MULTI PLE_FRAVE ESTABL| SHED'
R H RO

I $E5% IF #1217 &E Fiwmaui-soho-01(1600)Ey B A R AT AR

maui - soho- O1l#show i p route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S L1 - ISISlevel-1, L2 - ISISlevel-2, ia- ISISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route


//www.cisco.com/warp/customer/129/bri_sh_isdn_stat.html
//www.cisco.com/warp/customer/129/bri_sh_isdn_stat.html

Gateway of last resort is 192.168.10.1 to network 0.0.0.0

192.168.10.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.10.0/30 is directly connected, SerialO
C 192.168.10.1/32 is directly connected, SerialO
172.17.0.0/24 is subnetted, 1 subnets
C 172.17.1.0 is directly connected, LoopbackO
172.16.0.0/24 is subnetted, 1 subnets
C 172.16.1.0 is directly connected, EthernetO
172.20.0.0/24 is subnetted, 1 subnets
C 172.20.10.0 is directly connected, BRI O
172.22.0.0/16 is variably subnetted, 2 subnets, 2 nasks
(0] 172.22.53.0/24 [110/74] via 192.168.10.1, 02:48:10, SerialO
(0] 172.22.1.1/32 [110/65] via 192.168.10.1, 02:48:10, Serial0

O*E2 0.0.0.0/0 [110/1] via 192.168.10.1, 02:48:10, SerialO

L+ E R RHshow ip routefd HEE R T fEF £ 8888 (serial 0) It ¥ S B BEVMWOSPFEH, BEE , B
HERPEFESERNIRE (172.22.53.0 , BIEA255.255.255.0 ) , HERBE— B , BIER[ER
FREEETIE,

B, ZAMRMEES Y BARDERS. BMAROERKE  SXROSPFRI R R M m{d 5K
MERH. REREEBRDERE,

THEZ2—ERH :

maui - soho- 01l#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1SS, L1 - ISISlevel-1, L2 - ISISlevel-2, |A- ISISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 172.20.10.1 to network 0.0.0.0

172.17.0.0/24 is subnetted, 1 subnets

C 172.17.1.0 is directly connected, LoopbackO
172.16.0.0/24 is subnetted, 1 subnets
C 172.16.1.0 is directly connected, EthernetO
172.20.0.0/16 is variably subnetted, 2 subnets, 2 nasks
C 172.20.10.0/24 is directly connected, BRI O
C 172.20.10.1/32 is directly connected, BRI O
172.22.0.0/16 is variably subnetted, 2 subnets, 2 nasks
o 172.22.53.0/24 [110/1572] via 172.20.10.1, 00:01:26, BRIO
o 172.22.1.1/32 [110/1563] wvia 172.20.10.1, 00:01:27, BRIO

O*E2 0.0.0.0/0 [110/1] via 172.20.10.1, 00:01:27, BRIO

FTENEHETR  RARSER , A REES LR A EE(BRIO)
show dialeria = A AR EEDDRMEARE EXME, FIE , HRBHF AT SEZNEBEER
, BT 7 BRI E,

maui - soho-01# show dialer

BRIO - dialer type = I SDN



Dial String Successes Fai |l ures Last DNIS Last status
5551111 10 0 00: 01: 49 successf ul
0 incom ng call(s) have been screened.

0 incomng call(s) rejected for call back.

BRIO:1 - dialer type = | SDN

Idle tiner (30 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link layer up

Dial reason: Dialing on watched route loss
Time until disconnect 11 secs

Connected to 5551111 (maui - nas- 05)

BRIO:2 - dialer type = | SDN

Idle tiner (30 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is idle

il 329,
58 B 88 B4R A B

Bl iEdialer watchZ BIELEX BRFEDDRIEZZE R IEE T, ESEBEREMIERDDRAEE , RE
R EP RN IR, B EDialer Watchfs |, B3& & FCisco IOS®E B RAS12. 1(7):52Emﬁ&2|§
o RMBESNRLEEBENTRENERSR -

B . EXSEREFER  BAsRT SRR A ER,

AIBEMVARR T R 1.5 Fishow ip route i TRBEEEEENRAHREFEENBHARY., ABRRHRE
REENEASEERARTNERATELE, STERIFRERNBERSHER. Hl0, NREKH
#F<FE’~10.0.0.0/8 , 4% fE Adialer watch-list 1 ip 10.0.0.0 255.255.255.0(EN10.0.0.0/24) , Bl##5EES
B8 TH AL S S SE MBI EI10.0.0.0/8 F B RER B e b,

WREMBERH2IR BB RO M H L AWM ERRHEMEE T,

. dialer watch-listas < 15 E /Y B /{8 K BB — mapE &
- IRIGEE HER T E M P A — BmapiE A,
Tﬁﬁﬂgﬂ?&ﬁ RIFMEDS dlaler watch list group-number delay route-check initial seconds. &3
HMER AR RER TS —
BE EOERCEY , EF2RBREOEREREHENR.
AEENBRAR  BRERABERERRSTSRONEIPHER
B : ESERIRER , HOMEKKER,

af  ERABRBRER  MEREEAN R ZREER |, ™2 RERZESAREA bR ENBRE

o

] REMV AR IR )5 1% {Kdialer idle-timeout, TEFX{EA120¥ , BETEHERIBETERKZKE.
AIREMY IR R 7 2. (F Fishow dialerin B R R EE = FHBE,



HENHEEREESR(ERdialer-listi T ETEE) EXAEBRKNER. BHBERERERAT
REL,

EAREFE , BT LU Adialer-list 1 protocol ip denyis TS FIBIPREREATHEBRE., £H
HEEREER  KETSEETRER K MEHSSEEENREERREZEENRE,

ARENMRAFRIMFEANBABENAERE , BEURREAER L EHEFAIARER, B
, EEHERRER  BHERHABESELERAEIER K MASFEANERE K mMTAeEmEEE2EE
Re®iaf, mRRENL  TEegEEMEEFEET. F£Ashowip routefEERHEERRE
REAEHERANEANRERASCEEARE. EEEERT , RESKREHENEERRS
 —EARERERE , 3 —ERANMEARETUEANTEALS ZRAREHABENAEREHHHE
A A : bandwidth, delaySidistance. BRIFFMEF , F2 B Cisco IOSEBH TS E,

BE—#XISDNE1, 2HM3BHREHER , F2H £ Ashow isdn status s & # TBRIBEEHEBRHE R

BHRET

BWHERRTEXEE Eshowtn & , ZTE A ERBshowin T HAY D 4.

XX : ¥tidebugiE v 2hi , BESREEDebuglE THEEEA,

- debug dialer — AR B~ B ERRSENTH LIZKWNE R SIHWDDRE-R.

. debug isdn q931 — It EFE RIS HESMISDNIR #2144 &~ B AV ISDNAIRSELR ( 5E3/E ) WIFILEL
MERR.

- debug ppp negotiation — LtZIEE HEPPP T4 (2B HEERZHIBE(LCP). S EEFNCPE

FEREBPPPREMNIMNENR. KIIHPPPIHEHS B EHMMLCPIREE , REETIHRE
, XEENCP,
- debug ppp authentication — #ERPPPH BRI WMEEE , SIEEAEF ORI IHE

(CHAP)ERBXRMM O HMREBEHEPAP)RIR, MRBEMIE , FBFEchapEHERBHN
RIS E LK,
- debug ppp error — 7 7~ B2 PP PIE 3 1 5 A = M M B Y th 72 8 BR M S5 BR AR5 T E o

5 i HH R B

T HH#Kdebug dialerfa H# /R T EHEEBAERE , BR[EREXBBIEZRNEH, RERHEHI[MB
R, SATEHERBHE K BoORTSRETHINIRMEA. WRBRIEXCKE , AR
HERERSEZRANRBHRERFEDERE, £REP  FEIRSFEERTNKEE , BAEMN
AURBBEEENERREN S ETRRNERBRNE.

maui - soho- 01#debug dialer

Di al on demand events debugging is on

maui - soho- 01#

03:47:07: %.| NK- 3- UPDOWN:. Interface Serial0, changed state to down

!I-—- Primary Link is brought down 03: 47:07: %0SPF-5- ADJCHG Process 5, Nor 192.168.10.1 on
Serial0 fromFULL to DOMN, Nei ghbor Down: Interface down or detached 03:47:07: DDR Dialer

Wat ch: watch-group = 8

I-—- Use dialer watch-group 8. 03:47:07: DDR network 172.22.53.0/255.255.255.0 DOWN, 03: 47:07:
DDR. primary DOWN

I-—-- The primary network is down. 03:47:07: DDR Dialer Watch: Dial Reason: Primary of group 8
DOWN

!--- Dialing Reason is that the primary route is down. 03:47:07: DDR Dialer Watch: watch-group
= 8, 03:47:07: DDR dialing secondary by dialer map 172.22.53.0 on BRO
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!--- Indicates which dialer map statement is used for the dialout. 03:47:07: BRO DDR Attenpting
to dial 5551111 03:47:08: % . NK-3-UPDOMN: Interface BRIO:1, changed state to up 03:47:08: BRO:1
DDR: Dialer Watch: resetting call in progress 03:47:08: %. NEPROTO 5- UPDOMN: Li ne protocol on
Interface Serial 0, changed state to down 03:47:08: BRO:1 DDR dial er protocol up

03:47:09: 9%.1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface BRI 0:1, changed state

to up

03:47:14: 9% SDN- 6- CONNECT: Interface BRIO:1 is now connected to 5551111 maui-nas-05

!I-—- BRI link is connected. 03:47:17: % SPF-5- ADJCHG Process 5, Nbr 192.168.10.1 on BRIO from
LOADI NG to FULL, Loading Done 03:47:38: BRO:1 DDR idle timeout

!--- Idle Timeout (30 seconds) expires. !--- The router will check to see if the primary link
has come up. 03:47:38: DDR Dialer Watch: watch-group = 8 03:47:38: DDR network
172.22.53. 0/ 255. 255.255.0 UP, !--- A route for the watched network exists (due to the active

backup 1ink). 03:47:38: DDR primary DOWN
!-—-- The primary network is still down. 03:48:08: BRO:1 DDR idle timeout

!l --- Next Idle Timeout (30 seconds) expires. !--- The router will check to see if the primary
link has come up. 03:48:08: DDR Dialer Watch: watch-group = 8 03:48:08: DDR network
172.22.53. 0/ 255. 255. 255. 0 UP, 03:48:08: DDR primary DOM !--- The primary network is still
down. ... ... ... 03:50:38: BRO:1 DDR idle tineout

l--- Next Idle Timeout (30 seconds) expires. !--- The router will check to see if the primary
link has come up. 03:50:38: DDR Dialer Watch: watch-group = 8 03:50:38: DDR network
172.22.53. 0/ 255. 255. 255. 0 UP, !--- A route for the watched network exists (due to the active
backup link). 03:50:38: DDR primary DOM !--- The primary network is still down. 03:50: 44:

%.1 NK- 3- UPDOMN: I nterface Serial0, changed state to up

!--- Primary link is re-established. 03:50:45: %.| NEPROTO 5- UPDOWN: Li ne protocol on Interface
Serial 0, changed state to up 03:50: 54: %SPF-5- ADJCHG Process 5, Nbr 192.168.10.1 on SerialO
fromLOADI NG to FULL, Loading Done 03:51:08: BRO:1 DDR idle timeout

! --- Next Idle Timeout (30 seconds) expires. !--- The router will check to see if the primary
link has come up. 03:51:08: DDR Dialer Watch: watch-group = 8 03:51:08: DDR network
172.22.53. 0/ 255. 255.255.0 UP, !--- A route for the watched network exists. 03:51:08: DDR
primary UP

!-—-- The primary network is UP. Dialer watch will initiate a disconnect of !--- the backup link.
03:51:08: BRO:1 DDR starting watch disable timer

!--- Delays disconnecting the backup interface after the primary interface recovers. !--- This

timer is 15 seconds as configured with the dialer watch-disable 15 command 03:51:23: BRO:1 DDR:
wat ch di sabl e tineout

!--- 15 second disconnect delay expires. The link will be brought down. 03:51:23: BRO:1 DDR:
disconnecting call

!--- Backup link is disconnected. 03:51:23: BRO:1 DDR Dialer Watch: resetting call in progress
03:51:23: DDR Dialer Watch: watch-group = 8 03:51:23: DDR network 172.22.53.0/255. 255. 255.0
UP, 03:51:23: DDR primary UP /--- The primary network is UP. 03:51:23: 9% SDN- 6- DI SCONNECT:
Interface BRI 0:1 di sconnected from 5551111 nmaui - nas-05, call |asted 255 seconds 03:51:23: %1 NK-
3-UPDOWN: I nterface BRIO:1, changed state to down 03:51:23: BRO:1 DDR di sconnecting call
03:51:23: DDR Dialer Watch: watch-group = 8 03:51:23: DDR network 172.22.53.0/255. 255. 255.0
UP, 03:51:23: DDR primary UP 03:51:24: 9% NEPROTO 5- UPDOMN: Line protocol on Interface BRIO: 1,
changed state to down maui - soho- 01#

HHE & A

DDR i {7 4 Fic B 58 4 i Bk Bk

FLEANTE. FEEREE %8888 DDRIE
{65 P 45 5 55 B= 45 Il B ¥ R (i 10
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