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, R EEARREAREEREN T 5 —E/YISDN BRIER, BR , EEAGREERRIXA
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debugs:

debug dialer

debug dialer packet
debug isdn 931

debug ppp negotiation
debug ppp authentication

Lag in to your router and enable these

Then ping an IP Address on the Internet

(Howe to log in and capture these debugs)

Does the Router
Atternpt to Dial?

Ooes the [SD
Call Connect
Successfully?

Dioes the PPP LCP
Phase succeed?

Does PPE
Authentication
Succeed?

Does the PPF
MCP (IFCP1 Phase

complete?

Fossible Causes:

- ip routing is not configured

- IP Addressing is not configured
- Route to dialer int does not exist
- dialer-list i= not configured

- dialer-group is not configured

- dialer string is not specified
(Click here for other possible
cases and sample output)

Fossible Causes:

- Problem with 150N wiring

- IS0M Circuit is not functioning
- Incorrect dialer string

- Long distance carrier issue

- Incorrect SPIDs

(Click here for other posgible
cases and sample output)

Fossible Causes:

- encapsulation ppp is not
configured

- ISOM Speed mismatch 56k vs
Bak)

- Routers do not agree an
authentication protocal

(Click here for other possible
cases and sample output)

Fossible Causes:

- wrong username (on either called
and calling router)

- wrong password (on either called
and calling router)

(Click here for other possible cases
and sarnple output)

Fossible Causes:

- fixed IP address configured an
calling router while called router
wants to assign a specific address
- dialer pool incorrectly specified
- dialer remote-name does not
match the authenticated username
(Click here for other possible cases

. Choose from one of the following

!

\

post-connection problems

and sample output)

Call disconnects
prermaturely

Possgible Causes:

- Low dialer idle-timeout
- Incorrect interesting
traffic definition

Call does not disconnect .
link
Possible Causes:

- High dialer idle-timeout
- Incorrect interesting
traffic definition

Possible Causes:

periodic traffic) is
interesting

Router repeatedly dials the

- Routing protocol {or other

//
IF Connectivity lssues

Fossible Causes:
- WAT Configuration lssue
- IP Routing issue




RE REBF 2 0 2 A F i E L T A
E T EBESEIPCEH 5B 2 SRS RS MenctEREIB M,
NMEBEEBLHEERIBAE  FONALHETERN FEOARERSERE, NRENE

ERREATE AR EETELE , W ALEEFAtelnetEREIKAZT | REFHteinetEFBF IiRELF
DA Z KMEIPHb 1L,

EAEMERT (#2HEStelnet ) , &FEM LR E 75 Bl H i E 85 ERm & P i
 EAZTEEENRARE LA EHREHL.

BAFFSEHMNBREENEYE, BRRETRE  BAEBHR LEENFRILEABAERN

router>enable

Password: (enter the enable password) router# router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

router (config) #service timestamps debug datetime msec

router (config) #service timestamps log datetime msec

R AtelnetiEAR |, BRI T AR Aterminal monitor:

router#terminal monitor
router#

ETR , WA TENdebugin T :

router#debug isdn @931

ISDN Q931 packets debugging is on
router#debug ppp negotiation

PPP protocol negotiation debugging is on
router#debug dialer packet

Dial on demand packets debugging is on
router#debug dialer

Dial on demand events debugging is on
router#debug ppp authentication

PPP authentication debugging is on
router#

REZEF B AR L Eping, AT E2ANFUNARRE LR, REBFEIBNTRFEERERE
B

router#ping 194.183.201.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 194.183.201.1, timeout is 2 seconds:

*Mar 1 00:06:36.383: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),

100 bytes, outgoing interesting (ip PERMIT)

! —— The ping for 194.183.201.1 is interesting traffic and uses Dialer 1(Dil) *Mar 1
00:06:36.387: BRO DDR: rotor dialout [priority] *Mar 1 00:06:36.391: BRO DDR: Dialing cause ip
(s=10.1.0.1, d=194.183.201.1) *Mar 1 00:06:36.395: BRO DDR: Attempting to dial 8134

! —— Number used to dial.

! —— This is configured using the dialer string or dialer map command

I —— If you do not see this message proceed to section

! —- Symptom: The Router Does Not Attempt to Dial *Mar 1 00:06:36.411: ISDN BRO: TX -> SETUP pd
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= 8 callref = 0x02 *Mar 1 00:06:36.415: Bearer Capability i = 0x8890 *Mar 1 00:06:36.423:
Channel ID i1 = 0x83 *Mar 1 00:06:36.427: Called Party Number i = 0x80, '8134', Plan:Unknown,
Type:Unknown *Mar 1 00:06:36.519: ISDN BRO: RX <- CALL_PROC pd = 8 callref = 0x82 *Mar 1
00:06:36.527: Channel ID i = 0x89 *Mar 1 00:06:36.727: ISDN BRO: RX <- CONNECT pd = 8 callref =
0x82 *Mar 1 00:06:36.743: ISDN BRO: TX -> CONNECT ACK pd = 8 callref = 0x02

*Mar 1 00:06:36.751: %LINK-3-UPDOWN: Interface BRIO:1l, changed state to up

! —— ISDN Layer 3 CONNECT message and Link Up message ! -- If you do not see this message
proceed to section ! -- Symptom: The ISDN Call Does Not Connect Successfully *Mar 1
00:06:36.767: BR0O:1: interface must be fifo queue, force fifo *Mar 1 00:06:36.775: $DIALER-6-
BIND: Interface BRO:1 bound to profile Dil *Mar 1 00:06:36.787: BRO:1 PPP: Treating connection
as a callout *Mar 1 00:06:36.791: BRO:1 PPP: Phase is ESTABLISHING, Active Open ! -- LCP
negotiation begins *Mar 1 00:06:36.791: BRO:1 PPP: No remote authentication for call-out *Mar 1
00:06:36.795: BRO:1 LCP: O CONFREQ [Closed] id 3 len 10 *Mar 1 00:06:36.799: BRO:1 LCP:
MagicNumber 0x0012586A (0x05060012586A) *Mar 1 00:06:36.859: BRO:1 LCP: I CONFREQ [REQsent] id
59 len 15 *Mar 1 00:06:36.863: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 00:06:36.867:
BRO:1 LCP: MagicNumber 0x10D36A4C (0x050610D36A4C) *Mar 1 00:06:36.871: BRO:1 LCP: O CONFACK
[REQsent] id 59 len 15 *Mar 1 00:06:36.875: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1
00:06:36.875: BRO:1 LCP: MagicNumber 0x10D36A4C (0x050610D36A4C) *Mar 1 00:06:36.879: BRO:1 LCP:
I CONFACK [ACKsent] id 3 len 10 *Mar 1 00:06:36.883: BR0O:1 LCP: MagicNumber 0x0012586A
(0x05060012586A) *Mar 1 00:06:36.887: BRO:1 LCP: State is Open

! -- LCP negotiation is complete. Any LCP state other than Open indicates

! —- that LCP negotiation has failed.

! —— If you do not see this message proceed to section

! —— Symptom: PPP LCP Phase Does Not Succeed *Mar 1 00:06:36.903: BRO:1 PPP: Phase is
AUTHENTICATING, by the peer *Mar 1 00:06:36.907: BRO:1 CHAP: I CHALLENGE id 38 len 24 from "ISP"
! —-- Incoming CHAP challenge *Mar 1 00:06:36.915: BRO:1 CHAP: Using alternate hostname XXXXX

! -- Using alternate hostname configured with ppp chap hostname command

*Mar 1 00:06:36.915: BRO:1 CHAP: Username ISP not found

*Mar 1 00:06:36.919: BRO:1 CHAP: Using default password

! -- Using password configured with ppp chap password command

*Mar 1 00:06:36.923: BR0O:1 CHAP: O RESPONSE id 38 len 26 from "XXXXX"

! -- Sending response from "XXXXX" which is the alternate hostname for the router *Mar 1
00:06:36.939: BRO:1 CHAP: I SUCCESS id 38 len 4 ! -- NAS has succesfully authenticated the
router *Mar 1 00:06:36.943: BRO:1 PPP: Phase is UP

! —-- PPP Authentication is successful ! -- PPP NCP (IPCP) negotiation begins *Mar 1
00:06:36.947: BRO:1 IPCP: O CONFREQ [Not negotiated] id 3 len 10

*Mar 1 00:06:36.951: BRO:1 IPCP: Address 0.0.0.0 (0x030600000000)

! -- This router does not have an address configured, so it sends a

! -——- CONFREQ with the address 0.0.0.0. This tells the other peer to assign an address

! -- which is accomplished by the sending of a CONFNAK with the proper address. *Mar 1
00:06:36.955: BRO:1 IPCP: I CONFREQ [REQsent] id 26 len 10

*Mar 1 00:06:36.963: BRO:1 IPCP: Address 194.183.201.1 (0x0306C2B7C901)

! -- Incoming CONFREQ indicating the peer's IP address *Mar 1 00:06:36.967: BRO:1 IPCP: O
CONFACK [REQsent] id 26 len 10

*Mar 1 00:06:36.971: BRO:1 IPCP: Address 194.183.201.1 (0x0306C2B7C901)

! -—- The router accepts the peer's IP address

! -- (since it 1is not trying to assign one to the peer)

! —- Once the call is connected a route to this address will be installed *Mar 1 00:06:36.975:
BRO:1 IPCP: I CONFNAK [ACKsent] id 3 len 10

*Mar 1 00:06:36.979: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

! -- The peer CONFNAKs our initial Address request of 0.0.0.0

! —— It responds with the address that this router could use

! -- The NAS can assign this using the peer default ip address or dialer map command

*Mar 1 00:06:36.983: BR0O:1 IPCP: O CONFREQ [ACKsent] id 4 len 10

*Mar 1 00:06:36.987: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

! -- This router requests the address previously suggested by the NAS *Mar 1 00:06:37.011: BRO:1
IPCP: I CONFACK [ACKsent] id 4 len 10

*Mar 1 00:06:37.015: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

! -- NAS accepts the address requested by the client *Mar 1 00:06:37.015: BRO:1 IPCP: State is

! -—- PPP NCP (IPCP) negotiation is complete ! -- If you do not see this message proceed to
section

! —- Symptom: PPP NCP (IPCP) negotiation does not succeed *Mar 1 00:06:37.019: Dil IPCP: Install
negotiated IP interface address 194.183.201.2 *Mar 1 00:06:37.031: BRO:1 DDR: dialer protocol up




*Mar 1 00:06:37.039: Dil IPCP: Install route to 194.183.201.1

! -- Route to peer is installed *Mar 1 00:06:37.943: SLINEPROTO-5-UPDOWN: Line protocol on
Interface BRIO:1, changed state to up *Mar 1 00:06:38.383: Dil DDR: ip (s=194.183.201.2,
d=194.183.201.1), 100 bytes, outgoing interesting (ip PERMIT) *Mar 1 00:06:38.427: Dil DDR: ip
(s=194.183.201.2, d=194.183.201.1), 100 bytes, outgoing interesting (ip PERMIT) *Mar 1
00:06:38.471: Dil DDR: ip (s=194.183.201.2, d=194.183.201.1), 100 bytes, outgoing interesting
(ip PERMIT) *Mar 1 00:06:38.515: Dil DDR: ip (s=194.183.201.2, d=194.183.201.1), 100 bytes,
outgoing interesting (ip PERMIT) router# *Mar 1 00:06:42.783: %ISDN-6-CONNECT: Interface BRIO:1
is now connected to 8134

unknown

router#

1K [o] FI i 5 5 B T e

REHER R RRERRERR ?

EEMBRAFERELRARLTY  FRIFEEFURHFOAABHIRETESUTT

*Mar 1 00:06:36.395: BRO DDR: Attempting to dial 8134

ERRBEEG , 81342 KABFEHABIEHNISDONE RIS, LB F 2 HAdialer string=sidialer mapn
TEEN.

BB A

AR : B EBRT AR
MBEHBERELTERBN , WFELSE T
EEEAAER L

MRZLREARGE  ERTERRALEENIPENZESRERHAIEB®INE. FERN
FRSFE :

- BEBRENELEREEE TIP, BEXERERFNERip unnumbered interface(H #
interface BRI , ffliethernet x. loopback x&) L Aipfuit , RiBEipAit ( MR
EAEIRASENASESIPAYE ) . MREHEHDDR , BIEEYIENE (S0, NEBRI
0) LEEIPHbL,

. R E RO R Eip routingiE S, f#Fshow running-configii SR IRERER K FTEEI®Snoip
routing.

- RBERAEREOBESNER T —BRNFERS (MREEARRSB[EM ) . UTRE (HR
BEEAREER ) 2T —HBEEN119172.22.53.0/24FF K H

maui-soho-01(config)#ip route 172.22.53.0 255.255.255.0 dialer 1

LT RE (BERAREFHDDR ) T —BkA172.22.53.0/24FFEKMA172.16.1.1, T —BkithitfE
T e 3% 5% ¥4 RS 0 P A AR SR Y ip b it

maui-soho-01(config)#ip route 172.22.53.0 255.255.255.0 172.16.1.1

- RRBRBRIYVENEAREENEEMBAARSHARE, FHshow interface dialer Xz show



interface bri X@n & AFER N EERup/upikEE ( HK5R ) -
MENHAEAEEMEEAME  BENEHALEER T £ Ano shutdowniE w5,

MENERERFDARE , ARERIBRINEREBEBUERN N BUUEENE TR
backup interfacein & , R ENEHNHEE.

FEARRL  BRXA "RES®R, HE

EEEBAT , Tt ARBINTEHNIPERS  ERHFERHEERE  YTEHREERRFSHE
FEOY, tetidebugi i SARREE AR EEETHUMNERRE, TR —LLdebughn & HI KR EATEEMNRE :

g5 1

*Mar 13 10:43:50.253: Dil DDR: ip (s=10.1.1.1, d=172.22.53.1),
100 bytes, outgoing uninteresting (list 101).

RN REREBREBNREEETTE, EARFH 518 Kaccess-list 101,
—EESEEBNREECERATMEBIPRE , TR :

maui-soho-01(config)#dialer-1list 1 protocol ip permit

EE  BAAIPREEBRAMBRETRSEHSONERERBRIFET , AHEELBERAHE
FHMEPRER, FAEREABNREERUREENER,

WMEMBRRENFRES  FSREREN . MBENRHA,

g5 2

*Mar 1 00:07:22.255: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing uninteresting (no dialer-group defined).

BERAR N H LR AR EEMRRRE. MEBRRE WA

interface Dialerl
dialer-group X

Mgt . XK EFEEdialer-listin S ERAREMEE.

&5l 3

*Mar 1 00:08:24.919: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing uninteresting (dialer-list 1 not defined).

B3R 28T E LB dialer-groupsE @ , BE5| AN BREREERFE. WU RABIFTREEdialer-list:
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dialer-list X protocol ip permit

BHEE - XAV {EFEX BRI 5% 85 ) [ T dialer-groupfs S FrE AV E MR
#iBl 4

*Mar 1 00:25:32.551: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing interesting (ip PERMIT)
*Mar 1 00:25:32.555: Dil DDR: No free dialer - starting fast idle timer.

EEEERT , BHENCKERARHAER , TUMEHER  ERETHARZEFUANYMENT
o EER’E’F@EEMEFF@E%leaIer pool-member X , jt’ffﬁéyfé%% HE &L & 7 dialer pool X, &l :

interface BRIO

dialer pool-member 1
|

interface Dialerl
dialer pool 1

b5k, BRFEBRINTHE R A RERBEMME,
W5

*Mar 1 00:37:24.235: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing interesting (ip PERMIT)
*Mar 1 00:37:24.239: Dil DDR: Cannot place call, no dialer string set.

HEEERBERT  BRSBETHLRRETMRRRFTE, BHRAZHHTY  ERAEEFUL
ISDN B #5775 E%?ﬁéaﬁ%ﬁ—?—% ;

interface Dialerl
dialer string 8134

MEFZRHMUEET , 52 FEHdebug isdn q93118 ¥ ISDN BRISEIEBHE TR M HEEMRESR T
MU s REAREAE L — 8,

o] B #4 FE B B e 12

SEEEYF AR ISDNIFF AL EAR R B AU 2

EWEISDNF IR EELR , BEAAPEHCONNECT_ACKHM %LINK-3-UPDOWNIE L. :

*Mar 1 00:06:36.743: ISDN BRO: TX -> CONNECT_ACK pd = 8 callref = 0x02
*Mar 1 00:06:36.751: SLINK-3-UPDOWN: Interface BRIO:1, changed state to up

MREREWHES , EWVISDNFFUERKT) , B NEEHTT —F, NRERIBFEIERNAS
, FRBEULTREURETRENEREE,

[5] FI/ i BE 1 B 3 72 [
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FEAR : ISDNIR AL R BR Zh i 4R

1. MREFFNELCUTHE L , FEFEISONEERSCRAKHASZNEEH L.
*Mar 1 21:31:18.190: Dil DDR: ip (s=x1.x2.x3.x4, d=yl.y2.y3.y4),
100 bytes, outgoing interesting (ip PERMIT)
*Mar 1 21:31:18.190: BRO DDR: rotor dialout [priority]
*Mar 1 21:31:18.198: BRO DDR: Dialing cause ip (s=x1.x2.x3.x4, d=yl.y2.y3.y4)
*Mar 1 21:31:18.198: BRO DDR: Attempting to dial 8134.
*Mar 1 21:31:20.186: Dil DDR: ip (s=x1.x2.x3.x4, d=yl.y2.y3.y4),
100 bytes, outgoing interesting (ip PERMIT).

*Mar 1 21:31:26.226: ISDN BRO: Could not bring up interface

*Mar 1 21:31:26.226: BRIO: wait for isdn carrier timeout, call i1id=0x849E
*Mar 1 21:31:26.246: ISDN BRO: Could not bring up interface.

Success rate is 0 percent (0/5)

2. R BISDNEREEEE T4, FHAshow isdn statusiF S EEFE1BREEASACTIVE , F2BRE
BABMULTIPLE_FRAME_ESTABLISHED , ARSPID ( 1REE ) EE5EN. BFFHEENA
, 552 B Ashow isdn statusip £ TBRIFEEHEBRAVIE 2,

INRIEK Ciscodt BE#ir H 7 show isdn statusis 5 , BRI LA{E A Cisco CLI Analyzerf R & 7E S
BRIEERR. EFMCisco CLI Analyzer , BHERIMERE , KAXALERA

JavaScript,

3. REEEMNISDNEREXNFEREIEMH, 7
F. MURETHFZTRESINR.

ofE , EREBPBXERE , AIREEEMEEIE

4 MBERFEARREER , AR CEHNESLANKRERME  BWERBERH, BF
, A TelcoIISDNEREE EFHER |, F bt 3t ISDNRIR I A 241 FE M RIF IR E SR
. BERZRERREABARETERE ITH,

EXBEUREEIRERAME LM EBBENERT , U5 EEAETBAMABREREHR
E#ZM(PIC), PICIRRtREBFNFE , ARBAIEEE &R F(LECHRERH K, &
B, BEFRAUEATRNREEFETERTL, PICRBHEEEAHUREBENFTE, X2
BPICH X B1010xxx. fFFno dialer string xxxxx&ino dialer mapMIBrIRE5EME , REEHE
3R AT

%40 | dialer string 1010321512555111,
5. &3 ISDNET B EARE R .

Cisco 0SB BB HILZERBEASTHNRERBETHSE , UALRH—EBHNXTAL
, HP SRR ERERRNER. SUREELERINFREE | ROEIKRD EHR
BERNETHEE (WMERRTATESRBAIEETER ) Number busy ( R EN ) FREFHE
2 ( RRTelcoERMNHNE ) EEAREHFARRNTRER , F28 7 #HEHisdn
q931 BT R EH T, B2 , FARISDNIRIET EREMETFRERTRER TR A ¢

*Mar 3 00:10:38.756: ISDN BRO: RX <- DISCONNECT pd = 8 <callref = 0xEB
*Mar 3 00:10:38.764: Cause i = 0x84D8 - Incompatible destination

ZRIERINERBFERRNBXE , R TUERERRBFRRSHEBEREIE
ISDNEIE ( HIIIEREIREE ) EARY, BT IERNREAA SR EFRIERATERERS

Aug 13 18:23:14.734: ISDN BRO: RX <- RELEASE_COMP pd = 8 callref = 0x86
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Aug 13 18:23:14.742: Cause i = 0x829C - Invalid number format
(incomplete number)

£:# Understanding debug isdn g931 Disconnect Cause CodesX & , I ] LATE E BB E 4R
RIBEHIRBISDNIRIBHESIE N ERN, EHEEAN , A B St UELZEBINERER
(EBRAEXE#E )  HEBEHuTRE, LT RFIHERBRISDNIRIET EHEMmiEE RN T

ny -
*Mar 13 11:29:04.758: ISDN BRO: RX <- RELEASE_COMP pd = 8 callref = 0x83
*Mar 13 11:29:04.769: Cause i = 0x8295 - Call rejected

6. MRENEF L AIRIEREM T EFEANRKEEEEREB B AR (SPID) , FFRAEBRINTHE LA
B TIELSPID, SPID@EEEEEZEAMSEA , WENIFIDMSTIEE B — 2 ( SessTMHER
BAFFEESPID) .

interface BRIO
isdn spidl 51255511110101 5551111
isdn spid2 51255511120101 5551112

& 0] LA fiE Fishow isdn statusin T ERFESPIDR B IEMHE, MEFMEN , F2E R HE#ISDN
BRI SPIDs#& %,

WM RIE CiscoZE B #i i T show isdn statusin v , BRI BAfE A Cisco CLI Analyzerf8 /R B 1ER
BENEERR. EMFHCisco CLI Analyzer , X EARIMERE , X AXALKA
JavaScript,
7. MR ERBREAKRFREE , B FEHdebug isdn 993185 5 ¥ ISDN BRIZE 3[E i 1T FE HERR
XTI — S B EBERR
IR [6] 21| 4 FE 1 BR 7 72 1]

SR PPP LCPRREBIRE R ?

ERRBLT , CRREE IR TABIEET

*Mar 1 00:06:36.887: BR0:1 LCP: State is Open

MREEIT , RNEZRFBABELCP)IERIR . Bropen AN EMAREH R RLCP X
o

iR [o] 1| 3% BE Bk BR T 72 [

EAR : PPP LCPREEY KRR Zh

THEHRE : REEPPP
MREEELURUTITHRFABRE | ERTRPPPREERKE.,

*Mar 2 19:34:21.761: Dil DDR: dialer protocol up.

*Mar 2 19:34:23.397: Dil DDR: ip (s=10.48.74.9, d=10.0.0.14), 100
bytes, outgoing interesting (ip PERMIT) .

*Mar 2 19:34:25.397: Dil DDR: ip (s=10.48.74.9, d=10.0.0.14), 100
bytes, outgoing interesting (ip PERMIT) .

*Mar 2 19:34:27.397: Dil DDR: ip (s=10.48.74.9, d=10.0.0.14), 100
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bytes, outgoing interesting (ip PERMIT)

*Mar 2 19:34:27.753: %ISDN-6-CONNECT: Interface BRIO:1 is now

connected to 8101.

! —- Call connects but the router does not send any PPP CONFREQ packets *Mar 2 19:34:29.397: Dil
DDR: ip (s=10.48.74.9, d=10.0.0.14), 100 bytes, outgoing interesting (ip PERMIT). Success rate
is 0 percent (0/5)

RAFWEPEE |, BASTEIZT{APPP CONFREQHEE., ETREERANTEE KEEHAPPPH
g,

EEBERT , BREZCERERNENER N E T Eencapsulation pppii T AT 2 —ERH

interface Dialerl
encapsulation ppp

or

interface BRI 0

encapsulation ppp

ATEERY SR : ISDNEE It

B, Bret2 L E R HIELCP CONFREQEE , BEEAREIAWLCPEE., R~EWMT :

*Mar 14 01:49:10.160: SLINK-3-UPDOWN: Interface BRIO:1, changed state to up
! -- Call is connected. PPP negotiation will begin

*Mar 14 01:49:10.168: 3$DIALER-6-BIND: Interface BRO:1 bound to profile Dil.
*Mar 14 01:49:10.188: BR0O:1 PPP: Treating connection as a callout

*Mar 14 01:49:10.188: BRO:1 PPP: Phase is ESTABLISHING, Active Open

[0 sess, 0 load]

! -- PPP negotiation begins

*Mar 14 01:49:10.196: BRO:1 LCP: O CONFREQ [Closed] id 24 len 15

*Mar 14 01:49:10.200: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:10.204: BRO:1 LCP: MagicNumber 0x545D708A (0x0506545D708A). ! -- Outgoing
Configure-Request (CONFREQ)

*Mar 14 01:49:12.176: BRO:1 LCP: TIMEout: State REQsent

! -- Router has not received a CONFREQ from the peer, hence the timeout
*Mar 14 01:49:12.180: BR0O:1 LCP: O CONFREQ [REQsent] id 25 len 15

*Mar 14 01:49:12.184: BR0O:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:12.188: BR0:1 LCP: MagicNumber 0x545D708A (0x0506545D708A) .
*Mar 14 01:49:14.160: BRO:1 LCP: TIMEout: State REQsent

*Mar 14 01:49:14.164: BR0O:1 LCP: O CONFREQ [REQsent] id 26 len 15

*Mar 14 01:49:14.168: BR0:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:14.172: BR0O:1 LCP: MagicNumber 0x545D708A (0x0506545D708A)

BIHWHENRRTER :

[ e =S

. RAPPPHE BiRmiK, TEIRiR L& E S encapsulation ppp
- ERagELERERNE, RERNERRISDNEERITHE

?”‘ISDNE’J%JEHEE BENAER , — KA BETESOKELR , T3 —IRTECAKERR. ANt TR K B
SR BRI GAKERR, &R B M 1E56kEE T,

R BRI ER -

maui-soho-01(config) #interface Dialerl

maui-soho-01(config-if) #dialer string 81560 class 56k

! —- Dial 81560 and use the map-class named "56k" (defined below) maui-soho-01(config-if) #exit
maui-soho-01(config) #map-class dialer 56k

! -- map-class named "56k" that was used with the dialer string



! -- in int Dialerl
maui-soho-01 (config-map-clas)#dialer isdn speed 56
! -- Set the speed of the call to be 56k (default is 64k)

HWRERDDR ( B5RELE ) -

maui-soho-01(config) #interface bri 0
maui-soho-01(config-if)#dialer map ip 10.1.1.1 name maui-nas-08 speed 56 81560
!I-- The keyword speed 56 sets the outgoing call rate at 56k

AENEREE - MARHBRTEEFEARRBERBE (CHAPRPAP )
MRAEECRUATINARBE  ERTENBHENERFBAREANSORBHEZR -

*Mar 1 00:07:24.051: BRO:1 LCP: I CONFREQ [ACKrcvd] id 136 len 14

*Mar 1 00:07:24.055: BRO:1 LCP: AuthProto PAP (0x0304C023)

*Mar 1 00:07:24.059: BRO:1 LCP: MagicNumber 0x1110C3C5 (0x05061110C3C5)

! —— An incoming CONFREQ (Config-Request) indicating the peer 1is

! —— willing to do PAP *Mar 1 00:07:24.063: BRO:1 LCP: O CONFNAK [ACKrcvd] id 136 len 9

*Mar 1 00:07:24.063: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

! —-— The router send a Configure-Negative-Acknowledge (CONFNAK) rejecting PAP

! —-— The router suggests CHAP instead *Mar 1 00:07:24.087: BR0O:1 LCP: I CONFREQ [ACKrcvd] id 137
len 14

*Mar 1 00:07:24.091: BRO:1 LCP: AuthProto PAP (0x0304C023)

*Mar 1 00:07:24.091: BRO:1 LCP: MagicNumber 0x1110C3C5 (0x05061110C3C5)

! ——- The peer once agaln requests PAP

! —— This is probably because PAP is the only protocol configured on the peer

! —— The router will once again CONFNAK PAP and suggest CHAP *Mar 1 00:07:24.095: BRO:1 LCP: O
CONFNAK [ACKrcvd] id 137 len 9

*Mar 1 00:07:24.099: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

! —— The router NAKs PAP and suggests CHAP for the 2nd time *Mar 1 00:07:24.119: BRO:1 LCP: I
TERMREQ [ACKrcvd] id 138 len 4 *Mar 1 00:07:24.123: BR0O:1 LCP: O TERMACK [ACKrcvd] id 138 len 4
! —— The two routers cannot agree on LCP parameters so the call is disconnected

EEBERT , FRZECEEENTRE

interface Dialerl

encapsulation ppp

ppp authentication chap pap callin

! -- This permits both CHAP and PAP and one-way authentication

BREHEFHOREHECHAP)RNER S D REIHE(PAP)NFMES , F2HEUTXE !

- BEfEFERE PPP CHAP Bask
- {# Fppp chap hostname#ppp authentication chap callin#: % 1T PPP & 13 B 5%
. X EPPP % 15 5% 35 8 5 17 7F (PAP) 3b 5% 2 HE %

B ERER T EH B ITE - SHPPPEE R HERE,

R [0] ZI/ i BE B B s 12 [

SREHERR-PPPERER SR ?

wERE @ H P RO T

*Mar 1 00:06:36.943: BRO:1 PPP: Phase is UP
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1R[] 21 3% BE HE B T A [

AR : PPP& 3 EREE KR

REREEEEL T :

interface Dialerl

ppp chap hostname XXXXX

ppp chap password YYYYY

pPpp pap sent-username XXXXX password YYYYY

HEARBIH , XXXXXRENEREEZRE , YYYYYRENETR,

M EAZNEESERANSMRESLZEEFRAEEBARE. A, MRESBREH
PAP , BIFEE{ Hppp pap sent-username®©, E2 , IR ETHEHEB IR EPAPH
CHAP , RIRIFELEM &

BRIREH Cisco IOSBBRANEE A BB TRSERETRETACNE., MRIEEER , E8T
show running-configuration@s =& , & EEIEF passwordy , RIBREF7 , REREFFY
, ML T RBIFR

interface Dialerl
ppp chap password 7 140005

EEERRT  SEIEERERERBEEENTRESTER, BERGARRER K RFEALRE
B, RARBAMRLEE EZR, ZRFIBEAPNBRIENE | B8R RN T RG58 HETL
LI

MRNEBEHFFEHERHFETHMRE | AIFEREE 5 Susername username password , H
Fusername=HERHARASOHRIRUNERE,

50 1

W ARV E B R RCHAPE S W

*Mar 1 00:16:54.403: BRO:1 CHAP: I CHALLENGE id 94 len 24 from "ISP"

! —— Incoming CHAP challenge *Mar 1 00:16:54.407: BR0O:1 CHAP: Using alternate hostname XXXXX ! -
- Using alternate hostname configured with ppp chap hostname command

*Mar 1 00:16:54.411: BRO:1 CHAP: Username ISP not found

*Mar 1 00:16:54.415: BRO:1 CHAP: Using default password

! —— Using password configured with ppp chap password command

*Mar 1 00:16:54.415: BRO:1 CHAP: O RESPONSE id 94 len 26 from "XXXXX"

! —-- Sending response from "XXXXX" which is the alternate hostname for the router *Mar 1
00:16:54.439: BRO:1 CHAP: I FAILURE id 94 len 25 msg is

"MD/DES compare failed"

! —— Incoming CHAP failure. The remote router failed to authenticate this router. ! -- Check the
username and password configured on both routers *Mar 1 00:16:54.447: BRO:1 LCP: I TERMREQ
[Open] id 165 len 4 *Mar 1 00:16:54.451: BRO:1 LCP: O TERMACK [Open] id 165 len 4

B : EACHAPHIE(HCHAPIER : | FAILURE)R RE SR ELRFBIMR, THERHELEME
Fidebug ppp negotiationT & # FE K FE 4] R K



BERAGEMMEEN |, 552 B Hppp chap hostnameFppp authentication chap callins = PPP & 13 5&
.

g5 2

AT H0 5 B AT AE R RCHAPRE I & BB -

*Mar 1 00:18:34.831: BRO:1 CHAP: I CHALLENGE id 97 len 24 from "ISP"

! —— Incoming CHAP challenge *Mar 1 00:18:34.835: BR0:1 CHAP: Using alternate hostname Xdwgdgw !
-- Using alternate hostname configured with ppp chap hostname command

*Mar 1 00:18:34.839: BRO:1 CHAP: Username ISP not found

*Mar 1 00:18:34.839: BRO:1 CHAP: Using default password

! —— Using password configured with ppp chap password command

*Mar 1 00:18:34.843: BRO:1 CHAP: O RESPONSE id 97 len 28 from "Xdwqgdqw"

! —-- Sending response from "Xdwqgdqw" which is the alternate hostname

! —— for the router *Mar 1 00:18:34.867: BRO:1 CHAP: I FAILURE id 97 len 26

msg is "Authentication failure"

! —— Incoming CHAP failure. The remote router failed to authenticate

! —— this router. Check the username and password configured on both routers *Mar 1
00:18:34.875: BRO:1 LCP: I TERMREQ [Open] id 171 len 4 *Mar 1 00:18:34.879: BRO:1 LCP: O TERMACK
[Open] id 171 len 4

BT EACHAPHE(HCHAPIETR : IFAILURE) R "E SR A LMBIEMeS. THERHBFLE
Fidebug ppp negotiation & ¥ FE K FE 4] R K

WMEFMES , 52 FEHppp chap hostname M ppp authentication chap callin®s K PPPE: % 1&
2=

<o

g5 3

U TABRRPAPETHFERN

*Mar 1 00:21:33.927: BRO:1 PAP: O AUTH-REQ id 3 len 18 from "XXXXX"

! —— Outgoing PAP Authentication Request from XXXXX

! -- XXXXX is the username configured in

! -- ppp pap sent-username XXXXX password YYYYY

*Mar 1 00:21:33.947: BRO:1 PAP: I AUTH-NAK id 3 len 27 msg is

"Authentication failure"

! —— An incoming PAP failure. The peer could not authenticate this router

! —— Verify that the username and password configured on both routers

! -- are identical *Mar 1 00:21:33.955: BRO:1 LCP: I TERMREQ [Open] id 182 len 4 *Mar 1
00:21:33.955: BRO:1 LCP: O TERMACK [Open] id 182 len 4 *Mar 1 00:21:33.959: BRO:1 PPP: Phase is
TERMINATING

MEFMET , F2 R EPPPREEEF B EPAP) MR H ISR,
5l 4
LTHAERRPAPEREZBEN

*Mar 1 00:20:41.023: BR0O:1 PPP: Phase is AUTHENTICATING, by the peer
*Mar 1 00:20:41.031: BRO:1 PAP: O AUTH-REQ id 1 len 17 from "ewddew"
! -- Outgoing PAP Authentication Request from ewddew

! -- ewddew is the username configured in

! -- ppp pap sent-username ewddew password YYYYY

*Mar 1 00:20:41.047: BRO:1 PAP: I AUTH-NAK id 1 len 27
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msg is "Authentication failure"

! -- An incoming PAP failure. The remote router could not authenticate

! —— this router. Check the username and password configured on both routers

! -- Note the PAP authentication failure in example 3 and 4 are identical.

! -- Hence the only way to determine if the username, password or both are

! -- wrong is to run debug ppp negotiation on the authenticating router *Mar 1 00:20:41.055:
BRO:1 LCP: I TERMREQ [Open] id 178 len 4 *Mar 1 00:20:41.059: BRO:1 LCP: O TERMACK [Open] id 178
len 4 *Mar 1 00:20:41.063: BRO:1 PPP: Phase is TERMINATING

MHBRFHMER , FSREREPPP R IS5 318 7 it & (PAP) M S i BE AR RV AE =
T SAE R BRI B BT — S PPPEE S HR R

iR [o] 5 i 2 5 B 5 72 [

SR EEHERR . PPP NCP(IPCP)BEBRRETH ?

IPCPH i ENERTEESEYSEN I, EIPCPIHE 2N , SEYSEAENME TR
Ee— , cEEAIPHi  BEERE, MRHERCEiut , A2 CONFREQH Y RZ it EiX 2
F—EHEE, MR MUHNE —EHERITESH , BIRECONFACK, MRt Ral#ES
, I BRBEMHEERMF AU AICONFNAK,

EREF - TEALERIFNE (LR, SERFIPERFHBABE(PCP)RELERENR , FERTE
REEMER @R TP, WBUTTHHRER

*Mar 1 00:06:36.967: BRO:1 IPCP: O CONFACK [REQsent] id 26 len 10
*Mar 1 00:06:36.971: BRO:1 IPCP: Address 194.183.201.1(0x0306C2B7C901)

El

*Mar 1 00:06:37.011: BRO:1 IPCP: I CONFACK [ACKsent] id 4 len 10
*Mar 1 00:06:37.015: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

El

*Mar 1 00:06:37.015: BRO:1 IPCP: State is Open

EZHERTETEVEEERRE, FE4REREFEHT A EE Configure
Acknowledge(O CONFACK),

B EH —EE A Configure Acknowledge(l CONFACK) , E & % —@IP#u it

K%, XAF—TIEHIPCPRERBRR. 2% , FIEKAEHEEAEE M 375 2h ¥ R P itk sk 3417
pingo

1R[] 21 3% BE HE B T A [

FEAR : PPP NCP(IPCP)3Z 3% & B Ih
FIRE : IPHoat i KB
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IPCPAIRE R IV R R 2 — R IP# BRI K B Bl , NASTREIEEEER AR Fin o Bl , B F
HSMBRE T TRNIPEL  RE%— B EHESESREREY , MNASRATARE S #
EY Rt

EFEERERL

20 SR A AU Y B% FR B [ PO BR HBR B AR ) BLIPHh it |, SRR ERERSENE P B T B Sip

address.

MRNASIRME/ISPAZRM T HEREIPHbU | 55F A =ip address subnet_maskB& 7 Lth 1P ih 11t
( MFHEBIR ) RRCERRSEN ATEE.,

EHUBEEARL

HERIZEFEZN AT ( Hlint Dialer x ) EBIP#bit |, 3¢ B IF 75 £ A peer default ip address 5+ [0
HERDE MU,

BEE . MR EFimiEHESEE 7 IPtbit , RIS Apeer default ip address @+ 7 Bt it 1t
ERFHERN , FSEBERM . SEEBERE .

A : HEE B R R E B R AR R RS

MERKIBEGERIBHEHAESBERNEIZNE O EMdialer remote-name S ITEL |, BRIl FF MU AE 4% 445
Y& FBSETRE, LA 2L iEsE s E’Jﬂﬁt?ﬁﬁ%ﬁﬁ&m{’iﬂ:

ErPR R e L
T RRBERB RIS H R EVRREAREERBEERSENETFRER ;

*Mar 15 03:19:13.050: BRO:1 CHAP: O CHALLENGE id 32 len 33 from "maui-soho-03"
*Mar 15 03:19:13.094: BR0O:1 CHAP: I CHALLENGE id 32 len 33 from "maui-soho-01"
*Mar 15 03:19:13.094: BR0:1 CHAP: O RESPONSE id 32 len 33 from "maui-soho-03"
*Mar 15 03:19:13.134: BRO:1 CHAP: I SUCCESS id 32 len 4

! —-—- CHAP authentication is successful

*Mar 15 03:19:13.222: ISDN BRO: RX <- DISCONNECT pd = 8 callref = 0xA0

*Mar 15 03:19:13.226: Cause 1 = 0x8090 - Normal call clearing ! -- We have received (RX) a
DISCONNECT from the peer

! -- We have to move troubleshooting to the called router

*Mar 15 03:19:13.238: ISDN BRO: TX -> RELEASE pd = 8 callref = 0x20

*Mar 15 03:19:13.242: SLINK-3-UPDOWN: Interface BRIO:1, changed state to down
*Mar 15 03:19:13.250: BRO DDR: has total 2 call(s), dial_out 0, dial_in O

*Mar 15 03:19:13.254: BRO:1 PPP: Phase is TERMINATING

*Mar 15 03:19:13.254: BR0:1 LCP: State is Closed

*Mar 15 03:19:13.254: BR0O:1 PPP: Phase is DOWN

*Mar 15 03:19:13.254: BRIO:1 DDR: disconnecting call

FEE : REWRREEERARILERE | FRIERPAHSREEFR 7 W, AREHRE R
BRHARR.

EHA R EER L
UTHAEETERBREAREERBEBEERFU KK
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*Mar 15 03:54:09.804: BR0O:1 CHAP: O SUCCESS id 33 len 4

*Mar 15 03:54:09.808: BRO:1 CHAP: Processing saved Challenge, id 33

*Mar 15 03:54:09.812: BR0O:1 DDR: Authenticated host maui-soho-03 with no matching dialer profile
! -- a binding failure because the dialer remote-name

! -- does not match the authenticated username

*Mar 15 03:54:09.816: BR0O:1 DDR: disconnecting call

*Mar 15 03:54:10.086: SLINK-3-UPDOWN: Interface BRIO:1, changed state to down

*Mar 15 03:54:10.093: BR0:1 PPP: Phase is TERMINATING [0 sess, 0 load]

FRIRTR :
FE #5455 25 /1 L & B dialer pool numberdh . i 5% 24 8 B Y I A\ T b L B AV St i 5% P B o

E#SRES E LBl Edialer remote-namein ¥, IEEMN B BABHRFHHEASRIEHNAR B HRE
NEAEERBREEETE., EXRRAT | KBS0 8FNEAE BB Amaui-soho-03,

FRREBENESHELRER , F2REEN R EHE R 25 A B 15 = I,
T SAE R BRI B BT — S RPPPEE S HR R

5] ZI i B B B s 1 [

EiREEE
SEAR : LS 7R SR 0L 52 4 TR B B

MR ESNEFE R R RER  BRERRETRERNEEREER. &7 L EAdebug
dialer packetiE T RBREAHFEHIREEFER. HlW0 :

Apr 26 01:57:24.483: Dil DDR: ip (s=192.168.1.1, 4=224.0.0.5), 64 bytes,
outgoing uninteresting (list 101)

Apr 26 01:57:26.225: Dil DDR: ip (s=192.168.1.1, 4=10.1.1.1), 100 bytes,
outgoing interesting (list 101)

#LFEHD  BEFEEE101R0SPF helo#B A RAEB , ME —EHIBEFIEE101#HMRE
LO

1. FERR TN EELE P FEdialer idle-timeout, TAFXEA120% |, BT HRIBENEER
KRN IE,

2. ERMBREER(EAdialer-listir T TR E), MRFWBRER 6 BUEFEEERHTE
EREBNRE, MREFULKRERB  ZREBNRECEKERAERENESR,
, BA LA RBREREERATHERE. UTEMBREEEN A -

access-1list 101 remark Interesting traffic for dialer-list 1

access-list 101 deny ospf any any

!--- mark OSPF as uninteresting

!--- This will prevent OSPF hellos from keeping the link up.

access-1list 101 deny udp any any eq ntp ! -- Define ntp traffic as NOT interesting.
! -- This will prevent periodic ntp traffic from keeping

! -- the link up indefinitely.

access-list 101 permit ip any any

! -- All other IP traffic is interesting.

! —— Change this depending on your traffic needs.

dialer-1list 1 protocol ip 1list 101 ! -- this interesting traffic is applied to the dialer
! -- interface using dialer-group 1

REAFMET , FSREREN . MBNRHA,
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fER - B EH BRTE AR AR

EREFRT , fﬁTﬁE%ﬁfﬁﬂﬁmﬁﬁﬁEHﬁ%fLﬁ B2 ARENERAERABRERERER
BRCRE G E M, S8 EIES @i RISDNREH N RES,

EERNFERERERERRE (MHEBGBE. ntp, snmpF ) WIBRTRESPREEABIERE
o BMEHBRIER —EML EE

1. BB SRR R E
2. BBEREEEREARE.,
RENSNRRRATR,

BRI ENEREBRARE | FERAdebug dialer packet, ISDNE/ERIRARFESIRIRAEE W EE
EXRRRBEREN — L BHMMEERE,

BT :RFEBRFE , SRAKKAR LEENTARHBEEEABRAGE,

LT REIERERER AR EHOSPF hello:

*Mar 15 00:25:58.865: Dil DDR: ip (s=172.22.25.1, d=224.0.0.5),
64 bytes, outgoing interesting (ip PERMIT)

B R E B0 R OSPF hellofy M — 753 2 # B0SPFES K B &1 (d=224.0.0.5)F EH, T&
FIHTARELEE BRAGEN b

ERR B Wibut

B E i E ¥ siKeepalive

RIPv1 255.255.255.255
RIPv2 224.0.0.9
EIGRP 224.0.0.10

OSPF 224.0.0.5

EYHRHFRENRE (BHEABERIEMBERRE ) BEEAESR.
RENTREERENERE

ERHEREER(EAdaler-listt TETERE), EATRLT , SOSPFAMINTPREERAEAR
B, UTRMEEREERN T

access-list 101 remark Interesting traffic for dialer-list 1

access-list 101 deny ospf any any

!--- mark OSPF as uninteresting

!--- This will prevent OSPF hellos from keeping the link up.

access-list 101 deny udp any any eq ntp ! -- Define ntp traffic as NOT interesting.
! -- This will prevent periodic ntp traffic from keeping

! —-- the link up indefinitely.

access-list 101 permit ip any any

! -- All other IP traffic is interesting.

! —-- Change this depending on your traffic needs.

dialer-list 1 protocol ip list 101 ! -- this interesting traffic is applied to the dialer
interface

! -- using dialer-group 1

REAFME , FSRBREN . SIBNERA,
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ME: : OSPFAABARRERNIE , HRCTHEM, SHFERA  FSHAMBOSPFERE
B 7 B B B 8 7 A

fEAR : 55 = (EBEEMEER

HEFFZHEAT , BHARATRAER —EBEE , M> —EBEERISTER., FEHLEAEETHERE
RIOBHEE T | 55 B4R ISDN BRISEE: - #055 — (IR B M 1L H(E 7 1,

|PEAR B

WRISDNSERAE) , BRELZBBEEEERE , AIBEREEMEIINATHREE, NEESRE
HRET, , BLRARSELE,

AR AEF ISDNSEERE A WANERR BV B | FF2 B E MK EHERDDRIE R 3.

P

- BB R B (DDR)E 2 &
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