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Call
Initiated

Call
Initiated

Callback

BRIO

Router 1

L)
FERSEAUTRE

. BEEHIER1

- BREER2

. BREHE83
FERFRSP | BRHEIF2NIEAEIY M B 1% EDDRIEW, BHES1ERBIW S IDEEEBES2F
R HEE3IEITEMRFE. Router 158 E A EWRouter 2 , T A2 E W Router 3,

By BERENMEESROUEEREE DERIREEIDEENRE  EFREAKEERE. HlM
, B RRE I FEERAR2ARARINEE, ER , FREFERHRF2EAMNBRFNEEE
( S EDialer 1HEREMRER THEE ) , HAKHRIERHTEMEER.

B AR 1

version 12.1

service tinmestanps debug dateti ne nsec

service tinmestanps |og datetinme nsec

!

host nane Routerl

!

i sdn switch-type basic-net3

!

i nterface LoopbackO

i p address 10.0.0.1 255.255.255.0

!

interface BRI O

no i p address

di al er pool -nenber 1

!-—— BRI 0 is a member of dialer pool 1 which is defined
!--- under interface Dialer 1. isdn swtch-type basic-
net3 ! interface Dialerl !/--- DDR dialer interface to
call Router 2. description for Router2 ip unnunbered
LoopbackO encapsul ati on ppp dialer pool 1 !--- Interface
BRI 0 is a member of dialer pool 1. dialer enabl e-
timeout 2 !'--- The time (in seconds) to wait before




initiating callback. dialer string 6121 !--- This number
is used to call back Router 2. dialer caller 6121

call back !--- Permits calls from 6121 and initiates
callback !--- to the same number. dialer-group 1 !/---
Use dialer-1list 1 to define interesting traffic. !
interface Dialer2 !--- This interface is used to
authenticate calls from Router 3. !--- (Callback is NOT
initiated to Router 3.) description for Router3 ip
unnunber ed LoopbackO encapsul ation ppp dialer pool 1 /--
- Interface BRI 0 is a member of dialer pool 1. dialer

caller 6101 !--- Permit calls from number 6101. dialer-
group 1 /--- Use dialer-list 1 to define interesting
traffic. ! dialer-list 1 protocol ip permit !--- Define

IP as Iinteresting traffic.

B 882

version 12.1

service tinmestanps debug dateti ne nsec
service tinmestanps |og datetinme nms

|
host nane Rout er 2
|
i sdn switch-type basic-net3
|
interface BRIO

no i p address

encapsul ati on ppp

di al er pool -nenber 1

i sdn switch-type basic-net3
|
interface Dialerl

i p address 10.0.0.2 255.255.255.0

encapsul ati on ppp

dialer pool 1

dialer string 6122

!--- The number to dial for Router 1 !--- (which
initiates a callback). dialer caller 6122 !--- Accept
calls from 6122 (Router 1). dialer-group 1 no cdp enable
! dialer-list 1 protocol ip permt

PR A3

version 12.1

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec

!
host nane Router3
!
i sdn switch-type basic-net3
!
interface BRI O

no i p address

encapsul ati on ppp

di al er pool -nenber 1

i sdn switch-type basic-net3
!
interface Dialerl

i p address 10.0.0.3 255.255.255.0

di al er pool 1

encapsul ati on ppp

dialer string 6122

!--- The number to dial for Router 1. dialer-group 1 no




lcdp enable ! dialer-list 1 protocol ip permit |
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, ] B2 ) 7] AR 25 B i A4 EE @R B H I, ERIEFMDDRITA , RAT Fint R B #) s rFa &
B, W HAMEEEETER,

7 I I v 3% tHdialer redialas & , ABA L% P um i@ B 4T E WA AR 2R . 18 S 72 5 135 (2 AL B 0] ] AR
SREHNHEMEHTY, ERERNFRERIG A , SHHIFL, Sl IREREXERBR
FEA15Y , IFEFRESTISHEMBER. IUTK , FF IR AEXEERBREER.

FRERRRSRERNFAET  F2REREAXMKRE B ERETHRA.

B

ERAXEAR , BREENEEREBEEEKE.

BHEFESRT E(EHEERTFER)OIT)XERE Eshowin T, ERAOITREshowds & i i 49 5 #

o

showin &

OITZER showin $ , AHFLEHRshowin S H 9.

. show isdn active — B R B E RN ER |, WIRHEEHEE 5 M A M HAISDNFEIL K &

g{_l'lll

[o]

. show users — B RESHIEF DR BVARER MV E A, WMREA Cisco IOSIRA S Eshow callerin &

, WA LAEA,
. show dialer — B RADDREENMTEMN —RZEEA.
showlii H 7R 4

Rout er 1#show isdn active

Call Calling Cal |l ed Renmot e Seconds Seconds Seconds Charges

Type Nunber Nurber Narme Used Left Idle Uni t s/ Currency
Qut 6121 6121 24 96 23 0
In 6101 6101 7 113 6

AER , —EAFAFUMN—EREFUEEETH. BHFUNRER6121 , HEREHSEF2, B
AFULERIHRE6101 , HEREHIRS, ZFEE , AR KREEPPPEHRE A RItE "EREH
1 WP ARFEREREHEMN T REE,

Rout er 1#show user

Li ne User Host (s) Idle Locati on
0 con O idle 00: 00: 00
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BRO: 1 Sync PPP 00: 00: 33 PPP: 10.0.0.2
BRO: 2 Sync PPP 00: 00: 15 PPP: 10.0.0.3
Interface User Mode | dl e Peer Address

iR, —fEBEEARNEREIRouter 2 , T 5% —EBEEZEMREIEK A3, RERIPHiER A EEEEH
ER2 M3 LB iE RV P 11k PLEL

REREDERR
ERREHAE , W T RHIR.
BRERET

WHERFIES(EHEAREFER)OITXERE Eshowin . E£AOITHEshowds T H#Y 25 #

o

BEE : £/ debug fE S 2 Hl , FEEL2E AR Debug ETHEEE,

- debug dialer [events | ¥ ]
- debug isdn event
- debug isdn q931
- debug ppp negotiation — 7 HEPPP T (‘DB HRIZHI 1 E(LCP), 5175 = MR IZH i E
(NCP)) B R EBPPPREMN BN EF. RYWWPPPHEE LFEBMLCPARE , RARETHH
BE  RERWBENCP,
MEIBE|ISDNTEREE , 52 B £Ashow isdn status@s & TBRIBIEHERR

54 i tH R B

Rout er 1#show debug
Di al on demand: Dial on demand events debugging is on
PPP: PPP protocol negotiation debugging is on
| SDN: | SDN Q@31 packets debugging is on

A BRBESZ1NVASH Y |, WFERRouter 2IEEFIIREEE1, A%Router 1€ HKBEEE2% R
B 0Y 3 728 3T AR

AR RTHMER , Hp—EHEEBHTRI RZ1T.

*Mar 1 04:50:34.782: |ISDN BRO: RX <- SETUP pd = 8 callref = 0x0OB

*Mar 1 04:50: 34. 790: Bearer Capability i = 0x8890
*Mar 1 04:50: 34. 798: Channel IDi = 0x89
*Mar 1 04:50: 34. 802: Calling Party Number i = OxAl, '6121

', Plan: 1 SDN, Type: Nati onal

!--- Calling party information is provided by the switch. *Mar 1 04:50:34.818: Called Party
Number i = OxCl, '6122',Plan:|SDN, Type: Subscriber(local) !--- Called party information is
provided by the switch. *Mar 1 04:50:34.838: | SDN BRO: Event: Received a DATA call from 6121 on
Blat 64 Kb/s *Mar 1 04:50:34.842: BRO:1 DDR Caller id 6121 matched to profile !--- The ISDN
call (from Router 2) is authenticated. *Mar 1 04:50:34.842: Dil DDR Caller id Callback server
starting to 6121 !--- Initiates callback to 6121. *Mar 1 04:50:34.866: |SDN BRO: TX ->

RELEASE COWP pd = 8 callref = 0x8B *Mar 1 04:50:34.870: Cause i = 0x8095 - Call rejected *Mar 1
04:50:36.778: | SDN BRO: RX <- SETUP pd = 8 callref = 0OxOC *Mar 1 04:50: 36.786: Bearer Capability
i = 0x8890 *Mar 1 04:50:36.794: Channel IDi = 0x89 *Mar 1 04:50:36.798: Calling Party Number i
= OxAl, '6121',Plan:|1SDN, Type: National *Mar 1 04:50:36.814: Called Party Number i = OxCl,
''6122' , Pl an: | SDN, Type: Subscriber(local) *Mar 1 04:50:36.834: |SDN BRO: Event: Received a DATA
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call from 6121 on Blat 64 Kb/s *Mar 1 04:50:36.838: BRO:1 DDR Caller id 6121 matched to profile
*Mar 1 04:50:36.838: Dil DDR callback to 6121 already started *Mar 1 04:50: 36. 862: |1 SDN BRO: TX
-> RELEASE COWP pd = 8 callref = 0x8C *Mar 1 04:50: 36.866: Cause i = 0x8095 - Call rejected /---
Reject call (then initiate callback). *Mar 1 04:50:36.878: DDR Callback timer expired !--- The
timer is configured with the dialer enable-timeout conmand.

*Mar 1 04:50:36.878: Di1l DDR: begi nning call back to 6121

*Mar 1 04:50:36.882: BRO DDR: rotor dialout [priority]

*Mar 1 04:50:36.882: BRO DDR: Dialing cause Cal |l back return call

!--- The dialing cause is callback. *Mar 1 04:50: 36.886: BRO DDR Attenpting to dial 6121 !/---
Dialing 6121 (Router 2). *Mar 1 04:50:36.902: |SDN BRO: TX -> SETUP pd = 8 callref = OxOE *Mar 1
04:50: 36. 906: Bearer Capability i = 0x8890 *Mar 1 04:50:36.914: Channel IDi = 0x83 *Mar 1
04:50:36.922: Called Party Nunmber i = 0x80, '6121', Pl an: Unknown, Type: Unknown *Mar 1
04:50:36.998: | SDN BRO: RX <- CALL_PROC pd = 8 callref = Ox8E *Mar 1 04:50: 37.002: Channel 1D i
= 0x89 *Mar 1 04:50:37.402: |1SDN BRO: RX <- CONNECT pd = 8 callref = Ox8E *Mar 1 04:50: 37. 418:

I SDN BRO: TX -> CONNECT_ACK pd = 8 callref = OxOE *Mar 1 04:50: 37.426: %. NK-3-UPDOMN: | nterface
BRI 0: 1, changed state to up !--- The interface is up. *Mar 1 04:50: 37.446: DDR Freeing callback
to 6121 *Mar 1 04:50:37.446: BRI O:1: interface nust be fifo queue, force FIFO *Mar 1

04:50: 37.450: BRO:1 PPP: Phase is DOM, Setup *Mar 1 04:50:37.454: BRO:1 PPP: Treating
connection as a callout *Mar 1 04:50:37.454: BRO:1 PPP: Phase is ESTABLI SHI NG Active Qpen *Mar
1 04:50:37.462: BRO:1 LCP: O CONFREQ [Closed] id 1 len 10 *Mar 1 04:50: 37.462: BRO:1 LCP:

Magi cNunber OxE1288054 (0x0506E1288054) *Mar 1 04:50:37.466: %I ALER-6-BIND: |nterface BRO:1
bound to profile Dil *Mar 1 04:50:37.478: BRO:1 PPP: Treating connection as a callout *Mar 1
04:50:37.486: BRO:1 LCP: | CONFREQ [REQsent] id 2 Len 10 *Mar 1 04:50:37.490: BRO:1 LCP:

Magi cNunber O0x000F4499 (0x0506000F4499) *Mar 1 04:50:37.494: BRO:1 LCP: O CONFACK [ REQsent] id 2
Len 10 *Mar 1 04:50:37.498: BRO:1 LCP: Magi cNunmber Ox000F4499 (0x0506000F4499) *Mar 1
04:50:37.502: BRO:1 LCP: | CONFACK [ACKsent] id 1 Len 10 *Mar 1 04:50:37.506: BRO:1 LCP:

Magi cNunber OxE1288054 (0x0506E1288054) *Mar 1 04:50:37.506: BRO:1 LCP: State is Open !--- The
LCP negotiation is complete. *Mar 1 04:50:37.510: BRO:1 PPP: Phase is UP *Mar 1 04:50:37.514:
BRO: 1 IPCP: O CONFREQ [Closed] id 1 Len 10 *Mar 1 04:50:37.518: BRO:1 | PCP: Address 10.0.0.1
(0x03060A000001) *Mar 1 04:50:37.522: BRO:1 IPCP: | CONFREQ [ REQsent] id 2 Len 10 *Mar 1
04:50:37.526: BRO:1 | PCP: Address 10.0.0.2 (0x03060A000002) *Mar 1 04:50:37.530: BRO:1 | PCP: O
CONFACK [REQsent] id 2 Len 10 *Mar 1 04:50:37.534: BRO:1 | PCP: Address 10.0.0.2 (0x03060A000002)
*Mar 1 04:50:37.550: BRO:1 I PCP: | CONFACK [ACKsent] id 1 Len 10 *Mar 1 04:50:37.550: BRO:1

| PCP: Address 10.0.0.1 (0x03060A000001) !--- IPCP address negotiation. *Mar 1 04:50: 37.554:
BRO: 1 IPCP: State is Open *Mar 1 04:50:37.562: BRO:1 DDR dialer protocol up *Mar 1
04:50:37.570: Di1 IPCP: Install route to 10.0.0.2 !--- Route to Router 2 is installed. *Mar 1
04:50: 38.510: %1 NEPROTO 5- UPDOMN:  Li ne protocol on InterfaceBRI0:1, changed state to up

EAXREG | FAE HFE RRouter 3IEE M Router 1, AEBIFERIEIDEFAY Router 3T H 4B
% | If BiE#E FIRouter 118 B E#E,

*Mar 1 04:50:54.230: |SDN BRO: RX <- SETUP pd = 8 callref = 0x0D

I-—-- Receive a call setup. *Mar 1 04:50:54.238: Bearer Capability i = 0x8890 *Mar 1
04: 50: 54.242: Channel IDi = Ox8A *Mar 1 04:50:54.250: Calling Party Number i = O0xAl,
'6101', Pl an: | SDN, Type: National !--- Calling party (Router 3) information is provided by the
switch. *Mar 1 04:50:54.266: Called Party Nunmber i = OxCl, '6122', Pl an: | SDN,
Type: Subscriber(local) !--- called party (Router 1) information is provided by the switch. *Mar
1 04:50:54.286: |SDN BRO: Event: Received a DATA call from 6101 on B2at 64 Kb/s *Mar 1
04:50:54.290: BR0:2 DDR: Caller id 6101 matched to profile !--- The ISDN call (from Router 3) is

authenticated. *Mar 1 04:50:54.290: BRIO:2: interface nust be FIFO queue, force FIFO *Mar 1

04: 50:54.294: BRO:2 PPP: Phase is DOM, Setup *Mar 1 04:50:54.298: %Dl ALER-6-BIND: Interface
BRO: 2 bound to profile Di2 !--- The interface is bound to interface Dialer 2. *Mar 1
04:50:54.314: |SDN BRO: TX -> CALL_PROC pd = 8 callref = 0x8D *Mar 1 04:50:54.318: Channel ID i
= Ox8A *Mar 1 04:50:54.326: 9%. NK-3-UPDOMWN: Interface BRI 0:2, changed state to up *Mar 1

04: 50: 54.350: BRO:2 PPP: Treating connection as a callin *Mar 1 04:50:54.354: BRO:2 PPP: Phase
is ESTABLI SHI NG, Passive Qpen *Mar 1 04:50:54.354: BR0:2 LCP: State is Listen *Mar 1
04:50:54.630: | SDN BRO: TX -> CONNECT pd = 8 callref = Ox8D *Mar 1 04:50: 54. 698: | SDN BRO: RX <-
CONNECT_ACK pd = 8 callref = OxOD *Mar 1 04:50:54.706: Channel IDi = Ox8A *Mar 1 04:50: 54. 766:
BRO: 2 LCP: | CONFREQ [Listen] id 31 Len 10 *Mar 1 04:50:54.770: BR0O:2 LCP: Magi cNunber
0x099285FD (0x0506099285FD) *Mar 1 04:50:54.774: BRO:2 LCP: O CONFREQ [Listen] id 1 Len 10 *Mar
1 04:50:54.778: BRO:2 LCP: Magi cNunmber OxE128C3F7 (O0x0506E128C3F7) *Mar 1 04:50:54.782: BRO:2
LCP: O CONFACK [Listen] id 31 Len 10 *Mar 1 04:50:54.786: BR0:2 LCP: Magi cNunmber 0x099285FD



(0x0506099285FD) *Mar 1 04:50:54.790: BRO:2 LCP: | CONFACK [ACKsent] id 1 Len 10 *Mar 1

04:50: 54.794: BRO:2 LCP: Magi cNunber OxE128C3F7 (0x0506E128C3F7) *Mar 1 04:50:54.798: BRO:2 LCP:
State is Open !--- LCP negotiation is complete. *Mar 1 04:50:54.802: BR0:2 PPP: Phase is UP *Mar
1 04:50:54.806: BRO:2 IPCP: O CONFREQ [Closed] id 1 Len 10 *Mar 1 04:50:54.810: BRO: 2 | PCP
Address 10.0.0.1 (0x03060A000001) *Mar 1 04:50:54.814: BRO:2 I PCP: | CONFREQ [ REQsent] id 17 Len
10 *Mar 1 04:50:54.818: BRO:2 | PCP: Address 10.0.0.3 (0x03060A000003) *Mar 1 04:50:54.822: BRO: 2
| PCP: O CONFACK [REQsent] id 17 Len 10 *Mar 1 04:50:54.826: BRO:2 | PCP: Address 10.0.0.3
(0x03060A000003) *Mar 1 04:50:54.830: BRO:2 I PCP: | CONFACK [ACKsent] id 1 Len 10 *Mar 1

04: 50:54.834: BRO:2 | PCP: Address 10.0.0.1 (0x03060A000001) !--- IPCP address negotiation is
complete. *Mar 1 04:50:54.834: BRO:2 IPCP: State is Open *Mar 1 04:50:54.842: BRO:2 DDR dialer
protocol up *Mar 1 04:50:54.850: Di2 IPCP: Install route to 10.0.0.3 !--- Route to Router 3 is

installed. *Mar 1 04:50:55.802: 9%. NEPROTO 5- UPDOMN: Line protocol on InterfaceBRI0:2, changed
state to up
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