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B H 54 Cisco Secure Firewall 222414l . £ ASDM UI [¥) Remote Access VPN & 1, &
FE B e g A &2 A VPE (T Cisco Secure Firewall) o [AJff, M Cisco.com N[
hostscan.pkg ¥ F Ay % 4 secure-firewall-posture-hi A<-k9.pkg .

o ST EFISCRY A ASDM UI /4 AnyConnect 5| . FATTH BIANFT B IX £ 5| I 58 25 A 8 H
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* M ISE BHATMEEERE - H P IER R M5 % 45 (NAD), %141 Cisco Secure Firewall ASA. 52k
IS L. NADBBUH P, IR P EERZRISE . BER P i %% Cisco Secure
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FEH P Wi iES:, W) VPN @20k, DUASVR R A P 3RS 6 % P ity PC U5 M BFR -
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(/)36 SRR A I o X LU R IR/ VPN 2 7 o e SO

Linux & #3LHE (Linux Login Enforcement) — . i A b % 5% (Single Local Logon) (ERIA(E) : 7E¥%
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F/8%, ISE w4 2 A & A B B SO 2 FR 52 4L .
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o U AE I L sa B RN, 1% 27 {8 1] Cisco Secure Client a [% REFALHIHEN] ({Y PR Windows)
, 14 1L,
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AnyConnect % i Bt & X4 (AnyConnect Client Profile).

R 2 EEE S A G A e B S, ARG R BB B4R SR % (Change Group Policy).

1=

57
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* 403 ISE AN Cisco Secure Firewall ASA J5 1, W < %E#: 3 Cisco Secure Client [ 1), 1%
14515 M 78 ISE 223 Cisco Secure Client fit & H & X ) Cisco Secure Client %#yH. w1
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* ISE fi7 1 Cisco Secure Firewall ASA Z J -
Cisco Secure Client B&R % EZ P Lk
1. JUJ'JA3) Cisco Secure Client, #Ht4EIUE, Jf Al “H4#” (Connect).

2. Cisco Secure Firewall ASA #1375 %¢ i ff) SSL 4%, W 5 4y i iF FE il 4433 ISE, ISE UiFfE
k.

R Cisco Secure Client [JJj


http://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

&1 Cisco Secure Client |

. £ Cisco Secure Client 5 31 3

3.

Cisco Secure Client J3 3l Cisco Secure Client F#FEF, % FEMEFPITHAE FL3lE, FE35)
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£ ISE A EC & R B S

TR WIELL T DR T A

a) LFER (Policy) > 5 R (Results).
b) JEJF Client Provisioning.
¢) EFERIR (Resources), #RJa Aidiifiin (Add) > 3k B A #% 2 B9 IREIR (Agent resourcesfrom local disk).
d) A% Cisco Secure Client pkg {1, SRJFEFIRE (Submit).

P2 FEEENE AT HAD Cisco Secure Client 7 .

$1E3 &R (Resources) [, i AL Cisco Secure Client #4407 il AnyConnect BL&. Cisco Secure Client fit &

FAT e 3T 5 1 5 B

I E EHREG

B T SR ER AL

o5 Cisco Secure Client HH4 AT & SO FE B vl B2 it RVFFE AT, W) A6 2 4 21 iyt i 347 58
Bio A Cisco Secure Client 5 it & m g, PAME AT PAIEATTE B . VPN A Hb SR ME SCAF R ) B8 5 S ms i &

YO T SRVFE B
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epumssEmEnTy |

BB SRS A IR Z O A BUE o WARBCE T 2/ A, SR SR AR 2 Ol 2 SR .

BN UL T, SEOFT SR 0 SRV E A ] i PO B AF NS B SO BB o et QB0 B Smes
S AR 35A -

« L fE Server Name 51| 3& 45 5 Sy, AR sl AR 22 kit 58 8 T Cisco Secure Client 5 4F1
e & S A o

Ui R 45 45 4 7T LUZ FQDN i 1P Hidik. [RII R nf UZERCAT, 1U1: *.example.com.
A KRB AT N 724U, 1S B LR AR BUIRSS 2% SR SR AT 0
o KT A AR i BORBA )i

* fd ] Allow Software Updates From Any Server 30, RVFEIEZAE VPN AZ O BRI Ad m]
B A BT

* fii i} Allow VPN Profile Updates From Any Server #E3i, FoiFokdE4s VPN Fic & S04 56 5

« 1§ Allow Service Profile Updates From Any Server &3, /¢ EiHH 244 Hoth i 45 A e fic
SCAFFE BT

o ] RIFEMBR S5 28 A9 | SE Lim R £1HE B & X E# (Allow | SE Posture Profile Updates
From Any Server) ¥E55, feiFokdfds ISE & 2e VPG HC & SCLE 3T

« {ER AR BEAIRS RIS IR F E (Allow Compliance M odule Updates From Any
Server) EI, FOVFEAELE S MR 0T .

A RIOF R AT e REBT, 35S B LR R BB 55 4% S B AT 0

ERNARS = EHRIEITA
MR Server Name F1I3& HP K LAk I, o SEOBT SRS S BN TG D Hoax RBLLL R 5 L
* FBin B Cisco Secure Client B IRRAS L5 %5 /7 i FROAS - LU A B AT 75 A% ST
* W2k Cisco Secure Client #AF ALK ARA L% 7 di ERIRRCASTH, - IANZEAT B B8 -

* W2k Cisco Secure Client #CPH AR RCA 5 2 7 i EFRIRRCASHH R, JU) R B0M1 22 2he 7 1o ic
B N EOF HAER P i AR R AR

* Wik Cisco Secure Client F /A I RRAS LE 20 7 S (RIRRCAS B, )1 2800 23 i o 1 0
(AR L R 2 P i L 2 R (R R AR AR o
* HSE_ B VPN BCESCAE . ISE i 22 A PEAl 0 B SO EANREA R 55 B B S FAORE 55 % 7 L G
ELSCPFREAT LA LURS 3 2 75 . BT -
o B R S G S e 7 i S B SO AR ], AN 34T SR
o D R PR PRGSO P i PR G SR AN AL AT R R
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B cewomssEmenin

AR AR S5 SR EHRARIT A

PERE BRI Sk i, R G0k E i Allow ... Updates From Any Server i% 7 52 Cisco Secure Client
BRI, W R T

* Allow Software Updates From Any Server:

o WRIE R IR, ) SRR AR FEALK Cisco Secure Firewall ASA BT AR T 0. ARG |
IRFZBLA o (P A L3 AT T o

o WUERARIE IR, IASHATRAT TR . IbAh, WA TR ILECR AT HT, R4
1k VPN #2431
* Allow VPN Profile Updates From Any Server:

o QSRR R I, DU 24 ET R ) VPN BCCE SO R e S SO AR, X VPN
AT T B o

o WERAREPULIET, WA T VPN BLE SCfF. sbah, Wi T 255k 4 VPN B & S
BB, RGFLE VPN 20

* Allow Service Profile Updates From Any Server:

o DR AL PRI, O A PR SO R i PTG B SO AN DI O A e 45 TS B S A
BATH R

o WIARORIE AP ERE T, WA SOFT A 55 C B SCAT

* Allow | SE Posture Profile Updates From Any Server:

o WSRIE R BRI, IAE RS ISE 283 2 A VAl G B SO AN TR 1% 7 i ISE 283 22 4 VPAl C
BRI, SR ISE 20 24 Al O E S0 .

o WERRE PRI, AN HEOFT ISE S 2 AP A N B AT ISE S 22 A PP Al AU R 5 22
HA% ISE i o2 A VPN IO B S A figdsq T

* Allow Compliance M odule Updates From Any Server:
o WARIE AT, UIAE A S R RN [R) T8 i S R R BRI BB S R AR

AR, R A B, ISE 259 4 A LR 75 2 L 4 A PR A
EIEAT

SR N
R AE SR Server Name #1491 i 4520 1P Mk, SCFLFH P ] LA % 1P Mk i)
Selito WL SOV P M AEE R, (R BSI FQDN, A% W B A E B 3£ 42
U

© PAFERAAL MR E S AL BRI S, AEARIEBRAE DRI, AN R AOX LT .
DR SR ABELERE i AN FRVERIAS SE]T, 335 AN A A A SIE il SRS
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EX i N

sxzmns ]

© FEURHKIZAEL) VPN BCESCERN R % S E R BT A FeAl VPN BEE SO AEDE SEVFER
5 248 AR B A S B A b i i BEOBT VPN BC B SRR, T RO — R

o SR DR 2 MY ST SO TR BERS VPN BC B SCPF R 205 i, IBLT DhRgHs Al A«

JIRk 4545 H] NBZAFAT I 445 S
UEAS A7 DX 7 {511 DNS 1
BN FUERH B 2 A5 1T DNS BR %5 8%
AN R R e N KA
IR SR 2% ] AR
A AR BRI 2 JHIA Gt 5

PPP HERR HHINOR4F VPN
13 VPN e B AT

B2 A AT 1) P 4% SR I 3 55 s 1k 4%

* 7£ Windows 1, NEFEPHE A — AN HUBl K SCA H 7 (UpdateHistory.log) Kid & F #0145 8
M H B S TE I R . TEET 4 P K] Cisco Secure Firewall ASA . 5T AIREER DL K T4 By )5 et
IRAS 6 H & SO T

SALLUSERESPROFILES$\Cisco\Cisco Secure Client\Logs Hzk.

o 1NN HT A 8 Cisco Secure Client AR 45 74 HEZE B AN b 5 W SC A HP R AT Ar] B 25

WoRB o~ T % i ) Cisco Secure Client it 4 A [f] T %% Cisco Secure Firewall ASA Hij b I 2% J7 it
IS HAT M o

1B 5E VPN A S0 XML ST 1) 50T S ms n

<?xml version="1.0" encoding="UTF-8"?>

<AnyConnectLocalPolicy acversion="2.4.140"

xmlns=http://schemas.xmlsoap.org/encoding/
xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
xsi:schemalocation="http://schemas.xmlsoap.org/encoding/ AnyConnectLocalPolicy.xsd">
<FipsMode>false</FipsMode>
<BypassDownloader>false</BypassDownloader><RestrictWebLaunch>false</RestrictWebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>
<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictTunnelProtocols>false</RestrictTunnelProtocols>

<UpdatePolicy>
<AllowSoftwareUpdatesFromAnyServer>false</AllowSoftwareUpdatesFromAnyServer>
<AllowComplianceModuleUpdatesFromAnyServer>true</AllowComplianceModuleUpdatesFromAnyServer>
<AllowManagementVPNProfileUpdatesFromAnyServer>true</AllowManagementVPNProfileUpdatesFromAnyServer>
<AllowISEProfileUpdatesFromAnyServer>true</AllowISEProfileUpdatesFromAnyServer>
<AllowServiceProfileUpdatesFromAnyServer>false</AllowServiceProfileUpdatesFromAnyServer>
<AllowScriptUpdatesFromAnyServer>true</AllowScriptUpdatesFromAnyServer>
<AllowHelpUpdatesFromAnyServer>true</AllowHelpUpdatesFromAnyServer>
<AllowResourceUpdatesFromAnyServer>true</AllowResourceUpdatesFromAnyServer>
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<AllowLocalizationUpdatesFromAnyServer>true</AllowLocalizationUpdatesFromAnyServer>

<AuthorizedServerList>

<ServerName>seattle.example.com</ServerName>
<ServerName>newyork.example.com</ServerName>

</AuthorizedServerList>

</UpdatePolicy>

</AnyConnectLocalPolicy>

£ LLF Cisco Secure Firewall ASA Hij di firl B«

ASA Riif An#; A9 AnyConnect 23X 4 €1 ETHER
seattle.example.com [RA 4.7.01076 W 25 7 I A L
newyork.example.com | fZ A 4.7.03052 v R ) LS
raleigh.example.com FR A 4.7.04056 S 2 AT A

2% P YRS 4T Cisco Secure Client VPN AZ /o FIT I 28 7 1] & 3 g A Hu s, ml g B LT B35 5471 «

* B RE B seattle.example.com, X 7& AN AHFICA ) Cisco Secure Client ML E 1] 4%4X
JIR55 %% o iR VPN IR 2% Uy o) 4 B8 0 B SO AT R A, HANIR] 1% 7 s B ) VPNORITG B S0

i, M wl N ak.

o % iy /5 2 4% 21 newyork.example.com, X JE— KA ESHRA Cisco Secure Client KA &
[1)4% 4L Cisco Secure Firewall ASA. VPN FIM 2% U [n) 45 BEAS AR S AT FH o A5 OB SO AT IR

BHANF 20 o B RCE SO,

AT

o %% i J5 45 ) raleigh.example.com, X & — /N ARFZALH Cisco Secure Firewall ASA. BT
BT AT T HARA AT SR AT, A TS PUE T A RVFRRASTI ], I GVER AT B

Bro HEAIL,

At BN LR A E RIS E

Cisco Secure Client J 3 L8 e B SCAF 3 B AFAGLE R P v SR L 16 FH P 8 328 T ST AL 4 Jy i e 0 St o
Cisco Secure Client {4 ] A M SCPFIC & 2 7 i GUI L “ B 3ET0” (Preferences) ZE T A7 H F* nl #25H H
WE I W E RBONERRGE R, WP 4RI,

Cisco Secure Client {3 FH 4 &) UK BC B8 s 2 BT R AL #AE, 4140 Start Before Login A1 AutoConnect
On Start,

TRYHE T JCEAE Cisco Secure Client Y] VPN T H = T B 1 3 T S8 1 S8 42 Fl 22 25 i 47

BRIERS i) R
Windows P %USERPROFILE%\AppData\Local\Cisco\ Cisco Secure
Client\VPN\preferences.xml
45 %ALLUSERSPROFILE%\Cisco\Cisco Secure
Client\VPN\preferences global.xml
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Cisco Secure Client 1§ F A% O .

BRIERSR EKE MR
macOS P $HOME/.vpn/.anyconnect

4 I8 /opt/cisco/secureclient/vpn/.anyconnect global
Linux H $HOME/.vpn/.anyconnect

4R /opt/cisco/secureclient/.vpn/.anyconnect_global

Cisco Secure Client {& B #Yif O

TR T RN Cisco Secure Client 1 FH 13w o

1113 (Protocol) Cisco Secure Client i% 1

TLS (SSL) TCP 443

SSL & [n) TCP 80 (W[iE)

DTLS UDP 443 (nJk, fHERZUHETR)
IPsec/IKEv2 UDP 500. UDP 4500
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