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2. NTP Bf[E]AR 55 28 - L HRAE FHERIA NTP Il454%, &2 T3l A NTP RS54k . wl LA N

AR5 A ORI -

EFE R 90 BT R A ER .

ANEE I BRI B MU B s AV R AE R R G AT
RN R = & (Cloud Management) St 37 (Standalone). X & Fi L B H, ik
FIhar (Standalone), AR FIEFREIET (Got It).

FIE3 (ATAETRE) N H OB E — N 1P Ml P& & (Device), RGN i RSEi&E (System
Settings) > EI24% [0 (Management Interface) 4444 .

WIS B AR TP Mok, VSRR DR BRI O B ME I, AN R B 1 i R A Al A
DHCP, NG FHFHHATA AL &

L4 WIREEE AR O, BFEINT BN AN O, TEIERE % (Device), #AJ5 sii#EO (Interfaces)
A B
AR WSS PREZEOMEZER, ESA WA EHaS P EER K, 25101 1. 7EMm
EHOENE R, AN HAL R &S A E

SIS R IRE > RGIRE > EREE, K5 Al gk WE SR AR

P$IE6 NEEIEAHL/CDO FHMER.
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP Hutik, B A LLEH 1P ks M4 U 1) g
L, i 2, W S A1 T NAT 2 5 s A 35 1P bkek B84, i AT & .

I (Cisco Firepower 2100 X\ 7#57%)
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WIRAR DA — A% CRFBERAL B0 UG 1 2% HATm Ui ml (1) IP Huhk, A REEP N/
() 23 N7 X ] SSL 2% f i £ 3

b) WHEER 2, WHA BIBA.L/CDO E£H A/ P Hitlt.

¢) 18 EMF/CDO EMEA.
sk 72 Pl ISV (0 R/ G e ool s | ok 2 IS 1 04 A 115l IR LA S A oad = L B Wl W = DTS A o o2
A 37 MEFF. ARCTE RIS TE AT (A-Z. a-z. 0-9) AUEFFR (). LID WTHT
$ 2 G WA EM R B E L.

d) #5% NAT ID.
LU ID LR ME— M7 i, AR EH .0 BiREE. mRMNELP—5&& L
feE 1P Huht, Wb Beoh s (H GRS RIAELE s P 5 W & 10 TP shb i, {396 %2 NATID. NAT
ID A 37 M. AR REIEARET (A-Z, a-z. 0-9) AUEFFF (). ML ID AN
FH T AT AT oAt 4 473 M 2] 4 by . NAT ID 5 1P Ml 45 540, B TR e 5ok A I
W HAZERT TP Hihik/NAT ID 34T B 565, A SR EE M %5 .

$IBT NEEERE.
a) 1R FTD £H&.
b) f5:¢ DNSBR%284H.
TEPRINAT 4B — 4l BRiA DNS 41444 CiscoUmbrellaDNSServer Group, H: A%
OpenDNS k%5 2%

c) X TE&IB/CDO y7iaiE M (Management Center/CDO Access Interface), 1k #F & I8
(management).

PR 8 SiliER (Connect). SEMHRZS X IHHE Bon U3 & BP0 S 0PRES . 78 REFEEEFL/CDO E
Mg E LDBRE, R AL, RS k.
WU B D)4 2 A, W s BUEEM. S0, 5 RESEFO/ICDO EMEE PE L
Ja KM WA RS AR L WX, ol R, O A S I B A B
WA S .
WORIEAE RFFEE S O/CDO JEMIRE DB R R s B Bl , BmREKED 5EEH O
BIRTEES, CDO XHFHE. BAGIMIIT 5 Wi BLAR IE#2
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[ 6: P ThiERE

Registration Status

<

Successful Connection with the

Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

{£F CLI 52 BB AN BE il ¥ 35 B &

EERER) BUPBTE CLI DARATRIAGBEE, AR B 1) 3 BB 1P btk ORI LAt R A 9 2%
BOE. THEBE LR -MAAA A QM MEBERRRE L. 1E 6.7 M mAT : U RAE
EEEE VTR LSS, wTDMEH] CLI RCE B 1. BOLK I E B RO AEWE . I %
FE G (7.0 M R JATHIRBCE R, RO e s B D BEATA B, BRAY BERE ORI
BRAS VS 4 BB AN, 7R B PR T og M P A D I B R B . TR, A ORI ILARERIA
BB, R T 428 1 SR

Procedure

SRR B G 5 CER R BB CLL sl A e B Mg 2 SSH, BRAT L 1A DHCP 3R TP
Mok CRBEITH SN BE, RATEBUE RS S, DR WITER .

PG 3% 3] FXOS CLI. SSH 25 if HI%E 23] Bt CLI.
$H1B2 i HH M 4 admin 12465 Adminl23 &5,

FEFE G ), P DUESR R FXOS CLL. 55— 8% FXOS I, R iin i sist . Ihd
WHT SSH [ BB 8%

Note WA O (AREANKNIE, W 250 TR (5 B o LUK s i T BN BB A7 R 0T
WA IE B, WS 0 FXOS ks ERR A5 i o

Example:

firepower login: admin

I (Cisco Firepower 2100 X\ 7#57%)
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Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ****kk*x

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...]

firepower#

R G 0 RS FXOS, R3] gt CLI.
connect ftd

Example:

firepower# connect ftd
>

F— U PR I, R SPOREESZ (BRI ) (EULAYHL, 4 SR8 H] SSHIE#L,
W2 b 7n B TR admin #6%. SR)5, RGO 2R CLI BCE A

Note FRAETEBRACE, SWCVAESR CLI WE W (B, i S mg) o B2, nlbh
)5 4E CLI FPAE ] configurenetwork fir & 5 Ui 7 IX 281 B . 152 [ Cisco Secure Firewall
Threat Defense iy 25 7% .

BB B AR A A 2 s AEAG 5 B2 2T A MR, 1594 Enter 8.

THZ LR .
* MNEIRIEORY IPv4 BOARI X - BRI O BCE DGEH] iz e & B bl o B P A B, 72
BB EAE I B I, NONE R 11 BCE O TP k. AE R ZEEEE AR 20 s FIA S
FonBlb, SRR A B G, AEIXFPIG D0, NCRE R 5C TP il ise B0 i i) P9 B2 1 TP
Huhiks JE W2 T A B L BEE A ER TP Hdik.
c MREBHMBESEEYN, FEEMEE - WK CEY SSHIER, HAYMBEN TN T IP
Huhit, JERCREWOIT . A HDET 1P HUREAN S 6 BRI TIE R . I G EEA R I

« AHEIRIEE? - A & DM BBITuL. B2 yes BRI B0 SO AT B & BEAS .
* BRERAOERR? - USRI UATE BN BB KR AR AR BB S o KBS B R 2
R IEAEIBAT FIRC .

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

(Cisco Firepower 2100 A\ 1355 [


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

EREEROBERMBE |
B &5 cussspmennEs

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkkk*

Confirm new password: **kkkxkkx

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

WIRS R BRI U o R A B
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - &5 & #0 1) FQDN HY IP #
Hko T BEARL ANBETE TG0, 51T DONTRESOLVE Jf4&7€ nat_id. 204 /bAg ANk
2% CERErboCy B B BA A AT RTU7 [ 1P bk, A fEAE B S B4 2 1) 57 X0 SSL &5 1)
W5 . BAE Ay 452 DONTRESOLVE, U gl B 480 2545 7T 15 0] ) TP Myl k3
WA

* reg_key - $8E BIEFER)— PRI M B, B O A IR A B D BRI
AFFHIL 37 M PR AT U TR (A-Zy a-zo 0-9) HIETAF ().
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* nat_id-Fi IR PR ME— 1) — MR B, TR AR B — T A HR e nT U IR 1) TP bk sk
FHLA, WARZEAE E R Bfeee. Wil FEd.0 i) DONTRESOLVE, NI Z4E
SE'E . NAT ID AMHEEE 37 NMERF. AMAMAaE AR (A-Z. a-z. 0-9) FEFSF

() Uk ID ANGEF FHe AT Ao T Aty 152 A v A 1) A5 B o

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

LR FPOAT T NAT W2 05, A ME—F NAT ID DL F M4, 514552 DONTRESOLVE
mAEENLA, Bl

Example:

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

AR PSR A7 T NAT Weas 2 5, i AME—K) NAT ID BLK 8 B rboe 1P sk sl 0144, filtn:

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next
B K E v A 2 B E A

Varlan \
BEEEEA
A FE 5 B O P I W R 7460

FiaZ Hl

AR SCFR AR RS, WS R AT I (Z Fhttps://www.cisco.com/go/
firepower-notes)

UK

PR AT SCFR 0 g A LA URL.
https.//fmc_ip_address

FE2 A B E,
T3 EXR.
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3R BVE TR FP DAY T RTE
JITATVE RTUEHS ER A B b R L2 UM 9 A o 45T LA SR BUVF AT E
* IPS- 4G AT A IPS
o BRI BB EAT B
« URL - URL 3§

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only

* IBET - Diameter. GTP/GPRS. M3UA. SCTP
A REEHF A B EEGIER, 155 ) cisco.com/go/licensingguide

FHIa Z |l
* PR R B g R

WG IEEAT I,V 5 S BERE DA BRI o TR BRI ELAY, T DO AL
ANEKF

o BRI BRI AFVRRTIR P 2T G iR N 25 (3DES/AES) VPRI TEIEESK, A REAE FH HLeThe (Ol
M AR SE R D .

g2

SR VG AT ST R T VT

2148 DRI R 20 A 1 S LI S VE A B, SR F AT HIE I 1% O B 2 S I R e SR VF T ER o (HE,
R G S INVERTIE, W R R 45 TAE =% 1R i Find Products and Solutions 8%
Bt. KLU FYFATE PID:

7 RER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

P2 WA FLT PID, & n] LLFE04 PID S ELT B,

* IPS. SEEIKAE BifHF URL VFr Uk &
* L-FPR2110T-TMC=
* L-FPR2120T-TMC=
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* L-FPR2130T-TMC=
* L-FPR2140T-TMC=
S0 Lk PID 2 W MFISA T 00, AL 5 LT PID 2 —XHRE 0 AT

* L-FPR2110T-TMC-1Y
* L-FPR2110T-TMC-3Y
* L-FPR2110T-TMC-5Y
* L-FPR2120T-TMC-1Y
* L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y
* L-FPR2130T-TMC-3Y
* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y

* L-FPR2140T-TMC-5Y
* Cisco Secure % /' Uii-15 2 1 R} 4% i 1] WA TR 7
* @ﬁﬁﬁl@ﬁflﬂ:

P2 WER AR T IR, 15 A BEVE IR S5 A M B L

M T B AR R A B A v AR R A M . A ORTVEAN U, 1S (Cisco Secure Firewall
Management Center /5 FL{EF)

() & 3 FR O S A B A B
AP B TP Stk el 3 L4 46 S Bl A T ST 80 B e

Fi&Z 8
o WCAEREAE SN A D UATC B LU AR
o BT P IP Mk L4, LA NAT ID
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FE 7 EHPL b, EHEE (Devices) > & B (Device Management).
T2 R T RAE S, EEERImEE.

Add Device

Host:+

ftd-1.cisco.com

Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None

Access Control Policy:*

inside-outside
Smart Licensing
Malware
Threat
URL Filtering
Advanced
Unigue NAT ID:+

[ natidse

Transfer Packets

WE LS5
o EH1 (Host) - Fr NS BS54 (1) 1P Muhb ok M4 . W RAE BB 18 AT 4G ic B R i 45
T B TP HHEAT NAT ID, 1] LU BB 27,
iR 7F HA FREd, QAN E U0 ERA T NAT 2 G sk, DR BUAE 32 45 3 rbe b i s
J B AT JE 5 ML TP SRR, (AT, EEAEAH B B B A Ay B AR, A
AL BB () TP HuhikEE EAL4 .
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* JEME A (Registration Key) - fi A\ S 7E BT B AT 40 C L P 45 52 VR0 3 91
* 13 (Domain) - WIERAT ZIIAEE, TRRF B 73 BLs 70 HHe
* 48 (Group) - WARAEAE AL, WK Bogs v 2

* 7 Ia¥EHI SR EE (Access Control Policy) - IEFWI UG TG . FRAE DA & aE B AW 2 B
JE SUSRME, IR REFTER H%(Createnew policy), #AJait#EBELIEFTE R E (Block all traffic).
ZJE T DU U R B DA R R I 1S R v A S AL RSN, 5 35 T

[ 8 #IZ KRR
New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* EEEIF AT (Smart Licensing) - 4 ZE5E K Dh g 4 B T 75 R BBV A HE: Malware (I SRS 4T 574
SRR A « Threat CUnREFTHAFHANRZBIE) « URL  Cln A8 FT 5 S 12200 1
URL I8 o FE: fERMREE, Bl AR > 1F 8l > & 881F 81 UL (i i H Secure Client
TEFEVF ] VPN VFA[HE

* HE— NAT ID (Unique NAT ID) - 5 & 45 oo il HI4aTc & H 4 22 (1) NAT ID.

c BBAREE (Transfer Packets) - AR R s AR A R L. WERAE R e I kA
TIPS 5 Snort 254, B oo ST En (5 S EUE C AdE SOk 2 A A O AT R . 2
REE LI, A FHE e ki3] gD, BB A kL.

LB 3 i EM (Register), B R ERMS — B W&, G AT EMFFRMEM (Register and Add
Another), FERIA MRS,

WEREM L, AR AN RIFN . WARE N R, S B AR SRR . WA B O A
ORI, iR A DA 0

* Ping - Uj [0 GBS 8 CLI, SRS FH LR fir 4 ping & 20 TP bl
ping system ip_address

(Cisco Firepower 2100 A\ 1355 [
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gt ping AR, i show network iy 26 75 W0 25 4 B SR T 8 B 50 b o5 i A B TP 3
bk, 1 configure network {ipv4 | ipv6} manual #iy4 .

 VENFESEH . NAT ID R B0 TP Ml - B {78 99N & A8 R A [R] 3 2% B NAT ID - (i
HAED o Al LA FE R ] configure manager add i 4 ¥E T 41 NAT 1D,

A Z ARG S, TE 21 https://cisco.com/go/fimc-reg-error.

LB ZE AL EREE

ASHR G LA A FH DL 18 T AR 2 4 S
© NEBFISNIEE - N DA IO A TP ik, JF¥% DHCP FESMHE E
* DHCP %54 - 7638 1 F 24 % 7 i ] DHCP JIR%5-4% -
o BRONEK - Tk AR B LIS IR 2% HH o
* NAT - ZEAMHEZ 11 B 211 PAT.
I E 2 I WA = 0 N R S P

FCEIEA LA, e P RS

(1) |REE#EH, 526 5

(9 | ML DHCP Jli554s » 45 30 UL

::'/3\) {}ﬁj]ﬂgj(U\E%EE ’ ;ﬁ 31 ﬁo

4 BB NAT , 2 32 i,

(5) |SRVFHLE AR BISNIR , 55 35 1L,

‘6\ —ELB%@EEE{ ’ % 36 ﬁo

BcEi&EO

J H U Az ﬁﬁi"@ﬂﬁi\[ﬂé%‘uﬁlpﬂﬂiﬁ W, mUamE R ENMEOAREERS
FEish A = XMt T, SRR T R 3 ph 2 R IE MY R A 11, LS ZH 2R 24 1 — A B
ZANHEZEO, Hp— M%DT@“E' “REEX” (DMZ), 0] AAESLrb s T o FF 05 W) R 8 =, 49l
1 Web fIlz45 %% .
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| EREEhCEHERME

maz0 ||

ST IR0 Gt R 0023 DHCP A ISP SRHXANAHE LIl ]I A e 11 P O s st
LUR 7R i48 ] DHCP 7E82 LN ARG E. 17— d il CGisiasttit) , JF/ER DAMMICE. 17— %

i

UK

FIE1 %518 % (Devices) > IR & E I (Device Management), R J5 sSiilibi ki i4weE ( £ .

FE2 O (Interfaces).

Overview Analysis Policies JeEMEER Objects  AMP  Intelligence Deploy , System Help v admin v
Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates
10.89.5.20 (M RN
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing Iﬂ:m Inline Sets DHCP
4 Search by name & Sync Device | | € Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical E <: &
E Ethernet1/3.1 SublInterface E| y
Ethernet1/4 diagnostic Physical Lzl &
Ethernet1/5 Physical E] y
1 =;): 54 %] Y =) r
ST Ml EM T AR OKRE (£
| == [ /1§ N
BB B R —% (General) 3ET0 <.
? X

Edit Physical Interface

m IPv4 IPv6 Advanced Hardware Configuration

a) FWIAKERAN 48

Mame: inside Enabled | Management Only
Description:
Mode: None 7
Security Zone: inside_zone ™
MTU: 1500 (64 - 3000)
QK Cancel

2 Sofy

FXFH Name.

Blhn, K3k a4k insides
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b) ¥t Enabled & ikHE.

¢) ¥ Mode {4 & None,

d) ARLXE (Security Zone) FHIFIL P IEPE—ANBAT KA AXEL, 804 S HE (New) i
In—N W 22 4 X
B, V44 inside_zone (KR, AU L4 ALY 2R BRI S 1AL, 54
DR AR T AN A K, AT DRI R T2 A L1 AL, 6T LR R R 4R FH 24 S o 1)
01, T PR A LB BRI B, DK SN 11 4 BRI B 45 T LA U s
Felg, SV R EAL BN, RS RV M AE NS K2 BRSNS RF 22 X 3 fan]
DAZE NAT S, Tk i Sm Al QoS 4w o I sl M 41,

e) iy IPv4 RI/E IPv6 JETI R .

* IPv4- )\ RRHE TPk P E FER7S |P (Use Static I P), SR )5 ARMT k4 A TP Mkt A1 k4
HEfid

ilhm, i\ 192.168.1.1/24

Edit Physical Interface

General l|=. IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| Tgﬁ;?Lﬂgil?.*z‘?lE:-QES.stl255';28 ar

* IPV6 - IR I Bhiid Bk B S BLE (Autoconfiguration) & EHE .,

) Mdi#E (OK).
FEA SN TAMBMR O wmiE ()
I s — % (General) ZETI .
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Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: outside Enabled Management Only
Description:
Mode: None R
Security Zone: putside_zone i
MTU: 1500 (64 - 3000)
K Cancel
iR IR e DR T AR, W Dk & dn A IS . AN N B

AEATIZEEIEABEE,, RO AR Al 7 7 PR b0 4 B . AR W] AR B o0
T SRS P 2 4 DX

a) WA KJERAH 48 N FHFH Name.
i, %44k outside.

b) ¥ Enabled &4z

c) ¥ Mode f* % None.

d) MZRL£X1E (Security Zone) My kst MNILA MAME 22X, B TEE (New)
T—N 91 22 A X 4

Blhn, a-—44 A outside_zone X 5 .
e) it IPv4 Fil/ok 1Pv6 i< .
* |Pv4 - £ DHCP (Use DHCP), #RJ5lic & LA Ntz $.

« {¥F§ DHCP FXEXEA A (Obtain default route using DHCP) - )\ DHCP fil245 £ 3k H 2k
VNI

* DHCP #&H#E#%% (DHCP route metric) - 43 Bi 2 3k itk 104 BREE Y, AT 1 F1 255
Z [l BRI H BN EE 20 1.
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Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

* IPv6 - IR H el B ik BEBELE (Autoconfiguration) & iEHE .,

f) M E (OK).
PSIBS HiHRTFE (Save).

fic & DHCP PR 5588
WA B P i DHCP M gl B A AL SR 5 TP ik, 17 )5 FH DHCP Ik %545
itz
$IE1 P& (Devices) > % ZE IR (Device Management), SR s ili & 4ReE ( #) .

122 %% DHCP > DHCP BR %28 (DHCP Server).
HIB3 (EARSSEE (Server) IR LSRN (Add), SRJEMHECE LR IET:

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* 0 (Interface) - W Fhz g Rk FHE M.

* bkt (Address Pool) - DHCP AR 4525 F i 1P ik iva Bl (AR S e ) o TP Hiuhik Y il
Gk e AL TR R E, HASBEM R 0 E 5 1) 1P Hulilk.

* J2F DHCP Rk %588 (Enable DHCP Server) - 7£ T2 1 L | DHCP 45 %% .

$E4 THHBE (OK).
PIR5 iR TF (Save).
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| EREERLEHE R
wmziczs |

AN INECTA B E

BRI EH I 45 1) ] AN U5 ) () B3 B 8 . WK DHCP FAEAN 3T, WIS IR 5 2% )
RECLAWCE T BOIARE o W SR THEF-I Nk b, WL FE P 3T an R0 2k 11 DHCP IR %545
MIERIA M B, oK B R 7018 & (Devices) > % & & 18 (Device Management) > 2 (Routing) > 8% 75 8%
i (Static Route) 1 L1 1Pv4 #&H (1Pv4 Routes) 5k |Pv6 #&H (IPv6 Routes) % 1.

UK

HIB1 %8 % (Devices) > I & E1E (Device Management), R J5 sk & M%meE ( £ .
$182 I E (Route) > 33758 M (Static Route), iR EH (Add Route), #RJ5 BEE LL R

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
| a4 Search | =2 any-ipva &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: v @

OK Cancel

FA (Intrusion) - HRHEZLASINEASEE HIK2EAY, 558 1Pv4 55 IPv6 HLiE T4 .
« ##0 (Interface) - W 10, H AT,

* A M 4% (AvailableNetwork) - 2y IPv4 ERIA 6 % any-ipv4, & IPv6 BRIA K HHi%+E any-ipv6,
SRIG RGN (Add) FILHE IR E M 4% (Selected Network) 413

* W% (Gateway) =k |Pv6 F3% (1Pv6 Gateway) - il A\ s F A1 4y stk ) 1 — M 9394 K 8 o
Bo ST LU 1P At B4 LN 4

* $a#R (Metric) - FIAF] HARR S IER 8. ARETERY 1 2255, BRME 1.

PR3 RE (OK).
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B e=nar

B S N A A R AR

Deploy , System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence
FlexConfig Certificates

Device Management NAT VPN » QoS Flatform Settings
10.89.5.20 ¥ou have unsaved changes | [ Save €3 cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP
OSPF (&) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

T4 LR TF (Save).

fc & NAT
BB () NAT B0 20 P9 28 M 4% 3 kg AR 82 11 TP Mol b (o 11, 33626 NAT FUFR A8 13 11 kit
i (PAT).

UK

PIE1 EPIRE (Devices) > NAT, AR5 i HTIE KBS (New Policy) > BUBIFA{E NAT (Threat Defense NAT).
PR 2 REME a4, LRI RIS %, SRS it Save.
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New Policy

Name: interface_PAT

Description:

Targeted Devices
Select devices to which you want to apply this poli
Available Devices elected Devices

i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR FE R SRS VAN IR o
T3 AU (Add Rule).

Add NAT Rule X iFHER: B R .
SUE 4 T E AT I

~ Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic »

Interface Objects m PAT Pool  Advanced

* NAT #10 (NAT Rule) - EF: B3I NAT #0| (Auto NAT Rule).
A (Type) - IEHFFZS (Dynamic).

CEIN |

IE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 3541 [ 4R IX 3545 i 2] Destination

Interface Objects X 1.,

(Cisco Firepower 2100 A 145%) [}
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B e=nar

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _EAC & DL R kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - RN (D) WA IPv4 MR IS X 4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X5, PO B3 NAT BUUAERT G kR s
NAT, I HIETiEgm i R 508 XI5,

* ¥ H9IR (Translated Source) - £+ B#r#% 0 | P (Destination Interface IP).

I (Cisco Firepower 2100 X\ 7#57%)
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wirmeammezing ]

PIRT mRTF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r ginal Pa N Translated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§
¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B

SV E MR ERFE E SR

U SR AEAEE W Y A I B T IR AS A S SRR B U IR PRI S, U g SRS A I R LA fe v
ViR B AN TS LU ELSC VR A A S DX B S A0 B DX B P e A Al X, 37 55
AN FEVFL 3 3 4 0 45 KR o

UK

FIE1 KRG (Policy) > 7151 % & (Access Policy) > 37 5] % B& (Access Policy), 4R sl Zh o2 i
(V7 Il B s 1) mig () .

P2 SUERMMN (Add Rule) I & LIS S5

Add Rule ? X
Mame inside_te_outside Enabled Insert |into Mandatory w7
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments

Available Zones €&

Source Zones (1)

Destination Zones (1)

| |, Se s /b inside_zone ju]

=/4 outside_zone a

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AU Ay 44, #l40 inside_to_outside.

« ;B X 18 (SourceZones) - M\ A] A X 18 (Available Zones) FF ke A #E X 1, SR 5 s ok hn 23R (Add
to Source).
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okl

HERE

RZ Be

+ B#Rr[X15 (Destination Zones) - AT X 18 (Available Zones) ik fFAMEIX L, R i
F| B#F (Add to Destination).

FCAh e R P JURE

FE3 fUdifin (Add).

FEUED AR N2 Rules 3.

Deploy , System Helpv

Overview Analysis [EXIISISl Devices Objects | AMP Intelligence

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

You have unsaved changes | /Ay Show Warnings | | Analyze Hit Counts || [=] save || €3 cancel

ftd

c_policy

Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: None

Tz Inheritance Settings | [F] Policy Assignments {1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Filter by Device.

" Show Rule Conflicts &) @ Add Category © Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)
o Allow atg e LB

1 Ainside_to_outside  uhinside zone % outside_zone

There are no rules in this section. Add Rule or Add Category
Accass Control: Black All Traffic vu

PR 4 HHRTF (Save).

=1

R

o P S AP 8 B I AR PR E T, I S SR A AR B R

{‘-_:l:
Mo

it EJ7ERE (Deploy).
& 9: 582

Q ¢ # @ adminv Wl secuRe

ri 2 ERERZE (Deploy All) LLESE RIPT A 8%, BinidimZkaRE (Advanced Deploy) LAHSE 2L PR

Bk

I (Cisco Firepower 2100 X\ 7#57%)
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werz ]
[ 10: £EBERE
Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment i)
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
B 11: S REBE
1 device selected
[ @ Search using device name, user name, type, group o status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (]  1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM E I Ready for Deployment

TR 3 MORIEE ) . sl T ERE (Deploy) HEHLA K E T LA R RS

[ 12: BBE IR

Bes

Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks ‘:) Show Notifications
0 running 5 success 0 warnings 0 failures | . Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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EREEROBERMBE |
B 5 amm s pxos cu

5 18] B R BA {E0 A0 FXOS CLI
i FH iy 24T L TH (CLI) "% B R G LA RGATIEAR W MO HE bR . JoikiE i CLI 2 TR T B SRS .
AJ LR B 5 i 1 LAYT ) CLL
9, 7] LAY 8] FXOS CLIVAHEAT #i b FE R

\}

R Rl DO SSH SRR UM A A RO . HEHIE SR, SSH 2 ihERIAE ] B
B4 CLI, PRI connect fxos i A% 3] FXOS CLI. W% K SSH & #2647 TR AN S 11,
FHJE AT CUE Bz e 1 bk, BOARG SO, A5 SSH AR U5 0o LR A28 45 1 6 ity 1)
i CERAEH FXOS CLD

i

I TE R CLL K E S UE R B H] 4 K o Firepower 2100 Fit 5 — 4% DB-9 4% RJ-45 S 17445,
BB TR B8 — 7 AT 4 USB R R T R . MR W IS I ERAE RG22 U B USB HAT IS AR )P .
P40 6 3 1 ERIA ) FXOS CLI. i LA R 8474 E

* 9600 P52
* 8 MY
* AR
o 1 AMEIEAL
TOERERIFXOS CLL. AH ] admin A1 44 A aa B IN BB S (BRAE N Adminl23) ¥k CLL

IR

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

W2 Uil Bt CLIL.
connect ftd
w15l

firepower# connect ftd
>
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gremaoxapEer 1

GxJe, W TR CLI ] a2 A S R, iHMIA hep B2, A XATH{E R, 152 Cisco Secure
Firewall Threat Defense iy &% ,

FIEH E B #IFTD CLI, &% exit 5k logout 4.
iy 22K B FH 5 17 42 FXOS CLI #278. A 5% FXOS CLI Ha] iy & HIAH A5 B, IiEHIA 2.

Tl

> exit
firepower#

{52 F & 38 A0 X B A R R

i |
,{Iz'ﬁ

il

FE1
PIE2
$E3
PIRA4
pZ 4]

IR

TIE1

2

IEFRH R GRS AR RS T T R e SEOUE R EHIR . Wictl:, AV
LR BAE G G187, RO HLYEAN BE IE R G B K
Ry U A5 B ARy IERROC A R S

UK

WRIRE > REEIE,

BRI, AR @ ).

Hilii% & (Device) ML

s RGO R AR (9.

HIFERI,  AA S AT A % o

WA S5 KB TG &R, G KRN R RS R, A BILL IR,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
WOREAER G IER, WA KA 3 B LU R RS C KM .
TEINAE PT LA AT RIS O T A 06 IR PSR Sk LAY B 7 =BT THAT LA F) PR o

TEARAENCE B, V5 S 08 T IS AR SR s TSR Firepower SCRY
HRAFH FHPOMEE, 152 (Firepower & B HPOALETEH) ©

(Cisco Firepower 2100 A\ 1355 [
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59 =

{5 FH I 3% & T8 0 BB E B AT B 5]

AEXEEAMG?

LEHTATI IR RGERE G, ES WM R REMEHSE G . 51 00, A
FITAE FR S A P B P RIS R 23 SCATUAR 8 Jl 1

BN BB bl KA, WA TR R, SRS A R IR . R
Web Ft IR LR P BRI, nIAEE T P HPRSPATE B, AR ATSS, AR S A 4%

o R RV B0/ CLI sl Al ] e 2 75 BiLas TOURC & S BT, AR5 s U B A% B R
Gy SCHLR o

o O SCHUVRYE B DOERIFATIT UM B ri it o
o TR BE B3R A B ARy S8 R BB AR PRI

)

AR RN SIHUR S ERAE I 6.7 s A

X FBE I
i F v LUS AT IO B AR A B ASA RAF . 76 B A R ASA 2 1] 5714 5 B A8 6 2% AT T 17
1o WA T BEANE] T 0T LR R AR, W N TS . 15 S 0 FH % 8k ASA 5% Firepower
JB U 5 T8I £ o
b7 KA 23124 THEFR A Secure Firewall eXtensible #:1E R4 (FXOS) [MK)Z18E RS, B KEEASLHF
FXOS Cisco Secure Firewall LA S HL2S; HFibsHEm: H A, R IRK CLL. FR1EE R,
152 W iG] B4 Firepower BB 18 ¥) Firepower 1000/2100 1 Cisco Secure Firewall 3100 f/E%}
FXOS b HERRTE R o
PRFAUCEE S AR - BT KIS AN EER B SR NS 005 o (H2, nT DAZERCE P A A3 15
B 4. EXPMEOLT, B RAEPATECE 8 SNMP I 1] fE & 25 H .

o MREEHIN TARREE , 242 0T

s FEFFURZ AT, B 43 0L

o s BRI, A 43 0T

o POV TACE . 5 45 0L
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https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

ERnREER LBERMEE |
B ceemnTrRe

* PSPk, 5 56 B
« FREFILSICE 4 58 I

R EHER TIERIE

SLACVF B AR T TR B T A, VO AR L T AN R B AT A R A
M1 T K2 HOE R SCHUR A — A IR RE, AR AN A B 0 D7 1) Lk A P A BRSO T 7T fig

\)

AR T OB e T T B TR, s SR S R, W RO . (R,
AR B EA AR DT, RO e R R WU B T REIB B 55

B L A B AR R O PR E R R, e A O M BCE . RIS AE Bl %
HER M TR VI I, Wb A BRI 28 BB . DT A B B e AR S A R A B 1
URAE R 1 LR T T BRI, N A 2 A NS BRI T T AR R B R e X T
P BRI, A B e TR ORI e e B B 1

M B VAT A P U i) BAT LA BRI

o HUBEAE W) PEEEFE 1 R A BEAS VT IR) o ANREASEH] 542 11 8% EtherChannel. %34 T LLAEH] 57 2
O E AN B R R B AR U ), DLSEBOUAR .

o SRR OARER DU R L
o LIS Eh I KBRS, AT B R 1

* AN3ZFF PPPoE. U RS ISP 755 PPPoE, WAL BB 5 WAN 1 il il s 2 ) BN 52
¥ PPPoE )% H %% .

* OB T4 J5) VRE e

o BRINASKE R #2100 )5 F SSH, - IR A Z50RS Ji 456 1 45 B rp0s >R JE ] SSHL. i 145 B2 11 I ok 5
SO BB, R TG00 B AGZE R 9 4% 215 B2 L1 1) SSHE 431, BRARMEs At configure
network static-routes iy 4 A & FEAZ TS INEf A B .

« ASCFpR R AEIXMEOL T, AU B
NS T AR SR R L ARSI OB BT B U BRI S B A

JRUBH BT A B R A A I TP M s LA LAV N A B R AT 1% 1P Mkl DA AT
WIGHBEE . Bk ) LA $E 4 S I AC # 34 DNS (DDNS), U@ AN AZ 46 ¥ DHCP IP 3 it .
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& 13:
DDNS
Server
Management
@8 Center
Internet 3 Headquarters )
outside (Mangement Center Access) Management
Computer
Threat
Defense

E

EFIRZH

wxwuzy [

B I PAT B B AIARCE . iS00 (R} Firepower 5 FHLL 1600, 2600 1 4600 A4 22255 45

B ) BXCisco Secure Firewall Management Center Virtual PLg A [ JFEHT

i 2 i A2 JF

TSI LIRS AAEN LR 302 BB A A5 Bl
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual.html

FERTEEEROBEEMEE |

B :aes

B 14: im2liREF: Fahipk

S .
CLI or Device | \ '/ Pre-configura-
Manager tion
(Central admin)
) l A N
Physical 2 ) Install the '\3 ) Cable the (4 ) Power on the
Setup — firewall — firewall ~ firewall
—> —
(Branch admin)
+ S oEisn ———
(5)Logi (8 )Reg (9)Reg (10)Gon
Management | \ 2 /Logintothe \ .© /Register the \7 /Register the \!Y/Configure a
Center management mgmt center firewall with basic security
center with the Smart —»  the manage- —» policy
(Central admin) Software ment center
Manager
i A

: (8) v
Cisco \ O/ (Optional)
Commerce Obtain feature
Workspace licenses
(Central admin)
Smart 7 Generate a
Software license token
Manager for the

management

(Central admin) L

(1) CLI sk % #- HiL 25 o (CalIE) K EHAEILBEHRA , 5 45 1T
AN
R B B o A VR BISE HEHITTIE . A 47 0
o fHH CLI BHATTIRCE , 25 51 70
o | PELBE AP kRS, ES M (ARl Firepower 2100 R AT 2205587 ) «
Oy S LRG3
D)

I (Cisco Firepower 2100 X\ 7#57%)
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| EREEEEhCHERHE
mrganRg [

3 | B E TERPT KBRS, 5 56 UL,
(I3 SCHLRY S PR
[7Ap)
4 | PATBCA I L 5 57 00
(I3 SRR PR
[AD)
RGPS

;%j%ﬂﬁ%Iﬁ%@ SRBUE E RO RTE , 58 59 T WSEThREVERTAIE .
NG

(7)) ERERAEE RS SRV ELOROVETE , 58 59 Uy BEECRLL ARV ATIE A A

CHp S 3 )
()| BEL I BRI VFATIE , 45 59 BT: [0 B AT HIE R 45 48k MHAS B
T Gpogm s
(o)| s BB R L TE LS, 5 60 T
Crp o 3 )
(10)| EHEF L WA e ARG, 56 26 T
T chgms

hRERE R E

T EE TS TRCE BB, AR5 PR AL 20 7 SCHLR .

(AIiE) MERGHFREHMRA

FL A AT IA T AL ZEIN LA R A, WEAT L DI B B AE L Bl K 3 2 iy 2432
HARRA . o, 8 nT IR S FsAT e AT T, (HTH (RREFICED Wl RE 22 L i bR
TR A (R ] o

HMIZEI T AR ?

BB BGEAT A R80T A 5 55 05 £ (U5 511 Gold Star JRA . BRIk n] L2
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html * fITid i) &
NG B, A SRR EIRAS S (S EUI6e) « KIFRAS S CRHKI ] R 4E R4
FIAN T BEAMC IR A G 'S (KA BRI 4EP FROA R T, T BURNE)
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ERnREER LBERMEE |
B o poasuszsmnk

UK

ST JEHF CLL. AN EL, S 0V7 B0 A1 FXOS CLI, 55 73 7. ST i il &
#m D {[:['T/J\‘@Tu{fﬂ% SSHo

A 4 admin FIZRIAZ5S Adminl23 &%,

IRIEFER] FXOS CLIL, 55—k, RESTRETEEEN ., WA+ SSH K @i

k.

TR WA S, (HEARIE, WZHAT ) EE LU A E OB AR )
EERETRELS, WHS0 FX0S MbEHERTRrE -

w5l

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkxx

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

Nij
g
N

£ FXOS CLI 1, WoR IEAEIBATIIRCAS .
scope ssa

show app-instance

il

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup

Version Cluster Oper State

Not Applicable

W3 WIRBLAHRA, THPATIZLED IR,
a) WRE N EEEE N RCEFS P bk, WES A CLI 58 g i vIsaic & , 25 18 1. BRIA
0L, & EE UE{E ] DHCP.

T L R A PR U ) PR IR 55 ot 1 0B (R R
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| EREEEEhCHERHE

EHIR&EE

N
SN

A .
S S
N —

N
g
w

fem g ges arnes

b) #AT (FXOS HbaflErear) F A E PR L)y

IER HITIECE

AR VA B RS LARAT B MG T E . IR A B AT WA BRI, W R D)
x| bl ST B, R B UMV BE AR U M BCE AN, AR WA S TP oS BT #: DG
MR IR o TR, A ORE I BOARCEBCE, By 4 h s sz X . ] CLI i, R
B UMV BLAS VT ) BB R B (9lan, ANCREERIARI A A T ED

FHIa Z |l

o BRI PATEHPLIVIAIE . S (JFE Firepower £ FHH0 1600, 2600 F1 4600 ffif: 2
WA o EWCE BIPIAE 2 ur, B A E O TP bk el EHLA .

* {§ ] Firefox. Chrome. Safari. Edge &Y Internet Explorer i) 4RI R A

i

R BETH SN LERRBIA S (LUK 1/2) #0.
FTITBs K it L U
i H RSN BIM A, AT KL 2 15 21 30 Sl

IR .

a) N gsH A AL URL: https://192.168.95.1

b) EHH 4 admin FIERIAZ TS Admin123 5%,

¢) RASTOIRNEIRIER R VAT EM” T OO B 5 B

T YOG SR A% B LA T AR TG B, VAR 1) o AT DA PEE i A DT 1 Bk A 1%
#1188 (Skip device setup) Bk ¥ & [ 5.

SERCERE R TR, bR T W (Ethernet1/2) I BRIAAC B AL, BORKGHA FME (LUK 1/1) H2H
B, % L (eSS D) 1) A5 B OV B VIR IEA T 44

a) AN ORI B TRCE DA R IR, AR5 ST —3.

1. SMERZEOMbLE (Outside Interface Address) - ez Ul F 2 BICM MG, JF B o] FHAEE HL8s Ui
) FE o EWIIR B BB IR, AN BRI B AR AN R o 28— s 42 L R BN R

Ho
DR EAT 5 AN (o) SRR R T B AR U ), LA 20 5E Jl i L ) 3 Ja T3
Be B %

BCE |Pv4 - ShEE 1 IPv4 Hulik. A DL DHCP, . n] LTS NERA 1P Hulik. 1R
TR e, SAh, MmOk REE, AECE IPv4a bl . & TCEAd F 3 ) S0 2 PPPoE. W14

(Cisco Firepower 2100 A\ 1355 [
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B =5 ssensprnns

e LEF 2| DSL. L A5 il fif i 3 5 ISP [ Hofhidi 4z, I HL ISP i ] PPPoE K44It 1P skt
WAy BE 75 E# F PPPoE. #& 0] LL{ESE kIR 5[5 1C & PPPoE.

BLE 1pv6 - AM42 1 Tpve Huhkv] L H DHCP, tBn] LLFahii A\ #5 4 1P bk, Frgf i
Ko A, WTRLIERESR, AECE IPve Hidik.

2. EIEENO
WERAE CLI T TG E, BB ASE RS W E .

MM AE B i 0 R T B AR T I, S A B D B i, S A 1 AR
TR LB b AR R R A R A BERZ 1) DNS IR g5 a8 HT FQDN, 1M AR H #edi #2111 DNS i
55t o

DNS BR 5588 - R 405 BLHLIE 1) DNS k4545 . Hii N DNS R854 11— A5k 2 A Huhik DL g AT 44
Fro BRIMMEA OpenDNS 243k DNS JIR%5 85 Wi R4 gnih 7 BOFA IR E BONE, 15 S H{ER
OpenDNS (Use OpenDNS) LB &1 (1) 1P Mkl #N 7B .

R5 k3 E X2 (Firewall Hostname) - 4645 BEHb AL 4144

b) MiEEFEE (NTP) (Time Setting [NTP]) Jf 15 i T—% (Next).
1 MEX-EFRAMNX.
2. NTP BB AR 85 - IEFEAFFHBRIA NTP [lR553%, iR FahiA NTP IR 210k, wI LA in
A RS ARSI A -
¢) EFEREN 90 HiFEHIM A IEM
AN [ B BE R A BT MU Bl s TV AT PR B e B HRAT
d) siizER.

e) AW REIEPFEETE (Cloud Management) i J8 37 (Standalone). Xf - EHIrfCy B BE, 11k
PEIRIL (Standalone), AR JFIEFHIET (Got It).

$IS  (WRETRED RESHED., ESMIEE > EO LSO,
BRI N e BB . BRI DU, B EEE: O\ DHCP #2205 1P HuhiEF I oG .t L4
AT\ DHCP 2B M6 (B, 3% AT K e TE BRI 2% ), R SR ER YA Bdie 2 01, JFH.
B TATATACE . a0 R DHCP B 2] 7 WG, M5 24 FH RS 1P s b e & b 1, 6%
B AR C E AN

SIE6  WIRERE MO, SEREATEEISSIN SN D, HEFIEE (Device), ARJE M
0O (Interfaces) 42 1% .
AR WSS PRREZEOMNEZER, ESA WA EHaS PR K, 25101 1. 7EMm
BN R, AN AL &S SN E

ST EEIEE>RFIEE > EPEE, N5 A e 8E g0 S,

$IE8  flE BEMEF.L/CDO FAER.
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP #utk, B A LS 1P ks M4 U 1) g
L, s 2, W S A1 T NAT 2 s A3t 1P bk ek B84, i AT & .

(Cisco Firepower 2100 A 145%) [}
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IR DA — AN g% CRFBERAL B0 UG A 2% HATm Ui ml (1) IP Huhk, A REEP N/
() 23 N7 X ] SSL 2 f i £ 3

b) WHEER 2, WHA BIBFL/CDO £/ A/ P Hitlt.

c) 18 EMFL/CDO EMEA.
DL S IR PR IR BB, S U SR B A A % I R A A B0 BFR e e . TR
A 37 MEFF. ARCTE RIS F AT (A-Z. a-z. 0-9) AUEFFR (). LID WTHT
$ 2 G WA EM R B E L.

d) 453 NAT ID.
LU ID LR ME— M7, TR .0 BT, mRNELP—5&& L
feE P Huht, Wb Beoh s (H U RIAELE s P 5 W & 10 TP suhk iy, {396 %2 NATID. NAT
ID AR 37 N7 AT RO TRET (A-Z. a-2z. 0-9) ABETSF (-). I ID AN
FH T AT AT oAt i 473 M 2] 4 b, . NAT ID 5 1P Ml &5 540, B TR 5ok A IF
W HAZER TP Hihik/NAT ID 3T B 565, A SR a5 .

TR EEZEE.
a) 15 FTD £M%&.
It FQDN ¥4l F4hakiz 1, sk k&8 dhiy/CDO i8] 0 (Management Center/CDO Access
Interface) EFE I,
b) f55& DNS PR 284H.

EREIA A sl AN B4l . ERIA DNS 41444 CiscoUmbrellaDNSServer Group, L5
OpenDNS 5545 o

DU 1 B 2 1) DNS IR 25 % o S0 FH 0 1) 3 10 B 1) 5 L DNS RS- s H T B . 20l
DNS flt4s#5 T DDNS (R CUAC S B0 T i D i) e 4 S . ST RE i B T B
AHI7) DNS IRZ5H34H, R A& #A SR i A0l i #5842 11 2178 DNS R555%

FE B L b, HdEE 0 DNS g5 as a8 B gn ot Jgui B i (- 6 BUE SR TP RCE . 88
JE B A AN E] B R R N, AW BCER IR, JFE DNS RSG5 AU IR 6 B E S
B2, QR R 5 VOB SRS 2 O 45 001 DNS BUE (1 BB i, e Bk 7 o A
TN TG BB B S BB E VL EC ) DNS -G BeE, DU & B0 A g B il [H)20 .

WAk, ACHERIERTE NN R I DNS k455, B BO AR B AHL DNS JIkR5545% .
¢) XTI /CDO ifa]#E 0 (Management Center/CDO Access| nterface), i iEFE5MEB (outside)
RET DO B AT OB B B 1, AEAHR g (B A I R 2 A 1 o

PR WEREIER T AN AN AR B 1, B AT INER A S 1

K E B2 R, EOREH & e B L BA M th o WR R TAMNBE D, Wakes
ERE N SHPRCE TIeE . SRR T AL, A TR SO 2 i F i E R
N . AR WAEHLSS PRCEFSEMNE 2GR, S HAE BAE S PRCE R KR, 5
101 T,

$£E11 SR nEh7Zs DNS (DDNS) /3% (Add a Dynamic DNS[DDNS] method).
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s B 16 TP Huhk & AEAR 4K, DDNS nlAfifR 5 # 0 Bl se 2B 4 (FQDN) N 1K) gl b
., Zig& > R%i& S > DDNS BRI & 514 DNS.

WGSBS A S A AL 2 ARG E DDNS, U BB 2 B 3 JERZAE AR CA T
TR T CAUSINIESS,  LUME gt w7 LA UEH] T~ HTTPS 3£ f) DDNS k5523 IE+5 .
BB A8 32 RE# A DynDNS /2 API JUYE (https:/help.dyn.com/remote-access-api/) H{T-{7 DDNS i
5o

PIR12 SERE (Connect). SEMPARZS XEHE L m U1 2] B B O R Y EPRES . 78 REFEEHL/CDO
MR E LIRIG, HR EEpL, FRRINPI k.

R B D)2 A by, 3 A BUEIEM. B, GE7E REFEEEHO/CDO EMIRE PR
Jr RV Ve B DA AT o WURIZAE, AR s, JOF H RO R e B
WA SR .

ARG ARFER P L/CDO JEMIRE VB R FFIER S RS, R ED SEEHO
BRI T CDO W IRHE . RORIBTIT 15 o B PR (4

16: B Ih i1

Registration Status

e ol I e TR
Successful Connection with the

ror oo

Management Cente

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

£/ CLI EiTHiECE

AR PP CLI LATHIAA B . A CLISEATAIARRCE I, S B LRI B 287 ) 452 11
BEESWARE . ] BB (7.1 RS AS) PATATAGBEE T, W R D) 45 B rpn
AT B, R B LMV B 83 U5 45 L BCR AN, A B A B v 58 UK T A 4 1 T AR PR B
TER, AR MBOARCEBLE, B s a2 5 5

(Cisco Firepower 2100 A 145%) [}
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Before you begin
B I PAT B B RIGARCE . TS0 ER} Firepower & FEHLL 1600, 2600 F1 4600 Al 22255 45
MY o TEWCE BB 2 HT, R EAE T 1P Mk s =LA

Procedure

SRR STIFP K F Yt
Note EUUAS BB, WKL 215 3 30 Jr .

HUR 2 R RPEH G L EU B CLL
P & o 3% 4% 2 FXOS CLI.
FIB3 ) 4 admin FIE RS Adminl23 &5k,
U FXOS I, REATREHE SR . 1T SSH ¥ g 5.
Note U R RS LS, ARBEOANSITE, ) 2T T AR B A% LIORE A o O BRI . A7 KT
WUEREF I B, 120 FXOS M HERR R R o

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **kkkxkk*

Your password was updated successfully.

[...]

firepower#

LI 4 EHR) Wi CLL,
connect ftd

Example:

firepower# connect ftd
>

SRS UG P N, Rt A MR (BULAAT, QiR AEH] SSHIE S,
W2 PR LY admin B 5. SRJ5, ROREE 2 PIZ B CLI IRCE A

B s e e i 1 B T B AR U, AT e A T R T B
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Note BrAEERRICE, SNJCEESE CLLwE S (i, st mpdrmig) o A, nrbh
T Ja7E CLI HfiH configurenetwork iy 4 3 I A iX L1 E . 1522 [ Cisco Secure Firewall
Threat Defense v 4% % .

BB B AT AN B2 WoRFERG Srb e B2 2 Wi N W18, 1544 Enter 5.

B2 LR HEN .

@53 DHCP S F#E & IPv4? (ConfigurelPv4via DHCP or manually?)— %+ manual . £4%
EAFTEAE AV B L, (HAAZRBEE TP ik, filn L Atk I R BERZ 11 B0 DHCP, U

TCURRC RS TP, D BRI OISR datavinterfaces, #Z F— ML) TR
2B 11 DHCP [ 2558 196 Eh 8

WANEEREDOR 1Pv4 BHIAM X (Enter the |Pv4 default gateway for the management interface)
— KRR IE Y data-interfaces. MIRCENGAE T R AR B A, DR AT pl e B U
I He e 2 1

M%MMW%EMEE& EEEINEE - W O 8 SSH &R, MBERSEM T . WA
BN BN g b, AT DLAS R T I TP Mk N S Sk . TR R Gl
WHIER D) , BB IE NS g, B EERAS 2.

* AHEIRIZE? - A B DUEA] R L. 1% yes IR BRSO ] LA BE2s .

« BLERH AR ? (Configurefirewall mode?) — #i A\ routed. LA B KBS AR S Fr A58
FH2S VT ) o

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkxkkx

Confirm new password: **kkkkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

{Cisco Firepower 2100 X\ | J357)
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Update policy deployment information

You

- add device configuration
- add network discovery
- add system policy

can register the sensor to a Firepower Management Center and use the

Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or

the

IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a

NAT device, you must enter a unique NAT ID, along with the unique registration
key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must

use

the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.

>

W B A BRAS U 0] PRI AM R 1
configure networ k management-data-interface

Wa, RGP EONINBIE O EIRAM K R E . TS 0L A A a2 g5 R

3

WA AT P VAT B, WA B CGVAE ] DHCP. W SRAEWI 46 1 & A T3
W IP Huhl, WJaT LL# A configure network {ipv4 | ipv6} manual @4 ZEI ¥ E . R v
AR P E M G E A data-interfaces, M A5 7 B EE .

Lk BB A A NE] BRI, I SRR B ORCE, O RE: #N
ZFRANIP Hodik . W OCERAS K EH. DNS R4 %5 1 DDNS JIR%5 %5 . 175 DNS R4S e fic & 11 5
S, TESI . AEEHEA S8 AT DURY JE R BB Uy ) B G E AT S, E A R
ANSBH AL B E Bl A E ey F A B, WO R R, B A R
configure policy rollback fiy4 LAY & LA 355 -

U AC & DDNS fil 95 & 88T URL, W) o Bl 25 A shis >k B Cisco 525 LR CA B AL i
A EE CAUETS, DUME BUbMST 48 v LASIER T HTTPS 3£ 45 1¥) DDNS k%5 25015, BUbBi i 52
F{# ] DynDNS JZF2 API #{3E (https://help.dyn.com/remote-access-api/) FiJATA] DDNS JiR 4525 .

Ui A BB a2 1 DNS JIj %545 o A FHBCE A (84 A configurenetwork dnsserver sir4-)
WE I P DNS RS % T Bl . $dl DNS /IR 88  T DDNS (4R Cfid®) siE il T
PR 1 11 2 A SRS

FE BRI b, B T DNS RS S AL FLSS 0 S B A8 (0~ 5 BB S h s . S0k
SN AR A B I, A BCE R OR B, I H DNS RS S AN 5 B SR .
E2, SR R 1 SRS 2 L 45 €0 5 DINS 25 119 Jg i 180, Ui B0 7 s AN b B
FATE W EZ)ACE 5 B VTG DNS P W B, DI A& H 0 A gl By 5245 .

UEAh, SCHTERIUGTE M R0 DNS fR%5 2%, B RO A SR ACH DNS HR %5850 #ilan, i
TEATE S B IV ) T 4%, {ELBE S {8 1 configur e networ k management-data-inter face iy - fic
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BEEE L, W2 4 B O R TR E T A XL A (BLHG DNS g as) » LUE S jguh
B i i UL -

o K BB A B B AR i, T DIOREZAS B 1 S SO0 A B 1 ) — Bl 1
EAEBLE 7] P A FQDN K] -tz 1.

T LUE A Ay STH PRAEA BRI RS ST A BRI, (AT BB ALY 4A YA
SOEH BAE R A e

o TASH B BE, 1% configure network management-data-inter face disable iy 4 .

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>
(Optional) PR il £E4F a2 W4 2% b 30 i B 42 1 U 1) B # ot
configure networ k management-data-interface client ip_address netmask

BOATEOLT, SRVFBTA 4%

IR 8 R I WM O 4 A B

(Cisco Firepower 2100 A\ 1355 [
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configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - {§& ¥ .0 () FQDN 5§ IP 3
Hbo Wi EHEOASE HEE ] SGhE, 5] DONTRESOLVE. Wl E/0FH —AN s CGERE
8 RPN 7N | D= S 1 e TIPS o ol T 2 VA Y [ NN B9 N BT R =B i B LS
WERAE M4 82 DONTRESOLVE, W) Jg s fE 2h 2006 ] iy ia) () TP Huhbk sk =414 .

* reg_key - $8 € LRI — PEEM ST, FENH U B I B B O B e . M
B 37 NERF . AMTFRFOTE LT (A-Zs a-z. 0-9) FEFER ().

* nat_id - $/58 TR FRAIME—— IR, IS T EAE FHEh BIRE e . WA R B b
AT B, WU)AZ0 [ I AE BBt F 7 by B3 e Y NAT ID. NAT ID AN it
3TAFR . AMTPOFEZHET (A-Z. a-z. 0-9) FEEFR (-). M ID ANREF T BATAT
oA v £y M 31 A B

Example:

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

IR KM BT, DAERHE A AR B R 43 SCH LA o
IEHOCH R G AR B2 AR AL N I OC AT e s R EOC RGO EBUIA . WA, AU
ZREREFAE G BI1AT, R aOC I HLIEANRE IR H K RS
a) fwA shutdown 74,

b) MEHJE LED ALRZA LED DUGAFHIA 2 & O (R58)
¢) TENUAR RIS s, #nT LR A B 3k 1 L sid =k DA J7 X IR TP RLAR 1 LS

DR

WK B ok B R B A i, G URER AT IR B Kt fi Y, BV SRR L U e TR . AR
Jeis AR R B E AT S A

BB MR B4R

B A I BV ST T AR R, nr Dol 5 Bl B . EEAE Firepower 2100 I
AT, 1EZ LN,
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/" Outside -

— outside (Management Center access)

felofofofolofofofofo oo ]
(OELL mag((-#}-\))k@)a:m smm ()
miommE s S
T ‘ () S e e e 1 ) e s
T L\ inside
Console //

ports

S S Y

(" Inside ) (

Other Data Networks

Management Computer

ST BN, W2 B Firepower 2100 FSUBIAF 52595 7)
S FAMAEL (BRI 1/1) HEHESISM R i .
SRS R (B, LUK 1/2) X5 A b o s 25
U8 0 K5I A B A
SIS (W) SR EHUE R SRR G .
FEOYSTHURING L8 T AR TR R o SEA R e, AP T A, o s B

R RIR

FR T O, AL T T A AR 1 @02, 2 —MRahXT0F 6, Tl R g at . R gy o¢
T “4 M7 (Standby) A7 E, FIEREIHCSA S I 3.3V A M, 12V EHIENAL TR PR A . 24T
FRET “FTIF” (ON) P, 12V EHERITE, HARSHEE.

\)

AR OB BRI, IR KR 15 2 30 2.

FHia Z |l

B ARG S A H (B, SEF SR (UPS)) AEFEEEL. AR E5e Mgl v i & 3 5
PERISCIE RGN . S G IRAH V2 URRAEIETT, I 2 15 RGTCIEIEH G M.

(Cisco Firepower 2100 A\ 1355 [
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UK

p7 3 B R R/ ES T O et o S R b 25232 L ERV/E L8

FIR2 4 F A B BT R

P 3 KA BRI R PWD LED; W% LED S4B e ot Ron e CHad i
SYS LED

mEEEEEEr D
PERERPEREEEREE®
mEEEEEEREEEEE®m

= E L E
T ==
PWR LED
TIRA KA B ILIN SYS LED; LT R 5205, Ron RE LML H 32 M.

iR FER R YN B “ G (OFF) & 21, 151 H shutdown 4, LME RFERER IE
WMo IR L A BN T A BE e . IEH MG, FEHIE 2 R AT Ll e 4
Wi WU RIS (8 A7 455 A% LED S3ild, 4878 R CHERIFOCH AR . n LK I OCD 4e
B “3&H]” (OFF) AL . HUTHAR PWR LED 238 INRIFEAE K. £E PWD LED 584K M2
B, 204K H YR

152 FXOS Ml 55, T A R shutdown iy 2 FIFELIME B

PFREEGIFERE

FERERE S5 SRR 7 B B30 1oL O 23 12 0 77 40 LAASE A 42 10 07 ) ELIR I 2 i, S mT LACKE B 917 480
TE A B B IR S B A

BREERLD
TR s R T R B .

FHIa Z |l

AR R ARG R, WS EIT AR KAT U (Zhttps://www.cisco.com/go/
firepower-notes)

B2

P ISR A A LR URL.
https://fmc_ip_address
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| EREEEEhCHERHE
sz oairaiE

T2 A AN E
T3 AEXR.

AR ENE T L YIS AT E
JIT AV AT UE 0 ER A B O SR PP A8 o AT LA REI I LA T REVF T IE -
* IPS- Z4EHRATT —A IPS
< BB BEE-E R B
* URL - URL il

* Cisco Secure & Fim-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only
* IZE [ - Diameter. GTP/GPRS. M3UA. SCTP
H o BRHF AT I S PG , 1BV cisco.com/go/licensingguide

FHia Z |l
* PR R B A IR

WERBEE AN, UE Rl SRR ABC R IR o Tl IR RECPH A S, T LON A 23—
AR

o PRI BEREE TR P SR AT A o N®S (3DES/AES) VF nf UFRIBESK, A Redd AL ThRE (EAE
HSHaMEtr &R .

UK

SRR IR REVE Tk AL P K W] Y RTE

2445 M\ SERF R 2 1 I B SIS A5 I, TS AR T E I 1% A B S ) B RE S R TR R ) . HE,
RS TE B QS INERIE, WA B DR 45 CAE 43R L) Find Products and Solutions & %
Bt. #Z LU YFATHIE PID:

18: FRIIEE &

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

R WA PID, 0] LLFFpK PID Y8 N7 #d .
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ERnREER LBERMEE |
| B

* IPS. EEKAE BifHA URL VF Al IEZL 6

* L-FPR2110T-TMC=

* L-FPR2120T-TMC=

* L-FPR2130T-TMC=

* L-FPR2140T-TMC=

K IR PID 2B AT Fs, a BUESR 5 LUK PID XA 11T H -

* L-FPR2110T-TMC-1Y
* L-FPR2110T-TMC-3Y
* L-FPR2110T-TMC-5Y
* L-FPR2120T-TMC-1Y
* L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y
* L-FPR2130T-TMC-3Y
* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y

* L-FPR2140T-TMC-5Y
* Cisco Secure & ' -G & [ MR 2 4% P bl T o
o IBE B VFE:

BER2 WORWEARTEN, V5 8 RE PP B B L

VAT B R R A P AR B I . B OSTEAN R R, IE S EHI OB E TR R . IR
i REC, A AZIAE 1) B BE AR A BRI A I B v M S e F AR 3Z A B Y = 1B (Cloud Assistance
for Low-Touch Provisioning). %2 % &% (System) > i AT (Licenses) > & REi%F ATIE (Smart Licenses)
BUI

(o] & EE A0 JE ARt AT B ]

A8 et TP ik S AL A K S B 480 T3 M 20 B AR L
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| EREEEEhCHERHE
mgzhL e [

FrIaZ |
o WERRAE B BT A A e B P R E I LA R R
o BT A B TP Mkl A4, LR NAT ID
o IO R

UK

F /5 FRP b, EFEE (Devices) > & B (Device Management).
P2 MR FhyRGy, ERRmEE.

Add Device (]

Host:+

ftd-1.cisco.com

Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v
Smart Licensing

Malware

Threat

URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WHELL NS5
o E#1 (Host) - By NS G548 1) 1P Mokl sk EWL44 . WRAE BB 18 ]G e & b e i 45
BT B AU TP Hiblk N NAT ID, o] DRt BB 25,
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ERnREER LBERMEE |
L

iR 76 HA FRES, Y ANES E O ER AL T NAT 2 G iy, D0 a] BLEE 35 45 8 b by s
S AT TS EML IP BR A FR . (HAE, BEAEHE & E ey vhyE M g e, i
LA B AR i 1P Mk ek M4 .
« BIRAFR (Display Name) - 4ir N\ ZEAE 5 H A0 A S22 0 g B B 481 ) 44 R o
 SEARE4A (Registration Key) - 5 N8 E B AIAT G C & H 3 5 07 S
* i3 (Domain) - WA ZIIREE, TR B BLLE 2
* 4B (Group) - a1 FAEAE AL, LK ol 25 B4 4. o

* 7B HI 5K RE (Access Control Policy) - IEPERIUG TS . BRIEC LA ME 3 7 2 H M A
SE XS, TP SR (Create new policy), R Gk IEFRB 7 E (Block all traffic).
2 JE s ] DA SOt DL R VR sl s T S ) SO VR A A A L 5 35 T,

19: S REE

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* EHEIF ] (Smart Licensing) - A58 3E 1) Dh g 70 FL I w3 (1R eV vl iiE: Malware CUn & 4T 548

MR o Threat CWIREHTEMHNRIIHED « URL  Cll R8T B2t 728001

URLH3E) o EE: fERMEes)a, &nl LA RS > 15 /T > & 8814 /T HE 0L [f M. H] Secure Client
TEFEVF ] VPN VFr]HE .

* HE— NAT ID (Unique NAT ID) - $& & & 7E BB B8 #14A L & - Fi 22 1) NAT 1D,

 HRBAIEE (Transfer Packets) - Al kB &K 2l WAL 2= B B P e WAL B T I figh
TIPS 5 Snort ZF A1, Lok S F IO S EUE C B Aok ) A B O EA TR,
RAST I, UG B ki3] gL, B a B A RIE.

$IE3 il EM (Register), , FFHIAENT) .
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| EREEEEhCHERHE
magrzezn JJj

WREEM LD, B KR IMBIFIR A WRE MR B 2 RS GR R  nnR g B A
ORIE, R A AR 0

* Ping - V7 [ BPrBi A CLI, SR )m i F LA 4> ping 45 B A0 TP HiLbiE:
ping system ip_address

W ping ANECEh, 8] show network fir 41 25 X 44 1 QHH%%%*&EL& JE NS ) S TP
ik, i {#H configure network management-data-inter face iy 4 .

o AL NAT ID A BE A0y TP bl - A ORAE AN e 25 A FAH R IR 258 AT NAT 1D (il
HAED o Al LUAE PSS ] configure manager add #ir4 ¥ E T M 4 NAT 1D,

A Z AR E S, TE 21 https://cisco.com/go/fimc-reg-error.

LB E AL TR
AHOY AT L SR A2 4 S

o WEBFIANESEL 1 - O R 20 PO TP Miuhik . 7R BAR U) n) BRI T AN LR A
BOE, A EER I sy 24 D

* DHCP fl45#% - 7E 3R 11 12l % 7 348 F DHCP IR 4545«
* NAT - 7EAMTHE O FAE 2 1 PAT,

o Vil - AV P B AR

* SSH - 7EA5 B 88U 10 4% 11 LA 1) SSH.

BeE#EO

Jet I B A 11 %E’%Eﬁé[ﬁ%hﬁlpiﬂiﬁ W, LSS E A A BEE RS
FEIBA R M . TR, BB T R LKt 2e sl BRI IR Az 1, DL A 4 1 — N Bk
AW, Hrp— %&DT Bt “PRIEX” (DMZ), 0] LAAEILrBUE aT A TR 07 [l (1 287, 4l
L1 Web IR %525

LT )30 25 8% B I 0 2 ik DHCP M ISP SREXAMERHE D ikt  [RIE P9 504 O _Foe SCER st

LUR 7R Bi48 ] DHCP £E8 L N BRICE. TNl Bl ity , JFER D AMIBICE T %
I

UK

FIE1 PRI E (Devices) > %&£ E 8 (Device Management), SR il kB H4meE ( 4 .
$1E2 L3N (Interfaces).
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ERnREER LBERMEE |
B =s:0

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 (@ concer |
Cisco Firepower 9000 Series SM-24 Threat Defense
Device  Routing l : ii :: . Inline Sets  DHCP
4, Search by name ,,e“ Sync Device | | @ Add Interfaces =

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical ld<s &
Bl cthemet1y3.1 Sublnterface i 7
Ethernetl/4 diagnostic Physical [El &
Ethernetl/s Physical & Y

$E®3 S EMN TR OGRS (4 .
eI R —#% (General) TR .

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: inside Enabled | Management Only

Description:

Mode: None 7
Security Zone: inside_zone ™
MTU: 1500 |2 = L)

QK Cancel

a) HIANK TR ACh 48 N TR Name,
W, 844k inside.

b) L Enabled & iLHE.

c) 4 Mode & ¥4 None.

d) NR2RX1H (Security Zone) NHFIEPERE—DNIA NI, B0 St #E (New) 7
AN BT 2 A I
B, In—/~4 % inside_zone [ X k. WAZICKE A AN 1 73 O 45 20 4 X SR/l T 4 . AN
LR BEJE T— N2 A X3, AR A LA 8 T2 /M 4. SnT LUK DX S B B FH 22 4% 5 o 43
T DL R OB I, TRk A RIS I, AR5 W] ARG 07 1) 455361
HEME,  SRVFR A AL RN, AHA SSVF M AN B . K2 BORIS A S22 2 X ]
DAYE NAT SIS, T I8 5% 5 Al QoS S Hh A F X sk sz 141 .
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| EREEEEhCHERHE
maz0 ||

e) Aiii IPv4 FI/Eg I Pv6 BT .

« IPv4- )\ R4 & rh kB E BB 7S |P (Use Static I P), SR )5 ARMT s k4 1P bk A1~ k4
HEr

Bltm, %N 192.168.1.1/24

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24 igé:nei.:_J.é.SLe'zss.255.255.-_2s ar

* IPV6 - HICIRA A ShIC Bk B 3hERE (Autoconfiguration) 5 1EHE .

f) M E (OK).
FEA SLEEATAMNBME O wiE () .
BRI KE R — A% (General) £ K.

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

Name: putside Enabled | | Management Only

Description:

Mode: None Ed

Security Zone: outside_zone it

MTU: 1500 (64 - 5000}

QK Cancel

2 e L BN T 0, DR LR O i s o RS bE . R T BT

FEARBE, AR b 4 B b0 B B . AT AR DA AR L R Bk LA I B S T e 4

(X 5K

a) MERERXIH (Security Zone) NRIFIER LR — MNRA SN X, 2338 s FE (New) &
T—AN BT 1) 2 4 X3
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ERnREER LBERMEE |
B ==oncemss

B, In—A~4 4 outside_zone [1J1X 15
b) MTEHAE (OK).
PIR5 miitiRTF (Save).

fic 2 DHCP AR 3552
W RS EE P A DHCP M BB AL SR ER TP Hudil, 1% )5 F DHCP 4548

UK

HIB1 k8% (Devices) > iR &E1E (Device Management), R J5 bk & MmeE ( £ .
$I% 2 %% DHCP > DHCP BR %28 (DHCP Server).
$IB3 AR 2E (Server) UL A RN (Add), SRJEHECE LA R LT

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* 0 (Interface) - M\ Mg R IERFL .

« ikt (Address Pool) - DHCP I 45 #sA FH f¢ IP sl (9 vE Il ONRAR B i) o TP bk [ 4
G5k s AT TAHRN 7 L, SRR FE 3 1 H 5 1 1P ik,

* ]2 DHCP BR %28 (Enable DHCP Server) - 75Tk 11 I 3 1] DHCP JIR%5 %% .

PB4 SETE (OK).
PIR5 midiRTF (Save).

. & NAT

fic & NAT
B PR NAT R 26 P S8 k6 48 S ARz 11 TP bk b o 11 . 33X 2% NAT FUUER A5 1135 1 HuhE
4 (PAT).
pUE ]

FIR1 EFRIRE (Devices) > NAT, SRJq i ETIE K EE (New Policy) > BUBI1E NAT (Threat Defense NAT).
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PER2 NHNG A4, LRSS i, AR A siiliSave.
MNew Policy

Name: interface_PAT

Description:

Targeted Devices
Select devices to which you want to apply this poli
Available Devices

24, Search by name or value |

| Add to Policy |

elected Devices
[==1192.168.0.16

CEIN |

| Save

| | Cancel

SREWS R AN N By . ST AR T BN eSS IR .
FE3 SR MBN (Add Rule).
Add NAT Rule X EHER R

SR A WO EFEA R LI .

Add NAT Rule
NAT Rule: Auto NAT Rule hd
Type: Cynamic 7

Advanced

Interface Objects il PAT Pool

* NAT #0| (NAT Rule) - EF B 31 NAT #T (Auto NAT Rule).

« A (Type) - EFENZ (Dynamic).

$IE 5 7 Interface Objects Ui, ¥ Available I nterface Objects [X e 1 () 415 X 175 111 5] Destination

Interface Objects [X 4.

(Cisco Firepower 2100 A 145%) [}



FEREREEhOHERMEE |

B e=nar

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _EAC & DL R kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - RN (D) WA IPv4 MR IS X 4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X5, PO B3 NAT BUUAERT G kR s
NAT, I HIETiEgm i R 508 XI5,

* ¥ H9IR (Translated Source) - £+ B#r#% 0 | P (Destination Interface IP).

I (Cisco Firepower 2100 X\ 7#57%)
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wirmeammezing ]

PIRT mRTF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

[#] Policy Assianments (1)

8 Fiter by Device

[ N A
#  Direction Type Source Destination original Original original Translated Translated Translated opt
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations services
¥ NAT Rules Before
¥ Auto NAT Rules
O Dynamic @ any % outside_zone (2 all-ipva & Interface @ Dnsifalse P §

¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B

SR E MR EREEISNER
0 LA L A BRI 0 6 B T A OSSR A SRR SR ) SR IR LA S
VLREAL B o LA A RN A S VP I A 38X S O R IR B i A DI, 35550
L VAL R 24 PR T U
iz

FIE1 LR (Policy) > 71815 B (Access Policy) > 7 [8] 5 #& (Access Policy), 4R/ s i o0 Fedsy Jak i
(K17 45 IS E 1) 4R ( ) .

e . R N =S8 TY S
T2 SR MAMN (Add Rule) JE LT 240
Add Rule 7 X
Mazme |inside_toc_outside Enabled Insert |inte Mandatory ot
Action |+ Allow v g 7
m Networks VLAN Tags & Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones €&

Source Zones (1)

Destination Zones (1)
| }, Search by name

= /i inside_zone lu] =a/i outside_zone ]

Sua/4h Outside_zone

Add to
Source

Add to
Destination

« &R (Name) - A ULELU My 4%, il inside_to_outside.

« JEX 13 (SourceZones) - M\ A] A X 15 (Available Zones) FHk e A ¥ X B, SR )5 sl hn 2 & (Add
to Source).

« B#Rr[X18 (Destination Zones) - M\ AJ X 18 (Available Zones) HEFAMEIX AR, AR5 s didvan
Z| B#R (Add to Destination).

(Cisco Firepower 2100 A\ 1355 [



FERTEEEROBEEMEE |

B =z=samEzn LRE ssH

oAt v B AR B SR
S 3 SR (Add).
HEUER 28 2 Rules 3.

ices Objects

Deploy

, System Helpv

AMP Intelligence

/i, Show Warnings || Analyze Hit Counts | | =] Save || @ cancel

ftd_ac_policy

Enter Descriptio
Prefilter Policy: Default Prefilter Palicy. SSL Policy: None

s I [ poliey s )
[EEE] sccurity IntelligenceHTTP Responses _Logging _ Advanced
Filcer by Device.
Ne... VLAN Tags " n o

1 Ainside side o Alow 23 o LB

=== o

PR 4 mHRTF (Save).

AEEERpEIEZO LA E SSH

AR I (Pl aER D) ER T A E L s ), DA YRR PR A 3% 1 LR T SSH. AT
NG5 Y BB AR AN e S Bl ) SSH M. 2 4 1 EANSCHF SSH.

\)

FR SO FACSH SSH, (HikEEEEAL A I SSH 17 .

EIEE O 5% B A O S B T RE RS IR M R B O . HUREE O SSH 5
FREZ 1Y) SSH AL H P EBFIAMES L 7 7136 o HoAth v B b AT IO B s 1, Ak b e
SSH Ay [ 51125 Fdad 1) SSH Y A8 o K tH G, AN T A % th 370 B & IR CLI
L

STEHED, EECE SSH Vil 413, %25 # Cisco Secure Firewall Threat Defense fir& 22 H ¥
configure ssh-access-list 4. ZACEF A, 12 configure network static-routes fiv 4. BLik
TEULR, FEVIAG VB I B O B

B SSH, MSHASTEEL A VF AL IP HubE A7 B0 . 48 KT 3 A 20 il B SSHL.
165 HURE SSH 2 vl Py [l B2 10 Qi SR SSH LML T-Ahz 1 b, T B4 ) e 1 ke 4 B 2

\}

R PSS =R SSH &Sk CLI kA Wn, Wfrax# b SSH %2,

FFi6 Z A

* ] LM configureuser add fiv 4. BRIAEUL T, A —MELEWIAA T E W) 0 HC B % A5 1) admin
e @A BB AR 6 IE T ICE MR BB IEIE, (£ LDAP 5 RADIUS LRCEAMEH

I (Cisco Firepower 2100 X\ 7#57%)
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| EREEEEhCHERHE

werz ]

o BT BUE OAVF S B 07 SSH ISR M EHLE M 2% 250 B o S5 mT LIFE IR R AR I 42, (5
D SR AR R R A AR R — AL 1P Hhudik, TR ORI R PR A D Ar A IERERT R > W REIR L
e E X 5

\}

AR ORI RS any MZExT 5. &8 any-ipv4 B any-ipv6.

g1z
WOESE & > FEaIRE , IOt g P 5 .

PUTEE oo =g (8
FRULARVF SSH JERZ 1 H: R TP bk,

A P P AT DAPR AR L84 LR 132 SSHUIERE, LU SRV It ST IR SRR 1) B )7 i 1) TP Stk S85mT LA
A5 FH A 2% i BT AN 2 PR TP ik

a) KRR LS IR R, Bl g A LA U o
b)  C E U Je k-

* |P 3etiE- T hRiR SR VF i 57 HTTPS BEREIK EHLE S I 200 B s o R R8Ik +%
—AG, B R T IR S S

© RERXE - PINESR AR VFIET SSH ERL L LM DX 0 T AEX I e, mT LA
15 “Prik 87 FIRTIT B AR A RR, RS RN (Add) . AU RS R
P 11 BN, A2 X LR W T 4 o

c) rilif#E (OK).
M R7F (Save).
BB, BRI LA R ERE > ERE IR SR 8 BT 0 T e o (BB e 5, S ARl

R G L A B U B A AR T, S I TAT S SN AR B R AR

UK

miifi EJ7ERE (Deploy).
& 20: tR 2

l Deploy IQ @ & @ adminv

i
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FEREREEhOHERMEE |

MERE

FIR2 i £EFERE (Deploy All) LLHBE 2T ¥, Bl &40 ERE (Advanced Deploy) LLEEE FIEH (1)

L
W
21: £ EEE
Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment [=2)
node2 I Ready for Deployment £
© 5 devices are available for deployment iz
2: S REE
1 device selected
[ @ Search using device name, user name, type, group or status I Dopioytine: Estimar
"] Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

T3 MORIE ). A T ERE (Deploy) HEHLA I K F R T LA TR

B 23: BBEIRTS
es Objects Integration Deploy Q w& @ adminv Ml cecuRE
Deployments Upgrades @ Health O Tasks .:) Show Notifications

P
0 running 5 success 0 warnings 0 failures | O, Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
9 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

I (Cisco Firepower 2100 X\ 7#57%)



| EREEEEhCHERHE
g s rxos cu [l

17 10) B A PG 1 #0 FXOS CLI
{247 A0 (CLD) Al %CE RS0 DL ST RGEHTIEA I M HEBR . okl CLI 21 & 5
T LA $ 24 6 i 1 LAV R) CLI.
AT LA ] FXOS CLIVAHEAT ek HE RS

)

AR T LUE SSH RS BB YA A B O, SIS, SSH 2R BRI Bk
B4 CLI, itk nl ] connect fxos iy 4442 5] FXOS CLI. W%k SSH ERAT TP AN Bm 510,
R Ja T CUER R O ik, BOATS DL N, 25 SSH &l #% Ui in) o MEFE P A 44 il 5 3 111 (1)
i CERIMEH FXOS CLD

UK

HIE EE S CLL, G B LE R BP0 o Firepower 2100 it 5 — 4% DB-9 %% RJ-45 #1474k 45,
FIT CASES 5 L5 — 7 FRAT i USB 2R 800 AT H2 . H O M IS IR A R 0 2 WA L) USB HRAT IR 7
P44 i ERIA A FXOS CLIL. {#11 LA R $ AT &

* 9600 Pk

* 8 M fr

* AR

© LM IRAL
REHF FXOS CLI. {17 admin 7 44 A1) 46 10 B I BB A (BRIVEDY Adminl23) 5% CLI.
il

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

IR 2 Uil Bt CLI.
connect ftd

i

firepower# connect ftd
>

BokJE, WIF T CLL o] Har SRS B, 1A hdp sk 2. HREHEE, 1557 Cisco Secure

Firewall Threat Defense 1y 2 2% .

(Cisco Firepower 2100 A\ 1355 [
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ERnREER LBERMEE |

B isseroroemsEms

Nil

3 i
ii}

A

P IEIFTD CLL, i\ exit 2% logout iy 4 o
L 2B B E B S % FXOS CLI #2785, ¢ FXOS CLI ] ffr A AH S5 E, IHHIA 2.

i

S

=

> exit
firepower#

HEBREREIZ O L B IR AR

A5 SCRE - 5 A

A T B e VAT A B RO AN AE ] L A BERE VI, A0 A A B0y o S s A
(R A 2% B, DL IR . WRAERS SO A A5 21 A B rpOs JiE B CSOE B  2RTE O
B 2R, sNE RS R DURI S BCE R IERIEC S, WA RS 2 B L

A 2 RBUR] S B A R B T 2R T
EEEEERKS

fE AL R, R IR & > REEE > 8% > B > FMC IR EEAIER > EEA7S i Lk
A PERRE

15 BB #E CLI, % sftunnel-status-brief iy 4 UL H & BLIEBLIR A o 838 ] LU
sftunnel-status 7 % 5 52 #4145

THZ UL N A SRR PAIERE R s f]; B o “IERE “FE, Wl B nBbE e

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

WS LLR 6T S LI I H s ], o SR T SR TE AL B E B -

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC
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EE BINBHE MBER
15 BB CLI |, &FE M &Ml i

show networ k

> show network

Hostname
DNS Servers

Management port
IPv4 Default route

Gateway

IPv6 Default route

Gateway

State

Link
Channels
Mode
MDI/MDIX
MTU

MAC Address

Configuration
Address
Netmask
Gateway

State
Authentication

======[ System

DNS Servers
Interfaces

MTU
MAC Address

Configuration
Address
Netmask
Gateway

Configuration

HEE £

A R

show managers

[

B3R OEA B RE
75 BB CLL oy, i A B bl YR C 7.

brl

IPv4

Proxy Information ]

IPV6

ssurEn roemsays ]

7 1) B 1 1 M 2%
System Information ]===============
: 5516X-4
208.67.220.220,208.67.222.222
8305

data-interfaces

data-interfaces

]
Enabled

Up

Management & Events
Non-Autonegotiation
Auto/MDIX

1500
28:6F:7F:D3:CB:8D

Manual
10.99.10.4
255.255.255.0
10.99.10.1

Disabled

Disabled
Disabled

Information - Data Interfaces |======

GigabitEthernetl/1

[ GlgabltEthernetl/l ]| ===============

Enabled

Up

outside

1500
28:6F:7F:D3:CB:8F

10.89.5.29
255.255.255.192
10.89.5.1

Disabled

R S A WoRE BERN 4

(Cisco Firepower 2100 A\ 1355 [



ERnREER LBERMEE |
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> show managers

Type : Manager
Host : 10.89.5.35
Registration : Completed
>

Ping the B 38 dly

18 BB CLI b, AE T LT i 4 AR FOF 45 B0y 04T ping #24F
ping fmc_ip

5 EPBTAE CLI b, AR BAE fiy4 AV BIEE PO 7 B L AT ping #4842 1 NOE L H A

e H B HE
ping system fmc _ip
3R BB MEMED _ ERYEEE S

(ae
capture % Fx interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

MERSZEORT, FIHESMEEEITH
2 BB CLI L, #5547 XI5 H 1 nlp_int_tap (45 5.
show inter ace detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort

pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec

O O O O Ul o o o
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| EREEEEhCHERHE
snpsman rowmssgs ]

5 minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

0 bytes/sec

TR BE NAT

e BB CLI Hh, WA 75 Cas InERIA M B (S *), DASEHLEE I (nlp_int tap) & 757746 A 3
NAT B0,
show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

Is-1s, IS-IS summary, L1 IS-IS level-1, L2 IS-IS level-2
IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

i - su -

ia -

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)

1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service

tcp ssh ssh
translate hits

TS LLT i LUK 22 15 A7 72 I A At B A

3 (nlp_int tap) to

ipvé service tcp
translate hits

4 (nlp_int tap) to
translate hits

5 (nlp_int tap) to
translate hits

>

MEHMIRE
%> %E1M®>FMCif

= 0, untranslate_hits 73

(outside) source static nlp server 0 sftunnel ipv6 intf3 interface
8305 8305
0, untranslate hits 0
(outside) source dynamic nlp client 0 intf3 interface
174, untranslate hits 0
(outside) source dynamic nlp client O _ipvé6_intf3 interface ipvé
0, untranslate hits 0

PR

EIE AT LE BB 1) & > REEE > ]
FMER > CLI i i LA FIVF2 XL 4.

[a§

show running-config sftunnel
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> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn address fmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

144 DDNS BF 2SR Ih

1E BB CLI /i, #67F DDNS 5357 & 15 il o :

debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

UIYLSE BRI, 5] debug http A debug sl fir 4 X THUEFYRIE I, I #E AL 7 L7 e
g EARUE

show crypto ca certificates trustpoint_name

LR A DDNS #:4E, 1T LU R AE:

show ddns update interface fmc_1jj 1] _ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD_DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

mE EEL BEXH

15215 https://cisco.com/go/fmc-reg-error.
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| EREEEEhCHERHE

megmhoEFeenazRE ]

R EIR O T ERE N B R B

Un AR BV AL ) Bt S A B Ry, R MU B AR B S I SRR A C B S L AT L
R YN A BC E R B EUGR B RO E, DMEWCRE B SRS, T DU B G R
POEBCE, DAMEORFF A IEEIF Rl . BB ZJGER, ] ARSI fE: EAMURT
SRR T O

THZ B LA AEN:
o WA LUHT RS nT CAZE BB A8 B (s IS TEik R BT B )5 5
o i ] F PR AR B E AN SRR IR
o [RR N SR i T DAAE B E A0 AR R E AL E . B, [RIVRA SRS H A B LA ST
AL E, L REAE BT CLI TP T . WEVEE, WUERIETE B S B S S A
il configure networ k management-data-interface fir 2 5 o 7 £l fz W &, ARG T MRy
Ly WXL EME A SR AT IR 2 BB R .
* UCAPL/CC B ToVE MR -
o JoVEBIE b RS B S A ST ) e A SCEP k5445
s TEIRIRIAR], EBKSRE R, O A HTRC =R R B

FHIa Z Al
A5 SCRF- 5 A

UK

76 B BIE CLL Hr, Rl F 2 AL

configure policy rollback

IR, BB 2l 0 4 By ST s IR . A8 BRI, B R s — A A
[ T A ST o

W AE R, 121 https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.html LA T ff 5 UL E 0] /. AEFELerG 00, kR &
L Ui ARG [ERR T RS R AEXP LT, ST DU A R0 FOE L, IR R
L BB .

TP

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.
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ERnREER LBERMEE |
B s=memsocapmgnm

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

N
5
N

R BERGE B ST T

fE AR, R IRE > IREEE > I8& > B > FMC iFEFERIER > EERES i b aE
HOERIRE .

15 BB CLI, i sftunnel-status-brief iy 4 UL & & BLIEBLR A

IR R A NOE R EE 10 0P LLE, N HERRE SRR . 15 2 D HRER B 1% B A P
. 5574 T

EREE RO RHER NIERIR
G RGO (R T % e 2 S SO RS TBUR . e, 47F
SR FAE IR BT, s PR A I3 5 P B
ST MBI 4By K PR 5

UK

TR EFRE > REEHE.

HIE2 AEEEF AR &L, R @ ).

SR 3 Ll & (Device) KL .

WA RGOS S EIAR (),

LIS HIPERI, AR E SR &,

PLIB6 RSP KB T GER, EEN KRN R RE . BEE RN

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
MRBA G IR, HERRY 3 e IR RE M.
WIRT IR T LA P FLYE T OC 76 06 IR RS Sk LA B 7 AT T HLAR 1 HL I

SIRELNCE BB, 2 R TR SOk SRHTULRE Firepower SCRY
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AR P OIRIER, W2 (Firepower & P LRCE T ) o
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4.
2R B i B 1

i

{EHIK&EEIER

AREXHEE L ?
BEAEIAA T ERE RGN LS, IESRWPHEE RGNS BSE G, 10, AEE
FH T B 7 A R 6 2 LA
AR AU HIET Web BI85 22 T, 58 BOBUMNST A 46 e B ARG E
A B HRAE ] DATC B /N X 2 S5 5 FH AR IR S AR T RE o b i B N B G — B 8L & e a8 1 25 1 ¢
T, EIXF LR, EFRAEH SR L & &SRR T2 WS B B R M 44,
KFBh NI
] LLEAT O B AR A 5 ASA BAF . 76 MBI AT ASA 2 Ta) U1 4 75 B0 v 26 AT J ik
1% RS TFEAR T YA7 23R, SR FE g . 15 FoH g BB ASA 5§ Firepower
JB U 5 A £
7 Kk 5 251817 WEFR M Secure Firewall eXtensible ££1F R4t (FXOS) [M)E)ZE1E RS B KREA S Fr
FXOS Cisco Secure Firewall LA A - TaBEHERR H 1, SCZRFZIRM CLI. A %1415 &,
W2 W & T HL 4% Firepower I (1) Firepower 1000/2100 I Cisco Secure Firewall 3100 [ 85}
FXOS # b SR TR F o
FRRAUEE AR AR - B KA EER B SN AN S 005 5o (H2, AT DAZERCE R AN A B 015 8.
B ;44 FEIXME O T, B AEPAT L B0 SNMP i i) e & 25 B .

o Ui B|u R, 5 84 T

o A M ERNEOARCE , 55 85 1L

o R AL, 88 L

o PRl B IR, 5 89 1T

o (AR KRR I LBBRA , 55 90 1T

o (W[IE) 7 CLI MU B I 4 i ., 56 91 1L

o TR ALY, 93 L

o SEIMHILATCE , 5 94 TT

s iLEVFR, 595 1L

o W AE ISR R K, 2 101 1L

o Ui [ B BT FXOS CLI, 26 104 17T

o {15 A4 RS OC T Bl K B YR . B 106 1T

I
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@ Install the @ Review the @ Cable the

@

ERgEEEENERMEH |

Pre- Power on the
Configuration firewall ze';wcftrk and firewall firewall
—> €rau —> —>
configuration
v
CLI 5 )(Optional) 6 ) (Optional)
Install a new Change Mgmt
software —» Network
version Settings at the
CL
‘ |
Device @ Log into the Complete the @Register the @ Configure the
Manager device initial firewall with firewall in
manager —p configuration the Smart —p device
Software manager
Manager
| A
v
Cisco @(Optifma')
Commerce tham feature
Workspace licenses
i i
Smart ( 19/‘Generate a
Software license token
Manager
(| BCERTES TAE | P ks SR AR
L4
()| RS T | BHMA B MINARE , %85 1
Ny
()| BCEATHERS TAF | Bt ST, 2 88 Ui,
>/
(| ERA T [ Ham R I, 4 89 UL
LW
5 | CLI CArie) R AT 2B EfhicA , %5 90 1T
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| ERREEEEBERME
samensnnileEs [

6 | CLI (AIE) 7E CLI PE SO B4 1, 55 91 L.
(7)| By GRBEHHIR, H 93 T

OkiLe SERIBRLTL . 3 94 7T

(o) % TARZI | CTI&) HORIYUEVFATIE (RLEVFAT 55 95 70).

(10| B RERRAHE ELSY AL VERTIES R (BCEVFR] 56 95 50).

(17)| B S R HEVF T IR 55 (B VFTT L 55 95 T0) PR 4
(12)| BE#E LA 1 WA RIS E DI A L 4 101 T,

EEMEHMEMIANLE

AT LUMAE B 1/1 43¢ 1) B Ff5 4 1 o Y e 2R B A B B . L A B L2 —F BT B 20
W 25 B0 AT R 1

RS THERE T RS A R AR SR 1 BB R ) i 2 R U U 25 B DS A 1 2
FATE DA VR I R 4% BT MR, LAE Bl 0 DA 1 00 P9 AR I 28 S0 T I A it A NAT .
WA T EE A AN Bz LBC & PPPOE LGB ISP, WJ LAYE W& 35 HLAS P o By 4h W & o AT 4
(=

\)
AR WURGOCIEME AT B IP bl (i, B P M 2N EE DHCP RS 48) ol OSSR BIEH &
S I JFAE CLI FP AT HIAGBEE, AR BEE B IP Hudik . I SCMIHLAd R A R 26 B0

A T B N TP Mk, RTDAAE AL R e OGBS BT IR . BN, fELUT
U, BT BEFT B O S TP Mk
o (7.0 MW ERA) PIERIP Mkl 192.168.95.1. (6.7 S RLEA) P IP Hihik > 192.168.1.1,
TR AN 1 243K 192.168.1.0 M 4% GXE— Ml EAMES) B 1P Hiuhik, DHCP FH
R, AN ARG TP Huhik o HA I 1) RSP D DRAE T S B 41 A [ — 48 EANRE AT A
P, fERXPMEOLY, 250K PN TP Mk B R I 4% E

o T SRA U BITAE SN BB NI ES TR, SR A TP ik BRI 2%

N EER T AEAEAIERABC B Y B RS (10 U B A BROA 2%
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24: W R MR ERE

( Outside

outside

Ethernet 11

DHCP and IPv6 autoconfig
from outside nw

Threat &g
Defense il Management
Management 1/1
DHCP from
management nw
inside
Ethernet 1/2
192.168.95.1

Management Computer
DHCP from inside ifc: 192.168.95.x

)

ERgEEEENERMEH |

BT 6.7 MHERARA, DIKM 1/2 P96 IP sk ok 192.168.1.1.
W 6.5 M RLRAS, A FE 1/1 ERIA TP Hihik o 192.168.45.45,

EOABCE

TERIIRCE G, B KBRS A& DL R 2

o NER - LKW 1720 TP Hudik (7.0 B = RA) 192.168.95.1;
o SMER - LUK 1/1, 1P Hudiksk [ 1Pv4 DHCP 1 IPve6 [ £hid &

o NER—SNERT &
- B -EH /1 (B
o (6.6 MHEERA) TP Huliksk [ DHCP

o (6.5 FHEERA) IP Hulik 192.168.45.45
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| ERREEEEBERME
giiE ]

\}

EROEE N B LEARE TR LRk L, TR B RV R R
PESE BT, PO 558 A EED G2l L=, 2k —MEdE
O, BRI E R E CRERSIR BiS) , #lisyslog
o, SNMP, Wl AMEH W . ACEAE R, 1S (Cisco Secure
Firewall & & & HASCEIERI)

* EIBA DNS R 5585 - OpenDNS: (IPv4) 208.67.222.222, 208.67.220.220; (IPv6) 2620:119:35::35
oAE BRI R PR IR 4% . RGEMANBE A DHCP 3R DNS Jli 5545 -

* NTP- JUB}NTP flt45#%: 0.sourcefire.pool.ntp.org. 1.sourcefire.pool.ntp.org. 2.sourcefire.pool.ntp.org
BUISAE R B R R TP R E B IR S5 2

* EUARSH
* BHRIED - WINE DHCP BRI slife s B IR b i e (1195 TP Mtk

o BIHIED - (6.6 ME EiA) MWE T DHCP 3KH . 1 Ry YCEN 5,  TIERIA M AT AR
FER R . (6.5 FOERRRA) ETF M IR IE I B 1

TR, RO TR BT, LR AR o ) EC R Y e SR IBOA RT R A T
. EVERE, HAVEAEEE DR R A RRE T AN, B AN FR 4 A 4 3
N 1) B R &

* DHCP BR5588 - fENIBE R (PR 6.5 RITEARARAS) A BER: 11 LA H

 RFEIEEE FE) - A EURN D B ARV AT L.

* NAT- £ 111 PAT H T DS 2048 9 &
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- ERgEEEENERMEH |
G &

Qutside

(Alternative) Management 1/1
management
DHCP from mgmt nw —i

Ethernet 11
r outside, DHCP and IPv6 autoconfig from outside nw

CLELLEELEL L= T | | e
.'_J\=_||-|-| m|-|--4\,=' _JF ™ N N] .J,a

: |l JENENE I :::””””mggg QHRm—hﬂ—ﬁﬁ
: LA mmm j__] 1T Jans \1,....|
Ethernet 1/2

inside, 192.168.95. 1

Management Computer : '
DHCP from inside ifc: 192.168.95.x Other Data Networks

(Optional) Console port J T

\)

AR ONT 6.7 LERRRA, LUKM 1/2 EE TP Hihikh 192.168.1.1.
ST 6.5 REFERRA, 48 1/1 BN 1P Hubl A 192.168.45.45,

ERRE 1/1 8RR 1/2 45 P Firepower 2100, ERIAMC B 204 LUK 1/1 il & R AMEEE
itz

LB N 1ES 228480
$122 4%4 i0kEs ﬁﬁrﬁimﬁz%ﬁiuﬂ%%ﬁm:

o LUK 172 - B0 8 BV L B B e 2 LUK 172 LB THIGAIC S, B LUK 172 &S
HEBRIZ . LAKI 1/2 BATERIA TP Hidik (192.168.95.1), 1547 DHCP IR %% 28 LAI %5 7 S (A4
BHIFEAD $2AEIP b, TS F AR S B E A S SAT BT NI R R E S GE SR
INBLE , 2586 1) o
BHL1/1 idy MGMT) - BB 1/1 210 2 BN 4, A R BT ST LA 145 B 2%
b, BEE LAY R PR . B 11 B N FIZ% E Y DHCP R4S 253500 1P Huhl;  fn SR A
FHMEEE T, WUAZ0 R 52 20 BC 4 B 480 () TP ik, DAGE AT DU S B S MLE R 2 1P Hudl .

DR EORE B 1/1 TP Ml ERIAE SE SO BE B RS TP Ul 3 A 00K B VH SO L 12 2145 1
Bl M (k) /& CLI UG B2 E . 5 91 1L,

A LARY 5 M oAtz 0 & YA B PR A FEVT M) 152 % FDM L& 461 .
L3 AN ER R UM 1/1 #10 (Frid ) WAN)
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BOATHOLT, A IPv4 DHCP MIIPv6 H B C B ARHIP fuhit, (H W] LAAEIAGNC B 011 e B i S ik

PR A F AL M SOE R B R .

IR & B iR

FELYE T A T HUAR B T AR 1 e, & — ANk TFoe, TR . S soTr o
T “4 M7 (Standby) A7 &, FYEFIHCEA S T 3.3V A HE, 12V EHIENAE TR PIRA . 24T
FAET “FTIF” (ON) ArE I, 12V EHERITE, HRASHE,

\}

AR E U B, BIRACRLI B 15 2 30 S AT

FFE Z A

AR BTSRRI (I, AN RIRT R (UPS)) ARHE . ARG IC Tl BT i T g2 35
TPERSAFRGNUA . 5B IRAAVFZAIAEIZTT, PUILK i RETCIEIEH KM .

i

TR RO QL R R e, i SRR B LY A

TR 2 4 F B R HI BT

WIE3 KA BRI PWD LED; Wi%i% LED 24t FaE ol R Ol il
SYS LED

PEEEEEEE e
PEERAEREREREEEAERERE®
mEEEEEEr s

i = o e B R E

T = = =
PWR LED

LB 4 RABAAIEHT SYS LED; 7EHERI W )G, Ron ARG il a2 Wr.

iR FER FYETT U 1) “5CH]” (OFF) A& 217, 1EflH shutdown fiy4, LMERGLRERS IE
WMo IR TR L B T A BE S . ISR, PRI 2 BN T Ll e 4
Wi T IR (8 A7 285 A% LED S3ild, 4878 RE: CHERLF R M HI . W] LK TG 4
F| “HKM” (OFF) S & . RUTHIN PWR LED 2[RI IR IFHE K. #E PWD LED 5842 K2
BT, 208K H R
WHZ M FXOS BLEfrm, 1A XA shutdown v 2 TE415 B .
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ERgEEEENERMEH |
B o vesssrzerns

(ANE) MERGHF L RZHAEA

SR A AT RA T AL L ZEIN 2 AR RRRAS, WEHATEL R D3R B T DU AR LB Bl K S5 2 iy 225
HARRA . B, R AR R s FHsiT R AT T, (ATHg0 (BREARCED W RE 2Lk bR
FE 2l A (R I ]

HIIZIEITIH ARRA?

SR BGEAT A NI F I RRA S 55 bR A7 4 (455 18 Gold Star fRAS . f&IE 0] DLZ 2%
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178 html * frid i &
AsEng; B, A SRR IR 5 CES O IEe)  KIHRAS 5 CRHCIN 8] iR 4E3 oA
AT B M ICA S 5 G4 A RIAN T, T BUMFAIED .

UK

LB EHR|CLI. AKEAE R, 1ES U7 @9 A FXOSCLL, 55104 5. HREF Bl Hixh &
s 1, HE& WA LAEH] SSH.

1 P 4 admin FIELIA %00 Admin123 &%,

1IEFER FXOS CLI. 25— AN B, RSN, b3 H T SSH 1) Ja bt

TR WA C G, (HEARRIE, WZHAT ) B DU A B BRI AR
EEEFNGER, S0 FXOS MbsEHES R .

w5l

firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1
[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkk*
Your password was updated successfully.

[...]

firepower#

S 2 7F FXOS CLI /1, WoRIEfFIZITHIRAS
scope ssa

show app-instance

i

Firepower# scope ssa
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Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.2.0.65 7.2.0.65
Not Applicable

PR3 WEREZHGHIA, IHHATIXLP IR
a)  HUREENE PR DBCE RS 1P Mok, W20 (AT /8 CLI TP s s B 45 W0, 2 91 1L
EROATFOLT, B B 48 DHCP.,

SR AT A B 0 ) P IR 55 T OB AR
b) AT (FXOS HebaflErear) oI E PRIy .

(AIik) 7£ CLl P E N EEMRIRE

WSAE T BN E BEIP Huht, v LS 245t & o R AE CLI R ATHIGR W &, Wisw E s i
IP Huhb, PSCHIHABFEA W 2% 15 B . 8 R B BB s s M CyARCE i alsh iz 0, ffE
AJE GUI AL E e,

\}

AR RRARERRECE, TIEEESR CLI BE A (i, @il EErdrmg) o HiE, ATLIFEE7E CLI
4 H configure network iy 2 58 T A7 X 24152 H . 152 Cisco Secure Firewall Threat Defense iy 4>
2%,

UK

W EER) W G . A IRTERE R, TES U5 ) B R FXOS CLL, 55 104 T,
1 4 admin FERA IS Adminl23 &%,

BB ZERS] FXOS CLI. 35— RN RN, RAESTRNEHESEN ., ST SSH 1) gk
iR

pE s IRCEI O (HREAENE, W U BT e (580 2% LUK B BN BB A7 R EDHT
BRAEREFIIAE B, 120 FXOS Wb ER TR

Tl

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
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B o zcssngensgs

Hello admin. You must change your password.
Enter new password: **kkkkk*

Confirm new password: **kkkxkkx

Your password was updated successfully.

[...1]

firepower#

R A CLI
connect ftd

i

firepower# connect ftd
>

HUCESRBBPI AN, RERPRERZ BNV L7 (EULA) Jf. SRJ5, RE0K s CLI
BCEIAS .

BB B AR B 2 s AEAR 5 o SRR 2 W N MR, 15 4% Enter .
THZ I LL .

< EINEIRIZ O |Pv4A BOIARI K - W R & T2 1P Huhik, 0] DU N I DG 4% 2 10 BR300
oy, IP Mtk . data-interfaces ¥ Bl Il T M &2 o/ B &, DB A 1. R
AT LA v LI D P ER M B %, DU R R o YR AR PR e T U In) LT
W 2 T E R SR B PR BE 7 . S48 ] datainterfaces, 7 H 423 42 31485 3 2% S 00
TEATY AT LR B2 10 A ) WA AP B (B SSHD fHJE, BN 2 4% ol Lk T s A B,
MR iZAd ] configure network static-routes iy 2 s DA . F =, BRI L s
FES FHAZ MW E M. T DHCP, W RS FH DHCP $24E 19 5¢, 1% DHCP A
FEHER G, UM R IR O E N [R5k

MRMEER BN EEENESR - (R Ol SSHERSBOA IP Huhil, (HAEHIIR T E N
T P, W Wi TR A RT 1P M b MR A SR AT I B . S B IE A S R S .

ERMERIEE? - AR (ves) LM WA M. P (no) 4R IEHT SEAL I A MY 1 Bk
FHAN B R B

i

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.
You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:
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A

snggres ]

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

WIR A BT B IP Mkl g sl HLgs

I

R Ve A A B LAC B B B 18 o

FaZ B
* {§ Ff] Firefox. Chrome. Safari. Edge &Y Internet Explorer i) 4RI R A

i

TR AN AT A LR URL.
o (7.0 M EARASD A (LUK 1/2) —https://192.168.95.1.
o (6.7 FIEESRAS) P (LK 1/2) —https://192.168.1.1,

o (6.6 M A & H - https://management_ip. & % )& DHCP % /i, A TP Mk Bk
T DHCP JIR55#% . WURAE CLI B S ke 1 B IP huhik,  W4m A iz bk,

o (6.5 FITEARARA) 452 - https//192.168.45.45, WIHLAE CLI ¥ & o o 17 &7 HL IP Hubik, TSN
ZHtE .

S 2 i 4 admin FIERIA 269 Adminl23 5.

T—%Hft4
M WA BLEY I FIBAT; WSS INIGICE . 5 94 UL,
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SRR EC B

YOS SRR AR LS AT B, A RCE S e E P, SRS B
TAEFF RS E TR BIHEA RN

* 4N (Ethernetl/1) MR (Ethernetl/2)

o TBANSN R R e A X I

o AR AT A B M 1 U 1) R

« B2 NAT B, F-F5 AT o 2 A0 d i e B 4082 11 TP Mtk (o —3i 11

* fEWEE I _FIZ4T (1) DHCP JIR45#%

N\

AR WREHATT (k) fE CLI PSS FEM R W E . 55 91 T FE, MRS T4 N iZaT a2
25, RIS B admin RS DA i B AN B L .

UK

TR RESPRE B A VFRT P IF SO B0

HATERX LR, A Redkst.

W2 AR DR I O E LN IE I, RS T —

P & M T—%E, BRREESERST. 0k m4 Nl “outside” , FHINE
“outside_zone” AXX . IHMAIRIE B E R IC IR

a) HMERIED - W 21 0 OC 4 b #s B it o ZERIUR A B B I, AN REIE BRI AN R 11
BN DS BRI A R O .
BLE |PvA - SR 1116 TPv4 Hudik . AT LU DHCP, thr] DL TS0 A IP duhik . 7 W H i Al
M. Sk, WATLLEREE, AHCE IPv4 Hilik, B ICEEE S 1 S PPPoE. 0 54 1%
$:3| DSL. HL g5 flfg w5k ISP (LAt +z, I H. ISP fi | PPPoE K42t IP Hubk, WrIHETF
Bl PPPoE. #&n] LAfESE R ] T /5 BiL & PPPoE.
BLE |pv6 - ZhE4% L1 Ipve sl v LU F DHCP, -t n] LLTsh% N i 1P k. A8 AR ¢,
JiAh, Wl LLERER, ANECE IPve ik,

b) EIEQ

DNSAR 28 - R4 Pl ff) DNS IR%5 %8 . %1 N\ DNS JIRSS 21— A ek Z ANk DUENT 2 FR . ZR
M4 OpenDNS /A3t DNS [l 45 %% o 40 FL A8 g 7 BT AWK L BRAE, 15 A {E B OpenDNS
(Use OpenDNS) LLHLHHE G 3d 1 TP Mk 2N 7B o

Bi XIEEM B - RGE B R4
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$B3 WERAMARE, R5aET—%.

BL & VFA]

a) BT[X - EFERGNIX.
b) NTP BB ARSS 88 - £ BRIN NTP JIR55 2%, 82 Fahi A\ NTP RS 2 ik, wf LA i 4
k55 a8 KA o

(ATHE) ARG B BEVF T
WS SR BIT AE Vet2x B BB SEAVFRTAE . HAB A VF ATIE R ATRE 1 o

SUATRATRIEVEOAEIK S, A RESRIURISEF R VEATRE. e, T LAGEF Iy 390 R VP
AE, DU R T

LT R, T ARG SR BRI BRI S, RS L E VR, 5 95 L,
B FHVEAG R RTEIE, ii%#% Start 90 day evaluation period without registration.
M FERL .

o TR AT DR PR I e i PR BB IS A A P I E R RS L 5 101 T

FEYM S A A BE ARV AT, XA A A R A g ST BV R R

FEMHLAGIN, R REP P Hias S U LR A B AR H A BRA 2 I RS AU IDAE . eI ML 70
e AR I 14 R AU

R BRI T VEAIEA , 1515 1) cisco.com/go/licensingguide

BEmtihi VERTUE Sy HENEE AN o BREVE AT AN S BT Y R I SR 77 i D g . A 1) Y R
RS EAT TEM, BRI SEBIOHGAE VR AT AE, IR DS SV rlIE . XA RENS & B AN AL 2
RE, IR b TR S G E IR . W2 LR VF AT

* IPS- 45 R —AL IPS
o B BHE-S R ARAY: B
* URL - URL j1J&

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only

FHia Z |l
PR BRI B K
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ERgEEEENERMEH |
B ==4v

R BGE AR, U R R ABC BT IR o Tl IR RERIH A S, T LON A2 —
ALK

o ST BRI AFVR AT P 2T G iR N 25 (3DES/AES) VPR TR EESK, A REAE FH HLeThe (CAf
A AR SE R D .

g2

SR VR AT ST R T VT

2148 D SERE R 20 A 1 S LI S VLA B, SR R F AT HIE I 1% O B 2 8 I B e SRV T e R o (B,
R G S INVERTIE, W R R 45 TAE =% 1R i Find Products and Solutions 8%
Bt. KLU FYFATE PID:

25 RIS R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

iR WA H] PID, 0] LLF-3h4s PID Vs N2 Hrh
* IPS. R HAE BifE Al URL VA UEZH 75

* L-FPR2110T-TMC=

* L-FPR2120T-TMC=

* L-FPR2130T-TMC=

* L-FPR2140T-TMC=

MK IR PID 2 — IR ]T Hy, nTLUESE S LR PID 22— X R ST H

* L-FPR2110T-TMC-1Y
* L-FPR2110T-TMC-3Y
* L-FPR2110T-TMC-5Y
* L-FPR2120T-TMC-1Y
* L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y

* L-FPR2130T-TMC-3Y
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* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y

* L-FPR2140T-TMC-5Y
* Cisco Secure & /7 Uij-15 24 B A% P i TR Fe

P2 AE BRI RS b, D SR I R AN N 38 1) R FUADK P 35 SR O SR N4 R
a) il Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Notification Satellites Activity

b) 7£ General &K I, i New Token.

General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) ft CreateRegistration Token XfiftEH, A LL N E, #R)5 ritdh Create Token:

Create Registration Token .
This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description

(Cisco Firepower 2100 A 145%) [}
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BLEFA

* Expire After - JARHE BLZIN E] R 30 K.

s EERARSEEIMESRERIFSHIESIBITIEE (Allow export-controlled functionaility on
the productsregistered with this token — 7E& I 7E 1 B Z/H0 X e VFREAT 2800 2 148 O~ )3
A A RS WA ST b hRE, WIZZ R E Pz IR . an AN 5 0 FH ks ag, )
T B BT i B E A A IR B R N R e . W ARV B Bk, ARk AN
SRR DT fE

ARG A I BN 587

d) sl A A O A K BB RT AFT T Token XFGRAE, T LU H R4 ID S BB 45 20%
BRI, T HE G G R, DAAE AR i i (1 A

26: EFSHR

General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTIrZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =
. Py
E 27: S|4
Token 9 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press cirl + ¢ to copy selected text to clipboard.

SRS AL WAEHAT, A k&, A5E SREIFRNLE MY, Al ERERE.
o B8 BEVF RATE DU

$18 4 5l Register Device.

I (Cisco Firepower 2100 X\ 7#57%)
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Device Summary

Smart License

SER

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

REGISTER DEVICE
69/90 .nie

42 W B BEVF RTIIEIE AR TEATE FP AR 0 DR DU 4 het -

Smart License Registration

()

.:: ..4._
l_.

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
to create token.

Copy the token and paste it here:

Select Region

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v

Cisco Success Network

Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware
of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

$IE 5 il Register Device.

>

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.

s
IR

[ 2 & REVFRTIE ULIfT o AEBEA M, B FRILUR A

You can check the task status in Task List. Refresh this page to see the updated status.

FEVC & M IR TG, S BILUR A

raiT [
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Device Summary

Smart License

CONNECTED
SUFFICIENT LICENSE

FIR6 M2, miiRR ATV IR B R R

‘SUBSCRIPTION LICENSES INCLUDED

IPS ENABLE

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: T Intrusion Policy
URL ENABLE
Disabled by

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

Includes: URL Reputation

Last sync: 10 Jul 2019 11:39 AM
Next sync: 10 Jul 2019 11:49 AM

i

ENABLE

Malware Defense

This license lets you perform malware defense. You must have this license to apply file policies
that detect and block malware in files transmitted over your netwaork.

Includes: Uy File Policy

Type Advantage ¥ ENABLE

Please select the license type that you purchased to enable remote access VPN, Note that
Secure Firewall device manager does not support any of the advanced features covered by the
Advantage license.

Cisco Secure Client

Includes: RA-VPN

* BR - RVEREIE A S0 00 BRPE RER A B AR IK T, TR SRR DhRE . DUAE, & ARG E

HESSEAZVF I A R SRS T

« B - BOHVFATE A AP RE B BRSO R, IR AR WIS EE . OB skt OCTARC A,

KL, ASRER A A X D RE X SRS .

VPN Onlyik Premier ¥0Advantage.

VPN Only
y of the by the
Premier

Premier and Advantage

QIR T CiscoSecure & P VT ik, T IEEEEATH VAT uES$4Y: Advantage. Premier.

JRHIDIRENE AR FRBCAVR AL, WAERDET IS, B m BN AT E

Device Summary

Smart License

Last sync: 10 Jul 2019 11:47 AM
Next sync: 10 Jul 2019 11:57 AM

LICENSE ISSUE
OUT OF COMPLIANCE

There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

I (Cisco Firepower 2100 X\ 7#57%)
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)l

T NN T Hra & ik ResyncConnection (Ff[AIPERE) , KVF Al IEfE B 5 UBHE BE I B2
2o

Go to Cloud Services

Resync connection

N

Unregister Device

SIL Vo a) oo =y 1=
EREEIEEREE G AE
DL S5 BRAEAR T 1] A 7 T LA T A 38 A SUIE L A BRI (2), BRI AR S B 4
{5 5.

UK

TR WASER T HARE O, EIERE, KA RO .
RN O i A (@), LABEE B TP Hukl FICAl

PUR -0k — N O RL B FAE “Fa X7 (DMZ), o] LU A A FF U5 [ %7 (i Web IR %5 8%
BAEZIX S . SE )R R TR TE (Save).

[ 28: #RiE 1O

Edit Physical Interface

Interface Name Status
i ®©
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static e

IP Address and Subnet Mask

192.168.6.1 24

HIE2 RO E L, HIEFITR (Objects), RJ5 M H Pk £ X8 (Security Zones).
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7 Q& E TR BB RS A

R i 2 20 4 B BT DAk RN I AR 28 TS, DR AR AR 2 4 DTy AN 4 11 oK
PO W o IO BB VN AN BE FUBE X I, DRI 2 Gl e B SO B DG 2 5,
AT R DI R

DR ] o AT S DMZ 2 F1 BB ) DMZ X85
29: REXBITR

Add Security Zone

Name

dmz-zone

Description

Interfaces

(@) dmz

HIB3 MR TP il H DHCP M B4 3 TP Hhlik, ik #i& & (Device) > RAIRE (System
Settings) > DHCP R $5 8% (DHCP Server), #XJ5ik+¥DHCP BR$52% (DHCP Server) iEJi .

P TR T DHCP IRgs#%, HA] LG bbb it 5L o JOMIR . G i & 7 JoAth 4 11,
WUFERX L4 11 E YA DHCP g5 g R0 IR ik miili +, DB PR LG B0 25 s A ik
it

Ak, AT LLZEELE (Configuration) B35 otk 2% F o4 41E () WINS F1 DNS %1% HE1 7R 40 14
# DU R oI £F inside2 211 (Huhilit k) 192.168.4.50-192.168.4.240) % DHCP It % %%

30: DHCP AR %5 25

Add Server

Enabled DHCP Server o

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

FIB 4 k3R & (Device), #RJ5 & H (Routing) 41 (M EEEE (View Configuration) (i gEE—4
#7508 A (Create First Static Route)) , Ft & 2R\ .
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BRI FE I 45 1AL TN 2 10 2 A BB ISP i 8% . BRIN IPv4 % 3% FH T any-ipv4

(0.0.0.0/0), T ERINF IPV6 i H13E FH - T- any-ipv6 (::0/0). Sk FITAE FH AEEA TP RRAS B8 % o un SR

DHCP SREXAMH L L [kl AT #8 40 T 5 BRI i .

iR T b ORI i AUE A T8 1, A SR B . R & > RARE > E
O RRCEE MG,

PUR 7] B TPva HIERIAS . EUER 7, isp-gateway A& H THr 1 ISP B3 TP Huhk ) P 2% 5 4
CUZBM ISP kI lE) o nTLLIE I 255 P % (Gateway) v S5 1 B B # M 4% (Create New
Network), >KOIHIZT% .

[ 31: BIABR E

Add Static Route

Protocol

IPvd ) IPve
®

Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks

:.L-TJ any-ipvd

HIR 5 EPEREG (Policies), J£4 WL & 20 4> 5 o

B 2 () T B E SR VE N AR IX S AR XS TR AR R i), IR T AT 5 3 g 0 B4 1 R
SR T I e (NAT) . RIAERCE T8 O, SRR LA 21 P A Do e ey, Dy ) 42 iR )
B BB I .

HOE, WERAT 2 AN PRREE O, DI 2 25 U7 1) 22 AR UK SC VA B X S ) (R 3 o A 228 i oAt
AR, DURE AN R SR VIR S X (A AR o KA 5 o B EA T 1) i I B R 1 B

PEAb, S v A SN DAS AL IR S5, I NAT R [ LW BEAT RS 40 4, DLSEIl A 245 2
I3 T ARG E LR S .

* SSL f#% (SSL Decryption) - 4n JEEAG A % & H: (FIWIHTTPS) R B FAENR . BRI,
T DA 20 fif s B2 o A SSL i3 SR W A o 75 BEAR A MR . R EOERL S, KL EHT N

IrRe
.

* 517 (Identity) - WA LR 285 BN 15 25N TP A ORI, R 49 FH ™ s 4Lk g 5 473 47 1 ) 245
Vi, TEEH] B SRS A 0 L 2 2 U TP Ml SRR AT
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ERgEEEENERMEH |
B 55 im0 exos cu

* R2F#R (Security Intelligence) - A1 22 41 i S g Peidt T 7k H 71 N BE 42 L) TP Hbhik 5 URL
iz F O R RPN TR S, ARV o) 42 5 S b BT o5 25 X sl i R At
ST AR CADE R M T URL YR, n Al 22 4R PR 4 s Bl A s (IS 4RIE, o id
ok e 66 SR RS N NI R 44 B PR I

* NAT (Network Address Translation) - i F} NAT 50K Py 55 TP btk 445 g #0358 ] i e Hohik .

* i ial= il (Access Control) - 488 U7 i) 4 il S Aff o I 4 1 A vriidedle . ST DU 224X 8k, 1P
bl Bl wi . N URLS F B AT I 98 o f80ds mr DAASE FH U 1) 4 R0 D0 R B
MNZ RSSO CBRREAT) Sng . f L SRng St URL i 8.

* N2 (Intrusion) - {ff FIAAZ Sems il O mi o B U ) 42000 0 TN AR Sk, g ]
DAZhw N1 R, DA B b FH sl 4 P AR s (R AR U

PLR 7 b 7 el 6 U 1) 28 1 SR oSSR N S IX I DMZ X2 ] i & . AESbon i, AR fr 3L
fle T EI AR B EATAET, BRERIERE (Logaing) K4t, Hob#EiE$ELE R AT (At End of Connection)
I .

32: i 1a) R R R

Add Access Rule

Order Title Agtion
2 b Inside_DMZ
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones Ly Metworlks + Ports + Zones
@ inside_zone B dmez-zone

$IB6 PR E (Device), RJn A E# (Updates) 4l EFELE (View Configuration), kRS HiEE
[N TR7 S
WA IR S, WA RN R0 “VDB” Edls PR E e R, W R A e AR, W M
W7 F“VDB” BEEERCE IR . WA AR AR e A SR AT M AT BN UL LA, E O R
> F1“VDB” Fdhi e e 5 R

v )\

ey [

BIET A ((ERE (Deploy) Hil, SRR ek S BT (), DR B T L
RABFE BT R %, BilA Sk,

5 18] B R BA %0 FXO0S CLI
1 F A 247 FHH (CLI) 7 W RS DL KRG HATRAS P e . ol CLI &b fie & SR
] DL R 5 6w 1 AT 1] CLI.
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| ERREEEEBERME

g s rxos cu [l

AT LLYT M FXOS CLIVAHEAT i HE

\}

ER e DUl SSH R BB B A L . 5EEIa SRR, SSH 21 ERAMEH Hb

B8 CLI, HHAT {3 F connect fxos i 4442 5 FXOS CLI. 1 5145k SSH BT FF 54N $ids b2
FJE T LA 2% 0 k. BRIAEOL R, 25 SSH EHn £ 15 il o BERR P A 24450 65 i
vill CBRUEH FXOS CLD .

I:I b
i

i

P CLL, & BV N E R R385 36 11 o Firepower 2100 Bt A5 —4% DB-9 %% RJ-45 Hi 474k 45,
JIT AR T 2258 =07 B AT USB e AT He . W DR A S IR R GE e e A LK USB H AT IR B R
P 6 5 1 ERIA K FXOS CLIL. Al UL N 47 & :

* 9600 PR
o 8 MNMPEAL
o AR

o 1 AMF AT

TEER B FXOS CLI. A H] admin HI /4% RA1 46 e BN BEE RS CERIME ) Admind23) &% CLI.
IR

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Ui 1] JE 97 48 CLL
connect ftd

Tl

firepower# connect ftd
>

Tok)a, W THECLI EPT?H i TS B, R hdp k2. XA S K, 1525 Cisco Secure
Firewall Threat Defense fiy 25,

FHEH g EFTD CLI, i exit 2% logout iy 4.
My & 2K B FH 5 17 42 FXOS CLI #278. 4 9% FXOS CLI Haf iy & HIAH A B, I 2.
w15l
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ERgEEEENERMEH |

| R et T

> exit
firepower#

£ g & S 2 KA B A S R

TerT LUEH] e s BLas IERA R ) R 58 .

UK

i A TR S B it
iR T 6.4 KB LA, THAE &R EEAS CLI i Ashutdown iy 4
a) A& & (Device), RJa i RGI&RE (System Settings) > E# /B 5/ A (Reboot/Shutdown) 4

.
b) miliKH.
AR 5 5 KBS TG R, THAER KB SC N B R G R . BR R BILL T K.
System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

WERBATIE R G R, WKL) 3 e U IR R GE 2 OCH]
SEIRAE AT DL AT FLYET SR AR i EEIN 14 Yt Sk AP B 7 SO LA 1 L

SIREENCE BB, S R TR ARAS SOk SHTULRE Firepower SCRY

HIRAF S EHBRGEE, B30 GEMT Firepower ¥ &5 #2310 AR} Firepower J& i B fHITiC &
R o
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.5

1og

{£ /1 CDO &R B A By i

AEXEERG?

LAE P A TN ERAE RGME S, IES R A RGME HSE G2, 381 5l ARE
FHFA8H RHSG iEPp  2% (CDO) [ 48 £ Cisco Secure Firewall Management Center [ & /Hr B i . %2
o WA LA DIREAE CDO, 1521 CDO Y.

)

b

AR R B SCRE BB 7.2 KR RRCA . T RIROR, @R LI CDO ) B LA D)
figo R, BEREBLARAOGE T O iz B gl B il (984 CDO 1.

B I 2ebebl. K. BRRTI L. CDO ML — A Web LML TR HIA, T
CEIEAT P RATIEE AT IS, LU S A M 2.

%F A

A LI 7 RS B PF SR ASA kP, ¢ BUBYT 1 ASA 2 I DI BEARE 8 6 LA T e
% AT BRI T 400 2B, W TRTMMG . 1525 TS B R ASA 21 Firepower
B %

[ K B 22 iz 4T 4 FR 4 Secure Firewall eXtensible #:4F 248 (FXOS) MK ZHAER S B KEGA L Fr
FXOS Cisco Secure Firewall HUARE #LA%; T o HERR H 1, (G22I CLI. A TR B,
W i T H 4% Firepower BB 1] Firepower 1000/2100 A1 Cisco Secure Firewall 3100 1)/ 8%}
FXOS R Er -
PRFAUSEE S AR - B KA ZER B SR AN S B B F2, 0T DUZERC & A A S5 B
B P 4. AEXMEOL T, R AR T I & BE ) SNMP I 1] fE 23 BIIH1E

« KTl CDO AT Jguh B & P, 25 108 1T

o Ui B AREALIANL . 28 109 1T

o U R FE T WUE S, 5 110 0L

o PO R INCE . S5 112 T

o SRR R OB BTk ke L 2R 119 1T

o SE S 0 S ERE D KRS, 5 123 1L

o FUE AR AT, 5135 00

o WREEHERRRILED , 2R 146 TT
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1% cDo ZRE M |
B 733 coo 7 mmbmm B

 RUHRME 3 154 71
XTi&3J CDO #t1T BUANBA1H E1E

Z X {#4 Cisco Secure Firewall Management Center
BASATI) RO FRAEV 2 S A RO MR EE, I H R AERIAMI. 7E% CDO
gi%ﬂ%ﬁ,@H%ﬁﬁﬁﬂ%%%ﬂ*&ﬁﬁ%ﬁo$ﬂ%%%ﬂ¢@%i%%%ﬁﬁﬁﬂ
EFEHEE MEAE
T nr L LR J7 ORI ¥ -

o AT P55 BT AR Al P . -

o SRR RS BE D SoRs BB AR IR BB RS SEHIME . O PUGRCE . LR b, ANAE
B ERCEARAT A, DA I ik o NG AN I T PG B B 5

\}

ER OO BT DAAERG B RIE B SCHU 2 BT, A B 8 A A1) A A
CDO _EF0uyE W g 5 0 o

© O SCHUVRE B DUOERIFAT I b Bt radit o
o U B BT CDO S R EP B A G

IR CIT AR BB, T LUE TP 5ok s e i Bl ds, (AT M I R A %0775

o H ] CLIVEM B0 173 - USRS ZEPAT AR AT IRAC AL, B QAR [ A AR e 1 A 52
FrRE B AR 1, AT T3

BLARBG 1 B IR 881/ el O

AT DA P B ) AT Bl ORI T B AR U o (R, AT TAMBIR DU . k%
e VA P O SRR 1

B E A B AR R O TR E AR AR, e A O M BCE . RIS AE Bt %
L ER A T BRI ), Wb A BRI 28 BB . DT A B B e AR S A A A P 1
URAE R e 1 LR ] T BRI, g A S A NS BRI T T AR A B R . X T
FR A BRI, A B e TR T ORI R e e B Bl 1

M F FVEAT A P U i) BAT LA BRI

o HBEAE WA B R A B AR U ) . ANBEAE ] 7% 1 88 EtherChannel. 4534 w] A 52
ol FE AN OB R A BEAR U ), BASEBDOUAR

* SEEE OARE R DU BRZ L
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e mEminE i

o D B KBRS, A R

o RN3ZFF PPPoE. UNRMEH) ISP 755 PPPoE, IAZAE BB 5 WAN 1 il g o s 2 18] N 52
¥ PPPoE ) 125

o PO LR T45 )5 VRF s

o BOAAK Fedadz O )5 H SSH, (Rl A Z00RS Je 4 FH 8 2 A0 SRS SSH.. B T8 #1482 10 Y Sk B
SON B O, RIS TE 1 A Bl MGZE FE N 2 214 B 1117 SSH 21, BRAEEAEH configure
network static-routes iy 4 A& HHE TR INE A S .

imElimiE . RIEAIRA
TS LA M55 DA AR Al e 7835 74 CDO 1Y) g s 48«
33 HEIRIE I (RIEAIAR

|/-- --\.
(1) obtain

Cisco
Commerce licenses
Workspace
(CDO admin)
CLI (2 ) (optional)
~ Check the
(CDO admin) software and
install a new
version
CDO @, Log into CDO '\E_;__/-'On board the \9 Configure a
device with basic security
(CDO admin) low-touch —» bolicy
provisioning

1

N =N\ e
Branch Office | \ 4 JProvide serial (5 install the \ 6 JCable the \.7 JPower on the
Tasks ~ number to ~ firewall ~ firewall ~ firewall and
CDO admin ~ _,, —» monitor LEDs
(Branch admin) for ClOU_d
connection

OO BR RS T
| (cpo & 5D

FREVFRAE , 26 112 T,
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B sases gEns

1% cDo ZRE M |

CLI
(CDO & H 51

CRIED L A R 2R EFRA 58 114 5L,

| B

(CDO & H i1)

sk CDO, 5 115 Wi,

| 73 SCHLMAE S5

oy SCHLR 7 B

5

[ v A B BRI K P AT, 5 119 Ui,

73 SCHURIAESS
oy SCHUR R B
)

(
=}
Al

LR Ko S BT ket -

| SIS

(o SEHUR 7 BE

)

TP KBRS, 55 120 DL

| 2 SCHUAT S5

oy SCHLR 7 B

H)

FIFFR KBS YR, 58 121 T,

HEAEE
(CDO & H 51D

TR AR B ER AN 5 122 T,

ey
(CDO FHL51)

BB REA 22 425, 5 135 L

i 2 i A2 P -

A [E]F

THZ LA NS, AT R 3 AE CDO s B b i o
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& 34: im 2 imiEF: BiEES

p
Physical Tasks '\4

~ <S\|
4 JInstall the 0 JCable the
firewall firewall firewall

0 )
Cisco 1) Obtain
Commerce ~ licenses
Workspace
N i o\
CLI \ 2 ) (Optional) ( 8 ) Perform initial
"~ Check the ~ configuration
software and
install a new
version
1 r
CDO \.3 JLog into CDO ' 7 /'Onboard the
device using
the onboard-
ing wizard

b .

{6 JPower on the

—> —>

waer: 3Ens |

9 /Configure a
basic security
policy

(1) | BRI TARA FRERVFATUE . 45 112 2.

5 |CLI CRIE) KR IR, 58 114 0L,
6\) L S % CDO, 53 115 TL,

(1) |PETS% LR KA S 2 .

b

(5 |WHEUTS TR KRG LY, 5B 123 WL,

M

@,’) YT % FTITB KM , 55 124 T,

@"}. IS A3 FH O ) SR R, 5B 125 T
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1% cDo ZRE M |
B eemrnrs

g |CLI Bk W& EHldy o fH CLIBATAIAARCE: » 26 126 0.
o M WA ELA PUTHILERCE . 5 130 UL,

(o) | HHE RCEHA AN, 5 135 7.

AT AU TR ERL BT KBS D REVF I UE s S n 75 38 2 - i 2 BB I P RROAS s LR ) % 3% CDO

% B A] JE
AT VERTUEHS H CDO $2 ALy W B A o 465 ) LA R S LA SRSV Rl iF «
* IPS- ZAFG AT A IPS
o BB BEE-E A B
* URL - URL 3§

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 5% Secure Client VPN Only
* IZ'E 7 - Diameter. GTP/GPRS. M3UA. SCTP

AR BRNF AT I T VEIEIAR , 15 Vi 1) cisco.com/go/licensingguide

Fri&Z 8l
o PR e A B R
RIS BA M, 1 e e LA E R IR S, e LU 2 g —
AEM .

o R RE BV AT IR P A ZRAT A SN (3DES/AES) VFRITEM SR, A Refd ] Fosbahe (OAE
HSHamrEteEERD .

UK
SRR AR REVE T A P KR I VE RTLE
24 s SR s B 1y IS HL D) SICBE A IS, RSV TR N 2 B B S R R e ARV TR R . (HE,

G BT S INVE R IE, S A8 R 45 CAE 45 10)_E %) Find Products and Solutions % 7
Bro #RLLUNAHE PID:
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wasie [l

35: VrRNE &R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

iR WA S| PID, 0] LLF-34s PID Vs 21T Hrp
* IPS. SEREHAT BEAT URL VPR R 5

* L-FPR2110T-TMC=

* L-FPR2120T-TMC=

* L-FPR2130T-TMC=

* L-FPR2140T-TMC=

AR L3R PID 22— I BB B, ATLAE SR BUR PID 22— X B E 13T 1 -

* L-FPR2110T-TMC-1Y
* L-FPR2110T-TMC-3Y
* L-FPR2110T-TMC-5Y
* L-FPR2120T-TMC-1Y
* L-FPR2120T-TMC-3Y
* L-FPR2120T-TMC-5Y
* L-FPR2130T-TMC-1Y
* L-FPR2130T-TMC-3Y
* L-FPR2130T-TMC-5Y
* L-FPR2140T-TMC-1Y
* L-FPR2140T-TMC-3Y

* L-FPR2140T-TMC-5Y
* Cisco Secure & )7 Uig-1 2 B A% 7 i TR

« EHE R VAT

TRR2 WORARTEN, A& GERATE B &M CDO.
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1% cDo ZRE M |

B % nenusrmemns

VENY it SHEAE R RE A F T PEES H B BGE M . AT RTEABER], 1521 CDO 3R

(AIiE) MERGFREHMRA

Nl

8

S A AT IA T AL ZEIN LA R A, WEATEL R B B TSGR L Bl K i 2 iy 2%
HARRA . o, R nT IR S Fs T G AT T, (HTH (REFICED T RE 22 Hu i e R
TR A (R ]

HMNZITI T ARRA?

BB BGEAT A T80T A S 55 U5 £ (U5 511 Gold Star JRA . Bk n] L2
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178 .html "+ ik ¥) &
AsEngs B, S SRR EIRAS S (ISR « KIFRAS S CRHKCI ] R 4Ey A
FAN T BN IR A G s (KA BRI 4EP fA R T, T BURINE)

i

FIFEB KRS HYR, ARG IERRIEE G 1 . A RVEAE R, ES R KB By, 55 124 TURS

i) S A FXOS CLI, %5 146 7,

13 7 4% admin FIEL A 20D Adminl23 &3¢,

%) FXOS CLI. 55— IKE NG, RESIRNEE SN, W T SSH ) Ji i1

iR W S, HEARE, WL HAT ) DO S A . O )
EERFREE, E20 FX0S MEHER R .

Pl

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: **kkkxkk*

Your password was updated successfully.

[...1]

firepower#

£F FXOS CLI ", B/RIEABITHIRA.
scope ssa

show app-instance
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zxcoo JJj
il
Firepower# scope ssa
Firepower /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State
ftd 1 Enabled Online 7.2.0.65 7.2.0.65

Not Applicable

HIR3 IR BB, IR,
a) MIRE B R EERA P Mk, SR CLIBUTYIGBCE » 25 126 1. BRI,
L K8 ] DHCP,

FA8 T T IR T A PR 11 ) P RS o O Y A
b) AT (FXOS Mfsfibrigr) H HmEH G Ry .

% CDO

CDO fii /| Cisco Secure Sign-On 14 G 34415, FF{HH Duo Security Hi4T 2 K 25 5 43 KiE (MFA).
CDO % MFA, ‘EA LRI - S S A A i) — B AR R . AU 38 S B iiE. (—Ff MFA) 75 %2
PRANER 43 B 25 ke i R 5 5 CDO I 7 S JU5K

F—ABIFEH P RE, 5 AN g Duo Security 4% 42 ) — IR PE# 5 (OTP).

# 37 Cisco Secure Sign-On EiEf5, A LLA Cisco Secure Sign-On #4235 CDO. 1+ Cisco Secure
Sign-On i8Rk _F, 38 n] DL AT HoAth 32 RF 1) Cisco 7

* WIRAEAT Cisco Secure Sign-On K/, 1HERTEkAE 2 i H] Cisco Secure Sign-On %3¢ CDO ,
118 T,

* WAIEBAT Cisco Secure Sign-On MK/, 8 4k 801 42 H1 1) Cisco Secure Sign-On Mk /5 2 115 UL,

£IIZ #78Y Cisco Secure Sign-0n M
WIUEE s TAERAE 3 A VU o T2 I A DU P 3R
FIAZ Al

* &4 DUO Security - A T EAETHL L 223¢ Duo Security N o 41 R AT 224 Duo A
BEW), WEE Duo XA FE S M IFIRRT: FEMHER .

BRI — B I sh s B — s . T OTP 2L TN A, Fr DA 4 e 26 I
55 SEIN [RID A AR T o A DR A R BE 26 IR BB B0 TE A A I 1)

o {4 BTHAS ) Firefox 8% Chrome.
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1% cDo ZRE M |
. SIEEHY Cisco Secure Sign-0n =

UK

HIE1 SEMETRY Cisco Secure Sign-On 1K A .
a) Y5 F https://sign-on.security.cisco.com.
b) £ “ER” BEREIEHES, A EM

36: Cisco SSO i #if

i
CIsCo

Sign In

Username

Password

Remember me

o) SR AXIEHET B RA nidEM
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£IE#HY Cisco Secure Sign-0n /= .

37: B P

a ]
CISCO

Create Account

R A PR CDO M FUBFEML, SR IAL SR LR I A .

d) sidiEMG, Cisco 2RI E 7 BSPF AR IR E M A AL FTIF T IB0E, SRS rlBuE R A .

¥/ Duo iR & % B R FHIIE.

a) REBEZERFMREIEHT, AEE.

b) MFRIRE, HHEORIERRS, RIFRAIRZ RS 5 R 2 A5 Ex .
HREAME S, 1HZS 0 Duo WA E S ubfa g : FMHER . RE R & FEE2 A Duo NV,
TR bk 7 S A0S . Duo SZRE— N LI Z AR .

V) (iﬁgréiﬁlﬁ MRS R

d) AR 2 S B AIE 5 5% Cisco Secure Sign-On.

(") 1% Google Authenticator 1% & 4 NS 16 E8E .

a) EFFELY Google Authenticator FUXT RS BN £, ARG miidi ™ —

b) IZHEBEE IR SR E Google Authenticator.

fii & Cisco Secure Sign-On ik P A Ak £ 1£I0 .

a) EF—A KB h &,

b) EFVKE RIS S LT SMS EE K.

o) LEFLEIK.

d) riitlEmP.

e, BEEFEE CDO N KB Cisco Security Sign-On £ HIbk . #8348 n] LA 2 HoAth 5 1
Heo
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. {# A3 Cisco Secure Sign-On % 3 CDO

R T AEF IR E A0 B P A2 s s e AT HE P, BRI IR 0] B B 3 41 O F 3
AT .

[%] 38: Cisco SSO =4
il e
Cisco
Work +

CDO CDO (EV) CDO (APJC) CDO Docs SWC

{$ A Cisco Secure Sign-On & 3% CDO
ok CDO LA A B 1) B 45

FIAZ 8l
Cisco Defense Orchestrator (CDO) 1 ] Cisco Secure Sign-On 154 S 4332417, H4H Duo Security 1
112 N # S 5HE (MFA).
o HWESE CDO, WAISEHE Cisco Secure Sign-On FHGIEHIK ', 4R 5 -4 ] Duo it MFA; 55
BI1#5HT ) Cisco Secure Sign-On K f* , 55 115 T,

{24 BT AS [#) Firefox 8¢ Chrome.
puK

L1 AEMENEEET, SHiE https:/sign-on.security.cisco.com/o

PR 2 WMANENRAR&MED,

$IE3 fidi Login C&5) .

1B 4 ] Duo Security ¥ 7 — AN G IAER 2R, RGNS . REUKHIINIE G I+ IR Cisco Secure
Sign-On iR .

WIS 1t Cisco Secure Sign-On 5 Hil#k_F i 1) CDO EH. CDO o i &

https://defenseorchestrator.com, CDO (EU) Bili<s i #:%% 4 https://defenseorchestrator.eu, i CDO
(APJC) fiEs 247 #8573 https://www.apj.cdo.cisco.com.
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[ 39: Cisco SSO =R

Al o -
CIsco

CDO CDO (EU) CDO (APJC) CDO Docs SWC

HIB6 15 i S0 0 UE 24 kR L% £ Duo Security % Google Authenticator, 1 #5 £ 358 B X AN 5 43 56
RS
s WEARBEAEBA R EOA R s, MRSz
o WAREAEAE TR EEA A s, R R PR ELE R CDO ML .
s MREAEBAHL S EMTER sk, KRS TR AT % CDO TG (E BB R I Ik

18 T (R 5 18 e BB 2 By A8

WeEIK 1 rp 0 S A, S TR AT I B KB i, B R] AR B2 115 ) IR o 4R
Jeis R PR BB AT S R

) SR IR AR A 51 S

FE LW KA B E AR IR R, I T Rea S, DMEL s B P af

i

g R BRI IR R AiIR SRR

TEVEBATAT LSS T FFB KBE U T, A R B KBS . I N B HIARAT =) . 41/ RILED.
S 2 Wk KT

A AR KRR A S o e T ATERI R T B 2R R AR R R
SIE 3 W KRR T I RIRES 1T FB1 1/ B CDO W4 HEL 5L

0 28¢5 B 7 B IR B0 KB P 41 A e R S AT IR A RS . R B B K B AT I R
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B =evosnas

5 CDO & B GAVAIIm, il o i e 2 .

IR N IE R B4
AT Firepower 2100 SEHBLEAIMS , LU ¥ HUR T HEATIPSE

RS R o SCHURCE] T BT kv, I B I0 TAR AR Hal A M &%, WA IEAAL. N4 T 1
(K75 I AR B KRR AS (K LED Wi o WR TG 28, R A A LED RVAT i) IT #1164IA K5 KEG AR

[%] 40: Firepower 2100 8975 %%

WAN Modem

Ethernet 14
’ outside, DHCP from outside nw

aeaeeREAEEEED =c0 = — p—
e
= el IR

228 CTT 888

T \\
(Optional) % \ %
Console ports ' :

aER
@ inside

Management Compules Other Data Networks

A A R C SCRFIE R R LUK K 1/1 (AMR) B CDO.

o2

LR SR 2R
R L LA 1/1 42 LRI 5K (WAN) i R4 . WAN R 1 45 1 0 SOH LR L5 TG
WU, TR 2 B K L5 TR R F i o
PRI KNIBE D (BN, LUK 1/2) 3R 30 A A B L s o .
T Ly A R FRAT T4 1
SR A R IR M 2OE R BRI .
SRS (AR R BTSN LE R B & i
FEIY STHUR R 5 TAR R AN AL P 5 s ELHE T bR F IR, T R ZE0kidk.
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N
5
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FT B K IE R

FLIRTT O TALAE TS T A AR 1 g Zeml, 2—AMkahXTr6, MRS M. i By T8
T “% 7 (Standby) 7 E, HLERHCBAUE T 3.3V & YR, 12V EHJENA T8 HPIR A . 24T
KT “HATTF” (ON) RLE RS, 12V LR ITE, HRAZSKES).

)

AR OB BB, IR KT 15 2 30 0.

FHia Z |l

B PR SER YR (B, A AR WS (UPS)) ARH 2. AR FE Gl T g 25 23K
PCERSE RGN 5 B IRAAVFZAREAEIZTT, IR i R RGUCVA IE W KA .

UK

S B R BB A, i R B YR

G A N & SRR LV B

$B3 KA KSR PWD LED; WHi% LED 4 tafaEroid, Roniks CRam .
SYS LED

mEEEEEEE e,
PEERAEREREREEEAERERE®
e s

E

= = = e B
= B S

f
PWR LED
SRR A WHEBA LMK SYS LED; & 1EHW R30I, SYS LED 2% S 4r (0 PRk N 4.
WRAFAER L, SYS LED 22 BRI (RS N Fk e AR HH LA B0, 1SS0 1T #8771
FIRS ML LM SYS LED; A IEEB AL 2, SYS LED 22818 N FREk (.

WIRAFAER R, SYS LED & RIEHICMEROINER, JFHRa ICEER SRz . R DU R
B, TR ORRE I 2R B LUK 1/1 3 M WAN IR & . R et ri g e, il as /R4y
10 e PIARIER PSR 2, WEECRE 1T 51T,

T—$ 4t 4

o LRSI TT BT VA0, AR G N T RGBS %45 sk B AR IR CDO 7 B 0 i e 3 A
vl

o SERLATESS G, 810 CDO 4 BE bR REE e FEAC B AV B Firepower W 8. SAT T .
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EbuR iR MG N A =3

CRURGEEY LB PN 4=

A5 PR AR Ak R E A 815 S JE 995 480 o

UK

S /5 CDO ML, rith &= (Inventory) , RJ5 ah i (N = F4 4l <) DU 5
P2 P FTD #ENG.
L3 L EEEX R, MWIRIEHEFTD .
Pt FTD MR BER S, T LRI S B IR R ATOE v M B8 50 4% nl FH (R LA 29 eV T
UEe AES BRI AIE , 55 112 T LA F Al AV Al .
$I8 4 EFERFFIS (Use Serial Number) 1 4 3405 7%
a{ERFTIS

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more (&'
Firepower Threat Defense

$IR5 {EiEE (Connection) Xk, i Ni&&FFIS (Device Serial Number) fli& & & #7 (Device Name),
R midi T—2 (Next).

P$IE 6 (EZRIEE (Password Reset) Xk, iz, HEFZEMKRERNEEEIESE (Yes thisnew device
has never been logged into or configured for a manager) ¥k, RJq idi T—4% (Next).

FIRT X TREESEC (Policy Assignment), 154 1R F735¢ 54 Y& 1B £ U5 o] 455 SREmss o Jn SRR T B S s
T IEPEERIA I iB)4% I SE#E (Default Access Control Policy).

$12 8 X TiT A AT (Subscription License), i 2 i AR T AEVF A E . s T —4.

FEO (k) MBS, LA BIREHEFE (Inventory) T A THEF AL U8 . B AARZE, SR IESEIE

tn 5 %4 () o WREBSTEW AT CDO Hfeif Ja N B8 %

T—5Htta

TEE P (Inventory) U, EPEENINIERA IR, SRIEIERA T4 MK ER (Management) %k
A AT AR T
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migansnemis |

‘o g S =0 SR O o 4
18 13 HGE B S22 R N IE

ARFA-F U F CDO 3% 7] Skl & 55 kB, DSR4 T30
EIERF A ISR B g

A A A Firepower 2100 ZEHZ RIS 4%, DT w5 6 2o o dbA T4 B
42: Firepower 2100 &7 4%

WAN Modem

H- am aaa@i{j‘ e
aaaaaaaaaaaaaaaa

555 ot ot e

l—outside

aaEeeAREEARE®
i i ]
RESEwS}

\\ %%mzx\

~ Inside

aED
e X e |
{E Jo [ |

)

console OR
Etherneti1/2

Other Data Networks
Management Computer

TmT DIAEAT A B 12 1 o8 B 1 EIERE R CDO,  HAREUHR T-AE A1) 4h v B 31 ) D4 4 B8 U7 1) BB Y
B ARER A MR

UK

SR N WS BRI R
T2 KoM D (i, LUK 1/1) BRI SMEES dids o

T DU ] et 4 1) A PR R IEAT A BRG] o HE, AR ol A A 1 D7 )
N E IR 7 STHUR 3 T REIE 2 (K137 5¢

HII BN (B, DOKM 1/2) 88 3] N EBAC Hep L ek i s
TS LUA W R RRAT Ee

HIR 4 F A Mg R xR,
LIRS R PV LE B B0 & v D B BRI 172 B2,
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| BTy

URRAE T CLIRPATHIAGBEE, WG SO BIPEH G o T s HERR F R, mT RERE 2 A%
PG e W RAEH B B ORPATHIAA VA, IR RILURK 1/2 #20.

FTFE B KI5 IR

HIR T O, AL TS T s 1 @2, 2—MEshXTF6, M TR G at . L gy o¢
KT “%H” (Standby) A7 E, FIFFHEHEA S H 3.3V & HE, 12V ERIENA T CHPIRES . 4T
FKMETF “FTIF” (ON) Ar &I, 12V EHERITE, HRGKEE,

\)

AR OB BRI, IR KR 15 2 30 2.

FiaZ |l

B ARG S HE (B, SRR (UPS)) AR ERE. AR R MR T & 5 2K
RN RGN . 5 B IEATFZ R IsTT, DR i S R G TVA IEH KM .

UK

p7- 3 R R R/ ES T3 O ol o S R b 25232 R ERV/E G L8

FIR2 4P a B BT

PR3 W ABRAHIINN PWD LED: 415i% LED R4t(fe ill, Roniesk D i,
SYS LED

mememmEeE -,
’_‘"_‘"_‘!_‘l_||_|l_|_r ™ ™ ™.
PEEEEREEEPEREE®

= E L E

T ==
PWR LED

T4 KA BRI N SYS LED; LT H 5, Ron KRG LI HZZH.

P23 TEXG R T IS IHe2) “ 5G] (OFF) AL & 207, 1 shutdown iy 4>, LIMERGLHENS 11
TR MR RE R LB TR A RESE . IEW KM G, ¥ G 4 WoR st iy blae 4 e
Wike A AR B (U8 ML 245 A8 LED S, $R/n RA CHES I OCHI MR nT LUK IT DG
F) “KMA” (OFF) {7 & . A PWR LED 2] [N 4R JF4 K . 76 PWD LED 584 % 2
A, WE204R

WS FXOS BCEAR M, T AT %M shutdown iy HITEAA1E S
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ERMERSHELE
M3 CDO R i ST CLL Ve BB 8

UK

W1 1L CDO ST, sl = (Inventory) , AR5 sl i € n-5 444 () DA S8 A o

7 HHE FTD B .

PRI L EEEREA N, MIREFEFTD .
WP FTD MR, T AR 25 o B3R R8T ATIE 1 3l 18 ooide & ) F I IAT 3 e e ]
UE. AES BRI AIE , 55 112 T LA E Al i A VF Al .

$£Ea4  EFER CLI SEME4A (Use CLI Registration Key) 15 # A 5%k,
431 CLI;EMEH

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more ('
Firepower Threat Defense

—
e

Use Serial

Use this method f

$IEE AR Z R (Device Name), X5 i T—4 (Next).
FE6 X THREESEC (Policy Assignment), 3§ R 7 50k YA IR U7 1) PSRN o A SRR TIE L SRS
T IE P ERIA I B)4E HI S B% (Default Access Control Policy).
HET X TITRIFEE (Subscription License), i s FTD i #% (Physical FTD Device) it 4, X

A A DRV AT i F— b
HI|E AT CLUEME, CDO 2 AEM BRI S EOR LA & . 405 S fr & 3 BMBs 69
AR R

configure manager add cdo_hostname registration_key nat_id display_name
7t CLI BT H] a8 i BRAS SO I Aa e & «
* fH] CLI $UTHIARCE » 55 126 01 - S8R BNIMAS, {E FTD CLI & Hltt 4.

o ATH] B B ELAS PUTHILATCE » 25 130 UL - K4 1) cdo_hostname.  registration_key F/1 nat_id
BB 2 B IR B /CDO £ 4148/ P ik (Management Center/CDO Hostname/l P Address).
E18F/CDO SFMZE A (Management Center/CDO Registration Key) £1 NAT ID 7B,

w15l
CLI & H i 27~ -
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B

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

GUI & & Wi 2 44711 -
4 ERBETEERRMGSHEY
cdo_hostname registration_key
I I

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
I I

nat id

LB ARG ST T —% (Next), DMEFFGREM %o
FHEI0 (k) FERARINARES, LIFEBINERE (Inventory) GO THEF AL 38 . MAFREE, RGeS

N 4 () o MBSTEW AT CDO T J5 N B 1 4 o

T—%Ht4
FEEFE (Inventory) TUT Y, EFENINIERA IR, ARG IERA T4 MK EIR (Management) % %

A AT
PATHIRECE

P CLUSARFT 38 6 57 % 0T BRGS0 KWV .
£/ CLIITHIIRECE

HERER Y A CLI AT WIAR . AEXTHIARTE B CLI I, A PR B B 1 RV B 75 1) 3t
o AREH] RO A JUTHILGBCE R, ARG R CDO MEATAYBE, B B L R BEAR
W D BRCE AN, TE BRI TP U AT B E AR B TR, AR BN S
BEE, By i P S .

Procedure

I ER R G im0 E i B CLI
P54 6 10 iE 2 3 FXOS CLI.

Nij
g
N

1 2 4 admin F12565 Admin123 & 3%
— G FXOS I, RGSHUNET NS, gt 1 SSH ) g bhf &k .

Note WRCE O (AREANKNE, W 25 OB e (5B o LUK s T BN BB A7 R0
BREREFIAE R, 1§20 FXOS HbE kR »
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Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ****xkk*x

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...]

firepower#

R WP CLL
connect ftd

Example:

firepower# connect ftd
>

BG5BT, RESPOREES CEREH VPP (EULA). R)E, RORE 2

FIBEE I CLI & A

R e Sl 0 B H T s e vy in), A S Al A B A

Note FRAEVEPRIECE, AWCEES CLIE S (Flh, @i g rmg) o [, nb
)5 4E CLI FP A% ] configurenetwork fir & 58 T A7 IX 281 B . 152 [ Cisco Secure Firewall
Threat Defense iy % 2% .

BB B AR A I 2 s FEAG 5 SRR 2 TR A MR, 1544 Enter §.

TS L .

* j#@53 DHCP 5 F#hfit & |Pv4? (ConfigurelPv4 via DHCP or manually?)— #% manual. 4K
AT HAL AL O, (HDAZ00E TP Mok, Blan bt . S 8E 13 % 8 DHCP, 1)
TR BRI OO TR, UOVBRAG  CLJ0E data-interfaces, 152 F— N3 5D Al RE
23U 1 DHCP RS 2% 1 2% i 78 25 .

 INEIRIZOHY 1Pv4 BIAR X (Enter the | Pv4 default gateway for the management inter face)
— KOG E N data-interfaces. I BN AT B B A PR, DR T i b A P AR U
I e B o

* K EIRE? (Managethedevicelocally?) — #ii A\ no LI Al CDO. [M1% yes M K N
i H s s .

« BoERFAEIER? (Configurefirewall mode?) — i\ routed. A7 fi s KRR S RN
PRERVTIA]
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Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***xkxkkk*

Confirm new password: **kkkxkkx

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

PS5 ACE M T BRI AN
configure networ k management-data-interface

Wa, RGP ENINTEE O EIAM K R E . 15 0L A a2 S R -
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o G SR B B I AT E, A R 1 VA ] DHCP. W SRR 4G v B W IR e T3
PE TP Hihik, W] LA configure network {ipv4 | ipv6} manual 437 BIEE . W SR v
KA PR W S Bl data-interfaces, iy ¥ r B E S .

« YK RIDTE FR NS CDO Y, CDO RKBUIFAEY % MIRCE, HGLL F BB : HeD4HA P
MU, FISGHI AR, DNS MRS 2 A1 DDNS MR%528. 4756 DNS R4S BALEIOVEANS B, 1%
BT 3. E CDO s, 60T LRI AV EFFIRR V) 14 L RO BT, {8 R S L
W5 Sk CDO TERTAL AT B B . ISR BLERE P, BRI 4563 45 configure policy
rollback fir4 LUK AL AT I35

* WIRBCE DDNS 55 % 58T URL, W Bl il < B 8hds ok B Cisco S5 EAHR CA THFREL I iy
HEECAUET, L P oy LSS UE ] T HTTPS 142 (%) DDNS k45 #iuk{. @i B 2
F#{# H DynDNS 2 API #i3t (https://help.dyn.com/remote-access-api/) [FJ/L/] DDNS AR 4525 .

o Sbry A E A 1 DNS w854k . 5B A (848 configurenetwork dnsservers#ii4)
WO R B DNS R4S 2% FH T B . $dls DNS JIR% %5 T DDNS (4R Cfid s siE i 1
WG VIR 22 A SRS

76 CDO I, #dihz 11 DNS R4 280168 0 Fe s bt g A 107 6 ¥ i Sms e . 40806 8k
JUr A A8 N2 CDO W, AR B AR R, T H DNS R4 25 AN 2F 6 % B R . (HE,
WY 5B 7 6 B SRS 0l 2h 60 25 DNS e & (1 g B, A SR s A B . AT
AP F AL E S B E VLA DNS P& s, LUE CDO F i [F 20

WA, SCHAEYIERTE M L DNS %545, CDO A 2> {f B Axih DNS k4545 . B, sl
FHAS PR M T %4, {HB# 518 1 configure networ k management-data-inter face iy 4 it & %1
PR, WAL ZRAE CDO Tl B T A X E CELHE DNS JIRgs4ds) » DUES ol e e &
VCT o

o KBNS M 2] CDO J&, R8T DLRE 2 B 11 B O B R 1 i ) R

o AR VCE 0 3 A 1) FQDN K H Tk

o ST DU I dr ST RN RO IICE s AR b A R I, A RATA SRR G B
BUEE AR P AT

o AR FE, % configure network management-data-inter face disable 4> .

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://deanwinchester:pa$$w0rdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.
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B =5 sseesniroers

FHIEEE
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%

PRV T RY ]

qlﬁi

X g
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>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

{fiF CDO “E 1t configure manager add i A1 e A I U DAY CDO . 1852 B FH 30 ) 5
PG 9%, on page 125LAE AT 2 o

Example:
> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E

LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

2 TR E

R VA RS LAARAT SO PTG A . AT A B AT I RO, W R D)
#e3| CDO BEATABE,  BRAE A AN PR VT W B AL, A5 B AT BEAS 58 U A4 1) T A A
R TR, A ORE MM BOARCE B E, By R4 f s sl X . (] CLI R, A7
PNV BRGSO R B (B, ANOR B BRIAFI A B RS ED o

UK

Wi BT LZE B Ethernet1/2 3211,

R AL .

a) FEMYEE AN LL N URL: https//192.168.95.1

b) 4 admin FIERIA S Admind23 &k,

©) RESPONEITAEZ CEA VAT PN R SO R

T O B BEAS LS IO T BN, 1A B )3 8 RT LA Rad o s o D IR S ) B A %
#IRE (SKip device setup) Kb B & 45
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SEICEEE R A, Bk T N EEE ) (Ethernet1/2)FBRINBC B AL, RGBT AN (KK 1/1) 42111
BUE, 3 DS AR YR CDO 4 BELRL LI 34T SR8

a) OAANEREE ORI EE OIS L R IET, R JE AT —5.
1. SMERIZEOHbLE (Outside Interface Address) - e U F 2 BICM MG, JF H o] FHAEE 88 Ui

3% o FEFIAR Yo B ), AN RRIE PR LA AN R 1 20— D H e LR BOA K b i
Ho

WER AT 5N (BRNED) AR OR AT E B U, WA AR S i B W 5 5 T3
fic B %z

L& |PvA - 482 1K) TPv4 Hihik. 7T LMEH] DHCP, W] LLFshf AfA 1P kb, 1M
ORI G, WA, AT LUEREE, AECE IPv4 b, &I % B 10 S0 & PPPoE. 1R

B &R DSL. L A0 Hilfd o % 5 ISP 1 HiAdodi 42, - HL ISP i 1] PPPoE K42 £t 1P ik,
)R] Be 75 Z4# F] PPPoE. &) DL 5¢ % 1 3 )5 It & PPPoE.

BLE |pv6 - S L1 Tpve Huhk vl LUE A DHCP, 0] LAT-Zh#i NS IP Huhil. B8R
Ko F3hb, WATLUEFER, AELE IPv6 Hilik.

EEENO
WIRALE CLI AT T WA E, WA SE IS KE.

B s e tidm i 0 B R TR AR U, BB AR B D v B, S ek DA
TR L B ) BRI A B 11 DNS kg5 s 8T FQDN, 1T AR I #edi £ 11 DNS it
554t o

DNS R 88 - R4 B hEY) DNS fkR%5#5. 4\ DNS HR4-2s 11— A2 A~ bk LUE T 44
Fro BRINE N OpenDNS A3t DNS IR 4585 U B4 gnkh 7 BOFARZR F BONE, 155 H{ER
OpenDNS (Use OpenDNS) UL Hks 43 1) TP Mok N 7B .

B A3 M8 (Firewall Hostname) - 22 ¢4 B () 0144 .

b) M & BFE&E (NTP) (Time Setting [NTP]) I sili F—4 (Next).

1

X - S PE RS X .

2. NTP BB AR S5 2% - LR BOA NTP Ik 55 4%, &2 T-ahfA NTP k5% bk, vy AN

MRS RIS

c) BTN 90 HiTfGEAmAS ;£ M.
ANTE ) B BE AR BRSSO B AR BT AT 4E CDO BT .
d) AHdisER.

e) ALGHILUREILEPEEEIR (Cloud Management) Bt 3T (Standalone). % T CDO ZAZ A} 45 #rf
L, EFEEMIT (Standalone), AJGIEFERRET (Got It).

= E12 (Cloud Management) £ 1iti 1 T-44 45 CDO/FDM g .

vIR4e (9]

N
H

(ayay

2 MUEE B . WS R E > #0 LR .
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1% cDo ZRE M |
B =5 sseesniroers

R U0 W DG B B o R e 1. BRI OL T, 45 R 11 N DHCP £ TP HuiE AT G, R4
% M DHCP BRI Mo (Fltn, %A% DER RN , WIMSSK BRI R R 0, JF A
LT IATATATECE . W S DHCP B R T ¢, D5 2 FH A 1P M b RO & bz 11, K%
WG T E AERE 1.

$IES  WUREECE AL O, EREEH TE EAR VT W AN S A O, T IE R & (Device), ARG i
0O (Interfaces) 4 24 8% .
BRAE WASHS PREROMNEZELR, ESHE &S PEER KR, 25101 1. R
CDO M I, AN PR R HAh e & 5 BRSNS L

R RE > RFIRE > EPEE, R BE N E FEO B
fic & &I F/CDO #4815 2 (Management Center/CDO Details).

Qe

Sk
NG
~J (-1]
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e/ rages nrees

[& 45: €320 0/CD0 ¥ ARIER

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X TEENEEIEFL/CDO EHABL P 1T (Do you know the Management Center/CDO
hostnameor |P address), Ailiz (Yes).

(Cisco Firepower 2100 A 145%) [}



1% cDo ZRE M |
B =5 sseesniroers

N

CDO £3%£ 1% configure manager add 4. 8 2 B4l F B0 1n) 30 e %, 55 125 00 BUAE i
4.
configure manager add cdo_hostname registration_key nat_id display_name
il
46: BB EER/ RS ELF
cdo_hostname registration_key
I I

I Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
I |

nat_id

b) ¥4 1 cdo_hostname. registration_key Fil nat_id 543 5 i £ & 38 fh ., /CDO E 42/ P ik
(Management Center/CDO Hostname/IP Address). &I 1:(,/CDO ;i Z 48 (Management
Center/CDO Registration Key) f1 NAT ID 7B .

T8 NLEEREERE.
a) f7E FTD £HAE.

It FQDN ¥ i F4hakie 1, sk k&3 fhy/CDO i8] 0 (M anagement Center/CDO Access
Interface) L FEMALATE T,

b) f5E DNSARS284H.

EFIAE At — N Frdl. BRk DNS 41444 CiscoUmbrellaDNSServer Group, LA fufs
OpenDNS JI 5545 o

WV A R 45 1 DNS IR 452 o A FH A0 1) S5 80 65 1) 5 2 DINS IR 259 FH T Bl oo i
DNS k%5 % T- DDNS (AR CACHE ) B A 1k L) e A o . ST R s e T B
AHI] DNS R 25 #4540, DA A/ SN HICH R it et #0028 0 1542 11 213k DNS JIR45-4%

£ CDO I, Hdide 11 DNS R4 g5 A S/ By Mt o B8 1F°F 6 1 B SRS P LR . ks s
B4 s INE CDO I, A B ERLRE, JF H DNS RS EA SIS INBFE & 35 E SN (H2, W
MG Fe1- 6 B TR S B 25 0 7% DNS BCE R P18, Ul C SR 28 a6 A 1 . FRAT T
BEGRE 5B E VLI DNS “F 5 E, LUE CDO Al Bt [F)25 .
BEAh, ACULEYIGATENN A I DNS il 554%, CDO A {f B Al DNS 554 .

c) X T-EIEAL/CDO 1813 A (M anagement Center/CDO AccessInterface), i#i%FE5MER (outside).

] LLEFAEN CRCE IR D, HATE R B B 2R sh R

PR WURBESE TAMBZANR b BRI ATE AN ER A o

TRER—4HE, ZORER AR A BRI th o U RIGEHE AN 1, A es
FEBE 1) RO E T ob e SRR T MR O, A R AR CDO 1 T-3h e B AR A
Hio ARAE s i Bids PRCEFSH MM EZER, WS WA SRS I E D K, 2 101

-
DA
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magrzezn JJj

HE10  SiliRnaEI7s DNS (DDNS) 753% (Add a Dynamic DNS[DDNS] method).

Qg B A 1 TP Mok & AE AR 4k, DDNS Al ffiff CDO #1858 4= i e 1k 44 (FQDN) W4 1) ik 95 i o
S8 % > R%iIEE > DDNS PR & il & 514 DNS.

RS BB N3] CDO 2 Hilid ' DDNS, W) g B <> A5k BRFZE (TR CA #gh

BT 2 CAVRINUESS, DU Wi 8 o] LA UE ] T HTTPS 341K DDNS o5 a5 i/
B8 37 55 H DynDNS 32 F2 API#EYE (https://help.dyn.com/remote-access-api/) FI1T-47] DDNS k45 %%

SEN  AHERE (Connect). SEMPIRZSGHTHE W R D)3 CDO M4 HPIRA . AERTFEERHL/CDO SEMHE
& (SavingManagement Center/CDO Registration Settings) 382 7, #%|CDO, SR Ing k.

WU BEEGE )3 CDO, i S BUH M (Cancel Registration). 150, 7ERFEIRH1/CDO ST
®E (Saving Management Center/CDO Registration Settings) 5 ¥ 2 i AN 5G] 4% 5 BEAS ) Y 28
W WA, o Rk E, I B A S 2 WA B BRI A Sk
WMRAEREEEFL/CDO FMZE (Saving Management Center/CDO Registration Settings) & % 5
55 s By IR FFIER:, BRABASEDS E18 %03k CDO B Ihi%E# (Successful Connection with
Management Center or CDO) XFAHE, Rt 5t 5 Wi Hias Wirdsz.

47: R IhiERE

Registration Status 2]

Vianageme wenter or Luu

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense ge
management center configuration

2.or
CDO r,'or'fig_]l_.lriili(_:-l' guide (2 to configure your device.

LB E AL EREE

ARGy S A3 A A LA e B e B B A 2 A SRS -

o PIERFNS L 1 - D R A RS TP Mk SRR RS VS 0 B TG T MR 1A
BE, HA T EER L o 24 DX

* DHCP fili%s#s - fEN &R Fo0 & i ] DHCP ARS5%% .

(Cisco Firepower 2100 A\ 1355 [
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B =s:0

TR

1% cDo ZRE M |

* NAT - ZEAMER4E 10 A% F4% 11 PAT.
o Yyl - SOVFTE N BB AL B AN
* SSH - {EEHELR V5 0] #2 1 )3 H SSH.

S B A 1, A e A X T TP k. T, A DI E AN O A R iR RS
Fi Ay B I . T, BRI T ) i rh s o LR A AR 1, DL R 2 2% ) — R
ZAWEREE D . Hodp SO R “PREIX 7 (DMZ), AT LUAEH: AR sCE /l A 5 R IR %80, 4l
11 Web iR%5 2%

LT (30 25 8% I G 2 ik DHCP M ISP SREXA/MERHE Ml  [R)IN2E P9 R4 D _boe SCERr sl

LUR7- B8] DHCP £E4% LA AR 1M il GRSl JF sk LAMIBIRE 1T %
i

UK

FIE1 PRI & (Devices) > % & & (Device Management), SR il kB4 4meE ( 4 .
P2 D (Interfaces).

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing l :ii:: . Inline Sets DHCP

4, Search by name .f:}" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl,2 Prysical E &
E Ethernet1/3.1 Sublnterface E] y
Ethernet1/s diagnostic Physical & P
Ethernet1/5 Physical [E| &

SE3 AGHEA TSN RgRE () .

IEIH s —f% (General) ZET .
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maz0 ||
Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 5000}
QK Cancel
a) HIANKIER KN 48 TR Name.

b)

d)

wlhn, KR4k insides

& Enabled 5 iEHE .

4 Mode f& 7 4 None.

ME 2 X (Security Zone) 74l R Pk —ANBIA AT LA X, s AT HE (New) i
In—N B ) 2 4 X 4

B, @44 inside_zone (11X 38, AZUREREAN 1 70 HU 4 22 A SR/ o i L4 . RE A%
MR BEIE T A2, (HR] AR & T2 AN A f0nT DUHR S DSl ZH v ] 2 4x 5 o 1)
i, AT LICRE YRR 113 MO P AR X iR A B 1 20 BC B AN DCask e AR R ARG L Uy 1] 4% 1
i, SCVRUR N AR BIANE, EASRVF AN AR . K2 BORIS DO RF 2 e X ST
PATE NAT 50 FiU o a5 S0 A1 QoS HEms rh I D skl L4

R 1Pv4 F1/D8, I Pv6 TR o

« IPV4A- )\ Ny R bk B E &S 1P (Use Static I P), 4R LARIAT -2 A 1P Hbdik -1
e,

B, N 192.168.1.1/24

Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 152.168.1.1/24| fg'z"Dg‘;'?',‘3'51"'255'255'255'_‘28 =i

(Cisco Firepower 2100 A\ 1355 [



1% cDo ZRE M |
B = oncemss

« IPV6 - IR A Bhiid Bk B S BLE (Autoconfiguration) &L HE

f) s#E (OK).
FBA S ETANE O g (S
B K R —B% (General) LTI

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 5000}

K Cancel

ez O Wi s VeI, Pz O e g RISk BN B ST Lt
FEARVEE, BRUIX RS b 5 O A B RE . S ATDAR A AR I o e b Dy T I R A e A
R

a) MZR2 X (Security Zone) FRAIE HkHE AN ILA MSNBLAKIL, BH MR (New) 7
B AN 22 A I

fltm, dhn—"4 % outside_zone X 1.
b) AUlHAZE (OK).
PIRS iR TF (Save).

fic & DHCP R 5522
LA S S i d ] DHCP M Jg B B AL SR TP Huhl, 17 53 1] DHCP AR45 25 .

 (Cisco Firepower 2100 \i 1457



| 153 cDO EE AR
CEIN |

UK

HIB1 %8 % (Devices) > i & E1E (Device Management), R J5 Sk & M%meE ( £ .
$I® 2 % DHCP > DHCP BR %28 (DHCP Server).
P 3 AERREEE (Server) TUIH LA iRAN (Add), ARJEHELE DL RIEI:

Add Server ? X
Interface* inside 7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server
0K Cancel

* #0 (Interface) - W\ F s & Pk HHE .

* ikt (Address Pool) - DHCP g% A8 H (4 1P Huhl v il CANBRAR S Ber) o TP bl vos 4
e g O AR I L, HANREGLAGEE D B S 1P Hihik

* J2F DHCP BR %528 (Enable DHCP Server) - 7£ frik#2 1 b5 il DHCP 4545 .

P4 LGHBE (OK).
PIR5 iR TF (Save).

fc & NAT
HIR ) NAT FU 205 N 0 Hb b 460 S AR 30 11 TP bkl B (3 110 3X 28 NAT FUFR 42 1135 11 kil
4 (PAT).
pUK ]

HIB1 IR E (Devices) > NAT, RJq il FiEE 5B (New Policy) > EiifBA 1) NAT (Threat Defense NAT).
W2 N4, EREEAH R %, AR5 AiidiSave.
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&/ cDO ZRE MM |
B e=nar

MNew Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
= 192.168.0.16 @

4, Search by name or value |

192.168.

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR TE R SRS VAN IR o
T3 LGN (Add Rule).

Add NAT Rule X iFHER: BoR .
SUE 4 T E I AT I

* Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic hd

Interface Objects m PAT Pool  Advanced
* NAT #0] (NAT Rule) - E$:E 3h NAT #0 (Auto NAT Rule).
A (Type) - EFENZS (Dynamic).

HIE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 341 [ 4T IX 3545 i £ Destination
Interface Objects [X 1.

I (Cisco Firepower 2100 X\ 7#57%)
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CEIN |

. Add NAT Rule
MAT Rule: Auto NAT Rule b
Type: Dynamic hd
Translation PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)

| -4, Search by name | ei‘outside zone @
B
san /by inside_zone

— —_————

m outside_zone | SAdd to |
ource

Add to |

Destination |

0K | | Cancel
$IB6 7EfEdh (Trandation) T g & LL R
. Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic it

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & = or Doctiogeiog Into

o EEAIE - SR (D) WA IPv4 MRS X4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X%, PO B3 NAT BUUAERT o kR ids
NAT, I HIE Tk R 508 XI5,

* ¥ A9IR (Translated Source) - £ B#r#% 0 | P (Destination Interface IP).

{Cisco Firepower 2100 X\ | J357)




1% cDo ZRE M |
B cinEsmmezsig

PIRT R TF (Save) LA InFLN
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r Pa N lated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§

¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B P

SV E MR ERFE E SR

U SR AEAEE W Y A I B T AR A E SRR B VT IR R, U ) SRS A I R LA fe v
ViR B AN R TS LU LA SC VR A A S DX S A0 B DX B PR e A Al X, 37 55
AN FEVF 3 I 24 0 45 KR o

UK
FIE1 LSRRG (Policy) > 7151 % & (Access Policy) > 37 18] % B& (Access Policy), 4R sl Zh o2 i

7 I PSRN I 4R (4D
TIR2 LUl (Add Rule) JFi%E LR S

Add Rule

Mame inside_te_outside Enabled Insert |into Mandatory
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs  SGT/ISE Attributes

Inspection  Logging  Comments
Available Zones €&

Source Zones (1)

Destination Zones (1)
| }, Search by name s /b inside_zone ]

san /4 outside_zone jw]

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AUy 44, #l40 inside_to_outside.

« ;B X 18 (SourceZones) - M A] F X 18 (Available Zones) FR ke A #E X B, SR 5 sk hn 23R (Add
to Source).
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wemsragEznrREssH

+ B#R[Xig (Destination Zones) - MR A [X 13 (Available Zones) HiEFEAMHEIX Ik, K5 w5 n
F| B#F (Add to Destination).

A R R B I
nJ“j]u (Add)
FUURI C %8 N 42 Rules 3.

%
Xy
w

[EBSN Devices Objects | AMP Intelligence Deploy = ©, System Help v

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | [=] Save || @ cCancel
Enter Descriptio

Prefilter Policy: Default Prefiltar Palicy. SSL Policy: None Identity Policy: Hone

[EEE sccurity IntelligenceHTTP Responses _Logging _ Advanced

## Filter by Devi " Show Rule Confiicts &) @ Add Category © Add Rule | Search Rules

PR 4 HHRTF (Save).

AEEMERIF R HIEED LACE SSH

BRAEHAE R O CEInANERD LR T RO Dy R, AR R AR 1% S ) SSHe AT
@Al 5 Y g B A AN S Hds B O SSH M. 2 WnZ R 1 EANSCHF SSH.

)

ER O PO FBGACE T SSH, {HI R FEAN S S FE SSH Vi 1a] .

BRI SR LA 3. T RE WA IR R B B b0 . B 1 SSH 54
FEZ 1) SSH AL BRI AN ] 426 o Hof e B P AEA T S X Eu e O, Al e s
SSH F7ia| #1) 3¢, B 1) SSH IR & I U IS &, JEAZ T E B i i 24 ¥ & Il CLI
R E

ST, ZECE SSH Ui 413, 124 Cisco Secure Firewall Threat Defense fir 42 % 1 1)
configure ssh-access-list fiy 7 TCEFSE ., 20 configure network static-routes ﬁﬁ/% LININ
TEOUT , FEAIGR e I ek A # R C BRI i o

PAER SSH, AT ARVEENL IP Hubik f v N 18 75 42 AR 4 il & SSH.
1 RE SSH R M Vs i) 5 10 a3 SSH LML T-AMaR4z O b, I g B m) A4z O kS HEE 4%

\)

IR S ESE =GR SSH &5t CLI Kk WMn, W fr4ax2 ik SSH i,

(Cisco Firepower 2100 A 145%) [}
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1% cDo ZRE M |

B s=m=
FiaZ /i
« T LA ] configureuser add 4. BRAREIL T, A ANMELER) UV E 111 g FL00E % A ) admin
Mo v Ll & W E HERCE MRS IEIE, F LDAP 5 RADIUS LECESMTH .
o T ELE Y AVF S WA T SSHIE B LB M 48 M2 % o AT DAE bR FE P s e %,
L SR A 6 S AR 4L TP ki, iE AU BT AL B A e, IR R > I RETELL
P B T
A
AR ORI RGN any M5, T any-ipv4 5 any-ipv6.
pUE ]
T KPGER &RE > FAIRE , Ol skigmis Wb sk .
$IR2 EFEREINE.
$IB 3 FriR AVF SSH 214 AT 1P ik,
A4 FH e my DA PR RIS e I ¥ 452 SSH i, DA ARV G ST SR 10 & i 1) TP Mk o 8 m) L
A P 090 4 Mt 1l i AS A BN TP bk
a) SR LA I, B R DL AR A )
b) HCE ) JE
 |P fbhib-FH AR IR oV S, HTTPS JEFE T ENLE M2 (1 I 256t % 802« A b 3R ik 4
— AR, B A 7 IR RS
« REXI - NI SR RV T SSH IERMI#: L IX . X T ATEX S 410, #&a L
fE “Prikw X" 5I1FR T TFB PN DL, ARG 80N (Add). (B E
Fride e OB XAy, A b I SR U S T %% 4
¢) mMiiffE (OK),
R4 LEHRTF (Save).
PEI, fEn] DI S ERE > ERE IR RIS E BT A R % ERSE M JE, A A
EREERLE

R C T B A B S RIS AN AR B R AR

UK

P11 st EJ7EBRBE (Deploy).
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werz ]

[& 48: FRE

Q ¢ # @ adminv Wl secuRe

T2 Kl £EBERE (Deploy All) LLESE 2IPTAT i, Bl i S 2RERE (Advanced Deploy) LLESE RIS 1)
B

49: 2EEE

Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment [=2)
node2 I Ready for Deployment £

© 5 devices are available for deployment 2 9

50: SR ERE

1 device selected

[ Q_ Search using device name, user name, type, group or status I Deploy time: Estimate Deploy

Device Modified by Inspect Interruption  Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM = I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM = I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

PR3 MORABE ). s ERE (Deploy) 4% HH A K bR i LA B AS

(Cisco Firepower 2100 A 145%) [}



1% cDo ZRE M |
|

51: BE RS

es Objects Integration Deploy Q © adminv  luth cee Ry

Deployments Upgrades @ Health O Tasks () Show Notifications

m 0 running 5 success 0 warnings 0 failures Filter

@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s

© 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

WU R HEBRFALE SR

7 18] B BB iE1#0 FXOS CLI
Ay 247 A4 (CLI) W] ¥ B R G LA RGBT A F b FE R . Gyl CLI 2 1R e B SR
AT LR B 4t E LT ) CLL
AT LA ] FXOS CLIAEAT Mk HER -

\}

AR tnr DOl SSH RS BB WA A B 1 . HEHIE SR, SSH 2R ERNAEH B
B4 CLI, FHTT{H connect fxos i A i%:4: 3] FXOS CLI. W14 8 SSH & H:4T FF AN S 11,
FHJE LSS Bz i 0 bk, BOARSSCT, A5 SSH AR U5 0. LR A28 45 1 & il 111
vil CBRUEH FXOS CLD .

i

HIE EESCLL, P A HLE R B H S50 . Firepower 2100 fit 7 —4% DB-9 ¥4 RJ-45 #1474k 45,
FIT CASES 5 L5 — 7 HR AT USB 2R 8500782 . IR 18 IR A R 40 2002 A B () USB R AT IR BN 7
P23 v ERA A FXOS CLI. i BA N B AT &

* 9600 JHHFH
* 8 ML
* AR
© 1 AME A
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ssurEn roemsays ]

IR FXOS CLI. f# [ admin 7 Z AW 63 E I 3 E B3 08 . (BRIAECY Admind23) &5 CLI,
w15l

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

Vi 1) JE B A8 CLL
connect ftd
w5

firepower# connect ftd
>

GxJE, W TR CLIh ] Han & HAHAE B, iR hep 8?2, A E R, 2 Cisco Secure

Firewall Threat Defense iy 227 ,
TR P AIFTD CLI, 4\ exit 5% logout 4> .

AT A S B HH 3 M 2 FXOS CLI 7. A7 X FXOS CLI Ha] Hdn & A GG B, WA 2.
w5l

> exit
firepower#

HERRBUE R O L R B IR i e

4 P B T HEA T P RS U 1) 10 AN 24 5 P P2 L0, AT i AE CDO 5 B Jg BB 4 1)
PO GBS, Db Widie. WERAEK B g A 2] CDO J& ol & Bz 1 2R AR 2
ERL, oNEBEEIESD , WURBE ORI ERIEFECE, WA GEa B RS ER,

A 2 R s B A o A B 4 T ORI ) L

EEEEEERS

1t CDO ', {rig# (Devices) > & EIE (Device Management) > 1% £ (Device) > &2
(Management) > &3228 i710) - BL Ei¥ 4152 (Manager Access- Configuration Details) > &1
% (Connection Status) ﬁﬁt%ﬁﬁ%ﬁ‘ﬁ%ﬁ(*o

15 BB #E CLI, % sftunnel-status-brief iy 4 LA & & BRIE LR A . 130 1] LU F
sftunnel-status & 5 56 3 115 .
SR LN RO HIER M oG WA B “IEER “HE, BEEERLBE R

(Cisco Firepower 2100 A\ 1355 [
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B isseroroemsEms

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

WS LR T IR R s ], L R 7O SRl TE A B B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

BE BB WEER
75 BB CLI b, A7 8 BNV B8 Uy [n) B0 4 11 10 2%

show networ k

> show network
===============| System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6e Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ TPV === —————
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-—=———————————————————
Configuration : Disabled

===============[ Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1
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===============[ GigabitEthernetl/l ]===============
State : Enabled

Link : Up

Name : outside

MTU : 1500

MAC Address : 28:06F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-——mm—mmm e
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6 ]—————————————————————
Configuration : Disabled

W2 [ CDO SEM BLABHTE

7E BB CLI H, M Ay CDO FEMHE & B 5. 15, S A B8 BLEREN 257 R

=K
BN o

show managers

> show managers

Type : Manager

Host : accountl.app.us.cdo.cisco.com
Display name : accountl.app.us.cdo.cisco.com
Identifier : f7ffad78-bfle-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

*F CDO 1T ping #21E
75 YT CLI b, A F LA dr 4 A B2 L6 CDO $4AT ping #R1E:
ping cdo_hostname

TE BB CLI L, fFH LU iy 4 B FEEE %) CDO 44T ping #8841, 1% 10 Ml
PIEHEFE 1

ping system cdo_hostname

IR BRI MARE O ERYEE &

LB R

75 BB CLI b, H3R A AL 1 (nlp_int_tap) FAEMEQ, DIAHR&T AL T & AR

£
capture % %% interface nlp_int_tap trace detail match ip any any
show capturename tr ace detail
KWERBEORT, FitESNHESITE
15 BB CLI E, &H AT KA FBE HE% 1 nlp_int_tap {5 &

show inter ace detail

> show interface detail

[...]
Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec

{Cisco Firepower 2100 X\ | J357)
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(Full-duplex), (1000 Mbps)

Input flow control is unsupported,
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, O
pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

overrun, 0 ignored,

0 interface resets

0
0
0
5
0
0
0
0

(0/0)
(0/0)

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

TR BE NAT

1% cDo ZRE M |

output flow control is unsupported

0 abort

FE I BAE CLL b, A 215 SN INERIARS (S *), DA EREZI (nlp_int tap) A& 75 A7 £E N0

NAT Fi.,

show route

> show route
Codes: L - local, C - connected, S - static,
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
E1 - OSPF external type 1,

R - RIP, M -
O - OSPF,

E2 - OSPF external type

Is-1s, IS-IS summary, L1 IS-IS level-1,

IS-IS inter area, * - candidate default,
o - ODR, P - periodic downloaded static route,
SI - Static InterVRF

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

i - su - -
ia -

+ -

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected,
L 10.89.5.29 255.255.255.255 is directly connected,
>

show nat

> show nat

 (Cisco Firepower 2100 \i 1457

mobile, B - BGP

IA - OSPF inter area
N2 - OSPF NSSA external type 2

2,
L2

VvV - VPN
IS-IS level-2

U - per-user static route

replicated route

outside
outside
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Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6 _intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0

HitigE

A A LUK B A e TG oA i B . #83E 1T LAZE CDO 1) 1% % (Devices) > ¥ £ EIE
(DellceManagement)NQ% (Device) > EIE (Management) > &2 881/ 0] - BL B 4H{5 2 (M anager
Access - Configuration Details) > CL1 #iH (CLI Output) Wi & FF £ X i 4,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

&% DDNS EF 2 E I

1E B BAE CLI 4, KA DDNS S5 5 2 -
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

W EOE R, 151 H] debug http #1 debug ssl fir% . % RS UERI, iR A2 T OAE R &
g AR
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B oz coowrEpnmzrE

show crypto ca certificates trustpoint_name
LRI A DDNS #8245, 1 AT LU R AE:

show ddns update interface fmc_1jjin)_ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

& CDO BEXH

15215 https://cisco.com/go/fmc-reg-error.

gn2R CDO AN B REC &

DO ACRE B B AT AR O TR LA VT, IR CDO BEE SN A 4 E B A IO E S e, AT DCRE
JEH A B RC B PR B BB R, DM B R . A, AT LU CDO H (1 1E B B
o DMERFF M GGERIF TS . RS ZR0ER, thrl DMEI PR IRE: S AR T il
HERRAE UL o

THZ L HE
o S LUHT I v DALE BB EACHAR it R8T PR B A AL RS2

o IR A & g m s ] LIAE CDO I B AL E . B, [RNRAS S5 5 4 FH A B VA DG AT ) A
HOFCE, S UREAE U CLT AT E . W, WA Bk CDO # % 5 1£H] configure
networ k management-data-interface #ir 4 5 0 T4l E2 D &, AR T IR 4, )it
WEBASREY; eI R ERGEE T CDO W .

* JCVAIIR b URHR IR BB K 47 A SCEP A5 4 -
© FERERWIE, ERREF, PN 2R BRI B

UK

P AE BB CLL Y, [RIR B i RS .
configure policy rollback

15, B S 233l %0 CDO U5 IalR . /£ CDO Y, F3E Bt s — 4R, i WIid s
AP

 (Cisco Firepower 2100 \i 1457


https://cisco.com/go/fmc-reg-error

| 153 cDO EE AR

Nil

B

e coo xims sk ]

bk o3 R R R H CDO BB, 155 https://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.htm1 L T fi#
S ILFE . RS UL, R CDO L I AP R T g2 R IRy
GUT, BEATLUiE ¥k CDO BCE L, JF A CDO B g .

T
O T8 Bl e 1 R T A BRI B £ SIS 480 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2022 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

R BOERGE I QBT T

fECDOH, Fi%#% (Devices) > X &FEIE (DeviceManagement) > i% & (Device) > EIE (M anagement) >
EIBZRi0) - iL Ei¥M{5E (Manager Access- Configuration Details) > #E#£1K7S (Connection Status)
YU A A BE RS .

70 P # CLL, i\ sftunnel-status-brief #r 4 LLEF & & HEBRRE .

AR E T ERE T E 10 0 Bh LA L, TN HERRE R . T S B HERR B O L A B R
, 5147 T,

{£ F CDO < A1 B A 3

T

W2

$IE3

PIR4

IEROC IR GEAR T 2 A I g2 N FIOT R AT e S EOCHF R 0™ IR . iFictE, AT
ZHERE— HAE G BI81T, R s P LIRS BE LR R DR AT K e o
&I LME ] CDO IE#fIR I R %%

UK

HFR & > REEE.

TEZEA 51, g bs ).
il #& (Device) LI~ .

R BRGEH Th IR A B EAR (9)
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SRS IR, SRR
FER6 WEORE S KA TGS ER, WEPT KRN R G ie . R A B LU N K.

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

WEARBA R G, WESEERA 3 B IR RS Lok
PR TEHALE T LASC AT FL T 50 I AL 00 EEIN 35T WA Sk AP BE T 5 T LA PR HL

[REEIRIE

SO RO T ARSENCE B, WS 0 SR g
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o Wik ASDM #5258 ASA AR, 5157 )T
* {fiH ASDM FIHLAHE BT E ASA P E#i, 2177 1L






.6,

11 ASDM #RE ASA ig &R

AEMIBEHG?
Firepower 2100 2312474 A FXOS WK)ZHAE RS . v LATECL F LT 414 ASA 3247 Firepower
2100:
o AR (BUA) -SSR RFEICE ASA FIIFTE W E . FXOS CLI A4t & i s HE B
. ARPEAER, 1§20 FXOS MEAS e ASCEE LRSS,
o e - TV EEE, BONE FXOS R EFEARPEES T D iR E .. X
B A A O, #57 EtherChannel. NTP. WU E R4S, 0] LLEH FLAEE B2 Web Fi 108X,
FXOS CLI. #RJ5, %Al LM ASDM 5k ASA CLI 7 ASA #:4F R4 ic & 22 42 50 .

AN AUWTLE ASA WA N 7E M 45 3528 Firepower 2100 ERINTEUL T, Firepower 2100 27
WA P BT UM 8K, 1550l H ASDM FIHUARE FE 85 308 ASA P58, 55177 1L,
KEAW KL HE, HS% (ASATETRRM) THAHKHE:

o WBE

* CLI i &

ARFE AR QA P B AR 22 2 TR W S S SR K, TE SR E R
Firepower 2100 fifi 1] LLZAT ASA #AF S b Ak . #5 ASA FI BBy A 2 0] U] e i 2448 5% 15
HRATE UG . TES TS DR ASA 5% Firepower B 71 ¥ % o
FaFAUL EEFE PR - Firepower 2100 AN ZER 8 EAEE N N G005 B A, & DIERCE NN G
5, BT 4. fEIXFGOT, &3 AAERATEC & Bl SNMP ] e & F b E &
* KT ASA, #5158 1T
o U B|EG R, 5 160 TL
o BB M ERMBOARE , 162 1T
o HEL AL, 5164 T
o FTIFBE KA IR . 55 165 T
o (T3 M IP Huhk, 5 166 UT
« B3 ASDM , #5167 7L
s LEVFR, 2168 1L
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B {£F ASDM #3.E ASA |
XF ASA

o Ml'E ASA , 5174 01
* Jj A ASAFIFXOS CLI, % 175 7L
o JEEBIR, 176 1L

*T ASA

ASA 1 BB PR Bt ZRIRA T KA VPN 2 b 33 DR -
AT LRI L ME A BEAR 5 P ASA:
* ASDM CARFEETHENED - Bt PSRBT B g .
* CLI
* HREEAREL - AR, BT R R
o JURMR A P - A0 T IR R 25 4 I 2 et i B

AT LA ) FXOS CLI LAE 47 o HE G

N FFRIThEE
Firepower 2100 ASZFFLL R ASA Thfig:
o SR B NI
* JURIEN
* JE% ¥ SSL VPN 5 KCD
* ASA REST API
* ASA FirePOWER ##
o fE 7 M E I e
* UK
* SCTP K Al (ZRFIH ACL (1) SCTP IRAAL )

* Diameter
* GTP/GPRS
iT#% ASA 5500-X fic &

T LK ASA 5500-X i & & I R 3 Firepower 2100 (44 HI) ho HAE, HTHEENACE .
IRV 6 2 2T 2 R
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| 15 ASDM %32 ASA

4,

5.

iT % ASA 5500-X B & .

B HIRCE, 17E ASA 5500-X % A more system:running-config iy 4
PRI T5 BRI E GES M F 30 .
LR Firepower 2100 (RAHEAD G o, SRJGHEAA ARG & B

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: *****x

Repeat Password: **x*x*

ciscoasa# configure terminal

ciscoasa (confiqg) #

i i} clear configureall fir &35 53 4 AT A & o
7 ASA CLI ARSI B B &

AYgra R ) BOARCE, B, R AECE NRI, AR e ) R R e AN E H
B 1) ASA.

ASA 5500-X fic &

Firepower 2100 (I§&#EX) ME

PAK VFR]IE

BV
SUBRURIAIC BT, R0 PAK VFAl . BRAER F AT
CLSHRVFITE . 9 VT SR 1 B0 RV T I 5B DA 3R
BUYFITIE. FAEVFITIE 230 ASDM ok SSH Vi (i1
T30 .

Y145 ASDM i ]

R TGV IER: ASDM B B Re 14 n] AR &5 28 vE A, TEMHIBRAT:
] VPN 2 HoAh s n s shaeic & (R & T 59

& ] AZEAR I IN 25 (3DES) VI ik Jm T I HX LE D e

Wb R R R, ASA BRIME O R AL S F T8 505 ) 11
3DES Jifig. s Hamn ohge, MRS 2 1 ASDM I
HTTPS it (Flln, S5RaeVrnikgsds 2 s o i
U A0 o e B PR B2 11, BN B 1/1. SSH

B o

B:0 1D

PR T ez O ID DT 508l 2F ID [T #5041, ASA5525-X
AR T 0/0 AIT-JELLAIM 0/0 % 0/5. Firepower 1120 135
B /1 ALK 1/1 & 1/8,
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&/ ASDM %38 ASA |

ASA 5500-X fic &

Firepower 2100 (IZ&1EX) BE

boot system commands

ASA 5500-X #x % L FIU/ boot system iy 245 i 48 1 3
G

Firepower2100 (£ #) {XARVF—> boot system fir 4,
LRGSR 2 R i 4, KR —AN 4. SEbr
AERCE AT EAFAEAT A boot system fiy4, RN Bl
ASEHCE R E JHWHR . 5 INZE A B EUG R IR 244
HOF BN 1817,

It boot system iy & TR AN I PATERAE:  RGEIE I
Fedimdg, JRRILEHIRIG P ACE (FXOS A HLK disko F
FINEBALED o FLHT N ASA I, RG0K InaaHr K5 .

i £l i F2 F

ES R LA MME S AAENUAR L3 5 R & ASA.
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| 1M ASDM 12 ASA

wases |

(1) (2)Revi (3) (4)
Pre- \J I_nsiall the \ .4 ) Review the 3) C_}able the (4) F_’ower on the
Configuration firewall network and firewall firewall
—» default config —p s
v
ASA CLI 5 ) (optional)
Change the IP
Address
"/6\\ i l Ifé-.\' . '/.-_a ] .
ASDM \2 /Log into \2/ Configure \J0) configure the
ASDM feature ASA
licenses —»
l A
|/§ | =
Cisco \/_/ (Optional)
Commerce Obtain feature
Workspace licenses
Smart 8 ) Generate a
Software license token
Manager for the chassis
(1) |HE e LA K S SRR
Ay
(2) |MeH & TAE A M B ABRIARCE 3 162 1T
(_) e B v AR R, 164 UL

(2 | HE AT A

FTIFBG KRS, 26 165 T,

ASA CLI

(A SE P IP Hudik , 55 166 1,

(Cisco Firepower 2100 A 145%) [}
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&/ ASDM %38 ASA |
B esmsnzanins

;;:é’:; ASDM %5 ASDM , %5 167 Wi,

:}: BB 45 LA ) BCEVFR , 55 168 Ul: FRHXIBEVFATE.

g | B REAHE A BCEVERT , 55 168 5l: W HUARAE BVF AT UE 4 i
g ASDM BCEVFAT , 5 168 0l: BCEDIREVFATIE.

(10) |ASPM FLT ASA , 55 174 T,

EEMFZIZIEOANLE

FEZIRTE ASA BT AT H BRIARL & 1Y Firepower 2100 [F1ER A M 45 5855

U AR S 1 BT R B VL R A T 4% DSL R IR R A, BRATT I DL A R O T
PR, DUE ASA SR N 8 R 25 AT BT AT I FORT NAT . A SRR 20 A T C . PPPOE DL
FeRE¥ ISP, W LLYE ASDM Ji 2 ) 5 h AT e 44

\}

AR WIRANEESE FHERA NS TP bk REA T ASDM Vi), W LAYE ASA CLI L& W3 1P Huhk, 15S 5 (]
WE) EMCIP b , 5 166 VL. AN, ELLUTIEALT, EATRETT S N 1P Mokt
o QR AN O 2R 192.168.1.0 W45 (X2 — ANl BN ZS) LR 1P Hoti:, DHCP LA ¥
P, AR ARSI IP skl . BLIE ) 8 1 S R AE T ASA FE[R]— W48 EARRE A AN
TERXFE DU, SO Z00K 0 TP Mkl BE S B0 2% |

© WIACKE ASA URINBIBLA A BRI LS, EORE PR TP stk B R BT 4% L
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| 1%/ ASDM #5:E ASA
Firepower 2100 ig & 1EX BN & .

( Outside

outside
Etherneti/
DHCP from outside nw

DHCP from
management nw

(:I-I:l'\‘-iiil_lter'

inside
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Firepower 2100 1% & 155 BIABL B
BN T, Firepower 2100 £E B4 10 N84T .
~

AR 0T 9.13(1) ZHITHIARAS, S A BEAUR BRI IEIUNIME 2610, MR AP S BTH, WS R BPG R
o

WA HUT Firepower 2100 [ H ] BRIAHC &AL & DL R L :
© NER—SMERTE - LUKM 11 (AR, BLKIM 172 ()
*« SMER IP Hbhib >k [ DHCP, MIEB IP Hbhib—192.168.1.1
* DHCP H &R |P bl - 498 1/1 (G5 HD
* DHCP BRSZ &R N ML M L
* BRIAB&E >k B 4N DHCP, 43 DHCP
* ASDM i) - SRV ERFI N ML, PR =L S 192.168.1.0/24 M 45,
* NAT - NN BRI SR A7 it 1 4% 11 PAT
* DNS 245 %% - OpenDNS 25 % LU & o

FCE t BL T iy 4k
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| e

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 management
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

EERI T A

~ Outside -

-

(Alternative) Management 1/1
management

DHCP from mgmt nw —i

Ethernet 1/1

outside, DHCP from outside nw
ﬁﬂﬂﬂﬁﬂﬂﬂﬂﬂﬁﬁn

B -+\nnﬂ
n H_\ ﬂ H_‘|

oeempEmeaEemR
EECEEEEEEEEET
)

mEm

B | S| | S| v ﬂﬂn,”

ﬁﬁﬁ

PEEEEEEEEAEEEAEEE nnnn B8
orm nnnn (]
|_|

Hﬂﬂr \nn ﬁﬁ

-5 =5EES = A | mmm Hnn_\
(Optional) Console port J T
Ethernet 1/2
inside, 192.168.1.1
Management Computer g
DHCP from inside ifc: 192.168.1.x Other Data Networks
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| 15 ASDM %32 ASA
DELPOT N |

ERFHE 1/1 B LUK 172 4B Firepower 2100, BRIAFC B A 206 LUK 1/1 B & oAb .

g2

HE N SR .
FTIE2 BEMEHEVERE U MME—80:
o FHL1/1 (Bridh MGMT) - B R 1/1 5 DRI PGS, JER R BV SN T8 PRI 2%
b, BEETTLLYT R R . B 1/1 BRI S PR Z% E K DHCP R4S 253500 1P Huhl; 4 SR A
FHEEE O, D)5 2500 5 S0 BiC 2 ASA [P 1P Hiuhil, DU AT DL BN LERE2) IP Huhl .

PUAC I 172 - B PRV SN B BB LUK 172 DI THIEABCE . BB LUK 1/2 S5 N
HERL s VRO B AU T N 4 b, RO U A R i A BE VT ) ASA. BAK
M 172 HA RN TP Hutik (192.168.1.1), Jf HiE 21217 DHCP i 454 LA % F o CRLFG A B U5
B $EAEIP ik, Kk, WS ORX S E A S AT A M 45 & 58 (152 7 Firepower
2100 A REERINACE » 55 163 T1) o

QSR T DR AR I 1/2 TP Ml BRI S 5Ok SEA A, IE A 00K 45 BEVH S LR 2 4t S i 1 o
WS (A3 Fk 1P Mk, 5 166 T,

A LR JE WAt TG & ASA BBV, 1520 ASA B IE/ERC & e .

T3 KM A ER R UM 1/1 #:0 (bridh WAND .
TR RERAFVFAT, ASA FFZEIRRFEN, LU E AT LAY (R VE T HEAUA LR o

PR A R AL M SOE R B R .

. i N
FTFBA N Im ERIE
FLE T A, AL T T A YA 1 @02, 2 —NRahXTF 6, T RG M. R B¢
AT “4 M7 (Standby) A7 &, FIFELHUAUS FH 3.3V & M, 12V E AL TR A . 24T
FRET “FTIF” (ON) P, 12V EHERITE, HRSHEE,

iz
TR K BIRA e B B, oy I B ALY A R

TR 2 4B A H BT,
WIE3 KA BRI PWD LED; Wi LED 24 AR e ol Rt CHam k.
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(A[E) ERIP iyt

&/ ASDM %38 ASA |

SYS LED

mEEEEEEr D
PERERPEREEEREE®
mEEEEEEREEEEE®m
E

i, LI
* = =

|
PWR LED

S A KABK LI SYS LED; ML 5E)n, R ARGl mahiz.

iR FER T SO B “ G (OFF) 1 & 21, 151 shutdown 4, LMERFEREW IE
WMo IR LA B I A BE e . IEH MG, FEHIE 2 BN AT Ll e 4
Wi T TRIBR S (8 A7 4515 A% LED S3id, 4878 R CHER IO FIE . n] LK IF G D4
B “5&H]” (OFF) AL . HUTAR PWR LED 238 INERFEAE Ko £E PWD LED 584K M2
HIS 204 YR

152 FXOS Ml 'E 55, T A R H shutdown v & FIFELIME B

(AJiE) BT IP ik

IR GEA FHBRIA TP HuhlkE4 T ASDM Vi), W DAE ASA CLI % & inside 4% 111/ 1P il

)

AR R BN B BCE R 1P ik, DT A R AL AT AR B 1) ASA FCE K, A AT

JIERESF .

UK

LR ASA PRI G I, RGNS R AR ARG R, 1ES0 U W ASAFIFXO0S CLI,
175 i

P ST ERINTC B AR IE R TP Hudik
configure factory-default [ip_address [mask]]
IR P AN IE R Firepower 2100 [F 2 a e B0 (BATFE)

i

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.
The first image found in diskO:/ will be used to boot the

 (Cisco Firepower 2100 \i 1457
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| 15 ASDM %32 ASA

zxasom [Jj

system on the next reload.
Verify there is a valid image on disk0O:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #

R BRI B ORAF BN AT

write memory

=k ASDM

Ja5) ASDM DUFC & ASA.

ASA BRINTER N 3DES hfiE, AH TR, KU aT DO R 38 GRS B8, JE Rl AT
Bi{di ] ASDM. IR J57E ASA FRCE T SSH Vi, W o] LAEH] SSH 1 SCP. HiAth 75 i hinas
(It VPND [T AE 05 PSRN s, 3 sk 0% ) 2 e 001E 5 P 280 0T o

\)

AR RSN AR AL E AT AT AT s I ThEE (RN E T 55N , A HTTPS EE#2

SAEZE A EWIT, I H S IR ERE . SR A0 S B BN SR A BB L, o Gn i B
1/1. SSH AZZ5gm, UG£ 7 HTTPS &R, nf LUEREF|#H] & 5 1 DLUEDHTAC S ASA. &3]
PUEH R, sl F ERREA N Th el & 48 1 .

FiaZ mi

* {2 % Cisco.com |"ff] ASDM KATUiH T #fiz4T ASDM HIE R,
UK
T ENERF A LT URL.

* https://192.168.1.1- 35 (LXK 1/2) #5211 1P Hiudiko
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&/ ASDM %38 ASA |
B ==4v

* https://management_ip - )\ DHCP 73t )5 B 4% 11 TP kit

iR fifRFa € https//, TAESRE http:// BT € 1P Hihk (BRIACH HTTP) ; ASA A& H3)
# HTTP i K4 K 2 HTTPS.

LU 7R CiscoASDM W L. #E AT RES A 20 VI % 22 80y, [Ah ASA AT 2235 uE10; 1T bhez
Aty 220 % X S 75 7 ) [ T
$1B2 S LUFATHEN 2 —: Install ASDM Launcher B Run ASDM .
SIB3 R EERMED, LB L3 ) 5) ASDM.
Z550% B~ Cisco ASDM-IDM Launcher .
LB A K P SRS B A WWCE R &, AR5 ST E (OK).
A5 B~ ASDM T4 M.

[ ===
[y=ga]
ASA R REVE AT BEnT DU AR Re V], X R S ELIC BN Bl T2 B, A nT DD
B AVE AT UE TR R RE SRS BEER A CZ iRy ARG A%) o A XX V] I VA
ZEE, WHSHEE ASA RFDEEVFATIE; AFEFEH T A REVrT,
AR BRI SE VEIEE , 1515 1) cisco.com/go/licensingguide
TEWHUAEIS R REERARE B3 25 R B7 K BRI B R A B IR R AR5 R IDUE 5. "B 2K Bl kK
B0 T 2 AH N B R - o BRARSE ) B REAR A S AR, AWK AT IO R S, AT
Dfie e SRR VAT, AR AR TR R EASZ 0 . VF Rl I D Re 45 .
o SEAith
o AR
* SRINE (3DES/AES) - WU T ek FORSRAF s I 2428, H Cisco Tl FVEFRAT T s n e
] LA B o s VE e RS N 2 Ik .

* Cisco Secure %% ¥y - Secure Client Advantage. Secure Client Premier 8¢ Secure Client VPN Only

ASA BN N 3DES Bhfg, SUHTEHE N, KT UG R RE R AF & BESS, dv] BASE
B ASDM. #R 2 J5# ASA LRCE T SSH Vi), ] LI{#i ] SSH Al SCP. Hoft 75 2 am in %
(5l 4n VPND [ ZhRELAZI A F 5 N2, 3K SR A8 50 ) B A A B 283

\)

AR R EAE A A AT AT R N A T RE (RN E TSNS, S HTTPS iEH:
SR EWIT, I BEOCVEE NG . IR () A e e B SR A B B 1, 9 B
/1. SSH ASZi%mi. WM LR T HTTPS 4z, Al LUk #e 240 & v L AIHC & ASA, 1543
DU BRI, B 2 B A A N 2 T R R4 1

 (Cisco Firepower 2100 \i 1457



http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
https://cisco.com/go/licensingguide

| 15 ASDM %32 ASA
raiT [

Li’l@ﬁ*“éi”# §IRAS T SR ASA R4 RAUNE, 38 i Hh 22188 A it S RBIE AR B = M | 1T S I RY
18E (Allow export-controlled functionaility on the products registered with thistoken) & i%HE, LT
Fﬂ% ARSI RN A VE R UE CREIMR R 2T G HAT 45D o SIBAENIAR BN A2 R, 0T
FFEAAER T, &G0 A3 AN & vreliuE, BRI s AT I . W R R ek ok
AT FAZRL, A Cisco T VAR ssin g, 0] LAl s in 2 VF nl uE s in 2k -

FHia Z |l
PR BRI B R
R BOR AN, UE Rl R ABC R IR o Tl I REPH A AR, T LON A2 —
AR

o PRI BEMCIE R BB IK P L R AT S5 NEs (3DES/AES) VE R E I EESR, A REf ] e ThRE (2
FH S H AR E B HD S

UK

PE U ORE R REVF AT IR S T AR IV RTIE, 5 SR (I PR P AR R Al P IE

Y1 DR B2 A 7 S B SV A I, JA FRF RTHIE I 1% O B B 8 I B Re S i s sk ) o (L
R AT B AR E, F'\Ui%aﬁﬁﬁmﬂﬁﬁkiﬁi =[a] k% Find Products and Solutions 3% ‘& =
Bt. #Z LU YFATHIE PID:

52: R FIIER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o BERHVFATHIE — L-FPR2100-ASA=. FERMVF Al b2 % 2 (1, (H R SR 75 20K FLAS I 21 5 1) 8 e 4K

R R
5 TSV ATHIE - L-FPR2K-ASASC-5=. & StVFAESE BN 15 W8 2 00 VFnl Uk Ll 2 8 1 75
* 10 5501 ATHIE - L-FPR2K-ASASC-10=. 1 St VF T UESE BN s 18 0 % 22 434 m iE DA A 25 1) 7
o,

o SRHN%5 (3DES/AES) VF A - L-FPR2K-ENC-K9=. X 241k /" K SR BZ A FH s i s I 7522

* Cisco Secure % Fiity - 152 [ BIBH 22 2% F i 1T WATE 1« TSANBE ELHEAE ASA ) FH LV mTiE

2  {F Cisco Smart Software Manager 11, A BRI £V N 21 1 SEFUNK P 1 =K I T 8 73 02 ht
a) i Inventory.
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{£F ASDM #3.E ASA |
B ==4v

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 7F General &K I, i New Token.

General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) 7r Create Registration Token XJiHHEH, AL N&'E, #R)5 it Create Token:

Create Registration Token .

This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365,but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

* Description

* Expire After - BUBHEUGZIN ]2 30 K.

* Allow export-controlled functionaility on the productsregistered with thistoken - j& ] 5 H &
MPEAR &

ARG A A I BN 58
d) i A A O AR 7 Sk BB RT LAFT JT Token X EAE, AT UM HURE i ID R BIBTNGH . 24 2E0%
MEASARY, THAERAF ISR, LAAE TR th i 7 2

I (Cisco Firepower 2100 X\ 7#57%)




& ASDM #3E ASA

B 53 EELTHE

General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens
New Token...
Token Expiration Date Description

MJMSZ]IhYTIrZGOAOSDOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 2110 1

[ 54: S| h#

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

The registration tokens below can be used to register new product instances to this virtual account.

raiT [

Export-Controlled Created By Actions

Allowed Actions ~

$IE3 7 ASDM H, {KIki%E#$E Configuration > Device Management > Licensing > Smart Licensing.

L4 5l Register .

(Cisco Firepower 2100 A 145%) [}
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{£F ASDM #3.E ASA |

Configuration > Device Management > Licensing > Smart Licensing

smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport
Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate

Effective Running Licenses -

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for

Renew Authorization

License Feature
Maximum YLANs
Inside Hosts

Failover
Encryption-DES
Encryption-3DES-AES
Security Contexts
Carrier

License Value
200

Unlimited
Active fActive
Enabled
Enabled

2

Disabled v

Apply Reset

PHIR5 1L ID Token 7By NVEMHhi
[ JoN ] Smart License Registration
ID Token: !MZVBEHpWDSEMGgZaDRYakOymeNVnRaSWSsbmSXVXVIZkaRTdGTWJE%UAZVmTU‘%BD%UAI
Force registration
Help Cancel _

] LLa) % sa &l E A (Forceregistration) SEHE, V34t O HE A] it 5 2 AE R FEER AN [R5 11

ASA. fltn, N e A E B TR R AMNER T ASA, 15 H 32 %1E M (Forceregistration).
L6 pidEM.
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| 15 ASDM %32 ASA
raiT [

ASA SIS OB (1 /1504 11 ) 4 e AR SRR A, R RO TG & VP UE R A A TR,
Rt Eﬁm&ﬂﬁzﬁ TR B P E A B BRI 2 1 F 58 2% (3DES/AES) VF il k. HVFnRA i, ASDM
SR LI Rk T LA FR BE R (Monitoring) > JE 14 (Properties) > £ BEVF AT IE (Smart License) LA
%ﬁfF—hIHk,w JCH R IR

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

FET WELU TS

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a

Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) %7 Enable Smart license configuration.
b) MINEER (FeatureTier) gk, EHEM (Essentials).

AR T H
c) (A XTI (Context) VFAJiE, AN S H .
FET LAZE A VP ATE IR0 AR 2 Pl st IR s K3 H I s I 2 5
* Firepower 2110 - 25 B 5%
* Firepower 2120 - 25 Ffi 5
* Firepower 2130 - 30 i1 5%

* Firepower 2140 - 40 Fili 5

a0, Xf T Firepower 2110 17, ZAE I A - 25 M5, T SO 235 IR S5 3R

IE 2 Ao
SIB8  fiidi Apply.
$IE9 kT AT Save Elbr.
$IE10 B HIFEH A 5 ASDM.

RS P AR, AR EEDRT N 5 ASDM A fiE S8 BB B A o
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B ==zas

BcE ASA

HIH ASDM, S mT LU 1] SR AC EFEA DI REN s D fie . LT LT SHC & 1) 5 PR S I hRE -

P KIIEF: Wizards > Startup Wizard, #R)5 s Modify existing configuration HLiE %4l .

@& Launcher File View Tools m Window Help
ece ’ Startup Wizard... " Cisco
@ (= VPN Wizlirds ‘ ) ‘ id co
@ Configuration |*7] Monitor ard Help | Type topic Co
_ B E ' High Availability and Scalability Wizard... | - & "
7~ Device List- hookatksy | Unified Communication Wizard... |
000 Device List | ASDM Identity Certificate Wizard... [
% Add [ Delete & Connect { Packet Capture Wizard...

_ Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup W ard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

5 w M
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard

Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

$1® 2 Startup Wizard ¥ 5| S 058 KA E :
© JH
« B0, GRS RIS R O TP Mk RS B
© BHASER

I (Cisco Firepower 2100 X\ 7#57%)



| 15 ASDM %32 ASA
iiaasafarxos cu ]

* DHCP fAR%5#%

* Fifd...

$E3 (k) 7 Wizards g, a47HAb R 5.
PHIB 4 FEALALTLE ASA, SR ASA ZR B SRS RS S (R A RRAS [ SR

177 [5]ASAFOFX0S CLI

AT LU ASA CLI (1 ASDM) Xt ASA HEAT HebHE R sk Bl & . vl DUEFE 204 1 & oty 1 LAYG 1)
CLI. AT AR JGAEAT e 10 FRCE ST ASA 1 SSH Vi 1al; fEBGATE LR, SSH Vil 225 . 3%
HEEE, S0 ASA — R B IR .

H AT L MASA CLI 5 i FXOS CLI, DMEE4T iR HER .

UK

HIE N WS B E B G35 . Firepower 2100 Bt f5—4 DB-9 %% RJ-45 HRAT4:40, FrllE 2
7 AT USB R4S TR . W RN B IR RS 2B L B USB SR ATIRsh R . I LR H
T

* 9600 PR
o 8 MNMEHERAL
o AR

o 1AM AT
JEHER ASA CLI. BRIANIEBUT, Uy i #3506 A T 244 H P AT IE.

HIE 2 U5 A EXEC #i3.

enable
F—WHiN enable fiy &I, RESTIRNEEREE,
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x**

Repeat Password: *****x

ciscoasa#

W ASA TLikA ), I HEHEAN FXOS b fry i, W ASA L &1 H H #6552 FXOS
EIR G,

(Cisco Firepower 2100 A\ 1355 [
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i |
l{lz.l.bl-

il

2

&/ ASDM %38 ASA |

FERFA EXEC B, Iy dERC B a2 3w o 38 n] ARFBL EXEC AREUHE N Pl B A
PR AR EXEC #E5X, iEHi disable. exit 5% quit iy 4.

U7 1) 4 Jr M B AR

configureterminal

Tl

ciscoasa# configure terminal
ciscoasa(config) #

AN A R AR T A TIC . ASA. BB H 4RI B, TERI exit. quit 2% end fir 4.
(A% %43 FXOS CLI.

connect fxos [admin]

* admin- $ AL IR IIVT AR o A SRANRFEREIETI, P A R By AR . TR, B
A B BT, B ETIC B a2 T

RBEANSHENEREH P AEIE . MATH ASA F 7 2oL 845 FXOS, o b g 5. ZR[A 3] ASA
CLI, i\ exit B\ Ctrl-Shift-6. X.

7E FXOS 1, #n] LU ] scope security/show audit-logs fir 4 & & 1 /7 i 50

i

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

© BHRLNCE ASA, ES N NER ASA R SCRYHE S B IR AT RSUAS IR SCRY
s fRiREHERR, WS (FXOS kst IER) o
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s 1 =

{£ F ASDM FN#l F E TR == 70 & ASA - &81R

AEXEEAMG?

Firepower 2100 2312474 A FXOS WK)ZHAE RS . v LATECL F LT 414 ASA 3247 Firepower
2100:

 PER - TP AU, BAAZIFE FXOS FHRCESEA KA ES BRI s . X1
EAHEE 0. #57 EtherChannel. NTP. WUZEHELE, #8007 LIS ] HLAEE PR3 Web S L
FXOS CLI. #RJ5, %A LIdH ASDM B ASA CLI 7% ASA #:4E R h il & 2o g . e se 4
(1) FXOS Bl ETRrE, 1ES W FXOS ASA FLEFRF . A X FXOS WbsHbR 4, 12 FXOS i
R HE B4 e

\)

AR XN TEAMED show i, LATIEMN ASA 1%, E A2 HZ 5¢ 81
Gt E B BAZUE ] FXOS fr & B A R ik L5 R A CTRdfE
B, WS FXOS #bsfERiE i .

© BRI BRI - & B A VR RC B ASA T BT I E . FXOS CLI AR A ey R e bt B

AP
IERA

ARZENHUHTAE ASA PGB N 7E M 25 rH5 3 Firepower 2100, ERINTEHL T, Firepower 2100 7E 1%
FRA N isAT, PR T AR E -G8 AEAW LKL T EE, 2% (ASA K
EARHD) T ARAHIR A2

* D)

* CLI i &

AEER R QAT RO E R 200 RS SRR IR, WSS R ETE .

Firepower 2100 {4 7] LLIZAT ASA B A4 sl s B AR A o 75 ASA I gl 95 i 2 1R] D)4 /5 B0 ) &
TR . 15 S W E RS R ASA B Firepower J&HpB5 A1 14 % o

PR FALUT EE 7S B - Firepower 2100 ANZER L ENEAN N G605 B A, En] IR E A AN A5
HER, BImH TR 4. EXME N, & RIEPATECE S H SNMP B AT g & & BIHAE & .

« T ASA, H 178
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B {£F ASDM #3.E ASA |
XF ASA

o v BT . 5 180 UL

o AR MBI E , 5 182 1T

o R HLE , 185

s FITFPT KI5 186 UL

s R AR, 59187 T

o (A[E) TR FXOS Al ASA 5 EE IP Mokl o¢ , 25 189 1L
o (RfIE) BSRMUARE A, 5 195 0L

o (AR 7E WUARE BEES b s b O, 28 195 T

o %k ASDM , 5 198 T

s BCEVFRT, 25198 1L

* Bl E ASA , 55204 1T

o (AR EFdEE O LAECE X FXOS A Hi M) , 25 205 7T
* Jjin] ASA FIFXOS CLI, #5206 7T

o JEEARAE . 2 208 T

« ‘FE R T Firepower 2100 f#7 2305% » 55 209 7T

*T ASA

ASA 1 BB PR Bt PR KA VPN ZErh 33 DR -

Firepower 2100 /1G4 T- ASA [ — N ¥ %o 1R F AR B &1 (BIA) FigfT ASA.
Firepower 2100 23121740 FXOS MRJZHAER G A T8N, 2075 FXOS Hc & A 1)
BAESBORE R S o IR E S 42 10 . #57 EtherChannel . NTP. BR{GEFEESE, AL
] HUAT G PRAE Web LIS FXOS CLI. #RJ5, o DMEA BUF IEh —ANMEFLERTE ASA #E RS

T B 2 4 S
* ASDM - % & LR &8 e . ANTRm N4l H ASDM &2 ASA 11777k,
* CLI

o RMZ A IS - AL T A IR 552 2 B A EL A
WA ARV ERLE ASA P A . FXOS CLI AV F2 kw2 e il R i 4

ASA F1 FX0S &18
ASA FIFXOS #AF RGP 1/1 8210 pefe PR Sl 1P Mok, I T%8:3] ASA Fl FXOS.
A

IR LB OE ASA PR MR 1/1; 4E FXOS 1, A REAE 2’ s ) MGMT. management0 5§ H:
ALK . AFERPRG L TR B BE 1/1, DALREF— SRRy v
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| 15 ASDM %32 ASA
rxiwme

HLE TR ZAE FXOS LT InAE, 1 HART RE N 07E ASA EbAT 4%, [RIG 55 2R F X A
BAE RGATRR YD . X T FXOS EMAIAARL S, %n] DUE A SSH. Bl i) i) i 28
(https://192.168.45.45) iE4L 2R IA T 192.168.45.45 1P Hidik.

X1 ASA FIRTAENRC S, % a] LL# ] ASDM %82 3 https://192.168.45.1/admin. {E ASDM 1, f&u] LA
DL MAT AR 32 L1 BC B SSH 7 i) o

PN ERAE RG] NS & o 1 3RAS . WIARERR i i) FXOS CLI. #&n] LA#H] connect asa iy 4
KiJi ] ASA CLI.

RIETT L VE M ASA HidiEdE O 3ET FXOS BH,; ' SSH. HTTPS 1 SNMP Vjia]. M IhREN TR
EHAEEA M.

A SHFRI TN RE

X F5HY ASA T ¢
Firepower 2100 A3 #7LL N ASA Jifig:
o AR B FONIT
* JURFEN
< SR
* L% P SSL VPN 5 KCD
+ ASA REST API
* ASA FirePOWER #st
o M 2 A I R RS
* UMK
* SCTP ks (SCRHEEH] ACL (1) SCTP IR 7D
* Diameter

* GTP/GPRS

LY FXOS ThAE
Firepower 2100 A KFLL R FXOS Lig:
* %A 5IEJR FXOS it &
{45 0] LI# ] show configuration iy ik~ 4 B sk 38 20 Bl & o

\}

R show M AN EIREE] CEI B, BT LLUGn SE BRI RS I 25T () 3 &
i, B I show FirHH DAALHE SE R AT 250
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&/ ASDM %38 ASA |
B :aes

* FXOS RN AAA B 435631

IR, U FXOS (connect asa) i8] ASA FEifil Gy, 2 R T461 6 Vi) 1) ASA
AAA il % (aaa authentication serial console).

i £l i F2 F

S LTS AEN AR 3 B A & ASA.
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& ASDM #3E ASA

Pre-

Configuration

ASA CLI

FXOS CLI

Chassis
Manager

ASDM

Cisco
Commerce
Workspace

Smart
Software
Manager

@ Install the

@ Review the

@ Cable the

wainir |

@ Power on

firewall network firewall the firewall
—» and default — —»
config
5 )Enable 6 ) (Optional)
platform Change the
mode —p Management
IP: ASA
|
v
@(Optional)
Change the
Management
IP: FXOS

. (Optional)

Loginto
Chassis
Manager

@ (Optional)

—>

Enable
interfaces

v

10 Loginto
ASDM

@ Obtain feature

licenses

@ Generate a

license token
for the chassis

13 Configure

feature

licenses

‘ (Optional)

Add access
lists for

mgmt;

enable SNMP

1

15) (Optional)
Enable FXOS
remote
management

14 Configure the
ASA

— —>
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B esmsnzanins

&/ ASDM %38 ASA |

(1) | PLE TS AR

LRI K I TS AR e

() R T

BHMEEEMBOARLE , 5 182 Ui,

(3) |FeE T

TR AL, 2 185 T,

(2 | T

FIIFB KBS HYE . 26 186 UL,

5 |ASACLI JARF a2 187 T,
6 |ASACLI (A% B FXOS fil ASA B P IP Muhkmi oG , 2 189 . Wt P IP: ASA.
(7)) |FXOS CLI (FJIE) T FXOS Fil ASA B 1P Huhla ™ ¢ , 2 189 Ui: T /& 2 IP: FXOS.

(g) | BUAEEa (T3E) TESEMLAR S FIaS , 45 195 Ui,
(8)

(o) | BUAEEa (AT 76 MU B0 2% v A 1, 48 195 T,
(9)

10) |ASDM %3 ASDM , 5 198 71,

@ RRER 25 AR =31

FCEVEA] , 55198 i: SRENThREVFAlHE.

12 BRI P g

BCEVFR] 55 198 0 S HUAR AR JVF rTIE 2 R

(13) |ASPM RCEVETT , 4198 01: FCEIAEVFITIL.
1a) |ASDM Ml & ASA , 55204 71,

15 |ASDM CATIE) fEdidls 1 BRCE X FXOS M #7565 205 7. 3 H FXOS iImfE s #: A
¥F FXOS M ASA #1120 B

(e |V R () EBGEE D EHCE X FXOS R FI ), 55 205 1. Fd B U5 ) 5138 DL VR IR
(16)

EHHE A H SNMP - CBRIAE & R A H HTTPS F1 SSH) .

EEMEHMEMIANLE

T P o Ad FERIABC & ) Firepower 2100 7 ASA 1> S 1T BRI M 453505 .
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| 15 ASDM %32 ASA

Firepower 2100 & X BN & .

TSR AR AR T L R B L 28 VA A R 2% ok DSL U R 2, FRATTER USRI U 2 BT
Mo, DA ASA g 8810 3 I 25 30 AT BT 6 FB R NAT . G SR 468 75 B0 Al 2 I id ' PPPOE DL
BRI ISP, AT LLZE ASDM 2 2 7] 5 AT b A .

\}

ER WIRE S BRI FXOS FI ASA G H IP Huhl, 3 (A1) B FXOS Fl ASA 53 [P Hh
WM SR, 55 189 T,

IR T K 5 TP Mk, T LURET] ASDM 81 ST B . B, (DL FRRSLT, fn
AT BT S 3 TP M

o WIS AN 23R 192.168.1.0 W44 (X — ANl BN ES) i 1P Hbti:, DHCP ALK
PRI ANBEE ARG TP Huhik . B i) AL S R AE T ASA ZE Rl — 4% EANRER AN o
FERXFIIGOL R, S Z50Ks P30 TP kb B e 2108 X 4% L

© WIACKE ASA URINBIELA BRI LS sl R YR TP il B e B AT X 4% L

55: 15 B W £% Hh 89 Firepower 2100

QOutside

k\..

outside
Ethernet1/1
DHCP from outside nw

e _@_ management  FXOS: 192.168.45.45
& Management 1/1  ASA: 192.168.45.1

inside
Ethernet1/2
192.168.1.1

'E ! Management Computer

DHCP from management ifc

Firepower 2100 & =X BIABLE

&R LUK Firepower 2100 ¥ & A ZE T G N g 4T 1 2 B 20 BOA R L.

)

AR 0T 9.13(1) ZHTIIRRAS, P SRR BOA L IUNIME — L. WER M GBI, W R B A
o
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{7 ASDM ZBE ASA |
. Firepower 2100 F &1 BINELE

ASA fiL &
Firepower 2100 _[[f] ASA i) BRIABLE (3 DL R AL & -
© NER—SMERIE - ORI 1/1 (AR, BLKIM 172 ()
* )\ DHCP [1J5MEB | P #thtib, A IP $idik - 192.168.1.1
* DHCP RRSS8R/E N HHZ 1 |
* >k H #hi% DHCP (12 IA 3% BB
< B - EEN 11 GEHED , IP Mk 192.168.45.1
* ASDM Vi) - FRVFE EE L.
* NAT - A BRI SR BT A i K% 1 PAT
* FXOS B3t it 1 8)) - FXOS HUAR AT DLYERE AN ASA 1) 8l B & .
* DNS 245 #% - OpenDNS IR 55 2% CLHilic & .

P E 1 BLT iy 4k

interface Managementl/1
management-only
nameif management
security-level 100
ip address 192.168.45.1 255.255.255.0
no shutdown
|
interface Ethernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.45.0 255.255.255.0 management
|
dhcpd auto _config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

ip-client outside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside
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| 15 ASDM %32 ASA
waezny

FXO0S AL &

Firepower 2100 F[f] FXOS (1)) BROIARCE (0 & DL R AL E :
o EIR 1/1- 1P Hihik 192.168.45.45

* ZRIAMI X - ASA HdlEz 0

* HIFEEEREE A0 SSH i) - AU B R 45

* BHAR P& - admin, ZRIAZRS Adminl23

* DHCP BR£588 - & )ity IP Huhikvi[H 192.168.45.10-192.168.45.12

* NTP BR%588 - AR} NTP lR45%5: 0.sourcefire.pool.ntp.org. 1.sourcefire.pool.ntp.org+
2.sourcefire.pool.ntp.org

* DNSBRZ5 8% - OpenDNS: 208.67.222.222. 208.67.220.220
« BAKM V1FIAKR 12 - 28

EEFRIR L

Outside
Management 1/1
management —
FX0S:192.168.45.45 Ethernet 1/1

r outside, DHCP from outside nw

PR e el

S eee pee L |ETeee LS

‘ [ [ [ [ e e | | Mg St
reat 15 FEEEEEEEEEEEEEED ﬁﬂﬂr!,— [=]a]

T -me — pem 2008 | am
AL mem _1H-H oFH T e

et man [ 11 1 o688 (Ghon =y

Console Port
For CLI access

to enable
Platform mode Ethernet 1/2
inside, 192.168.1.1
inside
Management Computer Other Data Networks
DHCP from management ifc
192.168.45.x

FEAFH 1/1 01 1AF T Firepower 21000 45T LI% FXOS I ASA il il — 3 i 600l BRARC 6
LUK 11 LB SN
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&/ ASDM %38 ASA |

UK

SR N WSR2 R R .
PR 2 HERE I ENE RGOSR R P 11 DT VARG R, SRS B 1/1 R R B 4%

TR B SRR BRI 2% b, RO A M 4 % 7 it il LAV Ia) ASA B FXOS. &R 1/1 A
FHEAN FXOS IP il (192.168.45.45) F1 ASA BRIA IP Mkl (192.168.45.1). FXOS itiz1T DHCP il
Sl 2 P (RS P END AL P bk, DR, 5K e B AN ST LA & P Y 4R
5 (2 Firepower 2100°1- S BIUEOABLE , 25 183 1) .

WA EE N FXOS A1 ASA B TP Hubik (9 BRI B SO HARAE, 1620 (nfik) ik FXOS #
ASA FH P HhEEE M e, 25 189 T,

Mifa, TN EEE#: OiC & FXOS F1 ASA BRI . AXRFXOS Ui fE R, ESH (k) 3
Padz O _LRCE X FXOS R ELUT M, 55 205 1L, A7 ASA Ui MR R, 1S W ASA — i /ERl &
AP

SR 3 K B SN B G 5

BT BV ASA CLL, DL & U SO P 64550, Firepower 2100 Bl A7 4% DB-9 # RJ-45 H14T
i, PTUMETREI =7 AT USB BT e . IR N A E RGLBATAT L E (Y USB #3147 K
HFET

TR A MBI BOERZ LUK 1/1 #10 (FRid ) WAND .

XFRBEBAFVFAT, ASA SRR, LAE &l LAYs R VF T UM LR o

FERS KNI AL R LUK 1/2.
ez L RSN TS CE RS AR

FTF B AR IR

HLR T O, AL TS T A AR 1 @2, 2 —MEshATF o6, M TR G st . R B¢
AT “%H” (Standby) 7 E, FIFFEHEA S H 3.3V &, 12V ERIENAE TS PR . 4T
ML “FTIF” (ON) Pr &I, 12V EHERITE, HRGHKEE),

i

TR RO LL R R e, i SRR B LY A
TR 2 4 F B A H BT
SR 3 KA BRI PWD LED: W14% LED R4tfiesaild, RN OBl hik.
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| 15 ASDM %32 ASA
raTanx I

SYS LED

mememmEeE -,
’_‘"_‘"_‘!_‘l_||_|l_|_r elululalal
PEEEEREEEPEREE®

= E L E
T ==
PWR LED
FIA RARK LMK SYS LED; fEHLRITH E)E, FoxRA O A 32w,

iR FER T SO B “ G (OFF) 1 B 21, 151l shutdown 4, LMERFERER IE
WMo IR TR LA B T A BE S . IEH MG, EHIE 4 BN AT Ll e 4
Wi T TRIBR S (8 A7 4515 A% LED S3id, 4878 R CHER I OCH FIE . m] LK TG D4
B “5&H]” (OFF) AL . HUTIAR PWR LED 23 8] INRFEAE Ko £E PWD LED 584K M2
BT 204 YA

152 FXOS Ml 'E 55, T A R H shutdown v & FIFELIME B

RATA#R

BRAMEOL T, Firepower 2100 fE B R8T BERE P4 & A i S o T 5 8, BLR A
g FL B Al e A (T

ORI, S THBRACE, DL ZEHE AR gE. BRI 2 N BOABC .

UK

T B B SN B HI 4 % 1 . Firepower 2100 Bt 5 — 4 DB-9 % RI-45 #4744, PrUlish2iss
=7 HRATH USB SRS TR . W iR N3 R G 2 RAT AT 2L USB H AT KB RE . LA R &
ITHCE

* 9600 PR
o 8 N
o AR
o 1AM AT
EHF] ASA CLL. BROAEHT, Vi ¥ 0& BAS T 2 4L P .

R E R FEER G, BHGEREY M FXOS CLL, MAZ ASA CLI. {Hi&, 1] LLZEF
BN IS & U7 W ASA CLI; 38 23 42 2145 1l & o 1 LA ] FXOS AT ASA CLI,
5206 T,
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B =rzaus

&/ ASDM %38 ASA |

PHIB2 Vi FFA EXEC Bix,

R

enable
BN enable A, RGN EENEL,
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*x*

Repeat Password: *****x*

ciscoasa#

FERFA EXEC B, FrA ARG E 3w H o i8] WRFAL EXEC AR (HE N Pl B AR
PHE AR, 1M disable. exit B quit Air4 .

Uy ) 4 R AR

configureterminal

T

ciscoasa# configure terminal
ciscoasa (config) #

K E T B R

no fxos mode appliance

write memory

reload

BRI S, ORI E IR INBR A . AEEURT N, P LA ANIE AT e W A LR R
B BEE [ AR -

il

ciscoasa(config)# no fxos mode appliance

Mode set to platform mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config) # write memory

Building configuration...
Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload
Proceed with reload? [confirm]

PO ABNE, BE AT AR A S

show fxos mode

Tl
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| 15 ASDM %32 ASA

(ATit) Ea xos FiasA &3 P s [

ciscoasa(config)# show fxos mode
Mode is currently set to platform

CRre) RS A e m ] g e A 5
fxos mode appliance
write memory
reload

BEEMGUS, @ EORAARCEIFEOF N B & . AEFFT I AT,  nT LAFEANIE AT A BT AR 175 0 T Ke
S a AR G

T

ciscoasa (config)# fxos mode appliance

Mode set to appliance mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]

(A[1%&) B4 FX0S 70 ASA 2312 IP it a5 W %

# T LA FXOS CLI 5524 Firepower 2100 AL (1) FXOS 4522 1P Huhik. BRiAHbhEYy 192.168.45.45.
RIL VT LA FXOS & OB M 0% . BRI G 1 1 280.0.0.0, B 4384 FXOS it s it #5 4
RILF] ASA B HE 1o RS ALDRE R e B R 11 s Bk A, AT DLSE SR G TP Ml
BEAR, A8 I 200 B A S 2 (1) 7 (7] 51 3R CAVC O BT X 4% o SR B ESCBRIA I G 0.0.0.0 CASA B #2
1), D7 M B % 0 B FXOS, 1 FXOS W EEddE 0 EEshis GE&m (]
W) AEECHE R I EECE X FXOS A , 55 205 11D .

W, FXOS 3 1/1 IP HuliK 5 ASA 455 1/1 1P #ibib7E [F]— 2% b DR biZeoct et S 7 i 5 2%
ASA F[1 ASA 1P Hudil.
Fri&Z 8l

* FEE M FXOS BB 1P bk j, 468 55 B BT (i shohk 08 e Sr AT A ALAE R B 2% R SSH & .

s I TERBEM TS 1/1 51T DHCP JIRESS, BRI 7E TH A B 1P Bl 2 A 24 25 2%
DHCP.

(Cisco Firepower 2100 A\ 1355 [



&/ ASDM %38 ASA |

B %) =20 rxos foasa & P s s X

UK

HERRIEEI G 1 Gl 20 4 20981 6 i 1 BLYT ) FXOS AT ASA CLI, 28206 50 o FATEWE
BRI G, DURE SRR T .

A% F DHCP IR %5 %% -

scope system

scope services

disable dhcp-server

commit-buffer

SR B TP M ik, AT LARE AT % i 1P Mk FOBT S HY DHCP. & n] L F &1 & (Platform
Settings) > DHCP & HUARF BE#S i3 545 H DHCP filR %545

il
firepower-2110# scope system
firepower-2110 /system # scope services

firepower-2110 /system/services # disable dhcp-server
firepower-2110 /system/services* # commit-buffer

fic B IPv4 452 IP Hohik, 3&mT DARCE MG (Rl .
a) BCE AR HIK a G H
scope fabric-interconnect a

i

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect #

b) AAEYEIIIEEL 1P Huhk.

show

i

firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.168.45.45 0.0.0.0 0.0.0.0
64 Operable

©) BCEUBE B IP Huhil, & AT ARG E R R B SR (A1)
set out-of-band static ip ip_address netmask network_mask gw gateway ip_address
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(ATit) Ea xos FiasA &3 P s [

LORE AT BCE MO, IO gw. [AIRE, AR O SN CR B LA A B IP Sk,
B A ip and netmask .

FOR MG E N ASA HdlE Rz 1, TR gw BB 050.0.0.0. IXREERINBEE

T

firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.4.1 netmask
255.255.255.0

Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* #

SR 4 FUE IPv6 & HE 1P Huhb AT 5.

a)

b)

BCE AR FI a (RG], AR5 BCE IPve FiL & 1YElH .
scope fabric-interconnect a
scope ipv6-config

5

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipvé6-config
firepower-2110 /fabric-interconnect/ipvé-config #

A 211 B IPve Mkl .
show ipv6-if

51

firepower-2110 /fabric-interconnect/ipvé6-config # show ipvé6-if
Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

TiC B 3BT [/ R TPv6 Hbuil FH R 56«

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band staticipv6 ipv6_addressipv6-pr efix
prefix_length ipv6-gw gateway address

BB TR E R, AT ipve-gw. [AIRE, R B 500 S N B LA TR PR TP 3
bk, E A S ipv6 and ipv6-prefix.

LR MR E N ASA Bl 1, TR gw BRI 2 o REEVARE
i

firepower-2110 /fabric-interconnect/ipvé6-config # set out-of-band static ipvé 2001:DB8::34
ipvée-prefix 64 ipvé6-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé-config* #

LB S5 MKk HTTPS. SSH Al SNMP [¥) 5 i) FI R FFA E HI2, LA SRRk 1F08T 9 25 (1) 4 B 2
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B %) =20 rxos foasa & P s s X

a)

b)

<)

a)

H ARG MRS B E T
scope system
scope services

i

firepower-2110# scope system
firepower-2110 /system # scope services

BEYHV M PR

show ip-block

A5

firepower-2110 /system/services # show ip-block

Permitted IP Block:

IP Address Prefix Length Protocol
192.168.45.0 24 https
192.168.45.0 24 ssh

firepower-2140 /system/services #

VNI AU 10) 41 3

IPv4:

enter ip-block ip_address prefix[http | shmp | ssh]
IPv6:

enter ipv6-block ipv6_address prefix[https | snmp | ssh]

X 1Pv4, T 0.0.0.0 RITTZE O LASRVERT AT 45 . T IPve, A = AITTZE O LASVRIT A
Rz, ] LU E AR E (Platform Settings) > i 181513 (Access List) 76 HUARAEY 1 8% rhfs i
(P78

i

firepower-2110 /system/services # enter ip-block 192.168.4.0 24 https
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 192.168.4.0 24 ssh
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 192.168.4.0 24 snmp
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipv6-block 2001:DB8:: 64 https
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipvé6-block 2001:DB8:: 64 ssh
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ipvé6-block 2001:DB8:: 64 snmp
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* #

T3 T FR) 5 1) 471 3
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(ATit) Ea xos FiasA &3 P s [

IPv4:

deleteip-block ip_address prefix[http | snmp | ssh]
IPv6:

deleteipv6-block ipv6_address prefix[https | snmp | ssh]

i

firepower-2110 /system/services # delete ip-block 192.168.45.0 24 https
firepower-2110 /system/services* # delete ip-block 192.168.45.0 24 ssh
firepower-2110 /system/services* #

PE6 (Wik) FHEH IPv4 DHCP [lR554% .
scope system
scope services

enable dhcp-server start_ip _addressend ip_address
AT LU T &1 E (Platform Settings) > DHCP £E HUARE FE8S v 3 F ok 25 ] DHCP 45 2%

T

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services # enable dhcp-server 192.168.4.10 192.168.4.20

ST RAFIE

commit-buffer

i

firepower-2110 /system/services* # commit-buffer

IR 8 Kt ASA MBS /R IEHM LS o BRIN ASA FFEIF: I 1/1 1P Hihky 192.168.45.1.
a) MIEHI GRS ASA CLI JF il 4 Rl A
connect asa
enable
configureterminal
E ASA A 9.12(1) SOE R fiRA T, R QISR IEBEE . ELLRTRRA T, BT
A A
il
firepower-2110# connect asa
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa> enable

Password:
The enable password is not set. Please set it now.
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B %) =20 rxos foasa & P s s X

Enter Password: ****x*%
Repeat Password: *****xx
ciscoasa# configure terminal
ciscoasa (confiqg) #

b) FESCEER 1/1 1P Hihik,
interface management1/1

ip addressip_address mask

5

ciscoasa(config)# interface managementl/1
ciscoasa(config-ifc)# ip address 10.86.118.4 255.255.255.0

c) HEA Ui ASDM [fI 4% .
no http 192.168.45.0 255.255.255.0 management
http ip_address mask management

-

ciscoasa(config)# no http 192.168.45.0 255.255.255.0 management
ciscoasa(config)# http 10.86.118.0 255.255.255.0 management

d) RAFACE

write memory

e) ER[F[F| FXOS =il &, iEHA Ctri+a, d.

Gt

PUR /s e B TPv4 45 B R 5%

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.168.2.112 192.168.2.1 255.255.255.0 2001:DB8::2 2001:DB8::1
64 Operable
firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.2.111 netmask
255.255.255.0 gw 192.168.2.1
Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* # commit-buffer
firepower-2110 /fabric-interconnect #

PUR /s e B TPv6 5 B3 R 56
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(Al

i) wenmees ]

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipvé6-config # show ipvé6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway
2001:DB8::2 64 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé-config # set out-of-band static ipv6 2001:DB8::2
ipvé-prefix 64 ipvé-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé-config* # commit-buffer
firepower-2110 /fabric-interconnect/ipvé6-config #

) BRIEEER

fEH MUAR S P A S MR B, L9655 FH 4% R 2 EtherChannel.

FHIa Z |l
© ARZESCFFMMEA IE R, WS EA A RA N RAT RN G

http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list. html) .

o G RFFETE I FXOS A1 ASA &R IP Hulk, WS (nJ#E) ¥ FXOS F1 ASA & B 1P Huhikuk
Mo, 2 189 T,

B2

SER AEEERE B 11 3 R R SALE, Yy R PUR URL JH 3 HURTE R4S .

https://192.168.45.45

2 AU A 4: admin. BRSSP TS,

(AIIR) EFEEESR PREAEMED

OO, BH /1. DOKH 1/1 FICUKR 172 #1005 DBy oM B, IR CL& 7 XA
ASA EEEEPF')EH A AT A O, il LR M HLRE S e, SRS AE ASA BCE A A
o HIERET LS N EtherChannel CRR A i HlE )
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&/ ASDM %38 ASA |
(FNiE) 72 HFEEIREE PR AEMED

\)

AR WRAE A R SO R CGEE I sl 0 2 Ak, Bl i B EtherChannel fit'E) o S0 0, i
TE4 % FIY FXOS F s o2 11, ARG 78 E %4 AT A0 5 5 04
WAL FXOS R — AN (i, anRIEFEBR M 4 i, #%£5% EtherChannel, B0 AN
BT BC 3 EtherChannel) , NI ASA Bl & 2SR B 5G4, DMEE ] AREATATA] Do B2 )R 2, M &
PRI &7 A I I s . AT LLAE ASA OS W Fah B e IH 1082 L &

\}

ER T2 show v, EATVEMEH ASA s, BAMAEZ MG THE . BuaiH
FXOS fir & & A LR % L5 R

* /eth-uplink/fabric# show interface

* /eth-uplink/fabric# show port-channel

* /eth-uplink/fabric/interface# show stats

* (local-mgmt)# show portmanager counters
* (local-mgmt)# show lacp

* (local-mgmt)# show portchannel

ARG R, TS0 FXOS g baHEbRfa -

FHAZRT
C BT E . WE T GRNAIEEE , 5195 51,

* Firepower 2100 7E 4 27T Z 4 Hil 11 (LACP) 3 3 8T JA #5820 T 3 #F EtherChannel.  ERIATEHL T,
LACP B E N “U55) (Active)” 5 A LLLE CLI B iZAR B Bl “TF )8 (On)” o FRATTEIY
B WA i I RE ) “WE3) (Active)” B, DLSEUER LA .

o FENBRE E SO TP Hilil, S (AR B FXOS FI ASA PR IP Huhilsi M oc , 45 189
Lo

UK

W HUARE EA T, %O (Interfaces).
BT 43 O 00T IO S s A 0 O 26 L MU s B, 78 PR O e ek 1313

S®2 B HAEED, ety (IR maspry (OFLD)
TR B O EZRT RN MGMT.,
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i) = smges reRtezn

HIE3  (a]ik) ¥shn EtherChannel.

ERE EtherChannel % 513 I /E ASA _Er] L, (B R GEAE FXOS HC & EtherChannels F1¥ 17 3%
DAECE/
a) s EJ7I g O i85E (Add Port Channel).

b)

d)

e)

2

Add Port Channel 7)(x
Port Channel ID: |1 Enable

Type: Data v

Admin Speed: 10gbps v

Admin Duplex: Full Duplex v

Auto Negatiation: @ Yes No

Available Interface Member ID
[ Search [E3 Ethernet1/3 ]
[E3 Ethernet1/1 [Ed Ethernet1/4 ]
[ Ethernet1/2

Ethernetl/3

Ethernetl/4

- Add Interface
[£4 Ethernet1/s

[ Ethernet1/6
[E3 Ethernet1/7
[ Ethernet1/8
[E3 Ethernet1/9
[E3 Ethemet1/10

Fl Etharmatt (11

QK Cancel

7Eif 3&i& ID (Port Channel ID) “FBH, Hip N FHHIE R ID. ARENT 15 47 Z[H.
% /2 A (Enable) SIEHE LR ] b 1A

BIEZER (Type) Ml ME—nl AL 2R (Data).

MEIRE (Admin Speed) FHzFI&H, JEFEHTA K R K

WER AR IR D ICVRIE BIPTIEIEE (LUR SR PRI IAR R ED WS B 3h AR AT AEde bR (132
.

T R 1 i B 31 (Auto Negotiation) 2 (Yes) 57 (No) Bk 44 .
AEEIEW T (Admin Duplex) FHiFIERF, KT TR T,

7ER]FA#% O (Available Interface) #1151, EFEENMGHEED, ARG SdiRmED (Add
Interface).

Rt 22 W] AN AN 16 AN[R]— SR BRUNI S8 R4 11 o 9500 8100 TE AL 10 55— 4 1 2 LE 0 PO S R

.

RN KA I AN . FIEREZAMMSLIE L, W RGEPTR R, [AIRHZAE Crl B
FOEFE A RIVEH, RSP NN, R, FEIRAE Shift BRI,
AR I E — MR
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h) MM E (OK).

=3k ASDM

BCEIVFA]

Ja 5l ASDM LDU{EHCE ASA.

BEN%E (3DES/AES) RJ 7E R4 BV nIE MU AU B PR RS 4% < BT T %R,  DMERRE o
%) ASDM, e, ASDM Vi AN B AT BRI a7 B 0 _EnT . ZERE IR In %
VFAEZ R/, A SRVRE SR & R
FaZ B

%% Cisco.com _Lf¥] ASDM KAT Ut T #1547 ASDM [HEK

i

A SRR Y A A LU URL.
https.//management_ip/admin
* management_ip - Fri ASA B BEEE [ (192.168.45.1) 1) 1P ikl B4
IGIRE 427 Cisco ASDM W . RS ] Ress F BN WA 22 %15, I ASA WA il 45 nf bl
A 1 220 T R A G i) 1Y 5T
AR AT %2 —: Install ASDM Launcher 5% Run ASDM .
MY R T, 42 bR 4 B W] I 3) ASDM.
#4006 B~ Cisco ASDM-IDM Launcher .
KH P22, MBS ASA & )8 H#0, SR)5 fili OK.
Y0¥ Wox ASDM E % .

ASA R REVFT] . AT LU RT R BEVF T, X MR s TR A B, ST LA
LK AVEATIE TR SR BRI F Y B AR AR CZRiARoy AR IRSS 48D o A RIXEEE VPl Tk o
ZfE R, ESIIUR ASA RYITIREVFATIE; AR R H] T H U gEVF T .

H R BRI S VELIEE , 155 1) cisco.com/go/licensingguide
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| 15 ASDM %32 ASA
raiT [

TEMHLARINS, BRI AE FI 2 b B K BRI g P B 2 1) FR T8 A5 UK IDIEAS o &I 245 17 2K
B2 O AR N B RE R /o BRARSE ) B REARAE T AR, A WK IR AT IO S, A
D RE s SERFPRVE AT, H A 5 THT R 3RAE AN S50 o VAT D) Re (4 -

o SEAiil

2

* SRIN% (3DES/AES) - Wl RS R ek 1 ARG5S AL, {H Cisco UL E A VFIEAE R 2 n 2%,

& R] LTSI o0 2 V0 nl e ds n 22 0k f

* Cisco Secure % /™ Jify - Secure Client Advantage. Secure Client Premier 5¥ Secure Client VPN Only
SN2 (3DES/AES) W {ESGERBIVE A UEMUR AL 5 A IS5 4% 2 m T8 BBz, DM RS )
3 ASDM. 1EVER, ASDM j XA R ATERA NS R4 B L FH 4 0 EnT T AR eI F R I s in 2%
VFRIUEZ T, AN S vFal i & (1 i &
IR R PR SR ASA VRS N, T R rh 7R F It 2 R AR Y P @ b 1 S AR FIAY
I15E (Allow export-controlled functionaility on the products registered with thistoken) Ei%4E, LAME
IS e ) 5N 26 VAT UE - CREFIMR 7 205 FAE T 45 A1) o A REAENLAE LS R 2 R, T
FFEE&MMH P, R A BBV, PGSR T AR . DR Bk = &
ARAFIRIN AL, {H Cisco CUAfE VR SR, S8mT AT S st I 88 Vi Al Uk s in 2 1k r

N\

% 4 Firepower 4100/9300 HUAG A, #4E ASA FEHATHIAVIATRCE , M ASEAE FXOS Bl E H AT

FHIa Z |l
PR BERAE A B R
R BGRRATIK s UE Rl R AR IR o Tl IR RERIH A S, T LON A2 —
ALK

o SEIR BRI PH T BEER IR 25T 5 3N 25 (3DES/AES) VFRIEI SR, A Reff R Lefie (2
AR SR AD

g2
TR EE ORI REVF R RS T R VR RATIE, AR AR PR R (R SRV T
2T SR R M LW SR I, S VF TR Y 12 LU B S O B e AP BRIk o (HLE,

R A S INERIE,  WE A R R 45 TAE =518 i Find Products and Solutions 8%
Bro #RLUNAHE PID:
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&/ ASDM %38 ASA |
B ==4v

[& 56: ¥ AIIEIE

Find Products and Solutions
L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o FLRBFATIE — L-FPR2100-ASA=. FEAbVFATIE S G 2011, (E AT AR 75 Bk S0 n 21

4 H T3 Re i
PEVFRTIG P o

o 5 15 54 AHIE - L-FPR2K-ASASC-5=. & S014F Al iE & M 18 MW S8 2 00 vl Uk Pl 2 18 1 75
5,

* 10 5551 AT HIE - L-FPR2K-ASASC-10=. 1 S VFlUES2E B I s 0 S 2 40 V5 v ik DA A 28 11 77
5,

FEN

* #iN% (3DES/AES) VF A IE - L-FPR2K-ENC-K9=. 1Y 241K " A SRAZHUAE FH i s i 75 22
* Cisco Secure & )i - 15 S BRM2 2% T it Wi « BAEE HHAE ASA WA VAT
_u:qu 2

R

7E Cisco Smart Software Manager H,  h B0Rs G 5 25 75 I 21 149 R H0LK 7 97 SR - 52 3033 2 Bt
a) &iili Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing
Alerts License Conversion Reports Email Motification Satellites Activity

b) 7t General &K~ |, ritfi New Token.

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

he registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) ft Create Registration Token X iFHEH, FIALL N E, )5 il Create Token:
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| 1M ASDM 12 ASA

raiT [

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the vaiue between 1 and 365,but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - JARHEBUXIN R 30 K.
« Allow export-controlled functionaility on the productsregistered with thistoken - j5 i S &
kbR
RGN A B I BN I 3t v

d) e FRAT O R 3 Sk RS T AT OT Token SEEHE, T UM HCRE4h 1D S B BTGB . 45 2E
WEASAIS, UEHER L IR, DAAEIZAR e Ja 1 A B

E57:. BELH

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The regisiration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJM3Z]IhYTIEGQ4OSDOYJk2L@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions -
. A
[ 58: £ < 4
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

$IE3 £ ASDM ', KIS Configuration > Device Management > Licensing > Smart Licensing.
FIR4 il Register .
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Configuration > Device Management > Licensing > Smart Licensing

smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport
Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate

Effective Running Licenses -

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for

Renew Authorization

License Feature
Maximum YLANs
Inside Hosts

Failover
Encryption-DES
Encryption-3DES-AES
Security Contexts
Carrier

License Value
200

Unlimited
Active fActive
Enabled
Enabled

2

Disabled v

Apply Reset

PHIR5 1L ID Token 7By NVEMHhi
[ JoN ] Smart License Registration
ID Token: !MZVBEHpWDSEMGgZaDRYakOymeNVnRaSWSsbmSXVXVIZkaRTdGTWJE%UAZVmTU‘%BD%UAI
Force registration
Help Cancel _

] LLa) % sa &l E A (Forceregistration) SEHE, V34t O HE A] it 5 2 AE R FEER AN [R5 11

ASA. fltn, N e A E B TR R AMNER T ASA, 15 H 32 %1E M (Forceregistration).
L6 pidEM.
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ASA SIS OB (1 /1504 11 ) 4 e AR SRR A, R RO TG & VP UE R A A TR,
Rt Eﬁm&ﬂﬁzﬁ TR B P E A B BRI 2 1 F 58 2% (3DES/AES) VF il k. HVFnRA i, ASDM
SR LI Rk T LA FR BE R (Monitoring) > JE 14 (Properties) > £ BEVF AT IE (Smart License) LA
%ﬁfF—hIHk,w JCH R IR

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

FET WELU TS

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a

Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) %7 Enable Smart license configuration.
b) MINEER (FeatureTier) gk, EHEM (Essentials).

AR T H
c) (A XTI (Context) VFAJiE, AN S H .
FET LAZE A VP ATE IR0 AR 2 Pl st IR s K3 H I s I 2 5
* Firepower 2110 - 25 B 5%
* Firepower 2120 - 25 Ffi 5
* Firepower 2130 - 30 i1 5%

* Firepower 2140 - 40 Fili 5

a0, Xf T Firepower 2110 17, ZAE I A - 25 M5, T SO 235 IR S5 3R

IE 2 Ao
SIB8  fiidi Apply.
$IE9 kT AT Save Elbr.
$IE10 B HIFEH A 5 ASDM.

RS P AR, AR EEDRT N 5 ASDM A fiE S8 BB B A o
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B ==zas

BcE ASA

HIH ASDM, S mT LU 1] SR AC EFEA DI REN s D fie . LT LT SHC & 1) 5 PR S I hRE -

P KIIEF: Wizards > Startup Wizard, #R)5 s Modify existing configuration HLiE %4l .

@& Launcher File View Tools m Window Help
ece ’ Startup Wizard... " Cisco
@ (= VPN Wizlirds ‘ ) ‘ id co
@ Configuration |*7] Monitor ard Help | Type topic Co
_ B E ' High Availability and Scalability Wizard... | - & "
7~ Device List- hookatksy | Unified Communication Wizard... |
000 Device List | ASDM Identity Certificate Wizard... [
% Add [ Delete & Connect { Packet Capture Wizard...

_ Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup W ard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

5 w M
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard

Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

$1® 2 Startup Wizard ¥ 5| S 058 KA E :
© JH
« B0, GRS RIS R O TP Mk RS B
© BHASER

I (Cisco Firepower 2100 X\ 7#57%)
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(i) RO LR E Fxos e ]

* DHCP fAR%5#%

* Fifd...

$E3 (k) 7 Wizards g, a47HAb R 5.
PHIB 4 FEALALTLE ASA, SR ASA ZR B SRS RS S (R A RRAS [ SR

(AJi2) EHEEEEO LECE X FX0S B E1E i 0]

W M 2 1 B Firepower 2100 ) FXOS, WA PARCE SSH. HTTPS F1 SNMP Vil . Wi
SRR A, (A BRI 1/1 (X270 FXOS IASHL T ) A Az g e, Nk ohRg e
WA W IR, WA AT LAk A A B 1/1 ST ASH T ). (ER, BN RELE A kTl g

I AV G L FXOS B 1/1 BEA TR FE Vs ) . b ThAE T Zl ol 1 SOB I B4 & 31 ASA Fids % 1

CERWO I B A& HEFR & — > FXOS # BLM ¢,

ASA FH AEFRAE S D JBEAT FXOS Vi in)s A U8 OR B DAE Rl —82 100 B ASAfEH . 4 ASA
TR R B FXOS I, B 5 MR SCR AR PR AE H A 1 409 FXOS i1 (A2 3 FXOS
[\ HTTPS %ii 1) o #e¥atl HAx IP Hudik CHD ASA 410 1P Huhk) &l )y tihl, it FXOS

o PR . TR, ASA il A L E s B b 2 R e im0 H D2 0. M A&7 )
ERLN FH I ASA $cd 1P Huhb s, 2548 FXOS B 448 5% ASA H P 44 FUdE R T ASA & Fiy

I .

ST DLEE ASA B4z 10 1R F FXOS & Hi & 8 8, X /& SNMP FEEFEEES T NTP A1 DNS R 55 %%
SERTTE . BONEOL R, Bk ASA AMEEE DS ] EXOS B HIE S5, LIHE4T DNS Ml NTP R4 5%
HAE XL HAT R RESA /T Tl AS T b 510D
FFi&Z wiI

o PR i AR

o NUFE ASA VBB,

o N H M VPN BEIEIE S ASA Bz 1, WARREE BV W) FXOS. E24 SSH [ Fh 7zl
Jivk, WTLAIEIT VPN 3] ASA, 17k ASACLI, X J51# 1] connect fxos 417 in) FXOS CLI.
VHVER, SSH. HTTPS M1 SNMPv3 T4 z5/ml LUINEE, K E %5 3 B 122 1 /2 224511

 fffR FXOS W5CE iR B B B8 K3 ASA B0 (BRMED « WRFEX TME, 1ESN
(A[3E) HH FXOS F1 ASA 58 TP Huhkslk ¢ , 2 189 1T
pUk
B /£ ASDM ', EHFEE > XEEIE > E1EiHE > FXOSZiEEE.

$£1B2 3 H FXOS .,
a) MSENiGEH TS HTTPS, SNMP 5 SSH.
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&/ ASDM %38 ASA |
B 59 asasrxos cu

b) SdiRin (Add), JFEEEAVFEFRIED (Interface), W& L& |P #idik (1P Address) ,
R JE M E (OK).

AT LI AR AN 2 AN H o R LT ERCAE, 5% & O (Port):
* HTTPS BRilkd [ - 3443
* SNMP BRikui [ - 3061

* SSH ERIAGR 1T - 3022

HIE3 AV FXOS M ASA £ 1 3h 4 Bl .
a) MEHLEIE T IER FXOSRE B3N (FXOS Traffic Initiation).
b) iR (Add), JFfEH K FXOS & HM ST 1) ASA #:0 . BRUELLT, AN 04T A

R

FIE 4 Ll Apply.

FIBE R MU TS CBRIAKSOL R MR https://192.168.45.45, /744 % admin, 5565 4] 8 sk I
WEIE) .

$IE6 i FAIRE (Platform Settings) i3, )5/ H SSH. HTTPS &, SNMP.

RSO, SSH 1 HTTPS &b T8 HPR A

P KTEEIRE (Platform Settings) L1~ 178515k (AccessList) FL &4 R VFEME M bk, BOATE
LR, SSH A HTTPS H AV EE 1/1 192.168.45.0 M4, #7545 oV /e ASA L) FXOS iEf2 &8
(FXOS Remote M anagement) Fit & H 45 i (AT (] Hhhik

if715] ASA FOFXOS CLI

AT UHTZEE R FXOS F1 ASA #5ifil&, LU H SSH i%#:3] FXOS.

EIZE3T ] & um O LA a] FX0S #0 ASA CLI
Firepower 2100 21§ £ 3fii 1 2005 4483 8% 8 FXOS CLI. %8 7] LLA FXOS CLI H &S F] ASA #5714, A
Je PRI A

R — MBI G B2 1 I FXOS F I & MR 8] ASA B HIA I, B i —AMFF A
SR, AR Telnet 5% SSH XEHEISHE.

i

J\\‘_J'_

LI K FR RN B 5 . Firepower 2100 Fi i — 4 DB-9 # RI-45 HiAT44, Tl
— 7 AT USB RGBT . W DR MR AE R RATAT L B USB SR ATIRENFE 7. HH BAE o

N

W :

Y
an
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zfm ssh 12z ixos [l

* 9600 JHHFH

* 8 ML

© 1AM RpE
18I R3] FXOS CLL. A F81IE: BRAMEUL R, &) LAEAT ) admin FIBRIA %S Adminl23
ke MUCEFNT, RESPRETE S admin %,

PR 2 EHF] ASA:
connect asa

i

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa>

$IE 3 T[N F] FXOS ¥4, it Ctrl+a, d.

{ /] SSH %#£%! FX0S

fas ] LA FHERIA TP 3hhik 192.168.45.45 SR FE 1/1 1/ FXOS. W0 ic B FEET B ( (afik) 76
Fda sz 0 FRCE N FXOS YR, 55205 00), & n] DUEBRIAEbR i O CERAE LT 0 3022)
R 1 1P Motk

PG ] SSH IEFE I ASA, IMZ0 e Bt ASA T $8AFIC H 5 re i & SSH. 7 )
BRI LU FXOS i#E#H:2) ASA CLI, RZIMR.
FXOS §& % ftF 8 4 SSH %%,

FHia Z |l

S KO TP Hidl, ES 0 (AT3E) K FXOS A ASA BB IP Hihkak R oC , 55 189 1.
bUE ]

LB FERDER /1 BRI ENL L, # SSHZER R IP Mk (BRIATE I T8 https://192.168.45.45,
fEH M 44: admin F1#500: Adminl23) .

WERAE FXOS s hin 7 H P, WInT DUAE AT F 7 4085k . WERFC B FE R 2, %% SSH 52 31 iy
3022 1) ASA Hdlsf 0 1P Mol CBRi ) .

HIE2 %3 ASA CLI.

(Cisco Firepower 2100 A\ 1355 [


https://www.cisco.com/go/asa-config

&/ ASDM %38 ASA |

connect asa
iR ]3] FXOS CLI, i&#iA Ctrl+a, d.

i

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa>

3 WA SSH % H:38 ASA (FF ASA WCE SSH Uiinl &) , ifi%#:5] FXOS CLI.
connect fxos
ARG AR X FXOS HAT SO ik s AEHIER] % admin Ml S: Admin123. 25K [F 5] ASA
CLI, i exit mif A\ Ctrl-Shift-6, X.

Tl

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FX0S 2.2(2.32) kp2110

firepower-2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4
Cisco Firepower Extensible Operating System (FX-0S) Software

[***]

firepower-21104#

firepower-21104# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

[REEIR1E

o PGRSELE ASA, 155 RN ERE ASA BRSOt d A 1 IR AR RRCAS R SCRY o
o HHlE FXOS MU E, 1S (FXOS I EIR/E) «

« fRHBEHERR, WS (FXOS #bafERfar) o
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| 15 ASDM %32 ASA

F &% T Firepower 2100 &9/ 52125 .

T &1 T Firepower 2100 B[ £ 12 FE

Ihie AR WA | ThEefE R
BB SO B | 9-13(0) | SIAN B #E0Us, BB OO O B, e IcAH, BT F S 0. an
(L5 RIEEF R H] 9.13(1), B IREE T SR,
B AE )y 4. fxos mode appliance. show fxos mode
PR ESHE A |9 130D | HUCOSFNFEE HARN, RASTONEREE L%, AT, BRIA%L N Adminl2s,
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