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Google 215 (GCP) /& Google FEEIAFL M5, AVFEHERILE Google ] 4™ it JAill 5 it N,
Mo Google (I REIUFALT 25 (VPC) 7T LA R g™ RN 1) A A7 3807 DX BON 4 2R3 i Y R 37
Ko GCP VFIETE Google I~ HIERIR 2 FRIEE H ) VPC.

&P LAYE GCP L% Firepower Management Center Virtual (FMCv).
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X7T FMCv #}Z#0 GCP

Cisco Firepower Management Center Virtual (FMCv) 1217 52 R FMC A [ iR aE, CUBRIE TR
PR Z A ThRE. FMCv J LB TR A 3L GCP o SR 5 v LUK SLAC &4 & BRI BE Firepower
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HEALTENER B
vCPU BE# TFER 77 1% 2% (GB)
c2-standard-8 8 32GB
c2-standard-16 16 64 GB
R 2B RAITEM LR
BRI RN LS B
vCPU BE# 7 ER 77 % 2% (GB)
nl-standard-8 8 30 GB
nl-standard-16 16 60 GB
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-32 32 28.8
n2-highcpu-32 32 32
nl-highmem-8 8 52
nl-highmem-16 16 104
n2-highmem-4 4 32
n2-highmem-8 8 64

GCP - FMCv FYRTIZ &4

* {F https://cloud.google.com [ fil|# GCP k)" .
o HRMEREM . A DALE EARHRAE L (https://software.cisco.com/) B #E— /MK ™ .
* M Firepower Management Center [iC. & 22 4% R 55 (1 T A VF AT UEFZ AN

« HRUAEFHFENEZEE, ESH (Firepower BEIHUOACEFRRS) H (1 “Firepower
ARGV
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* F T BEY5 0] FMCv A 3L 1P,
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FARPEY .
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NIERThEE
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https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#reference_7CC9392196754AD38B5250A9183027C8
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#reference_7CC9392196754AD38B5250A9183027C8
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1: GCP £ FMCv ZRE B3R #1NR 5]

Management
VCN
10.10.0.0/21
Public IP Mgmt 0/0
SSH & FMCv Ul =T
: FMCv:
: :

Open Ports

22,443 & 8305

7£ GCP _=3F2 FMCv

PURFEFP A4 T Ui £ GCP BRI i3 3)) FMCv 52451 o

£ VPC W 2%

FMCv #3855 5 0 1 FMCv i & VPC. 558 3 TR 1 1ENTEH .

F' /£ GCP G, 18 VPC M4& (VPC networks), R Jm Hili €l VPC M4 (Create VPC Network).
PR 2 (EAFR (Name) B, & VPC ML ARIIREL PR

$B3 (£ FMEIiEHE (Subnet creation mode), ', #idi B ENX (Custom).

L4 {EHF M (New subnet) TR FR (Name) 7B AT 77 (1) 4 5

$IR5 WX (Region) Mgk, & 8 mHE 1 X 35

WIR6 M IP it SEE (1P addressrange) 7B, %A\ CIDR #1128 — N 2%-1 1, 44 10.10.0.0/24.
PR B2 A AR BB EE, AR5 HE eI (Create).

B By A S A

FEAS VPC P28 HF T B 155 KBS R0k feF SSH AR E . MRS VPC IR A1 B K B% R )

H1 /£ GCP G, MKUGEFEM L (Networking) > VPC F4& (VPC network) > Bk 3% (Firewall), 4R)5 il 6 R
AIEHN (Create Firewall Rule).

[ 7 Google =T & FERE =4l Firepower &2 s



| % Google =F & L& E fEH) Firepower IR Al
# 6ep o1z rmcy 5251 [

PSR 2 EZFR (Name) F-Ber, A KBS B4 N\ il 44 FR, 40 vpe-asiasouth-mgmt-ssh.
I3 ML (Network) NRIFIZH, KEPEZEN IO KBS RN VPC M2 FK, 440 fmev-south-mgmt.
$B A4 NBFR (Targets) P 7R, EREH TR KBEHUNET, Flan: Mg rETE 6.
WwIES LR IPSEE (SourceIPranges) 7B, LL CIDR #% Uk AR IP #itibya [, 44140 0.0.0.0/0.
ISV H XL TP Hih i Bl A Y5 R B

PR 6 7EFAER O (Protocolsand ports) v, k4548 ZE Bt FALm O (Specified protocols and ports).
W1 NI )

a) UNINHULL 78 1F SSH (TCP/22).

b) WIIEEIILL R VF TCP ¥ 11 443,

5 10) 1] FMCv Ul 75 % HTTPS R3] T 1 443,

P8 il (Create).

£ GCP L3 FMCv 315

&AL L N DB GCP #5316 & FMCv 5241

FB1 GxF GCP £l 6.
$E2 1iHEEMIEE > Hip (Marketplace).
T3 FEHHH R “Cisco Firepower Management Center (FMCv) BYOL” JF&F /= i
$IB 4 B35 (Launch).
a) EREZFR (Deployment name) - 4 SLildg @ ME— I 2 FK .
b) BRIGARZA (Imageversion) - I\ 4781 R FRRRA .
c) X (Zone) - IEFFEE FMCy [ XK.
d) HEHAER (Machinetype) - {4l GCP TN SR, 55 1 00 e FEEmi v LAY,
e) SSH ZF4A (A[iE) (SSH key [optional]) - A SSH &5 £ %1 I 224
N B GCP A I — A SLE PRI P AR 1) — B FS SO . P JE R DR e Aide e 3 5l .
5 WK B ARAT B AN, DA R S 2 75
f)  EPEE AAVRE BRI E R B 589 SSH 2548 (Block project-wide SSH keys) K7 1a] 5249 . 5% [ Google
SCRY SR VB RH A5 20 H 200010 22 35 SSH %8377 7] Linux 541
g) BEBIZ (Startup script) - 4 FMCv $24it day0 Bl & .
DL R 70 Sk 7s v LAE FR ShBZR (Startup script) 7B & BRI 1) day0 i & 7<)«

{
"AdminPassword": "myPassword@123456",
"Hostname": "cisco-fmcv"

}
=R B AT R, SN AT ] JSON BiE 28K 51 day0 Bt & .

7E Google = T & F#E [l Firepower 1250 ]


https://console.cloud.google.com/
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
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h) MW FHAIERFIER B EZEE (Boot disk type).
BRINTE O T 2k rh AR 3 A 2 42 (Standard Persistent Disk). R ICAAE BRI SSRGS,

i)  RBahiEE K/ (GB) (Boot disk sizein GB) BRiAE 4 250 GB. EBHE G AR B BRI B BhREEL KN BARREN
F 250 GB.
i) HlERMMM4IED (Add network interface) DLRC & A FEHE o

AR QI@SOS, TCRORE VRIS o A IR B R G R S, DA Z A 2 S 1
A7 FE I £ 4 1 R ) 7 S48
* L& (Network) Tz, wH—A> VPC 4%, 14140 vpe-branch-mgmt.
* \NINER IP (External IP) NHugilkrf, JERIE LI,
ST BIE LT, #45MER I P (External |P) %64 IGRS (Ephemeral).
« M 5ER (Done).

k)  BAAIE (Firewall) - NI KAsHL)

< EFRIFERE Internet (SSH if1a]) B9 TCP %M 22 i E (Allow TCP port 22 traffic from the Internet
[SSH access]) & EAHELL 2 VF SSH.

« EHRFERE Internet (FMC GUI) B9 HTTPS it = (Allow HTTPStraffic from the Internet [FMC GUI])
IEHELL AUV HTTPS %

« 2 IF KB Internet (SFTunnel comm) TCP i [ 8305 57 & (Allow TCP port 8305 traffic from the
Internet [SFTunnel comm]) & IEHELL o vF FMCyv 152 B 40U SSL i 2 38 4 38 i B 745
)  HdEZ (More) JEITHLE I IP ¥ % (IP Forwarding) & 4 FF (On).
LIRS 1EBE (Deploy).

AR HZINRBGR T 2R, GRS AT HI . B w RETEEE 35 A Bk e aa Ak . 120 TR ER AL,
5 A n] e ity ZEMER B T EHTOT 46

T—F Mt 4

M GCP £ 5 ¥ VM S G A S RS o BORE R B A & TP kit SRS TP Muhik LUK 145
IEMUR B SEBIIOPEAT o IR S, R B B S

7 GCP L3775 FMCv 3L 45

AORIE OO B B U LA Ao F SSH Gt oty 11 22 1) TCP ¥82) 3 fiGPEAIE R, 153 0P
KEGHN 5 5 4 5L

SRR KB S VEG ) FMCv Se, JF SeVFREAEHT AR D5 i3 2115041 o

[ 7 Google =T & FERE =4l Firepower &2 s



| % Google =F & L& E fEH) Firepower IR Al
e azz o gl ]

* Hh 1P
. {XJII/‘%ED
o AR AN SSH & o al 5 — 4 TR
- TR
* Geloud fiv 41T

HXREAMFE, S0 Google AR H 54 (Connecting to instances).

\}

ER WA N Day0 FCE, AT DU R ERA FEUE S Sk B FMCy 526 . RPN AR 1 S sk I
WE N,

£ 1T H & EE = FMCv 3K

$IB1 £ GCP =G, %FitE 3% (Compute Engine) > VM 3£ (VM instances).
FIB2 ki FMCv s 2 R LT IT VM SE26E4R{E 2 (VM instance details) T
IR 3 FMER (Details) L1~ 1, HiiEREEBITIEGH & (Connect to serial console).

HRELE R, 1S Google 3R AT 5 42 . (Interacting with the serial console).

{EASMER IP ZEFZZE FMCv 32451

EMCv SEI 73 B AT 3 TP FIARER 1P 45 m] LU FH A5 1P Skei)i ] FMCv 5241 .

$HIE1 7 GCP #H#l &, #%FFiHE 5% (Compute Engine) > VM 3241 (VM instances).
FIE2 ki FMCv S22 B AT IT VM 2 6E4R{E 2 (VM instance details) T
PR3 EIFEMER (Details) KK, Hili SSH 7B N hsg s
PIR4 A SSH N H7 s P (KL 10

ST LU DL R 7 0E R 5 FMCy S0

o AR Al SSH %% ai sl B = U7 TR - A7 CVRAIME B, 121 Google SCR I HI 25 = U7 T 1% 4% (Connecting using
third-party tools).
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https://cloud.google.com/compute/docs/instances/connecting-to-instance#console
https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
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% A Geloud %1% ZE FMCv SZ 451

$IB1 £ GCP =6, %Fi+E 3% (Compute Engine) > VM 345 (VM instances).

FIE2 i FMCv SEBI AR LT IF VM 26EAIE 2 (VM instance details) T

P 3 HiFMER (Details) LI~ K, Hidi SSH FB I PR,

S 4 $115EF geloud 454 (View geloud command) > #£ = Shell #13E1T (Run in Cloud Shell).

IEIPEFTIF “ 2 Shell” (Cloud Shell) Z3i % [. HRTEAIE S, 1254 Google 3CHY, geloud x24T L HMEA (gcloud
command-line tool overview) ! gcloud compute ssh.
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https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh
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