T 1B RREE S5 1

*

=G o

D SRS 7 7 v A8 P AR SROIF R LERF A3 AT BB, DA SRR B I R A A% 2 et 4T A

M350 4 2 i BR A< Cisco Secure Firewall &% 7= 5 415 eStreamer 2 FF [ EH5 45 7 HAH 6

=]

A5 FH B S v 045 2 TR S AL ) e o U2 R e 4

THER, FERRCR 5.0 ZHTIRRA S, ID 70 fiss o pk il 51 % . X T A 5.0, 1D M FEss B

HRE A, HAd S5 44 AT SR — o

R B SRAUHIA Cisco Secure Firewall RGNRA 4.9 K @A A 450 . W SR IE 7 2 O

P SRR R SR SO, R R S SR

AREMEL, WS LT &

IH AR AR L

IHRAN R E RS, % B-1 1

IH AW B R A A R 454, 28 B-69 11T
IHhR R s 454, 28 B-122 1L
ARG 454, 25 B-165 1T
IR F A H R 4544, 55 B-312 1T
IH G S 454, %5 B-351 1
IHA ENLEAE S5, 5 B-366 1T

YEEEH

NZHAE (IPv4) itk 5.0x - 5.1, % B-2 T

« ANfRZEAE (IPv6) id3% 5.0x - 5.1, % B-6 1T

MNEZFHF L% 5.2.x, % B-12 11
NRHMILHK 5.3, % B-18 1T

 ANBEHEMCHE 5.1.1x, # B-24 1L

ANZEFHMICH 5.3.1, 5 B-29 i
ANZHMILTE 5.4, % B-36 L
NZHILTE 6.x, 5 B-45 11

« ANRFMiIR 7.0, 5 B-54 11
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MRB  TREIAREELES |

N AARKESH

MNZ R ER IS, %5 B-63 1T
NZHAFIM IS, % B-66 It
NZFAEFINAE o, % B-67 I

N E A (IPv4) 23 5.0x - 5.1

NET B EL  RR AR FHAE (IPV4) G FEBL. IR A N 207,

AR R i BN R F AR BB R R E TERANRFAE T HS W R E,
% 2-12 TURHRAZY iR, 5 2-4 1l

XFFhA 5.0.x - 5.1 AR, FHA4F ID. ZE VA 1D LLAC A RO B E—FRiIRAT o

=) 0 1 2 3

/fi 01/2|3|4|5/6|7(8|9/|1011|12]13|14|15(16|17|18|19|20|21|22|23(24|25|26|27|28|29 30|31

LA (1) (Header Version (1)) W BT (4) (Message Type (4))

HEKF (Message Length)

Netmap ID it (207) (Record Type (207))

%K E (Record Length)

er k%23 i} (8] 8% (eStreamer Server Timestamp) (ZESF:, WA Y467 23 S B

BIVE Ak A$ F (Reserved for Future Use) (ZEZfrh, HAE Y467 23 DB

%% ID (5% ID)

#{} ID (Event ID)

45> (Event Second)

LM (Event Microsecond)

N ID (%42 ID) (Rule ID (Signature

£ %% ID (Generator ID)

HM 1T (Rule Revision)

4325 ID (Classification ID)

:5:2% 1D (Priority ID)

IR IPv4 Hidik

H i) IPv4 Hiik

Y 1 (Source Port) H #3315 1 (Destination Port)
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| &B THRIEBEIESEN

B EsEsy B

=t 0 1 2 3

/fj 0j1(2|3|4|5|6|7|8|9(10{11/12|13|14|15|16(17|18|19|20|21|22|23|24|25|26|27|28|29|30|31

IP i ID (IP gty d (Impact g1 (Impact) ELfH 1k (Blocked)
Protocol ID) Flags)

MPLS %52 (MPLS Label)

VLAN ID Pad

g UUID (Policy UUID)
0% UUID (Policy UUID) (4E)
& UUID (Policy UUID) (42)

0% UUID (Policy UUID) (4E)

M ID

Web A ID (Web Application ID)

% ;i 1D (Client Application ID)

S ID (Application Protocol ID)

5 [ #EHIHUN 1D (Access Control Rule ID)

17 I #2241 5% UUID (Access Control Policy UUID)
Vi Al #% 51 5 1% UUID (Access Control Policy UUID) (45)
17 1] % 1] S #% UUID (Access Control Policy UUID) (43)

Vi Al #2511 5 1% UUID (Access Control Policy UUID) (45)

10 N\ [ UUID (Interface Ingress UUID)
20 X\ 0 UUID (Interface Ingress UUID) (4L)
#1101 UUID (Interface Ingress UUID) (4:)

$#20 X\ 0 UUID (Interface Ingress UUID) (4L)

0 & UUID (Interface Egress UUID)
#20 H 1 UUID (Interface Egress UUID) (4E£)
#% 0 1 1 UUID (Interface Egress UUID) (4%)

$ H4 1 UUID (Interface Egress UUID) (4:)

Z4=[X NI UUID (Security Zone Ingress UUID)
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MRB  TREIAREELES |

N AARKESH

=] 0 1 2 3

/fj 0j1(2|3|4|5|6|7|8|9(10{11/12|13|14|15|16(17|18|19|20(21|22|23|24|25|26|27|28|29|30|31

Z4:[X N1 UUID (Security Zone Ingress UUID) (4E£)
Z4=[X N\ 1 UUID (Security Zone Ingress UUID) (%)

24X N\ 1 UUID (Security Zone Ingress UUID) (%)

Z4=[X Hi Il UUID (Security Zone Egress UUID)
Z4[X I UUID (Security Zone Egress UUID) (4E£)

Z4=[X i Il UUID (Security Zone Egress UUID) (4£)

224X H 11 UUID (Security Zone Egress UUID) (4:)

20 N2 1R 220 R N AR AR AL B 7 Bt AT 1 i

# B-1 ARES (IPv4) 10-7FEE
FB BHERA i
4% 1D unit32 (O R = % - N TS AR = S T uﬁﬁiﬂ%ﬁ%ﬁﬁﬁ 384 T

PR E & BR. AREAER, ESR2E &L T
B, % 3-34 M.

H ID (Event uint32 HAARIR S,

ID)
HFS (Event uint32 AR UNIX B[R (H 1970/01/01 & R 40
Second)

FAHFP (Event  |UInt32 SRR TN RESED (—BPME T2 ) HE.
Microsecond)
F D (%4 uint32 5SS R R BRI
ID) (Rule ID
(Signature

R 1D uint32 4 CEE ) Cisco Secure Firewall %% Fil kb 28 AR R 5 o
(Generator ID)

HIMEIT (Rule uint32 KRR A 5

Revision)

533K 1D uint32 | 44K B IAR IR .

(Classification ID)

564 ID uint32 | 53R B R AR RS

(Priority ID)

U5 1Pv4 bk uint8[4] | FH 4 fE FH IR IPv4 ik, SR kb A4 .

H I IPv4 Hbhl: uint8[4] |- fi F ¥ H bR IPv4 Hhhik, SR bk )\ 4 .
i 11 uint16 i R FAECE AR TCP B UDP, W9 is 45 .

(Source Port)
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| &B THRIEBEIESEN

B EsEsy B

# B-1 ABEL (IPv4) iZRFEE (%)
FE HIERB P
H i uint16 SRR PR TCP 8 UDP, DA H ARd 15
(Destination Port)
IP 5 uint8 IANA Fi5 52 BB CS . fln:
(IP Protocol o-IP
Number)
1-ICMP
6-TCP
17 - UDP
AL TR bits[8] | FHAMIE AR EL . KM\ SRR . (HEHE:
(Impact Flags) - ox01 (f£0) - YEELHBR EHLELT RGN

0x02 (fiZ 1) - B H AR ENUAFAE T IR LG

0x04 (L 2) - JEEK H AR EVAEFHAE P O S 7RSS 2
(K TCP 5t UDP) Bi{#ifH IP ¥l

og;}s% (B2 8) - A5 I S 2 S b (KRB H AR E NI #R A

ox10 (A7 4) - A5 Y A 230 rpoe il 21 f i 55 4%

0x20 (fiL B5) - FHFEZERZERFSUW (N YR
WEE. e b R s T A1) . R T Cisco
Secure Firewall %4t Web F i 52 BHLIRAS

oxa0 (A7 6) - ZE R T A (1 ML 6055 R S i s 75 B B N
LN T Bt . IRECH R B LT RERZ B R RIS
R B B H At S A B 8

0x80 (AL 7) - A3 I S 2 S5 rp G 21 ) 2 7 i o

LT 52 1A % )L e 5 21 “ B 0 o0 " (Defense Center) |
(MR T . x FRMEATLLA o 51 1:

(0, RF : 00x00000

24 (1, 5% Hd) @ xxXX1XKK. XEKLXXKK, X1KKXXXK-
1 XXXKXKK

P (2, WRES M) ¢ ooxoo111
A (3, HHASZIE) ¢+ ooxooo11
- W (4, REHEPR : ooxooo01
0 (Impact) uint8 FR bR EE. AT
- 1=t (R
2 - fE . (RTRE G 52 W)
3- A CHETA S 2B
4 - CRATHER
5 - CRENFMD

| Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

N AARKESH

# B-1 ABESLE (IPv4) iR FEE (4)
FB HIERA | Y]
C.FHL 1L (Blocked) |uint8 FORBEMRA O P11
0 - ARHEFH I
1- 2k
2 - BRI ((ERCE A V)
MPLS #5745 (MPLS |uint32 MPLS #5345,
Label)
VLAN ID uint16 | FRRHEE AR VLAN [ ID.
Pad uint16 | ARG RE A .
HHgE UUID uint8[16] | 754 A\ A2 SR (1 ME— BRI AF (¥ HE0E 1D 56
(Policy UUID)
M 1D uint32 | A EAR IS (WLERD
Web % HID (Web |uint32  \Web N (A& HIPMERFRAS .
Application ID)
2% P S 1D uint32 | s A (A& D BN R RS
(Client
Application ID)
NP 1D uint32 AR AR IS (CIEAD
(Application
Protocol ID)
ViR 1D uint32 | 75 el s 0 e — AR AT (U 1D SRS
(Access Control
Rule ID)
7 I 425 1] S uint8[16] | 7t 15 i 42 il 56 W% 11— A AT (¥ 5B 1D 575
UUID (Access
Control Policy
UuUID)
AFHEUUID  |uint8[16] | 7 Yy N\ 14z I ME— AR iR FF 13 11 ID 55 .
(Ingressinterface
uuID)
A0 UUID  |uint8[16] |7 M4 C i ME— bR IR P4 10 1D 51
(Egress Interface
UuID)
A4 4: X UUID  |uint8[16] | 754 A\ [ %2 42 [X ff) ME— AR R (1 X 35 ID 545 .
(Ingress Security
Zone UUID)
H 224X UUID  (uint8[16] |7 2t 11 %2 4> [X [ M — bR il 7 ) X 35 ID 54
(Egress Security
Zone UUID)

NEE A (IPv6B) it 5.0x - 5.1

T 28 R MR FAE (IPVB) T P B . 0328 4 208,
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| &B THRIEBEIESEN

B EsEsy B

IR R E A ENRFHEAR S RS SRR E T ERANR IS ESRE R,
2 2-12 AR Y BIER, 2 2-4 1.

XA 5.0.x - 5.1 AR, F4E ID. 2B 1D LLACFH AR e —FRiIRAT

=

=) 0] 1 2 3

»fj 01|23 |4|5|(6|7|8|9|10{11|12|13(14|15|16|17|18|19|20|21|22|23|24|25|26|27|28|29|30 |31

kA (1) (Header Version (1)) W B2 (4) (Message Type (4))

W EKE (Message Length)

Netmap ID iC A (208) (Record Type (208))

itx K & (Record Length)

eStreamer fI %5 831 5]k (eStreamer Server Timestamp)

(FESfE, R 3afr 28 CikERD

BAVE Ak f# | (Reserved for Future Use) (FEHfHd, R %A 23 SR EM)

%% ID (¥ 4% ID)

44 ID (Event ID)

F/£F (Event Second)

HEMFS (Event Microsecond)

N ID (%44 ID) (Rule ID (Signature

4 528 ID (Generator ID)

FMEIT (Rule Revision)

4325 ID (Classification ID)

56 2% 1D (Priority ID)

JE IPv6 il (Source IPv6 Address)
Y8 IPv6 Hilik (Source IPv6 Address) (4:)
Y5 IPv6 ik (Source IPv6 Address) (45)

V8 IPv6 Hilik (Source IPv6 Address) (4:)

H ) IPv6 Hihi: (Destination IPv6 Address)
H#x IPv6 il (Destination IPv6 Address) (4:)
H#x IPv6 Hulik (Destination IPv6 Address) (4:)

H#x IPv6 il (Destination IPv6 Address) (4:)
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HWREB  THIERKESH |
N AARKESH

=) 0] 1 2 3

/fj 0123|4567 (8|9|10{11|12|13|14|15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

YE 1/ICMP KA H 4531 1 /ICMP 415 (Destination
(Source Port/ICMP Type) Port/ICMP Code)
IP #3i ID (IP gty d (Impact g1 (Impact) ELfH 1k (Blocked)
Protocol ID) Flags)

MPLS #54 (MPLS Label)

VLAN ID Pad

0% UUID (Policy UUID)
Sl UUID (Policy UUID) (48)
g UUID (Policy UUID) (%)

% UUID (Policy UUID) (£E)

) ID

Web ¥ [ ID (Web Application ID)

% ;i 1D (Client Application ID)

S Y ID (Application Protocol ID)

5 i # HIHU 1ID (Access Control Rule ID)

7 424 $1% UUID (Access Control Policy UUID)
Vi 1A #2412 UUID (Access Control Policy UUID) (45)
15 [l #2il %% UUID (Access Control Policy UUID) (4:)

i 18] 45 41 ZE 1% UUID (Access Control Policy UUID) (4:)

#0 \ H UUID (Interface Ingress UUID)
#2000 UUID (Interface Ingress UUID) (4£)
10 N\ [0 UUID (Interface Ingress UUID) (£:)

20 A\ UUID (Interface Ingress UUID) (47)

#1044 0 UUID (Interface Egress UUID)
#2101 1 UUID (Interface Egress UUID) (47)

0 H 0 UUID (Interface Egress UUID) (4L)

0 H 1 UUID (Interface Egress UUID) (4£)

Cisco Secure Firewall eStreamer £ /387




| WEB  THIFRKESH
B EsEsy B
sy 1 2 3
,fz 0j1/2|3|4|5|6|7|8|9|10{11/12{13|14|15|16|17|18|19|20(21|22(23|24(25|26(27|28|29|30|31

24X N1 UUID (Security Zone Ingress UUID)
24X N\ 1 UUID (Security Zone Ingress UUID) (%:)
24X N\ 1 UUID (Security Zone Ingress UUID) (4%)

Z 4 X NI UUID (Security Zone Ingress UUID) (4£)

Z4:[X 1 UUID (Security Zone Egress UUID)
24X i 1 UUID (Security Zone Egress UUID) (%)
224X H 111 UUID (Security Zone Egress UUID) (%)

Z4=[X i 1 UUID (Security Zone Egress UUID) (4E£)

NEERI D NZFAD AR 7 BOEAT 7

# B2 ABRFESE (IPV6) 15-RFE

FB HAERA B

% ID unit32 LS RIS A AR IR S o RS AT DL SR RA 3 B 4 o 3R
TZERELIR. AXRTHER, ESHZER&ILEITEIE,
% 3-34 71,

4 ID uint32 HIFRRT .

(Event ID)

#H{FF) (Event |uint32 AR UNIX B ([ 1970/01/01 24 R E0

Second)

FAF D uint32 A S RS (—RE ) WA

(Event

Microsecond)

U ID (%44 |uint32 53R BRI AR IR S .

ID) (Rule ID

(Signature

A ids ID uint32 A #H A 1 Cisco Secure Firewall 24 AL FEAR AR IR S .

(Generator ID)

FUZIT (Rule |uint32 L R A

Revision)

5325 1D uint32 H R B HIFRR S .

(Classification

ID)

5% 1D uint32 SRR AIIR NS

(Priority ID)
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f%B

SVONGS €=t

# B2 ABEL (IPV6) iDRFEE (4)
FB KR B
JEIPv6 Mkt (uint8[16] | fkrh i YR IPv6 Mk, SR HbhE )\ A4 .
(Source IPv6
Address)
HE) IPv6 Hihl: |uint8[16] | 4 rffi B () H A7 IPv6 Hhhik, KA bk )\ A7 4.
J5¥G 1/ICMP - |uint16 R HEE R AR TCP 8L UDP, WA 15 . Wi Ay
27 (Source 9 ICMP, NIiXE/R ICMP K7,
Port/ICMP
Type)
H #xi 1/ICMP (uint16 W E AP & TCP 8 UDP, U4 H brii 15 . @i R ol s
RS Y ICMP, NiX K7~ ICMP AAh5.
(Destination
Port/ICMP
Code)
P i 2 uint8 IANA 5 5E 5. Bl -
(IP Protocol 0-1P
Number)
1-ICMP
6-TCP
17 - UDP
AL TR bits[8] HOWR bR B KB\ R R . HaTE:

(Impact Flags)

0x01 (fiz 0) - YHECH AR EHLEL T R GE MR 2%
0x02 (fi7 1) - JHECH AR EHUAFAE T WY Z8 LG

0x04 (fL 2) - Yk HAR EVAEFH AP 0 Lis Tk 2
(tn& A TCP 8 UDP) B{# [ IP i,

ox08 (N7 3) - 47 sl T 23+ o B Bk H AR EHLA
TER S

ox10 (AL 4) - A3 Il S 2 S rhoer ) 21 1) e 55 2%

0x20 (fiL 5) - FHFEZERZEFSUWE (LB EELEN
B, Wi R s AR o W RNF Cisco
Secure Firewall 24t Web 5 if 4 () 32 FLARES .

0x40 (N7 6) - ZEl 1 BRI (0 RO A 25 4 B2 e A a5 v B M 2L
R e . YR H AR BN BERZ BN EE . RHE AR S
B A B AT B

0x80 (N 7) - A3 s ] W S 28] AP oA 0 8 £ 2 7 i o

AT 51 5 A k55 2B 781 7 0" (Defense Center) b 14§
EREH T x RNEVT LA 0 5 1:

(0, KH : 00x00000
a6 (1, F2HE) -

1XXXXXXX

P (2, WRES M) + ooxoo11l
B (3, HHASZIE) ¢+ ooxo0011
W (4, RAEM) : ooxoo0001

1XXX~ 1 v X1
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| MFEB THRIAREIESN
EINCE &7

# B2 ABRESF (IPV6) IERFE (4£)
FB KR B
0 (Impact)  |uint8 HUmbrEE. HEWNT:

1- 4060 (5%

2 - s CRIRE 5 52 Bt

3 -t (HETAN S 528D

a- 56 CRETERR

5 - CREIFEM D
CLBH IR uint8 FonF RS ORI
(Blocked) 0 - AHEBHIE

1- BRIk

2 - BRI (HEEEA V)
MPLS ki uint32 MPLS #7%5. (SGEHT 4.9+ F1F. )
(MPLS Label)
VLAN ID uint16 FoRB YRR VLAN (91D, (BUEH T 4.9+ FHF. O
Pad uint16 C PR B AR R AL
g UUID uint8[16] |7t 4 N\ A2 SR I (1) 1 — A IR AF 1) SR 1D 5
(Policy UUID)
M ID uint32 P HAEFRR S (W& .
Web i H uint32 Web M Cani@&E D B A AR5 .
ID (Web
Application ID)
2% P v uint32 BN CUnERD RS .
ID (Client
Application ID)
N #r 1D uint32 L ER SR A AR RS (W& A
(Application
Protocol ID)
il EEHIR | uint32 78 24 Vg 0] 45 1100 £ P — AR R A N ID 5 A .
ID (Access
Control Rule ID)
Vi PR SEng  uint8[16] |75 2y ] 4 i) S 1 ME— AR IR AF IR S 1D S0
UUID (Access
Control Policy
UuID)
UNEE AN uint8[16] |7 4 N\ M2 D i — bR iR FF 142 1 ID 58
UUID (Ingress
Interface
UuID)
HaEEn uint8[16] |74t 1143 1 i — AR iR FF 142 11 ID 50
UUID (Egress
Interface
UuID)
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MRB  TREIAREELES |

N AARKESH

# B-2 AREHL (IPVE) iIZRFE (48

TR HHERR W

AC%4 X |uint8[16] | 754 A 1% 4 X [ — b5 IR 0 (X 45 1D 51,
UUID (Ingress
Security
Zone UUID)

1 22 4 X uint8[16] |74t % 4 X R ME—FR IR AR X35 1D 51
UUID (Egress

Security
Zone UUID)

NEHEAIE T 5.2

TEF RIS TR N E LT T, fER5] 2 HEhAd, 572840 400, Bkl
34,

PRA] LB Y iR, 1M eStreamer 13K 5.2.x N2, ik, ®FBEAERIERE R
TR F RS 12 FRARES 5 (CH R BIERIGE L, HS IR BiER,

$2-4 T .

T RA 5.2x NZHAF, HF ID. ZE WL ID DL R BME— bR AT . A, sk
19 AR 3 T RS A — i H J 5 AR AT AR G IR R AR O ME— AR IR AT

Sy 0 1 2 3
/fj 0/1(2[3(4|5|6|7|8|9(10/11|12|13|14|15(16|17|18|19|20|21(22|23|24|25|26|27|28(29|30|31
LR A (1) (Header Version (1)) T 257 (4) (Message Type (4))

HEKJF (Message Length)

Netmap ID 1tk (400) (Record Type (400))

it F K& (Record Length)

eStreamer fii 45 23 I} [a] % (eStreamer Server Timestamp) (7£
Hepd, HE 40 23 EwERD

BAE AR Skf$ ] (Reserved for Future Use) (FEHfE, R %47 23 BB

He % (34) (Block Type (34))

B FE (Block Length)

¥ % ID (% ID)

/F ID (Event ID)

L) (Event Second)

HEA (Event Microsecond)
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| &B THRIEBEIESEN

B EsEsy B

=) 0 1 2 3

/fj 0|1|2|3|4|5|6|7(8|9/|10/11/12(13[14|15[16|17|18|19|20(21|22|23|24|25|26|27|28|29|30|31

¥ ID (%4 ID) (Rule ID (Signature

4 2% ID (Generator ID)

FN1ETT (Rule Revision)

4325 ID (Classification ID)

56 2% 1D (Priority ID)

KIS 1P ki
IR 1P Mok, 2
IR 1P Hbik, 2
Y5 IP Mtk (Source IP Address) (4£)

Hbr IP Huiik
H#5 IP ik (Destination IP Address) (42)
H Az IP Hhhl, 4
H#5 IP ik (Destination IP Address) (42)

YE it 8% ICMP 257 (Source Port or ICMP | H A5 1 8 ICMP A4 4L (Destination Port or

Type) ICMP Code)
IP #3 ID (IP ity E (Impact B (Impact) C.BH 1E (Blocked)
Protocol ID) Flags)

MPLS #5%% (MPLS Label)

VLAN ID Pad

%% UUID (Policy UUID)
g% UUID (Policy UUID) (%:)
0% UUID (Policy UUID) (4:)

g% UUID (Policy UUID) (%:)

M ID

Web N ID (Web Application ID)

% F3 8 A 1D (Client Application ID)

NP ID (Application Protocol ID)
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HWREB  THIERKESH |
N AARKESH

=) 0 1 2 3

/fj 0|1|2|3|4|5|6|7(8|9/|10/11/12(13|14|15[16|17|18|19|20(21|22|23|24|25|26|27|28|29|30|31

1 il 2 #$00 1ID (Access Control Rule ID)

7 5424 #51% UUID (Access Control Policy UUID)
i 1] 2 il 5K Mg UUID (Access Control Policy UUID) (4E)
Vi 7] 42 1] 5k % UUID (Access Control Policy UUID) (4:)

7 Ia] 1541 2 1% UUID (Access Control Policy UUID) (45:)

10\ [ UUID (Interface Ingress UUID)
#20 A\ 0 UUID (Interface Ingress UUID) (42)
#0 N\ 1 UUID (Interface Ingress UUID) (4E)

#20 A\ 0 UUID (Interface Ingress UUID) (42)

$20 H 0 UUID (Interface Egress UUID)
10 H 1 UUID (Interface Egress UUID) (4:)
#20 H 0 UUID (Interface Egress UUID) (&£)

10 H 1 UUID (Interface Egress UUID) (4:)

24X X\ Il UUID (Security Zone Ingress UUID)
24X NI UUID (Security Zone Ingress UUID) ()
‘Z4=[X N1 UUID (Security Zone Ingress UUID) (4:)

%4 [X N\ [T UUID (Security Zone Ingress UUID) (&i)

24X H 1 UUID (Security Zone Egress UUID)
24X 1 [ UUID (Security Zone Egress UUID) (£5)
‘24X i I UUID (Security Zone Egress UUID) (4£)

‘Z4=[X H 1 UUID (Security Zone Egress UUID) (%)

HRERT A] 8 (Connection Timestamp)

#B252451 ID (Connection Instance ID) HEHETH4 (Connection Counter)

VR [E /X (Source Country) H ¥rE % /4 X (Destination Country)
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| MxB

TREIBRREARS

B EsEsy B

TR RN R FE A 7 BOREAT T

# B-3 ABFHIIR 5.2x FE

FB HyERA  $i9] (Description)

PRy unint32 IR FEAEIE . (HIRAN 34,

(Block Type)

K unint32 | \ R HAERE LR R, BN R E SRR K

(Block Length)

BBy )\, 0 B 0 Bl 1) 7 A

W% ID (4 ID)  |unit32  |ELE RTINS A & AR RS . AT DU SR AR 3 Bk 4 JuHk
FIRIZ E W R LR ARIFAMEL, HSHZERKILRIT
Hdls, % 3-34 T,

F4+ 1D uint32 | FHAERIR S .

(Event ID)

HAFFP (Event uint32 AR UNIX BT () 1970/01/01 iR &5d A 450

Second)

HOMAS (Event  (uInt32 RGN I IEGSEY (—BPIE Ty ) .

Microsecond)

F D (%4 uint32 | 5 R R BRI

ID) (Rule ID

(Signature

A A 1D uint32 | i1 Cisco Secure Firewall £ 4 ik 28 AR iR 5 .

(Generator ID)

FUUWAEAT (Rule uint32 AR A .

Revision)

532 1D uint32 AL B AR IR S .

(Classification ID)

54 1D uint32 5 B R AR IR .

(Priority ID)

J5 IP b lik (Source |[Uint8[16] | = {4 Ffd A ()95 IPv4 5% IPv6 Ml

IP Address)

H 5 uint8[16] | i 4 b {3 F i) H b5 IPv4 B IPv6 Hidik.

Ja DB ICMP 28 (uint16 RSP R AL J& TCP B UDP, T il 5, Bl in =K

7! (Source Port or 72t ICMP g 51 &R, NN ICMP K4,

ICMP Type)

H Az D2 ICMP (uint16 in LR Pp il R 808 TCP 8 UDP, M B bR F45, a2 n i

M FAF 2 H

(Destination Port

or ICMP Code)

IP i (IP uint8 IANA 55 #0305 . il

Protocol Number)

o-1P

1-ICMP
6-TCP
17 - UDP

Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

N AARKESH

# B3 ABHIIR Box FH (5
FB HyERA  $i9] (Description)

B & bits[8] | S{FHINIAT S (L R L . B
(Impact Flags) - ox01 (7 0) - VEERH AR EHUL T RGN %,

0x02 (7 1) - YHECH bR EHUAFAE T WY ZE LG o

0x04 (L 2) - JHEK H AR EWLAEFH AP 0 i Tk 28
(K TCP 5 UDP) =¥ /H IP i,

OXZ;E (F2 3D - A I s 2 b (R B0 H bR E NI 3R A

ox10 (AL 4) - A5 Y S 2 S rhoRer Il 21 £ e 55 4%

0x20 (7 5) - HHGHZERGEEFSWE (Y BA/LE
W, A2 3ol % 20 g ATt A D . XM FCisco
Secure Firewall 2% Web 51 H 152 R ES

oxa0 (N7 6) - ZE Rl 1 BEF AR (K MU A 5 R S M o 5 e L
LN e Bt . IREE AR LT RESZ B KRS B
AL BCHARE B A R B e

0x80 (AL 7) - A5 I S 2 S hoGr U 2 1) 25 7 i
(X BRI A 5.04)

DL 5% M 2 ) 4 W 553 1 “BJs 18 40" (Defense Center) E)
FREMR b . x RoRMERTLLN 0 5 1:

(0, RF : 00x00000

a4t (1, FRUWE) - 1XXX. XXX1XXXX. X1XXXX
1xxxxxxx N PRRRA 5.0+)

P (2, AIRES ) + ooxoo11x
M (3, HHAGZBEE) ¢« ooxoooix
- W (4, REEFR : ooxo0001
0 (Impact) uint8 FR bR EE. AT
- 1= 4 (BRAED
2 - fEt (RTRE G 52 W)
3- A CHETA S 2B
a-WE CGRRIER
o 5- CREIFZM)
C.FH 1L (Blocked) |uint8 FORFM R O

0 - ARBEFH 1L

1- Bk

2 - BB IE (HECEA V)
MPLS #5r%: uint32 MPLS #5345,
(MPLS Label)
VLAN ID uint16 | RIREE AR A VLAN ) 1D,
Pad uint16 | AR EHRRERAE A

Il Cisco Secure Firewall eStreamer £ /155 |



| &B THRIEBEIESEN

B EsEsy B

# B-3 ARHEMIIR 52x FH (48

FB HyERA  $i9] (Description)

Sl UUID uint8[16] |78 24 A\ A= S W& ¥k — b IR AF 1) 5 mE 1D 50
(Policy UUID)

F D uint32  H AR ERR RS (IERD .

Web ¥ I ID (Web (uint32  |\Web N (Ini&H) #W #4515 .
Application ID)

(%Cil)‘ﬂﬁn”ﬁﬁjﬁﬁ ID uint32  \E N (WEERD B AR RS
ient

Application ID)
I 1D uint32 R R AR IS (WERD .
(Application
Protocol ID)
Dy I 1D uint32 2 ] s U R i — AR VR AF R 1D S
(Access Control
Rule ID)

D I 325 1] SR uint8[16] | 75 241 i) 42 il SR MG [ M — A IR FF 1) SR 1D 51
UUID (Access

Control Policy
UuID)

A H$ 0 UUID uint8[16] |78 4 N\ M4 O M — AR IR AT 982 0 ID 565,

(Ingressinterface
UuID)

H 080 UUID uint8[16] | 75 4 H 14z L Mk — AR IR AT (2 11 ID 575
(Egress Interface
UuUID)

A FZ24: X UUID - (uint8[16] |75 A 1% 4= X [Pk — KR IR 7 K X 45 ID 56
(Ingress Security
Zone UUID)

H %4 X UUID - [uint8[16] |75 24t 1% 4= IX ) M — FR IR 7 1) X35 1D 51
(Egress Security

Zone UUID)

I [A)K uint32 | 5 AR FAOREE I BRI UNIX IR 8K (1 1970/01/01 2
(Connection IR ED .

Timestamp)

HEF S 1D uint16 | A: iR 12 4 b Snort BB ELE ID.
(Connection

Instance ID)

R uint16 | X3 [A] —F R AR I R A A
(Connection

Counter)

Y5 1B o2/ [X uint16  \JE L E K/ X AR

(Source Country)

ERINEE V5 uint 16 | J 4R E ML E 5K/ HL X ARED .
(Destination
Country)

| Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

SVONGS €=t

NRE4E% 5.3

R B BRI 75 RS 2 BOE P, R 400, B
41,

(T LI R R, (UM eStreamer iR 5.3 A2 I, BT BIER, HEERS
SR Lo SR PR 12 FURRARTD 6 CH AR BRI B, H5 iy &
Wk, B 2-4 10

ST A 5.3 AEHME, H0F 1D, B UK ID A HA RO R bR, R, RS
L B B 1 — 5 N A S O 0 OO — B

FAT 0 1 2 3

{E 0(1/2|83|4|5|6|7|8|9(10{11]12|13/14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

kR A (1) (Header Version (1)) T 257 (4) (Message Type (4))

HBKF (Message Length)

Netmap ID 1tk (400) (Record Type (400))

L FKJZ (Record Length)

eStreamer Az % 3 [F1 & (eStreamer Server
Timestamp) (FEFfF, WA 447 23 B ERD

BAE Ak f$ ] (Reserved for Future Use) (FEHfE, R %fr 23 Bk EM)D

P27 (41) (Block Type (41))

B FE (Block Length)

¥ % ID (% ID)

/F ID (Event ID)

) (Event Second)

HEA (Event Microsecond)

N ID (%4 ID) (Rule ID (Signature

2 B2 ID (Generator ID)

HIMEIT (Rule Revision)

432X ID (Classification ID)

54 ID (Priority ID)

Cisco Secure Firewall eStreamer £ /387
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| WEB  THIFRKESH
B EsEsy B
sy 0 1 2 3
{z 0/1/2|3|4|5|6|7(8|9(10/11({12|13|14|15(16|17(18|19(20|21|22|23(24|25(26|27(28|29(30|31

KIS 1P bl
VR P dhik, 2
IR P bk, 2
Y5 IP #ilik: (Source IP Address) (42

Hbr IP Huhik
HAx IP ik, %2
HAx IP Hutik, %2
H# IP #i3ik (Destination IP Address) (£5)

P 3 ICMP 282! (Source Port or ICMP | H #rii I 5 ICMP {{#5 (Destination Port or

Type) ICMP Code)
IP #3i3 ID (IP ity (Impact B2 (Impact) CLBH 11 (Blocked)
Protocol ID) Flags)

MPLS #5%% (MPLS Label)

VLAN ID Pad

#E1% UUID (Policy UUID)
% UUID (Policy UUID) (48)
% UUID (Policy UUID) (%)

% UUID (Policy UUID) (48)

HF ID

Web N ID (Web Application ID)

% PR A 1D (Client Application ID)

N ID (Application Protocol ID)

5 5424 #L0 ID (Access Control Rule ID)

i 18] % il 5k Mg UUID (Access Control Policy UUID)
7 i #2 i1] & UUID (Access Control Policy UUID) (45)

7 Ia] 1541 2 1% UUID (Access Control Policy UUID) (45)

i e 4541 % UUID (Access Control Policy UUID) (4E)

Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

N AARKESH

S 0 1 2 3

{j 0(1/2|3|4|5|6|7|8|9(|10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

10 \ [ UUID (Interface Ingress UUID)
#2100 UUID (Interface Ingress UUID) (42)
#0 N\ 0 UUID (Interface Ingress UUID) (&)

#0 A\ 1 UUID (Interface Ingress UUID) (4£)

$20 H 0 UUID (Interface Egress UUID)
10 H 1 UUID (Interface Egress UUID) (4:)
#2010 UUID (Interface Egress UUID) (42)

#% 0 1 0 UUID (Interface Egress UUID) (45)

‘4= [X X\ I1 UUID (Security Zone Ingress UUID)
%4 [X N\ [T UUID (Security Zone Ingress UUID) (&)
‘24X N\ 1 UUID (Security Zone Ingress UUID) (4:)

%42 [X N\ [T UUID (Security Zone Ingress UUID) (&5)

274X H 1 UUID (Security Zone Egress UUID)
‘Z4=[X H 1 UUID (Security Zone Egress UUID) (4:)
24X H 0 UUID (Security Zone Egress UUID) (£5)

‘Z4=[X H 1 UUID (Security Zone Egress UUID) (%)

TEREIN (B8 (Connection Timestamp)

29249 ID (Connection Instance ID) HERET 4% (Connection Counter)

VR E Z /X (Source Country) H #5 E 5 /H#i[X. (Destination Country)

IOC %75 (I0C Number)

TERS AN N R HAC R BOEAT T

# B4 ARFHIIR 53 FE

FB ¥IEHRA | i (Description)

Py unint32 | B ANRFEAEART. [EIH%N 34,

(Block Type)

K unint32 | N\ R HMAFIEH T T AE, BRENRFH AR AKE 7B
(Block Length) INASFAT, I E B S B A

Il Cisco Secure Firewall eStreamer £ /155 |



| MxB THEIBREIESH
EINCE &7
# B-4 AREMIER 53 7B (%)
FB FHERA i8] (Description)
W4 ID (B4 |unit32 BRI SZ 5 W A& WS RS o AT LUl i SR AR 3 5t 4 Jois
ID) REZE R AL ARFMHMERS, EHSRZERE LTI
5, % 3-34 Ui,

%1} ID uint32 HIRIRS
(Event ID)
H{F# (Event  |uint32 HARI Y UNIX B (3 1970/01/01 2 &S IR 50
Second)
H RS uint32 HAOR I I R B (—BME Az —) WE.
(Event
Microsecond)
M ID (%4 |uint32 50 B AR IR
ID) (Rule ID
(Signature
4R 3 ID uint32 4 B #HE# Cisco Secure Firewall £ 48 AL 2% (AR IR 5 .
(Generator ID)
FMEIT (Rule |uint32 FN AT
Revision)
5K 1D uint32 HA R B HIbR RS .
(Classification
ID)
2% 1D uint32 SRR R FRIR S
(Priority ID)
U5 1P Hiudk uint8[16] | ik Hhfd F ¥ U5 IPv4 51 IPv6 Hidilk .
(Source IP
Address)
H 5 uint8[16] | g ¢k fd At H 45 IPv4 51 IPv6 Hidl: .
Y5 8L ICMP |uint16 R AR AL TCP B UDP, T g 115, B an S FH
kA1 (Source JEH ICMP RS, NN ICMP 27,
Port or ICMP
Type)
H by 1158 uint16 R HELE KRR TCP B UDP, NN Hbsi 15, B0 Wit
ICMP 1R45 &
(Destination
Port or ICMP
Code)
IP Hhiy & uint8 IANA $i&5€ B PR5 . 40
(IP Protocol 0-IP
Number)

1-ICMP

6-TCP

17 - UDP

Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

N AARKESH

# B4 ABHIIREI FE (4
FB H¥ERA |38 (Description)

Bk & bits[8] | IFHRIAR B . W R
(Impact Flags) - oxo1 (£ 0) - JEER H AR LA T RS M1 25

0x02 (7 1) - YHECH AR EHUAFAE T I E5 G

ox0a (fi7 2) - YR8k B br EHLLEF 4 i 10 s T R4S 5%
(tnf A TCP 8 UDP) E{# [ IP #i.

ox08 (N7 3) - A7 Rl WLt 23 1 Bl H AR LML
E&RGE.

ox10 (AL 4) - A I W S 2 S bR 21 1 e 55 2%

0x20 (7 5) - FHSHZEREEFSUW XK EFEN
B, APl % A ESE P AT A D o XN T Cisco
Secure Firewall &% Web 5+ 2 IR A .

0x40 (N7 6) - 7R 1 BLF AR (1 R AL 5 s S AR A5 i B M2
RN T . IREE AR ENUATRESZ BN EE . FRIE PR
A B A A B e

0x80 (AL 7) - A7 Il i S 2 S rhoAGr U 21 1) 25 7 i o
(UPRARA 5.04)

LR 521 £ 53] i e 45 31 “ B 10 b 0" (Defense Center) 4%
EMR . x RIRMEATLN 0 B 1:

(0, RH : 00x00000

é]:é 1, 5}7%1&1—1——[) 1 XXXXIXXX, XXX1IXXXX. X1XXXXXX.

1xxxxxxx  (fUPRIA 5.04)

P (2, RS M)« ooxo011x
B (3, YA ZEEE) « ooxoooix
« W (4, REIBFR) : 00xo0001

B0 (Impact)  |uint8 HmsmbrEE. HEWT:

1- 48 (52U

2 - B (RS Wt

3-w (HETA S ZHd)

4 - WA CRENHAR

5 - CREIFEM D

AN uint8 RoRF AT CHBE LI RIE -
(Blocked) .0 - RHERHIE
1 - Eff ik

2 - K HIE (EECE A YD

MPLS Fr%& uint32 MPLS #5325,
(MPLS Label)

VLAN ID uint16 FRBIEAEIER VLAN 1 ID.
Pad uint16 EL IR B AR R A

Il Cisco Secure Firewall eStreamer £ /155 |



| MFEB THRIAREIESN
EINCE 3
# B4 AREFER 53 FB ()
FB FHERA i8] (Description)
$mg UUID uint8[16] | 75 4 N\ 12 HE W& [ M — bR IR FF 1Y) SR 1D 50
(Policy UUID)
HF 1D uint32 PN EFRRS (W& .
Web ) uint32 Web FiH (W& AR5
ID (Web
Application ID)
7 7 S N uint32 2PN CaiEH) BN
ID (Client
Application ID)
ROFAPL D |uint32 R A RN S CERD .
(Application
Protocol ID)
Vil EIE | uint32 78 24 U 0] 45 11000 P P — AR IR A N ID 5 A .
ID (Access
Control Rule ID)
Uyl SReg | uint8[16] | 21 il 42 i) W [ — AR IR A I SR ID SR
UUID (Access
Control Policy
UuID)
UNEE:AE uint8[16] | 7 4 A\ 42 M — AR iR A7 4% 1 ID 505
UUID (Ingress
Interface UUID)
th 1 UINt8[16] |54 th 1 1 ik — bR IE 04 1 1D 50
UUID (Egress
Interface UUID)
AN 224X uint8[16] | 75 4 N\ [ %2 42 [X [ ME— AR5 19 X 35 1D 555 .
UUID (Ingress
Security Zone
UuID)
24X uint8[16] |75t e 4 [X e — b5 A X B8 1D 5,
UUID (Egress
Security Zone
UuID)
SN ] K uint32 5 AR F A SR (0 F (K UNIX R (8% 1970/01/01524
(Connection SR ED .
Timestamp)
PSRl ID uint16 A pRiER R 2 i L Snort ST ID.
(Connection
Instance ID)
U e uint16 F T DX [R] — b A R e A A
(Connection
Counter)

Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

N AARKESH

# B4 AREFER 53 FB ()

FB FHERA i8] (Description)

PR KX uint16 PR N E K H X AL o
(Source

Country)

ERINEE V5] uint 16 H AR B 5/ X AR .
X

(Destination

Country)

IOC %5 uint16 HICEA R EFER ID .
(I0C Number)

MNREHExR 5.1.1.x

T BRI A TR MR FEAFL R P 7B 03y 400, HEEALN 25,

AT LUE 3 g sk, (UM eStreamer #53K 5.1.1.x AN MZHA4E, N, A5 EAERIE R A
FRE SR AR AUID 12 FIRAARAD 4 CHRIRSY RIERIE R, ESRIRY EiER,
B 2-4 7)) .

T RRA B AAX NMZ A, FF 1D B ID DAL HAFADM ME—FRiR T . IR %
S VA S T B AR AE M RS N AR A A R R M — AR IR AT

e 0 1 2 3
/fj 0(1/2|3|4|(5(6|7|8|9(10{11(12(13|14|15|16|17[18|19|20|21|22|23(24(25|26|27|28|29|30|31
L pA (1) (Header Version (1)) W EA (4) (Message Type (4))

W IEKE (Message Length)

Netmap ID 03257 (400) (Record Type (400))

18 %K E (Record Length)

eStreamer ik 45 251 1] &% (eStreamerServer Timestamp) (ZEZfd1, RA 467123 2%
)

BE1E AR RAEFH (Reserved for Future Use) (FEZE{, R 447 23 B ERD

H2k 7Y (25) (Block Type (25))

HK # (Block Length)

%4 ID (4 D)

/F ID (Event ID)

#H{-Fb (Event Second)

HAD (Event Microsecond)

Il Cisco Secure Firewall eStreamer £ /155 |



| &B THRIEBEIESEN

B EsEsy B

Sy 0 1 2 3

/fj 0(1/2|3|4|5/6|7(8|9|10{11|12|13|14|15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30(31

N ID (%42 ID) (Rule ID (Signature

A 1§ #% ID (Generator ID)

HNFET (Rule Revision)

4325 ID (Classification ID)

.56 2% 1D (Priority ID)

IR 1P Mok
KU P Mo, 4
KU P Mo, 4
U5 IP Hutik (Source IP Address) (4£)

H b5 1P Mk
H#x IP it (Destination IP Address) (4E£)
Hbx IP bk, 4
H#x IP Mt (Destination IP Address) (4E£)

PR 1/ICMP 257 H ¥t 11 /ICMP {65
(Source Port/ICMP Type) (Destination Port/ICMP Code)
IP #4 ID (IP ALY A S0 (Impact) CLBHIE (Blocked)
Protocol ID) (Impact Flags)

MPLS #5% (MPLS Label)

VLAN ID Pad

% UUID (Policy UUID)
% UUID (Policy UUID) (£:)
0% UUID (Policy UUID) (4E)

% UUID (Policy UUID) (£:)

HF ID

Web M ID (Web Application ID)

% Fi i 1D (Client Application ID)

MY ID (Application Protocol ID)

| Cisco Secure Firewall eStreamer £545%



HWREB  THIERKESH |
N AARKESH

=t 0 1 2 3

/fj 0(1/2|3|4|5|6|7(8|9|10{11|12|13|14|15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

5 el # #IH0 1ID (Access Control Rule ID)

5 It 175 #1] 51 UUID (Access Control Policy UUID)
17 ] #5915 1% UUID (Access Control Policy UUID) (45:)
1 i) 425 1] 5k % UUID (Access Control Policy UUID) (4:)

17 ] #5915 1% UUID (Access Control Policy UUID) (45:)

10 N\ [ UUID (Interface Ingress UUID)
20 A\ 0 UUID (Interface Ingress UUID) (42)
$10 N [0 UUID (Interface Ingress UUID) (£:)

20 A\ 0 UUID (Interface Ingress UUID) (47)

0 H 0 UUID (Interface Egress UUID)
#1041 UUID (Interface Egress UUID) (4:)
$20 H 0 UUID (Interface Egress UUID) (4£)

$ H4 1 UUID (Interface Egress UUID) (4:)

4= [X X\ Il UUID (Security Zone Ingress UUID)
‘Z4=[X N[0 UUID (Security Zone Ingress UUID) (%)
Z4=[X N\ 1 UUID (Security Zone Ingress UUID) (4:)

‘Z4=[X X\ [0 UUID (Security Zone Ingress UUID) (%)

24Xt I UUID (Security Zone Egress UUID)
4= [X 4 1 UUID (Security Zone Egress UUID) (4&)
Z4=[X i I UUID (Security Zone Egress UUID) (4E)

224X H 11 UUID (Security Zone Egress UUID) (4:)

% RERT 7] 8 (Connection Timestamp)

#2524 ID (Connection Instance ID) BT H (Connection Counter)

Il Cisco Secure Firewall eStreamer £ /155 |



| MxB

TREIBRREARS

B EsEsy B

TR RN R FE A 7 BOREAT T

# B-5 ARELFER 5.1.1 FB
FB HyERA |38 (Description)
Py unint32 | A NIRRT, [HIRZN 25.
(Block Type)
N unint32 |\ A2 SRR B i S, AN R SRR AR
(Block Length) BB AT, I E B S i 20 1 -
%% ID (%% ID) |unit32 AL BRI 52 A W HIAR RS . T DUE T SRR A 3 5 4 Ju
PR E WA/ . AREMER, ESRZER&ILRT
HHE, % 3-84 T,
1 ID uint32 FR RS
(Event ID)
HIER (Event uint32 FAERI ) UNIX BRI (E 1970/01/01 248 1 M40
Second)
HEMA (Event  |uint32 FAR R B RS (— R E ) WM.
Microsecond)
FU D (%4 uint32 55 A0 LR AR R
ID) (Rule ID
(Signature
A 1D uint32 4 A4 (1) Cisco Secure Firewall 2 G AN AR IR S .
(Generator ID)
FELT (Rule uint32 R A S .
Revision)
532K 1D uint32 FAF R BRI IR T .
(Classification ID)
54 1D uint32 HHEMAM R R R RS
(Priority ID)
JE 1P bk uint8[16] | =5 {1 i FH (117 IPv4 8¢ IPV6 Hhtik.
(Source IP
Address)
H b5 uint8[16] | g {F o FH 1) H b IPv4 5 IPv6 Hhtik.
PR C1/ICMP 2674 uint16 WERFHAF PR AL 2 TCPE UDP, W A 5, B Wk FH 4t
(Source el ICMP i 51 &/, Wy ICMP 2544,
Port/ICMP Type)
H #53i [1/ICMP 4% uint16 WR FH PSR E TCPE UDP, MIA H bru 15, o0& Wf ==
i (Destination 72
Port/ICMP Code)
IP #hi 5 (IP uint8 IANA 45 € KI5 o Bian:
Protocol 0-1P
Number)
1 - ICMP
6-TCP
17 - UDP

Cisco Secure Firewall eStreamer £545%



f%B

N AARKESH

#* B-5

ABHEMIR 511728 (&)

FB

HmRA

LB (Description)

AR &

(Impact Flags)

bits[8]

HAF AR EAE . AR )\ R . (AT
ox01 (7 0) - JHEkH AR EHLEL T RS 2%
0x02 (7 1) - YHECH AR LA T I Z5 S v

ox0a (fi7 2) - JHEk B br EHLLEF 4 o 10 s T R4S 5%
(tnAH TCP 8 UDP) =¥ [ IP i

%XZ;E (B2 3) - A7 I iS5 21 A K B H Fn AL #R AT

ox10 (AL 4) - A I i S 2 S bR 21 ) e 55 2%

0x20 (7 5) - FHSHZEREEFSW XK EFEN
B, APl % ESE P AT A D o XN T Cisco
Secure Firewall &% Web 5+ 2 IR A .

ox40 (N7 6) - 7R R 1 BL AR (K MU AL 5 s B2 i b 2 i L N
L RN TR . YR H AR BN AT RS2 B A R
AL s AR A B T

0x80 (BL 7) - A7 Il Wi S 2 S rhoAGr 0 21 ) 25 7 i o

DL 520 25 3 48 i 5 21« 48 b o0y (Defense Center) L H
R toedib . x RRMEATLLA o 5 1:

(0, KHD : 00x00000

é]:é 1, EJ%;&T—E) 1 XXXXIXXX, XXX1IXXXX. X1XXXXXX.
1IXXXXXXX

P (2, WRES ) ¢+ ooxo0111
W (3, YWASZIEE) + ooxo0011
W (4, RFEIBFR) : ooxooo01

21 (Impact)

uint8

HeF s EE. HED T
1- 406 (G2UWE)
2 - fE e (ATRE G 2T
3- M CHEA S ZL6E)
a- 56 CRETERR
5 - CRENFEmD

C.BE 11 (Blocked)

uint8

KR FR S O IERE.
0 - ARBERH I
1- Sk
2 - B (HEEEA Y

MPLS #5%%
(MPLS Label)

uint32

MPLS #5%% .

VLAN ID

uint16

R e VR R VLAN 171D,

Pad

uint16

O PR B SRR A

g UUID
(Policy UUID)

uint8[16]

78 N AR SR [ e — R AT S ID 565

Cisco Secure Firewall eStreamer £ /387
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| MFEB THRIAREIESN
EINCE 3
# B-5 ARBHEMER 1.1 78 (&)
FB HyERA |38 (Description)
P 1D uint32 AW EeRiRs CiEh)
Web i ifID (Web |uint32  \Web Fif (W@ ) R ibesl s .
Application ID)
% ] uintd2 PRI CHERD 1A S
ID (Client
Application ID)
R B 1D UInt32 | I RS CED
(Application
Protocol ID)
VIREE BN uint32 |ty RN RO — BRI RN 1D S
ID (Access
Control Rule ID)
Uy I 45 1) uint8[16] | 7 1 i 42 il S W fr M — bR IR 7 1 S 1D 584
UUID (Access
Control Policy
UuID)
A E2 1 UUID uint8[16] |78 4 N\ FI4 L (M — AR IR AF I 1 ID 565
(Ingressinterface
UuID)
A0 UUID | uint8[16] | 75224 L M4z A ME— bR iR (14 11 1D 585 .
(Egress Interface
UuID)
A4 4: X UUID  (uint8[16] | 75 A 1% 4 X [ ME—FR IR FF (K X 35 1D 565
(Ingress Security
Zone UUID)
H 224X UUID | uint8[16] | 7529 i 111 22 42 [X (1 Pk — bR iR AT [ X 43 ID 575
(Egress Security
Zone UUID)
TEE B2 N [H] A uint32 5 NZH A KRB E B F 4 UNIX B (R 8 (H 1970/01/01 &2
(Connection K ED .
Timestamp)
HER S 1D uint16 AR AR 2 E R & L Snort S5 ID.
(Connection
Instance ID)
R uint16 FAF DX 500 [F) — b A e B A 1A
(Connection
Counter)

NBREHiEx 5.3.1

TR > R MR FEAL R TR B ER Y 2 Bl AL, R0y 400, B

KMy 42,
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MRB  TREIAREELES |

N AARKESH

PRA] LB Y EiE R, 1M eStreamer i3k 5.3.1 NMZH/:, Nk, BHEEERIERBE RS
R FAF ARG 12 FIRAIRED 7 (BRI B RIEE, 153 lﬂ%‘ﬂ/‘?ﬁ@m*
B 2-4 7)) .

TR 5.3.1 NRFHM, FAF ID. ZE A 1D LSRR M e — bR fF . A, RS
1 DL RGBT SR A — A S N AR A AR O B E B A B ME— BRiR AT

o 0 1 2 3
fr |o|1|2|8|a|5|6|7|8|9|101112/13|14|15|16]17| 18| 10|20|21|22| 23|24 |25 26|27 |28 |20 30|31
kA (1) (Header Version (1)) T H2KM (4) (Message Type (4))

4 B K E (Message Length)

Netmap ID id %A (400) (Record Type (400))

it K JF (Record Length)

eStreamer /IR %451 (8] (eStreamer Server
Timestamp) (FESEfFH, R 447 23 B ERD

FAEA Kk fd ] (Reserved for Future Use) (FEZEAFH, RAE 2447 23 B &R

Bk (42) (Block Type (42))

Bk F (Block Length)

%% ID (Device ID)

%14 ID (Event ID)

H 45> (Event Second)

LMY (Event Microsecond)

N ID (%4 ID) (Rule ID (Signature

A 4% ID (Generator ID)

FMMET (Rule Revision)

4325 ID (Classification ID)

55:4% ID (Priority ID)

J5 IP ik (Source IP Address)
Y5 IP Mtk (Source IP Address) (4:)
Y5 IP Mtk (Source IP Address) (4:)
Y5 IP Mtk (Source IP Address) (4:)

Il Cisco Secure Firewall eStreamer £ /155 |



| WEB  THIFRKESH
B EsEsy B
Ay 0 1 2 3
{z 0/1/2|3|4|5|6|7(8|9(10/11({12|13|14|15(16|17(18|19(20|21|22|23(24|25(26|27(28|29(30|31

H #x IP #itik (Destination IP Address)
H#x IP ihik (Destination IP Address) (45)
H¥r IP Huhil, %
H#x IP ik (Destination IP Address) (4%)

YA 1 5 ICMP 5% (Source Port or ICMP | H ¥ 1 8, ICMP 1A% (Destination Port or
Type) ICMP Code)
IP #3i% ID AL B (Impact) C.BH 1 (Blocked)
(IP Protocol ID) (Impact Flags)
MPLS #3%% (MPLS Label)
VLAN ID Pad

% UUID (Policy UUID)
% UUID (Policy UUID) (%)
% UUID (Policy UUID) (48)

g UUID (Policy UUID) (&%)

1D

Web N ID (Web Application ID)

% s ID (Client Application ID)

MY ID (Application Protocol ID)

17 [l #5580 ID (Access Control Rule ID)

7 I 5 1] % UUID (Access Control Policy UUID)
7 Ia] 1541 2 1% UUID (Access Control Policy UUID) (45)
7 I % 1] 5% UUID (Access Control Policy UUID) (45)

Vi A 4% 1] 5k % UUID (Access Control Policy UUID) (4%)

10\ [ UUID (Interface Ingress UUID)
#0 A\ 1 UUID (Interface Ingress UUID) (4£)
#20 X\ 0 UUID (Interface Ingress UUID) (&)

#0 A\ 1 UUID (Interface Ingress UUID) (4£)
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MRB  TREIAREELES |

N AARKESH

Sy 0 1 2 3

{j 0(1/2|3|4|5|6|7|8|9(|10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

$ 0 H 0 UUID (Interface Egress UUID)
#:0H 0 UUID (Interface Egress UUID) (42)
#2040 UUID (Interface Egress UUID) (&)

10 H 1 UUID (Interface Egress UUID) (4:)

%4 [X N\ 1 UUID (Security Zone Ingress UUID)
‘Z4=[X N\ 1 UUID (Security Zone Ingress UUID) (4:)
‘24X N\ 1 UUID (Security Zone Ingress UUID) (4:)

24X NI UUID (Security Zone Ingress UUID) (%)

‘24X {1 UUID (Security Zone Egress UUID)
24X 1 1 UUID (Security Zone Egress UUID) (&)
‘24X tH I UUID (Security Zone Egress UUID) (4E)

24X 4 1 UUID (Security Zone Egress UUID) (£5)

AT A] 8 (Connection Timestamp)

#2524 ID (Connection Instance ID) HEHETH4 (Connection Counter)
JHE R /X (Source Country) H#xEZ /X (Destination Country)
IOC %5 (I0C Number) 4214 5 (Security Context)

22415 5% (Security Context) (££)
‘Z 4= 1% 5 (Security Context) (42)

22415 5% (Security Context) (4£)

24 1% 5 (Security Context) (42)
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| MxB

TREIBRREARS

B EsEsy B

TR RN R FE A 7 BOREAT T

# B-6 ARBFHMIIR 531 7
FB FyERA | PiEA (Description)
Py unint32 | s \MRHEAR R [HIR% N 42,
(Block Type)
Bk unint32 | \ZHAEHE S TR, RN R B PSRRRK E E
(Block Length) By )\, n B S s 1
% ID unit32 BRI 52 A B % AR RS . AT DU SRR A 3 851 4 Juk
(Device ID) PIREZE W& A AREMER, ESRZER&ILRT
H¥E, % 3-84 Ui,
1D uint32 FAAR IR T .
(Event ID)
HUEF (Event uint32 SRR UNIX B EER () 1970/01/01 228l b 40
Second)
HOME (Event  |Uint32 LRGN IR ERSORD (— B E Tz ) M.
Microsecond)
F D (%4 uint32 550 LR AR R
ID) (Rule ID
(Signature
4 % 1D uint32 AR Cisco Secure Firewall 24 kb F 88 (bR IR S .
(Generator ID)
ST uint32 A
(Rule Revision)
532K 1D uint32 FAF R B IR .
(Classification ID)
54 1D uint32 HHEAMMHE R R RIS
(Priority ID)
U5 1P bk uint8[16] | a4 4 FH (U5 IPv4 5 IPV6 Hihil.
(Source IP
Address)
H b5 uint8[16] |54 H1 1 H A IPv4 B IPV6 Hihik.
Y B ICMP 28 |uint16 GRS Hh AR TCPEUDP, T ik 5, Bl n R
74 (Source Portor 2 i ICMP JiE 5l R, WA ICMP 284,
ICMP Type)
H 5o M8k ICMP  |uint16 W FEA B R AR TCPELUDP, NN H A 15, 80 Wi
G FFE H
(Destination Port
or ICMP Code)
IP il uint8 IANA 5 5E KI5 . Bian:
(IP Protocol 0-IP
Number)
1-ICMP
6-TCP
17 - UDP
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N AARKESH

# B-6 AREMIIR 53,1 78 (8

FB FyERA | PiEA (Description)

ity (Impact | bits[8] E R L= A A | R (3 IR Vo2 - A 48 1| B R K T
Flags)

0x01 (A2 0D - JEHECHFr EHLL T RGN .
0x02 Chz 1) - JHEk H bR EHUAAAE T W28 mesft oo

0x04 (fi7 2) - JREL H bR EHLAEFF A 1m0 Eigfr ik s
2 (%A TCP 5 UDP) Eifdi FH IP Bhil.

2;(08%( 2 3D - A I WS 2 A b YRR H AR LI 5

Ox10 (£ 4) - A5 I 7 R 5hF ) 21 roke 00 81 ) e 55 2%

0x20 (fi 5) - FHEFHZTERZEEFTSUW (YR EE
W, A2 ¥ ol % i =0 s AT A D o X8 FCisco
Secure Firewall &% Web FL 1+ 12 AR .

0x40 (7 6) - A= jl 1 b= AR I LA 55 H 52 b i i B
LRI TR . IR H AR BT REZ B R
PR B At S B B e

0x80 (i1 7) -7 I il i 5 21 A A W B 1 % o (X
FRAZAS 5.0+)

LT 5200 2% A B 55 31 “ s 481 7 0" (Defense Center) | (1)
FrE . x RoRERT LA 0 5 1:

(0, RH1) : oox00000

a4t (1, G=RE) - 1XXX. 1 . X1
1xxxxxxx N FRRRA 5.0+)

B (2, AeES = IE) « ooxoo11x
WA (3, BETALZIE) « 00x0001x
W (4, RENBEFF) : ooxoooo1

AP bR S HAEWT

21 (Impact) uint8
1- 4t (528D
2 -1 (ATRES M)
3 - B CHETA S 23 HE)
a- B CRANE R
5 - CRFIFEHD
CLFLIE (Blocked) |uint8 FOREA T ORI
0 - RYFHIE
1- BRHIE
2 - FERH R (ERCE A fRVF)
MPLS #5%% uint32 MPLS F5%.
(MPLS Label)
VLANID uint16 | FoRER AR IEM VLAN 1 1D,
Pad uint16 R B BORERAE A
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| &B THRIEBEIESEN

B EsEsy B

# B-6 AREMIIR 53,1 78 (8

FB FyERA | PiEA (Description)

Sl UUID uint8[16] | 78 4 N\ 12 Sl (1 ME— AR IR FF 1K 5 1D 51
(Policy UUID)

F P ID uint32 PN RIS (&) .

Web i ff ID (Web |uint32 Web MH (Wii@&H) #6055 .
Application ID)

2 P A 1D uint32 2P CanE D B R ERAR S .
(Client

Application ID)
VARV |D) uint32 L BB A AR IR S (& D .
(Application
Protocol ID)

Vil S ID - uint32 78 247 I 2 1100 ) ME— AR R AT RN 1D 56
(Access Control

Rule ID)

U i) 2 SRS UUID | uint8[16] | 7 24 vy ] 42 i) 2w 11 Mk — A iR 735 (1 5w 1D 585
(Access Control

Policy UUID)

A H#2 0 UUID uint8[16] | 754 A\ 0 O — bR IRAF 42 10 ID 515,
(Ingressinterface
UuID)

HE#EA UUID  (Uint8[16] |75 12 L (¥ ME— AR iR AT 45 11 1D 575
(Egress Interface
UuID)

A% 4 X UUID  |[uint8[16] | 759 N 1714 4 [X [ FE— AR 1R FF (1 X 45 1D 51 .
(Ingress Security
Zone UUID)

H %24 X UUID  (uint8[16] | 78 24t 11 % &= [X (M — bR iR FF IR X 35 ID 514
(Egress Security

Zone UUID)

S N 1) 3K uint32 |5 N2 S OCIBIE R FAE I UNIX I )8, (1 1970/01/01 2
(Connection ZmrED .

Timestamp)

HER S 1D uint16 A OB AR 52 & F Snort 5L T 1D,
(Connection

Instance ID)

U AR E uint16 FH 3 DXl () — b 2 A ) e S PR A
(Connection

Counter)

V5B oK /4 X uint16 P5 N 2K/ X ACHS

(Source Country)
H s XK/ X uint 16 H A5 AL S/ X AR .

(Destination
Country)
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N AARKESH

MRB  TREIAREELES |

7# B-6 AREMIIR 53,1 78 (8
FB FyERA | PiEA (Description)
IOC %5 (10C uint16 5 SRR OG0 B ) ID S .
Number)
A 5 uint8(16) |y st e s ORRIP kB 11D 5%, HER, &
(Security Context) G 215 5k 3 T i ASA FirePOWER % %45 78 7 B
NREHFiE3% 5.4.x
B BA 2

B R NRHFL R P T RV 2 Badld, KRk A05 400, PR

45, EEMR TR 42, SRR 60 B . ST SSL SCREANN 2% 34T H ) 7 B

AT LB IR, (XM eStreamer 13K 5.4x NMZHAF, Ak, &FEERIEREEHiERSE
PERRAED 12 FIFRAAES 8 (T SRIRACY ISR MME R, WS MRy IR, 5 2-4 1D .

T 0

1 2 3

hr o|1]|2|3|4|5|6|7]|8]9

10(11/12|{13[14|15(16|17|18|19|20|21|22|23

24|25|26|27|28|29|30|31

3L ARA (1) (Header Version (1))

4 E2K7 (4) (Message Type (4))

4 B K E (Message Length)

Netmap ID

it 2% (400) (Record Type (400))

it 3K ¥ (Record Length)

HoF

eStreamer /i 55 23 7] (e StreamerServerTimestamp) (#£

t, AN 23 BRERD)

BAYE AR kf$ ] (Reserved for Future Use) (E¥ 4, HAF%f1 23 2% EM)

BT (45) (Block Type (45))

P KB (Block Length)

1% £ ID (Device ID)

= {F ID (Event ID)

£ (Event Second)

H 1} %#b (Event Microsecond)

U

ID (%4 ID) (Rule ID (Signature

A 2% ID (Generator ID)

HNMEIT (Rule Revision)

4»2% ID (Classification ID)
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| &B THRIEBEIESEN

B EsEsy B

1 2 3

{* 0(1/2|3|4|5|6|7|8|9|10{11|12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

155 2% 1D (Priority ID)

V5 IP Hutik: (Source IP Address)
J5 IP itk (Source IP Address) (42)
J5 IP itk (Source IP Address) (42)
JE IP Hibik (Source IP Address) (4:)

H ¥z IP #itik (Destination IP Address)
H#x IP ik (Destination IP Address) (45)
H¥r IP Huhil, %
H#x IP ik (Destination IP Address) (45)

YA I 8 ICMP 257 (Source Port or ICMP | H #x¥i I 8L ICMP 1AL (Destination Port or
Type) ICMP Code)
IP 1% ID FALTY A S (Impact) .FHLE (Blocked)
(IP Protocol ID) (Impact Flags)
MPLS #3% (MPLS Label)
VLAN ID Pad

% UUID (Policy UUID)
% UUID (Policy UUID) (%)
% UUID (Policy UUID) (48)

g UUID (Policy UUID) (&%)

/1D

Web N ID (Web Application ID)

% s ID (Client Application ID)

N FH Y ID (Application Protocol ID)

17 [l #5580 ID (Access Control Rule ID)

7 I 5 1] % UUID (Access Control Policy UUID)
7 Ia] 1541 2 1% UUID (Access Control Policy UUID) (45)

i e 4541 % UUID (Access Control Policy UUID) (4E)
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MRB  TREIAREELES |

N AARKESH

Sy 0 1 2 3

{j 0(1/2|3|4|5|6|7|8|9(|10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

i 1) 4% il 3% UUID (Access Control Policy UUID) (4%)

#2111 UUID (Interface Ingress UUID)
I\ 11 UUID (Interface Ingress UUID) (%)
#0 A\ 1 UUID (Interface Ingress UUID) (4£)

£\ 1 UUID (Interface Ingress UUID) (%)

10 H T UUID (Interface Egress UUID)
#2010 UUID (Interface Egress UUID) (42)
#% 0 1 0 UUID (Interface Egress UUID) (45)

#:0H 0 UUID (Interface Egress UUID) (42)

%4 [X N\ 1 UUID (Security Zone Ingress UUID)
‘24X N\ 1 UUID (Security Zone Ingress UUID) (4:)
%42 [X N\ [T UUID (Security Zone Ingress UUID) (&5)

‘% 4=[X N\ 1 UUID (Security Zone Ingress UUID) (4:)

‘4= X {1 UUID (Security Zone Egress UUID)
24X H 0 UUID (Security Zone Egress UUID) (£5)
‘% 4= X tH 1 UUID (Security Zone Egress UUID) (4£)

24X 1 1 UUID (Security Zone Egress UUID) (&)

AT A] 8 (Connection Timestamp)

%4524 ID (Connection Instance ID) 41 %% (Connection Counter)
P E Z /X (Source Country) H A5 E xR /X (Destination Country)
IOC %5 (I0C Number) 4214 5 (Security Context)

274 f& 5 (Security Context) (4£)
4% 5 (Security Context) (£:)

22415 5% (Security Context) (4£)

Pt

‘24 1% 5 (Security Context) (4:) SSL iE PR
(SSL Certificate Fingerprint)

Cisco Secure Firewall eStreamer £ /387 |
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| MxB

TREIBRREARS

B EsEsy B

1 2 3

4|5(6|7

8|9 (10(11(12|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

SSL iEH4E4L (SSL Certificate Fingerprint) (4£)
SSL iE- 5454 (SSL Certificate Fingerprint) (42)
SSL P84 (SSL Certificate Fingerprint) (%)
SSL iEH4E4L (SSL Certificate Fingerprint) (4£)

SSL iEH#e4t
(SSL Certificate Fingerprint) (4£)

SSL SEfr#ME (SSL Actual Action)

SSL IR A (SSL Flow Status)

W4 25 73 17 S UUID
(Network Analysis Policy UUID)

WX 2% 43-#7 5% UUID (Network Analysis Policy UUID) (£:)
WX 4% 73-#1 S UUID (Network Analysis Policy UUID) (42)
WX 2% 43-#7 % UUID (Network Analysis Policy UUID) (£:)

3125 434 5% UUID (Network Analysis
Policy UUID) (%)

TR N NR FEAE R T BOREAT T

# B-7 ARELFER 54x FEB

FB HIEFA P8 (Description)

Py unint32 | jE g N2 SR . [HIRA N 45,

(Block Type)

N3 unint32 | N2 A B G AT RS, BN R E PR K T B

(Block Length) AN T4, B S i 2 1 1

% ID unit32 | SRS R A AR RS . ] LB S SRR A 3 5K 4 JoEd

(Device ID) RWZE R R4 ARHEHER, BHSRZER&ICTITE
i, % 3-34 1.

F4E 1D uint32 | H{RFRINS

(Event ID)

R uint32 SRR UNIX BRI (F 1970/01/01 248 id i #b 40

(Event Second)

HUF (Event  (uint32 | AN B MBS (—RME T2 WE.

Microsecond)

H 1D (%4 uint32 | S5 AE R R BR I

ID) (Rule ID

(Signature

AR 1D uint32 |4 441 Cisco Secure Firewall % 4: Fil kb FE 85 AR RS .

(Generator ID)

Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

N AARKESH

# B-7 ARBHELIZR 54x FEE ()
FB FyERA | PiH (Description)
MNAEIT (Rule  |uint32 IR A S .
Revision)
732K 1D uint32 | SRR B AR IR
(Classification ID)
L4k ID uint32 |5 SR AR ORI AR e L AR RS
(Priority ID)
V5 IP Huhk uint8[16] | {1 rf {8 FH (195 IPv4 5% IPv6 Hhhik .
(Source IP
Address)
H 5 uint8[16] | = {1 {8 I 11 H b IPv4 B IPv6 Hidlk.
PRI S ICMP 26 (uint16 |l SR PSR AR TCPERUDP, MG 15, i Wi 4
#I (Source Port £ ICMP i 5 2, W2y ICMP 4L,
or ICMP Type)
H A i [ B uint16 | G LA ph AL R TCPERUDP, M H ki 145, B8 Wik =
ICMP X5 2
(Destination
Port or ICMP
Code)
IP ¥ril 5 uint8 IANA $5 € P . 1an:
(IP Protocol 0-IP
Number)
1-ICMP
6-TCP
17 - UDP

Cisco Secure Firewall eStreamer £ /387 |
B-40



| &B THRIEBEIESEN

B EsEsy B

# B-7 ARHEMIIR 54X FE (42
FB FyERA i (Description)
AR bits[8] | FHAFMF MR EME . KM\ LR SR . EERE:

(Impact Flags) Ox01 (£ 0) - Y&k H A7 LML T 2 45 M i3 W 4 o

0x02 (L 1) - YEE Hbr EHUAAAE T M 28 Wt o

0x04 (f7 2) - Y58k H bx ENULEFA i 10 EI24T iR 55 2%
(K TCP 5t UDP) Bi{#ifH IP ¥l

0x08 (47 3) - A5 Yl e St 2 S rb (U B H AR AL A
/\é}ﬁa

Ox10 (£ 4) - A7 s el W S 1) 21 ros 00 280 ) e 55 45

0x20 (fi75) - HHASHZEREEFSTE Y RBEEN
e A2l i =G E s AT A ERD o XPNF Cisco
Secure Firewall &% Web R Z RS

0x40 (A7 6) - 7B 1 g [ MU 655 F S i ks A B LN
LR T . VB AR BT RERZ B R R TR
Ly Al A B fE

0x80 (£ 7) - A il Wit 5hf 1) S AF i AGr I 21 fr) 72 7 i
(UFRARA 5.04)

L 50 2% ) i i 5 30 “ B £ 7 .0 (Defense Center) %R
EMREG . x RoREW LA 0 5 1:

K (0, AR : 00x00000

a4t (1, F=hHE) - 1 . XXX1 . X1
1xxxxxxx N FRRRA 5.0+)

P (2, "ReS = W) « ooxoo11x
M (3, HYHASZITE) + 00x0001x
- W (4, REHEPR : ooxoooo1

0 (Impact) uint8 FR R mbrEE. AT

1- 4 (5B

2 - B (MRS 2Bt

3 -3t CHETA G52 Bt

a-WE CRRIER

5 - K CRENFLID

AN uint8 KORNFAF T OB IERIE .
(Blocked) . 0- ﬂi%}}zﬁﬂﬂ:
1- CRH1E

2 - KL (ERCE A RV
MPLSFR%(MPLS |uint32  |MPLS #r%.

Label)
VLAN ID uint16 | R EE P VLAN /9 1D,
Pad uint16 | 2R EE bk Adi A o

Cisco Secure Firewall eStreamer £ {55
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MRB  TREIAREELES |

SVONGS €=t

# B-7 ABHELIR 54x FE (4)

FB FyERA | PiH (Description)

Fg UUID (Policy |Uint8[16] | 75 4 A\ 12 S W& f M — AR P75 O 0% 1D S0
uuID)

1D uint32 | H PRI RRIR S CWERD .

Webj H ID (Web
Application ID)

uint32

Web R (BiiE D N RS .

27 i . uint32 R P CIERD) IR RS

ID (Client

Application ID)

N # 1D uint32 | R PR AR RS CUEHD .
(Application

Protocol ID)

Vil B0 1D (Uint32 |75 2 3y 42 0 KR A RO 1D S,
(Access Control

Rule ID)

Vil s uint8[16] | 75 4 1] 4% i S5 W 1 T — B R4 0 SRS 1D B
UUID (Access

Control Policy

UuID)

N An uint8[16] | 7 4 N\ 4% I ¥ M — AR iR A7 4% 1 ID 504
UUID (Ingress

Interface UUID)

4 uint8[16] |7 24t M43 O ¥ M — bR iR FF 14 0 ID 584 .
UUID (Egress

Interface UUID)

A5 4 X uint8[16] | 75 4 A 194 X M — b IR 44 19 X 356 1D 505
UUID (Ingress

Security

Zone UUID)

H %242 X UUID (uint8[16] | 78 24t 11 % 4= X [l M — FR iR K X 35 ID 514
(Egress Security

Zone UUID)

IR 7] K uint32 |5 N2 A G E B AR UNIX IR (H 1970/01/01 2
(Connection SR ED .

Timestamp)

EEFE S 1D uint16 |4 pRE R R 2 B4 b Snort SEBIHIECTF ID.
(Connection

Instance ID)

S e 4 UINt16 T X — B A A I B
(Connection

Counter)

WEZRAXuint16 LA E AR,

(Source

Country)
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| MxB

TREIBRREARS

B EsEsy B

# B-7 ARBHELIZR 54x FEE ()

FB FyERA i (Description)

Hr E XK/ X uint 16 | H ks =LA E /X AR

(Destination

Country)

IOC %5 uint16 |5 S PRAR G B ) 1D S

(I0C Number)

LA R uint8[16] it il i 2 a5t ORI KR 11D 5. EEE, &%
(Security X 2 1% 520N i ASA FirePOWER % % 3 78 7 B .
Context)

SSLiEfifar  |uint8[20] |SSL i 45 4 T3t SHA1 #i%1.

(SSL Certificate

Fingerprint)

SSL SEPRrigAE uint16 iR dE SSL ARG I BB AT IV o b T 000 P4 e 0 88 A T g

(SSL Actual
Action)

EPAT, WRAEATRES TURERAE A . B A 1E:

0 =" ARE

(CREHD
CHE AR
(s

Cisco Secure Firewall eStreamer £545%
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N AARKESH

# B-7 AREFIIR 54x FE (%)

FB

HHmRE

i8] (Description)

SSL #RA (SSL
Flow Status)

uint16

SSL JLHPIRA o IXLLAE 15 B BT B AT IR A BT 7R IR R R VH
EEERERE. o gerE .

0 =AREN

1 =ANULEE

2 =

3 -

4 “RAEHELS

5 -“ANZ R ESEL

6 - AN SLHFIM SSL RA

7 -{EH I SSL L4

8 - TEME BB P o R 2 K 2 1

9 - TF?%H S

10 - ﬁfkm%ﬂ i

Fr b B R 55 38 A4 PR 3 KB
SRR AL EEIE AR R AR

13 -‘V\]*E‘B%i%’
14 ='W S AT AP
15 =ARESFHE AL TR T AL
16 -5 #RUE R ST AT
17 - TIEZAL A+ DN’
18 - TIRGAF MUK # DN’
19 - AR A SSL kA
20 =HMHBIEF B R AT A’
21 -AEE B S T
22 -"WHIE B H1 R T30
23 ='W HBIE T F R A AT’
24 =" IBUEF AT A
25 - WHEIE BR8N v H
26 =R F5 A UE IS UEA T A
27 =HR 5% ZRAIE T IGAIE R e
28 -HAE A

o 25 43 7
UUID (Network
Analysis Policy
UuID)

uint8[16]

G N AR FAF 1 45 20 #r S ) UUID
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| MxB

TREIBRREARS

B EsEsy B

NREHFIE 3% 6.x

TE B e om MR FAC R R 7B IR0 2R AN R 51 2 B P A
400, HBEANRF) 2 BAERA A 60, ©HUR T HSEA 45, HAE 7.0 PR 81 HR. B
I HTTP i 3 F B

BA DUE Y RS R, {UM eStreamer iR 6.x AR, ik E'/\%r%ﬁjz 16 T BRI R IH
SAFE SRR ARED 12 FIRAACTS O (R RIGRAMEE, WES AT BIGK,
i 2-4 1) .

sy 0 1 2 3
{j 0|1]2|3|4|5/6|7|8|9|10(11|12|13|14|15|16(17|18|19|20|21|22|23|24|25|26|27|28|29|30|31
kA (1) (Header Version (1)) B 27 (4) (Message Type (4))

HEKF (Message Length)

Netmap ID id %A (400) (Record Type (400))

it 3K ¥ (Record Length)

eStreamer JIf % %5 i [ (eStreamer Server Timestamp) (7£
Hp, HE 447 23 Dk ERD

BAE ARk f$ ] (Reserved for Future Use) (FESfE, R %47 23 Bk ER)D

P2 (60) (Block Type (60))

P KB (Block Length)

1% £ ID (Device ID)

= {f ID (Event ID)

H{£F (Event Second)

H %P (Event Microsecond)

N ID (%4 ID) (Rule ID (Signature

A 2% ID (Generator ID)

FNMEIT (Rule Revision)

432 ID (Classification ID)

55:4% ID (Priority ID)

Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

SVONGS €=t

1 2 3

{* 0(1/2|3|4|5|6|7|8|9(|10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

J5 IP Hihik (Source IP Address)
Y5 IP #ilik (Source IP Address) (42
Y5 IP #ilik (Source IP Address) (42
Y5 IP #ilik (Source IP Address) (42

H ¥z IP Hitik (Destination IP Address)
H#% IP #i3ik (Destination IP Address) (£5)
HAx IP Hutik, %E
H#5 IP #i3ik (Destination IP Address) (£:)

P 13 ICMP 252! (Source Port or ICMP | H #riii I 5 ICMP {45 (Destination Port or
Type) ICMP Code)
IP #3i3 ID (IP ity (Impact B2 (Impact) CLBH 1k (Blocked)
Protocol ID) Flags)
MPLS #5%% (MPLS Label)
VLAN ID Pad

#E1% UUID (Policy UUID)
% UUID (Policy UUID) (48)
% UUID (Policy UUID) (%)

% UUID (Policy UUID) (48)

HF ID

Web N ID (Web Application ID)

% i 1D (Client Application ID)

N ID (Application Protocol ID)

5 [E 4245 #L0 ID (Access Control Rule ID)

i 1] % il Sk g UUID (Access Control Policy UUID)
7 I 7% 1] 5% UUID (Access Control Policy UUID) (45

7 Ia] 1541 2 1% UUID (Access Control Policy UUID) (45)

i e 4541 1% UUID (Access Control Policy UUID) (4E£)
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| &B THRIEBEIESEN

B EsEsy B

S 0 1 2 3

{j 0(1/2|3|4|5|6|7|8|9|10{11|12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

10 \ [ UUID (Interface Ingress UUID)
#2010 UUID (Interface Ingress UUID) (42)
#0 N\ 0 UUID (Interface Ingress UUID) (&)

#0 A\ 1 UUID (Interface Ingress UUID) (4£)

$20 H 0 UUID (Interface Egress UUID)
10 H 1 UUID (Interface Egress UUID) (4:)
#:0H 0 UUID (Interface Egress UUID) (42)

#% 0 1 UUID (Interface Egress UUID) (45)

‘4= [X X\ Il UUID (Security Zone Ingress UUID)
%42 [X N\ [T UUID (Security Zone Ingress UUID) (£5)
‘24X N\ 1 UUID (Security Zone Ingress UUID) (4:)

%42 [X N\ [T UUID (Security Zone Ingress UUID) (&5)

24X H 1 UUID (Security Zone Egress UUID)
‘Z4=[X H 1 UUID (Security Zone Egress UUID) (%)
4= [X H{ 0 UUID (Security Zone Egress UUID) (45)

‘Z4=[X H 1 UUID (Security Zone Egress UUID) (%)

TEREIN (8] 8 (Connection Timestamp)

#ER29249] ID (Connection Instance ID) HERET 48 (Connection Counter)
VR E Z /X (Source Country) H #% E 5 /H#i[X. (Destination Country)
IOC %5 (I0C Number) ‘%41 5 (Security Context)

4% 5 (Security Context) (£:)
27 4% 5 (Security Context) (4£)

4% 5 (Security Context) (£:)

4% 5 (Security Context) (£:) SSLiEH$54 (SSL Certificate Fingerprint)

SSL iEH4E4L (SSL Certificate Fingerprint) (4£)

SSL P84 (SSL Certificate Fingerprint) (%)
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MRB  TREIAREELES |

N AARKESH

Sy 0 1 2 3

{j 0(1/2|3|4|5|6|7|8|9(|10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

SSL iEHE4L (SSL Certificate Fingerprint) (4£)

SSL iE 5454 (SSL Certificate Fingerprint) (42)

SSL iE 454 (SSL SSL SEfr#ME (SSL Actual Action)
Certificate Fingerprint) (4£)
SSL IR As (SSL Flow Status) WA 2% 43-#7 5% UUID (Network Analysis
Policy UUID)

WX 2% 43-#7 5% UUID (Network Analysis Policy UUID) (4:)
W 2% 4347 % UUID (Network Analysis Policy UUID) (4:)

WX 2% 43-#7 5% UUID (Network Analysis Policy UUID) (£:)

R 2% 73 A S B UUID HTTP 15 (HTTP Response)
(Network Analysis Policy UUID) (4E)

HTTP i (HTTP Response) (4£)

TR NRFACFE S BOREAT 1B

# B8 AREM DR 6Xx FE

FB ¥IEHRA P9 (Description)

Hu Ay unint32 | EEh NRFHFEIEER . ([HIE2% N 60,

(Block Type)

Pk g unint32 | N\ R A REE TP R, BN SRR K e B

(Block Length) B \ASF35, i B i B 7 5

% ID unit32 AL AR 32 W A AR IR S o 0] LB SR A 3 5k 4 o

(Device ID) KM ZERSELHR. ARENER, ESH2ZER&ICTEIOH
W5, % 3-34 7.

HEID uint32 FHARRS

(Event ID)

HR uint32 HAER ) UNIX R B, (B 1970/01/01 243 R0

(Event Second)

HIFMF (Event |uint32 SR Y (— R ) .
Microsecond)
MINID (%4 |uint32 B A LR AR TR
ID) (Rule ID
(Signature

RS ID uint32 R ) Cisco Secure Firewall %5 Fil kb 28 AR R 5 o
(Generator ID)

AT uint32 R AR S .
(Rule Revision)
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| MZEB THRIAREESH
EINCE &7
# B-8 AREHIFIIR 6x FE (4
FB HHERA | $i9 (Description)
791D uint32 A R B RIFR RS .
(Classification ID)
52 1D uint32 AR BRI S
(Priority ID)
U5 1P ik uint8[16] | = {1 i A (¥ IPv4 5L IPV6 Hhdik.
(Source IP
Address)
ER7S uint8[16] | = {1 FH ¥ H 4% 1Pv4 5¢ IPV6 ik,

Y5t 1 B ICMPE
%4 (Source Port
or ICMP Type)

uint16

I SR AR R TCPERUDP, it 115, B3 tn R4
7= ICMP Jii & 51T, U ICMP 267,

HbR3 L BICMP [uint16 | dp SR 34 P KA R TCPERUDP, A H AR 115, 0% Wi
ez 72 H
(Destination
Port or ICMP
Code)
IP #}% ID (IP uint8 IANA $5 % FI S . 0.
Protocol ID)
o-IP
1-ICMP
6-TCP
17 - UDP
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MRB  TREIAREELES |

N AARKESH

# B8 ABHIER 6x 7B (4
FB HHERA | $i9 (Description)

B & bits[8] | ft IR S, I\ BT R, (L
(Impact Flags) - oxo1 (f 0) - JEERH AR BN T RGN I 2 o

0x02 (7 1) - JHECH AR EHUAAAE T M8 LG e

0x0a (7 2) - P58k B bs EHLLEF4F i 10 s 1T iR 45 2%
(&K TCP 5 UDP) ={fi/H IP #hrif.

Ox(i}fé (f2 3D - A I S 2 A b (R B H br E NI #RAT

0x10 (N 4) - A sl WS F) <A p A 00 0 7D e 5546 o

0x20 (f7 5) - HESHZERGEEFSW (LHBRFKEN
By Al A s A ER D) o XN F Cisco
Secure Firewall 2% Web 51 H 152 R ES .

oxa0 (N7 6) - ZE Rl 1 BESAF I ML AL 5 e S M b 2 i B A
2N e B . RO AR ENLAT RESZ B R R PR
Ly AR B B T

0x80 (AL 7) - A5 Il iS5 2 S rhoAar I 21 ) 2 7 o o
(R FRA 5.04)

AT S0 2 5o A S 20 B b B E AR e b e x FRoR
AR LY 0 56 1:

K (0, ARED : 00x00000

€ (1, %) : XXXX1IKKK. XXKIXXKL. XLKKXXXK-

1xxxxxxx  ((UPRICA 5.04)

P (2, WRES ) «+ ooxo011x

B (3, YHASZIEE) + ooxoooix
- W (4, REFBEFR : ooxoooo01

B0 (Impact)  |uint8 FE s mbsEE. AW

1- 4 (52U

2 - B (WRE 5 2 Wt

3-wt (HRA S 2B,

a-E CRATEFS

5 - K CRENFZ)

AN uint8 RoRFM T O RE L AIE
(Blocked) . 0- ili%EZBELI:

1- oMb

2 - WGP I (HEEE A T
MPLS #r%&: uint32 MPLS #5%5 .
(MPLS Label)
VLAN ID uint16 | RoREHE A RIEM VLAN [ 1D.
Pad uint16 LR B AR kAl H
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| MFEB THRIAREIESN
EINCE 3
Z# B-8 AREHIFIIR 6x FE (4
FE HIERR  #9 (Description)
g UUID uint8[16] | 75 9 A\ 12 5 W& (1 Pk — bR IR FF ¥ 5 0% 1D 575
(Policy UUID)
HF 1D uint32 HP AN EFRRS (&)
Web Jifi] uint82  |Web S (@D [ H AR5 .
ID (Web
Application ID)
2 7 v 2 uint32 2PN &) BN AR
ID (Client
Application ID)
5% F H 1D uint32 | R ML AR S CERD
(Application
Protocol ID)
Vi EE BN |uint32 | U M — bR AR (R 1D 2
ID (Access
Control Rule ID)
Vil gens  |uint8[16] | 7 i I SN 10— bR (0 5K 1D SR
UUID (Access
Control Policy
UuID)
FON UUID  |uint8[16] |75 N\ 1482 11 (1 ME— AR IR FF 42 11 1D 51
(Interface
Ingress UUID)
FOH O UUID  uint8[16] | 7g 24 Y 14 [ Ml — bR IR A A% 10 1D 545
(Interface
Egress UUID)
e ONE Uint8[16] | 724 A 1112 4 [X {1 M — bR iR 45 19 [X Ik, 1D -
UUID (Security
Zone Ingress
UuID)
= Uint8[16] | 7524 Hi 1112 4 [X M — K3 144 (1 [X 1, 1D 2
UUID (Security
Zone Egress
UuID)
SN 7] K uint32 | 5 2 HA G E B F A UNIX BRI (H 1970/01/01 2
(Connection i IRBED
Timestamp)
BRI ID  (uint16 AR B 02 4 W 4 L Snort SEBIHIE ID.
(Connection
Instance ID)
BERLHEE  (uint16 O R R R A R S
(Connection
Counter)
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MRB  TREIAREELES |

N AARKESH

Z# B-8 AREHIFIIR 6x FE (4

FB HHERA | $i9 (Description)

PR KX uint16 PR N E 5K/ X AR
(Source

Country)

HARE KX uint 16 | HhR AL E K/ X AR .
(Destination

Country)

IOC 4% 5 (I0C  |uint16 5 S A SR B B 8 1D 505 .

Number)

A uint8[16] i &l & GERIF KB M ID 55, HiER, &%
(Security Ut 21 5B T i ASA FirePOWER % & 1 78 I Bk o
Context)

SSLiFHi#g4r  |uint8[20] |SSL 4 22iF 51 SHA1T &%,

(SSL Certificate

Fingerprint)
SSL sEfr#ffE  (uint16 AR SSL AN ERAT IHAE . BT B0 rh 4 e i B AT R
(SSL Actual PAAT, MERIERRES WU EAEA . W RERE L3
Action) . 0k
1 -E R
2 =Rk
3 -fHIEIFEE
a s (SRS

-fifEE CEHARRE)
6 -filE O3’

w1
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| Mi=B TRIBREIESH
HAEsEsn W
# B-8 ARHEMIIR 6x FE (48
FB HHERA | $i9 (Description)
SSLiIRAS (SSL |uint16 SSL MAPIRAS o IX S8 15 BH BT $h AT A4 B RT BRI R TH B

Flow Status)

JE IR . ] BE R B

0 =ARFN

S NN

2 =

3 ARG

4 -RAEG B

5 - ANZ RSB

6 NSRRI SSL A

7 - ) SSL 48’

8 - TEME BN AL P o AR % K 2
o -RFHR

10 AR

11 -FR AL P R 55 2 A4 FR A R AR
12 =R Ab R H 2 FR o R AR
13 - EBES

14 ='W S AT AP

15 =FRESFHE AL TR TR

16 = MRS FUE TR SO T A
17 - TIEZAL A+ DN’

18 - TIRGEAF MUK # DN’

19 AR HI SSL FiA”

20 =HMBIUEF B R AT H?

21 -AREE B S T

22 - WHNIE B F R T80

23 -WHNE B FI R AT’

24 - WHEBATTH’

25 ='W HBIE R R SCA T A’

26 = HR 25 BHIE T 36 UE A TT A
27 =B 45 FIE P IR R e

28 -“HAE AL

WA £% 7 A SR
UUID (Network
Analysis Policy
UuID)

uint8[16]

O A2 S 1 9 4% 43 BT S 1) UUID .

HT TP S (HTTP
Response)

uint32

HTTP 3R 10652
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MRB  TREIAREELES |

N AARKESH

NREMA4IER 7.0

TEIF RS RRNE R L F TR BRI EIC R RE N 251 2 F s i
400, HEANYHRY) 2 HamIA TR 81, BEA THERA 60, REHILA 85 Hi. cusin
P45 B EA(Inline Result Reason). “ N HATH 2 #L % Hi #% & ”(Ingress and Egress

Virtual Route Forwarding) LA & “Snort iz A&”(Snort Version) 7B . “C.FH 1L"(Blocked)

TR O HE A4 N WIS B (Inline Result).

Err s ik, XM eStreamer i3k 7.0 MR FHA4F, BIRCYREIER, &BFEER
TR B P SR FEA R AR 12 ARARIS 10 (B RELY RIERNEE, ESREL
TRIEKR, B 2-470 .

FAT 0 1 2 3

{j 0|1|2|3|4|5|6|7(8|9/|10(11|12]13|14|15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

kAR (1) (Header Version (1)) 4 2287 (4) (Message Type (4))

H B KT (Message Length)

Netmap ID 1tk (400) (Record Type (400))

it 3K ¥ (Record Length)

eStreamer IR %% 231 i) 8% (eStreamer Server Timestamp) (ZEFEdr, WA 244723 ik
i={)

BA{E R KA T (Reserved for Future Use) (FESEM:, R %447 23 CifERM)

BRAL (81)

B FF (Block Length)

1% £ ID (Device ID)

/F ID (Event ID)

F{£F (Event Second)

H %P (Event Microsecond)

N ID (%4 ID) (Rule ID (Signature

2 B2 ID (Generator ID)

HNMEIT (Rule Revision)

4»2% ID (Classification ID)

54 ID (Priority ID)
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| MxB

TREIBRREARS

B EsEsy B

0 1 2 3

1/2|83|4|5/6|7|8|9(10(11{12|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

J5 IP Hihik (Source IP Address)
Y5 IP #ilik (Source IP Address) (42
Y5 IP #ilik: (Source IP Address) (42
Y5 IP #ilik (Source IP Address) (42

H#x IP #ihik (Destination IP Address)
H# IP #i3ik (Destination IP Address) (£5)
HAx IP Hutik, 4E
H#5 IP #i3ik (Destination IP Address) (£5)

P 3 ICMP 282! (Source Port or ICMP | H #rii I 5 ICMP {{#5 (Destination Port or
Type) ICMP Code)
IP 4% ID ALY 21 (Impact) P eSS R
(IP Protocol ID) (Impact Flags)
P IBEs SRR A MPLS #5%%
MPLS 5%, 4 VLAN ID Pad
WL, 42 %1% UUID (Policy UUID)
HehE UUID, 4:
KM% UUID (Policy UUID) (%:)
% UUID (Policy UUID) (48)
ZRM% UUID (Policy UUID) (4%) H P ID
/D, % Web i ID (Web
Application ID)
Web ] ID, %t 7% 3 8
ID (Client
Application ID)
% ;i M 1D (Client Application ID) N YD
LMY 1D, 4 Y R R 1D
Vi [ 4E AU 1D, 22 Y A4 $E g UUID

Vi I 1 Sk UUID, 4k

i e 4541 % UUID (Access Control Policy UUID) (4E£)
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HWREB  THIERKESH |
N AARKESH

S 0 1 2 3

4/5(6|7(8|9|10/11/12|13(14|15(16|17|18|19|20|21|22|23|24

25|26|27(28|29|30|31

5 7] 45441 % E UUID (Access Control Policy UUID) (4E)

17 ] % il 5 1% UUID (Access Control Policy UUID) (45) O K UUID

BN UUID, 4
#0 A\ 1 UUID (Interface Ingress UUID) (4£)

£\ 1 UUID (Interface Ingress UUID) (%)

£ 0 N\ 0 UUID (Interface Ingress UUID) (42) B0 H 0 UUID

O D UUID, %
#% 0 1 0 UUID (Interface Egress UUID) (45)

#:0H 0 UUID (Interface Egress UUID) (42)

#1011 UUID (Interface Egress UUID) (4£) X 3 A TUUID

Z4 X N UUID, 4:
%42 [X N\ [T UUID (Security Zone Ingress UUID) (&5)

‘% 4=[X N\ 1 UUID (Security Zone Ingress UUID) (4:)

Z4:[X NI UUID (Security Zone Ingress UUID) (4£) X 455 4 HUUID

24X H 0 UUID, %
‘Z4=[X H 1 UUID (Security Zone Egress UUID) (%)

24X 1 1 UUID (Security Zone Egress UUID) (&)

‘24X 1 UUID (Security Zone Egress UUID) (45) TEFEI [A]
R R, 4R HEZSEHIID
YERES] 1D B ##% (Connection Counter) VR E 55 /3 X
(Source Country)
PR K/ X H#5E % /#[X. (Destination Country) I0C %5 (10C
(Source Country) Number)
IOC %= (10C 27455 (Security Context)
Number)

274 f& 5 (Security Context) (4£)
‘Z 4= 1% 5 (Security Context) (452)

22415 5% (Security Context) (4£)
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| MFEB THRIAREIESN
[EANCEC-C 2
=35 0 1 2 3
{j 0/1/2|3|4|5(6|7|8|9|10(11{12|13(14|15|16|17|18|19|20|21|22|23|24|25|26(27|28|29|30|31
Wi, 4 SSL iE-BE4L (SSL Certificate Fingerprint)
SSL iE- 5454 (SSL Certificate Fingerprint) (42)
SSL iEF5454 (SSL Certificate Fingerprint) (42)
SSL iEH4E4L (SSL Certificate Fingerprint) (4£)
SSL iE5454C (SSL Certificate Fingerprint) (42)
SSL i SSL 5:hR#E (SSL Actual Action) SSL itk (SSL
Fngpt, %: Flow Status)
SSL kA, 4¢ W 4% 437 7 UUID (Network Analysis Policy UUID)
WX 2% 43-#7 5% UUID (Network Analysis Policy UUID) (£:)
WX 2% 43 #7555 UUID (Network Analysis Policy UUID) (£:)
WX 2% 43-#7 % UUID (Network Analysis Policy UUID) (£:)
M5 AL P. HTTP i
uuID, 4:
HTTP Wi, % T ERPLER! (0) (String Block Type (0))
> | TR (0) FRFE BB (String Block Length)
O (String Block
< Type (0)
S
FAFHR PR A H VRF 4k
(String Block
Length)
= P ER ER IS (0) (String Block Type (0))
O
< FFFE K (String Block Length)
Py,
M
H T VRF 485
Snort fig A

TERS NN R FHAC R BOEAT T
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f%B

SVONGS €=t

# B-9 AREIEIER 7.0 FE
FE F¥ERA | P8 (Description)
Pk unint32 | EEh NR SRS EHIG4 N 81,
(Block Type)
N3 unint32 | N\ R HAERE S A B, BREANRE PR AK T
(Block Length) B NAS T, B S 0 1 -
%4 ID (Device  |unit32 |\ AERISZE R A AR IS . T L@ SRIRA 3 B 4 JuH
ID) PRI E R/ L. AREAER, ESRZERLILRT
#HiE, % 3-34 Ui,
1D uint32 SRR
(Event ID)
FHF (Event uint32 AR UNIX BFRIEL (H 1970/01/01 24 5 40
Second)
HOMAE (Event  [Uint32 SRR AT BGORD (— BB T v —) HiE
Microsecond)
L ID (244 uint32 5 A5 B AR TR S
ID)> (Rule ID
(Signature
AR ID uint32 A R Cisco Secure Firewall £ 4: il A3 23 AR IR S o
(Generator ID)
iz IT uint32 N RRA 5
(Rule Revision)
5325 1D uint32 HAF R B HIFRR S .
(Classification ID)
L4k ID uint32 3R R FR RS
(Priority ID)
J5IP Hodil (Source (uint8[16] | FffH i F 195 IPv4 5 IPv6 Hitik.
IP Address)
H % uint8[16] | 1 fd FI 1) H b IPv4 5% IPv6 Hhdik.
PR S ICMP 26 (uint16 R SR G R AL TCP B UDP, W i 145, o n S
#I (Source Port 2 H ICMP s 521, WoN ICMP 7Y,
or ICMP Type)
Hbro 80 ICMP uint16 | i R i b il K A2 TCP 8 UDP, U 2h B Awsi 115, B i
ML AR
(Destination Port
or ICMP Code)
IP H 1D (IP uint8 IANA $i5 %€ IS . i
Protocol ID) o-IP
1-ICMP
6-TCP
17 - UDP

Cisco Secure Firewall eStreamer £ /387
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| &B THRIEBEIESEN

B EsEsy B

# B-9 ABHEIIIR 7.0 FH (4

FB HyEKA | #i8H (Description)

bR & (Impact | bits[8] | FHAEMIE MR EME . AR\ LRGSR . EHERE:
Flags) = ox01 (7 0) - JHEH AR ENUAL T RG22,

0x02 (N7 1) - YHECH bR EHUAFAE T MY L8 LG o

0x04 (L 2) - JHEK H AR EHAEFH AP 0 i Tk 28
(N H TCP 8 UDP) =¥ /H IP i

OXZ% (f2 3D - A I s 2 b (R B0 H br E NI 3R

0x10 (N 4) - A sl WS ) 4 o A 0 30 7D e 5545 o

0x20 (7 5) - HHGHZERGEEFSW (WYKL
Wk, A2 3ol % U g4t A D . XM FCisco
Secure Firewall &% Web 51 H 152 R ES

0xa0 (N7 6) - ZE Rl 1 BEF AR I MR U A0 35 R S M b 2 i L O
LU et . IREH B AL AT RERZ B . i
AL BCHARE B A A B e

0x80 (AL 7) - A3 I S 2 S rpoGr I 21 1) 25 7 i o
(X BRI A 5.04)

AN S0 2 0l i S 2 B b0 BRI e b . x R
AT AN 0 B 1:

K (0, AREI : 00x00000

a4 (1, 5%BE) @ xxxx1xxx. XXXLIXXKK. X1XXXXXX.

1xxxxxxx  ((UPRIA 5.04)

P (2, WRES ) «+ ooxoo11x

#h (3, HAALZBGEE) ¢+ ooxoooix
- Wt (4, RAHAR) @ o00xo00001

50 (Impact) uint8 HMmbr EE. HEW T

-4 (G2 RER)

2 - B (WRe 5 2 Mt

3-mt (HiA S 2B

4- WA CRATER

5 - Kt (R

P B &h uint8 TR BRSSO .
o — il
1 —OEFH

2 — ¥R (HREA Y
3— B ER

| Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

N AARKESH

# B-9 ARHEMIIFR 7.0 7B ()
FB HyEKA | P8 (Description)
PRG£S R A uint8 fa R IS SR JE R )
1— AR R R D
2— “R A AR 2T AR SN
3— R P AS AR T A 5% A SR
a— RS I
s— ER O KA (WD
6e— BT KH (AFEAD
71— ERC KW (AR
MPLS #7545 (MPLS |uint32 MPLS #5345,
Label)
VLAN ID uint16 | FRREUE AR EM VLAN 19 1D,
Pad uint16 O OR B SR R AE
Fmg UUID uint8[16] | 7 4 N A2 HEW ¥k — bR IR 77 1 SR B 1D 514
(Policy UUID)
M 1D uint32 P RIAEFRRS (W& .
Web i FID (Web (uint32  \Web B (@)D # A #EsH5
Application ID)
7 P P uint32 | P A (ISR AR S .
ID (Client
Application ID)
NP 1ID uint32 L B A AR IR S (& AL
(Application
Protocol ID)
Vil PEHI ID - uint32 78 247 [e) 28 11 R0 ) ME— AR IR A RN 1D 56
(Access Control
Rule ID)
U I 45 1) S uint8[16] | 75 41y i) 4 il SR MG F M — b IR FF 1) S 1D 51
UUID (Access
Control Policy
UuID)
FOONETUUID  |uint8[16] |75 9 N 1143 11 (1 ik — AR IR A7 42 11 ID 514
(Interface
Ingress UUID)
EOHOUUID  (uint8[16] |7 4t M4 1 (¥ — AR IR AP 4 0 1D 51
(Interface Egress
UuID)
ZAX AT UUID  |(uint8[16] |75 9 N 11 %2 4% [X [ i — bR iR 7 1) X 35 1D 50
(Security Zone
Ingress UUID)
AT UUID  (uint8[16] | 7 4t 1122 4% [X i — AR il #F 1) X 35 1D 50
(Security Zone
Egress UUID)

Cisco Secure Firewall eStreamer £ /387
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| MxB

TREIBRREARS

B EsEsy B

# B-9 ARELEIR 70 FB (4)

FB HyEKA | #i8H (Description)

SN ] K uint32 | 5 N2 G OGRS 1 UNIX BT IR (1 1970/01/01 2
(Connection LR ED .

Timestamp)

HEFZ S 1D uint16 A BOE A 1) 52 8 5% b Snort 5241 7 ID.
(Connection

Instance ID)

U e uint16 F T DX [R] — 0 i A e B AR (A

(Connection

Counter)

V5 1B oK/ X uint16 Y5 E LR 1 2K/ 1 X AR

(Source Country)

H r XK/ X uint 16 H A5 EL E 5K/ X AR

(Destination

Country)

IOC %5 uint16 5 IS AH OG0 B 1D SR .

(I0C Number)

LA R uint8[16] |yl fid@ i i e At 5 CRIUPT K85 1D 5. HiEE, R
(Security AT 21 5o N 1) ASA FirePOWER # #5378 7 Bt .
Context)

SSL i 54t uint8[20] |SSL fiz % #iF 1iff) SHA1 #41.

(SSL Certificate

Fingerprint)

SSL SEPRrigAE uint16 RS SSL AU AT R . B T 48 e R vl g

(SSL Actual
Action)

ToIEBAT, MERAE TR S TUHEREAE . W BRI EHE:
0 =" ARE

2 ='fHIE
3 - PHIEFFEE

= (CHEH
5 -fif )
6 A% (I3’
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MRB  TREIAREELES |

N AARKESH

# B-9 ARFEIER 7.0 B (8

FB

KRR

P8 (Description)

SSL iR (SSL
Flow Status)

uint16

SSL GHPRAS o XL AH U6 BT AT I #R 4F BT SR I B R T B
BEHMER . vRerE A

0 =AREN

1 ="ANULEE

2 =

3 -

a SRAEHEELS

5 - ANZ R E LB

6 - NSRRI SSL A

7 - 1) SSL 48’

8 ~TE B A oV B B 0

9 -EFHIR

10 -fREH R

11 -RRAL PR 55 2R AL FR A R AR

12 AL PRE H AR R AR

13 - IR

14 ='W AT AL

15 =‘ARES UL AL TR T AL

16 -5 # UE R SUA T AT

17 - TR A-FFH # DN’

18 - TIRZEAF MUK ¥ DN’

19 =R A SSL kit A

20 =HMBIEFFIFR AT H’

21 -AREE RS T

22 -"WHIEF H R T30

23 -WHIE SR AT H’

24 ='W IBUEFA AT A

25 ='W IBIE R SCA T A’

26 =5 BE B IS UEA T A

27 =R 45 FAIE I TIE R e

28 - AL

5026 55 1T S s
UUID (Network
Analysis Policy
UuID)

uint8[16]

1 E N1 4 (1 I 45 53 H7 & 1) UUID.

HTTP Wi 3% (HTTP
Response)

uint32

HTTP 3R i R AR o

Il Cisco Secure Firewall eStreamer £ /155



| M®B  THRIERSIRELEH
B EsEsy B
# B-9 ARBHIHEFR 7.0 FE (4)
FB HyEKA | #i8H (Description)
T E P s uint32 Ja s & N VRF ZFREF R B B He . [HAR%N o,

(String Block
Type)

TR K uint32 | ZAFRERF A B I A, B R ARG Sk B )\ A
(String Block FH5, AN VRF ”(Ingress VRF) 4 Fr o B b i 271
Length) .

A VRF 4k FREE TN 4 1 6 SO

= E 2R uint32 | JAZIEEH O VRF BRI EAF R AR (HIRZN o

(String Block
Type)

TP A uint32 LR BB R, BRI ANE kT B A\
(String Block FA5, I E“H B VRF "(Egress VRF) £ #) 52 B it 45 %
Length)

1 VRF £ #% T R FH TR0 5 B T X 285 11 1 #0025 Eh 4%

Snort it A uint8 Snort A=,

NIRRT B R

MNZERF RS RGBS MR FAT 5 Z 58 00 46 W R BE AT LE 3 HL R i

= K/,

CRAER, RGER AR EREDE . 2l R ALKy 9 HIbRHEIC Rk, o T ERAE
PR BRI Z 5] 1 Bl PR b (1 20 N R E R Bt b . G B R Bodls o R 511 R R4
e, HRAV A BIRRTFEER, S0 T (R 1) B, % 4-60 5, )

HAT DB G SR B bR & Brrh ik B AT 5 SkiE SR eStreamer RATI N 3, HCIER
WEKENER, BSWEMHREREEER, F 2-1170, XEBEHARA 1 RAEIPv4, 5.3
FENIIRAS 2 B 7 AL IPv4 Z4b, iBAEFE IPv6 A

T

fir

0 1 2 3

0(1/2|3|4|5|6|7|8|9(10{11]12|13/14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

LR A (1) (Header Version (1)) T BT (4) (Message Type (4))

HE K ¥ (Message Length)

Netmap ID it 3% A (9) (Record Type (9))

i F K JZ (Record Length)

NIR SR B2k R (20) (Intrusion Impact Alert Block Type (20))

NIZ R ER P K (Intrusion Impact Alert Block Length)

#1§ ID (Event ID)

%4 ID (¥4 ID)
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HWREB  THIERKESH |
N AARKESH

T 0 1 2 3
»fj 0|12 |3|4|5|6|7|8|9(10/11({12|13|14|15(16|17(18|19(20|21|22|23(24|25(26|27(28|29|30|31
45> (Event Second)

R (Impact)

U
ER7R
2 (Impact) FAF E P (0) (String Block Type (0))

Tt
(Description)

FRFHHLKE (String Block Length)

i H1... (Description...)

T KT R A R R A e BUREAT T U
# B-10 B B

FE F¥ERAE Ui (Description)

N2 B B3 uint32 FORJE RN W BRI . T BIMERZ% R 200 1ES
# (Intrusion BN AR F AR CE R O S 2R, R 3-1 T,

Impact Alert

Block Type)

NZERE SR K | uint32 FORNZ 0 BRI R, A5 J5 1 B 258 DL N
J& (Intrusion SRR PR AR 1 8 7.

Impact Alert

Block Length)
#H{% ID (Event uint32 FoRFMIRIRS .

ID)

%4 ID uint32 RN EREIRT .

A+ (Event uint32 FORK I B FAEI R EL (AL 1970/01/01 ) .
Second)
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B-64



| MxB

TREIBRREARS

# B-10

B EsEsy B

B TR (8

FB

KRR

Vi B (Description)

21 (Impact)

bits[8]

HAF R bR EAE . R LRI . E R4
0x01 (A2 0) - JHELH bR BN T R G M I 25 v
0x02 (fiZ 1) - B H AR EHUAAE T R Wt

0x0a (f7 2) - JRE H AR ENUEF AP i 0 FisiT RS
2 (nHoH TCP 8t UDP) BiffiH IP Hhil.

?Eogff(ﬁﬁ 3) - A7 I e Sk 38 S AU e AL £

0x10 (7 4) - A7 I I Wi 55F ) 2 A7F o G 00 81 Fr) R 55 4%

0x20 (fiz 5) - FHFEZERZEFTSUW (WY BATE
I, A2 He Bl % =GB s T A D o XREF
Cisco Secure Firewall &% Web Ftifi 1 (152 AR ZS «

0xa0 (N7 6) - 7R R 1 SRR I MU AL 5 R S b i i
N EK N TT R . I E AR BN AT RESZ B B RFE
PR L B AR B A BL e S

0x80 (A7 7) - A il Wt 2 A5 R 2105 . (L
PRAR A 5.0+)

PLTF 520 25% 53] 4B i 30 <5 18 0" (Defense Center) &
IR ER g, x FoRMETTLLN o B 1:

(0, RHD : 00x00000

4 (1, 2B @ XXXXLIKKX. KXXIXKLK. XLXXXXXK
1xxxxxxx  (XBRRRAS 5.0+4)

P (2, WEESZIE) ¢ ooxo011x
W (3, JETASZIE) : ooxooo01x
W (4, KRB :© ooxo0001

V8 IP itk
(Source IP
Address)

uint8[4]

5 sgma FARAH SR LR IP ki, SR IP ik )\ A7 4,

Hix 1P ik

uint8[4]

SR s A0 <) B AR 1P bk 1P ikt (&R . SRR P
Mok \AZ2H . Wi TE H ks IP kb, WEA o,

AT H R
(String Block Type)

uint32

JR B E AR T R AR Y. AR AEN 0. ART
FPRBREVEAE R, WS TSR E, 28 4-67 UL,

TR
(String Block
Length)

uint32

HAF VL AT R B R IR EAE AT B R DY A
T TR R A LA DY Ao DAL B R

B

(Description)

SR
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MRB  TREIAREELES |

N AARKESH

ANREABOM IR ILR

eStreamer Ik %5 ] £ 5 R FHAFFAME 0 T RINR FHAEM R FH A FOMNE . 028G
&N 1100

BEACSRAERRAS 7.1 PO FH M. BARUIRTT LGSR, (EASERAETIE R,
FAFAIN AR LA BB Bt e rh, 2 AR B R B AR 280 4. (AR

AN B LR R 51 2 B, AR ARV 2 BHRBVEAGE R, WES R T ARY] 2 Bk,
% 3-55 T, )

SCRERVUSN B0 S A A4 1PV YR bk A H bRk, BLAE R HTTP ACEE 61 30 54 2 5 M 4% ik 55
BRI E P R P Ml (vA BUve) o N ELRIR NR AN L R R

an AR K B 195 kbR &7 (Request Flags) FBih i B AL 27, BB MR FH A1)
HAFFIN R . R BN 20, EHSWBINRFFBI AR T, 5 B-67 TR I FH
WM s . WR A AL 23, eStreamer &Y EH k. ARBEITRIFEMNEL,
WS RRE, 5 2-12 T,

o 0 1 2 3
/fj 0|12 |3|4|5|6|7|8|9(10/11{12|13|14|15(16|17(18|19(20|21[22|23(24|25|26|27(28|29(30|31
LA (1) (Header Version (1)) T H2EH (4) (Message Type (4))

HE K ¥ (Message Length)

Netmap ID ek (110) (Record Type (110))

it K & (Record Length)

eStreamerfik 55 231} 7] &k (eStreamerServerTimestamp)
(EFfdr, RA 440 28 i ERD

B A kf$ ] (Reserved for Future Use) (FEZfFH, R %4 23 Bk ERD

HBHNEIEBE R SSHY (4) (Event Extra Data Data Block Type (4))

FHHINMIE SR P (Event Extra Data Data Block Length)

%4 ID (%% ID)

/£ ID (Event ID)

H{) (Event Second)

KM (Type)

BLOB $:3%% (1) (BLOB Block Type (1))

BLOB K& (BLOB Length)

FEESNHE (Event Extra Data)

Cisco Secure Firewall eStreamer £ /387 |
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| &B THRIEBEIESEN

B EsEsy B

HER, FHIIME RS S — 1 BLOB B LT, %M Cisco Secure Firewall &4t i
A 410 FEI K LMK E B SEZ —.

TR N R A BN LR T 17 BOAT 7R
# B-11 A REH I KRB

FB ¥IEARA P8 (Description)

HAOFFAN G E A | uint32 JA BN R R Y. (HIRA R 4. B R
P (Event 2 JdlE BXRVAER, WS TRV 2 HdEbk,

Extra Data Data % 3-55 i,

Block Type)

FHFHMEHEE | uint32 B PR . RS 7o B AN s Bk = Boh g
HKE (Event

Extra Data Data
Block Length)

%% ID uint32 ZERERIRT.
F1+ ID (Event uint32 AR,
ID)
HMHFP (Event uint32 AR UNIX BRI (H 1970/01/01 24 5D
Second)
KM (Type) uint32 BN YR R IFRR AT il
2 - XFF & i (IPv6)
9 -HTTP URI
BLOBB2: %! (BLOB |uint32 J2 )AL E AN R ) BLOB $idli th . (HIR%A Ny 1. PSRN &R
Block Type) b 2 F .
K (Length) uint32 BLOB ##fs He i (1) 77 = £ o
AN B3 BAMIHE A2 . B R BTE R A (Type) FEH 1R
(Extra Data) 7R o

NREFES NI TTH s

eStreamer A 55 W A& 5 N AR SHAF A 0 HE 10 3 T N AR ST BN B0 10 A R 1 A
SRR T . IE R IR AN 111,

PEERAERRA 7.0 FEFEH . BARUIRFTEIER, HAEREMILR.

AN KA 70 Kb AR B 2R AU St o Bt B ke b, Bl B s B R R (B R 2%
N 5o HAHIN IR PR R 2 HdlE b

A SRAE TR R B[ K br 57 (Request Flags) “7 B B B A7 20, S0kt 120 5 AHEIS K4 o
el WRABW BN AR AR SN S o i, BT B2, WS RRE, 5 2-12
e REF ML 23, Wik h &Y RFEAMR L.
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MRB  TREIAREELES |

N AARKESH

S 0 1 2 3

/fj 0(1/2|3|4|5|6|7|8|9(10{11]12|13/14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

LR A (1) (Header Version (1)) T BT (4) (Message Type (4))

W B K (Message Length)

Netmap ID i %A (111) (Record Type (111))

L FKJZ (Record Length)

eStreamer %5457 [A]#k (eStreamer Server Timestamp)
(TEFfFH, RAE44 23 SRERD

FA{ER KA (Reserved for Future Use) (FEZEM, HA5 %447 23 CERD

BN T EERE SR P2k R (5) (Event Extra Data Metadata Data Block Type (5))

$yE P K fE (Data Block Length)

HM (Type)

FAF I (0) (String Block Type (0))

FIFER P FE (String Block Length)

4 %K...(Name...)

FAFH BRAL (0) (String Block Type (0))

TR HLKCEE (String Block Length)

%65 (Encoding)

EIEE, RENEEEE TR REREA, %A Cisco Secure Firewall 24 fiiAs 4.10 15
NI LR R B 2 a] K PR R 45 2 — o

S HAF RN e B I SR B BOEEAT T

Cisco Secure Firewall eStreamer £ /387
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| f%B THRIBREESH
AR s ErsEsn B
# B-12 HIF S| H TS Z B
FE KA 9 (Description)
HAFAN B T |uint32 J& B S AR A AN SRR R R . (AR 5. HERAURH R
P B B Y 2 Hdidh .
(Event Extra Data
Metadata Data
Block Type)
HFHNEE o |uint32 AP R . AR EE 1 B AN B B Sk = B
P A pm P B
(Event Extra Data
Metadata Data
Block Length)
A (Type) uint32 BUAMIR IR AL . 5 SRS MO e % R ) 2R AL BT
fic. tFBURIbidRAm—% .
SR K uint32 J& B Ui N RROCAS () A R B . (AR 0. BREEALN
(String Block A5 2 Bk,
Type)
TR uint32 B ity N FH ROAR S 55 R O B i A B R R R R
(String Block K EF B )\AS T, I ERRAR R R = 4.
Length)
4% (Name) TR BN KA AR, Il XFF % 15 (IPV6) Al HTTP
URI.
SR 2K uint32 Ja 8% P N A URL =R ep Bl g, HIRZN 0. HEEAR
(String Block R 2 Hymd.
Type)
PR K uint32 i B URL 057 B A s b 24 8, 38 7 7 Hp e e
(String Block FHK B 7 B \AN T35, I B URL 45 5 il 7 5 5
Length)
%4419 (Encoding) FIFH T H s s 9w t, a0 IPv4. IPVv6 B 15 .

[SlEi =87 ¢tz

RS

A

BRI FAEEES 5.1, 5 B-70 I

AN
M
AN
2y
II:
AN
:II
AN
I[:
AN

rmp; ﬂﬂﬁ r{ﬂﬁ mﬂh

TR EASE 511, % B-74 I
SRR S B 5.2.x, 2 B-80 1T
AR R B 5.3, 5 B-87 1T
RSB 5.3.1, 5 B-94 1T
R AR 5.4.x, 5 B-101 T
AR B 6.x, 55 B-112 1T
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MRB  TREIAREELES |
W ARBER SRR

T RS E R 5.1

eStreamer M5 {16 5 4K 1 5 16 BUB TP BT SRR AF SR A0S B S P L T
PR B R P RO L S B R PR RO 0 EBLAC P 05 . B
PP eSS0 51 2 B L 16, 67T LB £ S5 FRR A 1 LSRRI 101
SR L LR R IR O RbR 2 B L 30) 24 P 4938 28 S i sty
—EHEAT R

TR R 0 AR e 51

S 0 1 2 3

{j 0|1{2|3|4|5|6|7(8|9/|10(11|12]13|14|15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

W A F A2 (16) (Malware Event Block Type (16))

TR R A E B EE (Malware Event Block Length)

R UUID (Agent UUID)
fRE UUID (Agent UUID) (48)
R UUID (Agent UUID) (&)

fRE UUID (Agent UUID) (4E)

Z UUID (Cloud UUID)
Z UUID (Cloud UUID) ()
Z UUID (Cloud UUID) (4%)

Z UUID (Cloud UUID) (4%)

B[R] 2 (Timestamp)

2R D (Event Type ID)

HFHRE D FHL IP Hidk: (Host IP Address)
(Event Subtype ID)
) 44 Fk ML IP ik (Host K25 1D FAFE 2 (0) (String Block Type (0))
(Detection IP Address) (42) (Detector ID)
Name)
TR (0) FRFE K EE (String Block Length)
(String Block Type (0)) (4£)
FRFE A (String Block Length) ¥ 44 7K... (Detection Name...)
(82
il EAFER RIS (0) (String Block Type (0))

T ER P FE (String Block Length)

Fi /... (User..)
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| &B THRIEBEIESEN

BB ER S tEsy W

=35 0 1 2 3
'fj 0(1/2|3|4|5|6|7|8|9|10/11|12|{13|14|15|16|17|18|19(20(21|22|23|24|25|26(27|28|29|30|31
R P ERERISAY (0) (String Block Type (0))

T4 # K (String Block Length)

X A44... (File Name...)

XA AR FI5 R ERISHY (0) (String Block Type (0))

TR P FE (String Block Length)

A8 4%... (File Path...)

pais q%HA TR PEEA (0) (String Block Type (0))
nG

TR HUKCRE (String Block Length)

A SHA #5%1... (File SHA Hash...)

AR/ (File Size)

I [ ¢ 3 ) AMIP 3C A B K (File Timestamp)

K7 (File
A A} () (File FI5ERBSA (0) (String Block Type (0))
4% (Name)  Timestamp) (4E£)
FFER PR (0) P (String Block Length)
(String Block Type
ORED

FRP R E R XAF4... (Parent File Name...)

(String Block
Length) (4£)

A P ER ERSAY (0) (String Block Type (0))
SHA #%1

T4 # K (String Block Length)

R SHA #i41... (Parent File SHA Hash...)

?jg FI5ERERISAY (0) (String Block Type (0))
Ui H
(Description) T4y ERHLK J (String Block Length)

{41 BE... (Event Description...)
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MRB  TREIAREELES |

ERBERG GRS

RO R A S B ) B AT T

# B-13 BEYAL B IR

FB Hymapny i8] (Description)

S R B 2k | uint32 B B EBAT FAEARP . (HAR %N 1.,

(Malware Event

Block Type)

BREPAF R YK E uint32 MR E B R RS, AR R

(Malware Event PR - B \AS 271, BB S RO EU - 4

Block Length)

{838 UUID uint8[16] i P A A S 1 T [e0) 2 3 F) AMIP AR P4 35— 1D

(Agent UUID)

z UUID (Cloud uint8[16] IR ST T R S A P 0 R R A S R D 5% [ P9 5 ME— 1D

UuID)

i 18] &% (Timestamp) |uint32 R A A A O TR

F 2% ID (Event  |uint32 BRERAHAEAE NP ID.

Type ID)

M ID uint8 FECE B BRI B B 1D,

(Event Subtype ID)

FEHLIP Huhik uint32 5B A O AL IP M.

(Host IP Address)

K £ 1D uint8 RS 380 0 o A PR RS U B AR ¥ S 1D

(Detector ID)

EE eI uint32 Je B A A R ) A R R R (RN o

(String Block Type)

TR RS uint32 Tor I A4 R AT R AR S B B, BRSNS Sk

(String Block FEBI\AFA, i Bk 4 FR”(Detection Name)

Length) FEAH T

o 44 FR TR H R N 3] B A 98 25 ) 2 T AR I A4 R

(Detection Name)

= T uint32 AL R P 4 A R R . ([EIRA o,

(String Block Type)

ARG uint32 FHL P A0 R P 8 L S TR R Sk B

(String Block BINASFT, I E“H P (User) B 715 2

Length)

MR TR 248 BB I R A S A A T EANL P .
TR, X PR E BRI

TR PR uint32 JE B S A B AT R . (IR 0.

(String Block Type)

TR uint32 AR TR R B R, AR PSR R AN L

(String Block B AT, I B30 447(File Name) 7 BeH )

Length) T

X4 (File Name) |77 H APk o ) B3 o 15 ) SCAF R A4 R

= 2R uint32 JE B S B AR B AT B . (R o

(String Block Type)
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| ZEB THRIARHKELSHE
B E K GEEsn W
# B-13 BERMEI IR FR (%)
FB Hymapny i8] (Description)
SRS N uint32 BRI AIE P R, B ARSI Sk
(String Block FEH\AFA, i B SR8 427 (File Path) 7B
Length) ERENE TR
Piﬁ;g%ﬁé (File FIEH Al s 0 B S ) SO SR B AR, ANELFE SR A
at
= E TR uint32 JE BN AT SHA B B 745 8 Bl He . (IR 2N o.
(String Block Type)
TR R uint32 SO SHA #5745 5 B dm e (1 715 8, A FE SR AL AN
(String Block Rk F B \ANFT, 0 SO SHA B8 (File
Length) SHA Hash) 7B 171 $ .
XA SHA Hi %) FIFH A 2 B 5 1 S0 A SHA-256 1 A
(File SHA Hash)
Siﬁﬁjtd\ (File uint32 s I B S SRR/ (D
ize)
TH] ] 2% 33t Y AMPSC £ |uint8 A W B R 2 SO R SRR
K7 (File
A [A]EK (File uint32 AT N B8 o 25 P4 ST A 1 ) A e (K
Timestamp)
2 i KR uint32 JB AL E A A A R . HIRZN o,
(String Block Type)
TR uint32 R AT R IR P 28, AR PRAU RISk
(String Block FBH\AFAT, I B4 (Parent File
Length) Name) 7B I 755 5.
R4 (Parent TR Ao 000 3 1) 7 ) A A 000 5 5 S ) SO AR R A R
File Name)
EE e uint32 JE B E A SHA BUHI I 745 B B e . (AR o,
(String Block Type)
TR uint32 LA SHA B 747 8 Hdl Peh 777 8, AdE sy
(String Block FR K B )\AS 75, B4 30 SHA #41
Length) ”(Parent File SHA Hash) 7Bt 57 15 5.
3 SHA Hi s FA H Ao 000 98 1] 7 e 4 v 00 s R 9 ST AR R A2 ST A1) SHA-256 7R
(Parent File SHA IR
Hash)
= E 2 TR uint32 JE BN A U ) AT B . (IR o
(String Block Type)
FIPHR KR uint32 FAF U AT R AR PP B AR, B FE SRR L
(String Block FEE)\AFAT, B 597 (Event
Length) Description) 7B 715 5
U (Event FAF 5 R R G HA SR E R

Description)
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MRB  TREIAREELES |

W ARBER SRR

RS 5.1.1.x

eStreamer A 55 Al B AT S B R A OB B IFIOE R . REEMFRERTAESR
PRSI 1 B4 B 1 R R AR L A ik DR 2 S R A R ) E LA P BAE E. BERAEH
PHEUE SR PSRN R 41 2 By P b i 24 0] DUB I AE SR RA Oy 2 B AHRRS D 101 17
RIH B PR B R SRS GERIRE T B IIAL 30) RAZF AR 8 A AL R 1

—EHEAT R

BB R AR R PR S A -

T

AN

VA

1 2 3

0|1{2|3|4|5

6|7(8|9|10(11/12|{13(14|15[16|17|18|19|20|21|22|23|24|25|26|27|28|29 (30|31

I
[N

TR B RSEA (24) (Malware Event Block Type (24))

TR R A E B EE (Malware Event Block Length)

R UUID (Agent UUID)
fRE UUID (Agent UUID) (48)
R UUID (Agent UUID) (&)

fRE UUID (Agent UUID) (4E)

Z UUID (Cloud UUID)
Z UUID (Cloud UUID) ()
Z UUID (Cloud UUID) (4%)

Z UUID (Cloud UUID) (4%)

A SR I A B (Malware Event Timestamp)

2R D (Event Type ID)

HFRA D

(Event Subtype ID)

ML IP il (Host IP Address)

Tar il 44 FR
(Detection
Name)

EHLIP Hiht (Host K E 1D AR RIS (0) (String Block Type (0))

IP Address) (%

) (Detector ID)

TR A (0) L E UK FE (String Block Length)

(String Block Type (0)) (4£)

FRPBRKE ¥l 4 75... (Detection Name...)
(String Block Length) (4£)

P

FAFH BRAL (0) (String Block Type (0))

T4 ER P FE (String Block Length)

Fi /... (User..)
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TREIBRREARS

BB ER S tEsy W

=z 0 1 2 3
{j 0/1/2|3|4|5(6|7|8|9|10(11|12|13(14|15|16|17|18|19|20|21|22|23|24|25|26(27|28|29|30|31
R P ERERISAY (0) (String Block Type (0))
T4 # K (String Block Length)
X A44... (File Name...)
XA AR FI5 R ERISHY (0) (String Block Type (0))
T4y ERHLK JE (String Block Length)
A8 4%... (File Path...)
SO q%HA 45 EHLZER (0) (String Block Type (0))
s
TR HLK FE (String Block Length)
A SHA #5%1... (File SHA Hash...)
AR/ (File Size)
I [ ¢ 3 ) AMIP 3C A B K (File Timestamp)
257! ( File
A AR [ (File FI5ERBSA (0) (String Block Type (0))
%% (Name)  Timestamp) (42)
SFAFERHETY (0) FRFE YUK E (String Block Length)
(String Block Type
(0)) (&)
PR YK R A4... (Parent File Name...)
(String Block
Length) (4£)
A P ER ERSAY (0) (String Block Type (0))
SHA #%1
T4 # K (String Block Length)
R SHA #i41... (Parent File SHA Hash...)
?ﬁlﬁ FI5ERERISAY (0) (String Block Type (0))
i B

(Description)

T4 ER P FE (String Block Length)

{41 BE... (Event Description...)

%4 ID (¥4 ID)

¥E#259:45] (Connection Instance)

B2 (Connection Counter)

R F I 1A & (Connection Event Timestamp)
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W ARBER SRR

sy 0 1 2 3
{j 0(1/2|3|4|5|6|7|8|9|10/11|12|{13|14|15|16|17|18|19(20(21|22|23|24|25|26(27|28|29|30/|31
75 1 (Direction) V8 IP 3tk (Source IP Address)

J5 IP Hutik (Source IP Address) (42)
SRR 1P Mok, 4
SRR 1P Mok, 4

J5 IP (Source IP) H#% IP #i3i: (Destination IP Address)
(%)

H#x IP itk (Destination IP Address) (%2)
Eos IP bk, 4
Hox IP bk, 4

H#x IP N H ID (Application ID)
(Destination IP)

(8

App. ID (App. ID) MF 1D
€59)

FH /7 ID (User ID) i 1] 42461 5% UUID (Access Control Policy UUID)
(42)

i 7] 4541 1% UUID (Access Control Policy UUID) (4E£)
Vi [a) 42 5N UUID,  4&
Vi [a) 42 ) FE g UUID,  4&

URI 7 i 425 ) W% UUID SRR S B AR 55 R FREERPRA (0)
(AC Pol UUID) (Disposition) (Retro. (Str. Block
(8 Disposition) Type (0))
FAFE R (0) (String Block Type (0)) (£5) TP P
(String Block
Length)
FIFERBUKE (String Block Length) (42) URL...
P53 0 (Source Port) H##%% O (Destination Port)
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| MxB

TREIBRREARS

BB ER S tEsy W

RO R A S S B B B AT TR

# B-14 HF 5.1 1.x HIBBE BN FHE I LT B

FB Hymapny i8] (Description)

TR A R uint32 R R AT R . (IR 24,
(Malware Event

Block Type)

BB F A
(Malware Event
Block Length)

uint32

B RS AT, BRI
FAF P AL T B\ 75, 0 Rl e B %
a7 A

{838 UUID uint8[16] 7 A A 1 1 1) 2 3 ) AMIP AR P S —

(Agent UUID) ID,

= UUID uint8[16] R R A A 1 8 R A IR X 45 ) PN T P — 1D

(Cloud UUID)

R HE A T | uint32 R A A AR I ] R

(Malware Event

Timestamp)

LM ID uint32 MR E RN 1D,

(Event Type ID)

M ID uint8 FECE B BRI B R R 1D,

(Event Subtype ID)

FHLIP HuhE uint32 5B BB O AL IP M.

(Host IP Address)

ol % 1D uint8 I 2 3% = A A B AR N 1D

(Detector ID)

2 R Y uint32 o LB R 42 R B 0 R R e, (HIAZN 0.

(String Block Type)

FRRPK R uint32 Har ) 44 PR - 45 o B B i 1 B, AR SR ANAE Sk

(String Block FE AT, I B K 4 Fr”(Detection

Length) Name) =B H 11 8.

oI 44 FR FREH RS 0 1) 5 A B 2 1) S8 e R 44 R

(Detection Name)

E e uint32 JRENEL S P A AT B B (BIRE Y 0.

(String Block Type)

TR R uint32 P 55 B B s B b i) 5 B, AR BRSNSk - B

(String Block IS T, I E“H P (User) B 715 2

Length)

MR SR R BRHRB I R A B B AT AT AL .
TR, X PR E BRI

FREEB PR uint32 JE BN S A B AT U . (IR o.

(String Block Type)

TAF R uint32 AR BRI B R, AR PSR R AN L

(String Block B )\ASFAT, I B30 447(File Name) 7 BeH )

Length) T

X4 (File Name) |77 H APk o ) B3 o 5 ) SCAF R A4 R
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W ARBER SRR

# B-14 JHF 5.1 1x HIBBEH M EHERFZE (&)

FE HIERA i8] (Description)
2 KR uint32 JE B AL E SO BRAR I AT R B . HIRZ N o,
(String Block Type)
TR uint32 SRR AR T AT R AR P R R, RS S AR k
(String Block FEI\AFAT, BB 42 " (File Path) 7Bt
Length) RRUE k@
AT %L (File T Ao 0 BB B () SO R SR R AR, ARSI A .
Path)
= E 2R uint32 JA B ALE AT SHA BSR4 s Bl B EIR%A oo
(String Block Type)
TRFERRAKY uint32 A SHA B8 745 B Bl S ) 715 8, B AR B ARL AN
(String Block Bk F B N T, I B S0 SHA #51(File
Length) SHA Hash) B 1715 5.
At SHA #i%1) T R R0 B 8 4 S 1 SHA-256 B A it 280775 5 o
(File SHA Hash)
A (File uint32 BRI 5 1SRRG

ize)
TH] 1] 2% 3ity FY AMPSC £ |uint8 o s 00 B 8 B SO SRR A
KA (File
SCA I EEK (File uint32 0] A ) B8R 9 ) SO ) UNIX IS )38 (I
Timestamp) 1970/01/01 &4 ED
o K T uint32 Jo3 B LA SR 4 I A R R B (AR o.
(String Block Type)
FRPRK R uint32 M2 A5 R AR PP ) 8, B HE RS R =k
(String Block FEBI\AFEN, A4 4 " (Parent File
Length) Name) =B H 11 8.
RXNE4 (Parent | FAH oA 390 7 0 K 0L s S S 4 O SR 0 475
File Name)
A uint32 JAENEL 5 52k SHA I 7o Bl B . IR N o.
(String Block Type)
K uint32 5230 SHA MO 77 B E P 58 LT ke
(String Block AT B\ AT, RS0 SHA sl
Length) ”(Parent File SHA Hash) 7B = 175 5.
I SHA #51 TR o WU 34 [R1] 5 i) 438 A ) B8 Rd 129 ST A PR S S A4 1Y) SHA-256
(Parent File SHA 7l
Hash)
EE e uint32 JE AL E AT U AT R R . HIRZA N o,
(String Block Type)
K uint32 S A O SR AR, AR ARk
(String Block FEHI AT, 0T (Event
Length) Description) & Bt o 735 %
EAUY (Event | T R SIS IS (5
Description)
w4 ID uint32 A A A5 1) 1D
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| f%B THRIBREESH
AR s ErsEsn B
# B-14 SHF B.1. 1.x HIBE R E SRR (52
FB Hymapny i8] (Description)
i e 921 uint 16 AEFRA I B LI Snort SEl. I A4 % R 1
(Connection = IDS
Instance)
e MO uint16 P B3 R — R R A e B A 1.
(Connection
Counter)
PESE IR |uint32 A I
(Connection Event
Timestamp)
J7 17 (Direction) uint8 KRG BN nRE A LU E:
1- F#
2 - A%
HATZAE IR TP (Flan, wSERELHTTP, WHAH
4 Download) .
J5 IP Hihk (Source |uint8[16] BRI IPv4 5 IPV6 Hudik .
IP Address)
ER7S uint8[16] B B AR IPv4 B IPv6 Hill .
N 1D uint32 T SR IR B B R ID YRS .
(Application ID)
P ID uint32 RGN E S B bR BN P AR RS .
i ) 2 1) S % UUID  |uint8[16] A A fik ke At 0 ) 4 ) SR S PR — B LT B bR )
(Access Control
Policy UUID)
UpFLE uint8 SRR AR . TRERO (B R
(Disposition) 1 - CLEAN - SCfFR 2240 ), A& B ikt
2 - UNKNOWN - AN 8 SCAF 2 A & 0% A
3 - MALWARE - UL &% =
4-CACHE_MISS-# A T0 v ) AL = R I& s K DL T fif
BB
5 - NO_CLOUD_RESP - B F} = Ak 55 AR M B 18 5K .
1B AL B 1 L uint8 B EOER GBS . R B ARER, W
(Retrospective s B B 1 5 4k B 15 L (Disposition) 7 Bt
Disposition) AEMEME . 7 Re{E 5“4 E 15" (Disposition)
FEBALE BIEAFE
I R uint32 R URI P47 R fa de. (HIRZ%0N o.
(String Block Type)
FRF P uint32 URI Hdl B i 775 40, B HE SRR Rk = B i )\ A
(String Block T, b URL B B 77550
Length)
URI TR HEH URL,
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W ARBER SRR

# B-14 JHF 5.1 1x HIBBEH M EHERFZE (&)

FB Hymapny i8] (Description)
g 11 uint16 EERIR R .
(Source Port)

H bR uint16 HERE ) B AR S
(Destination Port)

TR EIER 5.2.x

eStreamer M5 {16 5 4K 5 4 16 BUB TP BT SRR AF AR A0S B, S P L T
Py KBS B B OB RO v L RS B BP0 E LRI/ (012 B B o
FRHURSL I 5 9 2 51) 2 M S o 19 33 67T LIEAE 75 B PRI A 3 BB AF1RA 9 101 [0
SR L LB R PR O RobR 2 B L 30D 2 P 1 4038 28 S it
—EHEAT R

BB R AR R PR S A -

=) 0 1 2

N Tt 111]2121212[212]2]2]2]2
L 011/213]4/5)/6/718/90/1|2/3(4|5]|6|7(8[0/0[1]2]3]|4]5 8

TR FH B2k (33) (Malware Event Block Type (33))

TR B AP K (Malware Event Block Length)

A F UUID (Agent UUID)
R UUID (Agent UUID) (&)
fF UUID (Agent UUID) (48)

F UUID (Agent UUID) (&)

= UUID (Cloud UUID)
= UUID (Cloud UUID) (%)
= UUID (Cloud UUID) (%)

Z UUID (Cloud UUID) (45

TR A FH A A8k (Malware Event Timestamp)

H{FA ID (Event Type ID)
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| &B THRIEBEIESEN

BB ER S tEsy W

For N 44
(Detection
Name)

0 1 2 3
L[ttt t][1]1]2]2]2]2[2]2]2]2]2]2[3]3
011121314156/ 718191411 2/3/4(5|6/7/8/9/0[1]2/3]4|5|6|7/8/9 01
HiEFRR ezl #% 1D FAFER A (0) (String Block Type
ID (Event (Detector ID) (0))
Subtype ID)
TR PR (0) T4 HHK E (String Block Length)
(String Block Type (0)) (4£)
TR (Strlng Block Length) Kyl 4 #%... (Detection Name...)
%52)

i

FAFER 25 (0) (String Block Type (0))

FIFEHUK EE (String Block Length)

/... (User..)

P

F4FH HL2 A (0) (String Block Type (0))

FIFE YLK (String Block Length)

X4 ... (File Name...)

SRR AR

F4FH HL2E A (0) (String Block Type (0))

FIFE YLK (String Block Length)

A8 4%... (File Path...)

A SHA
A

TR 257 (0) (String Block Type (0))

FAFHR K B (String Block Length)

XA SHA #i4... (File SHA Hash...)

CAF K/ (File Size)

THI [F) 24355 161 AMP SCAE257 ( File

SCAH:R [E]EK (File Timestamp)

A
427k (Name)

A HS Y (0) (String Block Type (0))

FRFH K (String Block Length)

R AF4... (Parent File Name...)

Cisco Secure Firewall eStreamer £ {55
B-81




FRB  THREIBREIESH |
N AREERGEERESHR
LS 0 1 2 3
\ T[] 2]2]212]2]22]2T2]2]3]3
fir 011/2]3]4/5)6/718/9 4/ 1|2/3/4|5|6|7/8]9/0[T/2/3|2|5|6/7|8/0]0/1
R TR ER2E7 (0) (String Block Type (0))
SHA #i%
FIFEHUK EE (String Block Length)
R XA SHA #i%1... (Parent File SHA Hash...)
?@ FA5 2K (0) (String Block Type (0))
1
(Description) FAFER K (String Block Length)
FHA415BH... (Event Description...)

%45 ID (% 4% D)

#%4%5245]) (Connection Instance)

T2 (Connection Counter)

%

A (Connection Event Timestamp)

75 5] (Direction)

J5 IP il (Source IP Address)

J% IP (Source IP)
(42)

V5 IP Hidik (Source IP Address) (4£)
JIE P Huht, 4
JE P Huht, 4

H#x IP Hulik (Destination IP Address)

H#z IP
(Destination IP)
(8

H#» IP Hitik (Destination IP Address) (4£)
Hix IP Huht, 4
Hix IP Huht, 4

N FH ID (Application ID)

App. ID (App. ID)
(4

M 1D

Fi /7 ID (User ID)
(82

5 5] 4541 5 1% UUID (Access Control Policy UUID)

7 1) 9% 1) 55 1% UUID (Access Control Policy UUID) (4£)

5 M) 42 1] SRS UUID, 4%
5 M) 4% 1] SRS UUID, 4%
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| &B THRIEBEIESEN

BB ER S tEsy W

Sy 0 1 2 3
N R EERERR R BEE AR BEREE EHEEEEGEE
URI  [7) 2 ) SRS SUSEELE S pER) LS HESE S TR (0)
UUID (AC Pol (Disposition) (Retro. (Str. Block Type
UuID) (£ Disposition) (0)
55 H 25 (0) (String Block Type (0)) (4: FRRRRKREE
(String Block
Length)
FHF P (String Block Length) (42) URI...
JE i 1 (Source Port) H #rut 1 (Destination Port)
JEEZR /M X (Source Country) H 5 E 5K/ [X (Destination
Country)
Web ¥ H ID (Web Application ID)
% 13 8 FH 1D (Client Application ID)
#4E (Action) 3 (Protocol)
R R A S B e i S BOHEAT T U
# B-15 HF 5.2x 1% B H A FEHHHELIF B
FB HIERT P18 (Description)
S8 A A KR | uint32 JR B EAT E BE  HIR%N 33,
(Malware Event
Block Type)
TR R E uint32 BREBAF BRI T S, BRERE R
(Malware Event J%% RO FE S B \ASF41, 0 BB S RO E0E 7715 2
Block Length)
{3 UUID uint8[16] A T R AT A (T 1] 2 i ) AMIP AR R P 3 — 1D
(Agent UUID)
= UUID uint8[16] R G A <A B R A TR R O 5% ) A P ME — 1D
(Cloud UUID)
A A A uint32 WG IR F AR N TR
(Malware Event
Timestamp)
R ID uint32 BRPAE RN 1D,
(Event Type ID)
7R ID uint8 FECE B AR K B E R NS 1D,
(Event Subtype ID)
far il #5 1D uint8 o N 218 = A R IR B AR 1D
(Detector ID)
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MRB  TREIAREELES |

ERBERG GRS

# B-15 T 5.2x HIBRBE U ENHIFR TR (58

FB Hymapny i8] (Description)
EE e uint32 JE B AL RN AL PRI A H A . HIRA N o,
(String Block Type)
TR uint32 Har ) 44 Bk - 4 R B s B i T B, AR R A ANE Sk
(String Block FEHA T, I K 4 Fx”(Detection Name)
Length) FEP T
F Wl 4 F 0 2 5 008 R 4
(Detection Name)
A R uint32 JA BN A B R R R EIRZON oo
(String Block Type)
R uint32 FH P 0 ER R B (M, A R TR S B
(String Block A5, B 7 (User) = Berb )75 5L
Length)
il A 9% AR ELIF R A R A PR T SEBLAO P P .
R, XEH ARG E R K.

R BT uint32 BB ST 4 I 7 SR S B BB o
(String Block Type)
FRPHRKE uint32 A TR AR R I R, SRS AR AL T
(String Block BUmy )\, 30447 (File Name) B 1)
Length) FAH
Y14 (File Name) |77 H o s 000 B 8 B ) ST A PR 44 R o
o K T uint32 Joi LA SRR AR 1 P R MR B (AR o.
(String Block Type)
FRPHRYKE uint32 AR F AT R AR P R R, AR PR AR Sk
(String Block FBU )\ AT, I EUSCHEER(File Path) 7B
Length) RULEIE S
gﬁrﬁﬁﬁﬁé (File FAF R o s 00 B O 2 ) SCAR R SO R AR, ANEFE SR

at
S KT uint32 JE AN SO SHA BB 45 5 M B (EBRZA o,
(String Block Type)
Fr P uint32 SO SHA B H 545 5 s b i =15 8, s SR AL N
(String Block ST B\, RS SHA #I(File
Length) SHA Hash) =B i) 1 .
A SHA #%1 (File |45 Hh A % I 5 F S0 SHA-256 B IE I 2 BLF 7T & .
SHA Hash)
§1t|:)jvjx (File uint32 ARSI B B IR SO RN ()

ize
T 171 22 35 ) AMPPSC A |uint8 Ao ) B8 B ST A P ST S A
K7 (File
SCAFIN R (File uint32 B A 00 B 8 S ST I UNIXER )% (1 1970/01/0 1582
Timestamp) L RED .
= E 2R uint32 JA AL E S A AR R B . HIRZN o,

(String Block Type)
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| MFEB THRIAREIESN
IR ER GG Eh iR W
# B-15 HF 5.2x BB HIFE I HHELRFE (4
FB Hymapny i8] (Description)
FREBIKEE uint32 A4 TR R R S i R, AR BRSNSk
(String Block FEM)\AEAT, N B 447 (Parent File
Length) Name) 7B 1771548
LM% (Parent T R ARG 9 1) 75 i) A A ) 5 5% 19 S A 1) ST PR 6 R
File Name)
= R TR uint32 JA AL E AT SHA B -4 B Bl . (EIRZA o.
(String Block Type)
FR P uint32 A SHA BFFRF R R S i 5245 4, s
(String Block AR T B )\AS T, I E“A S SHA #71
Length) *(Parent File SHA Hash) F B 75 $.
LI SHA #41 FREH ARSI AT 5 e A 0 B R 2 SC A S ST A ) SHA-256
(Parent File SHA .
Hash)
EE eI uint32 JE BN AT U ) A R R . (AR AN o
(String Block Type)
TR R uint32 FAT U AT R AR PP ) R, B R BRI Sk
(String Block FE)\AFAT, B A 387 (Event
Length) Description) 7B+ )75 5.
5B (Event TR SRR R H A FHAE R
Description)
%% ID uint32 A AT B 1D
EERE A uint16 A AR B Snort SEl. B I E RS TR
(Connection 2 IDS
Instance)
U e uint16 F T DX )[R — A0 R A i B s AR A
(Connection
Counter)
T A I ) K uint32 T A 1A B ) A
(Connection Event
Timestamp)
75 7] (Direction) uint8 FRUMREC FEBUN . WRE A LN E:
1- N
2- bBAfE

HAZ B T (Flhn, s HTTP, IHAH

& Download) .
J5 IP Hulik (Source  |uint8[16] HERRK) IPv4 B8 IPv6 Hidlk .
IP Address)
H b uint8[16] B H AR IPv4 5K IPV6 Hidik .
NH 1D uint32 T I SCA AR L B 2 N ) 1D 4T .
(Application ID)
M 1D uint32 RGNS B AR ENLH P IR IR S .
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W ARBER SRR

# B-15 HHF 5.2x BRI FHIERFEE ()
FB Hymapny i8] (Description)

i i) 0% UUID  |uint8[16]
(Access Control
Policy UUID)

A D ik A A AU I 42 ] SR F M — B R AT IO AR 0 5

Qb H g uint8
(Disposition)

SRR AT IRES o T REMOE LG
1 - CLEAN - U R 24, AEBERIF.
2 - NEUTRAL - ANHf 8 SCAF 2 A & % B A .
3 - MALWARE - SO 500 B .

4-CACHE_MISS - ATk il A RF = R IETE R BL T A
AEEOL,  BUBREZ R S AR BT K .

16 ) 4k B A uint8 A BB R S AL B S Ol W R AL B G SR TR,
(Retrospective I BB 8 5 Ak B 5 17 (Disposition) B
Disposition) CHMEMIE . W RE(H 540 B K" (Disposition)
B & B AR ]
= R 2R uint32 RS URI A7 B B . HIBAN o,
(String Block Type)
TR R uint32 URI H P i) 79748, BRGNSk - B i) )\ A7
(String Block 5, ik URI BRI A 4L
Length)
URI TR H HEFEM) URIS
P53 1 (Source uint16 R ) I
Port)
H A5 O uint16 HERE ) H AR S .
(Destination Port)
PR KX uint16 PR N E 5 /0 X AR
(Source Country)
H A B 5K/ X uint 16 H AR AL [ 574 X AR
(Destination
Country)

Web N H ID (Web |uint32
Application ID)

BT Web RN RIS Cimé& i) .

% P S 1D uint32
(Client Application
ID)

ARSI 2 7 i PR PR A BB AR AR S (gD
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# B-15 T b.2x HIBRBHITENFIFRFE (4)

FB Hymapny i8] (Description)

#A4E (Action) uint8 PRI SCAE B SO AT I AR . T RE & LR
1 - il
2 - BH1E

3- MR ER
4 - WE AR R
5 - HEEMRVFIER
7 (Protocol) uint8 F P38 5E B9 JANA 005 . 62
1 -ICMP
4-1P
6-TCP
17 - UDP
HATX R TCP.

BERFE LR 5.3

eStreamer fI% 5 {f FFI T8 2 Hi R H0E S A7 W ST BEMHE A I . T B 5 T HE B
P R 5 5 R R T v L PR R 1 LR P 05 . SR
PF A He B 5 271 g 2 51) 2 BB eP £ 35, 16 AT DAL 22 SRR A A 4 L PR ACRS S 101 i
SRR E B RS GRS T BRI 30) 45 % 0 T8 2 B0k o 1 i
— AT R

P R SR

~

Sy 0 1 2 3

{i 0(1/2|3|4|5|6|7|8|9(10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

R ER (35) (Malware Event Block Type (35))

W A FH LK (Malware Event Block Length)

fRE UUID (Agent UUID)
fRF UUID (Agent UUID) (%)
A EE UUID (Agent UUID) (&)

fRF UUID (Agent UUID) (%)

= UUID (Cloud UUID)

z UUID (Cloud UUID) (4E)

Z UUID (Cloud UUID) (4%)

Cisco Secure Firewall eStreamer £ {55
B-87



MRB  TREIAREELES |

W ARBER SRR

A 0 1 2 3

{j 0(1/2|3|4|5|6|7|8|9(|10{11|12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

= UUID (Cloud UUID) (%)

A R B (Malware Event Timestamp)

#H4HKH D (Event Type ID)

H{:T2A D (Event Subtype ID)

K 44 B K4S 1D A E SR (0) (String Block Type (0))
(Detection (Detector ID)
Name)

FREERHA (0) 45 B K (String Block Length)
(String Block Type
(0)) (&2

FRERPAK 6 4% F5... (Detection Name...)
(String Block
Length) (4£)

il EAFER RIS (0) (String Block Type (0))

TR HUKFE (String Block Length)

Fi ... (User..)

i TR ERZEA (0) (String Block Type (0))

TR HUCEE (String Block Length)

XA44... (File Name...)

SRR P ER ERISAY (0) (String Block Type (0))

T4 E K (String Block Length)

A8 42... (File Path...)

XAE SHA FF g5 (0) (String Block Type (0))
g

T4 ER P FE (String Block Length)

A% SHA #551... (File SHA Hash...)

AR/ (File Size)

TH] [F] 24351 1) AMP SCAH:257 ( File

R (R (File Timestamp)
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BB ER S tEsy W

=35 0 1 2 3
'fj 0(1/2|3|4|5|6|7|8|9|10/11|12|{13|14|15|16|17|18|19(20(21|22|23|24|25|26(27|28|29|30|31
A P ERERISAY (0) (String Block Type (0))

4% (Name)

T4 # K (String Block Length)

R M:4... (Parent File Name...)

A FIFEHLEAS (0) (String Block Type (0))
SHA %1
R K (String Block Length)
R XA SHA H5l... (Parent File SHA Hash...)
?}1}5 TR PEEA (0) (String Block Type (0))
TiH

(Description)

TR HUKCRE (String Block Length)

HAEU ... (Event Description...)

¥ £ ID (¥4 ID)

#5265 (Connection Instance)

R4 2 (Connection Counter)

SR A 2K (Connection Event Timestamp)

J7 6] (Direction)

Y8 IP Hiht (Source IP Address)

5 IP (Source IP)
(%)

J5 IP Hibik (Source IP Address) (4:)
SRUE P Mk, %
SRUE P Mk, %

H#x IP il (Destination IP Address)

Hr IP
(Destination IP)
(8

H# IP #i3ik (Destination IP Address) (£5)
Hpx IP thuhl, %2
Hpx IP thuhl, %2

M. ID (Application ID)

App. ID (App. ID)
(82

/1D

Fi /1D (User ID)
€9)

7 [ 424 $E g UUID (Access Control Policy UUID)

Cisco Secure Firewall eStreamer £ {55
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W ARBER SRR

S 0 1 2 3

{j 0(1/2|3|4|5|6|7|8|9(|10{11|12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

P [ 4% i 5% UUID (Access Control Policy UUID) (45)
VIl Z ) S UUID, £
VIRl 4E ) SR UUID, £

URI T ] 4% 1] S g UUID JISEELPS SENSEIRPS FRPEB A (0)
(AC Pol UUID) (Disposition) (Retro. (Str. Block Type
€9 Disposition) (0)
A E R (0) (String Block Type (0)) (£5) FRFER P
(String Block
Length)
T K (String Block Length) (4:) URL...
P I (Source Port) H#x¥ 1 (Destination Port)
VR [E Z /M X (Source Country) H #5 E 2 /ih[X (Destination Country)

Web [ ID (Web Application ID)

% F3 M 1D (Client Application ID)

#4F (Action) X (Protocol) 5> (Threat I0C %45 (10C
Score) Number)
IOC %i 5 (I0C
Number) (28

TR R SR P 1 BUE AT T U
# B-16 JHTF 5.3 HIBBR LI EHHFH TR

FB Hymapny i8] (Description)

T B AR SRR | uint32 B B R BAT H RRP HARA 35,

(Malware Event

Block Type)

R FA YK E uint32 BRBAE BRI TR, AR R
(Malware Event AU B 7 Bty \AS -7, BB 5 B 80 7 1 4
Block Length)

2 UUID uint8[16] P 20 A A D 1D 1) £ g P AMIP AL F) P S5 1
(Agent UUID) — D,

= UUID uint8[16] R R AT A 1 8 R A BN X 4% ) PN T PE — 1D
(Cloud UUID)

R A E A A uint32 R A AR S R

(Malware Event

Timestamp)

Cisco Secure Firewall eStreamer £ /387 |
B-90




| M®B  THREIBREELSH
IR ER GG Eh iR W
# B-16 HT 5.3 HIBB R ELIHILTFE ()
FB Hymapny i8] (Description)
HEEM D uint32 MR FAF R N 1D,
(Event Type ID)
7R ID uint32 FECE B AR K B E R NS 1D,
(Event Subtype ID)
far il #5 1D uint8 AR W 380 2% = A P A U B AR ) S 1D
(Detector ID)
= E 2R uint32 J Bl e A2 PR B A B R (R o
(String Block Type)
TP uint32 R I A4 FR 5 e RO He b B - 8, B FE BRI ARIAE 3k
(String Block FEH)\AEAT, n B4kl 44 #5” (Detection
Length) Name) =B 1) 5= 15 450
o] 44 B TR H Ao W) 381 B A R B P B R A R 44 R
(Detection Name)
S KR uint32 JEEELE P A R R R . (IR o.
(String Block Type)
R uint32 FH P 0 M R e M, AL e AR Sk o B
(String Block BI\NASFAT, I EeH " (User) B 1540
Length)
M FREE R MR I R A S A A T AL o 3
R, XA FORGE R P K.
A 2 R uint32 JE B S B A R R . (IR o.
(String Block Type)
TR E uint32 A TR AR R R, SRS R Ak T
(String Block By A1, R sk 447(File Name) <7 Br i
Length) FATHL
X4 (File Name) |77 o s 000 B O 2 ) ST A PR 44 R o
EE e uint32 JA AL S B AR I A B R . (RN o
(String Block Type)
TR EH A uint32 S AR AT B R R B R, AR HR RN Sk
(String Block FE)\AFAT, BSR4 (File Path) ¢
Length) )T
Pi#tﬁ%ﬁé (File TR ol o W R B ) SO IR AR R AR, AN BSR4
at
2 KR uint32 JE B E AT SHA BB )45 s Bl B . (HIR%N o.
(String Block Type)
TR R uint32 A SHA BB 75 e Bt S i -7 8, AR ERS AL AN
(String Block sk F B NAFAT, I B30 SHA #2517 (File
Length) SHA Hash) FZE A HI 73 5.
XA SHA #1%1 (File |75 R I SR B B (S SHA-256 HiFIME i 30 7 7 5
SHA Hash)
g#)ﬁd\ (File uint32 ol o W R B 1) SCAR R RN (D
ize
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ERBERG GRS

# B-16 JHT 5.3 BB U EIIHF TR (5E)

FE HIERA LB (Description)

THI 1) & 3 f AMP S | uint8 A DN BRSO SRR Y . e B AR B I

M (File PR O HARE T e . B RTEAE R, B S W &
I ) AMP SCHF R AL T HE, 35 3-40 L.

SCA IS TR K (File uint32 B A I B B B I SR UNIEX B TR

Timestamp) 1970/01/01 &4 ED

= R TR uint32 JE AL E S A TR R R . HIRZN o,

(String Block Type)

FRFERPK uint32 M2 A5 R AR PP ) 8, B HE RS R =k

(String Block FEH AT, L5231 47 (Parent File

Length) Name) F B 11515 8

R fF4 (Parent FAF R RS A 1) 7 e A 00 R B S A FR) SO R 44

File Name)

A R uint32 JE B A SHA BB 775 s il e . fHIRZ N 0.

(String Block Type)

TR H R uint32 RIAF SHA B 747 R b 7 1 8, Bds sy

(String Block ARk Beig A7, 0 B S SHA #5)

Length) *(Parent File SHA Hash) F B 75 #.

A SHA #%1 TR ARG N 161 75 i) A A 0] 5 o 129 S A 19 52 S A 1) SHA-256 Fis

(Parent File SHA A fH.

Hash)

EE e uint32 JE AL AT U R A R R . (AR AN o

(String Block Type)

FRPEH R uint32 FE U AT R B R ) R, AR RSN Sk

(String Block FE)\AFAT, B A 37 (Event

Length) Description) 7B+ )75 5.

TEBN U (Event T SRR R HALFHAE R

Description)

% ID uint32 A AT B 1D

S uint16 A AR B Snort SEfl. B ZE RS TR

(Connection = IDS

Instance)

U e uint16 FH 3 DX [ — 0 2 A 5 e A OB

(Connection

Counter)

AR uint32 S A I

(Connection Event

Timestamp)

7J5 ] (Direction) uint8 KR REC AN . e A LU AE:

1- N
2 - Itk

H AT ZE B R TP (Bltn, wSERERHTTP, WA
4 Download) .

Il Cisco Secure Firewall eStreamer £ /155



| M®B  THREIBREELSH
IR ER GG Eh iR W

# B-16 HT 5.3 HIBB R ELIHILTFE ()

FB Hymapny i8] (Description)

J5 IP Hitk (Source |uint8[16] HEREVR IPv4 B IPV6 Hidik.

IP Address)

H uint8[16] B HARN IPv4 B IPv6 Mkt

N 1D uint32 T I SCA AR L B 2 N ) 1D 4T .

(Application ID)

i ID uint32 RS B AR ENLH PRI IR S .

T il 4% 1 S g UUID - |uint8[16] B 9 i A 1R 7 I 428 o) SR gk 1) W — B AR A IR B 5

(Access Control

Policy UUID)

FLER uint8 SRR IR S o AT RERO AL 3

(Disposition) 1 - CLEAN U2 a4y, AVEL & Rk f
2 - UNKNOWN ANAff & SCIF R 5 3 B it
3 - MALWARE AL 8 8% S At
4-UNAVAILABLE# M Jei 7] = KIETE K LA T R &
B, B2 IR 55 B0 T BT 3K
SUSTOMIGNATUREL 45 7 & LA UL,
I HUAR P 1) 07 SNk AT A B

18 ) A A uint8 REE TS OB G AR E RSO IR B G OARE Hr, W

(Retrospective b B & A 5 kb B 1 " (Disposition) 7B

Disposition) BEREME. 7R 54 & 15" (Disposition)

FRAEHEAME .

A R KA uint32 JEEIEE URI A7 B B B . (HIRZ0N o,

(String Block Type)

TR A uint32 URI Hdl B )75 30, G HER BRI L 7 B i) )\ A

(String Block FAT, Nk URL B 21 4L

Length)

URI ¥ HEFE URI.

Jevi uint16 EERER A 3 5 .

(Source Port)

H b ity uint16 HEREH H bR S .

(Destination Port)

5 55/ X uint16 Y5 AL K /1 X AR

(Source Country)

H x B 5 /4 [X uint 16 H A5 WL E K/ XA

(Destination

Country)

Web M H ID (Web |uint32 Bl Web S H BN bR RS (A& .

Application ID)

%% 7 3 L FH uint32 WAar il 2 7 o S A AR IR S (& D .

ID (Client

Application ID)

Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

W ARBER SRR

# B-16 JHT 5.3 BB U EIIHF TR (5E)

FB Hymapny i8] (Description)

#4E (Action) uint8 PRI SO A SO AT I AR . TR LR
1 - il
2 - BH1E

3- MR ER
4 - WE AR R
5 - HEEMRVFIER
7 (Protocol) uint8 F P 3852 B9 JANA 005 . 62
1 -ICMP
4-1P
6-TCP
17 - UDP
HATX R TCP.

R4 uint8 0 B 100 Z[A)HIEME, FETLEShA 7 Hr I IA) U 42 2 v
(Threat Score) (G BAT AT H .

IOC %5 uint16 It SR EFR ID .
(10C Number)

EEPF R 5.3.1

eStreamer JIk 55 F % B AP AR B A OB R B EMFNE R . REHAUGRTESR
PRS0 28] e e 8 S R L AN 5 DA R S A R ) B P IR R SRR
AU R BRR RN 251 2 Bls A b i) 44 e B A 7 B35, S mr Ul 72 5 il 5 B34
RS2 101 fJIERIE B P B BB S A SRS GERIREFBP AL 30) Rz F I &R
BAF SN BT R

B R R B S R £

S 0 1 2 3

{j 0|1{2|3|4|5|6|7(8|9/|10(11|12]13|14|15(16|17|18|19|20(21|22|23(24|25|26|27|28|29|30|31

W A FE YRR (44) (Malware Event Block Type (44))

BB AR K J# (Malware Event Block Length)

R UUID (Agent UUID)
fRFE UUID (Agent UUID) (%)
fRF UUID (Agent UUID) (4E)

A EE UUID (Agent UUID) (&)

Cisco Secure Firewall eStreamer £ /387 |
B-94




| MxB THEIBREIESH
IFfRBER A Ea Ry
=35 0 1 2 3
,fj 0/1/2|3|4|5(6|7|8|9|10(11|12|13(14|15|16|17|18|19|20|21|22|23|24|25|26(27|28|29|30|31
2 UUID (Cloud UUID)
Z UUID (Cloud UUID) ()
Z UUID (Cloud UUID) (#8)
Z UUID (Cloud UUID) (%)
B R AR [ 8K (Malware Event Timestamp)
2R D (Event Type ID)
H4 7257 ID (Event Subtype ID)
For N 44 KIS 1D FIFR ISR (0) (String Block Type (0))
(Detection (Detector ID)
Name)
FAFERIER (0) TR HHUKFE (String Block Length)
(String Block Type
(0)) (&)
FRERPKE 6 4% F5... (Detection Name...)
(String Block
Length) (4£)
HF FIFER P AL (0) (String Block Type (0))
TR HUCEE (String Block Length)
F ... (User...)
R P ER ERISAY (0) (String Block Type (0))
FAFE K (String Block Length)
X A4:4... (File Name...)
AR 4 E 2SR (0) (String Block Type (0))
T4y ERHLK J (String Block Length)
XA #84%... (File Path...)
A SHA A ERHLERL (0) (String Block Type (0))
W A
TR HLK FE (String Block Length)
A4 SHA #47%l... (File SHA Hash...)

K (File Size)

T[] 4355 ) AMP SC {8252 ( File

Cisco Secure Firewall eStreamer £545%




MxB THREIAREESH |
N ERBERESEESIREN
=35 0 1 2 3
{YL 0(1|2|3|4|5]|6 89 (10/11|12|13|14|15(16|17|18|19|20|21(22|23|24|25|26|27|28(29|30 |31
SO A (File Timestamp)
A 45 EHLZEA (0) (String Block Type (0))
42 Fk (Name)
R K (String Block Length)
RXAF4... (Parent File Name...)
A FIFER PSR (0) (String Block Type (0))
SHA #51]
P45 H UK B (String Block Length)
A SHA %1... (Parent File SHA Hash...)
?ﬁlﬁ P ER ERISAY (0) (String Block Type (0))
Wi B
(Description) S SR T (String Block Length)
HE ... (Event Description...)

% 4% ID (Device ID)

ERE524 (Connection Instance)

41 %% (Connection Counter)

YR A] 8% (Connection Event Timestamp)

J7 If] (Direction)

8 IP (Source IP)
(42)

8 IP itk (Source IP Address)
Y5 IP #ilik (Source IP Address) (42
VR P thik, 2
VR Ptk 2

Hr IP
(Destination IP)
(%)

H#x IP ik (Destination IP Address)

H#x IP ilik (Destination IP Address) (4:2)
Hix IP bk, -
His IP bk, %-

A ID (Application ID)

App. ID (App. ID)
(28

HF 1D

Fi 7 ID (User ID)
(5

i ] #2581 €% UUID (Access Control Policy UUID)

Cisco Secure Firewall eStreamer £ /387
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| &B THRIEBEIESEN

BB ER S tEsy W

S 0 1 2 3

{j 0(1/2|3|4|5|6|7|8|9(|10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

P [ 4% i 5% UUID (Access Control Policy UUID) (45)
VIRl 4Z ) SR UUID, £
VIl Z ) S UUID, £

URI T ] 4% i1l S g UUID bR 25 B SEN P USRS FRPBHEA (0)
(AC Pol UUID) (Disposition) (Retro. (Str. Block Type
(8 Disposition) (0)
A E SR (0) (String Block Type (0)) (£5) FRFER YA
(String Block
Length)
TR K (String Block Length) (4:) URL...
P I (Source Port) H#x¥ 1 (Destination Port)
YR E ZK/H X (Source Country) H #5 E 2 /i [X (Destination Country)

Web N ID (Web Application ID)

% 13 8 FH D (Client Application ID)

#4E (Action) Y (Protocol) BPES I0C %5
(Threat Score) (I0C Number)
IOC %5 (I0C 4% 5 (Security Context)
Number) (4£)

2724155t (Security Context) (42)
274 f% 5 (Security Context) (4£)

‘Z 4= 1% 5 (Security Context) (42)

TR
(Security Cont.)
(4

RN B A F A B ) B AT T .
# B-17 JHF 5.3, 1 BIBER LM E 55 B

FB Hymapny i8] (Description)

RS ER Uint32 RS AT SRR IR a4

(Malware Event

Block Type)

BRSPS Uint32 Wﬂﬁ%#i&?&ﬁ%ﬂlﬂﬁ’] TR, AFERERAE
(Malware Event *i%ﬂkf%ﬁiﬂ’l/\/l\ » kB8 E BB
Block Length)

Cisco Secure Firewall eStreamer £545%
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W ARBER SRR

# B-17 /T 5.3.1 IBEH I EIIHHFH TR (L)

FB Hymapny i8] (Description)

{3 UUID uint8[16] 75 R A A 1 T 1) £ i ) AMIP AL P Ay 0

(Agent UUID) — D,

= UUID uint8[16] KA PATFA BRNSZOR B =1

(Cloud UUID) P HE— ID.

R A A R uint32 A A A R ] R

(Malware Event

Timestamp)

A ID uint32 R FEA R NS 1D,

(Event Type ID)

FfF 7R ID uint32 T HOR B PRI B HAE ) BT 1D

(Event Subtype ID)

for il #% 1D uint8 AR W) 380 2% = A P A U B AR [ S 1D

(Detector ID)

TR H PR uint32 JE Bl e A R ) A S B . (AR 20N 0.

(String Block Type)

FRPERPLK R uint32 Har ) 44 PR - 455 R B s B i 2 B, AR SR ANE Sk

(String Block FEH AT, i B4k 4 Fr”(Detection

Length) Name) =B H 11 4.

o 44 FR FREE# R N3] B 98 25 1) 2 T AR I AL R

(Detection Name)

FREE PR uint32 JE B P A AR R . (HIRZN 0.

(String Block Type)

R uint32 FH P A0 S P A A S R R Sk B

(String Block A5, n E“H P (User) 2B 7154

Length)

M FREE 23 B I R AR R A BT L . 3
R, XA FORGEE R P K.

FRFE PR uint32 JE B S B A R . (IR 0.

(String Block Type)

TR uint32 AR AR B AR S R, AR PR R AR Sk

(String Block B )\, I B “seE 47 (File Name) 7B H i

Length) FAH

Y4 (File Name) | #1755 o oy W R 2 ) SO PR 2 R

FREEB PR uint32 JA B S B AR B AT R R . (IR 0.

(String Block Type)

TR R uint32 SR RR AR AT ER B B ) R, AR BRSNSk

(String Block FEA\AFAT, B 42 " (File Path) 7Bt

Length) R k@

AR AL (File T R ARG TN SR8 25 B0 S A ) SO PR B A, AR R4

Path)

FRFHR RN uint32 JA AL ST SHA U )74 B B e . (AR %0 0.

(String Block Type)
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| &B THRIEBEIESEN

BB ER S tEsy W

# B-17 T 5.3.1 FIBEH I EIIHHFH TR (L)

FB Hymapny i8] (Description)
TR uint32 S SHA B 45 AR P =1 8, ARSI AN
(String Block Bk F B AT, I B SCfE SHA #51”(File
Length) SHA Hash) =B #1544
AT SHA #1%1 (File | F-FF ARG I B B 1) SO SHA-256 BUAAE i 28U 75 5 o
SHA Hash)
Siﬁ:jcd\ (File uint32 ARG I SR8 125 B0 ST IR ()

ize)
T[] 28 3 ¥ AMPSC A |uint8 o 00 B B SCAR I SO R Y . b T B AR BRI
K (File PR LR T B T L. A RTEANE R, TE S 0 &

i) AMP U R c e, %8 3-40 L.

S (] 8K (File uint32 0] 8 A ) B8R 2 ) SO 9 UNIEX T ) 386
Timestamp) (H 1970/01/01 LT HIFHED
TR H P uint32 JE B ST A4 B A B . (AR 2N 0.
(String Block Type)
FRFHRRACE uint32 XA A4 AT R B R ) R, AR RSN Sk
(String Block FBE)\AFT, B S 447(Parent File
Length) Name) FEH 15 %
R4 (Parent TR ARG N 161 75 ) A A ) S5 o 88 S A PR S A PR 42 R
File Name)
TR H PR uint32 JA BN LSS SHA B A )75 e B e . [HIR%4 40,
(String Block Type)
R uint32 S SHA HFF 7 M e rh 0 S 45 8, L 96 Bk
(String Block ARk Ber g \AS 7, 0 B S0 SHA #5)
Length) ”(Parent File SHA Hash) 7B i) 7 15 5.
LA SHA #41 SR ARG N 161 75 i) A A ) 552 o 129 ST A (9 S S A 1) SHA-256 Fi
(Parent File GRS
SHA Hash)
TR PR uint32 JE B AT U ) A R R . (RN 0.
(String Block Type)
TR R uint32 FAFUH AT R B e R, AR SRR AR Sk
(String Block FBU AT, I B S5 (Event
Length) Description) 7B {1715 %
W (Event TR H 53R R B HAL FAE R
Description)
% % ID (Device ID) |uint32 A AR & ID.
- S uint16 A AR R 1) Snort SEB . TR Z S S TR
(Connection = IDS
Instance)
R uint16 FH 3 DX [R] — 0 AR e e A B
(Connection
Counter)

Cisco Secure Firewall eStreamer £ {55
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W ARBER SRR

# B-17 JTF 53.1 BB EIEHIGHFE ()
FB Hymapny i8] (Description)

AR AR uint32
(Connection Event
Timestamp)

LA I TRV

J5 ] (Direction) uint8

KR REC LA . nTRESH L ME:
1- F#
2 - A&

H AT ZE B R T ol (Fldn, nSBERZHTTP, NHAE
5 Download) .

J5 IP Hidik (Source |uint8[16] VR IPv4 B IPv6 Hidik .

IP Address)

EF7S uint8[16] A HARH IPv4 5L IPv6 Hidik .

N ID uint32 T L S A 36 B 25 N G 1D G S .
(Application ID)

A/ ID uint32 RGN BH ST H AR BN P R IR S .

7 1] 7% il g UUID | uint8[16]
(Access Control
Policy UUID)

A D i S B4 U7 T 42 ) SR P MEE — B AR AR RO a5

VOB AR uint8
(Disposition)

S S RS . AT REFOAE AL ES -
1 - CLEAN X2 %4, MEHBEHM.
2 - UNKNOWN Aff 5 SO 2 75 A 2 % = A
3 - MALWARE SO0 55 5% 2 04
4 - UNAVAILABLE # Tk = KEE R DL T iRt
B, Bz IR 45 B i SR .
CUSTOMIGNATUREL 14 5 I /7 5 S B UL L,
It HCLH P 48 e 5 k47 b 2

&

16 ) 4k 1 uint8
(Retrospective
Disposition)

Ab B E DU R AL B . R A B AR,
e BB & I E 54 B 5 IL” (Disposition) 7Bt

A5 HIMEARR . AT RE(E 5“4k & 15 " (Disposition)
FERAEHEMFAE .

R R uint32 JHAEL A URL 570 B S B, (HI620 0,
(String Block Type)

TP E uint32 URI E e rb i 75 5, B3R PR BRI Sk 2 B )\ A
(String Block FA, b URI FE R E 4.

Length)

URI FREH HERE URI.

i uint16 EERER ) I .

(Source Port)

H A5 uint16 HERE ) H AR S .

(Destination Port)

V5 1B oK /4 X uint16 TR NI E K/ X AR

(Source Country)

Cisco Secure Firewall eStreamer £ /387
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| &B THRIEBEIESEN

BB ER S tEsy W

# B-17 T 5.3.1 FIBEH I EIIHHFH TR (L)

FB Hymapny i8] (Description)
ERNEE SIS uint 16 H AR B E 7 X ALY
(Destination
Country)
Web N H ID (Web |uint32 il Web BN #AR IR S (W& D .
Application ID)
7 ] v v uint32 AL 75 7 S 2 B P9 AR RS (A& HpD .
ID (Client
Application ID)
#{E (Action) uint8 AR ARSI SO AT A . T RE ST LU TR A
1 - fa
2 - Bk

3- LR ER
4 - BRI LR
5 - R RVEYIE
¢ (Protocol) uint8 FH P48 2 11 JANA This S . 45
1 -ICMP
4-1P
6-TCP
17 - UDP
H AT R TCP.
JE B P73 uint8 0 F] 100 [’ FFIEME, T 7E A 43 b7 HA [A] W 42 21 ¥ 7%
(Threat Score) 1R BAT NI H .

IOC %5 uint16 5 IS AR B B ) 1D SR .
(10C Number)

2745 (Security  |uint8(16) MEIEL 2 eEs ORI KRS 1 ID Sig, i&iE
Context) B, RGO 2R N ASA FirePOWER ¥4 1 76
B,

TR EIER 5.4.x

eStreamer A 55 A1 B A S B RAE A OB B PG R . REEMHFRERTAESR
PA ARG 00 28] A % 120 DT SRR A *ﬁ‘iﬂlﬂ?‘i?ﬁu&%%fﬁ#ﬁ‘ﬂﬂﬁﬁiﬂﬁﬂ)ﬂ)ﬂE‘J%‘%o BEBAFE
PREE DR SRR T Oy R 2Bl R Th 9 47 . BB T D44, RGN, CR AT SSLAN
SCAFAF R SR 5 B

fn] LUB AR F A RA Oy 6 HFAHAIE Ty 101 YR B b B E S A RS GERIRE T
Berb 4z 30) R iZ AT 9l AR AT SR E R ) — B REAT I R

R R AR R R S -

| Cisco Secure Firewall eStreamer £545%
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W ARBER SRR

et 0 1 2 3

{j 0(1/2|3|4|5|6|7|8|9(10{11]12|13/14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

B R R (47) (Malware Event Block Type (47))

W ALK (Malware Event Block Length)

fRE UUID (Agent UUID)
fRF UUID (Agent UUID) (%)
fRFE UUID (Agent UUID) (%)

fRF UUID (Agent UUID) (4E)

Z UUID (Cloud UUID)
Z UUID (Cloud UUID) (4)
Z UUID (Cloud UUID) (4%)

Z UUID (Cloud UUID) (45)

W A A 18]k (Malware Event Timestamp)

FH42H D (Event Type ID)

HH4ET27 D (Event Subtype ID)

44 Kr#S 1D A5 R RIS (0) (String Block Type (0))
(Dlt\latecti)on (Detector ID)
ame

FREH R (0) P (String Block Length)
(String Block Type
) (%

TR T ¥ 4 F5... (Detection Name...)
(String Block
Length) (4%)

Fij FrFE LA (0) (String Block Type (0))

F44 H HK B (String Block Length)

FH ... (User..)

LT 45 EHLZEA (0) (String Block Type (0))

TR HUKCRE (String Block Length)

X AF:4... (File Name...)

Cisco Secure Firewall eStreamer £ /387
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| &B THRIEBEIESEN
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=35 0 1 2 3
'fj 0(1/2|3|4|5|6|7|8|9|10/11|12|{13|14|15|16|17|18|19(20(21|22|23|24|25|26(27|28|29|30|31
RS AR P ERERISAY (0) (String Block Type (0))

T4 # K (String Block Length)

YA 4%... (File Path...)

X SHA FI5 R ERISHY (0) (String Block Type (0))
W A

TR P FE (String Block Length)

A% SHA #551... (File SHA Hash...)

AE K/ (File Size)

TH] [F] 24351 1) AMP SC4:257 ( File

SRR [E)EK (File Timestamp)

A FIFER P AL (0) (String Block Type (0))
4% (Name)

FIFEHLK EE (String Block Length)

R M:4... (Parent File Name...)

A& FI5ERERISAY (0) (String Block Type (0))
SHA %1
FAFH K (String Block Length)
R SHA #51... (Parent File SHA Hash...)
s TR PEER (0) (String Block Type (0))
A

(Description) FAF R B B (String Block Length)

{1 BE... (Event Description...)

## ID (Device ID)

259249 (Connection Instance) HERETH4% (Connection Counter)

HEREH{ERT A] 8 (Connection Event Timestamp)

75 1 (Direction) V& IP 3tk (Source IP Address)

J5 IP Hibik (Source IP Address) (4:)
SRUE P Mk, %
SRUE P Mk, %

J5 IP (Source IP) H#% IP #i3i: (Destination IP Address)
(%)
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N ERBERESEESIREN
Z3 0 1 2 3
{j 0/1/2|3|4|5(6|7|8|9|10(11{12|13(14|15|16|17|18|19|20|21|22|23|24|25|26(27|28|29|30|31
H#x IP ik (Destination IP Address) (45)
Hiw IP Hibk, 2
Hiw IP Hitk, 2
H#x IP M. ID (Application ID)
(Destination IP)
¢=9)
App. ID (App. ID) 1D
¢=9)
A ID (User ID) i 18] #2441 2 UUID (Access Control Policy UUID)
(&)
7 Ia] 1241 2 1% UUID (Access Control Policy UUID) (45)
7 I 1 Sk g UUID, 4&
7 I i g UUID, 48
URI 7 I 4% 1) 5 s UUID Kb 3 4 R PENIHGEEEZE S FAFER PR (0)
(AC Pol UUID) (Disposition) (Retro. (Str. Block Type
¢9) Disposition) (0))
FI5 R EISAY (0) (String Block Type (0)) (42 F R
(String Block
Length)
F45H BLKJE (String Block Length) (£) URL...

JF i I (Source Port)

H #x%7 1 (Destination Port)

YR E K /Hi[X (Source Country)

H 45 E Z /X (Destination Country)

Web N ID (Web Application ID)

% PR 1D (Client Application ID)

#1F (Action)

Y (Protocol) BT (Threat

Score)

IOC %i'5 (I0C
Number)

I0C %% (10C
Number) (4£)

27415 (Security Context)

274 f% 5 (Security Context) (4£)
‘%455 (Security Context) (%)

22415 5% (Security Context) (££)
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=35 0 1 2 3
»fj 0/1/2|3|4|5(6|7|8|9|10(11|12|13(14|15|16|17|18|19|20|21|22|23|24|25|26(27|28|29|30|31
et SSL iFH454X (SSL Certificate Fingerprint)
(Security Cont.)

SSL iE 5454 (SSL Certificate Fingerprint) (42)
SSL iEP 84 (SSL Certificate Fingerprint) (4£)
SSL iEH4E4L (SSL Certificate Fingerprint) (4£)

SSL iEP 84 (SSL Certificate Fingerprint) (%)

SSL IE- R4 (SSL SSL sfr#{E (SSL Actual Action) SSL #itikA (SSL
Cert Fpt) (&2) Flow Status)
714 SHA SSL i RF (SSL IR ESA (0) (String Block Type (0))

Flow Stat.) (%)

FIF T TR ERHEAL (0) (String Block Type (0))
(Str. Blk Type)

FrREBRKE (Str. 1284 SHA... (Archive SHA..)
Length) (4£)

AR 22 FR A ER RIS (0) (String Block Type (0))

T4 ER P FE (String Block Length)

ERG 4 FK... (Archive Name...)

AERR
(Archive Depth)

S A A B Do B BUEEAT TR
# B-18 T 54X BB BN FHHIE R FE

FB HIERT P88 (Description)

BRI R uint32 RS R AR, IRy 47,

(Malware Event

Block Type)

WA F YK uint32 TR F BRI R, BRERER
(Malware Event FAUFNC L By )\ A7, BB 5 r 80 =15 2
Block Length)

¢ UUID uint8[16] 5 G R A A 1 THI 1) 2 3 1) AMIP AR ZL 1) P9 33 PEE— 1D
(Agent UUID)

= UUID uint8[16] RGBT E A ) AR S SEE R AP 2 A
(Cloud UUID) — ID.

Cisco Secure Firewall eStreamer £545%
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# B-18 T 5.4x HIBRBEHITENEFR TR (58

FB Hymapny i8] (Description)

R HE A R | uint32 WA A A I TR

(Malware Event

Timestamp)

LM ID uint32 R E RN 1D,

(Event Type ID)

M D uint32 FECE B BRI B R B 1D,

(Event Subtype ID)

Fril % 1D uint8 o 00 )8 = A A IR B B 1D 6

(Detector ID)

EE e uint32 JE Bl AL RN AL PRI A H A . HIRZ N o,

(String Block Type)

TR R uint32 Har ) 44 Bk - 4 R A s B i T R, AR R A ANE Sk

(String Block FEA AT, B K 44 FR”(Detection

Length) Name) 7B H #7540

o] 4 T R Ao W) 381 A R 2 P 8 i A R A4 R

(Detection Name)

= E 2 TR uint32 JE BN P A A R . (IR o.

(String Block Type)

TR uint32 P 55 B B s b i 5 8, R PSR R AN L T B

(String Block A5, B 7 (User) = Berb )75 5L

Length)

M TR H 2 AR IR R A G B R E T RN P . i
R, XEH ARG E R K.

= E 2R uint32 JE B S A B A R . (IR o,

(String Block Type)

TR uint32 SR TR AR SR ) R, AR RS R ANk T

(String Block B )\, i B sofk 447 (File Name) 7B

Length) FHHL

X AF4 (File Name) |77 Al o ) B8 o 5 ) SO R 44 R

SR 2K uint32 JE B SO B AR B A B B R . (RN o

(String Block Type)

TR E uint32 AT BRAR AT R A PP B T H, AR RS R Sk

(String Block FEA\AFAT, N B Sc B 427 (File Path) 7Bt

Length) T 5 H

Piﬁ;ﬁ%ﬁé (File FAF R ol o W R B ) SO I SO AR R AR, RIS SR 4

at

E e uint32 JE AL AT SHA B i) 745 B B e . (IR 4N o.

(String Block Type)

TR RS uint32 S SHA BOY 775 B B s b i 75 8, B dm HeR AL AN

(String Block Sk F B \AN AT, i Bt SHA #s1)”(File

Length) SHA Hash) =B i) 51 .

A SHA #%1 (File | %% G I B8 B 5 1 S SHA-256 BRSIME 1 2 I 77 e .

SHA Hash)
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# B-18 T 5.4x HIBRBHITENFIFRFE (4)

FB Hymapny i8] (Description)
gc_#)jw (File uint32 BRI S RE B8 SRR (R
ize
T 1 2635 1 AMP S uint8 HER USRI SO SCIF AL . I B &5 SUTEBGL T
A (File PHRAL I o8 e . ARV E R, B S IH &
i i) AMP SCPF R BCHR, 26 3-40 TLs
AN TRV (File uint32 B A 00 R B B S A Y UNIEX B TR CH
Timestamp) 1970/01/01 &M ED
= 2R uint32 JR AL E S A AT R . HIRZN o,
(String Block Type)
e P uint32 SO A4 A BB TR, LT SRR T Sk
(String Block FEBA\AN T, I B4 (Parent File
Length) Name) B 15 4.
R4 (Parent FAF ARG WU 34 T80 5 ) A9 Gk 0 B8 B 29 ST A PR ST A I 8 R o
File Name)
= E TR uint32 JA B AL A SHABU I 745 Hh i B . [HIEZ Mo,
(String Block Type)
TR uint32 A SHA #U = 7F B Hafs b (1) =5 5, A dd ey
(String Block AR ST B \NAS T, I 5 SHA #%1
Length) ”(Parent File SHA Hash) 7B {715 %
R SHA %1 FAF Ao WO 349 [8] 5 i 46 o ) B8 R 29 ST A 1 S ST A1) SHA-256 I
(Parent File 51 .
SHA Hash)
22 B e uint32 B O B 1 A R R e, (A o,
(String Block Type)
TR uint32 FA U AR BRI R R, AR SR AR Sk
(String Block FEHAA T, S " (Event
Length) Description) 5Bt H1 = 15 %t
TS (Event FAF R SRR HARFHARE B
Description)
%4 ID (Device ID) |uint32 A2 AT B 1D
TEHE S uint16 AR PB4 B Snort s, B TS S IER
(Connection % IDS
Instance)
HE RS uint16 F T DX ) [R] — A A i B SR A
(Connection
Counter)
ER AR | uint32 A I
(Connection Event
Timestamp)
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# B-18 T 5.4x HIBRBEHITENEFR TR (58

FB Hymapny i8] (Description)
75 ] (Direction) uint8 KR REC AN . TR A LR A:
1- N
2- bBAfE
HAZE R R T (flan, RESE2EHTTP, MIJHE
& Download) .
J5 IP Hidk (Source  |uint8[16] HEREVR IPv4 B IPV6 Hidik.
IP Address)
H bz uint8[16] B HARK IPv4 B IPv6 Mkt
NH 1D uint32 T I S AR L M 2 N ) 1D 4T .
(Application ID)
i ID uint32 RGNS B AR ENLH PRI IR S .
T il 4% 1 S g UUID - |uint8[16] AR i S AP 4 U7 T 47 1) SRS 1 PHE — B AR A R A ) 5
(Access Control
Policy UUID)
W FLER uint8 SRR IR o AT RERO AL 3
(Disposition) 1 - CLEAN SCfFfE 2240 f, Ao & M H 1
2 - UNKNOWN ANAff 5 SCIF R 50 3 B i pt .
3 - MALWARE S AL 8% B At
4 - UNAVAILABLE 3Gk n] = KiE1E R DL T fii i
& VA AT
SUSTOMIGNATUREL 45 7 & L EFI UL,
I H VL - fi e 0905 AT b B
18 A B A uint8 OB SO B G AR BRSO IR BGOSR E Hr, W
(Retrospective b B & i 5 AL B 1 L (Disposition) 5B
Disposition) AEMEME. 7T ReH 54 & 1% 5" (Disposition)
T B B A ]
A R uint32 AN URI A R . (HIR4A o,
(String Block Type)
TR EH A uint32 URI Edla e rb it 75 5, AR PR BRI Sk 7 B )\ A
(String Block FAT, N URL B 2 L
Length)
URI TR R URI.
Jevi uint16 EERRIR I .
(Source Port)
H b ity 1 uint16 HEREH H bR S
(Destination Port)
Ut 2K /3 X uint16 Y5 AL FE K /1 X ARAD
(Source Country)
H b [ 2 /1 X uint 16 H A5 WL E K/ XA .
(Destination
Country)
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# B-18 T 5.4x HIBRBHITENFIFRFE (4)

FB Hymapny i8] (Description)
Web ] ID (Web |uint32 BRI Web B H A #bR IS (CIIEAD
Application ID)
% 75 S uint32 Bk IA PP B YRR RS @D
ID (Client
Application ID)
#1F (Action) uint8 AR SO 2RI SCAF AT A . AT RES A AT E:
1 - il
2 - BHIE
3 - HERMsER
a4 - B EAFE IR
5 - SRR RVFHIR
6 - = AN
7 - H & A
8 - [ E A FH I
9 - fER4PHIE GEBH VR
10 - fEA4BHIE CEnE)
11 - fEASBHIE R A R I
¥ (Protocol) uint8 F 48 52 19 IANA L5 . it
1-ICMP
4-1P
6 - TCP
17 - UDP
HAT R TCP.
JBB PF- 73 uint8 0 2 100 Z [H I¥UE, BT 1ES)ZS 73t A 18] WL 52 2 (1) 78
(Threat Score) TEEREAT NI H .
IOC %5 uint16 5 IS AR R B B ) 1D SR .
(10C Number)
LANE R uint8(16) e 2 2E R OEMPITKRED 11D S, EE
(Security Context) B, RGO 25 SN ) ASA FirePOWER ¥ % HH 78
B B
SSL i FiE 4L uint8[20] SSL &5 #HEF ) SHAT #ig1.

(SSL Certificate
Fingerprint)
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W ARBER SRR

# B-18 T 5.4x HIBRBEHITENEFR TR (58

FB Hymapny i8] (Description)
SSL sEhrff uint16 PRI SSL LA ZE B AT IR A o T U0 45 e (1 4

(SSL Actual Action)

TERTRETCIEIAAT, BLERAE W] BE 5 PUMRAE AN . T REMY
HEHE:

0 = ARAT

1 -H R

2 -'FHLAE’

3 -PHIEJFEE

a SR (DB

s -fiRE CEHARET)
® (I

Il Cisco Secure Firewall eStreamer £ /155



| MxB

TREIBRREARS

# B-18

BB ER S tEsy W

JHT 54x HIBRB KNI EIIHFRTE (58

FB

HRA

LB (Description)

SSL JiR#& (SSL
Flow Status)

uint16

SSLALAPIRA o IXEEAE UL W I AT OB AR BT s 1
BRI R RN R AT RER(E R4 .

0 =ARAT

1 =ANULE

2 =B

3 -HEGAF

4 -RAEL B

5 - ANZ R E LB

6 NSRRI SSL A

7 - F ) SSL K48’

8 - FEME BN AL P o AR 2 R 2

9 =& FHHR’

10 RN
ﬁiﬁﬂﬁ%%ﬁ@ﬁ?ﬁj\

Ry A HE 38 H A Pk 2

13 -‘W“B%awe

14 ='W SHA T

15 =R 55 B IE 5 Ab B T 20

16 - S5 AR UE TR SR AT Y

17 - TIERALFF A # DN’

18 - TCIRGZAF MUK # DN’

19 =AM SSL WA’

20 -"FMHEF FI R A AT A

21 -AMEBUE B SUA AT AL

22 =W HBIE B AR TERE

23 ='W HBIE T H R A AT AT

24 - EBUEF A AT B

25 =" WHIE B 80A AT A

26 =R 55 A UE IR UE A AT A

27 =M 45 A% IE IR IE 2

28 -“HAE TR

RKAER
ekl

T H PR
(String Block Type)

uint32

ARG AR SHA 777 d e . (IR0 oo

FRFHRACRE
(String Block

Length)

uint32

ARG SHA F4F Hh Bl b i) 55 8, ARk
FBU\A T, I B NAR FEE A4 R T

ULRIETES
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W ARBER SRR

# B-18 T 5.4x HIBRBEHITENEFR TR (58

FB Hymapny i8] (Description)

1744 SHA FAF R TSR AAF RS 1) SHAT il

(Archive SHA)

EE eI uint32 JA L AR 4 FR” (Archive Name) 7445 5 B8
(String Block Type) P HIEZA 0.

FRAEB KR uint32 ARG PR AT R AR P ) - 8, B HG BRI RIAE 2k
(String Block FBH\ATFAT, I B NAR SRS 2 R )
Length)

TR 24 TR FIF H SAFE A4 R

(Archive Name)

1E RS uint8 WEXMRZEE. B, R SCR SO T R iR,
(Archive Depth) WIAE A 10

EBEPF I EHER 6.

eStreamer JIk 55 F % BT AP AR B OB R BAFEMFNE R . REHAUGRTES
PR A0 28] e s 8 R R A L AN 5 DA R S A R ) EHLA P IR R SRR
PFEAE DL SRR Oy 2 9 28R e 1) 62 e B T 5k47 . CIRIMHTTPUI R 7B, B4R 80
BAC.

fen] LB AR F AR Ay 7 HE RS 101 B RE B B BB S A i r & CERin s
"(Request Flags) 7Bl A2 30) » Kz F A BB FE RN — o TiHR.

BB R AR R B S

S 0 1 2 3

{j 0|1|2(3|4|5|6|7(8|9/|10(11|12]13|14|15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

W A F SR (62) (Malware Event Block Type (62))

T BB K J# (Malware Event Block Length)

R UUID (Agent UUID)
fRE UUID (Agent UUID) (48)
R UUID (Agent UUID) (&)

A EE UUID (Agent UUID) (&)

2 UUID (Cloud UUID)
2z UUID (Cloud UUID) (%)
z UUID (Cloud UUID) (4E)

Z UUID (Cloud UUID) (4%)
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ST 0 1 2 3

{j 0(1/2|3|4|5|6|7|8|9(|10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

Wi A AR 8] (Malware Event Timestamp)

FH42H D (Event Type ID)

#7257 ID (Event Subtype ID)

For i 44 FR far i #5 1D FI5ERBSA (0) (String Block Type (0))
(Detection (Detector ID)
Name)

FREH R (0) PR K (String Block Length)
(String Block Type
) (%

TR AT ¥ 4 F5... (Detection Name...)
(String Block
Length) (42)

P P ER ERISAY (0) (String Block Type (0))

T4 # K (String Block Length)

FH ... (User..)

L 45 EHLZEA (0) (String Block Type (0))

T4 ER P FE (String Block Length)

X AF:4... (File Name...)

AR AR FIFER PSR (0) (String Block Type (0))

TR HUKCRE (String Block Length)

XA #4%... (File Path...)

XA SHA P ER ERISAY (0) (String Block Type (0))
WA 75

FAFH K (String Block Length)

A4 SHA #%1... (File SHA Hash..)

AR/ (File Size)

THi [71 35 1K) AMP SC {4257 ( File

CERT [E)EK (File Timestamp)

A 45 EHLZEA (0) (String Block Type (0))
4 ¥ (Name)

TR HUKCRE (String Block Length)

R XA 4... (Parent File Name...)

| Cisco Secure Firewall eStreamer £545%



F%B  THEIFREESH |
N AR ERGEURREER
] 0 1 2 3
{j 0(1/2|3|4|5|6|7|8|9|10/11|12|{13|14|15|16|17|18|19(20(21|22|23|24|25|26(27|28|29|30/|31
A P ERERISAY (0) (String Block Type (0))
SHA #i%
T4 E K (String Block Length)
A SHA #%1)... (Parent File SHA Hash...)
?ﬁlﬁ FI5ER R ISHY (0) (String Block Type (0))
i
(Description) /% H BT (String Block Length)
{35 9]... (Event Description...)

##% ID (Device ID)

¥%E#259:45] (Connection Instance)

B8 (Connection Counter)

HEREHAERT A] 8 (Connection Event Timestamp)

J7 1A (Direction)

J5 IP Hbtik (Source IP Address)

5 IP (Source IP)
(8

J5 IP Hitik (Source IP Address) (4£)
SEUR IP bk, 4
SEUR 1P ik, 4k

H¥z IP
(Destination IP)
(8

H#x IP #idik (Destination IP Address) (%2)
Eos IP Hiht, %
Fks IP i, %

H#x IP ik (Destination IP Address)

5 H ID (Application ID)

App. ID (App. ID)
¢29)

1D

Fi 7 ID (User ID)
¢29)

i 7] 4341 1% UUID (Access Control Policy UUID) (42)

V7 [l $2 1 g UUID, 4:
V7 Al $2 1 5% UUID, 4

5 i #5 #il] 5 UUID (Access Control Policy UUID)

Il Cisco Secure Firewall eStreamer £ /155
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BB ER S tEsy W

ey 0 1 2 3
{j 0(1/2|3|4|5|6|7|8|9|10/11|12|{13|14|15|16|17|18|19(20(21|22|23|24|25|26(27|28|29|30|31
URI V7 1Al P24 SR UUID A FRLE PENIHGEEEZE S FAFER PR (0)
(AC Pol UUID) (Disposition) (Retro. (Str. Block Type
(8 Disposition) (0)
A5 ER RIS (0) (String Block Type (0)) (£ FRPRKE
(String Block
Length)
F45H LK (String Block Length) (£) URL...
JF i K (Source Port) H #5511 (Destination Port)
VEE Z /X (Source Country) H #5 E 5 /H#i[X. (Destination Country)

Web N ID (Web Application ID)

% PR 1D (Client Application ID)

#1F (Action) X (Protocol) B IESY (Threat IOC %i*%5 (I0C
Score) Number)
IOC %% (10C 241 5 (Security Context)
Number) (4£)

2415 5 (Security Context) (4£)
‘Z 4= 1% 5 (Security Context) (42)

2415 5 (Security Context) (4£)

SR [P SSL iF 15454 (SSL Certificate Fingerprint)
(Security Cont.)
(8

SSL iE- 5484 (SSL Certificate Fingerprint) (42)
SSL iEH4E4L (SSL Certificate Fingerprint) (4£)
SSL iE 5454 (SSL Certificate Fingerprint) (42)

SSL iFH$54L (SSL Certificate Fingerprint) (4£)

SSL iF 5484 (SSL SSL SEPR#EEE (SSL Actual Action) SSL JitkA (SSL
Cert Fpt) (£2) Flow Status)

| Cisco Secure Firewall eStreamer £545%



MxB THREIAREESH |
N ERBERESEESIREN
Ay 0 1 2 3
{z 0|1]2|3|4|5|6|7 9 1011|1213 |14 (15(16|17|18|19|20(21|22|23(24|25|26|27|28(29|30|31
714 SHA SSL #iRE (SSL 5 e ESA (0) (String Block Type (0))
Flow Stat.) (42)
FIF T TR HEAL (0) (String Block Type (0))
(Str. Blk Type)
(€9)
FRERARE (Str. 1714 SHA... (Archive SHA..)

Length) (4£)

R HR

F YA (0) (String Block Type (0))

FIFER P FE (String Block Length)

R4 FK... (Archive Name...)

FRYEE (Archive
Depth)

HTTP 5 (HTTP Response)

HTTP mijs; (HTTP
Resp.) (£8)

AR T A A R P 1 T B AT T

# B-19 HT 6.x HIBE U FHHBRFE

FB HIERE i8] (Description)

BRI FAE LA uint32 R BGEA E . (IR 62,

(Malware Event

Block Type)

BRI FA K uint32 R E SRR TR R, AR RS
(Malware Event PR RN B 7 B \ASF2759, n_E B = 1) e
Block Length) .

fGFHE UUID uint8[16] A P 2 R A A 0 T T 25 3 ) AMIP AR ) 1A S E—
(Agent UUID) ID.

= UUID uint8[16] RAEB YA FE M AMP 2 A FE— ID.

(Cloud UUID)

R A E A R uint32 R A AR R AR

(Malware Event

Timestamp)

A D uint32 TR E RN 1D,

(Event Type ID)

TR ID uint32 T BOR B PRI B ERAE B S 1D

(Event Subtype ID)

for il #5 1D uint8 AR W) 380 2% A P A U B AR [ S 1D

(Detector ID)
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BB ER S tEsy W

# B-19 HF 6x BB U I FEIHERFE (4
FB Hymapny i8] (Description)
EE e uint32 JE B AL R I AL PRI A H A . HIRA N o,
(String Block Type)
TR uint32 ar ) 44 Bk - 4 R A s B i T R, AR R A NS Sk
(String Block FEA AT, B K 44 FR”(Detection
Length) Name) 7B H 77540
far il 44 FR T Ao 0 1) Bl A R B 1) S A B A R
(Detection Name)
= E 2R uint32 JE B P A BT R . (IR o.
(String Block Type)
PRI uint32 FH P = 0 ER R B (M, A R TR Sk B
(String Block N5, B 7 (User) = Berb )75 5L
Length)
M TR H 23 AR IR R A G B A E T RN P . i
R, XEH A RGE PRI

R BT uint32 BB SO 4 I 7 £ S B BB 2N o
(String Block Type)
FRFERPK uint32 A TR AR R, SRS AR AL T
(String Block B \A45, i B 3o fk 47 (File Name) =B i
Length) FHHL
X4 (File Name) |77 o s 000 B O B ) ST A PR 44 R o
o K T uint32 Jo3 LA SRR 1 T R MR . (AR o.
(String Block Type)
TR E uint32 A AR F AT R AR P R R, AR PR AR Sk
(String Block FEA\AFAT, 0B Sc %427 (File Path) 7Bt
Length) )T
gﬁrﬁféﬁé (File FAF R o v 00 B O 2 ) SCAR B SO R AR, ANEFE SR

at
= T uint32 JE BN LA S SHA B0 7 S B, (IR o.
(String Block Type)
FRHRRKE uint32 SO SHA BOO 775 B B s b i 75 8, B dm PR AL AN
(String Block Sk F B \AN AT, i Bt SHA #s1)”(File
Length) SHA Hash) =B i) 51 .
A SHA #%1 (File |45 Hh ARG % I 5 F S0 SHA-256 B IE I 2 BLF R/ & .
SHA Hash)
gﬁﬁ)ﬁd\ (File uint32 o s 00 BB 2 1 AT ) RN )

ize
T [F1) 2% 3 i AMPSC 4 | uint32 AR D B B SO ) SO AL . b B A AR B I
KM (File PHRAE I o e . A RTEAE R, B S I &

Uit i) AMP ST 2R e sidls, %6 3-40 1.

AN TRV (File uint32 B ARSI = B B SR UNIEX B TR
Timestamp) 1970/01/01 &L ED
= E 2R uint32 JE AL E S A4 R R B . HIRZN o,

(String Block Type)
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MRB  TREIAREELES |

ERBERG GRS

# B-19 JHT 6x FIBRBEHIENHBFHR TR ()

FB Hymapny i8] (Description)
TR R uint32 R4 A R B P - 8, AR SRS R AR Sk
(String Block FEM)\AFEAT, N B 447 (Parent File
Length) Name) =B 1) 15 4L
R4 (Parent T R ARG 9 1) 75 ] A A ) 5 % 19 S A 1) S PRI 6 R
File Name)
= E TR uint32 Ja AL A SHA B I A7 R E L. fHIRZA o,
(String Block Type)
FR R uint32 M SHA B 775 s Bl e g 77 8, Bl b3 iy
(String Block AR T B )\AS T, I E“A S SHA #71
Length) *(Parent File SHA Hash) F B 75 #.
LA SHA #51 FREH AR 0 A T 5 e A 00 5 o 29 S A 9 S ST A 1) SHA-256 i
(Parent File SHA A fH.
Hash)
EE eI uint32 JE AL AT U R A R R . (RN o
(String Block Type)
TR R uint32 FAT U AT R AR PP B R, B R SR Sk
(String Block FE)\AFAT, B S U7 (Event
Length) Description) 7B+ )75 5.
TSN (Event TR SRR R H AR FAE R
Description)
## ID (Device ID) |uint32 A A B Y ID
S uint16 A AR B Snort S2fl. T ZE RS TR
(Connection 2 IDS
Instance)
U e uint16 F T DX )[R — A0 A i e s AR A
(Connection
Counter)
T A I ) K uint32 T A 1A B[] A
(Connection Event
Timestamp)
75 7] (Direction) uint8 TRV REC IEBUN . WRER A LN E:
1- N
2- bBAfE

HAZE B T (Flhn, 2 HTTP, HAH

& Download) .
J5 IP Hulik (Source  |uint8[16] HERRK) IPv4 B8 IPv6 Hidlk .
IP Address)
H b uint8[16] B H AR IPv4 5K IPV6 ik
NH 1D uint32 T I S AR L B 2 N ) 1D 4T .
(Application ID)
M 1D uint32 RGNS B AR ENLH P IR IR S .
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| M®B  THREIBREELSH
IRRB R Egorsy W

# B-19 HF 6x BB U I FEIHERFE (4

FB Hymapny i8] (Description)

U il 4% 41 5 g UUID - |uint8[16] B i A 1) 7 e 428 o) SR gk 1) M — B AR A IR Bl 5

(Access Control

Policy UUID)

LR uint8 SRR o AT RERO 4D 35

(Disposition) 1 - CLEAN SCHFF 22401, A8 MR 1t
2 - UNKNOWN ANAff 5 SCIF R 5 0 3 B i pt .
3 - MALWARE S0, 358 s A
4-UNAVAILABLE¥ {1 T2 0] AMP == KI5 16 5K LA 1 fif
BB, 5 AMP = [R5 A0 R K .
SUSTOMIGNATUREL 45 7 & L HF UL,
It HUAR P4 1 7 SNk AT A B

SER LU= R iR uint8 BTG ER GBS .. R EE AR, W

(Retrospective e B i 5 AL B 1 L (Disposition) 5Bt

Disposition) AEMEME. T ReE 5“4 & 1% 5" (Disposition)

FRAEHEAME

A R KA uint32 JEEIEE URI A7 B B B . (HIRZ0N o,

(String Block Type)

TR EH R uint32 URI Hl S )75 30, G HER BRI L 7 B i) )\ A

(String Block FAT, Nk URL B 21 4L

Length)

URI TR R URI.

Jevi uint16 EERER ) 3 5 .

(Source Port)

H b ity uint16 HEREH H bR S .

(Destination Port)

5 55/ X uint16 Y5 AL FE K /1 X AR D

(Source Country)

H b 2 /10 X uint 16 H A5 ML E K/ XA

(Destination

Country)

Web M H ID (Web |uint32 Bl Web S H BN bR RS (CA&EHD .

Application ID)

% 7 v N uint32 WAar il 2 7 3 S G A AR IR S (& D .

ID (Client

Application ID)
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MRB  TREIAREELES |

W ARBER SRR

# B-19

JHT 6x FIBRBEHIENHBFHR TR ()

FB KRR

LB (Description)

#1E (Action) uint8

AR SO RN SO AT A . T RE A DU A
1 - i
2 - fRIE
3- MR ER
4 - BRI
5 - MR AT VIR
6 - = Bkt
7 - H & A
8 - H & kil L 1k
9 - FERYPH I GEE R
10 - fERYPHIE (=)
11 - fAARYBHIE R A AR IB0D

Y (Protocol) uint8

F P48 52 19 TANA Hh il 5 . it
1-ICMP
4-1P
6-TCP
17 - UDP

H A TCP.

N uint8
(Threat Score)

0 % 100 Z [A] KB, FE T 1EBNZS 73 B 391 1) 00 42 21 1 v
BB EAT T AT

I0C %5 uint16
(I0C Number)

5 AR KB 1D S5

AR uint8(16)

(Security Context)

mEEL e GBRIP AR 1 ID 565, EE
=, ARG 2R R T 1 ASA FirePOWER ¥4 3H 78
B

SSL iEHHk4r uint8[20]
(SSL Certificate

Fingerprint)

SSL k45 #3iE 5 SHAT #i51 .

SSL :pr#fE (SSL  |uint16
Actual Action)

M5 SSL MRS IERL AT (U BRAE .t U P45 2 ) 4
TERTBETCIRIAAT , BLdR AR T e 5 FUMERAE AR . AT RER
(ERERGE

4 iR (BRIEH
s s CEHALET)
#® OORF)
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| MxB

TREIBRREARS

# B-19

BB ER S tEsy W

JHT 6x FIRBEHIEHFHRTER (5)

FB

HRA

LB (Description)

SSL JiR#& (SSL
Flow Status)

uint16

SSL it RAS o T LR i B T ST )45 11 B S 7s 1
R REIEIRRE . AR e

0 =ARAT

1 =ANULRE

2 =R

3 -HEGAF

4 SRAEL B

5 - ANZ R E LB

6 NSRRI SSL A

7 - F ) SSL K48’

8 - FEME BN P o AR 2 I 2

9 =& FH 1R’

10 AR
ﬁiﬁﬂﬁ%%ﬁ@%ﬁj\?@ #w

Ry A FH A PR R AR

13 - EBEE R

14 ='W SHA T

15 =R 45 B IE 15 Ab B T 20

16 - S5 AR UE IR SR AT Y

17 - TIERALFF A 4 DN’

18 - TCIRGAF MK # DN’

19 =R HI SSL WA’

20 -"MHEF FI R A AT

21 -AMEBUE B SUA AT AL

22 =W HBIE B AR TGRE

23 -"WHIE B FI LA AT A

24 - EBUEF AN BT B

25 =" ERIE I SCA T

26 -5 A UE IS UEA T A

27 =*FR 55 AR UE IR IR 2R W

28 - HRAETLAL

TR H PR
(String Block Type)

uint32

JR B E AR SHA 777 S i . (HIRZ08 0.

TR E
(String Block
Length)

uint32

AFHS SHA 745 B s B 1 7 1 3, Al ek
TR\ T, N ENAR HEE AR

EERIE SR
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MRB  TREIAREELES |

B R AR

# B-19 JHT 6x FIBRBEHIENHBFHR TR ()

FB Hymapny i8] (Description)

8% SHA FIFH LS AAFRS 1) SHAT Bidl .

(Archive SHA)

EE eI uint32 JA L AEAY 4 FR” (Archive Name) 7445 5 B8
(String Block Type) P HIEZA 0.

TR R uint32 AR RR AT R B R i - 8, AR BRSNS =k
(String Block FBU AT, I B NZ S A4 FR b (1) 4
Length)

17 RS 44 R TR AT B R o

(Archive Name)

1R i uint8 RESCIFI 2 H . B0, AR SCAR SO AL T R AR A
(Archive Depth) WIAE A 10

HTTP Wi 3 uint32 HTTP & 3K 8 S AAS .

(HTTP Response)

|H RS DR35S )

MR R Bk, 5 B-122 1T

IFhR R 55 2 Bt e, 5% B-124 11

IF i F v 2 #s B, 35 B-125 T
IHh A 2 R H i e, 56 B-127 11

IH i E LG & SO S e, 28 B-155 71
IHEERAE R e oo b, 28 B-162 71

|HRROR B0 3k
RIEHHRL 5.0-5.1.1.x

RIAVERFH B RS K FE k. ER SRR 7R SR R AR a3

FAF I LU B FAF BRI S5 o ek TR SERRENUR DL P BOERE SdE . %
PR ) ENUR DG, 5 4-42 TUR N2 T 5 AR SEAF R/ 7 R RUE AN R I 454

RILFAF R A SRR A S R 5 B T IR R i S B A M . — B R
BREEERY, S BRE PP BRI B AT & 2 AT

B HBIRAT 2 U TR LR R RS 2

gy 0 1 2 3
{j 0|1]2|3|4|5/6|7|8|9/|10(11|12|13|14|15|16(17|18|19|20|21|22|23|24|25|26|27|28|29|30|31
kR A (1) (Header Version (1)) B 287 (4) (Message Type (4))
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| M®B  THREIBREELSH
I EsEsy W
HE K ¥ (Message Length)
Netmap ID i0325M (Record Type)
itFKJZ (Record Length)
eStreamer I %5 231 (8] 8% (eStreamer Server Timestamp) ({£
e, R 44 23 iR ERD
FA{E AR KA (Reserved for Future Use) (FEZEM, HA5 %447 23 CltERD
R FAR L % 4% ID (4% ID)
(Discovery

Event Header)

IP itk (IP Addresses)

MAC #iil:

MAC ik (MAC Address) (48

BAYE R kfE ] (Reserved for future use)

L) (Event Second)

HEA (Event Microsecond)

RER (PR HEA (Event Type)
(Reserved
(Internal))
HITREY

A4S (File Number) (3[R P &B48E D

AL E (File Position) (X R P4 #5451

TN R IE AR REAT 1 U .

# B-20 RIFEHHLFEE

FB BAERR B

% ID uint32 AR IR ID 515 . AT LUE RS SRR A 3 AR A
4 JTUHARRBCR A o HUE . ARTHEHER, B2 E RS
R ocHdE, B 3-34 1.

IP ikt uint32 HAFTE RN 1P Mk

(IP Address)

MAC $th ik uint8[6] | HAFRTI X FEHLE MAC Hidik.

(MAC Address)

B A R kA H byte[2] EHEERN o AT IHIER.

(Reserved for

future use)

H{FF) (Event  |uint32 RGE B UNIX B TRIEL (H 1970/01/01 24 140 «

Second)

HIEMF (Event |Uint32 REE PR (—BRE L) HE.

Microsecond)
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MRB  TREIAREELES |

W ARRAKESH

# B-20 RIERX TR ()

FB BHERR

TRE (AR T U5 AR AR, TR

(Reserved

(Internal))

KA uint32 HEKA (Event Type) GHrEFN 1000, ZHHAN 1001, H

(Event Type) FURNEAA 1002, SEREFHIRE SR 10500 « FRATHEHE
PREMR, BS PR F RIS EUR G, 8 4-42
s

RS uint32 FF TR, AR T RBIR, HS R

(Event Subtype) SHIENUR LG, % 4-42 T,

A9 (File  |byte[4] BAT AR S o LB R AR, T DL .

Number)

g#&%wm byte[4] FHAAERAT PRI E . b B ERL AT, R DL

osition

| AR 55 45 Bt 5k

BHREMER, HSRLLTF &S
AT 5.0-5.1.1.x f)E bk FdE e, 5 B-124 7

FIF 5.0 - 5.1.1.x [ Pk BodE B

JE E A F Bt — AN R PESIRIUE , s Ve R . BRI Ay 38,
T P s i e i Kt R 0 AR 5

Sy 0 1 2 3

{j 0/1/2|3|4|5|6|7|8|9|10/11{12|13|14|15|16(17|18|19|20|21|22|23|24|25|26|27|29|30|31

W At FE YA (38) (Malware Event Block Type (38))

JE iR FE (Attribute Address Block Length)

J& 1% ID (Attribute ID)

IP kit (IP Address)

A%

A

O R bk Bt B ) BUEEAT T
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| &B THRIEBEIESEN

AR EEw W

# B-21 JE LG S e

FEB BiEKA |JiF (Description)

JEPEHBEEE (uint32 2 B e b b E s B . {E AR % 0y 38,
1 (Attribute

Address

Block Type)

JE MK (uint32 Je& T bk E s e (A, AR Ttk PR A
¥ (Attribute K B )\, I BB 5 0 e bl 4
Address SRR TR

Block Length)

J& 1% 1D uint32 ZRmEMEAR RS (A&

(Attribute ID)
IP ik (IP uint8[4] | =LA IP Heht MRS ABSED L R IP

Address) okt )\ A7 4H
fir uint32 R T EEHEC IP bk, RS T R 4
B (145 200

|F AR 2% ) S L FH B R
HRIAI B BT
BT 5.0 - 5.1 M /% /S FECEY, 55 B-125 71
FT 5.0 - 5.1 K 7 257 S M. P B g Bk

P 28 7 i IS 80 BB 5 2 i I P S0 RS IR s (1 P BB AR5 BB 1P stk v L
TERHBNR A AT D P3P i B Bl B B A 59

B 7R P %5 7 i B B B () AR 45 -

= 0 1 2 3

{j 0|1|2|3|4|5|6|7(8|9/|10(11|12]13|14|15(16|17|18|19|20(21|22|23(24|25|26|27|28(29|30|31

F P %5 5 o g F B 2628 (59) (User Client Application Block Type (59))

FH % i i K (User Client Application Block Length)

IP Hhhik- (IP B 5IZ A (31) (Generic List Block Type (31))
Addresses)
i i FH 71| 2 H K F (Generic List Block Length)

IP i [ #i % ##E B (IP Range Specification Data Blocks)*

N ID (Application Protocol ID)

% 5 1D (Client Application ID)
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MRB  TREIAREELES |

B R AR

A

F YA (0) (String Block Type (0))

FAFE K (String Block Length)

fi4s..(Version...)

AR R e N P e B i Bt AT T

# B-22 H 5 i A R F B

FE FHE 8 (Description)

F P % P g |uint32 JE B %% 7 s N Bl . IWIE IR .

b !

(User Client

Application

Block Type)

FLPIZ PO [UINt32 P P R A A, LA P 3 P B
A RUMHC B2 B \AS 1T, I BB 5 16 FH 25 7 i 12 FH 280408 1)
(User Client HH

Application

Block Length)

WA FEEK uint32 JE BN E AR L 1P Mk ¥ FE A 1 1P [ R R et P 2H s i e H 471
7 (Generic RHAEG . (HIRZN 31,

List Block

WA uint32 AR )R, HES R K DAL TR e

% (Generic

List Block

Length)

IP VEE AR A | AR A5 TP AN 1P k78 FEAH 5SS 1P A s B
#EHe (IP Range ARV, EHSHE 4-59 P IS S B
Specification ¥ 4-101 71,

Data Blocks) *

FUHPHID  (uint32 | RIBA SRS GERD

(Application

Protocol ID)

FPORSINUINt32 R R RS CERD

ID (Client

Application ID)

TR EEA uint32 JE AL R i S RRAS R = A SR R S . HIRZEA o,

(String Block

Type)

FRPBRK S |uint32 % P vt N WSOAS 7 7 e Bl B i) = 8 B0 S AR R B RN
(String Block KEFE, I EBAP R 5.

Length)

&N TR 7% 7 s N2 FH WA
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| &B THRIEBEIESEN

AR EEw W

H 3 45 R B B

BHREMEE, BESHLLR &
S R HIE P 5.0 - 5.1.1.x, % B-127 I
T 5.0x B P = adE e, 28 B-130 0t
M 5x KHFE B8k, % B-152 i

HEES R HIEHR 5.0-5.1.1x

P R B SS TRREAT WM, ARSI R (FIRER 1002, 7388 1) P,
F S R R B BRSOy 102,

N LR R A A R P

=] 0 1 2 3

{j 0|1|2|3|4|5|6|7(8|9/|10(11|12]13|14|15(16|17|18|19|20(21|22|23(24|25|26|27|28|29|30|31

a4k B He27 (102) (Scan Result Block Type (102))

45 B HK FE (Scan Result Block Length)

1D

AL (Scan Type)

IP Mkt
Uity [ e
PR BRI (11) (List Block Type (11)) H#ﬁifﬁ{ﬁﬂﬂé
can
FIFHLKEA (11) (List Block Type (11)) FIFRBAKE (List Block Length) Vu'nﬁg‘:)b'“ty
TR Y| FHeK & (List Block Length) FRIREL2E (109) (Scan
kS Vulnerability Block Type (109))
PRI EL (109) (Scan FHER A E (Scan Vulnerability
Vulnerability Block Type (109)) Block Length)
FHRIFA K E (Scan Vulnerability IR . .(Vulnerability Data...)
Block Length)
FIF LA (11) (List Block Type (11)) — AR
@ éﬁ%ﬁﬂsﬁ
s (1 eneric Scan
5| R P (List Block Length) Results List)
ScanﬂRie%sults — e 45 B2k (108) (Generic Scan Results Block Type (108)
|
— A3t 45 K B (Generic Scan Results Block Length)
— A #45 B...(Generic Scan Results...)
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f%B

1

2 3

2/3|4|5|6|7

8|9 [10|11]12

13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

iE 5% (31) (Generic List Block Type (31))

AR RS L
T
fir 0
M
LIS

38 1 91 R K (Generic List Block Length)

FH PP i B B (User Product Data Blocks)*

RO A SRR P T BOEAT T

# B-23 L R TR
FB FHmkA | PiB (Description)
Al Bk |uint32 JA AR AR . RN 102,
A (Scan
Result Block
Type)
Hiig Rk uint32 FRRI AR S R 8, R RIR ISR K 7 B
J# (Scan J\ASFAT S 0B 5 R U T S 1 R
Result Block
Length)
1D uint32 B SN/ ES RBUS 1T Az A/ e RO/ H - P AR
Re.
ki Bt uint32 R FE WM MBEI RE T
IP Hidil: (IP uint32 5245 R (RIS B EALE 1P kb, SR IP stk )\ 24
Address)
3% 11 (Port) uint16 5245 FE R IR IE S2 R 1 7 AR 55 2 A R 1 g 1 o
P uint16 IANA 35 . % :
(Protocol) 1 - ICMP
4-1P
6-TCP
17 - UDP
brE uint16 15 eq
FIR LT uint32 Ja B E A A A IR TR SO ) R ) B B 2H R 2 R i e
(List Block IR N 11,
Type)
YR uint32 FIFH P T RS P R BRI R B B\ AN
(List Block I EprA B e iR AR .
Length) I B R B S AR AR .
FHR IR uint32 Jia B X F 44 1) ke 000 ) P s VIR 3R AT 0 B R F R R T R e . (B G
7 (Scan 2N 109,
Vulnerability
Block Type)
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| MFEB THRIAREIESN
IHRR R IRE RS54
7 B-23 FTHE R FE (4
FB w2k | YiB (Description)
PRI uint32 SRR R R, R P A K R B
i (Scan AN, BRI AR 8
Vulnerability
Block Length)
I VIR K 4 TR H BRI AHRAE B .
(Vulnerability
Data)
GIRGAKH (Uint32 | S R SR R S S R S
(List Block HIRZN 11,
Type)
R uint32 IR TN MR 5 R PR - B N\ A7
(List Block W, b A S e i U T R
rength) B BURTITR % /B F R 4R 8
— 4R |uint32 J B0 1 4 S TR W 81 1 i 25 2 AR AR 2 e e kAT U B A — R
Py Hita R e, (H1R% k5 108,
(Generic Scan
Results Block
Type)
B uint32 — AR A R P R, B R R A RPN K
N JEF B NAFTT, 0 bR S B9 2 SR b ) A
(Generic Scan
Results Block
Length)
SRR R SRR
¥4 (Generic
Scan Results
Data)
WA uint32 J& Bl AR A 5 =07 L FH PR A A LA N B B P o s R A R
#! (Generic (i B R B Y. HIGZ0N 31,
List Block
WAL S e UInt32 S S O B R R U R Sk DA R
¥ (Generic i G P
List Block
Length)
EDANAETE (€SS 5 ENUE A BRI e . A SR I s e i
e (User EZ U RS 5.1+, 5 4-173 1.
Product Data
Blocks) *
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MRB  TREIAREELES |

W ARRAKESH

FIF 5.0 B P 7= dh BBk

P b Kt B SR =07 B 2 NI EN U AN Bt B 58 =00 N 4 R o RS B
FEEZR GG B 6.0.x, 5 B-239 VA 7 AR5 as ARAE R G 2, 26 4-55 I A . 7E
JRAS 4.10.x . F PP~ @ e e B 65, 7ERRA 5.0 - 5.0.x 1, HHEA Y 118, XH
PSR AL R S5 A A -

R PEPHIERARGIANE S () Ron T RE & I MRS

B IR P il AE B

] 0 1 2 3
/Tj 0(1/2(3|4|5|6|7|8|9(10/11{12/13|14|15(16|17|18|19|20|21|22|23|24|25/26|27 (2829|3031
F PP BB 526 (651 118) (User Product Data Block Type (651 118))
F P 7= e (User Product Block Length)
J& ID (Source ID)
P27 (Source Type)
IP it (IP I8 FH #1385 2k7 (31) (Generic List Block Type (31))
Addresses)
el B 5% P (Generic List Block Length)
IP 3 FEl A% £ # B (IP Range Specification Data Blocks)*
ity 1 Pl
E3%H 7177 5 (Drop User Product)
HE X PR ER 25 (0) (String Block Type (0))
Bt R 7 A% e
Ver(mggftg'crpin q) FH5ER P (String Block Length)
H 5 AR 1 245 ..(Custom Vendor String...)
H e X FRFH BRI (0) (String Block Type (0))
e
Prosues Sing) AP (String Block Length)
H & 372 i 745 H.(Custom Product String...)
HE X FRFE IR (0) (String Block Type (0))
AR 755
Ven'(ggrsntgmn 9) FF K (String Block Length)
H & XA 4% £B...(Custom Version String...)
44 ID (Software ID)
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| &B THRIEBEIESEN

AR EEw W

] 0 1 2 3

/fj 0/1/2/3|4|5|6|7|8|9|10(11{12|13|14|15|16|17|18(19(20|21|22|23|24|25|26(27|28|29|30|31

k%5 % ID (Server ID)

#L¥ 7 ID (Vendor ID)

7= ID (Product ID)

FJEA (Major FRFH R (0) (String Block Type (0))
Vgrsion)
TR H F 48 YK BT (String Block Length)

FE A T4 5 ..(Major Version String...)

WHLA (Minor A5 RIS (0) (String Block Type (0))
Vgrsion)
TR F 4% Hi HKJF (String Block Length)

URIRAS 45 55...(Minor Version String...)

(Fjl%;‘i_TH)i ) FIFERERSA (0) (String Block Type (0))
evision
T E 4B K B (String Block Length)

1BAT B 745 85 ..(Revision String...)

ZERA TR BISA (0) (String Block Type (0))
TR

F45 ER LK JF (String Block Length)

2 E /A7 A5 H#..(To Major Version String...)

ZIRIRA FRFH BRI (0) (String Block Type (0))

F R H P (String Block Length)

ZEIRIRA FF55...(To Minor Version String...)

ES Ay FIFERERISA (0) (String Block Type (0))

R E

FIFHHUKFE (String Block Length)

EBIT K F 45 5..(To Revision String...)

DY B RRAS 45 B IR ERISA (0) (String Block Type (0))
(Build String)

F45 ER LK (String Block Length)

PN B RRAS 4% H4 ..(Build String...)
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MxB THREIAREESH |
N ERRIARESEH
= 0 1 2 3
/fj oj1/2|8 6|7 (8(9|10/11(12/13|14|15|16|17|18|19|20|21(22|23|24|25|26|27|28|29|30
BRI 5 TR HLEAL (0) (String Block Type (0))
(Patch String)
F45 ER P (String Block Length)
IEAMRA 75 5 ..(Patch String..)
vl F45 EHLEAY (0) (String Block Type (0))
(Exjcension)
ThEH FH5ERPLKJE (String Block Length)
YRR A 775 8 ...(Extension String...)
1E £4t UUID #:4F £ % UUID (Operating System UUID)
(OS UUID)

#:1E 248 UUID (Operating System UUID) (45)

#:4E 248 UUID (Operating System UUID) (45)

##1F &% UUID (Operating System UUID) (%)
BEFE (List 3 51 £ He 257 (31) (Generic List Block Type (31))

of Fixes)
JE 5% HK F (Generic List Block Length)
B2 5| R HEHe (Fix List Data Blocks)*

R R B AL REAT T U

# B-24 JHF 4.10x. 5.0-5.0x H9/F /=3 F #5650 FEE

FB ¥iEAKA | PYiHA (Description)

F P 7= s He | uint32 Ja B SRR . FERRAR 4.10x 1, BG(EOR 65, TERRA
K7 (User 5.0-5.0.x #, AN 1180

Product Data

Block Type)

R P= i e g uint32 P 7= i s e 2 S, B P P R R R K R T B
(User Product B NAS T, n b S R R P S )

Block Length)

J5 1D uint32 SONEHRE IR R RS

(Source ID)

JEAY (Source |uint32 PEALEE IR PR SR

Type)

WA F 2 uint32 Ja B HAE I 1P Mok YE R B 1P S R RIRS S Bk 4 ke 1 3 ) 21
(Generic List KE PR, HIBEAR 310

Block
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TREIBRREARS

AR EEw W

# B-24 ST 4.10x. 5.0-5.0x HIfFF 7= maEHHHEHTFR (5E)
FB w2k | UiEA (Description)
AR |uint32 RIS i€ S v O R LTI B S SNV SRS E= B
(Generic List
Block Length)
IP i BBl A& A a2 & A8 HTH P 3N 1P b3 LA OGAE 2 1P R 2t
B (IP Range Peo AREBHHRME, EZHMT 5.2+ 1 IP Huhk v B
Specification B, % 4-93 Ui,
Data Blocks) *
it 1 (Port) uint16 F 46 € 13 1
Bl uint16 F P R E 1 JANA Phi5 . il
(Protocol) 1 -ICMP
4-1P
6-TCP
17 - UDP
LM e |uint32 TR O TN IR P #RE R G0E X
(Drop User 0- 7
Product) :
1-xx%
LM uint32 JE B EAE R P i N AR E I B g SCEE N R 44 BRI 4 R A
(String Block P HIR4H o,
Type)
TRROKE  |uint32 H € LR A SR R S i R, AR R K B
(String Block FRY AT, 0 R N A4 R B R
Length)
HE AR 4 | 57 FER PN PR E 1) E E SCHE N RS 44K
PR (Custom
Vendor Name)
LK uint32 JE B AR P AN TR A8 E I RE SO AL PR IR A R s
(String Block AN 0.
Type)
TREFHAKE  uint32 H € S AT B R SR i R, AR RS A R T B
(String Block AN, 0 b AR R
Length)
HE X" mA R | PR FER PN TR SE 1) B E SO i AR
(Custom
Product Name)
SRR uint32 S BN AR PN TS E 0 SR SRS A R SR e, (0
(String Block 2N 0,
Type)
FRERPKE  |uint32 H € SRA 17 B Bl S i - 2, AR RS AN - B
(String Block JNASFAT, 0 RS A )
Length)

Cisco Secure Firewall eStreamer £545%



B R AR

MFB  THEIFMREIESA |
# B-24 ST 4.10x. 5.0-5.0x HIfFF 7> maHHFEHTFR (5
FB w2k | UiEA (Description)
H i€ RAS FIF FER PN R SE 1) B E SRRA
(Custom
Version)
AT 1D uint32 SEREEHE P v i 55 4% B AR R GRS E BT IREIAR IR AT
(Software ID)
k%5 % ID uint32 FEFH PN 8 8 1 EAUIR S5 4% i B F B JERERL F A iR
(Server ID) o
LR 1D uint32 TES =T A R AW 2 B AL 3D #1E RS e U8 E M =
(Vendor ID) BAE RGO HE R R AR IR AT
7= 1D uint32 FESE =07 BRAE R G747 B S BUJE R 3D #A4E R G U HR € 1)
(Product ID) BT B RGBT AR IR R
T A uint32 JE BN LS F P N TR 58 =7 A R G A R L B R 3D
(String Block BAE RGUE L ERA T F A B B, BN o.
Type)
FRERYKE  |uint32 FIRA T R HE R i T 8, AR RSN K B i A
(String Block T, N R )
Length)
FEIA (Major | FFFH =07 BRAE R G AT R L B R 3D #RAE R G0 E K R
Version) PN
R E M uint32 RN S =7 1A E RS R L B R 3D #RAE R G E X
(String Block BRI IRAS 5 B 747 B Bl e . (HAR 2N o,
Type)
FRBRIAKE  |uint32 OURA T35 B B s e b i) 275 8, R RSB 5 B iy )\ A
(String Block T, N R )
Length)
WA (Minor |74 i P AT 828 =5 84 R G 17 e g 2 1) R} 3D #:4E R
Version) 7 IR IRA T
F A uint32 JE BN F P SN T B BB =05 A R G R L B SRR A
(String Block REGE LB SRR B, HIBAN o,
Type)
TR E  |uint32 BT Wi 575 ef Bt b i 5 8, AR RSN - B i A4
(String Block T, BB S R R
Length)
BT R TR H P A 888 =5 84 R G517 e g 20 1) R} 3D #:4E R4
(Revision) E XHIMEIT 5 .
LK uint32 JE AL =07 AR RS R L B ) R 3D #RAE R G E X
(String Block (R BT ERRCAS IR 45 H s e . (HIRZAN o,
Type)
FRBHKE  |uint32 B EMAFF RIS T8, SRR SRSER AR E BN
(String Block AT, IR
Length)
ESESEN TR H P 858 = J7 #8AE R G015 e g 2 1) A} 3D #:4E R
(To Major) E X — R ERA S T BT hRA S
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TREIBRREARS

EiansEsy W

# B-24 ST 4.10x. 5.0-5.0x HIfFF 7= maEHHHEHTFR (5E)

FB w2k | UiEA (Description)

R E M uint32 JR BN S =T BRAE R G AT A U B 1) JB R 3D 1 1E R G E XL

(String Block B B BT RS ) - 5 R s e . (RN o

Type)

TR E  |uint32 ZIRMA TR R b B - 8, ARSI = B\

(String Block ANFEAT, I RRCAS T )

Length)

EX/NES T e F P N R 88 =07 R4 R G845 A i s 21 R 3D 5 4E R 4t

(To Minor) & R — BRIV PRA T I SO RAS 5

LM uint32 JE AL =07 AR RS R L B ) R 3D #RAE R GEE X

(String Block RIS TR B . HIBA N o,

Type)

TP A uint32 BT R TR EAR PR I 4, SRR AR 7 B\

(String Block AT, I EET S R

Length)

ZAEIThR TR H F P N R 5 =07 R4 R G874 A i s B R 3D #:4E R4t

(To Revision) E X — RIVET 5 PRI FTEIT 5

LM uint32 JE AL =0T AR RG-SR U B R 3D BIERZE M N

(String Block A SRR R . HIRZH oo

Type)

FRFERPK uint32 PSR A = R R e i R, ARSI K B BN

(String Block ANFAT, I B AR S A

Length)

BEIES TR F P3N R 88 =07 B AE R R 45 5 i B R 3D i E R4

(Build) F P AR A

EXER e il uint32 JE AL =7 AR R AT SR L B ) R} 3D B RAEHE

(String Block ARG I A7 R s . [HIGZAN o,

Type)

FRERPKE  |uint32 IEAMRA AT B S - 8, ARSI - Be g\

(String Block ANFAT, I EABFRAS S A

Length)

1&*h (Patch) TR F P3N R 88 =07 B AE R R4 H i B R 3D B E R4
RN A S .

FIG R Pk uint32 JE B =TT A E R G AT R L 2 R 3D B E RS

(String Block JEA S ) F R B B e . (HIRZN o,

Type)

FRERYKE  |uint32 P RERA T AT R B R - 8, AR RS RARK EE  Be g\

(String Block AT, YRR S A A

Length)

ik TR P3N 88 =07 B AE R R4 5 i B R 3D 4 E R4

(Extension) Y A .

UuID uint8 [x16] | & #/E R G HIHE— PRl 5
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MRB  TREIAREELES |

W ARRAKESH

# B-24 HTF 4.10x. 5.0-5.0x HIFF7=ai$HEHFE (4E)

FB w2k | UiEA (Description)

B E A uint32 JE B AL I S B BIRE e 1P Hu bk vu 4 e EHLAIE R G
(Generic List P NS 08 S0 R B P o B v SR s . [HIR AR
Block 31,

SRS uint32 W RIS 7T, ARG LA SR E R
(Generic List FKEIEH,

Block Length)

BEI RS R AR A5 N H B ENLRE Z ARG BB E 0 R B k. K00 %
(Fix List Data PR, ESHEBE YR, 25 4-100 7L,

Blocks) *

IH AR 7 & R R

HREAME R, ESRLLR KA
T 5.0-5.0.2 FIH &35 B8, % B-136 1T
P& 35 B8R 5.1 -5.4.x, % B-138 1T
P8 35 B X8RS 6.0x, % B-141 10
F P g (s B4R 6.1.x, 28 B-144 1T
T 5x AP E B4R, % B-152

FHT 5.0-5.0.2 K H P &xE B HHE

APEREREESEAFEEEREEPMER, FERNEIHNHPRERERLZE, FR1EH
S8, BZSRHEPERENEER, & 4-59 7.

TENA 5.0 -5.0.2 F1, HPBREBEIGH LT 121,
THEERHPEFE SR as A

=3 0 1 2 3
/fj 112(3|4|5(6|7|8|9|10{11]12|13|14[15|16|17[18|19|20(21|22|23(24|25|26|27|28|29|30 |31
F P 8 45 B8 (121) (User Login Information Block Type (121))
F P18 A B ECK B (User Login Information Block Length)
i) (Timestamp)
IP kit (IP Addresses)
R TR IR (0) (String Block Type (0))
# % (Name)
FIFEHLK B (String Block Length)
H P 44..(User Name...)
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TREIBRREARS

AR EEw W

e 0 1 2 3
fir 1]2|8)4/5|6|7|8|9|10[11/1213|14/15|16|17|18|1920|21|22|23|24|25|26|27|28|29 30 31
- ID
A ID (Application ID)
E!zETn H;B”f)ﬁlﬁ A ERHLERL (0) (String Block Type (0))
T EHLK EE (String Block Length)
T lIE £F...(Email...)

RO P AR SR B AL AT T U

Z#* B-25 H P ERIGEHIEHFE 5.0- 5602

FB w2k | UiEA (Description)

F P8 s s B [uint32 R E A B . fERCA 5.0 - 5.0.2 H, BfEN 121.
M (User Login

Information

Block Type)

P /5 B8 uint32 P85 BRI P 7 a8, B P &G B
K& (User Login KEFB A7, bR S 8 7 85 B8 b 71y
Information .,

Block Length)

IS 7] K uint32 A RN R o

(Timestamp)

IP Huhil: (IP uint8[4] | KB OB RN 1P bk, SRA P ik )\ A4 .
Address)

S E R |uint32 RS P 4 R e B IR o.

(String Block

Type)

FRRIAKE  |uint32 P 455 e B S i 7 8, AR RSN - B i A4
(String Block T, B AR R

Length)

H 4 T e PP 4.

(Username)

MF ID uint32 M P EIAR IR .

RiH 1D uint32 YR A6 A7 S A3 v A G R P L 2 H 1D
(Application ID)

TR E KR uint32 JE B AL F P R A bk B A R R . (E RN o

(String Block
Type)
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MRB  TREIAREELES |

W ARRAKESH

# B-25 B ERGBHIFHTE 50-502 ()

FB w2k | UiEA (Description)

FRBHKE  |uint32 A2 b 1k 4 S s e (7 A, B PR R AR B BN
(String Block AT, 0 b A bk o A

Length)

HL T IR TR H FH P F HI A2 e - o

(Email)

B P EFEBREIEH 5.1 -5.4x
APEREREIESRERAMEEEREEPFER, FERNBIMHEPRSRERZE, FR1EN
SE, BZRASKPEREEREIER, B 4-181 T,

TERRA 4.7-4.10x 1, H P B 3G BEHR R BEAN 73, 7ERA 5.0 -5.02 1, B AR
A BRI 121, AfRA 5.1-5.4.x T, HRAUN 25 1 BRI 127,

B R S AR SR B A% K

S 0 1 2 3

{lL 0(1/2|3|4|5|6|7|8|9(|10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

FH P8 As B A (127)(User Login Information Block Type (127))

F P18 A B ECK B (User Login Information Block Length)

B} [a] & (Timestamp)

IPv4 il (IPv4 Addresses)

[ 45 P (0) (String Block Type (0))
ZFx (Name)

T EHLK EE (String Block Length)

Fl P 4..(User Name..)

1D

N F 1D (Application ID)

FH IR P ER ERISAY (0) (String Block Type (0))
(Email)

FRFHPUCEE (String Block Length)

L FHIE£F...(Email...)

IPv6 il (IPv6 Address)
IPv6 il (IPv6 Address) (4:)

IPv6 itk (IPv6 Address) (4E)
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| =B THRIEREESH
I EsEsy W
ey 0 1 ‘ 2 3
{j 112(3|4|5|6 8|9 (10/11|12|13|14|15(16(17|18|19|20|21(22|23(24|25|26|27|28(29|30 |31
IPv6 itk (IPv6 Address) (4E£)
i) G A5 R RIS (0) (String Block Type (0))
(Reported By) (Login Type)
FREH I (0) P (String Block Length)

(String Block
Type (0)) (&2

FIRIK
(String Block
Length)

35 #-..(Reported By..)
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f%B

B R AR

RO P AR B AR B AL AT T U

Z# B-26 S B R BRI B

FB KA | PiB (Description)

F P85 B3k uint32 BB P& FAE BRI A 5.1+ T, BEN 127,
Al (User Login

Information Block

Type)

PG5 B uint32 P& BEER SR 7 a2, BIEH P EREEHE
& (User Login RURIK 7 B \AST7T, i BB 5 B9 P8 A5 B8
Information Block B 5.

Length)

i [ uint32 | fRHg I L

(Timestamp)

IPv4 itk (IPv4 uint32 AT B, (EARFIETS. IPv4 HhEFEMEAE IPv6 Hidik 7
Addresses) B, HRTEAERE, ESHIP bk, % 1-4 U1,

o e oY uint32 | EEIEAH SR S R e, RN o.
(String Block Type)

TR K uint32 P 4 55 e B b i 5 8, AR RSN - B
(String Block ST, I BRI AT

Length)

Fi ;4 (Username) |74 & HPRHP 4.

71D uint32 P bR RS .

RiH 1D uint32 YR AR SRR B e rh A A S B S 1D .
(Application ID)

A K uint32 JE L E B WS A Mk B A A Bl e AE RN o,
(String Block

Type)

FRFERPK R uint32 S AL b ik 4 S R e b ) R, B R PR AR B
(String Block ELT/ANG S O ¥ I | o 52 A e SR S i o

Length)

HFHRAE (Email) | 775 FH P I AF S 3k o

IPv6 il (IPv6 uint8[16] | A& 2 H ;1 & 0 ML IPv6 Mk, SRA IP stk A7 40 .
Address)

HFREA (Login uint8 Forill 2 (1 H P g A .

Type)

= E 2 TR uint32 SRS FER TR R . HIBAN o,

(String Block

Type)

TR uint32 W H PR R AR PP T, BRSPS T B
(String Block J\ANFAE, BB R4 %7 (Reported By) 7 B 7 i
Length) .o

E{:S=E ST 75 B 5K Active Directory IR 55 2% HI 4 F5%

(Reported By)

Cisco Secure Firewall eStreamer £ /387
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TRIARSELES |



| &B THRIEBEIESEN

AR EEw W

F P %8 %05 BEIE R 6.0.x
FI PG A5 BB AE R P (5 B S B, MRS P (0 RS BT
{5 B, WS RS R BB, 5 4-181 L.

FERRAS 6.0.x 71, R S5 BRSOy 159, & HATH ISE Sk & umic B3 fF. %4
Tk 7 B

FERCA 4.7-410.x th, HIPSE A5 BEBER I BREA )y 73, fEMA 5.0 - 5.0.2 1, HERINH
HI A B B ) 1210 FERRAS 5.1+, BERAUH RS B AT 127, GREMGER, EZ
B F P 8 S A5 R AE H 5.1 - 5.4.x, 3 B-138 T,

RS P 8 SR S s e s X

=) 0 1 2 3

{E 0|1{2|3|4|5|6|7(8|9/|10(11|12]13|14|15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

FH 1 S5 B2k (159) (User Login Information Block Type (159))

F P& 45 B E (User Login Information Block Length)

i} 5] (Timestamp)

IPv4 il (IPv4 Addresses)

Fij FRFHHLEA (0) (String Block Type (0))
Z % (Name)

2o Sfy

R K (String Block Length)

Fl 1 4..(User Name...)

15k TR B (0) (String Block Type (0))

TR HLK FE (String Block Length)

k...Domain...)

1D

4% ID (Realm ID)

Ayl B 4 ID (Endpoint Profile ID)

‘%44 ID (Security Group ID)

¥ (Protocol)

FH I P ER ERISAY (0) (String Block Type (0))
(Email)

T4 H K (String Block Length)

L7 B3 4...(Email...)

IPv6 il (IPv6 Address)
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MRB  THEIFREESH |
IFAR R ISR S
feT) 0 1 2 3
fir 0|1]2]3)4/5)6)|7]|8]9|101112/13 14)15|16|17|18)19/20|21)22 23|24 25|26 2728|2930 31
IPv6 Hilik (IPv6 Address) (4E£)
IPv6 Hidik (IPv6 Address) (4E£)
IPv6 Hiil: (IPv6 Address) (£:)
£ & IPv6 ik (Location IPv6 Address)
L & IPv6 Hilik (Location IPv6 Address) (42)
£ & IPv6 Hiik (Location IPv6 Address) (45)
{7 & IPv6 Hiull: (Location IPv6 Address) (4:)
(Reg%ﬁtle% By) ﬁ‘%%%ﬁée(l)_ogin %fﬁz\%éﬁe;%ﬁﬁ FIF R ERSAY (0) (String Block Type (0))
TREEHEEM (0) ((S;Li;wg Block Type (0)) FRFE K FE (String Block Length)
8
TP YA (S(térdi;n)g Block Length) 75 % ..(Reported By..)
8

RO P AR B R B AL AT T U

# B-27 Viilak:o g Aottt

FB HIEAKA P8 (Description)

FA P85 B 2% uint32 Ja B SRS AR . fEARA 6.0x H, RN 159,
! (User Login

Information

Block Type)

P &S5 B uint32 F P 855 B S R 2 S, B B E Bk
& (User Login RN B 2 B \AS 27T, 0 BB S5 B 8 s B A
Information SR

Block Length)

B [ 2K uint32 A B T K

(Timestamp)

IPv4 Hihl (IPv4 uint32 REE 7B, EAHIET. IPv4 HhEEMECE IPv6e Mk 7B
Addresses) o BREAME R, WESREIP Mk, % 1-4 71,

A E uint32 BEEE AP HP AR TR R, [HIR%N o.
(String Block Type)

?ﬁ%ﬁ%{’ifﬁ uint32 P 2 25 B A e ) = 5, AR HER AN B B
(String Block JANFET, AP AT .

Length)

H P4 (Username) |71 F PR P 4

Il Cisco Secure Firewall eStreamer £ /155




| &B THRIEBEIESEN

AR EEw W

# B-27 HPEREGEHFERTER (58

FB KA | PiB (Description)
o AR uint32 | HE AT R R . (HIAZN o.
(String Block Type)
THE R uint32 H P27/ s B Perb i 79548, ARG SESR R T B
(String Block J\ASFAT, B
Length)
by T H F P& 138
1D uint32 P RbR RS .
4% ID (Realm ID) |uint32 55 5 3 U0 B B E 1D
Z i ic B A uint32 FER A % & 2 ID 515 . X 24 DC KA 1,
ID (Endpoint TE 70 AT AT o
Profile ID)
274 1D uint32 W 221 1D 5,
(Security Group
ID)
% (Protocol) uint32 R il s & B P B . AT A BB A0
= 165-FTP

426 - SIP

547 - AOL BIEFIE(E T A

683 - IMAP

710 - LDAP

767 - NTP

773 - Oracle ¥4l

788 - POP3

= 1755 - MDNS

% R KR uint32 JA B E P WIS A b bk 1 A AR R . (AR 2N o
(String Block Type)
FRHRRKE uint32 M R il = A s Herb 1) T B, S HRSRRAN K E  B
(String Block ) \AS AT, 0 BB bk A )
Length)
HL 5 B (Email) FRF FH P (R IS A2 i ik o
IPv6 Hidil (IPv6 uint8[16] |2 /& A FE N IPv6 Hubik, KA IP ik )\ A74H .
Address)
hiHE IPv6 ik uint8[16] | H S i B St 1P ik, W LASE IPv4 BF IPv6 it .
(Location IPv6
Address)
GRFM uint8 For il 2 (1) FH P g A .
(Login Type)
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MRB  TREIAREELES |

W ARRAKESH

# B-27 HPEREGEHFERTER (58

FB KA | PiB (Description)

547 Bk Y uint8 F P AT I S B e 2R 2 . fE W] R 2
(Authentication . 0- RERM

Type)

1- WEh S IAE. AD AAFREL ISE £1%
2 - SR ] B 4 B0 IE T
3 - SR RS U5 By B E
4 - R YL ] B 47 B IE 2R IR

FIF P uint32 BB E IR EEEN R BRI HIBZR o.

(String Block Type)

FRF R YA uint32 5 EA R AR AR, AR B
(String Block J\ASFAT, B & 7 (Reported By) 7B 1
Length) .

EiaE TR )25 & 5% 1) Active Directory IR %5 25 1 4 K o

(Reported By)

F P& xAE B R 6.1x

FERRA 6. 1+ T, PSSR BAHE S BR8] 1 AR B P ) 165, & R AT Y 3 A FE
BB EEMAIER 159, ARIEMER, WSS RE S8k 6.0x, % B-141 7.
Tﬁ%&ﬁ%%’éiﬂ 167 &K

B R AL 8 SR A R A B

sy 0 1 2 3

{j 0|1(2|3|4|5|6|7(8|9/|10(11|12]13|14|15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

FH 1 s B2k (165) (User Login Information Block Type (159))

F P& 545 B E (User Login Information Block Length)

i} 5] (Timestamp)

IPv4 ik (IPv4 Addresses)

Fij FRFHHLER (0) (String Block Type (0))
£ (Name)

F44 H HK B (String Block Length)

FH /1 44..(User Name...)

15k TR B (0) (String Block Type (0))

TR HUKCRE (String Block Length)

k....Domain...)

HF ID

Cisco Secure Firewall eStreamer £ JiliiE
B-144 |



| &B THRIEBEIESEN

AR EEw W

8|9 (10(11(12|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

4 ID (Realm ID)

2y it & 3L+ ID (Endpoint Profile ID)

Z4=4H ID (Security Group ID)

Y (Protocol)

i [ (Port)

J5 B P 4h (Range Start)

JFA% I (Start Port)

#5700 1 (End Port)

LT IR
(Email)

FAFH BRAL (0) (String Block Type (0))

TR HUKCRE (String Block Length)

HL T B3 4...(Email...)

IPv6 Hiik (IPv6 Address)
IPv6 Mtk (IPv6 Address) (4£)
IPv6 il (IPv6 Address) (45)

IPv6 Hilik (IPv6 Address) (4E)

£7 & IPv6 Hulil: (Location IPv6 Address)
{7 # IPv6 Hulik (Location IPv6 Address) (45)
{7 & IPv6 Hiull: (Location IPv6 Address) (45)

f7 8 IPv6 Hiik (Location IPv6 Address) (%)

i #

(Reported By)

32K (Login
Type)

oAl it A5 R EISAY (0) (String Block Type (0))
(Type)

T e HSA (0) (String Block Type (0)) 45 R UK B (String Block Length)
(8

FIFH P FE (String Block Length)
(€59)

R4 #..(Reported By..)

RO P AR AR B AL BEAT T U
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f%B

TRIARSELES |

W ARRAKESH

# B-28 S B RGBSR B

FB KA | PiE (Description)

P &5 B uint32 JE B ST AE BAE . TERCA 6.1+ 1, BB{E N 165.
# (User Login

Information

Block Type)

H & 5 Bk |uint32 P& BEER S )7 s 8, B P S RE B
% (User Login RV 7 B \NAS 777, i BB J5 B P& A5 B8
Information Block SRS

Length)

I 7] K uint32 A PR B[R] B o

(Timestamp)

IPv4 Hidil (IPv4 uint32 R By, (HAFIER. IPv4 il fEfE7E IPv6 Hukl 52 B
Addresses) o AXRFEMEE, WSRIP bk, % 1-4 7.

= % 2K uint32 B EH PR AR HIBEN o.
(String Block Type)

FRHRRKE uint32 H P27/ s Bl b 7958, RGBSR T - B
(String Block J\AFAT, B P AT

Length)

i /4 (Username) | F4F MR P 4.

o e oY uint32 | HE AT R R . (HIAZN o.

(String Block Type)

TP uint32 H P27/ s B Perh i 7958, ARG HESRR K 7 B
(String Block J\ASFAT, B

Length)

b} T e F P& s B 38

1D uint32 M P HIFRR S .

i ID (Realm ID) |uint32 55 B {7 SR B ) BEHL 1D .

2o fic B SO uint32 e & i Ad B WA ID 565 . XA DC REA Y,
ID (Endpoint TE TOHURE AT AT

Profile ID)

4 ID uint32 M2 AR 4L ID S i,

(Security Group

ID)

Cisco Secure Firewall eStreamer £ /387
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| &B THRIEBEIESEN

AR EEw W

# B-28 HPEREGEHFERTER (58

FB KA | PiB (Description)
P (Protocol) uint32 TR Bk & P . vl Re B AL FE
165 - FTP
426 - SIP
547 - AOL BPi i@ {5 T &
683 - IMAP
710 - LDAP
767 - NTP
773 - Oracle ¥4l &
788 - POP3
1755 - MDNS
3 1 (Port) uint16 2 AT 30 P .
0 4G uint16 TS AR ity 1 P 1 RS i 11
(Range Start)
TH6 v H uint16 TS AHL I Bl g5 A FH 00 3 Y0 ] P PR S 463 3 11
(Start Port)
g o 1 uint16 TS AR FC 45 BN F P 0 3 1150 Bl P 7 285 oA 3 1 o
(End Port)
S R R uint32 JA B AE R BRI R ik F A R A R B (IR AN o

(String Block Type)

FRFER K uint32 A b ik = R B B e () 2 A, BRI RN K B
(String Block AN s A VI 3 I L 5 R R T R A e

Length)
HL 11 (Email) FIT FH P B ER A H hE

IPv6 Hiik (IPv6 uint8[16] A& 21 FH ;& i EHLI IPv6 Hudik, SRH IP bk \ A2 4.
Address)

f1 8 IPv6 itk uint8[16] | P &30 IP #ikik. WL IPv4 55 IPv6 Hidilk.
(Location IPv6

Address)

TR uint8 (R R AR i ST

(Login Type)

R oA it uint8 M P S IRuE R 8. (A nlpee
(Authentication . 0- EERR

Type)

1- WEh S IAE. AD AABRER ISE &%
2 - SR %] B 4 B0 IE T
3 - SR 4T U5 % B O RIE
4 - SR RE ] P B 47 B8 UE 2R T

SRR 2k uint32 JE SIS FER AR . HIBAN o,
(String Block Type)
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MRB  TREIAREELES |
W ARRAKESH

# B-28 HPEREGEHFERTER (58

FB KA | PiB (Description)

TR R uint32 et TR R BRI AT, BRSO T B
(String Block JASFAT, i B 5 " (Reported By) 7B i) 77
Length) .,

e # TR 8 & 5% ) Active Directory IR 45 2% (4 7K o
(Reported By)
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| &B THRIEBEIESEN

R P EFAE

=

SEHEL 6.1.x

AR EEw W

I35 35 BB AL R 5 B EHE B A, AR IR R B f B 5 B . ARV
B2, WEHHAMERERHEHR, % 4-59 Ui,

FERRCA 8.x 1, P 8 s fd B AU Sk B AN R 51 1 B e i ) 165, & BA 8 3 AT ES
BB EEMAPER 159, ek M 167 BN, M/ ERE R A 6.0x, 4 B-1411H

KEAELE, WEZSH.

LR R P 8 SR S s e s X

T

1 2 3

fir 01

4|/5(6|7(8|9|10/11/12(13[14|15[16|17|18|19|20|21|22|23|24|25|26|27|28|29|30|31

FH P& 45 B2 (User Login Information Block Type) (165))

F P18 345 BEUK B (User Login Information Block Length)

i} [H)3# (Timestamp)

IPv4 Huhit: (IPv4 Addresses)

AP
47 (Name)

5 ER ERISHY (0) (String Block Type (0))

T4 ER P FE (String Block Length)

Fl P 4..(User Name...)

24

TAFH P (0) (String Block Type (0)

TR HLK FE (String Block Length)

1k...Domain...)

1D

4% ID (Realm ID)

2235t B 321+ ID (Endpoint Profile ID)

‘%44 ID (Security Group ID)

¥ (Protocol)

% I (Port) JLEFF46 (Range Start)

FFi&% 1 (Start Port) £E 7 1 (End Port)

HL T B A
(Email)

P ER ERSAY (0) (String Block Type (0))

T4 # K (String Block Length)

7 #E 44-...(Email...)
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MB  THEIFREIES |
B FRRISESN
S 0 1 2 3
{YL 0/1/2|3|4|5(6|7|8|9|10(11{12|13(14|15|16|17|18|19|20|21|22|23|24|25|26(27|28|29|30|31
IPv6 il (IPv6 Address)
IPv6 Hidik (IPv6 Address) (4E£)
IPv6 Hiil: (IPv6 Address) (£:)
IPv6 Hilik (IPv6 Address) (4£)
KL IPv6 Hitik (Location IPv6 Address)
£ & IPv6 Hiik (Location IPv6 Address) (45)
fi7 & IPv6 Hidik (Location IPv6 Address) (£5)
{7 & IPv6 Mk (Location IPv6 Address) (4E)
i 2K (Login S IRAIEIS AR RIS (0) (String Block Type (0))
(Reported By) Type) (Type)
FRFHR A (0) (String 45 HR UK B (String Block Length)
Block Type (0)) (42)
FF R FE (String Block iR %5 # ..(Reported By..)
Length) (42
b} FI5ERERISHY (0) (String Block Type (0))
R K (String Block Length)
i Bl... (Description...)
TNERXTH PG FAG B A AT T U
# B-29 S BR (S B iR B
FB ¥iEHkA | YiBH (Description)
R P s 54E Bk uint32 JRENH &G B Y. fERRA 6.2+ 1, BB{E N 165.
7 (User Login
Information Block
Type)
B EHEK |uint32 P8 3608 BAER SR 2 g, B P8 3E BEHRE
fh (User Login Ejﬂkfhiﬁilﬁﬁ/\/{\?% hnF B A s SR B
Information Block SR
Length)
I 1) K uint32 AP R B
(Timestamp)
IPv4 Hihit (IPv4 uint32 REkEE, H Tﬁiﬁﬁ IPv4 bk A7ETE IPv6 ik B
Addresses) e HREMEE, ESHIP Mk, % 1-4 1.
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| &B THRIEBEIESEN

AR EEw W

# B-29 HPEREGEHFERTER (58

FB KA | PiB (Description)
] uint32 | EEIEA P IR P I R . RN o.
(String Block Type)
TP uint32 H P27/ s B Perb i 7978, ARG HESR R 7 B
(String Block JANFT, B P A TR
Length)
Fi ;4 (Username) |74 & HPRIHP 4.
= g% R R uint32 JE B S A R A . (AR o,
(String Block Type)
TP AR uint32 P27/ R BRI i 7974, BRI E 7 B
(String Block ST, EREEL
Length)
oy TR PRk SIINEC
M 1D uint32 H P IR RS .
4% ID (Realm ID) |uint32 55 By A300T B PR 4 1D
2 b I B A uint32 T AT B 25T ID S5 . XA DC EEA Y,
ID (Endpoint £ TR AT A AT
Profile ID)
24 1D uint32 W 2% i 4L 1D SRS .
(Security Group
ID)
1Y (Protocol) uint32 F A s 5 P bl T REFRME AL 45 -
= 165-FTP

426 - SIP

s47 - AOL B TR

683 - IMAP

710 - LDAP

767 - NTP

773 - Oracle ##

788 - POP3

1755 - MDNS
¥ [ (Port) uint16 FE BRI R A s S
YO T 46 uint16 TS AT AL H 3ty 1190 A AR AR 2 o 11
(Range Start)
T 11 uint16 TS A 73 Bl g5 FAS FH 00 3 1190 ] P PR RS 4263 3y 11
(Start Port)
g o uint16 TS B S FC 45 BN F P 00 3 150 BBl P P 225 B 3 1 o
(End Port)
e R R A Uint32 | B AL T I £ A RO e, (I o
(String Block Type)
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MRB  TREIAREELES |

W ARRAKESH

# B-29 HPEREGEHFERTER (58

FB KA | PiB (Description)

FRPHR K uint32 R R il = 4 R e B ) 2 B, R HR RN B T B
(String Block /AN N I B 1 05 1A e el T R e v o

Length)

BT HELE (Email) | R R FH P (P A4 bk o

IPv6 ik uint8[16] | A& £ H & 1 =L IPv6 Huklk, SRH 1P bk )\ £ 40 .

(IPv6 Address)

f1 8 IPv6 Hihik uint8[16] | P &1 IP #ulik. WL IPv4 B IPv6 Mtk .
(Location IPv6

Address)

TR RA uint8 RSO e o RN

(Login Type)

S 3o ik A uint8 F P AT R S B b 2R 28 . fE W] e 2
(Authentication . 0- EEEN

Type)

1- WEh S IAE. AD ALBREL ISE 415
2 - SR 2% ] P B 3 i s D)
3 - BRI L1 U5 By SR AIE
4 - SR LT B B0 UF 2R I

S R kR uint32 B E IR E FEN TR BRI EHIBZAR o.
(String Block Type)

TR H K uint32 Wi B AT B R P L BB T B

(String Block JASFAT, i B 5 %7 (Reported By) 7B i) 77
Length) i
e #H A 25 & 5% ) Active Directory IR 55 2% 1 4 7K o

(Reported By)

FT 5.x B 15 B8RSR
ﬁﬁF’T SBHARIUER B SOE B, AR WBREE S E R A RTEE
%’ “ﬁ Iﬂﬁﬁ)ﬂ'ﬂkaﬁ/%g! ;S"g"“ 4-58 T PAS

FERRA 4.7-4.10.x 1, HIPE BAHE SR BRERG R 51 1 Bl 1) 75, fERRCA B.x i, Bk
KA ZAH) A HHEHAL ) 120, BeRA 76 SHIEA 120 45

B R P B AR B

S 0 1 2 3

{j 0(1/2|3|4|5|6|7|8|9(|10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

FH P45 B 287 (751 120) (User Information Block Type (751 120))

F P 5 B K (User Information Block Length)

1D
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TREIBRREARS

AR EEw W

T 0 1 2 3
»fj 0/1/2|3|4|5(6|7|8|9|10(11|12|13(14|15|16|17|18|19|20|21|22|23|24|25|26(27|28|29|30|31
R IR HLZEAL (0) (String Block Type (0))

4% (Name)

T4 # K (String Block Length)

H P 44..(User Name...)

4% (Name)

Y (Protocol)
F— TR A (0) (String Block Type (0))
4% (Name)
FRFHHUCEE (String Block Length)
4% ..(First Name...)
wE— 0 P ER ERISAY (0) (String Block Type (0))

T4 # K (String Block Length)

1 [X...(Last Name...)

%gn H;B:l{)#: FrFEHLZER (0) (String Block Type (0))

T4y ERHLK J (String Block Length)

L 3 4-...(Email...)

#l 45 EHLZER (0) (String Block Type (0))

TR HLK FE (String Block Length)

#17...(Department...)

FLIE FHF R LA (0) (String Block Type (0))

FIFEHLK EE (String Block Length)

Hi1%..(Phone..)
R E BB B AR AT T B .
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f%B

B R AR

# B-30 S B ERFE

FE ¥#EKAE | JiB (Description)

FPE R |uint32 | ES S BEGRY. IR 4.7 - 410 1, BEGE 75,
(User Information ENRA 5.0+ F1, AEA 120 .

Block Type)

P& BB uint32 M PAE BRS80S PG BRI
(User Information FBE)\AFAT, 0 EBEE A B EEE T .
Block Length)

M 1D uint32 P AR R,

S R R uint32 RS P AR AT R R R . HIRZN o,
(String Block Type)

FRFERPK uint32 P 255 RS i 5 2, ARSI AN = B
(String Block JASFAT, B AR AT

Length)

i F1 4 (Username) | £ 4% & HP BRIP4

¢ (Protocol) uint32 T8 H P S B r il

=% R R uint32 JR BN LS P A4 B R . (IR o

(String Block Type)

FRFERPK R uint32 ZFFIFRBIER TR, ARERERMKE RN
(String Block ANFAT, M BRI

Length)

%7 (First Name) | ZFFH P45,

= 4% R R uint32 S AE P R A R AR %A o.

(String Block Type)

FRFERPK uint32 F Pk IR R R R S 4 4, BRI A B 2 B
(String Block PINAFAT, I B2k KA 540

Length)

I FRF AP EIZER .

% R K uint32 JE AL E P IR L ) A SR R . HIRZN o,
(String Block Type)

TR uint32 IS A2l 1k 7 44 o B b () R, B B RN R B
(String Block /AN N I 1 15 e Sl 1 G S O

Length)

IR (Email) |45 FH P ERT B A s ik

o e oY uint32 AR A TR R . (HBAAN o,
(String Block Type)

TR K uint32 BT 07 sh B b i) 5 8, AR RS RN K B N
(String Block AT, IR

Length)

| T e F P BT AESR ] .

Il Cisco Secure Firewall eStreamer £ /155
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| M®B  THREIBREELSH
IR BSEgsy W
Z# B-30 HFPERHERTFE (4
FB KA | PiB (Description)
o A uint32 | N I R S T R R e, (RN o,
(String Block Type)
A A UiNt32 | HLIE S A R SR, AR R B
(String Block M NAS AT, I b g S A R A
Length)
HL 1 T e P HE SR,

|H AR ENLEC B SRR IR

AREMELR, WESHELE &
M T 5.0-5.0.2 B EHACE A Em s, 5% B-155 1T

FF 5.0-5.0.2 FENLES B S-S s

TEE/RRA 5.0 2 5.0.2 ffEHLECE SO Sl B poks e HUEC E SR B A LI

FHE, EEEVLANELCIRE RS tAh, ENUEC B SO Bl Ben] DL f 32 51T NetBIOSA: 7K .
b E MG B SO Fdm B 2R Ay 91,

T E SRR T B S U RS () Bz B R EEEANRE AR Bl

1 2 3
Ri 0 2|3|a|5|6|7]8|9/[1011]12]13]14]15]|16|17|18|19|20|21|22|23|24|25|26 27|28 | 29|30 |31
FEHUEL B B2 (91) (Host Profile Block Type (91))
FAHLEL B K (Host Profile Block Length)
IP #ihi: (IP Address)
JiFE BE%4 (Hops) FE/IRE I8 51 £ B A (31) (Generic List Block Type

¥4l (Server (Primary/Secondary) (31))
Fingerprints)

i 51l 2k A (Generic List Block Type)
€9}

i %1l oK (Generic List Block Length)

JE A ZIF K B (Generic List Block Length)

IR 55 4% 808 B (Server Fingerprint Data
Blocks)*

()
% ity 38 %1% B35 (31) (Generic List Block Type (31))
¥84r (User
Finggfgrtint) 1@ %1 B B (Generic List Block Length)

% e S8 E L (Client Fingerprint Data Blocks)*
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MxB THREIAREESH |
IH R R R AR 5
FAT 1 2
7 8|9 |10/11]12[13]14]15|16|17 | 18| 19|20|21|22|23
AR \4 i 1 31 % B2 (31) (Generic List Block Type (31))
84 (User
Agent i i %1% oK (Generic List Block Length)
Fingerprint)
SMB #5 4% H (SMB Fingerprint Data Blocks)*
DHCP 1 513 H 7 (31) (Generic List Block Type (31))
¥84 (User
Finggfgrtint) JEH %R B (Generic List Block Length)
DHCP f540¥ ¥t (DHCP Fingerprint Data Blocks)*
FFHLK M (11) (List Block Type (11)) TCP R4 #4413
(List of TCP
Bl # B JE (List Block Length) Servers)
TCP %5 #% R 55 225257 (36) (Server Block Type (36))
ij%*
R %% 2 HeK B (Server Block
TCP R %5 2 %4f... (TCP Server Data...)
B F PR (11) (List Block Type (11)) UDP fil %5 #5511 3%
(List of UDP
Bl 5K B (List Block Length) Servers)
UDP k%5 %% #8527 (36) (Server Block Type (36))*
iR 45 23 Bk (Server Block
UDP f} %% #5%4#E... (UDP Server Data...)
Bl R HEAY (11) (List Block Type (11)) I 25 Pp i B
(List of Network
BBk (List Block Length) Protocols)
Y &% il (4) (Protocol Block Type (4))*
UINNE
Wl B (Protocol Block Length)
WX £ B KL ... (Network Protocol Data...)
B He2 M (11) (List Block Type (11)) FI IS
(List of
5I4ee K (List Block Length) Proopas
&5 P (4) (Protocol Block Type (4))*
il

WM (Protocol Block Length)

AEH N ER... (Transport Protocol Data...)
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| &B THRIEBEIESEN

AR EEw W

) 0 1 2 3
A o|1|2|3|a|5|6|7|8|9|10/11[12]13]14|15]|16|17|18|19|20|21|22|23|24|25|26|27|28|29|30 |31
5| R A (11) (List Block Type (11)) MAC #3113
(List of MAC
$i % B (List Block Length) Addresses)
MAC Hiuht: MAGC Hihil 52571 (95) (MAC Address Block Type (95))*
Jlj%*
MAC i} 5K F (MAC Address Block Length)
MAC HihiE 4. (MAC Address Data...)
EHL R EF A E (Host Last Seen)
EHLZA (Host Type)
VLANFEZRAS (VLAN VLAN ID VLAN 2% (VLAN
Presence) Type)
VLAN #4564 (VLAN i 1) R B A (31) (Generic List Block Type (31) i R A1
Priority)
pEDEER T E it i 51| £ B K JF (Generic List Block Length)
(Generic List Block
Type) (42)
&P i S R I8 FH 51 R P S B A (112) (Client Application Block Type (112))*
(Client App (Generic List Block
Data) Length) (%)
77 i S FH R A 7 P13 S P B K E (Client Application Block Length)
(29) (Client App
Block Type (29))*
€9

2 i L FH B B 7 i 8 $3... (Client Application Data...)

(Client Application

Block Length) (£%)

NeéB;PS T4 H A (0) (String Block Type (0))

T4 e K (String Block Length)

NetBIOS =77 £ 2 4f%...(NetBIOS String Data...)

RN A 4.9 32 B BRRCA 5.0.2 ) LR E SO EEE B T BUEAT T .
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f%B

W ARRAKESH

# B-31 HF 5.0-5.02 HEVIE X #EHFE
FE ¥HEKA B (Description)
FHUEC B e |uint32 JAEHT 4.9 & 5.0.2 B ENUECE SO . g e He s
K (Host BN 91,
Profile Block
Type)
FHLACE S |uint32 FHUCE S HAR P 7978, B EHLUEC B SRR R K
KB (Host FEF B \ASF, 0 B 5 B 3BT E SO i 7 .
Profile Block
Length)
IP Hhhik (IP uint8[4] LB SRR M AL 1P Hudik, SRA 1P Mkl )\ A7 4H .
Address)
k% (Hops) uint8 PG S I 2 ) S
E/58 uint8 R AR AT TG I 28] JF P 158 1) 2 0 296 v 3 2 Bl B P 5%
(Primary/ 0 - EHUBLT E ML,
Secondary)
1 - EHUL T H B R 2%
WA Fe 2 uint32 JE B A% 1 F R 45 4 8 SO 0 G 18 SUBUEE HO3RAE R G SO R B
(Generic List SRR . IR 31,
Block
AP RRAKE uint32 B R B SR ) FH, AIESRICK LU B R R
(Generic List GRS .
Block Length)
BIERGIREL (AR 32 F %5 25 48 SOR A B EHL_EEAE RGBS BEIER SR
(IR & 1850 feoCi Y. AR EER Y, 2B T 5.0 - 5.0.2 i)
EEITEAN B RFIRAEHE Y, % B-162 Ui,
(Operating
System
Fingerprint
(Server
Fingerprint)
Data Blocks) *
WA AR PR uint32 J5 By e AR 3% F 2 7 i 48 SUR ) R 48 SUBUE IO AE 3R G SU8uls B
(Generic AL I PR SO B LR 31,
List Block
AP RRAKE uint32 WS RIS, ARSI RICK LUK B R
(Generic List S I SR,
Block Length)
BlERGIRGL (AR 8 H % P e SR I EHL ERERAE RGAH KRS B ERIE RS
(& PR 80 ROV . A RILEIES MUY, H2HM T 5.0-5.02 1)
FEITEN BAERFIRAEHE Y, % B-162 Ui,
(Operating
System
Fingerprint
(Client

Fingerprint)
Data Blocks) *

Cisco Secure Firewall eStreamer £ /387
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| &B THRIEBEIESEN

AR EEw W

# B-31 HTF 6.0-502 HEVBEFHHELFE (4E)

FB w2k YL (Description)

WA F kA uint32 J5 Bl B A% 1% T SMBHR S0l ) 4 SUEUE B #R4F 3R Ge i SO8 s B AL

(Generic List R IE S R B P IR 31,

Block

WA R E | uint32 I B R S ) R, AR R ARCK LUK B R R

(Generic List G BHE

Block Length)

BIERG TR (AR 55 F SMBIRSUR ) B EHL L HIERAE RS 15 B EAE R St 45
(SMBH540) # SRS . A RMBHE R UM, ST 5.0 - 5.0.2 [1#

i e TERGHROE YRR, % B-162 IL,

(Operating

System

Fingerprint

(SMB

Fingerprint)
Data Blocks) *

W FFE KA uint32 J& 51t %1% H] DHCP 5 S0R 71 [ i SU8UE AT 2 St i S0 B

(Generic List MR By R [HIR2%N 31,

Block

WP R (uint32 WA REAE P BRI R L DR T B EE R
(Generic List R o EIE Y,

Block Length)

BRIERGRGL | AR % HI DHCP f 80R I 1) =ML L I ERAE R GEAH M5 BAHRE R4t
(DHCREZD # ROCE . AR EER I, EZ AT 5.0 -5.0.2 (1
i Bk (Operating BAERGROE R, 5 B-162 L.

System

Fingerprint

(DHCP

Fingerprint)
Data Blocks) *

5| 2 P uint32 JR B HIf% 1% TCP i 55 % Kt 1 ik 55 25 Bt 4L i 71 S i i

(List Block RN 110

Type)

R uint32 VR A H o T H B4 5 R RS B 5 B )\ A7
(List Block W, N BT R R g% A A

Length)

b B T2 A B AR 55 s B

ik 55 25 e Y uint32 Ja SRS A E AR . HIGZA 89,
(Server Block

Type)

MR #PAE |uint32 i 5% 25 H R B b i 1R, A R 5% A% SRR FE = B i) )\ A
(Server Block F, BB S TCP k5548 B4 =15 4.

TCP k%5 s ¥ | A& fiik TCP MRk &5 28 M8 7 B G ™ i B RA HId %)«
(TCP Server

Data)
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f%B

B R AR

# B-31 HF 5.0-502 HIEHBEXFHERFE (48

FB FymkA PiH (Description)

51 Fe B 2K Y uint32 Ja 3l AL 1% UDP Jik 55 28 5048 1) Ik 55 s 2 He dH sl i) 21 R Bt
(List Block RN 110

Type)

IRPAKE uint32 FIR AR FATH . TR 51 SR PR AR 7 B\ A
(List Block AT, N BT SRR S AR R s e

Length) B B T A AR 45 B8 MO B

MR4G2 kM uint32 Ja Zh iR UDP %548 MR 55 as idin e . (HAR2N 89,

(Server Block

Type)

k55 A8 A uint32 M55 A8 B R AT, AFE RS A R A AN R T B A
(Server Block FAT, N LB S R UDP AR 45 48 20E ) =15 4.

UDP Ik %5 28 50 #s | & & iR UDP JIx 55 #% I 80HE 7 B 8™ i BUHIRCAR il 5% .
(UDP Server

Data)

51| 3 b2 uint32 J3 B9 HH A 325 T 28 W KR 1) P B R B2 R A e B B . R4
(List Block 2 11,

Type)

FIRAKE uint32 FIR AW FATH . A S B R PR BRI B B\
(List Block AT, 0 B RTE BRSO B

rength) B BRI %/ B WS S

iR uint32 JA B WX 2 B P R R B . HAR AR 4

(Protocol

Block Type)

PR uint32 PSR R A, BRI BRI AN B B AN,
(Protocol hn b i B R T

Block Length)

I 2 W 1 E AR uint16 ALE WS B S A e 2 B, i B B, 3 4-72 i Tl
(Network Fo

Protocol Data)

51 F¢ B 2K Y uint32 JE B B AL A% i P OB 1) P B s B2 R P R B e (AR
(List Block 2N 11,

Type)

IRKE uint32 FIR AR FATH . TR S SR PR AR 7 B\
(List Block T, N b BT d e P R P

Length) 5 B T A B A R K

iR uint32 JA BN A B B PR R B . HAR A 4

(Protocol

Block Type)

K uint32 P SCEE Be B L BEE IR R B 1 AT,

(Protocol Block
Length)

R R SCR H H

Cisco Secure Firewall eStreamer £ /387
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| f%B THRIBREESH
R EmEsy B

# B-31 HHF 5.0-502 #EVEE XFHERZE (4
FB w2k YL (Description)
e i WO B A ARSI 7B, b, 2 4-72 i Tid
(Transport 5
Protocol Data)
VIE 3 i uint32 JA 3 H MAC Rl £ B2l Bl i 21 R B B . (HURZ N 11
(List Block
Type)
YR uint32 IR A AT, TSR ARk DL BT A 355 MAC thilik £ da
(List Block
Length)
FHIMACH 1B [uint32 Ja ) FEHL MAC HibEZdE . HIGZN o5,
2 (Host MAC
Address Block
Type)
FHIMACHHEH [uint32 FHL MACHLIEFHE B 1758, B4 2L MACHEBE B R A F K
K J& (Host MAC BB NS, N BB S 9 32 0L MACHEBEECH A ) =15 2
Address Block
Length)
FHMACH I | AF & FEHIMACHNEA.9+, 55 4-113T0 R #5A i EHIMACHHE K s
#& (Host MAC B
Address Data)
FEHL EXREFR |uint32 LR R G0 E RN 2 LSS UNIX I R 8
/] (Host Last
Seen)
TR uint32 TR TN, TRe B LT E:
(Host Type) ——

1 - M A

2 - R

3 - NAT &4

4-LB (fgisbfras)
VLAN 7E£RMR % |uint8 TR AERATLE VLAN:
(VLAN 0- £
Presence)

1-1
VLAN ID uint16 Fon ENLIE VLAN i) VLAN FRri5 .
VLAN 2574 uint8 VLAN F7 25 o 355 (1 Hodis e R A .
(VLAN Type)
VLAN 1/t 5 2% uint8 VLAN #5258 AL 55 (AR S e fH
(VLAN Priority)
W B R M uint32 J2 B A5 32 5 P i I FH 504 110 2% 7 i I FH 5 B 2 s 1 38 FH 41 %

(Generic List
Block

Habe, HIEN 31,
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MxB T REIARRBIESEN

W ARRAKESH

# B-31 HTF 6.0-502 HEVBEFHHELFE (4E)

FB FymkA PiH (Description)

WA AR uint32 W RIS, AR L DL B2 7 o
(Generic List MR,

Block Length)

% P B ek [uint32 JR BN N . (EIREEN 5.
%4 (Client

Application
Block Type)

s K uint32 5 7 LT BR e ) T R, A R e I RS R AT B
J& (Client J\ASTFAT, N b 0% S I s A T
Application
Block Length)

w7 v N AR it e 7 v ISP ) 7 e I P s 5 B, T 6.0+ L

(Client F o B EHE B, 5 4-157 TR ETId R .

Application

Data...)

=k uint32 J5 5 NetBIOS 44 FR I 717 e A dli B . IR A BB 9 o LR 745
(String Block B .

Type)

TR E  |uint32 F/RNetBIOS 44 Fr 17 b His Yo b i) -5 8, A4 745 o s Y
(String Block A 7B \AS T, I E NetBIOS 44 Bk (1) 775 %
Length)

NetBIOS F#iHi | ALt A8 EAUEC B S AR I WL NetBIOS 4475 .

##% (NetBIOS

String Data)

IHRRERAE R GE T8 SRR

AREMELR, WESHELE &
T 5.0 -5.0.2 #AE RSt Haga e, 5% B-162 T

FF 5.0 - 5.0.2 H1#E R G Te g Edz -

BAE R GHR SR I BR A g 87 . Bt iE fa S0 I ME— AR IRAT (UUID) DA RAREERAL . R AU
KRR SOR ID. T ERRH THRA 5.0 ZRA 5.0.2 BIHRIE RGUHR SR SR p#E .

Sy 0 1 2 3

{j 0(1/2|83|4|5|6|7|8|9(10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

BME RG4S (87) (Operating System Fingerprint Block Type (87))

A R G TR QUK FE (Operating System Fingerprint Block Length)

Il Cisco Secure Firewall eStreamer £ /155



TREIBRREARS

AR EEw W

1 2 3

1011|1213 |14|15(16|17|18|19|20|21|22|23|24|25|26|27 28|29 |30 |31

BRAERGIRLL
uuID

#84 UUID (Fingerprint UUID)
84 UUID (Fingerprint UUID) (£:)
B4 UUID (Fingerprint UUID) (£5)

847 UUID (Fingerprint UUID) (£:)

1540357 (Fingerprint Type)

Fe4UFEZEA! (Fingerprint Source Type)

E4UJE ID (Fingerprint Source ID)

Fe4U Ik EF I Al{E (Last Seen Value for Fingerprint)

TTL Z{H (TTL

Difference)

TR A R SR SR PN 7 BORAT T U

# B-32 BRIERAIER U FE

FB HyEHRAE | #i9] (Description)

Bk R G irgcHds  (uint32 JRBRAE R BRI [EIR%N 87,

He2k A (Operating

System

Fingerprint Data

Block Type)

BE RS |uint32 B R G SR P ) 5. BE N IR 20 a1 Bl PR
% (Operating BRI B B\, FESCUUIDE T8N 710, 8Lk
System Data RGN 52797, FRGURE B DY S577, F8S0URE ID 1A
Block Length) W, ERAEEN FAE AL TTL ZEK— 575,
fe4r UUID uint8[16] SR H| )\ AL MR SRS, FITEEAE RGHIME—FR iR FREL

(Fingerprint UUID)

UUID M5 2T 22 (VDB) I ERE RS A FR . BER 1 AR
PN

fRaR Y
(Fingerprint Type)

uint32

FORIROUNI A,

T SR A
(Fingerprint
Source Type)

uint32

TR RGRRSUNIRASER (B P B 10

540 1D
(Fingerprint
Source ID)

uint32

TR PRAHRAE REIRLUMIEM 1D,
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MRB  TREIAREELES |

W ARRAKESH

# B-32 BRIFRATEXHIEH TR ()

FB HyEHRA | $i9] (Description)

EIREB N uint32 T EIRAE R R B R SR IS TA]
(Last Seen)

TTL Z{H (TTL uint8 FoRIBGUR I TTL H 576 H TR LML Fa SU Eds b & 2
Difference) TTL {HZ AR ZE .

Cisco Secure Firewall eStreamer £ /387
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| &B THRIEBEIESEN

|HROE B R 45 1

ErceasEsy W

HREAE R, 1ES IR &
HRY S B8 5.0 - 5.0.2, % B-165 11
BERGHE BRI 5.1, % B-171 10
EGHE B R 5.2x, # B-178 1T
T 5.0 - 5.1 &z X el e, 5% B-185 71
T 5.1.1-6.0.x B X I 4EEk, 25 B-187 I
ERGHE BEHELL 5.1.1.x, 5 B-189 7L
HERGHE BAUEL 5.3, % B-195 11
B GG BAUE P 5.3.1, 5 B-204 1T
BERGHE BAURL 5.4, 5 B-211 1T
ERGHE BAUEY 5.41, 5 B-224 1T
B gHE BAUE L 6.0x, % B-239 1
HRGHE BAURE T 6.1x, 2 B-257 I
HER G E BAUE S 6.2-6.7.x, % B-275 1T
EEGHE BAAEL 7.0, % B-293 11

ERGTHE BRIk 5.0-5.0.2

HERGHE BRI E RS B M . H TR 5.0 - 5.0.2 MIEREGTHE B AR BBk

KM 115,

A RERGHE BEIEHEMEAEE, WS RERGHEEAIEEE, % 4-51 70,
TEERAT 5.0 - 5.0.2 HESEHHE B8 DL .

T

A

1 2 3

4|5

6|7 (8|9|10{11|12|13|14|15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

%

PR P (115) (Connection Data Block Type (115))

HERHIEHLKE (Connection Data Block Length)

¥ % ID (% ID)

AHX (Ingress Zone)
AIX (Ingress Zone) (4)
AN X (Ingress Zone) (4%)

AHX (Ingress Zone) (45)

1 I [X (Egress Zone)
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MRB  TREIAREELES |

N RREEREEH

7Y 0 1 2 ‘ 3

8|9 (10(11(12|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

H O X (Egress Zone) (45)
H H X (Egress Zone) (4£)

H DX (Egress Zone) (4£)

A E#0 (Ingress Interface)
A H#20 (Ingress Interface) (&)
A4 (Ingress Interface) (4:)

A HA#: 0 (Ingress Interface) (42)

Hi 0420 (Egress Interface)
H 142 10 (Egress Interface) (42)
i O 10 (Egress Interface) (4E£)

H 142 10 (Egress Interface) (42)

RALT5 IP Hidk (Initiator IP Address)
KT IP Hidik (Initiator IP Address) (42)
KR J7 IP ikt (Initiator IP Address) (£7)

KT IP Hidlk (Initiator IP Address) (4£)

i 5 1P Hikik (Responder IP Address)
Wi M7 IP #iudik (Responder IP Address) (42)
Wi 75 1P #idil: (Responder IP Address) (4:)

WS 77 IP #iudik (Responder IP Address) (42)

HMg121T (Policy Revision)
KIE1E1T (Policy Revision) (4E£)
RMEAELT (Policy Revision) (4£)

KI&1E1T (Policy Revision) (4E£)

#L 1D (Rule ID)

N/ (Rule Action)

REITH I (Initiator Port) Wi % 77 %% 1 (Responder Port)

Cisco Secure Firewall eStreamer £ /387
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| WEB  THIFRKESH
ErceasEsy W
A 0 1 2 3
{j 112/3|4|5|6|7|8|9|10(11({12|13|14|15|16|17|18|19|20|21(22|23|24|25|26|27|28|29|30

TCP #3:& (TCP Flags)

1Y (Protocol)

NetFlow ¥
(NetFlow Source)

Netflow & (Netflow Source) (42)

Netflow & (Netflow Source) (4:)

Netflow 75 (Netflow Source) (%)

Netflow 7 (Netflow Source) (£:) 55— AR L[]
(First Pkt Time)
55—l A 8] (First Packet Timestamp) (4£) ot J5 — AN B A B
[&] (Last Pkt Time)
B J5 — D LI A] 8% (Last Packet Timestamp) (4%) RIE A B4
(Packets Sent)
RIEHIHHRE % (Packets Sent) (45)
KI5 K £ 8 (Packets Sent) (42) BRI BE
(Packets Rcvd)
BRS04 (0. % (Packets Received) (4:)
BRI EHE 9.5 (Packets Received) (48) IR I
(Bytes Sent)
RIE T % (Bytes Sent) (42)
BB 1%k (Packets Received) (4E) B
(Bytes Rcvd)
U 715 % (Bytes Received) (4£)
BRI 75 % (Bytes Received) (48) 7 ID
FH 7 ID (User ID) (£:) N FH MY 1D
(Application
Protocol ID)
MY ID (Application Protocol ID) (45) URL 2] (URL
Category)
URL 2451 (URL Category) (4£) URL {5% (URL
Reputation)

URL {5%F (URL Reputation) (%2)

% P 1D
(Client App ID)

% ;i D (Client Application ID) (45

52

Web A ID (Web

App ID)

Cisco Secure Firewall eStreamer £545%



fsRB  THEIEAREGESN |
IARERSIR &1
Z3 0 1 2 3
{j 0/1/2|3|4|5(6|7|8|9|10(11{12|13(14|15|16|17|18|19|20|21|22|23|24|25|26(27|28|29|30|31
Web KA ID (Web Application ID) (%) TP (0)
(String Block Type
(0)
&P TR PR (String Block Type) (4%) FRERYKRE
N A URL (String Block
(Client App Length)
URL)
FAFER P (String Block Length) (42) % S URL...
(Client Application
URL..)
NetBIOS TR PR (0) (String Block Type (0))
#Fx (Name)
R K (String Block Length)
NetBIOS 4 #%.... (NetBIOS Name....)
% P TAFHHSEM (0) (String Block Type (0))
( g_i?ﬂ%!#)f(AZK
ient App o w2 :
Version) TR HLK FE (String Block Length)
& P b A ki As...(Client Application Version...)

RN T 5.0 - 5.0.2 MIERZGTHE B AR R 7 BOEAT T

# B-33

BTG EHEH 5.0 - 5.02 FE

FB

HmRA

P18 (Description)

EEgGIHER
i Py
(Connection
Statistics
Data Block

Type)

uint32

JAsT 5.0 £ 5.0.2 KEEGHHE B8R R4 115,

ERGIHE R
EAEITEA SN
(Connection
Statistics
Data Block
Length)

uint32

ERGHE BREBERR P AL BEERSHE
FEFBO)\AS 74T, B A R B v A A

BHRAIK

¥4 ID

uint32

AL S 12 A (1 e

A X
(Ingress Zone)

uint8[16]

fiuh e M IR A AR I 2 421X

H O [X (Egress
Zone)

uint8[16]

fioh e S 3 PSP ) 2 4K

Cisco Secure Firewall eStreamer £ /387
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| MxB

TREIBRREARS

# B-33

ErceasEsy W

EELIHEBHHR 5.0- 502 FR ()

FB

HImRE

8 (Description)

NEE: N
(Ingress
Interface)

uint8[16]

AT AR .

I
(Egress
Interface)

uint8[16]

M T s R R .

KALTT 1P Hihk
(Initiator IP

uint8[16]

PR IERLF AT TR B 2 TR AR IP sk, SRA 1P Huhk )\ A7
#.

M 5. 77 1P Hihik
(Responder IP

uint8[16]

Wi 82 S EHLRT ENLE 1P Hbdik, RA P Mk )\ 720 .

RIEIELT
(Policy
Revision)

uint8[16]

5 i e (R RIS AFA R IO A S (& D

KL 1D
(Rule ID)

uint32

fi A A (R RO B YRR AR IR AE CUIIE D

FH) 1A
(Rule Action)

uint32

FE P S Ik FR B 3R AE CRe ey BHAESED &

R TT v
(Initiator Port)

uint16

S E MU B3

Wi )82 77 i ]
(Responder
Port)

uint16

M 2 = ALASE FH £ 5 1

TCP #ri&
(TCP Flags)

uint16

RoRIEL R HEN TCP AR&.

P
(Protocol)

uint8

IANA $5 % FI S .

NetFlow ¥
(NetFlow
Source)

uint8[16]

S EEHUE Y S FF NetFlow 134 1 1P Hihl

oA
i R #K (First
Packet

Timestamp)

uint32

(E 2 0h A8 e 58 — AN B A0 H AR () A UNIEX R ) 8K

e — M
A0 I A] 38K

(Last Packet
Timestamp)

uint32

1E 22 i 132 5 — A4 L L SVRRE (4 UNIX B TG

RIK I H 4
%1 (Packets
Sent)

uint64

FER TN UL o Bt B 4

Bl HE
# (Packets
Received)

uint64

M 7 = AL A% i £ K £ 4
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IBRRER SRS

# B-33 FEZ 5 EHEHR B0-5.02 FH (42

FB FymkA | PiB (Description)

RIEW)FA% |uint64 R FEHE 755

(Bytes Sent)

el 54 uint64 Wi )82 = AL A% = 2

(Bytes

Received)

H P ID uint32 IR i B s B AR R R B AL I A AR IR .
FAPA D (uint32 | A ML A D

(Application

Protocol ID)

URL 2% (URL |uint32 URL 51 ) N & bR

Category)

URL {5 % (URL |uint32 URL & BN AR RS

Reputation)

7 P S N H uint32 Wl Aar i 25 7 s S B A AR IR S (& D .

ID (Client

Application ID)

Web i H uint32 Bers Il Web N H BN EAR RS CA&EH)D

ID (Web

Application ID)

FREBHEA uint32 Ja 8% i N A URL - s Al B . fHIRZN o
(String Block

Type)

TAHRKE  |uint32 %% P 0 B URL 255 s B Herp i) 235 8, 030 7755 R SN
(String Block KT B \AFT, k% 7 m S URL 557 8 b )7 15 5L
Length)

2 P v N TR B u A P URL (W& D (Bl files/index . html)
URL (Client

Application

URL)

LK uint32 JA 3 ENL NetBIOS L FRI 47 Bl B . (HIGZN o,
(String Block

Type)

FREHK A |uint32 TR HAR PP A H, IS A B PSRRI R - B ) A A
(String Block FAT, L NetBIOS 4 Fr 745 H v (715 £
Length)

NetBIOS #Fr |47 H FH1 NetBIOS 4R FFFH .

(NetBIOS

Name)

SR uint32 JE B 7 i I8 FH RCAS B 4 B B . (IR 24N 0.

(String Block
Type)

TRIARSELES |



| &B THRIEBEIESEN

ErceasEsy W

# B-33 EELIHEBHHR 5.0- 502 FR ()

FB w2k | YiB (Description)

FRBIKE  |uint32 FI T2 77 s S P RBCAS B0 7 B B Db ) 2 5 8, R R R B
(String Block FRIFNKE 1 \A AT, I B RRAS 71 4

Length)

wEN R | TR % J i N T RRCAS o

A (Client

Application

Version)

ERGTHE BBIETR 5.1

B GHE SR P E RS B A . 5.0.2 B 5.1 FEEBIRIVREOERN T BA
5.1 MBI AR ESHH 7B NI I . 2 A/ Hir. 22tk
JZ2) o TR 5.1 R THE BRI H S Oy 126.

A RIERGTHE BEEHEMHEAEE, WS RERSIHEESEHEE, % 4-51 00
TEERAT 6.1 FEEZGTHE B8 SR -

=) 0 1 2 3

{E 0(1/2|3|4|5|6|7|8|9(10{11]12|13/14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

HERERE 28 (126) (Connection Data Block Type (126))

HERHIEHLKE (Connection Data Block Length)

¥ % ID (% ID)

AHX (Ingress Zone)
AIX (Ingress Zone) (4)
AN X (Ingress Zone) (4%)

AIX (Ingress Zone) (4)

H DX (Egress Zone)
H O [X (Egress Zone) (45)
H O X (Egress Zone) (45)

H H X (Egress Zone) (42)

A H#: 1 (Ingress Interface)

A H#20 (Ingress Interface) (&)

AI#0 (Ingress Interface) (4:)

| Cisco Secure Firewall eStreamer £545%




MRB  TREIAREELES |

N RREEREEH

S 0 1 ‘ 2 ‘ 3

8|9 (10(11(12|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

A4 (Ingress Interface) (4:)

i 1410 (Egress Interface)
i O£ 10 (Egress Interface) (4E£)
H 142 10 (Egress Interface) (42)

i O 10 (Egress Interface) (4£)

KA IP Hidlk (Initiator IP Address)
JAE 7 IP Mtk (Initiator IP Address) (4£)
KT IP Hidlk (Initiator IP Address) (4£)

S5 IP Hudik (Initiator IP Address) (%)

WM 5 IP #idik (Responder IP Address)
Wi 75 1P #idil: (Responder IP Address) (4:)
WS 7 IP #iudik (Responder IP Address) (42)

Wi &2 75 1P #idil: (Responder IP Address) (4:)

HMgA5T (Policy Revision)
RMEAELT (Policy Revision) (4£)
KIE1E1T (Policy Revision) (4E£)

ST (Policy Revision) (££)

#EU ID (Rule ID)

L1 (Rule Action) # 5 A (Rule Reason)
KR J7 3 1 (Initiator Port) Wi v 5 % 1 (Responder Port)
TCP #xi& (TCP Flags) Pr¥ (Protocol) NetFlow &
(NetFlow Source)

Netflow & (Netflow Source) (4:)
Netflow & (Netflow Source) (42)

Netflow & (Netflow Source) (4£)

Netflow % (Netflow Source) (%£) B — B A B ]
(First Pkt Time)

Il Cisco Secure Firewall eStreamer £ /155 |



| MxB

THRIBMRSIREH
RrEsgorEsn W
ST 0 1 2 3
{j 0(1/2|3|4|5|6|7|8|9|10/11|12|{13|14|15|16|17|18|19(20(21|22|23|24|25|26(27|28|29|30|31
5 — N EHR AU I 8] 8% (First Packet Timestamp) (48) 55— AN EH
&) (Last Pkt Time)
B J5 — D LI A] 8% (Last Packet Timestamp) (4%) R AL T AR B s
AL (Initiator
Transmitted
Packets)
ST A BE 9.2 (Initiator Transmitted Packets) (45)
AR AR BHE A3 (Initiator Transmitted Packets) (4%) ] 5 5 S P 250
1% (Responder
Transmitted
Packets)
Wi N 5 4% i R 194 (Responder Transmitted Packets) (4E)
Wi J3 77 4 % (X 4 60,2 (Responder Transmitted Packets) (£%) KA TT AR T
# (Initiator
Transmitted
Bytes)
R ALTT AR 54K (Initiator Transmitted Bytes) (4£)
PR T AL U R 55 (Initiator Transmitted Bytes) (45) M I8 7 A 3 R -1
4 (Responder
Transmitted
Bytes)
Wi 8 5 A% - i %k (Responder Transmitted Bytes) (4%)
i N 77 A% 4 7715 5 (Responder Transmitted Bytes) (4%) /1D
A/ ID (User ID) (4£) SR P 1D
(Application
Protocol ID)
N #Y ID (Application Protocol ID) (%) URL 2551 (URL
Category)
URL %71 (URL Category) (%) URL {52 (URL
Reputation)
URL {2 (URL Reputation) (4:) 2R A D
(Client App ID)
% ;i 1D (Client Application ID) (4E£) Web i ID (Web
App ID)
Web KA ID (Web Application ID) (%) TIAFERHKM (0)
(String Block
Type (0))

Cisco Secure Firewall eStreamer £545%




MRB  TREIAREELES |

N RREEREEH

gy 0 1 2 3
{j 0/1/2|3|4|5(6|7|8|9|10(11{12|13(14|15|16|17|18|19|20|21|22|23|24|25|26(27|28|29|30|31
B vt FI5 R S (String Block Type) (45 PR LK
M H URL (String Block
(Client App Length)
URL)
F A E YLK E (String Block Length) (4%) & S URL..
(Client Application
URL...)

NetBIOS FAFER LKA (0) (String Block Type (0))

4% (Name)
P45 H UK B (String Block Length)

NetBIOS # #X.... (NetBIOS Name....)

et TAFH A (0) (String Block Type (0))
L i A
(C\I/lgrnsti ?n%p T H U B (String Block Length)

7% P 3 5 s (Client Application Version...)

WS H 1 (Monitor Rule 1)

Wi 2400 2 (Monitor Rule 2)

W28 3 (Monitor Rule 3)

W4 28300 4 (Monitor Rule 4)

W23 5 (Monitor Rule 5)

W% 2%51 6 (Monitor Rule 6)

W EH 7 (Monitor Rule 7)

WA 2551 8 (Monitor Rule 8)

AP PR/ H bR ZEBORER
(Sec. Int. Src/Dst) (Sec. Int. Rep
Layer)

TR T 5.1 KRG THE BB R P T BLAT 1 .

Il Cisco Secure Firewall eStreamer £ /155 |



| MFEB THRIAREIESN
IR EsuEsy W
# B-34 EEG I BN 5. 1 7
FE BIERAE Ui (Description)
RS BRUE S |uint32 JAEHT 5.1 PG THE BEIRS . HIEA R 126,
27 (Connection
Statistics Data
Block Type)
ER G S B AR | uint32 EREGHE BRI T, B ERGHE B
K (Connection A B B \ASF247, 0 B 5 AR R e s v ) 1 4
Statistics Data
Block Length)
% ID uint32 o ) 38 R A R A
ANHX uint8[16] | fil % S i3 A 1) FHAF N 22 4 X
(Ingress Zone)
HOX uint8[16] | i % 5 w35 MR F) A4 1) HE 1 22 4 X
(Egress Zone)
A0 (Ingress  |(uint8[16] |+ N bR & L1,
Interface)
20 (Egress  |(uint8[16]  |HF s R .
Interface)
KA P ik uint8[16] | it i B F i P RR I 21 M =ML IP Hodik, SRA 1P Mk
(Initiator IP L4 .
Wi 5 75 1P ik uint8[16] | 37 A ke E AL E AL IP Mok, KA IP Hhhk )\ A7 4H
(Responder IP
HEEAEIT (Policy uint8[16] | 5 ful i i S BRHAFAH S R B A5 (& A
Revision)
FLU 1D (Rule ID) uint32 fih i A R RO £ N BB AR IR AT (A& D .
R 4 uint16 72 G P B R B R Z A A (R vE. BHIESED
(Rule Action)
FH) JiR BRI uint16 D0 fish 7 24 D D AT
(Rule Reason)
R T vty uint16 R NS 3
(Initiator Port)
M J8 75 3 11 uint16 Wi )32 = ATLASE FH F i 1
(Responder Port)
TCP #ri& uint16 FoREREF LM TCP -,
(TCP Flags)
P (Protocol) uint8 IANA #5E il 5.
NetFlow i uint8[16] | 5 HiZE 44l 1Y) S FF NetFlow (1% # 1 IP ik
(NetFlow Source)
AR AL (R |uint32 FE 231 T A H 58 — H5 s A %) H SR TR] 7 UNIDX IS AT
(First Packet
Timestamp)
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MRB  TREIAREELES |

IBRRER SRS

# B-34 EEZE B 51 TR (4

FB H¥EKA | UiH (Description)

B Ja — M EdE A ) uint32 FE 23 1l T AT 4 B Jm — AN B A 1 ST IR 8] £ UNIX IR [ 38 o
# (Last Packet

Timestamp)

HRE T AR H i - (uint64 AR TN a0 B LA

% (Initiator

Transmitted

Packets)

M 1 7 A % (1 A £, |uint64 Wiy 12 = AL A% P 2 0 A0 B

#{ (Responder

Transmitted

Packets)

KA TT AR 4 |uint64 L UL i 0

(Initiator

Transmitted Bytes)

Wi 5 77 P i -5 4 | uint64 W) S8 = AL A P 15 48

(Responder

Transmitted Bytes)

HF 1D uint32 I3 8 SR B AR R R E AL P I N AR IR T .
NP ID uint32 I E T RZH 1D

(Application

Protocol ID)

URL 28%i (URL uint32 URL &5 1 N #0575

Category)

URL f5% (URL uint32 URL &K W R RS .

Reputation)

2 P v v uint32 Bl ar i 25 7 v 2 B AR RS (& A

ID (Client

Application ID)

Web N A ID (Web |uint32 ekl Web B2 A #ARIRS (AniE D .
Application ID)

TR PR uint32 JE B i N A URL B A7 R Al B HIRZ0N o
(String Block Type)

TAE R uint32 % o B URL 55 s B Berb i) 25 8, 030 7 757 Hh B
(String Block RN B )\AS AT, I B2 7 3m S H URL 2455 £ H
Length) T

7 v N TR B AV R ) URL (&R (il

URL (Client /files/index.html) o

Application URL)

= i 2 TR uint32 JA B FEHL NetBIOS # PR 47 s Bt . 1EIG4 N o,
(String Block Type)

PR YK UINE32 R RO P R, L R e e R T B
(String Block JAANFAT, ik NetBIOS 4 R 745 H v i 7 45 4.
Length)
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| MFEB THRIAREIESN
IR EsuEsy W

# B-34 EEZE B 51 TR (4
FB HHEKA | UiH (Description)
NetBIOS # &k TR H FHL NetBIOS 4 Fr 745 H
(NetBIOS Name)
= 10 uint32 | 0% S R A 1 A R SR . HIRAA o,
(String Block Type)
TR uint32 F %5 7 S N FH RRCAS ) 4+ S s BRerp ) 7 5 B, A AT
(String Block A PSRRI ) \NAS 77, I B RS A i - 2
Length)
2% P v S WA SR 25 7 v 8 FH RRCAS
(Client Application
Version)
B As AL 1 uint32 5B R — A P 8 U0 ) 1D
(Monitor Rule 1)
AR R 2 uint32 R BRSNS A 1D
(Monitor Rule 2)
28 3 uint32 SEE R RBN S = A I AR U 1D,
(Monitor Rule 3)
IRz 4 uint32 BRSO 5 DA I A R ) 1D
(Monitor Rule 4)
iog g WIS uint32 SRRSO S A I 2 1D
(Monitor Rule 5)
R 6 uint32 SRR SN I 2 1D
(Monitor Rule 6)
2R 7 uint32 5B R 2R A I s AR LU 1D
(Monitor Rule 7)
dEz s AL 8 uint32 SRS ORI S\ A I 2 1D
(Monitor Rule 8)
2R B AR uint8 JEEL H AR IP Huhik 5 1P B IE# 26 & B VLR
(Security
Intelligence
Source/
Destination)
ZAERE uint8 5P BHIEZIR LI IP )=
(Security

Intelligence Layer)
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MxB T REIARRBIESEN

N RREEREEH

EEGHE BT 5.2.x

ERRGHE BEEE R E B B A . AR 5.1.1 B 5.2 134 e Hdls B B AL S AN

T T SCR B B AH 7 Bl T RRR 5.2.x MIER G THE B AR SR BERAN 251 1 Hda s

HAA ) 144, EHER THEH 137, EEGUHE B A 5.1.1.x, % B-189 Ui,
A RERGTHE BAEHEMIEAEE, WS RERSIHEEREHEE, % 4-51 00
TEERAT 5.2x HERSETHE B AR B A% K

A 0 1 2 3

{E 0(1/2|3|4|5|6|7|8|9/|10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30

31

KR HL Y (144) (Connection Data Block Type (144))

HERHIEHLKE (Connection Data Block Length)

¥ % ID (% ID)

AHX (Ingress Zone)
AHX (Ingress Zone) (45)
AH[X (Ingress Zone) (45)

AHX (Ingress Zone) (45)

i DX (Egress Zone)
H O X (Egress Zone) (45)
H H X (Egress Zone) (4E)

H O X (Egress Zone) (45)

A E#0 (Ingress Interface)
A H#20 (Ingress Interface) (&)
A4 (Ingress Interface) (4:)

A F#:0 (Ingress Interface) (48)

Hi 0420 (Egress Interface)
H F$2 10 (Egress Interface) (48)
H F18210 (Egress Interface) (48

1 420 (Egress Interface) (4£)

RALT5 IP Hidk (Initiator IP Address)

KT IP Hidik (Initiator IP Address) (4£)
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| MxB

TREIBRREARS

ErceasEsy W

0 1 2 3

7(8|9(10{11]{12|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28|29 30|31

KT IP Hidik (Initiator IP Address) (4£)

S5 IP Hudik (Initiator IP Address) (%)

WM 5 IP #idik (Responder IP Address)
Wi 75 1P #idilk: (Responder IP Address) (4:)
W M7 IP #iudik (Responder IP Address) (42)

Wi &2 75 1P #idilk: (Responder IP Address) (4:)

HMgA5T (Policy Revision)
SRMEAELT (Policy Revision) (4£)
KME1E1T (Policy Revision) (4E£)

HUEAEIT (Policy Revision) (48)

#E ID (Rule ID)

L1 (Rule Action) #I 5 A (Rule Reason)
KR J7 ¥ 1 (Initiator Port) Wi v 5 % 1 (Responder Port)
TCP #xi& (TCP Flags) P (Protocol) NetFlow 5
(NetFlow Source)

Netflow & (Netflow Source) (4:)
Netflow & (Netflow Source) (4:)

Netflow & (Netflow Source) (4:)

Netflow 5 (Netflow Source) (4:) SEf5) ID
(Instance ID)

S5 1D 43 (Connection Counter) BB — AN E L [R]
(Instance ID) (First Pkt Time)
(&)

55—l AR 5] (First Packet Timestamp) (4£) I fa — A R
|f] (Last Pkt Time)

B J5 — N L A] 8% (Last Packet Timestamp) (4%) H AL TT AL I H

£ (Initiator

Transmitted
Packets)

SRR A A BE 9.2 (Initiator Transmitted Packets) (45)
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f%B

TRIARSELES |

N RREEREEH

S 0 1 2 3
{j 0(1/2|3|4|5|6|7|8|9|10/11|12|{13|14|15|16|17|18|19(20(21|22|23|24|25|26(27|28|29|30|31
SR AR BEE A3 (Initiator Transmitted Packets) (4%) ] 5. 754 B P
.3 (Resp. Tx
Packets)
W] S 7 4% 4 i B0HE 2141 (Responder Transmitted Packets) (45)
Wi J3 77 4 % (X 4 0.2 (Responder Transmitted Packets) (£%) KA TT LR
4 (Initiator Tx
Bytes)
KA TTAER % (Initiator Transmitted Bytes) (%)
R TTAL R R - (Initiator Transmitted Bytes) (4:) M J97 77 5 3 PR 718
# (Resp. Tx Bytes)
i . 5 A 5 ) - 15 % (Responder Transmitted Bytes) (4£)
i N 77 A& % 7715 #2 (Responder Transmitted Bytes) (45) 1D
FH /7 ID (User ID) (%8 VARSI [D)
N X ID (Application Protocol ID) (%) URL 2551 (URL
Category)
URL 2451 (URL Category) (4£) URL f5%F (URL
Reputation)
URL {5% (URL Reputation) (4£) & Pt N 1D
(Client App ID)
% P D (Client Application ID) (4£) Web 5 ID (Web
App ID)
& 7 i Web 5 ID (Web Application ID) (%) TR SR (0)
URL (Str. Block Type
(0))
5 SR (String Block Type) (45 FIG R KR
(String Block
Length)
45K (String Block Length) (42) & it 3 F URL...
(Client App. URL...
NetBIOS LI E LKA (0) (String Block Type (0))
47 (Name)
TR HLK FE (String Block Length)
NetBIOS 4 #%...(NetBIOS Name...)
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| &B THRIEBEIESEN

1

ErceasEsy W

2 3

8|9 (10(11|12|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30

31

5 b
N2 F A

P ERERISHY (0) (String Block Type (0))

(Client App
Version)

T4 H K (String Block Length)

2 v v RiAs..(Client Application Version...)

W E AU 1 (Monitor Rule 1)

W23 2 (Monitor Rule 2)

W23 3 (Monitor Rule 3)

W2 23500 4 (Monitor Rule 4)

W% 2300 5 (Monitor Rule 5)

W2 28500 6 (Monitor Rule 6)

W2 7 (Monitor Rule 7)

230 8 (Monitor Rule 8)

AP PR/ H bR
(Sec. Int. Src/Dst)

TEHEO)E
(Sec. Int. Layer)

A4 (File Event Count)

NIRZE A% (Intrusion Event Count)

K7 E /X (Initiator Country)

Wi 37 7 [ 2% /H [X. (Responder Country)

TR HIT 5.2.x KIELSTHE B EHE ) 7 BORAT 139

# B-35 FEEETT 5 B 52x FE
FB HERR i8] (Description)

ERG S A uint32
2% (Connection
Statistics Data
Block Type)

JRENHT 5.2.x FERGETHE B 8dE . HIREN 144,

HEREGHE B8R uint32
£ J& (Connection
Statistics Data
Block Length)

RGOS SRR T 1L, ARG E R
RAIR 7 BU )\ A 719, I B (B i

% ID uint32 RGN 1) 3 e A ) B A

NS uint8[16] fish R S 1A ) AN 242 X
(Ingress Zone)

H X uint8[16] fioh A g 3 AL ) A A 2 A X

(Egress Zone)

Cisco Secure Firewall eStreamer £ {55
B-181




f%B

IBRRER SRS

Z# B-35 BEERI GBI 52x FB (%)

FB HymHpRa i8] (Description)

NEE; 3N uint8[16] F T Nt & )4 .

(Ingress Interface)

i u uint8[16] T s N .

(Egress Interface)

KA T P Hihk uint8[16] RAEIERFAT P RR 2 TE K AL 1P Hudik, SRATIP M
(Initiator IP )\ AL .

g B 5 1P sk uint8[16] B &R E ML ENL P Hoht, KA 1P Hubk )\ A2,
(Responder IP

RIEIELT uint8[16] 55 i R ORI A AH SR RN iR A 5 (A& A
(Policy Revision)

FUU ID (Rule ID)  |uint32 fib 2 S R R () P BN (L D

FH ) 1A uint16 FER P S Ok R B 2N A (v BHIESED .
(Rule Action)

FHU] ] uint16 0] fik A A 1) DR A

(Rule Reason)

R 3 uint16 RS R UL i3

(Initiator Port)

Wi 87 7 35 11 uint16 Wi J8E = AL F 1 3

(Responder Port)

TCP #r ik uint16 FORIEEFA R TCP Fri.

(TCP Flags)

Y (Protocol) uint8 IANA 458 7E B 5 .

NetFlow J& uint8[16] S E B EE S B NetFlow FI# 2% 1 1P ik
(NetFlow Source)

sS4 1D uint16 A A I 2 4 b Snort 5L 18 E 1D
(Instance ID)

R uint16 F T DX [R] — A A R B S AR R AE

(Connection

Counter)

S —ANEE B R |uint32 FE 21T AZ H B8 — N Kt B0 1 1 SSRT IS 8] ) UNIEX IS ) K
(First Packet

Timestamp)

e — AN s AL R) uint32 FE 21l AT i S — AN H0aR B B0 1T SIS TR £ UNIX S TRV o
# (Last Packet

Timestamp)

R TT AR i £, (uint64 AR T WAL a0 B s

# (Initiator

Transmitted

Packets)

M 1 7 A % (1 504 £, |uint64 Wi )82 = WA i 11 2 0

%1 (Responder
Transmitted

Packets)
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| MFEB THRIAREIESN
IR EsuEsy W
# B-35 EEL GBI 52x TR (48
FE HERR i8] (Description)
KRR TT AR 7T 4L uint64 R EHAE 7 H .
(Initiator
Transmitted Bytes)
U % 7 HE A T 8 |uint64 VeI T O E S
(Responder
Transmitted Bytes)
H ' ID uint32 IR S 8 S B AE IR R ) AL T A AR IR .
NP 1ID uint32 2PN 1D
(Application
Protocol ID)
URL 2% (URL uint32 URL 51 ) N & bR
Category)
URL f% (URL uint32 URL {E2 1 N AR IR T .
Reputation)
% P v v uint32 Bl Aar il 25 7 s 2 FH B A AR IR S (& A .
ID (Client
Application ID)
Web M ID (Web |uint32 Pers il Web N H N EAR RS (A& .
Application ID)
E e uint32 Ja 8% N URL A7 eh B . HIRZ0N o,
(String Block Type)
THE A uint32 % 70 B URL 77 s B B i) 75 8, B3 - A e ik
(String Block RAFNK FE 7B )\ A7, i B2 P i A URL 455 H
Length) TR
P R I i N V5 1 ) URL (& D (Filn
URL (Client /files/index.html) o
Application URL)
= E 2R uint32 JE B EHL NetBIOS ZFRHI 717 s Hda . HIRZN o,
(String Block Type)
THE A uint32 PR BRI L B R PR R B
(String Block AT, L NetBIOS 44 FR 745 5 v 1 715 %
Length)
NetBIOS # & TR FH1 NetBIOS 4R H
(NetBIOS Name)
S R KR uint32 JE B 7 i I FH RCAS ) 7 4 R B . (IR 24N o
(String Block Type)
T K i uint32 T2 P 0 O FE RS 0 5726 o MU B 0 754, L
(String Block GEEES BNV S NN & Ot
Length)
% 7 v L FH RUA TR % 7 3 N FH RUAS o

(Client Application
Version)
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TRIARSELES |

N RREEREEH

# B-35

EEGEEHIFR 52x TR (4)

FB

HmRE

i8] (Description)

HE R As AL 1
(Monitor Rule 1)

uint32

SRR IR 2 — N MRS 9 1D

28 2
(Monitor Rule 2)

uint32

5 VE R B S 58 AN W 25U 1 1D

28 3
(Monitor Rule 3)

uint32

S A ORI 5 = A I S 1D

=N 4
(Monitor Rule 4)

uint32

5 E R H AR 5 DY A W 2 4 U 9 1D

ag g SIS
(Monitor Rule 5)

uint32

SRR R S A B S WA 1D

28 6
(Monitor Rule 6)

uint32

SIERREAF RIS N A WS WA 1D,

s L 7
(Monitor Rule 7)

uint32

HE R R BB I S U 1D

Rz s R 8
(Monitor Rule 8)

uint32

IEE AR S\ A S 1D

AU/ B bR
(Security
Intelligence
Source/
Destination)

uint8

B H B 1P Huhk 5 1P BH B 53R A LR .

R ER)E
(Security
Intelligence Layer)

uint8

5 IP BHIEZIZRILECH IP 2.

A AL (File

Event Count)

uint16

P DX [ — A0 5 A B SR A AL

NZHEAF T H

(Intrusion Event
Count)

uint16

FITF D[Rl — A0 A N AR A O AEL

KA TT E KX
(Initiator Country)

uint16

R EHUH E R/ XA

Wi J87 7 ] 5K /31X
(Responder
Country)

uint16

Wi 7 LAY P 2/ 3t X AR
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| &B THRIEBEIESEN

ErceasEsy W

FiF 5.0 - 5.1 FIERX L 5dmR

R X BRAE AL NetFlow B i Il B R EREAE . £ 4.10.1 ZRTRIRRCAS T, 33 X H
PR 66. TERRA 5.0 - 5.1 1, HHEA 119,

R A DX R AR B 1 % X

=) 0] 1 2 3

'TTL 0|12|3|4|5|(6|7|8|9|10{11(12|13|14|15|16|17|18|19(20|21|22|23|24|25|26|27 (28|29 |30 |31

HEREIX HRZs R (661 119) (Connection Chunk Block Type (661 119))

HEAEX P K ¥ (Connection Chunk Block Length)

KALH IP Hidlk: (Initiator IP Address)

B 7 IP #ihi: (Responder IP Address)

JF51} 8] (Start Time)

I FH ID (Application ID)

Wi % 7 3% 11 (Responder Port) 7 (Protocol) R
(Connection Type)

NetFlow #l#% IP il (NetFlow Detector IP Address)

RIEHIEHE .5 (Packets Sent)

BB 1 2 (Packets Received)

KIE T % (Bytes Sent)

BS54 (Bytes Received)

4§ (Connections)

RS X HAE B AL AT 1 U

# B-36 X R FEE

FB KA | PiB (Description)

X Pt A uint32 Ja B X PR b . 7E 4.10.1 ZRTIRRA T, BRIEA 66,
(Connection FERRA 5.0 1, IR 119,

ChunkBlock Type)

XK T uint32 HER X PR ) R, BRI X R R AR K
(Connection FB AT, 0 BB S R X S ) A
Chunk Block

Length)
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MRB  TREIAREELES |

IBRRER SRS

# B-36 EEXRHFHRTR (5

FB KA | PiB (Description)

RiEETT IP Huhik uint8[4] | RRIEEN EHLN IP Hukk, SRA IP Hhdik )\ AL 4L
(Initiator IP

Address)

Wi N 75 1P Hbhik uint8[4] W 87 % 422 ) EMLE 1P Mk, SRA IP hlik )\ 741,
(Responder IP

Address)

JFARI H] (Start uint32 HERE X HRI T 4R I 7]

Time)

RLA ID uint32 HERE TP S B S P B R R AR AR S
(Application ID)

Wi 87 7 35 11 uint16 Wi S8 5 7 T 4 X e e A ) 3

(Responder Port)

1Y (Protocol) uint8 HTa& H P E B EEE a0

R uint8 BRI R,

(Connection Type)

TRV 1P Mkt uint8[4] | Kl 234 H: ) NetFlow 4 (1 1P ki, SRHAT IP bk /\fr
(Source # 4% A,

IP Address)

R A uint32 FE R X b KGR BB B8

(Packets Sent)

P B s uint32 TE T 5 X e b2 i B 0.8

(Packets

Received)

RILIFH uint32 FEIEFE X Herp Rk 775 2

(Bytes Sent)

PR =1 8 uint32 FE R X b B ) 715 2

(Bytes Received)

B uint32 TEIEFE X B 34T 1) 2 16 2
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| &B THRIEBEIESEN

ErceasEsy W

FiF 5.1.1-6.0.x KiER X Sz

R X RAE PR IR IE R . A L B IR AE S H S B . R X AR R g R Y
NERF A BRI 136, B BATER 119,

R A DX R AR B 1 % X

=

] 0 1 2 3

/Tj 0|1(2|3|4|5|6|7(8|9/|10(11|12]13|14|15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

HERE X BB 267 (136) (Connection Chunk Block Type (136))

HEE X P K ¥ (Connection Chunk Block Length)

KT IP Hidlk (Initiator IP Address)

Wi 75 IP #idil: (Responder IP Address)

JFUATE] (Start Time)

Y (Application Protocol)

Wi 3% 77 3% 1 (Responder Port) #4% (Protocol) R
(Connection Type)

NetFlow #&3|#% IP it (NetFlow Detector IP Address)

RIEHIEHE B4 (Packets Sent)

U HI 5 .4 (Packets Received)
B BAE A, 4

KIER 74 (Bytes Sent)

U 715 % (Bytes Received)
PSR i g, 4k

#%#% (Connections)
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MRB  TREIAREELES |

N RREEREEH

RO E R X PR B AL REAT T

# B-37 EEX R FEE

FB w2k | UiEA (Description)

B X PR A (uint32 JR BN X R . HIR& N 136
(Connection

Chunk Block

Type)

R XK |uint32 B X P B 2 B, BRI X PSRN R 7 B
(Connection R \AST-AT b B S 1 3 e X H s v i 1
Chunk Block

Length)

ST IP ikl (uint8(4) LAY R R T 1) IP bk, SRy 1P kil — R AEA, b
(Initiator IP WU A R

Address)

WS 77 1P Hudil:  uint8(4) PR AE B N7 1 1P bk . SRS IP bk —& A, LA
(Responder IP PUAAH R4 o

Address)

FFUfmSH) (Start  |uint32 R IX B TT AR I 1] o

Time)

IVASERUIANG uint32 HERE T B PRI AR T

(Application

Protocol)

W) S8 5 St uint16 W] J87 5 P 32 X ke v A P ) 3 1

(Responder

Port)

P uint8 T8 H P S B R8s 6 il

(Protocol)

HER R uint8 BRI

(Connection

Type)

NetFlow fill#% (uint8[4] il #3421 NetFlow B4 1P ki, SEHI IP Huhk )\ 74 .
IP Hbh:

(NetFlow

Detector IP

Address)

JOE I HE A |uint64 FEERE X Herb R34 1) s B4

(Packets Sent)

Felle s A |uint64 FE R X e b e U i) Bt 5

(Packets

Received)

JOEMFATH |uint64 FEHERE X P ROR B 75 8L

(Bytes Sent)
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| &B THRIEBEIESEN

ErceasEsy W

# B-37 EEXRHFHRTR (5

FB w2k | UiEA (Description)
P4 |uint64 FE 42 X P e e UL 7 4
(Bytes

Received)

B uint32 Ty B N IR

ERGHE B RS 5.1.1x

BEAEGTHE BB A E R S P . RO 5.1 BURRAS 511 F R B0 DA S A R S
TR TR RNR F B 7B H TR 511 IIEES THE REUE SR RE IR 137,
ERRIHRRM 126, EREGIHE S HES 5.1, 5 B-171 1L,

A RERGHE BREHEMEAEE, WHERERGIHEESIEHEE, % 4-51
TEERAT 511 MG THE B A B 5L

A

=S 0 1 2 3

/fj 0|1{2|3|4|5|6|7(8|9/|10(11|12]13|14|15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

HEREBARE ISR (137) (Connection Data Block Type (137))

HERHIEHLKE (Connection Data Block Length)

¥ % ID (% ID)

AHX (Ingress Zone)
AIX (Ingress Zone) (4)
AN X (Ingress Zone) (4%)

AHX (Ingress Zone) (45)

i I [X (Egress Zone)
H O [X (Egress Zone) (45)
H H X (Egress Zone) (4£)

H H X (Egress Zone) (42)

A H#: 1 (Ingress Interface)
A H#20 (Ingress Interface) (&)
AI#0 (Ingress Interface) (4:)

A4 (Ingress Interface) (4E£)

{14 10 (Egress Interface)
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MRB  TREIAREELES |

N RREEREEH

1 2 3

8|9 (10(11(12|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

Hi O4% 0 (Egress Interface) (45)
H F$2 10 (Egress Interface) (42)

i O 10 (Egress Interface) (4E£)

KA IP Hidlk (Initiator IP Address)
K875 IP Hidk (Initiator IP Address) (%)
KT IP Hidik (Initiator IP Address) (42)

g5 IP Hudik (Initiator IP Address) (%)

WM J5 IP #iudik (Responder IP Address)
s 77 IP #iht (Responder IP Address) (4E£)
Wi B 7 IP #iudik (Responder IP Address) (42)

Wi 75 1P #idil: (Responder IP Address) (4:)

FME 51T (Policy Revision)
HW&1E1T (Policy Revision) (4:2)
KME1E1T (Policy Revision) (4E£)

KMEAELT (Policy Revision) (4£)

#L] ID (Rule ID)

L1 (Rule Action)

H A (Rule Reason)

AT (Initiator Port)

IR 32 J5 35 11 (Responder Port)

TCP #7:& (TCP Flags)

13 (Protocol) NetFlow ¥

(NetFlow Source)

Netflow & (Netflow Source) (4£)

Netflow J5 (Netflow Source) (%£)
Netflow J& (Netflow Source) (%)

Netflow & (Netflow Source) (4:)

52451 1D
(Instance ID)

541 ID
(Instance ID)
€29)

& BE A
(First Pkt Time)

443 (Connection Counter)
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| MxB

THRIBMRSIREH
RrEsgorEsn W
= 0 1 2 3
/fj 0(1/2|3|4|5|6|7|8|9|10/11|12|{13|14|15|16|17|18|19(20(21|22|23|24|25|26(27|28|29|30/|31
5 — N EHR AU I 18] 8% (First Packet Timestamp) (48) 5 fa— N R
&) (Last Pkt Time)
B J5 — D LI A] 8% (Last Packet Timestamp) (4%) R AL T AR B s
AL (Initiator
Transmitted
Packets)
ST A BE 9.2 (Initiator Transmitted Packets) (45)
AR AR BEE A3 (Initiator Transmitted Packets) (4%) ] 5 54 S P 5
% (Resp. Tx
Packets)
Wi S 5 A% S B s £ % (Responder Transmitted Packets) (42)
Wi 7 7 A i 8 €18 (Responder Transmitted Packets) (45) SRR T
H (Initiator Tx
Bytes)
RAEITAEHI T4 (Initiator Transmitted Bytes) (4£)
SR T AR 5775 %K (Initiator Transmitted Bytes) (4%) M J87 7 4 3 R -1
4 (Resp. Tx Bytes)
Wi N 5 A% - i %k (Responder Transmitted Bytes) (4%)
] . 77 A% 4 Y 7715 5 (Responder Transmitted Bytes) (45) /1D
FH 7 ID (User ID) (£:) N HMXID
N #Y ID (Application Protocol ID) (%) URL 2551 (URL
Category)
URL 24%i (URL Category) (£2) URL {52 (URL
Reputation)
URL {5% (URL Reputation) (%) % P S 1D
(Client App ID)
% P 1D (Client Application ID) (4:) Web ] ID (Web
App ID)
25 v Web %] ID (Web Application ID) (4) FRPE LT (0)
URL (Str. Block Type
()
SR E SR (String Block Type) (4%) FRPRKE
(String Block
Length)
FRFE K (String Block Length) (4£) & P vt S URL...
(Client App. URL...)
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MRB  TREIAREELES |

N RREEREEH

_ 0 1 2 3
/fj 0/1/2|3|4|5(6|7|8|9|10(11|12|13(14|15|16|17|18|19|20|21|22|23|24|25|26(27|28|29|30|31
zggt(ﬁos ) FRFERPLEER (0) (String Block Type (0))
7k (Name

T4 H K (String Block Length)

NetBIOS % Fx..(NetBIOS Name...)

P TR H P (0) (String Block Type (0)
Rz FH i A
(C\}leernsti?n[;p FRF K E (String Block Length)

7% 5 S i As..(Client Application Version...)

W25 1 (Monitor Rule 1)

W 2AU 2 (Monitor Rule 2)

W2 28500 3 (Monitor Rule 3)

Wiz 38 HN 4 (Monitor Rule 4)

W24 5 (Monitor Rule 5)

W% 22400 6 (Monitor Rule 6)

W FEE AN 7 (Monitor Rule 7)

W2 23500 8 (Monitor Rule 8)

Er& e Amb VAR Z 44N (Sec. SCA-EE A5 (File Event Count)
(Sec. Int. Src/Dst) Int. Layer)

N2 415 (Intrusion Event Count)

TR 5.1 x MR SHE B AR 7 B AT 1 .

# B-38 BEAMEBHER 5.1 1Xx FB
FB HiEHKA | YL (Description)

ERGHE B AL |uint32 JASIH T 5.1 x FERGHE BRI, [HIGZ N 137.
2% (Connection
Statistics Data

Block Type)

HERGHE B8R (uint32 HERZGHE BB R A, ARG THE B
K JZ (Connection FH BE B \AS T, 0 b B S P 3 Sl w1 = 4
Statistics Data

Block Length)

w% ID uint32 R ) 38 2 A P A
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| &B THRIEBEIESEN

ErceasEsy W

# B-38 TG EHEHE 11X FR (4

FB FHEFKA | P9 (Description)

NS uint8[16] | i J& S me i B FAF N 12 4 X
(Ingress Zone)

HIX uint8[16] | J& S s 1 FIL I AR A H 12 A X

(Egress Zone)

AN#0 (Ingress  |(uint8[16] | H-F A\ shi & 4 1.
Interface

)
421 (Egress  (uint8[16] | H T~ Hh kit & (4% 1
)

Interface

KALH 1P Huhk uint8[16] | A& M HE IR &G E P 1P Hubik, SR IP Mkt
(Initiator IP AL

Wi 37 75 1P b uint8[16] | mi 5 & i LA EHLE IP Huhl, A IP Huhk )\ 741,

(Responder IP
FHg 121l (Policy uint8[16] | 5k i) IR A AH R M A S (A& D .

Revision)

FU ID (Rule ID) uint32 fitk R A (R0 PR P B AR IR (A& R .

F 8 1E uint16 FEF P S G B R X Z R A (RoVE. BHIESE) .
(Rule Action)

FRI J5 K] uint16 F I i A <A ) SR A

(Rule Reason)

R AR JT v uint16 A ML R

(Initiator Port)

W) S8 7 3 1 uint16 W) S LA P £ 1

(Responder Port)

TCP Fri& uint16 FOREFEE M HEART TCP Fri&.

(TCP Flags)

¥ (Protocol) uint8 IANA Fi5 72 i 5 .

NetFlow J& uint8[16] | 3 HiE B 2R 1) 3 FF NetFlow [f115 % 1) 1P Mkl .
(NetFlow Source)

524 1D uint16 AR 2 A b Snort SEI )£ ID.
(Instance ID)

R uint16 FH 3 DXl [] — 0 A R 3 e A P B
(Connection

Counter)

H AR AR (R (uint32 FE 221 AT B — N E s AL 1 H BRI TR FE) UNIDX IR [A)R
(First Packet
Timestamp)

g — N R AL ] |uint32 TE 2217 WA e B i — AN B8R 0 1 H S AT ] (1 UNIDXES (7] 8K .
# (Last Packet
Timestamp)

| Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

IBRRER SRS

# B-38 EEG MG EHER 1. 1x FER (4

FE FHERKA | P9 (Description)

R TR M EE L | uint64 RS LA i ) KA A

1 (Initiator

Transmitted

Packets)

W] 15 7 A % (1) 250 £, | uint64 Wi [ = A% i 10 Bt 0 4

¥ (Responder

Transmitted

Packets)

R AT AR T4 | uint64 R ENUAL i ) 7 2

(Initiator

Transmitted Bytes)

0BT PR S R (Uit SE LA R A

(Responder

Transmitted Bytes)

) ID uint32 5 5 8 B AR A B I E AL H P B AR RS
REF H134L 1D uint32 R IR ID.

(Application

Protocol ID)

URL 2851 (URL uint32 URL &5 B #4501 5

Category)

URL {%% (URL uint32  |URL {3310 P AR S

Reputation)

% 7 v S uint32 B Aar il 2 7 v S B A AR IR S (W& A .

ID (Client

Application ID)

Web R ff ID (Web |uint32 WAL Web SH BN EFF RS (WHERD .
Application ID)

SR 2 uint32 | EZHE S URL BT B R R . (A% 0.
(String Block Type)

TR uint32 % P URL 4 Sf R P ) 795 8, B 77 B Pk
(String Block BRI B 7 B0 )\AS 35, i B P S URL 77 8 R
Length) FHH

% F i B A URL SEEE 2 P R U5 A URL (& D (il

(Client Application /files/index.html) .

URL)

A K uint32 JE2 8 EHL NetBIOS LRI T 47 5 Bt . HIBZAN o,
(String Block Type)

TAE B uint32 TR A, AR R R T B
(String Block JAASFE, 0 NetBIOS 44 Fr 7745 i 1) 7 15 4.
Length)

NetBIOS 4 FRF FHl NetBIOS 4 Fr 745 Hi o

(NetBIOS Name)
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| MFEB THRIAREIESN
IR EsuEsy W

# B-38 BEERI1ERHIEL S 1. 1x FB (4
FB FHEFKA | P9 (Description)
EE e uint32 JA B8 b N A B A R Bl B (RN o.
(String Block Type)
TR Uint32 | T PR A A R R eh L IR
(String Block H BRI I\ 47, i B RRAS B 5 3
Length)
% P v L FH RiAS FIF e % 7 i L FH RRCAS o
(Client Application
Version)
HE AR AR 1 uint32 5B R S — A A 1D,
(Monitor Rule 1)
HE R as AL 2 uint32 SRR ORI R AN A S LU 1D
(Monitor Rule 2)
i 28 3 uint32 SR EA R = AR ID.
(Monitor Rule 3)
2 4 uint32 5 R R S DA I P 2L Y 1D
(Monitor Rule 4)
iag g5 WIS uint32 SIER A ORI 2 A I A8 LU 1D
(Monitor Rule 5)
jiog g S WIUNG) uint32 SRR R N A 2 LU 1D
(Monitor Rule 6)
AR 7 uint32 5RO L I 3R HLU Y 1D
(Monitor Rule 7)
28 8 uint32 SRR RIS\ A I 2 1D
(Monitor Rule 8)
LA/ B bR uint8 JREE H b IP Hudk 5 1P FHLIE 16 5 S LR .
(Security

EEgH

Intelligence Source/
Destination)

ZARERE uint8 5P BHIEZIRILE K IP )= .
(Security

Intelligence Layer)

S FEH S (File  (uint16 FH T DX 1] — 0 o A B SC AR A P A
Event Count)

N4 uint16 F DXl A —#0 5 AE i NAR S OB

(Intrusion Event
Count)

= SR 5.3

HEEGHE SRR PAEE R HE S P . AR 5.2.x BIRCAR 5.3 (1 HAE e B ALAE A I
T HT NetFlow {5 B K 7B . HIT A 5.3 HERESTHE B B RSN R 51 1 Fdls Pl
T 162, BERR VA 144, ERGIHE SRR 5.2.x, 5 B-178 Ui,
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MRB  TREIAREELES |

N RREEREEH

T Ll AR F A DY 10 BRIy 71 fisKE B B R F RS GE Ris &7 B
MIE230) 1Ry EFMFIC K. WSHERRE, 5 2-1200. WREFML23, Wikt
Ak .

AREZGTHE BAEHENHEAFEL, WERHERSIHEESENE, % 4-51 00
TEERAT 5.3+ HERR G THE B Bl S ks X

FH 0 1 2 3

{j 0|1{2|3|4|5|6|7(8|9/|10(11{12]13|14|15(16|17|18|19|20(21|22|23(24|25|26|27|28|29|30|31

HEREBARE ISR (152) (Connection Data Block Type (152))

HEREHE B (Connection Data Block Length)

%% ID (¥4 ID)

AHX (Ingress Zone)
AIX (Ingress Zone) (%)
A X (Ingress Zone) (432)

A[X (Ingress Zone) (%)

4 I [X (Egress Zone)
i O [X (Egress Zone) (45)
H O [X (Egress Zone) (45)

i A [X (Egress Zone) (4E)

AI# 0 (Ingress Interface)
A4 (Ingress Interface) (4E£)
A O$# M (Ingress Interface) (4£)

A HA#: 0 (Ingress Interface) (42)

H C$Z 10 (Egress Interface)
H D42 10 (Egress Interface) (4£)
i O£ 10 (Egress Interface) (4£)

H D420 (Egress Interface) (4£)

K277 IP Hudik (Initiator IP Address)
KT IP Hitlk (Initiator IP Address) (4£)

i J7 IP Hudik (Initiator IP Address) (%)
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| &B THRIEBEIESEN

ErceasEsy W

S 0 1 2 ‘ 3

7(8|9(10{11]{12]|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28|29 30|31

KT IP Hidik (Initiator IP Address) (4£)

i 5 1P Hikik (Responder IP Address)
Wi M7 IP #iudik (Responder IP Address) (42)
Wi 75 1P ikl (Responder IP Address) (4:)

WS 7 IP #iudik (Responder IP Address) (42)

HMg121T (Policy Revision)
HMEAET (Policy Revision) (4:)
KIE1ETT (Policy Revision) (4%)

HMEAET (Policy Revision) (4:)

#L 1D (Rule ID)

N #AE (Rule Action) FH Al (Rule Reason)
REITH I (Initiator Port) Wi % 77 %% 11 (Responder Port)
TCP #%& (TCP Flags) 1Y (Protocol) NetFlow i
(NetFlow Source)

Netflow & (Netflow Source) (42)
Netflow & (Netflow Source) (4:)

Netflow & (Netflow Source) (42)

Netflow & (Netflow Source) (4£) SE4 ID (Instance
ID)

52451 1D (Instance BT #4% (Connection Counter) 55— AL ]
ID) (%2) (First Pkt Time)

55—l A 8] (First Packet Timestamp) (4£) B J5 — AN Bt A B
|f] (Last Pkt Time)

55— MR AL )8k (Last Packet Timestamp) (%) HAR T AR A

£ (Initiator

Transmitted
Packets)

KR T AL B R A 2L (Initiator Transmitted Packets) (4:)

KB TT AR BHE AL (Initiator Transmitted Packets) (45) U@Fi?ﬁ{éiﬁﬁﬂ‘]?}ﬂlﬁ
esp. Tx
Packetg)
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MxB THREIAREESH |
N EERREsH
sty 0 1 2 3
»fj 0(1/2|3|4|5|6|7|8|9|10/11|12|{13|14|15|16|17|18|19(20(21|22|23|24|25|26(27|28|29|30/|31
Wi N 5 4% i O UE 192 (Responder Transmitted Packets) (4E)
i) S8 77 4636 ) 503 €18 (Responder Transmitted Packets) (4:) TR T A I
#1 (Initiator Tx
Bytes)
R ALTT AR5 4L (Initiator Transmitted Bytes) (48)
KA TTAL MR 2 (Initiator Transmitted Bytes) (4:) ] I 5 B P =1
¥ (Resp. Tx Bytes)
Wi 37 7 £ 46 1K) 771 %1 (Responder Transmitted Bytes) (45)
i N 5 4% B i T 4 (Responder Transmitted Bytes) (4E£) HF ID
FH 7 ID (User ID) (£:) N HMXID
A ID (Application Protocol ID) (4E) URL 2% (URL
Category)
URL 2£5! (URL Category) (4£) URL {5% (URL
Reputation)
URL {&% (URL Reputation) (%) & i 1D
(Client App ID)
% ;i D (Client Application ID) (45 Web i ID (Web
App ID)
& Uity Web v f] ID (Web Application ID) (4£) FRPEB A (0)
URL (Str. Block Type
(0))
A E SR (String Block Type) (4%) TR P
(String Block
Length)
T E K (String Block Length) (4) & F i S HURL...
(Client App. URL...)
NetBIOS FRFERPLEER (0) (String Block Type (0))

4% (Name)

FAFE K (String Block Length)

NetBIOS % #..(NetBIOS Name...)

% S v
N FH RRA
(Client App
Version)

FIFEHLEAS (0) (String Block Type (0))

T ER P FE (String Block Length)

7% 5 S i As..(Client Application Version...)

WS HM 1 (Monitor Rule 1)
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| &B THRIEBEIESEN

ErceasEsy W

A 0 1 2 3

{j 0(1/2|3|4|5|6|7|8|9(|10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

W 2AU 2 (Monitor Rule 2)

W2 28500 3 (Monitor Rule 3)

Wiz 383N 4 (Monitor Rule 4)

W3 5 (Monitor Rule 5)

W% 22400 6 (Monitor Rule 6)

W3 7 (Monitor Rule 7)

W2 25500 8 (Monitor Rule 8)

ZARE TR/ H bR 24P )2 (Sec. A5 (File Event Count)
(Sec. Int. Src/Dst) Int. Layer)
N2 4% (Intrusion Event Count) R T E ZK/HLIX (Initiator Country)
i v 5 [ 5%/ X (Responder Country) I0C %#*5 (I0C Number)

Y H 6 24t (Source Autonomous System)

H#x H ¥4 & 4t (Destination Autonomous System)

SNMP %\ (SNMP In) SNMP #iti (SNMP Out)
JE TOS (Source H#¥x TOS JRAETD (Source EpRiE
TOS) (Destination TOS) Mask) (Destination Mask)

TR T 5.3 KRER G THE B A SR 1 T BUAT T .
# B-39 EER G EHER 5.3+ FH

FE B i | i8] (Description)
ERGHE B4 |uint32 BT 5.3 MiE#EG HE SR, HIEZN 152,
PP

(Connection
Statistics Data

Block Type)
ERGHE B4 |uint32 EEGIHE BB T, ARG HE B PR
PN A FE - B NS5, I BBl 5 13 Bt Hh i 51 2.

(Connection
Statistics Data
Block Length)

B ID uint32 LI B 42 A (1 B

ANMIX uint8[16] firh . S i AR AN D 2 42 X
(Ingress Zone)
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MRB  TREIAREELES |

N RREEREEH

# B-39 EEGIEEHH R 53+ TR ()

FB Hymapn i8] (Description)

HOX uint8[16] fith A S 33 A ) AR 22 A X

(Egress Zone)

UNEEn uint8[16] F T NSl s % 1

(Ingress

Interface)

GHINEC AN uint8[16] T b g .

(Egress

Interface)

RALTT IP Hhhl  uint8[16] RGP RA 21 N 1P bk, KA 1P ik )\

(Initiator IP il .

WS 75 1P Mkl uint8[16] i 7 S LA L P Hukk, SRAT IP sk )\ 4

(Responder IP

BT uint8[16] 5o B R A S R R A5 (A& HDD .

(Policy

Revision)

FLU 1D (Rule uint32 fik A RO £ N FBAR IR AT (A& D .

ID)

iﬂmﬂ%%;’ﬁ (Rule |uint16 FE P SR PR B B RZ U B4 (VR PHIESE)
ction

MU JE A (Rule  |uint16 FIL I ik A A ) SRR

Reason)

KA T7 v 1 uint16 KA FEHUEFH 83 .

(Initiator Port)

Wi %7 77 i 11 uint16 Wi S8 = ATLASE FH £ i

(Responder

Port)

TCP #rik uint16 FORIEFEM BT TCP Fri&.

(TCP Flags)

¢ (Protocol) |uint8 IANA F& & 5 .

NetFlow i uint8[16] S H B (1 S FF NetFlow FIBE4 1 1P Mkl

(NetFlow

Source)

S 1D uint16 A AR 2 S A L Snort 5L 15 ID.

(Instance ID)

R uint16 F T DX [R]— 80 % AR 32 4 A OB

(Connection

Counter)

B uint32 TE 221 T A2 e 55 — A His B 1 H IANES [A) ¥ UNIX B )

/5] #% (First

Packet

Timestamp)
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| MxB

TREIBRREARS

ErceasEsy W

# B-39 EEGIEEHH R 53+ TR ()

FB

KRR

P8 (Description)

e — MR
i [k (Last
Packet
Timestamp)

uint32

FE 2 A e di e — A B A K H YIRS 8] ) UNIX AR ] K .

KA TT A A
05
(Initiator
Transmitted
Packets)

uint64

S TN AR o 4 it B K

Wi S8 7 A4 B 1) 4
£/ TR
(Responder
Transmitted
Packets)

uint64

M 7 = AL A% i £ K 4

RS TT A i 7
T4 (Initiator
Transmitted
Bytes)

uint64

FAL WAL f 0 71 K

W) )82 77 A i ) <7
EL
(Responder
Transmitted
Bytes)

uint64

M 2 = AL A% i £ 1 K

HF ID

uint32

fi e 6 o B A AR EAL T B AR IR

NP ID
(Application
Protocol ID)

uint32

82 FH H0 LK R HS 1D

URL 251 (URL
Category)

uint32

URL ZI0 K A B AR5 5

URL f% (URL
Reputation)

uint32

URL {55 KA FR IR 5

2% ] v v
ID (Client
Application ID)

uint32

Woer N2 P g B ) A AR RS CERTD

Web A
ID (Web
Application ID)

uint32

AT I Web WA EAR RS (EHD -

A e
(String Block
Type)

uint32

JRBh% N URL 1775 8 Bl B . [EAR20N oo

TR
(String Block
Length)

uint32

27 3 NP URL 7045 8 S Bk P () 7 8, 48 7 15 A B SR AY
A PE T BB A 745, 0 k% 77 s B P URL 4 £ o 1 4
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f%B

N RREEREEH

# B-39 EEL GBI 5.3+ TR (4

FB Hymapn i8] (Description)

PN URL | 775 75 P v L UG IR (¥ URL (A& D (il

(Client /files/index.html) o

Application

URL)

A 2R uint32 JEE) TN NetBIOS L AR 17 f Bl e . HIGAN o
(String Block

Type)

TR uint32 FRFBR BRI R, AR R SRR B T B
(String Block JAANFAT, b NetBIOS 4 FR 745 H /R ) 75 5
Length)

NetBIOS #Fx | F4F FH1 NetBIOS LI FFFH: .

(NetBIOS

Name)

= 2 R uint32 JE B2 7 S N RRCAS ) A R R B . (RN o
(String Block

Type)

FREBHCRE  uint32 FE T2 P 3 57 PR A O 5 ER S b (7 4 M, IR
(String Block H BRGNS 2745, I B RS A i 5 8
Length)

% N A A % 7 v IS WA o

(Client

Application

Version)

H AR AR AL 1 uint32 BRI RRA S — A A 1D,
(Monitor Rule 1)

HE R s AL 2 uint32 5B R 8 A P A U0 ) 1D
(Monitor Rule 2)

AR L 3 uint32 5RO 5 = A I P 2 4 1D
(Monitor Rule 3)

28 4 uint32 B R A ORI ) S DU A i % 25 AL 7 1D
(Monitor Rule 4)

Rz s 5 uint32 RS RIR A SE TLA IPEA ) 1D
(Monitor Rule 5)

PR 6 uint32 5B RS S A U0 8 1D
(Monitor Rule 6)

2R 7 uint32 SIERHE R S - 2 ) 1D
(Monitor Rule 7)

Iz s R 8 uint32 S EREATRBEI S )\ A 2 0 ) 1D,
(Monitor Rule 8)

RAEHRIE/E  |uint8 JEEE H b 1P Hudik 5 1P FHIE) 2 S UL .

¥ (Security

Intelligence

Source/

Destination)

Il Cisco Secure Firewall eStreamer £ /155
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| &B THRIEBEIESEN

ErceasEsy W

# B-39 EEGIEEHH R 53+ TR ()

FB Hympn i8] (Description)
ZRERE uint8 5P BHIEZIZRILECH IP 2.
(Security
Intelligence
Layer)

AR uint16 FH T DX 530 [ — A e A 1D SCAR A A
(File Event
Count)

MNZHAT uint16 F - DX 1R — 80 5 A i N AR A OB
(Intrusion Event
Count)

KT EZE /M uint16 RS ML) B 2/ X ARHS
X (Initiator
Country)

Wi N5 E 5 /4 |uint 16 M S AL A [ 5/ 4 X AR o
X (Responder
Country)

IOC %i*%5 (I0C  |uint16 St SR EFR ID S,
Number)

HHIE RS uint32 VERIE O SRR H IR RE KT
(Source
Autonomous
System)
H¥s iR R4t uint32 VE NI B SR H AR B 6 RG9S .
(Destination
Autonomous
System)

SNMP % A uint16 EONFELIH SNMP % 5] .
(SNMP Input)

SNMP %t uint16 08 SNMP %35,
(SNMP Output)

Ji TOS uint8 fENSZ O RS 7 B 2R
(Source TOS)

H#r TOS uint8 fle i F2 TR R S5 7 1T B B 2R .
(Destination
TOS)

TR uint8 i IS (RN
(Source Mask)

B AR uint8 H x5 2% 05 .
(Destination
Mask)

| Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

N RREEREEH

ERGTHE BB ETR 5.3.1

R THE BRI IE SR H B . MWK 5.3 BIRRAS 5.3.1 X H s Pk AT (e —
ARFRIRIN T 7R B TR 5.3.1 FEERRGTHE B HE SRR R 51 1 Hdls e
T 154, BRI 7RI 162, EZGTHE B dE L 5.3, % B-195 Ul

fon] DUB AR H ARy 11 B8RS y 71 BRI B BB R F RS GERIpE7Beh
HIA230) WHRY RHEMICIR. HS U RRE, 5 2-1200. UREHM23, Midxh s
PRIk . AREESHE BEEREEENRAGEL, WSHERSIHEREIEHEE, % 4-51

-
AR

TEERAT 5.3.1 BIERSTHE B AR R

=) 0 1 2 3

{E 0(1/2|3|4|5|6|7|8|9(10{11]12|13/14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

HEEHIE PSR (154) (Connection Data Block Type (154))

HERHIEHLKE (Connection Data Block Length)

%4 ID (Device ID)

AHX (Ingress Zone)
A X (Ingress Zone) (432)
A X (Ingress Zone) (4%)

AIX (Ingress Zone) (%)

H DX (Egress Zone)
H O X (Egress Zone) (45)
H H X (Egress Zone) (4£)

H H X (Egress Zone) (42)

A H#: M (Ingress Interface)
A H#20 (Ingress Interface) (&)
A H#: 1 (Ingress Interface) (42

A H#20 (Ingress Interface) (&)

{142 0 (Egress Interface)
H D4 1 (Egress Interface) (4£)
H H #2100 (Egress Interface) (42)

H D4 0 (Egress Interface) (4£)
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TREIBRREARS

1 2

ErceasEsy W

89(10(11{12|13|14|15(16(17|18|19|20|21 /22|23

24|25|26|27(28|29|30|31

KT IP Hudik (Initiator IP Address)
KR J7 IP Hihit (Initiator IP Address) (£:)
K875 IP Hidk (Initiator IP Address) (%)

KT IP Hidik (Initiator IP Address) (4£)

WM 5 IP #idik (Responder IP Address)

Wi &2 75 1P il (Responder IP Address) (4:)
s J7 IP #uht (Responder IP Address) (4E£)

M3 77 IP #idik (Responder IP Address) (452)

HMgA5T (Policy Revision)
HUEAEIT (Policy Revision) (4£)
HW&1E1T (Policy Revision) (4:2)

HUEAEIT (Policy Revision) (4£)

#EU ID (Rule ID)

N EEAE (Rule Action)

FJE K (Rule Reason)

KT (Initiator Port)

IR 3 J5 3 I (Responder Port)

TCP #x:& (TCP Flags)

P (Protocol)

Netflow Ji (Netflow Source) (4£)

Netflow & (Netflow Source) (4:)
Netflow J5 (Netflow Source) (%)

Netflow & (Netflow Source) (4:)

NetFlow J&
(NetFlow Source)

24 1D
(Instance ID)

s24] ID (Instance
ID) (£

RS (Connection Counter)

A B A
(First Pkt Time)

BB — AN HUE I A B (First Packet Timestamp) (4£)

IeJa — R R
[8] (Last Pkt Time)

B J5— A HdE AU )8k (Last Packet Timestamp) (4E2)

KA TT AL A
AL (Initiator
Transmitted

Packets)
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N RREEREEH

=] 0 1 2 3

3/4/5|6|7|8|9|10(11{12|13|14|15|16

17118(19(20(21|22|23|24|25|26|27|28|29|30|31

SRR TT A A BE 9.2 (Initiator Transmitted Packets) (4%)

SRR TT AL A B 608K (Initiator Transmitted Packets) (42) Wi J87 75 A S X K504

# (Resp. Tx
Packets)

Wi S 5 A% S B s £ % (Responder Transmitted Packets) (42)

Wi 57 7 % i U5 €18 (Responder Transmitted Packets) (45) R ITAER T

H (Initiator Tx
Bytes)
R ALTT AR 54K (Initiator Transmitted Bytes) (4£)
PRI AL MR 2L (Initiator Transmitted Bytes) (4:) ] 2 5 B P =T

¥ (Resp. Tx Bytes)

i N 7 A& %6 1 7 15 4 (Responder Transmitted Bytes) (4:)

] . 77 A% 4 ) 7715 8 (Responder Transmitted Bytes) (45) 1D
F1/* 1D (User ID) (4:) 82 B0 ID
S #38 ID (Application Protocol ID) (43) URL 2551 (URL
Category)
URL 24%i (URL Category) (£2) URL {5% (URL
Reputation)
URL 5% (URL Reputation) (%) % P S 1D
(Client App ID)
% ;i 1D (Client Application ID) (45 Web ¥ ID
(Web App ID)
& 7 i Web K ID (Web Application ID) (%) TR (0)
URL (Str. Block Type
(0)
A E SR (String Block Type) (4%) FRPRKE
(String Block
Length)
F 45 H HUKE (String Block Length) (42) & ;o S URL...
(Client App. URL...)
NetBIOS FRFERPLEER (0) (String Block Type (0))
4% (Name)
FIFEHLK EE (String Block Length)
NetBIOS % Fx...(NetBIOS Name..)
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| &B THRIEBEIESEN

ErceasEsy W

S 0 1 2 3
,fj 0(1/2|3|4|5|6|7|8|9|10/11|12|{13|14|15|16|17|18|19(20(21|22|23|24|25|26(27|28|29|30|31
& v TRFH P (0) (String Block Type (0)
N2 F A
(C\lllgpsti?nr:;p FAFH UK B (String Block Length)
% ;i b B Zs..(Client Application Version...)

W2 1 (Monitor Rule 1)

W% 2400 2 (Monitor Rule 2)

W28 3 (Monitor Rule 3)

W38N 4 (Monitor Rule 4)

W24 5 (Monitor Rule 5)

W2 28500 6 (Monitor Rule 6)

W% 2400 7 (Monitor Rule 7)

W23 8 (Monitor Rule 8)

2241 1R/ B AR 24302 (Sec. SO A4k (File Event Count)
(Sec. Int. Src/Dst) Int. Layer)
NIR =A% (Intrusion Event Count) AR TT E /M X (Initiator Country)
i & 5 B K /X (Responder Country) I0C %5 (I0C Number)

P H ¥ 24t (Source Autonomous System)

H #x E ¥ &4t (Destination Autonomous System)

SNMP %\ (SNMP In) SNMP %t (SNMP Out)
J7 TOS H#x TOS PR H brfiEts
(Source TOS) (Destination TOS) (Source Mask) (Destination Mask)

%4155 (Security Context)
‘Z 4= 1% 5 (Security Context) (42)
4% 5 (Security Context) (£:)

274 f% 5 (Security Context) (4£)

NERX T 5.3.1 KRG THE BRFE S T BT 7M.

| Cisco Secure Firewall eStreamer £545%



f%B

IBRRER SRS

# B-40 EEG I B 531 F&

FE ¥¥EHRA | JiBH (Description)

EGHE BAWE P (uint32 BT 5.3.1+ PEES IS BEIRY. [Hi%N 154,
! (Connection

Statistics Data

Block Type)

ERGHE BEIE YLK uint32 BEGOHE BT T, AFRERGIHE B
% (Connection A BEF B \AS AT, B 5 i e 71
Statistics Data Block

Length)

# % ID (Device ID) uint32 for il B AR A

AHX (Ingress Zone) Uint8[16] |k S5 m& 3 JL A AN H % 41X o

H X (Egress Zone) |Uint8[16] |fuh & Hems i LA AF 0 H D 2 4 X,

AN (Ingress uint8[16] |+ N ubim &M,

Interface)

H 4% 0 (Egress uint8[16] | HF b B 1.

Interface)

R 77 1P Huhk uint8[16] |k ife Bz S F A &I EHL 1P Mok, SRH 1P Hh
(Initiator IP b WA VAL

Wi 5 75 1P Stk uint8[16] | m N7 & A2 EAHLA EHLE IP Huhk, KA 1P Hudik )\ fr 4.
(Responder IP

Hemgzi] (Policy uint8[16] | L5l i) KL AR AH G M AR A5 (A& D
Revision)

FLU 1D (Rule ID) uint32 fik A A R0 £ N FBAR IR AT (& D .

R 4 uint16 FEF P S OE B RZ RO B3/ E CRvr. BRIESE)
(Rule Action)

FH) JiR BRI uint16 U fich A ) JER AT

(Rule Reason)

K 75 i 11 uint16 R A 3

(Initiator Port)

0 %7 7 35 1 uint16 Wi S ML A A 3

(Responder Port)

TCP #5i& (TCP Flags) |uint16 FoREREFEA R TCP Frid.

% (Protocol) uint8 IANA F5 & Bl 5.

NetFlow J5 (NetFlow |uint8[16] |5: i - 545 i) % #F NetFlow f13L & 1) IP Mtk
Source)

5245 ID (Instance ID)  |uint16 AR R ) 325 B 4% Snort SEI LT ID.
RS uint16 FH T DXl [R] — P e AR 1 42 A A

(Connection Counter)

BN AR R |uint32 FE 23 1l A8 H 88— Kt 0 1 1 ST 8] F) UNIX I Ta] K
(First Packet

Timestamp)

Cisco Secure Firewall eStreamer £ /387
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| MFEB THRIAREIESN
IR EsuEsy W
# B-40 EEL GBI 5.3.1 FR (4
FB FymRA | PiEA (Description)
B Ja — M s A R |uint32 FE 2 1t v A8 3 B Je — A B A0 1 YA IS ] £ UNIEX I ]
(Last Packet B o
Timestamp)
KT A H s L |uint64 R AL i ) HHs B 5
(Initiator Transmitted
Packets)
Wi ;75 % B () A L | uint64 Mg 157 = AT A% i P 5 90 0. 8
(Responder
Transmitted Packets)
R E % |uint64 AL ML i R
(Initiator Transmitted
Bytes)
Wi B 7 AR A uint64 M) S8 = AL A% 6 P -5 2
(Responder
Transmitted Bytes)
M F ID uint32 B Je 6 s B AR RO B EALE P A AR IR S .
NP 1D uint32 VA RYISPE A D
(Application
Protocol ID)
URL 287 (URL uint32 URL &3 5 N #4571 5
Category)
URL f5% (URL uint32 URL f5& 1 AR RS
Reputation)
% P D (Client  [uint32 WAL 725 P S 2 B 9 AR RS (A& D .
Application ID)
Web R ID (Web uint32 BT Web S FH A FFR RS (& D .
Application ID)
TP R uint32 JE B i B URL B 77 s Bl B (E4R%09 0.
(String Block Type)
TR uint32 7% P 3 B URL 57 e B b i) 275 8, 067 4 H B
(String Block Length) FAVAK P 7 B i) )\AS 75, i B P i B URL 745 H
T
% ;i URL (Client | 745 H 2 P N VT IR URL (& D (il
Application URL) /files/index.html) .
PR uint32 JE 3 FEHL NetBIOS ZFR I 17 sh Hdm k. HIRZ R 0,
(String Block Type)
FREB K uint32 FRPEBR BRI P RFR, R R PSR T B
(String Block Length) )\, Ik NetBIOS 44 F) 744 5 v (f 7 45 4
NetBIOS # Fx FIFH FHL NetBIOS L FRF A .
(NetBIOS Name)
TR HR PR uint32 JE BN %% 7 S N FH RRCAS ) S A S s . (B AR 24 08 0.

(String Block Type)

Cisco Secure Firewall eStreamer £ {55
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MRB  TREIAREELES |

IBRRER SRS

Z B-40 BEERI GBI 3.1 FB (4

FB FymRA | PiEA (Description)

FIFER B (String |Uint32 FH % 7 s 2 FH ROAS 1) 255 e s B b ) 215 8, R
Block Length) P LR BRI B 1) \NAN 247, I B RS A g 55 8
%% 7 v L FH RA TR H % 7 3 L FH RRUAS o

(Client Application

Version)

2 1 uint32 HEREAE RS N IR AT ID.
(Monitor Rule 1)

dE AR R 2 uint32 HEE A RPN 2 A I SR 1D,
(Monitor Rule 2)

jiog g S WU uint32 5E A ORI = A IR A 1D,
(Monitor Rule 3)

PR 4 uint32 5 R R 2R DY A2 s B 1D
(Monitor Rule 4)

28 5 uint32 BB ORI A I8 1D,
(Monitor Rule 5)

jiag et S TWIUNG uint32 SRR N I 2 1D,
(Monitor Rule 6)

HE R as R 7 uint32 BRI B W2 1D,
(Monitor Rule 7)

s 8 uint32 SRR RBRA S )\ I 2 LU 1D
(Monitor Rule 8)

2RI H AR uint8 B H bR IP Mtk 5 1P BHIE 53R 2 5 UCAC .
(Security Intelligence

Source/ Destination)

242 (Security  |uint8 5P [HIEZIRILECH) IP )= .

Intelligence Layer)

A A uint16 FH T DXl [] — 0 2 AR 0 SO AR A PR B
(File Event Count)

N4 uint16 F 3 DXl [8] — 0 5 AR N AR S FR) B
(Intrusion Event Count)

RATT HE o/ X uint16 R ML B K /1 X ARED

(Initiator Country)

Wi J87 7 T 5K/ 4 X uint 16 M) )87 32 L R 1R 5/ 3 X AR

(Responder Country)

IOC %%5 (I0C Number) |uint16 AR faFER ID 565,

JRHE A%t (Source  |Uint32 VE VR BN SR IR B8 R AT
Autonomous System)

ERINEREENS uint32 VE IR BN SR 1) H AR B 6 REHI T .
(Destination

Autonomous System)

SNMP i A uint16 B SNMP 5] .

(SNMP Input)

Il Cisco Secure Firewall eStreamer £ /155



| &B THRIEBEIESEN

ErceasEsy W

# B-40 EEAEEHHR 531 TR (4

FB FymRA | PiEA (Description)

SNMP %t (SNMP  (uint16 #8210 /1) SNMP %5l .
Output)

i TOS (Source TOS) |uint8 P NI IR S5 7 1T BB 2R
H 5 TOS uint8 8 2 TR R 55 1T BB R A

(Destination TOS)
JEHERY (Source Mask) |uint8 ES B N SR

H AR D uint8 ERZ¥: RN EE TN

(Destination Mask)

AN uint8(16) | Jii Eid i 1 2 A 5t GRIIBT KR (11D S5, 57E

(Security Context) B, R 2T ASA FirePOWER #4378
FB

ERGTHE BB ET 5.4

ERGHE BB R R BIEE E M . T 5.4 BOERSHE BERRI DRI T 2T
Be, W BORON 1SR SSLE . HTTP HE [a] AL W 2% 70 # Sk . FH Wit A 5.4 (12 Gt 1t
EEBARP PR R 1 BHESRA T 155, BRI 154, EESHE B AR
5.3.1, %% B-204 i,

fn] DUB AR F AR Oy 12 HEAHS Y 71 BTE R B BB RF RS GERIpE 7 Beh
HIA230) WHRY RHEMICTR. WS RRE, 5 2-1200. UREFM23, Midxh s
PRk

A RIERGHE BAEH BN HEAEL, WS RERSIHEERENEE, % 4-51 00

TEERHT 5.4 HERSTHE B BRI

S 0 1 2 3

/fj 0|1]2|3|4|5/6|7(8|9|10/11|12/13|14(15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

PR 25 (155) (Connection Data Block Type (155))

ERHIEHKE (Connection Data Block Length)

%% ID (Device ID)

A HX (Ingress Zone)
AHX (Ingress Zone) (£%)
A HX (Ingress Zone) (4£)

AHIX (Ingress Zone) (43)

H O X (Egress Zone)

H X (Egress Zone) (4%)

| Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |
N RREEREEH

=St 0 ‘ 1 2 3

9 |10

111213 |14|15(16|17|18|19|20|21|22|23(24|25|26|27|28 |29 |30 |31

H DX (Egress Zone) (4£)

H X (Egress Zone) (4%)

A (Ingress Interface)
AN E# I (Ingress Interface) (4£)
A (Ingress Interface) (42)

A E# D (Ingress Interface) (4£)

H 42 0 (Egress Interface)
H{ 14 01 (Egress Interface) (4:)
H H#2 1 (Egress Interface) (4£)

H O #2100 (Egress Interface) (4£)

KALH IP Hidlk: (Initiator IP Address)
RALTT IP Hidk (Initiator IP Address) (4£)
KT IP Hudik (Initiator IP Address) (4:)

KT IP Hudik (Initiator IP Address) (42)

W75 IP Hidilk: (Responder IP Address)
Wi s J5 IP Hihi (Responder IP Address) (42)
mi ;77 IP ik (Responder IP Address) (4E£)

w77 IP ik (Responder IP Address) (%)

HWE1E1T (Policy Revision)
HKWEME1T (Policy Revision) (45)
FW&MEIT (Policy Revision) (4%)

HM&121T (Policy Revision) (48)

#0 ID (Rule ID)

A (Rule Action) HUNJE A (Rule Reason)
kT3 3 1 (Initiator Port) 1 % 73 1 (Responder Port)

Il Cisco Secure Firewall eStreamer £ /155 |



| WEB  THIFRKESH
ErceasEsy W

e 0 1 2 3
/fj 0(1]2|3|4|5(6|7|8|9|10{11|12|13(14|15|16|17|18[19|20|21(22|23|24|25|26|27|28|29|30|31
TCP #x & (TCP Flags) ¥ (Protocol) NetFlow ¥
(NetFlow Source)

Netflow & (Netflow Source) (4E£)
Netflow J& (Netflow Source) (%)

Netflow J% (Netflow Source) (4£)

Netflow 5 (Netflow Source) (£:) Sz 1D
(Instance ID)

Sz 1D RS #0%% (Connection Counter) B — N 0 ]
(Instance ID) (First Pkt Time)

(88

55— R AL )8k (First Packet Timestamp) (45) i — N AR
8] (Last Pkt Time)

B JE — R A )8k (Last Packet Timestamp) (42) R AL TT R s

ALY (Initiator

Transmitted
Packets)

RS T B s B 2 (Initiator Transmitted Packets) (452)

ST A A BEE 9.2 (Initiator Transmitted Packets) (4:) M J82 75 £ A ) 4R
% (Resp. Tx
Packets)

Wi 5 4% % R BE 6.2 (Responder Transmitted Packets) (4E)

Wi J3 77 4% % 4 9.2 (Responder Transmitted Packets) (42) R TT AR R T
# (Initiator Tx

Bytes)
KA TR 7 2 (Initiator Transmitted Bytes) (452)
KA IR 552 (Initiator Transmitted Bytes) (4:) M J82 75 B )

#7 (Resp. Tx Bytes)

W N 77 A& i i 715 5 (Responder Transmitted Bytes) (45)

Wi % 5 A% 4 ) 7 41 (Responder Transmitted Bytes) (4:) /4 D
N FH MY ID (Application Protocol ID) (££) URL Z&51 (URL
Category)
URL 24| (URL Category) (48 URL {57 (URL
Reputation)

| Cisco Secure Firewall eStreamer £545%



MB  THEIFREIES |
AR SAREH
= 0 1 2 3
/fj 0(1]2|3|4|5(6|7|8|9|10{11|12|13(14|15|16|17|18[19|20|21(22|23|24|25|26|27|28|29|30|31
URL 5% (URL Reputation) (452) 7 Py 1D
(Client App ID)
% ;i 1D (Client Application ID) (45) Web M ID (Web
App ID)
Web Rif] ID (Web Application ID) (£:) TR RKA (0)
(Str. Block Type (0))
® 7% 8 BT (String Block Type) (45) SR e
1 (String Block
- Length)
45 UK F (String Block Length) (4:) % P FURL...
(Client App. URL...)
= FI5ERBSA (0) (String Block Type (0))
D e
(@)
kS 5 e K (String Block Length)
ko
¥ NetBIOS % #%..(NetBIOS Name...)
a FLFHBRZEA (0) (String Block Type (0))
<
e BT TS K FE (String Block Length)
=N =0
=59
{E{E %: 5 % Fui Y i AR 45...(Client Application Version...)
>
B
=
_1‘2
W 1 (Monitor Rule 1)
W5 28300 2 (Monitor Rule 2)
23 3 (Monitor Rule 3)
IS 23 0 4 (Monitor Rule 4)
WS4 2340 5 (Monitor Rule 5)
K230 6 (Monitor Rule 6)
W24 7 (Monitor Rule 7)
W23 8 (Monitor Rule 8)
LA LR/ B bR ZAPE )= (Sec. A=A (File Event Count)
(Sec. Int. Src/Dst) Int. Layer)
NZZ 4 (Intrusion Event Count) KRBT EZR /X (Initiator Country)
i N 77 [ 5% /3 [X. (Responder Country) IOC %i*5 (I0C Number)

Il Cisco Secure Firewall eStreamer £ /155



| &B THRIEBEIESEN

ErceasEsy W

T 0 1 2 3

/fj 0|1]2|3|4|5/6|7(8|9/(10{11|12/13|14(15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

Y E75 &4t (Source Autonomous System)

H ¥ H R &4t (Destination Autonomous System)

SNMP i A\ (SNMP In) SNMP #i i (SNMP Out)
I TOS H#ix TOS JEHERY (Source H bR
(Source TOS) (Destination TOS) Mask) (Destination Mask)

24 1& 5 (Security Context)
22415 5 (Security Context) (%£)
74 &5 (Security Context) (4£)

4 f5 5 (Security Context) (45)

= VLAN ID F 45 HRHL2E (0) (String Block Type (0))
s
=T
ﬁg R HSEAY (0) (String Block Type (0)) FIFHHUK FE (String Block Length)
g0 ()
-
w0 T e P (String Block Length) (4£) 3| FH ML (Referenced
2 Host)..(Referenced Host...)

FIFR ISR (0) (String Block Type (0))

FA5 R HUKE (String Block Length)

P AREE

A PAREL.. (User Agent...)

FI5ERBSA (0) (String Block Type (0))

FIF B (String Block Length)

HTTP 5] Ff3f ... (HTTP Referrer...)

HTTP 5| FH i 5
(HTTP Referrer)

SSL iE-BE4L (SSL Certificate Fingerprint)
SSL -84 (SSL Certificate Fingerprint) (%)
SSL iE-B1R4L (SSL Certificate Fingerprint) (42)
SSL -84 (SSL Certificate Fingerprint) (%)

SSL iE-B1R4L (SSL Certificate Fingerprint) (£2)

SSL & ID (SSL Policy ID)

SSL % ID (SSL Policy ID) (££)

Cisco Secure Firewall eStreamer £545%



f%B

IBRRER SRS

0 ‘ 1 2

3

819 |10(11|12|13|14|15(16|17|18|19|20|21 |22

SSL & ID (SSL Policy ID) (4£)

SSL %% 1D (SSL Policy ID) (%)

23

2425|2627 (28|29 |30

SSL # ID (SSL Rule ID)

SSL # 444 (SSL Cipher Suite) SSL A (SSL SSL 45 #4iE1 48
Version) 115 B (SSL Srv
Cert Stat.)
SSL EE’(%%%EJFJ@E SSL szBRr#/E (SSL Actual Action) SSL TiH#E:AF (SSL
158 (SSL Srv Expected Action)
Cert Stat.)
(&)
SSL TH#EAE (SSL SSL R4 (SSL Flow Status) SSL itk % (SSL
Expected Action) Flow Error)
(€59)
SSL %% (SSL Flow Error) (4£) SSL yitiH & (SSL

Flow Messages)

SSL il £ (SSL Flow Messages) (4£)

SSL ka4 %
(SSL Server Names)

SSL ks (SSL Flow Flags) (£:)

SSL ifi#73 (SSL Flow Flags) (42)

SSL itz (SSL
Flow Flags)

SFARFHRHEH (0)
(String E(’g;;:k Type

FIFH KR (0) (String Block Type (0)) (45)

PR S
(String Block
Length)

FIFEHUKEE (String Block Length) (48)

SSL [R5 44 K.
(SSL Server
Names...)

SSL URL 255 (SSL URL Category)

SSL 41 ID (SSL Session ID)

SSL %1 ID (SSL Session ID) (47)
SSL 1% ID (SSL Session ID) (4k
SSL %1 ID (SSL Session ID) (47)
SSL £:iF ID (SSL Session ID) (4£)
SSL £ ID (SSL Session ID) (4

SSL £:iF ID (SSL Session ID) (4£)

Il Cisco Secure Firewall eStreamer £ /155
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| WEB  THIFRKESH
ErceasEsy W
sy 0 1 2 3
,fz 0O(1|2|3|4|/5|/6|7|8|9|10(11|{12|13|14|15|16|17(18|19|20|21|22|23|24|25(26|27|28|29|30|31

SSL 41 ID (SSL Session ID) (42)

SSL &1 ID £/ SSL ZEiE ID (SSL Ticket ID)
(SSL Session ID
Length)

SSL 2 ID (SSL Ticket ID) (45)
SSL 2 ID (SSL Ticket ID) (41)
SSL 2 ID (SSL Ticket ID) (4%)

SSL [ ID (SSL Ticket ID) (41)

SSL ZifF ID (SSL SSL ZiF ID KJF WX 2% 457 S s A5 TT (Network Analysis
Ticket ID) (&%) (SSL Ticket ID Policy Revision)
Length)

WX 2% 53 HT 5% 1517 (Network Analysis Policy Revision) (4£)

WX 4 43 #7 51210 (Network Analysis Policy Revision) (45)

WA 4 43 BT SRS 1E1T (Network Analysis Policy Revision) (45)

WX 2% 73 B SIS AETT (Network Analysis
Policy Revision) (4£)

TR T 5.4+ MERSHE SR 7 BOEAT 17U

# B-41 FEEG G BHER 5.4+ FE
FE HHEAA | 1B (Description)

ERYHE BREERE |uint32 JAEIHT 5.4+ MIEESHE B, [HIRZN 155,
% (Connection
Statistics Data Block

Type)

HEEGHE BRI (uint32 BAEGHE BRI P 7, GRS HE BRI
% (Connection FERH\ATAT, I b BE S R E R L

Statistics Data Block

Length)

%% ID (Device ID) uint32 LRllIESIBE e U RS

A X (Ingress Zone) |uint8[16] | fidi & 5 i LA S I 1 22 42 [X
H X (Egress Zone) |uint8[16] | il Hem i bt S AR I H D2 A2 X
AI# 0 (Ingress uint8[16] | Fi - A E AR .

Interface)

H OO (Egress uint8[16] | HF ek EmED.

Interface)

Cisco Secure Firewall eStreamer £545%



IBRRER SRS

fsRB  THEIEAREGESN |
# B-41 EER G B 5.4+ T (48
FB kA | Y9 (Description)
RALTT 1P Hbtik uint8[16] | i it e 4 b Hi R ) 2 1 (K AL 1P ik, SRAH 1P ki )\ G4
(Initiator IP
Wl B 77 1P Hhu ik uint8[16] | mi B 2 ALK AL 1P Hhdik, SRA 1P dthhik )\ f7 4.
(Responder IP
KIEAEIT (Policy uint8[16] | 5 (1 S IE AR AH R IR B A S Clni& AT
Revision)
} 1D (Rule ID) uint32 finh A A RN B P BRI D .
M AE uint16 12 P A R BRI X Z N R (Ravr, BHAESED .
(Rule Action)
) J5 A uint16 R0 fk i AR TR R
(Rule Reason)
R AR TT o H uint16 AR T 3 E .
(Initiator Port)
Wiy | 7 3 01 uint16 W I LA B 3 1
(Responder Port)
TCP #5:i& (TCP Flags) |uint16 FORIEREF AT TCP Fr&.
¥ (Protocol) uint8 IANA 18 & B 5 .
NetFlow ¥ (NetFlow |[uint8[16] | HH i B 448 19 kF NetFlow [ &1 IP Hhiik,
Source)
526 ID (Instance ID)  |uint16 AR ) W45 b Snort SEFIELT ID.
U S uint16 TR — R A N R E .
(Connection Counter)
B MNEGEaRRE uint32 TE 22 1% HH AZ 3 58— A B A 1) E AT 1] Fr) UNIX B TR1 R
(First Packet
Timestamp)
B Ja — AN A R (uint32 TE 2 1% A it 5 — A Hdls B FK 1 A0 ] £ UNIX R A
(Last Packet
Timestamp)
KT AR B A | uint64 RAR AL B LA
(Initiator Transmitted
Packets)
U] ;7 A i PR 50 L 4 | uint64 Wil 2 S LAL i ) B B A
(Responder
Transmitted Packets)
KT F i |[uint64 R F AL 7L
(Initiator Transmitted
Bytes)
WA T AL S uint64 Wi I 2 AL AR i ) - R
(Responder
Transmitted Bytes)
M F 1D uint32 IR 5 B0 A AR I AL A P AR RS .
N 1D uint32 NP 1D
(Application
Protocol ID)

Cisco Secure Firewall eStreamer £ /387
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TREIBRREARS

ErceasEsy W

# B-41 EEL GBI 5.4+ TR (4

FB w2k A | YiH (Description)

URL &% (URL uint32 URL 2B ) AR FR 15

Category)

URL 5% (URL uint32 URL 1521 N bR iR 5 o

Reputation)

% P 1D (Client  |uint32 e I 5 7 o L FH 1 N B AR IR S (& AD .

Application ID)

Web RifH ID (Web uint32 kil Web RN EFR RS (WER)D .

Application ID)

FRFER A (String | uint32 JR BN P S URL 74 s Ba . E4R209 o.

Block Type)

TR (String  |uint32 % 7 0 B URL 745 FR R b i) 715 3, B2 45 o PR AR K
Block Length) FERI)\AFT, mEZ A URL 747 5 F I 754
& 7 i FRE SV R A URL (&) (130 / fi1es/index. html) o
URL (Client

Application URL)

PR (String | uint32 JAZ)EHL NetBIOS 4 FRi) 777 B Fdla k. (HIRZN oo
Block Type)

FREEF KT (String  |uint32 TR AR R, A TR R PR TR B B )\
Block Length) AT, b0k NetBIOS 4R 7445 Hr I 7715 4K

NetBIOS # fk FAF R FHl NetBIOS # R 71 Hi .

(NetBIOS Name)

TR (String  |uint32 JA Bl i B RRAS I 4 ER e B . IR 2N oo

Block Type)

FREBHAKEE (String  |uint32 FH T2 77 i 82 FH RUAS F) 2445 B B e ) = 8, R A AR R
Block Length) BRI B \AS 3T, i B A 21 4

% i 8 FH AR A R %% i L FH AR

(Client Application

Version)

AR R A uint32 SR OGNS — A AR S 1D

(Monitor Rule 1)

Iy asF 2 uint32 5RO S A IR S 1D

(Monitor Rule 2)

I as R 3 uint32 SR OGN A AR S 1D

(Monitor Rule 3)

ISR 4 uint32 S HEE R RN BB AN I 4 25 ) 1D

(Monitor Rule 4)

a5 uint32 5S4 B S A IR A N 1D

(Monitor Rule 5)

AR 6 uint32 SR IS A AR S 1D,

(Monitor Rule 6)

Iy asFLm 7 uint32 SRR AR ORI B LA I A AU ) 1D

(Monitor Rule 7)

Iy as R 8 uint32 S OGN S\ A 4R S ) 1D

(Monitor Rule 8)
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IBRRER SRS

MxB THREIAREESH |
# B-41 EEL GBI 54+ TR (4
FB kA | Y9 (Description)
AR H AR uint8 JEEk B AR IP Hhhk 5 IP BHIEI2 & 75 ICEL .
(Security Intelligence
Source/ Destination)
Z &R Z (Security  |uint8 5 IP BHIEFRITELH IP E.
Intelligence Layer)
SCA ST (File uint16 F T X0 R — R0 R AR A SCAE A A
Event Count)
NZFHAETH uint16 T XA R —F R AR I NAZ S A
(Intrusion
Event Count)
KA TT E ZK M HB X uint16 R E L E KX AT .
(Initiator Country)
M) J87 75 B 2K/ 4 (X uint 16 W) J87 32 L 9 B 5K/ 1 X AR
(Responder Country)
I0C %5 uint16 St H 4G AEFHR ID 55,
(I0C Number)
JHEJR R4 (Source  |uint32 {ERRBT AR IRE BB RAEM RS .
Autonomous System)
ERIN=PEEYN uint32 TERIRBIRT S B BB R AN RS .
(Destination
Autonomous System)
SNMP #i A uint16 B SNMP %5 .
(SNMP Input)
SNMP %t uint16 B SNMP %5 .
(SNMP Output)
J5 TOS (Source TOS) |uint8 N IR T B B T
H#x TOS uint8 B IRSS T B R A
(Destination TOS)
JEH D (Source Mask) |uint8 PR HLIE AT 2R D .
H AR HERY uint8 H b Hhk 5T 20
(Destination Mask)
et uint8(16) |y EilId 1 2 At st CREIIBT K8 11D S5, EHEE, RGN
(Security Context) 1% 54T (1 ASA FirePOWER #4535 78 b 7 BL
VLAN ID uint16 FKnENUTE VLAN 1) VLAN #1185,
TR (String  |uint32 FENEE TN EN R R EEE Y. EH4 N 0.
Block Type)
TR BRKE (String  |uint32 SR ENERF R BIRI A A, BRI L B\
Block Length) A, L 5 R ENL(Referenced Host) - BEH i
I EL TR HTTP = DNS H 2 FH 2 E 8.
(Referenced Host)
TR (String  |uint32 RENEE H P RE AR EEE . EH%N 0.
Block Type)
FRPE K (String  |uint32 F P AR 4 R O e i) = B, B AR HRSR R AR Sk - B )\ A
Block Length) A, I _ECFH AR (User Agent) B BT 5
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| WRB THEIEMRSIESH
HirEgsEsn W
# B-41 FEEL 5 EHIER b4+ FB (4B
FB w2k A | YiH (Description)

M AREE (User Agent) | 547 8 i AR B I E R
FRBRKT (String  |UInt32  Rahd HTTP 511 S0 . (R4 R 0.
Block Type)
TR ST (String |uint32 HTTP 5| Flsf s 245 R B b )= 4, AR R BRI Sk B I
Block Length) JAASFAT, I E*HTTP 5]k S (HTTP Referrer) 7Bt 74
HTTP 5| F 3 55 TR T AR IR 13 o 2k AT HT TP & b 51 Rk 5 B bk 31,
(HTTP Referrer)
SSL iE it uint8[20] | SSL flx s #+iE 1) SHAT %1
(SSL Certificate
Fingerprint)
SSL g 1D uint8[16] | kb E:1Y) SSL HME ) ID 4w o
(SSL Policy ID)
SSL #N ID uint32 AP SSL N BLER N AR ID 255 o
(SSL Rule ID)
SSL 2 hL A uint16 SSLEHATHMMME EM . %8 ATk flkg A . A % ET8 M
(SSL Cipher Suite) BB, WS
www.lana.org/assignments/tls-parameters/tls-parameters.xhtmlo
SSL A uint8 FISRn s 42 1) SSL & TLS Hh il As .
(SSL Version)
SSL RS #ERA |uint16 SSLIEH RS . ATReNIEETHE:
g;:f?ce;tveegtatus) o0 RARTE - RS BHIE TR R A
1 - RH - RS BAETIRS TEIENE
2 - AR - MEFIEBHE R
a- A% - REHIETTC AR
16 - MUK FH TR - IS ZRAIE AR 5 To 3K -
32 - BT - IRESHUETB L TR
64 - I - RS HE a3,
128 - MIARERL - IR 55 FHIE I AR AL
256 - fEH - RS AHIEP OIS -
SSL stprigfE (SSL uint16 R Y% SSL I S B PAT BI4AE « b1 TR0 b 38 5 (R4 AR T e TE I

Actual Action)

17, MR R S TURIREAR A . v REFIME RS-
= o -RET

1 SR

2 =FHIE

3 -PHIEFFE

4 R (BaEED

s -fEE CEHFRE) °

6 -fRE GRF)
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f%B

TRIARSELES |

IBRRER SRS

# B-41

EEGIE BRI 54+ TR ()

FB

HImRE

i8] (Description)

SSL i #:4F (SSL
Expected Action)

uint16

o - ARE

1 SR

2 =FHIE

3 -‘PHIEFFE

4 R (BaEED
s MR CEHFRE) °
6 - GRF)

R SSL LI RE1Z %] AT (K138 AF AT REKI(E B4«

SSL iRk (SSL Flow
Status)

uint16

W NI

1 = ILEE

2 =Y

3 -FEEIE TR

a S“REEL AL

5 AN LFFRIE A
6 - FFI) SSL kA
7 (I # SSL 45’

8 ~FERL BN P A 1) 21

o R TR

10 - R R IR

11 - REPRAR 55 28 2 FR oy R AR
11 SRR AbPEH A RR R AR

11 =PI R
14 -'WEESECATT A
15 ‘R4S ZHE P AP RL

16 =R FHE BB SUA T

17 - TIE AT & DN
18 - TLIEEAF MUK # DN’
19 -“AH SSL A

20 -"AFUEB AR AT’
21 -HMEEBIRSUA T
22 =N ERIE-H AR TR
23 -"WHIE B RA TR’
24 =W IBUER AT A’

25 ='W HIE BB EUA T A

26 =‘AR 55 ARAE B IIEA AT

27 =R 55 2HE P I AIE SR e
28 -BRIETLRL

SSL it APIRA o X EEAE Ui B FrahAT B A BT B IR AR R B8 Ja (1
JEPR . AT RE A B HE -

SSL iR %=
(SSL Flow Error)

uint32

TEANRY SSL BRI . X Eeff n] F TS
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| MFEB THRIAREIESN
sy W

# B-41 EEL GBI 5.4+ TR (4
FB KA |18 (Description)
SSL ivH & uint32 TESSLIEF R, % /o fRSS 28 2 BAZH )i B . A REAE S,
(SSL Flow Messages) %24 http://tools.ietf.org/html/rfc5246.

»  0x00000001 - NSE_MT__HELLO_REQUEST

*  0x00000002 - NSE_MT__CLIENT_ALERT

= 0x00000004 - NSE_MT__SERVER_ALERT

= 0x00000008 - NSE_MT__CLIENT_HELLO

= 0x00000010 - NSE_MT__SERVER_HELLO

= 0x00000020 - NSE_MT__SERVER_CERTIFICATE

»  0x00000040 - NSE_MT__SERVER_KEY_EXCHANGE

= 0x00000080 - NSE_MT__CERTIFICATE_REQUEST

*  0x00000100 - NSE_MT__SERVER_HELLO_DONE

= 0x00000200 - NSE_MT__CLIENT_CERTIFICATE

= 0x00000400 - NSE_MT__CLIENT_KEY_EXCHANGE

= 0x00000800 - NSE_MT__CERTIFICATE_VERIFY

= 0x00001000 - NSE_MT__CLIENT_CHANGE_CIPHER_SPEC

*  0x00002000 - NSE_MT__CLIENT_FINISHED

= 0x00004000 - NSE_MT__SERVER_CHANGE_CIPHER_SPEC

= 0x00008000 - NSE_MT__SERVER_FINISHED

= 0x00010000 - NSE_MT__NEW_SESSION_TICKET

= 0x00020000 - NSE_MT__HANDSHAKE_OTHER

= 0x00040000 - NSE_MT__APP_DATA_FROM_CLIENT

= 0x00080000 - NSE_MT__APP_DATA_FROM_SERVER
SSL ks uint64 RS . ATRINE RS
(SSL Flow Flags) - 0x00000001-NSE_FLOW__VALID- 22 B 7B, Fofih 5B A

EEE
= 0x00000002-NSE_FLOW__INITIALIZED - Ay s 45 4y L1k %% st 4 ik
AT AL 3

»  0%00000004 - NSE_LFLOW__INTERCEPT - SSL i C\ i 2%
2R KA uint32 JA AR SSL Ik s L E A B Bl . HIRZ& N 0.
(String Block Type)
TR YK T uint32 SSLR % ds AR F A B B e b 5 8, AR BESR BRIE Sk B
(String Block Length) JAUANFETT, I E4SSL IR %% % & #”(SSL Server Name) B i)
SSL k% #8445 FAF TE SSL %% 7 sy W3t 511 HH Ak 55 48 44 FR R TR A4 FR
(SSL Server Name)
SSLURLZ:%(SSL URL |uint32 R R 25 45 44 FRRIIE 5 B 44 TR0 RO 128001
Category)
SSL 4% ID uint8[32] | 4% i A1 25 35 IR AT 2 1E A, SSL R T 23 1%
(SSL Session ID) ID 18
SSL £:1F ID £ J¥ (SSL |uint8 SSL £ ID (K E. RESTE ID AgEl 32 M2, IhE vl gE/h

Session ID Length)

T 32 .
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MRB  TREIAREELES |

N RREEREEH

# B-41 EERIE RIS 5.4+ FB (4

FB kA | Y9 (Description)

SSL ZiF ID uint8[20] | 4% iy F1 Al 55 25 7] 2 A FH 43 135 SEE I A FH ) 2 1 SR A

(SSL Ticket ID)

SSL I ID £ ¥ (SSL |uint8 SSL ZEiE ID K. RE IR ID AREEL 20 N7, SR RE/DN
Ticket ID Length) T 20 1.

W 2% 43 M SR B 1T uint8[16] | L5 742 S 14 AH 1) 99 45 40 BT SHE M B 3T

(Network Analysis

Policy Revision)

ERGTHE BBIER 5.4.1

ERGHE BRI RS B . T 5.4 BNERGHE BEERIR I T 2T
B, WIMEEBOR N T SCHRF SSLIERE . HTTP H5E [0 LA M 28 0 B Simg . F T WA 5.4+ HIE RS
THE BEEE S SRR 251 1 B (i 167 & B 7 HEAL 166, G HE BAUE
5.3.1, i B-204 i,

fem ol AR F Ay 12 BRIy 71 (g R B By R F RS GE RIS 7B
MIA230) WHRY EHEMICIR. WS RIRE, 5 2-1200, fURERFM23, Midxh s
Ak .

ARERGHE BRIE BN HEMER, WS RERSGITHEESIEHE, % 4-51 7.
TEERAT 5.4+ (SRS THE B AE ks 5

==

] 0 1 2 3

»fj 01/2|3|4(5|/6|7|8|9|10/11|{12|13|14|15(16|17[18|19|20|21|22|23(24|25|26|27|28|29|30|31

HEREHRE R ISHY (157) (Connection Data Block Type (157))

HEREHE B ¥ (Connection Data Block Length)

%% ID (Device ID)

AHX (Ingress Zone)
AH[X (Ingress Zone) (4L)
A X (Ingress Zone) (%32)

AHX (Ingress Zone) (45)

H KX (Egress Zone)
A X (Egress Zone) (4E)
H H X (Egress Zone) (45)

H DX (Egress Zone) (&)

A4 (Ingress Interface)
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| &B THRIEBEIESEN

ErceasEsy W

=) 0 ’ 1 2 ‘ 3

8|9 (10(11]{12|13|14|15|16(17|18|19|20

21|22|23(24|25|26|27|28|29|30 |31

A O# M (Ingress Interface) (4£)
A4 (Ingress Interface) (4£)

A F#:0 (Ingress Interface) (48)

i D10 (Egress Interface)
i O£ 10 (Egress Interface) (4E£)
H 1142 0 (Egress Interface) (42)

H 4% 10 (Egress Interface) (4£)

RALT5 IP Hidlk: (Initiator IP Address)
JAS 7 IP Mtk (Initiator IP Address) (4£)
REIT IP Hidlk (Initiator IP Address) (42)

AT IP Hulik (Initiator IP Address) (42)

i~ 77 IP #idik (Responder IP Address)
e &7 1P dihk (Responder IP Address) (45)
s 77 IP #uht (Responder IP Address) (4E£)

M3 75 IP #ilik (Responder IP Address) (42)

HMEEIT (Policy Revision)
HUEAEIT (Policy Revision) (£2)
HW&1E1T (Policy Revision) (45)

HUEAEIT (Policy Revision) (£2)

#EU ID (Rule ID)

FN#1E (Rule Action) FE R (Rule Reason)
KR J7 3 1 (Initiator Port) Wi v 5 % 1 (Responder Port)
TCP #5i& (TCP Flags) P11 (Protocol) NetFlow 5
(NetFlow Source)

Netflow & (Netflow Source) (4£)

Netflow 7 (Netflow Source) (%£)
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MRB  TREIAREELES |

IBRRER SRS

0 1 2

3

6|7 (8|9|10{11|12|13|/14|15(16|17|18|19|20|21 /22|23

Netflow & (Netflow Source) (42)

Netflow & (Netflow Source) (4£)

24|25|26|27(28|29|30|31

SE4 ID (Instance
ID)

524 ID (Instance
ID) (%2)

HERET#4% (Connection Counter)

B B )
(First Pkt Time)

B — s A (First Packet Timestamp) (4£)

e Ja — N AL
8] (Last Pkt Time)

e — BB R )8 (Last Packet Timestamp) (4:2)

KL TT AR R B
£ (Initiator
Transmitted

Packets)

AT AL R A2 (Initiator Transmitted Packets) (4:)

IR ST B s B 2L (Initiator Transmitted Packets) (452)

Ml 275 A4 R B0
% (Resp. Tx
Packets)

Wi S 5 4% S B UE 19,2 (Responder Transmitted Packets) (4E)

i )57 5 A% i e 14 (Responder Transmitted Packets) (47)

KA R 75 $ (Initiator Transmitted Bytes)

R AR IR
#1 (Initiator Tx
Bytes)

(8

KA T AR I 75 %L (Initiator Transmitted Bytes) (4:)

] N 7 A& % i 715 2 (Responder Transmitted Bytes) (4:)

M 2 7 AR 4 ) 7
%7 (Resp. Tx Bytes)

i) B 5 A% % ) - 15 % (Responder Transmitted Bytes) (42)

M 1D

FA 77 ID (User ID) (&%)

R YD

S #3 ID (Application Protocol ID) (43)

URL 571 (URL
Category)

URL 2£5! (URL Category) (4£)

URL {5% (URL
Reputation)

URL {% (URL Reputation) (4£)

2 S 1D
(Client App ID)

% Fii i A 1D (Client Application ID) (4%)

Web [ ID (Web
App ID)
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| &B THRIEBEIESEN

ErceasEsy W

T 0 1 2 3

/fj 01/2|(3|4|5|/6|7|8|9|10(11/12|13|14|15|16|17|18(19|20(21|22|23|24|25|26|27|28|29|30/|31

Web [ f] ID (Web Application ID) (4E) TR IR (0)
(Str. Block Type
()
i}“i—:' A5 R RIS (String Block Type) (4:) F K
D (String Block
Length)
R E UK (String Block Length) (48) & PR FURL...
(Client App. URL...)
G R R (0) (String Block Type (0))
D E
(@)
T2 7 B K (String Block Length)
D
2=
o NetBIOS % #X...(NetBIOS Name...)
a 5 e HLEAY (0) (String Block Type (0))
<
BT S4B B (String Block Length)
= =0
59
@ %_’ g 7% 3 S .. (Client Application Version...)
>
B
N
E

W4 28300 1 (Monitor Rule 1)

W23 2 (Monitor Rule 2)

W2 28500 3 (Monitor Rule 3)

W25 4 (Monitor Rule 4)

W2 28500 5 (Monitor Rule 5)

W4 28300 6 (Monitor Rule 6)

W23 7 (Monitor Rule 7)

W54 28301 8 (Monitor Rule 8)

AR/ H AR 242 (Sec. A=At #E (File Event Count)
(Sec. Int. Src/Dst) Int. Layer)
N2 415 (Intrusion Event Count) KT E X (Initiator Country)
i 3 75 [ 2/ X (Responder Country) IOC %i5 (I0C Number)

P H 5 &4t (Source Autonomous System)

H#x H 6 &4t (Destination Autonomous System)
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MRB  TREIAREELES |

N RREEREEH

ZH 0 1 2 3
/fj 0/1/2|3|4|5|6|7|8|9|10{11|12(13|14|15|16|17[18|19|20(21|22|23(24|25|26|27|28|29 (30|31
SNMP #i X\ (SNMP In) SNMP %t (SNMP Out)
JE TOS (Source H#x TOS JRHERD (Source Epzsi
TOS) (Destination TOS) Mask) (Destination Mask)

‘w415 (Security Context)
%4155 (Security Context) (42)
24 1% 5 (Security Context) (42)

%4155 (Security Context) (42)

= VLAN ID A HLEER (0) (String Block Type (0))
s
=T
To FAFERHLEH (0) (String Block Type F45 8 K ¥ (String Block Length)
= § 0)) (&
o
m’% A E K (String Block Length) 5| F i) E#L (Referenced
o €=9) Host)...(Referenced Host...)

FI5 R ERISHY (0) (String Block Type (0))

T4 ER P FE (String Block Length)

R AREE

FH P4 (User Agent...)

FAFH BRAL (0) (String Block Type (0))

TR HUKCRE (String Block Length)

HTTP 5| FH i &
(HTTP Referrer)

SSL iE-B1E4L (SSL Certificate Fingerprint)
SSL iEP 484 (SSL Certificate Fingerprint) (4£)
SSL iE 84 (SSL Certificate Fingerprint) (%)
SSL iE 5454 (SSL Certificate Fingerprint) (42)

SSL iFH$54L (SSL Certificate Fingerprint) (4£)

SSL %% ID (SSL Policy ID)
SSL % ID (SSL Policy ID) (££)
SSL %M ID (SSL Policy ID) (42)

SSL %% ID (SSL Policy ID) (42
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| WEB  THIFRKESH
ErceasEsy W
) 0 1 2 3
’fTL 01|23 |4|5|6 10111213 |14|15|16|17|18|19|20(21|22|23|24|25|26|27|28|29|30|31

SSL #i ID (SSL Rule ID)

SSL #tE4: (SSL Cipher Suite) SSL fiiA (SSL SSL g5 aiE154t
Version) 15 (SSL Srv
Cert. Stat.)
SSL k& #4115 & (SSL Srv Cert. Stat.) (48 SSL sEFR#EAE (SSL

Actual Action)

SSL skrigfE
(%)

SSL Fiil#1E (SSL Expected Action)

SSL k7 (SSL
Flow Status)

SSLUIRA (8

SSL iR

SSL it iR % (SSL
Flow Error)
¢=9)

SSL Ji &I & (SSL Flow Messages)

SSL JivH & (SSL
Flow Msg.)
(82

SSL k%% 4
(SSL Server Names)

SSL Jitnd (SSL
Flow Flags)
(88

SSL Jiikri& (SSL Flow Flags) (452

SSL jithr

FRFER A (0) (String Block Type (0)

TR (0)
(StringBlockType
(0)) (&

TR HK T (String Block Length)

FREFHKE
(String Block
Length) (4£)

SSL k55 28 4 #5... (SSL Server Names...)

SSL URL 2475 (SSL URL Category)

SSL £:if ID (SSL Session ID)

SSL 4% ID (SSL Session ID) (4:)
SSL 41 ID (SSL Session ID) (4£)
SSL 41 ID (SSL Session ID) (4:)
SSL 41 ID (SSL Session ID) (4£)
SSL 41 ID (SSL Session ID) (4:)
SSL 4% ID (SSL Session ID) (4:)

SSL 41 ID (SSL Session ID) (45
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MRB  TREIAREELES |

N RREEREEH

22y 0 1 2 3
,fj 01(2[(3(4|5|6|7|8|9([10/11|12|13|14|15(16(17|18|19|20|21(22|23(24|25|26|27|28(29|30|31
SSL &1 ID K& SSL Zif ID (SSL Ticket ID)
(SSL Session ID
Length)

SSL Z4F ID (SSL Ticket ID) (&%)
SSL 4 ID (SSL Ticket ID) (4%)
SSL i ID (SSL Ticket ID) (4%)

SSL i ID (SSL Ticket ID) (£%)

SSL ZZiF ID (SSL SSL Zif ID KJF WX 2% 55 H7 SR 5T (Network Analysis
Ticket ID) (&£) (SSL Ticket ID Policy Revision)
Length)

WX 254311 51270 (Network Analysis Policy Revision) (£5)
WX 2% 73 B SRS 51T (Network Analysis Policy Revision) (£5)

WX 254317 51270 (Network Analysis Policy Revision) (£5)

W25 43T 5457 (Network Analysis
Policy Revision) (%:)

TERXHIT 5.4+ HERGTHE B8 P 7 Bek AT 738

# B-42 FEBEG B 5.4+ FEE

FE B i | i8] (Description)
ERGHE B4 |uint32 EEIH T 5.4+ HEEGIHE B HIH%N 157,
PP

(Connection
Statistics Data

Block Type)
ERGHE B4 uint32 BEREGOHE BEUR P T, BAREERG HE BPEER
PP KB \NAS T, 0 b BE S5 B s i 75 3.

(Connection
Statistics Data
Block Length)

% ID uint32 o N 334 e A ) %

(Device ID)

AMX uint8[16] fink i S s 3 A P AR RN T 22 42 X
(Ingress Zone)

HOX uint8[16] fith 2 S 33 A ) AR 22 A X

(Egress Zone)
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| MFEB THRIAREIESN
IR EsuEsy W

# B-42 EERIE RIS 5.4+ FB (4
FB Hympn i8] (Description)
INEEETE uint8[16] | I A sk Ui kA 1.
(Ingress
Interface)
H Oz uint8[16] HIF b e
(Egress
Interface)
KAETT 1Pkl uint8[16] RACHEREFAT PR I 2 1E 1 EHLE) 1P Hidik, SRA P Hidik )\
(Initiator IP i .
B 7 1P sk uint8[16] M N R R EALA EHLAT IP bk, RA P stk )\ f74H..
(Responder IP
(%EE%{I%W uint8[16] b A B RS AH R UL AR AR 5 (A& D

olicy
Revision)
U 1D (Rule uint32 fik A R RO U0 £ N FBAR IR (A& D .
ID)
FH) 1A uint16 TEH P G Pk £ B B RZ A B3 E CRoir. BHIESD
(Rule Action)
FHu] 5 ] uint16 IO fik o A ) DR A
(Rule Reason)
R AR T7 v 1 uint16 R LS ) .
(Initiator Port)
W J8 75 5 11 uint16 W) S8 = LA 1 3
(Responder Port)
TCP fr ik uint16 FOREEFM AT TCP Fri&k.
(TCP Flags)
¥ (Protocol) |uint8 IANA $5 & il 5.
NetFlow ¥ uint8[16] S HEBEE 3 RF NetFlow ¥4 i) 1P Ml
(NetFlow
Source)
S5 1D uint16 A A 2 & L Snort SEHI 15 1D
(Instance ID)
U A e uint16 F T DX )[R — A A i B S AR A
(Connection
Counter)
H— R (uint32 TE 231 T A2 e 58 — A Hdis & 1 H ATES 1R) (¥ UNIX B )3
[F) 8% (First
Packet
Timestamp)
e — AN EgEE  |uint32 FE 318 T ACH B Ja — N A 1 SRR [R] £ UNIX e [R] 8K
I ]
(Last Packet
Timestamp)
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MRB  TREIAREELES |

IBRRER SRS

# B-42

EEGIE BRI 54+ TR ()

FB

KRR

B (Description)

R A TT A A A
EIoRER
(Initiator
Transmitted
Packets)

uint64

RS AR o 1 ot L K

W) 182 77 A i 2
0.5
(Responder
Transmitted
Packets)

uint64

M 7 = LA i £ et R K

KA TT AR 7
T4 (Initiator
Transmitted
Bytes)

uint64

S TN i 7 55

W] J82 75 A2 fn P =
T H
(Responder
Transmitted
Bytes)

uint64

M IS E LA i £ 7 45 4

HAF D

uint32

B 6 R B A GRS E AL T B AR IR

N FH 1D
(Application
Protocol ID)

uint32

2RI S 1D

URL 2851 (URL
Category)

uint32

URL I A B AR5 o

URL f5%F (URL
Reputation)

uint32

URL 5% B A B FR IS

% i N 1D
(Client
Application ID)

uint32

Wk N2 g B O A AR IR S (CERD .

Web ¥ H
ID (Web
Application ID)

uint32

Al Web NI A #ER RS (&R .

T HR PR
(String Block
Type)

uint32

R BN N URL 8745 8 i B . (IR 208 o

TR
(String Block
Length)

uint32

27 i N URL 4 Jdle e b ) 7 4 8, B35 3 15 s B A
AL F BB NS 7745, 0 k% 77 i B URL 74 £ o ) 71

% 7 v N
URL (Client
Application
URL)

& P N U R URL (i D

/files/index.html) o

(Hlan
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| MxB

TREIBRREARS

# B-42

EEGIE BRI 54+ TR ()

ErceasEsy W

FB

KRR

P8 (Description)

TR R
(String Block
Type)

uint32

JA B EHL NetBIOS 4 FR 715 Hidfi e . HIRZN 0.

1 P
(String Block
Length)

uint32

TR EE SR R TR BT R AR R B
S\, Nk NetBIOS 44 FR 44 H A ) = 15

NetBIOS #Fk
(NetBIOS

Name)

T

FHl NetBIOS L FRF/H .

T HR PR
(String Block
Type)

uint32

JA B 7 S IS FH RRAS (0 74 s R B . (AR 20N o

TR
(String Block
Length)

uint32

FH % 7 S 82 FH ROAS (4 743 s Bl B (0 1 8. BaE AT
3 BRI BE 10\ A5, 0 L A B 5 35 4

% 7 i N RCA
(Client
Application
Version)

T

B i P ARCAS

s 2 B 4
(Monitor Rule 1)

uint32

SIERLHAF RS — A IS 1D,

BN 2
(Monitor Rule 2)

uint32

HERREA RS A RS ID.

dEz s AL 3
(Monitor Rule 3)

uint32

5ERR A RPN = 2 1D

28 4
(Monitor Rule 4)

uint32

SERREA B S YA B S WA 1D

28 5
(Monitor Rule 5)

uint32

S IERE AT R S T AR S W 1D

heE et Sy WIING
(Monitor Rule 6)

uint32

SRR R S N A I 2 U 1D

AR 7
(Monitor Rule 7)

uint32

HERFEA R B AR 1D,

28 8
(Monitor Rule 8)

uint32

5 R )\ I AN Y 1D

2 tE R/ B
Fr (Security
Intelligence
Source/
Destination)

uint8

JRECH AR P Hudik 5 1P FHAES R 2 S ILE .

ZERHIRZ
(Security
Intelligence
Layer)

uint8

5 IP FHIEARILACH IP 2
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MRB  TREIAREELES |

N RREEREEH

# B-42 FEEG 5 EHER 54+ FB (4B

FB Hymapn i8] (Description)

SO AT uint16 FH T DX 1R — 80 % AR 0 SO A A OB
(File Event

Count)

NI A4 uint16 FH - DX TRl — A0 A (i N A2 S BB
(Intrusion Event

Count)

RAELTTEZ /M |uint16 RS FE AL S/ X ARAS

X (Initiator

Country)

Wi B 77 [ 5K /4 juint 16 Wi 7 == AL ) 1 2K/ 4 X AR o

X (Responder

Country)

IOC %5 (I0C  |uint16 HIWHEAHX R EFER ID 5.
Number)

FEHIR RS uint32 VERIEEON SRR HVE RA KI5
(Source

Autonomous

System)

ERINSPEERSS uint32 VE IR B SR I H bR BIE RIS .
(Destination

Autonomous

System)

SNMP i A uint16 HINBEOH SNMP %R 5],

(SNMP Input)

SNMP i i uint16 ) SNMP % 5] .

(SNMP Output)

Ji TOS uint8 N LIRSS T B 2R
(Source TOS)

H#ix TOS uint8 O RS R B R,
(Destination

TOS)

A uint8 YR HE TSRS

(Source Mask)

H prfEny uint8 SRz bR E IR IR

(Destination

Mask)

LA R uint8(16) MEEN 2 e GEUP K8 1 ID . TR, &R
(Security GAUK 215 S N 1) ASA FirePOWER 5 #4578 it 7 Bk .
Context)

VLAN ID uint16 FoRENLITE VLAN ] VLAN Frifl s,
TP R PR uint32 JE A E S B EN TR B SR . (HIG% 8 0.
(String Block

Type)
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| %B THRIARIIESH
RcEEnmEsn W
# B-42 EEG MG EHES 54+ FR (L)
FB Hympn i8] (Description)
FIPHR K uint32 SIHPEN RS 8, BRI AR L7
(String Block By )\AS 45, L 5] F ) FH1”(Referenced Host) F
Length) B 5.
FENEIN FIFH HTTP = DNS #$2 {1 =415 .
(Referenced
Host)
FRFH P uint32 A AL P AR I A7 i B e . (HIR %N 0.
(String Block
Type)
TP uint32 P AR 777 5 e e i 70 4, B s P R AR Sk - B
(String Block BN 73, i E<H P AREE”(User Agent) B [l 77
Length) ¥,
P AR FIFH 2R AP RERLF B RIE R
(User Agent)
FIFH P uint32 JA AL HTTP 5] b s i 7455 5 Bl B . (HU6%5M 0.
(String Block
Type)
TR R uint32 HTTP 5| F b s 745 o s B () 7215 5, B dE B A A =k
(String Block FEE)NAZT, W E“HTTP 5]k S5”(HTTP Referrer)
Length) FBA T
HTTP 5l H¥s & |5 DU RS YR A3 o 1k M AT E HT TP i 5l H k5 B p
(HTTP Referrer) HH,
SSLiFfifegr  |uint8[20] SSL k% #3E 151 SHAT #41.
(SSL Certificate
Fingerprint)
SSL %% ID(SSL |uint8[16] LB PRI SSL SEES Y ID 4w 5 .
Policy ID)
SSL#MID(SSL |uint32 AbFRIESZ ) SSL AN EERINIAE R ID 45 .
Rule ID)
SSL #MELE  |uint16 SSLEEH A M I PF . 0 LA b AR A 6 M
(SSL Cipher eI ELEMS,, ES5
Suite) www.lana.org/assignments/tls-parameters/tls-parameters.
xhtmlo
SSL fiiA uint8 FI sk in 25 3% 32 (9 SSL &k TLS Wil il 4s .
(SSL Version)
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IBRRER SRS

# B-42 FEEG 5 EHER 54+ FB (4B

FB Hymapn i8] (Description)
SSL AR5 2%E-15 |uint32 SSL IEFRAS . Al REA(H (.45
S (SSL 0 - KK - W25 BAE TR RV A
Certificate 1 - KA - HRSS BAE TR S TLIEH E -
Status) 2 - B - S AIETA AL
4- B - REBIEBCHE.
16 - MUK TEARK - WA 48 0 I AR 5 TG 3
32 - BT - M FAE T2 4 AL
64 - I - MRS EUEH Ol .
128 - AR - MRS5AIE TS v R AR R
256 - FUEH - R S5 #5UE 15 ARy
SSL :prfgfE  (uint16 AR A SSLILI X R PAT 1HRAE . T R o 4 e 131 vl g
(SSL Actual TEPAT, SCERAE T RE S WUHERIEAE . m]REIME A4
Action) . 0 - R A
1 -VE R
2 =‘BHIE
3 -BHIEFHFEE
4 SR (BRI
s -ffa CEIAREE)
6 -fRE R
SSL #ilA#(E  |uint16 HRAE SSL U R AZ 5 AT IR . P REME AL 4

(SSL Expected
Action)

& (BREYD
e CEHMYD
% ()
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| MxB

TREIBRREARS

# B-42

ErceasEsy W

EEGIE BRI 54+ TR ()

FB

KRR

P8 (Description)

SSL k% (SSL
Flow Status)

uint16

SSLL IR o IX LR UL W T hAT BB AR BT S B B R
HEBERER . RERERRE:

0 =ARAT

1 =ANULEL

2 -y

3 -HEGAF

4 - RENFEHELS

5 - ANZ RN E LB

6 NSRRI SSL A

7 - SSL K4

8 - FEME AN P o AR 2 I 2
9 =& FH 1R’

10 R E R

ﬁiﬁﬂﬁ%%ﬁ@%%
Ry A HE 38 H A Pk 2

13 -‘W“B%awe
14 ='W SHA T
15 =R 55 B IE 5 Ab B T 20
16 - S5 2R UE IR SR AT
17 - TIERALFF A # DN’
18 - TCIRGZAF MUK # DN’
19 =AM SSL WA’
20 -"HMHEF FI R A AT A
21 -HMEBUE B SUA AT AL
22 ='W HBIE B AR TERE
23 ='W HBIE T H R A AT AT
24 - EBUEF AT HY?
25 =" WHIE e 80A AT A
26 =R 55 A UE IR UE A AT A
27 =M 45 A% IE IR IE 2
28 - FRAE AL

RKAER
ekl

SSL iz % (SSL
Flow Error)

uint32

TR SSL A iRAU .

XA AT TR S
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IBRRER SRS

# B-42

EEGIE BRI 54+ TR ()

FB

KRR

B (Description)

SSL il B
(SSL Flow
Messages)

uint32

TESSLIEF WA, 2 P ui FlAR 2% 2% 2 [RIZ2 e B . A KR VEA
£ 8., 521 http://tools.ietf.org/html/rfc5246.

0x00000001 - NSE_MT__HELLO_REQUEST
0x00000002 - NSE_MT__CLIENT_ALERT
0x00000004 - NSE_MT__SERVER_ALERT
0x00000008 - NSE_MT__CLIENT_HELLO
0x00000010 - NSE_MT__SERVER_HELLO
0x00000020 - NSE_MT__SERVER_CERTIFICATE
0x00000040 - NSE_MT__SERVER_KEY_EXCHANGE
0x00000080 - NSE_MT__CERTIFICATE_REQUEST
0x00000100 - NSE_MT__SERVER_HELLO_DONE
0x00000200 - NSE_MT__CLIENT_CERTIFICATE
0x00000400 - NSE_MT__CLIENT_KEY_EXCHANGE
0x00000800 - NSE_MT__CERTIFICATE_VERIFY

0x00001000 -
NSE_MT__CLIENT_CHANGE_CIPHER_SPEC

0x00002000 - NSE_MT__CLIENT_FINISHED

0x00004000 -
NSE_MT__SERVER_CHANGE_CIPHER_SPEC

0x00008000 - NSE_MT__SERVER_FINISHED
0x00010000 - NSE_MT__NEW_SESSION_TICKET
0x00020000 - NSE_MT__HANDSHAKE_OTHER
0x00040000 - NSE_MT__APP_DATA_FROM_CLIENT
0x00080000 - NSE_MT__APP_DATA_FROM_SERVER

SSL Jiitrd (SSL

Flow Flags)

uint64

s ER RGO br & . ATRENIE BT
0x00000001-NSE_FLOW__ VALID- 75 15 B it 7 B, Hofth
FEAAM
0x00000002-NSE_FLOW__INITIALIZED - N #5545 #) . #E 4%
G AT A B
0x00000004-NSE_FLOW__INTERCEPT-SSLZ>iF O 4 42 %

TAT R
(String Block
Type)

uint32

JRENEE SSL k55 e A4 PR I AT R Bl B . (IR o,

TR
(String Block
Length)

uint32

SSLM % #% AR5 AR R 2 8, B PRARIE Sk
F B \NAFAT, I E“SSL R 45 %% 4 #87(SSL Server
Name) B H 171540
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| M®B  THREIBREELSH
IR EsuEsy W
# B-42 EERIE RIS 5.4+ FB (4
FB g it i8] (Description)
SSL k&t | FRE FE SSL 2 7 i R S [H] H AR 5% 4% 44 B s Hh SR AR A FR
(SSL Server
Name)
SSL URL 2% |uint32 AR A 55 2 44 FRANIE 55 H 44 TR0 1R It 8 20
(SSL URL
Category)
SSL £k ID(SSL |uint8[32] %% P i R R 5% 4 [F) i AT 2 G LA IS, SSLAE T3 A4 FH 1Y)
Session ID) 215 ID 18
SSL 2% ID K& |uint8 SSL 21 ID K E . RE21E ID ARt 32 AN, Ml
(SSL Session ID T Ee /N T 32 AEH
Length)
SSL ZIFID(SSL |uint8[20] %% 7 i FH R 55 245 (5] J A P 2 0 SRR I A5 F 1 2 0 SRR A
Ticket ID)
SSL ZEiE ID K& |uint8 SSL FilE ID K. R ID Aggiat 20 N1, IE
(SSL Ticket ID ATHENT 20 METT,
Length)
W4 43 B gz uint8[16] 5 T 2 A AH O 1R O 2 73 B SR IR T

1T (Network
Analysis Policy
Revision)

ERGTHE B HIER 6.0

FERG e BAERSR A E SR E R . T 6.0 MEESGTHE BEERIR RN T 248
B, W FBOE N T SCF ISE SR Z AN &ML . T RRA 6.0.x ERES 15 B BIE B
RN 25 1 Hd b i 160, BB RHE 157, EH401HE B4 5.4.1, 28 B-224
Lo ISIUHTFBOR N 7 3 HF DNS i) fl % 4 fE 4

fen] LUR I EH IR A 13 HFEMERIGN 71 iR B B R H AR E TR E

”(Request Flags) F &4z 30) i RELFMHILR. 1F

ZEWRIFE, B 2-12 7. RS

Az 23, WHEsR P 205 EF k.
TEE/RAT 6.0 FEESTHE S 8E B A% K

T 0

1 2 3

ﬁi 0[1]2|3)|4

5/6(7]8

9

1011|1213 |14|15(16|17|18|19|20|21|22|23|24|25|26|27 28|29 |30 |31

RS B EIEESA (160) (Connection Statistics Data Block Type (160))

RS HE B AR K (Connection Statistics Data Block Length)

% 4% ID (Device ID)

AH[X (Ingress Zone)

A X (Ingress Zone) (4%)
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N RREEREEH

=St 0 1 ‘ 2 3

9 (10(11|12|13|14|15|16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

AH[X (Ingress Zone) (45)

A X (Ingress Zone) (432)

i O [X (Egress Zone)
H T [X (Egress Zone) (42)
H O X (Egress Zone) (42)

H T [X (Egress Zone) (42)

A H#: 0 (Ingress Interface)
A H#:0 (Ingress Interface) (452)
A0 (Ingress Interface) (42)

A H#20 (Ingress Interface) (42)

H 420 (Egress Interface)
H H$#2 0 (Egress Interface) (42)
H 714 1 (Egress Interface) (42)

H 4% 0 (Egress Interface) (42)

KT IP Hitlk (Initiator IP Address)
KR J7 IP Hihilk (Initiator IP Address) (4:)
RAETT IP Hidk (Initiator IP Address) (4£)

K IP Hidlk: (Initiator IP Address) (4£)

WM 77 IP #idik (Responder IP Address)
e ;75 IP ikt (Responder IP Address) (4£)
i &5 1P Hihik (Responder IP Address) (4:)

mi 75 1P Hilik (Responder IP Address) (4£)

HMgAET (Policy Revision)
HHEAEIT (Policy Revision) (££)
KEEAEIT (Policy Revision) (4%)

HM&{&1T (Policy Revision) (4E£)
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| WEB  THIFRKESH
ErceasEsy W
sy 0 1 2 3
,fz 0|1/2(3|4|5|6 10111213 |14|15|16|17|18|19|20(21|22|23|24|25|26|27|28|29|30|31

#L 1D (Rule ID)

FE#4E (Rule Action)

FJE K (Rule Reason)

R SRR (582

RT3 (Initiator Port)

Wi v 5 % I (Responder Port)

TCP #xi& (TCP Flags)

1Y (Protocol)

NetFlow 7§ (%2)

NetFlow 75 (NetFlow Source)
Netflow & (Netflow Source) (4E)
Netflow & (Netflow Source) (4E)

Netflow & (Netflow Source) (4E)

524 1D (Instance ID)

R
(Connection
Counter)

R (80

55— N BT 1A) 2% (First Packet Timestamp)

B — N A 1]
2 (First Pkt
Time) (4£)

B g — M E B [ (Last Packet Timestamp)

B — N LR
[aJ#k (22

AR TT AR A EEE 13 (Initiator Transmitted Packets)

SR TT B M IR AL (Initiator Transmitted Packets) (48)

Wi 5 7 7 4 98 4.4 (Responder Transmitted Packets)

Wi J3 77 1 % 848 20,28 (Responder Transmitted Packets) (45)

RARTT R 75 % (Initiator Transmitted Bytes)

RS T AR - # (Initiator Transmitted Bytes) (45)

Wi |87 J5 A ) 51
(2

Wi S5 A% % 7 T %k (Responder Transmitted Bytes)

' ID

Fi F ID (User ID)
(&)

M Y ID (Application Protocol ID)

N Er ID
€3]

URL Z&Ji1l (URL Category)
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N RREEREEH

T 0

2 3

{i 0{1|2|3|4|5|6|7

15|16|17|18|19(20|21|22|23|24|25|26|27|28|29|30|31

URL 245 (URL
Category) (42)

URL {5% (URL Reputation)

URL f5% (URL % ;i 1D (Client Application ID)
Reputation)
€9
2 i Y 1D Web 5 ID (Web Application ID)
(Client App ID)
(20
WebMHID (£2) FAF R LA (0) (Str. Block Type (0))
o FARFER A FRFEHK T (String Block Length)
s ()
?ﬁ‘iﬂ%ﬁfg % ;i N FURL... (Client App. URL...)
m FIFE LA (0) (String Block Type (0))
D E
(@)
kS 75§ B (String Block Length)
B
™ NetBIOS 4 #x...(NetBIOS Name...)
g TR PEER (0) (String Block Type (0))
'
2= §§ TR K FE (String Block Length)
1 =Q
& Ejjr\f(l % F i N i AS..(Client Application Version...)
5
$)
WS 28 1 (Monitor Rule 1)
Wiz 22500 2 (Monitor Rule 2)
W23 3 (Monitor Rule 3)
Wiz 22500 4 (Monitor Rule 4)
W23 5 (Monitor Rule 5)
Wi 2830 6 (Monitor Rule 6)
W25 7 (Monitor Rule 7)
Wi 2830 8 (Monitor Rule 8)
LA PR/ H AR 2402 (Sec. X AH A5 (File Event Count)
(Sec. Int. Src/Dst) Int. Layer)
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| &B THRIEBEIESEN

ErceasEsy W

=) 0 1 2 3

/fj 0(1|2|3|4|5|6|7(8|9/|10{11]|12|13|14|15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

N2 4315 (Intrusion Event Count) KT E Z X (Initiator Country)
3 77 [ 2%/ X (Responder Country) IOC %i5 (I0C Number)

JE B A 24t (Source Autonomous System)

H #5 H ¥ & 5t (Destination Autonomous System)

SNMP % A\ (SNMP In) SNMP %t (SNMP Out)
J5 TOS (Source H#x TOS JRHERY (Source H Ar R
TOS) (Destination TOS) Mask) (Destination Mask)

245 (Security Context)
%4135t (Security Context) (452)
27455 (Security Context) (4£)

‘Z %1% 5 (Security Context) (£5)

7 VLANID P B B AL (0) (String Block Type (0)
s
=T
3:_‘"0 A HEAY (0) (String Block Type A HHAK E (String Block Length)
28 (0) (45
Zo
”‘% F 48K (String Block Length) 3| F i EHL (Referenced
o (#2) Host)...(Referenced Host...)

FIFERERSAY (0) (String Block Type (0))

FrFE K (String Block Length)

AR

F PR3 (User Agent...)

45 R EISAY (0) (String Block Type (0))

A E UK (String Block Length)

HTTP 5| f3i f5..(HTTP Referrer...)

HTTP 5] 3 &
(HTTP Referrer)

SSL iE 54 (SSL Certificate Fingerprint)
SSL iE- 5484 (SSL Certificate Fingerprint) (42)
SSL iEH4E4L (SSL Certificate Fingerprint) (42)

SSL iEF4E4L (SSL Certificate Fingerprint) (42)

SSL iE 484 (SSL Certificate Fingerprint) (4£)
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f%B

IBRRER SRS

0 1 2

0(1|2|3|4|5|6|7(8|9/|10{11|12|13|14|15(16|17|18|19|20|21|22

23

24|25|26|27(28|29|30|31

SSL % ID (SSL Policy ID)
SSL #H ID (SSL Policy ID) (42)
SSL %% ID (SSL Policy ID) (%£)

SSL 4 ID (SSL Policy ID) (4t)

SSL # 1D (SSL Rule ID)

SSL #fi &4t (SSL Cipher Suite) SSL fii A (SSL SSL kS5 #FET 4
Version) 115 & (SSL Srv
Cert. Stat.)
SSL k45 #HE B4 i115 S (SSL Srv Cert. Stat) (£2) SSL SEBr#EAE (SSL

Actual Action)

SSL L FrigE(SSL
actual Action)
(%)

SSL i1 (SSL Expected Action)

SSL Jitik# (SSL
Flow Status)

SSL itk (48 SSL iRz

SSL itk % (SSL
Flow Error)
()

SSL ji &4 & (SSL Flow Messages)

SSL JiiH & (SSL
Flow Msg) (4£)

SSL k45#% %
(SSL Server Names)

SSL jitr i (SSL Flow Flags) (42

SSL i Ebr & (SSL Flow Flags)

SSL jiikr& (SSL
Flow Flags)
()

FIF R BSA (0) (String Block Type (0))

FAFE LA (0)
(StringBlockType
(0)) (&)

IR B (String Block Length)

TR
(String Block
Length) (4£)

SSL k45 2 4 #5... (SSL Server Names...)

SSL URL 2551 (SSL URL Category)

SSL 41 ID (SSL Session ID)
SSL 4% ID (SSL Session ID) (4£)
SSL 451 ID (SSL Session ID) (£:)

SSL 41 ID (SSL Session ID) (4£)
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| MFEB THRIAREIESN
Aty B
S 0 1 2 3
»fj 0/1/2|(3|4|5|6|7|8|9|10(11|12{13|14(15(16|17|18|19|20|21|22|23(24|25|26|27|28(29|30|31
SSL 41 ID (SSL Session ID) (4£)
SSL 41 ID (SSL Session ID) (4%)
SSL £:iF ID (SSL Session ID) (4
SSL %1% ID (SSL Session ID) (4£)

4516 ID K&
(SSL Session ID
Length)

SL ZZiF ID (SSL Ticket ID)

SSL i ID (SSL Ticket ID) (&%)
SSL Z4F ID (SSL Ticket ID) (45)
SSL 24 ID (SSL Ticket ID) (&)

SSL Z4[F ID (SSL Ticket ID) (&%)

SSL ZE ID (SSL
Ticket ID) (&2

SSL FiF ID K
(SSL Ticket ID
Length)

WA 2% 50 4T S 45T (Network Analysis
Policy Revision)

WX 2% 73BT S i& 51T (Network Analysis Policy Revision) (42)

WA 2% 45 ¥ S 51T (Network Analysis Policy Revision) (45)

WX 2% 73BT S i& 51T (Network Analysis Policy Revision) (42)

WA 2% 557 SIS A5 (Network Analysis
Policy Revision) (%£)

235 E B S F ID (Endpoint Profile ID)

23 it & 34 ID (Endpoint Profile ID)
(4

44 ID (Security Group ID)

‘%420 ID (Security Group ID) (45 {37 E IPv6 (Location IPv6)

£ & IPv6 (Location IPv6) (%)
{7 & IPv6 (Location IPv6) (43)

fii & IPv6 (Location IPv6) (4E)

{7 & IPv6 (Location IPv6) (%)

HTTP 15 (HTTP Response)

HTTP i (HTTP Response) (4%)

F45 H HeEAY (0) (String Block Type (0))

P55 (0) (String Block Type
(0)) (2)

FRFHHUKFE (String Block Length)
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N RREEREEH

= 0 1 2 3
/fj 0/1/2|(3|4|5|6|7|8|9|10(11|12|13|14(15(16|17|18|19|20|21|22|23(24|25|26|27|28(29|30|31
?ﬁ%ﬂ&ﬁeﬂ?m®mﬁmm DNS #5..(DNS Query..)
s
DNS i3 25% (DNS Record Type) DNS 12574 (DNS Response Type)
DNS TTL
Sinkhole UUID

Sinkhole UUID (%)
Sinkhole UUID (%)

Sinkhole UUID (%)

4% %1% 1 (Security Intelligence List 1)

245 FF 2 (Security Intelligence List 2)

TR T 6.0.x MRS B AR 7 B AT 1 U .

# B-43 FELEG G BHITE 6.0 F&

FB HiERR P8 (Description)

ERGHE B4 uint32 BT 6.0+ KEESHE B8R, EIH%N 160.
PR

(Connection
Statistics Data

Block Type)
HEH S B4 |uint32 ERZGHE BRI R R, A ARER G THE B
RSN MK BB A, 0 b B G 2 0 o i =5 4.

(Connection
Statistics Data
Block Length)

w#% ID uint32 o ) 38 e A R

(Device ID)

NS uint8[16] fith 2 S 33 AW ) AR N 22 4 X
(Ingress Zone)

HIX uint8[16] fish A SR 3 A F) A 1 22 4 X
(Egress Zone)

NEE S uint8[16] F T N s 1 1

(Ingress

Interface)

HaEE uint8[16] HF s = i .

(Egress

Interface)
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| MFEB THRIAREIESN
IR EsuEsy W
# B-43 BEERI GBI 6.0x FB (4
FB Hympn i8] (Description)
RAETTIP il uint8[16] KA FAF PR 2 TE R EHLR 1P Mk, SR P Hhhk )\
(Initiator IP IRAE
WA Ry 1P Mkl uint8[16] i N % AR E AL FEHLE 1P hhik, SRA IP Mkl )\ A2 4.
(Responder IP
HRIEAEIT uint8[16] 5l R () SR IR A AH DR AR p A 5 Clms& YD
(Policy
Revision)
LU 1D (Rule uint32 fik i A TR0 £ P FBAR IR AT (A& D .
ID)
F #1E uint16 FEH P S o B B X Z R R (RoVE BHIESE) .
(Rule Action)
FHU) 5 R uint32 F I fi A ) JERL AL
(Rule Reason)
R JT v uint16 RS AL A o
(Initiator Port)
M 82 75 Sy ] uint16 M) 87 = ATLASE FH F  1
(Responder
Port)
TCP #ri uint16 FORIEFEM BT TCP Fri&.
(TCP Flags)
¢ (Protocol) |uint8 IANA F& & 5 .
NetFlow i uint8[16] S H B (1 S FF NetFlow FIBE 4 1P Mkl
(NetFlow
Source)
S5 1D uint16 A AR I 2 & L Snort 5L 15 1D
(Instance ID)
R uint16 FH 3 DX 1R — 0 e Ae 5 e A OB
(Connection
Counter)
i €7 RN uint32 TE 23 1 H A2 4 55— A0t 0 10 H AT R] £ UNIEX B TRJ R .
I )
(First Packet
Timestamp)
RJa — M E uint32 E 2 1 A8 e de J — A B A0 1 1 ST A] £ UNIDX I )L
A0, I 7] 38K
(Last Packet
Timestamp)
KT R4 |uint64 R A TN a0 B EL AL
EITRER e
(Initiator
Transmitted
Packets)

Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

N RREEREEH

# B-43 EEL GBI 6.0x TR (46

FE A E Tt B (Description)

Wi B 75 f A | uint64 W) 182 = AL A i P 0 A0 B

AL

(Responder

Transmitted

Packets)

KT |uint64 KA F NS 715

T4 (Initiator

Transmitted

Bytes)

Wy 152 775 A% uint64 W) N2 = ATLA% i 9 4

IRtk

(Responder

Transmitted

Bytes)

M 1D uint32 I 8 s B A R E I EALH P BN AR IR T

R FH B0 1D uint32 R FE BRI 2 1D

(Application

Protocol ID)

URL 2% (URL  |uint32 URL 253 9 A FB B 30 5

Category)

URL {%% (URL |uint32 URL {52 1 A #BFR RS

Reputation)

7% 7 v uint32 Bl Ao F v S R B AR RS (A& R .

ID (Client

Application ID)

Web [ H uint32 el Web S H BN bR RS (CA&EHD .

ID (Web

Application ID)

A K uint32 JE 8% i N URL =7 s Bl . HIRZN oo
(String Block

Type)

TR uint32 % 7 o B FH URL 545 B 0 B b R 2715 2, A0 4% R B 7Y
(String Block A B By \ASF715, 0 2 7 3 &2 URL 245 5 o g 24
Length) .

% PV S TR PN U URL (W& A (g

URL (Client /files/index.html) o

Application URL)

FRPRRE uint32 JE B FEHL NetBIOS 4 BRI 77 i Bl . {HIGZN oo
(String Block

Type)

TR uint32 FAFER AR R 8, AR R PR R B
(String Block JAANFAT, b NetBIOS 4 FR 745 H /R ) 75 5
Length)
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| MxB

TREIBRREARS

# B-43

EEGEEHFR 6.0x TR (48)

ErceasEsy W

FB

KRR

P8 (Description)

NetBIOS # Fx
(NetBIOS
Name)

= /Y

TR

T4l NetBIOS & W FE4FH

TR H PR
(String Block
Type)

uint32

JA B % i N RRAS ) 7 A R B . fEL S

RZN 0.

TR RS
(String Block
Length)

uint32

P2 7 3 LA B 774 o AR e 7

T, AR

H BRI BE B\ A4, I A A 5 15 5

2% P v S WA
(Client
Application
Version)

T

2 S L RRCA o

PSR 1
(Monitor Rule 1)

uint32

SERE RS — A SR 1D,

28 2
(Monitor Rule 2)

uint32

5 ERE R RS A MR AU 1D

28 3
(Monitor Rule 3)

uint32

SE B AT ORIC 5 = A IR S 8 1D

IRz s R 4
(Monitor Rule 4)

uint32

SRR AR R 5 DA M 2R MU 1D

iog g SIS
(Monitor Rule 5)

uint32

SERRE B S A S WA 1D,

R 6
(Monitor Rule 6)

uint32

SIERE RS AN S WA 1D,

P2 7
(Monitor Rule 7)

uint32

5SR-S U 1D,

=N 8
(Monitor Rule 8)

uint32

SERE KRB S\ A SR 1D,

A RIE/ B
Fr (Security
Intelligence
Source/
Destination)

uint8

JEEH A IP Mok 5 1P FHAIESER 2 UL .

ZAERE
(Security
Intelligence
Layer)

uint8

5 IP BHIEZIRILECH) IP JZ .

AR
(File Event

Count)

uint16

P DX 1R — A0 5 A B SR A A

NZHEAF T E

(Intrusion Event
Count)

uint16

FIT DX [ — A0 A N AR A A

Cisco Secure Firewall eStreamer £ {55
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N RREEREEH

# B-43 EEGEEHFR 6.0x TR (48)

FB Hymapn i8] (Description)

RiEETEZE/M |uint16 RS F MR E S/ X AR

X (Initiator

Country)

WRTE R/ uint 16 W 87 L 0 53 XS

X (Responder

Country)

I0C %i % (I0C  |uint16 UL AR B 10 1D B0

Number)

S REEYS uint32 YE NI BOS AR YR I8 RS T

(Source

Autonomous

System)

ERNEREEYE uint32 VERIEEON SR B AR BIE R4 95
(Destination

Autonomous

System)

SNMP %t A\ uint16 BINFZITH) SNMP % 5] .

(SNMP Input)

SNMP %t uint16 8 SNMP %51 .

(SNMP Output)

J5 TOS (Source |uint8 FE NS O RS i B 2R

TOS)

H#x TOS uint8 & 4 DT IR S5 7 e B 2R A

(Destination

TOS)

AR uint8 VR HL AL TSRS .

(Source Mask)

H br s uint8 H btk 57 28 RS .

(Destination

Mask)

LA uint8(16) MEEE N2 s GEIIP K M ID 5. EEE, &
(Security AU 2 15 = T (1) ASA FirePOWER #4378 1L 7 B .
Context)

VLAN ID uint16 LARFEHLTE VLAN ff) VLAN 45115

= R 2 TR uint32 JBAAE L R EN TR R AR [EH%A o.
(String Block

Type)

TR uint32 U EN R BRI )78, BRI R AR L T
(String Block B )\, i B3] F i FHL”(Referenced Host) 7
Length) B i 4.

1 FiLH 2L A HTTP 5 DNS L fehy 2 Bl 4 15 .

(Referenced

Host)

Il Cisco Secure Firewall eStreamer £ /155 |



| %B THRIARIIESH
RioEssuEsy W
# B-43 EET I B 60X FB (82
FB Hympn i8] (Description)
2 KR uint32 A A P AREE I A R B R . HARAN o
(String Block
Type)
TAE R uint32 P AR5 Hp B S p 21 4, B RS R ARGk 7 B
(String Block J\ANFAT, i B AR (User Agent) 7B T
Length)
Fi P ARHE (User |74 2ih A P ARE R Sk F B RIS B
Agent)
S ER K uint32 JRBAE HTTP 5] i S 77 ep i e, HIRZ0N o
(String Block
Type)
TR uint32 HTTP 5] Huh s 57 B B b i =4 8, B B AR Sk
(String Block F R )\AFAT, I E*HTTP 51 H ik &A”(HTTP Referrer)
Length) FBH AT
HTTP 5| ¥k s |55 DL AR Ak . 1Zuk S Al E HT TP i & 5| H RIS S
(HTTP Referrer) ® 3,
SSLiEfifggr  |uint8[20] SSL 45 #5iE 151 SHAT #51.
(SSL Certificate
Fingerprint)
SSL 5% ID(SSL |uint8[16] AbFHERET SSL SR 1) 1D %S s
Policy ID)
SSL#MID(SSL |uint32 Ab IR ) SSL AN EER N AE T ID 45 s
Rule ID)
SSL % & |uint16 SSLE A AT I B 1F . % AE DA b S A . 0640
(SSL Cipher fRE N ENEML, 1ES0
Suite) www.lana.org/assignments/tls-parameters/tls-parameters.
xhtml o
SSL fitA (SSL |uint8 FH R a5 321 SSL 5% TLS Pl fii4s o
Version)
SSL 45 #8iE15  |uint32 SSLUE PR . AT BERIE A5
gjv ngL 0 - RHTE - R4S SAE TR VA
Certificate 1- RH - RS BIEPIRS TR E .
Status) 2 - AR - MAEUETA .

4a- B - RS B/IEHCHE.

16 - MUK TR - MRS AR UK & TG AL
32 - A TR - MRS AUE T IS4 TR

64 - I - MRS IIEB C i .

128 - WARA - MR 55 BIE A5 1 AR A K

256 - $AUAH - IR S5 A AR -
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N RREEREEH

# B-43 EEGEEHFR 6.0x TR (48)

FB Hymapn i8] (Description)

SSL sZBrfEfE  |uint16 PRI SSLILI X F B AT BB AE . T U o 8 o 3 1 T g
(SSL Actual TAEPAT, HHERERTRE S BUREA A . vl RE O (H B4
Action)

0 - ARAT

1 -E R

2 =‘FHIE’

3 - THIEFFEHEE

a-fRE (BRI
% CHHRD

6 -ffE i) °

SSL FijfE  |uint16
(SSL Expected
Action)

HR 4 SSL HI I B 1206 2 e 30 AT AR . T RERO(E LT
0 ="ARH

s RE (EmED
s MR CE R
6 MR CHFE)
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| MxB

TREIBRREARS

# B-43

ErceasEsy W

EEGEEHFR 6.0x TR (48)

FB

KRR

P8 (Description)

SSL k% (SSL
Flow Status)

uint16

SSLL IR o IX LR UL W T hAT BB AR BT S B B R
HEBERER . RERERRE:

0 =ARAT

1 =ANULEL

2 -y

3 -HEGAF

4 - RENFEHELS

5 - ANZ RN E LB

6 NSRRI SSL A

7 - SSL K4

8 - FEME AN P o AR 2 I 2
9 =& FH 1R’

10 R E R

ﬁiﬁﬂﬁ%%ﬁ@%%
Ry A HE 38 H A Pk 2

13 -‘W“B%awe
14 ='W SHA T
15 =R 55 B IE 5 Ab B T 20
16 - S5 2R UE IR SR AT
17 - TIERALFF A # DN’
18 - TCIRGZAF MUK # DN’
19 =AM SSL WA’
20 -"HMHEF FI R A AT A
21 -HMEBUE B SUA AT AL
22 ='W HBIE B AR TERE
23 ='W HBIE T H R A AT AT
24 - EBUEF AT HY?
25 =" WHIE e 80A AT A
26 =R 55 A UE IR UE A AT A
27 =M 45 A% IE IR IE 2
28 - FRAE AL

RKAER
ekl

SSL iz % (SSL
Flow Error)

uint32

TR SSL A iRAU .

XA AT TR S
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MRB  TREIAREELES |

N RREEREEH

# B-43 EEGEEHFR 6.0x TR (48)

FB Hymapn i8] (Description)
SSL¥iH K (SSL |uint32 (ESSLIZT I, 727 S A %528 Z IS A B 5 eV
Flow 15 8., i3 http://tools.ietf.org/html/rfc5246.
Messages) 0x00000001 - NSE_MT__HELLO_REQUEST
0x00000002 - NSE_MT__CLIENT_ALERT
0x00000004 - NSE_MT__SERVER_ALERT
0x00000008 - NSE_MT__CLIENT_HELLO
0x00000010 - NSE_MT__SERVER_HELLO
0x00000020 - NSE_MT__SERVER_CERTIFICATE
0x00000040 - NSE_MT__SERVER_KEY_EXCHANGE
0x00000080 - NSE_MT__CERTIFICATE_REQUEST
0x00000100 - NSE_MT__SERVER_HELLO_DONE
0x00000200 - NSE_MT__CLIENT_CERTIFICATE
0x00000400 - NSE_MT__CLIENT_KEY_EXCHANGE
0x00000800 - NSE_MT__CERTIFICATE_VERIFY
0x00001000 - NSE_MT__ CLIENT_CHANGE_CIPHER_SPEC
0x00002000 - NSE_MT__CLIENT_FINISHED
0x00004000 - NSE_MT__SERVER_CHANGE_CIPHER_SPEC
0x00008000 - NSE_MT__SERVER_FINISHED
0x00010000 - NSE_MT__NEW_SESSION_TICKET
0x00020000 - NSE_MT__HANDSHAKE_OTHER
0x00040000 - NSE_MT__APP_DATA_FROM_CLIENT
0x00080000 - NSE_MT__APP_DATA_FROM_SERVER
SSL jiikrid (SSL |uint64 s BRI RAE bR E . TR E S
Flow Flags) 0x0oo0oo01-NSE_FLOW__VALID-%\Zﬁﬁﬁﬁh?%ﬁ, HoA
FERABK
0x00000002-NSE_FLOW__INITIALIZED - Py i 45 #4) L 1 %
WA AT Ab B
0x00000004-NSE_FLOW__INTERCEPT-SSL£>i% L # £2 4%
EE e uint32 JAAELE SSL k45 s BRI AT R B . HIRZA o,
(String Block
Type)
TR uint32 SSLR S as 4 PR 717 Eh Bl S i -7 8, AR RIS Kk
(String Block TR )\AFTT, i E“SSL AR5 %% 4 #:”(SSL Server
Length) Name) 7 B 597 5 5
SSL RS & AR | FhFE# TE SSL 75 J i I F 1 o i 55 4 44 PR R s T AR A A4 B
(SSL Server
Name)
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| M®B  THREIBREELSH
RrEsgorEsn W
# B-43 FEEG MG EHIESR 6.0x FR (4
FB Hympn i8] (Description)
SSL URL 2% |uint32 R IR 55 25 4 R RIIE 1355 F 48 1R 0 R I 2001
(SSL URL
Category)
SSL4:i%ID (SSL |uint8[32] P i R 55 48 () B dE AT 55 BB I, SSLARE T 18] 4 FH 1Y)
Session ID) 2=1% ID {8
SSL i ID K fF |uint8 SSL 215 ID K. R4S 4R ID ANReiid 32 N, i
(SSL SessionID Be/NTF 32 AN,
Length)
SSLZZIFID(SSL |uint8[20] %% 7 i FH R 55 4 [R) J A P 2 0 SR IE I A FH 1 2 0 SRR A
Ticket ID)
SSL FiF ID K ¥ |uint8 SSL il ID K. SR ZEE ID AR 20 MY, A
(SSL Ticket ID " gE/NT 20 ANFEAT .
Length)
W4 43 BT g1z uint8[16] 5 T A A O 1) X 4 43 A SR BB T
1] (Network
Analysis Policy
Revision)
Ll B SCfF ID |uint32 ISE P51 ) B 2 o I B % 2R AL ID 565 . X254 DC
(Endpoint FEA I, FE o s AT T
Profile ID)
4 ID uint32 HH ISE HR4E SR 4 i 25 FH P 1 ID 545,
(Security
Group ID)
KL E IPv6 uint8[16] 5 ISE @5 98 D/ IP ikt . AT LLSE IPv4 5K IPV6.
(Location IPv6)
HT TP (HTTP |uint32 HTTP i 3K 1y ma AR .
Response)
= R 2R uint32 J5)) DNS 2 ify 1745 s Fdl e . (HIRZN o
(String Block
Type)
TR uint32 TR HAR TP A E, BT PSRRI R B
(String Block J\ASFAT, ok DNS &) 757 8 i = 1 5
Length)
DNS 7] (DNS |77 H K% F| DNS i 55 2% 1 2 W 25
Query)
DNS idsgZA!  |uint16 DNS id sk KRR M E 7 E

(DNS Record
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MRB  TREIAREELES |

IBRRER SRS

# B-43 EEL GBI 6.0x TR (46
FB GG B #iH] (Description)
DNS Ik |uint16 0 - NoError - T4 1%
(DNS Response 1 - FormeErr - #% 2 1%
Type) )

2 - ServFail - i 45 2% i f

3 - NXDomain - A fE7E

4 - Notlmp - K47

5 - Refused - &l fH %

6 - YXDomain - % FRIEARLZAEAE 1) {5 A7 AE

7 - YXRRSet - RR % & 1E AN N 1Z A7 £ 1 I i A7 2

8 - NXRRSet - MiZfF7E ] RR & & A FAE

9 - NotAuth - RHZHL

10 - NotZone - X3 A& 44 Bk

16 - BADSIG - TSIG % 4 i i

17 - BADKEY - A A5

18 - BADTIME - 2544 i H B[R] % 11

19 - BADMODE - £ TKEY 5

20 - BADNAME - {4 FrE K

21 - BADALG - A FFHE

22 - BADTRUNC - #} i i%

3841 - NXDOMAIN - [jj K # [¥] NXDOMAIN 1 3]

3842 - SINKHOLE - M B k% &% H 2F (Sinkhole) M iz
DNS TTL uint32 DNS i 82 A= A7 B[] (RD 40
Sinkhole UUID  |uin8[16] 5 it sinkhole Xt %KL HIfE£1] UUID.
ARG uint32 S5HEM KRB Z 2GR YIR . XS 2 SCH O u i 1% 4
1 (Security YR . WTRAFEND 5IEERIM R 2 HRIIE.
Intelligence
List 1)
ZatFiRsR uint32 H5H G 2 B AR . 1K W 2SS T HRE %4
2 (Security THRINFR . WREAFAE A 5IEH ORI R BT IR E .
Intelligence
List 2)
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| MxB

TREIBRREARS

ErceasEsy W

ERGTHE B BER 6.1

ARG THE B BRSSP . T 6.1 HERGTHE S8 e dsin 1 2458

FE WM FBOE AN T SCHR ISE SR Z AP . T IRAS 6.1+ BERGEvHE B8

MBS N 250 1 Bl SR 1) 163 B AURRA 160, ERSHE B 6.0x, 5 B-239
o WINE T BUZ Y 1 3 HF DNS Bl il 2 . Bt 168 B0, Bt E S auE
71+, % 4-116 0L,

f&nr DUB S EF AR RA Y 18 HFH RS 71 MGk Bh i B B F i & “1%2‘21‘7 &
"(Request Flags) 7 Bih 94z 30) W sRELFM LK. WSHERIRE, 5 2-12 1. GURER
L 28, Wb 2B RER k.

A RIERGTHE BAEHEMHEAEE, WS RERSIHEESENEE, % 4-51 00
TEERHT 6.1+ FER G THE B Bl s p ks K

) 0 1 2 3

/fj 0(1|2|3|4|5|6|7(8|9/|10{11|12|13|14|15(16|17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

RS B EdEESA (163) (Connection Statistics Data Block Type (160))

HPgiHE B R UK B (Connection Statistics Data Block Length)

% 4% ID (Device ID)

A[X (Ingress Zone)
A X (Ingress Zone) (432)
AH[X (Ingress Zone) (45)

A X (Ingress Zone) (432)

H O [X (Egress Zone)
H X (Egress Zone) (45)
H H X (Egress Zone) (42)

H X (Egress Zone) (45)

A A#: 0 (Ingress Interface)
AM# 0 (Ingress Interface) (45)
A1 (Ingress Interface) (4E£)

A H# M (Ingress Interface) (4E2)

H 13210 (Egress Interface)
H O4% 0 (Egress Interface) (4£)

Hi 42 0 (Egress Interface) (4:)
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N RREEREEH

) 0 ’ 1 ‘ 2 3

19

15|16 |17 |18 20|21|22|23(24|25|26|27|28|29|30|31

12|13 |14

9 (10|11

H M4 0 (Egress Interface) (4:)

ey IP Hitik (Initiator IP Address)
RAETT IP Hidk (Initiator IP Address) (4£)
K IP Hidlk: (Initiator IP Address) (4£)

RAETT IP Hidlk (Initiator IP Address) (4£)

N 77 IP #ilik (Responder IP Address)
i &5 1P Hihik (Responder IP Address) (4:)
mi 75 1P Hilik (Responder IP Address) (4£)

i &5 IP Hihik (Responder IP Address) (4:)

JR A% P IP Hidik (Original Client IP Address)
JEAR 7 i 1P Mkl (42
JRAG% 7 P HuhE (4)

JER % 7 o 1P ikt (50

HMgAET (Policy Revision)
FWEEIT (Policy Revision) (45)
HWEAET (Policy Revision) (4:)

HM&{E1T (Policy Revision) (4E£)

#U ID (Rule ID)

B&iEHL ID (Tunnel Rule ID)

A (Rule Action) FH A (Rule Reason)

FI SRR (52 I8 (Initiator Port)

Hi B 5% I (Responder Port) TCP #x& (TCP Flags)

i1 (Protocol) NetFlow i (NetFlow Source)

Netflow J5 (Netflow Source) (%£)
Netflow & (Netflow Source) (4£)

Netflow J5 (Netflow Source) (%£)
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| &B THRIEBEIESEN

ErceasEsy W

= 0 1 2 3
/fj 0/1/2|(3|4|5|6|7|8|9|10(11|12{13|14(15(16|17|18|19|20|21|22|23(24|25|26|27|28(29|30|31
NetFlow J§ (£2) 524 ID (Instance ID) EE TS
(Connection
Counter)
UG B — A AT A8 (First Packet Timestamp)
(Cx Ctr) (&)
B — N B ] B g — s B [ (Last Packet Timestamp)
#X (First Pkt
Time) (42)
BRJa MR R R T AR I AE BL4K (Initiator Transmitted Packets)
[HEL (£

RS T AR A B AL L (Initiator Transmitted Packets) (47)

R DT AR S M 8 7 A 4 i B s 2 % (Responder Transmitted Packets)

Wi N 7 A% U8 €98 (Responder Transmitted Packets) (4E)

] Eﬁ{??@iﬂ’giﬁ?& KA TR - # (Initiator Transmitted Bytes)

RS T AR - # (Initiator Transmitted Bytes) (45)

Eﬂgﬁ?iﬁ[ﬁ’]?% Wi J3 77 4 4 (5604 0.2 (Responder Transmitted Packets)

ﬂﬁ&g%iﬁﬂ"]?”ﬁ KA TTE TS 4L (Initiator Packets Dropped)

KR JTEFE I EIE AL (Initiator Packets Dropped) (4:)

RAETT FE 7 i 5 5 2 37 1 B 5 % (Responder Packets Dropped)
A (8D (Responder Packets Dropped)

W N 77 25 35 H B0 6141 (Responder Packets Dropped) (45)

e 7 7 25 7 B 00 KA T FEFE 7% (Initiator Bytes Dropped) (Initiator
3 (8 Bytes Dropped)

KA EFEHI T 5 (Initiator Bytes Dropped) (4£)

KALTT EFMFT | WIS £ 7157540 (Responder Bytes Dropped) (Responder
(5 Bytes Dropped)
Wi 7 25 3 17 15 % (Responder Bytes Dropped) (£52)
M . 5 25 3 1 7 QOS i 94 1 (QOS Applied Interface)
T (8D
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N RREEREEH

E ST 0 1 ‘ 2 3

9 (10(11|12|13|14|15|16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

QOS A (58
QOS AN (88

QOS MR (%)

QOS I A M QOS #i| ID (QOS Rule ID)
(&)
QOSHINID (%) P ID
Fi /7 ID (User ID) S 3 ID (Application Protocol ID)
(8
N HRXID URL 2% (URL Category)
(8
URL &% (URL URL {5% (URL Reputation)
Category) (48
URL {5% (URL % PN A 1D (Client Application ID)
Reputation)
()
& PN 1D Web [ [ ID (Web Application ID)
(Client App ID)
(&)
Web 1D (Web T H B (0) (Str. Block Type (0))
App. ID) (48
IE
& FRFE IR FRFH UK (String Block Length)
) )
?%‘iﬂ%{éfﬁ % ;i N FURL... (Client App. URL...)
2r
o 5 R R ISAY (0) (String Block Type (0))
2=
(@)
kS 7% oK B (String Block Length)
D s
2=
N

NetBIOS 4 #x...(NetBIOS Name...)

FRFER PSR (0) (String Block Type (0)

TR LK (String Block Length)

& P b ki As...(Client Application Version...)

% 7 v
o RiHmRA
(Client App Version)

Wi EH 1 (Monitor Rule 1)

Cisco Secure Firewall eStreamer £ /387
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| =B THRIEREESH
IR EsuEsy W
= 0 1 2 3
/fj 0[1/2|3|4|5|6 89 (10/11|12|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28(29|30 |31
W25 2 (Monitor Rule 2)
W 2451 3 (Monitor Rule 3)
WS4 28H0 0 4 (Monitor Rule 4)
W23 5 (Monitor Rule 5)
W45 2840 6 (Monitor Rule 6)
W23 7 (Monitor Rule 7)
W 2451 8 (Monitor Rule 8)
LA PR/ H AR 242 (Sec. A5 (File Event Count)
(Sec. Int. Src/Dst) Int. Layer)
N2 4315 (Intrusion Event Count) KT E X (Initiator Country)
i v 5 [E R/ X, (Responder Country) R GG 2 P [E 27 /3 X
(Original Client Country)
IOC %% (I0C Number) ENEREEE
(Source Autonomous System)
¥ H4 £ 4t (SourceAutonomous System) EENEREEEN
€9 (Destination Autonomous System)
H#» B4 % 4; (Destination SNMP %i A\ (SNMP In)
Autonomous System)
SNMP #i it (SNMP Out) JE TOS (Source H#ix TOS
TOS) (Destination TOS)
JEHERS (Source H ARty %4 1% 5 (Security Context)
Mask) (Destination Mask)
24 f& 5 (Security Context)
24155 (Security Context) (4£)
22415 5 (Security Context) (4£)
‘Z 4= 1% 5 (Security Context) (42) VLAN ID
2 A EHZER (0) (String Block Type (0))
o
=T
3;"3 TR LK FE (String Block Length)
Eo
B @ 5| i) 1=#L (Referenced Host)...(Referenced Host...)
(]
75
x
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N RREEREEH

e 0 1 2 3

=
o
-
N
w
N
ol
o
~N
©

9 (10(11|12|13|14|15|16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

IR ERISAY (0) (String Block Type (0))

A5 R K (String Block Length)

HI P AREE

FH PR3 (User Agent...)

45 R EISAY (0) (String Block Type (0))

FRFERYUKE (String Block Length)

HTTP 5| f3fi fi..(HT TP Referrer...)

HTTP 51 s
(HTTP Referrer)

SSL iE 54 (SSL Certificate Fingerprint)
SSL iE 5484 (SSL Certificate Fingerprint) (42)
SSL iEH4E4L (SSL Certificate Fingerprint) (42)
SSL iE- 5484 (SSL Certificate Fingerprint) (42)

SSL iE-F454 (SSL Certificate Fingerprint) (42)

SSL % ID (SSL Policy ID)
SSL %% ID (SSL Policy ID) (%£)
SSL M ID (SSL Policy ID) (£:)

SSL %% 1D (SSL Policy ID) (45)

SSL #i ID (SSL Rule ID)

SSL L&+ (SSL Cipher Suite) SSL A4 (SSL SSL k% FE1 %
Version) 15 (SSL Srv
Cert. Stat.)
SSL k& #HET 4115 E (SSL Srv Cert. Stat) (48 SSL sEprigfE (SSL
Actual Action)
SSL sEfR#EE SSL Fil#4E (SSL Expected Action) SSL JUIRA (SSL
(SSL Actual Flow Status)
Action) (%)
SSL JiRAS ((SSL SSL %ii%Z (SSL Flow Error)
Flow Status))
(8
SSL iR Z (SSL SSL JiiH &2 (SSL Flow Messages)
Flow Error)
(&)
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| WEB  THIFRKESH
ErceasEsy W
sy 0 1 2 3
,fz 0|1/2(3|4|5|6 9 |10(11|12|13|14|15|16(17|18(19|20(21|22|23|24|25|26|27|28|29|30 |31

SSL JiiH & (SSL
Flow Messages)
€9

SSL %45 4
(SSL Server Names)

SSL jitridi (SSL
Flow Flags)

¢9)

SSL jfikri& (SSL Flow Flags)

SSL ifi b7 (SSL Flow Flags) (45

T A (0) (String Block Type (0))

FAFER I (0)
(StringBlockType
() (&

FAH HUKFE (String Block Length)

RS
(String Block
Length) (4£)

SSL AR5 28 4 F5... (SSL Server Names...)

SSL URL 2451 (SSL URL Category)

SSL 4% ID (SSL Session ID)

SSL 41 ID (SSL Session ID) (4£)
SSL 41 ID (SSL Session ID) (4%)
SSL 41 ID (SSL Session ID) (4£)
SSL %1% ID (SSL Session ID) (4£)
SSL £:iF ID (SSL Session ID) (4
SSL %1% ID (SSL Session ID) (4£)

SSL 4% ID (SSL Session ID) (%%

SSL 23 ID KJ¥
(SSL Session ID
Length)

SSL 24 ID (SSL
Ticket ID) (%)

SSL 24 ID (SSL Ticket ID)

SSL Z4F ID (SSL Ticket ID) (&%)
SSL 24 ID (SSL Ticket ID) (&)
SSL ZF ID (SSL Ticket ID) (&%)

SSL ZZiF ID (SSL Ticket ID) (4£)

SSL ZHF ID K&

(SSL Ticket ID
Length)

Policy Revision)

WX 2% o3 H SRS 5T (Network Analysis Policy Revision) (4£)

WX 2% 55 H7 SR 5T (Network Analysis

Cisco Secure Firewall eStreamer £545%
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N RREEREEH

=) 0 1 2 3

5/6(7(8|9|10|11/12/13(1415(16|17|18|19|20|21|22|23|24|25|26|27 /28|29 |30 |31

WX 2% 53 BT i 151T (Network Analysis Policy Revision) (4£)

WX 2% 3B S i 15 1T (Network Analysis Policy Revision) (42)

I} 4 3 M1 SRS AT (Network Analysis 2310 B C4F ID (Endpoint Profile ID)
Policy Revision) (42)
2L & SCF ID (Endpoint Profile ID) %441 ID (Security Group ID)
€9
%424 D (Security Group ID) (&) A& IPv6 (Location IPv6)

{7 & IPv6 (Location IPv6) (43)
{7 & IPv6 (Location IPv6) (&)

£ IPv6 (Location IPv6) (%)

{7 & IPv6 (Location IPv6) (4E) HTTP 1. (HTTP Response)

HTTP Wi s (HTTP Response) (4:) FIF R ERSAY (0) (String Block Type (0))
= FRFEE I (0) (String Block Type R e JE (String Block Length)
'km b
PR (0) (&
)

P45 R K (String Block Length) DNS #11...(DNS Query..)

(82
DNS i3 25% (DNS Record Type) DNS 12574 (DNS Response Type)
DNS TTL
Sinkhole UUID

Sinkhole UUID (%)
Sinkhole UUID (%£)

Sinkhole UUID (%)

2415413 1 (Security Intelligence List 1)

‘w4543 2 (Security Intelligence List 2)

FERXHIT 6.1.x KRG THE B BHE ) 7 BOfAT 139

Cisco Secure Firewall eStreamer £ /387
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| MFEB THRIAREIESN
IR EsuEsy W
# B-44 BRG] 1E B 6.1+ FE
FB Hympny i8] (Description)
EEEGHE B uint32 BT 6.1.x FIEEG THE BRI HIRZEN 163,
I EE S
(Connection
Statistics Data
Block Type)
HEHGTHE B4 |[uint32 EREGOHE BBUE b T, BAREES HE R
RSN A BB\, 0 b B S 2 20 o i = 4.
(Connection
Statistics Data
Block Length)
W% ID uint32 o I B e A R 4%
(Device ID)
ANMIX uint8[16] fith . S 33 AW ) FHAF N H 22 4 X
(Ingress Zone)
HIX uint8[16] fink SR s 3 A PR AP ) 1 T 22 4 X
(Egress Zone)
PNEE: 3N uint8[16] b .
(Ingress
Interface)
HaEE uint8[16] T H s % .
(Egress
Interface)
RAETTIP il uint8[16] KA FAF PR 2 TE R EH 1P Hukk, SR P Hhhk )\
(Initiator IP IRAE
WA Ry 1P Mkl uint8[16] i 7 % AR E AL AR 1P shdik, SRAD 1P Mkl )\ A7 4.
(Responder IP
JRUE7 P 1P |uint8[16] BT AT SR A AR THI A SE AL 1P Mk, SRA P $hudik )\
Mtk (Original (A2
Client IP
Address)
(%Efﬂ%ﬂ%ﬂ uint8[16] 5 b A B SIS AR SR O Rl A 5 CAms& DD
olicy
Revision)
F 1D (Rule uint32 il A A RO AR ) A BB AR IRAT CiE DD .
ID)
B3 KU 1D uint32 figh A <A ) B R D P N SRR R CAnE DD
(Tunnel Rule ID)
fmﬂﬁég’ﬁ (Rule |uint16 FEF P ST PR B B R Z R B4 (VR PHAESE)
ction
MU JE A (Rule  |uint32 F I ik 5 <A ) L A
Reason)

Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

N RREEREEH

# B-44 FEEZEEHER 6.1+ FB (48

FB Hymapn i8] (Description)
R AR T7 v 1 uint16 AL TN B 1
(Initiator Port)

Wi 7 5 B 1 uint16 Wi 152 F= LA F s 11
(Responder Port)

TCP #ri& uint16 FOREEFM IR TCP Fri&k.
(TCP Flags)

i (Protocol) |uint8 IANA F5 & 5 .
NetFlow ¥ uint8[16] S HEBBUR S FE NetFlow FIBE& T IP Mkt

(NetFlow
Source)

541 ID uint 16 A IR 8 4 L Snort SCBIOECT D,
(Instance ID)

U e uint16 F T DX )[R — A0 A i B s A A
(Connection
Counter)

B AR uint32 T2 1% o A2 8t 55— N 008 B0 1 H BRI TR] 9 UNIEX S TR) 28K
[a] &K (First
Packet
Timestamp)

e — A EdEa |uint32 PE 22 18 A8 4 B Jm — AN H A 1 ST IS 8] £ UNIX IS )k
i (] #k (Last
Packet

Timestamp)

R # (uint64 RS AR i ) A
£/ TR
(Initiator
Transmitted
Packets)

Wi [ 75 A2 i 1) uint64 W) )82 = AL A% 1 2 0
(Responder
Transmitted
Packets)

R |uint64 R LA i 1 H
FEL (Initiator
Transmitted
Bytes)

Wiy 182 777 A% i uint64 Wi 182 = AL A% i 1 9 2
R R
(Responder
Transmitted
Bytes)

Cisco Secure Firewall eStreamer £ /387
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| MxB THEIBREIESH
RrEsgorEsn W
# B-44 EERIERHEL 6.1+ FB (4
FE HiERR i8] (Description)
R FFM% (uint64 EH T3 2 R 1) T A 2 1 R 07 R A B s L R
EITRERAE
(Initiator
Packets
Dropped)
MR E S |uint64 Fh 3 R A L0 5707 25 95 9 S0 6 O SR
Hds ek
(Responder
Packets
Dropped)
RiLJ EF M |uint6d FH T 2 PR ) 17T A 23 1 R T 2 3 ) T I A
4L (Initiator
Bytes Dropped)
17 5 7 uint64 ph 3 2 R 0 WA 22 W52 77 25 95 0 0 O B
SIS
(Responder
Bytes
Dropped)
QOS A 1 |uint8[16] XFT A2 IR RS, SRR N T R IR D A AR
QOS #iMl D |uint32 T HEHE 005 B SRR F P9 3 1D 54 CU& D
(QOS Rule ID)
Fi/" 1D uint32 I ) ARG T BLI L B A S
N #r 1D uint32 INAZER7ISYE: AN N IR
(Application
Protocol ID)
URL 2£%/ (URL |uint32 URL &5 A AR5 5
Category)
URL f5% (URL  |uint32 URL 52 H P #AR 5
Reputation)
% uint32 WR I 5L 0 4 SRR S CIE D
ID (Client
Application ID)
Web Fifi uint32 BRI Web B0 B S (& D
ID (Web
Application ID)
TR E PR uint32 JE BN o A URL B R A . HIRZN o
(String Block
Type)
FRHHKE  uint32 o P3P URL S A5 SO ek (5 48, B3 5770 o B )
(String Block KR Bty A4, 2% 7 3 A URL 44 H o (5 4
Length) .
7% P v FIFH &P AV R ) URL (&R (ilan
URL (Client /files/index.html) o

Application URL)

Cisco Secure Firewall eStreamer £545%



f%B

N RREEREEH

# B-44 EEZIERHIER 6.1+ TR (40

FB Hymapn i8] (Description)

= 2 TR uint32 JE B EHL NetBIOS #FRH 777 s Fi k. HIRZ o.
(String Block

Type)

THE A uint32 FAPER AR 8, B TR R PSR T B
(String Block J\ANFAT, b NetBIOS 4 FR 45 H A 1 77554
Length)

NetBIOS #Fr  |FiFH FHL NetBIOS 4R FFFHi .

(NetBIOS

Name)

SR K uint32 JE B)1%% 7 S N FH RRCAS B 7 5 s s . (R 4N o
(String Block

Type)

TR uint32 FH T2 7 i N FH RROCAS 1) 2 5 B s e ) 25 8, G 27
(String Block H PR AFIAC I \AS 247, I B RS A g 5 8
Length)

% B ROA | A % 7 3 L FH RRUAS o

(Client

Application

Version)

WSR2 HI 1 uint32 B IR 45—/ e B MU ) 1D
(Monitor Rule 1)

d R AR 2 uint32 BRI RBRA S A A 1D,
(Monitor Rule 2)

jiog g WK uint32 5 AR R 2 = A I AR U 1D
(Monitor Rule 3)

Ui 4 |uint32 5 S 0 5 DA B MU 1D
(Monitor Rule 4)

28 5 uint32 5B A ORI 58 LA I P 2R 1 1D
(Monitor Rule 5)

HeE et Sy WIING uint32 5B RIS /S A I fE 45 U0 ) 1D
(Monitor Rule 6)

USRI 7 uint32 5B SR 2 A R U 1D
(Monitor Rule 7)

28 8 uint32 R R RS )\ AR S LA 1D
(Monitor Rule 8)

%AfHRE/H | uint8 B b IP A 5 1P LI 5% 2 75 ILA.

¥ (Security

Intelligence

Source/

Destination)

ZaEERE uint8 5 IP IHIEFIRILECH) IP =

(Security

Intelligence

Layer)

Cisco Secure Firewall eStreamer £ /387
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| MxB

TREIBRREARS

# B-44

ErceasEsy W

EEAIEEHER 6.1+ TR ()

FB

KRR

P8 (Description)

AR
(File Event

Count)

uint16

A DX [ — A0 5 A= (0 SO A A e

MNZHAF L

(Intrusion
Event Count)

uint16

FIF D[Rl — A0 5 A N AR A A

KRR TT E oK/ Hh
X (Initiator
Country)

uint16

FE ENLI E R /3 XA .

Wi 7 77 [ 22 /3
X (Responder
Country)

uint 16

Wi 2 E AL 5/t XA

JE 46 %% 7 v K
JH X

(Original Client
Country)

uint 16

P A SR A AR TR ALK L 5/ X R AR

IOC %5 (10C
Number)

uint16

HHEMK N EE N ID 555,

AEREEYE
(Source
Autonomous
System)

uint32

TERIR BT E AR B 16 RS9 T -

ERINEREENE
(Destination
Autonomous
System)

uint32

VEOIREOR 4R 10 H bx BI6 R A9 5 -

SNMP #i A
(SNMP Input)

uint16

HNFE B SNMP R 5]

SNMP i Hi
(SNMP Output)

uint16

iR B SNMP % 5] .

¥ TOS
(Source TOS)

uint8

e NFE D AR 55 5 BLE R,

H#r TOS
(Destination
TOS)

uint8

=

et B 1R 55 5 B E R A,

TR
(Source Mask)

uint8

Us s hk BT SRR .

H b hs
(Destination
Mask)

uint8

H bR ik 5 28 HE 0

Zath R
(Security
Context)

uint8(16)

MEEE s ORUPTKE) 11D i, HEE, R
GAUK 21 ST (1 ASA FirePOWER ¥ #% 38 78 b7 Bt

VLAN ID

uint16

FREVLTE VLAN 1 VLAN FRiR 5,

Cisco Secure Firewall eStreamer £ {55
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MRB  TREIAREELES |

N RREEREEH

# B-44 EERIERHEL 6.1+ FB (4

FB Hymapn i8] (Description)

SRR |uint32 S AL 5] R E LR i . (IR 0.

(String Block

Type)

TP uint32 B EN R R BRI i 8, RS SE AR L
(String Block B AT, i 51 FH B E L (Referenced Host)
Length) Bob .

Sl FEHL T e HTTP 5 DNS gt FH41E B

(Referenced

Host)

= E 2R uint32 JE B P AR A B . (R o

(String Block

Type)

TR uint32 P AR A5 SR B e i 5 8, AR HRSR BN CL T B
(String Block J\AFAT, i ECF FAREE”(User Agent) 7 B 1 B
Length)

P AREE (User |45 ZEH A A RERCL B RE R

Agent)

S ER 2K uint32 JEAEE HTTP 5] sl s A7 ep i e . HIRZ0N o
(String Block

Type)

FRFERPK R uint32 HTTP 51 Hub fl 55 s B P i 75 8, ARG HSR AR 3k
(String Block FEH\AF, I E“HTTP 5| H3 5" (HTTP Referrer)
Length) TR T

HTTP 5l Hub s |45 GUTHI EC YR )3 Ao %k s AT E HT TP i A 51 H 14k A5 B b
(HTTP Referrer) EvELR

SSLiF 3484 |uint8[20] SSL g5 #HE 1511 SHAT 841

(SSL Certificate

Fingerprint)

SSL %% ID(SSL | uint8[16] AbEE R SSL SIS ID i 5

Policy ID)

SSL#MID(SSL |uint32 Ab PR SSL AL BB N ERAER) ID %5 .

Rule ID)

SSL Ll uint16 SSLIE (B A MM B 1. ZE AR . 4521

(SSL Cipher fREENEL, 1ESH

Suite) www.lana.org/assignments/tls-parameters/tls-parameters.
xhtmlo

SSL it A uint8 F R &4 19 SSL 8% TLS Hrill il As

(SSL Version)

Il Cisco Secure Firewall eStreamer £ /155



| MxB

TREIBRREARS

ErceasEsy W

# B-44 FEEZ I EHER 6.1+ FB (48

FB Hympn i8] (Description)
SSL 45 #iE-1i |uint32 SSL EFRAS . Al RER(H (.45
S (SSL 0 - RMT - FH 25 BT FRA RV
Certificate 1= RHD - RS 2HIE IR LM E .
Status) 2 - AR - MRS BHIE A R
4a- B - RS[/IEHCHE.
16 - MUK TR - MR 55 AR 1 R & TEAL
32 - B TR - MRS ZHIE P A4 TR
64 - I - IR EIEH 2 .
128 - AR - IR S5 AL TS 1 AR A 2K
256 - fAUES - MR 55 AHIE ) SRS -
SSL :prfgfE  (uint16 AR SSLALI XS B PAT 3 AE o T R0 p 4 7 (1 45V 7T B
(SSL Actual TEMAT, MERERTRE S UIRAEAN A . W RE (A B4
Action) . 0 - R A
1 =B R
2 =‘BHIE
3 -BHIEFHFEE
4 R (BRI
5 -fifE CEAFRE)
6 -l ® i)
SSL #ilA#(E  |uint16 MG SSL K L Z A EFAAT A . W RE A B4
(SSL Expected o -~
Action)
1 - TE IR
2 =‘BHIE
3 -BHIEFHFEE
4 R (BRI
5 -fifE CEHARE)D
6 -fif® i)

Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

N RREEREEH

# B-44 FEEZEEHER 6.1+ FB (48

FB

KRR

B (Description)

SSL k% (SSL
Flow Status)

uint16

SSLRHPIRAS o IX LEAE 15 B BT AT I ER AR BT /s IR B %
HWEEERER. ]R8 rE .

0 =ARAT

1 =ANULE

2 - B

3 -HEGAF

4 -RAEL B

5 - ANZ R E LB

6 NSRRI SSL A

7 - F ) SSL K48’

8 - FEME BN P o AR 2 I 2

9 =& FH 1R’

10 RN

-fr b BRR 55 4R 44 PR 53

- AL FEE FH 2 FR 2R

13 -‘li]*‘ll%awe
14 ='W SHA T
15 =R 55 B IE 5 A B T 20
16 - S5 AR UE IR SR AT Y
17 - TIERALFF A # DN’
18 - TCIRGZAF MUK # DN’
19 =R HI SSL WA’
20 -"FMHEF FI R A AT A
21 -AMEBUE B SUA AT AL
22 ='W HBIE B AR TERE
23 ='W HBIE T H A AT AT
24 - EBUEF AT H
25 =" WHIE e 80A AT A
26 =55 A UE IR UE A T A
27 =M 45 A% IE IR IE 2
28 - FRAE AL

RKAER
ekl

SSL iz % (SSL
Flow Error)

uint32

FEANR SSL AR A, XU AT Tt s fr .

Il Cisco Secure Firewall eStreamer £ /155



| M&B TREIERSESH
RioEssuEsy W
7 B-44 BEERIERHIEL 6.1+ FB (4
FB A E Rt L8 (Description)
SSL ikl |uint32 (ESSLIZTWIIN, 727 S A %528 2 I 32 A B 5 eV
(SSL Flow £ 8., 521 http://tools.ietf.org/html/rfc5246.
Messages) 0x00000001 - NSE_MT__HELLO_REQUEST
0x00000002 - NSE_MT__CLIENT_ALERT
0x00000004 - NSE_MT__SERVER_ALERT
0x00000008 - NSE_MT__CLIENT_HELLO
0x00000010 - NSE_MT__SERVER_HELLO
0x00000020 - NSE_MT__SERVER_CERTIFICATE
0x00000040 - NSE_MT__SERVER_KEY_EXCHANGE
0x00000080 - NSE_MT__CERTIFICATE_REQUEST
0x00000100 - NSE_MT__SERVER_HELLO_DONE
0x00000200 - NSE_MT__CLIENT_CERTIFICATE
0x00000400 - NSE_MT__CLIENT_KEY_EXCHANGE
0x00000800 - NSE_MT__CERTIFICATE_VERIFY
0x00001000 - NSE_MT__ CLIENT_CHANGE_CIPHER_SPEC
0x00002000 - NSE_MT__CLIENT_FINISHED
0x00004000 - NSE_MT__SERVER_CHANGE_CIPHER_SPEC
0x00008000 - NSE_MT__SERVER_FINISHED
0x00010000 - NSE_MT__NEW_SESSION_TICKET
0x00020000 - NSE_MT__HANDSHAKE_OTHER
0x00040000 - NSE_MT__APP_DATA_FROM_CLIENT
0x00080000 - NSE_MT__APP_DATA_FROM_SERVER
SSL yiki & uint64 I B R bR S . TSRO 3
(SSL Flow 0x00000001-NSE_FLOW _VALID- 25 B itk 7 B, Hifh
Flags) FEAH K
0x00000002-NSE_FLOW__INITIALIZED - Py i#f 45 #4) L 1 %
A BEAT AR
0x00000004-NSE_FLOW__INTERCEPT-SSL% i £ # £
A K uint32 JA BN SSL R4S ds BRI AT R Bl . HIRZA o,
(String Block
Type)
FRFERPK uint32 SSLR 55 % 4 FR 47 B At e b 1) 215 8, R BB ANAE =k
(String Block TR AT, 0 B SSL k%543 % Fr"(SSL Server
Length) Name) B H i #1540
SSL k&t | FRE FE SSL 2 i R S [H] H AR 5% 4% 44 B S os Hh SR AR 4 FR
(SSL Server
Name)
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MRB  TREIAREELES |

IBRRER SRS

# B-44 EETIE R 6.1+ 7B (&)

FB Hymapn i8] (Description)

SSL URL 2% |uint32 R FH R 25 2% 44 AR FHAIE 1578 F 44 U3 (0 o B 2R 0

(SSL URL

Category)

SSL£:i%ID (SSL |uint8[32] % P AR 25 A R B AT S TR E N, SSLAE T MR FH 1)
Session ID) 2=1% ID 18

SSL 21 ID K JF |uint8 SSL 2215 ID K E ., RS ID AR 32 My, il
(SSL Session ID Be/NTF 32 AN,

Length)

SSL Z{FID(SSL |uint8[20] 2% ity AR 2% 2 () A A P 2 1 SR I A FH 1 216 ZEE R

Ticket ID)

SSL FiF ID K fF |uint8 SSL FHiE ID K. R ZEIIE ID AR 20 T, BBE
(SSL Ticket ID "l gE/N T 20 ANFETS.

Length)

W4 43 BT g5 uint8[16] 5 AR AR O 1 I 2% 2 B SRS TR AB 1T

1] (Network

Analysis Policy

Revision)

24 Iy g, B A uint32 ISE PR 1) i3 2 i A F (R B 2R84 1) ID S 8. iX 241> DC
ID (Endpoint R, FETTER TR AT AT .

Profile ID)

Z4H 1D uint32 i1 ISE R4 g 7 Bicgs P i ID S A

(Security

Group ID)

fE IPv6 uint8[16] 5 ISE @5 98 D/ IP ikt . "TLLSE IPv4 5§ IPV6.
(Location IPv6)

HT TP (HTTP |uint32 HTTP i 3K 1y ma R AR .

Response)

A R uint32 JF 3 DNS 2 ify 775 s Bdl . HI6Z4N o,
(String Block

Type)

TR uint32 FREB IR TR, TR S SRR A S B
(String Block JAANETT, b DNS 25 ) =55 5 A i 21 5
Length)

DNS 7] (DNS |77 H K% F) DNS 55 25 B N 2.

Query)

DNS idsgZA  |uint16 DNS id s KRR I E 7 E

(DNS Record

DNS Mm% |uint16 DNS il 78 ) 018 o

(DNS Response

Type)

DNS TTL uint32 DNS i 87 [ A= 476 ] RO 30

Sinkhole UUID  |uin8[16] 5 it sinkhole Xt % CHL 1] UUID.

Il Cisco Secure Firewall eStreamer £ /155



| &B THRIEBEIESEN

ErceasEsy W

# B-44 FEEZ I EHER 6.1+ FB (48

FB Hympn i8] (Description)

LA IR uint32 SR 2 A E R IR . X WS RSSO EE 2% 4
1 (Security THEIRFIR . W REAFAE I G IERR IR R 2 E A3 .
Intelligence

List 1)

2 AR uint32 S RB 2 B IRGIR . X BT B BT A 24
2 (Security THEIRFIR . W REAFAE I GIEHR BRI R 1 A1 3K .
Intelligence

List 2)

ERGHE B HER 6.2-6.7.x

ERGTHE BBIRRAEERSRH B P M . T 6.2-6.7.x KEERSGHE SRS AN 158 =
e tGR T BL FT IR 6.2-6.7 x HER S HE B AR BEE RN 251 1 A AL i) 168.
EERIE 163, EHGHE RAYE 6.1.x, 28 B-257 T, BHHAEA 173 HR.

fEnl LUBS E FARA N 15 RSN 71 (ERE BT BT B H A E (9ERkird
"(Request Flags) 7Bl 94z 30) W RELFMILxK. WSHIERIRE, 5 2-12 1. GUREH
L 28, Wb 2B REMR k.

A RIERGHE BEEHEMHEAELE, WS RHERSIHEESEHEE, % 4-51 70
TR T 6.2-6.7.x HIEESLTHE B B L L

=) 0 1 2 3

/fj 0(1]/2|83|4|5/6|7|8|9(10(11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

ERgtE B 8dEHZER (168) (Connection Statistics Data Block Type (168))

PG HE B AR B (Connection Statistics Data Block Length)

%4 ID (Device ID)

A X (Ingress Zone)
A X (Ingress Zone) (%)
AHX (Ingress Zone) (45)

A X (Ingress Zone) (%)

H O X (Egress Zone)
H O X (Egress Zone) (45)
A [X (Egress Zone) (4E)

H O X (Egress Zone) (45)

A H#: 0 (Ingress Interface)

Cisco Secure Firewall eStreamer £545%



MRB  TREIAREELES |

N RREEREEH

=) 0 ‘ 1 2 3

9 (10(11|12|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

A O# M (Ingress Interface) (4£)
A $EI (Ingress Interface) (4E£)

A H#20 (Ingress Interface) (£5)

i D10 (Egress Interface)
i %10 (Egress Interface) (4£)
H 142 10 (Egress Interface) (42)

H 4% 0 (Egress Interface) (4£)

RALT5 IP Hidlk: (Initiator IP Address)
Sy IP Mtk (Initiator IP Address) (45)
RETT IP Hidlk (Initiator IP Address) (42)

KT IP Hidik (Initiator IP Address) (42)

Wi~ 77 IP #idik (Responder IP Address)
e N7 IP ikt (Responder IP Address) (45)
s J5 IP #uht (Responder IP Address) (4E£)

M3 77 IP Hilik (Responder IP Address) (42)

JE 67 F i IP Hubik (Original Client IP Address)
JRUG2 P 1P sk (22)
JE4R% P 1P HhhE (40

JEAE% P o 1P gk (48

HMg121T (Policy Revision)
HIEMETT (Policy Revision) (£:)
RMEAZIT (Policy Revision) (4£)

KM 1E1T (Policy Revision) (4E£)

#L 1D (Rule ID)

FEIEHLI ID (Tunnel Rule ID)

F#eAE (Rule Action) P (Rule Reason)

Il Cisco Secure Firewall eStreamer £ /155 |



| &B THRIEBEIESEN

ErceasEsy W

=] 0 1 2 3
/fj 0(1/2|3|4|5(6|7|8|9|10(11|12|13(1415|16|17|18|19|20|21|22|23|24|25|26|27|28|29|30|31
KU R (2R K73 1 (Initiator Port)
i 3 75 %5 -1 (Responder Port) TCP #5i& (TCP Flags)
3% (Protocol) NetFlow 75 (NetFlow Source)

Netflow J& (Netflow Source) (4£)
Netflow 7 (Netflow Source) (%)

Netflow J& (Netflow Source) (4:)

NetFlow J5 (£2) Sz ID (Instance ID) ER AR
(Connection
Counter)
ER A BB — /N E L ) Bk (First Packet Timestamp)
(Cx Ctr) (80
B — N EHRE L B [ B Ja— N AL 1Ak (Last Packet Timestamp)
X (First Pkt
Time) (£%)
I Ja — AR AL IR T A E s 2L (Initiator Transmitted Packets)

[ EAESD)

ST AL IR AL 3L (Initiator Transmitted Packets) (4:)

9 T A B Wi 8 5 4% S s 6941 (Responder Transmitted Packets)
A% (82

Wi S 5 4% S B s 698 (Responder Transmitted Packets) (452)

Wi )87 75 A& i ) 44 R AL AL 54X (Initiator Transmitted Bytes)
i (8

KA &I 75 % (Initiator Transmitted Bytes) (4£)

ﬁﬁgﬁﬁiﬁ !3‘] N Wi 87 7 A 4 i 95 9.5 (Responder Transmitted Packets)
af

W 77 A& 6 i 7 75 % (Responder Transmitted Bytes) (45)

ﬂ@&g%iﬁ%@?*ﬁ KA T EF I BE AL (Initiator Packets Dropped)

(%k

KT E I A3 (Initiator Packets Dropped) (4£)

KT E 7 A M Jo; 77 2 7 B 204 .44 (Responder Packets Dropped)
A (8 (Responder Packets Dropped)

Wi 87 7 25 7 1 #5039, (Responder Packets Dropped) (4:)
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MB  THEIFREIES |
B RRERRESNE
= 0 1 2 3
/fj 0(1/2|3|4|5|6|7|8|9|10/11|12|{13|{14|15(16|17|18|19(20|21|22|23|24|25|26(27 (2829|3031
e 82 5 25 7 A 4 KA ITEF 7% (Initiator Bytes Dropped) (Initiator
% (8D Bytes Dropped)
RALTH EF 754 (Initiator Bytes Dropped) (4£)
KT EA T Wi v 7 £ 35 1K) 71 %1 (Responder Bytes Dropped) (Responder
(5 Bytes Dropped)
] 7 25 35 1 715 41 (Responder Bytes Dropped) (45)
U@F_‘?g%ﬁ%‘]?—% QOS [ i)4% 1 (QOS Applied Interface)
5
QOS MM (4
QOS MM (4
QOS MHAREN (8D
QOS M Hy#z 1 QOS ¥ ID (QOS Rule ID)
€59)
QOS #M|ID (42 - ID
Fi F' ID (User ID) N #3% ID (Application Protocol ID)
(42)
R BXID (48) URL 2% (URL Category)
URL 2% (URL URL {£% (URL Reputation)
Category) (42)
URL {57 (URL % P A 1D (Client Application ID)
Reputation) (4£)
2P i M 1D Web 5 ffi ID (Web Application ID)
(Client App ID)
€3]
Web ¥ ID (Web FrFEHEAL (0) (Str. Block Type (0))
App. D) (£
3=
1E FRFERIER TR KT (String Block Length)
) (82)
?ﬁéﬂiﬁ%ﬁ}ﬁ % ;i S FURL... (Client App. URL...)
E5n
& PR ER 5 (0) (String Block Type (0))
R E
% iZ“, T EHLK EE (String Block Length)
[
2=
&0

NetBIOS % #X...(NetBIOS Name...)
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| &B THRIEBEIESEN

ErceasEsy W

4
o
o

1 2 3

=
o
-
N
w
N

ol

o

~

©

9 (10(11|12|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

FIF e HLEAY (0) (String Block Type (0))

T4 E K (String Block Length)

% ;i v ... (Client Application Version...)

% it
L RA
(Client App Version)

W EA 1 (Monitor Rule 1)

W 285001 2 (Monitor Rule 2)

W4 28300 3 (Monitor Rule 3)

5230 4 (Monitor Rule 4)

W4 28300 5 (Monitor Rule 5)

5230 6 (Monitor Rule 6)

W 28500 7 (Monitor Rule 7)

W24 8 (Monitor Rule 8)

A 8/ H bR

LR
(Sec. Int. Src/Dst)

S AEZA14L (File Event Count)
(Sec. Int. Layer)

NfR=ZAF1H4L (Intrusion Event Count) KA EF/HX (Initiator Country)

Wi 37 7 [ 22 /H1 X (Responder Country) R UG R v [ 5 /b X

(Original Client Country)

IOC %75 (I0C Number) JE E ¥4 2% (Source

Autonomous System)

VB B VA & 4t (Source Autonomous System)

H#¥5 B 5 £ 4: (Destination
€9)

Autonomous System)

H ¥+ Hif & 4; (Destination

SNMP % A\ (SNMP In)
Autonomous System)

SNMP #ith (SNMP Out)

J5 TOS (Source
TOS)

H#r TOS
(Destination TOS)

VRS
(Source Mask)

H s

(Destination Mask)

‘%455 (Security Context)
%4155 (Security Context) (42)

2 4= 1% 5 (Security Context) (42)

4 1% 5 (Security Context)
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N RREEREEH

S 0 1 2 3

/fj 0(1/2|3|4|5/6|7|8|9(|10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

274155t (Security Context) (4£) VLAN ID

FAFH BRAL (0) (String Block Type (0)

TP FE (String Block Length)

5] Fif1 =41 (Referenced Host)..(Referenced Host..)

I B ENL
(Referenced Host)

FAFH BRI (0) (String Block Type (0)

TR HUKCRE (String Block Length)

AP ARER

A P ARHL.. (User Agent...)

AR R (0) (String Block Type (0)

FIFE LK (String Block Length)

HTTP 5| fh &5 (HTTP Referrer...)

HTTP 5] 3 &
(HTTP Referrer)

SSL iFH#84L (SSL Certificate Fingerprint)
SSL iEHE4 (SSL Certificate Fingerprint) (4£)
SSL iE 15454 (SSL Certificate Fingerprint) (42)
SSL iEHE4L (SSL Certificate Fingerprint) (4£)

SSL iE- 15454 (SSL Certificate Fingerprint) (42)

SSL %% ID (SSL Policy ID)
SSL 4% ID (SSL Policy ID) (4%)
SSL 4% ID (SSL Policy ID) (4%)

SSL % ID (SSL Policy ID) (4£)

SSL # 1D (SSL Rule ID)

SSL # 4%+ (SSL Cipher Suite) SSL A (SSL SSL Ik 5523 iE-fi%t
Version) 5 & (SSL Srv
Cert. Stat.)
SSL 4% #8iF-H4tit15 2 (SSL Srv Cert. Stat.) (48) SSL SEFrEfE (SSL
Actual Action)
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IR EsuEsy W
73 0 1 2 3
/fj 0(1]2|3|4|5|6 8|9 (10{11|12|13(14|15|16|17|18|19|20|21|22|23|24|25|26|27|28|29|30 |31
SSL sEfR#ER/E (SSL SSL ili#E{E (SSL Expected Action) SSL Jiik#s (SSL
Actual Actlon) Flow Status)
(&)
SSL itk# ((SSL SSL jiti% % (SSL Flow Error)
Flow Status))
(&)

SSL ¥ %2 (SSL
Flow Error) (42)

SSL 3 & (SSL Flow Messages)

SSL jiiH & (SSL
Flow Messages)
(42)

SSL Jikri& (SSL

SSL Jiths &

SSL it & (SSL Flow Flags)

> (SSL Flow Flags) (

TAF B (0) (String Block Type (0)

TR LK (String Block Length)

0 Flow Flags) (&)
&g
NS EHEA (0)
Eﬁ 5 (String Block Type
w2 (0)) (85
= @
)]
B3 Rk
23 (String Block

Length) (&%)

SSL Ak 45 28 4 #5... (SSL Server Names...)

SSL URL 2551 (SSL URL Category)

SSL

SSL

SSL

SSL

SSL

SSL

SSL

SSL

214 ID (SSL Session ID)
21 ID (SSL Session ID) (43)
2>iF ID (SSL Session ID) (4%)
21 ID (SSL Session ID) (4E)
£>iF ID (SSL Session ID) (4%)
218 ID (SSL Session ID) (&E

21 ID (SSL Session ID) (45)

2=f ID (SSL Session ID) (£%)

SSL 21 ID KB
(SSL Session ID
Length)

SSL

SSL ZEiE ID (SSL Ticket ID)

EHiF ID (SSL Ticket ID) (£%)

SSL i ID (SSL Ticket ID) (4%)
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TRIARSELES |

IBRRER SRS

= 0 ‘ 1 2 3
/fj 0(1/2|3|4|5(6|7|8|9|10|(11|12|13(14|15|16|17|18|19|20|21|22|23|24|25|26(27|28|29|30|31
SSL ZHE ID (SSL Ticket ID) (452)
SSL Zi ID (SSL Ticket ID) (45)
SSL ZEE ID (SSL SSL ZEiF ID K WY 2% o3 H SRS 51T (Network Analysis
Ticket ID) (&%) (SSL Ticket ID Policy Revision)
Length)
W 2% 53 M7 S ig151T (Network Analysis Policy Revision) (4£)
W28 3 HT SEI%151T (Network Analysis Policy Revision) (42)
W 2% 53 M7 S i%151T (Network Analysis Policy Revision) (4£)
W25 23 #7 SRS AET (Network Analysis 23 e B S ID (Endpoint Profile ID)
Policy Revision) (%:)
20 iC & SO 1D ((Eggipoint Profile ID) 44 ID (Security Group ID)
4L
244 ID (Security Group ID) (4£) £ & IPv6 (Location IPv6)
A& IPv6 (Location IPv6) (£5)
{7 & IPv6 (Location IPv6) (42)
{7 & IPv6 (Location IPv6) (4E)
{37 & IPv6 (Location IPv6) (%2) HTTP 13 (HTTP Response)
HTTP 13 (HTTP Response) (4:) PR ER S (0) (String Block Type (0))
ﬁ FFER RIS (0) (String 45 R K F (String Block Length)
" Block Type (0)) (%)
z
a

FIF R P (String Block
Length) (4£)

DNS 7 #1..(DNS Query...)

DNS 3% 257 (DNS Record Type)

DNS 12574 (DNS Response Type)

DNS TTL

Sinkhole UUID

Sinkhole UUID (4£)

Sinkhole UUID (%)

Sinkhole UUID (%)

45 %% 1 (Security Intelligence List 1)
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ErceasEsy W

S 0 1 2 3

/fj 0(1/2|3|4|5/6|7|8|9|10(11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

245 HIF 2 (Security Intelligence List 2)

2454 F% 3 (Security Intelligence List 3)

TRXSHIT 6.2-6.7.x KEHESTHE BHE i 7 Bk AT 13

# B-45 EET GBI 62-6.7x F&

FB HBERA .8 (Description)

HERGiHE B uint32 BEHT 6.2-6.7.x. WEESHE B BIEIEHEZ N 168,
P pe R

(Connection
Statistics Data

Block Type)
ERGHE B4 (uint32 BEREGOHE BRI T, BAREEG HE BPEER
PP FK B \NAS T, 0 b BE S5 B B A i 715 4.

(Connection
Statistics Data
Block Length)

W% ID uint32 o N B34 e A ) %

(Device ID)

AMX uint8[16] fiph A S 3 R ) FAF N 1 22 42 X
(Ingress Zone)

HI X uint8[16] fink i SR s 3o N ) A ) Y T 22 4 X
(Egress Zone)

JNEE 1= uint8[16] | I A sk Ui kA 1.

(Ingress

Interface)

i u uint8[16] F T H b & i

(Egress

Interface)

RALTTIP il uint8[16] RAEEREFAT TP RR 2T AL 1P Hudik, SRAT IP ik )\
(Initiator IP i .

w77 IP bkl uint8[16] Wi B 5 S E AL ML IP Huhk, SRAT 1P Hbhik )\ 740 .
(Responder IP

JE 4k % 7 i 1P |uint8[16] P F R TE SR IAREL 5 T A EHLE 1P Hutk, SRAT IP Hutk )\
1 (Original (A2

Client IP
Address)

KT uint8[16] 55 i R FR SR I SR A SR M B A 5 (A& HDD
(Policy
Revision)
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N RREEREEH

# B-45 EEL GBI 6.2-6.7x FR ()

FB Hymapn i8] (Description)

L ID (Rule uint32 fisk A TR £ P9 SBAR IR CUE D .
ID)
% L 1D uint32 fik A P T R DU ) 9 R R (A& D o
(Tunnel Rule ID)

MU EE(E (Rule  |uint16 TEH P G Pk B B B RZ A 3 E CRovr. BHIESD
Action)

MR (Rule  |uint32 IO Sk A ) DR A
Reason)

R AR5 v 1 uint16 AL TN H % 1
(Initiator Port)
W) J87 77 3 1 uint16 Wi 152 3= ATLAE D F i 11
(Responder
Port)

TCP #ri& uint16 FOREEFM IR TCP Fri&k.
(TCP Flags)

i (Protocol) |uint8 IANA F5 & L5 .
NetFlow ¥ uint8[16] S HEREUR S FE NetFlow FIBE& T IP Mkl

(NetFlow
Source)

<41 ID uint 16 A IR 4 Snort SCBIOECT D,
(Instance ID)

R uint16 F T DX )[R — A0 A i B s AR A
(Connection
Counter)

B-AMUEE uint32 1 e AR R — O L 1 VR T 0 UNIX e [
i [F] K

(First Packet
Timestamp)

w5 — A uint32 TE 21 T A2 e fi Jii — AN B0 A 1 H RITE 18] F) UNIX B ] 2K o
(ENENETES7

(Last Packet
Timestamp)

KA #  (uint64 RS AR a0 Hdls 0 8
£/ TR
(Initiator
Transmitted
Packets)

e N 7 AL AT (4 |uint64 Wi 87 = AL i ) Bt 0. 8
E/TRER
(Responder
Transmitted
Packets)
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TREIBRREARS

# B-45

ErceasEsy W

EEL GBI 6.2-6.7x FR ()

FB

KRR

P8 (Description)

KAL) 7
FHL (Initiator
Transmitted
Bytes)

uint64

RS T o 1 2

Wiy 182 777 A%
R EE
(Responder
Transmitted
Bytes)

uint64

Wi 7 = AL A% i £ 1 K

RATT EF L
EIERERAE
(Initiator
Packets
Dropped)

uint64

1 328 = R A 1 A 2 1 ke U 2 ) B L O U

Wiy )& 77 % 5
IRV ERTR
(Responder
Packets
Dropped)

uint64

T T 38 3 R A DA £ 13 DS 25 S R 0 L O R

T (Initiator
Bytes Dropped)

uint64

T 3 5 R 1 A T AR T 25 R R

Wi )87 7 2% F 1
FATE
(Responder
Bytes
Dropped)

uint64

T 3 R R A A 2 T N 25 ) A R

QOS M AN

uint8[16]

XTI A S BRAIERE, N 1 AR PR 4 R A4 R

QOS #iM ID
(QOS Rule ID)

uint32

JS2FH 3 4 £ e 55 S B AU £ P 1D S8 CniE D

HF ID

uint32

fi e 6 R B A AR ENLR T B AR IR

N PR 1ID
(Application
Protocol ID)

uint32

ISz FH H0 KIS HS 1D

URL 2% (URL
Category)

uint32

URL &5 (5 A B bR A1 5 o

URL {5% (URL
Reputation)

uint32

URL fE %A B FR IR 5 .

% 7 v N
ID (Client
Application ID)

uint32

Wk N2 g B O A AR IR S (CERD .

Web i H
ID (Web
Application ID)

uint32

Al Web NI A #ER RS (&R .
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N RREEREEH

# B-45 EEG MG EHER 6.2-6.7Xx FB (%)

FB Hymapn i8] (Description)

TR PR uint32 JR B i N URL B R Al B . HIRZN o
(String Block

Type)

THE R uint32 % 7 0 B FH URL 577 e 5008 B b ) 275 8, A0 4% s s Y
(String Block A FE - BO A5, k% 7 3 B URL 457 £ b ) 275
Length) .

7 P ity . FIF R PN VR URL (A& (Bl £i1es/index . html) s
URL (Client

Application URL)

SR K uint32 JE B ENL NetBIOS # R I A7 s i e . HIRZ N o,
(String Block

Type)

FRAEBPK uint32 FRB BRI AR, O TR S SRR AN S B
(String Block JAANFT, ik NetBIOS 44 Rk 744 d b ) 7 45 4

Length)

NetBIOS #/k | 745t FHL NetBIOS 4 FR 74

(NetBIOS

Name)

= % 2 TR uint32 JE B v N RRAS () 745 R R . (AR o.
(String Block

Type)

TP uint32 FH %8 77 i N RBOAS B 4+ R Bt Berb ) 27 8, B A A
(String Block FR PR ARFIC LI \NAS Y, 0 B RRAS A i 545 3
Length)

% R RA | A B 7 i L FH RRAS

(Client

Application

Version)

W AR 1 uint32 BGRB8 1D,

(Monitor Rule 1)

2 2 uint32 R RS A RS ID.

(Monitor Rule 2)

ag et S WK uint32 RS RIR A S = A A 1D

(Monitor Rule 3)

PR 4 uint32 5 BERESAT RIRHEE DU I P 25 20 B 1D

(Monitor Rule 4)

28 5 uint32 5B A ORI 58 LA I P 2R 1 1D

(Monitor Rule 5)

jiag et S WIS uint32 SEREATRBI S S 2 0 1) 1D,

(Monitor Rule 6)

dE Az as R 7 uint32 SRR S B 2 1D

(Monitor Rule 7)

Cisco Secure Firewall eStreamer £ /387
B-286



| MxB

TREIBRREARS

# B-45

ErceasEsy W

EEL GBI 6.2-6.7x FR ()

FB

KRR

P8 (Description)

dEz s AL 8
(Monitor Rule 8)

uint32

SRR RS )\ A M 2 U 1D

AR/ B
Fr (Security
Intelligence
Source/
Destination)

uint8

JEEH A IP Mok 5 1P FHAIESER 2 UL .

ZAERE
(Security
Intelligence
Layer)

uint8

5 IP BHIEZIRILECH) 1P JZ .

AEFEAE
(File Event

Count)

uint16

P DX 1R — A0 5 A B SR A A

NZHAF T E

(Intrusion Event
Count)

uint16

FIT D [ — A0 A N AR A O AE

R TT I 5K/
X (Initiator
Country)

uint16

O ENLAE R/ XA .

Wi 7 77 [ 22 / 3
[X (Responder
Country)

uint 16

M 7 AL ) P 2 /3t X AR

JE 4675 7 o X
JHb X

(Original Client
Country)

uint 16

BT RS 17 SR B ACER 5 T A SE B [ K /3 X AR .

IOC %5 (10C
Number)

uint16

HHHEMAK N EE N ID 555,

AEREEY
(Source
Autonomous
System)

uint32

PERIR BT E A NI B 6 RS9 T -

ERINEREE XD
(Destination
Autonomous
System)

uint32

VEIR B SR (1 H AR EHR R GRS

SNMP #ii A\
(SNMP Input)

uint16

N SNMP 5],

SNMP %
(SNMP Output)

uint16

a8 SNMP R 5]

J5 TOS (Source
TOS)

uint8

e NIE T IIAR S5 5 i 2R
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N RREEREEH

# B-45 FEEG 5 EHIER 6.2-6.7x B (%)

FB Hymapn i8] (Description)

Hix TOS uint8 & 4 DT IR 55 7 B E R .

(Destination

TOS)

JEHEHS (Source |uint8 JE L hE AT 2R R .

Mask)

HprEhd uint8 H btk 77 28 RS .

(Destination

Mask)

AN uint8(16) mEmE R et R GEUBTKED 1 ID S5, EHiEE, &
(Security GAUK 215 S N ) ASA FirePOWER #4578 st F EX .
Context)

VLAN ID uint16 FoREHUFTE VLAN 1) VLAN FRriR 5

A uint32 BAAE L R EN TR R AR [HMH%A o.

(String Block

Type)

FRPHRKE uint32 51 B ENL 5 S dm orb ) 7 8, SRR AR L
(String Block B )\, n B 5] H B E ML (Referenced Host) F
Length) B 1 4.

EIRE L0 ESI! FIF HTTP = DNS 2L EHL 415 S .

(Referenced

Host)

2 KR uint32 B s E H P AR R R R EHIBA R o

(String Block

Type)

TP uint32 P AT R AR P 75, A FESSR AR T Br
(String Block J\AFAT, B PR (User Agent) B I T # .
Length)

AR T H 2 H P AR CL T B E R

(User Agent)

P uint32 JR AN A HTTP 51 Fk A 7 4 R B . IR 2R o,
(String Block

Type)

TP R uint32 HTTP 5] b sl AR sp B Herh i 72 5, 4R R A Sk
(String Block FEH)\AFH, N E“HTTP 5]k 5 (HTTP Referrer)
Length) FBP T

HTTP 5l b m |45 T ECYR 35 050 Zk ST E HT TP S & P 5] H ik E B b
(HTTP Referrer) A,

SSL IEfifegr  uint8[20] SSL R4 #ETi SHAT #%il.

(SSL Certificate

Fingerprint)

SSL 1% ID(SSL |uint8[16] AbFE PR SSL HERE I ID 4R 5 o

Policy ID)
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| M%B THRIARMEIESH
RioEssuEsy W
# B-45 FEEG G Bk 62-6.7x & (48
FB Hympn i8] (Description)
SSIL%IJ”E)U'iU ID(SSL |uint32 AbFREFER) SSL AN BERINERAER) ID ST .
ule
SSL &L/ uint16 SSLEEALTH M= B 2 U3 fk 7. A% E
(SSL Cipher fREMENEL, 1ESH
Suite) www.iana.org/assignments/tls-parameters/tls-parameters.
xhtmlo
SSL it A uint8 F R B #2100 SSL 8¢ TLS Pl A
(SSL Version)
SSL R4 #siEf5  |uint32 SSL UEFHHRA . AT REE LHE
gﬁgﬁ- 0 - RARE - RS BHIE TR R VA
Certificate 1= AR - RS FAE RS LA E -
Status) 2 - AR - RS AE A R
4a- B - RS B/IEHCHE.
16 - MUK TR - MRS AR UK & TG AL
32 - B TR - MRS AUEF IS4 TR
64 - I - MRS IIEB O .
128 - MIARA - MRS AIE TS v R AR &L
256 - $AUAH - IR S5 A AR -
SSL sfr#ffE  uint16 FRAE SSLIL XS EFEPAT B ERAE . B TR 8 e 131 vl R
(SSL Actual TESAT, MERERTRE S UMIRAEAN A . W RE (A B4
Action) . 0 - R A
1 -H R
2 =‘PHIE
3 - THIEFFEHEE
4 SR (CREYD
5 -'fif s CE#ARE)
6 -ffE i) °
SSL U AE uint16 MRS SSL KU Sz E AT B4 AE . W RE (A B4

(SSL Expected
Action)

s W CEAED
# CEHAED
6 M GIGD

Cisco Secure Firewall eStreamer £ {55
B-289



MRB  TREIAREELES |

N RREEREEH

# B-45 EEL GBI 6.2-6.7x FR ()

FB

KRR

B (Description)

SSL k% (SSL
Flow Status)

uint16

SSLRHPIRAS o IX LEAE 15 B BT AT I ER AR BT /s IR B %
HWEEERER. ]R8 rE .

0 =ARAT

1 =ANULE

2 - B

3 -HEGAF

4 -RAEL B

5 - ANZ R E LB

6 NSRRI SSL A

7 - F ) SSL K48’

8 - FEME BN P o AR 2 I 2

9 =& FH 1R’

10 RN

-fr b BRR 55 4R 44 PR 53

- AL FEE FH 2 FR 2R

13 -‘li]*‘ll%awe
14 ='W SHA T
15 =R 55 B IE 5 A B T 20
16 - S5 AR UE IR SR AT Y
17 - TIERALFF A # DN’
18 - TCIRGZAF MUK # DN’
19 =R HI SSL WA’
20 -"FMHEF FI R A AT A
21 -AMEBUE B SUA AT AL
22 ='W HBIE B AR TERE
23 ='W HBIE T H A AT AT
24 - EBUEF AT H
25 =" WHIE e 80A AT A
26 =55 A UE IR UE A T A
27 =M 45 A% IE IR IE 2
28 - FRAE AL

RKAER
ekl

SSL iz % (SSL
Flow Error)

uint32

FEANR SSL AR A, XU AT Tt s fr .
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# B-45 EEL GBI 6.2-6.7x FR ()

FB

KRR

P8 (Description)

SSL il B
(SSL Flow
Messages)

uint32

TESSLIEF WA, 2/ u FlAR 2% 2% Z RIS e B . A R VEA
£ 8., 521 http://tools.ietf.org/html/rfc5246.

0x00000001 - NSE_MT__HELLO_REQUEST

0x00000002 - NSE_MT__CLIENT_ALERT

0x00000004 - NSE_MT__SERVER_ALERT

0x00000008 - NSE_MT__CLIENT_HELLO

0x00000010 - NSE_MT__SERVER_HELLO

0x00000020 - NSE_MT__SERVER_CERTIFICATE
0x00000040 - NSE_MT__SERVER_KEY_EXCHANGE
0x00000080 - NSE_MT__CERTIFICATE_REQUEST
0x00000100 - NSE_MT__SERVER_HELLO_DONE
0x00000200 - NSE_MT__CLIENT_CERTIFICATE
0x00000400 - NSE_MT__CLIENT_KEY_EXCHANGE
0x00000800 - NSE_MT__CERTIFICATE_VERIFY
0x00001000 - NSE_MT__ CLIENT_CHANGE_CIPHER_SPEC
0x00002000 - NSE_MT__CLIENT_FINISHED

0x00004000 - NSE_MT__SERVER_CHANGE_CIPHER_SPEC
0x00008000 - NSE_MT__SERVER_FINISHED
0x00010000 - NSE_MT__NEW_SESSION_TICKET
0x00020000 - NSE_MT__HANDSHAKE_OTHER
0x00040000 - NSE_MT__APP_DATA_FROM_CLIENT
0x00080000 - NSE_MT__APP_DATA_FROM_SERVER

SSL jitr i (SSL
Flow Flags)

uint64

IR R bR E . ATREMIEBLFE:
0x00000001-NSE_FLOW _VALID- 25 B itk 7 B, Hifh
FEAAM
0x00000002 -NSE_FLOW __INITIALIZED - N #5545 #) . #E 4%
4 AT A B
0x00000004-NSE_FLOW__INTERCEPT-SSL£>iF O\ i 4%

TR PR
(String Block
Type)

uint32

JREEE SSL 55 s A4 PRI AT R B . (IR o,

FRER R
(String Block
Length)

uint32

SSLHR S #8 4 FR 55 R AE Hoh i 2 8, AR e R RS &
FE ) AT, N E“SSL k4 224 87 (SSL Server
Name) B =5 5.

SSL k45 a4 A
(SSL Server
Name)

FE SSL % 7 i WU A I e 55 4 44 Pk o h S (R A Bk
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IBRRER SRS

# B-45 FEEG 5 EHIER 6.2-6.7x B (%)

FB Hymapn i8] (Description)

SSL URL 2% |uint32 R IR 55 25 4 AR RIIE 1355 F 48 1R 0 R I 200

(SSL URL

Category)

SSL£:i%ID (SSL |uint8[32] % P AR 25 A R B AT S TR E N, SSLAE T MR FH 1)
Session ID) 2=1% ID 18

SSL 21 ID K JF |uint8 SSL 215 ID K. R4S 4R ID AReiid 32 M, il
(SSL SessionID Be/NTF 32 AN,

Length)

SSL Z{FID(SSL |uint8[20] 2% ity AR 2% 2 () A A P 2 1 SR I A FH 1 216 ZEE R

Ticket ID)

SSL ZEHF ID £ |uint8 SSL FHiE ID K. R ZEIIE ID AR 20 T, BBE
(SSL Ticket ID "l gE/N T 20 ANFETS.

Length)

W4 43 BT g5 uint8[16] 5 AR AR O 1 I 2% 2 B SRS TR AB 1T

1] (Network

Analysis Policy

Revision)

24 Iy g, B A uint32 ISE PR 1) i3 2 i A F (R B 2R84 1) ID S 8. iX 241> DC
ID (Endpoint R, FETTER TR AT AT .

Profile ID)

Z4H 1D uint32 i1 ISE R4 g 7 Bicgs P i ID S A

(Security

Group ID)

fE IPv6 uint8[16] 5 ISE @5 98 D/ IP ikt . "TLLSE IPv4 5§ IPV6.
(Location IPv6)

HT TP (HTTP |uint32 HTTP i 3K 1y ma R AR .

Response)

A R uint32 JF 3 DNS 2 ify 775 s Bdl . HI6Z4N o,
(String Block

Type)

TR uint32 FREB IR TR, TR S SRR A S B
(String Block JAANETT, b DNS 25 ) =55 5 A i 21 5
Length)

DNS #rifj TR H K% F) DNS 55 25 B N 2.

(DNS Query)

DNS idsgZA  |uint16 DNS id s KRR I E 7 E

(DNS Record

DNS Mm% |uint16 DNS il 78 ) 018 o

(DNS Response

Type)

DNS TTL uint32 DNS i 87 [ A= 476 ] RO 30

Sinkhole UUID  |uin8[16] 5 it sinkhole Xt % CHL 1] UUID.
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# B-45 EEL GBI 6.2-6.7x FR ()

FB Hympn i8] (Description)

LA HRINR uint32 SR 2 A E R IR . X WS RSSO EE 2% 4
1 (Security HEIRFIL. WREA A 5IEERIKRN R 2 iRAIE.
Intelligence

List 1)

2 ER IR uint32 HEM B 2 25 IR AR . X WL B SCHE T BE 24
2 (Security HRkIR . TREE = 5B G 22 IR
Intelligence

List 2)

LA NEIRIR uint32 HHRB e B IR AR . IX B B G T B 2 4
3 (Security EIRFIR . WREA = HIEE RPN R 2 IREIE .
Intelligence

List 3)

ERGTHE B EIER 7.0

ERG s BAIR A E R B . 24 dbric”(Security Group Tag). “HEfLE%

1 Fl1%% 2" (virtual routing and forwarding) UL “Z125 J& 14" (dynamic attribute) 7Bt
WINEN“7.04+ FREEGHE B H TR 7.0+ FIEESTHE BEER ISR R
FIABHEIA TR 173, AL 168, EHEGIHE B 6.2-6.7.x, 5 B-275 7. B
B 174 B4

fa] LUl I E HERRA N 16 HEEHCIE A 71 &R BB BH RS CiERirE”
(RequestFlags) ZEH 14 30) 1ERIEEFMILFE. BESHIERRE, 5 2-1270. WREFH
fr 23, W& BH MRk,

ARERGTHE BAEH B MHEAEE, WS RERSIHEESENE, % 4-51 00
TEE/RAT 7.0 BER G THE B EUE B

=

=) 0 1 2 3

»fj 0|1(2|3|4|5|6|7(8|9/|10(11|12]13|14|15(16|17|18|19|20(21|22|23(24|25|26|27|28|29|30|31

EEGUHE B AHHREHRA (173)

RS HE BB LK (Connection Statistics Data Block Length)

% 4% ID (Device ID)

AHX (Ingress Zone)
AH[X (Ingress Zone) (4E)
AIX (Ingress Zone) (%)

A X (Ingress Zone) (4%)

H KX (Egress Zone)
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8|9 (10(11(12|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

H O X (Egress Zone) (45)
H O [X (Egress Zone) (4L)

H DX (Egress Zone) (4£)

A E#0 (Ingress Interface)
A H#20 (Ingress Interface) (&)
A4 (Ingress Interface) (4:)

A HA#: 0 (Ingress Interface) (42)

Hi 0420 (Egress Interface)
H 142 10 (Egress Interface) (42)
i %10 (Egress Interface) (4E£)

H 142 1 (Egress Interface) (42)

RALT7 IP Hidk (Initiator IP Address)
KT IP Hidik (Initiator IP Address) (4£)
KR J7 IP Hihit (Initiator IP Address) (£7)

KT IP Hitlk (Initiator IP Address) (4£)

i 5 1P Hikik (Responder IP Address)
WS 77 IP #iudik (Responder IP Address) (42)
Wi &2 75 1P il (Responder IP Address) (4:)

WS 7 IP #iudik (Responder IP Address) (42)

JR 462 F i IP Mk (Original Client IP Address)
JEGA% P 1P ik (48
JE4A% i 1P Hhhk (40

JRAG%s i 1P Huhk (22

FMEM5IT (Policy Revision)

HW&1E1T (Policy Revision) (4:)

HUEAEIT (Policy Revision) (4£)
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ErceasEsy W

0 1 ‘ 2 ‘ 3
0(1|/2|3|4|5]|6 89 (10/11|12|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28(29|30 |31
KMEAELT (Policy Revision) (4£)
F 1D (Rule ID)
& HL ID (Tunnel Rule ID)
FN#AE (Rule Action) F A (Rule Reason)
FUI R PRl (22D JZ# )55 O (Initiator Port)
W 5 77 %1 -1 (Responder Port) TCP 45 (TCP Flags)
¥ (Protocol) NetFlow 75 (NetFlow Source)
Netflow 7 (Netflow Source) (4£)
Netflow & (Netflow Source) (4:)
Netflow J5 (Netflow Source) (%£)
NetFlow J& (£ 5245 ID (Instance ID) TR
(Connection
Counter)
RS (Cx B — AN EdR AU (58 (First Packet Timestamp)
Ctr) (4
B — N EHR [ B Ja— A HdE AU 1) 8k (Last Packet Timestamp)
% (First Pkt
Time) (48

FUR SR et
L (52

ST A A BE 9.2 (Initiator Transmitted Packets) (4%)

T AT A% i Y R A
e (5

KT A 4 (Initiator Transmitted Packets)

W] N 7 A% S i B0HE 2141 (Responder Transmitted Packets) (45)

Wi J37 75 A ¥ K504
R ()

i N 5 AR i 2 s 120 (Responder Transmitted Packets)

R TTAE S 7154 (Initiator Transmitted Bytes) (4E)

A Iy AR 7
(2

KA 755 (Initiator Transmitted Bytes)

] [N 7 A% %61 1 715 2 (Responder Transmitted Bytes) (4:)

Wi |87 77 A ) 15
(8D

Wi 5 7 7 95 4.4 (Responder Transmitted Packets)

KT EFHIEIE .2 (Initiator Packets Dropped)
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=) 0 1 2 3

7(8|9(10{11{12|13|14 /15|16

17118(19(20(21|22|23|24|25|26|27|28|29|30|31

KT EF R A2 (Initiator Packets Dropped) (4£)

KT F I A Wi )87 77 25 37 1) 404 0.4 (Responder Packets Dropped)
L (8 (Responder Packets Dropped)
Wi 37 7 25 7 1 #0821 (Responder Packets Dropped) (4:)
Ml J8 77 25 37 H 404 KT FFI 4L (Initiator Bytes Dropped) (Initiator
% (8D Bytes Dropped)

KT E I 7%k (Initiator Bytes Dropped) (%)

KT EF T Wi 3 7 2 35 1K) 715 %% (Responder Bytes Dropped) (Responder
() Bytes Dropped)
i 5.7 2= 35 1 7 154 (Responder Bytes Dropped) (45)
ﬂ@&g%éﬁ;g‘]?% QOS M A iI42 1 (QOS Applied Interface)
5
QOS M A MFEH (22
QOS M A mH N (2
QOS M H M (8
QOS ¥ r#E I QOS #M ID (QOS Rule ID)
€]
QOS #H ID (42) HF ID
F 7 ID (User ID) . #43 ID (Application Protocol ID)
(42)
B #HID (52 URL 2%Jj] (URL Category)
URL 23] (URL URL {2 (URL Reputation)
Category) (42
URL {5%F (URL % PN A 1D (Client Application ID)
Reputation) (4£)
2P i YA 1D Web 5 ID (Web Application ID)
(Client App ID)
(82
Web 5 HID (Web FRFER AL (0) (Str. Block Type (0))
App. ID) (£2)
3=
N TR PR SR E UK (String Block Length)
=) ¢9)
FIF Eﬁ Qﬁ%ﬁi % Faii 3 FURL... (Client App. URL...)
5%

Cisco Secure Firewall eStreamer £ /387
B-296




| &B THRIEBEIESEN

ErceasEsy W

1 2 3
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9 (10(11|12|13|14|15|16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

P ERERISAY (0) (String Block Type (0))

T4 H K (String Block Length)

NetBIOS
4% (Name)

NetBIOS % #x...(NetBIOS Name..)

FI5ER ERISAY (0) (String Block Type (0))

FIF R P (String Block Length)

7 5 S S (Client Application Version...)

7 i
M RRCAS (Client App

W45 28000 1 (Monitor Rule 1)

W28 2 (Monitor Rule 2)

W2 28500 3 (Monitor Rule 3)

W 2AU 4 (Monitor Rule 4)

W2 28500 5 (Monitor Rule 5)

W25 6 (Monitor Rule 6)

W28 7 (Monitor Rule 7)

W54 2840 8 (Monitor Rule 8)

LA/ H AR ZEBNE A=At #E (File Event Count)
(Sec. Int. Src/Dst) (Sec. Int. Layer)

NIZZFH441H5] (Intrusion Event Count) KT E X (Initiator Country)

Wi 87 7 [ 2%/ [X. (Responder Country) JER 4 25 1 i B 5%/ IX
(Original Client Country)

IOC %5 (I0C Number) Y5 H ¥4 &5t (Source
Autonomous System)

YE E VA &%t (Source Autonomous System) H#¥r Hi6 #4t (Destination
(5 Autonomous System)

H#» B4 % 4; (Destination SNMP %i A\ (SNMP In)
Autonomous System)
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S 0 1 2 3

/fj 0(1/2|3|4|5|6|7|8|9(|10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

SNMP #i i (SNMP Out) % TOS (Source H#x TOS
TOS) (Destination TOS)
JEHERS (Source H AR HEhs %4 1% 5 (Security Context)
Mask) (Destination Mask)

%7455 (Security Context)
‘Z 4= 1% 5 (Security Context) (452)

22415 5% (Security Context) (££)

24 1% 5 (Security Context) (42) VLAN ID

FAFH BRAL (0) (String Block Type (0))

TR HUKCRE (String Block Length)

5| FI i) =41 (Referenced Host)...(Referenced Host...)

51 BIENL
(Referenced Host)

TAFH P (0) (String Block Type (0)

FIFE LK (String Block Length)

AP ARER

F P 4R (User Agent...)

P ERERSAY (0) (String Block Type (0))

T4 H K (String Block Length)

HTTP 5| 3G /&5..(HTTP Referrer...)

HTTP 51 sl
(HTTP Referrer)

SSL iFH#84L (SSL Certificate Fingerprint)
SSL iEH4E4L (SSL Certificate Fingerprint) (4£)
SSL iEP R4 (SSL Certificate Fingerprint) (%)
SSL iEH4E4L (SSL Certificate Fingerprint) (4£)

SSL iE 5484 (SSL Certificate Fingerprint) (42)

SSL % ID (SSL Policy ID)
SSL 4% ID (SSL Policy ID) ()
SSL %% ID (SSL Policy ID) (££)

SSL 4% ID (SSL Policy ID) (4%)
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1 2 3

9 (10(11|12|13|14|15|16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

SSL #i ID (SSL Rule ID)

SSL #tE4: (SSL Cipher Suite) SSL fiiA (SSL SSL k%5 AEF S
Version) 15 (SSL Srv
Cert. Stat.)
SSL fR%##IE T4t B (SSL Srv Cert. Stat) (4£) SSL sEFR#EAE (SSL

Actual Action)

SSL FfrigfE
(SSL Actual
Action) (%2)

SSL k7 (SSL
Flow Status)

SSL Fiil#1/E (SSL Expected Action)

SSL JRA
((SSL Flow
Status)) (%)

SSL i % % (SSL Flow Error)

SSL iR % (SSL
Flow Error) (4£)

SSL JiiH &2 (SSL Flow Messages)

SSL ¥iiH & (SSL
Flow Messages)
(4

SSL %45 4
(SSL Server Names)

SSL iR (SSL
Flow Flags) (4£)

SSL jitr & (SSL Flow Flags)

SSL Jiikr& (SSL Flow Flags) (42)

FRFER A (0) (String Block Type (0)

SRR PR
(O) (String Block
Type (0)) (%2)

FR5ERHUKE (String Block Length)

TR
(String Block
Length) (&%)

SSL k45 2 4 F5... (SSL Server Names...)

SSL URL 2471 (SSL URL Category)

SSL £xi% ID (SSL Session ID)
SSL 41 ID (SSL Session ID) (45
SSL 4% ID (SSL Session ID) (4:)
SSL 417 ID (SSL Session ID) (££)
SSL 4% ID (SSL Session ID) (4:)

SSL 417 ID (SSL Session ID) (4£)

SSL 41 ID (SSL Session ID) (45
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/fj 0(1/2|3|4|5|6|7|8|9(|10{11]12|13|14/15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30|31

SSL 417 ID (SSL Session ID) (££)

SSL 21 ID KB SSL ZEiE ID (SSL Ticket ID)
(SSL Session ID
Length)

SSL 4 ID (SSL Ticket ID) (4%)
SSL i ID (SSL Ticket ID) (4%)
SSL 24 ID (SSL Ticket ID) (4%)

SSL i ID (SSL Ticket ID) (4%)

SSL ZEE ID (SSL SSL ZEHF ID KB W45 237 e 421T (Network Analysis
Ticket ID) (%) (SSL Ticket ID Policy Revision)
Length)

R 2% 43 H7 S5 IE A5 3T (Network Analysis Policy Revision) (%)
W% 737 S IE 51T (Network Analysis Policy Revision) (%)

W28 4T 5% 151T (Network Analysis Policy Revision) (%)

W4 73 #1 SR 21T (Network Analysis A3 B 4 ID (Endpoint Profile ID)
Policy Revision) (%)
A4l B X/ ID (Endpoint Profile ID) ‘%44 |D (Security Group ID)
(8
‘%441 ID (Security Group ID) (%) b AR
VERD H bR 2R H 1z bR H b fb A bric 22

frE IPv6 (Location IPv6)
{7 & IPv6 (Location IPv6) (%)
A& IPv6 (Location IPv6) (4:)

{7 & IPv6 (Location IPv6) (%)

HTTP 5 (HTTP Response)

FIFE LA (0) (String Block Type (0))

T4 H B (String Block Length)

DNS Z5 )

DNS #141..(DNS Query..)

DNS it 5257 (DNS Record Type) DNS i ;2574 (DNS Response Type)

Cisco Secure Firewall eStreamer £ /387
B-300 '



| &B THRIEBEIESEN

ErceasEsy W

e 0 1 ‘ 2 ‘ 3

8|9 (10(11(12|13|14|15(16(17|18|19|20|21|22|23(24|25|26|27|28|29|30 |31

DNS TTL

Sinkhole UUID
Sinkhole UUID (%)
Sinkhole UUID (%%)

Sinkhole UUID (%)

245 HF 1 (Security Intelligence List 1)

24313 2 (Security Intelligence List 2)

JEU S e

FAFH BRAL (0) (String Block Type (0))

T4 ER P FE (String Block Length)

4N OV

A VRF % 75...

TR (0) (String Block Type (0))

FRFHHUKFE (String Block Length)

JYA R

i [ VRF & 7%...

FAFE PSR (0) (String Block Type (0))

T4 H K (String Block Length)

F B2

I 1P 275 m ik

F Y (0) (String Block Type (0))

S H

FIF R P FE (String Block Length)

T

HAx IP ha g k...
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NEX T 7.0 KRG THE BB P T BL AT 1 .

# B-46 FEBGE B R 7.0 FE

FB Hympn i8] (Description)

R HE BREE  (uint32 JBEHT 7.0+ FIEESHE BAER ., HIRLN 173,
ek A

(Connection
Statistics Data

Block Type)
RS HE R AE  uint32 EGHE BRI AL, AR ERSIHE BRI RKE
N3 FE)\AFTT, 0 b B S R )

(Connection
Statistics Data

Block Length)

%4 ID uint32 Il BE R FA R B

(Device ID)

AAX uint8[16] fith 5 SR I R AN D 242 X
(Ingress Zone)

HX uint8[16] finh A S M 3 R A A L T 22 4K

(Egress Zone)
AND#:O (Ingress | uint8[16] AT A RERED.

Interface)

Y40 (Egress | uint8[16] TR,

Interface)

KA IP bk uint8[16] REEEFM R RIR 2GR 1P Hidik, SRA IP bk )\ 20 .
(Initiator IP

W 5. 75 1P ik uint8[16] M B AL AL FEHLE 1P bk, SRA IP Motk )\ A4,
(Responder IP

Fisz i 1P | uint8[16] A7 TR EE SR ARSI A ENLR 1P Hidik, SRA 1P Hhdik )\ A7 4.
ik (Original
Client IP Address)

SEHEAZIT (Policy | uint8[16] 55 i R (K RIS AR OG U FRA 5 CUms&EAD

Revision)

FU ID (Rule ID)  |uint32 fish 5 AL (RO RO P A AR IR (&AL
BEEAI 1D uint32 i AP P i E R U £ P9 AR IR A (& D .
(Tunnel Rule ID)

FNHEEAE (Rule uint16 TEF 7 R g B BT Z U B3R (i BHIESS) o
Action)

KU B (Rule uint32 FI I ik A A P DR AT

Reason)

KA T uint16 R FHAEH KA.

(Initiator Port)

U %7 77 3 11 uint16 W %7 2 LA R 0 1

(Responder Port)

TCP tri& uint16 FNIERF AT TCP bRk

(TCP Flags)

1Y (Protocol) uint8 IANA f5 & R .
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# B-46

ErceasEsy W

EEGIEEHHR 70 7R (8

FB

KRR

i8] (Description)

NetFlow
(NetFlow Source)

uint8[16]
