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5% T Firepower 1000/2100 %2 £ 1% #% CLI

* Firepower 1000/2100 %4> %% FXOS CLI #Ei& , 55 1 5t
* FXOS CLI JZIk45ik) , 310
 CLI IRl , 254 0

Firepower 1000/2100 % £ 1% % FXO0S CLI #fi4

\}

AW HE R H5 7 /41 Firepower 1000 and Firepower 2100 ‘% 421 £ & 51 ] Firepower eXstensible #:1F &
4t (FXOS) i 2 AT 4 (CLL).

ERE SSH % /i Bl 11 1% CLI BRI Firepower @H Bl 1T LA# F connect fxos iy 2K i ] FXOS
CLI.
Firepower 1000 and Firepower 2100 4% il & %if I-1_L[¥) CLI 2R\ 4 FXOS CLI #7545, Al LA FHf connect
ftd iy 22K 1)j 1] Firepower J& i 18 CLI,
%% FXOS CLI J&i, m LM Fikir4#%& Firepower 1000 and Firepower 2100 F 41 ¥ £ [f] FXOS -
& I HERR bR
Wik Firepower B9 1 22 25 4F Firepower 1000/2100 % 4% I, M FXOS CLI ARV B E . W1 H
T H] FXOS CLI ATAE AL & 5 2, commit-buffer fir 423k Ml 1%
A 2% Firpower JaliJlirpifl CLI (S 245 5, 124 Firpower BUb I iy & 2% (http://www.cisco.com/
c/en/us/td/docs/security/firepower/command ref/b Command Reference for Firepower Threat
Defense.html).

= v/ Lt
FX0S CLI Z R 2544

FXOS CLI HZUN i 282 IR S5, %2R EE M I i s gUA A EXEC Bk 3w g k)
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EXEC i& TR U top e #

WAE & T EXEC #2L[¥) scope /chassis #
chassis 74>

DUKI AT BE #% 1EH T EXEC #511 scope /eth-uplink #
eth-uplink fiy4

AL LB 3% T EXEC #5511 scope /fabric-interconnect #
fabric-interconnect iy 4

[l {1 i& T+ EXEC # 1 scope /firmware #
firmware i 4

Wi & T EXEC #X ) scope /monitoring #
monitoring fiv 4

AN % FH T EXEC #5801 scopeorg |/org #
4

TA & T EXEC #2011 scope /security #
security fir4

R 55-#% 1% T EXEC #2X[¥) scope /server #
server fiy4

ssa TEHT EXEC #5X [ scopessa |/ssa#
iRy

XS i&H T EXEC #5211 scope /system #
system fir 4

TEIMER T 7] M FXOS CLI T2 AT A4, LMEVT A FXOS 174 shell. AxH A #4674 shell A
Firepower B MH CLI. 5VER, 75 Z45 06 U5 AR .
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* & FXOS CLI 7%, #5711

25 FX0S CLI &7 &

PL R #r4AE T FXOS CLI T R

we Ll
acknowledge fault RN R
Bl .
acknowledge fault 1
Hrpid bR iR 5 . A RMEREREDY 0 2
9223372036854775807,
clear THERZE XS .
commit-buffer I HRING R S 2
connect R A CLI,
LR
connect ftd
discard-buffer EFHE M,
end 3 exec BT,
exit B SRR
scope HENHT IR
set WE BT
show BIRRGE .

(&M T 2% Firepower BB EH 1189 Firepower 1000/2100 59 2%} FX0S # & HE 45 ) .“



£ /5 FX0S CLl 4%
B ssmoscuns

%% L RA

terminal 2878

top e BT T
ucspe-copy S UCSPE A #3044

up oV il S

where BT R HTREAE
backup &0y
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* FXOS CLI FUAAAL A M HE R a4, 56 7 0t

* FXOS CLI LUK FATREB A e FE e &, 28 12 70
* FXOS CLI & # i B B A i i HE B 2 25 14 7L

* FXOS CLI %4 r 5 Ui s HE bR 2 55 17 1L

FXO0S CLI #1812 N PE HEFR n <

LA R LR FXOS CLI fir 4 il fi# 4k Firepower 1000/2100 F 4t i i .

show environment
WRHUA IR B
1t :

FPR2100 /chassis # show environment expand detail
Chassis 1:
Overall Status: Power Problem

Operability: Operable

Power State: Ok

Thermal Status: Ok

PSU 1:
Overall Status: Powered Off
Operability: Unknown
Power State: Off
Voltage Status: Unknown
PSU 2:
Overall Status: Operable
Operability: Operable
Power State: On
Voltage Status: Ok
Tray 1 Module 1:
Overall Status: Operable
Operability: Operable
Power State: On
Fan 1:

Overall Status: Operable
Operability: Operable
Power State: On

Fan 2:
Overall Status: Operable
Operability: Operable
Power State: On
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Fan 3:
Overall Status: Operable
Operability: Operable
Power State: On
Fan 4:
Overall Status: Operable
Operability: Operable
Power State: On
Server 1:
Overall Status: Ok
Memory Array 1:
Current Capacity (MB): 32768
Populated: 2

DIMMs:
ID Overall Status Capacity (MB)
1 Operable 16384
2 Operable 16384
CPU 1:
Presence: Equipped
Cores: 8

Product Name: Intel (R) Xeon(R) CPU D-1548 @ 2.00GHz
Vendor: GenuinelIntel

Thermal Status: OK

Overall Status: Operable

Operability: Operable

show environmentbasic
SR CPU WL %
1t -

FPR2100 /chassis # show environment basic
*khkkkkkkkkkkkkkk ChaSSiS Temps *khkkkkkkkkkkhkkkkk

Inlet temperature is 75 degrees Celsius

KAXKXKKKXKAKXKKKN KKK K CPU Data KAXKKKKXKAKXKXKK KKK K

Core Temperature 0 is 93 degrees Celsius
Core Temperature 1 is 93 degrees Celsius
Core Temperature 2 is 94 degrees Celsius
Core Temperature 3 is 92 degrees Celsius

scope fan
{E Firepower 2110 F1 2120 & £ Lk A XU,

scope fan-module
£ Firepower 2130 F1 2140 ¥ 2 AN FEIEB T, ) DLUR R PR KU eI 4
Ho
il

FPR2100 /chassis # show fan-module expand detail
Fan Module:
Tray: 1
Module: 1
Overall Status: Operable
Operability: Operable
Power State: On
Presence: Equipped
Product Name: Cisco Firepower 2000 Series Fan Tray
PID: FPR2K-FAN
Vendor: Cisco Systems, Inc
Fan:
ID: 1
Overall Status: Operable
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Operability: Operable
Power State: On
Presence: Egquipped

ID: 2

Overall Status: Operable
Operability: Operable
Power State: On
Presence: Egquipped

show inventory
BRI T  BEN R R 51 A5 5 R R
R A UEH T Firepower 2130 F1 3140 %45 o
it

FPR2100 /chassis # show inventory
Chassis PID Vendor Serial (SN) HW Revision

1 FPR-2140 Cisco Systems, In JAD201005FC 0.1

show inventory expand
WORA KRI w] EH AL (BIIBLAE . PSU R 2580 IR 16l A7 AR B
ol

FPR2100 /chassis # show inventory expand detail
Chassis 1:
Product Name: Cisco Firepower 2000 Appliance
PID: FPR-2130
VID: V01
Vendor: Cisco Systems, Inc
Model: FPR-2130
Serial (SN): JAD2012091X
HW Revision: 0.1
PSU 1:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400
VID: V01
Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
HW Revision: O
PSU 2:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400
VID: V01
Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
HW Revision: O
Fan Modules:
Tray 1 Module 1:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series Fan Tray
PID: FPR2K-FAN
Vendor: Cisco Systems, Inc
Fans:
ID Presence
1 Equipped
2 Equipped
3 Equipped
4 Equipped
Fabric Card 1:
Description: Cisco SSP FPR 2130 Base Module
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Number of Ports: 16
State: Online
Vendor: Cisco Systems, Inc.
Model: FPR-2130
HW Revision: O
Serial (SN): JAD2012091X
Perf: N/A
Operability: Operable
Overall Status: Operable
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A

Fabric Card 2:
Description: 8-port 10 Gigabit Ethernet Expansion Module
Number of Ports: 8
State: Online
Vendor: Cisco Systems, Inc.
Model: FPR-NM-8X10G
HW Revision: O
Serial (SN): JAD19510AKD
Perf: N/A
Operability: Operable
Overall Status: Operable
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A

scope psu
BEAN YRR EAIA . BT, AU A AT O Rk B TR .
il :

FPR2100 /chassis # show psu expand detail
PSU:

PSU: 1

Overall Status: Powered Off

Operability: Unknown

Power State: Off

Presence: Equipped

Voltage Status: Unknown

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply

PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc

Serial (SN): LIT2010CAFE

Type: AC

Fan Status: Ok

PSU: 2

Overall Status: Operable

Operability: Operable

Power State: On

Presence: Equipped

Voltage Status: Ok

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply

PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc

Serial (SN): LIT2010CAFE

Type: AC

Fan Status: Ok

scope stats
BEAGETHE B BT, ATUAE A VA TS BT R .
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FPR2100 /chassis # show stats
Chassis Stats:
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/stats
Suspect: No
Outlet Templ (C): 43.000000
Outlet Temp2 (C): 41.000000
Inlet Temp (C): 30.000000
Internal Temp (C): 34.000000
Thresholded: 0
Fan Stats:
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-1/stats
Suspect: No
Speed (RPM): 17280
Thresholded: 0
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-2/stats
Suspect: No
Speed (RPM): 17340
Thresholded: 0
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-3/stats
Suspect: No
Speed (RPM): 17280
Thresholded: 0
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-4/stats
Suspect: No
Speed (RPM): 17280
Thresholded: 0
Psu Stats:
Time Collected: 2016-11-14T21:19:46.318
Monitored Object: sys/chassis-1/psu-1/stats
Suspect: No
Input Current (A): 0.000000
Input Power (W): 8.000000
Input Voltage (V): 0.000000
Psu Templ (C): 32.000000
Psu Temp2 (C): 36.000000
Psu Temp3 (C): 32.000000
Fan Speed (RPM): O
Thresholded: 0
Time Collected: 2016-11-14T21:19:46.318
Monitored Object: sys/chassis-1/psu-2/stats
Suspect: No
Input Current (A): 0.374000
Input Power (W): 112.000000
Input Voltage (V): 238.503006
Psu Templ (C): 36.000000
Psu Temp2 (C): 47.000000
Psu Temp3 (C): 47.000000
Fan Speed (RPM): 2240
Thresholded: 0
CPU Env Stats:
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/blade-1/board/cpu-1l/env-stats
Suspect: No
Temperature (C): 46.000000
Thresholded: 0
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/blade-1/npu/cpu-1/env-stats
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Suspect: No
Temperature (C): 38.000000
Thresholded: 0

FXO0S CLI LAKW- T3k s\ S HEPR v &

AT BUK M- EATHEES B FXOS CLI 2 1] fi# 2 Firepower 1000/2100 F 4 (1) 1] @

show detail
7R 5% Firepower 1000/2100 %45 1 LK M EATHE 2% (1 7R 4015 B
(LR

FPR2100 /eth-uplink # show detail
Ethernet Uplink:
Mode: Security Node
MAC Table Aging Time (dd:hh:mm:ss): 00:04:01:40
VLAN Port Count Optimization: Disabled
Current Task:

scopefabrica

BEA UK K- EATEER R O, AR, ATDAE R a2k A BATR 45 &

il :

FPR2100 /eth-uplink/fabric # show interface

Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/1 Data Enabled Up Up
Ethernetl/2 Data Enabled Link Down Down
Ethernetl/3 Data Disabled Link Down Down
Ethernetl/4 Data Disabled Link Down Down
Ethernetl/5 Data Disabled Link Down Down
Ethernetl/6 Data Disabled Link Down Down
Ethernetl/7 Data Disabled Link Down Down
Ethernetl/8 Data Disabled Link Down Down
Ethernetl/9 Data Disabled Link Down Down
Ethernetl/10 Data Disabled Link Down Down
Ethernetl/11 Data Disabled Link Down Down
Ethernetl/12 Data Disabled Link Down Down
Ethernetl/13 Data Disabled Link Down Down
Ethernetl/14 Data Disabled Link Down Down
Ethernetl/15 Data Disabled Link Down Down
Ethernetl/16 Data Disabled Link Down Down
Ethernet2/1 Data Disabled Link Down Down
Ethernet2/2 Data Disabled Link Down Down
Ethernet2/3 Data Disabled Link Down Down
Ethernet2/4 Data Disabled Link Down Down
Ethernet2/5 Data Disabled Link Down Down
Ethernet2/6 Data Disabled Link Down Down
Ethernet2/7 Data Disabled Link Down Down
Ethernet2/8 Data Disabled Link Down Down

FPR2100 /eth-uplink/fabric # show port-channel
Port Channel:

Port Channel Id Name Port Type Admin State Oper
State State Reason
1 Port-channell Data Disabled
Link Down Down
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FPR2100 /eth-uplink/fabric/port-channel # show stats
Ether Error Stats:

Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/err-stats
Suspect: No

Rcv (errors): O

Align (errors): 0

Fcs (errors): O

Xmit (errors): 0

Under Size (errors): 0

Out Discard (errors): O

Deferred Tx (errors): 0

Int Mac Tx (errors): 0O

Int Mac Rx (errors): 0

Thresholded: Xmit Delta Min

Ether Loss Stats:

Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/loss-stats
Suspect: No

Single Collision (errors): O
Multi Collision (errors): O
Late Collision (errors): O
Excess Collision (errors): 0
Carrier Sense (errors): 0
Giants (errors): 0O

Symbol (errors): 0

SQE Test (errors): O
Thresholded: 0

Ether Pause Stats:

Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/pause-stats
Suspect: No

Recv Pause (pause): 0

Xmit Pause (pause): 0

Resets (resets): 0

Thresholded: 0

Ether Rx Stats:

Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/rx-stats
Suspect: No

Total Packets (packets): 0

Unicast Packets (packets): 0

Multicast Packets (packets): O

Broadcast Packets (packets): 0

Total Bytes (bytes): 0O

Jumbo Packets (packets): 0

Thresholded: 0

Ether Tx Stats:

Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/tx-stats
Suspect: No
Total Packets (packets): 0
Unicast Packets (packets): 0
Multicast Packets (packets): O
Broadcast Packets (packets): 0
Total Bytes (bytes): 0O
Jumbo Packets (packets): 0

FPR2100 /eth-uplink/fabric/interface # show stats
Ether Error Stats:

Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/err-stats

Suspect: No
Rcv (errors): O
Align (errors): 0
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Fcs (errors): O

Xmit (errors): O

Under Size (errors): 0
Out Discard (errors): 0
Deferred Tx (errors): O
Int Mac Tx (errors): O
Int Mac Rx (errors): O

Thresholded: Xmit Delta Min

Ether Loss Stats:

Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/loss-stats
Suspect: No
Single Collision
Multi Collision (errors): O
Late Collision (errors): O
Excess Collision (errors): 0
Carrier Sense (errors): 0
Giants (errors): 7180

Symbol (errors): 0

SQE Test (errors): 0
Thresholded: 0

(errors): O

Ether Pause Stats:

Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/pause-stats
Suspect: No
Recv Pause
Xmit Pause (pause): 0
Resets (resets): 0
Thresholded: 0

(pause) : 0

Ether Rx Stats:

Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/rx-stats
Suspect: No

Total Packets (packets):
Unicast Packets (packets):
Multicast Packets (packets):
Broadcast Packets (packets):
Total Bytes (bytes): 59805045
Jumbo Packets (packets): 0
Thresholded: 0

604527
142906
339031
122590

Ether Tx Stats:

Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/tx-stats
Suspect: No

Total Packets (packets): 145018

Unicast Packets (packets): 145005

Multicast Packets (packets): O

Broadcast Packets (packets): 13

Total Bytes (bytes): 13442404

Jumbo Packets (packets): 0

Thresholded: 0

FXO0S CLI &2 #2456 B EX AR I\ S fE HE R i S
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FPR2100 /fabric-interconnect # show card detail expand
Fabric Card:

Id: 1

Description: Cisco SSP FPR 2130 Base Module

Number of Ports: 16

State: Online

Vendor: Cisco Systems, Inc.

Model: FPR-2130

HW Revision: O

Serial (SN): JAD2012091X

Perf: N/A

Operability: Operable

Overall Status: Operable

Power State: Online

Presence: Equipped

Thermal Status: N/A

Voltage Status: N/A

show image
BRPTAT AT TR .
firepower /firmware # show image
Name Type Version
cisco-ftd.6.2.0.131.csp Firepower Cspapp 6.2.0.131
cisco-ftd.6.2.0.140.csp Firepower Cspapp 6.2.0.140
cisco-ftd.6.2.0.175.csp Firepower Cspapp 6.2.0.175
fxos-k8-fp2k-firmware.0.4.04.SPA Firepower Firmware 0.4.04
fxos-k8-fp2k-1fbff.82.1.1.3031.SSA Firepower System 82.1(1.3031)
fxos-k8-fp2k-npu.82.1.1.3031.SSA Firepower Npu 82.1(1.3031)
fxos-k8-fp2k-npu.82.1.1.3071.SSA Firepower Npu 82.1(1.3071)
fxos-k9-fp2k-manager.82.1.1.3031.SSA Firepower Manager 82.1(1.3031)

show package
BoRPTA AT A

firepower /firmware # show package

Name Package-Vers
cisco-ftd-fp2k.6.2.0.131-3031.SSA 6.2(0.131-3031)
cisco-ftd-fp2k.6.2.0.140-3071.SSA 6.2(0.140-3071)
cisco-ftd-fp2k.6.2.0.140-3081.SSA 6.2(0.140-3081)
cisco-ftd-fp2k.6.2.0.175-3111.SSA 6.2(0.175-3111)
cisco-ftd-fp2k.6.2.0.175-3141.SSA 6.2(0.175-3141)
cisco-ftd-fp2k.6.2.0.175-3181.SSA 6.2(0.175-3181)
cisco-ftd-fp2k.6.2.0.175-3191.SSA 6.2(0.175-3191)

show package x4 €1 % % expand
BRI RPEANE B

firepower /firmware # show package cisco-ftd-fp2k.6.2.0.131-3031.SSA expand
Package cisco-ftd-fp2k.6.2.0.131-3031.SSA:
Images:
cisco-ftd.6.2.0.131.csp
fxos-k8-fp2k-firmware.0.4.04.SPA
fxos-k8-fp2k-1fbff.82.1.1.3031.SSA
fxos-k8-fp2k-npu.82.1.1.3031.SSA
fxos-k9-fp2k-manager.82.1.1.3031i.SSA

scope auto-install
BEN BBl BT, W RIAE S AT FXOS THIUIRAS .

firepower /firmware/auto-install # show
Firmware Auto-Install:
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FXOS CLI 3346 pE B EAEN MIEHIR & S

Package-Vers Oper State Upgrade State

6.2(0.175-3191) Scheduled Installing Application

scope firmware
BEANFMR. AR, TRLEE FEESE S
Bl

FPR2100 /firmware # show download-task
Download task:

File Name Protocol Server
Port Userid State
cisco-ftd-fp2k.6.2.0.175-3141i.SSA Scp 172.29.191.78
0 danp Downloaded
cisco-ftd-fp2k.6.2.0.175-3181.SSA Scp 172.29.191.78
0 danp Downloaded
cisco-ftd-fp2k.6.2.0.175-3191.SSA Scp 172.29.191.78
0 danp Downloaded

scope download-task
BENTFHAESHA . AR, ATLAE R AT BRI 355 1S 2 PR BOFERT R 3 T3
5%
LR

Download task:
File Name: test.SSA
Protocol: Scp
Server: 172.29.191.78

Port: 0
Userid: user
Path: /tmp

Downloaded Image Size (KB): 0
Time stamp: 2016-11-15T19:42:29.854
State: Failed
Transfer Rate (KB/s): 0.000000
Current Task: deleting downloadable test.SSA on
local (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:DeleteLocal)
firepower /firmware/download-task # show fsm status
File Name: test.SSA
FSM 1:
Remote Result: End Point Failed
Remote Error Code: ERR MO Illegal Iterator State
Remote Error Description: End point timed out. Check for IP, port, password,
disk space or network access related issues.#
Status: Download Fail
Previous Status: Download Fail
Timestamp: 2016-11-15T19:42:29.854
Try: 2
Progress (%): 0
Current Task: deleting downloadable test.SSA on
local (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:DeleteLocal)

firepower /firmware/download-task # restart

Password:
Scope psu
HBEN R B AT, WL A o0 F PR A R PR 5 L
(ZLAE
FPR2100 /chassis # show psu expand detail
PSU:
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PSU:

Fxos cu 22w aRumnes I

Overall Status: Powered Off

Operability: Unknown

Power State: Off

Presence: Equipped

Voltage Status: Unknown

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply

PID:

FPR2K-PWR-AC-400

VID: V01

Vendor:
Serial
Type:

Cisco Systems, Inc
(SN) : LIT2010CAFE

AC

Fan Status: Ok

PSU:

Overall Status: Operable

Operability: Operable

Power State: On

Presence: Equipped

Voltage Status: Ok

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply

PID:

FPR2K-PWR-AC-400

VID: V01

Vendor:
Serial
Type:

Cisco Systems, Inc
(SN) : LIT2010CAFE

AC

Fan Status: Ok

FXO0S CLI Z £ R F RN PEHBR T S

LT 24 % (ssa) 153 FXOS CLI iy 4 Al HEBR Firepower 1000/2100 Z 45 117 i ] 75

show app

SR A RS Firpower 1000/2100 54 1M FH 45

it :

firepower /ssa # show app

Application:

Name

Version Description Author Deploy Type CSP Type Is Defa
6.2.0.131 N/A cisco Native Application No
6.2.0.140 N/A cisco Native Application No
6.2.0.175 N/A cisco Native Application Yes

i& P F £ #% Firepower B304 Firepower 1000/2100 &9 2} FX0S &isHiisied) I
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1og

5 ARG 2 7

s KTKRMEWE , 519 1

o ARG B IRASRT RAGAT TR, 5 20 L

* AROMMON HITIREH&E (FRBEE) , H 2201
o AEHUBHRAEIRASN RGEFATEBYR , 2 23 1T

* JH% AL SSD U & 4 (Firepower 2100) , 55 25 1T

* )\ ROMMON Ji3) , 252571

« BATTEREME G, 58 30 TL

o OB GY NS , 3 33 T

* WL FTD A T E8ORAS, WSS A%, 28 34 1L
o NN, 5535 1T

* Firepower 1000/2100 FXOS Hf kR 7 s id % , 5 36 1L

XFRMERE

AR EREENRE, Eesmg, WE FXOS Sl e miivg 24 . 155000 o] T
 JHBRECE A R BUGOR EH R s R4 - FrE L E S9OMER, JFa 00 2 armgok B 22k
FTD. iEdER, $#UTHREFG, DOEFE 28, WM A SEMERS . B2
FERE 2 BEA AT RGEHEAT WS, 5 20 T,
* N\ROMMON BT E H | ' CERLICEMWKED) - FralcE SumbE, JE2H 2 armugok
FHT 2 FTD. =, BTG, DB E R4, S80S B RS ER G . 15
Z [ )\ ROMMON HUTIKE ] & E CEMEEE) , 22 b,
o fEFHBIRA R FERUR RS - Fra e E S MR, I8 B S EWUE R TR 4%% FTD. 14
R, MUTHRF G, DOERRE RS, ORI AEEAER G B 5 RHR A R
AN RGHATEAR , 523 Ui,

)

G SRR AT B2 AT R B
BT YUTSE R RTG530 UL,

(&R F £ #% Firepower BB 51044 Firepower 1000/2100 &9 2 &} FX0S &isHiisie®) I



sHmgiEr |
B ersazssmnss ZatEERE

« FTHA% UL SSD ARG - WIS E RIS BIAN R, W E Bk AL SSD. T e 25 1 it
Bro iEER, PATHREF)S, WIOEFCE RS, WA H BRI B 53S0 B
KAk SSD X R4t (Firepower 2100) , %5 25 Tl

* \ ROMMON J&3 3 - W5, WM ROMMON JH3) FXO0S. 4RJa, ] DL #is 4k
eMMC JfEFr e AL . WREFSIRE AR E . 15S 5 M ROMMON JH3) , 225 Ui,

* TEERPTA LB AR - PEXE I RGO ) BN BB IR ERIR . )7 /5 2 L
TFTP A R4, FEFTD PAIFEFIEREAN RS WS HPIAT RN FF IS . 5530 1T,

o B G EEND - LR R A VFIE N FTD CLI B s H G 38 00, 1E 204 0 s B 50, 58 33
by

N ©

o WL FTD 24k, WSS P 51 2500 - IR e Ao 8 N FXOS B BUE FE R 250 . 1S W 3 FTD
RET B ERAS, T SO HE D8, 25 34 71, Ve, W FTD #E4k, W2AZ048 ] FTD CLI
Sk B B B R A,

{£ F & hih = R AR A X R G TERR R

PERE PP i BRER A SR AT IR R B AN T L B . A AR SAERA T BRIC B3R R R R 12
T, e¥EH FTD ()8 sk IZ1T.

WU ST A AT g, WS E AT SRR 7 5 T 4 FTD. 51, Firepower 6.2.2.x
ST . R EERRAT 6.2.2.x REE EPATICERT, W& HH LR REAR 2R A4 (Firepower
6.2.1.x), ¥4 75 A4 H Firepower K FH7 714 2| Firepower 6.2.2.x 7 3l 1.0 B, Firepower % 4 H BL 4% -
IO N, FXOS MU W] BE TR S N BARRRCAS o« IXFE I ANILHC T g2 3 805 w] PR RC & I
Wk XTI R, @I RGEPAT R R (A OCTEAIE R, S P HAT SE I
%, #3070 .

\)

AR AT A, BRI R O Adminl23.

FHia Z |l

* WAESIE 5 /E FXOS CLI 5t . il AT 450 & 4% 3] Firepower 1000/2100 $24, %K
F1 3hi%4:5) FXOS CLI 13t . W4 4b+ FTD CLI 5, MIAZisEilid connect fxos fir 4 b)
3] FXOS CLI 15 5+,

MBS BE TP SRS R, IR A R HAE R

firepower # scope fabric a
firepower /fabric-interconnect # show detail

* AL i KD FTD AR ARA . “IRBIARA” F1 2 R A 2 e foAs . «
ATRRAS” 2% 75 N B HEAS 2B RRAS (1 B A TH 2 o

(!

B GERTE% Firepower BifHFA1IE) Firepower 1000/2100 &%} FX0S #iF& HERR 5 )
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firepower# scope ssa

firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 6.2.2.49

o WEREVE H] Hh HGH RIS IR BE 75
* NAZHLBOHEMR SR s (WERIERD o SN ZBEEEM 5 35 1T

7£ FXOS CLI 1, i#%:4%#] local-mgmt:

firepower # connect local-mgmt

BRI E

firepower(local-mgmt) # er ase configuration

T

firepower (local-mgmt) # erase configuration

All configurations will be erased and system will reboot. Are you sure? (yes/no):yes
Removing all the configuration. Please wait....

Configurations are cleaned up. Rebooting....

RS IZAT)G, LM show app-instance iy & & & N PR . 1HER, SRS S N IR
NI admin/Admin123.

T

firepower# scope ssa

firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Installing
6.2.1-1314 Not Applicable

iR 56RO FH 2235 ] BETG 22 10 2 20%f . Firepower BB IR I AELRRA S, v LA show
app-inS[ance < gﬁ‘—‘/jﬂ’{j(;pw ’[*JEIAH_\‘j‘j “féf ” (Onllne):

il
firepower /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup

Version Cluster Oper State

(&R F £ #% Firepower BB 51044 Firepower 1000/2100 &9 2 &} FX0S &isHiisie®) I
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By rommon sFmE R iRE (HRED

ftd 1 Enabled Online 6.2.1.10140

T—5#tta
SERNT R RIB AT S, JF{ELS S THA SRR AR

M ROMMON # 1Tk EH KE (BHER)

i
g
—

N
g
N

RS TCIEE S FXOS (FEAEIIC T %15, 83 SSD diskl XAF ARG BN , el LUd
ROMMON ¥ FXOS 1 FTD FCE W A ) BN E . BN B0 %000 Admind23, Wi e sniE
WY, JF HAE N FXOS FRRE T BRIABCE, 15 S0 {8 Ehh B 30 A A G R G ib AT S A
520 i,

UK

Rt . REBRL R, 2 ESC 85 1ERE.

Example:
Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

%iiE ROMMON FiUA :

rommon 1 > show info

il

rommon 1 > show info

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE

Copyright (c) 1994-2017 Dby Cisco Systems, Inc.
Compiled Wed 11/01/2017 18:38:59.66 by builder

R ma ) WE.

X1 ROMMON Ji A 1.0.06 B3 S iR A :
rommon 2 > factory-reset

%+F ROMMON KA 1.0.04:

rommon 2 > password_reset

T

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

B GERTE% Firepower BifHFA1IE) Firepower 1000/2100 &%} FX0S #iF& HERR 5 )
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ERFnsmAsnRgnaERE ]

File size is 0x0000001b

Located .boot string

Image size 27 inode num 16, bks cnt 1 blk size 8*512

Rommon will continue to boot diskO: fxos-k8-fp2k-1fbff.2.3.1.132.SSB
Are you sure you would like to continue ? yes/no [no]: yes

File size is 0x0817a870
Located fxos-k8-fp2k-1fbff.2.3.1.132.SSB

TR A MRRGRSERERE, 15 boot fiy4

rommon 3 > boot

T—5Hft 4
S I FAR SRR BB 5

1% TR RR A 3t R T ERRUG

VR S VPR AE AR R KA RRAS O R GEEAT HOBT B SATIERE PP, S B e 0BT B
HLIP R AHABRC E S A WAREAE AT ERICE N O F TR, WS AT SRR .

\}

AR A R PR PAT BRI FT O AR . B ASCAE I AT e SR SRR 5 30

\}

AR PATIZAER R, ROV IR E Y Adminl23.

FHiaZ |l

o BWAERGE M /E FXOS CLI i 5crh e Wi B AT#8 ) & 182 21 Firepower 1000/2100 %45, 0K
A Zhi%E8:3] FXOS CLI {56, R a T FTD CLI & 5trf, W 2AZ0 553833 connect fxos #iy 41
¥ %) FXOS CLI 5.

< MBI B TP ShhERCE, IR S dr & R B4 S

firepower # scope fabric a
firepower /fabric-interconnect # show detail

* IR BEVF AT IO RIR B R BE 4%
© WA BOHENE s (RIERD o SN ZBOEEMN . 45 35 1T,

(&R F £ #% Firepower BB 51044 Firepower 1000/2100 &9 2 &} FX0S &isHiisie®) I
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B srsnumss Rt RS

UK

FB BRI N B AT SN LEL USB AR5 25«

P2 WURAE USB 358h4%, 1K USB BK5) 434 A\ e % LK) USB 3 H

FIRI  {EFXOS ', #EARGVEHDFIAE RS LA iiistr B
firepower # scope system

firepower /system # show ver sion detail

2 LB NILIR S

firepower # scope firmware

HEBS  NEHEME. LR USB Kshas NI, TR DU
firepower # scope firmware
firepower /firmware # download image usbA:image_name
WEE, image_name & show version detail #ir 475 ik 08 3 kit
it
firepower /firmware # download image usbA:cisco-ftd-fp2k.6.2.1-36.SPA
A AT LU FTP. SCP. SFTP ¢ TFTP K Firepower 8§57 A1 4440 52 11 31 e 4 v -
firepower /firmware # download image tftp/ftp/scp/sftp: [/ A (K442, B HEIRSS 288 /L5 44 Fi
i

firepower /firmware # download image tftp://example.cisco.com/fxos-2k.6.2.1-1314.SPA

a2 @3t FTP/TFTP/SCP/SFTP $AT SCAFAL i, 1R e mAG (1 X i 42, B HG I 254 A,
R R GOKAE T 3G SR b BEAE A SO 44 TS in— AN IERHT .

s n] LB $EAE ] FQDN SRACES 1P #udil-.

PIE o NS U T
firepower /firmware # show download-task

£ “CIRAS” (Status) SR H P N “E 87 (Downloaded) Ji, 4R FEUIEMK.
NBGERUE, NG S MR 2 I R S AR s (KGR A R A«

firepower /firmware # show package

%
8
~J

IR

firepower /firmware # show package

Name Package-Vers
cisco-ftd-fp2k.6.2.1-1314.SPA 6.2.1-1314

LELL BRI, 6.2.1-1314 F @Ak,

B GERTE% Firepower BifHFA1IE) Firepower 1000/2100 &%} FX0S #iF& HERR 5 )
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EH R SSD XA 5: (Firepower 2100) [

PIR8 WA AZN RS
firepower /firmware # scope auto-install
IR AN AT (b version i AL show package IR
firepower /firmware/auto-install # install security-pack version version
FE10 HMILRGRRN, A yes.
RIS, RIG LR RAT R

T—% it 4
SERUT U TR P KB EAT S5

EHRIN I SSD XA %t (Firepower 2100)

W ORI G % FXOS, HA BRI RN B, W] PLEOF% 1k SSD1,  HiH 47 FXOS #
FTD BCE . UL FEKs FXOS BCEW S A ) BAE . BOAE B %655 Adminl23. it fRie &
H FTID &,

IEFE P ANTE FH T Firepower 1000, 1A o VR85 SSD, - [R5 01 87 5 B

UK

P AR & o HEHER] FXOS CLI.
FIR2 FOH %A1k SSD1.

connect local-mgmt

format ssd1

TR 3 SERNITIRTR M P B EAT S .

M ROMMON /5 31

MRELE s, 515 % ROMMON, 7Eitt, &AL USB 5i TFTP W% )5 3 FXOS. 1F
JA3 FXOS J&, ] LEFiS 4k eMMC (FFBCR G I P IN A7 e %) o« TR fb)E, 18
TG FOH F R eMMC. b FE SR PTA LS, AAAEE BT ssdl |

HI T FL Y P B AR AR D E I DL, eMMIC SO R G fiE AR

(&R F £ #% Firepower BB 51044 Firepower 1000/2100 &9 2 &} FX0S &isHiisie®) I
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T

sHmgiEr |

FHIEZ Al
b AT PR 32 1) 5 U7 1) SRR o

UK

WL A5, R2% 5155 ROMMON. U4 ROMMON ik Hahin s, RGN
ROMMON $E/R- 5], 75500 A sh A a)4% Esc 8. 1S UE R Bats BN 2.

Tl

R R R R R R R T

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 by Cisco Systems, Inc.
Compiled Thu 04/06/2018 12:16:16.21 by builder

R R R R R R R R

Current image running: Boot ROMO

Last reset cause: ResetRequest

DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!

MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

IEIN 4% Esc B .

M USB J8h4% LImeg i 5l, sl TFTP i 48247 R 3l

IR KT 6.4 J FEACRA, 15 M ROMMON 53 FXOS, 3 HikJa3h 7 2 Yur e mg, 5
1R 8 305 28 22 G A R BT RR A . 5], FXOS/FTD MR AARVLHOK S FTD k. £
6.5 HEE AT, M ROMMON fE3) FXOS 7Bk FTD Hshhi#k.

WMREMN USB B3, FHPUTIATIRE:
boot disk1:/path/filename
W a3 83 FXOS CLL. {1/ dir disk1: iy 4 & B At P 2%

i

rommon 1 > dir diskl:
rommon 2 > boot diskl:/cisco-ftd-fp2k.6.4.0.SPA

WMRENTFTP B, IHHITATRE:

BEEAEL 1/1 (M EE, IR LU ROMMON i i FTD #/H.
address management_ip_address

netmask subnet_mask

B GERTE% Firepower BifHFA1IE) Firepower 1000/2100 &%} FX0S #iF& HERR 5 )
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s rommon =27 [}

server tftp ip_address
gateway gateway ip_address
filepath/filename

Set

sync
tftp -b

FXOS WUEBEE N 3%, JfRHzhit A CLL

e IPANENSE
o set- WoRMZEBIE . BT LM ping i Kk 5 g5 e IR .
* sync- PRAF 45
* tftp -b- Nk FXOS.

il

rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-ftd-fp2k.6.4.0.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-ftd-fp2k.6.4.0.SPA
CONFIG=
PSl="rommon ! > "

rommon 7 > sync
rommon 8 > tftp -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-ftd-fp2k.6.4.0.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[***]

AT Ping RAIELIHERR 5 BR 55 28 HYIZE IR RS :

(&R F £ #% Firepower BB 51044 Firepower 1000/2100 &9 2 &} FX0S &isHiisie®) I
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rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds
rrrrrrrrnd

Success rate is 100 percent (10/10)
rommon 2 >

A5 FH 465 24 iy 1) 5 B B4 60 6 5% FXOS

i WIS ANFIIE S ISR, 8 T REBEA R Jev 8 5%, M4 Ff ROMMON factory-reset
WAPATH) KE GEZSF M ROMMON $UTIE H) wE CEMEE) , 2200 .
PATIKE ) W E )G, THH IR P LIS S 2 FX0S, JflH BRIASEIE (admin/Admin123)

HOHT % A eMMC.
connect local-mgmt

format emmc
N yes.

i

firepower-2110# connect local-mgmt
firepower-2110 (local-mgmt) # format emmc
All bootable images will be lost.

Do you still want to format? (yes/no):yes

HOBT N 8OF RS FTD 8T

ER O WRELGTEIR G AT T RE, WSRO E N ) BOARCE . IR R
DR IR I 2B B LSO BOA B . BRI SR BB, R T AR TR AT R AR B
FEFFT S SR ISR e, TR SHRAT I A .

a) FEEARE. f T2 N USB B TFTP B JE N1, AR 0K G S8 A i il 4
scope firmware
download image url
show download-task

LR #4302 —, W IEE S ARSI E URL:
* ftp://username@server/[path/]image_name
* scp://username@ser ver/[path/limage_name
* sftp://username@server/[path/]image_name
* tftp://server[:port]/[path/]image_name

* usbA:/path/filename

5

B GERTE% Firepower BifHFA1IE) Firepower 1000/2100 &%} FX0S #iF& HERR 5 )
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N

b)

s rommon =27 [}

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
firepower-2110 /firmware # show download-task
Download task:

File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA

Tftp 10.88.29.21 0 Downloaded

LA T (BTERE) I, BHaira.
show package
scope auto-install

install security-pack version version

7t show package #itliHh, 545 security-pack version 5% W ] Package-Vers . HUAHSs 2
ASA BEIFFF RS

i

firepower 2110 /firmware # show package
Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2
firepower 2110 /firmware # scope auto-install
firepower 2110 /firmware/auto-install # install security-pack version 9.8.2
The system is currently installed with security software package not set, which has:
- The platform version: not set
If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2
During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

6 ERFHERCER RS (5-10 241 .

HARFXO0S U4 R, HEIRTESER ASA B3 (57081 o 5AF, B2 YR RHE:

firepower-21104

(&R F £ #% Firepower BB 51044 Firepower 1000/2100 &9 2 &} FX0S &isHiisie®) I
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AT 5T

sHmgiEr |

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWOOMEZR11l, FLAG="'
Verifying signature for cisco-asa.9.8.2.2 ...
Verifying signature for cisco-asa.9.8.2.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY9OMEZR11, FLAG="'
Cisco ASA starting ...

Registering to process manager ...

Cisco ASA started successfully.

ZHVE IR

)

VERE A BT AL A R, W ERBER, IPR LR BOABEE . ATILRER S, it
OB I AR TR B AR S

pE

PAT IR, R G AR ) Admind23,

FHIa Z Al
* NP BUHTEMHE R dess (EREHD o S ZBEHEN . 5 35 1T,

o BWAERGE T /E FXOS CLI 5. Wi B AT# 0 & 182 31 Firepower 1000/2100 %%, 0K
H 2058 3] FXOS CLI {56, 4T FTD CLI & 5t, W 2AZ0 453813 connect fxos #iy 41
¥ %) FXOS CLI 1 5.

UK

7E FXOS CLI #1, #%#2% local-mgmt:

firepower # connect local-mgmt

ARG

firepower(local-mgmt) # format everything

i

firepower (local-mgmt) # format
emmc eMMC Flash Device
everything Format All storage devices
ssdl Primary SSD Disk
ssd2 Secondary SSD Disk

firepower (local-mgmt) # format everything
All configuration and bootable images will be lost.
Do you still want to format? (yes/no):yes

B GERTE% Firepower BifHFA1IE) Firepower 1000/2100 &%} FX0S #iF& HERR 5 )
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ARG WoR UM EORIY, 4% ESC B 1R F) .

IR

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

RGN T A I L ROMMON $27R55 51211 B 2l 1.

mirrunsErng

TR WA e 22l I ARP SRIN N OC TP, W s & % L B 82581 TFTP/FTP/SCP Jile4s#%, W

WAZRUCKE Y G TP F IR 454 1P ¥ & W AR IR 1) 1P

LN 2

rommon 2 > ADDRESS= address
rommon 3 > NETMASK = netmask
rommon 4 > GATEWAY = gateway
rommon 5 > SERVER= server
rommon 6 > |MAGE= image

TE AL -

rommon 7 > Set

[F) 25 B L

rommon 8§ > Sync

3R ROMMON %I TETP/FTP/SCP fil45 %% IP ] ICMP %42,

rommon 9 > ping server IP

R M TFTP/FTP/SCP Ik 45 %% IP X} 45 BE IP $04T ping AR 2 M. XA HIHAT Mo

JA 5 Firepower BB AR 345 -
tftp -b
R RAEFIED)G, "WReL SRl FE R

firepower-2110 : <<%%FPRM-2-DEFAULT INFRA VERSION MISSING>>

[F1309] [critical] [default-infra-version-missing] [org-root/fw-infra-pack-default]

Bundle version in firmware package is empty, need to re-install

LE 23 B Firepower B SR AFAIRA (AFEFRHIZPE 14 J5, WERENSD L

Ko

REEAN)E, K admin/Adminl23 &S 3 5 HT 0 E S B 1P Mkl
a)  HENATHAE P H G

firepower#/ scope fabric-interconnect a

b) WEBMERIP {F A

firepower /fabric-interconnect # set out-of-band static ip ip netmask netmask gw gateway

(&R F £ #% Firepower BB 51044 Firepower 1000/2100 &9 2 &} FX0S &isHiisie®) I



sHmgiEr |
B sessnsrns

C) %%ifﬁﬂ%i:

commit-buffer

R WALARILITERR, DLAVERASE AT DHCP. %R LT AP BRAEH] DHCP.

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not in
the same network of current DHCP server IP range <ip - ip>. Either disable DHCP server first
or config with a different ipv4 address.]

a) firepower /fabric-interconnect # exit

b) firepower # scope system

¢) firepower #/system scope services

d) firepower #/system/services disable dhcp-server
e) firepower #/system/services commit-buffer

f) 257 DHCP kg5 o, R mT LUk [nl B B8 (1 BE TP
FER0 FECH Firepower W0l T F A0 . W 2RAEH] USB BKED % F8BCRAFEL, TAEHI LL R iEA:
firepower # scope firmware

firepower /firmware # download image usbA:image_name

Bl
firepower /firmware # download image usbA:cisco-ftd-fp2k.6.2.1-36.SPA

s n] LU FTP. SCP. SFTP 8 TFTP ¥ Firepower /& B A 42440 52 1l B 5 4%+ «
firepower /firmware # download image tftp/ftp/scp/sitp: // A% (K 442, B HEARSS 288 /L5 44 Fi
filn .

firepower /firmware # download image tftp://example.cisco.com/fxos-2k.6.2.1-36.SPA

ER Gl FTP/TFTP/SCP/SFTP AT SCAH RN, b iR i i xt e 4%, A Im IR 55454
DN SR GURGAE T BWBAR SR P SR K SCPE A4 AT TS I AN IERHAL

T AKE A8 ] FQDN SRACHS TP Skt
FTRN NEAESEHE, download-task fir&-4ii th Wos RN “C N3 (Downloaded):
firepower /firmware # show download-task image path
FE12 WO PR

firepower /firmware # show package

il

firepower /firmware # show package

Name Package-Vers
cisco-ftd-fp2k.6.2.1-1314.SPA 6.2.1-1314

FBA3 BN AR
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B

Parlax

B

it

firepower /firmware # scope auto-install

LREH AN I (LA version S ESCES 12 DR A S
firepower /firmware/auto-install # install security-pack version version force

B AR se R, ARGV AR R S0 AN 222%% Firepower U9 il

T—5Htta
SR IFHR T 0BT 5

R

~

FORME R & T, B R A AP IS Admin123, 7E BRI, RIUK PR EESCE . i
T A Jn O, A FTD CLI RS PP oORs 7 BE 532 00 B8 5Ok B (0 74+ 3

pUE:
ER:F) FTD M CLI:

firepower-chassis # connect ftd

B2 Wik PR R A AR B O R

> show user

T

> show user
Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 100 Local Config Enabled No Never N/A Dis No 0

3 DN BBk B R

firepower-chassis # configure user password admin

Tl

> configure user password admin
Enter current password:

Enter new password for user admin:
Confirm new password for user admin:

(&R F £ #% Firepower BB 51044 Firepower 1000/2100 &9 2 &} FX0S &isHiisie®) I
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B vamoaTegns nExgeaEs

GNR FID & FHERE, MWEMEE 5 %D

\}

TG A5, SRR EE ) Adminl23. FEE RGN, R0 e,
TSR S O, IR RO B D S B SO B - E IR FTD B4k sl D
R, W FTD ik, WIFZEH] FTD CLI SRk 0B FE 3 350 (W& o0 OOEy #3528 33
7 .

~

pE

Mk FXOS CLI B S0 B 03 250 (1 R P B T4 4 T2 41T 11 Firepower A o

FIAZ Al
* WAFJE R /E FXOS CLI {5t . Witladi i sR AT 450 &5 42 3] Firepower 1000/2100 4%, 0Kt
A &R R] FXOS CLI 1 5. W% 4T FTD CLI 155, 445568 it connect fxos fir 41
# 3 FXOS CLI 155,

puk
M FXOS CLI i N %475 H :

firepower # scope security

(Firepower T4 6.4 K B RiCAS) 0 25 07 S0 THVAE B O3 35 1) 4 RE B0 & BT 26 id «

firepower /security* # set password

i

i

FPR-2120# scope security

FPR-21204# /security # set password

Enter old password:

Enter new password:

Confirm new password:

firepower-2120 /security* # commit-buffer

(Firepower [t A 6.3 A EARIRAS ) B A AH ™ (041051 W RIS NI EDE W% T 3%, W) admin
R e e

firepower /security # show local-user

Tl

FPR-2120# scope security
FPR-2120 /security # show local-user
User Name First Name Last name

a) (Firepower WA 6.3 M B FUECAS) #ir N\ admin At ] 7 yE -

firepower /security # enter local-user admin
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wzisEn ]

b)  (Firepower WA 6.3 S BEARIRAD I admin ¥ & Fr a4
firepower /security/local-user # set passwor d

i

FPR-2100 /security # enter local-user admin
FPR-2100 /security/local-user # set password
Enter a password: cisco

Confirm the password: cisco

PR3 AN E

firepower /security/local-user* # commit-buffer

M= BUGH T AR
WK Firepower 1000/2100 £ FLFi VR sk &2 ) B DU T g (lan, F T 2 A
WIRIHTAL, BRI =07 LR e SR e 5D T B R A = L BG4 o
WA BT ) B MBI 2 (CDO) Mk, 1 5 ik - H-MIFR Firepower 1000/2100 145 .
WA TR o) =ik fr, 3548 DL R Rl FXOS CLI M 2 HF Fh 34 Firepower 1000/2100 45

FiaZ |l

* WA 2 7E FXOS CLI {5t . wlRid i s AT45 0 &5 344 8] Firepower 1000/2100 B4, %K
H 08 3] FXOS CLI {56, 4T FTD CLI fE5t, W 2AZ0 5538 3T connect fxos #iy 21
¥ %) FXOS CLI 1§ 5.

B MBS R AR 2

firepower # scope fabric a
firepower /fabric-interconnect # show detail

W show detail HirH AR BE TP Hubil, U420 58 b 1he 2% IC 45 B TP
1 S NBER B -
firepower # scope fabric-interconnect
2. WEUBIE P fE A
firepower /fabric-interconnect # set out-of-band static ip ip netmask netmask gateway gateway
3. RATNE:

firepower /fabric-interconnect # commit buffer

(&R F £ #% Firepower BB 51044 Firepower 1000/2100 &9 2 &} FX0S &isHiisie®) I



B Firepower 10002100 Fx0S HREHER RO iR R

UK

ERPIA M P Ay 4 shell:
firepower # connect local
Mz FR G VM B

firepower(local-mgmt)# cloud deregister

Gt

firepower # connect local

firepower (local-mgmt) # cloud deregister

sHmgiEr |

Firepower 1000/2100 FXO0S #{[ZHEFR B9 A £ iR

LHEE AR FEERA it RA

Z I Firepower 6.7 BUHE, EATLMEM cloud deregister
FXOS CLI fir & Mz AL B i A
Firepower 1000/2100 %%

A B R Firepower 6.4 17t Firepower TiUA 6.4 [ 3 =i iRAS )

Firepower 1000/2100 ¥ %% L, WAZI{E#
R DL B 2 A RO H )
SRR ST

B GERTE% Firepower BifHFA1IE) Firepower 1000/2100 &%} FX0S #iF& HERR 5 )
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