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Secure Email Threat Defense f# f Cisco Security Cloud 2% - B I8iE. £ % Cisco Security Cloud %% 15
B, W% https://cisco.com/go/securesignon. 1H %2 Cisco SecureX Threat Response. Cisco Secure Malware

Analytics (LLET#% N Cisco Threat Grid) = Cisco Secure Endpoint (LARTHR A AMP) 1% 7, 3 8 HIVE R IE#1T &
o WHEREARIAH T, W EAE—4N81 Cisco Security Cloud &1k

2. WRINBF)E, WEEZ 4% (Terms and Conditions).
3. WITE ] LAV M WGRAE A (Welcome to) B R} &2 2l 4E B B4 DU . 428 DL &30 20 b Bl 1) 22 285 ) S AT 3R o

Welcome to Cisco Secure Email Threat Defense

LW ) P LUFL W L ur WA W ) Y

Secure Email Gateway

Do you have a Secure Email Gateway (SEG)?

(@ Yes, Secure Email Gateway is present. (2} No, Secure Email Gateway is not present.

BRRGE AT Www.cisco.com
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e 2 5H Cisco Secure Email Gateway (SEG)

T BB SRR U] (£ T —#Bor Rk $E) , #BifR L FELE Cisco Secure Email Gateway (SEG) LA X WMz kAT H T #E4%
ANHEFRGZE L, LME Secure Email Threat Defense 7] LA BEAF B IRV R N o anRBAULACE, WTTRe< LAY
HUMRLEAR K E SEG Hf i, MM Al BE S8R .

1. @it kB2 (Yes) 5757 (No) k3675 & f121E Cisco Secure Email Gateway (SEG), #AJ5 s F—3 (Next).

2. IR (Yes), MR SEG ERA(E k. Hidi F—H (Next).

i1 o SN R E¥ SR A6 1=
1. PRI RIE: Microsoft 0365 B¢, anRETE E—5 bkt 78 SEG, N2 {EE Microsoft 0365 1 A K HE A AU .
2. B R TR RO
FREPE AR B RE ST AT BASLF A BRI 28 2
Microsoft 365 &4 %1k
- 35 (Read/Write) - o VFEH LTS A SN (B, F2ahuiBR el SEmEfF) . #45M Microsoft 365 1R i/ 5 AR .
- EH (Read) - XSt VFiEIR, ASUVFAMIEEE. # A Microsoft 365 i3k H B4R .
ERE: WREESEIS (Read/Write), NITERE MG, KHEEARKERE, 5515 T ITH AN
(Automated Remediation Policy). 224 B 28 H T Fra WEBIRA:, 155 R 15 “SHelg ” (Policy) T _Fifk XA
e F R IR R E 3% $k (Apply auto-remediation to domains not in the domain list) /.
T S B i
an R A A8 A ERE SEG M NHBIFARIE, 2 BRI . AR AE PRI . Bk o0 M E AT M
3. WIREEFE T Microsoft 365 5 KiilE, 1%i%#F] Microsoft 365.
a. i T—% (Next) LL##:E] Microsoft 365.
b. MR E R Microsoft 365 ik /. bk A UEA 42 R E HL BRIk ) A4 Secure Email Threat Defense
FERESUE . BN A TR EX AR (S R, 15 B [ R 22 A vl 7 S 75 40 o5 DL B R At A e 4
TS 77 1 7 B Microsoft 365 4R B ALR?

c. A2 (Accept) L2 Secure Email Threat Defense i AUR . #5445 # 52 171 [F] Secure Email Threat
Defense # & V1T .

d. HFHFTF—F (Next).

UL E MR RE

TG S SR 58 RO 20 3R
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Microsoft 0365 H{4 ks

AR ARk Microsoft 0365 1ENHIEEsIE, N2 Microsoft 365 it & N[\ Secure Email Threat Defense ki%x H &
FEPATICHEAE, BEWIME S, R EH M, 155G Microsoft 365 FNINIER:SS, AR5 FAINH BRI .

1. X} T{#H Cisco Secure Email Gateway (SEG) {1F/*: 7£ Microsoft 365 Hrisin— M iEHEgs.

97 Wafs H & B3\ Microsoft 365 k1% % Secure Email Threat Defense, i 767 i id Cisco Secure Email Gateway, %
AT Microsoft 365 HHARINH B IERERS . TR ISR 5 A e & H 0%

7f Microsoft 365 Exchange B HIH.Ly, {FHRINERESE (Add a connector)[r ‘5 111 DL T 15 B R B 2 5 (1 &8s :

¥ H (Connection from): Office 365
#E#:Z (Connection to): & 1EfkfEHA
B AHR (Connector name): v F B AL 22 & ML BB (L RHATIF (Turn it on) SIEAE)
RS DGR BUR A BX S CIEEF AN mail.emd.cisco.com, Jy BRI 54 N

mail.eu.cmd.cisco.com)
2% H (Routing): f#1H 5 & 1EIKFERIOCEL R MX 123

Z42MR# (Security restrictions): & L2 %4 (TLS) RV ERE (X ; HZETHERIUEYLIA
(CA) Mk

ISVF B4 (Validation email): Secure Email Threat Defense i & T [fi 4 (1) H & ik

ER: WARER 03654 i HExchange A ENIEE B 1 2% FFIIF# ,  DLEDRS H sl P o U DA 3 ple s, DM
BB BE R, BAR S HERA RGREEL I B AR G Ao, (R 3R 50 UE I kR S R, I
HL& 32 A SN (R 2

FE PRI UE ), TERE O BRI, F 9 R A T B B H S AR B A . SRR IZE SRR, AR
Je F TN R I P S I0IE

2. fig & %9 Secure Email Threat Defense %1% H &) Microsoft 365. AT HHEEME, EEINH EMN .

a.

M Secure Email Threat Defense ¥ & 72 &K H Sk, WRER G HEESERE, Er I
(Administration) T _EE &R0 H B,

2 Microsoft Purview & #1417 : https://compliance.microsoft.com/homepage.

S A Y5 % (Solutions) > HiE 4 4 A #i4%5H (Data lifecycle management) > Exchange (#£4) (Exchange
[legacy]) > HEHLAI (Journal rules).

IR HAPATIERE, 154G Exchange W AR N E¥ Rz i Hid# & &% % (Send undeliverable journal
reports to) T, AR5 s iR (Save). FHFIMRFE AN S pic5%; 1520148 2k Secure Email Threat
Defense 43 #r ittt . AR EAEH T H KSR, WFEE E—MEA.

iR HEMN (Journal rules) T . A + AL G & H I HEMT .

¥ H &bk A\ Secure Email Threat Defense 4 & TR U5 4% H £#k & KX Z (Send journal reports to) 7.
EHEMNZFR (Journal rule name) 751, #ii\ Cisco Secure Email Threat Defense.

15 B R I ER B 59 B R4 (Journal messages sent or received from) T, %&#4& A (Everyone).
EEEFIMAFRE (Type of message to journal) T, £ HTH i+ (All messages).

i F—2 (Next).

BEEEKERE, )5 RERZ (Submit) LU BRI B .
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3. i&[A Secure Email Threat Defense % & i, /& ii 5% %8 (Review Policy).

93 5 M SR
SR PRI MR, e PR 22 AR 25 SR OB A BB LA I 3 K 2 o B3

1. M Secure Email Threat Defense ¥ & 71 I & HilWB A toht . i BIER 5 B2 E S S RE, Wnr PA7E«“E
”(Administration) T _F #2148 i s 4242 Yl

2. WA= P R, k%4 R% (Security Services) > B Bii%#: 5% (Threat Defense Connector).
3. S F BB 4% 822 (Enable Threat Defense Connector) & % 1E .

A, HONSETED IR 1 v SRR A s ol 575 40 A2 o e G R S

5. fHdi3RA (Submit) LARRINE L.

6. j& [ Secure Email Threat Defense ¥ & iiffi. fidi&%E %K (Review Policy).

BEBIIRIE R E
HREBFEENEE, ESEREE, 815 W. 0EECEF Microsoft 0365 S 1IF: £EU/S A (Microsoft 0365
Authentication:Read/Write)# =X, |57 B3 IE & B 3 (AutomatedRemediation) & & . Z2¥ [ SRS H T ATl N
BRIRAE, AR R EEIR S 2 T IR R B sh#h 3k (Apply auto-remediation to domains notinthe domainlist). —E.5
NI, E0AT LT T B 34 R Rg (Automated Remediation Policy) 7155

5\ Microsoft {3

Secure Email Threat Defense M Microsoft 365 7 5 AN A MR- Thae g, SR, DAEXR w8 A B 3. R4
R T T WAERF R S AR 5 8 3% (Apply auto-remediation to domains not in the domain list) £, Secure
Email Threat Defense 2587 5 A HIIHEAT A [F) A A 2 -

B RS T XREIR IR T IR R A B 34k (Apply auto-remediation to domains notinthe domainlist), 1 F 3%k
W BT 2N AATAT B

B SRR PR F T RN A B34 (Apply auto-remediationto domains notinthe domainlist), U0 E zh#h
P N AL E e = N L S T P28

BRI R AN S ik X AR S 2 3R A B 34 R (Apply auto-remediation to domains not in the domain list).
FAGA
EFHFA Microsoft 365 % (AL X% B Secure Email Threat Defense I {E /1) :
1. SMERE GRER) > 5% (Policy).
2. SEEH AR (Update Imported Domains) 1441, # #1385 A\ Secure Email Threat Defense 1.
3. ARSI 1 I AE R R B S AN RO E

4, FRATE B T XA IS 2R b 13N B 3h#b#k (Apply auto-remediation to domains notinthe domainlist), LLf{x
AN T A PR L& LS B 3 SN BT

5. A RIFFHFRLA -

ERIES N
SF 24 NS EBIGA U ARSI R
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