Cisco Secure Dynamic Attributes Connector

PR 23580 18 an el 1id & A4 B Cisco Secure Dynamic Attributes Connector o

* 2T Cisco Secure Dynamic Attributes Connector , f 1 TT
o KTl , 53 W
s QUEEREAE . B
 QUERIGIECAS , 5 23 W

s QUSSR IR, 525 It

o FEVT PRI TP B AR 5, B 27 10T
* Dynamic Attributes Connector #S=HERR , 25 29 1L

% T Cisco Secure Dynamic Attributes Connector

Cisco Secure Dynamic Attributes Connector il #& fE 1 7E Cisco Secure Firewall Management Center (CDO)

T Tl BRI A AE IR B B 2 I 251 5 R IR 25 AR 2 A0 o

SR ERERR
AT H TSR
3 1:3% Cisco Secure Dynamic Attributes Connector ki 70 & 51| B = X #5158 5 &
CSDAC PR ZA/F | AWS {&4rse |GitHub | Google |Azure Azure AR |ISE LDAP Microsoft | VMware
a Cloud RIRE Office 365 | vCenter
FRAS 1.1 O | & i ANSCRE | AR |2 & 17 AR |2 2
)
WA 2.0 (K |2 ASCFE |2 = = = i S ZS b =
b
AN AR | 2 ALHE |2 = = = i AZHFE |2 i
B o i 2%

Cisco Secure Dynamic Attributes Connector .



Cisco Secure Dynamic Attributes Connector |

B ctEe

R PE (5 R
* Amazon Web Services (AWS)
AREZHEL, WS M Amazon SR £ ERIFRC AWS BEHAE D
* GitHub
* Google Cloud
0 RVEANE ., W2 Google = SCRYH I B B A H
* Microsoft Azure
1 KVEN, 1S Azure SCRY MG b AIA TR -
* Microsoft Azure 4% 4 b5
HRVEE R, 218 Microsoft TechNet | () g 101 19 44 Il 25 45 2 45 %

* Office 365
HRVEAE B, 124 docs.microsoft.com I [f] Office 365 URL F1 1P Hbhil-yia [ .

TAEIREE

T A SR TR 1P Mk A MR RE, s LER) I TP Sl 7ERERl, ZAIZE AR
SEOEARTTAR . % 7 T SRR R B b O UL B4 52 SRR, MDA 1P
HUESR VAN %/ W8, S A AR A

TR T RGBT

. Cisco Secure Dynamic Attributes Connector


https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://cloud.google.com/run/docs/setup
https://azure.microsoft.com/en-us/free/
https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview
https://docs.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide

| Cisco Secure Dynamic Attributes Connector

srenmn i

/ - \
¢t ¥ \
Cloud-delivered Firewall 4 IA Azure L
Management Center o @ \
ook amm
Seeen Gocgle Cloud

4 ~
P \
P A L -
r g waware
~ -~

Secure Firewall CSDAC
Management Center  (Linux machine)

1 ERSROE EEW RS

BN, IXEehRTE 2 LAY B 48R TP ki, 48 Ty Ry LA vy . ok 5 IE
PEAR IR EL YR A7 % 4E dynamic attributes connector |, PU{FEHLIE VT ) .

2. WRZAE BRI 3R MR JEL% ) dynamic attributes connector |, X85ty 25 5 LW
BBf5 R 25U U7 el 2 R

Blhn, Wk AWS A ic ik AN 55 5T REAUBLE R4, AT LG AR 2 W 55 19 2% (K3l 2 e R i

3. dynamic attributes connector i S [¥)1d Bt #% 23 KX L3l 25 Ja R i E 28 Bhaon R, IF R
K e AT I R

TR LB LR 2R A RS B 75 -

o AHO VA5 IR A H T KR HE G

PR B nT g RIS R A% (CDO) B, sl e th vl g S BT B 4%
« BAAFIIBE KR H AL G T CDO B HELIN 4%

R T2 E R

i M) Cisco Secure Dynamic Attributes Connector 5l [fI#}, 5% 5 CDO Jf sl vl T 1) TR FA
AR5 (Tools& Services) > F7SEMiEHE (Dynamic Attributes Connector) > #2#|E#% (Dashboard).

Cisco Secure Dynamic Attributes Connector .



Cisco Secure Dynamic Attributes Connector |

B s==zsnsnmEn

Cisco Secure Dynamic Attributes Connector 44 ifill I AR UL [l 2% W~ e . GERCAR AL JE A R ES . LA
TR E RGN R

- o

AWS Azure AST GCP On-Prem FMC Cloud-Delivered FMC
GitHub 0365
Go to Adapters

Go to Connectors

A RT LAIS42 F TETBOAARAT 1) B L4
WIS GRELRUNBRIEBE S BB I R A G 2%
o TRERRS . BIAJEMEIL I AIEI A IR R
« ERES MR,
X ERM
o« RECHE RGP HIIN , 55 4 7T
© OHCE RGBT, 555 0
< UNIN. GBI ER R S 7 0T
I GBS A R ML PR 8 8 T
s WIS GBI ERIERC A 2R 10 BT

ANECE R GBI HIER

KM E R i) Cisco Secure Dynamic Attributes Connector 47 il THI AR UL i 7~ 451«

. Cisco Secure Dynamic Attributes Connector



| Cisco Secure Dynamic Attributes Connector

erszgmzsEn

- o

AWS Azure AST GCP On-Prem FMC Cloud-Delivered FMC

@ O

GitHub 0365
Go to Adapters

Go to Connectors

P A o 9] S s AT LAk 2R e G L ) P A R R R AR R T A o S8R DASRAT LT AR A 4540«

&

o B BUPR IR BT RS R IE AR BUARC 3 B, AR5 Al B —s

o i EEEEE SR (GotoConnectors) LA N, ZmiH sk Mibridedy GER T RN G gufE ol ki
ZAEER
AREAER, HSPQEIEES , 511 0

* ni B B)ERCER (Goto Adapters) LRI, Su el I BRIERC 4% CGREH) T IRIN G . Sl o b
ZANERA) .
ARVEME R, WS MOIEERES , 5 23 1

X ER

o CECE RGPS, 55 0

s USSR EUMBRERDS , BB 7 0L

s WL GAEREUMERENA BT pERE . 8 T

< UL G BRIERC A . 5B 10 BT

E B & RSt BE H E R

CC & & 4L Cisco Secure Dynamic Attributes Connector 47 il i AR U i 7~ 451 -

Cisco Secure Dynamic Attributes Connector .



Cisco Secure Dynamic Attributes Connector |

B ceszsusnEs

Connectors Filters Adapters
& T
&g Aws 1

. On-Prem FMC (1)
—~  @Error

Azure
B: .
@ Office 365

L]

® Cloud-Delivered FMC
M e

FERITIAC R R BN AR ORI -
“$E3%82” (Connectors) 51 “53yESR” (Filters) 51 “;&BLsE” (Adapters) 7!l

ERARPI, SRR | SR ERS RN EE | ERAaYR. s o
RS ELCR M 5. s | LUERpIR, ol — 0 | Bz E P JEAs I\ CiE & 1
SRR LUAGR B CRCE G | 7, Rt IEas HIERES | ERER AR S X BEh

fahd . shamitdigdiss | RIRIECR XA T Vs I PR, T
e BRI Hd . it b e AT

i T UEEE T O
s © UABG RO E | BRI EE. BET | gk 0 LA EA LG O
VERE RS AN . T Bt | VAR RS I MO i@ e 2405 . T DA A
TR ARSI . i | SR EM BRI ERS: B EE | dE R R AR G e
M IEIE S ME AHARTN | HREMNOENFER . AR | ppEnse, s asa5e]
HIVEAIS . ARVEANE R, 3 |AEE, WSREM. S | giras . FaE R, %
SRR, SEsimsiEes, | MERSISEELIER . 8 | pmmin. gl smE e,
%7, o 9510 T,

\}

HR SUSER (I Outlook 365 M Azure R HRIT) 2 BRI INAIAN S, A EAR
PERLIESS . BUEERERE T A B B3 (Auto).

PR TR I GO n o 3 TR DT 235 15 AR IHr— v, R T LUBE I e o 5 T 78
RIFE C 2 SRIZEDRIHT. i BRATAE, T A P43 .
AXERM

< WIS GREREUMBRERSS . ST T

< WIS GRER IR S AR R PR . 2 8 I

< WIS G UM BRIERCAY 5 10 0

. Cisco Secure Dynamic Attributes Connector



| Cisco Secure Dynamic Attributes Connector

. wEsmnzzs ]

IIJ\\j]u \ %ﬁ“ﬁﬂﬂ' IZ%L_:]:—L =
TP AR, 0T LA o AR e . ST DL RS R A4 PR DA A O e g 1 BT S

i

WATLLteE 39 DA LR A I
o SEREIERE T [N T HTATE B, ST LUZE SRR SRR R e
o IRINEIESS (Add Connector) > 2B LI N5 & 8 4 f2 28

RUATEREAR A (7)) AT RS v SR AR AR R R R

AWS

aws AWS
L]

Description

Pull Interval (sec) a0

Reglal east-1

Access Key el ™

SecretKey 0 e

Version

1 dynamic attributes filts
Nami Query Actions
Cis Dat q

A N IE SR
o il AR () DRI R .
s EZER D A B HAREI.
o gl 7 SR HTHIAR
o fiikEZR (Version) LL i 7R dynamic attributes connector FURRAS . T 5 R} TAC 7588, #n] LLik

PERE AR S ) 2 BT o
W BRI A, AT ARSI B L IE g slidn e s BRI RS . onfiltn T
1 dynamic attributes filter
Name Query Actions
Cisco restricted DataClassification eq

'Cisco Restricted' s

b (B8 DUMEILIER SN I sh A B I s . ARG, ES RO sh &8 vk
Ve, 5525 T,

B BRI B AL “HRAE” (Actions) #1| E,  LAGi 4 BN BR AR 7< FERL SR o

Cisco Secure Dynamic Attributes Connector .


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

Cisco Secure Dynamic Attributes Connector |

B 5. sesmpasEEs

gg%ﬁlﬁ A L.
TR HRE R, ERAT LT 84k

1 fEdEdii b, Rl B R E IR AR A4 K
2. teamEkd, AdEs @ .
ANBITR .
Office 365 V4
Office 365
A L]
Descrig Cannot connect to data stream gRPC server
Pull Intervaf{si
Base APl URL https://wakawaka.office.com
Instance Name Worldwide
Disable optional IPs false

Dynamic Attributes Filters Auto §

Version
3. BRI, EREE G Office 365 ERE2E , 5 22 WP TR E B a8 I E .
W FAETCVFAR R ) 1, 3 A RS (Version) R IRAS 5255 31 SCA SO .

R CDO L™ 1D, ik AREUHL™ 1D, 55 30 0

i) BB TAC $ROLFT A X {5 . https://www.cisco.com/c/en/us/support/web/
tsd-cisco-worldwide-contacts.html

o u &

::J\\jll] \ éﬁiﬂ—iﬂﬂl I-‘%Ej]lu\ﬁ Iil_l)l:g

PERACLE S RENE AN 4R s BRSNS R VE pEAS . 0T DU i DE AR 10 A0 PR DL &L I DERR 1)

|

FiAr e, T Ll ek <0 LLEEE T U1

c BEHTEEIIRBUESE A O ENSISRIEILIES . 0T ARSI GRS B sh
Btk .

II]\\j]qu] El‘iﬁlm nu‘{?ﬁﬂﬂﬁ‘/)ﬁ%o
BRI BELIESR O EAE R, S RHOES B IER , 5 25 1.
MRS (7)) PTG AL LA R A OCE TEAE B W T R

. Cisco Secure Dynamic Attributes Connector


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

| Cisco Secure Dynamic Attributes Connector

wm. masmpasrtsEs I

1 Dynamic Attributes Filter ]
AWSH  Type: AWS (AWS)
Name Query Actions
Cisco restricted DataClassification eq

'Cisco Restricted’

)

B MR (9 Outlook 365 I Azure IR HRIC) 2 E I FRORIAT S, 16 F A4 IS0 AR
PEILUERS . IXHGEBAE T AU Rl B3 (Auto).

TEATLL NIk
o TR U A S T R L T A OR824 A R
o il dmEbE (B DL 3 E M g g .
ARVEAGER, WSS RIEL g, 2 25 Ui,

o ERIR R W T B WA RIS B P I VBRI SRR A (7 ) Pl @0 W LA ORI
RLUER, ERAV LR R B BRI A

|

X . T ® b = N .
i e M ) Ry 92 A SR SR Th )~ SRS Al R AN S B iR 8 (Add Dynamic
Attributes Filter). 7~ltn K.

, —

[ Go to Dynamic Attributes Filters

ﬂ; 2‘15‘ =+ Add dynamic attributes filter 1

BRI On-Prem FMC (1)
" © Error

A gzure MLy —

@ Cloud-Delivered FMC (1
= ]

@ Office 365 (1) L=
A ]

o il BRI, SRR R s

o i SRR

Cisco Secure Dynamic Attributes Connector .



Cisco Secure Dynamic Attributes Connector |

B . sesmpEns

m“ﬂﬂ\ ﬂﬁiﬁfﬁﬁ%&%k_ﬁﬂ

PRI, P LA s R G A o AT DL @ E & 10 44 PR DL B 1208 E 7 ) T A S 4

A DL s o DL L oA e 15
o SEFERR S ULF N A T GRS, T AZEBEACYR N BRI i e
< SRINEERSE (Add Adapter) > S8 DR NTE & 2T 13 0 2%

AATERLSE () PSR LR R A R W R R

7@ Cloud-Delivered Firewall Manage... #

Cloud-Deliv... us: @
Description Deliver Dynamic Objects and Mappings...
Cloud FMC URL Cm @ W% NS
Version v
r S
A LU T ik

o S GAREEE () Dgni g,
o it HEEERE () DIATEHAbIE .

o W RRZK (Version) LA 7~ dynamic attributes connector FRA . U1 TAC 775, &nJ LIk
PR R A 1 21 BY AR

o AUl B DAES I g B A A o I T AR A B T A R A R

- i 7 SRR

g%%ﬁlﬁ = |_.
AE TGRSR IRG R, HHAT U 8AE:
1 fEgsdlmmdR b, Al SR TR R S A ) AR

o tEAE T, mdsa (@) .

ARBINR
; On-Prem pd
i1 On-Prem Firewall Management Center
- O Error

Cannot connect to FMC: Could not create

CDO job.

Secondary Device

Version

. Cisco Secure Dynamic Attributes Connector


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

| Cisco Secure Dynamic Attributes Connector

pezsz [

o BHRRIERTVE, IEEIR AP KERE L COERIEN . AIRTEAIE R, WS AL R

PR E FMC 3N FMC (EEERD)

- WURGETGIEMR R R L, A MU (Version) SRS RAS S BSOS
. ZRECCDO M7 1D, dnrh ik FREHL™ 1D, 5 30 0

6. [0 AR} TAC $E4LPT A IXLE{5 K. https://www.cisco.com/c/en/us/support/web/

tsd-cisco-worldwide-contacts.html
HERED
o QEEE GRS, 23 0

lfESERE3S

ERA DN . SR NAIRES R R MG S, DUEM 245 5 0] H T CDO_E 15 a0 5
W5 o
BAISCRF LT A
% 2:3% Cisco Secure Dynamic Attributes Connector ki 70 & 51| B & #5158 5 &
CSDAC LR/ | AWS {&4ms2 | GitHub | Google |Azure Azure fig |ISE LDAP Microsoft | VMware
a Cloud BIRE Office 365 | vCenter
RAS 1.1 O | 2 i ANEHE | AR |2 2 i AZF |2 =2
Hh)
WA 2.0 (A |2 ALFE |2 & = & i ALFE |2 2
O
AT CBRE | 2 AR |2 = = = 17 AZFE |2 i
DA R 2%

ﬁ?%liéﬁﬂm () -[/H Iﬂ UJ:%FZ*

Amazon Web PR 551E1Z 2% - X T A PFHRFIS B E R

Cisco Secure Dynamic Attributes Connector 23K 345 J& P A AWS 7 A\ CDO,  LUHE -V ] 45 il S

MERMEEEAN
AT AWS S AL ol 8P

* BR2E, AT T 4128 AWS EC2 B H 7 8 SR SEAELN

HREZER, ESH AWS TR A RIbRiE

EC2 %I

Cisco Secure Dynamic Attributes Connector .


https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-fmc-with-cdo/managing-fmc-with-cisco-defense-orchestrator/m-onboard-devices-and-services.html?bookSearch=true#Cisco_Concept.dita_7724ed25-6e0d-4fcd-a6f6-aa9e273eb205
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html

Cisco Secure Dynamic Attributes Connector |
. #II3Z 37 Cisco Secure Dynamic Attributes Connector 84 &/\{XfRAY AWS FH A

* AWS HEFIFLET 1P bk,

P B BR AR AR PR

Cisco Secure Dynamic Attributes Connector Z3K I F* /0 HF U ec2:pescriberags Hl
ec2:Describelnstances U\{Eﬁ‘éﬁz‘%)\ijﬂﬁﬁﬁiﬂ"]%ﬂlﬁo

6] %} Cisco Secure Dynamic Attributes Connector &5 & /MY R A9 AWS A A

WAL et & F A BRI RS MK 7, LLin CDO k%A EME. ARXEEEMIIER, 1§
Z[{ Amazon Web IRZ5EHAS - T H P BRI S AR SE , 26 11 T,

FHiaZ |l

T2 L% B Amazon Web JIli%s (AWS) K/ o A XRHATHEAEME 25 R, 1EZ00 AWS KR 11
ME,

UK

TR DLHATWEE B B A S0 5 sk AWS FEi 6

W2 fEmdglmeh, sidhiRE. SMFEMME (Security, Identity & Compliance) > 1AM .
$1®3 Ll EETE (Access Management) > i A (Users).

$E4  SRMA A (Add Users).

$ES  (ERP#A (User Name) 7B, A AR 429K

$®6  Slima e - %RIZi 18 (Access Key - Programmatic Access).

ST F “WEMIR” (Set permissions) WL H, st T—2 (Next) AT T H ALV RIAE; #9E AT
BEBRAE

S8 WIRTEE, mHSRIINERZ.
$®9  LiLtIERR.
S0 fidi Download.csv, ¥ IS R &3 L

i KRR PPl

FLEN Sd%A (Close).

FIR12 AES AR B (TAM) TR 250, st e &3 (Access Management) > 3R (Policies).
P13 AULEIERES.

$IB14 7E “OIEHENE” (Create Policy) Wi, il JSON.

. Cisco Secure Dynamic Attributes Connector


https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/

| Cisco Secure Dynamic Attributes Connector
oz aws x5

+ Set permissions

[ { A @  Copy permissions from Attach existing policies
'ﬂ.‘ And user.to.group M existing user directly

Q

Create policy

TS AETBCR A LL T 5

{
"Version": "2012-10-17",
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Quickstart
#  Integration assistant A Essentials
Manage Display name : just-a-test Client credentials : Add a certificate or secret
= ﬁ Application (client) 1D : 4d9af2cdn ™ o @ ® "N . m of ™32 Redirect URIs : Add a Redirect URI

Branding & properties

Object ID e PR TR R B J Application ID URI : Add an Application 1D URI
D Authentication
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Certificates & secrets .
Supported account types : My organization only
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Description Expires Value @ Secret ID Copy te clipboard

Sample only 10/15/2022 Pk ey s ol "SOWMK. D o B B % Pea Pa™sfa7sbl D[]

LIR13 R[AF] Azure [T/ 1 0UH, X5 i IT A (Subscriptions).
HE4 KT ID BB
LIS BT b, TSR
HIE16 i iEdEHl IAM) (Access Control [IAM]).
LT SEARI (Add) > RN f 4B (Add role assignment).
LE18 AiiE#E (Reader), ARG Adi T—% (Next).
PIR19  JHHEEN R (Select Members).
W20 fEIUEAM, RN AR, R )E AR (Select).
WESTRO R Select members X

Add role assignment

Select (@

5*‘ Got feedback? | just

. . z No users, groups, or service principals found.
Role  Members Review + assign

Selected role

Reader

Assign access to

ra N . .
(®) User, group, or service principal

O Managed identity

Members

t Select members

Selected members:

Name Object ID
Mo mermbers selected just-a-test
Remove
Description
Optional
Previous | | Next e —

i

BN LLEEE + S (Review + Assign), SR )5 IR LR 58 R .
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$IB1 E£CDO.

$B2 1St TRMARS (Tools& Services) > EhZSEMEEHESE (Dynamic Attributes Connector) > %1523
(Connectors).

FER3 PUTLL AR A

s USIFTERRS . RIS INEAR (B SRS ISR AR
o GuPRIERS: AhgmEEbr (PR
o GnfR RS UTRRIE bR (HDelete )

T4 WAL E .

&

152 Bf

Name

CAFTo ) FANAZPREAME—PRIRIERESS .

152 AR

A IEBEHT .

1 BN iE)

CERIN A 30700 D) M Azure K5 TP B 1]

ITHID

(hiE. ) i Azure 1] H ID.

#HFID

(7. ) fAHLT D,

(o D BRI o 1D

CAifge ) BIAIE IR i ] o

LIBS MR (Test) Jff R AE R AFIE B 2% 2 17 78 Test connection succeeded.

T 6 fLLRTF (Save).
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Name Coifie ) AL BR AME— BRI 445 -

15 AR AL

RENEIRS | (ERIAA 30, ) M Azure K% IP BLGH K 1B o

iTH ID (. D i\ Azure 3T H ID.

#F 1D (o D HIAAL 1D,

BRI ID| (L. ) MAERIE 5 D,

BRmZ | (L. ) MANBIE s,
£A

LS SR (Test) IR E SRAFERAS 1T 7 Test connection succeeded.
6 1LHRTE (Save).
FIE7 MR ORA” (Status) 5T BREEE (OK).
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https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview
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o132 itub 3z [

£l 7 GitHub ;Ei1EzE

SRR T W B R Bt A& i£ 2 CDO LU U7 2 I S0 (19 GitHub JE48% . 5 IXEEhRAE SR
IP Huhik 1 GitHub BEATZEd . AL BB A o PRI IR -

HRVEANE R, 1S ST GitHub [1) TP Hudil .

)

AR U URL, UK TCVER RAL AT 1P Mkl

UK

$IE1 Z%CDO.

FIE2 it TEFARS (Tools& Services) > F7SEMEEESS (Dynamic Attributes Connector) > E1%28
(Connectors).

HIB3 PAT LU AT A4
o INIUHER S s ERr (B, KRG S E R AR .
o GuBIEREAS: g KRS (R

o GnR RS Ul ERIE bR (HDelete )

TR A A ZFRA AL .

YIRS (Aik. ) EiREVEFE (Pull Interval) FBHr, B ckah 8 M4 I GitHub A5 %% 1P Hidik 1r 450
CRAFE R ) o BRIMEA 21,600 #5 (6 /NI

FR6 SR (Test) JE0 TR IR DN 5 FFORAFIERERS -

PR mRTF (Save).

HIE8 Hifd “IRE” (Status) ) ERHRE (OK).

Google = iE#%=% - X THPRIRFISARIEIE

Cisco Secure Dynamic Attributes Connector 23K 34 B Google =7 A CDO,  LUIEH T~V I 45 il
SR
HEREEFAN
FA14: )\ Google = S A LLFBh& & 1
* BRZE, ATHT41ZR Google 2 R IR BEAE XS
1 RPEAIE R, S Google 2 SR 1) G G A B bR
* g kRIS, SHL SOPEICEIN H I AN o
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/about-githubs-ip-addresses
https://cloud.google.com/resource-manager/docs/creating-managing-labels
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. #1334 Cisco Secure Dynamic Attributes Connector £ & //\{XfR &) Google = 1

HREAFEE, ES0 Google 2 SCRYH (141 LA FLAR 2 o
* Google z 1 REFMLI 1P Hodil.

Fir e B S AR PR
Cisco Secure Dynamic Attributes Connector 23K /> B EAR > BFEEN IR H P A e A& B IE,

£1]32 3+ Cisco Secure Dynamic Attributes Connector 5 5 /MR &Y Google = F P

PEAESS TR U] e B B AT e AR AR 55k ), BAIR CDO Kk sh & mbk . fRixeem b sisg, i
2 Google =IERLAS - KT HIPBURM G ARIEE 25 19 1T,

FFaZ B
BN E W E Google =K« B RPUTILEAERITEANE ., 1S Google = SCRY AW H A%

RS

L1 LA E MNP S0 8% E1 Google k.
LE2  fihIAM FIETE (1AM & Admin) > BR$ P (Service Accounts) > €13 BR 55~ (Create Service
Account),

* BREMPZFR: I FhriRubik 7 f94FK; 5040, CSDAC.
« BREMKCA 1D ARG N IRSS MK ;44 B S i — (o
« BREMCAIRRE: A e D .
FHIMREM T VEANE B, 1S Google = SCAYH K T fift Ak 45k

$IBa4 L6 E 44 (Create and Continue).

PIRS LM pER LR ERAE, HBIROR “H T O ARSI U7 AR 48
PIR6 WTHIEER>EFEMA.

$T  rliFER (Done),

ARG B IR A

$E8 LIRSS AT RN ES O .
PIE9  AUHEEZ (ManageKeys).
FHI10 dnRNES (Add Key) > 613237348 (Create New Key).
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https://cloud.google.com/resource-manager/docs/tags/tags-creating-and-managing
https://cloud.google.com/run/docs/setup
https://cloud.google.com/iam/docs/understanding-service-accounts
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£13Z Google =iE#E%E .

& JustaTest [E] HELP ASSISTANT
DETAILS PERMISSIONS KEYS METRICS LOGS
Keys

A Service account keys could pose a security risk if compromised. We recommend you avoid downloading
service account keys and instead use the Workload Identity Federation . You can learn more about the best
way to authenticate service accounts on Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies.
Learn more about setting organization policies for service accounts

ADD KEY ~

Create new ke .
Key creation date Key expiration date

$B11 il JISON.
L 12 it (Create).

JSON 4 R 1ML
SIE13 [0E GCP ERSI, W S HAE T8

T—oMita
Z BN Google =~ iEHeas » 5 21 Ui,

£1]3Z Google =E1E8E

FiaZ |l
HE LT Google z JSON #% M IR 5K )~ Hodlas & W EERR AR T A 75 1)

1 GFRCDO,

w2 if sl TEAARS (Tools& Services) > #7sEMHiERESS (Dynamic Attributes Connector) > E#%28
(Connectors).

T3 PUTLL ME A
© WSIHTERS: RURISINERR (B, SRJE ISR AR
© GRPRIERAS: bR EbR (PR

o GRAIERENR . RULiMIERIE SR (TIDelete )

F$EA4 AL ER.
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. £1/32 Office 365 1128

=l 15t A
Name (7o ) HIAA TR AME—bRiRIbiE L 25 .
15 AR FIE VL o

REUE | (BRI 30 FP. ) A AWS K2R TP I S5F (1 1) B
[

GCP X | (5. ) WIANIER Google = FT#E) GCP X1, TEANE I, 152 Google = kY

15 o X S X o
BRSS M | K50 Google Z IR4MK /' ) JSON 441,
=

FIRS midiilis (Test) H IR MK S Jo AR RL 25 -
FIE6 riRTE (Save).
HIET iRk ORA” (Status) 5P BRFEE (OK).

¥

132 Office 365 jE1% =%

PEAESSTHE W Office 365 Fric BIERLS:, AT Es A X 2] CDO LMEHI - ) 2 1 5w o
Microsoft 234 Ji] BT L 3K SEFRIC Y 1P Mkl oRH . AN Gl 2 285 1 o i s R v o ] e

HRPEME R, 152 docs.microsoft.com ¥ Office 365 URL A1 1P Muhil- Y o

UK

P11 FxCDO.
B2 it TEFARS (Tools& Services) > #ASEHiEIESS (Dynamic Attributes Connector) > &E3%8%
(Connectors).

FER3 PUTLL AR A
s WSIHTERSS: RURISINEAE (B, SRE ISR AR

o iRy MR bR (FEdit)

o GREEGEHERE . RliMBRERR (HDelete )

T4 AL EE.

=l ks
Name G o ) HANA TR AME—bRiRIb i 3 25 .
ikl AL -

. Cisco Secure Dynamic Attributes Connector


https://cloud.google.com/compute/docs/regions-zones
https://docs.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
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nezzrs [

=l 15t A

1= BN E) R CERIN N 30 BB o ) M Azure K22 TP 1SR (1) 1) B

K API (ifio ) HANZNPEI R Office 365 15 B 1 URL (A RILSERNEARD o A%
URL TS B, 127 Microsoft U435 & ) Office 365 TP Hifil- F1 URL Web AR %5«

I Office 365 TP Huhil-Fl URL Web fIR55 .

K2 FR Citso ) MBI, R SEBl 2R RPN R, 12 P Microsoft SCR 3 5 1

AL IP | (7. ) A true 5 false,

PIR5 mitiRTF (Save).

26 itk “IRA” (Status) 5 BRFRE (OK).

el EESE =

WS 25 CDO 22 iR, 10T LUREK B 206 G I 4605 L 1L 21 LU 05 T 428 1 SRS

N 61 32 AHufh AIEE IR O &R

T AR LA R TS A
o AP KB H L 3G AT EL R B
o BT KA AL @ T CDO B ) B4

\)

AR URAABREE B A RERIE S A A R KA B 0 i
AERC A, LA B 5 BB 2 R U P A

GG AR . SR B SO0

n)h:l

AEBUHE T QSR s, DUER5h2

f%

FHIa Z Al

X% M dynamic attributes connector #£i% CDO £/,

22 A FE R A Bl R oK A B 22 4 A R 48 LR ITL A B R I BN A B b BT e B K e P

e NG RN
PTEMAR At
o B
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https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
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. WA E)E ZRATHIBT MIEE IR L BB 3R

UK

FHIE1 F % CDO.

$IE2 it TEMRS > shSEMEERE > Emes.

HIB3 TRIERCES, W AE mEbs (B > M KBS FE L,

FIB 4 Bt e RGN g, E iR EbR (FEdit) B R KRR (D Delete ) |
SEBS NneigniE Ll N E .

& 15 BA

Name (TR ) BN FRIRIGEHD 23 I ME— 2 K

WLRE | &M AR AT B
EWE | EFR A A S IR S A FE hUO ) TP Mk

WREME | (Tik. O W REATHRBY AP KB L, SRS S AR
&

PIR6 rE (OK).

A EIE ZR(TRIB IS E TR AL & A RS

AT EEHE T W] G g iEwcgs, LUIER 3 &% % M dynamic attributes connector #£% CDO .

FiaZ |l
PTEMAP At
* IR P 5

UK

SR DUEATE U B A P B4 %k CDO.

T2 il TRFMRS > sifSEHiEE:R > SR,

SR 3 LRGSR S bs (B > ZAA R K L.

T4 RO RERC A, AR (RO i HRRIE R (TDelste )
SRS GitHLL T

& 15 BR
Name (b ) BN UGB 2 I ME— 2K .
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agpsrteEs [

& ik

15t AR AL AR IV o

= FMC MFZ R, i K AT B K b B L ) URL,
URL

FIR6 ik (Test) I ORI fHORAFE RS
TR R TF (Save).

ﬁ”@ij]“_,\% HE I)I:LE.\EI,%

ffH Cisco A3 @ PEIEREA w BN B YL g% 2578 CDO H 7=k 75 U Il 423 1l S mes vp A
PIENASHT G e i, FEnT LLRHIA 2558116 AWS k4545 (117 1 AR B )4 Microsoft Active Directory

e S 45 Rk
A\
IR OARREN GitHub. Office 365 BY Azure Service Tags G sh A B PE it 8 8% o IX LT ) 25 %) G 2 421t
B o H) IP #uhik.

ARV AR AR S 35S B A sh 2R s MRl v R G s ) 4 AN, 55 28 1L,

FiaZ wiI
SEL R T AT 5
o fEEEEAS, 11T

i

FI1 HRKCDO.
PR 2 g rith TEMBRS (Tools& Services) > #h7s/E %S (Dynamic Attributes Connector) > 758
%335 28 (Dynamic Attributes Filters).

53 PATOL AT Bl
- I kIR (8D
- GRHEVENS: AUhAREIERE (7 e

« BRI ERS: iR ERR (TDelste )

SR AL,
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W= 15 AR

EAy i FTAEVS 5 0 5g H CDO A 4 FLAE (SMER
B> sh7Sxg) Thrilshdsnlgss (hshds
XD HIME— 2 FK.

HfRds FEFZRE P i o B R R AR K A4 P

#ifl < I ERS . AGhRE IR (8D

© GiiEILIEAY: g EbR ([FEd)
« MERILgERS: SR MBR b (P Delete )

SIS WRIMRGE A, AL TR A,

= 15t AR
Y] PR — A P POERAR IR
23 (8 mF R I
* T (Equals) 2K Pl 5 EHE 4L
* B2 (Contains) 2ok S EILHL (WIERAEN
FEATHR UL o
fH HTEE (Any) BLEER (All), AR5 HdisET

—ANEZAME. malRIMEME (Add another
value) DA ) 25 1) HH a8 I

FI6 fUTRRTANE (Show Preview) DU {2 7~ ik 1] (1 (4 25 5 TP Huhit (115114

ST )R, HiRTE (Save).

i
v
$£B8 (Wi, ) ik CDO HEIAX %,

a) 3t CDO.

b) iFAi REE (RME) > FTD %% (FTD Policies).
¢) MiliXf &R (Objects) > X R EE2F (Object Manager).
d) fEAEME R, SEsMNERE T (External Attributes) > #1753 & (Dynamic Object).

NSRRI

AR OIF b Py e e ) VAT AN SR B

it

A A T BB SRR M AR LR
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EnazsErtERasye [

~f5l: Azure
PUR/RBILE R T — A4 A 2 0 25 3 FH I R 2545

Add Dynamic Attribute Filter

Name* Connector*

Azure Finance Azure

Query* |:|
(311 Finance eq (any] App

> Show Preview Cancel ‘

=Pl AWS
PLUF /s 7R T —AN46AF: {H4 1 ) FinanceApp.

Add Dynamic Attribute Filter

Name* Connector*

AWS AWS

Query* ‘:l
(211 FinanceApp eq ‘%‘ 1

> Show Preview Cancel ‘

T B HI R G R E A ST R

i1 dynamic attributes connector , #5A] LLAE Uy ] 45 LN v ic B B &L 9E S (£E CDO a4 3))
EXZ

KTz e B A B B SRR

R AR ShASB L 9SS Jo, 3hA& X %4 A3 M dynamic attributes connector #Ei% | & S A
H B KA B B 2 AR AT BT K B B D TS A

T 0] DLEE VT i) 2B “ 304 )@ 1 (Dynamic Attributes) e300 - 5T FAE X Lesh A0 %, X%
LFAE 22 A 4bRE (SGT) KI5 e S a] LUK sh X s I sk H b JE vk @in, 7807 il il BH
IR A, R DA 45 AR S i B AR JE v, DABH i ik DO SR ) o At 4% £ 1R 6 B 0 1) Wi
5454
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B s=avsEtrska@smzs

\)

ER ORHEN GitHub. Office 365 B{ Azure Service Tags G i s A @ ML 8 8% o IX LU ) 2 %) G 2 {1t
B o h IP #uhik.

{8 i 375 I8 T T iR 25 R €132 177 [a) 4= i AL )
AR BT G GEEER AT R DL IR R A R 2k ) DI s
g,
T2 B
BN R IE S, WO AR , % 25 TP HTE.

\}

ER LORREN GitHub. Office 365 5{ Azure Service Tags G AR PERL i8S o IX LAY ) 254 G o et
H W 1P Hubilk.

UK

FIE1 HERCDO.

WIE2 i KBS (RRE) > FTD %KB§ (FTD Policies).

FIE3 Ll IR 7L 1) R ()

FIB4 RN (Add Rule).

$£B5 3175 E M (Dynamic Attributes) £ <.

HIE6 £ “nHJENE” (Available Attributes) #5H1, AdisIR T IEZS 3SR (Dynamic Objects).
NEER T AR
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Dynamic Attributes Connector #{ & HER .

Add Rule @
Name Insert
Enabled into Mandatory v
Action Time Range
Allow v =] None r  +
Zones Networks VLAN Tags A Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Available Attributes (= + Selected Source Attributes (0) Selected Destination Attributes (0)
Q, Search by name or value any any

| Dynamic Objects

FinanceNetwork Aodt stnaton
W

‘ Cancel | m

RSB 578 T — N4 0 FinanceNetwork BN, 14 44 .- Dynamic Attributes Connector
A Bl e R e S

BT RPN G I 2B H bR
PR WIRT L, N rp A A A 1T

T—F 4
CHRE AP ks B D S BCEAR M) P U ER” - GRATEERD

Dynamic Attributes Connector #fZHE &

W% dynamic attributes connector FEAT v @b HERR, 045 S AL T H .

tHiRH S PEHERR

BlER: BFIRSCAR S5 AR EEIR

RORE BUbR B A5 AE TG A% B FL A3 OB DR A IF LI, A DORE R O T RSER  RBianh; SEpsmT
REB I ARAT FT AN o

Error: [Ermo -2] Name or service not known

Error €y

FRRATE: RGOSR S, R
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html
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B smaso

$XEXFE ~ ID

LI
$1R2

$IE3

* EHARREMRL
* BRI 15 IR

Bl PR E A
IR B S AR IR R A F B, B UK B T RARR
Error: (vim.fault.InvalidLogin) { dynamicType = <unset>,

dynamicProperty = (vmodI|.DynamicProperty) [], msg =
'Cannot complete login due to an incorrect user name or

password.', faultCause = <unset>, faultMessage =
(vmodl.LocalizableMessage) [] }

Error@
k

FRORFTZE: RIS U 4 B i .

4n JL#E 5 545 5% Cisco Secure Dynamic Attributes Connector (175 By, T2 25 ) BARE TAC #2044 Al
JUID, EFERATA REEE I H &,

ExCDO.

I A IR E (Settings) > EHIZE (General Settings).
R ID S 2 BTGB LB k45 SR TAC
RBIGTE

Web Analytics €

User Management (—\
)
.

Notification Settings

Logging Settings Default Recurring Backup Schedule @
Frequency Time (UTC +00:00)
Weekly - S : S

Su Mo Tu We Th Fr Sa

Tenant ID
a3ebcedf-721d-4ae5-9c04-257b53a2858e
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