7f Google =& L #8E ASA JE#l

O LULE Google =157 (GCP) i3 ASA JEI.

« KT GCP _L[¥) ASA ) 8, 3110

« ASA [EHL FI GCP IATHE4fF , 3 W

* ASA JEFUAT GCP HHENIFNBR S| , 56 3 0L

* GCP L1 ASA BRI ML $hontol , 2 4 7T
* 7 Google =~°F-& L& ASA JEHL, 54 7T

* Jiln) GCP L[] ASA BRI , & 7 1L

* CPU {1 HLFHR S, 25 9 1T

X< T GCP LAY ASA [E#l #3E

GCP feVFELEY Google AH A (Kl ¥ Ay SB AP REN . Wk KRS

ASA Bl 1T 5P ASA MR, DURPITE SR 2 2 ThRE . ASA JEHL AT LB A
LGCPH . )G, WU HIHTRCE, DMRYE BN TR AR WA B e EL A 1 R 0L RN 4 2
B o0 TAF A .

GCP i+ E LR T

1EFE Google HEFIMLISHIFNR /L A& ASA JEFL 77K

ASA B ZHLURE A NIL N2 Fili- 44k €2 GCP B 2E A

R LRI R RN LR

HEMEHTENER B

vCPU N7 (GB)
c2-standard-4 4 16
c2-standard-8 8 32
c2-standard-16 16 64
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R 2TFEMBRATEN AR
TR Ik
vCPU M%7 (GB)

nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-8 8 7.2
nl-highcpu-16 16 14.4
n2-highcpu-8 8 8
n2-highcpu-16 16 16
n2-highmem-4 4 32
n2-highmem-8 8 64
n2-highmem-16 16 128

* ASA [l /0T 3 AN
o YK vCPU HiiE ok 16 4.
o ANSCFRENAARATH LR
AT LAAE GCP LA . {FH GCP 11137 L1 ASA REFARG k5 (ASA L) 7 ik i 8l ASA [EHI
S, DLk HE GCP SR,
C2 i+ EM LT EH BIZEE BRI
TSR C2 THAHLE A B AT LU R -

o ANBERE DX BRE AMERERE ] T U AU T H RIS AL . A CTRAIME B, 1121 Google SUR S I 1k,
W XS AVERGEL /)N (Adding or resizing regional persistent disks).

* S5 A NAFAA TSI R (RGBT SC TR S, 11 2 P Google SURSHRAT fifi Ik

fit (Block storage performance).

o AXAEFTIE D BN AT ] A ORTEAIME R, 1S Google SCRY AJ T ML X A1 X 14 (Available

regions and zones).

« ANAEEE R CPU P& LT H . A KRG R, 1S5 Google XA CPU 15 (CPU platforms).
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https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/cpu-platforms

| 7 Google =& L#BE ASA il
asa =i 1 6ep anriets I

ASA £ 0 GCP BYRIIE &5

* 7E https://cloud.google.com €15 —4~ GCP Jik /7 o
* A% GCP Il H . 2% Google SCRYAIE LI H (Creating Your Project).

s VFA] ASA HEfl. FEMEVER] ASA FETLZ T, ASAv e Figdr, A 4 100 4
R 100 Kbps (G R ESRVFIIE: B8R

« P ER:
 FRIET - JH TR ASA JEALERES] ASDM: ANBEH] T El i & .
o EBEEIT - FHTKE ASA RERUERE R Y EHL.
© HMEEELT - TR ASA REAEEE R A LM
* WA HAR
* FF Vil ASA LKA SE TP,

* 1% ASA B RAE K, #ES ARl Cisco Secure Firewall ASA FE2 k.

ASA [E#1F0 GCP &Y 4 I 70 BR I

ZERYIIBE

GCP 1) ASA REFSCFFLAN Tfig:
* GCP JEAAT = (VPC) Hr (32
AN Z 16 A~ vCPU
BB CBRVO
* VFA] - {3FF BYOL

R FHR9ThEE
GCP 1) ASA REUASCHFLL N D)jE:
* IPv6
* GCP _EANSCHFSBI 2 TPv6 LA
o NV U s vl L2 TPv6 1545, JR¥ eI 1Pv4 1REE 3] GCP L4

* Bt
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https://cloud.google.com
https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

7£ Google ZF & F#BE ASA EHL |
B ccr oo asa B msIRih R

* ASA B At HA
* Autoscale

© BN AN

GCP /Y ASA FEHLBI M &R TN R

BRI d B KBRS U T ASA B M2k IR4h, 1E GCP O ASA JERL LE T3
TR CERL NN .

1: GCP L&) ASA [EHIERZ R

‘-} Googe Cnwd Hatorm

Management

VC Network —— GCP Route Table
182.168.0.0/24 R ﬁ e
- estination
Public P1 gy eth0 o —{ 1 Gigl¥1 (inside} B e Ll
Next Hop IP of ASA virtual Gig 0/0
| _’f FW Rules

102168.3.004 J@ GCP Route Table
Destination | 192.168.2.0/24

’ GiglH {outsidel '_9

Next Hop IP of ASA virtual Gig 011

Management:
ASA virual can be managed via ASDM. Port 443
needs fo be opened for https cannection.

7f Google = F & £ 3ERE ASA EHI
I LUTE Google 515 (GCP) L8 ASA JE#.
£ VPC W 2%

FrIaZ |

ASA RN T E AL, BT ASA REALZ AT B EEXSE 4% . LK 01T
 HHT MW VPC.
* W T VPC,
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o ANERF- M4 VPC .

BEANEVEE T % 1 A1 GCP B KBS RN, DL A VR IR ZS ASA il 4% i & R KBS A0 5 F ASA
REFUAS G 1 JC 0 6 R 2R B KBS AR o ARG ST X 25 R Th BE iy 44 GCP 4% 26 Rl 57 K B R
M. iEZFGCP LA ASA ERIFIM LSl , 25 4 T,

$IB1 £ GCP =l EH, MIREFEM 4 (Networking) > VPC M4 (VPC network) > VPC [ 4% (VPC networks), #XJ5 £
itl& VPC M 4% (Create VPC Network).

FIB2 ERAFR (Name) 7B, HIABK VPC M IR YE 4 FK, 10, vpc-asiasouth-mgmt.

$IE3 - FMEIEER (Subnet creation mode) , fidi BEX (Custom)s,

L4 7EEHF M (New subnet) F&FR (Name) FEH AT T 148k, 1101 vpe-asiasouth-mgmt..
PS5 MW (Region) Mgk, ERESEHE KX Jra =AM S0 1 [F— X35
PER6 (£ |P it SEEl (1P addressrange) v B, fii A CIDR MU — A4 14, #1401 10.10.0.0/24.
BB B2 A M BB RS, AR5 kit (Create).

P8 HIPE 1-7, 1M VPC Ol g H 2w A~ k44

B By At R

FERRE ASA REALSCBIIT, T D 8 B 0 I B KB ) CLASeVE SSH A HTTPS 4%, S AL
GCP L@t ASA B S, 5 6 Ul HMUEESHIEER, B0EmT LU A RN AR &4 1 e b5 s L
e

S AGCPEHIE T, RKIKEFEMLE (Networking) > VPC M #& (VPC network) > B A 3E (Firewall), 2R i 8IIERT A
1E#N (Create Firewall Rule).

FIR2 {EZFR (Name) FBH, AP KBS AR PE4FK, filan: vpc-asiasouth-inside-fwrule.
FE3 WML (Network) FHFIE S, ERE LA KB T VPC ML ¥4 FK, 11 asav-south-inside.

PR A4 NBFR (Targets) Fhzyzer, wHEEH 7B KB L, Flin. Mg a9ErE £4) (All instancesin the
network).

$IES iR |PSEE (Source P ranges) FBiH, L CIDR #% U AN Y 1P Huhkyi [, 440 0.0.0.0/0.
AAVF 1K 2L TP Hbotik i Bl A R 1 9 2
HIE 6 {EtiSFAIR O (Protocolsand ports) T, 1EF4E ZE BIHHYFRER O (Specified protocols and ports).

T I AR
LIE8 fUilitl& (Create).
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7£ GCP L £13Z ASA [E#l L1

SERCL R AR BR, f# K GCP Marketplace ) Cisco ASA REFURG K% (ASA BB 7702 ASA K
LS

P G GCP =G .

P2 R SMEE > His (Marketplace).

P$IE3 7 Marketplace H482 “Cisco ASA JEFUPT k1% (ASAv)” (Cisco ASA virtual firewall [ASAV])JFIEFEIZ)™ i -

$E4 BN (Launch).

YIRS RIS INE—ERE B R.

HIR6  IEFLE ASA R X (Zone).

FBT  EFEAKTTEIIZEE (Machinetype). 7 KSR RALRAMSIZE, WZHCT GCP L ASA L 3%
s BT

WIS (WL K SSH &0 b ) AL & BRG] SSH %4 (RATIE) F.

WAYIA HT GCP A7Al 10— LS PR P AEAE K — D TS PISC R . P S R IR 22 AR B Sl . 3555
R ORAF B SR B, DA IERR RIS 2 7

$IBO P AVFE BRI H 5016 SSH 2815 0 L5 . 52 1) Google SRS 7oV i L 1148 FH 37 1 25 531 (1) 28 3
SSH #4811 Linux 5241 .

HEI0 (%) ERBEMIZAK (Startup script) ~, #2145 ASA LT day0 Bt & . day0 il & S EERE|S ASA HEHL 3910 Y
Ho

PL R 7R S v AZE IR SR (Startup script) 7B & HIATRE G Y dayO i & < i -
e ASA A RIS, ESM (ASA BLETRH) FI (ASA A 3%) .

BEE NOREIZHISCARR, NAES =07 ARG 25 B I E 5 | A S0 UERIAS, DAk Gk A 15 I I SR TS 3
Unicode 45 »

!ASA Version 9.15.1
interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

1

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
1

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 60

ssh version 2

username admin password ciscol23 privilege 15
username admin attributes

service-type admin

! required config end
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https://console.cloud.google.com/
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html

| 7 Google =& L#BE ASA il

TEN

$IE12

SIE13

TIE14

HIE15

iz 6ep Lay asA sl I}

dns domain-lookup management
dns server-group DefaultDNS
name-server 8.8.8.8

o VRITE P4 525 ) % P A R BB A S B R R BB AL KN (GB).
EMIED FRCE LR,
o FH
* R
o M
AR QUEESEHUG, CKETCVE I SR N o RS AN IR A (R G GRS, A U o 122 54 A
Y L 11 i 2 ) s S
a) MWL (Network) FHiZIEH, HPE—A VPC %5, {4 vpc-assoso-mgmt.
b) MIMEBIP (External IP) FHzgZerh, EH6E ML,
PRI, FESMER | P (External |P) E45 0 I BT (Ephemeral). 306 TN RIS 1 & T L 1) .
¢) miiFERX (Done).
1ERBR K3 (Firewall) "I 3 F B K% R0 o
« % RIFSRE Internet (SSH 718D B9 TCP im0 22 & FIEHELL S0 VF SSH.
« % RIFRE Internet (ASDM i) By HTTPS & SEHELL fuV/F HTTPS 4%

MBS (More) L E FHif% | P ¥ % (1P Forwarding) % '& A FF (On).

MiiiERE (Deploy).

M GCP £l & 1 VM S0 5L 2 SEBPEAE B BB N8 1P ik AR 1P Hbdik LA H 45 1 F0 S 35
WA an AT S B S, T A b S

if715] GCP LAY ASA FEHASEfI

A A 8 B ) S B KB B fo 2 SSH GE It aii 11 22 (4 TCP 34:) « 4 L1 E ., i
Z:ifE GCP 81 ASA L 526, %6 6 Ui,

ST I VPV ) ASA HERLSE0, JF SOVFRSAE AR 7 AR B
« ShE TP
o AFAT S A SSH % P S = 7 T AL
C R ATR

* Geloud w7 24T
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HREMFE, S0 Google SUAYIER:H 54 (Connecting to instances).

\}

AR T LUEH] dayO BCE R E SR UEBRTE S R ST 6 ) SSH % BN R 5% ASA JEHLLSK
.

{E R SNER IP %32 E) ASA FE#LSE4)

ASA R S5y B AT PN TP FNARES TP 143 0] LU FH ARG TP Sk iji 7] ASA FEFUL Si2491) o

$IB1 £ GCP =6, %Fi+E 3% (Compute Engine) > VM 3£ (VM instances).
FIR2 it ASA L LB FR AT IT VM SEBIELR{E 2 (VM ingtance details) B [fi »
LR 3 EFEMIER (Details) IR K, rishi SSH B F R,
IR 4 N\ SSH NS ik PP 1L

TR DM LA R 7 e 45381 ASA REAUL 52451

o AR Aty SSH %5 F i 8l 28 = 5 T H - K E4IE B, 1524 Google SCRY A H 25 = J7 1 1% 4 (Connecting using
third-party tools).

ER TUMEH] dayO BCE PR E B0 FEIE A S B R Sl TR B ) SSH B IR R Sk ASA KL S .

{55 FH SSH iE3£ 2 ASA EHISE4)
B Unix XS ) R GUIER R ASA R, S, 14 SSH 8 5% 524

FEA AT BL R iy & VB SR, DI A 0] AU

$ chmod 400 <private key>

Hrr.

<private_key> sEXIFHISE BTN ARE, OO L E07 7] A S SR AL o
S 2 LT SSH fir4-Vi i) 541«

$ ssh -i <private key> <username>@<public-ip-address>

Hrr,

<private key> &AM SEHEHAR TR, & SCHHEL S B0 10 (¥ S R IR M AAHH o

<username> F& ASA HEHL SEHIKH S 4

<public-ip-address> J&BMIEHIE KRS 1P Hodik,
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https://cloud.google.com/compute/docs/instances/connecting-to-instance#console
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
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{E F SR ITI=HI 8 EE = ASA E UL

FHIE1 7 GCP #H#l &, %1+ E 51 (Compute Engine) > VM 3241 (VM instances).

HIB2 Ll ASA B SZHIAFR LT IF VM SEBE4R15 B (VM instance details) T .

$IB 3 EEMER (Details) IR, sdiEER &1T48%] & (Connect to serial console).
HRVEAE R, 12 Google 3R AT 542 . (Interacting with the serial console).

{ F Geloud jE#:£E] ASA L 3L 15

FHIE1 7 GCP &, %FFi+E 5% (Compute Engine) > VM 3241 (VM instances).

$£1E2 il ASA FERL S2EIZFRLLT I VM SEBIEA{S B (VM instance details) T .

PR3 EIFMIER (Details) IR N, sl SSH FBUK NHsR I,

$1; 4 5iEF gcloud #5% (View gcloud command) > #£ = Shell #3217 (Run in Cloud Shell).

IEINKFTIF “ 2= Shell” (Cloud Shell) £83i & 1o A7 K TEAME B, 1214 Google SCHY,  geloud iy 24T T HALIA (geloud
command-line tool overview) 1 gcloud compute ssh.

CPU EAIF RIS

“CPU MM #” (CPU Utilization) #i 5 T4 E RN ) CPU Bt 18, Ok mi
B2 AT KL 30% 2 40% [ CPU 25, {E RGN BUE T K 60% 2 70% 75,

ASA [E3l B vCPU I

ASA JEL vCPU T Z W T H T8 At #5h) sl MM ERE ) vCPU FH £ .
GCP #4117 vCPU f# F #6045 L3k ASA UL HI 2.

* ASA S IR I [H]

* JIT ASA BB %SYS JT4Y

* {F vSwitch. vNIC 1 pNIC Z [A B sh i (i T F4s . BEIFRY e s K.

CPU {& FH &1l

show cpu usage fir % ] H T /s CPU I G8HE & .
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https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh

7f Google =F & F#3E ASA E# |
B ccrcrumimRms

T

Ciscoasa#tshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%
TELL Rzl e, 435 10 vCPU A FH 2 SR AN
* ASAv R 40%
* DP: 35%
* SMERHERE: 5%
* ASA (fE ASA BIIRTE) = 40%
* ASA A 10%
* TP 45%
T T AT BB PR P i fe, LA vSwitch 7 NIC 5 vNIC Z [AI1# 3l % 4. .

GCP CPU EA1F Rk &
Aiili GOP iy LM Rk, I iS4 (onitoring) MR . ¥ 88 75 3 CPU A1 14y
.

THELG B RENS A B A 00 3 HH D BERS VT35 | SR AT 1 DU A PRI R & 13 H 2] Google Cloud Storage
FEAfiAR o ARG DR A R AL A R BRI ROAS B i, T AR IUH A 2 A AL
B IEAEIZAT n2-standara-4 HLARAY, DUREEANSEBIIISATINE] . 404 v A B R AV R IR A7
fit s8], LAY RIS 5 1 D RE A5 R

ASA [E#1FA GCP B 3%
ASA RIS GCP Z[1][f) CPU i I (%) 1745 2 52
* GCP BIRAEMHZ N T ASA AU
* GCP FRZh %CPU M % ASA BRIFRZ A %CPU FIH %,

ARiE “%CPU FIFHER” Rl “%CPU i 2" FRAF K71
* CPU M4 T# 2L CPU &t iHE B .
* CPU i 424 T 5T CPU MIZEFR 024 CPU Guil (s B, B2, T IUEH—A vCPU,
I ZFEARST I -
GCP #4177 035 CPU AEHI 2 (%):
A R CPU BT &, USRI CPU I F 2 HERoR
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https://cloud.google.com/storage
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PETHEAE IS T ML CPU M R, A STk = E RS, BRI BT ] H EEFL CPU 1)
SEHy CPU A,

B, AT AN R CPU B ERIMLAE — N BAA VUM CPU 1 =ML L1847 H CPU AT %K
100%, NhZBRNEEEHR—MH CPU. BRI CPU IR H A8 B MHz Ay 5y i 1d
F/ERL CPU i x 0 iR
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