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PSSR T4 set connection syn-cookie-mss.

BHE T 20— R —X 2

ARGAEREEREI, AFEEAI YIS ZIFBUE EAT, (B k3 NAT/PAT Fi
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KNG BUTAT 2.
AANE AT AT S LI

OpenStack _I[1] ASAv
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show cluster history #ir4- it
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B s M4 showcluster history brief. show cluster history latest. show cluster
history reverse. show cluster history time
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Firepower 1140 755 2 3CHF 10 M 5t

IEHIhgE

FHTIAIER 2 A AR5 M (BST)

ASA 7 F#{# ] Enrollment over Secure Transport (EST) #EATUE Sy M 1H &, #&aTLIRC
B AU RSA FI ECDSA # H4 1] EST {EME. %124 EST MR E MIfE (LT, ANhE
{871 EdDSA Z 8%

BB MU T4 enrollment protocol. crypto ca authenticate Fl crypto caenroll .

L FEEE R EADSA %44

B SR T EADSA T 3L RSA Fl ECDSA &I 1,

s a4 cryptokey generate. cryptokey zeroize. show cryptokey mypubkey
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ANFESCHHAE T SHAL M1 RSA I HEEATIAUE,  JF HANHSCRE RSA B PR NN T
2048 HIET . #A] LLE T crypto ca per mit-weak-crypto i 47 i X £e R .
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E IR RN PEHEPR T BE
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EdDSA Fl ECDSA FHU# MR . WA S A, ASA 23553k L P AE
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* #5543 - ssh cipher encryption {chacha20-poly1305@openssh.com |
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curve25519-sha256} . ssh key-exchange hostkey. ssh version
M ETE
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AT UABRHI TCPI&4% . UDPIERAIEITIER: . BRIERANFITHER BRI BT 1B % DoS Bili. ASA
M BRAGITRERL B R A A TCP 28, MR 1 W R 4832 1] DoS Mriy GX At il TCP
SYN Hodla toxt 4 MUAGEZ BT o A TFIEECR IS H bR 18] 1 AR 58 il ZLHR T (FE R K
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9
N
fo

ERNIT

AT A e PR A FH SR ASA.
s Uil ap AT S G . 11 0
* Bl ASDM Vil , 25 18 7T
* A% ASDM , 21 7T
« HBRARCE . 523 T
* ¥4 Firepower 2100 %'& R W& ECE G880, 25 39 1T
o WCFRRCE , F 41 0T
o REUCE S OON TR, A 46 1T
o T INE ASA , 46 L

S AT AN A 73 VAN

FRFSITRANIE &
XITRIGABCE, EMIEEI G a0 VW CLL. 2 )5, &0 LR HE#unique 3314 FH Telnet 5k SSH il
BV IR RGO AT 2, WG A S S T 2 R AT

)

AR AR ASAV EHIG VIR, S (ASAV LA TTRED) .

7 15] ASA FE{4K ISA 3000 5% &

LT 2 SR V5 ) e e 12 65
giz
SR PR & A T LS B m G i 1, R CBCE ) 9600 k. 8 MR, B

A 1 AME AL TR T B M) 2% 3 ) B A E R B &
THZ 0 ASA BEFHER, T AR H & BRI TR (5 R .
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B 55 Firepower 2100 Tt i3I A

PR 2 4% Enter B A B DL N EORTF

ciscoasa>

U PR AR I IE AR T H 7 EXEC K. Al EXEC B AR UL A &

i AR EXEC R,

enable
F—PAN enable AN, RAESHEREE E:
w15l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x*

Repeat Password: ****x*xx*

ciscoasa#

FERFBCEXEC BT, I FRCE dr S BT o 38 ] RFAL EXEC FEsCHEN Bie B
FLR AR, i disable. exit B quit v 4.

i ] 4 P

configure terminal

IR

ciscoasa# configure terminal
ciscoasa(config) #

Al AR B A R T LA ASA. TR A RN E R, A exity  quit 5 end @4

77 8] Firepower 2100 ‘- & #&E i H &

Firepower 2100 21§l £ 3fii 14005 4483485 8 FXOS CLI. %81 LA FXOS CLI HEHEF] ASA #5714, R
JE FFUGRIA]. dn A IE T SSH IE#: 3] FXOS, #hn] UZER:3] ASA CLI; K H SSH (AN & #HHl
G, BT LA 242k H FXOS SSHIE#: I ASA & Hz . [FIAE, Wil i SSHEF: 5] ASA,

fs T LU R3] FXOS CLI.

FHia Z |l

BB — bl 6 E R . M M FXOS ¥ & B B ASA ¥ 6 1, b fe e — /N RE ARSI
L&, MAMG: Telnet 5% SSH IEBALHE
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N
g
N

i1l Firepower 2100 Fa gt zsla ]

UK

K B BN LGS B H 4 0t 11 . Firepower 2100 Btf5 —4 DB-9 ¥ RJ-45 H4T£k48, BTl 2
7 HATH USB RTIMTIE R . MR N ERAE R AT L B2 USB B AT IRSHFES Yo A LU iR
(e

* 9600 PER

* 8 ML

o 1 AME b4
R IE# 2] FXOS CLL. A S8k BROAKGEL 1, ST UE R admin ATERIL# S Admin123
HEREH] ASA:
connect asa

IR

firepower-2100# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

Vi 4 EXEC #i5

enable

U enable iy &I, RGN SCE .

T

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x*

Repeat Password: ****x*xx*

ciscoasa#

FERF B EXEC B, P FRCE dr S B mT o 38 ] ARFAL EXEC BECHEN i B
PR AU, 1IN disable. exit 3k quit fir4.

) 4 ey e AR

configure terminal

Tl

ciscoasa# configure terminal
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B 55 Firepowert000 71 2100 g B R R &

ciscoasa (config) #

A R ERGUT AR S ASA. BHR A RRCERLL, WA exit. quit B end fir 4.

FR([HIF FXOS #iil 4, 1A Ctrl+a, d.
G RAEK SSH iER:F ASA (fF ASA HICE SSH Vi JE) , 1HERES] FXOS CLI.

connect fxos

ARG SPRIER FXOS HHAT S B0 UE; EHERAH P 44: admin Fl#4S: Adminl23. 2R [A|£] ASA
CLI, EHiA exit sk N Ctrl-Shift-6, X.

Tl

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FXO0S 2.2(2.32) kp2110

kp2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4

Cisco Firepower Extensible Operating System (FX-0S) Software

[**]

kp2110#

kp2110# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

if7i5] Firepower1000 0 2100 i& &&= H &

Firepower1000 F1 2100 #4152 H £ 3 1 ALK 4 5] ASA CLI (5 Firepower 2100 -4 3t £
HEAE, a8 HTBEEERIFXOSCLD . 25, &nI LAY ASA CLI ¥ H Telnet %2 3] FXOS
CLI BT S B o

UK

P BV L& H 25 5 05 1 o Firepower 1000 Fififff T —4H USB A %% B Hi1TH145. Firepower 2100
BT —4% DB-9 % RJ-45 HATEYS, PO =07 474 USB AT . B iR A I ER A4
ARG UL N B USB R ATIKSWFEY (52 [ Firepower 1010 fifif4-45 i3 5%, Firepower 1100 il {H-5 55
R BLR HR AT B

* 9600 P HFHE
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37181 Firepowertooo 712100 ¢ &g iz3ia [

* 8 MAL
* AR
© 1 AME A
HEHER] ASA CLL. BROAHLL T, Ui 2 & AT 25401 7 FE k.

i 45 EXEC 5,

enable
BN enable i &1, RPN IE T SUEE .
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x¥x*

Repeat Password: *****x*

ciscoasa#

WA ASA Tk g, JF HAEEAN FXOS sk Ry B, WEAE ASA EBCE K H I # it 2E FXOS
EIBRH A,

FERFAC EXEC B3t , P AR E far S w o i8] WL EXEC A a(HE A Bl B AR .

SHE R EXEC B3, 1A disable. exit 5 quit 74«

U 1) 4 R e A

configureterminal

i

ciscoasa# configure terminal
ciscoasa(confiqg) #

o] AR ER A TR E ASA. BEEH AR/ ERA, EA exit. quit 8 end @14
(3% %3] FXOS CLI.

connect fxos [admin]
* admin- $ A S MU AR o WRANIZERRIR T, KA s Ui AR . i, [
fEAEE P T, A TR E AT H
RGASPORESRAH P EIE. T ASA H P 2RLi64: FXOS, o Hfth & . Bk [H 3] ASA
CLI, iE%iA exit BN Ctrl-Shift-6. X.
7E FXOS 1, ] LUl scope security/show audit-logs iy 4 &6 1 7 1% 5 .

Tl

ciscoasa# connect fxos admin
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. i71a] Firepower 4100/9300 #.55_E &9 ASA 12§11 &

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

if7 i3] Firepower 4100/9300 #1785 £ &Y ASA 14| &

SHFWIAAECE, VI K UOE B2 F) Firepower 4100/9300 MU #5145 (et il & vy 1 54l Telnet
Bl SSH AT RIEEE) N ASA ARV ] iy 24T FLIH «

UK

4% 5] Firepower 4100/9300 HUARAEY HL 5 | #5 CLI (#5#I4 8 SSH) , ARG KA1 %5 ASA:
connect moduledot {console | telnet}

il Telnet SEBML i AET, SEPT LRI X REERTT B 2 AN 18, I HOE B 5 s

TR RIS, K7 0] FXOS BB CLI. AR5 A UERES] ASA N

connect asa

T

Firepower# connect module 1 console
Firepower-modulel> connect asa

asa>

ViU EXEC #25X,  isUH A S BUR Z) »

enable
F— U enable i 21, RGESPERIE T SUEE
w15l

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%

Repeat Password: *****x*

asa#

FERFAL EXEC B30, FradEic & ey 23T H o 6T WEFAL EXEC #EaUHEN Bt B A5,
SR R RO, B disable. exit B quit #ir 4.

PR3 SEARJRRCE R
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configureterminal

T

asa# configure terminal
asa (config) #

THRH AR ACE R, T disable. exit B¢ quit T4 .
LI 4 HiN Ctrl-a, d 33 R P4 il £ 3% 9] 3] FXOS bt CLI
H TR R Y, S nT REARAE T FXOS A58k CLI.
HI®5 R[] FXOS CLI [ FI5 |42,
REIEHIE:
a) M~
TRHR H 2 Telnet N H
b) ZLEH Telnet W FH, HHIA:
telnet>quit
BHY Telnet £1F:
a) A Ctrl],.

7 [ B AR R &

IR Oz B, BT, 7E ASA 5506-X L2 ASA FirePOWER 5, U] DL & e F) Ak e 7
HE Mg

N

AR JoiA M session AT Ur 1) ASA TR AOREF R CLI.

g2

M ASA CLI H, R BRI 21 :

session {sfr | cxsc | ips} console

i

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

Cisco ASA SFR Boot Image 5.3.1
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B 59 asassoew-x T s 4

asasfr login: admin
Password: Adminl23

7 15] ASA 5506W-X ToZkimE N\ Sizd &
TP o N SEH e, EHATUL R PR,

UK

HIB1 M ASA CLI KE BN &1

session wlan console

T

ciscoasa# session wlan console
opening console session with module wlan

connected to module wlan. Escape character sequence is ‘CTRL-"X’

ap>

SIB2 HREANS CLIFMEE, 20 (HE Aironet #2A AUIE10S BLE TR ) -

Bt & ASDM if7[a]

AR AT IE S BB B V5 7] ASDM,  BARAE AT BROARC B 500 T Wiy e B D5 1]

SEREH ..JMEEELJT ASDM if 5]

REHEGARCE, CORMERIA ISR B BN ASDM JE AT T TR -

UK

A DR 2 ORI R 2650 B % 42 51 ASDM:
© ERE RO T R A

* Firepower 1010 - Management 1/1 (192.168.45.1) s FBLAK M 1/2 42 1/8 (192.168.1.1). & HE
THUBREI N 192.168.45.0/24 WM 4%, WNESEHLBREIN 192.168.1.0/24 M4,

« WA IK Firepower 1100, 2100 - LUK 1/2 (192.168.1.1) B¢ Management 1/1 (3
H DHCP) . WESTHLBRAEIN 192.168.1.0/24 RIZ% . & B ML ALK HARAT M
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| AsA T
gz asom i I}

o SE-HH T ) Firepower 2100 - Management 1/1 (192.168.45.1). & ¥ FHLAZ M T-192.168.45.0/24

4% o
* Firepower 4100/9300 - #55 if  SC4E SRS R ORI L) 1P Hobik. 3 BN ARVER B
AEAAT Y 25

* ASA 5506-X. ASA 5506W-X - N GigabitEthernet 1/2 % 1/8 1 wifi GigabitEthernet 1/9
(192.168.10.1). & FEFHLBLEI R 192.168.1.0/24 MI&%, A EHLBLEIR 192.168.10.0/24.

* ASA 5508-X Fll ASA 5516-X - WHEBT-IKLAAR 1/2 (192.168.1.1), o & FEHLFREI N
192.168.1.0/24 M %%,

* ASAv - Managemetn 0/0 (FEFSZE WA BCE) o B BN TE M 45
* ISA 3000 - Management 1/1 (192.168.1.1). & F EHAZFR +192.168.1.0/24 M 4% .

R ORI SO BRI, AT A ) 2 R B S ) ASDM

X ER
) BCABCE . 23
Ja A 25 5Bk, 5 218 1T
JA% ASDM , 21

B EX ASDM if7 |g]
W 2 —ANEEZ AN LU N &, nT R
s WA BIARE
o R KR B TP Huhik
o REELRE G0N 35 B 7 K AR
o R R SOh 21 5ot
X — s i, AT ST A ASDM Vi), FRATEESUN H B BRARCE, EaRSRE

I TUIOTPE IP Sl PURTEATRVRAT R (B BLIB sk BB sty 2 R R SR
B, A RARFA BT,

\}

AR X T ASAv, FTDMERERE R ECEE IR, B AR S BRSBTS i B BRI

5L
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LB AE¥ & 4 U7 W CLI.
FHIE2 (k) B HEW P KB
%A AT B 1A R TC o

firewall transparent

PR3 MEE B

interface interface id
nameif name
security-level level
no shutdown
ip address ip address mask

i

ciscoasa(config)# interface management 0/0
ciscoasa(config-if) # nameif management
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# no shutdown

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0

security-level J2/T- 1 3] 100 2 (B %7, Ho 100 2 f e 2400 .

$EL4 I TEHESH TN NE MK E DHCP #:

dhcpd address ip address-ip address interface name
dhcpd enable interface name

T

ciscoasa(config) # dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa(config)# dhcpd enable management

PR Y P A E A It

FIS O TIRAE T FEE TN .
route management_ifc management_host_ip mask gateway _ip 1

TP

ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

$1B6 &y ASDM i HTTP % 2%

http server enable

HEBT AUEH TN ASDM:
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m#asom

http ip_address mask interface_name
il

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

RAFICE :

write memory

CAIE) KRB 2 A
mode multiple

PRSI, TR A ZOR DA BC B R O A PG 5. SRR REUR R ER In#k ASA.

Gt

PR BC EOR By KBS R e A IZ IR, C . Management 0/0 #2111, Jf 44 B AL H
ASDM:

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

EXER
WA BROARLE , 3 24 T
PR P kL, 5 189 TT
Vi) ASA TfifEEE ISA 3000 64 , 5 11 1
J35) ASDM , %521 1T

& 5h ASDM

A EL R PR 5725 3 ASDM:

* ASDM-IDM JA 8li2% - 1% 8 sl 3% & 8 8 nT DU £ ] 8 B 2T 7 ASA TP Hiuhik 1) Web 30 Ui 2% A
ASA FEI— N . R EERE S HAL ASA, Tl EH FE0ZH509%.
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* Java Web Start - X T B RS ASA, 285 MEN s TER:, R HRAEUHES) Java
Web Start N . i, 7 LLEHEE T RAEAFE 2 BTN (BREAS ASA TP Hbhk 7522 soph g ph
FEr =

pE

Nil

B

URIEAE T 28 R 5l , WG RR Java 2247, 5 W AT fE2s 25 R0 JELE e s 3ems (4120 Hostscan) f7E
B WERIEAE R R Bhas, miAN 2 L )

7E ASDM W, mLLIEFEILAD ASA TP Huhb it AT 87 8 5 2028 M1 Java Web Start D fig 2 W] 1) 22 7+ 32 22 4E
THIEHIER T ASA J1)H5) ASDM )72l

A H AT INATIER: ASDM,  BAA AN {4 FH JE 2l R 7 81 java Web Start JH 2] ASDM.

ASDM ¥ AP {EAH \Users\<user_id>\.asdm H 3% CEFFZAE. HEREETD g Hgd ()
i AnyConnect Bt & 1) .

UK

{E4RE ) ASDM % s S0, Fy A BL R URL:
https://asa_ip_address/admin

iR ffifRde 2 https://, TEESRE http:// 552 1P Hutik (BRIACH HTTP) 5 ASA A4 Hahk
HTTP iK% & %] HTTPS.

AEK B~ ASDM JA ) TTTHA LR #4H :
* |nstall ASDM L auncher and Run ASDM
* JZ1T ASDM (Run ASDM)

* Run Startup Wizard

SUNEUE A, EHAT BL T ERAE:

a) i Install ASDM Launcher and Run ASDM .

b) FH AR EER A GEHTH%3 , RE5RE0K. AR E HTTPS B KiE, 1
PALESA FH P 4 H enable %65 (BRI RSO0 T 3R15 4 ASDM B V7 AL R o 5 ¥ CLI H?
N enable i &0, RESPREH S Tk ASDM B IRSIFAT AT N o dUUEII R
TEOH S, ABHORRR S EDIRES: B2 WE VLA B8 8 S AT Telnet #6454
657 1. EE: WHREITH T HTTPS SR IGUE, WA A B ;42 SO 2 . RIEAAE ] &
DrBGAE, WHRETE Sk bR AN P AR CGiiAS S H P A 2D . ASDM e WAHEL
Pt e R A A5 A VT O I

o) B LBREFIRALEIEENL, RGN LT LI E)n, # A 83T ASDM-IDM Jii 2
¥

d) FANEFIP Mk, F—ANH LML ChrzeENE=) , R S8 OK.

PR3 LAY Java Web Start, AT L FHRAE:
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— =

a) MiiHE1T ASDM (Run ASDM) 5z TR #1ES (Run Startup Wizard).

b) HIFERES, BB R B AL . B, Rl DR BT RIS, A R IR AR Ty

c) MizPH )75 3)) Java Web Start.

d) WA R PRERERESZ A uE T . RE0K o JBE ASDM-IDM Ji BIF2)7

e) FH P AMEMFBR M CGEHT %3 , RIFHREHOK. WERALE HTTPS S5%iE, nf
DATESAT H 4 Al enable %65 CBRIACHZE) I OL T3R5 ASDM W7 AR . #7¢RTE CLI
N enable &0, RGSPRETESCHND; B ASDM A HIHAT AT N . BRI
FEE D, AEORER S EDIRAS: IE S0 W LA 84 MO8 R E S AT Telnet 256 , 5
657 0. FEE: WIREHH T HTTPS SR IGIE, WE AN 44 XOCERI %0 . RIEANE FH &
PYIUE, WRAEAE G S bR A P A R A2 P 282 . ASDM 4 WA AL
P R A A5 A UL O I

I EOAECE

) BRI EE B B RERERTIR) ASA N HT (e L

* ASA 5506-X - H) ERINECE S FH I RENE 9 /A e R . 8] LU A #5382 18 P ASDM 5 B
ASA, N R4 VA 42 R i b R 80 B AAE M e 2

* ASA 5508-X F15516-X - ) ERIAEC B FH ZhREVE NS /4 R Bc e . 48 n] DL P82 8 H ASDM
T ASA.

* Firepower 1010 - ] BRIATC & 5 FH T REME N HB/AMRACE « 8] DL B9z 1 88 Py 38 A8 A g 11
{iH ASDM 43 ASA.

* Firepower 1100 - tH ] BRIATC & JH H DI RETE /AN EC E . R8T LU S BR 4 11 3 ph e 11 4 H
ASDM B ASA.

* Firepower2100 - - 5520 CERIN) « HY) BRI E S FHZhRE I P /A BC e . fm) DN H 57
[Hif# ] Firepower HLAEE 2L 75 F1 ASDM 2 ASA.

PR - W SO WAL, T BRA R & 2 5 T D REPE N 3 AN . 4] DL #E
2 OB L ASDM 58 ASA.

* Firepower 4100/9300 HLAH - 7E5BE A ASA Bk ASA SRR, H) BRECE ol ic & & B b 1,
DA R LA H] ASDM 54z, SR )50 i e 58 sUC

* ASAv - R4 NI AR, ERE IR, FEENCE (AR A B D vy il A P
H, DMERTELEA] ASDM 530S, AR5 S 58 R RC i . I w] DARCE S fs U1 1P k. &
RPN HYERIN PR CHERTEED .

* ISA3000- 1) BRIARC B2 LT 58 238 BB K R Cle s, T SR o 42 LA T [l — M
Zgrpy AT LA H] ASDM 4 32 318 B Lok U B 4 1) TP kil AN O i F A 5%
B, I BT A N IR IR OO PR 0% 3 ASA FirePOWER Bid. LRI 2 1) ASA
Firepower fHUR LR TLAIA, DL T M4,
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XPTBAAT, T ERAEC E AT F T 2% B KO O o 5o X, B T ISA 3000, JE# )
BROAACEANAEZE I A H . 6T ASAv Fl Firepower 4100/9300 HLAS, 7] DLAE 38 B 2 F737 W45
2kt

\}

ER BRMUESCIER (BRI BRIAECE SN, DL R SCHEIRRSC A& N AF R HERL ' . log/+ crypto_archive/
Al coredumpinfo/coredump.cfg. XL F ) HIH AT g 5 NAE BRGSO FHIA LG . IR 2830
Wy A s b e B s e AN R 7R R A

WELT BARE

AT H U ) BOARCE . 6T ASAv, 1ZFE T AT HRER R i B 6 5% ASA 5525-X W LT
HlE

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
|
asdm logging informational
asdm history enable
|
http server enable
http 192.168.1.0 255.255.255.0 management
|
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

ERE 7E Firepower 4100/9300 |, PR BRATC B S HEBRACE : TR BONBCE, D20 35 | 4 T
8 ASA.

FiaZ |l

BTN REAAE B H B KBS RE R AT, {H ISA 3000 B4k, ISA 3000 1 AF% IR N SZfftkan 4. It
Hh, AZITHEEA T TRt R OISR E Y ASA VA AT & S S Al 48 % 0 BE 1 3k AT
Ml .

UK
SR R BRIARCE

configure factory-default [ip_address [mask]]

T
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ciscoasa (config)# configure factory-default 10.1.1.1 255.255.255.0

iR I fir & A2 B Firepower 2100 [ 2477 W B (WEAECTFE) .
AT ip_address, WA 1 46 2005 2 B A FS BT B 11 1P ik, AN A HTBROA TP Mkl 5K
Hiip_addressiETUB B 1UHE T, 1S LU N AL S 4R/ :
* Firepower 1010 - 32 &I JL 1M 1P Hubik,
* Firepower 1100-1% & A #l# IPHbdL .
* Firepower 21007 % £ F T -5 1 A #4% LIPHB L.
* Firepower 2100751 & 820 -1 B4 BB 1 IPHbAILE .
* Firepower 4100/9300-7C 511 .
* ASAv - W E BB 1P M.
* ASA 5506-X - B'E RERHE 1 1P Hihil-.
* ASA 5508-XF15516-X- B A 42 TP HL L
* ISA 3000 - WE B ERFL 1 1P Hilil.
http iy & &R 7M. [AFE, dhopd address fiy4 7 B4 5 B ARSR 2 1 TP il 58 w5 ) AT T

Fdtk. #lan, wWid$sE10.5.6.78, F MG 4255.255.255.0, NDHCPHuhEVEH F
10.5.6.79-10.5.6.254.

%} F-Firepower 1000, 4t T &5 i Firepower 21007122427k 553100: v A2 dr 2 (g
) LURFCE ARy boot system JHFCE B AN 23 B2 3 BN I IR . 4Rl P > iy 2 fr e
%

X G BN I Firepower 2100: M85 ANl H]boot systemfir % A4 HFXOSH 2

XA ARG gy & Wl BR boot system fiy & (CWIERAFAE) FIILARRCE . Z%dr & SVFIE MR
WG R 5. boot system TIRAEVKE ) BC B Jq BOPTINE ASA I, e A BB I A7 IR 28— g UR
2 WRW NP IEIE, ASA KA HE).

T

docs-bxb-asa3 (config)# configure factory-default 10.86.203.151 255.255.254.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

WARNING: The new maximum-session limit will take effect after the running-config is saved
and the system boots next time. Command accepted

WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.
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Executing command: interface management0/0

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.
Executing command: ip address 10.86.203.151 255.255.254.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.86.202.0 255.255.254.0 management
Executing command: dhcpd address 10.86.203.152-10.86.203.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed

ciscoasa(config) #

K BRI B ORAF 2 N A7 2
write memory

ZAm A IS AT B E DR AT 21 5 BN E I B B, B LLRT C4% boot config iy & e S A W J — ML
ﬁﬂ_’,ﬂzﬁﬂlﬂ:, Fe SR G, iZRAE S R .

%S ASAv FNEFLE

IR B RS ASAY B (50 R) MR .

UK

M T AT ), 1 O A& %A% o

F B e AT s T e A, AL e . A T RIRAS, NSRS ILE S,
B H AR A MR I 3 e A% BN O FLd o s ) e B i R B G, IHIC
BME EA D, I HAEER I H RS E .

dHT S, WEREERCE . N T HATHEEDI R, A RS LR N A

write erase

pE i ASAV KA HENEAT IR, Dt ASWE R R sBE . EAE IR R S,

Z:[5) boot image T4 .

H A RAF LI .

FHINE ASAv, I InEas S h s
reload

FRA TR, TR & B

FEHBEEROINEYE, TR & MBI R A 5 ] e
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ASA 5506-X R FIEIABLE

ASA 5506-X RAIHIERIANH) BCE T :
o SR I RIMR 20 B - GigabitEthernet 1/2 £ 1/8 J& T4 1; MIFFRERIE I (BVI) 1
« N --> ML - GigabitEthernet 1/1 (M) , BVI 1T (N#F)
* M\ DHCP (P4 1P ik, P38 IP Hihil - 192.168.1.1
* (ASA 5506W-X) WiFi <-> B, WiFi--> 4N - GigabitEthernet 1/9 (WiFi)
* (ASA 5506W-X) wifi IP #1}i-—192.168.10.1
* PR wifi 1 F% S i) DHCP F N A B S H T 2% 7 S B3] ASA 424 DHCP JIRk 5545 -
* ASDM #EA - VPN wifi EHL.
* NAT- N wifi FIAE B 2 A0S i A7 U e (3% 1 PAT .

B E i LT iy 4Lk

interface Managementl/1
management-only
no nameif
no security-level
no ip address
no shutdown

interface GigabitEthernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown

|

interface GigabitEthernetl/2
nameif inside 1
security-level 100
bridge-group 1
no shutdown

interface GigabitEthernetl/3
nameif inside 2
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/4
nameif inside 3
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/5
nameif inside 4
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/6
nameif inside 5
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/7
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nameif inside 6
security-level 100
no shutdown
bridge-group 1

interface GigabitEtherne
nameif inside 7
security-level 100
no shutdown
bridge-group 1

|

interface bvi 1
nameif inside
security-level 100

tl/8

ip address 192.168.1.1 255.255.255.0

|
object network obj anyl
subnet 0.0.0.0 0.0.0.0
nat (inside_1,outside)
object network obj any2
subnet 0.0.0.0 0.0.0.0
nat (inside_2,outside)
object network obj any3
subnet 0.0.0.0 0.0.0.0
nat (inside_3,outside)
object network obj any4
subnet 0.0.0.0 0.0.0.0
nat (inside_4,outside)
object network obj any5
subnet 0.0.0.0 0.0.0.0
nat (inside_5,outside)
object network obj any6
subnet 0.0.0.0 0.0.0.0
nat (inside_6,outside)
object network obj any7
subnet 0.0.0.0 0.0.0.0
nat (inside_7,outside)
|

same-security-traffic permit inter-interface

http server enable

http 192.168.1.0 255.255.

http 192.168.1.0 255.255.
http 192.168.1.0 255.255.
http 192.168.1.0 255.255.
http 192.168.1.0 255.255.
http 192.168.1.0 255.255.
http 192.168.1.0 255.255.

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

dynamic

255.

255.

255.

255.

255.

255.
255.

O O O O O o o

dhcpd auto_config outside

dhcpd address 192.168.1.5-192.168.1.254 inside

dhcpd enable inside
|

logging asdm information

al

interface
interface
interface
interface
interface
interface
interface
inside_ 1
inside 2
inside_3
inside_ 4
inside_5

inside_6
inside 7

%FT- ASA 5506W-X, iBFHELL T iy 4

interface GigabitEtherne
security-level 100
nameif wifi

t 1/9

ip address 192.168.10.1 255.255.255.0

no shutdown
|

object network obj any wifi
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subnet 0.0.0.0 0.0.0.0

nat (wifi,outside) dynamic interface
|

http 192.168.10.0 255.255.255.0 wifi
|

dhcpd address 192.168.10.2-192.168.10.254 wifi
dhcpd enable wifi

ASA5508-X #0 5516-X ZAIAEL &
ASA5508-X 1 5516-X ERIA ) AL E Wl R
* &R --> SMERVA 5 - GigabitEthernet 1/1 (#h#5) . GigabitEthernet 1/2 (N5
* SMER I P Hki A DHCP 3R
* FIER IP HetE—192.168.1.1
* W DHCP BR%5 38 .
* oK E 45 DHCP [IZkIARE R

* Management V1 #0028 i, HABTHALR & . ASA FirePOWER A BB i v DL 4z 0
FEN ASA EIZS,  FEHE N R A ARG ) LI (1) 0 5

* ASDM #EA - e¥F N ERL.
* NAT- B NI BRSNS A R K% 1 PAT .

B E t BL T iy 4k

interface Managementl/1
management-only
no nameif
no security-level
no ip address
no shutdown
interface GigabitEthernetl/1
nameif outside
security-level 0O
ip address dhcp setroute
no shutdown
interface GigabitEthernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.5-192.168.1.254 inside
dhcpd enable inside
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AsANIT |
. Firepower 1010 ZAFL &

logging asdm informational

Firepower 1010 ZIAFL &
Firepower 1010 (1 H ) BRIAPC &0 2 LR B E -
© R - LUK 12 2 1/8 J& T VLAN 1
« MEB—SMERLE - UK 1/1 (UMD, VLANT ()
< B - EHENG O 11 GEHED , TP Hibk 192.168.45.1
* M\ DHCP [{J5PER 1P itk P46 IP bk - 192.168.1.1
o WL S EEE I LY DHCP BR%5 88
« K 4% DHCP IEkIARE R

* ASDM Vjj i) - FUVFEF BRI ENL. B EE B HLRRHI A 192.168.45.0/24 MI%%, P EHLPREI N
192.168.1.0/24 4% .

* NAT - NI AT AT L 82 11 PAT .
* DNS JIk%% %% - OpenDNS JR 2% #% O FHC & o

P E i BL T iy 4k

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown

security-level 100

ip address 192.168.45.1 255.255.255.0
|

interface Ethernetl/1
nameif outside

ip address dhcp setroute
no shutdown

|

interface Ethernetl/2

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/3

no shutdown

switchport

switchport mode access

switchport access vlan 1
|
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interface Ethernetl/4

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/5

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/6

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/7

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/8

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface

|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd address 192.168.45.10-192.168.45.12 management

dhcpd enable inside

dhcpd enable management

|

http server enable

http 192.168.45.0 255.255.255.0 management
http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 1100 Z{IAFL &

Firepower 1100 ) BRIABCE (05 DL R BCE :

s NER—SMERIRE - LUK 1/1 CAREBY , LUK 172 (3D

* SNER | P HlEK H DHCP, KER IP tbik—192.168.1.1
o BIBEAEH /1 (R, IP HulikSk [ DHCP

Firepower 1100 ZXAFL & .
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. Firepower 2100 F &1 BINELE

* DHCP BR& 88 7E e 1 I

* BRIABR R K H SMi DHCP, %2 DHCP

* ASDM Vjjln] - SRVFEEAI L. B EHLRR I 192.168.1.0/24 W44
* NAT - M FS IS i A U 4 11 H2 1 PAT .

* DNS JIR%% %% - OpenDNS JIR 2% %% O FHC & o

B E 1 LT iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto config outside
dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 2100 & =X 2IABLE
&R LLKE: Firepower 2100 % & AZE T S N is4T 1% 2B 20N BOARR .
A\

AR T 9.13(1) ZHTHIARAS, SRR BOA L IUNIME BT, WER M-S BTI, s Or B A
e
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ASA L E

Firepower 2100 & X BN & .

Firepower 2100 1] ASA [ H ] ERIABLE AL 7% LR B E
s NER—SMERRE - LUK 1/1 CAREBY . BRI 172 (D
* )\ DHCP J4MER I P #thfik, P93 1P ik - 192.168.1.1

* DHCP RR S5 8R/E N HHZ 1 b

* >k H #hE DHCP (120 IA 3% R

o BB OEHEG I 11 GEED , IP bk 192.1
* ASDM Vi) - FRVFE B L.

* NAT - A EB SN S BT i 4% 1 PAT

68.45.1

* FXOS BBt i 1 8 - FXOS U T LAZERE LIS ASA 1R 84 B

* DNS 245 #% - OpenDNS IR 55 2% CLHilic & .
WC S b DA iy A 2k

interface Managementl/1
management-only
nameif management
security-level 100
ip address 192.168.45.1 255.255.255.0
no shutdown
|
interface Ethernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.45.0 255.255.255.0 management
|

dhcpd auto _config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside
|

ip-client outside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

CLI F#E1
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. Firepower 2100 i& &R BN B

FX0S L &
Firepower 2100 1) FXOS (17 H) BRI FC &0 LR A :
I8 U1 - 1P Hidik 192.168.45.45
« BRIARI X - ASA $idiz
* Firepower ¥ f8ETEAZFN SSH if7ia) - A HE 4
* BHAR P& - admin, ZIAZS Adminl23
* DHCP BRZ%88 - % /" iy IP Hihlyiu [ 192.168.45.10-192.168.45.12

* NTP BR%588 - AR} NTP lR45%5: 0.sourcefire.pool.ntp.org. 1.sourcefire.pool.ntp.org.
2.sourcefire.pool.ntp.org

* DNSBRZ5 8% - OpenDNS: 208.67.222.222. 208.67.220.220
© BAKM V1 FIAKR 12 - 28

Firepower 2100 i& Z1&E X BIAEL B
BRUMEUL R, Firepower 2100 76 % #1538 Fig4T.

)

AsANIT |

AR 0T 9.13(1) ZHTIARAS, S A BB IEIUNIME 2B T, MR AP S BT, W R BTG 8

Ao

W& HUT Firepower 2100 [ ) BRI B AL & DA T RLE :
© NER—IMERIE - ORI 11 (AR , LUK 172 ()
« SMER IP Hbhik >k H DHCP, MIER IP Hbiib—192.168.1.1
* DHCP (&3 |P it - 455 1/1 CFED
* DHCP BR$#/EA #1111
* BLIABRE K H M DHCP, 52 DHCP
* ASDM Vi) - RV BRI ERL. B ENLBREIY 192.168.1.0/24 M4
* NAT - A BRI SR T A it K% 1 PAT
* DNS fl: 45 %% - OpenDNS fli 45 %% C L & -

PC B T DA i 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
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Firepower 4100/9300 #55 ZXiABL & .

ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 management
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 4100/9300 #1785 ZLIABL &

1t Firepower 4100/9300 HL4H I #2#& ASA I, W FRBCE VF 2 Al L4 I ASDM %42 31 Management 0/0
ORI H. BRI E

* %?iﬂi%[ﬂ:
AR 1) BRS A 392 1 CUFF Firepower 4100/9300 HLAR &7 3 54 |2 X

* %4 “management”
TR REN 1P Hhhik
ZARLINA 0
L H

o T I PR S 1 K BRI
* ASDM Vil - RVFATA ML,

A7 A IR O L R S AR A R E, TS IIE ASA JE1E . 25 443 1L,

interface <management ifc>
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B saz0wziamE

management-only

ip address <ip_ address> <mask>
ipv6 address <ipv6_address>
ipv6 enable

nameif management
security-level O

no shutdown
|

http server enable
http 0.0.0.0 0.0.0.0 management

http ::/0 management
|

route management 0.0.0.0 0.0.0.0 <gateway ip> 1
ipv6 route management ::/0 <gateway ipv6>

ISA 3000 EYEIAEC &

ISA 3000 FUERIAH ) BLE W R

< BIARAIEER - IEWIPT KRS 2 BRI K, s RN IB KR B BT K, I
FANG AN P JE42 0 4% I it 2 R e

s LANMFERIZED - T O B AL TRl — M & (P it R kR E; LAHFHITIREUS
1AM 4EHECED) . GigabitEthernet 1/1 (outsidel). GigabitEthernet 1/2 (insidel). GigabitEthernet
1/3 (outside2). GigabitEthernet 1/4 (inside2)

o A PIERFASINERHE 1138 W] ELAH A

« B U1$EO - 192.168.1.1/24 1T ASDM il .

* T8 B2 P 5 ) DHCP.

* ASDM Vi) - fFovFE B L.

s NUUNEOXS A TREMESERE . GigabitEthernet 1/1 11 1/2; GigabitEthernet 1/3 1 1/4

N

E MISA 3000 B HFHE N BEAESS EAR C, UA RIRE: D0 R

B J#f3; insidel A inside2 LA outsidel Fl outside2 H5/ANTH figii
5o IXELRE 12 [ (AT IR A IE Bk T . AE RS ik )
YibiAE ASA BB M R AR 2T R E S B

* ASA FirePOWER #& - 7E Ik Tap M a8 T HBECR, Ao |40 Aok Bzt et
B E A IR B IR K% B ASA Firepower i, AT W4 H .

o FERAET A TN - AN PTP It & & %4 % FirePOWER fRbk,
e & DL dr A2 ks

firewall transparent

interface GigabitEthernetl/1
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ASAv #BE Be

bridge-group 1
nameif outsidel
security-level O
no shutdown
interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown
interface GigabitEthernetl/3
bridge-group 1
nameif outside2
security-level O
no shutdown
interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown
interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
interface BVIL
no ip address

access-list allowAll extended permit ip any any

access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management

dhcpd address 192.168.1.5-192.168.1.254 management

dhcpd enable management

object-group service bypass sfr inspect

service-object udp destination range 319 320

asavsErz ]

access-list sfrAccessList extended deny object-group bypass sfr inspect any any

access-list sfrAccessList extended permit ip any any

class-map sfrclass

match access-1list sfrAccessList
policy-map global policy

class sfrclass

sfr fail-open monitor-only
service-policy global policy global

=

& ASAv I, U E VT 2 n A H] ASDM 1442 2] Management 0/0 $2 [ 2 4. #0045

DU
* T EGE W KRR
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ASAv SR EEE

* Management 0/0 11
* {44 “management”

* IP Hhhil-5¢ DHCP
© YN0

BN IP Huhk RS s e (U R TE E R D
Jet FHERAE ] HTTP %5 4%
EHENL TP Hhlikf) HTTP Vil
* (W[ik) GigabitEthernet 0/8 [ F U #4 i IP HhhikFl Management0/0 £ H 1P Hiuhik
* DNS JIR%5 %%
BHEVEIT ID AR
o B BEVF AT RO RIS HET) RE 2
(A3%) Smart Call Home HTTP f{F URL Fl¥it 11
(fi%) SSH & H % H :
o 27 1P Mk
o ANHE R A R
o A3 A B PEIEAT SSH T 75 1) B 43 311

(nlik) JHHEk25H REST API

ER O RN AT AN UM ASAY, ASAv TR H IR Vi, E 2 G, AT RE T BT SR
B, LRSI IR ) A S D R AT E .

AR BER, WES P LA N BC B Bl

interface Management0/0
nameif management
security-level 0
ip address ip address

no shutdown
http server enable
http managemment host IP mask management
route management management host IP mask gateway ip 1
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
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1% Firepower 2100 iR & 412 £ FAER .

throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent

A RHBFYIHR H L2, ISP LA A R B

nameif management
security-level 0
ip address ip address standby standby ip

no shutdown
route management management host IP mask gateway ip 1
http server enable
http managemment host IP mask management
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent
failover
failover lan unit primary
failover lan interface fover gigabitethernet0/8
failover link fover gigabitethernet0/8
failover interface ip fover primary ip mask standby standby ip

1% Firepower 2100 1% & 4% &3 F 5 1E3X

Firepower 2100 217 44 4 Firepower W[ ¥ JE#AE R 45 (FXOS) MK JZHAE R G . ] UIAELL FELAR
1217 Firepower 2100:
o WAL (BRI - B RS & ASA IR AT &« FXOS CLI H A Bt i 2 e HE B
éﬁé\o
« PER - TP SN, BAZIE FXOS L E FEAFEES BRI E: W E . X e
B E A O, #57 EtherChannel. NTP. WUZEFIZE, #0] LI Firepower HLAH & P 8%

web FLHES FXOS CLI. #RJ5, % L#i ] ASDM &5 ASA CLI #F ASA #/E RS Pl & 45k
W o

UERE P A AU s i . T BN, VSRR S, LR EE RN RS EHnE 2 M H
PRINBLE . HVER, clear configureall F1 configure factory-default #ir & A4 ER AT R
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. 4% Firepower 2100 1Z & A% &5 T &1&X

T

FHIEZ Al
T8 e AE CLI P B s

UK

(ALY B 4uThCE . ES 00 &0 Ak 3 i B ml HAb e, 55 1140 1L,

AR B EC AP A AN E 2 AR T2 5, ARIHBECE R nT RE & — MELF I 2. 45l
f, A &80, NTP. DNS f1 EtherChannel it B A& ASA Fit & ()37, RIS A5 4 54y
R, (H RS E A ASA BB X P R AR 24 2K

A AR

show fxos mode

T

ciscoasa(config)# show fxos mode
Mode is currently set to appliance

R E P B R

no fxos mode appliance

write memory

reload

BCERGUG, T SR B EE N A . AETHTINECZ AT, T AAE AN AT P IR O T s
P B [ AR A -

il

ciscoasa(config)# no fxos mode appliance

Mode set to platform mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...
Cryptochecksum: c0532471 648dc7c2 4f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa (config)# reload
Proceed with reload? [confirm]

R B B
fxos mode appliance
write memory

reload
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ST

seng [

BEEAE, A RO E P EO B A . AR N BT, AT EAAEANIEE AR T R 00 T R
H X v L [ B AR A

Tl

ciscoasa(config)# fxos mode appliance

Mode set to appliance mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config) # write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]

AT GUATAE PR E . ASA WICATIAE (FRV RS ED IR E . BOAHOL T, 2SN
JERSCATRE B AE A BRI AE TR o (R, ) Dy JR ShC B R 0 AN 42

f NG, AU AL RIS TICE AT B . AR IS AT ICE T A RAF B R ShC E, DM ERT A
B Ja ES AT

BrRARSA U], A A RS BOE T H—  ei Ri 2  a R

RIFECEE L

AN AT R A

ERFEREATHREREEY

LR B T E R B SR, AT LU R .
giz
Reis AT B R A7 2R s E

write memory

iR copy running-config startup-config iy 2% [+ write memory 4 .
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AZEREATHREFLEEEY
AR BIRAE RIS (RIRGD LT, i, bl RIRRAE AT H SR

DAFREFEEITERIRS
A BL I RO A R G S

UK

I SECR G, K T B RAF 2R SR A

vvnternen10ry

BT 2 AE i, A SR E T LA R AEANT RS 2% EIX PG T, ASA &K HLE TR fRF 2
BAEN 5% URL AR N IR S 4L, {H HTTP 8 HTTPS URL 4%, ‘EAIA RV B34 2 RS
7% o

R copy running-config startup-config iy 245 [5 - write memory iy 4.

FIRREFMAEREE
TE I LU B0 BRI DR A7 P AT 5 St DL S R

UK

MRGEIAT A, IS ATIC EORAT 2T 15 503 s B R G
write memory all [/noconfirm]

WA Inoconfirm SCEE 7, PR B LL T 4o

Are you sure [Y/N]:

ERINY JG, ASA SRAF RS BLE AN 5t. 1H5tA S & T B E AN IR 5 25 b o LEIX PR
DR, ASA 2B00E CRAT7 N EAEN 5t URL " hriR RS #%, {H HTTP 8 HTTPS URL B&4k, ‘&A1
AN VIR B R B IR S5 2%

16 ASA fRAFRME S G, REUKERULFHE:

‘Saving context ‘b’ ... ( 1/3 contexts saved ) ’

A, Sl mAGECRA . TS LD MR A S B
o XTI NAFAS S MR ORAF NG 5t R G0R s DL R B
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The context 'context a' could not be saved due to Unavailability of resources

X IIEIERE IR H AR AR CRAF I 58, REUKE R LU R

The context 'context a' could not be saved due to non-reachability of destination

X T DU SBOE M BIARAF I 5t R0k R BL R &

Unable to save the configuration for the following contexts as these contexts are locked.

‘ ¢ «_

context ‘a’ , context ‘x’ , context ‘z

IAEHA ] E R DR A IC B SO EAE MR S, A BiE i 5t

XF T DR S BCE R SR EC E T AN RECRAF A 5 (B, /2 HTTP IR554% £ AERTA HAtE R
(IR R s B ¥ Sl it

Unable to save the configuration for the following contexts as these contexts have
read-only config-urls:

context ‘a’ , context ‘b’ , context ‘¢’

XFT D A B DR R TR R AF (K1 5, REUKE s LU R A

The context 'context a' could not be saved due to Unknown errors

BRHMEEEHE TR E
LN &2 —, ROB R s E B HI 2 T & -
* copy startup-config running-config

BRI E S T E G I SIS REBBCE P P Brar LA ENe T i E . R ECE A
[, AN R AATTRE . AR Ay iR sy & G St I0IaqT, WIS RIS a2
RES KRR, WAt IS SR

* reload
EH N ASA, BN s shlid &)t s il E «

* clear configureall, #X/i5 copy startup-config running-config

IR B EIF EFHIEAT IR, BRI RN

EERE

PUR A i 8 & F AT B/ S B &
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* show running-config
AHIBITHE

* show running-config command
A E TS s T E .

* show startup-config

BENHINE.

:E [ === | ===
aRRFIMIBRECE IR E
BERRWCE, WMALL R4 —
* clear configure configurationcommand [level 2configurationcommand]

TERRIRE AT T A ECE . RS BRR 8 CAS i 2 (O ECE, WA
level 2configurationcommand (114 .

fltn, EERITE aaa S HIECE, TEHRALL T A
ciscoasa(config) # clear configure aaa
B K aaa authentication iy & L E, IHHIALL N4

ciscoasa(config) # clear configure aaa authentication

no configurationcommand [level 2configurationcommand] qualifier
A8 & (RE g SRR, FEXFMEDL T, Al no fir & MR qualifier UM RIS EHLE -

flhn, SEMEREEE access- list iy, I T SR ILBEATME—FR I W BEL UM A A 1

ciscoasa(config) # no access-list abc extended permit icmp any any object-group obj_icmp 1

* writeerase

BRI SR
A

T ASAY, Sbr N R AR ST . e
B mmiE, 1 dear configureall fr4

* clear configureall

BERIE TR E .
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mgagxsrsxt [

~
EOEZERAUR, WRMNRSEEE K cear configureall, &
B A SO A s LB AT 1 S E SO AN,
PR R AE B AR AT

N

E O AR ) Firepower 100051 Firepower 2100:  IH iy 44>
B ik boot system iy 4 (AT LAKICE (3L A5 o LI E
B AN 252 0 I S TR miAGe: ARS8 > i i 2 mef%

S G450 F ¥ Firepower 2100: A 5 AN Hiboot system iy
A AT HFXOSHE #E

P IATHABR S . My & lHE ER boot system fir 4 (CUIAAY
1) FIHABELE . boot system fir -4 1] LA e 5 F AR
Z), AFEIMBINAER BUS. NIRRT N ASA RS, BRI
PRI 5 — AN BER Bl W ESIAAE e g, I ASA
KA RE.

A\

A ARG R Firepower 2100 2411 o BAR L (W& sl
B o).

Bk X AREE X

AAER A WTER] CLI BCE ASA; fRAFaTQI, ek G ASOR I, (HZ, WRAER] CLI
U] CAELRRAE VL AR SCAS SO, JFR G B S B BOR A TR U AR IC BB i AT R AT AL . )
& WA SORSCPE MR ASA WERINAY . AT R WIMPREBC E SCIF P ASA INfE R, 15 S It
MIBCHE , 25 1119 T

ERZEIFH T, AIEFITIAR M2 i#E CLIFR /R FF. LRI 3R~ “ciscoasa(configit” :

ciscoasa(config) # context a

FESCRRCE S, REATRERA G2, KRR sk

context a

RIS A 158, TS B AT A 4T 900, 56 1309 0,
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B sessuumTes

JFBC & S A T iR
EE&@EEE’J?%?@H@}: FIAT B R AL BT 2 A SR o BT S S AR A A A N 3B S TG 5 10 54
W IHIERLR) show T th M IHECE, fERAERS 0L N A& IHER I Hd .

fian, Wi EENE: OB ER QoS service-policy, A5 F B IME AT, ] show service-policy 4
AR ik 55 UG 09T IR 45 SR W FRDBT E B AH DGR QoS TS s I SFEmg [ IR AT 1E B AN T b 7 £ iy 2
s

S ORI AL HDHT s, T3 ZEWT 2 s, AREILAL B s B i 4%
LWOTER, AL 2

* clear conn [all] [protocol {tcp | udp}] [addresssrc ip [-src_ip] [netmask mask]] [port src_port
[-src_port]] [address dest_ip [-dest_ip] [netmask mask]] [port dest_port [-dest_port]]

AT A AEAT PR T &L . EAF P HHTER, 1§25 show conn fiT 2.

WMRAHSH, Zar S REFRITA 5 W I b % . S5 R AR (BT E B
W, TEEH all SCHE Y. ERYEUE P Mkl F bR 1P Mk S R/ B BG B E A, AL
FE P it B o

B HT0Zk ASA

I H N ASA, 152 L D IR,
pUk
FHINZ ASA:

reload
IR e SRR, AT R GEPAT 25 1) J T 4

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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VALE: P RIEREANA

VFAUESRE AL 2 e DR ASA R FRIE T ASSCR A 24 P WU ASA BEAE L5 1 IS A 3000 F)7™ il
BB (PAK) VF T . A AW S, 1ES 5 VFnliE: BEEAFnT . 25 93 1,

* KT PAK VFATUIE , 2 47 11

* PAK VFHTUEFERS , 26 56 1t

* MCE PAK VFAIE , 5% 58 1L

o B VFATE (AnyConnect 3 A B HLJRAS) , 55 63 1L

o BN SCRFDIREVEATUE 5 5 70 T

o W PAK VFATUE , 25 76 1T

* PAK VFATUERI 2, 55 86 1L

% F PAK iFA]iE

VPATIESREAEST € ASA ERHIMEEI. & —Ros 160 A7 (5 A 32 77580 20 717 (HIHEE
FPIRR . LRI QLA PRI R R MC ) ISRt AT s .

% = B ANE

ERAEOL T, ASA CLEE T —MVFRIE. BEVFRTUE AT REZFEARVF IR, 2 [ LA 3 2Vl
ik, B T RE O R FTAT VA, BRI TR LTI LA (IR i O 2B R P 7

X ERM
¥ PAK VFAIIE , 55 76 W

Ik AF AT IE
T DL 23— AR B, AR I A B I A AT Vo, R 20 T 0
FRMVETIE, W ASA 20K K AVEATERE T T E AT 536 A7 T

X EHR
AKAVERTUE 5 F T I R VR AT IE i 5 960750, 55 48 1T
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B =7

E T B3 8] 891 AT E

BRAK AVERIIEASY, 3 AT LA S I (R FRVF T e, sl 3 S A I ) BR A6 AR A VF PTIE 451 2,
T BE S W S I 1] ) AnyConnect i ATIE,  BLARFEIf A SSL VPN 7 By et SH1 I 1)
TN TRV ) 0 248 U e i A VP T IE

)

R ASA 5506-X Fl ASA 5506 W-X AN Sz E L T 15 [A] (127 AT HE

E T B (8] B9 1% AT E SR AE N

o LV AL T R VPR, A4S R —DIRem 2NV E. Hd, FEAThRE— IR e
—/NET PV AEA TR SRS . JETE ST TR R R O BRRES, IR . i,
a2 —~ 1000 2% AnyConnect 155 2 iRV rI IEFI—> 2500 2315 1) AnyConnect 1= 2% it i
ALE, LA AN TR A b T sk A

 WARBIEAE R PIH BAT 2 DI RITEAE VFATE,  WITGIE B 6 G — S D e AR A I
I TR TR R AT

ETFrEeiFe bt TIEAR
* A ASA FTIET I VFRTUERT, SV 8 (T4 (A

o WERAESE IR [A) (VR AT IR N 2 s B SEREAT AT ITE I g 2 45t ak o SO FEr A T
() VR UERS, TR A 2 TR A 3

o QURIE T VF AT IEAL TS aRAS, JF HAESKH] ASA,  UTHI s kB . 104 ASA
IEAEIBATING, FETINRIVFRIEA BV . RGN Ph i EA MV ATIE: N ASA IR is1T
I 1) 23 T AVF ATERFEE I 1] o

KAVFANES E T E BT AIE S F AN

P LTI TR A VF RTIE N, 38 7K VR AT IE S 2% T N 1) A VR RTIESRAS 1 D REH 15 JF LU IOEAE 12 1T
MIVFATIE e K AVF AT 563 18] A VF PTIE A 5 0 F 5 UG VR SR . RS TR hRE
VFATE 5 IR o

N

AR AR TORAVEATIE, QURIE TN A R VE AT IEAL TSRS, s ARSI
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& 1 ETRERIFRHES IR

sgagFeanrTiE ]

BT 8 BT e

BFFVFRGER N

AnyConnect 2% R 21

Ao FH 2 I T (A2 A 0E B8k AV R 9 2 R 1R
. B, G F K AVE RS 1000 N4,
FEF IS 1) (R R AT E A% 2500 N4, 4 )3 2500
Al WH, ARLRIRETI T KAV AIEM
FETBI VPR, H2, WU At Wi
18 B K AV ATIE

gi AR

FET VAR SRS I BK A &6, &
A ENT G IR ilan, WK AVFRTE A 2500
Aoih, FETERIFAIES 1000 N4, W)
SUBLEL I o) (VR TR AL T IR ZS, st es e
3500 M.

el

BEF IR PR VF AT R S i N EBIR ANG S, B
EE A B BN, W EKAVFRTIEA 10
AME SE, FET IR VERTIE S 20 AME S, K
PR T I ) (W Ve TR SRS, B E 30

M

HAb A

A 3 I ) FRF PTIE B AV T IE P 2 AR
e TR R A AR BV RTAIE, R 2 A
PR R - VFATIE . 5 BATHCy 2 V)
iE, KB, W, A weoiness T
FKAVF AT UE A HE TN TR VR AT E, (DR, R A
KA, WA AR AV AT

X ER

4% PAK VFHE , 26 76 TU

& 2 T F B BV ATE

FEVFZNGOLT, AT RER SEEEIT 3 TN A VR AT IE, JF IR VFAHIE G4 P 2RV . X1
KT I AR VF AR A W SR AL ThRE, RN HPHVFrHIEZ BT, VFiEdRA 2C N 2 . ASA feiF
HE B HE TN [B] AV ATAIE, AT LR AN DA PR T R 30 s ey T i 222k 1V AT R I 453 FE VR FTHIE B

T ] o

4 5 EL B VT EAR R T T BV T ER, VT iE 20T 406, I LR [ 4

Jo BRI 1]
%t

1 ke —A 8 A 1000 21 AnyConnect (2 RV ATUE, FFHAXVFRTIE I 2 B (& 6

JD
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2. RiE, BT H—A 8 F 1000 AN iFVFalE, Vel iEAIEEA 14 i 1000 2~40F (8 K
6D .

WERVFRJIEAE (11, 1000 41 AnyConnect iR RVT 1 HERT 2500 UGV RIUE) , MV ATUEA S
Hife HTEANTIREAAEE N E TR IV e AL TG BR A, XLV al e A AN VF Al e Af
PLAL TiE SRS
BARARRES TEAMIFIVFATE, (HAE YT nl e 2, ASA & F )i B 225 1 D REAH Rl vF m]
e CInnrAD .
HXEM

WG ds HESH , el 1t

FEF I AT UE R . 28 50 7T

E& T [B) B9 1 AT IE 2 #A

VR A1t AR

MIEASTHRERU ATV AT UE RIS, ASA <5 H B0 [ — DhRER) OBV i e CAnsid@ D o Wik
A AIE T T RE RS T T VR e E, S48 R K AVFRTIE o
W R FEA TR 23S T ZAVBOMOFE T T Ve, U ASA S FH LR B 258 — ANVl e
A BN VF T UEAN 2 P AT B ), T R T A o a0 SR A A RV AT UE AN ASA MO
(0T IR TR PRI VF AT IR, DU 200 Bl s A5 S A FH ) VP nTHIE
Bihn, H—ASE TR K 2500 S43i% AnyConnect Premium YFrJiE (G« — AT IR 1)
1000 431 AnyConnect Premium VFrJ4E CIERESN) , PAA— K AR 500 A~431f ) AnyConnect
Premium VA IE. 24 2500 15V Al iE 2 I, ASA 2535 1000 N2 1EVFATIE. 7E 1000 215V
AERIE, ASA S 500 N2 if K AVEATE,
X ERD

Wosss a8 , 561 it

LN & o A AT VP AT UE IR AR B

AnyConnect Plus k%A Apex kR iF ] iE

AnyConnect Plus 8¢ Apex VPRI UE2 T T 24 ASA [WZHIEVFE, Fr7iXes ASA #L=vFn]
EFRE I — N . 5214 https://www.cisco.com/go/license, AU EEA ASA 73t PAK. K2E
IR 2 N T ASA I, 29K VPN Dhfie U4 3 v i ok, L2 VP nlE ) AT ASA
W — F P (0 S B R AN N IRV TR R A OCVEN, TS

* Cisco AnyConnect 1] I $5 7

* AnyConnect ¥ 1] I i) @2 (FAQ)

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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zven i ]

\}

IR SN FE AnyConnect Apex VAR, Bb4k, EZ B AT, BEVF AT IR0 8 T i
BX RS %A i IEAII TR A,

Hth VPN i AT HE
HoAth VPN 215 (045 LU VPN 287
* {fi /] IKEv1 [ IPsec A% Vi) VPN
* {fifHl IKEv1 [ IPsec 3fi fi ] VPN

* {fi ] IKEv2 [{ IPsec ¥fi 5] VPN

VEVF AT UE A S AE LR VAT IE

HEMBEER VPN ZIESL

o BARE R VPN &5 50 B K VPN AnyConnect 2 TESUHA VPN & 1550, HES
SUBOAN N VPN 231 BRI AR T 55k VPN 28, iR ASA St 3%,  DARA IR
R T U ) 2% KN

ﬁﬂ%F‘Eb%%F’lﬁé SSL VPN 21, SRJ5E I A3 AnyC0nnect B e, WSS 1
2xifi. HAE, H5 5 AnyConnect % i (T, SR ), ARG B i
$LWNHF,M%ﬁ%2¢éﬁO
VPN £ t41&
VPN i #534) 15 75 25 % (3DES/AES) ¥ 1JiiE
1£4 VPN 1 /] E
HREFTHIFTEHFRELR, ESH (AnyConnect #7852 H A AT M)

\}

R ZHEBGU N T2 AnyConnect Apex VFRIE: ST A BRI SAL 4LV RTHIE

IV FTIE

TevZEF DES VY nliiE . w1 A8 223545 3DES Y nliE, W DES 4R v o FEAE Ay SR AT FH 58 i 2 1t By
1] DES, 1545 4 BT A3 AR 5 i 2 AIC & A AU FH 53 0 2%

TLS RIBSIERE
J T a5 3E SR KA TLS ARPR L ih #8217+ N\ TLS ¥ ] iF PR A& .
18 TLS AQER 2535 i) HoAth S AN+ N TLS FR#&, Bl sh e #A i CEFFTaE)

I CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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HELCR i BE e — NEE AT 2 A 0h . B, WO —ESHIERCE T 3 A& H JLEL Unified
Communications Manager, N4 2 4~ TLS {CEEZE

i tls-proxy maximum-sessions 774, fE ASDM H i | Configuration > Firewall > Unified
Communications> TLSProxy Tk, A E TLSACHPR . HAER SRS, 155 tisproxy
maximum-sessions ? i 4. WIHLR FH 1) TLS AREEVFnl UF & T BRI TLS ACEEFR &I, W ASA HBh
. TLS ACRL PR A A VFRTHEVGHC . TLS ACEERR B AL SE e TVl UEBR i 2 SR BB TLS AR R
ST VE T UE BRI, TJCEAE FH VR o] UE T R T 43140

a4

\}

BFFLL “K8” 45 RAVEIES RS (B, H P EUD T 250 FIVFRIE) , TLS ARHE & 16 B R 4
1000. XFT-LL “k9” 45 R IVE Rl IEA A4S (Bldn, F 80k 250 8E 2 (FVFRTUE) , TLS AQERFR
BTG, fermfE AR5 BRI . K8 R KO 45V rl il 2 5 H H R . K8 ANZZBRA, K932 B,

WIS R E (B d ] clear configureall A, TLS A PR DRs 5 BN (BN SRR
MBS TR IERR ], & Bon— 4R A, b4 tls-proxy maximum-sessionsir & F'ﬂ . HITREA
fHl (72 ASDM 1, A TLS Proxy T o R ST write standby fir4>, B
7t ASDM ', {EF 4% bAfH File> Save Running Configuration to Standby Unit EEﬁﬁﬂﬁﬁﬁﬂﬁ
2, MI2s{EdBhis & I 845 clear configureall #iv4-, ik, #ATRESERBI & |5 2
MR AR FD S WA % EE 1) TLS ARBEFRS], Rt nT DL 12055

IS ] RN IERAT ) SRTP I 251
o % T K8 IIE, SRTP 2RI H 250,
o T KO VERIHE,  JUAAT AT B

P i

&K VLAN £

VA B AR AT N 5 AR 2 I 251 N SRTP PR 0 Sl v ny v 5k Bom X, B 4 4
SRTP, XE&REAAST AR .

SFTHRHE VLAN RIS 0, B0 20 m 4Bt VLAN. 5l

interface gigabitethernet 0/0.100
vlan 100

1= AnyConnect 525 A[iE (AnyConnect3 & E R iRA)

)

pE

AnyConnect 4 2 5 S RRA IV AT A HF ASA EIJEEVFafiE D . AnyConnect VF H]E i 3E47 52,
HHA R EIE RS/ S 5 EH VTR,
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wrserss AsA zegeiriE ]

MR EVFRIE, R LU KR () AnyConnect 231, I HIBIR—241 ASA 1 H)—1 ASA TR
FOASCEVR RS A8, R ASARCEN LV Z 53, SRS 77 2R 4 ASA Z (AL as i

WIPEEE T2 o ASA BEEE T ATHE
IO Sh, BRI A SR 1 AT IR ETE 6 F R
i 2 B R ET SR,

B RS ) $R AT IE SR AN {5 S

X THRZEIS, Wb AN EOR AN s ERA R Ve, WEREHEN & W LA v
FIAE, WIS VFRNIE S £ 90— NSAT s U VF AlE . IR AAAE S8 AME O, AR
B DI RARVE T 2R, 25 R &

S W AEER
ASA 5506-X FIl ASA 5506W-X o /AR - AN LR G T e AV AT E .

« B/ - A

R RO B LU AT R VAT

ASAv 15 S ASAv [P rE , 25 101 12,

Firepower 1010 PN AR B s A 22 VP AT E . 1 2 (% Firepower 1010
PR D) e VF T AE , 26 101 1L,

Firepower 1100 1852 [ Firepower 1100 [ D) 1/FrlE , 28 101 1L,

Firepower 2100 12 [ Firepower 2100 H &S ) B v/F vl ik , 2 103 T,

Firepower 4100/9300 52 Firepower 4100/9300 HLAH 3G T~ ASA il ) #e
YFAE , 55 104 11,

ISA 3000 AN 15 2% L AT B i R 22 4 VP ] E

IR WG WR LA R B I VT E

\}

AR WA MK AE N AR, T DUNERE ) PAK B I IER B W B A 0 41
J8 I O AT R S IR R T, SRS A RE R T D)

| CLIF%E1: BR ASA RFIEMIRECLUEERR, 916



AsANIT |

B ashsasrmirEsanpis

ASA £ BT RIIEZE K AN S

PR W AN TR G W & L HAMFEIRVEE. E SR, T A & W VP o v
H BRI IR A VAR . IR L G DA VEAE, e TR IS N RANIBAT ASA FEEEVF
Tk,

UEHEN A FEGI Sb e AT RHESR RS VT 25K, T2 TR

S GRRTE S
ASA 5516-X FERIVF AR S 2 BB .
R Bk VA W BT AH [ B o VF AT IE o
Firepower 4100/9300 L4 11§12 [ Firepower 4100/9300 1) ASA #FEEVF AT IE , 5 105 1L,
BT oAb AL ASCHF.

A& FERE 3% EL ASA BEEIF AIGE

R TR ASASERE, 6 W LROVFITIE S A b B BT BV T, SR 62
UV, WA VAT EA A LA R
CTHAEGE B, S0 WVTIE, SARSRTTIENR G IF, B FA R
e USRI A (T4 VT A IR, SO A 51
i, st A

s WG ASA, FFEREET 104 TLS A 4%, W aEEHTA IR A RS 4L 20 /> TLS
RH2siE,

o B — & B4 1000 TLSACHE2 G 1 ASA, VAR Y —& B AT 2000 M43k ) ASA 5545-X;
T FE BRI 2000 4, KA HERIVERTIE AT Y 2000 4~ TLS QR4

c BAHMEG ASA, HWH20MER, B EE 10 WS IFMVFRRE VRS 30

S TR/ RIS EEDI, 5 SCR AP B e 2 a Ry B, — &g DUE
ISAT Bt M5Bl LU 12 M5, B0k 30 MR

i, %1 ASA SR

« 45 2 5 ASA 5516-X ASA, 7l A 2 MBS, T FElREDE s A, BIkEItE
E’Jfﬂﬁﬁ:ﬁm% 4 MES. Bk, BAEERE LREZWTLIERE 4 M5 ok g
TEA A E S R B 4 A5

« BHIEG ASA5516-X ASA, HP =&k &% EE S MER, —ak&EF 2 ML =,
T FERE A 54, littlzﬁhi*rTﬁEhﬁﬁé%c AT B 5 M5t K, &4E
Fg FHRZ LIRS S ANME 5 Ba BB il 5 2 sl BG5S 5

o 0P TR A T B AR T IVE AT e, g2l AR I8 T VF AT LE
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e AsA egeig g z A miEiEE%

o 0P TR BRI LTI (B (VPR IE. OF BB EU7 20 RREEN TR P VFRTIE 45 9 5 1
i~ i I 1P ¥ UL R AT 0, A 15 P S 5 277 6 B ER VA AR =R
FVFAIIEREAT BT, M. R t3dE A T R A/ s I e ASA St RIERT Y
B AL B PR AR I T k.

HXER
Wi PAK ¥FA]0E , 26 76 BT

MUFEY1HRE ASA SRR IR EZ EBIBIEEXR

W R B R A 30 K, WIRE & B Rl Jel BIAH 22 VR AT IR . £E 30 RIEHRIIA, Frfiix
R AREAE A IR AT VR ATE .

TRAE 30 S8 PRI PR A IR 55T I R) AOVF AT HE, K A/ 20 AT S v gk 2 6 I 1)

R/ EVFRTUE C 2], AL e I B/ D VF RTRIE A 2 TR 8 v I

WRAE30 R WA WA, TR T I T Ve R, K WA A& Ve (iR 223 ik
FAEHI ] BT MALVFATIE, A% i T8I0 IVFRTIE. AEH I e A5 30 KA 58 IR
.

FHER B35 %

H1 TP DI AN EESRAE I 5 Vet B R TR VF AT, AU RT LICREE VR rTIER AR & B i A s
PAEATATIE LN TAL o G0 RN B SR EEHTIN 28 A 7K A VF RATIE, - AT AAE SBT3 210 5 — &
BEAG. WUERPI G B A0 LEPTINAG, AT LU T BB nak,  DMEA ™ A5 HLIN ] o

HXER
Wk A=, 561 L

HREMERS

RTINS — 2 BAT BN S BRI B 5 B 1 RIS R X, WA SR ASA R %1 EAS
e I8N . ASA AT RN R 8N R S, IR AU D)

o Gl

* VPN
IEAR ] DL 22 in (3DES/AES) Vil ik, DMER T HER:. #ilun, o] LA{EH ASDMHTTPS/SSL.
SSHv2. Telnet A1 SNMPv3.
MIBEFV IR, BASFIH VPN Y] 3ERIS— 015 ik .

HXER
WE¥E PAK VFRTHIE , 26 76 TT
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7 A[E FAQ

H G LUKIE S N E T B8 B 15 AT HE ?
fEo RTREAThAE, BT LL— A — AN T o) V7 T

HEEU “WE” ETHEIMIFRLE, LUEER BRI, BEMNEAT—MFE?
fo RFAHFMIVIRATUE, M2 2 AT TR VFaERs, RS S G5 AR
AIUE (B —AN 1000 21 AnyConnect /5 2% VF P UEFT—> 2500 215 VFAE) , ASA K H )
WO & I AL T I D RE MR 2 T N IR I VR Rk

KB A AEFEE TR E R ANERFEIER, RIEHMBIKRIFAIE?
T o VI K AVE T UEAN 23 5 i 5T I 1] (1) V5 Tk

MFHFETR, RREMEHEZFARESAETRSE, HERXZFTERARSEAERINEE?
o W &HA S EWRAHRIRSTVFaE; W T RS a8, e e E RS ARV TTIE .
H RS T L2 H5H VPR, & MRS T LLAL T W 6 4 F IR S5 28 4 i) — A sropluife i 1)
fxtrh

KB FEAMPEYIR A B IR & 1 K A8 E A RTE?
o MIRCA 8.3(1) THafi, AAEM & B FAA VLA VERTUE . %, A F R KV A]
UE; BB AEAS A E PRSI S k& BVFRIIE . X T IELEf B3 4 b A o7 Vi al Ik 5 v
Can, SRR RRA 8.3 Z TR AR T VCECVF AT iE) , X EEVFa RS & JF A e AT h
DI GEREVE T IE, LA e i (0 25 PR

FRE=H AnyConnect SR MUIFRIEZ SN, 2 v LAE £ T A 8] A=k 7k A B9 AnyConnect /& 2 iR
WAE?

o AAEAM 2RI VE R UE BT I TR VR UEBOK AVERIIED Pt R G, A it
FEVFATE

A\

AR v g as b, AMEFA KA AnyConnect =g M VFRTHIE s AHAE AT LS 3L VE ] AR A vr T
UE R P RS T I ) VR AT IE e AERXAME DL T, 25 T IR A VF T UE 235 0GE T4 H AnyConnect
IR AR IR B AR S A A

PAK ¥ AT E45 7

TESARUEN
FELAG SRR, AR R GERAT S 18] N S B

BB ] 5 A T
S MR R B ASA BESEVFRTIE , 28 53 L.
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PAK ¥ RTIE$5 B .

S AN
o {NAE ASAv [ SRR REVET]
* 7F ASAv. ASA 5506-X. ASA 5508-X 1 ASA 5516-X F AT Iz 5m],

* ASA 5506-X Fl1 ASA 5506 W-X AN HE5E T [a] (K7 AT

FHERFARELRAE N
R MAEAT Z T RRATE 20 B do BT A, TR ARG B IR S AR AT o (H I SR B BRI RE, WU PT fE
I B i) 5«
o PEHEIRRA 8.1 B RURCA - FETH 905, WEARBATAERRA 8.2 Z AT 5 I A M IAB DI REVF AT, A
AT A2 BT A A o Ak 5 LIRS e 2% (E, 0 SRS A ARUAS 8.2 B R FRAS P 5N IR
BEVFAIE, B IA SR A . WREA AHA VRS, S0 LN fEN:
o WURVATTR N T RRRAS IW0E 5, W) ASA Al FHNZ 9 (A IRTERRAS 8.2 B i
A AEADBT VTR

© WP RGBT PR BEE T, W EEE R BRSO B e

o PEGEIRA 8.2 B FLARCA - A 8.3 F | N 17 SE R 35 T I ) 10 3 P 2 LA Bt D) 4 1 ]
EAZ T :
o WERBEAT 2 AT I A R Ses S AL TSR SRES, WIFERESUE, AT SoBr e i I 1)
(I AL TS RE o Brfy FA S PR AR ARE BRES o W R a5 i 38 I ) (R vF
FERH TRCAR 8.3 g I NZhEE, WHZVF AN IERME VAL R IR A, B PR EF
WEPIRAS . FOB I A K S B S0 T I TR R 2 4

o WERAEHBE DI EATASVLBC VR ATE, MR Z0R AR A ba D e . BIAE S PIULHRS, P i
(VF AT IE GRS 5 VR ATIE

R ST AIE PIETVEATE, LR FIURS3 5 ARIThRE, WHEHRLIR,
P TR VEE QRN o T AT A K A0, LRI TR T o]
ik

Hit M E
 WORE A SAFEAE R B ST B LRGBS A TE AR AE A7

- W A B VA RO . DhAR VAT A B 2 (RS (AR R AT o
Ut o TGP BT 6 AU e A, I ELIELR TAC A M DR BRI AT IO, DM
S IRVAT VTR 5 M0 915 SRR T PRI BESR  R0% h VF T 3 1 % 4 5 AT
A

 JFYFOT T4 5 B 7E showversion it . B 8115 15 ENIZERE (AN IR T 51 5 R L
BURTEI1 5 TR SRS, BRIV

o —HI, RORGVRIRIEVF AT UERSRIGR F T R K VR AT E
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© FERRANTE b, JCEOR T SRR A SV TUE S O i, RIS T A 25
UG SSL VPN VFRIIE, U5 ML T 50 AN ibiFaliiE, WG 75 Dacil; &l DU 2
50 Mexiilio  CHSRELATHN M I SE B R IVFRTHIE, BlanMN 25 D3 75 Aol MR A T4
P VR IIE S I X TR .

AR ] A T A VT UE2R Y, (AL Dh e A . AT AnyConnect =g fiF nl iiE, BRI
AUES PR RTIEASIEZY . AnyConnect SRR AIIE . FLE M AnyConnect 5 2 A T Uk L&
R A PEAE VR IE . BROIATEOL T, W% T AnyConnect s P T E - Can SRALIE H T8
B, WISAT VPR, AR BIRVFAE. &0 AKX AL Fwebvpn FiT no
anyconnect-essentialsiy4, 7EMC & 145 H AnyConnect FEALFRF AT IE, DA & A# FH HAd VR AT HIE

3

Ao & PAK 1R UE

AT A AT DRI ST A S g TR . St n] LS T

TR ATAE PAK 3+ 5EE S %4

BIE ASA BBV nliE, ST EA A RCE R, T LA Cisco.com v MHZ 25 LUK UG 254 o
SRJE, WTLATE ASA FEIABOE . AN DIREVF v UEHS T 2 AN B A AR B . PAK I
TE— i A A — AN R B . ] e O R B A IR R AR B AT I VP il IE PAK. ASA TIZe3% T
FEAVF IR SR R 22 A VPR IE,  DLACSR N (3DES/AES) VP Al Can SR S A% AT iZ /A vl il .
WA T EF PR iuE (%) , Ui http://www.cisco.com/go/license.

FHIEZ Al
FE N VAW S — AN B AN VFATIERS, PR R BRI E A B 2 rhon) SLb AT 4 B
https://software.cisco.com/#module/SmartLicensing

R RAMR™, WEBCEDFTIR T o I RERIH A PR, T LON AL AR — A TRk

g

UK

LB B IAMNFAIE, TEZ 0 http://www.cisco.com/go/cew. 1152 [ LA AnyConnect 7] W5 R A1 W,
IF] A 2«

* Cisco AnyConnect 1] I $5
* AnyConnect VFRJ ¥ W1/ fif % (FAQ)
WAV AR fE, W B —EH 8 MU (PAK) HRBEE. XF T AnyConnect VFJHIE, %I

3% Hi& PAK, 1% PAK nJ N T2 AME MR P St i ASA. ), PAK HBLEATEERR 2 LR
A REWcH,

ASA FirePOWER #H A ML+ ASA FIFRIALE . ARG R, SRR 3$65 .
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https://software.cisco.com/smartaccounts/setup#accountcreation-account
http://www.cisco.com/go/ccw
http://www.cisco.com/c/dam/en/us/products/security/anyconnect-og.pdf
http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html
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swmamzrTiE [

PR 2 A LR Ar S 3RE ASA (K415 .
show version | grep Serial

VAL 1P 2 5 S A S B AR os LA 81 S AN o HLRS 21 5 T T SRR SRR, AR
vl

LB 3 BRSSO s
http://www.cisco.com/go/license
o PEEPBIRUEEH (RIS 2 AN, TEEE I AN R NN . D
« ASA P44
o TSI H ki
R A E G R, PR IR AR B IR Rk . RS B A 1k TR K AVF
AIUERI T DIRE . AT 2E IR M n e, BN VF e AT S ) s 2 8

SIS R I BRG], TR S TSI . AT B SR U, T
B B AHOT 01 2 157 UL T AT K A
S 6 ALRIIT R ] 5 61 TR .

$x BY5& 0 21 A] IE

P ASDM (R 2 A IhiaE) , 18T 22350 % (3DES/AES) VFrlilE. Witk ASA A TiEsa i
SEVFAE, B LA B E — A BRI A BT AR [ 51 b X PR 5 0 5V T A .

UK
P B EA LT a2 3R ASA P15
show version | grep Serial

PEF 515 5 ENIERE A AN LA P 20 5 AN R . BURP 905 T HORSCRE, BN TV

HIB 2 Vi In) https://www.cisco.com/go/license, X5 mi i FREVE At iF AT .
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B smsnzsTi

[&] 1: 3REXE 15 7T (Get Other Licenses)

Tools & Resources

Product License Registration L veto @

fiew in French  ContactUs ™ Feedback Help My Profie Rl

@ Did You Know? B3 systemMessages @ Supported Browsers

Get Other Licenses «

Get New Licenses

Enter 1 to 10 PAKs or token IDs_ separated by commas

Manage

PAKs/Tokens Licenses Devices Transactions History

$IE 3 LF% IPS, Crypto, Other,
2:IPS. % . EAh (IPS, Crypto, Other)

Get Other Licenses v
Demo and Evaluation..

TelePresence Software Release Key..

TelePresence License o Resend...

=hare LICENSE Frocess

Main to Backup
Register ROSA HA as Pair.

Migration...

$I8 4 7 Search by Keyword FEH, #iA asa, JFi%#% Cisco ASA 3DES/AES License.
& 3: 2%} ASA 3DES/AES V¥ I3k (Cisco ASA 3DES/AES License)

Request Crypto, IPS and Other Licenses
1. Select Product | 2. Specify Target and Options | Jeview and Submit

Search by Keyword m
Make a selection from this list of products

Product Family Product
Network Mgmt Products - L =
Security Products {Cisco ASA JDES/AES License
Wireless

| Cisco ASA 5500 series AIP-SSM

FIBS EPEIEgEM A (Smart Account).  ERUM A (Virtual Account), #ii A\ ASA FF%IS (Serial Number),
G Rt T —2 (Next).
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wEnEazy [

& 4: Z&EMK P (Smart Account). EHIMF (Virtual Account) ¥1F551S (Serial Number)

Request Crypto, IPS and Other Licenses

| 2. Specify Target and Options

{equired with Smart Account

$IB6 RGN AR Send To HEAH Huhib Al End User 4485 0 ZEA 4 A AR ARAR Ho bk . &P RIE (1
Agree) SIEHE, AR5 AR (Submit).

SRR
Request Crypto, IPS and Other Licenses
| fy Target and Optior | 3. Review and Submit

Recipient and Qwner Infoermation

Enter multiple email addresses saparalad by commas Your License Key will be emailed within the hour to the specified email addresses,

« Sand To: Add
« End User. «| Edit

License Request

SerialMumber

FCHIT14J6HP
Smart Account SKU Name aty
¥ Cisco Internal ASASS00-ENCR-KS

BT 25, BHSWE—HO8 s A meer, g n] Loz AEE (Manage) > 1 AT E (Licenses)
DXk N %
P8 MBS, 5 61 TN B .

AESIFHE A

AT AR A N KD A B DA ] e A e T I ) (1

FHIa Z Bl
© WERECAL T 2R, TR R GUIAT 22 6] g A 3 9 o

CLI$548 1. B 7} ASA RIS HLIR(E CLIRE M, 916
|
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o LR AVE ANIE 2 AEI0E 5 SR B HT NG ASA. NRAIH T 2R FEH s venliiE .
*

2k AVFFEE T MEBEKR

s BOREFHMERIIFATIERAE
PTAT IS e 20 Jon 5 VF AT IE

UK

Reos s PIN ] T ASA:

activation-key key [activate | deactivate]
-

ciscoasa# activation-key 0xdl11b3d48 Oxa80ad4cOa 0x48e0fdlc 0xb0443480 0x843fc490

key JEUFE HA TR TN ZRF R, ZoRZ MM 515 0x KR EnliEn; RER
SE FTA AR 2 /S REHE .

HEA] L2 — AN KA B AR T TR R340 . W R A K A 550, e 23 78 o6 22 35 1K)k
KB

activate fl1 deactivate 8 A UE T3 T 3. RN AT, U activate M ERIAME
TN 5 2 T REBS I e J5 — NS T I ) 1 3 S v 8l . B T B IS sl 36 T I I s, 1
Hi\ deactivate T . TR M NEY], ZJ5fRE deactivate, NI7E ASA |25 11455
BT AR

(ATRETR ) . FHTINEL ASA:
reload

BB B P Jm . FEEE K AV IIE S SRS ERT N4k ASA . I RS AR ndk, KaFH
LURH R

WARNING: The running activation key was not updated with the requested key.
The flash activation key was updated with the requested key, and will become
active after the next reload.

AXEHR
FET I (VAT , 25 48 1T
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L& =5 F]iE (AnyConnect3 % B 2 ARA) .

Bo & =14 7]3F (AnyConnect3 X E BRRA)
N

I AnyConnectd S 5 R FRA TV AT A SZRE ASA EIL =V nliE D fiE.  AnyConnect VF A UIE AJ JEAT 3L 52
It BANT AR B RS A B S 5 E VT IE

AT A B IV IR S SR S 5.

92:1:'/\; q:E,l-iIE

FEEE Al UE SO IR K K8 AnyConnect S 1E, SR EALRT BAE—4] ASA Z B L2 X Ee 0% (JF

WA —& ASA BUE NV RS 4s, IPB LRSI E N IEETF S 5%
XFHZFARESEMS5F

LR A5 B B SL = mT R ) LAy =K

1. W& ASA N 7R MV iR 8%, ARG AE I B 24 107 415 I S 2/ v e 45 2 VP RTIE

2. HAEWBEs ASA N Y I 2 5 (BRILEFT SRS, G R &IPS
PIER & &I 2 55 YTk,

3. (W) #5516 ASA fRENILEIFAI & M IRgsas . HEdRE — B % RS 4

A\
E LV RS AT RS 5 H VP TIE.
b
4. TEEILEVRA RS A ERCE N R, A RN I 2 55 #nT DAY A= V]
Uk,
5 ¥ ASABLE NS LHEN, Bl ARG KASGHEE CEFEARVFATIERMESE B mI=dr
] RS A
N
I S HETEREWIEIL IP WSS RS A0 EAUER—T M.
=

6. JLEVFA RS A A S 1 3 IR T R 55 4 B BR (A SR A5 R EA T R A

7. él’%‘?%)ﬂﬁz!-\i’@ﬁ"hﬂ’] I, B PV RS A R ISR, INITEREUE 2 208 (LA
50 N UE AR

8. LSV IS B B RS VF AT AT R . 215 % SR 20 M KOS B 6 25 K i
.

I CLIF%E1: BR ASA RFIEMIRECLUEERR, 916



AsANIT |
B snzrnmsssanasog

\}

F LSRR S AT DL S SRR BT S S AR E S S EYEANE, A
B BRS SRV ATE.

1 RV R NS 5E N EBZSE, RS sl 3140 nl GE 2 il 1)
ST T RN

2. ZHFREIOETRE L IR, RIS 8% T LLIE i 2 K.
9. HZLHENMEMAN, ERFRSSOEHE, UWEBOtE&I0.

N

AR ASA fEMSSER NS 5 Z AR ] SSL RN A A .

ﬁﬂﬂ%‘ﬂ:ﬂﬂﬁm nnZ.lET.l E,]l_1|=| E.I%_
H RS 5 H RN A 2 B IEAS W5 S, T2 LR
s WERZ 5870 3 A5 R G AR e AT E B, IR S5 248 2Ks 25 T R s [l 2 /P v ik i

© RS 5 IV W VF AR IR S5 4 AAORBIHTE B W2 55 25 m] DAAREEAE T AR 55 s e 21 1)
SCEVFRAE, A 24 D

© WERAE 24PN JE, ZHFENICESVFNERS 48, WS 5ERRBOCZVFIE, B,
R b, 25 S RE RSB SR, (HICE B VE ] UE BRI HiE sz .

o WURAE 24 /N RO TR B2 5T HIR S S S FH LRI i, Z5HE SRS SERER, W
S 5B AN AT RERIG K IRgs 3l o) 1) 1% 5 5 5 ROE R T RE 2 1 S 1 A T I BV

AT HZFAIERRS R

SRl 8 T A5 45 L A0 1B 1) B2V TR S5 2B, ARJA A REARH A A 0. 2 HRE
FICEVFRI MR S5 AR 5 2 R S5 48RP MR 55 ds W B AR E 2 VP R, JEP i S 2 5 1
FIR LK IVFRTIEAE I Lo TR 55 a5 A0 5 TR 55 4 LL 1080 g 1B [R) 20 cdie . AE BRI [F) 20 2
Jris BAEZE R EORTINE, A0 IR S5 A L RE 8 1 DB AT 2% TS .

M AS A R AT, 5 RSS2 S IR ST s R . T IRSS A5 T LUESHEITIRZ 30K, fEiL
ZJh, SRS A kS HE KA, T HIA SR . 555 A 7RI 30 KA IR BN K
HEMRS s KREIONII ARG HSHESAE 15 RINAIE, JFAE 30 RIFFFHXCAIX.

LM AR IER BT, RS E MRS RD, RIEEE RS,
ARG A AL T E SN, e m A B RS ASNEE S 5% .
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sminmatzraie [

\}

AR HUOAS) EICEVR RS AR, S RS S AT IEAT 5 K. AT E PR, AR 30
Ko Behb, WRIIG EMR ST a5 IEIBAT R RIS, W AR S5 48 (24T BRI 78 H 4. 30k 55
SR IERIZATIN, 5 RS 4 (ABAT RS T AR R TR i, SR AR 55 s 1E3s AT 20
Ko AESLIIE] 2 PRG54k T HPIRAS, s IR S5 45 A2 AT IR AR OURIAR 10K . 2540 IRk 5585 124K
S HAR E IR IS 4% 20 KJa, # “FefH” 2K 30 RigfrfRifil. scitist “7s” Thagk
AT B 3 VAT

B RE ) $R R0 A 21 AT

AN QI AR AR ] e ) A

BRI RN I Z VP AT IEAR 55 25

AT L0 TR 55 A A6 FH IR 55 2 AT 5 B DA . e T3 VPl IR G5 255 ASA — FEtB AT
MBS, AEHAT VPN RSB K525 DI RE, I AT RERG 2200 FE A0 46 F S = VP a] fik 55 2 e A i R )
e, DR AR,

)

ER SRS A HUE L i b e, (R LR
ANHE AR B R SCRpE VTR, R AN S RE 2 /2 b b 46

XA bR DI, BB e S B R RS A, AR YIS, s iR e
FVFARSS A . SRS AR ARG K HIILEVFaIE RS & A, 00T DAL TR Bk ) X i a2
RS54 o

flhn, EAAWE 2 DMHEEUIHT ML 581 S BT RG As . 5 2 WS A IRS S, 5B
1 (0 T2 B A A B I, g e e ST B AR DB ) E VR AT IR 254 AN AT 2 % b i) 4%
Wi g5 o DCHE 10 (P B B R RNy, 5 206 i 4 T IR 55 s 4 RIS = V] iR 55 45
WERES 1 XS ORFFOCHT, IR ELEE 2 3P A e T, ISR 2 5% e K46 e s b AR 3LV ml e 55
GHEITED -
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B ssomnssrriessz

[ 6: S PRI FNFE Z 1T AT IEAR 55 2%

Key
Blue=Shared license
SErVer in use Failover Pair#1
(Active)=Active ! !
failever unit 1}
: ; o
1. Normal ™Main (Active) Main (Standby) -
operation: |
Failover Pair#1

e ==

2. Primary main Main (Failed)
server fails over: |

.

Failover Pair#1

E! I
e [

I
3. Both main Main (Failed)

Main (Failed)
servers fail: !
Failover Pair#1
" 39 sl B2
4. Both main servers and Main (Failed) Main (Failed) -~ -
primary backup fail: | |

Main (Active) —

Failover Pair #2

=

-

«. Backup (Active) Backup (Standby)

Failover Pair #2

o —

|
- Ba:huplmctive] Backup tiSta nalby)

Failover Pair #2

.E__._f, ._ﬂ_,

| |
T, Backup (Active) Backup (Standby)
| |

Failover Pair #2

="
»

. Backup (Failed)  Backup iActive)

Lkl ]

=

B PS5 45 A IR 55 s 302 A R s AT BR A SR A B B Ao B e, B e

{52 R A7 B AR BT
AXER
RPIEVF & MIRSS 4% 26 64 T

HISIRFAI L ZIFAIES 5F

XSS HHEN, WERESSEHARINS 5% D TS ssEM. THEESKRILs 5%
ID 5w Fp. & M Ul A En, et ID B RInR. WHEEIERK

THREK QSR EH R = S S B

BRAS5EY

ASA ARFPLZVFNIER S 5 F 80w, (R, B RES AR VF Al I 55 s PR RE . 42
XA, EATLIERS 58 DB Z I IEIR, B AT DL A S 9 4%
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mEtzrTRss [

BB HZIF AT RS =5

HEEB A E AN ASA i B N I AT IR SS 25

FHiaZ |l
JIR 55 a A AURAT IE VAT R 55 4 5 E

UK

WE L
license-server secret secret

T

ciscoasa(config)# license-server secret farscape

secret 52 1 4 % 128 > ASCIL T AP 745 o AT BLE DI 25 5538 T LAAE 6 7T IR 5545 o
CRrE) BBl I e -

license-server refresh-interval seconds

il

ciscoasa(config)# license-server refresh-interval 100

[AJRE AT 10 F1300 M2 fi); pefissieftan s 53, T iRE N S5 IR 405 P . BOAME A
30 #.

(AJi%) WE MRS ATV B2 5 & ¥ SSL B H .
license-server port port

T

ciscoasa(config)# license-server port 40000

port /-1 1 £ 65535 2 [i]. BRIME A TCP ¥ 1 50554

CRIIED W8 5 AR 55 2 TP UL A3 515

license-server backup address backup-id serial_number [ha-backup-id ha_serial_number]

i

ciscoasa(config) # license-server backup 10.1.1.2 backup-id JMX0916L0Z4 ha-backup-id
JMX1378NOW3

WA RSS2 I T A MBIt T 53 AME s B e a1y BERAE 1 6 8 IS5 4% SO
AL T B o
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FIRE AR IV T RS54

license-server enableinterface name

TP

ciscoasa(config)# license-server enable inside

fREZ HH 5N SEATERE D BT LY Pl B (0 D R A2

Gt

AsANIT |

PAUR 7 8 ¥ A B B S R e B R 1L G A IR S5 2%, TR i IR dmz %

A B 6 ORI K VF RTIR 55 -

ciscoasa (config)
ciscoasa (confiqg)
ciscoasa(config)
ciscoasa (confiqg)
JMX1378NOW3
ciscoasa(config)# license-server enable inside
ciscoasa(config) # license-server enable dmz

license-server secret farscape
license-server refresh-interval 100

#
#
# license-server port 40000
#

BEELZIFA&MRSEE (Al

AN T AE IV AT S 5 8 AR IS5 & A AR R I 78 2 25 IR 55 4%

FHia Z |l
# RSS2 A EAT IV S 538 %

UK

fff i SL VP ] AR5 TP Hbhik AL 2235 4
license-server address address secret secret [port port]

T

ciscoasa(config)# license-server address 10.1.1.1 secret farscape

U SR IR A5 A MO B P I BRI 1, TE BB ), DA R S5 AR REfE VLI
AR 26 ke DAy S R P 55 4+

license-server backup enable interface_name

i

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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ciscoasa(config)# license-server backup enable inside

TS 5 NS ST 0 BT DY pr e B R D R iy 2

L]l
LUR 7R B 52 VF T i 25 s ML= B, JFAE R E A dmz #2211 AR BE 2 10k & AL =
VRA] ik 5 s

ciscoasa(config)# license-server address 10.1.1.1 secret farscape
ciscoasa(config)# license-server backup enable inside
ciscoasa (config)# license-server backup enable dmz

RELXZTAS5E

ASHRI BC IV 0] 258 DL IV ] IR 55 A b A T A

FHia Z |l
25 H W RAICEVE AT

W

SEE AR

RS

T IV RS s 1P bl AL 5%
license-server address address secret secret [port port]

i

ciscoasa(config)# license-server address 10.1.1.1 secret farscape

TR S IR ST A P BRI I 1, TR e 1, MBS S R UL .
T2 (L) WIREE 7R IRSS s, TSR S5 st ik

license-server backup address address

i

ciscoasa(config)# license-server backup address 10.1.1.2
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ciscoasa(config) # license-server address 10.1.1.1 secret farscape
ciscoasa(config)# license-server backup address 10.1.1.2
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show activation-key [detail]
detail S8 734 s ARG Bl T I8 ) 0 VF ATk

XTI s Yo, i IR R “ARIE” VERIIE, IZVF AR AR AT B I E

Gt

Rl 1. JmITIE&EIEST show activation-key fiy 4 Bt B4 H
DL 207 3% 451217 show activation-key fir 2 I IFEAS T H, Hd BoRISIT 4 IE (RS

A AVEATUEANE B LTI TR PF AT UE ) BAA AN 3l (0 T I 1) (R P HIE -

ciscoasa# show activation-key

Serial Number: JMX1232L11M

Running Permanent Activation Key: Oxce06dc6b O0x8a7bbab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c
Running Timebased Activation Key: 0xa821d549 0x35725fed4d 0xc918b97b 0xcel0b987b 0x47c7c285
Running Timebased Activation Key: Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANs : 150

Inside Hosts : Unlimited
Failover : Active/Active
VPN-DES : Enabled
VPN-3DES-AES : Enabled
Security Contexts : 10

GTP/GPRS : Enabled
AnyConnect Premium Peers H

AnyConnect Essentials : Disabled
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Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Enabled perpetual
Shared AnyConnect Premium Peers : 12000 perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 12 62 days
Total UC Proxy Sessions : 12 62 days
Botnet Traffic Filter : Enabled 646 days
Intercompany Media Engine : Disabled perpetual

This platform has a Base license.

The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

0xaB821d549 0x35725fe4 0xc918b97b 0xcelOb987b 0x47c7c285

Botnet Traffic Filter : Enabled 646 days

Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2
Total UC Proxy Sessions : 10 62 days

~f5l 2. PhITIEEIEIT show activation-key detail Bt &Y% H

DL 2Bk % 43247 show activation-key detail i & I (OFEASH,  Horh SR ig8 47 VP rlHE
(B I AR AV ATIEANRE IS TR PR ATIE ), DARR AVFATUEANREAS C 222k R I | (i
HE GEBIAMAEESDD -
ciscoasa# show activation-key detail
Serial Number: 88810093382
Running Permanent Activation Key: Oxce0O6dcéb 0Ox8a7bbab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c

Running Timebased Activation Key: 0xa821d549 0x35725fe4 0xc918b97b OxceOb987b 0x47c7c285

Licensed features for this platform:

Maximum Physical Interfaces : 8 perpetual
VLANs : 20 DMZ Unrestricted
Dual ISPs : Enabled perpetual
VLAN Trunk Ports : 8 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Standby perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
AnyConnect Premium Peers H perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 25 perpetual
Total VPN Peers : 25 perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions H perpetual
Total UC Proxy Sessions H perpetual
Botnet Traffic Filter : Enabled 39 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5512-X Security Plus license.
Running Permanent Activation Key: Oxce0O6dcéb 0Ox8a7bbab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c

Licensed features for this platform:
Maximum Physical Interfaces : 8 perpetual
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VLANs : 20 DMZ Unrestricted
Dual ISPs : Enabled perpetual
VLAN Trunk Ports : 8 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Standby perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
AnyConnect Premium Peers HE perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 25 perpetual
Total VPN Peers : 25 perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions HE perpetual
Botnet Traffic Filter : Enabled 39 days
Intercompany Media Engine : Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

0xaB821d549 0x35725fe4 0xc918b97b 0xcelOb987b 0x47c7c285

Botnet Traffic Filter : Enabled 39 days

Inactive Timebased Activation Key:

Oxyadayada3 Oxyadayada3 Oxyadayada3 Oxyadayada3 Oxyadayada3
AnyConnect Premium Peers : 25 7 days

w5 3: BBEIHR T A Y % &S 1T show activation-key detail B B4
DR 2 i i) 46 15 454247 show activation-key detail iy 4 I REA G, Horp R
© FRAAVFTIE CA AR AV AT UERISEF I (0] (VR ED o

o COMBEDIRARAE VFRIIE OR B RSB B S IFVFANIE) o X2 ASA ESIBR
BATHIVFATIE . M VF RTAIE Fp S R 32 T R A B 1 AT IE A A R LI B

o FWAKAVFAIE,
o BRI TR VFAIE GESIAIEESD)

ciscoasa# show activation-key detail

Serial Number: P3000000171

Running Permanent Activation Key: OxceO6dcéb 0x8a7bb5ab7 0Oxale2ldd4 0xd2c4b8b8 0xc4594f9c
Running Timebased Activation Key: 0xa821d549 0x35725fe4 0xc918b97b 0Oxce0b987b 0x47c7c285

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 12 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
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Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions HE perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.

Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 12 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers HI perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions Ha perpetual
Total UC Proxy Sessions ! perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.
Running Permanent Activation Key: OxceO6dc6éb 0x8a7b5ab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts : 2 perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

0xaB821d549 0x35725fe4 0xc918b97b 0xcelOb987b 0x47c7c285
Botnet Traffic Filter : Enabled 33 days
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Inactive Timebased Activation Key:

Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3
Security Contexts HE 7 days

AnyConnect Premium Peers : 100 7 days

Oxyadayad4 Oxyadayad4 Oxyadayad4 Oxyadayad4 Oxyadayad4
Total UC Proxy Sessions : 100 14 days

= 4: RS RS h BYSERN IR #IE 1T show activation-key detail B BY%i
DR 2 4 B s b0 e 1% 43247 show activation-key detail fir &I AEA R, Horh oK.
 FEBAA VAT (BRI AV ERIEF I R VF T UED
o CHBEDIHEERE” VPRNIE OR A E & AR A IR ATE) o X0 ASA ESEBR
BATIVEATIIE o EVFRTIE A s e 32V AT e A A Bh VP AT IE 245 TR AE LR B
* FHBIB A K AVFATIE

o ARBD B BB T I A IVFAE. GRSNAIEARTES)) o SR BOA AR R TN IR 7R )
UE,  DAIEAE SR ARt AN 2 AR T A7

ciscoasa# show activation-key detail

Serial Number: P3000000011
Running Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts : 2 perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.

Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 10 perpetual
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GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers H perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions ! perpetual
Total UC Proxy Sessions I perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.
Running Permanent Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts H perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers H perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions H perpetual
Total UC Proxy Sessions H perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.

w5 5: BT A A ASA BRSZHEERAY F I &IE1T show activation-key B 9% H
BLR J2 i by ik #4817 show activation-key i &I IEEA T HY, o B
o FRAVFIE CAIF I A AT IEFIRE T I8 1) A4 vl E ) .

o CCMBEDIRARAE” VFRIE OR B RS AAHBI B G IFVFANIE) o 3X2 ASA _ESIfR
AT AIVFATIE . EVF RTAIE AP S R 32V T UE AN B VF AT IR A R LI AA B .

o B REE T N R YFTIE GESIATEEESD .

ciscoasa# show activation-key

erial Number: SAL144705BF

Running Permanent Activation Key: Ox4dled752 Oxc8cfeb37 0xf4c38198 0x93c04c28 Ox4alc049a
Running Timebased Activation Key: Oxbc07bbd7 0xb15591e0 0Oxed68c013 0xd79374ff 0x44£87880

Licensed features for this platform:
Maximum Interfaces : 1024 perpetual
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Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 25 perpetual
GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.

Failover cluster licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 50 perpetual

GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA- SMl No Payload Encryption license.
The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

Oxbc07bbd7 0xb15591e0 0xed68c013 0xd79374ff 0x44£87880
Botnet Traffic Filter : Enabled 330 days

w~f5l 6. HIFEYIHRIT AT ASA BR SRR AY4HEN IR &151T show activation-key B B4
DL 2 4l Bl MR A1 4 ¥ 45324 show activation-key v 4 I REAH HE, Horp BoR:
GBI AV RIIE (5 I AR AV AT UE RIS T B[R] R V8 AT HIED

o CHBEDIHARRE” VRRTUE CR A WA AABI B A IV ANIE) o X2 ASA ESERR
IBATHIVFATIE . VR AT UE A RO S VE TR A B VF AT UL A R LUK B

o WA 2B ISR TN A B VFRTE. GEZIREERSZEN) o I8 B AT 2T I 1) (/7 ]
UE,  DAICAE BEAE A H AN 25 oA T Ao N 25

ciscoasa# show activation-key detail

Serial Number: SAD143502E3
Running Permanent Activation Key: 0xf404c46a 0xb8e5bd84 0x28clb900 0x92ecal9c 0x4e2a0683

Licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 25 perpetual
GTP/GPRS : Disabled perpetual
Botnet Traffic Filter : Disabled perpetual

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.

Failover cluster licensed features for this platform:
Maximum Interfaces : 1024 perpetual
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Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 50 perpetual

GTP/GPRS : Enabled perpetual

Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.

The flash permanent activation key is the SAME as the running permanent key.

~f5l 7. EEBEE1T show activation-key Bt Y H

ciscoasa# show activation-key
Serial Number: JMX1504L2TD
Running Permanent Activation Key: Ox4a3eea7b 0x54b9f6la 0x4143a90c 0xe5849088 0x4412d4a9

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 100 perpetual
Inside Hosts : Unlimited perpetual

Failover : Active/Active perpetual

Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual

Security Contexts : 2 perpetual

GTP/GPRS : Disabled perpetual

AnyConnect Premium Peers : 2 perpetual

AnyConnect Essentials : Disabled perpetual

Other VPN Peers : 250 perpetual

Total VPN Peers : 250 perpetual

Shared License : Disabled perpetual

AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 2 perpetual

Total UC Proxy Sessions 2 perpetual

Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Enabled perpetual

This platform has an ASA 5585-X base license.

Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 100 perpetual
Inside Hosts : Unlimited perpetual

Failover : Active/Active perpetual

Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual

Security Contexts : 4 perpetual

GTP/GPRS : Disabled perpetual

AnyConnect Premium Peers : 4 perpetual

AnyConnect Essentials : Disabled perpetual

Other VPN Peers 250 perpetual

Total VPN Peers 250 perpetual

Shared License : Disabled perpetual

AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 4 perpetual

Total UC Proxy Sessions 4 perpetual
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Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Enabled perpetual

This platform has an ASA 5585-X base license.

The flash permanent activation key is the SAME as the running permanent key.

WPV aE, WAL Fad 2
* show shared license [detail | client [hostname] | backup]

RV ARG TG B AT SRBE A AGE H TR al R4S 28 detail KB T BB 5%
MGG S B R N EIR A NS 5F MR R, EMEH client X8 . backup JCgk
FH T B & RS #1015 S

ERRILEVF IS T HE B, I clear shared license 14 .

DA & VFAHIEZ 53 | show shared license fiv 4 [ FE A Hh -

ciscoasa> show shared license
Primary License Server : 10.3.32.20
Version : 1
Status : Inactive

Shared license utilization:

SSLVPN:
Total for network : 5000
Available : 5000
Utilized : 0
This device:
Platform limit : 250
Current usage : 0
High usage : 0
Messages Tx/Rx/Error:
Registration 0/ 0/0
Get 0/07/0
Release 0/07/0
Transfer 0/ 0/0

DL 0T E IR 2528 show shared license detail 4 [IRE A H «

ciscoasa> show shared license detail
Backup License Server Info:

Device ID : ABCD
Address : 10.1.1.2
Registered : NO
HA peer ID : EFGH
Registered : NO
Messages Tx/Rx/Error
Hello :0/0/0
Sync 0/0/0
Update 0/0/0

Shared license utilization:
SSLVPN:
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Total for network : 500
Available : 500
Utilized : 0
This device:
Platform limit : 250
Current usage : 0
High usage : 0
Messages Tx/Rx/Error:
Registration 0/0/0
Get 0/0/0
Release 0/0/0
Transfer 0/0/0

Client Info:

Hostname : 5540-A
Device ID 1 XXXXXXXXXXX
SSLVPN:
Current usage : 0
High : 0
Messages Tx/Rx/Error:
Registration 1/1/0
Get 0/0/0
Release 0/0/0
Transfer 0/0/0

* show activation-key
BoR ASA 2B VFAAE. show version iy 4t il HI T B /R4 il iE(E B
* show vpn-sessiondb

B7RA K VPN 2 if IV AIESS B
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PAK iFR]ERY 7 5B

AsANIT |

INEEAFR FEERRA 15 AR
BN T RN VLAN B8 7.0(5) P T LA R
* ASAS510 JEREF AT ZE R EN
32000 #4h0F] 50000; VLAN %M
0 B4 hnE] 10,
* ASAS510 JERF AT ZE RN
64000 #h0%] 130000; VLAN M
10 B4 hn 2] 25,
* ASAS5520 ZHEU 130000 34 n 21
280000; VLAN %M\ 25 381
100.
* ASAS5540 ZHEU 280000 H4 in 21|
400000; VLAN %5\ 100 3 in 3]
200.
#1T SSL VPN Y afiiF % 5 7.2(1) A ASA 5550 AU i ARSI T 5000
F* SSL VPN ¥4 Al il .
ASA 5510 Ff3EmrnriEsan 70 [7.22) XTF ASA 5510 FREEAEFRTE, Bk
24 e EON 3 s #4303 n 21 6 R
N
(e
WINT VLAN 3= 7.2(2) ASA 5505 3885 0 22 4 0] i VLAN

M RECR NS (B4 Dhfes 1A
P 1ANRA & HEHD 88n3) 20
NAEThREE O . thAh, gk DR
M1 EEINE] 8. BL{EA 20 N AThfek
M, AT A8 backup interface iy 4>
AR 2% FH ISP £ 1 DhRgs fmr Lo I
A ThRes . B OmAXT
Easy VPN B E AR A H o

PLR 251 VLAN B BR it A T8
Jn: ASA 5510 CHFFFEmbFmTIE, M
10 802 505 X6 4858 R 22 4V AT HIE,
M 25 38805 1000 « ASA 5520 (A 100
BNE] 150> F1 ASA 5550 (A 200 3
2 250) .
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pak i iEes e I

TIREAFR

152 AR

KT ASA 5510 Hé5 A 22 VP nf AR T
PN ES

B ATH 5 A 2 VP [ UE 1) ASA 5510 3L
{EAE Ethernet 0/0 1 0/1 ¥ 0 _ESZHRFT-JK
DL (1000 Mbps).  £EFEREVFATUEAT,
EATTPKE GRS FHAEPUE LUK M (100 Mbps)
i o X PIMFAIIE, Ethernet 0/2.
0/3 F11 074 475 Ay BReade LA W 3 11

TR 2 14 FRAJ5 N Ethernet 0/0 £l
Ethernet 0/1.

18T speed iy 4 1T 5 S0HE 1 L IR
1§ 1] show interface iy 4 1] & & A A4
Pz 122 A

P48 VF T

8.02)

FINT SR vHG VR e, /Eh Cisco
AnyConnect 3G % /7 ¥y SSL VPN 4%
FERUR— AN AT, TRETH LR — R
HFASE R4 P 17905 2 A R ) 5
AP B KB BRAERGELL A G
SUBrEATE . ek s SR E
FEMEI, SO IR, B
AR RI% S ASA. ASA 1
JEG SRR ST 45 Rk R € 3
AVj I 5EHE (DAP).

U 20 G R A VP T, 16577 BT
MR, DA B R A LT
S AR TER) L AT
L
SRR TR R A TR
o, 0 A LT S0 PR RS
FIFEHEAT S

ASA 5510 ] VPN 11 #3517

8.02)

ASA 5510 588 22 2 V/F ] UFILE ST
VPN 11 2341

G H TR 8115 44 1) AnyConnect 1 AT HIE

8.0(3)

I T &M T#38) %4 AnyConnect
VFR[HE, e, Windows #2311k 25 7]
LL#H AnyConnect %% P i i 45 42
ASA.

HET I 8] (VR AT IR

8.0(4)/8.1(2)

FIN T 0SB T I (8] VR AT IR AR S o

HHNT ASA 5580 ) VLAN $H&

8.12)

7E ASA 5580 |2 FFI VLAN $ i I\
100 # 1% 250,
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TIREAFR

152 AR

gt AE AN UG VTR

SINT UC ARBESTEVF A IE. HTEAR
B PRSI QBN s 5 R I
e LR ] TLS AR HI 2% . AR
UC VPl iE BRI A4S TLS ARHE 25 1 i3k
T8, BT Ik Se v H #4E UC AR B4
RERFIRMGVFA], I H T LURA R
¥ .

SETRELERRAS 8.1 AT H] .

e~ W 2 el i 2 VF PTIE

8.2(1)

FIN TR M2 L DRV AT .
J P2 i P T LLBRIEAE 7] CAA
R A4 AN TP Ik (34, AT 7 A8
AT L5 S o

AnyConnect Al i V1 AT HIE

8.2(1)

5] NT AnyConnect ZERlfR AT iE. 1
VFA[ESZ FF AnyConnect VPN % /7 i 1y
] ASA. BEVF ] UEANSCRERE T30 B 1)
SSL VPN i) sl SR} 22 4 iy o 61X
LeTNRE, 1S AnyConnect (552 I VT
T E AN J& AnyConnect FEfiti i 4 A] IE «

TR 1)) AnyConnect H&fil il 1F 7]
ik, VPN PRI Web
WNEE KBTS, SRIG N A
J£JH 3l (WebLaunch)
AnyConnect % )7 %y o

AnyConnect & /' 3 AR A FE L — RFUAH ]
HI i HIRE, o i e T uE ik
JEf T AnyConnect = 2RI AT IE A FH .

AnyConnect JERlRRVT 1 IEARE S5 45 ¢
ASA ERIELURVFRTE R N A TE sk
A: AnyConnect =2 i T IE (BT 26
R B R A PR VAT IE . (RIS WT LA
FEF — 28 N AR ASA _EizfTr
AnyConnect JEfili it FIT AnyConnect 4%
JCVF AT IE o

BIAGOL T, ASA ] AnyConnect %
BERRVE AT UE, AR ] Lhsd e dn R 77 20Ky
HAER, DS ARV R {E
webvpn, #RJE1fF no
anyconnect-essentials #ir 4>
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pak it ]

ThEEZA TR FahrA it AR

SSL VPN ¥FrJilE 8 ¢ A AnyConnect 5 | 8.2(1) SSL VPN ¥ AJiiE [ 44 AR 5E 50 A

2R i SSL VPN R AR AT HIE AnyConnect 52K it SSL VPN WA 1FA]
1k,

SSL VPN L2Vl 8.2(1) I T SSLVPNILZVFRTIE, £ ASA

Al LA A LA SSL VPN 41t

B AR AN 7 2248l 5 AR REVF
AHIE

8.2(2)

B RBEAFEFRE UC ARELAF AT IE,

10 GE I/O ¥FJ3F (FH T4 SSP-20 [
ASA 5585-X)

8.2(3)

5INT 10 GE /O VFr[iE (JHFiF
SSP-20 (] ASA 5585-X) , LUMEAEIGET
g 1 _FSCHRE 10 TIRLOK B . BRIA
fHULF, SSP-60 S HE 10 Ik LUK i
i

P 22 7E 8.3(x) AT ASLHF ASA
5585-X.

10 GE I/O ¥FJ3F (FH T4 SSP-10 1
ASA 5585-X)

8.2(4)

5INT 10 GE /O VFr[iE (JHFiF
SSP-10 () ASA 5585-X) , LUMELEIEET
giig 1 SCHF 10 TIR UK R . BRIA
UL, SSP-40 SCHF 10 T-JK LK M 14
i

iR 11 8.3(x) AT AR ASA
5585-X.

ANAR R e e ) e P AIE

8.3(1)

ANFFESRAEEA A% LI D) 3 e
AR oK E 3 e MR B s 45 1 & F 1
AR A [ I 3% P e £ IR VF TR o
BT LU iv4: show activation-key
F1 show version.

A B IS T RV R E

8.3(1)

FEF IR P VF T UEBLAE v LAME S . AEVF
ZAEOLT, AT Re T BT LTI A 1)
VFRATUE, FF M IHVF AR T8 % 208 v
AAE . T A T i 1) (R rT R A
ATEEAE R ThfE,  ER BV RTIEZ /T
VFRIER A BN EZL. ASA AV
He B IV ATE, AN A FH 0
VEAIERI, AR Rk 22 i 2 %%
SHTVE AT IE T R 2R 2 AT IE FR R 1)

o3 ) (B AR 5 | BE VR Tk

8.3(1)

FINT IME ¥FafiE,

CLIF%E1: BR ASA RFIEMIRECLUEERR, 916



B racismiznme

AsANIT |

INREBFR FEERRA i3t BB
2 AN ST IS TR R F AT IE B A T a5 Sk | 8.3(1) TSIAE AT DLz 35 2 AN L1 I R] (1 77 ]
& U, FAIhEE— R R AEH — AN E AL
TR
BT LU R4 show activation-key
1 show version.
RIS R R AT IE A ST s A . | 8.3(1) TEIAE ] LA — AN iy 2R s 584
ST 1) A4 AT AIE
B T LU R a4 activation-key
[activate | deactivate].
AnyConnect /i SSL VPN fRA 1] | 8.3(1) AnyConnect =12¢/ix SSL VPN fRAVF 1]
WE S 25 AnyConnect 15 2¢ it SSL VPN UE 2 5 58 4 AnyConnect #5325 i SSL
VER]E VPN ¥ ]Ik .
FHFH DR TE 5 38 miefg: 8.3(2) W B AEAE ASA 5505 % 5550 22 A
BN, WSEEH S —l . s
25 VPN Flos N2 4 2 o
iR BERF IR UGANAE 8.3(x) 532 3L
B, SEAEAE 8.4(1) KB T A
RS L= 0| o S )
- ASA FIRFIRAEARRRA o
T ASA 5550, 5580 F 5585-X [rifE | 8.4(1) St T-H SSP-10 ) ASA 5550 FII ASA
¥ 5585-X, B NAE SN 50 342 100,
X Fiy SSP-20 FHHE Ry FAS 1) ASA 5580
F15585-X, e RECE M 50 B0 E 250,
BINT ASA 5580 11 5585-X (] VLAN | 8.4(1) T ASA 5580 F1 5585-X, 5 K VLAN

ok

BUOE M 250 B3 1024,
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WINT ASA 5580 Fl1 5585-X (%L

P 1B KA R B

* ASA 5580-20 - 1,000,000 5
2,000,000,

* ASA 5580-40 - 2,000,000 %
4,000,000,

* 47 SSP-10 1] ASA 5585-X: 750,000
% 1,000,000,

s i SSP-20 [F] ASA 5585-X:
1,000,000 2= 2,000,000

* 47 SSP-40 1) ASA 5585-X:
2,000,000 % 4,000,000

* 17 SSP-60 1) ASA 5585-X:
2,000,000 % 10,000,000

AnyConnect (2% SSL VPN ¥ AJHiF 51
B AnyConnect 5 2% iR VF AJIE

8.4(1)

AnyConnect 2%/ SSL VPN V¥ A LE[f]
AFRE A AnyConnect (53 ZRVT AT IE
VFAIIEAS SV 7m A “SSL VPN Peers” 5
2k “AnyConnect Premium Peers”

1T ASA 5580 ] AnyConnect VPN
A

8.4(1)

AnyConnect VPN 2 1% B il ) 5,000 38 fi1
£ 10,000,

11T ASA 5580 (K H Al VPN £ 4L

8.4(1)

HoAth VPN 21 £ BRAE N 5,000 34 jin 21
10,000,

i TKEV2 [ IPsec JEFE17 7] VPN

8.4(1)

1] AnyConnect FEfitli i A1 AnyConnect (5

RVF AT UE RSN T {48 IKEV2 ) IPsec

REV5 1] VPN

R ASA bXJ IKEv2 ISCRAFALE
PURFR:  FATT A AN S Hr
R KEK.

IKEv2 35 5 1) 2535 U7 N 31 HoAs VPN
HJiE (LRI A IPsec VPN) o il VPN
VF RIS eSS R AT HIE b

FIF 8 e 8o s g A

8.4(1)

TR I RS (1 ASA
5585-X) , ASAMEW ARGl E M
VPN Ihiig, M ASA AT LLH 15 54
YU 5% /X
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W5 T SSP-20 £ SSP-40 [#]X{ SSP

X} T- SSP-40 Al SSP-60, % 1) LL{E[R]—
BLAE A AN AH R 2230 SSPe AN
FRIRA R SSP (4lty1, ASSE R
SSP-40 Al SSP-60) . £~ SSP ¥1E Ky
BUST A%, AT EOMC R, AL
o2, T LKA SSP R i ) 4t
MALENLUHT A A SSP I AN SRR

VPN; {Hifd &, VPN IR g2k

ASA 5512-X & ASA 5555-X [F] IPS fih
VEHTIE

8.6(1)

ASA 5512-X. ASA 5515-X. ASA
5525-X. ASA 5545-X Fil ASA 5555-X |
[] IPS SSP # A A7 % TIPS ALBR/Fr]
ik

ASA 5580 I 5585-X [RIAEREVF AT IE

9.0(1)

4 ASA 5580 FI 5585-X 5N T R FF AT
-‘LEO

ASASM 52 VPN

9.0(1)

ASASM IL{ESZFEITA VPN IR

ASASM > g —ifs

9.0(1)

ASASM BUFESCRF AT T0AR Lh g

SSP-10 Fi1 SSP-20 1] ASA 5585-X X SSP
HE (SSP-40 F1I SSP-60 [&4F) 5 XSSP
] VPN 7 ¢

9.0(1)

ASA 5585-X ILAE ST SSP 854
FHXUSSP (E[A—HLAR 8 n] LU
PN FH IR 2259 1) SSP) o i XL SSP
I, AR VPN,

ASA 5500-X X SEREISCRF

9.1(4)

ASA 5512-X. ASA 5515-X. ASA
5525-X. ASA 5545-X 1 ASA 5555-X i,
FESZ R 2 WA AURIEERE. BRI
DU, AEREREVE AT SRR B A%
FERE X T ASA 5512-X, #BTE S0
Y2z A VFATE

XF ASA 5585-X 3ZFF 16 NMERE KT

9.2(1)

ASA 5585-X IAESCFFH 16 5 W& ALK
HIEERE,

2l NT ASAv4 Fl ASAv30 FrvERRFI =
AL S VF Al IE

9.2(1)

ASAv A5 — PR VT T % i
RN T 28R 2% il ) ASAv4 FIT ASAvV30
TRAVFAE . TG AT A BRI P E

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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ARV RE A VR AT, T AR R SR BEVF AT IR . 5 AU B (PAK) VRATIEAS ], A
REVFPTIEARZRE B @815 o Jn] LURAA B35 oA 1) ASA, I AN BEAE 6 et (VR R 8. Tl
A REEAFVRTT, fah T DUEHE T A VR A A U R K

R ASA TEEES A ISA 3000 EAT R GERALYF AT . B H PAK YFATIE. 5300 6T PAK AT
ik, 547 5,

A REFAF G IR REVF R ThREAAT N TR B, WS SRR REN ™ i R 51

« KTRBEIRETT , 593

* BRIV AT A SAE 5 106 UL

s BREBAFVFRTRR R, BB 111 0T

o BREAFVFRTBRIABCE , 55 111 0L

* ASAv: FLER BRI, 5 112 11

* Firepower 1000, 2100: FL'E & GEHAEVF] , 2 124 1T
* Firepower 4100/9300: ] LR Ge VAT, 55 135 71
o AN S HVFACIE , 58 138 1T

o IR RRIAR T, 2R 147 T

RS BAREAS . 5 150 0L

B il . o5 153 W

*H
1)
o A

LT BRI

ASHRI> S 4 REFATVF AT 1K) A Jst 2

N
H
2
H

O OF

Firepower 4100/9300 #178 £ ASA BV & BE3X 41T 7]

X§ T Firepower 4100/9300 HLAS -] ASA, B RERAFVFRTHCE, X4 b Firepower 4100/9300 HLAS 5 2
54 H0 ASA PR
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B =oaugmsnxes

* Firepower 4100/9300 HLAR - 7EHLAE b RCE P78 GeCPHV/r o) JEAi 6o, G4 H T 5Vl uEak
WA TS 2% Firepower 4100/9300 HLAH A & J6 F AT VF vl UE Rl 0] 3247,

A\

HE BT ST 2 B SR SBUR L AR I 8 B
Bk

* ASA N - 7€ ASA WP E T VFA] IR AL

& eI B TR AR FAMK P

PR AW K A B AN VFATIERS, R AE SRR RE R F A B 28 rhons FLadb A e 2
https://software.cisco.com/#module/SmartLicensing

R RE A B, T LU ARG SRR

a4

T

BETE

K AVEAIECR B

WRGEGE AT, VR R LRCE RIS o R R B, T DU R
LT

BRAANTEOLT, VFATUEAACZs £ 0K AR VORI S o 1E I - 78 51, s ] DAIE PO S A i f
1 7 S T DY 1 e s T e e /A= KT 28 I B U I A - 0 i T N W R 2 /LK== N
BEFAIERE A

USRS B TEIE VT W IR, o ANRE I VR IEAUACHURA I, 45T ARG B e VP )

RS R e T 2 A S R M eV s ) LR, 8 mT BLIE R RS ASATE SRAK AVFATIE. K AVFAT
UEAN T ZE W5 M) VEATIEAUA IR . 55 PAK VFRTIE—FE, BOKRED ASA W SE— N VFRTIE S 222 VF AT
UEEF . 9 PAK VPR UEAN A, SOREIE R 2 e A4 B A SR IDUNMVES BEVF W IE . S8 mT LA E SU1 4 g
VFAT R 5 2K AV PTE TR 5 TRV A D) 4 o

ASAV K AVFRIIET B

BT LSRR e TS 1, LUB T A DhRe: AndERs IR R & 9025 (3DES/AES)
VEaAE Cln R ik P 755 44F) 5 M1 AnyConnect 2 7 v LI g R F 27 & ild KA, BRI
THE M2 AnyConnect VF HJ UE & 7545 BUE ] AnyConnect (123 AnyConnect Plus. AnyConnect
Apex MY VPN VFAIE , 5597 11D

* 100 Mbps #ZAX

* 1 Gbps AL
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* 2 Gbps AL
* 10 Gbps #Z4L
* 20 Gbps 24

TRAL IR P BAE AS AV F8 2 RS T RIAL G0 o BB S 8 ST SR A VE AT HIE o 2 SRAH J 2
S IORAL A, WA 250 [ 224 B VF ) A TR AR A 0 SR (K VFRTIE . 28 e B8
11 ASAv I9Z S, FEREIUNLIEERE P, T LA vCPU A1 DRAM BB AV REBT OB BCESR ;s A7 %
XU, Zx[ ASAv PUEN T THRM -

WA A P AR, AT 7E ASA AR GR FARAS, SR KHiZ AR i N RE R4 HEL o
T DUREIVFRIIE . B OR IERAEAEIR [ 7, DA G0k AR AR mTUE A 9%

Azure FEIUNLIS TR P A SCREK AR UE TR

Firepower 1000 7k A 1 FJE 7 B8

fn] LISREUS T BT ShRERIVFr]E: #RUE)Z; Security Plus (Firepower 1010); 5 K 224> 1 5o 4=
(Firepower 1100); #2J1% (3DES/AES) ¥ i[iF (S HIMK 77 & 4F) 5 LA, AnyConnect %/
Ui Difie O3 B 6 1 fc K 3cE:, HARIGR T 480 3 1) AnyConnect VA IE 2 757 3 R AnyConnect
IR (32 AnyConnect Plus. AnyConnect Apex FI1{{ VPN V] , 2597 1) o

TR TG EAE ASA TR B PG SRBERL,  DME ASA RVFH e,

RS A VE AT, WA 200 £E ASA AR BGR IPARS, SR Rz AU A\ BE P B2
PUBRFFATIE. iR I EAREIRIR MR, LA G o AR VR rTHIEAS 2%

Firepower 2100 7k AV A E T &

BT LISREUS HI T DhREMIVF TR brdEfzs SR a5 0 (3DES/AES) ¥Fnliik (4
TRk P AT 52501+ LAM AnyConnect %5 F i Dy BE O FH 211 & 1B KB, ORI T 108 32 1)
AnyConnect V[ il 15 5 FH A H AnyConnect [JAUF] (1525 AnyConnect Plus. AnyConnect Apex
AX VPN VFRTIE , 5% 97 B0 o BIETTEAE ASA FCE TR, LME ASA fetF HAEH] .

ARG A VE AT, W20 AE ASA AR GRIPACRS, SR Rz AU AR B B A
DGR PIVFRT IR A R IE AR IR D B, DASEE G A A8 ] B VF rTUEAS 2% .

Firepower 4100/9300 #/L 58 7 A i AT iE 7 &4

Rl LUREUS HI T DhREMIVF TR brdefzs KL e SEGIE S RVFnliE; 5ij% (3DES/AES)
VFRIE CHnR ISR P55 444 3 BAX AnyConnect 22 i BhRE 28 H BT 6 iR s,  BARIX
P S AnyConnect VFR] UE2 15 R AT AnyConnect FIBUH] (1525 AnyConnect Plus.
AnyConnect Apex F1{{ VPN VFH[HE , 2 97 71) o VFAUELE Firepower 4100/9300 HLAH [ #E, (HAE
T EUR ASA BUESAL DME ASA SLVHEEA.

WA EAE VAT IE, A 5058 I 7 Firepower 4100/9300 AL4H 1 /E BB FARES, AR5 Kz A i
AR RE A B A ORIV Rl E o A SR E AR [P R, DA Gk A I /F T e A 9%

DERSR (Bt EER AR

DR AEIR e 12 A e D ICVR s i) LR, R mT BLIE 6 AR AR (VM) T 302 A A RERR AT
Bas AR (WA AMIE) Hedsds. % DR A B DIREM T4, JFRVFROIITA A
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1R ERIK P BRI AEFIZ &

R

B AR Pt EEMIVF AT IR ST o AT TR A B I 3 VP T UE AR LA DA )0 s VRl e A 1
T LUZ I R R AT RS, B LFBAD .

DRSS ds BT ASAT LT Tl R
o P B R AT IE
© AR A IVFRTIE
o PR R SEARZ T ARV AT IE

ARUAER, WS CERRIE S TAE) .

A R P 0] LAAS 23 B g 1K BV RTIERS, A Rk e UK - RV R R R A AT . AR
TS BBV OTE, AT DA G5 — AN AR AR A FH (1P vl E o 0k T AZE R JUUIK 7 2 [+
WA

X} T Firepower 4100/9300 HLAH [1¥] ASA - AXHUARVEM A4, THLAR T ASA N &=k B O
VEA[IE . hn, $FTFRCA 3 AN 224 (1) Firepower 9300HLA7, HUAR T — A4, (HBHdi ] 3 A4
BRI IE

ASAv
ASAV ASCFFHL . 7E ASAV [ VT UEMUR MU M 2 FT, B 70 A% B 2 R RS T g AT .

Firepower 1000

1t Firepower 1000 [ VF [ EMUR MU N 0T, BEa/EvHbiBi=l Mz 90 X CEfiHE) o (NE A
FHERAIZAL . ML IARRZE 9, Firepower 1000 K548 A A

pEX

AR RBP4 VT EIEA T 95 (SDES/AES): M0 VT E AU MLV A BB ol e P
% (3DES/AES) VF Il 5 th 25 HLHE 4.

Firepower 2100

1t Firepower 2100 [ V7 nJEMUR MU M 2 7T, B R7EVHEEENFIE4T 90 X CRMEH ) o (LTS
FHERAFAL . ML IABRZ5 3N, Firepower 2100 #5748 ANt

R

(S SV WIEREAT 38 12 (3DES/AES)s  KSAAZ i) VI ERT A HLIGRA L, L3l i J1 3
% (3DES/AES) Vi i UE [ 3 5 L4«
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Firepower 4100/9300 %/ 55
Firepower 4100/9300 HLAE S HF Iy A2 8 1) AL VF AT I :

 BURZ PR - 7E Firepower 4100/9300 HLAH [ VF v WM R WU M2 77, S7EVHERR Fig
1790 K CRAFHTE) o ASA 7EMEIR T ICVEE RIS IR, HAS R FBRAREAL . L PR 45
W, Firepower 4100/9300 HLAE 248 A AR A0

o FETRBUIVEA B - 7F Firepower 4100/9300 LA 7] 28 nT UEMUR AURIVE M 2 5, #8n] DASRHE
T VA R ATE, DX S aiE A Bc sy ASA. fE ASA 1, Al IRUE I SRIZRL. 24i%dk
TR VF AT e B BN, T BT ST I A RV T UE BER UK AV AT .

N

AR ARV R UEEAT 5 0% (3DES/AES); S50 [A) VR ENU A M LG T I SRIBUK AVF AT IE,
CABZCRT Je 58 i 25 (3DES/AES) VAT E 145 A B 4 it

XT8N 57 BT AlLE
LI A e B0 SV TR LA

AnyConnect Plus. AnyConnect Apex #1{X VPN i 7] i

AnyConnect Plus. AnyConnect Apex B{{{ VPN Vi iF & n] M H T 24> ASA 12 & VFa ik, Brf
XY ASA HILEVF AT UESR 8 I — AN P it A FH R REVF P IR 1 28 AN T B0 52 B> 5 S B . FAE i
AnyConnect VF AT UE o {EATS 2000 AR [A] (VR AT, FF HAT 200K [l 4 5 R & 5 1) Cisco.com 1D,
DLIRHCR A 0o vs AR SRR . AT G, 1HS 0

* Cisco AnyConnect 1] 5

* AnyConnect ¥ 1] I ] @2 (FAQ)

H{th VPN i 0]
Hifth VPN 215 HELL N VPN 287,
* {§i/H] IKEv1 [#] IPsec WGFE17 ] VPN
 {fi [} IKEv1 [ IPsec ¥k fili] VPN
* {fi [ IKEv2 ] IPsec ¥ 5] VPN
SRR AT UE L B AE SRV TR
HEFMBZEAEA VPN SRS E]
« BARIE KR VPN 215 231 #d 52 K VPN AnyConnect 21 SR LA VPN 158k, Hi2 &

SUECR NS VPN i ER G WG T 5K VPN i 8, W] RAXE ASA SEtiid 2, AR R
S U E P 238 KN
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s W RS ICE S SSL VPN 2316, AR J5 M1/ A 8l AnyConnect 2/ ity 23 i, WS JL2 ] 1
ANeif. B2, AR YE)E 30 AnyConnect 25 ) i (140, JEI ML S 5G) , AR)GE S SR T i
SSL VPN ']/, WA 2 M.

5’%7]!1%3 ASAv

SN (3DES/AES) R AL RL BV I UEAUA LR B I A e 5% a2 BT T T8 BRIE R, DUMER e )8

Z) ASDM IR BIVF I IEAUR LR o 0 Tl ve & (MU i, 7R BIVF Al UE AU A LG JF 3R A5 30
BVFRUEZ |, a2 B ks B

SR REE AV RTR P R ASAY [VEMF RS, 1k RIFERE I SHIEMI R EERS
HIEHI TR S EHE, LU FH a0k N2 (3DES/AES) VFfiE RSk ;o205 & LA 4B o i

ASAV Z JFBRANANGRURES, NE ORI NS SIS, ASAV R REVFTIE, JF HAZ K
HEHAZBORA . RS EHN ASAv, JFEHAH T S HARME, 2808 iR &K ASAv iE )5 2

B BN E, RG0SR IZ VAT E.

RIS BRATEM ) ASA EHmINE, fFR SN T sing, WL ging ASAv 4 REf B
WAL

XF TR AVF AT UE TR VFoT R, Wk 2 RS 451, WS A5 N (3DES/AES) V11l ik,
XFF2.3.0 FRCART I P RSS 2o A, #AZAE ASA Bl E P Fahid R il ORI RS &
AR XFEOLR, R ASAY AR A ALK, B EBA T EAZ R

SBANER: 1% &% T B4 Firepower 1000 0 Firepower 2100

ASA BN L 3DES Thig, SUHTE B, P nT DUE S 20V v EM R HLA, 80T LT
RI{E ] ASDM. tH2 J5fF ASA FIRCE T SSH Vilnl, Wl LLfi ] SSH A1 SCP.  Hofth 75 258 fin s
(l4n VPN (R T BE DAZ it FH 500 8 VF AT I, 3K S 448 406 1) 2 ] SIE A& A LRG0 A

a4

USRS AEIHAT VI TR 2 S B AT o) np S in 25 (1 sh e (R AN LS T 99 im0 , 4 HTTPS
Bz LT, I LS CRERE . SERN e Ah 2 e RN PR B2 O, g
HE1/1. SSH ANEZRZM . iR LT HTTPS 3&EH:, nl DL 2190 & o 1 LLFDFT L B ASA, &
B BIEE 0, B B R W N T R N

AR ) R REFAFVE AR P 5 SR ASA FIVEE RN, 15 1L RIFER T I S RE MR R L ER ST
YEHIThRE S IEAE, DUE N 55 N 2% (3DES/AES) VF il iE CREFImk S 20 #F & LA 410D o W ASA
ZJFBAAG IR, HECRIIN T AR, ASA fF o gk fevrilad i (K. B4
BEPHEM ASA JFEE T AL, VFRREDPR RS i HRES . W RGOk ASA TR B HY ) BRIABE
B, RGUR S MERZVF AL,

USRI ASA I RAE TSN, 2 Ja XA 1 sihna, W A0 H N ASA A REAEHVF Al ik

X TR AV AU B VR e e, Wik 2 f 5 A0 451, WS F s N (3DES/AES) V1l ik
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| AsA T
wamrTiE ]

X5 T 2.3.0 Wit AR PR IRSSEhOAS,  SB5b 207 ASA TiL & T8 sKam & Ve ik (ASCHRE S
FPE R 5 EAMEILT, Wk ASA BN AGHURES, KA VRl .

. F&EIEN THY Firepower 2100

SN (3DES/AES) AI7E RSB VP T UEMUR AU B TR Mg 2w T BB, DM RS 15
ZJ) ASDM. I5VER, ASDM Vi M AE B AT BRI DN s B 4 0 BT o FE RSB R I TSR &
VFATIEZ /T, AN R VFIE R % % 9

) B BERPEVE AT OIS SR ASA IRE M R, TEIET R IFEBRS SRR EERSH
PRHITheE SR AE, DUE N F i s (3DES/AES) VAl il (RS IRk P s 05 G HAE F 46D o SR ASA
ZJEBARERIRES, RE ORI N FHAERPELS I, ASA KSR e vl & . RIS
TEEFEN ASA JEEE S HAMME, VPl iR R R HPRAS . Wk ASA IR R H) BNk
B, RGNS MBRXVFITHE.

WER AT ASA IS ARAL TSN, 2 Ja SCASIN T i, W25 S0 N8 ASA A REAHTVF Al ik

X F AR AV AT VF AR, W bk 2 R A 451, WS F s i (3DES/AES) ¥ AT HiE
FT2.3.0 FRCART I T RS S8 hAS, A ZAE ASA Bie & TaE sk imm a5 ik (A S 4
AR o XPHALR, 1% ASA B AAESIRE, BA SRR E.

3EfNZZ: Firepower 4100/9300 #1785

2 ASA B IR A, AT LIST TS 5 ASDM . 7RIS B IR SR ER N B A E 2 BT, A s
PURZ'E - S aF/

2088 ) B BE A VE K 7 R Firepower LA 107 A R, 5k b R FE@ I I SR E M= R
FRASHITHIThRE S LHE, LU FH 58025 (3DES/AES) VF ] HiE (IR J 1 b 545 & HAS 4
WR ASA Z B NAEHUIRAS, RECRIhN S A TEAS R, ASA a9k A vrm i % &1
M. WHREFPEMYAE, JFHAAH T A, 8 R EEAEE )RR ) BAE, &
4ok 2 I B % VF AT IE

G R AT LA I A F s, 2 J5 AN T 5 n 2, D) a 250 58 N2 ASA N H FE 3 A e A8 B
VA IEA %

X F AR A TR TR A R, WS bk 2 R A 45, WS A5 % (3DES/AES) ¥ T HiE

S F AN R G A E A ) 2.3.0 RRCART Y DA RS s hiAS: 48062048 ] CLI F-3hik sk ASA i 'E
PRI BR NS VEATIE, [N ASDM 75 %2 3DES. W1 ASA W AN AR, WA SRV FE BV il UE i

AL AT A

DES: FTBES

TeilZE I DES YAl iiF . i R 48 25545 3DES ¥FafiF, W DES AR A o BEAE A SEANAE FH 58 n 5 1s) 5
1A DES, 1845 00 T A AH O iy 2 0 HC B 0 AR FH 58 %

.

EE R ATE

(i
il
=i

EBhIE & FVFATE, FTRLSEIL LU M A A A

I CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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* Diameter
* GTP/GPRS

* SCTP

TLS RIESIiE S

M vE A RS TLS AR iE A2 T TLS VRl LERR I
] TLS AL 8 AR AT TLS BRI, Gl sh PELAARE CERHFTHED

HEALR AT RS AE — NEE T H 2 A S 0E . B, WO — R E T 3 A H BB Unified
Communications Manager, 45 2 4~ TLS X34 Hz.

] tls-proxy maximum-sessions iy %, Z7E ASDM 1{§if] Configuration > Firewall > Unified
Communications> TLSProxy Tk, B E TLSACELRR . ZAE RS BRE], 5% tisproxy
maximum-sessions ? #ir4 . RN ) TLS AHVE AT UE S T 2RIAR TLS ACEERRE], W) ASA AF)X
B TLS BRI LA S VP iEVC i . TLS ARERFR I PL g s TV nTiE BR s an SR 1 TLS AR 2R PR
MG TV U BRI, I TE A P vl e b R BT 23 1%

a4

N

XFLL “K8” g BRI IER R4S (B, H A EUbF 250 4 RE) , TLS AREESTEEUEE K
1000. XFFLL “k9” 45 R IKVFrIIES S (Bldn, F P80k 250 8 £ (VF T UE) , TLS AQERFR
B TECE, SRS R, K8 A1 KO 45 VF il U2 543t HI PR . K8 ASSZBRA, K932 PR,

WRTERRECE  (B4nfdi ] clear configureall #y4) , TLS ACRH PRI ¥ & AL ERINE ;G0 FLER
INMEAR TV ERR ], & B — 48 R, 1R tis-proxy maximum-sessions fir & F- R 3 1%
R (£ ASDM 1, i TLSProxy &%) WA EE DI write standby iy 4, 503
7 ASDM 1, 7EF k4% Al File> Save Running Configuration to Standby Unit >k ﬁ%h&ﬁ@dﬂ
5, WSTEmiB ¥4 b A 8h/E % clear configureall #iy4, DK, %l REa7rlilh % & 74
M. HTRCE RS SRR %4 LS 1 TLS AR PR, IJH:TM,ZJB%WE

AT HE N IE AT H SRTP I 21 :
o X} T K8 YFAiE, SRTP £ ifH R HIH 250
o X F K9 HFalE, WA AR R A

a4

& X VLAN #12

DU B ORI AT 0 28 35 (R P 253 N SRTP PR G S e 5 5 S T =X, RIS 4
SRTP, X LEIF I AN T N BRI o

ST VLAN BEHVHEd 0, a2 Hrld VLAN. il

interface gigabitethernet 0/0.100
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mrreresesrTE W

vlan 100

EFMERELIESRIFAE
BRSBTS % (3DES/AES) VT HE .

B pE 1)1 #R ek ASA SEBFIFA]IE

ASAv R[] 3F AT IE
P T 1 AR R 5 R VT

Firepower 1010 &Y #{ F2 171321 BT JiE
EHN T 28T

PI™ Firepower 1010 1 C#R A2 ) VF AT UEMUA UL 5k AR IR 55 28 P & Bt 8 BRI S Ji AR
HEVFRTUE AN 22 R INVFATHE, AR )5 4 RERC B e 7%

WH, BHAFELE ASA T EHRINES (3DES/AES) INEETIE, B AEEMBEAR, WEKE
RN SR AT 50 A i AE VR AR, P 6 8 25 0 S5 EL AT AH TR ) N 25 )

WIRTEAE ASA 8 F 58N (3DES/AES) HREVF Al UE (i, SF-T-112.3.0 ki LA w7 RN fe ik -4
PRES TR ME BRI & Ui, VST RS Jo e R FE e IR B A
M, AERBRSASMEAIXICE: CRRREZERE R B 7 RS a5 KT
WEe VFAIUERE R A — AN SR I M D3l aiE, Iz Dl S =2, I bR AV il i K 2%
R L, DMELEZ B &R R B N . bt )a, B 3 A s s i gk s i
PSR VERTUE o KT F A7 VI AT UE L 1) R 25 8 BB SR . M IH 1K 1 F & b 46 T 46
BUMANZXI, e ATV T UFAZAL . TE25 B8 AT B HT, W 3wk b A7 n] VR vl ik,
DU =5 B 2% VP AT IE A REAL T A A IR A . Wb D046 8 H SR A I IR A2 30 K, Wiz
B D) 45 78 S BRI A AN A B, LA FH it ln 25 A R, WLk Jeidoon) 5 225 N % (3DES/AES) Tt
VERTIE D) RERAT L & SR o8 S WHREAR 2 B0 . OB 3 FH B & RERA 35 D Rk — BSR4 24
WK, HBWVFAES U R R ROZ R D), W W& R ARG S E RS
VFAT AL AR B R RAPIRAS . EEFEG VAT, WEIERE GRS LHRE, REHENTE .

KAVFAIETR &
X TR AVFAIUETRE A 20 L B B D)0 2 1 Bk & HURR A SVl e S 3

Firepower 1100 AY# F2 17132 3F AT E
EM D EEREIFA

SUA 26 75 S 1) I 55 4 0 SR VF T o VP AT UE 2R A DA W D40 S 52 ) B B DT eV e o
BB s A S AN AR o

O T/ PO D3 e b U i, HUReAE e ERCE A BBV AT o T 32 0/ ATt e,
S BEAER DAL 1 00 B LR BB REVF AT o X B e B 2w e s, HA A

I CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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. Firepower 1100 & #F& 1] #6014 AT E

\}

IR R RIS ARE . BREVPIEM S S AA e s b, DUEAE IR AR RN 3
HIBEAE HAE A

TR

BFAS ASA LE T Gt B U #55F if 0A 200 EL A AR [R] B N AR AT IR o K ASA VR BE VR Al IR SS i, 24
TSN R EMA R, REi4 B AR A & E I PR RS ISl . bk, Efl R HA W
B ) 45 Ty B PRy S I 85 A ERINE, 65 R v 2k B -

o FE ) BRI 2 0, SRS WM B RE TR S A ERXMEOLT, Me AR EE
SN INGE. ARG, BRI, QkSEAE B BRCE VTR AL S A i ) 46
BEMK R FINE, R ~{EH AES/3DES Gz .

o TE¥ B A BRI RE VP IT IR AR 2 W0, 1S s DI . XFME DL R, S WA ERIE AR
AT . ARG, BCEVF AT UERAUER 3 s M B RE VT IR 4548 s 0 & & 0K SR
GVFIEF RSN o TR, WERETE R R T, K406 DES (3§
MM),Uﬁﬁ&Wﬁ%%%ER%%ﬁ@MMZW BT TEAIER NN & A, AR
ek eg FAT A AES/3DES. WERANE B Ng— G &, Wik sk 24 H AES/3DES, i Ji4h
WA MM DES, X300 5 5 &AL I EIRES (D o

BNV AIESRAOR 2 DL 5 U4 T A B

o bRt - BRI T A T B 1) IR S5 SR SR B VE RIE, (BRSO T # H B R T b vr
FAIE; EAN T 2 [ R 55 S R A

o 5 - HEFEMHRATFEIERIGF UL A, BB FeadEs i e s 2 ME S, I-EE
FHERS L. FER&NPREVFAIERE S & LSS RERE G IR R4 R
e il

o bRUEVERTIEALHR 2 M 56 6T FirePower 1120 B4, XS8R A TF R0 HE 4 M 5.
T LR/ X B B FECE 3 MG SR IVERTIE. Rk, SRA MO D)/ il E A HE
7M. AR, TG REAITE GRS S, A IV IE R 2 ARV S M. £
IS AL, KRR = Sl iERC & 1AM 5.

o BRUEVERIIEAE 2 M 5 XTI FirePower 1140 35045,  IXS6VF rlIE ST ELHG 4 /M 5.
TAE TR P 8% ERCE 4 MERMVETIE. Bk, Basbay v ib s

M. B, — BRI 5 AMES, i — A& B 3 MER, BIL 8 A
Tmcﬁ?*mm%m$A@%ﬁw,I%AﬁﬁTﬂﬁ%ﬁﬁmAfm,SAfmfﬁ
PRAEFE N

* SRINE (3DES/AES) i1 2.3.0 A AT KA REfRHe BLEs TR IS, ik il il s &
AR TERER H A0 — HA T e /5 BRIV e, JF R TV aHER S, RS
AEHE .

FER D) BT 5 T B R AR S T SR AV AT IE o "R G AV P E IR 75 10 Ml 55 BT Ag oK
BB A IH A P B A1 b 38 I BE & OB I AAZT IR, ER R ATV RTIE R A o A5 F B 26 R AT AL
LT, QR R B VR ATIE,  UDET T B VR RTIE R REAL T A RRES . SR DI AL
REVFAIERIIERAE 30K, W RAZ b DIt 76 58 RS 5 AN G R, R e idont 7 Z4F IR VR AT Ik

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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Firepower 2100 BY# P& 132 1 AT HE .

MIThfE (B, SR AN AT G RS 2 E . WA 4 1 35
B ML LR, EEIVFATE A k. SR ARG DI, W P B 4 A
KA, PG B S VT (AR . BRIV, IR A Bk LIRS,
A AT

KAV ATIEFES

$ AR VAT T AT T D3 2 A 5 AR 0 S P D o D

Firepower 2100 AY# F2 17132 3F AT JiE

EAS D EE TR

SV T2 06 75 1) IR 55 4 8 SRV T o V] UE 2R A DAy Wi D) 40 ) S 52 ) B B U eV m e .
BB e A S A AR o

b /2 PO 03 e T b U e i, HUReAE ) et OB BBV AT o T 32 0/ ATt e,
SUREAERE DI AL 1 O BRI v ERCE R REVEF Al . IZFC BT R A, Ha s A s
ZICE: R RIFERPRE . BREVFIEM S AF e s b, DUEAE IR Ry 3
HIBEAE AE A

iR

BEAS ASA FETE B D) 300s I A 20 H AT AH RTINS VR AT IR . F ASA VEMF R REVF AT IR S5 a4
TN FIE N R, R Gee Bal AR 4 PE RO P R R s s VP aliE. i T ER, 7R R AT
B )45 Dy B A 0 25 A RN, A P R VR ) e
o 2R HTSBR DI A, K8 G B M B BEVF AT IR S5 4% o AEIXPMEOL T, PIR B AT
SENELhRE. ARG, AR HIERIE, ARELAE B ERCE VIR A RN b 1) 4
HEE A N, RG] AES/3DES CHEINED

o FERE MBS E N B REVFAT IR S5 a5 2 i, TR TR D). XA LU T, G B AR AN RE
BATEINE . R, BCEVEIERBOT G TR A M 2R BEVE AT A4 S B AR AR
EVFRNIE RGN A . R, WA M D)EEs EJR T TN, ARG DES (595
D DU b ) B 2 A5 B RAT AN TN (. DR IO & e, ARE
FEREHE EAEH] ABS/3DES. WURDCHBr N — G Bl Wik 2l AES/3DES, i l5ilh
BEZ AL DES, 2083 3800 & B ANESRES (D .

BV ATIESRROR 2 DL 5 AT B
o Bt - B AT T B T B 1) IR 5% SR SR BV RTE, (EBRAEBL T # HIB % R T hsdEvr
AR BT I R S5 AR
o o - HAA e 2R IL VTR, A, BRI O0 FARHEVE AT IE RS 2 M 5%, JFAFEAE
TG L. G B RFREF IR S e BRI TIE R & I 2 A8 6 IR
o i
© FRAEVFITIE LS 2 /M 5t KT AN FirePower 2130 46,  IX USSP AT UE STHELHE 4 M 5.
A /A R P I R e L 30 MESIOVFRTIE. Bk, SRG S vI /s ikt
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. Firepower 4100/9300 #/1 7 £ 1& Fi F ASA B )35 14 A I

%MAWR AL, BT A RENEAREY 30, KA IFF AT UE R 2 A CYF 30 M
o FEBEREOUR, HAEK E T S TIERCE N 25 M =

o ARAEVFRTIEELEE 2 AME St X T P/ FirePower 2130 £, IXSE8VF [ E S V45 4 M 5.
TSAE TR/ F RS R I B4 ERCE 10 MESVFIE. Bk, A MBS i e
4GS wln, —awR&al DA 9 AME St i — & wa T UUER 5 MG, it 14

MESF. BT ARSI T WRE N 30, HAIFFIERE RVF 30 MES; 14 MEH
fﬁ@ﬂﬂﬁw

* N (3DES/AES) GiEH T 2.3.0 Wi AT IR BE AR A7 Bl TOALYRE, oAl H o in 2%
A ME H FEREE H B — R B ST EER e, I BT S, e ksl
AR

FERED) IR, BT A P B R AR S TSR GV AT IE o "R A G A 1 PIIE IG5 10 Ml 55 2% DB oK
BB 2 IH A B A 0 8 B8 OB I AZXS I BB R A VE AT IR AN o A4 B8 R A AL
LT, QAR R B W B VR RTIE,  DUDE T B AV RTIE R REAL TS RRES . MR DI A
IR EVFRTUERI IR Z 30K, i R B U400 76 5 BRSNS, URRE TET200) i AR IR VF IR
fZhRe (B, I ANEEMOTE D BATRCE NG FBRAEA SR B 1 v fERS 35
WM RAE—DRURIRAEL LK, HRIVF RS RO0 o DR AR HOZ AR U1 eons, 0 32 T a6 K A
BB IFHN B RSP E R EZAPIRE . EEBEOR VI, fREkReE 6 ik LI E,
SRR DT A E

KAVFAIE T B
XEFRAVFATIETEY 6 20 P B I D) 2 i Bk 6 BUAR S SV AT e F A A

Firepower 4100/9300 #1#5_Ei& F T ASA BY#FE 171351 AIiE
BT E2EEEIFA

P Firepower 4100/9300 ALAH #8200 it BIVF AT UEAUR WAL B8 TR R4S b o FliBh B AN A= %0
HMRA o

D N AR, ST RA AP, RS Baha A& ek, /4, S0
FE L ZUEA AR R ISP AT UE . 6 F7F ASA BCE G H AT 58 i (3DES/AES) ThAeF il iE, i
R 3.

Sy /4% F s ) e s D)4 i, U REAE 5 e A T 5 /A F s DD ) ASA VT
WAL ER e o 6T R/ s e, R MR DI 2] 1 o8 E R LRCE R AR T . 1%
e BRI B T B, HA W SRS HZRE: OB R ARG F AT
) IR 25 i SRV AT AIE o VR T UEK A — AN SRR S Ss D 2 nliE, Az Do 36 =2, I Hatk
REVFIEIRK A& e b, DUEFE IR SR K i B AT o S ANVF R UE R A 14
PR 5 AT 2

o bR - BEOR AT A B T B IR S5 S SR M VE RIE, (BRSO T A H % R T AR vEr
AR BTG R SS A RAL T E
o 5 - T BRI T SR I VR ANIE. AL, BOATE O P AR EVF rIE G EE 10 ME 5, JFAAE

THE A L. BEBA R IERE S T e BRI SR IERE & I 2086 IR
‘L:EU o W'Jﬁﬂ :
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Firepower 4100/9300 # ASA £$ & 1F AT HiE .

« FRUEVFRIIEEES 10 MESG 6T 2 Ak, IRLEEVFIEA N2 Ay 20 AME St e T/
2 HXE AR 3 % BRECE 250 M SUVFRTIE. Rk, A MR D)l iE s 270 A
Fist. Ak, BT E®R&KEE RGN 250, KA IVl iE i 2R VF 250 M 5.

ERETEDL R, AR 32 F A SeUF ol UF R &R 230 M 5t

o FRUEVFTUEELES 10 ME; T 2 A3, IXESVFIER N R 20 ANME S, B 7E A/
TR A ERCE 10 /MG S VFATE. R, S84 M DI e/r e 45 30 M 5.
B, —HwATUAEH 17 M5 o — S AT DR 13 M5, B3 30 ME .
BT — 5w & SRR S 250, KA H kR 2 foiF 250 MG 5t 30 M SR
I LA

c JEE R - 2 BT IRV AN, JF Bl TUFAIER S, R BB e

* RN (3DES) CGEHI T 2.3.0 hix AT R RERIFA BE & TS, oIl Al sioln a4
B TERERH 1) — A7 E WA TR EE RV RNE, JF BB TR S, PR nfl
e

FESFE D), BT A B R AR S T SRV RTIE o R A G AV PIIE IS 5 10 Ml 55 2% DB i oK
BB IHR A e A A1 O 8 I BE & OB I AAZ XTIV, e R AV RTIERR AN o A4 F e 2 R AT AL
LT, QAR R B W B VR RTIE,  DUDE T P B AV RTIE R REAL TS RRES . MR DO A
PG VFRTUERI IR Z 30K, i Rk B 400 76 5 BRSNS, URRE TET200) i AR IR VF IR
I REREATRC B S 7 MHRAE AN 2 RSSO 121 Ve B3 35 PP i — MU R A L 24015 5K
HREVFAUES Y b R AR BRI, T B i A AL, IF H B I 2 vl i
BRSPS EEPEIR VIR, & 2R G B EIRCE, R HEEE.

KAVFAIE T B
XK AVF AR TR, 6 2001 P B I D) e 2 i o Bk 6 BUAR S SEVF T E S F A

Firepower 4100/9300 fJ ASA B 5514 7]

FEAR T ES TR

PR DNREA G A T7 EATATVE vl Ik o A Y 5 0 2 A0 FoAh T 3617 nTiE, 45> Firepower 4100/9300 HLAH
H DA ST BN VP PTIEMUR MU B TR MRG58 o B 8 A 2 P AR BN AR

YN A, S TR SRR P, R4 AFh A a5 Fa ik . 48 A, SN
FBAG A E BV E . S T7E ASA Bt & S F 355 %8 (3DES/AES) hRe vl iiF, &
N o
FEASAVFIERCE H, HAeEHs & B E R aevra] . SN0 E & 25 218 e s, (HEE e YEa]iE
AEANZECE; A TEARIRE, HAAEHIR & A SRR, X UER R Al — A B
WAL BV AL, RS VPR IEE S AT AE B W & L, DUERR R AN M 1 4628 o 1
WA o SAVF A UESS IO 42 LR 5 A T4
o brdEs AT MRS 28 SR bRvEVE AT IE, JF FLil TR Al e S, W & 84 30 n] LU i%
VEA]IE
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B =osssmress

o AR - AT IR PUIR S48 T SR VP AIE . BRSO, ARdEVFrIE RS 10 M5, JFH
RET PRI b RS BEAE IOFRMEVE AR (BN b2l et BRI VRl e RO (E L R T 1k
TREHEEVFAHET AP G R -

* BRI 6 /> Firepower 9300 itk ﬁ@ﬁTﬁ@%mA¢a,l%ﬁ6mk% IR X
SV AT E I R B aEE 60 M. AR & EASMICE — M 20 AME ST
. Kk, BAMBEF AR 80 M. T — A*EH%E’J?“BE%UJ 250, MLEL
JEVFRTE R 2 AT 250 ME 5t 80 MG AT LL RS, PHtt, S mr DA7Es il e b
NeE 2 80 M5t B3 & Hs e A i B 52 IR A 80 AN o

« BHEEFH 3 & Firepower 4110 % 5% o *T/ﬁltFTIIE@% 10 ME5G BUOAH 3 Gk, Bl
SEVFRTIE AN R B IE 045 30 M 5t AEfEHl s s EAAMIC & — M5 250 MG S VE RS
k. L, RERBHEVF AT IEAHE 280 M. BT — G RGBTy 250, WERE
JEVFRTIE R 2 FVF 250 M 50 280 MG skt T ULPR M. PRk, ACRT RLAEE s &
FRCE R E 250 MG B B R T L E S A 250 MG SR FEIBTE LT,
MR A W S VP RG220 M 5t .

* IBHE R - A AR VPN T o BEVFRTUIEZ e AT BB, R 6 e MRS58 R 3L A 2l
VFAJHE.

* BRIN% (3DES) GEH T 2.3.0 AAThRA K R ge i A& B2 DRSS, BuEH TERESVI &1
WD, BEVF AR B TR, B G W MR S5 2318 5Kk B LI ATHE

WA FE TP, OB I e A QR TR A I VF IR . b 2 8 T 2 A7 IOV P UEME 2 7F
USRI B VFATIE . 24 [H AP B A1 0 B ve s BB A 4R A, e %W?%u%ﬁTﬁ
BB AR B R OZ VAT UEZ /T, W SR A AT AT RV R IE, U4 8 45 O VF PT UE AT
T AR RUIRGS. R m#wﬁmﬁﬁ%%m%,@%%bfﬁi@%ﬁﬁ%%?#ﬁm%ﬁ,
Vh%%ﬁ W SRR IRV PTUE I D REREAT OB SO SRR AN o OB 10 T B A B 12 /8
R BRI S 3K, HEIVFTIES N 1o FERTVF AIIETE SR T 5o R (R b B8 2 T, I3k o ok
ITHCE S WAL G BB MR, SRAF IO MINC B MIER i $2 B AT B BORs & DR B
JEILHE, R R AR B BRI SR SRV AT IE

AV AET BB
XAV TR, R T B AR S MO SV T E D T

BREMHIT AT L& FH

ENINTEE

BEVF AT IE R & &

ASAv, Firepower 1000, Firepower 2100
 WRERR B A IO ELIE I U 1) . HTTP AR EE i 1) 5 1A IR 4545 Vil
* BCHE DNS g5 s, LMER & REW A AT VF i UEMUACH LG R 44 7 o
o WEREIN . ER &R Firepower 2100, £, #7E FXOS % & N4k,
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s EERMR R PHE BAE LEIE K
https://software.cisco.com/#module/SmartLicensing

R BR AR, U Pl R AR IR o Tl IR RERIH A S, T LON A 2R —
ALK

Firepower 4100/9300
TERCE ASA VEAJ#2ALZ B, 1 7E Firepower 4100/9300 HLAH [ & %25 RS 44 VF v] KLl 3 i .

Ik AVFA]E T B8 & SR 1

 EARIR R B LA IR
https://software.cisco.com/#module/SmartLicensing
WAL AN, TR R IR BT T . R R B, T DU R
AR o RIAE ASA S 7 22 0K W0 1A 2R B VE T IR 5% as LAREA T K AVFATIE TR, (H R REER
PEE ST T8 B R 7K AVF RTHIE o

o FRAGVFT [HBA IR AVF PTIE TR B SO f o S5 2R (A K AV ATIE 0B (1 2 B ek i SR
7 AR SRATAEAE, I TCVEIE AN, FH 7K AR AT .

© W IRFIRER AVFRE G20 VFRIIEPID, 28107 50 o QURGEHIK . A IR VF AT,
24 85 0AE ASA EARBAVFITIER, KB BIROIT LU ARRIEHRIEE . “VrTiE ik ir
B, PR AR A RS R AR LR K AVFATHIE:  1-Firepower 4100 ASA PERM UNIV (7K
/O

o KAVFAIER G A o FHZhRE, Q45902 (3DES/AES) VFnliE (A& mmk A 755440
AnyConnect 25 7 3 L) BE AR 2 AR 1 5 0 S ) e KB JE ], AR T80 4] AnyConnect
VFAE 275 HA B AnyConnect  (15Z: [ AnyConnect Plus. AnyConnect Apex F11{ VPN
HAIE S 5597 B0 .

* ASAv:  Azure REAUNUIRIERES Y A SRR AVFATIESR o

FATIE PID

8 A SER B A0 LA LB A I, AR R TR N i R B (R R RV R . (E,
WS E | AR INVERTIE,  WREA A RN 45 T/E2% A L1 Find Products and Solutions 182 -
Bto #Z LR VFAIE 4 ID (PID).

7FRER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

I CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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B mizen

ASAv PID
ASAv E#F1 T 2 & &EVFR] PID:
* ASAV5—L-ASAV5S-K9=
* ASAV10—L-ASAV10S-K9=
* ASAV30—L-ASAV30S-K9=
* ASAV50—L-ASAV50S-K9=
* ASAV100—L-ASAV100S-1Y=
* ASAV100-L-ASAV100S-3Y =

* ASAv100—L-ASAV100S-5Y=

N

ERE ASAv 100 23T Ve UE, Wal R 1 4R, 3 Fk 5 4.

ASAV K AVFRTIEFREE PID:

FKAVE P UEA ST o] D RE, 455 0% (3DES/AES) VFrliiE CAlRAE Mk 7F & 446
AnyConnect 2 /7 Uiy D) Re B 2 iR~ 6 0 K s KRB i Y, BRI T 450 541 AnyConnect V1]
U2 HABEH AnyConnect (723 AnyConnect Plus. AnyConnect Apex A1 VPN VFr[iE , 5
97 1)

* ASAv5—L-ASAV5SR-K9=

* ASAv10-L-ASAVIOSR-K9 =
* ASAv30—L-ASAV30SR-K9=
* ASAv50—L-ASAVS50SR-K9=

* ASAv100—L-ASAV100SR-K9=

Firepower 1010 PID
Firepower 1010 & # 1T £ & §EVFAIPID:

* FRUEVFATIE - L-FPR1000-ASA =. ARAEVF A E & S 211, (E AR 75 B0 J0 I 20 48 (1) & Re A
G YR

o WHIR A 22 VP RE-L FPR1010-SEC-PL =, M5B 22 VP Al E 5 FH T s

« SRINEE (3DES/AES) AT ilF - L-FPRIK-ENC-K9=. M A3 Ji o 20 1) . AR 3 /R 5 V)
E i, A 2.3.0 LARTRRAS (R IH 1R R 45 431K ASA 5 BEUbVFliiE ), EEA 2K SR
B Rk P DLHEAT ER B

Firepower 1010 7k AVFAJIEFIEE PID:

B cuEE 1. B ASA RIEMIRME CLUEESE, 916



| AsA T

P [

RAVF A IE AR T vl I IhfE, GdE9In2s (3DES/AES) Yl iiE (U ik 1 754 444 .
AnyConnect B i D RE R SRR T & W S s KRB i . FARE G T804 S 1) AnyConnect ¥ 1]

WA HABUER AnyConnect (52 [d AnyConnect Plus. AnyConnect Apex F{¥ VPN ¥r]iF , 2
97 )

* L-FPR1K-ASA-BPU =

Firepower 1100 PID
Firepower 1100 E MA0 L2 & §E1F 7 PID:

« bRUEVEATIE - L-FPR1000-ASA =, ArfEVEATUESE S 2100, (BB ATAR 75 B0 L5 n 21 445 1) 44 e A
G IR

o 5 15 54 AHIE - L-FPRIK-ASASC-5=. 1 SV Al UE & BN 15 W 2 2 00 T Uk POl 2 28 1 75

7,
* 10 551 ATHIE - L-FPR1K-ASASC-10=. 1 S VF Al UE 2B I s 808 S 2 40 V5 v ik DA 2 28 11 77
5,

o SR IN%5 (3DES/AES) ¥ T4 - L-FPRIK-ENC-K9=. ItV fiF /& 2k 1. BARE & AT 2 b i ]
E (g, R 2.3.0 PARTARA R IH LIRSS 2810 ASA 5 B IbVFATAE) , (HAEAT N HLas
B bk A DA T ER R

Firepower 1100 5k A ¥ AJIETFEE PID:

IKAVE A UEAFE T o] D RE, 45500 (3DES/AES) VFrliiE CHl RSk 1 7F & 440
AnyConnect %5 /7 Jiig Dy g 23 i 451 & W L 1K B KB Ji - ARG T8 K 1) AnyConnect IﬁF—T
UE 2R HABUEH AnyConnect (2[5 AnyConnect Plus. AnyConnect Apex F1{¥ VPN VFH[iiE ,

97 11 -

* L-FPR1K-ASA-BPU=

Firepower 2100 PID
Firepower 2100 & M1 T2 & §E1F 7 PID:

* FRUEVFATIE - L-FPR2100-ASA=. AREVF AT UE & A 2% 1,  AH AT SR 75 B0R JLVs in 21 45 0 4 R 3 44
VFAIk e,

5 W VFATHIE - L-FPR2K-ASASC-5=. &3V nliE 2 BNy s 506 % 2 434 n] UF DL 2 18 1 75
%o

* 10 5501 ATHIE - L-FPR2K-ASASC-10=. 1 St V/F il iESE B0 s 18 W % 22 40 T iE DA 5 1) 75
o,

* SRINE (3DES/AES) VFHTlE - L-FPR2K-ENC-K9=. JCVFATUER % 201K BLARIE H AT 20t VinT
ik i, AR 2.3.0 DURTROAS (B2 IH AR AR 55 25 1K) ASA i ZLULVFnTiR) , (REEUSRCRE SR
B LT ERER

Firepower 2100 7k AVFFIIETEE PID:
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TR AVER RS BT vl FHIDRE, 43 IN%E (3DES/AES) VFaiE Can Ak F 475 4 400 -
AnyConnect B i D RE R SRR T & W S s KRB i H, FARE G T804 S 1F) AnyConnect ¥ 1]

WA HABUER AnyConnect (52 [d AnyConnect Plus. AnyConnect Apex F{¥ VPN ¥ A iF , 2
97 0

* L-FPR2K-ASA-BPU=

Firepower 4100 PID
Firepower 4100 F#F1 T2 EEF A PID:

o FrAEVFATUE - L-FPR4100-ASA =. AadE1F Al 2 e % 1, (RIS AT5 AR 75 B0 0 n 21 488 1 2 e a4
VERTR e,

* 10 555 1F AT HIE - L-FPR4K-ASASC-10=. 1 S VF I UE B0 18 0 S 2 40 V5 v ik DA 2 28 11 77
7,

* 230 15 S AT HIF - L-FPRAK-ASASC-230=, 1 RCVF A E A2 MK s 50 S22 00 V5 v ik LA 2 2881
T,

. 250r SVFAAIE - L-FPR4K-ASASC-250=, 1 StV l il e B I s 18 0 % 22 4V mTiE DA 25 1)
« IZ7E W (Diameters GTP/GPRS. SCTP) - L-FPR4K-ASA-CAR=

* 525 (3DES/AES) ¥ 1] iIF - FPR4K-ENC-K9 =. B4 iE & 2 i . BRI M AT 2 e r il e
(filtar, fiH 2.3.0 LARTARAS (O IH TR R4S 25 11 ASA 75 ZERLVF Rl iE ), (EAE A ROk HiAs in 21
TRIRM /o DAEAT BRER

Firepower 4100 7k A1 AJIEFREE PID:

TR AVEAUE LS BT vl FHIhRE, B4R N4 (3DES/AES) VFrliE ol Ak P 475 & 400 &
AnyConnect R Ui D RE 2 M P ‘*W@JI P KB, HARER T80 3 1) AnyConnect 1F 1]

W B A BUER AnyConnect (52 [ AnyConnect Plus. AnyConnect Apex F{¥ VPN ¥ a]if , 2
97 0 .

* L-FPR4K-ASA-BPU =

Firepower 9300 PID
Firepower 9300 & MA1 T2 & §E1F 7 PID:

o PRUEVFATIE - L-FOK-ASA =, FRUEVFITIEZ R PR, (HIEATIIR 75 205 S0 I 2148 10 & RE AR A T
M

10 1% 5e VFAJHIE - L-FOK-ASA-SC-10=. 1 5014 AT UE A B INIES s 35 W) S8 22 40014 R AIE DAY A2 185 1 75
%

* IZ7E R (Diameter. GTP/GPRS. SCTP) - L-FO9K-ASA-CAR=
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aguairmiEn

* 0% (3DES/AES) Y i ilF - L-FOK-ASA-ENCR-K9=, JVFrliF /2 20 1. BARIE AN Eitk
VERUE Clan, fEH 2.3.0 BARTARAS I8 IH PR RSS2 10 ASA T UL vl iE) , (HEA N I
IS BN bk b DLEAT PR

Firepower 9300 sk AVFRIIEFR & PID:

TR AV AT UEALSS BT af IO RE, (459803 (3DES/AES) YFrliE Chn S 4s (rk  74 44F)
AnyConnect 2% J' 5t ) BE W 2RIV 6 W S e KB 3, BRI T #8080 32 7 AnyConnect 14 7]

1 HAERUE AnyConnect (52 [ AnyConnect Plus. AnyConnect Apex Fl{¥ VPN ¥ A iF , 2

97 51

* L-FPROK-ASA-BPU =

BBV AT

o SRR REIRAFVF AT o X T ASAv BRI, WERTHRINA PAK VF ] [f) ASAv, I LAHYT %
B BT BT 2, (SRR S b WK ASAV 54K, PR &2 3805 %54

o SFFIKAVFAIUET R, S AE A5 & 4 2 WHR [PHZVF Al E . a0 RN IERGR [MHE Vel e, %
ALIEA R O ADIRA,  HEVRIB R T8 i 45

o BT ERMER P I A A A IE S M AS IAEH, I e ASA 5iZp7 i i,
ToEAEH HTTPS. S0 BRBHMEHi % 5% 4t HTTP.

BRI AT RIEOARE

ASAv

* ASAv BRIAEC B BFE4 N “License” [ Smart Call Home Bt B 3048, %0 H T-45 2V vl UM &
HLFIF URL.

call-home
profile License
destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

* FEME ASAVIN, SSRIBLE DR R AT R G0 o BRI SRR ES AT . 6 TR AV RTUE TR B
BATERERX S BRI KAVFRETE N, X284 IC P IR

license smart
feature tier standard
throughput level {100M | 1G | 2G | 10G | 20G}

b, ERCERRET, R DUESERCE HTTP LR,
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call-home
http-proxy ip address port port

Firepower 1000 #0 2100
Firepower 1000 F1 2100 BRIAALE D544 “License” [¥) Smart Call Home FC & S0, 1% CMH T8
SEVFRUEMUAR HLAGF) URL .

call-home
profile License
destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService

Firepower 4100/9300 #/17&§ _£ &9 ASA
WA BABCE . B0 T30 J3 FHFRAEVF AT IE 2 A0 A AT 18 VAT IE o

ASAv: BCE & REFHFIFA]
AU AT ASAY R B RARHEVE T, FEHEDL R AL —

UK

P ASAv: JCEH R R, 2B 112 T,

$IE2 ASAv: BiE TR BRI, 28 116 Ui,

$IE3 ASAv: FLE B MSLA B R4 4FmT , 25 117 1T
FIR4 ASAv: FCEKAVFAUEGRR , 2 120 Ui,

ASAv: ECEEMERERHITH

FEHRE ASAV I, S mT DLTINC B e 2 PR & — N, DI ) VR AT UEAUA MU I T fm Y
REFAFVFR] o WURAST ZE S HTTP ACE IR S5 48« VR IR, s ASAv (f5ldn,  fn SRR AE
Day0 B¢ &5 ID WD , AT IAESS .

)

ER TR A B ASAY I TRILE T HTTP ACH IR &S 42 IV IE A . I T] GEAE 22 ASAV
I 7E Day0 FC & S TN, 32 IXRE, A 75 20 bR 7 8 it .
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asav: EEzmesssry [

FERRE AT Ay CORMERERAF A AR P, D BRI A4S o 21 v g SR UK 3K
LRI R BNZA

a) L& (Inventory),

8 %=

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) EE#M (General) EIi+ b, riii#FEShE (New Token).

& 9: FiESHE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

* Description

* Expire After - JUBHEUGZIN R 30 K.

ANEM

¢) 1r Create Registration Token Xfi&HHEH, A LLF&E, R)5Hid Create Token:

* Allow export-controlled functionaility on the productsregistered with thistoken - J5 H ‘5 &

FPERR & .
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B asn: mERmSEmsET

& 10: IEIE ML R
Create Registration Token

Virtual Account:

This dialog will generate the token required to register your product instances with your Smart Account.

Description:

= Expire After: 30

F A5 R B (8 o

Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

d) P AT O AR 3 Sk RS T AT OT Token XTEAE, T RAMHURE4hi ID SRSB4 25
W ASA I, SR L AR, AFEIZAE P I T B

B I1EELHE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account:

Product Instance Registration Tokens

The regisiration tokens below can be used to register new product instances to this virtual account.

New Token...

Token Expiration Date

MJM3Z]IhYTIEGQ4OSDOYJk2L1@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101

B 12 EHLHE

Token

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

Description

@ X

T2
call-home
http-proxy ip_address port port

G LA i Y 2548 HTTP 4SS T H B
4 F Smart Call Home.

(Ali%) #F ASAv L¥g%E HTTP 12 URL:

[IRINRY

Vi,

Export-Controlled Created By Actions

Allowed Actions

WA 2000 A RE A VF AT L B AR B M B . AREE — i
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asav: EEzmesssry [

TP

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

e B VF T UEAR AN o

a)

b)

HENVF AR e e B A 2
license smart

5

ciscoasa(config)# license smart
ciscoasa (config-smart-lic)#

WEIREE:

featuretier standard

AXFRAEJE T

BB A RO

throughput level {100M | 1G | 2G | 10G | 20G}

5

ciscoasa (config-smart-lic)# throughput level 2G

IR H VR TR R AR DAY B

exit

7L LR 7 OB BV IR R RERC B /T, SO SAERL: IRRIE i Cexit 87
end) , BA A ELHE N SLARAR S AT Ay 4 o

-

ciscoasa (config-smart-lic)# exit
ciscoasa (config) #

I VFRFUEAUA AU A ASAV .

FEVEN ASAV I, VFRIIERUAR NI 0 ASA 5 VFRTERUA LR Z [R5 A ID AIETS . "&b 2kt
ASAv JrBCEAR R R o G, SRR RSl (O, R 1D UEAS i TR A A )
SEJR PRI RN, RS S AT RE AT EEFE T ASAv.

a)

15 ASAv P ATE M
license smart register idtoken id_token [force]

i

CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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1 ] force JCHE 7V E M O EMHE AT B8 5 VF Al UEMURZ U AN AI 0 () ASAv. T, 4n 9 MR BE 31
B AN T ASAv, i fd ] force.

ASAV ZIR ) VF ATIEMUAA U U335 SO0 CIC & VR PTIESAGEAT HR AL
i

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOO0OTA4
LWJhODItNzBhMGQS5NGR1YjUxLTEOMTQS5NDAYS0AODQzNZz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcm02WTB4TU4wS0ACc2NnMD0%$3D%S0A

ASAv: FiE T2 & GERFiF T

SRR PP A R R RER AV T IR 55 43 1) ASAv .

FHia Z |l

M Cisco.com EA e A2 BEES A OVA XX, JHAE VMwareESXi IR 4528 L 22 B AN & b S
HRVEAE R, 1EHS A e B LA

UK

R WA RS 4% B4 T
(k) fE ASA L% HTTP 4Q# URL:
call-home
http-proxy ip_address port port
WURAE ) P 2848 ) HTTP AR BEBEAT FLHC U 0], UL 250 R e A VF T C B AR ko EARRE—
/- T- Smart Call Home.

i

ciscoasa (config)# call-home
ciscoasa(cfg-call-home) # http-proxy 10.1.1.1 port 443

BV ATIE s #s URL, DA TR RS54 .
call-home
profile License

destination addresshttp https://satellite ip_address/Transportgateway/ser vices/DeviceRequestHandler

T

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# profile License
ciscoasa(cfg-call-home-profile) destination address http

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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| AsA T

Asav: mEfEAEsti MslA B [

https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

LRSS 1 i sKIM 2 I ASA:
license smart register idtoken id_token

T

ciscoasa# license smart register idtoken YJjE3Njc5MzYtMGQzMiOOOTA4
LWJhODItNzBhMGQ5NGR1YjUXLTEOMTQ5NDAY$0A0DQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS 0Ac2NnMDO%$3D%S0A

ASA K 1R) TR A5 G T FRS BB CRC B AV PTUESA  WSR Ak feve, W PR RS54 ik 2
I F 8 0 2% (3DES/AES) ¥ wJiiE. f§H show license summary iy 45 25 VF RS FE FH G O«

TP

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (FP2110-ASA-Std) 1 AUTHORIZED

ASAv: Ff & {F A F0 MSLA & G415 /]

VR PP ad ) TAEFB A I 25 VF AT B (MISLA) R /7 E R R RE VR T SRR PR f ASAv.e 7ESEH]
REFPAREACR A REACRE AN 8] A7 BRERVF Al SR AE I O o A REACBEAE DU /NI ) VP vl Gk T2 B
G5 ROE—UVFRIIEAE IR o ARG DU R H R BT S iR g5 s, JF I 20 7 Ak Bk 1 VR Rl IEAE
2K

FHia Z |l

M Cisco.com FEEREH A BESS DAL OVA SCF, JF4E VMware ESXi il 45 7 b 22 25 AIEC & L SCA.
HREAE R, ESH “HReR e DAY .
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UK

TR K RIS & LM, S0 BRI, %6 151 1.
$IE2 7F ASAv I, iy MSLA #HeVFnf it B % % .
a) FEEZHT MSLA VFul W B4R R BedL 4 (HTTP).
transport type callhome smart

-

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)# transport type smart

BEER BIAEM N, eV nl{dH Smart Call Home ELfilli i 52 Ge kA& FLAs @ (= . (H 2,
Smart Call Home A3CFF MSLA . WHRTFRITE MSLA At s R0 N I24T ASAy,
W) DA ZI T A BE AL T

b) ATHIRREAL IR, A AR e VR IRSS A5 el LR IU7EURL, W n] LU FEAT T ERIA URL. s, &
AT LU VE R BEACEIA S VF PR P B i, 02 38 ARG s/ LA H AR
transport url transport-url default utility utility-url

i

ciscoasa (config-smart-lic)# transport url
http://server99.cisco.com/Transportgateway/services/DeviceRequestHandler
ciscoasa (config-smart-lic)# transport url utility
http://server-utility.cisco.com/Transportgateway/services/DeviceRequestHandler

iR IR RGBS H, W transport url ¥ & ERIA K
https: //smartreceiver.cisco.convlicservice/license.

c) (nJk) An A LS AE I HTTP AR [a] TR, DU 20k B RE BV m] e B AR
transport proxy proxy-url port proxy-port-number

il
ciscoasa(config-smart-lic)# transport proxy 10.1.1.1 port 443

IR 3 T LLEREAEVE T v R Bk v e £ 1 ML B AR R 5 .
privacy all hostname version

il
ciscoasa(config-smart-lic)# privacy all

SR A BESHREFFIER, PR R r s E e
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$IES

b)

<)

Asav: mEfEAEsti MslA B [

HEAAL AT DU B AR
utility

i

ciscoasa(config-smart-lic)# utility
ciscoasa (config-smart-lic-util) #

T LB ME— 2 BRI o AR RT3 75 SE RS V0 ] A F I S e 2 i
custom-id custom-identifier

A5
ciscoasa(config-smart-lic-util)# custom-id MyCustomID

TR LGN ME— % P BCE SCPE . B R S A SRR P VE AT A DR o
customer-info city country id name postalcode state street

5l

ciscoasa (config-smart-lic-util)# customer-info city MyCity
ciscoasa(config-smart-lic-util)# customer-info country MyCountry
ciscoasa(config-smart-lic-util)# customer-info id MyID
ciscoasa(config-smart-lic-util) # customer-info name MyName

ciscoasa (config-smart-lic-util)# customer-info postalcode MyPostalCode
ciscoasa (config-smart-lic-util) # customer-info state MyState

( ) #

ciscoasa (config-smart-lic-util customer-info street MyStreet

(ATIE) Y ASAv 77 ZAEARE MSLA A0 Rz ATy, g b4 bRtk MSLA B 2R G0k Y
REVFRITC & 0 FH R BeAL . 2 I 2 AR 2518 PRl MSLA #5550, I ASAv & T BRI SR
AR, 2 A LS ) Smart Transport B, Smart Call Home

mode standard

TP

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)# utility
ciscoasa (config-smart-lic-util)# mode standard

SRR 1 DRI T ASA:

license smart register idtoken id_token

T

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUxLTEOMTQS5NDAY$0A0ODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZ1INTNCNG1vRnBHUFpjcmO2WTB4TU4wSs0AC2NnMD0%$3D%S0A
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B ssav: mExasTiERe

# ] show run license iy 246 2 1 AT IR AAN 4 R 0

TP

ciscoasa# show run license

license smart

feature tier standard
throughput level 2G
transport type smart

AsANIT |

transport url http://10.196.155.133:80/Transportgateway/services/DeviceRequestHandler
transport url utility http://10.196.155.133:80/Transportgateway/services/DeviceRequestHandler

utility

mode standard

custom-id CUSTOM-ID-AUTOMATION1234
customer-info id ID-AUTOMATION1234
customer-info name NAME-AUTOMATION
customer-info street KitCreekRoad
customer—-info city RTP
customer-info state NC
customer—-info country USA
customer-info postalcode 12345

ASAv: Fc &k AVFRERER

LA ASAV )RR AVFATIE . AE /AR5 T ASAV IV, e ST SO 2 0 HL /5 200 (VR vl

RIS, Al iR [ AT E .

B2

S 245 ASAv FKAVFATAE , 2 120 171

$®2 (k) (A[ik) Rk ASAv K AVFATE ,

%24 ASAv 5k A VF AT IE

XFTIGIETT IR BRI ) ASAv, R8T LLji) B BERRAHAE LR SR K AVFATE .

\}

AR XN TORAVPUETR, el ] ASAv Z BTRHZVF A e . AR IE 2GR B VF I UE, % VFA]

EOREF A HPIRES,  HIBIRIR I T8 ASAv. 162

s

A

e (Al iRk ASAV K AVFATIE,, 5122
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\}

23z Asav kA IE ]

P

WRAE 2B R AV AR JE s RO S (i writeerase) , WU 40 AN ATAT 22 5011 license
smart reservation iy F S K AVFATUETRE (Wb 38 1 Fis) 5 SR T8 s R e ) L 43
7%

FHIEZ Al
WK AV ATIE,  DMEILAE R e AT B s TRl o JFARTA K A ME AR K A VR AT IE T
B B I Re T, TR SR ISR HE
* {E ASAV R BN )i, BAIITESRAR AVFATIE: EANBELE Day 0 B YA 224K AVFATHIE

UK

7E ASAv CLI 1, 3 /K AVFRTIETIE «

license smart reservation

i

ciscoasa (config)# license smart reservation
ciscoasa (config)#

MIER T LR dy 4

license smart
feature tier standard
throughput level {100M | 1G | 2G | 10G | 20G}

TG HO GEVFRT, WA UEAr 21 no JES, AR B A Lk dr 4. HAlh Smart Call Home Bt
FORFEAAL, (HARAEH], PIA T EH i A X a2 .

TR SR AT RE KA B2 T A N PR VF R4 GRS
license smart reservation request universal

i

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
ABP:ASAv, S: 9AUSET6UQHD {A8ug5/1jRDaSp3w8uGlfeQ{53C13E

ciscoasa#

T TGP AR ASAv 522 W Ia) 4 B (K 28 5 22 53] (ASAVS/ASAVI0/ASAV3I0/ASAVS0). %55 2 52>
iff e S SR VR PTIE o i A i BB R A T RS 0, DU 2B [P B VF AT E AR IE A 1 S 4
S SROBT IV TR . BERE O VB Y ASAY LS, FEREUNLIR SRR, AT LASE 2 vCPU #1 DRAM
WE DICRCE A S Bk, X, S0 ASAv PUEANT 1367 . EEEHEE YRR S,

show vm 74>
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B o w7 asa kA

(M) IRiT

WERFFr A 2, W WoR A —A0S,  BPAEE SR N4 a2 k. SR v R ks AR dr N
BREIATE B AR, JF WA G K, A
license smart reservation cancel

WA DK AVFRTUETIRE, WA R A B SR S B o W R B2 AR i N B RE AR B2
A2 ¢ SRR A BERFZVT P UE N T ASAv, #R)5, W DURYE T ZHR MZFrliE. 1S (lik)
IRIE ASAV FK A RIE , 55 122 T,

Piln “Smart Software Manager Inventory” Jf %, riili Licenses EI-R:

https://software.cisco.com/#SmartLicensing-Inventory
Licenses ZEIH K 27 5 S R0k AR I AT BRA VRl IE. (AR A ©
sl License Reservation, JF/EHESHEAN ASAv fUfi. riili Reserve License.

BRI PO K R U o SRT DAR O B Bk HE R BB AR . MO A RE A B s
VPATIEEL S AR T HPIRZS -

WERIE AT 2 License Reservation 1%L, WS (K ) AR T K AVFRETE o AEX B O
& S NER AR AV TR T B O e A KR REVE AT Ay 4

7E ASAvV F I NS AN :

license smart reservation install code

i

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwWS
ciscoasa#

ASAv BUAE 58 A3 RAF VR

ASAv 7k AVFATIE

WA TR ERAVFUE (0, 2R ASAv 80 SO S OIS & T Z0m v iuE) ,
AT FH R PR iV E IR ORE 45 R R AR BE 3 . W RIS T AP SRR A, UV EAT)
R ORFF ARG, JF VR R AR RO T HoAt 3t 7

UK

7E ASAv A= R I ARH ;
license smart reservation return

IR

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTRfVrp7M/zDpirLlwYCaq8oSv60yZJuFDVBS2Q1iQ=

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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(i) B asa cgmmne)

ASAV A7 RIAR A AR VF ] FF13E N Evaluation IRZ . WIS TFE XA AR, W B A Lm 2.
TR, W R SR K AV FTIE (license smart reservation request universal), 5 i ASAv 74
S GEI KT JEIE B vCPU/RAMD |, WK JE 3T S om AR o i DAl A2 AR LA 5 Jlialk

N
g
N

TER AR IR S LS h AT ASAv A A FRIHAF (UDD), XAERT L3R 3t ASAv SE4i

show license udi

IR

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJBEKE
ciscoasa#

HIE 3 ) B BEE T BEES MY Inventory Ff%E, SRJ5 s Product Instances 317 -F :

https://software.cisco.com/#SmartLicensing-Inventory

Product | nstances 13 il i UDI & 7r A 345V 7] 1177 i o

SIE 4 FBEAATUG ) ASAv, MKIKGERE Actions> Remove, A5 1ETHEFEEN ASAy IRIBACHT, 1

i Remove Product Instance.

TR AVF T UEASER 4 21 7] i o

(A[i%) BRGHEAL ASAv CEMIFIILE)

M ASAV 25K ASAv K iR . ASAv BT VF RTIERZACRIE 5 #84 HR . mT e
SN A RE B ASAV BETRVFATIE. B, TTLLKE ASAv M BERRAHE B MBS

\}

AR RBOEEN ASAv, WIZEEDET AL ASAV Ji7, RS Bk A BRPRAS

pUE ]
O T ASAy:

license smart deregister

ARGRERVEPTINE ASAv.
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B ) seasaviDERSFAHERN (BRMDE)

(AIiE) 45247 ASAV ID IER S AIIER IR (CERFIE)

BOATEOLT, IDUEASEE6 AN BB SR, VFRTUERBURE 30 R BRI R4 U7 ) LI (R I o) A B
BUHAER RE PO B P AT T AR VE R] SE AR A, W] REZE X LI H FBh ST M -

UK

S B ID AET:

license smart renew id

PR 2 POV AT UERR AL -

license smart renew auth

Firepower 1000. 2100: ¢ & & sE541F 7]

LI

AT F WA K Firepower 1000 2100 Mt & & GEAEF AT o SEFELL R HIEZ —:

UK

Firepower 1000 2100: [c & # M Be X AFVF AT, 26 124 L,

ATl (af k) B Firepower 1000 2100 CREFLAT L), 2B 135 ik (vik) 4L Firepower
1000~ 2100 ID UEPERVFAIUEFAL CRALRI BA2) , 2 135 1.

Firepower 1000, 2100: P& TABRERM/ AT, 5 128 T,

T Ll (aJE) BHYEM Firepower 1000+ 2100 CRFLAT LA , 25135 0B (Wik) 424 Firepower
1000~ 2100 ID E-F s VF RIS CHBAM TR, 28 135 1T,

#I& 3 Firepower 1000~ 2100: JlE /K AVFAIUFLRET , 25 131 0L,

Firepower 1000. 2100: & = & GEER 415 AT

SRR P A P VR AT TEAUA LG Y ASAL

iz
FER e Ay CORMEBEMAF AT AR P, D SR a5 o 21 v fg R DU P 3 oK — N

A IS A WL
a) L& (Inventory).
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Firepower 1000, 2100: B & %M E RER TR .

& 13: %57

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 7EE#M (General) kM I, sidi#E Sk (New Token).
& 14: FTiE S hE

General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token

Expiration Date

Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) 7r CreateRegistration Token XJiFHEH, AL F&'E, 4R)5 51l Create Token:

* Description

* Expire After - JUBHEUGZI ] 30 K.

* Allow export-controlled functionaility on the productsregistered with thistoken - j5 1 S &

FPERR G

& 15: 6132 E M5 hE

\irtual Account:
Description:

= Expire After:

RGURE A RS I 21 45

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

30

Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.

11Tt S

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel
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B Firepower 1000, 2100. BB R ME LA

$IE2

Nil

d) B A AT DU A Sk BAR AT LLAT I Token XFIEHE, RILAM H G4 h ID 5251 1 BT IR .

M ASA B, TEHERSUF LA R, DAFEASAET 5 S
& 16: EE S

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled
MJM3Z]II’1YTIIZGOAOSDOYJI(2L@ 2017-Aug-16 19:41:53 (in 30 days) ASBAFP 21101 Allowed

B 17: 5T hg

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky

NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cirl + ¢ to copy selected text to clipboard.

(Af3k) 7% ASA [4i55%E HTTP {2 URL:
call-home
http-proxy ip_address port port

Created By

Actions

Actions +

WERAE A R 254 ] HTTP ACBEBEAT TR R D7 1), LA 2000 B e R A VR ] e B A ik AR — %

.4 F Smart Call Home.

i

ciscoasa (config)# call-home
ciscoasa(cfg-call-home) # http-proxy 10.1.1.1 port 443

76 ASA Fif sRVF AT IERZ AL
a) BEAVFRIUER RENC E R
license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-lic) #

b) Ei%izbﬁgii:
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d)

Firepower 1000, 2100: A& ¥ ME &L HIFR .

featuretier standard
DRAEVF R UE R o R VE AT UE A I HAR D BEVF w] UE R TS24 18
TR LA VAT
feature context %5
pEk s Firepower 1010 A SZHF IR ATIE .
BB, ASA SRR MBI, IR R O AR T 3 R 5 2 IR
i 37 1) f KR I TR T L5
* Firepower 1120 - 5 i 5
* Firepower 1140 - 10 Ff{# 5

* Firepower 1150 - 15 Fi 5%

* Firepower 2110 - 25 Ffii 5%

* Firepower 2120 - 25 Fili 5

* Firepower 2130 - 30 % 5%

* Firepower 2140 - 40 Fi 5
Biltar, Wik Firepower 2110 ZAF I F A, BP 25 Al 50, W54 s8N 23 SRS ERIA
1 2 AR

-

ciscoasa (config-smart-lic)# feature context 18

(Firepower 1010) 7 =K 3% 5 4 22 4V vl ik DL F 32 F /4% Wi D 46
feature security-plus

5l

ciscoasa(config-smart-lic)# feature security-plus

CRTEE) SN SO W A LTI B, A 2.3.0 LURTRRAS (AL IH DA AR 55 4 1) ASA 5
SRR, HIRERIE A O, s AR IR ALV RIS O, AT RUE T
g
feature strong-encryption

i

ciscoasa(config-smart-lic)# feature strong-encryption

SRR A AR 1 D BI04 B ASA:
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. Firepower 1000, 2100: FZE T 2% gE84iFal

license smart register idtoken id_token
il

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOO0OTA4
LWJIhODItNzBhMGQ5NGR1YjUXLTEOMTQS5NDAY$0AODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS0AC2NnMD0%$3D%S0A

ASA K R UK E I FRE 2R O B A n A . WHR IS B SR e, AR rl R R A LA I8
2: N 9 n%% (3DES/AES) YFr[HiE. {# 1] show license summary iy 24 25 78 a] SER A 5 00 o

IR

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (FP2110-ASA-Std) 1 AUTHORIZED

Firepower 1000. 2100: EcE T 2 & gE3X 41T A

LI

SIE2

R P A5 P A2 3 RV P IR 55 23 1 ASA

FHia Z |l

M Cisco.com F#EE REMKAE HL 8% T2 OVA SUAF, JFAE VMwareBSXi i 457 b 2 25 FIC & I SCA
HRVEAE R, 1ES A Re S s DA

3R AR S 28 LA 4 Ji
(%) 7F ASA b¥g¢ HTTP A URL:
call-home

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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| AsA T

Firepower 1000. 2100: FcE T 2 & 4 HFIF A .

http-proxy ip_address port port

T RAE N AT HTTP AR FRIEAT BV 1a], DU AZ000h 3 RE 3V rT i B AR R Sk o BEAR R — %
5. T Smart Call Home.

TP

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

ORI RS B URL, DA & PR RS
call-home
profile License

destination addresshttp https://satellite ip_address/Transportgateway/ser vices/DeviceRequestHandler

T

ciscoasa(config)# call-home

ciscoasa(cfg-call-home)# profile License
ciscoasa(cfg-call-home-profile) destination address http
https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

& ASA EiFRVFATUERAL .
a) HEAVFUER RERC E AR
license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

b) WEIIEEZ:
featuretier standard
SChRAEZ T o JZ VAT UE VS I AR D BEVE AT UE ) HT SR 55T -
o) THRZAENFVFAIE.
feature context %5
b Firepower 1010 ANSCFeIGVFATHIE
BRINIEOL T, ASASCRE2 /M5t DRI I 11 SR AR 17 S5 5 o 75 22 I B0l 22 2 /N B 5t
15 5 R B R HCR Bk TR T A
* Firepower 1120 - 5 Fl& 5
* Firepower 1140 - 10 F{# 5t

* Firepower 1150 - 15 Bl 5t
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. Firepower 1000, 2100: FZE T 2% gE84iFal

* Firepower 2110 - 25 Ff 5%

* Firepower 2120 - 25 Fili 5

* Firepower 2130 - 30 Fli % 5

* Firepower 2140 - 40 i 5
B, R Firepower 2110 BAE S RME, BI 25 Fid 5, 35 0 s S 8CEMN 23, LK S ERIA
{E 2 A0

i

ciscoasa (config-smart-lic)# feature context 18

d) (Firepower 1010) 13K 8 5 A 22 4 VFw] ik BURS H 32 F /4% FH e D 46k o

feature security-plus

i

ciscoasa(config-smart-lic)# feature security-plus

e) (AIE) sEInBhSCE A ZL T Fn, A 2.3.0 LATRA A IH LR IR 4510 ASA 7%
SOVFRTIE, HRUREATE B O, s AR P P RS VE AT UE AT RS O, AT RUS FH
it
feature strong-encryption

5

ciscoasa(config-smart-lic)# feature strong-encryption

PES AHIEAES 1 D ik i ASA:
license smart register idtoken id_token

i

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUXLTEOMTQS5NDAY$0AODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS0AC2NnMD0%$3D%S0A

ASA K 1) TR IR S5 EE T FR s SR G E IV ERAL . GRSk ™ fove, W DA RS A it 2
I F 58 %% (3DES/AES) ¥ Tl HIE. 1] show license summary 446 75 7 ] UELR A A A A 100 o
EUE

ciscoasa# show license summary

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
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Firepower 1000. 2100: FZE sk AVFAIIEIRES .

Smart Account: Bizl

Virtual Account: IT

Export-Controlled Functionality: Allowed

Last Renewal Attempt: None

Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (FP2110-ASA-Std) 1 AUTHORIZED

Firepower 1000. 2100: F & 7k A 15 AJIE{RER

0T LA Firepower 1000, 210073t — MK AVFATUE . AT 44T ASA I Qfe] 38 A1V AT HIE

UK

HIE1 2285 Firepower 1000, 2100 KA AME , 55 131 7.
$®2 (k) (W) RIE Firepower 1000 2100 K AVFAHE , 55 134 Wi,

%22 Firepower 1000. 2100 5k A i A]iE

X T ICIE Vs ) LI ASA, 0] DA B e A4S B AR T SRR AV TIE . K AVF R UE A T T D g :
HA I 2 24 S s EVE THIE .

\)

EB O TURAVIIEUR, U AEE 5 ] ASA Z RR ERZVFATHE. WA F BRI VFTHE, 2P T
SARFE ORGSR TH 1 ASA. 12 (W) JRIE Firepower 1000, 2100 K AVF
AE 5 134 0L

FiaZ |l

WA SIR ATVFRTAIE,  DAME AR BE A B A TRl o JFARRTA K AR AE AL T K AVF AT IE T
BRI E B DI RE 2T, WOk IR R

UK

HIE1 4 ASA CLI Y, J3 /K AVF AT UET R «
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B = rirepower 1000, 2100 XA ALIE

license smart reservation

T

ciscoasa (config)# license smart reservation
ciscoasa (config)#

TR SR AT AR A B2 T B N TR VF R4 G -
license smart reservation request universal

T

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
BB-ZFPR-2140:JAD200802RR-AzKmHcc71-2A

ciscoasa#

R A A, W B F—Ah, BIMEETORmE s 2wt QR i ARt AR F
BIREIAE B, HAYBEIUH &K, iR
license smart reservation cancel

WUEREERR AVFATIETRE , WP AR AL BEVE SR 2 B o SR AE R AU o A BRI PR
WU)A 20 5E M RR P A RERFIZVF PTUE N T ASA, 885 7T DU 75 ZLR M VFATE . W2 (n]i%)
RIE Firepower 1000+ 2100 7K AVFATIE , 28 134 L.

Pila] “Smart Software Manager Inventory” Jf%E, il Licenses ki

https://software.cisco.com/#SmartLicensing-Inventory
Licenses LI K 75 15 S IR 7 AHOG ) AT R VFATIE. (BRI A«
M RETRES, JFEHER N ASA fRi%. s Reserve License.

TR P B L AR 5T DA R B s BT AU B A . AR R P 5
VFRMIEL CL T LR

W% AT F 3 License Reservation %41, WIS (K 7 AR FEAIAT AR AVFATUET R « ZE X P Ol
s A NAE FH K AVE AT UE TR O BB N R REVE AR Ay 4

1t ASA TN :

license smart reservation install code

T

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwWS
ciscoasa#

7E ASA 1R VF [ IERZAL .
TS T EAE ASA LB g RIZHL, LUE ASA RV EH e,
a) BEAVFRTUEE RE R B A
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b)

¢)

d)

223 Firepower 1000, 2100 kA5 AE [}

license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

WE R
featuretier standard
SbRAEE T T o VAT IR TR I AR T BEVF R UE ) AT R 55T -
R 2 G S VAT IE
feature context 45
pEE 2 Firepower 1010 A SZHFILVFATIE .
BOATGOUT s ASASCHF2 /M5, DRI R VA0 SR (R I St b s S B 0 2 2 N B G 5¢ e
15 5 ) e R ECR R TR T i A
* Firepower 1120 - 5 F# 5t
* Firepower 1140 - 10 Fli 5t

* Firepower 1150 - 15 Fl# &
* Firepower 2110 - 25 Fli 5t
* Firepower 2120 - 25 Fii 5
* Firepower 2130 - 30 Fili 5
* Firepower 2140 - 40 Fil 5

Bl4n, W Firepower 2110 248 Ff KAE, B 25 Fhis 5, 15 0 S ECERIN 23; ML S EGA
{d 2 A

il
ciscoasa(config-smart-lic)# feature context 18
(Firepower 1010) 15K B8 5 A 22 4= V7 a] Ik DL =5 /4% ok ) 46k

feature security-plus

5

ciscoasa(config-smart-lic)# feature security-plus

CRIED N i BUE H AN AT Bldn, A 2.3.0 BLATRRASHI B IH AR AR 554 1Y) ASA i
FLHVFAIE, EAREHNE B OFF S, s AR AR P R ER VAT IE RO I B, T AR
L.
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B 7% i55% Firepower 1000, 2100 & A AIIE

feature strong-encryption

i

ciscoasa(config-smart-lic)# feature strong-encryption

(A1) iBi% Firepower 1000. 2100 5k A i AT iE

WA FTFEGRAVFIE (B, SIEAEEH ASA) RS2 A U N R P i VF vl e IE 2R 6 45
BREMAE PGS . WREALIR T D BRERAE, WNZVF AT R GRS A TPRES T BRI
T Heflts 75

i

7E ASA A RIS«

license smart reservation return

i

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTRfVrp7M/zDpirLwYCaq8oSv60yZJuFDVBS2Q1iQ=

ASA WL RIAR ARV IFHEN “VPRAL 7 RES . W RIS TE BRI A B AR, AL 2. I
, AR SR I K AV ATAIE (license smart reservation request universal), U4 TG 5T iR

Jkl:ﬁﬁfﬁ AR IR %A RS L SE BRI o WUR PP I E 3, W ASA S BE AT WPRAS . A7 KA HUR

SITEHE R, WS AGIIRE , 56 152 10

#FH ASA M B &R IAST (UDI), LUEAER e 402 B d b $R 3 k ASA 52451

show license udi

i

ciscoasa# show license udi
UDI: PID:FPR-2140,SN:JAD200802RR
ciscoasa#

i ) e B AR 1Y Inventory BE%%, 285 Al Product Instances LI :

https://software.cisco.com/#SmartLicensing-Inventory

Product Instances %3 <38 i UDI %7 BTG $-AFVF 7] 10 77 i o

FREBVEREROH VR 1 ASA, MKUCEPRIE> MIBR, SR T HEEEAN ASA IRIEAS . £t Remove
Product I nstance.
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(ATi%t) BWSiEAH Firepower 1000, 2100 (23inD2) ]

FKAVFATUERIR 4 2 A it o

(AI3%E) BYGHE: A Firepower 1000. 2100 (EHFNT£)

CHTFEM ASA K NSRS IHBR ASA. RETAMER ASA LRI VR IESBURIESS o fn] g 2
WOHE N A RERE TR PTE LU T ASA . B, TTLCKE ASA W RERAT A8 B 4% h N B

UK

IVE N ASA:

license smart deregister

(A[%) Z%)Firepower1000. 21001DiEHEiF A iEIF (EMANTE)
SRUNTSE R, IDAEAS6 64 A EIZVHURT, VFrTESEUA 30 IR W SAEs i ] TEIBE 9 O ] 4 B2,
S AP B B 28 A T BT VP AT, T 7 0 B 2 A0V

i

FE B ID IR

license smart renew id

P2 VAl UERRAL

license smart renew auth

Firepower 4100/9300: H9 T 2 & gE3k4iF Al

PR Pl T AL IV PTUE MU MU LA (LRSS BUKAVFRTIETRE ; W20 (FXOS
BCESRMD) » DURHRIN T IR RC B R g4 fF o

X RAVFAER , VFRE R TR DRE: B 2t soNsE i Ve IER bz . (HE,
FE ASA “HEE” ATLMEAXSETIRE, B EAE ASA B HEAT.

I CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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. Firepower 4100/9300: K9 2 & GEER i 7]

\}

P

KT 2.3.0 B CART BT A7 2 DAL . 9 ins (3DES/AES) VF Rl UEBRIAAR A I, Rl AE AT
ASA CLI HIE SIS VFalE 2 BT, BT ASDM BL&E 1 ASA. TEEHAT HERVERT, Hifthgm
I hrethre i, B+ VPN,

FHIa Z Al
X ASA R, HTH BV GI R ICHTICE . A Firepower UM E LA, #c il — & s hHE
HIRTC. WHZAEPPR, WA LI ASA CLI $UTH .

i

HEEF] Firepower 4100/9300 HLAH CLI (615 8L SSH) , AR5 2 1iiE 4 F ASA:
connect module i console connect asa
w5l

Firepower> connect module 1 console
Firepower-modulel> connect asa

asa>

NIERL S ASA #EHIG I, B EHAEHEN ASA, AT E R connect asa.

T ASA ARRE, BT ST I 2 ) A T LT VR R UG E A LA A . TR, S T T
1, DAL, S S8 N AR R .

fE ASA CLI ™, BEARJRRCERNX . BRAEI T, BRARERZE SR s N wOE 7RI, S5
PSR, AR GE o AR B U\ it 2-enabl el $i 7 4 5 s i«

enable configure terminal

T

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**xkx*

Repeat Password: *****x*

asa# configure terminal

asa(config) #

BT ASA SR, MR FE, IEMA R A S T
show cluster info

i

asa(config)# show cluster info
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-

7

Firepower 4100/9300: #9112 & G4 EFIF AT .

Cluster stbu: On
This is "unit-1-1" in state SLAVE

ID : O

Version : 9.5(2)

Serial No.: P3000000025

CCL IP : 127.2.1.1

CCL MAC : 000b.fcf8.cl192

Last join : 17:08:59 UTC Sep 26 2015
Last leave: N/A

Other members in the cluster:
Unit "unit-1-2" in state SLAVE

ID : 1

Version : 9.5(2)

Serial No.: P3000000001

CCL IP : 127.2.1.2

CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2015
Last leave: N/A

Unit "unit-1-3" in state MASTER

ID : 2

Version : 9.5(2)

Serial No.: JABO815R0OJY

CCL IP : 127.2.1.3

CCL MAC : 000f.f775.541e

Last join : 19:13:20 UTC Sep 23 2015
Last leave: N/A

WL A B 2 A R 4, IR U ATE R, BRI IEMI & . A OCUTiR &R, &0
T
HEAVF AT UE Y e B AR 2
license smart

il

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic)#
WEIIREE:

featuretier standard

DPRHEE AT Mo JEVFATIE IR A T BEVF AT IE A TS24 AF o BRI P e 200 AL 08 1) 8V FTLE o
TN, ToR R E A AT HAB ) BEVF AT IR B T B VF AL (AT DI fE .

HYR6 R LU T DD AEH ) — Fl el 2 i

* JZ% 1 (GTP/GPRS. Diameter fl SCTP £ illl)
featurecarrier

© AR
feature context <1-248>
X FIRAVFRUETUR , R80T LA € e K 5t E (248).

* (XXF 230 lRABTEI L ERR SR P 58 I1% (3DES/AES)

CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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feature strong-encryption
il

ciscoasa(config-smart-lic)# feature carrier
ciscoasa(config-smart-1lic)# feature context 50

PERT LR ASA R, AERRTFR RS ~ HITAR H Telnet 1. A quit DUR [P FES] % CLL

BB SENFRLE

ASAv

Ao HH A T ASAv A Firepower 4100/9300 HLAH ASA ‘224 #He (I a] HF AL o

ATEAEA] 32 37 F5 1) ASAv vCPU/ W A7 IC & A A8 AR ASAV VFRIHIE. IX A ik ASAv 7 )4 & Fl & A
B VM B IE4T . XN 52 2R AWS Fil Azure SEEIZE T30S . iLE ASAv VM B, 7#F
] vCPU 1% 4 8 4> (T L VMware F1 KVM _E[f] ASAVI00, %K 16 1) 3 S KNAEN
64GB.

EEEM

ASAv AR NAFZ R 0 2GB. U1 2417 ASAv N AF/D T 2GB, K i AE AR I ASAV VM Y
AEREST , ME IR T 28 21 9.13(1) BRE A . S8t 0T DU FH e A B30 383 ) ASAv
VM.

2

B HAT T 14 vCPU [#) ASAv I, ASAv RN AR 2Kk & 4GB.

RERIVFAT IS SR
« VAT AR VE TP 6 S 2 FEBBR VM P .

* AnyConnect FIl TLS fREE[I 2 TEBRH1KE tH ASAv V- S BUBRAfE ;. &SGR HIA T 5 ASAv FEAI A
(ASAV5/10/30/50/100) F-Bf.

SRR AR A 2K U VM AR T AR R, 2 il BRAHRE 1 D A A SR IR dek
o

o B KERERE JFATH VLAN 22T ASAv IWAFIR1- 6 D

o AR AFAIRBCE AR E AL A1 vCPU (VMware A1 KVM £ 4 8 5k 16 4
ASAvV100) FINTE (% 64GB) LigfT.

s WAHRBEA MR 28 SKU AR 7R S FRF 4k 2L 45 845 (ASAv5/10/30/50/100) .
o AN ik P R ) 152 e KA
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© BT RS AT AL

asav i

VFAIE RiERYVFATE
B KISV AT HE

i)~ I 2% it i e A

BER A

Total TLS Proxy Sessions

100 Mbps #Z4: 500
1 Gbps #AX: 500
2 Gbps $Z#L: 1000
10 Gbps #Z#L: 10,000
20 Gbps #Z4L: 20,000

VPN ] HE
AnyConnect %544 100 Mbps #Z4: 50
1 Gbps #ZHL: 250
2 Gbps ZHL: 750
10 Gbps #%4¢: 10,000
20 Gbps #Z#L: 20,000
HoAr, VPN 52544 100 Mbps #ZL: 50

1 Gbps AL 250
2 Gbps #ZAL: 1000
10 Gbps #Z#L: 10,000
20 Gbps Z#L: 20,000

VPN S5k m 4 (BHEpTE R

100 Mbps #Z4L: 50

Vvl

L 1 Gbps AL 250
2 Gbps #ZAL: 1000
10 Gbps #Z4L: 10,000
20 Gbps $Z48L: 20,000

B8R aE
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VFATIE

RiERYVFATE

AR kR 3

ASAv STD 100M-100 Mbps
ASAv STD 1G-1 Gbps
ASAv STD 2G-2 Gbps
ASAv STD 10G-10 Gbps
ASAv STD 20G-20 Gbps

s

JLA (DES) 5 (3DES/AES), H AR g K™ 13 H 5 R B

[BEAZIE

T/

gl

ASFF

& il

ANZFF

vCPU. RAM

SCER vCPU Ei % 4 8 A (AR /& VMware f1 KVM L)
ASAV100, HZ N 16 1) 5 SCEIMEAKHNAEN 64GB. En] LLE
F vCPU FI A7 AT = 4L A 5B AT AT ASAV BRI o

* ASAv [ fIR A7 25K ) 2GB.

o B EAEIT 1 4 vCPU [ ASAv I, ASAv AN £ 5L
K& 4GB.

o SV R R IT R PR P A SO
o S PRI T B IR A, I e R I A7 2R it
* 100 Mbps #Z4X: 2GB % 7.9GB
* 1 Gbps $Z#: 2GB % 7.9GB
* 2 Gbps ##(: 8GB % 15.9GB
* 10 Gbps ##X: 16GB % 31.9GB
* 20 Gbps #Z4X: 32GB % 64GB

+ & PR
FFATB KIEEFEEN VLAN 5255 T ASAv AAEIRF 6 BRI

M ASAv AT CORIRAFVFR]” ARZSINS, B KESERAC BB 1000 SRAGAEMEAVF ] e, JEREK
Rl i1 Bl ASAv IR ARN - 2K 2GB.
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Firepower 1010 ]

* 3 T AR

ASAv [ 7F F & B K IEERER VLAN

2GB % 7.9 GB 100,000 50

8 GB % 15.9 GB 500,000 200

16 GB % 31.9 GB 2,000,000 1024

32 GB % 64 GB 4,000,000 1024

Firepower 1010

N BIR Firepower 1010 LR VF AT R Zhfit .

VFANE WREFATE

B A AT IE

B W 4 i e A ANLHF.

R B K B R 100,000

IEET ANEFF BARAIFF SCTP AW, (13 FEEH ACL ff) SCTP

AR -

TLS fREL &5 4L 4,000

VPN ¥ A[E

AnyConnect %} 2544 RIRTFVFA] Al %) AnyConnect Plus 5§, Apex

VFAIE, fK¥cs: 75
HoAth VPN X 24k 75
VPN X4tk i s (winprgde |75

)

18 A 1F AT E

' HE7K (DES) 53 (3DES/AES),  HARR Tk /™ 9 & 5 R B
WAL 24 (R 2 Ak

A ARICEF

ST AIFE

5 KN VLAN %5 60
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. Firepower 1100 %1

Firepower 1100 3 5|
I 5 R Firepower 1100 251 CL 34 7] (I T fig o
YFATE FRAEVFRTIE
B A 31 AT IE
) W0 28 3t et ik A SE
I B7 K B Firepower 1120: 200,000

Firepower 1140: 400,000
Firepower 1150: 600,000

BT ASHF . HIRASCRF SCTP Krllmediy, (HSZHHEH ACL 1) SCTP
ARSI«
TLS FRBE 2 1H 52K Firepower 1120: 4,000

Firepower 1140: 8,000
Firepower 1150: 8,000

VPN ¥ A[E

AnyConnect % Z544 ARIRAG ] T 3% 1) AnyConnect Plus 5% Apex
VERIIE, ds K3

Firepower 1120: 150

Firepower 1140: 400

Firepower 1150: 800

HoAth VPN X544 Firepower 1120: 150
Firepower 1140: 400
Firepower 1150: 800

VPN XS 040 CEFET 2 | Firepower 1120: 150

LY Firepower 1140: 400
Firepower 1150: 800
18 F 1 AT E
ik Ll (DES) 55 (3DES/AES), M Tk )™ (¥t S A e
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Firepower 2100 7/ .

VFAIE FRAEVFRTE

A 2 AEVFAE, B
Firepower 1120: 5
Firepower 1140: 10
Firepower 1150: 25

e ANSCHF o

K VLAN %k 1024

Firepower 2100 3 %)

3R IR Firepower 2100 241 CL3RVF ] (R T RE .
VFAE FREVFATIE
B K&V AT E
i 7 P 2 U R ANSCHf o
I b7 K B Firepower 2110: 1,000,000
Firepower 2120: 1,500,000
Firepower 2130: 2,000,000
Firepower 2140: 3,000,000
BER ASZRF . BARASIRF SCTP Rl s, (325 H] ACL ) SCTP
AR -
TLS AREE 16 S5 Firepower 2110: 4,000
Firepower 2120: 8,000
Firepower 2130: 8,000
Firepower 2140: 10,000
VPN 1§/ iE
AnyConnect % 2544 ARGV T AT AnyConnect Plus 5§ Apex

VFRIIE, 5 KHCR

Firepower 2110: 1,500
Firepower 2120: 3,500
Firepower 2130: 7,500
Firepower 2140: 10,000
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VFAIE FRAEVFATIE
HoAth VPN RF254K % Firepower 2110: 1,500
Firepower 2120: 3,500
Firepower 2130: 7,500
Firepower 2140: 10,000
VPN XSS CRFET8 | Firepower 2110: 1,500
Ly Firepower 2120: 3,500
Firepower 2130: 7,500
Firepower 2140: 10,000
18 F 7 AT E
n JLhih (DES) 84 (3DES/AES), MUy Tk i 5t A vk 1
Za it 2 FEVFANIE, K HcE (BL5EE
104 M) -
Firepower 2110: 25
Firepower 2120: 25
Firepower 2130: 30
Firepower 2140: 40
ST NS
£ K VLAN % 1024

Firepower 4100 %% ASA [ FH#E

N R Firepower 4100 551 ASA N A2 V] Dhfg

YFATIE FRAEVF AT E
B A ST AT AE
B M L e g A
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Firepower 4100 % %! ASA (7 F#2[F .

VFATHE FRAEVFATHE
I Bl7 K R Firepower 4110: 10,000,000

Firepower 4112: 10,000,000
Firepower 4115: 15,000,000
Firepower 4120: 15,000,000
Firepower 4125: 25,000,000
Firepower 4140: 25,000,000
Firepower 4145: 40,000,000
Firepower 4150: 35,000,000

BT E=S ALEVFAE: I8
TLSARHE & 1 S 4K Firepower 4110: 10,000
P HoAth: 15,000

VPN ] HE

AnyConnect % £ RPAFVEA] T %9 AnyConnect Plus 5§ Apex
VFRJHIE:
Firepower 4110: 10,000
JIT A HAth: 20,000

oAl VPN 3o 4544 Firepower 4110: 10,000

B HoAl: 20,000

VPN SR 40 (L5 28 | Firepower 4110: 10,000

) B 3l 20,000

1A AE

e St (DES) sk (3DES/AES), MUK /™ (1 5t A5 R 1

TN 5 10 HEVFRIUE: 5% 2504, LL10
Ay LA 318

e JA H

B K VLAN ¥ 1024
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B rirepower 300 AsA R

Firepower 9300 ASA 7 F§

TR IR Firepower 9300 ASA N FH (I v T .

PFATE FREVFATE

B A& AT IE

fh ) 9 2 i it S Es

IR KA AL Firepower 9300 SM-56: 60,000,000, XJ 10 &3 ML IHLAN, #%
11 7] 170,000,000

Firepower 9300 SM-48: 60,000,000, X 14353 AMRERIHLAE, %
5 2470,000,000

Firepower 9300 SM-44: 60,000,000, X§F FHA73AMNERIHLAE, &%
1] 770,000,000

Firepower 9300 SM-40: 60,000,000, X1 HAT3MEERHIA, B
151 °470,000,000

Firepower 9300 SM-36: 60,000,000, i F-f0 53 /MsER M LA,
1512470,000,000

i

Firepower 9300 SM-24: 55,000,000, *F Tl 3 MERIIPLA,
=4 70,000,000

Carrier CA AL VPAE: R

TLS AR 18 S5 15,000

VPN ¥ AT iE

AnyConnect Xf 544 ARIRAFVFH] 3% 1) AnyConnect Plus 5% Apex
VFRE: % 20,000

HoAth VPN X 454440 20,000

VPN 445 i g CfRpTfiZE 20,000

D)

1 A1FANE

e JLhit (DES) ki (3DES/AES), HU# Tk 7 () S A b i &

7 10 FEVFATIE: %% 2501, LL10
A BV 38

i JA

Bk VLAN ¥ 1024
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A
Iom

r“;ED

N\

i = |

REEFIF AI

fEn DUV RIE D RE  IRASAIIES,

EFHBIFANE

EEEH

WHEHFE, SR N e

* show license features

el |

LA A F R

LUR 7R Bl s R 2 A AN RV RTIERK) ASAv CE 24 T VR Al IEHR A0

Serial Number: 9AAHGX8514R
ASAv Platform License State:
No active entitlement:

Licensed features for this platform
Maximum Physical Interfaces
Maximum VLANs

Inside Hosts

Failover

Encryption-DES
Encryption-3DES-AES

Security Contexts

GTP/GPRS

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine
Cluster

FAIEIRZS
HZ UL T ir & R B H VE IR A
* show license all

B BEHATFVE AT BPIRAS

BREACELARCA . UDLA5 R B

Unlicensed
no feature tier configured

10 perpetual
50 perpetual
: Unlimited perpetual
: Active/Standby perpetual
Enabled perpetual
Enabled perpetual
0 perpetual
Disabled perpetual
2 perpetual
Disabled perpetual
250 perpetual
250 perpetual
Disabled perpetual
Disabled perpetual
Disabled perpetual
Disabled perpetual
2 perpetual
2 perpetual
Enabled perpetual
Disabled perpetual
Disabled perpetual

IR BREHPERE. X

LT N
&u\ﬁTﬁ%hEﬂﬁmm% eSS .
PLF /R 27~ ASAv VFRTHIE :
ciscoasa# show license all
Smart Licensing Status

CLI B 1.
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B zz=asrmieks

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTIC

License Authorization:
Status: AUTHORIZED on Sep 21 21:17:35 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 21 21:17:35 2015 UTC
Next Communication Attempt: Sep 24 00:44:10 2015 UTC
Communication Deadline: Dec 20 21:14:33 2015 UTC

License Usage

regid.2014-08.com.cisco.ASAvV-STD-1G,1.0_4fd3bdbd-29%ae-4cce-ad82-45ad3db1070c
(ASAV-STD-1G) :
Description: This entitlement tag was created via Alpha Extension application
Count: 1
Version: 1.0
Status: AUTHORIZED

Product Information

UDI: PID:ASAv,SN:9AHV3KJIBEKE

Agent Version

Smart Agent for Licensing: 1.6 reservation/36

show license status
R REVFIRIRAS

LA 75 ] 7 A P S RE SR AF VR T 1Y) AS A PR -

ciscoasa# show license status
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTC

License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 23 01:41:26 2015 UTC
Next Communication Attempt: Oct 23 01:41:26 2015 UTC
Communication Deadline: Dec 22 01:38:25 2015 UTC
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EEHREFTIERS

LAR 75 s A T /K AVF RTIETIAT 1) ASA (AR -

ciscoasa# show license status

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jan 28 16:42:45 2016 UTC

License Authorization:
Status: AUTHORIZED - RESERVED on Jan 28 16:42:45 2016 UTC

Licensing HA configuration error:
No Reservation Ha config error

show license summary

B

SRR REVE PTUERAS AL 15 DU 22
LA 7 ] 7 A P S A RE R AE VR T 1Y) AS A )47 22«

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2016 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2015 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (ASAv-STD-1G) 1 AUTHORIZED

LAR 759 @A T K A VE RTIETIAT 1) AS A (R4 22«

ciscoasa# show license summary
Smart Licensing is ENABLED
Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION

Export-Controlled Functionality: Allowed

License Authorization:
Status: AUTHORIZED - RESERVED
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-

* show license usage
SR REVE AT UEAE RIS .
PUR 7”8 Sk ASAv (48 A 0 -

ciscoasa# show license usage

License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC

regid.2014-08.com.cisco.ASAvV-STD-1G,1.0_4fd3bdbd-29%ae-4cce-ad82-45ad3db1070c
(ASAV-STD-1G) :
Description: This entitlement tag was created via Alpha Extension application
Count: 1

Version: 1.0
Status: AUTHORIZED

£% UDI

WA AW AR RAT (UDD, 525 LL N4
show license udi

LR 7n ] 878 ASAv ] UDI:

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJBEKE
ciscoasa#

I B T
WS LU TR R 4
* debug license agent {error | trace| debug| all}
M REAREST IR
* debug license level

FTTT AP0 B8 RERAFVF vl 4 B A8 R

FR I A RS IR B8 0 ] 5 e A A BRI A
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wesrmns i

I EIEMANS R

)

XEFREA K, 0T DLETEE M . BRIARE DU, BE AR 30 K. il B R B ol
TEM AT BRI, TERI AL R ID BURARA I . WERBLA R e ), WRT LB (K4

a4

Firepower 4100/9300 LA - B4 EMHEENIA A Z/E ASA B & ERHTHCE .

FEHRE A AR B e LT B IR SR R s, e s 1 B RHAF AIEAUA AU BEA T M. 4
B ) A RN, VR AT IEMUAR HUA 23 AU ID UEFS, T 7E & 5 VF rTUEARUR AL 2 TRl 34T 3015
PEUEFATO00 14, HF A 6 DMK,

S AHEM AN ER B S

BEAGRE 30 RS VFRTIEAUA U AT IS . WERISAE R REAH A PR h b AT S0, vy LR e 6 -
(KB, DA S R AR B, T LA B A F v RIDELA

Al LLBE R AL & HTTP fCHE,

ASAv

ASAv LZ5AT A% V5 R BRI, B 22 /0 6E 90 Kl HTTP AQEL S i) TLHR R o 5 MLV ] LE A
{4 30 RIEAT I, HAURBER HA SR, W2 REFSHURE 90 K, AT B3hEKR.
FERRIYIIE , NAZIC RV UL, IS ASAV R A G

Firepower 1000

Firepower 1000 #4250 n] UL B V5 10) LR, 8k 3 22 /b nl4g 90 Rk HTTP ARV i) BB . & JLAF
AIUEIEAE R 30 RIEAT—Ik, (HW R & BA R, WSR2ialT 90 K, mASHAT H3EHk.
IR, U RV AT UEMUR ML, 75 WK TE V50 T BRI T IE A DD e 3047 i 2 o 4L,
{EHERAE AN SZ 5

Firepower 2100

Firepower 2100 200 n] DL 205 in) HLIERY, 5 /b nl ;90 Ridiak HTTP AQHE VS i) B o &5 FIF
AIUEEARBE 30 REEAT—R, (R R B& BA IR, WaRZIE1T 90 K, 1MiASEEAT Bk,
AETERIASG, BRI R VF AT UEATUARMLAL, 5 MK TC 1ot 75 B R P mI b 1 D g 1A T T T 1
RARAE AN SZ 50 o

Firepower 4100/9300

Firepower 4100/9300 425 v LA E #2075 0] LR, B35 22 /b ) R 90 Ridk HTTP ARG 0] BRI .
FUVFRIEE A BF 30 KT —, (A& R SR, Wi 21817 90 K, AT B3l
o FEDEMRIIS, AU R VE RTUEMUR AL, 75 WO TG i SR R VR R IE 1) D) R EA T I 5
o ARERAENIANSZ 5
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BEAAAELU BN AT AE 2 AL T A G HUIRE -
o WEREATH - A A AN T R VR AT IERY
o VFRAIIES - 2438 I 1) (VP AT IE 2
 TBAEANG - A CIEVT I VF AT UEAIUR B AL LA B SR AHZ B
TG UL S A5 AL T B AN G HUIRAS, DA ZI0RE 15 4 > 7 I A0 A3 FH (42 A 5 8 el ™ i Fr) 424K
AT LR
MR HAATL S, AR A HURES AT 5852 21 R«
* ASAv - ASAv R,

* Firepower 1000 - %4 JC 100 T ZERFRR VP PR (R D REEA T IO S B0 05, AR E WIS SZ 52 o 49,
FETFRAEVE R UE BRI 1 5o T DLk gz T, nT DUB S e TR s, ISR IR 5.
T U I A A S ARV AT IE VA BTV AT D) 6E, BRSNS DI fE

* Firepower 2100 - %45 JC o0 T ZERFIR VP nIE (R DO REEA T S S0 5, (B E AN SZ 52 o 49,
BT ARUEVE R UF BRI LA ST AR EHET, T DU S TGS, (E GV s 5t
WS R M AT RS ARV R, WGVERC EAT MV Rl ThRg, BRI 2 D) Be

* Firepower 4100/9300 - 144 Joy2:0) 75 ZERF PR VF IR [0 D) BEEAT IO & T ok, (H4RAE A SZ 52 . )
W, B RRUEVE TR BRI A 1 S AR SHE AT, Bl LUESCeE NI E, EIEIER I
o WER B VRVEMH AT RS RS HEVF AT, JEIRRC BATAT VR T Zhig, A e s ohhg .

Smart Call Home E L% jE

BRI OL R, Smart Call Home it & SCAFAFAET H T3 2 VT U ML I URL (BCE . AReRER
PR E SCPE . ETER, VR AT UERC B SO R ME R B R TR VE AT UEAUR LR ) H (F 3k URL . BAE
3R1S Cisco TAC MR7N, 5 WA BE §V/F m] G A ML URL.

N

E® X Firepower 4100/9300 HL4H, HT-F] 1) Smart Call Home i Firepower 4100/9300 LA #1354
o, MANE ASA FIFTIE

ARE B A AT 25 Smart CallHome. 1%, RP{§4# FH no servicecall-home 4y 422 H] Smart Call
Home, WMASEERRGERAFT

B AR TG B HoAth Smart Call Home Thfg, 15 WASTT HiXLEThfE.
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BREIFALHEIERERE

ASA 2 BRI —MEAT A, H
G5 2SR5 B AUR J2 VR A T B IR 25+ W, 15 B B auto-update iy 4

& ERERILEiLE T
M

BIREVE AT UE R 25 28030 ) Ik 45 S R S 6 2548 Extended Key Usage 7B 1 404& “ServAuth” .

warminrsee [

&Mk Smart Call Home IR 25 25 UE 15 1) CA HE1 . Rl Ik
DL FH 3 H e A TR) B 11 30

1A

EAAEAR A AU ES5ERG AR R T B P AR AU R .

REFIT AT R1ER

THRERFR

FaMA

L RA

ASAv100

TRV AT IELR B 9.14(1.30)

ASAVI100I] 45 37 F745 F 7= i ID L-ASAV 100SR-K 9 =147 7 AV 7] iiF
T . EEE: FHAEITA K AR AL FH K A PTIE TR

ASAv MSLA S7FF

9.13(1)

ASAv SZFFIBHTE RSV B (MSLA) Py, XMt
VER R SR 2R, B ok ) 20 = SR B R IR 45 1 B R R R
YEAK AT ] o

MSLA & — P aevral e, i 2 g
B ERVF AT AU A FH A DL

BriAEMf 4. licensesmart. mode. utility. custom-id.
custom-info. privacy. transporttype. transport url. transport
proxy

EACERAE IR [a] P A

ASAv RG]

9.13(1)

RGP RV I — R BB, ] LI Z SR ASAY
vCPU/W {£ e & P Ad AT ASAv ¥FH]HIE. AnyConnect AT TLS 4%
BRI 2 05 BRADEE H 223610 ASAV - BRI E, AN &5 RS AH G
(o155 B o

BT AE R 4

features

showversion. showvm. showcpu. show license

T Firepower 4100/9300 A4 |- e

PZIESS

9.7(1)
ARl

T 3= F ST Refs i SR IF nl BOR)
. S FXO0S 2.1.1.

T, WP AR TG SR v

EHT A
UF R

SAv Fi 5 H BRI K AVFAT | 9-6(2)

TR R CER A 1.6.4) , EHRASZAUCHS AT AL
EL%?T%

ANESATAT A7 2 o

PARSS

BN ASAV Y FE 9.6(2)

U RS B T2 A I PG ) LI, 45T LG LURE UL
(VM) TER AR RE AT Bl s TR IR S5 s

FEBATAT 2.
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TIREAFR

L RA

1% F T Firepower 4100/9300 HLAH |-
ASAv 17K AVFRTE T

TEA SRV RPE BRI A8 B4 Z A A TI8A5 1R  E R B h
& AT LA Firepower 9300 F1 Firepower 4100 _FJ ASA 1% 3Kk A4
ALUE. B T VT UE AU BAE AR AV TR, A FERRUE)Z
SR CUERFFERM) 2RSS E MVFa k. 752 FXOS
2.0.1,

JIT A Bic B Y1 Firepower 4100/9300 HUAS L AT; Joiixt ASA #E4T
B .

ASAv 7K AVF A TE {4 8

9.5(2.200)
9.6(2)

TEAS FUVE 5 SRR R SR B8 2 (R T304 (1) e e A R R B
a5 AT LU SRAEAE ASAV K AVFRIE.  7E9.6(2) ', FA 138 &y Amazon
Web JIR 55 L1 ASAv ¥ I T %F DI BERISZHF - Microsoft Azure /52
R IIRE

SINT LA R A4 licensesmart reservation. license smart
reservation cancel . licensesmart reservation install . licensesmart
reservation request universal. license smart reservation return

BREMETI R v16

9.5(2.200)
9.6(2)

BIREACH N 1.1 AT R A 1.6 FRAS o ETH SRR AVF AT IE AR B

7] i, S R AR /T 1T UE T 5 RSB 4 1 5 N %% (3DES/AES) ¥F

CINE2 @

iR WIRAE N 9.5(2.200) WRASFE S, ASAv K AR B VP T v i
RFE&. EBFHEEAET, M license smart register idtoken
id_token force iy & BN, I BERAFE BEZS IR
ID 414

SINT LA Rr4: show license status. show license summary.
show license udi. show license usage
&M T LA R fiv4: show licenseall. show tech-support license

T LL R4 showlicensecert. show licenseentitlement. show
license pool. show licenseregistration

N (3DES) VFrlHiE 2 B3N T
Firepower 9300 _I[¥] ASA

9.5(2.1)

TR AR BRI BEER P, A ATTLE Firepower 9300 |

A2 R, RS AN A, RS2 B3))a s ins/rnr

Uk,

iR QA T ik RE KA B AL RSB ] ASDM AL Ath
SEINE DIRE, B AHERRE ASA Z 5l H ASA CLI Ji
FaE N (3DES) V7l iiE

LT REZR HAT FXOS 1.1.3 JRA .
kR T LA AR DAERCE T 44 feature strong-encryption
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suanraneiez I

Ihiae AR TFakA |t

U SR AR 25 BAUE P AR 2 R sk B [ 9.5(2) A REVF AT {4 ] Smart Call Home %ﬁtﬂi&kﬁ’@o 2 ASA HIRAE G I

oG AR AR EE IS5 (Smart Call BRI B RS B ARSI, B AR AMEE A, XAMEE

Home)/% §&14 7] (Smart Licensing) il 1 AL A it ﬁﬁf&ﬁ%ﬂ&%ﬂf%ﬂﬁ CA MIFP. ASA I SZFiAE

AT IR W%%ﬁ%ﬂﬁ%&%ﬁﬁ%ﬁ%m%ﬁ%ﬁﬁ%ﬁ,mﬂu&*
S IS 1) 18] o 2 391 J T trusstpool HZE 1) E 3 58 Th i
FIAT LU R4 : auto-import

Bris 8 FVFRTIE 9.5(2) M T 24047 1) GTP/GPRS VI UE [ HTia 8 7 Vil UF S 2 ¥
{5 SCTP F1 Diameter #531l. %JF* Firepower 9300 J:E’J ASA,
feature mobile-sp #ir &% B3l 2 featurecarrier 14 .
GINEAES T UL Ffir4: featurecarrier. show activation-key.
show license. show tech-support. show version

Firepower 9300 ASA [ BB e Fvr | 9.4(1.150) | FRAT1h Firepower 9300 ASA 51N T4 REF AV 1T

B SINT LU Fr4: feature strong-encryption, feature mobile-sp,
feature context

& T ASAv IR ERHE e A VrmT 9.3(2) ﬁﬁ%%ﬁ#ﬁﬂ,@WHM%%%@#WEMMEMKWWE

AN, B REVFRTIERGRE ZIRSE F 91 5o S5 TT U 828 45
ASA, TIALEEAES A VF RS0 T ger ], ik
] AL T AR VF R UE AR A R K

SINT LU Fr4: clear configurelicense. debug license agent.
featuretier. http-proxy. licensesmart. licensesmart deregister .
license smart register . licensesmart renew. show license. show
running-config license. throughput level
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iZ 481% % Firepower 4100/9300

Firepower 4100/9300 s& BA RIGVEM <6, AR P e — P2 M@ M. AENHEAR
H3Z TRC & DA X anrl 15 ] Firepower AUAR B BRAS S I AT 88 vl M2 W« BN INEEEE D i
%, % Firepower 4100/9300 f£] ASA BHEE | 5@ 429 i, FAEH] FXOS CLI, 2% FXOS CLI it
BieM. HREL Y FXOS F/7 M, %25 FXOS Bl & 155
* T Firepower 2 1 , 5 157 11
s KT EA, 4160 11
o BEAFFREAL G I ZR ST 4, 36 160 T
o PR IVENIRIER S, 26 161 1T
s WUEREO, 2162 T
BoE 2w, 5167 1T
WAl sk, 5 176 1L

% T Firepower %[

Firepower 4100/9300 HLA SZ FF4 B 4% 11 F1 EtherChannel ity 138 ) %11 . EtherChannel #4114 % 1]
DAL 5 R — 2R AU 16 A di iz .

s EED

WLAS B I Tal ik SSH X Firepower AUAH & B85 K7 B FXOS MU . BEHE: ST T4 it 2s i
EHRDER B MGMT 844511

IR 24, AN CLUBATRCE. BE(E FXOS CLIh AL i1, Wl SR8
R

Firepower # connect local-mgmt

Firepower(local-mgmt) # show mgmt-port

TR, RV B A 28 sl N R B TR R T, B35 AT T mgmt-port shut i %, HUA T EE
P R IEF BT RS .
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B zox=

A

IR WSS PR AN SR B R,
NSl

FEAZ AT DGR LR R —

o Bl - FEROREER . AREAEZ BRI O, AR e e 1 AR S oAb
BBl s . AP AEER D EE, PradiEeaiE R0 RIRMBUE, JFES RN
FIRIPIBLRE oy — AN B %

o FRILE - FHFHINEE . AN E RS SRR se g e 1, v A NI R A/ 2R s s )
X FRFTDfEH FMC) 3L,

EE - TN RG] X O DL A AN R R I, DAY M AL,
AR OO I B 1 I L O AR B RS . R RN B I
o AT ASA: 0T LIOR e MBS 1 R A B, (ELA 20K A R L1y e 2 8 R e 6, BRI
TEAT A R B o B A A% D o A AR B DRSS, 1S AR A B 1

, 5157 T,
A

R e R EUS R iR RN B, R B
B e/ Bl e1/2 £ FBOB B4 T 20 LA TR 104 B
Ho

* Firepower 1} - H{1E FTD-using-FMC 7% 5 Bh & 24 1 o

o SETE - EARBEIR B W 25 AR RIS R BE RS . BOAIE DL, ARG qrim lIE 48 I A sh O 4L
PEHBE R . “ARIE” SRIMAYAE EtherChannel 2 111 152 30 H§ o

A AT E TR h FTD F1 ASA W H 32 2RI SCRE, W20 N &R,
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mososmAzn i

R EEOLEBLE
N A i R BIE£E |HEL =g Firepower |£&£8f ({X | &8
#0O = FiE =4 BherChamel) | 301
a
FTD PSTACHL | - - - X X - -
S
BT AR | X X X X X X - -
S
R | S - - - X X X -
e (BhaClad
IHFHL
RS
i)
ERERR | X - - - X X X X
eNd (BhaChamd
TR
eI TR
)
ASA AT AHL | - - - X - X -
S
EREARH | 2 - - - X - X —
S (BraChemd
AL
IS
)

FX0S IZ0 5 M HizO

Firepower 4100/9300 % P4 F 3% 1 fll EtherChannel Cifif L8 ) £ HFEA LUK MBS . £ENH
TR DA B S e O R . i, L REAE FXOS F I EtherChannel; {HJg&, %] LI
] EtherChannel 43-Hc IP $hiik.

TS EXOS B2 105 3 2 112 T8 A8 H

VLAN F#%0
XTI AR, T DEN T A VLAN 751 .
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SR

HLFE RN A o 8990 37 33 VRS

FuT LU BB S HYRIAS HIHUAG RIS T rh 4 1 o A Z0AE AN A R G0 Th #85 H BR A 1 384T (42
Ho l 82 FURZS WAL, US55 W 22 T80 AT g ANV BE 1 2 -

A Y Y | | \rL
KT ZEIR
AR ARVFIBIEIT — NN 5L (ASA 5% Firepower BN HD Fl—ANm] &5 Mg i A (Radware
DefensePro) LA Bl 554 o

NI INIER BRI, BN E SN SEBISRIANRA, Zrldde O, JfFIe B 2 N & 15 e
P

\}

ER XIT Firepower 9300, 1] LAZEHLAE T AT S He 22 B RN FZEBU N (ASA B FTD) o & mJLATE
AT FAB AT — Tl N S A R A [ R AR

MILFRFEE BRI E
s T LT DA 200 (3 0
o MY - T AR A S R SR T PR T 4 TS
© BESE - BECIBRIR A VPO 2 A MDA e, B R I A R (R, S
Bl ARG RN RESEILEN IR AR (70 A E . Firepower 9300 % % Bl bt 4

SCREHLEE A RS . X T Firepower 9300, T =/ MRBLNNS SARE, RN IE T A SR 7
eIl o

FEHFIR A SRR SHIREH

Firepower4100/93003C R 2 Fp 15| 2, N R DL K mn] FIPEFI A9 e bE i g . WS LA R
SR, TERVEINALE .

Firepower 9300 A9 E 3k

Firepower 9300 U#5 3 /M2 ARG A 2 PR R 2 B, 152 LN K.

o AR - 0] LLTE Firepower 9300 e AN RIS (P, il ST LK SM-36 1E 4
FEHL 1. SM-40 7E i 2. SM-44 15 hyfkidk 3 2235,

o AHURI AR S0 - 454 L BB BRI, RIS SRS A S A
FEPHBERIFTAT VR, DA LR AERE LA Ch. T BL(E S 1A A M,
AESUARMOSR AL 208 9C0 . i, STTLAAEREHE | ATBE 2 ESeb A, R 3 I
LRI
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o LT - TP R RSN IS HUFETED #BA 2R A2, 8 n] LAAE &AL
Fah RN BRI AR, (BHUAR P ARAE R T B CUFRATAT S 4diAl ) A 20UE T4
filtn, FEarLAENLAE | rhede 2 4> SM-36, 7ENLAR 2 h 2 3 /> SM-36. WAL [ — LA %«
BT 1 SM-24 F1 2 4> SM-36, WIS idAd A1

f i) P - AUAE Firepower 9300 F I [R)RBEE A S Rl FHE . (R, IXI/MHLAE W] DL 3R
G, Fitn, UG ESEE SM-36. SM-40 il SM-44, A] LI{E SM-36 b (6], SM-40 £
Pz [0 F1 SM-44 B2 [a) 78 & o] B X .

* ASA FIFTD I FZEAY - # 0] DLLERUAR A (K 3 A b 22 2R R [E 2R A (K o i dn,  #m] LR A
Hel Fikibe 2 et ASA, {ERiE 3 E2ed FTD,

* ASA B% FTD A - 45 0] DLAE PR A E I8 4T AN [a] RRAS i N FH S 2878, sl ] — Ml izdT
BN AR Sz B, S Al DLFERTEL 1 Bt FTD 6.3, fEAWEL 2 2% FTD 6.4, {EAHER 3
|23 FTD 6.5,

Firepower 4100 Y3k
Firepower 4100 7 2 M5 . 152 [ DL T 2K

o AHUNIEERS S - 7 Firepower 4100 b 22 e ARSI, e R ARESCRF LA A 439l . Ak
1R e BT BE U5, DRI S REAE e b 22— AR S

o SRR - SR IO T HLAR AR 20 A [R]— TR 5
o e ] FHAPE - ANCEE [R) i () 32 3 g ml FHAE
* ASA Fl FTD W JT125% - Firepower 4100 H GEig 17— Fh N 2R AY

1% 4815 2 BY /4 | 0 PR )

A RAEN PR, TSP LT #T .

Firepower 3 [ &% 4 1| FA PR 1

2L\ MAC ittt
ERIN MAC Mtk o FC B g 42 D 28,
o WIEREZ I - P E R L © 405 1) MAC bk,

* EtherChannel - X} EtherChannel, J&1iliE 2 FTA B D ILZEAM R MAC Hihk. tLThegfH
EtherChannel %f W 25N AU P, FoGMAT R GBI —ANEEIERE,; MAIES AR . i
[T 38 2 LU ok At b (g — MAC $iuhil; 32 1 5 B R A 520 MAC Hi ik
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B —seumms

— i /B JU) 0 PR )

B X IEHE
TET LAAE FTDAN ASA 15 |32y e F rH R B AR se B, i e sz WA
=R A

o FE VG L P L v T P

o T LUREAE AT Bl 1 TR S b D MO IR S B . ANSCRFBUR I =% 10

(3= ¢
 BE G, AR ASA R 2 A S

= A R KFNATIR 4
o o T B TR o 2 4 5
BT PR s A Firepower 9300 [ BLA A BT i
- TR
BT R R
VBRI R P05 FXOS IR TR
B

* {X Firepower 9300 |- [r] PR 2 ] sC 45 vl PR AFRPASHLAE ol LR B G st o,
FMHUARES A SM-36. SM-40 Fll SM-44. 1] LI7E SM-36 #ib 2 [H]. SM-40 f2 [A] Fl SM-44
LB 2 Ta) ) 7 s m] PR

s R AT I ME R GRS MR R G 5 250 TEE

=g E3m|
BRONHOUT, W3 O AT 2EHPRES . nTRUA H#:H, %8N Etherchannel, 4’45 L@ .
A

ER WRAE FXOS IR — N (B, W ISR R 4R, B2 Bk EtherChannel, HOKF MM 1 H
B> L2 EtherChannel) , W ASA BC'E 2 PR 5 dhmr 4, DAMERS a] DLIEATAT AT 05 B 48 ML
PR R O AP AET Z HEm. SE R LIFE ASA OS W s RS K IH 42 i
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mamezn ||

BeEIERO

T

N
g
N

$IE3

Ty Lo g 8 AR I 11, JF VOB B PO AU L. S RS0, 20 FXOS
LRy SR e, FREN T BLZEE T R e

FiaZ /i
o RBERNE K B4 & EtherChannel % M8 10 . & 076582 078 N3) EtherChannel 22 /i Jy FLi¢
HEHE,
pUE ]
HEN G A

scope eth-uplink

scopefabrica

JA .

enter interface interface id

enable
w5l

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

PR AN SAME DOV DAy Sy 1 T T B 5% PRI o SR A DAy S 1 T T B % PR AT enter
interface 5§ scopeinterface 4, M-SR —RETREE, U ZALETE. PAETH]
enter interface iy g4 1, R 5 ZERHHE VR I 21 3 i 3 o
CArae) BB IR,
set port-type {data| mgmt | cluster}

T

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data G BRIAIEAYL . TH21IEFE cluster KRBT BOATEOL T, REa A S/ EIE 48 L)
SRV

Je FHEAEF BBl Cln RS S0 FE) .

set auto-negotiation {on | off}

TP
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. i~ h0 EtherChannel Cifs i@ i&)

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

CE T
set admin-speed {10mbps| 100mbps| 1gbps| 10gbps | 40gbps| 100gbps}

EUE

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps
BB DR

set admin-duplex {fullduplex |halfduplex}

-

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex

WA g T BT RSERINS, e CN 0. WERE AU TR o, TR T .
set flow-control-policy name

ELE
Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

PRAFHCE -
commit-buffer

T

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

/0 EtherChannel (i [1i@i&)

EtherChannel (HHFRA i FHHIE ) 552 ol DA E 16 AN [F-— A BRI S e i 4 1, IF Hab ik
B AH R BE AW TR . AR AR LLJE RI-45 8E SFP; 1] LURSF AR FZRES R4 F1GLR)
(1) SFP. ANREIE I 7E KA 4 1 B W B A BRI S e A& (B0 1GB A1 10GB 211D«
BFEEG I R4 L (LACP) B 7E P /N Y 255 1 5 2 [0] A2 0 B s v SR 42 il W UEH BT (LACPDU), 2 ifi
EREN.

#& 0] LUK EtherChannel H AR/ ) 3£ B 22 L 2 «

o TF) - RIEMB LACP %1, /1] EtherChannel 1] L5 3= 8% 4 /T EtherChannel 33573535,
a1 T B KPR B M/ LACP Wik, 75 A4S FH = R .
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510 Etherchannel (ix0iEiE) ]

* JFJ3 - EtherChannel #8415, F+HAMEH LACP. “JF)2” 1) EtherChannel R e 5 Y% —A> “IF
Ja 7 H] EtherChannel & 7% $5,

TR

G0 G TR T T B A 32 BN 3 H BB SO FT TRIRAS,  WIIAT B8 5 22 20 a8 = 43 B Py B TR) A~ R Al
EtherChannel # N4k % .

AR Ea 1 1 AR AT

LACP K Wpif H 3his In MR 45 i) EtherChannel FOHERE, TG ™ T LACP i&2x ab PR it
B, IR R R PR TR R B IR A A . SRR LR AR HOR A EDE R AL
“TFIR 7 AR AN e A e 20 A 4 R 1

Firepower 4100/9300 HL4 f17# EtherChannel i, EtherChannel ¥j b T3E#2ARA& (X 5 LACP %
O BEREPRE ONT4TIF LACP #5220, HEMH A BL4m@ i vess, WMEY) BB S w11 .
EtherChannel 71 LA MO0 #F B H3EERIRES:

* ¥4 EtherChannel ¥% Il kB 7 38 48 1 £ 1 50 B0/ 2 iy 11

* K EtherChannel V3 1A J& TS0 70 1R 12 4 150 % 100/ 3842 1) QAR T 42 T it

* % EtherChannel VS 14 J& T80 — 0 2 4 B & 8 o 1, JF Ha b — oo i ix
¥k

1HVERL, EtherChannel £ &4 & LR R S RIS IEH T/E. Wi M5 % £ [ EtherChannel
sy B2 4 4%, EtherChannel Kk 5 4 e ol K IR .

UK

BENFE B

scope eth-uplink

scopefabrica

Bt Sy 1 303

create port-channel id

enable

Vil ARk AN E

create member-port interface_id

T 5 22 ] LLAS AR [RI A 28 BRI 25 88 1) 16 /N Jl DBz 11 o B 0 8 11 I 208 8 D0 A TR PR T B R T, I
WA 205 45 Ay bt sty 130 P 5 P 3 5 RO T AHUC L o A 2R 2 ] DLt RJ-45 B¢ SFP; ] LIVRA i
ANFIZERL CHRZIRDEER) 1) SFP. AREIE I AE KA R 1 b v B N BRI A e L = (f3)
U1 1GB 1 10GB #11)

Tl
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Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
/eth-uplink/fabric/port-channel/member-port* # exit

T4 ik WEBNRAL
set port-type {data| mgmt | cluster}

IR

Firepower

/eth-uplink/fabric/port-channel # set port-type data

AsANIT |

data JCHE 7 A BN . TS 20ILEFF cluster JCBE,  BRAR EORE b L E0E F VR SRS BER T AN

ENINGE

WSyl VI TE PR A B I (R4
set speed {10mbps| 100mbps| 1gbps| 10gbps| 40gbps| 100gbps}

USRS IN AL B F5 € L A RE A% 11, 3% R TSI S in A\ i 11 38 . BRIA{E  10gbps.

Tl

Firepower

/eth-uplink/fabric/port-channel* # set speed lgbps

P CFILE) Ay I IE A B A B BT il XU T
set duplex {fullduplex | halfduplex}
AR RN IN DAFR S WU T RC B R A 1, 3% DR JCVE D in N\ i 1 38 - BRIA{E fullduplex.

TP

Firepower

/eth-uplink/fabric/port-channel* # set duplex fullduplex

PR AR Bt CERERR DSCRED

set auto-negotiation {on | off}

i

Firepower

/eth-uplink/fabric/interface* # set auto-negotiation off

S8 WEHIER LM LACP i HiE B,
PP ARSI 1, AR & B AR

set port-channel-mode {active | on}

T
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Firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on

IR g AR 7B, W C N TR . RS G TR, RN TR
set flow-control-policy name

IR

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

AL -
commit-buffer

L&

7t Firepower 4100/9300 HLAE 338 i 37 @ 48 15 2% 54 iy ] FH X
HRAERE, 1E S [d#unique 218,

uj\\ 7]1] 3E A ASA

ST IRV A B ], ol e s el PR . 7R B AT 2 AL ALY Firepower 9300 -,
ARG E AR BT £ o SERF I I P AR, DRI TG 2K RURE HR B B RN ST ¥ £ A T VR FH RN
AL

T LAl I Firepower 4100/9300 HLAR I — i HH 5l W 7 K B0 ASA.

X2 S, eI E I, RJETE ASA N TR 21 s

FriaZ 8l
* M Cisco.com F#EEH TR B AN NG, REHBUE T 83 Firepower 4100/9300 HLAH -

N

E X T Firepower 9300, 1 LAYEALA A7 BB b2 B AN R 28
B ORI (ASAFIFTD) o MR AT LAAEAIAE B I 4T—Fi s ]
S RIAN A A

s MUE RS EAHNEEE O FHE R0 HEE, WE B OARE T THLHE
EHPPLAEE Hi H (7F FXOS ', W RS 2% 1 2 7r 5 MGMT. management0 2 H A2
TR

« PERLL TR
* LA ID
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o BB IP Mk A £ HEHY
o ¢ IP Hudik

i

W1 AR SHA.
scope ssa

i

Firepower# scope ssa
Firepower /ssa #

PER2 BE N SLBIAR A o
a) AA AR . TR T AT .
show app

RIE

Firepower /ssa # show app

AsANIT |

Name Version Author
App

asa 9.9.1 cisco

asa 9.10.1 cisco

ftd 6.2.3 cisco

b) CREE I BCE Y LAY | AR .
scope dot dot_id

Supported Deploy Types CSP Type Is Default
Native Application No
Native Application Yes
Native Application Yes

X Firepower 4100, slot_id4i%4 1; % Firepower 9300, W4HZ K 1. 2 8% 3,

oRtIE

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

c) QU NI

enter app-instance asa device_name

device_name AJ T 1 & 64 NPT 210 o FEXT LB QI ISR et I, ORI e 2 24 K

5l

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* #
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d) WHE ASA WGHRA.

set startup-version version

i

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

e) B HBEREEA
exit
w5

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) B ssa Bz,
exit
il

Firepower /ssa/slot* # exit
Firepower /ssa* #

TP

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

PR3 QIR
enter logical-device device_ name asa dot_id standalone
A FH 548 22 A I S SE 481 AH 5] 1 device_name.

i

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

PR A BRI RO BB 1 o X AN E AP IR
create external-port-link name interface id asa
set description description
exit

* name - i Firepower 4100/9300 HUAHE BL 1 #AE ] B AJEAE ASA TCE FAEHT )3 1 44 FR
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* description - 7% 7 Sk A E PN 5145 ().

B OV S HUARE B AN MR IF 2 ASA B TR B 8 1, B dS v 1P Hhdik.

TP

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

a) IS SREFXS.
create mgmt-bootstrap asa

oRtIE

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) FRERTKEER e EGE ] .
create bootstrap-key FIREWALL _MODE
set value {routed |transparent}
exit
L HARE Y, BRI A A 0 46 FR s IR o SR ST % e BN 2 VAT T AN A 5~

Fo ST, EYI KGR AN 2 R K, T i s B Bl kT, A
PR 2 B PR B A (0 6 Eh SR

AGAEI G0 B N B BB KR WOREED N 5 R r i e, WA E .

5

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

o) fREE IR .
create bootstrap-key-secret PASSWORD
set value

WA
TE: i
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exit
%W:

TRECE ) ASA B 53 RS B S0 AE B T 200 i S I AR H A s WA FXOS 7 M BLFR
ﬁu,uuiT SHDIUH PR, wPUB L EE .

45

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d) FCE IPv4 B B
createipv4 slot_id default
set ip ip_address mask network mask
set gateway gateway_address
exit
i

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e) EC'E IPv6 EHIIIE .
createipv6 slot_id default
set ip ip_address prefix-length prefix
set gateway gateway address
exit

5

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipve* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

) EHEHL] SRR
exit

i
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Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

PER6 RAFLE

commit-buffer

ASANIT |

HURRTE RS R 28R AT RAS, IR 51 R P E BN BELE 11 e A K 28 I SR B 28 i %
fiH] show app-instance fir & K A #E RS . HERBRS A ERBA LBITRS A ELN, NHISLHE)IE

384T H T AEAg A o
il
Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit
Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version

Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49

Container Default-Small Not Applicable None

THZ I ASA BCEARRM, DUITUANC 2 42 500 .

Gt

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

9.12.1

6.4.0.49

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine
Confirm the value: secretglassine

Firepower
Firepower

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
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Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

A NS AT A TR

ASA AT HITE (BRSO DIH0O 2N R ECE, AR AL FXOS FRCE. Hoh T i@ mpLAR
Gy e E T PR RHER, TS LT VIR,

FiaZ /i
155 ) R iRk, 5 250 T

UK

HI CEAME 80 AL s NS 5.

FIB2 AU BN A ERS 0 BC 1 AN ER 2 MR .
IXEERE ] A8 # 2 AW Z Tl v af YRR . FRATTEEUE K — AN 10 GB $edi 4 T T4 & 1
R D) P FIR A BE M . an R T O 10, n] DU A o g s ) 4 FR A e s IR A BRI 77 2511
Wi o ANRERHE BRI (1 H: 1 TS U e SR S BERS . FRATTEE U LEN LR 2 )4 FH — /N A8 #e
ML, FEHAEE ] — 3 B b iy HA AT AT 15 46 A A s D 442 11 o

SEB3 EREEE DR E M. ES 0 s ) e s m el 5 249 T,

HIB 4 G B S R e S T R G 1, WA S A AT B, AR A TR R A LT
Mo
R XF ASA, WRAEFXOS H#kr— MO (lan, WiRERERM 4B, £ Ek EtherChannel,

OB AN 1 T 0 i 2] EtherChannel) , 0] ASA Bt & SR EE IR UG4S, DB AT DLHEAT

AR AL RS BCE PR R 2™ 2R 2 (580 . S AT LLAE ASA OS T3k IH
(R R

B ASA iZiEi & ERYIED
ATLIE ASA B EARL. UM SRS SR BB T ASDM 4 F1 3R BLTEE 1.

VIS TN 10 B o3 A FH P4 06 AS A L& R sE AR /o (R, W SRAE FXOS Tl 24 Be i 42 1
Clan, SR P 255 . MR EtherChannel,  BICK: 73 BC (142 11 857 70 BiC 45 EtherChannel) , Jf H.
e AR TP A 1, MHBR RV 2580 ASA FU'E . 7EIXFMESL T, ASA FUE SR R G
4, AR A] DAEAT AR AT 6 21 4 . S8 0T LAFE ASA OS W F-ah B b IH 422 LT E
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\}

AR AT LLgn4E O/ LY EtherChannel [0, ARS8 48 B o

FrIEZ Al
o ARAEHCE YLD, 4 163 AR N EtherChannel (i 338D, 55 164 B EL, IR
JN4TF{] EtherChannel.

o U BRI OV IR IR HE VAR NS EtherChannel (51201, ERUE L N80T 45 42 L A R4 46 1), )
T e MR A IO 2 10, AR5 PR %42 L1 s I 2 EtherChannel. %} -F-31 ) EtherChannel,
#30] LLBE J5 % EtherChannel 43-Bc 35 %% o

o T REER B RE D 0, S ORI BRS BR AT B B T . B BB AR/ % ] e B
SR, AR A PR e EIESER . OB AOEE AR B OGNS S, A, e
A S W AR

UK

TR AL BRI
Firepower# scope ssa
P2 SR
Firepower /ssa # scope logical-device device_name
PR3 NSO B -
Firepower /ssa/logical-device # delete external-port-link name
Hi )\ show external-port-link fiy4 LA H 4% 11 44 FK o

W, MRS, SRR IET A B 1 2 1y, A commit-buffer iy & il B
Mo

L REE L AR oR e
Firepower /ssa/logical-device* # create external-port-link name interface_id asa

SIS AN E
commit-buffer

ARSI EALSS -

ER BN RS &

I U R PP 1 22 N T 2R 6
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UK

SR G E R Telnet HEHRERE 2 AL CLL.
connect module slot_number {console | telnet}
SOERBA I LA U 124515, WA 1454 dot_number .
fiH] Telnet LRI AAE T, R0 LLRIN X BIOIT e 2 Ao, JF HEpad stk
il

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

SRR 2 JERRI NS .
connect asa name
BEFLBIZIR, HMANTBIRA2
i

Firepower-modulel> connect asa asal
Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI

[...]
asa>
HIE 3 IR N H & 21 FXOS Bk CLI,
* ASA - HiA Ctrl-a, d

HIE 4 %[0 FXOS CLI & B g | #EE ,
REIEH &
a) HA ~
k5B 2 Telnet M HI .
b) ZHE M Telnet N[, I5HiIA:

telnet>quit

R Telnet R1F:
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a) A Ctrl, .

Gt

DU/l S 2k 1 1 ASA, SRJ51B[A13] FXOS CLI & 542,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#

B FR N EIEER

ek R AR HFHER
H T Firepower 4112 ] ASA 9.14(1) FATIHES T Firepower 4112,

Pk i %2 FXOS 2.8.1.

Firepower 9300 SM-56 3 ¥ 9.12.2 AL T SM-56 224 itk
iR T FXO0S 2.6.1.157.

i FH T Firepower 4115, 4125 14145 (1) | 9.12(1) FATHEL T Firepower 4115, 4125 Al
ASA 4145,

et 23 T% FX0S 2.6.1.

Firepower 9300 SM-40 Fil SM-48 ¢ #F  [9.12.1 FATTIN T SM-40 Fil SM-48 2 4=,

Pk 3 i % FXOS 2.6.1.

Y HFAE ] Firepower 9300 i Fi il | 9.12.1 TEIAE T LALE [ Firepower 9300 I
AZ[¥) ASA F1 FTD #ik [l N6 5 ASA il FTD B H# 8 4% .

P 23 T3 FXO0S 2.6.1.
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paganmneiez ]

I

(TS

FRER

Firepower 4100/9300 F¥JF A3 il B % v]
B X IP it

9.10.1

BOAMEOUT, SRR K Al H
127.2.0.0/16 M%% . BifE, A LIAE FXOS
B AR RN R B 4 . MLRE RSP
ID Fidift ID [ 8h A RS % AR
P RE B2 11 1P Hbhik:

127.2.chassis id.dot_id. fH/&, HF:es
RN L 127.2.0.0/16 J R .
R, IR RT LAY FXOS 4R REY
HEE R CE AN B e X /16 T (BR
1] (127.0.0.0/8) FHL1 4% (224.0.0.0/4) Hhuhl:
BRAM .

Pk 3 i FXOS 2.4.1.

B AE MR FXOS fivd: set
cluster-control-link network

FRHRAAAE A N B Etherchannel

9.10.1

IAE T LUK B0 F1 4 3L =2 Etherchannel

WEA “FH” LACP #iasl “frfr”

. HAhZEA Etherchannel 1Y 3 3
“FEH” B

pa S T FXO0S 2.4.1,

FHEAE MUY FXOS 4 set
port-channel-mode

Firepower 4100/9300 HLAF ¥ ASA [k
PR p e Sgris

9.7(1)

WAL, EATLAIEAE ASA JERER A 5F
A~ Firepower 4100/9300 A/LAH BC & 3k 14
ID. LART, RAZ7E ASA N Hhiic &
wifUID: MO DI RE A T BRI
R, EAREFE ASA LB T IR E
uhi s ID. BBAh, h TSI AR
e A, AT TH 223 ASA
9.7(1) 1 FXOS 2.1.1, TH AR X
S8 PEFIPE e 1Y) 2 TS0t o

B T LU N4 Ste-id

7 ¥ Firepower 4100 &%)

9.6(1)

{fH FXOS 1.1.4, ASA ft Firepower
4100 R A ESCRFHLA RIS A

AEBAEAT T2

CLIF%E1: BR ASA RFIEMIRECLUEERR, 916



B zesswmsis

AsANIT |

I

(TS

FHER

6 MEHIHLAR R ZEHE, LUK Firepower
9300 ASA SV FH 3l i ) SR A

9.5(2.1)

PRAEE TR FXOS 1.1.3 5 WA P9 4
B, IFY RS SR ERE. fEiRZ 6
WU 2 ] LA A 6 M,

AEBATAT 2

Firepower 9300 [FHLAH A ASA T4

9.4(1.150)

5% w4 Firepower 9300 HLAH 1) 3 4>
ARSI AETE . LA P ) T AT A
HoWA 8 TSR

SINT LA R4 : cluster replication
delay. debug service-module.

management-only individual . show
cluster chassis
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% A S B B AOEAE

A UK 7 K ASE 5 R i b sl AR, DL 7 KO E 25 R 87 K AR R ) A T 5
] ALE 2 1 ST R RN ST e B B KA

o RFB IR, 179 1L

s BRINIKE , 187

o B kB NEERT . 55 187 T

o WOE P KRR, 5 189 TL

o By kBRI, 5 189 1L

o B KBRSy il sk, 5 200 T

KT B KSR

ASASZHEPIRRB KA e ph 9 K Az W s K A

KT & H By K IEHR

FEB A, ASABIE A W26 rH K ph 2K o A0 TRL S R REAS12 VARAL TANTR] B0 7 R
AT AAERS 2 [ 3 R

W I R R R, AT DA A8 R X 4% (1) 2 AN VAT 0 L1 “ IR AL . ASAME A B
AR N 2 MmN ERE D BV, (N HAE A M % 1P Hh
hke ASAYE BVI 5 IE UM i O 2 T o W RN T B2 4 S s ol 4E B B EtherChannel
B VNI B G321, U nT L5 Rl A i e AR WA . e eSS, T DUMBAE B IR N —
FERA — A2 AN S R, (AR n] DU E 5 0 % b e VT TR A28

KT ERRRE K IERT

HHAGOUR, Bk AN iR, IR S AN DR T PR EALIERA R DG 55—
Jrifi, GEYIBE K AN 2 JRBT K, FeE CEGEP I B BB ks, AN 2 2
P M hav ik e (2, HHARRT Kha—FE, 802 W U5 ) 4 2 S b, T 2T
B PTAT B KB A
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B2 JE AT s R I 2% 1) A i R AR b2 L EA T 0 1K) “ IMRAL” e sZB,  ASATE MR AR
E N 2 e . R d AR — AW R O BV, & I EE— AN 45 1P Huhk .
ZAMEET U ZANMFA . EFEPEAT, XA A BIEAE

7 W 2% Fp 4 R IE PR B A3

ASA FEMAR I Z IABERL R AW 4. TP KEEAGZ R, DI R LUREE W] B KB RA 5 I 2
AT

N R SR KB WIS AN A S N B AE RS A s AT AL
7R AN h A EAE R
18: 1 AR By XI5 W 45

(" Internet )
T

&

= 10441
.-'/ \\'-.
' Ml Bridge Virtual Interface IP
10.4.1.2 TR

_ /.___|1_9_g;155.1 2

(" Network B )

2411

IR EO

B T RS RO AU 11 (BVI) TP Mk, 88 m] LA IIAN & AT WOATR 2L FK) 7 A7 B Al g 11 4 11, 3K
FERAX VA BB I ASA. ARG R, WS BIL N, 5 522 1.

ST IR NGB R E

T B KA B RE TR, ST ARV il L, DUE LA R s th oy GE08 S X L 1)
BE. i, JEIEAEF VRO, AT LA SV DHCP e Cif AN JEANSZ2 S RE ) DHCP W4k ThAg) 41k
Wi (B IP/TV PR o I ] LU gE W 97 K BE g 7 8% eh B s A0z s mT LIRSS U i) B )
Y OSPF. RIP. EIGRP ¢ BGP yiisifiid. [AFF, W1 HSRP 8¢ VRRP 2 28 H sl vl LU i
ASA.
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KT M4

MM 2SR ASARINE CiudRE D IR, RINFALAEE IR By IR 52500 SR
(YR I R & SO 2 ol 1 07 T v it o] S B R B TR S e R i D@t

47 EE $U3Z O (BVI)

FEA AL GG — A R R 1 (BVI). ASAME 1% BVI TP HuhkAE Uit (5 A7 20 (1) 00 40 1
hk. BVIIP Hubik 255 MMF AL 2 8 AL T 1R — 7 ™. BVI AR BN EiiisE; HA 5 BVI
IP HishkAH R A R 2% b 3 A 52 S0k .

EFEPRT: HE MM 8 O Sar 2 el LS 3T O IheElc &4 H .
FEM AN . BVI 78 24 ROSF LRI HLA 2% 22 O 22 IR) I M9 5% o T4 IR A/ 8% T 422 1 22 T) 34 T 1% 1
WK BVI 4o X TS FE O shag, &nT DLl BVI:
o )R - Ay RAA PR AL 53 4% DA BVIBCE U7 0 P ANeh ), S E e E iRz,
XHFH SR, 258 ek A BVI.
* DHCPv4 R4 %% - B BVI 32 # DHCPv4 IR 25 0
o WA - WTRCA BVIBUE AR AR B Ol & B A

* R HEMRS 2R AILALIE B ASARIL R - MI5E RS HERS %S (3 SNMP R4 4%, it # i
H ASAM AR ) I, wT LR E BVI 8 8 .

WERAEAE B AN B a4 BVL U ASAA S ch AR o RIC E0R D PR L S ARE WIBIT K
B W RIS 2 1 SR\ B4R HF 51 EtherChannel 5 VNI B 342 11, WIJRT LA R 50 % ph A5
X BB, PTRMBAEBEYIBN A RA Dl AR & AL, (H o m] U] I 1
H B QTR G S

i RRRE K ST R A7 2R

RIFFA KT REAN T2 25 AR E HE ASA IS — AN MIFA, Jf LR UIUR 1 ASA 54 HE
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IR IR AN s e
R AE T 1 AR

SINT LU R4 interface bvis
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15 2 A IR SCRRR 5 B KRS
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FTLLAE 2 S s o AN oo 3
BB A, DR e SR T A
P IBAT, 15— S ] 7 s
WA P IEAT

BT LU R4 firewall transparent.

3 IR AR AR 2L e KBS 1 I 31 250
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W7 2 e KA A 8 AN n#1] 250 /N

MRao 70 B SR 2 1 o s I
ME SR, REZAEE 250 NSMFA,

ﬂﬁﬁ%4A&D

BT LU R4 interface bvi fl
bridge-group.

B cuEE 1. B ASA RIEMIRME CLUEESE, 916



| AsA T

posseRmeias [

TIREAFR

Dised

IIIIP

=]
o

BN FRAA 137 A R 3 1 i
£ 64

FEAN MR LL ) o R HE TR 2L 4 38 T
7 64,

RAG AT AT i 2

SR T A

9.7(1)

AR R F AR AL T 78 AT AR %
B2 s Ihae. MAR4LEE ASA
Mz GidERg D 841, ASA JFIE
FLEMIPIRE, KR ASA {4k 478 4B
e P O 2 v R, R
AT T & B KA A . LA, 7 HAE
FEIE 7 KRR B AL, TG
AE MM M . e Thae, o]
DATE B HH b7 K B =T e A 4L, 5
TE IR 2 [A) DL B I 4 5 B R 1 2
T EAT % ph o XM 2L ) XA A 40422 1
BV 1EA MM G, HILS 5%
o WH ASA LB EisMNE DA 4
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% o

BT BLFr4: access-group-
access-list ethertype. arp-inspection.
dhecpd. mac-address-table static.
mac-addr ess-table aging-time.
mac-learn. route. show
arp-inspection. show bridge-group-
show mac-address-table. show
mac-learn

%J Firepower 4100/9300 ASA 32 4% %%
R 28 1 S

9.10(1)

7 Firepower 4100/9300 |- ASA I},
TEHLAE T LASR 38 A el R
BB FXOS fiv4: enter
bootstrap-key FIREWALL_MODE. set
valuerouted 1 set value transparent
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A Admin L A inside A Inside L
Y Network | - Customer A | _kﬂustorner B/
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DA EAL B L, PR R IR ERA . GEER, 7ERRSEEUN, EEER O SR
HR RS D

ARBPRR Ty MNERF I S8R 20 mAa,  PrriE % Dk B 370 fo 20 B
Ste B, WEAREKIBOANC B A B O, W FOR e ae i B St — DNETIDE iR R Oy
Fogs PG 5, RIS VLAN X IEHEATE B, AR5 7 A AR M 5o T ICAE, IRkt
MG RUONIEW], JL TP MR R RO AU RS AR AL, RS 1P Ml /M Fii4s BVI.

X TRFEEE

ERATEOL R, BRAEN BRI BCE T BRI, A5 WA 2 4 SO0 ASA BHIR I U 1) #E A2
BRI ; (H VPN BEPEME——FRIAMELL, IXLEBEPERVGEEE I filn, IR eliE %
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ALEVFAIUE: 5 MG 5.

Firepower 1010

A

Firepower 1100

FEREVFATE: 2 M5t
AEVFRE, B
Firepower 1120: 5
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Firepower 2100

FEREVEATIE: 2 M 5.
FEVFRNIE, e KEGR (DL 5 L 10 AN ED
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Firepower 2130: 30

Firepower 2140: 40

Firepower 4100

FEREYEATIE: 10 ME 5.
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% ERENIEE
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* Ji% 3 SSL VPN
* AnyConnect 2.x M B [RAS

* IKEv1

* WebLaunch
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* HostScan

* VPN 73y
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* L2TP

HAoEm
o EEA PRI R AR E ST, RIS B R sh e k. W

RIET LR E L BB G vk, TR B B E o VLS.

R SO B AP AE N AR AR H sk, ESEEE RS ERT e HZ H ok P 28 ), BEA
AW It . AERXREDL T, TN ECE SRR 1 H ke 15 JEEERUS A FAT 16 3
PRGN AIBINAE, HH, WA A 8.3 MR ARR, SRS 74, M REAE
fifi /> 512 AN SCAFRISCAE I, R SO R Ge o R T A R A K S0 44 GE S
http://support.microsoft.com/kb/120138/en-us) -

FRRIVENIAIRE

« BRUIMEDL T, ASA &b T SBIAT .

CWEZSBA, 211 T,

1 A s 25, 26 218 UL,
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SE2 (k) EE M TR, 5 220 UL,
IR B VPN, WIHE R YRR E VPN % BRIAZEA SR VPN,

PRI EREPATE R EER D,
* ASA 5500-X. Firepower 1100 #5520 N Firepower 2100— L AR ELE , 3 521 Ui,
« FERRT (1 Firepower 2100: 52 (AI148H) .

* Firepower 4100/9300-12 %5 1% % Firepower 4100/9300 , 5 157 UL

LI 4 NE AN, 5 224 UL,
LS (AR AN RO MAC Hihl , 25 228 T,
FTIB6 eSO E . TGS 5 U DORLE R0, 5 591 1L,

Y - ‘
FERSEZERSIFERREN
R IREHTH ASA B, (50 ASA TTREDLERA 450 A ST T L . RT3 0L
BEREEBH SR, T RA O
ERZERRER

NIRRT 2B, ASA X RSITRCERAHON A SCIE: MU S RGRCE N HH )
BLE, AR EE G 5N admin.cfg A2 TN IO A D o RIS BC & A A7 0
old_running.cfg (fz THWHSNAFIIMR ART) o REASRIFIIREZIEE . ASA B0 RERE T
A AMERE S04 H, AFO8 “admin” .

FHIa Z Al

AR E ST EAR, E&0HME. AR 2R, ASA SR 1T
BRI RAA SRR NS . 1S 04 00 I S B Al S fF, 5 1140 T

iz
IESEA LBt S

mode multiple

w5l

RGBT SR AT R, RS RGN .

AR AR NS Soh FOE B RSA BN, A ReE T SSH &R, friEa T, FA
cryptokey generatersamodulus it . G CTEAIME B, TES R BCE SSHYfIH , 5 1073 Ui,

Tl
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ciscoasa(config)# mode multiple

ngsset

WARNING: This command will change the behavior of the device

WARNING: This command will initiate a Reboot
Proceed with change mode? [confirm]

Convert the system configuration? [confirm]
|

The old running configuration file will be written to flash

Converting the configuration - this may take several minutes for a large configuration

The admin context configuration will be written to flash

The new running configuration file was written to flash

Security context mode: multiple
ciscoasa(config) #

* Kk Kk

*** ——-- START GRACEFUL SHUTDOWN ---

* Kk Kk

*** Message to all terminals:

* Kk Kk

bl change mode

Shutting down isakmp

Shutting down webvpn

Shutting down License Controller
Shutting down File system

* Kk Kk

*** ——— SHUTDOWN NOW ---

* Kk Kk

*** Message to all terminals:
* Kk Kk

bl change mode

e BIFRER

T

TR INEATR R E B, A B BB B,

FiaZ |l
FE R GEPAT 2 R AT BERE Y o

W BRI AT OB (10 5% 03 Wi A 520 21 24 iy JE S
copy disk0:old_running.cfg startup-config

Tl

HHATEL R R
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s R |

ciscoasa(config)# copy disk0O:old running.cfg startup-config

PR 2 KREABCE A R
mode single
EUE

ciscoasa(config)# mode single

RGP RIE T B A 5 ASA.

THERGBCE P RCEIAR, AT NP, Tl
P PR A AR

FiaZ |l
* FERGPAT 2 T PAT IR

OB A AATBTE 1 iy R B R oE R

o PRI T RPEIAPRE]. 733205 show resource types fii %

A\

EOWRAGMSN AEH”, WITCE R E TR T ) L,

B AR 2R S PR

8: HRZMRFNPREI

FMERMRD

RIRZR RERFE MERXHERE | ZHRF A
asdm R 1 (/MDD 200 ASDM & Hi4xik,
5 (FBKMED ASDM £ & # A~ HTTPS -

AT GREAEE 5
AT I & 5 ek (aéu&ﬁ?iﬂzﬁ?
AAAE) o Blhn, RGMEN 200 4~
ASDM 4, ﬁi%T HTTPS £ 5 ZFR 6l
73 400 .
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CEEE e Toe |

FMERRD

HIRAMR BENHE R ABERE | RFERE 1% AR
conns I K B AN A FeREEA: A E ﬁﬁ??@: {TEW & EHLZ 8 # TCP 8 UDP %
RS PR, TS0 | B4, B4 —6 BN 2 & HAL =L
BN SR erTiE Z .
» A 70 3L iR XTF{E /N T xlates BY conns
W AEH PR BRI, 2 Az A Y
MRFEHEME. #ilw,
¥ xlates FEFEJ BN
7 5K conns BR1IVE A
9, N ASA (UM RS
H &M 321001
( “Resource 'xlates' limit
of 7 reached for context
'etx1'” ), MASER
321002 ( “Resource 'conn
rate' limit of 5 reached for
context 'ctx1'” ) &
FEH SIS ANiEH ANiEH " DLEN ASA EE) ENLEL
http viva 1 Cige/MED 100 4 ASDM HTTPS £ifi
6 (I NfED
inspects Rate AiEH ANiEH EESAINAZER Rl E A
mac-addresses Fk AiEH 65,535 X E P KB, R85 MAC Hby
HEF P RVFI) MAC HihiE$ i .
% i AiEH AiEH BhAB A
vpn burst Wk AiEH 1745 1) AnyConnect =12 | JT fui/F ) AnyConnect 231808 T
anyconnect X SEAREIR 2 vpn 23 Bic 35 —41% vpn anyconnect (]
anyconnect [T A 1E 500 | siaims. g, R Er RS
B 1 25 1 LR KHF 5000 AXFEEA, MR

vpn anyconnect ¥ FT 15 155 L4 A T
4000 M0FEEAA, U4 1000 S0) 45
&% F-F vpn burst anyconnect. A~
[F] T He PR UE T 525 1% 1 vpn
anyconnect, vpn burst anyconnect
AAREBGETT M SRR S 3
SEA3 B SR T T A 1 S
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s R |

FMERRD

HIRAR R L FERAXHEERE | RHERS AR
vpn anyconnect | Jf-& A& AR TS 1) AnyConnect X454, ARG H Itk
AnyConnect AR | 00 PrA s Se 0 Bl i S RS R
HIE R, TS BTN S S| A5 IR R 550 P PR 0 S5 A4
FRMINREVEAE , 55 70 | fE a] fHAH NG S T .
i
vpn burst other | Jf % A& TS5 (P oAl VPN 23550 | B et il s i) VPN SRSt 1
%f)ﬁz*:jvvpn other M H | 7 El 25 —H% vpn other M1 511
i Bl MITEar S Vi1 SRS BN, WS S S
£F 5000 N4, ﬁzﬂvﬁﬁvpnother
HIEER ) Rﬁj\@ﬂT 4000 M43, 3L
41000 N 1E A H T vpn burst
other . K [ F-RELRIE T 5t 2 15 1 vpn
other, vpn burst other 5 1] fig 8
TH SRR AR 2 2156450 Js )
TSR
vpn other ok A& I TR AT S At | 35 AR VPN 2358, RAEITT L
VPN USR5S | R0 A s i n S RS
B BN S SCRFI DR VAT | B R DRI P I 2 TR R
Uk, 270 Ui, TIE AT AR A AT
ikevl Ik ALH 5> ANiEH oan . VeI ,-—RE’JEﬁE VPN |1 N IKEv] SA Whig, i st
In-negotiation =) SRR /b W25 vpn | VPN BRI 4 b .
other %, A1 )ﬁﬁﬁﬂ/\
o
ssh K 1 Che/MED 100 SSH £:ifi %
5 (eRfED
storage MB REIR T | BRER TR e I | 1 5 H /e B (MB). il
R MINAFIRE) | KB &% storage-url #4485 € BN 25 .
s
syslogs Rate ANiEH ANidi TR R 4 H &N AL
telnet Ik 1 (e MED 100 Telnet 214 .
5 (KA
xlates K ANiEH ANiEH ¥R 24 ik A 4 5
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CEEE e Toe |

UK

R R I HL E R
class name

Tl

ciscoasa(config)# class gold

name Jit 5 KD 20 NPT A AT . R ERARIBE], A default 110 28K
BEA BRI R B PR
limit-resource [rate] resource_name number[%6]

il
ciscoasa(config-class)# limit-resource rate inspects 10
* HORBHERMANE, WSHMINR. QURTEE all, WoF A SEUE R E A AR R (. a2k
AR E TR TR A, WNBR 28 55 0 all a1 R .
* SN rate ZELABCE R E BHR I BREAD IR
* XFTRZEGHIR, UK number $55E 4 0, ANTITHRE 98 U 1B A AN 52 BRI sl Y AR G B (2R
D o X1 VPN B2, 0 Kot BRI E b G .
o X TBRAT RGBT, ARERE E L (%) HBERELNME.
o YURGIEAEE Soh E quota management-session 4 DL B e KB IS5 (SSH 25) , Y

Fe AL AN I

Gt

i, FEREBRASE IR RIS E 10% MRS, JFRVFER 5 A3 mils] VPN BE
A PANBRIE TR T VPN 58K , il LL T4

ciscoasa(config)# class default

ciscoasa(config-class)# limit-resource conns 10%
ciscoasa(config-class)# limit-resource vpn other 5
ciscoasa (config-class)# limit-resource vpn burst other 2

AT FeAb B IR AR FE AN S IR o
LLRINA N gold IS, A LL R fir &

ciscoasa(config) # class gold
ciscoasa(config-class)# limit-resource mac-addresses 10000
ciscoasa(config-class)# limit-resource conns 15%
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R

limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource

ciscoasa(config-class) #
ciscoasa(config-class) #
ciscoasa(config-class) #
ciscoasa(config-class) #
ciscoasa(config-class) #
ciscoasa (config-class) #
ciscoasa(config-class) #
ciscoasa (config-class) #
ciscoasa (config-class) #
ciscoasa(config-class) #
ciscoasa (config-class) #

s R |

rate conns 1000
rate inspects 500
hosts 9000

asdm 5

ssh 5

rate syslogs 5000
telnet 5

xlates 36000
routes 5000

vpn other 10

vpn burst other 5

TSR T BRI, TR . W RAE S VPN I RE U In) M4 2 AR 2608 4 [ vF

AE, AN RS . R, BRI

T

ciscoasa(config)# class vpn
ciscoasa(config-class)# limit-resource
ciscoasa(config-class)# context test
Creating context 'text'...Done. (3)
ciscoasa(config-ctx)# member vpn

13K AnyConnect Apex VF Al iF. %11, mfgER

vpn anyconnect 10.0%

WARNING: Multi-mode remote access VPN support requires an AnyConnect Apex license.
Warning: An Access Context license is required for remote-access VPN support in multi-mode.

ciscoasa(config-ctx) #

EREE=

ARGENC B ) 2 At oog e T A4 PR, BCE SCPF URL. sl 8 AT A 1 DA S A i

FiaZ |l

* FERGPAT 2 W P PAT IR

o BOERE L. 0 TIEMIRGE S, BN R IR O, I T g
R LERINE DL . 2R 211

HRIEHE O, ES0N

i B .

* ASA 5500-X. Firepower 1100, # #4530 ¥ Firepower 2100—3EAE2 (AL E , 55 521 UL,

[DIRCNREETPRE
* Firepower 4100/9300-12 %5 1% %% Firepower 4100/9300 , % 157 UL

« PG B Firepower 2100: 155

o W RS BT L
R

i (i, R ER TR WA ZEIE

ciscoasa (config) # admin-context name

BARIENG SAERCE M ANE A, {HRE AT LABE A 4\ context name it 2 R 4R £ HEA T L

SRR NI EE S St

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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ngz2Es |

context name

il

ciscoasa(config)# context admin

name s e KACJE R 32 MFEFFIFRT . LA RRIX 73 KNS, BRI AT ELRAT 444 “customerA” F
“CustomerA” K/ M5 AT DME 7 BF, s 5F, (HARARELUE TR IT Lali4h 2 .
iR “System” B¢ “Null” CRHKEH/NEFEE) BIRE AT, KIEARREH .

CATIED) A Seis N dthadk -
description 3CAS

i

ciscoasa (config-ctx)# description Admin Context

i 2 S n] DAE O S5 A T R4 1 -

BT L, IEHAT DL R R A

allocate-interface interface id [mapped_name] [visible | invisible]
B AN EREA TR, T PAT LU A

allocate-interface interface id.subinterface [-interface_id.subinterface] [mapped name[-mapped name]]
[visible|invisible]

il
ciscoasa (config-ctx)# allocate-interface gigabitethernet0/1.100 intl
ciscoasa (config-ctx)# allocate-interface gigabitethernet0/1.200 int2

ciscoasa(config-ctx)# allocate-interface gigabitethernet0/2.300-gigabitethernet0/2.305
int3-int8

AR TR DR S A R
© DU LA L AR E AN R AL R . WA i 4 () no AU R LTS, 4G e 1
I BITAT i 5t i & AR I AT A TG 2 P IR
© WEREE, AT RLFERG i MR R D il gs 2. IR eV = .

* Mapped_name 52 A E5 5 AT K45 D P R il 44, AR D WERANR 2 A 44
PR, W AER IR L ID. T H A, AT REAN Ay B SUAE BE 03 RNTE 5 S5 A8 Y (0 2 Wik
SRR, WA AR L RISk, DL R AR, R B AT e 7 RE . Br iR
Xk, i, EATLE LU 48K: int0, inta, int_O.

© WERARE TRV, AT LR E VLR AN A FR NG . G TV, IR LA R eI .

o WJLE A4 B Z0 EH S RS o0 IR B A A ko ISR A4 PR P S BR324 g 42
VLPc. fltn, vl A LLURYEM: int0-int10. 40, Witk gig0/1.1-gig0/1.5 happy1-sads,
Wi %25 R
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s R |

o ISR A4 FR IR B 730 43 Db 2005 - LIV TR 5 AR R R 3P B0 o, AN BB A6 100
Mg gigabitethernet0/0.100-gigabitethernet0/0.199 int1-int100. 141, Qi
gig0/0.100-gig0/0.199 int1-int15, #4423 I

o WRRE TS A FR, R E visible I 7E show interface iy 2 W AT A SEFriE 1 1D, BRI CHRE
7 invisible (W E 7R BT 1 42 FK

TR A BRI RN S E K URL.

config-url url

i

ciscoasa(config-ctx)# config-url ftp://userl:passwOrd@10.1.1.1/configlets/test.cfg

(AL AVFREAMG S AR A7 VPN Zidli 40 (11 AnyConnect) BL X4 AnyConnect F1JE%
J'3i SSL VPN [/ 58 AR HEAAAd . i dn,  dn SRAS T 22 AN et Ok i B R AT 278 Uy [n] SR 1)
AnyConnect it '8 31, WA ZTHRIRE & T1% 50 10 FHAEA o AR S5 A I FA AT A7 fith 2 ) DA S ==
R EAr s ). SER: AT mkdir a2 H s H sk OAEE TR e it .
storage-url {private| shared} [diskn:/]path [context_label]

IR

ciscoasa(config) # mkdir diskl:/private-storage

ciscoasa(config)# mkdir diskl:/shared-storage

ciscoasa(config)# context admin

ciscoasa(config-ctx)# storage-url private diskl:/private-storage context
ciscoasa(config-ctx)# storage-url shared diskl:/shared-storage shared

f&n] LUA AN ,a?bH*Aprlvateﬁ11%‘ i) AL SR H s (BLRNRGEPAT D 4
AT R S N B A o RIS e Wi w7, WIERIACK disk0. 7EFE ¥ path , ASA K71 5t
Ja I H. B, X7 contextA, HWIRHEE diskl:/private-storage {4 4%, W ASA 2%
disk1:/private-storage/contextA/ hItiE SOl —N T H k. 8, W nT LAMEH context_label 7E 1
SNABEG A, X REANSRREL T S E . B, 4R context_label 14 context,
DU H SR AE RS 5t PR A context: o SRS IEEAME St ARVFIMER S A &, 1 S DU RCE T DU BRI
%, 55220 UL,

1] LAHSEANME 5o d5 8 — A Hiszshared e fig 2= 0], (HAT LI 2 AL Hok . o THb W LIETH
1 B2 ) 1 R A LSO EILAS, 5140 AnyConnect 13, 7] LIS I SL 424545 10] . ASA A4y
A7 S R BN S T H ok, BRUOMZAEAE S A 0E 2 ARG S i 8 0] . o KRG AT 28 ) n] DL L
= H S E NI o

(AIIE) 1 ol an PR

member class name

i

ciscoasa(config-ctx)# member gold
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1E
w

=R

BEEREER

WERANRER, WIS R TBOAR . HRER S St ii gy — A BEUR
CAJIE) A7 540 e 4 32 /3 A s D) 48 v ) i s ) . 28 -
join-failover-group {1| 2}

TP

ciscoasa(config-ctx)# join-failover-group 2

BOATOL T, WS4 1 b RS SRRAURALLTA 1 T,

CAFa) ARt SR T = M 222 4
scansafe [license key]

i

ciscoasa (config-ctx)# scansafe

WA Elicense, %I S HAE RS E AL E FIVF AT UE . ASA B SR 50 AIE 55 K 3% B 25 P 2%
AR, LAFRIHIE SR AN R R H o S IR S e — A 16 A -+ 75 ik hl%.

2% ScanSafe I TELN(E &, 155 B KBS E 57 -

Gt

PUR 7”6 8 B S0k B o0 “administrator” , E N ESIANFEREIE—N4 0 “administrator”
HItE 5t ARG M FTP RSS20 A o

ciscoasa(config) # admin-context admin

ciscoasa(config)# context admin

ciscoasa(config-ctx) # allocate-interface gigabitethernet0/0.1
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.1
ciscoasa (config-ctx)# config-url diskO:/admin.cfg

context test

allocate-interface gigabitethernet0/0.100 intl
allocate-interface gigabitethernet0/0.102 int2
allocate-interface gigabitethernet0/0.110-gigabitethernet0/0.115

ciscoasa (config-ctx) #
ciscoasa (config-ctx) #
ciscoasa (config-ctx) #
ciscoasa (config-ctx) #
int3-int8

ciscoasa (config-ctx) # config-url ftp://userl:passwOrd@1l0.1.1.1/configlets/test.cfg
ciscoasa(config-ctx)# member gold

ciscoasa (config-ctx
ciscoasa (config-ctx
ciscoasa (config-ctx
ciscoasa(config-ctx

( context sample
(
(
(
int3-int8
(
(

) #
) # allocate-interface gigabitethernet0/1.200 intl

)# allocate-interface gigabitethernet0/1.212 int2

) # allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235
ciscoasa(config-ctx)# config-url ftp://userl:passwOrd@1l0.1.1.1/configlets/sample.cfg
ciscoasa(config-ctx)# member silver

CLI $#51: BHL ASA RIIEHIRIE CLIECESER, 9.16 .
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B canmsEnsmmac b

B A=%D 5 B MAC Htitit
AU AT MAC HUHL E1EE B MAC HH I T4 xSl e 40 2.

FIAZ Al
o BIERE SR OB E nameif &, RS INARGH MAC Ml QR AR RS 5 S
JE A L IhRE, WIAEa 2 )G, S BT # 0 4 MAC k. W AR b ohng, WA
F O MAC Hhhlk &2 9 ERIN MAC Hitikb. 5140, GigabitEthernet0/1 -4 F Pk & 4 i H
GigabitEthernet0/1 ff] MAC itk

* FEH IR MAC Hihik 5 B 2% P i 55— % ] MAC $itibkph XAl D A A RO 00T, 85T A
FENG S B D T3 %8 MAC Hbhik,

UK

H Bl 1 B AN 50 1 70 S H MAC ik

mac-address auto [prefix prefix]

il

ciscoasa (config) # mac-address auto prefix 19

WARRBIARTSL ASA MRIEHE T (ASA 5500-X) (19555 A 745 A 3 T 4R -

WRIETF- AN TL, W prefix & 0 1 65535 Z IR HHEHIE . T2 2 54— A DU A7 3T
FoNEERIECT, JFRIME MAC sBhE ) —#82).

ERE=MRENITZ B Z B E X

IR R B RGPAT N (PGSO WA DRSS st e, IFAEREANS St rp s AT B B AN
WPEATRSs . AERCE BT i BT copy BX write fiy 4 s RS A7 Bl B B T I A . g4k
TARGHITE RN, BIREMNOS RGN E; JEATIHAN SN, BrRENeEizE . 6l
n, sk i A show running-config fir @ & & T AIBITHLE (RAMERITATSIE) .
ARG R TR

g2
S DR

changeto context name

PRFFYIH 3 ciscoasa/namett

TR 2 VIE R GIAT
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changeto system
PERFFVI R ciscoasa#

MiFR %= £ 1=

)

FrRAREAEH] clear context & MHER P A 5, A5 WIJCTR M R 24 A ey 2R 55

a4

DO ARAL RO e, T P o BB G S5 B4 4 e 4 B MR S AP AE e 1B IR . ]
RESA IR RIS, R BRI BE LI D820 A DGR IR K, AT LU .

FHia Z |l
FERGEAT 2 (B H AT SR o

RS

T3 A 5t -

no context name

AN, IESMERFTATE i S . REASMECE URL A7 & MR SR & S
MERET AR = RSB -

clear context

ARG NECE URL A7 PN B A S5 C & S0P

FUEEHES

RGN EAG AW GRS D s B E: AR, MRGETET 0 ML B (i, MRS
e PGS W, AR B S A R

BRE S TS SR, AR T, A SR B RN, 2R R AT R
SRR F ATV ) R GERIIT AT AU 5t B SAEAR AT O0 N AANSZ B, TR G 5. (H2,

CLIF%E1: BR ASA RFIEMIRECLUEERR, 916



BAAMRTTEE |
B ==z

I TG Sk B B S 2 T TP A0S B A 7 S (V0 BE GBI, DRI W] R i R xR St A il B
SETEH I
FHIa Z |l

o ATLUCRHAEAT I BB PG S, R BB SO A A AR AN A R RITAT

* FERGEPAT A AT BERE ) o

i

WO 5
admin-context context_name

i

ciscoasa(config)# admin-context administrator

VERER R PES B ITA RRA BEASTE (I Telnets SSHE{HTTP) #4xK 1l 40 H 8 2 239 (R 5
5,

LRGN E Ar S (Wifintpserver) bl T BRSSO D 28K, AR BEAG 5t, JF I
BT BN S PR IZAR A BK, TSR BB S I Z T Rt 2

B Z2!E= URL

AT A A WHAT B S 5 URL.

FHiaZ |l
* FEBCA DRI URL HOBr AR E IO T, AR 4N 5t URL. ASA S0 REBTIN L E S
TS TR E A I

o TR — URL ol CARAF LS Sis T il & & .
s AP SBHECE P TR B AW I BSATRCE .
s WURECE A, WIS R AT T .

o IR AT PR B A S ST, WS IR IR T ar . ATRES RERNR, ]
REMBLEANE R . W RUEATRCE 2 (Bildn, W R AR S5 8 AN RT F HCR S 8ieED A
HEB IR E

© MARBAMGIFRCE, AEERIZATICE GZRAEEL RSP BT A 6 . AR5 MO URL
BN E .

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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srmzsizeEs |

 FERGPAT A P PAT IR
g2

(AJik, RS BATR LEHRATEIF) IS 5 IHE BRI E .
changeto context name

clear configureall

i

ciscoasa (config)# changeto context ctxl
ciscoasa/ctxl (config)# clear configure all

MRLEPATEIE, Wk 2,
DI 3 R G HAT A5 NA] :
changeto system

i

ciscoasa/ctxl (config)# changeto system
ciscoasa (config) #

HEN A SR SR e B
context name

il

ciscoasa(config)# context ctxl

WIAHT URL. RS HIMENS T, DMIILIE 81T
config-url new_url

IR

ciscoasa(config)# config-url ftp://userl:passwlOrd@10.1.1.1/configlets/ctxl.cfg

ENMEEEESR

ST L PR g RN 2 S
cHERIEITECE, R)E ARSI
VEERAF 2R BR S WS R R 2 HUR PR, i, AN NAT &

CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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B zzsnmsssrns

© ARGEHCE IR 55

UEERAE 2 B A R YE, Blan, WA Bh TR HEER I N A . (EE, KRSt IRl R G
SREH R URL Mg,

1813 B PREC B R EFh Nk

i

SRR DB E R IR 55

changeto context name

i

ciscoasa (config)# changeto context ctxl
ciscoasa/ctxl (comfiqg) #

PR 2 THRRISATICE
clear configureall

Bhr & S TH BRI IE
HIR3 HPTINANE

copy startup-config running-config

-

ciscoasa/ctxl (config)# copy startup-config running-config

ASA X NAR G E PR E I URL WP ARG E . ANBEAENS 5t Btk URL.

BT MIERFNE R AR R REFME
SRR S FEE AR IR T AR SR S AATLL R R,

UK

LB ket 5, 45229 5. R MNEZRRIRE S URL X4
B2 WlE 24 NE, 4224 0

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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B

ERERE=R

AT AU A AR SR

EERFERER

BEREER

MAGHATZ W, BATLLEE T SR, WA, 2B D AN E SCfF URL,

R AT G 5

show context [name | detail| count]

IR BB R E R R, 1R E name,
detail LI T Wor A5 . ARIEAER, HS
count ZEIG - s 1 S S E

Gt

PLR & show context #ir & KT Bl DL REA S

ciscoasa# show context

Context Name Interfaces

*admin GigabitEthernet0/1.100
GigabitEthernet0/1.101

contexta GigabitEthernet0/1.200
GigabitEthernet0/1.201

contextb GigabitEthernet0/1.300

GigabitEthernet0/1.301
Total active Security Contexts: 3

FREIR TR T B .

% 9: show context Fields

[ LR REATH

i R = AME SR

URL
disk0:/admin.cfg

diskO:/contexta.cfqg

diskO:/contextb.cfg

FH

152 AR

Context Name

SIS SR SRS (%) 5t

EEHE S

Interfaces

SrBCan S .

URL

ASA N\ InE A SURC E ) URL.

CLI HEE1:
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DL R & show context detail 4 [11% s -

ciscoasa# show context detail

Context "admin", has been created, but initial ACL rules not complete
Config URL: diskO:/admin.cfg
Real Interfaces: Management0/0
Mapped Interfaces: Management0/0
Flags: 0x00000013, ID: 1

Context "ctx", has been created, but initial ACL rules not complete
Config URL: ctx.cfg
Real Interfaces: GigabitEthernet0/0.10, GigabitEthernet0/1.20,
GigabitEthernet0/2.30
Mapped Interfaces: intl, int2, int3
Flags: 0x00000011, ID: 2

Context "system", is a system resource

Config URL: startup-config

Real Interfaces:

Mapped Interfaces: Control0/0, GigabitEthernet0/0,
GigabitEthernet0/0.10, GigabitEthernet0/1, GigabitEthernet0/1.10,
GigabitEthernet0/1.20, GigabitEthernet0/2, GigabitEthernet0/2.30,
GigabitEthernet0/3, Management(0/0, ManagementO/0.1

Flags: 0x00000019, ID: 257

Context "null", is a system resource
Config URL: ... null
Real Interfaces:
Mapped Interfaces:
Flags: 0x00000009, ID: 258

HK detail HrHEIE R, ESHGLSS%.
PLF 2 show context count iy 4> 1% H 7 4] «

ciscoasa# show context count
Total active contexts: 2

i
|
N
$

fic

MARGAT A W), T DL R R G55 P A SR AR B DA IR 3 LR DL o

g2
IR BEEII I :

show resour ce allocation [detail ]

SEAr & R B IO, (HAN R SRR IEAE AT R BE U A S S Pn SR I DL PR AR5 L,
SRER SR, 5 237 Ui,

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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detail ZHUH T B AR AR, SR REAHH .

T
LA FEAS A Y DL SHEDRTRT T AR e 98U 11 2 LR B S, s RRAS BEURAR B 20 BE A O«

ciscoasa# show resource allocation

Resource Total % of Avail
Conns [rate] 35000 N/A
Inspects [rate] 35000 N/A
Syslogs [rate] 10500 N/A
Conns 305000 30.50%
Hosts 78842 N/A
SSH 35 35.00%
Routes 5000 N/A
Telnet 35 35.00%
Xlates 91749 N/A
AnyConnect 1000 10%
AnyConnectBurst 200 2%
Other VPN Sessions 20 2.66%
Other VPN Burst 20 2.66%
All unlimited

PREARRA T BB

3% 10: show resource allocation = E%

FE it BB
Resource A BRI A B R ) 42 R
Total EE A s SRR S IR R T

RS S L B RAE S E SO R E
THH, W ASA S 7E BRI R 2 LU
B LR R

% of Avail I T AT 15 S 23 A R SRR 7T 2 L (I 2R g

PATREVE R G o W R BEIEBA RGP,
W BB 7R N/A

DL show resource allocation detail iy 2 FRIREA 4t

ciscoasa# show resource allocation detail
Resource Origin:

A Value was derived from the resource 'all'
C Value set in the definition of this class
D Value set in default class
Resource Class Mmbrs Origin Limit Total Total %
Conns [rate] default all CA unlimited
gold 1 C 34000 34000 N/A
silver 1 CA 17000 17000 N/A
bronze 0 CA 8500
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Inspects [rate]

Syslogs [ratel]

Conns

Hosts

SSH

Telnet

Routes

Xlates

mac-addresses

All Contexts:

default
gold
silver
bronze

All Contexts:

default
gold
silver
bronze

All Contexts:

default
gold
silver
bronze

All Contexts:

default
gold
silver
bronze

All Contexts:

default
gold
silver
bronze

All Contexts:

default
gold
silver
bronze

All Contexts:

default
gold
silver
bronze

All Contexts:

default
gold
silver
bronze

All Contexts:

default
gold
silver
bronze

All Contexts:

PRERTA T BB

all

CA
DA
CA
CA

CA

CA
CA

CA

CA
CA

CA
DA
CA
CA

CA
CA

CA
CA

CA
CA

CA
DA
CA
CA

CA
CA

unlimited
unlimited
10000
5000

unlimited
6000
3000
1500

unlimited
200000
100000
50000

unlimited
unlimited
26214
13107

unlimited
unlimited
10

5

unlimited
unlimited
23040
11520

65535
65535
6553
3276

51000

10000

10000

6000

3000

9000

200000

100000

300000

26214

26214

20

23040

23040

65535

6553

137623

s R |

N/A

N/A
N/A
N/A
N/A
N/A
20.00%
10.00%

30.00%

N/A

20.00%
N/A
N/A
N/A

N/A
N/A

N/A

N/A
100.00%
9.99%

209.99%
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% 11: show resource allocation detail =%

saxnEaEr ]

FE 15 AR
Resource EIESH RS B
Class A (BFEBASS HBFK.
All contexts F-BB 7R T IS 4 5BH .
Mmbrs SRR =
Origin BRI GIE, 0F R
o A - H all BRI E LB, A R
EON TR .
« C - BERRBIVRAE A R 22K
* D - PR HIARAE R e X, AR A
BN Tl BRI S, ERS
ZEé (‘C}’ ﬁﬁz_\‘z% (‘D” .
ASA LUK “A” Fil “C” o “D” Z551EH.
Limit B SRR, R A g B . W
e XHFRE T ke, W ASA S7E WoRiZ
ISR 7T 20 e e A 4 0 5
Total BRI A S S B R IR . R R
RO I K S B S i e ol B . an SR B IR AN 2
PR, DR R A .
% of Avail I BT A S BC R S R SR YR T b

R BEIEAZ IR, W= 2 e R B
ARG, W HRE 8o N/A.

ERRRERBR

MARGEPIAT A, S0 AR R R PR G O, I BoR RGNS Ot -

UK

ARG R M BTG O

show resour ce usage [context context_name | top n| all | summary | system] [resour ce {resource_name |
all} | detail] [counter counter_name [count_threshold]]

« BOATEOLR, RAS BB RHRIMEAITE: MG s,
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* Hi N\ top n SCHE 7l pont R E BRI KA HEA T n KT IR St 0 TR T, i SE A
WAL, ABESS & resourceall.

* summary JEIUH T Wos I i S SR e AT D -

* system JETUH T s AT M ER G A 0L, HRIR IR BRI R LR, AR ZR G 15 5t
B o

* %} - resourceresource_name, i 2 [ E A TR E BRI, 5 220 U PASREOAT F BEIE A4 R
5214 show resourcetype 4. $55E all (BRIAME) R RE,

* detail LI T Ros BT A SR M SRR AT A 00, S IR B Ee B . 9, W LA TCP
PR IREL
* counter counter_name #&: LA R T 2 —:
* current - {g R iE) H R SET B B ) 2 HT AT R
* denied - %7 B JE I Limit 41 57 70 1R 3 5t B 1 4 5 00 1) 5481 1 o

* peak - Bon A E— ISR S HE E (1 clear resourceusage fir & B T & E D LK,
WA A e K491 B3l e 1 WA Ao P %

call- BRI B agiit s .
* count_threshold 5t & — /N {E, A GBI L EE, W BoRBEi. BRIEN 1o W R B i H]

FART P B, WAL BoRBt. AT 44 FrfiEE all, M count_threshold & ] T
ENIRCOAERERV

« LLRIRPIHAT PR, 1R count_threshold #E 4 0.

Gt

LR J2 show resource usage context i 2 A A HE, b S 78 BRAG S5 B Y48 F A O«

ciscoasa# show resource usage context admin

Resource Current Peak Limit Denied Context
Telnet 1 1 5 0 admin
Conns 44 55 N/A 0 admin
Hosts 45 56 N/A 0 admin

PL R 2 show resource usage summary iy 2 FEAR L, Horb SR A 1 so A v Is 1 9%
PSS LR FEARE R 6 M5t Bl

ciscoasa# show resource usage summary

Resource Current Peak Limit Denied Context
Syslogs [rate] 1743 2132 N/A 0 Summary
Conns 584 763 280000 (S) 0 Summary

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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Xlates 8526 8966 N/A

Hosts 254 254 N/A

Conns [rate] 270 535 N/A
Inspects [rate] 270 535 N/A
AnyConnect 2 25 1000
AnyConnectBurst 0 0 200

Other VPN Sessions 0 10 10

Other VPN Burst 0 10 10

S = System: Combined context limits exceed the system limit;

witgrmnsngx i

0 Summary
0 Summary
1704 Summary
0 Summary
0 Summary
0 Summary
740 Summary
730 Summary

the system limit is shown.

LR J2& show resource usage summary iy 2 [FEA T, Horb 2R 25 AME SRR S T
Telnet F1 SSH JZEFZ K15 5 PR R BEAME 52 5 ANIER:, LB JLR G 125 MER. RER
HIOCh 100 MEEE, BRI Wos RGP

ciscoasa# show resource usage summary

Resource Current Peak Limit Denied Context
Telnet 1 1 100[S] 0 Summary
SSH 2 2 100[S] 0 Summary
Conns 56 90 130000 (S) 0 Summary
Hosts 89 102 N/A 0 Summary
S = System: Combined context limits exceed the system limit; the system limit is shown.

LU 2572 show resource usage system a2 HIAEA S, Horp BoRETE I S % R Al A 15
B, AR ZA A RIS RGBS, A LA s . counter all O I A T 27 41
AT 7505 . Denied statistics {7 FH 1 Z 40 FR il i 45 46 P i o8, anidi A

ciscoasa# show resource usage system counter all 0

Resource Current Peak Limit Denied Context
Telnet 0 0 100 0 System
SSH 0 0 100 0 System
ASDM 0 0 32 0 System
Routes 0 0 N/A 0 System
IPSec 0 0 5 0 System
Syslogs [rate] 1 18 N/A 0 System
Conns 0 1 280000 0 System
Xlates 0 0 N/A 0 System
Hosts 0 2 N/A 0 System
Conns [rate] 1 1 N/A 0 System
Inspects [rate] 0 0 N/A 0 System
AnyConnect 2 25 10000 0 System
AnyConnectBurst 0 0 200 0 System
Other VPN Sessions 0 10 750 740 System
Other VPN Burst 0 10 750 730 System

inE=H Ay SYN &

ASA ff ] TCP 287 11 SYN Hiili. TCP 284 H SYN cookie 5H:Pj i TCP SYN &Z #t iti. SYN
V2 U — R AU T Ik TP Mk SYN $cdiif0 . SYN B A0 iR 402 I A iR 45 4% SYN
BB A AR R 7R A, BUE LA B BE SR o VI BB, ASA 278 IR %5 8548
B, IF Ao 2 i SYN 15K 1) SYN-ACK WiV . >4 ASA W HI2k A% P ) ACK 5, BIRIxf% -
SIEAT G IRAIE, JF H ARVFIER RN 5.
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PRGSO B R

show perfmon

% TCP P T35 5L 10 B -

show resour ce usage detail

% TCP 2400 T3 RG] 0 B

show resour ce usage summary detail

i
PLF & show perfmon 4 (REA K H

ciscoasa/admin# show perfmon

Context:admin

PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Req 0/s 0/s
WebSns Reqg 0/s 0/s
TCP Fixup 0/s 0/s
HTTP Fixup 0/s 0/s
FTP Fixup 0/s 0/s
AAA Authen 0/s 0/s
AAA Author 0/s 0/s
AAA Account 0/s 0/s
TCP Intercept 322779/s 322779/

S

Horp B 7r42 4 admin B

E=N
=

AN

ARy EYE |

(Y] TCP £ A

PLT 42 show resour ce usage detail x4 IRIFEA Y, Horb 7R TCP #2060 &M S5 Al H 1
PR, CRRAIEXMFEASCA R TCP #2485 B, )

ciscoasa(config)# show resource usage detail

Resource Current
memory 843732 84
chunk:channels 14
chunk: fixup 15
chunk:hole 1
chunk:ip-users 10
chunk:list-elem 21
chunk:list-hdr 3
chunk:route 2
chunk:static 1
tcp-intercepts 328787 80
np-statics 3
statics 1
ace-rules 1

B cuEE 1. B ASA RIEMIRME CLUEESE, 916

Peak
7288
15
15

1

10
21

4

2

1
3610
3

1

1

Limit
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited

Denied

O OO0 OO0 o oo

Context
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
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console-access-rul 2 2 unlimited 0 admin
fixup-rules 14 15 unlimited 0 admin
memory 959872 960000 unlimited 0 cl
chunk:channels 15 16 unlimited 0 cl
chunk:dbgtrace 1 1 unlimited 0 cl
chunk: fixup 15 15 unlimited 0 cl
chunk:global 1 1 unlimited 0 cl
chunk:hole 2 2 unlimited 0 cl
chunk:ip-users 10 10 unlimited 0 cl
chunk:udp-ctrl-blk 1 1 unlimited 0 cl
chunk:list-elem 24 24 unlimited 0 cl
chunk:list-hdr 5 6 unlimited 0 cl
chunk:nat 1 1 unlimited 0 cl
chunk:route 2 2 unlimited 0 cl
chunk:static 1 1 unlimited 0 cl
tcp-intercept-rate 16056 16254 wunlimited 0 cl
globals 1 1 unlimited 0 cl
np-statics 3 3 unlimited 0 cl
statics 1 1 unlimited 0 cl
nats 1 1 unlimited 0 cl
ace-rules 2 2 unlimited 0 cl
console-access-rul 2 2 unlimited 0 cl
fixup-rules 14 15 unlimited 0 cl
memory 232695716 232020648 wunlimited 0 system
chunk:channels 17 20 unlimited 0 system
chunk:dbgtrace 3 3 unlimited 0 system
chunk: fixup 15 15 unlimited 0 system
chunk:ip-users 4 4 unlimited 0 system
chunk:list-elem 1014 1014 wunlimited 0 system
chunk:1list-hdr 1 1 unlimited 0 system
chunk:route 1 1 unlimited 0 system
block:16384 510 885 unlimited 0 system
block:2048 32 34 wunlimited 0 system

PURFEARK W7 TCP N A RGN 7l s . GRIRIERFEASCA E/R TCP 4
BER. D

ciscoasa(config)# show resource usage summary detail

Resource Current Peak Limit Denied Context
memory 238421312 238434336 unlimited 0 Summary
chunk:channels 46 48 unlimited 0 Summary
chunk:dbgtrace 4 4 unlimited 0 Summary
chunk: fixup 45 45 unlimited 0 Summary
chunk:global 1 1 wunlimited 0 Summary
chunk:hole 3 3 unlimited 0 Summary
chunk:ip-users 24 24 unlimited 0 Summary
chunk:udp-ctrl-blk 1 1 wunlimited 0 Summary
chunk:list-elem 1059 1059 wunlimited 0 Summary
chunk:1list-hdr 10 11 unlimited 0 Summary
chunk:nat 1 1 unlimited 0 Summary
chunk:route 5 5 wunlimited 0 Summary
chunk:static 2 2 unlimited 0 Summary
block:16384 510 885 unlimited 0 Summary
block:2048 32 35 wunlimited 0 Summary
tcp-intercept-rate 341306 811579 wunlimited 0 Summary
globals 1 1 unlimited 0 Summary
np-statics 6 6 unlimited 0 Summary
statics 2 2 N/A 0 Summary
nats 1 1 N/A 0 Summary
ace-rules 3 3 N/A 0 Summary
console-access-rul 4 4 N/A 0 Summary
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fixup-rules 43 44 N/A 0 Summary

EEH 5 ECRY MAC it

AT LAY R ARG B 5 I 8 3 AR R MAC Hudk.

ERBEETEE MAC it
AN T R RERCE T MAC Mk,

FHIa Z |l

WERET AR L BEMAC HbhE, BRI T AhAsG WA s E Rt bl o AR AL B R e S +
B I AR AR T AR T3 MAC il thdntt . 4n SR BE 5 MIER T30 MAC sk, W2 AR 27s i B 34
JR I ML

UK

AR GEHAT 2 0] 7R 3 L i MAC Rk

show running-config all context [name]

BE L MAC #4548 1 all 15 . B4R mac-address auto i 2 7E 4> s e B AR n) il F 7
fo'E, (HEZm RN R E RN 25000 MAC fiht—i Bonoh Hidk H . WA ERE sl
FH nameif iy & HCE 1 O Aok D& HA S BLE MAC Mk,

Gt

show running-config all context admin 74 [ LA 4t 275 T 20 Bl 25 Management0/0 2 111
T MAC Huhikfi46 H MAC Hidik.

ciscoasa# show running-config all context admin

context admin
allocate-interface Management0/0
mac-address auto Management0/0 a24d.0000.1440 a24d.0000.1441
config-url disk0:/admin.cfg

show running-config all context fir4- (1 AT i th 2o T BT A7 16 564 D I MAC #idik (3=
M MAC HihbFI4H MAC #uhib) o 15ER, TR s nameif dr & ACE
GigabitEthernet0/0 Fll GigabitEthernet0/1 =4z 1, K& A A H AN MAC Hillk.

ciscoasa# show running-config all context
admin-context admin

context admin
allocate-interface Management0/0
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mac-address auto Management0/0 a2d2.0400.125a a2d2.0400.125b
config-url diskO:/admin.cfg

context CTX1
allocate-interface GigabitEthernet0/0
allocate-interface GigabitEthernet0/0.1-GigabitEthernet0/0.5
mac-address auto GigabitEthernet0/0.1 a2d2.0400.11lbc a2d2.0400.11bd
mac-address auto GigabitEthernet0/0.2 a2d2.0400.11c0 a2d2.0400.11cl
mac-address auto GigabitEthernet0/0.3 a2d2.0400.11c4 a2d2.0400.11c5
mac-address auto GigabitEthernet0/0.4 a2d2.0400.11c8 a2d2.0400.11c9
mac-address auto GigabitEthernet0/0.5 a2d2.0400.1lcc a2d2.0400.11cd
allocate-interface GigabitEthernet0/1
allocate-interface GigabitEthernet0/1.1-GigabitEthernet0/1.3
mac-address auto GigabitEthernet0/1.1 a2d2.0400.120c a2d2.0400.120d
mac-address auto GigabitEthernet0/1.2 a2d2.0400.1210 a2d2.0400.1211
mac-address auto GigabitEthernet0/1.3 a2d2.0400.1214 a2d2.0400.1215
config-url disk0:/CTX1l.cfg

context CTX2
allocate-interface GigabitEthernet0/0
allocate-interface GigabitEthernet0/0.1-GigabitEthernet0/0.5
mac-address auto GigabitEthernet0/0.1 a2d2.0400.11lba a2d2.0400.11bb
mac-address auto GigabitEthernet0/0.2 a2d2.0400.11lbe a2d2.0400.11bf
mac-address auto GigabitEthernet0/0.3 a2d2.0400.11c2 a2d2.0400.11c3
mac-address auto GigabitEthernet0/0.4 a2d2.0400.11c6 a2d2.0400.11c7
mac-address auto GigabitEthernet0/0.5 a2d2.0400.11lca a2d2.0400.11cb
allocate-interface GigabitEthernet0/1
allocate-interface GigabitEthernet0/1.1-GigabitEthernet0/1.3
mac-address auto GigabitEthernet0/1.1 a2d2.0400.120a a2d2.0400.120b
mac-address auto GigabitEthernet0/1.2 a2d2.0400.120e a2d2.0400.120f
mac-address auto GigabitEthernet0/1.3 a2d2.0400.1212 a2d2.0400.1213
config-url disk0:/CTX2.cfg

EEE=T A MAC it
A AU A 1 50 I MAC Hudik .

B S RN DUEAEAE Y MAC Rl
show interface | include (I nterface)|(MAC)

]l
B

ciscoasa/context# show interface | include (Interface) | (MAC)

Interface GigabitEthernetl/1.1 "gl1/1.1", is down, line protocol is down
MAC address a201.0101.0600, MTU 1500
Interface GigabitEthernetl/1.2 "gl/1.2", is down, line protocol is down
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MAC address a201.0102.0600, MTU 1500
Interface GigabitEthernetl/1.3 "gl/1.3", is down,
MAC address a201.0103.0600, MTU 1500

\)

¥ showinterface i ox

HEN B, WA GEAR R2

IEEAEH ) MAC Motk R IEF 3000 MAC bk, JFHBEHT
CC B AT ) 8 B0 2R bk

% BRI R

LA R 7«

o I B E SCATSE A S BEE RS S I MAC Mk

o BRI I B H R 17

VPN SR IEFAPREI N 5.
B gold B,

THRER ¢

o B ‘administrator”

* JENFBINAF LAEE— /N4 “administrator” 155, 1

BEE N 10% 1 AEASZ BRI,

* M FTP R4 250 NP A5 55, AFE R gold BRI —

ciscoasa(config) # mac-address auto prefix 19

default

limit-resource
limit-resource
limit-resource

ciscoasa (config) # class
ciscoasa(config-class) #
ciscoasa (config-class) #
ciscoasa(config-class) #

ciscoasa(config) # class
ciscoasa(config-class) #
ciscoasa(config-class) #
ciscoasa (config-class) #
ciscoasa(config-class) #
ciscoasa(config-class) #
ciscoasa (config-class) #

( gold
(
(
(
(
(
(
ciscoasa(config-class) #
(
(
(
(
(
(

limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource

ciscoasa(config-class) #
ciscoasa (config-class) #
ciscoasa(config-class) #
ciscoasa(config-class) #
ciscoasa(config-class) #
ciscoasa(config-class) #

conns 10%
vpn other 10
vpn burst other 5

mac-addresses 10000
conns 15%

rate conns 1000
rate inspects 500
hosts 9000

asdm 5

ssh 5

rate syslogs 5000
telnet 5

xlates 36000
routes 700

vpn other 100

vpn burst other 50

s R |

line protocol is down

IR VPN HAt 2 1 5 R il e B4 10 H.

SR T EOA TR

ciscoasa(config)# admin-context administrator
ciscoasa(config)# context administrator

ciscoasa (config-ctx) # allocate-interface gigabitethernet0/0.1
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.1
ciscoasa (config-ctx)# config-url diskO:/admin.cfg

1: BEL ASA RFIEHIRIE CLIBELEIER, 9.16
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ciscoasa(config-ctx
config-ctx
config-ctx
ciscoasa (config-ctx

ciscoasa
ciscoasa

(
(
(
(

int3-int8

)
)
)
)

srgurnne [

context test
allocate-interface gigabitethernet0/0.100 intl
allocate-interface gigabitethernet0/0.102 int2

#
#
#
# allocate-interface gigabitethernet0/0.110-gigabitethernet0/0.115

ciscoasa (config-ctx)# config-url ftp://userl:passwOrd@10.1.1.1/configlets/test.cfg
ciscoasa(config-ctx)# member gold

ciscoasa(config-ctx
ciscoasa(config-ctx
ciscoasa(config-ctx
ciscoasa (config-ctx

int3-int8

)
)
)
)

# context sample

# allocate-interface gigabitethernet0/1.200 intl

# allocate-interface gigabitethernet0/1.212 int2

# allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235

ciscoasa (config-ctx)# config-url ftp://userl:passwOrd@10.1.1.1/configlets/sample.cfg
ciscoasa (config-ctx) # member gold

ZIEREXHAE

F 1225 HRBXHHE

TIRERFR

(Y APAN
=

R

Ij] ﬁb a :|_.\

AR

7.0(1)

SIANT 2R
FINT LU Ffr4: context. mode il class.

H 51 MAC Hulil 43 Ao

7.2(1)

SIANTH MAC Huht B30 Be s 18 e I Dh g
5INT LLF4y4: mac-address auto.

PRI B

7.2(1)

FINT B P

FINT UL Fr4: class. limit-resource 1 member .

EH TIPS 1 AL s

8.02)

1847 IPS BATIRAS 6.0 S S hUA K] AIP SSM A LS AT 24N UG Ik, X
BWAE KT LAEZ AIP SSM _ERCE Z A2 Aa5ing . Bn] LA — i AN B
RIS P RO AR S o s ASA, ] DA ] — S REPUAL TG 70 i 2 A 2
Eoii P

FINT LA Rr4: allocate-ips.

H5h MAC Hbfil 4y lic 89 58 I e

MAC Hiuhk % 25 SO A RS, DS A il s AL 4R (B (A2),  JFAE MR D) 4%

R FE & N B B MAC M AR & FE, MAC Huhk 5 3550

%‘az‘_FiﬂAﬁc}#TE WAE, mATaRSRE RS ORI AR Wi
WA ETFF) 7 I MAC Hidik, WTF3) MAC il ARELL A2 T3k

BT LL R fiv4: mac-address auto prefix.

WhNT ASA 5550 Fil 5580 ()5 KT

S

8.4(1)

ASA 5550 I K24t 5 80E TN 50 #9m %) 100. ASA 5580 (1 k2241
SHCR T 50 #EhnE| 250,
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SREA AL

Bz

s R |

TIREAFR

EFL\
R

ERINTE UL B 25 M F 3h MAC ik
Sy

8.5(1)

BAE, BROAES N2 8 M H 3 MAC #ihk 2.
BT LR ir4: mac-address auto.

H h4E i MAC Hihk [T 43

8.6(1)

f% TSN, ASA BLAESCFREE 13 MAC Mkl 2F p e B 5 48k £ F BRIA

A4 ASA KT #:10 (ASA 5500-X) 55 (ASASM) MAC Mkt 1) 55 5 P AN -
i E ERATE . SIS R N B ECE B H MAC HiulE A= By, &R 48 A ST
I . WUSAE ORI L 2 AL, B Bt R E MAC k7 k9 B E 1)
ME— P T’?ﬁf PLiE %5 A\ show running-config mac-address fir 4 A & H 514
PRITHTEE . A SR ZE TR, ) DM B e SCITEE EFTAC B b D Be. 48
MAC Huhik 2 S EA R H

R T AREF IR D) 4506 TG 2 ﬁn%a}aﬂﬁéﬁzﬁ%‘wiﬁ%, ASATETE
HINE AN S AT AT L B P ) MAC Mkt 5. (B2, Fedi1amA)
SR VLA TS FH e i D) 48 BT 20 B LSO 4828 1 1 %ﬁﬁumxﬁ
ASASM. WIRBATE 7L, AR Yn 5 11 ASASM 7L
B D)4 2238 B MAC HUbE S BE, JErT Rl s i . A5,
T F MAC HuhE A sl iR 28 ik, 338 55081 e H MAC Hhuhik AR ok 4
FHHTE

R

&2 T LR ir4: mac-address auto.

BRNFTE RS (Bk ASASM 24
¥ e A B8 MAC Hihksrid

9.0(1)

WAE, B3 MAC HihE o RCBOAE TEERPIRA (B ASASM Z24M) &

BT LU R 4r4: mac-address auto.

Z At sP Il

9.0(1)

e, {E2 55N 324 EIGRP F1 OSPFV2 B &8 Y . A3 HE OSPFv3.
RIP FNZH % o

FHF i e 4% H 8T e Y

9.0(1)

ARG T Hr MBS routes, I B¢ B AR 35 P IR K th R 4% H A

B2 T LA R4 limit-resource. show resourcetypes. show resource usage
#A show resource allocation .

2% S A U vk AR VPN

9.0(1)

BUE, A5 2 W R SCRpul R 8] VPN FEIE

T3k A VPN PR E BB % s SS
b

9.0(1)

ARG AN TOH B ESET (RI vpn other A1 vpn burst other) , F T3 & &AM
serhl AR VPN BESE 16 5 KAl

BE T BL R4 limit-resource. show resourcetypes. show resource usage
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DABLHAE s & BN o BORICE BN, ik el E & BN snmp-server
user usernamegroup-namev3 i, BCE ELFEA AN @ R 2 1) priv-password i iR auth-password
BTN H 0% 3 2 - %

ASA NP ISR 52 SNMP % 7 iy 5 | 35 5 4

CLIF%E1: BR ASA RFIEMIRECLUEERR, 916



ARy EYE |
B wsonwmines

o QIR BEAT KRV 4RI NAT AU, DJTC AR/ AT Ao BHLEAT O B A2, S8 s
it ZE K B ) A Rk 2125 FUEOIRES o 1K B 25 5 M A8 Al el 4511 5 B0 SSH. 23 1 kAT 52 il 31 1)
R AR . B EIE S HIvERe, 1518 H asp rule-engine transactional-commit
access-group Hl asp rule-engine transactional-commit nat fir4 27 Il ¥R NAT Ji 554542
o

B )R B BN E

BRIV R, Wb 40 s (0 5 AR P92
o ERE MY AT HTTP 54
o BN R S SO D) e o
< ARSI R R 5 B
o B HRFFIN A A 25 B
o BRI AN 1R,
© WAPRFEIR AN 15 F5.
 EALIBNE SR
s EEETH Y.

fc & E H/& AR )%

TG E /A R DI, WA R e A B et B EREA SR D) B B oAb B B AR
Bk BT, RIRXLSBE S FD BB B %

A ER/ERYEYIRECE Fi1%
REGFACHS A 598, P T S R TR ) A o 0 B T 7514 LT
B 7 L
T2 B

o JRATTEE AR A R B ) B IR S BE B AN R T A 4 LT E 46 T TP it B SRAEOKE 31 40 1 P RS
FIT RN R, IS AN C 4 TP ik

© TN HBE VI HRR S BE T & nameif .

* XMT 2R, WEERGERAT D e AT . EMZ S UM B R G HAT R, TERA
changeto system iy 4.

B cuEE 1. B ASA RIEMIRME CLUEESE, 916



| BaRHmay R

nxmepuansrssizs [

UK

R B T8 N s

failover lan unit primary

T At b ) S B i P 11 -
failover lan interface if nameinterface id

i

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

SRR AR AR S EAd g R AR BERR R ADD
if_name Z (] 2 i3 0 48K

interface id 244 n] LS AR EEEE 1. FHeO. JU43$2 1 5K EtherChannel #2111 ID. {E Firepower 1010
by EE R KB ID; ANREFR AL 1 1D Bk VLAN ID.  #5 H 8 ASA 5506H-X F¢
Management 1/1 £ 45 5¢ A b U1 e BE s . W R EXREfg, 20048 H writememory fRAFALE, R
J&i reload SN K. BfJE, B0k DR T sBE D), 1ok i A ASA Firepower
BEHL ZBRFTEE A A RO, S HE B T —TEE. Firepower 4100/9300 1] LA
(SRR E/ it N

BT % 23 E T T AN 25 1 1P ik

failover interfaceip failover_if_name {ip_address mask |ipv6_address/ prefix} standby ip_address

IR

ciscoasa (config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

PEHBHE N AL T ARAFH 7N Ee e MR R 31 47 (255.255.255.254), NS HIAS TP Hulik.
169.254.0.0/16 F1 £d00:0:0:*::/64 & N FBAE 1M, ASHEH T Wb 1) 46 etk 25 55 1%
% 1P bk 205 ) TP HhEAT T A —F ™.

Jet b ) 4 B 2 -
interface failover_interface id

no shutdown

IR

ciscoasa(config) # interface gigabitethernet 0/3

CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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ciscoasa(config-if)# no shutdown

FIRS (i) 452 LIRS HZ
failover link if_nameinterface id

IR

ciscoasa(config)# failover link folink gigabitethernet0/3

AR AR B A ) e
if_name Z4J(n] A4 F14i € 4 PR
interface_id Z 400 U B 1. 1410, JU4HE M 81 EtherChannel £2 1 ID. 7% Firepower 1010
b DR KR O ID; ANRER E AL 1 ID B¢ VLAN ID.
S URAHEE T RA RS, T LI R 4 P TP M SRS IRAS B
failover interfaceip state if_name {ip_addressmask | ipv6_address/prefix} standby ip_address
il

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::a0a:b71

B HE R AL T AN AT b D) e B i R A 7 E . EF T DU 3147 (255.255.255.254), LA
AN TP Hudik . 169.254.0.0/16 Al £d00:0:0:%::/64 & PN EEAE F 109, ASHEH] T 1) e mloth 28 55 14

2 1T 1P Huhib b 20 b5 1 1P M hEA T F) — 1 .
R ROR LIRS HE RS, 1B DR
WERSESRE T AR BERE 158 HPIRSBERS -

interface state_interface id

%
5
~J

no shutdown

IR

ciscoasa(config) # interface gigabitethernet 0/4
ciscoasa(config-if)# no shutdown

UR ORISR HE B, 1B D IR
HES (W) TEHATBUME—#84E,  LUn s i D) AR A B i L PR A5 -

o CHIL) AEVa Z s D) HNUREA BERS _F 57 TPsec LAN £ LAN F&IE, DU P (i b
ZESUEEE
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SIE9

3

nxmepuansrssizs [

failover ipsec pre-shared-key [0 | 8] %4/

ZNiIE

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

i key I RSN 128 N7 4F . i€ G Bek LIARIRIE B . e 91t IKEv2 ] T @ ZBgiE .

WRAEH] B80S GESTIRCE %M, 28 666 1) , NWIZEPIS/ERETINE . AR ARKES
il (i, A moresystem:running-config fithi 520D, WIHREAEH] 8 SCHE N Y1, BN
DU LT 0, WA (1R o

failover ipsec pre-shared-key 7t show running-config iyt i 7R Oy *%, X Rl 59 ok E
il

U SR AR BC B D) MRS BRI, AR DI S (AR A& SR R A a2 g g B
RIpT A SR 1) KR BISOB

AEEFIN# H IPsec N ML 4; failover key . WURFERECE AR 7L, A IPsec. A
i, AR RS, WAERCE IPsec I35 2 BT 0640 1 SE A% 1] no failover key fir 4 MM e 1) 46
L7

)4 LAN 2] LAN BEE A TE IPsec (At VPND 7 rJHIE,
CRIE D o e 1) e R 28 B % 1) e e 1) 450 A5 1R A T I % «
failover key [0 8] {hex key | shared_secret}

R

ciscoasa(config)# failover key johncrlchtOn

R 1 3] 63 AN F4511) shared_secret, Bi# 32 ANF4F1) hex key. %I T~ shared_secret, #n] LT
BAGMAECTE . PR SRS . ZILE SsSB4 e e
B LA R 254

WHRAFFH %00 GESRICE E565 , 55666 71D , MIILmss gl N B g S e & hon
S5, W NECE S (B, M moresystem:running-config # A2 HD MR Al 8 S
I AL S B BN . BRI O N 0, R WA a1 2D o

failover key 7t show running-config i H /1 i 7 oy e X RhadEHE 2 072 52 1

TR AR I R ) B FR A BRI s, WO D) 3ol A5 CRUHSTE f & S I A2 b R 3 () e 1 v
(T AT SR EE H) RSB R,

JA b L 4 -

failover

FR0 K RGUNC R A7 B N A7

write memory
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R b R L

A5l

LUR 7 i e 3 e (b ) e S 4

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3
no shutdown
failover link folink gigabitethernet0/3
failover ipsec pre-shared-key a3rynsun
failover

A E R IE RS RETHRECE R

FEAR B e g b X g SO A B DB B o e DA ) e g X B iy R A AT . AE B
R ILRC B AOR BB B T, PYANNC B IR A E— K APE 2250 2 failover lan unit fir 4, %2l
e RGBS BB, IR B

FHIa Z |l
© TR TR BEH T & nameif .

o T2, WEREPAT M S RATR Y . TS S DB REPAT A, TR
changeto system iy 4.

R EEFRMAEAME M4, falover lanunitprimary fir&-54h. 8%, %A LAE failover
lan unit secondary iy 20 1Z M4, HIXIFIEL T, K4 secondary /BRI E . TH S04 /%
F B DI e il & e, 56 272 T

(KR

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2
ciscoasa(config) # interface gigabitethernet 0/3

ciscoasa(config-ifc)# no shutdown

ciscoasa(config-ifc)# failover link folink gigabitethernet0/3

ciscoasa(config) # failover ipsec pre-shared-key a3rynsun

ciscoasa(config)# failover

FER2 MDA E FD 2, SR B R B N A7
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ciscoasa(config) # write memory

o & X F/E AHMBEYI#%

AT A AT C B /3 T 4 .

A ER/ERSEYRECE Fix
REACYS A I, BT A R L b 0 B o OB T 74 L
B 7 5 L
it 2 B
IR BRI SR L 55 218 BUR I BRI,

o BRI DI AIRS R 2 A, TA T B AR e i i AR OB IR IR 1, 2 591 O BT
PR E ] TP ke RO RO RS 31 A7 RIHERS, 520 BC B 1P Ml

o 52 R ) SRR A B M I R nameif.
s EARGPAT AP SR RARE T o BMZN S U2 RS PAT 2SR, Wi changeto system fiy

TR KR AIRE N T
failover lan unit primary

W2 faE T E D) R B
failover lan interface if nameinterface id

i

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

I AP AT LA R 3% (R TR REBRBR L)
if_name Z %] N 145 E 4 FR .

interface_id Z4 ] LS E@s ) BERE L. P40, U4 1 B EtherChannel 4% 11 1D, Firepower 4100/9300
A DA AT A B e e

PRI BRI S C T A T TP Mk

I CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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standby failover interfaceip if_name {ip_addressmask | ipv6_address/prefix } standby ip_address
il

ciscoasa (config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2

'R

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

B R AT ARAE R 7R e BT LU 31 47 (255.255.255.254), ANELEHIAS TP ik .
169.254.0.0/16 F1 £d00:0:0:*::/64 & N FBAE 1M, AHEH Tl )4 stk 255 2%

& 1P ka0 S 1 1P MUk W] — 1
LIRA  JH D R
interface failover_interface id

no shutdown

i

ciscoasa (config)# interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

FB/S (W) finE RS 4 1
failover link if_name interface id

i

ciscoasa(config)# failover link statelink gigabitethernet0/4

AT, F5E S D) B s A 2 R R (K A 2 .

if_name ¥ 0] 4% 1148 € %R .

interface_id S80I LR SR B O . FH0. JU43$: 10 84 EtherChannel #2171 1D,
HIR6  WEREIRE T AR ASHERS, AT LK £ A& TP Huhk 20 Be 45 IR A B 1 -

BEHBHE R AL TAN ) b D e B i AR A T 7 E . R DU 3147 (255.255.255.254), VAL
PA TP il . 169.254.0.0/16 Fl £d00:0:0:*::/64 & N ERAEH 1/, ASHEH T Wb ) 4 otk A5 55 1%

£ H 1P btk o205 = H TP Hudik A7 T[] — 1k
IR LIRS, E Bk P IR
failover interfaceip stateif name {ip_address mask | ipv6_address/prefix} standby ip_address

i

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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172.27.49.2

B

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::a0a:b71

Sk
]
~

WURBHRE T RS TERS, 150 HPIRABE RS -
interface state_interface id

no shutdown

T

ciscoasa(config) # interface gigabitethernet 0/4
ciscoasa(config-if) # no shutdown

WURBE R LSRR, Bk D 3R .

P8 (L) WHHATELME - #RAE, DU b DI RS e B A -

o CHIL) FEVa Z B D) HMUR A HE S 57 TPsec LAN £ LAN B&IE, LU P (1 b
ZE/SIAER

failover ipsec pre-shared-key [0 | 8] %4/

ciscoasa (config)# failover ipsec pre-shared-key a3rynsun

% keyEl"JHE'ij({%fEi'a 128 74T HiE P & s BRSSP, R 0 i IKEv2 F T 7 e

WRAE ] =500 GHESRICE B30, 25666 71D , MNZBASIERE TN . WiRMEEE
il (4, M moresystem:running-config fir i & 1D, WIFEE ] 8 BT I # . EBRING
BUFAE 0, FHIA N 1% .

failover ipsec pre-shared-key 7 show running-config it A o A *%%%, IR 354 0L
il

DR R AR E B ) BRI, SO DI CRUARAE dr & LR A e
FIFT A B s YD KRS0 .

ANEEFI I # ] IPsec N LS failover key TN . MR FERECE WA 7%, B4ER IPsec. A
of, G S RS, ARG E IPsec MR 2 i 20 i S48 ] no failover key i 4 54 e i 47) 46
.

W4 LAN 3] LAN BFIEANTE IPsec (HiAh VPN) VFrJHE.

o CAJIE) X R D) 4 FIOIR AR B b I i D) 0 A7 B4 7 0 5
failover key [0 8] {hex key | shared_secret}

ciscoasa(config)# failover key johncrlchtOn

I CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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SEN

i ] shared_secret (1 3] 63 NFFF) o 32 ANFHRAH +o5idkd] 4.

X shared_secret, 0] DMTEREAASEHET . FREEbR SF/So iZ28 8 kN i)

T AN 250 #e W& v B R 258

m%&%I S GEZRACE L%, 5 666 11D, NISLss g o+ skl g1 & e i & b on
B WM MNECE S (B, A moresystem:running-config ¥t & D, WFREAEH 8 ST

TR i e B B S HER . SO0 R 0, R I 1 S

failover key 7t show running-config it H1 Sk 7 oAy s X Rh A 2 PH 0V S

U SR AEORBC B D MR A BRI I, AR DI 5 (AR fr & IR R A I g S B
HIBT A s YD R RSO .

B D) e 1
failover group 1
primary

preempt [delay]
il

ciscoasa (config-fover-group)# failover group 1
ciscoasa (config-fover-group) # primary
ciscoasa (config-fover-group) # preempt 1200

HH, ATLORAL 1 iess B, KA 2 pRCA BB . PN RBE DR AL A OR BB L
WA EAPRE (BMEEMIEBIAN A3, H - GRESELRRENRED , AFEIZN L
LEAHBRE . e W& RE I, preempt iy & SRS VI A B B 7R % B B AR

=

BN o

T LU N T IR delay (B, B E MO DI 4LAE 3R € W b B33 EAPIRASZ AT, BTk
ORRE PRSP AREER Y 1 2 1200,

WA ARSI, WG S B3R, B3I A 2 AT AL T APIR A (1 i ) e 4L T 7E (¥ 8 45
il k.

IR TFZAT BRI, )22 20 preempt T4
CU MR DI 2, TR LI R B B A

failover group 2

secondary

preempt [delay]

il

ciscoasa (config-fover-group) # failover group 2
ciscoasa (config-fover-group) # secondary
ciscoasa (config-fover-group) # preempt 1200

BEANGE RSO RICER,  RIFR %I 5 H g i D) e 2 -
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context £ Fk
join-failover-group {1| 2}

IR

ciscoasa(config) # context Eng
ciscoasa (config-ctx)# join-failover-group 2

XEEMERER I 2.

P RO BCIING St Bl Be BBl el 1. A B
e 2.

Jed FH e ) 46 <
failover
R G ORAT B N A7

write memory

ot

LR 7R B e 3 e (b D) e S 4

failover lan unit primary
failover lan interface folink gigabitethernet0/3

wxpERuansressizs [

REJEHBETIHAL 1 IR AR L

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1

interface gigabitethernet 0/3
no shutdown
failover link statelink gigabitethernet0/4

failover interface ip statelink 172.27.48.2 255.255.255.254 standby 172.27.48.3

interface gigabitethernet 0/4
no shutdown
failover group 1
primary
preempt
failover group 2
secondary
preempt
context admin
join-failover-group 1
failover ipsec pre-shared-key a3rynsun
failover

CLI $5£1: ERLASA
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B »:mpumysnsmmss

A ER/EASEYRECEHAIE &

ER B A% b TR RS D B B G . S W) A T X ey AR S A TS . X
HW HACE RIEB BRSNS, PG E 2 P ME— 7K A 22 )2 failover lan unit 474, Zay4 Al
R a W& LA, kg,

FHia Z |l
o R A I BAE T 2 s i, 55 218 TUR H 215 St
© AR DI RR S BE T B nameif .
s FERGPAT AR SERRATEF . EMAZNG SO B R G AT 200, 1A changeto system iy

%,

UK

Ei&%iﬁ%ﬁiﬁﬁ)\%ﬁ*ﬁﬂﬁ’]ﬁﬁé\ failover lan unit primary iy & 4h. 5, ”“"ﬂJ‘L)MEﬂ% failover
lan unit secondary 7 U 14 1EJXJ$4FJAﬁﬁ, [K 2 secondary SEERATE . AT E A
failover group 1 join-failover-group fiv %, KA A SN ERAR . 55 Iﬂﬁiﬁﬁ/aﬁﬁﬁé&ﬁa
DIl s E e, 5 277 .

(KR

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2
ciscoasa(config) # interface gigabitethernet 0/3

no shutdown

ciscoasa(config)# failover link statelink gigabitethernet0/4

INFO: Non-failover interface config is cleared on GigabitEthernet0/4 and its sub-interfaces
ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa(config) # interface gigabitethernet 0/4

no shutdown

ciscoasa(config) # failover ipsec pre-shared-key a3rynsun

ciscoasa(config)# failover

B D C B A B R P IS, K E R B N A7

ciscoasa(config)# write memory

DR, AR AT SR DA 2 AR B ek EAE T T ADIRES

failover active group 2

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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fo & ALt e )54

T LIRS 2 SRR D4 3

BB R F A EMMIZE
ﬁ%@ﬂ&$ N2 S EIMBOARCE, ESRREED R EOARCE , H272 00 T/
TR, T DA E RS D2 ¥R 2 AT
FrIaZ |
* TR RN, WE RGEHAT A R PR E X LR E
o W BB A TR AR L ) B A I (BFD), 1523 54 LA B
* 1Y BE Firepower 9300 £ 4100.
AR /&
o PR F AR 2

B2

P LB IR WA CR KR I 1)

failover polltime [unit] [msec] poll_time [holdtime [msec] time]

i

ciscoasa(config)# failover polltime unit msec 200 holdtime msec 800

polltime yu A1~ 1 1 15 Fh 28], B3 200 A1 999 2= b2 i), holdtime yulE /T 1 F 45 F22 [6] 5k
800 3 999 Z b2 [A] o i N PRI DRATF I B AN BE /D T- B8 S0 N (] 1) 3 £ BB A I ()1, ASA
AT AT BRI 280 Bt A A WA DA o AL, A IR I 3 ZE R, SRR A 2 S BN D B D4

UR A AE e A 300 P A A s D00 5 (P i, U T A A T AR (K
WRAEDRRFIF ] A, IR RISR AR 45 B g OWA N, B s A A A b, o SRl e o ol
e, W B AT, MO B Bk

EER/FERBLT, EBRTLOY R BEE R (HARRE W AN D 32 % B I R
TR2 ARG AL E BFD.

JE WA B AT BE S 7 CPU i I A< s N S BRI E . BFD Jiidd /A XN, Brbhis CPU Aaig
M AT

a) & CE TR DI Has ARG ) BFD BEAR -
bfd-template single-hop template_name
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bfd interval min-tx millisecondsmin-rx milliseconds multiplier multiplier_value

i

ciscoasa(config) # bfd template single-hop failover-temp
ciscoasa (config-bfd)# bfd interval min-tx 50 min-rx 50 multiplier 3

min-tx $& € BFD #5269k A 3% B ) 40t SR IR R . JEEAT 50 21 999 =P 2 ],

min-rx $5 & TR IRk B M D)o 25 R 1) BFD #3515 % . Ju BT 50 2] 999 b
2 [i]. multiplier ¥ 45 BFD 5 B0 SRR AN T FH 2 i Db 25U ik ok B 12 MR ) 36 5 454 (1) 3% 42 BFD
P BE . JEE R 3 F) 50,

BEAh, B R] LA AR ] AN B A B iE s 12 [ 6 BFD A5t , 5 801 WL,
b) JyisfPIRW K JH ] BFD:
failover health-check bfd template_name

i

ciscoasa(config)# failover health-check bfd failover-temp

PIE3 SR RSO AS R W T -
failover polltimelink-state msec poll_time
-
ciscoasa(config)# failover polltime link-state msec 300
JULHEA 300 42 799 /b . BRANSOL T, SBE It o B> ASA BERE 500 204G A — CHH 1 1)

HORAS . BEATLLE E SCRWIN ] Bildn, o SRR R I () BN 300 2245, T ASA W LS R iR
e AREV (S0 Yo URPIE

TR/ ERBET, ETLOh RGEBCE IR HAEE B M D) 3 2 B IR
SEA BCE AR 2 S R
failover replication rate conns

T

ciscoasa(config)# failover replication rate 20000

/N KT R R TSI S o BRI BOGHE R 7R B/ BB, BT LUN RS E
s EARE R MR VT2 B A R

SRS AEIE A T B A s 5P R AT P B S S T
failover standby config-lock
BRAEOL R, RS/ 5 B TRCE, HRGERE R —
PE6 (NUFER/FHBED Fiw 2 | e SR D) 44 -

R
il
il
"
Ik
Eiin

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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{| } failover group1 2

T

ciscoasa(config)# failover group 1
ciscoasa (config-fover-group) #

JA F HTTP RS il
o T 3 /8 AR
failover replication http
I G i e Y VA S A W
replication http
LARVHERSE BRI a8 HTTP IR, BF 20 HTTP &, FATESUSTTHTTPRAS R 6.
BERE T A U A 4 I HTTP AL 27 R AEIR, 7L show conn count
HAE T B B a5 B & BT RE o AN R B s SRAEAG LD B i B0RT A iz &, 0
SAEW B B EE B R EE
TR 1 R A A e R g 17 46 13 4«
o T 3 /A AR
failover interface-policy num [%]

2R

ciscoasa (config)# failover interface-policy 20%

X3 /A R
interface-policy num [%]

IR

ciscoasa (config-fover-group) # interface-policy 20%

BRONIEOL T, — /M D2 2 30 D)4 .
TEFREHE D R e HCE I, num 800 AT 1 31 1025 2 06
LEHR S UK T A0 LI, num 400 A1 1 31 100 2 1)
B S0 VA WA OR KR I ()«

o 0T A R

failover polltimeinterface [msec] polltime [holdtime time]

iR
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ciscoasa(config)# failover polltime interface msec 500 holdtime 5

o ST 3 /3 AR
polltime interface [msec] polltime [holdtimetime]

IR

ciscoasa(config-fover-group) # polltime interface msec 500 holdtime 5

* polltime- 1 B[] o 45 (AR IA T MU Kl 0 2 TR O A I Tl o A& I TR A 28 A T 1 20 15 b2 [
U SRAG I AT ) msec SCHE T, WIATRUES T 500 £ 999 2R 2 (A BRIME N 5 7.

* holdtimetime-i B Mot 28 44 15 4% 5 5 W 21 I Hel l o &l 5 TR 643 1 R DARG 2 382 s AT R 2 )
IR (FENTEED o e iR DA KRR S 0] % & holdtime / 16, F R EH Y 5 2
75 ¥ o BROIMEAFC WIS RIS o NI ORdae I TR AN TS R T B 2 B N TR) 1 5 £

P E IR VR AT ] Cy) BT BN #R A

1. x= Choldtime/polltime) /2, Y& T A NRIZITHEES . (4R REETAN; 0.5 A b
M. D

2. y=x*polltime
Blhn, QU RAE BRI OR AT I TRI2S AN A I (] 5, ily = 1580

FHIB10 B E R MAC Hut
o P T /A R

failover mac address phy _if active_mac standby _mac

2R

ciscoasa (config)# failover mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8

X3 /A R
mac address phy _if active_mac standby_mac

IR

ciscoasa (config-fover-group) # mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8

phy_if ZE0&8: 1 MYEL4 R, B, gigabitethernet0/1,

active_mac 1 standby_mac Z40Je HH.H #2U MAC Hubik, Hob H 2 16 7 Nathlses. wilin,
MAC Ml 00-0C-F1-42-4C-DE % %45 A\ 000C.F142.4CDE.

active_mac itk 542 1135 ) 1P HuhbAH2CHE, 177 standby_mac 582 1116 H TP bk AH S HK o

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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maznsz |

st ny DU A HoA iy 2 500 VA% B MAC il (EU2RATEBUUMER —Morik. S EH 2 M5k
PHE MAC bk, BB MAC kS FF 248 R, I ReSsANml 7l

1§ | show interface fiv4 7] W 32 D H B MAC Hudt,

ST COURE AR X1 T S0 et S SR A2 B8
BLE#E O EE

BIANESE, fERTE YO ER s, siERHT Firepower 1010, WA T H VLAN 4% 1 LL A 7
ASA b AT AT A B AR AR B (5] 41 ASA Firepower #ER) J3 M4 . Firepower 1010 A2 Al
Uiy GV AT 4 11 A

TS e A SHHERRIE R B AR BE M 2 F 11, DG 52 M e D) 50 R s
B UAE— 6% FEE 1025 MO (B2 EAR TG

FHia Z |l
FEZ MR, TR P RO E R .

UK

Jet B T2 IS AT IR L s 42«
[no] monitor-interface {if _name| service-module}

TP

ciscoasa(config) # monitor-interface inside
ciscoasa(config)# no monitor-interface engl

WRAEASAS A B AR R (41 ASA FirePOWER 0 fil sk i bE 3, WA LAd H no
monitor-interface service-module i 425 T B H 5 45,

B EIEXMRRBRTEEXHF (FA/EHERD

AT /A MR NI4T I, B T R WO R S B A ARSI MR PR . il T
FNZBHE I ASA BOA ZEHE W IEMTERG R, ZER B EF . TR/ abm oyt Hh i
PIET ASA ERFIARRIZE 1, JF H I sERA ] NAT Hbbnf, 5w kA E5.

WﬂuLLfmeEXﬁAE%méﬁﬁ@k@iikﬁliﬁz%@ Hit, EFEE ARG ASA BRI D2 ED
F[F-—A~ ASR 41, flln, | MmmW$%Dﬁ%ﬂW$ﬂ% {HANAEE G BIASF I ISP, 17
T E, BTSSR O Y ASR 4 1 (ERBI % B, B S S AR 0 20 B s A R)
ASR 41 1o @AM LB AT I b A BB s, & AR A A R 4L Ak T & I S5t
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ARy EYE |

B esrunmagress ER/ERED

M — M E B fEoRfld, BASR 4 1. WRB A ERB LRI, Bt L. iR
FREBICHCIT, WS EAT LU (354

© WMARME AV EK B, 02 BRIRCKKIE S AN A SRS, Bl E mE
St HESIRA TS AIRAS,  SREDE [ R AT 4R 4L,

o RGN ER A RS ERAREED, 52 EHRCKI A A A B A RS, Hdias

\}

AR SRIIREA BRI FRER s SR AR Bt Eo R S B IR R D

R AR B L R
46: ASR 7131

ISP A ISP B
F

= .
hiﬂ g

]
fil"ﬁ' -ﬁ
192.168.1.1} >\ 192.168.2.2
19216821 192168.1.2 Ll

]
™ —
SecAppA aliia
i Failower/State link
Sy "-
Ty
-

= = = = Outbound Traffic -1

Return Traffic : .Iﬁside
X network

1. HIsE2s A8 1 SecAppA 1 it ASA. %2 iEiB 4% T outsideISP-A (192.168.1.1).

2. T RUERARRCE T AERRES t, IR [HlRE AT 3 SecAppA 1t ASA RIHE
outsideISP-B (192.168.2.2) 141,

3. M TRAEN 192.168.2.2 ERFEIISTEFLE, RIFRET S EF. HE, ik OHERIE
N ASR AL I—iB7) . B AERCE AR ASR 41 ID [T A Hofthde 1 B A kizssin.

4, SiEE R STER outsideISP-A (192.168.1.2) Lk F, %3 IEAH F SecAppB i 5t ¥ % L AbT
B HPRES . R WEE D) e 24 27515 BN SecAppA K il £ SecAppB.

ZmOoE3
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REEnungEasss ERERED I

5 2 JEHCKAM BN 192.168.1.1 (fE R ES, WESWE M, Wi 192.168.1.2, 7Ei%
O b, WEMESEN RS ERER T (SecAppA L1 192.168.1.1) &[], (AL EHE
EF. WF R ST EMS:, HAISUEE R,

FHia Z |l
o RA TR DI - K E P RO D42 1 O B SIS PR R, ARIR4 4 F M D) 341

* S HTTP - HTTP 2 i IRESE BA LIRS 2 B UL, I AE T & M3 B T
i ASA BENS TR e AT FR I tH A HTTP $odls e, ST 242 HTTP R & .

* AR A NGB B B BRI R, ST AR
o BIVEAE MG P IO S ASR AU X 3. WURAERS SUh e E X, AR SRR
#ABER T ASR 4.

UK

TR ATRS L, 578 EAVFARRARE b2 R
interface phy_if

IR

primary/admin (config)# interface gigabitethernet 0/0

$IB2 WER L ASR 4445
asr-group num

IR

primary/admin (config-ifc)# asr-group 1

num B ZETEE A 1 2] 32,
HIB3 A L, TR E B VIR AR B SR 1

interface phy_if

T

secondary/ctxl (config)# interface gigabitethernet 0/1

SE4 FEREOMN ASR 41475, LIVCHE F k410
asr-group num

IR
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secondary/ctxl (config-ifc)# asr-group 1

Gt

BRAHAUTEE (EMNSRHKAEL) o BIPERId A SecAppA I B2 il ) #i
X E R
FRHFRGE

interface GigabitEthernet0/1
description LAN/STATE Failover Interface
interface GigabitEthernet0/2
no shutdown
interface GigabitEthernet0/3
no shutdown
interface GigabitEthernet0/4
no shutdown
interface GigabitEthernet0/5
no shutdown
failover
failover lan unit primary
failover lan interface folink GigabitEthernet0/1
failover link folink
failover interface ip folink 10.0.4.1 255.255.255.0 standby 10.0.4.11
failover group 1
primary
failover group 2
secondary
admin-context SecAppA
context admin
allocate-interface GigabitEthernet0/2
allocate-interface GigabitEthernet0/3
config-url flash:/admin.cfg
join-failover-group 1
context SecAppB
allocate-interface GigabitEthernet0/4
allocate-interface GigabitEthernet0/5
config-url flash:/ctxl.cfg
join-failover-group 2

SecAppA 1 StHLE

interface GigabitEthernet0/2
nameif outsideISP-A
security-level O
ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2
asr-group 1
interface GigabitEthernet0/3
nameif inside
security-level 100
ip address 10.1.0.1 255.255.255.0 standby 10.1.0.11
monitor-interface outside

SecAppB 1f 5L E
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interface GigabitEthernet0/4
nameif outsideISP-B
security-level O
ip address 192.168.2.2 255.255.255.0 standby 192.168.2.1
asr-group 1
interface GigabitEthernet0/5
nameif inside
security-level 100
ip address 10.2.20.1 255.255.255.0 standby 10.2.20.11

EIRME )%

ASHR Gy S A REAE o B D40 G e 7 BSR40, B 358 2 o B X e ) 80 8 DAL Gl s i) A —
ERCE g T AL SIEG R s S

568 il BT B 1] 452

TR EOR 25 A O B e, AT EL R R

FHiaZ |l
LA FBEUN, W ERGHIAT ] P HAT AR

UK

TR AER B BN, n DRSO . w6 T BRSO T B

W€ group group_id, WIFEFR & 32 H/32 IS D)4 L1 £ FH % & B3N BE A 20N, K sl BE AT
R D o % FH B K Ik e D 3 ) 3 A A% o

o XTIV 3 /a5 TR
failover active

PO K S D S VR SR B
failover active [group group_id]

ZNVE

standby# failover active group 1

TR 2 AR BRI, AT DRI e, 35 B Ok % A

2R 4R E group group_id, {EFRE SRR DAL I T TR BRNIN, A AR R AT R D) 4
T U AR BN W R D2 [ 46 P e o

o T B R A A AR
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no failover active
o KT A e B 3 A/ A R
no failover active [group group id]

ZNE

active# no failover active group 1

MR

FE— G 5 B AR, R SRR S A IR L A PR, BRI 4k
T B U eon], S D AR LA T PR e EORSE EAPIRAS, e e I
FLNE LM B

SIS, T2 Y LT RPAE -
o F BRSO AR, DM & s AT I i GO B APIRES) -
o VA SARSAT A T 1P Mk, BV e A PR 5 3 T B8/ 1 st 2 e

o 2% B/ SHARSLATWr S b D4 i i b 3 . G RAE T T e &/ 16 Bt EOR i T b e, T
e TN B G S AR E R R0 H Al R e VR A8 25 IR

« ANEAER et LT sh)a RIS OB 0T TS PR Ui, 55 291 0. R
FIBE e )R )3, KR 0] RE WS IPv6 AL 1) MAC Hulik iR .

© WROEAA R, A TSR I B R A B R S, AR5 ER Ak
Fia Z |l
FEZ A SR, HERGPATE M AT AT .
iz

SRR SR D)

no failover

PR 2 ZE MR DI, ORI B T RN &k
write memory
reload

B cuEE 1. B ASA RIEMIRME CLUEESE, 916



| BaRHmay R

meumgs [

W& MR &

S

IR 2

SRR B MR I PRIRAS, T PAT U REY

FHiaZ |l
FEZ RGN, HERSEHATZ R HAT AR .

puK
P WA 15 2% Mk B e ARt R 2
o ST A MR
failover reset

o X A /A AR
failover reset [group group_id]

ZNE

ciscoasa(config)# failover reset group 1

Rl hm i g I L BITE R, A B RO B B RSB R RIS HPRES, |
Fbs ol Rl ER) A T APR . BISMEIURE, BCE TR DA b i dl (L
TR o WSR2 it T EAPRE HRCE T84, JF HER e Bk s kA
BEFK, Ui ba D) 4R 3 E TR

Lo RF5 € group group_id, A4k kAR WO R T A/ A5 O D) 410K 2 B TG MERIR A

N FR/F D B MR D) e a0 00 T e D)4, 3T DL 2B
a) 1F System H', K¥i%F¢ Monitoring > Failover > Failover Group #, A # J& B4 il (1) e i 7] e
LG5
b) riili Reset Failover .

EFRITEE

WARAE I B B write standby fiv %, # B REH RIS TICE. O 5 BB i
WrbE DI 2 BRAN) IR H, B o i g B B RO 24 T et o

X2, I R G PAT A N writestandby dy I, RGO EHIPTA T 5. WIRTE

S write standby fir, % Ko R S ACE

Hiilfir & S AEAEIBATICE T o
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s R |

iz B BE 11 HR T RE

LMD D RE,  THHRATEL R

UK

DA ) 2 I B 2 AR A H] FTP () SRAEANIRIE: 1 B BN L2 ) A& S, AT an iy
ik i

FEL A LA LUN A, AT s kAT b ) 46t -

T /A& B

ciscoasa(config)# no failover active

EEViEVEN

ciscoasa(config)# no failover active group group_id

fH] FTP 7EM R PE & L8505 53— A 30

WA 8T, i\ show failover iy 4K & M D) R4S

SeE, BT BRI B0 LA LU T S, AT a6 A 32 2 AR

T I8 R

ciscoasa(config)# no failover active

/AR

ciscoasa(config)# failover active group group_id

ER ASAEDUCHIN, T HMTHE D, i DA R A . dn L ASA A 34
FURHT, 2 ST ENBEAT SO, T ANSEAF 4 R BRI ) o A2 ASA R FRIRESHL N OK
I, B REFIN AT, (H ASA JEAR A S R I A0 . SEBEADLEE 1 ORARIN ]
T K AZ H L 1) VLAN, - RLBH (0 55445 2145 s (1 B L s

TR 7 AT SC VRS AE A AT A A i & 1% B R 1R D) Hoxt 2544

H P 2o AN P et R S R B i s it o, TR B 8B 5 Be sk, AR AT LUAEH]
failover exec fir & fEIEM B MR E AT B0, WEREEFR I M e, wLMEH] failover exec
active iy [ I B AR IO A . XSS OBt & RS % H et . AZAIH] failover exec iy
AT B B SO I A & IR E A R IR B, i LRI B AN S PR AT

sk
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B e SEN

configuration. exec Al show iy 4 K HH WoR7E iy 2o i, LRI DUEF failover exec fin %
TEXTAFBEE B show iy & FFAE 22 i 2% i th A 7 45

BT LB AEA B2 BT - OB A REAEXT 2 8L 2% BT @2

UK

WA T 255N, 5 41H changeto contextname fir 4> B8 B S0 & 015 5. TEvEAd ] failover
exec fiT & 7 BE D4R S5 AR 1 B et 5

LA i, B2 R AL B € IR O D) 4 5%

ciscoasa(config)# failover exec {active | mate| standby}

i1 active Bl standby K8 T G Bldr AR E e BT, BIEIZ B0 M e . A mate ¢
By n] 3 By A AL MR DI SR EAT

S B U A o A S T 2 15 57 . AU H] show failover exec iy & K w47 1%
R AT R FORTEAE R, ES I S L1

failover exec fir & 2 DREFARL TR 10 2 i 2 U iy BRI A A OIRAS . BRIAIE UL, failover exec
AR E B I R B s, ZnT LUEH] failover exec it & Aikid 2 M4 (Wlinterface
) KBS A AR, AT failover exec SR, S IFH-R ALK,

i, A R BB D00k 10 32 e 1) A R C B, SR ] failover execactive i 1)
PR ARCER, ZimP R R AL T4 R B, EAEH] failover exec it A T4 744 1 g &
LS TN

PLUF /s s T i 23 15 AR failover exec fiv #5202 (A1 25 5 AEMORI b, & 2 5308 3 ik
#% b/ failover exec B Mk GigabitEthernet0/1 4% H 32 LBCE . 2 )5, {4/ failover exec
active B A\ T A iy A #4316 #4% 1 GigabitEthernet0/1 (4% L BCE AR . AR5, BB D
failover exec active A i%F 170 HC 1P Huht . BARFERK AT 2 5 ie B2, failover exec active fi
SRR BAL T4 F L E A

ciscoasa(config)# failover exec active interface GigabitEthernet0/1
ciscoasa(config)# failover exec active ip address 192.168.1.1 255.255.255.0 standby
192.168.1.2

ciscoasa(config) # router rip

ciscoasa (config-router) #

BB T 2 U K iy S BN 2558 0 failover exec i I a8 filtn, RS TE £ H %
& BT AR ES, JIF HAEARTE K failover exec it 45, DL R s 44754 R e B AT
SRR SRR R AL TR L BCERGL, M failover execactivefit A i &K A& 145
S (107 PR 1 6 e P B

ciscoasa(config-if) # failover exec active router ospf 100
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ZEIEEWM

s R |

ciscoasa(config-if) #

i show failover exec fir % il o nfi @ W& LIar A4, i failover exec fiv & &K I& My 276 1%
WP HAT . show failover exec v 24452 5 failover exec fir S AHIF [ CHE 7. active. mate 5§
standby. FRZURF AR ERRE & 1% 1) failover exec HiT.

Bhn, DA N2 e # HI B % B 5 (1) show failover exec fir & 75 4t -

ciscoasa(config) # failover exec active interface GigabitEthernet0/1
ciscoasa(config)# sh failover exec active
Active unit Failover EXEC is at interface sub-command mode

ciscoasa(config)# sh failover exec standby
Standby unit Failover EXEC is at config mode

ciscoasa(config)# sh failover exec mate
Active unit Failover EXEC is at interface sub-command mode

failover exec fir& i AR D) e B i i) 0 28 80 96 A a2 iy 2 T R MONS 25 e A8 PR i AT AT o S NEAE
ke D) B bR T nEs LA 1k gy sl (A

Ay SATRIBR

AT I R dr I, ST LA BRG] -

o MR HFAFHTA BT TR — G s, AT —F k&, NGRS IELEIEIT IR A%
TS+ failover exec T4 .

o A S ORI S BT emd_string S0 IR iy A AN AT
c AEZEFEBEUT, HBE SR BRIk dr 4. S S RIXBIA R 5t DAHE
e iR & M IE EE NP
* AHEKLL R4 failover exec iy & He & -
* changeto

* debug (undebug)

o VA AL T HORDIRAS IS, G Bt DR IR 2% R s 5 T, Ui 58 %475 1) LA failover exec
AR A A SRR Ay 2 AT R

* et A failover exec iy 475 MU )35 25 & _E NIRRT EXEC FEC T 30 4% R i B A . 47
n, TR A AL TR EXEC BEUR, &4 failover exec mate configure
terminalfailover exec mate configureterminal, | show failover exec mate iy H K &k 7~ i U]
PAT AT T4 R B . (EAE ] failover exec AW A54R ¥ 4 AN BC & fir B kM, HLF)
T8AE AT e ENIEE A SR B A 1

* INBEF recursive failover exec 72>, %1 failover exec mate failover exec mate 4.
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o EUEF P NELG A 1 Ay A 258 noconfirm BT, @i, SEEETINEGZIEE, EEA

failover exec matereload noconfirm

HR T WFE IR

EFR 23 I T A i R Ul ok 2

B YIHRE B

RGBT, Pt ASA #2RIE RN M.
BRI RS HEHE

ASA FERAEHIN 2 Kk H KBS MG RN ARG HEWN R, F0 2 Forn—Fh i, BEEHX
e L, TEZ ARG H AN ESER . 5D B ID YERDE: 101xxx. 102xxx. 103xxX-

104xxx, 105xxx~ 210xxx~ 311xxx~ 709xxx Fl 727xxx. %0, 105032 F1 105043 38 7~ il b ) e e 1%
AFAE )8

)

IR MDA, ASA BB RLOCHEED, BRI, Ak H GRS 411001 F1411002, X
A

U RE )R I E B
FEAEMREE, W debug fover fird. HREZGE, ESHGLS5%.

\}

AR TR CPURERE R A LM s Lot g, e rT e SR HE i REEMERE . ik, NALEXTE 2
i) AT W R PR B S R TAC AT s HE bR 2 1 ik i - 44 1] debug fover ﬁﬁ/?\

SNMP & [ 1] 45 Bea B

SO )4 () SNMP 240 H G FEBE, 154 SNMP AL it B ok & 2% SNMP [EBE 5] SNMP 4 5k |
EXRGHETHL, B ER RS H & MIB V43 SNMP & #us,

RSB R TS

RS BORE, EHEA LR i — A
* show failover

B RAT KB IR DR 1A S
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B sesnm ez

* show failover group

B AT SR A B DRSS R B ifE RERALT show failover i B iIfE R
AT BE T e 4L

* show monitor-interface
WA R M LA B

* show running-config failover

S RIEATC B P O D) 4

k

BEEYIHR RIEFR

ThE AR S HEEMEE

A P DD 8 7.0(1) BINT ILshiE

EHHIER R 7.0(1) BINT I

W E S R /R | 7.04) AL | T 0
I

BT LU a4 failover key hex.

SR D A A 1 R 8.3(1) W D) B P IR SR R, XY
FHT s 47 i B A S S dL =
Y WRELEAR ASA Z [ S HI3E
LR (il nid it more
system:running-config fir%) , AL
JSC L) 52 SIRURL I in 2% 1) L= 5
P failover key 7F show
running-config % 2R N
ok X HE R LA R
o

BT L4 failover key [0 8].

VS IN T WD) 4 ) IPve SCHF. 8.2(2) B T LA R4 failover interfaceip.
show failover . ipv6 address 1 show
monitor-interface.

TE “IRIN” s e, S ) | 9-0(1) B AR SEVE “ R R 3,
BA B EIEI LU s ) e 41 G 5 preemipt i &> Rl AJ
FEE B AR B R . (HILDRE
DLE S, DAY b ) e 2 7 2
B B LA ERRES.
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ULV ES el |

INEEAFR ¥ REER
Y IPsec LAN #| LAN [ in s iz 9.1(2) FLAE T LUK IPSec LAN ] LAN [%ii 1
P FIR A A . TS e RUIR A BE RS I, A2 X
Eﬁll‘aﬂﬁﬁ%’z"fﬂﬁﬂ%?ﬁﬂﬂ% (failover
ey ) .
iR A7) 4 LAN 3] LAN P%iEAS
T AN IPSec (HAth VPN) 1]
ko
FINBAEM T LA Fdr4: failover ipsec
pre-shared-key. show vpn-sessiondb.
25 F A AF R R s A TR D W 42 9.3(1) ERIAEOLTR, ASA & Hi#E ASA

FirePOWER FR &5 O 22 3 i AR RTERL )2
AR o 0 A AN 25 S B AR L g
R D), WIAT DA AR R I 12

B2 T LL R 4v4: monitor-interface
service-module

BIE Wb D) o] v 46 B s

s BRC E

9.3(2)

AL R LABIE #6 Fl Bees (T 8 T
D) s IS5t CE/ AT )
o iE’JI’EBE%E&C Pk, BR TIEHK
MO E [ 24, Kotk # Bl LA
.

FINT UL R4 failover standby
config-lock

{E ASA 5506H I8 FHE 2 1/1 #0468
WAL 1) 8t e

9.5(1)

ULAESE HBELE ASA 5506H K B 1/1
2 CTRCE Dy s D i % . IE D RE AR
AT 2 1 i e A o s
e vl S T skThne, (F
AHEfEH ASA Firepower FibR, [F'E
BURAFHL /1 32 CUIE N o A
[N

B8 T LA M4 failover lan
interface. failover link

IAE SR AE SR D) 40 R ASA FEAE v 1
SRIZE 7 20 NAT

9.5(2)

X T2 B KRS PAT, #8mT LUy
& EHABCEG DB, 1 JE R NAT
BN 1 e (GE 21 RFC
6888) o HLTESCRA/E MR DI HL AT ASA
AEHESE AT e ) R

BT LA R4 show local-host
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ARy EYE |

IhEE AR [N MEEER

SR T A 32 /4% P B D) 48 B A 9.6(2) M AE M D)6 A% AnyConnect

AnyConnect FE4T5)& ACL [F]2 (I [1] I, KRB A ACL (dACL) [R5 5]
A M ILAE O ik LART, X
FKE dACL, [A25 IR AT RE 72 L/
i, fEdbHImE, SRS —EHT T
A AN B = BT 254
AESATAT A 2 o

2 50T AnyConnect EF AR |9-6(2) MAE, 2SR AnyConnect %

A )4 SRR A TR D) 4
REBUTAT 2.

DUAE, AT s D) e B L BEOIRAS
M A v L R0

9.7(1)

BONEOL R, W D)0 T RS ASA
HR o RER 500 SRR A — Ik Az O (10 Bk
POIRZS . BIAE, 0] LLFE 300 ZZ R0 Al
799 =P 2 MIECE SR R B0,
TR FC N )8 N 300 Z 70, ASA N
AL SR ARG 0 11 s A 2 )
e,

FINT LA R4 failover polltime
link-state

Firepower 9300 1 4100 _F 37 54 F XL i)
e AN (BFD) HEAT 32 /46 Tt ) 46t
IEATIRIL 4%

9.7(1)

1 0] LLEF X Firepower 9300 F14100 | 3
FH/4& RO PR 6 B 2 TR (R D s 47
ROURE AT 3 X ) & A (BFD)o
BFD ] Faa AR A £ EE BRI A 75
Jriks e, JEH CPU /D,
FINT LA R4 failover health-check
bfd

LI CATIE S TSI

9.15 (1D

ﬁ@ﬁ%%ﬁﬁﬁmemmﬁ,ﬁ&
AR DI, B S R A S S
3000 &0, £&%ﬁm%mﬁﬂ%ﬁ%
B RS R)5, THREE
w LUITF i . TR R AEIR ,
T IASH SRR 1), RSB e &
FH V28 3 ¥ 2 T T R At int
Brs ) fr 4. failover wait-disable
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A H T RS A SRR

REANHUAHCE /SRR D), PDIAERAIE IR (U1 Microsoft Azure) H15EI) Cisco ASAv )
] .

o KTALR by , 25 301 1t

o AP BE D], 5 306 5T

o AR RHBE DR ERAE , 5 306 1T

* 55T Microsoft Azure H' ] ASAv = Al T, 28 306 1T

o PO F /SRR D), 2B 309 1T

s BOE IR MRS EL, 5 310 1T

o A /A S, 5 315 0t

o HHASL AT EED) R, 5 317 1T

o WAL IED I, 25 319 UL

.o /)

Y
AT IR D Sk, 2R 321 1T

KT 2 H T RIS FE )R

ABIRILA, T UAE AP EE R EH/&S 0 & M HA) FCE ) ASAv. A=)
Al PESE i TICIRGS E /SR T %, A VFER ASAv i i % 2245 18 shhdT 1) e LAY #i 21 4%
# ASAv.

LAR B A vl IR 2 SE i gy S P i 32 EE 4L
* £ ASAV - i AP b i A A B R N SR BT KBS LR Y ASAv.

* #17 ASAV - i Al I v R AR BT KA R O HAE 2T ASA HH IR IR 4 T Bl T T AS A
(11 ASAv. &2 T AR A 54 T AN & 45 ] ASAv, 2 BRI A B 78 R A e D) 48 B A 43 BRI L) 45
PRI 3o

= AT AR - 7E ASAv LIZATIFHE ASAV ] PR CER/#00) Rl ml L
X AG A R R, AR T3y W P A (AT R A R i R
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B =rxmEnsmmn

TEY)IE ASA FIAEAIL R IEPL ASA |, RGATH %9 ARP 1l KA B MR DI #4518, Edbidiskh, #%
#y ASA K% ARP, FE/RHIN/ES FH IP Al MAC Hiuhb A S6TE . K2 HA I ZIREEA i ik
J)) FR . DRI, G2 P v g PG SR A e A W ) 40 i B I SR A

F B o FE W& TS PIROGEA T IR 4%,  DUEAEE 2 DA A RE e s D e o R R A1
LA, AT RO DA . W D) S i R R BEAE JLRD B — 2y 2 Az (n ARk, BRI T A S S A
Tt 1) ) [ 5

KT ERIE D HET%

fEEM/A SR DI e, — B iRs R RS Bkl SnisAiadshh Mk tkis
MR B HATATAC B S F /&0 R D) e R VF A &0y ASAV A IR R & M hRE. &
F e U BL R IR A2 D RS, RN 840 e 8 Ao PR

/BN A BRMER/EMRTS

UCE /A BT, R SRR E N B, K BRCE MBI B . B,
BRI AR B, AT B AR S, DU T3 i, it e RO
o

DI O] T 5 B B (1 B S - Ve A BT, B o s ek (R, MR
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ciscoasa(config)# failover cloud unit primary
ciscoasa(config)# failover cloud peer ip 10.4.3.5 port 4444
ciscoasa (config) #
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failover cloud unit secondary
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failover cloud peer ip ip-address [port port-number]
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failover cloud unit secondary
failover cloud peer ip 10.4.3.4 port 4444
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failover cloud port control port-number

i

ciscoasa (config)# failover cloud port control 4444

port-number Z: %A H 10 S50 45 (1) TCP i 40 Bc i = -

XHRCE AT E A MO, EH R R R D)% B TCP i 1. X 2AE %1 ASAV &2
K ASAv E TR 11 .
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failover cloud polltime poll_time [holdtime time]

Tl

ciscoasa(config)# failover cloud polltime 10 holdtime 30

polltime HIEHI K 1 2 15 #b o ORI TA) FH 40 2 AN —AN P e A 25 2R B 0o bk R A b 2
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failover cloud port probe port-number

il

ciscoasa(config) # failover cloud port probe 4443
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failover cloud port probe port-number interface if-name

i

ciscoasa(config)# failover cloud port probe 4443 interface inside

= HA T 1K) TCP R (K175 1P Hihilh 168.63.129.16., ikl Azure [FERIA I TP Hulik, 1
HEFE & Azure DHCP s ALK y5 bk, 572 Azure H DNS 4 FRARSS 285 1K ik
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routeif-name dest_ip mask gateway _ip [distance]
il

ciscoasa(config)# route outside 168.63.129.16 255.255.255.255 10.22.0.1 1
ciscoasa(config)# route inside 168.63.129.16 255.255.255.255 10.22.1.1 2
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L1 LE Azure R4 FAKH) Azure 1T ID:

failover cloud subscription-id subscription-id

T

(config) # failover cloud subscription-id ab2fe6b2-c2bd-44

T8 Azure B R 5 2 Azare 1T ID, 40, >4 25 iy vl PP o ARUCEEERE P4 0 o 1) 28 32 T B e I

IR 2 NE Azure RS FARM LIS B
failover cloud authentication {application-id | directory-id | key}

BEAE M) 3 0] 5 2 Azure BRI, TS TREE A Azare FERIVE ISR ECT i) 2545, A GEVT in) % th 2 .
AT LAEH N 1D H 3% 1D BAR S nl XS 1 Azure A4S A4 1 3B R SR I UG 7] 2661

S 3 BE Azure RS EARKI N ID:

failover cloud authentication application-id appl-id

i

(config) # failover cloud authentication application-id dfa92ce2-fead4-67b3-ad2a-6931704e4201

N Azure FERE B TE K U7 )& PN, FH2EV T ID.

PB4 WE Azure RS AR H 3% ID:
failover cloud authentication directory-id dir-id

il
(config) # failover cloud authentication directory-id 227b0f8f-684d-48fa-9803-c08138b77ae9

MBI Azure FERBVCE K UT [ %0, B H % ID.
SIES il E Azure IR RN ID:

failover cloud authentication key secret-key [encrypt]

T
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(config) # failover cloud authentication key 5yOhH593dtD/08gzAlWgulrkWz5dH02d2STk3LDbI4c=

M Azure JERBEHETE RV I B PIN, TS WAL encrypt KHETARLE, HUIKE
running-config # N4 .

Bt & Azure BRHFE
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failover cloud route-table table-name [subscription-id sub-id]

il
ciscoasa(config) # failover cloud route-table inside-rt

CATiE) BEEHEE A Azure I A RS 11, 1509 subscription-id 2.
il

ciscoasa (config)# failover cloud route-table inside-rt subscription-id cd5fe6éb4-d2ed-45

route-table iy -2l 1] subscription-id Z40K &7 8575 2R ZUN TR 1 Azure 1TH] ID. Wi EHIA
route-table iy %, M ATRE Azure 1T H ID, WIPKHEH 4> )5 subscription-id 2:%(. X Azure T H ID
M5 R, WS IE Azure flR55 AR M S IUEEIE , 56 312 UL,

P 14N route-table iy 21, ASAv 4143 cfg-fover-cloud-rt #i3.,

B cuEE 1. B ASA RIEMIRME CLUEESE, 916



| SRy R4
eazrensng ]

L2 E R Azure B :
I'g resource-group

T

ciscoasa(cfg-fover-cloud-rt) # rg east-rg

Azure H ) BRSPS SRl 2 BRI AL
YR 3 C EAE SRR Y] ) 85 ST (R

route name route-name prefix address-prefix nexthop ip-address

IR

ciscoasa (cfg-fover-cloud-rt) # route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4

HOERTSRNCE O 1P MR RIS B () BT SRS . 1 192.120.0.0/16.

Gt

SEREIC B 1«

ciscoasa (config)# failover cloud route-table inside-rt

ciscoasa (cfg-fover-cloud-rt)# rg east-rg

ciscoasa (cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4
ciscoasa(config)# failover cloud route-table outside-rt

ciscoasa (cfg-fover-cloud-rt) # rg east-rg
ciscoasa(cfg-fover-cloud-rt) # route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4
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ciscoasa(config)# failover
PR 2 K RGUNCE RAF BN A7

ciscoasa(config)# write memory

il

PR 7l 7 T FE 1508 ) S8 24 L

ciscoasa(config)# failover cloud unit primary

ciscoasa(config) # failover cloud peer ip 10.4.3.4

ciscoasa(config) # failover cloud authentication application-id dfa92ce2-fea4-67b3-ad2a-693170
ciscoasa(config)# failover cloud authentication directory-id 227b0f8f-684d-48£fa-9803-c08138
ciscoasa(config) # failover cloud authentication key 5yOhH593dtD/08gzAWguH02d2STk3LDbI4c=
ciscoasa(config)# failover cloud authentication subscription-id ab2fe6b2-c2bd-44
ciscoasa(config)# failover cloud route-table inside-rt

ciscoasa(cfg-fover-cloud-rt)# rg east-rg

ciscoasa(cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4
ciscoasa(config)# failover cloud route-table outside-rt

ciscoasa(cfg-fover-cloud-rt)# rg east-rg

ciscoasa(cfg-fover-cloud-rt) # route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4

ciscoasa(config)# failover
ciscoasa(config)# write memory

T—5#tta
Je PR 46

& £ R/& 5 e fE 11 #R  5 B i &
REAATS A8, T2 P26 R B O

FHIEZ Al
© AERUE SAREUR, TR RGEHAT A R L X L

B cuEE 1. B ASA RIEMIRME CLUEESE, 916



| SRy R4

graxzhugEng [

JA s D 4 -

ciscoasa(config)# failover

K ARG B ORAT BN AT

ciscoasa(config)# write memory

Gt
PAR 79 27 T A B 4% ) S8 L

ciscoasa(config) # failover cloud unit secondary
ciscoasa(config)# failover cloud peer ip 10.4.3.5

ciscoasa (config) # failover cloud authentication application-id dfa92ce2-fea4-67b3-ad2a-693170
ciscoasa(config)# failover cloud authentication directory-id 227b0f8f-684d-48£fa-9803-c08138
ciscoasa(config) # failover cloud authentication key 5yOhH593dtD/08gzAWguH02d2STk3LDbI4c=
ciscoasa (config)# failover cloud authentication subscription-id ab2fe6b2-c2bd-44

ciscoasa(config)# failover cloud route-table inside-rt
ciscoasa(cfg-fover-cloud-rt)# rg east-rg
ciscoasa(cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4

ciscoasa(config)# failover cloud route-table outside-rt
ciscoasa(cfg-fover-cloud-rt)# rg east-rg
ciscoasa(cfg-fover-cloud-rt)# route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4

ciscoasa (config)# failover
ciscoasa(config)# write memory

BN KT PRy

AT R W B2 AR DD s %, A e S SO SR AN B B
DI 5 BB,

o2 ) B PR 11458

LR LR 25 s O B e, WHHATEL R i

FF6 Z Al
FE A SRR (K R G AT 23 8] s A ot A 2
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B =

UK

W 705 H V& 3 N 5 3 A T e 1) 46t «
failover active

TP

ciscoasa# failover active

e BRI e
PR 2 AT I SR AT D) e

no failover active
w15l

ciscoasa# no failover active

B RE N 6 B

B i
AR Azure H R PR 540 T A (01 ASAV RS A2, Bnl UEAI LR EXEC i 471 ASAv
SR AT e R
FHIa Z Al
FE A SRR K R G AT 23 ) Fp AT ot A 2

i

S B e B
failover cloud update routes

T

ciscoasa# failover cloud update routes
Beginning route-table updates
Routes changed

Phdr S MAEAL T AL ASAY B WUERBH M ISUERIE,  fy 24 4552 Route changes failed.
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3 Azure S3E ]

I8 Azure S 5810F

BE Azure RN SE R ASAv = ] PR, RS BAREC B A 5e 38, HEMf . A IE S Azure 1%
B, ASAv BEAKE TCE T ) b 3 i B ) 5 A0 A T 3495 E BT R R IR . 88 m] DA 85 1) Wi R D) e i
PIRGIN 55 BA R Azure R4S AR TR AR A4S 1R

s H¥ 1D
* A ID
o GOrIGAE A

FHia Z |l
FE A SRR AR LT 25 8] TP T g

RS

TR, ASAv =] PG E TP ) Azare B M6 IF G 3R
test failover cloud authentication

il
ciscoasa(config)# test failover cloud authentication

Checking authentication to cloud provider
Authentication Succeeded

QD%%%?@%S‘%U‘&, ﬁﬁéiﬁtﬂ’{%% Authentication Failedo

N FR IEAARC . H 5% 1D 5N H] 1D, Azure KGVE TN REST K o ik (9, ASREE G B0 ik 4
filo BRACAEAE H KR D Sl sofs s

Error Connection - Unexpected status in response to access token request: Bad Request

SR H ok ID BN ] ID IR, HORIEGRCE B RAEH ], Azure AR TR S 0 Bk 4 L
BURR . B2 4% H IR D Sl o s

Error Connection - Unexpected status in response to access token request: Unauthorized

R = PR35

AT R A M B D) IR

BUE YIRS

TP IIORE, WAL T IR A 4
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* show failover
TR KB IR DI HOR SR B RN E BIC B SRR BRI E. .
A8 s 2 A% P By A R

* show failover history

B RS U AR I Sl sk S A TP EAE SN . F SRR AR SOA

T RELIHRE B

\)

MIEIRRFEHEHER

ASA TEARSEG0MN 2 KRB S R DI G R HEWE, 900 2 Fon—FOCEER L. EAFX
ka/ﬁ“_‘” [’ﬁ lﬂ%éLE/u\/ﬁ;m\? E‘éo /\éLE/u\/ﬁ;m\m/EﬁlﬂE 1045XX ?IJ IOSSXX ZI‘EHO

a4

BRI IYIE], ASA FZIRGZHSEOCIIIE L, fRR R0, ARG HEH . X2 IEW 3],

PAR S AE DI 31 ) 2B B ) &R 4t H 7

%$ASA-3-105509: (Primary) Error sending Hello message to peer unit 10.22.3.5, error: Unknown
error

%$ASA-1-104500: (Primary) Switching to ACTIVE - switch reason: Unable to send message to

Active unit

%ASA-5-105522: (Primary) Updating route-table wc-rt-inside
%$ASA-5-105523: (Primary) Updated route-table wc-rt-inside
%$ASA-5-105522: (Primary) Updating route-table wc-rt-outside

( )
( )
( )
%ASA-5-105523: (Primary) Updated route-table wc-rt-outside
( )
( )
( )

%$ASA-5-105542: (Primary) Enabling load balancer probe responses
%$ASA-5-105503: (Primary) Internal state changed from Backup to Active no peer
%$ASA-5-105520: (Primary) Responding to Azure Load Balancer probes

AN AL S EEAH R R G H EW LR &Mt (Primary) 5¢ (Secondary) 1F R HT 4K

HFEY)RIARE R
ENEMIRM A, WA debug fover frd. ARELZER, HSHmASS%.

PR

1 Gl 1 AE CPU BERE P M EC M U062, B RES e R e bEfE . ik, WAAEX R &
LA iR R S R TAC BEA T HebsflE R 2 Wi RE 1] debug fover 4>

SNIMP #¢ B2 7] 45 B

PR ) e () SNMP &R 4t H & BHBJT, ¥ SNMP ACH B 4 A& 3% SNMP FABIF 2] SNMP & 3k |
TN ARG HEEN, ¥ EERSHE MIB IL4E 3] SNMP & #ukd,
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AEZPRIWBEYIIRR EIER

INEERFR TE:N EEfE R
Microsoft Azure b1 3= FH/#% 4 i 4 4 | 9.8(200) SINT I RE.
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Secure Firewall 3100 B9

VIR Z D ASAE N IR A A 8l A A BRI st G, 4
JEE] AP D[R] I B SEHLAR I AN 2 A B TR

N

ER BRI, LI SCRE . WS TRHEA SR IIGE , 55 407 0L,

« KT ASA SERE, 2B 323 70

* ASA FERFVFATE , 5 327 UL

© ASA BEEEELRFNIL %41, 28 327 TL
o ASA LETEEN , 2 329 T

s BCUE ASA SR, 5334 00

s ERRHEE AL, 25370 UL

o NS ASA SERE, 2B 37570

* ASA FEHER . 2 386 1L

« WS, 2B 407 1L

o ASA FERED Hdsk , H 423 T

X< T ASA &5

YNSEPIRAE ST S AYSE MR (BTN

BFER ANATRH N ) £ FH

SR Z B0k, ENS & T BEHMEGERE, 17 KT 2 LU Al ¥«
© BT AR M 2% ROV REERIEIBERS ) I AR A (K15
* XRES B KEE I BT B, T AT A A

RESRME N I, RN i s f R A DL R AL —
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o 5/ 2% EtherChannel (#EFF) -2 ANERER R FIE: 5418 —4> EtherChannel; EtherChannel
TEV e 2 (R HAT 35 4T
o FETIRME I H CBGE T3 BBy KB D - WA U 4% F 2 1 FH % B R ACL 7E % &
Z RIAT S B Al
« M Z AR (DGER T by KD - IR U7 s a0 T S0 i S i sh A A
% [RIHAT S BT

BENR

AR R DA PR AR S I 2 A SRS R R R 3 s o AR SRR R AR E AR

BEAR G ERE SRS SRPICE, ORI, SRR DI SRR E .
JE FIAEBR R R AN 4Y 00 O PR oo AR R i L AR, IS D Sl 1y mm
NEEAES

ZHIFEET AR

AR DR PR R IR AR RN B, AR A 5 SRR B P Aot gt
BkEs PR ED 18] 100, b 1 o mfUoeg. Frf Hofb s AR Bl 1y sl THH, X4
RE QIR SIS T R SO L U SR 2 H AT AR AR5 R

DA BRI s BT R (S SRFECE RSN o RSB B B s .
R VB P, R S A B 5 2 B B A B, SR LUK R T 172
BN EEE D, B LUK R /1 BEE A AR 1, DI s 1 B 0 e A TR N B AT A
B,

AR B R T B LA T ST R A
REDO

ST LA St 100 B 5 DX DIOK SRS By 43¢ 11 o SRAE R I B Ay i 1 1 e e — PR, Ay
KRIEAE R, WSHCTARRHRT . 28 335 UL,

Br SR k%

[ 6 W5 2D — AN O L TR R . OGRS IR B
35 335 i,

L

A& &

RPN RS A ECE . BRI S B AT RCE S S (B SRR RRSL) XL
Sl F ) RS SIS RE P IR T AR
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asasrgm i

ASA 3518

1 ASA BN A — 20 TE M. KNP & B,
B TH ) 4%

RIS T WA AR NME M . S S BRI B o PR TT ok .
EIEEEO

ST, BATESUT — NS &, Bl DU DR E M 0 GEH T8 h
FiE ) B M 4% EtherChannel #2211,

R[5 4l FH %5 X 4% EtherChannel 15 208882 11, FATISAR AU FH A 82 E 9 P B 1. phor 21
TR E RS R R, TS MZ EtherChannel 322 11 0] H 5 1/0 176 B34 382 21 24 B (358 1) 2
JCo

)

pEa s m%ﬁﬁﬁﬂ%Hmmed%DﬁfﬁPMﬁﬁﬂmﬁﬁﬂiﬁﬂyW%&ﬁgﬂﬁﬂﬁﬁﬂ*
H o A AL P RIS 1

T ERANE D, RN IP U R A e L, R TR e R . RO BN BRI
AN HBE L DU RS 2 i % A0 A R £ e 2 A1 PT LU i BN RO A st i AR A
IP i hER O sk A 0 BT s 2 B U, AR [P MR R R BRI Bk, fHRESR
(V0 BEAG LLJC SRR SE . A TP Ml Iy, AESERR BRI AR AT ]

B, T DOERL B LR TP UK B AR, 2 bbb dn &8s T i i il e oo 2O BN
01, EATLOERBIA TP Ml

XT TFTP BiARSE H AGAE ot i PR, ARG B AR W 10 65 B A 0HTTAS Ml TP s i 4 3 e
G o

of T F5 M 2% EtherChannel 3217, % HAERLE —A [P Huhik, % [P #hhEiE 4 8 Tl &% ICIE T
H EtherChannel #2 #8220 5088 500 RATEUOK S B8 L& o phar e 1, DMEEIE R34
B R, AT % & AL EtherChannel #1745 34

THIE R ERSHIEREEE

PIA 7 AN A B W] AR Y i R EAT o AR s, T DU AT 1 i R AT I e B
GEURAL TG DL B A P R o S T LA SR A P I T AT T A &, IR 5 1 B Kl
SR ESE it IR

R AT, ] DA AR A B 1 Rl BUARAESR R BT DA AT SR B, (BRSS9 ml BT
PAdnt (RO BCEATEBIR ) o DU DhReAada iy = LA AT -

o MR R R E G R B
s MR RARG HE GEHS ZHR AN AE 2R G ARG H G
* SNMP
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* NetFlow

AR R BRI A I, A PR R B P Bn N e R AT R 4R TP M bk
() SSH 2, st st R A iR I T T I o 4 T TY sex SSHOEHAT FHAR R (1% 4, X FEY
TS RE BB Y SN, TR A 9 SSH ENLE B .

ASDM E#ZUES IP Stk AN ITAC

uh & (B B EE

BOATEIL T, ASDM HEHSR ARG A K TP HuhEAE T B A4 UETS . W RAT ] ASDM SEHE S T AT 1P 3
bk, AT RE 2 PRE 540 F & Al TP kb AN A0 1P Mhbik, REia Bon—NWESWHE, fail
IP HuHEANVERC . #50] D2 %0 DT 7, ASDM 4. (R, 4 Tt sy, fshny DL —
AN AR TP MR TP Hhhkvt b B AT AHb TP Mok e AR5, S ADRE il 5 TR SRR A
Be BHRVEAIME R, 155 https://www.cisco.com/c/en/us/td/docs/security/asdm/identity-cert/
cert-install.html,

RF Tt ) e, A R A S ME U BT 7800 R % ASA RESR R34
T LUKE AN SRR LRG0 J T A Rt £ 1D

3t 3 ID 553 RURR E R MAC il TP s hEC S A0 A o SR A th 1 5 A0 A5 HH il UK 52 1) MAC Hbik
TP Mok, i SRR I B A4l T 42 5 MAC il A0 TP ik eTh g mT B 128 B LA AN AN ) i
E1 AN Sl s SR AR ) 42 7 MAC Sk, S350 MAC b330 Ak, BANERAE, 5 MAC M
Bk o A FH B X DA o 308 T 1) i p S X SRRl URR S (1) MAC Hisik AT TP bk

i ID SR T LISP A . T [ S AR SCBLI A2 3, DASE s PERE S Il Hicdhs mh oo A ol
[A) SRR RO I T S 3R AR #2 )l i U b I B ) 4% LT3 2 AR 2547 159 AT 2 A [ B
J o

AR BRI VRS B, 1SR #70:
o VEREH 0 TR RASE -ASA BESRERAIL 54 1F 5 327 1T
o S VR -ASA SEBEEI , 55 329 T
o WCEBHE R S IE BRI TE #3651
© S A ARAE - T g AL, 5 363 1T
© JR S SIUA - ALY 5 363 T

o SRR T AR R, S 403 T
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asa gzt ]

ASA £ 251F AUk
TR SRATERFFE XS ARG HFERFRIE. BEHET, R W SEyFaliE; ki
B B AR R A TP AE . USRI AE 2 G4 EHEE VT AIE, CATEBIEE S N BB AT ASA BEEEYT

Ak,
PEHEMIAE ARG Sh o AT OCREAR RS VR T 2K, TS M K.
iy VFATIEZE 3K
ASA 5516-X FERIVF AR SCHY 2 BB,
AR SRS LA AR NV RTE
Firepower 4100/9300 HLAH i 2[5 Firepower 4100/9300 (1) ASA FFAEVFRTUE , 275 105 UL,
JiT A Hopb 25 AN Ffo

ASA FEEE R & 5

BESEK
* ASA 5516-X - % 2 G &

* ASA FirePOWER #i#t - ASA FirePOWER FHANSZRFEHAEHE, (H n] 7E S 1 A B X e pii bl
BT AL SEREIY ASA FirePOWER Fibh [ 4 fF— 2 55 m .

)

T N E ASA FirePOWER i BisCOl @R, R O EH
B giepor bpCE X, s R e A& R,
PRl e A MBS, 75 CLI, fiA clear configureinterface

4.

ASA R EK
SEREP IR T B 45
 WAAMIF S B DRAM MR RAE KK AINAS IR o
© BRAEMUR TN LAAN, I AIUEAT S8 A R AR AR SCRETE T4
© WAL TR 22 A R, e iR Bl SRt 2 2 1 i
o (AR AL T AR FI R B K BEBEN, ToTe R B AR A 2 35 A
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o TERCE A2 HT, B SRR R T af SRS T B B0 A5 0 2048 F S ) S e AR [ SSL s
B (sd encryption i) .

RHANEK
© THS ST AT AL E, ARG RN ASA T EAERE .
* ARZSFFMAHHLFIR, TGS ER ASA Hentt.

ASA Z3k
BB B BT, oA B SN[ IP
o HHERF) ASA JFUCEATEL IP MU VEANS ., TSI “NTT7 i

RS OC GRF DB BIRAE P2 — G 8% WK TP k4, IX 4L B 1P 4
AL AR A3 -

o BeE oTIINSRRE G, LA BERE VG EDRE A 4 D A o B 0 S A A

o BAERFAE S RE R, AT B CHERSD B ZRTE JS ISR 10 B i O B

ARG S B SRRV RURE L BB
T A B AR 0 HLIEC (DCT) L A4 i e i v i O B 55 ) - AR oh S SR e
# of cluster members per site
2
R SR St DY R, VA AR I BOE BT V5 . DCT I BRARATT S8 AR T — AN a4
P e s ) U K o
LR
© BT 4 AR 2 AR
o B4 AR
o BEANTN AT 2 AR

o BEANEDL 5 Gbps SERER IR

=

X cluster control link size per member

{# ¥4 ) DCI 7 % = 5 Gbps (2/2 x 5 Gbps).
o LT3 AN 6 AR, IR
© BIL 6 ANMEREK T
* SAUL A 3N, SR A2 AN, A3 A AN
o BEANE DT 10 Gbps SR I %
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asagzoen

{84 ) DCI 17 5% = 15 Gbps (3/2 x 10 Gbps).
o PET 2 ANEE R 2 AN

© B2 AMERERL G

o BN T AN

o BEANE 10 Gbps SRR 5K

B DCI 717 9% = 10 Gbps (1/2 x 10 Gbps = 5 Gbps; {H A5 96 NG T SE R I BE % 107 &
K/ (10 Gbps)) »

HZEK

FRATTAE AL ] 8 3 i 55 4 U ) BT AT SR AR A 4 B R R4 5 o A T REAT W0 B AR B (51
WIPEBE & AN, A i 55 s T R BAR R A

ASA ERF/HEN

=3
=]

=

=ER
(3%

i B2 BRI L

B A ISR
X SR, BT e KB KRl G i

WIBE )%
ESHENS R

IPv6
SRAE P B RE e AT R AP TPV A 52508

AN
* TORIERL I ACHL B SRR 12 ORI TR BE B4 1 1) MTU UG JE . SN SR B i
H MTU Be B B 1 MTU 222015 100 715, IS Af DR 18 24 0 B AR M B SR R A AR AL
Beble TR R T R e e, DRI I B I o 2 E 08 7 gl e B/ (1 5
Pt AL S T4 o

* X} F CiscolOS XR %45, WIH LR EIEERIAMTU, 5K 10S #: 11 MTU & & 4 LLAER X % MTU
1475, BRAREFH mtu-ignore kI, 750 OSPF BRI X 45 23 Al BE 45 . 1=, EREX
% MTU W 5 I0S IPv4 MTU it Cisco Catalyst £l Cisco Nexus A 4l AN 75 ZEHEA T IX P 45

o EH T AR B B 4 1 BOAC AL b, A mT AR PEAE % 4 BB 1 2% (R A8 #e b s 11 AR B
B PortFast AN HT B ISR IR .
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o EATHHML L, FATEE UL LL N HoAp—Fh EtherChannel 712534475 source-dest-ip &k
source-dest-ip-port  (iti 2 [ L F} Nexus OS F1 L F} 10S port-channel load-balance i 4) . 1157
TES BB L TP AT I DGR vian, 5 25 3 BUE R BRI P i) B i A . 152
HUERF B EERIA I S B8 i 5k

o WRAEAZ AL E T EtherChannel () 589 MT L, WA HeHL 1 EtherChannel 452 1448 45
¥R, A PR R 3. AR O A A S BT S AE AR REIR

o LT HAHIA SR LACP 3h&um ILe g GEahaER A FHEERD « &nT DUE R ghasum LG
G, AT X LUK 9 38 T 2 A S ek o

o SRR RE RS B AE B IRAS LA IR S 4 )2 I0 A . SRR B R 00 EE I S T IE A
156 4 2RI o AZ A LIGAEE 4 J2 RS R ] 5 T 8Ui B4 L 57

* ity 130 A 2 S IR IS ) AN P B T 1) keepalive [H]B o

* 1t Supervisor 2T EtherChannel -, BRINFEFNME A ELE 2L HIGNHE. O T @5 VSS wit
(VAR PR, R 2 B A T % ()i T B3 P 8 B o SO [ e
router(config)# port-channel id hash-distribution fixed
) A Ry R ST RE T BT VSS X AR A B aE N Ak .

o S8 EALE T AT T 9] 4R B 1) EtherChannel #5211 - JE B} Nexus 22 #4125 H] LACP Graceful Convergence
it

EtherChannel

* ZEAKT 15.1(1)S2 1) Catalyst 3750-X JEF} TOS B AERA T, BRAERE % 25 A S FP 4 EtherChannel i
BRI HAHES . EBGAS AL BEE N, WS HEAR I AR BE ¥ 4% EtherChannel, ) 2442
RATHMLICHIN, ERERNH AR HAL EtherChannel A2 1EH TAE. SR mdeastt,
stack-mac per sistent timer iy W E AR R IE, LR E IS RN Hltn, mR LR
Jy 8 areh, ERBEE N 0 LRI K. wi, BAT DATR 2B IR E I AS LA A, il

15.1(1)S2.
o B4 i £ Al EtherChannel it & - 175 4505 g 5 X AR P 3 18 F1 15 45 A 1 EtherChannel 3% 24
HORC B AT He L o

o 5 DX DAOK I8 30 - X6 T 1 R A AR R D (P B 152 #5185 W 2% EtherChannel,  JIT 3 #2 L (EAC #
HL_EAFF 05— EtherChannel. 15 R BN O# & T A AL Rl — AN s TE 4 .
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RIGHT

VLAN 101
port-chi

Spanned Data Ifc

port-ch1

A

i

i

eth1/2

Node 1

eth1/2
\|

Node 2

asagzoen

Switch

Spanned Data Ifc
port-ch1

o W £ At EtherChannel - % T- 8715 £ A< Hi EtherChannels, 045 b 22T 458 h) 4k 1% e & 1A E ]
EtherChannel, 145 7EASHeHL L HE B 70 ) EtherChannel; &7 (FAZ AL K 2 AN 4EBE T
£% EtherChannel & 74—~ EtherChannel.
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Switch Switch
RIGHT WRONG
VLAN 101| | Cluster Control Link AN 101| | Cluster Control Link
port-chi || port-chi Node 1 -ch1 || port-ch1 N
N\ N\ ethi/2 M\ ethi2
[ ) [ ] eth1/3 e [ ] eth1/3}@
\v \o oy <
[ ©
ort-ch2 ort-ch1 ort-ch1
° g eth1/2 Node 2
[ ) ] ethi/3
NS NS
ort-ch3 port-chi ort-ch1
g’ eth1/2 it
| ] eth13 { elNL/3
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- ort-ch1 ort-ch1
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[ ) [ ] etht/3 [l i [ ] eth13[®
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U 2 18] A T
1 25 A7 S SRR 1 LA HE )«
DR ARPIPE SN S E S T S
ZEOHRR BE A IEHR
B iERR
AT X¥F AN H
%5 /9 2% EtherChannel XFF B2

o ST ORI, FERHHIEASIC A (RP) 11 ECMP I, Fefl 1ok # A T RPIP #h
Bk, AFF EAERE TP MubEAE N R —Bk. BEERASE A BHLEK SRE PIM v M B0 1 A 326 2 K040 o
TG WO R T PIM M B, K EFIZEGE . HICIEE MR .

o SEREPERIBERS 1O SER A0/ T 20 TUAMAEIR I (] (RTT).
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o SRR RE R L AR B, BT ER B E e B B S AR R 0L B, N L B
© THZ) ML E R PRI AN BRI R PRI B T R R AR B

o ASA NS N ERE R BEM LR EE =, B e e T, RIS o0 B % (DCT)
AE AR At RS B B AL A R AU (OTV) K SRR R I 3 i 21 A Hh A BRI A 1
H, AR AR g (B3ET OTV (1) 802.1AE MacSec) L& INEs .
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T AHAL, DUR RS RE A AL : NAT 8 PAT iiii; SCTP fa A fiifis: /0B
AT B
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eth0/2
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eth0/0

10.1.1.1 (main)
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UK

SRR RIBCE, DS 5 s v B BB SRR RSBl LU iy 21 5
cluster interface-mode {individual | spanned} check-details

Tl

ciscoasa(config)# cluster interface-mode spanned check-details

AR BB R
cluster interface-mode {individual | spanned} force

Tl

ciscoasa(config)# cluster interface-mode spanned force

AFAEBRN TR s R PR I R AR BEE AL, WITEi A AR

for ce 2L 1T nJ FL 3¢ 0 SO s M G A A 2 G B2 PP R IR AR AEAN A I BE . e, R Tahig
FEATHCE PR iy AR e B BEAE W B e B UR B 52, DRI TRAT A U4 1] forcedlb I, XA
RO NI EICESE T BEEMAUG, EATLLEHNETT check-detail sIETURIRAG 2 S 55 .
WERAE ] forced i, A7 AEAE T AR IBCEIN ,  RGUR 7R B BRIC BT BN, - i 7 2
TR B 6 S SR FOB G B BRI ) A RIS EC B SR (O 5 W2 BE SRt R B
BeE o WREARGEERRCE, WA AN n B 4.

SRR R, 5% no cluster interface-mode 74> .

FEiEHRE LR EED

JE FHARREZ AT, AU ST A TG E T IP Mk 4% 11, AR A N AR . B T Al
R AAE S AR AT ek S e s AT IR B T e 1, DA 5 3 (A ) 20 B8 i SR 7
JE b

AT FUR PR R L IC B0 5 B R S8 mT LUK Bt 12 L BC L5 DX LUK P T s 7 4 1 o 3 fop
THEM AU o AE[R—NRCE T AN BN B AR 2R, AT B L RSN, B AN
AEAERE DX DK P EAE AR R DU ST 32 1

REHRMED GEFERTEERZED

AT TR E R MRS B 1, RN AN TP bl i3RI O TP Hidik. EARHF 1P il 2 4R AF 1Y
AN ERNE, dRZE AT B

TE# M 4% EtherChannel #250 T, ZEUCH & PR OIS & o0 Mo O . oy $2 On] DIORR P8 75 28 i 42
PIEE G B4, MEEM 2% EtherChannel 2 XU H SRR 21 24 1 1) B 4%
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LI

Ni

B

mEgtren esRFeezn I}

FHIEZ Al
o BRAE L MR O8N, AL TN T
« XT 2R ERGC EEREME S HITARER . WA MR AT S B, 1A changeto

context name up 7
o M T ERAEAD v LG E I . R DR TR AN S B A
o (ATIE) HGZ IHCE N B4 A EtherChannel 42 11, JUAYHE URI/B L & 3211
* WL E N EtherChannel, It EtherChannel /& B 8 AHUK, 171 4% EtherChannel.
© EEL B OORBEIE N LA

UK

BO B A TP bkt (IPv4 FI/E% IPv6) , Forp— ANk 4 o0 e B REAN R & AE Sz L bk
(IPv4)

ip local pool poolname first-address — last-address [mask mask]

(IPvo6)

ipv6 local pool poolname ipv6-address/prefix-length number_of_addresses
il

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6e local pool insipv6 2001:DB8:45:1002/64 8

/G HERP WSS EA R A L. B RIY AR, WNASEZ L. BT TR
I AT 1P MU ANTE bbbt s U5 45 DAFE [R5 rh g AR E TP shb R B — AN 1P sl

TEICVETEHE RO R G B D) AL, ZEE ARG R& B L, %A showip[ve]
local pool poolname fir 4. BEANEEHE R 53 70 I AN SERE I #2323 B B — AN bt ID. 36 ID BesE 1 BT FH i)
Sk [ bk o A TP

HENFE AR
interface interface id

P
ciscoasa (config)# interface management 1/1

COUEFFAT IR D B DB G B, RN & AT SRR e 1
management-only

FRATE UL, A BRI DA BN B R . AEB IR, Sty & nH s BRI 1 4 24
A
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o SRR DR B AR, AR I
67 LI E AN
nameif name

-
ciscoasa(config-if)# nameif management
name 2 KR 2 A 48 NPT SRR, IF HANX 7 KA o AT —ANFrHE EBrm At 2 n)
AR
FIR6 WE AR IP bk i SRR
(IPv4)
ip addressip_address [mask] cluster-pool poolname

(IPv6)
ipv6 address ipv6-address/prefix-length cluster-pool poolname

Tl

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa (config-if)# ipv6 address 2001:DB8:45:1002::99/64 cluster-pool insipvé6

BE TP Ml A 25 S L B Mo JE 1 [R]— AN 4%, (EARZERBIE b . #80] DA & TPv4 Fl/Ek TPve ik,
A7 FF DHCP. PPPoE A1 IPv6 HENACE; WA T-EIACE IP Hubl.

FIB6 WE g, Hoh number 0 (KD 2] 100 (Hemy) 2 [l IIE%L:
security-level %i'5

T

ciscoasa(config-if)# security-level 100

$B7 oD

no shutdown

w4l

PUR 780K A 1/3 ALK 1/4 F2 DG &8 W45 A Hb EtherChannel, 2% /5% EtherChannel
IRy u

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8:45:1002/64 8

interface ethernet 1/3
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fic & 7 £% EtherChannel .

channel-group 1 mode active
no shutdown

interface ethernet 1/4

channel-group 1 mode active

no shutdown

interface port-channel 1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt

ipvé address 2001:DB8:45:1002::99/64 cluster-pool mgmtipvé

security-level 100
management-only

it & 7= W £& EtherChannel
5 M 4% EtherChannel ¥5 i EEHE T I FTH ASA, JE{E EtherChannel #4E A 2 FH$2 40t 6 2117 .

FIRZ B
o MBS ML T 15 W 2% EtherChannel 3 AR .
* MT 2, HERGEPAT AT IFAAR T . MR WA RFRCERS, A changeto
system A4,
< XFEYIR, THIE M. 35S R MR BV . 5 599 I,

* 15245 % EtherChannel H 1) 55 KR e/ INEE IR B - TRAT TN EEAE ASA B AC HeAL | F5 72 EtherChannel
PR B KRN i /NBE % 80 (lacp max-bundle #1 port-channel min-bundlefiy4) o fn S 448 75 54 ]
XLV, R L N0

* 76 ASA F i (M B B B OSBRI E 200 A T ORAEAS He L b JiC 2 1 B K
EEAEA T ASA i

* £ ASA bV E M /N EUE B 6 Bt g A i 8 B 1 I i ) B /NS sl 8. 7B
EHAL s NEE R B R W B MEE RS, BT RAE S ASA ST

o 1) B R S B BT 4k (355 1 port-channel load-balance i 4 ) o« 7EACHAL I, AT
WAE ] LU R Horh—F 4325 sour ce-dest-ip or sour ce-dest-ip-port (12 [ Bl Nexus OS F1E
10S port-channel load-balance #iy %) o 120 7E SIS i kAT FHOCEE S vian, 502§ 38Uk
EEIEETE ) ASA MR MEAL .

* B M 4% EtherChannel A ] lacp port-priority 1 lacp system-priority @74 .
o A1 M 4% EtherChannel I, i FUEE R AR AEIESE 2 0 - Z TS HEAN TARIRES . Ik A)

7 1A U A B AR A T T AR AL TR IR 1 B o

UK

TR FE LI EEE A K% 1

interface physical_interface
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. Bt & P M 4% EtherChannel

TP

ciscoasa(config)# interface ethernet 1/1

The physical_interface ID includes the type, slot, and port number as type slot/port. i i £ 1 (1) 55— AN 1
PE TR P T A A SRR S

F 0L 1 43 fid 2 EtherChannel:
channel-group channel_id mode active [vss-id {1|2}]

TP

ciscoasa (config-if)# channel-group 1 mode active

channel_id [Eh 1 2] 48, WISECE Hh v A LLIlIE 1D s HEIEEE 1, B A3 in— AN
inter face port-channel channel_id
5/ 2% EtherChannel H 37 #F active =,
WIS ASA 43| VSS B8 vPC I S AL, TERCE ves-id JCBE R 2 R I I H R 1
AHHL (1 EE2) o WAk, BIEWIAER 6 Aot ui @ iE 4% 4 H port-channel span-cluster
vss-load-balance #iy % .
Je
no shutdown

(Al Wit EEZERE, 5 248 1 D 2] EtherChannel

IR

ciscoasa(config)# interface ethernet 1/2
ciscoasa(config-if)# channel-group 1 mode active
ciscoasa(config-if)# no shutdown

& 5 W44AE EtherChannel FH Z/NME 1, X Fi&E#2| VSS 8¢ vPC AR HNLHIF AR A . 1EE
B, fEEREOUT, E5 M2 EtherChannel 5 22 N B8R T A SR HE RO 19 16 N2 R 8 AME & Bl
My HaR 8 MR, UAPiBERE kA, A 8 ML ERTE s 0 (EEE &M , Wb
i H] clacp static-port-priority iy 425 ghaSun L SE . 2B DLy, &2 [ fEEA 4R
PERAE ] 32 40 EnBEM . ltn, X T H 16 &5 ASA AHRMSERE, F6 ASA FRZrLUEH] 2 M
1, P&/ %% EtherChannel W3t 32 M.

i ity I T IE 2 1 -

interface port-channel channel_id

i

ciscoasa(config)# interface port-channel 1

TR DB E AR, K BshEl g,

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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Ni

N

g

g

fit & ¥ M 2% EtherChannel .

5 0t EtherChannel % & 45 M £% EtherChannel:

port-channel span-cluster [vss-load-balance]

TP

ciscoasa(config-if)# port-channel span-cluster

WS ASA JEHR] VSS 5 vPC IR & A B, DS AE ] vss-load-balance JCE# G H VSS 13k
Yifir. BEIHRERTHELR ASA 5 VSS (5 vPC ) i 2 ] (4 HE B & P S B T 6 e FH B g 38 1T 2
i, L2 channel-group up T4 A RS LG E vss-id JG8E Y GEZS IR 2 4D
Crlae) fasn] DA Ay s @ b2 O Bes LUK s PE, B as oz 0 B E s k.

BETT VPR TR B IR e SR s T 5, DR D Il IE A BT A L (X e S A A A S E I

(A% an RHESAF I EtherChannel M1 VLAN T80, 15 EIHAT HE#A4E

i

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

AR ARG T 7.
(ZHE D RO DERIN 5. REHA:

changeto context name
interface port-channel channel id

P

ciscoasa(config)# context admin
config)# allocate-interface port-channell
config)# changeto context admin

config-if)# interface port-channel 1

ciscoasa
ciscoasa

ciscoasa

JONREAT 3¢ Wi SN AR L T 5= G b S

y kAR
namef name

Tl

ciscoasa(config-if) # nameif inside

name & K% A 48 NPT TR, JFHAXI NG . DB EE A 62w
AR

FR B KA, AT AT e — TR
o B AL - WE IPv4 /B IPve Hudil:

CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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. Bt & P M 4% EtherChannel

(IPv4)

ip addressip_address [mask]

(IPv6)

ipv6 address ipve-prefix/prefix-length

ZNE

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa (config-if)# ipv6 address 2001:DB8::1001/32

ANSZFF DHCP. PPPoE Al IPv6 FIBhICE . X T ikt ARz, nl LR E 31 4071 MRS
(255.255.255.254). {EULAHHL T, AL Waal) Fhhkfr j 1Ptk
AR - Kz 11 43T 2] 9 AR 4

bridge-group number

ZNE

ciscoasa (config-if)# bridge-group 1

number 4 1 3] 100 2 [A] 35T, 52 Alf 64 DL BC B AT AL . SEANRER [ — e L Ar e &
ZAMMNAL. WHEE, BVIEEM S IP k.
P12 WEZEI:
security-level number

i

ciscoasa(config-if)# security-level 50

number 4 0 (IR 2] 100 (hei) 2 [ 84
$IR13 W5 %% EtherChannel FCE 42 Ja) MAC Hihlk,  DURE S 38 78 Y 190 29 345 i) e«
mac-address mac_address

i

ciscoasa(config-if)# mac-address 000C.F142.4CDE

WP ETF AL E 1 MAC Hulik, 1% MAC HihbB U6 20 )8 T Uar i f il v . W AR RL S MAC Hbdik,
M R A A R AT, BT I 2B BT MAC Ml iz 10, 1 nl g S 350l s 9 2%
{8

TEZAE SN, WS sez M3 0, MINSCh J3 A 3 A2 i MAC #uhk, X FEsi T
B E MAC Huhik. 5RO by A AR LS B Fah e E MAC Hiuhk.

mac_address [1#% 8 HH.H, Hrh H & 16 2+ @k dil%+. #ilan, MAC Hilik 00-0C-F1-42-4C-DE
L 000C.F142.4CDE fE M

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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U R AR AT T A B AR MAC Hihik, T3 MAC H bt HT AN 75 A BE D A2,

L4 Gl X Tl s AERE, RNl R — AN AR E 1 MAC Ukl TP ik
mac-address mac_address site-id number

il

ciscoasa(config-if) # mac-address aaaa.1111.1234

ciscoasa(config-if) # mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.9.1
ciscoasa(config-if) # mac-address aaaa.l111l.bbbb site-id 2 site-ip 10.9.9.2
ciscoasa(config-if) # mac-address aaaa.llll.cccc site-id 3 site-ip 10.9.9.3
ciscoasa(config-if) # mac-address aaaa.l111.dddd site-id 4 site-ip 10.9.9.4

Ui KURFE B TP il 20 b5 42 Jaj TP SIEA T [m]— 7~ R o BtV a8 A8 At e 52 ) MAC HiLhE T TP 3l

HEHR g T AR 65 B 05 S RE P RCE R E M35 21 1D,

IS SiEFRE

LR A RN AT AT 24T 5 SR E A REI AR SR o

FEEEH T A5 FEFRE
BEAE P BN ST ST PRI A RIS S, T IARESR RO B4
SRR NSRRI 30T L5 RUR B — MBI £ ) AT — A SR
Serbt, A HON R  IEI BRI G AR AT AL
a2 A
- AR ONECEE,  CADTRIS R A T A A

APUREEA L § ¢ S 1%7*?§éﬁiﬂﬁf ) SE X R . SRS BT B R G HAT AR E], 1
A changeto system 7% .

o A H BT DU TR BERS, DB T LUK BRI h BB MTU R B o @ Ui . B E
Mios T8 ASA FHTINER, RIS S0 e 4k 22 AR P 2 ATt AT I A B8

o BB ZBAL P 65 i KR T BB I ARAE . SEANRENLH] Telnet 2K SSH.

o BRAEAEEHIRER b, BOE TP BAT AT 2 AR A 20N e 1 R A AR A TP i BT IO S, B T
i M 4% EtherChannel, #RJ5 4 REE FAERE. WA LARTSAAAE B LS, 0] LA B %%
FC’E (clear configureinterface), thn] DURFEE 46 SR L 11 )5 75 8 FHAR A .

BN RS IR IEAEIZAT FIREARIN, T RES A PRI T I 25 A B B/ W T e RO TUIAT .
o TS g SR AR R B R I Ar BN o T S B E R R B RS 2 335 WL

I CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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B ==nssssseres

UK

T ML R, ST AR s s .
M Ja, (BRI FAERE S LE 4 D ol e G BRI % .
WRIEH AR, BTSSR 2 AN B B2 145 9 2 EtherChannel 1. I EtherChannel
J& ASA AU, T AEES P4 EtherChannel,
T T B B2 O B AN MFE R s B B 1 s (H, 2R RN A AR R R B
TR EASEZH], O IAEREAN Y S o e B SRR R B 2 10

a)

b)

¢)

d)

* VLAN T8 AN GE VRS E4 1) 1%
o T x/x O e 2AE M ik /2164 EtherChannel) , #BANRE FHAEAEREIA I E R .

HEA% T BE AR

interface interface id

-

ciscoasa(config)# interface ethernet 1/6

(A#k, &M T EtherChannel) ¥ itb4##: 14r B $ EtherChannel:

channel-group channel_id mode on

T

ciscoasa(config-if)# channel-group 1 mode on

channel _id (B 4 1 1] 48, G JEWCE P G0 AT G 1D F) s B TE R 1, K A shisin—AME 1
interface port-channel channel_id

PA VAR SO A I 6l 0 2 A ] ON B O il D AR T Il i AN B i . P TR
PRGBGSRl . ARG, L TCTE LACP Vite FRaY . 3. AT 0K %4 EtherChannel
W HE N Active iz,

A

no shutdown
BRHEERAEO; AEREONE SRR iS40,
(3% FH-T- EtherChannel) X4/ 2575 %) EtherChannel [ At 32 101 55 43 b # 4F -

5

ciscoasa(config)# interface ethernet 1/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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D2 R AT B M B 1 I B AR T A 2D Pe i 2 11 1 45 5 MTU #1100 27156
mtu cluster “©74

T

ciscoasa(config)# mtu cluster 9198

# MTU WE A 1400 2] 9198 45 Z M [F{H. BRIA MTU 4 1500 47150 FRATTEE ISR SR 1) B 1%
MTU BB MR T, X T AR S JE B R CR B 5 B ke AR 7. RO B g 2 T
BN ASA. I TAERFS BIRERS I B A AL A, DRI SR AR hI R i 75 L R Xl e 3K/
B 0 LS SRR B T

B, B K MTU Jy 9198 4745, BRI s IR 2 11 MTU AT LA 9098, 1 A4 42 il it ) ]
DL E N 9198,

AR E A, HEWE TSI A2 IS SR PR E

N BEEE i 4 T N BRI B A L

cluster group % %%

IR

N
s
w

ciscoasa (config)# cluster group podl
DRRIIER LA 1 B 38 DT ASCI AT ef o AN RO BRI E MR AL . SR TFIIT A 1 R
WAL TF]— 44 FK o
IR RS A
local-unit unit_name

A ME— [ ASCIU AT 8, KPBEAZI 1 8 38 A 4F o REDNTT R AT ME 12 FK. AP AT
VIAAAE A PR 7Y R

i

ciscoasa(cfg-cluster)# local-unit nodel

SRS e BHES RS O, Bl & EtherChannel:

cluster-interface interface idip ip_address mask

IR

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel2

ANV IR BRI,
$ROE 1P HEBE () IPv4 Mubks B CURSCRE IPV6. B RRERL T2 nameif.
TR R, AE % LgE AR IP k.
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Ni
B

Up SRR T ot A TRV BT Rt A 1D, DA AR ol 4 5 ) MAC bk
site-id 5
T

ciscoasa(cfg-cluster)# site-id 1

G T 158 2.
B P RO R Y KA e
priority priority_number

i

ciscoasa(cfg-cluster)# priority 1

PRAegeitifioh 1 8] 100, b 1 hEEitedt.
(AR R B 50 UF 25 81 DA 45 SR AR U BE B L IR o
key shared secret

T

ciscoasa(cfg-cluster)# key chuntheunavoidable

LR KN T 1L 63 DMFFF IR ) ASCHLF4F i o LB A T A H . I dn & A2 5
Bl AR, AHRIR LS LAW] SR R IR A SRR R el .«

(AJi%) 45H LACP it s HAL /e

clacp static-port-priority

BT WHIA S HF A S, I AL A& Al S S A M LA Atk . obdh, Bk RESCHF 8 ANLL R
(3% 215 M 4% BtherChannel J& 51, 5 % 1J SCRF 32 N WERAME b4, W BESCRF 8 MG a)
AN 8 AN E I . AR R bt 4, WTCVEAT AR 48 R 52 s T AT 1 R A 0 Bl 8
(A1i%) FahfeE cLACP &40 ID MARLA LK -

clacp system-mac {mac_address | auto} [system-priority number]

Tl

ciscoasa(cfg-cluster)# clacp system-mac 000a.0000.aaaa

{1 1% /9 4% EtherChannel i, ASA {§i[f] cLACP 548Ja A #H L1} EtherChannel. £EREHF) ASA 1
cLACP th i M, WA MBI — G OBRD %4 . cLACP R HH—NS40E MAC
HihbA% U RS ID. BT ITA ASA FRATH A — /R4 ID: dEhlen (B BaiAIt
SHBI AR, W DUEH @4, &8 HHH A Tabfae, Hd H 2 16 Ait75 3k
B (Flan, MAC il 00-0A-00-00-AA-AA %1\ 4 000A.0000.AAAA. D B, #&ngEd THERR

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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W ) H T S B MAC suht, DA 25 iR MAC Huhk . 86, B EH B3
AR MAC Hudik .

RGN HIIMEN 1 3 65535, H T S sifE b ghmvie . BRIAEDL T, ASA LG
F1, Bifmftdt. s Tas bl e g .

P & IFAES I SRR RCE A — 380, 1o SR S 2 Y s B (B2, RS
I A

SENM B TER:

enable [noconfirm]

TP

ciscoasa(cfg-cluster)# enable
INFO: Clustering is not compatible with following commands:
policy-map global policy
class inspection default
inspect skinny
policy-map global policy
class inspection default
inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y

INFO: Removing incompatible commands from running configuration...
Cryptochecksum (changed): fl6b7fc2 a742727e e40bc0b0 cdl169999
INFO: Done

N enablefy &I, ASAK I E/CBITIONCE, AIRERA RN IIREM AR ML, WHEA
BCE PRI REAAAE NI 2 e RASPRTEMIBRAH A M. WIREIEPE No, WAL G HER. H
noconfirm SCBE ] Seid A L B IT H B BR A FE R f 2 o

XTI — ARG AT AR TR H R 5 Y ROV AR A — B
DAL ERE B A P w0 20 L TR AT A ] P T

TEAEFIAERE, I no enable i 4.

ER WCREAAVRAE, Pra o DA O] B R AL T IR .

Gt

PAR 7 S RO A BRI 11, D SRR BRI T B B0 % A EtherChannel, 2R )5 4440
“nodel” M) ASA JEJHAERE, M TiZBC& L — SIS INBIRRER B, PR O 201

oy
M

\o

ip local pool mgmt 10.1.1.2-10.1.1.9

ipvé local pool mgmtipvé 2001:DB8::1002/32 8

interface management 1/1
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

I CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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management-only
no shutdown

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown
cluster group podl
local-unit nodel
cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1
key chuntheunavoidable
enable noconfirm

EEHETRIISEFRE
T LA TR IE O

FIaZ Al
o SAZ5UE AR 65 i VSRR T AR AR R . JEANBE 8] Telnet B SSH.
c HAOTICE, LABAY S SR AT T S A .
« T2 EEE, B RERAT R SE AT . EMZE ST B REPAT A E, THRA
changeto system 14 .
* JA3 FH EAEMUTE DU TS e, DU nT ORI BE R MTU R B o il . R E
Mi2s 230 ASA HF AL, R0/ 4k SRR 7 2 T I AP 3R

o WURPCE AR ORI BT TR (i, BOARCERE B 11 80D, TR Ha
RUMAGERE (TR N AN REAR A Y 1D o

KT RS IR EALISAT MIREARIN, T RS A PRI T N 25 A B B/ W T e IR AT b .
gz

P AR E 1, A2 S PRI i C B A AR ]
i

config)# interface ethernet 1/6
config-if)# channel-group 1 mode on
config-if)# no shutdown

config)# interface ethernet 1/7
config-if)# channel-group 1 mode on
config-if)# no shutdown

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa

P2 SRR EHIT AL E R MTU:

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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TP

ciscoasa(config)# mtu cluster 9198

E SR RE AR, LA 20y S DA A s I B PR SR A A4 PR AT [«
il

ciscoasa(config)# cluster group podl

FHWE— B - 455 HR Dy O R 5 i 44

local-unit unit_name

-

ciscoasa(cfg-cluster)# local-unit node2

frE KA 13 38 AN FAF1 ASCIL 45 5 .

BT LA ME— B FR . BB P A RV B FRE S5 5.

T 8 g P b A A ) — SRR R B % 1, (EAEAREN Y A AR [ P 4% L3 e AN TR ) TP Ml

cluster-interfaceinterface idip ip_address mask

T

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel?2

fi75E 1P MBI IPv4 Ll P UANSCRF IPv6.  BE4 I AN BERC B nameif.

T SR ol TR AR AR, T EE T AU AU ID, DS LA 0 R T K MAC Hihil:
ste-id %'

il

ciscoasa(cfg-cluster)# site-id 1

number -+ 1 2 8 Z [f],

BB Y RIS SOR R 2, G BOE e T S A
priority priority_number

T

ciscoasa(cfg-cluster)# priority 2

BEEAELA 1 2 100 AL5ES, Horb 1 hEmemiiiedt.
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SR8 WE MO MRUEEY, S RO B E N P

T

ciscoasa(cfg-cluster)# key chuntheunavoidable

e L WENE S

enable as-dave

fitH] enable as-slave fir & Al R ATATHC B AR (CEEEATAT M ARIEAT FEARIC B A LT HOA7AE) .
S i TR DRI NS PR B8 1 AN T BEAE AT ] 24 R 2 AP O P oo MR BE 28 (R L B K
A Y R 1

FARHIAERE, T no enable 4.

ER O WCRZAAIRRE, P ok OGH], R B A TSR A .

ot

LA R 7 A 5 20 15 5 node2 TG E -

interface ethernet 1/6

channel-group 1 mode on
no shutdown

interface ethernet 1/7

channel-group 1 mode on
no shutdown

cluster group podl

local-unit node2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

B E M ERFRIE

T DL SCERFS AT IR DL 7 . TCP B IR . RS s M I LAb A .
FEAE Y R BT IR LR Y

FCEEAK ASA £85K

TR] DLAEFE I i b F e SORFER B
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FHia Z |l

* W TGS, VEEREEI R RGBT T SE BATR Y . BN SO B R ST A ]
i\ changeto system fir% .

UK

P SEAREHERC E A
cluster group name
P2 (k) A s R Y AR S = A
console-replicate
RIS DL N 25 e . 6 TR E BT SE T, ASA FREIELEI B E AT Byt 250 & . 4R
Zig%ﬂéﬁﬂ,ﬁﬁ%ﬁ%%ﬁﬂé%%ﬁ%ﬁ%ﬁ%ﬁ,H%@R%E%%ﬁ%%*4%ﬁ
T3 WERMES I R RO
trace-level 2%l
HRAf 5 EE BB B AR S0 :
s critical- EEHAF GUEME=1D)
* warning- %15 (PEME =2)
« informational- 5 & FifF G"EH=3)
* debug- AT G EE=4)

BB TR BIZF B ERMANRE
R P T DA 45 R LB AT IR

AT REANAE AT ZE ) 1 (I B 1D Ig A PIROU A o mT DU $5 T i L1 I@IE ID JUAR 1D
AR 1 ID, B A a R R (B2 ASA Firepower #RE) o BRI FEALE VLAN
TR EURERIE LT (B4, VNI EE BVD _E3AT. AN SRS RIS A E W, C IR & Tk

LRGN
UK

SR AN AR
cluster group name

Tl
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. BEEETRSEEMBENERMNRE

Nil

8

ciscoasa(config)# cluster group test
ciscoasa(cfg-cluster) #

7 SRR AUSAT IR GRS EE T e
health-check [holdtime timeout] [vss-enabled]

N T HREN RISITIRDL,  ASA SR Rl RIS HI B B4 heartbeat 1 BUARIE BN ALY . W12k
T RAELRFF N AR AT SR heartbeat T4 5L, W54 RO A o v Bl IovE LA .

* holdtime- ] & PHRCBE S R B2 (] I 1] 1) B, HAES Y 170.8 2145 75 BRINEN 3 7).

* vss-enabled - ##/iT# EtherChannel #3 [1 | [f] heartbeat W 872 ¥ S AEREE B BE L, LARRER 2 /0 3
AL AT SR E AT R A A4 T BE R 90 4 EtherChannel (HEPE) HBiEH:F] VSS
8 vPC ), WA RETG 2 A vss-enabled E T X T HELLAT ML, 2 VSS/VPC HH I — AN 11 45
KB R ENIN,  ERERZATHHLH) EtherChannel B 5345 1 0] BEB UMK I T~ ASA, 1HEA17EAS #r
Bl AR . R ASA RFEFI B I BB — ANEMRE (an 0.8 7)) , WIHKs ASA
MABESE A L BR, ASA 2% keepalive 1 5 & 1% 311X 46 EtherChannel #1122,

M R AATA S, OB In s s g 4 10 L R BZE ] ASA L BRASHRML BT BUE TS
IS RAZ AL I VSS BLvPC) SN AE HIE AT IRZS S 7 D g (no health-check monitor-inter face),
AR FON AR I DI 2 o 23R 45 0 B o5 i LG B S e L RE BT A 9 i s, nTT B
T IS PIRDUAS Ar Dhfe .

T

ciscoasa(cfg-cluster)# health-check holdtime 5

FEA 1 AR HTE I8 A IR DU 7

no health-check monitor-interface [interface id | service-module]

FEBAT RS A I B b . a0 AU g 3B R 11 (%) P ) B 1 e e 1 s BR AR, R
PEHARTT f B[R — B N A TE S L, s AEESE R IHIBR % s . ASA 782 KN IA] f5 A
A TP I3 B 03 B T IR 2R B DL SN R B D I 2 IEAE IR (M B 4% o BRATHOL TS, b
P4 O A AT IROGUES A o 80T LU A iy 219 no JE U A1 TG LA A . T BEAR AR AN L 22
P (B BB 1D (RIS AT RS 7
« interface_id - 2% FAT A3ty FEE 1D JUAY ID sl — 4B 11 1D [ . BAPIRGUR A
VLAN 8Ol (i, VNI BVD By, SASGE N SERE R BIRE s i B s &
IRZAE T IR RORAS

* service-module- 2% FH A B AR B 1 5 4%, 4911 ASA FirePOWER bt

R AEAT AT B SO s s B e % . e T ERAE T ASA L BRSO LRI sE TR
IS LB R VSS 8L vPC) , N AEHIZATIRSK & IR (no health-check), E24E X
AR O VMR o 2 45 A T e se il LR o o 2 RDE BT T AUs, eT DL R R s AT
ARIUAS AT ) B o

IR
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REETREEEMEERMANRE .

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

58 AEIBATAROUKL 22 5 2B i I 1 9 s BT I AR B

health-check {data-interface| cluster-interface| system} auto-rgjoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

* system- 5 WA R I H BB NN B . NI A NIRRT DR . A SN H
FRPIRASSE.

* unlimited — (cluster-interface MERIAED) AN HT I SR 1

* auto-rejoin-max — BCE T ISR KEL, AT 0 1 65535 1A OZEH AZhE B
data-interface fil system IR INE 4 3.

* auto_rejoin_interval - & S K BT N S 2 IR 1 I BR R LRI ] CRAAM B 57D, A1 2
60 2 [0l BRIEA 5 4380 17 s 2R FHT I SRR (1 S RN IR] BRI 1 IR R I I 14400
P (10 KD

* Auto_rejoin_interval_variation - & SU@ 15 Rl B Rr£E I i) . SR AT 1 M3 2 ifE: 1 O
B 5 2 QAT E—IREFEERED 803 (B AT E—IREREE ) o ilhn, R b RE
SRR B E A S 43Rl PR 2, WIAE S R HHTES 1 kR E 10 B 2x5) A
M7 2 sl 78 20 2050 (2 x 10) JRHEATES 3 IR b FREdEsn, BRIMEA 1 XT3
W ORARSGE, BRAEN 2

-

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

TCE ASA REFE VR A R A s K 4 i AREER FR B 2 mr & 3t (1) 977 S Bk s 1]
health-check monitor-inter face debounce-time ms

TP

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

K 17 S IN R] B2 5 2 300 F1] 9000 A2 1] BRINE R 500 AP . /N IRIE T LIRS DE 1 s )
TR VR, WORECE B R AR, SEEIRILE . ERAEEIVRSERN, ASA &%
FRRE M=, SRJG AL O bRd R A, R SO IR . 6 T A IR A i 4k
IEHIBATIRAS 1) EtherChannel (01, AZ#A/LE B N2k 848 #eH1 5 H EtherChannel) 11775, S HIB
SIS 1) 1) AT b SRS b R AL ER DAy g — AN B A1 st A 20 i 1 I PR S PR 8l 7S A e
(RN

(QEIB7 DI N /i g/ R AL A
load-monitor [ frequency seconds] [ intervalsintervals]

« frequency seconds— ¢ & W ¥4 & 2 TR [R] CLARR R Hf7 ), YR 10 21 360 #b2 7). BR
INME A 20 B,
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B ==czamenes T sHER

* intervalsintervals — B'E ASA iP5 ds R Ba 8, BN T 1 2 60 2 8], BRINE A 30.

T LU B i 3, B G BB . CPU RN A FH IS B0 LA S R X 7. i £
Ao, HAR T ST DUR Bt 2, S8 nT DAEREAE T 00 EFah 28 AR, BRSNS bl L1
FEIIMT . BRIMEOL T 3 b hRe. @i, XETREAPIAE T AT 3 AN AU Firepower 9300 |
PINLFA TS, G SRR P 1) 2 AN AR B REAR U5 12 LA T AH [R) 0t 10  eog le  ok 2138
RIEEL, JFrTRe Rl e, ol LoE i EmE . mRfdad s, BelDUEEEFa2E T Al b
AR

1 show cluster info load-monitor 4 & & Fi i 7145 .

T

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
1 0 0 16 20
Average from last 25 interval:
0 0 0 12 28
1 0 0 13 27
il

LLF 7~ 1K health-check holdtime FCE 4 0.3 #5 J5 FH VSS; 2 LUK 12 8210 (H T4
P Ry B AR O auto-rejoin BEE N M 2 S BIITUA T 4 IRE2K, ¥ duration 33
—IKIERE IR 3 15 DASCRR SRR I BE R 1) auto-rejoin WA 6 YRR, BERG 2 70 4F— K.

ciscoasa(config)# cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3 vss-enabled

ciscoasa (cfg-cluster)# no health-check monitor-interface ethernetl/2
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

o B 1 B9 EIFNEERE TCP EFIER
AT LARR R PN, AV, BB BB SCIUT TCP MR . 4 423 1t

4 TCP M4 J FIAF AR R IRELAT B T SE AR Gt 3 i &%/ 46 00 Bt it v B 55 R 301K A 5 1)
CHRLETAE” o WER, WAREAT SN S A A 0 B AT B, BRI LR
Poiite [FIRE, W R A QI e T Ay A 2 LAY 5, WIS . AN CUx 4%
M TCP BEHLAL 3 m ] TCP RAHIREIR .
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Bo & ub = (B T BE

ERSEFEAML

maisang [

UK

A TCP #4253 IR R AR IR :

cluster replication delay seconds { http | match tcp {host ip_address| ip_addressmask | any | any4 | any6}
[{eq |1t | ot} port] { host ip_address|ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

TP

ciscoasa (config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa (config)# cluster replication delay 15 http

¥4 seconds BB AT 1 2] 15 Z [AAAE. ERIAE ] http ZEIR, W [E] 4 5 #5 .
FEZ NG SRR, TEAEAT Y S5 P C B B

BEAREARIC E AR

cluster group name

(AJI%) K TCP Ui Jo e i 3 1«

conn-rebalance [ frequency seconds]

il

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

Ui S BOAZE T . WERC A, ASA g WIS He A B, IR BT e I AR B ) 182 7 4HL. 45 £
BRI . BARRIE A 1 2] 360 B2, HI T8 € 2 KN Ag e — IR ABUE B . BRAMEA 5 7.
T2 Aol pi A4 P G IC BE R P I s AT ORI 1 1 B AL T AN ]l i AR A 5

XTSRS, BT LA E XRCE, DR m LR TE IR E M.

N T S v PERE T A R s R L Rl R TSR PO AR I TR AR IR, S mT LU 3 i s A A o OB I 4%
S T RS, IF FRe g sl AR AT (EE . ASA S TR 3 IR B 0 T
Mg A SRR AR SR IR S @A 0 ST ] ot KA 3 ) 28 A0 )AL T AR Rl i
4 Jm T s o KRBT & AT i s O B A [F) — ol i) AR R RE . AN, R UR BT A & A A s,
ARG 17 25 R AE [ — ol O FEFT BRI T o SRR G i B T Aty s R R i Bt I
OEESGESHCE

FHia Z |l
o LG R BCE R O S A Y B R ID
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B =rusns

o URRERBA SR AMAL: NAT = PAT Jiiit; SCTP fa it 7B+ &ifl.
g2

FER HEAREEN AR

cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

T2 T RS,

director-localization

BRMSTR
ORI G 2 SRR R R, AT DUR Tt U . RERR IS I S TR E AL T A —
ks WURRE AN g sl s AP AN AR T AT 2B R R L B 52 3 e AR P 5 T
FHIa Z |l
o FEG I REFRCE PO A VR S 1 ID.

i

P AR E R
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

B2 A RTIR .

site-redundancy

BcEEihm %3 ARP

DLAE, ASA "JLUZES 2% ARP (GARP) HidlE 10, DIAIRAS e Ibhb BEiian 24 T 5ok & e IER
TRl g A Gt R R R, R S AR G 17 4 ) MAC/IP Hbtik ¥ GARP it .

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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FERERBE

KT LISP I

T LISP

manersat [

A8 oK B A1) &3t i MAC TP bk s 48 A ol fURE 8 1) MAC HuhiEF TP itk iy, SRR
AP B A ] 4% ) MAC bR TP Mokl Wiy mAs & e WA J5) MAC shib A= s, 8804 )
MAC HihEAZ ML B AT gE2s L MAC HihbERy . RAEIN G, LLAJR MAC Hubkh B bR sk e
ST IR P A TIZ U, 1K A ] B R R 4 A )

MR EEE WA Bl A ID AR X LUK I 0 0 &k i MAC bk, BRIARE N 28
GARP. %0 LLHE X GARP [alfF, tr]LIZEH GARP.
FiaZ |l

o EG SRR PECE P OA BRI D1 B E L A D,

o FEFEHIT SO S P Ay X DA 3 T8 ¥ S AR 25 MAC k.

UK

BEATFAR I B

cluster group name

T

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

H %2 X GARP [l .
site-periodic-garp interval &

* seconds — B'E GARP A2 W] CRARP A7) , /T 1 31 1000000 #2221, ERIAE A
290 b,

BARH] GARP, &% no site-periodic-garp interval .

MR G5 A AR f U AR BN, SR LU LISP it i LS IR A sh %
A LUK A LISP it ,  RAEAESS w8 R i s .

RGP0 RN ST (B, VMware VMotion) , ARG 28 0] LAEEHE O 2 8T8, [F K
ek 5RO T SSRGS EE PO IR S A RS B ME, B T4 RF ZERE N £E IG5 a A Bl I B Er
BRSNSt ERHER/D 43 & B (LISP) ZEA B 45 5 4y s & it b 1T (EID) 5 B4
B EEE B E LT (RLOC) 3B TT, R BB AN g5 5 i), SEIRIR G528 1T B 0% ) i 140325 B
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B ssause s

ASA LISP 37§

LISP #E )

ASA LISP 5Cjii

s R |

o BN, 2RSS AR BB A IE LA i ) IR 25 s A BRI, I P A 2 R I e L n) BH
{78 .

LISP 5 270 2405 58 M (0 H % 28 AR 4528, 641 LISP H 11 Bz % i (ETR). A I P& IE % i 2%
(ITR). 5Bk 2% WS T 2S (MR) RIS A4S 4% (MS)o R4S 4% 1 5 — B i Hh 2 45000 2] R 2%
PR T AR S, S R T ARt SRR, DU IR R0 i Y ITR AT DL
BRI B IR AL B (K IR A5 A

ASA KRG AIEAT LISP: R, B n] LLE AT A LISP Jil & if e A & 0ok, SRS 18 s BT 4%
MR . WERANGE] LISP 40k, 2RSS a2 sh 2UFT ol sy, UiteAs BAAL T Bk s f¥) ASA ER¥
O, TIASERUR IR IT A # o B ASAREAUR e & 2 TH B S ASA, AR5 IH ASADA IR i & A (Al
Bk nl, ARERLIRSS s . WIRERUF RS T RS, By “K57 8“8k .

G RAEH] LISP 578, ASA £EREA 0 o] DU A 2f — Bk h %8 55 ETR 8 ITR 2 [A]#J LISP Vi fe, K5
AT AT A7 B B A T A

o ASA SEREN T AT T 56 — B i 2 F1Z k20 ITR 5k ETR 210, ASA ARG ARGEVE R
JEE R B o B % 1 2% o

o« DR AT S B A B T TN Y R R AN AR S B (1 B
[ BB AN (Bl SIPY , Heh R SCEHR T A E 1K [ — ASA #i4 Irfr
K o

« SRMEUE NS 3 MIZE 4 JRU0IRASs  —LE N B T RE R

o X T RSN TAIARAE ) S P oA S B 55 Bt i, sl AT B T RE P AR B e . ERCE G &
SRS, SE AT DAY % Dh RESCRF I 2R A, ORI RO i 2300 e R AR RS 2 1

EDIRE S Z AN I RIRAIAC . (ARRZE — 3] -

1 (i) JEF EMLEIRS % 1P Mok BRHIAS A1 EID - 25— Bk th a8 T RE < 1 5 ASA SERFIC KM
THLEC Y26 3% EID 3 A S, DRIk, ] DARR I ) 55 085 R SR AT DI e 55 25 B 24 A ik
EID. %40, wnSBaERH K 2 ik d, (HJE LISP 76 3 b FigdT, N HEAFRER L 2
ANl 251 EID.

2. LISP Jii A2 - ASA £ 7r UDP %5 111 4342 L) LISP Vil /& AL & 58 —Bki% i 2% 5 ITR 5k ETR
Z AR L) EID AT B . ASA 4P 45— % EID Al sk ID AHSCHER EID . i, SN
AL 28— ki 23U TP Mkl A& ITR 58 ETR H kithhl () LISP Vit & . 15 R, %45 4 LISP i
WG T A%, JFH LISP it A B A S SRR L,

3. HTF R T € U AR s R R 55 SRS - FE R SCH A5 i i n S s k. il EmT BAR
Xt HTTPS i A/ el A 3% B 52 ik 55 4 1O B 8 TN ah ik

4. Ui 1D - ASA A FAERE AR RIK 3l 1 ID AE B K AT 4
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e & LISP Al

LI

Nil

8

rzuspian [

5. MTRITARBSIPEREREIONILE - ROCBAHERREION R MR s BT SCUIHeds fa VR
S st i Y s PR e U e SR B ISR IR A sl

MR G5 A AU R Z ARSI, S AT LIS & LISP ittt LLS HIRAZ Zh Tk

FHIEZ Al
o MO E I S SRR BCE 5 351 SUMBCE Bl 1 R 5 SR IRCE B 356 I, A REA
St o it 1D

* LISP yii i R 7E default-inspection-traffic J8H, Kk, AU FE P A5 LISP Jit 2 o &
B

UK

CRIE) PiC'E LISP A s LR 1P Myl FRAGRS I (¥ EID, JFRCE LISP Fik =22 4.
a) BIEYE ACL: X H#x IP Hudik 5 EID fik A s dik VT :
accesslist eid_acl_name extended permit ip source_address mask destination_address mask
252 IPv4 F1 IPv6 ACL. 15 XHi)[¥ access-list extended ifiik, &M m4 5% .
b) Q% LISP A messy, I NS HHA:
policy-map typeinspect lisp inspect_map_name
parameters
o) M PUNE IR ACL & X AV EID:
allowed-eid access-list eid_acl _name

k% 23 B ITR/ETR W] g 5 ASA SEREJC G B HLEL M 4% k0% BID Wl AnvE &2, Pk, &
AT AR ) 5 SRR SR IR S5 2 ol W 4% K 3% BID. a0, WAL e 2 Nk, (H)E
LISP 7t 3 ANk i LigqT, W R HEREEEDS S F) 2 ANk i) EID.

d) WERTFE, IER AL
validate-key %4/

T

ciscoasa(config) # access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

config-pmap) # parameters

config-pmap-p) # allowed-eid access-list TRACKED EID LISP

config-pmap-p) # validate-key MadMaxShinyandChrome

ciscoasa
ciscoasa

ciscoasa

TE¥ 11 4342 |y 28—k 4% 5 ITR BETR 2 [A] () UDP i s fic & LISPA I -
a) BCEP E ACL LLRYI LISP Hit:

CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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s R |

accesslist eid_acl_name extended permit udp source _address mask destination_address mask eq 4342

T8 0570 455 UDP %111 4342, $:52 IPv4 Fil IPv6 ACL. 15 <Hfit] (1) access-list extended iy, i
S S% .

b) A ACL fill i Wit
class-map inspect_class_name
match access-list inspect_acl_name

¢) AEJHTTIE LISP Kl meb 453 58 SRMS IR o SIS LUK S HIAI, SR Je R ik 25 s B ] T2 10 (i
RNFHEID -
policy-map policy_map_name
classinspect_class_name
inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interfaceifc_name}
W R AEATIAT 55w, s i e AT SRS WU A FR . BRIAEDL R, ASA 455K 4 global_policy
(14 JR S, DRI T4 JR S, IS 4R X AR WIS A JR N SR, 3] LA REAN 2
P — AR 25 Hms o LISP Al £ X0 ) B A T-omi e, PR G 75 e U3 R H b 11 B i
55 SR s L R R WA 7 1) IO USR A U E, U N sl S A5 S P S W ISR 104 1 PR A i o

HRAZFL o
TP

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa(config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa(config-pmap) # class LISP CLASS

ciscoasa(config-pmap-c)# inspect lisp LISP EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASA 2K LISP Wit & 5 a5 45 — Bk th#% 5 ITR 20 ETR 2 [A) & 2% %) EID 4074 5 . ASA 44"

N1k BID A1k 45 ID [ EID %

KR R s

a) TiLET B ACL DATE AR S %% B cboonh i ff e B2 58T 90 TI0 22 B Aoty A (Db 5 R Bt Ut i
accesslist flow_acl_nameextended per mit udp source_address mask destination_address mask eq port
57 IPv4 I IPv6 ACL. 4 i) I access-list extended iV, 1S4 S% . WS X
BV RS AL . B, S LU R HTTPS GRS R SIS I 28 I R PR 3)
.

b) b ACL £l i i -
classsmap flow_map_name

match access-list flow_acl_name

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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sz uspian ]

o) FREAEI LR T LISP Al i il — SRR RS, FEARE SRR, AR5 A T sk -
policy-map policy_map_name
classflow_map_name

cluster flow-mobility lisp
EUE

ciscoasa (config)# access-1list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0
eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa(config)# match access-list IMPORTANT-FLOWS

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa (config-pmap-c)# cluster flow-mobility lisp

BENREERAINC B, AR s sl i
cluster group name

flow-mobility lisp

W TF/ AT R AT U AR b ot ] B RS Bk

w15
PLR 74
* % EID FE#14 10.10.10.0/24 M %% I-ff] EID

* Fr A7 T 192.168.50.89 [ LISP #% Hh#% (ANHE) 5477 192.168.10.8 [ ITR 2% ETR i H
#y (FE7— ASA #:0 b)) Z[Hlf#%) LISP i fE (UDP 4342)

o i F HTTPS 7£ 10.10.10.0/24 _FHEXNIRSS25 (K BT N S = s FH R sh itk .
o WBHE R Hm B .

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP
validate-key MadMaxShinyandChrome
|
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP_ACL
policy-map INSIDE POLICY
class LISP CLASS
inspect lisp LISP EID INSPECT
service-policy INSIDE POLICY interface inside
|
access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eq https
class-map IMPORTANT-FLOWS-MAP
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ARy EYE |

match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY
class IMPORTANT-FLOWS-MAP
cluster flow-mobility lisp
|
cluster group clusterl
flow-mobility lisp

f@giyk_ljm\

HIE - HE TP OUIIDN Wik =g Sy

BAIEEHT R

N

LESONBERE M ARG S B0, AR R EAE AR, I CRAFHESE I B AR

a4

MASARTARE SR (DLTah 7 U Pis i RO 2 RO I, P Bl DR e, A
ﬂ%ﬁ%DTu&%ﬁ%WME TSR AR, U ERR IR B, R U 5
SMERIZAT R B LU ORRFTIT, AT s AR TP iy 1P stuhik . (HAn SR B 4k,
W%ﬁ%?ﬁ%*&?#i%%ﬁ(ww, BORAE T O RHEROICED U PR TR B 2R T
A 2B ) 65 g R BEAT AT 2D C AL

FHiaZ |l
* SR PR G i 1 AR I RE CLIE R A sl RS
o XWT 2R EERGHIITE R P RITATE . WRMAREA RS ERS, i changeto

Syieﬁlunv

B2

BEAFFAE I A
cluster group name

il

ciscoasa(config)# cluster group podl
SRR -

no enable

DR RO W BEAT BT (K B FE, I HLECAb e 3K Ok P01 5
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FEARAC B DR AR, DIl TR 15 000 TR

TR SR AT R DA, AT AN PR

2 ASA AT ARG SRS, P BdEs Do) TR L AR T USRI i . SR AU
R WEHTR A B LR R FFTOT, AT RONERTE TP i 1P k. (EAn R
Brim#, ﬁﬁﬁmfﬁ%¢&?#£%%*(ﬁm,@ IR T AR ED , RO
A o R A P ) 1 i L REAT AR ATt 2D I C L

FiaZ |l

ﬁ?%faﬁﬁ,%&%%%ﬁ%@¢%ﬁ$ﬁ$om%ﬁ*ﬁA%%mE%ﬁ,%ﬁkmmmm
system 4.

g2

MERTE FP R BR 275 2
cluster remove unit node_name

G FRFRCE R AL, WFEHI D R op i B GRS, PRI RT TR 5 BB %1 2
AR ZRICE . WERAEBE S A 5 A iy MM BR AR A, T R A2 5 1

TEEFR LA, B cluster removeunit ?, B{E %A show cluster info #ir 4
w15l

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asaz

ciscoasa(config)# cluster remove unit asaZ2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

EIMNEEE

AR EEAR IR T AN R0 CBImET o B 82 1), B A RS T a5 0 T2 e, T
VN RZIEEIE R IV
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BAAMRTTEE |
|

FHia Z |l
o T Z5UAE P P £ i R FEOB R RS . A 0 2ok
* WT SR EERGHITER PRIT AT . IR AR RSGRCERS, i changeto

system 4.

o PR O, R AR
iz

SR ARG T, BN R
cluster group name

il
ciscoasa(config)# cluster group podl

T2 JaHEE.
enable

LR AIR AR, WM EAER S SR FIE . B TR S B ARG E AR R OA T B
25D, DGR AR AR R S A N A I AT (L, 8 AT BRI C B P E0RT T 4 e 2
PAAe TP Hubik b 5.

FiaZ |l

R IUE IR G w1 MIERGEREICE T, Pra i D i, CfRAE BRI MR I BERE . 10
H, BRIl i CLIER 5 ] sk 4T

UK

T A AL A AR
cluster group cluster_name no enable
il

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

FERE Y KB FARAERS, S Toidt AT e B S
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B2 RN -

clear configure cluster
ASA KR T 0, ELFE A B CURIAR T2 I B
SR 3 AR AR
no cluster interface-mode
B TRCE S, P2 T-3h H .
B4 WRATRMECE, AR RCE SR B EA AT R E
copy backup_cfg running-config
il
ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (confiqg) #

FIRE KENCE R A7 2R ST &

write memory

SR6 WORBA A OYRCE, THEFCEE B . B, fORE e 1P sk, IR RS ENLA

B EHI TR

A

AR AR A SRR R AR A AT, SRR R IR A IS T EDR R .
RAAZIE E SO RN R A R TN R IR HUREE, XTI S,
SRARE AR Py i ) S S A o, WU AT SRR W T, 0 e A E T (R A4 o L S e

TSR AL TEPATEL R R

FIRZ Al

T2 EBA, EHERGEPAT P HAT AR . WER M AREA RGN ER L, T changeto
system 4 .

UK

R B E A T

cluster master unit node_name
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B =uscEnnEas

Tl

ciscoasa(config)# cluster master unit asa2

T R TR B AR 1P Ml
7

BEEEM AR, E cluster master unit 2 CAT S B S 110 AL AMK BT 485 . 2\ show
cluster info fiy %

EEETEARNITHS

B AR TP I BT A T N BN e N RIS A, TEBAT AR SR ) BT AR show i A LUK
LT it PR L R R AT S e b TR AN AR VI N AT HoAth Ay 4 (il capture
Fl copy) .

UK

FAEA A BIPTAT R, BEEWRARE T miAAFK, WAL BIRy 50

cluster exec [unit node_name] command

TP

ciscoasa# cluster exec show xlate

TEF R, A cluster execunit 2 (AT & FYBR 71T L Z AN P 408, B A show

cluster info fiy %

Pl
LA I () A SR ISR B T A 19 RO E TRTP IR 5l WSR2 mi BN LUR
ﬂlj/?\

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

ZANPCAP UF (AR AN 8D B HIR TFTP IS4 . BArisk b4 Ha)
BRI 5544 FK, 49040 capturel asal.pcap. capturel asa2.pcap Z5. FEAHIH, asalflasa2 et
AT AR

PLR 2 cluster exec show port-channel g iy 2 4 H R, BoR 738 RN 1511
EtherChannel 13 &

ciscoasa# cluster exec show port-channel summary
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wizasa szt

master(LocAL) :***********************************************************

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— e e ettt e
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)

Slave~******************************************************************

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports
—————— e
1 Pol LACP Yes Gi0/0(P)
2 Po2 LACP Yes Gi0/1(P)

Hi¥% ASA &£ 5F

AT LU AR A R B I HE B s

IR ERT

HZ [ LA fr 2 ok I RIS
* show cluster info [health [details]]
WK AT KRB, show cluster info i 2K B/ I A7 BFEE B IFPIRAS

show cluster info health iy 2K Eon8e 1. 15 pAEEANERE e Tk Ol details S BoR

'E)EE?%/LngimyHﬁfkéﬁ
2[5 show cluster info #7421 LL T #r

ciscoasa# show cluster info
Cluster stbu: On

This is "C" in state SLAVE

ID 0
Site ID 1

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP 10.0.0.3
CCL MAC 000b.fcf8.c192

Last join

Last leave:

17:08:59 UTC Sep 26 2011
N/A

Other members in the cluster:
Unit "D" in state SLAVE

ID 1
Site ID 1

Version : 9.4 (1)
Serial No.: P3000000001
CCL IP 10.0.0.4
CCL MAC 000b.fcf8.cl62

Last join

Last leave:

19:13:11 UTC Sep 23 2011
N/A

Unit "A"™ in state MASTER

ID 2
Site ID 2

Version : 9.4 (1)
Serial No.: JAB0815R0JY
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CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e
Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state SLAVE

D : 3
Site ID : 2

Version : 9.4(1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

* show cluster info auto-join

BRTHEN RURTORAE — BUEIR S A SV E AR, USOR Cib R st (I ssfsvr
ﬂﬁ\Mﬁzﬁhﬁﬁﬁim,%#)om%%maﬁﬁ AHL B R CAERESE T, WS
AL BT .

Z:[i] show cluster info auto-join T2 L R4 -

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Master has application down that slave has up.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

show cluster info transport{asp |cp [detail]}
7R LU 30 H AR R AR S I Ge vt KL

* asp — Hdl- T LA A THE S .

* op — FEHPF I g vHE B .
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W RN detail DCBET, S8R LA B BEAR v SEAL R LR RIS 0, DA Afh s 4 P 1
W R 2 b X L A A A0 ) . 1752 3 show cluster info transport cp detail 4 (1 L N
H

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:

0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN l656ad4ce acb26fe 5f£839f76 7680831
R 733840 1042168 852285 867311
RE 0 0 0 0
RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384
RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
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ROW 0 0 0
ROB 0 0 0
RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
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RRI Cluster Client

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]

Client name Total messages

VPN Clustering HA Client

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages

VPN Clustering HA Client
Cluster VPN Unique ID Client

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history

wngsamrsre

[ee)
o°
o
o
o

Percentage
100%

Percentage
99%
0%

SRR SR, DURA AR m NN SRR Jir AT st s 8 TR 1 Dt AT PR B R U

AREEREBREEE
AR PN HAR GO B, BT F %

cluster exec capture

TECRFEIEG TR M b R, & nT LUEEH cluster exec capture fiv & /58 I st LS RSk SERERs

R DIRE, B SERE AR IR I Bl 19 oK B 3h)s e g .

B
PR
H}
I
it
>

TS LA T i DU A A DR U
show cluster {cpu | memory | resource} [options]

R SR A8 . v options B p T #ds 257,

HIZE RN E

THZ I LU & DU B i

* show conn [detail], cluster exec show conn
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show conn fir & 7R — ML T ) & ISR R B AR AEAERT sl L] cluster exec
show conn fir & 1] & F Fr A 4. i 2 m] DUR 7S SR BA T Th AN ] ASA 1977 30,
FESR I A O T A B B B AIBC B . iy A AL AR 75 (50 Ml 7 A3 P 1) it
AL RS, AR AT LA B8 1 gt 07 B85 7 o A S (K P REAT T S

show conn detail iy 434 i 7MLyt Y. 38 <7 i 8% 20 7
DL A& show conn detail fir4 ()% H 7l
ciscoasa/ASA2/slave# show conn detail

12 in use, 13 most used
Cluster stub connections: 0 in use, 46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
7 - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime

1m21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received

at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface

NP

Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic received
at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface NP
Identity

Ifc Locally received: 716 (8 byte/s)

BN ERR AT MR HERR, T SEEE T AL cluster exec show conn iy & & & T 17 i b
iER:. FHREGUUFRRERR: S8 (V) &H (v) ik E (2o FOIERT =6 ASA L
fl)—2% M 172.18.124.187:22 1| 192.168.103.131:44727 () SSH % 4%; ASA 1 #4 z brik, Fonit
FAREEN R ASA3 WFH Y hrik, RSO ZERLN S 1 ASA2 WIE A R R bR
A, RORILEPTAE . s, HIEENEIEEIEN ASA2 TP R AN HEE L
Ho FEANSN T, BOERZEGE N ASA 1 1 ASA3 FRIANERE O, JH LG RE I e I ol 1
K| ASA2, RIGHH ASA2 LI,

ciscoasa/ASAl/master# cluster exec show conn
ASAl (LOCAL) :‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k****************************

18 in use, 22 most used
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Cluster stub connections: 0 in use, 5 most used
TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASA2-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**********************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3:‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**********************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes 0,
flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counter s

show cluster info conn—distribution F1 show cluster info packet-distribution 4 &7~ &AL T
SR B A o X Wiy 4 AT DA ) S5 DP At R0 8 AR A7 B A A

show cluster info loadbalance fir 4 & /R & B R T ZE T B
The show cluster info flow-mobility counters 4 7~ EID B A A EHER. 551
show cluster info flow-mobility counters [ L4 it -

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested : 2

show cluster info load-monitor [details]
show cluster info load-monitor T4 7 s o — N E) R B REAR A oL it i 038, DA CRC & I
[IBE AL (BRIAEDL N0 300 o Al details SCBE 7 A 45 A 1] 1] i PR BN B B A1

ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name
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Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Memory usage (%) captured over 30 intervals:

Unit ID O
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25

25

25

30

25

Unit ID 1

30

25

30

25

20

25

25

25

30

20

25

25

30

20

30

CPU usage (%) captured over 30

Unit ID O

25

25

25

30

25

Unit ID 1

30

25

30

25

20

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]

25

25

25

30

20

25

25

30

20

30

30 30
35 30
30 25
30 25
30 30
35 25
35 25
35 30
30 25
35 30
intervals:

30 30
35 30
30 25
30 25
30 30
35 25
35 25
35 30
30 25
35 30

BRI S s . 7T H] options Bk T Hdla R

%% 7 show cluster access-list Ay 4 LL N

ciscoasat# show cluster access-list

hitcnt display order:
access-list cached ACL log flows: total 0, denied O

300
access-list 101;

122 elements;

name hash: 0xe7d586b5

30

30

25

25

30

30

30

30

25

30

30

30

25

25

30

30

30

30

25

30

cluster-wide aggregated result,
(deny-flow-max 4096)

unit-A4,

35

30

35

25

30

30

35

30

30

35

35

30

35

25

30

30

35

30

30

35

unit-B,

wsrneng

unit-C, unit-D
alert-interval
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access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) O0xfedfd947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitent=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitent=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) O0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitent=3, 0, 1, 1, 1) 0xb6£59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitent=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitent=2, 0, 1, 0, 1) Oxbl8dfea4

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

SR PTAT W S AL IR AL WA

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

200 in use (cluster-wide aggregated)
Cl2 (LOCAL) :***********************************************************

100 in use, 100 most used

Cll-******************************************************************

100 in use, 100 most used

* show asp cluster counter

Wi A R T B A R HE R AR

I Bk |
HRBHERENGER, WS Tm4:
* show route cluster

* debug route cluster

BRI AR R
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* show lisp eid
78 ASAEID %, ®H@7r T EID Al i1 ID.
%2 cluster exec show lisp eid iy A1 LL R .

ciscoasa# cluster exec show lisp eid
1 (LOCAL) :***********~k~k~k~k~k~k~k~k~k~k**~k~k~k**~k~k~k**~k~k~k************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
Tu2 3 Kk K ok K ok K ok K kK kK kK kK ok ok ok ok K ok K ok K ok K kK R K R K R K R K R K R Kk K R K kK kR kR kR ok Kk Kk Kk Kk K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4
* show asp table classify domain inspect-lisp
A TR AR A

BB HEIER

ﬁfﬁﬁﬁﬁaﬁazu\TEiEGF‘%’ LFJ Iﬂ [J\F Ij
logging device-id

EEBE PR MO A R S H B R . 0T U] logging device-id i 2 SR A2 B CE A AH [ B A
A4 ID ARG HEME, DM EE -2k AR 1A R s AN R4 A5

T ER RO
2 b AR )T A K i 2

* show cluster interface-mode
STV St AREL S

* show port-channel
AT A S 3 3 2 77 P 45 A5

* show lacp cluster {system-mac | system-id}
7R cLACP &4t ID AR 44K

* debug lacp cluster [all | ccp | misc | protocol]

B8 cLACP FHRTHE B

* show interface

oA P gk s MAC Ul R4S A D
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ciscoasa# show interface port-channell.3151

Interface Port-channell.3151 "inside", is up, line protocol is up
Hardware is EtherChannel/LACP, BW 1000 Mbps, DLY 10 usec
VLAN identifier 3151

MAC address aaaa.l1111.1234, MTU 1500

Site Specific MAC address aaaa.llll.aaaa

IP address 10.3.1.1, subnet mask 255.255.255.0

Traffic Statistics for "inside":

132269 packets input, 6483425 bytes

1062 packets output, 110448 bytes

98530 packets dropped

BN

W2 LN H TR AR 4

* debug cluster [ccp | datapath | fsm | general | he | license | rpc | transport]

R AR R T B
debug cluster flow-mobility
B SRR SR K S
debug lisp eid-notify-inter cept
! eid-notify #4=#M Wos .
show cluster info trace
show cluster info trace fir 4 WoR i aFE &, fEdE— D HERR R H .

2 show cluster info trace #r2- [ LL N -

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
MASTER

ASA &2~

XL TR B SR P T AR RIS ASA A

ASA F13Z 354/ B & 7= 5

PAUFBC E 7S Bl HE ASA Sl MR 4% 1 .
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ASA fir &

asarez i

ASA #00 RiktiEA

LXK 172 GigabitEthernet 1/0/15

DYNCE ARV GigabitEthernet 1/0/16

Ethernet 1/4 GigabitEthernet 1/0/17

PLKM1/5 GigabitEthernet 1/0/18
aixg LHEORR

cluster interface-mode spanned force

ASA1 25| BT | SRR FECE

interface Ethernetl/6
channel-group 1 mode on

no shutdown

|

interface Ethernetl/7
channel-group 1 mode on

no shutdown

|
interface Port-channell
description Clustering Interface
|
cluster group Moya

local-unit A

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0
priority 10

key emphyri0

enable noconfirm

ASA2 iR BT SR FECE

interface Ethernetl/6
channel-group 1 mode on

no shutdown

|

interface Ethernetl/7
channel-group 1 mode on

no shutdown

|
interface Port-channell
description Clustering Interface
|
cluster group Moya

local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0
priority 11

key emphyri0
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enable as-slave

EHBTEARE

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface Ethernetl/2
channel-group 10 mode active
no shutdown
|
interface Ethernetl/3
channel-group 10 mode active
no shutdown
|
interface Ethernetl/4
channel-group 11 mode active
no shutdown
|
interface Ethernetl/5
channel-group 11 mode active
no shutdown
|
interface Managementl/1
management-only
nameif management
ip address 10.53.195.230 cluster-pool mgmt-pool
security-level 100
no shutdown
|
interface Port-channellO
port-channel span-cluster
mac-address aaaa.bbbb.cccc
nameif inside
security-level 100
ip address 209.165.200.225 255.255.255.224
|
interface Port-channelll
port-channel span-cluster
mac-address aaaa.dddd.cccc
nameif outside
security-level 0O
ip address 209.165.201.1 255.255.255.224

BRL10S B E

interface GigabitEthernetl/0/15
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/16
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/17
switchport access vlan 401
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BB KIS

switchport mode access
spanning-tree portfast
channel-group 11 mode active
!
interface GigabitEthernetl/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channellO
switchport access vlan 201
switchport mode access

interface Port-channelll
switchport access vlan 401
switchport mode access

sumpiis 1

eth1/8

Cluster Control Link
192.168.1.1, .2, and .3

E | =
o = =
E of ©
< portchi Spanned | ]

MAC: 000C.F142.4CDE |

MAC: 000C.F142.5CDE

>

mgmt

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64

I
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Pool: 8 IPs)

N

| —
— I—

port-ch5

Switch

l VLAN 10

J

4

Client

VLAN 10, VLAN 20 Trunk
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KA AL A B R E S A F VLAN GG, #il1, VLAN 10 W8 4%, 1 VLAN 20 H
TAMEMLS . B ASA A — R B ANTAS Wb L s i s A E s o 5 F b 4k S B AE % 1)
T B AR H 802.1q £3%. ASA J& VLAN 10 5 VLAN 20 2 [l {5 k&% .

i #%5 W % EtherChannel I, FT A7 2080 B % AL AZ B AL 43 20 &3 — > EtherChannel. WIH-—& ASA 4%
PIATTH, ARG AR B 2% 2 TR) P34 i o 2

BRigg LrYEOEN

cluster interface-mode spanned force

REVEH AT SEFRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asal

cluster-interface ethernetl/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HIFERTSISIEFRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface ethernetl/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

BRIBmEARSISREFEE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface ethernetl/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-slave
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EHBETEARE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernetl/1
channel-group 1 mode active
no shutdown

interface port-channel 1
port-channel span-cluster

interface port-channel 1.10

vlan 10

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface port-channel 1.20

vlan 20

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

Pt |
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Cluster Control Link

port-ch1
192.168.1.1, .2, and .3
Node 1
3N /\ _eth1/6
3[ ] [ ethirz A
A =N A eth1/8 (Y ethoi1 -
———— \8
—_ w
o mgmt | —
ze Node 2 e
¥a) A TAN: 0% B
sl ] o2 317 Sz, 3
8 AW §53% 5 eth2/1| SBEZ 8
z 241 | o200 o
- 52°5] mgm 5202
» 52 8 og 2
WA O=_, B/ ethifb M
ol | a | [3l ] etz &
@/ X | [ 2V ethiss >
V V V vV
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T45 0] fit o T A A S R AN R &% 2 TR SR BT o B .

w EEFTR, 22T — A5 4% EtherChannel 4 21 N SAC#AL, 1747 0011 3 — N5 X 4% EtherChannel
ERRN AN AN W TR EE, AR IAERES EtherChannel A7 VLAN #2111,

B6EE LHIEOER

cluster interface-mode spanned force

REVEH AT SEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on

no shutdown

interface port-channel 1
description CCL
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cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISREFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

BRUIRmEARSISREFEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-slave

sHETEARE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

I CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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management-only
no shutdown

interface ethernet 1/8
channel-group 2 mode active
no shutdown

interface port-channel 2
port-channel span-cluster

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface ethernet 2/1
channel-group 3 mode active
no shutdown

interface port-channel 3

port-channel span-cluster

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

SRR (R58Y8 £H/B8 &) BYFEMZE EtherChannel

TEAE i1 EtherChannel ', 55 K35 3l i AR BR 1A 8 ANk B ACHALA o 1 o T R AT 8-F oo S
U AR S A1 2 AN 40 Be 2l EtherChannel, Sl 16 N 1, A 8 ANui A0 Ak T 4% F
Ko ASA {EH] LACP S iy W CC B 5 B A v 2k i, WIRLE RV O 46 P B . 2R &4 A vSS 5k vPC
Jii -l 2 28 #e Ml EtherChannel, JU A SEIRACHHLIAI TG AT . £E ASA b, Frfs P 3o 0K G Hddif 5. 5
P S HEY . A8 R, AR S CHEE” s Gl UK VD, AN o 5 dE
a1 (i, DORIN 1/2) o SR IERE B FR: an Sl F VSSIVPC, BT 5 il I A 20—
GACHML AL, P B AT S — 6 AL &R FERIER T 2 A AR 23
BEIR SO NI 22 R AR B -
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BEEMEE (EyMn8 MABERM) MEML Eherchannel [

Router or Router or Router or
Access Switch Access Switch Access Switch

Switch 1 Switch 2  Switch 1 Switch 2

% -7

Virtual Switch Link Virtual Switch Link

1. Up to 4 nodes

Node 5
2. 5th node joined

3. Maximum of 8 nodes
SEET PR AR U A, P SR T P S S B N B B KA, LR CR R B 4 il O S v
S A M. R, 45 S AR IR, WEIFREN A& A EYY
.
A B % B TR A6 WS ARSI A [R) ) S 0 o e I BRI DU AT BE AR AR . FEITRA 4
SR IIERE, Hh—H W& b —ANEMK A AR TR

CLI$548 1. B 7} ASA RIS HLIR(E CLIRE M, 916
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B coemus (emmsEmBER) KM EtherChannel

Router or
Access Switch

Switch 1 Switch 2

Virtual Switch Link

el

N7
%,

ZM PRI RERC E T £ 4> EtherChannel. & fr7s A — N 8 EtherChannel F1—4>4M5 EtherChannel .
4 5 EtherChannel H 1) 42 il i A B B I 0 A A e, U4 AR RE TR HI R ASA . IX ] AR 1 ASA
FE L5 P8 X 4% W7 T S 2 ) I 00 S e 381k 1 A7 I &% ) 3t
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BEEMEE (EyMn8 MABERM) MEML Eherchannel [

Router or
Access Switch

N\

Inside

Router or
Access Switch

arE LaEOENX

cluster interface-mode spanned force

CLI$548 1. B 7} ASA RIS HLIR(E CLIRE M, 916
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REVEH ARSI SEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

B cuEE 1. B ASA RIEMIRME CLUEESE, 916
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BRIHEETSIGEFEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl
local-unit asa3

BEEMEE (fegh 8 £MA/B&M) MM Eherchannel [}

cluster-interface port-channell ip 192.168.1.3 255.255.255.0

priority 3
key chuntheunavoidable
enable as-slave

BIRARRBETSISEFEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl
local-unit asa4

cluster-interface port-channell ip 192.168.1.4 255.255.255.0

priority 4
key chuntheunavoidable
enable as-slave
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EHl B TiEORE

ip local pool mgmt 10.1.1.2-10.1.1.9

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
security-level 100

management-only

interface ethernet 2/6
channel-group 3 mode active vss-id 1
no shutdown

interface ethernet 2/7
channel-group 3 mode active vss-id 2
no shutdown

interface port-channel 3

port-channel span-cluster vss-load-balance
nameif inside

ip address 10.10.10.5 255.255.255.0
mac-address 000C.F142.4CDE

interface ethernet 2/8
channel-group 4 mode active vss-id 1
no shutdown

interface ethernet 2/9
channel-group 4 mode active vss-id 2
no shutdown

interface port-channel 4

port-channel span-cluster vss-load-balance
nameif outside

ip address 209.165.201.1 255.255.255.224
mac-address 000C.F142.5CDE

FEHERuh 2 B £ EERY OTV L &

A5 ] B X A D) T 0 114D 3% e A e )y o5 () SR RRE A 45 e 2 HM%?OTW’J@BE%D"*EED@EO OTV
WL E DCI _F# R B AR R IE T EAEH . UL KR P3R5 MAC Hibkf, OTV 44l
DCI % R P AEE e . WRAE OTV ¥ kR AR MAC Huht, &% 57 B,

0TV Fc & /Rl

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL MACs

10 permit any any
mac access-list HSRP_VMAC

. CLI $#51: BHL ASA RFIEHIRIE CLIFCE$ER, 9.16
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10
20
30
40
vlan
mat
act
vlan
mat
act
vlan

//To
arp a
10
20
30
40
50

permit aaaa.1111.1234 0000.0000.0000 any
permit aaaa.2222.1234 0000.0000.0000 any
permit any aaaa.l1111.1234 0000.0000.0000
permit any aaaa.2222.1234 0000.0000.0000
access-map Local 10

ch mac address HSRP_VMAC

ion drop

access-map Local 20

ch mac address ALL_MACs

ion forward

filter Local vlan-list 3151-3152

block global MAC with ARP inspection:
ccess-list HSRP_VMAC ARP

deny aaaa.1111.1234 0000.0000.0000 any
deny aaaa.2222.1234 0000.0000.0000 any
deny any aaaa.1111.1234 0000.0000.0000
deny any aaaa.2222.1234 0000.0000.0000
permit ip any mac

woatusaennoves [

ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip
vlan

otv s
mac-1
mac-1
mac-1
route

mat

inter
otv
otv
otv
otv
otv
no

inter
des
mtu
ip
ip
no

inter

inter
des
swi

s

igmp snooping optimise-multicast-flood
1,202,1111,2222,3151-3152

ite-vlan 2222
ist GMAC DENY seq 10 deny aaaa.aaaa.aaaa
ist GMAC DENY seqg 20 deny aaaa.bbbb.bbbb

i i S s i i o i i
fEfff. ff£f£.£££F

ist GMAC DENY seqg 30 permit 0000.0000.0000 0000.0000.0000

-map stop-GMAC permit 10
ch mac-list GMAC DENY

face Overlayl
join-interface Ethernet8/1
control-group 239.1.1.1
data-group 232.1.1.0/28
extend-vlan 202, 3151
arp-nd timeout 60

shutdown

face Ethernet8/1

cription uplink to OTV_cloud
9198

address 10.4.0.18/24

igmp version 3

shutdown

face Ethernet8/2

face Ethernet8/3

cription back to default vdc e6/39
tchport

witchport mode trunk

switchport trunk allowed vlan 202,2222,3151-3152

mac
no

otv-1i
vpn

r

otv s

packet-classify
shutdown

sis default

Overlayl

edistribute filter route-map stop-GMAC
ite-identifier 0x2

//0TV flood not required for ARP inspection:

otv £

lood mac 0050.56A8.3D22 vlan 3151

CLI HEE1:
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H b R FEFEEIE 0TV SUERR
Rl SWOT, w BN OTV MIidygas, DB FFRLIE AR MAC ik, J& 5 25— LU HLAR B .

1485 BAE IEH TAEI SR I OTV A2l B3 ASA 42/ MAC il (i &4 H . b4 HE i
i) OTV RS L LI INX LA H . 2 P AT E DI, & R W R R 45 35 F1 4% - g A
ASA [P ARP % H G FHAAEREM QI , BITEAT A% Z ARP. HIL, OTV BASAHLE
EHAL R R P3N ASA 4 i MAC Hihik. 1T OTV 8 kR %A %45 MAC #ulik, 5 H AR
OTV Wil, EASEN ESE 2 MR IE PR, e %57 MRS 38 814 5 MAC Rk 5
W, A SRR T

//0TV filter configs when one of the sites is down

mac-list GMAC A seqg 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow

50 permit ip any mac

ip arp inspection filter HSRP_VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

M AN R, TN I IE RS, RMER OTV LRt ER &S H . EBRAS OTV 1
A MAC Hidik %, MIMER4 R MAC #ilbfES4H, XA i,
MAC it =555

1ok A WOTIF HA R MAC HBhEFER 4 H Cas el OTV i, R LS > OTV SRANE B4k 1
LA R MAC N . 75—l i n, SRR EEA H . SR MAC LR, DLEfifR OTV

I R R AT IR S H

cluster-N7k6-0OTV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— -t —————
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3
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OTV ARP Z 7z 145
OTV JAUHL ARP #f it OTV #2131 1P HuhikfY) ARP 2247

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1w0d 00:00:31
cluster-N7k6-0TV#

ufh 2 [8) B &R T 51
T SRR RS

0T 4E OB AE N E AL ih = B SR B R

LUR R B2 7s 1) 2 A ASA SRR mi 20 AL T 2 AN EEAE N BSAIA I Bi% rh#  i) CREAEHAN) O Hcd
o SRR R AR R R B O DCT R . A TR Hle 0o ) P BRI T B % 1 #5331 OSPF

H1PBR 2 ECMP 7EREAE B 3 2 [0 B AT S8 . i 45 5 DCI rh B8 e 5 H m] g it

TRFFEREAN LN (RS ol i LRI ASASRTETS B rh Wridi ) o SR —Auli i LR
AT R A A, R R B @ DCT AT 5 — Aol mi 1) ASA SRS A5

I CLIF%E1: BR ASA RFIEMIRECLUEERR, 916
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B =535 545 50 MAC 7 1P s B9 PER 25 EtherChannel 3% 4% 7R 61

e

v N
A “\
( Internet )
"-\.,__ ) J
Router N— Router
]
oo i 4 L |
T ligher cost route Higher cost route -~ i x\
( Outside ) ( Outside )
[[—_ : Ii\ —
OSPF

Data Center
Interconnect

L s
|Clusier Control | \__<f E:
1 [~ |

—— FEAE

4
Inside )
;

— o

1

Higher cost route Higher cost route
A —  —

Router Router

Data Center 1 Data Center 2

B AL S45E 87 MAC 0 IP #thiik 895 W 4§ EtherChannel & H#& 58 7<)

PUR RBI RS T 2 ANMREERO, KPS EREE O 20 A 2 AN ARl b 1R R DG Eh 2 AT
ML 2 IR RPN IR L SRR 1 SRR R R i DCT &R (7 TR ol s 4k
AR 8 5 AP T ) PAY 1S AT A7 08 0 25 g i DX A A ) 30 T 342 B A A He L. B> EtherChannel 15 B
BT AL -

s VLAN A8 H B AL 4 B A (OTV) B EARTE Sl sz (W4 Jg . A8 A 2078 I BH 14 <) MAC b
B E RS, PR AR SR DCT AR IER) 7 — vk . Wi ICyk vy i) —A sl o5 LA RET
R NS BR I ey, TR RE NS R IL B ) v AT AR T . BN VACL kit yE 4 =)
MAC Hbtik. 0 T-RL6F 4l (B BAT F3 RN 1) Nexus) , ILZ04f FH ARP £ 75 bt ik B
2 J5i) MAC il ARP $idlifl. ARP R A ZREEAE ASA L Bk i MAC Hulil RSt 55 1P sl 4n
FANEC E G i MAC Hiik, E2EH] ARP R . HOCHEANE R, ES b il s WA OTV
BL'E 2 400 5L,

SEBEMY T I S I O o BT SR AR L2 2 SR B P MAC I TR . i Bdi
i 5K L BES DC SEBE )3 R 52 (I MAC Hulik o EThAE AT 97 1238 BA LA AN AN [ 35 11 fR 5 /> 3 o
SRANFE 4 5 MAC #idik, 53 MAC HhH25); Mk, B3RS S MAC Hulik,

fEM I
o WERREAIE IR FITAT Hh D e A A8 T ot a7 MAC ik, JFAESUE h AT A AL
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FM 2% EtherChannel Emia dtah s marewnl [

o FRALBIEERER AT N I ECH AT 4 )R MAC i hik Ai%, - DRI ] U P AN 3l R AR] 5 i
OTV Iy s a5 it b0 A R AR A

I o Cin e,

e

( Internet

™
oder ——— | J\E@g@[

Qutside

Node 1 Global MAC
(blocked by OTV between sites)

Data Center

Site MAC 2
Interconnect '

Data Center 1 Data Center 2

AK OTV BLE R PINIREASCER, TS 0 i Bl ri AR OTV MUE , 55 400 1T,

F£ M 2% EtherChannel & AR F db uh = (B BEEE 7 151

PUR 7RGl T 2 ANMERERO, XN EERE RO 73BT 2 AN E AL N BN A T A e h e 2 ) (R e
A B bt . Bl 0t AR BRI DCT MR A7 TR~ (K A 1 0