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* Asav-vi - i& H] T-HB3&1E vCenter I
* Asav-esxi - 18 1] T AE ESXi | (JG vCenter)

* ASAv OVF fEASCReA AL (FEARSE R N2 ed11F) o TEORTE ASCIL Fe BB T A&
I FR 5 22 35E VMware vCenter A1 LDAP JIR45 25 .
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AR ASAVHLHZN )G, EATLVET X AN IRS) S . E, BRI T R BT iE

$# (Connect at Power On), 4K ASAvHTHLAR FELIN, R e 4 2B ) 2%
1 il OVF M85

S OVF =N

vSphere H {15 tH OVF Ak n] 5 Bh a0k TG ASAvSEWIEL S A OVE Ak, %8 n] UE S ) OVF
RS AEAH R 5 A R RIS 3588 ASAv SEH . 7E vSphere L A# F 5 H H OVF B4R E ASAVILH] 2
A, LAUEN OVF U RS & IS R, DABE 1R 5 I

BT 1 ASAv OVF SCAF.
1. GxFICFH OVF BAR KA.
2. WSEIFAESCAG AR AT IT OVF 3CAF.
3. ﬁ%ﬂ%?ﬁ%Eﬁ%%% <vmw:ExtraConfig vmw:key="monitor control.pseudo perfctr"
vmw : value="TRUE"></vmw:ExtraConfig>o
4, ﬁﬂ&%*ﬁ%& <rasd:ResourceSubType>vmware.cdrom.iso</rasd:ResourceSubType>o
39
%?%%$%§§ <rasd:ResourceSubType>vmware.cdrom.iso</rasd:ResourceSubType>\Vﬁh
<rasd:ResourceSubType>vmware.cdrom.remotepassthrough</rasd:ResourceSubType>o
HREANE R, 152 VMware RATI7E vCenter Server 5.1/5.5 i35 OVF W (2034422).
5. ﬁﬁ)\ UserPrivileges OvfDeployment %H ControllerType HGEéﬁtﬂio
il
- <Property ovf:qualifiers="ValueMap{"ovf", "ignore", "installer"}" ovf:type="string"
ovf:key="OvfDeployment">
+ <Property ovf:qualifiers="ValueMap{"ovf", "ignore", "installer"}" ovf:type="string"
ovf:key="OvfDeployment" ovf:value="ovif">
- <Property ovf:type="string" ovf:key="ControllerType">
+ <Property ovf:type="string" ovf:key="ControllerType" ovf:value="ASAv">
- <Property ovf:qualifiers="MinValue (0) MaxValue (255)" ovf:type="uint8"
ovf:key="UserPrivilege">
+ <Property ovf:qualifiers="MinValue (0) MaxValue (255)" ovf:type="uint8"
ovf:key="UserPrivilege" ovf:value="15">
6. fRff OVF Cff.
7. ffH OVF R EE ASAv. 1S [ VMware vSphere Web & /' Uiij il & ASAv.
18I S PR A B ST i AT A I

XTI AL T, RO A T B HAT M R A VERTUESCR) s Biltn, P e 2 2 4% 2Gbps SR .
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. ping BCEENT. ASAv 1 A AR T 6 T 1)

{&£ F3 vMotion &4 /& NI

o 3 VMware [FIEK, WISETHRIEH vMotion, T R B8 L= 0F 6% 3028 ASAv WE], 0
WEHTHERE, M PAEAM (Fre A0 BERZE BV AR A . (H0E, R a1l
F vMotion ¥ ASAv 1 & HAh ML, AR A Sl = .

EE &SR B A FEF0 vePU 4 L
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z2HI5h T E5% M5 T E5% M
RER <fEE> <fER> 5z w2z
MAC il | <fER> ez <fEE> ez
Dotk <fEE> #xz w2 w2

fi & 45 ASAVER {47+ €1 22 Day 0 B & 3%

TR B) ASAVZ T, T LIHES —A> Day 0 FCE SCAF. MSCH2 005 ¥ 7E ASAv 3 3l R HI TR ASAv
T B (R SOARSCAE  IEHTAATC B TN R B 1) TAE Hskrh 4404 “dayO-config” MISCASSCAE, FEEA

U B 2 BRI day0.iso SO Day O e B SO 220 42 /040 5 FH 1ot 8 38z 11 DA S ik 8 1T
T A H S IR SSH RS54 4, HE IR A3 508K ASA FiL'E o AR — M 2

¥ dayO-config JERIA day0.iso. day0.iso LA (H & X day0.iso BiBRIA day0.iso) DAZTE T X JH Bl
Firhar i

FHia Z |l

FATEA TR P AF 2 Linux, {HXT Windows t0 45 280 sz R+ .

© BAERIIRTE LR T BB ASAV IVFAT LR, 15K A REURR R AR B 2 R B REVE 7T
54y (ID) 2 WA Day 0 BCESCIFAE TR Ha HA4 8 “idtoken” [ SCASCAT

o R FHEN BRI BTHD QUAEER VGA #Hl5) UiRl FELE ASAv, U Day
0 B & SO N ALFRE console serial WH, A RefE H XA shd AR S 4T .

o R EAEFEWIRT MBS ASAv, WLAZRAEIE IR R CAIIE AT ASA B & 30T HIAE Day 0
B SO o IXANIEH] T B 15 KES ) Day 0 Bl E 30T

A RAMATAE ESXi REAUNLIRAEFE R b 2238 1SO MR R ILABAE B, 120 #ENIAIRR G, 55 1 5T
HK) OVF SCAFHEN

FER1 M Cisco.com FEIEAIINF, IEHRE IR A ML L -
https://www.cisco.com/go/asa-software

B % Cisco.com &g BAUERMRS & FH o

LR 2 LSRRG 20 TAE H 3. W20 MIBRZ H s R S o JErp AL HE DL R SCA
* asav-vi.ovf - iEH T vCenter #3 .
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B E 5 Asavixti 6022 Day 0 RE

* boot.vmdk - i3 B LR IAZ -

* disk0.vmdk - ASAVE LML .

* day0.iso - 147 day0-config LAl idtoken SCfF (FJE) Y I1SO.
* asav-vi.mf - i@ H T vCenter #3135 5. 3C1F o

* asav-esxi.mf - i&i ] T-9F vCenter #3213 B 3L A

P®3 E4 N “day0-config” [SCASCAE N ASAVIF) CLI ACLE o 8 I —=AN4 114 1 C &R0 BT 75 AT ] S0A i &

F—ATNLL ASA JRATTF3L . dayO-config N iZ & H R ASA Fl'E . E % day0-config F& 1 5 & WA 1) ASA
8 ASAVEL il —AMSAT AL E W T a4« dayO-config HH AT PR 22, N5 I show running-config iy 2l
H R B AR T o

AL T W dayO-config SCAFHIZRHG o B — A7 tol s s 85 T-IBAL LUK 2 1111 ASAVIN 1) dayO-config. 2
TSI B N T IR LUK M B2 1 ) ASAVE ) dayO-config.  #5H] LAE I dayO-config SR 77 SR-IOV 4%
FIE) ASAv; 152 BAENIFIBR S , 25 24 1L,

-

ASA Version 9.4.1

!

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

T

ASA Version 9.8.1

!

console serial

interface management 0/0
management-only

nameif management
security-level 0
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ip address 192.168.0.230 255.255.255.0
!

interface GigabitEthernet0/0

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0
|

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 10.10.20.10 255.255.255.0
|

route management 0.0.0.0 0.0.0.0 192.168.0.254
|

username cisco password ciscol23 privilege 15
|

aaa authentication ssh console LOCAL

ssh 0.0.0.0 0.0.0.0 management

ssh timeout 60

ssh version 2

|

http 0.0.0.0 0.0.0.0 management
!

logging enable

logging timestamp

logging buffer-size 99999
logging buffered debugging
logging trap debugging

|

dns domain-lookup management
DNS server-group DefaultDNS
name-server 64.102.6.247

|

license smart

feature tier standard
throughput level 10G

|

crypto key generate rsa modulus 2048

PERA O KRR REPCIEAE BE A A AT AR BEVF AT IE 54402 REOSCAE T 4RI ) PC

PERS  (ALE) RS E ] D A MIFR IR S ID 24 “idtoken” fRISCASCA .
L34 0 B Bl 1 B BEVF AT IR S5 S ASAv.

PG AMRDR SO S 1SO SCAFA: i E Y. CD-ROM:

il

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

i
g
~

7€ Linux b5 day0.iso {1357 SHA1 {4

i
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openssl dgst -shal day0.iso
SHAL (day0O.iso)= ebbee36elebla2bl09311c59%9e2flec9f731lecb66 day0.iso

LI 8 1E TAF H %[ asav-vimf LA FEFT AR LHT,  HH¥F day0.iso SHAT (B4 87 A8 B IR {E

-

SHAL (asav-vi.ovf)= de0f1878b8f1260e379e£853db4e790c8e92f2b2
SHAI (diskO.vmdk)= 898b26891cc68fal0c94ebd91532£fc450dad18b02
SHAL (boot.vmdk)= 6b0000ddebfc38ccc99%ac2d4d5dbfb8abfb3doc4
SHAI (day0.1iso)= ebbee36elebla2bl09311c59e2flec9f731lecbbb

FYR9 i day0.iso SCIFE T BB A SOOI I 4 B AL L. JORE 2 22 BRIN A A day0.iso XAt
FEMNIZ H s UL REAUBLIN, RGN AT E R day0.iso A TRCE .

£ FH VMware vSphere Web & Fim & ASAv

AT AT VMware vSphere Web 2 /7 i & ASAv. Web %5 ity 2 vCenter. WUREEA
vCenter, %[l VMware vSphere 7% 7 il Day 0 JiC E K32 ASAv, i OVF T HFI
Day 0 Fit & K5 ASAv.

* i 1] vSphere Web %% )7 it 1 245 8 P w AR I AEAE 5 55 10 TL

* ffi ] VMware vSphere Web % ' i ASAv , & 10 1T

i715] vSphere Web & F ik F %2 & Fim & G
AT B4 5 1) vSphere Web 28 ity o AT I AR UMA] 22525 P ui SR ISAGEAF, 1 FELF 21T ) ASAv
G T T . Macintosh A7 R4 Web & P umZhae CEIEIEME) o 1ES 1 VMware PG 3REL
SERE R i SRS o

L1 NI Y28 H 8) VMware vSphere Web %% 7 it :
https://vCenter_server:port/vsphere-client/
BRAINEOL T, 3 11k 9443,
P2 N0 e imbeddiftlr, LMEYI R ASAvEETG .
1 fEEbET, ST HERIREREH (Download the Client Integration Plug-in) DL N & 414 .
2. KRHINES, ARG 2R e e e i T
3. WHAdF G, PR vSphere Web %5 /7 iy o

LIBI WA LREN, ARG A ER (Login), ok F{ER Windows 1& & 58IE (£ Windows S1E S8 1840E) &
EHE (VPR Windows) o
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{5 F VMware vSphere Web % i &1 & ASAv .

[y

{$ F§ VMware vSphere Web % F i & Z ASAv

PHE ASAv, i H] VMware vSphere Web % /7 3y (5% vSphere & /7 %) AP E LA 2L (OVF)
FIASAR SO . 7E vSphere Web %% 7 iiii 4 1] Deploy OVF Template [f] 5 K353 ASAv HJERHKA4
I RN ASAV OVF SCHF, QIEERHEAT ASAV FIEIINL, IR el t.

K2 n 7B VMware IIARAEL TR, A K OVF BB 245 &, 1§21 VMware vSphere
Web 2 ) S IR AL T B o

FriaZ 8l
FEHBE ASAv Z i, MAASAE vSphere AL E /b — WL (JHTERD

M Cisco.com F# ASAv [E45 3C, F¥HLARAE R PC:

http://www.cisco.com/go/asa-software

ERE T5EE Cisco.com B BAEENRS & A

7£ vSphere Web % /' iiii [ S 2% (Navigator) Ff&H, fiidi vCenter.

ridi EMFNERE (Hostsand Clusters).

A T B E ASAY s haL . SERFELENL, AR5 EEEERE OVF #84) (Deploy OVF Template).
LERPRE I “ER28 OVF 24X ” (Deploy OVF Template) 7] 3.

Fe ) T B R R A

TR E MG ST A, K WY 2 Wi 21 246 I I BEAS ASAv #2111 .

WA &% 0] RE AT 15 F R P HE . a0 AR MERR B N 4%, af ARYJGAE “OmiRic i ST UEHE R S el i 4% . 5 HE
i, AEE AT ASAv 529, ARG PR mERIEE (Edit Settings) LAV M 4wAEIR E (Edit Settings) AHiGHE. HE, i%
FrEeANos Bor ASAv #1 ID (XS R ERLEs ID) o 5S04 NI M2 iE i 28 1D Al ASAv 211 ID & 5] :

M L% &R ID ASAv #0 1D
Network Adapter 1 Management 0/0
Network Adapter 2 GigabitEthernet 0/0
Network Adapter 3 GigabitEthernet 0/1
Network Adapter 4 GigabitEthernet 0/2
Network Adapter 5 GigabitEthernet 0/3
Network Adapter 6 GigabitEthernet 0/4
Network Adapter 7 GigabitEthernet 0/5
Network Adapter 8 GigabitEthernet 0/6
Network Adapter 9 GigabitEthernet 0/7
Network Adapter 10 GigabitEthernet 0/8
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AT EAT T AT ASAv #2115 {HJ&, vSphere Web 25 it B 3K O BT AT B2 I #B 0 BE M 4% o 0T 8ANFT 540 H (1) 2
1, HFAE ASAv FLE 4 %8 1. 75335 ASAv J5, ] LR [A1 %] vSphere Web 2 /7 3 LA “ZmiH e B %)
THHEF I BRAAM o A OCTEANE S, 2% vSphere Web & 7 Ui A LHE B

FR XTSRS /HA 5, GigabitEthernet 0/8 B FC & 4 MR A2 1.

PIRT RS HTTP AR ) B, W)06%57E Smart Call Home 2 & (Smart Call Home Settings) X 35+ ic
BV AR E . PEAREE— B H T Smart Call Home

WIES AT MR/ HA S, WA CH SRR B AT R

* FEE % F A HE 1P Hohik
U SIC B B N, AR [ R 2 LR E AN T TP HukE A AN TP Mk o 4 R AT M b )
BNV 2 A0 WA IR TP Mk Al MAC ik, R IRE s .t b T & PRSI s S & 1P
HhEAI MAC Huhk . HF MBS KL MAC 5 1P Huhiblic % i 284k, W% AT AT B A3 AL K4 ARP
4 H AL BB I o

* 7£ HA Connection Settings X 3k H e ! i b i F i i e
RS 0 T IR 5 B e o AN U S A B A B EA TS, MBI B 5 I IS TIRAS . GigabitEthernet
0/8 CLTHC B A WS 4 RS B I o i N (R — 9 28 b (R BE % (R 75 sl R o FH TP Ml

P$IB9  ENZIN S )G, vSphere Web 2 F ik Ab#E VM; 4 W] LLZE Global Information [X 3 ¥) Recent Tasks % % ' & 2
“YIEhik OVF #E7 IRA.

> 2] Recent Tasks o
| Al | Running Failed
Initialize OVF deployment

@ DE-Testing

P 1
G

PR T |

79

e, 4% % Deploy OVF Template 58 R 4
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{# F VMware vSphere Web % i 282 ASAv .

| = [£] RecentTasks

| Al | Running  Failed i
v Deploy OVF template '
] -asav3

" |nitialize OVF deployment
B DE-Testing

[y Tasks = MMaore Tasks,

BEEIAE “J5 97 (Inventory) HHAHE E Hd o0 2% s ASAVHLSEH .

37280
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. {# F VMware vSphere Web %= [ &1 Z ASAv

vmware® vSphere Web Client #& @

m Home [~ | K| G meeeeasavd | Adions v
3, Search:
|

| Getting Started | summary Monitor  Manage
|

(3 Virtual Machines B |
] VWhat is a Virtual Machine?
| irtual Machines : s
Avirtual machine is a software computer that
& asave like a physical compufer, runs an operating
system and applications. An operating
syestern installed an a virual machine is
called a guest aperating system

asav

Because everyvirual maching is an isclated
computing environment, you can use virual
machines as deskiop or workstation
endronments, as lesting environments. or io
consolidate server applications.

InwvCenter Sarver, virlwal machines run on
hosts or clusters. The same host can run
many virlual machines

Basic Tasks

B Power Off the virtual machine
i Suspend the virtual machine
i Edit virtual machine settings

At e e T P o ot et i W

PIR10 W ASAVHLMIARIZAT, 15 i BEIERIML (Power On thevirtual machine).

amzs

545 ASAV i 5, RIFZRE ASDM il G iER: . 24 ASAv A s, K BUEN OVF SCHR Bt KIS 4,
T TR IS ASAv RERCE T . R5K A ER 51 SR, HBIERIET. YK S ASAV I, 44 H

WAERDLRE. BEEERINE, 1H5ALEE & (Console) I K5 i ASAVIE G
SEN X THEEEEMHA E, BRI RIS H 3% . SR

o B A I I 2

© NS BB SE AR 1P AL BE . BR T TR IR R IR & MR R IS EON, A

bootstrap Bt & AH A o

T—Mtt4

B ) RN Al iR MU T ASAv, ASAVTE E 5 i) ELEAM . 82 5, A RETT ST LA

B, DASZI H R U7 i) R T AR AT .

. {$ F VMware 3 ZASAv
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{# F VMware vSphere ¥ 37 % i #0 Day 0 it & R &8ZE ASAv .

{5 F§ VMware vSphere J# 37 % 7 it #1 Day 0 it & S ER32 ASAv

B ASAv, ] VMware vSphere % )7 i F1F I ME RS 2L (OVF) BEMRSCHE (asav-vi.ovf 1
FF- vCenter %, asav-esxi.ovf i& HT-3F vCenter {5 ) . 7F vSphere % /" Uity il | Deploy OVF
Template [1] 5 K55 ASAv ERHRAL . &I SR#ENT ASAv OVF U, BIENHFIZ1T ASAv [
WAL, IR A,

KZHn LB ZE VMware [RHEL IR . A 2K Deploy OVF Template [ S 8 245 &, 1524 VMware
vSphere 2% it BRALHE B
FrI6 Z 7l

o JEE ASAvV 2R, %SAAZAE vSphere L E /b — AL (T HD .

o FE IR A ASAVERATIFQI4E Day 0 FCESCAE 55 7 TUrb P BRI Day 0 FL &

$IR1 J33) VMware vSphere % P, SR E KL (File) > & OVF #&#) (Deploy OVF Template).
LR L “ 538 OVF B ” (Deploy OVF Template) 1] 3 o

PR 2 WK asav-vi.ovl SCHHR RSB TAE H s, RGPt .

PR3 WK R OVF BEBRTEANE B REEAT LU T &N hids . i RS FAEFH B € X Day 0 FC & SCIF, WA 5 BT
AP

PR B AR BoRT B WA 2L . R FER (Finish) BURE AU,

HIBS JH5) ASAv, FTIF VMware #5H16, SRIGEAFE KA 50

126 it SSH 155 ASAv 58 T HIBCE . W Day 0 & b AN B BT ENTERCE, 3477 VMware 5
G IF e L B E .

ASAv BUAESE 4 IEHIEAT o

£/ OVF T E %0 Day 0 Fii & 3 ZRZE ASAv

AN AU OVF THERE ASAv, IEHEE 75 % Day 0 it & 14

FiaZ |l

* i H OVF T8 ASAVI T2 day0.iso SCPF. AT LUEHBRIN K ZE day0.iso SCAF CFR4E A
FRERAE) AT D A A 2R ) B SE X Day 0 it B S0 . A Day 0 BLE SO, ES IR IK
% ASAVERIF A1 E Day 0 it & S0, 55 7 1,

o Wiff OVF T H 235 4E Linux 8% Windows PC &, FF H U824 (0 H AR ESXi RS 5.

{# F VMware Z3ZASAv .
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AF 2R B %e3E OVF T H

-

linuxprompt# which ovftool

i 1 P (R A2 A T A — A .omd SO

T

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=4Core8GB \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup Mgmt" \
--net:GigabitEthernet0-1="Portgroup Inside" \
--net:GigabitEthernet0-0="Portgroup Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@10.1.2.3/

AT % cmd LA

T

linuxprompt# ./launch.cmd

ASAVIAE; SR A 3.

ML SSH ML 2 ASAVIE T A ML E . WIRTGELLHE, 7T VMware 615, BEA ASAv, JfR A%
fRIHC .
ASAv BUESE A IE R B81T.

18] ASAVIZEI &

X T ASDM,  AERCEEAEIL T W] e 24 A CLIEAT #ebafbR . BRIATE U, 0T LAVG ) A & VMware
vSphere il &, W n] IBCE M2 AT &, EHAEERIIRE, SRR HARIG.

* {fi [ VMware vSphere 1] &
o FCE 26 B AT HE R 6 i 1)

\}

ER WIREH Day 0 BE SCHETCE ASAv, I LAZEZIC & SO A4S console serial WEE, LAMEAE T KA 3
RERE PR SR AT AN 2 I VGA 5l &5 1S DR 48 ASAVIRF IR0 Day 0 FLE S, 26
7 Ul
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{$ F§ VMware vSphere 3= & .

&£ F§ VMware vSphere iZ#| &
KT WA & s HERR, MBI VMware vSphere Web % /7 s $2 {1 KE S 1) 5 U7 in) CLI. f70] L
)5 M Telnet 5%, SSH fic & CLI ALV ] o
FFeaZ Bl
X} vSphere Web & F' iy, %655 P AR AT AT, IS VT ) ASAVEE Il 5 BT 75 1.

HIE1 /£ VMware vSphere Web % i, A7 8 Al “VEH” H1) ASAv SEH], RIFIEPEFTHIZEHIA (Open Console). 1§
F, TS “RE” (Summary) IR B B EIIRE] & (Launch Console).

P2 fdHE G, RS Enter o VER: 4% Ctrl + Alt WRBOLR.
Wk ASAV HE)A B, BB BRI

M ASAv H RSN, K BUEE OVF U S, IR ETasing] ASAv RERCE . Rk ASIE A5
TR, HENEWIET. PCHE RS ASAV I, A BN R Shid 2.

ER AECRVFRTIEZ AT, AR RREIC 100 kbps,  DAEEAT LLHAT WD RN . 5 22V rTIEA REIE W iz
1o AELARVFAIEZ AT, BOLREBILUF M SRS 6 RS L

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

BB E B DL NN

ciscoasa>

I FERFFR IS IEATH 7 EXEC B, H P EXEC AL ESRIIE A4 4 .
P$IE3 Uil R EXEC Bial:

Tl

ciscoasa> enable

EXo R A TYIN DS

Password:

IR A f% Enter BARS. BOAEOLT, WA WERLIRT S A 2, W A XS AN 2 4% Enter 8.
SN R B
ciscoasa#

EFRFR EXEC 80, i dERe & ar 23 m o ik il ARFA EXEC AUk it B
SRR, 1IN disable. exit B quit 4.
LIRS Vi) AR E A

ciscoasa# configure terminal
R O BUR B

ciscoasa (config) #

{# F VMware Z3ZASAv .
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B e=mssssnann

AR ERUTIAICE ASAv. LR H A RRCERSL, A exit. quit 2 end fr4.

fic & W48 SR 1T 6 & im O

A RAT B AP 5 AR, AT LRI X 4% A A T i 11 BG4 B Rl 40 AR A 3 1 AR b 4% (VvSPC) EAT
WG Vi . AR VEN NS R, 7520 VMware vSphere SCR . 7E ASAv I+, UK &
i th X B AT I L AR BRI & o BORE P A 0 o8 R AT 0 LG

$IB1 (& VMware vSphere H' L& M 45 Hf AT 1. 152 [ VMware vSphere 3CHY
HIR2 7 ASAv [ disk0 FIR H 36 FEIEE— A% 4 “use ttyS0” HISCHF. BESCHEARTEGTMAE; & A THELL M E
AEAE:
disk0:/use_ttySO
« 7£ ASDM ', AL TE (Tools) > XHEIR (File Management) S5 HE FAL1Z 44 BRI 45 S0 A SO

* £ vSphere FEHI G, BT LU SCAE RS RIBLA SO RSO ZHD0E 4 AR, Bl

ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg disk0:/use_ttyS0O

PR3 FTHINEL ASAv,
* {£ ASDM H Kk ki F T B (Tools) > R E#ME (System Reload).
* & vSphere il &5, fiIA reload.
ASAv 15 11 k1% 2 vSphere 51l 5, 11 A& A B AT HI G

HIR 4 Telnet B EFEA IR AT 3ty I 48 2 1) vSphere =4 IP Huhik Al 15, 55 Telnet 2] vSPC IP Huhik Al [ o

FH 2R vCPU S &t = 1F A]IE

ASAv il A B VFRTIE, &2 s n] UMEHI ) vCPU i .

DR TR (B ) ASAv ) vCPU $im, S8l DLHGERTF Al e, N HEFAfE, JEE VMware
FREE 5 VML B 11 LLDC e H{E

\}

ER LA vCPU B 20 ASAv CPU ¥ AT UE A S VP ATIEAH AT . RAM A 25T X vCPU #im kT
IEREE . sk BRI, 1 45 b b FE b e R B I 37 B R 44 nTUE AT vCPU . WIS A AERFEEA L
fid, ASAv TiEIEH TAE.
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s vepu izt gir i [

FE PEHVFANE.
T2 NHIPVFANE. X T B RS, KB vE aT R 2P A B
PRI PATEUT R —, BAREGR TR A A e 12 -

« MBS - £E vSphere Web 2 /i, G % FH ASAv. 11, fiili ASAv, SRJ5 il R E R (Power
Off thevirtual machine), =¥ 48 sty ASAv, RJFIEFXAEIRIER L (Shut Down Guest OS).

o TolBESERS - F vSphere Web % /it h, M) ASAv. #ll, fiddi ASAv, SRJ5 i K H E ML (Power Off
thevirtual machine), (¥ 18 st ASAv, RGIEFXAIAEZIRIER S (Shut Down Guest OS).

$1B4 il ASAv, KRG A REEE IR E (Edit Virtual machine settings) (i £ 5 i ASAv, RGEFREIRE
(Edit Settings)) -

REK BN RiEIR E (Edit Settings) X G HE,
WIS ES VT ASAVH ) CPU/NAF 2K LU 8 B vCPU VR il Uk I IE A -
PIR6 (EEMREMS (Virtual Hardware) E5i~ F, MW RRzzIZH 2 CPU EHHE -
$£IE7 4T Memory, i A RAM [FHHE
FE8  EHHE (OK).
WX 4TI ASAv L. BN, ridiEsIERIHL (Power On the Virtual Machine).
B0 XTI

1. FTIF M p i 6 808 ) F H s Fi) ASDM.

2. HWATERUABNIG, Wb 5% 1 %

« ASDM: Kk iEFEM#E (Monitoring) > B 14 (Properties) > #fE45 %% (Failover) > IR 7S (Status), #RJ5 il
®A%ER (Make Standby) .

* CLI: failover active

3. MEBhd A EELE 3 29,

T—%#ita
ARHEAE R, WS VA ASAv,

{# F VMware Z3ZASAv .
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1 A VMware ZB3EASAv I
| A

M RE I

125 ESXi B E AV T4 &E
W ESXi EHLK CPU Bl & W&, n LIRS ESXi M 1 ASAv PHfE. (i I B O Beik 10,
A LA AL CPUZE EAL 3 AZ O R, R O TR JER AR 2. 48t
e, 10T LB RS BN 2 BE 2145 2 SR R AL PR RS

HREAMGEE, ESHLLT VMware 3R,
* {vSphere WIHF ) 1 CPU HIRE M2,
* {VMware vSphere )V GER A SZEE) -

* vSphere & /Ui ML B o

NUMA &

BT (NUMA) 2R AP 380, i3 T 2 AbBE8S AR G0 1 N AF B DRAT AL PR 1)
R . WERAEFRERVT R A AEANE QIR GEREAAE , IS I NUMA JE £ DU T At
A IR i) T A

X86 M55 4 4t th 2 AR AR TR I 2 D WAL BES CPU i S 3L A7 AN 1/0 SR N
NUMA 5 xio M AF R ICER L, RS N AN SR A AR B BE a6 (B2 NIC) WA T [l — A4
R

JyfA i ASAvIEfE:
* ASAv VM W Z0AEL— NUMA i i LigAT. WEREE T A ASAVELE 2 NMEfssT, WTkfe
SEITE NN

* 8 1% ASAv (4 1: 8 #% NUMA ZEkyRf] , 45 21 1) Bk 1ML CPU _LHAEANTRE 2 /04 8 M
o I FEARSS 8% LIZAT I L AB R RIML .

* 16 % ASAv (18] 2: 16 % ASAv NUMA ZEH7rf] , 55 21 10) BR EHL CPU _E RS 2 /047
16 N DK RE S g 4T i SoAt f JUUML

* NIC N5 ASAVHU T-[H)— NUMA 5 55 F.
Y

IR ASAV ASCFRIEEAZ LI Z HE BN AT I (NUMA) 5 SR 2> CPU #i
.,

T B RFIRSG2H A CPU Hifl], 414> CPU f 18 W %. 8 1% ASAVE SR AL CPU L&A
204 8 M.
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numaenl [l

& 1: 84 NUMA 22435451

— numa 0 numa 1 -

8 core ASAv
CPU Socket 0 CPU Socket 1

ENEEEN
Mameey EEEEER
EEEEER
WO Controbor YO Controlor
[roc]  [roe] [ rore |
NIC

N BN EIRSS 28 IS CPU M, 45 CPU A 18 MHNK%. 16 # ASAvE K 4L CPU LA
R0 16 M.

& 2: 16 %% ASAv NUMA 5215751

— numa 0 numa 1 -
16 core ASA
v CPU Socket 0 CPU Socket 1
oores
|
i ENENEN
—— ENEEEE |
§ EEEEER
IO Controlor WO Controlion
] [ror] En

MNIC

B R ESXi L H NUMA 2ERHEANE R, 1ES B VMware ESXi AR N7 VMware SCAY
vSphere BRE . FAE ML SCRAN HARAR S SCRY O B BT hRAS, 1BE SR

http:// www.vmware.com/support/pubs

£ VMware 3 ZASAv .


https://www.vmware.com/support/pubs/

%7 VMware Z3EASAv |

B =7ussr R Rss) w54 RX AT

P F#£4um i R (RSS) B9 % 4~ RX BAFI

ASAVFFHAIY E (RSS), W0 45435 e 45 1) FH I I AR 9 48 Bt s 9147 40 R4 2 M B3 N
KSR R, RS vCPU (A% #2041 LR NIC RX BAAI . iR, MR RA VPN
ETT REAT ] L P AN B X

[ &y

EEED BT ASAVIRA 9.13(1) B S RA, A REMEH Z A RX A%,

X HAT AN DG 8 4% VM, AN LKA 4 N RX A%, e 3: 8 #% ASAv RSS RX BA
B, 522 TR

[& 3:84% ASAv RSS RX BA%|

ASAv
8vCPUs = 8 phyical cores on host

,
dlhlLLl

Inmld;)]J 0utsnde RX

WEF BT AR R 16 B VM, A2 0K 8 AN RX BAAI, 4nf&l 4: 16 % ASAv RSS RX
BB, 423 T TR

SPISU| DINA
vNIC Outside
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ATk & Rss) s 4 R psl ]

[& 4: 164 ASAv RSS RX B\ %

ASA
% 16vCPUs = 16 physical cores on host

[LLLILILLILIILLL)
11T

Qutside RX
NRERTIEHT VMware 1] ASAv vNIC LA SCHF) RX BAAIECE . A7 SR vNIC Ui, 1
Zl 3 WNIC , 552 1L,

vNIC Qutside

Inside RX

% 3: VMware 333 #5 NIC//NIC

NIC £ vNIC 3EZHFE | IR EHIZFHAR RX PAZIEY | %A
FF
x710% i40e PCI Fiif e 8N PCI B A PR ) NIC $e 4t i ik

fie. FEHIMEST, NIC TH T
ASAv, AREHERIED,

i40evf SR-IOV 4 HA x710NIC (1) SR-IOV £ # A%
T (41 30%) PCI Hili. VMware
A 140evf 5 2 AT 4 A RX BA
Hlo 164% VM ZHk F| i KA =,
W 8 A RX BAF,

x520 ixgbe-vf SR-IOV 2 —
ixgbe PCI Fii 6 ixgbe IXBNFEF (F£ PCI BELIEA
) 1164 RX A, PEfiES
i40evf (SR-IOV) A T
ANid vmxnet3 AT AU wZ 8 | AEUUHT ASAVI00.
RiE ¢1000 AEWATH] VMware.

*ASAv 5 x710 NIC (1 1.9.5 i40en FEHLIRSNFE P ANHELR o 52 1H B 7 RS 1F0 SR S AP 4 1E 0 A% o
15 KR B ERIGAE NIC DX ENFEE R [ 2RI AS () ESXCLI a2 IS EL, 2 IR NIC IR ShF2 7 A [
RRRA , 2F 24 1L,

£ VMware 3 ZASAv .
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B srovizoaE

IR NIC 3RX 2772 Fr 0 [E {4 hig A<
U R G EE ) B U S (1 [ E AT XN R P A L, W] U] ESXCLI i 4 A #1244 -

* A%EEXB?%NIC E@ﬁu%%y Jﬁifi SSHI@;*%*H?%EHL %E@'ﬁ’ esxcli network nic list fﬁ/q"\o
Wb iy 4 I Ay S 3R A TR A — LA R I ok
* JEAS R O 42d% NIC ARG, 1 n] A HCEAN BCE 5 S o 84T esxcli network nic get %

TETEM‘EE@ NIC gﬁk esxcli network nic get -n <nic name>o

)

AR MR 25 B AT LA VMware vSphere Client % . fEELE (Configure) &I (1) 438 5&E
BLeS (Physical Adapters) 1] $k I3 Be 28 FOR B FE 7

SR-10V #zx O
SR-IOV A2 VM HZEHL A IS — PCle ML IEHL S . SR-IOV E X T N4 hfE:

- YWIBLINfE (PF) - PF #5015 PCle ThfiE, 1045 SR-IOV Dhfig. XELTHAEAE LHLAR S b Bom A& 30
H 4 NIC.

o JBERIThEE (VF) - VF 216 B FEER AL 057 PCle DhfE. VF IR H T PF, JHiliid PF AT P

VF 7E B IRAE RGAESE T, Femi il LA 10 Gbps (3 1% H: ASAVHL. AT E KVM FR15
FACE VF. ASAvVAI SR-IOV 2 DR /44 T ASAv LS SR-IOV 2 -5 o

JHE TN F0 R )

SR-10V = /&N

VMware vSphere 5.1 A 5 S AN A5 B AR5 8 B A 85E N 3CKF SR-IOV., 3 | SR-IOV I}, vSphere
(R Ty R JC T E H TAE .

K 7 SR-IOV 422 L1 AE DU FT PRt o ik (1) ASAVAT SR-IOV [RGBk 2 46, BN %G VMware
YA SZ R SR-IOV ML 'S, DL T A OBk . SCRFI NIC. ThAg v 1 & VMware Al SR-IOV
Fh 2 SR 7 T VRGNS B

AATAHLE VMware 240 LIRS SR-IOV #2158 FF 3 B FIRCE DR . AT (5 BIE TR e sk
FEINEE B EN A, IX S5l Y 4 VMware ESXi 6.0 Fil vSphere Web %% /7 it SR UCS C &
Hegs4s M Intel LK IR 25 2 IE FL 45 X520 - DA2.

SR-10V #£O BY PR

JA 5 ASAv I, TEVER SR-IOV £ 1 BLN T r] fe 5 BESXi A o n P A s . IX AT RES R 3z L
BENR, SEUERE N ASAVHLG M 4% R .
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| fEF vMware Z3:EASAV
TEINEDEI |

EE JFUR/E ASAv L SR-IOV M3z L 2 Fi, SoBub e I WL 455 F S X ] A Dok 9 28 4% 1 E
N2 VM EHL L EF R EE MAC HeakE D .

ASAv J38h)5, ] LABAMEAS MAC bk s 2Ims4~ 82 1. 354l show interface iy & & & 411
BeOfE R, A4REE L MAC Hidik. K MAC Hilik 5 show kernel ifconfig fir4 It 45 S HEAT LLES LARIA
TEAfR 42 20T

4 &5 ESXi E#/1 BIOS

HYE VMware #8575 SR-IOV 82 0 1) ASAv, 522 Fifs AL . VMware 345 T JURREGIE
U SZEE I T77k, S IEAELZE SR-IOV SCHF A M F e L A R 2R CPU PR SE I FE P CRL I 240
AT JH IS SR BRI

Jihh, Rk n] DL B s B ESXi EHUKAH 2 2 141 BIOS A T REUAL .

B A Tk — 85 F) ESXi Shell:
o QURLAR AT DAV ) B ML, W ALCHF2 T IS B ) G 1R S T
o WREIEASEFER L, W SSH s H Atz B s i 6 B AE ML L 82
7 NS IRV )V RE Y I A T
L3 BT F w4
w5l

esxcfg-info|grep "\----\HV Support"

HYV Support 74 (114 H 45 7 v F I BN L I SRR PS8 . A7 K T R AE R BT 4
0 - VI/AMD-V F/RiZ 3 T AT H

1 - VI/AMD-V %75 VT 8¢ AMD-V " igrH, HIEIFA SR EA .

2 - VT/AMD-V %k VT 5t AMD-V n[H, {HHT7i7E BIOS H A H .

3 - VI/AMD-V %75 VT 8 AMD-V 7t BIOS H i i ], JF H A LMEA] .

w1

~ # esxcfg-info|grep "\----\HV Support"
|====HV SUPPOTrt ... ¢ttt 3

{8 3 TR >fF HE A AL .

T—5Mt4
o LEEHFIE RS 1)E F SR-IOV,
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{EF VMware Z3ZASAv I
B =xmmamns e/ shiov

EENYIEEL S E B A SR-10V
i vSphere Web & /iy )3 H SR-I0V, FH3'E BN BRI Re SR .. EPATILEAE 207, Bk
B BN LE R B R S Th B
FriaZ /i
o IR C LA SR-IOV M8 11-F (NIC); 152 [#SR-IOV S FF#[#) NIC.

S 1 {¥ vSphere Web % /i, SHi%IE )3 H SR-IOV ) ESXi £ HL.
$IB2 EETE (Manage) LTk L, sidi M4 (Networking) 3% #4315 B85 (Physical adapters).
AT LLAE SR-IOV &k, DL T i B Be 48 48 75 3 KF SR-I0V
PBI EPYIIERCA, ARG AU REIER SRR E (Edit adapter settings).
S 4 /£ SR-IOV ', MRS (Status) Mz ik B A (Enabled).
SIS EEIITIEEEE (Number of virtual functions) SCAHE, BN ZE A iZIG AL AR AC & BRI RESE .

ER T ASAVS0, FATENEN AN IE AR VE SRR 1A WS 2RI REIL Y
A RE LML RE T B

L6 HTHAE (OK).
FIB 7 FHE ESXi EHL.

FEFLLI BEAT H ) BHIE O 25 I s 6 NIC 3 R AR A SPRAS . B BoRTE BN E (Settings) I~ 1) “PCI %
#” (PCI Devices) 51|,

T—5Hit4
o @7 —ANbriE vSwitch K H SR-IOV T REFIL &

£I|Z vSphere 3324l
il —> vSphere ZZ ALK FE SR-IOV #2111,

#1811 7F vSphere Web % /il SHi% ESXi FHL.
$IE2 (& (Manage) I, ML (Networking), #RJ5EFRERIZ L (Virtual switches).
FBI SR ENMLE (Add host networking) Elbs, BIFFA IS (+) 2 BRI E 5

HI 4 G PFREZ IR RYEERIHLIR O 4R (Virtual Machine Port Group for a Standard Switch) ##:28%, K5 i T—3%
(Next).

HIB 5 R FEFRERZ A (New standard switch), 2R )5 fidi T—4 (Next).
IR 6 KA B ) L0 PO AR N N B (AR AEAS L
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| fEF vMware Z3:EASAV
samEpnnisas I

a) ESBLMIERCES , Ahskeiny (+) RIS 2.
b) MK F K SR-IOV MEFAN ML 1. il 41 Intel(R) 82599 J3 Ik A7 XUt 11 194 4 3% 4% .
c) MEPEFERZINAFLE (Failover order group) FH ks, EPEEENIEAES (Active adapters).
d) RLFBTE (OK).
W T Ki% SR-IOV vSwitch I A —MERRE, K5 midi T—2 (Next).
$IR8 {LHEFTTH (Ready to complete) TUIHI L AF R LS, AR5 ST5ER (Finish).

5: 2% SR-10V O 893 vSwitch

Geting Started  Summary  Mondlor | Manage | Relaled Objects
Semngs | Networking | Siorage | Aarm Defntions | Tags | Permissions

a Virted| swilchs

BICEZENE . =~ x o
Vilerme adaplers LT

o : -
Piwsical adaplers £ vawstcho

TCPAP configuration £ vowilcm
Arbvanced
Standand wiich: vSwalch1 [(no e ek ced)
¢
[® 1556-5RIOV o ¥ Physical Adaptars :
WVLAM 10 = 1 Bl vmnicO 10000 Full ﬂ

* Virtual Machines (1)

T—¥#ita
© AR AL HR O .

FHER R IR B R A R A

AL ke v T RE ML R U, e AT SR o] FH O PR AR, o ASAVRE LKL KB A
TR R] 10 HECE =R . XFEA e SR-IOV HABIhAs B4 ASAv. UL AERE AT LBl
¥ ASAv T2 21 55 B SCRF ) R R RRAS

A RN AN HE AL S, 1525 vSphere MBI BECRY .
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Bl 5 srovnic 54 Asav

11 J\ vSphere Web % /7 uifi B 5k 3] vCenter IR 55 4%

LR 2 KB EEL ASAVIEFF AL,
a) EFREE RO, SO, AERE. BWIEEENL, AR5 S RIT R (Related Objects) LT .
b) siiliEEHIHL (Virtual Machines), I F1%HikEE ASAVHL.

S 3 S PFTIER BRI

HIE 4 445 % ASAY, IR UGEBHRAE (Actions) > BT vCenter #24E (All vCenter Actions) > F&Z 1% (Compatibility) >
FHK% VM A% (Upgrade VM Compatibility).

$®E SR (Yes) LIfATH.
$IB6 by RN A LS ESXi 5.5 RE S MA (ESXi 5.5and later )it .
PIET (R EFRNEEEHFIRERGERFARHS (Only upgrade after normal guest OS shutdown).

JITIZE R AN LA T2 O S e 3 PAOAT A AR RROAS RSt AR PR B, O ELRRAUUML R 4 L3I0 mos SEOHT D0 B (K0 A A RAS

=Mt 4
* JHIL SR-IOV H1E M 4G L2545 1% ASAv L5 EFUT) RE <k,

1% SR-10V NIC 43 Ec 25 ASAv

AT AR ASAVHLAIIEE NIC A IS e, b2 ASAv 5 — ek Z AN HIAE SR-IOV HiE M 2%
BN B AT REAR DGR . LA B VERE P 156 B dn el i H vSphere Web & /7 %l SR-IOV NIC 73 Bi 4y
ASAVHL.

HIE1 M vSphere Web 7 /' i 5 5% £] vCenter 5545 o
FIB2 KBTS ASAVIFEHL.
a) JEPREH RO SO, ERE. BWBEL AL, AR5 AT HE XA R (Related Objects) £
b) AR (Virtual Machines), M F1I& ik ASAVHL,
P33 RN EE (Manage)ikii~ b, KKEHIRE (Settings) > VM i@ 4 (VM Hardware).
PB4 LR (Edit), RGEPEREH (Virtual Hardware) J£T0K .
LIRS NHIEIZE (New device) THEHH, EHEMLE (Network), SXJ5 iR (Add).
RN WonFEMLE (New Network) Fifi .
L6 JEITEEML (New Network) #5745, 4R )53 n] F i) SRIOV e .
PIRT NIEE R EE (Adapter Type) 7 ik £ SR-10V Ei& (SR-10V passthrough).
L8 NHIETHEE (Physical function) FHiz s, JEFES H I U LI FELas AH X Y. 40 B LS .
P BB
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1 sr-tov Nic 5524 Asav ||

OB AU, ESXi EAURE AP BELE NE a5 Tk £ — D T TR RESL D E,  JFR JLBH £ SR-IOV
FLEERCA o EHUR I UE RS LE BC & R 2 ST RE A I A e
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HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
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