{5 F KVM #3Z ASAv

AT ATERENSIZ AT R T I R (KVM) FATA ik 452825 x86 CPU #4745 L% ASAv.

| o

BEBIN  ASAVINRAICNAATER I 2GB. W 41T ASAVIRINAED T 2GB, 4 TCHEZEA N ASAVHL I AE 1
FEOLE, MFLIIRRCAS T8 51 9.13(1) S iiAS o st ] LU T S50 80t FBUAS 738 ¥4 B 8T 160 ASAvHIL

o MERFNBRE] , 251 0T

« WEE , 23T

C AR, F4m

o Y Day O i & S0, 555

o WEA LM XML S0, 45 6 1T
o ¥ ASAv, 58 T

o B RS, BB o T

« PEREVROL , 2 10 0T

* CPU I LA, 28 21 7L

\ 3

JHE U 0 PR o)
R 8 ¥4 2 (R SE BB AT T 25K, ASAVISE A F I BARTEAE T BE AT P AN TR o BRI 65 1R
A A it 2 ML AL B IR BRI AC B 2K, AR A7 CPU B AN AR 2% W] o
FEHRE ASAVZ TN, THEE LU AENIAER .

KVM &9 ASAVER FE kK
TR ORI DL IS, DA PR e TR R . ASAVELAT DUF 23K
* EHL CPU IR S BT LT x86 AIIRSS 232K Intel Y AMD CPU.

fltn, ASAvEREMNA LS % AT H BL R s A L 2.6GHz 124711 Intel® Xeon® CPU
ES5-2690v4 Kb FE2%[¥) Cisco Unified Computing System™ (Cisco UCS®) C & %1 M4 IR 55 %%

¥/ KVM #3& ASAv
|



B evmms

{EF KVM #8 ASAv |

#2iAY vNIC
HEFEAFH UL R vNIC DA Ak g o
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R 6 S RE A Unix shell B Windows Powershell FE22 1), Proxmox VE $24L T — ANy 4T Al ok
FHERASE T 4. shdr 247 24 HA R e IR AT AN HT UNIX P v 1 SE 3 SRy o

LAk ASAVIEH A B, REAUNLT SN E AT B

1 fEEEEdorh, RN kR ASAVHL.

2. Wit AL

3. KUGLPEREME (Hardware) > A0 (Add) > P48 % (Network Device) J:is il 4 173 1 .
4. PIEREHLHLI.

5. ffH Xterm.js Vi1l ASAvHL.

B RUAAE VT B/ R S5 2% B s 2 45 B, 15 2[4 Proxmox #3472 ity (Serial Terminal) T2 i
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* M Cisco.com F# ASAv qcow2 A4 IFK H W AE Linux FHL L

http://www.cisco.com/go/asa-software

\}

ERE F52E Cisco.com & BAUERRS & o

o RRGH T oRBIERE H K, R AT ] Ubuntu 18.04 LTS. 7E Ubuntu 18.04 LTS FHl2 228k
DL AR s

* gemu-kvm
* libvirt-bin
* bridge-utils
* virt-manager
* virtinst
* virsh tools
* genisoimage
o PERES BN E KIS Wi MEE ML, 0T U KA KVM B ASAvAF it L. 70— i)
BN S, 1S NFV 5 Intel 5T 52 0 ey 300 00 Ab PR g
* Ubuntu 18.04 43 LA L5 LA F 2551

* macvtap - 1 PERE Linux PIFF; %807 DL ] macvtap, 1A/ Linux M. R, 00000 E
W BB A BEAE H macvtap, TANE Linux B .

 EWIORTT - B A TIENR /DN, £E Ubuntu 18.04 HHERIATFH
AR - FFRHA vePU Bb B — A .
* txqueuelength - JT] T-KFERIA txqueuelength 511151 4000 Aot 0 3 yak /b E 4%
. % - FH T qemu Fl vhost HERL [ 5& S5 2 CPU A% FER-SEIS0L T, [5e il g %48 mtk
fE.
o HHRARALIET RHEL 0415 &, 152 (Red Hat Enterprise Linux 7 fZ U4k 3R 4k 45
) .
* XF T ASA BT ASAV JERINLI AR T AR NE, 125 CISCO ASA e,
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SH =~ —g
A% Day 0 it & 304
1EJA B ASAVZ T, IETTLIHES A Day 0 LB SCIF. BSCPF RS K AE ASAV JH BN N H I ASAv
P B SCASC A . EATAATC BB O S BRI TAE H st p 44 “day0-config” fISCASCM, FEEA
TR B 22 R I L) day0.iso S0 . Day 0 Fc B SCAE 06450 48 /40,85 1 T30 85 F4 1 LR 98 )
T ARG UER) SSH RS2 KA 4, (H'E B nl 5 52 34/ ASA L&,
day0.iso 3CF (H & X day0.iso BLERIA day0.iso) DALE B R A i FE P al .
o BAEWIUAT B R B Bh 5 ASAY UFTTRE R, 158 A ERHR BE B rH A PSR AR 0 Re i T
B4y (ID) 2N 5 Day 0 Bt & SCHb T A — H 3 H4 4 “idtoken” FYSCA A,
s IR FHFEN BN T SITRD (A2 R VGA #2H14) Ui Aid & ASAv, U Day
0 Bo & S N ALFRE console serial W, A RefE XA s B A B 4T .
o WA B IR R S ASA, NI WAZIAEE AL FOK AN 18T ASA e B SCIFAE Day 0
Pt B S o IXANGE H T3 eh 5 K B% ) Day 0 it & S0

\}

ER RAEAIRG) AT 2 Linux, {EXST Windows A7 L SEHFE T .

PR {E44 “day0-config” FISCASCAFA i N ASAVI) CLI BCHE o 8 NN F A4 G BRI IT o AT ] FAB I

4TI L ASA FRATF k. dayO-config ¥ %474 1¥) ASA L . “F dayO-config (¥ 5tk J5 2L BLAT 1) ASA
B ASAVE il MBI B M55 . day0-config HIGATIRUF T2, I 504 ¥ show running-config fir 44
HE R S TR

IR

ASA Version 9.4.1

!

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
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aaa authentication ssh console LOCAL

P2 ([IR) HEAENG ASAV HEL AT A AVFRT, IR dayO-config SCAFHTEL A LA S KL
 EHEE TP Huhit
« (AIEE) R TR BEVFATI HTTP AQRE
* FIT RS HTTP AREE (W SR4558) 5K tools.cisco.com I route iy 4
* ¥4 tools.cisco.com T4 IP HulikF) DNS il 55 &%
 FrE IR K I ASAV VF I IE F R BEVE v TiE &
o (AR FEANMET ASAv 7 CSSM AT A kil — EHL 4

SIE3  (A[3E) ¥ Cisco Smart Software Manager MR H1%RY BEVF 0T UL & 404 WSO BB HITHEAL, N FESCEh &
ID &K, REBILET 2N “idtoken” PISCASCMEH, Z30E RS ID A 0.
BB A JHDR SRS e i 1SO SCAHA: kg #Ul CD-ROME:

T

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0O

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@Quser-ubuntu:-/KvmAsas$

034 W 2 ) 3 REVE T IR 55 S ASAv.,
PERS FWAOUIR 1B 5, AN 1P bkl SR R ASA B FM BRI E B 30T

A EU M XML 324

T BCE K ASAV VIR RS KVM THL,  BLRCKE U7 2 3 I K UL 9 45

N\

AR RTFASHEHNLS KVM BN SNSRI %

£ KVM EHL EES BRINN XML SCf. X714 Day 0 BC'&E SCHF . 55 S GURTIR IR BRI 265 441 4
T, EIEEELL R AR SO vitbrl.xml, virbr2.xml A1 virbr3.xml (DS A P IX = AN S0
%y Blln, ANV virbr0, RS CAAEAE) o A0 B BEE BRI 045 B #a7i
H T MBI 44 FRFNME— (K] MAC Hudik. 324t 1P Ml 2 my k(v .
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FE1 GIE=A BRI E B XML 3. 0, virbrl.xml. virbr2.xml Fl virbr3.xml:
w15l

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00" />

<ip address='192.168.1.10"' netmask='255.255.255.0" />
</network>

T

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10"' netmask='255.255.255.0" />
</network>

oRIE

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10" netmask='255.255.255.0" />
</network>

P2 QTN AR FEARBIT, AR IA G 404 virt_network_setup.sh) -

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

PSRRI BT ILAA AR BRI 45 . SLIACK A SR A 2 . HEEKVM EFLEAT, MR et

stack@user-ubuntu:-/KvmAsa$ virt_network_setup.sh

ER R EHNE Linux B, A Z0E Friz 17 virt_network_setup.sh JHIA . HEIASYE 0L JE #4710 RIS 11847 .

P A KRR E S O

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$

FIBS SonlCYy virbrl M) IP Mk, X JEHAE XML SCErp 2B 1P Hbdik .

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl
S: virbrl: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

¥/ KVM #3& ASAv
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B sz asa

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl
valid 1ft forever preferred 1ft forever

B2 ASAv

3 3T~ virt-install F)58E BIA G5 ASAv,

S Q44 “virt install asav.sh” HY virt-install JHIAS,
ASAVHLIFIZFRAE I KVM L BRI Hol VM rhab Zie Me— 1.

ASAVIRZ T LIS 10 DNRIZR . bRl = AN L% . W28 ROMFEE AU IRIISURE AR . 28— NS IR AR 42 ASAV
(R FEBE 1 (Management 0/0), 55 — /N1 HI K& ASAVIH) GigabitEthernet 0/0, 5 =M1 1)/ ASAVIY) GigabitEthernet
0/1, LLBESHE, T4 GigabitEthernet 0/8. FEHL NIC #5402 Virtio.

il

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

--arch=x86_ 64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

--virt-type=kvm \

-—import \

--disk path=/home/kvmperf/Images/desmo.qcow2, format=gqcow2,device=disk,bus=virtio, cache=none \
--disk path=/home/kvmperf/asav day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

HIB 2 1247 virt_install A

T

stack@Quser-ubuntu:-/KvmAsa$ . /virt_install_asav. sh

Starting install...
Creating domain...

SRR B AN E B, R R B IALI S & o 0T LUE BB INLIEAAE RS . S8 SR 2L Bt ia . £E
REAUBUE IR 3N )E, AT ORI & i & ) CLI i 2.
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wimkznng [

Al TR OE A

T LABhAS IS IR R 11, T JE #5458 1L HOHT A 3 ASAv.e AEREBTIOEE LIS ASAVEEFUMLIN,
ASAVIIZBES RN B 1% 1, JF FR IMBC N W R o R, A fd g P A 1 14 5 O BB
AR, ASAVINI R %% TR T SRIR A AT B U5 o

JHE U 0 PR o)
EORS 5HRS
o AN AR O, AR OGS SR T TR e MR g B 1
o UBEIHER— AN GRS AE—AME O SE, BRARINBR iR DR s — AN .
o SUAEAE AR DG TR N, TR AN EROR C A RN

HEEE
o FERE PR DRSO R R I, A JIAE R 2 N i bR e B AS AV PN 6 e LR IC i B
.

BB — NS S IR R LIS R R A 3 ASA, AR E R — AN RS TR EE DR
InE BRI R T B 45 F ASAv.,

* FEEH ASAVH S EDHrAs NI A AL 12 105 0L RE R 20 B8 T B 46
* FEE VA LR iR RS
o MR RS BERR N, e R B ASAV LR IO E
o MHERIHLME R 1 2T AS AV BR b e #4511
« ERoK, STHIMEAUN LR P i 4 AT AS AV AR S R 1

BE
o FFEH R I ECPR T Virtio BEFU NIC.
o SCRFIEROCHE ACR S 100 WA SRR i 10 AN, S EARR T R
o BIIFFT I (media_ethernet/port/id/10).
o B DG T 2266 H] ACPL. il ANELAE virt-install A P I --noacpi ARid

PRIR M % 5E O

AT LU virsh 24T O AT R KVM R SIAL IR 9 R 7 i 82 1 .
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| A

N

B

FTIT virsh Ay 247451

-

[root@asav-kvmterm ~]# wvirsh
Welcome to virsh, the virtualization interactive terminal.

Type: ‘help’ for help with commands
‘quit’ to quit

1§11 attach-interface fir 2V l—/M% .
attach-interface { --domain domain --type type --sour ce source --model model --mac mac --live}

--domain W] LLIRE 4 R EL . A FRESE R UUID. --type Z407] LU network (7B R 4% 4% ) 5l bridge (3¢
INERERNR A ) o --source ZHR/NERR A . --model ZEF IR EAUNIC K8 . —-mac ZHFR M 45 H )
MAC $ilito --live Z 8RR 1% A2 RN IEAEIZ AT I3

AR AR e ], 1S IESK virsh SOR .

Rtk

virsh # attach-interface --domain asav-network --type bridge --source br_hpi --model virtio --mac
52:55:04:4b:59:2f --live

R ASAV L OB BRI R %R0, DM B ARG, W20 (BRI ASA
R BRIE CLTRCE R (AR DR 7,

fi ] detach-interface iy &Mk — 211
detach-interface { --domain domain --type type --mac mac --live}

IR A OS] IR e B U], TS0 RS virsh SCRS

T

virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live

M RE L

=S KVM BcE Ry 14 aE

7EKVM H8girr, dlid g KVM EHL B3R, L& ASAv (IPERE. XS B 5 FHURS 4% F
FINCE 3 B K. Ei%TiiE T Red Hat Enterprise Linux 7.0 KVM.

Jk A CPU e, nT AR KVM BCE I HERE .
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https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
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rrcuEzmE ]

J2 F CPU E EIhEE

ASAVELSR A KVM CPU JCIEE T 5 KVM 3855 ASAVIFPERE . ACFRSSSCIEER CPU [ i n] s
ARG FE S — > AL PR PR G (CPU) 88— 241 CPU (K408 FIBUM SR, DU IZIEFE a2 fy
INIEF B — N B2 A CPU (M FE(Tf] CPUD) 04T »

BB ARG, BT CPU [ € 1 Sii] 5 AR CPU [l i S B AEAN R L L, BLIGE S oK [
SE SR L S (R BE IR R

ERE S ANBAEAAR LN EHEAT NUMA J6 40 528 FB A NUMA 3440 10524 o

FF ML, 157 KVM 4L ERCE CPU [ & Thfg.

FE AL KVM BN T, G0 UE AL b LA W) Al [ 2 (1) vCPU ik

N
g

N

3

il

virsh nodeinfo

BuEn] HIfK) vCPU £k :

il

virsh capabilities

¥ vCPU [ i 21| 4b FR 25 A% 41«

R

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

X ASAv _EIIEEAS vCPU, #LZIHAAT virsh vepupin 4. LU 7Rl Bos 58511 ASAv Bt & 65 U4~ vCPU H
TN )\ AR FIFR (6 KVM T4

virsh vcpupin asav 0 2
virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav

LN SR LGE 0 2 7 Z IR MRS ARIEAER, S KVM 30,

R (ERUE CPU [ ShAENT, WIAZCE I8 NS B0 CPU M. WA FIRCE T 24 W IR, TR
PP L AMTRIILE CPU 5.

feiH KVM BB PEREI AL, B 2L RSB

w N -
(G2 ON)

NUMA &

B EALTT i (NUMA) 2 Rt A 380, i3 T 2 Ab B a8 AR G0 5 N AF B DRAT G AL PR (1)
R ARAEBEER VT IR A A AEANE B R N GERENAE) » NIRRT I NUMA 345 DUIR T3
A IR i) T A
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B vomaen

X86 155 s A He th 2 ME R A EE N N I Z A WIZALR. BEAS CPU Sl S IL N AE AT 1/O0 397K
NUMA 5 i 2 AAF RS CEE 6, RS N AR A B B % (Bl NIC) A T /) — A1
ISR

NARAF B ASAVPERE:

* ASAv VM W ZIAE B — NUMA 5 i FIE1T. WS T 594 ASAVELES 2 NMEEIZ1T, WIPERE
SESTE NN

* 8 1% ASAv (14 2: 8 #% ASAv NUMA ZERy7rf , 25 12 10) Bk ML CPU B REANERE 22 /047 8
AW I FE IR S5 % HIEAT I HAB BRI

* 16 % ASAv (& 3: 16 #% ASAv NUMA Z2#:7R 45, %5 13 50) SR ENL CPU AR /047
16 NN Ex. Wb IEIRS 4 Fas AT i H Al B AL

* NIC %5 ASAVHLAT T[] — NUMA 5 5 L.

TR BRI #E P CPU Hifl, &4~ CPU A 18 NN, 8 1% ASAVELR T4 CPU L IEE/N G
HEZEDAT 8 NN .

2: 8% ASAv NUMA Z2+5 7R 151

— numa 0 numa 1 -
8 core ASAv
\’ CPU Socket 0 CPU Socket 1
R EESE®
EEEEER

NIC

T BRSPS CPU i, 4 CPUH 18 M. 16 #% ASAVELR T4 CPU _E &4
&/ 16 M.
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numaenl [l

[ 3: 16 4% ASAv NUMA 22137451

— numa 0 numa 1 -

16 core ASAv

CPU Socket 0 CPU Socket 1

f I
- EEEEEE
i EEEEER
0 Controlor WO Contoler
me]  [] (o]
NIC

NUMA {1t
BT, ASAVHLNAEIZAT NIC H[F]— NUMA 5 5 Figfr. hitk:
1. A “Istopo” WrrT5 s, i€ NIC Fr ey mie $3) NIC Jid s e TR 15 i
2. {fEKVM EHLE, /] virsh 1ist Z4k ASAv,
3. 9%$E4V34: virsh edit <VM Number>o
4. XFFPTETT AT B ASAve BURIRHBILL 18 A% 1 R R

X545 £ 0:

<vcpu placement='static' cpuset='0-17"'>16</vcpu>

<numatune>

<memory mode='strict' nodeset='0"'/>

</numatune>

XFFE R L

<vcpu placement='static' cpuset='18-35'>16</vcpu>

<numatune>

<memory mode='strict' nodeset='1l"'/>

</numatune>
5. fRfF xml EEUFE T ASAvHL.
6. y‘jf@{%f@ﬁ/‘] VM E%%E"J%)ﬁkﬁﬁf’ I%E?;L’/ﬁ‘ ps aux | grep <name of your ASAv VM> U\%EEXI\[?_E

1D,
7. ﬁ/jt sudo numastat -c <ASAv VM Process ID> U\E% ASAV*}LIEI.%?II:J‘_EE@X‘T%:Q

{3 KVM %5 ASAv .“
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B =7ussr R Rss) w54 RX AT

HIRAE KVM _EAFH NUMA 1 PEAE R, 1520 RedHat SCAY 9.3. libvirt NUMA Tuning.

P F#£4im i R (RSS) B9 % 4~ RX BAFI

ASAVFFHAIYT E (RSS), W 4435 L 45 1) FH I I AKX 48 Bt s 9147 40 R 4 2 AN IE L3S A
KSR R, RS vCPU (W% #2041 R NIC RX BAA . iR, L[ RA VPN
BT REAT ] L P AN B X

[ &y

EERW BT ASAVIRA 9.13(1) 8UE SRR, AR Z AN RX AH. X T KVM, libvirt i A S/ 75 2
1.0.6.

XEFRAT W ERAMIE DX 8 4% VM, REME R 4 A RXBASI, Wil 4: 8 #% ASAv RSS RX A
B, 5514 TR PR,
[& 4: 8% ASAv RSS RX B\ %!

ASAv _
8vCPUs = 8 phyical cores on host

4 \
= =
N A O A

Inmld;nJ Outside RX

KT HAT MR O 16 B VM, AN 0K 8 AN RX BAAI, & 5: 16 % ASAv RSS RX
BB, 5515 TR .

SPISU| DINA
vNIC Outside

£/ KVM #BZE ASAv
T I


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/virtualization_tuning_and_optimization_guide/sect-virtualization_tuning_optimization_guide-numa-numa_and_libvirt
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ATk & Rss) s 4 R psl ]

[& 5:164% ASAv RSS RX B\ %

ASA
% 16vCPUs = 16 physical cores on host

(LLLLLIILIILIILL]
LR

Outside RX

vNIC Qutside

Inside RX

TRERT ASAVRIIEH T KVM K] vyNIC PLESCRF) RX B AR . A <32 F-A0 vNIC I3, 1
Zl 3 WNIC , 552 1L,

F 1: KYM 389 NIC/NIC

NIC £ vNIC 3R E172 | IRENFZFHA RXBAFIEY | 14H&E
F
x710 i40e PCI Hil e 8N X710 ff] PCI Hi# A1 SR-IOV Bz,
- PEfEfRAE . SR-IOV W% & L
140ev SR-IOV 8 B K, Ik NIC A5 VM
Dl 12
X520 ixgbe PCI Hif 6 x520 NIC Tk fE b x710 1 10% %
- 30%. x520 [¥) PCI ELIl AT SR-IOV
ixgbe-vf | SRIOV 2 HESUPEREALL. SRAIOV % 52 1
BB %, R NIC i 7EZ AN
VM Zlm/\%o
ANiE virtio AT 1L Rz 8 ANEH T ASAVI00.
HorREAMIE, ESHA Virtio on
KVM Ja H Z B\ HE, 315 1L,
73 Virtio on KVM /32 3 % P\ 513243

DL 7480358 B S el 44 ] virsh 25 libvirt xml, 4 Virtio NIC RX PAF [ EC R L E A 4:

<interface type='bridge'>

<mac address='52:54:00:43:6e:3f"'/>

<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0"'/>
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B ovenin

</interface>

| o

BEEERW  libvirt IRARACTE 1.0.6 LLISZREZ A RX BAS.

VPN i1t

PLUF 248 ASAvEAL VPN 1k g i1 — S Ho Ay i =
* IPSec )4 & Ik DTLS E .
o B0 - GCM M B KZ1h CBC MPif

SR-I0V 1z O
SR-IOV RRFZA VM L NN — PCle M4 ERL#S. SR-IOV & X T FAIfE:

* WFLThEE (PF) - PF 460140 PCle Lhfig, U35 SR-IOV DhhE. XUEThRedE EHUIRS o8 [ SR ks 3
A NIC,

« [ERLIhAE (VF) - VF &1 Bh T EdR L4 5T PCle Dhfg. VF ¥ H T PF, JRilid PF HEATAE FE.
VF 7E BRI RGHELE R, Hemnl LL 10 Gbps O ZE 8 ASAVHL. AT AH U 7E KVM 3855
FECE VF. ASAVHI SR-IOV # TN T ASAv LX) SR-IOV 1132 R {5 B .
SR-I0V 3ZE ORI E K

WA —ASFF SR-IOV L NIC, 1] PLKESZHFE SR-IOV 1 VF B4l NIC (VNIC) 143 ASAv
SEfl. Ak, SR-IOV B 7SR BIOS BAAAEM: FIg AT A R Sl sl B N LIS R 7 . R 1
H T X KVM B HIZ 1T ASAVEAT SR-IOV 42 A L I — B HE I :

o JE MRS o3 7 75 22 A SCFF SR-IOV HEE NIC; 152 SR-10V #2 LIE IR il o
o ST EAE EHURSS 43 1 BIOS H A HERML . AR B, 15 S RN R SCRY .

o BT EAE EHUIRSS #51 BIOS A3 JH IOMMU X SR-IOV 4 R~ . HRENMEE, 1ES R
A N 7S SR

&2 KVM £ 4] BIOS Fn E#IRIER S

AN HEKVM RS LR SR-IOV £z LS Pp 22 35 FIRC B AP IR o AT I B8 T4 58 SE 00 = 30
B e A G g, IR Sl 0L BB UCS € A FIARSS %% 1K) Ubuntu 14.04 (AL 4545 Intel LA
R 45 238 il 2% X520 - DA2) &

FHI6 Z Al

o iR 2B A SRIOV R £54% K145 (NIC).
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asav-915-gsg_chapter1.pdf#nameddest=unique_21
asav-915-gsg_chapter1.pdf#nameddest=unique_22

| & KM #E ASAv

ez kvm 41 Blos w2 z% ]

* PR A H Intel ERMEHEIAR (VT-x) Il VT-d Difg.
A

AR AUARGHNERBOASIR LY . FA T B Y R SR e 120
R, PRUOMANIRI B 2R A A R ik 7 1) A 5 BIOS B

 BRORAEERAE R B b O 238 BT Linux KVM 85 FEL HI P DHARISEHIRE Y 1650
({7 S S S P I

s RYIBE AL T “HFE 7 RAE . AITH] ifconfig <ethname> HEATAIA -

ST R H K RIS SR RS
$FIE2 WKIF Intel VTI-d ZHF -

5l

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l Cisco0 CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

i AT VI-d 2 a H
T LK intel_iommu=on 24} i3 /etc/default/grub At & SCAF) GRUB_CMDLINE LINUX 45 H, fEPZ S
Intel VT-d.

il
# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel_iommu=on"

ER RS2 AMD ALPEES, WA O amd_jommu=on K INEI 51 5 24,
OB 2RSS 4%, LAE iommu BB

il
> shutdown -r now
B VF, BAAJ57%0: @it sysfs #1017 sriov_nunmvis 2805 N3G 4 191E, #(W R

#echo n > /sys/class/net/device name/device/sriov_numvfs

N T ORAE IR 55 5 30 L I G T s B (0 VE, K L1 0 A2 BN 2] redocal SCPE, S T Jetc/re.d/ H
KN o Linux BF RGEAAE A S FEETAUINHAAT relocal JAIAS .

Blhn, NEES TR A A VE R &SR e BEE R DA

Al

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/ethé6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs
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{EF KVM #8 ASAv |
B sroigssmsasa

pz LR E) S

-

> shutdown -r now

$HIBT ] Ispai Hih 15 L EIEE VF,

il
> lspci | grep -i "Virtual Function"
kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01

R fiH] ifconfig fiv S, BEaE BB M.

% PClig & 57 EC4e ASAv
RO VF 5, 0T DL B N2 ASAvH, S IITAT PCT ¥4 —HF. LA R 74 1t B G i 4
KIJE virt-manager T H# LUK VE #2845 2] ASAv.

$£IE1 $TIT ASAv, SR nAESE (Add Hardware) #4240 LUK B s & Vs in 3 L .
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& 6: Fmmigts

whuntuls Vir tusl Machine

Ble vinusl Machine View  Send Ky

Performance
D Pro<essor
B Mernory
& oot options
B vt bisk 1
(=) 1O cORoM 1
By rac 670094
Mouse
nput
Drimplay waC
Sound: ichs
@ Serial 1
B eoicochesiog
B poicocossioz
Video Cimus
B corarcher uSE
B cortroler pei
B cortroler DE

ol Add Hasdware

=@ cne-o

Basic Details
Harma: lubl.n'.ulﬁ
LURLAD: i - o il a—
Status: = Shutoff
Casorpion;

Hypendsor Detalls
Hyparvisor: om
Architecture: =86_84
Emulator: Jusrbinfosm-spice
Furrrrerace: Defauk
Oparating System
HOSERBME: URknown
Praduct nams: unknown

» Applications
* Machine Setlings
¥ Security

xﬁ-r':t'l qf&::l!:.' I

P$I;2 N A G HREY (Hardware) 513 1 i) PCI £#1i%%& (PCI Host Device).

PCI %443 (135 VE) B HBE RO &R .

wreigasms asa i
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B sroszsmeasa

® 7: ERlThRES IR

ﬂ Storage
B network
Input
Graphics
Sound
=4 Senal
=4 Parallel
=4 Charmal

USE Host Deace

! watchdog
Rlesystem

Smartcard

USE Redrection

&6

Add New Virtusl Hardware

PCIl Device

Plaase indicate what physical device
te connect to the virtual machine,

Haost Dewice:

06:00:0 interface athd (WVIC Ethernet NIC)
07:00:0 interface athl (WVIC Ethermat MIC)
0850050 VIC FCoE HEA,

09:00:50 WAC FCoE HiA

0A:00:0 Interface sthd (BXS599ES 10-Gigabd SFIFSFP+ MNetwork Connectan)
0A:00:1 Interface ethS (BXS99ES 10-Gigabit SFIFSFP+ Metwark Connection)
04 10:0 Interface ethi (82599 Ethernet Controber Virtual Functicn)

04:10:1 Interface ethld (82599 Ethemet Controller Virtual Function)
0A:10:2 Interface ethll (82999 Ethemet Controller Virtual Function)
04:10:3 Interface eth1% (82599 Ethernet Controller Virtwal Function)
04:10:4 Interface ethl2 (82999 Ethemmet Controller virtual Function)
QA:10:5 interface ethlé (82999 Ethemet Controller Virtual Function)
QA 108 Interdface athl3 (B399 Ethemat Controller Virtual Function)
0a:10:7 Interface athl? (22599 Ethemat Controdler Wirtual Function)

0C:00:0 MegaRail SAS:3 3108 [Immader)
10:00:0 MGA G200e [Filot] ServerEngines [SEF1)
|

x;:nl:tl| ] Eiresh |

T3 LA EMIIREZ . W5 S di5E R (Finish).
% PCI B M BLAERE TSI s U5V % e A BAiliad Dy LUK 4 SR S T e
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cru gt RiRs |

[ 8: RN B E AT Bk

ubuRtuls Virtual Maching (on kvm-racetrack)

Ele wirtual Machine Yiew Send Key

=0 cune- &

! Crvariew | Physical PCI Device
Parformance Dendice: 0A-10:3 82599 Ethemnet Controller Virtual Function

0 Peocessar

|== Memany
{5 Boot Opticns
[] virmio pisk 1

) IDE COROM 1
|By rac 87:21:9d
ML

Ingrt

Corplay WG
Sound: ihi
Senal 1

B rooccoossies:
B rooooeaios

Vides Corug
B controller usE
! Contreller poi
! Controller IDE

s Add Mardware _I —E-rrmrtl & cance |

T—FHt4
* {fH] ASAv#T 447 1) show interface fiy 446 LEHT L & (112 1

* fiH] ASAv _E 5 I RE B BRC BOF R Tz 1, DB Ao, ARHEAEE, 2
B CJURHASA RYEMEAE CLL FCE R M) MEAE AR E —%.

CPU £ H15 A0k &

“CPU FIH#” (CPU Utilization) R 5 & T Fa @ N N AEHI Y CPU F4rth. 8%, O redk s
i BZ 1T K2 30% 38 40% s CPU 24m, {E MR BUEIT KZ) 60% 2 70% HIZ5 5.

l::‘;'__'

EEEW N 0.13(1) JFA, T BAEATT SRR ASA B, vCPU/W AEL TR LA FATAT ASA HEIVFATE . STk
ASA L% PE AR RE VM VBT

¥/ KVM #3& ASAv
|


https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

15 KVM 252 ASAv |
B Asammn vepu R

ASA E#l# &Y vCPU £ X

ASA AU vCPU 3 WoRk T HIF i s 42 i s RSN HERE (¥ vCPU e
vSphere %75 ) vCPU 1 #4045 Bk ASA I 2, K.

* ASA JE A IR I [H]

* HIT ASA RN %SYS JT4H

* 7& vSwitch, vNIC Fl pNIC Z [ 3 5 (0 T8 . BEIFES vl e AR K.

W I REF R ]

show cpu usage fir % 7] I -1 s CPU A H 48 1HE B .

Gt

Ciscoasa#tshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%
FECL 7R B, it () vCPU A ] AR AN -

* ASAv R R 40%

* DP: 35%

 SMBHERE: 5%

* ASA (fE ASA REFUART) : 40%

* ASA ZHEH): 10%

s T 45%

T T PAT BN R P DhRe, LA vSwitch 7E NIC 15 vNIC Z IR sh i 44

KVM CPU (£ B 15 Rk &
LEAL s Al i) LUK WAL B 2538 H I,

virsh cpu-stats domain --total start count

T S AR E Vi B BN CPU et 5 . BUAEIL T, EX By CPU 4 B LA
SH --total IV BR BRI E R . --count WAL B4 CPU & THE B

OProfile. top %5 L Hu[#{ith 2 KVM VM {15 CPU {14, Hrh Bl 2P/ VM 1

CPU %, [AH¥E, XenMon Z545E T Xen VMM ) T 44243t Xen BN R 102 CPU 1f#
Z (Bl Dom 0) , {HAZHKEHRI 43 A REAN R RN W PR A A5 o
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| 1/ KVM #BE ASAV
asa =i kvm E ]

BRUtzAb, st AR IRt TR TR, 140 OpenNebula, ‘&AL VM A REL CPU 71
73 LU TR 15 S o

ASA [E1F0 KVM E#2
ASA BRI KVM Z (][] CPU 1 R (%) fEAE 2% 5
* KVM BEIRMIRLE KT ASA REAUME.
* KVM R Z K %CPU %5 ASA MBIUFKZ h %CPU I %

AR “%CPU FI %" F1 “%CPU I R AR K4 74
* CPU M #5ft T# 2L CPU i3 B .
* CPU R4 T T CPU ML FEMIZ M CPU SiiH 5 & B2, mF /M4 vCPU, K
B FEARTTIT
KVM #2001~ 77 it §5 CPU ] % (%):
MHTEH L CPU &, LUETH CPU I 4 EEoR

PETHEAR L IE T ML CPU MR, A S TR =HE RS, BRI BT ] H BRI CPU 1)
XY CPU FIH

B, g HEEAN T AN R CPU B ERIMLE — N B A VUM EE CPU 1 ML L1217 H CPU T %K
100%, NhZBRNEEEHR—MYH CPU. BRI CPU IR H 58 BL MHz 2y 5Apr i 1d
KR, CPU $E x 0%
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W s mnscm @5
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