HE iz

1£ Oracle =&l _EZ8E ASAv

&I UL Oracle =2l it (OCT) |33 ASAv.
o WEA, 1T
C AR, F2
o WENFNRRE , 252 7T
o WEARF RG], 23 T
s WE ASAV , H 4
« 7€ OCI _EVjlH) ASAv 5249 , 25 9 1T

OCI & TP AL RIS, AT BENE L Oracle $RALIN & B2 vl HI IOHGAE IR i AT I HT

ASAv 217 5YIEL ASAv AR AT, AR B PRSI 2 2 D fiE . ASAv n] LAREAE 3L OCT
o A, LN IGHATRCE, DARYE—BUNTRIA Y& Wi sl 48 S0 22 10 R AU AN A B 0l
O AR DK

OCI i EFIR K/

TEIREH E 7 Fogs LK) CPU Mokt . A7 S ANLAR BRI IR . ASAVSCHF LA M hsifE - Tl OCT JE

= 1: ASAV LRI B EIE XN

oCl 23K 7% ASAv AR e A
oCPU REH FFENTE RS
(GB)
Intel 9.15 M mA |4 60 BME 4, B
VM. Standard2.4 4
IntelVM.Standard2.8 | 9.15 } # A |8 120 B/ME 4, BONE
8
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B ooz

* ASAv F/DFFEL 3 N,
s 7£ OCI %, 14> oCPU 2T 2 4> vCPU.,

* SCFFERCR vCPU HiE T 16 4> (8 4 oCPUD

AT LAZE OCT B @gdmk ;7 ffiH] Oracle = i3 E R ASA [EFUDT kE5 (ASAV) 7= ik A sl 5
SEfp, SRJEIERE OCT k.

AR

* £ https://www.oracle.com/cloud/sign-in.html @i &K /=

* VFr] ASAv. TEIEVFR] ASAVZ TG, ASAv BAEMHAN Figqlr, B SCRE 100 NMEEF
100 Kbps A& . IS VFAIE: B e,

© BEER:
« BRI
© PIEBRIAN R O
« (W) HAth1 K (DMZ)
* GWAF HAR:
« B - T ASAVIER:F] ASDM: ANREH] T HId i &
© WEBEE () - TR ASAVIERZ B Py 3E 4.
< SN LD - TR ASAVIERE R A LML .
* DMZ 4211 (Alik) - HI T4 ASAVIERLE] DMZ %%

« K ASAV REER, HSH R ASA HEATE

JE U 0 PR )

X FEFHIINBE
OCI 1) ASAVZZFELL T Urfig:
* 7 OCI ) zs M 2% (VCN) H 8
« FANSEPIEZ 16 4~ vCPU (8 > oCPU)
* B CRVO
* VFAJ - 325 BYOL
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| 7 Oracle = £4itigHE + #58 ASAV
mesmitRsl ]

« ZFEFAR 10 ERIE (SR-IOV)

ASAv EHEITRTRYIERER
ASAv SCRFPEREJZ VIS, RGO VF ] ] 3 T3 35 SRR AEAN A (K A5 ik 4050 A VPN SE R PR o

TERER KHIZER (BU/RAM) | TREPRE RA VPN < iEBR |
ASAv5S VM.Standard2.4 100 Mbps 50
4 /60 GB
ASAv10 VM .Standard2.4 1 Gbps 250
4 /60 GB
ASAv30 VM.Standard2.4 2 Gbps 750
4 /60 GB
ASAvV50 VM.Standard2.8 AEH 10,000
8 #/120 GB
ASAvV100 VM.Standard2.8 AN3EH 20,000
8 1%/120 GB

A FHRIThEE

OCI L) ASAVASZFF LA R Ui :
* ASAv Al HA
o 35 /A IR AR
* R

* [Pv6

PR
* OCI [ ASAV B AR H% Mellanox 5 1E8 SR-IOV X T i1 vNIC,
* ASAv #Z5F1 DHCP B & Bl 75 1 50 i i )

P 4% 0 F N 7= 451

N E B T A BT KBS RR 2T T ASAv M4 4h4h, 7E OCI il ASAV IiEE T 3 N1 M
CERE. NEBRIANESD
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B s=asa

1: OCI L1 ASAVERE =15l

Management

VCN Inside VCN FW Rules
OCI Route Tabl
10.10.0.0/24 10.10.1.0/24 J’e oute Table
Public IP Mgmt 0/0 Gig 0/0 . < Destination | 10.10.2.0/24
SSH & ASDM » Inside p .
! ] Next Hop IP of ASAv Gig0/0

Ea iy Outside VCN FW Rules
B =

Gig 0/1| 10.10.2.0/21
p
»  Qutside

OCI Route Table
Destination 10.10.1.0/24
Next Hop IP of ASAv Gig0/1

00

B2 ASAv

LURREFA 40 T et OCT A5 5 ) ASAvSLH . fEnT LA SR OCI ]/, £ OCT i3z h % J8
FHASA REAURE KEs (ASAV) 77l RIaJAENTHESEH. JR5h ASAvIE, n/iBc e i, LUE
AR R (YA H B3oRe e 1) 2 BJ7 K et o

B E E L= M 2% (VCN)

AT LR ASAV FBEICE B = M4 (VCON). £/DFHE = VCN, F4 ASAVEE & —A,
TE AT LAGREAT LA AR T R S8 U B VEN . SR S5 IR [9] 21 48 (Networking), Ay AR A R4z 116 4
VCN.

Fia Z |l

\}

AR NSRRGSR MRS LSRR () % . B ) w] R B A U, DU S A M4 o
BRI VT ) o S AR RS 18] Hy Oracle 7EIRCHLHIIN A G o A8 B 53 AT LLAEAR R 0] b 1) 2t 52 2 KR ],
ARG VS DT TR LA RS Y - m] DAAE G P B B/ AT A . A RS L, 152 B Oracle S
“HEHIRRE” (Managing Compartments)

PR ok OCI b FEAE X I
OCI Xl 3 A4 BERR B (1 2 AN X deke. XIS R AE DR A B e — AN BRI A S LA o) — AN b e i
ST i A DR A AE PRI FR) XA

FIB2 KIKIEPE ML (Networking) > EE#I = M4 (Virtual Cloud Networks), 285 sy “ Bl = M4 (Create Virtual
Cloud Networks).

L3 Hi A VCON [Hik k&R, 441 ASAvManagement.

$E 4 Hi A VCN 1) CIDR 2.
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| 7 Oracle = £4itigHE + #58 ASAV
tenszsa [

HIE5 ;i3 VCN (Create VCN).

tZ Mgz £H
o455 4 21 14 VNIC 41 T VNIC 152 L

F$B1 KIRIEFEM L& (Networking) > FE#l = W 4& (Virtual Cloud Networks) > 1l = M4 iE4H{5 2 (Virtual Cloud Network
Details) > M#& % 240 (Network Security Groups), #AJ5 il M 2% % 440 (Create Network Security Group).

LR 2 TANM A N RATEZFR, B ASA-Mgmt-Allow-22-443.
$E3 i T—5 (Next).
2 L Ry ey IR
a) IS L fevF SSH @ RE TCP %t 1 22 Viln) ASAVIEHI G .
b) WSHIELI LA o VF HTTPS Jfiik TCP i 11 443 15 [1] ASDM.
A LLIE I ASDM K HT ASAv, IXTHFEN HTTPS M7 i 1 443,

WIS pidifliE (Create).

1132 FEX M Y X
AT I T A TFUS ], 0 S LI

FHB1 KIRIEFEM L& (Networking) > FE#l = W 4& (Virtual Cloud Networks) > 1l = M4 iE4H{5 2 (Virtual Cloud Network
Details) > EEEM M 3K (Internet Gateways), #AJa stili 32 BB/ [ 3 (Create Internet Gateway).
IR 2 N TR B DGR IR B FR, 51 ASAV-IG.
Al B2 EBE M W 55 (Create I nternet Gateway).
IR 4 KER RSN 2 ELIR M 9 K«
a) KIRIE M 4% (Networking) > L = W 4& (Virtual Cloud Networks) > FE#l = M 4&i¥415 82 (Virtual Cloud
Network Details) > #&FH 3 (Route Tables).
b) s BRI B h AR A B LA N % el oAU o
c) MR MEEBEAN (Add Route Rules).
d) MB#RZEE (Target Type) FHudlEd, EPEEBEMM X (Internet Gateway).
e) i H#x IPv4 CIDR B, %1 0.0.0.0/0.
f) MBEREBER M (Target Internet Gateway) N 7412t 6548 6 g i ki 5
g) MR MEEBEFN (Add Route Rules).

<

iy
g
w
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| CERR

2 F

N VCON 20FH A7 M. 88 & VON S —MEFE 7M. X T VON, BIEFHE—A W
R, T T4M VON, B8 — AN

HB1 KRIEFEM & (Networking) > FE#l = W 4& (Virtual Cloud Networks) > 1l = M 4145 2 (Virtual Cloud Network
Details) > F R (Subnets), #AJ5 riditlEFM (Create Subnet).

FIE2 HEN T MR YERFR (Name), 4405 # (Management).
$IE3 HHFMEER (Subnet Type) (I# B & UK BRI E X 18 (Regional)) .
$H B 4 4 NCIDR # (CIDR Block), #i#1 10.10.0.024. FMEIPNEE (AEASE) TP bl a Atk CIDR BRI,
IS5 NEEHE (Route Table) Ny ik PR 2 ar @l ad g ke —.
FE6 T Mk EEF MG E (Subnet Access).
XFT “4EH” (Management) 0, IXAAZ00E A HF M (Public Subnet).
1B 71 % F DHCP &I (DHCP Option).
PB8 EFEZAENR LR,
P9 N3 FM (Create Subnet).

T—5Hit4
LB S VON CEBE. WEB. AN J5, B rTLLURS) ASAv. 5K ASAv VCN L& IR B1, 155

DR
2: ASAv =M 4%
Virtual Cloud Networks in asav Compartment

Hame State CIDR Bieck Dwiauli Route Tabide ONS Domain Name Created

1£ OCI L1732 ASAvILf)
AT LIMEH Oracle = sz 1 IR ASA FEHIBE kK (ASAv) 77l il vFH S/ OCT LB
ASAv. %] LIRSS CPU B, A7 Al 0 48 8 Y5 25 R 1 S e % e 03 (A T S LI IR

TE1 FROCI]/.
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$IE13

LIE14

z ool iz asavl I}

D R AE SRR A B A . B ORBSAE TU DX A

A (Marketplace) > [z FHF2/F (Applications).
7t Marketplace 2% “Cisco ASA LB k5% (ASAv)” (Cisco ASA virtual firewall [ASAv]) JFiEFEZ 7 o

B SAREN, ARG+ 3 E RIEFHIEZ BIOracleld A LTS 1B & FRFN &4 (1 havereviewed and accept
the Oracle Terms of Use and the Partner terms and conditions) & i%#E .

Ak BB (Launch Instance).

B NS SEG R VE B FR, B0 ASAV-9-15,

HiliEBAR (Change Shape), RJEik#E4 7 ASAVIT oCPU #f . RAM S Al LA WIIR, 10
VM.Standard2.4 (5S4 1: ASAv SCRFIITHET IR RN, 551 00

MEILE M4 (Virtual Cloud Network) T #7412 i 45 7 VCN,

MFR (Subnet) FH gL PEEAE AT (WK AZEAD .

Ve E A M &L S 4R15FIR 8 (Use Network Security Groupsto Control Traffic), 4R 5%+ 4% B VON fic & (1)
LA

fii A 2R P ik (Assign a Public Ip Address) #iik 4240 .

{E3RN SSH A (Add SSH keys) , fidifME2 £ %4A (Paste Public Keys) HLik {4l 34l SSH %4

HLT Linux RSB SSH P10 I AS % AR AZRE T P BT SR G BP0 AR PIR A L& ], fn]
PAAE G S PR AL B OR B AETH DL E RSt A0S Bl A oEN, 362 8 B Linux 5261 )3 91%

sl BRERIEI (Show Advanced Options) #f4% DL TFE 55

7E ¥IE LI (Initialization Script) v, siii# M =48R LA (Paste Cloud-Init Script) Uitk 4 ASAvHE
it day0 it & . 4 ASAVEFII, FNH] day0 BCHE

PR 70 5 7R 8 0] LLEE = /034 LB ZK (Cloud-1nit Script) 5B &2 ARSI 1) 7581 day0 JiC
B ASA A ISE RS L, iHS W (ASA LETEH)Y 1 (ASA &%) .

BEE NRBIEHISCARRS, AR =7 SRR A B A0 UE S B G UE AT, DLIBE S 2 52 1AM 5 e R )
I Unicode F£F.

!ASA Version 9.18.1
interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute

no shut

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 60

ssh version 2

username admin nopassword privilege 15
username admin attributes

service-type admin

http server enable
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B z:e0

http 0 0 management
aaa authentication ssh console LOCAL

15 st (Create).

TE1
$IR2
PIE3
PE4
PIES

$I26

$IE9

S0

T—S Mt 4
¥ ASAv 5Lfl, riili€liZ (Create) #&l)m, RS ERN “IEAEEC” (Provisioning).

| o

BEERW MRS IEREZ, — H ASAVSESI AR B PIRES,

¥ VNIC.

T LE ASAVH Bl 58 L T AR B i 253

N
ASAVEHENIBITIREIFIER—A VNIC (152 [#1+ 8 (Compute) > 3£ (Instances) > KHIFMHIER
(Instance Details) > #4£#) VNIC (Attached VNICs)) . X4 F VNIC, FFE&Mut 14 VCN, 1
ASAVIE T IRIA BN Z 0T, SSTHEE N Z G0 LM VEN 7 (3B, A 432 VNIC, LUAMEE
ASAv FIEAF I VNIC,
EPEHE B ASAVSEH
MRk PR EHERY VNIC (Attached VNICs) > f] VNIC (Create VNIC).

I\ VNIC ik &%k (Name), 41 Inside.
MEILZE M4 (Virtual Cloud Network) #7412 % £ VCN.
MF M (Subnet) 741 3k B 1T

e A M 4% 22 £ 4RI 8 (Use Network Security Groupsto Control Traffic), #RJ5%+ 4 ik VCN & 1)
L.

6P BT IR B AR 3% A Al P45 e A4l i (Use Network Security Groups to Control Traffic).
CRIk) e A 1P st CHEEN VNIC AR E 1P I, A 75 ZEAT IR

UWUERARSRE 1P, OCL A I3 HELS T4 1) CIDR HeJ3 i 1P Hhik.

AR EFEEX (Save Changes) LLAI % VNIC.

X BTl (R VNIC TR BERER .

A ERERY VNIC 37500 2% B 20 )

K i e RN 280 A AT RS it b 2R
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# ool Lizis asav el ]

HIE1 RIRIEFEM L (Networking) > I E M 4% (Virtual Cloud Networks), #RJ5 fidi 5 VON SCBERIBRINER H (A
AN

P2 AURMEEBRAN (Add Route Rules).

LB 3 NEFREE (Target Type) Fhzdlk, EHEHH IP (PrivatelP).

IE4 )\EHHIZEE (Destination Type) T H1513 11 iEFCIDR # (CIDR Block).

HES AN BFR IPv4 CIDR 8, 141 0.0.0.0/0,

$IR6 £ BFRIEIF (Target Selection) T B #i A VNIC (A TP Huhk.

WA M) VNIC 43 iC TP ik, W07 LA VNIC PE4015 B (& (Compute) > £ (Instances) > SKAIELRE R
(Instance Details) > &£/ VNIC (Attached VNICs)) a4k B 5h /0 FL i 1P Mkl .

PRT i EMN (Add Route Rules).
SR8 N E AR 4R VNIC FE R .
R ASA ERL (BAASHI DHCP) TCE B a2 (1 2o 4% py )

£ OCI _Ei7715] ASAv L5

SESTT LM e A9 e (SSH) JEBORIE BB IEAEIEAT 10501
» KZH UNIX JAUHS 119 RSB0 L 2 SSH % i

* Windows 10 F1 Windows Server 2019 R %W & OpenSSH 7 iy, 41 HA# ] Oracle z=FEAli it
AL ) SSH B ARG AT, )G A FH s 7 i

o X HA Windows A, #EAT LM http://www.putty.org %5 2% 1) SSH % /¥ PuTTY .

k=235
T LU S A BEIE RS S«

P SEBI A SLIP Mk o BRI LUMAE RIS ) “ S PELN{E KL (Instance Details) 5T SR B o
TSR ERLERLIZHE (CoreInfrastructure), # 51+ 8 (Compute) I 55 il L1
(Instances). #RJ5, EEREMSEE]. 8, nT LAF 0k % ListVnicAttachments Al GetVnic
#HAE.

o S 44 AN B o

* A BB (1) SSH 2 A AL EH TR 2 1 5 38 ik A2 . A OSBRI PEgNR S, ST
Linux S 165 B EH X
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https://docs.cloud.oracle.com/en-us/iaas/api/#/en/iaas/20160918/VnicAttachment/ListVnicAttachments
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B = sshzizE asavs)

\)

AR T LI dayO BCE R E AP UEBRTE SR 1 6 AR SSH % X R ¥ 55 ASAVSEA .

{£ FH SSH %42 ASAvL

T\ Unix XA I RGEIEREE) ASAv SEBI, 1518 SSH 835 51451

P AT LA R i & VB SRR, DI A 0] AU

$ chmod 400 <private key>

Hrp.

<private_key> s XIFHISEREBATTI TR, ZOCAF AL L E07 1) A S SRR A AL B
HIE2 LI SSH a4 5L

$ ssh -i <private key> <username>@<public-ip-address>

Hrr,

<private key> &ICAFIGEMEHARRIAARR, OIS B0 10 (¥ L9 R IR I AAEH o

<username> F& ASAv LI 144

<public-ip-address> & MIEHI G KR K SL5] 1P Hobik,

{&£FH OpenSSH ;%1% %] ASAvL ]

FE Windows RAIEH T ASAv 5L, TE Al H OpenSSH & 55 5441

PR WA E AT e Bx), W s B SO, A A e B .

PAT LT #R A
a) {E Windows B AT, SHURBPIICM:, A Az, AR5 A E T (Properties).
b) ERE (Security) Ui+ I, fAtiE% (Advanced).
c) HEETEE (Owner) Ik
d) mitiZF 44K (Disablelnheritance), A5 FEM I 3 &R B4k R AR BREE 5 4 B AN PR (Convert inherited per missions
into explicit permissions on this object).
e) IEFEAZIH ok RS H . AR5 slliiiER (Remove).
) BRI R bk U5 AR A 5E 242 (Full control).
g) PRI
S 2 %R RS, %5 JT Windows PowerShell 311247 A N g4
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i putTy =322 Asavsztl I}

$ ssh -i <private_key> <username>@<public-ip-address>

o

<private key> f&IAFMEIEBRACRIZIR, LA T 5 E Y5 Il (K SE0 SCHE I FASH o
<username> s& ASAv SEHIFIH P 4.

<public-ip-address> & MIEH G R R FISLH] 1P M.

£ A PuTTY %322 ASAvL{)

HAE PuTTY M Windows RGLIE S ASAv 5261, TEPAT LA N HR1E:

$E1 47 PuTTY.
$IE2 723 (Category) Gk, HFEEiE (Session) JEHALL R 2
« £H& (S IP k) -

<username>@<public-ip-address>
.
<username> st ASAv SEFIHH F 4.
<public-ip-address> & MIEHI G R R FISLF] AT TP ik,
s imO: 22
* HEHEHEA: SSH
IR 3 (£ (Category) G, JEITEDO (Window), #R)5i%£4E# (Trandation).
$IB 4 (EnIRFFFE (Remote character set) Fusi#d, %+ UTF-8.
BT Linux 15450 1 BRIA X 3801 5 8 UTF-8, IXFES:¥4 PuTTY e 4 48 A AR TR IR X 8
PIRS (E237 (Category) T, WKIXETTE$E (Connection) A1 SSH, R J5 i i SR IEIE (Auth).

W6 midiNiT (Browse), RJGIEFEIIRL .
FERT HTF (Open) LUR B4

DRIIE B — RS, BT RE B RS E, RIS S 1) EIVE IR ZAAETE MR T . sz (Yes) LA
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B =3 pury ssiza) Asav g
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