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BRIO:1

|m] |m]
r ISDN
BRID:? Z Network ‘Jj)
Router ‘\—/_’/ﬁuhlic suvitch - ublic: swwitch
Time

Router dials out, on 1st B-channel

[ ) )
owitch determines that the
SETUP ':",h BRI 0:1) p| Ccall is destined for the other
| B-channel. The call is
SETUP {ulr-l BRI 0:2) switched to the 2nd B-channel

Fouter accepts
the call CONNECT dun BRI 0:2)
I

CDHHECTl[un BRI 0:1)

x A

\Hlnuter receives call on 2nd B-channel |

R

naui - soho- 04#isdn call interface bri 0 5551111

!-—- The router dials 5551111 (the ISDN number of the router's own BRI). !--- If the BRI circuit
has two different phone numbers for each B-channel, !--- use the number that belongs to the
second B-channel. !--- You can use this command to make calls at 56k, with the speed 56 option .
maui - soho- 04# *Mar 1 17:55:08.344: |SDN BRO: TX -> SETUP pd = 8 callref = 0x09

I-—- 0931 Setup message is Transmitted (TX) to the telco switch. *Mar 1 17:55:08. 360: Bearer
Capability i = 0x8890 *Mar 1 17:55:08.360: Channel IDi = 0x83 *Mar 1 17:55:08.364: Keypad
Facility i = '5551111" *Mar 1 17:55:08.484: |1SDN BRO: RX <- CALL_PROC pd = 8 callref = 0x89
!-—— Call Proceeding message is Received (RX) from the telco switch. !--- The switch now
processes the call. *Mar 1 17:55:08.488: Channel IDi = 0x89 *Mar 1 17:55:08.516: | SDN BRO: RX
<- SETUP pd = 8 callref = 0x12

l--- A Setup message 1is Received (RX) from the switch. This message is for the !--- incoming
call. Remember that the router sent a Setup message (for the !--- outgoing call) and now
receives a SETUP message for the same call. *Mar 1 17:55:08.516: Bearer Capability i = 0x8890
*Mar 1 17:55:08.520: Channel IDi = Ox8A *Mar 1 17:55:08.520: Signal i = 0x40 - Alerting on -
pattern O *Mar 1 17:55:08.532: Called Party Nunmber i = OxCl, '5551111' *Mar 1 17:55: 08.532:
Locking Shift to Codeset 5 *Mar 1 17:55:08.532: Codeset 5 |E Ox2A i = 0x808001038001118001, '<'
*Mar 1 17:55:08.564: | SDN BRO: Event: Received a DATA call fromon B2 at 64 Kb/s *Mar 1

17:55: 08.620: %O ALER-6-BIND: Interface BRIO:2 bound to profile Dialerl *Mar 1 17:55:08. 652:

| SDN BRO: Tx -> CALL_PROC pd = 8 callref = 0x92

! ——- Transmit (TX) a Call Proceeding message for the incoming call. *Mar 1 17:55:08. 652:
Channel IDi = Ox8A *Mar 1 17:55:08.700: %. NK-3-UPDOMN: Interface BRIO:2, changed state to up
*Mar 1 17:55:08.988: | SDN BRO: Tx -> CONNECT pd = 8 callref = 0x92

! ——— Transmit (TX) a Connect message for the incoming call. *Mar 1 17:55:08.988: Channel IDi =
Ox8A *Mar 1 17:55:09.040: |SDN BRO: RX <- CONNECT ACK pd = 8 callref = 0x12

! ——- Receive (RX) a Connect Acknowledgment for the incoming call. *Mar 1 17:55:09.040: Channel
IDi = Ox8A *Mar 1 17:55:09.040: Signal i = Ox4F - Alerting off *Mar 1 17:55:09.064: |SDN BRO:
RX <- CONNECT pd = 8 callref = 0x89

! ——- Receive (RX) a Connect message for the outgoing call. *Mar 1 17:55:09.076: |SDN BRO: TX ->
CONNECT_ACK pd = 8 «callref = 0x09

*Mar 1 17:55:09.080: %. NK-3-UPDOMN: I nterface BRIO:1, changed state to up



*Mar 1 17:55:09.104: % ALER-6-BIND: Interface BRIO:1 bound to profile BRI O
*Mar 1 17:55:09.112: 9% SDN-6- CONNECT: Interface BRIO:1 is now connected to 5551111

! ——- Call is now connected. Loopback call is successful.

K

- EREFWEE |, BRHESFETRBEE LR T LU BBRFEWEBEE, EFBdebug isdn
qO3 1% AT | MARERXENEA®”, Hlin , BHIFAIXIZEEE(TX > SETUP) , # Btz
W —RX <- SETUP), HUWEIMSETUPHEE SR BB |, £EHSETUPA 5 X818
KEBko

- ELEGIFR RITE—IBEENSE, B2, BEEAFLXIE—IBEEEI (ER Ty
), UL RBIE-ABEE , HEEZERIITHR. B2 , TelcoRRY P EHEIREE T8
SHHEFLEK, HRGENZHGFUIELE—MEE ( ECTHITEUY ) i/, 2EEX
fiER. ERBELTVEITKARRIMAIBEE. B2, I THTARNE , i TLFEisdn
call interfacefn & P IEEH 1 \BIE 1B 5 KRR L 71 &,

- EZ—BKHS EHRITHRE R,

- RIRE UL , H B EERERA FEALSREE K |, & 0] LA i B IR IR B U BAN i BB & 2 i
TEM | WM —HAOR,

BXRWNABREMRBENEER , BSREUT X -

. ISDN BRI #EHEBRHRER
. {#Hdebug isdn 99311 S HEERISDN BRISEIE HE

1T BR[O I Y

BEFEFUINABEERTREREMBIEIEEEH. EFZHERT , debug ppp negotiationd]
&AM, A TREBRE LN BIETEM,

AR N RE E-NEFRE SR EERHTREEEN.

EHEAEEUp | ROERHR EIEEMMISHED, RoRBORETLENTU, 560K
UEMDDRa& T , MAEBRIZER E IR . BRE AR, SED HEibik S8R0 BIELE,

tIRRSRFREEXMH  UASE-HEE NS - MSBFEE M.
e i 3 R BR
ERREFUEERME , BTRAATSR

1. #Ecopy running-config startup-configis T BB TREZTERE. WITIRER |, TENR
SR EEMB A TEERE RN FTRE,
2. BEYEEO, X A2 BEETHELENISDNEXER , IRBRHIEEMSPID,
interface BRI O
no i p address
!--—- Do not configure an IP address on the physical interface. !--- The IP address will be
configured on the dialer. encapsul ation ppp !--- physical interface uses PPP encapsul ation
di al er pool -nmenber 1 !--- Assign BRIO as member of dialer pool 1. !--- Dialer pool 1 is
specified in interface Dialer 1, and !--- interface Dialer 2. isdn switch-type basic-ni
i sdn spidl 71355511110101 5551111 isdn spid2 71355511120101 5551112 !--- switch-type and
SPID configuration. !--- Contact the telco for this information. ppp authentication chap
callin !--- The physical interface uses CHAP authentication. !--- Authentication is
required on the physical interface to bind the !--- incoming call to the right dialer
profile.
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3. BEE—MRERFED :

interface Dialerl

ip address 1.1.1.1 255.255.255.0

!--- Assign an IP address to the dialer interface. !--- In this example, the IP addresses
for both dialers !--- are in the same subnet. encapsul ation ppp /--- The dialer interface
uses PPP (same as the physical BRI interface). dialer pool 1 !/--- his defines Dialer pool
1. BRI 0 is a member of this pool. dialer renpte-nane dialer2 !--- This name must match the
name used by the other dialer interface to !--- authenticate itself. Dialer string
7135551112. !--- Phone number for the other B-channel. !--- If your connection only needs
one number for both B-channels !--- (that is, they are in a hunt-group), use that number
here. dialer-group 1 !--- Apply interesting traffic definition from dialer-list 1. ppp
authentication chap callin /--- Use one-way CHAP authentication. This is sufficient for
this test. ppp chap hostnane dialerl !--- CHAP hostname to be sent out for authentication.
ppp chap password dialerl !--- CHAP Password to be sent out for authentication.

4 BEEF-MRSEHED .

interface Dialer2
ip address 1.1.1.2 255.255.255.0

!-—— Assign an IP address to the dialer interface. !--- In this example, IP address for
both dialers are in the same subnet. encapsul ation ppp dialer pool 1 !--- This defines
Dialer pool 1. !--- BRI 0 is a member of this pool. dialer renote-nane dialerl !/--- This
name must match the name used by the other dialer interface !--- (dialerl) to authenticate
itself. Dialer string 7135551111. !--- Phone number for the other B-channel. !--- If your
connection only has one number for both B-channels !--- (that is, they are in a hunt-
group), use that number here. dialer-group 1 !--- Apply interesting traffic definition from
dialer-1ist 1. ppp authentication chap callin ppp chap hostname dialer2 !--- CHAP hostname
to be sent out for authentication. ppp chap password dialer2 !--- CHAP Password to be sent

out for authentication.

5 RERATSORIENAFBNED .
usernane dialerl password O dialerl
usernane dial er2 password O dialer2

AFRENMOSEESNMR5E5E 0 T Appp chap hostnameHppp chap password @ B iE
HWAFEMOSHEE.
6. BEBRAHAUES

iproute 1.1.1.1 255.255.255.255 Dialerl

!--- Note that the route for 1.1.1.1 points to dialerl. ip route 1.1.1.2 255.255.255. 255
Dialer2 !--- Note that the route for 1.1.1.2 points to dialer2. !--- The routes are used to
determine which dialer interface is !--- used for dialout.

BE: MRAELMHNFRAPEEZEODialer 1 ( $HR3 ) ML ODialer 2 ( £FR4 ) ByIP#ut |, NI
FEEHSKA,
7. BEEXREE X,

dialer-list 1 protocol ip permt
EE  REREFIRESVAERSEFEOTREEFATRENKSEFIIRESHEE.
T RGIH | BEE dialer-list 1o

8. MATSE , EMMMHEMERT ( MRERE ) , ARENAEANRKEE.

15 3 B EH ) Ry

W , RIS EFIBERE RN , AERPPPIHERERITK. PPPIHEKIIRRBEERILIE
L MR,

E2 — Bz BiEEr E vy




Dialer 1
1.1.1.1/24

chap hostname dialer1

Router

Dialer 2
1.1.1.2:24

chap hostname dialer?

Initiate ping to 1.1.1.1

route points to Dialer 1.
ping is interesting traffic
and so dialer 1 dials the

dialer string

Router accepts the

incoming call on BRIO:2

and responds with a
CONNECT

Router receives the

CONNECT on BRIO:1

PPP LCP negotiation
hegins

LCP negotiation is
complete.
Note: some LCP
transactions have not
heen displayed

One-way chap
authentication
Hostname specifed in
the outbound dialer
{dialer 1) is used for
CHAP.

Successfully
authenticate the user
and hind the call to
Dialer 2.
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- debug dialer

- debug isdn q931

- debug ppp negotiation

. debug ppp authentication ( A% )
AR BN EEHTR , REBJETEBEE LRAN TS HWURBSRMEURBEE, EHRE
debug isdn q931F1debug ppp negotiationdr R4 HAET , BTIRERXENEAE", B0, BEHEF
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-
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UTREXEISDNFEIAYER

rout er #show debug
Di al on denand:
Di al on denmand events debugging is on
PPP:
PPP protocol negotiation debugging is on
| SDN:
| SDN @31 packets debugging is on
| SDN @31 packets debug DSLs. (On/Off/No DSL: 1/0/-)
DSL 0 -->1
1 -

router#ping 1.1.1.1

! -—— Because of the static route entry shown in step 6 above, !--- the call is made out from
dialer 1. Type escape sequence to abort. Sending 5, 100-byte ICWP Echos to 1.1.1.1, tineout is 2
seconds: 03:40:41: BRO DDR rotor dialout [priority] 03:40:41: BRO DDR Dialing cause ip
(s=1.1.1.1, d=1.1.1.1) 03:40:41: BRO DDR Attenpting to dial 7135551112 03:40:41: |ISDN BRO: TX -

> SETUP pd = 8 callref = 0x08 !--- Outgoing SETUP message. 03:40:41. Bearer Capability i =
0x8890 03:40:41: Channel IDi = 0x83 03:40:41: Keypad Facility i = '7135551112" 03:40:41: |SDN
BRO: RX <- CALL_PROC pd = 8 callref = 0x88 03:40:41: Channel IDi = 0x89 03:40:41: |SDN BRO: RX
<- SETUP pd = 8 callref = O0x2A !--- Incoming SETUP message on the other B-channel. 03:40: 41:
Bearer Capability i = 0x8890 03:40:41: Channel IDi = Ox8A 03:40:41: Signal i = 0x40 - Aerting
on - pattern 0 03:40:41: Called Party Nunber i = OxCl, '5551112', Pl an: | SDN,

Type: Subscri ber(local) 03:40:41: Locking Shift to Codeset 5 03:40:41: Codeset 5 |E Ox2A i =
0x808001038001118001, '<' 03:40:42: |SDN BRO: Event: Received a DATA call fromon B2 at 64 Kb/s
!--- Note that the call comes in on the second B-channel (BRI0O:2). !--- Hence the outgoing call
must have been on BRIO:1. 03:40:42: 1SDN BRO: Event: Accepting the call id OxB 03:40:42: %. NK-
3-UPDOWN: Interface BRIO:2, changed state to up. 03:40:42: BRO:2 PPP:. Treating connection as a
callin 03:40:42: BRO:2 PPP: Phase is ESTABLI SHI NG Passive Open [0 sess, 0 |oad] 03:40:42: BRO:2

LCP. State is Listen !/--- PPP LCP negotiations begin. 03:40:42: |SDN BRO: TX -> CALL_PROC pd = 8
callref = OxAA 03:40:42: Channel IDi = Ox8A 03:40:42: |ISDN BRO: TX -> CONNECT pd = 8 callref =
OXxAA 03:40:42: Channel IDi = Ox8A 03:40:42: 1SDN BRO: RX <- CONNECT_ACK pd = 8 callref = 0Ox2A

03:40:42: Channel IDi = Ox8A 03:40:42: Signal i = Ox4F - Alerting off 03:40:42: |1SDN BRO: RX <-

CONNECT pd = 8 callref = 0x88 03:40:42: %1 NK-3-UPDOMN: Interface BRI 0:1, changed state to up
03:40:42: BRO:1: interface nust be fifo queue, force fifo 03:40:42: % ALER-6-BIND: Interface
BRO: 1 bound to profile Dil 03:40:42: BRO:1 PPP. Treating connection as a callout 03:40:42: BRO:1
PPP: Phase is ESTABLI SHI NG, Active Open [0 sess, 0 |l oad] 03:40:42: BRO:1 PPP. No renote
authentication for call-out /--- One-way authentication (configured with PPP authentication CHAP
callin). 03:40:42: BRO:1 LCP: O CONFREQ [Closed] id 11 Ilen 10 03:40:42: BRO:1 LCP: Magi cNunber
0x513D7870 (0x0506513D7870) 03:40:42: |SDN BRO: TX -> CONNECT_ACK pd = 8 callref = 0x08
03:40:42: BRO:2 LCP: | CONFREQ [Listen] id 11 Len 10 03:40:42: BRO:2 LCP: Magi cNunber 0x513D7870
(0x0506513D7870) 03:40:42: BRO:2 LCP: O CONFREQ [Listen] id 11 Len 15 03:40:42: BR0:2 LCP:

Aut hProt o CHAP (0x0305C22305) 03:40:42: BRO:2 LCP: Magi cNunber 0x513D7A45 (0x0506513D7A45)
03:40:42: BRO:2 LCP: O CONFACK [Listen] id 11 Len 10 03:40:42: BRO:2 LCP: Magi cNunber 0x513D7870
(0x0506513D7870) 03:40:42: BRO:1 LCP: | CONFREQ [ REQsent] id 11 Len 15 03:40:42: BRO:1 LCP:

Aut hProt o CHAP (0x0305C22305) 03:40:42: BRO:1 LCP: Magi cNunber 0x513D7A45 (0x0506513D7A45)
03:40:42: BRO:1 LCP: O CONFACK [RE@sent] id 11 Len 15 03:40:42: BR0:1 LCP:. AuthProto CHAP
(0x0305C22305) 03:40:42: BRO:1 LCP: Magi cNunber 0x513D7A45 (0x0506513D7A45) 03:40:42: BRO:1 LCP:
| CONFACK [ ACKsent] id 11 Len 10 03:40:42: BRO:1 LCP: Magi cNumber 0x513D7870 (0x0506513D7870)
03:40:42: BRO:1 LCP: State is Open 03:40:42: BRO:1 PPP: Phase is AUTHENTI CATING by the peer [0
sess, 1 load] 03:40:43: BRO:2 LCP: | CONFACK [ACKsent] id 11 Len 15 03:40:43: BRO:2 LCP:

Aut hProt o CHAP (0x0305C22305) 03:40:43: BRO:2 LCP: Magi cNunber 0x513D7A45 (0x0506513D7A45)
03:40:43: BRO:2 LCP: State is Open 03:40:43: BRO:2 PPP: Phase is AUTHENTI CATING by this end [0
sess, 1 load] !--- Authentication begins. 03:40:43: BRO:2 CHAP. O CHALLENGE id 7 Len 26 from
"router"” 03:40:43: BRO:1 CHAP: | CHALLENGE id 7 Len 26 from"router" 03:40:43: BR0:1 CHAP: Using
alternate hostnane dialerl !--- Use the alternate hostname specified with PPP CHAP hostname !---
under int Dialer 1. 03:40:43: BRO:1 CHAP: Usernane router not found 03:40:43: BR0:1 CHAP: Using
default password 03:40:43: BRO: 1 CHAP: O RESPONSE id 7 Len 28 from"dialerl" !--- Outgoing CHAP
response sent on B-channel 1. 03:40:43: BR0:2 CHAP: | RESPONSE id 7 Len 28 from"dialer1" !/---
Incoming CHAP response seen on B-channel 2. 03:40:43: BRO:2 CHAP. O SUCCESS id 7 Len 4 /---
Authentication is successful 03:40:43: BRO:2: interface nmust be fifo queue, force FIFO 03:40: 43:



%l ALER- 6-BI ND: Interface BRO:2 bound to profile Di2 !--- Call (from Dialer 1) is bound to int

Dialer 2. !--- This is because the dialer remote-name dialerl command is !--- configured under
int dialer 2. Binding fails when the dialer remote-name !--- conmand is onitted, or is
incorrect,

03:40:43: BRO:2 PPP: Phase is UP [0 sess, 0 |oad]

!--- IPCP negotiation begins. 03:40:43: BRO:2 I PCP: O CONFREQ [ Not negotiated] id 1 Len 10
03:40:43: BRO:2 | PCP: Address 1.1.1.2 (0x030601010102) 03:40:43: BRO: 2 CDPCP: O CONFREQ [ O osed]
id 1l Len 4 03:40:43: BRO:1 CHAP: | SUCCESS id 7 Len 4 03:40:43: BRO:1 PPP: Phase is UP [0 sess,
1 load] 03:40:43: BRO:1 I PCP: O CONFREQ [Not negotiated] id 1 Len 10 03:40:43: BRO:1 | PCP:
Address 1.1.1.1 (0x030601010101) 03:40:43: BRO:1 CDPCP: O CONFREQ [Closed] id 1 Len 4 03:40:43:
BRO: 1 IPCP: | CONFREQ [ REQsent] id 1 Len 10 03:40:43: BRO:1 IPCP: Address 1.1.1.2
(0x030601010102) 03:40:43: BRO:1 | PCP: O CONFACK [REQsent] id 1 Len 10 03:40:43: BRO:1 | PCP:
Address 1.1.1.2 (0x030601010102) 03:40:43: BRO:1 CDPCP: | CONFREQ [ REQsent] id 1 Len 4 03:40:43:
BRO: 1 CDPCP: O CONFACK [REQsent] id 1 Len 4 03:40:43: BRO:2 IPCP: | CONFREQ [REQsent] id 1 Len
10 03:40:43: BRO:2 I PCP: Address 1.1.1.1 (0x030601010101) 03:40:43: BRO:2 | PCP: O CONFACK
[REQsent] id 1 Len 10 03:40:43: BRO:2 IPCP: Address 1.1.1.1 (0x030601010101) 03:40:43: BRO:2
CDPCP: | CONFREQ [ REQsent] id 1 Len 4 03:40:43: BR0:2 CDPCP: O CONFACK [ REQsent] id 1 Len 4
03:40:43: BRO:2 IPCP: | CONFACK [ACKsent] id 1 Len 10 03:40:43: BR0:2 |IPCP: Address 1.1.1.2

(0x030601010102) 03:40:43: BRO:2 IPCP: State is Open !--- IPCP on B-channel 2 is Open. 03:40: 43:
BRO: 1 I PCP: | CONFACK [ACKsent] id 1 Len 10 03:40:43: BRO:1 IPCP: Address 1.1.1.1
(0x030601010101) 03:40:43: BRO:1 IPCP: State is Open !--- IPCP on B-channel 1 is Open. 03:40: 43:

BRO: 2 DDR: dialer protocol up 03:40:43: BRO:1 DDR dialer protocol up 03:40:43: D2 | PCP:
Install route to 1.1.1.1 03:40:43: Dil IPCP: Install route to 1.1.1.2 03:40:44: 9%. NEPROTO 5-
UPDOMN: Line protocol on Interface BRI 0:2, changed state to up 03:40:44: %1 NEPROTO 5- UPDOMN:

Li ne protocol on Interface BRI 0:1, changed state to up !--- Both B-channels are up. ... Success
rate is O percent (0/5) router#

AR : pingRETRER SERMMBXKFRIBE KM, RALHRE, RIWPPPIHERBEERGRETHE
B EEWAEBENEENR. WRFWURY , ERRBELT T HEXMMAHERRS IR R FEAY 1 4

=

HXER

- ISDN BRI ¥R HEE

- fEHdebug isdn q931d5 S HEERISDN BRISE3/Z HE

- R EEFEEANE R SRR

. f£F ppp chap hostname F ppp authentication chap callin @58 PPP iAiE
- BERNBEARRTF

- BARFZRFH A - Cisco Systems
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