ISDN BRI # EHBRREE

HEHERR - A B F AR L F 1
HEERR : BEAHBRR AEIRNIRS ?
R BBHBTEEHES

3% B FAAT R i 4
"&debug#i H18% 5" Attempting to Dial™ ;& 8."
1

A5l 2

5l 3

MBS HERR - ISDNFRALEZE R R ?

FEIR - ISDNME AL SR 58 Zh i 32

WEEHERR - PPP LCPRYER =B IH ?

fEIR - PPP LCPH ER T A 2h

AEEM R A : kL BPPP

ATBERY R A : ISDNIEE R PTiig

AEENER - HERBBRTREFEAN S G R ( CHAPSPAP )
HEHERR - PPPE R IIF R B RIN ?

EIR - PPP B {3 303F R AR Zh

T~ 1

A5l 2

Pl 3

HBEHERR - PPP NCP(IPCPYM ER R B TR ?
fEIR - PPP NCP(IPCP)1H P T 5% 2h

(B8R : Pt KK

B FR ;OB B R E R SR AL E
i 2 Y [B) 3

FEAR - P LS R O FF S I AU R B

IR - BREER AR FT IR

R E-ABEETERE

P Y
H%ER
k]

AR ASF B RRISDNE R EREOBRNKR SHRBE. £UTARNRERMRAEMES , &
NEFRARSEFREXHELTS — 1 WISDN BRIEE., BER , GHMBHE (W5 XN4E ) B

AR BIE T LA R BB A X R AS BY I8 i RISDNFI &
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BXISDNFIDDRMINBE LR , SR Cisco Learning Connection ™ iy & 5% 1)l

BETHNEEITRIEXTANFHAES. £AMNKERENGREZHERELLRER,
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debugs:

debug dialer

debug dialer packet
debug isdn 931

debug ppp negotiation
debug ppp authentication

Lag in to your router and enable these

Then ping an IP Address on the Internet

(Howe to log in and capture these debugs)

Does the Router
Atternpt to Dial?

Ooes the [SD
Call Connect
Successfully?

Dioes the PPP LCP
Phase succeed?

Does PPE
Authentication
Succeed?

Does the PPF
MCP (IFCP1 Phase

complete?

Fossible Causes:

- ip routing is not configured

- IP Addressing is not configured
- Route to dialer int does not exist
- dialer-list i= not configured

- dialer-group is not configured

- dialer string is not specified
(Click here for other possible
cases and sample output)

Fossible Causes:

- Problem with 150N wiring

- IS0M Circuit is not functioning
- Incorrect dialer string

- Long distance carrier issue

- Incorrect SPIDs

(Click here for other posgible
cases and sample output)

Fossible Causes:

- encapsulation ppp is not
configured

- ISOM Speed mismatch 56k vs
Bak)

- Routers do not agree an
authentication protocal

(Click here for other possible
cases and sample output)

Fossible Causes:

- wrong username (on either called
and calling router)

- wrong password (on either called
and calling router)

(Click here for other possible cases
and sarnple output)

Fossible Causes:

- fixed IP address configured an
calling router while called router
wants to assign a specific address
- dialer pool incorrectly specified
- dialer remote-name does not
match the authenticated username
(Click here for other possible cases

. Choose from one of the following

!

\

post-connection problems

and sample output)

Call disconnects
prermaturely

Possgible Causes:

- Low dialer idle-timeout
- Incorrect interesting
traffic definition

Call does not disconnect .
link
Possible Causes:

- High dialer idle-timeout
- Incorrect interesting
traffic definition

Possible Causes:

periodic traffic) is
interesting

Router repeatedly dials the

- Routing protocol {or other

//
IF Connectivity lssues

Fossible Causes:
- WAT Configuration lssue
- IP Routing issue




HEHERR - B FAFEIRIX LR
T B E R EIPCHTH O 1 & S HIE tonetiE f FI B EI 8.
MEBEETLH L ERIBAE  FSANLHAEENATANARAGERE, NRAHHE

HEREARENEUAR L& |, F BEFLEMEAtenetiE 'Jf:’?E’JE%EE%% , AFERtelnet® i
BEREEI R ARV AR IP# L

TR (#2F B Sitelnet ) , RFEAATFERESETHRARINHEILIEZNE K, RAE
AReFE R F A R ERAERBEHRE

HEHBMENESER EBEEY, BIRRN  MAERHSZ LRENBLHEAR RN

router>enable

Password: (enter the enable password) router# router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

router (config) #service timestamps debug datetime msec

router (config) #service timestamps log datetime msec

R BE AtelnetiEREE |, 1F%8 Aterminal monitor , LN AR :

router#terminal monitor
router#

FEtzfE , £ T E% Adebugin © :

router#debug isdn @931

ISDN Q931 packets debugging is on
router#debug ppp negotiation

PPP protocol negotiation debugging is on
router#debug dialer packet

Dial on demand packets debugging is on
router#debug dialer

Dial on demand events debugging is on
router#debug ppp authentication

PPP authentication debugging is on
router#

%J‘EEHLI%EE%EJ:FZdemgo DTN AANRAREERS. RERTPEHENTEMN BNRY
S Ro

router#ping 194.183.201.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 194.183.201.1, timeout is 2 seconds:

*Mar 1 00:06:36.383: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),

100 bytes, outgoing interesting (ip PERMIT)

! —— The ping for 194.183.201.1 is interesting traffic and uses Dialer 1(Dil) *Mar 1
00:06:36.387: BRO DDR: rotor dialout [priority] *Mar 1 00:06:36.391: BRO DDR: Dialing cause ip
(s=10.1.0.1, d=194.183.201.1) *Mar 1 00:06:36.395: BRO DDR: Attempting to dial 8134

! —— Number used to dial.

! —— This is configured using the dialer string or dialer map command

I —— If you do not see this message proceed to section

! —- Symptom: The Router Does Not Attempt to Dial *Mar 1 00:06:36.411: ISDN BRO: TX -> SETUP pd
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= 8 callref = 0x02 *Mar 1 00:06:36.415: Bearer Capability i = 0x8890 *Mar 1 00:06:36.423:
Channel ID i1 = 0x83 *Mar 1 00:06:36.427: Called Party Number i = 0x80, '8134', Plan:Unknown,
Type:Unknown *Mar 1 00:06:36.519: ISDN BRO: RX <- CALL_PROC pd = 8 callref = 0x82 *Mar 1
00:06:36.527: Channel ID i = 0x89 *Mar 1 00:06:36.727: ISDN BRO: RX <- CONNECT pd = 8 callref =
0x82 *Mar 1 00:06:36.743: ISDN BRO: TX -> CONNECT ACK pd = 8 callref = 0x02

*Mar 1 00:06:36.751: %LINK-3-UPDOWN: Interface BRIO:1l, changed state to up

! —— ISDN Layer 3 CONNECT message and Link Up message ! -- If you do not see this message
proceed to section ! -- Symptom: The ISDN Call Does Not Connect Successfully *Mar 1
00:06:36.767: BR0O:1: interface must be fifo queue, force fifo *Mar 1 00:06:36.775: $DIALER-6-
BIND: Interface BRO:1 bound to profile Dil *Mar 1 00:06:36.787: BRO:1 PPP: Treating connection
as a callout *Mar 1 00:06:36.791: BRO:1 PPP: Phase is ESTABLISHING, Active Open ! -- LCP
negotiation begins *Mar 1 00:06:36.791: BRO:1 PPP: No remote authentication for call-out *Mar 1
00:06:36.795: BRO:1 LCP: O CONFREQ [Closed] id 3 len 10 *Mar 1 00:06:36.799: BRO:1 LCP:
MagicNumber 0x0012586A (0x05060012586A) *Mar 1 00:06:36.859: BRO:1 LCP: I CONFREQ [REQsent] id
59 len 15 *Mar 1 00:06:36.863: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 00:06:36.867:
BRO:1 LCP: MagicNumber 0x10D36A4C (0x050610D36A4C) *Mar 1 00:06:36.871: BRO:1 LCP: O CONFACK
[REQsent] id 59 len 15 *Mar 1 00:06:36.875: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1
00:06:36.875: BRO:1 LCP: MagicNumber 0x10D36A4C (0x050610D36A4C) *Mar 1 00:06:36.879: BRO:1 LCP:
I CONFACK [ACKsent] id 3 len 10 *Mar 1 00:06:36.883: BR0O:1 LCP: MagicNumber 0x0012586A
(0x05060012586A) *Mar 1 00:06:36.887: BRO:1 LCP: State is Open

! -- LCP negotiation is complete. Any LCP state other than Open indicates

! —- that LCP negotiation has failed.

! —— If you do not see this message proceed to section

! —— Symptom: PPP LCP Phase Does Not Succeed *Mar 1 00:06:36.903: BRO:1 PPP: Phase is
AUTHENTICATING, by the peer *Mar 1 00:06:36.907: BRO:1 CHAP: I CHALLENGE id 38 len 24 from "ISP"
! —-- Incoming CHAP challenge *Mar 1 00:06:36.915: BRO:1 CHAP: Using alternate hostname XXXXX

! -- Using alternate hostname configured with ppp chap hostname command

*Mar 1 00:06:36.915: BRO:1 CHAP: Username ISP not found

*Mar 1 00:06:36.919: BRO:1 CHAP: Using default password

! -- Using password configured with ppp chap password command

*Mar 1 00:06:36.923: BR0O:1 CHAP: O RESPONSE id 38 len 26 from "XXXXX"

! -- Sending response from "XXXXX" which is the alternate hostname for the router *Mar 1
00:06:36.939: BRO:1 CHAP: I SUCCESS id 38 len 4 ! -- NAS has succesfully authenticated the
router *Mar 1 00:06:36.943: BRO:1 PPP: Phase is UP

! —-- PPP Authentication is successful ! -- PPP NCP (IPCP) negotiation begins *Mar 1
00:06:36.947: BRO:1 IPCP: O CONFREQ [Not negotiated] id 3 len 10

*Mar 1 00:06:36.951: BRO:1 IPCP: Address 0.0.0.0 (0x030600000000)

! -- This router does not have an address configured, so it sends a

! -——- CONFREQ with the address 0.0.0.0. This tells the other peer to assign an address

! -- which is accomplished by the sending of a CONFNAK with the proper address. *Mar 1
00:06:36.955: BRO:1 IPCP: I CONFREQ [REQsent] id 26 len 10

*Mar 1 00:06:36.963: BRO:1 IPCP: Address 194.183.201.1 (0x0306C2B7C901)

! -- Incoming CONFREQ indicating the peer's IP address *Mar 1 00:06:36.967: BRO:1 IPCP: O
CONFACK [REQsent] id 26 len 10

*Mar 1 00:06:36.971: BRO:1 IPCP: Address 194.183.201.1 (0x0306C2B7C901)

! -—- The router accepts the peer's IP address

! -- (since it 1is not trying to assign one to the peer)

! —- Once the call is connected a route to this address will be installed *Mar 1 00:06:36.975:
BRO:1 IPCP: I CONFNAK [ACKsent] id 3 len 10

*Mar 1 00:06:36.979: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

! -- The peer CONFNAKs our initial Address request of 0.0.0.0

! —— It responds with the address that this router could use

! -- The NAS can assign this using the peer default ip address or dialer map command

*Mar 1 00:06:36.983: BR0O:1 IPCP: O CONFREQ [ACKsent] id 4 len 10

*Mar 1 00:06:36.987: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

! -- This router requests the address previously suggested by the NAS *Mar 1 00:06:37.011: BRO:1
IPCP: I CONFACK [ACKsent] id 4 len 10

*Mar 1 00:06:37.015: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

! -- NAS accepts the address requested by the client *Mar 1 00:06:37.015: BRO:1 IPCP: State is

! -—- PPP NCP (IPCP) negotiation is complete ! -- If you do not see this message proceed to
section

! —- Symptom: PPP NCP (IPCP) negotiation does not succeed *Mar 1 00:06:37.019: Dil IPCP: Install
negotiated IP interface address 194.183.201.2 *Mar 1 00:06:37.031: BRO:1 DDR: dialer protocol up




*Mar 1 00:06:37.039: Dil IPCP: Install route to 194.183.201.1

! -- Route to peer is installed *Mar 1 00:06:37.943: SLINEPROTO-5-UPDOWN: Line protocol on
Interface BRIO:1, changed state to up *Mar 1 00:06:38.383: Dil DDR: ip (s=194.183.201.2,
d=194.183.201.1), 100 bytes, outgoing interesting (ip PERMIT) *Mar 1 00:06:38.427: Dil DDR: ip
(s=194.183.201.2, d=194.183.201.1), 100 bytes, outgoing interesting (ip PERMIT) *Mar 1
00:06:38.471: Dil DDR: ip (s=194.183.201.2, d=194.183.201.1), 100 bytes, outgoing interesting
(ip PERMIT) *Mar 1 00:06:38.515: Dil DDR: ip (s=194.183.201.2, d=194.183.201.1), 100 bytes,
outgoing interesting (ip PERMIT) router# *Mar 1 00:06:42.783: %ISDN-6-CONNECT: Interface BRIO:1
is now connected to 8134

unknown
router#
IR [ 4 FE B BR R

HEHERR : BRHBREERHER S ?

NTHERAREESZRAETWY , FRIUEFURAER[AVF B HPREEUATLRE

*Mar 1 00:06:36.395: BRO DDR: Attempting to dial 8134

ERRBEHS | 81342 B HELNIKLSHISDNE ZS1B, HS 26 Adialer stringSidialer mapdy
TEEN.

B EH B TR
R : BESFZHRE
MBENBEBIELIABS | WESHTL
RAEMERS L

MRBAEERRBLE , XRUEREENEREZNPHRESEZRSERBAIKSHFED, ERXH
BANKRELREER :

- RWIFERSEFEOLRET IP, ZRNZERSHED LRipRESED(EFEZORup/uptE
O, #ethernet x . loopback xZ)Riptth 1A ( 2R EF i IFMNASKERIPHAE ) » FNRAE
Fﬁ'f*'z:,;uDDR MNEYEED (Hl, #OBRIO ) LEEIP#IL,

- I nlp routing2 & BB &, #Mshow running-configit T EEE BN , BN ERIno ip
routing®@ o

-REREFEEORSHBEONT —RAVRSKE (MREAKSHMRE ). UTRA (XNT
REBFEENH ) 2172.22.53.0/2409F 8 H , T—BRNKRSEF1:

maui-soho-01(config) #ip route 172.22.53.0 255.255.255.0 dialer 1

BT R ( 3 FH4DDR ) £172.22.53.0240 858 H , F—$H172.16.1.1, F—Bkitsst &
SRS EUPA TR SHiptbit TR -

maui-soho-01(config) #ip route 172.22.53.0 255.255.255.0 172.16.1.1

- BIFR SRR YEBEORLE TEBMXARE ARS. #Hshow interface dialer Xz{show
interface bri Xan S #AR#E 04 Tup/upRZS ( B3R ) -



MEBEAOEEMXE , NEZOBEEER T #Hno shutdownii

MRFZOLTRARS , URSHEFIBRIBOREESANER. EUMKREEOTH
backup interface@s 5 , M EZ ORI HEBL,

"Adebugh H{85&% F""Attempting to Dial™ H A"

EXMERT , e EARAIZEAN IPHES  BERERARETENRRAMGEEFARER
I, EFdebugfiith , AEHARZHFUNRER, UTE2-LRHBHRFRETRRER

4l 1

*Mar 13 10:43:50.253: Dil DDR: ip (s=10.1.1.1, d=172.22.53.1),
100 bytes, outgoing uninteresting (list 101).

SR RESHIREENTEE, EA&FH | &Raccess-list 101,
HENMERREELRATFMEIPRE , TR :

maui-soho-01(config)#dialer-list 1 protocol ip permit

BE  BAAIPRERICAMXRETRESHSDNERTRIREET , AERIAEHRANUR
HttERER, BAEMEXREELURRENER.

BRAXKRENFAGE , BEAXHEERERR | SERMER,

Pl 2

*Mar 1 00:07:22.255: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing uninteresting (no dialer-group defined).

REEFEOLREETAKRSERFE, WUATREAR , FNKSEFA :

interface Dialerl
dialer-group X

AR XHWENSdialer-listts S FrANEHEE.

Bl 3

*Mar 1 00:08:24.919: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing uninteresting (dialer-list 1 not defined).

RERFEOLA-IMSEFAIES , B5lANRSEFIRTEFE. MUTRAMR , BER
SEFIK
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dialer-list X protocol ip permit
XEE : XWER 5% 5853 0 T dialer-groupds = £ A BV EAE R

Bl 4

*Mar 1 00:25:32.551: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing interesting (ip PERMIT)
*Mar 1 00:25:32.555: Dil DDR: No free dialer - starting fast idle timer.

ERXMERLT  @FEHBEESAN EBAXUE %8R  ERXETATHITHUNYERZD
o BREVEEAPEETRSEFUAAX , ERERFEOPRE TRSEFEX. R :

interface BRIO

dialer pool-member 1
|

interface Dialerl
dialer pool 1

Ak REBRIEE AR E AR TRIRE

=4l 5

*Mar 1 00:37:24.235: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing interesting (ip PERMIT)
*Mar 1 00:37:24.239: Dil DDR: Cannot place call, no dialer string set.

EXMERT  RESRED EREERSHFHR, MARERHTY , BEFANEZFUNISDONE
ZE5H, EXNREEFFRES

interface Dialerl
dialer string 8134

BRESHEHRER | Iﬂ@ﬁﬁdebug isdn q931an FHERRISDN BRISE3/Z #B& 30 4% iy Iy il
B HBR N RIE SETUP/EM”:‘B

1R [o] i PE B BR T 7

HEHERR : ISDNIFRYERER BT ?

EWEISDNFIZEERE , BERIRPERCONNECT_ACKHM%LINK-3-UPDOWNE L. :

*Mar 1 00:06:36.743: ISDN BRO: TX -> CONNECT_ACK pd = 8 callref = 0x02
*Mar 1 00:06:36.751: SLINK-3-UPDOWN: Interface BRIO:1, changed state to up

MBEEEREE | BHISDNMEIT R INERE | &) LIgkss o MRBEEFRXHAHERE
, BRI, THRYUBENER,

IR [O] 4 FE HE BR T




AEIR : ISDNIFFE AL R BY Th 2 5

1. MREBFEFRCUTHEE , FRIIISDNESE RS ERMNAAKHZSEMTelcofE .
*Mar 1 21:31:18.190: Dil DDR: ip (s=x1.x2.x3.x4, d=yl.y2.y3.y4),
100 bytes, outgoing interesting (ip PERMIT)
*Mar 1 21:31:18.190: BRO DDR: rotor dialout [priority]
*Mar 1 21:31:18.198: BRO DDR: Dialing cause ip (s=x1.x2.x3.x4, d=yl.y2.y3.y4)
*Mar 1 21:31:18.198: BRO DDR: Attempting to dial 8134.
*Mar 1 21:31:20.186: Dil DDR: ip (s=x1.x2.x3.x4, d=yl.y2.y3.y4),
100 bytes, outgoing interesting (ip PERMIT).

*Mar 1 21:31:26.226: ISDN BRO: Could not bring up interface

*Mar 1 21:31:26.226: BRIO: wait for isdn carrier timeout, call i1id=0x849E
*Mar 1 21:31:26.246: ISDN BRO: Could not bring up interface.

Success rate is 0 percent (0/5)

2. WIISDNEREBEEIZIT, FHshowisdn status i S RIFTE1EREFSN , F2EL
MULTIPLE_FRAME_ESTABLISHED , 3 HSPID ( MREE ) %, BX¥MAES , E5H
X 844 Fshow isdn statusiin & 1TBRIFKEHEER

R & MCiscoik % 3K Bshow isdn status@p = EY 5 , W AT BAE A Cisco CLI Analyzer & R
ERBHNIEE, EFEMHCisco CLI Analyzer , BM4AREMBAF. & FH B HJavaScript.

3. WIFFREMISDNRSRFFRHFEREBIER, Ficlt , HEBEIPBXELEN , W aEAHURN NG
ST, ABEMBBEFFRRENL,

4 MBERFEARKREED , FRREGI N EELANKEZEFEUARIERFZSREEHE, &
#h TelcoR FHHRECEISDNEEE | X #¥ H FISDNIR M I A LB K V1R 2iE S KRR HBD
ML, BENRIIKEBEEEFNEREERE T,

EXE , MRBEAARKECEFLEZUERE , BUEFEFATMITKERRZER

(PIC)o PICRBREMAIE , ATHRIREEI A RREZEF(LECHKEZEE. XATE
FEATRNKEREZE®H#HTRMTWY, PICHRBEEENNFUSEBHEIR. SHPICsERE
F1010xxx8, fEFAno dialer string xooox&kno dialer mapXRMRIE S , AREEFSB.

Bl , R ERFFRH10103215125551111,
5. ZIXISDNHIF H S0

Cisco |0S@™ 3t I Wi FF 3 B iy B R A ID AT HRED | FHIRMEISONE | HhBEEassHH
FREENEAEL, CUAELLRINZEREE  A9ESARENRTENETERS
(XFAPRRESSWALERER ) It ( ZRBEUWHI ) KT ( £ RTelcoM% B
IGet e ) EERGEMTRENAERRE , 25 T fdebug isdn q931 Disconnect Cause
Codes. fltll , AFISDNHEFEBHSBWEFEETEAUTHIRT ;

*Mar 3 00:10:38.756: ISDN BRO: RX <- DISCONNECT pd = 8 callref = 0xEB
*Mar 3 00:10:38.764: Cause i = 0x84D8 - Incompatible destination

SE D w1 5| AT R R A |, BAVAIABER T AR R A S HEESIIEISDNIRE (4
W, BELER ) BliEM, WTRRSERUTRARRERATSHBEXTIEEmMTES :

Aug 13 18:23:14.734: ISDN BRO: RX <- RELEASE_COMP pd = 8 callref = 0x86
Aug 13 18:23:14.742: Cause i = 0x829C - Invalid number format
(incomplete number)
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ES R T #Edebug isdn q931 M FF R A" , AT LA EMF KB R HIZEISDNSB
MR RN, EBRENEER N BN EATERINBRIER (I |, R
EEMtut TR E, UTREIERHBTISODNEESRIEHMELA LW

*Mar 13 11:29:04.758: ISDN BRO: RX <- RELEASE COMP pd = 8 callref = 0x83
*Mar 13 11:29:04.769: Cause i = 0x8295 - Call rejected

6. MRZBHEEFELRCOEREMEFANRSEEXHFRRFF(SPID) , FHMAEBRIEOD LEE
TiXLSPID, SPIDEENXEXEMSEA , ENIFIDMSRRHLEKE ( SessRMY KB R EE
SPID ) —i#2fE .

interface BRIO
isdn spidl 51255511110101 5551111
isdn spid2 51255511120101 5551112

& 0] LA fF Fishow isdn statusin SR IESPIDER B EH, AXiFMAEE , 55 ¥ X#4ISDN BRI
SPID#FEHERR

MR B MCiscoist & IR Sshow isdn status@ T EI 5 , M AT LA A Cisco CLI Analyzer® /R
HEEBANEE, EACisco CLI Analyzer , E4MEEMAF. E&EFH B AJavaScripto
7. MR ERSBRAKRARREE | 56X “EAdebug isdn q931a5 T HEERISDN BRISE3/E #i &
— S HFEHERR,
IR [B] B fE HEBR T 72

W EHERR : PPP LCPETERBRERZH ?

HEEHBETR , BB -FREETERET :

*Mar 1 00:06:36.887: BRO:1 LCP: State is Open
MREBBEF AT , NRALRZHDI(LCP)ERINE. BRITFTFUAANEMRSEH R RLCPEK,
IR [o] 3 B HE R T 72

R : PPP LCPHBRF R Zh

WREHRE : KRECEPPP
MBI HIEBTF LU TAT , WERBPPPREH,

*Mar 2 19:34:21.761: Dil DDR: dialer protocol up.

*Mar 2 19:34:23.397: Dil DDR: ip (s=10.48.74.9, d=10.0.0.14), 100

bytes, outgoing interesting (ip PERMIT).

*Mar 2 19:34:25.397: Dil DDR: ip (s=10.48.74.9, d=10.0.0.14), 100

bytes, outgoing interesting (ip PERMIT).

*Mar 2 19:34:27.397: Dil DDR: ip (s=10.48.74.9, d=10.0.0.14), 100

bytes, outgoing interesting (ip PERMIT)

*Mar 2 19:34:27.753: %ISDN-6-CONNECT: Interface BRIO:1 is now

connected to 8101.

! —- Call connects but the router does not send any PPP CONFREQ packets *Mar 2 19:34:29.397: Dil
DDR: ip (s=10.48.74.9, d=10.0.0.14), 100 bytes, outgoing interesting (ip PERMIT). Success rate
is 0 percent (0/5)
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MBERBEEHPEE | BRASFEEEMFPPP CONFREQEE, XA ftE2R NN kit BPPPH %

o

EXfERT , BRIIEECREERSRFEOMYIEE O TEE T encapsulation pppii . AT=E—
LR

interface Dialerl
encapsulation ppp

or

interface BRI 0

encapsulation ppp

ATEERY SR : ISDNEE T TR

Brt , B gE R E T HIELCP CONFREQEBE , BEEFEIAWLLCPHEE, REIMWMTAAR :

*Mar 14 01:49:10.160: SLINK-3-UPDOWN: Interface BRIO:1, changed state to up
! -- Call is connected. PPP negotiation will begin

*Mar 14 01:49:10.168: $DIALER-6-BIND: Interface BRO:1 bound to profile Dil.
*Mar 14 01:49:10.188: BR0:1 PPP: Treating connection as a callout

*Mar 14 01:49:10.188: BRO:1 PPP: Phase is ESTABLISHING, Active Open

[0 sess, 0 load]

! -- PPP negotiation begins

*Mar 14 01:49:10.196: BRO:1 LCP: O CONFREQ [Closed] id 24 len 15

*Mar 14 01:49:10.200: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:10.204: BR0O:1 LCP: MagicNumber 0x545D708A (0x0506545D708A). ! -- Outgoing
Configure-Request (CONFREQ)

*Mar 14 01:49:12.176: BRO:1 LCP: TIMEout: State REQsent

! -- Router has not received a CONFREQ from the peer, hence the timeout
*Mar 14 01:49:12.180: BRO:1 LCP: O CONFREQ [REQsent] id 25 len 15

*Mar 14 01:49:12.184: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:12.188: BR0O:1 LCP: MagicNumber 0x545D708A (0x0506545D708A) .
*Mar 14 01:49:14.160: BRO:1 LCP: TIMEout: State REQsent

*Mar 14 01:49:14.164: BRO:1 LCP: O CONFREQ [REQsent] id 26 len 15

*Mar 14 01:49:14.168: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:14.172: BRO:1 LCP: MagicNumber 0x545D708A (0x0506545D708A)

LEEE A RE A TR FESIR -

e

- R AREEPPP, Eiz2 %A Eencapsulation ppp

- BESRBIERNR. ERXMERNRELREISDNEE T LA
MISDNHIBERE , MBHNARE , —IwAIBELA50KERE , T3 —ImAGAKIERE, AibRITFE B
AJRER X IFBMINCAKIE R, 1A IHELE N LA56KIZ1T,.

NTREEFEENH :

maui-soho-01(config) #interface Dialerl

maui-soho-01(config-if)#dialer string 81560 class 56k

! —- Dial 81560 and use the map-class named "56k" (defined below) maui-soho-01(config-if) #exit
maui-soho-01(config) #map-class dialer 56k

! -- map-class named "56k" that was used with the dialer string

! -—- in int Dialerl

maui-soho-01 (config-map-clas)#dialer isdn speed 56

! —-- Set the speed of the call to be 56k (default is 64k)

XN T{24iDDR ( R 52RMRET )



maui-soho-01(config) #interface bri 0
maui-soho-01(config-if)#dialer map ip 10.1.1.1 name maui-nas-08 speed 56 81560
!-- The keyword speed 56 sets the outgoing call rate at 56k

RN RA : FARBERTREMSAN S GRIEINY ( CHAPEPAP )

MRERN A HRUTUTT , NRAEHEHF[NZERRREZER S DRI

*Mar 1 00:07:24.051: BRO:1 LCP: I CONFREQ [ACKrcvd] id 136 len 14

*Mar 1 00:07:24.055: BRO:1 LCP: AuthProto PAP (0x0304C023)

*Mar 1 00:07:24.059: BRO:1 LCP: MagicNumber 0x1110C3C5 (0x05061110C3C5)

! —— An incoming CONFREQ (Config-Request) indicating the peer is

! -——- willing to do PAP *Mar 1 00:07:24.063: BR0O:1 LCP: O CONFNAK [ACKrcvd] id 136 len 9

*Mar 1 00:07:24.063: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

! —-- The router send a Configure-Negative-Acknowledge (CONFNAK) rejecting PAP

! -- The router suggests CHAP instead *Mar 1 00:07:24.087: BRO:1 LCP: I CONFREQ [ACKrcvd] id 137
len 14

*Mar 1 00:07:24.091: BRO:1 LCP: AuthProto PAP (0x0304C023)

*Mar 1 00:07:24.091: BRO:1 LCP: MagicNumber 0x1110C3C5 (0x05061110C3C5)

! -- The peer once again requests PAP

! -- This is probably because PAP is the only protocol configured on the peer

! —— The router will once again CONFNAK PAP and suggest CHAP *Mar 1 00:07:24.095: BRO:1 LCP: O
CONFNAK [ACKrcvd] id 137 len 9

*Mar 1 00:07:24.099: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

! —— The router NAKs PAP and suggests CHAP for the 2nd time *Mar 1 00:07:24.119: BRO:1 LCP: I
TERMREQ [ACKrcvd] id 138 len 4 *Mar 1 00:07:24.123: BRO:1 LCP: O TERMACK [ACKrcvd] id 138 len 4
! —-- The two routers cannot agree on LCP parameters so the call is disconnected

EXMERT , FRIEEERETUTRE :

interface Dialerl

encapsulation ppp

ppp authentication chap pap callin

! -- This permits both CHAP and PAP and one-way authentication

BRRWEFHHRIEHI(CHAP)ZR & RIEHI(PAP)MIFAESR , SR T XX !

. THRAAE PPP CHAP IAIE
. {£H ppp chap hostname %1 ppp authentication chap callin &5 # PPP IAIE
. PPP O IAEHY (PAP) B B S BE HEBR

R T LAE A BR  iEH X it — S HEBRPPP R,

iR [ B B BR T

BPEHERR : PPPH A RIEREMR ?

REXRCUATTHRE B

*Mar 1 00:06:36.943: BRO:1 PPP: Phase is UP

1B [ S B A B T A

fER 1 PPP & {350 UE R FX Zh
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BREBEENTT

interface Dialerl

ppp chap hostname XXXXX

ppp chap password YYYYY

ppp pap sent-username XXXXX password YYYYY

ERBIR | XXXXXEEWARE , YYYYYRENHE,

AR NEELNEHNSEEMERANSARIESEZENAFBNEZRL, 0, MRERNEBTE
HAPAP |, IIF~FEEppp pap sent-usernamein ©. B2 , MREFTHENZERRZFPAPER
CHAP , BERINEERE.

BIREH Cisco IOSHHRAMEE , ENEREFRITRLERNBENEB, MRRXMER , BNIT
show running-configurationis S8t , & EFE“password”—17 , FREF7 , RERRFFH , 1L
TRBIFAR :

interface Dialerl
ppp chap password 7 140005

EXMERT , BT EBETERRERRIERENFHEAER, EHFAFHER , AFEALE
B REBAMBRHEERD, EREFRFHBRLHE  HFAEHE LS TR R H 3T
&,

70 R b B BRI X E R 1T BB RIE |, NE S X B E 9 S username username password
password , HAFusername @ X EHHAF[RENA T HHRIEN B,

4l 1

BT ERRRCHAPE R LK.

*Mar 1 00:16:54.403: BR0O:1 CHAP: I CHALLENGE id 94 len 24 from "ISP"

! —— Incoming CHAP challenge *Mar 1 00:16:54.407: BRO:1 CHAP: Using alternate hostname XXXXX ! -
- Using alternate hostname configured with ppp chap hostname command

*Mar 1 00:16:54.411: BRO:1 CHAP: Username ISP not found

*Mar 1 00:16:54.415: BRO:1 CHAP: Using default password

! -- Using password configured with ppp chap password command

*Mar 1 00:16:54.415: BRO:1 CHAP: O RESPONSE id 94 len 26 from "XXXXX"

! -- Sending response from "XXXXX" which is the alternate hostname for the router *Mar 1
00:16:54.439: BR0:1 CHAP: I FAILURE id 94 len 25 msg is

"MD/DES compare failed"

! —-- Incoming CHAP failure. The remote router failed to authenticate this router. ! -- Check the
username and password configured on both routers *Mar 1 00:16:54.447: BRO:1 LCP: I TERMREQ
[Open] id 165 len 4 *Mar 1 00:16:54.451: BRO:1 LCP: O TERMACK [Open] id 165 len 4

7R EACHAPAM(HCHAPHETR : | FAILURE)R "I AT AN B HEEHTHE AR, EXNE
3% i85 £ ff Fldebug ppp negotiationt EHEH I EE

EXFHEER , 52 R EHppp chap hostnameMppp authentication chap callinfin & K X #4PPP &
IR

Bl 2
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LT ERARERRCHAPHF B :

*Mar 1 00:18:34.831: BRO:1 CHAP: I CHALLENGE id 97 len 24 from "ISP"

! —— Incoming CHAP challenge *Mar 1 00:18:34.835: BR0:1 CHAP: Using alternate hostname Xdwgdgw !
-- Using alternate hostname configured with ppp chap hostname command

*Mar 1 00:18:34.839: BRO:1 CHAP: Username ISP not found

*Mar 1 00:18:34.839: BRO:1 CHAP: Using default password

! —— Using password configured with ppp chap password command

*Mar 1 00:18:34.843: BRO:1 CHAP: O RESPONSE id 97 len 28 from "Xdwqgdqw"

! —-- Sending response from "Xdwqgdqw" which is the alternate hostname

! —— for the router *Mar 1 00:18:34.867: BRO:1 CHAP: I FAILURE id 97 len 26

msg is "Authentication failure"

! —— Incoming CHAP failure. The remote router failed to authenticate

! —— this router. Check the username and password configured on both routers *Mar 1
00:18:34.875: BRO:1 LCP: I TERMREQ [Open] id 171 len 4 *Mar 1 00:18:34.879: BRO:1 LCP: O TERMACK
[Open] id 171 len 4

’R : EACHAPAM(HCHAPHER : | FAILURE)R "M EAT AN AR THE MR, EXNE
% H 25 - {F Fldebug ppp negotiationts & & FE K 8 1 R X .

BEXREMEER |, FSAEH ppp chap hosthname Hl ppp authentication chap callin £ 3# 1T PPP
BHEIF—3,

=Bl 3

WMTERRTRPAPEBILTM :

*Mar 1 00:21:33.927: BRO:1 PAP: O AUTH-REQ id 3 len 18 from "XXXXX"

! —— Outgoing PAP Authentication Request from XXXXX

! -- XXXXX is the username configured in

! -- ppp pap sent-username XXXXX password YYYYY

*Mar 1 00:21:33.947: BRO:1 PAP: I AUTH-NAK id 3 len 27 msg is

"Authentication failure"

! —— An incoming PAP failure. The peer could not authenticate this router

! —— Verify that the username and password configured on both routers

! -- are identical *Mar 1 00:21:33.955: BRO:1 LCP: I TERMREQ [Open] id 182 len 4 *Mar 1
00:21:33.955: BRO:1 LCP: O TERMACK [Open] id 182 len 4 *Mar 1 00:21:33.959: BRO:1 PPP: Phase is
TERMINATING

BREMER  BSRNHEEE NP RPPPES & 750 1F il (PAP)HKFE.

=Pl 4

WTFIRIEERTPAPRF BT

*Mar 1 00:20:41.023: BR0O:1 PPP: Phase is AUTHENTICATING, by the peer

*Mar 1 00:20:41.031: BRO:1 PAP: O AUTH-REQ id 1 len 17 from "ewddew"

! -- Outgoing PAP Authentication Request from ewddew

! -- ewddew is the username configured in

! -- ppp pap sent-username ewddew password YYYYY

*Mar 1 00:20:41.047: BRO:1 PAP: I AUTH-NAK id 1 len 27

msg is "Authentication failure"

! -- An incoming PAP failure. The remote router could not authenticate

! -- this router. Check the username and password configured on both routers
! -- Note the PAP authentication failure in example 3 and 4 are identical.

! -- Hence the only way to determine if the username, password or both are

! -- wrong is to run debug ppp negotiation on the authenticating router *Mar 1 00:20:41.055:
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BRO:1 LCP: I TERMREQ [Open] id 178 len 4 *Mar 1 00:20:41.059: BR0O:1 LCP: O TERMACK [Open] id 178
len 4 *Mar 1 00:20:41.063: BRO:1 PPP: Phase is TERMINATING

BXEAER BRI NHEEENMPRPPPE & 710 1F thil (PAP)HFE.

1838 V] LAfE I BRI S A X — S HEBRPPP IR
1B o] i BB HE B i 72

M HERR - PPP NCP(IPCP)BIBRREBE TR ?

IPCPHIENARBTERESMINEEN U, EIPCPHEZE , BN E4AL TR ITRENIRS
22— BATCEIPH , EATKE, IRNEFACLEHU , ©SECONFREQHFZibit &i%
BB —EME, MBI EMITEARTTES | NIREICONFACK, MR FAES K NEER
BE XS4 E AR bt AICONFNAK,

XRMNNEER —TREEBRBOME—FER, 7 7THERIPESNDL(IPCP)EERS , BEERIE
IPibit REEHEFR N E LHE, EFATITHAER

*Mar 1 00:06:36.967: BRO:1 IPCP: O CONFACK [REQsent] id 26 len 10
*Mar 1 00:06:36.971: BRO:1 IPCP: Address 194.183.201.1(0x0306C2B7C901)

El

*Mar 1 00:06:37.011: BRO:1 IPCP: I CONFACK [ACKsent] id 4 len 10
*Mar 1 00:06:37.015: BRO:1 IPCP: Address 194.183.201.2 (0x0306C2B7C902)

El

*Mar 1 00:06:37.015: BRO:1 IPCP: State is Open

X=ZATHRASMANRE, BLAREREHEHEERIA(O CONFACK) , BREAMETIN , &
TEB#IE,

EAIE —MEARBETIA( CONFACK) , ETEIEHE % — NPzt
&ia , BHE—RERBIPCPRENT . 2/5 , BRIZEEH MER B3R B Shping B M M P 4t o
B 5] i [EHEBR T

FEIR : PPP NCP(IPCP)h e B Zh

B : IPibhk RS kW

IPCPRJRER MY R R .2 — R IPHILHPEIR M. BlEN , & imEg BRREE T TR IPithiked
, NASHIRER RN B Fima Bl , RES —PNERNABRIEFIKEREUTNASKEEMT
BT & imE ke

EXWEHERLE



http://www.cisco.com/en/US/tech/tk713/tk507/technologies_tech_note09186a0080093c6f.shtml
https://supportforums.cisco.com/index.jspa

MR BB N F WU AF I EIPHU , FRIFEAER SI[EO DI T ip addressiiFo

I ERNAS Provider/ISPE R R 5 SIPH# st , B AW Tip address address subnet_mask¥&iF %
SEREOPRAEE T thIPthlt ( M FHEB )

EHURRRL

HERESIERENED (H , int Dialer x ) EFIPH#st , 3 BH{EApeer default ip address
addresstinf j]ﬁ%‘f*ﬁmfﬂﬂ'o

AE  UREFIREESFEE TIPtut | NETEMEHpeer default ip addresstn 52 Bt it 1k
BXFMAER , BSAXEESER . BEHEBREAR,

I 4L ER B B TR E R BRI B A

MRALTHHRIENAFEERSHEO TERENRER/ZESHTTE |, N MU # WK RS
WiFF. AT R4 IRMdebug dialerfi B R Al

FEXMEREAARL:
MTERERHATHUBBERSE ENRSEFEENHFHESR RN SRR BT EE ;

*Mar 15 03:19:13.050: BRO:1 CHAP: O CHALLENGE id 32 len 33 from "maui-soho-03"
*Mar 15 03:19:13.094: BRO:1 CHAP: I CHALLENGE id 32 len 33 from "maui-soho-01"
*Mar 15 03:19:13.094: BR0:1 CHAP: O RESPONSE id 32 len 33 from "maui-soho-03"
*Mar 15 03:19:13.134: BRO:1 CHAP: I SUCCESS id 32 len 4

! —-- CHAP authentication is successful

*Mar 15 03:19:13.222: ISDN BRO: RX <- DISCONNECT pd = 8 callref = 0xA0

*Mar 15 03:19:13.226: Cause 1 = 0x8090 - Normal call clearing ! -- We have received (RX) a
DISCONNECT from the peer

! -- We have to move troubleshooting to the called router

*Mar 15 03:19:13.238: ISDN BRO: TX -> RELEASE pd = 8 callref = 0x20

*Mar 15 03:19:13.242: SLINK-3-UPDOWN: Interface BRIO:1, changed state to down
*Mar 15 03:19:13.250: BRO DDR: has total 2 call(s), dial_out 0, dial_in O

*Mar 15 03:19:13.254: BRO:1 PPP: Phase is TERMINATING

*Mar 15 03:19:13.254: BR0:1 LCP: State is Closed

*Mar 15 03:19:13.254: BR0O:1 PPP: Phase is DOWN

*Mar 15 03:19:13.254: BRIO:1 DDR: disconnecting call

EE 5Eﬁ*&ﬂuﬁﬁﬁﬂﬁﬁﬁﬂ?ﬁtlﬂEﬁ)‘:‘ﬁ&ﬁﬁ‘ﬂﬂ , ARKRAN S MR, FREHRE
EHUEHER,

EHA R EER L
LT RRETHATRESEFEEXHHBERZTSHFURY

*Mar 15 03:54:09.804: BRO:1 CHAP: O SUCCESS id 33 len 4

*Mar 15 03:54:09.808: BRO:1 CHAP: Processing saved Challenge, id 33

*Mar 15 03:54:09.812: BRO:1 DDR: Authenticated host maui-soho-03 with no matching dialer profile
! —— a binding failure because the dialer remote-name

! —- does not match the authenticated username

*Mar 15 03:54:09.816: BRO:1 DDR: disconnecting call

*Mar 15 03:54:10.086: SLINK-3-UPDOWN: Interface BRIO:1, changed state to down

*Mar 15 03:54:10.093: BR0O:1 PPP: Phase is TERMINATING [0 sess, 0 load]
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BRATR .
£ S 88O _LAE dialer pool numberin &, MRS LM SYIEZE O LER BN MRS T,

ERBSREFED LB E dialer remote-name i $ . EENBHSAMEZERAIZIHHRITEHRIEM
BREMNAFERHTE, £446F , 23 55K/ AP & Amaui-soho-03,

BXAERNTNESHEHRES  FEAXHEENREHFRRSEFREN#.
1838 V] LAfE I BRI S A XK — S HEBRPPPHR

ROl FE B R

EERRRE

FEAR PR S M TT SRR AL BT IT

MR BT RFUNAREF | FRERSHZRENNERREE L. E8EfEMdebug dialer
packetﬁ%ﬁﬂﬁi%ﬂﬂ%ﬁ%ﬁﬂo Bign

Apr 26 01:57:24.483: Dil DDR: ip (s=192.168.1.1, d=224.0.0.5), 64 bytes,
outgoing uninteresting (list 101)

Apr 26 01:57:26.225: Dil DDR: ip (s=192.168.1.1, 4=10.1.1.1), 100 bytes,
outgoing interesting (list 101)

ELEMRBIF , OSPF hello 8 MNARIGIER 101 WIEHERARE , ME-ABTESEENHAE S
& 101 E’J*E*uwzo

1. ERSHRBOBEFRAERSRERER, RIAR 120 , EATRFERFEACHEREX
R ZE,

2. ERMXREEN (BB dialer-list W HERE ) . MREFUTRIF , B REFLEE TN M
EXMERRE, WRFUMKREFERE , NENEIREE SCREN 4. Fla , &7 LUR S
HIPCREBEN A THER, A TREXREE LARHE

access-1list 101 remark Interesting traffic for dialer-list 1

access-1list 101 deny ospf any any

!--- mark OSPF as uninteresting

!--- This will prevent OSPF hellos from keeping the link up.

access-1list 101 deny udp any any eq ntp ! -- Define ntp traffic as NOT interesting.
! -- This will prevent periodic ntp traffic from keeping

! -- the link up indefinitely.

access-list 101 permit ip any any

! -- All other IP traffic is interesting.

! —— Change this depending on your traffic needs.

dialer-1list 1 protocol ip 1list 101 ! -- this interesting traffic is applied to the dialer
! -- interface using dialer-group 1

BREFAEE , FERAXEBREEAR | BRMER.

R : B BRERRIRITIERE

EREEBERT , BugEc kB HScEH®KITEE  IMESEHENAPRETESRER, X
é—rﬁUSDNﬁﬁxﬁ %‘F”&%E’Jmu&ﬁo

MHWERERRAR , £EREHRENRRE (WEHD, ntp. snmpF ) AIRELBEEEENEBN



http://www.cisco.com/en/US/tech/tk801/tk133/technologies_tech_note09186a0080094e6c.shtml
https://supportforums.cisco.com/index.jspa
http://www.cisco.com/en/US/customer/tech/tk801/tk133/technologies_tech_note09186a00800b1149.shtml
http://www.cisco.com/en/US/customer/tech/tk801/tk133/technologies_tech_note09186a00800b1149.shtml

o WMEHEBRD NME

1. AESBEBRSHRE,
2. MZREEENTHER,
AESBERRSHRE.

ERESBERKRENARE , BEES Adebug dialer packet, 1EISDNEERE <Rt AR AT , H
Xj,ﬁuﬁtﬂﬂ:ﬁ_%ﬂﬁ — L FHEXRE.

B BREBHINEE , BNGRAERLEENFIAREBEMUEEN THEXBIL,
AT R 2 R E BIOSPF R4 AR 12 Ak

*Mar 15 00:25:58.865: Dil DDR: ip (s=172.22.25.1, d=224.0.0.5),
64 bytes, outgoing interesting (ip PERMIT)

A5 EREIEZ ROSPF helloBI M — 55 2 M N OSPFE WK B Myttt (d=224.0.0.5) %k H, Tx%|
H T —EARAERA Rt

ERI B FRiut
B E#H diKeepalive
RIPv1 255.255.255.255
RIPv2 224.0.0.9
EIGRP 224.0.0.10

OSPF 224.0.0.5

SHEXARRSHRE (REDUIEBERRE ) HIRIEHNTHEX,
FE R EE A IEXIER R

ERMAXREEN (2B dialer-ist HHEE ) . EASLIF , FHOSPFRINTPRERE LI FHEX,
BT REXREE LK RA

access-1list 101 remark Interesting traffic for dialer-list 1

access-1list 101 deny ospf any any

!--- mark OSPF as uninteresting

!--- This will prevent OSPF hellos from keeping the link up.

access-1list 101 deny udp any any eq ntp ! -- Define ntp traffic as NOT interesting.
! -- This will prevent periodic ntp traffic from keeping

! -- the link up indefinitely.

access-list 101 permit ip any any

! -- All other IP traffic is interesting.

! —— Change this depending on your traffic needs.

dialer-1list 1 protocol ip 1list 101 ! -- this interesting traffic is applied to the dialer
interface

! —— using dialer-group 1

BREFAEE , FEAXEBREEAR | BRMER.

AR : OSPFEAMANFREBIAIIGE , HAFEIER, AXEARE K BESEXH AL
OSPF 5 5K B8 8% & N Ui /=5 3 §E 2%

R : F-BEETERE
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Eﬁ?o%/RT PR REEE - BEELERE , M5 —IBEEMNRIEZEN. BXBERILRBATF
MER , FS 518 R HE IR ISDN BRISERS - #955 — MBS B MITE,

IP ZEiE R 8

ﬂu%ls,DNﬁ%%E?%L BERTEBTEREERE , VA B EREHEENATHEXB B, BXWE
HERRMIEAEER |  FSRERXEEX,

ISR FISDNERRE FFWANIE N Z 47, B 5 R XASDDRE 1D L B M FEHEER

HXRER

- BER S B HDDR)EARZE
- BARZEHMH - Cisco Systems
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