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'Icllls'élol' Global Threat Alerts Alerts Threats Asset Groups Eo NS B

Critical Risk High Risk Medium Risk Low Risk

1 alert 5 alerts 6 alerts 1 alert
New / Triage (| Investigating [ | Remediating [ | Remediated / Resolved (| False Positive / Resolved [ | Ignored / Resolved
Alerts that were active from ‘ Sunday, October 25th ~ ‘to| ‘Wednesday, December Sth ~ Set: Lastday Last 7 days Last 30 days Last 45 days
Critical Risk High Risk Medium Risk Low Risk Enter a username, client IP address, asset group, or threat H Filter l

Sort by: Risk » When ~ Affected assets

Critical Risk New /[ Triage ‘/.‘ When: September 11th - December 7th Duration: 87 days Affected assets: 2 Eta

|Threats: Emotet, WannaCry, SMB infecting malware, Peer-to-peer communicatinn]

| Asset Groups: Library, Cryo Research |

Users: demo_buffy.hillhouse, demo_keturah.gaunt
IP Addresses: 10.102.77.196 >~ 10.41.118.157
Alert Detail
| New [ Triage ~ When: November 4th - December 9th Duration: 34 days Affected assets: 87
Threats: ArcadeYum

Asset Groups: Library, Cryo Research, Remote VPN IP Pool
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Critical Risk High Risk Medium Risk Low Risk Enter a username, client IP address, asset group, or threat H Filter ]

SORT ISort by: Risk v When v Affected assets I

S 4 New/Triage(X1 73 )o1 A &He) el & W7 skl &b 2AHE A &g o

NG

—|~
i
x
i)
=)
il
X
BN
>,
ek
4 oz
%0
o

gl FEl 7} New/Triage(2] 71 /3-) 7} ©
o7 FAF Y

= oy hesh WA g g

o 71

WA 5 B 7 99 W G ks ARk tia 37h 2= E e Alert Detail(2H A% 4 1)S 22T

A6 g AFE- A}l gk 578 g o] vl
HE 12]]

[l Ssecure Network Analytics©] <3 913 &¥)



CEEXN
19 4
Anormalies High
Ancmaly Domiaini L Sarver IP address o Autonomaus system v
adaranth.com O eg. 1.2.34 o eq. "Amazon.com, Ine." e
Malware distribution
Wab site that distributes malwvare
Al anomalies hidden by the filtter.
Malvertising
Acvertisements that contain malicious code or lead to
malicious pages
1

Known maliclous hostnames from passive  ~ -

DNS inference ™ adaranth.com B .. M

Communication 1o P addresses 188 72.202.2 « l inferred: 100% adaranth.com 7

with global passive DNS inference to hostname Copy to Clipboard '

propiu.sh ~ (B9%), 88,85,82.189 ~ with global Iv P P — = Miebzilla BV, w

passive DNS inference to hostname \ L-“-335"- 15

deloplen.com ~ {67%), and 188.72.202.12 ~ \

i = adaranth.com T .

with global passive DNS inference to hostname y o —, .o oo 00219 v 3

adaranth.com ~ (100%). The hostnames are inferred: 100% —

known to be indicative of Malvertising
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Threats

Threats that we detected on your network

Critical Severity

Emotet Confirmed Alerts: 1 Assets: 2 ‘ ‘ njRAT Confirmed Alerts: 1 Assets: 9
Infection with exfiltration capability that targets banking credentials Malicious software for remote control of a target system
Last seen: 9 days ago Last seen: 5 days ago

Category: Malware - bot Category: Malware - remote access trojan

Critical Severity v | [ Critical Severity ‘/

WannaCry Confirmed Alerts: 1 Assets: 2

Disk encrypting malware contains worm-like features to spread itself using the SMB...

Last seen: 19 days ago

Category: Malware - ransomware

Critical Severity ~
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Threats

Threats that we detected on your network

High Severity

Sality Confirmed Aleris: 2 Assets: 4 Shlayer Confirmed Aleris: 1 Assets: 1
File infecting modular malware Infection that can download additional malware such as droppers

Last seen: 2 days ago Last seen: 23 hours ago

Category: Malware - file infector Category: Malware - dropper

‘ High Severity pvg | | High Severity ~

Medium Severity

Cryptocurrency miner Alerts: 1 Assets: 3 Domain generation algorithms Alerts: 1 Assets: 1

Software that uses your computing resources to mine cryptocurrencies Random-string domain names used as obfuscation technigue

Last seen: 2 days ago Last seen: 6 days ago
Critical Severity iner Category: Attack Pattern - dga
High Severity

v Medium Severity | Medium Severity ~
Low Severity -

|| Suppressed
Fake search engines Alerts: 2 Assets: 3 Malvertising Alerts: 1 Assets: 1
Websites imitating well-known search engines Advertisements that contain malicious code or lead to malicious pages
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Global Threat Alerts Alerts Threats Asset Groups o

Asset Groups

Asset Groups that need your attention

High Value

Web Servers Alerts: 1 Assets: 1

Stealthwatch

Ancestors: By Function / Servers

Medium Value

CRYO LAB-X Alerts: 1 Assets: 1 Cryo Research Alerts: 2 Assets: 89
Stealthwatch Stealthwatch
Ancestors: Cryo-Users Critical Value

High Value

| Low Value
Suppressed
Cryo Service Alerts: 1 Assets: 1 Cryo VPN Alerts: 1 Assets: 1
Stealthwatch Stealthwatch
Ancestors: Cryo-Users Ancestors: Cryo-Users

Medium Value ~ | Medium Value ~ m
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Suppressed
Wireless AP Suppressed Networks
Stealthwatch Suppress detection on specific IPv4 addresses or network ranges.

Ancestors: By Location

Suppressed ~ Open Application Settings
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x-taxii-content-type: urn:taxii.mitre.org:message:xml:1.1
x-taxii-protocol: urn:taxii.mitre.org:protocol:http:1.1
x-taxii-services: urn:taxii.mitre.org:services:1.1
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- I
x-taxii-accept: urn:taxii.mitre.org:message:xml:1.1
content-type: application/xml
accept: application/xml
authorization: Basic ...
27 H
<taxii 11:Poll Request xmlns:taxii 11="http://taxii.mitre.org/messages/taxii xml binding-1.1"
message id= collection name=" ">
<taxii 1l:Exclusive Begin Timestamp>2015-01-16T00:00:00+00:00</taxii 1l:Exclusive Begin Timestamp>
<taxii 1l:Inclusive End Timestamp>2015-01-17T00:00:00+00:00</taxii 11:Inclusive End Timestamp>
<taxii 11:Poll Parameters allow asynch="false"/>
<taxii 11l:Response Type>FULL</taxii 1l:Response Type>
</taxii 11:Poll Parameters>
</taxii 11:Poll Request>
ALdE = oA wipas a4
Poll Request
message_id TAXII ARl whet 2h 2 Aol thal] o 2 A7
ALYk B E o) 0js) 8 BALE A
Ayt
collection_name A 919 el A 2ol 4 FE kAL A & A
of ol F Ytk o] S & TEu A A 27 g
5% ¥ Ciscooll A Al &3t
exclude_Begin Timestamp 717kl whe} o] ZkS AT )
Inclusive_End_Timestamp 717ve) whek o] kS A g}
Poll_Parameters
allow_async o] EAL A false® A AT T}
Q‘
¥l Exclusive_Begin_Timestamp<$} Inclusive_End_Timestamp A}l ol &85 &= o] 7]17F2 34U <]
Ut} 717re] B 244 ¥kslks] = A 3= Inclusive_End_Timestamp ©] % 3 2 A g-g Ut}
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x-taxii-content-type: urn:taxii.mitre.org:message:xml:1.1
x-taxii-protocol: urn:taxii.mitre.org:protocol:http:1.1
x-taxii-services: urn:taxii.mitre.org:services:1.1

[e]
=g

i

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<t:Poll Response xmlns:t="http://taxii.mitre.org/messages/taxii xml binding-1.1"
xmlns:c="http://cybox.mitre.org/cybox-2"
xmlns:cc="http://cybox.mitre.org/common-2"
xmlns:co="http://cybox.mitre.org/objects#CustomObject-1"
xmlns:coa="http://stix.mitre.org/CourseOfAction-1"
xmlns:sc="http://stix.mitre.org/common-1"
xmlns:ind="http://stix.mitre.org/Indicator-2"
xmlns:ttp="http://stix.mitre.org/TTP-1"
xmlns:inc="http://stix.mitre.org/Incident-1"
xmlns:s="http://stix.mitre.org/stix-1"
collection name=" " more="true"
result id=" " result part number="1"
in response to="generatedMessageID" message id="responseMessageID">
<t:Exclusive Begin Timestamp>2015-01-17T15:11:00.6482</t:Exclusive Begin Timestamp>
<t:Inclusive End Timestamp>2015-01-20T15:11:00.6492</t:Inclusive End Timestamp>
<t:Content_ Block>
<t:Content Binding binding id="STIX XML 1.1"/>
<t:Content>
<s:STIX Package xmlns:cta="http://cisco.com/td/cta"
id="cta:package-1412045744-66911c07-c908-4389-8888-00e438f58c2e"
timestamp="2015-01-20T15:11:02.766Z" version="1.1.1">
<s:STIX Header>
<s:Package Intent>Incident</s:Package Intent>
<s:Information Source>
<sc:Identity id="cta:customer-1234567890"/>
<sc:Tools>
<cc:Tool id="cta:tool-cta">
<cc:Name>Cognitive Threat Analytics</cc:Name>
<cc:Vendor>Cisco</cc:Vendor>
</cc:Tool>
<cc:Tool id="cta:tool-amp">
<cc:Name>Advanced Malware Protection</cc:Name>
<cc:Vendor>Cisco</cc:Vendor>
</cc:Tool>
</sc:Tools>
</s:Information Source>
</s:STIX Header>
<s:Incidents>
<s:Incident xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="inc:IncidentType"
id="cta:incident-1412045744 f8bae03fb2ff7d6185907ae3240d ITMAL1">
<inc:Title>malware|using automatically generated domain (DGA)</inc:Title>
<inc:Victim>
<sc:Name>JohnDoe</sc:Name>
</inc:Victim>
<inc:Related Indicators>
<inc:Related Indicator>
<sc:Indicator xsi:type="ind:IndicatorType"
id="cta:indicator-1412045744 1421623800000 f8bae03fb2ff7d6185907ae3240d 0">

<ind:Observable>
<c:0Observable Composition operator="AND">
<c:0bservable>
<c:0bject>
<c:Properties xsi:type="co:CustomObjectType">
<cc:Custom Properties>
<cc:Property name="timestamp">1421623882432</cc:Property>
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<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property

STIX/TAXII A] 1] 2~

name="xElapsedTime">1810</cc:Property>
name="scHttpStatus">0</cc:Property>
name="csContentBytes">622</cc:Property>
name="scContentBytes">907</cc:Property>
name="csUrl"></cc:Property>
name="sIP">195.22.26.231</cc:Property>
cIP">33.196.39.11</cc:Property>
name="cUsername">JohnDoe</cc:Property>
name="sReputation">-580</cc:Property>
sCategory">unclassified</cc:Property>

—_n

name=

—_n

name=

</cc:Custom Properties>

</c:Properties>

</c:0bject>

</c:

Observable>

<c:0bservable>

<c:

Object>

<c:Properties xsi:type="co:CustomObjectType">
<cc:Custom Properties>

<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property

name="timestamp">1421623896635</cc:Property>
name="xElapsedTime">1942</cc:Property>
name="scHttpStatus">0</cc:Property>
csContentBytes">361</cc:Property>
name="scContentBytes">582</cc:Property>
name="csUrl"></cc:Property>
name="sIP">195.22.26.231</cc:Property>
name="cIP">33.196.39.11</cc:Property>
name="cUsername">JohnDoe</cc:Property>
name="sReputation">-580</cc:Property>
name="sCategory">unclassified</cc:Property>

—_n

name=

</cc:Custom Properties>

</c:Properties>

</c:0bject>

</c:

Observable>

</c:0Observable Composition>

</ind:

<ind:Indicated TTP>

Observable>

<sc:TTP xsi:type="ttp:TTPType">
<ttp:Title>communication to automatically generated domain

(DGA) </ttp:Title>
</sc:

TTP>

</ind:Indicated TTP>
</sc:Indicator>
</inc:Related Indicator>
</inc:Related Indicators>
<inc:Discovery Method>Log Review</inc:Discovery Method>

<inc:COA

Requested>

<inc:Course Of Actionxsi:type="coa:CourseOfActionType">
<coa:Stage>Remedy</coa:Stage>
<coa:Type>Eradication</coa:Type>

<coa:Parameter Observablescybox major version="2"cybox minor version="1">

<c:0Observable Package_ Source>
<cc:Time>
<cc:Produced Time>2016-08-15T17:02:02.6162</cc:Produced Time>

</cc:

Time>

</c:0Observable Package Source>

<c:0bs

ervable>

<c:0bject>
<c:Propertiesxsi:type="user:UserAccountObjectType">
<user:Username>JohnDoe</user:Username>

</c:

Properties>

</c:0bject>
</c:0bservable>

<c:0bs

ervable>

<c:0bject>

k|
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<c:Propertiesxsi:type="addr:AddressObjectType"category="ipv4-addr">
<addr:Address_Value>33.196.39.11</addr:Address_Value>

</c:Properties>
</c:0bject>
</c:0bservable>
</coa:Parameter Observables>
</inc:Course Of Action>
</inc:COA Requested>
<inc:Confidence>
<sc:Value>Low</sc:Value>
</inc:Confidence>
<inc:Information_ Source>
<sc:Tools>

<cc:Tool idref="cta:tool-cta"/>

</sc:Tools>
</inc:Information Source>
</s:Incident>
</s:Incidents>
</s:STIX Package>

</t:Content>
</t:Content Block>
</t:Poll Response>

%

%:]'—Ti PolliReponseoﬂ —%‘7]' ?4?'5 fg%ol %}1
more=true7}‘§§xﬂ§%t}gﬁ,

g},

Eﬂ,morei+resultiidg}%f é?* o]%ﬁxﬂé}X]%§{§L4tk
Poll FulfillmentE AH&3Fo] &7 thg #Ho] A& 24T AUF

A dE = 5w R

i<}
r
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Poll_Response

collection_name

A A g Ap| 2ol A FE=3AY 7 &
AY 9] o] YUY o] HA4& ZEH[AY
ZA| 271 5 ¥ § Ciscodll A A3 o

result id

o ghe B ol @ ol BAE T

exclude Begin Timestamp

Inclusive End Timestamp

o] £ o] g E AL W AR A

(A7 AShILITh o] B Gk AE27} S

wol o] TAXIL ¥lo] ] 3] =of thik 713 whe A

e TEHthe £
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Content_Block

Content Binding

2
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i
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STIX Package
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A de = S A d= 449

Information_Source o] QINHES] A #hed Fu ey}

=

Tool(£) o] SIANHEE &3 E(CTA = AMP) Y U}

° F7h w0

WA 7 R U T o & S The 3 25U

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<t:Status Message

xmlns:t="http://taxii.mitre.org/messages/taxii xml binding-
xmlns:c="http://cybox.mitre.org/cybox-2"
xmlns:cc="http://cybox.mitre.org/common-2"
xmlns:co="http://cybox.mitre.org/objects#CustomObject-1"
xmlns:sc="http://stix.mitre.org/common-1"
xmlns:ind="http://stix.mitre.org/Indicator-2"
xmlns:ttp="http://stix.mitre.orqg/TTP-1"
xmlns:inc="http://stix.mitre.org/Incident-1"
xmlns:s="http://stix.mitre.org/stix-1"

status_type="FAILURE" in_response_ to="23537"
message id="16ed0b75-2af6-4537-b71c-da00e0alc419">

"

<t:Message>An error occurred during request processing.</t:Message>
</t:Status Message>

TAXII status_type SF Ay
FEATF Q15514 25 HITP S5 6] 7= 404

DENIED ARG AL Al A jEo] o B 4] &5, HTTP &% A Hl SL=
401

BAD_MESSAGE Zh5E 9 4 WA A YUt Message MIZNH G E FH2S)
A

FAILURE Yt} Message "7l £ Jx3)

8- TAXII E8o|d E

m M=
HTTP

= POSTY
24 d9:

x-taxii-content-

x-taxii-protocol:
x-taxii-services:

x-taxii-accept:
content-type:
accept: applicat
authorization:

7} TAXII 8 AH| 2o BUj= 28 53 Q
[Bh=

type: urn:taxii.mitre.org:message:xml:1.1
urn:taxii.mitre.org:protocol:http:1.1
urn:taxii.mitre.org:services:1.1

urn:taxii.mitre.org:message:xml:1.1
application/xml

ion/xml

Basic
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<taxii 11:Poll Fulfillment

xmlns:taxii 11="http://taxii.mitre.org/messages/taxii xml binding-1.1"
message id=" " collection name=" "
result id=" " result part number="2" />

i

<taxii 1l:Exclusive Begin Timestamp>2015-01-16T00:00:00+00:00</taxii 1l:Exclusive Begin Timestamp>

<taxii 1l:Inclusive End Timestamp>2015-01-17T00:00:00+00:00</taxii 11:Inclusive End Timestamp>

<taxii 11:Poll Parameters allow asynch="false"/>
<taxii 11l:Response Type>FULL</taxii 1l:Response Type>
</taxii 11:Poll Parameters>

</taxii 11:Poll Request>

A L= = 8 w7 H S A

Poll Request

message_id TAXII Aol whet 2k @ ol dhafl o =2 A E &
Ay wE 2ol oja) 24D TALE A4
LAtk

collection_name A 9 od AH| A A =& AU AL AAA

A
o] o] F YUt} o] AL ZZH| A T2 A7) %
¥ F Ciscooll A Al &Yt}

result_id 29 gbol A o] hE Bl wa T
result_part_number Zo) Suto ghol A 18 @S ol go= iy
exclude Begin Timestamp 717kl W} o] FhS =AY o}
Inclusive_End_Timestamp 713kl whet o] ghs =AY

Poll_Parameters

allow_async o] 542 A false= A G o)

4

ZHaL Exclusive_Begin_Timestamp<2} Inclusive_ End_Timestamp Alolol] & &%= H o] 717+ 34 ¢
YUt} 717ke] § 4™ w8hs = A 3} Inclusive_End_Timestamp ©] 2 3 & A &g U},

LRtk 7

o] Aol M= 7t 2AME Y&l 4] 94 9 E XA 8= bl =& 0] =, Cisco STIX/TAXII API
o Al AbE-3F= B 7HA] A Q1 F el oial] AT o Al F g ol A A&t T2 SPLUNK

14
o

it
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HEIR N = AREARE REE | dl 25 AR E S8 AU E vg "ol
BaE g syt MU ES] e o] rhd 3 W Hupo] 29 ofm| x| A A& e & of
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campaign!="" | table cUsername campaign | dedup cUsername campaign | sort + cUsername
T A ol ve i Z=E AR YT
campaign!="" | transaction cUsername | table cUsername campaign | sort + cUsername

S 71k lel] 919 9139 AT = ALE A

o] F g]oll+= first-seen L last-seen & = X gHg Yt} H]
+7u Jﬂ o] /V\]— o7z A 7;]] o]_ °Jl E—?—
ez @92 A H ™ g sid

campaign!="" | stats min(timestamp) max (timestamp) by cUsername campaign

strftime <75 AFE-oko] ol 24 WSS 23 T JFU T o] ol A= BFY AR ZE 100022

b W xS AATY

campaign!="" | stats min(timestamp) as oldest max (timestamp) as newest by cUsername campaign
|
eval oldest time=strftime(oldest/1000,"%m/%d/Sy $H:S$M:%S") |
eval newest time=strftime (newest/1000,"%m/%d/Sy $H:S$M:%S") |
table cUsername, campaign, oldest time, newest time

ﬂ%°@ﬂﬁ%@&ﬂiﬂ£ﬂﬂi
A

AT A o A

o 9L B A% A NES S W AR

AF Tk B E QA HEe)

1= = =
3 A B = ol oY, o = tyupo] 29 o|u x| A LA E are s oF gt
confidence="High" risk="High" | dedup cUsername | table cUsername campaign

= A7 AT T 2 AR S8 AR RS AEE AU o] 94
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o
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campaign!="" | timechart dc(cUsername) span=1d by campaign

%

F3 SPLUNKOIAE AIZF AHE HHE /b8 AL @ 5 QU T

C&C(Command and Control) ~] 1|
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campaign!="" | table sIP campaign | dedup sIP
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* Cisco WSA Management Console®l| A &7l SSH 7] & ®¥+&+s}H, 37 SSH 7| & &A}sho] tjulo] 2 Al o
=¥ EUTh
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https://www.cisco.com/c/dam/td-xml/en_us/security/cognitive-intelligence/proxy-device-uploads/configure-wsa-upload.pdf
https://www.cisco.com/c/dam/td-xml/en_us/security/cognitive-intelligence/proxy-device-uploads/configure-wsa-upload.pdf

ZEa Yuelxgize |

« 93} Device Accounts(TlHFo] 2~ 7| ) F| o] X &2 o] &3}l Tl ulo] ~ & &8 5to] Yzl &7l SSH 7| &

A= Ut
c) HTTPSE A&lst %5

s AR(T1E YE A7 ALE-x} o] & H|EH 5)E 5A}S}o] Blue Coat ProxySG 71 3] 18| o] M of] Zol
e,

* Blue Coat ProxySGE 74 8= A4 8 I & 22771 31 S Cisco 19 918 &H ol d 2 =3} =5 Blue Coat
ProxySG T4 S a3 Al &

v S ST

GAS T JEE S AYE A5
a) =1 3A JAS AT U v 1] A3 S wEyth

* Cisco WSA % Blue Coat ZEA| ol A4 Ak W3C 21 o] X5t}

o BE 27 92 GZip(*.gz) A o2 S oF gtk

« 7} 271 92 IGBE T Afofof Uttt IGBE Y & 21 9 Y& 49 Ae = 2@ of vt A
HAIZE PR o] TEEA] o BE g sd e SutE v 7t 23 o] A Rl
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<7t 2 9 LS FEHA G SR A A S Yo & sfof
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SARES S glodu 2 o] Zu=st 54 715 S 5o gtk

« JRE387] Mol 21 9L S F21E 4= 9)+= Log Validation Tool©] | -8 Yt}
=71 3
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https://www.cisco.com/c/dam/td-xml/en_us/security/cognitive-intelligence/proxy-device-uploads/configure-blue-coat-proxysg-upload.pdf
https://www.cisco.com/c/dam/td-xml/en_us/security/cognitive-intelligence/proxy-device-uploads/configure-blue-coat-proxysg-upload.pdf
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MAHE L YFAZE, 37 HolH
« F7F1E ©4, 42 H o)A

de] Az S ARE st Zgdehs Wt A 91 2 o] dH S SecureX JINYE ] A}
Zs4st= PRSI gdsyn

SecureX AT E #a|zpo}bo] F3to] up2 o] H S &35l H A 919 &9 ££ 2] Application
Settings(ol| = 2] Al o] A A &)l A SecureX &3S &4d 3}l oF gt

Joll A SecureX 53} <<

T ZL

1% 10: o ZE] Al o]

Global Threat Alerts Alerts Threats  Asset Groups (WD Early access

Application Settings

Cisco SecureX Integration

To enable SecureX integration;

» choose your SecuraX account ragion
= click the Authorize button
« sign into your SecureX account

Choose region... -
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Al 91 okel 249] s tloll A Early access(2 €] 91412 Zelsto] 2 sghct
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Global Threat Alerts Alerts  Threats  Asset Groups (I Early access |

(' Early Access now features an improved alert workflow!

« You can open alerts you want to work on and close alerts when you're done with them.
+ When closing an alert, pick from a new set of predefined closing reasons or provide your own.
+ You can promote an alert to a SecureX Threat Response incident or link the alert to an existing incident,

Leam how to use these new features.

Early access(2 ] A 2)7F &4 315 29 & New(2! 1), Open(€ #) =& Closed(23) 2 &H73

e}

" 12209, A R 2R e i) &d

2 II:II'SIIIIICII ' Securex Dashboard Detections Incidents Integrations Orchestration A

Detections

New Alerts

i Alerts pointing to risks on your network

Mew

Open

Active from IJune 20th vl to | August dth | Set

Closed

Risk level Critical High Medium Low |Q Entera usernam

Open(€7]) =& Close(27]) HES AFE81o] A1 &9 A EHE WA

ek

F AU,
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Aaagggazz |
a9 13:dE 47 Be 2]
Critical Risk
When: May Bth - August 3rd
Modified: 9 minutes ago
Threats: WannaCry (S0366), Emotet (S0367), SMB service discovery (°
Asset Groups: Catch All
Affected Assets: 2 assets
Usernames: demo_keturah.gaunt, dusti.hilton
IP Addresses: 10.122.38.6 [}, 10.201.3.51

=7

2 9y dH 2 s 92 4 g 849 Iy BF 22 A A AL A SEA T, oAl &
= SecureX o] A A HS o] 25

* Open and link the alert to an existing incident(ZH & G 7] & JAAHE o] A4)

* Open only(€ 7] % 3} 71)
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Open Alert

Add a note 1o this alen

® Open and link to & new incident
Tithe {resquired )

Response to critical risk alert
! Dpen and link to an axisting incident
Q, Use Lucens syntax to filter incidents

risk alart
risk alart
risk alart

& alart

! Qpen only

=2 witl]

SecureX 1A G E 7] z}o] 9= ClA] &
#l )<} Observables( 2 715 &) S
A 722 SecureX 7] 5 AR Elo] R

E o= Summary(£.9F) 2 A2

LS JADER 5 A3z o] nhah2] 8h4] &t Open only(2 7] 1k
e FEel AR ZAnt 248 5= st

A R Aol Eud ¢S 2 AUt dE S e e
T Al A A A8 stAY A3 A H T

olgl o
=]

2} T E HekEvents(©]
ZAL

A3t R QARE
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Close Alert

© Conditions for alert creation can be modified on the Threats and
Asset Groups pages.

Closing reasons
Communication or endpoint behavior was added to be blocked
Endpoint was scanned and cleaned
Endpoint was reimaged

Internal case was created to resolve the problem

The threats represent legitimate or tolerated behavior
The affected assets are unmanaged or insignificant

We could not verify the findings

The alert is not actionable (unable to remediate)
Communication or endpoint behavior is already blocked

Additional reason

G iowo st o ot e

Your feedback will help us impro
detections on your network.

Feadback

Contact me to discuss this fe
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219 16: Alert Detail( %) A -

b i SecureX

Detections

v Aleits
My
Dpen
Closed
Threat Catalog
Detected
Suppressed
-~ Agset Groups
Affected

Suppressed

99 AP I 5
QAT =] O 7
2 4u8 55 gy

SocGholish

FakeUpdates2} 3L %= 3}= SocGholish= &% 4]

A1)

Itk RS oA 9E W E 8 of
AR o ctel o) 4 5

4] 2] SocGholish7} £E

ojA o HAIHEF

Dashboard

R

Detections Incidents Integrations Orchestration Adrministration

I
Closed Alarts | Alart Datall

C

Alert Detail

Closing Reasons

= Communication or endpoint behavior was sdded to be blocked

Critical Risk

When: May 8th - August 3rd  Modified: 3 seconds ago  Affected assets: .

Add a note to this aler

Linked Incident: Mot linked

F7F AAFH Y o] Z el A3 SecureX
SecureX A A HEof] dHS thA| A A3}

W

ZP] ol FIHEASF UL 7S A B4 dE AR

gl

9 ALE o] o] EF A FHE e P =

Yt} Javascript(T1059.007) & 7] WF O =2 &} o] W= aFA] e Th 2 =(T1608.004)E &3l €Hikd

Yt} O,EEE?_]E(TIOOS)Q} U]

ol A7 A H(T1087.002), 2
o] 2= 1,] 1;]_ 1;]. =2 o]-

E912 dlo]e| (el A-g
1oy 2ol
g== AFT % F

ATHT1069), =HQ] EF A~E(T1482), =H|
QL A 22(T1007), AH4 T8-S L33t FA(T1083) 5 71 5

F7H 49 e el w g

/\}%X]— 37 ol A SocGholish7} B4 & $1+=#] <138} 21 ¥ SocGholish Threat Detail(SocGholish 1 3 Al

B A40)e 2estel 49 97 THolA Tl A

& o)
=

2
T

AR HAFAA 2
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https://attack.mitre.org/techniques/T1059/007/
https://attack.mitre.org/techniques/T1608/004/
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1069/
https://attack.mitre.org/techniques/T1482/
https://attack.mitre.org/techniques/T1087/002/
https://attack.mitre.org/techniques/T1007/
https://attack.mitre.org/techniques/T1083/
https://cta.eu.amp.cisco.com/ui/threats/74536f03-a984-4a28-8dfa-a415f2d56cc5
https://cta.eu.amp.cisco.com/ui/threats/74536f03-a984-4a28-8dfa-a415f2d56cc5

| ga1=4x=
A ECN

19 17:

SocGholish

Javascript based malware mimicing legitimate software updates

High Severity p | 5+ affected assets in 5+ companies

SocGholish, also known as FakeUpdates, is a downloader malware that mimics legitimate software updates. It is based on Javascri
drive-by downloads (T1608.004). It is capable of collecting endpoint (T1005) and network data such as user permissions (T1069),
account information (T1087.002), services running (T1007), files containing credentials (T1083), etc. It also leads to further infectic

Category: Malware - downloader

Secure Network Analytics©] 1] 918 <& ]
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CCI= v}o] 1¢ o] = SSO

A8 S 7N A38H7] 9138 SSO(Single Sign-On) 7} CCI(Cisco Customer Identity) 3 & = wlo] 12 o] A
Ut} Cisco SSOE &2 3}l id.cisco.comel]l oW L ¥} v H T E &3] 2115}

= H

Conti

Conti(S0575) W43 Trickbot(S0266)= ©]-&-3f -5 %] = RaaS(Ransomware as a Service)d Y T}, 7|
AL GE 7] Y EL A9 HkE H3l gt} Contiv= SMB(Server Message Block)(T1021.002)E
o] &3 FH O R o] F3stal S YIS THT1486). Hl ol B & & 5187] 9138l Contiv 3+ H
B A U2 AES-256 5.3} 715 AHg-shm, IS AP 2 1R 3= 529 € RAS-4096 37 ¢F 535}

715 AU T dastd 9d o] Rt TSR A EH, AL E mak 8 wA A Y o] F 2
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AZAE AT+ AdSsUT
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https://attack.mitre.org/software/S0575/
https://attack.mitre.org/software/S0266/
https://attack.mitre.org/techniques/T1021/002/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1049/
https://attack.mitre.org/techniques/T1016/
https://cta.eu.amp.cisco.com/ui/threats/178e6d04-b4b2-481f-a7fb-f4f75646b67d

| ISR

1% 18:

Conti

EEESC R |

Infection with disk encrypting malware

note created is called “readme.txt”
connections of the infected device. (T1048).

Critical Severity w 2+ affected assets in 5+ companies

Conti (S0575) is a Ransomware as a Service (RaaS) and it is usually deployed with Trickbot (S026E). It is known for breachin
networks of businesses and government agencies. Conti moves laterally via SMB (Server Message Block) (T1021.002) and
encrypts files (T1486). To encrypt the data, Conti uses a different AES-256 encryption key per file with a hardcoded RAS-40
public encryption key that is unigue for each victim. The extension of the files encrypted are randomly generated and the ran:
. Canti has the capacity to discover the network configuration (T1016) and the network

Category: Malware - ransomware

REvil

REVil(S0496)-2 Sodinokib ¥ Sodin®] 2} 3. %= 3}+= RaaS(Ransomware as a Service) d U tF. 7492 =
v sf 27} 7 ¥ Al E(T1189) =+ 214 MS Word 3 - 3¢ (T1204)0] A= 97 oW L (T1566)
off HA 2 v A2k Ytk REvilS 3] 3f 2} ] ufo] 20| "1 S 5 3H(T1486)3) AL T}7](T1485)E

T AFU

AL} 8173 o] A REvile] B4 & 1 =4] 2215} ¥ REvil Threat Detail(REvil 918 Al F- A H)& =8
sto] A 91 Lol I AF AHE B4 Al Q.
% 19:
REvil
Infection with disk encrypting malware
Critical Severity e 5+ affected assets in 5+ companies

REvil (S0496) is a Ransomware, also known as Sodinokibi and Sadin. It has been operated as Ransomware as a Service (Raa
The infection usually starts when the victim access to infected websites (T1189) or via phishing e-mails (T1566) with malicio
MS Word attachments (T1204). Revil has the capacity to encrypt {T1488) and destroy (T1485) the files in the victims device.

Category: Malware - ransomware

[l Ssecure Network Analytics©] <3 913 &¥)


https://attack.mitre.org/software/S0496/
https://attack.mitre.org/techniques/T1189/
https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1485/
https://cta.eu.amp.cisco.com/ui/threats/0f3b6100-0c48-4b12-a246-4e8c4acbc8f9
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* AutoKMS HackTool
* Raspberry Robin

« UNC2447 &%
71 918 ©A B A 1% o] Eg G YT

AutoKMS HackTool

37 &< Windows &2 E o] S s 2| 5ke] A& A 7] glo] Ak =2 AHSH YT 12y
o] Zo AL oMYA = AR = o Y Alel AN Bl S ¢ 9%%‘45}.

AH& A} 2174 ol 4] AutoKMS HackTool©] & 4] ¥ 21 =#] €hQ18}Fe ¥ AutoKMS HackTool Threat
Detail(AutoKMS HackTool 913 Al A H)& S8 3to] M Y Lol a4 AT JHE &3t
AN L.
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https://cta.eu.amp.cisco.com/ui/threats/7761888e-bf4d-4403-85d4-7fac6ca5d2c4
https://cta.eu.amp.cisco.com/ui/threats/7761888e-bf4d-4403-85d4-7fac6ca5d2c4

| ISR

1% 20:

AutoKMS hacktool

Execution of KMS tool to interact with local system

| & = = i
| Low Severity ~ | Confirmed 5+ affected assets in 5+ companies

Hack tools are used to patch Windows software to run them with out an authentic product key. However, the exe
can be associated with malware or potentially unwanted applications.

Category: Attack Pattern - unknown

Raspberry Robin

Raspberry Robine 2] 5 =2}o] H o A Ink(T1204.002) 3L S T3] Al =8-S 7FAA]7] AL,
msiexec.exe(T1218.007)S F3 A A Ho] =S v} 2 E3}3L, rundl132.exe(T1218.011)E S 7=
& 5L, TOR 972(S0183)& T3 C25 T T th 1= 2= ko] A€ QNAP Hnte| 25
71¥ko 2 gt

O

AF-&-A} 8H7d o] 4] Raspberry Robin®] B %] =] %1 =7] £}<13}# *H Raspberry Robin Threat Detail(Raspberry
1= E'lﬂ__

Robin 91 AlF A )& S ste] A A Lol & A5 HrE FAst A L.

9 21

Raspberry Robin

Windows based Worm capable of spreading through infected external drives

High Severity ~ | Confirmed 10+ affected assets in 5+ companies

Raspberry Robin infects victim machines through a Ink(T1204.002) file from an external drive, downloading actu
through msiexec.exe{T1218.007), executing its code through rundli32 exe(T1218.011) and establishing its C2 th
connections(S0183). It's infrastructure is based on compromised QNAP devices on cloud.

Category: Malware - botnet

. Secure Network Analytics 2] A< 913 <&


https://attack.mitre.org/techniques/T1204/002/
https://attack.mitre.org/techniques/T1218/007/
https://attack.mitre.org/techniques/T1218/011/
https://attack.mitre.org/software/S0183/
https://cta.eu.amp.cisco.com/ui/threats/22f61d9b-1ef2-4f3e-9c24-1f2f51316c44
https://cta.eu.amp.cisco.com/ui/threats/22f61d9b-1ef2-4f3e-9c24-1f2f51316c44
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A ECN

UNC2447 &5

UNC24472 #Ad o & A18-31e] HlolE & 7[A = 15 o2, F & zte] dlo|H & E1lo] 53
t}. o] 12 SOMBRAT(S0615)¥} FIVEHANDS(S0618) 72 t}F3h RATS 2 WA o] Al &S A}
&k Ao A syt of el AFE-shs T4 91 &2 ADFIND(S0552),
BLOODHOUND(S0521), MIMIKATZ(S0002), PCHUNTER, RCLONE, ROUTERSCAN, S3BROWSER,
ZAP, 7ZIP(T1560.001)Q U t}. ©] Z1&-& TeamViewert} LogMeln 22 97 oA 2 o Z 2] 7 o] A
(T1219)%= A&t}

A2} 317 o] A UNC2447 E5-0] B4 5 )
5 A AN AR)S FEYslo] A9 9

=X 2913} UNC2447 Activity Threat Detail(UNC2447
A A FE A F GEE GRS L.

UNC2447 Activity

Russian State Actor with Cyberespionage Capabilities

| Critical Severity ~ | Confirmed H+ affected assets in 5+ companies
| |

UMNC2447 is a group that uses ransomware to obtain victim data and some times leaks the victims data in for
known to use different RATS and ransomware families like SOMBRAT (S0615) and FIVEHANDS (S0618). Somr
by this group are: ADFIND (S0552), BLOODHOUND (50521), MIMIKATZ (S0002), PCHUNTER, RCLONE, ROU"
S3BROWSER, ZAP and 7Z1P (T1560.001). It has been observed that this group also access their victims via re
applications (T1219) such as TeamViewer and LogMeln.

Category: Attack Pattern - malicious file communication
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https://attack.mitre.org/software/S0615/
https://attack.mitre.org/software/S0618/
https://attack.mitre.org/software/S0552/
https://attack.mitre.org/software/S0521/
https://attack.mitre.org/software/S0002/
https://attack.mitre.org/techniques/T1560/001/
https://attack.mitre.org/techniques/T1219/
https://cta.eu.amp.cisco.com/ui/threats/b3b5252c-0863-4d61-a3ff-0625edbdbff2
https://cta.eu.amp.cisco.com/ui/threats/b3b5252c-0863-4d61-a3ff-0625edbdbff2
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Alert Detail(& 3 A5 4 1) 5 o] A]

bl o AR

Affected Assets(d &F Bt Aah)ol] Hg F7F AR E B A==
EMAREFHE G s 4 Atel = BE el E Bt o] HES X5, afd Ahkol] el =3
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E 2 AT G 0]

Usamarme: dusti. hilton
IP Addresses 10.201.3.51 [~]
Assat Groups Catch All

Threats From: 2022-03-05 01:00:00 CET  To: 2022-05-31 06:14:58 CEST Duration: BT days

B Emotet (S0367) (3 @8 - Infection with exfitration capability that tangets banking credentiaks
Known malicious hosinameas
)
Communication with hostnames 201 213,32 .54 B and 77.55.211.77 || known 1o be incicative ol Emotet
. Wannalry [5:3355; :_?_, - - ik ancrypling Malware COMENg worm- ke features 1o Spread Rl using the SMBv1 exploit EtermalBhss

| Known malicious hostnames

Communication with hostnames www. ugersodpSifiaposdfihgosuryfaowraergwi com E and weww ivgertsodp Sifiaposdfhgosur faewrwer g
known 10 be indicathee of Wannalry

Known malicious hostnames from local passive DNS inference
v

Communication to IP addresses 104.16.173.80 |Z| with local pasaive DNS inference 1o hostneme www iugersodp Sifaposdifhgosur Taewnewerg
mnd 104.17.244 .81 with local passive DNS inlerence to hostnams www. iugerTsodp SHlaposdihposeijl sewnwergwea com @ Tha hostriam
o be indicative of WannaCry

B SMB service discowery (T101 E:I |,:l I’ - Discowery of external SMB servers, &.g. 1o exploit the ETERMNALBLUE vulnerability

SMB protocol commanication

Communication over SMB protocol with more than 5,000 IP addresses, hosted in more than 5,000 auvtonomows systems and 100 to 250 countr

Excessive communication (T1498) (L) (i - Uniform communication 1o many extemal nodes
Excessive external communication

Connections 1o more than 5,000 IP addresses, hosted in 2,000 to 5,000 autonomous systems and 100 1o 250 countries

» Contéxtusl events From: 2022-03-05 01:00:00 CET  To: 2022-05-31 06:14:58 CEST Duration: B7 cays

@ 3

Threats($1 ) )4 0] Abekol = 5 Aabol A g8 L= 919 2 olF 1ok o WE ] F w2 7)3
o] EA T,

Y 24

Threats From: 2022-03-05 01:00:00 CET To: 2022-05-31 06:14:58 CEST  Duratior

7} 919§ ol = o] &, MITRE @ 21, 417 8 t}8-o] TAH Yt

A7
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| ga1=4x=

rerity: Critical

@ Emotet (S0367) (\) @ - Infection with exfiltration capability that targets ban

o 27|17k
19 26

Observation period
From: 2022-03-18 00:34:38 CET
To: 2022-05-1104:29:10 CEST

Duration

24 days

@ Emotet (S0367) @ @ - Infection with exfltration capability that targets ba

Confidence: High Confidence: Medium

7} 919 WA 59 ek o MEE whgoZ G TR o M Ee] = oI E PH S fUF S
A Al Fshs Tk nek FA0] £iH o] A5t
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@ WannaCry (S0366) () @ - Disk encrypting malware contains worm-like features to spread itself using the SMBv1 exploit EtemalBlue

Known malicious hostnames
e e — 1]

Communication with hostnames wew iugerfsodpSikapos CIOHT [, | and www iugerfsodpSihaposdihgosurijfaewrwer

known 1o be Indicative of WannaCry

Known malicious hostnamos from local passive DNS inference
T e S ST

Communication to IP addresses 104, 16.173.F I. :|-.-.-|'."' Iocal passive DNS inferencs 10 hostname weeaw iugertsodpBhaposdibgos urijf sewr
and 104.17.244 81 :u with local passive DNS inference to hostname waww_iuger Nfaposdiihposurijfaewrvergwea com Fﬂ Thee hostng
to be indicative of WannaCry
oWl E F=24 o] &= T} Cisco Security Al 3% 0.2 243} a1 32 715 ghigof ok =7 J 2 4 Q1= g
Y — -
A28 A4S 5 9 EHhe v 2357 g

Pattern smilar to known malicioes URLS
. =

fae 78 ! | =7 mrtpd etppasur comy

0 Mnbcious UL - Tal

» Thare |5 1 Verdict It
Imestaate [0 lgam

o hegalbiiges

HTTP reguests to LURLs hitp

3 | W I with patterm similar (o known ndicstors of Sality

aEAL S

Irvestigate i Threat Ry
Creaie Judgement
AMP for Endpoings

5 Saarch for this LRI
SecureX Jrchestratian

w Perimeter Block
Taders Irtelhgancs

[ Saarch for this LRI

Threats($18) % #% 7)2k9] et A Bare] A5 AL nel 2 epelet
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B Emotet (SO367) () @8 - Infection with exfiltration capability t

Known maliclous hostnames

Communication with hostnamas 2 213.32.59 [~] and 77 1.77 r - | o 1o b Indicative of Emotet

A & Contextual events(’d 3
A el ek F7F me s gld 4 syt

¥ 31

o
=
@
1z
of
tlo
Jt
o
ol
ol
)
nj
hote)
rlo
o,
=
[
(il
=5
>
ol
ol
Q
X
2
=2
R
i3

Contexissl gverts From: 2022-08-31 171:556-88 CEST Ta: 2022-06-31 11:57:59 CEST H & manubes
Anoimiabiian destination

LCommunication with a mrely contacied sutoncemous sysiem
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2022'3 4¢

20223 4€ o) HE 29, Cisco FEHF-= 710 A 2ld A9 9 <o disk dd o E:
« MITRE ATT&CK®¢} 2] A&, 57 o] %]

MITRE ATT&CK®<}¢] A&

A 9 4o A AH 9 Z=7F MITRE ATT&CK® X 2|2l 9] Fof] utA ZA = A5y}
« 3|3t B¢ ATT&CK Z & 9] 2ol A Al &8t WY 12 S vl= AR o

e A 9 4 9 K= I ATT&CK Tactics( %), Techniques(7] %) & Software(4 2~ E ¢
o]) ol EH{{ FxE ATFUTH

Secure Network Analytics¢] 719} 913 &3 .
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B wimRe atTackest o g

a9 32
Critical Risk
When: February 5th - May 3rd
Modified: yesterday
Threats: WannaCryl{SUBEﬁ}-, Emotet (S0367), SMB service discovery (T’
Asset Groups: Catch All
Affected Assets: 2 assets
Usernames: demo_keturah.gaunt, dusti.hilton
IP Addresses: 10.102.77.196 v}, 10.201.3.51
19 33

SMB service discovery
Discovery of external SMB servers, e.g. to exploit the ETERNALBLUE v

| High Severity ~ 1,000+ affected assets in 100+ companies

Device is performing a scan of SMB services on TCP port 445 (SMB) (T1018), potent
is typical for variants of WannaCry (S0366) or WCry ransomware and unlikely to be le
intended behavior of the device.

Category: Attack Pattern - scanning

r

o e} &t 741 Aba ¢ el
AR AT B

W 71E BE 2Q Ao T2AZ EFol o 94

JH r2
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2022'4 3¢

20224 3906l &) 2, Ciseo FeH4= 714k w41 2] 49 919 ol U@ o] =
« 57 913 B, 59 5 0] 4

A

0ot e A2 oY B vt LEZ e 0o 2hE 5y
* Cyclops Blink
* FormBook
* Gamaredon

* MuddyWater

9 TS A9 E 91F B B A5 o,

Cyclops Blink

Cyclops Blinki A~ 7f & /‘]-—r [ L9~ Y ES A tuto] 25 8]+ 9HA Linux ELF 2 8 31 ¢
HER 4P U8 20l 1] S R T E LIS, N2 B0 E G ASUTI082), o8
F=HHE 4 1E%L$ Az C2 HH S A3 T7]' Ras AR g syt ol
Adlol E X 2 4| 25(T1542.001)= 53 xl%*é% frAekaL, thE 2= ¢k 3Y S Linux APl &%

(T1059.004)S Zafl AUt 2 MZo| =P F4 U FEE HF B=o] 35 o] glHUTHTI571).
e olel 1P T4 R TET Fol C2 BAS TSR A28 B IE(T1562.004) & 5
g,

AF-8-A} 3L 7 o] A Cyclops Blink7F &) & $1=4] €<13}2 ¥ Cyclops Blink Threat Detail(Cyclops Blink
AY AT AR S5t A9 A dRolA dd AT ARE S A L
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https://attack.mitre.org/versions/v10/techniques/T1082
https://attack.mitre.org/versions/v10/techniques/T1542/001
https://attack.mitre.org/versions/v10/techniques/T1059/004
https://attack.mitre.org/versions/v10/techniques/T1571
https://attack.mitre.org/versions/v10/techniques/T1562/004
https://cta.eu.amp.cisco.com/ui/threats/4e90c6aa-0687-4f90-a024-bef2651ef4db
https://cta.eu.amp.cisco.com/ui/threats/4e90c6aa-0687-4f90-a024-bef2651ef4db

| ISR

19 34:

Cyclops Blink

Linux based malware targeting SCHO network devices

| High Severity ~ | Confirmed 5+ affected assets in 5+ companies

Cyclops Blink is a malicious Linux ELF executable, targeting Small Office / Home Office network devices. It has 4 built-in modules,
allowing it to upload/download files, discover system information (T1082) and update malware version. More modules can be
installed upon C2 commands. It maintains persistence through firmware update process (T1542.001) and executes downloaded
files through Linux API calls (T1059.004). Each sample contains a list of IP addresses and port numbers (T1571). After execution,
it modifies system firewall (T1562.004) to enable C2 communication through these addresses and ports.

Category: Malware - botnet

FormBook
FormBook-> 7+ %l T]u}o] 2~(TA0010)1 M AR E 5T 5= 3,
A FEUT) o] o T = ok A K T el o] 8k A o] v 2
FormBook-+ MaaS(malware-as-a-service)©| ", & A &= 7] 5 2 =
+ PHP Ao & o ek = JFUTE H Al & XLoadergtal e Pt} o] oM I =+ 244 FH
of] oA 23} IL(TA0006), 2= T AAES A &} aL(T1113), FHR =2 RUE H8aL(T1115), 7] ¢
274 8a1(T1056.001), Bek-9-A F715 A -21, L& the- = = 8L A Y ofal, A| 2 5S A
BE= So] 2] Z=a) st 2= 9] &)
A}-8-2} 817 o] A FormBook©] B 4] ¥ $1=+] 9138} " FormBook Threat Detail(FormBook $] 3 A 5
BE)S S95to] Ao 9 LA AR AR BEE gl L

J—»—‘I_A

a

1% 35:

FormBook
Personal data stealer

| High Severity ~ | Confirmed 5+ affected assets in 5+ companies

FormBook is an info stealer and form grabber that can exfilirate information from the infected device (TA0010). This malware is
distributed using spam emails with malicious attachments (T1566.001). FormBook is Malware-as-a-service, an attacker can buy
a PHP control panel, with customization options for features and settings. A newer version is also known as XLoader. The
malware can perform credentials access (TA0D0G), screenshots capturing (T1113), clipboard monitoring (T1115), keystrokes
logging (T1056.001), clearing browser cookies, downloading and executing files, rebooting and shutting down the system, and
more.

Category: Malware - data leak
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https://attack.mitre.org/tactics/TA0010/
https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/techniques/T1113/
https://attack.mitre.org/techniques/T1115/
https://attack.mitre.org/techniques/T1056/001/
https://cta.eu.amp.cisco.com/ui/threats/feb9f759-a271-495d-868e-c9613358240a
https://cta.eu.amp.cisco.com/ui/threats/feb9f759-a271-495d-868e-c9613358240a
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1% 36:

A ECN

Gamaredon

Primitive Bear2} 1L %= 3} Gamaredon-> Ao ~3ho] &5 S 98 +2 AF 24 S w8l 77 5

w3 T ﬁz}ol D= BE DAY R ) Y DB I B ) Xlo] IZRE ST 32 350 % 3155 Y o). Gamaredon
A o] A A ARl 23] 0] 32 (T1566.001)S &3l 8 == 2F2] 2] Q1 Office 3+ (T1204.002)

2 &-83 ) PowerPunche} il 3t Powershell(T1059 001) H] & A}-8-3fo] - T Aol A o

J A= E T 255k A 3 &L THT1204.002). Pterodo(S0147) 2} QuietSieve ©] S F =7 AW

L 8(TA0010) H 718 et A4S 918l A 58k A 2= AlFTF YU T

A&} 2E74 of] A Gamaredon €5 ©] © A 5 A=A €213} ™ Gamaredon Activity Threat

Detail(Gamaredon 5 9] A5 A 1)S S dto] A 93 oA #&E AF A B E el
AL

-{N OH

KX
T

o
=

>
4

Gamaredon Activity
Russian State Actor with Cyberespionage Capabilities

| Critical Severity

~ | Confirmed 10+ affected assets in 5+ companies

Gamaredon, also known as Primitive Bear, is a nation state actor often targeting government organizations for Cyberespionage.
After rising tensions between Russian-Ukranian relations, group activities has been observed fo increase. Gamaredon often
leverages malicious office files (T1204.002) distributed through spearphishing (T1566.001) as first stage of their attacks. They are
known to use Powershell (T1059.001) beacon called PowerPunch to download and execute (T1204.002) malware for further
stages. Pterodo (S0147) and QuietSieve are popular malware families they deploy for stealing information (TA0010) and various
actions on objective.

Category: Attack Pattern - malicious file communication

MuddyWater

MuddywaterL ol gho| A &53}= A o & F4 = = APT(Advanced Persistent Threat) 135 S 2, 2 017
B @dei A EEetar MQ‘/]‘ﬂr. AREA Q1 &4 WE = 1] 3| z}pe] tynpo] 2ol S

_/_:IL]01 1]/ o] Y (T1566.001) Y oF. Muddywaterell A AF-&-3F= th 24 21 7] =2 A}°]~

DLL(T1574.002)3} PowerShell 2= =L & E A}-&(T1059.001)%] 1 tF. Muddywater 3H5-& ~3o] 2% ¢

ol =& % dAd o] T4 Aol s

AH-g-AF 27 ol 4] Muddywater 25 0] B4 5 914
Detail(Muddywater <5 913 A5 A 1)& 58 3o
Al R

—a-.

= =
e R

OE 011

il

3215} ™ Muddywater Activity Threat
A 1Y Sl A& AR RS k4]
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https://attack.mitre.org/versions/v10/techniques/T1566/001
https://attack.mitre.org/versions/v10/techniques/T1204/002
https://attack.mitre.org/versions/v10/techniques/T1059/001
https://attack.mitre.org/versions/v10/techniques/T1204/002
https://attack.mitre.org/versions/v10/software/S0147
https://attack.mitre.org/versions/v10/tactics/TA0010
https://cta.eu.amp.cisco.com/ui/threats/d4b53f64-1769-444b-bfed-3e97c065d613
https://cta.eu.amp.cisco.com/ui/threats/d4b53f64-1769-444b-bfed-3e97c065d613
https://attack.mitre.org/versions/v10/techniques/T1566/001
https://attack.mitre.org/versions/v10/techniques/T1574/002
https://attack.mitre.org/versions/v10/techniques/T1059/001
https://cta.eu.amp.cisco.com/ui/threats/f9640128-d5a5-459b-8a86-5fe78fabc957
https://cta.eu.amp.cisco.com/ui/threats/f9640128-d5a5-459b-8a86-5fe78fabc957

| ISR

a1 37

Activity related to MuddyWater
Malicious activity related to Muddy Water APT group

| Critical Severity ~ | Confirmed 10+ affected assets in 5+ companies

Muddy Water is an APT group that seems to be based in Iran and has been active since 2017. The attack vector is usually spear-
phishing emails (T1566.001) to drop files in the victim's device. Some of the techniques used by Muddy Water includes side-

loading DLLs (T1574.002), use of PowerShell scripts (T1059.001). Muddy Water activities are related to espionage, stealing of
data and ransomware attacks.

Category: Attack Pattern - data leak

. Secure Network Analytics 2] A< 913 <&
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SecureX I A|HE #AE|x}2 IH 54

B9 A2 SecureX YA HE # AR SATE )5S FHAGU . o 15E A
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e
491 913 obel @ 9] 3Eol A Early Access(%1 ] 941 )% 29 88l oF g,

19 38: 0l A 7]5& &9 318t W Early Access(Q 2] A 2= )5 283 oF

Global Threat Alerts Alerts Threats Asset Groups C:‘ Early access

Enable Early Access to see the benefits of linking Alerts to SecureX Threat Response. Learn how to use

G431 SecureX JIAHE #2749 913 €499 7|E JAEE-E AT 432
New(217F), Accepted(=28) T+ Rejected(] F-38) & EFE U Th
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1% 39: SecureX A HE |2} U] o] &

Global Threat Alerts @ ) Early access

Detections e New Alerts

Alerts pointing to risks on your network

~  Alerts

New Active from | December 25th ~ | to | February 8th ~ |

Accepted
Rejected Risk level Critical High Medium Low

Accept(72h) == Reject(A ) HES AFE-8to] Al &S 7 7HA] A 5

ol

bz 488 5 A

Critical Risk ETA

When: MNovember 12th - February 7th

Modified: 13 hours ago

Threats: WannaCry, Emotet, SMB service discovery
Asset Groups: Catch All

Affected Assets: 2 assets

Usernames: demo

IP Addresses: 10.0.0.1 [v] 10.0.0.3

(e | (e )

=29 9 ¢S G4 E g1 E g &5A4Q0 < 5 22 A Gl AlS JFA T o)A &
g 3l o 2 B A= SecureX 2] QA HE - I =292 543} SecureX o TA| A H-S o] &3]
g 71435k S Ytk
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Te 47 SecureX AT E FAtol| A 7]F = A JINTDE 43 5 G

Accept Alert

(@) Accept and link to a new incident
Title ([required)

Response to critical risk alert

Short description (required)

Critical risk alert has been promoted to an incident for purposes of
incident response

(0) Accept and link to existing incidents

Q. Use Lucene syntax to filter incidents

Response to critical risk alert

(0} Accept only

SecureX VA E ] 2ol 9= QA Eof = Summary(£.9F) 2 98] &3] 2E 1ok Events(©]
Hl E) ¢} Observables(#2 7Hs 3H5)S 235k Al 3 B 7F 23y th AL 438t B QA ~E g o]
A & SecureX 7] 5= AH& S| FUE FAbeAL th3-d 4 AU T
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Response to critical risk alert

Critical risk alert has been promoted to an incident for purposes of incident response
MNew - Created by Global Threat Alerts on 2022-02-08T13:03:25.4477

Summary Events Observables Timeline Linked References (9)

Critical Risk alert

When: Friday, November 12th
Duration: 87 days

Threats:
Emotet, WannaCry, SMB service discovery, Excessive communication

Asset Groups:
Catch All

Usernames:
demo_keturah.gaunt, dusti.hilton

IP Addresses:
10.102.77.196, 10.2017.3.51

Edit Summary Markdown

. Secure Network Analytics 2] A< 913 <&
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SecureX QIAHE A2 &Y
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Response to critical risk alert

Critical risk alert has been promoted to an incident for purposes of incident response

Mew - Created by Global Threat Alerts on 2022-02-08T13:03:25.447 7

Summary Events Observables Timeline Linked Referances (9)
10.102.77.196
MNetwork - Targeted by 1 unique observable, 1 time in the last 11 hours
P Address - 10.102.77.196 |~
Jser - demo_keturah.gaunt |~
First: 2022-02-08T03:00:55.3347 - Last 2022-02-08T13:03:24. 9452
10.201.3.51
Metwork - Targeted by 5 unique observables, 9 times in the last 3 months
F Address 10.201.3.51 |~

SEr dusti.hilton | »

First: 2021-11-12T00:00:00.000Z - Last: 2022-02-07T04:14:58.0002

Observables - 225 Total - Inwvestigate these Observables

170.178.168.203 [ ®
E Malicious IP Address - 1 Target - 5 Sightings - 0 Snapshots
First: 2021-11-23T05:04:59.000Z - Last: 2022-02-08T13:03:24,9457

70.32.1.32 @
E Malicious IP Address - 1 Target - 3 Sightings - 0 Snapshots

First: 2021-11-23T05:04:59.000Z - Last; 2022-02-08T13:03:24, 9452
77.56.211.77 2

E Malicious IP Address - 1 Target - 3 Sightings - 0 Snapshots
First: 2021-11-24T23:34:38.000Z - Last: 2022-02-08T13:03:24,9452

FYL QA ER 523k Rlo] w4 3hA) ehehel ARshe Ptk o] 35 Cisco Boll 3= 02
B 2L ARG Ol E BT 5 AU Th BAF T 78] 250 9] e v =9 =04
o g5 BA S AAskE o Egol Lt

Secure Network Analytics©] 1] 918 <& ]



| e

EEESC R |

Reject Alert

(") False Positive

() Ignored

Please tell us more about why you made this decision.

Your feedback will help us improve future detections on your network.

|| Contact me to discuss this feedback

Cancel

F71 949 9

* Lemon Duck
e vhere A9 99 BA7 AeE A5

IcelD

BokBoto] 2} L% 3} IeedID(S0483) = H6 AR E »dE= REE W7 ER o HD}OME} =y

A e E 8o, e ot = di =2 S 87| = U THTL05). REE 7%

=29 75 WiEol Emotet(S0367)°] $< 0 = I+ U T} IcelDE H.2}--4] HW(TMSS)OM w8

X*i 2 W A SHE FA A7) A el AR U T IeedIDE B A(TA0005)E WA 6H7] 14l X}
NS 97 wf;xﬂ*moss 004)°ll 4918k = g o),

AHE-A} 2H7 ol A TeedID7} © A ] A=A €131 ™ IcedID Threat Detail(IcedID 91 @ A5 4 H)S
ZEste] A 97 dHolA A AT ARE Sl L
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https://attack.mitre.org/versions/v10/software/S0483
https://attack.mitre.org/versions/v10/techniques/T1105
https://attack.mitre.org/versions/v10/software/S0367
https://attack.mitre.org/versions/v10/techniques/T1185
https://attack.mitre.org/versions/v10/tactics/TA0005
https://attack.mitre.org/versions/v10/techniques/T1055/004
https://cta.eu.amp.cisco.com/ui/threats/9f870527-c5d9-44fb-96be-de26fea90120
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1% 485;

lcedID

A ECN

Modular malware designed to steal financial information

| High Severity

~ ‘ Confirmed 10+ affected assets in 5+ companies

IcedID (S0483), also known as BokBot, is a modular banking trojan, targeting financial information. Besides leveraging different infection vectors, it can act as dropper
for other malware (T1105). Considering its modular structure and dropper capabilities, it was seen as a successor to Emotet (S0367). lcedID is capable of stealing

financial information and banking credentials from browser sessions (T1185), in order to use them for fraudulent transactions. To avoid detection (TA0005), lcedID can
inject itself into remote processes (T1055.004).

Category: Malware - trojan

1% 46:

Lemon Duck

Lemon Duck

Lemon Duck= ¢35 3}4 2 &S 913 3 ¢l PowerShell 2HA] = of] &84t} o] A I ==
EternalBlue ¢] =& =9, ajA] G2 2 BAH S TP O 9} & AF&3te] 274 U ES A9 thE A
go 2 sk Yt %Liﬁr”ﬂ A= 7= =] CPU = GPU 8l A& AFE-8lo] | EFRl ol
Y2 22 dssHE A=y

A&} 7 o A Lemon Duck©] ®H4] ¥ $1+=%] 2218} 2] ™ Lemon Duck Threat Detail(Lemon Duck
KJA,HH ;QE]_)O 5'_;;]0],0:] Q_]:]H-(g oLE]OﬂH-‘rl’ ]1:1 zqﬁ_éﬁ_o]o],/d/\]o

b

Software that uses your computing resources to mine cryptocurrencies

Critical Severity

Lemen Duck is a file-less PowerShell malware family for mining cryptocurrency. This malware has been seen using EternalBlue exploits, pass-the-hash, and password
brutefocing to spread to other machines on the local network. Cryptocurrency miners use a large amount of CPU or GPU resources to mine cryptocurrency such as
Bitcoin or Monero. This 10C alerts when PowerShell is seen executing Lemon Duck commands.

Category: Malware - crypto miner

Confirmed 10+ affected assets in 5+ companies

Secure Network Analytics©] 1] 918 <& ]


https://cta.eu.amp.cisco.com/ui/threats/cd2a2ce7-e202-4cfe-a4c0-756a662a74fa
https://cta.eu.amp.cisco.com/ui/threats/cd2a2ce7-e202-4cfe-a4c0-756a662a74fa
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2021 128 g4, Cisco EeH-5 7I0E oAl 2d o 91 Lol gk ol E:

« A Log4Shell %], 71 7| o] %]
« Al SNI 2233 ©=]7], 72 # o] A]
« F7FAE 'A,L 73 #H o] A

Al Log4Shell &+

F ol B E Logdj F oFd ot v 7 7HA @ o BAE

o F7h= A5t

[

FHAZE NY FAF EEE 0

Mo

Log4SheII% Fol A FE A3

oln] &3 71F Logdj 1 === 33 FA AT U Logdj= ¢ ol &2 Al o] d ol A AL-E-8f= =7
) -‘?4 101 Ut} Logdj2] logdj2 B}o] B & 2] = o}-5 3 2 & Z(TCP,HTTP)< & 3t RCE(Remote Code
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Malware installation through Log4Shell
Detection of malware installation through exploitation of log4j2 library

Critical Severity ~ ‘ 5+ affected assets in 5+ companies

Log4j is a logging framework used by web applications. It's log4j2 library is vulnerable to remote code execution through any protocol(TCP, HTTP). Once the adversary sends
the malicious payload, it gets logged by the server and vulnerability gets triggered. It leads web server to connect rogue infrastructure (T1583.004) through JNDI to inject
malicious Java class (T1620) file into server process. Injected Java class starts the second stage of the attack and lets adversary to execute code remotely on victim server.
Adversaries are using it to get a full access on victim infrastructure and deploy further malware and crypto-mining softwares such as Mirai, Kinsing (S0599), Tsunami etc.

Category: Attack Pattern - malicious file download
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Log4Shell vulnerability scan

Scanning of remote services to exploit the vulnerability in Apache Log4j

High Severity ~ 10+ affected assets in 5+ companies

Device is performing a scan of remote services (T1595.002) to identify and potentially exploit Log4Shell (CVE-2021-44228). The Log4Shell vulnerability in Apache
Log4j, a popular Java logging framework, can lead to remote code execution (RCE) or information disclosure. To investigate, verify associated anomalies against
intended behavior of the device.

Category: Attack Pattern - scanning

s

AH-g-2} gk 7 ol A LogaShell F 2FA] 271o] B4 5] 9]
scan(Log4Shell 3 oFA ~70) S S8 3lo] Ao 99

%] 21} LogaShell vulnerability
ol A T A ARE Sl A L.

4
o

SN =53 €7

[,
_>|~l_,

p
_Q
Orr‘
@
EE
o
>~
>
ofo
o
ol
_&

HYEL A HE vAYFES WA &Yt} SNI(Server Name
1EHN A Bs WAYUSTS WA ek o A5 A sk 7= 9 Y
Eﬂﬂﬂﬁz4%¢ﬂQ%ﬁLEﬂﬂﬂié%ﬂfmT

>

=

Identification) ,—?—-—’é 2 w9l
th o] 7S SNI 2= <

e

l Secure Network Analytics©] 49 91§ %)


https://cta.eu.amp.cisco.com/ui/threats/69ad2359-dc2b-415a-9a0e-d57b4b7aae79
https://cta.eu.amp.cisco.com/ui/threats/69ad2359-dc2b-415a-9a0e-d57b4b7aae79
https://logging.apache.org/log4j/2.x/security.html
https://attack.mitre.org/versions/v10/techniques/T1595/002/
https://cta.eu.amp.cisco.com/ui/threats/3e494958-8fad-4aea-b540-2d6002886bf6
https://cta.eu.amp.cisco.com/ui/threats/3e494958-8fad-4aea-b540-2d6002886bf6

i)
v
[>
o
f

a7} o
ok 714

AN

==

T

SNI and IP address mismatch

ERRNEES 2
2 Bt 5 g8 A &

Me

A ECN

yrt) zZ2e 2 SNI TFE A8 IP 422 X386l =rQl 7|y 1
= Aol =g

B 45.152.180.77 v .
Popular hostname wikisource.org stated in SNI \ — \
extension has low probability of being hosted on the wikisoures.on [z] \- M24? Ltd
contacted IP address 146.70.63.108 (] with low gt \ / """ 9009
;"a'e”ce BE 146.70.63.108 ) .
o 3L 5 EYS =1 =)
A E8 SNI 22333 §4] 7] 5= SNISHIP 27} A A] 8}~

ETA(encrypted traffic analysis) & AF-8-3Fo] SNI Z =

THelo] dutd oz T AEHE=
2| 8HA] ¢ 0¥ SNI Z E.9] =w|Qlo] 23
W2 o' Har vk Sl yth U A= SNL &
e vy

st

IP 4

o A T AgE 7lsA o]

IPF49 AH B

== =
ﬂ°%$%¢a%§ﬂﬁﬂm$i§

A 2y vl gy e A P AT R
Td FAom, ES D EHT o] PX| &+ A
o] 917 Q= TAE o] Fo] AA| 2 AR =

Alert(&¥) > Alert detail(& % Al 74 ) > Security events(E.QF o] Wl E)ol| 4] &1 4= 9l U,

7FE 'A

chea

Lo ARE 97 YA/ LES Qo

4

* FluBot

* LokiBot

* Phorpiex

* Raccoon

* TrickBot

FluBot

7}+]

FluBot(Cabassous2} 1L %= 32 25 Q1 A] % U] % 7]

7] 5k ok
A =
AR

}\é o) 7

(T1582)%

H:ﬂ:cﬂqx:} o] oL/\ c;‘La]jx_qloL]rﬁL
221 H o] A & AlFFUTHT1417). W |
A7 5 S(T1532) FAA7} Al oY o= 3
18] ZE(T1520)S AH8-3te] e 2 zlo] F

itk

=
24
[»
o
X
ax
i
rlo
v
0%
rot
2
do
oo
do
finei)

R Gastd cfEE o]l S e tERo| =

°§&

= Aol A (T1617)= 72 A 3L AR}l Al

o181 3129 ol A of 42 ) A= o] o4

G
AE
=

=i
=
z)-
X

Ao} A & FZ3F v FluBotS L <1 A
gqqq-;z%ﬂﬂiﬁgﬁmﬂﬁﬂ

Tl gabd  dom, 71 WEHTA0029)S A2 - 25 (TA0028)S 53l T4 o=

R

27 o A FluBoto] B4 = $1+=4] +213}# ¥ FluBot Threat Detail(FluBot ¢ 3@ Al 4 2)<
AR S A Q..
S o

g7

Zeshel A9 919 LA T AN 4

= 3
ER=

o]

R

Secure Network Analytics 2] 7<) 913 o438 .


https://attack.mitre.org/versions/v10/techniques/T1617/
https://attack.mitre.org/versions/v10/techniques/T1417/
https://attack.mitre.org/versions/v10/techniques/T1532/
https://attack.mitre.org/versions/v10/techniques/T1520/
https://attack.mitre.org/versions/v10/techniques/T1582/
https://attack.mitre.org/versions/v10/tactics/TA0029/
https://attack.mitre.org/versions/v10/tactics/TA0028/
https://cta.eu.amp.cisco.com/ui/threats/fb6344ea-0677-4abf-b69a-f33365c545d5
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FluBot

Android malware target

High Severity ~

financial application (T161

Category: Malware - bot

19 51:

LokiBot

EEESC R |

ing banking and cryptocurrency applications

5+ affected assets in 5+ companies

FluBot, also known as Cabassous, is an Android based malware that is targeting banking and cryptocurrency applications. Once deployed, it hooks into a legitimate

7) and presents users with a fake login page (T1417). After credentials are submitted to an overlayed phishing page, it exfiltrates (T1532)

them to the C&C server controlled by the attacker. FluBot uses a domain generating algorithm (T1520) to locate C&C address. It is capable of spreading through SMS
messages (T1582) containing a download link. It can persist between reboots (TA0028) through gaining additional privileges (TA0029).

LokiBot
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Infection with exfiltration capability

| Critical Severity ~

Look for additional confir

Category: Malware - bo

-

Confirmed 5+ affected assets in 5+ companies

LokiBot (S0447), also known as Loki-bot or Loki bot, is an information stealing commodity malware. The private data can include stored passwords, login credential
information, and cryptocurrency wallets (T1555). Later on, stolen data is exfiltrated by C2 channel (T1041). To investigate, perform a full scan of the infected device.

med or detected incidents from the same user. If the behavior persists after a full scan and clean-up, consider reimaging the infected device.
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https://attack.mitre.org/versions/v10/software/S0447/
https://attack.mitre.org/versions/v10/techniques/T1555/
https://attack.mitre.org/versions/v10/techniques/T1041/
https://cta.eu.amp.cisco.com/ui/threats/869633fc-3411-416f-9dff-b9c27ab1aed9
https://attack.mitre.org/versions/v10/techniques/T1566/
https://attack.mitre.org/versions/v10/techniques/T1566/001/
https://attack.mitre.org/versions/v10/techniques/T1573/
https://attack.mitre.org/versions/v10/techniques/T1547/001/
https://attack.mitre.org/versions/v10/techniques/T1564/001/
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Infection that can download additional malware such as ransomware

High Severity

Confirmed 100+ affected assets in 5+ companies

Phorpiex, also known as Trik, is a Trojan and malware-delivery botnet. Phorpiex has been known to drop a wide range of payloads, from malware to send spam emails (
T1566) to ransomware and cryptocurrency miners. To gain access, it spreads by using the Spearphishing Attachment technique (T1566.001). Phorpiex uses IRC, but
can also use encrypted-channel communication (T1573). To persist in the system , this botnet can create an autostart registry key (T1547.001). It also may hide the files
it downloaded to evade detection (T1564.001).

Category: Malware - downloader
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Raccoon
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Information stealer malware that can exfiltrate data from the victim device, including personal information and crypto currency wallets

High Severity

Confirmed 100+ affected assets in 10+ companies

Raccoon, also known as Mohazo or Racealer is an information stealer malware that is active since 2019 April. It is sold on darknet forums by the group which is named
after malware itself. It is capable of stealing various data (T1005) from browser to bitcoin wallets. It is easy to use and offers a control panel that is accessible through
Tor (S0183). It is often distributed through malvertising (installed through exploit kits) and phishing due to a lack of distribution infrastructure. It is operated by a Russian
Group and often targeting North America, Europe, and Asia. It possesses a threat to both personal and business assets. After its execution, it exfiltrates data from a
victim device, which later can be sold to other malicious actors for various uses.

Category: Malware - trojan
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https://cta.eu.amp.cisco.com/ui/threats/62197242-437e-4a8f-8f4e-1778c1827775
https://cta.eu.amp.cisco.com/ui/threats/62197242-437e-4a8f-8f4e-1778c1827775
https://attack.mitre.org/versions/v10/techniques/T1005/
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Infection with exfiltration capability that targets banking credentials

Critical Severity

~

Confirmed 30+ affected assets in 10+ companies

Threat related to the Trickbot (S0266) (aka Trickster) banking Trojan targeting sensitive information for select financial institutions. This malware is frequently distributed
through malicious spam campaigns. Many of these campaigns rely on downloaders for distribution, such as VB Scripts.

Category: Malware - trojan
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https://attack.mitre.org/versions/v10/software/S0266/
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https://cta.eu.amp.cisco.com/ui/threats/c425678a-4f7f-4902-ad95-e9d311906bcd
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Ilclllsléloll Global Threat Alerts Dashboard  Confrmed  Detected Switch to Alerts interface |

A The classic interface will soon be removed. The Alerts interface will become the only interface and provides you a better view of your threats.
Learn more about the switchover.
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Trojan.Patchbrowse

Software that a user may consider as unwanted for

compromise privacy or system security

[ | Known malicious hostnames

Communication attempt with hostname
epicunitscan.info . known to be indicative of
Trojan.Patchbrowse, was blocked by sensor

network. proxy

1 'd
O .—kepicunitscan.l'nfo
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¥ Global threat alerts Sality = file inf: ) communicating from 10.147.149.85 up Cognitive Incident 2021-07-01 03:01:21 UTC
L . i
" - ik Y Sality (Malware - file infector)
omments Thre: ion
Open alert detail in global threat alens &
Category Malware
oc First seen: 2021-07-01 02:51:59 UTC
curence Last seen: 2021-07-01 02:51:59 UTC
T demao_maria.summer
Username

Open asset detall in global threat alerts &
Local IP Addresses
Remote IP Addresses T 193.166.255.171

Known malicious hostnames

Security Events
Communicaticn with hostname edimelinet known to be indicative of Sality

‘We were not able to find a computer with connector installed for this event. Please <a href="/install_packages®><strong>install a connector</strong></a>.
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Alerts pointing to risks on your network
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The classic interface will soon be removed. The Alerts interface will become the only interface and provides you a better view of your threats.

Learn more about the switchover
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@ We're integrating with Cisco Securex! This replaces integration with Cisco Threat Response.
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Malicious softweane for remote confral of & system
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Last seen: 22 days ago
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Malware - remote access trojan
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Ermail Motifications
CTA STIX/TAXI AP

~Device Accounts

Cisco SecureX Integration i = .
\ Application Settings J

To enable Cisco SecureX integration, choose your Cisco SecureX account region, click the *Authorize” button and log into your Cisco SecureX {
account. “Releasa Notes—

Choose region... -
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Cisco Global Threat Alerts - Daily Report - Inbox

Message
i Meeti v EHZI W W
Il B SA&] T3 B e D}%%EJ@JDFU @3
Delete Archive Reply Reply Forward B aprachment ova Junk Rules Move to Read/Unread Categorise Follow Send to
to All Other Up Onehote
Cisco Global Threat Alerts - Daily Report
Today at

Global Threat Alerts

Today's alert status and count changes since the last email:

2 CRITICAL RISK (+ 1)
4 HIGH RISK (- 5)

& MEDIUM RISK

0 LOW RISK

Top three:

1) CRITICAL RISK
When: Thursday, June 5th
Duration: 5 days
Affected Assets: 2
Threats:
* WannaCry
* Emotet

Asset Groups:
* Catch All

More: https://cta.eu.amp cisco.com/ui/alents/2{6b3 1 af-ch90-46cT7-8293-dR2067d173 1 | Tsource=email

2) CRITICAL RISK
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2021 420 B 2%, Cisco F2H-= 7]uk Al 2jd A 91g Lol th3l Jdo] E:
« 2] DGA 2.0 54}, 89 5 o] #|
« o] A o] A MITRE 3, 90 ] ©] A]

A DGA 2.0 5=}

DGA(Domain Generation Algorithm)i= 1 2] 2 S 1 E o] 58 A A5t 2pet 7] 5 0] = Het Al &S
T-3lote S m FAATF ARG FUTE o] Y3 dare]Fe FE Yl B o =9 ool A o] F4lof A
SdUT s o m A 7] wiol = Ak o oF b=, A 91 AT 7] RE 7] ol o) Ea)
= B AES 73 AdS5UTh

1% 65: ol|: DGAY &3 55 3L AT ol A E o] B w2l

Domain generation algorithms

Random-string domain names used as obfuscation technique

[ | DGA hostnames @ ——* Dbftrihesrlfip.com *—0

Communication with hostname www.xqzlghbe.com

created by a domain generation algorithm (DGA) s xgzlgbbe.com -yt Ll

20153 5-E A 919 7 31 DGA vl Q] B4 S A 3A Rk, DGA 2.0 27 Ak 71E9] F-2H9] i
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Alert(&¥) > Alert detail(&-3 A4 7 1) > Security events(}.SF o] Wl E)ol| 4] &FQ1& 4= Q) &1,
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WannaCry

Disk encrypting malware contains worm-like features to spread itself using the SMBv1 expl

Critical Severity ~ | Confirmed 100+ affected assets in 10+ companies

Threat indicators related to a variant of WannaCry (S0366) or WCry, a ransomware with worm capabilities whick
spreads as a worm through TCP port 445 (SMB) (T1018), exploiting the ETERNALBLUE SMB vulnerability (MS17
encrypt the files on the host demanding a ransom in order regain access (T1486). Threat will attempt to contact
threat will stop its execution. Threat can also leverage another vulnerability known as DOUBLEPULSAR, a persis
compromised systems.

Category: Malware - ransomware
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WannaCry

Disk encrypting malware containg aread itself using the SMBv1 ex

MITRE ATTA&CK knowledge base

Software:
Critical Severity v Confirm Rt Ee companies

Threat indicators related to a variant of WannaCry (S0366) or WCry, a ransomware with worm capabilities wh
spreads as a worm through TCP port 445 (SMB) (T1018), exploiting the ETERNALBLUE SMB vulnerability (MS
encrypt the files on the host demanding a ransom in order regain access (T1486). Threat will attempt to cont:
threat will stop its execution. Threat can also leverage another vulnerability known as DOUBLEPULSAR, a per:
compromised systems.

Category: Malware - ransomware
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1% 68: S0366°) TS 571 G KR AN A BE A ¥ 3= MITRE ATT&CK 1) ©] 4]
— € @ attackmitre.org/software/50366/

Matrices  Tactics ~  Techniques ~  Mitigations ~

MITRE | ATT&CK |

Search Q, |

Home > Software > WannaCry

WannaCry

WannaCry s ransomware that was first seen in a global attack during May 2077, which
affected more than 150 countries. It contains worm-like features to spread itself across a

computer network using the SMBv1 exploit EternalBlue. 213114} Q
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| Typosquatted hostnames @ —» amazonlaws.com W e——e E 199.34.228.100
Communication with typosquatted hostname persistent
v amazonlaws.com v abusing legitimate domain

AMAZONAWS.COM
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AmazonLaws.com -
Amazon Laws Domain
Names For Sale

Arnazen Motorious Markets - A Company That Facilitates illegal and
CEQ Jeff Beros testifies under oath to United States Congress that they sell
Is Amazon Noterious Markets a Conspiracy in !
You Can't Fight Gravity!

Did Jeff Bezos, the founder and CEQ of Amazon,
lie under oath to the United States Congress? Let’s find outl

@ Watch Congress hit Bezos hard on Amazon selling stolen goods

A2 BFA] BH & by ol AHgahs Bty o s
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Alert(&¥) > Alert detail(&- 3 A% 7 1) > Security events(}:.SF o] Wl E)ol| 4] &Fel& 4= ) &1t

AN TLS o & A

i

A &A= TLS(Transport Layer Security) 3 A X3 H 7] &S o] &3] &g U &/
ETA(Encrypted Traffic Analytics)9] TLS 3|t ¢} 7} 19 & =24 s
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https://en.wikipedia.org/wiki/Transport_Layer_Security
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/enterprise-network-security/nb-09-encrytd-traf-anlytcs-wp-cte-en.html
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Pattern similar to known malicious host Y - @ —e jamsoulsfriday.com i

HTTPS request to URL https://fjamsoulsiriday.com with TLS encryption pattern similar
to known indicators of Malware distribution

Alert(2¥) > Alert detail(2 % A% 4 ®) > Security events(2.¢F o]l E)ol| A ela 4= gl HU T}
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| o] &2} cognitive-release-notes Bl “L7} 32 A L T},
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https://community.cisco.com/t5/custom/page/page-id/customFilteredByMultiLabel?board=4561-blogs-security&labels=cognitive%20intelligence
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