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Create New Enterprise

We couldn't find any enterprises associated with your
emalil @cisco.com. To proceed, you'll need to
create an enterprise.

Enterprise name *

[ Example Corp ]

Create enterprise
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Select Enterprise

Your email @cisco.com is associated with one
or more enterprises.

Example Corp Continue

NMOT SEEING YOUR ENTERPRISE?
You can create a new enterprise.
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Secure Endpoint
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Email Threat Defense Trial
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To begin, enter your claim code below and click Next. For detailed
instructions please read our documentation (7.

Subscription claim code *

[ ABCD-EFGH-IJKL-MNOP ]
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g Subscription ID ©Cc26680-d48a-454b-
Overview - Example Corp a2dc-b86069b64c13

The following Cisco XDR instances are associated with
your Security Cloud enterprise. Select an instance and

Provisioning pending 3
click Apply license.

Cisco Secure Email Threat Defense
(® cisco XDR

Instance ID a9b0e5da-df21-42db-abab-
4fc381d6a53d

Cisco XDR
(O CiscoXDR  Trial

Instance IY'8d3d6bbb-7019-4f4b-95¢5-

Cisco Secure Endpoint de9334f09ae9

Products

Cisco Secure Endpoint Cisco Secure Email Threat Defense

Instance ID Instance ID
1179dafd-1983-425-88a9-ac17f1134968 2fc596f-babb-438f-b0bo- 4
Cisco XDR Cisco XDR  Trial

Instance ID

Instance ID
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151e4330-6  This product is not currently managed by

Security Cloud. See the documentation for

more information.
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Add New Domain

@ Domai Verification
omain

Upload the TXT record to the domain’s DNS server. Then click Verify.
o Verification
Record name

_cisco-sxso-verification.example.com

Type
TXT
Value
7b017856-4f7a-4bca-8dea-8eb3eb5f5b0f
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e Azure AD
* Duo

* Google ID
* Okta

* Ping
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SHA-256 < -5
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SAML o4 £A4 o|F  |ID AFA AR 4

firstName A}g-7} 9] o] =21t}

lastName AbgAkel g

email ARgA} ol i A Yt} o] FhS SAML -2 2] <Namel D> & 2% 33}
] 2] & oF g+ E]_(o}aﬂ 7<L7\

<NamelD> & 4 3 2]

SAML &5 9] <vamerp> 8.4:9] gb-& Fa st o] W] Faofof a1 o] A 9 emai1 £73 B A A3
oF FUth <wamerp> 849 G4 HAL v T shubE AA sl o Tt

® urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress

® urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified
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U2 XML ID &5 A 7F B.9F S eb-9-= 27191 ACL URLO i3 SAML 552 ol iyt
jsmith@example.com-& <xame1p> 2.4 2 email SAML -39 4 o whal g g Ut}

<?xml version="1.0" encoding="UTF-8"7?>
<saml2:Assertion ID="1id9538389495975029849262425" Issuelnstant="2023-08-02T01:13:04.8612Z"
Version="2.0"

xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">

<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity"/>

<saml2:Subject>

<saml2:NameID

Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified">jsmith@example.com</saml2:NameID>

<saml2:SubjectConfirmation Method="urn:ocasis:names:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData NotOnOrAfter="2023-08-02T01:18:05.160Z"
Recipient="https://sso.security.cisco.com/sso/saml2/0o0alrs8y79%9aeweVg80h8" />
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2023-08-02T01:08:05.160Z"
NotOnOrAfter="2023-08-02T01:18:05.160Z">
<saml2:AudienceRestriction>

<saml2:Audience>https://www.okta.com/saml2/service-provider/12345678890</saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement AuthnInstant="2023-08-02T01:13:04.8612">
<saml2:AuthnContext>

<saml2:PuthnContextClassRef>urn:casis:names: tc: SAML: 2. 0:ac: classes : PasswordProtectedTransport</saml 2 : AuthnContextClassRef>

</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>

<saml2:Attribute Name="firstName"

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">Joe

</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Smith
</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="email"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">jsmith@example.com
</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
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Edit identity provider

o - | Setup

Follow the steps below to configure your identity provider (IdP). For detailed instructions
please read our documentation 7

Identity provider name *

[ My IdP

Duo-based MFA

By default, Security Cloud Sign On enrolls all users into Duo MultiFactor Authentication (MFA) at no cost.
We strongly recommend MFA, with a session timeout no greater than 2 hours, to help protect your
sensitive data within Cisco Security products.

@) Enable DUO-based MFA in Security Cloud Sign On

If your organization has integrated MFA at your 1dP, you may wish to disable MFA at the Security Could
Sign On level.

< Cancel m

7 6 Next(tFS)E 2 3lo] Configure(-4) 3t o =2 o] =gt}
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EELAtcS

« Signing certificate(*] ™8 15 A1) - 2 % | A Security Cloud Sign On”} A &5+ A4 & &
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Edit identity provider

@ Setiun Configure
Depending on your provider, use the following methods to set up your IdP.
o Configure
Security Cloud Sign On SAML metadata
cisco-security-cloud-saml-metadata.xml
Or

Public certificate

cisco-security-cloud.pem

Entity ID (Audience URI)

https:/jwww.okta.com/saml2fservice-provider/sphuivrwxhuglxyarzje

Single Sign-0On Service URL (Assertion Consumer Service URL)

https://sso-preview.test.security.cisco.com/sso/saml2/0oalrs8y79aeweVg80h8

A 4 Security Cloud Sign On XML v E} 6] ©] 711} SSO A1 H] 2= URL ¥ SEJE] ID #k& 522 538}

& 7t
o AML W E}d] o] E] 2 SAML o} & 2] 7] o] % T Y

= AL
AT AE RJISAE JR et o] d dAlol A & SA
@A 5 Bk FES-E Alo] 2 Eol7) Next(th)E 23 gt

cheol S g 2]

g0 2 ID 4B 2] SAML ojZ 2] Al o] Mol 3] ahi= v EF|o] e & Wek Zake-= Alojo] 43
g},

3CHA: IdPol| A ®H.oF ZoF-$-= 2 SAML v e} H| o] E] A &

Security Cloud Control(}.9F Z2}-¢-= A o])ol| 4] SAML W E}H| o] ] & A}-&-3Fo] 204 ID Al -8 &9l
Bk Z¢h-9-= SAML H|EFtl| o] B] Al & b, b5 T71= SAML of & 2] Al o] 4d 9] el d W el o] §
£ Security Cloud Control(}.9F Z&}9-= Al of)ol] A|Fst= APUTE FP A o2 A8 7153 o
ID A 8] 2= AlFA; F# GA= ID A8 2= Al 2F A3, 29 Flo] A o] f&-& Fxst Al L.
Al ZFat7] el
ol GAE &= ate{ ¥ ID FFAHe] SAML e ZE] Alo] Ao v gk th5 wEld o] H 7} 8 @ T}

* SSO(Single Sign-On) 4] H] 2~ URL
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ol 2] ID A H] 2 A 32 B @A = ID A 8] 2 g2 F A 3] 29 Jﬂ l

o
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@Al 1 Security Cloud Control(}®.QF S219-= 101)3 ALgsle] BEle-A 8BS Ytk
o7 2 SAML HlERE o E] @Al A Th - F SHUE Fagy Th
« ID A -3-#}2] XML "l e}l o] E] 3} o] 1= 7 9- XML fileUpload(XML 3} J Z=)E A
HE=j
« 718 2] 9k o Manual configuration(5=5 74)S &

o —
AEAT AT S B AE AEAE QR EFh,

Q)
=

o

“

el 3} XML

2] 5} 31 SSO(Single Sign-On) A1) 2~ URL, 1 €] €] ID, ID

@ s SAML metadata
etup
Select a method for providing your SAML 2.0 IdP metadata.
@ Configure
@ XML file upload Manual configuration
o SAML metadata L. .
Upload your SAML signing certificate
&
Click or drag a file to this area to upload
File must be in XML format
< Cancel
@7 3 Next(th+)E 29
el =3 8 2l
th8- 2 & SSOE Security Cloud Control(}.QF 2 2}-9-= A of)ol| A] ID A& AL 2 A] £}5} ] 451 7]: SAML
3 el aEg

A SAML 53 H| 2~ E
SAML ofj Z&] 7| o] A 3} Wot Fe}-9-= 2719 7hol] SAML HlElE| o] H & 13
3t 4 9l Ul Bol EF88-= 2 1910 A ID Al 3 AF2] SSO URLE SAML &%
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@ Seliup Test

@ Configure 1. Configure your IdP with the public certificate and SAML metadata you copied and
downloaded from Cisco.
@ SAML metadata

2. Test your IdP integration by opening this URL in a private(Incognito) windaw.
o Test

https://s = mmem = = & gjsco.com/ssofsamlZ/Ooalsc3asjayJkNMOC

3. Once you sign in and land in the Security Cloud Control portal, the configuration test is
successful.

< Cancel
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Edit identity provider

Set up Activate

Let's activate the Idp discovery and routing. Once you activate the ldp integration, all your
Configure company users that match the verified email domain will use their enterprise ldp password to
sign in to Security Cloud Control, and they no longer manage their MFA settings.
SAML metadata
When you're ready, click Activate my ldp.

Test
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Activate my IdP
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a)  Applications(ol] & 2] Al o] A) w]yrol| A Applications(el] & 2] Al o] A)< A &3t}
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SAML?2 Web App configuration(SAML2 ] i ++4) th 3} =171 € €Y
Addon: SAML2 Web App X

Settings Usage

SAML Protocol Configuration Parameters

= SAML Version: 2.0
= |ssuer: urn:dev-g 2.us.auth@.com
= |dentity Provider Certificate: Download Auth® certificate

= |dentity Provider SHA1 fingerprint:
82:87:E5:ED:3D:67:D3:46:97:8E:72:27:E7:FD:09:FF:BD:FA:A2:94
= |dentity Provider Login URL: https://dev-
g2xwaipwfp2liro8.us.auth®.com/samlp/A62YE’ JYYWL

= |dentity Provider Metadata: Download

=3
Usage(AH-&) Bl 4] AuthO Identity Provider Certificate(ID A 3-#} $15-4)<} Identity Provider Metadata(lD
A& =} v Epe| o] H) 2 Y& the 2 =9y ok

Settings(2 ) §1S 9T

QlE] 3z 2l o] = A A4 mlH Aol A HE-AFSE SSO(Single Sign-On) A H] 2~ URL 2] 412 Application Callback URL (°H
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O 2 AL, signingcert S §F =9 B2 ER W3ty Wl S29-5 Al ojo A Algsk A 549 U-&

o2 Al gt

"audience": "...",
"signingCert": "----- BEGIN CERTIFICATE-----— \n...-——-- END CERTIFICATE-—---- \n",
"mappings": {
"email": "email",
"given name": "firstName",
"family name": "lastName"
by
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified",

"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"

1,

"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
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Auth0>} Security Cloud Sign On =3 .

Addon: SAML2 Web App X

Settings Usage

Application Callback URL
https://sso-preview.test.security.cisco.com/sso/saml2/@oc oh8

SAML Token will be POSTed to this URL.

Settings

"audience": "https://www.okta.com/saml2/service-provider/
"signingCert": \nMII...fjc\n
"mappings": {
"email": "email",
"given_name": "firstName",
"family_name": "lastName"
}o
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1:name
"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims
1,
"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POS

k)  Addon(of =-&) th&} AA}e] o} 2o 9l Enable(&4d 31 S S8l dto] o Z2]Alo] S &g 3ttt}

A3 HeF Sehg-= Alo] 2 Fol kA Next(tha) & 28 @Y th AF& A= 397 IdPoll A Bot S eh-¢-= & SAML w B}
o] ] A&, 24 #o] Aol Lo gt

4
5
6
7
8
9
0
1
2
4

:
:
:
:
:

a) XML fileupload(XML 3 =2 =) 348 Aelgc)
b) Auth0oll A A3+ D #| F-#} wgld| o] v}d & 2 =g}

Cisco X ¢t




ID Al A7 |
. Azure AD <} Security Cloud Sign On 3+

:SAML 53t H| 2 E, 25 #|o]| %] & 59-A]: 53t &4l 3}, 26 #| o] X o] ®x| X o we} &

Azure AD <} Security Cloud Sign On 53}

o] 7}o] = el A= Azure ADE HSF Feh-9-E Alo] o} ek S A H

%
T
o

Al &Fat7] el

Al 2Fsl7] el ID AlgAF &3 7hol =, 19 #lo] %] o] W8-S ¢ il AA Z2 A AE 3Fotsial Al 2. o]

2 & & Azure AD SAML Z3 #& A5 ALE 1320 A & 20 ID Al 3-AFol] Bk Z8F9-= SAML
HEbd o] E] A&, 23 H o] A & 3¢A|: [dPol| A Kot SFe}9-= 2 SAML W e}t o] E] A& 24 | o] #]

& ALEsteo] sl 7hol =& Ryt

G A1 Azure ADSF £ dE X gfo]| 22 W F9-= A|ojo 2 1elg )
a) 194 271 A%, 22 #lo]#| o] Aol whe} A ID Al & 2+E A4 813l Duo MFAS] FEo-% o F-5 A4 T
b) 2%-A]: ID Al & #}ol] KBk F2h-9-= SAML HELd o] ] A, 23 F|o] Ao A F& AFAHE FLRZ=daL, oS

WA o] A Ab-&8 QlETE] ID  SSO(Single Sign-On) A1 8] 2~ URL &) #tS E-ALghu o}

Al 2 A Be}9-A ol A https://portal.azure.com®]] FE| A2 211U & Eo}-& F o] = & Security Cloud Control(.
S Feh9-= Alo]) S do] FY T
AZ ol A = o] Fo] HId Eo] A28 = Qe A5 LEX oA A S deiduth 29 A4S H3k= Azure
AD HUE=Z A gy}

a) AzureActlve Directorys 83t}

b) % Alo] =nlol| A Enterprise Applications(Sl E] X 2}o] = off Z2] A o] A) S &8 gt}
c) +NewAppI|cat|0n(+ Al o Z2] A o] A)S &8 5lal Azure AD SAML =73 7 A3}

d)  Azure AD SAML Toolkit(Azure AD SAML £%1)S 22t}
e) Name(¢]E) =9l Security Cloud Sign On H+= U2 ¢S 9838l Create(A ) E S8t
f)  Overview(7] &) # o] %] 2] 912 A}o] = n}of| A Manage(¥+2]) o}2 Single Sign On(¢d 915)S &8 ).
g)  SSO(Single Sign-On, ©< Q15) W A& A] SAML-S &gt}
h) Basic SAML Configuration(7] ¥ SAML 74) = 4ol A Edit(A )= &8t o8-S 333 o)
« Identifier (Entity ID)(2] "2 2H(Q1E1 E] ID))oll A Add Identifier (2] 2} =7hH S 288l B ot &
ofoll A] A F-%l AEE] ID URLS o= Fch
* Reply URL (Assertion Consumer Service URL)(3]4] URL (14374 28] =} A 8] 2~ URL))°ll 4] Add reply
URL(3]4 URL =7hE 9 3la Hetk Z8-5-= A o] 2] SSO(Single Sign-On) A H] 2~ URL S €12 $H
o},
* Sign-on URL (22?1 URL) Z=¢] https://sign-on.security.cisco.com/< Y &3}

* Save(A )& =9 5}al Basic SAML Configuration(7]+ SAML +4) s 4 <& €54t

. Cisco 1.t Z2}9-& Alo] A}L A A


https://control.security.cisco.com/
https://portal.azure.com

| 1DAm AT A3
Azure AD<} Security Cloud Sign On 53 .

i)  Attributesand Claims(£4 2 Z#1) Wl goll A Edit(HH)E 934
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email = user.userprincipalname
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27 Got feedback?

Name * | email v |
Namespace | Enter a namespace URI Jl
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Attributes

Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked with * are mandatory. Learn more

Google Directory attributes App attributes

Basic Information >
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Basic Information >
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Basic Information >
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