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o] Fg}o] A 2 B =9 Firepower 1000, 2100 2 Secure Firewall 31002] 7 -9-, Secure Firewall eXtensible
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* create object

* delete object

* enter object

* scope object
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ciscoasa> enable

Password:

The enable password is not set.
Enter Password: **x**x¥x*

Repeat Password:
ciscoasa#

Please set it now.

Kok Kk Kk Kk

1

ASAoﬂ A A G st U S = ASAZE R R EHE Ol A gk
Q13}= FXOS admin AF&-#} B ¥ & 9 £ sk},

7% FXOS H Y Al o] = R o] 7

R Ay g el WS 53 EXEC B0l A ARS8 4= gl th B8 53 EXEC R =0l A
Aol BREg 4E S = sy
54 REE F55td 1 disable, exit, quit 3 S JE g
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A Ay e o)ld R AT
configure terminal

ol A|:

ciscoasa# configure terminal
ciscoasa(config) #

Ao 7 REO A ASA TAE A4S 5 AUtk o] T4 REE Faekeld edt, quit B
end 32 & e gk

el A}&}) FXOS CLIO| <12 g o).
connect fxos [admin]

 admin—7he] 2 oW A 22 A FFY T o] $H L A8
Asuk gtk ) BEo A E P4 Hale ALed 4 8l

AR AR S U ZEEZES A F U FA ASA AHEA} o] Fo] FXOSE e H Y
Ql

F7F Z21910] H 831 k5t ASA CLIZ Eo}7F2 ¥ exitS o 8 84 L Ctrl-Shift-6, x2 2
e

FXOS Wl A scope security/show audit-logs ™8 & = AF-&3F] AF&AF &5 & & = dFH T

of All:

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

= oll 4] ASA = FXO0S CLI & A =~

o] Ao A= FXOS E ASA ££0 A A3 SSHE AFg-8ll FXOSol ¢l 2 &= Wi S A g}

53l FX0Sell 14

Management 1/1°] Aﬂ 7] E 0P F2491 192.168.45.452 A-&3lo] FXOSel A2 = 95Ut o
2= FASE A9 7)1 07 302200 v F = EE A do]E ¢lE H o] [P ?
Ay

SSHE AH&-8ko] ASAdl A ste ™ WA ASA AHE #+¢] 4 7ho] ol me} SSH Al =5 773 )
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3f FX0Sell 12

FXOSo| 4] ASA CLIO| 43 = lom a 2% AZ4T 4 HFH T
FXO0S: Z v 871 2] SSH 41245 3] &3t}

L 2AIA

e 110 9AE Fe] AFEA ] 1P FA2(7] 5k https://192.168.45.45, AH-&-AF 0] & admin,
H W 3 Adm|n123)0ﬂ st SSH 148 =3 gt

FXOSOI A AF&AE 5713 4 $- AbgAt o] B o= =191e # AFUT 94 AelE A= 4
S X E 3022(7] B FEE)o| A ASA dlo]E] QIE]#|o] 2~ IP F24xof Ul g SSH A& St
ASA CLI®| 143t}

connect asa

FXOS CLIS. & Eo}l7}e W Ctrl+a, d& ¢ &3 o},

o A

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a list of available commands.

ciscoasa>

ASA° A SSH A =5 /3 3 - SSHE 53l ASA°] A8k FXOS CLI¢l| 173t}

connect fxos

PXOSe] H1 9158 Y32 G LA LA 12 A8 ol fadmims ¥
(Admin123)E A8 AU th ASA CLIZ Eol7hel W exitS ¢ 2814 Cirl-shift-6, x5 ¢ 2 gy th,

o A

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FX0S 2.2(2.32) kp2110

firepower-2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4

Cisco Firepower Extensible Operating System (FX-0S) Software

firepower-21104#

firepower-21104# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.
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connect asa

o A

firepower-21104# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

9] 3 FXOSE 42 Sol7e] ¥ Ctrl+a, d& ¢ 23t}
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A s ade dnbA o Thekgt ¥l A E AU T AL wh F e S uh Rl A S X
et b A Q. o] FEES A o] ' A YT 3 55 gl 33 Ao £ U

S

dal olH g ale HE T A= dHY S FE AT 5 A FUEs Aol dFUTh A E o1s:how
configuration | head 2 show configuration | last?} 37 lines 71 9] =& AFg-3lo] A & &= &<l
HASE 4 HFU T 71232 109 Y o) &= T} o 2 show configuration | sort¥} &7 54 -ug 5
7hato] oA T 2hlS AAF U (o] A g s Aol theh AAEH 82 o] A RSE M
ot AA & & e HH o ek FX0S =22 &3 7 89 Linux =8-S 23844 A
o)

o
O o= @A Al 28 o] HE 210 gl 2l 5 Flshs H S Bojsy o

FP9300-A# show sel 1/1 | count
3008
FP9300-A#

U efloll A= Al 28l o] Wl E 2 10 A “error” A S 36l 2F1S A8k W S HolE

.

FP9300-A# show sel 1/1 | include error

968 | 05/15/2016 16:46:25 | CIMC | System Event DDR4_P2 H2 EC
C #0x99 | Upper critical - going high | Asserted | Reading 20
000 >= Threshold 20000 error

FP9300-A#

298 s solw g ded show dH e 98 A4 4 A5

show command [ > {ftp: | scp: | sftp: | tftp: | volatile: |workspace:} ]| [ >> {volatile: |workspace: } ]
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Syntax Description > {ftp: | scp: | sftp: | tftp: | volatile: Aelst A4 TR EFS ALE5o] show B 85
| wor kspace: AA4E EaE A2 g g

HES Qs 3 A A o] P 4, AFEAL
5, 9 A2 5ol oigk FHel 7t FAE YT
A AN Enter = F2W Zdo] 242 AZEY

>> {volatile: | workspace: } oln] ZA) 3ok 5= A A3 Bl A~ E 12 of show HH

o
The ol A AA T A2 2] el Al 3 A w g Tk 74 o] of ] glgnh,
o] 9 & Pojz] o} i g AEd 4 g

FP9300-A# show configuration > workspace
File already exists, overwrite (y/n)?[n]n
Reissue command with >> if you want to append to existing file

FP9300-A#

4d A4

Show % =9 ZEH, 6 3] A
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- 3 2713 A LAE ALA), 9 o)A
« ROMMON©®| A 58], 12 3| o] %]

¢ SSD 349 A28 Tl %
o FAF 7| E A Hﬂ, 19 # o] A

« BQF 7|0k 27]3} 523, 20 7 o] A
A Aol 424, 21 # o] A
2B B 712 97 o] ¥

o« Al X~

"} (Firepower 2100), 17 3] ©] #]

o Zho] ol 2 5= w2l ao]

FlrepowerIOOO Firepower 21002] o] Z&}o] A A~ X = Firepower 3100 =+ Secure Firewall 4200©] ASA
FH A g 4T, FXOS Ao 2 e REH Ut o] R A FXOSE AH&-Hd ’\1*91
9] A 575 5 §ohe Haghe] 745 518 FHTh IP 54, DNS, NTP= h2] Q1] o]~
T3 3te] ASA oM A& the- R E38aL A& = F YT "JEi o] o] 27k H| A o] EEE
T8 4= AFYth FX0Sol| 21213 wf o] el A7 sk #efzt 2 ASA A3 v LS E A
[Sh=
Firepower 2100 & 2 3% E o A = 4 Al A] 7155 9] FXOS 7744 ¢] 3]-&g Ut}
o] o] =}l A 3= Firepower 2100 o] ZE}o] A2 REQF T E R E o] 2po] & A ),
R T AW 2 A)
&7 %273} 43 JH S AQdA
FXOS°ﬂ 208 gle ATOEHTE QoA 49 1= SSD diskl 3HY Al 2~Flo] &35 7
) ROMMONE A}-8-3t0] FXOS T4 S &7 7| 2 gt o2 B4 5 dF YTt 7] # A v g
= Admin123 Yt} o] AAE =30 3hH ASA A o) A A H YT U 55 2 a1 9 o1 FXOS
‘JMW CRC R = ?*é—% Bdatd e 45, 3 712 A 59, 19 Ho| A& FEEA AL
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Aolvl g g A2 B |

N 25)7] Aol
o] AAZ Saahelw 24 o4 Ago] Yojof Fith.

L RAIA

24 2 Eo| AZshw o] 2e] AS Tk, 2 Fo] ROMMON %23 E s} ¢ 2 5= v /|
A7 e Esc 7] 2 FE U T

HUHE AA| 8] A iFHth
o) A

R IR Ik bk b I I b b b b b b b b b b b dh h b b bk b b b b b b b dh b b b b b b b b b b bk b b b b b b b b b b b b b b b b b b b b b b b b b b i
Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE

Copyright (c) 1994-2018 Dby Cisco Systems, Inc.

Compiled Thu 04/06/2018 12:16:16.21 by builder

R R IR I Ik I b bk b I I b b b b b b b b b b b b b b b bk b b b b b b b b b b b b b b b b b b bk h b b b b h b b b b b b b b b b b b b b b b b b b b b

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

o] Aol 4 Esc 71 FEL

478 AR FAG

rommon 2 > factory-reset

ol

3L ROMMON H 7 1.0.042] 7$- password_reset ™ & A&t} o] a3 2 o] F 1] % o] A]
factory-reset = ¥ 7 ¥ 21514 th. ROMMON H d% gl a2 ¥ show infoS ¢ & &t}
rommon 1 > show info
Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.

Compiled Wed 11/01/2018 18:38:59.66 by builder

TR AL e o MAE FHE AN FAsehs ol A7k o e W AP o

B3 ol AE Fgetetis WAA 7 EAHA 2o boot BHE 9 H T

o A

Firepower 2100 & & 2=

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation

[l ASAZ A48} Firepower 10002100 2 Secure Firewall 3100/4200°] o % Cisco FX0S 4] 3] 2
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and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

File size is 0x0000001b

Located .boot string

Image size 27 inode num 16, bks cnt 1 blk size 8*512

Rommon will continue to boot disk0O: fxos-k8-fp2k-1fbff.2.3.1.132.SSB
Are you sure you would like to continue ? yes/no [no]: yes

File size is 0x0817a870

Located fxos-k8-fp2k-1fbff.2.3.1.132.SSB

Firepower 1000, 2100, Secure Firewall 3100 2 Secure Firewall 4200 o] =&} o]~ =

A3 HE Zo FXOSO] 219181 HEl At iU H 52 A s 22T e gAYt 21
ol3he] #) 7} ¥ A= kx| uk ASAY} BBl wj7h 2] A4 7] che]oF S Th ASA L E o A]
Zaolsor Ul 28w s N U H T E HASIE = X2 EJF AU A] 2 Eo)
2] FXOS 21219 A} 83+ AL o] &A3} n|dHITAY T}

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

Execute 'boot' command afterwards for factory-reset to be initiated.

Use of reset/reboot/reload command will cancel the factory-reset request!
rommon 3 > boot

firepower-2140 login:

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.99.13.1.108 asa 001 JAD200900ZRN2001Al, FLAG="'"
Cisco ASA starting

[...]

firepower-2140 login: admin (automatic login)

Please wait for Cisco ASA to come online...l...

[...]

User enable 1 logged in to ciscoasa

Logins over the last 1 days: 1.

Failed logins since the last login: 0.

Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a list of available commands.

ciscoasa> enable

The enable password is not set. Please set it now.

Enter Password: **x%x

Repeat Password: ***x**

Note: Save your configuration so that the password can be used for FXOS failsafe access and
persists across reboots

("write memory" or "copy running-config startup-config").

ciscoasa# write memory

ASAE 2183} Firepower 1000/2100 2! Secure Firewall 3100/4200°] o} 3 Cisco FX0S = A 3| 4 .
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ROMMON©]| A 5-¥)

A3 oW A & F-Estete HA A 7F EA]E A 2F 09 boot W HE S 4 H T
Al 4 A A Tho] =

ROMMON ] 4]

Clrlo] A5 Rel gl 4= 9l = -9, FAT32 B+ TFTP o] 1| x| & £ ¥ USB =2}o] H.o] A FX0S< -
g g 4= ¢l ROMMONC. 2 B8 EUth FXOSE H-8 3 & eMMC(AZE o] o|u X 2 B {3+
W7 E A tuto] 2~)E ThA] 2 E = QlF U T Al 2 g ok o] B X & eMMCOl| THA] Th-
2| of gt} o] oA = BE AAS BESH, o] = M9 ssdlol] A FH Ut

B e Ve B o 2 Q8 eMMC 3t Al 2Flo] &4k 4 U T

A28 Aol
o] AR ST & A2 Aol Qlojof Ttk

ZEANA

SA1 FEE 4 gl A9, Al 25> ROMMON S 2 F-8 gy},

ROMMONZC. 2 25 B 5] %] ¢f o HE] 5] ROMMON ZE 2 E7} A2 v Esc 7] & 75 Y
h=h
v

R R R IR R I E h b b b b E b b dh dh b b b dh b b b b b dh b b b b b b b b b b b E b b b b b b b b b b b b b b b b b b b b b b b b b b b
Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE

Copyright (c) 1994-2018 Dby Cisco Systems, Inc.

Compiled Thu 04/06/2018 12:16:16.21 by builder

R R R R I b E h b b b b E dh b dh h b b b dh dh b b b b b b b b b b b h b b b b b b E b b b b b b b b b dh b b b b b b b b b b b b b b i

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

o] Aol Esc 715 e

@7 2 FAT322 9% USB E2to] B 9] o|u|X|of| Al e &AL TFTPE AHE-8to] HESI A& &8 9
[Rh=

ot
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rommone A 72 [}

et
=

9.12 o] &} ¥ A €] % $-, ROMMON©®I| A FXOSE F-¥3}aL A A A X o|n| x| 7} F-8) 7153t
749, AA AXH ol R o} T WS RS oF sl 18 %] 98 o FXOS/ASA W 7
EAXZ Q8 ASA7} S 5351 F T} 9.13 o] ] A o ] ROMMON 2. 2 FX0SE F-§ 5}
ASA7} A5 0 2 2 ey 2] k5T

Firepower USBell Al -8 3le] &= 749

Al zglo] A Q1 A Bl ol A USB =efol B

2ol u7} Q4 H ).

A3 EAYsts A9, Al=E S AFE o USB =
boot disk1:/path/filename

tjuko] 227} FXOS CLIZ F-9 U th dir diskl: W #H & AF&3te] T 223 48 el gy}

o Al:

rommon 1 > dir diskl:
rommon 2 > boot diskl:/cisco-asa-fp2k.9.20.2.SPA

Secure Firewall USBOl| A H-8 &&= 74
i AlzElo] A8 Fl AEol A USB =eto] B& A el A9, Al 28-S A" 3ok USB =
2ho] 17} Q14 g o},
boot ush:/path/filename
t]rfo] 27} FXOS CLIZ F-® Yt dir ush: &S A&

o) A

rommon 1 > dir usb:
rommon 2 > boot usb:/cisco-asa-fp3k.9.20.2.SPA

TETPo) A 3-8 5} = 2 5+
Management 1/19] th3+ I E 9] 3 A4 & A4 3}a1 th3 ROMMON & & A}-8-31o] ASA # 7|4 &
R

address management_ip_address
netmask subnet_mask

server tftp ip_address

gateway gateway ip_address
filepath/filename

set

sync

tftpdnld -b

FXOS o] 7] A 7} o2 = = 31 CLIC| F-8 g Yt}

ASAZ A}-8-3}4= Firepower 1000/2100 2! Secure Firewall 3100/4200°] tH & Cisco FX0S ¥4 512 [}
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» sync- V[ EL] = A4S A3

« tftpdnld -b - FXOSE ==Yt}

o Al:

rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-asa-fp2k.9.8.2.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=
PSl="rommon ! > "

rommon 7 > sync
rommon 8 > tftpdnld -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[...]
Bl A4 A& sl 2t Pings A @ E Ut

rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds
rrrrrrrrnd

Success rate is 100 percent (10/10)
rommon 2 >

A g v 2l 55 AR&-8ko] FXOsol =19l oh

. ASAE A}-&-3}+= Firepower 1000/2100 ! Secure Firewall 3100/4200° tf) & Cisco FX0S -4 & 2
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rommonei A 7= [l

F A7 $HE 4A BaAY 2T &40 R A8 208 5 9 45, ROMMON

factory reset (T 27|18 FA@LHE AALA), 9 F o) A FHx)E AFE-SHe] 3 27
= FdsoF . 3 27135 3 F o] AxFE A A Asle] FXOS® F-% &L, 7]

2 217 Zv(admin/Admin123) . & & 1913 o},

eMMCE tHA] ZH g o},

connect local-mgmt

format emmc

yesE &€y}

of| A

firepower-2110# connect local-mgmt
firepower-2110(local-mgmt) # format emmc
All bootable images will be lost.

Do you still want to format? (yes/no):yes

A Bl A ASA o] P A &t 2= = =S e QI o]~ AR
USBE AH83HE 49 o] 912 v 3 5 gyt
a) fabric-interconnect scopeS ¥ = &4 T}
scope fabric-interconnect a
b) A= ] P A RE AAFUT
set out-of-band static ip ip netmask Y vt~ = gw 7l o] E 9| o]
o T AN,
commit-buffer

o All:

firepower# scope fabric-interconnect a

firepower /fabric-interconnect # set out-of-band static ip 10.1.1.5 netmask 255.255.255.0
gw 10.1.1.1

firepower /fabric-interconnect* # commit-buffer

Y

i O Q57 Al A ALES- AWl EEr] A o]l DHCPE W] &4 3sff o gk o). o 2 ™ = of
& w2} DHCPE ¥ &g sttt

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer

ASAZ A}-8-3}4= Firepower 1000/2100 2! Secure Firewall 3100/4200°] tH & Cisco FX0S ¥4 512 [}
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Aolvl g g A2 B |

%7 6 ASA 7] X & ] T2 =83 FE )

a)

b)

7)1 A & L Z =g th USB = TETPOA] YA HEglom 2 oln xS 27 t]A7d
ez s of g,
scope firmware
download image url
show download-task
g % ShbE ARESto] 7hA - kel o] URLE 4|4 Fhuh,
» ftp://username@server/[path/]image_name
* scp://username@server/[path/]image_name
* sftp://username@server/[path/limage_name
» tftp://server[:port]/[path/]limage_name

* usbA:/path/filename
of A:

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
firepower-2110 /firmware # show download-task
Download task:

File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA
Tftp 10.88.29.21 0 Downloaded

7] A] th 2 =7} €5 5 W (Downloaded(th- 2 =) A El) 9 71 A & F-& o}
show package
scope auto-install

install security-pack version version

show package & & | 4] security-pack version ¥ 3-8 © & Package-Vers kS HALE U TH Al A|
ol ASA o)W %] 7} A X & 31 Aj A 7F A B = g U o

of A

firepower 2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install

firepower 2110 /firmware/auto-install # install security-pack version 9.8.2

The system is currently installed with security software package not set, which has:
- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

. ASAE A}-&-3}+= Firepower 1000/2100 ! Secure Firewall 3100/4200° tf) & Cisco FX0S -4 & 2
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§SD 511 4] 28 t}A] 3 9(Firepower 2100) [

During the upgrade, the system will be reboot
Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

AT ALY AR-E o] ¢hmE W 7hA] 7 T H Y TH5~10+).

FXOS7} 25 81T b2 ASAZ} 25 & w744 53 5k 7]ehelof §hth The vl A %7k UEbd w7t
A 71y e,

firepower-2110#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWYOMEZR11l, FLAG="'
Verifying signature for cisco-asa.9.8.2.2

Verifying signature for cisco-asa.9.8.2.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY9OMEZR11, FLAG="'
Cisco ASA starting

Registering to process manager

Cisco ASA started successfully.

SSD 3} A 2~ H] t}A| iZ " (Firepower 2100)

FXOS| 434 07 2 @A v 23 &4 @ WA A7k EAIE 3= 79 FXOS % ASA T4 9]
?ﬂﬂﬂoi(ﬂ_ssm ThA] 98 = 9l5 U th o] AA}= FXOS 7S 3 7| B3k o = B gy
o EPEF REY A S A A v E S = 7] g Admin1232. 2 A4 g Y Th o] AatE 45k
zmA¥@Eﬂ§@%HW.

ﬂﬂﬂquE%ﬂ%ﬁ%ﬂﬂ%EWNHQE@ﬂHEM&ﬂﬂﬂ%%ﬂﬂﬂﬁ$D%ﬂ
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A (Firepower 2100)

o] A A~ H = 9] Firepower 2100 - X -] & X E A ASA A3t} FXOSo o
connect fxosadmin 3 %< ¢} & gy},

%0

ST 5
nm

2 L

E.= 9] Firepower 2100 - 2} &0l £& X E A FX0So| 1At} admin &2 27191
HE A EHS E g H g

e

SSD1-& thA] gty T

connect local-mgmt

format ssd1

o A

Firepower 2100 o] Zg}o] o~ 2=

Fa 58 Fo FXoSel & lska I i e s AAstehe T2 EV AH YT 2
Q1ske] 71 51704 AR ASAZ R 74 A% 7 ek oF B T ASA S8 B0 4

Zolsfor gt e A3 v d A= T2 E 7} g A g A 2 Eo
2] FXOS 271910 AF231= 18 o] 843} njdm 59U}

R

fol

i
g rE

firepower-2110# connect local-mgmt

firepower-2110(local-mgmt) # format ssdl

All configuration will be lost.

Do you still want to format? (yes/no):yes

Broadcast message from root@firepower-2140 (Fri Aug 16 19:53:45 2019):
All shells being terminated due to system /sbin/reboot

[ 457.119988] reboot: Restarting system

R R R e R R

Cisco System ROMMON, Version 1.0.12, RELEASE SOFTWARE
Copyright (c) 1994-2019 by Cisco Systems, Inc.
Compiled Mon 06/17/2019 16:23:23.36 by builder

R R R e R R

Current image running: Boot ROMO

Last reset cause: ResetRequest (0x00001000)
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2140 with 65536 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 70:7d:b9:75:23:00

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Located '.boot_string' @ cluster 98101.

Primary SSD discovered

Primary SSD has incorrect partitions

Skipping prompt because disk is blank

Formating Primary SSD...

Creating config partition: START: 1MB END: 1001MB

[...]

[l ASAZ A48} Firepower 10002100 2 Secure Firewall 3100/4200°] o % Cisco FX0S 4] 3] 2
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firepower-2140 login:

Waiting for Application infrastructure to be ready...

Verifying the signature of the Application image...

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.13.0.33_  asa 001 JMX2134Y38S4F4RBT1, FLAG="'
Cisco ASA starting

Cisco ASA started successfully.

INFO: Unable to read firewall mode from flash
Writing default firewall mode (single) to flash

INFO: Unable to read cluster interface-mode from flash

Writing default mode "None" to flash
The 3DES/AES algorithms require a Encryption-3DES-AES entitlement.
The 3DES/AES algorithms require a Encryption-3DES-AES entitlement.
Cisco Adaptive Security Appliance Software Version 9.13.0.33

User enable 1 logged in to ciscoasa

Logins over the last 1 days: 1.

Failed logins since the last login: 0.

firepower-2140 login: admin (automatic login)

Successful login attempts for user 'admin' : 1

Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa> enable

The enable password is not set. Please set it now.

Enter Password: **%**
Repeat Password: ***x*%

A2 7pel 2o A A 2l S gk Tt

[®)
T4 %9
FXOS 74 & 3 7|2 A o2 B4 5= JHFH ) o] A& 35l ASA 75 2 /o] A
Al el 2 v 7] 2z Admin1230. & A4 A U ) 'o‘]—X]UPFXOS"ﬂH o] AAE 4~
galu 2 A DA n LA S 2w 9lojok st} Fa]# v wen e 2a x5
SN LA A7), 9 7o) A o] S AREF Tk
PR} v L E = ASA BA1 3 v E 9} )
R A
o] AaE FaPsteH F& N2 Fgko] lejof Tt

SR AA

FXOS CLIS &4 ¥ Eo d43%h ]}

connect fxos admin

ASAE 2183} Firepower 1000/2100 2! Secure Firewall 3100/4200°] o} 3 Cisco FX0S = A 3| 4 .
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connect local-mgmt

o) A

firepower-2120# connect local-mgmt
firepower-2120 (local-mgmt) #

EE FXOS 7785 A1
erase configuration

o) A
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firepower-2120 (local-mgmt) # erase configuration
All configurations will be erased and system will reboot. Are you sure? (yes/no):

of
o
I

s

ejstel AL A eohs 2 g,

Al o] AfAJA A BLE TS A

FXE yes
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#3238 ol FX0SOl = 1elahn gl A AN A s TET s wAR T 2
o13}o] &l 7} ¥ A= kA uk ASAZF Bl = wj7h %] AL 7|l of S Ul ASA = E o] A
Zadsjer gyt 2ed &3 R H TS W sl TEZEV RAH YT Al 2E o
A FXOS 2 71016] AF&-8h 20 o] 84 8 v] 2wl 5 91 o).
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Z713} 3}

Ht 7Rk 7] 8} 7] 52 SSDe] & HolHE X922 54 ES AME3| % doHE 5738 4 ¢l
T Clubo] 22 A~ 2219wl 5ek 78k 271515 5o of G,

Firepower 21009] 7-- 2L E 9]lo] o] m| x| 7} A ] 4| %] ¥ 0 B & o] 3] ASAE F-HE T U5
THE 8] % 22 E o] o] A7} A9 L Cufol 27k A ol Pl A TR E T 4 9]
ROMMON© & §-§ 1t}

A 2Fst7] el

* Firepower 10002] 73 -%-, Threat Defense ol A ASARE Ajolu] A sl= 74 ¢, Hot 7|ut 27]3} 7] 5 &
3] 23t tlufo] 2~ 9] A Y-S A7}t o] Aok & 4= 951t} Threat Defense 6.5 0]} 0. 2
¢} el o] =& 7] L} Threat Defense 6.491 4] ASAZ Ao ABH= 7S Bt 7wk 27]3} 7] 5 S

ARgste W A v Al Aok . AFEREe 2 = FishA] EF U
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local-mgmt

o) A
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Firepower# connect local-mgmt
Firepower (local-mgmt) #

A1 3 SSD K.t 71 uk 7] 3}
erase secure {all | ssd1 | ssd2}

e all - & SSDE- A|53 Y U, Firepower 2100 == Secure Firewall 3100-> 2711 2] SSDE- ¥ 35} = wF
™ Firepower 1000-> SSD1%F X33t o},

« ssdl - SSD1RF A3 4 t}.
« ssd2 - SSD27%F A g1 T},

7l 4 (Firepower 2100 Z & R =2 A 9] 3 & 2 8) ROMMONC. & F-8 gttt} ROMMONOI A H-8 |
12 glo] A o] whet A o] W] A & F-H& T}

QA Ao 5l
o) WAE 53
A &ZEA o

Fof elm A2

W Oulo]l 27 Al Y E 3 3 7] B A A 02 Eoliyt) o] AAE s &
A & T2 =3 fulo] 25 U2 =2 ALE-slo] 4 ou| A e} AXE
FAAS = 4G A ol A& APA T 7 ASFH T
Al &Fat7] el

« o] AxlE TPt H & YA 2~ Agho] glojof Pt

« ASA 7] A & TFTP A1 ¥ T= FAT322 W% USB Eg}o] B ol T} 2 =3},

|82 Az et A| ~Elo] Al 8 3=0] Abej o] A USB
gl 3 oF USB =2Fo] B 7} o121 5},

L USBE AHEBHE 45, A 2h817] Aol = ko
S ERES ER
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L 2AIA

@Al 1 Smart Software Licensing 41 (ASA CLI/ASDM %=+ Smart Software Licensing A1 H)ol| A ASA 5 5%
FHagYd)
7 2 FXOS CLIS & X Eo] AdZA gt}
* Firepower 2100 =2l of & FZEo|A FXOSd AZ Yt} adminl 2 21138}
I #A A HEHE

mlm EIH:I

« 7B} RE Y .2 8of £ L E A ASAC AZAT YT FXOSe| A 23 ™ connect fxos
admin %S 9493

97 3 Al 2~ES thA] Euish )
connect local-mgmt

format everything
yesE ¥ 3Hel tjnto] 27} AR5,
o A

firepower-2110# connect local-mgmt

firepower-2110 (local-mgmt) # format everything

All configuration and bootable images will be lost.
Do you still want to format? (yes/no):yes

& T ol ROMMON 352 E 9} A g stet= WA A 7} YEh i Esc 7] S FaH th ZUEE 1A

R R R R R R R EEEEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES
Cisco System ROMMON, Version 1.0.03, RELEASE SOFTWARE

Copyright (c) 1994-2017 by Cisco Systems, Inc.

Compiled Thu 04/06/2017 12:16:16.21 by builder

R R R e R R R T

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

o] AlF el M Esc 71E TH U

A B FAT32E Z W5 USB =ofo] B o] ASA 37| Aol A 3-8 3 A L TFTPE AF&-3lo] Y EYIE E35)
Y3y
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boot disk1:/path/filename
dir disk1: =S AF8-3}9] Firepower 1000 2 21009 4] T 2~ W85 8219t T},
o All:

rommon 1 > dir diskl:
rommon 2 > boot diskl:/cisco-asa-fp2k.9.8.2.SPA

Secure Firewall USBol| A B-® 3le = 72 9

i Al2"lo] A FRl AdEjol A USB =eto]| HE AFQste 45, Al =8 S Al 73l USB =
gho] B.7} Q1A H Y1),

boot ush:/path/filename

dir ush: ¥ &8 A}-83}9] Secure Firewall 31000 A4 ©] ~3 &8 sy}

o) A

rommon 1 > dir usb:
rommon 2 > boot usb:/cisco-asa-fp3k.9.17.1.SPA

TETPO A F-B8}e = 4
Management 1/19]] t)$+ | E
AR B =

address management_ip_address
netmask subnet_mask

server tftp ip_address

Y3 AAES A3 tF-S ROMMON 3 &3-S AF-8-3lo] ASA F 7] A =

gateway gateway ip_address
filepath/filename
set

sync
tftpdnld -b

cset- YIE A AAS FAIFU T =3 Ao tigk QA4S <187 18l ping 8 & & A8
2= 0]l
T AAtﬂL4t}~

e sync- EY I AAHS A3y}

« tftpdnld -b- ASA 37| A & Z=FY .
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rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-asa-fp2k.9.8.2.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=
PSl="rommon ! > "

rommon 7 > sync
rommon 8 > tftpdnld -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[...]
M A7 2A S S A3k Ping AW e,

rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds
BEREERERE

Success rate is 100 percent (10/10)
rommon 2 >

A 2~glo] 7}s ) 7] E ALg 2} o] E¢l admind B] Y ¥ 5.9l Admin123S AF-&3Fo] FX0Sol| =191
ok
Ao Al ASA o] H| A & Th2 = = =5 #E] Qe o] 25 AT T
USBE AH&-8h= 4 5- o] ©71& v dE 5= sy

=2 0]

a) fabric-interconnect scopeS ¢ & &1 T}

scope fabric-interconnect a

b) M= A IPAREE 4

i
ol
il
i
i
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set out-of-band staticip ip netmask Yt~ gw Al o] E ¢ 9]
e AN g

commit-buffer

SRE

firepower# scope fabric-interconnect a

firepower /fabric-interconnect # set out-of-band static ip 10.1.1.5 netmask 255.255.255.0
gw 10.1.1.1

firepower /fabric-interconnect* # commit-buffer

i

T Thg FIH S WA A AR e 7] 9] DHCPE 1] 34 8 of gk o} el 1 2ol

= u}z} DHCPE 1| &4 318y o).

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer

78 ASA 917142 T 2 ko] REFHLITL USB X TETPOl A A2 R glon e, ojuxg 27
U230 the e sok Aot

a)

N7 A& B2 ey
scope firmware

download image url

show download-task

o Holl A1-8-3T A3} & TFTP A1¥11} USB E2fo]u i 7] /1014 A48 4 9t e
Aufel A 7)1 4 S the ZE S 5 QU B % b2 AHgstel 744 3¢ URLS A
g

» ftp://username@server/[path/]image_name

* scp://username@server/[path/]image_name
* sftp://username@server/[path/limage_name
« tftp://server[:port]/[path/]limage_name

* usbA:/path/filename
of A

firepower-2110# scope firmware

firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
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firepower-2110 /firmware # show download-task
Download task:
File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA
Tftp 10.88.29.21 0 Downloaded

9} 7] 2] o} 2 =7} ¢k 8 = H(Downloaded (T2 = 58) A E)) 9 7] A & F-& g},
show package
scope auto-install

install security-pack version version

show package % = ol A security-pack version 1 3-8 © 2 Package-Vers #t= HAMSU T A A]

ol ASA 971217} A4 2] =] a2 A A 7L A -5 g Y o)

o A

firepower 2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install

firepower 2110 /firmware/auto-install # install security-pack version 9.8.2

The system is currently installed with security software package not set, which has:
- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

Fa "B 7EAAA 0l EAH L VR Aol A8k HAAE FA Al L. A

of A|AA A o 7] o] A& A sy

719 ANAZE 2R w7 7 SR E 7 H(5~104) FXOSOl w22 2 91 o

FXOS7 45 31 H ok = ASAZ} 45 & Wl 7b4) 53 5k 7| chelof G th th vl A A7k vhebd w7t
A 7 e,

firepower-2110#
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Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2 asa 001 JAD20280BWY90MEZR11, FLAG="'
Verifying signature for cisco-asa.9.8.2
Verifying signature for cisco-asa.9.8.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2 asa 001 _JAD20280BW90MEZR11, FLAG='"
Cisco ASA starting ...

Registering to process manager ...

Cisco ASA started successfully.

715 H A A - AL

Bt 7Rk 7] 5} 9.13(1) | RSt A 9-7] 7]'52 SSDE] L& HolH & A -2 54 55 AHE = volHE 5738 5
gl Utk tuto] 25 AMuj A TA S wj= Bk 7ak 2 7] 845 sl s oF gt

A Tt/A) 28 78 & : erase secure (local-mgmt)
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g o] sy

of

« AA] = A S A W E, 29 F o] A
» Eth-Uplink 5= -4 84 87, 34 ¥ 0] %]
« B E AHAYE B A4 34 W, 36 7 o)A
« S 3% Z =0 A Firepower 21001 t $+ Connect Local-Mgmt - Al| 3] 4 ¥ &, 39 5| o] X|
* Secure Firewall 3100-8 Connect Local-Mgmt i-A4| 3| 4 ™8 &, 44 3| o] #]

« o} Z2Fo] A2 R =of A Secure Firewall 42001 t g+ Connect Local-Mgmt <A 3| 2 § & | 57 7
o] A]

* Security A H] 2~ = 572 )2 W #, 66 9| o] 4]
* Secure Firewall 3100/4200-8 3 %! 71 =], 67 9] o] A

}\H/\] HE A ] OH o

T}& A A] =2 FXOS CLI B & & AL-g3)o] A|~El o] EA4 & s a3},
show environment

ATl t gt 3 R E T AT

o S vt By

FPR2100 /chassis # show environment expand detail
Chassis 1:
Overall Status: Power Problem
Operability: Operable
Power State: Ok
Thermal Status: Ok
PSU 1:
Overall Status: Powered Off
Operability: Unknown
Power State: Off
Voltage Status: Unknown
PSU 2:
Overall Status: Operable
Operability: Operable
Power State: On
Voltage Status: Ok
Tray 1 Module 1:
Overall Status: Operable

ASAE A}-&-3}+= Firepower 1000/2100 ! Secure Firewall 3100/4200° tf) & Cisco FX0S -4 & 2 .
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Operability: Operable
Power State: On
Fan 1:

Overall Status: Operable
Operability: Operable
Power State: On

Fan 2:
Overall Status: Operable
Operability: Operable
Power State: On

Fan 3:
Overall Status: Operable
Operability: Operable
Power State: On

Fan 4:
Overall Status: Operable
Operability: Operable
Power State: On

Server 1:
Overall Status: Ok

Memory Array 1:

Current Capacity (MB):

Populated: 2
DIMMs:
ID Overall Status

FXos ¥4 a2 4 |

32768

Capacity (MB)

1 Operable
2 Operable

16384
16384

CPU 1:
Presence:
Cores: 8
Product Name:
Vendor: GenuinelIntel
Thermal Status: OK
Overall Status: Operable
Operability: Operable

Equipped

scope fan

Firepower 2110, 2120 2 Secure Firewall 3100 series T] H}- 0] 2~ o] A]
scope fan-module

Firepower 2130, 2140 2 Secure Firewall 3100 series T H}o] =0 A 9 L=

o 4] AjA] Aol T @ A A A S FAE S LT
o 50 087 2ay

FPR2100 /chassis # show fan-module expand detail
Fan Module:
Tray: 1
Module: 1
Overall Status: Operable
Operability: Operable
Power State: On
Presence: Equipped
Product Name: Cisco Firepower 2000 Series Fan Tray
PID: FPR2K-FAN
Vendor: Cisco Systems, Inc
Fan:
ID: 1
Overall Status: Operable
Operability: Operable
Power State: On
Presence: Equipped
ID: 2

Overall Status: Operable

. ASAE A}-&-3}+= Firepower 1000/2100 ! Secure Firewall 3100/4200° tf) & Cisco FX0S -4 & 2
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Operability: Operable
Power State: On
Presence: Egquipped

show inventory
AAT S, HE A YD Ha e g2 Wl Ee] AR S FAITY T
Za1: o] ™ &2 Firepower 2130 2 3100 T]H}o] 2o 7k 2 & U},
& ¥ a3 ZEUHh

FPR2100 /chassis # show inventory
Chassis PID Vendor Serial (SN) HW Revision

1 FPR-2140 Cisco Systems, In JAD201005FC 0.1

show inventory expand
AAL PSU R HIEQ A 253 22 FRU 7Fs 74 840l tigh AA g I Ee] A E
Yt
& &9 ta3 Z5Uh

FPR2100 /chassis # show inventory expand detail
Chassis 1:
Product Name: Cisco Firepower 2000 Appliance
PID: FPR-2130
VID: V01
Vendor: Cisco Systems, Inc
Model: FPR-2130
Serial (SN): JAD2012091X
HW Revision: 0.1
PSU 1:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400
VID: V01
Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
HW Revision: 0
PSU 2:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400
VID: V01
Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
HW Revision: 0
Fan Modules:
Tray 1 Module 1:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series Fan Tray
PID: FPR2K-FAN
Vendor: Cisco Systems, Inc

b
>
)

ID Presence
1 Equipped
2 Equipped
3 Equipped
Equipped
Fabric Card 1:
Description: Cisco SSP FPR 2130 Base Module
Number of Ports: 16
State: Online
Vendor: Cisco Systems, Inc.
Model: FPR-2130

AN
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HW Revision: 0

Serial (SN): JAD2012091X

Perf: N/A

Operability: Operable

Overall Status: Operable

Power State: Online

Presence: Equipped

Thermal Status: N/A

Voltage Status: N/A
Fabric Card 2:

Description: 8-port 10 Gigabit Ethernet Expansion Module

Number of Ports: 8

State: Online

Vendor: Cisco Systems, Inc.

Model: FPR-NM-8X10G

HW Revision: O

Serial (SN): JAD19510AKD

Perf: N/A

Operability: Operable

Overall Status: Operable

Power State: Online

Presence: Equipped

Thermal Status: N/A

Voltage Status: N/A

Scope psu
A9 FT AN REE AR o] REdA A9 $F FA0l fE AAT ARE B 59l
Hug
oE ¥ a3 25Ut
FPR2100 /chassis # show psu expand detail
PSU
PSU: 1

Overall Status: Powered Off

Operability: Unknown

Power State: Off

Presence: Equipped

Voltage Status: Unknown

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc

Serial (SN): LIT2010CAFE

Type: AC
Fan Status: Ok
PSU: 2

Overall Status: Operable
Operability: Operable
Power State: On

Presence: Equipped

Voltage Status: Ok

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
Type: AC

Fan Status: Ok

scope stats
stats L= A2 T} o] oA AfA] FA ol th ek A4S A KE B s T

dE &% ta EEU o
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FPR2100 /chassis # show stats

Chassis Stats:
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/stats
Suspect: No
Outlet Templ (C): 43.000000
Outlet Temp2 (C): 41.000000
Inlet Temp (C): 30.000000
Internal Temp (C): 34.000000
Thresholded: 0

Fan Stats:
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-1/stats
Suspect: No
Speed (RPM): 17280
Thresholded: 0
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-2/stats
Suspect: No
Speed (RPM): 17340
Thresholded: 0
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-3/stats
Suspect: No
Speed (RPM): 17280
Thresholded: 0
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-4/stats
Suspect: No
Speed (RPM): 17280
Thresholded: 0

Psu Stats:
Time Collected: 2016-11-14T21:19:46.318
Monitored Object: sys/chassis-1/psu-1/stats
Suspect: No
Input Current (A): 0.000000
Input Power (W): 8.000000
Input Voltage (V): 0.000000
Psu Templ (C): 32.000000
Psu Temp2 (C): 36.000000
Psu Temp3 (C): 32.000000
Fan Speed (RPM): O
Thresholded: 0
Time Collected: 2016-11-14T21:19:46.318
Monitored Object: sys/chassis-1/psu-2/stats
Suspect: No
Input Current (A): 0.374000
Input Power (W): 112.000000
Input Voltage (V): 238.503006
Psu Templ (C): 36.000000
Psu Temp2 (C): 47.000000
Psu Temp3 (C): 47.000000
Fan Speed (RPM): 2240
Thresholded: 0

CPU Env Stats:
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/blade-1/board/cpu-1/env-stats
Suspect: No
Temperature (C): 46.000000
Thresholded: 0
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/blade-1/npu/cpu-1l/env-stats
Suspect: No
Temperature (C): 38.000000
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Thresholded: 0

Eth-Uplink == 54 &2 &
T} eth-uplink == 2] FXOS CLI ¥ 3 & A}-8-8lo] Al =8l 9] A5 sl A3 o)
show detail

tupo] o] o]l f g Lol th g AHA|FE 1S A S T
dE &% ta EEU o

FPR2100 /eth-uplink # show detail
Ethernet Uplink:
Mode: Security Node
MAC Table Aging Time (dd:hh:mm:ss): 00:04:01:40
VLAN Port Count Optimization: Disabled
Current Task:

scopefabrica
eth-uplink QIE} 3| o] = R EZ A2t} o] REcl M 2 E Y, $7 R QIE A2 HHE &
& i,

dE =¥ tad ey

FPR2100 /eth-uplink/fabric # show interface

Interface:

Port Name Port Type Admin State Oper State State Reason
Ethernetl/1 Data Enabled Up Up
Ethernetl/2 Data Enabled Link Down Down
Ethernetl1/3 Data Disabled Link Down Down
Ethernetl/4 Data Disabled Link Down Down
Ethernetl/5 Data Disabled Link Down Down
Ethernetl/6 Data Disabled Link Down Down
Ethernetl/7 Data Disabled Link Down Down
Ethernetl1/8 Data Disabled Link Down Down
Ethernetl1/9 Data Disabled Link Down Down
Ethernet1/10 Data Disabled Link Down Down
Ethernetl/11 Data Disabled Link Down Down
Ethernetl1/12 Data Disabled Link Down Down
Ethernet1/13 Data Disabled Link Down Down
Ethernetl/14 Data Disabled Link Down Down
Ethernetl1/15 Data Disabled Link Down Down
Ethernetl/16 Data Disabled Link Down Down
Ethernet2/1 Data Disabled Link Down Down
Ethernet2/2 Data Disabled Link Down Down
Ethernet2/3 Data Disabled Link Down Down
Ethernet2/4 Data Disabled Link Down Down
Ethernet2/5 Data Disabled Link Down Down
Ethernet2/6 Data Disabled Link Down Down
Ethernet2/7 Data Disabled Link Down Down
Ethernet2/8 Data Disabled Link Down Down

FPR2100 /eth-uplink/fabric # show port-channel
Port Channel:
Port Channel Id Name Port Type Admin State Oper
State State Reason

. ASAE A}-&-3}+= Firepower 1000/2100 ! Secure Firewall 3100/4200° tf) & Cisco FX0S -4 & 2
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1 Port-channell Data Disabled
Link Down Down

FPR2100 /eth-uplink/fabric/port-channel # show stats
Ether Error Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/err-stats
Suspect: No

Rcv (errors): O

Align (errors): 0

Fcs (errors): O

Xmit (errors): O

Under Size (errors): 0
Out Discard (errors): O
Deferred Tx (errors): O
Int Mac Tx (errors): O
Int Mac Rx (errors): O

Thresholded: Xmit Delta Min

Ether Loss Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/loss-stats
Suspect: No
Single Collision (errors): O

Multi Collision (errors): O
Late Collision (errors): O
Excess Collision (errors): O
Carrier Sense (errors): 0
Giants (errors): 0O

Symbol (errors): 0

SQE Test (errors): 0
Thresholded: 0

Ether Pause Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/pause-stats
Suspect: No

Recv Pause (pause): 0
Xmit Pause (pause): 0
Resets (resets): 0

Thresholded: 0
Ether Rx Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/rx-stats
Suspect: No
Total Packets (packets): 0
Unicast Packets (packets): 0
Multicast Packets (packets): O
Broadcast Packets (packets): 0
Total Bytes (bytes): 0O
Jumbo Packets (packets): 0
Thresholded: 0
Ether Tx Stats:

Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/tx-stats
Suspect: No
Total Packets (packets): 0
Unicast Packets (packets): 0
Multicast Packets (packets): O
Broadcast Packets (packets): 0
Total Bytes (bytes): 0
Jumbo Packets (packets): 0

FPR2100 /eth-uplink/fabric/interface # show stats
Ether Error Stats:
Time Collected: 2016-11-14T21:27:46.395
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Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/err-stats
Suspect: No

Rcv (errors): O

Align (errors): 0

Fcs (errors): O

Xmit (errors): O

Under Size (errors): 0
Out Discard (errors): O
Deferred Tx (errors): O
Int Mac Tx (errors): O
Int Mac Rx (errors): O

Thresholded: Xmit Delta Min
Ether Loss Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/loss-stats
Suspect: No

Single Collision (errors): O
Multi Collision (errors): O
Late Collision (errors): O
Excess Collision (errors): 0
Carrier Sense (errors): 0
Giants (errors): 7180

Symbol (errors): 0

SQE Test (errors): 0
Thresholded: 0

Ether Pause Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/pause-stats
Suspect: No
Recv Pause (pause): 0
Xmit Pause (pause): 0
Resets (resets): 0
Thresholded: 0

Ether Rx Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/rx-stats
Suspect: No
Total Packets (packets): 604527
Unicast Packets (packets): 142906
Multicast Packets (packets): 339031
Broadcast Packets (packets): 122590
Total Bytes (bytes): 59805045
Jumbo Packets (packets): 0
Thresholded: 0

Ether Tx Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/tx-stats
Suspect: No
Total Packets (packets): 145018
Unicast Packets (packets): 145005
Multicast Packets (packets): O
Broadcast Packets (packets): 13
Total Bytes (bytes): 13442404
Jumbo Packets (packets): 0
Thresholded: 0

82 QIE A E e A S W

U}2- fabric-interconnect . =2] FXOS CLI & & & A} &3} A|~El9] A= 84 s t].
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show card
ey gt=d JHE FA Y Th
o & 59 v E5yh

FPR2100 /fabric-interconnect # show card detail expand
Fabric Card:

Id: 1

Description: Cisco SSP FPR 2130 Base Module

Number of Ports: 16

State: Online

Vendor: Cisco Systems, Inc.

Model: FPR-2130

HW Revision: 0

Serial (SN): JAD2012091X

Perf: N/A

Operability: Operable

Overall Status: Operable

Power State: Online

Presence: Equipped

Thermal Status: N/A

Voltage Status: N/A

show image
A 7Hs R BE o] uA 8 BT

firepower /firmware # show image

Name Type Version
cisco-asa-9.10.1.csp Firepower Cspapp 9.10.1
cisco-asa-9.9.2.csp Firepower Cspapp 9.9.2
fxos-k8-fp2k-firmware.0.4.04.SPA Firepower Firmware 0.4.04
fxos-k8-fp2k-1fbff.82.1.1.3031.SSA Firepower System 82.1(1.3031)
fxos-k8-fp2k-npu.82.1.1.3031.SSA Firepower Npu 82.1(1.3031)
fxos-k8-fp2k-npu.82.1.1.3071.SSA Firepower Npu 82.1(1.3071)
fxos-k9-fp2k-manager.82.1.1.3031.SSA Firepower Manager 82.1(1.3031)

show package
AHg 7He g R 97) A8 EAI T

firepower /firmware # show package

Name Package-Vers
cisco-ftd-fp2k.9.10.1.SSA 9.10.1
cisco-ftd-fp2k.9.9.2.SSA 9.9.2

show package package name expand
a)7] 7] A% AV S EAIF L

firepower /firmware # show package cisco-ftd-fp2k.9.10.1.SSA expand
Package cisco-ftd-fp2k.9.10.1.S3SA:
Images:

cisco-asa.9.10.1.csp
fxos-k8-fp2k-firmware.0.4.04.SPA
fxos-k8-fp2k-1fbff.82.1.1.3031.SSA
fxos-k8-fp2k-npu.82.1.1.3031.SSA
fxos-k9-fp2k-manager.82.1.1.3031.SSA

scope auto-install
auto-install . EE A| 2t} o] e A @A FXOS g 180l = A E 2 5= 9l &5

firepower /firmware/auto-install # show
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Firmware Auto-Install:
Package-Vers Oper State Upgrade State

9.10.1 Scheduled Installing Application

scope firmware
firmware =5 A AU o] REM T rE A4 AHE & 5 ds5UHh
d& &9 a3 ZEyh

FPR2100 /firmware # show download-task
Download task:

File Name Protocol Server Port
Userid State
cisco-ftd-fp2k.9.10.1.SSA Scp 172.29.191.78
0 danp Downloaded
cisco-ftd-fp2k.9.9.1.SSA Scp 172.29.191.78
0 danp Downloaded

scope download-task
download-task = EZ A| AUt} o] =M ZF o2 = Ao 3t F7} Al F AFSHS B
TR E A S AN H S 4 2l
o F &9 o534 25y E}.
Download task:
File Name: test.SSA

Protocol: Scp
Server: 172.29.191.78

Port: 0
Userid: user
Path: /tmp

Downloaded Image Size (KB): 0
Time stamp: 2016-11-15T19:42:29.854
State: Failed
Transfer Rate (KB/s): 0.000000
Current Task: deleting downloadable test.SSA on
local (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:DeleteLocal)
firepower /firmware/download-task # show fsm status
File Name: test.SSA
FSM 1:
Remote Result: End Point Failed
Remote Error Code: ERR MO Illegal Iterator State
Remote Error Description: End point timed out. Check for IP, port, password,
disk space or network access related issues.#
Status: Download Fail
Previous Status: Download Fail
Timestamp: 2016-11-15T19:42:29.854
Try: 2
Progress (%): O
Current Task: deleting downloadable test.SSA on
local (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:DeleteLocal)

firepower /firmware/download-task # restart
Password:

scope psu
A a5 A REE AU o] Rl el &3 Aol thek A AR E = 5 3

e,
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dE =¥ tad ey
#

FPR2100 /chassis

b

=<l 4] Firepower 21002 T ¢+ Connect Local-Mgmt &4 3] Z 3 & .

show psu expand detail

PSU:

=

o,
ol

PSU: 1

Overall Status: Powered Off
Operability: Unknown

Power State: Off

Presence: Equipped

Voltage Status: Unknown
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE

Type: AC
Fan Status: Ok
PSU: 2

Overall Status: Operable
Operability: Operable
Power State: On

Presence: Equipped

Voltage Status: Ok

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
Type: AC

Fan Status: Ok

Firepower 2100°1| tl] ¢} Connect Local-Mgmt

Z 2N F K Eof| A Firepower 21009] &A1 & 3l 4 8} H Th& connect local-mgmt 5. = FXOS CLI '8 &

filo
>
olo

Yt} Connect local-mgmt 2. =0 A A~3lH W th3S =3

FPR2100# connect local-mgmt

show lacp

EtherChannel LACPOI| o3+ Al 5 F HE F A Yt}
o & &9 v Z5Uth

FPR2100

Channel

Partner

Port
Ethl/1

(local-mgmt) # show lacp neighborFlags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs

A - Device is in Active mode P - Device is in Passive mode
group: 11
(internal) information:
Partner Partner Partner
System ID Port Number Age Flags
32768,286f.7fec.5980 0x1l0e 13 s FA
LACP Partner Partner Partner
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FX0S A 3l 4 3

Port Priority Oper Key Port State
32768 0x16 0x3f
Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes
Collecting: Distributing: Defaulted: Expired:
Yes Yes No No
Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 0x10f 5 s FA
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f
Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes
Collecting: Distributing: Defaulted: Expired:
Yes Yes No No
FP2100 (local-mgmt) # show lacp counters
LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 11
Ethl/1 4435 3532 0 0 0 0 0
Ethl/2 4566 3532 0 0 0 0 0
show portchannel
EtherChannel LACPOl| t 3k Al 4 B& F At}
& &¥ v FEUHh
FPR2100 (local-mgmt) # show portchannel summary
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports
Channel
11 Poll (U) Eth LACP Ethl/1(P) Ethl/2(P)
show portmanager
g4 QB o] 2o th3 Al F AR E FA YT
o o<
& ¥ v ZEUh
FPR2100 (local-mgmt) # show portmanager counters ethernet 1 1
Good Octets Received 105503260

Bad Octets Received

0
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MAC Transmit Error

Good Packets Received

Bad Packets Received

BRDC Packets Received

MC Packets Received
Size 64

Size 65 to 127

Size 128 to 255

Size 256 to 511

Size 512 to 1023

Size 1024 to Max
Good Octets Sent

Good Packets Sent
Excessive Collision
MC Packets Sent

BRDC Packets Sent
Unrecognized MAC Rece
FC Sent

Good FC Received

Drop Events

Undersize Packets
Fragments Packets
Oversize Packets
Jabber Packets

MAC RX Error Packets
Bad CRC

Collisions

Late Collision

bad FC Received

Good UC Packets Recei
Good UC Packets Sent
Multiple Packets Sent
Deferred Packets Sent
Size 1024 to 15180
Size 1519 to Max
txgFilterDisc
linkChange

FPR2100 (local-mgmt) #

port info:
if index:
type:
mac_address:
flowctl:
role:
admin_state:
oper_state:
admin_speed:
oper_speed:
admin mtu:
admin_duplex:
oper_duplex:
pc_1if index:

pc_membership status: PORTMGR IPC_MSG_MMBR NOT_ MEMBER
pc_protocol: PORTMGR IPC MSG_PORT_ CHANNEL_ PRTCL_NONE

native vlan:
num_allowed v

allow
PHY Data:

ASAE A}-&-3}+= Firepower 1000/2100 ! Secure Firewall 3100/4200°] o} & Cisco FX0S -7
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ived

Received

ved

show portmanager port-info ethernet 1 1

0x1081000

0
1376050
0

210
1153664
1334830
0

0

41220

o

22176

H OO OOOONOODODOODOODOODOOOOOOoOoO oo

PORTMGR_IPC_MSG_PORT_TYPE PHYSICAL

2c:£8:9b:1e:8f:d6
PORTMGR_IPC_MSG_FLOWCTL_NONE
PORTMGR_IPC_MSG_PORT_ROLE_NPU

PORTMGR_IPC_MSG_PORT_STATE ENABLED

PORTMGR_IPC_MSG_PORT_STATE UP
PORTMGR_IPC_MSG_SPEED_AUTO
PORTMGR_TIPC_MSG_SPEED_1GB
9216

PORTMGR_IPC_MSG_PORT_DUPLEX AUTO
PORTMGR_IPC_MSG_PORT_DUPLEX FULL

0x0

101
lan: 1
ed vlan[0]: 101

(s

12 i}
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0 0 0x0000 0x1140 | O 0 0x0001 0x796d
0 0 0x0002 0x0141 | O 0 0x0003 0x0Oeel
0 0 0x0004 0x03e3 | 0 0 0x0005 Oxclel
0 0 0x0006 0x000f | O 0 0x0007 0x2001
0 0 0x0008 0x4f08 | O 0 0x0009 0x0f00
0 0 0x000a 0x3800 | O 0 0x000f 0x3000
0 0 0x0010 0x3070 | O 0 0x0011 OxacO8
0 0 0x0012 0x0000 | O 0 0x0013 0x1c40
0 0 0x0014 0x8020 | O 0 0x0015 0x0000
18 0 0x001b 0x0000 |
Eiaes A
FA15 453 Octet FAHA e = ot 2 ¢l e] opd o]
g =z 4
F21% E % Octet N E RE B2 o|ryl g ¢le] Aol 3H
MAC A% ¢ & W5 MAC Tx & 72 13l S22 A H 55~
7L Al | T Y] 5
FAE -3 7l FAE = 2
T B 7l A Bk o] 4
S+A1¥ BRDC 37! HRENAE A MAC F47F e 419
Fae T 5
FA1E MC 9 3 HEIANAE A MAC 4271 & Fald %
T3 2y 5
A5 FE 8 Octet A BE ooyl Qo] o] A
AEE S5 A A Fod 2yl 5
Hed FE MAC® A ER1gH 55 o[ Hl E o] (e, th5,
e e A AR A= FE o|HE A
9]). o] 7HEE = o FFE Y 2ol MRt A8 7}
Chikaias
A%¥ MC 9% HE | ~E g MAC 271 AE A58 &
o3z
%1% % BRDC # %] BHREANAE g4 MAC F47F = A58
Foet L
TAE A E 5 8l MAC Z2F Ao L) o] obd =41¥ MAC Al
=zl
%% FC AEH Z29 Aozl .
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Z A F = A Firepower 21001 o] ¢+ Connect Local-Mgmt %] 524 ™ & .
Bl s
FAlE F5gFC G419 k5 3 IEEE 802.3x Z 29 Alo] #j
B
B
o]l E 2}A| R R AR
AT Abol = 37 FAlE Arfatel = 37l
T IAE 7 FAH ZYIUE 5
QuALe] = g7l TAE L HAfe]= F 7l
Jabber 7| %] 21 % Jabber 3 %! 4=
F41¥ MACRX 2.7 9% MAC®] =21 el A 418 Rx 257 oWl E
= F e CRC B3 CRCOF 3 =2l 97l
Collisions MACOA geld A F&5
A T& MACOI A BlE & A & &
218 EZFgFC Al E 2231 [EEE 802.3x = 25 Ao 37
-~
e
FAlE 53 uc 77 FAlE ol oYl FUNEE 29 <]
AsE 33 uC PR A oYl FUNE=E Z8 <l
of 2] sj7l & o] FEo] Mg At R Y
A AEH gkl vlo] E 4= 1 A

AEE A Add HA S FEE %i]ﬁziﬂmbwiﬂ
Qo] HAE = AA v v ] o] 7} AFE- Fo] o
Hzﬂ%ﬁ%ﬂﬂ@ﬂMm$%wﬂE$
WD AEZLFEFYT

=17] 1024~15180 T R AEH S5, A717F 1024~15188F0] EQI
s Ty A BFs Q] S

15190014 i 7] TR 2 A 5, A7) 7F 15198k EE &3
st Fogh 2 el BT 24l

txqFilterDisc TxQ= Qlal ZH P IN 3|7l

linkChange FEO et HI As EEHA THHA F

FPR2100 (local-mgmt) # show portmanager switch mac-filters
port ix MAC mask action packets bytes
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00 Oba 2C:F8:9B:1E:8F:D7 FF:FF:FF:FF:FF:FF FORWARD
0c9 01:80:C2:00:00:02 FF:FF:FF:FF:FF:FF FORWARD
Occ 2C:F8:9B:1E:8F:F7 FF:FF:FF:FF:FF:FF FORWARD
Ocf FF:FF:FF:FF:FF:FF FF:FF:FF:FF:FF:FF FORWARD
b70 00:00:00:00:00:00 01:00:00:00:00:00 DROP 222201 14220864
bb8 01:00:00:00:00:00 01:00:00:00:00:00 DROP 1153821 91334968

01 Obd 2C:F8:9B:1E:8F:D6 FF:FF:FF:FF:FF:FF FORWARD
0cO 01:80:C2:00:00:02 FF:FF:FF:FF:FF:FF FORWARD
0c3 2C:F8:9B:1E:8F:F6 FF:FF:FF:FF:FF:FF FORWARD

Oc6 FF:FF:FF:FF:FF:FF FF:FF:FF:FF:FF:FF FORWARD 210 13440

b73 00:00:00:00:00:00 01:00:00:00:00:00 DROP 222201 14220864

bbb 01:00:00:00:00:00 01:00:00:00:00:00 DROP 1153795 91281055
< >

FPR2100 (local-mgmt) # show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode
0/0 QSGMII Up 1G Full None
0/1 QSGMII Up 1G Full None
0/2 QSGMII Down 1G Half None
0/3 QSGMII Down 1G Half None
0/4 QSGMII Down 1G Half None
0/5 QSGMII Down 1G Half None
0/6 QSGMII Up 1G Full None
0/7 QSGMII Down 1G Half None
0/48 QSGMII Down 1G Half None
0/49 QSGMII Down 1G Half None
0/50 QSGMII Down 1G Half None
0/51 QSGMII Down 1G Half None
0/52 KR Up 40G Full None
0/56 SR_LR Down 10G Full None
0/57 SR_LR Down 10G Full None
0/58 SR_LR Down 10G Full None
0/59 SR_LR Down 10G Full None
0/64 SR_LR Down 10G Full None
0/65 SR_LR Down 10G Full None
0/66 SR_LR Down 10G Full None
0/67 SR_LR Down 10G Full None
0/68 SR_LR Down 10G Full None
0/69 SR_LR Down 10G Full None
0/70 SR_LR Down 10G Full None
0/71 SR_LR Down 10G Full None
0/80 KR Up 10G Full None
0/81 KR Down 10G Full None
0/83 KR Up 10G Full None

Secure Firewall 3100-2 Connect Local-Mgmt & 3 2 ™ &

o] A olgfoll A 7] tyB] 7] W& 2] Secure Firewall 3100 35 CLIo| thal] A g}

T} connect local-mgmt mode FXOS CLI '8 ¥ & A}-8-3}¢ Secure Firewall 31002] &A1 & &l A3t}
Connect local-mgmt 2. =0l N M| 238t H th5-& ) = o)

FPR3100# connect local-mgmt
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show portmanager
291X =, 3§71, SFP-FEC 7} H, A" #FEZ2 ZYH®,Q0S 715, CPSSAP ¥ =3 21 1
o gt Al FRE AT Th
o & W o5 g5
Uk CLIE vicam-tti®] FXOS 2 E #2] A} 29] %] st= 9o TCAM 13 B 25 A gt

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti

detail
VTCAM RULE ID VLAN SRC_PORT PORTCHANNEL ID FLAGS MODE REF COUNT
1 21 0 2 0 2 5 3
2 3078 0 0 0 0 0 1
3 3077 0 0 0 0 0 1
4 3076 0 0 0 0 0 1
5 3075 0 0 0 0 0 1
6 3074 0 0 0 0 0 1
7 3073 0 0 0 0 0 1
8 1 0 0 0 0 0 1
9 18 102 0 0 24 8 1
10 5 157 0 0 24 8 1
11 31 0 12 0 2 5 3
12 15 105 0 0 24 8 1
13 9 111 0 0 24 8 1
14 13 107 0 0 24 8 1
15 26 0 7 0 2 5 3
16 29 0 10 0 2 5 3
17 23 0 4 0 2 5 3
18 19 101 0 0 24 8 1
19 30 0 11 0 2 5 3
20 28 0 9 0 2 5 3
21 4 156 0 0 24 8 1
22 34 0 15 0 2 5 3
23 6 158 0 0 24 8 1
24 8 112 0 0 24 8 1
25 24 0 5 0 2 5 3
26 14 106 0 0 24 8 1
27 32 0 13 0 2 5 3
28 25 0 6 0 2 5 3
29 12 0 0 9 6 5 2
30 20 0 1 0 2 5 3
31 11 109 0 0 24 8 1
32 27 0 8 0 2 5 3
33 17 103 0 0 24 8 1
34 22 0 3 0 2 5 3
35 16 104 0 0 24 8 1
36 3 0 19 0 26 8 1
37 35 0 16 0 2 5 3
38 33 0 14 0 2 5 3
39 7 159 0 0 24 8 1
40 2 0 17 0 26 8 1
41 10 110 0 0 24 8 1
Uhs CLI= FXOS £ E @2k 291 %] VLAN &35 A g4tk
firepower-3140 (local-mgmt) # show portmanager switch vlans
VLAN Ports Tag MAC-Learning
FDB-mode
1 0/17,19 pop_ outer tag Control
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FID

2 0/1-16,18 outer tag0_inner tagl Control
FID

0/20 pop outer tag

3 0/1-16,18 outer tag0_inner tagl Control
FID

4 0/1-16,18 outer tag0_inner tagl Control
FID

5 0/1-16,18 outer tag0_inner tagl Control
FID

6 0/1-16,18 outer tag0_inner tagl Control
FID

7 0/1-16,18 outer tag0_inner tagl Control
FID

8 0/1-16,18 outer tag0_inner tagl Control
FID

0

the CLIE ZE AW Qe so] 2 a.ofS 3l

b o ol fuin.

O

firepower-3140 (local-mgmt)# show por
portchannel portmanager

firepower-3140 (local-mgmt) # show portchannel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed

S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports
Channel

3 Po3 (U) Eth LACP Ethl/3(P)

2 Po2 (U) Eth LACP Ethl/2(P)

LACP KeepAlive Timer:

Channel PeerKeepAliveTimerFast

3 Po3(U) False
2 Po2 (U) False

Cluster LACP Status:

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

3 Po3 (U) False False 0
2 Po2 (U) False False 0
</pre>

S CLI= X E AY 2= el v S T A gt}

firepower-3140 (local-mgmt) # show portchannel load-balance
PortChannel Load-Balancing Configuration:

src-dst ip-lé4port
PortChannel Load-Balancing Configuration Used Per-Protocol:
Non-IP: src-dst mac

IP: src-dst ip-l4port
</pre>

ThS CLIE FXOS A 28 S 2 A 2~ 9] AEj S T A&t}
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firepower-3140 (local-mgmt)# show pmon state

SERVICE NAME STATE RETRY (MAX) EXITCODE SIGNAL CORE
svc_sam_dme running 0(4) 0 0 no
svc_sam_dcosAG running 0(4) 0 0 no
svc_sam_portAG running 0(4) 0 0 no
svc_sam_statsAG running 0(4) 0 0 no
httpd.sh running 0(4) 0 0 no
svc_sam_sessionmgrAG running 0(4) 0 0 no
sam_core_mon running 0(4) 0 0 no
svc_sam_svcmonAG running 0(4) 0 0 no
svc_sam_serviceOrchAG running 0(4) 0 0 no
svc_sam_appAG running 0(4) 0 0 no
svc_sam_envAG running 0(4) 0 0 no
svc_sam_npuAG running 0(4) 0 0 no
svc_sam_eventAG running 0(4) 0 0 no
b5 CLIE= o] Yl 1/1 ZE 9} Y X 31 vtcam-tti THA| 2] =9 %] SF=9)]o] TCAM 712 25 3%
Ag e

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
ethernet 1 1
RULE ID VLAN SRC_PORT PC ID SRC_ID MODE PAK CNT

1 20 0 1 0 101 0 151

TF2- CLIE= vlan 03 ¥ %] 3} vtcam-tti TA] 2] 2291 %] 3l =90 TCAM 12 © X & %A gt

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti

vlan O
RULE ID VLAN SRC_PORT PC ID SRC_ID MODE PAK CNT

1 2 0 17 0 17 0 1709
2 3 0 19 0 19 0 1626
3 4 0 16 0 0 0 0
4 5 0 15 0 0 0 0
5 6 0 14 0 0 0 0
6 7 0 13 0 0 0 0
7 8 0 12 0 0 0 0
8 9 0 11 0 0 0 0
9 10 0 10 0 0 0 0
10 11 0 9 0 0 0 0
11 12 0 8 0 0 0 0
12 13 0 7 0 0 0 0
13 14 0 6 0 0 0 0
14 15 0 5 0 0 0 0
15 16 0 4 0 0 0 0
16 17 0 3 0 0 0 0
17 18 0 2 0 0 0 0
18 19 0 1 0 0 0 0
19 20 0 1 0 101 0 166
20 21 0 2 0 102 0 1597
21 22 0 3 0 103 0 0
22 23 0 4 0 104 0 0
23 24 0 5 0 105 0 0
24 25 0 6 0 106 0 0
25 26 0 7 0 107 0 0
26 27 0 8 0 108 0 0
27 28 0 9 0 109 0 0
28 29 0 10 0 110 0 0
29 30 0 11 0 111 0 0
30 31 0 12 0 112 0 0
31 32 0 13 0 159 0 0
32 33 0 14 0 158 0 0
33 34 0 15 0 157 0 0

ASAZ A}-8-3}4= Firepower 1000/2100 2! Secure Firewall 3100/4200°] tH & Cisco FX0S ¥4 512 [}



FX0S 74 a2 2 |
. Secure Firewall 3100-2- Connect Local-Mgmt ] 3| 2 4 &

34 35 0 16 0 156 0 0
35 1 0 17 0 0 0 0

T}S- CLI= =919 MAC ZE/EM ©HA| 7 & of] th 3k Al 5 A 1S A gy}

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

detail
EM Entry-No : 1
VLAN : 0
SRC_PORT i 17
PC_ID : 0
SRC_ID : 17
DST PORT : 19
HW_ID i 3072
ACT CMD : 0
PCL_ID : 1
REDIRECT CMD : 1
BYPASS BRG : 1
CND_ INDEX : 3074
PACKET COUNT : 1977
DMAC : 00:00:00:00:00:00
EM Entry-No : 2
VLAN : 0
SRC_PORT : 19
PC_ID : 0
SRC_ID i 19
DST PORT : 17
HW_ID i 3074
ACT CMD : 0
PCL_ID : 1
REDIRECT CMD : 1
BYPASS BRG : 1
CND_INDEX : 3075
PACKET COUNT : 1858
DMAC : 00:00:00:00:00:00
2 CLIE o)t Yl 1/9 E E 9} U X 5} mac-filter THA] 2] 291 %] Sl =¢j|o] TCAM 713 Y&
EAF T,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
ethernet 1 9

VLAN  SRC_PORT PC ID SRC ID  DST PORT PKT CNT DMAC

1 0 9 0 109 1536 0 1:80:c2:0:0:2

U CLIE= AX E 9 o] MAC ZH O ok A5 HJ BE A g},

firepower-3140 (local-mgmt) # show portmanager switch forward-rules software mac-filter

detail

VLAN SRC_PORT PORTCHANNEL ID DST_ PORT FLAGS MODE DMAC

1 0 17 0 19 26 8 0:0:0:0:0:0

2 0 9 0 1536 2 5 1:80:¢c2:0:0:2
3 104 0 0 4 24 8 0:0:0:0:0:0

4 0 7 0 1536 2 5 1:80:¢c2:0:0:2
5 101 0 0 1 24 8 0:0:0:0:0:0

6 0 1 0 1536 2 5 1:80:¢c2:0:0:2
7 0 3 0 1536 2 5 1:80:¢c2:0:0:2
8 106 0 0 6 24 8 0:0:0:0:0:0
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g

9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34

Secure Firewall 3100-8- Connect Local-Mgmt <= A 3| 2 74 % .

158 0 0 14 24 8 0:0:0:0:0:0

0 13 0 1536 2 5 1:80:¢c2:0:0:2

0 14 0 1536 2 5 1:80:¢c2:0:0:2

0 6 0 1536 2 5 1:80:¢c2:0:0:2

0 8 0 1536 2 5 1:80:¢c2:0:0:2
112 0 0 12 24 8 0:0:0:0:0:0
107 0 0 7 24 8 0:0:0:0:0:0

0 19 0 17 26 8 0:0:0:0:0:0

0 12 0 1536 2 5 1:80:¢c2:0:0:2

0 5 0 1536 2 5 1:80:¢c2:0:0:2
102 0 0 2 24 8 0:0:0:0:0:0
156 0 0 16 24 8 0:0:0:0:0:0
103 0 0 3 24 8 0:0:0:0:0:0

0 11 0 1536 2 5 1:80:¢c2:0:0:2
157 0 0 15 24 8 0:0:0:0:0:0
111 0 0 11 24 8 0:0:0:0:0:0

0 10 0 1536 2 5 1:80:¢c2:0:0:2
108 0 0 8 24 8 0:0:0:0:0:0
159 0 0 13 24 8 0:0:0:0:0:0
110 0 0 10 24 8 0:0:0:0:0:0
105 0 0 5 24 8 0:0:0:0:0:0

0 2 0 1536 2 5 1:80:¢c2:0:0:2

0 4 0 1536 2 5 1:80:¢c2:0:0:2

0 16 0 1536 2 5 1:80:¢c2:0:0:2
109 0 0 9 24 8 0:0:0:0:0:0

0 15 0 1536 2 5 1:80:¢c2:0:0:2

t}& CLI= o)t Y1/9 £ E 9} A X8} mac-filter ©HA ] A9 2] 2Z E o] DB 113 S TA8

Y},

firepower-3140 (local-mgmt) # show portmanager switch forward-rules software mac-filter
ethernet 1 9

VLAN
1

SRC_PORT PORTCHANNEL ID DST PORT FLAGS MODE DMAC
0 9 0 1536 2 5 1:80:¢c2:0:0:2

b CLI= =93] B A] A s 7L 2 Aol th gk Al 5 12 A g

firepower-3140 (local-mgmt)# show portmanager switch counters bridge
Bridge Ingress Drop Counter: 2148
No Bridge Ingress Drop

e CLIE ShEdlo] 2913 92 A E o] AR AnE B4

firepower-3140 (local-mgmt) # show portmanager switch counters packet-trace

Counter Description

goodOctetsRcv Number of ethernet frames received that are not bad
ethernet frames or MAC Control pkts

badOctetsRcv Sum of lengths of all bad ethernet frames received

gtBrgInFrames Number of packets received

gtBrgVlanIngFilterDisc Number of packets discarded due to VLAN Ingress Filtering

gtBrgSecFilterDisc Number of packets discarded due to
Security Filtering measures

gtBrgLocalPropDisc Number of packets discarded due to reasons other than
VLAN ingress and Security filtering

dropCounter Ingress Drop Counter

outUcFrames Number of unicast packets transmitted

outMcFrames Number of multicast packets transmitted. This includes

registered multicasts, unregistered multicasts
and unknown unicast packets

outBcFrames Number of broadcast packets transmitted
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brgEgrFilterDisc Number of IN packets that were Bridge Egress filtered
txgFilterDisc Number of IN packets that were filtered

due to TxQ congestion
outCtrlFrames Number of out control packets

(to cpu, from cpu and to analyzer)
egrFrwDropFrames Number of packets dropped due to egress

forwarding restrictions
goodOctetsSent Sum of lengths of all good ethernet

frames sent from this MAC

Counter Source port- 0/0 Destination port- 0/0
goodOctetsRcv - -
badOctetsRcv -—- -——-
Ingress counters
gtBrgInFrames 6650 6650
gtBrgVlanIngFilterDisc 0 0
gtBrgSecFilterDisc 0 0
gtBrgLocalPropDisc 0 0
dropCounter 2163 Only for source-port
Egress counters

outUcFrames 0 0
outMcFrames 2524 2524
outBcFrames 1949 1949
brgEgrFilterDisc 14 14
txgFilterDisc 0 0
outCtrlFrames 0 0
egrFrwDropFrames 0 0
goodOctetsSent -—= -—= #

Uh& CLIi= CPUS] 912 E ol vl Al F B8 A

firepower-3140 (local-mgmt) # show portmanager switch traffic cpu

Dev/RX queue packets bytes
0/0 0 0
0/1 0 0
0/2 0 0
0/3 0 0
0/4 0 0
0/5 0 0
0/6 0 0
0/7 0 0

#
UhS CLIE 3t=9o] =914 X E EgY

1o

AF- AR S

ke

Ag e
firepower-3140 (local-mgmt)# show portmanager switch traffic port

max-rate - pps that the port allow with packet size=64
actual-tx-rate - pps that egress the port (+ % from 'max')
actual-rx-rate - pps that ingress the port(+ % from 'max')

Dev/Port max-rate actual-tx-rate actual-rx-rate
0/1 1488095 (0%) ——- (0%) ——-
0/2 1488095 (0%) ——- (0%) ——-
0/3 14880 (0%) ——- (0%) ——-
0/4 14880 (0%) ——- (0%) ——-
0/5 14880 (0%) ——- (0%) ——-
0/6 14880 (0%) ——- (0%) ——-
0/7 14880 (0%) ——- (0%) ——-
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0/8 14880 (0%) ——- (0%) ——-
0/9 14880952 (0%) ——- (0%) ——-
0/10 14880952 (0%) ——- (0%) ——-
0/11 14880952 (0%) ——- (0%) ——-
0/12 14880952 (0%) ——- (0%) ——-
0/13 14880952 (0%) ——- (0%) ——-
0/14 14880952 (0%) ——- (0%) ——-
0/15 1488095 (0%) ——- (0%) ——-
0/16 1488095 (0%) ——- (0%) ——-
0/17 14880952 (0%) ——- (0%) ——-
0/18 74404761 (0%) ——- (0%) ——-
0/19 37202380 (0%) ——- (0%) ——-
0/20 37202380 (0%) ——- (0%) ——-

ChHS- CLIE= o9 Yl 1/13 EE 9F & %] 3} SFP-FEC 7}5-El ol o3t A5 A RS T A Yo}

firepower-3140 (local-mgmt) # show portmanager counters ethernet 1 13

Good Octets Received : 2153

Bad Octets Received : 0

MAC Transmit Error : 0

Good Packets Received : 13

Bad packets Received : 0

BRDC Packets Received : 0

MC Packets Received : 13
txgFilterDisc : 0
linkchange 1
FcFecRxBlocks : 217038081
FcFecRxBlocksNoError : 217038114
FcFecRxBlocksCorrectedError : 0

FcFecRxBlocksUnCorrectedError
FcFecRxBlocksCorrectedErrorBits
FcFecRxBlocksCorrectedErrorQ
FcFecRxBlocksCorrectedErrorl
FcFecRxBlocksCorrectedError2
FcFecRxBlocksCorrectedError3
FcFecRxBlocksUnCorrectedError0
FcFecRxBlocksUnCorrectedErrorl
FcFecRxBlocksUnCorrectedError?2
FcFecRxBlocksUnCorrectedError3

O O OO OO oo oo

t}S CLIE= o9l 1/14 ZE 9} Y X8} SFP-FEC 7}3-B & A2 AR E Z A3y}

firepower-3140 (local-mgmt)# show portmanager counters ethernet 1 14

Good Octets Received 2153
Bad Octets Received 0
MAC Transmit Error 0
Good Packets Received 13
Bad packets Received 0
BRDC Packets Received 0
MC Packets Received 13
txgFilterDisc 0
linkchange 1
RsFeccorrectedFecCodeword 0
RsFecuncorrectedFecCodeword 10
RsFecsymbolError0 5
RsFecsymbolErrorl 0

ASAZ A}-8-3}4= Firepower 1000/2100 2! Secure Firewall 3100/4200°] tH & Cisco FX0S ¥4 512 [}



. Secure Firewall 3100-2- Connect Local-Mgmt 7] 3 2

RsFecsymbolErr
RsFecsymbolErr

t}& CLIE= o]t
[Bh=

]
or2 0
or3 0
15 EE A ek T X Bt wUEE Aol hd A% 4R

FXos ¥4 a2 4 |

firepower-4245 (local-mgmt) # show portmanager port-info ethernet 1 5

DOM info:

Status/Control Register: 0800
RX_LOS State: 0
TX_FAULT State: 0

Alarm Status: 0000

No active alarms

Warning Status: 0000

No active warnings

THRESHOLDS
high alarm high warning low warning

Temperature C +075.000 +070.000 +000.000
Voltage v 003.6300 003.4650 003.1350
Bias Current mA 012.0000 011.5000 002.0000
Transmit power mW 034.6740 017.3780 002.5120
Receive power mW 034.6740 017.3780 001.3490

Environmental Information - raw values

Temperature: 38.84 C

Supply voltage: 33703 in units of 100uVolt

Tx bias: 3499 in units of 2uBlmp

Tx power: 0.1 dBm (10251 in units of 0.1 uW)

Rx power: -0.9 dBm (8153 in units of 0.1 uW)

DOM (256 bytes of raw data in hex)

0x0000 4b 00 fb 00 46 00 00 00 8d cc
0x0010 17 70 01 f£f4 16 76 03 e8 87 72
0x0020 87 72 02 19 43 e2 05 45 00 00
0x0030 00 00 00 00 00 00 00 00 00 00
0x0040 00 00 00 00 00 00 00 00 00 00
0x0050 00 00 00 00 00 00 00 00 00 00
0x0060 26 54 83 a7 0d ab 28 0b 1f d9
0x0070 00 00 03 00 00 00 00 00 08 f£3
0x0080 49 4e 55 49 41 43 53 45 41 41
0x0090 38 2d 30 31 56 30 31 20 01 00
0x00a0 00 00 00 00 00 00 00 00 00 00
0x00b0 00 00 00 00 00 00 00 00 00 00
0x00cO 53 46 50 2d 31 30 2f 32 35 47
0x00d0 20 20 20 20 30 38 00 00 00 0O
0x00e0 le 20 2a 2a 31 34 29 36 00 00
0x00£0 00 00 00 00 00 56 00 00 ff ff
PHY Data:

PAGE IFC OFFSET VALUE | PAGE IFC OFFSET

74
03
00
00
00
00
00
00
31
46
00
00
2d
00
00
ff

VA
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04
e8
00
00
00
00
00
00
30
00
00
00
43
00
00
ff

87
43
00
00
00
00
00
00
2d
00
00
00
53
00
00
00

5a
ez
00
00
00
00
00
00
33
00
00
00
52
00
00
00

Ta
09
00
00
00
00
08
00
33
00
00
00
2d
00
00
00

LUE

76
do
00
00
00
86
00
01
38
e3
00
00
53
dl
00
cf

=
=

Al

=

dk

low alarm

-05.000

.9700

.0000

.0000

.5370
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firepower-3140 (local-mgmt) # show portmanager switch pktcap-rules software
Software DB rule:l

Slot=1

Interface= 12

Breakout-port= 0

Protocol= 6

Ethertype= 0x0000

Filter key= 0x00000040

Session= 1

Vlan= 0

SrcIpve=
DestIpvo=

SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

th2- CLIE FXOS X E #&] 2} 291 %] SF=9o] TCAM 3 ol t] gk Al 5 A BE A

firepower-3140 (local-mgmt) # show portmanager switch pktcap-rules hardware
Hardware DB rule:1l
Hw index= 15372
Rule id= 10241
Cnc_index= 1
Packet count= 0
Slot=1
Interface= 12
Protocol= 6
Ethertype= 0x0000
Vlan= 0

SrcIpvé=
DestIpv6=

SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

22 Q0S 7|5l gk Al F- FHE FA T T

firepower (local-mgmt) # show portmanager switch gos-rule policer counters

Policer type green (pass_count) yellow (pass_count) red (drop_count)
OSPF 102025351 17832 590
780

Policer type green (pass_count) yellow (pass_count) red (drop_count)
CCL _CLU 0 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_count)
BEFD 61343307 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_count)
HA 0 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_count)
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CCL_CONTROL 0 0 0

U CLI= A 917t

e

o Egg o] TCAMO| E28l =2 golg]t},

firepower (local-mgmt) # show portmanager switch gos-rule counters

Rule no Rule id Rule type pass_count
1 9218 SW_QOS BFD 0

Rule no Rule id Rule type pass_count
2 9216 SW_QOS OSPF 102633941

Rule no Rule id Rule type pass_count
3 9217 SW_QOS BFD 61343307

th2 CLIE= o) g Yl 1/10 £E 9} A x| &}+= t]ulo] A~ th 7] €9 ¥ CPU BAS FA gy T}

firepower (local-mgmt) # show queuing interface ethernet 1 10

Queue Traffic-type Scheduler-type oper-bandwidth Destination
3 Data WRR 100 Application
4 CCL-CLU SP 0 Application
5 BFD SP 0 Application
6 OSPF SP 0 Application
7 CCL-CONTROL/HA/LACP Tx SP 0 Application
0 packet-capture N/A 0 CPU
7 LACP_Rx N/A 0 CPU
Port 1/10 Queue Statistics:
Queue 0:
Number of packets passed 0
Number of packets dropped: 0
Queue 1:
Number of packets passed : 0
Number of packets dropped: 0
Queue 2:
Number of packets passed : 0
Number of packets dropped: 0
Queue 3:
Number of packets passed : 466420167
Number of packets dropped: 0
Queue 4:
Number of packets passed : 0
Number of packets dropped: 0
Queue 5:
Number of packets passed : 0
Number of packets dropped: 0
Queue 6:
Number of packets passed : 41536261
Number of packets dropped: 0
Queue 7:
Number of packets passed : 912
Number of packets dropped: 0
CPU Statistics:
Queue 2:
Number of packets passed : 180223
Number of packets dropped: 0
Queue 7:
Number of packets passed : 1572
Number of packets dropped: 0
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firepower (local-mgmt)# show queuing interface internal 1 1

Queue Traffic-type Scheduler-type oper-bandwidth Destination
3 Data WRR 100 Application
4 CCL-CLU SP 0 Application
5 BFD SP 0 Application
6 OSPF SP 0 Application
7 CCL-CONTROL/HA/LACP Tx SP 0 Application
0 packet-capture N/A 0 CPU
7 LACP_ Rx N/A 0 CPU
Port 1/18 Queue Statistics:
Queue O0:
Number of packets passed 0
Number of packets dropped: 0
Queue 1:
Number of packets passed : 0
Number of packets dropped: 0
Queue 2:
Number of packets passed : 0
Number of packets dropped: 0
Queue 3:
Number of packets passed : 17
Number of packets dropped:
Queue 4:
Number of packets passed : 0
Number of packets dropped: 0
Queue 5:
Number of packets passed : 0
Number of packets dropped: 0
Queue 6:
Number of packets passed : 5151
Number of packets dropped: 0
Queue 7:
Number of packets passed : 17345
Number of packets dropped: 0
CPU Statistics:
Queue 2:
Number of packets passed : 180223
Number of packets dropped: 0
Queue 7:
Number of packets passed : 1572
Number of packets dropped: 0

Note:The CPU statistics are per Queue per Device
U2 CLI= 9 AP =71 54 o theh Al AR5 A YT
firepower-3110 (local-mgmt)# dump portmanager switch ap-log

requested log has been dumped to /opt/cisco/platform/logs/portmgr.out*

firepower-3110 (local-mgmt)# dump portmanager switch cyclic-log
requested log has been dumped to /opt/cisco/platform/logs/portmgr.out*

U5 CLI= X E dhefatell v gk A A B 275 DA sheb 7 o v &g st i ol i g Al
1=]
B

firepower-3110 (local-mgmt) # debug portmanager switch
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all Enable or Disable verbose logging for switch

firepower-3110 (local-mgmt)# debug portmanager switch all
firepower-3110 (local-mgmt) #

firepower-3110 (local-mgmt)# no debug portmanager switch all
firepower-3110 (local-mgmt) #

U5 CLIE= 870 EPE Sej/th7]| D] LE 7)1k 7] 21 ol th3t A3 A B2 A g}

firepower-3110 (local-mgmt) # show portmanager switch tail-drop-allocated buffers all

| | Per Port and Traffic Class

Port | Per port | TCO | TC1 | TC2 | TC3 | TC4 | TC5 | TC6
| TC7 |
I \ \ \ \ \ I I I

0/1 |10 110 10 |0 10 |0 |0 10
10 \

0/2 |15 |5 |5 |5 10 |0 |0 10
10 \

0/3 10 10 10 |0 10 |0 |0 |0
10 \

0/4 |80 10 10 |0 10 |0 10 10
|80 \

0/5 10 10 10 |0 10 |0 |0 10
10 \

0/6 |0 10 10 |0 10 |0 |0 |0
10 \

0/7 1200 125 125 |50 10 |0 125 150
|25 \

0/8 10 10 10 |0 10 |0 |0 |0
10 \

TF2- CLIE tti-lookup0 2.2 Q13| 2FA|H s 7] =5 FA| g,
firepower-3110 (local-mgmt) # show portmanager switch default-rule-drop-counter tti-lookupO

U5 CLIE= ipcl-lookup0 2.2 18l 2FA| | w7 -5 A gt}

firepower-3110 (local-mgmt) # show portmanager switch default-rule-drop-counter ipcl-lookup0

Rule_id cnc_index packet_count
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o] &g} o] ol 2= K=o A Secure Firewall 420001 t}] 3} Connect
Local-Mgmt &4 3 4 3 %1
o] A ofefjell A 7]E A 9]¢l Secure Firewall 3100 ¥& CLIOI o & A gh o}
T}2 connect local-mgmt 2= FXOS CLI 1 ¥ & A}-8-3} o] o] Z2}o] 1 2~ B = 0] A Secure Firewall 3100
9] A& 3l 24 Yt} Connect local-mgmt K. Eof] HA 2~ H &S 53}
FPR 4200# connect local-mgmt

show portmanager
29 A=, 97, SFP-FEC 7h&-H, YA E JFEZH ZYEH,Q0S 7|5, CPSSAP ¥ =3 271 9
3o EH"'F} A ARE FAY T
o & &9 v 25yt
t}-& CLIE vicam-tti¢] FXOS £ E #E| 2} 29 %] = 9o] TCAM 113 9@ Z & A3k}

firepower (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
RULE ID VLAN NUM MPLS LABELS SRC_PORT PC_ID SRC_ID MODE  PAK CNT

1 2 0 0 10 0 10 0 1951
2 3 0 0 14 0 14 0 19
3 4 0 0 9 0 9 0 227505
4 5 0 0 13 0 13 0 103587
5 6 0 0 8 0 0 0 0
6 7 0 0 7 0 0 0 0
7 8 0 0 6 0 0 0 0
8 9 0 0 5 0 0 0 0
9 10 0 0 4 0 0 0 0
10 11 0 0 3 0 0 0 0
11 12 0 0 2 0 0 0 0
12 13 0 0 1 0 0 0 607
13 14 0 0 44 0 0 0 0
14 15 0 0 40 0 0 0 0
15 16 0 0 36 0 0 0 0
16 17 0 0 32 0 0 0 0
17 30 0 0 1 0 101 1 2120
18 18 0 0 1 0 101 0 306
19 19 0 0 2 0 102 0 2429
20 20 0 0 3 0 103 0 0
21 21 0 0 4 0 104 0 0
22 22 0 0 5 0 105 0 0
23 23 0 0 6 0 106 0 0
24 24 0 0 7 0 107 0 0
25 25 0 0 8 0 108 0 0
26 26 0 0 32 0 117 0 0
27 27 0 0 36 0 121 0 0
28 28 0 0 40 0 125 0 0
29 29 0 0 44 0 129 0 0
30 1 0 0 9 0 0 0 1875
31 8193 0 1 0 0 0 0 0
32 8194 0 2 0 0 0 0 0
33 8195 0 3 0 0 0 0 0
34 8196 0 4 0 0 0 0 0
35 8197 0 5 0 0 0 0 0
36 8198 0 6 0 0 0 0 0

U}5- CLIT vlan 03 & %] 3} = vtcam-tti ©A] &] 2= 9] %] S} =9 o] TCAM 112 Qi E 3 AU
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firepower (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
RULE_ID VLAN NUM MPLS LABELS SRC_PORT PC_ID SRC_ID MODE PAK CNT

1 2 0 0 10 0 10 0 1961
2 3 0 0 14 0 14 0 19
3 4 0 0 9 0 9 0 227517
4 5 0 0 13 0 13 0 103683
5 6 0 0 8 0 0 0 0
6 7 0 0 7 0 0 0 0
7 8 0 0 6 0 0 0 0
8 9 0 0 5 0 0 0 0
9 10 0 0 4 0 0 0 0
10 11 0 0 3 0 0 0 0
11 12 0 0 2 0 0 0 0
12 13 0 0 1 0 0 0 617
13 14 0 0 44 0 0 0 0
14 15 0 0 40 0 0 0 0
15 16 0 0 36 0 0 0 0
16 17 0 0 32 0 0 0 0
17 30 0 0 1 0 101 1 2156
18 18 0 0 1 0 101 0 306
19 19 0 0 2 0 102 0 2466
20 20 0 0 3 0 103 0 0
21 21 0 0 4 0 104 0 0
22 22 0 0 5 0 105 0 0
23 23 0 0 6 0 106 0 0
24 24 0 0 7 0 107 0 0
25 25 0 0 8 0 108 0 0
26 26 0 0 32 0 117 0 0
27 27 0 0 36 0 121 0 0
28 28 0 0 40 0 125 0 0
29 29 0 0 44 0 129 0 0
30 1 0 0 9 0 0 0 1875
31 8193 0 1 0 0 0 0 0
32 8194 0 2 0 0 0 0 0
33 8195 0 3 0 0 0 0 0
34 8196 0 4 0 0 0 0 0
35 8197 0 5 0 0 0 0 0
36 8198 0 6 0 0 0 0 0
08 CLIE o B ¥l 1/9 3 E 9} 9% 814 mac-filter ©7| 9] 291 %] 81 =9]o] TCAM 7] {2
FEA YT
firepower (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
VLAN SRC_PORT PC ID SRC_ID DST PORT PKT CNT DMAC
1 0 44 0 129 1536 0 1:80:c2:0:0:2
2 0 44 0 129 1536 0 ff:ff:ff:ff:ff:ff
3 0 2 0 102 1536 0 Dba:db:ad:f0:2:8f
4 0 4 0 104 1536 0 ff:ff:ff:ff:ff:ff
5 0 4 0 104 1536 0 1:80:c2:0:0:2
6 0 5 0 105 1536 0 1:80:c2:0:0:2
7 0 5 0 105 1536 0 ff:ff:ff:ff:ff:ff
8 0 13 0 13 9 103735 0:0:0:0:0:0
9 0 32 0 117 1536 0 Dba:db:ad:f0:2:9e
10 0 7 0 107 1536 0 ff:ff:ff:ff:ff:ff
11 0 7 0 107 1536 0 1:80:c2:0:0:2
12 0 6 0 106 1536 0 1:80:c2:0:0:2
13 0 6 0 106 1536 0 ff:ff:ff:ff:ff:ff
14 0 14 0 14 10 19 0:0:0:0:0:0
15 0 10 0 10 14 1979 0:0:0:0:0:0
16 0 44 0 129 1536 0 Dba:db:ad:f0:2:al
17 0 9 0 9 13 1227537 0:0:0:0:0:0
18 0 8 0 108 1536 0 1:80:c2:0:0:2
19 0 8 0 108 1536 0 ff:ff:ff:ff:ff:ff
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20 0 1 0 101 1536 0 ff:ff:ff:ff:ff:ff
21 0 1 0 101 1536 0 1:80:c2:0:0:2

22 0 3 0 103 1536 0 1:80:c2:0:0:2

23 0 1 0 101 1536 2183 1:0:0:0:0:0

24 0 3 0 103 1536 0 ff:ff:ff:ff:ff:ff
25 0 2 0 102 1536 23 ff:ff:ff:ff:ff:ff
26 0 2 0 102 1536 0 1:80:c2:0:0:2

27 0 32 0 117 1536 0 ff:ff:ff:ff:ff:ff
28 0 32 0 117 1536 0 1:80:c2:0:0:2

29 0 40 0 125 1536 0 ff:ff:ff:ff:ff:ff
30 0 40 0 125 1536 0 1:80:c2:0:0:2

31 0 7 0 107 1536 0 Dba:db:ad:f0:2:94

32 0 5 0 105 1536 0 Dba:db:ad:f0:2:92

33 0 36 0 121 1536 0 1:80:c2:0:0:2

34 0 4 0 104 1536 0 Dba:db:ad:f0:2:91

35 0 36 0 121 1536 0 ff:ff:ff:ff:ff:ff
36 0 8 0 108 1536 0 Dba:db:ad:f0:2:95

37 0 6 0 106 1536 0 Dba:db:ad:f0:2:93

38 0 3 0 103 1536 0 Dba:db:ad:£f0:2:90

39 0 36 0 121 1536 0 Dba:db:ad:f0:2:9f

40 0 1 0 101 1536 32 ba:db:ad:f0:2:8e

41 0 40 0 125 1536 0 Dba:db:ad:f0:2:a0

Uhe CLI= &2 E o] MAC ZE o] ti g AlH- RS FA gyt

firepower-4225(local-mgnt) # show portmanager switch forward-rules software mac-filter

NATIVE VLAN VLAN SRC_PORT PORTCHANNEL ID DST PORT FLAGS MODE DMAC
1 0 106 6 0 1536 2 5
1:80:¢c2:0:0:2
2 0 105 5 0 1536 2 5
ff:ff:ff:ff:ff:££
3 0 105 5 0 1536 2 5
1:80:¢c2:0:0:2
4 0 121 0 0 36 24 8
0:0:0:0:0:0
5 0 106 6 0 1536 2 5
ff:ff:ff:ff:ff:££
6 0 121 36 0 1536 2 5
1:80:¢c2:0:0:2
7 0 117 32 0 1536 2 5
1:80:¢c2:0:0:2
8 0 125 40 0 1536 2 5
ff:ff:ff:ff:ff:££
9 0 129 0 0 44 24 8
0:0:0:0:0:0
10 0 117 32 0 1536 2 5
ff:ff:ff:ff:ff:££
11 0 103 3 0 1536 2 5
1:80:¢c2:0:0:2
12 0 102 2 0 1536 2 5
ff:ff:ff:ff:ff:£f
13 0 117 0 0 32 24 8
0:0:0:0:0:0
14 0 107 0 0 7 24 8
0:0:0:0:0:0
15 0 101 1 0 1536 2 5
ba:db:ad:f0:2:8e
16 0 107 7 0 1536 2 5
ff:ff:ff:ff:ff:£f
17 0 106 6 0 1536 2 5
ba:db:ad:£0:2:93
18 0 105 0 0 5 24 8
0:0:0:0:0:0
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19 0 102 0 0 2 24 8
0:0:0:0:0:0

20 0 104 4 0 1536 2 5
ba:db:ad:£0:2:91

21 0 107 7 0 1536 2 5
ba:db:ad:£0:2:94

22 0 129 44 0 1536 2 5
1:80:¢c2:0:0:2

23 0 102 2 0 1536 2 5
1:80:¢c2:0:0:2

24 0 121 36 0 1536 2 5
ff:ff:ff:ff:£f£: €€

25 0 1 13 0 9 26 8
0:0:0:0:0:0

26 0 108 8 0 1536 2 5
1:80:¢c2:0:0:2

27 0 101 1 0 1536 2 5
ff:ff:ff:ff:£f£:££

28 0 2 10 0 14 26 8
0:0:0:0:0:0

29 0 101 1 0 1536 2 5
1:80:¢c2:0:0:2

30 0 1 9 0 13 26 8
0:0:0:0:0:0

31 0 129 44 0 1536 2 5
ff:ff:ff:ff:£f£: €€

32 0 125 0 0 40 24 8
0:0:0:0:0:0

33 0 108 8 0 1536 2 5
ba:db:ad:£0:2:95

34 0 2 14 0 10 26 8
0:0:0:0:0:0

35 0 129 44 0 1536 2 5
ba:db:ad:f0:2:al

36 0 103 0 0 3 24 8
0:0:0:0:0:0

37 0 104 0 0 4 24 8
0:0:0:0:0:0

38 0 104 4 0 1536 2 5
ff:ff:ff:ff:£f£:££

39 0 107 7 0 1536 2 5
1:80:¢c2:0:0:2

40 0 104 4 0 1536 2 5
1:80:¢c2:0:0:2

41 0 101 1 0 1536 18 8
0:0:0:0:0:0

42 0 101 0 0 1 24 8
0:0:0:0:0:0

43 0 108 8 0 1536 2 5
ff:ff:ff:ff:£f£: €€

44 0 121 36 0 1536 2 5
ba:db:ad:£f0:2:9f

45 0 117 32 0 1536 2 5
ba:db:ad:f0:2:9e

46 0 105 5 0 1536 2 5
ba:db:ad:£0:2:92

47 0 125 40 0 1536 2 5
ba:db:ad:£f0:2:a0

48 0 125 40 0 1536 2 5
1:80:¢c2:0:0:2

49 0 108 0 0 8 24 8
0:0:0:0:0:0

50 0 106 0 0 6 24 8
0:0:0:0:0:0
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51 0 103 3 0 1536 2 5
ba:db:ad:£0:2:90
52 0 102 2 0 1536 2 5
ba:db:ad:f0:2:8f
53 0 103 3 0 1536 2 5

ff:ff:ff:ff:£f£: €€

Che CLI= 2912 Bef ] QU] s 2 ApA| o] theh Al R E F AT

firepower-4225(local-mgmt) # show portmanager switch counters bridge

Bridge Ingress Drop Counter:

No Bridge Ingress Drop

t}& CLIE st=9o] 29X 7 1B o Al A=

how portmanager switch

4688

EAF

13

counters packet-trace

firepower-4225(local-mgmt) # show portmanager switch counters packet-trace

Counter

goodOctetsRcv

badOctetsRcv
gtBrgInFrames
gtBrgVlanIngFilterDisc
gtBrgSecFilterDisc

gtBrgLocalPropDisc

dropCounter
outUcFrames
outMcFrames

outBcFrames
brgEgrFilterDisc
txgFilterDisc

outCtrlFrames
egrFrwDropFrames

goodOctetsSent

goodOctetsRcv
badOctetsRcv

gtBrgInFrames
gtBrgVlanIngFilterDisc
gtBrgSecFilterDisc
gtBrgLocalPropDisc
dropCounter

outUcFrames
outMcFrames
outBcFrames

ASAE A}-&-3}+= Firepower 1000/2100 ! Secure Firewall 3100/4200°] o} & Cisco FX0S -7

Description
Number of ethernet frames received that are not bad
ethernet frames or MAC Control pkts
Sum of lengths of all bad ethernet frames received
Number of packets received
Number of packets discarded due to VLAN Ingress Filtering
Number of packets discarded due to
Security Filtering measures
Number of packets discarded due to reasons other than
VLAN ingress and Security filtering
Ingress Drop Counter
Number of unicast packets transmitted
Number of multicast packets transmitted. This includes
registered multicasts, unregistered multicasts
and unknown unicast packets
Number of broadcast packets transmitted
Number of IN packets that were Bridge Egress filtered
Number of IN packets that were filtered
due to TxQ congestion
Number of out control packets
(to cpu, from cpu and to analyzer)
Number of packets dropped due to egress
forwarding restrictions
Sum of lengths of all good ethernet
frames sent from this MAC

0/0

Source port- Destination port-

Ingress counters

1341132 1341132
0 0
0 0
0 0
4699 Only for source-port

Egress counters

1329593 1329593
4594 4594
2237 2237

RE:
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brgEgrFilterDisc
txgFilterDisc
outCtrlFrames
egrFrwDropFrames
mcFifoDropPkts
mcFilterDropPkts

O O O O O v

goodOctetsSent

Th& CLI= CPUS] 2912 Egfj ol o gk Al - J u

=
=

O O O O O v

FXos ¥4 a2 4 |

EAFI,

firepower-4225(local-mgmt) # show portmanager switch traffic cpu

Dev/RX queue packets

0/0
0/1
0/2
0/3
0/4
0/5
0/6
0/7

UhS CLIE 3t=9o] =914 X E EgY

O O O O O o oo
O O O OO o oo

o

1o

AR uE EAG,

firepower-4225 (local-mgmt) # show portmanager switch traffic port

max-rate - pps that the port allow with packet size=64
actual-tx-rate - pps that egress the port (+ % from 'max')
actual-rx-rate - pps that ingress the port(+ % from 'max')

Dev/Port max-rate actual-tx-rate actual-rx-rate
0/1 1488095 (0%) ——- (0%) ——-
0/2 1488095 (0%) ——- (0%) ——-
0/3 14880 (0%) ——- (0%) ——-
0/4 14880 (0%) ——- (0%) ——-
0/5 14880 (0%) ——- (0%) ——-
0/6 14880 (0%) ——- (0%) ——-
0/7 14880 (0%) ——- (0%) ——-
0/8 14880 (0%) ——- (0%) ——-
0/9 14880952 (0%) ——- (0%) ——-
0/10 14880952 (0%) ——- (0%) ——-
0/11 14880952 (0%) ——- (0%) ——-
0/12 14880952 (0%) ——- (0%) ——-
0/13 14880952 (0%) ——- (0%) ——-
0/14 14880952 (0%) ——- (0%) ——-
0/15 1488095 (0%) ——- (0%) ——-
0/16 1488095 (0%) ——- (0%) ——-
0/17 14880952 (0%) ——- (0%) ——-
0/18 74404761 (0%) ——- (0%) ——-
0/19 37202380 (0%) ——- (0%) ——-
0/20 37202380 (0%) ——- (0%) ——-

oS CLI= oY 1/13 X E

%] 8}+= SFP-FEC 7}-E ol o & A 4

8
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Good Octets Received
Bad Octets Received
MAC Transmit Error
Good Packets Received
Bad packets Received
BRDC Packets Received
MC Packets Received

txgFilterDisc

linkchange

FcFecRxBlocks
FcFecRxBlocksNoError
FcFecRxBlocksCorrectedError
FcFecRxBlocksUnCorrectedError
FcFecRxBlocksCorrectedErrorBits
FcFecRxBlocksCorrectedErrorQ
FcFecRxBlocksCorrectedErrorl
FcFecRxBlocksCorrectedError2
FcFecRxBlocksCorrectedError3
FcFecRxBlocksUnCorrectedError0
FcFecRxBlocksUnCorrectedErrorl
FcFecRxBlocksUnCorrectedError?2
FcFecRxBlocksUnCorrectedError3

Good Octets Received
Bad Octets Received
MAC Transmit Error
Good Packets Received
Bad packets Received
BRDC Packets Received
MC Packets Received

txgFilterDisc

linkchange
RsFeccorrectedFecCodeword
RsFecuncorrectedFecCodeword
RsFecsymbolError0
RsFecsymbolErrorl
RsFecsymbolError2
RsFecsymbolError3

e CLIE= o|g Yl 1/5 L EQF A X3+
[Bh=5

DOM info:

Status/Control Register:
RX_LOS State:

0

TX FAULT State:

Alarm Status: 0000

0

0800

ThS- CLI= oY Yl 1/14 X2 E 9} Y %] 8}+= SFP-FEC 7}-+-H & AF JRE

firepower-4225 (local-mgmt) # show portmanager counters ethernet 1 13

2153
0

0

13

0

0

13

0
1
217038081
217038114
0

O O O O OO oo oo

firepower-4225(local-mgmt) # show portmanager counters ethernet 1 14

2153
0

0

13

0

0

13

ool eNON el "
o

ot
ol
f
o
i
=5
>
%

ek Al g K

firepower-4245 (local-mgmt) # show portmanager port-info ethernet 1 5

ASAZ A}-8-3}4= Firepower 1000/2100 2! Secure Firewall 3100/4200°] tH & Cisco FX0S ¥4 512 [}
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No active alarms

Warning Status:
No active warnings

0000

THRESHOLDS
high alarm high warning
Temperature C +075.000 +070.000
Voltage \Y 003.6300 003.4650
Bias Current mA 012.0000 011.5000
Transmit power mW 034.6740 017.3780
Receive power mW 034.6740 017.3780
Environmental Information - raw values
Temperature: 38.84 C

Supply voltage:

Tx bias: 3499 in units of 2uAmp
dBm (10251 in units of 0.1 uW)

Tx power: 0.1
Rx power: -0.9
DOM (256 bytes

33703 in units of 100uvVolt

dBm (8153 in units of 0.1 uW)
of raw data in hex)

0x0000
0x0010
0x0020
0x0030
0x0040
0x0050
0x0060
0x0070
0x0080
0x0090
0x00a0
0x00b0
0x00cO
0x00d0
0x00e0
0x00£f0

4b
17
87
00
00
00
26
00
49
38
00
00
53
20
le
00

00
70
72
00
00
00
54
00
4de
2d
00
00
46
20
20
00

fb
01
02
00
00
00
83
03
55
30
00
00
50
20
2a
00

00
f4
19
00
00
00
a7
00
49
31
00
00
2d
20
2a
00

46
16
43
00
00
00
0d
00
41
56
00
00
31
30
31
00

00
76
ez
00
00
00
ab
00
43
30
00
00
30
38
34
56

00
03
05
00
00
00
28
00
53
31
00
00
2f
00
29
00

00
e8
45
00
00
00
0b
00
45
20
00
00
32
00
36
00

8d
87
00
00
00
00
1f
08
41
01
00
00
35
00
00
ff

cc
72
00
00
00
00
do
£3
41
00
00
00
47
00
00
ff

PHY Data:

PAGE IFC OFFSET VALUE

H w7 el e Al AR E FAS YL

U5 CLIE= # % A o 3] A

]

74
03
00
00
00
00
00
00
31
46
00
00
2d
00
00
ff

FXos ¥4 a2 4 |

low warning

+000.000

003.

002.

002.

001.

04
e8
00
00
00
00
00
00
30
00
00
00
43
00
00
ff

PAGE IFC OFFSET VALUE

firepower-4225 (local-mgmt) # show portmanager switch pktcap-rules

Software DB rule:1l
Slot= 1

Interface= 12
Breakout-port= 0
Protocol= 6

Ethertype= 0x0000
Filter key= 0x00000040
Session= 1

Vlian= 0

DstIp=

. ASAE A}-&-3}+= Firepower 1000/2100 ! Secure Firewall 3100/4200° tf) & Cisco FX0S -4 & 2

87
43
00
00
00
00
00
00
2d
00
00
00
53
00
00
00

1350

0000

5120

3490

5a
ez
00
00
00
00
00
00
33
00
00
00
52
00
00
00

Ta
09
00
00
00
00
08
00
33
00
00
00
2d
00
00
00

software

76
do
00
00
00
86
00
01
38
e3
00
00
53
dl
00
cf

low alarm

-05.000

002.9700

001.0000

001.0000

000.5370
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DestIpvo=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

U} CLIE= FXOS ¥ E ¥ A} 291 %] 3=919] TCAM & o] tf 3k Al 5 A BE T A o)

firepower-4225(local-mgmt) # show portmanager switch pktcap-rules hardware
Hardware DB rule:1l
Hw index= 15372
Rule id= 10241
Cnc_index= 1
Packet count= 0
Slot=1
Interface= 12
Protocol= 6
Ethertype= 0x0000
Vlan= 0

DestIpvo=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

U CLI= 870 Edj ] S 2/d7| 9 o] L E 719k g7 AA| o] th gk Al J B E A FH T

firepower-4225(local-mgmt) # show portmanager switch tail-drop-allocated buffers all

| | Per Port and Traffic Class

Port | Per port | TCO | TC1 | TC2 | TC3 | TC4 | TC5 | TC6
| TC7 |
I \ \ \ \ \ I I I

0/1 |10 |10 |0 |0 |0 |0 |0 [0
|0 \

0/2 |15 |5 |5 |5 |0 |0 |0 [0
|0 \

0/3 10 |0 [0 |0 10 10 |0 10
|0 \

0/4 180 |0 [0 |0 |0 |0 |0 [0
|80 \

0/5 10 |0 [0 |0 10 10 |0 10
|0 \

0/6 |0 |0 [0 |0 10 10 |0 10
|0 \

0/7 1200 |25 |25 |50 |0 |0 |25 |50
|25 \

0/8 |0 |0 [0 |0 10 10 |0 10
|0 \

}& CLIE= tti-lookup0 2.2 13| 2HAlH S =5 ZAI YT

firepower-4225(local-mgmt) # show portmanager switch default-rule-drop-counter tti-lookupO

Rule_id cnc_index packet_count

ASAZ A}-8-3}4= Firepower 1000/2100 2! Secure Firewall 3100/4200°] tH & Cisco FX0S ¥4 512 [}
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Security A H] 2~ B E A &l 4 =
U}-5 H.eF A H] 2 (ssa) B E=9] FXOS CLI CLI " &
=3

show app
3ll'd Firpower Tl ulo] 2xo] AAH o Ze] Al o] Aol tigh R E FA| gt}
o= 59 E}aﬂréswﬁ}.

firepower /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default
App
asa 9.10.1 N/A cisco Native Application Yes
asa 9.9.2 N/A cisco Native Application No

showapp-instance
el s 'R el et RS FA ST
firepower-2120 /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

Not Applicable
showfault
ol WA Ao gk AR E FAIFH T

firepower-2120 /ssa # show fault

Severity Code Last Transition Time ID Description

Cleared F16589 2021-10-11T21:58:53.200 25140 [FSM:STAGE:RETRY:]: Waiting for chassis
object ready (FSM-STAGE:sam:dme:SmSecSvcAutoDeployCSP:WaitForChassisM

oReady)

show failsafe-params

AL HY Fx A2H 507 Q3| Firepower 1000/2100 =+ Secure Firewall 31002] Threat Defense
o Ze] Aol el tigh H Ao RE= sttt thy v AT = Ao e &4
shE Ao g .
* Max Restart(H o] A A2} - 57 A RE& &4 s)sl7] 918 ol 2] Aol d & Al A &l oF
sh= FH o Sl
* Current Reboot Count(& A 2] 5-8 ) - off Z 2] Al o] o] Al&al A A A2t 3=
* Restart Time Interval (sec)(A A1 2t Al 7F THA (%)) - &7 WA BEE EAS17] 9138 Max

Restart 72 H o] = OH of sh= AlZH(F) P Yt ol Z g Aol d o] o] 312 Wel] 'Max Restart’
ol A ZFEl= A5, A LA o) E RETE 2 sk U T

[l ASAZ A48} Firepower 10002100 2 Secure Firewall 3100/4200°] o % Cisco FX0S 4] 3] 2
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dE =¥ tad ey

firepower-2120-failed(local-mgmt) # show failsafe-params
Max Restart: 8

Current Reboot Count: 0

Restart Time Interval (secs): 3600

AlZ=glo] F P A|o] i Bl 79
« A| 228l o] F-of| "-failed" TAFE 0] F7HE U T
firepower-2120-failed /ssa #
* local-mgmt ¥ & Ao A "show failsafe-params" ™ & ©] & &0l 7 31 W] A| %] 7} L g Y.

firepower-2120-failed(local-mgmt) # show failsafe-params

Max Restart: 1

Current Reboot Count: 1

Restart Time Interval (secs): 3600

WARNING: System in Failsafe mode. Applications are not running!

ofZe] Aol el 2] e L zekl Y

firepower-2120-failed /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State Cluster Role

asa 1 Enabled Offline <===== 9.16.2.3
9.16.2.3 Not Applicable None

Secure Firewall 3100/4200-% =} %] 78 %

AR WAL A2 D 74 FAE ¥ Aelx o] ~E Eels Bdl% 58S deota] 914 A}
L8 = = )¢ F-&3 AAFI Y T} o] Al #ll ] 4 2] CLIE AF-&-3F9] Secure Firewall 3100/4200 ©] v}

AR
o]0l A 54 Qe M o] 2% Bl Eo= S 24T & v
of e 37 AA AR AT 5 or], 2 AL oo E T ol se] Edm e AA T 5 gy
o A7 A Ao g 74 <lE o] 2ol thal o] 570 21 (PCAP) Lol A o

AR R i X]%‘ U% Xﬂ@/‘}%
tho) F a7 %2 F 5ol AR AA ANL

A= 2Fo] = 4x100Gbps T 2x100Gbps U EH A B5(Z424 % W& FPR-NM-4X100G 2
FPR-NM- 2X100G)4 7] FR =] A Aol }‘i R 5 adminstate’}orf 2 AAE A A AL
"Oper State Reason(’\LF/H ©]F): Unknown Error(% <+ §1& 2.7)." & 2}& 0= v &4 sk Ut
5 E adminstate® on Q& ThA] A8 & A Al S thA] Al 2bsf of T,

UEYT RES AL A9 7 A AAES 2E adninstate FEI7F HA ==

EES

L

A<

ot

e

it
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c i EE
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A7 IPv6 F4E /WO BHP T 5 Qe S0 9EUT

o Y5 =9 %ol A o] sl e 4= §l = 3l Z](Security Group Tag 2 Network Service Header ¥ %1 )0l &=

BE7} A ol 7] ek

¢ EtherChannel A At} 121} =84 t]nlo] 2o
o] 7} Wl Qg F o] 2ol A F| A& AT 5= JdFYTh
o WA A A o] A AE|Q] T okl = PCAP U & BALSIA L WY E
« 7 A AAE AASHE G Al AAE BE S A g
— - - A~
7 A A A B T

L 2AIA

7 AA REZ o)

firepower-4215 # scope packet-capture

e 2 A4 T,

firepower-4215 /packet-capture/filter* # set <filterprop filterprop_value

£ 1495 88 54

ivlan | Inner VLAN ID(ZE & 5017}= &<t 971 <] vian)

ovlan | 9]X VLANID

srcip 222 [P T4 (IPv4)

destip |5-% A] IP =4 (IPv4)

srcport | A~ E WHS

destport | 22 2] L E H 5

protocol | TP 3 2 E 1074 & 2] 2] IANA A 2] Protocol #4]

ethertype | o] )l L2 EZ F-3[1070 5= 2] 2] IANA 4 9] o] Yl L2 EZ {3 7k dl: IPv4 =2048,
IPv6 = 34525, ARP = 2054, SGT = 35081]

sremac | A~ MAC 4

destmac | 22 %] MAC 4

7 A A4 o] LIHE QB o] o] WE S 488 5 gyt

. ASAE A}-&-3}+= Firepower 1000/2100 ! Secure Firewall 3100/4200° tf) & Cisco FX0S -4 & 2
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@A 3

EPEEP R RRET i |

7 A ARS WAL R hee Fa g,
firepower-4215 /packet-capture # enter session session_name
o] R A AR A WA 7 ] Aol S AT o,
firepower-4215 /packet-capture/session* # set  session-pcap-snaplength session_snap_length_in_bytes

A 2~ Z o] 64~90061F0] Eofof St th Al A Ay Aol S FAIEHA] o 7] E A o]
= 151840 EQIY T},

o] |7 A Al EFFeoF & EElA Ax XEE AAFYT

o] LEANA AT 7 9o, sdg 7 AA A Foll 8|4 TES o ZgAold LE &
ol A A& 5= AdFUTH Aol E3E ZF E o disf] o] g7 A vl o] A Y
EtherChannel % A of] thal] 2§ 21 & 74 A & == 15U . L2 vk = 2] 4 vjuto] 2o ¥ EtherChannel
9] 7 9o = EtherChannel] ZF ®H <1 E] | o] 2o A s} AL WA & I &5,

o]
B3 9 A A EES A7 5w oflol Ll W o)A create B2 delete A8
Y.

a) =84 LEE AHGgHh
firepower-4215 /packet-capture/session* # create {phy-port | phy-aggr-port} port_id
of| A
of| Al

firepower-4215 /packet-capture/session* # create phy-port Ethernetl/1
firepower-4215 /packet-capture/session/phy-port* #

S GREE EEC R PSR LRI
firepower-4215 /packet-capture/session/phy-port* # set subinterfaceid
A19] QT 0] 2= st ol 4ol 5] Q1El o] 27k of e 7 Sl ehiE WA AT Sl Qe o] 2
ahitoll thaf A ak 9 71 & A & 4= 2l Ut EtherChannel ol 3 319 Q1E] 3] o] 2= A 9 5] 4]
SHErUITh A9 SIE Hlo] 20 ol ol Sl 45 48] SlE Aol ohe] el el ol 2 &
shbe HE e 5 glon B v AE e S gyt
o A

firepower-4215 /packet-capture/session/phy-port* # set subinterface 100
firepower-4215 /packet-capture/session/phy-port* #

¢) THIY =2 F9- AH oY 2|2 o] 55 A A F YT
firepower-4215 /packet-capture/session/phy-port* # set app-identifier instance_name
of A

firepower-4215 /packet-capture/session/phy-port* # set app-identifier asa-instancel
firepower-4215 /packet-capture/session/phy-port* #

d) (A8 ARl 291X ol A mac-filter 2F Al € 2] 215 74 2 517] 9130, mac-filter 2F Al & =] 74 F 1o}
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firepower-4215 /packet-capture/session/phy-port* # set drop {mac-filter | disable}
« disable- 2=9] 2] ol A AHAl 3| 7] o] 4 A & w2 st 739

» mac-filter - 2~9] X] o]l ] mac-filter 2+ A 74 2

A macfilter 5412 A1 F 2 A A W Fol] e A vt x| A= 7] AL 3 v 2] 5t
o] AFY
e) (AE AMR) Hak= EE A8

firepower-4215 /packet-capture/session/phy-port* # set  {source-filter} filtername

a1 FEA HEE A A5t set sourcefilter """ S A&t}
f) 9o GAE FQ g vhF vkESle] Yok BE X EE FUHE YUY

o 17 A Aol EFelof & ofZel o] s LEE A AT}
o LEANA AAT 5 oM, FAF 7 BA AH Fo| B4 LS | Fe Aol H £E E
Sl A AA 2 4 gl Tk Al el e 7} el dia) Mxe] 3 A o] AAH T

EE
iEE

f =
g I 71 TR A A A ol A ofgeol ¥ P ol A create th4l deletes AH&-3

g},
a) ofZgAelH XEE X3¢}

firepower-4215 /packet-capture/session* # create app_port module slot link_name interface name

app_name
Syntax Description module_slot of ZE|AojMo] A Hot B &
link_name SIEH o] A5 23t AFE-AF AT o] &(9l: linkl, inside_portl ).

interface name

A& A ok s o) =

2 NE H| o] (4
Ethernet1/1, Ethernet2/2)

app_name g A o 2] Ao A - asa
b) (=AM Aehs LE S A8

firepower-4215 /packet-capture/session/phy-port* # set {source-filter} filtername

Syntax Description

A 7

filtername S AR AP R

9] = 'create filter' 7§ & o] L E] o]

il

ka1

ZE| A FEE A A3 set sourcefilter """ S AR T}

<)
R ARSI

firepower-4215 /packet-capture/session* # enable

RE AF A s
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Az 2 AR AR Aoz B SE UL ARG §AH o shwl 4
Bl wf i 71 A A o] st YT T Al o] o] ] 2 A wf Al S S ste 9
7H AR o] AAE B shatelm -4 o] v] 24 5E 52 o}
A 8 A 2E Ao E-RAAS AT
firepower-4215 /packet-capture/session* # commit-buffer
N2 AA A B 5 A 2 wlol A A2 A E A A5 T A4 6K PCAP 5212
st WA A S TA &) oF i Th

I
O
Mo
fl
Iy

of

firepower-4215 # scope packet-capture

firepower-4215 /packet-capture # create session asalinside
firepower-4215 /packet-capture* # create filter interfacelvlanlO00
firepower—-4215 /packet-capture/filter* # set ivlan 100

firepower-4215 /packet-capture/filter* # set srcIP 6.6.6.6
firepower-4215 /packet-capture/filter* # set destIP 10.10.10.10
firepower—-4215 /packet-capture/filter* # exit

firepower-4215 /packet-capture/session* # create phy-port Ethernetl/1
firepower-4215 /packet-capture/session/phy-port* # set drop mac-filter
firepower-4215 /packet-capture/session/phy-port* # set src-filter interfacelvlanlO00
firepower-4215 /packet-capture/session/phy-port* # exit

firepower-4215 /packet-capture/session* # enable

firepower-4215 /packet-capture/session* # commit-buffer

firepower-4215 /packet-capture/session #

o AR g B | R e

A4 Ak QA e A 7 AA A
F gy,

et

mlo

APABA Y, BE A A A S A A

il

L 2AIA

A A A RER ol
firepower-4215 # scope packet-capture
WA 2 54 SR A AR AL sh el
firepower-4215 /packet-capture # delete session session_name
B3 E W24 SR A A Al e
firepower-4215/packet-capture # delete-all-sessions

A4 A 2=E o ERAAS AT
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firepower-4215 /packet-capture* # commit-buffer

o

firepower-4215 # scope packet-capture

firepower-4215 packet-capture # delete session asalinside
firepower-4215 packet-capture* # commit-buffer
firepower-4215 packet-capture #
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