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c5.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 10K/10K

c4.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
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ASA 71 3158 Zebs-= et 5w (Aare) [

Instance BYOL ¢l E}O] EHE =] ¢* PAYG**
X A5, 100M | B AlS,16 | BT 45,26 | R A1S, 106

c4.xlarge 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c4.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10,000/10,000/10G | 750/1000
c3.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c3.xlarge 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c3.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G | 750/1000
m4.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
m4.xlarge | 50/500/100M 250/500/1G 250/500/2G 250/500/10G 10K/10K
m4.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G | 10,000/10,000
*Secure Client QNEFO] EHE/Q ~E1 AT A A/TLS ZEA] A A/EE A 37,
**Secure Client A4 / TLS 5 A] A, &5 A 3H7] = PAYG B =25 AFE3HA] ¢k t)

A (PAYG) 2=

O ol &= s v 2 & 7|k 2 3= A HE A FH(PAYG) . =9] Z} A 5ol o] 8t Smart Licensing
qlEfe] EHET} 8 oFx o dF Ut

3& 6: AWSOI| 4] ©] ASA 7} - PAYGS 913 2=ntE gho]d & 214

RAM(GB) NP G BE QlElo] EHE
2GB ~ 8GB 7] 1t ¥+ A%, 1G
8GB~16GB 1| 3t ¥ A5, 2G
16GB~64GB xa AS, 10G
g Z9-= <l Elo] &7 E(Azure)
A QP E = BE ASA 7H vCPU/H 2] FA ol A BLE ASA 7H gfol A AE ALgsk = qlom g o}
W3 Azure 1 2=E 2 F- A ASA 7HES F5 S 4 AF5 YU Secure Client 3 TLS Proxy 2] Al A
A g2 A A H ASA 7S EHE AdEle] EHE AT wet 24 H L, S Al & E8) A8HY
=

O3 3ol = Azure Q1 2B 2~ £-3 & 9 gk dlEfo] EHE Al Fol mh& Al A Al gho] §.okx o JlFU
A5 = A28’ 229 Azure VM Z} (VCPU 2w a])ol o g+ AF A g+ U] 8- "Microsoft Azure Cloud
Feh-Eol M o ASA 7 T Q.

2L
F‘%

ﬂJ
011
ol
>
>,
3
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| IEEEE LR

%

Fa PAYG(ZFHwAl) REE EA| Azure] ASA 7ol A A=A k5

ghol i 7)1 A7t

HN

X 7: Azure2] ASA 71 - QlELO| EH E 7]

Instance BYOL ¢lE}O] EHE X ¢I*

EFAS100M | 27 AT, 16 | B A5, 26 |3 A5, 106 | 325 AT, 206
D1, D1 v2DS1, |50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500/20G
DSI v2
D2,D2 v2, 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500/20G
DS2, DS2 v2
D3,D3 v2, 50/500/100M 250/500/1G 750/1000/2G 750/1000/10G | 750/1000/20G
DS3, DS3 v2
D4, D4 v2, 50/500/100M 250/500/1G 750/1000/2G 10,000/10,000/10G | 10K/10K/20G
DS4, DS4 v2
D5, D5 v2, 50/500/100M 250/500/1G 750/1000/2G 10,000/10,000/10G | 10K/20K/20G
DS5, DS5 v2
D2 v3 50/500/100M 250/500/1G 750/1000/2G 750/1000/10G | 750/1000/20G
D4 v3 50/500/100M 250/500/1G 750/1000/2G 10,000/10,000/10G | 10K/10K/20G
D8 v3 50/500/100M 250/500/1G 750/1000/2G 10,000/10,000/10G | 10K/10K/20G
F4, F4s 50/500/100M 250/500/1G 750/1000/2G 750/1000/10G | 750/1000/20G
F8, F8s 50/500/100M 250/500/1G 750/1000/2G 10,000/10,000/10G | 10K/20K/20G
F16, F16s 50/500/100M 250/500/1G 750/1000/2G 10,000/10,000/10G | 10K/20K/20G
*Secure Client A EFO] EHE/QN A AT A A/TLS ZEA] AA/EE A 3H7)

A3 A AL

ASA 71 #shd 7]55 2 ASA st= o] Wske o w) g AR v o5 2 22 %] 3] W A S AFE)o]
A&
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ASA 7P (2 E qletelsr el vak 43 2 A g [

ASA 7} (B= lEto| EH E )] thak #| 3] 3 A gh AL}

Smart Licensing <] 3

« A5 = HY vCPU 5 871G Ut A D5 = Ao v 2 2]+ 64GB RAMY YTt =& ASA 7}
A gho] M A= A Y E = ASA 7HY vCPU/M ] A A o A AFR-E 5= 9l 5 T

of thgk Al Al gk VM = EL2] o] &

i)
o,
%,
[
3
rlo
N
i, ofr
WE,
k)
o
s
N
i
13
B
&2
rlo
e
P
alié
N
olf

» Secure Client & TLS A 2] Al A A 3+-2 ASA 714 S E AdlEfo] EHE o & A4 FH Y},
A A e 1 o] ASA 71 Bl -3 (ASAV5/10/30/50/100)2F A =] X g5 T},

« A A g = H A4 v B 8T AFEo] JFUTH VM W EE] 7 H A QG AP R T s oW A
A A e 5] Gl A A YDE = HY 5 oz AT

e 7| E AEP)EHE = HAH A ZEFUth QlElo] EME SKU 2 %A o] 5ol 2l W&
(ASAV5/10/30/50/100)7} A< &g Ut}

Qe EHEE £ A7 5 Fa A A2l AgFych

e 0 FE ZRAAE WAEA GHU

&

Sl
[

U2~ ~E XA

ASA 7HE 71 B2 o 2 FH 1 8GBY] 7 T A E A
2 9HUTH VM 2l A2E T 20| 493w o] AR

il

AUt 23 72 8GB oo 2 5
= t

HAUAE 2 & 23
G AYAE RE ARt APt T 3 REe A A ¥ A gFUTh

ol 22 759 A5, 7] el s g dhol d s el EHETE A=A FRIF YT d & &
3 25 2Gbps dlEFo] S EZF QlofoF itk

(&

TE ASATMEE 0 A7 S v W 3L’ =AM = 2 ASA Tl dlol B QlE Hl o]~

A A% A k= ASA 7] 5

ASA 7HdE T3 ASA 7] 52 A YA 5y

CUF AYsE RE
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B ceagosn

1m
=
<
>
2
o,
>~
>
of
o

e

29/24 ol 23

* EtherChannel

« AnyConnect Premium 2} 4l 2~ & -

A1 x710 NICE 1.9.5i40en 3~ E =glo] W o} &35 %] 1t} o] A &
ol W H & AR&3l oF Pt} (VMwareRt 3l )

rlr
B
o
I
ki)

1GB <l El o] EHE o o gt %] %] & A gk A}&)

4% A3

£ 97 o] 2] ¢1000 1€} 0] 227} 4 F1 1GB F A F A A u L8 )& el ekabd Tluike] 27} o
A 2eE Qv gu Zael olofol B45he Aeieba Qe ol 2 58 87 o)ah 2 &
o] 440, B o] 0] e = TAE ThE 7150 Aglol B e vmele] ol wheh o)

=v), gu o 42 5 g

10GB <l Efo] S Eof] th 3t 2] 3 5L Al &k ALY

g5 A3
« A EE 10GbpsE A DT}
« ASA 7P A5 NS Yo e WS (P E o
* Numa ==
« o] RX )71
* SR-IOV Z 21 A
« A G 8- VMware©] ASA 7Hdol tgk A5 24,37 9|01 4] L KVMe] ASA 7H]

3t As 24, 58 Hl o] A& st A L

cAA A D s}aqquPUL 45 5} Zlo] £HYUTHESXi 211 e o] 4 o] A% 3, 37
8

o)A & KVM 73] 1o A o] A5 7, 58 H o] A & 23 A L.
*+ ¢1000 2! i40e-vf Q1 E{ o] ~7} Z3te A B T 9] aﬂokO i40e-vf A EJH o] =~ TS st 4=
AU F R Zg Y o ko] A3 751000 2 id0e-vf =}o]| ¥ S AFE-5FE= QB Hlo] ~

TEE EFEA A 2.

A A

LR REE A Y54 g
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I RERENELEERREE TN |

« ASA 7}32 x710 NICE 1.9.5 i40en 5.2~ E =&}o| ¥ o} 315 %] er51 ) o] A &
ol B AS A&l ofF T} (VMware W 31 %)

* Hyper-Voll A = A 1 ¥ 4] g5t

uls
Y

A =2t

20GB <l Elo] S Eof| thak 23 5L A gk AL

« oY RX 714
« SR-IOV Z ZH] A Y

o A 3F ) 8-S VMware 2] ASA 7HAoll thak As 24, 37 do] A @ KVME] ASA 7H4ol)
3k A5 24, 58 H o] X & Harsl Al L.

C AR A e G S CPU LA S sHs Aol F4UTh ESXi B el 4] A 34,37
so] 4 5 KVM 3] 12l o] 9] 4% 4k, 58 W 0] X & Az et AL

AT AL

* ASA 7H32 x710 NICE- 1.9.5 i40en £~ E =2fo|H 9 S35 ] gk5 Ut} o] d =
ol W S AF-E-3 oF Tt} (VMwareRt 3l )

R REE A A8 gy

o

A =2t

Ir

» AWS(Amazon Web Services) 2 Hyper-Vol| Al = #| 9 =] %] ¢F5 Ut}

ASA 71 1B o] 2= 51 71 NIC

7H3 et ZAE] ALESQ ASA 7ol A= 7] =2l SREF U ES A IE d o] 25 AR Y
Uk 2} ASA 713 ?1E H o] 2= 7Hd NIC(VNIC)ell -8 Yt

* ASA 7} Qe o] ~

2 ¥ = vNIC

ASA 7} Q1 E] H o] 2~

ASA 7Hg ol th 3k & 71 7H] E o] Bl SlE o] 27k 3w o gl
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=]+ vNIC

« 2] 0/0

AWS % Azure2] 7 -9- Management 0/0¢] E 2|3

& Agshs ey
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R RS

» GigabitEthernet 0/0°1 4 0/87}#] 33}, GigabitEthernet 0/8-2 ASA 7FA-E ol 2] o] dRFE o
275 A ol 24 FA AHEFE YT

%

el
Kl

ZAgt g o] mlo] 1 o] S TF
H ol A ARR-SE 4= Q= A 22 1

2:3}317] 9138, VMXNET3 Z=2}o]
10

GigabitEthernet ¢ & 7] o] Z~of =

GigabitEthernet®] 2}+= | o]%o] A AU v A S o] A
Al AE o] 2 & ol = A S FH YT

ASA 7Hiol A & E1000 Egto] W &
GigabitEthernet 1 E] 3] o] 2=

1Gbps ¥ A= AM-&-3l+=
£ A3y} VMware=
“etol ] AL HASHA] EH U

] o]} E1000

* Hyper-V+

YT}, GigabitEthernet 0/65 7ol Y 2 ¥ = A}

A Y = = vNIC

ASA 7}oll A= T8 wWNICE A YUt 5
gl e AL Xl EcaRi=

3 8: A A= = vNie

A3t ASA 7}l A 1000 2

ol 8719] Q1| o] 22 & 2] ¥ gt} Management 0/0 3 GigabitEthernet 0/0 ~ 0/6%

I~ 2~
|8 5 9F

.

U ymxnet3 &2 vWICE =

Hypervisor %]

vNIC £+ VMWare KVM ASA7FE Wl H | AL

vmxnet3 o oll & 9.9(2) o] VMware 7] %k
vmxnet3 S AH8-& 7 9- LRO(Large
Receive Offload) S H| &4 3}5} ]
TCP s AstE WA sl oF gt
VMware % VMXNET3¢] th 3] LRO
Hl /g st 11 Flo] A o] &5 #x
SHH A S

1000 o o 9.2(1) °] 4 VMwaredl| A= #3314 e85 Ut

virtio ol 8 o 9.3(2.200) ©]4}  |KVM 7]¥-3k

ixgbe-vf of o] 9.8(1) °] % AWS 71 3k SR-IOV A & ¢t
ESXi ¥ KVM.

i40e-vf ol & o 9.10(1) 14 SR-IOV | 95 $18 KVM.
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Aas=wic ]

VMware % VMXNET3¢l| o 3l LRO 1] €d s}

LRO(Large Receive Offload)= CPU S H I =5 =
21 =)

G E WEY D QA ek el FS
el a LT Bl SEHA ofe a2

2 d 2oz QA e WEYY see
& o Qs uiel, Helshor k= 7 57k FolFU T el LROE W E L »
19l

E
To] YA o)A il BT S A "B AEE = TCP A% AL f2E 5

r_N_ Ll

o %
Al
t}.

| o

FL VMwarel 7| ¥4 02 LROE B4 3hako] 1A A2 FL STk mhebA] of EeFe| M
ASA 7P 3ol T8 LROS W] 24 3kl oF g,

ASA 7HE P00 LROS o2 WAL SR 21 1o ol 22 3] Al el
o A4 T,

1. vSphere Web Client 1l E 2] o] A ASA 7} M 4215 2k5 U T}
1. 7P vAS god dolE AE, Z9, 8 AH, g4s E X 5 AES Augy,

2. Related Objects(34# 7} A)) #1823} 4L Virtual Machines(7Hy W A& &8 gt}

£33l Edit Settings(2 4 4)E A ey}

4. Advanced(2li)E YT

5. Conﬁguratlon Parameters(Z1 3 Z2g o] A ull 7] | =) o} &l ol A Edit Configuration(Z13] 2 o] A A
A)HES 2T}

6. Add Parameter ("] 71 ¥ F=7HE 28331 LRO Wi 7| H5=<] o] &3} gk
* Net.VmxnetSwLROSL | 0

(

o

o

.

I

* Net.Vmxnet3SwLRO | 0
* Net.Vmxnet3HwWLRO | 0
* Net.Vmxnet2SwLRO | 0

* Net.Vmxnet2ZHwWLRO | 0

4

B3 (A€ AL LRO WA} Tk @S AAbela e e] whel WA 4 A o u s
7} 10]% LROZ} 24 81 1] o} 00 % LRO7} 1] 2H4 55 1 o},

7. OK(Z<eh= &g 3to] W7 ALgHS #4738} aL Configuration Parameter s 3] Z12] o] A vl 7] 11 5=7)
s g2 S5k

8. Save(4hE =8I
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B asasts 2 sraov Qe so) = m e Ay

ALA S Y82 TS VMware A9 45 323 A 2.
* VMware KB 1027511

* VMware KB 2055140

ASA 714 2 SR-I0V Q1B Hj o]~ X 21| A

SR-IOV(HY FE 1/0 7143hH E A8 b fsh A/RE &9 AAE APsl= o8 VMo| 32E
A Yol @ PCle MEY T AHEHE 7 5 U t}. SR-IOVE A& yMo] Y EY
e A e == o HE 2 47 Blo e B ol 58 & 90.v], ol u] sfol i shol 4 5315}

mﬁ
L Mo

o] EYA A &S o]l AH CPU - S 51U th 41 x86 AW 2 A= Intel VT-d 7]
3} 2e FA ) Abgro] 235 o] SR-IOVel A & ek A A vl me] A5 2 7 e 24 S &0l 8t
Al

SR-IOV A2 5 5 714 tluto] = & & Ao gt

)- 222 0% A NICS! PFi= SR-I0V 755 ¥ 938h= 2 PCle HHFo] 9]
Cle tvfol 22 4, 2] 5 gy &< PR 71 71°6(VF) A el thad
wHe R TS AT o s

VE(7H 71 o) VNICS} whH7FA] 2, VE= Hl o] B o] 5ol & g sty ol Al
RS R }AP PCle T]uto] 2= iUtk VFE 25 ¥ & l% A1k PFo| A 34 = o]
gy VMOﬂ atut o] el VEE #de 4= sy

SR-IOV+= PCI 3258 7NEstar e st7] 98l A H ¥ YA %221 PCI SIG(Peripheral Component
Interconnect Special Interconnect Group)oll 4] 74 &] s} 2] #2] &t} SR-IOVe] 3k A $+ &
& PCI-SIG SR-IOV §14: SR-IOV 7% 271 & FHalsh4d Al 2.

H
ASA 7Ho A SRIOV QVE| o] 8 n] A shel A A% £ AR 57, = elo] 2 Py,
o e 3, o WE 4 52 A oF Fv.

SR-10V 1 & #| o] Z~of T 3k X[ 3] B A gk A&
ASA 71 5ol AR E = A Kl StEdlo] = A7) D ARE 2 AL ufel ek 4= lG T
ASA 7}l EH%F gho] 7, 1 o] A el A = thF gk ASA 7}*& EAEC gk o] d = 24 o
AFe T4 24 22 Aue] ool el A gtk = SRAOV 7HE 715 5 A2
227 g3},
T2E 59 AA L sto] ol A A
SR-IOV Al 2 VF =gto] &= th&oll AFE-E 5= 5 YT
* Linux 2.6.30 7| & o] 4
SR-IOV 18 #H| o] 25 o] &3} ASA 7Fd2 A Al o aho] s ulo] Aol A Al gy}
* VMware vSphere/ESXi
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SR-IOV <lEj o] 2ol v et 41 2 A A1 [

« QEMU/KVM

* AWS

st=dlo] ZEE A1

\)

. X[V E 7S 2P ES A = 9l ol AW 282 x86 CPU t]HFo] 0] ASA 7HS

a0 gk,
o] 4 Mol 4] = SRIOV Q1B sl o] 2= &l = 9o] 4| o 8] B ghich ol el @ A0 & 27 A
o] kel Aol A w, A S FEA iz =0l E AL 715 EAZE ASAL Al

AshE = A5UTh
SR-IOVE A&} SR-I0V A ¢ PCle ol B & 225k A 7} B @ 3y}, vh5 sl=9lo] a1 A}
-5 dpetsfof gyt

« Ab& 715§ VF 7, HlE] 9 tjufo] 2 3k 2fo] & 33 SR-IOV NIC 715

Iy
o

PCle &% °] SR-IOVE A H3tA &= &5

f

« &L

* SR-IOV A ¢ PCle &5l th3t 7] 5 0] & = AHFH T

4

e

A AJ2=® 9] SR-IOV A o F= Al G A o] AEA S A L.

L VT-d A9 A, T BLE 2 CPUS) 75, 7HE 8 A 9 IOMMU 4] 91 31 o] o] 4ol A A u
2 3 5 QFUTh VT-ds SRIOV A 225 ¢] B4 BIOS A4 AUt

* VMware 2] -~ &24Q1 914 7Fo] =oll A SR-IOV A& A4 e 5= 9l s u .

« KVM 2] 7d9-ol = CPU 234 S 8l sl 4= Q)5 Ut KVM 2] ASA 71l A = x86 St =g o 7t
R R =

N

ZF3L Ciscooll A= ASA 7145 UCS C-Series & A B Z o] &3] H| A~E 3]
YT}, Cisco UCS-B A H = ixgbe-vf vNICE A 3}#] k<5t

)%

2] 1 =] = SR-I0V-E- NIC
e Intel ] Yl U E Y I o] HE X710
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ASA 7132 x710 NICE- 1.9.5 i40en S~ E E o] W 9} 531w 4] ¢
wH T o)A B Al =efoln] vl S AbE-eloF T (VMware
b))

« Intel o] Yl A1 o] R X520 - DA2

CPU

* x86_64 "HE] 5o CPU
Intel M T] B2 2] o] 7H(A)

FI ASA 7H3E() Intel B2 =4 CPU(ES-2699-v4) 2.3GHzol A] H 2=
= 45dsyd
. i01

o
K
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= 7o) #HFYThESXi 1 9] e o] A o] 4
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|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart
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feature tier standard
throughput level 2G

o A|:

ASA Version 9.8.1

!

console serial

interface management 0/0
management-only

nameif management

security-level 0

ip address 192.168.0.230 255.255.255.0
!

interface GigabitEthernet0/0

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0
!

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 10.10.20.10 255.255.255.0
!

route management 0.0.0.0 0.0.0.0 192.168.0.254

!
username cisco password ciscol23 privilege 15
!

aaa authentication ssh console LOCAL

ssh 0.0.0.0 0.0.0.0 management

ssh timeout 60

ssh version 2

!

http 0.0.0.0 0.0.0.0 management
!

logging enable

logging timestamp

logging buffer-size 99999
logging buffered debugging
logging trap debugging

!

dns domain-lookup management
DNS server-group DefaultDNS
name-server 64.102.6.247

!

license smart

feature tier standard
throughput level 10G

!

crypto key generate rsa modulus 2048

(A8 AL TR E gl o A ID E2-S HALS)E

ID E&-& ASA 7142 Smart Licensing A ¥ ol =}

g~ E 39S [SO 9 2 A gkale] 714k CD-ROM

ol All:

VMware S AH8-3t] ASA 7Hd 7% |

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken

I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0
Total rockridge attributes bytes: 252
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VMware vSphere Web Client = 1831} ASA 714 7% ||}

Total directory bytes: 0
Path table size (byptes): 10
Max brk space used 0

176 extents written (0 MB)
stack@Quser-ubuntu:-/KvmAsa$

@A 7 day0.isoE 913l Linux2] A} SHA1 gt& A4y o}
ol All:

openssl dgst -shal day0.iso
SHAI (day0.1iso)= ebbee36elebla2bl09311c59e2flec9f731lecbb66 day0O.iso

A 8 2 O A 2] 9] asav-vimf 3L ol A A ZA41S Y37 day0.iso SHAL 3hS A= A gho =2 A g},
o A:

SHAL (asav-vi.ovf)= de0f1878b8f1260e379e£853db4e790c8e92f2b2
SHAL (diskO.vmdk)= 898b26891cc68fal0c94ebd91532£c450da4d18b02
SHA1 (boot.vmdk)= 6b0000ddebfc38ccc99%ac2d4dsdbfb8abfb3doc4
SHAL (day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecbb6

S0 ZIP 9] §HES F T E| 2ol day0iso S HAFFIEE. 718 (9] Q) day0iso & Hol & ATk
of eel el el 4 55 VMol 91 45 A2 44 dayl.isoth 9] 2w a0l o] A gg ek,

VMware vSphere Web Client= A}-8-51o] ASA 7} =

o] A9 o] A = VMware vSphere Web ClientE AF-8-319] ASA 7H3E 53 W ol tis] AWy
t}. Web Clientl = VCenter7} 2.} vCenter7} §1THH VMware vSphere -5 H 3 :LE]-O] AE "
Day 0 71 3] 18 0] A S AF-&-8Fo] ASA 7Hit -5 5 OVF 53 Day 0 A 3] 19 o] A S A}-8-8Fo] ASA
TS BZBAIAS

* vSphere Web Clientol] | 2=35lo] Sefo]AE &3 Z 121 A ], 27 Ho] A

* VMware vSphere Web ClientE A}F-8-3Fo] ASA 7Hd 5, 27 | o] A

vSphere Web Cliento]] &) 4| ~35}o] S2fo]AE T3 S22l A X

il g g v 5k ASA 71 2ol o

o] A1 d ol A = vSphere Web Clientol] o 4] 2~3}= 1 o]l g
W
h=}

[e]
Al 2~ah= o 8 gk Sefo|AE 3 F2 191S At ol disiA = Aok U Web
Client 7] 5 (&2 2191 3 ¥)-2 Macintoshol| A X 5] 2] kH Ut 23] S2o] A E 2| 9 A X = VMware
%/\}o] EZ z]—z o}N }\]

A1 B 2§ ol 4] VMware vSphere Web ClientE 4 3§ g1 o},
https://vCenter_server:port/vsphere-client/

7| EA 07 L E 944391t}

A2 (3 HRE A ) ASA THE ZEol QA AT F AES SEteJIE T 9 29S AA T

Cisco Secure Firewall ASA Virtual A] 2} 7}0] =, 9.18 .



B vMware vSphere Web Client= 21 &-51o] ASA 74 %

VMware S AH8-3t] ASA 7Hd 7% |

1. =191 3} ol A Download the Client Integration Plug-in(Zeto] A E 53 2819 &2 5)S S48
290 e 2 =/

(e
i

2. BEAS B A 22O AREete] S8 adls ARy

3. Z9{2elo] AX ¥ a1 Y vSphere Web Clientdl] thA] 1A 37U T}

A 3 AFEAF o] E MU T E ] Slal Login(E2191)S 28314 U, Use Windows session authentication(Windows

Al Q15 ARE) gQl e (Windowsell 7F 3 )& A & g o

VMware vSphere Web Client= A1-8-351o] ASA 714 1=

A1

A 2
oA 3
oA 4

A 5
A 6

ASA 71&-S 531 W VMware vSphere Web Client(®= = vSphere = 2}0] 91 E)2} OVF(open virtualization
format) 3 2] o] B &2 9} S AF8-3 4t} vSphere Web Client®l] 4] Deploy OVF Template(OVF &l =3
T5) "PHANE AFE-3Fe] ASA 7HE & Cisco I 71 A& 58 = AF U T o] npiAbo A= ASA 7}
A} OVF 3t o] 925 4138131, ASA 7S A3 71 wAl & e, 71 A& A X o

i ALS] A = gl VMware 35 T4 9 Y T} Deploy OVF Template(OVF B3 -5 o gt
AFA| 8 ]88 VMware vSphere Web Client 2 2}Q] =222 FZ340 A L.
Al ZFeE7] 2 ol

ASA 7V&E 7-53E7] Aol vSpherell A skt o] o] Wl E9] A (#e] 8)E TS oF Stk

Cisco.com©| Al ASA 7} ZIP 9} St} 2 =35l pColl A&t}
http://www.cisco.com/go/asa-software

o Cisco.com & 7181 2 Cisco A H] 2~ Al 2ko] L Q sk},

vSphere Web Client Navigator (54 7]) ol A vCenter & S8 %
Hostsand Cluster(& 2~ E ¥ 2812 E)E &34

ASA 7P E FE3) dloE AE], FH A B SAES 9 92X B E o 2 22353 Deploy OVF
Template(OVF §1Z3 %)< A8 gyt

Deploy OVF Template(OVF ¥l 3 ) v A7} YERE U T

AL 3HH o] A Al E wE U T

Setup networks(H] = 9] 1 417) shel ol A AF&-5-E] = 7} ASA 7P QBT o] o) W] E 9] 22 v g o)

k9
o

HIES A= AR o] ofd = Qs th HIEAAE 37] ool A5 ol 24 4 s} datel M vl =)
AEWAT 5 UFUL 7F T ASA TP ISR AE vhe-A 0 22 B E O R 32 5}al Edit Settings(H 7
4)E Al eshd Edit Settings(d 4 =7) th s} kol A2 5= QlF U TR ek ASA 7HE /I F o] 2 D=
o] shell EA A FF UM EA L o] HH IDRF FA1H). HIES] = o ] ID 8 F8k= ASA 71 Q1 9]

o] D U 5 FEHA L.

. Cisco Secure Firewall ASA Virtual »] 2} 7}0] =, 9,18
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A7

oA 8

VMware vSphere Web Client = A1 5] AsA 7+ 7% [}

U ES] A o] HE] ID ASA 7} 21 EjH o] 2~ ID
HEY AT oJHE 1 Management 0/0
YE9 T o] E 2 GigabitEthernet 0/0
HE QT o tiE] 3 GigabitEthernet 0/1
YE T o] E 4 GigabitEthernet 0/2
HEQ T oslE 5 GigabitEthernet 0/3
HEYT oHE 6 GigabitEthernet 0/4
HEQ T ojiE 7 GigabitEthernet 0/5
HEL T o] HE] 8 GigabitEthernet 0/6
HES T osiE 9 GigabitEthernet 0/7
HELY T o HE 10 GigabitEthernet 0/8

TE ASA 71 Qe o] 25 AFg-ak F @ = 1] 7 vSphere Web Clientoll 4= EE S1E] o] 2o Y EY A Z 8
Fallof gk Qe T o] 225 v she e 2 T W ASA 7HS g e o] A Ulell Al s 1E] H| o] 2~ A

A st el 2 2o = T HU T ASA 7S 7153 - A B4 © & vSphere Web Client & & 17} Edit Settings("q
g ) tsh A el A 71 I Hl o] 25 A e 4= 9l F Y vk A @ -8 vSphere Web Client 2} =52

S gEaAe

al

)

=

| 9 W/HA 52 7 GigabitEthernet 0/8°] ¥ U QW A o] 2~ 2 AFH A A H )

U E S Aol A AE| Ul A 20l HTTP = A S AF8-34= 7-$- Smart Call Home Settings(Smart Call Home 4 %))
g Aol A ~utE gho] Al E 9%k JEN FaE Ao Futh YukA O & o] 3% Al = Smart Call Homeol| &=
AR-&-g Ut}

L @ W/HA 75 2] 7 $- Customize template( 5 =3 AFHE-A| 4 2]) shH ol A T} AE ).
7] FE IP FAE A H T
QlE Ho] 22 TAE A9 Edak UE YT A NE| B IpFA D 2elulo] [P FAS A A of Tt} 7]

[¢)
£ ol s ol ) Lol A ol £ A5 A4 A B U4 7] el 1P F20hMAC
& 1shn 2e®) s A%k oAl o7) Aesk 8§54 = 0] 1P 4% MAC F28 <)
1 o] ol A MACIP 4 5 34} 4517 8.0 ] =512 o] oA 2 ARP
W%e) WA EE A7 297 S o,

HA Connection Settings(HA 172 A 74) A Ald e 2 AAHS FAFY
o]

Aol 22 4] FR 270 M ol 24 P FA ALK 0w

A skl 74 13le 2 dHE
13ttt GigabitEthernet 0/8¢] o d 2. ¥ & Er’_i AFA ARG G0 84 2 7] [P FAS ey

EfAd = FAas dEgdynh

Cisco Secure Firewall ASA Virtual A] 2} 7}0] =, 9.18 .



VMware S AH8-3t] ASA 7Hd 7% |
. VMware vSphere Web ClientS- A1-8-3} o] ASA 7} -3

GA19  vHALE €5 8)al Y vSphere Web Clientol] /] VM-S A 2] &1 T} Recent Tasks(# o+ 2t91) <] Global
3} 2=
=2 T

Information( Al 2 1) & & o] A "Initialize OVF deployment"(OVF % % 7] 3}) 4] = &hel AHEHTH
= [] Recent Tasks . |
| Al | Running Failed j
Initialize OVF deployment :
@ DE-Testing
)

!

79

2 o] ¢+ %™ Deploy OVF Template(OVF ¥l =2 +5) &8 A e 7} A H Ut}

|~ [£] Recent Tasks

| Al | Rumning  Failed {
IV De;ljll:ﬂ_f OVF template '
ch -asavl .
¥ |nitialize OVF deployment
@ DE-Testing

My Tasks - Mare Tasks,

I8 v dHlEL] o) A4 dlolE AlE ool ASA 7HE WAl IA-A7F FAIH Y

37280

. Cisco Secure Firewall ASA Virtual »] 2} 7}0] =, 9,18
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VMware vSphere Web Client= 48 5] AsA 714 % ]

vmware® vSphere Web Client #& @

| G memeasav3 | Adions ~

| Getting Started | summary Monitor  Manage
B

What is a Virtual Machine?

Avirtual machine is a software computer that
asave like a physical compufer, runs an operating
system and applicaions. An operating

azav system installed on a virlual machine is
called a guest aperating system

Because everyvirual maching is an isclated
computing environment, you can use virual
machines as deskiop or workstation
endronments, as lesting environments. or io
consolidate server applications.

InwvCenter Sarver, virlwal machines run on
hosts or clusters. The same host can run
many virtual machines

Basic Tasks

B Power Off the virtual machine
i Suspend the virtual machine
i Edit virtual machine settings

amzs

TAI10 ASA 7Hd W AIE of 2] A a5 ¢k-2 7d-9- Power on thevirtual machine(71d A1 A A7) S S84}

ASA7HE7F R 2 HHW}X] 715 7E ASDM B = &0l A2 Ut ASA 7Hd= A5 A2 o] OVF Sl &
53l Zﬂ*ﬂ ﬂH7H N8 ¢lo] ASA 71 Al &8 Ryl g ol doll =7kt 11 vk 7hs R A wfj7kA] A

TOoR FHSUAA ZL"’“/]E‘r ole] gt o] T F ¥ 2 ASA VM E A& 7 FF A Foll v B Y Y v A A
== | Console(1_ %) WS S5kl ASA 7MY &l A7 T

AN o) ZAHA T3] 45 o] AAE W] B2 f3S FoAE T 0 A S BRI L.
C 1B FUSE BAG A A0S g
)R] A BATIP T2 S AAFUL F AU PEAED FHE FRL B R B

Cisco Secure Firewall ASA Virtual A] 2} 7}0] =, 9.18 .



VMware S AH8-3t] ASA 7Hd 7% |
. VMware vSphere = 3% 2 2to] A E 5l Day 0 3] 19 0] & AF8-3Ho] ASA 7MY 775

kol AT 2]
Xk
o

ASA 7}4E Cisco Licensing Authorityl] A 3% 0.2 553}l ASA 71l QJAEj Yl A 2~71 2
St 55 5 EI oA T A2 el A 58 1ol Aot A -velo] el % 4
o] 2> T;].

DA .

VMware vSphere =5 3 3 =)o A Day 0 1 3| ¢ o] 41
= AH&-5he] ASA 7}*& T

ASA 713 7531 W VMware vSphere = 2}0] 91 E Bl OVF(open virtualization format) §13% 31 3}
(vCenter 75 <2 asav-vi.ovf, H] vCenter -5 || 4] = asav-esxi.ovf) S A& 3 T} vSphere S 2F0]| A E

o A Deploy OVF Template(OVF ¥l &3 7-5) u} i A& AF-8-3Fo] ASA 71§ Cisco I 7| A & F+5 3
T AFUTE o] mRH AL A= ASA 7HY OVF 3H o] 478 41331, ASA 7Hd-& A st 714 v

A& e, 714 & A A g

R ALS] THA = O F-3E VMware 3t T4 9 U TF. Deploy OVF Template(OVF Bl &3 -55) vl AL
o tf gk &}A) 3k &2 VMware vSphere Web Client >2}9] =325 HF 34 A 2.

s ASA 7} A
0 A3 1ol & %@%HD}.

71 VMware vSphere 2 2}0] A EE 2 a5} 31 Fileg(}2l) > Deploy OVF Template(OVF Bl Z8 %)< A el o),
Deploy OVF Template(OVF & &% 5-5) vl A7} UrERE U T

A 2 asav-vi.ovf 32l Q] &S F o] r]HE B &2 o] B5lo] o] Y-S Meng),

A3 OVF B153 Al 3 A R7F EA g Yo T:‘r §} S W@k AFR A XA Day 0 A3 27 o] A 91U S A& 3}
oW Av] e o] e M Z

SA 4 = Ao g.oFo] mpx| vt A o] A H YT Finish(WH)E 93] VME 534t

G5 ASA 7HS A3l VMware 242 A U2 2HA Y8 S 7t Y

7 6 ASA 71l SSHE 48511 15t Ay ado] S dhagdunt A= Ay aeold 5 4457} Day 0 73] 12

o] d yldof mhH S 79 VMware &S Fal Q3 Ay 1ol dS SRy

o] Al ASA 71Fo] A o & zF=dh o)

. Cisco Secure Firewall ASA Virtual »] 2} 7}0] =, 9,18
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OVF %5} Day 0 15 12 o] A& A1-g-ako) asA 71 7% [

OVF =3} Day 0 74 3 18 o] A S A}-&5}1o] ASA 717 =

A1

w7 2

A3

oA 4

o] Ao A= day 0 73] 1 o] A T o] Q3 OVF 55 AH-8310] ASA 7HdS 53t WS
AT
Al &Fs7] 7l el

* OVF 55 A}-8-3}9] ASA 7]'“ S 758 7% day0.iso 3L o] H a3t} ZIP - o) Azl 1]
O% AE 7] day0.iso 9D S A2 A Y 9HE S Day 0 73] 1 o] A A8 Al FFo] A8

T 155 H . Day 0 74413101*4 Aol disli A= ASA 7HE A2 E o] ¢ °LZ 7] 2 Day 0 7
1 glold st A, 24 F o] A & FFsH A L

* OVF £ 9] Linux 5=+ Windows PColl A X & o] o) 11 A ESXi A ¢ 45 o] glojof gt}

OVF Eo] X5 o] 958 &3
o A

linuxprompt# which ovftool

Pt 75 AR emd IS A FU
of A:

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=4Core8GB \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup Mgmt" \
--net:GigabitEthernet0-1="Portgroup Inside" \
--net:GigabitEthernet0-0="Portgroup Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@10.1.2.3/

emd IS A Y3,
o) A

linuxprompt# ./launch.cmd

ASA 7Hie] AL ek 287

1:]
o
ASA 7Hgol SSHE % §-3to] 198 719 120] 82 SR FUTh 37} A5 1wl o] o] U 8T 3§ ASA
Q ps

e}
3k VMware 2£3 912 2

oAl ASA 7}do] AdH o g gt

Cisco Secure Firewall ASA Virtual A] 2} 7}0] =, 9.18 .



VMware S AH8-3t] ASA 7Hd 7% |
B oasartsos o

ASA 7} & A A~

ASDMS AL wf 7 -g-of whe} &4 & Aoll CLIE AR&-allof & 5= Ut 7124 o2 Wiy
VMware vSphere &0l N A28 = Q5 U T B HAF R 2o) YV & 96t § U2 Ve %

FUEYT A4 —i’—%% T T AFUT
« VMware vSphere <& A&

cUEAD AYE 2E XE A

F3 Day 0 7139 1 o] A 3t U S AFE-EF] ASA 7S 5 S A9, 219 Ll o] A o] 24 A
YA AHS LT3 A F® A 7HE VGA £ d2l AlEd REE AFEE 5 AE U T ASA
Mg AXE Y tE 7] 9 Day 0 AT 1 o] 3+ A3, 24 H o] A& FEFAIA L.

VMware vSphere &< A&

Z7] A 2y o)l = T4 #2429 79 VMware vSphere Web ClientS 53 A 3% 7} &£l A
CLIo| A ~gr T} Yol &Yl (Telnet) = SSHoN thafl CLI 92 M ~E A = A5

k

A #3k7] Aol

vSphere Web Client®] 73-9- ASA 7} Z&ol] AA| 2ah= ol Dk Sepo|dE S 190 A

A gk,

Al 1 VMware vSphere Web Client2] Q11 & 2] o] A ASA 7} Q1 2B A5 wp-g-2 Q%é? HE o & &8 3}al Open Console(+
% 47))S Ayl T Summary(2-9F) $1oA] Launch Console( %

9A 2 2ES S8t Entar 71 E UYL Fal AXME FoH W Ctrl+Alt 7]

2)
ASA 7V3E= A A AHE o] OVF 31 & 53 A58 v 7| H 5 o] o] ASA 71 Al 2~8l As] 1go] Aol 71

o R g bE W AW W7k A% 08 P 5 b AR th o] 8] @ o] F R YL ASA M E A TE

7 74 Sl kb g T

B el A AN WA ] AA B AEES 58 S =S A2 o] 100KbpsE AFH U el
Mt iAol S odol] Bahth Ed ehol ag AN T w7t Fko] Thg vl A A 7h v A o %

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

e ZEZEV gAE UL

ciscoasa>

. Cisco Secure Firewall ASA Virtual »] 2} 7}0] =, 9,18
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o] ZFITE = A AFEAFEXEC B =0 A5 97y oh AFEAF EXEC E =0 A | B WAL 7t
Sh=
@A 3 S A3 of A A7}
of A
ciscoasa> enable
t}& =22 E 7} ey o}
Password:
9A 4 Enter 715 2] ASTEUY. 7| B4 o2 v 5 = v o] 9l T o] 79| enable B "W H 5 E A4 S+ - Enter
715 T+2% U2 enableS 8 Ut
ZEIETZFTS I Zo] MAH YT
ciscoasa#
REH Ay 2ol d ¥Ee 59 EXEC EEof| A AFEE 4= lF U Th 8 59 EXEC R oA 73 1 o] A
REE Y88 FE Qs
E4 =2 F7seH disable exit = quit B EH S J=H U
WA 5 A AT g o] REof AA 3T
ciscoasa# configure terminal
TEIETF RO MAEY .
ciscoasa (config) #
Ao Ay 1ol oA ASA 71 A I 2o A& A2k = s Ut A Ay ool REE TRk
™ exit, quit === end B H S JH gy
o = 2~ 31
HEAI Ad & X E A
O U2 2& A8S el & AT F A UMEYA AE FES G502 A A
vSPC(Virtual Serial Port Concentrator)ol] 174 3a}o] 74 = lFU ot ZF Wi el of gk 2pA & U] 8-
VMware vSphere A A & 234 A Q. ASA 7Pl A 71 24 tiAl A8 Y ERZ 245 58S 1
ol gyt o] Axlel A= A E L E Z&8 AHE-sh= Bl tial] Ayt
SAl 1 VMware vSphereol| A W E S 2 A E X EE -4 3L TF VMware vSphere A 8 A & 32314 Al 2.
Al 2 ASA 7Holl A disk09] FE ) FE 2] "use_ttyS0"o] eh= I U S whE U Th 3t Y82 glo] = Yt o] 9]l

shele] g)7]wk shel Hu o,
disk0:/use_ttySO

+ ASDMol| A Tools(*=7) > File Management(3}< ¥2]) th3} FA}5 AL-8310] o] o] 502 Hl Bl A E S
A== AdFHH

Cisco Secure Firewall ASA Virtual A] 2} 7}0] =, 9.18 .
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W vcru e Ao ol gl e ol =

1)
e/
pd
=
o
all
o
it
gz
>,
i
-
30,
bl
i
v
2
il
il
-

* vSphere &0 Al 3t AJ2~Elo 9l &= 7] E T (]9

ohe 3t gt

ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg disk0:/use_ttySO

713 ASA 7HEE tHA] =R T
« ASDMe]| 4] Tools(X= ) > System Reload(A] 2=l ThA] 2 E)E A8

ZE A reload(THA] 2E)E o &Y

ASA 7}gell 4] vSphere &2 HUl= RS FA 5t g4l A4 2&2 ByyTh

* vSphere &

GA 4 AE XEE F718 v X4 3 vSphere E2E P 49 Y E HE & Ayl d53AL, vSPCIP T4 E X EZ €

9 Ao,

vCPU L= A 2| & gfol Al A~ Jadlol =

ASA 7Vl M= A el % ghol Al S AFE U T o] = ARS 7He @ vCPU ol & M3 YT
ASA 71l thg vCPU 75 S 2|7 o8 A ol Al A S 248l o] & 483 F VMwareol

A VM &S A 7kt A sl s WA e Fuy .

4

A1 ¥ vCPUZ} ASA 7H3 7He CPU ghol Al 2 Hi= A 2] & 2ol Al 2= 9F A A 8f of ghH th RAM

Eignl
% yCPUS 2] 21717 A 5o oF Tk, 9 1eo] S 8L the o] = & ) t}S 8 o]
wja} gho] Al A @ yCPUE ZA] 2814 A 0. o A 0] Bol x| 7} 9l 72 ASA 7FAH7} A )
2 2Esh g
A1 A el aE 23T
WAz A ol Al A STk Aol X Aol B9 5l ol Al ehol A E A gLk,

GA3 A ARG o B whe} ok S ShuE sy o

7 2 W - vSphere Web Clientol] A Z~¥in}o] ASA 712l ALY S HUT o & E0] ASA 7HdS o}
Power Off thevirtual machine(7}d M4l A9 117))& 83t AL, ASA 7S v~ L EH HE
2] 3} 31 Shut Down Guest OS(A| 2 E 0S £ 7)) A &gt}

Foll 225 AF831A] %= 79 - vSphere Web Clientol] 4] ASA 712l AY S HUT ol 5 59| ASA 71
2] %}k t}-3 Power Off thevirtual machine(7}yd W41 A9 117])2 %@1 AU, ASA 71 -~ 0 B

O =
= =2
% W Eo 2 &9 3}al Shut Down Guest OS(AI~E 0S T &)E A9 gt}

% 3l t}S Edit Virtual machine settings(Z7H M Al A A =) 2 &2 8171}, ASA 7HS vh$-~
2 88}l Edit Settings(2 A 4)S Aegy

=

oAl 4 ASA 7
LEEH

r{m o

. Cisco Secure Firewall ASA Virtual »] 2} 7}0] =, 9,18
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A 5

7 6
oA 7
w7 8
A9
w71 10

VMware<] ASA 7ol it 45 24 ]

Edit Settings(4 4 =4) W3t &A7F vebdy o

ASA 71l thgh efeo] g, 1 o] 18] CPU B Wl & e] & AR FEske] Al vCPU ol Al ol v 3 &l
e A

Virtual Hardware(7}d st =9l o]) §1¢] CPU =5t 5ol A A gh& A e g
Memory (7] = 2])ell RAMel| th g+ A k= ‘?J Syt

OK(Zeh)=E &5t

ASA 7Hge] A& %’31/]@ o] & 5o Power On the Virtual Machine(7}d W4l 29 A7NE 29
Zyol] 2] o] A S Sy}

1. 24 ol et FES 7 24 F3lollA ASDMS 2 g

2. 7] 78 A zte] SR Y] f3ldl el 225 syt

* ASDM: Monitoring(:2 U ¥ ) > Properties(£:-/d) > Failover (g °ll Z*]) > Status(’d B) S A1 & sl 1LMake
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£ &3 NICSH VM Fhell 37l Hlo]H & A&t 3] 7] o]-5oll = CPU Ato] S o] 84| &
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FH
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* NUMA - Al2~E VM| CPU ] A2~ E T NUMA(Non-Uniform Memory Access) ‘=== 2 2] 5}
A ASA 7HE s e A ¢ 5 U ARAIRE W82 NUMA A3, 59 3| o] A & 28t Al
o

a-.

* Receive Side Scaling— ASA 713 RSS(Receive Side Scaling) & A4 &Yt} RSSE U EH A 4
A EHI S o] ZEAA o2 F4bst7] 918 VIES A o] HEl ol A &-&st= 7= dH
AFA & W8+ RSS(Receive Side Scaling)E 913 th5 RX W 7] 4, 61 # o] A| & 2514 A 2.

VPN 2 58} - ASA 7H4-& L83 VPN A% 2 8348 919 37 28 ALge VPN 431, 63
ol A& et A L

=Y 2HH

B4 9.175E = KVMell 5% ASA 7P el 2Bl 2o A S| 28 H o] A AP Yt} AHA 8 | &2
ASAv-E ASA 28] ~H & HE3HAA L
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Proxmox VE©|| A ¢] ASA 714+

pul

Yt} Proxmox VE= ¢ 7]4F #g] Qe H o] 2% A& 3T}

H

Proxmox VE(Virtual Environment)«= KVM 7} MA1S ] et 4 Q& Q& A2 AW 7138t S35

N
N
ki
Jfu
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<
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o
S
o
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T

Proxmox VEo| Al ASA 73S F-5 & v = o & o]l E Alg|d L EE 7
oA d FEVF QLo ASA 7R KB LR A2 Fof] Fxo WYYt BE we] Ze

Proxmox VE ¥ 7|4t g Qe o] 25 A}-&-8Fo] =) & 4= QlFL ),

4

31 Unix & T3 Windows Powershell®l] ©] <38 115 AF&AE 9] 3), Proxmox VE= 7Hd 317 o] =
€748 845 HE F A HE S AHA |2 AT U o] BE = I H ol 2= Al s
3 ¥ ¢H4d 7]°5 ¥ UNIX w57 & sl o] A 2 o] A A8 A& A3t
ASA 7P 3ol &ut2 A '3t H VMol Alg]d tuto] 27} G- B o] glofof gt
1. 718 #e] AlE o) 95 B4 Egfo A ASA 7HE M AlS A8 gt
2. 7P Al dds Hyd.
3. Hardware(3t=9l°]) > Add(5=7}) > Network Device(W] E 9] =1 t]nfo] )2 A elsla Alg]d

£ F7H e,
4. 711 AU

5. Xterm.js= AF&3Fo] ASA 7HAF v Alo] ol A =3k o}

AZ=E/AH A Brd S A A st &4 516k 244§ B S Proxmox Serial Terminal(A] 2] & ] 7]
d) H oA & Fxs A L.
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KVMS 2185k ASA 7HE 7% |
. KVM-S A}-8-31 ASA 7} 5% A 1

KVM-& A1-&3FASA 714 -5 A X

thi Lol A = ASA 71 B KVM S AHEaHE S U ES T EZ2A S 808 5 9lryth o
ol A WA AE EZRAS /|02 Tk ASA 7 R R 9% YES A Aol e
et o g eyt M e YIEA AR H YT
1% 6 KVMS AL83ke] A ASATHY 75
10.1.1.2 108.51.100.2
g0/ g0
Linux Guest Limu: Guest Linux Guest
Inside Mgmt Outside
10.1.1.3 , m“”'}ﬁ"‘ /198.51.100.3
e } i
Inside e e
Metwork Networi Network
: | 4
- o L Lot
virbr2 virbrl b
10.1.1.10 102.168.1.10 198.51.100.10
- st .
EiE e 1015230 8

ASA 7} 2 KVMel o gk Abd 8.1

* Cisco.com©l| 4] ASA 7} qcow2 3} S T2 =3}l 0] & Linux & ~Eo] Y5t

http://www.cisco.com/go/asa-software

4

3 Cisco.com =121 ¥ Cisco A H] 2 A ko] & @ 3t}

e o] Tl Yo} A= ME 52 A9, AFEA7) Ubuntu 18.04 LTSS AR&-shthar 71g gy o,
Ubuntu 18.04 LTS &~ E 9] A¢jof U 9| 71X & A X gt}

* gemu-kvm

* libvirt-bin
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* bridge-utils
* virt-manager
* virtinst

* virsh tools

* genisoimage

TS TAE D S A o] Aol JES G ULH S AEES A KVMOl Al ASA 7
o] A Ee skt = AdFU Y dubE Qe S 2E 24 732 NFVZ) Intel = ©] 831 A
el 917l A e S FEAHAIL

Ubuntu 18.04¢] &3 & % 3}= v 23 251

* macvtap - 11735 Linux H.2] A 2, Linux B8] A] t)4] macvtapS A8 & 5= 15 Y T} Linux
B2]A] th4] macvtap= AHESHE W 54 A S A S oF Fu o

* Transparent Huge Pages - W] 28] # o] %] A7]& 2™ 18.0401 4 7] Z A o2 HA 5t}
Hyperthread B] &4 3} - F 7] 2] vCPUE v Fo] & =Yt}

* txqueuelength - 7] 3% txqueuelengthE 4000 3} 7 O = S o] a1 AA| &-& E o)

« 14 - gemu % vhost ZEA| ~E 54 CPU Fojo] A FJUTH 54 =
A& A 5ol thE g Yt

« RHEL 7)1+ vl 32 | 2 3}of] o) §F 2 A §F U] 8-> Red Hat Enterprise Linux 7 7Hg 8} 24 2 ] 4 3}
Tho| =5 xR Al L.

o ASA AT E9o] U ASA 714} sFo] Hufo] A & 84 o )&l 4] = Cisco Secure Firewall ASA & 3¢
e FxEAAIL

Day 0 73] 1ejjo]/d v} FH]

ASA 7135 A7) el Day 0 74 LS EH & 5 5 U o] 3Hd 2 ASA 7S A1 2HE )

283 ASA 7 Ay ol d o] E3hE HAE gl iyt o] 27] Ay e o] a2 AR A A
glehi= 2H4 Y 9 =2 9] “day0-config” 2k o] 9] B AE vhddol] 918k, o] 3t H % -8 A

vk E 5] 31 9} 3] = day0.iso U = 22 Utk Day 0 719 18] o] A of ol = A% #e ¢ Eiiﬂ o]

25 2AsPetaL 8 7] Q158 SSH AW E A Aok o] 23H oo & Bt ofye}, 7t
A 2y 2ol d = e ofoF g Tt

-8 &<k day0.iso L (AHE-AF 78 9] day0.iso B 7] day0.iso)= AHE S glofoF gt

. 27| :rL% F9F ASA 71 ol A AE A5 o2 A 8318 M, Cisco Smart Software Managerl] 4|
U}-& = = ¢t Smart Licensing ID(Identity) TokenS Day 0 713 Z1g o] A 3} 2} -2 t] H E 2] of] 9]
= ‘ldtoken ol o) E 9 " AE wd & /&3 Yt

I
B
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KVMS 2185k ASA 7HE 7% |

- EIEEEEDEEDNES

« 7H} VGA E£ gA
0 Au] 1y o] A Fdo & Algld A4S x3eto] A FE Al AlZ]d LEE AFS-3loF 3y

=3
« T RO A ASA 7S FEEEE A5, T RrolA A F9 &l ASA 7Y 1 o]
A 39U S Day 0 713 29 o] A upd 2 ARE-3fof gt} o] ALghe 2}9-8 WSl -8 Day 0 719

2
Zejol A ghdol= A 8H A Fsdth

4

2l sto]Huto] A o] Al gD EE A ASA 71l Al ~skal 7-d 8, Day

FaL o] o9 3= Linux & AF8-3HA ¥F Windows ] 7 -9-0l = A = 2Bl 7F sl T

A1 “day0 config’ 2= Bl 2~ E 1} o] ASA 7ol ek CLI A3 Z1e o] & & g th 371 2] Qe o] 2o vt <l

Ej o] & v o] d B k= Ve e Ay ol d s Frh Yt

2 ASAv | 0.2 Al &gl of Y T}, day0-confige= fr &3 ASA 713 Z1¢ o] A
” o}* 7HE 8 WS 7S ASA B ASA THAl A Ad Sl e ol d T i
t}. day0-configell A 2] 2 2] <2417} % .3} 7] show running-config ¥ & &2 o] 54 9} U ] &l oF gt}

ol All:

ASA Version 9.4.1

i

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

o]ojof 3t} day0-configE Al
& HAkskE Y Y

w72 (8 Aba) % 7] ASA 7HE 75 Bk ehol A o] 4 0.2 o] 0] 71 H %, day0-config FA ] Th& H1IL £ ]
o)
A

o (A1 8] A}3}) Smart Licensing®l] AF-8-& HTTP 2 5 4]

* HTTP X EA|(X A H 7d-$) T=E tools.cisco.com®l] 3k 12 & X8} route ™8 &
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* tools.cisco.com=- I[P =49l &<213}+= DNS A1

o AF-8-217F @ A 8= ASA 71 Blo] Al 2~ & %] 4 8}i= Smart Licensing 71 3] 18| o] A

(¥ AFE) ASA 7HFO] CSSMA A A2 B % 4 BT 5 UES S DR BAE o F

1 & A}8}) Cisco Smart Software Manager®l] 4 3533+ Smart License ID B 3} & 7 E ol th &2 =381, T2
= stal ol A ID B2 HAE th ID B2 0 X581 Nidtoken'o] 2= B~ E gt o o] Wtk
@7 4 9~ E 318 SO 9 2 A gsle] 714 CD-ROMS A A gy o)

o A|:

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: O

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@Quser-ubuntu:-/KvmAsa$

oA 3

/\

N

ID 2 ASA 745 Smart Licensing 4] H of] Z}-5 2.

=
A S 1A SAE s Se] 58k = 7F ASA 7l el A3 1P Fah R okE W] V] Ay ol v

7H4 B2l A XML 3 %Eﬂl
ASA 7P AIAEE KVM 3 AEo| dAsta A|AES AR Adsts 7 UEY IS AAs)oF 3

o},
~

A3 o] AAFE KVM B24E jhe] o) 330 e A4S A48k ek o,

KVM S 2~Eof| A 7} B 2] %] XML jJrO‘Q TH YT Day 0 71 9] 1# o] A 5} 4], 53 F| o] A] o]
A e MZ 7P U E I EZE A -, virbrl.xml, virbr2.xml, virbr3.xmlo] 2= 371 9] 7H4 B 2]
2| s}l o] B Qg tho] Hdt 3712 5 o] &S ALgalof 3. o & S0, virbr02 o] 1] FEA|E e
AFEE T L) 7 gt = 7P BEl A E Ak bl o s R 23 o] FU T 7HE B
g Aol o] 53} gk MAC T4 AlFaloF FUTH IP F4E A&t 31 A8 ALy

A1 7P U EY T B8 X] XML 3 3705 w5 Yt} off: virbrl.xml, virbr2.xml, virbr3.xml:
o A:

<network>
<name>virbrl</name>
<bridge name='virbrl' stp='on' delay='0' />
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B eaxxmese 20

<mac address='52:54:00:05:6e:00" />
<ip address='192.168.1.10" netmask='255.255.255.0"' />
</network>

o A|:

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10"'" netmask='255.255.255.0" />
</network>

ol All;

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10' netmask='255.255.255.0" />
</network>

GA2 g ARV EEH 2AYEE WY UHo] g 2T HE o] 5L virt_network setup.sh® *| 4 gh).

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

T3 o] AT FUES Adsle] 7P Y ES T2 AAFT o] AT YE= M YEIE Bt YEYIE
KVM & 2~E7} A8 5= 52 AlS 7Hs g Yt

stack@user-ubuntu:-/KvmAsa$ virt network_setup.sh

231 Linux 3 ~EE thA] 2 =38k 7 9- virt_network setup.sh 22T HE & thA] A gfof g}, A FE = 2~

E7F A& E A FFUH
A 4 TP M ER A7 ol A=A Sl g T

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0O 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsas$

—

A5 virbrl B A o] & P FA7F EAFH YT o] XML Yo &3k P AUt

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever
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213 ASA 71HA)

virt-install 7] ¥ 3 ~F HE 2 A}23}0] ASA 7S A ZE )

A1 “virt_install_asav.sh” 2= virt-install 223 H E & 54 T},
ASA 7HF B4 8] 0] 22 0] KVM & A~ E ] B E 7|8} VM| A I3 oF ST},

SR
ASA 732 Hd 1070 VIEQ T E A7 HE}. of ol A= 37 MIEQAEAEFUTH WES A BelA] A
o] A7t a3t A WA F9] 52 4 ASA 712 #E] Q1E | o] 22 (Management 0/0)°] 3L, 7 H A Z 2]
-2 ASA 71d9] GigabitEthernet 0/0°] ™, /H] HA Z o] &2 ASA 71| GigabitEthernet 0/1 4 Lt} o] 71 2] o
2 GigabitEthernet 0/87}4] o]o] Yt} 7H4 NIC+ Virtio®] oF 3t

o A|:

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

--arch=x86_ 64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

--virt-type=kvm \

-—import \

--disk path=/home/kvmperf/Images/desmo.qcow?2, format=gcow2,device=disk,bus=virtio,cache=none \
--disk path=/home/kvmperf/asav day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

r*°

T 2 virt_install 2T P EE A&}
o A|:

stack@Quser-ubuntu:-/KvmAsa$ . /virt_install_asav. sh

Starting install...
Creating domain...

VM9 248 EA S Fo] thebth vMel 38 9 202 EAF U vMel I L
2FUh VMe] $Y2 HEW 28 Shule] A LI WSS Wi e gy
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KVM<2] ASA 7}l ti sk A 5 =4

KVM A 3] 18 o] A o] A5 3kt

[e]
KVM T2 E 9] A4S W73t KVM 7ol 4] ASA 7Hd2] Ae& =Y = A5yt o5t A
2> 5 2~E Mo 7y g ol A Ay F3g ) o] %4 -2 Red Hat Enterprise Linux 7.0 KVM O]l A]
ARg-E 4= 9l HF Y T

CPU 1142 &/ 3}tsto] KVM A 1go] oA dse e 4 syt

CPU ¥ d &4 3}

ASA 7Hd& AHE-5te W KVM CPU A 3% #4 & AHE-3te] KVM 374 ol Al ASA 713 55 =

of gtttk TR AA AE % i CPU LA S AFRSHH TR A A B AU =S CPUEY A g &
A)) == CPU RSl ol ubI | 8l vkl s Al aho, 2 A 21} 28| =7} ofF CPUZF b A4 €
CPUC A W A& =] A & 4= 55U T

s

A e LL Ha7h g5 AR glas 8 AFHE ARESHA] ek, CPU L4 &
AFEEHE QIR 25 CPU LA S AR EHA] e Iab 2o T E S 2B 75325 S 2E 7
& sk

1m

T NUMA EZ2A]7} glE vl sel 5Ads a4
Z3hA] v Al 2

o] NUMA EZ 227} Q= A28

o] A AFLEE ™ KVM S~ Ed A CPU A4S F+A YT}

GAl1 KVM 2 E P A S 2E EZZAE gRlste] iAol AFE- 5 2= vCPU 75 Ao
o A
virsh nodeinfo
WA 2 AFR 758 vCPU 2 13 o)
of A:
virsh capabilities
GA 3 T2 M A FZo] 37t vCPUE 22 FY T}
o A|:

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

virshvepupin 8 32 ASA 714-9] ZvCPUE thAl o 2 A d s of Ut} tf3- o = ASA 7 A 31 Z1.g o] A ol vCPU
470 7F QoL iiEoﬂ 8719l o7k Q= A AT KVM B H S HolFU

virsh vcpupin asav 0 2
virsh vcpupin asav 1 3
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virsh vcpupin asav 2 4
virsh vcpupin asav 3 5

SAE F0 A= 0~79 T AFH T A g 82 KVM A A& s Al Q.
33 ol BAE Ao CPU EERAE AFH st Al 2. ol e mo = T A
A9, o] 27 A CPU LA S T4 3HA] w4 Al Q..

KVM 7] e o] el M o] A5 7H/d 2 A8 A& 2l Fasits g3 ol syt

NUMA =] %]

NUMA (Non-Uniform Memory Access)™ d E] ZZZ A A A| 2B 0] L2 A A 2} A& gl 7] 2 w2 e] &
o Wi & A et - W Y] o7 g YUt R A7 AA] = o]l LA] @2 w K FJ("J
A v Zg))oll MM 28k 45, vlolHE 2 v 2eld dA s giuo =3 £ 52 NUMA 92
3l A&l oF T
x86 Hﬂi o7 B A = of 2] A&7l Bl v A7 )

28] 9 [JOE NUMA ==k il o) v 1 e
A2 g 3 A (o] NIC)7) 5L 3 == ol glofof JHE}.
HA o ASA VM Ao S Aoy o 2108 T8 ok T

* ASA 7Hg M A1 & NUMA = =ofl A A @] of It & ASA 7hede] 27 270 A 2 3

HEE FE5EA 5o 2A AskE YT

« 8570] ASA 7FH(1¥ 7: 8510] ASA 7F NUMA o7 814 o 2], 60 | o] A) S Ab&-38le]™d 52~
E CPUY 7} 270l & 4 870 9] 0] 7} glojof ghujth Aol Al A& 52l T2 VME a1 &)
oF gt}
1620] ASA 7H(ZL9 8: 16529] ASA 7 NUMA ©}7] 8l %] o A], 60 #] o] A )& A&t ™ &
2~E CPUY 7t &7el] # 4 1670 ¢] 2017} olofof Futh Ao A 2] thE VME 118
affoF gt}

* NICE ASA 7 M A13} 5 YU 3 NUMA ==0f lofof gt}

thg 1o A= CPU A&7 2707} 9l o 7} cPUe #o] 18707 9l A B & &l sk 4= 9l<5 1t} 8
o] ASA 7HEE AHE S W 2 E CPUY ZF &7 #4879 Foj7) Qlofof fhy Tt
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0] ASA 7HES AE-S e T2 E CPUS| ZF Aol FH 4 879 o7t lofof )
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i ENEEEN
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NUMA = % 3}
NIC7F 2 8 91 A7} 53 numa =59 A ASA 7H A& A 8 st= A o] 7 25Ut o] 2 A
st &S gy




| kvms Ahgstel ASAHE 5
RSS(Receive Side Scaling) = 913 U5 RX v 712 ]

1 =r=o] tholof 1jl& EAISHE W Mstopo" & AHE-8F NIC7F 9= =5 AT NICE 3
=

4, A9 ==X ASA 7HES AEFUT o ool = 18 Zo] ==& 7P Yt
Z oo A4

<vcpu placement='static' cpuset='0-17"'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='0"'/>
</numatune>

= 1o A

<vcpu placement='static' cpuset='18-35'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='1l'/>
</numatune>

5. xml ¥7 AFEEE A 7skal ASA 7HE H Al Al S Avr Ayt

6. %8}“5 = ]}\1 VMO] %‘-?'SE %‘?lx] Q%g}ﬁlﬂ ps aux | grep<name of your ASAv VM>% /ic‘.?'fﬂ
gto] TRA 2 IDE 7HA U v

7. sudo numastat -c <ASAv VM Process ID>% /‘3’536}04 ASA 7]‘}2} UV\JO] %H]’Eﬂ] X{)‘%Q (;?}]\'IEX]
ol g,

KVME ©] 43 NUMA Z7g o] #3k 2bA g )82 RedHat 4] 9.3. libvirt NUMA g ol A &1E

& Ay,
A

RSS(Receive Side Scaling)= $J3F t}5 RX o 7| &

ASA 7}g-2 RSS(Receive Side Scaling)E A YU TE RSSE UES A 74 EF S o8 = HW
oo WE R A7) 913 MIEY A ol HE oA &3t 7eduTh Ao A2 Fs @

@ 7z} vCPU(EoY)oll AHA] NIC RX th7] € o] glofoF ght}, Auka ¢l RA VPN 5o A=
Q- Qe H o] 2~ -5 AF&-FH T

| o

F0 o2 RX U7 A& AH8512] W ASA 7 8130 0.13(1) o] o] B &g Tk KVMe] 75 libvirt
H 7 0] 1.0.6 o] %ol of oF F T},

U 5L/9] 5 ol E] ] o] 2 o] ¢l 850] VM| 75, 7} o1 g o] 2ol = 12 9: §570] ASA 7} RSS
RX 7], 62 HA| o] x| A 2 7] RX th 7] 4717} 5Tk
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KVM2 2185101 ASA M 75 |
. RSS(Receive Side Scaling) = ¢35+ t}= RX th 7] &

% 9:85.9] ASA 713 RSSRX T 714

ASA Virtual
8vCPUs =8 physical cores on host

[ \
hdliLLL

z 3
0 g
o 0
3 >
-
Inside RX Outside RX

L) /2] 3 Q1E] 3 0] 2= o] 9l 1630 VM| 7%, 7k Q1B H|o] =0l & 17 10: 16701 ASA 714
RSSRX th7] <, 62 Hlo] A o] A1 A& RX th 714 870 7F A& Yt

=]

1% 10: 1620 ASA 713 RSSRX T 71

ASA Virtual 16vCPUs =JL6 physical cores on host

[LLILIILELIILL L

BpISU| DINA

vNIC Qutside

Inside RX Outside RX

o5 3Eoll= KvMel thék o] vNIC 2 A 95 &= RX t7]1E 771 Yok A FHTHASA 71 A A==
VNICO] T 3 A ™o d 3 yNIC, 50 3 o] A & F=x38H4 A &

. Cisco Secure Firewall ASA Virtual »] 2} 7}0] =, 9,18



| KvmS Abgatel ASA 71 7%
WEEEN |

3 12: KVM H7 NIC/vNIC

NICT}= wNIC =g}o] | =gloln] 7|2 RX o 7]
H

x710 i40e PCI 3| 2~ 5 ) 8 x7109] PCI &7} L SR-IOV B =+
4] de & AFF Y NICE
o VMol A Ffa ¢ olon=
7Hd TSl = dHb4 0 2 SR-I0OV
7 A YT

X320 ixgbe PCI ) 2225 6 X520 NIC3= x7103.T} A %5-©]
10~30% Y54 th. x5202] PCI &2}
2 SR-IOV BE= fALS A58
A& gt ok NICE o 2] VMOl A
FTHTFACBR MY FHAE
g ukA © & SR-IOV7F A 5 gt}

ue
3
O

140evf SR-IOV 8

ixgbe-vf SR-IOV 2

o
ot
A
dlo

virtio w74} 3} Ho 8 ASAv100°] &= AG A eFHU Tt
U2 -5l tial A = KVMell A
Virtiodl] gt o}z 71 € A9 &
33}, 63 H| o] A & FxEHA A Q.

KVMol| A Virtiool] o) ¢t T} t 7] & %] ¢ &4 3}

oS o ol A &= virsh& AFE-3}9] libvirt xml<S A 3 3}9] Virtio NICRX 7] € 48 42 FA4 3= W
S Ho FYth

<interface type='bridge'>

<mac address='52:54:00:43:6e:3f"'/>

<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0"'/>
</interface>

| o

T8 o2 RX 7] S A D8k ™ libvirt B 0] 1.0.6 o] ol of of et

VPN = = 3}
22 ASA 7HdS AFE-3Fe] VPN A58 2 4 818h7] 98 2 71#] F=71 i Abekiy o
* IPSec& DTLSE.U} *] &) &Fo] =5 th

o}3 - GCM 2 A ]S cBCY o 28 Yt}
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KVMS 2185k ASA 7HE 7% |
B sriovarsso s mengy

SR-10V Q1 & 9| o] 2~ 3 Z H] A
SR-IOVE AR&-3td o] 2] VMe] &2 E ol A el PCle M E9 A o HE & 3/ 5 lFHth
SR-IOVE the 75 & Ao gt}

* PF(Z 24 7]5) - PF& SR-IOV 7]

T8 T¢eE AA PCle 7] 5 YU Th 083 75 EAE
A e Al Auk 314 NICE FA] YT}

* VE(7H 71°) - VF= Hl o] B A &5 A W8k 4 & PCle 7] 5 YU T VFE= PRl A] s &) of 3%
gl gy

I

VFE 7 sk &9 AlA 2 492 ol A ASA 7Hd w21l o] 10Gbpse] A4S #3535 9l
FUYTt) o] Ao A= KVM 4o A VEE A 8= S AWyl ASA 7}*“1]/\14 SR-IOV
A4 ASA 7H @ SR-IOV ¢lEjH o] 2~ T2 u] A 12 #H o] #| o] A A gt}

SR-10V Sl E] H| o] ~ Z 2 H] A d Q7 A&t

SR-IOVE A3l &2 4 NIC7}F Qb SR-IOV7}F &4 3FE VF B3 yNIC(Virtual NIC)Z ASA 7}
A} 0] ~E]l 2of| A A8 = 9l th I SR-IOVE BIOS D st=gofol A A 0 & AA A~
H2~/slo] Hupo] Aol A o] A1 & F 8 2 Fth th -2 KVM $H7 of A 41 ) ¥ = ASA 71 2] SR-I0V
AH H o] 2 2 u| A F ol thgk Ak A HF9 Y

¢ Z2E Ao SRIIOVE A Y= 28] & NIC7F Qo] oF @ th SR-IOV Q1 E] 3| o] 2o tj st %
2 D AS AL 12 H o] A & FEREA A L.

« 3 22E A1 9] BIOSO A 7Hd3tE &g slaflof Pyt A g 82 e A& Fxsh4
Al L.

« &2 E A8 9] BIOSH A SR-IOVe] T8k IOMMU A & 2] 98 &4 g&f o gt} 2FA| 8 U] &
2 Ft=do] Wit APAE A2 AL

KVM &£ ~EBIOS 2 T ~E 0S T4
o] Ao A= KVM M Ao A SR-IOV Q1H #H| o] ~ 5 Z 2 u| A et g A4 B 74 dAE A
H 3t} o] A4 9] % 1 = Intel Ethernet A1 ¥ ] 1 E] X520-DA2E A}-8-8}+= Cisco UCS C A] 2] = A]
B o] A Ubuntu 14.042 A}-&38= E4 21 817 o] t]ufo] 2o A A & Q<5
Al AF3E7] el
* SR-IOV &3 NIC(HI E®] A 1E o] 2~ 7} =) 7} A 2] = o] Ql=#] F1FH T}

« Intel VT-x(Virtualization Technology) % VT-d 7|5 °] &/ 5} =

2
facs
rr
2L
R
r'O
ot
°
ui

é?

b
=

QA28 A2 A E 7R A O ol el S v B ST
A 2l oket BIOS A o) Al 28k 31 W A o m
o ABAE Fxse] TeA S Helshs o] £
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| KvmS Abgatel ASA 71 7%

A
w7 2

oA 3

A 4

A5

) 6

A7

kvm s == Blos 2 5 ~= 05 =4 ]

« 9 AA S A A= B R E Linux KVM 25, ghol B2l g, AF8-2t 5 2 e el El 7} A X5
A=A Bl gk ASA 7HE L KvMel o 3t AVJ_ 21,52 o] A& FxeHA Q.

=24 AE o] 227} UP(HHE) el 1A &1t ifeonfig <ethname>$- AH§-3ho] 22l g
o},

"root" AF-&2F Al D H AU T E ARESho] A 2Hlo] 2 1%t
Intel VT-d7} €43 8l o} 9l=A] &1t
o A|:

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l Cisco0 CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

A 8 28 VT-d7t B985 9SS Eh U

intel_iommu=on ©l} 7| 1 5=&: /etc/default/grub 71 3] 18] ©] A 3} ] GRUB_CMDLINE_LINUX & 5ol F7}8ke] A
o) A Intel VT-d= 24 3} o},

ol All:

# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel_ iommu=on"

i AMD ZEAA &AM - Al -1 w7 A el amd_iommu=onS 748 T
iommu ¥ 7 AMES A &3 A B E AR E T

o A:
> shutdown -r now
e @2 AHgsho] sysfs U E o] 22 53l sriov_numwts A el A S gk A she] VIS A4 Fu o,

#echo n > /sys/class/net/device name/device/sriov_numvfs

Mol A A7t A wivktt 9k =] VEZE A = A sk Jetclre.d/ Y 2 E 2ol )= relocal 3ol £ 9]

w28 278t} Linux OSE 58 T 24|27 29 v relocal 2T HEE A afdh ),

NE Fol v LEY shtel VFE AYFHE WS melF Ut QElol 2k Aol uet e,

of A

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/ethé6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs

A E AFE g
ol All;

> shutdown -r now

Ispci& AH-8-3ke] VE7F A = 9l=A] Fl gyt
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KVM S A1-8-3to] ASA 714 75 |
B asazr poicivio) = g

o A:

> lspci | grep -i "Virtual Function"

kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)

1 ifconfig ¥ @& ARE-EHE 7} Q1E] 7 0] 27k A L k.

ASA 7} el PCI T vfo] 2~ &

VFE A7 3 Foll= PCl Huto] 25 F7he w2 7 ASA 7Hdoll VEE F7He = syt v
ol 4= el 7 virt-manager &S AH8-8ko] o]t Yl VF AE E 2] & ASA 713l F7hsh= S A

Hgve.

A1 ASA 7135 Al Add Hardware(sH= 9] 7} Bl £& S8 8to] 71 mAlel Af Hute] 28 F7hgy o

a8 118k = o] 371

ubntuls Vir tual Machine

Ble  virusl Mackine  Wew  Send ey
= Cue -0
B ... ...
Parformands
Igarma: |uburv:ull!|
D Pro<essor
o LRRD: | e e oo ol e
.. Famoty Stabus! = Shutofi
iy Dascretion;
B vt pisk 1
=] IDE COROM 1
Bl roc s7:194
Mouse Hypardsor Details
Hypanagor: kbam
nput
Doy VMC Architecture: =85_84
j A Emulator: pusrbinfosm-spice
Sound: i D"“
ay Serial |
! PCI OO0D:88:10.2 Oparating System
Hostriame: unkndwn
BCl GO00-B4:10.2
!* Praduct nums: unknown
Videa Cimmus
! Coraraler USH v applications
B controler pei ¥ Machine Settings
Controler IDE
! ortroler - Sae
[ e Agdd Hardware l X canc I 1;;,;:|

A 2 9% o) Hardware(3 = 919]) ¥-=o A PCI Host Device(PCl &2~ E Tlulo] 2) & F2 gt}
VFE ¥33 PCI HHlo] & 550] T ol TAIFH YT
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| KkvMe A}-g5he] ASA 71 5

a9 127V8 75 55

D

il

i

Storage
Metwork
Input
Graphics
Sound
Sarial
Faralel

Charmal

USE Host Daace

watchdog
Rlesystam
Srmartcard

USE Redrection

ASA 7173¢l| PCI o] 2 3

add New Virtual Hardware

PCIl Device

Plaase indicate what physical device
te conmect to the virtual machine.

Haost Dewvice:

06:00:0 Interface ethd (WVIC Ethernet NIC]
07:00:0 interface athl (C Ethernet NIC) |
08:00:0 VIC FCoE HEA J
09:0050 WAL FCaE HEA |
0A:00:0 Interface sthd (BX599ES 10-Gigabd SFIFSFP+ MNetwork Comnnection)

0A:00:1 Interface ethS (BXS99ES 10-Gigabit SFIFSFP+ Metwork Connection)

0A:10:0 Interface ethi (82599 Ethernet Controber Virtual Functicn)

04:10:1 Interface ethld (82599 Ethemet Controller Virtual Function)
0A:10:2 Interface ethll (82595 Ethemet Controfler Virtual Function)
04:10:3 interface ethlS (82599 Ethemet Controller Virtual Function)
a4:10:4 interface ethl2 (82599 Ethemmet Controller virtual Function)
0A:10:5 Interdface ethlé (82999 Ethemaet Controller Virtual Function)
QA 108 Interface sthl3 (22999 Ethemat Controdler Wirtual Function)
Q8107 Interface othl? (B2599 Ethemaet Controfler Wirtual Function)

0C:00:0 MegaRail SAS5.3 3108 [Imrader)
10:00:20 MGA G200e [Filot] ServerEngines [(SEFL) _ﬂ
| | |

3 cancel | o Einish |

WA 3 AHE 758 b 7% B ShhE AEsa Finisn(ohd) E 28

PCI Device(PCI T H}o] )7} Hardware List(3t = 9] 5-5)ol] A YT} ot Ul AEE 2 71 7]

tuto] o] ML S5 A 6.

-

o

Cisco Secure Firewall ASA Virtual A] 2} 7}0] =, 9.18 .

ol
S

9



KVM S A1-8-3to] ASA 714 75 |
| IEJREEEEE

a9 137V 75 UM

ubunRtuls Wirtual Maching (on kvm-racetrackl

Ele virtual Machine  Yiew Send Key

=@ cune- &

! Crvariew | Physical PCI Device
Parformance Denice: 0AZ10:3 82599 Ethamnet Controller Virtual Function

0 Peocessar
| Mamory
(@ Boot Opticns
£] virno pisk 1

IDE COROM 1
|B rac w7104

Pl sh

Ingig
Digplay WG
Sound: ichi
Gy Sersal 1
B roocoossie:
B roocoooeaio:

Vides Cerus
B controller use
! Contreller poi
! Controller ICE =

priivuis | mbimon | Ko |

* ASA 7} =0 A show interface™ & S AF-83lo], | 2 T A H ClE H o] A5 3Fel g},

- EF A% 8 A 918 Qo] 28 A ska A 5l W ASA 7ol A] Qe o o]
T REE ALE3] ]:5]"/] t}. AFA) 8k )82 Cisco Secure Firewall ASA Series & WH4 91 2] CLI
T 7ol =9 718 QI H o] 2 F4] & FEsHAH A L.

CPU A8 X H.al

CPU Utilization(CPU A}-8-&) H 314 of| = A A 7F Ujol] AF8-% CPUS] W& o] § oFx| o]
. dubd o &2 510 AbgaFo] L Al 7boll = F CPU &2 oF 30~40%, AH-&3Fo] e A
F 60~70% = 2t-& Tt

l

FlrL

B ;9

I:}"__'

T8 9.13(1)F-E K& ASA Virtual 2Ho] A 2= A Y = = B ASA Virtual vCPU/H| B8] A ol A] A}
8% 7 AF YT kA ASA Virtual 17 TR VM 2] 22 AR F 3o A A e = ol

e},
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| KvmS Abgatel ASA 71 7%
AsA virtual©] vepu 4152 I}

ASA Virtual ©] vCPU A}-&-%F

ASA virtual vCPU AF-&-&Fol| A= Hlo] B Z =, Alo] A, 9|7 2 A 2o AH-8-% vCPU 45 818

& gyt
vSphereol| A] H.318}= vCPU AF-§-3oll = kAl A v §F ASA virtual AHE 2} A oF 5 & = 2 55
o] g1t

* ASA virtual 78 A1 7+
* ASA 7} W Alof] AL-8-H %SYS QW& =

« vSwitch, VNIC, pNIC 7+ 9% o] 52 e W& =, o] S W3 =7} 43| & = AdFUTh

CPU A}-8-3¢]
show cpu usage ™ & & A&t CPU AMEE BAS A S 5= J5Uth

of

Ciscoasaftshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%
© B ¥ vCPU A& o] A3k Apo] & Hol= oyt
* ASA Virtual X 314 40%
* DP: 35%
e 9 T2 A 2 5%
* ASA(ASA Virtual E.34): 40%
* ASA -+ & 9:10%
« QW= 45%

o] 2. W3l == shol A uto] 4] 7] 4 BHIL vSwitch AF&-8ke] NICS} WNIC Zkol 3170 & o] 55}
= AbgEY o

KVM CPU A8 B .11

A&

virsh cpu-stats domain --total start count

s R R ﬂl*E 7P 2lell gk CPU Al HE Al gt 74 o 2 ®E CPUd| o g
%7:”% 9 7:” ]KLHD} --total '2}4 o Xﬂ xﬂ %ﬁ]‘ﬂ' E\i/\] ?;5:1]"4 E} —-—-count '1%}5% 7]’—?‘5_ CPUoﬂ

o g 5 ARt ﬁ/\] Sk
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KVM-S- A}-6-31o] ASA 714 75
B Asavirual 2 kvm g

OProfile¥} top 52 &2 dlo]Hnlo] A 2F VM EF 2] CPU ALEES
CPU A& Al T th vl 3714 2 Xen VMM €21 XenMon 22
Dom 0)°] & CPU AH8- %8 A &34 1k VM'E 8fo] s nko] A ALk o

4 KVM VM| &

’SW = g5yt

%3 OpenNebula$} 22 = AFE 2 A Y Aol = VMo A AFE-3F= 71 cPUS Y]
E“& Aleetes 578 =0l ‘ngﬂ}

&4

A

ASA Virtual 2! KVM “12} =

ASA Virtual® KVM €] CPU % 4% 7} th5 Yt}
o« KVM L8 3£ 4= 7} 344} ASA Virtual X B.t} =51 o}

* KVMol| A = o] = %CPU usage, ASA Virtualoll 4] = %CPU utilization®] 2} 3L -5 T},

8-0] “9%CPU utilization” 7} “%CPU usage” 2] 2|1 &= A 2 th5 Yt
» CPU utilization> &3] 4 CPU2| TAE Al &)
* CPU usaget™ =84 CPUY| &7 i/ﬂ CPU 0} |H =9 & 7Rt e &yt e} o shte]
vCPUZ} AFE-5| B2 Slo] 3 2892 AR 314 eFF YT
KVME %CPU usage S T2} o] AlAgy .
sk A) g 9l 7HE CPUS %% - F 7H8 CPU 7] o

)
o] Alk& AI~E £ AA 7} obd S AE ] el A i CPU AREZFY U th 28] 3L 7 # 2l o)
U= AHE 7He g S 7 CPUS H A CPUAREE AU

o| & 50, 7Hd CPU 17 & AH&-3h= 73 Al =8l o] 471 9] &8 4 CPUE 71l S 2~Eo A A8 5=
% ©] 3L CPU usage”} 100% 2t 7Hg #2lol| 4] shuto] 2] 24 CPUE &4 38] A&t A YUt 7}
%% CPU A& ALk AFE-%H(MHz) / 7F3 CPU 5 x 50| S35

0=
@
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AWS(Amazon Web Sources) = 2F--=o| ASA 7S -

| A

T8 9.13(1)FH B ASA 7MY gho] e A B = 5 ASA 7HE vCPU/M B 2] F-d ol A AFE-EF
T AF Uk mEhA] ASA 78 LTRSS VM ] 2 AFE F oA A g st 4= gl Gt
a2 Y E = AWS Q1 <B4 §-3 o] 427} Z7he T

« AWS Cloud®l] ASA 7} -5 A1 71 #| 0] #]

« ASA 71 2 AWS AFA 2.7 75 H 0] %]

« ASA 7H3 2 AWSel| o gk 2] 3 2} A gk ALEE, 76 #] 0] A

o 74 mlo] 1 o] A E SSH 915, 77 | 0] #]

« AWS 7|HE ASA 71de] ME U ES A EE2X], 77 # o] A
« AWSol| ASA 71 -5, 78 | 0] #]

« AWS9] ASA 7Hdel vigh A5 24, 81 #o]A]

AWS Cloudl] ASA 7} -5 A 1.

ASA 7132 B8] A ASA 9 T 2T EY o) g Ao Mg F AE A AT E Bl /5 S Al
FHUTH ASA 7HE H B AWS ZEhg-Sol 758 4 gt e A Rke] A gtel] et
g 9AE Y, Fa w0l Faks /M 2 Beld dlole) AE JAR=F 5] AP 74
o 7587 B,

ASA 71 U5 AWS 1 2E A~ F3 & X AT YT

F13AWS A 21 ~El~ £-3

Instance EA] QlE]H o]~
vCPUs | 5. 2](GB)

cS.xlarge 4 8 4

c5.2xlarge 8 16 4
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AWS Z2-9-=o] ASA 713 75 |
B Aws cloudsl Asa 71 7% 41

Instance E A el Hlo] ~
vCPUs m| 5. 2](GB)
c4.large 2 3.75 3
cd.xlarge 4 7.5 4
c4.2xlarge 8 15 4
c3.large 2 3.75 3
c3.xlarge 4 7.5 4
c3.2xlarge 8 15 4
m4.large 2 4 3
m4.xlarge 4 16 4
m4.2xlarge 8 32 4
cSa.large 2 4 3
cSa.xlarge 4 8 4
cSa.2xlarge 8 16 4
cSa.4xlarge 16 32 8
cSad.large 2 4 3
cSad.xlarge 4 8 4
cSad.2xlarge 8 16 4
cSad.4xlarge 16 32 8
cSd.large 2 4 3
cSd.xlarge 4 8 4
c5d.2xlarge 8 16 4
c5d.4xlarge 16 32 8
gdad.4xlarge 16 64 3
gddn.xlarge 4 16 3
g4dn.2xlarge 8 32 3
g4dn.4xlarge 16 64 3
i3en.large 2 16 3
i3en.xlarge 4 32 4
i3en.2xlarge 8 64 4
i3en.3xlarge 12 96 4
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| Aws Ze}-5-=of ASA 7Hd 75

AW cloud<] asA 713 7% 41 [

Instance EA] el Hlo] ~
vCPUs v %2 2](GB)
infl.xlarge 4 8 4
infl.2xlarge 8 16 4
mb5.large 2 8 3
m5.xlarge 4 16 4
m5.2.xlarge 8 32 4
mb5.4xlarge 16 64 8
mb5a.large 8 3
mb5a.xlarge 4 16 4
mb5a.2xlarge 8 32 4
mb5a.4xlarge 16 64 8
mb5ad.large 2 8 3
mb5ad.xlarge 4 16 4
mb5ad.2xlarge 8 32 4
mb5ad.4xlarge 16 64 8
m5d.large 2 8 3
m5d.xlarge 4 16 4
m5d.2xlarge 8 32 4
m5d.4xlarge 16 64 8
m5dn.xlarge 2 8 3
mb5dn.xlarge 4 16 4
m5dn.2xlarge 8 32 4
mb5dn.4xlarge 16 64 8
mb5n.large 2 8 3
mb5n.xlarge 4 16 4
m5n.2xlarge 8 32 4
m5n.4xlarge 16 64 8
m5zn.large 2 8 3
m5zn.xlarge 4 16 4
m5zn.2xlarge 8 32 4
m5zn.3xlarge 12 48 8
r5.large 2 16 3
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AWS e}5-=of ASA 7 5 |
B Aws cloudsl Asa 71 7% 41

Instance EA QIE] o] ~
vCPUs m 52| (GB)
r5.xlarge 4 32 4
r5.2.xlarge 8 64 4
r5.4xlarge 16 128 8
rSa.large 2 16 3
rSa.xlarge 4 32 4
r5a.2xlarge 8 64 4
rSa.4xlarge 16 128 8
rSad.large 2 16 3
rSad.xlarge 4 32 4
rSad.2xlarge 8 64 4
rSad.4xlarge 16 128 8
rSb.large 2 16 3
rSb.xlarge 4 32 4
r5b.2xlarge 8 64 4
rSb.4xlarge 16 128 8
r5d.large 2 16 3
r5d.xlarge 4 32 4
r5d.2xlarge 8 64 4
r5d.4xlarge 16 128 8
r5dn.large 2 16 3
rSdn.xlarge 4 32 4
r5dn.2xlarge 8 64 4
rSdn.4xlarge 16 128 8
rSn.large 2 16 3
rSn.xlarge 4 32 4
rSn.2xlarge 8 64 4
rSn.4xlarge 16 128 8
zld.large 2 16 3
zld.xlarge 4 32 4
zld.2xlarge 8 64 4
zld.3xlarge 12 96 8
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HOMAEE 4= A 8-S AN SHE 49, A $S 918 Nitro 3ho] 9 vlo] 4] B! ENA(Elastic
NWW&NMMﬂoiﬂ]iEﬂo BH= 05 M5 Q1 AEl A 63 0 7 nlo]Z1g 9]
ek Aol T

=
il
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AWSOI A A7 & A A 3FaL, AWS WRHALS AF8-31o] ASA 7Hd-S 4 %4 3131, AMI(Amazon Machine
Image)E A FHTH AMI= I ~® 2~ A gfo] Qg A Eo] AuayoldE £33 &3

Y,

| o

L AMI O] A= AWS EHg o] ofdd el M e 4 gls U

ASA 7} 2! AWS AHd QA
* aws.amazon.com©l| 4] Al A& A A g}

« ASA 7Pl 2ol A~ E otk ASA 71 ghol 28 55317 Mol A5 EEeA
AP U) o] o A= 100702 42 2 100Kbpse] A 2] &t 3-8 1t} ASA 7}”011 o 3t
2ho] 47, 1 # o] %] o] U85 FZ3HA A L.

« I Fo] 2 8.3:
« e B H o]~
o 2 9 QI H o] A

« (A8 AL F7F A B Y(DMZ)

=
2] QIE} | 0] 2 - ASA 715 ASDMOll A2 & v ARE Ut T3 Egi o= A

N

« Y IH | o] 2 (2 F)—ASA 7HE W F S Eof A4 sk d AFE- U Th
« - QIE H o] 2 (BF)—ASA 7HEE T U EY T A3t b AT

« DMZ 18 3| o] 2~ (4 ¥ AF&h)—c3.xlarge Q1 E 7| 0] 2= AL A] ASA 7Hd-S DMZ U E 9] =L
AZ st o A FH T

» ASA 7} Al 2~®l @ - AR Cisco Secure Firewall ASAS 3HA S 2FZ 3141 A Q..
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» Amazon EC2 798 % 3} 91281 2= 4|3 7-2] 214l o 1 21 2) Amazon EC2 CS ) 228 28 4] §)

Gyt
* VPC(Virtual Private Cloud)®ll 73
* 4 | E 7 (SR-IOV) - AHE 7H5 & 45
 Amazon Marketplace®l| A 3
cL3IUIEY A AR -5
« SR R4

¢ Amazon CloudWatch

A YA e 7%

AWSS] ASA & e A 98 25,
LR LEEE
* VLAN
P ERU]aTo] s RE(2UP B Y 25 R A9 919

o

FAYiE RE

. agp\aa

= — €]

ASA 7} 71 & HA

EtherChannel2 #3 & 2] 4] Q1€ 5| o] 2o A wtk 2] ¢ &
VM 7HA 7]/ Ho) 7]
slo] s nfo] A 5 H A 7] 4

VMware ESXi

HREINAE/HEINAE HAIA]

o 2] 3 I A1 4] = AWS ol A A5k5 4 or R B = sEME ALl BRE o
AR EFT2 AWSI A AAA o 2 2512 oA Ut VXLANS 314 T o] of| A wk 2} f‘g—’,:
gk

O

2
o

/Y A] 9 ARP

e

e
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| Aws Zeh9-=of ASA 71 75
24 vpol el a2 ssHa s

o] 2] 8k ARPS= AWS ol A] 3] &5 %] ko m=a B3 g 3dl ARP == Y% &8 ARP7} F Q.3
NAT 742 A4 o2 25314 A At

* [Pv6

:}/\4 u}o]:]_aﬂ ]/\ i SSH ©I] o)

T AHE Al ol =7t v x| = g3 — SSH ¢l ol tlgh J dlo] E wjj#oll SSH 7]
7] 55 At F7F A o] otk mebA gl 7] 15 AHE-sh 715 SSH A =
Aadol= v o] AEshA] st 371 7] 9152 AWS(Amazon Web Services)oll 4] ASA 7}
abel| T8k 7] 2 gko] B2 AWS /\]—%X}Oﬂ Al o] F-A7F FAE YT SSH A A o] &4 5= A5 kx5

7] 918 fd1elel =8t7] doll F4& fulo]ET = AdFUTh e g1 ol = Fol ASDMES AHE-
3}o(ASDM A =& &g 55t 7 %) ?“ S FAY S dFYh
o< "admin" A}-&-2} ©] 9] AP Y

username admin nopassword privilege 15

username admin attributes
ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1£:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

ssh authentication ™ 2 & AF8-38tel ™ Jado]=dlr] Ao thL WS s},

aaa authentication ssh console LOCAL
username admin password <password> privilege 15

nopassword 7] 9] =7} 3l 7§T 0] = & A 3}x] i AFE2} o] 2o H LW F = M A= Ao =5

Ut} nopassword?] 91 == o] | Bl 552 A e = AR YA TS H Y& e jluke 5
YT 9.6(2) ©1 4 ‘ﬂﬂ«] 4-5-aaa ™ % o] SSH 7l 7] 150l F23hA] ¢4%k 22 & nopassword 7]
A=t EYAHA @9kE U aaa g o] Basl 3]l Eﬁ}i‘r passwor d( 5= += nopassword) 71 9] =7}
= ¢ A5 o= usernamee]] ti g Ak MU T Q15 & T}

Qe o] =2 3} b username ™ ol = 1 o] 4} password = nopassword 7] ¢ =71 Z @ 314
FomR ARG AN TS YT F qles QT F dFyth meba] T 7] A5 AA =
283t W username 1 % & ThAl 3 T

username admin privilege 15

AWS 7|dFASA 7Hdo] ME Y ES A EZZ X

t}& 13 o] A = Routed Firewall Mode2] ASA 7}Aol ti 3l A4 EZ 2 2 2} ASA 7140l t sl AWS
off -2 4719 Ar (e, WF, 95 2 DMZ)S Ko 5T
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AWS Ze}5-=of ASA Mg 5 |
B awso asarte =

% 14: AWS -5 7] 4E M S ASA 71

AWS VPC

v < — — 5 W\
M§ Inside Qutside L]
Subnet Subnet
DMZ
Subnet

Management Subnet
{connected to all devices =not
shown)

GEFELY

AWS<]| ASA 7} =

UhE A2 ASA 71l AWsE Aok dAlS dheFskAl el @ Aot AAlgE A dAl=
AWS A 2817 & 22 EFA Al 2

@A 2 My Account(W A1) > AWS Management Console(AWS 3] 248 5 2] 8} a1 Networking(U E -9 7)ol 4] VPC >
Start VPC Wizard(VPC "FHAL Al Z2H E S8 3 o3 oY & S M Esle] VPCE A S v o] A
Ay Gl A E A &= g 7] *é*é% AHEE F AFUTH

A Al ELo]—RIEUS T3 A4 A4S @AYo A8 Aol Ef o] 9] o] & dHfuTh
B

. 95 | 1—f° B ol 3t o}g-nle = E e d4 gkt g 7Y T A E U Alo] E o]
0.0.0.0/02 F7}gH .

-
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https://aws.amazon.com/documentation/gettingstarted/
https://aws.amazon.com/

| Aws Ze9-=o ASA 7 %

awsol asa 714 % ]

A1 3 My Account(H] 7l ) > AWS Management Console(AWS ¥+2] $£4) > EC2E 23 3 &, Createan Instance(31 2~
2= ) S8 EYTh

AMIE 4 83 th(ol]: Ubuntu Server 14.04 LTS).

oju A A <eloll 2 AMIE AHE- 3 T

ASA 7Hgol A A sk Q12’2 3 (ol: e3.large) S A B T
A2t 2g FAGYTH CPU B W28 = a4 o] glsy

Advanced Details(ZZ 5 Al 5 74 B) 4] d—% =
g3k dF Ut o] o 1o -2 ASA 7HE
E“ﬁ“uﬂ~ﬁ4ﬂimﬂ%4E o] Al
0 7139 1ol A 9t =0 & AL

}51 31 User data(A+-8-#F H|©] §]) 2 =0 Day 0 3] 12 0] A&
o] A2l w) 28 ASA M A Y] 1 o] H S £gHe s o)
) E 0183 Day 0 A 5] 22 o] ol FA 8= W 3t A2} Day

+ Management interface(¥+2] 21 E} 5 o] ) - Day 0 73] e o] A& A T8t = A ¥ gl thd DHCPE AF8-3)
L= Aok st e JIEH o] 2 Al A B E WEEA] Xﬂ*sﬂoﬁ .

« Datainterfaces(d| ] €] 1€ 5| o] =) - v o] E] QIE] 0] 9] [P 542+ Day 0 713] 18 o] o] UH-2 A 3|
T ARE AFste Aol @ L FAHYTE DHCPE AHE-3l =5 dlolH QlE Ao ~5 AT
AFHTE AA T U ES A AE]F o] 27} o] m] A H AL IP F47F 2] A Ef 2t Day 0 719] 1 ©]
Ao 1P Al F- FEE AT = Fyh

« Without Day 0 Configuration(Day 0 7131 28| o] A §1) - Day 0 713 18] o] A §lo] ASA 7Hd-S vl L3} =
73, ASA 712 ASA 713 719 1# o] A8 1 &-5he] AWS HEFH o] E] Aol A A H QlE]H 0] 29
IPE 7FA W IP F45 Sk ol QI # o] 2o A IPE &3} A %F ENIE T U o).
Management0/0 1 ¥ 7| o] 227} 2153} DHCP 4= 744 3 IPE 7FA4 5 Ut} Amazon EC2 2 Amazon
VPC IP 2 A Aol th 3k A48 &2 VPCol A 2] IP 4 A 4GS FZ34] AL

Sample Day 0 Configuration(%1 = Day 0 71 3] Z1.¢j| o] A1) -

! ASA Version 9.x.1.200
|

interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute

no shutdown

!

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin password Qlw2e3r4 privilege 15
username admin attributes

service-type admin

aaa authentication ssh console LOCAL

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
access-list allow-all extended permit ip any any
access-list allow-all extended permit ip any6 anyé
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-ip-addressing.html

AWS 225

B awso asarte =

access-group allow-all global
|

interface GO0/0

nameif outside

ip address dhcp setroute

no shutdown

|

interface GO/1
nameif inside
ip address dhcp

no shutdown
|

P 2RIA 19 A8
S BT QT Bl g A ke ute] 28 BRE 5 Utk E4 2 5
Fjok.

s BQF AE—RHot O EE AL o5

7] gk Q1w 2o o gk 7Hd sk vk

NEA 07 MG AFE BE ool AEE o] Y5 UITh ASA 7 ] 2ol AL§ShE F2:] SSHE 5 &
T2 F2ES H\A YL
« Av| 1 o] S HESHAL Launch(d )2 22 gyt

@A 4 7] e AU

9] 7] y\]-.% o] Al 5}

?_
@A 5 2 3lo] ASA 7S FE T

) 6

Launch Instance("]i‘ﬂi ANhE &
My Account(U] 7]7) > AWS Management Console(AWS 32| &
My AMIs(Wl AMDE & %HE}.

AT ASA 7H el gk lE Ho] 2~ 2
AWS 7] 2 A Ao A= A 2B 271 A& [P 54 (IPv4 ol 3k E g vt 418 == 5] -8-3) L
FAaAPv4 oA 2= E T AEet =5 3 &t ASA 7Hd o] 2h-H’ Fo A&
E= Q1H 5 ]*(lﬁl‘%, 9], DMZ) Ztztoll A A2/t k<15 v &4 3faf of 3]
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Z} 7)ol A Source/Destination Check(4x 2=/t €217} v] &4 3} = 2L

o) ASA V1S 5

S AARFUG Bl g ek = 2 ol ub = Ed S Ao 3}

£:) > EC2> Launch an Instance($1 =8 2 21 ) >



| Aws Zet9-=ol ASA 7} 7%
awse] AsA 7Hel ta s x4 [l

AWS 2] ASA 7}7gol tst 5 =74
VPN | %] 3}

AWS c5 A== 0] 3, c4 P mé I 2R T AR Hold A5S Al s Q=8 2 A
F2] g4 2l RA VPN A 2] ZH(AES-CBC ¢ &3}= 53 450B TCP E | F & A}-8-3}= DTLS)
U3 Zolok

* ¢5.largel 4] = 0.5Gbps
* c5.xlargel] 4] = 1Gbps

* c5.2xlarge®l| A = 2Gbps
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« AWS2] SNS(Simple Notification Service)S AF-&-3to] o|HIES A g},
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kms 71 7] [}

#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3 install cffi==1.15.1

pip3 install cryptography==2.9.1

pip3 install paramiko==2.7.1

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0

pip3 install pycryptodome==3.15.0

echo "Copy from ./layer directory to ./python\n"
cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale layer.zip ./python

A 3} autoscale_layer.zip 3+ < S- lambda-python-files Z T o] & A}3) oF &1t}

KMS v} ¥ 7]

Python 3 3+7

ASA 7P Bl E 7} b e sk G4 29 Dagnh a8 ero o] T4 ekt BesiA @
23 }oq 9+ % 8}8] oF 1 th KMS ARN©] CFTol ¢ 2%
ofo H|HH 5= Aul Bl A~ E oo gy},

AWS 4] Creating keys ¥ AWS CLI Command Reference

a:

$ aws kms encrypt --key-id <KMS-ARN> --plaintext 'MyCOmplIc@tedProtectloN'
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJvY/x/rfHnKI3clFPpSXUUTHORNCAFwEXhXHJAHL8tcVmDqurALAAAAajBoBgkghki
GI9w0BBwagWzBZAgEAMFQGCSgGSIb3DQEHATAeBglghkgBZOMEAS4wEQQOM45ATkTq]j SekX2mniAgEQgCcOav6Hhol
+wxpWKtXY4y1Z21d0z1P4£fx0jTdosfCbPNUExmNJ4zdx8="

}
$

CiphertextBlob 7] 2] 3t& H]'d ¥ 3 & AF&-3f oF gt}

makepy 5H2) € 2] ] £4 Ee] o] 39 o & )] 9571tk o] 2 AI5HH python 31912 Zip 31
A2 §HEeha o Fool BAFh o) 2§ 4412 55l W Python 3§73 AHEE 5 9L]
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! Load Balancer Health probe Configuration

object network aws-metadata-server

host 169.254.169.254

object service aws-health-port

service tcp destination eq 7777

object service aws-metadata-http-port

service tcp destination eqg 80

route inside 169.254.169.254 255.255.255.255 10.0.100.1 1

nat (outside,inside) source static any interface destination static interface
aws-metadata-server service aws-health-port aws-metadata-http-port

y._

B 9lo] AH) B A e a2 g Aol A 3§50 of Gk

ASA 7V A a] 1ef o] A ¢ dloE] ZelQl A g o] d o o=tk

tio
o,
BN
ol

>,
>,
fo

! Data Plane Configuration

route inside 10.0.0.0 255.255.0.0 10.0.100.1 1

object network http-server-80

host 10.0.50.40

object network file-server-8000

host 10.0.51.27

object service http-server-80-port

service tcp destination eqg 80

nat (outside,inside) source static any interface destination static interface http-server-80
service http-server-80-port http-server-80-port

object service file-server-8000-port

service tcp destination eqg 8000

nat (outside,inside) source static any interface destination static interface file-server-8000
service file-server-8000-port file-server-8000-port

object service https-server-443-port

service tcp destination eq 443

nat (outside,inside) source static any interface destination static interface http-server-80

service https-server-443-port http-server-80-port
!

2y 2ol d vt Aol E

ASA 714 73] 218 0] -2 azl-connfiguration.txt, az2-configuration.txt 2 az3-configuration.txt 32+ o
A el EsfoF gt

%

i 370 A ageld v o] 9lod 784 o H(AZ)dl whet AT o] s e 4
t}. o £ 9] aws-metadata-serverol] THaF 1A A 2= ZF AZO A T2 Ao E =4
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|

dns domain-lookup management

DNS server-group DefaultDNS

name-server <VPC DNS IP>

|

! License configuration
call-home
profile License
destination transport-method http
destination address http <url>
license smart
feature tier standard
throughput level <entitlement>
license smart register idtoken <token>

Amazon Simple Storage Service(S3)= 3} Q==

>
)
e

g g E e o] BE 3-8 Amazon S3 W Hl o] 2 =3 of et} 93 4 9 CLIE AF8-3lo] tAt
fAEg e RE 38 Amazon S3 HF o] 42 =3 5= Q1G5 T},

$ cd ./target
$ aws s3 cp . s3://<bucket-name> --recursive

#yd.

%0

T5E 918 B8 A 2710 ¢hE ¥ AWS CloudFormation 2~ -8 A4 & =
73 o = E 2] 9] deploy_autoscale.yaml 3} S- A&t
Geneve Autoscale] T/ T] 2 &.2] 2] deploy_ngfw_autoscale with_gwlb.yaml 3} & A& o,

e
Kl

%3}7] %ol AWS GWLB Auto Scale %5418
t}.

deploy_autoscale with gwib.yaml §131 -3 Foll A4 5] = GWLBE A ¥] 35} o] GWLB-E(Gateway
Loadbalancer Endpoint)E AJ/d 3l oF 3t} GWLBeE A4 $F -l = Application Subnet(°l| 3= 2]
A o] A B.Yl) 9 default Route(7] 2 7 2) H o] &9 GWLBeE AF8-31 25 7|2 4 25 ¢ do]
E ol guich.

ZFA g U] -8--2 https://docs.amazonaws.cn/en_us/vpe/latest/privatelink/
create-endpoint-service-gwlbe.html & 3184 Al 9.

deploy_ngfw_autoscale with_gwlb.yaml 3} -8 -+
Infrastructure_gwlb.yaml S G- 3f of &1

Q1 w7, 90 Hol Aol 50 W) WS AT,
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= - Azure 2] A2~ B EE 4

L SSHE 53 92 7458 CLI 8 & AL8-5e] 13 el ol HS A% 3k AL ASDME AL8 3]

o] A Mo A= ASA 7Hd 5o AF-8 9= )= Azure Resource Manager 51251 o] -

o Azureg]/\/\ B2 0 JSON T Ut M Q8 B E @] ko] LES 74D

ool = JSON o+ F 7|7} 35 o 5yt
1

« Template File(F =3 34d) - 2l &~
.

« Parameter FiIe(HH7HtE—’F ) - o] U= ASA 7S AFH o2 5 d E g vl
WHE7E 23 e o] QlFU T o 7)ol = B A H, 71Hd Al A i 1, ASA 7} 2] AF-&-A}
ol W HEHT A& X Ao o]F T2 AF AR} Ut} Azure Stack Hub

5 7o ubA| o] L& AFEAF A AT = 5T

)

> ov

Bl Z ) wlol & A
== A = o 71
o] Al d ol A = Azure Resource Manager 8153 3} 220l 3] A3t} o} oo = &3
shQle] F2 w7] o} GE S o] habat MM S Seld 4 gt
Azure Resource Manager JSON &= 5 1<
{
"Sschema":
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "",
"parameters": { },
"variables": { },
"resources": [ ],
"outputs": { }

BEE 2 ASA VP T HE A% ahe T ek vl AR 5 9l JSON B A o2 A Yt 7H

et oA 'BlE el = o 247 Y

X 17: Azure Resource Manager JSON &) =31 3} @ 4 7 o] 5

LA 5 Description

Sschema o HES! olo] W& A ISON 2710} Q9 A1
Juoh 9] el FAE URLS AHEFHU o
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{4 auiRa Description

contentVersion ) 221 o] B A ():1.0.0.0)d Ut} o] &40l Y429 #HeS <]
93 5 AHUTh HERL A3 Hang THT
o] #& AHg3ke] Sl e WEslo] AL 3 QA el T
& AU

parameters ohl g B PES G A A A FES A o A
B G S A8 s 7R 2
B o UG el F o sk x|, o] gho] glo
R1ISON ®l 5312 vl 5 A3k v 7l =& AbE-she] 2l
22 75U

RS JaRK:] EES R RER S DREL R EPE RRNONES)
TER AHEE g

2 o gl a2 gl M FHE A o EH glhs fE YUY
ct.
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JSON W31 ALg-8k 53 2 hzs g uk oh el ol 14 A MSE AP 2 gt

g ool A A ASA M-S FESHE SRS FAT 5 A

"Sschema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName" : {
"type": "string",
"defaultValue": "ngfw",
"metadata": {
"description": "Name of the NGFW VM"
}
}I
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {

"description”: "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"
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are disallowed -

3 and 24 characters.

}I
"adminUsername": {
"type": "string",

"defaultvValue": "",

"metadata": {
"description":

}
}I

"Username for the Virtual Machine. admin, Administrator among other values
see Azure docs"

"adminPassword": {
"type": "securestring",
"defaultvValue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars and

have at least 3 of the following: Lowercase,

}
}I
"vmStorageAccount": {
"type": "string",

"defaultvValue": "",

"metadata": {
"description":

}
}I

"A storage account name
Lowercase letters and numbers only"

uppercase, numbers, special chars"

"virtualNetworkResourceGroup": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description”: "Name of the virtual network's Resource Group"

}I
"virtualNetworkName" :
"type": "string",

"defaultvValue": "",

"metadata": {
"description":

}I
"mgmtSubnetName": {
"type": "string",

"defaultvValue": "",

"metadata": {
"description":

}I
"mgmtSubnetIP": {
"type": "string",

"defaultvalue": "",

"metadata": {
"description":

}I
"diagSubnetName": {
"type": "string",

"defaultvValue": "",

"metadata": {
"description":

}I
"diagSubnetIP": {
"type": "string",

"defaultvValue": "",

"Name of the virtual network"

"The FTDv management interface will attach to this subnet"

"NGFW IP on the mgmt interface (example: 192.168.0.10)"

"The FTDv diagnostic0/0 interface will attach to this subnet"

. Cisco Secure Firewall ASA Virtual »] 2} 7}0] =, 9,18

(boot diags require a storage account).

Between



| Microsoft Azure = 2}-5-=oll ASA 7} 7%

A
[
[>
i)
il 3
prch
0%
oX
|

"metadata": {
"description": "NGFW IP on the diag interface (example: 192.168.1.10)"

}I
"gig00SubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/0 interface will attach to this subnet"

}I
"gig00SubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"

}I
"gig0lSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"

}I
"VmSize": {
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 v2 or Standard D3)"

}I

"variables": {

"virtualNetworkID":
"[resourceld (parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks'
parameters ('virtualNetworkName'))]"

"vmNicOName" :" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name" :" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name" :" [concat (parameters ('vmName'), '-nic3')1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG')]"
"vmMgmtPublicIPAddressName": " [concat (parameters ('vmName'), 'nicO-ip") 1"
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apivVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]"
"location": "[resourceGroup() .location]",
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"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType') 1",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName')]"

"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')1",
"location": "[resourceGroup() .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange":
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 100,
"direction": "Inbound"

nwxn
’

"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange":
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"

mwxn
’

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup().location]",
"dependsOn": [
"[concat ('"Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName"')) ]
"[concat ('Microsoft.Network/publicIPAddresses/', variables ('vmMgmtPublicIPAddressName'))]"

] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]"
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',
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parameters ('mgmtSubnetName'))]"
}I
"publicIPAddress": {
"id": "[resourceId('Microsoft.Network/publicIPAddresses/",
variables ('vmMgmtPublicIPAddressName'))]"
}

] ’
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',
variables ('vmNicONsgName'))]"

}I

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')1",
"location": "[resourceGroup() .location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName'))]"

} }

] 4

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gig00SubnetIP')]"
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig00SubnetName'))]"
} }

] 4

"enableIPForwarding": true

"apiVersion": "2017-03-01",

Cisco Secure Firewall ASA Virtual A] 2} 7}0] =, 9.18 .



"type":
"name":
"location":
"dependsOn": [
1 ’
"properties": {
"ipConfigurations":
{
"name":
"properties

"privateIPAllocationMethod":
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"Microsoft.Network/networkInterfaces",
"[variables ('vmNic3Name')]",
"[resourceGroup () .location]",

[

"ipconfigl",

{
"Static",

"privateIPAddress" "[parameters ('gig0lSubnetIP') 1",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName'))]"

] 4

"enableIPForwarding

"type":
"name" :
"apiVersion":
"location":
"properties": {

"accountType":

"apiVersion":
"type":

"name":
"location":
"dependsOn": [

"[concat ('Microsoft.
concat ('"Microsoft.
concat ('"Microsoft.
concat ('"Microsoft.
concat ('"Microsoft.

"
"
"
"
]I
"properties": {
"hardwareProfile":
"vmSize":
}I
"osProfile": {
"computername":
"adminUsername"

"adminPassword":

}I
"storageProfile": {
"imageReference
"id":
}I
"osDisk": {
"osType":
"caching":

"createOption":

}I
"networkProfile": {
"networkInterfa

true

"Microsoft.Storage/storageAccounts",
"[concat (parameters ('vmStorageAccount'))]",
"2015-06-15",
"[resourceGroup () .location]",

"Standard LRS"

"2017-12-01",
"Microsoft.Compute/virtualMachines",
"[parameters ('vmName') 1",
"[resourceGroup () .location]",

Storage/storageAccounts/', parameters ('vmStorageAccount'))]l",
Network/networkInterfaces/',variables ('vmNicOName'))]1",

Network/networkInterfaces/',variables ('vmNiclName')) ]
Network/networkInterfaces/',variables ('vmNic2Name')) ]
Network/networkInterfaces/',variables ('vmNic3Name')) ]

n
’
n
’

{

"[parameters ('vmSize') "

"[parameters ('vmName') 1",
: "[parameters ('AdminUsername')]",
"[parameters ('AdminPassword') "

{

"[parameters ('vmManagedImageId') "

"Linux",

"ReadWrite",
"FromImage"

ces": [

. Cisco Secure Firewall ASA Virtual »] 2} 7}0] =, 9,18
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"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNicOName'))]"
}I
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName'))]"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name'))]"
}I
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

variables ('vmNic3Name')) 1"
}
1
}’

"diagnosticsProfile": {

"bootDiagnostics": {
"enabled": true,
"storageUri":

"[concat ('"http://',parameters ('vmStorageAccount'), '.blob.core.windows.net"')]"

}
}

}
] ’
"outputs": { }

—

@A 2 915 JSON A = 2 Z o] A 73 th(el: azureDeploy.json).
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= Description 4
vmName ASA 7F M A1 9] Azuredl| A] ¢] | cisco-asav

Qe ELS
vmManagedImageld Tl A}-g-3}= 2] & o] n| ] |/subscriptions/73d2537e-ca44-46aa-b

4 DY YT WA 0 2 Azure
== ﬂ/\)\E ﬂ/\}\IDg]_
A4z

eb2-74{f1dd61b41/
resourceGroups/ew
ManagedImages-rg/providers/Microsoft
.Compute/
images/ASAv910-Managed-I mage

adminUsername ASA 7}akol] = 101817 93k A
g7} ol et ol ekel o] B2l

'admin' A& 5= §l5H U

jdoe

adminPassword ez L HZ AU} do)=
12~727} o] o s}w A2} 17,

oA 1, %4 11, B4 4
N Zell A 370 & 2 ehell oF Y

.

Pw0987654321

vmStorageAccount Azure 2 E 2] 4] A AUt} 7]

& 2EYA AR S AHEsHAY
AMz=s e Ayt 2B A
AR o] 8L 3-24A}0] 11 A F-A}

o gbet w3k 5 gL

ciscoasavstorage

-
R ECER EARE R
ST ASA 7P 4 A
222 g0l FHH U,

virtualNetworkResourceGroup

ew-west8-rg

virtualNetworkName U ES 9] o] =Yt}

ew-west8-vnet

mgmtSubnetName F+a] o1 H o] 27} o] Al B Yo
AAdg Uk A HA A BMQ

Nmﬂﬂmﬂuqﬂ%ﬂz%
ol Zolal= A9 71 A B Y

o) 5} 2 x| 3 of F] o).

mgmt

mgmtSubnetIP ha] o1 E o] A P F AUt}

10.8.0.55
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gig00SubnetName

GigabitEthernet 0/0 $1E] 3 o] 27}
o] B Ylo] AZA P Yt} 7 HA
A BRI Niclol v*g gyt 7]
EYEY A 238H= 457
A B o] 3 dA ) oF T

.

gig00SubnetIP

GigabitEthernet 0/0 ¢1E] ] o] 2~
IP 20U th ASA 7He] A
WA wlo] e e s o] 2o AL-E
ok

10.8.2.55

gig01SubnetName

GigabitEthernet 0/1 91 ¥ 7| o] 2~ 7}
ol E e AAF Yt} Al HA
4 B9l Nic2oll w=3 gt} 7]
EUEL Fd 2dsk= A 571
A B o] &3 A A &l oF gy

.

gig01SubnetIP

GigabitEthernet 0/1 1 & | o] 2~
IP 24U Th ASA 7HEe]
At o] QI 7 o] 2o AL
o

10.8.3.55

gig02SubnetName

GigabitEthernet 0/2 ¢1E] 3 o] 27}
o] AlHyle] AZA Utk vl fiA
A1 BRI Nic3ol w3 g Lt} 7]
E Y EY Fo) 28= 457
A B o] 53 dA ) oF

.

dmz

gig02SubnetIP

GigabitEthernet 0/2 ¢1E] ] o] 2~
IP T2 U th ASA 72| Al
HA dlo] ] Q1E 7 o] 2~ o] A}-&
Easias

10.8.4.55

vmSize

ASA 713 VMol AH&-3 VM =L
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Standard D37} A] ¢4 g Yt}
Standard D3 V27| 7] zk91 Y
o}

Standard D3 V2 =+
Standard D3
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"Sschema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",

"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"value": "cisco-asavl"
}I
"vmManagedImageId": {
"value":

""/subscriptions/33d251 7Te-ca88-46aatda?-74££1d061IA1 / resourasGrovps/enBragedimeges—rg/providers/Microsoft . Canpute/ imeges/AAv-9. 10. 1-81-Managed-Trace™

}I

"adminUsername": {
"value": "jdoe"

}I

"adminPassword": {
"value": "Pw0987654321"

}I

"vmStorageAccount": {
"value": "ciscoasavstorage"

}I

"virtualNetworkResourceGroup": {
"value": "ew-west8-rg"

}I

"virtualNetworkName": {
"value": "ew-west8-vn"

}I

"mgmtSubnetName": {
"value": "mgmt"

}I

"mgmtSubnetIP": {
"value": "10.8.3.77"

}I

"gig00SubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value": "10.8.2.77"

}I

"gigOlSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"
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}I
"gig02SubnetIP": {

"value": "10.8.0.77"
}I
"VmSize": {
"value": "Standard D3 v2"

}

uey
)
N
i
1o

JSON 7 &= & 7 of] A %3 th(ol: azureParameters;json).
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* GigabitEthernet0/1-2 "W 5+ Q1] #| o] Z~of of Fhj ),
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|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address dhcp setroute

|

interface GigabitEthernet0/0

nameif outside

security-level O

ip address dhcp setroute

|

route outside 0.0.0.0 0.0.0.0 10.12.3.1 2
|

route inside 0.0.0.0 0.0.0.0 10.12.2.1 3
|

ssh 168.63.129.0 255.255.255.0 outside
|

ssh 168.63.129.0 255.255.255.0 inside
|

object network webserver

host 10.12.2.5

object service myport

service tcp source range 1 65535 destination range 1 65535
access-list outowebaccess extended permit object myport any any log disable

access—-group outowebaccess in interface outside
object service app
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Azure Function <} 3 7] %] ¥l = .

service tcp source eqg www

nat (inside,outside) source static webserver interface destination static interface any
service app app

object network obj-any

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) source dynamic obj-any interface destination static obj-any obj-any
configure terminal

dns domain-lookup management

policy-map global policy

class inspection default

inspect icmp

call-home

profile License

destination transport-method http

destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
license smart

feature tier standard

throughput level 2G

license smart register idtoken <TOKEN>

: end
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"1 2 Azure 201N ASA 7P Q1R 2 E FH R ShE A4S TE Golol A AR s @ Gl e e 9
o] ARM ®1&531S A
o A
"zones": [
nyw,
"2",
ll3ll

:I ’

o] dloll M= 37H¢] o] $h="Central US” A = H.ol5 1t}
SAl2 o5 mE Mo Ao gt B A& AT o] Yson' o el o] S sl
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o A:
{
"type": "Microsoft.Network/loadBalancers",
"name": "[variables('elbName')]",
"location": " [resourceGroup () .location]",
"apiVersion": "2018-06-01",
"sku": {

"name": "Standard"

}!
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName'))]"

] 4
"properties": {
"frontendIPConfigurations": [
{
"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {

"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',
variables ('elbPublicIpName'))]"

}
}
}
]!
"backendAddressPools": [
{
"name": "backendPool"
}
]!
"loadBalancingRules": [
{
"properties": {
"frontendIPConfiguration": {

"Id": "[concat (resourceId('Microsoft.Network/loadBalancers', variables('elbName')),
'/frontendIpConfigurations/LoadBalancerFrontend')]"

. Cisco Secure Firewall ASA Virtual »] 2} 7}0] =, 9,18
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}I
"backendAddressPool": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables('elbName')),
' /backendAddressPools/BackendPool") 1"
}I
"probe": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables('elbName')),
'/probes/lbprobe') 1"
}I
"protocol": "TCP",
"frontendPort": "80",
"backendPort": "80",
"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"
}I
"Name": "lbrule"
}
]l
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Template deployment (deploy using custom templates) (preview) =

{ - Template deployment (deploy using custom templates) (preview) - .
| ===
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- Microsoft Azure

Home » ASAw_AutoScale > New > Template deployment (deploy using custom

Custom deployment

Deploy from a custom template

Select a template

Automate deploying resources with Azure Resource Manager templates in a single, ¢
select a template below to get started. Learn more about template deployment E5

ﬁ Build your cwn template in the editor

Common templates

BB create a Linux virtual machine
n Create a Windows wrfual maching
@ Create a web app

E Create a 50L database

Load a GitHub quickstart template

Quickstart ternplate (disclaimer) &

@A 9 Edittemplate(RZ3 HA) Lol A BE 72 2 =&

A
5% Bbhn Sved ) E 2

Ll
ol
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| IEEETEEES

19 25: PuTTY T} -2 =

&P Download PUTTY: latest release | X

< cC a

Alternative binary files

The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta
(Not sure whether you want the 32-bat or the 64-bit version? Read the EAQ entrv.)

putty.exe (the SSH and Telnet client itself)

32-bit: Rutty.exe (or by ETP) (siznature)
64-bit: Rutty.exe (or by FTP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: RECR.exe (or by ETP) (s1znature)
64-bit: CHERT (or by FTP) (signature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTFP)

32-bit: reftp.exe (or by ETP) (siznature)
64-bit: peftp.exe (or b ETP) (siznature)
puttytel .exe (a Telnet-only client)

32-bit: Ruttytel exe (or by ETP) (signamure)
64-bit: Ruttytel.exe (or by FTP) (signature)
plink.exe (a command-line interface to the PuTTY back ends)

32-bit: plink,exe (or by ETP) (siznature)
64-bit: plink.exe (o by FTP) (signature)

pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

A6 SSH Seho] A E A& 112l 9] o] F plink.exes asassh.exe® ¥ 7 g th.

A7 3 g7 0 B2 n Ay F o] A THAo A ASM_Function.zip®] 9 2 =% $] %9 asassh.exeE Zojt} =5
o},
7 8 SSH Ste]AE

o,

g g o E e Aol o] $l=A] Sty B ad g oA s =2 a3

GEEE DEES:

Auto Scale ManagerS 743} A L t] ol AFEE 4= Q= 2 7}A] A ¥ g o] A o] 5T o]
gk 542 ARM Bl &2 o] A= 2] 284 9k Function §§ oF&joll A =4 & 4= 315Ut

A 2] Aol

o A3 el o] A FA s o] 242 wEU

Y
* Function $§-& ¥ &4 3} ghu T}
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dEe] G4 olgel 1 AW B A5y ch EA o= ohg 7 2y,

« 713 190 A ©]&: “DELETE FAULTY ASA”(7]13-%k: YES)

G Foll A ASA 7H QIR 27F Al A 1 A 9] o] A 9kl & Sal A E YT Ay e o] o] A
& 749 o] F4= 7IWF S % Auto Scale Managert 3l & ASA 71 QIR 25 [ A AL A4 &4 28 Y
o} (ell: 23 ASA 713 AHAl /oty & A I gy o] d o] A afstt 2t e ASA 7H AR A E FAI YT

* Function §§ A o A &= Azure 750l I3k AA 2 A3lo] 9l &= AF&A 7} B E ¥ ('password' 9F 22 H Ok
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(@]

Azure IAM (Identity and Access Management)> A}F-8-2} IDE 2] 3}aL A0 3}17] 938 Azure Security
and Access Control2] ¥ 52 AF&-F YT} Azure 2] A~ 2~2] ¥2] %] &= IDE Azure Active Directory 2] A}

To % A FHEIDE Azure A B 200 ATy T}
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A1 Azure ZH o A VMSSE o] 5T
@A 2 DM A (IAM)E FE T
9A3 Add(F7hHE E98te] 9 &S YT
o7 4 Add role Assignment(&] & 3t 71 =& o) 4] Contributor (7] 1 2H) S A &gt}
WA 5 Assign accessto(9) Al 2 & th A =& th&-o A Function App(7]5 1)< A el gt o)
G716 ASA 71 FH o EEl Aol d & ey T

a9 27: AIM 9 Sy

Add rele assigrment
A"'"‘»- Acceds contnod (LAM])
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| Microsoft Azure©l] <] ASA 7} Auto Scale &34 T-=
Azure Logic ¢} 1 Hlo] E .

o
l

dlo]E] QIEl o) 2 mok TF & B WA Y] Ak SSH =9 S 5 G0k Fuinh,

Azure Logic 3§} FH|°o| E

Logic 31 Autoscale 7|5 2] @A ~Ed ol S5 th ARM §1E 3 7] & Logic 1< A%
Ut 221 Auto Scale LA =EFo|HE #Esl= Hl o R EA TS FUET 502 ¢
tlo] E&f oF gt}

GA1 A E Y A LogicApptxt LS 2 Al =gl o R HAAEtar o A g2 =g
Rt A&3E7] el o] @AE BT ¢l SA S Al L.

ol2] ¥k 4% ¥l = ARM HE 3ol A A5 815 4] 980 B & L15o] Logic Q7 S @ H 0= g 1elo]= 3
2= 0] 2~
T Aktﬂl4t}~

a) Z 5 “SUBSCRIPTION ID”9] BE o] AU & Zhola] F-55 ID A B2 WAy,
b) = "RG_NAME" o} A AE K7 Zroba] 2]k TF o] 5o & vhg
¢) I "FUNCTIONAPPNAME" o] A& 25 R Ztola] 3h4 o)) o] &0 & npHU )
Th5 ol A= LogicApp.txt It Lol A o] 2 gk &) F U F-& HolF T
"AutoScaleManager": {
"inputs": {
"function": {
"idn:

""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft.Web/sites/FUNCTIONAPPNAME/ functions/AutoScaleManager"

}

}I
"Deploy Changes_to ASA": {
"inputs": {
"body": "@body ('AutoScaleManager')"
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAME/providers/Microsoft.Web/sites/FUNCTIONAPPNAME,/ functions/DeployConfiguration"

}

"DeviceDeRegister": ({
"inputs": {
"body": "@body ('AutoScaleManager')"
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft.Web/sites/FUNCTIONAPPNAME/ functions/DeviceDeRegister"

}
}I
"runAfter": {
"Delay For connection Draining": [
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. Azure Logic ¥ ¢l tlol E

d) (A=A EgA b4 S A AW 71 24 G)= TAF YT ©] & Autoscale 7] 0] F7| A O &2 Eg A H =

AIZF ZHA QYT T o = LogicApp.txt 3F ol A o] 2] 3 8-S Wo] F ),

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5

}I

= 2

1 FABAL /1B A BT ) FAx(Seale-n) 2] Fo £luko] 222 A1)

e) (A" A =<l A
| A 71E AZAE =4 o] k= AIZF A G Yt o ol & LogicApp.txt 3} ol A o] 2 $F

|
3}7] Aol ASA 7}tol
g5 HojF Ut

"actions": {
"Branch based on_Scale-In or Scale-Out condition": {

"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"
}
b (A8 A B2 NS FA AL /RG0S FA G T 0] AFe T3 (Scale-Ouno] SR E F 2] ¢
5 FA 8= AlIFY Y T the ol & LogicApp.txt A ol Al o] 8 3 S HojF U T
"actions": {
"Branch based on Scale-Out or Invalid condition": ({
"actions": {
"Cooldown time": {
"inputs": {
"interval": {
"count": 10,
"unit": "Second"

2 o] 2] 3+ YAl = Azure EEH o A Ay = AFHTE A G W8-S Azure A & FERA AL
w7 2 Loglc Y ZE HI|Z o] 55ty 7] ZRl=E 2FA|5 L -4 E LogicApp.txt Lo A 2RI =E £ ¥ 31 Save(A
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219 30: Lagic <% 2 3 2 H)

Microsoft Azureol| <] ASA 7} Auto Scale & %4 -5 I

B Spunch it e, Sevic, Sad 40 15441

Lagic app run

r. Runs history
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. Fatakin B TP
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I SEUTS

Lngmececes s

A5 Logic Sio] A 2Hs w3
Al 6 VMSSo A ASA 71

% 3123 59 ASATH Y Q1B

all
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8 Fae

m ]

Hame

K1 asav-vmss | Instances

ie ) Refresh
N O i
@ anivity log Hame Computer nams Status
R hooers comtrol (lAM) LJ X A s 00000 @ Creatng Running)
L O s aidre-mas0000 @ Creating [Fansing
£* Disgnose and sobw problems 0 s 3a-mE00000 @ Creatng (Running
Settings
B insances
& Nebworking
H Z g)

o] def A= ARM §1 &9
°] ASA 7} Q1 ~'| A7) A ZHE U o)

Threat Defense VirtualASA 7} &1 13 o] =

Health state Prowlsioning
Creatng
Creatng

Creatng

= A1 ' 'minAsaCount' 7} '3' .2, "initDeploymentMode'7} 'BULK'Z A 7 5| ] . & 2 37)]

ASA 7} 9 12 o] 3= VMSS(Virtual Machine Scale Set)2] o] ] %] ¢ 1#] o] = & 2] © 20k %] 9 5 1]
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Threat Defense VirtualASA 714 & 1] o] =
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il

L E REST o] A EE A1-&31o] ASA 7HIE

SECMEE
cwhA E e o] 220l 4] A1g
EEES BRI

2 7z

7Hs gk Al ASA 7HE ol mA] Bl & 7HA Y th(4ll: 914.001).

d] A}-8-% SKUE 7FA 5 Y th(ol: asav -azure-byol).

s 2 O R 7P A AE S A ol EE P sy

12h$-A o) A T URLE o] S3hL] .

https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0

w s Aol A A S e,

19 32: Threat Defense VirtualASA 7173 ¢} L o] =

imeters

: Body
D
e A
{
"properties": {
"virtualMachineProfile": {
"storageProfile": {
"imageReference":
"publisher":
"offer":
"Sku":
"version":

Rrquest URL

PATCH  hempiimasagemnt aturncom Austerptiont THE00Te-set3. e Akt b4 LEARE 1158 ressurcelinapa FrchunsScsinl.

Paramaters

Microsok Arure fnterprive v

resserieirapuun’  FHOAUISCHRRT

e s dema-hidv-vmmss

doll A 22 ASA 7H o] %] B4, SKU % E]7] RUN< E 338k JSON 9 35 & g

{

"cisco",

"cisco-asav",
"asav-azure-byol",

"650.32.0"
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L Azure = CHE AFESHY] FHA YT

o "Azure /'Y $] A= =& Visual Studio®l] A %] &l oF gH T},

Visual Studio= 1 =
1. 'code' T E = A|=Hd thE 2 =g
2. ' ASAAutoScaling'Z T 2 |5 T},
3. Visual Studio®l| A ' ASAAutoScaling.csproj' ZZ H E 3} & Ut}
4. Visual Studio 3£+ A& AE-ste] A ] 2 =gt
1% 35: Visual Studio 1 =

B Bl [de Yew P  fuld | Debus Tea Apshoe ook  Eeaiens  Mindow B | Srarcn Vol Sudo ((rG P | AshwhutoScaling ®m - o =

i@ @t @ g o i ok | o R E T A Y, 1 LveShace £
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_Mwwn ! *! Clean Scktion

= baiannScaing Fun Code Anslyss o Soktion ARaF11 +| @ Run(tphequest seq, Loggering)
“uping Systes; 2
using Systen. Threading 8 B Stuiutstosing Shite FE e
using Micresofe.Auphi L ELE R
using Microsofe.Azure, Cleag ASAvAuteSealing

vsing Milcrosoft.dzure
using Migrosafe_ Aaphiel Buck Al g

using microsofe.Exten: B Poblah ASAvRteScakng
il ©

using Microsofe.Rest.d Baich Build_

using Microsoft.Azure.

oAbk Configuration.cs
B Az Opentons.cs

uilrg Mitresoft Ature Confguratan Manager. o o hest

using Microsoft.Azure mettmumnﬁ-\wmm—n o m'lr:h“q”m
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using Mierssofe. Azure. magmﬂ Netmaek s
using % e ene Hent = Mlorosoft.Azure. anagesent  Network. oriManagementClient
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fifdged ®  Mame " Date meddied Type Size

23-30-2020 12:51 PM File folder
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y CleanupaSavConfigueation 20 12:51 PR File folder
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* Management 0/0
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* Gigabit0/0
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interface GigabitEthernet0/0
nameif management
security-level O
ip address 10.176.5.71 255.255.192.0
|
interface GigabitEthernet0/1
nameif inside
security-level 100
ip address 172.19.219.7 255.255.255.0
|
interface Management0/0
nameif outside
security-level O
ip address 162.209.103.109 255.255.255.0
ipv6 address 2001:4802:7800:1:be76:4eff:£fe20:1763/64
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Static Routes(21.7d 73 =)

Rackspace™ U5 114 IP 4 25 Z 2 0] A J g},
* PublicNet Q1 E] #| o] =~ & &3t 7] & [Pv4 7 = (outside).
* PublicNet Q1E] #| o] 2 & &3 7] IPv6 74 &.

* ServiceNet 1 E] #| o] 2= 2] 9

[

2} A B Y 74 & (management).

route outside 0.0.0.0 0.0.0.0 104.130.24.1 1

ipv6 route outside ::/0 fe80::def

route management 10.176.0.0 255.240.0.0 10.176.0.1 1
route management 10.208.0.0 255.240.0.0 10.176.0.1 1

2% 24 549

Zehg-col ASAMES % |

Rackspace®l| A A/3 ¢t B 5 & AF-&-3fo] A&} o] & 'admin's A o} Z8h5-5 A 7}
Rackspace &7l 7] & A-&-3}¢] %ﬂ A THH, AF8-AF 'admin'el] ti gk 371 7] 7F A3 U T

username admin password <admin password> privilege 15
username admin attributes
ssh authentication publickey <public_ key>
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« Rackspace®] &3¢l we} o] 2= 7] w3k 15+

aaa authentication ssh console LOCAL
ssh 0 0 management

ssh 0 0 outside

ssh ::0/0 outside

ssh version 2

ssh key-exchange group dh-groupl4-shal

DNS %! NTP

Rackspace:= DNS % NTP|| A& [Pv4 A H| 2~ 4 270 & Al &3t}
dns domain-lookup outside

dns server-group DefaultDNS

name-server 69.20.0.164

name-server 69.20.0.196

ntp server 69.20.0.164
ntp server 69.20.0.196
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Hyper-V+= ol 870 9] Q1H #H| o] =& ] 1 & t}. Management 0/0 2 GigabitEthernet 0/0 ~ 0/6 ]
Ut} GigabitEthernetS 4ol 2% 8 32 AF&-3 4= )& th.

ofd

SHE
],
3

=

&
?_

._,14

VLAN

Set-VM NetworkAdapterVLan Hyper-V Powershell & & AF&-3}o] ER] = B = 9] QIE H o]~

oﬂ VLAN ARt} gy Qg dlo] 2o 3k 7] 2 VLANIDE 5% VLANC & T3+ VLAN
S et 0 e® 2% o dFU k. E” A R = Hyper-V S 2 E AR/ Al {4 4]
AUt ARYS 5 oW EY g R =2 A A 8 oF gt

AN U EA A o fE = A 954 &5U
A 7H A 28 A E A U T

Microsoft Azurei= A Y & #| 54t}

Hyper-V AFd 9.7
MS Windows 20129l Hyper-VE A X g1 t}.

Day 0 Ay 1go]d 9 AE 3dS AT THANE 2 75]5[;_).

ASA 7Hde] A& o & G55 7] el Day 0 113 1| o] A& Frtallof vk 18X Fow
ASA 7}l A write eraseE =3 3l ©F Day 0 A 9] 18 o] & AH8 S 5= 5 U T H A= Day 0
Aol d 5t FH & Fxs A 2

* Cisco.com®| Al ASA 7} VHDX 4 S t}e 2 =3t}

http://www.cisco.com/go/asa-software
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| IENTEEEEBRERESS

Hyper-VE AH-8-31od ASA 714 7%

%

3L Cisco.com 2121 ¥ Cisco A H] 2 A oFo] & @ gt}

« 37) o]/d2] A B YI/VLAN®I -3 ¥ Hyper-V 22 9] %]

* Hyper-V A] 228l @ G- A}&HE Cisco Secure Firewall ASA & 34 & 32314 A L.

gt

Day 0 713 13 o] A 1} FH]

A

ASA 7135 A 57] Aol Day 0 74 HA& FH1 & 5 AT o) HAdE ASA RS A4 )
A -gohi= ASA 71 A9 T o] o] E3HE U AE RA YY) o] 27] A2 o] ML A AT}
Aensl= 2] o P E 2] 2] “day0-config’ 2F= ©] 5 2] H|AE uldof 91X}, o] utd-& FH % H-g
2 o B 513 8130 day0.iso el = 2 Hrh Day 0 A 201 8 Aol = 2 g 2] ol
H o] AE Al 3}ela &8 7| O]Z‘Q‘SSH/HH-]E A % ]’*‘Ug‘—% ]—L"S]'E]Oio]:g%}ﬂ]—ol—]/]g} 9}}4
& ASA duieo] A EghE ol of v #H & &<t day0.iso I+ (AF-&-A} A 9] day0.iso 5=

7] 5 day0.is0) S AF&-& 5= 9lo of FH T,
SECHEL

o] o o A= Linux & AF8-3} A 9 Windows©l| &= -5-A}3F €] 7} 9 &1 o).
&

‘(';l_
e 27| 75 59 ASA M Blol Al a5 A o 2 483512, Cisco Smart Software Manager©l] A]
U} 2 =%+ Smart Licensing ID(Identity) Token=- Day 0 71 3] 18| o] A 3} 3} 72 ] A E 2] of| )
= ‘idtoken’ 0] 2}= o] E2] HAE wd & 7}AJ U T}

C g REG| M ASA TP FES A9, B R4 A F91 ezl ASA A5 1 o]
E#é%DwoﬁﬂlﬂIHAMEN%ﬂﬁﬁﬂﬂwﬂ46%ﬂ-%“ﬂﬁ%DwoﬁA
el ol 4l Tped ol A g E X Ly

A& 0% ASA 7}4HS ¥ 6 57] 1] Day 0 A5 1] o] M 71 &
ASA 7P3& 393 5] Day 0 719] 1o & AHE 5] 2 A
531 Day 0 713 18 0] e S 4 &8 Th3 ASA 7H3S 7

sl itk A &0

=
Sk A9 writeerase 5 EH S 2
El

day0 config”2hi= B 2 E 9} ASA7}“°ﬂ ek CLI 9] e o] & & gtk 370 I s o 2ol thgt <l
Ejgo] 2 Ay ago]d R k= Ve = Ay g o]l d s Frhgu

F -2 ASAv W 0.2 A 2a) oF gt} day0-config -8 $F ASA 713] 18| o] A o] of oF 3+ T}, day0-configE A
Aot 7HE T2 2 71 ASA = ASA VMOl A8 £l Aol & sk e HAMSE A9
Yt} day0-configoll A & ¢] =471 5 884 7]<E show run 8 & =2 2] oA &F A A2

ofF gt}
o A|:

ASA Version 9.5.1

!

interface management0/0

nameif management
security-level 100
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A 2
oA 3
oA 4

A 5

) 6

uE
FN
lE
|

Day 0 7] 1 o] A 9} <d

ip address 192.168.1.2 255.255.255.0

no shutdown
interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown
interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd

ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

(18 AL} Cisco Smart Software Manageroll 4] 33 $F 2~n}E 2}o] 4l D E& 3t S e o] th 2 =34t}
(A8 At TR oA ID EZS 5L ID BN 231 HAE g Zof Gyt

(A8 AR 27] ASA 7HE 75 &< 2hol Al o] AbE o= o] Fo] X 7 -, day0-config I Aol Th5 A W7} 2 3
of =A] FAF

- 7] QIE o] 2 1P A
“ (

* HTTP X EA|(X A H 7d-$-) T tools.cisco.com®l| g o174 S 2] Y &} route ™ H

2

2l
EL

>

}3}H) Smart Licensing®l] AF-8-&F HTTP X 5 A

* tools.cisco.com< IP =40l &<213}+= DNS A H
o AFEA7F 9.4 3= ASA 7 Fol Al 2~ & A A 8Fi= Smart Licensing 713 Z1¢| o] A

L (8 AL ASA 7HaFol CSSMOA A4S B 3] B AES Shs G F TAE o F

H2E 915 1SS0 3 2 [ 38t 7Hd CD-ROMS A4 3 o)

stack@Quser-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0O

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ID 2 ASA 7135 Smart Licensing 4] ¥ o] A}-'5 S

=
TRA~5 T & Wb aho] 5 5teli= 7k ASA Zhadell dlsl A @ 1P a7} 23 MR 714 A9 el ol Al 3}
21§ W,
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o

_']_.L

Ei

B Hyper-v Manager= 418 5] Day0 73] 22l o) 4 5l = ASA 7}

Hyper-V Manager= A}-8-31 Day 0 713 18 o] A 9} d =
ASA 7} 4=

Day 0 A 3] 18] o] A 9} (Day 0 A 3] 22| o] A 3} #1])S A A g thH Hyper-V ManagerS AF-&-3}
o %% F dFHTH

A1 Server Manager (A1 H 2] #}) > Tools(%) > Hyper-V Manager 2 ©]-5 g1t}
@7 2 Hyper-V Manager®] Q2% 3+ Settings(d 4)E &8 &Y th. Settings(A2 A) t 3} 2 7F E Ut} 2129
Hardware(3}= 9 ©1)°l A IDE Controller 1(IDE Z1EZE¢ 1)& =83t

1% 38: Hyper-V Manager

2 Settings for ASAVS-100-10-14-22-new on U71COTHPVO307 [= o
ASAVS-100-10-14-22-new vl 4 Q3
|2 Hardware ~ | & DVD Drive
L Add Hardware
M B10S Sebect the controler and location on the controller to attach the CD/DVD drive.
Controler:  Lo<ation: ;
. Memory IDE Conbroler 1 w | |0 (nuse) w
+ [0 Processor
1 Spedfy the media to use with your virtual CDJDVD drive.
= I IDE Controller 0 None
# (& Hard Drive ¥ Image file:
§ 4 DVD Drive €1 Yisers phensel. CISCOWSAvHyperVigay0-v 30,80
= B 1DE Controler 1 [ Gromse...
{4 DVD Drive
day0-vIliso E
B 5CSI Controlier

& § MNetwork Adagter
t To remeve the virtual CDOND dirive from this virtual machine, didk Remave.
oM Remove
¥ com2
H Duiskette Drive

® MHanagement
[ame

25 Iniegration Services

& | Chedpont Fle Locaton

- SEmart Paging File Location

LErELY

A3 2 2% Ao Media(W] t] o])oll A Imagefile(e] ] %] 3}) glt] @ M ELS A B3 th-2 Day 0 1SO 73] 18 o] A 3}
S At g H e = o] F38tal Apply(H8)E S Ut ASA M-S A S o= FE 8= 49 Day 0 13 18
ol vt o] W&ol wheh A Ut
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e %5 ALg-3ho] Hyper-vell ASA 71 417 |

& =S AF&5)o] Hyper-Vol| ASA 7}’2} A A]

Windows Powershell HES 53l Hyper-Voll ASA 7Hd& A X & 4= 9l 5 Ut = H 3 Hyper-V A1
o AT W #EH &S AH8-3Fo] Hyper-VE A A8l oF F1 ‘:}.

A 1 Windows Powershell 2 3 4t}
@712 ASA 7S FEFY T
o) A

new-vm -name $fullVMName -MemoryStartupBytes $memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\S$ImageName.vhdx -Verbose

Al 3 ASA 7H Edlof] whet CPU 7HEEE 7123k 1614 8 ot
of A
set-vm -Name $fullVMName -ProcessorCount 4

A 4 (A E AL QIE H o] £ o] 55 o)1 gl o] F o' Wiy T
of Al

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

SA5 (A E AR HIE Aol A Fastthd VLAN IDE 73 g o

of| Al

Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"
71 6 Hyper-Voll X W7 AH&ES 4 &8t es QIE dlo] 28 Al = Syt

of| A

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115Imgmtswitch
A7 W A o] 25 F7H U T

of A

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

A 8 Q- Y H o] ~E F7Fe Y
ol All;

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName S$fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

Cisco Secure Firewall ASA Virtual A] 2} 7}0] =, 9.18 .
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. Hyper-V ManagerZ A3} o] Hyper-Voll ASA 7}/ A %]

Hyper-V Manager= A}-8-3}-] Hyper-Vol| ASA 7} A %]

Hyper-V ManagerS A}H-8-3}] Hyper-Voll ASA 73S A& 4= Q) HFH T}

SGAl1 Server Manager (¥ #2] 2} > Tools(E) > Hyper-V Manager & ©] &34t}

19 39: 49 1) 4

Server Manager

Manage Teals View Help

Bitvise SSH Server Control Panel
Component Senices

Computer Management

Connection Manager Administration Kit
Defragment and Optimize Drives
Embedded Lockdown Manager

Event Viewer

Group Policy Management

Heaith Registration Authority

Hyper-W Manager

Internet Information Senices (IIS) Manager

ZrrEle

@A 2 Hyper-V Manager”} Y ERE Y T}

. Cisco Secure Firewall ASA Virtual »] 2} 7}0] =, 9,18
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1% 40: Hyper-V Manager

Fle Adicn Vw Help
«=» 2@ 8@
B Hype-V Manager
a unconenvonn
Ba unconevone
Bavrconevaxs
s vrconevosa:

Hyper-V Manager= A}-2-3 o] Hyper-vell ASA 713 224 |

A i,
Virtual Machines ezt
Harra = Suste CPUUssge  Asgned Memory  Uptime - pra b
P =] Burrng [ 11 Al g 11948
i ASA100 110 Biphand Bureg 0% 12E MG 19ss; | L@ Impoet Virtusl Machine..
i ARSI 0 Behend  OF 3| & Hrper¥ Settnge..
i Asktiooia1nn o 1] 27 virtuat Suvites Manager..
§ A0 10 OF ol Vituul SAN Mamager.
B_aga.on won e mnse - Sl G Dan
i - »
== | 5 teapct Disk.
Cheu kit @ Stop Sevice
The pelected veia machre hat o Checkeons X Nenirs oo
(4 Refvesh
Ve Ll
H Hee
o] Conmect.
L Semngn
Im1w-|o-1mm © s
Coeated  £/22019 10205 Pu Chnteed to s Checipent
Version: 50 * Move
Camrration | o, bpot.
ke Pare N e—
i Delete
Sy | By | atwoing | Faghcation | I Snsble Rapficston.. -
- EH Hee =
<] - » ;
W

[SIR=="-Ye)

-

oA 3

Virtual Machine(7}d #21)S A g3 o},

sholwjuhol 4 B-So] A Yshc shol A ubo] A F Ph2 . BF W E O 2 ZE 5k New(H) 2 5] >
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B Hyper-v Manager= 418 5] Hyper-vell ASA 714 41

9 41 ) Fhak A A%

File Action Wiew Help

«= === [

35 Hyper-V Manager
ii UF1Co1H ] | Virtinal Aacki

II u7ico1 HPVD?.’D| Mlew r Virtual Machine...

J
II UT1COTHPVO30 | Import Virtual Machine... Hard Disk...
Ii LR Hyper-V Settings... | Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
o W Ot
Edit Disk... thand Off
Inspect Disk... fa¥:3
1]
Stop Service
Remowve Server
Refresh
- The selected virtual machine has r
Wiew 3
‘ Help

EFELY

@A 4 New Virtual Machine Wizard(A] 714 Al 2~ 8 b AL 7F e U o}

. Cisco Secure Firewall ASA Virtual »] 2} 7}0] =, 9,18
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Hyper-V ManagerZ A}-4-3} ] Hyper-Voll ASA 7}/ A1 %] .

219 42: New Virtual Machine Wizard(™ 7}7+ # Al npHA}L)

~ New Virtual Machine Wizard -
:k{ Before You Begin
Mmmgmvmaeimawmmgwc;rndusewma!mag:m&nlaced%f‘emvxdw
’ computers for a vanety of uses. You can use this wi to configure the virtual machine now,

Spedfy Name and Location you can change the configurabion later using Hyper -V Manager,

ity Generation
Spedfy o To ceate a virtual machine, do one of the folowing:

. E Chk Finish tual machine thal figured with default valu

: M to create a virtual ma tis configured with default values,

Configure he tworking « Click Mext to areate a virtual machine with a custom configuration,
Connect Virtual Hard Disk

Instalation Options
Summary

[] Do not show this page again

Next> || Fmsh | |

H
SFreli

GA5  wpHAR A U AR E A F
* ASA 7Hge] o] & 3 94
« ASA 71 A4
ASA 7Hgel A LA A ] = At = Generation 19 Yt
« ASA 7}9] v 22] 83 (100Mbpsi= 1024MB, 1Gbpsi= 2048MB, 2Gbps= 8192MB)
« YES 2 of siEf (o] W] A7 7Hd =91 A ¢l A3)
7P st= v 9A
Usean existing virtual hard disk(7]15 714 8= t] 2~ F A8 ) S A 86} al VHDX 3t 9] 9] %] 2 o] 5t}

o716 Finish(PF3) S 28614 ASA 714 A ¥ 1 o] S HoF = ti 3} A7) vrebdy ol

Cisco Secure Firewall ASA Virtual A] 2} 7}0] =, 9.18 .
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. Hyper-V ManagerS A}-8-3}¢] Hyper-Voll ASA 7} A %]

39 43: A 71 WAl ek

- New Virtual Machine Wizard

e
@ Completing the New Virtual Machine Wizard

Before You Begin You have successfuly completed the New Virtual Machine Wizard. You are about to create the
Spedfy } o Locaton following vir tual madhine.
Spadfy Geeration Description:
Assign Memory Mame: ASAv30-100-14-10-22
i Generation: Generation 1

Configure Networking

* Memairy: 8192 MB
Connect Virtual Hard Disk MNetwork:  L1SImgmtswitch
Summary' Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<] [ »

To greate the virtual machine and dose the wizard, didk Finish.

A7 ASA 71l vCPU 47 7F b, ASA 7HES A 2HéE7] Aol vCPU #h2 =4 8l oF &4 t}. Hyper-V Manager2] <
E%of += Settings(2 ) E 22 FH th. Settings(HA) th 3t A7 A Hu vk 9% ] Hardware(3H= 91 ©) =57
ol 4] Processor ((Z 2 A A1) & 2 3 5} Processor(3Z Z A A) & S 2 o] 5 gtk Number of virtual processor (71
T2AAN F)E 42 AT
100Mbps = 1Gbps <l Eo]EH E ol = vCPU 1707} 9131 2Gbps Sl EFO] EH E ol = vCPU 4707k A5 H v 7] 2%k
=194
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Hyper-V Manager= A}-2-3 o] Hyper-vell ASA 713 224 |

2% 44: 713 A TR AA A

™ ASAV30-100-14-10-22 v 4 » G
# Hardware - n Processor
9 Add Hardware
(& BIOS You can modify the number of virtual processors based on the number of processors an
Boot from D the physical computer, You can also modify other resource control settings.
- Memory Mumber of virtual processors: | 4;'
8192 M8
# ) Processor | Resource control
4 Virtual processors | Youw can use resource controls to balance resources among virtual machines.
=l I IDE Controler 0 .
Virtual machine reserve (percentage):
@ @ tord e Lo
asav 100- 14-10-22-430. vhdx Percent of total system resources: [ 0|
= B IDE Controfler 1
§* DVD Drive Virtual machine limit (percentage):
None 1
Percent of total system resources: 12
& scsicontroler | |
#H E Network Adapter Relative weight:
115 Imgmtswitch =
¥ com1
None
¥ com2
Hone
Diskette Drive
None
£ Management
\I] Name

ASAV30-100- 14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftiWin. .
23 smart Paging Fie Location
C:Progr amDataPMWeorosoftWin,..
B Anmatic Staer Aetion .

LPFELF

1 559 ASA 7MY o] & vk 2 25 BEC 2 F23}kal Connect(
2)E 2Y3to] ASA 7HEel AAFUTE TAE ASA 7HEel i Zo] HY
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19 45: 71 W Alel A

é"u'irtual Machines

MName E: State CPU Usage Assigned Memory Uptime -
‘5 ASAVE100-14-10-16 Ciff
P2 ASAVE-T00-10-14-22new i
{5 ASAV30-100-14-10-16byhand off
(3 RSl e Connect... i
{5 ASAv3ID-100-14-10-16
2 ASAVI0-100-14-10-16-byhs Settings...
( AC AuAM AAM 44 40 428 Sfnt 8
2 Checkpoint
: Checkpoints =
: Maove...

Export... sckpoints.

Rename...

Delete...

Enable Replication...

Help 5

A9 Virtual Machine Connection(7H3 A 228l A2 &4 Fol| 4] & =4 Start(A 2 H &S F 8 5}o] ASA 713 A1 #
o,
<1 46: 7P )4 A4
& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH

File Action Media View Help

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off P

. Cisco Secure Firewall ASA Virtual »] 2} 7}0] =, 9,18



| Hyper-vE A1-g-3lo] ASA 713 75
Hyper-V Manageroll 4] W E ¢ 7 ol ¥ F7} .

A 10 ASA 7He] BY 28 A3to] 2o A FH YT

% 4727 M2 R A

ol

ASAv30-100-14-10-22 on UT1CO1HPVO307 - Virtual Machine Connection .;il s3]

to MFF commands
HFPF comman

0" to MPI il

to HPF comnma

unuvr‘r 1||q :

: Power-0n Self-Tes

| holds a non self-si

I
Status: Running

Hyper-V Managerol] 4| U E 9 3 o 9 E 7}

A2 758 ASA 7Pl = W =912 o El 7 1RSIV T v =

9121 ol E 2 270 o4 FAhalof
FUTh o714 & W3 Y ES 2 ol WE 2 F7heba T

SECHEL

* ASA 7}go] AZ AEf o] of T,

7 1 Hyper-V Manager®] 2 &%l Q= Settings(2 )& S8 FY ot Settings(A ) th s} A7 U} 959
Hardware(3} = ¢ ©1) ©] 3o 4] Add Hardware(3l = ¢ F+7HE &

= 2] 5} 37 Network Adapter (M E Y 2L A HENE &
Eiasi=s
Za HAA M EHY A o] H = AFE-3FA] R Al L.
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. Hyper-V Managerol] 4] U] E 9] = o] 91¥] 7}

I 48U EY A o HE 71

% _Hardware ~ | ¥ AddHardware
| Add Hardware
ﬁElIOs You can use this setting to add devices to your wirtual machine.,

Boat from CD Select the devices you want to add and dick the Add button.
. Memory
8132 MB

. Processor
1 Virtual processor
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive
asay 100 - 14-10-22-v 30, whdx
= Bl e Controller 1
‘, OVD Drive A network adapter requines drivers that are instaled when you install integration
None services in the guest operating system.
SCSI Controdier
# U Metwork Adapter
115 imgmitswitch

|I] Mame
ASAV30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
Automatic Start Action
Restart if previously running
I§) Automatic Skop Action =]

[ o [ cma ]| v |

LGPELF

A2 NES A A7 b v 7P 29 A R VB e A = E Ut a8t ¢ 7] 4 VLAN IDE=
AR sy
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HE

OY 49 EY A oHE A F4

.
+ il

UESZ oY o] &

= B IDE Controller 0
¥ =3 Hard Drive

asav 100-14-10-22-v
= B IDE Controller 1

30, whdx

[ 1s52]

ASAV30-100-14-10-22
9 Inla;raﬁmlseruices

Some services offered
13 Chedkpoint File Location

&4 Smart Paging Fie Lacation

Db Mutomatic Start Action

C:\ProgramDataMicrosoftiin... ||

C:\ProgramData Microsoftiiin..

& lifrdmre ~ 0 K Adaut
¥ Add Hardware
& BI0s Specify the configuration of the network adapter or remove: the network adapter,
Boat from CD virtual switch:
. Memary [ 115 1momtswitch v
a192MB
. Pracessor NI
1 Virtual processar [w Enable wirtual LAN identification

“The VLAN identifier spedifies the virtual LAN that this virtual machine will use for al
netwark communications through this network adap ter.

£ * OVD Drive
Mone Bandwadth Management
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter |
v 115 imgmitswitch = Sparify how this network adapter utiizes network handwidth. Both Minimum
1iaimg Bandwidth and Maximum Bandwidth are measured in Megabits per second.
U Wetwork Adapter —
1151 mgmitswitch Minimum bandwid th: ﬂ_ Mbps
7 eomy = it .
None Maoomum bandwicith: 'CI. Mbps
? COM o Ta leawe the minimum or maximum wnrestncted, spedfy 0 as the value,
None
EE:M“:‘D'"“"" To remave the network sdapter from this wirtual machine, dick Remave .
None
A Management [_Remove |

0 use alegacy network adapter instead of this network adapter to perform a
network-basced inctallation of the guest operating system or when integration
services are not installed in the guest operating system.

o] [Cem [ ] g
(@) = A~
A oY o] F +H
Hyper-Voﬂ A A Y E Y A A E # o] 2 0] 52 ‘Network Adapter’ 7} A& Y T U E JEL E] ¥

0|27 %

FEddolEd 7:‘—‘%5@%

T 2=

T AF YT} Hyper-V Managers AH&-3ho] o] 55 48

5 Y . Windows Powershell ¥ 3 -& AF-&3}o] =4 & ofF g}

@A 1 Windows PowershellS 31 T}

SA2 Peao weh U= A o) E S
of A

I,
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SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAVVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[1] -newname outside
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Hyper-V ¥} 2] A} & AF-&-3Fo] MAC -4~ =3 44

Hyper-V ManagerE A}-8-3}¢] Hyper-Voll MAC 2235 743 = 54T}

A1 Server Manager (413 2] #}) > Tools(E) > Hyper-V Manager & ©] &34t}

Hyper-V Manager”} Y EFE Y T
7 2 Hyper-V Manager?] 2 2%l Q)& Settings(2 )& S8 3to] A4 dlsdats vtk
@A 3 % 2] Hardware(3t =4 o]) ®l ol A thao 3 FH o

1 Insde(HH)E S stal vl U

2. Advanced Features(il# 7] 5)E S8 39 MAC 4 A2 o] 53 Th

3. Enable MAC address spoofing(MAC 52 2333 &4 3} gr] o HES Ze 3},

A 4 Outside(2] ) B A o] 25t o2 2 )& Wk g o
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A 1 Windows Powershell 2 ¢ 1]t}
WA 2 MAC 5524 ~F3 S AT
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Set-VMNetworkAdapter -VMName $vm name\
-ComputerName S$computer name -MacAddressSpoofing On\
-VMNetworkAdapterName S$network adapter\r"
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ssh 4

SSH -4

Hyper-V Manager®] Virtual Machine Connection(7}d Al =8 A A)ol| A ] e 3| o] ~& &gk SSH
N~ E %’EH ASA 7Hd& 78 E  AF YT Day 0 ] L8 o] 3 & ARt 79 o] 7] ol
SSH NA| =5 F7hek 4= 55Utk A g W82 Day 0 7 9] 18 o] A 94 =] & F2sh4 Al Q.

A 1 RSA 7] o] IS
o A

asav# show crypto key mypubkey rsa

tio
JX’L‘

o] 61L4t}

Al 2 RSA 7] o] gl 4 RSA 7] &= At
of A:

asav (conf t)# crypto key generate rsa modulus 2048

username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management

ssh version 2

A3 T2 PCOll A SSHE AHE-319] ASA 71l A= 4= 9l=A] S ek

CPUAIEZF 2 BT

CPU Utilization(CPU A}-8-&) H 314 of| = A G ¥ A] 7k Ujol] AF8-% CPUS] W& o] 8 oFx o] Q)55
. dubd o 2 50 Abg ko] L A 7boll = F CPU &2 oF 30~40%, AH-&3Fo] B-& Al 7hel =
°F 60~70%= 25 gt

E

ASA Virtual ] vCPU A}-8-5F

ASA virtual vCPU AF-&- 3ol A= djo|E A2, Ao] XA, 2] F E 2 A 2ol AR5 vCPU %S &2l st
T AFYTH
T oox| .
Hyper-Vol| A H.3138}= vCPU A8l &= SEA] A 78 Sk ASA virtual AF-8-% 2 7 & &5 5= 23y
o AF5YT}

* ASA Virtual = A 7F

* ASA 7 W 2lof] Ab-25 %SYS QW& =

CPU A}-&-52] o

show cpu usage 8 & & AF-8-31o] CPU A8 57415 AT 4= iUtk
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Ciscoasa#tshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%

H B ILE vCPU ARG o] A3t Afo] & Bol= oyt

* ASA Virtual ¥ 314 40%

* DP: 35%

o Q) H B M| 2 5%

+ ASA(ASA Virtual X.3L4]): 40%

* ASA - £%: 10%

« QW= 45%
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Networ king(dl E %] %) > Virtual Cloud Networks(7 1 2 2F-9-= | E 9] 71)& 41 813} 2L Create Virtual Cloud Networks(7}
2 EE-E U EY A AA)E FE UL

VCN<S A W 3F= Name(©] &)(¢l: ASAvManagement)S ¢ 2 gh o).
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Networ king(tl E 9 %) > Virtual Cloud Networks(7} 2 2}-9-= Ul E 9] 1) > Virtual Cloud Network Details(7}s
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b) HTTPS N A ~E 98l TCP X E 4435 5851 172 S ASDMOI| F7}HU T,
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@711 Networking(Wl E917)) > Virtual Cloud Networks(7}d & 2H-9-= Ul E$] A1) > Virtual Cloud Network Details(7}
= U E A M5 AR > Internet Gateways(Q1E] Yl Al o] E ¢ o])E A B3} 31 Create I nternet Gateway(<! E]
U Aol Efo] AA)E S8 T
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2 Zek-= U E LA Al A > Route Tables(2H-E Hl o] £)& A &gt}
b) AE A ES Frteteld 7|2 AR HolEd tig FAE ==
¢) BEIrH F7HE FHEU
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S5 U ES A Al A1) > Subnets(A B Y1) & 41 B 813l Create Subnet(A BUl BA)E S8 ok
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714 CIDR & 55 4= Y vh(el: 10.10.0.0/24). A B o] F-(M] 5-8) [P F221= ©] CIDR &5l 4 714 54 vk
T 5 Route Table(7d = Hl o] &) =35 tholl A o] el A3 B = Hol& T shtE A9yt
A6 MBS ABY A AE Ay

el B G5 28 B Ho]ofoF gyt
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WA 8 o] el A I Kol H5-S A
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o9 el thg Y A4 L
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Virtual Cloud Networks in asav Compartment

Mamg State CIDR Block Datault Route Tabie DN S Domain Nams Created ol
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@A 8 Virtual Cloud Network(7Hy Z8H9-= U E 9 1) =& t}h8-o| 4] Management VCN (¥ VCN)2 *LEE% 1=y

A9 Subnet(A BEY) EF thol A e A B Yo] ApE o7 XH 91 4] 9ro 7o e E .

A 10 Use Network Security Groupsto Network Trafficq(E&E 2 #|ojsl7] 13 MIEY T Hot 17 A8)S Adstn
e VCNeI| g3l A3 gk Bt 15 A e

9711 Assign aPublicIp Address(& & IP 4 &%) gtt] @ HES S8 g
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Add SSH keys(SSH 7] 3=7})oll 4] Paste Public Keys(F 71l 7] 2] ¥7]) 2lt] & HES 2331 SSH 7| S Bl ¥
syt

Linux 7]‘%} AR a=HEH S oA SSH 7] -5 ARS-she] 94 AHEALE IS 7] &2 7191 719k &0

2 TG Q2SR T 9 A /1S AFE ) Beakn 37 715 AF ok Ttk A3 Linux
el 7 % e B A

Show Advanced Options(2LH &4 EA) A= F88te] 348 g3yt

(*W”A}ﬂ) Initialization Script(x7]3 & q Paste Cloud-Init Script(Z 2= %713t 23 HE) 2ft] &
H =S 285ko] ASA 73S 913 day0 9] 1| o] & A F U T day0 11 9] 1¥] 0] 442 ASA 71l A
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t}L o &= Cloud-Init Script(Cloud-Init 223 HE) =0 A HAL5te] o]yl g =
= Bolsyth

ASA g ol Tk 2FA|$F 8- ASA A 7ho] = 9 ASA W E HF2E FF5H Al L https://www.cisco.com/c/en/
us/support/security/asa-5500-series-next-generation-firewalls/

i‘l
[
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= AE day0 A Y] 1 o] A

facs

products-installation-and-configuration-guides-list.htmlhttps://www.cisco.com/c/en/us/support/security/
asa-5500-series-next-generation-firewalls/products-command-reference-list.html

Fa o de] MAED BAY Wt AEThY HAE 9317 B A4S A6 2TYES 2S5 94
o RE WAL fasH G fas a2 AN o g

!ASA Version 9.18.1
interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute

no shut

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 managementssh timeout 60

ssh version 2

username admin nopassword privilege 15
username admin attributes

service-type admin

http server enable

http 0 0 management

aaa authentication ssh console LOCAL

Create(HA)E 29t

4
25 XUH P YT} Create(AB ) HES &2 5 A E 7} Provisionin (32 2 H] 4]
o}
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o1
1;} 72 uﬂe{/q ;Gzﬂq z}%u /jloﬂ
g AL A B 8- o] 7] 5 Fze

Al Q

t

A ¥ += Zk: "ROUND_ROBIN",
"LEAST CONNECTIONS",
"I[P_HASH"
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master_encryption_key id o] N 5715 3kE 712l OCIDY Y
th Vaultoll A 3t 5= U

Profile Name(:Z =23 ©] &) OCIo| A &) AF-&-A}F Z 23} o] &9
YTk A& AL 322 9pd A of| A 8

o138}t 4= 9] &t}

4 : oracleidentitycloudservice/
<user>@<mail>.com

A 2] ) H] Q) 2] o] 2=

PR

HAA & & ol A 5=
AR YT o] g2 oCl >
Administration(¥2]) > Tenancy

Details(Ell ' A] Al 74 1)l A 2421

EL'K Ol}‘L%E}

=)
ek
o
iy

A B
Oracle-FunctionsE OCI A E] o] ]
A~ Eg o FAIE PIHS Hof =
docker =119 U] & = AR5
Utk E2S 4o oCl >
| dentity(1D) > User S(AH-&-#}) > User
Details(*}-&#} Al 5- 4 1) > Auth
Tokens(?l 5 E) > Generate
Token(EZ ) o2 o] 53T}

gA2 =

! Default route via outside
route outside 0.0.0.0 0.0.0.

! Health Check Configuration

WA e 2B g A G F o v A, 2ko] A4

0 <Outside Subnet gateway> 2

object network metadata-server

host 169.254.169.254

object service health-check-port
service tcp destination eq <health-check-port>

object service http-port
service tcp destination eqg <
route inside 169.254.169.254

! Health check NAT

nat (outside,inside) source
health-check-port http-port
nat (inside,outside) source
health-check-port http-port

! Outbound NAT
object network
subnet <Inside
object network
host <External Server IP>
nat (inside,outside)

inside-subnet

! Inbound NAT

traffic port>
255.255.255.255 <Inside Subnet GW> 1

static any interface destination static interface metadata-server service

static any interface destination static interface metadata-server service

Subnet> <Inside Subnet Gateway>
external-server

source static inside-subnet interface destination static interface external-server

object network outside-subnet
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subnet <Outside Subnet> <Outside Subnet GW>

object network http-server-80

host <Application VM IP>

nat (outside,inside) source static outside-subnet interface destination static interface http-server-80

!
dns domain-lookup outside
DNS server-group DefaultDNS

! License Configuration

call-home

profile license

destination transport-method http

destination address http <URL>

debug menu license 25 production

license smart

feature tier standard

throughput level <Entitlement>

licence smart register idtoken <License token> force

ol gt e Z=H A4 W dolE F|Ql 72 A2 A e A &&= ofof T
A 3 Ay 2eo] A Al F A B E o]-&3) configuration.txt LS HH o E % Yt
o7 4 configuration.txt 3+ -S AF-& A7} A S A AEE A w3t dR=sa frEd
e AT

i configuration.txt®] AL S15-H Q7% URLES &8 50 AF&-3F=A] &elg Yt

Aol AP 1SE &

a

GAS Zip LS AT

A = E]:JL_X]EE] Oﬂ 9\)\;\‘4‘4’ python3 make.py build 3 A 8) 0]'0% Zip J—]'o] A X ?;5:; ]‘jr EH
3 ©) O] OT/\qq

Api

Tue Jun @8 @7:46 AM [sumis

Oracle-Functions.zip

oracle_functions_clou
- templatel.z
templatel.z

@ directories,
Tue Jun AM [ sumi UMIS-M-41KG target]$

B a‘j/}o c As /‘]'9“0]'04 245 & E]'XL EFAS :ll"‘ol"f.‘ 7§ S python3 make.py builds A estr] A Oﬂ
&wdw@Mw@mmUmmm@mmn#m Ao ol EFUt) ddlo] Ed tis] A= @A 1 E Oracle

Functions 7" 2Z 3840 A Q..
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oclol A5 84 75
T5E s AP 89 AV A7 4R W OCL 28 S A AU 5 5SS 79
Cloud ShellS- AF-&-3lof AHE S F+5& e 7 A FYTH AR Ao gbs 5% 23
HZ 2] S GitHub 8] A E 7] ol A Xﬂﬁ%qr/}.

b
X

o ok
[
)

S T

o

u@ <,
el (o

Er A = Autoscale 54 T+F L Terraform B1Z % 1 ~® 3 | Oracle Functions 7-=, Terraform
g
AN

2 EolEE 37 dAl = A E YT

shvie] -2 Aol 4 ool EAHUL sk Aol A 3714 o2 FAg

@7 2 Developer Service(7ll'2A} A1 4] 2~) > Resource M anager (2] &2~ #+2] &) > Stack (22 ®}) > Create Stack(Z= 8 A4 4)<
Ay

My Configuration(W] 7-43)S A &1 8}az, o} 2l 28 ol A 2] & th Ak £ of] 9l &= Terraformtemplatel.zip 22 Terraform
A8 g ol AxnRE At
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Stack Configuration ()

Tarraform configuration source

Folder @ .Zipfile
&1 Drop a .2ip file| Brows:e

ternplate.zip

Working Directory

Mame Oobon,

templatel-20210420223815

Description Cphona

Craate in compartmant

L

Manual_Test

Tarraform varsion

0.13.x

L)

Support for Terraform version 0.11.x ends in May 2021,

7] 3 Transform version(¥ & B &
A 4 oh DA A T 1o R E BE A

H
e ARG E A 2. A o The Ao A 2 o] e 5 gl T

Y
£l
rot

fra

A 5

)
o

Ao A Terraform Actions(Terraform 2+¢) > Apply(4-8)& S8 34t

S &Aoo 2 45 5 Oracle Functions 752 2 3 3yt

?_

e

Oracle Functions -3

N

o] A= Terraform 51 &3 1S 53+ o vt 4=3) & oF gt}

o
Kl

OCIl| A] Oracle Functionst= OCI Z1E| o] & A| ~E 2] ol] A7 = Docker o] M| | Z Y2 =5t}
7% 3 W Oracle Functions & (Terraform 51 & 5 1] 4] A/ ) OCI o Z&] Al o] A 5 3ol SFA] 3l oF

Fuy.
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A1 OCI Cloud Shell S 4 t}.

ORACLE Cloud et shet
Gat Started. Dashboard
Quick Actions

@7 2 deploy_oracle functions _cloudshell.py 2 Oracle-Functions.zipS ¢ = =34 o
Cloud Shell] ¥ A vyl A Upload( 2=)E A&l gt}
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Cloud Sheill

Download
Upload

File Transfers

Restart

=& Settings

OA 3 1sHH S A}&5te] IS sHelg)
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Deploy_Oracle_Functions.py
1:/_]'74] 4 python3 Deploy Oracle Functions.py —h% }é] 83 ii}]/] E]‘ deploy oracle functions cloudshell.py ii%Eﬁ] = O]’
#] LR A A | help 55 ARE Skl AT AR E S 5 e B 7HA 8 w7 2 e g

$ python3 Deploy_Oracle_Functions.py -=h
usage: Deploy_Oracle_Functions.py [-h] -a -r -p -¢ -0 -t

#kk Script to deploy Oracle Function for OCI ASAv Autoscale Solution ek

Instruction to find values of required arguments:

Application Name: Name of Application created by first Terraform Template
Region Identifier: OCI -> Administration -> Region Management

Profile Name: OCI -» Profile

Compartment OCID: OCI —> Identity -> Compartment -> Compartment Details
Object Storage Namespace: OCI -> Administration -> Tenancy Details

Authorization Token: 0CI -> Identity -> Users -> User Details -» Auth Tokens -> Generate Token

optional arguments:
-h, —help show this help message and exit
-a Name of Application in OCI to which functions will be deployed
-r Region Identifier
-p Profile Name of User
- Compartment OCID
-0 Object Storage Namespace
Authorization Token for Docker Login (*Please Put in Quotes)

2AHEES A8t v s dgsoF gk

Q)% A A
o Z 2 7o) 4 o] & Terraform 5231 1 7% )2 44 oC1 o} 21 o]

Ae] o] FJUTh g2 JE8 19 AT H
“autoscale_group_prefix” ¢} “_application” 3 7] ALE 2
Geto] dFHTh

A A o] 2 m 2= thekg 4| ool s ocIol A 31791 o]
FEAEYYT

o : 'us-phoenix-1'(Phoenix) &=+
“ap-melbourne-1"(Melbourne).

A AEATE EE BE A ] £5S 7w
OCI > Administration(¥#]) > Region M anagement(#] &
)= ol s Th

Profile Name(>Z =2 ©] &) OCIo| A ¢] The A}-&2} 3 2 319) o] 2T},

o : oracleidentitycloudservice/< user> @< mail>.com
o5& AbgALe) Rkl Aol A S & 5 %]

.
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A% AL

ro
Jor | A

OCID 7+%] 2] OCID(Oracle Cloud Identifier)$] U t}h. AF-&-#}7}
OCI o Z& A o] S B8 8 oCIDY Yt

OCI > | dentity(I D) > Compartment(-* &) > Compar tment
Detalls(72 A A1) ol T e

WA &2 A vl o] & A S vhs o A 5= R A E A Y

OCI > Administration(¥2]) > Tenancy Details(E] 7 ]
A g 1) = o] 53 ok

&
e
o
2
frt
rlu

Oracle-Functions= OCI A o]\ H X ~E ol FA] &
H3E B o3t docker 21019 v EH S 2 AL &= Y
o 75 2T HEN A g EE H ESZS XY
=

OCI > Identity(ID) > Users(A}-&-%}) > User Details(A}-&
ZF A5 A 1) > Auth Tokens(?1 5 ) > Generate
Token(EZ AL &2 o] &3t}

o]® o]-f & & User Details(AH-& 2} Al §-AL8H 7} A 5

A 211 Developer services(ZH&AF A 1] ) >
Functions(”7] 5) & &8 &Yt} Terraform Bl =2 194
A3 o Z] Alo] A o 7 o] 53t} Getting Started(2]
2}l 7])E 22 33 Cloud Shell Setup(Z2H-$-= 4 A7)
S gt ol AT AT EZS AT T e
HA7 AU

Genperate an Auth Token

%74] 5 ‘%‘i?} (ﬁ E—:]. ?l—’F—% ﬁ%é}‘o:] python3 Deploy Oracle Functions.py 5| %’% Q‘Gg @"/] ‘:} E’E 7]%01 ?%% U:HW]'
o A F AFYLE 750l EUH 39S A A 38FAL Cloud Shell& Eol%

Terraform 81 =312 4=

HEel 2 4, 715 35S ST ONS I 22 4 A B glass FEFUG FIES 2
=<2 Terraform §& 51 753} AU o

A1 ocI 9o 21elg}
3} o] 9-= Atol] x| Fo] FAFHUYY Dal= Aol A=A A7 H o7 shelgyrt},

7] 2 Developer Service(7H1HA} 4 H] 2~) > Resource Manager (2] A&~ 2~ 2] A} > Stack (2~ B}) > Create Stack (2~ 8] A 4)<
e

A Z 1 9] Terraformtemplate2.zip2- Terraform A 3] 18] o] A 2] A2 AeEigh ),
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B cloudshenrs Ahgatel 215 abg 75

@A 3 o2 ©HA ol A Terraform Actions(Terraform 2+3) > Apply(4-8)& &2 g}

N

Cloud Shell & A}-&-3}o] A}% &4 1=

A1 A 19 asav_autoscale deploy.zip WY S FEh$-= Aol 2 =dta wd o) HES FUt)

= Cloud Shell

sumis@cloudshell:~ (us—-phoenix-1)$% 1ls -ltrh
total 52K
—-rw—r—r——. 1 sumis oci 51K Jun 8 82:43
sumis@cloudshell:~ (us-phoenix-1)$ unzip asav_autoscale_deploy.zip
Archive: asav_autoscale_deploy.zip
extracting: templatel.zip
extracting: template2.zip
extracting: Oracle-Functions.zip
inflating: oci_asav_autoscale_deployment.py
inflating: oci_asav_autoscale_teardown.py
inflating: deployment_parameters.json
inflating: teardown_parameters.json
sumis@cloudshell:~ (us—phoenix-1)$% ls -ltrh
total 140K
—rwW—r—r——. sumis oci 2.5K Jun
—MW—r—r——. sumis oci 4.6K Jun
—MW—r—r——. sumis oci 7@ Jun
—-rwW—r—r—. sumis oci 35K Jun
—rwW—F—r—, sumis oci 7.1K Jun
—MW—r=——r-— sumis oci 22K Jun
—MW—r—r—-— sumis oci 1.9K Jun
-rw-r—r——. 1 sumis oci 51K Jun
sumis@cloudshell:~ (us—phoenix-1)$%

02:16

82:16

82:16 teardown_parameters.json

82:16

82:16 oci_asav_autoscale_teardown.py
82:16 oci_asav_autoscale_deployment.py
82:16 deployment_parameters.json

B2:43

00 Co OO OO0 00 00 00 oo

A 2 python3 make.py WE HEH-S 2 8317] Aol deployment_parametersjsonoll Al 92 mj /i S o] EF=A] &

Ao
‘:/_]‘74] 3 X]'% Q’XJ‘ Zé:'?—/ﬂ ﬁl‘%‘% 7\] 75]'5]'33] “Il %ﬂ'%E %ﬂoﬂ /\1 python3 oci asav_autoscale deployment.py Ué] Eé]% /E] ‘3 @'
Y,
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SIEN=

o
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QArEls Fo Ak W A A28ls 55 WGt e SR

Developer Services(7ll 2} 4] ] =) > Function(”]°s") > Application Name(created by Terraform
Template 1)(e =2l Al o] A o] &, Terraform &l =3 194 A 4d) > Configuration(74)< &3
SR=
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* Oracle Functionsi= 2 #l| 3= docker ©] 1] 2] 4 U t}. o] 2] g+ o] 1] X = OCI ZA H o] 4 # A =E 7] 2]
FE g g Eg o AUt o] gt o] n| x| = AkAl e QF Ut} Autoscale &4 o] A AL
O}b‘ 716 % A A ¥ 7] ey o

Terraform Bl =3 19| A A A3l OCI ol &2 7| ©] A o] = Oracle Functions7} A4 0 2 21531 +=
ol D a3t Fagk 3 Aprt st o] G YT HEEA] Qg 7 9-7F ofU i o] 2 gk 3 W
o] groly FA1S- MAF A oF Fut)h W A2 A QI 2~El 2o vk uked S o),

rl

7
il

A4 s 4G

=]

OCIO A, B 2~ Fofl T3k 2= WA A2 ASA 7ol A 9] #e] JE o] A2 A 5 7|2
I F o] =& ARl Aol vk A Ayt whebA - QIE o] 2= Wi 2= W' A o wal
:zlﬁloﬂ ?ﬂ@ﬂﬂ 2~ 9,] z2E HHEJHA uﬂo}: 1‘5%110473%141:},0]318&1}’%
AbE o 2 Wl e gl F7 s A 3 gl A 11]745]X] 2 Y th. Autoscale &M 7 2
T JE:LEH”] Fao® Ayt 2ejuv 95 &5, §4 By e A A d-S 9la 2

s

Q" Aol mhet 2]~y B Qs kS ARR st 2= WRiAo A 7 REE A dSFU T
FT JA2E 2 P WA= H3tel A5 o ® F7FE A R O] v EA ek JIAH A PE FEoE F
7hal oF gh .

2= WA o] gl 7}

XEEZ 2= WMo gl 2 F718FeH OCI > Networking(W E9 %) > Load Balancer (2= ¥
Ed/\i) > Listener (2] 2~4) > Create Listener (2] 228 A A) = o] 5t}

Wol= g3t Mels 55

ASA 7H Q1 AEAE 2 My Ao =713 ASA 7H Sl AE A 9] B Qg o] A [PE 9| F 2
=g Ay o] wal= ol A Wil = 2 g gl oF Futh Ul - QI Flo] 2 [P W - 2= R A €]
Mol = Hgtol A M= g FA s of Ut AFE T EEV}F gl 2~y F71E A=A A

OCIo A A5 & 4 21HA|

Terraform=- AF8-3lo] -5 2~ B3k OCI2] Resource ManagerE AF-8-3l¢] & A gk 1WA © & 2kA) gk
T AFULE 285 A ASHH 8o A A E BE g AT A AR o] E gl et AdE B
© AR GTA o ®E A AH YT

28 2T a 2T s Eo) A2 A2Hs 5007 AW TS A2 A} FEY
744 o718k o] EH U o] FA & BE AR AE AAS L JAES H A &
2= 0] 2=

PSS =] qq
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Autoscale Q—Er}ﬂ 2F A = Terraform ¥ 23 2 228 217, Oracle-Functions 2} #|, Terraform

Terraform Bl =3l 2 ~ 8} 214

A
A% 3¢ P4 S AL A5 W Temaform WEE 2 228 AL E A2 sl of Fhitt,

sp o] = el A9 o] FAFH YT k= A Gl $h=A A7 A o2 Sl

WA 2 Developer Services(7ll 2 A} 4] H] 22) > Resource Manager (2] 2~ 2~ ¥ A1) > Stack(£=8)S A &gty o}
A 3 Terraform Bl =3 20| A4 Aok 284S A B3l U}, o}&l] 13 ol A 2 & Terraform Actions(Terraform 2+¢) =&
t}h-& o370 A Destroy(2HAl) S &2l gt}

Terraform Actions + Add

Plan

Apply

Import State

Destroy

Destroy Job(H4l 2k4ye] A4 LI eh, 2] 2228 ShbA Al A7) witel A1zbe] 2 A LTk ALAl 2gie] ght
Al obe] el A Y 28 e AA| e 5 5 o,

Plan Apply Edit More Actions -

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56:! Download Tarraform Stabe
Time of Drift Detection (Last Run):

Maove Resource

Jobs i

Delete Stack

A job is created when you run a Tenarcur[ ]'erraform actions tcj
“

oA 4 AlS3) A Oracle 7] 55 2T A $Hu o
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8 P Ee) AR} ol 2295 48 ALg o MER
A= o] TF A& A hehA] U T Terraform 83

Oracle-Function 7-5-2 Terraform & 2y
o
£ Oracle-Functions = 2}HA) 8| oF g1t}

“it%ﬂﬂr u} 2} A] Terraform 2~ 2]
gl 104 A48k OCI of Z&] A o] A ) ¢

=3
N Al
A1 OCI 2g el 213yt
st o] -5 Aol Aol FAF YT Ak A Gl de=A A71H o= gl
7] 2 Developer Services(7) 2} A H] ) > Functions(7] &) S A8t th €153 1 280l A F o 2] Alo] A o] &
= Agy
A 3 o] o Z ] Alo] el A Z}F 7] %S HFESFe] AbAlEU T

] 3=

Terraform 581 =31 1 =

)

A¥ xﬂ

=

4

ot

2
i)
i}

=31 | 28 27| += EE Oracle-Functions= 2} Al| 3F $of vk A &gk o}

Terraform 8 =32 2 2HA| ¢} =3t}

@AM oc1 2o =113t
st o] 9= Aol A o] AU sk Aol A=A B7]A o= gl
@7 2 Developer Services(7l] 2 A} 4] H] 22) > Resour ce Manager (2] 4~ 2~ #H2] 2} > Stack (=2 8) S A1 €
WA 3 Terraform B2 3 20 4] A A 31 2~ €2 A e 3} U} Terraform Actions(Terraform 2F ) =5 th-$-
ANE 93U Destroy Job(2H Al 2Fd)o] A AU gl a2E U A ASH] Wil Al
Sl 4 AA Aol hm W ol 17 7 2ol MoreActions(F-7F 2}l) EE TR Hl el Al ~8E AbAl S S Qs T

"
Plan Apply Edit More Actions.

Import State

Stack Information Tags
Run Drift Detection

Description:
QCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:562  5n10ad Terraform State
Time of Drift Detection (Last Run):

Move Resource

Add Tags

Jobs

: Delete Stack L :
A job is created when you run a Terrafor[ e Jerraform actions tcj
L
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https://www.oracle.com/cloud/sign-in.html
https://www.oracle.com/cloud/sign-in.html

| oclll ASA 71’ Auto Scale &4 -5
Cloud Shell & A} 8-3] 2155 24 21 I

Terraform Bl =9 | 2812 2HA| 8l Sof| = R E g A7) AHA| B a1 o] Wl 5-8 o] o &= l=x%] FHels)of gt}

O = -
Cloud Shell-3- A}-83} o] 25 23 21A)
/\]—%X}% —}:i%E% A]"g‘s]‘oi :;LE}"(I)‘E %ﬂoﬂ}ﬂ python3 oci asav_autoscale teardown.py 1:!01 e =

A skl 293 oracle 7] 5= AHA T F AFUTEH 28 S 5 O R F5 8= 7 F stack]l 2 stack2
9] stack IDE $J Hl o] E3} 1L, teardown_parametersjson It ol A o Z2] Al o] A IDE ¢ dl o] EZ Lt}
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0Clo] ASA 7} Auto Scale %74 3 |
B cloudshens Araatel 4% sy b
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GCP(Google Cloud Platform)oll 4] ASA 7S 58 = AHFYT
* GCP2] ASA 7P 5 A 5., 231 ¥ o] A
« ASA 7} 2 GCP2] AFA 2.7, 233 ¥ o] 4]
« ASA 7} 2 GCPoll Tl dk A 3 2 A gk AL}, 233 w0 #]
+ GCPY] ASA 7S 93 Y EY I EZ 22 MZ, 234 9|0 A
* Google Cloud Platform®l] ASA 7} -3, 235 ¥ o] A]
» GCPOl A ASA 7} ¢l <l o] W2 238 H| o] %]
« CPU A& 2 B3, 240 o] #|

GCP2] ASA 714 5 AW

=

GCPE AH&-31H Google?t & A& 1z ehol A of ] Al o] A, Ao E H M| 25 W=, -5 9 &
s} 2= 9) 2]}

o =2 T M\

ASA 7HE2 =2 A ASA oF 5 A3t~ Ego] S Adsto] 7P F Ao A TE Bk VS Al
ST ASA 7HE2 52 GCPoll A 752 5= A5 U th 22 Al Rho] A 3ol whet s 91 4]
5G4, S EEolsste /M H B A diojH Al faREE B8] 918 74 o] 7he st

o}

R
ot

GCP A =5 3 #| ¢l
ASA 71 8.9 112} Google 7Hd w4l 78 B =715 A9y
ASA 7Hgel M= v W8 NILN2 B 31579 34 3 C2 GCP M Al 9 & Al g o

E23AQEE ARG AHE A28 Y

SR EEEPEERE I
vCPUs v 2.21(GB)

c2-standard-4 4 16

c2-standard-8 8 32
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Google Cloud Platformel] ASA 7} 7% |
B ccroinsary % 4n

e HA S A AE 73 &4
vCPUs | 2. 2] (GB)
c2-standard-16 16 64
F 24 A AHEHE A =H 3
Ml 9 &4
vCPUs | 521 (GB)
nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-8 8 7.2
nl-highcpu-16 16 14.4
n2-highcpu-8 8 8
n2-highcpu-16 16 16
n2-highmem-4 4 32
n2-highmem-8 8 64
n2-highmem-16 16 128

* ASA 7Hgell= HA 3719 A #l o] 2~ 7F H g 3t}
« A9 5= H ) vCPUE 1670 Y Y ok
c W2 HA 5 WAl F82 LA sy

GCPoll 4] A4 & 414 813, GCP Marketplace®] ASA 714 813 (ASA 7H4h) A -2 A1 8314 ASA
P A2RAE T TS GCP A §8S AT o,

« AFE HA A FP o= A T AT E AT F F U Th A U182 Google i
M A G Had e A7) 248 FRFPNA L
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https://cloud.google.com/compute/docs/disks/regional-persistent-disk

| Google Cloud Platformel ASA 7} 5

AsA Mg 2 Gepel A1 221 ]

- W8 B v Ee] A8 A AE] F s vhE T A ARl A8g Y v ARA R U] 82 Google
=M B5 2EA oS Fas AL

c A G B A AR AR = A F U T ZFAIRE W8-S Google A AFS 7GR A9 B
Y& FEepAIL

« 4 CPU ZAFANA T ALE 7He @ th A4 7 Ul 82 Google w4 CPU & &5 =514
AL

ASA 714 2 GCPO] AP 9.7
* https://cloud.google.com®| 4] GCP A4 & w51t}
* GCP Z2Z A EZ A4 YT Google A, T2 A E A& 234 Al Q.
* ASA 7ol o] d =8 o Ptk ASA 71 ghol 25 T 55| doll= A4 s oA
AP} o] ol A= 100719] 172 B 100Kbps©] A 2] F ik 3 &g U th. gho] d 2 v E
AT ES o] gol S xS L
« B F o] 2 9 AFE:

o ¥ Q1B o] 2 - ASA 712 ASDMell A A S wf Abg- Syt S Ed ol = AHE S
sl

« 7 A o] 2 - ASA 7S W S 2 Eo A4S v ARE- R T
« 93 QQE H o] 2 - ASA 7S T8 U ES Aol Adshs H AR
« T AR

« ASA 7ol A 2=8t7] 915 & & IP.

o ASA 7} Al 2~El Q - A}8FL- Cisco Secure Firewall ASAS. $HA & 22314 A 2.

ASA 7173 2 GCPoll s+ <] %] & A| gk A5}

A4 71

GCP9] ASA 7Hd2 & 7158 Al gt
« GCP VPC(Virtual Private Cloud)°l] -
« =Rl Hd 1670 2] vCPU
« TR R4

- Zo] X% ~BYOLRF A A Y th
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https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/cpu-platforms
https://cloud.google.com
https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Google Cloud Platformel] ASA 7} 7% |
B ccromsatie aavEgaezequzs

A DA = 715

GCPS] ASA 712 th&-2 A 98h7) it

* [Pv6
 A2E 2 3 IPv6 A GCPoIl A A1 5 7] e o).
« ZE WA o] [Pv6 A4S 28}, IPvaS 58] GCP QI ~El A2 T=A]E 5= g5
=

AR Y
« ASA 7} 712 HA
- 25 3

T Ve PARE=RE

GCP2] ASA 714 S Y3 U EY T EZZX] A E

t}& 719 & Routed Firewall Mode 2] ASA 7}l tisk A& Y E L 3 EZ 2 X 9} ASA 714}l o sf
GCPol 451 370 0] AR u(Fte], U7 9 9137) S Hof FLt.

1% 54: GCP 1-=0l I3 ASA TV A=

‘-" Caooge Clowd Matorm

M 1
VRC Network FWRMes  [GCP Route Table
192 168.0.0/24 182.168.2.0/24) ﬁ
Destination
— st | B insier) 192.168.3.0/24
Next Hop IP of ASA virtual Gig 0/0
[.:--,-..I-.I-I:lr; FW Rules
TR ﬁ GCP Route Table
i idel Destination | 192.168.2.0/24
: | G0 outside] '_@ 2
i : ; NextHop | IP of ASA virtual Gig 0/1
Management:

ASA virtual can be managed via ASDM. Port 443
needs fo be opened for hittps cannection.
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| Google Cloud Platformel ASA 7} 5

Google Cloud Platformel ASA 71 % I}

Google Cloud Platform<l] ASA 7|4 =

GCP(Google Cloud Platform)oll A ASA 7148 7% &= 9l U Th

i&

VPC Y E 3 A

A1

w7 2
w7 3
w7 4
7 5

oA 6

A7
oA 8

A #ket7) Aol

ASA 73 FE el W ASA 7S TS A 349 MED DS Aok Utk MEYaE
okt 2T

« ¥he] A B Y] e VPC
- B Y o] Y5 VPC
« 9] B Yle] ¢ f VPC
E3ASA MR EgE 528 5] 83152 4 2 glo]E 2 Gep a1 H S At AR g
ol & 9 W3k 1A 2 ASA 7 AHAlel 3 E A v Ut A AE UM EY A B 7] sl uhet
] ]

GCP A 2 Hlo] 8 % waba] 572 o] o] & A APt} GCPe) ASA 7132 AT HEY T EE2A
A, 234 F o)A o] W& A L.

GCP £l A Networking(Wl E 9] %) > VPC network(VPC Y| E 9] 1) > VPC networks(VPC Y E ¢ 31)& A &l al a1
Create VPC Network(VPC U E 9 A A E Stk

Name(°] &) =0l VPC U E9 & A8 et o] F(l: vpe-asiasouth-mgmt)= 4 = F o
Subnet creation mode(A] B ¥l A4 R =)ol A Custom(2HE #)S €3y}

New subnet(#] 22 A B 1) o} 2] 2] Name(©] &) Z = Y3}l o] & (<l: vpc-asiasouth-mgmt) S ¢
Region(# ) =& Th S50l 4] ZFAl o] 56 A3t A& A gt Al 7o) vIEY A=
RofoF Fot.

IPol=g2 @91 o] CIDR £, |2 £ 10.10.0.024] A o2 3 A YEL F9] HBYS ¢y
t}.

7et RE A AL 7B gko & §lal Create( A 4) S 22 3 Th

1~7 SA & WHE3ko] VPCol YA 278 o] YIES A E Ay

W8k 7% 4

ASA 7P AR A E F5 3= 5 9F(SSH 2 HTTPS A1 2 S 31831 =5 ¥ha] ¢l 3| o] 2o o
a9 93 & A Mu} GCPoll Al ASA 71 Q1B 2 A4 236 7 0] A & 23814 A 2. &7 A8}
of whe} 1 - ‘“94 AE A o] 2o tfgh s 2 & AT = AFHh
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Google Cloud Platformel] ASA 7} 7% |
B ool asa A ol w s

A1 GCP <2l A Networ king(Ul E 9 %) > VPC network(VPC Y] E 9] =1) > Firewal (-3} )2 4 B 5} 31 CreateFirewall
Rule(‘ﬂﬂ-‘ﬁ {_(-721 /\gzﬂ)_o_ Ea'.;_g] ;dh/] 1;]_

@7 2 Name(©] F) =0l Wb gt 2 S A b= o

A 3 Network(UE 9 =) =5 th 559
.

Al 4 Targets(H7d) =5 the 5ol A] Wshe 28 9l aiA] 48 4 (l: All instancesin the network)< 4
o},

7 5 SourcelPranges(A2x IPH$]) Zof A2 1P T4 HYE CIDR 82 22 9] 3 th(4: 0.0.0.0/0).

Edse olE 1P F4 W9l o) £xm R F $H

04] vpc-asiasouth-inside-fwrule)= ¢ = g4 o}
A& VPC U E 9] =19 o] 5(l: asav-south-inside) S 41 €}

>
o%
o,
)
= nlm
i
to -

)
st
°

7] 6 Protocolsand ports(Z= 2 E 3 2 ¥ E) o} g0l A Specified protocolsand ports(BA| € T2 ESF 2 L E)E Aggt
Ytk

AT Bt s S oh

o7 8 Create(44) 5 29t

cpoﬂ }\1 ASA 7]_/\1- O] X E /\ /Kg/ﬂ

ol HAIE ¢= A GCP Marketplace°1 ] A F-3F= Cisco ASA 71 W3k (ASA 71 A& & AF
&3to] ASA 7H JI2"l A8 75T 7 AdFU T

GA1 GCP 2& R 219

A2 Navigation(E-4) w4+ (> Marketplace(P} 21 = | o] =)

@73 Marketplace©l| A “Cisco ASA virtual firewall(ASAv)” S

@714 Launch(Z3)E S8 3

@715 912§l 2e] 3142 Deployment name(1 % ] )& F7HEH o

A6 ASA 7HEE 5 3 Zone(W )& A E o}

BAT A3 Machinetype(# 4] £%) & A& FYTh A Q5= w4l §9 552 GCPo] ASA 7P -5 AW, 231 3]
A& FEA A 2

SA8 (8 AR SSH 71(H 8 AFel G SSH 7] e B 718 Rel Wtk

uﬁ mim
=

ol
ol

=
N
o
o
'
)
o
i
vl

7] & GCP7E AAHE 3-8 719h A8 A7 A sk 19l 7] st = PR o] 7 718 37 A8 2l
sRlzol A DA T F AU AaElzo] A4S o) Wad v 7] A4S 21 e 9A6] s A
sl o k.

GAl9 o] Al AE o AN~ QS 2 AE M A SSH 7] & 3-8 X ofyA ke x| & A e gt} Google A
Allowing or blocking project-wide public SSH keys from a Linux instance S 3} Al &

SA 10 (A8 AL} Startup script(A 2 23 HE)oll ASA 714l ) dk dayo A 3] 1# o] S CQ Ut} dayo A 3] 1]
o] 2 ASA 7Hde] A WA K8 Fof &gt

U ol A1aF 2 HE Ao BAbsko] £0] ¥ Day0 ] Leo]d o) Al =S Bolsyth
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https://console.cloud.google.com/
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys

| Google Cloud Platformel ASA 7} 5

AN

oA 12

oA 13

Gepoll 4 AsA 7H 1wl a1 ]

ut

ASA W o]l o) sk AFA S U] 8-S ASA T4 7Ho] = W ASA B E A2 FEIAAQ.

EEZ B3 u= A egE] HAE #HR7] B A2 oo AT YEE HZ5)o]
LHE HW?‘S}E aatA] 2 FHIE ZAE AlA S oF T

oftt
1>

'ASA Version 9.15.1
interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
!

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 60

ssh version 2

username admin password ciscol23 privilege 15
username admin attributes

service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS

name-server 8.8.8.8

T2 U AJE ]~ T2k 7] Boot disk type(5-8 T] 2~ §-3) 7} Boot disk sizein GB(5-8 ] 2~3 7]
(GB)E 1= At}
Network interfaces(] E 9] = 21 o] )0l A Qg o] o] 25 A gt}

e
S
s
#3 Qo] AE AN G A A7]e A H o] A E F74 5 Tk HA AR Qe H o] 2 A 12 o

1
Ao 2 R~H~E AFAES A dld A= aE AAIstaL A 45 Qe o]~ AF o] o2 Tt}
Al A2 &l of gH T
a) Network(WE 9 ) =F 2 EZ o 4 vPC Y| E$) F(d : vpc-asiasouth-mgmt) S A1 B ghu o},
b) External IP(2]5-1P) =55 th 54 A4 545 A8 gt

e QIE|Fl o] =& 18] 4] External IP(2]5- IP) - Ephemeral(¥ 3] 4d) S A el gl o= Ul 2 o] 7 QlE
dlo] 29 75 A8 A ATt

¢) Done(sh7)& Zelghn)
Firewall (" }=)oll A Wshe 5f 2 & 48t}
« Q1E Yo TCP £.E 22 E#|Z)(SSH A ~) 3] & 3Hol et M elsle] SSHE 3]-&31 ).
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https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html

Google Cloud Platformel] ASA 7} 7% |
B scpoi A AsA 71 g1 w2l ot

- HTTPS <172% 5]-8-3}2] ¥ Allow HTTPStraffic from the Internet(ASDM ¢} 4] 22)(21 €] Ylo] A HTTPS E ¢
¥ 3] -8&(ASDM A 2~)) &l ghs A el gty

A 14 More(t] B71)E F83le] 715 8338l IP Forwarding(IP A E)o] On(A ). 2 A A 5 o] gl=x] gelgy
o},

@715 Deploy(T%)2 28 g1t

GCP &£l VM 01 2B~ 5]
A5 Al A ekal T4 & ? ’—t— 21101 71'5& gelsk 5= Ayt ¢l

A& of g,

GCPo| 4] ASA 71 Q1 ~E] 2~of ol 4| 2~

T2 Fol| SSH(EE 228 3+ TCP 9 2)E 3] &a}= sl 113 S o|n] &4 3}

A 8 U182 GCPol A ASA 71 Q12212 A4, 236 7| o] A 2 2 23FA A Q..
o] Wty 122 ASA 7P Q' 2ol g A2~ E S shehal vhe WS AFE-She] B Q1

7)€} SSH Ze}o] A E E= M= B

P

* Geloud B H =

4

Al day0 A Y] Ef ol el A H A TS ARESHAY ' A A 3 ol A 437 ¥ SSH 7]
e AHEske] ASA 71 QIAH 2ol Rl

QF-IPE AF-&-3Fo] ASA 71 1 'l 2~of A4

ASA 71 QIZEI 2= Wi - 1P} 95 [PR @ YT 9] IPE ARS8 4] ASA 71 /1 ' 20
Al2=E 5 lFyTh

SAI1 GCP Z<& <l 4] Compute Engine(# 57 ® <) > VM instances(VM S1~H )5 A € ghy o}
A2 ASA 7 A=’ 2 o] F5 A VM QI =’ 2 AR W Fo] A5 Tt

7] 3 Details(H A1 4 1) & ol glol 4 SSH =2 918 =8 thg it 2 Ao

7 4 SSH =& g Witol A Y3l SALS Aeayr}

28l
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https://cloud.google.com/compute/docs/instances/connecting-to-instance#console

| Google Cloud Platformel ASA 7} 5
SSHE A1-&-alo] ASA 71 el el o a2

« 7]} SSH S e}o| A E = A =3k E - 1] 24§ Y-8 Google 4] Connecting using third-party toolsS
st Al 2

B3 day0 A9 Aol Mol AR A FHE ALESAG A2 A% 3o 4] A SSH 7] A2 AL

Unix2] A]228lol| 4 ASA 7Hg Q1~®l 20 A s} # ™ SSHE AF8-3l A 1228 2ol A Az

1

G GF HE S AR 3 AS A e ZAn A S oS 5 =S ST
$ chmod 400 <private_ key>
o 7)1 Z} -2 vh5-S vk Y T
<private key> NA|23}a1A} 8h= A 2o AAE 7)< 715 E3stal Qv o] AA HA =t o]l Yy
o B
A2 Y5 SSH & ARg-el A Q1A' 2ol A AT
$ ssh -i <private_key> <username>@<public-ip-address>
o171 7} FE-2 v YeEbd Yo

<private key>+i= NA|23FaR} aF= Q120 2ol AAH JHR]1 715

o,
<username>< ASA 714 A1 AHAE 93 AFEAF o] EY YT}
=

AUt

H

gratar e g o] A A A =2k o] 5

“

<public-ip-address>% Z&o|A] 742 A2~

a)

A ZES A4 ASA 7S QI ~' A~ 1 A

@7 1 GCP 244 Compute Engine(7 % <171)>VM instances(VM <1 =¥l 2)E A el g},
A2 ASA 7S Q12’2 o] 58 S A VM QIZ=E 2 AR Flo] A& Yt
] 3 Details(’4| 4 2 ¥ o} 2l A Connect to serial console(# @ 24 ¢172)S &gt}

)

T} AFA$F W82 Google 4] Interacting with the serial consoleS #FZ3}] A| &
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https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/interacting-with-serial-console

Google Cloud Platformel] ASA 7} 7% |

Geloud = A1-&-51o] ASA 714 Q1 ~E ~of 124

A1 GCP 24| 4] Compute Engine(F 78 <1%1) > VM instances(VM Q1221 22) & A &l gt

A2 ASA 7HE Q12’2 o] 55 2 YA VM 2’ 2 FAIE R H o] A5 Ut

97 3 Details(’F Al A 1) 8 o} gfol A SSH L =2 93 =5 v8 w772 gyt

@] 4 View gcloud command(gcloud " & X.7]) > Run in Cloud Shell(Z2}$-= Aol A F5)& &2t

S92 A gHuld Fol eyt o] A4S W82 Google -4 geloud command-line tool overview ~L2] 31 geloud
compute ssh& F23F4 Al 2.

CPU A& XX H.aL

CPU Utilization(CPU A}-8-%) B 314 of| = X 5 A] 7k Ulol] AF8-% CPUL] W& o] 8 9F% o] Q)55
oh A o 2 5o = AR&Fo]l A2 A|7toll = F CPU &9 oF 30~40%, AH-&-Fo] B Al kel =
°F 60~70% = 25 T

ASA Virtual ¢] vCPU A8
ASA virtual vCPU A& 3ol A= dlo| g A =, Alo] A A, &) F ZZ A 20 AL8% vCPU 4= &lg
T AFYT
GCPO A H.318}= vCPU AF-&-5Foll = FA] A1 3k ASA virtual AF-&5o] EZ g T},
* ASA Virtual 53 A 3¢
o ASA 7}t wAlof] AL-&% %SYS Q. 3=

* vSwitch, VNIC, pNIC gt 3] 7] o] 59 Q3| =, o] L =7t A3l & 5 5

CPU A=<
show cpu usage 8 % & AH&-3Fo] CPU AR & EAIE EAE = 54t

ol

Ciscoasa#tshow cpu usage

CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%
& BIE vCPU AHEFo] I 2ol Z noli= o Yyt
* ASA Virtual 314 40%
* DP: 35%
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https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh
https://cloud.google.com/sdk/gcloud/reference/compute/ssh

| Google Cloud Platformel ASA 7} 5
cepcru gz na [

o QB 3R A 2 59,

* ASA(ASA Virtual ¥ 314): 40%
« ASA ¥ Z9:10%

« QW =1 45%

o] 2 W&l == te]Huto] A 75 3L vSwitchE AH&-3Fe] NIC2H vNIC ZFoll T 71 ] 53}
= g AR YT

GCP CPU A}-&-%F X a1

GCP Z&o A A ~H A 055 S
gl st 4= QlH Yt

il

23k 1S Monitoring(2 U E F) 91 31l CPUAIE B S

Compute Engineol| A1 &= AF-&-&F U BU} 7] 7]°5-& A}-8-31] Compute Engine A8l 2k 2pA &F 1
314 & Google Cloud Storage ! 0.2 W Bl 4= QlF U Th ALE=F H A &= g /\/\«] Frgol st
Xé E%— Zﬂ%?ﬁ% E]’ Oﬂ% 'ET Eiﬁ] E 01]/\1 n2-standard-4 Eﬂ/ﬂ %?‘503% 213 E VM O] /\E_] /\-/]
Fob Zb =t 2T A 77k gl sy e G v 29 iiﬂxl s uE
Compute Engine 7] 59 gt AR = FAES 4 A HFYT}

ASA Virtual & GCP 12} >~

ASA Virtual#} GCP2] CPU % X 7} th& 4 o}
« GCP 1= 52| 7} 314} ASA Virtual X Bt} =51 o)

* GCPo A= ©] & %CPU AH&-%, ASA Virtual ol A &= %CPU &8¢ 2} i -5 T}

801 “%CPU utilization” 7} “%CPU usage” 2] o] 7] &= A= th5 Ut}

* CPU utilization< &2 4 CPU2| FA & Al &3]

* CPU usage™ =2 4 CPUY] S A 24 CPU &lo| s ~d|d S 7|vko 2 gt} ey o 3hte)

vCPUZ} A& B B2 alo] 3 2~ d g2 AR YA FHH T

GCP<= CPU % A& & thar3t 2ol ALyt
S5t AFE 591 7Hd CPUS] % - F 718 CPU 7| W& 2 1A
WS ALE G AA T obd SAE] el A . CPUAREFY U th 28] AL 7 # Al o)
= AR 7heE B 7 CPUSl Fat CPU AR E Y Tk
dl& S°l, 7 CPU /1 & AbS-ah 713 Al wlo] 470 9] =2l 4 CPUE 7H A B M A dw =
%] 3L CPU usage”} 100%2+A 7H4 v 4l ol A ahite] B2 4 CPUE 24 3] ALg-ak= A YUt} 7}
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o oA U QI o] 2= B & PSS NAT v 18 o] -5 A gy

e Ao RN AHEY S Qi AF ASA T3] 1eold Ty,

!ASA Version 9.15.1.10
!Interface Config
interface GO0/0

nameif inside
security-level 100

ip address dhcp setroute
no shutdown

interface GO/1

nameif management
security-level 50

ip address dhcp setroute
no shutdown

interface M0/0

no management-only

nameif outside

security-level O

ip address dhcp setroute

no shutdown

|

same-security-traffic permit inter-interface

|

'Due to some constraints in GCP,
!"GigabitEthernet0/0" will be used as a Management interface
!"Management0/0" will be used as a data interface
crypto key generate rsa modulus 2048

ssh 0.0.0.0 0.0.0.0 management

ssh version 2

ssh timeout 60

aaa authentication ssh console LOCAL

ssh authentication publickey {{ properties["publicKey"] }}
username admin privilege 15

username admin attributes

service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS

name-server 8.8.8.8

|

access-list all extended permit ip any any
access-list out standard permit any4
access—-group all global
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! Objects
object network metadata
host 169.254.169.254
object network ilb
host $(ref.{{ properties|["resourceNamePrefix"] }}-ilb-ip.address)
object network hcl
subnet 35.191.0.0 255.255.0.0
object network hc2
subnet 130.211.0.0 255.255.63.0
object network elb
host $(ref.{{ properties|["resourceNamePrefix"] }}-elb-ip.address)
object network appServer
host 10.61.2.3
object network defaultGateway
subnet 0.0.0.0 0.0.0.0
! Nat Rules
nat (inside,outside) source dynamic hcl ilb destination static ilb metadata
nat (inside,outside) source dynamic hc2 ilb destination static ilb metadata
nat (inside,outside) source dynamic defaultGateway interface

|

object network appServer
nat (inside,outside) static $(ref.{{ properties|["resourceNamePrefix"] }}-elb-ip.address)
object network defaultGateway
nat (outside,inside) dynamic interface
! Route Add
route inside 0.0.0.0 0.0.0.0 10.61.1.1 2
route management 0.0.0.0 0.0.0.0 10.61.3.1 3
license smart register idtoken <licenseIDToken>

GCP 2 o}-+-= 7|5 H7|A +=

ASA 714 GCP Auto Scale & 740l A= 8195 75 S G458 ZIP 9714 P4 o2 ddahs= o}
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o
demo-test-outside-allowall
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o :
demo-test-outside-subnt
publicKey AL ASA 7} VM 2] SSH 7]
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images/
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Auto Scale &=+ ++=

A1
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oA 3

274 Yl Git 2] LA =¥ & HA gt
git clone git url -b branch name

o A

gcloud CLloﬂ A lﬂ 719 A}

gsutil mb -c nearline gs://bucket name

of A
Cloud Shell Editor

@ lasavgcp-poc-4km) X 4 -

til mb -c nearl

AEE zZip WA E D=gh o
a) scalein action ¥ scaleout action TY A T FU=Z T4 H 454 Zip A7 A& AU

* main.py

* basic_functions.py

requirements.txt

b) 4= Zip W7 A 2] o] 55 scaleout-action.zip ¥ scalein-action.zip 2@ W3}

Z0 WH-E o] g3t Y& dEstal v QX HE SR 293¢ U5 'compress | archive' &
Aelste], GCP7F 81 4 Q= zip Y& wHE YL

e
=
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20 75 |

GA 4 4EH Zip H 71 A (scaleout-action.zip ¥ scalein-action.zip)E Cloud Editor 2}¢] &7t 2 =3

[Sh=
GA5 = B A 'BlE8 9] 91 Cloud Editor 2+ &7l 4 2=t

* asav_autoscale.jinja
* asav_autoscale params.yaml
* pre_deployment.jinja

* pre_deployment.yaml

96 UEH zip HINA S WA 2E g A o] BT

®* gsutil cp scaleout-action.zip gs://bucket name

®* gsutil cp scalein-action.zip gs://bucket name

A7 U, 9 2 7] Qe Hlo] 28 VPCSF A B UlS AAF T
] VPColl = /28 A B o] glofofF Fth(4l: 10.8.2.0/28).

S8 U, o 2 el e sol A s ol g i 3707k W e gch Ae) Al 2w
= glojof gt

e
il
alr
ofo
_OL
rir

GA 9 ALH FE 2 ASA 7H AHE 34 FES 9] 8 Jinja D YAML JJrOwﬂ A S ule] Efb T

a) asav_autoscale params.yaml 93U Gl o3 v /i & ol Ef Yt
* resour ceNamePr efix: <resourceNamePrefix>
* region: <region>
* serviceAccountMaill d: <serviceAccountMailld>
* publicKey: <publicKey>
* insideVPCName: <Inside-VPC-Name>
* insideVPCSubnet: <Inside-VPC-Subnet>
* outsideVPCName: <Outside-VPC-Name>
* outsideVPCSubnet: <Outside-VPC-Subnet>
* mgmtVPCName: <Mgmt-VPC-Name>
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* mgmtVPCSubnet: <Mgmt-VPC-Subnet>

* insideFirewallRuleName: <Inside-Network-Firewall-Tag>

* outsideFirewallRuleName: <Outside-Network-Firewall-Tag>

» mgmtFirewallRuleName: <Mgmt-Network-Firewall-Tag>

* healthCheck Firewal|lRuleName: <HealthCheck-IP-Firewall-Tag>

» machineType: <machineType>

e

al ASA 74 Auto Scale®] 7d-$- cpuUtilizationTarget: 0.5 Wi 7§ <=7} A A =] @ - ALgho] ybA] 4=4]
@ % AU
o] #k2 = ASA 7HE A AE A T15-9] CPU AHE#Fo) 50% % & HEFA Y T

b) asav_autoscale.jinja IdS Gt 7T E Qo] EFH

* host: <Application server IP address>

* routeinside 0.0.0.0 0.0.0.0: <Inside VPC Gateway IP address> 2

* route management 0.0.0.0 0.0.0.0: <Management VPC Gateway IP address> 3

* license smart register idtoken: <licenseIDToken>

¢) pre deployment.yaml 3}t¥S Ei th& 7l ATE o] EFY ).
* resour ceNamePr efix: <resourceNamePrefix>
* region: <region>
* serviceAccountMaill d: <serviceAccountMailld>
» vpcConnector Name: <VPC-Connector-Name>
* bucketName: <bucketName>

A 10 Secret Manager GUIE AF-&-31¢] Th&-5 913 3714 & A A g1t} https://console.cloud.google.com/security/
=

=
secret-manager®] W85 FZF4 A 2.
* asav-en-password

* asav-new—password

* asav-private-key
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Secret Manager lets you store, manage, and secure access to your application secrets

Ll
= Filter Ertes property name of value
D Nama Location Encryption Labels Created Expiration Actions
D asav-en-password Automatically replicated Google-managed Mang E
D asav-new-passwond Automatically replicated Google-managed Maona E
D asav-private-kay Automatically replicated Google-managed Maong 4726/27, 335 PM E

VPC 71 ¥ & g T

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>

o A

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28

Create request issued for: [demo-vpc-connector]

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.

Created connector [demo-vpc-connector].

APA 3 YAML 73] 18 o] S FE T

gcloud deployment-manager deployments create <pre-deployment-name>
--config pre deployment.yaml

o Al

gcloud deployment-manager deployments create demo-predeployment

--config pre deployment.yaml

The fingerprint of the deployment is b'9NOyOgsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c]...done.
Create operation operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c

completed successfully

NAME TYPE STATE

demo-asav-delete-sink gep-typesflogging-v2:projects.sinks COMPLETED
demo-asav-insert-sink gep-typesflogging-v2.projects.sinks COMPLETED
dema-asav-pubsub-topic-delete pubsub.v1.topic COMPLETED
demo-asav-pubsub-topic-insert pubsub.vl.topic COMPLETED
demo-gsav-scalein-action gcp-types/cloudfunctions-v]:projects.locations. functions COMPLETED
demo-gsav-scaleout-action gep-types/cloudfunctions-v1:projects.locations. functions COMPLETED

ASA 7} Auto Scale 752 wH5 Ut

gcloud deployment-manager deployments create <deployment-name>
--config asav_autoscale params.yaml

o Al

gcloud deployment-manager deployments create demo-asav-autoscale

--config asav_autoscale params.yaml

The fingerprint of the deployment is b'lJCQi7I1-1aWOY7vOLzalg=="

Waiting for create [operation-1624383774235-5c55e51d79d01-1a3acf92-4£3dafl6]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4£f3dafl6

completed successfully.
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NAME TYPE STATE

demo-asav-autoscaler compute.vl.regionAutoscaler COMPLETED
demo-asav-backend-service-elb compute.vl.regionBackendService COMPLETED
demo-asav-backend-service-ilb compute.vl.regionBackendService COMPLETED
demo-asav-fr-elb compute.vl. forwardingRule COMPLETED
demo-asav-fr-ilb compute.vl.forwardingRule COMPLETED
demo-asav-hc-elb compute.vl.regionHealthChecks COMPLETED
demo-asav-hc-ilb compute.vl.healthCheck COMPLETED
demo-asav-health-check compute.vl. healthCheck COMPLETED
demo-asav-instance-group compute.vl.regioninstanceGroupManager COMPLETED
demo-asav-instance-template compute.vl.instance Template COMPLETED
demo-elb-ip compute.vl.address COMPLETED

A 18 ILB7F W o Z 2] Alo] ol M Il ez sjil s dad =8 byt

gcloud beta compute routes create <ilb-route-name>
--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule—-name> --next-hop-ilb-region=<region>

o Al

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside
--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall

Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global
/routes/demo-ilb].

NAME NETWORK DEST_RANGE NEXT_HOP PRIORITY
demo-ilb sdt-test-asov-inside 0.0.0.0/0 10.7.1.60 1000

@A 15 Cloud Router ¥ Cloud NATE- 7H5 Y t}.

gcloud compute routers create <cloud-router—-name>
--project=<project-name> --region <region> --network=<outside-vpc-name>
-—advertisement-mode=custom

gcloud compute routers nats create <cloud-nat-name>

--router=<cloud-router-name> --nat-all-subnet-ip-ranges --auto-allocate-nat-external-ips
--region=<region>

of| Al:

gcloud compute routers create demo-cloud-router --project=asavgcp-poc-4krn

--region us-centrall --network=sdt-test-asav-outside --advertisement-mode=custom
Creating router [demo-cloud-router]...done.

NAME REGION NETWORK

demo-cloud-router us-centrall sdt-test-asav-outside

gcloud compute routers nats create demo-cloud-nat
--router=demo-cloud-router --nat-all-subnet-ip-ranges
-—auto-allocate nat-external-ips --region=us-centrall

Creating NAT [demo-cloud-nat] in router [demo-cloud-router]...done.
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Here we see hostname ciscoasav-thgb
‘ M-p-T9 :E. , :m-_.m--stumr-:t'.im piEszopecdeld  F Moald you Like to enaale snomgeas eccor reperting te help begres Cmd bE‘Eﬂ EKECUtEd ]n thE SEalEd-DUt
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b MR TR 0N IST femo-asyg-ncaleout-nction  difSapkhelf T hastrome oiscrasov-togl
50 AN 1,328 15T e R T pifsiapicle]d T cnscoasav-teghiconfigle
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F Ciscodl A= 2ol M A9 & o] 88 ASA 7MY 552 9
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* Google Function®l| 4] ASA 7}l 14 E 4= 13 - VPC A Y E 7} A = L 2™ YAML =i 7§ ¥ <7
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OpenStackel| ASA 7} -

OpenStack®l] ASA 7Hd& 53 4 dFHTH

* OpenStack®l| 4 2] ASA 7} -5 A H., 263 ¥ o] A]

* ASA 7} 2 OpenStackell tf st A 8.7, 263 o] o] X

* ASA 7} 2 OpenStackoll tf st 2] %] 2 A g+ ALk, 264 5| 0] ]

* OpenStack 8.7 A}, 265 7 o] #]

* OpenStack 7] /F ASA 7} A& U E9 A EE=Z 4], 267 9| o] ]
* OpenStack®l] ASA 7Hd 755, 267 ¥ 0] A]

OpenStackol| < 2] ASA 71 7= A 1

OpenStack 73 ol A ASA 715 75 & 5 AF YT OpenStack-> H 58 % Zefo]dl S49-= &
SH-E HAFE SHEE 75 2 AEE] A AZES Y & PO R, KVM dto]Hulo] A £} 71
detA o dFHTH

ASA 7Ho] U3 OpenStack ZHE 7 9SS shal ] 0. F 4 Fa}9= ZelEo| A ASA THFS
A =
o =

A8 E = 31 HF YT OpenStack-> KVM 3lo] H vfo] 2| & AF&-8le] 71 g A& 8 P th ASA

714 Eluke] 221 KVM 8to] s ute] ol 4] o u] X Qg Utk npebx] 57k 79 974 s Eelol

S O] &= OpenStack A4S &4 3s}e 4= 95U

ASA 7}/ 2 OpenStackel o sk A .71

« software.cisco.com®l| A ASA 7} qecow2 34 & Th 2 =38}31 Linux &2 E o] YHUTh

http://www.cisco.com/go/asa-software

* ASA 72 2 2222 OpenStack 27 4 Cisco VIM ¥#2] OpenStack 37 o A1 9] &8 A 43+
Sh=

OpenStack #] 3 o] w2} OpenStack 37 & 4 4 gt}
« Q.35 222> OpenStack A1 & F238H4 A L.

Stein 2 2] 2= - https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/overview.html

Cisco Secure Firewall ASA Virtual A] 2} 7}0] =, 9.18 .


http://software.cisco.com
http://software.cisco.com/download/navigator.html?mdfid=279513386
https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/overview.html

OpenStackel] ASA 714 7% |
B Asa b 2 openstackel o s 43 2 A S AL

Queens 2 ] 2~ - https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/
overview.html

* Cisco VIM(Virtualized Infrastructure Manager) OpenStack 1-A]: Cisco Virtualized Infrastructure

Manager A A, 3.4.3~3.4.55 X34 A L.

« ASA 7ol gho]d =& F-ol Ptk ASA 71 ghol A 25 55317 Holl= A4 s oA
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* OpenStack 8.7 AF&}2 OpenStack 8.7 AF&HS 234 Al Q..

* ASA 7} Al 2~8 @ - AFSHE Cisco Secure Firewall ASAS 3HA S 2FZ 3141 A Q..

ASA 7} 5! OpenStackel] o g+ %] X B A gk A&}

A4 7S

OpenStack?] ASA 7HE U2 7]15S A4 dy
« OpenStack 37 9] 7AFE wojA] 23] 2 KVM 3lo] 9 nfo] A o] ASA 7HAF -3,
* OpenStack CLI
* Heat 1531 7|0 4=

* OpenStack Horizon tHA| H.&=
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https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/overview.html
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
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| OpenStackel ASA 713 7%

OpenStack 7]+ ASA 71o] A= vega eZex [

MNeutron networks

tH& 132 Routed Firewall Mode®] ASA 71l th3h @4 U E S 2 EZ 249} ASA 7Hell tf &)
OpenStackell T-4 % 37) 9] A B ¥, U5 2 9)5)S Bolz ),

“1¥ 64: OpenStack -5l T 3+ ASA 7} B &

/ Inside -Network Outside -Network \
40.40.3.0/24 40.40.3.0/24
eth0 Gig 0/0 @ Gig 0/1 ethO
40.40.3.27 40.40.3.20 40.40.4.24 40.40.4.27
Mgmt 0/0
40.40.1.25
(Floating IP)
Route Table Route Table
Destination | 40.40.4.0/24 Destination |40.40.3.0/24
Next Hop 40.40.3.20 Next Hop 40.40.4.24

OpenStackel] ASA 7} 7=

Ciscoi= ASA 7Hd 755 91t M =& 3| E B &85 A3yt OpenStack Q122 2} & A~ 5 A4 5f
= HAE 3 E §l&8l(deploy os_infra.yaml) 3¥e] 3= M EY I, ABEY 2 2t9-F <l
B0l <% A4 SITh ASA 7H 75 IS gk 0% the Adoz LR,

* OpenStack Glance 4] H] 2=l ASA 7} gcow2 o] F| A & ¢ 2=}
cHEY A JA2E sy

cHESA
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OpenStackel] ASA 714 7% |
B orenstackel AsA 7Hi o v 1) =

REE
DR

« ASA 74 Q1 2Bl A2 wRE T,
* Flavor
c Hot 1
-5 IP

* Instance

U &S AHE-8ho] OpenStackell M ASA 7135 752 4= 35U

OpenStackol] ASA 7} o] m| X ==
qcow?2 ©]H] A (asav-<version>.gcow2)E OpenStack 71 E& 2 =9 5 A}k Uh OpenStack
Glance A H] 2~0] o1 X & 2 =38t}
Al ZFsE7] A el
Cisco.com®| 4] ASA 7} qcow2 34 & T} 2 =3}4L 0] 5 Linux &2 Eof YUt}

http://www.cisco.com/go/asa-software

%

2

i Cisco.com %121 ¥ Cisco A H] 2~ Al ko] H 8 st}

A1 gecow2 ©] 7] A] 3} S OpenStack 71 E &2 ol FAMg Y T}
Al 2 OpenStack Glance A H] 2=0l] ASA 71 o] 2] & ¢ 2 =gy}

root@ucs-os-controller:$ openstack image create <image name> --public --disk-
format gcow2 --container-format bare --file ./<asav_gcow2 file>

SA 3 ASA 7H o] H A R =] AFREA FAF

root@ucs-os-controller:$ openstack image list

of| A

root@ucs-os-controller:$ openstack image

list+-- - = o t——————— +
| ID | Name | Status

[+——— e Fom e Fo—— +

| 06dd7975-0b6e-45b8-810a-4££98546a39d | asav-<version>-image | active

[+——— e Fom e Fo—— +
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I OpenStackol] ASA 714 -5
OpenStack 2 ASA 7H4-o] W =9 q1zek 4 I}

okl A @ 2]

deploy os infra.yaml ®1E3 & AR5t M EY A A=2gtE AP

OpenStack 2 ASA 7}go] W ES = 1=} A4

AELHEL

Heat ® 2] 5191 & U] = 9] =1 915 e} Wl ASA 7Habol] T &b B2 40 @ 2(ell: w2, U =91 21, A B,
oh9-E] Qe gl o] B ek T 3t A) & A W) e

*deploy os infra.yaml
*env.yaml

ASA 71 W3 o] §1E 32 GitHub 2] A =]l A -5 gt

* https://github.com/CiscoDevNet/cisco-asav

| o

%8 Ciscodl| A A Eal= "=l o 0 Z x oAl 2 AT H 1 QuFA O] Cisco TAC 2] Y H 9] o] A=
oA 254t GitHubol A 4 0 & o f|o] E 9 ReadMe X 2 3015141 A ©.
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ol
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A1 Qlze} s E Ee g TEEY
root @ucs-os-controller:$ openstack stack create<stack-name> -e<environment filesname> -t<deployment file name>

o A:

root@ucs-os-controller:$ openstack stack create infra-stack -e env.yaml -t deploy os infra.yaml
SA 2 Qe AEo] e Ao w APE A=A Sy

root@ucs-os-controller:$ openstack stack list

ol e A4l
OpenStackoll A ASA 71 Q1 2Bl A5 AA]

(

Sl

i

OpenStackol] <] ASA 7} 91 ~E =~ A A

W ASA 7 3 S W1E 98 ALg8ho] OpenStackell ASA 7HE- 7 H T
A #a}7) ol
OpenStacksll ASA 714-5 7% 3] 8 = w2 3lo] A 2 )

* deploy asav.yaml
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OpenStackel] ASA 714 7% |
B openstackol 41 AsA 714 2181 a1

ASA 71 B8] B35S GitHub ¥ £4 £ 2o A A FH ek,

* https://github.com/CiscoDevNet/cisco-asav

| o

8 Ciscodll A A F3= B1Z 82 0 Z A~ A2 A ZH 1 YubAQl Cisco TAC A Y Mo A=
o4 25Ut GitHuboll Al 4714 0.2 ¢ dlo] E & ReadMe A H <= SF135HA Al 2.

GA1 ASA 71 3 E }1E8 5t (deploy asav.yaml)S T53ke] ASA 7HE Ql~d 25 AT o
root@ucs-os-controller:$ openstack stack create asav-stack -e env.yaml-t deploy asav.yaml
of A:
fom - o +
| Field | Value |
fom - o +
| id | 14624afl-e5fa-4096-bd86-c453bc2928ae |
| stack name | asav-stack
| description | ASAvtemplate
| creation_ time | 2020-12-07T14:55:05%
| updated time | None
| stack_status | CREATE_IN_PROGRESS
| stack_status_reason | Stack CREATE started
fom - o +
Al 2 ASA 7HE 2Eo] A o A E A=A A T
root@ucs-os-controller:$ openstack stack list
of A:
| ID | Stack Name | Project | Stack Status
| Creation Time | Updated Time |

| 14624afl-e5fa-4096-bd86-c453bc2928ae | asav-stack | 13206e49b48740fdafca83796c6f4ad5 | CREATE COMPLETE
| 2020-12-07T14:55:05Z | None

| 198336cb-1186-45ab-858f-15ccd3b909c8 | infra-stack | 13206e49b48740fdafca83796c6f4ad5 | CREATE COMPLETE
| 2020-12-03T10:46:50Z | None

L | | L | \ '
t t t t t 1 t
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2 g sy

Fa ASAv HyperFlex& Cisco Licensing Authority®l] 55321t A E Ylof] A 2~8 5= 9lofof Y}, -5
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vSphere Web Client®] 7 -9- ASA 7} &0l Al ~et= vl Qg SPo|dE 5§ £ 1S5 A

Agye,

Al 1 VMware vSphere Web Client2] Q1WI E 2] o A ASA 7 ST AEI A E w9~ 0 B2
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Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

U5 LRI EVF FASH YT

ciscoasa>

o] TETEL WA AHEAEXEC R =0 9093 v ik AHg R} EXEC R4 713 R w ALS b E
U,

S A8 R oA g,

of| A

ciscoasa> enable

e ZExes} e

Password:

Enter 715 =& ASEUTH 7|24 0= v E ¥ S = ] o] 5 U T o] el enable MW H S E A7 5+ 7 Enter

ciscoasa#

RE ] Ay age]ld W& 59 EXEC BEo A AFEE = QlFUTH 8 59 EXEC B=o A A3 18 o] A
BEE QR SR A4y

Ed n=2 28359 disable exit £ quit B3-S =gy

A Av] g o) Beof A ~g
ciscoasa# configure terminal
TEIEVF o R WAHYY
ciscoasa (config) #

A Au 1ol REo] A ASA 7HF AT g o] S A 7HE 5= gl Ut 1Y AT ayold REE Ry
A exit, quit == end 8 #H S o = @

o U2 &

%_9‘ ,?4 ‘H :?i_/}_oﬂ oﬂ/(_ﬂ/\sl 2= o]t LﬂE-ﬂﬂ z]?é
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1. vSphere § Sefo]AEF A3} vCenter A H ol A2 3
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i
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Alibaba©l] ASA Virtual =
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S
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a) OSS(Object Storage Service) = ©| 53t A& At th&S
H 7l o] 52 Alibaba Z 2 A E o] A A o8 a-fafof gt}
1. =7 v E g oAl Alibaba H 2 2. 2 QCOW2 ©| 1A & ¢ & =37t}
2. 1% g Zo] A Buckets(H] 7!) > ASA Virtualbucket > Upload(¢] 2 =)= &2 gt}

3. RE7l4F A0 aH Y Private(2eho W) & ACLE A B el A A% A ue] i35 0ss A *
A8 A,

7o) Q= wE Y ol X 9] 0ss A FaE Heldgt

LinuxE OS= A 83} 3l OthersLinux(71E} Linux) & W& f3 o2 Aegyry.

I

o o &

Al 2= o} 7] Bl X & x86_64F 41 B FH T}
7. Image format(©] 7] #] & 2])S QCOW2= A &3t}
8. olAd 2~ /35 BYOLE AEE Ut}

b) o whA o] wk7FEst o] m Aol A Q1T A E A G T

1. 1% 94 Aol A Images(©] 1] A]) > Custom Image(3t & ©] 7] A]) > Actions(2}$]) > Create I nstance(?] 2~
)=

el

A3 gtE g oln Aol M IAE 2 A4

_0|L
=
Au)
dlo
tlo
rx
i)
sy
°
Au)

a) Elastic Compute Service > Create Instance(2! =81 2 A A) & o] &
1. Billing Method(% - *H): S~
Region(#] &): &7 AF&bol] whE .
Instance Type(Q) =81 2~ §-3): ecs.g5ne.large / ecs.g5ne.xlarge /ecs.g5ne.2xlarge /ecs.g5ne.4xlarge
Quantity(5=%): € .ol wF Y},
Image(e] W] 4)): o] <1 A Mol A A4 & 2E G o] v 4ok,

a ~c w D

6. System Disk(Al 28 T2 3): #4232 20GBI Y .

b) A& JEgstEH S-S Ay
1. VPC: ASA Virtual2 7% VPCY Y t}.
2. Vswitch: 7] 3 ¢l E{Hjo] 2~ 2] B Y Yt}
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| Alibaba Cloudl 4] ASA Virtual 7%

Alibaba2] ASAvol th3t Al s =4

Assign Public | Pv4 Address(3 =2 |Pv4 54~ 39): SSHE
UIo) A 2] Alibaba =& oA S E 35|47k ASA Virtualol] & A

l> offt

Security Group(3.9F 15): A4S Bt I FS AEgy).

Interfaces(1E] 7| 0] 22): 7] QIE} o] o] 2= 26k A ol A A & gk A Hollof]) &by v QIR A= 5 7)) 1 H
Holag Abgete] 5T 7 o, YA = 5 Foll A2 5 U5 U

o The AMOE o) B ete] the AT,

1

d) A2 oFehol] 5ol shaL JIAE A

Key-Pair (7] #): 7] 714k 21€1€] 75 (o) 814 kehel) 7] 48 A gk L 5 & AHEsho] <)
Lol WA 28 S5 gL

Instance-name: 912~ 2~ 90] 24 g} o] F YT},

Day-0(*H& 7} Elle]B)): 27 AbaFel] 8= Day0 A5 Lao] 4 A F FLithes 713 lmg e MEjslA] u}
A 2).

Sample Day 0 Configuration(41Z Day 0 A 3] Z12] o] A) -

! ASA Version 9.x! required config start
interface management0/0
management-only

nameif management

security-level 100

ip address dhcp

no shut

I}

crypto key generate rsa modulus 2048 noconfirm
ssh 0 0 management

ssh timeout 60

ssh version 2

username admin nopassword privilege 15
username admin attributes

service-type admin

aaa authentication ssh console LOCAL

! required config end

Al 4 Launch Instance(Ql 2812~ 2 @) & &2 319 ASA Virtual S 53 o

Alibaba2] ASAvol U3 A5 %A

VPN 3 %] 5}

Alibaba ¢5 91 ~Bl 2= 0] ¢3,c4 D m4 Sl A wth A FHojd A5 S AT TUTh 5 vl A
A& 2] o 2F4 2l RA VPN # 2] %(AES-CBC ¢33} = %31 450B TCP E 3 3 & A}-8-3}= DTLS)S
U2 Zolof gt}

* ¢5.large®l A1 += 0.5Gbps

-

Cisco Secure Firewall ASA Virtual A] 2} 7}0] =, 9.18 .



Alibaba Cloud<l ] ASA Virtual 7% |
| KZEEE!

* c5.xlarge®l] 4] = 1Gbps
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ASA 7Hd 5ol A= ASDM A A =& AR of] FAA YT 9 B A & ALE-ste], -5 Foll A A
3t Feo| A E [P F4o A ASA 7 ] IP F40] AZ2E 5 95U o] Fo e tE Sefo)
AE A ASDMo|| YA 238t =5 5]-8-5F+= HH R CLI YA 2~(SSH =+ &Y)E 3-8k i
s A = A gyt o] Aol A thFi= 1 vhe] 4 3 2ol A 2Fd ol = ASDMO) A pEHALE
3 AlaE = gol Al A E Ak Av] o)A Zhd o] EshE Yt

- ASDM A1 7}, 291 5 0] %]

* ASDMS AR&-3te] 7] 73] 1 o)A =38, 292 | o] #]

e Al A3 1 o] A, 294 H| o] #]

ASDM A=}

TA 1 ASDM Z2to] A E = %] gk pCol| 4] T URLS 4 & @t
https://asa_ip_address/admin
thg Bl Eo] 91t ASDM A4 Fo] ekt
* Install ASDM Launcher and Run ASDM (ASDM Launcher A4 %] %! ASDM 2] &)
* Run ASDM(ASDM ! 3)

* Run Startup Wizard(*] 2} 7} AR 2 38)

WA 2 LauncherE o2 =38 ™

a) Install ASDM Launcher and Run ASDM(ASDM Launcher 2 %] @ ASDM A &)< &2l gt}

b) AH&AF ol D HUH G = E H|o Q= R T 2 AX 8= A -9) OK(ERD)E
HTTPS )15 % 74 5 #] g3k B & AFE-2} o] & §lo], enable M| H (7] 2 4] 0. = H]of A
ASDMOI| A 23 4= U HE Ut HTTPS Q15-S €74 shgh 4 - AHE-2L o] 53 A& v RIS & =3t

c) AA| ZEIWE PCOl Ag vh3 Al At A A7} ¢k 5 =W ASDM-IDM Launcher7} A4 2. & H Y4

d) P F4AE AT F AR o] EH HLYHTE o] Je AHZE Fa=E A e 490
SYHHUTLHTTPS )15 2438 4 AHe o] &3 A v 2 S & gy

=1
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a) Run ASDM(ASDM 4 &) B+ Run Startup Wizard(A] 2 v} AL A )2 2] gk o),
b) TEZE] we} ntEr17)E A AGFUT A A i d 2 dFH
c) WFE7}7]o A Java Web StartS A] 2FgHL o}
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