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* Enterprise best practice

* Enterprise rogue detection only

* Financial (Gramm-Leach-Bliley (2 #EHlL)

* HealthCare (Health Insurance Portability and Accountability %2 #EH#IL)
* Hotspot implementing 802.1x security

* Hotspot implementing NO security

* Tradeshow environment

» Warehouse/manufacturing environment

* Government/Military (8100.2 54512 YEHiL)

* Retail environment
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Ta Ty ANNL, TI—LEREMEERIFESMELET, FEEIXA A N—VRILT T — A
EHNELITEC LY, TV 77 VAT LI LEVEAELRE L2 TEET,

WOFIL, a2 ba—F X=2DIDS & wiPS P —E R ZL > THRHEINDE R T 3 —~ v AEK
PR LTWET,

R5: 2 FO—S5& WIPSIZEBIRTHr—IVRERDET

75— L4% O hO—3IDSIZK > THHE |wIPS IZ2&k > THRH
FrRILFERIETNA XAOBATR

AP T VY xm—3 9 DF ¥/ X
T 4D ERICELTWET

AF—a kD AP DIBA X
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EHFIZ L D AP DA T X
IO i T 7 fef R X
F ¥ v EOWEFE e~ LT X ¥ X

A NTBE— K%y & K
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CiscowIPS Y A7 AL, FELWVWHAEL bT TNy a—T 4V ORMT, WET 4L Vv 0%
X T T T OMEEARIILET, EALLTE, T4 LYy J L, HOTA T LR
TZL—LEu 7\l L, BT A0 BAR—ADNNTy N Xy STy Ty VT 0 TT,

Z OBEEEIL, WIPS 707 7 A VNT, L THNI/RY £9, wIPS 7’1 7 7 A LX Prime
Infrastructure Tx & SILE T,

ZOWRBEANNCT DL, T V2T TREDKET 7— LR ERIND L, 7L Ty
HREN N T—SET, TOT7 7—L &R LTEWIPSE=F E— RN T 7 EARASL L FDOAy
77 NI ST o MIZEESWT, 74 Lo Py 7 77 A VBERSNET, 20774
JVIX CAPWAP IZL > Tay hr—J |ZiRESNET, KIS, 2D CAPWAP (2L > T, NMSP #%
HT74 LYy 77 A7), Mobility Services Engine THIT XA TV 5 wiPS (ZHE1% S U E
To TOT77AME, =R T LTy VIZERE LT 4 A7 K ERIRIZET 2 F T, Mobility
Services Engine D7 4 L'> ¥y 7 T—0A TIRAFSNE T, 7 7 4/L FOHIBRIZ20GB T, =
NEBZDLLE, b EWT LYy 7 T7AUDBHIBRSNET, 74210V v 7 T7 A2
X, 7LV 0T T ANASDNAN=1 T BETeT T — % Prime Infrastructure THA< 2
LTCTI7RATEET, ZO77AME, aCAP 7 7 A MEXTHRFEINTE Y, WildPacket
Omnipeek, AirMagnet WiFi Analyzer, Wireshark, £7213ZZ DR EZ VAR — KL TWDHZDMD S
Ty NFXY Ty a7 LEEHLTT 7 EATEET, Wireshark [Zhttp://www.wireshark.org
THHTEET,

Rogue Detection

M
5
[

| 0L-29331-01

WIPS 2L SNT-E=HF E— RDT VA KA 2 ME, BIEO CUWNFEELRI e Y v 7 %
FEHL T, RIEOBBOEELEMEZITWEST, ZHICEY, VTS YL RAIPSE—RT 7 EANR
AV MI, RETZ7E®ARA LV MBIOT Ry 7 2y NI—Z B AF v L, LT, &L
ADBHZEMTEET, RETATVYLAT NS RAIZETHZOBEERBIERINDE, RET T—
LRI TS Prime Infrastructure [ Z3E SN E T,

7L, ZOBREAFEHTAL, ULV LRAIPSE—R T 7 EARL Y FEFH LT, BWEELD
AOBNERE INTZIHEE. T LIADOR, REMBRKBEEZIHNE LT ¥ 2V AX ¥ 2 F(TT D
HEEEDN T S E 9,

WIPSIZIE, % 7T ¥ SNTKBENRY — 07 N ARFEO BRI T 2/ ED T 7 — LN E
FNFET, REHRI T AT A TIE, Mobility Services Engine WIZHM S - WEBERE e 7B IO
FTNRAARREEEZB LT, VA YLAXY NT—7 ORI REMEORUELZEOET, VAT A
DA R N FEIITKEEIZ, Mobility Services Engine (ZPR1F SV CWDIBRET — & L LT, H
LREOENEONTZHAIC. EERbz YN H—&nET, ExX, vV ATAT
HADTNREMAC AT =7 4 7 Ay M ERIICR Y 7 F v LTEY ., BlDRIZMAC
T—=T 4T AR 3200 % HEM L7254 % O Mobility Services Engine THE T 7 — A28 b
VH—ENFET, WIS, ZOT T —257 Prime Infrastructure 2352 S, VAT A THRETHA]
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RO HAUEROKBEEBZT-ADPNTA YL A Fy NT—7 THRAELTNAS I &EBNEHEFICE
MENET, BT, BERET I — A%, WIPS SV AT AIBEFEDO Y 7 =F ¥ BRWEREMEO &
% Day-Zero W Z T 572 DIZbHEHTEET,

—

FTIAILEFDEHFETOAT 7ML

FrED4S WLAN £ X 2 U 7 4 HRICE DETCREDOTHIBZ A ST 5720, wIPS IZiE, FFED
FEEREANDEX 2 ) T 4 == XZEDLEHELNEZHDOT 74V bOT v 7 7 A LHBHES
NTWET, 77— ML, SESERI A T 77 A VBIEAZLICE R X2
V74 BE=2 ) TOBMENRERN SN TWET, FED 7 17 7 A /LZIE, Education, Enterprise
(Best) . Enterprise (Rogue) . Financial, Healthcare, Hotspot (Open Security) . Hotspot (802.1x
Security) ., Military, Retail, Tradeshow, Warehouse 72 E03H 0 £9, 7m 7 7 A Vi, 5%%4AE
TORED=—XZAEDETELIINAF YA XATEET,

B4 547> COBEE MAC &

VY —275TiE, HEIMAC FEMEABA L TWET, ZOHEIZ. *y NI —72 FLOFL)
I TAT U NERIET VEARA Y b~OER» G L £, MSE X, MSE TOHFIRE
ML TAT Y et T 5 72OIFEH L ET,

TIAT Y IBRIET ZVEARA Y MZHfiTHE, a2 P —FXMSEILL T IA4T
NBRENNE DD ERFELES, 7947 MR RGE, 2 he—J13 7747 FOR
ET7 78 AKRAS Y b~OEfE BEMICE UiAdET, 2> hr—F1%, MSE ®HE MAC 4
F—AR—2EEH LT, BT Vo — g VEROMACT FLA2F =y 7 LET,

GE) A0 7472 FOHBMAC FEEREIL, Cisco Controller UL 7> H AN T2 MR H Y F
R

X8: NGV 5472 FDBEE MACES

@ q Auto Containment Action

Controller Ei/ﬂogue Client
y 4

Page Client
Valid Client Authorized AP
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Mobility Services Engine & 5 4 £ > X DB
& & VHIR

Z DETIL, Cisco 3300 2 Y — X Mobility Services Engine % Cisco Prime Infrastructure (2%t L CTi&
ks L OHIBRT 2 FIEICHOWTEI L £,

G

[Services] % 77 @ [Mobility Services Engines]. [Synchronization History], [High Availability].
[Context-Aware Notifications], 33 & U [Mobile Concierge] ~~— 1%, U U — A 7.3.101.0 @ root i
BRAAL L TOREHTEET,

ZOEONFIX, KD LEBY TY,

* MSE D7 A & A, 19 ~_—

* A RTA v EHIREEH, 22 ~—Y

* Prime Infrastructure ~DEE Y F 4 —E R = DB, 23 ~L—

* MSE 7 AtV A 77 A VOHIBR, 28 ~X—¥

* Prime Infrastructure 225 DEE U T ¢ —E 2 =P DHIRR, 28 ~X—
* T R L wiIPS RUEBREF — DX G, 29 N—Y

* TNRNAABIOWIPS T4 B A T 7 A NVDA A R—)b, 29 RX—

MSEDS A U REH
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MSEIZiE, RO LS RE#EY— R 2P 77 ) r—vary Fukallbic, Xy bU—
7 hARmY NMSP (Network Mobility Services Protocol) 72 & Dikdl, k> hU—2 UART R Y
(ZBEE S S RO R BERE MR L TV ET

KOIEHOTA B AEZTETXET,
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B vsEos1+ zEH

c AR r—T gy TABUA L BERAST MUEREE . RET A A, FEE, Wi-Fi 7 T
A4 7> b, RFID # 7 2B T AHEENEENE T, vRAaoiirkunr—rar 42U R
X, MSEAPI T2V — K X—F 4 YU a—Ta ks LET,
‘YR —valry —ERX IR ke —rvary IA4BVRE ubr—va by
M —e 2B LPCMX TRHIHCEEd, 7y 77 1L —FSKUZATHZ LT, A
r—a v FGABUVANSIEe S —Y 3 TA B RRET v T L —RTEET, IO
FA v AL, WIPS P —ERAZRLS T RTCOV—E R (ZEHINET,
C U A YL AFEABM T 2T L (WIPS) T A &L A : CiscowIPSIZIE, WESLARIET 7 & & KR
AV NERH LU TRERTA2ENE EN, 200748 A T varBb £,
CE=H E—RFGABELVR IDIFTABVRIE, By NT—TIZEAIN TV A ERE
=B VT TITRARA Y FOIZESDNTWVET,
YRR — L T— R IA BV A ZDTA BV RIT, Xy NT—=ZIZEAINLTWND
O—h)NE—RTI7E8RA RS FOFIZFESNTWNET,

Y

GE) VY —=RT7405, A2V U TIHEAPHENALE 2D, =0 FARA » PR TR 2D 7,
THIZEHET ATSD, FILWLILS S4B ANY U —R 74 TEASINE LT,

Y

GE) CAS 7 A B A, MBEMR6NADIRFBHKRTYR—MEEHIZ, YAR—FMETIZRY F9,
FOEEET, CASLLSOWTI A B ARMELET,

* J U —2X767H51%., Cisco MSE 3355 TlE. CiscoMSE n 4/ — 3 $—Y R £ 13dLEn
r—3sa =B RICRT L THRK 2500 T 7B A RA v hEYHR—FLET, CiscoMSE
RRT 7547 v AF, =" U V=S U T, HAS5000HOT 72 RA v &Y
A—FLZET,

* Cisco MSE 3355 13 25,000 &, ™A T2 NMEIET 774 7 2 AL 50,000 6D FA4 7T > N
PR—FLET, TRTOITA B RITEBMTE T,

* Ty R T —LDT Y FRA L FORREIE, A VA=A ENTWD APELOT A &
AR B S VET,
ZITIE, RORFIZOWTHIILET,
*MSE 74 B ZADME~ MU 7 A, (21 X—2)
*MSE 9A BV A T7ANDY TN, (21 =)
*MSE 714 B ADEYIEL &M, (22 2—)
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MSES At RADIERRT RO R

WDFEIZ, MSE, 1/ —3 3 2 % —tE A F721% Context-Aware Service ¥ 7 h 7 =7, 1 L N wIPS
WZOWT, "f U R, = F, BIWFEMTZ A ADT A B ARNEFERLET,

R6: MSESA U ADERTF) IR

MSES A trxn#ERT U2 I}

INMIVEK A—TI YK ERii
MSE 759y b | N RTFF5A4T7 0 | u—x RT7FI547 (120 HfE
TA—L ABISA VT TANT | ABIOA VT T AT
IFxX 7Ty b TA—L|7FX T Ty T H—A
O4—< 3> [3000, 6000, 12,000 72 [1000 7 7 &2 HRA >+ [120 HfH. 100 % 7B LW

H—ERFERF | A RSB 100 %55
Context-Aware
Service ¥ 7 ~

2y 4

3000, 6000. 12,000 7 7 | 1000 %3
A RA b

120 HfE, 207 7 A KR
e

wIPS 5000 7 7 EA RA L~ 20007 7 EBARA LB

MSESA LR IT74ILDY 2 T)L
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WIZ, MSETFA BV A T7ANDY T NVERLET,
FEATURE MSE cisco 1.0 permanent uncounted \
VENDOR STRING=UDI=udi, COUNT=1 \

HOSTID=ANY \

NOTICE="<LicFileID>MSELicense</LicFileID><LicLineID>0</Li cLineID> \
<PAK>dummyPak</PAK>" \

SIGN="0C04 1EBA BE34 F208 404F 98ED 43EC \

45D7 F881 08F6 7FA5 4DED 43BC AFS5C C359 0444 36B2 45CF 6EA6 \

1DB1 899F 413F F543 F426 B055 4C7A D95D 2139 191F 04DE"

OV TN T AR, TA B A NIRS5 OBV EST, FOTA4A LA RY T
HEIOITOLEDOFEIL, EOXATDITA L ATHANERLET, ZiUL. Feature ¥ 7213
Increment 7 A B2 ZADWFNNT/2 Y £, Feature (BEHE) AL AT, B—T AT LDETE
FA VL ATY, HEOY—Y R P % MSE TEITTE XY, Increment (B§%y) A &
Alx, BIEOT A2 AT, MSE Tif, fHx DY —E R ) Increment 7 A £ R &
LCHbiEd,
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MSES At RDEYEL EBER

BWOITD2HEDDFEIL, TA B A ETDREOa s R— 0 FE2EXRLET (MSEZRYE) .
3EDOFHIITA B ADNZ—%RLET (Cisco 72 L) o 4FDOFHFITT A L AD/—

VarkzmsLET (1.072E) , SEDOOBIIAIHREZRLET, Ziud, HIROZRNT A2
A DEFAEVE permanent, LN DA dd-mmm-yyyy OFERD BAHZ/R Y £, BEZEOFEIL,
ZDITARARERNT L FTONEINEERLET,

MSES At ADEMYEL EBER

Ak
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MSET7 7 U —2ay A48 AEBbBV AT ANOEROBEL, IO AT ATEMHATE £
T, FABVAERVETE, T4V A T2 A MIT AT ANLHEIBRESNET, T4 VR
ZRIDOY AT A TEHMERTIHEIE. 74 A2 VKRR NTA0ERNHY £,

BOYATLTT v 7 7L —FRSKU ZHHLTITA o 22T 285561L, x5 T % Base
TAEBASKUZ, 7y 77 L—RSKUZFEHT 5 AT DA VA N—=NTDUERHD
F9, %P T % Base 7 A £ A SKURL AT ANLHIRENTBE. FOVATLATIET v 7
J1L—R IA4F A2 SKU ZFHHTE 8 A,

TABAZROET &, T4 B A L TEREZ KT 5720, MSEIZX W AR O —E A
TUVURERBSNET, RIS, P—ER =P, EEIRC MSE b B SN R R

ST £97,

FTA Y ADFEMIZOWTIE, [ Cisco Prime Infrastructure Configuration Guide, Release 1.4] % %[
LTLEENY,

142 EHFEIE

MSE % Prime Infrastructure (21BN L, T /34 AF L OV wIPS 85 ERGES — 2 BT 256, ROY
A RTA NNV ET,

* Mobility Services Engine | OV — 2 & H R — M TEET,

* 1 L\ Mobility Services Engine Z BT 2 &, Fv hT—Z73%G (v 3&, BT 1
7. BLOESNY ) | 2 br—F AA v F (Catalyst 3000 >V — X35 LTV 4000
U—XDH) . I & Mobility Services Engine DA X2 | 2L —7"& Prime Infrastructure %
[FHTE£7,

A

GE) Y Y —2A 75 LIK&EIZ, Cisco Engine for Clients and Tags Zffi i L T4 7 & 188 L
F9, VU —RT12BEEND YV —RTSICT v 77 L—RLEGHIZH 7D
TAEU AP SIS L, AeroScout 7 A LA LU OHEIBRIZET %
BEXAyv—URERINET, KETDLE, TRTONR— F— 2V
DY 7 P —EZANRHIFRE I, £ D Cisco Tag Engine 7 —E ANT 7 +
VR THEIZZRD ET, N— b= = VU OHIBRER LW EIE, A
VAN NLVEHITLET, Ty T VL= RERIZ T DOTA BV ARKRH S
RNGE. A VAP MEEOEEETLET,
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Prime Infrastructure ~DEE Y T4 Y—EX TP MiEM .

*HENA ANV ZA7 VS NOFETHIC P/ L NRAT — REEE L7254 1E. Mobility
Services Engine % Prime Infrastructure (21BN~ A BRI HZ OME Z Z TAT) Li@“o T 7 F
VN RAT = REER LRG58, BEIA A M=V 227 VP NEHFETL Ta—
PHENART — REETTH LA LET,

Prime Infrastructure ~OEEY 74 HY—EX T2 ®D

180

ATy I
ATy T2
ATvT3

RTv74
ATvT5
ATv 76
ATvT1
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[Mobility Service] ~— < ® [Add Mobility Services Engine] # A 7 & 7' 7R v 7 A % {1 L T MSE %8B

MTEFET, ZOXATRITRY I ATE, T4V A T 7 A INVEBH T A—XZEBML,

7/7%M% Y Y TEHEZLENTEET, REDEZOIZEEAFD MSE TY 4 ¥ — K& EE4 5
B4, [AddMSE] 47 a > O 0 12 [Edit MSE Details] & L CHERENET,

B2k Cisco Adaptive wIPS B§HE DFEMIIZ DU TIE, http://www.cisco.com/ |27 7 B A LT, ~/LF A
T4T TVLEBT—a k&L ZEV, Prime Infrastructure (IZBH T 5 X FXFER M v
ZOWTOFEHEY 2—AR3H Y 3, A%DOV Y —RhbE T, FEHEMELTHIMES
LB T = a v BIOHK 7T LR T =y a U BBMERTWL FETT,

GE) Prime Infrastructure U U — & 1.0 I1Z MSE 3355 #3885k L. @IV AR —F L TWET,

GE) [Services] > [Mobility Services Engine] ~<—1%, U U —2& 7.3.101.0 DRAE N A A > TO
ARETY,

Mobility Services Engine % Prime Infrastructure (ZiE/14 % (Z1%, Prime Infrastructure |22 27 A > L |
RO TFNHZHENET,

Mobility Services Engine (Z%f L C ping ZFEITTE 5 Z L 2R L 9,
[Services]> [Mobility Services] DJIEIZEI L, [Mobility Services] X— TV & FK/R L ET,

[Select a command] K& 747> U A h/»5, [Add Mobility Services Engine] iR L, [Go] #7 U v
y IJ i b@‘o

[Device Name] 7 % A bk 78 7 A|{Z, Mobility Services Engine D4 8% AJI LET,
[IP Address] 7 % A k 7" v 7 A|Z, Mobility Services Engine O IP 7 KL 2% AJJLE T,
({E£&) [Contact Name] 7 F A 7R v 7 A|Z, Mobility Services Engine & FH DL R A AT LET,

[User Name] 35 &2 U8 [Password] 7 % & b 7~ 7 AT, Mobility Services Engine D —W4 L /XA T — K& A
HLET,
AL, BERHIMER S 472 Prime Infrastructure J@1E = — V4 & X2 T — KT,
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B Mobility Services Engine TOH—E XD EZE

ATvT8

ATvT9

ATv 710

ATvIN

ATV 712

RERFIC 22— LNAT = REELRP oG EIE, T 740 AL ET,
FIHIN D=V ZLERRAT—RIEBE S admin TY,

GE) HE)A VA b= 227 VT FOFATPICA—FH ENRT — REER LIGE1E, AEEOM

ZZWEANLTLKEEY, TT74N M RNAT— REEE Lighos a8, BEA R h—
WAV T NeHFITLCa—YHENRRT—REEET LI EAHLE L7,

[HTTPS|F = v 7 AR v 7 A% A4 12 LC, Mobility Services Engine & % — K/ X—F ¢ 7V r— 3 00
MoWEZFT LET, T 74/b b TlE, Prime Infrastructure |% MSE & D@52 HTTPS 2 H L £,
Mobility Services Engine 7> 5§~ T D — B RE ) 24 TEKAIZHIERT 521X, [Delete synchronized service
assignments] & v 7/ Ry 7 A& AN LET,

ZOF T aiE, Fry NI EE, ARAA T, arite—7 BIUOA XU MNERICHEH SN E
T, BEFon s —a VBT — 23R SNE TR, Aker—ra VHEEIATT H L X ITIETFH
Y= RE Y TEEHTL2MERH Y 7,

[Next]Z 2 UV > 2 L£79, Prime Infrastructure |2 X ¥ | BN ZHTW5HEFR & MSE 25 HEIJIC R S v E
j‘o

[R5 T# . [MSE License Summary] ~— Y8 & /R S#UE 7, [MSE License Summary] X— 7026, 74 &
YADA VAN FAEBVADBEN, FABCADHIR, T T4 N—var FABVADA R
f—sb, =B R FTA B ADA A M= NVEFITLET, [Select Mobility Service] ~— VN FR S E
D

Mobility Services Engine LDV —E X EZF I T DL, Y—EROBUZHEHT = v 7 Ry I A&FIZ
LE9, H—t A1 Context-Aware Service 38 L X wIPS X &E FNF T,

CAS Z&IRT DL, /794 T b, RIETIZRBARAS b, T, A7 747 b, BIOZ 7 %iB
BRcxE,

[Save] =7 U v 7 LET,

GE) HLWEE VT 4 =AUV U EBIMNT 5 L., Primelnfrastructure Z#f#fH LT, Xy U —
JxEr (xR BT 40T BB T) | arbr—F A4 v F (Catalyst
TU—X3000 DAH)  BLOR—ALEEYT 4 P—ERA TV DA R N T —T %A
WexEd, ZoORMIEX. # LV Mobility Services Engine ZE/1 L 72 E %, F7013% THEITT
xF9, v—H) F—%X—R L Prime Infrastructure 7 — ¥ ~N— R Z[A#]9 % (21X, Mobility
Services Engine DM, (Gl X—) 2L TLEIW,

Mobility Services Engine TOH—E XDE %L

&M
ATy T2
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FEUT 4 b—ER PP —ERE A F—TIIT BHITIE, ROFIEIZHRENE T,

FABLA T A NEBIMNT S L, [Select Mobility Service] X— VU NERINET,
Mobility Services Engine L DW—E A ZH{HZT HIZIX, P—ERADRICH DT = v IRy I A A
LET, P—EROXA TIIRDLEBY TT,
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Mobility Services Engine TOH—E XD HEM1E B

* [Context Aware Service] : [Context Aware Service] = > 7 R v 7 A& AN T 5L, vr—ra gt
BedTdslvicnr—ray V0 2R IRT 508035 0 £7°, [CAS to track clients],
[rogues]. [interferers], [tags] % BN CTX F 7,

-

* [Wireless Intrusion Prevention System] : [Wireless Intrusion Prevention System] = > 7 &R v 7 A & 4 |
T5E, BEHRBIONT =~ RAOEBP R SIVET,
* [Mobile Concierge Service] : [Mobile Concierge Service] = v 7 R v 7 A& A NZTDH &, TNANVT
NAZATHEHAFRER Y —EARTIRSND T —ER T RRZ A XA MRt shvET,
* [Location Analytics Service] : [Location Analytics Service] = v 7 R 7 A% A 12T 5 &, MSE b
DOWi-FiT ™A ALET —Z g 572Dy =Y SN KT — 2 ofrYy —VEFIHTE £
j‘o
GE)  MSE6.0 LIETIE, #ifoH—t 2 (CAS & wIPS) Z[FAFFICANCTEET, CMX 7T UV
TV = ABFHTEET,
ATY 73 Next|ZZ Vw27 LT, BRI A—ZEZELET,
AT w74 Mobility Services Engine TH—E A& F NI T % & [Select Tracking & History Parameters] ~<— 2 /3 KR X

NEJ,
(6= BT A= ORECEMT DL, 7740 MEPRIRSNE

7T
ATYTS BHTH7TA4T 2 FERIRT 520, WIGd 5 [Tracking] F= v 7 Ry 7 A4 L9, BHT
A—EEUTITRLET,

» Wired Clients
» Wireless Clients
* Rogue Access Points

o Exclude Adhoc Rogue APs

* Rogue Clients
* Interferers

* Active RFID Tags

RATVT6 THAAADBRENT v X T EFANCT DL, ST DT A ADTF = IV Ry 7 A A NI LET,
JBIE T A= ZLLFITRLET,
 Wired Stations
» Client Stations
* Rogue Access Points
* Rogue Clients
* Interferers

* Asset Tags
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B MSsEEH/ S A—4BLUBE/S A —2DHE

ATYTT [Next] #27 VY v 7 LTMSEIZ~ Y 7 &E Y Y TEI,
GE) [Assigning Maps] ~<— 1%, MSE THZNCT DI —EAD 1 5L LT CAS ZEINT HEAIC
EEMATRE T,
ATv T8 MSE BT A—FBILOEE T A —X%2RET DL, [Assigning Maps] S— U BNERINET,
[Assign Maps] <X —VIZITLL T O @B RS INET,
* Map Name
*[Type] (ELT 47, 7uT [ Fx L /32A)

« Status

AT9FTY NHlip~ v T XA T EMERT DT, 22— T EEZR [Filter] 47" 3 5 [All]. [Campus].
[Building], [Floor Area], ¥ 7213 [Outdoor Area] ZE&R L £7°,

AT TN <~ 7 ZFEMT5I21E, [Name] F= v 7R 7 A% 412 L, [Synchronize] 27 V v 7 L £,
Fv FU— I RHORNETTDE, BEDOFR Y hU—ZRHFTAP RNEIV Y THATW DY 2=
FE—F 2 MSE & HEWICRI S ET, [Donel 2V v 27 LT MSEREZXIRFELET,

MSE BB/ N5 A —2 B X UVER/NT A —F DERE

AT v 1 Mobility Services Engine TH—E A ZF 40T 5 & [Select Tracking & History Parameters] ~— ¥ 3R S
NET,
GE) B NRT A= OREEEET DL T 740 MENRIRE L E
j‘o

RT9T2 BYTDH7 74T MeBIRT 2I1201%, 3T 5 [Tracking] = v 7 Ry 7 Az AN LET, BT
A—=ZEZLUTITRLET,

» Wired Clients
* Wireless Clients
* Rogue Access Points

o Exclude Adhoc Rogue APs

* Rogue Clients
* Interferers

* Active RFID Tags

ATV T3 FRARADBRELT v X T HHNCT DT, SIST DT, ADF = v IRy 7 A A Al LET,
JERERT A =2 LI PR LET,
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| Mobility Services Engine & 5 1 & > R Di&ME & VHIE

ATvT4

THRNOESS I ETE S |

» Wired Stations

* Client Stations

* Rogue Access Points
* Rogue Clients

* Interferers

* Asset Tags

[Next] #27 V v 7 L CMSE IZ~ v 7 &% Y 4T,

MSE~DT Y TDE|Y X T

ATy T

ATy T2

ATy T3

| 0L-29331-01

MY

GE) [Assigning Maps] ~<— 31X, MSE CTHNZTHH—EAD1-DL LTCAS Z®INT HLHITE
FEHATRE T,

MSE 2% v 7 ZEI ) Y THITIE, ROFIAZHENET,

MSE BB/ ST A =2 B L WVBHENT A —Z 3 ET 5 & [Assigning Maps] ~— U NERINET,
[Assign Maps] <—VIZIILL F OB @A FRRINE T,

* Map Name
*[Type] (AT 47, 7a7T, ¥ /3%)

« Status

VB~ w7 A A TRMERT HIZIE ~— Y T FEEZR [Filter]) 472 3 76 [All], [Campus].
[Building], [Floor Area], & 72!% [Outdoor Area] &R L £,

~ v 7 ERHT 52T, [Name] F= v 7Ry 7 A% 422 L, [Synchronize] %7 V v 7 LE7,

Xy MU= RETOEMNETT DL, FEDOFR Yy MU= TAP BEIV Y THRTWHETIZR=
h—Z 723 MSE & HEIWOICRI S EJ, [Done]l] 27V v 7 L CMSEZREZRFELET,
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Mobility Services Engine & 5 1 £ > A DiaMm#E & VHIER |

B MsESrtE X 77 L08R

MSESAt>RX 774 ILDOHIK

&

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy FT17

ATvT8

MSE 714t R 7 7 A Lzl 512013, ROFIEICHENET,

[Services]> [Mobility Service Engine] DJIE 28R L F 9,

[Mobility Services] ~— U MNMERIINET,

HIF®9 % Mobility Services Engine 7 1 & > A Z®IRT 572, xfI57T % [Device Name] 7= v 7 K v 7 A
EACLET,

[Select a command] K& > 747> U A kH 6 [Edit Configuration] % 884 L £ 97,

[Edit Mobility Services Engine] % A 7 12 77K v 7 ANF RS NE T,

[Edit Mobility Services Engine] ¥4 7 2 7R > 7 AD [Next] 7 U v 7 LET,
[MSE License Summary] “X— YRR INE T,

[MSE License Summary] ~~— < CHIFR9 2 MSE 74t A 77 A LV EBRIRLET,
[Remove License] =27 U v 7 LE 7,

[OK]% 7V v 7 UCHIBREMEZTEEST D0y £7213 [Cancell %7 Y v 7 LTI A B 2AZHIREFICZ
DOR—T AL FET,

[Next]% 2 U Z L C Mobility Services Engine | CH—ERZHHZ L ET,

>

Prime Infrastructure "5 NDEEY 574 H—EX I DY
D)=1153

ATy I

ATy T2

ATvT3
ATvT4

ATy TH

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

Prime Infrastructure 7 — & ~X— A 7> 5 1 -DLL [ Mobility Services Engine & HIER3 5121%, DO T
NEIZHEWE T,

[Services]> [Mobility Services] DJEIZFEN L £,
[Mobility Services] X— VY NEREINET,

HIBR9" % Mobility Services Engine Z8#IR3 572, %I d 2% [Device Name] F = > 7 AR v 7 A& A 2L
\i —a—O
[Selectacommand] K72 v 7' # 7> U R k)b [Delete Service(s)] Zi®IR L ET, [Go]x 7 U7 LET,

BIRLI-FEU T 4 —E R =P % Prime Infrastructure 7 — X X— AW L HIRT 5 Z L 2HET ST
L. [OK]| %7 U v 27 LET,

HIBR A ik 5 121%, [Cancel]l #27 VY v 7 LE T,
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| Mobility Services Engine & 5 1 & > R Di&ME & VHIE
Frqszewrs wa@iEr—0siz I

TN R & wiIPS & RS EXF— D&%

CASE#, wIPS, £72I13F /DT AL AE T AaTHIETH &, WEFRIEF— (PAK) ﬁiﬁaﬁfﬁ
S#LET, Mobility Services Engine A VA R—NLTHT7 4B RA T A NEZITRDIT
PAK Z %% T D LENH Y £9, PAK DBERKIZHKINTDHE, T4V R 77 A V0NE %xwu
TEEINET, 27747 FBLURTUA YL AIPS ® PAK (X, v AUTEEHELET,

AVAS=NTETA VLA T ANEATTDH0OHIC PAK Z8ET 211X, RO FNEIZHEN
F9,

ATYF1 Web 77 74T, http://tools.cisco.com/SWIFT/LicensingUl/HomelZ B8 L £ 37,
ATv T2 PAKAE#ASL, [SUBMIT| %7 VU v 7 L%,

AT T3 TA B ADBANEZHRLE T, IELWEAIE [Continuel 27V v 7 LET, T AASR—
URERINET,
G¥) FTA U ANIELL WA 1E, [TAC Service Request Tool] URL 27 U v 7 L CIHEE%Z LR —
FLTLEEY,

AT T4 [Designate Licensee] ~<—C, [HostId] 7% A k 7R > 7 A|Z Mobility Services Engine ¥ UDI % AJj L %

T, ZHUE, TABVADBA A B —LEZH TV D Mobility Services Engine T,
GE) Mobility Services Engine @ UDI & #(%. [Services] > [Mobility Services Engine]> /Device Name] >
[System] @ [General Properties] (2R S E T,

ATv 5 [Agreement]T = v /Ry 7 A%k AN LET, [Agreement] F = v 7 R v 7 AD FICBREEETHFRNER S
ET,

AT9T6 BEEH LTV N a—VRRRLGAT, BEFIEHRD FO [Licensee (End-User)] F= v 7 R v 7 A% A
LTz R a—PFEREATILET,

RATv 71 [Continue]z7 V7 LET, ANLET—ZOMENRFRINET,

AT 78 [Finishand Submit] X—Y T, BE T —F Lo Fa—V F—X 2R LET, HHRETET DX
[Edit Details] #27 V v 27 LE&9, [Submit] %7 UV v 7 LET, "HERHOX—YRERINET,

FTINAABEUWPS SAE R T7A4ILDA VA —
)l/

Prime Infrastructure 2257 /XA 2 T A B AL WIPS TA B A% A VA b=V T&FET, UV IU—
A 7.5 LIFEI, Cisco Engine for Clients and Tags EEMALTCY 7B LET, VU —R72 LK

MH VY —RTISIZT v TV —RLEGRIZH TOT A4 AR ESND &, AeroScout 7 A1
AL DU DOHIBRICET 2 2 /*’E UREIRSNE T, KHETDH L, TTOS— |

Cisco Wireless Intrusion Prevention System 3> 7 4 ¥aL—> 3> A4 K1Y 1J—X 16
| 0L-29331-01


http://tools.cisco.com/SWIFT/LicensingUI/Home

Mobility Services Engine & 5 1 £ > A DiaMm#E & VHIER |
B R RBEUWPSSA VR T7AULDA VR =)L

F— OV T —EANRHIBRE L, & D% Cisco Tag Engine M7 —EANT 7 4L F T
A2 £F, NP2 VU OPREEE LR WSS A VA P ARFITSET,
ZTDITARAPREENRNGE, A VA M= /HMEZDOEEEITLET,

[Administration] > [License Center] ~— (%, U U —X 7.3.101.0 LABEDARARL K X A > CO A ]
RETT,

PAK DXL T AT v b A4 B AFE 21X wiPS T A & 2 A% Prime Infrastructure (238013
5121, WOTFNEIZHRENE T,

AT w71 [Administration] > [License Center] % 3R L £,
AT T2 FEOYA R/R—D A ==2—7>05, [Files| > [MSE Files| %% L £,
ATv 73 [Add]|Z7 VY v 27 LEF, [AddaLicense File] ¥ A 7 /R v 7 ANERINET,

ATv 74 [MSEName] Ry 7 X7 U ARG5S 45 MSE£ 2 @R L £7,
GE) IR X4 CV> D Mobility Services Engine @ UDI 73, PAK BEFHIAN L7z D& —F LT D
ZleErMERLET,
AT9 T8 [ChooseFile]z 7V v/ L, A4V A 77 A)NELSRLTGERIRLET,
ATv 76 [Upload|z 7V v 7 LET, HICEBNMENTZTIA B ANMSE 7A B A 77 A0 U R MIEREN
£,
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A

%3%

Mobility Services Engine 0 [5] A

ZDETL, Cisco 74 ¥ LA LAN =2 [ 72— & Prime Infrastructure % Mobility Services Engine
L RIMT 2 FIEIZOWTIA L £,

GE)

[Services] % 77 ™ [Mobility Services Engines], [Synchronization History], [High Availability].
[Context-Aware Notifications], 33 & TN [MSAP] =X—tk, U U—2A 7.3.101.0 CTOAEHTE F
—a‘o

ZDOEONFIL, ROLEBYH TT,

* Prime Infrastructure & Mobility Services Engine D[R], 31 ~<—

* Mobility Services Engine D [l O RiHFESA, 32 ~N—

* Y— FR—=F 4 BIEEOEE, 33 X—¥

* =¥ hu—7 & Mobility Services Engine DRI, 33 ~—

¢ T2 X—=20 A OKE & Out-of-Sync 77— b, 36 ~X—

* Mobility Services Engine [FI#] A 7 — % A DFKIR, 39 ~X—

Prime Infrastructure & Mobility Services Engine O [5]

| 0L-29331-01

Y

Z Z TlX. Prime Infrastructure & EEV 7 4 $—E 2 = VU A FEIB I OHBIMNICEE TS
EEBBHLET,

G¥)

[Services] > [Synchronize Services] ~<— 71X, U U —% 7.3.101.0 AR DAL K A A o TO I H]
ARE T,

Prime Infrastructure |2 EE V7 4 —E R =P 2BMLEL, Xy hT—F7 & (v
A, EAVT 47 7aT BIOENYYT) [ arbr—F (&RIEIPT RLA) | BED
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Mobility Services Engine 0 E1#A I
B Mobility Services Engine 0 RHA D EIR S

Catal}’St?)OOO“/U“‘X‘j%i()“4000“/u%7<‘24’ vF. BIOARV NI NV—T YT 0 P—
ERA DV ERTE £,

* Xy hU— &K HEREBIETOT 7B RARA v FOWHNEBORIE~ 7, 1O0D
XY UNAR, FOXF XY UNAEERTAELT 407, BEOKEELT v 7D7a7 &0
IREEREEN, 1 oDy hU— 7 FHEHKLET,

* 2 hr—7 : Mobility Services Engine [ZBEffIF b TWAHRIRS e a v hr—T,
Mobility Services Engine & EHIIC 0 r— a UEHRAE R L $3, EHMRRENICLD .,
Efgrpm r—3a AFREMRFTE T,

CHMAA T Ry NU—T LOFRT TAT v b~DA B —T = A AERMT D08
Catalyst A1 » F, EHIRFEMIZL->T, Xy NIV—2 LOFRIZ FA T horr— =
UONIEREICBEF S IVE T,

° Mobility Services Engine (%, Catalyst A % v 71 7 /L A A > F (3750, 3750-E. 3560, 2960,
IE-3000 A1 v F) | AA vF 7L —F (3110, 3120, 3130, 3040, 3030, 3020) . ¥
LA vy F =P LRMITEET,

° Mobility Services Engine (%, Catalyst4000 2V — X A A+ F WS-C4948, WS-C4948-10GE,
ME-4924-10GE, WS-4928-10GE, WS-C4900M, WS-X4515, WS-X4516, WS-X4013+,
WS-X4013+TS, WS-X4516-10GE, WS-X4013+10GE, WS-X45-SUP6-E, LT
WS-X45-SUP6-LE & & A C& £,

AR N TN—T AR NEERT D N T —EERT DERERA N NOT—T,
EMHZ2FRMIC LY . BFOEFRA Xy bB3BI SN ET, 4 X F 7 —T 13— ko3—
T4 TV r—2a r TUERTEET, =K X—F 4 77V r—2a KBRS
NleA Xy b T =T DFHICHONWTIE, 7 —FX—20 BEFEH DO E L Out-of-Sync 7
Z7—bh, @B64—) ZBRLTIEIN,

Y — RR—F HFE : FHE A MSE ERT 256, =K X—FT 4 77V r— 3 42Xk
D MSEIZA Ry ZN—FIMERR ENTWASZ ERH D £4, RMEHOEZLHIRT S
M, FEREREAOERE Y — =T 4 BERL L (=T THILERTEET,

PR T RANZA XA b BN vV a BRI, N TS, R
Y—ERT ERIA XA PR LET, Zhck Y, MSE LRlEnYy—e2A T R
WL XA DIRENET,

Mobility Services Engine O [E 2D BijiZ &4

* WHIAZFEITT HENIC, = ha—F, Prime Infrastructure, BX OV T 4 —E R =
VMOV T N =T OREBMEEHEZR LT EE,  http//www.cisco.com/en/US/products/
ps9742/tsd_products_support_series_home.html "C, Mobility Services Engine DV U — A /) —

ML TSN,

*EL YT 4 Y—E R T, Prime Infrastructure, BIL = e —JMOBEIL. HiE
AR (UTC) TIEITENET, HIVATALATNIPAZRETH L. T3 AT UTC B
HBitshEd, Fv VT4 $—b RV ZFolEary ba—F3, [[F— NTP #—
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I Mobility Services Engine 0 [E1£A
H—ri—71E2%0E W

& [A— Prime Infrastructure %-— N2~ v 7T HMERH Y £, NTPH— L, = hue—
7. Prime Infrastructure, 3L NEE U 7 ¢ —E R = T UM TR %2 BEIIZ [R5
VENRBHY £9, 72721, MSEDHX A LY — 35| &fe& UTC ICRET HLENH Y £
T ZHUEL WIPS 7T — AIZIE MSE B4l % UTC ICRIET DM ERH L6 T,

Y— FN\—T 1 BERDIEEF
PH % MSE L [AIT 58546, MSEWZH— R X—F7 4 77U r—v a Lo TERE e A~

YRITN=TROHZENHY T, REMOERZHIRT 50, EIIREAOER LI —F
N—=TFT S BERLLTY—ITHLENTEET,

EXDHIBRERFY—K R—FT1ERLLTOYT—F Y

BRAHIREZITY— R N=TF 4 EWHREL LT~ =27 T 212E, ROFMEICHENET,

AT w71 [Services|> [Synchronize Services] DJIEIZEIN L £,
[Network Designs] ~— YN FE RSN E T,

AT w T2 [Network Designs] ~X— T, EHDOH A K/3—0 X == —7)>5 [Third Party Elements] % 4R L £ 9,
[Third Party Elements] ~X— Y BN ERILE T,

ATY T3 1O EOBEZELZBRINL 7,
ATV T4 KONWTNDLDORE 527U r LET,

* [Delete Event Groups] : BN I TWNEHA X2 b Z—7%HIERLET,

* [Mark as 3rd Party Event Group(s)] : BRI TWBEA RV N T N—T %P — K X—=F 4 f Rk
ITN—TFL L T~v—27 LET,

> kO —7 & Mobility Services Engine 0 [E] £

ZITHE, aryhre—%RH L, MSEZEEDOUVA YL A oy ha—F 2% T, kv k
U—JE, arhe—7 AL vF, F£721EA X~ ZL—T7 % Mobility Services Engine
MBEND 2 TRERS 2 TTEIZOW T L £,

22T, ROANFIZON T LET,
car hu—7, Catalyst AA v F, E2iFA X b T A—7ORE, (G4 —)

*ay hr—F~OMSE DFIVY LT, (35—)
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Mobility Services Engine 0 E1#A I
. arbta—3, Catalyst R4 v F, FEFARY F TIL—TDOEH

* Xy NT— U EHEH. ABAA vTF . FRIFIANC N F—F D MSE S OEN Y Y THERR,
(36 ~<—7)

v hka—35, Catalyst A v F, Fl=EFA RV~ JIL—T DR

T FU—I8EN 2 bur—F Catalyst AA v F, F/2lEA Xk 7 /L—7 % Mobility Services
Engine & R4 2121, WO FIRIZIENET,

AT w71 [Services|> [Synchronize Services] DNEIZIEIR L E T,
MDY A RNR—D A =2— . [Network Designs]. [Controllers]. [EventGroups]. [WiredSwitches],
[Third PartyElements], 15X U\ [Serv1ce Advertisements] D472 a UIndH Y F9,

ATV T2 EMOFA RNRN—DA=a—b, FETHA=a— 4T a v ERRLET,

AT v 73 Mobility Services Engine (2% » N 7 — 27 #%FF A4 EI 0 4T 5I2i%, [Synchronize Services] ~— ¥ DM D H A
R/X—D A == —7/5, [Network Designs] %8R L &7,
[Network Designs] ~*— Y RNERINE T,

ATy T8 %535 [Name| F = v 7 R v 7 A% 412 LT, Mobility Services Engine & R4 23X Ch~ v 7 &3k
RLUET,
GE) Y J—2& 6.0 CTiX, Mobility Services Engine |ZH|V $T25 Z LN TX D bifiZe L-ULidF v

YRALANNLTY, VY —=RTOLETIE, oA vaidver v/\/viﬁf”jtézhi L
7z. T=& %X, floorl % MSE 12, floor2 & MSE 22, floor3 & MSE 3 IZ#|V X4 T% Z & #33#
RTEET,

AT w75 [Change MSE Assignment]|% 7 U v 7 L ¥,

ATvT6 ~ v 7 LFEMT S Mobility Services Engine % 134K L £,

AT 71 [MSEAssignment] ¥4 7 27Ky 7 ATRONTNNEYZ Y v LET,
* [Save] : Mobility Services Engine #| 0 4 TZ{R{F L £ 9, KD A v &— ) [Network Designs] ~<—3
® [Messages] N HOD KA T A a & HIcEREINET,

['To be assigned - Please synchronize. |

* [Cancel] : Mobility Services Engine | 0 2§ TOZEHNEZ IV H L. [Network Designs] ~— |2 Y
£

[Reset]z 27 U 7 LC%., Mobility Services Engine DE| ) 4 TRV E S £,

GE) Ry PU—IRFHUL, Ty XARNOT7r TR, HEOELT 4 VI REENTNDHK
HBEF v N2 (B BT 703572 % Mobility Services Engine (2 X D E=% i1 %)
RENRHYFET, D, B—F v b U— 7 &5 & D Mobility Services Engine [
DU THDMERDLLERHY 3, Xy NT—2Z&HEID Y TTlE, Ffigo=>
no—Z7 N HEIICRIRE N E T,

AT 78 |[Synchronize]%~ U v 7 L. Mobility Services Engine 7 — & ~— 2 & i L £,
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I Mobility Services Engine 0 [E1£A
aviro—s~omsEngyst [l

HHMNRYIESND &, RPEHAT b Y O [Sync. Status] FNZFEEAD 2 DORHIOT A 2 NERINE
D

HMEAA v F F£72013A4 X b 7 )b—7"% Mobility Services Engine (ZF| Y 24 TH L X 2L R U FNEEEHT
Z X7, Mobility Services Engine (I = > k1 —F ZE[ 0 4 THIZIX, =2 F =—F & Mobility Services Engine
DR AESRL TS0,

> hrA—=3A~ADOMSEDEY KT

P— B RAHNL (CAS F 721X wiPS) T Mobility Services Engine #{EE DTV A YL A 2> bu—F|C
FY M THIZIE, ROFIEIZENE T,

AT w71 [Services|> [Synchronize Services] DJIEIZEIN L £9,

AT w72 [Network Designs] ~— T, MDY A K/X—D X == —7>5 [Controller] Z %R L £,

ATY T3 XIET 5 [Name] = v 7 R v 7 A% 412 LT, Mobility Services Engine |2V 4 THa v b —F %%
RLUET,

AT 74 [Change MSE Assignment]% 7 V v 7 L %7,

RATvFs arbu—7 LRI DHLENRH D Mobility Services Engine % B4R L £ 9,

AT w76 [Choose MSEs] XA 70 /iRy 7 ATROWTNNEZ U v 7 LET,

* [Save] : Mobility Services Engine #1V 4 TARAFEL £ 7, KD A vt —78 [Controllers] ~<— D
[Messages] ZIZHEDRENT A a2 b & HIZERRINET,

['To be assigned - Please synchronize. |
* [Cancel] : Mobility Services Engine #| ¥ 24 TOZEFEHNEZH D {H L. [Controllers] ~— TR D 4,
[Reset] >~ U 2~ L%, Mobility Services Engine DE| Y 2 THAE VD {H S E T,

RT9 71 |[Synchronizelx 7 U v 7 L, F#l7 o 2%&FTLET,
AT 78 Mobility Services Engine 73, BIREN TN AHF—EADKE L hr—F T EEELTND I L EMHERL
7, _ﬂ i AT —HANX—=TD [NMSPstatus] V> 7 %27 V) v 7 L THERTEET,
GH) Y he—=Z oK, BEMTONTHWDEa Y hr—F THA LY —VBRESNTND Z
k ZhER L ET,
GE) Mobility Services Engine & [AI#fl 92 2 b v —Z OARNXEA TRIIUXR Y 8 A, [ CARHI
DAy hua—=IR8 225551 20ay ha—F 2 RERMINET, Catalyst A1 v F %
721X A X N 7 v—7 % Mobility Services Engine [ZE1 V4 CT% & ZIZbR U FIEAMH CTE £
o
GE) AA v FIX, 120 Mobility Services Engine & 72 R T&x £4, 7272 L. Mobility Services
Engine |ZITEE DAL v F 2P T £,
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Mobility Services Engine 0 [E1£A

B <y 7B BRRA YT, FEEARUF TL—TOMSEH SO Y S TRR

9 D=9 &Et. ARRRAYF, F=FA Rk JIL—TD MSE
NoDE|Y LB THEERR

ATy T
ATvT2
ATvT3

ATvT4

ATy TH

ATv 76
ATy 17

Mobility Services Engine 7> 5 % v U — V&G, 2 hrn—7 AL vF, EiEA X b
T N—=T O B TEMERT DT, ROFMRIHENET,

[Services]> [Synchronize Services] DJIHIZZIN L F 5,
ROV A RN—=DA=a =00, ¥ TDHA=a—F T a  BBRLET,

[Name|F = v 7 R 7 A% AN LT 1 DL EOEFRZEIN L, [Change MSE Assignment] 27 U v 7 L
i‘g‘o
[Choose MSEs] A 7 1 iR v 7 ANMFERINET,

M HHTT1OULEDHEFEE Y Y v 7 L, [Change MSE Assignment] 27 Y v 7 L %7, [Choose
MSEs] A 7 a7 Ry 7 ANRFRINET,

Mobility Services Engine (235 % BT T 720 5A X, [CAS] 7213 [WIPS] DWW NNDF = v 7R v 7
A % 412 LT Mobility Services Engine DER Z fifkx L £ 7,

[Save]Z 27 VU » 7 LCEID Y TOEEZLRIFLET,

[Synchronize] = 7 U > 7 L %7,
[Sync Status] F|237 Z > 712720 F£7,

T—AR—Z2DBHRADETE & Out-of-Sync 7 57— +

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

Prime Infrastructure & EE VT 4 —E R = D0 DOF —Z_XR—ZDOFFHIFEENI-7ZHICFETE
NET, 2L, FROT7TaA AL NOEE (wy 7T 7 EARA L NOMEDOEER L)
WEET, HEAMETIE, mr—2a VOERST By FOBHIRPELATOARNWI LBHY
N

Hﬂ;ﬁéﬂfb‘fa?b‘ﬂ( EZB5 <728, Prime Infrastructure ZfEfH L CRIBIZIAT L ET, ZDORY
—|Z X V. Prime Infrastructure & Mobility Services Engine 05 — & ~X— A [ D [a] H 23 @ WipO 12 5=
ﬁéﬂ\ BhET 7 — ANT XTI VT SNET,

1 LRI 2 o R—F% > MIxtd 5 H X, Mobility Services Engine & H B[R S
T, el TIZRARA U FRREIILTVD 7 17 ZKFE D Mobility Services Engine & [F]
L, 20% 1507 782X RAL Y ERFRIL7eToH e lr—yay, £ldblorer

(Mobility Services Engine & RIS 7w 7) IZBEITL L, T2/ BA RSV FOELHZOR
r—va URNEHBNICEESRET,
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I Mobility Services Engine 0 [E1£A
F—ax—zoanEfiost W

Prime Infrastructure & MSE 23R SN S L HIcT 570, N7 Vo507 RTA~-— MNEENE
TSnET,

Z 2T, IROWNFITHOWTEIA L E1,
c T _X—20 BRI O E, (37 =)
*ZAw—haryba—J0ENYTLBBIRO T U A, (372—)

* Out-of-Sync 77— L4, (38 X—2)

T—EAN—ZADBEERLADEE

A<— NAEZRET H120E. ROFIEIZHENET,

AT 71 [Administration] > [Background Tasks]| DI (2R L £ 9,
AT w72 [Mobility Service Synchronization]| 7 = >~ 7 /R v 7 2% A4 N LET,
[Mobility Services Synchronization] ~S— 23R AL E T,

AT 73 Mobility Services Engine 7% Out-of-Sync 77— h Z5{5 3 % X 2 1258 &3 5 121L. [Out of Sync Alerts] ™
[Enabled] &= v 7Ry 7 A4 N2 LET,
ATy T4 R~— MR EZAHNTT HI121E. [Smart Synchronization] @ [Enabled] = v 7 7R v 7 A% A A2 LE T,
G¥) A ~— A, Moblllty Services Engine [ZE| D) 4 THN TV WESE (Ry NU—Z3%GFH, =
/FB T, ERFARC N IA=T) WITEAESNEE A, L, ZhHDOREIY Y THE
\ZB99° % out-of-sync 7 7 — AFEMRESNET, A~v— M2 o OERITEHT DI
@\ Z 5 DEFE % Mobility Services Engine (C FEI TH W B CTAHAXLERH YD 7,
GE) Prime Infrastructure (Z Mobility Services Engine 23B/1 415 & | Prime Infrastructure O 7 — & [X#
2. Mobility Services Engine & Rl 577 4~V av—Lt L THbhES, EEUT ¢ H—
AUV AZEENTWA D, Prime Infrastructure 12135 L TV WEIRIGERO Ry h T —
JREH 2 bR —F ARV ITA—=T BIOGMRAAL vy FIXT T, EE U T 4 h—b
A Vb HEICHIBR S VE S,
ATy TS5 A~— MNAWIOETHEIEZ 3 EMN TAD LET,
T 74N TR, A= FRBIIADZ 2> THET,

ATy 76 [Submit]Z 7V v LET,
Aw—h arhe—0FNYCLERRNOTT I FIZHONTIE, A~v—h a3 hr—J08E Y Y TLik
RovFV A4, B7—=) ZBRLTIEIN,

AV—ra o bO—5DEYHTEERDIFT)F

FUL1
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Mobility Services Engine 0 E1#A I
. Out-of-Sync 7 5 — A

[Synchronize Services] ~2—"® [Network Designs] A == —"T, 2 B2 —=INnbHDT 7 A RA
> b3 1 OLLESFAET D 7 1 7 % Mobility Services Engine & [F#4 2% Z &L IR L-BE&, 77
TR RA Y MZHERH L TWADar ha—F 53, CAS #—E 2D Mobility Services Engine ~DE| 1
HTxRE L THBNICERRINET,

F)F2

aryha =060 1 DL EOT 7 A RA 2 FH3, Mobility Services Engine & RIS 15 7 1
TIRESNLTWDEGE, 77 BARA MR L Tnbar br—F3, CASH—E X DA
U Mobility Services Engine |Z H BIFICEI D B CHNE T,

FVF3

TIBARAL L IR T7aTITBME N, Mobility Services Engine IZEI W B ToHNET, DTV
CAFA Y hEaY hr—F AnDbay ha—F BICBEIT 5L, =2 b u—3F B A8 Mobility
Services Engine & HEIHYIZFHI S E T,

F VA4

MSE &[RIHIT 2 7 m TICRE STV DT XTOT 7 ERARA » FRRIRS LD L, £0as b
72— 7 X H #1912 Mobility Services Engine F| 0 4 T L HIFRS A2, Fl2TFRIIS <720
ij_o

Out-of-Sync 7 5 — L
Out-of-Sync 7 7 — A&, BHEKRKEN Minor (3Hf) OT 7 —AThHY |, WOFMFIZH L THINLE
—g_‘o

* Prime Infrastructure TERENEHT D (HBIFAMAY —I2 X0V TN H0EREN T v o
nNEJ)

ca e —SPUANOEENREL YT 4 =R Dy F—F_N— X IEET B, Prime
Infrastructure ([Z1FE L 72\

* B3 7Y Mobility Services Engine (ZF] D X THI TRV (BENFRMIA Y > —I3#H S EH
)

Out-of-Sync 7 7 — AL, IROFMNRFET L7 VT INET,

* Mobility Services Engine 23 Hll & S 415

A

(G¥)  Mobility Services Engine Z HIFR 35 &, ZD T A7 AD Out-of-Sync 7 7 — A %
HIBRS L ET, F72. BEHFEEZR f% ? Mobility Services Engine # HIFR7 %
L. TEDHF—NZHEID S THRTOARNVEE] OA Y Mt 57 75—
LDHIFRENET,

RN FEEIIAH TR END
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I Mobility Services Engine 0 [E1£A
Mobility Services Engine RI#i X +—% XA DX T .

Ca—PRT T —LEFETIITTDL (ZRELAT 2= 1IN TWDH X AT BRIEIFELT S
NoHELEEIL, 7T —LRHBUERINDATREENH Y £9)

Mobility Services Engine EHi X 7—42 A DK R

Prime Infrastructure CH—EAD[EHIBREZFEH LT, *v NI —27 &G, a2 fe—F, AAf v
F.BIOARV N IV —T LT =R DU EDRIBOAT —F A KR TE
i‘a‘o

ZIZTE, RORFIZHOW T L ET,
* Mobility Services Engine [RI#fi 2 7 — % ZADF&KR, (39 _—2)

*FWEREDOER, (40 L—2)

Mobility Services Engine BIHi X 7—4% R DX ’K
FIHIA T — X 2% FRRTHI21E. ROFNEIZHENFE T,

AT 71 [Services|> [Synchronize Services] DJIEIZEN L £,

AT9 T2 EMOYA R/X—=DA=a2—7)5, [Network Designs|. [Controllers], [Wired Switches]. [Third Party
Elements]. ¥ 7213 [Service Advertisements] % #&4R L £ 77,
K EFR D [Sync. Status] FZ, [FIA T —FZ ANEKRENET, HEAD 2 OORHOT A 2%, *HET
HEFNFREY— Y (Mobility Services Engine 72 &) SRS TWDHZ LA RLET, JKEAD2 DDR
FlERWHOT A a1, ST 2HEREEDOT—NEFBLTWRNnWZ LE2RLET,

[Message] F12iE, EHENFEY L T RWGEEOEEDRKNERINET,

[Monitor] > [Maps] > [System Campus] > [Building] > [Floor] Z3&R L C, FMAT X A& F£RTHZ &
HTEET,

TOELT 4TI Y N ANOENLT 47, 7aTiExF vy oA AT 4 ITHNOBED 7T T
ﬁ‘o

FEAODOY A R/8—0D A =2 —@ [MSE Assignment] 47> 2 2, 71 7 BIEE Y 24T 5 40TV % Mobility

Services Engine 23 F /R & E T, Z DX— M5 Mobility Services Engine # W Y CTAAEH 352 L TX
£
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B AsEEoxR

FIEAEE DR R

Mobility Services Engi

ne DEH |

Mobility Services Engine Difi % 30 HR]OFRIMERE AR R TEE7, 77 —ANHENICZ VT S

LAY oN

RS BENRM S AR e G E @RI TTY, FIEECIE, 2V T ERET T —4
DERINPERENET,

FIHAJEE 2 #2795 1Z13, [Services] > [Synchronization History] DJIRIZ#IR L £9°, [Synchronization
History] X— Y NERRSNE T, IKDOFEKIZ, [Synchronization History] ~~— D/XT A —H &Rk L E

B

%% 7 : [Synchronization History] <—

THERAFRYIR EBA

Timestamp RIS 59T S 472 H I,

Server Mobility Services Engine #—/3,
Element Name [FIHE SN 7= ZEE DL,

Type W SN BEBROZ AT,

Sync Operation FAT SN [FHIENME,

[Update], [Add]. %721 [Delete] T,

Generated By

R D J7 ik,
[Manual] ¥ 7213 [Automatic] T3,

Status

RIH D A7 — & A, [Success] F 721% [Failed] DVNT T

o

Ao—

BT 22 DOMD A v E—,
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%4%

DRTL TANTADEES LUERT

Z DFETIL, Mobility Services Engine T AT L 737 4 AR EB L OFRT 5 HiELZHHL
£
ZOEONFIX, KD LEBY TT,

TA B AE, 41 =Y

T RT f DIREB L OURT 3 —~ U ADFIR, 4] =
NMSP /XT A —HF DIEFH, 45 _—
VATLDT VT 4T vy arDER, 4T =T

k7 v 7 HSE OB LTHIER, 47 ~—

PR NT A —Z OFRRB LORE, 49 ~X—¥

FHEMRT X=X DOBAMR, 51 =

A REHR

Mobility Services Engine (Z1% CAS 3 L N wiPS OFEfli 7 A &> AfHE L CWET, FHIRRIE 60
A (480 FE[#]) AT, FH—ERIK L TT AL AOHIRENFRIERE SN TVET, Zhb
E, 120 HHDO T AR E BRIt SHE T Bk REIIE Lo R Tidza<, HL
THEIZES>TRDLET) o

TA B ADAL LA A M= /LOFERIZ DWW TIX, RO URL L T 7ZE 0,
http://www.cisco.com/en/US/prod/collateral/wireless/ps9733/ps9742/data_sheet c07-473865.html

O O m— _— > (] —
— T ANT A OWEL LV T =TV RADET
[General Properties] : Cisco Prime Infrastructure % {# f§ L "C Mobility Services Engine D —fix 7 1 /X7 ¢
EMETIET, RT BT 1ZE EEEA, 2—V4 NAT— K VAT A ETEMR
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SAFL FTARTF A DRESLUVET |

— T ORT 1 DIRE

=t A, = 2AOHETITER L, [FH D729 D Mobility Services Engine DA h{k7g &
WHYET, FEHICOVWTIE. &7 v AT 4 OffitE, (2 3—) ZZRLTIESY,

A

GE) Mobility Services Engine D FIHIE ERFICEFR LTc 2 — P4 E AT — RELETTH1T01%, i
TaAT 4 ZHALET

[Performance] : Prime Infrastructure % {# ] L CHEE D Mobility Services Engine @ CPU 8 L OV A E U
DR ZRRTEET, FHIZONTIE, N7+ =< AFWROETR, A5—2) 2L
TLEE,

T RONFIZOWTHIALET,
C e RT 4 ORE, (42 X—)

C T F = U AEROETR, (45 =)

— R T O/NT 1« DIRE

ATy
ATFvT2

ATvT3

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

Mobility Services Engine O —fx 7' 11 /37 ¢ Z e+ 2 121E, IROFNEIZTENE T,

[Services]> [Mobility Services] DJIAIZiE& R L, [Mobility Services] <— % & /R L £7,
Mt 7" % Mobility Services Engine D4 fijZ 7 U 27 L %79, [General] & [Performance] D 2 DD X 7 )33
RENET,
GE) 7 7 4V b T [General Properties] ~<— Y NER S NRWGE, ERIOT A RR—D A =2 —hb
[Systems] > [General Properties] DJIEIZEN L £ 3,
[General] # 7T, MEIIL LT 4 — /W REEF LET, ZDFKIZ, [General Properties] ~X— D7 ( —
NV RERLET,

% 8: [General] 7 7

J4—IL K BREF T ay

T34 24, (Device Mobility Services Engine 0= —HE| 1) 24 T4,

Name)

Device Type Mobility Services Engine D % A 7% ~x L £9 (5] : Cisco 3310 Mobility Services

Engine) . T/ APMRIET T TA T U ATHLINE I ERLET,

Device UDI 7734 A UDI (Unique Device Identifier) A kU > 71X @S| HAF T E N T
WET (R PV T ORRBICAN=ARDH GBI AN—AbEENET)

Version BEIDONN—T g
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—-wroxrsomeE W

J14—ILE REATay

Start Time T\ EE I N EBRZE R LET,

IP Address Mobility Services Engine @ IP 7 R L A& R LE T,

HHE e Mobility Services Engine DA% 54 2 A ) L £ 7,

a—H4 Mobility Services Engine % 4% # 9~ % Prime Infrastructure %-—/ > 1 7' A o 22—

VHEZANLET, ZhiCk D, IIIRERICRE Shic2— P4 25T,
RN ER S Nca— A NEEHRZ DN ET,

NAT— R Mobility Services Engine % 4 #9~% Prime Infrastructure %-—/ 3D 1 71 /X2
U—FRa AN LET, ZHUTXY, PIHIRERICHRE SN/ SAT — R %
Gie. RN ERS N AT — RBRBEEHRZONET,

Legacy Port HTTPS BE2 Y AR— T BEL VT 4 h—ERDF—  EFEATILET,
[Legacy HTTPS] 4 7' a Vb AN T H20E R H Y £,

Legacy HTTPS Z V1T Mobility Services Engine (ZIZ#H S MVEH A, vor—2a 7754
T AZOHEH SIET,

Delete synchronized service | Mobility Services Engine 7> 5 X C D — & 2 E| V) 24T % K AIZHIBRT 512
assignments and enable i, ZOF = IRy 7 AeA I LET, 20T a v BRREINDHOD
synchronization X, BBV T 4 h—ER VU EIBMT 5 & X [Delete synchronized
service assignments] = v 7 IR v 7 A& F 7T LTI H DB TT,
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DRTL TANRT A DEREBLUVERT

B —#roxs 0%

J4—ILFK BREA T I

Mobility Services Mobility Services Engine LD —E X EH T 5121, —EADOHEIZH

L5F =y IRy 7 AeA A LET, $—ERIZIE, Context Aware, wIPS,
Mobile Concierge, CMX Analytics, CMX Browser Engage, Proxy ¥ —tE A3
BENET,

CASZERT DL, /74T b, RETZRARA L b, T ARRY
FAT b BROZ 7 2B TE X,

2 7 BB 5I2E, ROWTNOT VU0 EEIRLET,
* Cisco Tag Engine
EJitEs
* Partner Tag Engine

GE) Partner Tag Engine |Z, # 73BN OARMEHLET, 7747
> ME, 51&#iZ Cisco Context-Aware Engine (2 & - TiBHf S
IET,

GE) BIRT D&, P—ERXE[Up] (77T 47) LLTERIN
£, TI7T 4T TRV —ERTTNT, @RS (B
17) AT A EBIOFRy hT—27 ET[Down] GET 7 7 «
7) ELTERREINET,

GE) CAS 35 X O wiIPS | Mobility Services Engine | C ]I (2 B8 C
xFET,

BEDO VAT A TEY Y THEERT A 2D EMERT D1, [here] V >
IEI7 Vv LET,

F v U —7 EDOF =T D Mobility Services Engine D 7 A & > 2 DM & &
T BHIZIE, [License Center] “X— T, LMD A FNR—DRA=a— F7
vavinh [MSE] IR L 77,

GH) TA XL ADBEAB LA v A M —LOFANZ DN TIE, RO URL

ZZRLTIEE N,
http://www.cisco.com/en/US/prod/collateral/wireless/ps9733/ps9742/data_sheet
c07-473865.html

GE)

G¥)

G

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

WD tep AA— ME U U —26.0 D MSE THEHFTH, tep : 22 MSE SSH AR— K tcp 80 : MSE
HTTPA— k. tcp 443 : MSE HTTPS A"— K, tep 1411 : | tcp 8001 : L H I — - R— |k, Bor—
Ta v APLICER S NE T,

WD udp A— MY U —26.0 > MSE THEHFTT, udp: 123 NTPD "—  (NTP
F =) | udp 32768 : nr— g YINTRAR— b,

MSE T enable http =~ > K& AJ) L7234, MSE CTAHR— bk 80 AT/ £9°, CA BFIT
T HFEHEN MSE 124 A h—/L S TWH5E, MSE THR— | 8880 35 L 18843 1AL &
nEJ,

EHIT

R
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| >25F4T70RF10BESLVER

ATy T4

Ror—<ozEgoxc I}

[Save]% 7 U »Z LT, Prime Infrastructure 7 — 4 ~<— A & Mobility Services Engine 7 — & ~\— R % H 7 L

INT F—I O REHRDRT

ATy T
ATy T2

ATvT3

N7 =< ADFEME TR T D121, ROFMRZHENET,

[Services] > [Mobility Services] DJEIZEER L, [Mobility Services] X— &£ L £,

#7~7 % Mobility Services Engine D4 fij%& 27 UV 27 LEF, [General] & [Performance] D 2 DD X 7 35
IRSNET,

[Performance] ¥ 7% 27 Vv 7 LET,
1 HZEX DM ONRT 3 —~ U AOEEEZRRT DI, yih EOWIF (Iw]72E) 270 v 27 LET,

NI =<V AOMEELEZ T F A MTERRTAHIZIE, CPCUDTFD 2B A arvw=7 ) v 7 LET,
R=TEPRTDHITIE, A FCHDITAarx2r7 ) v LFET,

NMSP I\ A —Z DERE

| 0L-29331-01

Fv hU—27 FE VT 0% —EX7m hzab (NMSP) (%, Mobility Services Engine & =12 h @ —
?F"ﬂ@ﬁﬁ%&‘ﬁﬁﬁ"éj’ﬂ =)L C9, Mobility ServicesEngine & 2 b B —Z DT L A MU |
BA, BIXOF a—7FA 2 MEROEEEIZ, 207 v haiZlo TEIHINET,

DA =a— F 73 %, MSE Release 7.0.105.0 LIRT O THEHTX F 4,

* Ry bU—7 OIEEDEL 720 TV HERKIBREENFEAE L TV REERE, 77+
W EDNT A= BT LN TRES 2R L ET,

*TLANY, BE BIXOFa—I RSV MERIZ, 2 be—TJBL0Y 7 o7 )
U —241LIETA v A h—/LE T~ Prime Infrastructure TOHERINF T,

* 22 h v —3 & Mobility Services Engine & Di{F1Z(%, TCP AR— k 16113 2MEH S £,
= hr—7 & Mobility Services Engine DRI T 7 A4 7 U +— /D3 555513, NMSP £
RESEDITEZOR=FBHVTND (TryZShTWR) ZENULETT,
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ATvT1
ATvT2
ATvT3
ATvT4

ATy TH
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SAFL FTARTF A DRESLUVET |

NMSP /T A —HX 23R ET DL, IROTFNEIZHEVFE T,

[Services] > [Mobility Services] DJIEIZER L F 9,

a7 4 EiwmEET D Mobility Services Engine D4 RiiEZ 7 U v 7 LET,

[System] > [NMSP Parameters] Z 38R L 9, RELS T a v RFREINET,

VIS T T, NMSP N T A—Z 2 AR LEY, ROKIZ, NMSP T A =X 2R LET,

3= 9. NMSP/XS5 »*—4#

J4—ILF iR
T o —[#E Mobility Services Engine 775 = b v —F |2 a—BRZ X5 T 5 H
JE 77 40 MEZ 1S T, AMEOHEMIT 1~ 120 B TT,
GE) Xy NI =7 DISEPELS 2o T DA, [Echo
Interval], [Neighbor Dead Interval], [Response Timeout] D fE
ZREC L, ma—EROKRMKEEZGIRTE £T,
Neighbor Dead Interval neighbor dead?® & & % TIZ. Mobility Services Engine 282> b1 — 3

MODEFRT a—RE T 208, ZoORMIZ, —a—8K
PIEE INTREENBEEED 97,

77 b M 30 BTT, AAEOMIIE 1 ~ 240 BT

GE) ZOMEFZ a—RED 2 FL E TR £5
Ho

ISESA LT T R

Mobility Services Engine 73, fR¥EERAE X A L7 7 h& R4 £ Tl
T D, T4 MEZ 1B T, AR/IMEIED T, &KE
L0 £ A,

Retransmit Interval

Mobility Services Engine 73, J&& & A LT U N OWEF & 3T H> TH
OELDRAIAE BT 5 £ CrRET 2K, 7 7 4L MREIX3 B
TY, HMEOFMHIT 1~ 120 T,

NS EIETE=

EDERIZBISEN R WG EITEE SN D FREORKER, 77+
b MRREIE S TY, FFER/MEZO0 T, RRMEITHY EEA,

[Save] #2 U »»Z LC, Prime Infrastructure 7 — 4 ~X— 2 & Mobility Services Engine 7 — % ~X— R % B L

£,
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| >25F4T70RF10BESLVER
YAFLOT T4 T vvarvors I}

~ — — > ~ ~ —

DATLDTIO T4 Y IVDORT
Mobility Services Engine D7 7 7 4 7 7ga—% v a VAR RTEET,
TIT 4 T lha—Y yva rERRTHIE, ROFMEIZHENET,

AT w71 [Services] > [Mobility Services] DJIEIZEER L £ 7,
RT9T2 TUT 47 vviaEFRT D Mobility Services Engine D& EZ 7 U v 7 LET,
AT w73 [System] > [Active Sessions] DJIEIZEIR L £ 3,

Prime Infrastructure 1345 v ¥ a VICHETH2ROERE2FRLET,

*tyiarID

* Mobility Services Engine @7 7 £ A5t IP 7 R L A
i — O —Y4

*ty e OB S B

* Mobility Services Engine 23|27 7 & X Sz HI

CHRT IR AUE Y a T A RVIZ o T2 HE

b3y TEREDEME & VHIBR

Mobility Services Engine (2 & W £k &% SNMP + 7 v 7 % %{54 % Prime Infrastructure % 7= 13
Cisco Security Monitoring, Analysis, and Response System (CS-MARS) F* v U —ZJEHTZ > k
TA— LT ETEET,

=L —73 Prime Infrastructure % ] L "C Mobility Services Engine B3 % &, % @ Prime
Infrastructure 77 > N 7+ —AIET 7 4V bD T v TEEMEE L CHBIIICHEL SALE T, Prime
Infrastructure |ZJLERENH 556, 77 A ~ U @ Prime Infrastructure |[ZFEENRNFEAE LN 7 T v
7V ARAT LM XS E T, Ny 7 T v 7 HO Prime Infrastructure (377 AV b D N T v 56
LTIV ARMNENEYA, T 7T 4772 Prime Infrastructure 721728 b7 » 7%t & LTV A b
SNET,

2T RONFIZOWTHALET,
* N7 v TEOBM, (48 X—)

* b7y TR OHIER, (49 ~X—2)
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B 5y 7nsoem

k3w TIRFEDENM

Ny 7 aBINT 51213 IROFIRICENE T,

AT 71
ATvT2
ATvT3
ATvT4

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

SAFL FTARTF A DRESLUVET |

[Services] > [Mobility Services Engines] DJIEIZ#EI L £ 7,
B LUV SNMP k7 v 7565 — "% iE# 7 % Mobility Services Engine D4 % 7V v 7 LE T,

[System] > [Trap Destinations] DJIHIZEIR L £ 7,

[Selecta command] K& v 7 Z 7> U X /5, [Add Trap Destination] Z3R L ET, [Go] 27 U v L

£,

[New Trap Destination] ~~— Y NERARINET,

W DFIL, [Trap Destination] “X— D7 4 —/L R&ERLTWET,

% 10 : [Add Trap Destination] R— D 7 4 —)L K

J4—ILF

Bl

IP Address

N TR DIP T RLA,

Port Number

N7y TRSEDORN— MRS, T 74N b R— M
Fix. 162 TT,

Destination Type ZD7 4 —/V RIFmETE T, fi [Other] NE RS
j/l/i ﬁ_‘o
SNMP Version [SNMP Version] K2 & 72 U2 Kb [v2e]

7ol [v3] 2R L £7

SNMP N— g o LTV3 IR LRI TR RIEIND 7 40—V RELLFIRLET,

2=

SNMP X — 5 > 3 Da—H4,

Security Name

SNMP N— g 030X =2V T 44,

Authentication Type

Fay7ZTy JRARNE, ROWTANDOLT
VaraBERLET,

HMAC-MD5

HMAC-SHA

Authentication Password

SNMP /N — 5 > 3 OFBFE/NA T — K,
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T4—L K 589

Privacy Type Fay 77Xy JRARNE, ROWTNDOLT
Va v EERLET,

CBC-DES

CFB-AES-128

CFB-AES-192

CFB-AES-256

Privacy Password SNMP R—2 g 3D ST AR — RATU— K,

GE) HEIWNZIEREINDT 74V O NT v 75 ERE, TXTCO N7 v 7 5idF o LT
A E N ET,

ATy 75 [Savel 7V v LET,
[Trap Destination Summary] ~— Y NE/R S, FIZERINIZ T v 7R Y A FSRET,

k5w T EDHIRR

N7y 7 HEAHIBRT DI, IROFIRCENET,

AT w71 [Services] > [Mobility Services Engines] DJIEIZEE4R L £,

ATvF2 SNMP k7 v 75a5— 3% Hifkd % Mobility Services Engine D4 %27 U v 7 LET,

AT w73 [System] > [Trap Destinations] DJIEIZEIR L £,

ATy74 HIBRTD Ty 7T N OBICH DT =y IRy 7 A A AT LET,

AT 975 [Selectacommand] Kz 7% 7 U A k5, [Add Trap Destination] 23R L £9, [Gol%2 2 U v 7 L
£

ATYT6 FRENDEATa IRy AT, [OK| %227V v 7 LTHIREFIITLET,

=3 N - — 4 NS,

NS A—RDRTEELUVEHRTE
[Prime Infrastructure Advanced Parameters] ~~— <" "C, Mobility Services Engine ® — )72 27 A L
NIVREER T L, E=H VT NIA—FERETDHIENTEET,
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NS A S REDRT

CHIED L AT AL LrYLDEE7R /8T A —Z 2 FKRT HI121%,
LT &,

AN T A= REDRTE S

CHED VAT A VAUV DFEMNRT A= EETT B0, FRIEV AT AOFEERCY ¥ v b
B PoEa~y REETTL0, Fidar74Xal—>a 774052707

T 5L, o~ FORBESZR L T EEWN,

HHINTGA—IERTFDRT

Mobility Services Engine DFFEMl/ X T A — X R E A FRT HITiE, ROFIAEL

AT w1 [Services] > [Mobility Services Engines] DIEIZER L £,
ATw T2 RF—H% A% FKT % Mobility Services Engine D4 %27 Vv 7 LET,
AT w73 [System] > [Advanced Parameters] OJIE(ZIEIR L £9°,

9 : [Advanced Parameters] X—

3 Cisco WCS - Mobilty Services {ngine Advanced Paramaters - wnba alphawes! - Miceossfl Internet Explorer

B Gl ew Ferler [k o

Qui- Q) A Lot frreem @ 3-5

SLUeHO 8

ress |8 s e v Elo s ® &l - [R5k
tiatfiy | Memimmn & s ¥ n w7 mclmcwmlmmn
il
- A g imary
cisco
User: anchyl @ Virtual Domain: root ™

[

System @

Faameters

Advanced Parameters: Alpha-MSE
1 Servcs » AGHRAEE » Syedee » Adesmed

Services » Wbty Servce: en

[terendProgertes

. General Informatian tiseo UL
[P Rty
" N Froduct Name Cisco Mobility Service Engine Product [dentifier (P10} AIR-MSE-3350-5
i : verson 70550 Varsion [dentar (VID) oL
Stamed &t 03/0L/2010 13:50:59 PST Seriel Nurmber {SH) USERUSNFZH
Currtet Server Tane 002010 225212 BT
Aibvances Commands
Hardware Sstans n
Razastomin
b Eative Sessions = o
b Mk -
CoMPtARSESANKS  §  (Advanced Parsemetars
Teragnet Dnabase
e Humiber of Bays to kes Events 2 e
s ne baabane ] Retain current sarvies assigrements in wCsd
Session Timeout il
S |[Coenl
&
oe R

ZHENET,

[Advanced Parameters] “X— Y NFKRINE T,

248911
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| YRFLITORFAOBRESLVRT
gwsr—anme I

R (o
srfll/ N T A —32 DFAE
Prime Infrastructure ® [Advanced Parameters] “X— 3 Tlid, A X h&#ERFT2HEB IO v 9

VHEALTY MEERETXET, T, VAT LAOFEHESIT VY N T UEBE LT
D, VAT AT —EXR—2AEFHEELFY TEXET,

N

G¥) Prime Infrastructure % ffi ] L C. Mobility Services Engine £72130 47— a3 777 A4 T AD
NGTNYa—T A T NFGA—REELTTEET,

[Advanced Parameters] ~<—3""C, K ® H T Prime Infrastructure % {# fl T& £,
AN N EHERTAHEB L Oy gy A LT N ETOMMERET 5,
PRI OWTIE, BN T A= OREEZSRL TSN,
VAT LAOFEBELII Yy MU CERBLIEY . VAT AT I N=AEHET D,
FEARIZOWTIE, o~ FOBBEZIRL T EE N,

AHHND A =2 DRE

N T A —Z BRET DI, ROFMRIZENE T,

AT w1 [Services] > [Mobility Services Engines] DJIEIZEIR L £ 4,
ATFYT2 TanTAERETLELY T 4 YL RDARIE Y Y v LET,
AT T3 EMOYA RRX—=DA=a—0, [System] > [Advanced Parameters] DJIEIZFER L F 9,
ATV T84 MBS U THEMAT A= 2R EIIEE LET,
* il

° Product Name

° Version

o Started At

o Current Server Time

o Hardware Resets

o Active Sessions

» Advanced Parameters

FE OIS AR, BT 4 b—ERONEEE AR F S E 57, Cisco TAC 45 0ig
IRD T TOABINILTL I,
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° [Number of Days to keep Events] : = 7 Z#fi 4 5 Az AN LET, E=FV 7L T7T7 L
Va—T A T TERTDRERH DGR, ZOEELEELET,

°[SessionTimeout] : By > a v NEA LT U NMIRLETOGEEANNLES, E=FV T L
NTFTNY a—T 4 VT TCERTDZMERDIGAEIC, ZOEEEELET, BRFRATIE, 2
DAT Y a AFREFRTTENET,

* Cisco UDI
° [Product Identifier (PID)] : Mobility Services Engine ® f i, ID,
° [Version Identifier (VID)] : Mobility Services Engine D /N—3 = & &,

° [Serial Number (SN)] : Mobility Services Engine O U 7 /L5,

* Advanced Commands

° [Reboot Hardware] : TV U 7 4 P —E A N— Ry =7 2 FEETIHEI7 Y v 7 LET, FF
FNZHOWTIE, VAT AOFERIFEIZT v PE Ty, (838—=) 2L T I,

[Shutdown Hardware] : EE Y T 4 $—E A N—=KRT =T 247 CTHHEAIC7 Y v 7 LET,
FHACOWTIE, AT AOFEBEIZT vy hF T, (53—Y) ZZRLTIZSN,

[Clear Database] : EE VT f ¥ —E AT —HXR—=2R%27 VT THHHIC7) 7 LET, M
IZANWTHL VAT A F—a_—2ADE, (53 2—) #BR LT XU, Prime
Infrastructure & MSE 7> LEEF O — B R E Y 4 T % T CHIFRT 51213, [Retain current service
assignments in the Prime Infrastructure] = > 7 R~ 7 A% 4712 L £, [Services] >
[Synchronize Services] ~<—TU YV —2&ZHEI D Y TTHLENHY E£3, 7 74/ hTIL,
ZOFT v a UNERSHTHWET,

o

o
=11l

RATvF5 [Save] #7 VU 7 LC, Prime Infrastructure 5 — % ~— A & Mobility Services Engine 7 — % ~\— A Z B H L
£

Mo <> FORIA

VAT LAOREEIEII Yy MU UEBRBLIZY, VAT AT —ERX=REHET HITIE,
[Advanced Parameters] X— Y TiZ YT O RZ 27 U v 7 LET,
TR ROABFIZOWTHALET,

VAT LAOB/EHELIT Ty TS

C VAT DT B R RO E
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gwavrroms [

DATLOBEEEREVYY REDOY

AT T1
ATvT2
ATvT3
ATv74

Mobility Services Engine Z FFEEIE 721X ¥ v M F U T 2121E, WOFIEIZENE T,

[Services] > [Mobility Services Engines] DJIEIZE#I L =7,

MEBhEZIE T v v & 795 Mobility Services Engine D4 Ri% 7V v 7 LET,

[System] > [Advanced Parameters] DJIEIZER L £,

[Advanced Commands] 7 /v —>7" R 7 AT, %43 54K ¥ (|[Reboot Hardware] ¥ 7= (3 [Shutdown
Hardware]) %27V v 7 LET,

WRBOZAT IRy 7 ATIOK]| 27 ) v 7 LT, BEEFZEFV Yy MUY oA 2B LE
T, et REHIET 5, [Cancell 227 U v 7 LET,

VRATLT—ER—ADEE

ATvT1
ATy T2
ATv7T3
ATvT4

ATvTH
ATvT6

| 0L-29331-01

Mobility Services Engine i &4 2 U 7 L. M OFIHIRRRIC R4 I2IE, RO FIRICHENE T,

[Services] > [Mobility Services Engines] DJIEIZEIN L F 7,
X E 7 % Mobility Services Engine D& aiz 7 U v 7 LET,
[System] > [Advanced Parameters] DJIEIZER L £,

Prime Infrastructure & MSE 7> 5 BEfF O Y— B 2 4 T %2 3 X CHIFRT 5121%. [Advanced Commands] 7
JL—""7R v 7 A ® [Retain current service assignments in the Prime Infrastructure] = v 7 ;R v 7 2% 47
WZLET,

[Services] > [Synchronize Services] X— TV VY —RA&ZFE D Y TTLH2MLERH Y 5, 7 741 hTIL,
ZOF T a UPRERISNTHNET,

[Advanced Commands] 7 /L —= 7R »» 7/ A C [Clear Database] 27 V v 7 L ¥7,
[OK] #7 U > 7 L. Mobility Services Engine 7 —# _X— 2% 7 )7 L7,
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%5%

< JDFEHR

<y 7T, FXYURA BT 4T, BAMEK, BT T EICH DL TR TOEIRG Y
AT LOWEEFRTEET,

ZOEONEFIF. O LB TT,

< v TNZHONWT, 55 =

Xy RNRA T OBEM, 62 RN—

XX URR Ty T ANOENT 4 T DB, 63 N—Y

7 a7 OB, 66 N—

JuaTEEOE=2Y T, 87 N—V

~ v TR O 72 0 BEIEE O 7k, 91 N—Y

Map Editor DffiH, 95 ~—

AR OB, 101 R—

T =7 = ROEH, 102 ~—v

Fa—0RA L Ve L2 7 ONEREDOREEDR E, 103 ~—

0 —
< IJ[ZDULNT
W~ > THEREIL. T 7 v F TERNC > T ET,
WA~ THEREICIZ, RO XD RRIERH D £,

| 0L-29331-01

vy T R OEREFRFTEET, SEIERITIAT UM T T/ ERAKRA Y
k23 A4, Prime Infrastructure D~ > 7 RX—=TVDFIRN T H 2 THRIZRD, _X—=TD
o— BB RAGERHVET, VI —RTI3TEROI FAX ) 7B LU E(LZE
ALTWET, ROV FAXICL Y REORFRNEEE EHDLENTEES, 47
VxZ eI )y T HEFEMARTRINET, FEMICOWTIE, TrTEROE=%1
7, (87T ~—) ZRLTITEIN,
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X UIRRA Y TADEILT 4« VT DEM

CAP Z~ y FILEMNT AR AR b L, Rk LET, ko~ v S TIE, vy T
DT 7 BARA Y FOBIMT BB AIFEECERBI2NDELE, VY —R73TiX, A
BEEER 2R L C, 7278 A KA v F2BMLGATEET, s VWTIE, v v
THVERR D 7= O BB E O 1L, (91 =) 2R LTI EEN,

KGR EF = ar XL ar ha— I LD EWE R~ v T A AT iR
9, RO~y T, v v T A A=VONENMEL . FEF—=var, A— A\A/
MEETL, VU —R73TlE, RO X A A IG~y T 2o P2 FHLT, v~ v/
BRI O — R LA =L/ ERBICBRECE £3, kit~ 7Tl BBEO~ >
TELVEHIIE— L, vy TNERGIIBEITE T, FMIIO VWL, ki~ y
EERALEAACBLORA—L4, 87 3—Y) 2R LTSN,

Z T, ORNFIZHOWTHALET,
s 7o 7EEoBENm, (57 =)
* Map Editor OfFH, (95 ~—2)

X INRAIYTADEILT4 T DEM

AT T1
ATvT2
ATvT3
ATvT4

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

Prime Infrastructure 7 — Z X— A NDF ¥ L /NA < v FICEINT 4 T E2BMT 5121, (ROFIE
EHEITLET,

[Design] > [Site Maps] Z &I L T, [Maps] X—V&HFRLET,

BHIOX v 2% 27 U 27 LET, [Site Maps] > [Campus Name] ~X— VU NFRINE T,

[Selecta command] K7 v 7% 7> U X k)36, [New Building] #3=IN L, [Go] 227 U v 7 LET,
[Campus Name] > [New Building] ~<—C, B#T 27 a7~ v /2T 57 DI ZEZO LT
T aAERT D113, IROFIEZFATLET,

1
2
3
4

LT 4T ANTILET,
EAT 4 WS bR ATIE AT LET,
MEo7arH i To7aTHEA LET,

KVALE (BT 4 7 OMUABEOREND XX L8R~y 7O mE TORHE) & \EME (BT o

YT OO INDG X ¥ XA <~ 7O LinE COEEE) 27 4 — MEMTAHDLET,

GE) WEHAL (74— FNERITA— V) ZEFET5IZ1E, [Design] > [Site Maps] % 341 L T,
[Selecta command] K2 > 7% 7 U R KD [Propertles] EIRL £,

ENLNT 4 T DBIBENRIKEF AN EREFTMANY (w7 LORERITE) 27 40— M

AETASDLET,

G¥) AT A ERE S AR X, BPALEBEMNT5 707004 XLELWNENRLD K
ELTDHMERDHY £T,

0L-29331-01 |
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Evh CtrlF—ZBULERKETHO YYD TEZL T, v 3R~y 7ORE EICHDEREEOY
ARXEELETCEET, BREROY A XEELTTDHE, BT 4 TOKEFH AN I X
QIRE FM AR DT A= HBIEICS L TEDY £7°,

6 [Place] 27V v 7 LT, EAT 4T hFy A~y 7 EICELE LET, Primelnfrastructure Ti,

Xy R vy TV A RZEDLETHA RALEFEEINT- LT 4 T OMAENMER SN ET,

T AT TONUAREZ ) v 7 LT, v XA <y P FORBBOMBEE TR v 7 LET,
GE) BLWELT 4 v T2 BILERT, ZTOELTF AT E2BAXY /R AMBEDF v X
AWBETLEEL, BT 4 S REER T ALEILH Y FH AL
8 [Save]#27 V w27 LT, ZOENT 4 T EFXx U R_R EONLEET — X X—RZR/FLET, Prime
Infrastructure Tlid, F+ /XX w7 EOEALT 4V TOWMAROFIZENT 4 > T L PMREEINE
7
GE) BT 4 NI, ST B [Map] S DICBENIT BT DA 3= U 7 SEERHT B
i‘@—o

ATV TE  (EE) HrLOBAERICE T LY AERE2EV L THFIEL, ko LB TT,

1 [Selectacommand] K7 7% 7> U A K5, [Edit Location Presence Info] Zi%®{R L &7, [Go] &7
Y w7 LFET, [Location Presence] X— I NFERINFET,

2 [Civic Address] % 7, F721% [Advanced] ¥ 7 %27V v 7 LET,

* [Civic Address] Tl&. 44fl, 8V, FFrEH, FEFEHFER, 7 (addressline2) . M, E{EF S
ZLTEHICE>THFry o 2AERELET,

* [Advanced] TiE, Bk, X, B, BEOaI 2= 1472 L, Civic DILEHF R TH v /S ALK
ELET,

GE) BN L7277 40—V RIZiE, ERROTRTHREENTWET, & xIiE. [Advanced]
PERLEGE, 2747 DL OERIZEY C1V1C1¢%fﬁ$&%fﬂf@%f%iﬁ‘o JERIR
LEEREX, vr— a3y = LoULTORE ([Services] > [Mobility Services]) &
—HTLHMERH £T,

3 774V hTiX, [Override Child's Presence Information] = v 7 78w 7 A (XA 272> TWET, ML
LIZENT 4 o 7200 T, ZORELERTHLETH D £H A,

ATv 76 [Savel 7V v/ LET,

207 fEEOIEM

Z Z TlX. Prime Infrastructure 7 —# X—ANDF ¥ L /RADENVT ¢ T FIT M LV
T4 7T &2 BT 5 hEERBE L E T,

ZITEH. RONFIZOWTHALET,
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XY UNRNADENT 4 T ~OT7 T HEEOBEM, (58 X—)

SN LT-ENNT 4 T ~D 7 a T E OB, (60 ~=—3)

XY UNRADEILT 4T ~ADT7ATHEROEM
A\

GE) ~v 7P Ea—0hA X0HERERITHN B~y 7 7V v R (w7 A X%7 41—
FIIA— PV TERLEDD) OFREFITHFFREZITOICIE, F¥ o2 4 A=Y
iz B A —b ar be— 2R LET,

Fyr URADENT 4 77 THEE BN 5120, ROFINEZFEITLET,

ATv 71 KiE~ > 7% PNG, JPG, JPEG £7-1% GIF B TRIFL £ T,
GE) < v TNIEEDOY A X2 TE £, ZiL. Prime Infrastructure 287V — 27 AR— X ET 5 &
I~y BN A ZAEETH7-HTT,
GE) auto-cad 7 7 A WV OEWIZRIEN H D 551X, =7 — A v E—UNRERINET, Prime
Infrastructure (£, AT 4 7 DA A=V W7 A 77 Y ZfEH LT, auto-cad 7 7 A /L% .png 72
EOTAZBRICEMLES, ’AT 47 TAT7 7V Er— RTERD->784A . Prime
Infrastructure {% [unable to convert the auto-cad file] A v E—T % FRLET, ZOTT—NER
SNTGEITE. RAT 47 T4 7T VITREREKFBERD T X Tl SN TWD Z L AR L
TLEZEW, KFBERORBEAZ RS 5121%, Linuk 77 v 74 —A ETldd ZEH L £,
Prime Infrastructure O > A h—/L 5 ¢ L7 R U (/webnms/rfdlls) (2, KD DLL BFFET D
3% Y £9, LIBGFL254.DLL, MFC71.DLL, MSVCR71.DLL, MSVCP71.DLL, {&{FBtRD
REN A LT2EEk. VBRI A7 T Y%A A =)L L, Prime Infrastructure % FHEHEN§ 5
MR G Y FT,
GE) a7 vy T AA—URIRESN, A= LABRIUON = S TEDLLIICRVES, TrT
AA=VIE, TOBIENTE T LW E2RIIERRINEFA, v A A=V EIERMEN LT
EREFRRTEET, L T AP 60MB THLEMEEDA A= (181 AHEY
TARE) BHLGEIE. vy TICRRINDETIZ 25002550860 £7,
AT w72 [Design] > [Site Maps] Z &R L £7°,
AT w73 [Maps Tree View] % 7= 1% [Monitor] > [Design] U A b5, %4 T 5% v L/ XADENLT 4 T EER L,
[Building View] X— Y %Pl & £,
RATYTE A=Y NVEBFOELT 4 2 7 OMNAKOFIZHHLRNBEE LT, MR RLET,
GE) [Campus View] X—Y WL ENLT 4 U 72T 78 AT HZ L TEE T, [Campus View] ~<X—
T, ENT 4T %% 27 Y v L, [Building View] X— Y A& £97,
AT 75 [Selectacommand] Nz v 7 ¥ U X RH5, [New Floor Area] 38R L £77,
RATYT6 [Gol 27 U v LEJ, [NewFloor Area] ~— I NEREINET,

AT w9 F1 [NewFloor Area] ~X—C, B#T 577X~y 7 2EHT 57202707 2 BT 4 v 78BN
HITiE, WOFIRZEFEITLET,

1 7 we 7l & EG e oaaiz A LET,
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2 [Floor] RKuy 7 H v URXMhG, 707 E7THTOEZER L ET,
3 a7 ERIIMTFOX AT (RFModel) ZiEINL £,
4 TuTHoOESET7 4 — NN TATILET,

G¥) RS (74— FMEITA—RMV) ZEFET 5121, [Design] > [Site Maps] %341 L T,
[Selecta command] K= > 74 7 U X R0 [Properties] 23R L £7,
5 [Image or CAD File] = v 7 Ry 7 A% AN LET,

6 HMO7 a7 £EFHM TFTOA A= F 2L CAD 7 7 A VA ESREB L OER LT 5, [Open] % 7
Vo7 LET,

G¥) CAD 7 7 A W& A VR— T 58A1X, [Convert CADFile] Ku v 7 & U A MafiHL,
BT DA A=Y 77 ANVEBRELET,
EYk  auto-cad ZHilZ JPEG (JPG) EXZMEHT S Z L ITHELEL A, JPEG 3FERINC LB T
WRY | @i 7R B2 I21E PNG X E 7213 .GIF B2 L9,
T INext|]#7 U2 LET, CAF 7 7 ANADPRESNTNDIEHE, ZORRTT 74V DA A= T
LE a2 —DAERSN oA ENE T,

GE) Prime Infrastructure |, R4 7 4 7 DA XA—IEWT7 A4 77V %M LT, auto-cad 7 7 A /L
Z PNGR DT AZERICEMM L ES, XAT 47 7477V 0n— NIMENS S &
. Prime Infrastructure [ZIR D7 —% K R L £ 7, [Unable to convert the auto-cad file. Reason:
Error while loading the auto-cad image conversion library. | #EfliZ-DVNTlL, Prime Infrastructure
DA T A~V F721F Prime Infrastructure D~ == 7 /LB L T30,

CAD 77 AV LA Y OARIN—HERENET, ADITRS>TND LA FITIE, A A=Y
DEMCHDF =y 7Ry 7 ABF A5 TWET,

GE) TaTERIFMTOA A=Y Ty A N4 EERINT S & Prime Infrastructure [X E /LT 4 > 7
DY A RZHEDLET Yy FNIZA A=V ERRLET,

GE) < TIIEEDOY A XIZTEET, ZHUE, Primelnfrastructure 73V — 27 A~_— 2T AET 5
LI~y T EHEBNCY A AEHET 5720 TT,

GE) ~ v 71% PNG, JPG, JPEG, F7-1% .GIF B CHRFTHLENRH Y £
R

8 CAD 77 AN LAY RHDLGE, W D THEIRE I ITRINEFR L, [Preview] 7 U v 7 L CHEH
LIcA A=V RFRTEET, BIRLAE LA Y TCRICEDHERNTEZ /26, [Next] 227 Vv 7 LET,

T a7 BT 5K ONT A=2 2 AT LET,

9 JEDOA A —T DL ZHERF 95 121X, [Maintain Aspect Ratio] = v 7 R v 7 A% AL DEEIT L,
A A=V ORI ZEETT AT TF v IRy 7 R4 7 LET,

10 77 £ -3 TOBBENRKEST AN ERES T AN (v 7 EOWEERITE) 27 04—
NEALTAD LET,

GE) IKMETFIR) AR & TEE T A 230 1%, Prime Infrastructure 5 — Z ~_X— A ND E /LT ¢ o 7 DK
WHEANR B I OEES AN TICT 208N D £,
11 pEZR UC, AKPALE (BAMEEO AT O S X ¥ /XA < v T O E TOMRE) & MEEL
& (BAMEROMNATEOMEMNS X v XA ~ v 7O EiGE TOREE) 27 ¢ — b E7IEA— FVHEAL
TABDLET,
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B  oo7aEsoen

Evhk  EATAUTDOHARTEDLETT Y vy FNOA A =DV A XEEHET 5HI121E, Crl F—
ERLEREBTO2YYY LET,
12 325 U C [Launch Map Editor after floor creation] 7= v 7 R v 7 A& 412 LT, 7u7 OfER
AT L, BEZHEE L E7,

BOKI 27V y7 LT, ZO7u7NXii%ET —X_X—AMRFELET, 7 v 7L [Maps Tree View] &
[Design] > [Site Maps] U A MZBMELET,

GE) Ew?4yﬁ”k¢£@67n7%%ﬁmbi# F ¥ o NA Ty FITEEOENT
T aBINT 555, MOELVT 4 v TIFET 270 T 42 A LnT7Zan, 7r 7y
HNEETDH L 7u7&tw74/7m®7yﬁyﬁﬁﬁﬁfﬁﬁ*@@i¢
U oo7HEERIIHTO~y 72F R8T 21203, 7a7 £ TOA A2 70 v 7 LET,

GE) Yy TEIRELIFIHNL TS EIERIAXTERRLEY, 77 8ARA U b2
D TEET,

WM LI-EILT a2~ 7OF7KEDIEM
WMSr L AT ¢ v Z e 7 a7 ME & BT 510, RO FIEE 4T LET,

ATYv 1 7aT7HE~ v 7% PNG, JPG, £721% GIF JEXTHRFLET,
(G¥) <~y TIHMEEDOY A X2 TExF£9, ZiL, Prime Infrastructure 73V — 27 A_X— A |ZHET D &
I~y T EHBMICY A AEET LD TT,
ARTFYT2 TN VAT LADEEDRFIICHL 7u T~y 72BR LT, A AR"—hLET, DXF £/20%
DWGZAD CAD 7 7 A /v, L1iFZAT v 7 1 TERLTEEAD S BLED CAD 7 7 A L ThA U AR— b
TEET,
G¥) auto-cad 7 7 A VOLEHIZENR B DA 1E,. ©T7— A v b—UREREINET, Prime
Infrastructure iX, 1A T 4 T DA A —VBWT A7 F Y &ZEH LT, auto-cad 7 7 A /L% PNG
REDTAAERICERLET, "M T 4T TAT7 7V 00— RTEXREMho7284 . Prime
Infrastructure /% runable to convert the auto-cad file]| A vt —TV &2 FKRLET, ZOTT—NER
SNTGEIE. RAT 47 T4 77 VI ERKGFBRD TR Tl SN TS Z L 2R L
T< f_éb\o WEBARORIEZ RO 5121%, Linux 77 v b 74— ETlddZERH L £9,
Prime Infrastructure ®-f > A b —/ 5 4 L2 h U (/webnms/tfdlls) (2, ¥R DLL DfE(ET 5 &%
23 &Y £9, LIBGFL254.DLL, MFC71.DLL, MSVCR71.DLL, MSVCP71.DLL, {&fFBAfRD
RIEN T AE LI a3, B8R T7 A4 77 V%A A F—/LL, Prime Infrastructure % fFELEI9 2
VENH Y F1,
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AT w73 [Design] > [Site Maps] %2R L £,

AT w4 [Maps Tree View] £ 7213 DY A K/3— A == — [Design] > [Site Maps] 7>5., HIYOEILT 4 > T %
IR L, [Building View] X—Y % F£ R L£7,

ATvT5 [Selectacommand] K2~ 7% 7 U A L»E . [New Floor Area] 7R L £,

ATYT6 [Gol &2 Y v/ LET,

AT w71 [New Floor Area] X— T, ROEHREZBIML £,

* 7Tk S EE D4R AT LET,

*[Floor] ke w7 Xy UR KD, 7a7 23 FOHERIRL 5,
a7 EREFHTOX AT (RFModel) #8RLE T,
cTnTMOmES T 4 — A TAALET,

* [Image or CAD File] 7= v 7 AR v 7 2% A I LET,

*THHOZ7ua T EE M FOA A—TF72E CAD 7 7 A VA SIREB L ORI L T2 5., [Open] & 7
Uy LET,

GE) CAD 7 7 A V& A ViR— M BA1E, [Convert CADFile] Ky & v U A MEMAL,
B DA A= T 7 ANERELET,

E¥ bk auto-cad ZHEC JPEG (JPG) BAZMHT 5 Z LIFHELEL £ A, JPEG DMFHICLZE TR
RO, EdE 7221 PNG BN E 71X GIF ERXEHEH L ET,

ATvT8 [Next] 27V LET, CAD 7 7 A ABEEINTVWIHE, ZOMSTT 74V DA A=Y T

Ea—MNAERINTH uﬁj_iz’bijq

GE) Prime Infrastructure X, %A T 4 T DA A —TBWT 475 ) 2 L T, auto-cad 7 7 1 /L%
PNGREDTAZTRIZER LET, ’AT 47 7477V DOu— RIZHERHDH & X, Prime

Infrastructure (XKD 7 —% Kk LE£F, [Unable to convert the auto-cad file. Reason: Error while
loading the auto-cad image conversion library. For more information, see the Prime Infrastructure online

help or the Prime Infrastructure documentation.
CAD 7 7 AV LA YOARIN—HFRREINE T, AR5 TWDL LA FITIE, A4 A=Y OLEANC
Tz IRy T ART N> TNET,

GE) TaT ERIFMTITOA A=Y T 7 A VAL ERINT D & Prime Infrastructure (X E /LT > 7 O
ARZEDEL )y RRNIZA A=V 2RI LET,

G¥) <~ TNIHEEDOY A R TEFT, L, Prime Infrastructure 78V — 7 A_X—ZIZ@#EET 5 &
S~y T BHEIIZ Y A AEH S 5720 TT,

GE) ~ > 71X .PNG. JPG, JPEG, 721% GIF B CRIFTHLENDH Y £,

CAD 77 AV LA ¥ RB LG, WS DO THIBIRE T ILRINEER L. [Preview]| 227 U v 7 L
THEBH LA A—TVEFRRTEET, BIRLZ LA Y ORICHED RN CTE 725, [Next] &7
Uy LET,

ATYFT9 TuTHEICET AR DT A= E AN LET,

* TEDA A — VDM 2 #EFFT 221X, [Maintain AspectRatio] = v 7 R v 7 A% A DFFIZL,
A A=V ORI AEEET LT = IRy 7 A F 712 LET,
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<y 7oA |
[ | Fy R Ty TDEM

c T u T EITM T OB ENRKESTMA N LRESTMAN (v T EONEERITX) 27 40—
NEALTAD L ET,

GE) KIEJF AN b TEE TR A 21, Prime Infrastructure 7 — # X— ZARND E LT 4 7D
AKEFRANBEIOEEFAANCLLTFICTO0ERZD Y 7,

* YENZIN UC, AKEALE (BAEBONATEOBRNL X v /R A < v POEmE COREE & |HE
fr@E (BAMEBONMATEDOEN L X v 3R <~ 7O EiE COREE) 27 4 — MEZIEA— LV
BALTASHLET,

GE) ENT 4 T DT A XZEDETT Y v FROA A=Y DOV A REEET 5121E, CrlF—
ERLERETIOUY I LET,

* [Launch Map Editor] DD F = v 7 7R v 7 A %8R4 %5 Z & T, Prime Infrastructure @ Map Editor T
77 Oz L £, Map Editor BEEEDFEMIZ OV TIX,  Map Editor O] (10-17 ~=—
V) AL TIEEN,

ATY 710 [0OK| %227V v/ LT, 2077 s T —#_X—R R FELET, 71 7 1% [Maps Tree View] & [Design]
> [Site Maps] U A MZBIMEET,

ATYIN 7aT7HEERIEIH IO~y 72X AT HIE, 7u 7 FREFHTFOA A—T% 27 ) v 7 LET,
GE) VY TERPEREITHM N L TSI EIERY A XATRRLIED, T7EARA L FEBMLEZY
TEET,

0 o
X UNR Ty TDEM
H—0D% v /%A ¥ v 7% Prime Infrastructure 5 — ¥ X— A |(ZEMT B I121%, ROFIEEZFEITL
e

ATy F1 ~v 7% PNG, .JPG. JPEG., F£7-1% .GIF B THRIEL £,
(GE) < NIEEDOY A XN TEE£9, T, Prime Infrastructure NMEEMERICEES T 5L o~ v
TE BT A AETEFT 5720 T,

ATYT2 TrAN VAT LOEREORICHL~y THBM LT, A A= FLET,

AT w73 [Design] > [Site Maps] % L T, [Maps] X— & FRLET,

AT w74 [Selectacommand] K2 v 7 &7 U Z )5 [New Campus] ZiER L, [Go] %7 U v 7 LT,

AT w75 [Maps]>[New Campus] ~X—3 T, F ¥ L /8AL L X v VR AOBEEOL4FTI A LET,

ATVT6 FX LU RATyTREENTNEA AT 77 ANVLEBRBLIORIRL TG, [Open] #27 U v 7 L
£75

AT w71 [Maintain Aspect Ratio] 7= v 7 ;R v 7 A% 4 (2 L C, Prime Infrastructure T~ v 7D A ANEHL SN
T2 EIT, BN ED L7V 2T LET,

ATYT8 <~y TOKESHMAN LEEF AN 2T 4 — FEATANLET,
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FronzzyvI~nersFsvioen ||

GE) BEHAL (74— MERITA— ML) AT T 5HITIE, [Design] > [Site Maps] 2 & L T, [Select
acommand] K& > 7 Z 7 U R KD [Properties] 23N L E 9, KEFHM A/ & IEEFN
AT, X AN RIZEMT A ELT 4 77 r T KL D b REVEICT 2 HLERH D
*7,
ATvT9 [OK]| %27V w7 LT, ZOF v /3A < v 7% Prime Infrastructure 7 — & ~_X— Z BN L £9, Prime
Infrastructure (2, 7 — X X—AND~ v 7 vy TOHE, BIOF v RADAT—XAD—EErEte
[Maps] X— U BRFERSNET,
AT (EE) MET VB AEREE D Y4 THI2IE, [Design] > [Site Maps] ~2— ¥ TH 72 IT/ER L 72 % v o8
APV 7 w7 Yy LET,

O O I\ — RS
FyNRAIYTADEILLT 14 2T DENM
NCS F—F N—=ZANDF v LA = v FIZE T 4 v 7 Z2BINT 51203, ROFIEEZFETLE
ER

ZXT w71 [Monitor] > [Site Maps] Z &R L C, [Maps] X— &2 F R LET,
ATFvFT2 AOF¥ 2% 27 ) v/ LET, [Site Maps] > [Campus Name] ~<— VBN E RSN E T,
AT w73 [Selectacommand] K2 v 77X 7 U Z K)y5, [New Building] Z3#IR L, [Go] &7 U v 7 LET,
AT 74 [CampusName]>[New Building] *—C, Bl#ET 27 n 7 X~ v 7 8T 5 DITREOE LT 1 v
THEAERRT H1TiE. ROFIREZETLET,
a) BT 4T BN LET,
b) bAT 4 WG DEEOLAFTIE AT LET,
O HEDTRTHEMTOTaTHEA LET,
d) APNLE (BT 4 v T ONUAEOMNGF ¥ L3R~y 7Ol E COERE) & mENE (LT 4
YT OMAFOENGF ¥ /XA ~ v 7O L E COERE) 27 4 — MNRLTASTILET,
GE) BEHAL (74— FERITA— V) ZE BT 521X, [Monitor] > [Site Maps] Z i8R L T,
[Select a command] K& v 7" Z 7 U X k5 [Properties] % 38R L £ 7,
©) BT 4 T DBBENRAKEH AN ERES AN (v T EORERITE) 27 4 — M H
fLCANLET,
GE) KIEFMAN ERE S AR AL, BPOENTLE70T7 O A XEELWNPENLLY K
LT LHMENRDHY £,
By hClF—%LIREETI Y v 752 LT, Frv 2=y 7O EMIZHDER
IOV A XA LR TEET, EREROY A XE2EHFTH L, AT 4 7 OKEI A A
NUBLOEEF M AR DNRT A= BEAEIS U TEDY £9°,
f) [Place] 227 Vv 7 LT, EAT 4 T hFvy A vy 7 RIZEBELET, NCS Tix, F¥ /32
< T DOV A RZHEETHA AEEINTZENT 0 7 OWAEIMER SN E T,
8) BAT 4T ONAEE 7 Yy LT, ¥y 8A vy T EORMONEE TR v 7 LET,
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<y 7oA |
B = 23y T~ADELT o FDEM

GE) HLWELT 4 T H2BIMLEER T, ZOELAT A T 2HDF v /R ANBRHIDF v /3
ABET D EE L, AT 4 VT EFEERT D LEITIH D AL
h) [Savel 227 Vv 7 LT, ZOEAT 4> 7 X v VXA LONEET —FX—=RRFELET, NCS
T, FX A2y T RCHDIENT 4 T OMAROHTIZENT 4 VT BMRESNET,
GE) ELT 4 IR, 54T D [Map] RX— VB ENT S 720 DA 3= 2 T BEEAT T B
Er RN
RTvT5  (EE) B LOBRAFEEICALE Y LB AEREE D U THFIEE, RO LBY TT,
a) [Selectacommand] K2~ 7% 7> U A R, [Edit Location Presence Info] % 134R L £4°, [Go] &7
Y v 27 LE7, [Location Presence] ~— Y NE/RENE T,
G¥) 7 7 4 /v h TlX, [Override Child Element] @ [Presence Info] = v 7 /R v 7 AN A 272> T
mi# Xy 2Our—varEZ0FX Y URALEOTRTOENLT 4 o FBLNT7 0
WG T A, 2O Ty a a2 A OFERICLTEBNTLESD, vz~ y
7&5»74/&%Lmﬁé@ﬁ\%#Vﬂz@n&-yayﬁﬁ%4yﬁ~kf%iﬁo
F IRy 7 ANFTTDOEEIT, F¥ NN ADEFEZELT 4 I, ViR— FTE £
oo NODF X U NZADEFHETXTOENLT 1 7T UDéT5®Ti&< BT
VIR DEFEEDF v RN A LD E T 4 U ZICEI) B TEHERIT, COF T a vk
FT7OFEFICTL TN TLEEN,
b) [Civic Address] % 7', [GPS Markers] % 7', F7-I1% [Advanced] ¥ 7% 7 U v 7 L7,

* [Civic Address] TlZ, £fll, WY, (FPrdE, (EEFEHEEM, 7 (addressline2) | M, EEFKS,
ZLTCHEIZESTHF Y U RRAERELET,

* [GPS Markers] CiZ, #RE EEETx ¥ o RRAERELET,

* [Advanced] TiZ, Bk, X, [E, BfEO 2 I 2 =7 1472 L, Civic DILREF M THF v A & FF

ELET,

G¥) BIRL72A7 4 — /L Rt ERROTRTHREENTWET, 72& 21E, [Advanced]
EBRIRLTEGE. 727472 M bOERIZE Y GPS B L Civie i EF# bt I 1
FT, BIRLEREIL v —vay =N LUV TORKE ([Services] > [Mobility
Services]) & —EHTHMENRH Y 77,

GE) T ITAT VMR, ¥y L NRITx LT GPSMarkers 7 o — /L RTEREIN TV RWVWE L
TArr, 7aTr, FFBAMEER SO r— g UEREER LGS, =T —
AvE—UNKINET,

¢) 7 7% /L h T, [Override Child's Presence Information] 7= v 7 7R v 7 AT A 1T/ > TWET, ML
LIeEAT 4 o 72O TE, ZORELERETLLETIH Y A,

ATv7T6 [Save]l &7 U7 LET,

Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16
0L-29331-01 |



| <vJnEm
puLt-enssvroen ||

MY LF-EILTa 2T DEM

Prime Infrastructure 7 — & ~X— RS L7 BT ¢ > 7 & BINT 41213, ROFIEEZFETLE
ﬁ—o

AT 71 [Monitor] > [Site Maps] %2R L T, [Maps] X—V &K FLET,
RATw T2 [Selectacommand] K2 v 7% U A Kb, [New Building] 28R L., [G ] 27 Vw7 LET,
AT w73 [Maps]>[New Building] *—C, B#d 2570 7 X~ v /2T 57 DITREO LT T % AE
T 51, ROFIEEZFEITLET,
a) BT 4T HEANNLET,
b) bAT 4 TG DEEOLAFTIE AT LET,
GE) HLWELT 4 T Z2BIMLIEE%E T, ZOEAT 4 v T 2D %y 2R AMBRIDF v /3
AZBETLHEEL, BT A U EFEERT OLEIXH Y THAL
O MibED7uaT7HEMTFOT7aT7HEAILET,
) BT 4 T DBBENRKFETMAN S ERES AN (v 7 EOEERITE) 27 0 — MR
MCADLET,
GE) MEHRAL (74— FETITA— MLV) ZZEHET 5121E. [Monitor] > [Site Maps] Z i8R L T,
[Select a command] K& 7% 7 U A KD [Properties] 28R L £ 97,
GE) IKFESF AN ERES AN AT, BRPGIBMT 2707 OF A ZEHELWNENLD K
ELTLHMERDD LT,
) [OK] %27 Vw27 LT, ZOELT 4T T —H_X—=ARELET,
ATv7T4  (EE) HLOELT 4V ZINE T LB RAEREZE D Y THFIEL, kO EBY TT,
a) [Selecta command] K> 7% 7> U A KD, [Location Presence] Z#IR L E£3, [GolZZ U7 L
F 9, [Location Presence] X— U RERINFE T,
b) [Civic] # 7', [GPS Markers] % 7', F7-1% [Advanced] ¥ 7% 7 V v 7 LET,

* [Civic Address] TlZ, £fll, W@V, (FPrdE, (EEFEHEEM, 7 (addressline2) | M, EEEFS,
ZLTEHICE > THF v R AERHELET,

* [GPS Markers] Clid, #RE LEETx ¥ o RAERELET,

* [Advanced] TiZ, Bk, X, [E, BfEOa I 2=7 1472 L, Civic DILREF M THF v N A & Ff
ELET,

G¥) BIRL72K7 4 — /L FlIZiE, ERROTRTHREENTWET, 7=& 21E, [Advanced]
ERINLEGAE, 2= o 0ERIZE Y GPS B L O Civie (i EF#] bt X E 7,
BIRLZRTEE, 2r—va vy =N UL TOFRE ([Services]> [Mobility Services])
E—HTHMERDH Y £T,

GE) JIAT v MR, ¥y L NRIIH LT GPSMarkers 7 o — /L RTEREIN TV ZRWVWE L
Ty r, 7ar, FlEENMERR EOu s —va UIEREER LGS, =7 —
AvE—UNKINET,
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<y 7oA |
B  oo7aEsoen

¢) 7 4 /v bk TlE, [Override Child Element] @ [Presence Info] = v 7 R v 7 ANA 272> TWET,
Fy R RAOOU =2 a B EDF Y RN ALEOTRTOENLT 4 7B a7 1ok 586
X, ZO0OF T arEFrOFFIILTEBONTLEZEEN, R <y ITENAT 4 7 &2BINT
LB, ur—vaiEREA VR —NTEET, Tz IRy 7 ARFTTOEARIE, Fr /32D
EFEEALT 4 v 7IeA v R— FCTExEH A, 1 DDOF v U SADEF T RTOENLT 1 v 7 ICE
DUTEHZOTIERL, EAT 4 TEADEFTZZEDX v o XA EOE LT 4 7 ICED Y THEE
I, ZOF T arEwFT70FEFICILTEBNTLIEIN,

AT9 75 [Save]l &7 U w7 LET,
G¥) ML LT ENNT 4 o 70, VAT A Xy R ARNICHBINICEE S E
R

2 O7F7fEB0DIEM

Z Z T, Prime Infrastructure 5 — # _X—ANDF ¥ L /RNADE VT ¢ T FE TN LIZE L
T4 77 a T NEEBINT 5 hEEZHA L ET,

Z 2T, ROANFIZOW T LET,
XY UNRADENT 4 T ~OT T OB, (58 X—)
CMNLLTZENT 4 T~ 7 a TKEDBEMN, (60 _2—1)

XY NADEILT A9 ~DT7AF7EEOEM
Y

GE) < Ea—0DV% A ADOIERELITHN, BLO~y 7 7V K (v T A X%7 40—
FIEA—RMVHEMNTERLEZDLD) ORREZIZIEFRREZITOICIEE, TN A A A=
iz HA—2 ar be— A ERALET,

¥y LRADENT 4V JICT v T HEEABINT 5100, WOFIEEEITLET,

ATwv 71 K~~~ % PNG, JPG, JPEG 7213 .GIF B CTRIFL £,
(G¥) < TIHEEDY A R TEE9, Ziud, Prime Infrastructure 28V — 7 AR— AT ET 5 &

S~y T HEIIZ Y A AL HEF 5720 TT,
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ATy T2
ATvT3

ATv74

ATy TH
ATy T6
ATy 717

| 0L-29331-01

v oRZOELT s v~n7o7ERoEm [

G¥) auto-cad 7 7 A IV OEWIZREN H H5E51F, =T — A v —UNERENE T, Prime
Infrastructure (X, RA 7 4 7T DA XA—TEWT A7 F U ZfEH LT, auto-cad 7 7 A /L% .png 72
EOTAZRICERLET, AT 47 TAT 7V Er— RTERrolcsf . Prime
Infrastructure /% runable to convert the auto-cad file] A v ¥ —Y2FRLET, ZOTT—0NFR
SNTGET. XA T 47 TAT7 T VICRBEREFBREN T XTI TnWD 2 & 2R L
T< téb\ KB DB A2 5 121%, Linux 77 v b 72‘ L ETlAdEBEHLES,
Prime Infrastructure D1 > A h—/L 75 4 L7 b U (/webnms/rfdlls) (2. K® DLL 23MFAET B 4
3% Y £9°, LIBGFL254.DLL, MFC71.DLL, MSVCR71.DLL, MSVCP71.DLL, {K{FBIfRD
RUENAE LG EE. BRI A4 7TV %A A M—)LL, Prime Infrastructure % FEEI 75
MR Y FT,

G¥) TaT vy T AA=VUNERES, A—ABLUON =S TEL LR ES, T T
AA=VIE, ZOBIENRFE T LW e 2RITIRRINETFA, vy T A A=V ZIERMNN LT
£¢%%TT%E¢ Tz I A ZXDK 60 MB T % mfGEEDA A — (181 AHE Y
BARE) BHOGEIR. vy TICRRINDETIZ 20000560 H D £,

[Design] > [Site Maps] % 38R L =7,

[Maps Tree View] & 721d [Monitor] > [Design] U A b6, #4T5F v L /XADENLT 0 V7 23R L,

[Building View] ~X— Y %Pl & £,

YU AN—=INVERFOENT 4 7 OMNUAEOFIZH L4 FNIBE LT, Milfrs LET,

GE) [Campus View] X—Y DO ELT 4 VI T 78 AT 252 L HTEXET, [Campus View] ~X—
T, EAF 4% % 2 Y v 2 L. [Building View] ~— % B E £,

[Select a command] Kz > 7% v U A )5, [New Floor Area] 3R L £,

[Go] #7 VU v 7 LE9, [New Floor Area] X— Y NFERENFET,

[New Floor Area] X—C, B#ET 2707 K~ v 748 ES57-DI27 072 LT 4 o 73BT
DI2iE, WOFIEEZETLET,

1 7o 7k &Sk oLia AT LET,

2 [Floor] RKu vy 7 X UR NG, 707 ETHNOBZER L ET,

3 77 EF M FOX A7 (RF Model) Z3RL E,

4 TuTMoESE7 4 — MRALTADLET,

Gx) WERAL (74— FEZIFA— ML) 2EET 5213, [Design] > [Site Maps] ZE4R L T,
[Selecta command] K2 > &7 U X i [Propertles] EIRLET,
5 [Imageor CAD File] 7= v 7/ Ry 7 A% A N LET,

6 HYOZ7ua T E7I M TFOA A—TF 72X CAD 7 7 A VA BB LONRIR L T D, [Open] %7
Uo7 LET,
G¥) CAD 7 7 A VA VR— b 584X, [Convert CADFile] Ru v 7 & U X hafiAL,
BT HAA—Y T7ANVERELET,
Ev bk auto-cad £#ilZ JPEG (JPG) XA T 5 Z LITHELE L A, JPEG RN LB T
VR Y | A e B8 21X PNG B E 7213 GIF B2 L 9,
7T INext|]#27 U2 LET, CAF 7 7 ANADBRESNTNDIEHE, ZORRTT 74V DA A= T
VE 2 — DA SN THRAAENET,
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<y 7oA |
B =+ R ROELF o T~ADTOTEEDEM

G¥) Prime Infrastructure /3, PF/]’ TATDAA—VEWWT AT 7Y ZEHL T, auto-cad 7 7 A /L
 PNGREDTAZPBRICERMLET, RAMT 47 TA 77V Du— RIZMERS S L
%, Prime Infrastructure |XR D=7 — %3~ LEF, [Unable to convert the auto-cad file. Reason:
Error while loading the auto-cad image conversion library.] F£fIZ-2VNTIL. Prime Infrastructure
DA T A ~)V 7 F721 Prime Infrastructure D~ == 7 /L2 ZM L T &0,

CAD 7 7 A )V LA Y DARIN —ERRINET, ADIRoTWHDH LA VI, A AT
DEMZH DT = IRy 7 ANF ATl >TWET,

GE) TaTEIFMTOA A=Y Ty ANV EEIRT D L Prime Infrastructure (X E VT 7
DY ARZEDLET Yy RNIZA A=V EFR R LET,

GE) < FIHEEDOY A X TEET, ZiuL, Primelnfrastructure 237 — 27 AR— R |ZHWET D
Lo~y 7 E2AHICT A AER ST 572D TT,

GH) ~ > 71X PNG, JPG, JPEG, F721% .GIF B CRIFTHLENH Y £
7

8 CAD 774NV LA¥RDLYE. WSO THRIRE 7 ILRIFEER L. [Preview] 27 U v 7 L THEH
LIcA A=V RRRTEET, BIRLEE LA P ORICEDRHERSTE/2 O, [Next]Z 27 U v 7 LET,

T a7 T 5D ONTA=FE AT LET,

9 JTEDOA A—TOHEELL ZHERFI 5 121X, [Maintain Aspect Ratio] 7= v 7 7R v 7 A% AL DFEFITL
A A=V ORI EERTT DT = IRy 7 A4 712 LET,

10 7o 7 -3 FTOBBENRKEFB AR EREFRANRY (v 7 EOgERITE) 27 0 —
BN CAS LET,

GE) IKIETTIA) A 2R & TREL T [A] A 21X, Prime Infrastructure 7 — % X— ARND E LT ¢ T DK
WHMANR B L OEEST AR NICTH0ERH D £,

11 PENZS UC, KPALE (BAMEEO AL DN S X ¥ XA ~ v T O E COMRE) & RwEL
B (BAMEROMNATEOMNS v /R <~ v 7O it E TORRE) %7 4 — FE7/21E A — FVEAL
TANILET,

Evk  EAT 4T OVAREDETT Y Y RNOA A=V OH A XEEHET 5I121F, Ctrl F—
FHLEKREBTO Yy I LET,

12 312 U C [Launch Map Editor after floor creation] 7= v 7 R v 7 A& 412 LT, 707 OfER

WL, BEZHEE L E7,

BOK| 27V y7 LT, ZO7u7 %7 —HX_X—RAMRFLET, 7 v 7L [Maps Tree View] &
[Design] > [Site Maps] U A MZiBMMEE T,
G¥) EAT 4 TR b7 n T A EEALET, S R vy FIEE O LT 4 v
7 E2BINT 555, OELVT 4 U TIFETH 7T A5 H LT3y, 717
LNEETHE, 7aT EENT 4 T O~Y v B U TIERNPRIEMEICR Y 3,
4 7o7HMEERIZH T~y 7E2ERTHITE, 7aT7 £E3MTOAL A= 7) v 7 LET,

GE) Yy TEIRELIMN LTS EIERIAXTERRLEY, 77 8ARA U bEBMLE
D TEET,
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MILELTsvF~07n7RENEN [

MY LFE-EILTAaoI9~AO707XKEDIENM

ML LT ENT 0 o 727 v 7 KiE 2B 5121%, IROFIEZFATLET,

ATwF1 7aT7iE~ v 7% PNG, JPG, F£7-1% GIF B CTHRIFLET,
GE) < TIIEEDOY A R TEET, T, Prime Infrastructure 28V — 27 AR— A ZHET 5 &
Iy TEEHBMNIY A AELETHDTT,
RTFYT2 TrAN AT LADIEBEDOBRFICHS 7u T M~y 72B WL T, A F—bFLET, DXF £/
DWG JZD CAD 7 7 A /v, FTFAT v 7 1 TERLTEERD S B ED CAD 77 A LV ThA U AR— b
TEFET,
GE) auto-cad 7 7 A WV OEHIIRIENR H D GE1L, TT— A vb—UNERINET, Prime
Infrastructure IX, R’A T A 7T DA A—VEWT 475V 2H LT, auto-cad 7 7 A /L% PNG
BREDTAZFERICERLET, R’ T 4T FTAT7 7V Ea— RRTEXRNo7284 . Prime
Infrastructure IZ [unable to convert the auto-cad file] A vt —TZFRLET, ZOTT—NFER
INTHARTE. RAT 47 TA T T VICHEREKGFEBEN TR TRHZEINTWNWD Z EaiER L
TLEIW, KEBROBEZ RO 5121%, Linux 77 > 7+ —A ETIddZHEH L ET,
Prime Infrastructure @1 > A b—/L 5 4 L7 b U (/webnms/rfdlls) (2. ¥R® DLL N{FET Db
BN Y F£9, LIBGFL254.DLL, MFC71.DLL, MSVCR71.DLL, MSVCP71.DLL, {&1FEIt%D
FHREN T A LT, BRI 475U % A4 A M—/L L, Prime Infrastructure % FiE)4 %
VERH Y F9,
AT w73 [Design] > [Site Maps] %2 &R L £,
AT w74 [Maps Tree View] £ 7213 MDY A K/3— X =2 —D [Design] > [Site Maps] 7>5. ARIOELT 4 7%
IR L., [Building View] X— Y% F£ R L £7,
AT v 75 [Selectacommand] K274 7 U R )5, [New Floor Area] Z i L £,
ATy 76 [Gol 27U vr LET,
AT w71 [New Floor Area] X— T, ROEHREZBIML £,
* v 7k &R DARTE AT LET,
*[Floor] KRy ZF XDy YR RNG, 7uT 73T ORE RN L 7,
7T ELEFM IO A7 (RFModel) #IEIR L ET,
cTunTMOEsET7 4 — MEATANDLET,
* [Image or CAD File] = > 7 /R v 7 A% A N LET,
CHMOTZa T £ FOA A=V F 72T CAD 7 7 A M ESREB L OER L TH 5, [Open] & 7
Uy LET,

G¥) CAD 7 7 A W& A »iR— b3 58A1E. [Convert CAD File] K vy 7 &7 U A RZMH L,
BT DA A=Y T 7 ANVERELET,

Er bk auto-cad ZH#LUZ JPEG (JPG) RAMHT 5 Z LITHELEL ¥ A, JPEG BFFHICHLEE TR
RO, @i 2RI PNG BN E 721k GIF XA H L £,
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B sEILrELTri~nT07REDEMD

ATY T8 [Next] #7 Vw27 LEd, CAD 77 A NLPHEREENTWIHEE., ZOBNTT 73V DA A=Y T L
o —NEMRSNTHAAENET,
GE) Prime Infrastructure (3, XA T 4 T DA A —VEWT A 77V %2EH LT, auto-cad 7 7 1 V%
PNGREDTAZTERICEWM L ET, AT 4T T7A47 7 ) Du— RICMERHD L E, Prime
Infrastructure |ZIRD T T —%3FK /R LE T, [Unable to convert the auto-cad file. Reason: Error while
loading the auto-cad image conversion library. For more information, see the Prime Infrastructure online

help or the Prime Infrastructure documentation. |
CAD 7 7 AV LA XY DOARIN—ERRINET, AR TWVD LA YT, A A=V OLEANC
F v IRy I ANLT N> TWVET,
GE) JaT FEIHTOAL A=Y 7 7 A NV EEIRT D & Prime Infrastructure |X E /LT ¢ > 7 DY
A XEDLRERET Uy RRIZA A=V ERRLET,
G¥) < TIHMEEDOY A X2 TE£9, ik, Prime Infrastructure 28V — 7 A~X— X |ZHET 5 &
I~y T HEBICY A AEETH7-H T,
GE) ~ v 1% PNG, .JPG, .JPEG, F7/2i1% GIF B THRETINEND Y £5,
CAD 7 7 AV LA ¥R LGE, WS DO THIBREZITRIREER L, [Preview] 227V v 7 L
THEH LA A=V EFRTEET, BIRLZUA Y CORICHED N CTE /25, [Next] &7
Uo7 LET,
ATV 79 TaTHEBRICET R ORT A= EANLET,

* LD A A — VORI 2 HERF9 41213, [Maintain AspectRatio] = > 7 7R > 7 A% A OFFIZL
A A=V ORAELEEE ST DHINITF = IRy 7 A4 71 LET,

cTu T FERIIMTOBBENRAE AN ERE AN (v L LEONEERITX) BT 44—
MEACTADLET,

GE) KIETF AN b FEE TR A 21, Prime Infrastructure 7 — Z X— ZAND E LT 4 7D
KEFBANR B LOEEFRIANRUTICTOHERSH Y £77,

CWENIIN U T, AKIEALE (BAEBONATOBRNG X v R R < v 7O E COREE & E|/E
frE (BAMERONATEOMENSL Fv /XA v v 7O EiiE TOREE) 27 4 — FMERIZA— RV
BALTANLET,

GE) ELVT A T DA XZEDETT Y v FNOA A=V OV A ZELET HI2iE, CtrlF—
ZRLERKEBTOU VI LET,
* [Launch Map Editor] DD F = v 7 7R v 7 A% 8&R$ % Z & T, Prime Infrastructure ? Map Editor T
Tu T OFHELZ I L £, Map Editor BEREDFEMIC DWW TIE,  [Map Editor O (10-17 ~—
V) ZZRLTIEE N,

ATV [0OK| %27V v/ LT, ZO7aT7/ifizT —4 =AM FLET, 7177 X [Maps Tree View] & [Design]
> [Site Maps] U A MZBMEE T,
ATYvIN 7a7HEEiid o~y 72 FRT510%, 7T @3 TFONA—VE 7Y v 7 LET,
G¥) vy T EPWREIIMEN L CIEIERIAXTERLED, TI7EAKRA Y MEBMLEED
TEET,
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7 O7 KEDEK

Y

SEIERTUTREDTF =y IV Ry J A ELTATICTHI IR, 77 vy 7O
AMPEZEETEET, AL T REF Yy T A A—VICERINET,

G¥)
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Prime Infrastructure _k @ Mobility Services Engine DB EIZIS U T, 7R THREDO—HNER I
WA H Y £9, [Clients], [802.11 Tags]. [Rogue APs], [Adhoc Rogues], [Rouge Clients],
B L O [Interferers] 1%, MSE 73 Prime Infrastructure (ZfFET DA DHFRINET,

[Floor Settings] 47> a IR DIEH NG ENET,

* [Access Points] : fEfICOWTIX, 77 EBARA L bOT7aTEHEDT 4 NVZ ) T k5
LTLIEEY,

* [AP Heatmaps] : itfilCOWTCTIX, 778 A RS U R e — b~y TOT7aTREDT 4 VH
Vo7 %ZHLTTEEN,

* [AP Mesh Info] : FERIC DUV TIE, [AP Mesh Info] D7 0 7RED T 4 V2 ) 7B H LT
<TE&EWY,

* [Clients] : FEHICOWTIX, 7 7A T b7 aTRED T 4 NVE ) v TSR TLIES
A

* [802.11 Tags] : FAMCHOWTIE, 80211 X /D7 TRED T 4 NE ) T HBRL T
él/\o

* [Rogue APs] : FEAMICOWTIL, RIEAPO 7O T RED T 4 NZ ) o T HHBRLTLLIEEN,

* [Rogue Adhocs] : FEMIZDOWTIL, RNIET Ry 7 O7 a7 ED T 4 VvZ U 7SR
TLE&E,

* [RogueClients] : FEMIZOWTIX, RIEZ IA T bOT7aTREDT 4 NZ ) T EBRL
TLIEEW,

* Coverage Areas

* Location Regions

* Rails

* Markers

*Fa—IRA Lk

» Wi-Fi TDOA Receivers

* [Interferers] : FEAIZDOWTIL, FHRED 7 4 V2 ) T2 BRLTIZEN,

* [WIPS Attackers] : FEMIIZDUVNTIE, wIPS Attacker 7R TR ED T 4 VX V7, (84 ~_—
V) SR TLIESN,
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JOT7REDERK

A7 LD

<y 7oA |

HFOORHZFEHA LT, 778 A RS b, TZ7H¥ARS b e—b~v T, 274 T 0 b,

802.11 # /', RIET VA RA L b, RET Khv 7, BEXOREZ FA T METH 70T
RETANZCT IVRVALET, TANE) T FTva 28R LEL, [OK] 227U v L
i—a_o

%O Ra vy 72 v A RHNO [Show MSE data] % i ] L T, Mobility Services Engine 17 — %
O 2R L 9, 22 55k 24 FEE O #iH T, Mobility Services Engine D7 — & %
FRTEET, ZDOA T 3 1%, Mobility Services Engine 7% Prime Infrastructure [Z{F(ET D54
DHFERINET,

[SaveSettings]| %7 V v 735 &, BIEOE 2 —L T 4 NV ERENTXTO~Y v ST HH LN
T 7N MR ET,

ag)—oa e —Ca nESE

a7 bkoulr—ya VHREOREEZSLICED DD, HREICED HEE (BEmEE) LE
FIZEDIVEE (BRAMERR) ZERTEET,

7-E2E, EAT 4 U THROT B UL O E 1T 72 ok A R L CL MEEEER (Fa—
v, WFgEsR, BUESERE) 2505 LN TEET,

Cisco 1000 > ') — X Lightweight 77 £ X KA > kDT A

A

TAa Nk, TIZBARS LV FOBRIEDOAT—Z AR LET, T4 2 OMESIIKEIEIC
“EICXE£9, 29D CiscoRadio DD H B LV EKAREN, KEWEMAERA X OO %D
Eb\ij—o

GE)

TA 303802 11am & 802.11bm AR L TWDHEEIEL, B3 73802.11am AT — X A &R L,
TN 802.11b/gn AT —H A% R LET, T A 28 802.11b/gh DHAaEF L TNDHEE
(T, 7 A 2 ED802.11b/gh AT —F A&R LEY, ZARITIVERREAEZRLET,

WODOFIT, Primelnfrastructure T —H f LV X —T =24 ZAD< v TERTHEHINDIT A 227~ 0
F9,

RN T7OEARL 742 DEA

7432 | A

FEODOT A 2%, BEEORNWT 7 EA R N (AP) ZaRLET, HO LYy
%, A7 a3 > ? 802.11a Cisco Radio #%& L £9°, MO F¥451%, 802.11b/g Cisco
Radio D AT —H 2% /R LET,
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i =

Bl

BODT A aiE, HBFEVERTRVWEENHDLT 7B A RS FERLET,
Mo EY451%, 472 3 0 802.11a Cisco Radio #F L1, MO TF¥45IL.
802.11b/g Cisco Radio D AT —H A&7~ L £,

GE) HODRRT DT A 2 0E, 802.11a £721% 802.11b/g DT#E, /A X,
IRy Y, FRIFARM T 7 s A NVERKR DL LA RLET, B
DREIET DT A 2%, 802.11a B L TR802.11b/g D7 11 7 7 A JLIEL/
HHZEERLET,

RODT A a2 F, PREKRREEEFIIERREENDH LT 7 A RAL b
(AP) Z R LET, MO E¥451%, 72 3 D 802.11aCiscoRadio 7 L4,
Mo F2551%, 802.11b/g Cisco Radio D AT —H A&~k L E7,

IR DTN TV BIRBD T A 2 i3, BRERRERT 7 EBARAL L 2R L
FT, AT —HANHKTCE WD, KI5 TWVET,

IR N TR WREBDT A a i, 7o —FEnTnaRnWr s+
ARA L MERLET,

MORRIZHEN Ix] DTN TWAET A aid, EHEMTEDICENTWST Y
TARS U MEERLET,

EHEOBREAT IR EAOT A a2 0%, EEDRWAT v 3 - 802.11a Cisco
Radio () & EAE K T/RWEEENH 5 802.11b/g Cisco Radio (T) Z/R L F
T, 220 CiscoRadio DAD 5 H LW ERKZRFND, REVWEZMHIERA X Dth%
TELET,

ERSBRET TR REDOT A 2 0%, BEN R IEFICEEL WD, 47
2 2 ® 802.11a Cisco Radio (1) &, OLRXERLREEEZITERREENH D
802.11b/g Cisco Radio () Z/rRLFET, 220 Cisco Radio DD H H LY EK”2
FHR, REVWZAPRA X OEERELET,

PR EATTFEONREOT A 2 4%, HBEVEKRTRVWEERNH DL, 47
2= M 802.11a Cisco Radio (F) &, ORERREHEEITERREELH D

802.11b/g Cisco Radio () Z/~LFET, 220 Cisco Radio DD 9 H LY EK”2
FR, REWSZMAERA X OEERELET,

Cisco Wireless Intrusion Prevention System 2 > 7 4 ¥aL—>av A4 FUU—X16 i



B oo7seoss

<y 7oA |
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B

FEGBEATTEORREDOT A 2 0E, BEVERTRWEERH DL, 47
2 2 »? 802.11a Cisco Radio (1) &, FEEDRWA T 3 D 802.11b/g Cisco
Radio () Z/RL %9, 220 CiscoRadio DD HH LW ERKRSTA, KEwnw=
IR 2 OEERELET,

EOMRETFEORRREDOT A 2 0%, ORERREEEZITERREERH
5. A7 a3 @ 802.11aCisco Radio (1) & FEENLIEFICEELTND
802.11b/g Cisco Radio () Z/RLFEF, 220 Cisco Radio DD 9 H LY EK”2
FR, REWSZMAERA X OEERELET,

SR T TR ROADT A a0E, CRERREEELITERREERH
5. A7 a3 d 802.11a Cisco Radio (1) & HEMIEK TRWEENH D
802.11b/g Cisco Radio () #/mLET, 2-20 CiscoRadio DD H H L Y HKZ
T, REWEMPRA X OBERELET,

sy (A7 3 D 802.11a) TRV [x] 2MFNTWAT A a2 0E, mEHN T
% Cisco Radio WEFHM CENICIN TWNWAZ AR LET, LHINLTW56
SOHTFT— a—F 4 I BEELET,

BT IBARLA L N T A 2001, NEBD Side A 7T FOHMERT, DEWEEHIRSHY

£
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T D2, Primelnfrastructure T — % A L —T = f ZAD~ v TR THEHIN A EEIOFZR L

iﬁqo
x 12 KH
ZEND B A [
0%, ¥-l~y 7 Eofim,
x
45 . F2id~ v 7 EoAE T M,
@
90 £, Fli~v 7 EOTHM,
€
INHIE, REIOAEE 45 T ORI E 2B ORAIID 3 255 %Rk LTWET, 45 3 O8N
XH7HNEHE S5 OB FF,

TFOEARLAO D IATEED I AILE ) VY
TIRARAL L b7 T EHEEHNI L. [FloorSettings] DD HF WK EZ 7V v 745 &,
T4 NE N T F T a kG T [Access Point Filter] # A4 7R 7R v 7 ANFRINET,
TIVARL L NDT 4 NEZ ) T FT a2k, WOBEHMNEGENET,

*[Show] : ZDOF T a v RE U EZEBIRT D&, BHRAT —Z AETIIT 7 8A KA DA
T A ANRERINET,

N

GE) TIBEARA L N TA I DEIIT I EBARL Y POAT—H ZZESNT
B, BRENTWEIAT—H AL > TCT A a0 3y $4, 7o
T =T DT 7 3 MIERAT —Z 2T,

*[Protocol] : Ry 7 H 7 JRRND, RRTHMHES A 75 £F (802.11a/m,
802.11b/g/n, FE7-iZMJF) .

A

G¥) FRENDE— b=y 713, BIRUIZERY A 71T LET,
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*[Display] : Ku v 7 X URARNL, v T A A=V EIIRRENDT 78X KA b
DOFRIEHRABIR L £7,

° [Channels] : Cisco Radio DF ¥ F/VF B ZEK T 57>, [Unavailable] (727 &R KA
YR BER SN TORWES) 2R RLET,

Y

GE)  BAFREART YL, Ba—- FOREICL-> TERSh, FETHEI S
TWET, FEICOWVTIE, KO URL 22 LT 2 &V, http://
www.cisco.com/en/US/prod/collateral/wireless/ps5679/ps5861/product data
sheet0900aecd80537b6a_ps430 Products Data Sheet.html

° [TX Power Level] : BL{ED CiscoRadio DiEEFE I L~ (1 MEVY) F£721% [Unavailable]
(77 BAKRA L PPERINTORWES) R RLET,

)

G¥) BHLIWET IV BARALA L hDEATITEoTERZY E4, 10002 Y —X
DT ITEARAL FTIE1I~5DfH, 12307 7 BARAL L FTIE1~T7D
i, 1240 X100 YV —XDT VA RAL L FTIE1L~8DfEE LV F
‘é—o

WORIE, E(EES LV OB & RS 2 EHFETT,

F13: FEBHALANILE

EEBALRNILOKE BEHHRTE

1 [Ea— REETHAINDHmRDET)
2 50% DFET]

3 25% DFET]

4 12.5 ~ 6.25% DES]

5 6.25 ~ 0.195% DFE /]

A

GE) 73 LLid, Ha— FOREICI-TERS N, FETHAI SN TWET, FEMICONT
. O URL &ML T &V, 2http://www.cisco.com/en/US/prod/collateral/wireless/ps5679/
psS 861/product_data sheet0900aecd80537b6a ps430 Products Data Sheet.html
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* [Channel and Tx Power] : F ¥ /L L EEE S LIV DWS (L72137 78 X RA > bR
SN TWARWEATY Unavailable] ) Z2FRLET,

* [Coverage Holes] : 2t 3 U S D £ TIEBERBHL R FA T FORIGEZFR R L E
T B SNTWRNWT 78X R A 2 NIk LTI TUnavailable] ##R L, BEHREHE—
KOT 7R KA M LTiE (MonitorOnly] &/~ LET,

)

GE) Ny R—L T, VIAT MR TALY LR Ry hT—INEHDIES
EZAFTERWELO Z LT, #iixy NU—2 ZRETLHGE. IRy
NI —Z RO A NNy U RV EIROE G EBET HLERD Y
F9., BETHCHE-TOINL v Y R—NVOZY R EIE, 2~ 10%
TY, ZAUE, 100 DFTOTZ X ATRIRLIET A M vr—rarnd b,
2~10 PP CH—EANHIREIND AR H D Z 2B L E T, EH
4. Cisco Unified Wireless Network Solution ® Radio Resource Management (RRM;
ERRY ) —2FH) L TINLDH Ny ¥ R— VEIE R RFE S, 1T
TR —UXICHESNET, TRV ¥ I —F b OERIHESNTH
Ny Y Rm— RS LET,

*[MAC Addresses] : 77 BA RA L Ry ha—J27 V¥ — SR TWEMNE I NIZ
BfR7e<, 778 ARA L FPDOMACT RLAZERLET,

*[Names] : 77 A KA v "MaxERRLET, ZHIET 74V METT,

*[Controller IP] : 77 A KA > hRT VY m—hSnTWhHar ha—J7DIPT KL A%
FoRLET, TV vm—va VEMRBRENT-T 78X KA FTiX, [NotAssociated) %
RLET,

* [Utilization] : 7Y v — h SN2V T4 T > b THAAL ZATHHA SN TW D EIRIEOE S (%
B, BE. BLOF Yy xR G) 2FRLET, 7YYo —va Y ERRSnZT
7 & A 7"A » F ClX [Unavailable], monitor-only £— RO 7 7 & X 784 >k CiX [MonitorOnly]
MFTRSINET,

* [Profiles] : ®JT HAR L —X EFXOBEOAR., /A4 X, T, BXOIAL Y 3
A= FE2FERLET, BXTWARWLEVEIZIE TOkay) . BATWD LI UVWMEIZK
Mssuel . HEHEINLTWRWT 7 & & 5RA > MiZIiE [Unavailable] R L F9,

A

GE) [Profile Type] Ku v 7 # > U A M&HEH LT, [Load], [Noise].
[Interference], F 723 [Coverage] Z &N L F 7,

* [CleanAirStatus] : 77 A RA > h® CleanAir A7 —HX AL 727 AHRA > b TCleanAir
DENNE S PERRLET,

* [Average AirQuality] : Z D7 7 & A RA » FNOVHEWRMEEZR R LUET, FEMICIEL, 4k
ERERSE NG ENET,
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* [Minimum Air Quality] : 2D 7 7 & A "A > FOR/NERGEEF R LET, sHMIIE,
L o NERENE ENET,

* [Average and Minimum Air Quality] : Z D7 7 B A "4 > s OFXJER WE & K/ VR WE %
FoRLET, MR, AL CEERGE. BIUORNERMENZENET,

* [AssociatedClients] : 7/ v =— hEINTWB I TA T bOKERRLET, BRI TW
2WT 72 A KA MZxt L TIE [Unavailable] % %75 L. monitor-only E— KD 7 7 & A
RA > MZxt LTl MonitorOnly ] 27~ L £,

)

GE)

i

T Y IN—T4

* [RSSI Cutoff] : K27 &7 U R hHhb, RSSI Cutoff L~/L %8R L EJ, RSSI Cutoff
DO#EIPHIZ -60 dBm ~ -90 dBm T,

* [Show Detected Interferers] : = v 7 Ry 7 A4 2T bH L, 7I78AKRA Y P THRIES

L3 XRTOFWERRLET,
* Max. [Interferers/label] : K2 727 U R Rt 9L T EICRR SIS THORKREL
IR L F7,

BETHTRTOT 4 NE Y o THEMERRINLTZL, [OK] 27 U v 7 LET,

TOERARAV M E— Y TOIATEEDTAILZ )T

RFE—h=y I, ZENOEE L EE~y 1B E L THELE, RFUALSAVY LA TFT—EDS
774/7§TTTOﬁf®tw%7/7ﬁyﬁﬂ%ﬂ%?w\77?T®ﬁﬁ\%iUAN%
BEINCESHTHREINET,

[Access Point Heatmap] 7 & 7 5% i€ & A 202 L. [Floor Settings] DO EFENRHEZ 7 U v 735
ELE— "y T DT 4NHEY T F T g &G T [Contributing APs] Z A T 1 7 INFEIR SN E
T FEMICOWTIE, RFE— h=y 7OHREIZONWTESRL T ZE Y,

Prime Infrastructure TiZ4# A I v 7 b — by 7IPNEAINE L, ¥4Iy e—bvy
T HHNZT D & Prime Infrastructure (34 X472 RSSIfEZ £ T 72Dl — b~ v 7 HitHE
LET, A4 Iv7 b= b~y 7 Z2RETDHFIEOFHEMZIOWTIL, v v 7 a7 1 Off
EESBLTIIEEN,

TIEARA L N b=y T DT ANE) T AT a0E, WOHAREENET,
* [Heatmap Type] : [Coverage] & 7213 [Air Quality] Z &R L £ 7, [Air Quality] ZZR L 7-55

. 7728 ARAL U O — b o7 XA TEVHERGEE-I3IR/NERLE TEHIZ
TANZ ) T TEET, ZUTHIA T g REUERIRLET,
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A

GE) a7 HEI T F— R TR RL L " B AEES. IDSE—F~w v
BATELIZIINRN Ly b= =y T XA TONTINEBIRTEE, B
NLyY b— by 7 TlE, T=F F— R T 7R KAV MIBAENE
—3‘0

)
G¥) IRy Y b= vy PBIOEREME e — by FTE, a—L E—
F. FlexConnect ®— K, 72137V v E—RKD AP OLMNEFZR L F T,

*[Total APs] : ¥ v FICEESNTWNDIT 7R KAV hOKEFRRLET,

CTIRBARA LV NDF 2w IRy I AEF N LT, A A=Y vy T EZFERTHE—F
~ v TEPRELET,

LT DT RTCOTANE ) T HMEERR L6, [OK] 227V v 7 LET,

[AP MeshInfo]l D 7O F7EED T« ILEZ YUY

A

G¥)

[APMeshInfo] = v 7Ry 7 AX, TV T TIZRVARA L IR T7a 7 |ZEBMENLTNS &
TDOHBERINET,

TDF v IRy I RAE AN T B L, Primelnfrastructure X2 br—F EO@BEEBBL, 7
Vol TI7ARA L MOEREFERLET, ROEFERPFRINET,

CFTIRBARA LV NEBT 7HARAL L MDDV 7,
CFTIEBRARAL NINOET 7R RA v DM A TR,

EERMEELEL (SNR) ZoRd, it anizl o7, fEan) v 7 iEEmVWSNR (25dBHE)
FLUPBOY IR D SNR (20 ~25dB) . RED Y 7 13IEFITIEV SNR
(20 dB #iii) EFLET,

[AP Mesh Info] 7 & 7 5% € Z A 2hiZ L. [Floor Settings] DAMDOEFE WK EZ 7 Vv 7 F5E, A
aDT 4 )HE ) T F T a & E e [Mesh Parent-Child Hierarchical View] ~<— UMW R /R S iU E
ED

~y T RICRRTDT VA RA L bEBERT DL, v v Ea—ZBHTEET, [Quick
Selections] K2 > 7' X7 A MWE, —KTI7EARAS Y NOREIRIRT 50, 1 FBDDER
TG AFEDDR Y T OBOAEZE DR v FZ2IERT 500, £ETXTOT 78 A KA v i
RLUETF,

G¥)
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FT7I7RARA L b aFoRT DT, TOBRPBRS N TWDLLENDHY 7,
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BETHTRTOT 4 NE Y T HEMELRINLIZH, [OK]Z7 U v 7 LET,

DSAT7MDT7ATEREDITAILE) VYT
A\

GE) [Clients] A7~ a3 &, £E U T 1 % — 32 Prime Infrastructure |ZB I 3L TV D E DAHAFK
RSNET,

[Clients] 7 B 7 REZHMI L, HRUOENRAEZ 7 Vv 732 & [ClientFilter] ¥ A 7 1 778
I ANMERINET,

DIAT L bDTANEY) T F T a0, ROBEABREENET,
*[Show AllClients] : F= v 7Ry 7 At T dHE, ~v T LEOTRTOI T4 T2 b

BKRINET,
*[Smalllcons] : F= v IRy 7 AZXNZTHE, v T LOEZETTAT U NOT A 2Dk
IRENET,

A

GE) [Show All Clients] = » 7 /R v 7 A & [SmallIcons] = v 7 KR v 7 A% F1Z
TLHE, ZOMDTNTO Ry TFE Y UR S Ty a URKAEIZRD E
9, ?2?[Smalllcons] F=v 7Ry 7 AEFT7ICTHE, TYUUIZMACT R
A, TRy N, Ty N INA—TFRE3 78y b A7V 2RRTDHNE
) IERTX £9, [ShowAllClients] F = v 7 Ry 7 A& 4712 5HE, 77
AT b7 g NZ ) 73D HEEEEL, BEDSSIDZ AN TE 7,

* [Display] : ¥ v 7 FICERTHZ 74T bOi#MF IP7 KL A, 2—%4, MACT KL
A, TRy M, Ty N IA—T FLEFTEY N ATAY) 2ERLET,

*[FilterBy] : 7 7 A7 "Nae T ANEZ ) TFTHNTA=FZRINLET (IPT FLA, 22—
P4, MACT LA, Ty MMy, Ty N v—" Ty N 730 Flid= o b
2—7) , BRLEL, FFEOTNNAAZTXARN Ry 7 AZANLET,

*[SSID] : ADAIRE/RT XA N Ry 7 AT T4 T hDSSID # A LET,

* [Protocol] : K w747 U 2 hpvh [All], [802.11a/m]. 71 [802.11b/g/n] % 84K L &
‘g—O

C[All] : FEINOTRTOT 78 A RA Y hEFRRLET,

°[802.11a/n] : 802.11a/n MEAHEMEZEHT 27 747 MIxT 20 by o RF—
HRTEMNEDFT—N—L A ZFRLET, ZEEZREICEIVFRE (35dBm) ~iR
WHE (-85dBm) THRINET,

° [802.11b/g/n] : 802.11b/g/n AL EAZEHT 227 747 Mxtd o 3Ly 2
B —2 RO EDE— =LA TR LET, ZEEFREICLVIREAE (35dBm)
~ENFE (-85dBm) TEEINET, ZHUET 7 4/L METT,
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EQPANLED::
so7geoEx I}

*[State] : Ka w7 & U AR5 [AlllL [Idle]. [Authenticated]. [Probing]. 7213 [Associated]
EIRLET,

FETDHTRTCOTANF ) THBELRIN L6, [OK] 227V v 27 LET,

82N 2V DIAFTEHRED T 4ILZ Y

[802.11 Tags] 7 R 7 X EEZ AN L, HAMOEFENKHNE Y U > 7325 & ., [TagFilter] ¥ A4 7 02
NFRENET,

BRITDTANEY T X g 2id. WOBBBREGSENET,
*[Show All Tags] : F= v 7Ry 7 A4 LNl ThHE, v~ v 7 EOTRTCOX IRERINFE

7
*[Smalllcons] : T v IRy 7 AZXNZTHE, v v T LOXFTOT A 2 BERINE
R

A

G¥) [Show All Tags] = v 7 /R v 7 A & [Smalllcons] T = v 7 R v 7 A% A N7
LHE, ZFOMODTXTO Ry FZ Y AN AT a URREIZRD E
9, [Smalllcons] F= v 7Ry 7 A%2FT7I23HE, TULITMACT R
A, Ty N, Ty N I N—"FE3 78y b 73V ERRTENE
IINBIRTE ET, [Show All Tags] F= v 7Ry 7 A4 72T DHE, X7
T ANE) T DL HERRECEET,

* [Display] : v v 7 RIZRRT 22 7O+ MACT RLVA, Ty MMy, 7y 7 L—
7. ERETEYy M T AY) AEIRLET,

*[Filter By] : 7 7A T haT 4 NE ) TFTHNRNTA=FEERLET (MACT FL A,
Ty NG, Ty NIA—T TRy b ATIY, FRFarbe—F) , ®BRLEL,
BEDTNA AT XA Ry 7 AZANLET,

BETHTRTOT 4 NE Y o THEMELRINLTZL, [OK]Z7 U v 7 LET,

AEAPDOIOFEREDITA4ILEZ YUY

[Rogue APs]| 7 a 7% EEXHIZ L, HUOFNWRHAZ 27 U v 27 3% L [RogueAPfilter] ¥ A 7 1
TRy I ANRFRINET,

REAP DT 4 NEZY T F 7 aq0id, ROHEEREENET,

* [Show AllRogue APs] : F= v/ Ry 7 A4 lTDHE, ~v 7 EOTRTCORET 7 A
AV PIMFERENET,

*[Smalllcons] : F= v VR 7 AeFNITHE, v T EOBERET 7 BARA L DT
AAVPRRINET,
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<y 7oA |
JO7REDHER

A

GE) [Show All Rogue APs] &= v 7 7R > 7 A L [Smalllcons] = v 7 R 7 A%
NZTDHE FOMOTXITO Ry Xy JR N AT g UPRREITR
D E£9, [ShowAllRogue APs] T = 7Ry I RA&A7I2T5L, RIET 7%
ARA Y VT 4N ) T HHEERETCEET,

* [Show Rogue AP Zone of Impact] : NIET 7 AL BFEEY — 2R T HHAEIC, 20
Tz IRy 7 AeF N LET, REICELDEEY — 3, REAP OEREFEENE, RIE
PICBEMITONTEZ TA T FOBIZEVRED £,

°RIE AP IZBEHEFHT BN TFA T FOIZE T, v 7OV — 2 DOBOYE S Rk
ERR= 3

R — U OEEL, IROARIE AP OIXEENTHE SV TIRED £7,

& 14: ZEEBN

g EIEEAN Tx Power HiI{E
2.5 GHz 20 dBm 18 dBm
5 GHz 17 dBm 15 dBm

* [MAC Address] : FFEOMAC T R L A& FRT HEE1E, TOMACT KL A% [MAC Address]
TXARN Ry 7 AZANLET,

*[State] : Ka w7 &7 UX MEMHLT, [Alert], [Known], [Acknowledged]. [Contained],
[Threat], ¥ 72!% [Unknown] 2> HE UiIAD AT — F 2B L E T,

*[OnNetwork] : Ky 77X YR RNEFEHL T, xy NIV —27 EORET 7 A KRA 2 |
HARRFTDONEIDREELET,

FUTLHTRXTCOTANEZ ) T HEMELTRLI-H, [OK]Z7 U v 7 LET,

FREF7FRYIDIATEED I AR YT

[Rogue Adhocs] 7 R 7 REZ AL, HRMOFWRHAEZ 27 Y » 7925 L. [Rogue Adhoc filter]
AT PRRFRINET,

RIET KRB I DT 4 )EZ ) T A7 a0k, ROBBAREGENET,

* [Show All Rogue Adhocs] : T = v 7Ry 7 A4 NlT5E, v~ T EOTXTORET R
By I PERSNET,

*[Smalllcons] : F=v 7Ry 7 At NlTdHE, v T EOXKRET Ry 7 DOT A 2 n
BRINET,
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A

GE) [Show All Rogue Adhocs] = v 7 78 7 A & [SmallIcons] T = v 7 7R > 7 A%
FAATTDHE, EOMDTXTO Ry FET L YA AT 9 o BIKEIC
72 F£9, [Show All Rogue Adhocs] = v 7 Ry 7 A%t 7235 L, RIE
T KRRy 7T 4 NE ) T THHEERETCEET,

* [MAC Address] : FFEDOMACT RLRAZ R KT H5E1E. £DOMACT R L A% [MAC Address]
THFAN Ry 7 AZADLET,

*[State] : Fa v 7F& o URX MEFEHL T, [Alert], [Known], [Acknowledged], [Contained],
[Threat], F 7213 [Unknown] 7»HEf UiAD A7 — M &R L £ 7,

*[OnNetwork] : Fry7X T UZAREEHLT, Xy hT—27 EORIET RAR Y 7 ZHRKR
THENEIDRELET,

LT DT RTCOTANE ) T HMEEER L6, [OK] 227V v LET,

FEIVSATUMDIATHRED T ANLE) VYT
[Rogue Clients] 7 = 7 &REZ AL, HRDOFWREIZ 7 Y v 27325 & [Rogue Clients filter] 4
AT IRERRINET,
REZTAT VU DT 4 NE )T F TV a ilid, ROBEAREGENET,
* [Show AllRogueClients] : F= v 7 Ry 7 R&FNlTHE, ~v T EOTXTORIES T4
T IRRERRESNET,
*[Smalllcons] : T =y 7Ry I A2 ANl DL, ~ v T EOEREITAT U NOT A2
MERSNET,

N

GE) [Show All Rogue Clients] F = v 7 R > 7 Z & [Small Icons] F = v 7Ry 7 A%
FUNCTHE, ZOMDTNTO Ry FE T VRN AT a URKAEIS
720 £3, [ShowAllRogueClients] F= v 7Ry 7 A% 472 5H L, RIEY
TAT v N T 4B 7T L kAR RETEET,

* [Assoc. Rogue AP MAC Address] : FfiED MAC 7 RL A& K RTHHEX. TOMACT R
A% [MAC Address] 7% A h Ry 7 A AT LET,

*[State] : kv X o U X M&EHEHLT, [Alert], [Contained]. [Threat]. ¥ 7= [Unknown]
MBECIADOD AT — F &R L E T,

FETDHTRTCOTANE ) P THBELRIN L6, [OK] 227 Y v 7 LET,
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B oo7seoss

FHEREDIT AN
[Interferer] 7 B 7R EZ AL, AMOFWEKENEZZ Y v 7925 & [Interferers filter] 4 7 1
TRy 7 ANFRENET,

THOT4NE Y T FT g ilid, WOEANEGENET,
* [Show active interferers only] : = v 7Ry 7 A A L NZTHE, TXTOT 7T 4 7 72T

MERSINET,
*[Smalllcons] : Fx v 7Ry 7 AeA NI DL, v v T EOXETHOT A a v PRRSNLE
ﬁ‘o

* [Show Zone of Impact] : BB ENRTFHOEEFERLF R LES, HOREHEITZDOER
FapRLET, R—BOMITWI-FIBEZHES 2 v ethtnd 5 ImynHgae R L,
WE 7 BOMIFEWT SR LET,

CHUT LT RTOTANE Y LR L6, [OK| 227 Uy 27 LET,

wiIPS Attacker 7O 7ERED T4 ILA ) 2T

[WIPS Attacker] 7 2@ 7 EZ AL, AROFWRHAZ 2 YV v 7325 L [wIPS Attack Filter] 4
ATRTRY 7 ARERSNET,

(K& 2 BMmLET)
wiIPS Attack 7 4 VX2 ) T DA T2 a RPN EENE T,
* [Show All WIPS Attacks] : = v 7Ry 7 A&E A NZTHE, v v 7 EOTTO wiPS K

MFERINET,
*[Smalllcons] : F= vV Ry 7 REeFNCTDHE, vy 7 EOK WIPSHEBEDT A 2 L )3HRKR
ShET,

A

GE) [Show Al WIPS Attacks] 7= v 7 /R 7 A & [Smalllcons] T = > 7 7R > 7 A%
FUNCTHE, ZOMDTRTO Ry FHE T URA NI T g BIREID
720 F£9, [Smalllcons]| = v 7 Ry 7 A4 71295 L, T~ULIIMACT
RLVA, TI7—=L 073V, TIT—LAERKRTLONEIDERIRTEET,
[Show All WIPS Attacks] &= > 7Ry 7 A& F 7295 &, wiPS WEBEZ 7 ¢
NBY o TTDHHEREETEET,

* [Filter By] : WIPS WD 7 4 VK2 ) o T DOFEMEICT H T A—H @R L £,

° [MAC Address] : #iED MAC 7 R L 22K RTH5E51F, £DOMACT R A% [MAC
Address] 7% Ak AR 7 A AN LET,
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so7geoEx I}

° [Alarm Category] : [Alarm Category] K2 > 77X D VR MWL T T —LDH 7 A 438
RUFET, ®IRAEEZR T 2 U (21X, [All Types]. [Security Penetration], [DoS] 3% Y
£

Y

GE) TI—=LAF BRLEET 7= A7 FAVICESWTASNET,

° [Alarm Name] : [Alarm Name] K2 v X0 YR MW7 7 — 24 28R L 7,

AT LTANTOTANZ Y T HELER L, [OK| 27 Y v 7 LET,

10: wiPSIREZD 74 ILB YUY

Haps Tree View 5 Floor View

Miralin = She Mags > Sysem Campus > 5304 5 Floor 4
m & Deta may be deliryed up to 15 rinutes of rone dependng on background poling intenal

8 Acam Poin * . . - aites Rl rase
s >t eI D e a5 3 4, ¥
F I cies » P TR i e e [ 1S T
F ) ezt %
FIEN mogus e 3 = — =
OB secng *
EIE Rocus cieen )
O - 50 ft o — ——
ar
Sl s
B+
T W croimscin
I ? -. g P Afinch il
W s amscn » Tol #iPS dmsc 3
Bt dli wiP S A
L e paes
4 P
]| meac assen
Lol SRR ] Alee gy | Secwrey Penetraton |«
= pr— Algee Hama | Daace probing for AP |
Lead |
— 5
[
ded L out of 1 T 1 : Dremonacy attack on EAP methads
s nading Tags g Frease aie e W80 05 Wiy 1 the raddle attick
;ocdcld E‘h! 0:351“:“““ Suspictn after-nours tffe detected
ana losding o ttacin

Loadad 83 oot of 83 Clants L :‘SI;'; t:;i::nelti-:liaed
Gons loeging Cherts Saft AP or host AP detected

Unau:!}nm!d AL ST

Assgnmrant B Arsnarf attack
= 2 ASLEAR tool detected
| MaFformed E02.11 packets debected
200 T} Fake DHOP server detected
| | EAP attack againat 802 1x ssthentication

Honeypot AP detected I

NetStumbler detected |

Whebenrdler detected

HoTiooter ol detected oy .

Fagt WEP crick thol detecied ___ k=] I !‘-' ] L| & 2

- ETIER. R e R R | ™

~y SRR ENDET NAREXKHNT D720, ROT A arPEHSET,
Mn:74a>

Attacker '!

Victim

__!!_li
Unknown device ”

380415
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B < 7 ssU0APO -3y F—2DSVR—F

TYITBELUVAPOY— 3 T—3DA k—k

AT 71
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6
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Autonomous 7> 5 Lightweight 77 7 X &8 A > M2, 3L O WLSE /5 Prime Infrastructure (22542
TAHEA. BHFEIEDO 1 oL LT, 727 8RR KA 2 FEGETEHR A FE) T Prime Infrastructure |
ADNTHHERHY £3, ZO0MEEHEIET 572012, WLSEDH T 7 X RA 2 MIET 5
¥R %E =7 AR — K LT, Prime Infrastructure (21 > R— F T B2 N TEET,

GE) Prime Infrastructure X, tar 7 7 A L EZFREL TWA=D, 77 A )V A R — FT BRI tar
VRN EIDETF 2y 7 LET, AR —FLEIELTNDE T 7 A D tar 7 7 A LTI
WAL, Prime Infrastructure IZ =T — A v B—VUNRFRIN, BIOT7 7 A NVEA VR — T
HieboTa 7 MREREINET,

GE)  WLSE 7 —# =7 AR — Mg (WLSE /N— 3 2 2.15) OFERIC OV TIEL, kD URL %
B L T 7Z&V, http://<WLSE_IP_ ADDRESS>:1741/debug/export/exportSite.jsp

Prime Infrastructure Web f > % —7 = A AZfEH LT, Yuxr &~y 7L, WLSET —# &5
fotar 77 A NEA R —FT DI, ROFINEEZFEITLET,

[Monitor] > [Site Maps] % &N L £ 3,

[Selecta command] K72 > 7" #7 > U A R 6, [Import Maps] IR L, [Go] #7 V v 7 LET,

[WLSE Map and AP Location Data] 47> 3 VU Z®IR LT, [Next] 227 UV v 7 LET,

[Import WLSE Map and AP Location Data] ~*—3""C, [Browse] #7 UV v 7 L TCA v HR— T BT 71 V55
RLUET,

AVHR—=F T D tar 77 A NVEREDITTEIRL, [Open] 22 U v 7 LET,

Prime Infrastructure Ci. [Import From] 7§ A k iR v 7 A7 7 A VDAHINERINET,

[Import] 227V v 7 LET,

CSICELTTF7ANNRT v7ua—RE, 77 ANABLEINTWDHIE—RIZT7 7 A vide—h L

TALVY RVIRGESNET, 77 A VCRBETEX 20T — 2 B EEN TV 54, Prime Infrastructure

HEEZEE L CHAITT A2 L) 2—VIBLET, 77 A0 a— KN5E T35 &, PrimeInfrastructure
WZIBIENT=NEZ 7~ d LR — b2 Prime Infrastructure [2F R &N E T, LaAR— M2, BIITE 20N
ReZzoEm bR INET,

A VR —= T BT —XD—ERNT TIZIFIE L TV DA, Prime Infrastructure Tid, & v /XA DA
BT —2 %A L, EAT 0777 OREIEA R — NSNle T — % TBFEOT — 4 % L#HE
LET,

GE) WLSE 4 F & BT 4 7 OfAEHHE, B O Prime Infrastructure 5§ ¥ > 73 A (F 7213k b
fLL_NAVDENVT 4 7)) L ENT 4 2 7 OMBEDEDORIZER T 240023% 5%, Prime
Infrastructure D EITRIA R — F UAR—NMZ, BEFOELT 4 V7 EHIRTHZ L 27T A
t—URERRINET,
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soriEsoE=42u>y I}

ATY 7T [Import] #7 V27 LT, WLSET —H %A L AR—hrLET,
Prime Infrastructure |24 > — h SNZNEEZRTLAR— FBRRRINET,

AT9T8 A K- bMENTT—F%F/RT HITIL. [Monitor] > [Site Maps] Z 2R L £,

JOF7EBOE=21)>2Y
TuTHERIT. BT D& T a T OER T, AMBEOSNE I L CRIESET, = o4E

IZIE, rE—, HITE, =1 _X—¥ ¥ 7 " BREEN, EEEEULT 4 7 TIET_XToOHHE
ZERNEGENET,

ZITIE, ROWFICOWTHILET,
MR~y TEEH LSV BL A =24, (87 2—)
T IRARA L hOT v THEEA~DEMN, (88 X—)
T RARA L FORLE, (90 ~—)

Ry TEEALI/IAVELIUVR—L4A
BE
vy TEBBT I, v YA RS ES Y v LinEE, HILVBFICY v EY I B KTy

TLET, £ SNURHIZFEHLT, vy FREEHEILICBEITAZ L TEXET, 2T
~ v 7 OEEMIIHY 7,

6= F—AR— FORHIF—ZMEH L TN VEEEZFIT T 5286 TEET,

AR—=LA 2V ERXR—=LTI b : RT—ILOEE

A=A LYVIT BB OB EIC L > TRV 9, SBEOEBROLE. K0 EEOX— 4
LRV EFHTEET, SEIEFRATF N TYy TOFRFREEZZEZ DTN A =L LAULR
Eoh, FOoRPFEMIC2 720 JR#IZ/e>72 LET, ~ v 7OHEAr—%Z2/hS< LT
HERECLTH, FLKREOYy 7 H Y £77,

<y T E IR TR T DI, A=A A VT HXNERHY ET, v T LMD — L N—
EHEALTCINEZBIETCEET, A= "= EHIchs [Hitmz2 2V v 7 LET, HDHELHT
EHDZ A=A T HI0E, TOHNEZ TN v 7 LET, ~ v T EHINOHEETERRTD
WX, A=AT7 U M TR ERHY ET, ZNETOITIE, A=A N—DOTFHIZHD [[]ilm%x
27Uy LET,
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<y 7oA |

B 77exf1rroTn7EgE~ADEM

A

GE) ~YUAELFF A REFEH L TA—L28ECEES, F—A—F2HEHLT, [+ £
T[] PELEE 7Y v L, A=A EFRIFA—LT T RLET, vTRADOEAIT, v 7R
DA a—)L RA—NVEFH L TA—b A FEFRIFA—LT 7 NLET, F2iZ, ¥T7 17
Uy 27 LTA—LA 2 LET,

TOEARA2 FOT7AOFTEEADIENM

ATy T
ATy T2

ATvT3
ATvT4

ATy TH

ATvT6
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PNG. .JPG, .JPEG., F7I%.GIFEXD 7 r 7 X & EI\MEiko~ »~ 7% Prime Infrastructure 7 —
B _R—Z B L7-#12, Lightweight 77 ¥ A KA > b TA ava~y 7 EICEE LT, BV
T4 TNOBRENEBEEZRTZENTEET, T HVARAS LV M2 7o 7 iEEk s BAERIZEMN
T 512, WOFELZFATLET,

[Design] > [Site Maps] %8R L =7,

[Maps Tree View] F 72X LMD A K/3— X =2 —® [Design] > [Site Maps] 75, %3475 7 17 &R
L. [Floor View] X—Y &Rl & £,

[Selecta Command] K&z > &7 U A k735, [Add Access Points] Z3ER L, [GOl %727 Y v 7 L% T,

[Add Access Points] ~—C, 7 7HIKIZIENT 57 7 BA RAL L NOF =y IRy I A% F NI LE
ﬁ‘o
GH) TIREARA L NERBET HHEIE. APAETLIEIMACT RL A (f —H 3y bR /1P %
[Search AP] ® [Name/MacAddress (Ethernet/Radio)/IP] 7 % A b R 7 ZIZAJJ LT, [Search] %
7V w7 LET, BB TIIRILFE/NCFIIXBI S ERE A,
GE) 7a7BLOBRAMERICELZE D Y TONTWRNWT 78X RA 2 FOHNY A MIERII
*7,
GE) VAMDERICHDLTF =y IRy 7 R F 1T VITRTOT A RA v M ERIRL
R
BETHTRTOT 7 BARA BB IRESNTEH, 77EBARA N VA MO TFEHIZH D [OK] & 7
U w7 L%9, [Position Access Points] f\°*“‘/“7§§2§ﬁ“éﬁ”bi?‘
a7y <y FIBINTHEOIGER LA T 78 A BA 2 ML, IREOHTERSR (T278A BA 2k
AR°MAC T FLRIZEV KR | 7u7 =y 7Ok sy im%ﬂifo

BT IBARA L b7 Yy L, W@YRMEBIZRT 7 LET, T7EBARA L MIBREIND EF

BIZEDY T,

GE) < T BT VA RS N KT v 7§25 &, [Horizontal] 7% A b 7R 7 A & [Vertical] 7
XFARNRY 7 AT 78R RA 2 bOKFEALE & BEMENFRESNET,
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| <vJnEm

GE)

GE)

GE)

GE)

72z Ka v rpvo7ags~oen [

BT I HRARAL L FNOBED/NENBRENIZT 7 A RAL L FDSideAxEL, £7 27 &R
RAYFORENL, 77 BARA V IPRFRESNT-HAE KT HLENRNHY £7, Side A X
ZTNZEND 1000 >V —A T 7B A KA b ECTHIEICEESNTE Y, 802.11a/m HEHRE & 1 XBIR
HYE¥A, HFHOREZFTIEST HIZ1E, [Antenna Angle] K v 7 Z 72 U R ML s
mZERLET,

TIRARA LV NERIRT DL, 20T 78R RA 2 FOFEHINS—VDLEMANIRRINE
T T EBARA L FOFEMIZIE. ROFEHRNGENET,

*[APModel] : IR L7=T 7B A RA L bDOETINV XA TEHRLET,

*[Protocol] : Ky &7 URARNE, ZOT7HARA L hOT 0 ha)La@R L%
j—o

*[Antenna] : K v 7 &7 YR RNE, ZOT VA RNA L COWYIRT T+ 2 A7
R L ET,

* [Antenna/AP Image] : [Antenna] Ku v 7 XU URA RNNLER LT TR 77 A
=V ENE T, TUTFTAA—TYOLE EORME U v T 5L BHBOY A X
DR LET,

* [Antenna Orientation] : 7 > 7 7} % A 725 U T, [Azimuth] & [Elevation] @ 717 % 5 CA
HLEF,

[Omnidirectional] 7 > 7 F D /3% — 2 TII G ADBHFIE L 72 < 72 578, [Azimuth] 7> 3
IFRRINET A,
WHERT > 7 Clid, 6 CIERE M O FE 3l 5 ORI EH S vE T,

TUTFOAEL, vy 7O XENIH L THANTT, X OKE) EESIOY (EEH) EE
DFEIT~y TOEFOATHDIT-0H, 0FIXT 7R RA 2 hD Side A A2, 90 X Side
A ZTIZ, 180 FiX Side A Z AT B Z L2720 £,

7 7 F O Elevation (FEEH) (X, BKAKOEETT »7F&EE (LT) ([CBBHT 500
HEnEd,

BT TEARA Y PR~y 7 EOELVMIEICRESNTNDZ L, £2T7 7 FOHMMIE
LWZ e ZERLET, v T a2flio T, INLYyTVE—ARORET 7 EARAS VN EFHALT
L e XL, ERERT 7 EARA L NONERONEETT,

T T OBEES R OABER L OHNA DY — U DFERIZONTIE, RO URL B L T ZE0,
http://www.cisco.com/en/US/products/hw/wireless/ps469/tsd_products_support_series home.html

AT TT1 BT I7HBARAL L FORELFHENTTLIZS, [Save]l 227 ) v 7 LE T,

| 0L-29331-01

G

GE)

[Save] %7 Vw7 425E, TIVBARLA LV "DT T F FAUNBIR LT o7 FI—8HLE
T ZAUTED, AV By hSNDHAREERH D T,

Prime Infrastructure (2 X > T, W 3L v VHHIED RF PHINHEINET, ZORF FHlIE. &
AUy P~ v 7 O RFESOMEMHEEZ R L TWDID, —RNIZIE Te—F vy 7]

ELTHLNTVET,

T2 TIE, AEEREROMIKIR Y, AT 4 T DS ESERFEMOBEITEE SN TELT,

RF 5 5 M FEEMICHINR 5 B L TR SN2 ERBRO RF (5 558 OUTPUE 721 B FER

ENTHET,
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<y 7oA |
B 7/txK1oroRE

G¥) VYT DT A KRA L NOREOFEMIZOWTIL, [T278A KA FOBE]  (10-14
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HHIOX v /A% 27V v 7325 L, [Design] > [Site Maps] > [Campus View] X— U NFR R INFE T,

[Selecta command] K= v 7% 7> U X h)y6, [New Outdoor Area] % 3R L ¥ 97,

[Gol #7 U v 27 LEJ, [Create New Area] X— U NFRIINFE T,

[New Outdoor Area] ~— T, ROIEHRZE A LET,

* [Name] : 1 L\ EAMEL D == — P E R D4,
* [Contact] : == —HEFR DRI D4R,

* [Area Type (RF Model)] : [Cubes And Walled Offices], [Drywall Office Only], [Outdoor Open Space] (7
xR

* [AP Height (feet)] : 77 ¥ A KA > FO@EmEE AN LET,

* [Image File] : BAMEIK~ >~ 7% &8 7 7 A L D4R, [Browse]l 27 U v 7 LTT7 7 A NVEREK L E
TO

Cisco Wireless Intrusion Prevention System 3> J 4 X2 L—>3> A4 K 1)1J—X 16 ||



<y 7oA |
B J5.-r5=—ro@R

ATv7T1 [Next| 27U w7 LET,
ATv T8 [Place] 27 U v 7 LT, BAMEKAZF v /32 v 7 FICEE L E£9, Prime Infrastructure TlX, ¥ ¥
A7y T DY A XNZHDE T A AEE I BIMEBRO AN ERR S v E T,
ATv 7T BAEHEONATEEZ ) v 7 L, S¥ o "2~y T LORAMOMNEE TR v/ LET,
ATV 10 [Savel 7 U v/ LT, ZORIMEKE ¥ ¥ 2 A EONEE T — X _X— R RFLET,
G¥) EAMEIICIE, %47 5 [Maps] X—VIZBEIT 27200 DA 3=V 7 BEEA T HivE
R
ATV TN ((EE) HLOVESEBICALE Y LB A E#RZFI D 4 T5IZ1E, [Edit Location Presence Info] % 34
L. [Gol 27V v 27 LET,
G¥) 7 7 4/ hTlX, [Override Child Element Presence Info] = v 7 7R v 7 AN A N7 > TOVET,
BAMEIBICOWTIR, ZORELZELTHLETH D A,

I RN > N
o509 E—FDER
T = RTIR, T =T =N EgEE&NnNS 7T U 74 BT Map Editor
FHREET, TOT IOV U4 RuBRTaTOR=UNLBEIL TV AL, Ta T OR—
TITER - T, Map Editor Z &8 2 MLERH Y 77,
T—=H NTT 4w, BERNT T4 v I BIOMBERENENT 7T 4 7nE D kS0
T, T77EBARA L FOWRINLIBB IOV EAFRTEET,
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| <vJnEm

A

FIa—IRAU bEFERLE2TONBREDEEDR L

GE) T =r = RTEH, 72 b3k (802.11a £7-11802.11b/g) ITHRESIND AL—T v
MZHESNT, X*y NU—INTREI ANV Y PERMIET 57 DICM B G5 T 7B X KA

v NEBEREEINET,
WAV A=/ R OV R AV IV

*[AddAPs] : ¥~ v T ~DT 7 BAKRA L FOBMEAGEICLET, FEMIzO VT, 7

7BARA L hOTaTHEIRA~OEM) (10-11 ~—=) ZZRLTIIZE,
* [Delete APs] : IR L7277 R KAV FEHIBRLET,
* [Map Editor] : [Map Editor] 7 4 > R #B & £,

* [Synchronize with Deployment] : 7 > =27 £— RKOT7 7 A KA > N EBIEOBEA T

FTUVAERLET,
* [Generate Proposal] : BAEDT 7 B A RA v NEADT T =0 T Z R R LET,

* [Planned AP Association Tool] : Excel £721Z CSV 7 7 A /L) H AP 7 Y v =—3T 3 VDB
e HIBR, F£7203A AR —FEFEITTEET, TI7EARAS U NEEL LTS, [Planned

AP Association Tool] ZfEI LT, TDOT 7 A KA v b &_X—AEHDO MAC 7 R L&
W27 V= R TEET, AP BB INRWGA, APIIAZ 3 Ny MZED
o AP s hic LTy ym—hEahE T,

Y

G

AP 7V m—3 53 021F, AP X7 a7 E 213 RAMERICE S 20 & S
RAHY 3, APATTIZ7 v 7 £IIBRAERICE V Y THRTW A S
L, AL Ny RISAP ZRFEL, 7 v T R BEAMER D AP 23
REn-exc, HESNEZ7a T ICRESNET, 1 OOMACT FL A%
RO 7T ETFBAMERDO Ny MCATIT5Z EIXTEERA,

G¥)

~ v ZORENL, AP BN_R— 2RO MAC 7 RLAIZT VY m— &R TW
BBEEOHEEL, A —H %Y FMACT RLRIZT Vi — IR TWAE
ABITEELEEA,

Fa—VRA FEFERALE2 T DMERSOIFEEDM

L

| 0L-29331-01

Fa—IRA L ME, Fa— IR FORUE =T THIREREND LBV ITREB LW

A==

AxX [E

SNFET, FTa—FI KA DA LA N—PET LTEHERRICR -6, Fa—7 KA b
ualr— gy T —H_—R A LT, Prime Infrastructure ¥ > 7 FICERRTE E I,

Cisco Wireless Intrusion Prevention System 3> J 4 X2 L—>3> A4 K 1)1J—X 16 ||



<y 7oA |

. Prime Infrastructure ~MDF 33— /R4 > L DEM

T T 4TI CiscoCX YD X 7L~ T a— KA hefifT2E, #7LZF0T7EY b
T2 a7 — a UIERNEEICIRE SN E T, CiscoCX ¥ 7R T a — 7 KA > hOFFHIZ
Ha e, B —ar 7 L—AIZiE, Fa—2FRA 2 bOBIERN™MTLEENE A, ¥
Dur—adE, T7HAVET, ZZICEEMTONTZT 78X RA 0 MRV ESND
RSSHIZEE S WD R FETIRE SN E T,
Z 2T, RONFIZOWTHALET,

* Prime Infrastructure ~DF 5 — 7 KA > FDEBEM, (104 =X—)

* Prime Infrastructure ¥ v 7' ~DF 5 — 7 KA - F DB, (105 ~—2)

* Prime Infrastructure 7> H D F 7 — 7 R A > FDOHIEE, (106 ~_—)

Prime Infrastructure ~ODF 3 —o K4 > FDIEM

RATvT1
ATvT2
ATvT3
ATvT4
ATvT5
ATvT6

ATy T17

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

Prime Infrastructure 7 — % N— A ZF 3 — 7 HRA > b &BINT A121%, ROFNEEZFEITLET,

[Configure] > [Chokepoints] % 38R L £,

[Selecta command] K2 7 # 7 U X hHv6 | [Add Chokepoints] % E&R L £ 97,

[Gol 227 U v 7 LET,

Fa—2KAL FOMACT RLREARTEATILET,

[Entry/Exit Chokepoint] &= > 7 R > 7 2% A T LET,

Fa—IRA L MOy VHEIHEAT LET,

G¥) Fa—7RA L NOEPFITHEICRRIND T TT, ZHF-MEA T, EEOHPH
I, BETLFa—IRA L bR F =Y T by =T 2L THIMEICRET 2LERH Y E
R

[OK] 227 VU > 7 LET,

G¥) T =B R—=2NZF g — T RA M EIBIM LS, #Y)7 PrimeInfrastructure 7 1 7 < v 7 IZ A E
TEE7,

0L-29331-01 |
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Prime Infrastructure ¥ v FADF 3 —I /R4 > LDEM .

Prime Infrastructure ¥ 7~ADF 33— KR4A > CDIEM

AT 71
ATvT2
ATvT3
ATvT4

ATy TH
ATv 6

ATy 17

ATvT8

ATvT9

| 0L-29331-01

Fa—0RA Y M~y BT 51203, ROFIEEZFATLET,

[Design] > [Site Maps] % 3%#R L £ 7,

[Maps] X—Y T, Fa—2RA 2 bOT7aT7 OMNEICHIGT DY 7 28R L £,

[Select a command] K72 > 7 # 7 > U A EHv6, [Add Chokepoints] Z 3R L £ 9,

[Gol 27 Vv o LET,

GE) [Add Chokepoints] #EEA~N— 21, T —F X—RTIIFEL TWVDHD, vy 7T
W, FTBIMENTF a—7R"A v PR TR TEFRRINET,

Yy 7T LICRET D Fa— R, FOBICHLTF =y IRy 7 A @R ET,

[OK| %7 U v 7 LET,

Fa—IRA LN TAarPEEBICEE SNy PRERENET, INT, vy EicFa—7

WAV PEREETDHEFENS TE E LI

Fa—IFRA L b TAarEEZY) 7 L, @WURMEETCRI v 7 LET,

GE) Fa—IRA L N TA AV ERETLEDIC7 ) v 7358, EAOXATarZ Ry 7 AL
Fa—IHRAL FOMACT FLA, 4T, BXOIA Ly PHIERFRINET,

[Save] 7 U v 7 LET,

a7 vy R=UNFOREREN, BNMENEZFa—rFRA v bR~y FICRRENET,

GH) BTIHERSNTZF a—IHRA L b T A 2L, 2O70TORFREILLT, vy 7ok
IRENDGHE ERRINBLWGAERH Y £7°,

(6=3)) Fa— IR A v FOEFOENT, ALy VHERE R L TCWET, CCXZ T EZDT Y bR
Ny VHEBNABEIET S L MEOFMA T e — KXy A FE, X 7EFa—7KA v
ARy Ul EICBBICY y TINET, FINRT a—I R A Mo D &L #
OO IILAETE RIS RSN D DT, Fa—27 KA v hORO LiZid~y 7T Ene 720 %
R

GE) Fa—0RA L DT T TAALDEIITAD=INERBETLLE, Fa—IKRA D
MAC 7 RV A £, Entry/Exit F o —27 KA > b, AXT v 7 1P T KL A BILOFEHMN
TREINET,

Fa—TRA v "B~y T BICERINRWEA X, [Floor Settings] A = = —I|Z & % [Chokepoints] 7 -
TRy 7 ALEIRLET,

GE) TRTCO~ SNk LTI ORREMEERLT LIRWEGA 2, [SaveSettings] 227 U » 7 L7240
TLIEENY,

G¥) Fa— R A MEHREEHT 2121E, Ry MU — 27 8F% Mobility Services Engine % 7213
g—vay =" ERBTLIRENRDHY £,
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v IoEm |
B Prime Infrastructure SN SO F 3 — 4 KA U FOBIR

Prime Infrastructure ™ 5D F 33— R4 > F DHIR

1O EDTF a =7 RA U FEHIRTEET, Fa—27 A2 FPEHIRT 2IC1E, ROF
2 384T L £ 97,

AT 71 [Configure] > [Chokepoints] % 3R L £3, [Chokepoints] ~— Y NFE/RINE T,

ATvT2 HIRT5Fa—0FRA L "NOBDOTF = IRy 7 AEF AT LET,

AT w73 [Selectacommand] Kz v 7% 7 JZ k)25, [Add Chokepoints] Z7R L, [Go] 7 U v 7 L%,

ATYT8 Fa—URAL OHIBREERT LICIE, FRSNLFAT RNy 7 ATIOK]| %227 Vv 27 LET,
[Chokepoints] X— U NHERRIN, Ta—27 KA > FOHIBRZHR LET, HIRSINZTa—27 KA1
MIR=VIZIIR RSN 2D 7,
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wiPS 8LV 70774 ILDETE

ZOETH, wIPST 1 7 7 A VB X OWIPS 2 ET A 7D CRET HIMLENH HTHHEH D
BEHIEICHOWTIHALET,

ZOEONEFIF. O LB TT,

* WIPS BLOY B 7 7 A VOEE, 107 ~~—

wWIPS BLU 7O 74 ILDEETE

ZOFETIE, WIPS 727 7 A VB X O WIPS ZEBAET 27201 CTRET HHLENH HEE O
REFEIZOWTHBHELET,

COEONFIZ, WOLEFY TT,

IRFEEHNWER

* Mobility Services Engine |d 1 2 Prime Infrastructure 2> & DA E TX £7,

THEHOWIPS Ny fr—F T I EARAL L b, BEOMSE THEBE SN TWAES, =
NHE3DDT LT 4T 4T _XTCUTC A LY —NIRETHDHERD Y £,

oy hu—F 1 ODORETe T 7 A NMEEMITONET, Foar be—FIZERIN
TWAWIPS E— R 72782 BA 2 MITRTREU WPS BEL LA LET,

=L L x
FIErE e

wIPS 710 7 7 A L RET HENS, WOFINAZETT 2HLENDHY £,

1 Mobility Services Engine & 1 ' A h—/L LET (F7XRy T =7 NTEHEL TOHRWESR) |

[ Cisco 3350 Mobility Services Engine Getting Started Guide] %7213 [ Cisco 3310 Mobility Services
Engine Getting Started Guide)] %ML T 7Z &0,
Cisco Wireless Intrusion Prevention System 3> 7 4 ¥aL—> 3> A4 K1Y 1J—X 16
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wiPS 5&UT077 A LOBRE |
B wesEssvToor A LBEBIIONT

2 Mobility Services Engine % Prime Infrastructure (ZiEM L £ 9~ (L7ZEMI LT WA
3 WIPSE=4 T—FTEHETDLLOICT 78X RS baELET,
4 wIPS 7u 7 7 A VERELET,

WIPS SR EH LUV TAT7AILEEIZDINT

wiPS 711 7 7 A VDERTEIF., 707 7 A NDFEREZEFEIMHEH SN D Prime Infrastructure 7> 5 45
EFLTFz—rEEEAET, EEOTT 77 A X, MSETHEITTHVAPLAIPSH—E R
WIZEBRTFESINLE T,

7’17 7 A JLiX, Mobility Services Engine - wIPS —E A5, FFED 2> b —J I 0EHFE
. Wiz, 20K ar ba—Z BT 5TV D wiPS E— K 727 & & 7”1~ MZERNIC
o777 A NVPMREISIVET,

Prime Infrastructure T wiPS 7’12 7 7 A )L ~DFEL LA THO4L, —H D Mobility Services Engine
BLUOavbe—=JIZ@EHENL LA, ROX IR £,

1 Prime Infrastructure TRRE7 0 7 7 A LNER S, A=V a UERPEFINET,

2 XML _X—A2D7 17 7 A LN Mobility Services Engine THIT3 5 wiPS =2 ¥ ZiH S E
T, ZOEHIL, SOAP/XML v h=aLuzf L TiITbihET,

3 Mobility Services Engine L wIPS I, NMSP # il L CiRET R 7 7 A L EHEHATH Z &1
EoT, 207 n 7 s A NMZBEMT LN TS KA bn—F 2B H LET,

4 o b —FFEHINTZWIPS 77 7 A L EZITERY . ZiE NVRAM IZRIFEL  (BLRTO
TRTCDONR=Ta D7 a7y A )V EEEHZ D) . CAPWAPHIfI A v — % LT,
HEEshi=7 a7 7 ANV EZCEEM T BN WIPS T 7B A RA 2 ML ET,

5 WIPST—RTV7RBARAS L MIarba—InbEHEanz" a7y A VEZITERY, Z0
WIPS V7 U =7 =P ANIEEAZEA L ET,

ZIZTEH RONFIZOWTHALET,
CVEEFIE M ETE, (108 X—)
*wWIPS =X T— RFDOT VA KRA L FORE, (109 X—)

*wIPS 7’10 7 7 A LD IE

EEFIE KNSR
*WIPS =4 E— R4 H— h LT SDIE, CiscoAironet 1130, 1140, 1240, 1250, 3502E,
BLY35021 ) —XDT 7 ERA KA T TT,

*wWIPS V7 E— KBV HR—FrENBDIE, 7T7EBARA L b ET—RKBRE=Z, n—hL, £
721X HREAP OBATT T, 72770, 1130 B X240 7 7 B A RA > bOB4E. wiPSIE
T=H = FEFTHR— P SRET,
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| wPss£0T0T74L08E
wiPs s L0 7ovrsugBizonT I}

WIPS E=42 E—KD7I A KRLAV FDETE
WIPS E=% E— RTEET AL IIZT V7 BA RA Y FERETAHITIE. ROFIEICHENET,

AT 71 [Configure] > [Access Points] DJIEIZ IR L £ 4,
ATwv 72 [802.11a] £721% [802.11b/g] FEMRY > 7 &2 ) v LET,

12 : [Configure] > [Access Points] > [Radio]

] AP Name W IP Address Radio

[[] 1240-1  00:1d:45:23:d5:a0 200.165.200.230 Unassigned

Map Location

273127

AT w73 [Access Point] ~4— T, [Admin Status] F = v 7R v 7 A% 472 L TEBREZEIC L £,
13 : [Access Points] > [Radio]

Access Point > 1240-1 >'802.11a’

General
AF Name 1240-1
AP Base Radic MAC 00:1d:46:7e:8a:60
Admin Status |
Controller 209.165.200.231 ®
Site Config ID 0 é

ATv T4 [Savel &7V v LET,

GE) WIPS E=% E— RICHREINDT VA RA Y b EOFBERIZONT, ZNODOFIEZ Y
WLET,
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B wPsHEESLUTOT 7 A LERIZD

T

wiPS 8& 0T 77/ L0BEE |

AT TS WENELZ /e 5725, [Configure] > [Access Points] DJIEIZEIN L, MLhZ LIZHEROT 72 A KA 2 b
D&4FIEZ Vv LET,

ATFTYT6 TIRARALAL  DEAT TRy 7 AT, [APMode] K2 v 7 &7 U A kH 5 [Monitor] & 3R L %

‘@—O

14 : [Configure] > [Access Points] > 7 9 2 R R4 > b DEEHM

General **

AF Mame
Ethernet MAC
Base Radio MAC

1240-1
00:1d:45:23:d5:a0
00:1d:46:7e:8a:60

Country Code Us =

IP Address 209.165.200.232
Admin Status [#] Enabled

AP Static IP [C] Enabled

AP Mode Maonitor -
Enhanced WIPS Engine ¥ Enabled
Monitor Mode Optimization v

AP Failover Priority Low -

273129

AT w71 [Enhanced WIPS Engine] @ [Enabled] =~ 7 R v 7 2 &4 12 LET,
AT 78 [Monitor Mode Optimization] K22 v 7 # 7 U A k)i [WIPS] 23R L £,
ATYT9 [Save] &2V v LET,
RTYTWN TI7EARA L b2 T =T DL IRDLNTZS, [OK| &2V v 7 LET,

AT TN TR RA 2 MERAEFERNZT 5121, [Configure] > [Access Points] DJEIZEIN L £9,
ATV T2 WERT A RA v MNERE S ) 07 LET,

15 : [Configure] > [Access Points] > [Radio]

= Ethernet
] AP Name MAC

] 1240-1 00:1d:45:23:d5:a0
[ 1130-1 00:14:6a:1b:3b:6a
| 1250-1 00:1b:d5:13:15:e2

IP Address Radio

Map Location

209.185.200.225 Unassigned

2008.1685.200.226 B502.113 Unassigned
209.185.200.227 £02.1ib/g/n Unassigned

273130

AT 713 [Radio Detail] ~— ", [Admin Status] @ [Enabled] F = v 7 Ry 7 A%+ N2 L£T,

ATv 14 [Savel 227 U v 7 LET,
WIPS =4 E— RIZRE LK T VA KAV PBIOZOKBEHRIZOWNWT, ZOFEABY KL E

j—o
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| wPss£0T0T74L08E

wps 7oz7 1 romE I

wiPS 702774 JLDKRE

&

ATvT2

7 7 4/ KT, Mobility Services Engine & %fJ59 % wiPS 7 7 £ A R4 o X Prime Infrastructure
MHT 74NV NDOWIPS 77 7 A NVEMALET, ZOTaT7 A0, T 74V N THIIC
ENTNDREIDGORET 7 — LI Lo THLNUOFHEINTEY, wiIPSTZEARA > M
MU RF ZNV—7NOT 7 ERARA L MIHTOHELEMRLEST, Z0X5I2, VAT AIF
WLAN A V7T AT 0 F v L wIPS TV A RA L FOFBERE L2y ba—F RIZEAESH
TWAHHE Y Y a—va rEFHT 2T T VT H2HBEEZENTH L9 I2H L0 LOKE
INTVET,

Gx) WROFBETFIBEDO—EILIA— "= AT L Tv—27 ENTEY ., Autonomous C7E2 | {H A
DAL +E—F_N—ZDWLAN 2 EDOBFFEOWLANA > 75 A NS 7 F ¥ 2EMRTH LI
WIS WIPS Y U 22— a VEEA L TCWAEARICTEITETSNE T,

wiPS 7’0 7 7 A NV ERET HIZiE. WOTFNEIZHENE T,

[Configure]| > [WIPS Profiles] % 3R L 9,
[WIPS Profiles] ~— Y RNERINET,

[Selecta command] K2 v 7 Z 7 U X h)vi5, [Add Profile] Z3R L, [Go] #7 V v 7 LT,

16 : [wIPS Profiles]> 70274 )L ) X k

<IP,Name,55ID,MAC>
Advanced Search | Saved Search

User: root @ Virtual Domain: root ™
f#f Monitor ~ Reports v Configure » Services ¥ Administration ¥ Tools ~ Help ~ e t" é Logout

- wiPS Profiles S
wIPS Profiles e S B Pt [ Add Profile 4] LG

llllllll! Lm"“ Summary A2 7 o ) 1543 v J Wireless Control System
cisco

SSID Group List

None detected

205354

ATvFT3 FAITrAIL TUoTL— FDER

| 0L-29331-01

[Profile Parameters] %1 7 1 77K v 7/ AT, [Copy From] Ku v 7 X7 U A o7 a7ry AN T
L— bR L £,

GE) WIPSIZIZ—#HDO R 7 7 ANV T T —ERHENUHERIILTNDLDT, ZNHEN—RA
CLTHERLTHBDIAS L a7 7 A VEERTEET, 7077 AL, TDT 1
77 A NVTHNREEEDT 7 — L ERFRIC, FFEDOEBFRITHRICEDE TER SN TV E
?—O

GE) FI7HNVEN TR T A IVIRETX R
%\/0
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wiPS 8& 0T 77/ L0BEE |
B wesyoorqsiomE

G¥) TR T AN EI N —TFCEETATODICNMSP Y L a v NT 7T 4 T L EEREL
F7,

17 : [Profile Parameters 54 7 O 45 Ry 49 X

i Profile Parameters B

Profile Mame INew Profile

Copy From IDefauIt 'i

(Detault |
Education L
Saxe S A5 EnterpriseBest I—l
EnterpriseRogue
Financial
HealthCare
HotSpotOpen
HotspotS0z1x
Military
Retail
Tradeshow
Wwarehouse

273133

ATV T8 Tur7rANEEIRL, 7u7 7 A% E AT LTS, [SaveandEdit) 27 Y v 7 L3, FFMIC SN T
iZ, wIPS 7 77 AL, (118 X—) ZHBMMLTLE &,
RTvT5 B89 B SsiD HRELET.

(ff=&) [SSID Group List] X—CSSID #i%ELF9, 774/ T, B—HA/V TA YL ALANA
7T A7 7F % (RAURFIZN—TZ%FHDOAPIZL > TERINTT) 1Tx L THEHNT S - BB NE
EINFET, ==LV AERET NV THERT H5ERE, MOFXy NI —27I1ZxT 2 BELZEH IS
VIENH DAL, SSID V'V —THERE AT 20BN H Y £,
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wps 7oz7 1 romE I

GE) ZDOFRIENLEILNGAIE, HIZ [Next] 227 U v 7 LET,

18 : [SSID Groups Summary] XA >

WIP 3 Profiles > Profile > 'New Profile’ > S5ID Groups

Edit Group B3| il
Select a Command
Save | Cancel I Next | Gru

Eait Croup

[T Name SSID List e

[T Any

[T Guest

[T Meighbor

[T other

273134

1 [MyWLAN]| F = v 7Ry 7 A4 2L, Rey 7 Xy U N5 [Edit Group] % 3R
LT, [Go]&®Z7 Vw7 LET,

2 IS SSIDEANLET, ZOFIEX, A— =L AHERET VTR 7250 WLAN
AT TANT I T X IR THIHBEEERT D DI AT AR HHINDGEITSLETT,

3 SSIDL&EASIL (BEEDOLAETZATTTAEEITI DOAR—=ZATRY]S) | [Save]l 7 U v
7 LET,

19 : [SSID Group Configuration] 4 7 A5 R v o R

SSID Group Configuration [X]

S5ID Group Name [MywLAN

33101 55102 S5ID3 -

SSID List{Use space between SSIDs)

| Save I! Cancel

273135

SSID N IEH BN E 7= 2 & 283 5 [SSID Groups] ~— YN FRrENE T, HHIIZOW
TiX., wiIPSSSID 7 v —7 U X FDORE, (121 =) 2R LT 7EEW,

20 : [New Profile] > [SSID Groups] R— >
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wiPS 5EU TR 774 LDBEE |

ATy 76

ATvIT1

wiPS 7077 1 JLDHRTE

WIPS Profiles > Profile > 'New Profile’' > SSID Groups

Save

I Cancel | |

[ Name
[T Any

[T Guest
[T MywLaN
[T Meighbor
[T other

S5ID

List

55101 55ID2 55103

[Next] 27 U > 27 LE7,

273136

[Select Policy] 3 & OF [Policy Rules] A2 ~A o NFR RSN ET,

21 : [Next] > [Select Policy Summary] <A >

Select Policy

Policy Rules

--[# DoS:
# Dos:
@ Dos:
@ DoS:
- DoS:
@ Dos:

@ Dos:
@ Dos:
@ Dos:
@ Dos:
@ Dos:

Ta7 74 IILDORE

—& Security wiDS/wIPS
=@ wIPS - Denial of Service Attack
=) Dos Attack Against AP

Association flood
Association table overflow
Authentication flood
EAPOL-Start attack
PS-Poll Flood

Unauthenticated association

=|- @ DoS Attack Against Infrastructure

CTS Flood

Queensland University of Technology Exploit

RF jamming attack
RTS Floed

Virtual Carrier attack

—~!@ DoS Attack Against Station
@ DoS: Authentication-failure attack

|»

I»

Security IDS/IPS

The addition of WLAMs in the corporate enwironment introduces a new class of threats for
network security. RF signals that penetrate walls and extend beyond intended boundaries can
expose the network to unauthorized users. Rogue access points installed by employses for their
personal use usually do not adhere to the corporate security policy. A rogue access point can
put the entire corporate network at risk for outside penetration and attack. Not to understate the
threat of the rogue access point, there are many other wireless security risks and intrusions
such as mis-configured and unconfigured access points and DoS (denial-of-service) attacks.

Wireless Security Methods

N Simple

Complex T

BB X OE SR O W 2 AH N £ 213§ 5121E, [Select Policy] 21 o TE DS A4 T OREIC H

HFx v IRy I A F AT LET,

T T 7 ANVERET DI, B ATOLRT (DS : TV Yxo—1ar 7Ty RRE) 270 v 7L

i?‘o
FOHER AT D

R

22 : [Policy Rules] XA >

Select Policy

Policy Rules

TENSA U R = =V OFHAD EOLMDSRA ANTFRINET,

=B Security wiDS/wIPS
—|[@ wIPS - Denial of Service Attack

-@ DoS Attack Against AP

: Association flood

DoS: Association flood

Add |

Edit

| Delete Move Up I HmleDmn'nI

DoS: Association table overflow ; it — ) @
@ S A ¥ Threshol ACL/SSID Group Notification Se.\ferlty g
: -~ DoS: EAPOL-Start attack kel Hare Criticel R
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AU — = LB EET AL, [Policy Rules] X—T T, RV — —NLORICH DT v IRy 7 A
AL, [Edit| 227 U v LET,
[Policy Rule Configuration] %4 7 2 778 v 7 ANREKRINET, AU T —>D][Policy Rule Configuration] %
ATl Ry 7 ATREZRELET,

23 : [Policy Rule Configuration] & 4 7 Q45 1R v 4 X

b 4

Severity [ Minor ]
Action [#lcontainment
Type Q551D

Guest s

Any
SSID Group MyWLAN

MNeighbar

Other 7

Save || Cancel a

a) [Severity] K v 77X 7 UR D, BETDHT 7—LOEBREZBIR L9, FHGESRA 7> 3
“IX. [Minor], [Major], [Critical], [Warning] T3,
b) HEE CIAHEHEZFZNICT 5121, [Containment] F = v 7 Ry 7 2% A2 LET,
GE) WDOEX =2V T ¢ BT, VU —R75 CRIEAPE UIADICX L CRETE £
R

* Y7 M AP EFA A N AP O
* Airsnarf B8 O f HH

==Ky AP O

* Hotspotter > — /L O fk

* Karma >’ —/L O H

« N4 A Fr— K% A b XSS SSID

) ZDT T—LDONry Nexy T F v T H8E1E, [Forensic] = v 7Ry 7 A4 NI LET,

d) VENZJS U T, T2 T 4707 vm—ya OB ERLET, (ZOEIEIT7TI—2 %A 712k -
TERVET)

) [SSID Group] kv 7 X7 UARMNDL, WEREEMHTH WLAN A V7 FARNT I FYOLA T
([SSID] % 7-1% [Device Group]) # R L £,

*[SSID] ZR L= AT, AT v 7 9 IR FE T,
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GE) [Device Group] ([Type]) 35X O'[Internal] (X7 7 4 /L kT3, Internal (%, [i] U RF 7 /L—
THRNOTRTOT IV ZARA Y FemRmLET, ¥AFIZ[SSID] Z#IRT5H &L, 40—
N— L ARSI 72 R Ry N U — 7 R TE £,

ATFYT9 RBY— A—LOBEM (TE)
EE) F—S— L AAERRIZEREY . SSID DR Y >r— L— L Z3BIT 512i%. LTOFIEICEVET,
1 RY)— =z BNT220F [Add] 27 ) v 7 LET,

24: RV — )L—ILDIEM

Select Policy Policy Rules
=@ security wiDs/wIPS = .D —_ T ;l
05: Association floo !
—| @ wIPS - Denial of Service Attack

- & D gainst AP &
[ T — Add | Edit Delete | Moveup | MoveDown | I

(2]

ssociation table overflow I~

M Thrachald AC1 /SSIN Grann Mntificatinn Seuarit ™

2 [Policy Rule Configuration] %1 7 17 778 v 77 A C, [SSID Group] V A F2>5 [MyWLAN] % #&4R L %
7
G¥) XA 7N SSID N T TITERIN SN TV E
—6‘0
3 TRTCOEFEMNET LD, [Save] 7 U v 7 LT,

4 KRV = N— a2 BHLET, T_RTOLEZETLIEDL, A7 v 7 10 IC#RET,
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wiPS 7077 A4 LDHRTE

SSIDIZE > THIOWLANA V7 T A NT IV F ¥ ZERTH LI AT LAERET DA

BT 23T _RTCORY = — VT EIZEETLIMERH Y £3, #ERIOET T —2IZ, ¥
AT I CLARTNZAERL L72 SSID 7 v —FIZxt 3 2 BB A AT 2 L HOIWCER LAY v—b—
NWEAERT DHENRSH Y F7,

K25: SSIDE=42"') VJICET 5K — IL—ILDRE

Select Policy

Policy Rules

—-B Security wiDS/wIPS
=} @ wIPS - Denial of Service Attack
= - DoS Attack Against AP
- DoS: Association flood 1
DoS: Asscciation table Evarﬂm{
~[# DoS: Authentication flood I
@ DoS: EAPOL-Start attack I
@ DoS: PS-Poll Flood 1
--[@ DoS: Unauthenticated assoaitiffp
—!-# Dos Attack Against Infrastructure I
-.[@ DoS: CTS Flood 1

~-[#) DoS: RF jamming attack
--@ DoS: RTS Flood
DoS: Virtual Carrier attack *

=@ DoS Attack Against Station

@ DoS: Authentication-failure attack
[ DoS: De-Auth broadcast attack
DoS: De-Auth flood attack

DoS: Dis-Assoc broadcast attack

@ DoS: Dis-Assoc flood attack

@ DoS: EAPOL-Logoff attack

~[# DoS: FATA-Jack toal detected

- DoS: Premature EAP-Failure attack
DoS: Premature EAP-Success attacl
=-[E wIPS - Security Penetration

-@ Airsnarf attack detected

. YR )

JEi|

Edit
Each
Alarm

Dos: Queensland University of Bchnology Exploit

k

DoS: Association flood

Add Edit |  Delete Move Up | Move Down
[T Threshold ACL/SSID Group Notification Severity
M 100 Internal None Critical

||_ 100 My WLAN None Critical |

o

1 ¥
-

% Denial-of-Service Attack: Association Flood

A form of DoS (denial-of-service) attack is to exhaust the access point's resources, particularly
the dlient association table, by flooding the access paint with a large number of emulated and
spoofed client associations. At the 802.11 layer, Shared-key asuthentication is flawed and rarely
used. The other alternative is Open authentication (null authentication) that relies on higher level
authentication such as 802.1x or VPN. Open authentication allows any client to authenticate and
then associate. An attacker leweraging such a wvulnerability can emulate a large number of clients
to flood a target access point's client association table by creating many clients reaching State 3
as illustrated below. Once the client ascociation table overflows, legitimate clients are not able to
get associated thus a denial-of-serve attack is committed.

Large number of emulated client associations overflow AP's client association table

State 1:
Unauthenticated
Unassociated

Successful

Authenticafion Deauthentication =

A7 710 [Profile Configuration] # A 7 12 77K 7 AT, [Save] &7 Vv 7 LTCFua 77 A/ (SSID 72137 /34 &

IN—T) EREFELET,

26 : [Profile Configuration] 54 7 O R w5 X

[Next] 27 U v 7 LE7,

WIP S Profiles > Profile > 'New Profile’ > Profile Configuration

Save

Cancel I Back I

Next |

273143

| 0L-29331-01

Cisco Wireless Intrusion Prevention System 2> 7 4 a2 L— 3> A4 K1) J—X 16 [ |

273142



wiPS 5&UT0T7 7 1 L OHE
B wesooorqn

ATYTIN Ta7r A NVEEHAT S MSE/22 hr—7 OMAGHOEEZENL T, [Applyl #7 VU v 7 LE T,
X 27 : [Apply Profile] 5«4 7 B Ry U X

NIP S Profiles > Profile > "New Profile’ > Apply Profile

| Apply || Cancel | Back I

Select MSE/Controller{s)

:—ISE.-'Ccntru:IIer(sj
=@ MSE-1

------ B wLc-1
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[WIPS Profiles] > [Profile List] ~*— " Ti%, BED WIPS 71 7 7 A L OFR, Tk, @A, HIFRZ
o7, LT e 77 A VaBIMLIEY TEET,

EX bk Cisco Adaptive wIPS FEREDFEMIIZ DUV CTlE, Cisco.com (IZT7 7B AL T, ~VF AT 4T 7L
TrTFr—raraIlEL SV, Prime Infrastructure (2T 2 X FXER PE Y 72OV TD
FEHEV2—NAEHVET, SHOV Y —RIEDLET, FEEBRILTAIMES LB T—
VarBIOHIET LEY T =Y a UBBINMS TV TETT,

Prime Infrastructure ® wIPS 7’12 7 7 A )L U A NZT 7 & A3 521X, [Configure] > [WIPS Profiles]
DIEIRIR L EJ, =T DF 7 4L ML, [wIPS Profiles] > [Profile List] T9~, [Profile List] 2351
EFRENTORWEAE, EHOY A R A ==2— /38— [wIPS Profiles] 7* 5 [Profile List] % %R

L/ i ‘é—o

[Profile List] 21X, 707 7 A L DIRDIERDPE RS NET,

* [ProfileName] : BIfEOT B 7 7 A ND2—WERLAEZRLET, 7077 A VOiEEFRR
FIIRET DL, T T AN ET Y v T LET,

)

GE) RTAN—=INETaT s ANLKIIEDEDLE, TuTd A VID ENN—T g
UMFBERENET,

* [IMSE(s) Applied To] : Z D7 1 7 7 A /LA H &4 T % Mobility Services Engine (MSE) @
BarLlEd, MSEERSGZZ Y v/ 35L, 7u7rA L0800 Y TOFMPERINE
‘g—O
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arbhun—=9F5E7)vr$5HL, TuT A LOED L TOFMBEREINET,
LTI ROAFICHOWTHBLET,
* 77y A OB
77y A VOHIER
*HEOTa 7 7 A /LD
TaTr AN T 4 BEERTLE, HLWT BT 7 A NVOIERSBAEDT 0T 7 A VOLEE

ARETY, FEAICOWTIE, IR 7 7 AN 2T 4 Z LT n 7 7 A VREEZRL TS
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JO774ILMEM

ATy T

ATy T2
ATvT73
ATvTa
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F7,

-

t > b Cisco Adaptive wIPS BEREDFEMIIZ DUV TlE, Cisco.com (Z7 7 BA LT, w/LTF AT 4
T TV EByT = a I B EY, Prime Infrastructure (ZEET A I FXER FE Y S IZD
WTOHEEED 2=V bHVET, %DV U —RZE&DLET, FEEMETOIMET LB
VT=varyBLOHEHMTT VBT v a BBENER TV TETT,

wIPS 7’0 7 7 A )V ZIBINT B2k, ROFNEEZFEITLET,

[Configure] > [wIPS Profiles] DINAIZE IR L £¥, ~—TDF 7 4/ ~ME, [wIPS Profiles] > [Profile List] T

To

[Select a command] K72 7' # 7 U A hHvb [Add Profile] Z IR L £ 9,

[Gol&x 7 U w2 LET,

[Profile Parameters] ~<— 3 @ [Profile Name] 7 ¥ A s ARy 7 AT 7 7 A VA E NI LET,

Ky 77Xy URA NG, 8T HERBEHADT T 7 A NV EEIRT 5, [Default] Z IR L £,
ERFHDOT T 7 A VIITIRO L DR H D £,

* Education

* EnterpriseBest

* EnterpriseRogue

* Financial

* HealthCare

* HotSpotOpen
* Hotspot8021x
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* Military
* Retail
 Tradeshow

» Warehouse

ATYT6 WOWTHNNETIRLET,

*[Save] : 7' &2 7 7 A /L%, Mobility Services Engine X°= > k1 —7 2|0 24 CT4\2, £ H 72 L C Prime
Infrastructure 7 — X N—ARAFLET, TR 77 A METT 0T 7 A0 YA MIFRSNET,

*[Saveand Edit] : 70 7 7 A L ERIFL, FREL £,
* [Cancel] : 7'& 7 7 A )L ZAERH T2 [Profile Parameters] ~— Y % U £,

70774 IILOHEIR
WIPS 7100 7 7 £ L ENIGRT B I01E. KO FIEA £47 L £,

AT w1 [Configure] > [WIPS Profiles] Z3#&{R L £9°, ~X—TDF 7 4 /L L, [wIPS Profiles] > [Profile List] T3,
ATFYT2 HIRTDWIPS 707 7 ANDF =y IRy I A% AT LET,
AT w73 [Selectacommand] K2 v 7% 7 U Z L) [Delete Profile] % B4R L £ 9,
ATy T4 [Golx7 Vv LET,
RATvTF5 [OK] %227 Vv LT, HIBREFETLET,
GH) TuTZrANRary be—ZZEA SN TWDHEE, £O7 07 7 A VFHIRTE 48
Mo

REODTO 774 ILDEA
je

Ev bk B b Cisco Adaptive wIPS #EEE DFEHIIZ DWW TIX, RO URLIZT 7 AL TLZEV, http:/
/www.cisco.com/en/US/products/ps6305/tsd_products_support online learning modules_list.html Prime
Infrastructure (BT 2 S EIER FE Y ZIZONWTOFEEEV 22— bV 3, 5%DY
U—ZhbE T, FHEBETAMES LB Ty a VBLOHEIFF LB T = g U
BINEA T TETT,
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wiIPS 7 7 7 A VEEHT 51203, ROFEEZFEITLET,

[Configure] > [WIPS Profiles] Z#4R L £9°, ~X—TDF 7 /L ME, [wWIPS Profiles] > [Profile List] T3,
WHT D WIPS 707 7 A NDF = v IRy 7 At Nl LET,

[Select a command] K 7% 7 U X K25 [Apply Profile] 38R L £ 77,

[GolZZ27 Vw7 LET,

7'v 7 7 A V%9 % Mobility Services Engine & =2 b —F IR L £,
GE) BLWEID S TRBUIEORI D Y TLERRDGE, v 7 v A NV ERRDIAFTTRET DL 5K
HHIVET

%27 % Mobility Services Engine & = > b = —Z NEIRIN TN DLGE, ROWTIUNEZRIRLET,

*[Apply] : BITEDO 7' 7 7 A V% | I EZ 172 Mobility Services Engine £7- (<= > b —J [ZHf L £
TO

*[Cancel] : BRAITOTICTa 774V UAMIREY 7,

wiPS SSID ' )L—T 1) X FDEERE
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4. 802.11 v RU—Z BT 5HI21E, SSID ZH1 > TWALENRH Y £4, SSID I%, SSID
TN—7" U R MEREZFEHRA LT, Z—7L L TwIPS a7 7 A )VICEEMITAZ T
ﬁ—o

SSID 7' /v— 1%, [Global SSID Group List] “*—3 ([Configure] > [WIPS Profiles] > [SSID Group List])
MHA R — 8T 50, [SSID Groups] N— VL EBEEMT 52 & T, F'm7 7 A LITBEIITE
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Z TR, ORNFIZOWTHALET,
* /ma—/ 3L SSID ZL—7 1 A b
*SSID 7 /v—7
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Ey 7T LFEEY 2— bV ET, %DV IV —XTHEbET, F#
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7V SSID 7 V—F 1, % Tt 45 wiIPS 70 7 7 A WA ViR— F TEET,

EXF B b Cisco Adaptive wIPS #EEDFERIIZ DWW TIX, RO URLIZT 7 AL TLZEV, http:/
/www.cisco.com/en/US/products/ps6305/tsd_products_support_online learning modules_list.htmlZ Z
(21X, & F ZF 72 Prime Infrastructure N By Z 2T 5FFHE 2 — b H D ET, S%DOY
J—RICADET, FREMETIMET LT = a v BIOHIF 7T LT — g U
BMETHWLS TETT,

[SSID Group List] ~*—1Z7 7 & AF 5Z1%, [Configure] > [WIPS Profiles] DJIEIZERN L £ 7,
MDY A KX3— X == —5, [SSID Group List] %3 L £7, [SSID Group List] ~— |
X, BUED SSID 7 —7" L Z AU B 1T 7z SSID RFE RS ET,

Z TR, OAFIZHOWTHALET,
s JL—T7 DB
* I — T DR

s T L—T7 DOHIkR

S IL—TDEM
SSID 7' Vv—7ZBINT 5I121%,. ROFNEEZEITLET,

AT 71 [Configure] > [WIPS Profiles] % &R L 9,
ATy T2 EROYA F/X— A =2—)5, [SSID Group List] 23R L £,
ATw T3 [Selectacommand] K& v F& 7> U A LD [Add Group] 23R L £,
ATY T4 [Gol 7 Vv 7 LET,
ATYTE SSIDFHEN—VT, 7F AL Ry 7 AZSSID Zv—74 % AN LET,
RTwT6 [SSIDList] 7% A h Ry 7 A2 SSID # A LEJ, SSID BNEED HHAITAR—ATEYEY £,
AT9TT1T ETLEL, ROWThNERRLET,
* [Save] : SSID Z/b—7 % fRfF L, SSID 7 /L—7 U X MZBMLET,
* [Cancel] : 7 L\ SSID 7L —7 ZrfFEIC SSID RE~N—V &2 H L E7,

GEx) SSID 7' )v—7% 7 a7 7 A VIZA A — N 5HIZiE, [Configure] > [WIPS Profile] DJIEIZ
R L E9, [SSIDGroups] X—T #BI< I, 4T D7 e 77 A 0707y A NV4%E
7V w7 LET, [Selectacommand] K& > 7 # 7 U X ~)x6, [Add Groups from Global
List| # =R L £+, A1 v R— T BHSSIDIN—TDF = 7Ry 7 A%F 2L, [Savel
Vv LET,
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[Configure] > [WIPS Profiles] % 3R L &9,

ATY T2 EMOYA R/X— A =a2—)5, [SSID Group List] 23R L £,
ATV T3 WETHSSID VN—TDF = IRy 7 AT LET,

[Select a command] K2 v 7 Z 7 U A k)b [Edit Group] ZE4R L 97,
[Gol %2V w7 LET,

SSID &~ —

T, SSID S A—F 4 FE-1E SSID U A MIMEARLEE ST NET,

AT T BTLEL, ROWTINERIRLET,
* [Save] : BIFEOEHNEZRF L, SSID REX—VEHALET,
* [Cancel] : ZHENEZIRFETIT SSID REX—YH#H U £,
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[Configure] > [WIPS Profiles] % #5241 L £,

RT9 T2 EMOYA K/N— A ==a—5, [SSID Group List] Z3&R L 7,

AT9 T3 HIRT D SSID VN—TDF = IRy 7 At i LET,

[Select a command] K2 7% 7 U X K5 [Delete Group] Z i8R L £ 9,
[Gol #7 V v/ LET,
[OK] Z 7V > 27 LT, HIBREFATL LT,
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ZITIE, RORFIZOWTHIILET,
* T—T7 DM
*7ma—sNL YR RGO T )V—T DN
* U — T Otk

s JIL—T DHIR

WAOBEY
SSID 7 /L — 7 %BIED wWIPS 7' 1 7 7 A MZIBINT B121%. ROFIEEFITLET,
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AT w72 [SSID Groups] ~—VH#BIZIE, YT DT T 7 ANDT R Ty ANKET ) v LET,
RATw T3 [Selectacommand] Ku v 7% 7> U Z LD, [Add Groups from Global List] % 38R L %9,
ATV Td A R—=FITBHSSID VN—TDF 2 IRy 7 AeF N LET,

ATvT5 [Save] 7V v 7 LET,

TIL—TDRE
HAED SSID 7 NV —T ZtRET HI12i%, WOFNEEZFEITLET,

RXT w71 [Configure] > [WIPS Profiles] 3R L 9,

AT9 T2 EROYA R/R— A=a2—5, [Profile List] 212K L £,

ART9T3 FMTLHWIPS Ve T s AT aTdr A NV4LET ) v 7 LET,

ATy Th FRETDHSSID SV —TDF = 7Ry 7 AEA T LET,

ATw 75 [Selectacommand] K7 v 7 & 7> U R kD [Edit Group] 3R L 7,
RATYT6 [Gol &2V v7 LET,

RATY T SSIDHEES—T T, SSID V' —T 4 F7-1L SSID U A MIMEREF /T ET,
ATYT8 KTLEDL, WOWTHNZRIRLET,

*[Save] : BIEOEFTNEZRF L, SSID FEX—VEHTCET,
* [Cancel] : ZHEANAE ZIRAFE T SSID fFEX—YZ2H L £7,
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wIPS 5L UTAT7 A LORE |
B s A IFEERLETRT P ALEE

T IL—T DAl
BUED SSID 7 v—7 %Kl 51213, ROFIEZFATLET,

AT w71 [Configure] > [WIPS Profiles] % &R L £7°,

AT9 T2 EMOYA R/R— A==2—5, [Profile List] 23R L £,

ATYT3 FETLWIPS V77 A NDOTaTy ANAET ) v 7 LET,

ATy T4 HlRET 2 SSID VNV—TDF = v 7Ry 7 At A LET,

ATwF5 [Selectacommand] K2 v 7 &7 U R Rinb [Delete Group] Z3i& R L £,
ATYT6 [Gol a2 Y v/ LET,

ATYFT1 [OK| %227V v 7 LT, BIREFEITLET,

JOJ7AIN I T4 2 ZFERALIE=-T07 74 ILETE
je

B>k Cisco Adaptive wIPS #EREDFEMIIZ DUV T, RO URLIZT Z7EA L TL Z SV, http://
www.cisco.com/en/US/products/ps6305/tsd_products_support_online learning modules_list.html. Prime
Infrastructure (2R T 2 X EFIER PE Y 7 IZOVWTOFEHEY 22—V £7, 5%DY
J—RICADET, 2REMETIMET LT = a v BIOHIE T LT — g URn
BHENTH FETT,

TuT AN T 4 X EFEATAE, ROLOEEL T 7 7 A NVOFMERECTEET,
*SSID 7' /L—7 : SSID 7 /L—7F % BN, #RE. £-ITHIBRL £,
KU —DEE TR T ANMIEGDAERY —ERELET,

SR S— LoULERTE - BB, A, AR, ACL E7-13SSID 7V —TF 7Y, &R
V= DRREEITNET,

*MSEF/iiar hu—F 77V r—v gy 7 a7 7 AL 5 Mobility Services Engine
Floldar be—J 22BN L £7,

7T 7 ANOFMERET DITIE, ROFINEZFEITLET,

ATVl TudryA N 2F 4 ZICT 7B ALET, UL, RO 2OOFERHY £1°,

LW Ty A NVELENRT D & i, [Profile Parameters] ~X— T [Save and Edit] %7 U v 7 L ¥
‘g—O

* [Profile List] X—Y b7 a7y A NVHET Y v 7 LET,

Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16
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| wPss£0T0T74L08E

ATy T2

ATvT3

ATvT4

ATy TH

| 0L-29331-01

Jozran s ae@ERALETRI7LEE

[SSID Groups] <— 226, BIED 7 ) — 7 Offteds L OHIBR, E7213H LW L—7"0BME{TH Z &N
T&EJ, SSID Z—7 DB, #RE. HIBROFEMIZOWTIL, wIPSSSID 7 /L—7" U A N OREXE S
L TLIEEN,

SSID 7' )V— 7 Z BTG U CBME 72 I3MRE Lictk, ROWTINE@RL £,

* [Save] : SSID Z /v —FIZk L THT o Im B R 2 RAF L E T,

*[Cancel] : BRAZITOTICTa 774V UAMIREY 7,

* [Next] : [Profile Configuration] ~2— I FE T,
[Profile Configuration] ~~— 3 ClL, BIEO T 0 7 7 A MIZED LRI —52WRETEET, K — Y
V—OF = 7Ry 7 A (EAO [Select Policy] <A NZH Y £9) X, BIEOT a7 7 AV THME -
TN RS> TVDERY v—& R LET, A TDHT T FELEFR) v—DF =y IV Ry 7 AEF I

TAHZLT, MBEIUNCTT 7 o FREREIIMEMNDORY o —2 G E 3B c&E £,
Gx) FIZFINEITIE, TRTORY —DERINTWE

ﬁ—o
GEx) £ wIPS AR Y > —DFENZHOWTIE, WIPS R o — T 77— V77 LU RAEZZRLTLEE
U,

[Profile Configuration] ~— T, flilx DRV > —% 27V v 7 LTRY —D@HER R L2 | BIEDOR
Vo= V= VREEFREITETELET,
FERY —TROA TV a v EFEHATEET,
*[Add] : ZDORY —IZH LV IL— L EAERRT 5121, [Add] %227 U v 27 L T [Policy Rule Configuration]
ReVIET s A LET,
*[Edit] : ZON—VOREERET DT, ZM4THLV—NVDOF =y IRy 7 A%A 2L, [Edit] %
27 U 2 LT [Policy Rule Configuration] ~— 27 7 A LET,
* [Delete] : HIFRT DN—NDF = v 7Ry 7 A% A2, [Delete] 227 V>~ LET, [OK|Z7 VU v
7 LT, HIBREFATLET,
GH) 12U EDORY = V=V BNEETHHERHY T, VA NNTHE—OKRY v— L—L
ITHIBRCTE £/ A,

*[MoveUp] : U A MATERIZBENTOL—ADF =y 7Ry 7 A%F A LET, [MoveUplZ 27 U >
7 LET,

*[MoveDown] : U A FNTFIZBENTHL—NVDF =v IRy I A% A N2 LET, [MoveDown] %
7y 7 LET,
WY — LYV TROBREEATI ZE N TEET,

* [Threshold] (T XTORY —IZHEHINDI DT TIEHY THA) BN LAY —IZBEEMT L
NEBEEZIT EREZRLEST, RNY—0BEICETD L, TI7—20NERINET,

GE) TRTCORY =21 DU EDLEWVEREGENTWDLINERS D720, EBUERNRT A ¥
VA Xy hT—7 OBEICESWT, ERY —IZTF 74/ FO LEVWVERERZ ST
£,
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wIPS 5L UTAT7 A LORE |
B s A IFEERLETRT P ALEE

GE) BEA 7 v a it @RULAERY =S U TERD F
7
GE) Cisco Adaptive wIPS DoS B L MEF 2 U7 4 XX ML —va VBN LOT 77— A%, &
aF:L V7 7TI7—LE L THEINET, T_Z}/LE@IJZ B OMEE L [Security Summary] ~<—
CHVET, TOXR=UIZT I EATSHITIE, [Monitor] > [Security] DJEIZER L E T,
WIPS DY [Threats and Attacks] ¥ 7 > a i2H Y £,

* [Severity] : IR L72ARY > —OEKEEZRLET, /X7 A—% & LTI, [critical], [major], [info],
BE O [warning] 8HV £, ZOT7 44—/ FOEIZ, VA YL A Xy FU—=ZIZnCTEDY £

‘gﬁo
* [Notification] : BfEIZREEAH 1T DLz i@moOFHE R LET,
* [ACL/SSID Group] : ~ DOREMEIN#EH S5 ACL £721X SSID /v —7 %2R LET,

G¥) BIRSINTZ 7N —FITF L TOHRRY —REH S E
j—o

ATYT6 TRT7rANDRENET LIZH, WOWTLERIRLET,
*[Save] : BIFEOT B 7 7 A WKL T B R ARG LET,
*[Cancel] : BEAITOTICTr 77 A0 U A MIRED £9,
* [Back] : [SSID Groups] ~*—IZRE Y £,
* [Next] : [MSE/Controller(s)] ~— I3t £ 4,

AT v 7T [ApplyProfile] ~— T, BIEDT 17 7 7 A L% i $ % Mobility Services Engine & 2> b2 —7 DF = v
IRy I R F AT LET,
RATv 78 #%Y% 2D Mobility Services Engine & 2> F 2 — I BNER SN TV DA, ROWTHNEBRIR L ET,

*[Apply] : BITEO 7' 10 7 7 A /L% | IS §172 Mobility Services Engine £721% 2> b —Z 2@ L £
R
*[Cancel] : BEEITHOTICT 7 740 UANIRED 7,
G¥) B L= a7 7 A0, 777 AL ) A MO EEEMAT 2L b TXEd, [Profile
List] =T b, #HT27e 77 A NVDTF v IRy 7 A% 4 2L, [Selectacommand]
Kaw 720y JA NG [Apply Profile] 22 V » 27 L3, [Apply Profile] ~— 27
AT HIZIE, [Gol 27 Vv o LET,
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VATLEY—ERDEZZY LT

ZOETIL, TI7—Ah, AU, BLOBTDORKE & FRKRIT K 5 Mobility Services Engine D E
=F2FE, VAT LADEREBIVNESE (7, 7I9A4T N RIEZ 7470 b, Fib, B
DT 7HARALLB) OHT Y MZONTOLR— NOERFIECOWTHBALEYS, £/,
Prime Infrastructure ZfH L C, 7747 b (AMREER) | ¥ 27, Ty I7FRA M BX
O Wi-Fi TDOA %G % €= F 2 HIEIZ O DWW THB L ET,

ZOEONEIT, KO LB TT,

* T T — LD, 129 N—

* A hOfEM, 136 =Y

* n 7 OEE 137 =Y

c FURA KLY FOFEROE=L Y LY, 139 N
* TGenerating Reports| , 157 ~<—

* TN AR LR — FOIER, 166 ~=—

* MSETOZ FA4 7 v h®dOYER—F, 169 ~—

C BT AT ORE, 177 _—

* Geo-Location DE=X 1 7 182 ~_—

* Ekahau Site Survey DO E, 184 ~—

* AirMagnet Survey & AirMagnet Planner D#E4y, 185 ~—

C X a T4 Xy aR— ROMR, 185 ~<—

7 2 —LDOWE

Z OIATIX, Prime Infrastructure % f# i L 7= Mobility Services Engine ® 7 7 — A D FKox, ED 24T,
BLOZ VT HEZOWTHHLES, F£72, 77— (All, Critical, Major, Minor,
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B s==mEcspssE

Warning) DOEFFE, BLOENLDOT 7 —Ai@MEE T A —/ViEET HHECONTHEHA L
\iﬁqo

Z T, ROAFIZOWNTIBALET,
CEEPE CHIRFE, (130 N—)
T T —AbDFER, (130 X—)
* Cisco Adaptive wIPS 7 7 — A DFEMDE=4 U v 7, (132 X—2)
T T —ALDOFENY YT EHI Y THERR, (134 X—)
T I —LDHIEREZ VT, (135 8—Y)

CEA AT T — 2@, (135 3—Y)

FEEEIREFINEIR

BEREN [Clear] (2725 &, 77— A1% 30 H#RiE#%IZ Prime Infrastructure 2> HHIFR S E T,

77— LDOERT

ATvT1
ATy T2

ATvT3
ATy T4

ATy TH
ATvT6

ATy T1

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

Mobility Services Engine D7 7 — L& KR T 51T, IROFIEZFATLES,

[Monitor] > [Alarms] DJEIZER L F 9,

F e — g X—ZH 5 [AdvancedSearch] V > 7 &7 Y v 7 LET, T T —LHAORERERBE S
ATl Ry I ARFIREINET,

[Search Category] K& v & 7 U A KD [Alarms] 28R L £ 7,

[Severity] K2 v 7*Z 7 U A M) [Severity of Alarms] 28R L ET, 47T =3 &, [All Severities],
[Critical], [Major], [Minor], [Warning], % 7zi% [Clear] T3,

[Alarm Category] K2 7% 7 U X N2, [Mobility Service] 28R L £,

[Condition] = > 78 7R v 7 A5 [Condition] Z IR L 9, F 721X, [Condition] 7 F A k N> 7 RIS
EANSTEET,

[Time Period] R v XD URNNS, TI7—LEHRTHZA L 7L —LERINLET,
F7 v a oML, AL (5, 15, BXLON30) 2D, BEREAL (1~8) . BN 1~7) £TT
T, TRTEFRT DL, [Any time] Z3#R L £,
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ATvT8

ATvT9

ATv 710
ATy 71N

ATy 12

ATy 713

wips 75—Lo#c I

[Alarm Summary] ~— Y DOFEHI L TWELT T — L EZNEND AN 7 FZERINT D121, [Acknowledged
State] = v 7Ry 7 A A NI LET,
[Alarm Summary] X — Y DFEN O Y THEHDT T — L EZNEND T N ZERINT HITIE, [Assigned State]
Frv IRy Akt A LET,
[ltems per page] K2 v F*H T URA MG, EX—VICRKRTDHT 7— 2 EERIRL 7,
% CHERAT A DITHRB M2 RIFET HI121E, [SaveSearch]| F = v 7Ry 7 A4 12 LT, MBDLREI
EANTTLET,
G¥) Z D%, [Saved Search] V> 7 %7 U v 7§52 LT, ZORBEMBTE E
R
[Gol #7 VU v/ LEd, [alarmssummary] ¥4 7 2 7Ry 7 ANERSI, RBEBENFRSNET,
GE) T I =% Y— T BITiE, FIRH L ([Severity], [Failure Source], [Owner], [Date/Time],
[Message]. 35 & U8 [Acknowledged]) =7 U v 7 LET,
Mobility Services Engine @ Context-Aware Service Notification = FK/R"9 DI21E, AT v 7 2B AT v 7 12
FTEMOKRLET, AT v 75T, 77 —Ah 73V & LT [Context Aware Notifications] & AJJ L &
7

wiIPS 7 5 —LD#E

| 0L-29331-01

wIPS 7 7 — L DfiEREIL, VY —RA 75 TEASNE L, wIPST 7—L20DHAIL, 77tk
ARA Y ML o THEENLISESERTIA YLV ABADAL T 0 FEERH L, ZTh,
DT WT 7 —LERELET, ZOBEREIL., BENREX 2 7 ¢ OREEZRHICRET 572
DI HET, 77 —LA1E. MSEOWIPS h—E R EV2— L THEITanNET, HHLr—
JVISMSE T h U H—Z#5 &, MSE(ZSNMP k J v 7% 3%15 L T Prime Infrastructure ({230 %0 L F
7
WO 3FEEOKES A DT IV PMERSIET,
*bE—ar 7Ty R VAT AL, THRAANLEEEINSG S OE—ay 7 L— A ERE
ﬁ%%bt% ECHRIET D220V ES, e —ar 7L —L2kETH52 LT, Ny
—IIRIERT 7 BARA » MRESCH R — &b T —% L— b, SSID, F ¥ x/F#Re

&@ REET RN ARXTEET, ZOTT7—2MENTIVITE, ROT T7—L20NEEN
TWET,

° A —T7 ENT- MAC 7 KL 2D
°DoS: B—za 7T v R
*De-auth 77 v K : ZhiE, DoSEEBO—FETY, " T 74 v 7 RE—=UN, AT—T7EN

72De-auth 7 L —ALZMHEH L TCT IV BARA U NEEDITTAT VM AT —a HEOT Y
vE—v g EWbi)b DoS WL KL ET,

DT T—AEIT IV, ROT T—2NEENTWET,
C AT —T INT-MAC T KL A
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Cisco Adaptive wIPS 7 5 — LD FHNDE=2 )

°DoS : De-Auth 7 J v K

* MDK3-Destruction % : %, AP &7 /Y x=— L TW5S, ¥ 7YVyxz— L L&D
T ATRTOIIFAT L NMIT Yy —aryDEELZSXEILET, ZOKEITI
VX, ROT T7—E20REENTWET,

°DoS : De-Auth 72— K&y Ak 77 v K
°DoS : Dis-Assoc 72— RKFE¥ ¥y A~ 75 v K
°DoS : WAEINpWT Vv m—T g

° DOS: MDK3-Destruction %%

Cisco Adaptive wIPS 7 5 — LA DFEMDE=2 1) 25

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

MSE 7 7 — ADFFEME R R T HITIE, WOFNEEZFEITLET,

I L 72 Cisco wIPS 7 7 — A DFEf 2 F2/~r 3 5121, [Monitor] > [Alarms] > [failure object] DJIRIZER L F
9, Cisco Adaptive wIPS 7 7 — AIZDWT, IROT 7 —ALADFEMPFRRSINET,

* [General Properties] : Ef%ERIZ. 7T —2DX A S I TRRBEERHV ET, 722
2, TI—LAFEMoPIi, abr—rva B OAAS v F FR—F ML —V U T EREE DY
BHHVET, KOKIZ, MSET 77— L wIPS N7 v 7 HRAICEEA T b v — K37
A—Z DA RLET,

° [Detected By WIPS AP] : 77— L& MH LT 7 BA KAV |k,

° [wIPS AP IP Address] : wIPS 727 A RA > FDIP T KL A,

°[Owner] : ZDOT7 7 —AIZEID B THNTWABADARTEIZTZ 7,

° [Acknowledged] : 77— AMNMZ—FIZ Lo TEBINTWDENE I MEFRRLET,

° [Category] : WIPS DA, 77— H7 =2 U X [Security] T,

°[Created] : 7 7 —AMME SN2 AR (H. B, . K 2. B, AM/PM) .

° [Modified] : 77— AMRKBICELIN-HE (A, B, £, K, 2. B, AM/PM) .

°[Generated By] : 77— A A X2 FNOARKFE (NMS £/21X N7 v 7 hn) ZRLE
7
[NMS (Network Management System - Prime Infrastructure)] : R — U > 72 K - THERK S
%9, Prime Infrastructure |&, 2> b —F ZEHIZA—V 7 LT, 41XV &4
L EJ, Primelnfrastructure /X, F 7 v 7 ZEHZT D0, TNHDA X D RT v
TITRRDNDEAR MEEKRLET, ZO%A.  [Generated by) 1 NMS T,
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Cisco Adaptive wIPS 7 5 — L DFHNDE=2 1) 5

[Trap] : 2> b —F 2K > TAEKENE T, Primelnfrastructure (X, ZNHDO T v
AR L T, ®HbT 54 X hEREIEET, ZDOHA.  [Generatedby 13 controller

T4,
° [Severity] : EEXJ# (Critical, Major, Minor, Warning, Clear) .
° [Last Disappeared] : IS TERI R BB DN e 21272 < Tp o T2 HIRE,
° [Channel] : ITERI 7R BEEDFEA L T2 T v R /L,

° [Attacker Client/ APMAC] : W ZBME L1227 T4 T > b ETIZT 7B A RA > FOMAC

T RL A,

° [Attacker Client/AP IP Address] : WAL LT=7 T4 T NELEFXT 7 8A KA FD

IP7 RL A,

° [Target Client/APIP Address] : BBEF I L W BB G L lp o0 T4 T hETZIIT 7 &

ARALRDIPT RUA,

°[Controller IP Address] : 727 A ARA v bR T Vm— S TWbdar hae—J0 P

T RV A,

° [MSE] : B} 54TV % Mobility Services Engine O IP 7 K L A,

° [ControllerMAC Address] : 7 7 A RA » IR TV m—hapuCcWbary he—70

MAC 7 R LA,
o wIPS access point MAC address

o Forensic File

° [Event History] : [Monitoring Alarms] X—IZBEI L, ZOT 7 —LDFTXTDA X2 |k

ZFRRLET,

* [Annotations] : ZD7 F A L ARy 7 AZHLWERZADNLTIAA 227 Y v 7T 5 &,

V57 T —LNHEHINET, HERIX [Annotations] RARFIKICR RS NLET,
* [Messages] : 77— AL aRRLET,

* [Description] : 7 7 — AT 2R EHEHREER T LET,

* [Mitigation Status] : £ OfEfFENBEIIK L TIThblchazr L ET,

*[AuditReport] : 7 U v 7 LT, REHEET 7— L2052 F R LET, ZDOLR— ML,

EWEART 7 — LI ERTEET,
BEDFEPRRE I V=T IHifTShbd &, REBEET 7 — LN ERSNET,

N

GE) WMATHRET DL, REITN—TIZERRT T —LNERSNET, WITH
R 5 & RETNV—TIHBRIERTRWT 7= ERSEY, 7
T—LIFEALVR—b~DY I RHY K bu—FDFFEDOY X
EFIRTEET,

=g

i\m
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TI3—LDEYHTERY HTHERK

* [Event History] : [MSE Alarm Events] X—Y % &, ZDT 7 —LDA X MR RLET,
T T b= UG D50, N UBR S BI MO RV~ T 570D A7 n—
JVRHIINASR =Y FIIICR R ENE T, ZNHDA 7 m— LV RKHZEH LT, oMo 7 77—
LR RLET,

* [Rogue Clients] : FEENKAE LA T V=V NRRERT 7R KAV NOBGE, RIERY
TATV MIHETLERPERESNET,

* [Map Location] : 77— LD~ v FhEEFRLET,
° [Floor] : T DWEEDFH S VI 57r,
° [Last Located At] : Bi[EIBCEBE NI AE L 723577,
°[OnMSE] : ZOKENFFESNIZEEY T 4 =z,
° [Location History] : BL{ED KB I3 L ORI R OGET OFEM 2 £~ 5121, [Location
History] #7 U v 7 L £,
* [Related Alarm List] : 5 E DK BEIZFHES 54X TOT7 I =Lz LES, ZHhiE 77—
LERET D EXIEDHBAEDON—NVEMHEH LizhERLET,
° [Alarm Name] : 7 7 — A D4 Hi,
° [First Heard] : SN EMICHRH SN HREZRLET,
° [Last Heard] : WP BRI SNTcARZRLET,
° [Status] : WED AT — & X,

T5—LDEIY B TLEY LTHER

ATy T
ATFvT2

ATvT3

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

77 —=LDOEFY L TEIOHENY L TEERZIT O IZI1E, ROFIEZETLET,

[Monitor] > [Alarms] DJEIZER LT, [Alarms] X— T2 X 5,

KT HF = /7‘?/7%72?/ W29 AHZ LT, B @é“(é77 LEBRLET,

B EMCHOETEATNST T— A%’:*'Défﬁﬂﬁ’%@“é 1. YT T — AOBHC DB
x%:z‘7 L9, oAl DJDéf%ﬂﬂ%?m—A@%M%’.miﬁ’i[ﬁ%f‘%iﬁm

[Select a command] K& 7 #7 J A h)vi | [Assignto Me] (F721% [Unassign]) Z#IR L £, [Go]

7V w7 LET,

[Assign to Me] Z iR L7255, B O —HF 4703 [Owner] HIZFRK R S E 7, [Unassign] #3841 L7255

A = FAOMITZEBICRY £7,
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75—Lotesu7 IR

7 5—LOHIBREIUT

7T I —2%FHIERT B L. 7T — i Primelnfrastructure (2 K o TT —Z R— AW S HIBRENE T,
T I —2L%7 VT35 L, Primelnfrastructure 7 — & N— R Z13E D 903, [Clear] IREEIZ/2 D F
T, T I =4, FORKRERSTRUDPEE LRLS ol e X7 VT THHENRDHY £77,

Mobility Services Engine 725 7 7 — A& HIBRE 72137 UV 7+ 51213, ROFIEEZFEITLET,

AT w71 [Monitor] > [Alarms] DJEIZIER L T, [Alarms] ~— T & & £,
ATV T2 M TE2F v IRy 7 AeA A LT, BIBREIZZ V7 T57 79— Z2@IR L £7,

ATw T3 [Selectacommand] K2 7 #7 U A RH)D [Delete] £ 7213 [Clear] Z7EIRL EJ, [GolZ 27 U 7 L
7,

BFA—IL 7 o—LaEE

Prime Infrastructure TlX, BHEDEF A —/L T RL AT I —L2@HEXETCEET, BELA—
IARRHTCHEMAEETH I T, BERGAIGRERT 72 a2 ENTEET,

HOIE A —INVTHEENDT T—LEKRKEDH A (Critical, Major, Minor, 335 & U Warning)
ZIEIRTE £,

A—IUCT T — hEA G T DI, ROFIEICHENET,

AT w71 [Monitor] > [Alarms] DJIEIZEN L £,
AT w72 [Selectacommand] Kz v 7 &7 I Z k726, [Email Notification] 238K L £4, [Gol &2V v/ LE
9, [Email Notification] ~<— UV NF/RINFET,
GH) SMTP A —/b H— NF B A—/VBMOMGRLRDE A=V T R A% AT HENIER
LCRBLMSENHY £9, [Administrator] > [Settings] > [Mail Server Configuration] ¢ JIE {25841
LT, myfFmae AN LET,
AT w73 [Mobility Service] D#fIZ & % [Enabled] = v 7 Ry 7 A& 4 N2 LT,
GE) [Mobility Service] 7 7 — A 17 = U Z (N2 F 5 &, Mobility Services Engine & 1277 —3/ 3 >
TTITAT L ACEHET 5T _XTOT 7 —LANERFHDES A —/LT FLATEESNET,
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B ~rosm

AT v 74 [Mobility Service] V >7 %27 U v 7 L%J, Mobility Services Engine |25 X257 7 —LAEKRKED X A
THEBET D=V NERRINET,

ATV TS BIA—NVBEMEEETITXICOT T—LEHEKEDODIA TOMRH DT = IRy 7 At I LE
R

ATV TE [To] 7xA R ARy 7 AL, WFA—VBNERITT S | DR EEBHOB A= T FLAEAS LE
T, BIA—NLT RLAEH L ~<TREID 9,

AT TT1 [OK| %27V w7 LT,
[Alarms > Notification] ~—IZR Y £9, WMESNTZT T —LERED LU T HELLE A —/L
WHOZEHEDOES A=V T RUARFRINET,

AN FDEA

Prime Infrastructure %l L C. Mobility Services Engine & & 77— g VilHIA X & F/RTE
FT, AR M, ENENOEKE (Critical, Major, Minor, Warning, Clear, Info) X UO%
oD T TVICESERBLTRRTEET,

TR, v —va VAR FORTROFIEICOWTIRIALET,

O —2 3 VBHMANY FORK

B =g VA N M ERRT D12, ROFIEELFATLET,

AT w71 [Monitor] > [Events] % 34R L £,
AT w72 [Events] N— T Tlk, ROEEEZEITTEET,

CHPEDEHZRDA R FEFRRTIHAIC, TOIPT KLU A, 4R, WLANSSID, £72iX MAC T R
LARDN> TWAHE i\%t&~yayﬂ~®SWMﬂ%%xbﬁy&xﬁ%@ﬁ%ﬂﬁbi
9, [Search] &7 U “/ﬁ LET,

CHEHNERLHT Y TARY MEFRT DHIZIE, TEHF— 3 23— [Advanced Search]| 7 U v 7
L T. [Severity] 3 & O [Event Category] K v 7 X > URA KRy 7 AL R4 7'y a &k
RLET, [GolZ2 Vw7 LET,

AT w73 Prime Infrastructure TR BRI~ T 24 R FERDOTHE, TNOHDA R e —EFRLET,
GE) AR NOFEME R T HITIE, A X2 MCBSEAHT 540 TU 5 [Failure Source] #7 U w7 L
9, Flo, ANV FOMEZZSN AL TCWEZXLZENTEET,
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| szx57ne9—ERODEZSULY
nsoiEe

O Dk
ZOHTIE, vX oI AT aryOREHEL, a7 77 ANDE Y v — RHECOWTHY]
LT,
2T, RONFICHOWTHALET,
CEEFEHEEGIREE, (137 N—)
uX S AT arORE, (137 4—)
*MAC 7 FLARIZHSS ax 7, (138 =)

ul ITrANDE T a—R, (139 2—)

EERFIRLHNEIR

g LU Bt T Y 3 /%LTR?"%% I%. Cisco TAC 1243 7> & [Error] & [Trace]
DHERT 5 LR RRH - T25E51T, FERICES T &N,

CHHT Ry 7L, TRV T 4 —ERADANHEE AT ST 579, Cisco TAC fH4F D
RO T TOARAEMZL T EEN,

AOX> 0 AT 3 DERE
Prime Infrastructure ZfFH L T, B /ICREKT DDA vE—VDXA T n/ LV EBETEE
7,

RX T AT g CERET HITIE, ROFNEEFEITLET,

AT w71 [Services| > [Mobility Services| DJIEIZER L £,

AT 72 FRET D Mobility Services Engine D4 Ri% 27 U v 7 LET,

RTw T3 [System] A ==—»05 [Logs] Z3IN L E 3, R SHL TV 25 Mobility Services Engine D2 ¥ > 7 47 =
VIREREINET,

ATv T4 [LoggingLevel] K v 7 & URANnLiEad 7y a o 2@RLET,
uX U A7 a L, [Off], [Error], [Information], 35X U8 [Trace] D425 T,

7 LoULA [Error] £7213 2k 0 b EoL~LiciREsnTcnsn s La— R, Lo
Z— 1 s 77 A locserver-error-%u-%g.log IZFidk SN E T, UL, vhr—va v —nR0
locserver—%u Y%glogm 7 7 7 A L EbICHiRR SN ENMOa Y 77 AV TT, ZOT—nl Tr7A
JVZIX, [Error] LLOR 7 EED T H A MERPTLEESINET, 27 F A MERIZIT, Y%
7— J: U HATD2S 17 La— RPREENTHWET, RKI0OZT— s 77 A VEfiRFTEET, &
07 77 A INDERKIFRY A XL 10 MB TY,
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VAFLEY—ERDE=S2YLY |

B wvAc7RLRIZES<COXLY

ATy TH
ATy T6

ATy T1

ATvT8

ATvT9

& Cisco Technical Assistance Center (TAC) Y3 725 [Error] & [Trace] D A3 5 X 5 ITHR A
HoTHAE. FORERICENET,

AR hOUX TG T AEEFEOBICH D [Enabled] F = v 7R v 7 A4 LET,

[Advanced Parameters] @ [Enable] &= v 7 R 7 A4 N2 LT, dEMT Ny TEFNILET, T 74

NRTIX, 2047V a VIEEC R T ET,

EE O GEMT AN 7, EE YT 4 BB RAONBEE AT S 5720, Cisco TAC #1435 D /RO
TTOHEAMZLTIIESN,

P—"nbu s Ty A NEX T e — KT 5IC0E, [Download Logs] 27 U » 7 LET, FEMIZOWT

X, vl A NDF T n— REBRLTLEEN,

[Log File] Z /v —7 R v 7 A2, LLTFOEREALET,

* Mobility Services Engine THERF 51 27 7 7 4 /LD, Mobility Services Engine THEfF CX 51 7/
77 ANOEIES ~ 20 TT,

‘R 774N P A X MBHAL) ., BY 77 A LDYA XX 10 ~ 50 MB T,

[MAC Address Based Logging] ~—C, WO FIAZFATLET,

*[Enable] F= v 7Ry 7 A% AL, MACT RL A aXo 728 LES, T 74V Tl
DX T a TN o TWET,

CuXLU T EANCTDH1IOUEOMACT FLAZBEMLET, £/, UANZBEIMLZ MAC T RL
AEHIBETEET, HIBRTA12E, VA RPSMACT RLUAEZZEIRL T [Remove] 27 Y v 7 L%
—g—o

MAC 7 FL A R—Z2Dua X FOFHEMIOVWTIEIMAC 7 RLRAICES e X /28R LTL
éb\o

ATV T10 [Save] 27V v/ LCEFAZWEALE7,

MAC7 KLRIZEDC X 45

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

ZOMEETIE, HESNTWAHIMACT RLADZ T 4T 4 [EHAEDO Y 77 A4 VAR TE £
T, By T A IIIRISTRTRAD locserver T 4 L7 U NICHERE S L E T,

/opt/mse/logs/locserver

—EIZR K TS DOOMACT FL A% JIZEETE £, MAC 7 KL R aabb:cc:dd:ee:ff O
7 77 ANOERITKRD LB T,

macaddress-debug-aa-bb-cc-dd-ee-ff.log

1 2OMACT RLRIZX LTI K202y 77 A VEERTEEd, 22017 77 A Vi,
1 DODAAL L E1 OO I T v T FERIFo— A — =10 J 77 A )L THERTEET,

MACwH 7 7 7 A LD/ A X2 10MB TY, mKHFERYA XL, MACT RLAH7-V 20MB
T, 4EEU FEHENTWAROMACEY 77 A NME TN —= T &N ET,
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| szx57ne9—ERODEZSULY
nyzr4rnsyro—F I}

Oy 274)LDFyra—Fk

Mobility Services Engine & 7" 7 7 A /L& FRMTS 2 BN 8 535513, Prime Infrastructure - L
Ty 77 A NVEVAT AIX T — R T&ET, Prime Infrastructure TlIe 7 7 7 A V&2 E
tozip 7 7 ANDBE T ra— RIPLET,

07 Z7ANDEENTND zip 77 A NVEX T ra— T DI00E, ROFIRELZETLET,

AT w71 [Services| > [Mobility Services] DJEIZEIN L £,

ATw T2 RF—HFA%FKRT 5 Mobility Services Engine D4 Hi% 27 Vv 7 LET,
AT9 T3 EROYA RR—=DA=a—05, [Logs] ZER L £,

AXTv 74 [Download Logs| 27 V v 7 L%,

AT w75 [FileDownload] # 1 7 17 7R v 7 ADFRIZHEN, 77 A NVEFRRT D0, £lcld zip 7 7 A VE VAT
DITRIFLET

TOEARLA FOFERODE=R) T
[Access Points Details] X—TlZ, 1 DDT 7 BA KL bDOT 7R KA MERESRTE
£

ZDR—=UNZT 7 AT HIZIE, [Monitor] > [Access Points] %2 L, [AP Name] #i CIHH % 7
Vo7 LET, T78ARALA LV FOFEEIISE LT, ROXTNFoRENET, ZOHTHE, &
[Access Points Details] ~— DX TIZHOWTRELLS ML 9, ARITKRDO LBV TT,

* [General] # 7

* [Interfaces] % 7

* [Mesh Statistics] % 7', 5-83 ~<—
* [Mesh Links] % 7, 5-87 ~X—

* [CDP Neighbors] % 7

* [Current Associated Clients] % 7'
*[SSID] % 7

* [Clients Over Time] % 7'
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. [General] % 7

[General] 2 7
A\

VAFLEY—ERDE=S2YLY |

GE) [General] % 7 @7 ¢ —/L KX, Lightweight 7 7 £ X "4 > k & Autonomous 7 7 & A KA

hCRRY ET

22T RONFIZOWTHB L ET,
* [General] : Lightweight 7 7 & 2 "4 > |

* [General] : Autonomous

[General] : Lightweight 7 7 X 7K1 > +

7% 5-47 1%, [General] (Lightweight 727 A KA > W) ¥ 7 D7 4 — L RERLTHET,

%= 17 : [General (for Lightweight Access Points)] 3 7D 7 4 —J)L K

J4—ILFK R BA
General
AP 4, FR—ERNEZR LT 7 BRRA L M,

AP IP address, Ethernet MAC address, 35 &8

IP7RLVA, f—HFy FMACT LA, B

Base Radio MAC address T OMES MAC 7 R LA,
Country Code PR~ FENBEa—F, 1HOar ha—F

THRKR20 DEZYR—FTEET,

GE) EATIEEFICEE S TW RN
B T EARA L MIELSEME
LZRWATREMERNH D £77, HamT L
(Y R—FSNDEa— FOFERRY
A MZ2OWTH, KO URL 22 M L
TV, http://www.cisco.com/en/
US/docs/wireless/wcs/4.0/configuration/
guide/wcescod.html.
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| vrxFLEH—ERDE=HULY
[General] 2 7 .

J4—JLF SR BA

Link Latency Settings a k=7 CU U IBIERHELT, 77tk
ARAV EBIOay ba—F0M0Y 7%
FTE £, FEMIZOWTIE, TR R
A DY T BIEOREEZSRLTLIES
AR

* [Current Link Latency (in msec)] : 727 & A
RA U Ihbaribe—7 BIOar b
R—I0nbT A RA L NOBON—
Fe— bRy FOBUEDT U R v
TR (R UR)

* [Minimum Link Latency (in msec)] : Y > 7
BIENSHENC2>ThrE, £V b
SNTHHED, T7EBARA L b
vha—7, BXWarte—InbT s
TARA Y FOROAN—FE— | Ty
FORET v R RY TR (R
) .

* [Maximum Link Latency (in msec)] : Y 7
BIESH I o Tinb, FidV -ty b
SNTHHD, TI78AKRAL Y Fnba
vhe—=7 B0t —In6T7 7
TR RA L FOEDO/N—E— K Ty
FORET U REMY v 7R (R
) .

LWAPP/CAPWAP Uptime LWAPP/CAPWAP #5537 7 7 4 712732 > T
TN E RSN E T,

LWAPP/CAPWAP Join Taken Time LWAPP/CAPWAP #2545t 2321 L T 7= R[] 2358
RENET,

Admin Status T I vRARA L FOBEHIRIEN, HRhEITE
MeERENET,

AP E— F
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. [General] % 7

VRTLEY—ERDE=SY VY

TJ4—IJLF

BLL

o— v

TI7HNVRE—R, HELLETF ¥ XL EAF Yy
VLT AREREERRTM, 7% 74T
VMo =Rt EnEd, 7I7E8A R
A2 MIS50 VR, Ty RVOREEZY v
A LET, AutoRFFHTED FTHE I
MoM, £F ¥ raKELET,

GE) Local F 721X FlexConnect 7 7 & A 7~
A > T Cisco Adaptive wiPS ¥&HE &
ET HITIL, [Local] £721%
[FlexConnect] % %4 L, [Enhanced
wIPS Engine Enabled] = » 7 A8 v 7
REF AT LET,

Monitor

MM EHEAT—F, 77®A KA M
RESNTZTRTOF vy XL Z2 RBITEICA
Xy LET, ZTOXLIRESNLT 7 EA
A 2 N TIE, BREAEBRD /X > N T A R
TEESNET, T=Z T—RF TR KA
VI AAETIZRBARL NI TAT b
LT TEET,

CGE) 7 7 A RA kT Cisco Adaptive
wlIPS #HEZ 5% T % (Z1E. [Monitor]
%R L E 3, [Enhanced wiPS
Engine Enabled] = v 7 R > 7 X%
2 LT, [Monitor Mode
Optimization] K= v 7 #7 U Z k)
O [WIPS]| ZiBIRLET, 7 78RR
A > T WIPS E— RZHITT DR
W2, 77 BRRA Y N O A L)
T ORERHYET, TI/7EAR
A v ORI Ligne, =
T— Ayb—URERINET,

GE) T8 ARA L B TWIPS AT L
Tete. BERAFREANICLET,

i Cisco Wireless Intrusion Prevention System I > 7 4 ¥aL—>3> A4 FJJ—R16
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[General] 2 7 .

TJ4—IJLF

BLL

Rogue Detector

T I RARA Y NOBERNATIZE0 DY |
TIEARAY NIAERNT 74 v 78T %
Vo2 LET, ZOF—RKTEIET D20 b
n—J%, RETZ7E®ARASA L "eE=XLE
9, IR —FTTRTORET 7 A KR
AV ETTAT U FOMACT RLADY A
b &2 RIERHERICEE LT RIERHERA Z 0
% WLC IZ8525 L E 9, MACT KL AD
—E N, WLC T ZERARA L "R Ry hU—
7 ECEALT-NARE R ESNET, MACT
RUANR—ET HHAIL. EORIET 7B AR
AV MBERFE Y NU— 7 TS D DA
BTEET,

TR ARA L MIFFETF ¥ 3V EOTXTD
Ry NEEYS LT, AiroPeek #FETT 5 Y

EF—h v ANBELET, IRHDONNT Yy
MZIX, ZALRAZ T AGERE, T v B
A X7 EOERPEZENE T, ZOMREIL,
F—2 Ny hOF a— RedH— k5,

Y= K =T 4 ®;OFXy bT =75V 7k

7 =7 To 5 AiroPeek & Ef 17T DEEDHER)
I CEFET,

FlexConnect

WR6ODT 7 AKRA 2k DFlexConnecta A

IZLET TI7EARA ML, 2 ba—

T ~OEiE Kol x, VATV N T—X

NI T4 w00 —RNWIAL yF LT L, 7

TAT v MRiEE R — IV TEITTEET,

GE) OfficeExtend 7 7 T A iR A v R TE
3 5121%, [FlexConnect] % E4R 42
ERHY ET, AP E— KR
FlexConnect D54, FlexConnect DF%
EA T a URFRSNET, T
%, OfficeExtend AP = H 2T D47
v = k| Least Latency Controller Join
EREINCT DA TV arnEERE
R

Cisco Wireless Intrusion Prevention System 2 > 7 4 ¥aL—>av A4 FUU—X16 i



. [General] % 7

VAFLEY—ERDE=S2YLY |

TJ4—IJLF

BLL

Bridge

Z UL, Autonomous 7 7 A IRA vk AR
74T FOXHITHERE L T, Lightweight 7
7B ARA MRS DR E— R T,
AP E— R/ [Bridge] IR E SN, 77 A R
AVEIRT Iy URIETHLGE, 7Y vve
ZTOHMZ 4 T > M. PrimeInfrastructure (2
II7A4 T hELTUANENET,

Spectrum Expert

ZDOF— R TIL, CleanAir kI~ D 7 7 7 A iR A
Y hE, TRTOE=SHET v 2V O T
B O 7= REHRIC# AT £9, IDS A
X ¢ R Wi-Fi 72 EDOZ O OEEIZ T~ T—
WRefs ik X E 7,

Enhanced wIPS Engine

[Enabled] & 721X [Disabled] DT IULMDEETE
AU, Cisco Adaptive wIPS #§REZ i L72 ¥ =
U7 A WBEDE=FPNAREE 720 £,

Operational Status

[Registered] F 7= (% [Not Registered] DV N7 I
LRy, aryhr—J TCREINET,

Registered Controller

T RRARA L PPBERSATWD 3 ha—
To BEFEHO Fa—T OFMEFRRLE
9, FEMZ OV TIEL,  [Monitoring System

Summary| (5-4~—2) ZZHRLTLZINY,

Primary Controller

DT IRBARA L MDTTA~) ar ha—
7 DA,

Port Number

TIBARL L OTTA4 <Y avkue—7F
DSNMP 4., 7 27EBARALL NI, TTD
Iy NU—=JBEIZONT, "—R =T U
oy "RRAELEEA, Zoar bar—T (K
T yvz—hL LD ELET,

AP Uptime

TIRARAL L NINT 7T 4 T TEZIETED
REEIZ 2> TV AR 2 F R L E T,

Map Location

TIRARAL U NDOH AL~ —EFZDOLFTL,
7V w75 e~y ETHEREOGFNERS
NEJ, ZEMIL. [Monitor] > [Access Points] >
[name] > [Map Location] OJEIZE N L CTL 72 S
AN

[ ] Cisco Wireless Intrusion Prevention System 21> 7 1 ¥ L—32 3> A4 K
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[General] 2 7 .

Z4—ILE Bl

Google Earth Location Google Earth DG AEF D HTHA TN D0 E
IMERLET,

Location TR ARA L RBEE ST DR R

At (F721% Unassigned) .

Statistics Timer

TOHTURIE, TIRERARL L NRED
DOTIL #EHE#RE = > b o —F (2RET K
FHEANTHRELET,

PoE Status

7 7 A RA 2 b D Power over Ethernet A 7 —
H A, RIEERMEIIRD LBV TT,

*[Low] : A —H x>y hbiifs s 72
TR RA L FDOETIHMEN,

* [Lower than 15.4 volts] : £ —H% %~ R 5
SN sT 78 ARAL  hOBEHN154
V At

* [Lower than 16.8 volts] : f —H % > R 5
A SNDT 7B ARA » bOEIIN168
V At

*[Normal] : 77 & A RA > ks OEAEC 5
RENPAE S TN D,

* [Not Applicable] : B3 A —H % > hTiZ
7200

Rogue Detection

AEMBHDBENZ 2> TWDHMNE D nERLE
ﬁ‘o

(X)) FEREIEAIND T 78R RA
v ME ZEORET S A&
5 ATHREMED BN T2 D OfficeExtend 77
7 A RA L N TIEARERLITEST)
AN SV E T, OfficeExtend 7
7 A RA 2 NOFEMIZOWTIE,

[ Cisco Wireless LAN Controller

Configuration Guide] Z#ZH L T 72
S,

OfficeExtend AP

7 7% A RA 2 FH OfficeExtend 7 7 & A R
AL RELTHEMDIR>TWHDENE I ERL
¥9°, 7 74 /L X [Enabled] T,
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. [General] % 7

VAFLEY—ERDE=S2YLY |

TJ4—IJLF

BLL

Encryption

BB DB TWNWENE I mE R LE

7T

GE) SR T ek SR N i € i35 [ N )
LTI RBRABRAL L INY T— 1
L. 72947 Ok bivE
7T

GE) DTLS 7 —# W afbix, E¥ =2V 7+«
ZHEFFT A 729, OfficeExtend 7 7 &
A RA N THBIBICEDCR D E
T, BEEAbIE. Plus 74 & AN
EENTZ5500 ) —Xar ba—7
\ZT 7B A RA v MRERESNATH
LHGEDORMERTEET,

Least Latency Join

TIRARAL Y ME, TI7AAV T 4 EFHRTR
(FT7A4~=V, ®HoHY, Z—Tx VU arh
n—7) Mh, BIENEMS R (REIEE)
DAy ha—J7ORRICEIVFEZET, BEN
BEOay ya—I RN, RKEORT F—< A
ML ET,

Telnet Access

Telnet 7 7 Z ABENZ e TWAMNE 5 gk
ﬁ—\‘ ]\/i‘g‘o

SSH Access

SSHAAMNZ > TNEMNE I ERLET,

GE) OfficeExtend 7 7 B A R"A > X, T
T ANV NDI/INRAT — RKINT 78R KR
A N CERENTWAEAITNE T
78 AEFFAT S ATRENEA B 5 WAN
ICHBEEH SN TS ZERH Y £
9, ZD7=, Telnet & SSH T 7 &
A%, OfficeExtend 7 7 £ A " A > b
TIXBBIICEESC e D 7,

Versions

Software Version

Biffay b —J7 CHEITESNTWAHa— R4
N —TF 4T VAT AD
release.version.dot.maintenance &% 5,

Boot Version

FR—F 4 VT VATFADT — Fr—XD
N—V 73 &5,

Inventory Information

[ ] Cisco Wireless Intrusion Prevention System 21> 7 1 ¥ L—32 3> A4 K
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VRATLEY—ERDE=ZY VY

[General] 2 7 .

J4—ILF A

AP Z A TR A RA SO

AP Model TIEARALAL NOETINVE T,

Cisco IOS Version Cisco I0S Release DFEHH,

AP Certificate Type Self Signed ¥ 7= {% Manufacture Installed DV 941

PIEn

FlexConnect Mode Supported

FlexConnect E— RRYHR— K I TWBEnE D
MWaERLET,

wIPS Profile (3243 2%54)

Profile Name

2P ERTR T 7 ANZEI ) I TBHE,
wiIPS 7’0 7 7 A VOGN TR RSN E T,

Profile Version

Unique Device Identifier (UDI)

Name 77/ A RA 2 RO Cisco AP D4 i,
B! T RARA SO,

Product ID ESCATREZR LS, ID

Version 1D L ID ONX—T g

Serial Number

— B ) TILEE

* Destination

* Send Count

* Received Count

* Maximum Time Interval
* Minimum Time Interval

* Average Time Interval

[Run Ping TestLink] : 7V v 7 L TCT 7R RA L MIping LET, #ERIFIRyTT v 7 XA

TRIRy s ACFRENET, KT, BEMT NS A— 2 BRLET,

carybhr—7IP7 KL A
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. [General] 2 7

J4—ILF &5 EA
[Alarms Link] : 7V v 795 &, ZOT 7 A KA v MCEEMTONTET T—2RNFEREN
£7

* EKE

*RAyb—v

* [Failure Source] : 7 7 — AT /31 A
* Timestamp

* Owner

Ty

* Condition

[EventsLink] : 7 U v 27§ 5&, ZOT 7 EARA L MIBEMT bAoA X PRFRSNE
R

* i

* [Failure Source] : 7 7 — AT /3 A A

* Timestamp

* HRHEE

*HhT =AY

* Condition

« Correlated

[General] : Autonomous

A

GE)

HEZ 7472 MZoOWTL, PrimeInfrastructure (X7 7 A 7 > MDA ZINE L £4, [Monitor]
N=VEVR=bDITTAT 2 MEIZIE, B 74T PR EERTHWET, 7947
NEFR, 7 TATY N NT T4 w7 757, TOMD7 47~ LAR— 1 (UniqueClients,
Busiest Clients, Client Association 7¢ £) (2%, Autonomous 77 B A RA » b6 DT 54T

YMIEENTHEE A,

# 18 1%, [General] (HfET 7 ARA L H) 27 DO7 4=V FERLTWET,
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[General] 2 7 .

5% 18 : [General (for Autonomous Access Points)] 3 7D 7 4 —JL K

J4—ILF Bl
AP 4 FARV—ERER LT 7R RA 2V M,
AP IP address and Ethernet MAC address TIERARLA L FDIPT RVA, A —H R

FMACT RL A,

AP UpTime T RARA L MBREZETEDRIEIC/AR-T
WO (AL L g3 B) AR L ET

Map Location TIRARA L NOAAZ 7 —EZRDGHT4,
7V FbHE~y T ETEBEOGIINERS
NE7,

WGB Mode TIRARAL L NBT =2 TN—=T TV v

T=FNEIDERLET,

SNMP Info

SysObjectld VAT A ATV MID,

SysDescription VAT NT A AOFEE T 7 — LT =T DOH

SysLocation FEDNR—T 3,

SysContact TNA AMRIE STV DY) O4 FT0HE 2 72
EL T ADYBERIN 725,
FONA A YT 5 2T NEBE DL,

Versions

Software Version BfEary e —THERITENTWDHa— KoL
RL—=T 4T VAT AD
release.version.dot.maintenance %75,

CPU Utilization FBE LM oRK, EY, B8 0&/I CPU
EHRENER RSN ET,

Memory Utilization BELF#HEORK., B, BIOSR/NATY
EHRENERRINET,

Inventory Information

AP X A7 autonomous ¥ 7213 lightweight,

AP Model TIRARA L FOETNES,
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[Interfaces] 2 7

VAFLEY—ERDE=S2YLY |

TJ4—IJLF

BLL

AP Serial Number

DT ITEBARL L FO—EDOV Y TILEE,

FlexConnect Mode Supported

FlexConnect E— RRY R — K ZNTWNENEH
i

Unique Device Identifier (UDI)

Name 7 7 & A RA 2 RD Cisco AP D4 HI,
230 T IR RA L SO,

Product ID HESCARE 72 B ID

Version ID L ID OAR—T g

Serial Number

—EOR Y T IVEKE

AFEY & CPUBEHRO T T IRFEREINET,

[Alarms] 7 U v 7325 &, ZOT 7B ARA » MIBE#EMTONTZT 7 —2BEREINET,
[Events] 7 U v 7 5L, ZOT 7 EARL L MIBEHEMT BNTZA RN FRFERENET,

[Interfaces] & 0

# 191%. [Interfaces] ¥ 7 D7 4 —/L K&ZRLTWET,

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

& 19 : [Interfaces] 2 7D T 4 —IL K

J4—ILF

A

A HE—=T A

Admin Status

A=V Xy b A F—=T oA APFEIIR>TNDENE D InE R

LE7,

Operational Status

A=y b A B —T oA ARBERREE I D E TR LET,

Rx Unicast Packets

ZRELza=%x Ak 7y hOKERLET,
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[Interfaces] & 7' .

J4—ILF A

Tx Unicast Packets EELEEZ=F%Y A N 7y FOKERLET,

Rx Non-Unicast Packets ZELFEI =YX N Xy FOHERLET,

Tx Non-Unicast Packets FEELFEI=%¥v X Xy FOHERLET,

Radio Interface

A=t = 802.11a/n ¥ 7213 802.11b/g/n,

Admin Status TR RA L NINERNDE N ERLET,

CleanAir Capable T EARA LY I CleanAir ZEH TE 50 EInERLET,

CleanAir Status CleanAir D A7 — X A&~ LET,

Channel Number Cisco RN T u— REF ¥ XA L TWAF ¥y R ALEZRLET,

Extension Channel Cisco BN T o — RF¥ AL TWAHEI L ZY Fy 1L ER
LiTO

L ~UL TIRARLA L FOEEBHLL  1=EHa— FRETHT S
NHRKES, 2=50% DEI, 3=25% DE], 4=625~12.5
% DFEI], 5=0.195 ~ 6.25% DFEI,

Channel Width COERA LA —T 2 A ADF ¥ XUFEEIEE R LET, Frx
JUARHIE D F% E DO FERIZ OV T, 802.11a/n RRM EhffJF ¥ 1L
BN B TCOBREEZSHRLTLITEIN,
BN (F7F0 ) REZ20MHz T, HRKREIL, ZOHELR
THAR—FSNTWDREKT v RUIETT,

T T F DA EI T T OB AR LE T,

TaNRTF A ERRTIHA L E—T oA ZADLTHTEZ ) v 7 LET (20 22HK) .

R A3 —TzARADTONRT«

J4—ILF £ EA
AP % T A RA L N DL,
Link speed A B —T = A ADEE % Mbps HAL TR LET,

Cisco Wireless Intrusion Prevention System 3> J 4 X2 L—>3> A4 K 1)1J—X 16
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. [Interfaces] & 7'

VAFLEY—ERDE=S2YLY |

J4—JLF Bz

RX Bytes AH—=T 2 A ALTZELEZT =DV FORASA b
BEnrLET,

RX Unicast Packets A =T =2 A ETZELIE2=%v 2 b X7y hORKETR

L\ij—o

RX Non-Unicast Packets

AV B =T 2 A ALTZELEH2=FY A MEREF~Y LT Xy
AN RNy NOMREBERLET,

Input CRC

A B —T oA A LTZELE v NN CRC =5 — D%
R~RLET,

Input Errors

AV H =T 2 A ATOZEFIZHE L, Xy hOTXTHOx
F—DEFERLET,

Input Overrun

AL — IR VL —ROT —H BRI Z B2 -0l Li—
NON—=RY 2T NZET —H e~ F =T Ny 77| IEETE
o lcFEE R LET,

Input Resource

A B =T 2 A A LTZELE Ny FADOY VY —2 =5 —0#
BErLET,

Runts AT AT DENNT o b A LD /NS NEDIZEEINS
o NEERLET,

Throttle A B =T A AN, FEFTORry NN TEX 5728, BifEH
EAEET LI, EENICIZT RS 2 &2 %EE L3 mE A
RLET,

Output Collision A=Yy b2V Ta NI VERELE Ny bokEE L

£,

Output Resource

A B =T 2 A A LTEELERry FOY YV —2 =5 —DORRK
R LET,

Output Errors

BHEBNCA v H =T 2 A ANHD/Nr sy hDOEENTE otz
RN E DT —DHHEERLET,

Operational Status

AP FOWERA —HY Ry b A v Z—T oA ZOEEREEZ R L F
TO

Duplex

AV E—T 2 A ADTF 2Ty I A ET— RERLET,

Jll Cisco Wireless Intrusion Prevention System 2> 7 4 ¥alL—> 3> 4 K J1Y—X16
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[cDP Neighbors] 2 7 [

J4—JLF EBA

TX Bytes AU =T A A ETEFE LT —DRWAT Y hORAAL b
BaErLET,

TX Unicast Packets AV B =T 2 A ALTEELE2=%y 2 b "y FOBEER

L\ij—o

TX Non-Unicast Packets

A B =T 24 A LETHELI2=F vy XA PELITI VT F ¥
A b Ty FOREERLET,

Input Aborts

A F =T 2 A ETRERITHE S NI AT v S OfEZERL
i—a—o

Input Frames

AE—=T 2 A A ETRELIL, CRCZT—0HV, 77 vk
BNEEE Ty O E R LET,

Input Drops

A =T 2 A A ETOZERIZ, Fa—DB—HEoZDIT R
By TSNy OB ERLET,

Unknown Protocol

R T e ha BN ERK TS v F—T 2 A ETREISNT A v
ok E R L ET,

Giants

AT 4 T DIEKRANT y b YA Xl LI le IS AT
FMEZERLET,

Interface Resets

A Z =T 2 A ANFERIZV By bbbz RLE7,

Output No Buffer Ny 7 7 BRI RIS Tl IR SN P OB AR L
£,

Output Underrun N— S DIVERE ) B A T2 IREET b7 A X v Z 0S8R L7z [F13K
wRLET,

Output Total Drops A B =T 2 A ZAPHDOFEPIC, Fa2—B M7 DIT R

Oy T EINTATy hOREERLET,

[CDP Neighbors] % 7

# 21 1Z[CDP Neighbors] # 7D 7 4 —/)L K&RLET,

| 0L-29331-01

Y

GE) DX TE, CDP AN > CWBIGAEDRFERINET,
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. [Current Associated Clients] % 7'

%= 21 : [CDP Neighbors] 2 7D 7 4 —)L K

J4—IL K B2l

AP 4, T RRBA L MTEID G T H A

APIP 7 RL & TIREARLS L FDIPT R A,

Port No TIERARA L MIEREN TV DE0ED Y THR TSR — M
o

Local Interface B—WNAH =T 2 AR LET,

Neighbor Name BEEd 5 v R a T8, ADL4TF,

Neighbor Address M 2 Aa TR ADR Yy NU—7 T KL A,

Neighbor Port MET 5 A3 T, ZADFE— |,

Duplex BRCEROPY_EHRONERLET,

Interface Speed A H =T 2 A ANEMEL TWD I,

[Current Associated Clients] & 7
#% 22 1%, [Current Associated Clients] % 7 D7 4 —/)L K;R L TWET,

)

GE) ZDX 7%, AP (CAPWAP F 7213 Autonomous AP) ZRHEFTIT HNTWAZ SA T2 M dh
GBI DORFRINET,

% 22 : [Current Associated Clients] 3 7D 7 4 —JL K

J4—ILFK i BA

[Username] 2—PHEI Vv ITHE, DI TAT VR
@ [Monitor Client Details] ~<— VR F/R I E
o FEMICOVWTIE, 2747 hea—FD
EFE=X VTSR TIIEEN,

IP Address Blh#EfHT o TWAB 2 IA4 T FDIP T KL
A,
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[Current Associated Clients] % 7 .

TJ4—IJLF

BLL

Client MAC Address

IJITAT U MOMACT RLRA%Z 7 U v I35
L. 2D 74T ;® [Monitor Client Details]
NR=UNERINET,

T o— g

TV T— g 0B,

UpTime TV T— 3 Ok,

SSID 2 —HFEFHD SSID 4,

SNR (dB) BIEAHT BN TNB 2 T4 T b, (55
T (dB HAL)

RSSI SIERMEA P —4 (dBm)

Bytes Tx A—F Ry b E—T 2 AT NDDT;
FNZEE L7 T — % DEFEERLET,

Bytes Rx A=V Xy ALV HF—=T =2 ATHTNNDS

MTZELLET—X0ORtEE TR LET

TIRARS Iidnary bu—JICBEEMTF LN TWARWEGS, 2 ha—F B BH TiEERL,
T—=HR=AEFH L CT—FNREINET, T7EBRA RS SHBEEMT LR TWRNE
B RODT 44—V ERERENET,

2—H 4 74T v hD2—HW4,
IP Address a—h)IP T KL A,
Client MAC Address Client MAC Address

T x— g

IIAT VR TII—2 g DEA DAL
7,

Session Length tvia rOMOE S,
SSID 2 —HEFKD SSID 4,
A= =¥

Avg. Session Throughput

Traffic (MB) as before

Cisco Wireless Intrusion Prevention System 2 > 7 4 ¥aL—>av A4 FUU—X16 i
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B ssoiso

A

GEx) [Current Associated Clients] 7— 7 /L D% %800, HIER., EFAEFE I 520X, [Edit View] UV » 7
27V w7 LET, [EditView] 260 L72HHL Y « —L RIBIIOFEMIZ OV T, 77 &
ARAL N VAMDORRORE] (5-47 =) ZZRLTIIEIV,

[SSID] 2 T
#230%, [SSID]Z 7 D7 4 —/L RERLTHET,

)

GE) ZOETIX, TR RA L b)Y Autonomous AP TH Y . AP TSSID WHRESNTWBHEEES
DHFRIINET,

=23 [SSID] %2 T

J4—ILFK 5 BA

SSID TIRARA L FOERICL > TTr— FEy
A PENTWAHY—E R v bID,

SSID Vlan T A RA b EDSSID L, $FED VLAN
ID £ 72134 R T 22 DICHRESNE T,

SSID Vlan Name TIERARAL N EDSSID L, FED VLAN
ID £ 72134 R 2T 22 DICHRESNE T,

MB SSID Broadcast SSID 7Vu— K% ¥ A b2 ¥HcTr L, UA
YLR 547 M9 TIZTSSID 251> TV
L0y, AP OBEFMIT b A4 T2 b
DRI T4 = FERT R 40
71 LIBRWRY . 727 ' 2 RA BRI
PR EEIC 72 £,

MB SSID Time Period ZDIRE SN -HIBTIZ SSID N DN ERIEIE A
FE LT £9,

[Clients Over Time] & 7

ZOXETINE, DT T INFERINET,
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lGenerating Reports | .

* [Client Count on AP] : 7 7 B R ARA o MIBUEREIT N TWD T T A 7 2 b OFRRED,
R & & blicRRanE T,

* [Client Trafficon AP] : AP I ENTWB I T4 T v Mo Th RSN T 7 407
2, B E EbiIcERENET,

GE)  EROZ T IR RINDERIL, BHRN—2D 7T 7IcFRrEnET, FEN—20D 7 F
TTCIE, 77 RX=Uo EEIC, 6 FEfE, 1 B, 1ERM, 28M, 48, 34, 6 v A1
B BLOWARZLERRTDHI 7 RX=PbVEd, BIRTHE, TOXA L TL—LD
F=APNEGEEN, MET DT IRERENET, oW TIE,  [EEfR—2D S/ Z
71 (671 =) L TIEIN,

[ Generating Reports |

Prime Infrastructure Cl&, S EFIERFHEDO LA — &AL TEET, ZOHTIL, Prime
Infrastructure Report Launch Pad Z ] L C. Context Aware L 48— k&A% d 5 FIEIZ- DUV TREH]
LET, 774/ 8Tk, LAR— ME Prime Infrastructure — NZRAF I E T,

LAR— hEHEEZTER LS, SBOBWCHEAT LD LR — FEREFEL., BRI, £720%
A a—) R— A TCLR— N2 EFTXFET,

LAR— FOWRDIEEL EZTEET,
*E=HXTDH 1 DEIIHEELD Mobility Services Engine
* LR — b OAERBEE
*JT7 ETOT—FOERRFGE
CLAR— MEEFAINNTEETLIN, 77 AT AR— T 50

LR— bk 5% UF Ry F

VAR—bF 702F Ry KT, 1 DOX—U 15T T O Prime Infrastructure L'7R— MNIT 7 &
ATEET, ZOX—VUTE, HEOLFR—FEFRL, FFEOXATDLHR— MERE, HL
WLAR— FEER L TIRIFL, ATV a— VRESNTEETEEHRTCEET, LR—FF U F
7% RO [ContextAware reports] © 27 2 a I 7 7B A7 % & ContextAware L' 7R— b AR TE
£

Evh LR—=FN XA TORDOY =NV F T BT R =NV EEDEDL L, LR— FOFEMNER
NENET,

T RONFIZOWTHALET,
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SRATFLEY—ERDE=ZZ YT
fkSOUF Ry R

BBV AR — R OER E T, (158 X—2)
CHUEDLR— FOFH, (164 <—)

C AV a— LV EINTEFATREROER, (165 ~—)
CRIFL7ZLAR— hOBH, (165 <2—)

R LR— FDOEREETT

ATy

ATy T2

ATvT3
ATvT4

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

VA= b 2B L THEITT 2121E, ROFIEEZFIATLET,

[Reports] > [Report Launch Pad] DJEIZER L E 7,
LR—ME, =V DAL 72 aBIOERMOYA RRA—DA=a2—2, BT7IVPNZY A IR
i j‘o

LIR—h T F RNy ROAL L B3 THEYTHLER— e RO TLEEN,
GE) VAR—h Z0F Ny RCLR— M%7 Y v 73570, [Report Launch Pad] ~— ¥ DA

HHFTEF—a B FEHLT, YT R— 21716015, BEREEN TS LR—
MR LET,

[New] #7 U v 27 LE7, [Report Details] *— Y NERINET,
[Report Details] ~*—"C, KD [Settings] /3T A —F &= AN LFET,
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ATy TH

| 0L-29331-01

vik—rsooF kv

GE) —EBDONRTA=FT, VR— b ZA T TEFRRINDZ L H, RINBRNIEDHHY

i‘j—o

* [ReportTitle] : fRfF L7 LA — L LTINEMMAT25E61E, LR—FMEASLET,

*[ReportBy] : Ny 7 U R E0BHi%YT 5 [Report By] (LAR— MEAL) OB T A
R L ET,

* [Report Criteria] : SFRIIIZE I L 7= [Report By] (25 UC, fiRE Y — b TXxE£7, [Edit] &
7 U w2 LC, [Filter Criteria] *— % B & 7,

GE) [Select] Vw7 LTI 4 NVEEMEHERT 20, [Close] 27 U > 7 LTHID
WZRD ET,

* [Connection Protocol] : [All Clients], [All Wired (802.3)]. [All Wireless (802.11)]. [All 11u

Capable Clients], [802.11a/n], [802.11b/g/n], [802.11a], [802.11b]. [802.11g]. [802.11n (5
GHz)]. [802.11n (2.4 GHz)]

* Reporting Period

° [Select a time period...] K2 > 7 & 7 U R Mpb LaR— A RINRLES, fEET
% % {HIX. [Today]. [Last I Hour], [Last6 Hours], [Last 12 hours], [Last 1 Day], [Last
2 Days]. [Last 3 days]. [Last4 Days]. [Last5 Days]. [last 6 Days], [Last 7 Days]. [Last
2 Weeks]., [Last 4 weeks]. [Previous Calendar Month], [Last 8 Weeks], [Last 12 Weeks].
[Last 6 Months], [Last 1 Year] T3,

°[From] : [From] 4 7' a > R U ERIRL T, BABHRFEKTHRRZANLET, T
XA MRy 7 RZEMEATITEN, HLoZ—TAark 7V v LTHANZRER
T&EET, Fry7¥or VR MM ESEZRIRLET,

°[Show] : FX—VIZEKTR-THLa— NEEATILET,

GE) TRTCOLa— RKEERTAIZNE. TRANRY I REZT 707 DFFIC
LET,

ZOULR— RNEHBTIITTIE0, BOELOLR—FELTEITTLEE1X, [Schedule] 73T A —% & A
J1L¥E7, [Schedule] /87 A —XZHHT 5 &, LA— FOFTREE EITHEAFEH T ET,

* [Scheduling] : BHE LA V2 — > TUAR— & EITT 521X, [Enable] F= v/ Ry 7 A%

S LET,

* [Export Format] : =7 AR — 4257 7 A VDX (CSV £721L PDF) ZER L E7,
* [Destination] : 565G 4 A 7 ([File] £721% [E-mail]) Z®IRLET, 44T D57 7 A VOLFTEILE

FA—=)L T RLAZ AN LET,

GE) CSV 77 A IVEBIORPDF 77 A )VDOF 7 4/ NOBFTIL, kO ELEBY T
j—o

/localdisk/ftp/reports/Inventory/<ReportTitleName> <yyyymmdd> <HHMMSS>.csv
/localdisk/ftp/reports/Inventory/<ReportTitleName> <yyyymmdd> <HHMMSS>.pdf

Cisco Wireless Intrusion Prevention System 3> J 4 X2 L—>3> A4 K 1)1J—X 16 ||



LR—kS90F Xy K

G¥)

VAFLEY—ERDE=S2YLY |

B A—NVHDA =)V =ty N7 v 7T ERET HITIE, [Administration] > [Settings] %

IR L, ZROY A R/3—D A = =2 —0 [Mail Server] % 3#$R L C [Mail Server Configuration]
R=VEHEET, SMTP BLOZOMOXLE R FEHRE AL ET,

* [Start Date/Time] :

7 LT, Bff#@IRCTEHh LU X —5REET,
ZOTFT—=HIKTHLR— D

P ZDOVR— FOBEEZ A LET,
UAR— M1 EZTEITSNE T ([Start Date/Time] T L 72 RFFIIZHET)
LA— ME, [Entry] 7F 2 R B> 7 ZICANT 2R CR TR CEITSNE T,
LAR— M&, [Bvery] 7% A b Ry 7 RZANT 2 A CRTHBCEITSINET,

[Every] 7% A b AR 7 R ANT HHBEB L OF = v I/ Ry 7 A% 4

WLUET,
* [Recurrence]
° [No Recurrence] :
° [Hourly] :
° [Daily] :
° [Weekly] :

LaR— M,

N LTERBICETENET,

° [Monthly] :

LaR— M.

=

FATHS.

KRENDTHFAL Ry 7 RN AT 20, AV =T arzr )y
BFfHl & 3D Ry 7 H D 2 U R b b R % gk
ZOHKHIBIRENET,

[Every] 7% A MR w7 ZZ AT HABTRTHRTIITSNET,

[Create Custom Report] — 3 TlE, ViR— MMEREDI A X <A XTEET, ROFIZ, WAX <A XA[HE
RUR—h, BEOPTLR—FDHDLAR— b BIOBHHAARRLA—F Ea—2RLET, 4%
DY Y —ATIL, TRXRTCOVR— I EDAZAATETET,

RAU: LR—FDHRETALR

LR— b HREIA XD | BHEHYTLR—b | LR—+bEa— | T—2 J1—
& kpY—k
Air Quality vs Time Yes No FIE No
Security Risk Interferers Yes No #IE No
Worst Air Quality APs Yes No FER No
Worst Interferers Yes No FIE= No
Busiest Clients Yes No FER No
74T v MK Yes No 777K No
Client Session Yes No FIR No
Client Summary Yes Yes £ fil Yes
Client Traffic Yes No 75 7R No
Client Traffic Stream Metrics | Yes No FIE No

i Cisco Wireless Intrusion Prevention System I > 7 4 ¥aL—>3> A4 FJJ—R16
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LR—bk S92 F Xy KR

LR— b NRAEIAADH | BHESFTLHR—b+ | LiR—bEa— | T2 74—
& kDY—k

Throughput No No FIE No
Unique Clients Yes No FIE No
v5 Client Statistics No No FIE No
Configuration Audit Yes No FER No
PCI DSS Detailed Yes No FIER No
PCI DSS Summary Yes No 75 7R, No
AP Profile Status Yes No I No
Device Summary Yes No FIE No
Busiest APs Yes No FIER No
Inventory - Combined Yes Yes £ fil Yes
Inventory

Inventory - APs Yes Yes 2 Fe Yes
Inventory - Controllers Yes Yes - Filt Yes
Inventory - MSEs Yes Yes Gy Yes
Up Time Yes No FER No
Utilization - Controllers No No 75 7R No
Utilization - MSEs No No 75 7 No
Utilization - Radios No No 75 7R, No
Guest Account Status Yes No FE No
Guest Association Yes No FIER No
Guest Count No No I No
Guest User Sessions Yes No FIE No
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LR— b NRAEIAADH | BHESFTLHR—b+ | LiR—bEa— | T2 74—
& Rov—k
Prime Infrastructure Guest Yes No FIE No
Operations
Alternate Parent Yes No FR No
Link Stats - Link Stats Yes No FIE= No
Link Stats - Node Hops Yes No 75 7R, No
J—FK Yes No = No
Packet Stats - Packet Stats No No 75 7R No
Packet Stats - Packet Error No No 75 7R No
Stats
Packet Stats - Packet Queue | No No 75 74 No
Stats
Stranded APs No No FIE No
Worst Node Hops - Worst Yes Yes A No
Node Hop
Worst Node Hops - Worst Yes Yes i No
SNR Link
802.11n Summary No Yes 75 7R, No
Executive Summary No Yes - Fd No
802.11 Counters Yes No P Yes
Coverage Holes Yes No FIE No
Network Utilization Yes Yes bl Yes
Traffic Stream Metrics Yes Yes Wl Yes
Tx Power and Channel No No 75 7R, No
VoIP Calls Graph No No 75 7R No
VoIP Calls Table No No FR No
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vik—rsooF kv

LR— b NRAEIA XD | BHEY T LR—b | LR—bEa— | T—2 74—
B FDV—+

Voice Statistics No No 75 73R, No

wIPS 77— A Yes No FEEA No

wIPS Alarm Summary Yes No iWsl No

wIPS Top 10 APs Yes No FKIE= No

Adhoc Rogue Count Summary | Yes No il No

Adhoc Rogues Yes No FER No

New Rogue AP Count Yes No 5 No
Summary

New Rogue APs No No 75 7R, No

Rogue AP Count Summary | Yes No iVl No

Rogue APs Yes No FIE No

Security Alarm Trending Yes No 75 73R, No
Summary

AT 76 B [Create Custom Report] ~— % B < 121, [Customize] 27 U v 7 L £,

| 0L-29331-01

a) [Custom Report Name] kv v 7 & 7> U R Rink, FEITT5H LA — h&RINLET, [Available and
Selected] ¥ A.H L OBREL I, SR L2 LA — MG U TR GE13H Y 7,
b) [Report View] K v 7 Z 7> U A Rinh, LR— FaRENX 77 78K 3l 2180k
IEROWTNTRRTINERELE T, 2047V aid, —HOLR— s TIEEATEEEA,
¢) 25D F)—7 R v 7 A ([Available data fields] & [Data fields to include]) [ CTHFHZE RS N=F A HL
ZREIT 5121, [Add>] R ¥ & [<Remove] R¥ &L £,
()
HOFRHLIZ, BEOY T LR — N TIHEIMBETT, ZhbiE, [Selected Column] 7 /V—7 R v 7 A
MHHIBRTE A,

d) fERT—TNVOFNONERFZRET HI12iE, NBFEER ¥ > ([Move Up] % 721% [Move Down]) % L
F£7, [Selected Columns] Y A N T EFDFIFEH LA, FREOLEFIZRRINET,

©) [Datafieldsorting] 7 /L —=7 R > 7 AT, V— hi%E ([Ascending] ¥ 7213 [Descending]) Z5E L 7,
LiR—F T—=2 DY — FFiExEfEELET,
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B LA tr359oFKuF

* V= MEFERETED 4507 —4% 74— /L FEZBRIRTE E7, [Sortby] 3 LT [Thenby] K
By AT VAMEHEALT, Y= 58T —% 74—V REBRIRLET,

*V— R ENET—HF 74—/ KT LT, [Ascending] TV — hd %M [Descending] T — b3 50
BN L E T,

GE) EWADLVR—rDOHRY = TEET (V7 7BLCEAETIAR) ., Y—FTE
%7 4 —)v ROFHMN [Data field sorting] K2 X7 URANMIFERINET,

f) WEWE%E%E?“% ZiX [Apply] . ¥1%F 7 4V MIZETIZIE [Reset] 72, BHEEFICZDOR_R—T %
B L %1213 [Cancel] 75:7 Vo7 LET,

GE) [Create Custom Report] ~— " TIT o 722 8 X, [Report Details] ~~—"C [Save] #27 U v 7 L
RO LIRS EE A,

ATYTT TRTCOULFR—K RTA=FERELIZL, ROWTANEERLET,

*[Save] : LAR— F 2T IZETETICZO LR — MNREEZRIFT HITIL, [Savel &7 Y v 7 LET,
AV 2=V L TBWERRICR2 5 & LAR— MIBEEICIE TSN E T,

*[SaveandRun] : 2D L HR— FREFZHREL T, T+ <ICVAR— FEFEITT 5121, [Saveand Run] % 7
Uy 7 LET,

*[Run Now] : L R— FREEZHRFETICLHR— b E2FE(TT5H121E. [RunNow] 27 U v 7 LET,
*[Cancel] : Z D LR— L& FETHRELETICAION—VITRE S IZIE, [Cancell 27V v 7 LET,

REDLR— FDOEE

KEDLR— bt XA TITHTDHLR— FBIMEEINTWDIEEIEL, LAR—K F00F %y RKh
LEEDLR—MIT 7B ATE£7,

HLWFa—7RA L FBMERRENDS L, TR_RTORMBIRAAS LV THEATEET, 77/ E
Lizbhe, 7aT7 tRAUEBERAS CHEHATE I LOCEHSNET, Ta—FIFRA b a7
a7 NLHIRT D &, TRTOMME R AL CTHOFIHEREEIZZR Y £,

[Report Launch Pad] 2 HBIED L AR — M F /23R GF SN LAR— MIT 78 AT 5121, ROFIA
WZAEWE T,

AT v 71 [Reports] > [Report Launch Pad] DJIEIZER L £ 4,

RT9T2 EMOYVA RNR—DA=a—FFLR—h TUUF Ry ROAAL VBT arinh, FFEOLR— K
ZE4R L E£9, [ReportLaunchPad] X— 21, ZDOLR— K XA FTOFEDO LR — DU A FRFRE
ET,

RESINTZVE—FD U A M &FRT HIZIE, [Reports] > [Saved Reports] Z 34 L £ 77,
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vik—rsooF kv

ARTVa—)lenNE=EITREDEE

Y

GE)

AT a—VENTLEITOV AL, VR—=h 73V, VR—KFZAT BLOFA LT
L—ATY— P TEET,

RELELAR—FDEE
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Y

[Saved Reports] ~— " Tld, fR1fF L7 LA — FEAEREB LOVEBITEX £9, Prime Infrastructure C
Z D= %< IZiE, [Reports] > [Saved Reports] DNIEIZEIN L F 57,

GE)

RFELIELE—RFDOY R NI, LAR—F 73, LE—KZA7, BLOAFV2—L &
NIeAT =22 (B%), %), 73RN TY—FTEET,

[Saved Reports] _X— i, IROEHEBRRINET,

* [Report Title] : =—HNED BT LAR— ERLET, ZOLHAR— MOEMERTRT D
WZiE, VAR—h XA MV EZ D v LET,

* [Report Type] : K ED LR — bk XA TEHRLET,

* [Scheduled] : =D L R— N NEINES AR L E T,

* [Next Schedule On] : 2D L AR— FDWICAZ Y 2 —/L SNTZFATO HEEN RSN ET,
*[LastRun] : 2D LR — FORZIZAT ¥V a— L SPIZFATO AR/ RENE T,

* [Download] : LVAR— KN DFEFRD csv 7 7 A NV EBL DMRAFT 5121, [Download] 71 2> %
7V w7 LET,

* [RunNow] : BIfED LR — F &2 T IZFEITT DI, [RunNow] 7 A 2% 27V v 7 LET,
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B A xERELE— FOER

TINA RAERELR— FDIER

Mobility Services Engine ™7 /3 A A L AR — F Z/EKT 21213, ROFIEEZFEITLET,

AT 971 [Reports] > [Report Launch Pad] DOJIEIZEIN L £ 4,
AT w72 [Device] > [Utilization] DJIEIZEIN L £,
ATv T3 [New] #7 Y v 7 LE$, [Utilization Report Details] ~— R FE RSN ET,
AT T4 [Report Details] ~<—3C, KO [Settings] 787 A—F% & ASLET,
GE) —HRDO/INT A—=ZIE, VR— 2 AT Ko TUIET 22 &b, BRELWZ & H 0 £77,
* [Report Title] : ZD L AR— M &RFET D5GIE, VAR—FEZ AN LET,
* [Report Type] : 7 7 4 /L b Tlix, LaR—h ZA 71X MSE BRI ET,

*[Report By] : K w752 ) % hinbi%hh+ % [Report By] (L7K— hHAL) 075 =Y
ZRRLES, BT IFVIFVAR-FIEICERY 9, KL AR— O [Report By] 77 =
JIZoWTiE, FFEDOLAR— FOHEZSZHL T EE W,

* [Report Criteria] : & D/XT7 A —X ZHEET 5 &, FRNITEIN L7z [Report By] (1206 U T, i
WA Y — P CT&FEJ, [Edit] 22 Y v 7 LT, [Filter Criteria] ~— Y Z B & £,

* [Connection Protocol] : [All Clients]. [All Wired (802.3)]. [All Wireless (802.11)]. [802.11a/n].

[802.11b/g/n], [802.11a]. [802.11b]. [802.11g]. [802.11n (5 GHz)]. = 7-(% [802.11n (2.4
GHz)] 6\ F o7 o b oL 23R L £,

* [SSID] : [All SSIDs] 737 7 # /L ME T,

* [Reporting Period] : FFRJEANL, BWEANT, F 7213 CO BFICT — X ZUUET D L 9 ICLR—
MrERTEET, BRLEVA— MIBOX A 7%, x#cERRINET,

GE) LR — MR, 12 FRRRE TR < 24 &AM Sk & X F’ 1RO
Baid., BRERIRLET,
AT w75 [Schedule] /L —7 7R v 7 A, [Enable Schedule] = v 7 R 7 A% 4 12 LET,
AT w76 [ExportReport] K27 &7 R Rnb, LR— MEX ([CSV] £721% [PDF]) ZER L £,
RTYF1 LiR—hORERE LT, [File] £7213 [Email] 238K L E4,
* [File] 47" 3 v Zi8IRT 555 1%. JCIC [Administration > Settings > Report] ~2— 3 CIRIFHE /XA %

EFR L TRBISLENSH Y £9, [Repository Path] 7F A k AR 7 R|Z, 7 7 A VORI N A AT
Li—a‘o
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*[Email] 7> a ZBBRT L551%. BRIOETFA—/L 7 FL2& ANTHHENT, SMTP A —/L
P—REERLTBLERDHY £7, [Administrator] > [Settings] > [Mail Server Configuration] DA
WZEIR LT, @I fa AN LET,

ATy 78 BHAH (MM:DD:YYYY) % AJ19 %7, [Calendar]| 71 2> %7 VU w7 LCHMNZBRL £,
AT w79 [hour] & [minute] D Ru v 77X U A k&MH L CRARZ 28R L E3,
AT v 710 [Recurrence] &7 a v RE U EZHEIRL T, LR—FOETHELZIELET, AREARMEIIROLEBY
<7
* No Recurrence
* Hourly
* Daily
» Weekly
* Monthly

G¥) M A% [Weekly] 47 v a U BRIRLTEGADAR—Y FIZFRENE
TO
RTYTN 2T 0TI DL T AL AFHFELR— FOER T TR T LEDL, ROWTNAEFIATLET,

‘[Save] %7 U v 7 U CHEZRIE L E 9, HEE LIZBLNC LR — FARFEITF S, [Schedule] 7 /L —7
Ry 7 ZATOERICHE, FERNETF AL TREEESND D, BEE7 7 A VITRFESNET,

*[SaveandRun] #7 V v 7 LC, EEAEREZRFEL, LA— 23 ICETLET, LAR— M
FOVER—FDAT P a— VENTEFEITRREETTH THFEITEINTE T, BRIZX—TDO—FT
IR RENET, UAR— MIFBEE LEREZNC S 91T &40, [Schedule] 7 /V— 7" R v 7 A TOEFRITHE
W, FERDE T AV TEE SN, BRIFLE7 7 A VMTRGFESNVE T,

CHERDN—T T, [Cancel]l 7 U v 7 LT, ERFEAHADLAR—Fa2Xy L LET,

* LaR— b &9 <ICFELT L CREE % [Prime Infrastructure] ~2— 2 THEFR I 5 121X, [RunNow] %7 U v
7 LET, LAR—HMI FOLR—FDAT Y a— L ENEFEITMERET TH-oTHLEITENET,
FERIIR—VDO—F FICFERENET, AN VER—= N2 RET AT [Savel 227 ) v 7
Li—a‘o
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RELERELR— FORTR

GE)

[RunNow] %7 U v 7 LT, RETHANIERBEAD VR — MU EHER LY, LEZSEUT
VAR—FEFETLIEV T2 TEET, ROFNZIE, CPU & AEVDFEHELR— FDH
FREINTWET,

28 : [Devise] > [MSE Utilization] > [Results]

Report Run Result = l_r? (54 ; =]

Page 1 of 3

MSE Utilization for sai-mse

100
80
80
70
&0

50

% Utilization

40
30
20
10

0 -
3/12/0812:00 AM 3/14/0912:00 AM 3/16/0812:00 AM 3/18/09 12:00 AM
Time

[ CPU Utilization — Memaory Uulizalion]

276113

A 2= ENTWAH LR— M, Tenabled] & L TEREN, ROE[TAF Y a—/VEHRERENE

TO

FATWH S CIRDFATIN ATV 2 — /L ST LR — ME,  lexpired] & L TRRINET,
FATHAH CTHEFITT DL IICAT Y 2a— L ENTND LAR— ME, [disabled] & L TRRINET,

LiR— 2 Fb. ERb. £THIRT A1, FOLER— 2 A MDOBICHE2TF =y IRy 7 A%

FAC LT, WYlATvarE s ) v LET,

RELEEARLAR— FORT

ATy T

RIFLIEVAR— b2 F v run—RT5103, ROFIEZETLET,

[Reports] > [Saved Reports] DJIEIZER L F 9,

ATYv T2 LVAR—FD [Download] 7 A 2> %7V v/ LET, LR—IREDa— NI, ERELDT 4 L7
FUIRIEEND D, B AL TEEINET,
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ATV 1= LSN-EREOERITOXRTR

AV a—VENTELR— NDAT —Z AR T 512, IROFIEEZFATLE T,

AT 971 [Reports] > [Scheduled Runs] DJIEIZER L £ 4,
ATw 72 [History] 74 2% 27 V) v 27 LT, LiR— MOREEITHZMHRELET,

ATY T3 LAR—FD [Download] 7A 2% 27U v 7 LES, LR—IRETra— K&, EBELDT 4 L7
MUICBRGFEEND D, BT AL TEEFEINET,

MSE TDY 347> rDYHR—k

Prime Infrastructure @ Advanced Search #§EEZ i L C, $FEDON T IV B LT 4 L H |ZHADWN
T V2947 P URAMNERKDIATLZ EINTEET, [Show] Fry X o UAMNEHEHLT,
BEQCDV AN T4 NZ V) TTHLEHTEET,

ZZ T, RONFIZOW TR L ET,
*IPv6 7 R L A2 L 5 MSE E® Prime Infrastructure DV A ¥ L A 7 547 2 ~DOMER
*MSE THiHH SN2 747 v FDOFER

IPv6 7 KL X[Z & B MSE L@ Prime Infrastructure D 714 VYL X 954
T rDBER

Prime Infrastructure @ Advanced Search #FEZ i L C. MSE ORE SNV T4 T M ERET
BT, IROFNEICHENE T,

AT w71 Prime Infrastructure Ul D A5 _-FBIZ 3 % [Advanced Search] 27 VU v 7 L £,

AT w T2 [NewSearch] #A 7 17, [Search Category] K2 v 7 & UAMNLMAHT IV & LT [Clients] &
IR L ET,

ATw 73 [MediaType] K v 7 X7 U R L)x5, [Wireless Clients] %8R L %9,

GE) AT 4T B A7 & LT [Wireless Clients] i8R L 7=855721F, [Wireless Type] Ka v 7 X7
URARNRERRINET,

ATv T4 [Wireless Type] v 7 &7 U A ke, [All]l, [Lightweight], = 7213 [Autonomous Clients] > 5 H 1>
TNNDOY A T BN ET,

ATw 75 [SearchBy] K w7 &7 U Z kivk, [IP Address] % 73R L %9,
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ATvT6

ATy FT17
ATv78

ATvT9

ATv710

ATvIN

ATv 712

ATy 713

ATV 714

ATv 715
ATv 716
ATy T11

G¥) IP7 RVARIZE DI T4 T2 bOBBEIL, IPT RUARKE LT —HEHRICTEET, &7
TAT VNI, BRI6DIPV6 7 RL AL 4D IPVvA T RLAZFHFOZ LN TEET,
[Clients Detected By] K2 7% 7 U X h)vh, [clients detected by MSE] % 38R L £,
oy hu—7 L EPEEET D Z LT, MSE O Context-Aware Service CTHREINB 7 94T v "R EREN
\i —a—O

[Last detected within] RKe2 v 77X 7 U R Kb, 7747 2 MR SRR 28I L £,
[ClientIP Address] 7 ¥ A b ARy 7 A2 FA T NPT RLVAZASLET, IPv6 7 KL AD—HE T
IR E A TEET,

GX) IPv4 7 R L A% LT, MSE _EC Prime Infrastructure 7 7 A 7 > h & HE L TV DAL,

[Client IP address] 7 % A b AR v 7 AT IPv4 7 RLAZ AT LET,

[Client States] K>y X7 URX M, 75347 FOREERBIRLET, VA YVLAIZTALT b
\ZFRECTX HEIZ. [All States], [Idle]. [Authenticated], [Associated]. [Probing]. = 7-!% [Excused] T
I, AT T4 T > MTHRETE I, [All States]. [Authenticated]. F5 LU\ [Associated] T9°,
[Posture Status] K2 v 7Z 7  U A RNWOHRAF ¥ AT —HAZEIRTHE, TRAART IV —2ThD
MEIMEHBIL £, fEETE HMEIEL. [Alll. [unknown]. [Passed]. I3 X OF [Failed] T,
[CCX Compatible] 7= v 7 7R > 7 A% 4 12§ 5 & CiscoClient Extensions & A#MEDOH D7 T4 7 2 k
EMRFELET, FRETEBHEIL. [All Versions]. [V1]. [V2]. [V3]. [V4]. [V5]. BLU[V6] TT,
[E2E Compatible] 7= v 7 R v 7/ A& NZTH &, = RY—2 RORMWHEDOSH D7 747 Nk
FLET, fHETE DL, [AN Versions]. [V1], 5L [V2] T,
INACState] = v /Ry 7 A% A NZTBHE, FFEDOFRYy NU—T7 T RIvgrarbue—/ (NAC)
DIRRETHRESNDZ FAT > bR LET, fEEAREZ2MEIL, [Quarantine]. [Access]. [Invalid]. 35
J UV [Not Applicable] T3,
[Include Disassociated] 7= > 7 7R v 7 A& AT H L, Xy MU —7 BIZIFFAE L2 7257273, Prime
Infrastructure (ZITEE L 2 — RS> TWDH 7 FA4 7 EnEENE T,
[Items per page] K2 > X7 U R Eb | MR RSN—VICETT DL a— FOHEZBIRLET,
[Save Search] = v 7 Ry 7 A% A NI LT, BIRLIEBRAT v a v B2REFLET,
[Gol 27 VU v LET,
[Clients and Users] ~~— |2, MSE TSN/ T X TOZ T4 7 FBRERRINET,

MSE TIRE SNV 5147 2 FDORT

ATy T

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

MSE THRHENTZTXTDHOI I T v baForT 5120, ROFIEELZFEITLET,

[Monitor| > [Clients and Users] 28R L C, A7 7A T FETVATXY LR T T4 T 2 NOWEFOERE
FoRLET,
[Client and Users] X— Y RNE RSN E 7,
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[Clientsand Users] & (2137 7 4 /L E TW ODFINRE RS NE T, FHATEERSIZEM L TERT 5
Hix, ¥ %27 Y w27 L, [Columns]| %2727 VU v LT, MHWREZRFINF RS ET, [Clientsand Users]
RICERT LI EERLET, FINOERDOSTEZ2 Vv 7358, TOFNERSNL, 7747 D
FEMARRSNET,

ATwF2 [Show] Ka v 7 &7 U X KD [Clients detected by MSE] 34 L C, HIIEOU A 2T 4 V2 ) 7
L. MSE THHEND 7 F7A4 7 v hadT TR INLET,
ARBLRVA VYL RAEZED, MSE TR ENTZTXTOI F4 7 ERERRENET, ARBLIOY
A YV A%EED, MSE TR SNZTXTOI T4 T v bRFREINET,

[Clients Detected by MSE] & Tl&, RO X X E /T A —F EfliHT&EE7,
*[MAC Address] : 7 747> N MACT7 RL X,
°[IP Address] : 7 7 AT FIPT RL X,

[IP Address] FICERRSAD IP 7 R LU AIL, ERFADOELNEAIZE > TREY £9, HHA
BEREBPD IP 7 KL ARRONED T [IP address] 7F A b R v 7 AZFRSNET,

°IPvd 7 RL-A

GE) ZOVU =TI, VA TY VAT TAT 2 MEFNIPv6 T RLAZFERLET,
KT IAT 2 MI, BRI16HDOIPv6 T RL AL 4D IPvd 7T RL A &HFHSZ
EMTEET,

CIPv6 /0 — NVEET RV A, ZDXEATDT RUANEED D581, 7747~ bR
ZRELIERFDOIPVe 7 RLUANREKRRINET, 2—FN T m— L IPv6 7 RL A% 2D
FoTWTH, ELHERHRBREIINIZ > TWAEVIL—F T KX AL XA MZEoT
B LEZT RLATHDIGAND DD TT,

cIPv6 1 — W VIEAT KL A, BEHI5E1T. FTOIPv6e u— U VEAHT KL ANT T A
T Mo THRENRET,

°IPv6 U 7 m—h)L T KL A, D IPv6e 7 KL ANRE Y B THNARNIC, BT T A
vEN, BEIMEAENE I TAT U FDOIPVE T FL A,

KDEIMREENERIPV6OT RLA XA TRHY £,

ey rzma—ANa=Xxy ANV rrua—NT RURE, BHEIT RVAFRE, KA /13—
R, N—EBFELENVEZREDTDIZ, =Y 7 TOT RLAFEIHEMNT X
INCERFF SN TWET,

cH A hr—AN 2=F ¥ A A br—BNV T RLRE, ZFa—"LV T VL7 4097 R
WD, H A FNETOT RUVARBEIEH T L ICHFF SN THET,

cHERFRE r— L =%y A b BRI n— L =Xy A N T RLRIE, T r—
NIV Ry NT—=INTIIAT M —RBIZRHELET, N7V v Z7IPvd7T KL R L[E%
T, 7I7A4AT v MIEEROERNRE o — L 2=2F ¥ A N T RLAEZFESZ ENRT
TET,
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°[IPType] : 7 FA T FDIPT RL R ZA T, FRETEDDIE, IPv4, IPv6, F72iTT 27V
2By (IPVAT RLAREIPV6 7 RLADWENSHH 7 FA4 T v MaET) T,

o 7 u— N)UfEA

° A m—Av

c vy m—Av
° [User Name] : 802.1x BRI AW e —H 4, a—FA 2N LRV THERSNZZ 747~
ks DA 1L [Unknown] & For S E T,
°[Typel : 7 7 A7 b ZA TR LET,

* [Vendor] : OUI N HE X H X2 T /A A R —

* [Device Name] : % v N U —2VG8GET /NA A4, To& 21X, WLC, AA »FRETT,

* [Location] : #2f5i L CW BT /XA ZAD~ v THLHE,

*[VLAN]: 227 54T DT 7 AVLANID #7Rr LE7,

* [Status] : BIAED Y FA T L RDAT—H X,
°[ldle] : EFOEME, 7 AT rOT Yy m— g VERIESSNLTOER A,
°[Auth Pending] : AAA F T ¥ 7 v a2FITLTHET,
° [Authenticated] : 802.11 FFENTE T L TWET,

° [Associated] : 802.11 7Y v =—3 g UNE T LCWET, ZHuE, BEZ IA4 T bR F v b
U — IR SN TWD Z L 2R DICAERY 747 P THEH SN ET,

° [Disassociated] : 802.11 57 4 AT Vv Z— g UN5e T LTWET, T, BEZ IFAT b
MRy hT—27 BIZFIE LR WD L ZRTTeOICHMRI 747 hCTHEH SN ET,

°[ToBeDeleted] : 7 4 AT Y vx—ra L HBIZT 747 MBHIBRESILET,

°[Excluded] : EFx 2 VT 4 DEBE R SNizod, VAT AL > THEICES LS AT
iﬁ‘o

* [Interface] : 7 7 AT > "R T D hue—F A 0 F—Tx A A (VALY VR) £FAL vF
B =Tz AR (G o

(7 = Nl )
°[802.11]: VA ¥ L &
°[802.3] : B
* [Association Time] : DT YV o —3 3 L ORMBER (VAL A 7547 FOBE) . Ak

IAT MDA, ZHUE. 7 TAT MR AAL v F R— MR LI T, 2747k
T V= ENTWLR, Ry MU —27 ETHEDR S 525G 13220 97,
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* [CCX] : Lightweight 7 1 ¥ L 2D 7z,
° [Client and User] ~X—Y D MAC 7 RLADKICHH AT v a v R V@R LT, 7/ yo—
FENTZT TAT Y MEREFRLET, ROIZITAT U M NI A=ZREREINET,
* U IAT v MNENE
*JIATVRIPV6 7 KA
C I TAT v NERHE ]

(GE) 774 T MOREHNIIE, 7 T4 T v MERFROBICHEHERPFR R INF
RS

CIIAT N T Y= VR
CTTAT U AN MER
*IIAT b nr—a s lER
CHfRa S — 3 VIR
* I IAT v CCX
7 IAT v NEtk
[Clientsand Users] V A b2 627 FA4 7 0 b &EIRT D L ROV T4 7 » MEMERPRRINET, 7
FAT 2V ME. MACT RLAZMALTHEShET,
* A ROERNB Y A FSINET,
o a—H4
o [P Address
°MAC 7T R LA
o ,\\\/&_
CTURRA L FAT
CIIGAT N EATS
CRAT AT AAT
cEEYT 4 m—Ib
o Hostname
o E2E
C Ty rT—var P—E=R
B — B R
CHEF—E R

el — gy —ER
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MSE THRE SNV 51472 FORR

* [Session] : IRDFFWNF RS NET,
carvbhur—I4
° AP 4
°CAPIP 7 LA
AP 2 A
° AP _— A MR MAC
CT U H—T FLX
°802.11 27— |
T VvxEZ—arID
°AR—h
cAUE—T AR
> SSID
o Profile Name
°Zm haj
> VLAN ID
CAP E— K

VAFLEY—ERDE=S2YLY |

X2 VT 4 (VATXY VAR I IAT U MBI TAT U T AT AEFRI TAT L FOHR) 1 ROE

X2 U7 A 1HEHREYVARNLET,
cFXa VT4 RV —F AT
°EAP ¥ A 7
°Xxv hU—7 E
° 802.11 387
ERCE (avoE-v
° SNMP NAC IR HE
° RADIUS NAC DIRHE

° AAA Override ACL 4

° AAA Override ACL O S /- ke

° J XA L% URL
° ACL 4
° ACL Oiili fl iz fkse
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° FlexConnect &2 — 7 /LEYR
° Policy Manager A7 — b

#Aalk ISE
CRR T w7 AN
CIRAF ¥ AT —H A
°TrustSec E¥ = V7 1 71—
° Windows AD N A A >

G¥) TATYT AT A 77472 ME, BFEX A 75 802.1x, MAC FBFENA RA, F7=
X Web 5BFED 27 747 > R T, 74’7/7474 74T v NUSNDFRGEZ A
1L N/A T,

GE) TIAT Vv NEMO TICERENDT XL, TAT T AT AT TAT Y IDED
TRUMDCE TRV ET, TAT T 4T 4277472 FOBEIT, BFEAT—
AA EEEY v arIDREDEX2 YT A IEREERTEET,

* [Statistics] (VA ¥ L ADH)
*[Traffic] : 7747 DT 7 4 v 7 iERERTLET,

CUAXYVRAIIAT UV IOGRE, 7I9A4AT MO NI 7 4y 7T ay be—I 0BG L £,
AT TAT 2 FOBE, 774’7’/ FONT T 4y VIERIZISENOIAGT 720, AA »F ET
T T 4 TIERB L OEOMOLELREREEZ G T HLERH Y £7,

oo
[Statistics] 7 /L —7" R v 7 AT BIRLTe7 T4 T FORDIERDEENET,
*UIAT U MNAP T Vv m—a VER,

* VI AT v MRSSIERE (dBm) : 7 9A TV MR T VYo —NENTZT 7 RBRARA L P THIEEN
72 RSSI (ZIBIEEWMELS U —H%) DJERE,

C*UIAT U MSNRIBRE : 7 7A TV RT3y o— R ENET 7R KA b THIEENZ SNR
(7547 NRE®Y > a v OESHEST) OB,

CEZENA R (Kbps) T VIV RNENLET 7 EARA L FNTEZE LIS ML
CEZE ATy N () TV VE—RENTT I RARA U NTREZE LT Y ML
CIIAT U ROT—H L— |

ORI, A FTIT 4T T T TRRINET,

7747 MIPV6T KL X

[Client IPv6 Address] 7 /v —7" 7R v 7 ZZid, BIRLT=Z T4 T 2 FOROIEFRNEENET,
*IP7T RLA: 7 T7A4AT 2 MIPV6 7 RLAZFRIRLET,
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*Ra—7 = LEA, v—FLEA, BXQRYV T a—hANLD3 oD ARaA—T XA LNRHY
*9,

CTRLARAEAT T RLARAEA T EFERLET,
s MRHEER] - IP SR ST EERE T,
T T— g VB

[Association History] 7 /L —>7" AR v 7 A2, IR L=V 947 FOBE10HOT Y vo—v a3y
REICBT 2 MR R R INET, ZOFRIE. 7 74T RO RNT TN a—T 4 v 7 ORI
MHET,

o7V m—3 g
° e iRyl

g

o [P Address

CIPT RLA XA

° AP 4
caryhu—I4

> SSID

Event

[Client Details] ~—3® [Event] Z /L —7" 7R v 7 A&, A X b XA TRAXRCMNOAKRE, 207
FTAT L PDOFTRTDOANY FRFRINET,

AR FAT
o A R R
* A
~v7
[View LocationHistory] % 7 UV v 735 & HAMI TA TV FBLOIA YL A T4 T hoar— 3
VIBFEDFEMAN R RINET,
GRI TAT U NERIZTAXY VA 2 T4 T FORDOur— 3 VIBEERNPERENE T,
« Timestamp
MRINIS
CAR—b FAT
*Anrw b

* Module
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* [P Address
* AA vFIP
s H— R4

c v I MNEBEOHE T — g

EILT 42T DHTE

Xy A=y, BEEZTOT —FRXR—2A~OBMOF IR, BT 4 > F % Prime
Infrastructure 5 —Z X—ZZIBMTEEYd, ZITIE, EAT 4T 5% v 3R < v FITEN
TLHE, ETITMSE LI T 0 o (Fx R AO—ETIERWE LT 4 7)) % Prime
Infrastructure 7 — & X — A EMT 5 HiEEBH L 9,

Z 2T, ROANFIZONTHH LET,
Xy URA T T ANDENT 4 T OBEM, (177 =)
CWNLLTmE T 0 7 OB, (179 =)
*EAT 4 T DFRR, (180 N—)
CEAT 4 7 OfRE, (181 X—2)
CEAT 4 7 OHIER, (181 X—2)

YT 4T OBE), (182 %—)

v NAIYITIADEILT 42T DENM

ATvT1
ATvT2
ATvT3
ATvT4
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Prime Infrastructure 7 — # X—ANDF ¥ L RA ~ v S NVT 0 7 HBINT 5120, ROFIE
FFEITLET,

[Monitor] > [Site Maps] %2R L C, [Maps] X—T & F R LET,
BHOX v 2% 27 Y v 27 LET, [Site Maps] > [Campus Name] <X— U NFRINFE T,
[Selecta command] K= > 7’ Z 7> J X k)36, [New Building] Z#3K L, [Go] 27 U v 7 LET,

[Campus Name]>[New Building] ~X—C, BET 2 7 e 7 KE~ v V28T 72 OIREO LT 1~
THRAERT H12i%, ROFIEEZFETLET,
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b)

<)
d)

e)

2

h)

EVT 4 T/ BN LET,

LT 4 TRINE DO E AT LET,

HEoT7aTrHi M ToTa T ¥EANLET,

AREALE (BT 4 7 DOUATEOMNGF v /32~y POl E COMRE) & \EAE (BT ¢

YT DOWUAEOMNL X ¥ VN A < 7O EiiE TOREE) %27 ¢+ — ML TASLET,

G¥) BEHAL (74— NEIEA— V) ZEEF 5HIZIE,. [Monitor] > [Site Maps] 2 %R L T,
[Select a command] K& 74 7 U A K) 5 [Properties] % 58fR L £,

BT 4 T DB ENPRAKETE AR EBE AN (v 7 EORERITE) %7 1 — FH

MCATILET,

GE)

AETFIa A EFRETT AN L, B HIBNT L2707 OY A ZLFELWNENLY RETD
VERH Y £,

Evh  CrlF—ZHLIERETH VI THZILET, YU\ RA~<y 7 DR ECHLERERDY
AREERTEET, BREEOVA X2ELTTHE, BT 4 0 TOKEFHFRAN B
OEEEF M AN DNT A= HEEIZSCTEDD £77,

[Place] # 7 U w7 LT, ENAT 4T h2X vy /8 A <y EICEE LE T, Primelnfrastructure T,

Xy U NNR 2y T OV A XNEDETCHA AEHEINTZEAT 4 T OMABENERIIVET,

AT 4T ONAKEZ U v 7 LT, FY "Ry 7 EORBONEE TR v 7 LET,

GE) HLWELT 4 v T BILEBRT, ZOEAT A T 25hbF v U SAMBRIDF ¥ o8
AIBETHEEL, BAT 4 T EEERTALEEH Y A,

[Save] #27 Vv 7 LT, ZOENLT 4T LFx v (R LONERT —F_X— A7 L £ 7, Prime

Infrastructure TlX, F+ /XX =7 EOEAT 4V TOMABROFIZENT 4 THPREEINE

7

G¥) ELT 4 IR, 8T 5 [Map] X—UICBENT 572D DA =T T BEET T B
E3r AN

UEE) FLWEAMERICALE Y LB A EREEID B THRIRZX, kO LB TT,

a)

b)

[Selecta command] K& v 7*& 7 U R k75, [Edit Location Presence Info] %33R L £9°, [Go] &7

Y v 27 L%7, [LocationPresence] ~— Y NE/REINE T,

G¥) 7 7 4 /v h ClX, [Override Child Element] @ [Presence Info] = v 7 7R v 7 AN A 272> T
WET, xR0 =2 arEEDOX XY UNRAEOTRTOELT 4 7B 7 R

TIRET HHAE. 2047y arvazdrDFFICLTBNTLEZEN, Ty Xz y

7@tw74/7%Lm¢é%m\#«Vﬂx@m&—yayﬁﬁ%4yﬁ—bf%iﬁo
F v IRy I ANTTOEEIL, FX¥ R ADEREENLT A VR— FTE 4
5010@*?/”2@E%%?~T@tw74/7 EDYTHDOTIERLS, BT 1
JEADOEFEZDF v /XA LOENLT 4 ZIZEID Y THEAIT, 2047 va ikt
TOFFIZLTEBNTLEEN,

[Civic Address] % 7', F72i% [Advanced] ¥ 7 %227 U v 7 LET,

* [Civic Address] Ci. £ai, @Y., {FArEM, EEFMEEM, T (addressline2) | i, W{HEEE
ZLTHEHIZE > TRy "2 ERFELET,

* [Advanced] TiZ, k. X, EH, BfEDaI2=7 1472 L, Civic DILRF R THF v ALK
ELET,
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¢) 7 7 4/ h TlZ, [Override Child's Presence Information] = v 7 7R v 7 A XA N> TWVET, M
NLTEEAT 4 7o TIE, ZOBREEZEETHHETIH Y 8 A,

ATv 76 [Savel &7V v/ LET,

WM LF-EILT 12T DiEM

Prime Infrastructure 7 — 2 ~X— RIS L7 BT 4 > 7 5BMTA121%. WOFIEEFEITLE
-éAO

AT 71 [Monitor] > [Site Maps] %R L C, [Maps] X—Y % FE R L E7,
RATw T2 [Selectacommand] K& v 7% 7 U Z Finb, [New Building] 23R L, [Gol 27V v 7 LE T,
AT w73 [Maps]>[New Building] *—C, B#ET 5 7 a7 X~ v 72T 57 DIZBZEO T T % AE
BT HI2iE, ROFEEZEITLET,
a) BT 4Tl EANTILET,
b) BT 4 TGO EATI LET,
GE) HLWELT 4 v 2B LB T, ZOEAT A 02 5% L /R AMBRIDF v /3
ACBETLEEL, BT 4 U EFHERT ALETH Y FH A
O MbDTuTHKEMTOTaTHEEANLET,
d) BT 1 T OBEENRKEFRANR EREF AN (vy 7 LORERITE) 27 4 — MH
MTANLET,
GE) RERA (74— MERITA— V) ZEFETAHIZ1E, [Monitor] > [Site Maps] % & L T,
[Select a command] K& > 7 & 7 U X k)b [Properties] % %N L 97,
GE) KIEFMAN ERE SRR AL, BHOENTL70T7 O A XEELWNPENLLY K
LT LHMENRDHY £,
) [OK| %227 Vv 7 LT, ZOENLT 4 T T —Z_XR—=RHFELET,
ATv T4 (EE) HLVWELT V7B T LB AEREE D Y THFIEE, RO EBY TT,
a) [Selectacommand] K2 v 7 # 7 1) X k725, [Location Presence] &R L9, [Go]Z 27V v 7 L
F 9, [Location Presence] “X— U NRRINFE T,
b) [Civic] # 7. [GPS Markers] ¥ 7. F7-1% [Advanced] ¥ 7% 27 V v 7 L¥7,

* [Civic Address] TlZ, 4fll, W@V, (FPrf, (E/EFEHEEM, 7 (addressline2) | M, B{ERKS,
ZLTHEHIZE > TRy X2 RFELET,

* [GPS Markers] Tl #RAEE LARE TH ¥ N RAZHRFE L LT,

* [Advanced] Ti%, B, X, EH, BEOI I 2=7 47 E, Civic DIERFHRTH v XA % FF
ELET,
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GE) BIR L7287 A= 21k, ERROTRTHREENTWET, 7=& 21E, [Advanced]
BRIRLTEGA, 22—V o 0ERIZE Y GPS B L O Civie (fEF#R bt X E 7,
BIR L2 EIE, vr—va v =N L ULTORE ([Services] > [Mobility Services])

E—HITHXERNLY £,
GE) TIAT 2 M. Ty 8RSk LT GPS Markers 73T A —Z TEHREIN TV EL

FALT TRT | AR L OMEFRE TR LA, 27— A -
UREENET,

¢) 57 %/ hTlL. [Override Child Element] @ [Presence Info] = v 7 R v 7 ANA 272> TWOET,
FyoRAOO =g EHFDOFY URALEOTRTOENLNT 4 TBLEOT7 a7 KT D56
. ZOF T arEArOFFIILTEBNTLESY, F¥ R~y FIZELNT 4 V7 &2BINT
LB, mr—va EREA VR TEET, Ty IRy 7 ARFTOHEIE, Fr o8R0
FEFREAELT 4 WA VAR—FTEER A, 1 DO0OF v U XADERZTXTOELT o 7 IZEH
DUTLHOTERL, EAT 4 ZTEAEOEFZEZDOX v XA LEOE LT ¢ U 7 IZE Y THEE
X, ZOFF v arEadT70FEFFIILTEBNTLLEEN,

ATv 75 [Savel &7V v LET,
GE) ML LT EALT 4 o Z0E, VAT A Ty oA ZARNICHEIMICEBINE
7

EILT 42T DRK

BAEDCNLNT 4 7~y TEFRT DL, ROFIEEFITLET,

AT 71 Monitor > Site Maps % 3K L £,

ARTYT2 EAT AV T v~y TOLHEZ Y v 7 LT, sEl—Y % & £9, [Building View] ~<— 2%, &7
nyO7RY vy 7O—HE~y TOFMPRRINET,
GE) [Building View] ~*— @ [Floor| ¥t LA 27 UV v 7 LT, —EE 7 a7 OFNEEIZRFIEIC Y —

FTEET,
~ v 7OFMIIE, ROERPEENET,

s 7 7 HEk
TR T AT IR T7aT LN LVERLET, AT RAOKIZHM TFOTRT LV ERLET,

* Contact

CRAT—HA L IOy T EICREINTWAT 7 EA KAV NERIZTFOT 78A KA T, &
KEORLEWT 7—L%ERLET,

Yy TIEBINTWDT 78R KAV hOREL,

* < v TICEE STV D 802.11a/m MERRES X 0N 802.11b/g/m HERR DL,
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*fEIELTWD (00S) MERROEL,
CUTAT U N BT OV %Y U 735 & [Monitor] > [Clients] ~<X— Y NFER S NVET,

ATw T3 [Selectacommand] K2 v 7Z U R KMIL, ROGTT v a U RERENET,

* [NewFloor Area] : #EAHIZOWTIX, ¥ /ATy T ~DENLT 0 70BN, (177X—) &5
LTl zaw,
* [Edit Building] : 5OV T, BT 4 7 OfatE, (181 X—) ZZBMRLTLIEE W,

* [Delete Building] : FEMIICDWTIE, BT 4 7 OHIER, (181 X—Y) &L TLEEW,

EILT 1« 2T DimE

BUEDENT 4 7 =y TafET 2123, ROFIRZETLET,

AT 71 [Monitor] > [Site Maps] %R L £,
ATYT2 EAT AT~y T OAREZ ) v LT, Bl —Y a2 HE ET,
RATwF3 [Selectacommand] K2 v 7% U2 Kb [Edit Building] %2 3R L £,

AT 74 [Building Name], [Contact]. [Number of Floors]., [Number of Basements], 3 J U} [Dimensions (feet)] (22
REREMZET,
G¥) BEHAL (74— FEZIFTA— V) ZZEF$5IZ1E, [Monitor] > [Site Maps] &R L T,
[Selecta command] K& v 7 & 7 U X k)5 [Properties] % 3R L 97,
2FvTE [OK| %27V vr LET,

EILT 1« 29 DI

BUEDENLNT 4 7 =y T2HIRT 2121E, ROFIREZETLET,

AT w71 [Monitor] > [Site Maps] % 3R L £,

ATYT2 HIBRTHDEALT 4 v T DF =y IRy 7 A A NI LET,

AT9T3 ~v 7 URANFHEO [Delete] 227 U > 7 LET (F7-21%, [Selectacommand] Kz > 7 & U A Kinb
[Delete Maps] %8R L T, [Gol %27 Vv 7 LET) |

ATy 74 [OK| %227V v LT, HIBREEITLET,
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GE) EAT 4 T EAIRT DL, Z20arTF vy BT RTHIBRESE T, HIRESNDTTO
YV TDT I RARA L IR RKEIYETAT— MIBITSNET,

EILT 12T DBE

BIDX ¥ /XA E T 4 7 BT 51213, ROFIEZFEITLET,

AT 71 [Monitor] > [Site Maps] &R L £,

ATV T2 BUTDHEALT 4T DF 2y IRy A A N LET,

AT w73 [Selectacommand] K2 7% 7 U Z K75 [Move Buildings] 23R L £,

ATy T8 [Gol %27V vr LET,

ATYTE Fuyv7ZEo  URARDLEREDF ¥ IR ZER L £,

ATYT6 BETIELT 4 V7 EBIRLET, BUEORT—va VENRFITOELT 4 v 754 7ICLET,
ATvF1 [OK| %27V v7 LET,

Geo-Location DE=42 1) 4

MSElX, A7 747 b, A=V RABFA U b, AL T, avta—F, UL FL ARy b
T — I HRNICHDT 7 BARAL v voWEialr—ra v ERELET, BIfE, MSE1X/ —*
NI RZUT AT AMBYTANRT U R T 4T 4 ETONBT T 4T 41T Geo-Location
A Trlr—ya VEREREELTOVET,

MSE (Z & » Tl X112 Geo-Location [EHROKEE # M L3 572012, Z OERRIZT A AD VA
AR w7 alr— g VJERE R Geo-Location JEAZ (RREE L kg ) ICEHBL, / —ANRNT U R AV
=T 2 A AV TART U R AU H—=T x4 AN L THETZT 4T 4 IR L F9,

DY

GE) Geo-Location D H 1L, D72 &8 350D GPS v —H—NMETT, BINTE S GPS v—
T — D REE 20 TT,

ZZTIEE, ROWFIZOWTHALET,
c Ty =y ~DGPS v —H—DBEN, (183 2—)
* GPS v — U —Dfftk, (183 =—)
7T MHOD GPS v — A —DHIk, (184 ~<—)
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Jn7 vy F~nePsv—h—nem [}

JA7 T TADGPS T —H—DEN

&M
ATy T2
ATvT3

ATy T4

ATy TH
ATvT6

ATy 17

GPS~— W —%7ua7 <y FITBNT5I12it. ROFEEZFEITLET,

[Monitor] > [Site Maps] %2 3%&R L T, [Maps] X—T % FRLET,
[Campus Name] > [Building Name] > [Floor Name] D JIEIZ&I L F 7,

£ D A = 2 —® [Add/Edit GPS Markers Information] A == — 47" 2 > %28 L T, [Add/Edit GPS]
N=VERRLET,
~v 7Ok EHE (X=0, Y=0) (Z[GPSMarker] 71 2> BNERINET.

[GPSMarker]| 7 A 2% RZ7 v 7 LT, ~v 7 LOFETLHLANCHETHZ ENTEET, o, £l
DY A FX— A =2 —ZH D [GPS Marker Details] 7—7 M X & Y DALEDEEZ ATILT, ~—I—%
HHETHMEICBIHT LN TEET,
GE) BIMLTz~—D—DAENITTED & Geo-Location THHRDOKEEITIK T L E

77
FEM DY A RR— A= 2 — TR L7= [GPS Marker] 7 A = > DFRJE L fEEZ AN L £,

[Save] 7 U v 7 LET,
[GPS Marker] DIEFHNT — H N—AMRFEINE T,

[Apply to other Floors of Building] #27 Vv 7 LT, BT 47 D1 707 DGPS~v—h—%ZDE/L
T4 TOEY DT RCOT7aTIZat—LET,

GPS ¥ —h—DiRE

ATy
ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

| 0L-29331-01

7uarlilhHb GPS v — I —EfmETHIZIE, ROFIEEZFEITLET,

[Monitor] > [Site Maps] Z &R L T, [Maps] X—V & FnrLET,

[Campus Name] > [Building Name] > [Floor Name] DJIEIZ RN L £ 5,

[Add/Edit GPS Markers Information] A == — 47> 3 2% L T, [Add/EditGPS] _X— &% E£ R LET,
MDY A RR—= A=a—nb, 7aT7(HIMED GPS ~—H—Z#IR L £,

EROYA RN— A =a—b, £D GPS v —H—IZ7 Yy — K I TV 5 [Latitude]. [Longitude].
[X Position], 3 X TN[Y Position] A CTX F 7,

[Save] 7 U v 7 LET,
ZHT, EE L7 GPS ¥ — I —DFHRNT —F _— AT SN E T
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B o7roners v —h—nkiR

287 M50 GPS ¥ —H—DHEIR

&M
ATy T2
ATvT3

ATy T4

ATy TH

a7 hb GPS v —h—%HIFRT 2121, RO FIEIZHENET,

[Monitor] > [Site Maps] %2 3%&R L T, [Maps] X—T % FRLET,
[Campus Name] > [Building Name] > [Floor Name] D JIEIZ&I L F 7,
[Add/Edit GPS Markers Information] A = =— 473 3 28R L T, [Add/Edit GPS] X—T & F /R L £

B

MDY A RN— A=ma—5, 70T I2hAMFED GPS v —h —Z IR LE T,

GE)

[Multiple GPS Markers]| = v 7 Ry 7 A& 4 N5 LT, 7uT7IildH 5850 GPS ~—
N—xHIFRTE ET,

[Delete GPS Marker] %7 V) v 7 L7,
BIRL7Z GPS v — =BT —F R—=ANLHIFRE N ET,

Ekahau Site Survey D&

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

MY

Ekahau Site Survey (ESS) Y —/LI%, EFERE Wi-Fix v hU—27 O3, A, . BLIO LT
TNy a—T 4o ZIERHENET, ESSITHHDH802.11 1+ hU—7 ETHREL . EHEH
D 802.11n Wi-Fi % v 7 — 7 B S TWE T,

ESS Y —/L&{#f L C. PrimeInfrastructure >SEEFEO 7 a7 v~ v P2 A ViR—h L, 7ayx/
k % Prime Infrastructure {227 AR — N CEXET, FFEHICOWVWTIX, ESSA T4 > ~ LT D
[Cisco Prime Infrastructure Integration] %S L T 7230y,

GE)

Y

Prime Infrastructure & FREDF ¥ U 7 L—3 3 2%, TIK 50 » o 870 AT CUUE £
N2 150 L EOFHET — & RA » MPRETT, +aifisET —% RA v MR WIGaITE,
HET —H DT AR— F&ATH LEERERINET,

G¥)

P4 FFHAEREIZ Prime Infrastructure |27 7 B A IR A > R WE . VA MR EK I E
A,

GE)

Prime Infrastructure T7 27 ~ v 7O R IE L L 2WEEA . ESS OFRRNENE T,
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AirMagnet Survey & AirMagnet Planner D#i & .

AirMagnet Survey & AirMagnet Planner D#f &

AirMagnet Survey & AirMagnet Planner (%, Cisco Prime Infrastructure (ZHEA SN ET, ZOHMAEIC
LV, ARCTA YLV ALAN R Y b U =7 OEANLEHICAHIET 5 U A ¥ L AGHE & S
DIVEZEZAEE AT O MER 2L 720 | ERAZREREE Y £,

AirMagnet Survey > —/WZ L 0 | BLFEMFR O AT — ¥ % Prime Infrastructure [Z= 7 AR — K L
T, Planner €7 Y 7 DX v J 7 L—a A TE£9, AirMagnet Planner CiE, Planner
Ta Yz NEERK L, E#Z Prime Infrastructure (=27 AR — R CTEEF, ZHIZX Y Prime
Infrastructure C. A >7v— bk L7z AirMagnet Planner >V — VBB O 70 Y =7 M EERTE £
9, FEMIZ DUV TIL, Fluke Networks @ Web $ K CHEff X 41T % [AirMagnet Survey and
Planningl] ~ == 7 L EZZML T Z30,

tXa)T4 By aR— FOER

Prime Infrastructure ¥ = U7 4 & v ¥ 2R — R TlE, IROBRENBMSNE LT,

* Valid Client on Rogue AP

* V7 AP

* Good Guy Gone Bad (GGGB)
EREOBEEL, T TEF =2V T 1 & v 22— RO [ClientClassification] DR IZ A S E T,
RIE AP OEUTIZ, NANR=V 7 BEEMT O TOWET, RICRESNTHDNA =T

DI T5HE RIETZ7®ALEDY 7 AP, GGGB, W27 94T a2 FRRTEFE
7,

RIE APD IR R

FIRDOHE

| 0L-29331-01

RIET 78X RA b (AP) 2R THIT1E, WOFNEEZFEITLET,

L DIENEEZER v b U — 2 IR T DBIEILRE AP IS T N TN D7 T4 T v b
#7195 1Z1, [Valid Client connected to Rogue AP] £ 547V v 7 LE7,

2. ZpN—VIZiE, UTFTOHEERERSINET,

3. [Soft AP EE% 7V v/ LT, LAz e —7 CBUEEIRIEAP D7 74 7 ha®m LE
7T

4 o= itiE, UTOEERFERINET,

5. [GoodGuyGoneBad| & 5% 7 U v 7 LT, LAANET Y ¥ =—3 3 o &N TE Y BIEIIRIEAP
DI ITAT v FeFRrLET,

6. ZO_X—VIiE, LFOHEANFRINET,
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FIE
aAX U RFERET7TIVa Y B#)
ATvT1 VIRTNIARZER > N T — 7 ([CBEAT S BIE
IIARIE AP ICBHESS T b TND 7 T4 T
k ZFR9 5 I21%, [Valid Client connected to
Rogue AP| H 5% 27V v/ LET,
ATvT2 ZON—VIZE, TOHENRFERSINET, * [ClientMac Address] : 7 747> FOMACT KL
A
* [Rogue AP Mac Address] : N1E AP @ MAC 7 R -
Xo
* [First Detected] : A~1E AP 2@ S 7- H EF
HFRRLET,
* [Last Detected] : NIE AP 23t (2 S 7= BB
ERRLET,
¢ [Containment Start Time]
* [Containment Stop Time]
* [State] : AEN72 T4 T v FIARIEAPIZEHE LT-
L&D, RIE AP OIRAE, IRRBITIX, [Alert] &
[Threat] ™ 2 2723&% VY 97,
ATv73 [SoftAP]| F a7V v 7 LT, LIAlEY v —
T CHAERIRIEAP D7 SA4 T haefmrL
£
ATvT4 ZONR—=UIE, LTOEERERSNET, *[Typel : 7 7A T v DEA T HFRLET,
* [Soft AP MAC Address] : 7 F AP O MAC 7 N
LA,
* [TimeStamp] : > 7 b AP S S 7= 1EfE 7 H B
ERRFLET,
ATvT5 [Good Guy Gone Bad] =547 1V v 7 LT,
PRIET YV vm—a SR TE Y BIEIER
EAPDZ 7AT v MaRRLET,
ATvT6 ZONR—=UIE, LTOBEERERRESNET, *[Typel : 7 7AT v "DFA T HFRLET,
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* [Good Guy Gone Bad Mac Address] : [Good Guy
GoneBad] 7 747> F® MAC 7 KL A&,
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ATV RFERET7IIY BH#

* [TimeStamp] : ¥ 7 ~ AP 23 & A7z 1IE/EZ B IRE
ERRILET,

55472 FOHE
7 T7A T MALITENH Y £,

RFET7VERRA Y MIEREINE=BNEISATo0: 27AT U ERRET 78R KAV
FERESTITBIND & MSEIZZ A7 2 "SRR FAT U RN E IR LE T, AR
R0 TA T NOEAE, WTNAADMACT FLAZELARIET VBA KA N T—TNI=
YRUDNBIMENET, FATSNLEH CAOOEREIZS U T, HTADT 4 —/V RREHFINE
T WO TV FEZBREFNTL20LERH Y £,

CUTAT U NRT Vv m— FENTE, WERTS
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LERE IR, WIZHET 2O R0 2 FATTEET,

CARET 7 ER B FEBELET,
CHILWARET 7 ®ARA L bOB@MEZITRY 9 (EEEAXY L L THRSERL) |
CARHARARET 7R KA MPHIRELITER I ETE=X LT T,

CEROITWIGHTORRAIEARAT 7B A RA » bEFFEL T, BEPOIEINHFERAX ¥ o %217
ZHEHITLET,

1l ~AEBEDTIVERARL U IS, RETIVERARL L NDOY S5 AT 2 MIERHRERET Y
VE—a VRO A vE—TUEERF LT, AET 7R RS M EEUADET, IO
EH UIADHIL, MACT RL A&~ THA DARIET 7 EBARA L MIRHLTITHI Z & b,
BEV TRy MIEBEH SN TWA TR TORET IV ERARA LV M LTERTEZZELHT
EF9,

CHRIET 7 BRARA Y NMIE T T ET,

CRIET 7R RA L I LAN ODAEIZH Y, LAN FTRITERLAN DX T 4 &
BNERWEA T LET,

CARIET 7 A RA 2 b2 LAN £ 3R LAN Ot X2 U 7 ¢ 2F 0 S0 WEAIEE
ABLET,

CRIET 7B ANRNA L FPHIBREZITFR S ND T, R (FESGI) T 7k A
A MELTH I LET,

CRIET 7 BARA L FEFE UIADWEEFE L E LTHETFHITF L, 1 ~4ED0T7 7 EBAKRA
VEMNS, TRTCORET I BA RS b 7747 v MIEIHERB LT Voo —
Va VRO A o — U EREIET A LI, FIAT U RRRIET VB ARAL b
W7 Vv —hLAWEDICLET, ZOREIL. RUARETZ7®AKRA b EDOT
RCOT I T4 T HTF ¥ RVHEAINET,
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RETV R RS FDEE ERE

MR LAN EOT 722 KAV FOBBRABAY a2 be—F(7 Y vo— I d &, Prime
Infrastructure (L7272 HBICRIET 7 B A RA L vDV A= 7B LEST, v be—J28-
TARIET 7R RA Y MR END &, 7272 51T Prime Infrastructure (Zi# %1 S 41, Prime
Infrastructure {IZ X > CTRIET 7B R RA V bOT T —2BMERINNET,

Prime Infrastructure X ARIET 7 A RA L b Avtv—Vhkar ba—ImbzitRAE, T
@ Prime Infrastructure = —% 4 X —T =2 A4 A X—TVOEFRBIZT 7 —b Fo 2 NFKRENE
7

RET 7B A RA 2 bt U TRET SI213, ROFIEEZFIATLET,

ATYF 1 [Rogues|f >V —4%7 1 v LT, [Rogue AP Alarms] X— Y% F /R LET, ZOX—=IIZiF, 77—
ADEKE, RETZ7EARLS L FOMACT RLA, RIETV®ARAL Y NDOEA T RET 7 &R
RAV MBRANCHRIE S N HERE, BELOSSID BRFRRAINE T,

ATvY T2 [Rogue MAC Address) DV > 7 %27 U v 7 LT, ZIUCBE AT 57z [Alarms > Rogue - AP MAC Address]
N=VEFRLET, ZOR=VIF, FETZ R KA hOT T7—NZET E RS TR SN
\i j—O

RT9T3 TIT—LEEETDHITIE, [Selectacommand] K2 v 77X U R RMpBRO I~ 2 ROWTNEER
L. [Go]&®Z Vw7 LET,

* [Assigntome] : BIRENTZT 7 — L ZHHEDO2—FIEI Y 4 TET,
* [Unassign] : BRI N727 7 —LDE D Y CTEMBELET,

* [Delete] : IR ENT=T T —LZHIKRLET,

*[Clear] : EIREN/=T F7—2% 7 VT LET,

* [Event History] : RIET 7 —ALDA X & FRTEET,

* [Detecting APs] (E#RAFIE, 5T, SSID., F ¥ ®/AFEHE., WEPIKEE, WU 7o TV EIZREWS
V770, RSSI, BLSNRAZET) : RIET 7 BRARA LV FEBERH LTS T 7 &R RS
v hNEFERTEET,

[Rogue Clients] : ZTORET 7 EARA L "NEeT V2= L TWAIZ IFTA TV NERRTEET,

[Set State to 'Unknown - Alert'] : NIET 7 ¥ A RA » FERBIKOVERE LTHX 7T LTRET 7 &
A RA v FOERERGE L, B UIAOEEZ A 7IZLET,

[Set State to 'Known - Internal'] : RIET 7 & A KA > FEWNEE LTH 7 {HF LTRERIOARET 7 & A
A URAMIBML, HUADKEEZAS7IZLET,

[1 AP Containment] ~ [4 AP Containment] : level 1 containment Z 341 L 72355813, A IEZREZR DU
HD1ODT I EARA L MR, TOREREIRICT Vo= NINTZT FAT 2~ T3 AT
AEfEbR & 7Y v m— MERRO A v — U % R(E LE T, level 2 containment & EeR L 7= 51X, AIE
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B 75—is0x=2yy

R DOULBIZH D2 ODT 7B A RA L N, TORERBERD 7 T4 7 v MRS T «
27//3:—“/3 VDA vE—UEEELET, ZOEMEIT level 4 F TRIEE T,

AT 974 [Selectacommand] Kz 7% 7 U Z K75 [Map (High Resolution)] 2R LT, [Go]l &7 VU v 7 L%

7" [Maps > Building Name > Floor Name] ~— |2, SR INTERIET 7 £ R KA N OBIENLIEN R R
SNET,
Prime Infrastructure Location /] L TW 2 GEIT, #E DT 7B R KA > Fix b D RSSIE B0 4 bhiik
THZ LT, RIET 7 ERARA » SBFET D AREMED i b BV ML E MR E S 4L, EDONLEIZ/NE
BRI ERFELE2ARDEDORDOA =2 RERINET, TI7EA RS M LD GmET
YTFNORTOREBHA Y U —2 OBA . RIET 7B ARA 2 SBFET D ATHEMED i b @O E T
TIRARA Y NEDDOY 7 EOWTNNOALETY, 7272 L, FET D AHREMES @ WALE O LT
JRARA L NE7e) F£9, PrimeInfrastructure Base Z{FH L CTW AL AL, RIET 78 A RA » b
? RSSIEHIREA D IZ, NEREIENORBMII7Z2 RSSIEFE2ZELTWDHT 7R RAL 2 MOk
Kmé&Fﬁm&ﬁ%bt2$@a@%@4y9&~&ﬁ%%éhi¢o

TI3—LDEZZYLY
ZITIE. ROWFIZOW TR LET,
CARIET 7R RA L MIET LT 7 — L0, (248 X—2)
*ARIET 7R RA 2 FEHOFEM, (251 ~—)
TR ARA L PO, (252 =)
AR IDE=ZY T, (258 X—D)
CRIEZ TA T OB, (258 N—)

RETIEZARAY MZIETE57 57— LDER

RIET 7 A BRA » MMERRIZ, Cisco Lightweight 77 £ A2 iR A > MMZ L » TR SN RIFTO
TI7EARA L NTT, ZOX—IIZiE, [AlarmMonitor] T7 Y v 7 LI EREIZIKESWNT, R
ET7E2ARA L NOT TF—LRFRRINET,

[Rogue AP Alarms] ~— &£ T 5 FIHIZ, RO LFBY TT,

* [Monitor]> [Alarms] DJIAIZE&R L E 9, [Search] 27 U 7 L, [Alarm Category] K& v~/
X7 YA RS [Rogue AP] ZBIR L E9, [Gol 227 V27 LT, #4357 7—L%&kK
ﬁ_\‘l./jz—g—o

* [Monitor]> [Security] DIEIZEIR L ET, LMD A K/ 3—225, [Rouge AP] ZEIR L £,
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FEF7 R R4V rzBT2375—L0ER I

* FEAOH A R/3— X == —0 [Alarm Summary] 7R v 7 AT, [Malicious AP] D40 VY > 7

27U v 7 LET,

A

GE) T I—b R=UNEEH DG, X—=UF B LML= ~BE#T S
F2ODAR T B— )VREINN—2 FHICRRENFET, bR T —L%
FlZfHL T, #OMO7 5 —2%2Fr LET,

W DFTIiL, [Rogue Access Point Alarms] ~X— N2 H B /XT A — X ITOW T L E7,

R TI—LINTA—4

INTA—H BC]]

Check box BER G L 2T 7 — LB L ET,

R 77— A@OEKE : Critical, Major, Minor,
Clear M3 L CERINET,

Rogue Adhoc MAC Address RIET RA&Ry 7T SA ZOMACT LA,

R B — RET RBRy 7 BILT SA ZADR U H =4 F
721% Unknown (FHi) .

Classification Type Malicious (f&f#lE&H V) | Friendly (fERRME7R
L) . Unclassified (R453%H) .

Radio Type ZORIET Rk v 7 B OFEHH,

Strongest AP RSSI ZAEETREA P — X O KE (dBm) |

[No. of Rogue Clients]

CORET RBy ZIFIZT Y vy=— ST
WAHRIEZ T4 7T 2 sO#K,

Owner RIET Ry 78RO TFH—F—]

Date/Time T T — LDFEER,

RHE State of the alarm : Alert (77— k) . Known
(BEHD) . F£721X Removed (HIFREA)

SSID RIET Ry 7 UL > T r— K¥ ¥ A K

I TV 3 Service Set Identifier,  (SSID 287
0— R%y 2 b EINRWEEITZEMICe D £
) .

Map Location

ZDRET Rk vy 7 WO~ v 7 (rE,

Acknowledged

KB —YNZDT 7 — L EMEBHEH»THDH
EI)DpRFIRENET,
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ST DT 2y IRy 7 AEEIRLT1 DU EOT 77— A%®IN L, [Selecta command] K& v 7
Ao JARPBROWT O~y RERIRL T, [GolxZ Vv 7 LET,

* [Assign to me] : IR L7727 T — L EBUEOL—PF(ZEIY Y TE,

* [Unassign] : BR L7727 7 —L0E0 Y CTEMEERLET,

* [Delete] : FIR L7177 —LZHIFRL £7,

*[Clear] : R L7=T 7—2%27 VT LET,

* [Acknowledge] : [Alarm Summary]X— VIZE RSNV EDIC, TI—LEEKRBLET,

N

Gx) 7 7 — 20X Prime Infrastructure IZPRIE SN DT80, 77— LR EREEFH L
T, TRTORBIMLTCNDET T — L5 RBTEET,

* [Unacknowledge] : 3 CIZFBAILTCWNDT 7 —L & RKBHIZLET,

* [Email Notification] : F5F A — /LB 4 &R L CRET H729DIZ, [All Alarms] > [Email
Notification] X— T & F /R LET,

* [Detecting APs] : NIET R8> 7 R 2 BIfERE M L TV % Cisco Aironet 1000 2 U — X
Lightweight 77 &£ 2 RA > h&2FRLET, FFMCONTIE, Ry hUV—27 EOT 7%
A RA LV hORB ] ZBRLTIZEN,

* [Map (High Resolution)] : Z 2427V v 735 &, RET A& v 7 BEONE Z =3 @RS
<y TRFRRENET,

*[RogueClients] : Z 247 U v/ 325L, ZORET KKy 7 EBBRIZT Y= — S TH
HREZ TAT > hin—EFRENET, [RogueClients] X—I\2iE, 7 T4 7 D MAC
7 RUVA, EH&EE AR, BIEORAT—2 X BEffiFonTndar he—7, BILOR
E7 Ry 7 BRRFRRINET,

* [Set State to 'Alert'] : Z D~ REEIRL T, RIET Rk v 7 EBRAE R HIEWVER & LT
ZITTFLUTRET 78R RA 2 bOEWRZRG L, £ CiADEREL S 7ICLET,

* [Set State to 'Internal'] : D~ RZEIRL T, RIET Ry 7 E\RENEE LTH 7
FLUTEMOARIE AP U A MZBML., #HUADHEELZ A 7ICLET,

* [Set State to 'External'] : Z D2~ REBEIRL T, RIET Rk v 7 BRESNGE LTH 7
U TEERIDOARIE AP U R MZBIIL., B CiAOREL A 7IZLET,

*[1 AP Containment] : RIET R » 7 A2 1 DOT 7 AR, FTEHLIADET,
INEFTIAD LAL)

* [2 AP Containment] : R~ IE7 K7 > 7 E#t % 2 S ® Cisco Aironet 1000 > U — X Lightweight 7~
7B A RA L FTHURADETS,

* [3 AP Containment] : ~IE7 N7 > 7 #8143 -2 ® Cisco Aironet 1000 >V — X Lightweight 7
JEARA L FNTELIADET,
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* [4 AP Containment]| : ~IE7 N7 > 7 #E#1 % 4 DO Cisco Aironet 1000 >V — X Lightweight 7
JREARA L FTHLUADES, RKELADLL) |

A\

FE AEAPOMILITENEEZE SO G0N H Y £T, WTNhDAPE LA =
< REBEIRL, [Go]®7 U v /73 5&., AvE— [Containing a Rogue AP
may have legal consequences. Do you want to continue? | 23# /R SivE 9, W%
BATT 2HEIX0K| 227 Vv 7 LET, 727 RBARA L FEE LADRWG
Ald [Cancell 7 VU v 7 LET,

RET7 IR RA 2 FEHRDEEH

[Rogue AP Alarms] ~X— Y TCld, FRIET 7 &R KA 2 MIBET DT 77— L4 A X2 N ORI Z e
RBCEXET, FETIZVARA LV MEROT T — 5 A4 X2 R ERERT 5121E, [Rogue AP Alarms]
~—3C [Rogue MAC Address] D FIZHHMHEHZ 27V v 7 LET,

TOR—=IINE, AET IV EBERARA Y NMERROT F—L A XV INRRREINET, RETZE&
A RA Vv MERRIX, Cisco Lightweight 77 £ &2 AR A > MZ X > TR SN RKFFaI 0T 7 A R
A FTYT, FRINDEHRIRD LI T,

* [General Info] :
° [Rogue MAC Address] : NIET 7 &X "1 > D MAC T KL X,
°[Vendor] : RIEET 7 & A RA ¥ DR H—4 . F721% Unknown (REH) |
°[OnNetwork] : RIET Z® A RA U "i3Ry hT—2 Bl HNEIDERLET,
°[Owner] : A—7— (F7=FZ%EH) ,
° [Acknowledged] : HY 2 —F NI DT T —LEBMLTNENEIDERLET,
° [Classification Type] : Malicious, Friendly, Unclassified,

°[State] : Alert (77— k) . Known (BEFI) . F721X Removed (HIFRFEA) OT 7 — LA
DREE R LET,

°[SSID] : RIET 7 HARA » MERIZL > T o —FEXxy A hENTWNEYP—E R
MID (SSID) , SSID 37— K%y A b IR WEAITZEMIZ/R Y £,

° [Channel Number] : RIET 7 & X RA > bDOF v R/,

° [Containment Level] : RIET 7 & X R4 > FDOE CiAs L)L, F 72i% Unassigned (&
#HT)

° [Radio Type] : ZDHRIET 7B A KA > b DEERE A 7,
° [Strongest AP RSSI] : ZfE(EH5HEA P —Z O KA (dBm) .

°[No.of Rogue Clients] : DT 7 EARA L MZT Vv —hENTWARIEZ T4 7T
v D
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B 77exf1oror

°[Created] : 77— A X2 hAMERL S 172 HEE,

° [Modified] : 77— A X2 R PMEE S L7z HEF,

° [Generated By] : 77— A XV FDAERKTT,

° [Severity] : 77— DEKE : Critical, Major, Minor, Clear 734551} L CFRINE

TO
° [Previous Severity] : 7 7 — ADLLRTOE K : Critical, Major, Minor, Clear 232571F L
TEREINET,

* [Annotations] : ZD7 F A~ Ry 7 AZH LWVERZ AN LTIAA] 227 Y v 735 & #%
MTLT T—LREHINET,

* [Message] : 7 7 — AT DANER S NET,

*[Help] : 7 7 — AT 2 BEERDPFERINET,

* [Event History] : = 2% 27 U > 79 % &, [Monitor Alarms > Events] ~<— Y23 & £ 97,
* [Annotations] : DT T —ADBIEDERNEFZENET,

TR RS FDRE

ATy I

ATy T2

ATvT3
ATy T4

|| Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16

[Rogue AP Alarms] ~X— 27 7 ¥ 2T 51212, ROFIEEZFITLET,

[Rogue AP Alarms] ~— L ZRART HI2IE, IROWTNNEFEITLET,
* RNE AP DR ZFITLET,

*NCS A —LX—T T, [Security] ¥ v adh—R&E27 Yy 7 LET, ZOXvyar—RIiE, @k
1 REH &5 24 FEICHRH SN ARIET 78 A KA v bR TRTERREINET, RET 7 ERRA
VT I EFRRTHICIE, AET VAR U NEEEI Y v LET,

* [Alarm Summary] 7R v 7 A @ [Malicious AP] ODH-# DV > 7 %27 U v 7 LET,

[Rogue AP Alarms] ~X— Y C, &4 T HRET 7B A RA 2 h®D[Rogue MAC Address]| %7 U v 27 LET,
[Rogue AP Alarms] FEfl~— U NER SN ET,
[Selecta command] K= > & 7 J & k)5 [Detecting APs] Z 38R L £97,

[GolZ 7 U > 7 L&,
WINPADY A MERZZ ) v 7458, ZOHEBIZET LT — 20T RSNET,

*AP %

* Radio

* Map Location

*[SSID] : RIET 7 & ARA v MERRICL > TT7r—RFF ¥y X hENTWHHP—EZX &> D (SSID) ,
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* [Channel Number] : RIET 7 EA RA 2 b7 02— KXy A L TWAHF ¥ /L,

* [WEP] : A0 & 7213 L),

* [WPA] : ARhE 21T L),

* [Pre-Amble] : Long (K&Y) F721% Short (FAY) .

*[RSSI] : ZAEEHEEA ¥ —4 (dBm) .

* [SNR] : & 74w b,

* [Containment Type] : Z DT 7 A RA v MILDE UIADLELD X A 7,

* [Containment Channels] : 2D 7 7 & A RA v S BBUES CIADLIL A FETL TN DT ¥ 1k,

RET PRy VERICETLH7 5 —LDER

[Rogue Adhoc Alarms] ~X— 2%, RIET KR v ZEROT 7 — b A X2 hRFREINET,
[Rogue Adhoc Alarms] ~— Y &2 Fx4 5 FAIZ, RO LB TH,
* [Monitor]> [Alarms] DNEIZEIN L E9, LMDV A RX— A=a—05 [Seare] &7 U v 7
L. [Alarm Category] K2 v 7 Z 7 U X S5 [Adhoe] ZEINLET, [GolZ7 Vw7 L
T, EYTHTI7—LbERRFLET,
* [Monitor]> [Alarms] DJEIZEN L £, LMDV A F/3— A =2 —T [New Search] % &R
L. [Alarm Category] K1 v 7% 7 U A h/> 5 [Rogue Adhoc] # IR L E7, [Go] &7
Vo7 LT, %4957 7—LaRRLET,
* [Monitor|> [Security] 22 U » 7 LE£¥, MDY A K/3— A ==2—T, [Rogue Adhocs] %
EBRLET,

A
Gx) T TI—b RN=UNEEHDLGEIL. =V FFBLOMMOR—T~BE#T 5
72ODAT a— )LEHINR—2 FENICEREINE T, ThH6DR T a—LE
HZEHLT, 207 7 —2%52F R LET,

WDFIZIL, [Rogue Adhoc Alarms] ~X— Nl H/RXT A—H ERm LET,

RW6:TI5—LINTHA—4

INTA—=H Wt

Check box BER B L 5T T — L Z @R L £97,
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R 77— LOEKE : Critical, Major, Minor,
Clear W53 L CERRINFET,

Rogue Adhoc MAC Address RIET Ry 7T S ZOMACT RLA,

Ry — RIET KRBy 7 BT SA ZADR =4 F
721% Unknown (REH) .

Classification Type Malicious (f&f&tEd V) | Friendly (fERRMEZR
L) . Unclassified CGR%437¥E) .

Radio Type ZORIET Rk v 7 B OFEH,

Strongest AP RSSI ZEEFREA UV — X O KIE (dBm) .

[No. of Rogue Clients] CORET RRy Z7IFIZT Y vy=— ST
WAHRIEZ ZA4 7T > hD¥R,

Owner RIET Ry 7o [ —F—]

Date/Time T T — ADFRAERL,

b State of the alarm : Alert (75— k) . Known

(BEZn) . E£721% Removed (HIBREA) .
SSID RIET RARy Z7HIRIC L > T 7 o— Ry X b

I TU 5 Service Set Identifier,  (SSID 237
12— K%y 2 N ZN2WIGEITZEMICR Y £

7).
Map Location CORIET Ry 7RO~ v &,
Acknowledged XEBA—TINZ DT T — LT WRBFERTHDH)

EI)DpRFTRENET,

T DTz IRy 7 AZRIRL T OUEDOT I — 5% L. [Selectacommand] Fu v~
Zv VA RPBROWTRD I~y RERIRLT, [Gol &2 Vv 7 LET,

* [Assign to me] : IR L7127 7 — L ZBHEOL—P(ZE Y Y TET,

* [Unassign] : IR L7727 7 —2DE 0 Y CTEMHRL £,

* [Delete] : BR L7727 T —L&HIBRL £,

*[Clear] : R L7777 —2%227 VT LET,

* [Acknowledge] : [Alarm Summary] X—IZRRINRNE DI, T I —LZEKBLET,

A

GE) 7 T — 20X Prime Infrastructure ([ZERTE S LD T2, 7 7 — LRI REEZ A L
T, TRTORMLTCNDT T — L5 RBTEET,
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* [Unacknowledge] : 3 CIZFRHM L TCWAE T 7 — A& KB L ET,

* [EmailNotification] : 1 A —/LilAIZ &R L T ET 272912, [All Alarms] > [Email
Notification] ~—Y & FKRL E£7,

* [DetectingAPs] : ~IET R 7 MR ZBIAERE M L TV 5 Cisco Aironet 1000 & J — X
Lightweight 7 7 £ 2 RA » F&FRLET, FFEMICOVWTIE, IRy FU—27 L7 7 &
A2 RA PO ZZRLTIZEN,

* [Map(High Resolution)] : Z 2% 7 U v 7325 L RIET KK v 7 THRONE % Rd @G
VYT RERRINET,

*[RogueClients] : =247 U v 735t ZORIET Ry 7 BEIZT Y vm— kX TH
DRIEZ FA4 T MBR—EFRINET, [RogueClients] X— 12X, 774 7> D MAC
7 RUA BHBEBRR, BUEORAT—2 A BEMfT o Tndar br—7 BIUAR
E7 Ry 7 BN FRINET,

* [Set State to 'Alert'] : ZPD =2~ REZERL T, FIET FA v 7 BRE i HRWER E LT
ZIUMF LTRIET 78 A BA v bOBRZMGE L, B CiAOKELZ A 7IZLET,

* [Set State to 'Internal'] : Z D2~ RAEBIRL T, RET Rh v 7 EEAENE L LTH 7t
LU TCBERDOARIE AP U R MZEML, # UiADKEREEL A 71 LET,

* [Set State to '"External'] : Z D=2~ FZEIRL T, NET Rhy 7 BEAINTE LTH 7t
FUTEEHOARIE AP U X MZBINL, # CiADKREL 4 7IZLET,

*[1 AP Containment] : RIET K v 7R AE 1 DDT 7 A RS FTHLIADET,
INEFCIAD LUV

* [2 AP Containment] : RIE7 R v 7 #E# % 2 -D® Cisco Aironet 1000 3 Y — X Lightweight 7
JEBARA L NTEHUADET,

* [3 AP Containment] : ~IE7 K7 v 7 #E# % 3 -5 Cisco Aironet 1000 Y — X Lightweight 7
7B A KA NTEHUADET,

* [4 AP Containment] : ~1E7 N7 > 7 ##% 4 DO Cisco Aironet 1000 >V — X Lightweight 7
JEARA L FTHLUADES, ORKELADL~L) |

A

FE AEAPOMILITENEEZE OGN H Y £7, WTNNDAPE LA =
< REBEIRL, [Go]®7 VU v /73 5&., AvE— [Containing a Rogue AP
may have legal consequences. Do you want to continue? | 23# /R IjvE 9, W%
BATT 2HEIX0KI 227 V) v 7 LET, 727 RARA L FaE LADRWG
Al¥ [Cancell 7 VU v 7 LET,

RIET bRy 7 EBRIZET SFMOEER

[Rogue Adhoc Alarms] ~~— Y Tld, ERIET RA& v ZHHBICBET L7 7 — 5 A4 X2 NOFEMA
BTEET,
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RIET Ry 7RO T T — 5 A N2 M &R T 5121E. [Rogue Adhoc Alarms] ~<— T [Rogue
MAC Address] ® FIZHDHEBEEZ 7Y v 7 LET,

ZON=VIFE, RET ZER KAV MEROT T — 5 A Xy "RFRENET, RET 7%
A IRA > MERRIL, Cisco Aironet 1000 3 U — X Lightweight 77 Z A 7R A > MZ L > TR &
TCIEFFR DT 78 A KA FTY, RSNDERITKRDO LEBY TH,

* General:
° [Rogue MAC Address] : RIET R v 7 T /34 2D MAC 7 KL A,
°[Vendor] : NIET Rk v 7 HRT NA ADN U X —4 F£721% Unknown (REH) |

°[On Network] : NIET Rk v 7T NA ANRRy NU—7 BIZHDINE I DERLE
ﬁ‘o

°[Owner] : A—7F— (E7I1L%EH) .
° [Acknowledged] : 42 —HFNZ DT T —LEZBHM L TWHNE I NERLET,
° [Classification Type] : Malicious, Friendly, Unclassified,

°[State] : Alert (77— F) . Known (BEZN) . F721L Removed (HIFRHEA) OT 7 — L4
DOREERLET,

°[SSID] : RIET KA » 7 EHRIZ K> T7 e— R¥ v A b I§L TV 5 Service Set Identifier,
(SSID A7 & — R ¥ A b SNRWEEITEMIZ/e0 £7)

° [Channel Number] : RIET R7s v 7 B OF v 1L,

° [Containment Level] : RIET K7 v 7 MR OE UiAd L~ F 7213 Unassigned CRE( Y
M) .

° [Radio Type] : ZDARIET Rk v 7 EEMROFEIE,

° [Strongest AP RSSI] : ZA5{E 5 HEA > 27— D KA (dBm)

° [No. of Rogue Clients] : ZD7 KRy ZIZBEHET HRIEY 74T hOERLET,

°[Created] : 77— A X2 MMERL S L7z B,

° [Modified] : 77— A X2 FMEIE S #u7z B,

° [Generated By] : 77 — A A X R DAERTE,

° [Severity] : 77— ADHENKPE : Critical, Major, Minor, Clear 232317 L TERR S E

R
° [Previous Severity] : 7 7 — A DLIRTO B AR : Critical, Major, Minor, Clear 2345517 L
THERINET,

* [Annotations] : ZDT7 FA L Ry 7 AZHLWERZADLTC[AAA 227V v o7 T5E, 7
T—ANEHINET,

* [Message] : 7 7 — LT o@INERINET,
*[Help] : 77— LT 2 RATERBERINET,

Cisco Wireless Intrusion Prevention System 3> 7 4 X2 L—Y 3> A4 K J)—X 16
0L-29331-01 |



| FEF7O/RR KRS rOEE

| 0L-29331-01

FE7 Fhv o EmcET 23058 ]

* [Annotations] : Z DT T — ADBHEDFRNFRINET,

Select a Command

ST AHF v 7Ry T AZERLTCIOUEDT I —LZER L, KOWWThOa<w s R
BIRL T, [Gol 7 Vw7 LET,

* [Assign tome] : IR ENTZT T — L ZBHEO 2 —F(2E Y Y4 TE,
* [Unassign] : IR ENT7T 7 —LDOFE D Y CTEMRLET,

* [Delete] : RS NT=T T — L &HIFRLET,

*[Clear] : ®BIR&SN/=T 7—2%27 U T LET,

* [Acknowledge] : [Alarm Summary] X—VIZRR SNV E DD, T I —LAEEKRLET, T
Z — 0% Prime Infrastructure (ZfR1E SND 720, 77— 2MBHREEZHEHA L T, 7 XTOR
ML TWET T— LB HMBETEET,

* [UnAcknowledge] : " CIZFREI L CTWAD T 7 — ADOFRMEfRERCTE 7,

* [Email Notification] : - A —/LiliEI & £ L TaRET D 72912, [All Alarms] > [Email
Notification] X— U & F/rR LE T,

* [Detecting APs] : NIET N8 v 7 B 2 BIfER H L CTU 5 Cisco Aironet 1000 2 U — X Lightweight
TIRARL L NEERRLET,

* [Map (High Resolution)] : ZZ %27 Vw7325 &, RIET K 7 HERONE %~ @i
VYT NERINET,

*[RogueClients] : ZZ %7 Vv o/ 35HL, ZORET Riky 7T Vv o— &N TH5D
RIEZ TAT v hN—EFRENET, [Rogue Clients] ~<—IZiX, 7 747> h® MAC
7 RUA, R#&EEHRE, BIEORT—4 A, BEffiFohiTcndar br—7 BLUOKR
ET RAy 7 MR ERRINET,

* [Set State to 'Alert'] : 2D~ FEBRL T, RIET A&y 7 A K HIRWERE LTH
T LTARIET Fas w7 R OB 2k L. & CiADKEEL A 7IZLET,

* [Set State to 'Internal'] : Z D~ REZBEIRL T, RIET Rk v 7 8ERAENEE LTH 7T
LTBERODARIE AP U R MZBEML, B CIADEREZ A 71 LET,

* [SetStateto'External'] : Z D2~ RE®R LT, RIET 7 EARA L MEIHRE LTH I
JFUTEEHIOARIE AP U 2 MZBINL, # CiAOKGEL 4 712 LET,

* [1 AP Containment] : RIE7 KR v 7R %EZ 1 DOT 7 BA KA FTHUADET, Ok
INEFCIAD L)

* [2 AP Containment] : RIET K7k v 7 E#% 2 -5 Cisco Aironet 1000 >V — X Lightweight 7
7B A RA L FTHURADET,

* [3 AP Containment] : NIE7 R v 7 % 3 -5 Cisco Aironet 1000 2/ Y — X Lightweight 7
IR ARA L FNTEUADET,

* [4 AP Containment] : RIET R7k v 7 #E# % 4 -5 Cisco Aironet 1000 3V — X Lightweight 7
JEARA L FTHEHLUADET, RKELADLNL)

Cisco Wireless Intrusion Prevention System 3> J 4 X2 L—>3> A4 K 1)1J—X 16 ||



FE7IER RSV rOEE |
B ~rrox=syvy

AREDEZRYDY

[Alarm Monitor] |2 & % [Rogues] 7 7 — L#:% 7 U » 7 L, [Rogue MAC Addresses] ® U 2 NEHEH %
7 U w7 LET, KIT, [Selectacommand] K2 v 77 U X hHvi [Event History] % i8R L
T, [Go]l &7 Vw7 LET, ZOXN—IUBRERRINET,

[Monitor] > [Alarms] DNEIZEIRN L, MDA F/3— X =2 —"T [New Search] Z =R L 7,
[Severity] > [All Severities] ¥5 & U' [Alarm Category] > [Rogue AP] DIEIZEIN LT, [Gol &7 U v 7
L £, [Monitor Alarms > failure object] *— T NE /RS E T, [Rogue MAC Address] 5|DIHH %
27 U 2 LT, [Monitor Alarms > Rogue AP Details] ~<— %% ¥9°, [Selecta command] K7 v
TH Y U A RH G [Bvent History] #BIRL T, [Gol &7 Vv 7 LET, ZOXR—IUBRRRIIN
£

COR—UT, RET T —AA Ry MCBT 2ERABRTEET, TRALOA Sy MIRAE
Llflc— RS nEd,

BHDEA MNEI ) v THE REFEERET LI ENTEET,
* [Severity] : A N2 FOERKENETIT L TR RINET,

* [RogueMAC Address] : U A NEBAZ 7 Uy 7 95E, 2O b VICETHIHFRPERIN
7,

*[Vendor] : RIET 7 A KA v hOBGEEEL,
*[Type] : AP (778 A KRA ) /X AD-HOC (7 Rk>7)

*[OnNetwork] : RIET 7 ® A RA LV MR, TV TZ—hEINTWHEIR—=FERUY TRy b
WZHDNE I D,

*[On 802.11b] : RIET 7 & A KA > F23 802.11b/802.11g i C7 2 — RF¥F ¥ A LTV HMNE
PRAS

* [Date/Time] : 7 7 — A0 HHIF,

* [Classification Type] : Malicious, Friendly, Unclassified,

* [State] : 77— ALDIRKEE, Alert (77— F) . Removed (HIBRFEA) 72 &,

*[SSID] : RIET 7 ¥ A KA v MERIZE-TT7r—FEx A bENTWDEHH—E A &Y |k
ID (SSID) ,

*[On802.11a] : RIET 7 & A FA 2 FA802.11a#TTE— KFx 2 h LTNENE I Dy,

AED AT FDER

[Monitor] > [Alarms] DNEIZER L, ZMOY A K/3— A =2 —"T [New Search] ZER L F 7,
[Severity] > [All Severities] & & U' [Alarm Category] > [Rogue AP] DJEIZER LT, [Go]l &7 V v
27 L%7, [Monitor Alarms > failure object] ~<— Y NF/R I EF, [Rogue MAC Address] 51D H
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Prime Infrastructure T B &) SPT BEDRE .

%27 U w27 L7, [Monitor Alarms >Rogue AP Details] *— % B & £9°, [Selectacommand] K&
77 U A RDyG [Rogue Clients] Z3 IR L £9, ZOX—URERINET,

TOR—IUTIE, RETIZEARAL L MIT VY — FENTWAEY T4 T2 MIBET ARONE
e TEET,

* [Client MAC Address] : RIET 2 A HA L hDZFA T R MAC 7 KL %,

*[LastHeard] : A2 77 A RA Y "ISRIET VEARA Y DI TA4T 2 N ERZICH
H U 7R,

*[Status] : RIET 7 EA KA bDTF7A47T 2 FOIKEE,

Prime Infrastructure T B &) SPT E#ENDKTE

ATy T
ATv T2

ATv7T3

ATvT4

| 0L-29331-01

Prime Infrastructure THEIA A v F R—hF FL—I U T EZRET HI0E. ROFIBIZHENFE T,

[Administration]> [System Settings] D JIE|ZE4R L £ 97,

MDY A R/X—=D A == —7)>5 [Rogue AP Settings] % i#IN L F 7,

[Rogue AP Settings] X— U NFRINET,

[Enable Auto Switch Port Tracing] 7 = » 7 /R v 7 A% 4|2 L C, Prime Infrastructure 23, AIET 7 & A
KA ERERENTVWDAL v F A= hEHBPUIZ N L—ATELLIICLET, RONTA—F%
RETEET,

* [Repeat Search After] : 77 L ORI A A LES, Z ORI #% L721%. Prime Infrastructure |3

IEAP DM Z HEWIZH VIR LET, T 7 4/L b TiL, Prime Infrastructure 1% 120 733 & (ZARIE AP
DR ERY IR L ET,

* [Allow Trace For Found On Wire Rogue AP] : A#DARIE AP % + L— A9 % HE) SPT AT 51

X, ZOF =z IRy 7 AL LET,

* [Critical] : 77— ABKE 4 critical IZRRET DIZIE, ZOF = v IRy 7 A% F I LET,
* [Major] : 77— AHKEZ major IZERET DITIL, ZOF =y IRy 7 A%&F T LET,
* [Minor] : 77— AFEKEZ minor IZFXET HICIL, ZOF =y IRy 7 A% N LET,

[OK|% 7V v 7 LET,
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Prime Infrastructure TO HENH CIAHDETE

Prime Infrastructure ¢ H 8hE CIAD ZFRET HI12E. WO FNEIZTENE T,

AT 71 [Administration] > [Settings] DJIEIZER L £ 7,

AT9 72 EROYA R/X—=0D A ==2—75 [Rogue AP Settings] & 3R L £,
[Rogue AP Settings] _*— Y NERINFET,

AT 73 [Enable Auto Containment] 7 = >~ 7 7R v 7/ A% 4 |2 L C, Prime Infrastructure 73~ 1E AP %3215 L7234
WCHBE CIADZ N H—TELLICLET, ROBFHE CIADNNTA—ZERETEET,

* [Exclude Rogue APs Found On Wire By Switch Port Tracing] : H#) SPT #i# U CHMF v bV —27 TH
&7z AP 2 BEIICERIMN T D123, ZOF =y 7Ry 7 A d LT,

* [Critical] : 7 7 —ABEKEA critical IZFRET DL, ZOF =y IRy 7 A% F NI LET,
* [Major] : 77— ABKE A major IZHET DI, ZOF =y I/ Ry 7 RAEF A LET,

* [ContainmentLevel] : HE)E CIAD LV EZGNCT HIZIE, ZOF 2y IRy 7 A% F AT LET,
ZhUE, REAP OB LA LV ERLET,

°[1 AP Containment through 4 AP Containment] : 1 7°5 4 £ TOEE AT 25 2 & T, HEWE UiA

DLV ERELET, LoV EHURADEZERT L &, RNERBEGHROTDIZH D 1 >DT 7
BARA IR, RERBERICT YT — FSNTWD Y T4 7 2 b T3, RIZ, HFERR L
TYT— MREROA =V EEELET, LV 2E LIADERINLIZG AL, RIERHE
OB D 2 ODT 7 HARA L MR, TORERMIRD 7 747 v MIRIEFERE T 1
ATV Z—=2a DA yE—VEFELET, ZOEMEID level 4 £ TRIETT,

GE) ARETZERARA Y FOBENENNEE, @OE CIADAB A MHET
?—O
FE ALET 7 BAFRA L FOHUCRADITENREELZMHE I HENLY 9, WO AP E Lidn =
v REERL, [Golx7 Vv 27 35HE, AvE&— [Containing a Rogue AP may have legal
consequences. Do you want to continue? | &R SNE T, WEHEAKITT 5L 0K 227 U v 7
LET, 7782 RA 2 FZ2E LIADRWGAEIT [Cancel| 227 Y v 7 LET,

ATy 74 [OK|Z27 V27 LET,

. = L
OV FA—TDEETE
I T, RONEBIZHOWTIBA L ET,

* RIE AP L —/LDFRE, (261 ~2—)
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EN U - |

FIERY O—DHRE

ATy T

ATy T2
ATvT3

ZDON—=T T, RETZ7HARA U MORY —%FHETEET,
[Rogue Policies] X— 27 7 A F 521X, WOFEEZFEITLET,

[Configure] >[Controllers] DJIAIZERN L £,
[IP Address] ¥ CIP 7 KL A% 27 U v 7 LET,
MDY A K/N— A== —/n5, [Security] > [Rogue Policies] DJIEIZER L F 97,

* [Rogue Location Discovery Protocol] : [Enabled]. [Disabled],
* Rogue APs

° [Expiration Timeout for Rogue AP Entries (seconds)] : 1 ~ 3600 #> (7 7 4 /v h % 1200) .

* Rogue Clients
° [Validate rogue clients against AAA (check box)] : [Enabled], [Disabled]

° [Detect and report ad hoc networks (check box)] : [Enabled], [Disabled] =~ > R R ¥ >,

*[Save] : 7 AT v RERAMVRY V—~DEF 2 RAF L T, BION—VIZEY £,
*[Audit] : NCSfEiz, 22> bu—TF CTHEHINZEE I L E7,

RIE AP JL—ILDERE

&
ATy T2
ATvT3

ATy T4

| 0L-29331-01

ZOR—V T, BUEOARIE AP L — L DFERERENTEET,
[Rogue AP Rules] X—IZ7 7 ¥ A9 5121k, ROFIEEZFITLET,

[Configure] > [Controllers] DJIAIZIEIN L F 7,
[IP Address] ZITIP 7 KL A&7 Y v o7 LET,

MDY A KN— A== —/n5 [Security] > [Rogue AP Rules] DJIEIZEIR L F 7, [Rogue AP Rules] ~—
T, RIEAP/V—/L Jb—)L Z A 7 ([Malicious] & 721 [Friendly]) . 38X UOL— L DIAFAER S IVE
D

=V DM E TR ETIIRET AL, RAIEAP V—V 2SR LE9,
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Qv hA—5 FUTL—FOEE
22T, KOAFICOWTHALET,
CARIERY —DFKE, (262 X—)
* RNIE AP V— LV DFRRGE, (263 ~—)

* RIE AP V—)v Z)—TFDRE, (265 2—)

RIERY) O—DETE

BEOT T L—h TUr7L— I TS a2y b —F8%2FK 9 5121E, [Configure]
> [Controller Templates] > [Security] > [Rogue Policies] DJIEIZER L £,

HLWAERY — T o7 — FEERT 21T, WOFIREETLET,

AT 71 [Configure] > [Controller Templates] DJIEIZEE4R L £,
AT9 T2 EfIOYA F/8— A==2—7/5, [Security] > [Rogue Policies] DJIEIZEIR L £,
ATw T3 [Selectacommand] K2 v 7 X U R Rt [Add Template] 38R L %9,
ATV T4 [Golz/ Vv LET,
GE) WAFDOAIERY o —F 7L — MIEEEZMZ D556, £E3BEOT T L—hear ba—
ZIZ# A3 554 1%. [Configure] > [Controller Templates] > [Security] > [Rogue Policies] D J[H|Z
B L, [Template Name] 5| CT7 > 7 L— &7 Vw7 LET, T 7 b— MIRLBERER %
%, [Save] £7=1X [Apply to Controllers] =27 U v 7 LE T,
AT 75 [RogueLocation Discovery Protocol| 5= v 7 7R v 7 A% A4 2 LT, A%NZLE 7, RogueLocation Discovery
Protocol (RLDP) Ti%, BEDHMR Y NT—7 ~ORERBHREOA A B L £,
GE) RLDP NEXIDO%E, a2 b —J [ 3EHNEOT 7B A KA M LT, RET 7 A R
A ETYvZ—RL, RNy heEary be—I~EEGTHL9BERLEST, b
O—FNZDNRry hEZETHE, RET 7B ARA LV PR EERY NU—Z (TSN E
T ZOHEX, BEALEADICL TWRWRIET 78R KA v ML THREL 7,
ATYT6 RETIZHARAS N MY DRI A LT U FERHEMTHRELET,
AT w71 [Validate rogue clients against AAA|T = v 7 Ry 7 A% A4 N2 L T, RIEZ 747 v O AAA WGEE A
Mz LET,
AT w78 [Detect and report Adhoc networks|F = v 7 Ry 7 A& 4 NI L T, 7T KKy 7 Fv hU =% 780
LTWORIEZ 747 > bORHE VAR— FEFEDMILET,
ARTYT9 ROWTNNORZ %7 ) v 7 LET,

*[Savel : 7 U v 7 LTCEBUEDT v FL— FRFELET,

* [Apply to Controllers] : 7V v 7 L CHAEDOT 7L —hear ba—Z @M LET, [Apply to
Controllers] X— Y T#¥T2ar ba—J%RRNL, [OK| 27V v 7 LET,
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*[Delete] : 7V v 7 LTHEOT > L— EHIBRLET, BIffar br—JlZ207 7 L— R

BHENTWAEAIF, OK| 227 Y v 27 LT, 77 b— MBI TWLRINLIca hr—
Ihb, TUTL—FEHIRT D L EMELET,

*[Cancel] : 7V v 7 LCBHEDT 7 L— MERELIZBIEDOT 7L —  OEHEEZ X ¥ L LE

RIE AP JL—JLDERE

AT T1
ATv T2
ATv73
ATv74

| 0L-29331-01

A

REAPLV—IVEMEHTDHE, RET 7 BARA Y MEHBIWICOET V-V EERTEET,
NCS %, RIEETZ7®ARA Y NOBFEL— L Eay he—F @A LEST, ZhbDL—LT
X, RSSIL~UL (N LD BEIWRIET 7 & A RA > MIEWR) | 2 3EMER fEeshk
REFNICER R SNV WARIET 78 A RA 2 MIXT 7 7 ZSNTRY) ITHESNWT, v v 7 EOA
ERREHIRTE £,

G¥)

A

RIE AP V—/UiE, B&7 7 — L& WO T OICHELHLET,

BUED N —N T 7L — b =L OFE, BHISN T ary he—I8a£rT5
(\Z1Z. [Configure] > [Controller Templates] > [Security] > [Rogue AP Rules] DJIEIZ#IN L F 5,

GE)

ARIEZ T AL FOFEENRH Y £9°, [MaliciousRogue] : I INZT 7 8ARA 2 FDH
H, 2 —PNERK L7 Malicious L —/WZ—E LT 7B RARA b, EITERIED 720 AP
BT YL FETEEI ST 78 A KA b, [Friendly Rogue] : BB, #BilkEH,. £z
TEEMTEL27 782 KA b, FRIBBESNTZT 7 EZARA L DS B, 2a—HFNER
L7z Friendly b —/VIZ#%48 3257 7 A KA~ k, [Unclassified Rogue] : Bl ST 7 & =2
RA 2 RO 9 E | Malicious /b—/VE 72 1d Friendly /b —/WIZEEYS L7220 T 78 A RA U K,

FIET 7% FA ¥ FOF LNEA—L T2 7 L— b & BT 510, ROTFIEEEFT L
£,

[Configure] > [Controller Templates] DJIEIZER L £,

QDY A K/N— A ==2—7n5, [Security] > [Rogue AP Rules] DJIEIZER L E 5,
[Selecta command] K7 v 7% 7 U X h)x6, [Add Classification Rule] % & L £ 5,
[GolZ 7 U > 7 LT,
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GE) BEFEDORIEAPL—N DT 7 L— MIEBREZMZ 256, FI3BEOT T L—hEear b
1 —Z |23 5854 1%. [Configure] > [Controller Templates] > [Security] > [Rogue AP Rules]
DNAIZER L, [Template Name] 5 CT > 7L — 4% 7V v 7 LET, T 7 b— MIMER
KA. [Save] £7-1X [Apply to Controllers] %2 U v 7 L7,

ATYTS5 ROT7 41—V RIZATILET,
* General:
°[Rule Name] : 7F A b "R v 7 A/ — VD4R Z AT LE T,
°[Rule Type] : K7 &7 U A KD [Malicious] & 7213 [Friendly] 2 &R L £ 9,

GE) [Malicious Rogue] : B SN2 T 7 A KA v FDHH, 2—FHEF L 7= Malicious
N— B LTeT 7B R RA v b, FTIERMEDIRNAP A7 I )b FH°F
FhXN7=T 7B AKRA b, [FriendlyRogue] : BEH, F8ikiEAr. IXMEHETE DT
JHARA b, ERFREENET7EA RS DI L, 2—FREZLE
Friendly /L —/VIZEEN T 27 7B A RA B,

° [Match Type] : K2 v 7 # > U A K» 5 [Mateh All Conditions] & 72 (% [Match Any Condition|
EERLET,

* Malicious Rogue Classification Rule
° [Open Authentication] : A — 7"V EBAEA AN T HIZIE, ZOF v 7Ry I Ae A LET,
° [Match Managed AP SSID] : & B4 AP SSID D /L—/L5&fth: & D —FAEHMTTHITiE, 2D
Frv IRy AN LET,
GH) BELGGE SSID 13, WLAN (2K L TRE SNz SSID T, T AT AWBEMOD & DT
R

° [Match User Configured SSID] : ==— 5% E D SSID D /L— V&ML O—F A AT DI, 2
DF =y IRy AkA AT LET,

GE) Z—WRED SSID 1%, FEITEIMS 7= SSID T3, [Match User Configured SSID] 7
FAR Ry 7 A, 2—HFFEEDSSID % (117121 2F2) AHLET,

° [Minimum RSSI] : #c/) RSSI BUEHIRZHNZTHI21E. ZOF v 7Ry 7 AaF A2 LE
—é’—o

GE) TXA D Ry 7 AT RSSIBEORKR/AN L~V (dB HAL) Z AN LET, HHSh
TIRARA PRI THELLRSSIBEAZBEA TWD L, £DOT 78R RA
MIEZEOHLILOLE LTHHEEINET,

° [Time Duration] : KffHHIfEZ AT DX, ZOTF =y IRy 7 A%EF T LET,

GE) THxRA DN ARy 7 ZTHIRREE (BEAD) 2 AN LET, mShz7 78R KA v
FAMEE LRI L 0 b RS FERSNTND L E, 20T 7 BARA » MIER
DHLHHLOLE L THEINET,

° [Minimum Number Rogue Clients] : ZrEDH 57 74 7 F OH/NEOHIRZ H T HIZIE,
DF 2y IRy I At A LET,
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ATvT6

FEAPL—L T—T0BE I

GE) EEOLDL I IAT b THRINEAEADLET, ST 78R KA
YMIT V= N ENT T TA T FOENRE LB EICR D 20T 7k
ARA L MIEEOHD LD E L THEINET,

WONTNINDORE %7 ) v 7 LET,
*[Savel : 7 U v 7 LTCHBUEDT v FL— M ARFELET,

* [Apply to Controllers] : 7V v 7 L CHIEDOT > L —rEar he—ZZ@#H LET, [Apply to
Controllers] X— Y T#k¥T2ar ha—J %8R, [OK| 27V 7 LET,

*[Delete] : 7V v 27 LTHAEOT L — R EHIRLET, BfEay br—JIlF2D7 7 L— R
BHESNTWAEAIT, OK| 227V v 27 LT, o L— R BHENTWAER Loy ba—
TN, T L — NEHIBRT A L EMELET,

*[Cancel] : 7 VU v 7 LCHUEDT T b— MEREZIZBEOT L — OEEEZX ¥ LV LE
‘g‘o

RIEAPIIL—IL TIL—TDEE

ATvT1
ATy T2
ATvT73
ATvT4

ATy TH

| 0L-29331-01

RNIEAP V=V TN—T T T — i+ 5L, HEORIEAP V—V &3 br—T (6
HTEET,

BIEDORIEAP V—)V 7 )V—T 7 7 L— &R/ T 51X, [Configure] > [Controller Templates]
> [Security] > [Rogue AP Rule Groups] DJIE|ZER L 9,

ARIE AP V—)V TN —T %R ET HI12iE. WOFNEIZHENE T,

[Configure] > [Controller Templates] DJIEIZZ&4R L £ 97,
EROY A RN— A ==2—/»56, [Security] > [Rogue AP Rule Groups] ONHIZERN L £7°,
[Select a command] K72 v 7' # 7> U A L5, [Add Rogue Rule Group] % 3R L £,

[GolZ 2V v 7 LET,

GE) BEAEDORIERY o —TF 7L — MIEBREZMZ D556, E3BEOT T L—heary ba—
ZIZi#E M3 55413, [Configure] > [Controller Templates] > [Security] > [Rogue AP Rule Groups]
DIAIZEIR L, [Template Name] 5 CTT > 7L — 4% 7V v 7 LET, T 7 b— MNIMER
EHE A%, [Save] 721X [Apply to Controllers] 22 U v 7 LE£7,

RDOINT A =2 AT LET,

* General

° [Rule Group Name] : 7F A b 7R v 7 AZ)V—)V T )—T D4R AT LET,

Cisco Wireless Intrusion Prevention System 2 > 7 4 ¥aL—>av A4 FUU—X16 i



FE7IER RSV rOEE |
B FEAr - oL—ToEE

AT w76 Rogue AP L— L& IBINT HI21E, EOFNDON—VEr Y v 7 LTCHAFRRLET, [Add| 27V v 7 L
T, WER LIV — L2 G AOFICBEN L £,
GE) AIE AP /L—/LiZ, [Rogue AP Rules] 7V —7" 7R > 7 ANHIBITEET, FEMITOWVTHE,
ARIEAP L=V DR EEZZRL T TZE 0,
ATw Tl FREAPL—LEZHIERT DL, AOVIOL—NLE2 7Y v 7 LTHFAFRLET, [Removel & 7 U v 7
LC, WHERLEA—AEZEMOFCBE L ET,
ATw T8 [MoveUpl/[MoveDown] R¥ %27 U w7 LT, —APEHINDIEFEZEELET, EEOL—LE
JERZ R L, [Move Up] £721% [Move Down| #7 U >~ 7 LC, BIfEO U A N TEFIZBEISEET,
ATYT9 RIEAPNV—/ U R RNEARFET HITIE, [Save]l &7 U v 7 LET,
ATV T BHEDOY A MIEFEEZMZTICLA—=V 2K T 50 [Cancel] 227V v 7 LET,
G ay he—J @A SN — NV EFRRETITRET 5121, [Configure] > [Controller] DJIHIC
BIRL, avte—J34% 7 Vv L Caryite—J%l&EEd,
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wiPS V1) 21— 3 VDERTE & EH

Z Z Tl&, Prime Infrastructure Ul @ Lifecycle 7—~Zfif L C, wWIPS Y U = —3 3 U Z&E,
BT D B O TR L £ 7,

Prime Infrastructure Ul @ Lifecycle 7 —-<7>5 ., [Design] > [Wireless Security] % 3R L ¥ 9,
Wireless Security ¥ o #'— RO_N—UNRIRE I, RO wWIPS BIEOREZITH Z LN TEET,

CARERV—IZkoT, TRy 7 Xy MUV =2 2B LRV R—FTEET,
*RIEAL—UZ LT, RET7Z7®A KA N HEIRICOBET V-V EERTEET,
CHLWWIPS 77 7 A L AEBMTEET,

ZIZTIE. ROWNEIZOWTHALET,

* Before You Begin 7 ' — K X—T DEIR, 267 N—

* RIERY —DFKE, 268 ~—

* RIENL—/VOFKIE, 269 ~—

* BIEBMENTVWARIEL—ILOFR, 271 _—

* wIPS 71 7 7 A LDOFRIE, 272 _—

Before You Begin 7 1 ' — F R— T DERR
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Before You Begin 7 « ¥'— K ~<_X—7|Z1%, Wireless Security 7 « #'— R Offi {l HFIEDIEHRNFR X
. EHICKRDIERDEZENLTVET,

* [Rogue Policy] : [Rogue Policy] ~—Tl, RIERU I —ZHETEET, ZOX—ITIL,
RET 7B AREEEH CIADDTZDD 3 DORIERY —FHERERH Y 7,

* [Rogue Rules] : [Rogue Rules] <— Y TlL, FEiEH¥ A 7', —HFHEREHADSSID, 7 74T
¥ M&, RSSI 7 EORAEIZILSNT, RIET 7R RA v M BEIICHETE £,
RET 7 |BADN—)VIE, RIET 7 &A% [Malicious] ¥ 7213 [Friendly] & L CH$3T 5 X 9
WZIERLCE £,
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* [WIPS Profile] : [wIPS Profile] X— TlX, W DNDERFAT a7 7 A Vv 7T a7 7 A
NEBEIRTEET, ZhH6D7F a7 7 A0 X - T, Cisco Adaptive wIPS % i U Cfifi i #J B
RIEBMOUA Y L AOEBRELETIEOLT 7 T4 7ICTEET, Tn7 7 A 0F, Bl
THULIADD WIPS V7 =F ¥ ZBRINTHZ & TCEDHICH AL~ A XATEET,

* [Devices] : [Devices]"X— Y TliL, RIERY —, RIET 7R L—)b wIPST R 77 A /L%
ayhoe—JZEHATEET,

[Next]Z 7 U v 27 LT, 7T RARy 7 Xy NV—=27 2B LIOVR— M5 RERY O —Z%E
L/\i‘é—o

o N =L =
AER) O —DETE
ZOR—=UTEH, arvihe—JZ@#EAINS (T7R8ARLA L NETTA4T 2 MIHT D) RIE
RV —ZRETZET,
RERY > —ZFRETHI2IE. ROFIBEIZENET,

AT 71 [Design]> [Wireless Security] > [Rogue Policy] % 4R L £,
AT 72 [Configure the rogue policy settings] A7 A K/N\—%~ U A CTHEIT 57 [Custom] T = v 7 Ry 7 R&H
WCLTRY —REZITH 2 & T, RY —KEZ [Lowl. [Highl, F7=[L [Critical] IZFETE E7,
AT9 73 [General] Z/Vv—TF Ry 7 AT, IRDT 4 — )V FERELET,
* [Rogue Location Discovery Protocol] : Rogue Location Discovery Protocol (RLDP) M{EEDOFHRER >~ b
U= ICHR SN TV LM EIDEHWLES, FryFF o YR RNL, ROVWTAPOAFT
varEERLET,

° [Disable] : X THT 7 & A KA ETRLDP ZEHCLET,
°[ANlAPs] : TXTHOT7 7 EA KA h ETRLDP #2202 LE T,
° [Monitor Mode APs] : E=% E— FKDOT7 7 & & KA h ETOHRLDP ZHEhC LET,
GE) RLDP BNAXDGE, 2 ha—J [ 3EHNGEOT 7B X KA MIxtL T, RET 7 &
ARA Y VTV — R L, Ry hearbme—I~EE5T5 58 RLE
T, AL MR —=INZORTy NeZETDHE, RET7EARAS VbR EERY FT—

TR SNET, ZoHEZ, BELLEAEDNCLTWARWARET Z7EARA > MIxtL
THERE L £,

* [Expiration Timeout for Rogue AP and Rogue Client Entries] : RIE7 7 A "4 > b =2 U DR
ALT U NEMBEATHRELET, ARHEIEIL 240 ~ 3600 5 TI,

* [Validate rogue clients against AAA] : [Validate rogue clients against AAA] = v 7Ry 7 A% F ICL
T, REZ 7472 bO AAABGEEZ A LET,
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* [Detect and report Adhoc networks] : [Detect and report Adhoc networks] & — > 7 7R > 7 A& A4 1T L
T T REYZ 2y FU—=FZIZBMLTWDOIRIEZ A4 7 2 ORI E LR— P20 LE
‘g‘o

* [Rogue Detection Report Interval] : [Rogue Detection Report Interval] 7 % 2 k A8 v 7 A2, AP N ARIERR
HUA—hE2ar bue—JI0557 2 £ TORMBREZMIETAD LET, AR7RHHIL 10 ~ 300
BT, 7740 MEZ 10T, ZoOMEE, =4 = FO AP OATEA S ET,

* [Rogue Detection Minimum RSSI] : [Rogue Detection Minimum RSSI] 7% A k AR v 7 A2, APIZ X ViR
HEd, REETY MURay ba—Z BT 2 RSSI OF/MEE AT LET, ARZREPHIT -70
dBM ~ -128 dBm T¥, Z OREIL. TXTD AP E— RIC#EATE £,

y [Rogue Detection Transient Interval] : [Rogue Detection Transient Interval] 7 % &2 k 7R » 7 A2, RIEN
WCROBANC ATy ENTD, LT A%y SnHEHHEREEATLET, *H%EE’J&F'?BW%
]\7‘3’&6 LT, AP P AREEZAF ¥ T HHREZHIETE £, AP, —FRERYZRRIFROEIC
/ANGEN TE%74W&T%iT ﬁw&%liUmembf\T7¢wbﬁ101¢o:@%
X, E=4 E— RO AP ORI SN ET,

AT w74 [Auto Contain] 7 /L—7 Ry 7 AT, RO 4—)V REFHELET,

* [Rogue on Wire] : [Rogue on Wire] 7= v 7 /R v 7 A% A4 LT, ARy NV —27 TRl Sz
AP % HEICE LA E T,

* [Using our SSID] : [Using our SSID] = v 7/ R v 7 A& A2 LET,

* [Valid client on Rogue AP] : [Valid client on Rogue AP] = v 7 R v 7 A& AN LT, Hhirr 74
7 v M EARIE AP ~OH#EN G E CIAD E T,

* [AdHoc Rogue] : [AdHoc Rogue] = v 7 R v 7 A% A N2 LT, 7 Rk v 7 ANIE APs & H B E
CiADET,

RT9T5 [Applylx# 7 Vv 7 LT, av ha—JZZBEOL—LEEH L ET, [Devices] 7 4 ¥ — KDL= T,
YT Har hr—T 2L T, [Apply to Controllers] 7 U v 27 LET,
ATYT6 [Next]xZ U v/ LCARENV—LVEHRELET,

AREIL—ILDEE

ZOXR=VTIE, AET 7 EBRA RS M BB HET OV — V2 ERTEET, Prime
Infrastructure CTlL, RIET 7B A RA L OB FENL—NEa fe—F#EHLET, 60
=L ClE, RSSIL-L (ZNEY BFHOVRIET 7B A RA » MIEH) | E 71 XRERHIRR (F5
TESNIZREFINICR R SR WARET 78 A RA 2 MIEX T 7 7% Then) 12T, v
7 EDORIEFIRZHIRTE 97,
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A

GE) RIEZ 7 AIILLFOREENH Y £9°, [MaliciousRogue] : B EIN7=T 7B AKRA L FDH
5, 2 —HNREFR L7 Malicious L — /W —E L7277 B A RA b L 3fERMED 720 AP
BT IV NLFETEBEISNTZT 7 A RA b, [Friendly Rogue] : BEHn, FkEA. Fiz
TEMTEL7 78 A RS b, FRIFBHSNEZT 7 EZARA L DS H a—FNER
L7z Friendly V—/VIZ3%HS 557 78X KA > b, [Unclassified Rogue] : R I N7=7 7 & X
RA 2 D9 B, Malicious /b—/LVE 7213 Friendly /L —/VIZEEYS L7aWT 7R KA 2 b,

RET 7 EARARAL Y FOF LWSEEAL— L EERT D2, WOTFNEESFEITLET,

AT w71 [Design]> [Wireless Security] > [Rogue Rules] DJEIZEIN L £ 9,
AT T2 HLWREL—VEIERT SIZIE, [CreateNew] 27 V v 7 LET,
[Add/Edit Rogue Rule] 7 1 » R MRFRIANLET,
ATw 73 [General] 7 /V—T Ry 7 AT, IROT 4 — )V RERELET,
*[Rule Name] : 7% A b Ry 7 R— VD4R E AT LET,
*[Rule Type] : Fu v 7 &7 U A K)vD [Malicious] & 721X [Friendly] %8R L £ 7,

GE) [Malicious Rogue] : fiHHSN7=T 7B A KA > bDH B, 2—PIEHE L 7= Malicious /L—
ME—BLTET 78 A RA b FBEREDRN AP A7 TV )6 FETBEIS T
77 A RA b, [Friendly Rogue] : BEAI, F&akE7~, EITMEHTE LT 78X RA
Vb, EREBRHENET 7R A RS b0 B =P RERE LT Friendly /L— /Wi
W BT I VAR b,
* [Match Type] : Ku > 7 # 7 U X K5 [Match All Conditions] & 7= 1% [Match Any Condition] % %
RLUEF,

ATV T8 [RESFENLN—NV TNV—T Ry 7 AT, IROT7 4 —/V REFHELET,
* [Open Authentication] : 4 — 7"V FBFEZ AT 5IZ1X,. [Open Authentication] 7= v 7 R > 7 A% 4
SZLET,
* [Match Managed AP SSID] : & H%f 4 AP SSID D /L— /L&t & DO—HZ AN T HITIE, [Match
Managed AP SSID]| = v /Ry 7 A& A L ET,
GE) BEEXIS SSID 1%, WLAN (2%} L TEE S4L72 SSID T, v AT ANBREFDOH DT
j‘o
* [Match User Configured SSID] (11Ti(Z 1292 AJ)) : 2—HRED SSID D/L— LG O—FEH
N2 51Z1%, [Mateh User Configured SSID] = v 7 AR v 7 A% A A2 LET,
GE) Z—WERED SSID |E, FHE) CIBIN S 4172 SSID T, [Match User Configured SSID] 7 &% A
ARy 722, 2—=PREDSSID & (147121 2F2) ASILET,
* [Minimum RSSI] : f/)» RSSI BEHIRZ A3 2121, [Minimum RSSI| F = v 7 R > 7 R % 4
WZLET,
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sremshTcLRFEL—LoRE [l

GE) TX¥ANR v 7 AZRSSIFE O/~ (AB¥NL) # AN LET, BHEINET 7 &
ARA M ZTHEELEZRSSIBEZBZ TWADE, DT 7R RA LV MIEED
HHLDE LTHHEISNET,

* [Time Duration] : KfffHfilfRZ A 20C 3 5121%, [Time Duration]|F = v 7 R 7 A% A I LET,

(GE) T XA b ARy 7 RITHIBREEE] (WEANL) 2 AN LET, mHEShieT7 78X BA 2 bR
FEE LIZHIRIFH L W b RSFBRSNTND L E, EDOT 7 EARAS L MIEEDOH D b
DELTHHESNET,

* [Minimum Number Rogue Clients] : HEED&H D7 74 7 MO/ NEOHIR A A 2N T HI21E, [Minimum
Number Rogue Clients] 7= > 7 R > 7 2% A T LE T,

G¥) BEOHDHIITAT vV "VEHFTIRNEEANLEST, BEEINEZT 78X KA T
TIvT— "IN TA T FOBPRELMEU EIChb e, TOT 7R AKRAL b
TEEOHLLDOLE LTHHEINET,

AT9FT5 [OK|227 U7 LTA—LERFET S0, £ [Cancell 27 VU v 7 L CHIED/L— IV OVERR F 72134
FErXyrELLET,
[Rogue Rules]~— VIR Y | H L BMSNTEREL—LNRRINET,

ATvT6 [Applyl %7 Vv 27 LT, aav ha—JCBIEOL—L %M L% 4, [Devices] 7 1 F— FDL—I T,
M THar br—T &% L, [Apply to Controllers] =7 U v 7 L7,
GF)

ATYTT [Next] 227V v 7 L, wiPS7u 77 A LEZRELET,

INEEBMEINTWNWAARIEIL—ILDRT

BAEBMEINTWARENL—NVERRT DL, ROFPIEIZHENET,

Prime Infrastructure UL @ Lifecycle 7—~ 7225, [Design] > [Wireless Security] > [Rogue Rules] %8R L £ 9,
[Rogue Rules] ~—Z, IRDO/NT A —=FNFIRINET,

* BEfE DL — L % 5B

* Rule Name

=L HAT
% DURAFS AT

» Actions
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B wesyoorqsiomE

wiPS 70774 JLDETE

Prime Infrastructure (21X, W OMDERFEAT a7 7 A LPHBINTBY, FoInbr7a7y
ANEBRTEET, o077y A0 (DWAZ—ZAT EAT 40T X247 ¥ER
B AT ENWCHSETET) BFEHT D L. Cisco Adaptive wIPS %18 U CHEHA FEE/LEMD T A ¥
VADGBREE TR T 7T 4 TICTEET, eI AT 20k E) AT L
b, BEHZADETHARAE YA RTHZ L L TEET,

wlPS 7’1 7 7 A LVEREDEEMCONW T, wiPSBLI O r 7 7 A voikE, (107 °2—) 2%
BLTLIEEN,

wIPS a7 7 A VERE LTS, [Next] &7 U v 7 LT [Devices] X—V&B&, REZ#HT
Hay hu—J @R TEET,
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AP 139, 140, 148, 150, 153
details 139, 140, 148, 150, 153
CDP Neighbors 153
general 140, 148

A H—T A A 150
FEHE 140
—fi% 140
AP DE=%1 7 140
FFEAHE 140
—f% 140
APa/r— g 5 —4 86

c

Civic Address 64
clear 135

G
\[GPS Markers\] 64

Mesh Parent-Child Hierarchical View 7 4 > K7 179
Monitor AP 140, 148, 150, 153
details 140, 148, 150, 153
CDP Neighbors 153
general 140, 148
Lightweight 140
A H—T A A 150
Monitor Access Points 139
details 139
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0

Out-of-Sync 38

P

Profile 118
List 118

S

SSID 7' /L — 7 122,123,124, 125, 126
wIPS 123
Za— L Ol 123
Jua—/L U R R BiBI 124
Ja—)L BN 122
Jna— L ERE 123
delete 126
add 124
edit 125

SSID Z'v—=7" U A |~ 121,122
wIPS 121
global 122

W

wIPS 118,119,121, 126
Profile 119
add 119

SSID 7' v—=7" U A |k 121

a7y AT 4 X 126

a7y AN U AN 118
wiIPS 7’1 7 7 1 /L 119,120, 121

apply 121
delete 120
add 119
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TATUT 4T 4 7FA4AT 175

T T — LGB 135

BT A—ILDOEE

<

7' —s3)L SSID 7 v—7 122,123

delete 123
add 122
edit 123

L
H &A1 36

yci

RTE 137

[F13] 39

FIEEE 40

1

Zy NU— 7 #EE 3

[6)

#2711 130,132,136
BT 47 65
Pl 5 — & _X— 2 ~DiES 65

-~
/b\

a7y AL T 4 H 126

~

e M
e, MBS LB RERO 64

%)

alr—3 g VRN 64
EH) YT 64
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