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B smsnrcu

il R = #17= CLI

Cisco DNA Spaces : = %7 ¥ Tl&, Linux 2= Rif, HEROR N2 —F—RNREZE TV AT
LREEEETHZEHPTEDICHIBENTHNET, ZOXICT 7 ERAEHIRTHZ &
T, MEEZSIEEZTAREEDOSH DV AT LR EZ 22— —PNEHETERNEIICLTNE

T

HIRENTma~r R4 TR o~y RBNFATENET,

R2:FBa<v FOYR b+

avw kR £ EA

cat TrANONEEZH I LET,

cp TrANEat—L%7,

df T 7 ANV AT BDT 4 A RO R
HILET,

du T 7 ANAR=ZDOMERR AT L ET,

grep IR —=AN—HFT DT LES,

ip Fv b= f B —T 2 AREEFRL
E

Is TA4LZ PVONEEIANLET,

nslookup A H =%y b R—= AP == T WH b
F7.

passwd dnasadmin /X AU — R & 258 L £,

ping Internet Control Message Protocol (ICMP) T =1—
FRERY NT—=T TR RTEELET,

pwd BUEETIIMEEFOT o L7 NV ZH L E
R

rm 77 ANVEHIRLET,

scp VE—habt—T7 A NVERELET,

sftp Ty ANRIEERELET,

ssh 7747 MZSSH ki L7,

tail 77 ANDEEOESEHIILET,
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» connectorctl lockinterval (10 ~X—73")
» connectorctl passwordpolicy (11 ~2—37)
» connectorctl networkconfig cloud (12 ~—7)

« connectorctl networkconfig device (15 ~X—73)
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gEavor |

connectorctl lockinterval

FREDHA FS14 Y

ZDaxwy RiE, 7HU bR vy 7 SHETITRETE 51 71 lATORE R 2 R0E
LET, 7Hvr bouy 77y MEARG SR TRIE SN ET, R/AFITREII3IETY,
RFAATEEE S BT, 7740 h O TEEIL 3 [T,

INSG A—4
L,
connectorctl lockinterval

[cmxadmin@connector ~]$ connectorctl lockinterval
Unsuccessful login attempts before account lock [3-5]
Account lockout interval in minutes [1-120] [30]: 30|

[3]: 4
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connectorctl passwordpolicy .

connectorctl passwordpolicy

ZoAavy R, aRx 7 Z Web Ul D/RAT— RARY —%Zi%E L, Mg/ AT — RONERGE
INRNEDITLT, BORNRAT— RORELHEL £,

=y

INTA—4
T3NS A—4
INS A=A

aBA

Enable strong password

KICTF, /INUF, BT, BT G0 A T — ROREE
Hiz LET,

Minimum password
length

NRAT—ROEIEZRETEET, /hEIXS, ZRAKEF 127, 7
7 H)V hOEEIZ8 T,

Reject weak passwords

Meg572 XA U — K (—#RM72HEER ) [CEEEZRITT 57200 Tl
L, HETEDRXOITLET,

Allow password to expire

NAY— FORZBIRE 60 FIZE L, EHHME 7 RICRELE
D

connectorctl passwordpolicy

FREDHA K514

[cmxadmin@connector ~]$ connectorctl passwordpolicy
Enable strong password
Minimum password length
Reject weak passwords?

[yes / nol] [yes]: yes
[8-127] [8]: 10
[Y/N] [yes]: Y

Allow password to expire [yes / no] [yes]: yes
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. connectorctl networkconfig cloud

connectorctl networkconfig cloud

\}

Zoawy R, xy NT—UREEITI N, ax7 ¥ LTIty N —JREE TR
LET, Zoa~vr NI, oI N v B —T oA ARBRET 2T NA L HZ—T =4 RAJEBHD
7 CHERE L £ 7,

GE)

Toav  REFHALTCEAMELZIIP T FLAZEETT L84, HOB4EHEL
FICHARK LT EEVY, VA7 A& FEE) L7212 connectorctl generatecert =~ > K& {#
L/iﬁ‘o

NG A=A

K4 INTA—4

INSA—4 H =]z

cloud SUITNAHE =T 2 ABTA VH—T =
A 2AERELET, VIR v Z—T A
A, FEWET aTNAA 0 E—T oA ART
NER Y NT—7 1T DA v H—T = A
2 (DA B —T A R) HRELET,

cloudstatus TN —T oA ARBTOA A —
T2 A ADAT—HAARFRRLET, TaT
NA B —T oA ABH (BHIOA v F—T =
AR) TOITIRAL L HE—T 2 ADAT —
FAEFRRLET,

EREDAARZA

connectorctl networkconfig { cloud | cloudstatus}

[dnasadmin@connl70 ~]$ connectorctl networkconfig cloud
HOSTNAME=connl70
IPADDR=10.22.x.x
NETMASK=255.255.255.0
GATEWAY=10.22.%X.X
DNS1=171.x.x.x%
DOMAIN=cisco.com
HWADDR=00:0x:XX:XX:XX:XX
Do you want to edit any of the above information? [y/n] [n]: n

Hostname Configuration

Do you want to edit the Hostname? [y/n] [n]: n
Please enter the new Hostname : cmxadmin

IP Address Configuration

Do you want to edit the IP Address? [y/n] [n]: yes
Please enter the new IP Address : 10.22.244.11
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connectorctl networkconfig cloud .

Netmask Configuration

Do you want to edit the Netmask? [y/n] [n]: n

Gateway Configuration

Do you want to edit the Gateway? [y/n] [n]: n

DNS Server Configuration

DNS Servers can be added, edited, or removed

1. Add DNS Server Press 1
2. Edit DNS Server Press 2
3. Remove DNS Server Press 3
4., Exit Press 4
Please select an option from the list above: (Default value is 4)

Added DNS Servers:

DNS1=10.x.x.X

Please enter the DNS Server IP Address: 10.x.x.X
[41: 1

Domain Configuration

Do you want to edit the Domain? [y/n] [n]: n
New Network Changes:

HOSTNAME cmxadmin

IPADDR 10.x.x.x

DNS2 10.x.x.x

Confirm the above details? [y/n] [n]: y

Successfully restarted network service
LATEST NETWORK CONFIGURATION

HOSTNAME= cmxadmin

IPADDR=10.xX.xX.X

NETMASK=255.255.255.0

GATEWAY=10.x.x.X

DNS1=192.x.xX.X.X

DOMAIN=test.com

System will reboot in 5 seconds...

[dnasadmin@connl70 ~]$ connectorctl networkconfig cloudstatus
Interface Name = ens33

Ip

= 10.22.x.x

NETMASK = 255.255.255.0
DOMAIN = cisco.com

DNS = 171.70.x.x
SUBNETS not configured

Routing Table

Destination Gateway Genmask Flags Metric Ref Use Iface MSS

Window irtt

0.0.0.0 10.22.x.x 0.0.0.0 UG 0 0 0 ens33 0 0
0

10.22.x.0 0.0.0.0 255.255.255.0 U 0 0 0 ens33 0 0
0

Firewall rules

Allowed port/protocol
443/tcp
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. connectorctl networkconfig cloud

1812/tcp
1813/tcp
8000/tcp
8004/tcp
2003/udp
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connectorctl networkconfig device .

connectorctl networkconfig device

\}

Zoawr R, Xy NU—ZFEELT D D>, CiscoDNA Spaces : 2 %7 ¥ ETIiThiliz* v
NI =V BEEFRTRLET, 2O NEIT 27 VA v ¥ —7 =2 A AR TOHHEEL E
T, YITNA L E =T A RARBTIOa~v Y FEFEITTLHE, =7 —RAR—INET,

GE)

FEREDHA FS14 Y

ZOa<wy REMHEHLTEA M ERIZTIP T NLRAZEFT AT, ACEBLIEHELHH
FICHAR LT EEVY, VAT AZFHLE) L7212 connectorctl generatecert =~ > K %
L/iﬁ‘o

INGA—R

FKEINSA—4H

NS A—4 £ R

device TaT A B —T x4 ART, T/ A
NHEETDHA A =Tz A (T AL
H—T A R) BRELET,

devicestatus FaT A v HE—T 2 A ABRATOT A X
A B —T 2 A ADAT—F A TR LET,

connectorctl networkconfig { device| devicestatus}

dnasadmin@connl7l ~]$ connectorctl networkconfig device

Do you want to (C)onfigure or (D)elete the Device Interface or (E)xit? (c/d/e): d
Are you sure you want to delete the Device Interface? (y/n) [n]: y

Deleting Device Interface

Device Interface deleted successfully.

System will reboot in 5 seconds...

Connection to 10.22.x.x closed by remote host.

Connection to 10.22.x.x closed.

rmadira@RMADIRA-M-L2BK Downloads % ssh dnasadmin@1l0.22.x.x

ssh: connect to host 10.22.x.x port 22: Operation timed out
rmadira@RMADIRA-M-L2BK Downloads % ssh dnasadmin@l0.22.x.x

Password:

Password:

Last failed login: Mon Aug 9 13:35:57 PDT 2021 from 10.24.127.162 on ssh:notty
There was 1 failed login attempt since the last successful login.

Last login: Mon Aug 9 13:32:12 2021 from 10.24.x.x

[dnasadmin@connl7l ~]$ connectorctl networkconfig device
Configuring the Device Interface

Please enter IP []: 2.1.0.x

Please enter Netmask []: 255.255.255.0

Please enter Gateway []: 2.1.0.x

Please enter Domain []: cisco.com

DNS Server Configuration

DNS Servers can be added, edited, or removed
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1. Add DNS Server Press 1

2. Edit DNS Server Press 2

3. Remove DNS Server Press 3

4., Exit Press 4
Please select an option from the list above [4]: 4
Subnet Configuration

Current Subnet List:

2.1.x.x/24 (Auto-populated)

Subnets can be added, edited, or removed

1. Add Subnet Press 1

2. Edit Subnet Press 2

3. Remove Subnet Press 3

4., Exit Press 4
Please select an option from the list above [4]: 4

Do you want to block ports (8000, 8004 and 2003) on Cloud Interface?

ly/n] [n]: n

Following configuration will be saved:
IPADDR=2.1.x.x

NETMASK=255.255.255.0

GATEWAY=2.1.0.x

DOMAIN=cisco.com

SUBNET1=2.1.0.0/24

CLOUD_PORTS_BLOCKED = No

Confirm the above details? [yes/nol: yes
Saving configutation...

Configuring Device Interface

Device Interface configured successfully.
System will reboot in 5 seconds...
Connection to 10.22.212.171 closed by remote host.
Connection to 10.22.212.171 closed.

G¥)

[Add Subnet] 7> a Y EMHL T, oI 7Ry FEIBEINTE £ 7, Cisco DNA Spaces :
ARTZ TE THAAAA =T 2 AL TINOEDY 7Ry MIENETEET,

[dnasadmin@connl70 ~]$ connectorctl networkconfig devicestatus
Interface Name = ensl60

IP = 2.1.0.x

NETMASK = 255.255.255.0

DOMAIN = cisco.com

DNS =

SUBNET (s) configured:

SUBNET1 = 2.1.0.0/24

Routing Table

Destination Gateway Genmask Flags Metric Ref
Window irtt

2.1.0.0 2.1.0.x 255.255.255.0 UG 0 0

0 0

2.1.0.0 0.0.0.0 255.255.255.0 U 0 0

0 0

Firewall rules
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connectorctl networkconfig device .

Subnets allowed port/protocols allowed

2.1.0.0/24 2003/udp, 443/tcp, 8000/tcp, 8004/tcp
CLOUD_PORTS_BLOCKED = No

[dnasadmin@connl70 ~1$
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. connectorctl networkconfig device
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» connectorctl upgrade (22 ~X—73)
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. connectorctl upgrade

connectorctl upgrade
ZOavURE A VAR —ALINTWDIF =T URIBT 7747 A (OVA) 27 v 77
L= RL, A A=VHENTA=Z—L LTRITIRY £7,

CSCvr74830 Tix, 7 v 77 L— FHIZZ T — A v =V NFRINET,
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr74830

INSG A—4
ciscocom NHX L —RKLT v 77— KA A=

connectorctl upgrade image

N .= [cmxadmin@connector ~]$ connectorctl upgrade cisco-dna-spaces-connector-v2.0-.connector
FHEDHASA KA
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» connectorctl generatecert (26 ~X—37)
« connectorctl showcert (27 ~3—3)

» connectorctl createcsr (30 ~X—137)

« connectorctl setproxycert (32 ~<—3)
« connectorctl validatecert (33 ~<—37)

» connectorctl importcacert (34 ~X—17)

« connectorctl dockersubnet (36 ~X—37)
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. connectorctl generatecert

connectorctl generatecert

Zoavwr RiE, Lk 7Yy A Y (SSL) sEBAEZAERLET, FEHED & 1
7’1 Rivest-Shamir-Adleman (RSA) F7-IdEHBMRT X VB4 T2 U XA (ECDSA) T
T, HOBATFHAELERBE L7 5. connectorctl showcert =~ > R&2FH L CIEAELFERT
=FET,

connectorctl generatecert

av > FERE 1J1)—R 232 &Y Connector SSL ZEBAHE TiE, CSR @ [Subject Alternative Name (SAN)] 7  —
Al NRIZIP T RLAREGENET,
J1y—X 232 232 LA, =7 & SSLGEHETIX, CSR @ [Subject Alternative Name
(SAN)] 7 4 —/V RIZ5E2fEffi R A A 4 (FQDN) 721378 A MR E
FNET,

FEEEDHA K54 > FQDNEARR MM, CAEAM EFEHEOREAEZALER (CSR) ZREL£7, CSRACA
WL TEL SN TWDEE, ER SN ZFEETIX, [SAN] 7 ¢ —/L KIZFQDN % 72137 &
MR EENE T,

CSCvt29826 D456, TPSec Z 195 AAA 1%, connectorctl generatecert =~ > R &[] L T4
END, =X A THFEAMEHRT O ZVELTLTY X2 (ECDSA) @ Connector TR S
NHFEAE L BHMERH Y 8 A, https:/bst.cloudapps.cisco.com/bugsearch/bug/CSCvx40536

i Wiz, DLFO =y ROWMAHIE R LET,

[dnasadmin@connl7l ~]$ connectorctl generatecert
Key Type [RSA/ECDSA] [RSA]:
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)

generatecert successful.

Note: Rsyslog service is enabled with TLS protocol.

You may need to deploy connector's CA certificate into Remote Syslog Server.

You can use "connectorctl exportcacert" command to extract the CA certitifcate.
Afterwards, you may need to restart rsyslog service. using "connectorctl rsyslogconfig
restart"

EENEYD
connectorctl showcert (27 ~_X—737)

connectorctl rsyslogconfig restart (80 ~X—3)
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connectorctl showcert .

connectorctl showcert
Zoa<wy Rt BEENZEHFHEOGEMAZR R LET,

connectorctl showecert

avy FEFE )1y—x22 Zoavry RREASNE L,

#l Kic. UTFD o~y ROMAEIZRLET,

dnasadmin@connl7l ~]$ connectorctl showcert

Certificate details

Certificate

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
az:pb6:8£:39:9e:b3:e5:19
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=CA, L=San Jose, 0O=Cisco, CN=connl71l
Validity
Not Before: Aug 17 21:29:13 2021 GMT
Not After : Aug 17 21:29:13 2023 GMT
Subject: C=US, ST=CA, L=San Jose, 0O=Cisco, CN=connl71l
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:2a:2f:26:cb:37:d0:d9:d8:bc:83:42:ea:fe:fc:
€3:21:62:12:57:40:4e:73:fa:6d:82:8c:eb:00:37:
43:60:5b:70:30:09:a25:33:57:71:13:33:62:3d:de:
bb:51:39:b5:0b:f2:bc:2d:£c:20:38:b7:8c:ca:lb:
6a:9c:d3:84:dc:7d:ed:31l:ca:96:e7:7e:dd:59:b5:
ee:ea:d4b:f2:ec:9a:9a:58:65:8f:£6:05:ef:ee:40:
4£:78:37:09:a5:6b:79:e8:4a:df:17:2e:84:76:8c:
c4:59:30:6c:a3:9e:63:£f5:f2:a0:5e:e0:0e:38:bd:
86:e2:£7:48:fb:7a:85:06:2f:37:a2:e8:c9:£0:b4:
85:99:65:91:a0:8d:ab:55:b0:cd:0a:69:26:9£:d3:
39:11:66:ea:1le:22:ce:59:3e:a2:c4:25:d6:07:74:
71:71:£1:1b:78:36:4d:28:57:2c:£d:5d:0d:£0:20:
3b:d4:bb:c7:90:4a:02:d1:£5:0d:49:1d:7a:10:7d:
ca:c3:ae:43:bc:7f:cf:a3:84:8£:0d:0£:03:2e:48:
c8:61:d5:18:7e:d6:27:e7:e2:b2:17:d2:2e:57:05:
dl:22:c6:74:23:ee:d9:6e:c6:9f:cc:30:0a:be:£3:
b2:03:bf:bb:e7:ea:bl:el:53:01:62:5b:ca:05:98:
e8:db

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

DA:2E:75:E3:F1:64:F4:35:5F:4C:B6:63:E2:E1:F1:E5:03:89:D3:CA

X509v3 Authority Key Identifier:
keyid:DA:2E:75:E3:F1:64:F4:35:5F:4C:B6:63:E2:E1:F1:E5:03:89:D3:CA

X509v3 Basic Constraints:
CA:TRUE
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. connectorctl showcert

X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 Subject Alternative Name:
DNS:connl71
Signature Algorithm: sha256WithRSAEncryption

4c:63:b0:£7:37:24:7c:b5:5d:£9:b0:c2:3e:dc:8b:c9:27:ab:
7e:e9:00:1b:b3:49:9e:62:de:el:eb:1lc:8c:46:ad:96:ed:82:
04:e4:£9:02:39:7f£:6d:06:4£:cb:49:87:03:aa:2c:75:37:0f:
52:03:85:66:37:23:29:16:68:65:4a:f6:c7:8a:9e:df:c7:a9:
€8:43:96:cc:4b:47:69:b7:££:17:£6:8£:82:05:b2:d8:51:84:
b4:56:85:99:31:7b:3a:ee:cb:ed:dd:f1:24:7a:d8:6d:b1:79:
86:a8:1e:08:cf:be:3e:0d:2a:78:9b:23:7c:12:68:ce:c9:£fd:
49:39:5b:74:80:98:d0:cb:6f:7e:5a:5b:£2:65:77:04:22:3f:
99:fe:cb:7e:08:bd:76:3b:91:3f:5f:a8:fa:8b:06:6£:£7:57:
46:2f:73:ac:22:00:3a:e1:49:3c:dc:71:c2:db:e6:8a:00:de:
d2:56:12:7b:ca:15:£7:29:89:11:8d:71:64:87:e0:75:7b:%e:
a0:35:12:48:76:8£:11:9f:d5:3c:28:6b:e7:8a:d4:10:50:bl:
b8:92:5€:61:98:d5:ac:56:82:75:38:¢cb:58:d3:3e:e4:13:27:
b3:60:7a:b3:19:c7:6c:a8:76:0c:b2:0f:c8:a8:9a:a2:59:5c:
26:pb7:64:eb

Certificate for IOT interface

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
cc:68:8e:6e:a7:26:a7:66
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=CA, L=San Jose, 0O=Cisco, CN=connl71l
Validity
Not Before: Jul 15 20:28:15 2021 GMT
Not After : Jul 15 20:28:15 2023 GMT
Subject: C=US, ST=CA, L=San Jose, O=Cisco, CN=connl71l
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:8b:30:3b:£5:6d:33:60:3f:63:0b:be:ad:b0:49:
b3:7f:bc:69:d3:ea:ab:e3:be:0b:43:da:£6:2c:40:
4e:7f£:41:70:62:83:ae:cf:e5:ab:35:b5:e5:99:8a:
61:03:89:0f:c7:6£:26:d6:d4:b7:aa:d9:98:23:£3:
a4:da:8a:6b:59:0d:05:cf:17:3f:06:e2:41:10:£4:
42:£6:96:99:58:57:27:b7:0a:4e:05:5d:93:55:26:
fd:£6:51:f1:17:c5:a6:44:42:ae:18:1e:73:41:16:
ab:68:83:26:7£:45:3f:cl:b8:5e:0c:eb:a6:03:16:
64:41:95:92:02:d8:22:df:05:92:22:68:ec:dc:28:
85:5a:0c:aa:63:b6:€3:21:41:08:04:5b:99:46:51:
c2:79:3d:8f:4c:bl:e8:£f1:12:9c:45:a5:11:8b:40:
ff:dd:7f:ba:07:5e:d8:09:0a:87:£9:81:4b:ed:f6:
ae:8d:52:e6:4c:85:66:ee:lc:ad4:f8:a3:c8:af:3a:
5d:70:£3:26:a27:09:9f:b3:4f:5c:ac:04:35:44:6b:
£f£:d5:31:07:d3:£7:27:¢c8:5a:34:93:77:bb:97:d4:
88:7c:fa:01:6b:32:6b:be:7a:ab:8e:£fd:bf:15:10:
20:66:46:04:0d:43:2b:63:3e:9e:cl:7b:ad:dc:61:
d4:13

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

A9:52:B9:CF:B9:F5:24:2F:02:DE:EC:65:5C:94:31:44:C0:C2:16:A9

X509v3 Authority Key Identifier:
keyid:A9:52:B9:CF:B9:F5:24:2F:02:DE:EC:65:5C:94:31:44:C0:C2:16:A9

X509v3 Basic Constraints:

[ CiscoDNASpaces: a4 4 av> KYI7LURAA K



EILE = Ica

13:
6l:
9e:
80:
Tf:
al:
a3

e8

lc:
fa:

21

a3

CA:TRUE
X509v3 Extended Key Usage:

TLS Web Server Authentication

X509v3 Subject

1d:
6d:
fc:
2a:
8b:
:bb:
:35:
:b4
18:
ral
fl:
4b:
ag:
rab:
6c:

24

28

69

00

ab

IP Address:
: 31
:Te
95:

a7
Oe

ag:
42:
:57:

71

£5

:ba:
:b2
55:
:51
£3:
:79

35

Heli

90

be
63

:2d:
:5d:
2f:
:bf:
:78:
:bf:

60

:54
123
6b:
:56

97

17

9a:

23
04

:b4
:cl

99

:56
:76
:32:
:51
ad:

67

ral
1d:
:dl
S5c:
:bb:
:eb:
23:
:7a:

82

el:

Alternative Name:
10.x.x.x
6c:
b6:
re2

:b4:
12c:
123
:55
:3f:
:e3:
12c:
ca:
:3c:
:5f:

8e

af:
rae
:b8:
Hiele]

£7

60

178
a7

59

:3f:
:2d:

98:
ce:
Oa:
cb:

£5:

95

:76:
teb:
:d8:

de
15

9b:
9f:
53:
Oc:
£3:

87

:7f:
:35
124
34:
be:
£2:
99:
1f:
be:
8d:
:b4:
9c:

£9

8b:

Signature Algorithm:

2a:
:ab

46

90:
8a:
:50
Ta:

93

fb:
da:
:Tb:
1f:
:5c:
4a:
4c:
90:

04

66

ba:
:75:
91:

Ta:
:79:
:a3
8a:

28

do

69

27
86

tbc:
f4:
:e9:
:b3
51:
Hel)
la:
:bd:
el:
1c2:
31:
12c:

15

ba:
8e:

:c7:
:59:

18

:cl

92

rad:
d6:
el:
a7
85:
:dc:
dl:

47

56

46:
85:
:b8
48:
0d:
:b3
12c:
0d:
ice:
8b:
:3f:

13
58

96

43

6a:
8e:
:df:
:5a:
:53:
:56

30
24

73

60

bf:
39:
:bc:

b9

af:
:dO:
:dc:

16

red
:e0:
:a9
6cC:
:53

12

12a:
:dd:
16:

98

connectorctl showcert .

sha256WithRSAEncryption
2a:
ff:

36:

17:

:53:

6b:

:d8:
raa:

b3:

la:

No Certificate

available for WSA

interface.

EENEYD

connectorctl generatecert (26 ~X—737)

connectorctl createcsr (30 ~X—3)
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. connectorctl createcsr

connectorctl createcsr

Zoawy RiE, HLnkexaT7 Yy hbA ¥ (SSL) GEHIEOREHIEEA TR (CSR) %
ER L Ed, #8FER (CA) Ik ->TEAL SN CSR #HfF L, CA B4 (& SSL AEAE % H
B/BCTExEd, CABLAMEIEHAELRE L7=5, connectorctl showcert =~ > K& i L CTFEA
EERITEET,

connectorctl createcsr

avy RERE )1)—R232&Y =37 % SSLAEHETIL, CSR @ [Subject Alternative Name (SAN)] 7 1 —
Al NRIZIP T RLAREGENET,
1)1)—X 232 232 LI, =7 & SSL AEBETiX., CSR @ [Subject Alternative Name
(SAN)] 7 ¢ —/V RIZFEREAi KA A 4 (FQDN) F7213HR A MRS
FNET,

FEHEDHA KS4 > FQDNEARX ML, CABAN SREWEOGEAEEZESEK (CSR) € L %7, CSRACA
WZE o TEL SN TWDGE, (ERSZFEE TIX, [SAN] 7 ¢ —/L RIZFQDN F 72 (37A A

NABEENET,
i Wiz, BFOa~y ROWAEIE R LET,
[ [cmxadmin@cmxnew ~]$ connectorctl createcsr

Creating Certificate Signing Request (CSR)

[For SAN field of CSR, enter IP Address for CMX server []: 10.x.x.X
Keytype is RSA, so generating RSA key with length 2048

Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,
If you enter '.', the field will be left blank.

[Country Name (2 letter code) [AU]:US

[State or Province Name (full name) [Some-State]:CA

[Locality Name (eg, city) []:San Jose

Organization Name (eg, company) []:Cisco Systems Inc.
Organizational Unit Name (eg, section) []:DNA Spaces Connector 01
[Common Name (e.g. server FQDN or YOUR name) [10.x.x.x]:

[Email Address []:

Please enter the following 'extra' attributes

to be sent with your certificate request

[A challenge password []:

[An optional company name []:
The CSR is stored in : /etc/ssl/private/dnaspacescsr.pem
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connectorctl createcsr .

The Private key is stored in: /etc/ssl/private/dnaspaceskey.pem
Certificate Signing Request created successfully

HErEY D

connectorctl showcert (27 ~X—737)
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. connectorctl setproxycert

connectorctl setproxycert
ZOa=y R, HTTPS 70 & v OFFEZFHE L T,
NG A=A
AEAED T 7 A V4,

connectorctl  setproxycert filename

EX DA filename FEAED T 7 A V4,

FEREDHA KSqy A~ FEETT LN, ETREHFY 7 A /L% dnasadmin = —F—237 7 E XA T&E % (Cisco
Unified Computing System (Cisco UCS) E®) {EEDO 7 Ay VX IZab—FT B30 ENH D 7,

[cmxadmin@connector ~]$ connectorctl setproxycert cert.pem
New cert exists.

Restarting connector container ...

Connector container was restarted.

setProxyCert successful.

. CiscoDNA Spaces : O+9 42 aA<X >V RKYI7LURAAFR



| sEsiga<or
connectorctl validatecert .

connectorctl validatecert
Zoawy NiX, FEE (CA) ko TEL SNT-FHELZKBRIFLET,

connectorctl validatecert { CA certificate | root_certificate }

BX DA CA_certificate CA ZFHi =
root_certificate JL— NEEBHE

& Wiz, @~y ROWAEIE TR LET,
[cmxadmin@cmxnew ~]$ connectorctl validatecert 10.22.244.80.cert.pem

root-cal-ca2-chain.cert.pem

Validating certificate
root-cal-ca2-chain.cert.pem amd 10.22.244.80.cert.pern exists

Validation of server certificate is successful

[cmxadmin@cmxnew ~]$
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. connectorctl importcacert

SHEICUER |

connectorctl importcacert

Zoawy NiE, BANMNEHEIAES axJ X OFERBTICA VR—F L, axr7 X% LD
HoOEX2 VT 0 iR LET,

connectorctl createcsr Tld, F8aEfR) (CA) IZX D BADMLERFEENMER S NE T, Z0%
4P & FEAEIX, connectorctl validatecert 7~ > K&l L THFECTE £9, B4 &GEHEL
A R— hF BHITIL, connectorctl importcacert 2~ K& TEx 4, ZOFIHICLY, =
X7 ZGULICR A LED & LIEEEIZR RIS [Your connection is not private| &9
AvE—UbHHIBRSILET,

connectorctl importcacert certificate

B DEREA

catificate B4, 35 L OMRGEER A OFEH

avy FERE

1

EREDAARZA4 >

Jiy—=x22 Zoavwy RPREAINE L,

R, UToa<xy ROz R L ET,

[cmxadminCcmxnew ~]$ connectorctl importcacert 10.x.x.x.cert.pem
Importing CA certificate
10.x.x.x.cert.pem exists

Certificate Imported Successfully!

Restarting HAProxy...

HA Proxy restarted successfully!

CA certificate import process executed successfully

CSCvy62400 Tix, — K X—7 1 CAIZ K DAEHEEIZT A AGEHEL A VAR — T
WA H Y 9, https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy62400 = D X 9 72454
REED A VAR — MZW OO T =0 E L, GUIBNK TTHZERHY 9, RO
DERRSNET,

[dnasadmin@dnasc-1 ~]$ connectorctl importcacert 20210609-063645839 Roche G3_Root CA.pem
Importing CA certificate.....

20210609-063645839_Roche_G3_Root_ CA.pem exists

Certificate Imported Successfully!

Restarting HAProxy...

Job for haproxy.service failed because the control process exited with error code. See
"systemctl status haproxy.service" and "journalctl -xe" for details.

HAProxy restarted successfully!

CA certificate import process executed successfully

[dnasadmin@dnasc-1 ~]$ su -
Password:
Last login: Wed Jun 9 13:10:35 CDT 2021 on pts/0
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EILE = Ica
connectorctl importcacert .

Z ORJEIL, connectorctl generatecert 2~ > KA H L CH O EAGEAEFELHAKT L2 LT
R CEF T, ZOFNEIZLY ., AHMEDRWGEAERRICEET 2 EN T X CTHRE I E
@—O
BELEYY

connectorctl validatecert (33 ~X—73)

connectorctl createcsr (30 ~X—3)

connectorctl generatecert (26 ~<—37)
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. connectorctl dockersubnet

connectorctl dockersubnet

F 74V hTIE, 27 H D Docker = T FIZ1X 172.17.0.0/16 7 F v hDIP T KL ZAHNE|
DB THENFET, Y732y FRT RLRZER EEEHL TV DAL, connectorct] dockersubnet
o< R&EMMH LT, Docker 7 % v h&IBIMEZIFHIBRCTE £,

connectorctl dockersubnet

Bl Kic, @~ ROHAFERLET,
[cmxadminQcmxnew ~]$ connectorctl dockersubnet
Do you want to add or remove the subnet? [Insert a to add, r to remove] [a]: a

Please insert the Netmask IP: 10.22.244.1
Please insert CIDR [1-32] [16]:
Successfully changed the docker subnet
[cmxadminpcmxnew ~]1$
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« connectorctl checktimezone (40 ~2—3)
« connectorctl listtimezone (41 ~X—<°)

» connectorctl changetimezone (42 ~X—3)
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. connectorctl checktimezone

connectorctl checktimezone
Zoavwy NI, RESNEZHA LY — 0 OFMERRLET,
INTDA—4A
L

connectorctl checktimezone

HEREDAA K1Y

[cmxadmin@cmxnew ~]$ connectorctl checktimezone
Local time: Wed 2020-02-19 04:02:02 UTC
Universal time: Wed 2020-02-19 04:02:02 UTC
RTC time: Wed 2020-02-19 04:02:02
Time zone: UTC (UTC, +0000)
NTP enabled: no
NTP synchronized: yes
RTC in local TZ: yes
DST active: n/a

Warning: The system is configured to read the RTC time in the local time zone.
This mode can not be fully supported. It will create various problems
with time zone changes and daylight saving time adjustments. The RTC
time is never updated, it relies on external facilities to maintain it.
If at all possible, use RTC in UTC by calling
'timedatectl set-local-rtc 0'.
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connectorctl listtimezone .

connectorctl listtimezone
Zoa~y RiL, R TR TOX A L) — v 2—EHRH R LET,
INDA—4
L,

connectorctl listtimezone

N . — .
ﬁﬁﬁi@jﬂ’l’ F7/r/ [cmxadmin@cmxnew ~]$ connectorctl listtimezone
Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers

UTC
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. connectorctl changetimezone

connectorctl changetimezone

a4 LJ—>avo k|

Zoavry REET L. ALY = 2RMFRERZ A LY = DWTNNIAEFRETE X

—éﬂO
INTA—4
2L,

connectorctl validatecert CA certificate root_certificate

FRLEDHA KS1 Y

Pacific/Saipan
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Wake
Pacific/Wallis
UTC

Please enter a timezone from the above
Restarting services....
Timezone was successfully set!

Local time: Tue 2020-02-18 18:11:
:43 UTC

Universal time: Wed 2020-02-19 04:11

RTC time: Tue 2020-02-18 18:11:

Time zone: Pacific/Tahiti (-10,
NTP enabled: no
NTP synchronized: yes
RTC in local TZ: yes
DST active: n/a

[cmxadmin@cmxnew ~]$ connectorctl changetimezone

list:: Pacific/Tahiti

43 -10

43
-1000)

Warning: The system is configured to read the RTC time in the local time zone.
This mode can not be fully supported. It will create various problems
with time zone changes and daylight saving time adjustments. The RTC
time is never updated, it relies on external facilities to maintain it.
If at all possible, use RTC in UTC by calling

'timedatectl set-local-rtc 0'.

HErEY D

connectorctl checktimezone (40 ~=—3°)

connectorctl listtimezone (41 ~_X—73°)
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» connectorctl ntprestrict (46 ~X—73")
» connectorctl ntpunrestrict (47 ~X—37)

» connectorctl ntpconfig (48 ~X—37)
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. connectorctl ntprestrict

connectorctl ntprestrict

Zoa<y Rk, IP 7 KL A2 X 5 Network Time Protocol (NTP) $— X—~D 7T 7 & & %1l
RLFET,

INTA—4
IP7 FL XA

connectorctl ntprestrict ipaddress

[cmxadmin@connector ~]$ connectorctl ntprestrict 10.22.244.34

HErEY D

connectorctl ntpunrestrict (47 ~X—17)

FREDHA FS14 Y
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connectorctl ntpunrestrict .

connectorctl ntpunrestrict

Zoa<y Rk, IP 7 KL A% 5 Network Time Protocol (NTP) H—/ 3—D 7T 7 & AR
I _THIBRLE T,

INTA—4
IP7 FL XA

connectorctl ntpunrestrict ipaddress

[cmxadmin@connector ~]$ connectorctl ntpunrestrict 10.22.244.34

FREDHA FS14 Y
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. connectorctl ntpconfig

NTPa< R |

connectorctl ntpconfig

FRLEDHA KS1 Y

Z O o< KX, Network Time Protocol (NTP) H— S—%1800. #wE. HIBR. £7/-1EF L
\i j‘o

IND A—4
L

connectorctl ntpconfig

PUFIE, NTP Y— R—033% 8 STV RN E5E D [Show NTP Server Details (Press 4)] 473 =
YOaxy RHAY T TT,

[cmxadmin@cmxnew-01 ~]$ connectorctl ntpconfig

[Please select an option from the list above: (Default value is 4) [5]: 4
e ntpd.service - Network Time Service
Loaded: loaded (/usr/lib/systemd/system/ntpd.service ; disabled; vendor preset: disabled)

Active: inactive (dead)

PUTFIE, NTP B — =35 E LTV 5354 @ [Show NTP Server Details (Press 4)] 472 3 >
DA<y YT TE,

Please select an option from the list above: (Default value is 5) [5]: 4
® ntpd.service - Network Time Service
Loaded: loaded (/usr/lib/systemd/system/ntpd.service; enabled; vendor preset: disabled)

Active: active (running) since Mon 2020-02-17 19:50:05 -10; 1 day 7h ago
Main PID: 675 (ntpd)
Memory: 4.7M
CGroup: /system.slice/ntpd.service
L 675 /usr/sbin/ntpd -u ntp:ntp -g

Feb 18 18:11:45 cmxnew-01 ntpd[675]: new interface(s) found: waking up resolver
Feb 18 18:53:36 cmxnew-01 ntpd[675]: Deleting interface #10 veth438ffl2,
fe80::607a:10ff:fe0f:1145#123, interface stats: received=0, sent=0, dropped=0,
active time=2511 secs

Feb 18 18:53:38 cmxnew-01 ntpd[675]: Listen normally on 11 veth660497a
fe80::3836:acff:felc:c279 UDP 123

Feb 18 18:53:38 cmxnew-01 ntpd[675]: new interface(s) found: waking up resolver
Feb 18 20:35:06 cmxnew-01 ntpd[675]: Deleting interface #11 veth660497a,
fe80::3836:acff:felc:c279#123, interface stats: received=0, sent=0, dropped=0,
active time=6088 secs

Feb 18 20:35:10 cmxnew-01 ntpd[675]: Listen normally on 12 vethb301bld
fe80::d0a9%:e5ff:fef2:8223 UDP 123

Feb 18 20:35:10 cmxnew-01 ntpd[675]: new interface(s) found: waking up resolver
Feb 18 20:35:15 cmxnew-01 ntpd[675]: Listen normally on 13 veth7636c9b
fe80::40a7:e2ff:fed9:d5a3 UDP 123

Feb 18 20:35:15 cmxnew-01 ntpd[675]: Deleting interface #12 vethb301bld,
fe80::d0a9:e5ff:fef2:8223#123, interface stats: received=0, sent=0, dropped=0,
active time=5 secs

Feb 18 20:35:15 cmxnew-01 ntpd[675]: new interface(s) found: waking up resolver

remote refid st t when poll reach delay offset Jjitter
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connectorctl ntpconfig .

*172.22.38.66 .GNSS. 1 u 880 1024 377 2.090 -0.092 0.159

PUFIE, BE SV TW D NTP B — 3 =723 220355 D [Add NTP Server Details (Press 1)] 473 =
yDaw s YT AT,

[cmxadmin@ccmxnew-01 ~]$ connectorctl ntpconfig

Configure NTP

[Please enter the NTP server name (blank for no NTP server): l.ntp.esl.test.co

10 Feb 22:07:28 ntpdate[18062]: step time server 172.22.38.65 offset 17.924716 sec
NTP setup finishe

New NTP Change

l.ntp.esl.test.com

LT, 19O NTP — R —RREIZERE STV 5855 O [Add NTP Server Details (Press 1)] 4
Traroawy SO 7T, SR, TTIRBME TN D NTP —3 =73k
MIZRRSINET,

[cmxadmin@cmxnew-01 ~]$ connectorctl ntpconfig
[Please select an option from the list above: (Default value is 4) [5]: 1

Added NTP Servers:

l.ntp.esl.test.com

[Please enter the NTP Server: 2.ntp.esl.test.com
Adding NTP Server: 2.ntp.esl.test.com

[Confirm the above details? [y/n] [n]: y

10 Feb 22:32:13 ntpdate[19105]: adjust time server 172.22.38.66 offset 0.099035 sec
Restarting the NTP Service

NTP Service restarted successfully!

New NTP Changes

1. ntp.esl.test.com

2. ntp.esl.test.com

PUFiZ, [EditNTP Server Details (Press2)] 47> a > @ a~< > RH Y79, 2RAIC,
FTTITBMINTWVD NTP == EHICR R INET,

Please select an option from the list above: (Default value is 4) [5]: 2

Available NTP Servers:
2.ntp.esl.test.com
1. server 2.ntp.esl.test.com Press 1

Which NTP Server would you like to edit? [1]: 1

Please enter the new NTP Server : l.ntp.esl.test.com

New NTP Server: l.ntp.esl.test.com

Confirm the above details? [y/nl [n]: y

10 Feb 23:38:53 ntpdate[21024]: adjust time server 172.22.38.65 offset 0.002521 sec
Restarting the NTP Service

NTP Service restarted successfully!

New NTP Changes

l.ntp.esl.test.com

PUF i, [Remove NTP Server Details (Press 3)] 47> a > D a~> K1 7T,

Please select an option from the list above: (Default value is 4) [5]: 3
Available NTP Servers:
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. connectorctl ntpconfig

1. ntp.esl.test.com
2. ntp.esl.test.com
1. server l.ntp.esl.test.com. Press 1
2. server 2.ntp.esl.test.com Press 2

Which NTP Server would you like to remove?
Removing NTP Server: 2.ntp.esl.test.com
Confirm the above details? [y/n] [n]: y
Successfully removed the NTP

Restarting the NTP Service

NTP Service restarted successfully!

New NTP Changes
l.ntp.esl.test.com

[ CiscoDNASpaces: a4 4 av> KYI7LURAA K
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AAA TR

« connectorctl aaa show (54 ~X—77)

» connectorctl aaa edit (55 ~X—7)

« connectorct] aaa enable (58 ~X—)
» connectorctl aaa disable (60 ~—73)

« connector aaa restart (61 ~2—3)
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. connectorctl aaa show

connectorctl aaa show

Z Mz~ RiL, Cisco DNA Spaces : 2 %7 % ETIThiiz AAA — "—DOREEZFRLE
—é’—o

INTA—4

7L,

connectorctl aaa show

EELOHA RS54 ROBIL, AAA F— S—723IPSec 72 L CRE SN TV HIHBEDOH N E R L TWET,

[cmxadmin@connector-01 ~]$ connectorctl aaa show
AAA Server is Enabled

AAA Server IP: 10.22.244.114

AAA Server Port: 1812

Shared Secret: **<<masked>>**

IPSec is Disabled
Connection to AAA Server Successful. AAA Settings are correct.
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connectorctl aaa edit

Z M a< RiX, CiscoDNA Spaces : = %7 ¥ OREAFDOFRGE,

connectorctl aaa edit .

R, BXOT AT 4T

(AAA) BREERELET,
INS A—4
NS A—4H EL:)

Do you want to CHANGE AAA Server settings

BEfED AAA BREDEEZEIN L E7,

Enter AAA Server Host IP

AAA F— "D IP 7 KL =,

Enter AAA Server Port

AAA Y — R— DI SN A F— k,
7 7 #/V ME 1812 T,

Enter AAA Server's shared secret key

AAA Y — R —~ DRI S 5 L F

Do you want to enable IPSec?

IPSec Z A NZT 20BN 2002 3R L £
T, IPSec DN LA BRI L7454, SN AAA
T R — TN S VT B IR B b S v g,
UDP #H 2720 £,

Enter AAA Server's DNS name

AAA F—R—D R A A Vv f— I — 3 —
(DNS) D4 i,

Select IPSec Auth Type: (pubkey/psk)

2 FEFE D IPSec #BFE, OF Y pubkey £ 7213 PSK
MHEIRLET,

Do you want to auto-generate ('a") OR provide ('p")
PSK from Radius Server ?

ea: PSK O HEARL AR L F9,

p: AAA P— R—TETE SN 72 PSK DI
23R LT,

Enter PSK from Radius Server

AAA V— —IZfFET D PSKfEE A L &
‘j—o

FEREDHA FS1 Y

connectorctl aaa edit

WOHFIFITIX, AAA & Internet Protocol Security (IPSec) D li 723G N 72> TV E 3, IPSec
IFERTHAF— (PSK) 0 THZ/R->TWET, [provide] 477 Y 3 V&38RI 5 L. AAA

H— S RIS PSK 24578 T £,

[cmxadmin@connector-01 ~]$ connectorctl aaa edit

Do you want to CHANGE AAA Server settings?
Enter AAA Server Host IP [10.22.244.114]:
Enter AAA Server Port [1812]:

[yes/no]
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. connectorctl aaa edit

Enter AAA Server's shared secret key
Repeat for confirmation:
Do you want to enable IPSec? (y/n) [y]:

Enter AAA Server's DNS name [aaa-srv-01]:
Select IPSec Auth Type: (pubkey/psk) [pubkey]: psk
Do you want to auto-generate ('a') OR provide ('p') PSK from Radius Server ? [al]: p

Enter PSK from Radius Server : 7dBoZXAkhadFMsyJ8e9HsBxdajnUPcxS

AAA Server configured successfully
Connection to AAA Server Successful. AAA Settings are correct.
IPSec is Enabled
IPSec Status:
Security Associations (1 up, 0 connecting):
aaa[l]: ESTABLISHED 1 second ago,

10.22.244.100[connector-01]...10.22.244.114[aaa-srv-01]
aaa{l}: INSTALLED, TRANSPORT, reqid 1, ESP SPIs: c59d3960 i cf338432 o
aaa{l} 10.22.244.100/32 === 10.22.244.114/32
aaa{2}: INSTALLED, TRANSPORT, reqid 1, ESP SPIs: c75d414b_ i c7e495e2 o
aaa{2} 10.22.244.100/32 === 10.22.244.114/32

RO TIBFITIX. AAA & Internet Protocol Security (IPSec) D523 A RN 72> TUWE T, IPSec
ILFRIFEA S — (PSK) H Y THNZ /2> T ET, [auto-generate] 47 L a U ZiRINT 5 & |
AAA Y — —THEAIHE7R PSK ZHRE TE £,

[cmxadmin@connector-01 ~]$ connectorctl aaa edit

Do you want to CHANGE AAA Server settings? [yes/no] [yes]:
Enter AAA Server Host IP [10.22.244.114]:

Enter AAA Server Port [1812]:

Enter AAA Server's shared secret key

Repeat for confirmation:

Do you want to enable IPSec? (y/n) [y]:

Enter AAA Server's DNS name [aaa-srv-01]:
Select IPSec Auth Type: (pubkey/psk) I[psk]:
Do you want to auto-generate ('a') OR provide ('p') PSK from Radius Server ? [al]: a

Generated PSK value = 3AhBgueQQ6YBKkKMwqIr6jyxIuG9ekw8g

AAA Server configured successfully
Connection to AAA Server Successful. AAA Settings are correct.
IPSec is Enabled
IPSec Status:
Security Associations (0 up, 0 connecting):
no match

HEVAERR S PSKAEAH AICFRENE T, IPSec # B LTH, HAODkDdE® 729
IR ENTWA L DT, IPSec b v RZANRT CITHESL SN2 WEAERH Y 7,

IPSec Status:
Security Associations (0 up, O connecting):
no match

connectorctl aaa show 2~ > REENZITHAT 25 Z & T, IPSec b RADPHESL I N TND D)
EIYDaERTEET, MO IOPSKEZILE LT, AUETHDIZ EE2MRTEET,

[cmxadmin@connector-01 ~]$ connectorctl aaa show
AAA Server is Enabled

AAA Server IP: 10.22.244.114

AAA Server Port: 1812

Shared Secret: **<<masked>>**

IPSec is Enabled
AAA Server DNS: aaa-srv-01
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connectorctl aaa edit .

IPSec Auth type: psk

IPSec PSK: 3AhBgueQQ6YBKkKMwqgIr6jyxIuG9ekw8g

IPSec Status:

Security Associations (1 up, O connecting):
aaa[3]: ESTABLISHED 20 seconds ago,

10.22.244.100[connector-01]...10.22.244.114[aaa-srv-01]
aaa{3}: INSTALLED, TRANSPORT, reqid 1, ESP SPIs: ca4688dl_i c24be7d9 o
aaa{3}: 10.22.244.100/32 === 10.22.244.114/32

Connection to AAA Server Successful. AAA Settings are correct.
MErEY Y

connectorct] aaa show (54 ~X—737)

connector aaa restart (61 ~<—73)

connectorctl aaa disable (60 ~X—7)

connectorctl aaa edit (55 ~<X—73)

connectorctl aaa enable (58 ~X—73)
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connectorctl aaa enable

FRLEDHA KSA Y

N2 Y= 0= N =1

EBLUEMELET, 1 Z—Fvy b TrbaltexaUT g

LY EEPLE

HAL BLOT AT LT 427 (AAA) F—"—Z A L CRGEZ %

(IPSec) 7’1 b a/LOHZ)

L& IR T& £9°, pubkey & PSK @ 2 ffi¥fid IPSec 7' &2 k /L3 V AR — kI TWET,
IPSec DML 2 TR L7255, S AAA Y— R —|THESL SN -8k EE B{L & d°, UDP

BHIC2 0 97,
IND A—A

NS A—4H

i

Do you want to configure a AAA server.

AAA P —N—DFERTEEERLET,

Enter AAA Server Host IP

AAA F— D IPT FL %,

Enter AAA Server Port

AAA Y — R—~ DI SN DR — K,
77 /b MEX 1812 T,

Enter AAA Server's shared secret key

AAA Y — R —~ DA ] S 5 A
e,

Do you want to enable IPSec?

IPSec & HNZT DN T DA BIR L
7, IPSec DML ZIRIR L7255, SN AAA
T N TN ST BRI S L S T,
UDP #HI272 0 £,

Enter AAA Server's DNS name

AAA —"—D KA AV R— AP —3—
(DNS) D4 i,

Select IPSec Auth Type: (pubkey/psk)

2 FEEE D IPSec FFE, O % ¥ pubkey £ 7213 PSK
ORI ET,

Do you want to auto-generate (‘a') OR provide ('p')
PSK from Radius Server ?

ea:PSK O HENAERZEIR L F9,

*p: AAA Y — —TERIE S 4172 PSK D
feZBIR L £,

Enter PSK from Radius Server

AAA B — R—DEFEDO PSK D4 Z A ST LE
7,

connectorctl aaaenable

WOHABIE, TPSec X2V T 470 har2L THENIR > TNDAAA Y —N—% R LT

I/\jz—?«o

[cmxadmin@connector-01 ~]$ connectorctl aaa enable
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connectorctl aaa enable .

Do you want to configure AAA Server? [yes/no] [yes]:
Enter AAA Server Host IP : 10.22.244.114

Enter AAA Server Port [18127]:

Enter AAA Server's shared secret key

Repeat for confirmation:

Do you want to enable IPSec? (y/n) [n]:

AAA Server configured successfully
Connection to AAA Server Successful. AAA Settings are correct.

wOHFFNL, IPSecEF 2V T 7 hard) THEMMIR>TNDEAAA Y —R—%ZR LT
b\\i‘é—o

[cmxadmin@connector-01 ~]$ connectorctl aaa enable
Do you want to configure AAA Server? [yes/no] [yes]:
Enter AAA Server Host IP : 10.22.244.114

Enter AAA Server Port [18127]:

Enter AAA Server's shared secret key

Repeat for confirmation:

Do you want to enable IPSec? (y/n) [n]: y

Enter AAA Server's DNS name : aaa-srv-01

Select IPSec Auth Type: (pubkey/psk) [pubkey]:

AAA Server's CA Certificate file : radiusca.pem

Connection to AAA Server Successful. AAA Settings are correct.

IPSec is Enabled

IPSec Status:

Security Associations (1 up, 0 connecting):
aaa[l]: ESTABLISHED 0 seconds ago,

10.30.114.46[10.30.114.46]...10.22.244.114[aaa-srv-01]
aaa{l}: INSTALLED, TUNNEL, reqgid 1, ESP SPIs: ca(07f0e2 i cd4dcf30 o
aaa{l}: 10.30.114.46/32 === 10.22.244.114/32

Restarting cmx-agent ... Done

AAA Server configured successfully
Please wait for 2 minutes to login to the UI.

EErEY Y
connectorctl aaa show (54 ~X—7)
connectorctl aaa disable (60 ~X—1)
connectorctl aaa edit (55 ~X—)
connector aaa restart (61 ~<—73)

connectorct] aaa enable (58 ~X—73)
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. connectorctl aaa disable

connectorctl aaa disable

Z Mz~ RiL, Cisco DNA Spaces : 2 %7 ¥ TOFRFE, iFr], BIXOT o T 47
(AAA) BREE, A Z—Fy b FabaltvxalT 1 (IPSec) REZAMEMLET,
ING A=A

72 L,

connectorctl aaadisable

EELEOHA KSq4Y ROVUT AL BIEE FFr BEOT U T 007 (AAA) &A% —Fy b 7 b=
NEX2UT 4 (IPSec) DM FTRENIR > TVWBEEDa< 2 R T94, connectorctl aaa
disable =~ > NiZ, WiFoO 7o b2 Lz28hic LE1,

[cmxadmin@cmxkeyhashlll ~]$ connectorctl aaa disable

Do you want to disable AAA Server? [yes/no] [yes]:
IPSec tunnel disabled
AAA Server is Disabled

DY 7 NrE, IPSec 72 L C AAA 2 BREMNI > TV BHEEDa~y R TY,

[cmxadmin@cmxkeyhashlll ~]$ connectorctl aaa disable

Do you want to disable AAA Server? [yes/no] [yes]:
AAA Server is Disabled
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connector aaa restart .

connector aaa restart

FRLEDHA KS1 Y

Z®za< 2 RiL, CiscoDNASpaces : 237 ¥ 2 OLEEFOFERE, §Fr]. BXOT o7 4 v
7 (AAA) = N—ICHL SN P X2 U T 0 hU R EFEE L ET,

INTA—4

7L

connectorctl aaarestart

AAA DNEEZNIT 72 - TV D854, connectorct] aaa restart 1< o NiZk O il 2 F AR L E£9,

[dnasadmin@cisco-dna-spaces-connector-7 ~]$ connectorctl aaa restart
Error: Cannot restart IPSec tunnel as AAA is disabled.

AAA N A %N TIPSec LN DE . connectorctl aaarestart =~ o RIZIRDOH J1#l % FoR L E T,

[dnasadmin@cisco-dna-spaces-connector-7 ~]$ connectorctl aaa restart
Error: Cannot restart IPSec tunnel as IPSec is disabled.

AAA & IPSec DT NANT 7 - TV B854E . connectorct] aaa restart =~ > KXk D H 14 %
FRLET,

[dnasadmin@cisco-dna-spaces-connector-7 ~]$ connectorctl aaa restart
Restarted IPSec tunnel

IPSec Status:
Security Associations (1 up, 0 connecting):
aaa[l]: ESTABLISHED 0 seconds ago,

10.30.114.46[cisco-dna-spaces-connector-7]...10.22.244.114[aaa-srv-01]
aaa{l}: INSTALLED, TUNNEL, reqid 1, ESP SPIs: c32e5888_ i c9e2ab84 o
aaaf{l}: 10.30.114.46/32 === 10.22.244.114/32

EErEYD

connectorctl aaa show (54 ~X—7)
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. connector aaa restart
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debug <> K

» connectorctl enabledebug (66 ~X—37)
» connectorctl viewdebuglogs (67 ~—73)
» connectorctl disabledebug (68 ~X—3")
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. connectorctl enabledebug

connectorctl enabledebug
Z DA< RiX, CiscoDNA Spaces : IR 7 ¥ OT /Ny 7E—REFINZLET,
INS A —4H
L,

connectorctl enabledebug

N . — R
ﬁﬁﬁi@jﬂ’l’ F7/r/ [cmxadmin@cmxnew ~]$ connectorctl enabledebug
[Format: xx:xx:xxX:xx:xx:xx]: 00:0Cc:xXxX:XX:1XX:XX

Please enter a Valid MAC Address
Please choose a debug level [Default: MESSAGE] [MESSAGE]:
Debug enabled successfully: MESSAGES

BErEY Y
connectorctl viewdebuglogs
connectorctl disabledebug (68 ~X—1)

(67 ~—2)
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connectorctl viewdebuglogs

HEREDAA K1Y

Zoawy RNE, TRy I a s ERRLET,
INDA—4
L,

connectorctl viewdebuglogs

[cmxadminQcmxadmin ~]$ connectorctl viewdebuglogs
Please enter the mac address:: 00:0C:xX:XX:XX:XX
2019-11-21 23:15:55 [nioEventLoopGroup-6-1] INFO

com.cisco.cmx.nmsp.protomapping.MappingEngine - tenantld:

macAddress: "00: Oc :xx: xx: xx : xx"
controllerlpAddress: "10.22.244.28"
messageld: 15
measurementNotification {
tenantld: "427"
tenantld: "427"
macAddress: "00:0c:xx:xx:xx:xx"
controllerlpAddress: "10.22.244.28"
deviceCategory {
deviceClass: TAGS 2
}
transmitPower ({
value: 19
}
apRssiMeasurements {
entries {
apMacAddress:
rssi: -29
timestamp:

"08 :cc: xx XX xx 1xx"

278

w47

connectorctl viewdebuglogs .
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. connectorctl disabledebug

connectorctl disabledebug

Z®a~ RiL, CiscoDNA Spaces : 217 X OF /Ny 7 E— REBHLET,
INTGA—4
72 L,

connectorctl disabledebug

N . — R
ﬁﬁﬁi@jﬂ’l’ F7/r/ [cmxadmin@cmxnew ~]$ connectorctl disabledebug
Please enter a Valid MAC Address [Format: xx:xx:xx:xx:xXxX:xXx]: 00:0C:xxX:XX:XX:XX
Please choose a debug level [Default: MESSAGE] [MESSAGE]:
Debug disabled successfully: MESSAGES
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« connectorctl restartservices (72 ~X—37)
« connectorctl servicestatus (73 ~X—137)
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. connectorctl restartservices

connectorctl restartservices

ZOawy RiL, 3T Cisco DNA Spaces : 2 %7 ¥ —E A& FHEHE LE 7,
INTGA—4
3L,

connectorct| restartservices

HEREDAA K1Y

[cmxadmin@cmxnew ~]$ connectorctl restartservices
Restart services? [yes/no] [yes]: yes

Restart AGENT service?[yes/no] [yes]: yes

Restart DOCKER service?[yes/no] [yes]: yes
Restart HAPROXY service?[yes/no] [yes]: yes
Restart NGINX service?[yes/no] [yes]: yes
Restarting services....

EENEYD

connectorctl servicestatus (73 ~X—17)

[ CiscoDNASpaces: a4 4 av> KYI7LURAA K



| y—ezxa<or

connectorctl servicestatus .

connectorctl servicestatus

FRLEDHA KS1 Y

ZPa~v 2 RiE, CiscoDNASpaces : X7 ¥ TETINTWNHTRXRTOH—EADAT —X
AxERRLET,

INTA—4
2L,

connectorctl servicestatus

[cmxadmin@cmxnew ~]$ connectorctl servicestatus

Docker Downloaded Images

REPOSITORY TAG IMAGE ID CREATED
SIZE

connector.dev-dnaspaces.io/connector v2.0.226 3e961019b481 30 hours

ago 837MB

codekoala/pypi latest 9d1395575eb8 2 years

ago 59.7MB

Docker Running Containers

CONTAINER ID IMAGE COMMAND

CREATED STATUS PORTS

NAMES
713alfed5f06 connector.dev-dnaspaces.io/connector:v2.0.226 "./entrypoint.sh"
19 hours ago Up 10 minutes 0.0.0.0:8002-8003->8002-8003/tcp,

0.0.0.0:2003->2003/udp, 0.0.0.0:8186->8186/tcp, 127.0.0.1:8185->8185/tcp,
0.0.0.0:8004->25103/tcp connector

Docker Service Status

® docker.service - Docker Application Container Engine
Loaded: loaded (/usr/lib/systemd/system/docker.service; enabled; vendor preset:
disabled)
Active: active (running) since Tue 2020-02-18 18:53:35 -10; 10min ago
Docs: https://docs.docker.com
Main PID: 29575 (dockerd)
Memory: 55.9M
CGroup: /system.slice/docker.service
F—29575 /usr/bin/dockerd
F—29582 docker-containerd --config /var/run/docker/containerd/containerd.toml

L-29739 docker-containerd-shim -namespace moby -workdir
/var/1io/docker/aontainerd/daenan/io. aontainerd. nuntime. vl . Linux/mdoy/ 7134l fed5f06283048771e699ca60820301a390ed828 7 TeaacI 091 4c 18afa
-address /var/run/docker/containerd/docker-containerd.sock -containerd-binary

/usr/bin/docker-containerd -runtime-root /var/run/docker/runtime-runc

Feb 18 18:53:33 cmxnew dockerd[29575]: time="2020-02-18T18:53:33.454920975-10:00"
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H#—Ezxawo k|

level=info msg="pickfirstBalancer: HandleSubConnStateChange: 0xc4204074£f0, READY"

module=grpc

Feb 18 18:53:33 cmxnew dockerd[29575]: time="2020-02-18T18:53:33.454943957-10:00"
level=info msg="Loading containers: start."

Feb 18 18:53:34 cmxnew dockerd[29575]: time="2020-02-18T18:53:34.198905851-10:00"
level=info msg="Default bridge (docker0) is assigned with an IP address 172.17.0.0/16.
Daemon option --bip can be used to set a preferred IP address"

Feb 18 18:53:35 cmxnew dockerd[29575]: time="2020-02-18T18:53:35-10:00" level=info

msg="shim docker-containerd-shim started"
address="/containerd-shim/mcby/713alfed5£06283b48771e699ca6082b3b7a39cechb8£28776aae970914c78afa/shim. sock"
debug=false pid=29739

Feb 18 18:53:35 cmxnew dockerd[29575]: time="2020-02-18T18:53:35.313599290-10:00"
level=info msg="Loading containers: done."

Feb 18 18:53:35 cmxnew dockerd[29575]: time="2020-02-18T18:53:35.446434997-10:00"
level=info msg="Docker daemon" commit=e68fc7a graphdriver (s)=overlay2 version=18.06.1-ce
Feb 18 18:53:35 cmxnew dockerd[29575]: time="2020-02-18T18:53:35.446524264-10:00"
level=info msg="Daemon has completed initialization"

Feb 18 18:53:35 cmxnew dockerd[29575]: time="2020-02-18T18:53:35.463099648-10:00"
level=warning msg="Could not register builder git source: failed to find git binary:
exec: \"git\": executable file not found in $PATH"

Feb 18 18:53:35 cmxnew dockerd[29575]: time="2020-02-18T18:53:35.480241781-10:00"
level=info msg="API listen on /var/run/docker.sock"

Feb 18 18:53:35 cmxnew systemd[1l]: Started Docker Application Container Engine.

HAProxy Service Status

® haproxy.service - HAProxy Load Balancer

Loaded: loaded (/usr/lib/systemd/system/haproxy.service; enabled; vendor preset:
disabled)

Active: active (running) since Tue 2020-02-18 18:53:35 -10; 10min ago

Process: 29815 ExecStartPre=/usr/sbin/haproxy -f $CONFIG -c -g (code=exited,
status=0/SUCCESS)
Main PID: 29817 (haproxy)

Memory: 7.7M

CGroup: /system.slice/haproxy.service

F—29817 /usr/sbin/haproxy -Ws -f /etc/haproxy/haproxy.cfg -p /run/haproxy.pid

L-29820 /usr/sbin/haproxy -Ws -f /etc/haproxy/haproxy.cfg -p /run/haproxy.pid

Feb 18 18:53:35 cmxnew haproxy[29817]: [WARNING] 048/185335 (29817) : config : log format
ignored for frontend 'https' since it has no log address.

Feb 18 18:53:35 cmxnew haproxy[29817]: [WARNING] 048/185335 (29817) : config : log format
ignored for frontend 'grpchttps' since it has no log address.

Feb 18 18:53:35 cmxnew haproxy[29817]: [NOTICE] 048/185335 (29817) : New worker #1 (29820)
forked

Feb 18 18:53:35 cmxnew systemd[l]: Started HAProxy Load Balancer.

Feb 18 18:53:35 cmxnew haproxy[29817]: [WARNING] 048/185335 (29820) : Server

grpcserver/grpcserver is DOWN, reason: Layer4 connection problem, info: "Connection

refused", check duration: Oms. 0 active and 0 backup servers left. 0 sessions active, 0
requeued, 0 remaining in queue.

Feb 18 18:53:35 cmxnew haproxy[29817]: [ALERT] 048/185335 (29820) : backend 'grpcserver'
has no server available!

Feb 18 18:53:36 cmxnew haproxy[29817]: [WARNING] 048/185336 (29820) : Server

dsapapi/dsapapi is DOWN, reason: Layer4 connection problem, info: "Connection refused",
check duration: Oms. 0 active and 0 backup servers left. 0 sessions active, 0 requeued,
0 remaining in queue.

Feb 18 18:53:36 cmxnew haproxy[29817]: [ALERT] 048/185336 (29820) : backend 'dsapapi'
has no server available!
Feb 18 18:53:36 cmxnew haproxy[29817]: [WARNING] 048/185336 (29820) : Server

firehose/firehose is DOWN, reason: Layer4 connection problem, info: "Connection refused",
check duration: Oms. 0 active and 0 backup servers left. 0 sessions active, 0 requeued,

[ CiscoDNASpaces: a4 4 av> KYI7LURAA K



| y—Eza=ok

connectorctl servicestatus .

0 remaining in queue.
Feb 18 18:53:36 cmxnew haproxy[29817]: [ALERT] 048/185336 (29820) : backend 'firehose'
has no server available!

NGINX Service Status

® nginx.service - The nginx HTTP and reverse proxy server
Loaded: loaded (/usr/lib/systemd/system/nginx.service; enabled; vendor preset: disabled)

Active: active (running) since Tue 2020-02-18 18:53:35 -10; 10min ago

Process: 29836 ExecStart=/usr/sbin/nginx (code=exited, status=0/SUCCESS)

Process: 29832 ExecStartPre=/usr/sbin/nginx -t (code=exited, status=0/SUCCESS)
Process: 29831 ExecStartPre=/usr/bin/rm -f /run/nginx.pid (code=exited, status=0/SUCCESS)

Main PID: 29839 (nginx)
Memory: 2.1M
CGroup: /system.slice/nginx.service
F—29839 nginx: master process /usr/sbin/nginx
L-29840 nginx: worker process

Feb 18 18:53:35 cmxnew systemd[1l]: Starting The nginx HTTP and reverse proxy server...
Feb 18 18:53:35 cmxnew nginx[29832]: nginx: the configuration file /etc/nginx/nginx.conf
syntax is ok

Feb 18 18:53:35 cmxnew nginx[29832]: nginx: configuration file /etc/nginx/nginx.conf

test is successful

Feb 18 18:53:35 cmxnew systemd[l]: Started The nginx HTTP and reverse proxy Server.

Connector Agent Service Status

® cmx-agent.service - uWSGI instance to serve dna-spaces-agent
Loaded: loaded (/etc/systemd/system/cmx-agent.service; enabled; vendor preset: disabled)

Active: active (running) since Tue 2020-02-18 18:53:21 -10; 10min ago
Main PID: 29480 (uwsgi)
Memory: 35.4M
CGroup: /system.slice/cmx-agent.service
29480 /usr/bin/uwsgi --ini agent wsgi.ini

L-29497 /usr/bin/uwsgi --ini agent wsgi.ini
Feb 18 18:53:21 cmxnew systemd[l]: Started uWSGI instance to serve dna-spaces-agent.
Feb 18 18:53:21 cmxnew systemd[l]: Starting uWSGI instance to serve dna-spaces-agent...
Feb 18 18:53:21 cmxnew uwsgi[29480]: [uWSGI] getting INI configuration from agent wsgi.ini

EErEYY
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» connectorctl rsyslogconfig restart (80 ~X—1)
» connectorctl rsyslogconfig (81 ~X—73)
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connectorctl rsyslogconfig restart
Zoawy RiE, UE— b Syslog — "—&FLH L F7,

connectorctl rsyslogconfig restart

av Y RERE 1)1)—X 232 Zoavwr FRHEASHE L,
il Wiz, BFOa~y ROWMAEIERLET,

[dnasadmin@connl7l ~]$ connectorctl rsyslogconfig restart

Do you want to restart the rsyslog service? (yes/no) [yes]: yes

rsyslog service restarted successfully
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connectorctl rsyslogconfig .
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connector ctl rsyslogconfig
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[dnasadmin@connl7l ~]$ connectorctl rsyslogconfig

Rsyslog Enabled = yes
Rsyslog Protocol = TLS

Rsyslog IP = 172.19.28.161

Rsyslog PORT = 4514

Rsyslog SAN = cisco-cmx-ova-81

Do you want to update the configuration? (yes/no) [yes]: yes

Enable Rsyslog feature ?
Error: invalid choice: ].
Enable Rsyslog feature ?

]

(choose from yes, no)

Please select Protocol (TCP/TLS/UDP) [TLS]:
Please enter Rsyslog IP [172.19.28.161]:

Please enter Rsyslog PORT

[4514]:

Please enter Rsyslog Server SAN [cisco-cmx-ova-81]:
Do you want to replace existing Rsyslog CA Certificate? (y/n) [n]: y
Please enter Rsyslog Server CA File: /etc/ssl/private/ca-cert.pem

Do you want to confirm ?

Rsyslog configuration saved.

[n]: y

rsyslog service restarted successfully.
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» connectorctl testconnectivity (86 ~X—1)
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connectorctl testconnectivity
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[dnasadmin@connl7l ~]$ connectorctl testconnectivity

This utility tests connectivity to DNASpaces Cloud.

Choose a DNASpaces Cloud region [US / EU] [US]: US

Performing connectivity test, this may take up to 10 seconds...

Testing connectivity to https://connector.dnaspaces.io, Using proxy http://a.b.c.d:e

* About to connect () to proxy a.b.c.d port 80 (#0)
* Trying a.b.c.d...

% Total % Received $ Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
0 0 0 0 0 0 0 0 ——t-—t-— ——i-—i1-— ——i-—i-- 0* Connected

to a.b.c.d (a.b.c.d) port 80 (#0)

Establish HTTP proxy tunnel to connector.dnaspaces.io:443
CONNECT connector.dnaspaces.io0:443 HTTP/1.1

Host: connector.dnaspaces.io:443

User-Agent: curl/7.29.0

Proxy-Connection: Keep-Alive

*

HTTP/1.1 200 Connection established

Proxy replied OK to CONNECT request
Initializing NSS with certpath: sqgl:/etc/pki/nssdb
CAfile: /etc/pki/tls/certs/ca-bundle.crt
CApath: none
0 0 0 0 0 0 0 0 ——t——t—= —=:i——:i—— ——i1-—:1-- 0* SSL
connection using TLS ECDHE RSA WITH AES 256 GCM SHA384
* Server certificate:

* o+ * ANAV V V V V

* subject: CN=connector.dnaspaces.io,0="Cisco Systems, Inc.",L=San
Jose, ST=California,C=US

* start date: Sep 19 03:31:46 2019 GMT

* expire date: Sep 19 03:41:00 2021 GMT

* common name: connector.dnaspaces.io

*

issuer: CN=HydrantID SSL ICA G2,0=HydrantID (Avalanche Cloud Corporation), C=US
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: connector.dnaspaces.io
Accept: */*

HTTP/1.1 200 OK
content-length: 0O

AN ANV V V VYV

0 0 0 0 0 0 0 0 ——t——t—= —=:i——:i—— ——i1-—:1-- 0
* Connection #0 to host a.b.c.d left intact
https://connector.dnaspaces.io/ | Status code: 200 | local ip: 10.f.g.e | lookuptime:
0.000 | time connect: 0.005 | time toal: 0.466
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» connectorctl techsupport (90 ~X—37)

» connectorctl containerstatus (92 ~X—737)
» connectorctl version (94 ~X—)

« connectorctl help (95 ~<X—7)
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connectorctl techsupport

FREDHA FS14 Y

Zoa<wy RiE, 77 =AY R—MEREFRRLET, Ry NT—7 AT LOHM, FE
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connectorctl techsupport

[cmxadmin@connector ~]$ connectorctl techsupport

Show data? [yes/no] [yes]: yes

B 5
CMX Tech Support Started At: Wed Sep 25 17:23:41 2019
B
B 5

CMX Tech Support Started At: Wed Sep 25 17:23:41 2019

B G
Interface Configuration

Ethernet Tool Stats

Ethernet Tool Ring Buffer Sizes

Network Interface Stats

Network Connection Stats

Route Configuration

NTP Stats\

NTP Status

DNS Configuration

Domain Information Groper

ARP hosts

SAR Network

B G

CMX Tech Support Started At: Wed Sep 25 17:23:42 2019
B G
File System Usage

Partition Tables

Current Processes

Top Processes

Processor Related Stats

I/0 Related Stats

Memory Stats

List Open Files Count

Up Time

SAR CPU

SAR CPU ALL

SAR I/0

SAR Paging

SAR Memory Utilization

SAR Memory Statistics
B

CMX Tech Support Started At: Wed Sep 25 17:23:50 2019

B
Docker Downloaded Images

Docker Running Containers

Docker Service Status
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HAProxy Service Status

NGINX Service Status

Connector Agent Service Status
Docker journalctl Status
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connectorctl containerstatus
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connectorctl containerstatus

LTk, Er&shcnwinwar s 25— 20 )¢9,

[cmxadmin@cmxTrial02 ~]$ connectorctl containerstatus

connector container is not running

LTIk, EfrdhoarsFx5—2 201 T7,

[cmxadmin@cmxnew ~]$ connectorctl containerstatus

{

zonavoF |

"connector": {
"authInfo": {
"ctrlHost": "https://connector.dev-dnaspaces.io/api/dms/v1/ctrl™,
"dataHost": "https://connector.dev-dnaspaces.io/data",
"tenantId": "1570",
"connectorId": "81257079417762970000",
"issueTime": 1582088017,
"expiration": 1582174417
}I
"macAddress": "00:0c:29:0d:d1l:e5",
"keyHash": "315b43d153e39b6d604£1547d47ab2ed725581712£9eb9f6095e76f2b27fa%bf",
"currentTime": 1582088972317,
"timezone": "Coordinated Universal Time",
"osArch": "amde64",
"osName": "Linux",
"osVersion": "5.5.1-1.el7.elrepo.x86_ 64",
"ipAddress": "10.22.244.100",
"uptime": 956381,
"numberOfAps": 0,
"cpu": 2
}I
"controllers": [],
"upgrade": {
"gold": "v2.0.139",
"latest": "v2.0.226"
}I
"controlChannel": {
"connectionStatus": "Connected",
"connectionTime": 1582088018141,
"connectionCount": 1,
"connectionErrorTime": O,
"connectionErrorCount": O,
"connectionLastRequestTime": 1582088018176,
"connectionRequestCount": 3,
"channelTotal": O,
"channelActive": 0
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"dataChannel": {

"connectionStatus": "Connected",
"connectionTime": 1582088018211,
"connectionCount": 2,
"connectionErrorTime": O,
"connectionErrorCount": 0,
"connectionLastRequestTime": O,
"connectionRequestCount": O,
"channelTotal": 2,
"channelActive": 2,
"connectionMetrics": {
"connectionCount": {

"count": 2,
"ml5 rate": 0.1399750996444616,
"ml rate": 5.779920984437031e-08,
"m5 rate": 0.017140850746816084,
"mean rate": 0.002095201454175875,
"units": "events/second"

}I

"nmspDropped": {
"count": 0,
"ml5 rate": 0.0,
"ml rate": 0.0,
"m5 rate": 0.0
"mean rate": 0.0,
"units": "events/second"

’

}I

"nmspMessages": {
"count": 0,
"ml5 rate": 0.0,

"ml rate": 0.0,
"m5 rate": 0.0,
"mean rate": 0.0,

"units": "events/second"
}I
"bytesSent": {

"count": 0,

"ml5 rate": 0.0,

"ml rate": 0.0,
"m5 rate": 0.0,
"mean rate": 0.0,

"units": "events/second"

}
}I
"controllerStats": {
"nmspByteReceived": {
"count": O
}I
"nmspMessageReceived": {
"count": O,

"ml5 rate": 0.0,
"ml rate": 0.0,
"m5 rate": 0.0,
"mean rate": 0.0,

"units": "events/second"
}
}I

"current version": "v2.0.226",
"gold version": "v2.0.139"
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connectorctl version
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[dnasadmin@connl71l ~]$ connectorctl version

2.3.494
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connectorctl help
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Y REFRRLET,

IND A—4
2L,

connectorctl help
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