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« SSLVPN BEEEDFR EIZIX. v & — anyconnect-win-2.4.1012-k9.pkg 2343, 7272 L, &
I T e — REnEE A,

VPNZ T4 7 FTHFRTE D X 21T T 5HITiE, #1722 ASA 7 A & A (AnyConnect for
Cisco VPN Phone) Z##R LT, ASAIZA VA R—NLTHT L,
www.cisco.com/go/license IZBEIL, PAK E AT DHE, HTILWT 77 4 _— 37
UHR—MNE A LTERFINET,
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2
i
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1. enable

2. configureterminal

3. ip dhcp pool pool-name

4. network ip-address [mask | prefix-length]

5. option 150 ipip-address

6. default-routerip-address

7 exit

8. telephony-service

9. max-ephones max-phones

10. max-dn max-directory-numbers [preference preference-order] [no-regprimary | both]
11.  ip source-addressip-address port port [any-match | strict-match]
12. cnf-file{perphone}

13. load [phone-type firmware-file]

14. noshutdown

15. exit

16. ephone-dn dn-tag [dual-line]

17 number number [secondary number] [no-reg [both | primary]]
18. ephone phone-tag

19. description string

20. device-security-mode{authenticated | none | encrypted}

21. mac-address mac-address

22. typephone-type [addon 1 module-type [2 module-type] ]
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23. button button-number {separator } dn-tag [,dn-tag...] [button-number { x } overlay-button-number]
[ button-number...]
24. exit
25. telephony-service
26. createcnf-files
27. end
FIED M
ARV EFERET7IV3 Y By
AFwS1 |enable ¥EHE EXEC E— REAMC L E T,
- c TS MBEREND, SNAT— REAS
Router> enable LZE9,
RFw 72 |configureterminal Ja— T — RE Bt LET,
1 -
Router# configure terminal
25w 73 |ipdhcp pool pool-name DHCP #— 7 FL &2 F— L D4RTEVER L.
i - DHCP — /)L 27 4 Xal—3 g B— R&H
Ly
Router (config) # ip dhcp pool mypool ﬁn[/EE7fo
GE) DHCPIPT RL R 77— /L& T TIZHREL
TWBERIE, AT v T 2~AT v T
EAX YT L, AT v 7 80 T LT
TEEW,
AT v 74 |network ip-address [mask | prefix-length] HRETHDHCP T RLA F—LDIPT KL A%FE
15“ : E L/i‘a—o
Router (config-dhcp) #network 192.168.11.0
255.255.255.0
AT w75 |option 150 ipip-address Cisco Unified IP Phone CTA A — U7 7 A V& X
Bl - Uy m— 45 TFTP ¥ —/3 7 LA ZHEE L &
Router (config-dhcp) # option 150 ip 192.168.11.1 7r°
« 24723, Cisco Unified Cisco Mobility Express /L—
2DT KL AT,
ATw 76 |default-routerip-address ({E#) IP Phone TH—H /L 7R v FDIERIC

1 -

Router (config-dhcp) # default router 192.168.11.1
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ARV FFEREETIVa Yy

E:)

23 Y £3, IPPhone T —H /L H 7% v k
EDOTFANAADBRETIP N T T 4 v T DEZE
EATOMERHLGEIL. Z0avy RFAEK
TEFET,

T T HN I N—ZIHRETDHIP T FLAIZ
74—y 7 O HBYTIP Phone THEM S
*9, Cisco Unified CME D IP Y — A 7 KL &
MNEERRRIZ /R > 7c 856, IPPhone (X2 D=~
VRTHRESINET RLA~ORGEZRITLE
e

AT ST |exit DHCP 7—/L 27 4 ¥ al—y g T— Raik
15'] . T LiTo
Router (config-dhcp) # end
ATw 78 |telephony-service telephony-service 227 4 ¥ = L—3 3 EF— N%&
15“ : F’ﬁﬁé\ Liﬁ—o
Router (config) # telephony-service
25w F9 |max-ephones max-phones Cisco Unified CME 2 %k C & 5 AR B K g &
1;“ : Fl H/:E’L/jzjﬂo
Router (config-telephony) # max-ephones 24 KRBT TS T F T F— L N—T g TR
VES, #pIIE, 2 EADLET,
* Cisco Unified Cisco Mobility Express 7.0/4.3 7.0/4.3
LI /R— 9 U TlE, B TE 2B ORK
RIS, MR T & D EFEE ORI L 1T R Y
F7, RETE LEAEDRAREIL 1000 TY,
« Cisco Unified CME 7.0/4.3 £ ¥ & HiONR—
VT, ZOavwry RPRAL—F TRETZDHE
FEREDEUTHIR S LTV E LTz,
AT w710 | max-dn max-directory-numbers [preference ZON—ZTHR—FNENBET 4 L7 NYERDK
preference-order] [no-reg primary | both] ZHIR L E T,
2K RIS T Y N T A — A AT g TR
Router (config-telephony) # max-dn 24 no-reg )] i-ﬁ— 1ﬁ%zﬂ‘§ﬂ—ﬁ—é 122 & AN Li‘j‘
primary
AT w71 |ipsource-addressip-address port port [any-maich | Cisco Unified CME /L-— 2 C IP Phone O kI {H 1]
| strict-match] THIPT RLAER—MEFZERELET,
i -
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Router (config-telephony)# ip source-address
192.168.11.1 port 2000

s port port— (47> =) SCCPIZfiHT 5
TCP/IP R — b &5, #PHIZ 2000 ~ 9999 T,
7 7 # L hTi% 2000 TY,

s any-match— (472 3 ) BED T2 D
IPT7 RLAF =y 7 28I LET, Zh
1E7F 7+ v F T,

e gtrict-match— (47> 3 ) BT S
NDHIP Y —N"—=T RLARY—ZAT RL A&
RN —E L CW e WE . /L—F 2 1P Phone
DBEGFAITEESRT H LI IR LET,

ATvT12

cnf-file{ perphone}

1 -

Router (config-telephony) #xnf-file perphone

VAT LTH TP Phone (IZfEBIDFEE XML 7 7 A /L
PAERTHZ L EEELET,

e X2 UT 4 DI=DIT, K= RARA 2 MIE
BIOKERR 7 7 A WVISRLEE T,

G HBEIEMEBIO XML 7 7 A V& ERT
5HI2iE, cnffile (perphone) =~ R%&EX
ETHNENHY £,

ATy 713

load [phone-type firmware-file]

1 -

Router (config-telephony) # load 7965
SCCP45.9-0-1TD1-36S.1loads

W A TR BT T — LT =T 77 A I
W ET, 77 ANDYT 4 7 AEEDTREER
T ANLEHEATDMNERNDH Y £, EiGEO
T7 =AU T N—=T g URAR—=T 390 X0 H
LWGEE, T XTOED X A 7T 7965
SCCP45.9-0-1TD1-36S 2’2 — KX FE 9,

R 714 |noshutdown SCCPH—t R Y RAR=2T Vo NEAENITE
i £
Router (config-telephony)# no shutdown

ATy T15 |exit telephony-service 227 4 ¥ = L—3 3 » E— N%&
1;“ : %é(T L/jz—g—o
Router (config-telephony) # end

AT w716 |ephone-dndn-tag [dual-line] ephonedn =7 4 ¥ oL —3 g F— &AL

1

Router (config) # ephone-dn 1
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E:)

DER¥ETTT, 2 AN LT, &HZER
L\ij—()

ATv 11

number number [secondary number ]
| primary]]

1 :

Router (config-ephone-dn) # number 1001

[no-reg [both

W 5% Z D7 4 L7 b U B SIBEEAT £,

 number — W E 721X E.164 Baf & 5%~ 5
K16 HiDLF5,

ATv 718

ephone phone-tag
1 -

Router (config) # ephone 1

ephone 2> 7 4 F a2 L— 3 U E— RERIB LT,
ephone [EHH D/NT7 A —X ZRELET,

« phone-tag — EREE A BT 5 —ED > —F7

AFT, ®HIL, N—Yar T Ty N T r—
LDEAFLET, ®HZERRTHICE, 2 & A
HLET,

ATy 719

description string

51

Router (config-ephone)description SSL VPN Remote
Phone

JLig~—27 v 7EiE XML) 7=V —%2fFEHL
T, Ry NT—7 B X7 AZ%F LT Ephone %
AL ET,

o String— AX— A &5 THROK 128 3052
TEET, LFITHIRITH D FHE A,

ATv7T20

device-security-mode{ authenticated | none |
encrypted }

1 -

Router (config-ephone) # device-security-mode none

7 /3A A & Cisco Unified CME /b—4 & D 7 1 —3
JV7g. FE 721 ephone AL TOIEIE D 7= D SCCP
ITFVTICEF VT 4 E— RERECTEE
7T
« authenticated : TCP i"— h 2443 ECOEF =7
72 TLS #&fc & Jr L7127 734 A & Cisco Unified
CME & O] SCCP v 7V v 7,

enone : SCCP> 7+ v 7= T7 Tldd Y
FH A,

« encrypted : TCP A" — | 2443 L TOEF 2772
TLS ##ft & 41 L 727 73 A A & Cisco Unified CME
EDOMD SCCP ¥ 7 F V7, AT 4TI
Secure Real-Time Transport Protocol (SRTP) %
FERLET,

ATy IT2

mac-addr ess mac-address

1 -

Cisco IP Phone ® MAC 7 R L & % Cisco Unified CME
AT LD ephone i N BIEAT T £
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Router (config-ephone) # mac-address 0022.555e.00f1

* mac-address IP Phone ® MAC 7 R L X & {57

LEJ, Zhud, EFEOERIZH D —iZ
R SNV ET,
Z 5w 722 |typephone-type [addon 1 module-type [2 Eas DX A T2 ELET,
module-type] ] .
* Cisco Unified CME 4.0 LA D/ X—T g > T R
I Fr RV a— VEBHTE 544 71, 1960,
Router (config-ephone) # type 7965 7961, 7961GE. ¥ X1 7970 g)z*jfjfo
R 723 |button button-number {separator } dn-tag A B L EH O R % ephone-dn (2 BEELfF 1T &
[,dn-tag...] [button-number {x}overlay-button-number] | 4~ R % o DERFITETFHD X 4 FIC L - TR E
[button-number... ] D £+
1 -
Router (config-ephone) # button 1:1
ATy T4 |exit ephone 2> 7 4 ¥ a2l —var E—FEKTLE
£ kK
Router (config-ephone) fexit
RTw 725 |telephony-service telephony-service 127 4 ¥ =2 L —i g > F— %
5l - BitA L £ 7
Router (config) telephony-service
AT v J26 |createcnf-files SCCP Bt THE L S D XML K 7 7 A V%
5l - Histe L £
Router (config-telephony) # create cnf-files
RTwvF21 |end ¥EHE EXEC £— RIZERE Y £,
1

Router (config-telephony) # end

CA 4 —/\— & L T Cisco Unified Cisco Mobility Express % &

CA Y — TOHARETIE. SSLVPNIEREAZ BN T A=D1
L ORMAZHRELET,

Z Dk Y =3 > TlE, CiscoMobility Express & ASA Ol 7 ICFEEES 21235 K 51
Mobility Express T CA H—/3—Z AR $ 2 7EIZ DWW TR L E 37725,

Protocol (NTP) .

WABE 72 [P 5%, Network Time

Z Cisco

FEEROREFTIX, ¥—

RAN=F 4 D CAN IS INET, EARNREM L, Cisco Mobility Express & ASA 73 %
NP — R R—=T 4 DCAIZ L > TEL SN IDFEHEL D, Cisco Mobility Express & ASA
DORESGTHFE T CAFEHFELLATLI LT, DED, 734 22, [T CAFERHFEL,

FILCAILE - TEBELINT-IDIAERAELZET N T A MRA VM AD
. ROFNEEFITLET,

CAV—NERETHIZIT
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ATv T

ATy T2

CA H#—/\—& L T Cisco Unified Cisco Mobility Express % #& R .

Cisco Unified CME L' —Z TIP 7 RL A, NTP B L O HTTP — &R E L E 7,
1 -

Router (config) # Interface GigabitEthernet0/0

Router (config-if)# no ip address

Router (config-if) # interface GigabitEthernet0/0.10

Router (config-subif)# description DATA VLAN

Router (config-subif)# encapsulation dotlQ 10 native

Router (config-subif)# ip address 192.168.10.1 255.255.255.0

Router (config) # interface GigabitEthernet0/0.11
Router (config-subif)# description VOICE VLAN
Router (config-subif)# encapsulation dotlQ 11

Router (config-subif)# ip address 192.168.11.1 255.255.255.0

Router (config) # interface GigabitEthernet0/1
Router (config-if)# description INTERFACE CONNECTED TO ASA
Router (config-if)# ip address 192.168.20.1 255.255.255.0

! Default router is ASA Inside Interface
ip route 0.0.0.0 0.0.0.0 192.168.20.254
clock timezone PST -8

clock summer-time PST recurring

Router (config) #
Router (config) #
Router (config) #
Router (config) #
Router# ! Set clock to current time

Router# clock set 10:10:00 15 oct 2010

Router (config) # ntp source GigabitEthernet0/1
Router (config)# ntp master 2

Router (config) # ip http server
Router (config)# ip domain-name cisco.com

G¥) a7 FETERE LT Cisco Unified CME /L— % OEFENZ & DHE TR WAL, NTP O [F
fRIT R L £,

CA #—,3—& L T Cisco Unified Cisco Mobility Express Z % L £ 9, Cisco Mobility Express & ASA D] J7
MDCAV— = BAEAEFE LB L £, ROBREFITIX, CAY—s3E L TRRIE S 415 Cisco Unified CME
R LET,

51

Router (config) # crypto pki server cme root
Router (config) # database level complete

Router (cs-server) # database url nvram:

Router (cs-server) # grant auto

Router (cs-server) # lifetime certificate 7305
Router (cs-server)# lifetime ca-certificate 7305
Router (cs-server) # exit

Router (config)# crypto pki trustpoint cme root

Router (ca-trustpoint) # enrollment url http://192.168.20.1:80
Router (ca-trustpoint) # revocation-check none

Router (ca-trustpoint)# rsakeypair cme root

Router (cs-server) # exit

Router (config) # crypto pki server cme root
Router (cs-server) #no shutdown
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Some server settings cannot be changed after CA certificate generation.
Please enter a passphrase to protect the private key

or type Return to exit

Password: ****x*

Re-enter password: ***x*

% Generating 1024 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 1 seconds)

Mar 10 16:44:00.576: $SSH-5-ENABLED: SSH 1.99 has been enabled% Exporting Certificate
Server signing certificate and keys...

% Certificate Server enabled.

Router (cs-server) #

Mar 10 16:44:41.812: %PKI-6-CS_ENABLED: Certificate server now enabled.

o0 o oP

WO RTFARRA L FEER L, FTABMRA L FEFRFIEL, CA TEELET,
51

Router
Router
Router
Router

config) # crypto pki trustpoint cme cert
ca-trustpoint)# enrollment url http://192.168.20.1:80
ca-trustpoint)# revocation-check none

ca-trustpoint) # exit

Router (config)# crypto pki authenticate cme cert

Certificate has the following attributes:

Fingerprint MD5: 995C157D AABBS8EE2 494E7B35 00A75A88
Fingerprint SHAl: F934871E 7E2934B1 1COB4COA A32B7316 18A5858F
% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

Router (config)# crypto pki enroll cme cert

oe

oe

Start certificate enrollment

Create a challenge password.

You will need to verbally provide this password to the CA Administrator in order to revoke
your certificate. For security reasons your password will not be saved in the
configuration. Please make a note of it.

Password:

Jan 20 16:03:24.833: %CRYPTO-6-AUTOGEN: Generated new 512 bit key pair

Re-enter password:

The subject name in the certificate will include: CMEl.cisco.com

Include the router serial number in the subject name? [yes/nol: no

Include an IP address in the subject name? [no]: no

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

The 'show crypto pki certificate verbose cme cert' command will show the fingerprint.
Verify Certificates

SEBAB DR (AT av)

Cisco Unified Cisco Mobility Express /L— % ¢, show crypto pki certificates =~ > K Z{# F L TREH E % fEd
LET,

Router# sh crypto pki certificates
Certificate

Status: Available

Certificate Serial Number (hex): 07
Certificate Usage: General Purpose
Issuer:

cn=cme_root

Subject:

Name: CMEl.cisco.com
hostname=CMEl.cisco.com

Validity Date:

start date: 15:32:23 PST Apr 1 2010

oe

o0 oo

oe

_—
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end date: 09:44:00 PST Mar 10 2030
Associated Trustpoints: cisco2
Storage: nvram:cme_ root#7.cer

Certificate

Status: Available

Certificate Serial Number (hex): 06
Certificate Usage: General Purpose
Issuer:

cn=cme_root

Subject:

Name: CMEl.cisco.com
hostname=CMEl.cisco.com

Validity Date:

start date: 15:30:11 PST Apr 1 2010
end date: 09:44:00 PST Mar 10 2030
Associated Trustpoints: ciscol
Storage: nvram:cme_ root#6.cer

Certificate

Status: Available

Certificate Serial Number (hex): 02
Certificate Usage: General Purpose
Issuer:

cn=cme_root

Subject:

Name: CMEl.cisco.com
hostname=CMEl.cisco.com

Validity Date:

start date: 08:47:42 PST Mar 10 2010
end date: 09:44:00 PST Mar 10 2030
Associated Trustpoints: cme cert
Storage: nvram:cme_ root#2.cer

CA Certificate
Status: Available

Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:

cn=cme_root

Subject:

cn=cme_root

Validity Date:

start date: 08:44:00 PST Mar 10 2010

end date: 09:44:00 PST Mar 10 2030

Associated Trustpoints: cisco2 ciscol cme cert cme_ root
Storage: nvram:cme root#l1CA.cer

BEMERE S UERERAEROME

ATvF1 showephone =2~ > REMEHAT 5 &, Bzt cx £,
1 -

Router# show ephone

ephone-1[0] Mac:0022.555E.00F1 TCP socket:[2] activeline:0 whisperLine:0 REGISTERED in SCCP ver
19/17 max_streams=5 mediaActive:0 whisper mediaActive:0 startMedia:0 offhook:0 ringing:0 reset:0
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B ossa (5—roza) BWPNAY FTIURELTHER

reset_sent:0 paging 0 debug:0 caps:9
IP:192.168.11.4 * 49269 7965 keepalive 0 max line 6 available line 6
button 1: cw:1 ccw: (0 0) dn 1 number 1001 CH1 IDLE CH2 IDLE
Preferred Codec: g7l1llulaw
Lpcor Type: none
G EEEEICIELWT 7 — AT =T BA A M=V &}, HEaifkAS Cisco Unified CME TR — J1 /LIZ X
RSN TNDOMNE I DEMERELET,

AT 72 showephonephoneload =~ > K95 & EBifEOAMZHER T £,
1 -

Router# show ephone phoneload
DeviceName CurrentPhoneload PreviousPhoneload LastReset

SEP0016C7EF9B13 9.0(1TD1.36S) 9.0(1TD1.36S) UCM-closed-TCP

ASA (5—F9xA) ZVPNAY FIVRELTHER

Z Pk v a Tk, Cisco Mobility Express CA H—/3—7 5 OFEEZGRGE L THERT 5 &
I IZ ASA ZAERC L 77, CA GEEDOFFHUE Cisco Mobility Express /L— FREEHE & [ LIC72 5
7o, BAIT TLS 2 2> m—3 3 VI ASA D HE SN REAEL . (RMEShTVnD
Ny YA Cx UCRRRETE £,

ATV Tl A H—Tz2A A IPL—FT 47, BLONTP 2% ELET,
Bl -

ciscoasa(config)# Interface Ethernet0/1

ciscoasa(config-if) # nameif Inside

ciscoasa(config-if)# description INTERFACE CONNECTED TO CUCME
ciscoasa(config-if)# security-level 100

ciscoasa(config-if)# ip address 192.168.20.254 255.255.255.0

ciscoasa (config)# interface Ethernet 0/0

ciscoasa(config-if) # description INTERFACE CONNECTED TO WAN
ciscoasa(config-if) # nameif Outside

ciscoasa(config-if)# security-level 0

ciscoasa(config-if)# ip address 9.10.60.254 255.255.255.0
ciscoasa (config) # router ospf 100

ciscoasa (config-router)# network 9.10.60.0 255.255.255.0 area 1

ciscoasa(config-if)# ntp server 192.168.20.1

ATv T2 ASA BT F T A RKRA Y MEEKR L. CME (CA) OFEHEZREL 9,
1 -

ciscoasa(config)# crypto key generate rsa label cmeasa
config)# crypto ca trustpoint asatrust
config)# ! Enrollment URL = CA Server = CUCME

config-ca-trustpoint)# enrollment url http://192.168.20.1:80

ciscoasa
ciscoasa

ciscoasa
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ciscoasa(config-ca-trustpoint)# subject-name cn=cmeasa.cisco.com
ciscoasa (config-ca-trustpoint)# crl nocheck
ciscoasa(config-ca-trustpoint)# keypair cmeasa

ciscoasa (config)# crypto ca authenticate asatrust

INFO: Certificate has the following attributes:

Fingerprint: 27d00cdf 1144c8b9 90621472 786dalct

Do you accept this certificate? [yes/no]: yes

! Enroll the Trustpoint

ciscoasa(config)# crypto ca enroll asatrust

% Start certificate enrollment

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password: *x**xkkx

Re-enter password: ***xxxkx*

The subject name in the certificate will be: cn=cmeasa.cisco.com

The fully-qualified domain name in the certificate will be: ciscoasa.cisco.com
Include the device serial number in the subject name? [yes/nol: no
Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

ciscoasa(config)# The certificate has been granted by CA!

ciscoasa# show crypto ca certificates

o o o

ATy 73 GEAEOHE (X7 ay)
ASA /L — % G show crypto ca certificate =~ > R&MHH L C, GEAELZME L £,
{1 -

ciscoasa# show crypto ca certificate
Certificate

Status: Available

Certificate Serial Number: 03
Certificate Usage: General Purpose
Public Key Type: RSA (1024 bits)
Issuer Name:

cn=cme_root

Subject Name:
hostname=ciscoasa.cisco.com
cn=cmeasa.cisco.com

Validity Date:

start date: 09:04:40 PST Mar 10 2010
end date: 08:44:00 PST Mar 10 2030
Associated Trustpoints: asatrust

CA Certificate

Status: Available

Certificate Serial Number: 01
Certificate Usage: Signature
Public Key Type: RSA (1024 bits)
Issuer Name:

cn=cme_root

Subject Name:

cn=cme_root

Validity Date:

start date: 08:44:00 PST Mar 10 2010
end date: 08:44:00 PST Mar 10 2030
Associated Trustpoints: asatrust

ATY T4 SSL AT A—HERERLET,
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B ossa (5—roza) BWPNAY FTIURELTHER

ATy TH

ATvT6

ATvT8

1

ciscoasa(config)# ssl encryption 3des-shal aesl28-shal aes256-shal des-shal null-shal
ciscoasa (config) #

ciscoasa(config)# ssl trust-point asatrust

ciscoasa(config)# ssl trust-point asatrust inside

ciscoasa(config)# ssl trust-point asatrust outside

ciscoasa(config) # no ssl certificate-authentication interface outside port 443
ciscoasa(config)# ssl certificate-authentication interface inside port 443

a—H/LIPT RLA F—LERELET,
B -

ciscoasa(config)# ip local pool SSLVPNphone pool 192.168.20.50-192.168.20.70 mask
255.255.255.0

VPN Z#/ L7ZNAT N7 7 4 v 7 T 572012, 778A VA MERELET,
1 -

ciscoasa(config)# access-list no nat to vpn extended permit ip any 9.10.60.0 255.255.255.0
ciscoasa(config)# ! 9.10.60.0/24 is the Outside subnet
ciscoasa(config)# nat (inside) 0 access-list no nat to vpn

VPN Z 3% E L £ 9, VPN BE T 2 1% 83 http:/www.cisco.com/en/US/docs/security/asa/asa82/configuration/
guide/sve.html ZZ L TS 72 &0,

1 -

ciscoasa (config-webvpn) # enable inside

INFO: WebVPN and DTLS are enabled on 'Inside'.

ciscoasa (config-webvpn)# enable outside

INFO: WebVPN and DTLS are enabled on 'Outside'.

ciscoasa (config-webvpn)# svc image diskO:/anyconnect-win-2.4.1012-k9.pkg 1
ciscoasa (config-webvpn)# svc enable

ciscoasa (config-webvpn)# group-policy SSLVPNphone internal

ciscoasa (config) # group-policy SSLVPNphone attribute

ciscoasa (config-group-policy)# banner none

ciscoasa (config-group-policy)# vpn-simultaneous-logins 10

ciscoasa (config-group-policy)# vpn-idle-timeout none

ciscoasa (config-group-policy)# vpn-session-timeout none

ciscoasa (config-group-policy)# vpn-tunnel-protocol svc webvpn
ciscoasa (config-group-policy)# address-pools value SSLVPNphone pool
ciscoasa (config-group-policy)# webvpn

ciscoasa (config-group-webvpn)# svc dtls enable

ciscoasa (config-group-webvpn) # svc keepalive 120

ciscoasa (config-group-webvpn)# svc ask none

ciscoasa (config-group-webvpn) #

SSL VPN b v RV ZRE L E T, FEMIC OV T, http//www.cisco.com/en/US/docs/security/asa/asa82/
configuration/guide/vpngrp.html % 2 L T< 72 &0,

1 -

ciscoasa(config)# tunnel-group SSLVPN tunnel type remote-access
ciscoasa(config)# tunnel-group SSLVPN tunnel general-attributes
ciscoasa (config-tunnel-general) #
ciscoasa (config-tunnel-general) #
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ATv 710

ATvIN

Cisco Unified Cisco Mobility Express TD VPN V' IL—THE LUV TO T 7 1 LOERK .

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config-tunnel-general)# address-pool SSLVPNphone pool
config-tunnel-general) # default-group-policy SSLVPNphone
config-tunnel-general)# tunnel-group SSLVPN_ tunnel webvpn-attributes
config-tunnel-webvpn)# group-url https://9.10.60.254/SSLVPNphone enable

Cisco Unified CME D & 7 VLAN ~D A X T ¢ v 7 Jb— b &GN LET, FEMICOWTIE,
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/route_statichtmlz 2 L T 7230,

1 -

ciscoasa(config) # route Inside 192.168.11.0 255.255.255.0 192.168.20.254 1

22— L TASAR— IV T —F_X—2A&FELET, dBMIZ OV TIE, http://www.cisco.com/en/US/
docs/security/asa/asa82/configuration/guide/access aaa.html#wpmkr108% Z M L T 72X\,

1 -

ciscoasa(config) # username anyone password cisco

ciscoasa(config)# ! These credentials will be entered on the phone to log in.
ciscoasa(config) # username anyone attributes

ciscoasa (config-username)# vpn-group-policy SSLVPNphone

ciscoasa (config-username)# vpn-tunnel-protocol IPSec l2tp-ipsec svc webvpn
ciscoasa (config-username) # webvpn

ciscoasa (config-username-webvpn) # svc dtls enable

ciscoasa (config-username-webvpn)# svc ask none

ASAAT A THINTG 74 v 7 A LET,
Bl -

ciscoasa(config) # same-security-traffic permit inter-interface
ciscoasa(config)# same-security-traffic permit intra-interface

Cisco Unified Cisco Mobility Express TO VPN J IL—TE LV TA T 7 1 ILDHERK

FIEDHE

o7 arTlE, EREEHO VPN — RO A IP7 RV A, GEHENy 27T X
L, GFAER T R RRA U FEFEET D VPN 7 —F 2 LET, ZOE®RIT, % TEF
MR B S E$, Cisco Unified CME T VPN Z L —7B LT 0 7 7 A LV ERET HIC
T, WOFIEEZFEITLET,

enable

configureterminal

Voice service voip

vpn-group tag

vpn-gateway [ number | url]

vpn-trustpoint { [number [raw | trustpoint] }
vpn-hash-algorithm sha-1

exit

vpn-profile tag

host-id-check [enable | disable]

WEeNDOAWN=

-
°©
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. Cisco Unified Cisco Mobility Express TD VPN J' )L—THE LU T O T 7 1 LD#ERK

1. end
FED FF
ARV EFEREFT7TIVa Y By
ATwv 71 |enable FiHE EXEC E— RZAMCLET, Fm 7 b
Bl - BRSNS, SAT—RKEANLET,
Router> enable
AT w72 |configureterminal 7a— R — REBB LT,
&1
Router# configure terminal
AT w 3 |voiceservicevoip VoiceoverIP 27 4 ¥ b —3 3 F— K&
15“ : ﬁé Ljﬁjﬂo
Router (config) #voice service voip
XTwv 74 |vpn-group tag VoiceoverIP 27 4 F=2lb—T g9 E— KT
i - vpn-group E— RZBAIG L £7,
Router (conf-voi-serv)#vpn-group 1 e tag— VPN 7 )L — 7 X 7‘0 %ﬁ S = el = 2.
AFw 5 |vpn-gateway [ number | url] VPN D7 — s = A URL ZEFKTEET,
&1 * number—number— VPN 7 — k7 =1 & L C/E
Router (conf-vpn-group) #vpn-gateway 1 BEINDTF— oA, &HIZ1~3TY,
https://9.10.60.254/SSLVPNphone
s url— VPN %7*— K 7 = A URL, SSLVPNphone
IZ. ASA THERK S N7 VPN 7 L —T 7R Y v —
<
AFw 6 |vpn-trustpoint { [number [raw | trustpoint] } VPN 7— kT =Af FNTARMKA U FEANTEE

1 -

Router (conf-vpn-group) #vpn-trustpoint
?vpn-trustpoint 1 trustpoint cme cert root

S

snumber—FETE S M7 A MARA v M, #
: 1~ 10,

craWwv—RAW JEXTCVPN ¥ —hF U= A KT A
rRA > "EATILET,

s trustpoint—I0S FE TIERK & 4172 VPN 77— h
JxAf FTFTARKA L bEATLET,

« root — Cisco Mobility Express /L-— hREBHEIZ I
ASAD CAGEAFELFE Uy v ai3d 5720,
U —ZREAEO D D (T — NREE 2 I
% £ 91T Troot] HJAMER S TWET,
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SCCPIP BEEHIC VPN L —T £ T0 T 7« LxEE 5 [

ARV FFEREETIVa Yy

E:)

AFw 771 |vpn-hash-algorithm sha-1 VPN 7 — h 7 =4 kZ A RARA 2 KO vpn hash i
- BbE AN TE T,
Router (conf-vpn-group) #vpn-hash-algorithm esha-1— BE ST /LT U X A,
sha-1
ATy S8 |exit VPN-group =7 4 ¥ a2 b— g T— FaKT
1 - LET
Router (conf-vpn-group) #exit
RATwv 79 |vpn-profiletag VPN-profile 7> 7 4 ¥ a2 L—3 3 v F— N& A
Bl - LET,
Router (conf-voi-serv)#vpn-profile 1 tag— VPN A=A I 7\§%0 FPH 1~ 6,
25w 710 |host-id-check [enable | disable] VPN 7’2 757 A NVTCHRANIDF =y Z 73
- CERETEET,
Router (conf-vpn-profile) #host-id-check edisable : IRA NIDF = v 7 7> g 28y
disable \z Liﬁ—o
senable : RA N ID F = v 7 A7V aEH%
\ZLFET, 774/ b enable TI,
ATy 71 |end Rt EXEC £ — RIZED £,
1 -

Router (conf-vpn-profile) #end

SCCPIP BEEE#IZVPN V' )IL—T T 77 A L EEERIT S
VPN 7 /v—7 8 L N7 1 7 7 A /L% SCCP IP Phone (ZEE AT D 121X, RO FNEAEFTL £

FIEDHE

R

1. enable

2. configure terminal
3. telephony-service
4, cnf-file perphone
5. ephone phone-tag
6.

7 mac-addr ess [mac-address]
8.

9. vpn-group ¥ 7'
10. vpn-profile # 7

device-security-mode {authenticated | none | encrypted}

type phone-type addon 1 [module-type [2 module-type]]
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11.  button button-number{separator}dn-tag [ ,dn-tag...][ button-number{x} overlay-button-number]

[ button-number...]
12. exit
13. telephony-service
14. createcnf-file

15. exit
16. ephone phone-tag
17.  reset
18. end
FIE D
AU RFEREET7TIYaY B
RTwvF1 |enable FiME EXEC E— F&ARICLET, Tm 7 bR
Bl - FRENED, AAT— FEANLET,
Router> enable
AFwF2 |configureterminal 7 a—r)UERE— 2B L E 9,
1 -
Router# configure terminal
RFwF3 |telephony-service telephony-service 2> 7 4 ¥ = L — 3 > F— %
Bl - BAG L £,
Router# (config) telephony-service
RFw 74 |cnf-fileperphone IP Phone T & S 4125 XML AL 7 7 A /L & 1 4L
1 LET
Router (config-telephony) # create cnf-files
AFw 5 |ephone phone-tag ephone =7 4 ¥ 2 L — g E— FEBIAL T,
Bl SCCPEFEMDOBAMBHE D /F A — 5 HBE L E
Router (config) # ephone 1 7r°
« phone-tag — EREE A BT 5 —ED>—F7
AF, ®HIL, N—Yar T Ty N T r—
MMEFELET, 2EANT DL, #HEZFR
TEET,
A5 w76 |device-security-mode {authenticated | none |encrypted} | =2 KB A > FDEF 2V F 4 F— REHFLZL

1 -

Router (config-telephony) # device-security-mode
none

. SCCPIP EFEW A SSLVPN 7 547 > +
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DEINCT AL A RLET, AT 47
AT % = 7 74 Real-Time Transport Protocol
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SCCPIP BEEHIC VPN L —T £ T0 T 7« LxEE 5 [

ARV FFEREETIVa Yy

E:)

enone : SCCPY 7+ 71X x=a7 TiEdH Y
FH¥A, ZHNET 7+ FTT,

« encrypted : 7 /3 A2, SRTP ZfEH L Tk
XaT AT 4T /\°X~0>Hi%4tézm‘: TLS
ey AL oI RLET,

*ephone 27 4 F = l/**“/a v E—RTZIOD
a2 RIZERE SN2 fElE. telephony-service
ary7 4 Xal—vary ET— FTREINT
fELY bERINET,

RFwF1 | mac-address[mac-address] HE SN D IPPhone DMAC T FL A ZHE L £
51
Router (config-ephone) #mac-address 0022.555e.00£f]]
2T w78 |typephone-type addon 1[module-type[2 module-typel] | EEhtkd % 4 S HEE L E T,
i - » Cisco Unified CME 4.0 LABE DN —2 5 > 0 7 R
Router (config-ephone) # type 7965 T a— NV EEATEAXA 7oﬂi\ 7960,
7961, 7961GE, ¥ L7970 DA T,
¢ CiscoCME 34 LIRiD A=Y g v« 7 KAV =+
Va—NEMHTED XA T1E7960721F T,
ATv 79 |vpn-group ¥ 7 VoiceoverIP 27 4 F =2 b—3  F— T
B - vpn-group E— RZBAtG L £7,
Router (config-ephone)# vpn-group 1 * tag— VPN 7\\/1/‘—70& 7\\0 %ﬁ 1 ERE2
AT 710 |vpn-profile # 7' VPN-profile 7> 7 4 X2 L—3 g &— F& Bk
Router (config-ephone) #vpn-profile 1 e tag : VPN 7’11 7 7 AN X 7%%0 %ﬁ 01
60
A5 w711 |button button-number{separator}dn-tag R A F G L RO R % ephone-dn (2 BEE AT ) %
[.dn-tag...] [button-number{x} overlay-button-number] | 4~ 8z o D REITEIFMD Z 4 FI1Z Lo TIE
[button-number...] s
&1
Router (config-ephone) # button 1:5
ATy T 12 |exit ephone 2> 7 4 ¥ a2 lb—va E—FEKTLE
i - kR

Router (config-ephone)exit
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ARV FFEREETIVa Yy

S

R w713 |telephony-service
11 -

Router (config) # telephony-service

telephony-service 2> 7 4 ¥ =2 L — 3 > EF— %
BRLE L 77,

Z 5w 714 |createcnf-file
5 -

Router (config-telephony) # create cnf-files

IP Phone T & &5 XML HEK 7 7 A /L % 4L
LE9, H&HNT no create enf-files] 1 H L CEE
(FOMRR 7 7 A NE7 VT LT, FEERTS
ZLEBEIDLET,

ATy 15 |exit
i -

Router (Config-telephony)exit

telephony service 2> 7 4 ¥ 2 L —L 3 F— N%&
MTLET,

A5 w 716 |ephone phone-tag
11

Router (config) # ephone 1

ephone 2> 7 4 ¥ b— 3 E— FERBLE
j—O

* phone-tag— #i# % % A 7 H11Z Z @ ephone % ikl
THBOY— U AER,

ATy 17 |reset
1 -

Router (config-ephone) # reset

W SN DM % D SCCPEFEDEER ) 77— F &
FITLET,

27w 718 |end
1 -

Router (config-ephone) # end

ke EXEC £— RIZREY £,

BEMTORBTIFIP 7 FLADERK

ATy T BN DL, ROX I ITHRIEL T,
51

Settings > Network Configuration > IPv4 Configuration > Alternate TFTP

Press **# to unlock
Select YES

If the phone is already registered,

ATy T2 BEFEORECRITELET,

“TFTP Server 1”7 will already be populated. Otherwise,
CUCME address as the alternate TFTP Server 1.

enter the

ATy T3 EiEHEND VPN BN >TWL Z e 2R LET,

B -
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Settings > Security Configuration > VPN

When you press “Enable” from this menu, it should prompt for username and password.
ATV T8 EFEEND, ROEIITHIELET,

i -

Settings > Network Configuration > IPv4 Configuration > Alternate TFTP
Press **# to unlock and select YES.

If the phone is already registered, “TFTP Server 1” will already be populated. Otherwise, enter the
CUCME address as the alternate TFTP Server 1.

ATy TS REERIFLET,
ATv 76 HEFZFVE—b VA "o EFKE Ry =7 128 LET,
51

Settings > Security Settings > VPN Configurations?

Enable VPN
Enter Username and Password. Phone will register with CUCME.

=R Ay 5 0D B EEHE & £k
Y £— k ¥4 L7225 Cisco Unified IP Phone Z &&k9 5 121X, IROFIEEZEITLE T,

ATV BEFEZIIVE— b VA M OEFE#E Ry MU — 7 CHfe L7, BaiH2 DHCP # %5 L £ 7,
RAT9 T2 FEAEDOA =2 —T[RE (Settings) | ZRIN, [€F2 T 1%E (Security Settings) [ ICBEH L £7,
AT 73 [VPNZE#R (VPN Configurations) ]>[VPNZ#HE#h{t (Enable VPN) | DJEIZEIR L £,

ATy T8 2—PHLRAT—FEANLET, ZH T, Cisco Unified Cisco Mobility Express | B ahi% 23 58k v £
bé_‘o

VPN ANy KT > k& L TO Cisco Unified Cisco Mobility
Express T DTLS Z{#ER L1=SSLVPN ¥ S5 14 7 > FDIERK
5l

IR HHEINC., FEA SSL VPN /% % Cisco Unified Cisco Mobility Express CT1T- 7= Z & & iR
%7 ( ICisco Unified CME COEARZKE (X—) | 2ZH) ,

SCCP IP Phone TDTLSIZ LA SSLVPN 7 74 7 > FEEET HIZIE, WOFEEER RINT
WANEIZSEAT L ET,
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SCCPIP EEHMASSLWPN 2S5 4 7>+ |
B st vz rs. BEURAMVEOR

c K, AR R, BEORAL ADORE (24 2—)

« TALRA L FORERLEFEAFEZ LM Lo (25 X—)
VPN 77— b U = A OFRE (25 ~—)

o —F—F— X R 2O (26 X—)
BT XA FORERE (26 2—)

c TN—T RV —DORE (27 *—)

« I0S SSL VPN #ft Dffgad (27 ~—37)

« SSL VPN ] Cisco Unified SCCP IP FEFEFE DAL (28 ~<—2)
» Cisco Unified SCCP IP Phone D% E (28 ~2—)

« Cisco Unified Cisco Mobility Express T SSL VPN f#pk (29 ~<—)

)

GE)  BETHILEBRLERIEOIA TICL>T, REDAT v 7 3~2T v 7 111 C
SRS TV D FIEL BRRRR DG DY £,

Frat. RA M, BEUVFA S VBDERE

HEEE, RA M. BLORAL VA ERETHLERDH Y £,

AT 1 OBNE, EREINT-FA M E FAAL L2 RLTVET,
1 -

hostname Router2811
ip domain name cisco.com

Interfaces on the Router 2811:
interface FastEthernet0/0

ip address 1.5.37.13 255.255.0.0
duplex auto

speed auto

interface FastEthernet0/1

ip address 30.0.0.1 255.255.255.0

duplex auto
speed auto

ATFwT2 10SOrav 7 ¥R ELET,
B -

. SCCPIP EFEW A SSLVPN 7 547 > +



| SccPiP EFEMASSLVPN 2 S4 7> k
Sz ks rommeEREsEALEER

Router# show clock
*10:07:57.109 pacific Thu Oct 7 2010

a) PRtz EEMERT D
51 -

Router# clock set 9:53:0 Oct 7 2010
Set time zone (Pacific Standard Time)
Router# configure terminal

Router (config)# clock timezone pst -8
(optional)

Set summer-time

Router# configure terminal

Router (config)# clock summer-time pst recurring

ER

Router (config) # clock summer-time pst date apr 11 2010 12:00 nov 11 2010 12:00
b) NTP M L TRt 2k 32
i

Router (config) # ntp server 192.18.2.1
Router (config) # ntp master 2

A MRA Y FOEREERAELTER LB

TR BARA O & FEFFE Y — =28 5121, TCA¥—,3—& LT Cisco Unified
Cisco Mobility Express Z 4§k (10 *—2) | ML T Z &V, webvpn THEEIN DT
74V NOHCEBAGEAELZEHT LI TEXET, DT 74 /L b trustpoint 1X, webvpn
57— U =A gateway name =¥ > FORIEANIIZ, ERSVET,

\)

(G£)  IOSSSL VPN @ DTLS I% SSL #&iEHIC FREIFEA AT 2729, vpn-trustpoint] A AL
HIZ Teaf] 7Y a UEBRIRTHALENH Y £,

NS E I-.-I
VPN —brO 1A DETE
WebVPN #— 7 =A%, SSLVPNDF 73/ +D T A MARA v MaEFEHLET,

lwebvpn gateway <name>| (A D &, B OEBAGEHENERSNET, IPT FL AL, WebVPN

Pt T2 A DA E =T oA AEIN—T Ny I A L Z =T = f AL ENTZ T Y >
JIPT7 RLATHLIRLENDY £, KIZ, WebVPN 7' — 7 = ETRESNIZATY v
7 1P 7 RLADOHIERLET,
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B -—v—7s5~—=zomm

Router (config) # webvpn gateway sslvpn_gw

Router (config-webvpn-gateway) # ip address 1.5.37.13 port 443
Router (config-webvpn-gateway) # ssl encryption 3des-shal aes-shal
Router (config-webvpn-gateway) # ssl trustpoint cme cert

Router (config-webvpn-gateway) # inservice

\)

(GE)  webvpn B VRO k7 A hARA » b TiE72 <, Cisco Unfied Cisco Mobility Express A% 7
FIZARRA U FEEHT 22 2BEIOLET,

A—HF—T—ER—XADIEK

ATy I

ATy T2

Z—H—F— X X—Z [, CiscoMobility Express T 12— /UIZHERT 5 Z & &, Radius ¥—/3—
MHUE—FTHRTLHZEHTEET,

0 — T —H = 2 DR
51

Router (config) # aaa new-model
username anyone password 0 cisco
aaa authentication login default local

FREEAIC U E— D AAA Radius V— X—Z AT D56
&1

Router (config) # aaa new-model

aaa authentication login default group radius

radius-server host 172.19.159.150 auth-port 1923 acct-port 1924
radius-server key cisco

FEHELZ DUV TIE, http://www.cisco.com/en/US/docs/security/asa/asa7 1/configuration/guide/aaa.html#wp1062044 %
ZRLTIIZEN,

REaTEX FOER

https://1.5.37.13/SSLVPNphone 72 & D WebVPN 7' — s 7 = A |27 7 B A F 5, URLIZ [ K
AA %) BRETDHE, 2= —iF, K THFANMIT Z7EATEET, KIT, HES
NWTARAE VPN 2 7% 2 oflZ R L ET,

Router (config)# webvpn context sslvpn context
ssl encryption 3des-shal aes-shal
ssl authenticate verify all
gateway sslvpn gw domain SSLVPNphone
inservice
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http://www.cisco.com/en/US/docs/security/asa/asa71/configuration/guide/aaa.html#wp1062044
https://1.5.37.13/SSLVPNphone

| SccPiP EFEMASSLVPN 2 S4 7> k

SN—7 R

sn—7xys—onzE ]

When inservice was entered, the system prompted: 000304: Jan 7 00:30:01.206:
$SLINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed
state to up

I
_%Dngﬂi
FEHED SSLVPN 7 F A4 7> MME 7 /v b R/vE— RCEIET B72%, WebVPN 7 — h U =

4D
I, = b=l A LTV BE T TAT Y MIIPT L RAZ#RMELET, LITFO
JE:

\:I

B

Router (config)# ip local pool SSLVPNphone pool 30.0.0.50 30.0.0.70
Router (config) # webvpn context SSLVPNphone

Router (config-webvpn-context) # policy group SSLVPNphone

Router (config-webvpn-group) # functions svc-enabled

Router (config-webvpn-group) # hide-url-bar

Router (config-webvpn-group) # svc address-pool "SSLVPNphone pool" netmask 255.255.255.0
Router (config-webvpn-group) # svc default-domain "cisco.com"

Router (config-webvpn-group) # exit

Router (config-webvpn-context) # default-group-policy SSLVPNphone
Router (config-webvpn-context) # no aaa authentication domain local
Router (config-webvpn-context) # gateway sslvpn gw domain SSLVPNphone

:L_'ﬁ-_% k/\ox U — F\Qutu\nﬁo)%%'fﬁﬂq‘j‘é ci\ 7}(0)& 5 K*%EE Li‘j‘o

Router (config-webvpn-context) # no authentication certificate

AEAEN—ZADRBREZ AT 25613, RO X I ITHR L £,

Router (config-webvpn-context) # authentication certificate

Router (config-webvpn-context) # ca trustpoint cme cert
Router (config-webvpn-context) # inservice

10S SSL VPN #zifie D fife 38

PC ®»7 7 7% (MS Internet Explorer) . https://1.5.37.13/SSLVPN &Gk IC B L, sEFAEZ
FFAILES, vl A0 T5100%, 22— — %kAXU%F\mwm\mmklﬁbi? 108
SSL VPN DR — L R—UNFRINFE T,

AT v 71 10S WEBVPN 5 7

1 -

debug ssl openssl errors
debug ssl openssl msg
debug ssl openssl states

debug webvpn sdps
debug webvpn aaa (login authentication)

debug webvpn http verbose (for authentication)
debug webvpn webservice verbose
debug webvpn tunnel
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https://1.5.37.13/SSLVPN

SCCPIP BEEHMASSLWPN 547> + |
B sstven A cisco Unified SCCP IP EEE DR

debug crypto pki transactions
debug crypto pki validations
debug crypto pki messages

PC 77 U5, https://1.5.37.13/SSLVPN &/ L CTIOS (1537x %y hU—7 b)) CE¥HLET, 7
THNINONRNFT=PN Ry TT v T LET, a—PF—H L AT—FE AN LET,

ATFYT2 TT7FNVEDIPL— b ERELET, f:
1 -

Router (c3745): ip route 30.0.0.0 255.255.255.0 FastEthernet0/
Router (c3745): ip route 10.0.0.0 255.255.255.0 1.5.37.11

(ZOHIR S 7ob— b asRfil il L e RIRLET) o

SSL VPN Fi Cisco Unified SCCP IP BEE# D& Rk

ATy 1 EiFHOAMIL,  [Cisco Unified Communications Manager Express Introduction] T# 7> a— R T& £,
ATy 72 [E#f41E#R (Compatibility Information) ] 38R L £,
ATV T3 BRI A T OEFE T 7 — LT =T N a VERIRLET,
M S/E AR — ) i, WHY 7 b7 84 vrmn— RCTExET,
AT w74 [Voiceand Unified Communications] >[IP 7L 7 # =— (IP Telephony) ]> [IP Phone] DJIEIZEIR L £,

G EFEW T 77— U7 N—=Va 83 LEHT s — LT 2T N—=Ta 90T vy T T L— R
THANS, Bk 7 77— 2T RN—=Va 845X rn—RT5Z 2R LE£4, Bitk
Ty =AUz T NR—=Ua &84\ 7 v 7T L —RLREWTEIK T 77— 02T %9027 v
T7L—RLTHLHREL EHA,

AT TE N—=FUty b (BESASTWDLEIC#E#) 4. terme5.default.loadsz i L C, #& 0 ([Clitg %z o —
rFCTEET,

Cisco Unified SCCP IP Phone D% E

ATy 1 [RE (Setings) [>[EF )T« 1 (4) (Security configuration (4)) ]>[VPN4#Em(8) (VPN Configuration
(8)) ] DIEIT®IR L E7,
ATFv T2 VPNaL v FL—FDIPT FLAZTHRET, VPN~y R REZRA L FLTWARLERH Y £,

ATv T3 AI-TFTP 2R L £3 ([BRE (Settings) |>[+v F7—2 4 (Network Configuration) ]> [IPv4&RL
(IPv4 Configuration) ] ONEIZERIR) , B TFTP A7 > a2 > % NEw ) IZi%E L T, TFTP ——7 K
L 2% FEAS LET, BT 5 IP 7 FL AL, Cisco Unified CME @ IP 7 F L 2 T,
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http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-express/tsd-products-support-series-home.html
http://www.cisco.com/cisco/web/psa/default.html

| SccPiP EFEMASSLVPN 2 S4 7> k
Cisco Unified Cisco Mobility Express T SSL VPN #&RX .

ATv T8 VPNHEX [B% (enable) | ITHRELE T, 2—W—A X —T7 A R|T, [VPN (ZEHT. ..
(Attempting VPN Connection...) ] &FRRINET,

ATv TS5 VPNEFENHEL L TWDZ & AR LET, [BRE (Settings) |>[Rv bT—2#AE (Network
Configuration) ] ®IEIZER L k4, [VPN] T-ULIC, [ A (connected) ] LFmR&ENET,

() kFaT7E— FCTEEELZLENL TS558, %7 ephone #iE — KT capf-ip-in-cnf =2~
ZBMLET,

Cisco Unified Cisco Mobility Express T® SSL VPN #& Rk

Cisco Unified Cisco Mobility Express ¢ SSL VPN 4§k 9 % 1Z1%, [Cisco Unified Cisco Mobility
Express CTO VPN 7 /L —7BILRNT B 7 7 A VO (17X—) | ZZRLTIEI0,

Bl

voice service voip
vpn-group 1
vpn-gateway 1 https://1.5.37.13/SSLVPNphone
vpn-trustpoint 1 trustpoint R2811 cert leaf
vpn-profile 1
host-id-check disable

crypto pki server R2811 root
database level complete

grant auto

lifetime certificate 7305
lifetime ca-certificate 7305
crypto pki token default removal timeout 0
|
crypto pki trustpoint R2811 root
enrollment url http://30.0.0.1:80
revocation-check none

rsakeypair R2811 root

|
crypto pki trustpoint R2811 cert
enrollment url http://30.0.0.1:80
serial-number

revocation-check none

telephony-service
cnf-file perphone

ephone 2
device-security-mode none
mac-address 001lE.7AC4.DD25
type 7965
vpn-group 1
vpn-profile 1
button 1:5

telephony-service
create cnf-files

ephone 2
reset
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SCCPIP TEEMMASSLWPN S 47> + |
. DTLS =& % Cisco Unified Cisco Mobility Express [ [T VPN EZE# T R R— b

DTLS [Z & % Cisco Unified Cisco Mobility Express [F] 17 VPN EZEHE TR 1%
HR— k

VPN B IL. 10S B X W Cisco Unified CMEIZ L A TLEMEZ R D2 LBV OFEIZ LD PR—
FLET,

1. [A T vpn-group T 2 DLL E® vpn-gateway 1k % 3%,

2. Cisco Unified CME O TUEMERRE & 1 DLL O vpn-gateway 7% & Z £ 3%, vpn-gateway 73
1 DA &N TWAHA . DTLS 38 K UNSSL VPN~ K2 R IP A3EM8) LigeiT 2 245
B0 ET,

Cisco Unified Cisco Mobility Express D TLEMEIZ, N T A NRA > %275 4 < U Cisco Mobility
Express 7> 5 5 2% U Cisco Mobility Express (21 >R — b5 EHHEL 97,

lhttp://www.cisco.com/en/us/docs/ios/security/command/reference/sec_c5.html] #Z L T 72 &
VY, JT Cisco Unified Cisco Mobility Express DFEAliZ DWW Cik,  SCCP EiFi#ED U E Cisco
Unified Cisco Mobility Express /L —4 | &ML T &0,

T AR—FARERF—T T A MRA U PEAERL, ThE sastl & LTHEHT 2L ERH
D iﬁ—O

SSLVPN U S5 14 7 > FDERTEHI

ASAZVPNA~Ny FIT 2 k& LTHEMAY % SSLVPN DR

WO, ASA % VPN ~v K= K& LT H L T Cisco Mobility Express Z %3 5 5iE%
RLTWVWET,

Router# show running config
!
!
!
crypto pki server cme root
database level complete
no database archive
grant auto
lifetime certificate 7305
lifetime ca-certificate 7305
!
crypto pki trustpoint cme root
enrollment url http://10.201.160.201:80
revocation-check none
rsakeypair cme root
!
crypto pki trustpoint cme cert
enrollment url http://10.201.160.201:80
revocation-check none
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http://www.cisco.com/en/us/docs/ios/security/command/reference/sec_c5.html
cmeadm_chapter7.pdf#nameddest=unique_264
cmeadm_chapter7.pdf#nameddest=unique_264

| SccPiP EFEMASSLVPN 2 S4 7> k
VPN~ KT K& LT Cisco Mobility Express T DTLS %f&F L 7= sSLVPN o#aisl ]

voice service voip

vpn-group 1

vpn-gateway 1 https://10.201.174.36/SSLVPNphone
vpn-trustpoint 1 trustpoint cme cert root
vpn-hash-algorithm sha-1

vpn-profile 1

host-id-check disable

sip

!

|

!

ip http server

no ip http secure-server

|

telephony-service

max-ephones 20

max-dn 10

ip source-address 10.201.160.201 port 2000
cnf-file location flash:

cnf-file perphone

max-conferences 8 gain -6

transfer-system full-consult

create cnf-files version-stamp Jan 01 2002 00:00:00
|

!
ephone-dn 1

number 2223

label TestPhone

|

!
ephone 1

device-security-mode none

mac-address 001F.6C81.110E

type 7965

vpn-group 1

vpn-profile 1

button 1:1

|

end

VPN~ vy KT K& LTO Cisco Mobility Express T DTLS Z{EF L 1=
SSL VPN o1& R 45l

WOFNL, VPN~ R K& LT Cisco Mobility Express T DTLS % f# ] L C Cisco Mobility
Express &7 % kAR L TWET,

|

ip domain-name cisco.com

|

aaa new-model

|

!

aaa authentication login default local
|

|

!

crypto pki server cme root
database level complete
no database archive

grant auto
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B ven A~y RI L R E LT Cisco Mobility Express T DTLS % & L 7= SSLVPN DRI

lifetime certificate 7305

lifetime ca-certificate 7305

|

crypto pki trustpoint cme root

enrollment url http://10.201.160.201:80
revocation-check none

rsakeypair cme_ root

|

crypto pki trustpoint cme cert

enrollment url http://10.201.160.201:80
revocation-check none

|

crypto pki trustpoint TP-self-signed-4067918560
enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-4067918560
revocation-check none

rsakeypair TP-self-signed-4067918560

|

|

!
voice service voip
vpn-group 1

vpn-gateway 1 https://10.201.160.201/SSLVPNphone
vpn-trustpoint 1 trustpoint cme cert leaf
vpn-hash-algorithm sha-1
vpn-profile 1

host-id-check disable

sip

|
username kurt privilege 15 password 0 cisco
|

!

interface GigabitEthernet0/0

ip address 10.201.160.201 255.255.255.192
duplex auto

speed auto

|

ip local pool SSLVPNphone pool 10.201.160.202 10.201.160.203
ip forward-protocol nd

|

ip http server
no ip http secure-server

|

!

telephony-service

max-ephones 20

max-dn 10

ip source-address 10.201.160.201 port 2000
cnf-file location flash:

cnf-file perphone

max-conferences 8 gain -6

transfer-system full-consult

create cnf-files version-stamp Jan 01 2002 00:00:00
|

!
ephone-dn 1

number 2223

label TestPhone

|

!
ephone 1

device-security-mode none

mac-address 001F.6C81.110E

type 7965
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| SccPiP EFEMASSLVPN 2 S4 7> k

SSLVPN & 51 7 > roihetss ]

vpn-group 1
vpn-profile 1
button 1:1

webvpn gateway sslvpn_gw

ip

address 10.201.160.201 port 443

ssl encryption 3des-shal aesl28-shal
ssl trustpoint cme cert
inservice

webvpn context SSLVPNphone
gateway sslvpn _gw domain SSLVPNphone
ca trustpoint cme cert

ssl

authenticate verify all

inservice

policy group SSLVPNphone

functions svc-enabled

svc address-pool "SSLVPNphone pool" netmask 255.255.255.224
svc default-domain "cisco.com"

hide-url-bar

default-group-policy SSLVPNphone

end

WOFITIE, VPNREZ R LET,

Router #show voice vpn

The
VPN
VPN
VPN
VPN
The

Voice Service VPN Group 1 setting:

Gateway 1 URL https://9.10.60.254/SSLVPNphone

Trustpoint hash in sha-1

Trustpoint 1 trustpoint cme cert root fbUgFIbtWtaYSGS1TP/Umshcgyk= The Voice Service
Profile 1 setting:

host id _check setting: 0

SSLVPN U 54 7 > b DH#BEIFHR

ROFNZ, ZOFY 22— /LTt LIHEEICET 2 ) U — A F@MEr L3, ZoRIiT, V7
Fo=7 UU =R bbA THEEOYR— FREASNEEDY 7 by =T VY =72
FERLTWEY, TOERIT. W 23720 RY . 2 UEO—EDY 7 by =7 VY —
ATHHR—FSNET,

T7y b7 A —LDYR— I BLOV AT YT Ny =T A 2=V OV R — MIBET WA R
FEI HITIL, Cisco Feature Navigator Z i ] L &9, Cisco Feature Navigator {27 27 24 5 (T

X, www.cisco.com/go/ctn IZFEE) L £ 7, Ciscocom DT 77 MILEH Y EH A,
F1:SSLVPN Y 54 7 > b DBEEETER
HEEA Cisco Unified Cisco HegelE LR

Mobility Express 0 /\—

vav
DTLS 2 XL % Cisco Unified CME | 8.6 DTLS {Z & % Cisco Unified CME T®D
COFFE— k FAR— IR BEAINE LT,
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http://www.cisco.com/go/cfn

SCCPIP BEEHMASSLWPN 547> + |
B ssiven o570 roweEs

HRER Cisco Unified Cisco HeRES 3R

Mobility Express 0)/\—

vav
SCCP IP Phone T SSL VPN 7 |8.5 SSLVPN 7 5 A 7> b R — b
TAT ROV HR— R REPEASNE LT,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
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BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



