AR S

S

ESE/ Ny h—NDER AL

s ARSI (1 2—2)

MEE (1 3—Y)

«IP 7 FLAEHEGERE (4 ~—2)

« /5 ISDN 22— LZxF 544 YL A4 (53—)

« —ETHH A YILET OV ISDN HaE O (6 ~2—3)

T Fu BT UHNVFXOR— FTO2EMA A YAV —E 20Ty (63—
)

o BERRHEFEMRBS I O RE (6 =2—2)

« BEEN Y I — DR AL OMREREHR (14 =*—2)

il

PLUF I, Unified Cisco Mobility Express CEagBHEFERKBG IE 2 #ERK 92 72 O ORISR TT,

FS UV RITESEHEERFLEZER T SRS N
* Cisco Unified CME 8.1 A& D /N— g

* Cisco IOS Release 15.1(2)T,

E#R{80 SIP TEFEMEFERIE TR Y DATIREN
» Unified Cisco Mobility Express 12.6 LARE D /N— 5

« Cisco IOS XE Gibraltar U U — % 16.11.1a LAF,

Unified Cisco Mobility Express U U — 2 12.6 [d, Unified Cisco Mobility Express @ SIP [Fl#1H](Z &
Fa T 02T 2282k, BEFD [EiEEHEFEIKPI L (Toll Fraud Prevention) ] ##E
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BENYH—OBARL |
[l unified Cisco Mobility Express T SIP E 41D BEEH & FEEH I

ik LET, Z 0)%{%%#% 12X V| Unified Cisco Mobility Express 3 A7 Al%, SIP [FIFRAIN 5
DAREL—PF—IZ X D BAEN 2@ RE RO IR S E T,

SIP [FfR & U722 & = 7 723855 D 72 ¥ @ Unified Cisco Mobility Express O & &t BHa 7EHKES 1= D
FERBEREO—TITRD LB 0 TT,

« JUER X5 SIP [BI#RA 5 DT REGISTER A v t—,

« &5 4 U Cisco Mobility Express B3N 72> TV 534, SIP FI#RDY 5 D REFER A »
— 37 F A < U Cisco Mobility Express TOAMIFL X E T (IR
urn:X-cisco-remotecc:token-registration) ,

« T R7RA > b 2> Unified Cisco Mobility Express (2 b U A — &5 4T D SIP [HFR A
‘{Z‘_‘f/\\fpwu uﬂiéﬂij—

U REALA LU RDIPT RUANRIP T RLADEFHTXA Y X MIEGEN TN,
1E51% Unified Cisco Mobility Express /1 L THIE SV EH A,

Unified Cisco Mobility Express 12.6 LA T O EFEEHEFTELRES 1 DOFEMIZ DUV TiZ,  [Unified Cisco
Mobility Express T SIP [EI#HA O BEFHEHBEFEKBL L 2 =) | 2B LTI 7EIN,

)

() Unified Cisco Mobility Express 8.1 ~ 12.5 U U — X T, #@iEEMHEFEROBG L1, SIP F
VU BN LTICEREDORFED IZHIR SV TWE Lz, SIP N7 > 7 240 LT BB aE ik
BEIEDFERIC SOV TIL,  TEFEBHEFEREIIE D720 DEHTE 5 1P 7 R AU X F O
i) ZBERL TSN,

Unified Cisco Mobility Express T SIP [EI#R{8| D EEH & 5FERFH LE

Unified Cisco Mobility Express 12.6 I&. Unified Cisco Mobility Express @ SIP [FIF#AIIZ & F = U
T 4 LEAEHE TR IR A2 U £ 4, ip addresstrusted authentication #&i%1%. [AIRREI TR
EREEEE 7 ny 7 LET, L7edio> T, [EikHeiEKP 1L (Toll fraud Prevention) ] #§REIZ
Unified Cisco Mobility Express 12.6 LA % [FIFHI O N IEL—H — I R#E L £ 7,

Unified Cisco Mobility Express 12.6 COEHEHEFEIKES (L OO —E & LT, T TORIFRA
T R7RA > k% Unified Cisco Mobility Express |28k 3 2 LB N H D £9°, LLTIE, Unified
Cisco Mobility Express 12.6 O &M 7EIRES 1 O % T,

« CLI =~ > Ripaddresstrusted authentication (%, Unified Cisco Mobility Express TiZ7 7 +
VR THMZR>TWET, ZOa~ 2 RiZX Y, Unified Cisco Mobility Express & A7 A
TEeF2 VT 4 BAEMMILY £,

s KD EHIZ, iptrust-lit T — RCEHETE 2EGEROIP T RLAEIFH 7Ry b &
AF1$ 5 Z L2 X Y. Unified Cisco Mobility Express =2 KA v F&EH T 5L D E L
TFEMERTE LT,

Router (conf-voi-serv)#ip address trusted list
Router (cfg-iptrust-list) #ipv4 192.168.10.11

B EE v h—oBARL
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| B v h—ORARL

Unified Cisco Mobility Express T SIP Bl o EsEu e st ]

« KD X 912, Unified Cisco Mobility Express > KA > hOFETEMSNZIP 7 KL
AR TEET,

Router (cfg-iptrust-1list)#do show run | s voice service voip
voice service voip
ip address trusted list
ipv4 192.168.10.30
ipv4 192.168.10.31
ipv4 192.168.10.32
ipv4 192.168.10.33
media bulk-stats

CLI =~ Ripaddresstrusted list iZ, B#FHZNTNWDLTXTOT 4 L7 NUEELLD
BHEWEFHEOIP T L 2% —EHRKRKLE T, voiceservicevoip =~ > Ni&, #kE— K TH
B AvET,

show ip addresstrusted list CLI =~ > RiZ, [ TEZHIP 7 FLADYU X haRRLE
T, EEHTEDLIPT FLAIX, ROV AR FNTERRINET,

s XAXNET (FMZ U 7RNCOREHATEE) : A P/LET T — FTREINT
WAHBFEHED IP 7 F L ADFEMAREE L £,

HERRENT-IP T FLADEBHTE AU A b FEICHRISN-EEHTELIPT FL
ADFEMETRAE L E 7,

CHIHIIP Y RLADEHTE S U A b - BERGFFAEAED [P 7 R LA D5 &
et L E9, Zd U R hiE, Unified Cisco Mobility Express 12.6 U U — 2 C#E A XjLE

L7,

« P—s3= T =7 ¢ server-groups IR E — N THER SN TV D BFEMOIP T L 2D

MRt L £,

Router>enable
Router#show ip address trusted list
IP Address Trusted Authentication
Administration State:
Operation State: UP

UP

IP Address Trusted Call Block Cause: call-reject (21)

VoIP Dial-peer IPv4 and IPv6 Session Targets:
Peer Tag Oper State Session Target

up ipv4:10.65.125.155

Configured IP Address

ipv4
ipv4
ipv4
ipv4

192.168.20.1

192.168.20.2 255
192.168.20.3 255
192.168.20.4 255

Trusted List:

.255.0.0
.255.0.0
.255.255.0

Dynamic IP Address Trusted List:
IP Address

:8.55.22.36
:192.168.10.12

:2001:420:54FF:13:

:8.55.22.15

:312:0 119

Subnet Mask Count Reason

1 Phone Registered
2 Phone Registered
1 Phone Registered
1 Phone Registered

BNV H—ORAML .-
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B rrrozEsEz

« CLI =~ K ip addresstrusted list /%, Unified Cisco Mobility Express |03 TDIFHE T
% % IP Phone D IP 7 R L A|ZBH9 B # Z #&fl L 97, Unified Cisco Mobility Express ™
72 0 TP Phone | Z[E A O #IZ OV Tid, CLI =~ > I show ip addresstrusted check % {i#
HALTLIEZ,

Router#show ip address trusted check 8.55.0.139
ip[8.55.0.139] authentication is FAILED!

Router#show ip address trusted check 8.55.0.136
ip[8.55.0.136] authenticate is PASSED by dynamic TrustList

« Sip { i E— R CLI = v > K silent-discard untrusted /%, {S#H T & 22\ \iE{E 5005 @ SIP
FORAZMHE L 9, =~ Ni&, Unified Cisco Mobility Express TI7 7 #+ /L h TH%h
72> TWET,

TyvTIL—FDEEEIER

Unified Cisco Mobility Express 12.6 /3—3 2 T v 7 7 L— RT3 54846, @R O R ER -
Y AR— T HIDITBIORREZ FEITT 2028 H Y £ A, Unified Cisco Mobility Express
TTFHCHREE LIRS NI TR TOZY RARA > MK, Unified Cisco Mobility Express
IP7 RLUAEHEY A MZBMELEd, CLI =2~ K showip addresstrusted liss ®H /1T, 17
FHCEXDHIPT RLADY R MNEFIRTEET,

IP7 FLR{EFERET

IP7 RUAGEREREY = AL, B OMNHELEZT ey 7 L, EFRO2—F =2 X5
TER 72 BB EE O AR 2> 5 Cisco Unified Cisco Mobility Express 3 A 7 A & {9 2 72 D12 H&AL
¥ 9, Unified Cisco Mobility Express TiX, 7 7 #/L K C |P addresstrusted authentication 73
BIMEINTHET, IPT N LAEHERIAEN A2 > TV 54 Unified Cisco Mobility
Expressid. 718 VoIP #FFD Y E— K IP 7 KLU ANIEFIZ T AT A IPaddresstrusted list 2> 5
MRESNT=5E DI, (5 VoIP (SIP/H.323) HEEAFF A LET, IP 7 N L A{FHEERAEIC KR
L7=8a. BE VoIP a— I 7 7V r—3 g il ko CTa—FERDER o — R & THIN
Sh, LW 7V r—ya N7 — a—R31l Ayke—v
(TOLL_FRAUD_CALL_BLOCK) 723fiékSivE ¥, MR HRIZ OV TIEL, &1 VoIP ik H
IP 7 N L AEHEGEREDOMER (6 ~—) ZZML T EIN,

Unified Cisco Mobility Express (%, |Paddresstrusted list Z##F L, #5{5 855 VOIP i@aE D Y £ —
NIP 7 F L AZHRFE L £9, Unified Cisco Mobility Express (%, VoIP # A ¥/L T @ IPv4 & v~
varAZ—ry bERFEL, BETESIP 7 R A% IPaddresstrusted list (2 H&pEMN L £
9, IPvd vy a v Z—4y M, BERO VoIP A YL T OIREEN TUP] THHLEED
HEFHTEDLIPT FLRAE L THRAIENET, 100 ETOIPvE T RLAEFEFTELHIP T N
LAY A RNCERETEET, FEHTEDIPT FLADY A MANTIP 7 R AOEBITH TS
NEEA, BHEVOIP 2— LOEFETELIPT FLAZTFECTI00HETEMTE £, 5
TE5IP7 FLAOFEREIMIOWTIE, (3518 VoIP @EEH OF LR IP 7 R L ADEM (8
N=) | ZEZRLTLIEESN,

B EE v h—oBARL



| B v h—ORARL

FEISONa— Lzt 551 v 1> [

a—LFEMiL 22— R (CDR) BEEL 22— RiX, IP7 R L AEERGECRI LIZRER, = —n
Ty Sl SICERSRET, FILLEFRORNETT — a—F (IEC) 7% CDR JEIE L
a— RIZBRIFEESNE T, [FFiecsyslog (voiceiecsyslog) |47 v a BN a8 A, & IEC
TT—Ayt—UlE, syslogllrdk SN ET, KIZ, IBCEFE NNy W —DRAT—/LZHETL
7o & ZED syslog Kz~ LET,
*Aug 14 19:54:32.507: SVOICE IEC-3-GW: Application Framework Core: Internal Error (Toll
fraud call rejected): IEC=1.1.228.3.31.0 on callID 3 GUID=AE5066C5883E11DE8026A96657501A09
Unified Cisco Mobility Express 7% [gateway| & E# Z41, [session-targetras] 73a it S 4172 VoIP
A X7 OEMIEIRRER, [7 > 7 (UP) 1 DA, IPaddresstrusted list 387E 4 —RFE 114
HDMERD Y £, EE VOIP 23— /Wb —T 4 VI NT— X ==l Lo THIE S L E T,
F1:IP 7 N U AGEGLREOEHLREE L ERREE (5 ~—) 1%, FEHERELBERELY
BRI D M)W —FMETERLET,

R 1:IP7 F L REREZOERIRNE & B EIKE

by A—FH BB |BERT—4
& 3
ip addresstrusted authenticate 2320272 > TV B A, Down | Down
lgateway| MEFII, By ar¥—4 v & LT lras) 233 |Up Down

EENTZ VoIP A Y LT [T v7 (UP) | EMEIREEDIEA

ip addresstrusted authenticate %) T, [gateway] 23EF 4T |Up Up
WRWERZZ, By aryZ—Sy M LT lras) BDEREINTZ
VoIP A XY VBT [T v~ (UP) |EMEIREECIX 2V EE

\

GE)  WIEMRERE N v h— DR AOER ZB51E3 % (21%, Out-Of-Dialog REFER (OOD-R) %

AT DRI SIPRBREZ AT D 2 & 2R L £

EEISDN O—)LICRT BEALVIL A >

Cisco Unified Cisco Mobility Express 8.1 LARE D/ N—37 5 Tl %515 ISDN @53 5 EEGEH
S FEHKE I NZ direct-inward-dial isdn #§REDS A ZNT 72 > TWET, A 37 RO HMIZRIH
KXOEFEY— 2 (POTS) A YL 7 Tdirect-inward-dial 47" = VML STV T
t. &[5 ISDN —§6 4 A YVHEGEDEEHE T, BEFXATLET A XV FORAITHEH S
F7T. BEFXAYLETRREEEOE Y N7 v THIGERI N TWRWEA, (S ISDN &@
FEIIRIA 22— R Tunassigned-number (1)) TUIMr S E 94, #ERRIEHRIZOWTIL, 515 ISDNi#
HOXA YA A (DID) O (10 ~—2) 23R LT 7Z30,

BNV H—ORAML .“
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B =35 w70t N EEO T

— T B A VILE T DL LNISDN EEE D I

Cisco UnlﬁedCMES 1 UBEDONR—Y 2 > Tlit, BT 2EFEEFRLA YALET REBIRS LT
72N \M$T®BDN:wwﬂﬂm3miﬁ‘2&5&4?»#%txéaﬁ77ﬁw
%@MHSﬁ%?wﬁ?%@%@ﬁbfﬁﬁEDNkﬁ%Lﬁﬁéi9 IERFATNLET R
BRI TRV 4 . Cisco Unified Cisco Mobility Express 35 X OVE 77— k7 = 1 |L, dial-peer
no-match disconnect-cause =~ > RZfEH LT, 5{51#55 ISDN #ah 2 Uk L £ 97,

7FHFA09ELUTORILIXOR— FTOD2EBESA VL
H—EXOT7AvY

Cisco Unified CME 8.1 LA D /N— 5 U ClE, 7R 7 £ET VX VFXOR— FRAT7 7 v
e 7L£ U Private Line Automatic Ringdown (PLAR) ##ii3 B AR — bty M7 v 7 Eh
ROGEICHB S NG, 2B A YL — 28T ny 7 SET, LR T, BEXA
?Wt?i%h?fﬂﬁiﬁiT/ﬁﬂ%XO3~wmLﬁﬁéﬂ?\54?N§ﬂtﬁﬁ
FXO 22—/ HIEE &L FE A, Cisco Unified Cisco Mobility Express 33 K OV E =7 — h 7 = A
%, JK = — K lunassigned-number (1)) TFXO #z5% tIKr L %9, Cisco Unified Cisco Mobility
Express |47 7 4 /L T, FXO &4 — 225 no secondary dialtone #fEH L C, 7 a2
FLETVHNVEFXOR— RO 2B A YL —ER& Ty 7 LET, 7HalB8l0T
UHIVFXO R— R TO2EREL A YL F—2DT 0y 7 OFFHICONWTIE, 7TFHrsEBk

NF XL FXOR— T HZIVEA YL h—r a2 Tay s (112—) ZBRLTLE
Sy,

& st A = BB IE DR AL
71

i

VolP BEEFD IP 7 KL R{EEEFRSIDERL

| A

FIFEE o IP 7 FL AEHEFEIL, BEa— N IPv6 2—LOBEEIFAFT Yy 7 ENET,

. %15 VoIP @%ﬁ“ﬂi\ P77 ]\ VX'fp%Epqub) (UPJ %j]ﬁzﬁ(“_‘% IZ 1P 1|:|%Emh EE%
FEONH T E RN H D 7,

4R8O SRS
« SIP [FI#8 55 H @ Unified Cisco Mobility Express 12.6 LAFED /S— 3 1,

e £¥ =27 77 32— LA ® Unified Cisco Mobility Express 8.1 LABED /X —7 3 >

B EE v h—oBARL
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FIRDEE

F IR D EFH

DERAMBL

enable
configureterminal
Voice service voip

end
show ip addresstrusted list

NOOAWN

ip addresstrusted authenticate
ip-addresstrusted call-block cause code

#Evor EEAD P 7 FLaEaRiEoss ]

ARV RFFEERTI VA Y

=)

ATy T

enable
1 -

Router> enable

it EXEC =— RZHIC L ET,

TR T IRFIRESNTLD, NAT—=RE AT
Li‘é‘o

ATy T2

configureterminal

1

Router# configure terminal

Ja— T — a2 L ET,

ATv73

voice service voip

1

Router (config) # voice service voip

voice service voip 27 f ¥ a2 L — 3 EF— %

BaA L £

ATvT4

ip addresstrusted authenticate

1

Router (conf-voi-serv)# ip address trusted
authenticate

Bk N —DR ALY R— F D=, EEH323
F70ESIP FF Y a—LDIPT FLARIFLH
ML ET,

IP7 RLAEHY A MERAEIL, 7 7 4V N THRIC
7o TWET, Tnoipaddresstrusted list
authenticate] =~ > FZfEHT 5L, IPT FLAD
BHETE 5 Y R MGEE Rz CE £,

ATy TH

ip-addresstrusted call-block cause code
fi

Router (conf-voi-serv) #ip address trusted
call-block cause call-reject

BIET—/VNIPT R L AEHEEIEICH L CTHE S

PG EICRNa— RERITLET,

GE)  IPT7 RUAGHREREICR L5813, &
15 VoIP =2 — /L Z Y4 % 72 91T call-reject
QD HEHR = — FFITSNET,

ATvT6

end

1

Router () # end

¥t EXEC £ — RIZER YD £,

BNV H—ORAML .n
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ARV RFERETIVa Y

B8

show ip addresstrusted list
1 -

Router#show ip address trusted list
IP Address Trusted Authentication
Administration State: UP

Operation State: )

ATy T17

IP Address Trusted Call Block Cause:
(21)

call-reject

BHIEH323 £720ESIP h T 7 a—LOFHRIPT
RLADU A b, RSN EE@REO®BE 7 0 v
7 DRKZMER L ET,

!l
JL— X #show ip addresstrusted list

IP Address Trusted Authentication
Administration State: UP
Operation State: UP

IP Address Trusted Call Block Cause:

call-reject

(21)

VoIP Dial-peer IPv4 and IPv6 Session Targets:

Peer Tag

Oper State

Configured IP Address Trusted List:
ipv4 192.168.10.20
ipv4 192.168.10.21
ipv4 192.168.10.22

Dynamic IP Address Trusted List:

ipv4 8.55.0.134 [1]
ipv4 8.55.0.136 [2]
ipv4 8.55.0.213 [1]

Session Target

ipv4:10.65.125.155

EEVoIP ESEROEMLZIP 7 FLAMDEN

48 HHEIIZ

o BX o772 b T 27 @55 O Unified Cisco Mobility Express 8.1 AR,

FIEDHE

enable

configure terminal
voice service voip

ip addresstrusted list
ipv4 {<ipv4 address>
end

©aprwDd-A

B EE v h—oBARL

[<network mask>1] }



| B v h—ORARL

F IR D EFH

7. show ip addresstrusted list

#Evop EEA0ERLIP 7 KLoEm [

ARV RFERERTI VA Y

=)

AT w71 |enable it EXEC E— RZ AT L ET,
i s Fu T INIRERTRINTEH, NATU—REAS
Router> enable LFET,

R T w 72 |configureterminal Ja— U E— REBG L ET,
1 -
Router# configure terminal

AT 7 3 |voiceservicevoip voice service voip 27 4 ¥ a2 bL— 3 EF— %
Bl B LT,
Router (config) # voice service voip

AT 74 |ipaddresstrusted list ip address trusted list ©— R4 P4 LT, AR 1P T
Bl FLAZFBCEMTES L5 LET,
Router (conf-voi-serv)# ip address trusted list

AT 75 |ipv4 {<ipv4 address> [<network masi>] } ip addresstrusted list Tz K 100 D IPv4 7 KL A D
i - BMEFATLET, IPT7 FLAEHEY A NN TIP

7 RUAOEMBITFTFAISNER A,
Router (cfg-iptrust-list) #ipv4 192.168.10.20 . (21_7o¢/5 :/) networkmask»—"j‘?‘%\ o }\ IP7
NLRAZEFRLET,

ATwv76|end Rt EXEC E— RIZRR D 77,
1 -
Router (cfg-iptrust-list)# end

AT 77 |showip addresstrusted list FHIEH323 £/ SIP b T v 7 a—LHOHFH P

1

Router# show ip address trusted list

T RLADU A M EFRLET,

il

WOFNL, FEHETEDIP 7 RLAE LTHERINZIBEOIP T KL RAEZRLTWE

j—O

Router#show ip address trusted list

IP Address Trusted Authentication

BNV H—ORAML .“
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Administration State: UP
Operation State: Up

IP Address Trusted Call Block Cause:

IP Address Trusted List:
ipv4d 192.168.10.20
ipv4d 192.168.10.21
ipv4d 192.168.10.22

call-reject

BENYH—OBARL |

(21)

EIE ISDNBEERD S 14 VL4 VAKX (DID) DR

1R BRI
o direct-inward-dial isdn 1%, BH{EISDN A —_X—F v 7 XA ¥ )L a—/LFAL L THR— K&
NEEA,
FlEDBE
1. enable
2. configureterminal
3. voiceservice pots
4. direct-inward-dial isdn
b. exit
FIED M
AV REEETIVa Y Br
AT 71 |enable ¥iHE EXEC =— K2 AN LET,
1 - e T IMNERENTZS, RNRAU—FRE AT
Router> enable LEJ,
R 72 |configureterminal Ja— T — REBE L ET,
I
Router# configure terminal
A F 73 |voiceservice pots BTEEEY—v X b Z AT (POTS) TF
- FHh—tRAar74Xal—ar £— ReMh
LET,
Router (config) # voice service pots
Router (conf-voi-serv) #
R T v 7 4 | direct-inward-dial isdn 12 ISDN HB 545 %A ¥/L A~ (DID) %A

1

Router (conf-voi-serv) #direct-inward-dial isdn

B EE v h—oBARL

ML ET, BIEISDN (—fEX A Yv) a—/Lid,
FZFNDID h T I MOEZEINTZLOICEIN
T, HREEEFIL. BEXA Y ILVET ORRICHE



| B v h—ORARL
FFATBEUTFOELOK— rTehVF US4 v b—2%Tnys [
ARV RFERETI Va3 B#Y
HEnEd, FA¥L b—UIREHFMCHI A E
B A,
AT 75| exit voice servicepots 2> 7 4 ¥ a2 L — 3 v E— %
15“ : %T Lij‘o
Router (conf-voi-serv) # exit

7oLV

awvy

FIRDEE

il

voice service voip
ip address trusted list

ipv4d
ipv4d
ipv4d
ipv4d
ipv4d

172.
172.

172

19
19

.19.
171.
171.

19

.245.1
.247.1

243.1

.245.1
19.

10.1

allow-connections h323 to h323
allow-connections h323 to sip
allow-connections sip to h323
allow-connections sip to sip
supplementary-service media-renegotiate

sip

registrar server expires max 120 min 120

dial-peer voice 1 voip
destination-pattern 5511...
session protocol sipv2
session target ipv4:1.3.45.1
incoming called-number 5522...
direct-inward-dial
dtmf-relay sip-notify
codec g7llulaw

dial-peer voice 100 pots
destination-pattern 91...
incoming called-number 2...
forward-digits 4

—

TV

NS

BIFXOR—FTEHA)EFANXILE—2F T

1. enable

2. configureterminal

3. voice-port

4. no secondary dialtone
5. end

BNV H—ORAML .-
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6. showrun
FE D
OV rFERET7TIV3 Y B
AT w71 |enable it EXEC E— REHIC L E T,
fi s Fu T IIRERRINTED, NATU—REAN
Router> enable LET,
R T w 72 |configureterminal Ja— N E— REBG L ET,
f1
Router# configure terminal
Z 5 73 | voice-port TREAR—Fary74¥al—ar T— K20tk
i - LET,
Router (config) #voice-p 2/0/0 71 7&77‘153:5:“/&/1/ FXO R— }‘%%75"]\
HLET,
R T 7 4 | no secondary dialtone TIuZBIOFVHILEXO R— K TEI &Y
i - ZAXN =Ty LET,
Router ( (config-voiceport)# no secondary dialtone
AT v 75| end ¥HE EXEC £— RIZRY £,
fi
Router (conf-voiceport)# exit
R 7w 76 |showrun BEOFEFRR—FTEh L Z ) ZA YL b—
Bl DS TG & iR LET,

Router# show run sec voice-port 2/0/0

1

Router# conf t
Router (config) #voice-p 2/0/0

Router (config-voiceport)# no secondary dialtone

end

Router# show run | sec voice-port 2/0/0

Foreign Exchange Office 2/0/0 Slot is 2, Sub-unit is O,

Type of VoicePort is FXO
Operation State is DORMANT
Administrative State is UP

Secondary dialtone is disabled

B EE v h—oBARL
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BENYH—OBABLD FSTLva—Fsvvne k|

BENYHD—DODFABLD FS TN a—TFTa29DEV F

ATy I

ATy T2

ATvT3

ATy T4

HE{E VOIP @GN IP 7 R U AEHERGEC K » THE SN A5/, BFEONETT — a—F
(IEC) 1.1.228.3.3L0 M i@at/ERE L 22— NIZIRfFSNE T, [ECHAR— hEil+ 25 &, Kk
Liza—nNFhidfEfsniza—Na2E=XTEET, HEINZa—LEE=XTHIT1F,
ROFNEEFITLET,

lll

show voiceiec description =~ R&fifl9 5 &, IEC 2— KOTF A MHAZMRBTEET,
i

Router# show voice iec description 1.1.228.3.31.0
IEC Version: 1
Entity: 1 (Gateway)
Category: 228 (User is denied access to this service)
Subsystem: 3 (Application Framework Core)
Error: 31 (Toll fraud call rejected)
Diagnostic Code: 0

voice statisticstypeiec =~ > RZ{fH L C, IEC iU A &R~ L ET, WOFNX, Eif >y I—DRA
A= UER T T — a— FO7ZHIT, 2 a—AREREINTCI EEZRLTVET,

1 -

Router (config) #voice statistics type iec
Router (config) #end

Router#show voice statistics iec since-reboot
Router#show voice statistics iec since-restart

Internal Error Code counters

Counters since reboot:
SUBSYSTEM Application Framework Core [subsystem code 3]
[errcode 31] Toll fraud call rejected

enable|lEC sydog =~ > R&MH LT, IEC =7 —23 % 2 iHEE0 T L7 BRICFLER S 4172 syslog A > & —
CEMRLET,

1 -

Router# Enable iec syslog
Router (config)#voice iec syslog

Feb 11 01:42:57.371: %VOICE_ IEC-3-GW: Application Framework Core:

Internal Error (Toll fraud call rejected): IEC=1.1.228.3.31.0 on
callID 288 GUID=DB3F10AC619711DCA7618593A790099E

show call history voicelast =~ > RZfEH LT, &5 VOIP WaEDOX(ELT FL A ZMER L £,
1 -

Router# show call history voice last 1

GENERIC:
SetupTime=3306550 ms
Index=6
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InternalErrorCode=1.1.228.3.31.0

RemoteMediaIPAddress=1.5.14.13

IEC /& Radius Accounting Stop L = — R VSA ([ZfRfFS N E T, S RADIUS H— "2 H LT, EES
Nlcea—nzEx=42TxET,

51

Feb 11 01:44:06.527: RADIUS: Cisco AVpair [1] 36
“internal-error-code=1.1.228.3.31.0"

IEC DFfl% cCallHistorylec MIB 47 ¥ = 7 R HEAG L E9, IEC DFEMIZOWTIX,  [Cisco I0S # A
RTINS a—T 4 TRBIXONE=2Y 7 HA K] 2BBL TSN,

B -

getmany 1.5.14.10 cCallHistoryIec
cCallHistoryIec.6.1 = 1.1.228.3.31.0

>getmany 172.19.156.132 cCallHistory
cCallHistorySetupTime.6 = 815385
cCallHistoryPeerAddress.6 = 1300
cCallHistoryPeerSubAddress.6 =
cCallHistoryPeerId.6 = 8000
cCallHistoryPeerIfIndex.6 = 76
cCallHistoryLogicalIfIndex.6 = 0
cCallHistoryDisconnectCause.6 = 15
cCallHistoryDisconnectText.6 = call rejected (21)
cCallHistoryConnectTime.6 = 0
cCallHistoryDisconnectTime.6 = 815387
cCallHistoryCallOrigin.6 = answer (2)
cCallHistoryChargedUnits.6 = 0
cCallHistoryInfoType.6 = speech (2)
cCallHistoryTransmitPackets.6 = 0
cCallHistoryTransmitBytes.6 = 0
cCallHistoryReceivePackets.6 =
cCallHistoryReceiveBytes.6 = 0
cCallHistoryReleaseSrc.6 = internalCallControlApp(7)
cCallHistoryIec.6.1 = 1.1.228.3.31.0

0

>getone 172.19.156.132 cvVoIPCallHistoryRemMediaIPAddr.6
cvVoIPCallHistoryRemMediaIPAddr.6 = 1.5.14.13

Bih/\Y W —DRABEILEOHEEFR

WROFIZ, ZOFY 2—)/LCHP LIHEEICET ) )V —AFRERLET, Z0RIF, V7
=7 UU—RA b A U TEEEOTR—IPREAINLZLEEZOY T v =T VY —X7
JERLTOET, ZOBAEEIT, FFCHi0 B2V RY . TNLBEO—#HOY 7 by =7 U Y —
ATHYR—FENET,

7Ty b7 A= LDV R—FBLOV R YT N =T A A=V DY R— MIBET 2 1HHRZ MK
9 51Z1E. Cisco Feature Navigator Z ] L £, Cisco Feature Navigator [Z7 7 Z 2 J 5 |Z
1. www.cisco.com/go/ctn I[ZFB 8 L £ 7, Ciscocom DT 7> MILEH Y FHA,
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http://www.cisco.com/c/en/us/td/docs/ios/voice/monitor/configuration/guide/12_4/vt_12_4_book/vt_voip_err_cds.html
http://www.cisco.com/c/en/us/td/docs/ios/voice/monitor/configuration/guide/12_4/vt_12_4_book/vt_voip_err_cds.html
http://www.cisco.com/go/cfn
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HeEE4 Cisco Unified Cisco HEEETE R

Mobility Express

N—o3ay
[E]#R1H Unified Cisco Mobility | 12.6 Unified Cisco Mobility Express ¢ [H]#{
Express T & an BHpaf kb 1k T RARA > MKk L CEEEH R

Byl R — F S EASE LT,

Cisco Unified CME D& &G/~ | 8.1 FE N o B — D2 AP ERE D A —
A — D1 AFHIE FREASIE LT,
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