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Bl 0 16.9.x 25 16.12.x ~, 17.3.x 15 17.6.x ~, 17.6.x 75 17.9. x ~
s [fA—EMAOTXTOY J—2A
B0 16.9.2 775 16.9.3 £721% 16.9.4 £721% 16.9.x ~, 16.12.1 205 16.12.2 £721%
16.12.3 £721316.12.x ~, 17.3.1 205 17.32 £721% 17.3.3 £/213 17.3.x ~
c AV =V U= K LA VT, ISSUIZKOHEICHR— S THEEA,
ATV =V U =AML A DEMMPORIDAT ¥ —U U—Z ML A D EM ~
Bl 0 16.xx 5 17.xx ~, F721E 17.xx 05 18xx ~ETHHR— ~ 544
*SM 725 EM, £7ZILZEM 225 SM ~
Bil 2 16.10.x F721E 16.11.x 235 16.12.x ~EV AR — hxfgsh
ISSUIR, =P =7 V7 ARy V) —=ZAB LV s A A=Y (LiT2hicHE
T2HHD) TEYAR—FENTVER A,
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17.3.11[FC2]

Amsterdam 17.3.8a

17.3.11[FC2]

Amsterdam 17.3.8

17.3.11[FC2]

Amsterdam 17.3.7

17.3.11[FC2]

Amsterdam 17.3.6

17.3.11[FC2]

Amsterdam 17.3.5

17.3.11[FC2]

Amsterdam 17.3.4

17.3.11[FC2]

Amsterdam 17.3.3

17.3.1r[FC2]

Amsterdam 17.3.2a

17.3.11[FC2]

Amsterdam 17.3.1

17.3.11[FC2]

Amsterdam 17.2.1

17.1.1[FC2]




| ROMMON/\—2 3>

rommoN /s—> 3> [

J1)—=x ROMMON /A—2 3 > ROMMON /A—2 3 >
(C9600-SUP-1) (C9600X-SUP-2)
Amsterdam 17.1.1 17.1.1[FC1] -
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ROMMON A— 3> |
B rovmon -2 s>
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ZAAYFIYITIRYTTFTDOTYTHL—FK

e VT I T RN—=Ta VORER (43 X—)

VTR T A A=Y (44 X—=D)

*ROMMON D7 v 77 L— K (44 _—7)

VT MU T A VA=) av R (45 =)

e A VAP E—RTOT v 7T L —FK (45 X—)

e A VAN —NVE—=RTOF YL TL—R (51 X—)

e Cisco StackWise Virtual 38 X VT = 7L A — 83— A F ¥ 2 — LI T In Service
Software Upgrade (ISSU) (56 ~<—7)

c T 4=V RT T T TN T = T ADR=a DT v 77—k (60 <—)

\ N D) . =

)T b7 N—2 3 DR
CiscolOSXE VY7 hU =T DR r—T7 7 AT, VAT AR—=RDT T v 2T /3 A
(flash:) IZRIFENE T,

show version ### EXEC o~ R&ZfEHATH . AL v FTHBRHLTWVWE Y 7 by =T /83—
VaruEZzBRTxET,

N

GE)  showversion DHEATIZAAL v FTHBEBHLTCNWE Y 7 b =T A A=V NEICERENET
D, RBRICERINDET VAL TG HMEORETHY, VI NI =2T 748V RAET v
JL—RLTHEREINEEA,

F7-. dir filesystem: 55 EXEC =2~ > FZHEHL T, 77 v ¥ a AEVIRFEL TV D ATHE
WOHHMDY 7 F 2T A A—=VDTF 4 L7 NI AEFRRTEET,
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B o roz7402—9

ZLYFYIrIT7OTvTIL—F |

VILDIT A A=

)1)—2R A A= BALT T7AIL%

Cisco IOS XE Dublin 17.12.3 CATI9K IOSXE cat9k iosxe.17.12.03.SPA.bin

~ A a— FERAb7: L (NPE) |cat9k iosxe npe.17.12.03.SPA.bin

Cisco IOS XE Dublin 17.12.2 CATI9K IOSXE cat9k iosxe.17.12.02.SPA.bin

~Au— FIEEAL7: L (NPE) |cat9k iosxe npe.17.12.02.SPA.bin

Cisco I0S XE Dublin 17.12.1 CAT9K IOSXE cat9k iosxe.17.12.01.SPA.bin

~A u— FERk72 L (NPE) |cat9k iosxe npe.17.12.01.SPA.bin

ROMMON 7 v 745 L— Kk

TRTCOAY Y=V U —=AL AT T LAY U — AT &40 ROMMON £72(37— b7 —
F—=ON—=Va el 5i2iE, 11 T 1 TROMMON A=Y=y (39 ~—Y) | &
ZHLTEEN,

VI NG TNR—=TarvuT v 77— RTDE1EZIFZIZ. ROMMON 27 v 77 L— K9
HILNTEET, 77T L—FREOY 7 by =T 13— 3 2 TH LVWROMMON X— g
UOMERTFTRERR AL, LT O X I TLET,
e I A4<VUSPI 7T v 2T /A4 AD ROMMON O7F v 77 L— K
ZDOROMMONIZHBIRIZT v 77 L —RFENFET, AL v FDEFEDY UV —ANDZN
POV ) =R 2D TT v 77— KT 5L X2, HiLwvwy U —R{ZH LV ROMMON
NR=Ta VNI 5EEFE. AL v TFON—RU 2T =T 3 SN TT T A4~ SPI
7T v aT 8 AO ROMMON 2SHEIIZT v 77 L— RENnET,
e I—)LF U SPI 7T v 2T A AD ROMMON OF » 77 L — R

ZOROMMON ZFEHITT v 77 L— N H0LENH Y £4, upgraderom-monitor capsule
golden switch =~ > Ri3f#H EXEC E— R TASILE T,

\}

GE) » Cisco StackWise Virtual D&~ N7 v 7 OEEIL, 77T 47
EARBUNADA—N—=NAPEL 2=V ET v T T L—FK
LET,
NATRATZEV T 4Oy NT v T DOGRIE. T 747
EARBUNADA—N—=NAPEL 2=V ET v ST L— K
LET,
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ROMMON/MNT v 77 L —R&nsd &, kDY a— RIEFZHEINZRD £9, FORIZLFIOY
J—ZIZRELTH, ROMMON |ZXZ 7 v 7 L— RENEH A, EH%DOROMMON IZLLRTDS
RTOY Y —=REYHF—FLET,

VIO 7AVA =)Lk

VI IT7 AR M—)L ATy FOBE

BELEZ7ANEAL VA=AV LT 7T 474bL, Vue— RFEbLHFEEIND L HITEE
a3y bTAIE, kOoa<wr REFETLET,

install add file rfilename [activate commit]

AVA =T 7 ANEEBNIA VA S—v, 77T 474k, 23 v b, Bk, E703HIR
THIE,. RO~ REETLET, install ?

add filetftp: filename AVARN=NVT7AN Ry =% E— BT — 3 )
LT NAAZabt =L, 7Ty T —L&Af A—TVDN—
ValrOHMMETF = 7 BFEITLET,

activate [auto-abort-timer] | 7> A L& TV F 4 Tt L., AL ZAEYn—RKLET,
auto-abort-timer ¥ —U— RN A XA —=TDT7 7T 4 7k & HEY
Mz e—n Ny 7 LET,

commit Vur— G bLEERRRINDS LI I LET,

rollback to committed BRICaIy NLEA—Ua VICEHZa— ANy 7 LET,

abort Ty ANDT 7T 4 TAbE I L, BIEDA A N—LFIED
BIARTICFEIT L CWE A=V g e — ANy 7 LET,

remove KERABLIOFET 7T 4 TREDY 7 v 2T £ VA =)
T A NVEHIRLET,

A\ O N Ky
A A=ILE—FTODT7YITIL—F
WOFNEIZHEN, £ VA F—/L E— FTingal 2~ FE2EHA LT, 5 U U —2An5H0

JYV—=RT7 7T Vb—=FRLEd, Y7 V=T AA=DOT v 77 L— RE2ETT DI,
boot flash:packages.conf % {# ffl L C 10S Z# &E§ 2 L E N H D £,
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baH HHIIC
A\
ER T o7 7L RERTIE, ROWEETA RTA WD BERH Y 7,
« AL v FOERZFRALLRNTIZE N,
cBIREOWILIZYD | A—RN= A FET2—LEZRMYH LY LARNTI S,

e VX —VHNOWTINDA—N—NAPFE 2 — L TCT = hr—FDT v 77 L— R,
FLEAAAyTFREHLTNDLEIT, TS TEVT 4y b7 vTRH) WTh
IPNDA—=IN=SAFDOA L T A AFAL LV (OIR) Z2FTLARNTIIZE N,

c AA wFNEEIL TWAHEXIT, A v TF LT ED 22— (50— F) OOIR % FE{T
LN TL 72 &,

ZOFEZ. ROT TS — RO F Y AT TEET,

Ty IFTL—FRIDY ) —R S0

CiscoIOSXE # 7V » 17.11x Agi®d U J — A [Cisco IOS XE ¥ 7' U > 17.12.x

ot var oI, install 2= K& L T Cisco I0S XE Dublin 17.11.1 7% Cisco
I0S XE Dublin 17.12.1 127 v 77 L — KT 55D L DT,

FIE

ATFYT1 7 V—=0T o7
install remove inactive

CoOaw s REFHALT, FEPRELTCWAEAICEWNS VA=V T 7 A VET J—
Ty 7L, 77 v 2l 1GB U EOMHEBRZMAEL T, LA A=V RELET,

KOFENL, ingall removeinactive 2~ REFEH L CREHOZ 7 AV E 7 V=0T v 7 LT
LEOHNERLTHET,

Switch# install remove inactive

install remove: START Mon Jul 24 19:51:48 UTC 2023
Cleaning up unnecessary package files
Scanning boot directory for packages ... done.
Preparing packages list to delete ...
cat9k-cc_srdriver.17.11.01.SPA.pkg
File is in use, will not delete.
cat9k-espbase.17.11.01.SPA.pkg
File is in use, will not delete.
cat9k-guestshell.17.11.01.SPA.pkg
File is in use, will not delete.
cat9k-rpbase.17.11.01.SPA.pkg
File is in use, will not delete.
cat9k-rpboot.17.11.01.SPA.pkg
File is in use, will not delete.
cat9k-sipbase.17.11.01.SPA.pkg
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File is in use, will not delete.
cat9k-sipspa.17.11.01.SPA.pkg

File is in use, will not delete.
cat9k-srdriver.17.11.01.SPA.pkg

File is in use, will not delete.
cat9k-webui.17.11.01.SPA.pkg

File is in use, will not delete.
cat9k-wlc.17.11.01.SPA.pkg

File is in use, will not delete.
packages.conf

File is in use, will not delete.

done.

The following files will be deleted:
[switch 17]:
/flash/cat9k-cc_srdriver.17.11.01.SPA.pkg
/flash/cat9k-espbase.17.11.01.SPA.pkg
/flash/cat9k-guestshell.17.11.01.SPA.pkg
/flash/cat9k-rpbase.17.11.01.SPA.pkg
/flash/cat9k-rpboot.17.11.01.SPA.pkg
/flash/cat9k-sipbase.17.11.01.SPA.pkg
/flash/cat9k-sipspa.17.11.01.SPA.pkg
/flash/cat9k-srdriver.17.11.01.SPA.pkg
/flash/cat9k-webui.17.11.01.SPA.pkg
/flash/cat9k-wlc.17.11.01.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/nly

[switch 17:

Deleting file flash:cat9k-cc_ srdriver.17.11.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.17.11.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.17.11.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.17.11.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.17.11.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.17.11.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.17.11.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.17.11.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.17.11.01.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.17.11.01.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Mon Jul 24 19:52:25 UTC 2023
Switch#

HLWARA—VET Ty allat—
a) copy tftp:[[//location]/directory]/filenameflash:

Zoavwry REFEHLT, TFTP V=577 v a AEVIZH LA A=k at’—
LE4, location i, IP 7 KL AFEIIARA M TY, 77 ANVEIL, 7 7 A VEREITSE
AENDZT 4 L7 b)Y ORI SATHEELET, HFrLWOA A—T% TFTP — 30 B
THHEIE. ZOAT v T E2AXy LTI,
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b)

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.12.01.SPA.bin flash:
destination filename [cat9k iosxe.17.12.01.SPA.bin]?

Accessing tftp://10.8.0.6/image/cat9k iosxe.17.12.01.SPA.bin...

Loading /cat9k_iosxe.17.12.0l.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
EEEEEREER RN R RN RN R RN R R R RN R R R R R

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

dir flash:*.bin

Zoaw REFHLT, A A—YNT7 Ty v a2l ERIat—SNEl E 2R LE
ﬁ—o

Switch# dir flash:*.bin
Directory of flash:/*.bin
Directory of flash:/

434184 -rw- 601216545 Jul 24 2023 10:18:11 -07:00 cat9k iosxe.17.12.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

ATV T3 7— NEHERE

a)

b)

<)

d)

boot system flash: packages.conf

Zoawy REMFEH LT, 7— M % flash:packages.conf [Z3%E L £ 7,
Switch(config)# boot system flash:packages.conf

no boot manual

AA T AT — NMIFRETDHITIE, Zoa<wr ReEFRALET, REEFAX N1 R
Ay FLREMESNET GEYET255) .

Switch(config)# no boot manual
Switch (config)# exit

write memory

Zoawr FEHLT, 7— bREERFELET,

Switch# write memory
show bootvar

Zoavwy REMHLT, 7— % (packages.conf) & FEi7— hi%E (no) ZMEsd L
£7

Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist

IPXE TIMEOUT variable does not exist
CONFIG FILE variable =

Standby BOOT variable = bootflash:packages.conf
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Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

ATVTE A A—DRT Ty allAf A R—Ib
install add file activate commit

Zoavwry FEERLT, A A—VEA A=V LET,

A RA=THETTyva AV Ilabt—LESEAIE. TFIP V=R ED Y —R A A=V F T 7
Ty vakiiA Y NTBHIEEHRLET,

WOBNE, CiscolOSXEDublin17.12.1 Y 7 bV =T A A=V %7 T v allf v A =)L LT
e oM 2R L TOhET,

Switch# install add file flash:cat9k_iosxe.17.12.01.SPA.bin activate commit
_install add _activate commit: START Mon Jul 24 16:37:25 IST 2023

*Jul 24 16:37:26.544 IST: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install one-shot flash:cat9k iosxe.17.12.01.SPA.bin

install add _activate commit: Adding PACKAGE

install add_activate commit: Checking whether new add is allowed

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/nly

--- Starting initial file syncing ---

Copying image file: flash:cat9k iosxe.17.12.01.SPA.bin to standby
Info: Finished copying flash:cat9k iosxe.17.12.01.SPA.bin to standby
Finished initial file syncing

--- Starting Add ---
Performing Add on Active/Standby
[RO] Add package(s) on RO
[RO] Finished Add on RO
[R1] Add package(s) on Rl
[R1] Finished Add on R1
Checking status of Add on [RO R1]
Add: Passed on [RO R1]
Finished Add

Image added. Version: 17.12.01

install add_activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.12.01.SPA.pkg
/flash/cat9k-webui.17.12.01.SPA.pkg
/flash/cat9k-srdriver.17.12.01.SPA.pkg
/flash/cat9k-sipspa.17.12.01.SPA.pkg
/flash/cat9k-sipbase.17.12.01.SPA.pkg
/flash/cat9k-rpboot.17.12.01.SPA.pkg
/flash/cat9k-rpbase.17.12.01.SPA.pkg
/flash/cat9k-guestshell.17.12.01.SPA.pkg
/flash/cat9k-espbase.17.12.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.12.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
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Performing Activate on Active/Standby
*Jul 24 16:45:21.695 IST: %INSTALL—5—INSTALL_AUTO_ABORT_TIMER_PROGRESS: RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds [RO] Activate
package (s) on RO
[RO] Finished Activate on RO
[R1] Activate package(s) on R1
[R1] Finished Activate on R1
Checking status of Activate on [RO R1]
Activate: Passed on [RO R1]
Finished Activate

*Jul 24 16:45:25.233 IST: %INSTALL—5—INSTALL_AUTO_ABORT_TIMER_PROGRESS: R1/0:
rollback timer: Install auto abort timer will expire in 7200 seconds--- Starting Commit
Performing Commit on Active/Standby
[RO] Commit package (s) on RO
[RO] Finished Commit on RO
[R1] Commit package(s) on RI1
[R1] Finished Commit on R1
Checking status of Commit on [RO R1]
Commit: Passed on [RO R1]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Mon Jul 24 16:46:18 IST 2023

(G¥) install add file activate commit command % 2217 L7212, Y AT AZB#EIC) o— K
LET, VAT FEHTY a— FTA308IHD A,

A A b= RS

VI RT2T DA LA M= ABEFIZETLES, dirflash: a~> REFEHALT, 79y
N—=F 4 a2 10 HDOF L pkg 77 ANE 29D cont 77 ANNHHZ &L EHBLE
j‘o

a) dir flash:*.conf
WwIZ, dir flash:*.pkg =~ > RO AHIZ5R L £,

Switch# dir flash:*.pkg

Directory of flash:/*.pkg

Directory of flash:/

475140 -rw- 2012104 Mar 9 2023 09:52:41 -07:00 cat9k-cc_srdriver.17.11.01.SPA.pkg
475141 -rw- 70333380 Mar 9 2023 09:52:44 -07:00 cat9k-espbase.17.11.01.SPA.pkg
475142 -rw- 13256 Mar 2023 09:52:44 -07:00 cat9k-guestshell.17.11.01.SPA.pkg
475143 -rw- 349635524 Mar 2023 09:52:54 -07:00 cat9k-rpbase.17.11.01.SPA.pkg
475149 -rw- 24248187 Mar 2023 09:53:02 -07:00 cat9k-rpboot.17.11.01.SPA.pkg
475144 -rw- 25285572 Mar 2023 09:52:55 -07:00 cat9k-sipbase.17.11.01.SPA.pkg
475145 -rw- 20947908 Mar 2023 09:52:55 -07:00 cat9k-sipspa.l7.11.01.SPA.pkg
475146 -rw- 2962372 Mar 2023 09:52:56 -07:00 cat9k-srdriver.17.11.01.SPA.pkg
475147 -rw- 13284288 Mar 2023 09:52:56 -07:00 cat9k-webui.17.11.01.SPA.pkg
475148 -rw- 13248 Mar mar9 2023 09:52:56 -07:00 cat9k-wlc.17.11.01.SPA.pkg

O W W W W WO o

491524 -rw- 25711568 Jul 24 2023 11:49:33 -07:00 cat9k-cc_srdriver.17.12.01.SPA.pkg
491525 -rw- 78484428 Jul 24 2023 11:49:35 -07:00 cat9k-espbase.17.12.01.SPA.pkg
491526 -rw- 1598412 Jul 24 2023 11:49:35 -07:00 cat9k-guestshell.17.12.01.SPA.pkg
491527 -rw- 404153288 Jul 24 2023 11:49:47 -07:00 cat9k-rpbase.17.12.01.SPA.pkg
491533 -rw- 31657374 Jul 24 2023 11:50:09 -07:00 cat9k-rpboot.17.12.01.SPA.pkg
491528 -rw- 27681740 Jul 24 2023 11:49:48 -07:00 cat9k-sipbase.17.12.01.SPA.pkg
491529 -rw- 52224968 Jul 24 2023 11:49:49 -07:00 cat9k-sipspa.l17.12.01.SPA.pkg
491530 -rw- 31130572 Jul 24 2023 11:49:50 -07:00 cat9k-srdriver.17.12.01.SPA.pkg
491531 -rw- 14783432 Jul 24 2023 11:49:51 -07:00 cat9k-webui.17.12.01.SPA.pkg
491532 -rw- 9160 Jul 24 2023 11:49:51 -07:00 cat9k-wlc.17.12.01.SPA.pkg
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11353194496 bytes total (8963174400 bytes free)
dir flash:*.conf

Iz, dir flash:*.conf 2~ > FOH Bl EZ R LET, 77 v aX—T 4 aD2>D
conf 7 7 A NVINIFEIRI N TWET,

* packages.conf : HT LA A M—/)L LTz pkg 77 A WIZEZXBZ N7 71,

* cat9k iosxe.17.12.01.SPA.conf : 1 L < A A h—/ L L7= packages.conf 7 7 A /LD
Ny I Ty Tar—,
Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

16631 -rw- 4882 Jul 24 2023 05:39:42 +00:00 packages.conf
16634 -rw- 4882 Jul 24 2023 05:34:06 +00:00 cat9k iosxe.17.12.01.SPA.conf

ATFYT6 N— g DR

show version
A A=UREBNLIZD, Z0a<wr REFALTHLWAA—0R—D g UETERLET,

RO show version =~ > RO SHITIX, 5734 ZAD Cisco I0S XE Dublin 17.12.1 £ A— D
HHRNFREINTHOET,

Switch# show version

Cisco I0S XE Software, Version 17.12.01

Cisco IOS Software [Dublin], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.12.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2023 by Cisco Systems, Inc..

<output truncated>

AR R=ILE—FTDODEY9HL—K

ZIZTE BBV IV =ANBHOY Y =R, VA M= VE— R TH T T L— FT 5 FE%
RLET, VI MU TAA—TYDOX T T L— REFATT 5I2IE, boot flash: packages.conf
ZfEH L TIOS ZEE§ 2 LERH Y £,

3R BRI

ZOFEE, WOE DT L— RO FVATHEATEET,

AU L—FRRinY 1) —2R B &

Cisco IOS XE # 7' U » 17.12.x CiscolIOSXE # 7' U v 17.11x LARTDO U U — A
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\)

G HAVV—REEHELTH LS EBAINEZAS vFETNVEL T T L —RTAHZ LILTEF

ATy T

Yh, BEa2—REAINTZY V=L, TOETLDOE/N T N7 2T =29 T,
TRCOBFDON— R 2T KON RU =T ERUCY IV —RIIT v ST —RKTHI &
BEOLET,

Zokvr7 varofiflix, ingtall =<2 K&{#H L T Cisco I0S XE Dublin 17.12.1 7>% Cisco
I0S XE Dublin 17111 12X 7> 7 L— KT AEEDHEDTY,

FIE

V=TT
install remove inactive

COavwr REFEHALT, FEMELTCWAEEICHWA VA M—=LT 7 A VBT ) —
Ty L, 77 v 2l 1GB U EOMHEBREZMEL T, LA A=V RELET,

KOFENL, ingall removeinactive =< REHFEH L CREHOZ 7 AV E 7 V=0T v 7 LT
YEOHENERLTWET,

Switch# install remove inactive
install remove: START Mon Jul 24 11:42:27 IST 2023

Cleaning up unnecessary package files
No path specified, will use booted path bootflash:packages.conf

Cleaning bootflash:
Scanning boot directory for packages ... done.
Preparing packages list to delete
cat9k-cc_srdriver.17.12.01.SSA.pkg
File is in use, will not delete.
cat9k-espbase.17.12.01.SSA.pkg
File is in use, will not delete.
cat9k-guestshell.17.12.01.SSA.pkg
File is in use, will not delete.
cat9k-rpbase.17.12.01.SSA.pkg
File is in use, will not delete.
cat9k-rpboot.17.12.01.SSA.pkg
File is in use, will not delete.
cat9k-sipbase.17.12.01.SSA.pkg
File is in use, will not delete.
cat9k-sipspa.l7.12.01.SSA.pkg
File is in use, will not delete.
cat9k-srdriver.17.12.01.SSA.pkg
File is in use, will not delete.
cat9k-webui.17.12.01.SSA.pkg
File is in use, will not delete.
cat9k-wlc.17.12.01.SSA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.
SUCCESS: No extra package or provisioning files found on media. Nothing to clean.
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SUCCESS: install remove Mon Jul 24 11:42:39 IST 2023

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members

[1]
[1]

Post _Remove Cleanup package(s) on switch 1
Finished Post Remove Cleanup on switch 1

Checking status of Post Remove Cleanup on [1]
Post_Remove Cleanup: Passed on [1]
Finished Post Remove Cleanup

SUCCESS: install remove Mon Jul 24 19:52:25 UTC 2023
Switch#

ATYT2 FILWAA—VHET Ty alla’—

a)

b)

copy tftp:[[//location]/directory] /filenameflash:

Zoavy FEMALT, TFIP Y —"\nb 77 v a AEVITH LA A—VEa —
LET, location |%, IP 7 KL RAEITHRA M TT, 77 ANVAIX, 77 A VEEIEIZHE
MEnd7 4 V7 b U OHXARATIHRELET, #H LA A—T% TFTP Y— 30 S ]
THHAE. COAT v T EAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.11.01.SPA.bin flash:

Destination filename [cat9k iosxe.17.11.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k iosxe.17.11.01.SPA.bin...

Loading /cat9k iosxe.17.11.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
rrrrrrrrrrrrrrrrrrrrerrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrerrrrrrrrrrrerrererrrrrrrrrrrrenny

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)
dir flash:

ZOAaxy REFEHLT, A A=—YNRT7 Ty Va2l ERICat -3l LamRLE
hd‘o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Jul 24 2023 13:35:16 -07:00 cat9k iosxe.17.11.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

ATvT3 7T— NEHERE

a)

b)

¢)

boot system flash: packages.conf

Switch (config) # boot system flash:packages.conf
no boot manual

A v FERHEB T — MIRETAITIE. Z0avy REFHLET, SREITAZ N1 A
A vFELERMENET Y TIHE) &

Switch(config)# no boot manual
Switch (config)# exit

write memory
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Zoa<vry FEfALT, 7— FREERFLET,

Switch# write memory
d) show bootvar

Zoawry REMHLT, 7— % (packages.conf) & F#Ej7— FiRE (no) ZMERL
ij‘o

Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist
IPXE_TIMEOUT variable does not exist
CONFIG FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

VTR 2T A A=V EF T T L—F
install add file activate commit

IDavry REFEALT, A A=VEAL VA =L LET,

A RA=THT Ty a AV Ilabt—LESEAIE. TFIP V=R ED Y —R A A=V FE7
Ty Va4 NTBHIEEHRELET,

W OFITIE, install add file activate commit ==~ > K %4 f§ L T Cisco 10S XE Dublin 17.11.1 ~/
ThT2TA A=V % 7Ty allf Y AR— L LTWET,

Switch# install add file flash:cat9k_iosxe.17.11.01.SPA.bin activate commit
_install add activate commit: START Mon Jul 24 21:37:25 IST 2023

*Jul 24 16:37:26.544 IST: SINSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install one-shot flash:cat9k iosxe.17.11.01.SPA.bin

install add activate commit: Adding PACKAGE

install add activate commit: Checking whether new add is allowed

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/nly

--- Starting initial file syncing ---

Copying image file: flash:cat9k iosxe.17.11.01.SPA.bin to standby
Info: Finished copying flash:cat9k iosxe.17.11.01.SPA.bin to standby
Finished initial file syncing

--- Starting Add ---
Performing Add on Active/Standby
[RO] Add package(s) on RO
[RO] Finished Add on RO
[R1] Add package(s) on Rl
[R1] Finished Add on R1
Checking status of Add on [RO R1]
Add: Passed on [RO R1]
Finished Add
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Image added. Version: 17.11.1
install add _activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.11.01.SPA.pkg
/flash/cat9k-webui.17.11.01.SPA.pkg
/flash/cat9k-srdriver.17.11.01.SPA.pkg
/flash/cat9k-sipspa.17.11.01.SPA.pkg
/flash/cat9k-sipbase.17.11.01.SPA.pkg
/flash/cat9k-rpboot.17.11.01.SPA.pkg
/flash/cat9k-rpbase.17.11.01.SPA.pkg
/flash/cat9k-guestshell.17.11.01.SPA.pkg
/flash/cat9k-espbase.17.11.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.11.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on Active/Standby

*Jul 24 21:45:21.695 IST: %INSTALL—5—INSTALLiAUToiABORTiTIMERiPROGRESS: RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds [RO] Activate
package (s) on RO

[RO] Finished Activate on RO

[R1] Activate package(s) on R1

[R1] Finished Activate on R1
Checking status of Activate on [RO R1]
Activate: Passed on [RO R1]
Finished Activate

*Jul 24 21:45:25.233 IST: %INSTALL—5—INSTALLiAUToiABORTiTIMERiPROGRESS: R1/0:
rollback timer: Install auto abort timer will expire in 7200 seconds--- Starting Commit

Performing Commit on Active/Standby
[RO] Commit package(s) on RO
[RO] Finished Commit on RO
[R1] Commit package(s) on R1
[R1] Finished Commit on R1
Checking status of Commit on [RO R1]
Commit: Passed on [RO R1]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Mon Jul 24 21:46:18 IST 2023

(¥) install add fileactivate commit =~ > R& AT L7-#IZ, Y AT AZABICY v —F
LET, VAT LZFEHTYIr— FTH50EIHY £HA,
W= a v DR
show version
AA=YUBREEILEEDL, Z0avr REEHLTH LA A=V DNV g V2R LET,

GE) V7 U 2T ARA—TEE 7L —RLTH, ROMMON O/ X— 3 L HEIIC A
T L—RENFE¥A, EHINREOEFIZRY T,
& D show version 1< > ROHIFITIL, 5734 ZAD Cisco I0S XE Dublin 17.11.1 4 A— D
TERPF R I TWET,

Switch# show version
Cisco IOS XE Software, Version 17.11.01
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. Cisco StackWise Virtual £ & T 2 7 )L ZA—/8—/\A H £ 21— LA TD In Service Software Upgrade (ISSU)

Cisco IOS Software [Dublin], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.11.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2023 by Cisco Systems, Inc.

<output truncated>

Cisco StackWise Virtual 5 KU T 27 )L A—/N\—/\AH
T2 21— /LR T In Service Software Upgrade (ISSU)

ATy T

ATy T2

Z Z TR S FNEICHE - T, In Service Software Upgrade (ISSU) Z3E4TL £¢, Z Z Tl
TLHFNET, RORITRT YV —RZOHEH LT 723V, ISSU VU —2DHR— B &
OHER SN Y U —2AD—fRIZTHICONWTIE, 20T 7=V V77 LA ~=aT )b
@ Tn-Service Software Upgrade (ISSU) | Z#ZM L T 7ZXWY,

1R BHIIC
ZOISSU FEIZ, ROV FT VA TORMFEHTE £,

TyFJL—FRIDY)—X |[FERTHIATUE H#

Cisco IOS XE Cupertino 17.9.x |install add file activate issu CiscolOSXE # 7V > 17.12.x
commit

N/A ISSUTIEZ 7 v 7 L— K& | NA

AR—hrLTWEHA, FU
JL—RiZoWnWTix, T14v
A N—)LE— RTOX T T
L—F (51<—2) | #BR
LTL &N,

FIE

enable

¥i#E EXEC E— RZAZNCLET, "ATU—FRKEANLET ERsnHE

Switch# enable

o

install add file activate issu commit

TOavwy REEHLT, MFODAAL v F~DAA—VDOE T a— R, RNy —IJ~DA
A= OPEE, FINEIEST=2EAAL v FOT v T T L— Ry, ¥ _XCoOT7 v 77 L— KFEJE
D—r AR BEELET,

Switch# install add file tftp:cat9k_iosxe.17.12.01.SPA.bin activate issu commit
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WD HSFNE, ISSU FIEIZ L 5 Cisco IOS XEDublin 17.12.1 Y 7 F U =T A A— DA A

F—LERLTONET,

Switch# install add file tftp:cat9k_iosxe.17.12.01.SPA.bin activate issu commit
install add activate commit: START Thu Jul 19 06:16:32 UTC 2023
Downloading file tftp://172.27.18.5//cat9k iosxe.17.12.01.SPA.bin

*Jul 19 06:16:34.064: SINSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:

Started install one-shot ISSU tftp://172.27.18.5//cat9%k_iosxe.17.12.01.SPA.bin
Finished downloading file tftp://172.27.18.5//cat9k iosxe.17.12.01.SPA.bin to

flash:cat9k iosxe.17.12.01.SPA.bin
install add activate commit: Adding ISSU

--- Starting initial file syncing ---

[1]: Copying flash:cat9k iosxe.17.12.01.SPA.bin from switch 1 to switch 2

[2]: Finished copying to switch 2

Info: Finished copying flash:cat9k iosxe.17.12.01.

Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
[2] Add package(s) on switch 2
[2] Finished Add on switch 2

Checking status of Add on [1 2]

Add: Passed on [1 2]

Finished Add

install add activate commit: Activating ISSU
NOTE: Going to start Oneshot ISSU install process

STAGE 0O: Initial System Level Sanity Check before

SPA.bin to the selected switch (es)

starting ISSU

--- Verifying install issu supported ---

--— Verifying standby is in Standby Hot state ---
--— Verifying booted from the valid media ---

--- Verifying AutoBoot mode is enabled ---
Finished Initial System Level Sanity Check

STAGE 1: Installing software on Standby

--- Starting install remote ---

Performing install remote on Chassis remote
[2] install remote package(s) on switch 2
[2] Finished install remote on switch 2
install remote: Passed on [2]

Finished install remote

STAGE 2: Restarting Standby

--- Starting standby reload ---
Finished standby reload

--— Starting wait for Standby to reach terminal redundancy state —---

*Jul 19 06:24:16.426: %SMART LIC-5-EVAL START: Entering evaluation period
*Jul 19 06:24:16.426: %SMART LIC-5-EVAL START: Entering evaluation period
*Jul 19 06:24:16.466: SHMANRP-5-CHASSIS DOWN_EVENT: Chassis 2 gone DOWN!

*Jul 19 06:24:16.497: SREDUNDANCY-3-STANDBY LOST:
(PEER_NOT_PRESENT)

Standby processor fault
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*Jul 19 06:24:16.498: SREDUNDANCY-3-STANDBY LOST: Standby processor fault (PEER DOWN)
*Jul 19 06:24:16.498: SREDUNDANCY-3-STANDBY LOST: Standby processor fault
(PEER_REDUNDANCY_ STATE_CHANGE)

*Jul 19 06:24:16.674: SRF-5-RF _RELOAD: Peer reload. Reason: EHSA standby down

*Jul 19 06:24:16.679: $IOSXE_REDUNDANCY-6-PEER LOST: Active detected switch 2 is no
longer standby

*Jul 19 06:24:16.416: SNIF MGR-6-PORT LINK DOWN: Switch 1 RO/0: nif mgr: Port 1 on front
side stack link 0 is DOWN.

*Jul 19 06:24:16.416: SNIF_MGR-6-PORT CONN_ DISCONNECTED: Switch 1 RO/0: nif mgr: Port 1
on front side stack link 0 connection has DISCONNECTED: CONN_ERR PORT_LINK DOWN_ EVENT
*Jul 19 06:24:16.416: SNIF_MGR-6-STACK LINK DOWN: Switch 1 RO/0: nif mgr: Front side
stack link O is DOWN.

*Jul 19 06:24:16.416: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 1 on Switch 1 is down

3
g
3
S

<output truncated>

*Jul 19 06:29:36.393: %IOSXE_REDUNDANCY-6-PEER: Active detected switch 2 as standby.

*Jul 19 06:29:36.392: $STACKMGR-6-STANDBY ELECTED: Switch 1 RO/0: stack mgr: Switch 2

has been elected STANDBY.

*Jul 19 06:29:41.397: %REDUNDANCY-5-PEER MONITOR EVENT: Active detected a standby insertion
(raw-event=PEER_FOUND (4))

*Jul 19 06:29:41.397: %REDUNDANCY-5-PEER MONITOR EVENT: Active detected a standby insertion
(raw-event=PEER_REDUNDANCY_ STATE_CHANGE (5))

*Jul 19 06:29:42.257: SREDUNDANCY-3-IPC: IOS versions do not match.

*Jul 19 06:30:24.323: $HA CONFIG_SYNC-6-BULK CFGSYNC_ SUCCEED: Bulk Sync succeededFinished
wait for Standby to reach terminal redundancy state

*Jul 19 06:30:25.325: %RF-5-RF_TERMINAL STATE: Terminal state reached for (SSO)
STAGE 3: Installing software on Active

--- Starting install active ---
Performing install active on Chassis 1

<output truncated>
[1] install active package(s) on switch 1
[1] Finished install active on switch 1

install active: Passed on [1]
Finished install active

STAGE 4: Restarting Active (switchover to standby)

--- Starting active reload ---

New software will load after reboot process is completed

SUCCESS: install add activate commit Thu Jul 19 23:06:45 UTC 2023

Jul 19 23:06:45.731: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install one-shot ISSU flash:cat9k iosxe.17.12.01.SPA.bin

Jul 19 23:06:47.509: %$PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload
fp action requested

Jul 19 23:06:48.776: SPM

Initializing Hardware...

System Bootstrap, Version 17.12.1r[FC2], RELEASE SOFTWARE (P)
Compiled Fri 07/19/2023 10:48:42.68 by rel

Current ROMMON image : Primary
Last reset cause : PowerOn

C9500-40X platform with 16777216 Kbytes of main memory

boot: attempting to boot from [flash:packages.conf]
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boot: reading file packages.conf

Jul 19 23:08:30.238: %PMAN-5-EXITACTION: CO/0: pvp: Process manager is exiting:

Waiting for 120 seconds for other switches to boot

FHAF A AR A
Switch number is 1
All switches in the stack have been discovered. Accelerating discovery

Switch console is now available

Press RETURN to get started.

Jul 19 23:14:17.080: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
commit

Jul 19 23:15:48.445: SINSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install commit ISSU

show version

ZOavy REFHLT, LA A==V VEERLET,

R D show version =~ > RO NHITIX, 7734 AD Cisco 10S XE Dublin 17.12.1 £ A —D
HHRNPERINTOET,

Switch# show version

Cisco I0S XE Software, Version 17.12.01

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version
17.12.1, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2023 by Cisco Systems, Inc.
<output truncated>

show issu state [detail ]

Zoa=wy REFEH LT, ISSU 7'a 2 ARERIREIZZ > T RWnWZ 2R LET,
Switch# show issu state detail

--- Starting local lock acquisition on chassis 2 ---

Finished local lock acquisition on chassis 2

No ISSU operation is in progress

Switch#

exit

¥#HE EXEC E— RZ#& T L, =—%—EXEC £— FIZREV £,
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RN (o} P J— N KN » >
24— 795N GTG—T7LADIN—23 20D
(e] N >
TvITOL—Fk
T4 =NV KTl T<T N —kT LA (FPGA) X, YA XA v F BIIFHET DT /T
<~ TN AEY TNAAAO—FTT, ZhbiE, FFEOHEAMEDIERZ FIREIC T 2 Ha E Al
RE7eimBREIBR T,

BIED FPGA N— 3 U 2 R4 5I121%. HiHE EXEC *E— R T show firmwareversion all =<
v REAST D), ROMMON E— FTverson-v 2~ REZ AT LET,

\)

G¥) e FTRTDY T F YT U U —ATFPGADNR— g UAEBEINLDITTIIH Y FHA,

e N—=Va YOEFET, WEOY T N =TT v L— RO—HE LTThi, flliZiEmn
DFNEEETTHHETH Y FH A,
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+ Cisco Bug Search Tool (61 ~—73)

« Cisco IOS XE Dublin 17.12.x D ARERORIE (61 ~=—)

« Cisco IOS XE Dublin 17.12.3 OfigikiF A ORE (62 =2—)
« Cisco 10S XE Dublin 17.12.2 DfEHF-FHDOME (62 ~—3)
« Cisco I0S XE Dublin 17.12.1 Of#R-# - OFE (63 ~—3)

Cisco Bug Search Tool

CiscoBugSearch Tool (BST) ZfEHT 5 &, /S— b —LBFHFKITRL, VI —X, F—TU—
RIZESWTY 7 b =T N7 &R L, AT, i, =g v boFHET—2 24
BTHZeBnTEET, BSTIE, Fy FIV—7 VRAITEHBIOT AL AD N T TN a—
T4 UTITBWTEEREE N ESE D LIRS TVWES, ZOY—ATiE, Z7vT v

VA MIEEDSNTAT T 4 B L BERATNZET 250056 LOWED AT B a— 2
HZEbTEET,

RIEOFEME R -T2, DEZ U v 7 LET,

Cisco 10S XE Dublin 17.12.x O k&R DB

ID RHL

CSCwi67769 9500X/9600X SVL : 9500X/9600X (Z331F 5 ACL v X > 7 OFF [ 4ES DY
A=k

CSCwh35728 SDAF—/N—=L A Ry hT—2 TAAL v FINnHAHREA b ~DMACsec R —
DA

CSCwh91946 PBR R E SN TWAEEIT C9600x T PBR U — 7 035445

CSCwj38294 C9600X-SUP-2 B IPV6 ND /X7 v b & R v 7424
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh35728
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh91946
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj38294

B cisco 105 XE Dublin 17.123 DR FHORIE

ID

ReiL

CSCwi74812

RN—=FF ¥RV TMAC AT —7 7 b L72#%. FEDmatm 7 — 7 /L Ciff
WMAC T RLANTZ T IR

Cisco 10S XE Dublin 17.12.3 DR FH DB

ID

RaiL

CSCwig3012

SNMP OFER T, HEEDO L — 2B 100G KT 7 A 282 4 DD L—2 R
EEND

CSCwh45085

C9600X-SUP-2 : C9600-LC-40YL4CD DOfFE A, 17.12.1 ~DOT v F 7 L—
Rz P8 L2 e— K

CSCwh91796

L2vni ¥ 72 LTWARM., BUM 23515 S iL7a0

CSCwi28679

9500X/9600X : 7" — FF ¥ RV TEAZ L7 224.0.0.1 /37 > A3, R UAR—
FFv XN EHLTEYIRESND

CSCwi06404

CRL BUBIZ R L RIC PRI T v 2t B

Cisco 10S XE Dublin 17.12.2 DR FH DR E

ID

RdL

CSCwh87343

CiscoIOS XE Y 7 N7 = 7 @ Web UL 2T 5 BrMe 4% o agg ik

FEHEIZ DWW TIX,  [Security Advisory: cisco-sa-iosxe-webui-privesc-j22SaA4z |
EZRLTIZEN,

CSCwi91450

C9500X/C9600X - StackWise Virtual : FPHIL 2\ m— K (KBl a—FK
L7-#H : CPUReset)

CSCwe20900

C9500X/C9600X : Stackwise Virtual 23/v— K7 =7 CHHE D MAC T KL A
70T T ATERNIENDD

CSCwh01883

C9600X-SUP-2 : 7w 77 L —R/Z7T7A4<= ) =3 UREHE L TWAE
A . LCAIOFPGA O I — T ) — g U LB TX 720

CSCwh81650

9500X/9600X : LEABA MAIN DB TOXAED J—7~
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh91796
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi28679
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