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https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-1/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-1/model.html
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web Ul o> 27154 [l

Catalyst 9400 Cisco Identity Cisco Access Cisco Prime Infrastructure
Services Engine | Control Server
Everest 16.5.1a 2.1 % F 3 5.4 -
5.5

Web Ul D > R 7 LZEH

WOY 7733 02iF. WebUL ~DT 7B AN ZUBERN—R T 2T V7 " =T N &
P& TWET,

=M= Ko 7EH

F O+ 4%k | DRAM =L e PEA N S
233 MHz L\ E2 |512 MB? 256 1280 x 800 LA k= | />

2 | GHz & Hf1s
3 | GB DRAM % #1457

YI LI TEH
ARV—=T 42T VRT LA
* Windows 10 LARF
* Mac OS X 10.9.5 LA
PAArA
* Google Chrome : /N\—7 = > 59 LI (Windows 33 & O Mac)
* Microsoft Edge
* Mozilla Firefox : 73— 3 > 54 LI (Windows 35 & OY Mac)

o Safari : /X— 3 2 10 LI (Mac)
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B,
=% =R

FACRERT—=)TDHA R4

sS4 (27 =)
R =N TDOHARTA L (29 =)

- N

FJA4t 2R
Z Dk 7 v a3 TlE, CiscoCatalyst9000 2 U — & A A » F T ARERERED T A v Ay
=IO WTHBI LET,

FA4AE AN

Cisco Catalyst 9400 > U — X A A v F THEHAHER Y 7 MU = THERIZ, RO L HI12, FEARFE
TIXT7 RAL DT B AL~ULICHEENET,

HEXSAEUR

» Network Essentials

« Network Advantage : Network Essentials 7 1 -z > A Cf i AIRE 72 HHE & 1B MREE S & F v &
R

TrAUS4€UR
T RA T4 A2iE, BRI L LT Network Essentials ¥ 72 1% Network Advantage 73243

TY, 7T RAVTA B A VLUV TIL, AA v F 72T T/ < Cisco Digital Network Architecture
Center (Cisco DNA Center) ThI AadA /) N—3g L LR H eSS LN ET,

* DNA Essentials
« DNA Advantage : DNA Essentials 7 1 & > A T ] Al BE 72 BERE & B NSRE N & ENE T,
7Ty 7 —LYAR— MIETHEREBM L, BREZEHTEL 7B A LUV B R

J %1%, Cisco Feature Navigator {1 ] L £, Cisco Feature Navigator {27 7 & 24 5213,
https://cfing.cisco.com (ZHEF F T, cisco.com DT T v MILEH Y THA,
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SAEVRERT—YTDHA RS54 |
B sraens o zE7 L cmmms

FEHARELE M4 U RETILEBRIER
« Cisco I0S XE Fuji 16.8.x LARl : RTU 74 B ANT 7 4L b THY ., 74 L A &EHT
LT DIZY R — F SN TV DHE—DIIETT,

» Cisco I0S XE Fuji 16.9.1 ~ Cisco I0S XE Amsterdam 17.3.1 : A<~— T A B ANRT 7
NETHY, T4 AEEHRT LD R — IR TWLHE—DHETT,
MRV V—=ADY T h =T ary7 4 Xalb—raHA KT, [SygtemManagement |
— TConfiguring Smart Licensing] &ML T Z X0,

* Cisco IOS XE Amsterdam 17.3.2a LA : R o —ZfFHHLZA~—FTF7 A4 A (A~—F
TAVVADIIENN—T a3 ) BT 74V ETHY, T4 B AZEHT H72DITH AR —

F I TWDHME—DHIETT,
MEERY U —Z (173xLE) OV 7 b7 ar74F¥al—v a4 RT, [Sysem
Management] — [Smart Licensing Using Policy] ZZ&HR L T 72 &0,

VAT T A ADFERINT OV T, cisco.com/go/licensingguide & 2 L TL 72 &0,

FAELALRN)L  FREDAAESA4 2

JEANLTZT A B ANGR M

RYO—%#FALERAYI—FS4EVR | AX— S5/ E2VR

K DT A &AM HBIE A T e K TABL ALYV AR
HOFEH A, L,

cH TR YS gy T AT o HRNHARGE  TA BV AL AL, 3
EOHMETHES T, G, 54, HOSAE. ET21T T EOHIRM,

RIS T ORI I RSN TO AN T A,

o HAKZ A A (Network Essentials 35 & U" Network-Advantage) D{FE30k L OVEITIL, &
IR ETZIIKATA B AL TOILERD F9,

7 KA T 4 A (DNA Essentials 35 X 08 DNA Advantage) D308 L ONVEITIX, V7
27V Fva rEFAIERNE T AR A A T DB LI T,

e Xy NT—=7 FARVA LNV EBIRLIEGEIET RAV T A BV ALNAREENT
WET, DNA OHREZ T 25815, ARBIRNUIN DRI T A B A2 HH LTyl
EEFEHT D, T RAVITA BV AZIET 7T 4 T LTHBAL v FEYr— KL
THEHART A AERETOER 2k L 77,

CHRTA B RELEBIIT REU T4 B RAEEATHHE, SN TWDHHAEDE
L RSN TV ZRWVHARDEITEE LT E SN,
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| saevrERT—YLIDHAFS1Y
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R1:FAESATVWSHEAEDLE

DNA Essentials DNA Advantage
Network Essentials Xt es FEX s
Network Advantage T4 ]

4 DA DEIZDNA T A £ RO EFRZ O LM AT £3, DNA-Essentials
PIEEA R IIEACE FHA,

Ml TA B ABFELT D EITTEERAL, ZNUHD T A & AL Cisco Smart Software
Manager TIEBF 4077, 90 H THIRRGINIZ 720 3, FHli 7 A B RIZAA v F T2
JHHTE, BAEKRTLZEIETEERA, T A B ABHIRINICR D & D%
275 HiIF R EE S AT A A v — U ER S, ZERURRITERER S ET, Jr—
F#&IZ, BRIHAROUINTZFHML 7 A B AEHET 77 4 _X— T 252 LIFTEERA,
ZHFAR— I B RIZOBEHAINET, M7 A & 2AOE&EIZ, RY o—% Al
LA — o4 A ZITEASNER A,

RF—=J2TDHARI4A4Y
BEREAR 77—V > T DHA KT A T2V TIE, Cisco Catalyst 9400 'V — R A A v F DT —H
=R EZRLTIIEIN,
hitps: Awwwcisco.com/cfa.jpYproducts/collateraliswitches/catalyst-9400-series-switches/b-06-cat9400-ser-data-sheet-cte-en.him
https/Awwwicisco.com/c/enfus/products/collateral/switches/catalyst-9400-series-switches/nb-06-cat9600-series-line-data-sheet-cte-enhtml
hitpss/Awwwicisco.comlenfusproducts collateraliswitches catalyst-9400-scries switchesib-06-cat9400-scr-sup-eng-chtarsheetcie-enbtml
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Hll R I8 & filf S I8
o PRI & IR EH (31 ~—2)

HIPREIE & HIKISEIA

s AV PE—A T L= Y TS (CoPP) : system-cpp policy CRESNIZS T ANT
T AN MEOEFEOHA, TNHD Y T AT AEHRIT showrun 2~ > RTEREN
FHA, fRPOVIZ, FrHE EXEC & — K T show policy-map system-cpp-policy % 7213 show
policy-map control-plane =~ > & H L T 72 &0,

* Cisco TrustSec D#lFIFFIA : Cisco TrustSec IIWHEA L X —T7 = f ATOAFRETE ., imil
A H =T 2 ATIERETETEFE A,

1|

« Flexible NetFlow O #l|fR=EIHE

o f —H% %y MEBAR— b (GigabitEthernet0/0) % L C NetFlow =2 AR — k&%
ETHIEITTEERA,

s LAY2R— T ¥R, =T Ry T RN EDREEA L H—T = AT
O—E=HERETDHILIITEERA,

LA H =T =2A ADFLHFUTONT, MLEZ A7 (IPvd, IPv6, E/id7—%
V7)) O7n—E=F zBERETLHILITTEEEA,

e N—RT =T ORI Ot77A4Y) </ FL—rSFPIZ, BEIxIv=—2 3 0 ko
T—E#DOAR— N THEDO AR —ENHEAET HAREMENH H7-0, SVL £721LDAD U 72
I L CWERA, FEHTLEAE, WA CEHEICRE L T EEW, KEsE N H
XN ET (B : SFP-10/25G DA 1%25G, QSFP-40/100G DHA1E100G) . £7-. V>
7 O~/ F L — K SFP THHILENRH Y . T TD SVL £72iXDAD V > 7
A— NI~V FL— bk SFP 2T H2LERHY £, T34 ATHMA I TV 5D SFP
OYFR T 1 T 4 BAFRT HI21E. showinterfacestransceiver =~ > Ra&fEH L £,

e N— R =7 OFIFRFIE : Cisco QSFP-4SFP10G-CUxM [E#44fedi 7 — 7 v 2 9 5 35
A HEIX I o —2 a 0BT 740 FTEINCRY 7, &9 — ok cHEiR A
v—va R AR— FERTWaeWgAE, VU EEILERA,
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o YA EE M OHIBREEIE : Cisco QSFP-4SFP10G-CUxM E. B8R 7 — 7 L & H L 7= 40G
Vo Z71Z8WT, U7 O Catalyst 9400 > U — R AA »FTH 9 — 573 Catalyst
9500 >V — R AL v FOHAE, VU ZITEE LRWIN—FTORT v FIREBIZR Y £,
DT A A O HE PO R A B8 51213, Catalyst9500 > U — R ZA v F DA
VA —7 x A ATspeednonegotiate =~ > RZMH L ET, Zoa~r NE, HEpxrIT>
T—vaEEHCLCY U ET v R LES, BRIy =—va &2t S
(2%, no speed nonegotiation ==~ > K& L £,

» In-Service Software Upgrade (ISSU)

e AV —UU—ZA KM A (l6x, 17x, T3 18x) WTIE, ISSU X3 HELIAIZY
V—ZAEN52250EMBTHHR—rEINET,

e AV —VU U= KL AYANT, ISSUIFKROHEICT R —hENTWET,
{LE D EM (EM1, EM2, EM3) 72550 EM (EM1, EM2, EM3) ~
B0 16.9.x 705 16.12.x ~, 17.3.x 05 17.6.x ~, 17.6.x 7*5 17.9. x ~
s [fAl—EMAOTXTHOY J—R
B0 16.9.2 775 16.9.3 £721% 16.9.4 £721% 16.9.x ~, 16.12.1 205 16.12.2 £721%
16.12.3 £721316.12.x ~, 17.3.1 205 17.32 £721% 17.3.3 £/213 17.3.x ~
e AV X =V U= LA HTIE, ISSUIIKROHFHICHRE—FENTHEEA,
ATV =V U =AML A DEMMPORIDAT ¥y —U U—Z ML A D EM ~
Bl 0 16.xx 5 17.xx ~, F721E 17.xx 05 18xx ~ETHHR— ~ 54t
*SM 725 EM, F£7ZILEM 225 SM ~
Bil 2 16.10.x F721E 16.11.x 235 16.12.x ~EV AR — hxfgsh
ISSUIX, =P =T VT AR YL VU —=2ABLWVsA A=Y (FITENITHH
TLHHD) TEPR—FENTVER A,

<ISSUIE, 74 BV AT —H A 11— Rif5{t (LDPE) & ~A o— RIFS{LEED 72
VY (NPE) CiscolOSXE V7 b =T A A—VHETIEEYFR— SN TWER A,

cISSUX T 7 L— RiEhAR—FrShEHEA,

+ Cisco IOS XE Fuji 16.9.x 7> & Cisco I0S XE Gibraltar 16.12.x ~@ ISSU D FZ4THE, OSPFv3
T interface-id snmp-if-index =~ > R23EE STV W ey MEEDEAT S
AIREVEA D D £77, ISSU ZFATT DFRE. AT F U AMR R NT SA X &R b
U= b0l (AT 2AF— FHEREZEH) L7z, FHT interface-id
snmp-if-index 2~ > RZREL TEBW T 7ZE0Y,

ISSU TIXF U v ZA LR L TT v 7 7L —REFETTEXEIN, AT 2HH
FHICDOBFETTHZ 2B LET,

e VT T =T VY —ATEAINTHT LWVSREE THREDE BN MBI EREIC DN T
1L, ISSU OFEITREZAHNZ LN T 7Z S0,
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AT L= REONN—=Ta DY T ST T A A=V THEHATERVEREIC OV T
1X. ISSU Z#BHGAT DA L CTLIZ &0,

*M2SATASSD RKIA4 7 : 7 —ha—F—/—T 32 16.62r TiL, M2SATASSD K7 A
ZIZROMMON 7' 2 7k (rommon> dir disk0) CT7 7 BARATAZ LI TEERTA, Xt
THT ANV AT ATE NI BT R, ZATROMERNZ L RTZ T — A vt —
MERENET, TORIATIZT—br—F—"— 3 1662r TT 7 AT HLHE
%, EEEIC CiscolOS 7 v 7 Mnb T 7B AL TLEEW,

* No service password recovery : ROMMON 73— 5 > R16.6.1r 3 L UV R16.6.2r TiX, Ino
service password-recovery] HEREITEEH TE £H A,

* QoS DfillF)FIH

QoS Fa—A VIR —EHETIHEIL. Fa—A 2Ty 7 7DEFHDI100% %
BRI T L TLIEIN,

HTAH =T 2 A ZATORY Vo TEI P~ —F o FRY =R R—FIATW
S

e ZA yFRIBA L EZ—T A4 A (SVI) TORY L —D~v—F L IRPR—FENT
b\‘ij‘o

e IR—"Fr RN A E—T A A, FU RN E—T A A, BLOZDOMOGHE
AH =T 2 A ATIL QoS RY —THR—FINEHA,

CAB I Fa— AU TBLOAZ Y2 — T 7 (SQS) IE. 1.4Gbps &2 5 CPU A
TRy e Ry LET,

CJLRME : A= RS PFEV 2 —b =Ry =T) TEUUEERYFR—FINLET, VY
7 h = 7 OITLEMIE CiscoI0S XE Everest 16.6.2 AR CTHR— SN TWET, 72771,
B4 % Route Processor Redundancy (RPR) #&REIZH AN — F S4LE A, Cisco StackWise
Virtual % {# ] L 7= Route Processor Redundancy (RPR) 5§D 7 U v RA—/X— 1 {4
R—hrENEHA,

AA v FA—"—%FEFTT DN, show redundancy. show platform, show platform
softwareiomd redundancy =~ > R&fEH LT, M5OSSO B INTNDH I &, BX
OIOMD 7B ANRET LTNDHZ L EMERL T ZE0,

% @ showredundancy O H /11 Clid, W HFDOSSONERINTWD Z L 2R TE £,

Switch# show redundancy

Redundant System Information :

Available system uptime = 3 hours, 30 minutes
Switchovers system experienced = 2

Standby failures = 0

Last switchover reason = active unit removed

Hardware Mode = Duplex
Configured Redundancy Mode = sso
Operating Redundancy Mode = sso
Maintenance Mode = Disabled
Communications = Up
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Current Processor Information

Active Location = slot 3
Current Software state = ACTIVE
Uptime in current state = 2 hours, 57 minutes

Image Version = Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.8.1, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Tue 27-Mar-18 13:43 by mcpre

BOOT = bootflash:packages.conf;

CONFIG_FILE =

Configuration register = 0x1822

Peer Processor Information

Standby Location = slot 4

Current Software state = STANDBY HOT

Uptime in current state = 2 hours, 47 minutes

Image Version = Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.8.1, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Tue 27-Mar-18 13:43 by mcpre

BOOT = bootflash:packages.conf;

CONFIG_FILE =

Configuration register = 0x1822

7X@ show platform softwareiomd redundancy =~ > KO FITIE, 5D SSO 23K
INTNWBHZ L, %c]:(ﬁHA_STATE 7 4 —IJL MR ready(:f{ﬁofl/\é L EMRTE 32_,9%0

Switch# show platform software iomd redundancy
Configured Redundancy Mode = sso

Operating Redundancy Mode = sso

Local RF state = ACTIVE

Peer RF state = STANDBY HOT

slot PSM STATE SPA INTF HA STATE HA ACTIVE

1 ready started ready 00:01:16
2 ready started ready 00:01:22
3 ready started ready 00:01:27 ***active RP
4 ready started ready 00:01:27

<output truncated>

K@ show platform =< > RO AIBITIE, TXTOITA L I—REV2—/LEA—/3—
NAYPEY 2—/LD state N ok TR TCND I L EMERTEES, ik, IOMD 7'
BANET LIZ &2 RLET,

Switch# show platform
Chassis type: C9407R

Slot Type State Insert time (ago)
1 C9400-LC-24XS ok 3d0%h
2 C9400-LC-48U ok 3d0%h
RO C9400-SUP-1 ok, active 3d09%h
R1 C9400-SUP-1 ok, standby 3d09%h
Pl C9400-PWR-3200AC ok 3d08h
P2 C9400-PWR-3200AC ok 3d08h
P17 C9407-FAN ok 3d08h

<output truncated>
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etX 27 /L (SSH)

eSSHNN—V a2 HLTLEIV, SSHAA—V g v 1 FPR—FINTWEE
/\Jo

* SCP 35 L UVSSH DR 5L ED I THIX, SCP DFEAIY 7' aE ANETTHE T,
TNAAD CPUNEL 2B EREESNET, SCPIX, *v hI—27 EOF R b
MTOT7 7 A NEEEEAZTR—FLTHEY, HEEICSSH 2 L £,

SCP 1 L OV SSH OHFAEIZBIEI T N— R Y = TS b = P THR— F STV
W2, B b EEE DT e AN Y 7 b 2T TEITIND Z & TCPU BEL
720 %4, SCPEBILVSSH O 7' 1t &2 L5 CPU RN 40 ~ 50% (272 DA M
HVETNH, TAABY Yy MU ENDLZ EIEHD FHA,

e RV v—%MHLIZA~— T4 &2 A : CiscolOS XE Amsterdam 17.3.2a DR, R U >—
EHEHLIEAY— N IA B AOHEANZLY, WAV AZ U RAETNEIT N, ZADKRA b
£ %3 E L TH, Unique Deviceldentifier (UDI) DAMNFRINET, ZORTRODEEIT,
PIHTD Y J—=ZATEHRA MBRFERENTOWETRTOIA B Aa—FT 4 VT 4 La—
P—A U H—T 2 A ATHRTEET, ZHICEVMOENDT A AREENEEEZ T
HZEIEHY FRHA, ZORIRIZHT HEHBERIZH D A,

ZORIROEBEEZ T HTIA L A2—T 4 VT 4 ba—W—of L Z—T = 1 RITIT,
Cisco Smart Software Manager (CSSM) . Cisco Smart License Utility (CSLU) . Smart Software
Manager On-Prem (SSM On-Prem) DOANBEENE T,

Z OfilfRI%, CiscoIOS XE Cupertino 17.9.1 22HHIBRSNE Lz, RA MEREL., HA
NG DT T AN —EBhZT 5 & (nolicense smart privacy hostname 7' 2 — 3L =1

TA4FXalb—varavwy ) | RAMERBRELA CAZ U APLRES, EET
Ha—HP—Af L H—T x4 A (CSSM, CSLU, SSM A > 7L I R) IZFKrEINET, 7
HIZOWTIE, 2oV UV —20a~vr R U777 Ly RAEZSBLTIESND,

TACACS L J v —a~ 2 R LA —tacacs-server host =~ > RAFRE LW TL 2 &
W, Zoavwy REELRESNE L, A ALETEITENTWDLY 7 h =T /=g
M Cisco 10S XE Gibraltar 16.122 LIBED Y UV — A TH HGE, Vv —a~r REefiH
T 5 ERAENKILT D AREHERH Y £9, Fe— b a7 4 Xal— g3 E—RT
tacacsserver =~ R&fEH L1,

T Ty OB L TR A= SR— AL FE D 2— L ERY T DB, A v F
= R—BED Ry MEKER/NRICIZ D201, Ty 7Y o7 25t Riglcd5 2
LERHERELET,

T TV Y ORFIRRBEL X, HHFDA— =R FEL 2 — VDRI, F—T = A
AR CEZATDNT =BT 2= R3HLREOZ L TT, &z, hTri—
ANSELY T B AL T 220 TenGigabitEthernet 4 > % — 7 = A AT 7 4L D 10G E—
FTEMELTWDELET, 2056, b9 DA/ =AM FORIET HA 5 —
72 A RZ10G b T =R BIUE, EROITFRARIE L 220 9, xIFRZIREBIC T
5Z&T, SWORT Y MEKE =P —2 7 AR = U AREEESIVE T,

T w7V BRI D DI, —HDA—R=NAFIZ T —EERE ) —
DA=N= AP L —FH LIRS v F =T =2 ADXT R 1 DL LB DHHETT,
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» USB OFB3E : CiscoUSB 74 7 &2 A v FICHHET D L BHFOR S{Ldidd & —¢
RIA 7 ORFENRITESNE T, USB K74 70T O F—2kE Sh vz
password encryptionaes 2~ > R&Z AT HLaL Y —/MIIKDA v E—VRERENE
j—O

Device (config) # password encryption aes
Master key change notification called without new or old key

* Catalyst 9000 > U — X AA v FIL, MACsec A1 v FMgkis AR — s LET, F— 31—
LA Ry NU—27 TAL vy FinHHRA M~OMACsec #fit A ET 5 2 L ITHERR S h
Ao BEIFDAA v FMNEHRA F~DMACsec DFEIEF - 13RE L B2 —IZ2o0 T, v &
D EEHYEF LT ¥ 28— =BV EbEL I,

* VLAN OHIfR: A A v FORERHZT — X &5 ?-:‘MM’/%:”E%L AA W F AL 74
R CHE VLAN L3872 57 —# VLAN ZHERFT 2121, PIHICER SN oBEZ1T 9
ZEEBEIODLET, 10D E—T A A LDF— 5’& F‘“ﬂ%)‘/f/_xﬂfcﬂb
VLAN B3R E STV A A, CPUERAENEL 720 | T3 ARNEELZZ T 5 AlHEMEN
HYET,

*YANGT—Z T U o 7 OHIBRHEIHE : ¥ — b &35 NETCONF D K[AEEYE v v a 4
X200k v g TY,

« Embedded Event Manager : ID f X s 1 7 7 # %, Embedded Event Manager CiX ¥ 7" —
FENTWERE A,

s T ANVAT AT v (fsck) 2—T 4 VT 41F, £ VA F—LE— KTV HR—F
INFEH A,

* serviceroutingmdns-sd =~ > RidFElE S Ed, oV IZ, mdnssdgateway =~ N4
LTI,
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ROMMON # & U CPLD D/N\—2 3 >

*« ROMMON B L WNCPLD ®D/X—Y 5 (37 _—)

ROMMON 45 & U CPLD D/N\—2 3 >

ROM £=%— (ROMMON)

ROMMON (7 — hr—& — & LTI, T3 AOERBAEZITY By MREZETEND
Ty —hU=z7TY, Taktyh =Ry =TEYHLL, AL —FT 4T VAT LA VT
F7 =7 (CiscolOSXE Y7 hU =T A A=) ZEHELET, ROMMON I, A1 »F LD
WDV TNL N T2I) A B =Tz A (SPI) 7T v 2T A AUFEENF T,

e T4 L TR EENTVDDIE, T ADBREBAT L0 23V Y
M 272N 2T A3 EEIT 5 ROMMON T,

e T— LTV ZZIRESNTWAROMMON IRy 7 7 v Fabt—T4, 794~V N
@ ROMMON 2R+ 25 L, 2—LFT 2 SPI 7 T v 25 234 A ROMMON 78 H #i#/J1Z
EEL £,

T7 =AU zT DREEEMBI LY, FEL VR — 35121, ROMMON O 7 v 77
L— RBMBEIZRDZEENHD TN, T XTOV Y —2ZHLWWAR— g UNFEETH & T
R £ A,

BETIOIS<TTILHET/AM X (CPLD)

CPLDIX, "— Ry =77 u /o< V7 7—Ly=T&2ELET, 77— U =T ORESL
IR LUT-0 . FHEREZ YR — F45101%, CPLD DT v 77 L— RNLEICRHIBENRH Y
FT, FTRTOY V—RZH LWA—V 3 URFEET D LIXRY 8 A, CPLD A—V 3 v
DT T T L—RIatR L, Y7 NT2TAA—VDT v 7T b— RRIZFETTHLENRD
nET,

W DFIZ, Cisco Catalyst 9400 2 U — R A—s%— A 4 £ 2 — /LD ROMMON # L O} CPLD
DR—= g NE#RZR LET, CiscolOS XE 16.x.x U U — A% ROMMON 3 L U8 CPLD /3 —

Va UERICOWVWTIE, TRENDT T v b7 4 — L D% T 5 CiscolOSXE 16.xx U U — A
J—FESBLTLIEEN,
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B rovmon 55U PO O8—U >

ROMMON # £ U CPLD /83— 3> |

J1)—=x ROMMON /\— CPLD /\—< 3 > |ROMMON /\— CPLD /A—2 3 >
D= (C9400-SUP-1. vav (C9400X-SUP-2,
(C9400-SUP-1. C9400-SUP-1XL. (C9400X-SUP-2., | C9400X-SUP-2XL)
C9400-SUP-1XL. C9400-SUP-1XL-Y) | C9400X-SUP-2XL)
C9400-SUP-1XL-Y)
17.13.1 17.10.1r 20062105 17.12.11[FC1] 21080305
Dublin 17.12.4 17.10.1r 20062105 17.12.11[FC1] 21080305
Dublin 17.12.3 17.10.1r 20062105 17.12.11[FC1] 21080305
Dublin 17.12.2 17.10.1r 20062105 17.12.11[FC1] 21080305
Dublin 17.12.1 17.10.1r 20062105 17.12.11[FC1] 21080305
Dublin 17.11.1 17.10.1r 20062105 17.11.1r 21080305
Dublin 17.10.1 17.10.1r 20062105 17.9.11[FC1] 21080305
Cupertino 17.9.5 | 17.8.11[FC1] 20062105 17.9.3r 21080305
Cupertino 17.9.4 | 17.8.11[FC1] 20062105 17.9.3r 21080305
Cupertino 17.9.3 | 17.8.11[FC1] 20062105 17.9.3r 21080305
Cupertino 17.9.2 | 17.8.1r[FC1] 20062105 17.9.2r 21080305
Cupertino 17.9.1 | 17.8.11[FC1] 20062105 17.9.11[FC1] 21080305
Cupertino 17.8.1 | 17.8.1r[FC1] 20062105 17.8.1r[FC1] 21080305
Cupertino 17.7.1 | 17.6.11[FC2] 20062105 17.7.11[FC3] 21080305
Bengaluru 17.6.7 | 17.6.1r[FC2] 20062105 - -
Bengaluru 17.6.6a | 17.6.11[FC2] 20062105 - -
Bengaluru 17.6.6 | 17.6.11r[FC2] 20062105 - -
Bengaluru 17.6.5 | 17.6.1r[FC2] 20062105 - -
Bengaluru 17.6.4 | 17.6.1r[FC2] 20062105 - -
Bengaluru 17.6.3 | 17.6.1r[FC2] 20062105 - -
Bengaluru 17.6.2 | 17.6.11r[FC2] 20062105 - -
Bengaluru 17.6.1 | 17.6.1r[FC2] 20062105 - -
Bengaluru 17.5.1 |17.5.1r 20062105 - -
Bengaluru 17.4.1 | 17.3.1r[FC2] 20062105 - -
Amsterdam 17.3.8a | 17.3.1r[FC2] 19082605 - -
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| ROMMON & &£ UCPLD D/A—T 3>
ROMMON 5 £ U ePLD 05— a > [

Jy—=x ROMMON /\— CPLD /A—< 3 >~ |ROMMON /\— CPLD /\— 3 >

2= (C9400-SUP-1. 2= (C9400X-SUP-2.
(C9400-SUP-1. C9400-SUP-1XL. (C9400X-SUP-2, | C9400X-SUP-2XL)

C9400-SUP-1XL. C9400-SUP-1XL-Y) | C9400X-SUP-2XL)
C9400-SUP-1XL-Y)

Amsterdam 17.3.8 | 17.3.1r[FC2] 19082605 - -

Amsterdam 17.3.7 [ 17.3.1r[FC2] 19082605 - -

Amsterdam 17.3.6 | 17.3.1r[FC2] 19082605 - -

Amsterdam 17.3.5 | 17.3.1r[FC2] 19082605 - -

Amsterdam 17.3.4 | 17.3.1r[FC2] 19082605 - -

Amsterdam 17.3.3 | 17.3.1r[FC2] 19082605 - -

Amsterdam 17.3.2a | 17.3.1r[FC2] 19082605 - -

Amsterdam 17.3.1 | 17.3.1r[FC2] 19082605 - -

Amsterdam 17.2.1 |17.1.1r 19082605 - -

Amsterdam 17.1.1 |[17.1.1r 19032905 - -
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ROMMON # & U CPLD DA—Ca > |
B rovmon 55U PO O8—U >
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. 8.
=% =R

ZAAYFIYITIRYTTFTDOTYTHL—FK

VT NI =T N—T g UOMER (41 *—)

VTR T A A=Y (4] =)

«ROMMON D7 w77 L—FK (42 =)

VT MU T A VA=) av R (43 %—)

e A VAR E—RTOT v 77 L—F 43—)

e A VAN—NE—RTOX YT L—K (51 X—)

MR TR T T TN Yy TNA AN a DT v T L— R (59 N—)

) N — 5 S =

)T b7 N—2 3 DR
CiscolOSXE VY 7 N =T ORI —T 7 A4 UF, VAT AR—RDT T v 2T 3, A
(flash:) IZRIFENE T,

show version ¥4 EXEC 2~ R&2MHTH L, AL v T THEHLTWDL Y 7 by =T /83—
varkzlRTEEd,

)

CE)  showversion DHENIZIZAAL v FTHEB L TWEY T MY =T A A—INFICFERENET
N, RBICERINAETALITTHHHFEORETHY, VI N NTI=2T I3 AT v
JL—RLTHEREINEEA,

FE7-. dir filesystem: $7# EXEC 2~ REMH LT, 77 v o AEVIZRIFEL TV D ATHE
HOHLMD Y T N T 2T A A=VDT 4 L7 M)A EFRRTEET,

JIbE9IT A A=

)1)—=R A A= BAL4T 774ILA

Cisco IOS XE 17.13.1 CAT9K I0SXE cat9k iosxe.17.13.01.S

A u— FEFEA{k7r L (NPE) |cat9k iosxe npe.17.13.
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ZLYFYIrIT7OTvTIL—F |
B rovmono7 o5 L—

ROMMON DO 7w J45 L—F

FTRTCOAT Y=V IV —RAL AT F LAY UV —R T H S35 ROMMON £72 (37— b —
H—=DRX— g U a R A5121E. TROMMON B X OXCPLD OX—T g (37 X—0) |
HERLTLLIEE N,

VI NG 2T NR—=TarkT v 77— RTDE1EIF%IC, ROMMON 27 v 77 L— K9
HZENTEZET, 7T VL—REOY 7 =7 13— 3 o THLVOROMMON X— 5
UHIMERTRERG AR, LFOLIICFEITLET,
« T A< VUSPI 7T v 2T /N4 ADROMMON O » 77 L— K
ZOROMMONIZHEIINZT v 77 L —RENFET, AL v TFORFDOY U —RANHZEN
POV V=2 2O TT v 77— K35 X2, H LU U —Z(ZH L\ ROMMON
N=Pa v BbbHAE. AL v FON—=FT =T A=V a3 SN TT T A~ Y SPI
7T v aT A ADROMMON 2"HBIRICT v 77 L— REN £,
e I— /LT SPI 7T v 2T /A4 ADROMMON O F v 77 L— K

ZOROMMON IZFEHITT v 77 L— NT H4%ENH Y £4, upgraderom-monitor capsule
golden switch =~ > F{3%#H EXEC E— R TANILE T,

\}

GE) o« I —/)LF . ROMMON O7 v 77 L — KX, CiscoIOS XE
Amsterdam 17.3.5 LABED Y J — 220 H@H S E T,

« FPGA D/3— 2 A3 17101705 LRI DA, S—/LF >
ROMMON D7 v 77 L— RiZKB L £9, FPGAD/A—V g
CET T T L— T 5IKiE, MR T eI T m
oI TNRAANRN=Da DT v T T L— K (59—) |
AL T EEN,

» Cisco StackWise Virtual Dt >~ b7 v 7OEEIX. 77T 47
LAHUNRADA—R— R P 2 — N ET v T L — K
LET,

AT ATV T 4Oy T v TORRE, TIT 4T
LAFUNRAADA—R—= R P 2 — 5T v T L —FK
LET,

ROMMON®T v 7/ L—R&N5E, ROV o— RERZERCR Y 9, ZOKICLIETOY
JU—ZIZRELTH, ROMMON (Z# 7 7 L— RENFHA, EHEDOROMMON [XLLRTD T
XTCOY Y —REHR—FLET,
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| RAvF VI z707vTIL—F
votyz7 4o b—nazok |

VIO T7AA =)Lk

YIFDZTT7 AR =)L ATV FOBHE

BELET7ANEBAL L AN—LLTT 7T 4 7fbL., Va— &R IND LI ICEE
Zaly ML, ROa~vy REFEITLET,

install add file filename [activate commit]

ALARN=NT 7 ANVEREINIA A S—V, T T 074, 2w b, Fik, E2IEHIER
THIZE, WOa~vy REEITLET, install ?

add filetftp: filename AL A=V Tr7A NN —R)F— Rl —3 g 00
LT NRAAZa—L, YTy "7+ —LEA A=V D/R—
CarvOHRMMTF = v 7 BFITLET,

activate [auto-abort-timer] |7 A L5775 4 7{b L. A 2%V ua— RRLET,
auto-abort-timer ¥—U— KA 2=V D7 77 4 7{bx BE)
Blze—n Ny 7 LET,

commit Jr— FELEEREHE SRS LI LET,

rollback to committed B#lcay b Lisn—Va L iclfidn—A "y 7 LET,

abort T ANDT 7T 4 TAbEHIEL, BIEDA A b—/LFIED
BIARTICET L TV A= g e — A"y 7 LET,

remove KRB LOET 77 4 THREDY 7 b =T A VA R—/L
Ty A NEHIRLET,

> O 2 >
A 2AM=I]LE—FTODT7YTIL—F
WOFNAZHEN, £ A =L E—FRT, BBV V—ZANnLHDY V-7 v 77 L —RKL

T, VI NI 2T A A=V DOT v 77 L— REFEITT HIZIE, boot flash:packages.conf % i
AL TIOS Z BT 2 MERH Y £7,
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ZLYFYIrIT7OTvTIL—F |

B xt—rz—rToryIisL—¢

1R BHHEIIZ

A

IR

T w77 L— RREZIE, ROEBEHA RTA AW DERH D 9,
« AL v T DEFREFHRALRNTLZEN,
FBIEZUM L0, A== RS PET 22— L ZRDHN LT LT EEN,

e V¥ —TNOWNWTNIPDA— =R, PFE 2 — LT T — ha—FDT v 7 L— K,
FIAAL v TFNEBHLTNDEEIZ, O TAM TV T By T v 7HN) Wi
MDD A—R=RA YDA T A AFAB L OAH (OIR) 2#F(TLARNWTL &L,

c AA wFNEEIL TWAHEXIT, A v TF LT ED 22— (50— F) OOIR % FE{T

L2ANTLSEE W,

fot

Y

S
Cisco Catalyst 9400 3 ) — XA —/R— 34 % | ¥ 2 — LOEREZUIWT LT, 5 BLINICEH#E

G¥)
5L, 7— b SPI BT B AEEMERH VY £,

-
—

DOFIEZ, ROT v 7 7L —RDOTF VA THEHTEET,
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| RAvF VI z707vTIL—F

tvz2b—nE—rTn7yITL—F |}

T71r—FKL, 7—bhu—=%
ECPLDDT v 77 L— K%
FETLET, mHIDOA—/3—
NAYPFOT v T T L— RR5E
TLEL, 2BBDA—/R—
PNAPTED S L & AT
WET, WHDA—/3—s3A
YRT v 77— REnk
O, M T XA ZEVT 3%
ETCENLEFHAL TRET
xET,

GE) 20D A—IR—
% Cisco 10S XE
Everest 16.6.1 7>5 LA
BV U — A (C[RIEE
W7y 77— KL
RNTLIZE N, A
KFlCT > 77 L— K
THE N—FU=x
T CREENEAET D
AREMENH D F T,

Cisco Catalyst 9400 >/
V—=XZA v FDY
Y—RA /) =D
[Cisco IOS XE
Everest 16.6.x] —
(2A v F V7 |k
T DT ST
L—FR] - [
r—/LE— RTOD
ToFTL—FK] O
T r— RFIAE
ZIEVE T,

Cisco IOS XE Everest
16.6.2 LUFED Y U —
A

ZOFETIE, 777478
KXORE ATl D A—
IN—= N PE 22— LA
A=V AEIZaE—LE
Ty WD A== P E
Va—ARREHZT v T
L—R&EhET,

N/A

79T L—FRRID |FRISNDR—N—NA R | KRIDT v T L— |7y TIL— K%
)1)—2x E k%

(7T L—FmD))—

AITERENET)
Cisco gOS XE Everest | Bi— 2 —/%—/31 # %7 » | Cisco IOS XE Everest | Cisco IOS XE 17.13.x
16.6.1° 16.6.3

> Cisco I0S XE Everest 16.6.1 7B ZNLED Y U —R 2T v 77 L— KT B84, 7T v
T L— RITIZEWRFRIDN 0256035 D . ROMMON B XOMA T v/ J~ 7 )L inH
T34 A (CPLD) OF7 w77 L —RIZko Ty AT aN3IMEY Yy hanxd, 27—
k7N AA v FF—,3—|L, CiscoIOS XE Everest 16.6.27> 5% R — ks I TWET,

o7 var ol IfE, ingall 2~ K&fH L T Cisco I0S XE Dublin 17.12.1 2> Cisco
IOSXE 17.13.1 7 v 77 L — R+ 550 DT,
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FIE

I V=T v
install remove inactive

ZLYFYIrIT7OTvTIL—F |

Toavwy REFEALT, RENFARELTWAEASICEWWA VA N—NLT 7 A NVE T ) —
Ty 7L, 77y 2l 1GB U EOMHEKEZMHEAE LT, LA A—VERERBELET,

WROFIL, install removeinactive =2~ REFEH L TRIEHO 7 7 ANV E 7 V=T v 7 LT

SEDOH N R L TWET,

Switch# install remove inactive

install remove: START Mon Nov 27 14:14:40 UTC 2023

Cleaning up unnecessary package files

No path specified, will use booted path flash:packages.conf

Cleaning flash:

Scanning boot directory for packages ... done.

Preparing packages list to delete
cat9k-cc srdriver.17.12.01.SPA.pkg
File is in use, will not delete.
cat9k-espbase.17.12.01.SPA.pkg
File is in use, will not delete.
cat9k-rpbase.17.12.01.SPA.pkg
File is in use, will not delete.
cat9k-rpboot.17.12.01.SPA.pkg
File is in use, will not delete.
cat9k-sipbase.17.12.01.SPA.pkg
File is in use, will not delete.
cat9k-sipspa.l7.12.01.SPA.pkg
File is in use, will not delete.
cat9k-srdriver.17.12.01.SPA.pkg
File is in use, will not delete.
cat9k-webui.17.12.01.SPA.pkg

File is in use, will not delete.
packages.conf

File is in use, will not delete.
done.

The following files will be deleted:
[RO] :
/flash/cat9k-cc_srdriver.17.12.01.SPA.pkg
/flash/cat9k-espbase.17.12.01.SPA.pkg
/flash/cat9k-guestshell.17.12.01.SPA.pkg
/flash/cat9k-rpbase.17.12.01.SPA.pkg
/flash/cat9k-rpboot.17.12.01.SPA.pkg
/flash/cat9k-sipbase.17.12.01.SPA.pkg
/flash/cat9k-sipspa.17.12.01.SPA.pkg
/flash/cat9k-srdriver.17.12.01.SPA.pkg
/flash/cat9k-webui.17.12.01.SPA.pkg
/flash/cat9k-wlc.17.12.01.SPA.pkg
/flash/packages.conf

/flash/cat9k iosxe.17.12.01.SPA.bin

Do you want to remove the above files? [y/nly
[RO] :

Deleting file flash:cat9k-cc srdriver.17.12.01.SPA.pkg
Deleting file flash:cat9k-espbase.17.12.01.SPA.pkg
Deleting file flash:cat9k-guestshell.17.12.01.SPA.pkg
Deleting file flash:cat9k-rpbase.17.12.01.SPA.pkg
Deleting file flash:cat9k-rpboot.17.12.01.SPA.pkg
Deleting file flash:cat9k-sipbase.17.12.01.SPA.pkg

(Cisco Catalyst9400 > ') —X XA wF) YY—R/—F
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Deleting file flash:cat9k-sipspa.17.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.17.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.17.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.17.12.01.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---

Performing Post Remove Cleanup on Active/Standby

[RO]
[RO]

Post_Remove Cleanup package(s) on RO
Finished Post Remove Cleanup on RO

Checking status of Post Remove Cleanup on [RO]
Post _Remove Cleanup: Passed on [RO]
Finished Post Remove Cleanup

SUCCESS: install remove Mon Nov 27 14:16:29 UTC 2023
Switch#

ATYT2 FILWAA—VET Ty alla’—

a)

b)

copy tftp:[[//location]/directory] /filenameflash:

ZOavy FEMALT, TFIP ¥ —"\nb 77 v a AEVITH LA A—VEar —
LE, location |%, IP 7 KL RAEITHFRA M TT, 77 ANVAIX. 77 A VEEIEIZHE
MEND7T 4 L7 b Y O ASATHRELET, HLWA A—T% TFTP B — 30 b AEH]
THHAE. COAT v T EAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.13.01.SPA.bin flash:

destination filename [cat9k iosxe.17.13.01.SPA.bin]?

Accessing tftp://10.8.0.6/image/cat9k iosxe.17.13.01.SPA.bin...

Loading /cat9k iosxe.17.13.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
| L O A O

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

dir flash:

ZOAaxy REFEHLT, A A=—YNRT7 Ty Va2l ERICat -3l LamRLE
hd‘o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Nov 27 2023 10:18:11 -07:00 cat9k_iosxe.17.13.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

ATYvT3 7T— NEHERE

a)

b)

boot system flash: packages.conf
Zoavwy REMH LT, 77— M % flash:packages.conf IZEXE L £ 7,

Switch (config) # boot system flash:packages.conf

no boot manual

Cisco 10S XE 17.13.x (Cisco Catalyst9400 > ') —X XA wF) YY—R/—Fk .
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B xt—rz—rToryIisL—¢

2 vy FaHET — MIRETDITE, Zoaxr FEEHLET,

Ay FEREMENET ZLET205H6) .

Switch (config)# no boot manual
Switch (config)# exit

c) writememory

Zoavwry REFERALT, 7 MEREERTFLET,

Switch# write memory

d) show bootvar

WEITZAZ A R

Zoaxy REMEH LT, 77— M (packages.conf) & FE)7— FRiE (no) ZfEZL

=7,

Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist
IPXE_TIMEOUT variable does not exist
CONFIG FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

ATYTE A A—D%T Ty allf A R—b
install add file activate commit

Zoawy REFEHALT, A A—VEA AL LET,

WKDOHENE, CiscolOSXE17.13.1 Y 7 V2T A A= % T T a2 AR VA VA M=V 1LT=

e DM N R L TWET,

Switch# install add file flash:cat9k_iosxe.17.13.01.SPA.bin
activate commit

install add_activate_commit: START Mon Nov 27 22:49:41 UTC 2023

*Nov 27 22:49:42.772: $IOSXE-5-PLATFORM: Switch 1 R0O/0: Nov 27 22:49:42 install engine.sh:

$INSTALL-5-INSTALL_ START INFO: Started install one-shot flash:cat9k iosxe.17.13.01.SPA.bin

install add_activate commit: Adding PACKAGE

--— Starting initial file syncing ---

Info: Finished copying flash:cat9k iosxe.17.13.01.SPA.bin
to the selected switch(es)

Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
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Checking status of Add on [1]
Add: Passed on [1]
Finished Add

install add _activate commit: Activating PACKAGE

/flash/cat9k-webui.17.13.01.SPA.pkg
/flash/cat9k-srdriver.17.13.01.SPA.pkg
/flash/cat9k-sipspa.17.13.01.SPA.pkg
/flash/cat9k-sipbase.17.13.01.SPA.pkg
/flash/cat9k-rpboot.17.13.01.SPA.pkg
/flash/cat9k-rpbase.17.13.01.SPA.pkg
/flash/cat9k-guestshell.17.13.01.SPA.pkg
/flash/cat9k-espbase.17.13.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.13.01.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
[1] Finished Activate on switch 1
Checking status of Activate on [1]
Activate: Passed on [1]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
[1] Finished Commit on switch 1
Checking status of Commit on [1]
Commit: Passed on [1]

Finished Commit

Install will reload the system now!

Chassis 1 reloading, reason - Reload command
SUCCESS: install add activate commit
/flash/cat9k-webui.17.13.01.SPA.pkg
/flash/cat9k-srdriver.17.13.01.SPA.pkg
/flash/cat9k-sipspa.17.13.01.SPA.pkg
/flash/cat9k-sipbase.17.13.01.SPA.pkg
/flash/cat9k-rpboot.17.13.01.SPA.pkg
/flash/cat9k-rpbase.17.13.01.SPA.pkg
/flash/cat9k-guestshell.17.13.01.SPA.pkg
/flash/cat9k-espbase.17.13.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.13.01.SPA.pkg
Nov 27 11 22:53:58 UTC 2023

Switch#

GE) vBZiCVARINTWVWAEEWT 7 AU, 77 v vanbilfEESnEdi,
A VA N =V BT

VI RT2T DALV AR=ARNEFIZETLESL, 77y a3—F 433 I 10HOHF L
U\mq774wk20@.mﬁ774”ﬁ%51&%ﬁ%b\X47%K4yxkﬁwéﬂ
ToR—=Ta U EHERLET,

a) dir flash:*.pkg
WIZ, dir flash:*.pkg =~ > RO AHI 2R L £,
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b)

Switch# dir flash:*.pkg
Directory of flash:/*.pkg
Directory of flash:/

475140 -rw- 2012104 Jul 9 2023 09:52:41 -07:00 cat9k-cc_srdriver.17.12.01.SPA.pkg
475141 -rw- 70333380 Jul 9 2023 09:52:44 -07:00 cat9k-espbase.17.12.01.SPA.pkg
475142 -rw- 13256 Jul 9 2023 09:52:44 -07:00 cat9k-guestshell.17.12.01.SPA.pkg
475143 -rw- 349635524 Jul 9 2023 09:52:54 -07:00 cat9k-rpbase.17.12.01.SPA.pkg
475149 -rw- 24248187 Jul 9 2023 09:53:02 -07:00 cat9k-rpboot.17.12.01.SPA.pkg
475144 -rw- 25285572 Jul 9 2023 09:52:55 -07:00 cat9k-sipbase.17.12.01.SPA.pkg
475145 -rw- 20947908 Jul 9 2023 09:52:55 -07:00 cat9k-sipspa.17.12.01.SPA.pkg
475146 -rw- 2962372 Jul 9 2023 09:52:56 -07:00 cat9k-srdriver.17.12.01.SPA.pkg
475147 -rw- 13284288 Jul 9 2023 09:52:56 -07:00 cat9k-webui.17.12.01.SPA.pkg
475148 -rw- 13248 Jul 9 2023 09:52:56 -07:00 cat9k-wlc.17.12.01.SPA.pkg

491524 -rw- 25711568 Nov 27 2023 11:49:33 -07:00 cat9k-cc_srdriver.17.13.01.SPA.pkg

491525 -rw- 78484428 Nov 27 2023 11:49:35 -07:00 cat9k-espbase.17.13.01.SPA.pkg
491526 -rw- 1598412 Nov 27 2023 11:49:35 -07:00 cat9k-guestshell.17.13.01.SPA.pkg
491527 -rw- 404153288 Nov 27 2023 11:49:47 -07:00 cat9k-rpbase.17.13.01.SPA.pkg
491533 -rw- 31657374 Nov 27 2023 11:50:09 -07:00 cat9k-rpboot.17.13.01.SPA.pkg
491528 -rw- 27681740 Nov 27 2023 11:49:48 -07:00 catSk-sipbase.17.13.01.SPA.pkg
491529 -rw- 52224968 Nov 27 2023 11:49:49 -07:00 cat9k-sipspa.l17.13.01.SPA.pkg

491530 -rw- 31130572 Nov 27 2023 11:49:50 -07:00 cat9k-srdriver.17.13.01.SPA.pkg
491531 -rw- 14783432 Nov 27 2023 11:49:51 -07:00 cat9k-webui.l7.13.01.SPA.pkg
491532 -rw- 9160 Nov 27 2023 11:49:51 -07:00 cat9k-wlc.17.13.01.SPA.pkg
11353194496 bytes total (8963174400 bytes free)

dir flash:*.conf

wiz, dir flash:*.conf =2~ RO NFIZRLET, 7T v aX—=FT a3 D2O0D
conf 7 7 A NVDBERINTWET,

Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

16631 -rw— 4882 Nov 27 2023 05:39:42 +00:00 packages.conf
16634 -rw- 4882 Nov 27 2023 05:34:06 +00:00 cat9k iosxe.17.13.01.SPA.conf

* packages.conf : HLLA VA=V 1L .pkg TJrANVCEXBZ SN AL

* cat9k iosxe.17.13.01.SPA.conf : #1 L < A A h—/L L7 packages.conf 7 7 A /LD
Ny 2T y7Tar—

show install summary

Kz, show install summary =~ > ROz R L ET,
Switch# show install summary

[ RO ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive
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d) show version

AA=VPREHLES, ZOav s P2 LTHLWA A=Y=V a U2 ER L E
D

&R D show version 2~ > ROHFITIL, T34 AD Cisco I0S XE 17.13.1 4 A—T DI
WRFRENTVET,

Switch# show version

Cisco I0S XE Software, Version 17.13.01

Cisco IOS Software, Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.13.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2023 by Cisco Systems, Inc.

<output truncated>

AR =ILE—FTDODEHYHL—K

ZITE B2V IV =ANBHOY Y =R, VA M= E— R TH 7 L— R 5 FE%E
ALET, VI MU TAA—YDOX T T L— R&FTT 5I21E, boot flash: packages.conf
ML TIOS ZEE T 2 MENRH Y £,

1R BHHIIZ
ZOFEZT. OE TS — RO F Y AT TEET,

BUl L— REID Y | FaA S5 R—/S—i\{ PR B8
=R (B s L— ERd 1) —R(ZERE
nET)

Cisco 10S XE 17.13.x ZOFIETE., 7T 4 7B LA % |Cisco I0S XE Dublin
ISA TS A== N BE D 2 — 2 [1T.12x BApTD U U — A
AA—VEABICaE—LET, W5
DA—= /3= PE Y 2 — )LRFFHCE
v L— RENET,

GE) 7abAPIIELLDA—/I—N
AVPEY2—VDE LT TD
AL X OH (OIR) 1T
DRNTLTEE N,
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\)

G HAVV—REEHELTH LS EBAINEZAS vFETNVEL T T L —RTAHZ LILTEF

ATy T

Yh, BEa2—REAINTZY V=L, TOETLDOE/N T N7 2T =29 T,
TRCOBFDON— R 2T KON RU =T ERUCY IV —RIIT v ST —RKTHI &
BEOLET,

ZOkvr7varofifliE, ingtall 2= K& L T CiscolOS XE 17.13.1 5 Cisco I0S XE
Dublin 17.12.1 IZX 7 > 7 L — KT B3ELED LD TT,

FIE

V=TT
install remove inactive

COavwr REFEHALT, FEMELTCWAEEICHWA VA M—=LT 7 A VBT ) —
Ty L, 77 v 2l 1GB U EOMHEBREZMEL T, LA A=V RELET,

KOFENL, ingall removeinactive =< REHFEH L CREHOZ 7 AV E 7 V=0T v 7 LT
YEOHENERLTWET,

Switch# install remove inactive
install remove: START Mon Jul 24 11:42:27 UTC 2023

Cleaning up unnecessary package files
No path specified, will use booted path bootflash:packages.conf

Cleaning bootflash:
Scanning boot directory for packages ... done.
Preparing packages list to delete
cat9k-cc_srdriver.17.13.01.SSA.pkg
File is in use, will not delete.
cat9k-espbase.17.13.01.SSA.pkg
File is in use, will not delete.
cat9k-guestshell.17.13.01.SSA.pkg
File is in use, will not delete.
cat9k-rpbase.17.13.01.SSA.pkg
File is in use, will not delete.
cat9k-rpboot.17.13.01.SSA.pkg
File is in use, will not delete.
cat9k-sipbase.17.13.01.SSA.pkg
File is in use, will not delete.
cat9k-sipspa.l7.13.01.SSA.pkg
File is in use, will not delete.
cat9k-srdriver.17.13.01.SSA.pkg
File is in use, will not delete.
cat9k-webui.17.13.01.SSA.pkg
File is in use, will not delete.
cat9k-wlc.17.13.01.SSA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.
SUCCESS: No extra package or provisioning files found on media. Nothing to clean.
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SUCCESS: install remove Mon Jul 24 11:42:39 UTC 2023

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members

[1]
[1]

Post _Remove Cleanup package(s) on switch 1
Finished Post Remove Cleanup on switch 1

Checking status of Post Remove Cleanup on [1]
Post_Remove Cleanup: Passed on [1]
Finished Post Remove Cleanup

SUCCESS: install remove Mon Jul 24 19:52:25 UTC 2023
Switch#

ATYT2 FILWAA—VHET Ty alla’—

a)

b)

copy tftp:[[//location]/directory] /filenameflash:

Zoavy FEMALT, TFIP Y —"\nb 77 v a AEVITH LA A—VEa —
LET, location |%, IP 7 KL RAEITHRA M TT, 77 ANVAIX, 77 A VEEIEIZHE
MEnd7 4 V7 b U OHXARATIHRELET, #H LA A—T% TFTP Y— 30 S ]
THHAE. COAT v T EAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.12.01.SPA.bin flash:

Destination filename [cat9k iosxe.17.12.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k iosxe.17.12.01.SPA.bin...

Loading /cat9k iosxe.17.12.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
rrrrrrrrrrrrrrrrrrrrerrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrerrrrrrrrrrrerrererrrrrrrrrrrrenny

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)
dir flash:

ZOAaxy REFEHLT, A A=—YNRT7 Ty Va2l ERICat -3l LamRLE
hd‘o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Jul 24 2023 13:35:16 -07:00 cat9k iosxe.17.12.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

ATvT3 7T— NEHERE

a)

b)

¢)

boot system flash: packages.conf

Switch (config) # boot system flash:packages.conf
no boot manual

A v FERHEB T — MIRETAITIE. Z0avy REFHLET, SREITAZ N1 A
A vFELERMENET Y TIHE) &

Switch(config)# no boot manual
Switch (config)# exit

write memory
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ATy T4

Zoa<wry REHFALT, 7T EREERTFLET,

Switch# write memory
d) show bootvar

Zoawry REMHLT, 7— % (packages.conf) & F#Ej7— FiRE (no) ZMERL
ij‘o

Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist
IPXE_TIMEOUT variable does not exist
CONFIG FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

VT RNT2TARA=DEAY LT L—FR
A7 L— RT5I20F, ROWTNLOA T a o EFERHLET,

« install add file activate commit
« install rollback to committed

WRORFITIE, ingall add file activate commit 2~ > K& L TALS v F 2L 7 L— KT
DHT2IT, cat9k iosxe.17.12.01.8PA.bin Y 7 NV =T A A=V %2 T T v allf A M—Jb
LTWEY, TFTPH—NEDY —=ZAA A=V 7T v vallabt—LTRBWLY —A A A—
VEEETEET,

Switch# install add file flash:cat9k_iosxe.17.12.01.SPA.bin activate commit

install add activate commit: START Mon Jul 24 22:49:41 UTC 2023

*Jul 24 22:49:42.772: $IOSXE-5-PLATFORM: Switch 1 R0/0: Jul 24 22:49:42 install engine.sh:
$INSTALL-5-INSTALL START INFO: Started install one-shot
flash:cat9k iosxe.17.12.01.SPA.bininstall add activate commit: Adding PACKAGE

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k iosxe.17.12.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
Checking status of Add on [1]
Add: Passed on [1]

Finished Add

install add activate commit: Activating PACKAGE

/flash/cat9k-webui.17.12.01.SPA.pkg
/flash/cat9k-srdriver.17.12.01.SPA.pkg
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/flash/cat9k-sipspa.17.12.01.SPA.pkg
/flash/cat9k-sipbase.17.12.01.SPA.pkg
/flash/cat9k-rpboot.17.12.01.SPA.pkg
/flash/cat9k-rpbase.17.12.01.SPA.pkg
/flash/cat9k-espbase.17.12.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.12.01.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
[1] Finished Activate on switch 1
Checking status of Activate on [1]
Activate: Passed on [1]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
[1] Finished Commit on switch 1
Checking status of Commit on [1]
Commit: Passed on [1]

Finished Commit

Install will reload the system now!

Chassis 1 reloading, reason - Reload command
SUCCESS: install add activate commit
/flash/cat9k-webui.17.12.01.SPA.pkg
/flash/cat9k-srdriver.17.12.01.SPA.pkg
/flash/cat9k-sipspa.17.12.01.SPA.pkg
/flash/cat9k-sipbase.17.12.01.SPA.pkg
/flash/cat9k-rpboot.17.12.01.SPA.pkg
/flash/cat9k-rpbase.17.12.01.SPA.pkg
/flash/cat9k-guestshell.17.12.01.SPA.pkg
/flash/cat9k-espbase.17.12.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.12.01.SPA.pkg
Mon Jul 24 22:53:58 UTC 2023

Switch#

WO HHHFITIE, install rollback to committed =~ > FEFEH L TAAL v FE2 X T 7 L— R
LTCWET,

FE AUV L= REONR—=Ta N ay hERTWAHEBICDOR, XU 7 L— R
install rollback to committed =~ > R&#HEH L £ 9,

Switch# install rollback to committed
install rollback: START Mon Jul 24 14:24:56 UTC 2023

This operation requires a reload of the system. Do you want to proceed? [y/n]
*Jul 24 14:24:57.555: $IOSXE-5-PLATFORM: RO/0: Jul 24 14:24:57 install engine.sh:
$INSTALL-5-INSTALL START INFO: Started install rollbacky

--- Starting Rollback ---

Performing Rollback on Active/Standby

WARNING: Found 55 disjoint TDL objects.
[RO] Rollback package(s) on RO
--- Starting rollback impact ---

Changes that are part of this rollback
Current : rp 0 0 rp boot cat9k-rpboot.17.13.01.SPA.pkg
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Current : rp 1 0 rp boot cat9k-rpboot.17.13.01.SPA.pkg
Replacement: rp 0 rp_boot cat9k-rpboot.17.12.01.SPA.pkg
Replacement: rp 0 rp_boot cat9k-rpboot.17.12.01.SPA.pkg

Current : cc O cc_srdriver cat9k-cc_srdriver.17.13.01.SPA.pkg
Current : cc O cc cat9k-sipbase.17.13.01.SPA.pkg

Current : cc O cc_spa cat9k-sipspa.17.13.01.SPA.pkg

Current : cc 1 cc_srdriver cat9k-cc_srdriver.17.13.01.SPA.pkg
Current : cc 1 cc cat9k-sipbase.17.13.01.SPA.pkg

Current : cc 1 cc_spa cat9k-sipspa.17.13.01.SPA.pkg

Current : cc 10 cc cat9k-sipbase.17.13.01.SPA.pkg

Current : cc 10 cc_spa cat9k-sipspa.17.13.01.SPA.pkg

Current : cc 10 cc_srdriver cat9k-cc_srdriver.17.13.01.SPA.pkg
Current : cc 2 cc_srdriver cat9k-cc_srdriver.17.13.01.SPA.pkg
Current : cc cc cat9k-sipbase.17.13.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.13.01.SPA.pkg

Current : cc cc_srdriver cat9k-cc_srdriver.17.13.01.SPA.pkg
Current : cc cc cat9k-sipbase.17.13.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.13.01.SPA.pkg

Current : cc cc_srdriver cat9k-cc_srdriver.17.13.01.SPA.pkg
Current : cc cc cat9k-sipbase.17.13.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.13.01.SPA.pkg

Current : cc cc_srdriver cat9k-cc_srdriver.17.13.01.SPA.pkg
Current : cc cc cat9k-sipbase.17.13.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.13.01.SPA.pkg

Current : cc cc_srdriver cat9k-cc_srdriver.17.13.01.SPA.pkg
Current : cc cc cat9k-sipbase.17.13.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.13.01.SPA.pkg

Current : cc cc_srdriver cat9k-cc_srdriver.17.13.01.SPA.pkg
Current : cc cc cat9k-sipbase.17.13.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.13.01.SPA.pkg

Current : cc

Current : cc cc cat9k-sipbase.17.13.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.13.01.SPA.pkg

Current : cc cc_srdriver cat9k-cc_srdriver.17.13.01.SPA.pkg
Current : cc cc cat9k-sipbase.17.13.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.13.01.SPA.pkg

Current : fp
Current : fp

fp cat9k-espbase.17.13.01.SPA.pkg
fp cat9k-espbase.17.13.01.SPA.pkg

P RPRPRPRPRPRPPRPPRPPOOODODOOOORFOWWWOWOWOO-JJJoyoo Uu Udbd b b wwwhN

0
1
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0 cc_srdriver cat9k-cc_srdriver.17.13.01.SPA.pkg
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
1
1
1

Current : rp guestshell cat9k-guestshell.17.13.01.SPA.pkg
Current : rp rp_base cat9k-rpbase.17.13.01.SPA.pkg

Current : rp rp_daemons cat9k-rpbase.17.13.01.SPA.pkg

Current : rp rp_iosd cat9k-rpbase.17.13.01.SPA.pkg

Current : rp rp_security cat9k-rpbase.17.13.01.SPA.pkg

Current : rp rp_webui cat9k-webui.17.13.01.SPA.pkg

Current : rp rp_wlc cat9k-wlc.17.13.01.SPA.pkg

Current : rp srdriver cat9k-srdriver.17.13.01.SPA.pkg

Current : rp guestshell cat9k-guestshell.17.13.01.SPA.pkg
Current : rp rp_base cat9k-rpbase.17.13.01.SPA.pkg

Current : rp rp_daemons cat9k-rpbase.17.13.01.SPA.pkg

Current : rp rp_iosd cat9k-rpbase.17.13.01.SPA.pkg

Current : rp rp_security cat9k-rpbase.17.13.01.SPA.pkg

Current : rp rp_webui cat9k-webui.17.13.01.SPA.pkg

Current : rp rp_wlc cat9k-wlc.17.13.01.SPA.pkg

Current : rp srdriver cat9k-srdriver.17.13.01.SPA.pkg
Replacement: cc 0 cc_srdriver cat9k-cc_srdriver.17.12.01.SPA.pkg
Replacement: cc 0 cc cat9k-sipbase.17.12.01.SPA.pkg

Replacement: cc 0 cc_spa cat9k-sipspa.l17.12.01.SPA.pkg
Replacement: cc 0 cc_srdriver cat9k-cc_srdriver.17.12.01.SPA.pkg
Replacement: cc 0 cc cat9k-sipbase.17.12.01.SPA.pkg

Replacement: cc 0 cc_spa cat9k-sipspa.l17.12.01.SPA.pkg
Replacement: cc 10 0 cc cat9k-sipbase.17.12.01.SPA.pkg

Replacement: cc 10 0 cc_spa cat9k-sipspa.17.12.01.SPA.pkg
Replacement: cc 10 0 cc_srdriver cat9k-cc_srdriver.17.12.01.SPA.pkg
Replacement: cc 2 0 cc_srdriver cat9k-cc_srdriver.17.12.01.SPA.pkg
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Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: fp
Replacement: fp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp

cc cat9k-sipbase.17.12.01.SPA.pkg

cc_spa cat9k-sipspa.17.12.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.17.12.01.SPA.pkg
cc cat9k-sipbase.17.12.01.SPA.pkg

cc_spa cat9k-sipspa.l17.12.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.17.12.01.SPA.pkg
cc cat9k-sipbase.17.12.01.SPA.pkg

cc_spa cat9k-sipspa.17.12.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.17.12.01.SPA.pkg
cc cat9k-sipbase.17.12.01.SPA.pkg

cc_spa cat9k-sipspa.17.12.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.17.12.01.SPA.pkg
cc cat9k-sipbase.17.12.01.SPA.pkg

cc_spa cat9k-sipspa.17.12.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.17.12.01.SPA.pkg
cc cat9k-sipbase.17.12.01.SPA.pkg

cc_spa cat9k-sipspa.17.12.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.17.12.01.SPA.pkg
cc cat9k-sipbase.17.12.01.SPA.pkg

cc_spa cat9k-sipspa.17.12.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.17.12.01.SPA.pkg
cc cat9k-sipbase.17.12.01.SPA.pkg

cc_spa cat9k-sipspa.l17.12.01.SPA.pkg

fp cat9k-espbase.17.12.01.SPA.pkg

fp cat9k-espbase.17.12.01.SPA.pkg

guestshell cat9k-guestshell.17.12.01.SPA.pkg
rp_base cat9k-rpbase.17.12.01.SPA.pkg
rp_daemons cat9k-rpbase.17.12.01.SPA.pkg
rp_iosd cat9k-rpbase.17.12.01.SPA.pkg
rp_security cat9k-rpbase.17.12.01.SPA.pkg
rp_webui cat9k-webui.17.12.01.SPA.pkg

srdriver cat9k-srdriver.17.12.01.SPA.pkg
guestshell cat9k-guestshell.17.12.01.SPA.pkg
rp_base cat9k-rpbase.17.12.01.SPA.pkg
rp_daemons cat9k-rpbase.17.12.01.SPA.pkg
rp_iosd cat9k-rpbase.17.12.01.SPA.pkg
rp_security cat9k-rpbase.17.12.01.SPA.pkg
rp_webui cat9k-webui.17.12.01.SPA.pkg

srdriver cat9k-srdriver.17.12.01.SPA.pkg

P RPRPRPRPRPRPRPPOOOODOOORF OWWWOOWOOWOW-IJJovoyo Uro b b b wwwdhN
O O O O OO OO OO OO0 0O0O0O0O00O00O0O0O00O0O0O0O0OO0OOOOOOOOOOOOOLOOOO O

Finished rollback impact

[RO] Finished Rollback on RO
Checking status of Rollback on [RO]
Rollback: Passed on [RO]

Finished Rollback

Install will reload the system now!
SUCCESS: install rollback Mon Jul 24 14:26:35 UTC 2023

Switch#

*Jul 24 14:26:35.880: $IOSXE-5-PLATFORM: RO/0: Jul 24 14:26:35 install engine.sh:
%INSTALL—5—INSTALL_COMPLETED_INFO: Completed install rollback PACKAGE

*Jul 24 14:26:37.740: %$IOSXE_OIR-6-REMCARD: Card (rp) removed from slot RI1

*Jul 24 14:26:39.253: $IOSXE OIR-6-INSCARD: Card (rp) inserted in slot R1 Jul 24 14:26:5

Initializing Hardware...

System Bootstrap, Version 17.3.1r
Compiled Tue 03/14/2023 10:19:23.77 by rel

Current image running:
Primary Rommon Image
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Last reset cause: SoftwareResetTrig
C9400-SUP-1 platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 0
attempting to boot from [bootflash:packages.conf]

Located file packages.conf

#

Warning: ignoring ROMMON var "BOOT_PARAM"
Warning: ignoring ROMMON var "USER BOOT_PARAM"

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.

170 West Tasman Drive

San Jose, California 95134-1706

Cisco IOS XE Software, Version 17.12.01

Cisco IOS Software [Dublin], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.12.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2023 by Cisco Systems, Inc.

Compiled Fri 11-Nov-22 23:25 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9410R (X86) processor (revision V00) with 868521K/6147K bytes of memory.

Processor board ID FXS2118Q1GM
312 Gigabit Ethernet interfaces
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40 Ten Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.
15958516K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.
1638400K bytes of Crash Files at crashinfo:.

OK bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available

Press RETURN to get started!

IN— 3 DR
show version

A A=UREIRNLZD, Z0a<wr REFEALTHLWAA—0R—D g UETERLET,

GE) Y7 U TARA—TEF T 7L —RFLTH, ROMMON O/ X— 3 X BEIIC A
T —RENERA, BHSINREOETFIZRY T,

RO show version =~ > RO SHITIX, T34 ZAD Cisco I0S XE Dublin 17.12.1 £ A—T D
HHRNFREINTWET,

Switch# show version

Cisco I0S XE Software, Version 17.12.01

Cisco IOS Software [Dublin], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.12.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2023 by Cisco Systems, Inc.

<output truncated>

BHLTAOSSIIINAOY Y TINA A IN—23 200D
7yvITIL—F

VT RT2TARA—VDT v 77 L—FRZIZ, CPLDX—2a D7 v 77— R&E ) —
TXET, CPLDOT v 77 L— FifijE, A— 8—A( PE L 2 — LOBEN H BRI ERA
ENET, SNTA—R=R_AHYPE2—LDCPLDT v 7/ L— K7t A I5 7 TT A,
cNoT7 47 oREbLRELET, LS T, CPLDOHBIT v 77 L— RidHhR— &
TWEHA, CPLDOT v 77 L— RZFETEITTILERNH Y 7,

CPLD /N\— 3> D7 TTIL—K : NNATFRALASE) T4 DEHRTE

¥ #E EXEC £— R, IROPIREZFATLET,
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B cro -2 3207 9T L— k- Cisco StackWise Virtual OE5E

ATy I

ATy T2

ATy T3

1R BHHEIIZ

RENTWVWDHEIICCPLD A=V 3 DT v 77 L— REEITTLHE. 7Ty 77 L— &I
show platform ==~ R&fiH L CCPLD N—Y 3 VAR TE £4, Zoa~r FHAIE,
TRCOEY2—/VDCPLD N~V a &R LET, 272L, CPLDOT v 77 L— KX, 7
AU — RTIERL, A=A HFIZOAEHEINET, 74— RKOCPLD N N—V 3
L, REWRBRTT, "M T XA FEVTARETT v T T L—RKPRETTHE, A—/3—
NAVRIT v 77— RENFETN, 74 20— RIZEH W CPLD XN—Y a VIR FRENE
T, A== RNA P LT, U — FEDONR—2 3 v OR—FIL, vy —iNVn—REnhsdE
TRAELET,

FIE

AR DA=IR=RA YPEL 22— LD CPLD X~ a DT v 77 L—K
TIT A TIRA—IN=NAFTRDOa~v FE AT LET,

a) Device# configure terminal

b) Device (config) # service internal

C) Device(config)# exit

d) Device# upgrade hw-programmable cpld filename bootflash: rp standby

ABUINA DA—=IN—=NAFET 2 — LN EEBICY v— FE#, ROMMON TT v 7'/ L —

R3MfTonET, 777 L— R, 2= R—= A WFET 2 —/VTHBIZEROFEAEZTT

W, KIS ORIEET VT T OEFITRY F9,

WOTFNEIZHETeFIIZ, AZ L NA DA—I—= A T2 2 —/LREH L, SSO B (K>

K SNDETRHELET, ZITITN 17 0000 £,

)0 B2 DFELT

a) Device# redundancy force-switchover

Zhicky, ARZUARADA—=R=RAY (AT v 71 TCPLDDT v 77 L — KB TH

) MNTITF 4TI A== N PFE T 2 — L2720 F7,

HLWAZ LN DA—IN—= R PFET 22— )LD CPLD X— a3 DT v F 7 L— K

AT L1 EZDTRTCOVT AT v TR LET,

GE) FPGANR—T a N —H L TWARVIREETHA VAT A2 BEL 2V TL 72 &V, FPGA
N—=VaE, MHFDA=IR= R, P T—FIZ1 DT DT v T T L —RTIHLERHY
ij‘o

CPLD /N\— 3> M7 w4 L— K : Cisco StackWise Virtual D% E

KM EXEC E— R0, IROFIEEZETLET,
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ATy

ATy T2

ATy T3

ATvT4

CPDN—=23 D7V TITL—F: ST A== HF ED 21— LORE .

FIE

AR UNADA—=IR—=NNAPFES2—)LDOCPLD X—2a DT v 77 L—FRK
TIT 4TI A== A FThRDa~v REASLET,

a) Device# configure terminal
b) Device(config)# service internal
C) Device (config) # exit

d) Device# upgrade hw-programmable cpld filename bootflash: switch standby rl

() upgrade hw-programmable cpld filename bootflash =~ > NOHA1E, switch F—
U—ROHZHEHALTERELET, ol EEZe*— 7 — RiX, Cisco StackWise
Virtual T7 v 77 L— RT A58 EH I NER A,

AR UINADA—IN—=NRAFETa— % Ia—RKLET,

a) Device# redundancy reload peer

7 7L — KHAROMMON TfibiEd, 7 v 77 L— R A= R—= A PFET 2 —/Z
HEINICEROBFRAZITY, K5 0RIIHET 7T 4 70EFIT20 £7,

WO FINEIZHET TN, AX 3, D A== N PFE D 2 — LB L. SSO BN (F v
N SNDHETRHELET, TR 17 2000 97,

B0 B2 DIFAT

a) Device# redundancy force-switchover

ZHICED, RZ UL DA—R=A Y (XF v F 1 TCPLD D7 v /7 L— RRETH
) MT I T 4 TIRA—IR—= A PET 2 — ) T,

HLWAX N AL DA—=R=NNA P 2—LDCPLD X—=Va DT v 77 L—F

HLWAZ U NADA— N R PFTa— LT, T RTCOY T AT v T E2EHARAT Y 1 &
2EFITLET,

CPLDN\— 3 D7y T L— KR DU NNAR—IN— NN HFED 21—

ILDHTE

¥t EXEC E— F0vH, RO FIAZFEITLET,

FIE

TIT A4 TIRA—=R—= AP 2— /LD CPLD X—T g DT v 7 7L —FK
TIT 4 TIRA—R=NAFTROa~v L Re A LET,
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a) Device# configure terminal
b) Device (config) # service internal
C) Device (config) # exit

d) Device# upgrade hw-programmable cpld filename bootflash: rp active

A= R=NRA P 22— /LR EEFIPICY 27— FE4L, ROMMON CT7 v 77 L— R{ThiLE
T, T 7F T L— K, Z—R— R P2 — VTHIICEREOFE ATV, 85550
3T 7T 4 T DOFEFICRY F3,
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+ Cisco Bug Search Tool (63 ~—73)
* Cisco IOS XE 17.13.x OARFRFOREL (63 <—)
* Cisco IOS XE 17.13.1 OfiFRFEH DR ELE (63 ~—)

Cisco Bug Search Tool

CiscoBugSearchTool (BST) ZfEifd4 5 &, /X— I —LBFHFITHRL, VI —X, F—U—
RIZESWCTY 7 MU =7 NI R L, N7, "W, A=Y a o RE0FET -2 24
MTbZemnTcEFET, BSTIE, xy U= URIJEBBIOT AL AD RN T TN a2—
TAVTICBO TS EZ R ESED L) ICHRF S TWET, ZOY—ATIX, Z7LT v
VXIS TAR T E T g H L, REBATNCEET DM KOWNE O B 2 — & k3
HZEHLTEET,

MBEOFEM AR T 512X, IDE27 Y v 7 LET,

Cisco I0S XE 17.13.x DKREERDAES

ID RdL

CSCwh35728 SDAA—/N—L A %y hT—J7 TAA v FNEHRA ~~DMACsec VR —
2N B

Cisco 10S XE17.13.1 DR FADFEES

ID RaiL

CSCweB9814 NetFlow TIREFENTWA FED et X2 LA TFH LAWY 77—k

CSCwe91069 NetFlow =~ > FOHIBRFFHCTH LY m— RRFET D,
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh35728
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe89814
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe91069
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Z DL DIFER

s NI TNV a—T 4T (65—)
o BEEHEE (65 X—Y)
cEE. —E R, BIOZEOMDIER (66 <2—)

kSIS a—TFT4a429

NS TN a—F 4 2 T ORFTOZEMBERIZTOVTIE, KD URL (28 5 Cisco TAC Web 1
F2ZHBR LT 7EE0,

https://www.cisco.com/en/US/support/index.html

[Product Support] IZBEEI L, U A R G8LZ RIS 57, WEOARTEZAN LET, FAEL
TWAMBEICEET 216 % R 2121%. [Troubleshoot and Alerts] Z#ZH L TL 72 &0,

Cisco IOS XE (2B 3 A 1F#RIX. KD URL 7" ATF-TX £9, https://www.cisco.com/c/en/us/
products/ios-nx-os-software/ios-xe/index.html

Cisco Catalyst 9400 > U — X 2 A v F OFTXTOYAHR— F K¥F= A2 ME, RO URL »H A
FTXF£9, https://www.cisco.com/c/en/us/support/switches/catalyst-9400-series-switches/
tsd-products-support-series-home.html

Cisco Validated Designs R = 2 7 ME, RO URL 7»H AFTE £ 7, https://www.cisco.com/
go/designzone

WIRL7TT v b 74—, CiscoloOS U U—2A, BIOT 4 —F v v MIET S MIB 2%
LTCHvrue— K152, kD URL IZ&H S Cisco MIB Locator % i f L 7,

https://cfang.cisco.com/mibs
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zotoER |
B ::= v—cx ssvzom0ms

= > N =E
BIE. T—EX. XU DMDIEE
s VRAMB A A LY — R ER A SIS 21X, Cisco Profile Manager CTHA > 7 v 7
LTL7EE,
s EEAREMICE D BV RANCME /B L 5 2 5121, CiscoServices [JFE]ICT 7 AL
TLIZEY,

e —ER VIR NEEEFT HIZIE, Cisco Support [FFE] IZT 7 AL TLEEWY,
c BETHIEEH DT X =T FTA R FZADT I Y r—var, fih Y)a—val,
BIO—E 22 L T 5121E, Cisco Marketplace IZ7 7 A LT &0,

s —iRkHeRry FU—2 . bl—=V7 SBREMEO B A ANTT 5IiZiE, Cisco Press IZ
TIZEALTLTEEN,

c FrEOREEIT-G T 7 I U ORGEFHR A ST IZIEL, Cisco Warranty Finder 127 27 & X
LTL7EENY,

Cisco N\ T#REY—IL

Cisco N7 —/L (BST) 1%, YA aflfhe V7 o =7 OEE L it oafEr R ) A
F &2 HEI B Cisco N IBM AT b~DF— T = A & L THERET B, Web X—ADY —)L
T9, BSTid, ®ihE Y7 v =TT 25 EERZ R L 7,
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[(EE) YRR ZCERICAZEIIZ, REEDTE (www.cisco.com/jp/go/safety warning/) & CHERLEE W, AEE, kB RaARITR
F1AVMOBEMRTT, VUIBERICOSELTE, BAREBRBERAT., ZERIZT Y ITT—AHY. YD IEDR—UHABHERSL
TWAEENHYFEFTLETTERLLIESVD, HETESBEMRELGYFEFTOT, ERXBABICOVTIEREY A FOFF1 AL FESEE
S, T, BHZEDRICDONTIE, BAERFT/NA— bF—. Tk, BHELFICTERCESL,

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.
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