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aaa accounting default

Authentication, Authorization, and Accounting AAA,;
aaa accounting default

no

aaa accounting default {group group-list | local}

no aaa accounting default {group group-list | local}

group
group-list

e radius — RADIUS

o RADIUS TACACS+
local
local

network-admin
vdc-admin

4.0(1)
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W aaa accounting default

group group-list
radius-server host tacacs-server host
aaa group server

RADIUS show aaa group

group local

NX-0S

AAA RADIUS

switch# config t
switch(config)# aaa accounting default group radius

aaa group server AAA RADIUS
radius-server host RADIUS
show aaa accounting AAA

show aaa group AAA
tacacs-server host TACACS+

Cisco NX-OS Security Release 4.0
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aaa accounting dotlx

aaa accounting dotix M

802.1X AAA aaa accounting dotlx
no
aaa accounting dot1x {group group-list | local}
no aaa accounting dotlx {group group-list | local}
group
group-list  RADIUS
e radius — RADIUS
. RADIUS
8
local
local
network-admin
vdc-admin
4.0(1)
group group-list RADIUS

radius-server host
aaa group server

RADIUS

group local

Cisco NX-OS Security
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M aaa accounting dot1x

AAA RADIUS

switch# config t
switch(config)# aaa accounting default group radius

aaa group server radius  AAA RADIUS

radius-server host RADIUS
show aaa accounting AAA
show aaa group AAA

Cisco NX-OS Security Release 4.0
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aaa authentication cts default group W

aaa authentication cts default group

Cisco TrustSec AAA RADIUS aaa authentication
cts default group AAA
no

aaa authentication cts default group group-list

no aaa authentication cts default group group-list

group-list  RADIUS

e radius — RADIUS
. RADIUS

network-admin

vdc-admin
4.0(1)
feature cts Cisco TrustSec
group-list RADIUS
radius-server host aaa group
server
RADIUS show aaa group

NX-0S
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H aaa authentication cts default group

Cisco TrustSec AAA RADIUS

switch# config t
swtich(config)# aaa authentication cts default group RadGroup

aaa group server AAA
feature cts Cisco TrustSec
radius-server host RADIUS

show aaa authentication AAA

show aaa group AAA

Cisco NX-OS Security Release 4.0
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aaa authentication dot1x default group W

aaa authentication dotlx default group

802.1X AAA aaa authentication dotlx default group
no

aaa authentication dotlx default group group-list

no aaa authentication dotlx default group group-list

group-list  RADIUS

e radius — RADIUS
o RADIUS

network-admin
vdc-admin

4.0(1)

802.1X feature dotlx

group-list RADIUS
radius-server host aaa group
server

RADIUS show aaa group

NX-0S
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H aaa authentication dot1x default group

802.1X

switch# config t
switch(config)# aaa authentication dolx default group DotlxGroup

802.1X

switch# config t
switch(config)# no aaa authentication dolx default group DotlxGroup

feature dotlx 802.1X

radius-server host RADIUS

show aaa authentication AAA

show aaa group AAA

Cisco NX-OS Security Release 4.0 |
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aaa authentication eou default group

EAP over UDP EoU

aaa authentication eou default group W

aaa authentication eou default group

no
aaa authentication eou default group group-list
no aaa authentication eou default group group-list
group-list  RADIUS
e radius — RADIUS
. RADIUS
network-admin
vdc-admin
4.0(1)
EAPoUDP feature eou EAPoUDP
group-list RADIUS
radius-server host aaa group
server
RADIUS show aaa group
NX-0S
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l aaa authentication eou default group

EAPoUDP
switch# config t

switch(config)# aaa authentication eou default group EoUGroup

EAPoUDP

switch# config t
switch(config)# no aaa authentication eou default group EoUGroup

feature eou EAPoUDP

radius-server host RADIUS

show aaa authentication AAA

show aaa group AAA
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aaa authentication login console

AAA

aaa authentication login console WM

aaa authentication login console
no

aaa authentication login console {group group-list} [none] | local | none}

no aaa authentication login console {group group-list [none] | local | none}

group
group-list

e radius — RADIUS

e tacacst+ — TACACS+

. RADIUS TACACS+
none
local
local

network-admin
vdc-admin

4.0(1)

group radius group tacacs+
TACACS+
host

RADIUS

group local
none

group group-list

group

VDC VDC1

Cisco NX-OS Security

RADIUS
radius-server host tacacs-server
aaa group server

show aaa group

NX-0S

| oL-15811-01-J



M  aaa authentication login console

AAA

switch# config t
switch(config)# aaa authentication login console group radius

AAA

switch# config t
switch(config)# no aaa authentication login console group radius

aaa group server AAA
radius-server host RADIUS
show aaa authentication AAA
show aaa group AAA
tacacs-server host TACACS+

Cisco NX-OS Security Release 4.0
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aaa authentication login default

AAA

aaa authentication login default W

aaa authentication login default

no

aaa authentication login default {group group-list} [none] | local | none}

no aaa authentication login default {group group-list [none] | local | none}

group
group-list

e radius — RADIUS

e tacacst+ — TACACS+

. RADIUS TACACS+
none
local
local

network-admin
vdc-admin

4.0(1)

group radius
TACACS+
host

group

group tacacs+

RADIUS

local
group

group group-list

Cisco NX-OS Security

RADIUS
radius-server host tacacs-server
aaa group server

show aaa group
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M aaa authentication login default

AAA

switch# config t
switch(config)# aaa authentication login default group radius

AAA

switch# config t
switch(config)# no aaa authentication login default group radius

aaa group server AAA
radius-server host RADIUS
show aaa authentication AAA
show aaa group AAA
tacacs-server host TACACS+

Cisco NX-OS Security Release 4.0
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aaa authentication login error-enable WM

aaa authentication login error-enable

AAA aaa authentication login

error-enable no

aaa authentication login error-enable

no aaa authentication login error-enable

network-admin
vdc-admin

4.0(1)

AAA

Remote AAA servers unreachable; local authentication done.
Remote AAA servers unreachable; local authentication failed.

AAA

switch# config t
switch(config)# aaa authentication login error-enable

AAA

switch# config t

switch(config)# no aaa authentication login error-enable

show aaa authentication login  AAA
error-enable
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M aaa authentication login mschap

aaa authentication login mschap

Microsoft Challenge Handshake Authentication Protocol MS-CHAP;
aaa authentication login
mschap no

aaa authentication login mschap

no aaa authentication login mschap

network-admin
vdc-admin

4.0(1)

MSCHAP

switch# config t

switch(config)# aaa authentication login mschap
MSCHAP

switch# config t
switch(config)# no aaa authentication login mschap

show aaa authentication login mschap ~ MSCHAP

Cisco NX-OS Security Release 4.0
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aaa authorization cts default group W

aaa authorization cts default group

Cisco TrustSec AAA RADIUS aaa authorization
cts default group AAA
no

aaa authorization cts default group group-list

no aaa authorization cts default group group-list

group-list  RADIUS

e radius — RADIUS
. RADIUS

network-admin

vdc-admin
4.0(1)
feature cts Cisco TrustSec
group-list RADIUS
radius-server host aaa group
server
RADIUS show aaa group

NX-0S
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M aaa authorization cts default group

Cisco TrustSec AAA RADIUS

switch# config t
swtich(config)# aaa authorization cts default group RadGroup

feature cts Cisco TrustSec
show aaa authorization AAA
show aaa group AAA

Cisco NX-OS Security Release 4.0
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aaa group server radius

RADIUS RADIUS
aaa group server radius RADIUS
no

aaa group server radius group-name

no aaa group server radius group-name

aaa group server radius W

group-name  RADIUS
64

network-admin
vdc-admin

4.0(1)

RADIUS RADIUS

switch# config t
switch(config)# aaa group server radius RadServer
switch(config-radius) #

RADIUS

switch# config t
switch(config)# no aaa group server radius RadServer

show aaa groups

Cisco NX-OS Security
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N aaa group server tacacs+

aaa group server tacacs+

TACACS+ TACACS+
aaa group server tacacs+
no

aaa group server tacacs+ group-name

No aaa group server tacacs+ group-name

TACACS+

group-name  TACACS+

64
network-admin
vdc-admin
4.0(2)
TACACS+ feature tacacs+
TACACS+ TACACS+

switch# config t
switch(config)# aaa group server tacacs+ TacServer
switch(config-radius) #

TACACS+

switch# config t
switch(config)# no aaa group server tacacs+ TacServer

feature tacacs+ TACACS+

show aaa groups
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aaa user default-role

RADIUS

no
aaa user default-role

no aaa user default-role

network-admin
vdc-admin

aaa user default-role l

TACACS+
aaa user default-role

4.0(3)

Virtual Device Context VDC;

network-operator VDC

AAA

switch# configure terminal
switch(config)# aaa user default-role

AAA

switch# configure terminal
switch(config)# no aaa user default-role

VDC
VDC

vdc-operator

show aaa user default-role AAA

Cisco NX-OS Security
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Ml absolute

absolute

absolute
no
[sequence-number] absolute [start time date] [end time date]
no {sequence-number | absolute [start time date] [end time date]}
sequence-number
1 4294967295
10
10
resequence
start time date permit
deny
permit deny
time date
end time date permit deny
permit deny
time date

network-admin
vdc-admin

4.0(0)

Cisco NX-OS Security Release 4.0
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start end

time hours:minutes hours:minutes:seconds 24
24 8:00a.m. 8:00 8:00p.m. 20:00

date day month year

23:59:59 31 December 2037

2007 9 17 7 2007 9 19

switch# config t
switch(config)# time-range conference-remote-access

absolute H

00:00:00 1 January 1970

11

59 59

switch(config-time-range)# absolute start 07:00 17 September 2007 end 23:59:59 19

September 2007

periodic

time-range IPv4 ACL

Cisco NX-OS Security
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Wl accept-lifetime

accept-lifetime
accept-lifetime
no
accept-lifetime [local] start-time [duration duration-value | infinite | end-time]

no accept-lifetime [local] start-time [duration duration-value | infinite | end-time]

local
start-time end-time
uTC
start-time
start-time
duration duration-value 2147483646
68
infinite
end-time
time of day date
infinite
network-admin
vdc-admin
4.0(1)
uTC
infinite
start-time end-time
hour[:minute[:second]] month day year
24 24 8:00 am. 8:00 8:00p.m. 20:00
start-time  00:00:00 Jan 1 1970 start-time  23:59:59 Dec 31 2037
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accept-lifetime W

2008 6 13 2008 8 12 11 59 59

switch# configure terminal
switch(config)# key chain glbp-keys
switch(config-keychain)# key 13

switch(config-keychain-key)# accept-lifetime 00:00:00 Jun 13 2008 23:59:59 Sep 12 2008
switch(config-keychain-key) #

key
keychain

key-string

send-lifetime

show key chain
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Wl action

action

VLAN Access Control List VACL; VLAN permit
action
action no

action drop [log]

no action drop [log]

action forward [capture]

no action forward [capture]

action redirect {ethernet slot/port | port-channel channel-number.subinterface-number}

no action redirect {ethernet slot/port | port-channel channel-number.subinterface-number}

drop

log drop

forward

capture

redirect

ethernet slot/port

port-channel
channel-number.subinterface-
number

S

channel-number subinterface-number

VALN

network-admin
vdc-admin

4.0(0)

Cisco NX-OS Security Release 4.0
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action H

action match ACL

vlan-map-01 VLAN ip-acl-01 IPv4 ACL

ACL

switch# config t
switch(config)# vlan access-map vlan-map-01
switch(config-access-map)# match ip address ip-acl-01
switch(config-access-map)# action forward
switch(config-access-map)# statistics
match VLAN ACL
show vlan access-map 1 VLAN
show vlan filter VLAN
statistics Access Control List ACL; VLAN
vlan access-map VLAN
vlan filter 1 VLAN VLAN

Cisco NX-OS Security R
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M arp access-list

arp access-list

Address Resolution Protocol ARP; ACL ARP ACL

ARP arp access-list
ARP ACL no

arp access-list access-list-name

no arp access-list access-list-name

access-list-name ARP ACL 64

network-admin
vdc-admin

4000

DHCP ARP ACL ARP

ARP ACL

arp access-list ARP

ARP deny permit
ACL ACL

ARP ACL VLAN ip arp inspection filter

arp-acl-01 ARP ACL ARP

switch# conf t
switch(config)# arp access-list arp-acl-01
switch(config-arp-acl) #

deny ARP ARP ACL

ip arp inspection filter ARP ACL VLAN

permit ARP ARP ACL

show arp access-lists ARP ACL ARP ACL

Cisco NX-OS Security Release 4.0
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C Cisco NX-OS Security

class

class
no

class {class-map-name [insert-before class-map-name2] | class-default}

no class class-map-name

class-map-name

insert-before class-map-name2

class-default

network-admin
vdc-admin

4.0(1)

Virtual Device Context VDC;

Cisco NX-OS Security Release 4.0
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W class

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# class ClassMapA

swtich (config-pmap-c)

switch# config t
switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# no class ClassMapA

policy-map type control-plane

show policy-map type
control-plane

Cisco NX-OS Security Release 4.0
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class-map type control-plane W

class-map type control-plane

class-map type control-plane
no

class-map type control-plane [match-all | match-any] class-map-name

no class-map type control-plane [match-all | match-any] class-map-name

match-all

match-any

class-map-name
64

match-any

network-admin
vdc-admin

4.0(1)

match-all match-any

VDC

switch# config t
switch(config)# class-map type control-plane ClassMapA
switch(config-cmap) #

switch# config t
switch(config)# no class-map type control-plane ClassMapA

class-default

show class-map type
control-plane

Cisco NX-OS Security
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M clear access-list counters

clear access-list counters

1 IPv4 Access Control List ACL;
ACL clear access-list counters

clear access-list counters [access-list-name]

MAC

access-list-name ACL

64

EXEC

network-admin
vdc-admin

4.0(1)

IPv4 ACL MAC ACL
switch# clear access-list counters
switch#

acl-ipv4-01 IPv4 ACL

switch# clear access-list counters acl-ipv4-01
switch#

clear ip access-list counters IPv4 ACL

clear mac access-list counters MAC ACL

show access-lists 1 IPv4 ACL MAC ACL

Jll_ Cisco NX-OS Security Release 4.0
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clear accounting log

clear accounting log

network-admin
vdc-admin

clear accounting log

clear accountinglog W

4.0(0)

VDC VDC1

switch# clear accounting log

show accounting log

Cisco NX-OS Security
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M clear copp statistics

clear copp statistics

CoPP clear copp statistics

clear copp statistics

network-admin
vdc-admin

4.0(1)

VDC

switch# clear copp statistics

show policy-map interface CoPP
control-plane

Cisco NX-OS Security Release 4.0
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clear dotlx

clear dotix W

802.1X clear dotlx
clear dotlx {all | interface ethernet slot/port}

all 802.1X

interface ethernet slot/port 802.1X

network-admin
vdc-admin

4.0(1)

802.1X feature dotlx

802.1X

switch# clear dotlx all

802.1X

switch# clear dotlx interface ethernet 1/1

feature dotlx 802.1X

show dotlx all 802.1X

Cisco NX-OS Security

| oL-15811-01-J



W clear eou

clear eou

Extensible Authentication Protocol over User Datagram Protocol EAPoUDP
clear eou

clear eou {all | authentication {clientless | eap | static} | interface ethernet slot/port | ip-address
ipv4-address | mac-address mac-address | posturetoken type}

all EAPoUDP
authentication EAPoUDP

clientless

eap EAPoUDP

static

interface ethernet slot/port
ip-address ipv4-address IPv4 AB.C.D

mac-address mac-address MAC

posturetoken type

network-admin
vdc-admin

4.0(1)

feature eou EAPoUDP clear eou
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switch# clear

switch# clear

switch# clear

IP

switch# clear

MAC

switch# clear

switch# clear

EAPoUDP

eou all

EAPoUDP

eou authentication static

EAPoUDP

eou interface ethermet 1/1

EAPoUDP

eou ip-address 10.10.1.1

EAPoUDP

eou mac-address 0019.076c.dac4

Checkup EAPoUDP

eou posturetoken healthy

cleareou W

feature eou

EAPoUDP

show eou

EAPoUDP

Cisco NX-OS Security
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W clear hardware rate-limiter

clear hardware rate-limiter

clear hardware rate-limiter

clear rate-limiter {access-list-log | all | copy | layer-2 storm-control | layer-3 {control | glean | mtu |
multicast {directly-connected | local-groups | rpf-leak} | ttl} | receive}

access-list-log

all
copy
layer-2 storm-control 2
layer-3 3
control 3
glean 3
mtu 3 maximum transmission unit; MTU
multicast 3
directly-connected 3
local-groups 3
rpf-leak 3 RPE
ttl 3 Time-to-Live TTL;
receive
network-admin
4.0(2)
VvDC

Cisco NX-OS Security Release 4.0
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switch#

switch#

switch#

switch#

switch#

switch#

clear hardware

clear hardware

2

clear hardware

3

clear hardware

clear hardware

clear hardware

rate-limiter

rate-limiter

rate-limiter

rate-limiter

rate-limiter

rate-limiter

clear hardware rate-limiter W

all

access-list-log

layer-2 storm-control

layer-3 glean

layer-3 multicast directly-connected

receive

platform rate-limit

show hardware rate-limit

Cisco NX-OS Security Rel
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M clear ip access-list counters

clear ip access-list counters

1 IPv4 ACL

clear ip access-list counters [access-list-name]

clear ip access-list counters

access-list-name

IPv4 ACL 64
EXEC
network-admin
vdc-admin
4.0(1)
IPv4 ACL
switch# clear ip access-list counters
switch#
acl-ipv4-101 IP ACL
switch# clear ip access-list counters acl-ipv4-101
switch#
clear access-list counters IPv4 ACL MAC ACL
clear mac access-list counters MAC ACL
show access-lists 1 IPv4 ACL MAC ACL
show ip access-lists 1 IPv4 ACL
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clear ip arp inspection log W

clear ip arp inspection log

Dynamic Address Resolution Protocol ARP; Inspection DA,
ARP clear ip arp inspection log

clear ip arp inspection log

network-admin

vdc-admin
4.0(1)

DAI
switch# clear ip arp inspection log
switch#
ip arp inspection log-buffer DAI
show ip arp inspection DAI
show ip arp inspection log DAI
show ip arp inspection statistics DAI
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M clear ip arp inspection statistics vian

clear ip arp inspection statistics vian

VLAN DAl

clear ip arp inspection statistics vlan

clear ip arp inspection statistics vlan vlan-list

vlan vlan-list DAI
vlan-list VLAN ID VLAN ID
ID Examples VLAN ID
1 4094

network-admin

vdc-admin

4.0(1)

VLAN 2 DAI

switch# clear ip arp inspection statistics vlan 2

switch#

VLANS5 12 DAl

switch# clear ip arp inspection statistics vlan 5-12

switch#

VLAN 2 VLANS 12 DAl

switch# clear ip arp inspection statistics vlan 2,5-12

switch#

clear ip arp inspection log DAI

ip arp inspection log-buffer DAI

show ip arp inspection DAI

show ip arp inspection vlan VLAN DAl
Release 4.0
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clear ip device tracking

clear ip device tracking WM

IP clear ip device tracking
clear ip device tracking {all | interface ethernet slot/port | ip-address ipv4-address | mac-address
mac-address}
all IP
interface ethernet slot/port IP
ip-address ipv4-address A.B.CD 1Pv4 1P
mac-address mac-address XXX XXX XXXX MAC IP
network-admin
vdc-admin
VvDC
4.0(1)
IP
switch# clear ip device tracking all
IP
switch# clear ip device tracking interface ethernet 1/1
IP IP
switch# clear ip device tracking ip-address 10.10.1.1
MAC IP
switch# clear ip device tracking mac-address 000c.30da.86£f4
ip device tracking IP
show ip device tracking [P

Cisco NX-OS Security
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W clear ip dhcp snooping binding

clear ip dhcp snooping binding

DHCP clear ip dhcp snooping binding

clear ip dhcp snooping binding

clear ip dhcp snooping binding [vlan vlan-id mac mac-address ip ip-address interface ethernet

slot/port[.subinterface-number]]

clear ip dhcp snooping binding [vlan vlan-id mac mac-address ip ip-address interface port-channel

channel-number[.subchannel-number]]

vlan vlan-id vlan-id
VLAN ID DHCP
mac-address mac-address MAC
16 mac-address
ip ip-address IPv4
10 ip-address
interface ethernet slot/port
.subinterface-number
N
port subinterface-number
interface port-channel
channel-number
.subchannel-number
N
channel-number subchannel-number

network-admin
vdc-admin
VDC
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clear ip dhcp snooping binding WM

4.0(1)
4.0(3)

vlan

DHCP

switch# clear ip dhcp snooping binding
switch#

DHCP

switch# clear ip dhcp snooping binding vlan 23 mac 0060.3aeb.54f0 ip 10.34.54.9
interface ethermnet 2/11
switch#

ip dhcp snooping DHCP
show ip dhcp snooping DHCP

show ip dhcp snooping IP IP-MAC
binding

show ip dhcp snooping DHCP
statistics

show running-config IP DHCP
dhcp
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M clear mac access-list counters

clear mac access-list counters

1 MAC ACL clear mac access-list counters

clear mac access-list counters [access-list-name]

access-list-name MAC ACL 64

EXEC

network-admin
vdc-admin

4.0(1)

MAC ACL

switch# clear mac access-list counters
switch#

acl-mac-0060 MAC ACL
switch# clear mac access-list counters acl-ipv4-0060
switch#
clear access-list counters IPv4 ACL MAC ACL
clear ip access-list counters IPv4 ACL
show access-lists 1 IPv4 ACL MAC ACL
show mac access-lists 1 MAC ACL
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clear port-security W

clear port-security

MAC
MAC clear port-security

clear port-security {dynamic} {interface ethernet slot/port | address address} [vlan vlan-id]

dynamic MAC
interface ethernet MAC
slot/port

address address MAC address MAC

vlan vlan-id MAC VLAN VLAN
ID 1 4096

dynamic

network-admin
vdc-admin

4.0(1)

feature port-security clear
port-security

MAC 2/1

switch# config t
switch(config)# clear port-security dynamic interface ethernet 2/1

MAC 0019.D2D0.00AE

switch# config t
switch(config)# clear port-security dynamic address 0019.D2D0.00AE

debug port-security
feature port-security

show port-security

switchport port-security 2
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M clear ssh hosts

clear ssh hosts

VDC  Secure Shell SSH; clear ssh hosts

clear ssh hosts

network-admin
vdc-admin

4.0(1)

SSH

switch# clear ssh hosts

ssh server enable  SSH

Cisco NX-OS Security Release 4.0
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clearuser W

clear user

VvDC clear user

clear user user-id

user-id ID

network-admin
vdc-admin

4.0(0)

show users

SSH

switch# clear user userl

show users
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W cts device-id

cts device-id

Cisco TrustSec ID cts device-id

cts device-id device-id password [7] password

device-id  Cisco TrustSec ID
32
7
password  EAP-FAST
password 32
Cisco TrustSec ID

network-admin

vdc-admin
4.0(1)
feature cts Cisco TrustSec
Cisco TrustSec ID Cisco TrustSec
Advanced Services
Cisco TrustSec ID

switch# config t
swtich(config)# cts device-id DeviceA password Cisco321

feature cts Cisco TrustSec
show cts credentials Cisco TrustSec

Cisco NX-OS Security Release 4.0
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cts dotlx

ctsdotix W

Cisco TrustSec Cisco TrustSec 802.1X
cts dotlx
no
cts dotlx
no cts dotlx
network-admin
vdc-admin
4.0(2)
feature cts Cisco TrustSec

shutdown/no shutdown

Advanced Services

Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/3
switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/3
switch(config-if)# no cts dotlx
switch(config-if)# shutdown
switch(config-if)# no shutdown

feature cts Cisco TrustSec

show cts interface Cisco TrustSec

Cisco NX-OS Security
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Wl cts manual

cts manual

Cisco TrustSec cts manual
no

cts manual

no cts manual
network-admin
vdc-admin
4.0(1)

feature cts Cisco TrustSec

shutdown/no shutdown

Advanced Services

Cisco TrustSec

switch# config t

switch(config)# interface etherent 2/4
switch(config-if)# cts manual
switch(config-if-cts-manual)#

Cisco TrustSec

switch# config t

switch(config)# interface etherent 2/4
switch(config-if)# no cts manual
switch(config-if)# shutdown
switch(config-if)# no shutdown

feature cts Cisco TrustSec
show cts interface Cisco TrustSec
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cts refresh role-based-policy

cts refresh role-based-policy W

Cisco Secure ACS Cisco TrustSec Security Group ACL SGACL;

ACL cts refresh role-based-policy

cts refresh role-based-policy

network-admin
vdc-admin

4.0(1)

feature cts

Advanced Services

Cisco TrustSec

switch# cts refresh role-based-policy

Cisco TrustSec

feature cts Cisco TrustSec

show cts role-based policy Cisco TrustSec SGACL

Cisco NX-OS Security
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W cts rekey

cts rekey

Cisco TrustSec

cts rekey ethernet slot/port

cts rekey

ethernet slot/port

network-admin
vdc-admin

4.0(0)

feature cts

Advanced Services

Cisco TrustSec

switch# cts rekey ethernet 2/3

Cisco TrustSec

feature cts Cisco TrustSec

show cts interface Cisco TrustSec
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cts role-based access-list W

cts role-based access-list

Cisco TrustSec SGACL ACL

cts role-based access-list SGACL
no

cts role-based access-list list-name

no cts role-based access-list list-name

list-name SGACL 32

network-admin
vdc-admin

4.0(1)

feature cts Cisco TrustSec

Advanced Services

Cisco TrustSec SGACL

switch# config t
switch(config)# cts role-based access-list MySGACL

switch (config-rbacl) #

Cisco TrustSec SGACL

switch# config t
switch(config)# no cts role-based access-list MySGACL

feature cts Cisco TrustSec
show cts role-based access-list  Cisco TrustSec SGACL
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W cts role-based enforcement

cts role-based enforcement

VLAN Virtual Routing and Forwarding Instance VREF; /

Cisco TrustSec SGACL

cts role-based enforcement

no cts role-based enforcement

VLAN
VRF

network-admin
vdc-admin

cts role-based enforcement
no

4.0(1)

feature cts

Advanced Services

VRF  Cisco TrustSec SGACL
switch# config t
switch(config)# cts role-based enforcement
VLAN  Cisco TrustSec SGACL

switch# config t
switch(config)# vlan 1
switch(config-vlan)# cts role-based enforcement

VRF  Cisco TrustSec SGACL

switch# config t
switch(config)# vrf context MyVRF
switch(config-vrf)# cts role-based enforcement

Cisco TrustSec SGACL

switch# config t
switch(config)# no cts role-based enforcement

Cisco TrustSec

feature cts Cisco TrustSec

show cts role-based enable Cisco TrustSec SGACL
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cts role-based sgt

SGACL  Cisco TrustSec Security Group Tag SGT,;

cts role-based sgt SGACL  SGT
no

cts role-based sgt {sgt-value | any | unknown} dgt {dgt-value | unknown}
access-list list-name

no cts role-based sgt {sgt-value | any | unknown} dgt {dgt-value | unknown}

cts role-based sgt W

sgt-value SGT 0 65533
any SGT

unknown SGT

dgt SGT

dgt-value SGT 0 65533

access-list list-name SGACL

network-admin

vdc-admin
4.0(2)
feature cts Cisco TrustSec
SGT SGACL
Advanced Services
SGACL  SGT

switch# config t
switch(config)# cts role-based sgt 3 dgt 10 access-list MySGACL

SGACL  SGT

switch# config t
switch(config)# no cts role-based sgt 3 sgt 10

feature cts Cisco TrustSec

show cts role-based policy SGACL  Cisco TrustSec SGT

Cisco NX-OS Security Rel
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W cts role-based sgt-map

cts role-based sgt-map

IP Cisco TrustSec SGT cts role-based sgt-map
SGT no

cts role-based sgt-map ipv4-address sgt-value

no cts role-based sgt-map ipv4-address

ipv4-address  |Pv4 AB.C.D
sgt-value SGT 0 65533
VLAN

VRF

network-admin
vdc-admin

4.0(0)

feature cts Cisco TrustSec

Cisco TrustSec IPv4

Advanced Services

Cisco TrustSec SGT

switch# config t
switch(config)# cts role-based sgt-map 10.10.1.1 3
switch(config-rbacl) #

Cisco TrustSec SGT

switch# config t
switch(config)# no ccts role-based sgt-map 10.10.1.1

feature cts Cisco TrustSec
show cts role-based sgt-map Cisco TrustSec SGT
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ctssgt W
Cisco TrustSec SGT cts sgt

cts sgt tag
tag Oxhhhh 16 SGT 0x0  Oxffff

network-admin
vdc-admin

4.0(0)

feature cts Cisco TrustSec

Advanced Services

Cisco TrustSec SGT

switch# config t
switch(config)# cts sgt 0x3

feature cts Cisco TrustSec

show cts environment-data Cisco TrustSec
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W cts sxp connection peer

Cts sxp connection peer

Cisco TrustSec

SGT Exchange Protocol SXP

SXP

cts sxp connection peer

no

cts sxp connection peer peer-ipv4-addr [source src-ipv4-addr] password [default | none | required
password] mode {speaker | listener} [vrf vrf-name]

no cts sxp connection peer peer-ipv4-addr [vrf vrf-name]

peer-ipv4-addr IPv4
source src-ipv4-addr IPv4
password SXP
default SXP SXP
none SXP
required password SXP
mode
speaker
listener
vrf vrf-name VRF
SXP
SXP IPv4

VRF

network-admin
vdc-admin

4.0(0)

Cisco TrustSec

IPv4
SXP IPv4

SXP

feature cts

IPv4

Cisco TrustSec

cts sxp default source-ip

Advanced Services

Release 4.0

cts sxp default password
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OL-15811-01-J |



cts sxp connection peer W

SXP

switch# config t

switch(config)# cts sxp connection peer 10.10.1.1 source 10.10.2.2 password default
mode listener

SXP

switch# config t
switch(config)# no cts sxp connection peer 10.10.1.1

cts sxp default password SXP
cts sxp default source-ip SXP IPv4
feature cts Cisco TrustSec

show cts sxp connection  Cisco TrustSec SXP

Cisco NX-OS Security Rel 4.0
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M cts sxp default password

cts sxp default password

SGT SXP cts sxp default password
no

cts sxp default password password

no cts sxp default password

password SXP
32
network-admin
vdc-admin
4.0(1)
feature cts Cisco TrustSec

Advanced Services

SXP

switch# config t
switch(config)# cts sxp default password Cisco654

SXP

switch# config t
switch(config)# no cts sxp default password

feature cts Cisco TrustSec
show cts sxp  Cisco TrustSec SXP

Cisco NX-OS Security Release 4.0
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cts sxp default source-ip W

cts sxp default source-ip

SGT SXP IPv4 cts sxp default source-ip
no

cts sxp default source-ip ipv4-address

no cts sxp default source-ip ipv4-address

ipv4-address SXP IPv4

network-admin
vdc-admin

4.0(1)

feature cts Cisco TrustSec

Cisco TrustSec IPv4

Advanced Services

SXP IP

switch# config t
switch(config)# cts sxp default source-ip 10.10.3.3

SXP IP

switch# config t
switch(config)# no cts sxp default source-ip

feature cts Cisco TrustSec
show cts sxp  Cisco TrustSec SXP

Cisco NX-OS Security Rel 4.0
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M cts sxp enable

cts sxp enable

SGT SXP cts sxp enable
no

cts sxp enable

no cts sxp enable

network-admin
vdc-admin

4.0(1)

feature cts Cisco TrustSec

Advanced Services

SXP

switch# config t
switch(config)# cts sxp enable
SXP

switch# config t
switch(config)# no cts sxp enable

feature cts Cisco TrustSec
show cts sxp  Cisco TrustSec SXP

Cisco NX-OS Security Release 4.0
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cts sxp reconcile-period

cts sxp reconcile-period W

switch# config t

switch(config)# cts sxp reconcile-period 120

SXP

switch# config t

switch(config)# no cts sxp reconcile-period

SGT SXP cts sxp reconcile-period
no

cts sxp reconcile-period seconds

no cts sxp reconcile-period
seconds 0 64000
60 1
network-admin
vdc-admin
4.0(1)

feature cts Cisco TrustSec
SXP
SXP SXP
NX-0S SGT
Y
SXP 0
Advanced Services
SXP

feature cts Cisco TrustSec

show cts sxp connection  Cisco TrustSec SXP

Cisco NX-OS Security
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M cts sxp retry-period

cts sxp retry-period

SGT SXP cts sxp retry-period
no

cts sxp retry-period seconds

no cts sxp retry-period

seconds 0 64000

120 2

network-admin

vdc-admin
4.0(1)
feature cts Cisco TrustSec
SXP NX-0S SXP SXP
NX-0S SXP
A Y
SXP 0
Advanced Services
SXP

switch# config t
switch(config)# cts sxp retry-period 120

SXP

switch# config t
switch(config)# no cts sxp retry-period

feature cts Cisco TrustSec

show cts sxp connection  Cisco TrustSec SXP
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D Cisco NX-OS Security

deadtime

RADIUS TACACS+ deadtime
no

deadtime minutes

no deadtime minutes

minutes 0 1440

N

RADIUS
TACACS+

network-admin
vdc-admin

4.0(1)

TACACS+ feature tacacs+

Cisco NX-OS Security Release 4.0
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M deadtime

RADIUS 2

switch# config t
switch(config)# aaa group server radius RadServer
switch(config-radius)# deadtime 2

TACACS+ 5

switch# config t

switch(config)# feature tacacs+

switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# deadtime 5

switch# config t

switch(config)# feature tacacs+

switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# no deadtime 5

aaa group server AAA
radius-server host RADIUS
show radius-server groups RADIUS
show tacacs-server groups TACACS+
feature tacacs+ TACACS+
tacacs-server host TACACS+

Cisco NX-OS Security Release 4.0
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deny ARP

deny ARP N

ARP ARP ACL deny
no

[sequence-number] deny ip {any | host sender-IP | sender-1P sender-1P-mask} mac {any | host
sender-MAC | sender-MAC sender-MAC-mask} [log]

[sequence-number] deny request ip {any | host sender-IP | sender-IP sender-1P-mask} mac {any | host
sender-MAC | sender-MAC sender-MAC-mask} [log]

[sequence-number] deny response ip {any | host sender-IP | sender-IP sender-1P-mask} {any | host
target-1P | target-IP target-IP-mask} mac {any | host sender-MAC |
sender-MAC sender-MAC-mask} [any | host target-MAC | target-MAC target-MAC-mask] [log]

no sequence—number

no deny ip {any | host sender-IP | sender-IP sender-IP-mask} mac {any | host sender-MAC |
sender-MAC sender-MAC-mask} [log]

no deny request ip {any | host sender-IP | sender-IP sender-IP-mask} mac {any | host sender-MAC |
sender-MAC sender-MAC-mask} [log]

no deny response ip {any | host sender-IP | sender-IP sender-1P-mask} {any | host target-1P | target-1P
target-1P-mask} mac {any | host sender-MAC | sender-MAC sender-MAC-mask} [any | host
target-MAC | target-MAC target-MAC-mask] [log]

sequence-number deny
ACL
1 4294967295
ACL 10
ACL
10
resequence
ip IP
any any
any IP IP
MAC MAC
host sender-IP ARP IP sender-1P
ARP sender-IP
10 IPv4
sender-1P IP IPv4
sender-1P-mask IPv4 sender-1P sender-1P-mask
10 sender-1P-mask
255.255.255.255 host
mac MAC

| oL-15811-01-J
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W deny ARP

host sender-MAC ARP MAC sender-MAC
ARP
sender-MAC 16 MAC
sender-MAC MAC MAC
sender-MAC-mask MAC sender-MAC sender-MAC-mask
16 sender-MAC-mask
FFffFAEFFAF host
log ARP
request ARP
N
request response
ARP
response ARP
)
request response
ARP
host target-IP ARP IP target-IP
ARP response
host target-1P target-1P
10 IPv4
target-1P IP IPv4
target-1P-mask IPv4 response
target-1P target-1P-mask target-1P target-1P-mask
10 target-1P-mask
255.255.255.255 host
host target-MAC ARP MAC target-MAC
ARP response
host target-MAC
target-MAC 16 MAC
target-MAC MAC MAC
target-MAC-mask MAC response
target-MAC target-MAC-mask target-MAC
target-MAC-mask 16
target-MAC-mask LHiiALALL host

ARP ACL

Cisco NX-OS Security
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deny ARP N

network-admin

vdc-admin
4.0(1)
ARP ACL
ACL
10
ARP ACL ACL

response request ARP

arp-acl-01 ARP ACL ARP

10.32.143.0 IP ARP

switch# conf t
switch(config)# arp access-list arp-acl-01
switch(config-arp-acl)# deny request ip 10.32.143.0 255.255.255.0 mac any

arp access-list ARP ACL

ip arp inspection filter ARP ACL VLAN

permit ARP ARP ACL

remark ACL

show arp access-list 1 ARP ACL

Cisco NX-OS Security Rel 4.0
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N deny IPv4

deny IPv4

IPv4 ACL deny
no

[sequence-number] deny protocol source destination [dscp dscp | precedence precedence] [fragments]
[log] [time-range time-range-name]

no deny protocol source destination [dscp dscp | precedence precedence] [fragments] [log] [time-range
time-range-name]

no sequence-number
Internet Control Message Protocol ICMP;

[sequence-number] deny icmp source destination [icmp-message] [dscp dscp | precedence precedence]
[fragments] [log] [time-range time-range-name]

Internet Group Management Protocol IGMP;

[sequence-number] deny igmp source destination [igmp-message] [dscp dscp | precedence precedence]
[fragments] [log] [time-range time-range-name]

IP 4 1Pv4

[sequence-number] deny ip source destination [dscp dscp | precedence precedence] [fragments] [log]
[time-range time-range-name]

Transmission Control Protocol TCP

[sequence-number] deny tcp source [operator port [port] | portgroup portgroup] destination [operator
port [port] | portgroup portgroup] [dscp dscp | precedence precedence] [fragments] [log]
[time-range time-range-name] [flags] [established]

User Datagram Protocol UDP;

[sequence-number] deny udp source [operator port [port] | portgroup portgroup] destination [operator
port [port] | portgroup portgroup] [dscp dscp | precedence precedence] [fragments] [log]
[time-range time-range-name]

Cisco NX-OS Security Release 4.0
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deny IPv4 ||
sequence-number deny
ACL
1 4294967295
ACL 10
ACL
10
resequence
protocol 0
255
e icmp— ICMP
protocol
icmp-message
e igmp — IGMP
protocol
igmp-type
e ip — IPv4
IPv4
dscp
fragments
log
precedence
time-range
e tcp— TCP
protocol
flags operator portgroup
established
e udp — UDP
protocol
operator portgroup
source IPv4
destination IPv4
Cisco NX-OS Security Rel 4.0
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N deny IPv4

dscp dscp IP DSCP 6
Differentiated Service DiffServ;
dscp
1
e 0 63—DSCP 6 10 10
DSCP 001010
e afll — Assured Forwarding AF; 1
001010

e afl2 —AF 1 001100

e afl3—AF 1 001110

e af2l —AF 2 010010

e af22 — AF 2 010100

e af23—AF 2 010110

e af3l —AF 3 011010

e af32 —AF 3 011100

e af33—AF 3 011110

e afdl — AF 4 100010

e afd2 — AF 4 100100

e af4d3— AF 4 100110

* sl — Class Selector CS; 1 1 001000

e ¢s2—CS2 2 010000

e ¢s3—CS3 3 011000

* cs4—CS4 4 100000

e ¢s5—CS5 5 101000

* (s6—CS6 6 110000

e cs7—CS7 7 111000

e default— DSCP 000000

e ef — Expedited Forwarding EF; 101110
precedence IP precedence precedence
precedence

precedence
e 0 7—IP precedence 3 10 3
DSCP 011

e critical — 5 101

e flash — 3 011

¢ flash-override — 4 100

e immediate — 2 010

e internet — 6 110

* network — 7 111

* priority — 1 001

* routine — 0 000

Cisco NX-OS Security Release 4.0
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deny IPv4 ||

fragments
4
TCP
4
log
e ACL
. TCP UDP ICMP
time-range time-range
time-range-name time-range-name 64
icmp-message ICMP ICMP
0 255 ICMP
1
igmp-message IGMP IGMP igmp-message
IGMP 0 15
1
e dvmrp — Distance Vector Multicast Routing Protocol DVMRP;
e host-query —
e host-report —
e pim—PIM
* trace —
operator port TCP UDP operator port
[port]
source destination
port TCP UDP
0 65535
TCP UDP
2 port operator
operator 1
* eq— port
o gt— port
o Jt— port
* neq — port
* range —?2 port port

2 port

| oL-15811-01-J
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N deny IPv4

portgroup TCP UDP portgroup IP
portgroup
portgroup 64
IP
source destination

IP object-group ip

port
flags TCP TCP flags

1

e ack

e fin

e psh

* st

* syn

e urg
established TCP TCP

ACK RST TCP
IPv4 ACL
ACL
10

IPv4 ACL

network-admin

vdc-admin
4.0(2)

IPv4 ACL ACL
source destination 1

1
source destination

Cisco NX-OS Security Release 4.0
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o |IP — IPv4
destination IPv4
object-group ip address

addrgroup address-group-name

lab-gateway-svrs 1Pv4
switch(config-acl)# deny ip any addrgroup lab-gateway-svrs

o — IPv4

IPv4-address network-wildcard

192.168.67.0 IPv4
source

switch(config-acl)# deny tcp 192.168.67.0 0.0.0.255 any

. Variable-Length Subnet Mask VLSM;
VLSM

IPv4-address/prefix-len

192.168.67.0 IPv4 VLSM
switch(config-acl)# deny udp 192.168.67.0/24 any
. — host IPv4

host IPv4-address

IPv4-address/32 IPv4-address 0.0.0.0
host 192.168.67.132 IPv4

switch(config-acl)# deny icmp host 192.168.67.132 any

. — any
any
any
ICMP
icmp-message ICMP 0 255
1

e administratively-prohibited —
e alternate-address —

e conversion-error —

e dod-host-prohibited —

e dod-net-prohibited —

e echo— PING

e echo-reply —

e general-parameter-problem —

deny IPv4 ||

source

destination

— IPv4

source

source

IPv4

Cisco NX-OS Security
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N deny IPv4

* host-isolated —

* host-precedence-unreachable — Host Unreachable
¢ host-redirect —

* host-tos-redirect — ToS

e host-tos-unreachable — ToS
* host-unknown —

¢ host-unreachable —

e information-reply —

e information-request —

* mask-reply —

* mask-request —

* mobile-redirect —

* net-redirect —

e net-tos-redirect — ToS

* net-tos-unreachable — ToS
* net-unreachable —

* network-unknown —

* no-room-for-option —

e option-missing —

e packet-too-big — DF
e parameter-problem —

e port-unreachable —

e precedence-unreachable —
e protocol-unreachable —

e reassembly-timeout —

e redirect —

* router-advertisement —

e router-solicitation —

e source-quench —

* source-route-failed —

e time-exceeded —

e timestamp-reply —

e timestamp-request —

e traceroute —

e ttl-exceeded — Time-To-Live TTL;
* unreachable —

TCP

protocol tep port TCP 0 65535
1

bgp — Border Gateway Protocol BGP; 179

chargen — Character Generator 19

cmd — remd 514

Cisco NX-OS Security Release 4.0
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deny
daytime — 13
discard — 9
domain — 53
drip — RIP 3949
echo — 7
exec — EXEC rsh 512
finger — Finger 79
ftp — Fingerile Transfer Protocol FTP; 21
ftp-data — FTP 2
gopher — Gopher 7
hostname — NIC 11
ident — Ident 113
irc — Internet Relay Chat IRC; 194
klogin — Kerberos 543
kshell — Kerberos 544
login — rlogin 513
Ipd — 515
nntp — Network News Transport Protocol NNTP 119
pim-auto-rp — PIM Auto-RP 496
pop2 — POPv2 19
pop3 —POPvV3 11
smtp — Simple Mail Transport Protocol SMTP 25
sunrpc — Sun Remote Procedure Call SunRPC 111
tacacs — TAC Access Control System TACACS 49
talk — Talk 517
telnet — Telnet 23
time — Time 37
uucp — UNIX-to-UNIX Copy Program 54
whois — WHOIS/NICNAME 43
www — World Wide Web HTTP 8
UDP
protocol udp port UDP 0 65535
1
biff — biff comsat 512
bootpc — Bootstrap Protocol BOOTP; 68

| oL-15811-01-J
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N deny IPv4

bootps — BOOTP 67

discard — 9

dnsix — DNSIX 195
domain — DNS 53
echo — 7

isakmp — Internet Security Association and Key Management Protocol ISAKMP 5

mobile-ip — Mobile IP 434

nameserver — IEN116 42
netbios-dgm — NetBIOS 138
netbios-ns — NetBIOS 137
netbios-ss — NetBIOS 139

non500-isakmp — Internet Security Association and Key Management Protocol ISAKMP 45
ntp — Network Time Protocol NTP; 123

pim-auto-rp — PIM Auto-RP 496

rip — RIP in.routed 52
snmp — Simple Network Management Protocol SNMP; 161
snmptrap — SNMP 162

sunrpc — Sun Remote Procedure Call SunRPC 111
syslog — 514

tacacs — TAC Access Control System TACACS 49
talk — Talk 517

tftp — TFTP 69

time — Time 37

who — who rwho 513

xdmcp — X DMCP 177

10.23.0.0 10.176.0.0 192.168.37.0 10.176.0.0 TCP UDP
IPv4
acl-lab-01 IPv4 ACL

switch# config t

switch(config)# ip access-list acl-lab-01
switch(config-acl)# deny tcp 10.23.0.0/16 10.176.0.0/16
switch(config-acl)# deny udp 10.23.0.0/16 10.176.0.0/16
switch(config-acl)# deny tcp 192.168.37.0/16 10.176.0.0/16
switch(config-acl)# deny udp 192.168.37.0/16 10.176.0.0/16
switch(config-acl)# permit ip any any

Cisco NX-OS Security Release 4.0
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deny IPv4 ||

eng_workstations IPv4 marketing_group
IP IP
IPv4 acl-eng-to-marketing
IPv4 ACL

switch# config t

switch(config)# ip access-list acl-eng-to-marketing

switch(config-acl)# deny ip addrgroup eng workstations addrgroup marketing group
switch(config-acl)# permit ip any any

ip access-list IPv4 ACL

object-group ip address  |Pv4

object-group ip port IP

permit IPv4 IPv4 ACL

remark IPv4 ACL

show ip access-list IPv4 ACL 1 IPv4 ACL
statistics per-entry ACL

time-range

Cisco NX-OS Security Rel 4.0
I oL-15811-01-J



N deny MAC

deny MAC

MAC Access Control List ACL;
+ deny
no

[sequence-number] deny source destination [protocol] [cos cos-value] [vlan VLAN-ID]
no deny source destination [protocol] [cos cos-value] [vlan VLAN-ID]

no sequence—number

sequence-number deny
ACL
1 4294967295
ACL 10
ACL
10
resequence
source MAC
destination MAC
protocol 0x0
Oxffff
MAC
cos cos-value cos-value Class of Service CoS;
IEEE 802.1Q
cos-value 0o 7
vlan VLAN-ID VLAN ID IEEE 802.1Q
VLAN-ID
1 4094
MAC ACL
ACL
10
MAC ACL

network-admin
vdc-admin

Cisco NX-OS Security Release 4.0
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deny MAC ||

4.0(1)
MAC ACL ACL
source destination 2
1
source destination
o — MAC 1
MAC-address MAC-mask
MAC 00c0.4f03.0a72  source
switch(config-acl)# deny 00c0.4£03.0a72 0000.0000.0000 any
MAC 00603e MAC destination
switch(config-acl)# deny any 0060.3e00.0000 0000.0000.0000
. —any MAC
any
any
MAC
protocol MAC 0x
4 16 0x0  Oxffff

e aarp — AppleTalk ARP 0x80f3

e appletalk — AppleTalk 0x809b

e decnet-iv — DECnet Phase IV 0x6003

e diagnostic — DEC Diagnostic Protocol 0x6005
e etype-6000 — EtherType 0x6000 0x6000

e etype-8042 — EtherType 0x8042 0x8042

e ip—IPv4 0x0800

e lat— DEC LAT 0x6004

e lavc-sca— DEC LAVC SCA 0x6007

e mop-console — DEC MOP Remote Console 0x6002
e  mop-dump — DEC MOP Dump 0x6001

¢ vines-echo — VINES Echo 0xObaf

Cisco NX-OS Security R
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N deny MAC

2 MAC IPv4
mac-ip-filter MAC ACL

switch# config t
switch(config)# mac access-list mac-ip-filter

switch(config-mac-acl)# deny 00c0.4£00.0000 0000.00ff.£f£f£ff 0060.3e00.0000
0000.00f£.£££ff ip

switch(config-mac-acl)# permit any any

mac access-list MAC ACL

permit MAC MAC ACL

remark ACL

show mac access-list 1 MAC ACL
statistics per-entry ACL

Cisco NX-OS Security Release 4.0
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deny

SGACL
deny

ACL

deny

no

acL N

deny {all | icmp | igmp | ip | {{tcp | udp} [{src | dest} {{eq | gt | It | neq} port-number} |
range port-numberl port-number2}]}

no deny {all | icmp | igmp | ip | {{tcp | udp} [{src | dest} {{eq | gt | It | neq} port-number} |
range port-numberl port-number2}]}

all

icmp ICMP

igmp IGMP

ip IP

tcp TCP

udp UDP

src

dest

eq

gt

It

neq

port-number  TCP UDP 0 65535

range TCP UDP

port-numberl 0 65535

port-number2 0 65535
ACL

network-admin
vdc-admin

4.0(1)

feature cts

Advanced Services

Cisco NX-OS Security
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N deny ACL

SGACL

switch# config t

switch(config)# cts role-based access-list MySGACL
switch(config-rbacl)# deny icmp

SGACL

switch# config t

switch(config)# cts role-based access-list MySGACL
switch(config-rbacl)# no deny icmp

cts role-based access-list Cisco TrustSec SGACL

feature cts Cisco TrustSec

show cts role-based access-list  Cisco TrustSec SGACL
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description

description

description
no

description "'text"’

no description

Ttext
100

network-admin
vdc-admin

VDC

4.0(1)

switch# config t
switch(config)# identity policy AdminPolicy
switch(config-id-policy)# description "Administrator identity policy"

switch# config t
switch(config)# identity policy AdminPolicy
switch(config-id-policy)# no description

identity policy

show identity policy

Cisco NX-OS Security R
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N description

description

description
no

description text

no description

text
128

network-admin
vdc-admin

4.0(1)

switch# config t
switch(config)# role name MyRole
switch(config-role)# description User role for my user account.

switch# config t
switch(config)# role name MyRole
switch(config-role)# no description

role name

show role

Cisco NX-OS Security Release 4.0
88 oL-15811-01-J |



device

Extensible Authentication Protocol over User Datagram Protocol EAPoUDP

no

device

device W

device {authenticate | not-authenticate} {ip-address ipv4-address [subnet-mask] | mac-address

mac-address [mac-address-mask]} policy policy-name

no device {authenticate | not-authenticate} {ip-address ipv4-address [subnet-mask] | mac-address

mac-address [mac-address-mask]} policy policy-name

authenticate

not-authenticate

ip-address ipv4-address IPv4 AB.C.D
subnet-mask IPv4 IPv4
mac-address mac-address MAC XXXXK XXX X XXXX

mac-address-mask

MAC

policy policy-name

network-admin
vdc-admin
VDC

4.0(0)

Cisco NX-OS Security
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H device

EAPoUDP

switch# config t
switch(config)# identity profile eapoupd
switch(config-id-policy)# device authenticate 10.10.1.1 255.255.255.245 policy

AdminPolicy

EAPoUDP

switch# config t

switch(config)# identity profile eapoupd

switch(config-id-policy)# no device authenticate 10.10.2.2 255.255.255.245 policy
UserPolicy

identity policy

show identity policy

Cisco NX-OS Security Release 4.0
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dotix defauit W

dotlx default

802.1X dotlx
default

dotlx default

network-admin
vdc-admin

4.0(0)

802.1X feature dotlx

802.1X

switch# config t
switch(config)# dotlx default

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx default

feature dotlx 802.1X
show dotlx 802.1X
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Ml dot1x host-mode

dotlx host-mode

1 802.1X dotlx
host-mode no

dotlx host-mode {multi-host | single-host}

no dotlx host-mode

mutli-host 802.1X
single-host 1 802.1X
single-host

network-admin
vdc-admin

4.0(1)

802.1X feature dotlx

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx host-mode multi-host

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# no dotlx host-mode

feature dotlx 802.1X
show dotlx all 802.1X
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dot1x initialize W

dotlx initialize

802.1X dotlx initialize

dotlx initialize [interface ethernet slot/port]

interface ethernet slot/port 802.1X

network-admin
vdc-admin

4.0(0)

802.1X feature dotlx

NX-0S 802.1X

switch# dotlx initialize

802.1X

switch# dotlx initialize interface ethernet 2/1

feature dotlx 802.1X

show dotlx all 802.1X
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M dot1x mac-auth-bypass

dotlx mac-auth-bypass

802.1X MAC
dotlx mac-auth-bypass MAC
no

dotlx mac-auth-bypass [eap]

no dotlx mac-auth-bypass

eap Extensible Authentication Protocol EAP

network-admin
vdc-admin

4.0(1)

802.1X feature dotlx

MAC

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# dotlx mac-auth-bypass

MAC

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# no dotlx mac-auth-bypass

feature dotlx 802.1X
show dotlx all 802.1X
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dotlx max-reauth-req

NX-0S

no

dotlx max-reauth-req retry-count

no dotlx max-reauth-req

dotlx max-reauth-req

dot1x max-reauth-req M

retry-count

network-admin
vdc-admin

4.0(1)

802.1X feature dotlx

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# dotlx max-reauth-req 3

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# no dotlx max-reauth-req

feature dotlx 802.1X

show dotlx all 802.1X
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Ml dot1x max-req

dotlx max-req

802.1X NX-0S
dotlx max-req no

dotlx max-req retry-count

no dotlx max-req

retry-count 802.1X

1 10
2
network-admin
vdc-admin
4.0(2)
802.1X feature dotlx
802.1X

switch# config t
switch(config)# dotlx max-req 3

802.1X

switch# config t
switch(config)# no dotlx max-req

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# dotlx max-req 4
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dotix max-req M

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# no dotlx max-req

feature dotlx 802.1X

show dotlx all 802.1X
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M dot1x port-control

dotlx port-control

802.1X dotlx port-control
no

dotlx port-control {auto | force-authorized | force-unauthorized}

no dotlx port-control {auto | force-authorized | force-unauthorized}

auto 802.1X
force-authorized 802.1X

force-unauthorized

force-authorized

network-admin
vdc-admin

4.0(0)

802.1X feature dotlx

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx port-control auto

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx port-control auto

feature dotlx 802.1X
show dotlx interface ethernet 802.1X
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dot1x radius-accounting W

dotlx radius-accounting

802.1X RADIUS dotlx radius-accounting
no

dotlx radius-accounting

no dotlx radius-accounting

network-admin

vdc-admin

4.0(1)

802.1X feature dotlx
802.1X RADIUS

switch# config t
switch(config)# dotlx radius-accounting

802.1X RADIUS

switch# config t
switch(config)# no dotlx radius-accounting

feature dotlx 802.1X

show running-config dotlx all 802.1X
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W dotix re-authentication EXEC

dotlx re-authentication EXEC

802.1X dotlx re-authentication

dotlx re-authentication [interface ethernet slot/port]

interface ethernet slot/port

EXEC

network-admin
vdc-admin

4.0(0)

802.1X feature dotlx

802.1X

switch# dotlx re-authentication

802.1X

switch# dotlx re-authentication interface ethernet 2/1

feature dotlx 802.1X
show dotlx all 802.1X
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dot1x re-authentication

dotlx re-authentication

802.1X

dotlx re-authentication

no dotlx re-authentication

network-admin
vdc-admin

no

dotlx re-authentication

4.0(0)

802.1X feature dotlx

802.1X

switch# config t
switch(config)# dotlx re-authentication

802.1X

switch# config t
switch(config)# no dotlx re-authentication

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx re-authentication

NX-0S

Cisco NX-OS Security
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W dotix re-authentication

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# no dotlx re-authentication

feature dotlx 802.1X

show dotlx all 802.1X
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dotlx system-auth-control

dot1x system-auth-control W

802.1X dotlx system-auth-control 802.1X
no

dotlx system-auth-control

no dotlx system-auth-control
network-admin
vdc-admin
4.0(2)
dotlx system-auth-control 802.1X
802.1X feature dotlx

802.1X

switch# config t

switch(config)# no dotlx system-auth-control

802.1X

switch# config t

switch(config)# dotlx system-auth-control

feature dotlx 802.1X

show dotlx 802.1X
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M dot1x timeout quiet-period

dotlx timeout quiet-period

802.1X dotlx
timeout quiet-period no

dotlx timeout quiet-period seconds

no dotlx timeout quiet-period

seconds 802.1X 1 65535

60

network-admin
vdc-admin

4.0(1)

802.1X

802.1X feature dotlx

802.1X
switch# config t

switch(config)# dotlx timeout quiet-period 45

802.1X

switch# config t
switch(config)# no dotlx timeout quiet-period
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802.1X

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# dotlx timeout quiet-period 50

802.1X
switch# config t

switch(config)# interface ethernet 1/1
switch(config-if)# no dotlx timeout quiet-period

dot1x timeout quiet-period W

feature dotlx 802.1X

show dotlx all 802.1X
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M dot1x timeout ratelimit-period

dotlx timeout ratelimit-period

802.1X dotlx
timeout ratelimit-period no

dotlx timeout ratelimit-period seconds

no dotlx timeout ratelimit-period

seconds 802.1X 1 65535

network-admin
vdc-admin

4.0(0)

802.1X
EAPOL-Start

802.1X feature dotlx

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx timeout ratelimit-period 60

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx timeout ratelimit-period 60

feature dotlx 802.1X

show dotlx interface ethernet 802.1X
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dot1x timeout re-authperiod W

dotlx timeout re-authperiod

802.1X
dotlx timeout re-authperiod
no

dotlx timeout re-authperiod seconds

no dotlx timeout re-authperiod

seconds 802.1X 1 65535

3600

network-admin
vdc-admin

4.0(0)

802.1X

802.1X feature dotlx

802.1X

switch# config t
switch(config)# dotlx timeout re-authperiod 3000

802.1X

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# dotlx timeout re-authperiod 3300

feature dotlx 802.1X
show dotlx all 802.1X
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Ml dot1x timeout server-timeout

dotlx timeout server-timeout

802.1X dotlx timeout server-timeout
no
dotlx timeout server-timeout seconds
no dotlx timeout server-timeout
seconds 802.1X 1 65535

30

network-admin

vdc-admin
4.0(1)
802.1X NX-0S
802.1X feature dotlx
~
802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx timeout server-timeout 45

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx timeout server-timeout 45

feature dotlx 802.1X

show dotlx interface ethernet 802.1X
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dotlx timeout supp-timeout

802.1X

dotlx timeout supp-timeout seconds

no dotlx timeout supp-timeout

dot1x timeout supp-timeout W

dotlx timeout supp-timeout
no

seconds 802.1X

65535

30

network-admin

vdc-admin
4.0(1)
802.1X NX-0S
EAP NX-0S
802.1X feature dotlx
~
802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# dotlx timeout supp-timeout 45

802.1X

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# no dotlx timeout supp-timeout

feature dotlx 802.1X

show dotlx interface ethernet 802.1X
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M dot1x timeout tx-period

dotlx timeout tx-period

802.1X dotlx
timeout tx-period no

dotlx timeout tx-period seconds

no dotlx timeout tx-period

seconds 802.1X 1 65535

60

network-admin
vdc-admin

4.0(1)

802.1X NX-0S
EAP /

802.1X feature dotlx

802.1X

switch# config t
switch(config)# dotlx timeout tx-period 45

802.1X

switch# config t
switch(config)# no dotlx timeout tx-period
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802.1X

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# dotlx timeout tx-period 45

802.1X
switch# config t

switch(config)# interface ethernet 1/1
switch(config-if)# no dotlx timeout tx-period

dot1x timeout tx-period W

feature dotlx 802.1X

show dotlx all 802.1X
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M dot1x timeout tx-period
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E Cisco NX-OS Security

eou allow clientless

Extensible Authentication Protocol over User Datagram
Protocol EAPoUDP eou allow clientless

no
eou allow clientless

no eou allow clientless

network-admin
vdc-admin

4.0(1)

EAPoUDP feature eou
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Wl eou allow clientless

EAPoUDP

switch# config t
switch(config)# eou allow clientless

EAPoUDP

switch# config t
switch(config)# no eou allow clientless

feature eou EAPoUDP

show eou EAPoUDP
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eou default W

eou default

EAPoUDP eou default

eou default

network-admin
vdc-admin

4.0(0)

EAPoUDP feature eou

EAPoUDP

switch# config t
switch(config)# eou default

EAPoUDP

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou default

feature eou EAPoUDP
showeou  EAPoUDP
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W eou initialize

eou Initialize
EAPoUDP eou initialize

eou initialize {all | authentication {clientless | eap | static} | interface ethernet slot/port | ip-address
ipv4-address | mac-address mac-address | posturetoken name}

all EAPoUDP

authentication EAPoUDP
clientless

eap EAPoUDP

static

interface ethernet slot/port EAPoUDP
ip-address ipv4-address IPv4 EAPoUDP
mac-address mac-address MAC EAPoUDP
posturetoken name EAPoUDP

network-admin
vdc-admin

4.0(1)

EAPoUDP feature eou

EAPoUDP

switch# eou initialize all

EAPoUDP

switch# eou initialize authentication static

EAPoUDP

switch# eou initialize interface ethernet 1/1
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eou initialize W

IP EAPoUDP

switch# eou initialize ip-address 10.10.1.1

MAC EAPoUDP

switch# eou initialize mac-address 0019.076c.dac4

EAPoUDP

switch# eou initialize posturetoken healthy

feature eou EAPoUDP
showeou  EAPoUDP
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W eoulogging

eou logging
EAPoUDP eou logging EAPoUDP
no
eou logging

no eou logging

network-admin

vdc-admin
4.0(2)
EAPoUDP
EAPoUDP feature eou
EAPoUDP

switch# config t
switch(config)# eou logging

EAPoUDP

switch# config t
switch(config)# no eou logging

EAPoUDP

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou logging

EAPoUDP
switch# config t

switch(config)# interface ethernet 1/1
switch(config-if)# no eou logging

feature eou EAPoUDP
showeou  EAPoUDP
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eou max-retry

EAPoUDP
max-retry

eou max-retry count

no eou max-retry

eou max-retry W

eou
no

count

network-admin
vdc-admin

4.0(1)

EAPoUDP feature eou

EAPoUDP

switch# config t
switch(config)# eou max-retry 2

EAPoUDP

switch# config t
switch(config)# no eou max-retry

EAPoUDP

switch# config t
switch(config) interface ethernet 1/1
switch(config-if)# eou max-retry 3

EAPoUDP

switch# config t
switch(config) interface ethernet 1/1
switch(config-if)# no eou max-retry

feature eou EAPoUDP

show eou  EAPoUDP
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Ml eouport

eou port

EAPoOUDP  User Datagram Protocol UDP;
eou port no

eou port udp-port

no eou port

udp-port UDP 1 65535

21862 (0x5566

network-admin
vdc-admin

4.0(1)

EAPoUDP feature eou

EAPoUDP  UDP

switch# config t
switch(config)# eou port 21856

EAPoUDP  UDP

switch# config t
switch(config)# no eou port

feature eou EAPoUDP
showeou  EAPoUDP
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eou ratelimit

EAPoUDP
no

eou ratelimit sessions

no eou ratelimit

eou ratelimit

eou ratelimit W

sessions EAPoUDP

200

20

network-admin
vdc-admin

4.0(0)

EAPoUDP 0
EAPoUDP

EAPoUDP feature eou

EAPoUDP

switch# config t
switch(config)# eou ratelimit 30

EAPoUDP

switch# config t
switch(config)# no eou ratelimit

EAPoUDP

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou ratelimit 30

EAPoUDP
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E
Ml eou ratelimit

EAPoUDP

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# no eou ratelimit

feature eou EAPoUDP

showeou  EAPoUDP
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eou revalidate EXeC W

eou revalidate EXEC

EAPoUDP eou revalidate

eou revalidate {all | authentication {clientless | eap | static} | interface ethernet slot/port | ip-address
ipv4-address | mac-address mac-address | posturetoken name}

all EAPoUDP

authentication EAPoUDP

clientless

eap EAPoUDP

static

interface ethernet slot/port EAPoUDP

ip-address ipv4-address IPv4 EAPoUDP

mac-address mac-address MAC EAPoUDP

posturetoken name EAPoUDP

NX-0S eou revalidate

EXEC eou revalidate

network-admin
vdc-admin

4.0(0)

EAPoUDP feature eou

EAPoUDP

switch# eou revalidate all

EAPoUDP

switch# eou revalidate authentication static
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W eourevalidate EXEC

EAPoUDP

switch# eou revalidate interface ethernet 1/1

EAPoUDP

switch# eou revalidate ip-address 10.10.1.1

EAPoUDP

switch# eou revalidate mac-address 0019.076c.dac4

EAPoUDP

switch# eou revalidate posturetoken healthy

feature eou EAPoUDP
showeou  EAPoUDP
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eou revalidate

eou revalidate

EAPoUDP
eou revalidate
no

eou revalidate

no eou revalidate

network-admin

vdc-admin
4.0(2)
~
NX-0S EXEC eou revalidate
EXEC eou revalidate
EAPoUDP feature eou
EAPoUDP

switch# config t
switch(config)# no eou revalidate

EAPoUDP

switch# config t
switch(config)# eou revalidate
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W eou revalidate

EAPoUDP

switch# config t
switch(config)# no eou revalidate

EAPoUDP

switch# config t
switch(config)# eou revalidate

feature eou EAPoUDP

eou timeout  EAPoUDP

show eou EAPoUDP
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eou timeout

EAPoUDP

no

eou timeout

EAPoUDP

eou timeout W

eou timeout {aaa seconds | hold-period seconds | retransmit seconds | revalidation seconds |

status-query seconds}

no eou timeout {aaa | hold-period | retransmit | revalidation | status-query}

aaa seconds

AAA

A

60

AAA

hold-period
seconds

60

86400

retransmit
seconds

1

60

revalidation
seconds

5 86400

status-query
seconds

10 1800

AAA

network-admin
vdc-admin

60 1
180 3
3
36000 10

4.0(1)

EAPoUDP

feature eou
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MW eoutimeout

AAA

switch# config t
switch(config)# eou timeout aaa 50

AAA

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou timeout aaa 60

switch# config t
switch(config)# eou timeout hold-period 480

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou timeout hold-period 540

switch# config t
switch(config)# eou timeout retransmit 5

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou timeout retransmit 4

switch# config t
switch(config)# eou timeout revalidation 34000

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou timeout revalidation 30000

switch# config t
switch(config)# eou timeout status-query 240

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# eou timeout status-query 270

feature eou EAPoUDP
eou revalidate

show eou EAPoUDP
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eq W

no
[sequence-number] eq port-number

no {sequence-number | eq port-number}

sequence-number
1 4294967295

10
port-number 0 65535

network-admin
vdc-admin

4.0(0)

ACL

443 port-group-05
IP
switch# config t

switch(config)# object-group ip port port-group-05
switch(config-port-ogroup)# eq 443
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gt IP
It IP
neq IP
object-group ip port IP
range IP

show object-group
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F Cisco NX-0S

feature

feature
no
feature feature-name
no feature feature-name
feature-name  show role feature NX-0S

network-admin
vdc-admin

4.0(1)

show role feature
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W feature

switch# config t

switch(config)# role feature-group name
switch(config-role-featuregrp)# feature
switch(config-role-featuregrp)# feature
switch(config-role-featuregrp)# feature

switch# config t

SecGroup
aaa
radius
tacacs

switch(config)# role feature-group name MyGroup
switch(config-role-featuregrp)# no feature callhome

show role feature-group
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feature cts

Cisco TrustSec
no

feature cts

no feature cts

network-admin
vdc-admin

featurects M

4.0(1)

feature dotlx

Cisco TrustSec

Cisco TrustSec

Cisco TrustSec

switch# config t
switch(config)# feature cts

Cisco TrustSec

switch# config t
switch(config)# no feature cts

feature dotlx 802.1X

show cts Cisco TrustSec
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W feature dhcp

feature dhcp

DHCP
DHCP

feature dhcp

no feature dhcp

network-admin
vdc-admin

feature dhcp

no

4.0(1)

DHCP
DHCP

APR IP

DHCP
DHCP
no ip dhcp snooping

DHCP

switch# configure terminal
switch(config)# feature dhcp
switch(config)#

DHCP

DHCP

DHCP

DHCP

DHCP

Jll_ Cisco NX-OS Security Release 4.0

OL-15811-01-J |



feature dhcp M

clear ip dhcp snooping binding DHCP

ip dhcp snooping DHCP

service dhcp DHCP

show ip dhcp snooping DHCP

show running-config dhcp IP DHCP
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M feature dotix

feature dotlx

802.1X
no

feature dotlx

no feature dotlx

network-admin
vdc-admin

feature dotlx

4.0(1)

802.1X feature dotlx

802.1X

802.1X

no dotlx system-auth-control

802.1X

802.1X

switch# config t

switch(config)# feature dotlx

802.1X

switch# config t

switch(config)# no feature dotlx

show dotlx 802.1X

Release 4.0
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featureeou M

feature eou

Extensible Authentication Protocol over User Datagram Protocol EAPoUDP
feature eou EAPoUDP no

feature eou

no feature eou

network-admin

vdc-admin
4.0(1)
EAPoUDP feature eou
Y
EAPoUDP NX-0S EXPoUDP
EAPoUDP

switch# config t
switch(config)# feature eou

EAPoUDP

switch# config t
switch(config)# no feature eou

feature eou EAPoUDP
showeou  EAPoUDP
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M feature port-security

feature port-security

feature port-security
no

feature port-security

no feature port-security

network-admin
vdc-admin

4.0(1)

Virtual Device Context VDC;
VvDC

MAC

Cisco NX-OS Security Release 4.0
[ 138 | oL-15811-01-J |



feature port-security W

switch# config t

switch(config)# feature port-security
switch(config)#

clear port-security MAC
debug port-security

show port-security

switchport port-security 2
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M feature tacacs+

feature tacacs+

TACACS+ feature tacacs+
no

feature tacacs+

no feature tacacs+

network-admin

TACACS+

vdc-admin
4.0(1)
TACACS+ feature tacacs+
~
TACACS+ NX-0S TACACS+
TACACS+

switch# config t
switch(config)# feature tacacs+

TACACS+

switch# config t
switch(config)# no feature tacacs+

show tacacs+ TACACS+
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G Cisco NX-0S

gt

IP greater-than gt

greater-than
greater-than

no
[sequence-number] gt port-number

no {sequence-number | gt port-number}

sequence-number

1 4294967295
10

port-number
port-number 0 65535

network-admin
vdc-admin

40(1)
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G
b gt

ACL

port-group-05 IP 49151 65535

switch# config t
switch(config)# object-group ip port port-group-05
switch(config-port-ogroup)# gt 49151

eq IP equal-to
It IP less-than
neq IP not-equal-to

object-group ip port |P

range IP port-range

show object-group

Cisco NX-OS Security Release 4.0
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H Cisco NX-0OS
host IPv4
IPv4
host IPv4
no

[sequence-number] host IPv4-address

no {sequence-number | host IPv4-address}
[sequence-number] IPv4-address network-wildcard
no IPv4-address network-wildcard
[sequence-number] IPv4-address/prefix-len

no IPv4-address/prefix-len

sequence-number

1 4294967295

10
host IPv4-address IPv4 IPv4-address
10
| Pv4-addrt_ass IPv4 IPv4-address
network-wildcard network-wildcard 10 IPv4-address

network-wildcard

switch(config-ipaddr-ogroup)# 10.23.176.0 0.0.0.255

network-wildcard 0.0.0.0 IPv4

Cisco NX-OS Security Release 4.0
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W host IPv4

IPv4-address/prefix-len  |py4 IPv4-address
10 IPv4-address
prefix-len

switch(config-ipaddr-ogroup)# 10.23.176.0/24

prefix-len 32 1Pv4

1Pv4

network-admin
vdc-admin

4000

[sequence-number] IPv4-address network-wildcard

[sequence-number] IPv4-address/prefix-len

show object-group
IP-address/prefix-len

1Pv4

[sequence-number] host IPv4-address
[sequence-number] IPv4-address 0.0.0.0

[sequence-number] IPv4-address/32

IPv4 show object-group
host IP-address

Cisco NX-OS Security Release 4.0
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host Ipv4a M

ipv4-addr-group-13 1Pv4
2 IPv4 1 10.23.176.0

switch# config t
switch(config)# object-group ip address ipv4-addr-group-13
switch(config-ipaddr-ogroup)# host 10.121.57.102
switch(config-ipaddr-ogroup)# 10.121.57.234/32
switch(config-ipaddr-ogroup)# 10.23.176.0 0.0.0.255
switch(config-ipaddr-ogroup)# show object-group ipv4-addr-group-13
10 host 10.121.57.102
20 host 10.121.57.234
30 10.23.176.0/24
switch(config-ipaddr-ogroup) #

object-group ip address  |Pv4

show object-group

| oL-15811-01-J
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W host IPv6

host IPv6

IPv6
host IPv6
no

[sequence-number] host IPv6-address
no {sequence-number | host IPv6-address}
[sequence-number] IPv6-address/network-prefix

no IPv6-address/network-prefix

sequence-number

1 4294967295

10
host IPv6-address IPv6 IPv6-address
10
IPv6-address/network-prefix IPV6 IPv6-address
16 IPv6-address

network-prefix

switch(config-ipv6addr-ogroup)# 2001:db8:0:3ab7::/96

network-prefix 128 IPv6

IPv6

network-admin
vdc-admin

4.0(0)
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host IPve M

[sequence-number] IPv6-address/network-prefix

IPv6

[sequence-number] host IPv6-address

[sequence-number] IPv6-address/128

IPv6 show object-group
host IPv6-address

ipv6-addr-group-A7 IPv6
2 IPv6 1 2001:db8:0:3ab7::

switch# config t
switch(config)# object-group ipvé address ipvé6-addr-group-A7
switch(config-ipvéaddr-ogroup)# host 2001:db8:0:3ab0::1
switch(config-ipvé6addr-ogroup)# 2001:db8:0:3ab0::2/128
switch(config-ipv6addr-ogroup)# 2001:db8:0:3ab7::/96
switch(config-ipvéaddr-ogroup)# show object-group ipvé6-addr-group-A7
10 host 2001:db8:0:3ab0::1
20 host 2001:db8:0:3ab0::2
30 2001:db8:0:3ab7::/96
switch(config-ipvé6addr-ogroup) #

object-group ipv6 address IPv6

show object-group

| oL-15811-01-J
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W host IPv6
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| Cisco NX-0S

iIdentity policy

identity policy
no

identity policy policy-name

no identity policy policy-name

policy-name 100

network-admin
vdc-admin
VDC user

4.0(1)

Cisco NX-OS Security Release 4.0
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M identity policy

switch# config t
switch(config)# identity policy AdminPolicy
switch(config-id-policy) #

switch# config t
switch(config)# no identity policy AdminPolicy

show identity policy

Cisco NX-OS Security Release 4.0
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iIdentity profile eapoudp

Extensible Authentication Protocol over User Datagram Protocol EAPoUDP

identity profile eapoudp

identity profile eapoudp

no identity profile eapoudp

network-admin
vdc-admin
VDC user

EAPoUDP
no

identity profile eapoudp W

4.0(0)

EAPoUDP

switch# config t

switch(config)# identity profile eapoudp

switch(config-id-policy) #

EAPoUDP

switch# config t

switch(config)# no identity profile eapoudp

show identity profile

Cisco NX-OS Security
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W interface policy deny

Interface policy deny

interface policy deny
no

interface policy deny

no interface policy deny

network-admin
vdc-admin

4.0(1)

permit interface

switch# config t

switch(config)# role name MyRole
switch(config-role)# interface policy deny
switch(config-role-interface)#

switch# config t
switch(config)# role name MyRole
switch(config-role)# no interface policy deny

permit interface

role name

show role

Cisco NX-OS Security Release 4.0
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ip access-group W

Ip access-group

IPv4 Access Control List ACL; ACL
ip access-group IPv4 ACL
no

ip access-group access-list-name {in | out}

no ip access-group access-list-name {in | out}

access-list-name IPv4 ACL 64
in ACL
out ACL

network-admin
vdc-admin

4.0(1)

IPv4 ACL

ip access-group IPv4 ACL
ACL

* VLAN

S

VLAN VLAN
Cisco NX-OS Interfaces Command
Reference feature interface-vlan

. 3
ip access-group IPv4 ACL
ACL
. 2

Cisco NX-OS Security Rel 4.0
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M ip access-group

. 2
ip access-group 2 ACL
3 IPv4 ACL ACL
ip port access-group
IPvd ACL VLAN ACL match  VLAN
p.191
ACL
ACL ACL
ICMP
ACL
ICMP
ACL ACL
ACL
2/1 ip-acl-01 IPv4 ACL
switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# ip access-group ip-acl-01 in
2/1 ip-acl-01 IPv4 ACL
switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# no ip access-group ip-acl-01 in
ip access-list IPv4 ACL
ip port access-group IPv4 ACL ACL
show access-lists ACL
show ip access-lists IPv4 ACL IPv4 ACL
show running-config interface
Release 4.0

Jll_ Cisco NX-OS Security
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ip access-list W

Ip access-list

IPv4 Access Control List ACL; ACL IP
ip access-list
IPv4 ACL no

ip access-list access-list-name

no ip access-list access-list-name

access-list-name IPv4 ACL 64

network-admin

vdc-admin
4.0(1)
IPv4 ACL
IPv4 IPv4 ACL
ip access-list IP
IPv4 deny permit ACL

ACL ACL

ACL ACL ip access-group
ACL ACL ip port access-group

IPv4 ACL

deny ip any any
IP
IPv4 ACL Address
Resolution Protocol ARP;
IPv4 ACL ARP

IPv4 ACL statistics per-entry

deny ip any any

Cisco NX-OS Security Rel 4.0
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M ip access-list

ip-acl-01

switch# conf t

IPv4A ACL IP

switch(config)# ip access-list ip-acl-01

switch(config-acl)#

access-class

IPv4 ACL VTY

deny 1Pv4 IPv4 ACL deny
ip access-group IPV4 ACL ACL
ip port access-group IPV4 ACL ACL
permit IPv4 IPv4 ACL permit
show ip access-lists IPv4 ACL IPv4 ACL
statistics per-entry ACL
Release 4.0
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Ip arp inspection filter

ARP Access Control List ACL;

ip arp inspection filter

VLAN

ip
arp inspection filter VLAN ARP ACL
no
ip arp inspection filter acl-name vlan vlan-list
no ip arp inspection filter acl-name vlan vlan-list
acl-name ARP ACL 64
vlan vlan-list  ARP ACL VLAN vlan-list
VLANID VLANID ID
VLAN ID 1 4096
network-admin
vdc-admin
4.0(1)
VLAN 15 37 48 arp-acl-01 ARP ACL

switch# configure terminal

switch(config)# ip arp inspection filter arp-acl-01 vlan 15,37-48

switch(config) #

arp access-list ARP ACL

ip arp inspection vlan VLAN Dynamic ARP Inspection DAI
show ip arp inspection DAI

show running-config dhcp DAI DHCP

Cisco NX-OS Security
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|
W ip arp inspection log-buffer

Ip arp inspection log-buffer

Dynamic ARP Inspection DAl ip arp inspection
log-buffer DAI
no

ip arp inspection log-buffer entries number

no ip arp inspection log-buffer entries number

entries number 0 1024

network-admin
vdc-admin

4.0(1)

DAI 32

DAI

switch# configure terminal

switch(config)# ip arp inspection log-buffer entries 64
switch(config)#

clear ip arp inspection log DAI
show ip arp inspection DAI
show running-config dhcp DAI DHCP

Cisco NX-OS Security Release 4.0
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ip arp inspection trust Wl

Ip arp inspection trust

2 ARP ip arp
inspection trust 2 ARP
no

ip arp inspection trust

no ip arp inspection trust

ARP

network-admin
vdc-admin

4.0(1)

ARP 2

2 ARP

switch# configure terminal

switch(config)# interface ethernet 2/1
switch(config-if)# ip arp inspection trust
switch(config-if)#

show ip arp inspection Dynamic ARP Inspection DAI
show ip arp inspection interface

ARP

show running-config dhcp DAI DHCP
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W ip arp inspection validate

Ip arp inspection validate
Dynamic ARP Inspection DAI ip arp inspection validate
DAI no
ip arp inspection validate {dst-mac [ip] [src-mac]}
ip arp inspection validate {[dst-mac] ip [src-mac]}
ip arp inspection validate {[dst-mac] [ip] src-mac}
no ip arp inspection validate {dst-mac [ip] [src-mac]}
no ip arp inspection validate {[dst-mac] ip [src-mac]}

no ip arp inspection validate {[dst-mac] [ip] src-mac}

dst-mac MAC ARP ARP
MAC MAC
ip ARP IP
0.0.0.0 255.255.255.255 IP
IP ARP ARP
IP ARP
src-mac MAC ARP
ARP MAC MAC

network-admin
vdc-admin

4.0(1)

DAl

switch# configure terminal
switch(config)# ip arp inspection validate src-mac dst-mac ip
switch(config) #

show ip arp inspection DAI
show running-config dhcp DAI DHCP

Cisco NX-OS Security Release 4.0
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ip arp inspection vian ||

Ip arp inspection vian

VLAN Dynamic ARP Inspection DAI ip arp inspection
vlan VLAN DAI no

ip arp inspection vlan vlan-list [logging dhcp-bindings {permit | all | none}]

no ip arp inspection vlan vlan-list [logging dhcp-bindings {permit | all | none}]

vlan-list DAI VLAN vlan-list VLANID VLAN ID
ID
VLAN ID 1 4096
logging VLAN DAl
all — DHCP
none — DHCP

permit — DHCP

dhcp-bindings DHCP
permit DHCP

all

none

network-admin
vdc-admin

4.0(0)

DAl
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W ip arp inspection vian

VLAN 13 15 17 23 DAl

switch# configure terminal

switch(config)# ip arp inspection vlan 13,15,17-23
switch(config)#

ip arp inspection validate DAI

show ip arp inspection DAI

show ip arp inspection vlan VLAN DAI
show running-config dhcp DAI DHCP
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ip dhcp relay address W

Ip dhcp relay address

DHCP IP

ip dhcp relay address
DHCP IP no
ip dhcp relay address IP-address
no ip dhcp relay address IP-address
IP-address DHCP IPv4
network-admin
vdc-admin
4.0(2)
4.0(3) 3
4 ip dhcp relay address
DHCP
feature dhcp
3 VLAN
3 4 DHCP IP
Cisco NX-OS Release 4.0.2 1 DHCP
IP 1
DHCP BOOTREQUEST
DHCP IP
DHCP
3 BOOTREQUEST
2 DHCP IP
switch# configure terminal
switch(config)# interface ethernet 2/1
switch(config-if)# ip dhcp relay address 10.132.7.120
switch(config-if)# ip dhcp relay address 10.132.7.175
switch(config-if)#
Cisco NX-OS Security Rel
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l ip dhcp relay address

VLAN DHCP IP

switch# configure terminal

switch(config)# interface vlan 13

switch(config-if)# ip dhcp relay address 10.132.7.120
switch(config-if)#

3 DHCP IP

switch# configure terminal

switch(config)# interface port-channel 7
switch(config-if)# ip dhcp relay address 10.132.7.120
switch(config-if)#

ip dhcp relay information  DHCP option-82
option

ip dhcp snooping DHCP

service dhcp DHCP

show ip dhcp snooping DHCP

show running-config dhcp |p DHCP

Cisco NX-OS Security Release 4.0
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|1
ip dhcp relay information option ||

Ip dhcp relay information option

DHCP option-82
ip dhcp relay information option option-82
no
ip dhcp relay information option
no ip dhcp relay information option
DHCP option-82
network-admin
vdc-admin
4.0(2)
DHCP
feature dhcp
DHCP option-82

switch# configure terminal
switch(config)# ip dhcp relay information option

switch(config)#

ip dhcp relay address DHCP IP

ip dhcp snooping DHCP

ip dhcp snooping DHCP DHCP
information option option-82

service dhcp DHCP

show running-config dhcp |p DHCP
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l ip dhcp snooping

Ip dhcp snooping

DHCP ip dhcp snooping
DHCP no

ip dhcp snooping
no ip dhcp snooping

DHCP

network-admin
vdc-admin

4.0(1)

DHCP
feature dhcp

no ip dhcp snooping DHCP
DHCP

DHCP

switch# configure terminal
switch(config)# ip dhcp snooping
switch(config)#

feature dhcp DHCP

ip dhcp snooping DHCP DHCP
information option option-82

ip dhcp snooping trust DHCP

ip dhcp snooping vlan VLAN DHCP

service dhcp DHCP

show ip dhcp snooping DHCP

show running-config dhcp  |p DHCP
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ip dhcp snooping information option ||

Ip dhcp snooping information option

DHCP option-82
information option option-82
no

ip dhcp snooping

ip dhcp snooping information option

no ip dhcp snooping information option

option-82
network-admin
vdc-admin
4.0(2)
DHCP
feature dhcp
DHCP opiton-82

switch# configure terminal

switch(config)# ip dhcp snooping information option
switch(config)#

ip dhcp relay information DHCP option-82
option
ip dhcp snooping DHCP
ip dhcp snooping trust DHCP
ip dhcp snooping vlan VLAN DHCP
show ip dhcp snooping DHCP
show running-config dhcp |p DHCP
Cisco NX-OS Security Rel
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l ip dhcp snooping trust

Ip dhcp snooping trust

DHCP ip dhcp snooping
trust DHCP
no

ip dhcp snooping trust

no ip dhcp snooping trust

DHCP

network-admin
vdc-admin

4.0(1)

DHCP
feature dhcp

DHCP
. 2
. VLAN

DHCP

switch# configure terminal
switch(config)# interface ethernet 2/1
switch(config-if)# ip dhcp snooping trust
switch(config-if)#

Cisco NX-OS Security Release 4.0
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ip dhcp snooping trust Il

ip dhcp snooping DHCP

ip dhcp snooping information DHCP DHCP
option option-82

ip dhcp snooping verify MAC DHCP

mac-address

ip dhcp snooping vlan

VLAN DHCP

show ip dhcp snooping

DHCP

show running-config dhcp

IP DHCP

| oL-15811-01-J
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W ip dhcp snooping verify mac-address

Ip dhcp snooping verify mac-address

DHCP MAC ip dhcp snooping verify
mac-address DHCP MAC
no

ip dhcp snooping verify mac-address

no ip dhcp snooping verify mac-address

network-admin
vdc-admin

4.0(1)

DHCP MAC

DHCP
feature dhcp

MAC DHCP

DHCP MAC

switch# configure terminal
switch(config)# ip dhcp snooping verify mac-address
switch(config)#

Cisco NX-OS Security Release 4.0
[ 170 | oL-15811-01-J |



ip dhcp snooping verify mac-address ||

ip dhcp snooping DHCP
ip dhcp snooping information DHCP DHCP
option option-82

ip dhcp snooping trust

DHCP

ip dhcp snooping vlan

VLAN DHCP

service dhcp DHCP
show ip dhcp snooping DHCP
show running-config dhcp IP DHCP

| oL-15811-01-J
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ip dhep snooping vian

Ip dhcp snooping vian

1 VLAN DHCP

1 VLAN DHCP
no

ip dhcp snooping vlan vlan-list

no ip dhcp snooping vlan vlan-list

ip dhcp snooping vlan

vlan-list DHCP VLAN vlan-list
ID VLAN ID ID
VLAN ID 1 4096

VLAN

VLAN DHCP

network-admin
vdc-admin

4.0(0)

DHCP
feature dhcp

VLAN 100 200 250 252 DHCP

switch# configure terminal

switch(config)# ip dhcp snooping vlan 100,200,250-252
switch(config)#

ip dhcp snooping DHCP

ip dhcp snooping information DHCP
option option-82

DHCP

ip dhcp snooping trust DHCP

ip dhcp snooping verify MAC DHCP
mac-address

show ip dhcp snooping DHCP

show running-config dhcp IP DHCP

Jll_ Cisco NX-OS Security Release 4.0
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ip port access-group

ip port access-group W

IPv4 Access Control List ACL; ACL
ip port access-group IPv4 ACL
no
ip port access-group access-list-name in
no ip port access-group access-list-name in
access-list-name IPv4 ACL 64
in ACL
in
network-admin
vdc-admin
4.0(2)
IPv4 ACL
ip port access-group IPv4
ACL ACL
. 2
J 2
ip port access-group IPv4 ACL
ACL
e VLAN

S

VLAN

Reference

feature interface-vlan

VLAN

Cisco NX-OS Interfaces Command

Cisco NX-OS Security
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ip port access-group

Jll_ Cisco NX-OS Security

ip port access-group 3 ACL
2
IPv4 ACL ACL ip access-group
IPvda ACL VLAN ACL match  VLAN
p.191
ACL
ACL
ICMP
ACL ACL
ACL
2/1 ip-acl-01 IPv4 ACL ACL
switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# ip port access-group ip-acl-01 in
2/1 ip-acl-01 IPv4 ACL
switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# no ip port access-group ip-acl-01 in
ip access-group IPV4 ACL ACL
ip access-list IPv4 ACL
show access-lists ACL
show ip access-lists IPv4 ACL IPv4 ACL
show running-config interface
statistics per-entry ACL
Release 4.0
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ip source binding WM

Ip source binding

2 IP ip source
binding IP
no

ip source binding IP-address MAC-address vlan vlan-id interface ethernet slot/port

no ip source binding IP-address MAC-address vlan vlan-id interface ethernet slot/port

IP-address IPv4
10

MAC-address MAC
16

vlan vlan-id IP VLAN

interface ethernet slot/port IP 2

network-admin
vdc-admin

4.0(1)

213 VLAN 100 IP

switch# configure terminal
switch(config)# ip source binding 10.5.22.7 001£f.28bd.0013 vlan 100 interface ethernet

2/3
switch(config)#

ip verify source IP
dhcp-snooping-vilan

show ip verify source IP MAC

show running-config dhcp |p DHCP

| oL-15811-01-J

Cisco NX-OS Security Rel 40 W



W ip verify source dhcp-snooping-vian

Ip verify source dhcp-snooping-vilan

2 IP ip verify
source dhcp-snooping-vilan IP

no
ip verify source dhcp-snooping-vian

no ip verify source dhcp-snooping-vlan

network-admin
vdc-admin

4.0(1)

IP

switch# configure terminal
switch(config)# interface ethernet 2/1

switch(config-if)# ip verify source dhcp-snooping-vlan
switch(config-if)#

ip source binding IP

show ip verify source IP MAC

Cisco NX-OS Security Release 4.0
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ip verify unicast source reachable-via Wl

Ip verify unicast source reachable-via

Unicast Reverse Path Forwarding RPF ip
verify unicast source reachable-via RPF
no

ip verify unicast source reachable-via {any [allow-default] | rx}

no ip verify unicast source reachable-via {any [allow-default] | rx}

any
allow-default MAC
rx

network-admin

vdc-admin

4.0(1)

RPF 1
RPF —
o RPF Forwarding Information Base FIB;
. FIB PRF
1
RPF
RPF — FIB
1 FIB

FIB
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W ip verify unicast source reachable-via

RPF

switch# configure terminal
switch(config)# interface ethernet 2/3
switch(config-if)# ip verify unicast source reachable-via any

RPF

switch# configure terminal
switch(config)# interface ethernet 2/3
switch(config-if)# ip verify unicast source reachable-via rx

show ip interface ethernet IP

show running-config interface

ethernet

show running-config ip IP

show startup-config interface

ethernet

show startup-config ip 2]

Cisco NX-OS Security Release 4.0
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K Cisco NX-0S
key
key
no
key key-1D
no key key-1D
key-1D ID ID 0 65535

network-admin
vdc-admin

4.0(1)

glbp-keys 13

switch# configure terminal
switch(config)# key chain glbp-keys
switch(config-keychain)# key 13
switch(config-keychain-key) #

Cisco NX-OS Security
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W key

accept-lifetime
key chain

key-string

send-lifetime

show key chain
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key-string W
key-string
key-string
no
key-string [encryption-type] text-string
no key-string text-string
encryption-type encryption-type
o (00—
o 7 —
NX-0S show
key chain
text-string 63

network-admin
vdc-admin

4000

NX-0OS show key chain

13

switch# configure terminal

switch(config)# key chain glbp-keys
switch(config-keychain)# key 13
switch(config-keychain-key)# key-string 7
071a33595c1d0c1702170203163e3e21213¢c20361a021£f11
switch(config-keychain-key) #

Cisco NX-OS Security Rel 4.0
I oL-15811-01-J



M key-string

accept-lifetime
key
key chain

send-lifetime

show key chain
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key chain W

key chain

key chain
no

key chain keychain-name

no key chain keychain-name

keychain-name 63

network-admin
vdc-admin

4.0(1)

glbp-keys

switch# configure terminal
switch(config)# key chain glbp-keys
switch(config-keychain) #

accept-lifetime
key
key-string

send-lifetime

show key chain

Cisco NX-OS Security Rel 4.0
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M key chain
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It

L Cisco NX-0S
IP less-than
less-than
less-than
no

[sequence-number] It port-number

no {sequence-number | It port-number}

sequence-number

1 4294967295

10

port-number
0 65535

network-admin
vdc-admin

4.0(1)

Cisco NX-OS Security

| oL-15811-01-J

Release 4.0



ACL

port-group-05 IP 1 49151

switch# config t
switch(config)# object-group ip port port-group-05
switch(config-port-ogroup)# 1t 49152

eq IP equal-to

gt IP greater-than
neq IP not-equal-to
object-group ip port IP

range IP port-range

show object-group

Cisco NX-OS Security Release 4.0
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M Cisco NX-0OS

mac access-list

Mac Access Control List ACL;
MAC
MAC ACL

mac access-list access-list-name

no mac access-list access-list-name

mac access-list
no

ACL

access-list-name MAC ACL

64

network-admin
vdc-admin

4.0(1)

MAC ACL

MAC ACL

mac access-list

MAC deny

ACL

ACL

Cisco NX-OS Security

MAC ACL

permit ACL

ACL

mac port access-group

| oL-15811-01-J
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M mac access-list

MAC ACL

deny any any protocol

2
MAC ACL statistics per-entry
deny
mac-acl-01 MACACL MAC
switch# conf t
switch(config)# mac access-1list mac-acl-01
switch(config-acl) #
deny MAC MAC ACL  deny
mac port access-group MAC ACL
permit MAC MAC ACL  permit
show mac access-lists MAC ACL MAC ACL
statistics per-entry ACL
Cisco NX-OS Security Release 4.0
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mac port access-group M

mac port access-group

MAC Access Control List ACL;
mac port access-group MAC ACL
no

mac port access-group access-list-name

No mac port access-group access-list-name

access-list-name MAC ACL 64

network-admin

vdc-admin
4.0(2)
MAC ACL
3 MAC
ACL IP MAC ACL
mac port access-group
MAC ACL ACL
o 2
MAC ACL VLANACL match VLAN
p.191
MAC ACL MAC ACL
ACL
ICMP
ACL ACL
ACL

Cisco NX-OS Security Rel 4.0
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Bl mac port access-group

2/1 mac-acl-01 MAC ACL

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# mac port access-group mac-acl-01

2/1 mac-acl-01 MAC ACL

switch# config t
switch(config)# interface ethernet 2/1
switch(config-if)# no mac port access-group mac-acl-01 in

mac access-list MAC ACL
show access-lists ACL
show mac access-lists MAC ACL MAC ACL

show running-config interface

Cisco NX-OS Security Release 4.0
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| m
match VLAN ||
VLAN Access Control List ACL;
match VLAN
match no
match {ip | mac} address access-list-name
no match {ip | mac} address access-list-name
address access-list-name  ACL 64
ip ACL IPv4 ACL
mac ACL MACACL
VLAN
network-admin
vdc-admin
4.0(2)
1 1 match
IPv4 IPv4 ACL
MAC ACL
vlan-map-01 VLAN ip-acl-01 IPv4 ACL

ACL

switch# config t

switch(config)# vlan access-map vlan-map-01
switch(config-access-map)# match ip address ip-acl-01
switch(config-access-map)# action forward
switch(config-access-map)# statistics per-entry

Cisco NX-OS Security
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W maich VLAN

action VLAN
show vlan access-map VLAN 1 VLAN
show vlan filter VLAN
vlan access-map VLAN
vlan filter 1 VLAN VLAN
Release 4.0
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match

match ||

match
no

match access-group name access-list

match exception {[ip | ipv6] {icmp {redirect | unreachable} | option}}

match protocol arp

match redirect {arp-inspect | dhcp-snoop}

no match access-group name access-list

no match exception {J[ip | ipv6] {icmp {redirect | unreachable} | option}}

no match protocol arp

no match redirect {arp-inspect | dhcp-snoop}

access-group name access-list IP ACL MAC ACL
exception

ip IPv4

ipv6 IPv6

icmp IPv4 IPv6 ICMP
redirect IPv4 IPv6 ICMP
unreachable IPv4 IPv6 ICMP
option IPv4 IPv6 ICMP

protocol arp

Address Resolution Protocol ARP;

redirect {arp-inspect | dhcp-snoop}

ARP DHCP

network-admin
vdc-admin

4.0(0)

4.0(3) IPV6

| oL-15811-01-J
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M match

ACL IP ACL MAC ACL

VDC

switch# config t

switch(config)# class-map type control-plane ClassMapA
switch(config-pmap)# match exception ip icmp redirect
switch(config-pmap)# match redirect arp-inspect

switch# config t
switch(config)# class-map type control-plane ClassMapA
switch(config-pmap)# no match exception ip icmp redirect

class-map type control-plane

show class-map type
control-plane
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N Cisco NX-0S
nac enable
Network Admission Control NAC nac enable
NAC no
nac enable

no nac enable

network-admin
vdc-admin

4.0(1)

nac enable feature eou

EAPoUDP

Cisco NX-OS Security Release 4.0
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Ml nac enable

NAC

switch# config t

switch(config)# interface ethernet 1/1
switch(config-if)# switchport
switch(config-if)# switchport mode access
switch(config-if)# nac enable

NAC

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# no nac enable

feature eou EAPoUDP
showeou  EAPoUDP

Cisco NX-OS Security Release 4.0
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neq M
IP not-equal-to neq
not-equal-to
no

[sequence-number] neq port-number

no {sequence-number | neq port-number}
sequence-number

1 4294967295
10
port-number 0 65535
IP
network-admin
vdc-admin
4.0(2)
not-equal-to
IP neq
ACL
port-group-05 IP 80

switch# config t
switch(config)# object-group ip port port-group-05
switch(config-port-ogroup)# neq 80

Cisco NX-OS Security Rel 4.0
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W neq

eq IP equal-to

gt IP greater-than
It IP less-than
object-group ip port IP

range IP port-range

show object-group

Release 4.0
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(0] Cisco NX-0OS

object-group

MAC Access Control List ACL;
object-group ACL
no

object-group acl-name

no object-group acl-name

acl-name MAC ACL

network-admin
vdc-admin
VDC user

4.0(1)

mac access-list MAC ACL

Cisco NX-OS Security Release 4.0
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N object-group

ACL

switch# config t
switch(config)# identity policy AdminPolicy
switch(config-id-policy)# object-group

ACL

switch# config t
switch(config)# identity policy AdminPolicy
switch(config-id-policy)# no object-group

identity policy

mac access-list MAC ACL MAC ACL

show identity policy

Cisco NX-OS Security Release 4.0
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object-group ip address W

object-group ip address

IPv4 IPv4
object-group ip
address 1Pv4
no
object-group ip address name

no object-group ip address name

name IPv4 64

network-admin

vdc-admin
4.0(1)
1Pv4 Ipv4 Access Control List ACL;
permit deny
IP
IPv4 ACL
ipv4-addr-group-13 1Pv4
2 IPv4 1 10.23.176.0

switch# config t
switch(config)# object-group ip address ipv4-addr-group-13
switch(config-ipaddr-ogroup)# host 10.121.57.102
switch(config-ipaddr-ogroup)# 10.121.57.234/32
switch(config-ipaddr-ogroup)# 10.23.176.0 0.0.0.255
switch(config-ipaddr-ogroup)# show object-group ipv4-addr-group-13
10 host 10.121.57.102
20 host 10.121.57.234
30 10.23.176.0/24
switch(config-ipaddr-ogroup) #

host IPv4 IPv4
show object-group

Cisco NX-OS Security Rel 4.0
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M object-group ip port

object-group ip port

IP IP
object-group ip port
IP no

object-group ip port name

no object-group ip port name

hame IP 64

network-admin

vdc-admin
4.0(1)
IP Ipv4 Access Control List ACL,;
permit deny
IP
ACL
port-group-05 IP 443

switch# config t

switch(config)# object-group ip port port-group-05

switch(config-port-ogroup)# eq 443

switch(config-port-ogroup)# show object-group port-group-05
10 eq 443

switch(config-port-ogroup) #

Cisco NX-OS Security Release 4.0
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object-group ip port WM

eq IP equal-to

gt IP greater-than
It IP less-than
neq IP not-equal-to
range IP port-range

show object-group

Cisco NX-OS Security
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M object-group ipv6 address

object-group ipv6 address

IPv6 IPv6
IPv6 object-group ipv6
address IPv6
no
object-group ipv6 address name
no object-group ipv6 address name
name IPv6 64

network-admin

vdc-admin
4.0(2)
ipv6-addr-group-A7 IPv6
2 IPv6 1 2001:db8:0:3ab7::

switch# config t

switch(config)# object-group ipvé address ipv6-addr-group-A7
switch(config-ipvéaddr-ogroup)# host 2001:db8:0:3ab0::1

switch(config-ipvéaddr-ogroup)# 2001:db8:0:3ab7::/96

(

switch(config-ipv6addr-ogroup)# 2001:db8:0:3ab0::2/128
(
(

switch(config-ipvé6addr-ogroup)# show object-group ipvé6-addr-group-A7

10 host 2001:db8:0:3ab0::1

20 host 2001:db8:0:3ab0::2

30 2001:db8:0:3ab7::/96
switch(config-ipv6addr-ogroup) #

host IPv6 IPv6

show object-group

Jll_ Cisco NX-OS Security Release 4.0
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P Cisco NX-0OS

password strength-check

password strength-check
no

password strength-check

no password strength-check

network-admin

vdc-admin
4.0(3)
NX-OS
o 8
o “abcd”
. “aaabbb”

Cisco NX-OS Security Release 4.0
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M password strength-check

o If2CoM18
o 2004AsdfLkj30
e Cb1955S21

switch# configure terminal
switch(config)# password strength-check

switch# configure terminal
switch(config)# no password strength-check

show password strength-check

show running-config security
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periodic W
periodic
1 1 periodic
no
[sequence-number] periodic weekday time to [weekday] time
no {sequence-number | periodic weekday time to [weekday] time}
[sequence-number] periodic list-of-weekdays time to time
no {sequence-number | periodic list-of-weekdays time to time}
sequence-number
1 4294967295
10
1
10
resequence
weekday
2 2
weekday
e monday
e tuesday
e wednesday
e thursday
e friday
e saturday
e sunday
time
2
time 24 hours:minutes
hours:minutes:seconds 8: 8:00 8 20:00
to time 2

list-of-weekdays

monday thursday friday

e daily —
e weekdays — Monday — Friday
e weekend — Saturday — Sunday

Cisco NX-OS Security
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W periodic

to

network-admin
vdc-admin

4.0(1)

weekend-remote-access-times 4 10

switch# config t
switch(config)# time-range weekend-remote-access-times
switch(config-time-range)# periodic weekend 04:00:00 to 22:00:00

nwf-evening 6 10

switch# config t
switch(config)# time-range mwf-evening
switch(config-time-range)# periodic monday wednesday friday 18:00:00 to 22:00:00

absolute
time-range 1Pv4 ACL

Cisco NX-OS Security Release 4.0
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permit

AR

permit ARP ||

P

ARP ARP ACL permit
no

[sequence-number] permit ip {any | host sender-IP | sender-1P sender-1P-mask} mac {any | host
sender-MAC | sender-MAC sender-MAC-mask} [log]

[sequence-number] permit request ip {any | host sender-1P | sender-IP sender-1P-mask} mac {any | host
sender-MAC | sender-MAC sender-MAC-mask} [log]

[sequence-number] permit response ip {any | host sender-1P | sender-1P sender-1P-mask} {any | host
target-1P | target-IP target-1P-mask} mac {any | host sender-MAC |
sender-MAC sender-MAC-mask} [any | host target-MAC | target-MAC target-MAC-mask] [log]

no sequence—number

no permit ip {any | host sender-IP | sender-IP sender-IP-mask} mac {any | host sender-MAC |
sender-MAC sender-MAC-mask} [log]

no permit request ip {any | host sender-IP | sender-1P sender-1P-mask} mac {any | host sender-MAC |
sender-MAC sender-MAC-mask} [log]

no permit response ip {any | host sender-IP | sender-IP sender-1P-mask} {any | host target-IP |
target-1P target-IP-mask} mac {any | host sender-MAC | sender-MAC sender-MAC-mask} [any |
host target-MAC | target-MAC target-MAC-mask] [log]

sequence-number permit
ACL
1 4294967295
ACL 10
ACL 1
10
resequence
ip IP
any any
IP IP MAC
MAC any
host sender-1P ARP IP sender-IP
sender-I1P
10 IPv4
sender-1P IP IPv4 IPv4
sender-1P-mask sender-IP sender-I1P-mask 10
sender-1P-mask 255.255.255.255
host
mac MAC

| oL-15811-01-J
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N permit ARP

host sender-MAC ~ ARP MAC sender-MAC
sender-MAC
16 MAC
sender-MAC MAC MAC MAC
sender-MAC-mask sender-MAC sender-MAC-mask
16 sender-MAC-mask
FFffFAEF FAEF host
log ARP
request ARP
Y
request response
ARP
response ARP
A
request response
ARP
host target-IP ARP IP target-1P
host target-1P
response target-1P
10 IPv4
target-1P IPv4 IPv4
target-1P-mask target-IP target-1P-mask response
target-IP target-1P-mask
10 target-1P-mask 255.255.255.255
host
host target-MAC ARP MAC target-MAC
host target-MAC
response target-MAC
16 MAC
target-MAC MAC MAC MAC
target-MAC-mask target-MAC target-MAC-mask response
target-MAC target-MAC-mask
16 target-MAC-mask
Frff.FAF FAF host
ip
ARP ACL
network-admin
vdc-admin
Release 4.0
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permit ARP ||

4.0(2)
ARP ACL
ACL 10
ARP ACL ACL
response request ARP
arp-acl-ol ARP ACL ARP
10.32.143.0 IP ARP

switch# conf t
switch(config)# arp access-list arp-acl-01
switch(config-arp-acl)# permit request ip 10.32.143.0 255.255.255.0 mac any

deny ARP ARP ACL deny

arp access-list ARP ACL

ip arp inspection filter ARP ACL VLAN

remark ACL

show arp access-list ARP ACL 1 ARP ACL

Cisco NX-OS Security Rel 4.0
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N permit IPv4

permit 1Pv4

IPv4 Access Control List ACL;
permit
no

[sequence-number] permit protocol source destination [dscp dscp | precedence precedence] [fragments]
[log] [time-range time-range-name]

no permit protocol source destination [dscp dscp | precedence precedence] [fragments] [log]
[time-range time-range-name]

no sequence-number
Internet Control Message Protocol ICMP;

[sequence-number] permit icmp source destination [icmp-message] [dscp dscp | precedence
precedence] [fragments] [log] [time-range time-range-name]

Internet Group Management Protocol IGMP;

[sequence-number] permit igmp source destination [igmp-message] [dscp dscp | precedence
precedence] [fragments] [log] [time-range time-range-name]

Internet Protocol v4 IPv4; v4

[sequence-number] permit ip source destination [dscp dscp | precedence precedence] [fragments] [log]
[time-range time-range-name]

Transmission Control Protocol TCP

[sequence-number] permit tcp source [operator port [port] | portgroup portgroup] destination [operator
port [port] | portgroup portgroup] [dscp dscp | precedence precedence] [fragments] [log]
[time-range time-range-name] [flags] [established]

User Datagram Protocol UDP;

[sequence-number] permit udp source [operator port [port] | portgroup portgroup] destination
[operator port [port] | portgroup portgroup] [dscp dscp | precedence precedence] [fragments] [log]
[time-range time-range-name]
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permit IPv4 ||

sequence-number permit
ACL
1 4294967295
ACL 10
ACL 1
10
resequence
protocol 0
255
e icmp— ICMP
protocol
icmp-message
e igmp— IGMP
protocol
igmp-type
e ip— IPv4
IPv4
dscp
fragments
log
precedence
time-range
* fcp— TCP
protocol
flags operator portgroup established
e udp— UDP
protocol
operator portgroup
source IPv4
destination IPv4

Cisco NX-OS Security
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N permit IPv4

dscp dscp IP DSCP 6 diffserv
dscp
e 0 63—DSCP 6 10 10
DSCP
001010.

e afll — Assured Forwarding AF 1 001010

e afl2 —AF 1 001100

e afl3—AF 1 001110

e af2l — AF 2 010010

e af22 — AF 2 010100

e af23 —AF 2 010110

e af3l —AF 3 011010

e af32 — AF 3 011100

e af33—AF 3 011110

e af4l —AF 4 100010

e afd2 — AF 4 100100

e af4d3— AF 4 100110

* sl — Class-selector CS 1 1 001000

e ¢s2—CS2 2 010000

e (s3—CS3 3 011000

* cs4—CS4 4 100000

e ¢s5—CS5 5 101000

* ¢s6—CS6 6 110000

e ¢s7—CS7 7 111000

e default — DSCP 000000

e if— 101110
precedence precedence IP Precedence
precedence precedence

e 0 7— IP Precedence 3 10

3 IP Precedence
011

e critical — Precedence5 101

e flash — Precedence 3 011

e flash-override — Precedence 4 100
e immediate — Precedence 2 010

e internet — Precedence 6 110

* network — Precedence 7 111

e priority — Precedence 1 001

* routine — Precedence 0 000

Cisco NX-OS Security Release 4.0
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permit IPv4 ||

fragments
TCP 4
log
* ACL
L ]
. TCP UDP ICMP
[ ]
time-range
time-range-name .
time-range
icmp-message ICMP ICMP
0 255 ICMP
1
igmp-message IGMP IGMP
igmp-message 0 15 IGMP
e dvmrp — Distance Vector Multicast Routing Protocol DVMRP;
e host-query —
e host-report —
e pim — Protocol Independent Multicast PIM
e trace —
operator port [port] TCP UDP operator port
source destination
port TCP UDP
0 65535
TCP UDP
2 port operator
operator
* eq— port
e gt— port
o t— port
* neq— port
* range — 2 port port
2 port
Cisco NX-OS Security Rel
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N permit IPv4

portgroup TCP UDP portgroup IP
portgroup

source destination

IP object-group ip
port

flags TCP TCP
flags 1

e ack
e fin

* psh
* rst

* syn
* urg

established TCP TCP
ACK RST TCP

IPv4 ACL
ACL 10

IPv4 ACL

network-admin

vdc-admin
4.0(2)
IPv4 ACL ACL
source destination
source destination

Cisco NX-OS Security Release 4.0
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IP — IPv4
destination 1Pv4
object-group ip address

addrgroup address-group-name

lab-gateway-svrs 1Pv4
switch(config-acl)# permit ip any addrgroup lab-gateway-svrs

— IPv4

IPv4-address network-wildcard

192.168.67.0 IPv4
source

switch(config-acl)# permit tcp 192.168.67.0 0.0.0.255 any

Variable-Length Subnet Mask VLSM;
VLSM

IPv4-address/prefix-len

192.168.67.0 IPv4 VLSM

switch(config-acl)# permit udp 192.168.67.0/24 any

— host IPv4
host IPv4-address
IPv4-address/32 IPv4-address 0.0.0.0
host 192.168.67.132 IPv4

switch(config-acl)# permit icmp host 192.168.67.132 any

. — any
any
any
ICMP
icmp-message 0 255 ICMP

administratively-prohibited —
alternate-address —
conversion-error —
dod-host-prohibited —
dod-net-prohibited —

echo — ping
echo-reply —
general-parameter-problem —

host-isolated —

permit IPv4 ||

source

destination

— IPv4

source

source

IPv4

Cisco NX-OS Security
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N permit IPv4

e host-precedence-unreachable —
* host-redirect —

* host-tos-redirect — ToS

* host-tos-unreachable — ToS
¢ host-unknown —

¢ host-unreachable —

e information-reply —

¢ information-request —

e mask-reply —

* mask-request —

e mobile-redirect —

* net-redirect —

* net-tos-redirect — ToS

¢ net-tos-unreachable — ToS
* net-unreachable —

e network-unknown —

e no-room-for-option —

e option-missing —

e packet-too-big — DF
e parameter-problem —

e port-unreachable —

e precedence-unreachable —
e protocol-unreachable —

e reassembly-timeout —

e redirect —

* router-advertisement —

* router-advertisement —

e source-quench —

* source-route-failed —

* time-exceeded —

e timestamp-reply —

e timestamp-request —

e traceroute —

e ttl-exceeded — TTL

* unreachable —

TCP

protocol tep port 0 65535 TCP

bgp — Border Gateway Protocol BGP; 179
chargen — 19
cmd — rcemd 514

daytime — 13
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discard — 9
domain — Domain Name Service DNS;

drip — Dynamic Routing Information Protocol DRIP;
3949

echo — 7

exec — Exec rsh 512

finger — 79
ftp — File Transfer Protocol FTP; 21
ftp-data — FTP 2

gopher — Gopher 7
hostname — NIC 11
ident — ldent 113

irc — Internet Relay Chat IRC;

klogin — Kerberos 543
kshell — Kerberos 544
login — rlogin 513
Ipd — 515

nntp — Network News Transport Protocol NNTP 119
pim-auto-rp — PIM Auto-RP 496

pop2 — Post Office Protocol v2 POP2 19

pop3 — Post Office Protocol v3 POP3 11

smtp — Simple Mail Transport Protocol SMTP;
sunrpc — Sun Remote Procedure Call RPC;

tacacs — TAC Access Control System 49

talk — Talk 517

telnet — Telnet 23

time — Time 37

uucp — UNIX-to-UNIX Copy Program  UUCP; UNIX
whois — WHOIS/NICNAME 43

www — World Wide Web HTTP 8

UDP
protocol udp port 0 65535
biff — BIFF comsat 512

bootpc — Bootstrap Protocol BOOTP;

Cisco NX-OS Security
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194

25
111

54

UDP

68
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N permit IPv4

bootps — Bootstrap Protocol BOOTP; 67
discard — 9

dnsix — DNSIX 195

domain — Domain Name Service DNS; 53

echo — 7

isakmp — Internet Security Association and Key Management Protocol ISAKMP 5

mobile-ip — IP 434
nameserver — IEN116 42
netbios-dgm — NetBIOS 138
netbios-ns — NetBIOS 137
netbios-ss — NetBIOS 139

non500-isakmp — Internet Security Association and Key Management Protocol ISAKMP 45
ntp — Network Time Protocol NTP; 123

pim-auto-rp — PIM Auto-RP 496

rip — Routing Information Protocol RIP in.routed 52

snmp — Simple Network Management Protocol SNMP; 161
snmptrap — SNMP 162

sunrpc — Sun Remote Procedure Call RPC; 111

syslog — 514

tacacs — TAC Access Control System 49

talk — Talk 517

tftp — Trivial File Transfer Protocol TFTP; 69
time — Time 37

who — Who rwho 513

xdmcp — X Display Manager Control Protocol XDMCP (177)

acl-lab-01 IPv4 ACL 10.23.0.0 192.168.37.0 10.176.0.0
TCP uUbP

switch# config t

switch(config)# ip access-list acl-lab-01
switch(config-acl)# permit tcp 10.23.0.0/16 10.176.0.0/16
switch(config-acl)# permit udp 10.23.0.0/16 10.176.0.0/16
switch(config-acl)# permit tcp 192.168.37.0/16 10.176.0.0/16
switch(config-acl)# permit udp 192.168.37.0/16 10.176.0.0/16
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permit IPv4 ||

acl-eng-to-marketing IPv4 ACL eng_workstations IP
marketing_group IP IP

switch# config t
switch(config)# ip access-list acl-eng-to-marketing
switch(config-acl)# permit ip addrgroup eng workstations addrgroup marketing group

deny IPv4 IPv4 ACL deny

ip access-list IPv4 ACL

object-group ip address V4

object-group ip port IP

remark ACL

show ip access-list IPv4 ACL 1 IPv4 ACL
statistics per-entry ACL

time-range
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N permit MAC

permit MAC

MAC ACL permit
no

[sequence-number] permit source destination [protocol] [cos cos-value] [vlan VLAN-ID]
no permit source destination [protocol] [cos cos-value] [vlan VLAN-ID]

no sequence-number

sequence-number permit
ACL
1 4294967295
ACL 10
ACL 1
10
resequence
source MAC
destination MAC
protocol 0x0
Oxffff
MAC
cos cos-value IEEE 802.1Q cos-value Class of Service CoS;
cos-value 0 7
vlan VLAN-ID IEEE 802.1Q VLAN ID
VLAN-ID 1 4094
MAC ACL

network-admin
vdc-admin

4.0(0)

Cisco NX-OS Security Release 4.0
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MAC ACL
ACL 10
MAC ACL ACL
source destination
source destination
. — MAC 1
MAC-address MAC-mask
source MAC 00c0.4f03.0a72

switch(config-acl)# permit 00c0.4£03.0a72 0000.0000.0000 any

destination MAC 00603e

switch(config-acl)# permit any 0060.3e00.0000 0000.0000.0000

. —any
any
any
MAC
protocol MAC
0x 4 16 0x0

e aarp — Appletalk ARP 0x80f3

e appletalk — Appletalk 0x809b

* decnet-iv— DECnet Phase IV  0x6003

e diagnostic — DEC Diagnostic Protocol 0x6005
e etype-6000 — Ethertype 0x6000 0x6000

e etype-8042 — Ethertype 0x8042 0x8042

e ip— Internet Protocol v4 0x0800

e lat— DECLAT 0x6004

¢ lavc-sca— DEC LAVC SCA 0x6007

e mop-console — DEC MOP 0x6002
e mop-dump — DEC MOP 0x6001
e vines-echo — VINES 0xObaf
Cisco NX-OS Security R
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N permit MAC

mac-ip-filter MAC ACL 2 MAC IPv4

switch# config t
switch(config)# mac access-list mac-ip-filter

switch(config-mac-acl)# permit 00c0.4£00.0000 0000.00ff.££f£f£f 0060.3e00.0000
0000.00f£.£££ff ip

deny MAC MAC ACL deny

mac access-list MAC ACL

remark ACL

statistics per-entry ACL

show mac access-list MAC ACL 1 MAC ACL

Cisco NX-OS Security Release 4.0
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permit

Security Group Access Control List SGACL;
permit
no

permit

permit {all | icmp | igmp | ip | {{tcp | udp} [{src | dest} {{eq | gt | It | neq} port-number} |

range port-numberl port-number2}]}

no permit {all | icmp | igmp | ip | {{tcp | udp} [{src | dest} {{eq | gt | It | neq} port-number} |

range port-numberl port-number2}]}

all

icmp Internet Control Message Protocol ICMP;
igmp Internet Group Management Protocol IGMP;
ip IP

tep TCP

udp User Datagram Protocol UDP;

src

dest

€q

gt

It

neq

port-number  TCP UDP 65535
range TCP UDP

port-numberl 0 65535
port-number2 0 65535

network-admin
vdc-admin

4.0(1)

feature cts

Cisco NX-OS Security
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N permit

SGACL

switch# config t
switch(config)# cts role-based access-list MySGACL
switch(config-rbacl)# permit icmp

SGACL

switch# config t
switch(config)# cts role-based access-list MySGACL
switch(config-rbacl)# no permit icmp

cts role-based access-list Cisco TrustSec SGACL
deny SGACL
feature cts Cisco TrustSec

show cts role-based access-list  Cisco TrustSec SGACL

Cisco NX-OS Security Release 4.0
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permit interface M

permit interface

permit interface
no

permit interface {ethernet slot/port[- port2]| interface-list}

no permit interface

ethernet slot/port
- port

interface-list

network-admin
vdc-admin

4.0(1)

interface policy deny permit interface

switch# config t

switch(config)# role name MyRole

switch(config-role)# interface policy deny
switch(config-role-interface)# permit interface ethernet 2/1 - 8

switch# config t

switch(config)# role name MyRole

switch(config-role)# interface policy deny

switch(config-role-interface)# permit interface ethernet 1/1, ethernet 1/3, ethernet
1/5, ethernet 1/7

switch# config t

switch(config)# role name MyRole

switch(config-role)# interface policy deny
switch(config-role-interface)# no permit interface ethernet 2/1

Cisco NX-OS Security Rel 4.0
I oL-15811-01-J



M permit interface

interface policy deny

role name

show role

Cisco NX-OS Security Release 4.0
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permit vlian

VLAN VLAN
no

permit vlan {vlan-id[- vlan-id2] | vlan-list}

no permit vlan

permit vlian

permitvian W

VLAN

vlan-id VLAN 1 3967

4048 4093

- vlan-id2 VLAN
VLAN

VLAN

vlan-list VLAN

VLAN

VLAN

network-admin
vdc-admin

4.0(1)

vlan policy deny permit vlian
VLAN

VLAN VLAN

switch# config t

switch(config)# role name MyRole
switch(config-role)# vlan policy deny
switch(config-role-vlan)# permit vlan 8

VLAN VLAN

switch# config t

switch(config)# role name MyRole
switch(config-role)# vlan policy deny
switch(config-role-vlan)# permit vlan 1-8

VLAN VLAN

switch# config t
switch(config)# role name MyRole
switch(config-role)# vlan policy deny

switch(config-role-vlan)# permit vlan 1, 10, 12,

VLAN

20

Cisco NX-OS Security R
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P
W permitvian

VLAN VLAN

switch# config t

switch(config)# role name MyRole
switch(config-role)# vlan policy deny
switch(config-role-vlan)# no permit vlan 2

vlan policy deny VLAN

role name

show role

Jll_ Cisco NX-OS Security Release 4.0

OL-15811-01-J |



permitvrf W
permit vrf
VRF Virtual Routing and Forwarding VRF
permit vrf VRF no
permit vrf vrf-name
no permit vrf vrf-name
vrf-name VRF
VRF
VRF
network-admin
vdc-admin
4.0(2)
vrf policy deny permit vrf VRF VRF
VRF
VRF VRF

switch# config t

switch(config)# role name MyRole
switch(config-role)# vrf policy deny
switch(config-role-vrf)# permit vrf management

VRF VRF

switch# config t

switch(config)# role name MyRole
switch(config-role)# vrf policy deny
switch(config-role-vrf)# no permit vrf engineering

vrf policy deny VRF

role name

show role

Cisco NX-OS Security
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W platform access-list update

platform access-list update

Access Control List ACL;
110 platform access-list
no

platform access-list update {atomic | default-result permit}

no platform access-list update {atomic | default-result permit}

atomic
NX-0S
ACL
default-result permit ACL

atomic

network-admin
vdc-admin

4.0(1)

NX-0S ACL
ACL
1/0 ACL

1/0
110 ACL

1/10 no platform access-list update atomic
ACL

ACL ACL

ACL
platform access-list update default-result permit

Cisco NX-OS Security Release 4.0
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platform access-list update W

ACL

switch# config t
switch(config)# no platform access-list update atomic

ACL

switch# config t
switch(config)# platform access-list update default-result permit

switch# config t
switch(config)# no access-list update default-result permit
switch(config)# platform access-list update atomic

show running-config all

| oL-15811-01-J
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M platform rate-limit

platform rate-limit

/ platform rate-limit
no

platform rate-limit {access-list-log | copy | layer-2 {port-security | storm-control} | layer-3 {control
| glean | mtu | multicast {directly-connect | local-groups | rpf-leak} | ttl} | receive} packets

no platform rate-limit {access-list-log | copy | layer-2 {port-security | storm-control} | layer-3
{control | glean | mtu | multicast {directly-connect | local-groups | rpf-leak} | ttl} | receive}

[packets]

access-list-log

100 /
copy
30000 /
layer-2 storm-control 0
/
layer-2 1
port-security
storm-control
layer-3 3
control 3 10000
/
glean 3
100 /
mtu 3MTU
500 /
multicast 3 /
directly-connect
10000 /
local-groups
10000 /
rpf-leak Reverse Path Forwarding RPF
500 /
ttl 3TTL
500 /
receive
30000 /
packets / 1 33554431
Release 4.0
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platform rate-limit W

network-admin
vdc-admin

4.0(1)
4.0(3) port-security

switch# config t
switch(config)# platform rate-limit layer-3 control 20000

switch# config t
switch(config)# no platform rate-limit layer-3 control

show running-config

Cisco NX-OS Security Rel 4.0
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Ml police

police

police

no
police [cir] cir-rate [bps | gbps | kbps | mbps | pps]
police [cir] cir-rate [bps | gbps | kbps | mbps] [bc] burst-size [bytes | kbytes | mbytes | ms | packets | us]

police [cir] cir-rate [bps | gbps | kbps | mbps | pps]
conform {drop | set-cos-transmit cos-value | set-dscp-transmit dscp-value | set-prec-transmit
prec-value | transmit} [exceed {drop | set dscp dscp table cir-markdown-map | transmit}]
[violate {drop | set dscp dscp table pir-markdown-map | transmit}]

police [cir] cir-rate [bps | gbps | kbps | mbps | pps]
pir pir-rate [bps | gbps | kbps | mbps] [[be] extended-burst-size [bytes | Kbytes | mbytes | ms |
packets | us]]

no police [cir] cir-rate [bps | gbps | kbps | mbps | pps]

n o police [cir] cir-rate [bps | gbps | kKbps | mbps | pps] [bc] burst-size [bytes | kbytes | mbytes | ms |
packets | us]

no police [cir] cir-rate [bps | gbps | kbps | mbps | pps]
conform {drop | set-cos-transmit cos-value | set-dscp-transmit dscp-value | set-prec-transmit
prec-value | transmit} [exceed {drop | set dscp dscp table cir-markdown-map | transmit}]
[violate {drop | set dscp dscp table pir-markdown-map | transmit}]

no police [cir] cir-rate [bps | gbps | kbps | mbps | pps]
pir pir-rate [bps | gbps | kbps | mbps | pps] [[be] extended-burst-size [bytes | kbytes | mbytes | ms
| packets | us]]

cir Commited Information Rate CIR;

cir-rate CIR 0 80000000000

bps | gbps | kbps | mbps | / /
pps / / /

bc

burst-size 1 512000000

bytes | kbytes | mbytes |
ms | | packets | us

conform

drop

set-cos-transmit Class of Service CoS; 0
cos-value 7

set-dscp-transmit IPv4 IPv6 Differentiated Services Code Point DSCP;
dscp-value DiffServ 0 63
set-prec-transmit IPv4 IPV6 0 7
prec-value

transmit

exceed

set dscp dscp table CIR

cir-markdown-map

Cisco NX-OS Security Release 4.0
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police W

violate

set dscp dscp table PIR
pir-markdown-map

pir pir-rate PIR

be

extended-burst-size 1 512000000

network-admin
vdc-admin

4.0(1)

VDC

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# class ClassMapA
switch(config-pmap-c)# police cir 2000 kbps

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# class ClassMapA
switch(config-pmap-c)# no police 2000 kbps

class

show policy-map type
control-plane

Cisco NX-OS Security
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MW policy

policy

Cisco TrustSec Security Group Tag SGT;
Cisco TrustSec policy
no

policy {dynamic identity device-id | static sgt sgt-value [trusted]}

no policy {dynamic | static}
dynamic identity  Cisco TrustSec
device-id Cisco TrustSec
static sgt SGT
sgt-value Cisco TrustSec SGT Oxhhhh Ox1  Oxfffd
trusted SGT
Cisco TrustSec
network-admin
vdc-admin
4.0(2)
4.0(3) no dynamic static

feature cts Cisco TrustSec

shutdown/no shutdown

Cisco NX-OS Security Release 4.0
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Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/3

switch(config-if)# cts manual

switch(config-if-cts-manual)# policy dynamic identity DeviceB
switch(config-if-cts-manual)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/3

switch(config-if)# cts manual

switch(config-if-cts-manual)# no policy dynamic identity DeviceB
switch(config-if-cts-manual)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/4
switch(config-if)# cts manual
switch(config-if-cts-manual)# policy static sgt 0x100
switch(config-if-cts-manual)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/4
switch(config-if)# cts manual
switch(config-if-cts-manual)# no policy static sgt 0x100
switch(config-if-cts-manual)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

policy W

cts manual Cisco TrustSec
feature cts Cisco TrustSec
show cts interface Cisco TrustSec

Cisco NX-OS Security
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M policy-map type control-plane

policy-map type control-plane

policy-map type control-plane

no
policy-map type control-plane policy-map-name
no policy-map type control-plane policy-map-name
policy-map-name 64

network-admin
vdc-admin

4.0(1)

VDC

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch (config-pmap) #

switch# config t
switch(config)# no policy-map type control-plane PolicyMapA

show policy-map type
control-plane

Cisco NX-OS Security Release 4.0
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propagate-sgt

propagate-sgt ll

2 Cisco TrustSec SGT propagate-sgt
SGT no
propagate-sgt
no propagate-sgt
network-admin
vdc-admin
4.0(3)
SGT Cisco TrustSec
SGT
feature cts Cisco TrustSec
shutdown/no shutdown
SGT

switch# configure terminal

switch(config)# interface ethernet 2/1
switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)# no propagate-sgt
switch(config-if-cts-dotlx)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

SGT

switch# configure terminal

switch(config)# interface ethernet 2/1
switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)# propagate-sgt
switch(config-if-cts-dotlx)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco NX-OS Security
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M propagate-sgt

cts dotlx Cisco TrustSec 802.1X
feature cts Cisco TrustSec
show cts interface Cisco TrustSec

Cisco NX-OS Security Release 4.0 |
mm OL-15811-01-J



R Cisco NX-0S

radius-server deadtime

NX-0S RADIUS radius-server
deadtime no

radius-server deadtime minutes

no radius-server deadtime minutes

minutes 1 1440

network-admin
vdc-admin

4.0(0)

NX-0S RADIUS

RADIUS

Cisco NX-OS Security Release 4.0
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WM radius-server deadtime

RADIUS

switch# config t
switch(config)# radius-server deadtime 5

RADIUS

switch# config t
switch(config)# no radius-server deadtime 5

show radius-server RADIUS

Cisco NX-OS Security Release 4.0
[ 244 | oL-15811-01-J |



radius-server directed-request W

radius-server directed-request

RADIUS radius-server
directed-request no
radius-server directed-request
no radius-server directed-request
RADIUS
network-admin
vdc-admin
4.0(2)
username@vrfname:hostname vrfname Virtual Routing and
Forwarding VRF; VPN hostname RADIUS
RADIUS
RADIUS

switch# config t
switch(config)# radius-server directed-request

RADIUS

switch# config t
switch(config)# no radius-server directed-request

show radius-server directed-request RADIUS

Cisco NX-OS Security
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radius-server host

radius-server host

RADIUS
no

radius-server host

radius-server host {hostname | ipv4-address | ipv6-address}

[key [0 | 7] shared-secret [pac]] [accounting]

[acct-port port-number] [auth-port port-number] [authentication] [retransmit count]
[test {idle-time time | password password | username name}]

[timeout seconds [retransmit count]]

no radius-server host {hostname | ipv4-address | ipv6-address}

[key [0 | 7] shared-secret [pac]] [accounting]

[acct-port port-number] [auth-port port-number] [authentication] [retransmit count]
[test {idle-time time | password password | username name}]

[timeout seconds [retransmit count]]

hostname RADIUS Domain Name Server DNS
256
ipv4-address AB.CD IPv4
ipv6-address X:X:X1:X IPv6
key RADIUS
0 RADIUS
7 RADIUS
shared-secret RADIUS
63
pac Cisco TrustSec RADIUS Cisco Access Control
Server ACS Protected Access Credentials PAC
accounting
acct-port port-number RADIUS
0 65535
auth-port port-number RADIUS 0 65535
authentication
retransmit count RADIUS
1 5
1
test RADIUS
idle-time time 1
1440
password password
32
username name
32
timeout seconds RADIUS
5 60

Jll_ Cisco NX-OS Security Release 4.0
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radius-server host W

1813
1812
1
5
test
test

network-admin

vdc-admin

4.0(1)

0 RADIUS
RADIUS

switch# config terminal
switch(config)# radius-
switch(config)# radius-
switch(config)# radius-
switch(config)# radius-
switch(config)# radius-
switch(config)# radius-
switch(config)# radius-
switch(config)# radius-
switch(config)# radius-

server host
server host
server host
server host
server host
server host
server host
server host
server host

10.10.2.3 key HostKey
10.10.2.3 auth-port 2003
10.10.2.3 acct-port 2004
10.10.2.3 accounting

radius2 key 0 abcd

radius3 key 7 1234

10.10.2.3 test idle-time 10
10.10.2.3 test username tester
10.10.2.3 test password 2B9kas

show radius-server

RADIUS

Cisco NX-OS Security
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M radius-server key

radius-server key

RADIUS radius-server key
no

radius-server key [0 | 7] shared-secret

no radius-server key [0 | 7] shared-secret

0 RADIUS

7 RADIUS

shared-secret RADIUS

ASCII
63
network-admin
vdc-admin
4.0(2)
RADIUS RADIUS
63 ASCII
RADIUS
radius-server host key
RADIUS

switch# config terminal

switch(config)# radius-server key AnyWord
switch(config)# radius-server key 0 AnyWord
switch(config)# radius-server key 7 public pac

show radius-server RADIUS

Jll_ Cisco NX-OS Security Release 4.0
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radius-server retransmit W

radius-server retransmit

RADIUS radius-server retransmit
no

radius-server retransmit count

no radius-server retransmit count

count RADIUS

network-admin
vdc-admin

4.0(1)

RADIUS

switch# config t
switch(config)# radius-server retransmit 3

RADIUS

switch# config t
switch(config)# no radius-server retransmit 3

show radius-server RADIUS

Cisco NX-OS Security Rel 4.0
I oL-15811-01-J



M radius-server timeout

radius-server timeout

RADIUS radius-server timeout
no

radius-server timeout seconds

no radius-server timeout seconds

seconds RADIUS 1 60

network-admin
vdc-admin

4.0(1)

switch# config t
switch(config)# radius-server timeout 30

switch# config t
switch(config)# no radius-server timeout 30

show radius-server RADIUS

Cisco NX-OS Security Release 4.0
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| R
range M
IP range
no
[sequence-number] range starting-port-number ending-port-number
no {sequence-number | range starting-port-number ending-port-number}
sequence-number
1 4294967295
10
starting-port-number 0 65535
ending-port-number 0 65535
IP
network-admin
vdc-admin
4.0(1)
IP range
ACL
137 139 port-group-05

IP

switch# config t
switch(config)# object-group ip port port-group-05
switch(config-port-ogroup)# range 137 139

Cisco NX-OS Security Rel 4.0
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Ml range

eq IP €q
gt IP gt
It IP It
neq IP neq
object-group ip port IP

show object-group

Release 4.0
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remark

IPv4 MAC Access Control List ACL;
remark remark

[sequence-number] remark remark

no {sequence-number | remark remark}

remark W

no

sequence-number remark

ACL
1 4294967295

ACL

10

resequence

10

ACL

remark

100

ACL

MAC

network-admin
vdc-admin

4.0(1)

remark 100 remark
100

Cisco NX-OS Security
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W remark

IPv4 ACL

switch# config t

switch(config)# ip access-list acl-ipv4-01

switch(config-acl)# 100 remark this ACL denies the marketing department access to the
lab

switch(config-acl)# show access-list acl-ipv4-01

IP access list acl-ipv4-01

100 remark this ACL denies the marketing department access to the lab
ciscobox (config-acl) #

ip access-list IPv4 ACL

mac access-list MAC ACL

show access-list ACL 1 ACL
statistics per-entry ACL

Cisco NX-OS Security Release 4.0
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replay-protection

Cisco TrustSec
replay-protection
no

replay-protection

no replay-protection

Cisco TrustSec 802.1X

network-admin
vdc-admin

replay-protection W

4.0(1)

feature cts
shutdown/no shutdown

Advanced Services

Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/3
switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)# replay-protection
switch(config-if-cts-dotlx)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco TrustSec

switch# config t

switch(config)# interface ethernet 2/3
switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)# no replay-protection
switch(config-if-cts-dotlx)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco NX-OS Security
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M resequence

cts dotlx Cisco TrustSec 802.1X
feature cts Cisco TrustSec
show cts interface Cisco TrustSec

resequence

Access Control List ACL;
resequence

resequence access-list-type access-list access-list-name starting-sequence-number increment

resequence time-range time-range-name starting-sequence-number increment

access-list-type ACL
e arp
. |p
* mac
access-list ACL 64

access-list-name

time-range 64
time-range-name

starting-sequence-number ACL

increment

network-admin
vdc-admin

4.0(1)

Cisco NX-OS Security Release 4.0
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resequence M

resequence ACL
starting-sequence-number
increment

ERROR: Exceeded maximum sequence number.

4294967295
show ip access-lists 100 10
ip-acl-01 IPv4 ACL resequence

switch# config t
switch(config)# show ip access-lists ip-acl-01

IP access list ip-acl-01

7 permit tcp addrgroup lab-machines any

10 permit udp addrgroup lab-machines any

13 permit icmp addrgroup lab-machines any

17 deny igmp any any
switch(config)# resequence ip access-list ip-acl-01 100 10
switch(config)# show ip access-lists ip-acl-01

IP access list ip-acl-01
100 permit tcp addrgroup lab-machines any
110 permit udp addrgroup lab-machines any
120 permit icmp addrgroup lab-machines any
130 deny igmp any any

arp access-list ARP ACL

ip access-list IPv4 ACL
mac access-list MAC ACL
show access-lists ACL ACL
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W role feature-group name

role feature-group name

role feature-group name
no

role feature-group name group-name

no role feature-group name group-name

group-name group-name 32

network-admin
vdc-admin

4.0(1)

NX-0S 3
L3

switch# config t
switch(config)# role feature-group name MyGroup
switch(config-role-featuregrp) #

switch# config t
switch(config)# no role feature-group name MyGroup

feature-group name

show role feature-group

Cisco NX-OS Security Release 4.0
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role name

name
role name role-name

no role name role-name

no

role name W

role

role-name role-name

16

network-admin

vdc-admin

4.0(1)
NX-0S 4

¢ network-admin — NX-0OS

DVvC
¢ network-operator — NX-OS
DVC
¢ vdc-admin — VDC /

e vdc-operator — VDC

switch# config t
switch(config)# role MyRole
switch(config-role) #

switch# config t
switch(config)# no role name MyRole

show role

Cisco NX-OS Security
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W rule

rule

rule
no

rule number {deny | permit} {command command-string | {read | read-write} [feature feature-name |
feature-group group-name]}

no rule number

number NX-0OS

1 256

deny

permit

command command-string

read

read-write /

feature feature-name NX-0S show

role feature

feature-group group-name

network-admin
vdc-admin

4.0(1)

256
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switch# config t

switch(config)# role
switch(config-role) #
switch(config-role) #

switch# config t
switch(config)# role
switch(config-role) #

MyRole
rule 1 deny command clear users
rule 1 permit read-write feature-group L3

MyRole
no rule 10

rue W

role name

show role
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W rule
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sap pmk

show S Cisco NX-0OS

show show

Cisco TrustSec Security Association Protocol SAP Pairwise Master Key PMK

sap SAP no
sap pmk [key | use-dot1x} [modelist {gcm-encrypt | gmac | no-encap | none}]
no sap
key 16 32
use-dotlx Cisco TrustSec 802.1X
SAP
modelist SAP

gcm-encrypt  Galois/Counter Mode GCM

gmac GCM

no-encap Security Group Tag SGT

none SGT

gcm-encrypt

Cisco TrustSec

network-admin
vdc-admin

4.0(3) use-dotlx

4.0(0)

Cisco NX-OS Security
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W sap pmk

feature cts Cisco TrustSec

shutdown/no shutdown

Advanced Services

Cisco TrustSec SAP

switch# config t

switch(config)# interface ethernet 2/3

switch(config-if)# cts manual
switch(config-if-cts-manual)# sap pmk fedbaa modelist gmac
switch(config-if-cts-manual)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco TrustSec SAP

switch# config t

switch(config)# interface ethernet 2/3
switch(config-if)# cts manual
switch(config-if-cts-manual)# no sap
switch(config-if-cts-manual)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

cts manual Cisco TrustSec
feature cts Cisco TrustSec
show cts interface Cisco TrustSec

Cisco NX-OS Security Release 4.0
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sap modelist

sap modelist W

Cisco TrustSec Security Association Protocol SAP sap modelist
no

sap modelist {gcm-encrypt | gmac | no-encap | none}

no sap modelist {gcm-encrypt | gmac | no-encap | none}
gcm-encrypt  Galois/Counter Mode GCM
gmac GCM
no-encap Security Group Tag SGT
none SGT
gcm-encrypt
Cisco TrustSec 802.1X
network-admin
vdc-admin
4.0(1)

feature cts Cisco TrustSec

shutdown/no shutdown

Advanced Services

Cisco TrustSec SAP

switch# config t

switch(config)# interface ethernet 2/3
switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)# sap modelist gmac
switch(config-if-cts-dotlx)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown

Cisco TrustSec SAP

switch# config t

switch(config)# interface ethernet 2/3
switch(config-if)# cts dotlx
switch(config-if-cts-dotlx)# no sap modelist gmac
switch(config-if-cts-dotlx)# exit
switch(config-if)# shutdown
switch(config-if)# no shutdown
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Ml send-lifetime

cts dotlx Cisco TrustSec 802.1X
feature cts Cisco TrustSec
show cts interface Cisco TrustSec

send-lifetime

send-lifetime
no
send-lifetime [local] start-time [duration duration-value | infinite | end-time]
local
uUTC start-time
end-time
start-time
start-time
duration duration-value
2147483646 68
infinite
end-time
end-time
infinite

network-admin
vdc-admin

4.0(1)
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infinite

start-time end-time

hour[:minute[:second]] month day year

24 24
start-time 00:00:00 Jan 1 1970
2037

2008 6 13 2008

switch# configure terminal
switch(config)# key chain glbp-keys
switch(config-keychain)# key 13

send-lifetime W

uTC

8:00 am. 8:00
start-time

8:00 p.m.  20:00
23:59:59 Dec 31

12 11:59:59 p.m.

(
switch(config-keychain-key)# send-lifetime 00:00:00 Jun 13 2008 23:59:59 Aug 12 2008
(

switch (config-keychain-key) #

accept-lifetime

key

key chain

key-string

show key chain
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W server

Server

RADIUS TACACS+ server
no

server {ipv4-address | ipv6-address | hostname}

no server {ipv4-address | ipv6-address | hostname}

ipvd-address A.B.C.D IPv4
ipv6-address  X:X:X::X IPv6
hostname

256
RADIUS
TACACS+

network-admin

vdc-admin
4.0(1)
64
RADIUS aaa group server radius
TACACS+
aaa group server tacacs+
radius-server host tacacs-server host
S
TACACS+ feature tacacs+
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RADIUS

switch# config t
switch(config)# aaa group server radius RadServer
switch(config-radius)# server 10.10.1.1

RADIUS

switch# config t
switch(config)# aaa group server radius RadServer
switch(config-radius)# no server 10.10.1.1

TACACS+

switch# config t

switch(config)# feature tacacs+

switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# server 10.10.2.2

TACACS+

switch# config t

switch(config)# feature tacacs+

switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# no server 10.10.2.2

server M

aaa group server AAA
radius-server host RADIUS
show radius-server groups RADIUS
show tacacs-server groups TACACS+
feature tacacs+ TACACS+
tacacs-server host TACACS+
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M service dhcp

service dhcp

DHCP

service dhcp

no service dhcp

network-admin
vdc-admin

service dhcp

no

DHCP

4.0(1)

DHCP

switch# configure terminal
switch(config)# service dhcp

switch(config)#

feature dhcp

DHCP

ip dhcp relay address

DHCP 1P

ip dhcp relay
information option

DHCP option-82

ip dhcp snooping

DHCP

show ip dhcp snooping

DHCP

show running-config
dhcp

IP DHCP

Release 4.0
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service-policy input W

service-policy input

service-policy
input
no

service-policy input policy-map-name

no service-policy input policy-map-name

policy-map-name

network-admin
vdc-admin

4.0(1)

Virtual Device Context VDC

1

switch# config t
switch(config)# control-plane
switch(config-cp)# service-policy input PolicyMapA

switch# config t
switch(config)# control-plane
switch(config-cp)# no service-policy input PolicyMapA

policy-map type
control-plane

show policy-map type
control-plane
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M setcos

set cos

IEEE 802.1Q Class of Service CoS;

set cos

set cos [inner] cos-value

no set cos [inner] cos-value

no

inner Q-in-Q inner 802.1Q

cos-value CoS

network-admin
vdc-admin

4.0(1)

Virtual Device Context VDC

CoS

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# class ClassMapA
switch(config-pmap-c)# set cos 4

CoS

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# class ClassMapA
switch(config-pmap-c)# no set cos 4

class

policy-map type
control-plane

show policy-map type
control-plane
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set dscp

Point DSCP; DiffServ

IPv4

no

IPv6
set dscp

setdscp W

Differentiated Services Code

set dscp [tunnel] {dscp-value | afl1l | afl12 | af13 | af21l | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43
| csl|cs2|cs3|csd|cs5|cs6 |cs? |ef|default}

no set dscp [tunnel] {dscp-value | afll | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41l | af42 |
af43|csl|cs2|cs3|cs4|csh|cs6|cs? |ef | default}

tunnel DSCP
dscp-value CoS 0 63
afll 11 DSCP 001010

afl2 12 DSCP 001100

af13 13 DSCP 001110

af21 21 DSCP 010010

af22 22 DSCP 010100

af23 23 DSCP 010110

af3l 31 DSCP 011010

af32 32 DSCP 011100

af33 33DSCP 011110

af4l 41 DSCP 100010

af42 42 DSCP 100100

af43 43 DSCP 100110

csl 1 precedencel DSCP 001000
cs2 2 precedence 2 DSCP 010000
cs3 3 precedence3 DSCP 011000
cs4 4 precedence 4 DSCP 100000
cs5 5 precedence5 DSCP 101000
cs6 6 precedence 6 DSCP 110000
cs7 7 precedence 7 DSCP 111000
ef DSCP 101110

default DSCP 000000

default

network-admin
vdc-admin

4.0(0)
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W setdscp

Virtual Device Context VDC

DHCP

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# class ClassMapA
switch(config-pmap-c)# set dscp 4

DHCP

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# class ClassMapA
switch(config-pmap-c)# no set dscp 4

class

policy-map type
control-plane

show policy-map type
control-plane
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set precedence M

set precedence

IPv4 IPv6 precedence
set precedence no

set precedence [tunnel] {prec-value | critical | flash | flash-override | immediate | internet | network |
priority | routine}

no set precedence [tunnel] {prec-value | critical | flash | flash-override | immediate | internet | network
| priority | routine}

tunnel precedence

prec-value DSCP precedence 0
7

critical precedence 5 critical precedence

flash precedence 3 flash precedence

flash-override precedence 4 flash override precedence

immediate precedence 2 immediate precedence

internet precedence 6 internet precedence

network precedence 7 network precedence

priority precedence 1 priority precedence

routine precedence 0 routine precedence

0 routine

network-admin
vdc-admin

4000

Virtual Device Context VDC
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M set precedence

CoS

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# class ClassMapA
switch(config-pmap-c)# set precedence critical

CoS

switch# config t

switch(config)# policy-map type control-plane PolicyMapA
switch(config-pmap)# class ClassMapA
switch(config-pmap-c)# no set precedence critical

class

policy-map type
control-plane

show policy-map type
control-plane
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ssh W
NX-0S 1Pv4 Secure Shell SSH;
ssh
ssh [username@]{ipv4-address | hostname} [vrf vrf-name]
username SSH
ipv4-address IPv4
hostname
vrf vrf-name SSH Virtual Routing and Forwarding VRF; VPN
VRF
VRF

network-admin

vdc-admin

4.0(1)

NX-0S SSH 2

SSH IPv6 ssh6
IPv4 SSH

switch# ssh 10.10.1.1 vrf management

The authenticity of host '10.10.1.1 (10.10.1.1)' can't be established.
RSA key fingerprint is 9b:d9:09:97:£6:40:76:89:05:15:42:6b:12:48:0£:d6.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.10.1.1' (RSA) to the list of known hosts.
User Access Verification

Password:

clear ssh session SSH

ssh server enable  SSH
ssh6 IPv6 SSH
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M ssh key

ssh key

Virtual Device Contex VDC Secure Shell SSH;
key SSH
ssh key {dsa [force] | rsa [length [force]]}

no ssh key [dsa | rsa]

ssh

dsa Digital System Algrorithm DSA SSH

force SSH

rsa RSA SSH

length SSH

768

2048

1024

network-admin
vdc-admin

4.0(1)

NX-0S SSH 2

SSH no ssh server enable

DSA SSH
switch# config t
switch(config)# ssh key dsa
generating dsa key (1024 bits).....

generated dsa key

RSA SSH
switch# config t
switch(config)# ssh key rsa

generating rsa key (1024 bits).....

generated rsa key

SSH
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RSA SSH

switch# config t
switch(config)# ssh key rsa 768
generating rsa key (768 bits).....

generated rsa key

force DSA SSH

switch# config t

switch(config)# no ssh server enable
switch(config)# ssh key dsa force
deleting old dsa key.....

generating dsa key (1024 bits).....

generated dsa key
switch(config)# ssh server enable

DSA SSH

switch# config t
switch(config)# no ssh server enable

XML interface to system may become unavailable since ssh is disabled

switch(config)# no ssh key dsa
switch(config)# ssh server enable

SSH

switch# config t
switch(config)# no ssh server enable

XML interface to system may become unavailable since ssh is disabled

switch(config)# no ssh key
switch(config)# ssh server enable

sshkey H

show ssh key SSH

ssh server enable  SSH
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W ssh server enable

ssh server enable

Virtual Device Context VDC Secure Shell SSH;
ssh server enable SSH
no

ssh server enable

no ssh server enable

network-admin
vdc-admin

4.0(1)

NX-0S SSH 2

SSH

switch# config t
switch(config)# ssh server enable

SSH

switch# config t
switch(config)# no ssh server enable
XML interface to system may become unavailable since ssh is disabled

show ssh server SSH
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ssh6 W
NX-0S IPv6 Secure Shell SSH;
ssh6
ssh6 [username@]{ipv6-address | hostname} [vrf vrf-name]
username SSH
ipv6-address IPv6
hostname
vrf vrf-name SSH Virtual Routing and Forwarding VRF; VPN
VRF
VRF
network-admin
vdc-admin
4.0(2)
NX-0S SSH 2
SSH IPv4 ssh
IPv6 SSH

switch# ssh host2 vrf management

clear ssh session SSH

ssh IPv4 SSH
ssh server enable  SSH
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M statistics per-entry

statistics per-entry

IP MAC Access Control List ACL;

statistics per-entry
no

statistics per-entry

no statistics per-entry

IPv6
MAC

network-admin
vdc-admin

4.0(1)
4.0Q3) statistics statistics per-entry

IPv4  IPv6 MAC ACL ACL

ACL permit
deny

statistics per-entry ACL

e ip access-list
* ipv6 access-list

® mac access-list

ACL show access-lists

e show ip access-lists
e show ipv6 access-lists

e show mac access-lists
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ACL clear access-list counters

e clear ip access-list counters
e clear ipv6 access-list counters
e clear mac access-list counters

ip-acl-101 IPv4 ACL

switch# config t

switch(config)# ip access-1list ip-acl-101
switch(config-acl)# statistics per-entry
switch(config-acl)#

ip-acl-101 IPv4 ACL

switch# config t

switch(config)# ip access-1list ip-acl-101
switch(config-acl)# no statistics per-entry
switch(config-acl)#

statistics per-entry W

show access-lists IPv4 IPv6 MAC ACL

ACL

clear access-list counters IPv4 IPVv6 MAC ACL

ACL
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W storm-control level

storm-control level

storm-control level
no

storm-control {broadcast | multicast | unicast} level percentage [. fraction]

no storm-control {broadcast | multicast | unicast} level

broadcast

multicast

unicast

percentage 0 100%

. fraction 0 99

network-admin
vdc-admin

4.0(1)

storm-control level

30 40
40

100%

show interfaces counters broadcast

. 100%
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switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# storm-control broadcast level 30

switch# config t
switch(config)# interface ethernet 1/1
switch(config-if)# no storm-control multicast level

storm-control level W

show interface

show running-config
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Wl switchport port-security

switchport port-security

2 switchport port-security
no

switchport port-security

no switchport port-security

network-admin

vdc-admin
4.0(2)
MAC
switchport port-security mac-address sticky
Virtual Device Context VDC
VDC
switchport port-security feature port-security
switchport

2/1

switch# config t

switch(config)# interface ethernet 2/1
switch(config-if)# switchport port-security
switch(config-if)#
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switchport port-security W

feature port-security

show port-security

switchport port-security
aging time

MAC

switchport port-security
aging type

MAC

switchport port-security
mac-address

MAC

switchport port-security
mac-address sticky

MAC

switchport port-security
maximum

VLAN

MAC

switchport port-security
violation
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Wl switchport port-security aging time

switchport port-security aging time

MAC switchport
port-security aging time 1440
no
switchport port-security aging time minutes
no switchport port-security aging time minutes
minutes MAC

1 1440

network-admin
vdc-admin

4.0(1)

1440

Virtual Device Context VDC

VDC

switchport port-security aging time

switchport

2/1 120

switch# config t
switch(config)# interface ethernet 2/1

feature port-security

switch(config-if)# switchport port-security aging time 120

switch(config-if)#

Cisco NX-OS Security Release 4.0
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switchport port-security aging time ||

feature port-security

show port-security

switchport port-security

switchport port-security
aging type

MAC

switchport port-security
mac-address

MAC

switchport port-security
mac-address sticky

MAC

switchport port-security
maximum

VLAN

MAC

switchport port-security
violation

Cisco NX-OS Security
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M switchport port-security aging type

switchport port-security aging type

MAC switchport

port-security aging type absolute
no

switchport port-security aging type {absolute | inactivity}

no switchport port-security aging type {absolute | inactivity}

absolute MAC

inactivity MAC
MAC

absolute

network-admin

vdc-admin
4.0(1)
absolute

Virtual Device Context VDC

VDC
switchport port-security aging type feature port-security

switchport

2/1 [inactivity]

switch# config t

switch(config)# interface ethernet 2/1

switch(config-if)# switchport port-security aging type inactivity
switch(config-if)#
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switchport port-security aging type W

feature port-security

show port-security

switchport port-security

switchport port-security
aging time

MAC

switchport port-security
mac-address

MAC

switchport port-security
mac-address sticky

MAC

switchport port-security
maximum

MAC
VLAN

switchport port-security
violation
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M switchport port-security mac-address

switchport port-security mac-address

MAC switchport port-security

mac-address MAC

no
switchport port-security mac-address address [vlan vlian-w]

no switchport port-security mac-address address [vlan vlan-1D]

address MAC
MAC
vlan vlan-1D MAC VLAN
VLAN ID 1 4096
network-admin
vdc-admin
4.0(1)
MAC
Virtual Device Context VDC
VDC
switchport port-security mac-address feature port-security
switchport
2/1 MAC

0019.D2D0.00AE

switch# config t
switch(config)# interface ethernet 2/1

switch(config-if)# switchport port-security mac-address 0019.D2D0.00AE
switch(config-1if)#
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switchport port-security mac-address W

feature port-security

show port-security

switchport port-security 2
switchport port-security MAC
aging time

switchport port-security MAC
aging type

switchport port-security MAC

mac-address sticky

switchport port-security MAC

maximum

VLAN

switchport port-security
violation
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H switchport port-security mac-address sticky

switchport port-security mac-address sticky

2 MAC
switchport port-security mac-address sticky
no

switchport port-security mac-address sticky

no switchport port-security mac-address sticky

MAC

network-admin
vdc-admin

4.0(1)

Virtual Device Context VDC
VvDC

switchport port-security mac-address sticky feature port-security

switchport

2/1 MAC

switch# config t

switch(config)# interface ethernet 2/1

switch(config-if)# switchport port-security mac-address sticky
switch(config-1if)#
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switchport port-security mac-address sticky W

feature port-security

show port-security

switchport port-security

switchport port-security
aging time

MAC

switchport port-security
aging type

MAC

switchport port-security
mac-address

MAC

switchport port-security
maximum

VLAN

MAC

switchport port-security
violation

Cisco NX-OS Security

| oL-15811-01-J



M switchport port-security maximum

switchport port-security maximum

2 MAC VLAN
switchport port-security maximum
no

switchport port-security maximum number [vlan vlan-1D]

no switchport port-security maximum number [vlan vlan-1D]

maximum number MAC number

vlan vlan-ID VLAN vlan

network-admin

vdc-admin
4.0(2)
1 MAC
MAC
switchport port-security mac-address sticky
Virtual Device Context VDC
VDC
switchport port-security maximum feature port-security
switchport
VLAN
MAC 4096
1 MAC
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switchport port-security maximum W

VLAN
VLAN
10 MAC
VLAN 5 MAC
VLAN 2 5 VLAN 2
MAC
2/1 10 MAC

switch# config t

switch(config)# interface ethernet 2/1
switch(config-if)# switchport port-security maximum 10

switch(config-if)#

VLAN 1

feature port-security

show port-security

switchport port-security

switchport port-security
aging time

MAC

switchport port-security
aging type

MAC

switchport port-security
mac-address

MAC

switchport port-security
mac-address sticky

MAC

switchport port-security
violation
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Wl switchport port-security violation

switchport port-security violation

switchport port-security violation
no

switchport port-security violation {protect | restrict | shutdown}

no switchport port-security violation {protect | restrict | shutdown}

protect
MAC
MAC
restrict MAC
shutdown
errdisable
MAC

network-admin

vdc-admin

4.0(1)
Virtual Device Context VDC
VvDC

switchport port-security violation feature port-security
switchport

2
. MAC

MAC
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switchport port-security violation W

VLAN
VLAN 1 5
10
VLAN 1 5 6
VLAN 1
10 11
o MAC
VLAN
Y
MAC
VLAN MAC
MAC
errdisable
MAC
errdisable

shutdown no shut down
o — MAC
o — MAC

MAC
MAC

switch# config t

switch(config)# interface ethernet 2/1

switch(config-if)# switchport port-security violation protect
switch(config-if)#
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Wl switchport port-security violation

feature port-security

show port-security

switchport port-security 2

switchport port-security MAC
aging time

switchport port-security MAC
aging type

switchport port-security MAC
mac-address

switchport port-security MAC
mac-address sticky

switchport port-security MAC
maximum VLAN
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show

Cisco NX-0OS show

show aaa accounting

AAA show aaa accounting

show aaa accounting

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

switch# show aaa accounting
default: local
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show |

Ml show aaa authentication

show aaa authentication

AAA show aaa authentication

show aaa authentication [login error-enable | login mschap]

login error-enable

login mschap MS-CHAP

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

switch# show aaa authentication
default: local
console: local
dotlx: not configured
eou: not configured

switch# show aaa authentication login error-enable
disabled
MSCHAP

switch# show aaa authentication login mschap
disabled

Cisco NX-OS Security Release 4.0
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| show

show aaa groups

AAA

show aaa groups

network-admin
network-operator
vdc-admin
vdc-operator

show aaa groups

show aaa groups H

4.0(0)

AAA

switch# show aaa groups
radius
TacServer

Cisco NX-OS Security

| oL-15811-01-J



show |

Wl show aaa user default-role

show aaa user default-role

AAA show aaa user default-role

show aaa user default-role

network-admin
network-operator
vdc-admin
vdc-operator

4.0(3)

AAA aaa user default-role
AAA

switch# show aaa user default-role

enabled

aaa user default-role AAA

Cisco NX-OS Security Release 4.0
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| show

show access-lists

IPv4 MAC Access Control List ACL;

ACL

show access-lists

show access-lists [access-list-name] [expanded | summary]

show access-lists H

access-list-name ACL

64

expanded

summary

ACL

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

access-list-name

expanded

object-group ip address

summary

e ACL

e ACL
e ACL

show access-lists

e ACL

ACL

object-group ip port
ACL ACL

ACL

ACL

statistics per-entry

ACL

ACL

Cisco NX-OS Security

ACL

ACL

ACL

ACL
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show

M show access-lists

IP ACL
access-lists

MACACL 1

switch# show access-lists

IP access list ip-v4-filter
10 permit ip any any

MAC access list mac-filter
10 permit 00c0.4£00.0000 0000.00ff.ffff 0060.3e00.0000 0000.00ff.£f£££f ip

show access-lists

ACL show

switch# show access-lists ipv4-RandD-outbound-web

IP access list ipv4-RandD-outbound-web

statistics per-entry

1000 permit ahp any any

show access-lists

exp

IP access list ipv4-RandD-outbound-web
statistics per-entry

1000 permit
1005 permit
1005 permit
1010 permit

ahp
tecp
tecp
tcp

MainLab
ipv4-RandD-outbound-web IPv4 ACL
[match=732]
1005 permit tcp addrgroup MainLab any eq telnet
1010 permit tcp any any eq www [match=820421]
ipv4-RandD-outbound-web IPv4 ACL
anded
switch# show access-lists ipv4-RandD-outbound-web expanded
any any [match=732]
10.52.34.4/32 any eq telnet [match=5032]
10.52.34.27/32 any eq telnet [match=433]
any any eq www [match=820421]
show access-lists ACL

summary

ACL

IPv4 ACL

switch# show access-lists ipv4-RandD-outbound-web summary
IPV4 ACL ipv4-RandD-outbound-web

Statistics enabled
Total ACEs Configured: 4
Configured on interfaces:

Ethernet2/4 - ingress

Active on interfaces:

Ethernet2/4 - ingress

(Router ACL)

(Router ACL)

ipv4-RandD-outbound-web

ip access-list IPv4 ACL

mac access-list MAC ACL

show ip access-lists IPv4 ACL IPv4 ACL

show mac access-lists MAC ACL MAC ACL
Release 4.0
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| show

show accounting log

show accounting log

show accounting log [size] [start-time year month day HH:MM:SS]

show accountinglog W

size 0 250000

start-time year month day year yyyy

HH:MM:SS month 3 day 1 3

HH:MM:SS 24

network-admin

network-operator

vdc-admin

vdc-operator

4.0(1)

switch# show accounting log

Sat Feb 16 10:44:24 2008:update:/dev/pts/1_172.28.254.254:admin:show system uptime

Sat Feb 16 10:44:25 2008:update:/dev/pts/1_172.28.254.254:admin:show clock

Sat Feb 16 10:45:20 2008:update:/dev/pts/1_172.28.254.254:admin:show logging log

file start-time 2008 Feb 16 10:44:11

Sat Feb 16 10:45:23 2008:update:/dev/pts/1_172.28.254.254:admin:show accounting

log start-time 2008 Feb 16 10:08:57

Sat Feb 16 10:45:24 2008:update:/dev/pts/1_172.28.254.254:admin:show system uptime

Sat Feb 16 10:45:25 2008:update:/dev/pts/1_172.28.254.254:admin:show clock

Sat Feb 16 10:46:20 2008:update:/dev/pts/1_172.28.254.254:admin:show logging log

file start-time 2008 Feb 16 10:45:11

Sat Feb 16 10:46:22 2008:update:/dev/pts/1_172.28.254.254:admin:show accounting
400

switch# show accounting log 400

Sat Feb 16 21:15:24 2008:update:/dev/pts/1_172.28.254.254:admin:show accounting log

start-time 2008 Feb 16 18:31:21

Sat Feb 16 21:15:25 2008:update:/dev/pts/1_172.28.254.254:admin:show system uptime

Sat Feb 16 21:15:26 2008:update:/dev/pts/1_172.28.254.254:admin:show clock

Cisco NX-OS Security
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show |

M show accounting log

2008 2 16 16:00:00

switch(config)# show accounting log start-time 2008 Feb 16 16:00:00

Sat Feb 16 16:00:18 2008:update:/dev/pts/1_172.28.254.254:admin:show logging log file
start-time 2008 Feb 16 15:59:16

Sat Feb 16 16:00:26 2008:update:/dev/pts/1_172.28.254.254:admin:show accounting log
start-time 2008 Feb 16 12:05:16

Sat Feb 16 16:00:27 2008:update:/dev/pts/1_172.28.254.254:admin:show system uptime
Sat Feb 16 16:00:28 2008:update:/dev/pts/1_172.28.254.254:admin:show clock

Sat Feb 16 16:01:18 2008:update:/dev/pts/1_172.28.254.254:admin:show logging log file
start-time 2008 Feb 16 16:00:16

Sat Feb 16 16:01:26 2008:update:/dev/pts/1_172.28.254.254:admin:show accounting log
start-time 2008 Feb 16 12:05:16

Sat Feb 16 16:01:27 2008:update:/dev/pts/1_172.28.254.254:admin:show system uptime
Sat Feb 16 16:01:29 2008:update:/dev/pts/1_172.28.254.254:admin:show clock

Sat Feb 16 16:02:18 2008:update:/dev/pts/1_172.28.254.254:admin:show logging log file
start-time 2008 Feb 16 16:01:16

Sat Feb 16 16:02:26 2008:update:/dev/pts/1_172.28.254.254:admin:show accounting log
start-time 2008 Feb 16 12:05:16

Sat Feb 16 16:02:28 2008:update:/dev/pts/1_172.28.254.254:admin:show system uptime

clear accounting log

Cisco NX-OS Security Release 4.0
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| show

show arp access-lists W

show arp access-lists

ARP Access Control List ACL; ARP ACL
show arp access-lists

show arp access-lists [access-list-name]

access-list-name ARP ACL 64

network-admin
network-operator
vdc-admin
vdc-operator

4.0(0)

access-list-name ACL ARP ACL

show arp access-lists 2 ARP ACL ARP
ACL

switch# show arp access-lists
ARP access list arp-permit-all
10 permit ip any mac any

ARP access list arp-lab-subnet
10 permit request ip 10.32.143.0 255.255.255.0 mac any

show arp access-lists arp-permit-all ARP ACL

switch# show arp access-lists arp-permit-all

ARP access list arp-permit-all
10 permit ip any mac any

arp access-list ARP ACL
ip arp inspection filter VLAN ARP ACL

| oL-15811-01-J
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show |

M show class-map type control-plane

show class-map type control-plane

show class-map type control-plane

show class-map type control-plane [class-map-name]

class-map-name

network-admin

network-operator

vdc-admin
vdc-operator

4.0(0)

Virtual Device Context VDC

switch# show class-map type control-plane

class-map type control-plane match-any copp-system-class-critical

match
match

access-grp name copp-system-acl-arp
access-grp name copp-system-acl-msdp

class-map type control-plane match-any copp-system-class-important

match
match

access-grp name copp-system-acl-gre
access-grp name copp-system-acl-tacas

class-map type control-plane match-any copp-system-class-normal

match
match
match
match
match
match

access-grp name copp-system-acl-icmp
redirect dhcp-snoop

redirect arp-inspect

exception ip option

exception ip icmp redirect

exception ip icmp unreachable

Release 4.0
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| show

show copp status W

show copp status

Control Plane Policing CoPP show copp status

show copp status

network-admin
vdc-admin
network-operator
vdc-operator

4002)

Virtual Device Context VDC

CoPP

switch# show copp status

Last Config Operation: service-policy input copp-system-policy
Last Config Operation Timestamp: 21:57:58 UTC Jun 4 2008

Last Config Operation Status: Success

Policy-map attached to the control-plane: new-copp-policy

Cisco NX-OS Security
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show |

W showcts

show cts

Cisco TrustSec

show cts

network-admin
vdc-admin
network-operator
vdc-operator

show cts

4.0(1)

feature cts

Advanced Services

Cisco TrustSec

switch# show cts
CTS Global Configuration

CTS support : enabled
CTS device identity : Devicel
CTS caching support : disabled

Number of CTS interfaces in
DOT1X mode : O
Manual mode : 0

Cisco TrustSec

feature cts  Cisco TrustSec

Jll_ Cisco NX-OS Security Release 4.0
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| show

show cts credentials

Cisco TrustSec show cts credentials

show cts credentials

network-admin
vdc-admin
network-operator
vdc-operator

show cts credentials W

4.0(1)

feature cts Cisco TrustSec

Advanced Services

Cisco TrustSec

switch# show cts credentials
CTS password is defined in keystore, device-id = Devicel

feature cts  Cisco TrustSec

Cisco NX-OS Security
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show |

Wl show cts environment-data

show cts environment-data

Cisco TrustSec show cts environment-data

show cts environment-data

network-admin
vdc-admin
network-operator
vdc-operator

4.0(2)

feature cts Cisco TrustSec
NX-0OS Cisco TrustSec Authentication, Authorization, and
Accounting AAA; ACS Cisco TrustSec

Advanced Services

Cisco TrustSec

switch# show cts environment-data
CTS Environment Data

Current State : CTS_ENV_DNLD_ST_ ENV_DOWNLOAD_DONE
Last Status : CTS_ENV_SUCCESS

Local Device SGT : 0x0002

Transport Type : CTS_ENV_TRANSPORT_DIRECT

Data loaded from cache : FALSE

Env Data Lifetime : 300 seconds after last update
Last Update Time : Sat Jan 5 16:29:52 2008

Server List : ACSServerListl

AID:74656d706£72617279 IP:10.64.65.95 Port:1812

feature cts  Cisco TrustSec

Cisco NX-OS Security Release 4.0
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| show

show cts interface

Cisco TrustSec show cts interface

show cts interface {all | ethernet slot/port}

show cts interface M

all Cisco TrustSec

interface slot/port Cisco TrustSec

network-admin
vdc-admin
network-operator
vdc-operator

4.0(0)

feature cts Cisco TrustSec

Advanced Services

Cisco NX-OS Security
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show

W show cts interface

swit
CTS

CTS

Cisco TrustSec

ch# show cts interface all

Information for Interface Ethernet2/24:

CTS is enabled, mode: CTS_MODE_DOT1X

IFC state: CTS_IFC_ST_CTS_OPEN_STATE

Authentication Status: CTS_AUTHC_SUCCESS
Peer Identity: indial
Peer is: CTS Capable
802.1X role: CTS_ROLE_AUTH
Last Re-Authentication:

Authorization Status: CTS_AUTHZ_SUCCESS
PEER SGT: 2
Peer SGT assignment: Trusted
Global policy fallback access list:

SAP Status: CTS_SAP_SUCCESS
Configured pairwise ciphers: GCM_ENCRYPT
Replay protection: Enabled
Replay protection mode: Strict
Selected cipher: GCM_ENCRYPT
Current receive SPI: sci:1b54clfbff0000 an:0
Current transmit SPI: sci:1b54c1fc000000 an:0

Information for Interface Ethernet2/25:

CTS is enabled, mode: CTS_MODE_DOT1X

IFC state: CTS_IFC_ST_CTS_OPEN_STATE

Authentication Status: CTS_AUTHC_SUCCESS
Peer Identity: indial
Peer 1is: CTS Capable
802.1X role: CTS_ROLE_SUP
Last Re-Authentication:

Authorization Status: CTS_AUTHZ_SUCCESS
PEER SGT: 2

Peer SGT assignment: Trusted
Global policy fallback access list:

SAP Status: CTS_SAP_SUCCESS
Configured pairwise ciphers: GCM_ENCRYPT
Replay protection: Enabled
Replay protection mode: Strict
Selected cipher: GCM_ENCRYPT
Current receive SPI: sci:1b54clfc000000 an:0
Current transmit SPI: sci:1b54clfbff0000 an:0

Cisco TrustSec

switch# show cts interface ethernet 2/24

CTS

1

Information for Interface Ethernet2/24:
CTS is enabled, mode: CTS_MODE_DOT1X
IFC state: CTS_IFC_ST_CTS_OPEN_STATE
Authentication Status: CTS_AUTHC_SUCCESS
Peer Identity: indial
Peer is: CTS Capable
802.1X role: CTS_ROLE_AUTH
Last Re-Authentication:
Authorization Status: CTS_AUTHZ_SUCCESS
PEER SGT: 2

Peer SGT assignment: Trusted
Global policy fallback access list:

SAP Status: CTS_SAP_SUCCESS
Configured pairwise ciphers: GCM_ENCRYPT
Replay protection: Enabled
Replay protection mode: Strict
Selected cipher: GCM_ENCRYPT
Current receive SPI: sci:1b54clfbff0000 an:0
Current transmit SPI: sci:1b54c1£c000000 an:0

show cts interface

Jll_ Cisco NX-OS Security Release 4.0
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| show

1 show cts interface

show cts interface M

CTS_AUTHC_INIT

CTS_AUTHC_SUCCESS

CTS_AUTHC_NO_RESPONSE

Cisco Access Control Server ACS Cisco
ACS

CTS_AUTHC_UNAUTHORIZED

CTS_AUTHC_SKIPPED_CONFIG

Cisco TrustSec

CTS_AUTHC_REJECT Cisco ACS
CTS_AUTHZ_INIT

CTS_AUTHZ_SUCCESS

CTS_AUTHZ_REJECT ACS

CTS_AUTHZ_SKIPPED_CONFIG

Cisco TrustSec

CTS_AUTHZ_POL_ACQ_FAILURE

CTS_AUTHZ_HW_FAILURE

CTS_AUTHZ_RBACL_FAILURE

Security Group Access Control Group SGACL

CTS_AUTHZ_INCOMPLETE

SAP

CTS_SAP_INIT Security Association Protocol SAP
CTS_SAP_SUCCESS SAP

CTS_SAP_FAILURE SAP

CTS_SAP_SKIPPED_CONFIG Cisco TrustSec SAP
CTS_SAP_REKEY SAP

CTS_SAP_INCOMPLETE SAP

feature cts Cisco TrustSec

| oL-15811-01-J
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show |

M show cts pacs

show cts pacs

EAP-FAST Cisco TrustSec Protect Access Credentials PAC
show cts pacs

show cts pacs

network-admin
vdc-admin
network-operator
vdc-operator

4000

feature cts Cisco TrustSec

Advanced Services

Cisco TrustSec

switch# show cts pacs

PAC Info
PAC Type : unknown
AID : 74656d706£72617279
I-ID : indial
AID Info : ACS Info

Credential Lifetime : Thu Apr 3 00:36:04 2008

PAC Opaque : 0002008300020004000974656d706£7261727900060070000101001d
6321a2a55fa81e05cd705¢c714beall69075032ab89490b07fcbb2bd455b8d873£21b5b6b403ebld8
125897d93b94669745cfelabb0baf01la00b77aacf0bdadfbaf7dcd54528b782d8206a7751afdded2
1ff4a3db6a349c652feaB8l809fbad4f30blfffb7bfffaf%9a6608

feature cts  Cisco TrustSec

Cisco NX-OS Security Release 4.0
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| show

show cts role-based access-list Wl

show cts role-based access-list

Cisco TrustSec Security Group Access Control List SGACL show
cts role-based access-list

show cts role-based access-list

network-admin
vdc-admin
network-operator
vdc-operator

4000

feature cts Cisco TrustSec

Advanced Services

Cisco TrustSec SGACL

switch# show cts role-based access-list
rbacl:test-3

deny ip
rbacl:test-1

deny ip

deny icmp

deny tcp src eqg 1000 dest eqg 2000

deny udp src range 1000 2000
rbacl:test-2

permit icmp

permit igmp

permit tcp src 1t 2000

permit udp dest gt 4000

feature cts  Cisco TrustSec

Cisco NX-OS Security Rel 4.0
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show |

Wl show cts role-based enable

show cts role-based enable

VLAN Virtual Routing and Forwarding VRF
Access Control List SGACL

show cts role-based enable

network-admin
vdc-admin
network-operator
vdc-operator

Cisco TrustSec Security Group
show cts role-based enable

4.0(0)

feature cts

Advanced Services

Cisco TrustSec SGACL

switch# show cts role-based enable

vlan:1
vrf:1l
vrf:3

Cisco TrustSec

feature cts  Cisco TrustSec

Jll_ Cisco NX-OS Security Release 4.0

OL-15811-01-J |



| show

show cts role-based policy W

show cts role-based policy

Cisco TrustSec Security Group Access Control List SGACL
show cts role-based policy

show cts role-based policy

network-admin
vdc-admin
network-operator
vdc-operator

4000

feature cts Cisco TrustSec

Advanced Services

Cisco TrustSec SGACL

switch# show cts role-based policy

sgt
dgt

sgt
dgt

sgt:

dgt

:unknown

:unknown
permit
permit
permit
permit

:1000
:2000

deny ip

rbacl:test-2
icmp

igmp

tcp src 1t 2000
udp dest gt 4000

rbacl:test-1

deny icmp
deny tcp src eq 1000 dest eqg 2000
deny udp src range 1000 2000

any

rany rbacl:test-3
deny ip

feature cts

Cisco TrustSec

Cisco NX-OS Security
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show |

M show cts role-based sgt-map

show cts role-based sgt-map

Cisco TrustSec Security Group Tag SGT

role-based sgt-map

show cts role-based sgt-map

network-admin
vdc-admin
network-operator
vdc-operator

show cts

4.0(1)
feature cts Cisco TrustSec
Advanced Services
Cisco TrustSec SGT

switch# show cts role-based sgt-map

IP ADDRESS SGT VRF/VLAN SGT CONFIGURATION
5.5.5.5 5 vlian:10 CLI Configured
5.5.5.6 6 vlan:10 CLI Configured
5.5.5.7 7 vlian:10 CLI Configured
5.5.5.8 8 vlian:10 CLI Configured
10.10.10.10 10 vrf:3 CLI Configured
10.10.10.20 20 vrf:3 CLI Configured
10.10.10.30 30 vrf:3 CLI Configured

feature cts  Cisco TrustSec

Release 4.0
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| show

showctssxp M

show cts sxp

Cisco TrustSec Security Group Tag SGT Exchange Protocol SXP show cts
sXp

show cts sxp

network-admin
vdc-admin
network-operator
vdc-operator

4000

feature cts Cisco TrustSec

Advanced Services

Cisco TrustSec SXP

switch# show cts sxp

CTS SXP Configuration:
SXP enabled

SXP retry timeout:60

SXP reconcile timeout:120

feature cts  Cisco TrustSec

Cisco NX-OS Security Rel 4.0
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show |

M show cts sxp connection

show cts sxp connection

Cisco TrustSec Security Group Tag SGT Exchange Protocol SXP show
cts sxp connection

show cts sxp connection

network-admin
vdc-admin
network-operator
vdc-operator

4000

feature cts Cisco TrustSec

Advanced Services

Cisco TrustSec Security Group Tag SGT Exchange Protocol SXP

switch# show cts sxp connection
PEER_IP_ADDR VRF PEER_SXP_MODE SELF_SXP_MODE CONNECTION STATE

10.10.3.3 default listener speaker initializing

feature cts  Cisco TrustSec

Cisco NX-OS Security Release 4.0
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| show

show dotix W

show dotlx

802.1X show dotlx

show dotlx

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

feature dotlx 802.1X

802.1X

switch# show dotlx
Sysauthcontrol Enabled
Dotlx Protocol Version 2

feature dotlx 802.1X

Cisco NX-OS Security Rel 4.0
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show |

H show dotixall

show dotlx all

802.1X

show dotlx all [details | statistics | summary]

show dotlx all

details 802.1X
statistics 802.1X
summary 802.1X

network-admin
vdc-admin
vdc-operator

802.1X

4.0(1)

802.1X

switch# show dotlx all

feature dotlx

Sysauthcontrol Enabled

Dotlx Protocol Version 2

Dotlx Info for Ethernet2/1

PAE = AUTHENTICATOR
PortControl = FORCE_AUTH
HostMode = SINGLE HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2
MaxReq = 2
TxPeriod = 30
RateLimitPeriod = 0
feature dotlx 802.1X
Release 4.0
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| show

show dot1x interface ethernet W

show dotlx interface ethernet

dotlx interface ethernet

802.1X

show dotlx interface ethernet slot/port [details | statistics | summary]

show

slot/port

ID

details

802.1X

statistics

802.1X

summary

802.1X

802.1X

network-admin
network-operator
vdc-admin
vdc-operator

4000

feature dotlx 802.1X

802.1X

switch# show dotlx interface ethernet 2/1

Dotlx Info for Ethernet2/1

PAE AUTHENTICATOR
PortControl FORCE_AUTH
HostMode SINGLE HOST
ReAuthentication Disabled
QuietPeriod 60
ServerTimeout 30
SuppTimeout 30
ReAuthPeriod 3600 (Locally configured)
ReAuthMax 2
MaxReq 2
TxPeriod 30
RateLimitPeriod = 0

feature dotlx 802.1X

Cisco NX-OS Security
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show |

H showeou

show eou

Extensible Authentication Protocol over User Datagram Protocol EAPoUDP
show eou

show eou [all | authentication {clientless | eap | static} | interface ethernet slot/port | ip-address
ipv4-address | mac-address mac-address | posturetoken [name]]

all EAPoUDP
authentication EAPoUDP
clientless
eap EAPoUDP
static
interface ethernet slot/port EAPoUDP
ip-address ipv4-address IPv4 EAPoUDP
mac-address mac-address MAC EAPoUDP
posturetoken [name] EAPoUDP
name

EAPoUDP

network-admin
vdc-admin
vdc-operator

4000

feature eou 802.1X

Cisco NX-OS Security Release 4.0
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| show

802.1X

switch# show eou all

802.1X

switch# show

eou

802.1X EAP

switch# show

802.1X

switch# show

switch# show

MAC

switch# show

MAC

switch# show

eou

eou

eou

eou

eou

authentication clientless

authentication eap

interface ethermet 2/1

802.1X

ip-address 10.10.10.1

802.1X

mac-address 0019.076c.dac4

802.1X

posturetoken healthy

showeou H

featureeou 802.1X

Cisco NX-OS Security
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show |

Ml show hardware rate-limit

show hardware rate-limit

show hardware rate-limit

show rate-limit [access-list-log | copy | layer-2 storm-control | layer-3 {control | glean | mtu | multicast
{directly-connected | local-groups | rpf-leak} | ttl} | receive]

access-list-log

copy
layer-2 storm-control 2

layer-3 3

control

glean

mtu 3 Maximum Transmission Unit; MTU
multicast 3

directly-connected 3

local-groups 3

rpf-leak 3 Reverse Path Forwarding RPF

ttl 3 Time-to-Live TTL;

receive

network-admin

4.0(0)

Virtual Device Context VDC

Cisco NX-OS Security Release 4.0
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| show

switch#

show hardware rate-limit

Units for Config: packets per second
Allowed & Total: aggregated since last clear counters

Rate Limiter Class Config
______________________________________ S,
1;;;r—3 mtu 500
layer-3 ttl 500
layer-3 control 10000
layer-3 glean 100
layer-3 multicast directly-connected 10000
layer-3 multicast local-groups 10000
layer-3 multicast rpf-leak 500
layer-2 storm-control Disabled
access-list-log 100

copy 30000
receive 30000

switch# show hardware rate-limit access-list-log

Units for Config: packets per second
Allowed & Total: aggregated since last clear counters

Rate Limiter Class Config

access-list-log 100

show hardware rate-limit W

Allowed

Allowed

platform rate-limit

show hardware rate-limit

Cisco NX-OS Security

| oL-15811-01-J



show |

M show identity policy

show identity policy

show identity policy

show identity policy [policy-name]

policy-name

network-admin
vdc-admin
VDC user

4.0(1)

switch# show identity policy

switch# show identity policy AdminPolicy

identity policy

Cisco NX-OS Security Release 4.0
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| show
show identity profile W

show identity profile

show identity profile

show identity profile [eapoudp]

eapoudp Extensible Authentication Protocol over User Datagram Protocol EAPoUDP

network-admin
vdc-admin
VDC user

4.0(1)

switch# show identity profile

EAPoUDP

switch# show identity profile eapoudp

identity profile eapoudp EAPoUDP

Cisco NX-OS Security Rel 4.0
I oL-15811-01-J



show |

Bl show ip access-lists

show ip access-lists

IPv4 Access Control List ACL; IPv4 ACL
show ip access-lists

show ip access-lists [access-list-name] [expanded | summary]

access-list-name IPv4 ACL 64
expanded IPv4
summary ACL ACL

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

access-list-name ACL IPv4 ACL
expanded IPv4 IP

expanded ACL

object-group ip address object-group ip port

summary ACL ACL

i ACL

e ACL ACL
ACL
ACL

e ACL
e ACL

show ip access-lists ACL

e ACL statistics per-entry

Cisco NX-OS Security Release 4.0
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| show

. ACL

show ip access-lists IPv4 ACL
ACL

switch# show ip access-lists

IP access list ipvé4-open-filter
10 permit ip any any

show ip access-lists MainLab
ipv4-RandD-outbound-web

switch# show ip access-lists ipv4-RandD-outbound-web

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]
1005 permit tcp addrgroup MainLab any eq telnet
1010 permit tcp any any eq www [match=820421]

show ip access-lists ipv4-RandD-outbound-web

expanded

switch# show ip access-lists ipv4-RandD-outbound-web expanded

IP access list ipv4-RandD-outbound-web
statistics per-entry
1000 permit ahp any any [match=732]

1005 permit tecp 10.52.34.4/32 any eqg telnet [match=5032]
1005 permit tcp 10.52.34.27/32 any eq telnet [match=433]

1010 permit tcp any any eq www [match=820421]

summary show ip access-lists
ACL
IPv4 ACL

switch# show ip access-lists ipv4-RandD-outbound-web summary

IPV4 ACL ipv4-RandD-outbound-web

Statistics enabled
Total ACEs Configured: 4
Configured on interfaces:
Ethernet2/4 - ingress (Router ACL)
Active on interfaces:
Ethernet2/4 - ingress (Router ACL)

show ip access-lists Wl

IPv4

IPv4 ACL

IPv4 ACL

ACL

ipv4-RandD-outbound-web

ip access-list IPv4 ACL

show access-lists ACL ACL

show mac access-lists MAC ACL MAC ACL
statistics per-entry ACL
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show |

M show ip arp inspection

show ip arp inspection

Dynamic ARP Inspection DAI; ARP
show ip arp inspection

show ip arp inspection

network-admin
network-operator
vdc-admin
vdc-operator

4000

DAI

switch# show ip arp inspection

Source Mac Validation : Enabled
Destination Mac Validation : Enabled
IP Address Validation : Enabled
Vlan 1

Configuration : Enabled

Operation State : Active

ARP Req Forwarded =
ARP Res Forwarded
ARP Reqg Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req =
SMAC Fails-ARP Res =
DMAC Fails-ARP Res =
IP Fails-ARP Reqg =
IP Fails-ARP Res =

O O O O O O O O O O O
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| show

show ip arp inspection ||

ip arp inspection vlan VLAN DAI

show ip arp inspection ARP
interface

show ip arp inspection log DAI

show ip arp inspection DAI

statistics

show ip arp inspection vlan VLAN DAI

show running-config dhcp DAI DHCP

Cisco NX-OS Security
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show

M show ip arp inspection interface

show ip arp inspection interface

show ip arp inspection interface

show ip arp inspection interface {ethernet slot/port | port-channel channel-number}

ethernet slot/port

port-channel
channel-number 1 4096

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

switch# show ip arp inspection interface ethernet 2/1

Interface Trust State
Ethernet2/46 Trusted
switch#
ip arp inspection vlan VLAN Dynamic ARP Inspection DAI;
ARP
show ip arp inspection DAI
show ip arp inspection log DAI
show ip arp inspection DAI
statistics
show ip arp inspection vilan VLAN DAI
show running-config dhcp DAI DHCP
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| show

show ip arp inspection log ||

show ip arp inspection log

Dynamic ARP Inspection DA, ARP show
ip arp inspection log

show ip arp inspection log

network-admin
network-operator
vdc-admin
vdc-operator

4000

DAI

switch# show ip arp inspection log

Syslog Buffer Size : 32

Syslog Rate : 5 entries per 1 seconds

switch#

clear ip arp inspection log DAI

ip arp inspection log-buffer DAI

show ip arp inspection DAI

show ip arp inspection interface ARP
show running-config dhcp DAI DHCP
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show |

M show ip arp inspection statistics

show Ip arp inspection statistics

Dynamic ARP Inspection DA, ARP show
ip arp inspection statistics 1 VLAN VLAN

show ip arp inspection statistics [vlan vlan-list]

vlan vlan-list DAI VLAN VLAN ID
1 4096

network-admin
network-operator
vdc-admin
vdc-operator

4.0(0)

VLAN1 DAl

switch# show ip arp inspection statistics vlan 1

ARP Req Forwarded =
ARP Res Forwarded =
ARP Reqg Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req =
SMAC Fails-ARP Res =
DMAC Fails-ARP Res =
IP Fails-ARP Req =
IP Fails-ARP Res =
switch#

O O O O O O O O O O o
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| show

show ip arp inspection statistics

clear ip arp inspection
statistics vlan

VLAN DAl

show ip arp inspection

DAl

show ip arp inspection
interface

ARP

show ip arp inspection log

DAl

show running-config dhcp

DAl DHCP
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show

W show ip arp inspection vian

show ip arp inspection vlan

VLAN Dynamic ARP Inspection DA, ARP
show ip arp inspection vlan

show ip arp inspection vlan vlan-list

vlan-list DAI VLAN vlan-list
VLAN ID VLAN ID ID
VLAN ID 1 4096

network-admin
network-operator
vdc-admin
vdc-operator

4.0(0)

VLAN 1 VLAN 13 DAl

switch# show ip arp inspection vlan 1,13

Source Mac Validation : Enabled

Destination Mac Validation : Enabled

IP Address Validation : Enabled

Vlan 1

Configuration : Enabled

Operation State : Active

Vlan 13

Configuration : Enabled

Operation State : Inactive

switch#

clear ip arp inspection VLAN DAl
statistics vlan

ip arp inspection vlan VLAN DAI
show ip arp inspection DAI

show ip arp inspection ARP
interface

show running-config dhcp DAI DHCP
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| show

show ip device tracking

show ip device tracking W

IP show ip device tracking
show ip device tracking {all | interface ethernet slot/port | ip-address ipv4-address | mac-address
mac-address}
all IP
interface ethernet slot/port IP
ip-address ipv4-address A.B.C.D IPv4 IP
mac-address mac-address XXXX XXX X XXX X MAC IP

network-admin
vdc-admin
VDC user

4.0(0)

IP

switch# show ip device tracking

IP

switch# show ip device tracking

IP IP

switch# show ip device tracking

MAC IP

switch# show ip device tracking

all

ethernet 1/2

ip-address 10.10.1.1

mac-address 0018.bad8.3fbd

ip device tracking |p
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show

M show ip dhcp snooping

show ip dhcp snooping

DHCP show ip dhcp snooping

show ip dhcp snooping

network-admin
network-operator
vdc-admin
vdc-operator

4000

DHCP

switch# show ip dhcp snooping

DHCP snooping service is enabled

Switch DHCP snooping is enabled

DHCP snooping is configured on the following VLANs:
1,13

DHCP snooping is operational on the following VLANS:
1

Insertion of Option 82 is disabled

Verification of MAC address is enabled

DHCP snooping trust is configured on the following interfaces:
Interface Trusted

Ethernet2/3 Yes

switch#

feature dhcp DHCP
ip dhcp snooping DHCP

show ip dhcp snooping IP IP-MAC
binding

show ip dhcp snooping DHCP
statistics

show running-config dhcp  DHCP
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| show

show ip dhcp snooping binding

show ip dhcp snooping binding

IP-to-MAC

Type
show ip dhcp snooping binding [IP-address] [MAC-address] [interface ethernet slot/port]

[vlan vlan-id]
show ip dhcp snooping binding [dynamic]
show ip dhcp snooping binding [static]

show ip dhcp snooping binding W

[static]

IP

IP-address

10

1Pv4

MAC-address

16

MAC

interface ethernet slot/port

vlan vlan-id

VLAN ID 1

4096

VLAN ID

dynamic

IP-MAC

static

IP-MAC

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

switch# show ip dhcp snooping binding
MacAddress IpAddress LeaseSec
0£:00:60:b3:23:33 10.3.2.2 infinite
0f£:00:60:03:23:35 10.2.2.2 infinite
switch#

static
static

Cisco NX-OS Security
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show |

W show ip dhcp snooping binding

clear ip dhcp snooping binding DHCP

feature dhcp DHCP

ip dhcp snooping DHCP

service dhcp DHCP

show ip dhcp snooping DHCP

show ip dhcp snooping DHCP

statistics

show running-config dhcp IP DHCP

Cisco NX-OS Security Release 4.0
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| show

show ip dhcp snooping statistics

DHCP

show ip dhcp snooping statistics

show ip dhcp snooping statistics

network-admin
network-operator
vdc-admin
vdc-operator

show ip dhcp snooping statistics Wl

4000

DHCP

switch# show ip dhcp snooping statistics
Packets processed 0

Packets forwarded 0

Total packets dropped 0

Packets dropped from untrusted ports 0

Packets dropped due to MAC address check failure 0
Packets dropped due to Option 82 insertion failure 0
Packets dropped due to o/p intf unknown 0

Packets dropped which were unknown 0

switch#

feature dhcp DHCP

ip dhcp snooping DHCP

service dhcp DHCP

show ip dhcp snooping DHCP

show ip dhcp snooping binding IP IP-MAC
show running-config dhcp DHCP
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show |

l show ip verify source

show ip verify source

IP-to-MAC show ip verify source

show ip verify source [interface {ethernet slot/port | port-channel channel-number}]

interface IP-to-MAC

ethernet slot/port

port-channel
channel-number 1 4096

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

IP-to-MAC

switch# show ip verify source
switch#

ip source binding IP

ip verify source IP
dhcp-snooping-vian
show running-config dhcp IP DHCP
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| show

show key chain W

show key chain

show keychain

show key chain keychain-name [mode decrypt]

keychain-name 63
mode decrypt

network-admin vdc-admin

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

1 13
glbp-key
switch# show key chain
Key-Chain glbp-keys
Key 13 -- text 7 071a33595c1d0c1702170203163e3e21213¢c20361a021f11
accept lifetime UTC (00:00:00 Jun 13 2008) - (23:59:59 Sep 12 2008)
send lifetime UTC (00:00:00 Jun 13 2008) - (23:59:59 Aug 12 2008)

accept-lifetime
key

key chain
key-string
send-lifetime
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show |

Bl show mac access-lists

show mac access-lists

MAC Access Control List ACL; MAC ACL
show mac access-lists

show mac access-lists [access-list-name] [summary]

access-list-name MAC ACL 64

summary ACL ACL

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

access-list-name ACL MAC ACL

summary ACL ACL

i ACL

e ACL ACL
ACL
ACL

e ACL
e ACL

show mac access-lists ACL

e ACL statistics per-entry
. ACL
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| show

show mac access-lists MAC ACL
ACL

switch# show mac access-lists

MAC access list mac-filter
10 permit any any ip

show mac access-lists
MAC ACL

switch# show mac access-lists mac-lab-filter

MAC access list mac-lab-filter
statistics per-entry
10 permit 0600.eab5f.22ff 0000.0000.0000 any [match=820421]
20 permit 0600.050b.3ee3 0000.0000.0000 any [match=732]

summary show mac access-lists
ACL
MAC ACL

switch# show mac access-lists mac-lab-filter summary
MAC ACL mac-lab-filter

Statistics enabled
Total ACEs Configured: 2
Configured on interfaces:
Ethernet2/3 - ingress (Port ACL)
Active on interfaces:
Ethernet2/3 - ingress (Port ACL)

show mac access-lists W

MAC

mac-lab-filter

ACL
mac-lab-filter

mac access-list MAC ACL
show access-lists ACL ACL
show ip access-lists IPv4 ACL IPv4 ACL
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show |

M show password strength-check

show password strength-check

show password strength-check

show password strength-check

network-admin
network-operator
vdc-admin
vdc-operator

4.003)

switch# show password strength-check
Password strength check enabled

password strength-check
show running-config security
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| show

show policy-map type control-plane W

show policy-map type control-plane

show policy-map type control-plane

show policy-map type control-plane [expand] [name policy-map-name]

expand

name policy-map-name

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

Virtual Device Context VDC

switch# show policy-map type control-plane

policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit
exceed transmit violate drop

class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit

exceed transmit violate drop
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show |

MW show radius-server

show radius-server

RADIUS show radius-server

show radius-server [hostname | ipv4-address | ipv6-address]
[directed-request | groups | sorted | statistics]

hostname RADIUS Domain Name Server DNS
ipv4-address ( AB.CD RADIUS IPv4
ipv6-address X XXX RADIUS IPv6
directed-request
groups RADIUS
sorted RADIUS
statistics RADIUS RADIUS

RADIUS

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

RADIUS show radius-server
show running-config radius

RADIUS

switch# show radius-server

Global RADIUS shared secret:***x***x%x
retransmission count:1

timeout value:5

deadtime value:0

total number of servers:2

following RADIUS servers are configured:
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813
10.10.2.2:
available for authentication on port:1812
available for accounting on port:1813

RADIUS

Jll_ Cisco NX-OS Security Release 4.0
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| show

RADIUS

switch# show radius-server 10.10.1.1
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813
idle time:0
test user:test
test password: ***xFxxxxx

RADIUS

switch# show radius-server directed-request
enabled

RADIUS

switch# show radius-server groups
total number of groups:2

following RADIUS server groups are configured:
group radius:
server: all configured radius servers
group RadServer:
deadtime is 0
vrf is management

RADIUS

switch# show radius-server groups RadServer
group RadServer:
deadtime is 0
vrf is management

RADIUS

switch# show radius-server sorted
Global RADIUS shared secret:**x**¥*%
retransmission count:1

timeout value:5

deadtime value:0

total number of servers:2

following RADIUS servers are configured:
10.10.0.0:
available for authentication on port:1812
available for accounting on port:1813
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813

Cisco NX-OS Security
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show |

MW show radius-server

RADIUS

switch# show radius-server statistics 10.10.1.1
Server 1s not monitored

Authentication Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

Accounting Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

show running-config radius RADIUS

Cisco NX-OS Security Release 4.0
| 356 | oL-15811-01-J |



| show

show role

show role

show role [name role-name]

showrole Wl

name role-name

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

switch(config)# show role name MyRole

role: MyRole
description: new role
vlan policy: deny
permitted vlan
1-10
interface policy: deny
permitted interface
Ethernet2/1-8
vrf policy: permit (default)

Virtual Device Context VDC

switch(config)# show role

role: network-admin
description: Predefined network admin role has access to all commands
on the switch

1 permit read-write

Cisco NX-OS Security Rel
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show |

H showrole

role: network-operator
description: Predefined network operator role has access to all read
commands on the switch

1 permit read

role: vdc-admin
description: Predefined vdc admin role has access to all commands within
a VDC instance

1 permit read-write

role: vdc-operator
description: Predefined vdc operator role has access to all read commands
within a VDC instance

1 permit read

role: MyRole
description: new role
vlan policy: deny
permitted vlan
1-10
interface policy: deny
permitted interface
Ethernet2/1-8
vrf policy: permit (default)

VDC

switch-MyVDC# show role

role: vdc-admin
description: Predefined vdc admin role has access to all commands within
a VDC instance

1 permit read-write

role: vdc-operator
description: Predefined vdc operator role has access to all read commands
within a VDC instance

Rule Perm Type Scope Entity
1 permit read
role name
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| show

show role feature

show role feature [detail | name feature-name]

show role feature

show role feature WM

detail

name feature-name

network-admin
network-operator

vdc-admin

vdc-operator

4.0(0)

switch(config)# show role feature

feature:
feature:
feature:
feature:
feature:
feature:
feature:
feature:
feature:
feature:
feature:
feature:
feature:
feature:
feature:
feature:
feature:

aaa
access-list
arp
callhome
cdp

crypto

gold
install
13vm
license
ping
platform
gosmgr
radius
scheduler
snmp

syslog
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show |

Ml show role feature

switch(config)# show role feature detail

feature: aaa
show aaa *
config t ; aaa *
aaa *
clear aaa *
debug aaa *
show accounting *
config t ; accounting *
accounting *
clear accounting *
debug accounting *
feature: access-list
show ip access-1list *
show ipv6 access-list *
show mac access-list *
show arp access-1list *
show vlan access-map *

config t ; ip access-list *
config t ; ipv6 access-list *
config t ; mac access-list *
config t ; arp access-list *
config t ; vlan access-map *

clear ip access-1list *
clear ipv6 access-list *
clear mac access-list *
clear arp access-list *
clear vlan access-map *
debug aclmgr *

feature: arp
show arp *
show ip arp *
config t; ip arp *
clear ip arp *
debug ip arp *
debug-filter ip arp *

switch(config)# show role feature name dotlx

feature: dotlx
show dotlx *
config t ; dotlx *
dotlx *
clear dotlx *
debug dotlx *

role feature-group

rule

Release 4.0
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| show

show role feature-group

show role feature-group

show role feature-group [detail | name group-name]

show role feature-group M

detail

name group-name

network-admin
network-operator
vdc-admin
vdc-operator

4.0(0)

switch(config)# show role feature-group

feature

feature:
feature:
feature:
feature:
feature:

feature

feature:
feature:
feature:

group:
router
router
router
router
router

group:
aaa
radius
tacacs

L3
-bgp
-eigrp
-isis
-ospf
-rip

SecGroup
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show |

M show role feature-group

switch(config)# show role feature-group detail

feature group: L3
feature: router-bgp

show bgp *

config t ; bgp *

bgp *

clear bgp *

debug bgp *

show ip bgp *

show ip mbgp *

show ipvé6 bgp *

show ipvé mbgp *

clear ip bgp *

clear ip mbgp *

debug-filter ip *

debug-filter ip bgp *

config t ; router bgp *
feature: router-eigrp

show eigrp *

config t ; eigrp *

eigrp *

clear eigrp *

debug eigrp *

show ip eigrp *

clear ip eigrp *

debug ip eigrp *

config t ; router eigrp *
feature: router-isis

show isis *

config t ; isis *

isis *

clear isis *

debug isis *

debug-filter isis *

config t ; router isis *
feature: router-ospf

show ospf *

config t ; ospf *

ospf *

clear ospf *

debug ospf *

show ip ospf *

show ospfv3 *

show ipvé6 ospfv3 *

debug-filter ip ospf *

debug-filter ospfv3 *

debug ip ospf *

debug ospfv3 *

clear ip ospf *

clear ip ospfv3 *

config t ; router ospf *

config t ; router ospfv3 *
feature: router-rip

show rip *

config t ; rip *

rip *

clear rip *

debug rip *

show ip rip *

show ipvé rip *

overload rip *

debug-filter rip *

clear ip rip *

clear ipvé6 rip *

config t ; router rip *
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| show

show role feature-group W

switch(config)# show role feature-group name SecGroup

feature group: SecGroup
feature: aaa

feature: radius
feature: tacacs

role feature-group
rule
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show |

l  show running-config aaa

show running-config aaa

Authentication, Authorization, and Accounting AAA,
show running-config aaa

show running-config aaa [all]

all

network-admin
network-operator
vdc-admin
vdc-operator

4000

AAA

switch# show running-config aaa
version 4.0(1)
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| show

show running-config copp ||

show running-config copp

show
running-config copp

show running-config copp [all]

all

network-admin
network-operator
vdc-admin
vdc-operator

4000

Virtual Device Context VDC
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show |

l  show running-config copp

switch# show running-config copp
version 4.0(1)
class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-arp
match access-group name copp-system-acl-msdp
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-gre
match access-group name copp-system-acl-tacas
class-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable
policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit
exceed transmit violate drop

switch# show running-config copp all
version 4.0(1)
class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-arp
match access-group name copp-system-acl-msdp
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-gre
match access-group name copp-system-acl-tacas
class-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable
policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit
exceed transmit violate drop
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| show

show running-configcts W

show running-config cts

Cisco TrustSec show running-config cts

show running-config cts

network-admin
vdc-admin
network-operator
vdc-operator

4000

feature cts Cisco TrustSec

Advanced Services

Cisco TrustSec

switch# show running-config cts

version 4.0(1)
feature cts

cts role-based
cts role-based
cts role-based

permit icmp

cts role-based
cts sxp enable

enforcement
sgt-map 10.10.1.1 10
access-list MySGACL

sgt 65535 dgt 65535 access-list MySGACL

cts sxp connection peer 10.10.3.3 source 10.10.2.2 password default mode listener

vlian 1

cts role-based enforcement
vrf context MyVRF
cts role-based enforcement

feature cts  Cisco TrustSec

Cisco NX-OS Security
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show |

H show running-config dhcp

show running-config dhcp

DHCP show running-config dhcp

show running-config dhcp [all]

all

network-admin
vdc-admin
network-operator
vdc-operator

4000

feature dhcp DHCP

DHCP

switch# show running-config dhcp
version 4.0(1)
feature dhcp

interface Ethernet2/46

ip
ip
ip
ip
ip
ip
ip
ip

ip verify source dhcp-snooping-vlan
ip arp inspection trust

dhcp snooping

arp inspection validate src-mac dst-mac ip

source binding 10.3.2.2 0£00.60b3.2333 vlan 13 interface Ethernet2/46
source binding 10.2.2.2 0060.3454.4555 vlan 100 interface Ethernet2/10
dhcp snooping vlan 1

arp inspection vlan 1

dhcp snooping vlan 13

arp inspection vlan 13

switch#

Jll_ Cisco NX-OS Security Release 4.0
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| show

show running-config dotix Wl

feature dhcp DHCP

ip dhcp snooping DHCP

service dhcp DHCP

show ip dhcp snooping DHCP

show ip dhcp snooping IP IP-MAC
binding

show running-config dotlx

802.1X

show running-config dotx1 [all]

show running-config dotlx

all

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

feature dotlx

switch# show running-config dotilx
version 4.0(1)

Cisco NX-OS Security

802.1X

802.1X
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show |

M show running-config eou

show running-config eou

Extensible Authentication Protocol over User Datagram Protocol
EAPoUDP show running-config eou

show running-config eou [all]

all

network-admin
network-operator
vdc-admin
vdc-operator

4000

feature eou EAPoUDP

EAPoUDP

switch# show running-config eou
version 4.0(1)

Cisco NX-OS Security Release 4.0
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| show

show running-config port-security ||

show running-config port-security

show running-config
port-security

show running-config port-security [all]

all

network-admin
network-operator
vdc-admin
vdc-operator

4.003)

switch# show running-port-security
version 4.0(3)

feature port-security

logging level port-security 5

interface Ethernet2/3
switchport port-security

show startup-config
port-security

Cisco NX-OS Security Rel 4.0
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show |

l  show running-config radius

show running-config radius

RADIUS show running-config radius

show running-config radius [all]

all RADIUS

network-admin
network-operator
vdc-admin
vdc-operator

4000

RADIUS

switch# show running-config radius

show radius-server RADIUS

Cisco NX-OS Security Release 4.0
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| show

show running-config security W

show running-config security

SSH Telnet
show running-config security

show running-config security [all]

all SSH Telnet

network-admin
network-operator
vdc-admin
vdc-operator

4.0(0)

SSH Telnet

switch# show running-config security

version 4.0(1)

username admin password 5 $1$7Jwqg/LDMSXFOM/UWeT43DmtjZy8VP91 role network-admin
username adminbackup password 5 $1$0ip/C5Ci$00dx70JS1BCFpNRmQK4na. role
network-operator

username userl password 5 $1SgEclQ5RxXSCAX9fXiAoFPYSvbVzpazj/ role network-operator
telnet server enable

ssh key rsa 768 force

| oL-15811-01-J
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show |

M show running-config tacacs+

show running-config tacacs+

TACACS+ show running-config tacacs+

show running-config tacacs+ [all]

all TACACS+

network-admin
network-operator
vdc-admin
vdc-operator

4000

TACACS+ feature tacacs+

TACACS+

switch# show running-config tacacs+

show tacacs-server TACACS+

Cisco NX-OS Security Release 4.0
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| show

show sshkey W

show ssh key

Virtual Device Contex VDC Secure Shell SSH,;
show ssh key

show ssh key

network-admin
network-operator
vdc-admin
vdc-operator

4000

ssh server enable SSH

SSH

switch# show ssh key
IR R R R SRS SRS EEEEEEEEEESEEREEEEEEEEEEEEEES

rsa Keys generated:Mon Mar 17 15:02:44 2008

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAGEAQY1GkvwkOxyAXUl/OmeIrSg0QIYYYD1o05F21wD]jfkVQf0g8S10g6LWiUv
5+0mlvvUjoI002SsdG7tCA6VPGED/cuPTAQSMpdu6MFIH2TYTUCSTYFGYiLE/OvYTeHe+9

bitcount:768
fingerprint:
9:d9:09:97:£6:40:76:89:05:15:42:6b:12:48:0£:4d6

Khkhkkhkhkhkhkhhkhhkhkhhkhhkhhkhkhkhhkhkkhkkkkhkhkxk*x

could not retrieve dsa key information
IR R R RS EEEESEEEEEEEEEEEEREEEEEEEEEEEEEES

ssh server key SSH

Cisco NX-OS Security Rel 4.0
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show |

W show ssh server

show ssh server

Virtual Device Contex VDC Secure Shell SSH;
show ssh server

show ssh server

network-admin
network-operator
vdc-admin
vdc-operator

4000

SSH

switch# show ssh server
ssh is enabled
version 2 enabled

ssh server enable  SSH

Cisco NX-OS Security Release 4.0
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| show

show startup-config aaa

show startup-config aaa W

Authentication, Authorization, and Accounting AAA;

show startup-config aaa

show startup-config aaa

network-admin
network-operator
vdc-admin
vdc-operator

4.0(0)

switch# show startup-config aaa
version 4.0(1)

Cisco NX-OS Security
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show |

M show startup-config copp

show startup-config copp

show startup-config copp

show startup-config copp

network-admin
network-operator
vdc-admin
vdc-operator

4.0(0)

Virtual Device Context VDC

Cisco NX-OS Security Release 4.0
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| show

show startup-config copp M

switch# show startup-config copp
version 4.0(1)
class-map type control-plane match-any MyClassMap
match redirect dhcp-snoop
class-map type control-plane match-any copp-system-class-critical
match access-group name copp-system-acl-arp
match access-group name copp-system-acl-msdp
class-map type control-plane match-any copp-system-class-important
match access-group name copp-system-acl-gre
match access-group name copp-system-acl-tacas
class-map type control-plane match-any copp-system-class-normal
match access-group name copp-system-acl-icmp
match redirect dhcp-snoop
match redirect arp-inspect
match exception ip option
match exception ip icmp redirect
match exception ip icmp unreachable
policy-map type control-plane MyPolicyMap
class MyClassMap
police cir 0 bps bc 0 bytes conform drop violate drop
policy-map type control-plane copp-system-policy
class copp-system-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class copp-system-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform transmit
exceed transmit violate drop
class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform transmit
exceed transmit violate drop
policy-map type control-plane x
class class-default
police cir 0 bps bc 0 bytes conform drop violate drop

Cisco NX-OS Security Rel 4.0
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show |

W show startup-config dhcp

show startup-config dhcp

DHCP
startup-config dhcp

show startup-config dhcp [all]

show

all

network-admin
vdc-admin
network-operator
vdc-operator

4000

feature dhcp

DHCP

switch# show startup-config dhcp
version 4.0(1)
feature dhcp

interface Ethernet2/46
ip verify source dhcp-snooping-vlan
ip arp inspection trust
ip dhcp snooping
ip arp inspection validate src-mac dst-mac ip

DHCP

ip source binding 10.3.2.2 0£f00.60b3.2333 vlan 13 interface Ethernet2/46
ip source binding 10.2.2.2 0060.3454.4555 vlan 100 interface Ethernet2/10

ip dhcp snooping vlan 1

ip arp inspection vlan 1
ip dhcp snooping vlan 13
ip arp inspection vlan 13

switch#

feature dhcp DHCP

show running-config dhcp

Jll_ Cisco NX-OS Security Release 4.0
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| show

show startup-config dotlx

802.1X
dotlx

show startup-config dotlx

network-admin
network-operator
vdc-admin
vdc-operator

show startup-config dotix W

show startup-config

4.0(0)

feature dotlx

802.1X

switch# show startup-config dotlx
version 4.0(1)

Cisco NX-OS Security
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show |

M show startup-config eou

show startup-config eou

Extensible Authentication Protocol over User Datagram
Protocol EAPoUDP show startup-config eou

show startup-config eou

network-admin
network-operator
vdc-admin
vdc-operator

4.0(0)

feature eou EAPoUDP

EAPoUDP

switch# show startup-config eou
version 4.0(1)

Cisco NX-OS Security Release 4.0
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| show

show startup-config port-security W

show startup-config port-security

show
startup-config port-security

show startup-config port-security [all]

all

network-admin
network-operator
vdc-admin
vdc-operator

4.003)

switch# show startup-port-security
version 4.0(3)

feature port-security

logging level port-security 5

interface Ethernet2/3
switchport port-security

show running-config
port-security

Cisco NX-OS Security Rel 4.0
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show |

B show startup-config radius

show startup-config radius

RADIUS show startup-config

radius

show startup-config radius

network-admin
network-operator
vdc-admin
vdc-operator

4.0(0)

RADIUS

switch# show startup-config radius
version 4.0(1)

Cisco NX-OS Security Release 4.0
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| show

show startup-config security W

show startup-config security

Secure Shell SSH;
Telnet show startup-config security

show startup-config security

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)

SSH Telnet

switch# show startup-config security

version 4.0(1)

username admin password 5 $1$7Jwqg/LDMSXFOM/UWeT43DmtjZy8VP91 role network-admin
username adminbackup password 5 $130ip/C5Ci$o0dx70JS1BCFpNRmQK4na. role
network-operator

username userl password 5 $1SgEclQ5Rx$SCAX9fXiAoFPYSvbVzpazj/ role network-operator
telnet server enable

ssh key rsa 768 force

| oL-15811-01-J
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show |

M show startup-config tacacs+

show startup-config tacacs+

TACACS+ show startup-config

tacacs+

show startup-config tacacs+

network-admin
network-operator
vdc-admin
vdc-operator

4.0(0)

TACACS+

switch# show startup-config tacacs+
version 4.0(1)

Cisco NX-OS Security Release 4.0
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| show

show tacacs-server

TACACS+ show tacacs-server

show tacacs-server [hostname | ip4-address | ipv6-address]

[directed-request | groups | sorted | statistics]

show tacacs-server Wl

hostname TACACS+ Domain Name Server DNS
256
ipv4-address AB.C.D IPv4
ipv6-address X:X:X::X IPv6
directed-request
groups TACACS+
sorted TACACS+
statistics TACACS+ TACACS+
TACACS+

network-admin
network-operator
vdc-admin
vdc-operator

4.0(2)

TACACS+ show tacacs-server TACACS+
show running-config tacacs+

TACACS+ feature tacacs+

TACACS+

switch# show tacacs-server

Global TACACS+ shared secret:*****xxx
timeout value:5

deadtime value:0

total number of servers:2

following TACACS+ servers are configured:
10.10.2.2:
available on port:49
10.10.1.1:
available on port:49

Cisco NX-OS Security
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show

show tacacs-server

TACACS+

switch# show tacacs-server 10.10.2.2
10.10.2.2:
available for authentication on port:1812
available for accounting on port:1813
idle time:0
test user:test
test password: ***xFxxxxx

TACACS+

switch# show tacacs-server directed-request
enabled

TACACS+

switch# show tacacs-server groups
total number of groups:1

following TACACS+ server groups are configured:
group TacServer:
server 10.10.2.2 on port 49
deadtime is 0
vrf is vrf3

TACACS+

switch# show tacacs-server groups TacServer
group TacServer:
server 10.10.2.2 on port 49
deadtime is 0
vrf is vrf3

TACACS+

switch# show tacacs-server sorted
Global TACACS+ shared secret:**x**x*x#*x
timeout value:5

deadtime value:0

total number of servers:2

following TACACS+ servers are configured:
10.10.1.1:
available on port:49
10.10.2.2:
available on port:49

Cisco NX-OS Security Release 4.0
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| show

show tacacs-server Wl

TACACS+

switch# show tacacs-server statistics 10.10.2.2
Server 1s not monitored

Authentication Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

Authorization Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

Accounting Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0

show running-config tacacs+ TACACS+

Cisco NX-OS Security Rel 4.0
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show |

Ml show telnet server

show telnet server

Virtual Device Context VDC Telnet

show telnet server

network-admin
network-operator
vdc-admin
vdc-operator

show telnet server

4000

Telnet

switch# show telnet server
telnet service enabled

telnet server enable telnet

Jll_ Cisco NX-OS Security Release 4.0
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| show

show user-account W

show user-account

Virtual Device Context VDC show user-account

show user-account

network-admin
network-operator
vdc-admin
vdc-operator

4000

Virtual Device Context VDC

switch# show user-account

user:admin
this user account has no expiry date
roles:network-admin

user :adminbackup
this user account has no expiry date
roles:network-operator

VDC

switch-MyVDC# show user-account

user:admin
this user account has no expiry date
roles:vdc-admin

telnet server enable telnet

Cisco NX-OS Security Rel 4.0
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show |

MW show users

show users

Virtual Device Context VDC show users

show users

network-admin
network-operator
vdc-admin
vdc-operator

4000

VvDC
switch# show users
NAME LINE TIME IDLE PID COMMENT
admin pts/1 Mar 17 15:18 . 5477 (172.28.254.254)
admin pts/9 Mar 19 11:19 . 23101 (10.82.234.56)*
VDC
switch-MyVDC# show users
admin pts/10 Mar 19 12:54 . 30965 (10.82.234.56)*
username
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| show

show vlan access-list Wl

show vlan access-list

IPv4 Access Control List ACL; VLAN
MAC ACL show vlan access-list

show vlan access-list access-list-name

access-list-name VLAN 64

network-admin
network-operator
vdc-admin
vdc-operator

4.0(0)

show vlan access-list vacl-01 VLAN
ACL

switch# show vlan access-list vacl-01

IP access list ipvdacl
5 deny ip 10.1.1.1/32 any
10 permit ip any any

vlan access-map VLAN

show access-lists ACL ACL

show ip access-lists IPv4 ACL IPv4 ACL

show mac access-lists MAC ACL MAC ACL

show vlan access-map VLAN VLAN

Cisco NX-OS Security Rel 4.0
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show |

M show vian access-map

show vlan access-map

VLAN 1 VLAN show vlan
access-map

show vlan access-map map-name

map-name  VVLAN 64

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)
map-name VLAN
VLAN match
ACL action
VLAN VLAN show vlan filter
2/1 MAC

switch# show vlan access-map
Vlan access-map austin-vlan-map

match ip: austin-corp-acl
action: forward

action VLAN

match VLAN ACL
show vlan filter VLAN

vlan access-map  VLAN

vlan filter 1 VLAN VLAN

Cisco NX-OS Security Release 4.0
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| show

show vian filter W

show vlan filter

VLAN VLAN ID vlan filter
show vlan filter

show vlan filter [access-map map-name | vlan vlan-I1D]

access-map map-name VLAN

vlan vlan-ID VLAN
VLAN ID 1 4096

access-map vlan
VLAN ID VLAN VLAN

network-admin
network-operator
vdc-admin
vdc-operator

4.0(1)
1 VLAN austin-vlan-map VLAN20 35 42 80
VLAN
switch# show vlan filter
vlan map austin-vlan-map:
Configured on VLANS: 20-35,42-80
action VLAN
match VLAN ACL
show vlan access-map VLAN 1 VLAN
vlan access-map VLAN
vlan filter 1 VLAN VLAN
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show |

Ml show vian filter

Cisco NX-OS Security Release 4.0
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tacacs-server deadtime

Cisco NX-0S

network-admin

TACACS+
tacacs-server deadtime TACACS+
no
tacacs-server deadtime minutes
no tacacs-server deadtime minutes
time 1 1440
0

vdc-admin
4.0(2)
TACACS+
0 TACACS+
0 TACACS+
TACACS+ feature tacacs+

Cisco NX-OS Security
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M tacacs-server deadtime

switch# config terminal
switch(config)# tacacs-server deadtime 10

switch# config terminal
switch(config)# no tacacs-server deadtime 10

deadtime TACACS+
show tacacs-server TACACS+
feature tacacs+ TACACS+

Cisco NX-OS Security Release 4.0
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tacacs-server directed-request

tacacs-server directed-request W

TACACS+
tacacs-server directed-request
no
tacacs-server directed-request
no tacacs-server directed-request
TACACS+
network-admin
vdc-admin
4.0(2)
TACACS+ feature tacacs+
username@vrfname:hostname vrfname
Virtual Routing and Forwarding VRF; VPN hostname
TACACS+
Y
NX-0S RADIUS

Cisco NX-OS Security
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M tacacs-server directed-request

TACACS+

switch# config terminal
switch(config)# tacacs-server directed-request

TACACS+

switch# config terminal
switch(config)# no tacacs-server directed-request

show tacacs-server TACACS+
directed request

feature tacacs+ TACACS+

Cisco NX-OS Security Release 4.0 |
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tacacs-server host

TACACS+

tacacs-server host Ml

tacacs-server host no
tacacs-server host {hostname | ipv4-address | ipv6-address}

[key [0 | 7] shared-secret] [port port-number]

[test {idle-time time | password password | username name}]

[timeout seconds]

no tacacs-server host {hostname | ipv4-address | ipv6-address}

[key [0 | 7] shared-secret] [port port-number]

[test {idle-time time | password password | username name}]

[timeout seconds]
hostname TACACS+ Domain Name Server DNS

256
ipv4-address AB.CD TACACS+ IPv4
ipv6-address XXXz X TACACS+ IPV6
key TACACS+
0 TACACS+
0
7 TACACS+
7
shared-secret TACACS+
63
port port-number TACACS+ 1 65535
test TACACS+
idle-time time
1 1440
password password
32
username name
32
timeout seconds TACACS+ TACACS+
1 60
test
test
Cisco NX-OS Security Rel
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M tacacs-server host

network-admin

vdc-admin
4.0(1)
TACACS+ feature tacacs+
0 TACACS+
TACACS+

switch# config terminal

switch(config)# tacacs-server host
switch(config)# tacacs-server host
switch(config)# tacacs-server host
switch(config)# tacacs-server host
switch(config)# tacacs-server host
switch(config)# tacacs-server host

10.10.2.3 key HostKey

tacacs2 key 0 abcd

tacacs3 key 7 1234

10.10.2.3 test idle-time 10
10.10.2.3 test username tester
10.10.2.3 test password 2B9kab

show tacacs-server TACACS+

feature tacacs+ TACACS+

Jll_ Cisco NX-OS Security Release 4.0
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tacacs-server key M

tacacs-server key

TACACS+ tacacs-server key
no

tacacs-server key [0 | 7] shared-secret

no tacacs-server key [0 | 7] shared-secret

0 TACACS+

7 TACACS+

shared-secret TACACS+
63

network-admin

vdc-admin
4.0(2)
TACACS+ TACACS+
63 ASCII
TACACS+
tacacs-server host key
TACACS+ feature tacacs+
TACACS+

switch# config terminal

switch(config)# tacacs-server key AnyWord
switch(config)# tacacs-server key 0 AnyWord
switch(config)# tacacs-server key 7 public

show tacacs-server TACACS+
feature tacacs+ TACACS+
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M tacacs-server timeout

tacacs-server timeout

TACACS+ tacacs-server timeout
no

tacacs-server timeout seconds

no tacacs-server timeout seconds

seconds TACACS+ 1 60

network-admin
vdc-admin

4.0(1)

TACACS+ feature tacacs+

TACACS+
switch# config terminal

switch(config)# tacacs-server timeout 3

TACACS+

switch# config terminal
switch(config)# no tacacs-server timeout 3

show tacacs-server TACACS+
feature tacacs+ TACACS+
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telnet

NX-0S IPv4 Telnet

telnet {ipv4-address | hostname} [port-number] [vrf vrf-name]

telnet

telnet W

ipv4-address IPv4

hostname
64

port-number Telnet

65535

vrfvrf-name Telnet Virtual Routing and Forwarding VRF; VPN

23

VRF

network-admin
vdc-admin

4.0(0)

telnet server enable

IPv6 Telnet telnet6

IPv4 Telnet

switch# telnet 10.10.1.1 vrf management

Telnet

clear line Telnet
telnet6 IPV6 Telnet
telnet server enable telnet

Cisco NX-OS Security
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W telnet server enable

telnet server enable

Virtual Device Context VDC Telnet telnet server enable
Telnet no

telnet server enable

no telnet server enable

network-admin
vdc-admin

4.0(1)

Telnet

switch# config t
switch(config)# telmnet server enable

Telnet
switch# config t

switch(config)# no telnet server enable
XML interface to system may become unavailable since ssh is disabled

show telnet server SSH

Cisco NX-OS Security Release 4.0
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teineté W
NX-0S IPv6 Telnet telnet6
telnet6 {ipv6-address | hostname} [port-number] [vrf vrf-name]
ipv6-address IPv6
hostname
64

port-number Telnet 1 65535
vrfvrf-name Telnet Virtual Routing and Forwarding VRF; VPN

23

VRF

network-admin
vdc-admin

4.002)

telnet server enable Telnet

IPv4 Telnet telnet

IPv6 Telnet

switch# telnet6 2001:0DB8:0:0:E000::F vrf management

clear line Telnet
telnet IPv4 Telnet
telnet server enable telnet

Cisco NX-OS Security R
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M time-range

time-range
time-range
no
time-range time-range-name

no time-range time-range-name

time-range-name 64

network-admin
vdc-admin

4.0(1)

IPv4 ACL permit deny

time-range

switch# config t
switch(config)# time-range workweek-vpn-access
switch(config-time-range) #

absolute
deny 1Pv4 IPv4
periodic 1 1
permit IPv4 IPv4
Cisco NX-OS Security Release 4.0
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U Cisco NX-0S
use-vrf
RADIUS TACACS+ Virtual Routing and Forwarding VRF; VPN
use-vrf VRF
no

use-vrf vrf-name

no use-vrf vrf-name

vrf-name VRF

RADIUS
TACACS+

network-admin

vdc-admin

4.0(2)
1 VRF

RADIUS aaa group server radius
TACACS+

aaa group server tacacs+

radius-server host

Cisco NX-OS Security
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W use-vrf

TACACS+ feature tacacs+

RADIUS VRF

switch# config t
switch(config)# aaa group server radius RadServer
switch(config-radius)# use-vrf vrfl

TACACS+ VRF

switch# config t

switch(config)# feature tacacs+

switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# use-vrf vrf2

TACACS+ VRF

switch# config t

switch(config)# feature tacacs+

switch(config)# aaa group server tacacs+ TacServer
switch(config-tacacs+)# no use-vrf vrf2

aaa group server AAA
radius-server host RADIUS
show radius-server groups RADIUS
show tacacs-server groups TACACS+
feature tacacs+ TACACS+
tacacs-server host TACACS+
vrf VRF
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username

username W

Virtual Device Context VDC username
no
username user-id [expire date] [password [0 | 5] password] [role role-name]
username user-id sshkey {key | file filename}]
no username user-id
user-id ID user-id
28
expire date date
YYYY-MM-DD
password
0
5
password
role role-name SSH VRF
sshkey SSH
key SSH
file filename SSH
SSH

VDC
network-operator
vdc-operator

VDC

network-admin
vdc-admin

network-admin
vdc-admin

vdc-operator

4.0(1)
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W username

NX-0S admin adminbackup 2 VDC
VDC 1 admin
VDC VDC ID
NX-0S password strength-check
. 8
J abcd
. aaabbb

switch# config t
switch(config)# username userl password Ci5co321 role vdc-admin

SSH

switch# config t
switch(config)# username userl sshkey file bootflash:key file

password strength-check
show user-account
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\V Cisco NX-0OS

vlan access-map

VLAN VLAN
vlan access-map VLAN
no

vlan access-map map-name

no vlan access-map map-name

map-name VLAN map-name 64

network-admin
vdc-admin

4.0(1)

VLAN match action 1

Cisco NX-OS Security Release 4.0
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M vian access-map

vlan-map-01 VLAN ip-acl-01 IPv4 ACL
ACL

switch# config t

switch(config)# vlan access-map vlan-map-01
switch(config-access-map)# match ip address ip-acl-01
switch(config-access-map)# action forward
switch(config-access-map)# statistics

action VLAN

match VLAN ACL
show vlan access-map VLAN 1 VLAN

show vlan filter VLAN

vlan filter 1 VLAN  VLAN

Cisco NX-OS Security Release 4.0
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vian filter W

VLAN 1 VLAN vlan filter

VLAN no

vlan filter map-name vlan-list VLAN-list

no vlan filter map-name vlan-list VLAN-list
map-name VLAN
vlan-list VLAN-list VAN 1 VLAN ID

VLAN ID 1 4096
- VLAN ID ID ID
70-100
, VLAN ID VLAN ID
20,70-100,142
)
no VLAN-list
VLAN
network-admin
vdc-admin
4.0(2)
1 VLAN VLAN
VLAN 1 VLAN
no
VLAN VLAN
VLAN VLAN-list
VLAN VLAN-list

VLAN
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Wl vian filter

vlan-map-01 VLAN VLAN20 45

switch# config t
switch(config)# vlan filter vlan-map-01 20-45

no vlan-map-01 VLAN
VLAN 30 32 VLAN 20 29 33 45

switch# show vlan filter

vlan map vlan-map-01:

Configured on VLANSs: 20-45
switch(config)# no vlan filter vlan-map-01 30-32
switch# show vlan filter

vlan map vlan-map-01:

Configured on VLANs: 20-29,33-45
action VLAN
match VLAN ACL
show vlan access-map VLAN 1 VLAN
show vlan filter VLAN
vlan access-map VLAN
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vlan policy deny W

vlan policy deny

VLAN vlan policy deny
VLAN
no

vlan policy deny

no vlan policy deny

VLAN

network-admin
vdc-admin

4.0(1)

VLAN permit vlan
VLAN VLAN

VLAN

switch# config t

switch(config)# role name MyRole
switch(config-role)# vlan policy deny
switch(config-role-vlan) #

VLAN

switch# config t
switch(config)# role name MyRole
switch(config-role)# no vlan policy deny

permit vlan VLAN VLAN
role name

show role

Cisco NX-OS Security Rel 4.0
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M vrf policy deny

vrf policy deny

Virtual Routing and Forwarding VRF; VPN
vrf policy deny

VRF no
vrf policy deny
no vrf policy deny
VRF
network-admin
vdc-admin
4.0(2)
VRF permit vrf
VRF VRF

VRF

switch# config t

switch(config)# role name MyRole
switch(config-role)# vrf policy deny
switch(config-role-vrf)#

VRF

switch# config t
switch(config)# role name MyRole
switch(config-role)# no vrf policy deny

vrf permit VRF VRF
role name

show role

Cisco NX-OS Security Release 4.0
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A

aaa accounting default 1

aaa accounting dotlx 3

aaa authentication cts default group 5
aaa authentication dotlx default group 7
aaa authentication eou default group 9
aaa authentication login console 11
aaa authentication login default 13
aaa authentication login error-enable 15
aaa authentication login mschap 16
aaa authorization cts default group 17
aaa group server radius 19

aaa group server tacacs+ 20

aaa user default-role 21

absolute 22

accept-lifetime 24

action 26

arp access-list 28

C

class (policy map) 29

class-map type control-plane 31

clear access-list counters 32

clear accounting log 33

clear copp statistics 34

clear dotlx 35

clear eou 36

clear hardware rate-limiter 38

clear ip access-list counters 40

clear ip arp inspection log 41

clear ip arp inspection statistics vlan 42
clear ip device tracking 43

clear ip dhcp snooping binding 44
clear mac access-list counters command

clear port-security 47

clear ssh hosts 48

clear user 49

cts device-id 50

cts dotlx 51

cts manual 52

cts refresh role-based-policy 53
cts rekey 54

cts role-based access-list 55
cts role-based enforcement 56
cts role-based sgt 57

cts role-based sgt-map 58

cts sgt 59

Ccts sxp connection peer 60

cts sxp default password 62
cts sxp default source-ip 63
cts sxp enable 64

cts sxp reconcile-period 65
cts sxp retry-period 66

D

deadtime 67

deny (IPv4) 72

deny (MAC) 82

deny (role-based access control list)
description (identity policy) 87
description (user role) 88
device 89

dotlx default 91

dot1x host-mode 92

dotlx initialize 93

dotlx mac-auth-bypass 94
dot1x max-reauth-req 95
dotlx max-req 96

dot1x port-control 98
dotlx radius-accounting 99
dot1x re-authentication (EXEC)

dotlx re-authentication

101

dot1x system-auth-control 103

Cisco NX-OS Security Rel
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H Index

dotlx timeout quiet-period
dotlx timeout ratelimit-period
dot1x timeout re-authperiod
dotlx timeout server-timeout
dot1x timeout supp-timeout
dotlx timeout tx-period

E

eou allow clientless
eou default

eou initialize

eou logging

e0ou max-retry

eou port

eou ratelimit

eou revalidate (EXEC)

eou revalidate

eou timeout
eq 129

F

feature cts

feature dhcp

feature dotlx
feature eou

feature port-security
feature tacacs+
feature

gt 141

H

IPv4
IPv6

host
host

identity policy

identity profile eapoudp

104
106
107
108
109
110

113
115
116
118
119

120

121
123

125
127

133
134
136
137
138
140

143
146

149
151

131

o)

4.0

152
153
155

interface policy deny

ip access-group

ip access-list

ip arp inspection filter

ip arp inspection log-buffer
ip arp inspection trust

ip arp inspection validate
ip arp inspection vlan

ip dhcp relay address

ip dhcp relay information option

ip dhcp snooping information option
ip dhcp snooping trust

ip dhcp snooping verify mac-address
ip dhcp snooping vian
ip dhcp snooping

ip port access-group 173
ip source binding 175

ip verify source dhcp-snooping-vlan

ip verify unicast source reachable-via

157
158
159
160
161
163
165
167
168
170
172
166

176
177

K

key 179
keychain

key-string

183
181

It 185

M

mac access-list 187
mac port access-group
match class-map

match  VLAN access-map

189
193
191

N

nac enable 195

neq 197

@)

object-group ip address 201
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Index W

object-group ip port 202 service-policy input 271
object-group ipv6 address 204 set cos 272
object-group identity policy 199 set dscp 273
set precedence 275
P show aaa accounting 301
show aaa authentication 302
password strength-check 205 show aaa groups 303
periodic 207 show aaa user default-role 304
permit interface 297 show access-lists 305
permit vlan 229 show accounting log 307
permit vrf 231 show arp access-lists 309
permit ARP 209 show class-map type control-plane 310
permit  IPv4 212 show cts credentials 313
permit MAC 299 show cts environment-data 314
permit show cts interface 315
225 show cts pacs 318
platform access-list update 232 show cts role-based access-list 319
platform rate-limit 234 show cts role-based enable 320
police 236 show cts role-based policy 321
policy 238 show cts role-based sgt-map 322
policy-map type control-plane 240 show cts sxp connection 324
propagate-sgt 241 show cts sxp 323
show cts 312
show dot1x all 326
R show dotlx interface ethernet 327
radius-server deadtime 243 show dotlx 325
radius-server directed-request 245 show eou 328
radius-server host 246 show hardware rate-limit 330
radius-server key 248 show identity policy 332
radius-server retransmit 249 show identity profile 333
radius-server timeout 250 show ip access-lists 334
range 251 show ip arp inspection interface 338
remark 253 show ip arp inspection log 339
replay-protection 255 show ip arp inspection statistics 340
resequence 256 show ip arp inspection vlan 342
role feature-group name 258 show ip arp inspection 336
role name 259 show ip device tracking 343
rule 260 show ip dhcp shooping binding 345
show ip dhcp snooping statistics 347
show ip dhcp snooping 344
S show ip verify source 348
) show keychain 349
sap modelist 265 show mac access-lists 350
Sap pmk ] 263 show password strength-check 352
send-lifetime 266 show policy-map type control-plane 353
server 268 show radius-server 354
service dhcp 270
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H Index

show role feature 359
show role feature-group

show role

361
357
364
365
367
368
369
370

show running-config aaa

show running-config copp

show running-config cts

show running-config dhcp

show running-config dotlx

show running-config eou

show running-config port-security
show running-config radius

show running-config security
show running-config tacacs+
show ssh key

show ssh server

show startup-config aaa
show startup-config copp
show startup-config dhcp
show startup-config dotlx
show startup-config eou
show startup-config port-security
show startup-config radius

show startup-config security
show startup-config tacacs+
show tacacs-server

show telnet server

show user-account

372

375
376
377
378
380
381
382

384

386
387
390
391
show users 392
show vlan access-list
show vlan access-map
show vlan filter
ssh key
ssh server enable
ssh
ssh6
statistics per-entry 282
storm-control level 284
switchport port-security aging time
switchport port-security aging type

switchport port-security mac-address sticky
294

switchport port-security mac-address
switchport port-security maximum
switchport port-security violation
switchport port-security

393
394
395
278
280
277
281

286

373
374

385

371

383

288
290

292

296
298

o)

4.0

T

tacacs-server deadtime 397
tacacs-server directed-request
tacacs-server host
tacacs-server key

tacacs-server timeout

399
401
403
404
telnet server enable 406
telnet
telnet6

time-range

405
407
408

U

411
409

username
use-vrf

Vv

vlan access-map 413
vlan filter
vlan policy deny

vrf policy deny

415
417
418

XVviii

XVii
Xviil

RPF
177
177
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