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. 202
« 300
. 301
. 307
« 400
. 401
. 403
. 404
. 406
. 413
. 414
* 500
. 501
. 503
« 505

B O HTTP IS o2 — RO YW T, RO RFC 22 L T E &0,
« RFC1945
« RFC7231

AsyncOS API #&5E

AsyncOS APL Z i35 &, kDA 7T Y DIFRETIGTE X7,
« Web F API (11 2—7)

« LA API (181 ~<—72)
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« LAR—FAPL (11 =)

AT a—VBLIOT—H 47 APL (19 <X—)
o N7 XU API (35 —7)

« HERL APT (41 _—7)

L 7R— & API

VR—h 72 ) 2T D & FEDOZ V=T HOTRTOLR— FELIFFED LAR— b
BWTVHR—= b IN—=T o7 =2 2RGTEET,

ﬂigg GET /api/v2.0/reporting/report?resource attribute

GET /api/v2.0/reporting/report/counter?resource attribute
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CDONTA=ZITHHATY, T XTDOAPIZ =V (L, ZDNT A—
Z LT 2BEND Y £,

startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007

FRE L72HIM OB LR — b,

V=N
H2AT

® query type=graph

77 7L LTRBTELT—ZE2ZELET,
® query type=export

T AR—=MERDT—F2ZELET,

ROWMSTONT A =L MM DLERDH Y £9, WIFnzEH
L, WETT — 2 22 ETE £ A,

® orderBy=<value>

JISENDT =2 HW~EZ LDBMEETRELET, ROHIESE
LTSN,
orderBy=total clean recipients
® orderDir=<value>
V—hHMERELET,
BhisA T a AIRDOEBY T,
¢ asc
FNECRER 2~ 2 7,
® desc

BN CHER 2~ 2 4

TRHEFE 7
AT

DM ST DINT A= AT 0B HY £, Wz
L7eGaid, WETT — 222 ETEEHA,
* offset=<value>
FT7%y MEWbIEEDL LVa— KoV 7y hERIGTH4 7
Ty MEEZEELET, A7y MIRIRESICHERL, 47
Ty MO T AL a— FOBAERELET,
® limit=<value>

ST va—FofaaELET,

T—HD
BEA 7
va v

® top=<value>

RRNEZIRT LV a— ROBERELET,
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APIF—5 & Web 1 > 8 —7 x4 27— 5ot ]

7 4 IVH

TANE NRTGA=ZFIEECEENDT —Z ZHIR L £,
Vo

* filterValue=<value>
= =
BRI O,
* filterBy=<value>

T AN TaRT 4 LI TR SN T — X & T 4 VX
Vo7 LET,

* filterOperator=<value>
et 7Ty a FIkOLBY TT,
® begins_with

FRE LIEIZ AW TUSET — 2 2 7 4 NVZ ) T LET,
CHIEEE—BOETIEH Y THA,

®is

BELEZE—BOEICESWTUSET — 2527 4 L2 Y
VI LET,

F IR A * device type=wsa

THRARZATHEELE T, ZONTA—=ZIINHATY, §

NRTOAPL 7 =V L, ZONRTA—2 LHFEHTHZHLEND
D i—é—o

* device name=<value>

TNA AL ERELET,

Host, Accept, Authorization

g Content-Type, Content-Length, Connection
9“ —

APl T—32 & Web f 23— 24 RT—2DEER
B Web £ ¥ —7 = A A1X, AsyncOS API i LT, GMT ¥ A &Y — > THREINT-

@t A>T — 2 Z2RE L1, APIZ )V OF —Z % H LIWWWebA v Z—T = A AT —

LT AEAIL. APLZ = U IZH LW Web A ' Z—7 = A A API 7 =V &[5 U Rl &4
(1S08601 ) DR EINTWVWDH Z L 2R L E T,

1

Wi, ViIR— 72 ZATOFERLET,
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cHTLED I ODEERGT D (14 °—)

BT EOEROMERGT D (15 =)

AT BE TN—TRAOKI T EZ D OOEETRGET D (16 ~—)

RO T F OBEROEETAET S (16 X—)

« FH T B OBBOMEEMH L CEBO A Y v X OBBOEERST S (17 =)

WO aD1DDEEZRET S
WOBITIE, 72D 1 OOEERETE 72 2R LET,
ST YO IR

GET /wsa/api/v2.0/reporting/web _malware category malware name_ user_detail/
blocked malware?startDate=2017-11-14T02:00+00:00&endDate=2018-02-18T01:00+00:00&
filterValue=23&filterBy=na&filterOperator=is&device type=wsa

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: wsa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTIRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 26 Nov 2018 16:29:33 GMT

Content-type: application/json

Content-Length: 193

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"meta": {
"totalCount": 4
o
"data": {
"type": "blocked malware",
"resultSet": {
"blocked malware": [
{
"10.8.93.12": 137511
o
{
"10.8.93.20": 112554
o
{
"10.8.93.11": 92839
o
{
"10.225.98.234": 6
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~

-~

ZDEHBDEZRIFT S

novanasoErnEaTs ]

WIZ, MEFDOTH B LT N, ZAZ A TDONTA—=ZERE LT, BT 7 OEEOMEE TG
T57x2)OFlZRLET,

BT YYIRE

GET /wsa/api/v2.0/reporting/web services summary?orderBy=transaction total&
orderDir=desc&startDate=2018-08-16T18:00:00.000Z&endDate=2018-11-15T10:00:00.000Z&device type=wsa

HTTP/1.1

cache-control: no-cache
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: 10.8.159.21:6080
accept-encoding: gzip, deflate
Connection: keep-alive

U TILEE

HTTP/1.1 200 OK
Server: API/2.0

Date: Sun, 18 Nov 2018 15:38:52 GMT
Content-type: application/json

Content-Length: 403
Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"meta": {
"totalCount": -1

}I

"data": {
"type": "web services summary",
"resultSet": [

{"detected by traffic monitor": 0},
{"detected malware total": 42},

{"high risk transaction total": 7109},
{"blocked by admin policy": 0},
{"detected by amp": 0},

{"allowed transaction total": 26369},
{"transaction total": 33478},
{"blocked or warned by webcat": 29},
{"blocked by wbrs": 7038},
{"blocked by avc": 0}
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HoVB TIL—TADENAIED1 DDBEERET S

BT TN—=TINIEE DO T AN EENET, RIS, T4V H, TARLAEAT, BX
WD GA—ZEZBELT, AT EZITA—THNOEI T 2Dl ODEEREST A7 =
VoflzRLET,

ST YO IR

GET /wsa/api/v2.0/reporting/web application type detail/bw not limited?startDate=
2017-09-10T19:00:00.000Z&endDate=2018-09-24T23:00:00.000Z&device type=wsa&filterValue=
F&filterOperator=begins with&filterBy=na&top=2

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW4o6aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: 10.8.159.21:6080

accept-encoding: gzip, deflate

Connection: keep-alive

U TILEE

HTTP/1.1 200 OK
Server: API/2.0
Date: Sun, 18 Nov 2018 15:48:21 GMT
Content-type: application/Jjson
Content-Length: 138
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
{
"meta": {
"totalCount": 2
}7
"data": {
"type": "bw not limited",
"resultSet": {
"bw_not limited": [
{"File Sharing": 84},
{"Facebook": 42}

BHDAI VI DEHDEERIFT S

WIZ, A7y b MR, BEOT AL ZAZATDONRT A= RO D 2 DD
EZBGT 572 OplzRLET,

P eV

GET /wsa/api/v2.0/reporting/web services summary?offset=0&limit=20s&
startDate=2020-04-10T07:00:00.000Z&endDate=2020-04-11T08:00:00.000Z&device type=wsa&
HTTP/1.1

cache-control: no-cache

Postman-Token: 692fd2a6-3da7-4bcl-b581-f4b478b5a304

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: PostmanRuntime/7.6.0
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Accept: */*

Host: podl224-wsal04.ibwsa.sgg.cisco.com:6080
accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Date: Sat, 11 Apr 2020 07:42:04 GMT

Content-type: application/json

Content-Length: 387

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"meta": {"totalCount": -1}, "data": {"type": "web services summary", "resultSet":
[{"detected by traffic monitor": 0}, {"detected malware total": 0},

{"high risk transaction total": 0},

{"blocked by admin policy": 0}, {"detected by amp": 0}, {"allowed transaction total":
0},

{l

{

'transaction total": 0}, {"blocked or warned by webcat": 0}, {"blocked by wbrs": 0},
}

"blocked by avc": 0}]}}

FEHAOVENBERDEZFERLTERDOAV VI DEHDEZRRT S

WIZ, A7y FEHIRDONT A—=2 BIOT ) Z AT DT A=ZZIFELT, HED
N B OEBOEZTGT 527 =) OflZRLET,

HOTLJVIITRE

GET /wsa/api/v2.0/reporting/web application name application type detail?startDate
=2017-08-16T18:00:00.000Z&endDate=2018-11-15T15:00:00.000Z&device type=wsa&query type=export
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: 10.8.159.21:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sun, 18 Nov 2018 15:55:50 GMT

Content-type: application/json

Content-Length: 1258

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalCount": -1
}l
"data": {
"type": "web application name application type detail",
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"resultSet": {
"time intervals": [
{
"end timestamp": 1538332199,
"counter values": [
{
"counter values": [
42,
25932,
OI
42,
OI
42,
0
]I
"application type": "File Sharing",
"counter key": "4shared"

"counter values": [
2/
109614,
OI

4

4

’

o N O N

] r
"application type": "Media",
"counter key": "Dailymotion"

"counter values": [
42,
20748,
OI
42,
OI
42,
0
]I
"application_ type": "Facebook",
"counter key": "Facebook General"

"counter values": [
42,
20580,
OI
42,
OI
42,
0
]I
"application type": "File Sharing",
"counter key": "MediaFire"

"counter values": [
229,
158838,
OI
229,
OI
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229,

0
] r
"application type": "Social Networking",
"counter key": "Twitter"

"counter values": [
1/
86334,
OI

4

4

’

o = O -

] r
"application type": "Instant Messaging",
"counter key": "Wechat web"

"counter values": [
44,
40876,
OI
44,
OI
44,
0
]I
"application type": "Media",
"counter key": "YouTube"
}
]I
"begin timestamp": 1530383400,
"end time": "2018-09-30T23:59:00.0002",
"begin time": "2018-07-01T00:00:00.0002"

] 4

"counter names": [
"bw_not limited",
"bandwidth used",
"bw_limited",
"completed transaction_ total",
"blocked transaction_total",
"transaction_ total",
"blocked by avc"

AToa—ILBELUVT—HA T AP
« A4 a— L APL (20 ~=—3)

e T —H A7 APl (28 X—3)
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W= GET /wsa/api/v2.0/config/periodic reports?resource attribute
POST wsa/api/v2.0/config/periodic_reports?resource attribute

PUT

/wsa/api/v2.0/config/periodic reports/periodic report id?resource attribute

DELETE /wsa/api/v2.0/config/periodic reports?resource attribute
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ROWSFDO/NT A—=Z T 2UENRHY 3, WTh
MEH LT HEaE, BETT— 222 ETE A,

® orderBy=<value>
HRhieA 7Ty a AFIROEBY TT,
® periodic report display name

LR— NOFERLGICESW TR WAL F
‘a‘o

®* periodic report title

LR— ROX A FICHESW TR W AR
—a—o

® periodic report type

LR—ROX A FICHESWTCHRERAS W B
TO

®* periodic_report time range

LR — N OREFEIC SO TR A IR X
—g—o

®* periodic_report delivery

LR— hOEUEA T v 3 ANTHESWTHRERZ IS
BAET,

®* periodic_report format
LiR— hOERICE SO TREREZ T~ 2 £,
®* periodic_report schedule type

VAR— MIBIR LT AT P 2 — D2 A FITED
WTHRER Z W~ E T,

® periodic_report tier

VB2 Web 77— b U = A ZHASWTRER 2~
Rz ET,

® periodic_report next run date
VIR—= RDRT P a— VAT a ATHESWTHE
REAWA~EZES,

® orderDir=<value>
V— b hmERELE T,
BN A T v a AFROEBY TT,

® asc
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FETREFR A~ 2 £7,
® desc

BENE CHE R 207~ 2 97

PEIEFEAIA T | IRDOW ST DO/RT A—=F 2 HT 20BN H Y £, Wi
DEMH LIESEEIE, IWECT — 2 2ZETEERA,
® offset=<value>
F7ty MBI EL LV a— ROV Ty MG
THA7®y MEZRELET, A7y MIFIRRE
HIEHL, A7ty 2O EIET L a— No¥ks
WELET,

® limit=<value>

EIsva—FoReEELET,

FINA A ® device type=wsa

TNARAZALTHIBELET, TO/NTFA—=F T
HTT, §NTOAPLZ =V (E, ZONRTA=HL
IR T 20BN H Y £,

FORA~ w H— Host, Accept, Authorization
JRE S B — Content-Type, Content-Length, Connection

15
WIZ, AT a— VL R=F 72 DZATOHZN DIvRLET,
e AV a— /L LAR— FOEE (23 X—)
e ATV a—)b LAR— k=2 M) OFEHORE (25 X—)
« AV a—)b LR— K =2 hY OB (26 X—)
« AV a—)b LR— K =2 Y OfRE (27 =)

« ATV a— VRE I NI LA — ORI (27 ~—)

AT a—)LLIR— FOEE
Iz, HRARER T R TCORT P a— L LR— b F VDU R NEBBT520%2 R LET,
HBUTILYYIRE

GET /wsa/api/v2.0/config/periodic reports?device type=wsa& HTTP/1.1
cache-control: no-cache

Postman-Token: 2a8a85d4-50cc-49fd-9ac5-20e07775eldb

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
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User-Agent: PostmanRuntime/7.6.0

Accept: */*

Host: podl224-wsal04.ibwsa.sgg.cisco.com:6080
accept-encoding: gzip, deflate

Connection: keep-alive

HUTILE

HTTP/1.1 200 OK

Date: Fri, 10 Apr 2020 10:41:02 GMT

Content-type: application/json

Content-Length: 3691

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"data": {"periodic_ reports": [{"20200409064843 Web Sites Report calendar week":
{"periodic_report type": "coeus", "periodic report schedule": {"periodic report second":
0,

"periodic report day": "", "periodic report month": "", "periodic report minute": O,
"periodic report weekday": "", "periodic report year": "", "periodic report hour": 1,
"periodic report schedule type": "Daily"}, "periodic report options":

{"periodic report rows": 20,

"periodic report charts": {"wsa web sites top blocked domains":

"DOMAINS.BLOCKED TRANSACTION_ TOTAL",

"wsa web sites top domains": "DOMAINS.TRANSACTION TOTAL"}, "periodic report format":
"pDE" ,

"periodic report lang": "en-us", "periodic report sort columns":
{"wsa_web sites domains_matched":

"DOMAINS.TRANSACTION TOTAL"}, "periodic_ report time range": "Previous calendar month"},

"periodic_ report user name": "admin", "periodic report product type": "WSA",

"periodic_report type name": "Web Sites", "periodic report delivery": "Archived Only",

"periodic report recipients": [], "periodic report tier": "All Web Appliances",

"periodic_ report next run date": "11 Apr 2020 01:00 (GMT)", "periodic report title":

"Web Sites Report 2 Edit"}},

{"20200402042756_Users_calendar week": {"periodic report type": "coeus",

"periodic report schedule":

{"periodic report second": 0, "periodic_ report day": "", "periodic_ report month": "",

"periodic_ report minute": O,

"periodic report weekday": "", "periodic report year": "", "periodic report hour": 1,

"periodic report schedule type": "Daily"}, "periodic report options":

{"periodic report rows": 10,

"periodic report charts": {"wsa users_ top users bandwidth used":

"WEB_USER_DETAIL.BANDWIDTH_USED",
"wsa_ users top users blocked transactions": "WEB USER DETAIL.BLOCKED TRANSACTION TOTAL"},

"periodic report format": "PDF", "periodic report lang": "en-us",
"periodic report sort columns":

{"wsa_users_users_table": "WEB USER DETAIL.BLOCKED_ TRANSACTION TOTAL"},
"periodic report time range":

"Previous 7 calendar days"}, "periodic report user name": "admin",
"periodic report product type": "WSA",

"periodic_ report type name": "Users", "periodic report delivery": "Emailed Only",
"periodic_ report recipients": ["abc@cic.com"], "periodic report tier": "All Web
Appliances",

"periodic report next run date": "11 Apr 2020 01:00 (GMT)", "periodic report title":
"Users"}},

{"20200403094854 Application Visibility calendar month": {"periodic report type": "coeus",

"periodic report schedule": {"periodic report second": 0, "periodic report day": "",
"periodic_report month": "", "periodic_ report minute": 0, "periodic_ report weekday": "",

[l AsyncOS 15.1 for Cisco Secure Web Appliance-API 2 2 — k7 v F7H A K



| web /A API

A7 Ta—)L Lik—k T2 M) QOFHOIRE

"periodic_report year": "", "periodic report hour": 1, "periodic report schedule type":
"Daily"},
"periodic_report options": {"periodic report rows": 10, "periodic_ report charts":

{"wsa_applications_blocked":

"WEB_APPLICATION NAME APPLICATION TYPE DETAIL.BLOCKED BY AVC",
"wsa_applications_top_ types":

"WEB_APPLICATION TYPE DETAIL.TRANSACTION_ TOTAL"}, "periodic_report_format" : "PDF",
"periodic_report lang": "en-us", "periodic report sort columns": {"wsa_ applications_total":

"WEB_APPLICATION NAME APPLICATION_ TYPE DETAIL.TRANSACTION_ TOTAL",
"wsa_applications_types_total":

"WEB_APPLICATION TYPE DETAIL.BANDWIDTH USED"}, "periodiC_report_time_range" : "Previous
calendar month"},

"periodic_report user name": "admin", "periodic_ report product type": "WSA",
"periodic_report type name": "Application Visibility", "periodic report delivery":
"Archived Only",

"periodic_report recipients": [], "periodic report tier": "All Web Appliances",
"periodic_report next run date": "11 Apr 2020 01:00 (GMT)", "periodic report title":
"Application Visibility"}}1,

"meta": {"totalCount": 3}}}

AFTa—)L LR—k TV M) OFHOERE

WOFHTIE, VAR—FIDZETZLICL-T, BEDATF YV a— L ENTLAR— FOFEME
BS54 5 EERLET,

YT VI IR B

GET /wsa/api/v2.0/config/periodic reports/20200402042756 Users calendar week?
device type=wsa& HTTP/1.1

cache-control: no-cache

Postman-Token: b7038e94-4182-4b35-%aae-73alale35249

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: PostmanRuntime/7.6.0

Accept: */*

Host: podl224-wsal04.ibwsa.sgg.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTIEE

HTTP/1.1 200 OK

Date: Fri, 10 Apr 2020 10:43:07 GMT

Content-type: application/json

Content-Length: 1130

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"data": {"periodic_reports": {"20200402042756 Users calendar week":
{"periodic report type":
"coeus", "periodic_report schedule": {"periodic report second": 0, "periodic report day":

wn
’

"periodic_report month": n

nn
’

"periodic_report minute": 0, "periodic_ report weekday":

"periodic_report year": "", "periodic report hour": 1, "periodic report schedule type":
"Daily"},

"periodic_report options": {"periodic report rows": 10, "periodic report charts":
[{"column":

"Bandwidth Used", "Chart": "Top Users (Right)"}, {"column": "Transactions Blocked",
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"Chart":

"Top Users (Left)"}], "periodic report format": "PDF", "periodic_report lang": "en-us",

"periodic_report sort columns": [{"column": "Transactions Blocked", "table": "Users"}],
"periodic_report time range": "Previous 7 calendar days"}, "periodic_report user name":
"admin",

"periodic_report product type": "WSA", "periodic_report type name": "Users",
"periodic_report delivery": "Emailed Only", "periodic_ report recipients": ["abc@cic.com"],

"periodic_report tier": "All Web Appliances", "periodic report next run date": 1586566800,

"periodic_report title": "Users"}}}}

AFTa—)L LiIR—k T2 DB

OB TIX, VIR—hEA T, LIR—FEZA MV, TRALRAEZAL T, BIXOFOMDOA T 3
VERELTAT Y 2a—/LLR— FEBINT S HESRLUET,

YT VI IR B

POST /wsa/api/v2.0/config/periodic_reports?device type=wsa& HTTP/1.1
cache-control: no-cache

Postman-Token: 32aldl150-a8a0-47f2-b9%bf-2c7c5b2e8e8a
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
Content-Type: text/plain

User-Agent: PostmanRuntime/7.6.0

Accept: */*

Host: podl224-wsal04.ibwsa.sgg.cisco.com:6080
accept-encoding: gzip, deflate

content-length: 833

Connection: keep-alive

{"data":{"periodic_reports":[{"periodic report delivery":"Emailed and Archived",
"periodic_report options":{"periodic report format":"pdf","periodic_report lang":"en-us",
"periodic_report rows":10,"periodic_ report sort columns":[{"table":"Domains

Matched", "column":

"Total Transactions"}],"periodic_report charts":[{"Chart":"Top Domains (Left)","Data to
display":

"Total Transactions"}, {"Chart":"Top Domains (Right)","Data to display":"Transactions
Blocked"} 1,

"periodic_report time range":"Previous 7 calendar days"},"periodic_ report title":"Web
Sites Report",

"periodic_report type":"coeus","periodic report type name":"Web Sites",

"periodic_report user name":"admin","periodic report schedule":{"periodic_report hour":1,
"periodic_report minute":0,"periodic report schedule type":"daily"},
"periodic_report recipients":["abc@test.com"]}]}}

HUTILE

HTTP/1.1 201 Created

Date: Thu, 09 Apr 2020 06:50:18 GMT

Content-type: application/json

Content-Length: 49

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"data": "Scheduled Report created Successfully"}
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YT VI IR B

PUT
/wsa/api/v2.0/config/periodic_reports/20200409064843 Web%20Sites%20Report calendar week?
device type=wsa& HTTP/1.1

cache-control: no-cache

Postman-Token: 2d168727-6e8a-470a-909f-0af9%ab5dcle85
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
Content-Type: text/plain

User-Agent: PostmanRuntime/7.6.0

Accept: */*

Host: podl224-wsal04.ibwsa.sgg.cisco.com:6080
accept-encoding: gzip, deflate

content-length: 786

Connection: keep-alive

{"data":{"periodic_reports":[{"periodic_report delivery":"Archived Only",
"periodic_report options":{"periodic report format":"pdf","periodic_report lang":"en-us",
"periodic_report rows":20,"periodic_report sort columns":[{"table":"Domains

Matched", "column":

"Total Transactions"}],"periodic_report charts":[{"Chart":"Top Domains (Left)","Data to
display":

"Total Transactions"}, {"Chart":"Top Domains (Right)","Data to display":"Transactions

Blocked"}],

"periodic_report time range":"Previous calendar month"},"periodic_report title":

"Web Sites Report 1 Edit","periodic_report type":"coeus","periodic_report type name":

"Web Sites","periodic_report user name":"admin","periodic_ report schedule":
{"periodic report hour":1,"periodic report minute":0,"periodic report schedule type":"daily"}}1}}

HUTIEE

HTTP/1.1 200 OK

Date: Thu, 09 Apr 2020 06:54:19 GMT

Content-type: application/json

Content-Length: 49

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"data": "Scheduled Report Updated Successfully"}

RO a—ILERE Shf- LR— FDHEIRR
WIZ, TNARZAT LA 2a— L LR—FIDEZHEHLTATF YV a— L ENLAR—
HIBR T 2612~ L £,

HYOTWLYVIITRbE

DELETE /wsa/api/v2.0/config/periodic_reports?id=20200409065018 Web%20Sites
$20Report calendar week&device type=wsa HTTP/1.1

cache-control: no-cache

Postman-Token: 7e09e87c-40c2-410a-a99e-98£73c6e0bf8

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: PostmanRuntime/7.6.0

Accept: */*

Async0S 15.1 for Cisco Secure Web Appliance-API X 2 — 7 v THA K .



Web /AP |
B 77 7nan

Host: podl224-wsa04.ibwsa.sgg.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 0

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Date: Thu, 09 Apr 2020 07:07:05 GMT

Content-type: application/json

Content-Length: 52

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"data": {"message": "1 item deleted successfully"}}
7 —7h4 7 API
W= GET /wsa/api/v2.0/config/archived reports?resource attribute
GET

wsa/api/v2.0/config/archived reports/view/archived report id?resource attribute

POST /wsa/api/v2.0/config/archived reports?resource attribute

DELETE /wsa/api/v2.0/config/archived reports?id=archived report id (B

— L AR— b ZHIERT 5255)

DELETE /wsa/api/v2.0/config/archived reports?id=all (j~’§7:0377b‘j74)

T VA= b EHIRT 556
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HiR— FARD
Jy—2EH

7—n17an |

WROWMSTDONT A—=Z AT 20ERH Y £9, W
MEMALIZGEE, IWE T — 2 a%fETEEtA,

®* orderBy=<value>
A7y a IkRO LB TT,
® periodic_report generated

LiR— R OMVERE STz BEFIZEE S W TRER 2 1P~
Rz ET,

® periodic_report display name

LiR— P DFE RN H SN CTEER AW~ 2 F
7,

¢ periodic_report format
LAR— b OFRUCESTREREZ WA~ 2 ET,
® periodic_report title

LR— DA FICHEASNTRERE WL E
j‘f}

® periodic report time range

LR — b OB RHEPHICE SO TRER 2~ R F
ﬁ‘o

® periodic report type

LAR—FDEA FIZEASNTHEREELI L F
ﬁ‘o

® periodic report tier

VBB A—NT— N oA IZESWTHE RS
WAz F9,

® orderDir=<value>
Y= hmERELET,
HhieA 7Ty a IO EB Y TT,
® asc
FECHER A~ 2 E T,
® desc

BENE CHE R A~ R E T
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PEIEGEA AT, |IRDW ST DO/NT A =2 AFRT 20N HY £3, Wi
WEMEH LG EIE, WETT — 2 2% ETEEE A,
®* offset=<value>
FT7ky MENOBED La— ROV 71y &G
THAT7Ey MEEBRELET, A7y MIFIRE
HIZEHL, A7y hOLEHBT 22— ok
WRELET,
* limit=<value>
T2 a—RoEfRELET,
TANBY T | T ANE NTGA=FFINEICEENDGT —FZ2HIBR L E
‘g—O
* filterByTitle=<value>
LR—RFDXA MVEETT =27 4 VZ V7L
iﬁ‘o
* filterByReportTypeName=<value>
VR=b DA T EETT—E 52T 4N E ) T LE
—jAO
* filterByTimeRange=<value>
LVAR— N ORI ST — 2274 V2V 7L
i—a_o
FRXA A * device type=wsa

FNAARABZATEHRELET, TO/RT A—HF | TWAE
T, TRXRTDAPIZ =V L, ZDO/8T7 A—X LT
ERAT2LERHY £,

PR —

Host, Accept, Authorization

IR~ =

Content-Type, Content-Length, Connection

1

F—HA T L HE— I Y DX A TOPERICT LET,
« T—HA4 T LE— OB

« T —HA T LR— FORE

(31 ~=—2)

(31 =—2)

e T—HATVLR—=brx M) OFFHOIE (33 =)

e T —HNATVLHR— T N DEM (33 2—2)
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e T—HATLHR— b N DY (342—)

T—h4 TLKR—+D#ER

Wi, LIR— M Z A FLIZESWT, LAR— N EREENTZ A CHIEI Y — &7 FA720
DT —HNATVLR—=FDY A MNeBETHHZRLET,

HYOTLYVIITRbE

GET /wsa/api/v2.0/config/archived reports?orderBy=periodic report titleg

device type=wsa&filterByTitle=Application&orderDir=asc&offset=0&1imit=20& HTTP/1.1
cache-control: no-cache

Postman-Token: elf6fac5-f047-4ab5-9be2-467132a3b29d

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: PostmanRuntime/7.6.0

Accept: */*

Host: podl224-wsal04.ibwsa.sgg.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Date: Thu, 09 Apr 2020 07:27:25 GMT

Content-type: application/json

Content-Length: 1262

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{"data": {"meta": {"totalCount": 3}, "archived reports": [{"20200404010011 Application
Visibility calendar month.pdf": {"periodic_ report format": "PDF",
"periodic_report type name": "Application Visibility", "periodic_report generated":
"04 Apr 2020 01:00 (GMT)", "periodic report time range": "Previous calendar month",
"periodic_report tier": "All Web Appliances", "periodic_ report title": "Application
Visibility",

"periodic_report product type": "wsa"}}, {"20200409010011 Application

Visibility calendar month.pdf":

{"periodic_report format": "PDF", "periodic report type name": "Application Visibility",
"periodic_report generated": "09 Apr 2020 01:00 (GMT)", "periodic_ report time range":
"Previous calendar month", "periodic report tier": "All Web Appliances",
"periodic_report title":

"Application Visibility", "periodic_ report product type": "wsa"}},

{"20200408010011 Application

Visibility calendar month.pdf": {"periodic_ report format": "PDF",
"periodic_report type name":

"Application Visibility", "periodic_report generated": "08 Apr 2020 01:00 (GMT)",
"periodic_report time range": "Previous calendar month", "periodic report tier":

"All Web Appliances", "periodic report title": "Application Visibility",
"periodic_report product type": "wsa"}}]}}

T7—h4 T LR— FORE

WIZ, ViR— b ORI CREIEIC Y — F SN B 25 D7 —hA T LR—bD U A & H
542 HEOH EZRLET,

YT YVIITRbE
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GET /wsa/api/v2.0/config/archived reports?device type=wsa&limit=25&
offset=0&orderBy=periodic report generated&orderDir=desc HTTP/1.1
cache-control: no-cache

Postman-Token: 9cflebad-774d-4e86-af29-fd6d25c446ce

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: PostmanRuntime/7.6.0

Accept: */*

Host: podl224-wsal04.ibwsa.sgg.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILE

HTTP/1.1 200 OK

Date: Fri, 10 Apr 2020 10:48:31 GMT

Content-type: application/json

Content-Length: 2792

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"data": {"meta": {"totalCount": 7}, "archived reports": [{"20200410010016 Application

Visibility

calendar month.pdf": {"periodic_ report format": "PDF", "periodic report type name":

"Application Visibility", "periodic report generated": "10 Apr 2020 01:00 (GMT)",

"periodic_ report time range": "Previous calendar month", "periodic report tier": "All

Web Appliances",

"periodic report title": "Application Visibility", "periodic report product type":

"wsa"}},

{"20200410010009 Web Sites Report 2 Edit calendar month.pdf": {"periodic report format":
"PDF",

"periodic report type name": "Web Sites", "periodic report generated": "10 Apr 2020 01:00
(GMT) ",

"periodic_ report time range": "Previous calendar month", "periodic report tier": "All

Web Appliances",

"periodic report title": "Web Sites Report 2 Edit", "periodic report product type":

"wsa"}},

{"20200409071005_URL Categories calendar week.pdf": {"periodic report format": "PDF",

"periodic_ report type name": "URL Categories", "periodic report generated": "09 Apr 2020
07:10 (GMT)",

"periodic report time range": "Previous 7 calendar days", "periodic report tier": "All

Web Appliances",

"periodic report title": "URL Categories", "periodic report product type": "wsa"}},
{"20200409070946_Web Sites calendar week.pdf": {"periodic report format": "PDF",

"periodic report type name": "Web Sites", "periodic report generated": "09 Apr 2020 07:09
(GMT) ",

"periodic report time range": "Previous 7 calendar days", "periodic report tier":

"All Web Appliances", "periodic report title": "Web Sites", "periodic report product type":
"wsa"}},

{"20200409010011 Application Visibility calendar month.pdf": {"periodic_ report format":

"PDF", "periodic_ report type name": "Application Visibility", "periodic report generated":

"09 Apr 2020 01:00 (GMT)", "periodic report time range": "Previous calendar month",

"periodic report tier": "All Web Appliances", "periodic report title": "Application

Visibility",

"periodic report product type": "wsa"}}, {"20200408010011 Application

Visibility calendar month.pdf":

{"periodic_report format": "PDF", "periodic report type name": "Application Visibility",

"periodic report generated": "08 Apr 2020 01:00 (GMT)", "periodic report time range":

"Previous calendar month", "periodic report tier": "All Web Appliances",
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"periodic_report title":

"Application Visibility", "periodic_ report product type": "wsa"}},

{"20200404010011 Application

Visibility calendar month.pdf": {"periodic report format": "PDF",
"periodic_report type name":

"Application Visibility", "periodic_report generated": "04 Apr 2020 01:00 (GMT)",
"periodic_report time range": "Previous calendar month", "periodic_ report tier": "All
Web Appliances",

"periodic_report title": "Application Visibility",

"periodic_report product type": "wsa"}}]}}

T—h4TLR— I b OFHMOIREG

WIS, TRARZA T T —=IATVLR— MDD ZEHLTT = A 7 LAR— N &Ef5T 54
ZRLET,

YT VI IR B

GET /wsa/api/v2.0/config/archived reports/view/20200409070946 Web%20
Sites calendar week.pdf?device type=wsa& HTTP/1.1

cache-control: no-cache

Postman-Token: 986e7426-c8a2-4bbb-9aa5-5b87e9a5£f£56

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: PostmanRuntime/7.6.0

Accept: */*

Host: podl224-wsal04.ibwsa.sgg.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILE

HTTP/1.1 200 OK

Date: Fri, 10 Apr 2020 10:45:27 GMT

Content-type: application/pdf

Content-Disposition: filename="20200409070946 Web Sites calendar week.pdf"
Content-Length: 111175

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

T—Hh4TLR—bT 2 MY DEM

WIZ, VIR—RFZA ML, VIR—FZ AT THNARAEAT BLOZFOMDOA T > a &5
ELTT—HA T VLR—FaBNT557E06%2 R LET,

HYOTWLYVIITRbE

POST /wsa/api/v2.0/config/archived reports?device type=wsa& HTTP/1.1
cache-control: no-cache

Postman-Token: ald44b273-13ff-4f48-bf4c-4232fabdb6f2

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

Content-Type: text/plain

User-Agent: PostmanRuntime/7.6.0

Accept: */*

Host: podl224-wsal04.ibwsa.sgg.cisco.com:6080
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accept-encoding: gzip, deflate
content-length: 644
Connection: keep-alive

{"data":{"archived reports":[{"periodic_report delivery":"Archived Only",
"periodic_report options":{"periodic report format":"pdf","periodic_report lang":"en-us",
"periodic_report rows":20,"periodic_report sort columns":[{"table":"Users","column":
"Transactions Blocked"}],"periodic_report charts":[{"Chart":"Top Users (Left)","Data to
display":

"Transactions Blocked"}, {"Chart":"Top Users (Right)","Data to display":"Bandwidth Used"}],
"periodic_report time range":"Previous calendar month"},"periodic report title":"Users

Archive Report 2",

"periodic_report type":"coeus",'"periodic report type name":"Users",
"periodic_report user name":"admin"}]}}

HUTILEE

HTTP/1.1 201 Created

Date: Fri, 10 Apr 2020 10:51:41 GMT

Content-type: application/json

Content-Length: 46

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"data": {"message": "Archived successfully"}}

T—h4 T LR—bT 2 MY DHIBR

WRIZ, TRARBZATET—=HATUR—=MID ZEHLTT—HA 7 LaiR— F&HIERS 26
ZRLET,

ST YO ITRE

DELETE /wsa/api/v2.0/config/archived reports?id=20200409071005 URL%20
Categories_calendar week.pdf&device type=wsa& HTTP/1.1
cache-control: no-cache

Postman-Token: f183a45c-7bcb-40fd-bff1-2940824684b3
Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: PostmanRuntime/7.6.0

Accept: */*

Host: podl224-wsa04.ibwsa.sgg.cisco.com:6080
accept-encoding: gzip, deflate

content-length: 0O

Connection: keep-alive

HUTILRE

HTTP/1.1 200 OK

Date: Fri, 10 Apr 2020 11:07:27 GMT

Content-type: application/json

Content-Length: 52

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"data": {"message": "1 item deleted successfully"}}
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STEZICE |

x> 7% API

Web hT7 X T APLZERATDHE, fxDNT oI varEFE T o rva oo
A= BBR L, TOFMEERGTCEET, Web bT7 v F 7 APLITRD LBV T,

e uFxL Y—ER (35 —)
LA YA NT T4 F=H— (383—)

+SOCKS 7u ¥ (39 2—)

JAXT H—ER

BHEOBMEEZFERT L, BEOD2—WF —F /13T X TO 22— —D Web O LR ILICEE S
HiFHREISGETEET,

W= GET /api/v2.0/web-tracking/web_transaction?resource_attribute

HR— b | FEMIC oW TIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&0,

AEM%

ERAy Host, Accept, Authorization

Hg—

SEAN Y Content-Type, Content-Length, Connection

Gf__

1

wiz, Wi, 7oz Vs A7y FERIR, BF. BEORN T oI a AT —F R
DNRFGA—HEEELT, 7O0F P —E R LTINS FFoHF 7 v a v awlET 5
7Y OFERLET,

HoTIL YO ITRE

GET /wsa/api/v2.0/web-tracking/web transaction?startDate=2016-09-30T18:00:00.0002
&endDate=2018-10-31T19:00:00.000Z&filterBy=proxy services&filterOperator=is&limit=20&offset=0
&device type=wsa&orderBy=timestamp&orderDir=desc&transactionStatus=alls

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: 10.225.99.234:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK
Server: API/2.0
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Date: Mon, 19 Nov 2018 14:43:38 GMT
Content-type: application/json

Content-Length:

26617

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"meta": {

"totalCount": 20

}I
"data": [
{

"attributes": {

"webCategory": "Computers and Internet",

w_mn

"contentType": "-",
"pageResources":

"http://update.googleapis.com/service/update2?cup2key=8:128910954&cup2hreg=

3a51fala72aa94fcbal2403f2eb11c4884b27862dd31a779133c03a0e61d3344d",

w_mn

"applicationBehavior": "-",

"malwareCategory": "-",

"fileName": "-",

"SHA": "-",

"bandwidth": 0,

"policyType": "Access",

"user": "192.168.0.158",

"srcIP": "192.168.0.158",
"relatedTransCount": 1,

"malwareName": "-",

"applicationName": "-",

"policyName": "DefaultGroup",
"threatType": "Computers and Internet",
"ampFileVerdict": "-",

"destinationIP": "-",

"userType": "[-1",

"threatReason": "Information about computers and software, such as

hardware, software, software

website design,

support, information for software engineers, programming and networking,

the web

and Internet in general, computer science, computer graphics and clipart.
Freeware and Shareware

is a separate category.",

"serialNo": "4229C3B46A609471867D-0720DA1A8RAG4",
"wbrsScore": "No Score",

"decisionSrc": "WEBCAT",

"url":

"http://update.googleapis.com/service/update2?cupl2key=8:128910954&cup2hregq=3a51fala72aa94f

cbal2403f2ebl11c4884b27862dd31a779133c03a0e61d3344d",
"applicationType": "-",

"timestamp": 1540275265,

"transactionStatus": "BLOCK",

"ampVerdict": "-"

"attributes": {

"webCategory": "Business and Industry",
w_wn

"contentType": "-",
"pageResources":

"ftp://www.purple.com/,http://www.purple.com/,http://www.purple.com/",
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w_mn

"applicationBehavior": "-",
"malwareCategory": "-",
"fileName": "-",
"SHA": "-",
"bandwidth": O,
"policyType": "Access",
"user": "10.10.5.105",
"srcIP": "10.10.5.105",
"relatedTransCount": 3,
"malwareName": "-",
"applicationName": "-",
"policyName": "DefaultGroup",
"threatType": "Business and Industry",
"ampFileVerdict": "-",
"destinationIP": "-",
"userType": "[-1",
"threatReason": "Marketing, commerce, corporations, business practices,
workforce, human resources
, transportation, payroll, security and venture capital, office supplies,
industrial equipment
(process equipment), machines and mechanical systems, heating equipment,
cooling equipment,
materials handling equipment, packaging equipment, manufacturing: solids
handling, metal fabrication
, construction and building, passenger transportation, commerce,
industrial design, construction
, building materials, shipping and freight (freight services, trucking,
freight forwarders,
truckload carriers, freight and transportation brokers, expedited
services, load and freight matching
, track and trace, rail shipping, ocean shipping, road feeder services,
moving and storage).",
"serialNo": "4229C3B46A609471867D-0720DA1A8A64",
"wbrsScore": "No Score",
"decisionSrc": "WEBCAT",
"url": "ftp://www.purple.com/",
"applicationType": "-",
"timestamp": 1540274946,
"transactionStatus": "BLOCK",
"ampVerdict": "-"

"attributes": {
"webCategory": "Business and Industry",
"contentType": "-",
"pageResources":
"ftp://www.purple.com/,http://www.purple.com/,http://www.purple.com/",

w_mn

"applicationBehavior": "-",

"malwareCategory": "-",
"fileName": "-",

"SHA": "-",

"bandwidth": 0,

"policyType": "Access",
"user": "10.10.5.105",
"srcIP": "10.10.5.105",
"relatedTransCount": 3,
"malwareName": "-",
"applicationName": "-",
"policyName": "DefaultGroup",
"threatType": "Business and Industry",
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"ampFileVerdict": "-",
"destinationIP": "-",
"userType": "[-1",

"threatReason": "Marketing, commerce, corporations,

workforce, human resources...
"serialNo": "4229C3B46A609471867D-0720DA1A8A64",
"wbrsScore": "No Score",
"decisionSrc": "WEBCAT",
"url": "ftp://www.purple.com/",
"applicationType": "-",
"timestamp": 1540263898,
"transactionStatus": "BLOCK",
"ampVerdict": "-"

LANA STV EZF—

Web /AP |

business practices,

BEORNZHENTL L. VU =T O A b LR— b ~OEHIIET R ERGT 5 2 &

mCEET,
M= GET /api/v2.0/web-tracking/web transaction?resource attribute
HR— b3 | FEIC oW TIE,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] #H R LT 7280y,
AREM
ERAy Host, Accept. Authorization
éf__
SEANY Content-Type, Content-Length, Connection
Hg—
1

Wiz, WM, 742V 7 A7y FERIR, IHF, BLXOMNT o rva 27—
DINTGRA—=HERRELT, VA V4T T4 v I E=FA—IC Lo T END b T W7 3

VEBST A7) oA R LET,
BT YYIRE

GET /wsa/api/v2.0/web-tracking/web transaction?startDate=2016-09-30T18:00:00.0002
&endDate=2018-10-31T19:00:00.000Z&filterBy=14tm&filterOperator=is&limit=20&offset=0&device type

=wsa&orderBy=timestamp&orderDir=desc&transactionStatus=alls
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: 10.225.99.234:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILE
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| web /A API
socks 7o+

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 19 Nov 2018 14:58:11 GMT

Content-type: application/json

Content-Length: 12

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalCount": 20
}I

"data": [
{
"attributes": {
"l4tmDestDomain": "ticketbooking.com",
"l4tmUser": "10.10.99.68",

"timestamp": 1534143578,
"l4tmPort": 443,

"serialNo": "42292E04F63C3DE5S4F13-E5D7466DA42E",
"l4tmDestIpWithDomain": "103.117.180.6Qticketbooking.com",
"transactionStatus": "BLOCKED"
}
}I
{
"attributes": {
"l4tmDestDomain": "ticketbooking.com",
"l4tmUser": "10.10.99.68",

"timestamp": 1534143578,
"l4tmPort": 443,

"serialNo": "42292E04F63C3DE5S4F13-E5D7466DA42E",
"l4tmDestIpWithDomain": "103.117.180.6Qticketbooking.com",
"transactionStatus": "BLOCKED"

}I

{

"attributes": {
"l4tmDestDomain": "ticketbooking.com",
"l4tmUser": "10.10.99.68",

"timestamp": 1534143577,
"l4tmPort": 443,

"serialNo": "42292E04F63C3DE5S4F13-E5D7466DA42E",
"l4tmDestIpWithDomain": "103.117.180.6Qticketbooking.com",
"transactionStatus": "BLOCKED"

SOCKS 7B+

frsEe b a—F— BT A ERE ST, SOCKS ¥ 2@ U TAHEND NS oHF 7
VT AERETSET A LN TEET,

M= GET /api/v2.0/web-tracking/web transaction?resource attribute
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Web /AP |

HR— b3 | FEIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&0,
AREH%
ERAy Host, Accept. Authorization
sf__
&Ny Content-Type. Content-Length, Connection
Gf__
£l

Wiz, Wi, 7oz U r A7y FERIR, IBEF, BEORIN TP I va A7 —F R
DRFGA—=ZHEBEL T, SOCKS 7uaF P —t R Lo TUHREND N TP T a %
T2 oflzRLET,

HoTIL YIS IR

GET /wsa/api/v2.0/web-tracking/web transaction?startDate=2016-09-30T18:00:00.0002&
endDate=2018-10-31T19:00:00.000Z&filterBy=socks proxy&filterOperator=is&limit=20&offset=0s&
device type=wsa&orderBy=timestamp&orderDir=descé&socksTransportProtocol=all&transactionStatus=allé
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: 10.225.99.234:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 19 Nov 2018 14:53:33 GMT

Content-type: application/json

Content-Length: 6629

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"meta": {
"totalCount": 20
}y

"data": [
{
"attributes": {
"socksUser": "10.10.5.1006",
"socksBandwidth": O,
"socksUserType": "[-]1",
"timestamp": 1538044948,
"socksTransportProtocol": "TCP",
"socksPort": 80,
"socksSrcIp": "10.10.5.106",
"socksDestinationIp": "-",
"socksPolicyName": "DefaultGroup",

. Async0S 15.1 for Cisco Secure Web Appliance-API X 2 — b7 v THA K


https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html

| web /A API

"socksHostName": "concede.fmtlib.net",
"transactionStatus": "BLOCK"
}
}I
{
"attributes": {
"socksUser": "10.10.5.106",
"socksBandwidth": O,
"socksUserType": "[-]1",
"timestamp": 1538044948,
"socksTransportProtocol": "TCP",
"socksPort": 80,
"socksSrcIp": "10.10.5.106",
"socksDestinationIp": "-",
"socksPolicyName": "DefaultGroup",
"socksHostName": "erupt.fernetmoretti.com.ar",
"transactionStatus": "BLOCK"
}
}I
{
"attributes": {
"socksUser": "10.10.5.106",
"socksBandwidth": O,
"socksUserType": "[-]1",
"timestamp": 1538044947,
"socksTransportProtocol": "TCP",
"socksPort": 80,
"socksSrcIp": "10.10.5.106",
"socksDestinationIp": "-",
"socksPolicyName": "DefaultGroup",
"socksHostName": "boots.fotopyra.pl",
"transactionStatus": "BLOCK"

Y& Rk API

W API T2, xDNTF T 7 arv iz b oo arony—

L. ZOFMERIETE £9, MK APLIZRD LY T,
SRR 72 B I

PAC 7 7 A VIR A FNERE

kA~ 7 7 7 A L (Identification Profiles)
AFFAT R hr—L (67 )
T EARY —

s FAASf L =o T

TR VAZA = e

wmar

v E R
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B axmnssE

« HTTPS 7' 12 &% o

e VTR YT a v

o Ny B 2

c BRAN Y X —HEWWZ TR0 T 7y AL

e Av— K"V T7 T T4 A (113 3—2)

VAT ALY STy U4 =K (121 =)

ERRY — (125 =)

=T 4 TR — (133 2—2)

PART—T 4777740 (137 3—)

ET 7 A (140 R2—7)

FREL L (146 ~—2)

« Umbrella > — A L 2 ID (152 ~<—72)

e E¥ =27 DNSSec i%/E (155 *—)

» Identity Service Engine (156 ~—1)

RN TRRLE 2T =3y (162 4—)

o =—H I @% (End-User Notification) (178 ~X—<°)

AR FIENE

2T, RONFIZOWTHBALET,
o SRR 72 HHIB00E O R O BT
. B

A 7ot tlhE O ZEF DO ZE

R FEBOFHEDOIRG

Secure Web Appliance D& RR 22 kiR I B3 2 HM A BUG C& 9, WIZ, HCE& ¥R — kK
BEOREMEERLUET,

M= GET /wsa/api/v3.0/web security/overall bandwidth limit

HR— b3t |[FEMICHOWTIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Secure

KD ') ) — | Web Appliance] Z#ZR L TL 7280,
ARt

BERAY Host, Accept, Authorization
/‘)1" —
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| web /A API

scpmnsmrozanzs [

&N Y Content-Type, Content-Length, Connection

Gf__

1

WIZ, T A3A ZAOERN RS E 2 BGT 57 = oflzm LET,
YTV YIIR b

GET /wsa/api/v3.0/web_security/overall bandwidth limit

HTTP/1.1

Host: wsa.example.com:6443

User-Agent:
Accept: */*

curl/7.55.1

Authorization: Basic YWRtaW46Q21zY28xMjMk

SO TIRE

HTTP/1.1 20
Date: Mon,

0 OK
11 Jan 2021 08:22:28 GMT

Content-type: application/json
Content-Length: 22

Connection:

close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"bandwidth limit": 0

}

RN TFEHBEOFROEE
Secure Web Appliance D RRAY 72 A IEHITH AL T CE 9, WIT, XLV HR— b RORE

PERLUET,
M= PUT wsa/api/v3.0/configure/web security/overall bandwidth limit
HR— b3t | FEIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] ZZR LT 7280,
AEME
ERAy Host, Accept, Authorization
Gf__
EEA Y Content-Type, Content-Length, Connection
yp g
Hg—
!l

WIZ, TA ADOEEH R IRIER E2 AR I ORET 202~ L ET,
HoTIL YO IR

PUT /wsa/api/v3.0/configure/web_security/overall bandwidth limit
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B oz rmE

HTTP/1.1

Host: wsa.example.com:6443
Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/Jjson

Content-Length: 31

{

"bandwidth limit": 128

}
HUTILEE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:28:32 GMT
Content-type: application/json

Content-Length: 24
Connection: close

Access-Control-Allow-Origin:

Access-Control-Allow-Headers:
Access-Control-Allow-Credentials:
Access-Control-Expose-Headers:

"bandwidth limit": 128

PAC 7 7 A JLR R FERTE

T, IRONBIZOWTHAL £,
¢ PAC 7 7 A VIR E DO FS

*PAC 7 7 A VD FEARKE DT

« PAC 7 7 A )LD HUS

*PAC 7 7 A )LDV A s DHUE
cHLUWPAC 7 7 A L DB

« BEAED PAC 7 7 A VDI

* PAC 7 7 A VO HI|FR

* PAC 7 7 A )L &R A b4 O BEEAHT OB
*PAC 7 7 A L &R A 44 OBEAF T DB N
« BETFD PAC 7 7 A L & R A N4 OB 1T DA H
«PAC 7 7 A /L & A A N 44 O BT OB

PAC 7 7 A JLERZTE DEIF

content-type, jwttoken, mid, h, email

Content-Disposition, jwtToken

Web /AP |

PAC 7 7 ANDHEAT 4 T AT —R A, PAC 7 7 A IVOBFNER. BLUPPAC 7 7 4 /LD

AR OHIRZ G L TRIETE £,
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| web /A API
pac 77 A LoExgEnzE ]

ﬂ&gg GET /wsa/api/v3.0/security services/pac basic setting

HR— b3t | FEMICHOWVWTIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] # B L T 72 &0,

ARt

BERAY Host, Accept, Authorization

g

BN Y Content-Type, Content-Length, Connection

g

il

WIZ, PACT 7 ANDERAT 4 T AT —2 A PAC 7 7 A VOBFHAB AT —H X PAC
Ty AN —R_R—RK— K, BLOPACT 7 A LVOEDWELZ AT S 7 ) OflZ R LFET,

HYOTLYVIITRbE

GET /wsa/api/v3.0/security services/pac basic setting HTTP/1.1
Host: wsa.example.com: 6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46Q21zY28xMjMk

HUTILEE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:33:01 GMT

Content-type: application/Jjson

Content-Length: 135

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{

"pac_basic_setting": {

"status": "enable",
"pac file expiry": "enable",
"pac server ports": [
"3344"
] r
"pac_expiration interval": 1234

PAC O 7AIILDEKEZENDERE
PAC 7 7 ANEAT 4 v T ORARBELEFTTXET,

ﬂ&gg PUT /wsa/api/v3.0/security services/pac basic setting
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Web /AP |
B racoroms

YiR— bxt | EEfc oV TlE . WAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&0,
AREH%
ERAy Host, Accept. Authorization
éf__
GENY Content-Type, Content-Length, Connection
sf__
1

WIZ, PACT 7 AINDERAT 4 VT AT —H A, PAC 7 7 A IVOENHIRAT — & A PAC
T AN —N—KR—hr, BIOPAC 7 7 A VOBNHBEEET 5652~ LET,

HoTILYI IR

PUT /wsa/api/v3.0/security services/pac basic setting
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46Q21zY28xMjMk
Content-Type: text/plain

Content-Length: 170

{

"status": "enable",

"pac file expiry": "enable",

"pac_server ports": [

3345

1,

"pac_expiration interval": 1233
}
YU TIISE

HTTP/1.1 204 No Content

Date: Mon, 11 Jan 2021 08:12:48 GMT

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true

Access-Control-Expose-Headers: Content-Disposition, jwtToken

PAC 7 7 1 LD EF

Secure Web Appliance TR A h &L TV % PAC 7 7 A W E BT CTX £4, ‘file name’ /37 A —
1%, Secure Web Appliance 7 H4FED 7 7 A N E G T D12 OIEHATE £4,

ﬁiéﬁ GET /wsa/api/v3.0/security services/pac file

HAR—bxt [ FEMIC OV TIZ.  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] #HBR LT 7280,
AEM

. Async0S 15.1 for Cisco Secure Web Appliance-API X 2 — b7 v THA K


https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html

| web /A API

PAC 77 1 LDWE .

BERAY Host, Accept, Authorization
Hg—
REEAN Y Content-Type, Content-Length, Connection
g
!l

RIZ. Secure Web Appliance TR A F SN TWNWHTXTDPAC 7 7 A VDU A M &G T L7
Y Ol R LET,

HOTLIVIITRbE

GET /wsa/api/v3.0/security services/pac file?file name=sample pac file.pac
HTTP/1.1

Host: wsa.example.com: 6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE

HTTP/1.1 200 OK

Date: Wed, 13 Jan 2021 09:18:25 GMT

Content-Description: File Transfer

Content-type: application/octet-stream

Content-Disposition: attachment; filename=sample pac file.pac
Content-Length: 1195

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken
<

function FindProxyForURL (url, host) {

// If the hostname matches, send direct.
if (dnsDomainIs (host, "intranet.domain.com") ||
shExpMatch (host, " (*.abcdomain.com|abcdomain.com)"™))
return "DIRECT";

// If the protocol or URL matches, send direct.
if (url.substring (0, 4)=="ftp:" ||
shExpMatch (url, "http://abcdomain.com/folder/*"))
return "DIRECT";

// If the requested website is hosted within the internal network, send direct.
if (isPlainHostName (host) ||
shExpMatch (host, "*.local") ||

isInNet (dnsResolve (host), "10.0.0.0"™, "255.0.0.0") ||
isInNet (dnsResolve (host), "172.16.0.0", "255.240.0.0") ||
isInNet (dnsResolve (host), "192.168.0.0", "255.255.0.0™) ||
isInNet (dnsResolve (host), "127.0.0.0", "255.255.255.0"))

return "DIRECT";

// If the IP address of the local machine is within a defined
// subnet, send to a specific proxy.

if (isInNet (myIpAddress(), "10.10.5.0", "255.255.255.0"))
return "PROXY 1.2.3.4:8080";
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Web /AP |
B racorrrouzroms

// DEFAULT RULE: All other traffic, use below proxies, in fail-over order.
return "PROXY 4.5.6.7:8080; PROXY 7.8.9.10:8080";

PACT 74 )LD ') X FDERFF

Secure Web Appliance TR A F SN TWNDTXTDPAC 7 7 A /LD Y XA M EHIGTE £,
“file name’ /X7 A —4 X, Secure Web Appliance 7 SHFED 7 7 A V2 BUET 5 72 DI T

TET,
ﬂ&gg GET /wsa/api/v3.0/security services/pac file
HR— b3t [ FEMICHOWVWTIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] # B L TL 72 &0,
AEM
BERAY Host, Accept, Authorization
g
REEAN Y Content-Type. Content-Length, Connection
g
!l

RIZ, Secure Web Appliance TR A F SN TWDHTXTDOPAC 7 7 A NVD Y A M &G T L7
Y Ol R LET,

HYOTLYVIITRbE

GET /wsa/api/v3.0/security services/pac file
HTTP/1.1

Host: wsa.example.com: 6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46Q21zY28xMjMk

HUTILEE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:41:59 GMT

Content-type: application/Jjson

Content-Length: 38

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{
"pac_ files": [
"sample pac file.pac"

]
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| web /A API

5 LULVPAC 7 7 1 JLDEM

BHFEDPAC 7 7 A ILDERE

gLueac 77 Loiem i

FHLWPAC 77 A NVET v 7 —RTCExET, 1 DOV VA NTHEBDOT7 7 ANET v

H—RTEET,
ﬂ&gg POST /wsa/api/v3.0/security services/pac file
HR— b3t [ FEMICOWVTIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD') ) — | Web Appliance] #ZMR LT 72 &0,
AEM
BERAY Host, Accept, Authorization
g
REANY Content-Type, Content-Length, Connection
A yp g
g
!l

I, HTLWPAC 7 7 A Vv EIBINT 561 2R LET,
HYOTLYVIITRE

POST /wsa/api/v3.0/security services/pac file

HTTP/1.1

Host: wsa.example.com:6443

User-Agent:
Accept: */*

curl/7.55.1

Authorization: Basic YWRtaW460Q21zY28xMjMk
Content-Length: 1384
Expect: 100-continue
Content-Type: multipart/form-data; boundary=--------———————————————— 6b685d35delf2379

HUTILEE

HTTP/1.1 204 No Content

Date: Mon,
Connection:

Access-Control-Allow-Origin:

Access-Control-Allow-Headers:

11 Jan 2021 08:52:28 GMT
close

content-type, jwttoken, mid, h, email

Access-Control-Allow-Credentials: true

Access-Control-Expose-Headers:

Content-Disposition, jwtToken

BEAED PAC 7 7 A VB EHTX £7°,

A\

GE) RUZ7ANEDT 7 ANBFETDILENDY £,

M=

PUT /wsa/api/v3.0/security services/pac_ file
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B racorromm

Web /AP |

HiR— bR BRI OV T, [ AsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&0,
AREH%
ERAy Host, Accept. Authorization
éf__
SEANY Content-Type. Content-Length, Connection
sf__
1

WIZ, BEFO PAC 7 7 A VEEFET B HEOHZRLET,
HoTIL YO IRE

PUT /wsa/api/v3.0/security services/pac file

HTTP/1.1

Host: wsa.example.com:6443

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

Content-Length: 221

Content-Type: multipart/form-data; boundary=----WebKitFormBoundary7MA4YWxkTrZuOgW

--—-WebKitFormBoundary7/MA4YWxkTrZuOgW
Content-Disposition: form-data; name="";
filename="/C:/Users/Admin/Desktop/sample pac file.pac"
Content-Type: <Content-Type header here>

(data)
--—-WebKitFormBoundary7/MA4YWxkTrZuOgW

HUTILEE

HTTP/1.1 204 No Content

Date: Mon, 11 Jan 2021 08:55:59 GMT

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

PAC 7 7 4 JLDHEIBR

PAC 7 7 AV EHIBRTE 5L 910720 F L7,

= DELETE /wsa/api/v3.0/security services/pac file

R®D'))— | Web Appliance] B LT 72&0,
AEM%

HR— b3 | FEIC oW TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure

ERAy Host, Accept. Authorization
5

REAN Y Content-Type, Content-Length, Connection
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| web /A API
PAC 77 A LEAR raoEEMFORE [

151
KIZ, PAC 7 7 A NVEHIBRT 2612 R LET,
BT YH IR

DELETE /wsa/api/v3.0/security services/pac file?file name=sample pac file2.pac
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46Q21zY28xMjMk

HUTILEE

HTTP/1.1 204 No Content

Date: Mon, 11 Jan 2021 08:58:39 GMT

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

PAC 7 74 ILEFRR FRDBEESITOEE
PAC 7 7 A NVE I OBEHET LA M ERSETEET,

ﬁ&gg GET /wsa/api/v3.0/security services/pacfile host

HR— b3t | FEIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] ZHR LT 7280,

AEt%

ERAy Host, Accept, Authorization

Hg—

&N Y Content-Type, Content-Length, Connection

Hg—

!l

WIZ. PAC 7 7 ANV EBESITONTERA N ERET A7) oflZ R~ LET,
HoTIL YO ITRE

GET /wsa/api/v3.0/security services/pacfile host
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46Q21zY28xMjMk

SO TIRE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 09:00:51 GMT
Content-type: application/Jjson
Content-Length: 160

Connection: close
Access-Control-Allow-Origin: *
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PAC 7 7 A JLERR MR DEER ITDIEM

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"hostname pac mapping": {

"wsa3101": "sample pac_ file.pac",
"wsa333": "sample pac_file.pac",
"wsa3103": "sample pac_ file.pac",
"wsa332": "sample pac_file.pac"

}

PAC 7 7 A JLERR FEDREES TDEM

PAC 7 7 A VB IOHEETLHRA M EERTE T,

Web /AP |

ﬂ&gg POST /wsa/api/v3.0/security services/pacfile host
HR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] Z#ZBHE LT 7280,
ARt
BERAY Host, Accept, Authorization
5
SENY Content-Type, Content-Length, Connection
5
£l

RIT, PAC 7 7 A /L & BEAT T B AL A M & BN 2628 LET,
YTV YI IR

POST /wsa/api/v3.0/security services/pacfile host
HTTP/1.1
Host: wsa.example.com:6443
User-Agent: curl/7.55.1
Accept: */*
Authorization: Basic YWRtaW460Q21zY28xMjMk
Content-Type: application/Jjson
Content-Length: 247
{
"hostname pac_mapping": [
{
"hostname":"wsal332",
"pac_filename":"sample pac_file.pac"
}l
{
"hostname":"wsal3101",

nwewn

"pac_filename sample pac_ file.pac"

HUTILEE

. Async0S 15.1 for Cisco Secure Web Appliance-API X 2 — b7 v THA K


https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html

| web /A API
BED PAC 77 1 e FaomeEritnzE [

HTTP/1.1 204 No Content

Date: Mon, 11 Jan 2021 09:04:16 GMT

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

BIFDPAC 77 A ILERR FEDBEEMITOER
BEfFOPAC 7 7 A VB X OBET H5HRA M EETTEXET,

\)

GE)  GADNEMRESNIEARAR MO~y B TRFET 20ERH Y £,

ﬁ%éﬁ PUT /wsa/api/v3.0/security services/pacfile host
HR— b3 | FEMIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] #HR LT 7280y,
AEM%
ERAy Host, Accept. Authorization
éf__
SEANY Content-Type, Content-Length, Connection
o
1

WIZ, PACT7 7 AINERA NGV T 50 E2RLET,
HoTIL YO IR

PUT /wsa/api/v3.0/security services/pacfile host
HTTP/1.1
Host: wsa.example.com:6443
User-Agent: curl/7.55.1
Accept: */*
Authorization: Basic YWRtaW46Q21zY28xMjMk
Content-Type: application/Jjson
Content-Length: 247
{
"hostname pac _mapping": [
{
"hostname" :"wsal332",
"pac filename":"sample pac_file.pac"
y
{
"hostname":"wsal3101",
"pac filename":"sample pac_file.pac"

}
HUTILEE
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B racor iz rEoBER FOBIR

HTTP/1.1 204

Web F API

No Content

Date: Mon, 11 Jan 2021 09:06:44 GMT

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

PAC 7 7 4 )L ERR MR DBEES 1T DEIBR
BEfFD PAC 7 7 A VB X OBET 5K A M EHIBRCTE £,

\)

GE)  BRONERESNICARA MO~ vy B IR FET HRNERH Y £7,

M=

DELETE /wsa/api/v3.0/security services/pacfile host

HR— bxt
g0 —
AEH

AR OV TIE,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
Web Appliance] #ZM LT 7E S0,

ERAY
éf__

Host, Accept, Authorization

EEAY
Gj__

Content-Type, Content-Length, Connection

151
Wiz, PAC 7
oI s

7 AN E BT ONTARA M EHIBRT 2612 R L E T,
IRk

DELETE /wsa/api/v3.0/security services/pacfile host?host name=wsal332

HTTP/1.1

Host: wsa.example.com:6443
User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46Q21zY28xMjMk

HUTILEE

HTTP/1.1 204

No Content

Date: Mon, 11 Jan 2021 09:09:18 GMT

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

A 70774 JL (ldentification Profiles)

2T, RONEBIZOWTIBA L F9,
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| web /A API

A D FEHE O B S

R R 7 7 A VDT

R e 7 7 A VDB

Rl 7 a7 7 A O HIBER

s DM D BT

saozmons |

Secure Web Appliance Dkl 7' v 7 7 A VARG TE £97, WIZ, #LE A — FdRoJE M

R LET,

= GET /wsa/api/v3.0/web security/identification profiles

D' ) — | Web Appliance] B LT 72&0,
AEM%

HR— bx | FEMIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure

ERAy Host, Accept. Authorization
g
&Ny Content-Type, Content-Length, Connection
sf__
!l

WRIZ, @hl7a 7y ANEZRET572) OflzRLET,
HoTIL YO ITR R

GET /wsa/api/v3.0/web security/identification profiles
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 14:18:53 GMT

Content-type: application/Jjson

Content-Length: 598

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true

Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"identification profiles": [
{
"status": "enable",
"description": "Sample ID profile",
"identification method": {

email
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Web /AP |
B #5007 00z

"auth_scheme": [
"NTLMSSP"
]I
"auth_sequence": "ldaprealm",
"auth_surrogate by proto": {
"ftp": "ip",
"http": "ip",
"https": "ip"
}I
"prompt on sso_failure": "authenticate",
"use forward surrogates": O,
"sso_scheme": "sso none",
"use guest on_auth failure": 1
}I
"profile name": "idsample",
"members": {
"protocols": [
"http",
"https",
"EEpt
1
}I
"order": 1
}I
{
"status": "enable",
"profile name": "global identification profile",
"description": "Default settings",

"identification method": {}

HBATOD7AILDEER

Secure Web Appliance DRI 7' 1 7 7 A VA AR TEE3, WRIZ, XLV R— bt ROEN

R LET,
W= PUT /wsa/api/v3.0/web security/identification profiles
HAR—bxt [ FEMICOVTIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #ZHHE LT 7280,
ARt
ERAY Host, Accept, Authorization
Hg—
SN Y Content-Type, Content-Length, Connection
g
il

WIZ, W7 e 7 7 ANV BN o0 %2 R LET,
HUTILYYITRE
PUT /wsa/api/v3.0/web security/identification profiles

HTTP/1.1
Host: wsa.example.com:6443
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| web /A API

User-Agent: curl/7.55.1
Accept: */*
Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/json
Content-Length: 275
{
"identification profiles": [
{
"profile name": "sample ID",
"new profile name": "sample ID modifiedw"

}I

"status": "disable",
"profile name": "idsample",
"order": 1

HUTILEE

HTTP/1.1 204 No Content

Date: Mon, 11 Jan 2021 14:28:03 GMT

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

BAT02 74 ILDEM
Secure Web Appliance Dl 7' 12 7 7 A W AERRTE 97, WIT, M E R — g @tk

ZRLET,

wasnsr roem ]

email

M= POST /wsa/api/v3.0/web security/identification profiles

KD')J— | Web Appliance] #HE LT 7280,
AEM%

HR— b3t | FEIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure

ERAY Host, Accept, Authorization
og—
SN Y Content-Type, Content-Length, Connection
g
1

WIZ, WHIT 07 7 ANEERT DHBlERLET,
BTN IR B

POST /wsa/api/v3.0/web security/identification profiles
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
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Web /AP |
B #5007 0mr

Content-Type: application/Jjson
Content-Length: 900
{

"identification profiles": [

{

"status": "enable",
"description": "Sample description",
"identification method": {
"auth_scheme": [
"Basic"
]I
"auth_sequence": "ldaprealm",
"auth_surrogate by proto": {
"ftp": "ip",
"http": "ip",
"https": "ip"
}I
"prompt on_ sso_failure": "authenticate",
"use forward_ surrogates": 1,
"sso_scheme": "sso none",
"use guest on_auth failure": 0
}I
"profile name": "sample ID",
"members": {
"protocols": [
"http",
"https",
"ftp" ]
}I
"order": 1

}
HUTILE

HTTP/1.1 204 No Content

Date: Mon, 11 Jan 2021 08:12:48 GMT

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

A T0O7 74 ILDHEIER

Secure Web Appliance Dl 7' 1 7 7 A LA HIFRTE £, I, ML E PR — g @k
ZRLET,

M= DELETE /wsa/api/v3.0/web security/identification profiles

HR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] Z#ZH LT 7280,
AEMH

ERAY Host, Accept, Authorization
éf__

&N Y Content-Type, Content-Length, Connection
A
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| web /A API

7oezxkyo— |

1
WIZ, @Bl7T v 7 7 AN ERIRT DB81E R LET,
BTN IVIIR B

DELETE
/wsa/api/v3.0/web security/identification profiles?profile names=idsample, $20sample%20ID%20profile

HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE

HTTP/1.1 207
Date: Mon, 11 Jan 2021 14:31:21 GMT
Content-type: application/json
Content-Length: 258
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken
{
"success list": [
{
"status": 200,
"message": "success",
"profile name": "idsample"
}
1,
"failure list": [
{
"status": 404,

"message": "profile name 'sample ID profile' doesn't exist",
"profile name": "sample ID profile"
}
1,
"success_count": 1,
"failure count": 1

THOERARYO—

Z T, ROAFIZOWN T L ET,
« T 7R ARY —DHG
T IVEARY —DEHE
« T EARY —DiBN
« T U EAKRY —OHIER
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B oexkus—oms

TORARY) O—

DEF

Secure Web Appliance TREINTZT 7 AR —D Y A NEBRBTEET,

Web /AP |

ﬁ&gﬁ GET /wsa/api/v3.0/web security/access policies

HR— b3t | FEMic oW TIE.  TAsyncOS API - Addendum to the Getting Started Guide for Secure

KD')J— | Web Appliance] #ZBHE LT 7280,
ARt

ERAY Host, Accept, Authorization
5
&Ny Content-Type, Content-Length, Connection
5
£l

wIT, RY—4 TAPI06)] DT 7 EBARY > —52BET L7 OflEZ R LET,

YT YIITRbE

GET /wsa/api/v3.0/web_security/access_policies?policy names=AP106

HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 14:34:52 GMT

Content-type: application/json

Content-Length: 1143

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true

Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"access _policies": [
{

"policy expiry":

wn
’

"policy status": "enable",
"policy name": "AP106",
"membership": {

"identification profiles": [
{
" all " {
"auth": "No Authentication"
}
}
1,
"url categories": [
{
"id profile": "",
"value": {
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| web /A API

"predefined": [
"Advertisements",
"Alcohol",
"Arts",
"Astrology"

"objects": {
"state": "use_global"

}I

"protocols user_ agents": {

"state": "use_global"
}I
"http rewrite profile": "use global",
"ave": |
"state": "use_global"
}I
"policy description": "new test policy",

"policy order": 1,
"url filtering": {
"safe_ search": {
"status": "use_global"
}I
"content rating": {
"status": "use_global"
}I
"yt _cats": {
"use_global": [
"Film & Animation",
"Autos & Vehicles",
"Music",
"Pets & Animals",
"Sports",
"Travel & Events",
"Gaming",
"People & Blogs",
"Comedy",
"Entertainment",
"News & Politics",
"Howto & Style",
"Education",
"Science & Technology",
"Nonprofits & Activism"
]
}I
"state": "custom",
"exception referred embedded content":
"state": "disable"
}I
"update cats_action": "use global",
"predefined cats": {
"use_global": [
"Advertisements",
"Alcohol",
"Arts",
"Astrology"

}

}I

"amw_reputation": {
"state": "use_global"

T ERARY —0mG
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B 7rexxue—oz=

TOEAR)O—DEE

TIRBAR) —EFOREA O — RO A NEEETEET,

Web /AP |

M=

PUT /wsa/api/v3.0/web security/access policies

HR— bt
g0 Y—
AEH

Web Appliance] ZZM L T 7230,

AR OV TIE, [AsyncOS API - Addendum to the Getting Started Guide for Secure

BERAY
Gf__

Host, Accept. Authorization

[BEEAN Y
Gf__

Content-Type, Content-Length, Connection

1

Wiz, T8 AR —DEFFEOFZ R LET,
UL YHITR

PUT /wsa/api/v3.0/web security/access policies

HTTP/1.1

Host: wsa.example.com:6443

User-Agent:
Accept: */*

curl/7.55.1

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/json
Content-Length: 721

{

"access_policies": [

{

"policy name": "global policy",
"protocols user_agents": {
"state": "custom",
"block protocols": [
"http",
"https"
]
}
"policy name": "sample AP",

"protocols user_ agents": {
"block protocols": [
"http"
]

"policy name": "AP106",
"protocols user_ agents": {
"state": "custom",
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| web /A API
7oezkyo—0zE |

"block protocols": [
"https"
]

}
HUTILE

HTTP/1.1 204 No Content

Date: Mon, 11 Jan 2021 14:28:03 GMT

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

WIZ, TI7BARY —%EET 5 HEOHOFZ R LET,
BT YYIRE

PUT /wsa/api/v3.0/web security/access policies
HTTP/1.1
Host: wsa.example.com: 6443
User-Agent: curl/7.55.1
Accept: */*
Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/Jjson
Content-Length: 721
{
"access policies": [

{

"policy status": "enable",
"policy order": 1,

"policy name": "ACC25",
"membership": {

"identification profiles": [
{
"profile name": "IDO1",
"auth": "No Authentication"

]
}!
"adc": {
"applications": {
"Collaboration": {
"monitor": {
"Line": {
"restrict": [
"Block Uploads"

}
}!
"block": [

"Line2"

]!

"default action": "monitor"
}!
"Social Networking": {

"monitor": {

"LinkedIn": {
"restrict": [
"Block Posts/Shares"
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}
}I
"default action": "monitor"
}I
"Cloud Storage": {
"monitor": {
"4shared": {
"restrict": [
"Block Uploads"

}
}I

"default action": "monitor"

HUTILE

HTTP/1.1 204 No Content

Date: Sat, 11 Feb 2023 02:50:10 GMT
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

TR R —DEM

T RARY = ZDREDY X P EAERTE £,

email

Web /AP |

ﬁ&gg POST /wsa/api/v3.0/web security/access policies

HR— b3t | FEMIC oW TIE.  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] ZHR LT 7280,

AR

ERAy Host, Accept, Authorization

g

SN ontent- e. Content-Length, Connection

BN C Type., C Length, C i

g—
!l

w2, T2 8AZARY) S —DERFEOHZRLET,
HoTIL YO ITRE

POST /wsa/api/v3.0/web security/access policies
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/Jjson

Content-Length: 1350

Expect: 100-continue
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| web /A API
7oezkyo—otik [

"access_policies": [

{

"policy status": "enable",
"policy name": "sample AP",
"policy order": 1,
"membership": {

"identification profiles": [

{

wn
’

"profile name":
"auth": "No Authentication"

]I
"user_agents": {
"predefined": [
"Firefox",
"Safari",
"MSIE/10"
]I
"custom": [
"Mozilla/. Gecko/. Firefox/"
]I

"is inverse": 0

}I
"protocols user agents": {
"state": "custom",
"allow_connect ports": [
"20",
21",
"1-65535"
]I
"block protocols": [
"ftp",
"http",
"https",
"nativeftp"
]I
"block custom user_ agents": [
"Mozilla/.* Gecko/.* Firefox/, Mozilla/4.0 (compatible; MSIE 5.5;)",

"test"

HUTILEE

HTTP/1.1 204 No Content

Date: Mon, 11 Jan 2021 14:28:03 GMT
Connection: close
Access-Control-Allow-Origin:
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

*

7O RRY —DHIER
KU =AML TT 7L AR Y v—ZHIRTE £,
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Web /AP |

ﬁ&gg DELETE /wsa/api/v3.0/web security/access policies

HR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD ') ) — | Web Appliance] Z#Z L TL 7280,

ARt

BERAY Host, Accept, Authorization

g

BN Y Content-Type, Content-Length, Connection

g

il

WIT, BEOT 7 v AR —%—FICHIBRT A0 AR LET,

HYOTLYVIITRbE

DELETE

/wsa/api/v3.0/web security/access policies?policy names=AP105, %20sample%20AP,

HTTP/1.1

Host: wsa.example.com: 6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE

HTTP/1.1 207

Date: Mon, 11 Jan 2021 14:44:21 GMT

Content-type: application/Jjson

Content-Length: 289

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true

Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"success list": [
{
"status": 200,
"message": "success",
"policy name": "AP105"

"status": 200,
"message": "success",
"policy name": "sample AP"
}
] 4
"failure list": [
{
"status": 404,
"message": "policy name does not exist.",
"policy name": "AP110"

. Async0S 15.1 for Cisco Secure Web Appliance-API X 2 — b7 v THA K
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| web /A API
grzamas ro— i

] 4
"success_count": 2,
"failure count": 1

}

FRHFRIaOY FO—)L
T, RONFIZOWTHALET,
cfEHZFR Y br— (67 =—2)

FARZFRaY FO—)L

fEHEZFRI 2 ha— L APLIE, 77U 7 — 3 OREMERIE (AVC) &7 77U A A —i 500
MHHIE (ADC) U0 B2 57-0I&KEHE T,

Eﬁgg POST/wsa/api/v3.0/security services/acceptable use control

HiR— b3t | B OV TR, [ AsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&W,

AREM

ERAy Host, Accept. Authorization

o

RNy Content-Type, Content-Length, Connection

sf__

1

RIZ. Acceptable Use Control APT Offi %l 27~ L E 97,
HOTLIVIITRE

POST/wsa/api/v3.0/security services/acceptable use control
HTTP/1.1
Host: wsa.example.com:6443
User-Agent: curl/7.55.1
Accept: */*
Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/Jjson
Content-Length: 721
{
"acceptable use control": [
{
"Cisco Web Usage Controls": "Enable",
"Application Control": "ADC"
}
]
}
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Web /AP |
. FrAf <y T

A\

G¥) * Cisco Web Usage Controls Ofi|%, Enable ¥ 721X Disable (2T 2 MLENRH Y 97,
* Application Control DffiiX, ADC, AVC, F7-1% Disable (2T 2N H Y £7,

U TILEE

HTTP/1.1 204 No Content

Date: Sat, 11 Feb 2023 02:50:10 GMT

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

> (o]
AL Ty D
2T, RONFIZOWTHALET,
s RAA U~y T OFEMORUE

s RAA U=y T OFMOEE

KA A v~ 7 DB

KA A = 7 OHIER

FAA U<y TOFEHDOERG

Secure Web Appliance D N A A~ » ZOFEMA TG TE £, KIT, ML EFR— M50

BEZ R LET,
= GET /wsa/api/v2.0/configure/web security/domain map
HR— b3 | FEIC oW TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] Z#HR L T 7280,
AREM
ERAy Host, Accept. Authorization
Hg—
REAN Y Content-Type, Content-Length, Connection
sf__
1

WIZ, RAAL =y 7 OFEMERET 272 OBz R LET,
ST YO IR

GET /wsa/api/v2.0/configure/web security/domain map
HTTP/1.1
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| web /A API
kxqozyFoumnzs [

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 08:41:26 GMT

Content-type: application/json

Content-Length: 239

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"res data": [
{
"IP_ addresses": [
"10.10.1.1"
1,

"domain name": "example.cisco.com",
"order": 1

"domain name": "sample.cisco.com",
"IP_ addresses": [

"10.10.2.25"
1,

"order": 2
1,

"res message": "Data received successfully.",
"res code": 200

KAL R TOHEMDOLEE
RASf vy FOEMELEECEET,

ﬁ&gg PUT /wsa/api/v2.0/configure/web security/domain map

HR— b3t | FEMIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] ZHR LT 7280,

AEM%

ERAy Host, Accept, Authorization

Gf__

&N Y Content-Type, Content-Length, Connection

g
1

WIZ, RAA =y TOMeLES D6 2R LET,
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B crro~vionumozs

BT YYIRE

PUT /wsa/api/v2.0/configure/web security/domain map

HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/json

Content-Length: 247

"new_domain name": "abcd.com",

"domain name":

"order":

"002:45:32::00:12/24",

]

]
HUTILEE

HTTP/1.1 200 OK

"abc.com",

102,
"IP addresses": [

Date: Tue, 19 Jan 2021 09:03:24 GMT
Content-type: application/json

Content-Length: 204
Connection: close

Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST, DELETE,
Access-Control-Expose-Headers:

"res data":

{

"update success":

[
{

"order": 4,
"domain name":
"abcd.com",
"server list":
[
"2:45:32::12/24",
"2.2.2.1-10"

"update failure":

"res message":
"Success: 1,
Failure: 0",

"res code": 200

. Async0S 15.1 for Cisco Secure Web Appliance-API X 2 — b7 v THA K
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PUT, OPTIONS

Content-Disposition, jwtToken

email

Web /AP |



| web /A API
kxqrzyTnemn ]

KAAL <y TMEM
RAAL vy L FOREEERTEET,

ﬁ&gﬁ POST /wsa/api/v2.0/configure/web security/domain map
HR— b3t | FEMIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] Z#HHE LT 7280,
ARt
ERAY Host, Accept, Authorization
5
&N Y Content-Type, Content-Length, Connection
5
£l

WIZ, FAA =y TERERT 202" L ET,
YT Y IR

POST /wsa/api/v2.0/configure/web security/domain map
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/Jjson

Content-Length: 414

[

"domain name": "abc.com",

"order": 102,

"IP_addresses": [
"002:45:32::00:12/24", "2.2.2.1-10"

]

"domain name": "xyz.com",

"order": 102,

"IP_addresses": [
"002:55:34::00:12/24", "2.5.5.1-10"

]

]
HUTILEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 08:51:49 GMT

Content-type: application/Jjson

Content-Length: 286

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
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Web /AP |
B cxro=viour

"res data":

{

"add failure":

[

] r

"add_success":
[
{
"domain_ name":
"abc.com",
"order": 4,
"server list":
[
"2:45:32::12/24",

"2.2.2.1-10"
1
}I
{
"domain name": "xyz.com",
"order": 5,

"server list":
[
"2:55:34::12/24",
"2.5.5.1-10"

}

]

}I
"res message":
"Success: 2,

Failure: 0",
"res_code": 201

FAA 2y TOHIR
Secure Web Appliance D R A A < v 7 Z#HIFRTE £9, KIZ, XL R— bxtGo g%

RLET,
ﬂ&gg DELETE /wsa/api/v2.0/configure/web security/domain map
HR— b3t [ FEMICHOWVTIE,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD'))— | Web Appliance] #ZMR LT 72 &0,
ARt
BERAY Host, Accept, Authorization
Hg—
SN Y Content-Type, Content-Length, Connection
g
il

WIZ, FAA U~y T aBIRT D60 27R L ET,
YTV YI IR
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| web /A API
trTnxy |

DELETE /wsa/api/v2.0/configure/web security/domain map
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/Jjson

Content-Length: 33

"domain name": "xyz.com"

}
HUTIEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 09:10:08 GMT

Content-type: application/json

Content-Length: 103

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition,

JjwtToken

"res data":

{

"delete success":

[

"xyz.com"

"res message":
"Success: 1,
Failure: 0",
"res code": 200

ik VA s E
ZITIE, RORFIZOWTHIILET,

o BT a % v DR OB

« M7 a X BREOER

o Bz E % oBn

T ot A = VL E1 ] 175

e M7 — =D H

o B m ko — N —oEn

o BN B — R—DHIBR
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X vawln ESANE:2 o) EE.

Web /AP |

Secure Web Appliance D 7 7' 1 S OFMAZ TS TE ET, KIZ, LV FR— MEROR

MERLET,

ﬁ&gg GET /wsa/api/v2.0/configure/ network/upstream proxy

HR— b3t [ FEMICHOWVTIE,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD'))— | Web Appliance] #ZMR LT 72 &0,

ARt

BERAY Host, Accept, Authorization

g

BN Y Content-Type, Content-Length, Connection

g

il

WIZ, M7 v f O RGT 57 =) oflzRLET,
YTV YI IR

GET /wsa/api/v2.0/configure/network/upstream proxy
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 09:17:25 GMT
Content-type: application/json
Content-Length: 253

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email

Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{
"res data": [
{
"used by ocsp": true,
"proxy_ servers": [
{
"retries": 2,
"host": "dut058.perfg8",
"port": 3128
}
] 4

"load balancing": "none",
"failure handling": "connect",
"group_name": "Test"
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| web /A API
taTnxvaEnzE [

"res_message": "Data received successfully.",
"res_code": 200

ERETOFXFOERENDER

Secure Web Appliance O AL 7' 0¥ ViR EE AL TEE T,

ﬂ&gﬁ PUT /wsa/api/v2.0/configure/network/upstream proxy

HR— b3t | FEMIc oW TIE.  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #ZBHE LT 7280,

AEMH

BERAY Host, Accept, Authorization

5

[HZ&EA Y Content-Type, Content-Length, Connection

; yp g

5
151

Wic, i axs ol n—"4% LI A—74, EELE, BLOr— RS0y 07
DT aNT 4 Z BT DH R LET,

HOTLYVIITRbE

PUT /wsa/api/v2.0/configure/network/upstream proxy
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/Jjson

Content-Length: 170

[

{ "group name": "Testll",
"new group name":"Testl",
"failure handling": "drop",

"load balancing":"none"

]
HUTILEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 09:35:27 GMT

Content-type: application/Jjson

Content-Length: 187

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{"res_data":

{
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B tavoxoem

"modify success":

[
{

"new_group_name": "Testl",
"failure handling":
"drop",

"load balancing": "none",
"group_name": "Testll"

}
1
}I

"res message":
"Success: 1",

"res_code":

tR7axomEm

200}

M7 md b ZORELFERTE T,

Web /AP |

M=

POST /wsa/api/v2.0/configure/network/upstream proxy

HR— bt
g0 Y—
AEH

Web Appliance] #ZM L TS0,

AR DUV TIE, [AsyncOS API - Addendum to the Getting Started Guide for Secure

BERAY
Gf__

Host, Accept. Authorization

EANY
Gf__

Content-Type, Content-Length, Connection

1

2/ N VA = e e (50 BT V] R =
YTV YI IR

POST /wsa/api/v2.0/configure/network/upstream proxy

HTTP/1.1

Host: wsa.example.com:6443

User-Agent:
Accept: */*

curl/7.55.1

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/Jjson
Content-Length: 252

{

"failure handling
"load balancing

"proxy_ servers": [

{

"group_name": "Test2",
":"connect",
".nnone"
. 14
"host": "www.google.com",
"retries": 1,

"port": 22

. Async0S 15.1 for Cisco Secure Web Appliance-API X 2 — b7 v THA K


https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html

| web /A API
ternxsoun |

HUTILEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 09:30:52 GMT

Content-type: application/Jjson

Content-Length: 232

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"res data":
{
"add_ success":
[
{
"proxy servers":
[
{
"retries": 1,
"host" .
"www.google.com",
"port": 22

"load balancing":
"none" ,

"failure handling":
"connect",
"group_name":
"Test2"

"res message":
"Success: 1",
"res code": 201

R TaF S OHIR

Secure Web Appliance D 7 7' 1 ¥ U ZHIFRCTE £9, WIZ, XL R — MRG0 RMEL R
LET,

ﬁ&gg DELETE /wsa/api/v2.0/configure/network/upstream proxy

HR—bxt [ FEMIC OV TIZ.  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #HE LT 7280,
AEM

ERAY Host, Accept, Authorization
éf__

BNy Content-Type, Content-Length, Connection
A
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DELETE /wsa/api/v2.0/configure/network/upstream proxy HTTP/1.1
Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

Content-Type: application/Jjson

Content-Length: 30

{
"proxy_ group": "Testl"
}

HUTILEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 09:39:38 GMT

Content-type: application/json

Content-Length: 160

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"res data": {
"delete success": [
"Testl"
]
by
"res message": "Success: 1",
"res code": 200

EE7ax o H—nN—DZER

E7axs—R—DRTEEETEET,

Web /AP |

ﬁ&gg PUT /wsa/api/v2.0/configure/network/upstream proxy/servers

D)) — | Web Appliance] ZHR LT 7280,
AR

HAR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure

ERAy Host, Accept, Authorization
5

&N Y Content-Type, Content-Length, Connection
Gf__
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| web /A API

trrnxsy—n—nemn |

!l
WIZ, BT e —_"—OARTEER T D62~ LET,
YT YUY IR

PUT /wsa/api/v2.0/configure/network/upstream proxy/servers
HTTP/1.1

Host: wsas.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/Jjson

Content-Length: 243

[

"group_name": "Test3",
"proxy_ servers": [
{
"retries": 1,
"host": "7.7.7.7",
"new_host": "7.7.8.8",
"port": 22

]
HUTILEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 10:17:00 GMT

Content-type: application/json

Content-Length: 194

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

ERETaFH—/—niEM

{"res _data": {"modify success": [{"proxy servers": [{"retries": 1,

"host": "7.7.7.7", "port": 22, "new_host": "7.7.8.8"}], "group name": "Test3"}]},
"res message": "Success: 1", "res code": 200}

7 u oY== ZORELFERTE ET,

ﬁ&gg POST /wsa/api/v2.0/configure/network/upstream proxy/servers

HAR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure

D)) — | Web Appliance] ZHR LT 7280,
AR

ERAy Host, Accept, Authorization
5

&N Y Content-Type, Content-Length, Connection
Gf__

Async0S 15.1 for Cisco Secure Web Appliance-API X 2 — 7 v THA K .



https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html

B teooxsy—n—0

1Bn

1
W, EALT m o — =R EITBNT 28 2R LET,
YT YUY IR

POST /wsa/api/v2.0/configure/network/upstream proxy/servers
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

Content-Type: application/Jjson

Content-Length: 204

"group_name": "Test3",
"proxy_ servers": [

{

"retries": 1,
"host": "4.4.4.4",
"port": 22

]
HUTILEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 10:09:43 GMT

Content-type: application/json

Content-Length: 168

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"res data": {
"add_success": [
{
"proxy servers": [
{

"retries": 1,
"host": "4.4.4.4",
"port": 22

1,

"group_name": "Test3"

by
"res message": "Success: 1",
"res code": 201
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Secure Web Appliance @ L7 v 2 — —DRELHIFRTE 9, WIZ, BLLEHFR—1

SREOREMEERLUET,
ﬁ&gg DELETE /wsa/api/v2.0/configure/network/upstream proxy/servers
HAR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #ZHHE LT 7280,
AEM
BERAY Host, Accept, Authorization
g
EEAY Content-Type, Content-Length, Connection
A yp g
g
51

W, EAL7 v v ORELHIRT 262" L ET,

HOTL VI IR B

DELETE /wsa/api/v2.0/configure/network/upstream proxy/servers
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

Content-Type: application/Jjson

Content-Length: 204

[
"group name": "Test3",

"proxy servers": [

{

"retries": 1,
"host": "7.7.8.8",
"port": 22

]
HUTILEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 10:28:07 GMT

Content-type: application/json

Content-Length: 171

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken
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{

"delete_ success":

[

{

"proxy servers":

[
{

}
]I
"group_name":
}
]
}I

"res message":

"Success: 1",
"res_code": 200

« HTTPS 7 & % 2 O ZEM O Bfs:

«HTTP 72 ¥ iREDLEH

« HTTP 7' 1 % ¥ O Fifs:

« HTTP 7" 12 %3 OCSP #& & D it

it~

« HTTPS 72 % D75 : OCSP 2 E

"retries":

"host":

"Test3"

"port":

1,

"7.7.8.8",
22

CEHFAE T s A LDX T — R

Web /AP |

Secure Web Appliance ® HTTPS 7' &2 % > OFEfliA# UG T £9°, WIT, WXLV R — b4

BHERLET,

ﬁ&%% GET /wsa/api/v2.0/configure/security services/proxy/https

HAR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD'))— | Web Appliance] #ZMR LT 72 &0,

AEM

BERAY Host, Accept, Authorization

5

&N Y Content-Type, Content-Length, Connection

5
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GET /wsa/api/v2.0/configure/security services/proxy/https
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE

HTTP/1.1 200 OK
Date: Tue, 19 Jan 2021 06:31:10 GMT
Content-type: application/json
Content-Length: 659
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
<
* Closing connection 0
* TLSvl.1l (OUT), TLS alert, Client hello (1):
{
" res _data":
{
"uploaded cert data": null,
"decrypt":
{
"user notification": true,
"user acknowledgement": true,
"authentication": true,
"application visibility": false
b
"current cert type":
"generated",
"invalid cert handling":
{
"expired cert":
"scan" ,
"invalid leaf cert":
"drop" ,
"unrecognized root":
"drop" ,
"invalid signing cert":
"drop" ,
"mismatched hostname":
"scan" ,
"other error":
"drop"
b
"generated cert data":
{
"is x509v3 critical": false,
"expires": 1768407685,
"country":
"US" ,
"org unit":
"SBG" ,

Async0S 15.1 for Cisco Secure Web Appliance-API X 2 — 7 v THA K .
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"common_name": "CSCO",
"org": "CISCO"

}I
"https_ports": "443",

"https_enabled": false
}I
"res message":
"Data received successfully.",
"res_code": 200

HTTP O X R EDER

HTTP 7o ¥ Vi EE AR TE £7,

ﬂ&gg PUT /wsa/api/v2.0/configure/security services/proxy/https
HR— b3t | FEMIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
RD') ) — | Web Appliance] #ZHR LT 72 &0,
ARt
BERAY Host, Accept, Authorization
5
&Ny Content-Type, Content-Length, Connection
5
£l

WIZ, HTTP 7 u X VR EE AR T 562~ LET,
UL Y ITR

PUT /wsa/api/v2.0/configure/security services/proxy/https
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Length: 2237

Expect: 100-continue

Content-Type: multipart/form-data; boundary=-------—-——-——-———————————— 23fcl1d072ded41043
--form 'https enabled="true"' \

--form 'https ports="9443""' \

--form 'authentication="true"' \

--form 'user acknowledgement="true"' \
--form 'application visibility="false"' \
--form 'user notification="false"' \
--form 'expired cert="drop"' \

--form 'invalid leaf cert="drop"' \
--form 'unrecognized root="drop"' \
--form 'invalid signing cert="drop"' \
--form 'mismatched hostname="drop"' \
--form 'other error="drop"' \

--form 'current cert type="generated"' \
--form 'accept license="true"' \

--form 'common name="dut037.perf8"' \

--form 'org="CISCOSBG"' \
--form 'org unit="Cs"' \
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--form 'country="IN"' \

--form 'expires="35"" \

--form 'is x509v3_critical="true"'
YU TILIEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 07:51:13 GMT
Content-type: application/json
Content-Length: 691

Connection: close
Access-Control-Allow-Origin: *

angsrrosyyao—F i

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS

Access-Control-Expose-Headers: Content-Disposition, jwtToken

<

* Closing connection 0

* TLSvl.1l (OUT), TLS alert, Client hello (1):
{

"res data": {
"expired cert": "drop",
"is x509v3 critical": true,
"expires": 35,
"invalid leaf cert": "drop",
"unrecognized root": "drop",
"invalid signing cert": "drop",
"user acknowledgement": true,
"country": "IN",
"common name": "dut037.perf8",
"org unit": "CS",
"mismatched hostname": "drop",
"current cert type": "generated",
"user notification": false,
"authentication": true,
"https ports": "9443",
"https_enabled": true,
"org": "CISCOSBG",
"application visibility": false,
"other error": "drop"

by

"res message": "Data updated successfully.",

"res code": 200

HTTP J 0% L OB : SEAE D 7 LDE Y O—F
Secure Web Appliance ® HTTP ’'m ¥ v ¥ v n— RFEHEY 7 A VARG TE £, KIZ,

WL e R— PAROEMEZRLUET,

ﬂ&gg GET /wsa/api/v2.0/configure/security services/proxy/https/download

HR— b3t | FEIc oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure

KD')J— | Web Appliance] #ZHHE LT 72 &0,
ARt

ERAY Host, Accept, Authorization
éf__
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Content-Type., Content-Length, Connection

1
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HoTIL YO ITRE

GET /wsa/api/v2.0/configure/security services/proxy/https/download?cert type=generated

HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.5
Accept: */*

5.1

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

SO TIRE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 08:02:21 GMT

File Transfer

Content-type: application/octet-stream

attachment; filename=cert.pem

Content-Description:

Content-Disposition:
Content-Length: 1346
Connection: close

Access-Control-Allow-Origin:
Access-Control-Allow-Headers:

*

content-type, jwttoken, mid, h, email

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods:

GET, POST, DELETE, PUT, OPTIONS

Access-Control-Expose-Headers: Content-Disposition, jwtToken

HTTP 0 &2 OCSP X DER{F

Secure Web Appliance @ HTTP 7’7 % OCSP

LoBEMERLET,

P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9.9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.¢
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.¢
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
P19:9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:9.9:9:9.9:9.9:9.9:9.9.9:9.9:0.4
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ﬂ&gg GET /wsa/api/v2.0/configure/security services/proxy/ocsp
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HAR— b3t [ FEMIC OV TIZ.  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] #H R LT 7280y,
AREH%
ERAy Host, Accept. Authorization
Gf__
SEANY Content-Type, Content-Length, Connection
Gf__
£l
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ST YO IRE

GET /wsa/api/v2.0/configure/security services/proxy/ocsp
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 08:06:43 GMT

Content-type: application/json

Content-Length: 484

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"res data": {
"ocsp network error timeout": 10,
"ocsp result handling": {
"unknown": "scan",
"revoked": "drop",
"error": "scan"
}!
"ocsp valid response cache timeout": 3600,

"ocsp proxy group":
"ocsp _enabled": true,

"ocsp invalid response cache timeout": 120,
"ocsp proxy group_ exempt list": [],

"ocsp clock skew": 300,

wn
’

"ocsp network error cache timeout": 60,
"ocsp use upstream proxy": false,
"ocsp use nonce": false

}!

"res message": "Data received successfully.",

"res code": 200
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ﬁ&gg PUT /wsa/api/v2.0/configure/security services/proxy/ocsp

KD')J— | Web Appliance] #ZBHE LT 7280,
ARt

HR— b3t | FEMic oW TIE.  TAsyncOS API - Addendum to the Getting Started Guide for Secure

ERAY Host, Accept, Authorization
5
&Ny Content-Type, Content-Length, Connection
5
£l
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PUT /wsa/api/v2.0/configure/security services/proxy/ocsp
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/json

Content-Length: 528

{
"ocsp_enabled": true,
"ocsp_valid response_ cache_ timeout": 1200,
"ocsp_invalid response_cache timeout": 120,
"ocsp_network error_cache timeout": 34324,
"ocsp_clock skew": 23,
"ocsp_network error timeout": 3,
"ocsp_result handling":
{ "unknown": "scan",
"revoked": "decrypt",
"error": "scan"
}l
"ocsp_use _nonce": true,
"ocsp_use_upstream proxy": true,
"ocsp proxy group": "Test",
"ocsp_proxy group exempt list": []

HUTIEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 08:27:32 GMT

Content-type: application/Jjson

Content-Length: 489

Connection: close

Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken, mid,
Access-Control-Allow-Credentials: true
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Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{
"res _data": {
"ocsp_enabled": true,
"ocsp_result handling": {

"unknown": "scan",
"revoked": "decrypt",
"error": "scan"
}I
"ocsp_network error timeout": 3,
"ocsp_invalid response_ cache timeout": 120,
"ocsp_proxy group_ exempt list": [],
"ocsp_valid response_ cache timeout": 1200,
"ocsp_clock skew": 23,
"ocsp proxy group": "Test",
"ocsp_network error_ cache timeout": 34324,
"ocsp_use_upstream proxy": true,
"ocsp_use_nonce": true
}I
"res message": "Data updated successfully.",
"res_code": 200
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Secure Web Appliance D12 7' %7 A7V 7'y g U ERETE 9, I, LV R— bxfg
DIEMERLET,

= GET /wsa/api/v2.0/configure/system/log subscriptions

HAR— b3t [ FEMIC OV TIZ.  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72E0,
AEM
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GET /wsa/api/v2.0/configure/system/log subscriptions
HTTP/1.1

Host: wsa.example.com: 6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 10:34:48 GMT

Content-type: application/json

Content-Length: 7945

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"res data": [
{
"rollover interval": "none",
"log name": "accesslogs",
"log type": "Access Logs",
"log file name": "aclog",
"enable deanonymization": true

"rollover interval": "none",
"log name": "amp logs",

"log type": "AMP Engine Logs",
"log file name": "amp",

"enable deanonymization": false

"rollover interval": "none",

"log name": "archiveinspect logs",
"log type": "Archivelnspect Logs",
"log file name": "archiveinspect log",
"enable deanonymization": false

"rollover interval": "none",
"log name": "audit logs",

"log type": "Audit Logs",

"log file name": "audit log",
"enable deanonymization": false
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"rollover interval": "none",
"log name": "authlogs",

"log type": "Authentication Framework Logs",

"log file name": "authlog",
"enable deanonymization": false

"rollover interval": "none",
"log name": "avc_logs",

"log type": "AVC Engine Logs",
"log file name": "avc_log",
"enable deanonymization": false

"rollover interval": "none",
"log _name": "bypasslogs",
"log_type": "Proxy Bypass Logs",
"log file name": "tmon bypass",
"enable deanonymization": false

"rollover interval": "none",
"log name": "cli logs",

"log type": "CLI Audit Logs",
"log file name": "cli",

"enable deanonymization": false

"rollover interval": "none",

"log name": "configdefragd logs",
"log type": "Configuration Logs",
"log file name": "configdefragd log",
"enable deanonymization": false

"rollover interval": "none",
"log name": "csid logs",

"log type": "CSI Service Logs",
"log file name": "csid log",
"enable deanonymization": false

"rollover interval": "none",
"log name": "dca_logs",

"log type": "DCA Engine Logs",
"log file name": "dca_ log",
"enable deanonymization": false

"rollover interval": "none",

"log name": "external auth logs",

"log type": "External Authentication Logs",
"log file name": "external auth logs",
"enable deanonymization": false

"rollover interval": "none",
"log name": "feedback logs",
"log type": "Feedback Logs",
"log file name": "feedback log",
"enable deanonymization": false

ns4Izo07vavons [
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"rollover interval": "none",
"log _name": "feedsd logs",
"log_type": "Feedsd Logs",

"log file name": "feedsd log",
"enable deanonymization": false

"rollover interval": "none",
"log name": "fips logs",
"log_type": "FIPS Logs",

"log file name": "fips log",
"enable deanonymization": false

"rollover interval": "none",
"log name": "ftpd logs",

"log_ type": "FTP Server Logs",
"log file name": "ftpd",
"enable deanonymization": false

"rollover interval": "none",
"log name": "gui logs",

"log type": "GUI Logs",

"log file name": "gui",

"enable deanonymization": false

"rollover interval": "none",
"log name": "haystackd_ logs",
"log type": "Haystack Logs",
"log file name": "haystackd",
"enable deanonymization": false

"rollover interval": "none",
"log name": "httpslog",
"log_type": "HTTPS Logs",

"log file name": "httpslog",
"enable deanonymization": false

"rollover interval": "none",

"log name": "hybridd logs",

"log type": "Hybrid Service Logs",
"log file name": "hybridd log",
"enable deanonymization": false

"rollover interval": "none",
"log name": "idsdataloss_logs",
"log type": "Data Security Logs",

"log file name": "idsdataloss_log",

"enable deanonymization": false

"rollover interval": "none",

"log name": "ise service log",

"log type": "ISE Service Logs",
g_typ

"log file name": "ise service_ log",

"enable deanonymization": false

"rollover interval": "none",
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"log name": "logderrorlogs",
"log type": "Logging Logs",
"log file name": "logderrlog",
"enable deanonymization": false

"rollover interval": "none",
"log _name": "mcafee logs",
"log_type": "McAfee Logs",

"log file name": "mcafee log",
"enable deanonymization": false

"rollover interval": "none",

"log name": "musd_ logs",

"log type": "AnyConnect Secure Mobility Daemon Logs",
"log file name": "musd log",

"enable deanonymization": false

"rollover interval": "none",
"log _name": "ocspd logs",
"log_type": "OCSP Logs",

"log file name": "ocspd log",
"enable deanonymization": false

"rollover interval": "none",

"log name": "pacd logs",

"log type": "PAC File Hosting Daemon Logs",
"log file name": "pacd log",

"enable deanonymization": false

"rollover interval": "none",

"log name": "policyinspectord logs",
"log type": "Policy Inspector Logs",
"log file name": "policyinspectord log",
"enable deanonymization": false

"rollover interval": "none",

"log name": "proxylogs",

"log type": "Default Proxy Logs",
"log file name": "proxyerrlog",
"enable deanonymization": false

"rollover interval": "none",
"log _name": "reportd logs",
"log type": "Reporting Logs",
"log file name": "reportd",
"enable deanonymization": false

"rollover interval": "none",

"log _name": "reportqueryd logs",
"log type": "Reporting Query Logs",
"log file name": "reportqueryd",
"enable deanonymization": false

"rollover interval": "none",
"log name": "saas_auth_log",
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"log type": "SaaS Auth Logs",
"log file name": "saas_auth log",
"enable deanonymization": false

"rollover interval": "none",
"log name": "shd_ logs",

"log_ type": "SHD Logs",

"log file name": "shd",

"enable deanonymization": false

"rollover interval": "none",

"log name": "sl usercountd logs",
"log_type": "SL Usercount Logs",

"log file name": "sl usercountd log",
"enable deanonymization": false

"rollover interval": "none"

4
"log name": "smartlicense",
"log type": "Smartlicense Logs",
"log file name": "smartlicense",
"enable deanonymization": false

"rollover interval": "none",
"log _name": "snmp logs",
"log_type": "SNMP Logs",

"log file name": "snmp_ log",
"enable deanonymization": false

"rollover interval": "none",
"log _name": "sntpd logs",

"log type": "NTP Logs",

"log file name": "sntpd",
"enable deanonymization": false

"rollover interval": "none",
"log_name": "sophos_logs",
"log_type": "Sophos Logs",

"log file name": "sophos_log",
"enable deanonymization": false

"rollover interval": "none",
"log _name": "sse connectord logs",

"log_type": "SSE Connector Daemon Logs",

"log file name": "sse_ connectord log",
"enable deanonymization": false

"rollover interval": "none",
"log _name": "status",
"log_type": "Status Logs",

"log file name": "status.log",
"enable deanonymization": false

"rollover interval": "none",
"log_name": "system logs",
"log_type": "System Logs",
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"log file name": "system",
"enable deanonymization": false

"rollover interval": "none",
"log name": "trafmon errlogs",

"log type": "Traffic Monitor Error Logs",

"log file name": "tmon err",
"enable deanonymization": false

"rollover interval": "none",
"log_name": "trafmonlogs",

"log type": "Traffic Monitor Logs",
"log file name": "tmon misc",
"enable deanonymization": false

"rollover interval": "none",
"log name": "uds_logs",
"log_type": "UDS Logs",

"log file name": "uds_log",
"enable deanonymization": false

"rollover interval": "none",
"log _name": "updater logs",
"log_type": "Updater Logs",
"log file name": "updater_ log",
"enable deanonymization": false

"rollover interval": "none",
"log _name": "upgrade_ logs",
"log_type": "Upgrade Logs",
"log file name": "upgrade logs",
"enable deanonymization": false

"rollover interval": "none",
"log _name": "wbnp logs",

"log type": "WBNP Logs",

"log file name": "wbnp_ log",
"enable deanonymization": false

"rollover interval": "none",
"log_name": "webcat logs",

"log type": "Web Categorization Logs",
"log file name": "webcat log",

"enable deanonymization": false

"rollover interval": "none",
"log_name": "webrootlogs",
"log_type": "Webroot Logs",
"log file name": "webrootlog",
"enable deanonymization": false

"rollover interval": "none",
"log _name": "webtapd logs",
"log_type": "Webtapd Logs",
"log file name": "webtapd",

ns4Izo07vavons [
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"enable deanonymization": false

"rollover interval": "none",
"log _name": "welcomeack logs",

"log_type": "Welcome Page Acknowledgement Logs",

"log file name": "welcomeack log",
"enable deanonymization": false

"res_message": "Data received successfully.",
"res_code": 200

AJHYTROY T3 DER
QUHT ALY T DEAREREECE £,

Web /AP |

M=

PUT /wsa/api/v2.0/configure/system/log subscriptions

HR— bt
20—
AEH

Web Appliance] #ZM L TS0,

AR DUV TIE, [AsyncOS API - Addendum to the Getting Started Guide for Secure

BERAY
Gf__

Host, Accept. Authorization

EANY
Gf__

Content-Type, Content-Length, Connection

1

Wiz, a VT A7) 7 arDERREEERETH02 R LET,

YT YU IR B

PUT /wsa/api/v2.0/configure/system/log subscriptions

HTTP/1.1

Host: wsa.example.com:6443

User-Agent:
Accept: */*

curl/7.55.1

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/Jjson
Content-Length: 501

[

"log name": "logs 1",
"new_log name": "logs_4",
"log level": "debug",

"log type": "CLI Audit Logs",

"log file name":

"cli file name",

"rollover file size": 10240,
"retrieval method":
{
"max num files": 10,
"method": "local"
}l

"rollover by time":
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"rollover interval": "custom",
"rollover custom time": 17280

]
HUTILE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 12:03:46 GMT
Content-type: application/json
Content-Length: 491

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type,

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST, DELETE,
Access-Control-Expose-Headers: Content-Disposition,

"res data":
{"update_ success":
[
1,
"update failure": [

{

"content":

{
"rollover file size": 10240,
"log name": "logs 1",

"retrieval method":

"max num files": 10,
"method": "local"},
"new_log name":
"logs_4",
"log level":
"debug", "log type":
"CLI Audit Logs",
"log file name":
"cli file name",
"rollover by time":
{
"rollover interval":
"custom",
"rollover custom time":
17280

"error _msg":
"'log name':
'logs_1' does not exist."}

"res message":
"Success: 0,
Failure: 1",
"res code": 400

ns4Izo07vav0zE [
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PUT, OPTIONS
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ﬂ&gﬁ POST /wsa/api/v2.0/configure/system/log subscriptions

KD')J— | Web Appliance] #ZBHE LT 7280,
ARt

HR— b3t | FEMic oW TIE.  TAsyncOS API - Addendum to the Getting Started Guide for Secure

ERAY Host, Accept, Authorization
5
&Ny Content-Type, Content-Length, Connection
5
£l

RIZ, m 7Y TRA7 ) Foa B ERT D02 R LET,
YT Y IR

POST /wsa/api/v2.0/configure/system/log subscriptions
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/json

Content-Length: 527

[

"new_log name": "logs 2",
"log level": "debug",
"log type": "CLI Audit Logs",
"log file name": "cli file name",
"rollover file size": 10240,
"retrieval method":
{
"max num files": 10,
"method": "local"
}I
"rollover by time":
{
"rollover interval": "custom",
"rollover custom time": 17280

]
HUTILEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 11:16:58 GMT

Content-type: application/Jjson

Content-Length: 481

Connection: close

Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken,
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true
POST,

Access-Control-Allow-Credentials:
Access-Control-Allow-Methods: GET,
Access-Control-Expose-Headers:

"res data":
{
"add failure":
[
] r

"add_success":

"rollover file size":
"log name":
"lOgS_2",

"retrieval method":

"scp_key method":
"auto",

"syslog protocol":
"UDP",

"scp_port": 22,
"max num files": 10,
"syslog port": 514,
"method": "local"

"log level":

"debug",

"log_type":

"CLI Audit Logs",

"log file name":

"cli file name",

"rollover by time":

{
"rollover interval":
"custom",

"rollover custom time":

]

}I

"res message":
"Success: 1,

Failure: 0",

"res_code": 201

AJH TR 1) T a3 nHIk

DELETE,
Content-Disposition,

10240,

ns47245y7vavolik ||

PUT, OPTIONS
jwtToken

17280

Secure Web Appliance D12 77 A7 J 7L g U EHIBRCTE £9, RIZ, #CE R — bxfg

DEMEERLET,

ﬁ&gg DELETE /wsa/api/v2.0/configure/system/log subscriptions

HR— b3t [ FEMICHOWVTIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD') ) — | Web Appliance] #ZMR LT 72 &0,

AEM

ERAY Host, Accept, Authorization

H—
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1

w2, a7 7270 7 g o EHIRTAHEZRLET,

HoTIL YO ITRE

DELETE /wsa/api/v2.0/configure/system/log subscriptions

HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/Jjson

Content-Length: 54

{
"delete all":

"log name": "logs 2"

}
SO TIRE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 12:45:26 GMT
Content-type: application/json

Content-Length: 102

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"res data":

{

"delete success":

[

" logs_2 "

]
by

"res_message":
"Success: 1,
Failure: 0",
"res code": 200

QY TR T3 VDER : O—)LA—/3—

gl Y T2 Y Farpu— I F—N"—REFTEETXET,

M=

PUT /wsa/api/v2.0/configure/system/log subscriptions/rollover

HiR— bt
EJOUES
AEH

FMIZ OV TIE,
Web Appliance] #ZM L T 7220y,

[ AsyncOS API - Addendum to the Getting Started Guide for Secure
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BERAY Host, Accept, Authorization

Hg—

REEAN Y Content-Type, Content-Length, Connection
g

!l
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PUT /wsa/api/v2.0/configure/system/log subscriptions/rollover
HTTP/1.1
Host: wsa.example.com: 6443
User-Agent: curl/7.55.1
Accept: */*
Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/json
Content-Length: 34
{
"log name": "mcafee logs"

HUTILEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 12:51:41 GMT

Content-type: application/json

Content-Length: 109

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{
"res data":
{
"rollover success":
[
"mcafee logs"
]
}l
"res message":
"Success: 1,
Failure: 0",
"res code": 200

MEIT4—ILFYRbOOTH TR YT a3 0OmB

Secure Web Appliance DEfG~7 4 —/L KU A b 747227 ) 7o a U ERSTE £, K
2. LY AR— FadROEEZ R LET,

ﬁigg GET /wsa/api/v2.0/configure/ system/log subscriptions/fields
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HiR— bR BRI OV T, [ AsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&0,
AREH%
ERAy Host, Accept. Authorization
éf__
SEANY Content-Type. Content-Length, Connection
sf__
1

Wiz, B 74—V RYV A O ZH T 22 ) Foar2lET5 7)oz RrLUET,

HoTIL YO IRE

GET /wsa/api/v2.0/configure/system/log subscriptions/fields?fetch=facility list

HTTP/1.1
Host: wsa.example.com:6443
User-Agent: curl/7.55.1
Accept: */*
Authorization:

HUTILEE

HTTP/1.1 200 OK
Date: Tue,

Content-Length: 240
Connection: close
Access-Control-Allow-Origin:

Access-Control-Allow-Headers:
Access-Control-Allow-Credentials:
Access-Control-Allow-Methods:

Access-Control-Expose-Headers:

{
"res data":
[
"auth" ,
"authpriv",
"console",
"daemon",
" ftp" ,
"localO",
"locall",
"local2",
"local3",
"locald",
"localb",
"localé6",
"local7",
"mail" ,
"ntp"

4
"security",
"user"

] 4

"res _message":

Basic YWRtaW46SXJvbnBvcnRAMTIz

19 Jan 2021 12:59:40 GMT
Content-type: application/json

content-type, jwttoken, mid, h, email
true

GET, POST, DELETE, PUT, OPTIONS

Content-Disposition, jwtToken

"Data received successfully.",

"res code": 200

. Async0S 15.1 for Cisco Secure Web Appliance-API X 2 — b7 v THA K


https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html

T84 TDF T+ MEEBET B0 4TIy T avonE [

O34 TDTI4IMEZREFT 50O THTRY ) T avOmE

QYT 2V FarERE LT, X2 70T 7 40 MEATGETEX £4, RIT, WX
LY R— b EORMEEZRLET,

ﬂ&gg GET /wsa/api/v2.0/configure/system/log subscriptions/defaults

HR— b3t [ FEMICOWVTIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD') ) — | Web Appliance] #ZMR LT 72 &0,

AEM

BERAY Host, Accept, Authorization

g

BN Y Content-Type, Content-Length, Connection

g

il

WIC, a B AL TDF T3V MEZRETH-0lcu 737270 Foar2iBds7xy
DOFZRLUET,

HOTL VI IR B

GET /wsa/api/v2.0/configure/system/log subscriptions/defaults?log type=Audit%$20Logs
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 13:14:45 GMT

Content-type: application/json

Content-Length: 460

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{
"res data":
{
"fetch_success":
[
{
"log_style":
"apache",
"rollover file size": 10485760,
"retrieval method":
{
"scp_key method":
"auto",
"syslog facility":
"user",
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"syslog protocol":
"UDP",

"scp_port": 22,
"max num files": 10,
"syslog port": 514,
"method": "local"

"log level":
"information",
"log_type":

"Audit Logs",

"log file name":
"audit log",
"rollover by time":

"rollover interval":
"none"

]
}I
"res message":
"Success: 1,
Failure: 0",
"res_code":

o4 IR ) Toay (EERL) DEM
BIYT A YT g GHEA(L) ZEMTE T,

ﬂ&gg POST /wsa/api/v2.0/configure/system/log subscriptions/deanonymization
HR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #ZBHE LT 7280,

ARt

BERAY Host, Accept, Authorization

Hg—

SENY Content-Type, Content-Length, Connection

g

!l

Wiz, FEA O 7Y TR ) T g 2B 26 E2 R LET,
YTV YI IR

POST /wsa/api/v2.0/configure/system/log subscriptions/deanonymization

HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

Content-Length: 688

Expect: 100-continue

Content-Type: multipart/form-data; boundary=-------—-—-—————————————— 7786918e29034048
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ANYHF—R—2X

~ys—~—zzi I

--header 'Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz' \

--form 'log name="accesslogs"' \

-—-form 'passphrase="Agt@1111""' \

--form 'encrypted content="encrypted text"' \

--form 'paste encrypted text="\"H/6VZtZeUccgwRWM1Ty3MVz8ijfKs/JT2HEEobmKyBO=,
H/6VZtZeUccgwRWM1Ty3MVz81ijfKs/JT2HEEobmKyBO=\""" \

--form 'download as file="false"'

YUTLEE

HTTP/1.1 200 OK

Date: Tue, 19 Jan 2021 13:52:10 GMT

Content-type: application/json

Content-Length: 230

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"res data":
{
"deanonymized list":
[
[
"H/6VZtZeUccgwRWM1Ty3MVz8ijfKs/JT2HEEobmKyBO=",
"10.10.57.34"

1,

"H/6VZtZeUccgwRWM1Ty3MVz8ijfKs/JT2HEEobmKyBO=",
"10.10.57.34"
]
]
b
"res message":
"Data received successfully.",
"res code": 201

3|

Balk

22T, RONFIZOWTHHALET,

o Ny == ZEREED FEH O BUS:

on
=11111

sy B S AR D RO TEE

ANy B—R—Z LD FM DR

Secure Web Appliance TR E S LTz~ ¥ —_N— ZRFEOFEM 2 G TE £,

W= GET /wsa/api/v3.0/network/xauth header setting

D))= | Web Appliance] #ZMR LT 72& W,
AREM

HAR— b3t [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
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BERAY Host, Accept, Authorization
Gf__

Web F API

REEAN Y Content-Type, Content-Length, Connection
g

il
WIZ, Ny == ZADBAEDFEM =GN T DBz~ L ET,
YTV YU IR

GET /wsa/api/v3.0/network/xauth header setting
HTTP/1.1

HUTILEE

Status Code: 200 OK
access-control-allow-credentials: true

access-control-allow-headers: content-type, jwttoken, mid, h, email

access-control-allow-methods: GET, POST, DELETE, PUT, OPTIONS
access-control-allow-origin: *

access-control-expose-headers: Content-Disposition, jwtToken
connection: close

content-length: 329

content-type: application/json

{
"xauth header_ setting":

{

"xauth std user": {"text format": "ASCII", "Binary encoding":
"xauth std group": {"text format": "ASCII", "Binary encoding":
"xauth use group header": "disable",

"xauth header mode": "standard",

"xauth retain auth egress": "disable",

"xauth header based auth": "enable"

}
}

BIEGEBNTA—EDNY T —R—RFTEIDHRE
1

BT YYIRE

PUT /wsa/api/v3.0/network/xauth header setting

"No Encoding"},
"No Encoding"},

WIZ, ~y L —=_N—=ZABFEORENFEET 2T A= DV X b aRET 202 L ET,

HTTP/1.1

{

"xauth header based auth" : "enable",

"xauth use group header" : "enable",

"xauth retain auth egress" : "enable",

"xauth header mode":"standard",

"xauth std user" : {"text format":"UTF8","Binary encoding":"Base64"},
"xauth_ std group" : {"text format":"UTF8","Binary encoding":"Base64"}

}
U TILRE
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Status Code: 204 No Content

access-control-allow-credentials: true
access-control-allow-headers: content-type, jwttoken, mid, h, email
access-control-allow-methods: GET, POST, DELETE, PUT, OPTIONS
access-control-allow-origin: *

access-control-expose-headers: Content-Disposition, jwtToken
connection: close

content-length: 3

content-type: application/json

ANYF—R—ZBIDFEHDERE
Ny H =R ADBFEDFEME LT TXET,

M= PUT /wsa/api/v3.0/network/xauth header setting

HR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] Z#ZBHE LT 7280,
AEMH

BERAY Host, Accept, Authorization
Gf__

&Ny Content-Type, Content-Length, Connection
g

51
WIZ, ~y X —_— AR CEEEET HH 2R LET,
UL Y ITR

PUT /wsa/api/v3.0/network/xauth header setting

HTTP/1.1

{

"xauth_header based_auth":"enable",

"xauth_use_ group_header":"enable",

"xauth retain_auth egress":"enable",

"xauth_header mode":"custom",

"xauth custom user":{"name":"user","text format":"ASCII","Binary encoding":"No Encoding"},
"xauth custom group":{"name":"group","text format":"ASCII","Binary encoding":"No Encoding"}

}
HUTILEE

Status Code: 204 No Content

access-control-allow-credentials: true
access-control-allow-headers: content-type, jwttoken, mid, h, email
access-control-allow-methods: GET, POST, DELETE, PUT, OPTIONS
access-control-allow-origin: *

access-control-expose-headers: Content-Disposition, JjwtToken
connection: close

content-length: 3

content-type: application/json

il
WIZ, ~y L == ZADBAEDFFEM AT DBl 2~ L E T,
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BT YYIRE

PUT /wsa/api/v3.0/network/xauth header setting
HTTP/1.1

{

"xauth header based auth":"enable"

}
HUTILEE

Status Code: 204 No Content

access-control-allow-credentials: true
access-control-allow-headers: content-type, jwttoken, mid, h,
access-control-allow-methods: GET, POST, DELETE, PUT, OPTIONS
access-control-allow-origin: *

access-control-expose-headers: Content-Disposition, JjwtToken
connection: close

content-length: 3

content-type: application/json

1
WIZ, NTPBiEa 7 4 B —7 W T DB 2R L ET,
YT YUY IR

PUT /wsa/api/v3.0/network/xauth header setting
HTTP/1.1

{

"xauth header based auth":"disable"

}
HUTILE

Status Code: 204 No Content

access-control-allow-credentials: true
access-control-allow-headers: content-type, jwttoken, mid, h,
access-control-allow-methods: GET, POST, DELETE, PUT, OPTIONS
access-control-allow-origin: *

access-control-expose-headers: Content-Disposition, JjwtToken
connection: close

content-length: 3

content-type: application/json

BRAYA—EZTHMZTOT7AI)L

ZITIE, RORFIZOWTHIILET,
o ZORA y F—FEE 2 OFEM OB
« BORA w F—EE R OFEMOLEE
c TRy H—FBEWR T 0T 7 A OB

s BRA Y F—BEMZ T 0T 7 A VOB
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g~y y—gzmzoxmons [

BRAY S —ZSHRZ OFHORF

Secure Web Appliance TiXE S AL/ Bk~ ¥ —7" 1 7 7 A )L & X-Authenticated ™~ ¥ —D 7/
B NVEREZRGTEET, RIC, XLV R— MdROBMEZ R L ET,

ﬁ&gg GET /wsa/api/v3.0/web security/http rewrite profiles

HR— b3t [ FEMICOWVTIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD') ) — | Web Appliance] #ZMR LT 72 &0,

ARt

BERAY Host, Accept, Authorization

g

BN Y Content-Type, Content-Length, Connection

g

il

ZOFITIE, Bk~ y X —TF 17 7 A )L & X-Authenticated ~ v F— D 71— LR E & BUS
57V ERLET,

HOTL VI IR B

GET /wsa/api/v3.0/web security/http rewrite profiles

HTTP/1.1

Host: wsa.example.com:4431
Authorization: Basic YWRtaW460Q21zY28xMjMk

HUTILEE

HTTP/1.1 200 OK
Date: Wed, 17 Mar 2021 11:38:22 GMT

Content-
Content-

Type: application/json; charset=UTF-8
Length: 533

Connection: keep-alive

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true

"global settings": {

}l

"delimiter for groups": ",",
"rewrite format for user": "$authMechanism://$domainName/$userName",
"rewrite format for groups": "$authMechanism://$domainName/$groupName"

"http rewrite profiles": [

{

"headers": [

{
"header value": "Username- ($RegMeta[X-Authenticated-User])",
"text format": "ASCII",
"header name": "X-Authenticated-User",
"binary encoding": "No Encoding"

}I

{
"header value": "1.2.3.4",
"text format": "ASCII",
"header name": "X-Client-IP",
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"binary encoding": "No Encoding"
}
] r

"profile name": "RHR"

BERAY S —ESHADFHOELE

iR~y H—FEEMx 707 7 A )L & X-Authenticated ™~ X —D 7 a0 — VR EEZLETE CTE F

R
ﬂ&gg PUT /wsa/api/v3.0/web security/http rewrite profiles
HR— b3t [ FEMICHOWVTIE,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD'))— | Web Appliance] #ZMR LT 72 &0,
ARt
BERAY Host, Accept, Authorization
Hg—
SN Y Content-Type, Content-Length, Connection
g
il

W, R~y X —DFEZRZ OFFMEZE T 502~ LET,
YTV YI IR

PUT /wsa/api/v3.0/web security/http rewrite profiles
HTTP/1.1

Host: wsa.example.com:4431

Authorization: Basic YWRtaW460Q21zY28xMjMk
Content-Type: text/plain

Content-Length: 1347

{
"http rewrite profiles": [

{

"profile name": "Profile 4",
"new profile name": "Updated Profile",
"headers": [
{
"header name": "Headerl",
"header value": "Valuel",
"text format": "ASCII",
"binary encoding": "No Encoding"
}l
{
"header name": "Header2",
"header value": "Value2",
"text format": "ASCII",
"binary encoding": "Base64"
}l
{
"header name": "Header3",
"header value": "val",
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s~y s—g=@z o7 L0En [

"text format": "UTF-8",
"binary encoding": "No Encoding"
}I
{
"header name": "Header4",
"header value": "val",
"text format": "UTF-8",
"binary encoding": "Base64"
}
]
}
]I
"global settings": {
"rewrite format for user": "S$authMechanism:\\\\$domainName\\$userName",
"rewrite format for groups": "$authMechanism:\\\\$domainName\\$groupName",

nwen

"delimiter for groups":
}
YU IIEE

HTTP/1.1 204 No Content

Date: Wed, 17 Mar 2021 11:38:22 GMT

Connection: keep-alive

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true

BRAVA—ZZTMZ JOT 74 I)LDIEM

FR~y X —EXW 2z T 77 A DV X MEER L., X-Authenticated ~» Z—D 7 0 —/3)L

WELEHCTEET,
ﬁ&gg POST /wsa/api/v3.0/web security/http rewrite profiles
HR— b3t | FEIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #HE LT 7280,
AEM%
ERAY Host, Accept, Authorization
g
SN Y Content-Type, Content-Length, Connection
Hg—
!l

WIZ, BR~y X —FEXWWZ 707 7 4 VEIERMR L, X-Authenticated ™~ X — D 7 1 —/3)L 3%

ExETHT 5 HEOHZRLET,
UL YHITR

POST /wsa/api/v3.0/web security/http rewrite profiles
HTTP/1.1

Host: wsa.example.com:4431

Authorization: Basic YWRtaW460Q21zY28xMjMk
Content-Type: application/json

Async0S 15.1 for Cisco Secure Web Appliance-API X 2 — 7 v THA K .


https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html

Web /AP |
B =x~vs—szmzinorqromr

Content-Length: 1295

"http rewrite profiles": [

{

"profile name": "Profile 4",
"headers": [

{
"header name": "Headerl",
"header value": "Valuel",
"text format": "ASCII",
"binary encoding": "No Encoding"

}I

{
"header name": "Header2",
"header value": "Value2",
"text format": "ASCII",
"binary encoding": "Base64"

}I

{
"header name": "Header3",
"header_value": "val",
"text format": "UTF-8",
"binary encoding": "No Encoding"

}I

{
"header name": "Header4",
"header _value": "val",
"text format": "UTF-8",
"binary encoding": "Base64"

] r

"global settings": {
"rewrite format for user": "S$authMechanism:\\\\$domainName\\$userName",
"rewrite format for groups": "$authMechanism:\\\\$domainName\\$groupName",
"delimiter for groups": ":"

}
HUTILE

HTTP/1.1 204 No Content

Date: Wed, 17 Mar 2021 11:38:22 GMT

Connection: keep-alive

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true

BRAYS—ZEZTHMZ TOT 74 IILOHIK

profile_name Zffi [ L CHR~y ¥ —BEEXWZ 7'mn 7 7 A VEHIRTEET, £/,
alternate_profile_name Zfif L C, 727 B AR Y I —TEZHWX 5E T 0 7 7 A L& BIRNT
TFET, KRIZ, EXETR— bBOREEZRLET,

mg DELETE

/wsa/api/v3.0/web security/http rewrite profiles?alternate profile name=None&profile name=RHR

HR— b3t | FEMc oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure

KD')J— | Web Appliance] #ZBHE LT 7280,
AR
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BERAY Host, Accept, Authorization
< P
Hg—
REEAN Y Content-Type, Content-Length, Connection
g
!l

WIZ, RNy F—FEMZ T 07 7 A VEHIRT 202 R L ET,
YTV YU IR

DELETE
/wsa/api/v3.0/web security/http rewrite profiles?alternate profile name=None&profile name=RHR

HTTP/1.1

Host: wsa.example.com:4431
Authorization: Basic YWRtaW46Q21zY28xMjMk

HUTILEE

HTTP/1.1 204 No Content

Date: Wed, 17 Mar 2021 11:38:22 GMT

Connection: keep-alive

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true

AR— b VYT 7 4R
ZIZ T, RONFIZHOWTHALET,
AV — YT =T TABVADOESG (113 3—2)
CAY—RF VT =T TARVADOER (116 X—)
e Av—h TABVA TV NORAT =X ARG (118 X—)
A= TAEBVA =TV 2V NORAT—H ZADEE (119 X—)
A=K YT 2T TARADAT—H AOHGE (119 ~<—)

e Aw— R VTR NT2T SABLADAT—HADEFE (120 =2—)

AX— b YVYITI+IIT7 514D AOR:F
TA R AR ERIAT =X ABGENTVD, TAE L ADFHND Y A F &R TE £ T,

WTINND T A ADFEIAEART —H AN [2 T T4 7 2 A& (Out of Compliance) ] D3
A MPHIENIREET,

W= GET wsa/api/v3.0/system admin/sl licenses
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HiR— bR BRI OV T, [ AsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&0,
AREH%
ERAy Host, Accept. Authorization
éf__
SEANY Content-Type. Content-Length, Connection
sf__
1

WIZ, TA B AL LIBIAT —ZANEGENTWDE, T4 B ADFEMOY A S ST 5

FHiEOHEZRLET,
oINS TRML

GET wsa/api/v3.0/system_admin/sl_licenses

Host: dut058.perf8:4431

Authorization: Basic YWRtaW46Q21zY28xMjMk

HUTIEE L
[

"license name":
"auth status":

"license name":
"auth status":

"license name":
"auth status":

"license name":
"auth status":

"license name":
"auth status":

"license name":
"auth status":

"license name":
"auth status":

"license name":
"auth status":

"license name":
"auth status":

"Secure Web Appliance Cisco Web Usage Controls",
"In Compliance"

"Secure Web Appliance Anti-Virus Webroot",
"In Compliance"

"Secure Web Appliance L4 Traffic Monitor",
"In Compliance"

"Secure Web Appliance Cisco AnyConnect SM for AnyConnect",
"In Compliance"

"Secure Web Appliance Malware Analytics Reputation",
"Not requested"

"Secure Web Appliance Anti-Virus Sophos",
"In Compliance"

"Secure Web Appliance Web Reputation Filters",
"Not requested"

"Secure Web Appliance Malware Analytics",
"Not requested"

"Secure Web Appliance Anti-Virus McAfee",
"In Compliance"
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]

"license name": "Secure Web Appliance

"auth_ status":

"license name":

"auth_ status":

HUTIIEE 2

[

"grace period":
"license name":

"auth status":

"grace period":
"license name":

"auth status":

"grace period":
"license name":

"auth status":

"grace period":
"license name":

"auth status":

"grace period":
"license name":

"auth status":

"grace period":
"license name":

"auth status":

"grace period":
"license name":

"auth status":

"grace period":
"license name":

"auth status":

"grace period":
"license name":

"auth status":

"grace period":
"license name":

"auth status":

"grace period":

"In Compliance"

"Secure Web Appliance

"In Compliance"

"N/A" ,

"Secure Web Appliance

"In Compliance"

"Expired",

"Secure Web Appliance
"Out Of Compliance"

"N/A" ,

"Secure Web Appliance

"Not requested"

"N/A" ,

"Secure Web Appliance

"Not requested"

"N/A" ,

"Secure Web Appliance

"Not requested"

"N/A" ,

"Secure Web Appliance

"Not requested"

"N/A" ,

"Secure Web Appliance

"Not requested"

"N/A" ,

"Secure Web Appliance

"Not requested"

"N/A" ,

"Secure Web Appliance

"Not requested"

"N/A" ,

"Secure Web Appliance

"Not requested"

"N/A" ,

AIX—b+ YT +IIT 42V RADBE .

Web Proxy and DVS Engine",

HTTPs Decryption",

Cisco Web Usage Controls",

Anti-Virus Webroot",

L4 Traffic Monitor",

Cisco AnyConnect SM for AnyConnect",

Malware Analytics Reputation",

Anti-Virus Sophos",

Web Reputation Filters",

Malware Analytics",

Anti-Virus McAfee",

Web Proxy and DVS Engine",
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"license name": "Secure Web Appliance HTTPs Decryption",

"auth_status": "Not requested"

ARXR—brVYIT+DIT7 SA4AEVADER

TAR AL LRBFEAT = ANGENTND, T4 A

DFFMY X P EEETEET,

WTNIND T A B ADFEAEAT —H AN [2 T T4 T > AEK (Out of Compliance) ] D

B BTHMP RS ET,

W= PUT wsa/api/v3.0/system admin/sl licenses

HAR— b3 | FEMIC oW TIZ.  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD ') ) — | Web Appliance] #Z R L TL 7280,

ARt

BERAY Host, Accept, Authorization

A

FSEEAN Y Content-Type, Content-Length, Connection

Hg—

il

W, TA VAL LFBFEAT —FZ ABREENLTND, T4 B ADFEMOY X M E2EET S

TiEOB R LET,
BUTLIIIRRL

PUT /wsa/api/v3.0/system admin/sl licenses
Host: dut058.perf8:4431
Authorization: Basic YWRtaW46Q21zY28xMjMk

Body:
{

"request": ["Secure Web Appliance L4 Traffic Monitor", "Secure Web Appliance Malware
Analytics"]

"release": ["Secure Web Appliance Cisco AnyConnect SM for AnyConnect", "Secure Web

Appliance HTTPs Decryption"]
}

Sample Response 1: 202 Accepted
{

"message": "The request or release for the licenses is in progress."

}
YUTIWYIITRR2

PUT /wsa/api/v3.0/system_admin/sl_ licenses
Host: dut058.perf8:4431
Authorization: Basic YWRtaW46Q21zY28xMjMk

Body:
{

"request":[],

"release":["Secure Web Appliance Malware Analytics",
Analytics"]
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Sample Response 2: 400
{

"error": {
"message": "Invalid request: License name 'Secure Web Appliance Malware Analytics'
is repeated in ['release'].",
"code": "400",
"explanation": "400 = Bad request syntax or unsupported method."

}
32w | VR) s s i S K]

PUT /wsa/api/v3.0/system _admin/sl licenses

Host: dut058.perf8:4431
Authorization: Basic YWRtaW460Q21zY28xMjMk

Body:

"request":["Secure Web Appliance Malware Analytics"],
"release":["Secure Web Appliance Malware Analytics"]

Sample Response 3: 400
{

"error": {
"message": "Invalid request: License name 'Secure Web Appliance Malware Analytics'
is found in both ['release'] and ['request'].",
"code": "400"’
"explanation": "400 = Bad request syntax or unsupported method."

}
YOTILYYI IR 4

PUT /wsa/api/v3.0/system admin/sl licenses
Host: dut058.perf8:4431
Authorization: Basic YWRtaW46Q21zY28xMjMk

Body:
{

"request": ["Secure Web Appliance L4 Traffic Monitor", "Secure Web Appliance Malware
Analytics"]

"release": ["invalid name"]

}
Sample Response 4: 400
{
"error": {
"message": "Invalid request[release] [0]. 'invalid name' should be one of these:
['Secure Web Appliance Web Reputation Filters', 'Secure Web Appliance Malware Analytics
Reputation', 'Secure Web Appliance Anti-Virus McAfee', 'Secure Web Appliance Web Proxy

and DVS Engine', 'Secure Web Appliance Cisco Web Usage Controls', 'Secure Web Appliance
Anti-Virus Webroot', 'Secure Web Appliance L4 Traffic Monitor', 'Secure Web Appliance
Cisco AnyConnect SM for AnyConnect', 'Secure Web Appliance Anti-Virus Sophos', 'Secure
Web Appliance Malware Analytics', 'Secure Web Appliance HTTPs Decryption'].",

"code": "400",

"explanation": "400 = Bad request syntax or unsupported method."

}
YUTIWYYIITRARS
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PUT /wsa/api/v3.0/system admin/sl licenses
Host: dut058.perf8:4431
Authorization: Basic YWRtaW460Q21zY28xMjMk

Body:
{

Web /AP |

"request": ["Secure Web Appliance L4 Traffic Monitor", "Secure Web Appliance Malware

Analytics"]

"release": ["Secure Web Appliance Web Reputation Filters"]

}

Sample Response 5: 400
{

"error": {

"message": "Cannot release license 'Secure Web Appliance Web Reputation Filters'

as the current authorization status of the license is 'Not requested'.

"code": "400",

"explanation": "400 = Bad request syntax or unsupported method."

AR—hF SA4EVRI—V Y FODRT—R ADEE

AT —H ADEICETITED O, BEFAT —H AR ED, VAa A~v—h~s V7 =T

FTAV L AOEREDFHMERGTE LT,

W= GET wsa/api/v3.0/system admin/smart agent status

HR— b3t [ FEMICHOWVWTIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD'))— | Web Appliance] #ZMR LT 72 &0,

ARt

BERAY Host, Accept, Authorization

Hg—

BN Y Content-Type, Content-Length, Connection

g
il

WRIZ, AT —2 ADBFIMEE 2T LC, BEFAT =X AR ED, v A3 A<w—F Y7k

VT T4 AOBREDHMELRIGT 2 HEOHE R LET,
YT YVIITRbE
GET wsa/api/v3.0/system admin/smart agent status HTTP/1.1

Host: wsa353.cs1:4431
Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

YU TIIEE

{
"file type": "Smart License Agent",
"version": "3.1.4",
"new update": "Failed to fetch manifest",
"last_update": "Never updated"
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2v—+ 51tv2 1—U1v k07— 4220ZE |

AR—h A4V R I—DI VUV MDRT—RADER

AT —H ZADHIMEE TITEN LS, BEAT —HX AR ED, VA3 Av—s VT U xT
FTAB L ADHRTEDFMELEE CEET,

W= PUT wsa/api/v3.0/system admin/smart agent status
HAR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #ZHHE LT 7280,
ARt
BERAY Host, Accept, Authorization
g
BN Y Content-Type, Content-Length, Connection
g
il

WRIZ, AT —2 ADBFIMEE 2T LC, BEFAT =X AR ED, VA3 A<w—F Y7k
V=T TA B ADKEDMEETT L HEOFERLET,
HUTILYH IR R

PUT /wsa/api/v3.0/system admin/smart agent status HTTP/1.1
Host: wsa353.cs1:4431

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz
Content-Type: application/Jjson
Content-Length: 202

AYX—F YT LD T7 A ADAT—2 AORE

AT — 2 ZADFFILE I Ee, BEAT —H ARED, VA3 Av—h VY7 U7
FTA VL ADHREDFHEMO Y A NEEETE £,

W= GET wsa/api/v3.0/system admin/smart software licensing status HTTP/1.1

HAR— b3t [ FEMIC OV TIZ.  TAsyncOS API - Addendum to the Getting Started Guide for Secure

D))= | Web Appliance] #ZR LT 72& W,
AR

BERAY Host, Accept, Authorization
5

Content-Type, Content-Length, Connection

il

RIZ, AT =2 ZADFEPCE TN, BEAT —F A D, VY A3 A~v—F YT b
V=T TA B AOREDFHMD Y A b2 BFT 5 HIEOHERLET,
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Web /AP |

BT YYIRE

GET /wsa/api/v3.0/system admin/smart_ software licensing status HTTP/1.1

Host:

wsa353.cs1:4431
Authorization:

Basic YWRtaW46SXJvbnBvcnRAMTIz

U TILEE

{

"smart account name":
"virtual account name":
"registration last renew":
"last auth renewal attempt status":
"transport url":
"transport mode":
"test interface":
"eval period":

"InternalTestDemoAccount9.cisco.com",

"WSA2",

"SUCCEEDED on 29 Sep 2021 06:08",
"SUCCEEDED on 29 Sep 2021 06:08",
"https://smartreceiver.cisco.com/licservice/license",
"direct",

"Management",

"Not In Use",

"eval period remaining": "90 days",
"smart lic status": "AUTHORIZED",
"authorization status": "Authorized ( 29 Sep 2021 06:08 ) Authorization Expires on:

(28 Dec 2021 06:04
"product instance name":
"registration status":

(29 Sep 2022 06:04

}

)"7

"wsa353.csl",

"Registered ( 29 Sep 2021 06:08 ) Registration Expires on:
)"

AR—bVYI+DIT7 ALV ADAT—F3ADER

AT — 2 ADAILETITE e, BEFAT —H AR ED, VAT A~Y—hF VYT U=xT
FAV L ADHRTEDFMY A MEERECTEET,

W= PUT wsa/api/v3.0/system_admin/smart software licensing status
HR— b3 | FEMIC oW TIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&0,
pp
AEM%
BRAY Host, Accept, Authorization
og—
GEANY Content-Type, Content-Length, Connection
Gf__
1

RIZ, AT —

B ADFINCE T IT B, BIFAT —H A7 ED, VA3 A~v—k V7 b

TxT TABADHREDFMY A N EEET D HIEOHEZRLET,
oINS TRML

{

"smart license status":

}

"enable"

HUTIWYHGITRAR2
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v25nty b7y T 95—k

\)

GE)  MBOBEKN—7 U EEHLET,

{ "registration token":

WAL oot oeteivioeevioeiiove SRR A,
"action": "register", "test interface": "Data" } { "action": "deregister" } {
"transport mode": "transport gateway", "transport url": "https://www.google.com" } {
"action": "renew auth" } { "action": "renew registration" }

HUTIWYHGITRAERS
{

"action": "deregister"
}
HYUTLYIIR 4
{
"transport mode": "transport gateway",
"transport _url": "https://www.google.com"
}
YTV Y IR ES
{

"action": "renew_auth"

}

HBUTIWYHIITRARG
{

"action": "renew registration"

}

DARATLEYNTYT D4 —FK
ZIZTIE, RONBIZOWTEHAL £,
e LY Ra—W—F 4B AZHOFEMORE (121 <X—)

VAT Ay NT T U4 = ROBREDOEE (123 2X—)

IV RA—H—54 2 AZHDFEMDORF
Ty Ra—HF—F o AR OFREBUFTE £,
)

GE) Y2722y b Ty U4V —FRE®y b7 v THPUTY 7 =X F&FE(TT DRI, EULA
BRI Zme NENH Y 9,

W= GET wsa/api/v3.0/system_admin/cisco_end user license_agreement
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B - r1-vs5qtozzuotaons

HAR— b3t [ FEMIC OV TIZ.  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&0,
AREH%
ERAy Host, Accept. Authorization
sf__
SEANY Content-Type, Content-Length, Connection
Gf__
£l

iz, = Fa—P—J 4 v ABHOEMERET 25 FiEOHEZRLET,
oINS TRML

PUT /wsa/api/v3.0/system admin/system setup wizard
Host: dut058.perf8:4431
Authorization: Basic YWRtaW46Q21zY28xMjMk

{
"cisco_license agreement": "accept",
"appliance mode": "standard",
"system settings": {
"hostname": "dut058.perf8",
"dns_servers": ({
"dns_choice": "self",
"user dns": [
"192.168.0.252"
]
b
"ntp_server": {
"query interval time": 23434,
"sync_up delay ms": 500,

"server name": "time.sco.cisco.com",
"server_auth": ({
"status": "enable",
"key id": 123,
"key val": "MTIzNA==",
"key type": "shal"
}
I
"timezone": {
"region": "Europe"

b
"network context": {
"other proxy": "no"
b
"network interface": {
"ml": {
"management only": "no",
"ipv4 address netmask": "10.10.194.68/24",
"hostname": "dut058.perf8"

I
"network 1l4tm": {

"wiring type": "duplex"
I

"network routes": {
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VATFLEY YT V4 —FD

"management": {
"default gateway": "10.10.194.1"
}
}I
"transparent connection": {
"redirection device": "wccp_v2 router",
"wccp_v2 router": {
"standard service_ id": {
"status": "disable"
}
}
}I
"network admin": {
"passphrase": "Q21zY28xMjMk",
"mail to_addrs": ["sandhgan@cisco.com"],
"autosupport": "enable",
"network participation": {
"status": "enable",
"participation level": "standard"
}
}I

"network security": {

"global policy default action": "monitor",
"1l4 traffic monitor": "monitor",
"cisco_data security filtering": "enable"

}

YU TIIEE 1

204 No-content

HUTIWIHITRAR2

PUT /wsa/api/v3.0/system admin/config backup server

Host: dut058.perf8:4431
Authorization: Basic YWRtaW46Q21zY28xMjMk

"network admin": {

"passphrase": "Q21zY28xMjMk",
"mail to_addrs": "sandhgan@cisco.com",
}
}
YU TILIEE 2

204 No-content

DRARTLEYRNTYT O H—FDEREDNEE
ATFAEY RNT T I AP ROBRETET TV r NEEETXFET,

grzozz [

ﬁ&gg PUT wsa/api/v3.0/system admin/system setup wizard

KD')J— | Web Appliance] &#ZBE LT 7280,
AEM%

HR— b3t | FEIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure

ERAY Host, Accept, Authorization
éf__
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Web /A API |
B o x72tv 79T v—roBEnZE

&Ny Content-Type, Content-Length, Connection

1

RIS, VAT LBy Ty T U4 = RORETAHT V=7 FaEESTLHEOHZRLE
—g—O

BTN HITRRL

PUT /wsa/api/v3.0/system admin/system setup wizard
Host: dut058.perf8:4431
Authorization: Basic YWRtaW460Q21zY28xMjMk

"cisco_license_agreement": "accept",
"appliance mode": "standard",
"system settings": {
"hostname": "dut058.perf8",
"dns_servers": {
"dns_choice": "self",
"user_dns": [
"192.168.0.252"
]
}I
"ntp_server": {
"query interval time": 23434,
"sync_up_delay ms": 500,

"server name": "time.sco.cisco.com",
"server_auth": {
"status": "enable",
"key id": 123,
"key val": "MTIzNA==",
"key type": "shal"
}
}I
"timezone": {
"region": "Europe"

}I
"network context": {
"other proxy": "no"
}I
"network interface": {
"ml": |
"management_only": "no
"ipv4 address netmask": "10.10.194.68/24",
"hostname": "dut058.perf8"

" "
’

}I
"network 14tm": {
"wiring type": "duplex"
}I
"network routes": {
"management": {
"default gateway": "10.10.194.1"

}I
"transparent connection": {
"redirection device": "wccp_v2_ router",
"wccp_v2 router": {
"standard service id": {
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mERY o—

"status": "disable"

}
}I
"network admin": {
"passphrase": "Q21zY28xMjMk",
"mail to_addrs": ["sandhgan@cisco.com"],
"autosupport": "enable",
"network participation": {
"status": "enable",
"participation level": "standard"
}
}I

"network security": {

"global policy default action": "monitor",
"1l4 traffic monitor": "monitor",
"cisco_data security filtering": "enable"

}
HUTIEE L
204 No-content

HUoTWYIIR L2

PUT /wsa/api/v3.0/system admin/config backup server
Host: dut058.perf8:4431
Authorization: Basic YWRtaW46Q21zY28xMjMk

"network admin": {

"passphrase": "Q21zY28xMjMk",
"mail to_addrs": "sandhgan@cisco.com",
}
}
YU TILIEE 2

204 No-content

ZIZTIEH, ROAFIZOWNTIHBALET,
cBHRY —DRE (125 ~—)
MR —DEHE (128 ~—)
MEERY =B (129 X—2)

cHERY —OHIER (132 %—Y)

‘'ER) —DE]IF

TR AR B R Y v — & OREE B TE £,

ﬁ&%% GET wsa/api/v3.0/web security/decryption policies
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Web /AP |

HAR— b3t [ FEMIC OV TIZ.  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&0,
AREH%
ERAy Host, Accept. Authorization
sf__
SEANY Content-Type, Content-Length, Connection
Gf__
£l

W2, FHATREREER) > — L FORELXIETHHEOHZRLET,
HoTIL YO IRE

GET /wsa/api/v3.0/web security/decryption policies?policy names=DP1 HTTP/1.

Host: dut058.perf8:6443
Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE
{

"decryption policies": [
{
"policy status": "enable",
"policy name": "DP1",
"policy description": "",
"policy order": 2,
"policy expiry": "",
"membership": {
"identification profiles": [
{
"global identification profile": {
"auth": "No Authentication"

}

}!
"url filtering": {
"custom cats": {
"use global": [

"GM Global External No Auth Custom URL",
"Block NetFlix",
"Secure Admin Workstation Allow List",
"GM Global External Office 365 No Auth",
"MFG Allow Custom URL",
"Internet DENY Allow List",
"Mobile Link GME Ogrinal Custom URL",
"ESRS Server No Auth GME Orginal Custom URL",
"CiscoEURservers No Auth GME Oginal Custom URL"

}!
"predefined cats": {

"use global": [
"Adult",
"Advertisements",
"Alcohol",
"Arts",
"Astrology",
"Auctions",
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"Business and Industry",
"Chat and Instant Messaging",
"Cheating and Plagiarism",
"Child Abuse Content",
"Computer Security",
"Computers and Internet",
"DIY Projects",

"Dating",

"Digital Postcards",
"Dining and Drinking",
"Dynamic and Residential",
"Education",
"Entertainment",
"Extreme",

"Fashion",

"File Transfer Services",
"Filter Avoidance",
"Finance",

"Freeware and Shareware",
"Gambling",

"Games",

"Government and Law",
"Hacking",

"Hate Speech",

"Health and Nutrition",
"Humor",

"Hunting",

"Illegal Activities",
"Illegal Downloads",
"Illegal Drugs",
"Infrastructure and Content Delivery Networks",
"Internet Telephony",

"Job Search",

"Lingerie and Swimsuits",
"Lotteries",

"Military",

"Mobile Phones",

"Nature",

"News",

"Non-governmental Organizations",
"Non-sexual Nudity",
"Online Communities",
"Online Meetings",

"Online Storage and Backup",
"Online Trading",
"Organizational Email",
"Paranormal",

"Parked Domains",

"Peer File Transfer",
"Personal Sites",
"Personal VPN",

"Photo Search and Images",
"Politics",

"Pornography",
"Professional Networking",
"Real Estate",
"Reference",

"Religion",

"SaaS and B2B",

"Safe for Kids",

"Science and Technology",
"Search Engines and Portals",
"Sex Education",
"Shopping",
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"Social Networking",
"Social Science",
"Society and Culture",
"Software Updates",
"Sports and Recreation",
"Streaming Audio",
"Streaming Video",
"Tobacco",
"Transportation",
"Travel",
"Weapons",
"Web Hosting",
"Web Page Translation",
"Web-based Email"
]
}I

"state": "custom",
"update cats_action": "use global",
"uncategorized url": "use global"

}I
"web reputation": {
"state": "custom",
"score": {
"drop": [
"-10.0",
"10.0"
]I
"decrypt": [],
"pass_through": []
}I
"wbrs_no_score_action": "monitor"

}I

"default action": "use global"

}

‘'ER)—DERE

BRI BN ) v — L 2 ORELZ AT TE £

Web /AP |

M=

PUT wsa/api/v3.0/web security/decryption policies

HR— bt
g0 Y—
AEH

Web Appliance] #ZM L TS0,

AR OV TIE, [AsyncOS API - Addendum to the Getting Started Guide for Secure

BERAY
Gf__

Host, Accept. Authorization

[HEEAN Y
Gf__

Content-Type, Content-Length, Connection

1

WIT, EHATRERE SR O — L FORELXLEET DL HEOHE R LET,

YT YU IR B
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mexys—oem [

PUT /wsa/api/v3.0/web_security/decryption policies HTTP/1.1
Host: dut058.perf8:6443

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

Content-Type: application/json

Content-Length: 1151

{
"decryption policies": [
{

"policy status": "enable",
"policy name": "DP1",
"policy description":
"policy order": 1,
"policy expiry": "12/2/2024 22:00",
"membership": {

"identification profiles": [

{

wn
’

"profile name": "AllowISEIdentity",
"auth": "No Authentication”

1
}I

"web reputation": {

"state": "custom",
"score": {
"drop": [
"-10.0",
"5.0"

]I
"pass_through": [

] 117.0111
"10.0"
}I
"wbrs_no_score_action": "drop"
}I
"default action": "pass_through"

}
}

HUTILEE

204 (No-content)

‘5K >—mniEm
AR E TR Y o — & ZORELXBIMTEETS,

ﬁ&gg POST wsa/api/v3.0/web security/decryption policies

HAR— b3t [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #ZBE LT 7280,
AEM

ERAy Host, Accept, Authorization
5

&N Y Content-Type, Content-Length, Connection
Gf__
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Wiz, HEHAFREREER) — FORTEEZBINT 5 HFEOHZ R LET,
BT YH IR

POST /wsa/api/v3.0/configure/web security/decryption policies HTTP/1.1
Host: dut058.perf8:6443

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

Content-Type: text/plain

Content-Length: 1518

"decryption policies": [
{

"policy status": "enable",
"policy name": "DP1",
"policy description":
"policy order": 1,
"policy expiry": "12/2/2024 22:00",
"membership": {

"identification profiles": [

{

wn
’

"profile name": "AllowISEIdentity",
"auth": "No Authentication”

}I
"url filtering": {
"custom cats": {
"use_global": [

"GM Global External No Auth Custom URL",
"Block NetFlix",
"Secure Admin Workstation Allow List",
"GM Global External Office 365 No Auth",
"MFG Allow Custom URL",
"Internet DENY Allow List",
"Mobile Link GME Ogrinal Custom URL",
"ESRS Server No Auth GME Orginal Custom URL",
"CiscoEURservers No Auth GME Oginal Custom URL"

}I
"predefined cats": {
"use_global": [

"Adult",
"Advertisements",
"Alcohol",
"Arts",
"Astrology",
"Auctions",
"Business and Industry",
"Chat and Instant Messaging",
"Cheating and Plagiarism",
"Child Abuse Content",
"Computer Security",
"Computers and Internet",
"DIY Projects",
"Dating",
"Digital Postcards",
"Dining and Drinking",
"Dynamic and Residential",
"Education",
"Entertainment",
"Extreme",
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"Fashion",

"File Transfer Services",
"Filter Avoidance",
"Finance",

"Freeware and Shareware",
"Gambling",

"Games",

"Government and Law",
"Hacking",

"Hate Speech",

"Health and Nutrition",
"Humor",

"Hunting",

"Illegal Activities",
"Illegal Downloads",
"Illegal Drugs",

mexys—oem [

"Infrastructure and Content Delivery Networks",

"Internet Telephony",
"Job Search",

"Lingerie and Swimsuits",
"Lotteries",

"Military",

"Mobile Phones",
"Nature",

"News",

"Non-governmental Organizations",

"Non-sexual Nudity",
"Online Communities",
"Online Meetings",

"Online Storage and Backup",
"Online Trading",
"Organizational Email",
"Paranormal",

"Parked Domains",

"Peer File Transfer",
"Personal Sites",
"Personal VPN",

"Photo Search and Images",
"Politics",

"Pornography",
"Professional Networking",
"Real Estate",
"Reference",

"Religion",

"SaaS and B2B",

"Safe for Kids",

"Science and Technology",
"Search Engines and Portals",
"Sex Education",
"Shopping",

"Social Networking",
"Social Science",

"Society and Culture",
"Software Updates",
"Sports and Recreation",
"Streaming Audio",
"Streaming Video",
"Tobacco",
"Transportation",
"Travel",

"Weapons",

"Web Hosting",

"Web Page Translation",
"Web-based Email"
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1
}I

"state": "custom",
"update cats_action": "use global",
"uncategorized url": "use global"

}I

"

web reputation": {
"state": "custom",
"score": {
"drop": [
"-10.0",
"10.0"
]I
"decrypt": [],
"pass_through": []
}I

"wbrs_no_score_action": "monitor"

}I

"default action": "use global"

}
HUTILE

204 (No-content)

‘'SR O—DHEIRKR

IR R B R Y v — £ Z OREEHIRTX £,

M=

DELETE wsa/api/v3.0/web security/decryption policies

HR— bt
20—
AEH

AR OV TIE, [AsyncOS API - Addendum to the Getting Started Guide for Secure
Web Appliance] ZZM L TS 7230y,

BERAY
éf__

Host, Accept. Authorization

&N Y
Gf__

Content-Type, Content-Length, Connection

1

wIT, FEATRERESRY o — L ZORELHIGT 2 FEOHEZ R LET,
HoTIL YO ITRE

DELETE /wsa/api/v3.0/web security/decryption policies?policy names=DP1l,DP2,DP3 HTTP/1.
Host: dut058.

perf8:6443

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

SO TIRE
{

"success list": [

{

"status": 200,
"message": "success",
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| web /A API

}
] r

r—5+1vutys— I

"policy name": "DP1"

"status": 200,
"message": "success",
"policy name": "DP2"

"failure list": [

{

"status": 404,

"message": "policy name does not exist.",
"policy name": "DP3"
}
] 4
"success count": 2,
"failure count": 1

IW—T a2V TR)o—
T, RONFIZOWTHALET,

I—F 4 TR —OFE (133 2—)

=T 4 IR —DEH (134 L—)

e —TF 4 TR —DEM (135 2—)

=T 4 R Y —DHIE (136 2—)

W—T 4 VTR )O—0OmEG
WENDHR) —ZOBEIZL I N—T 4 TR —DY A NEBGTEET,

ﬂ&gg GET wsa/api/v3.0/web security/routing policies

HR— b3t [ FEMICHOVWTIE,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] # B L T 72 &0,

ARt

BERAY Host, Accept, Authorization

g

BN Y Content-Type, Content-Length, Connection

g

il

WIZ, IRENARY —ZOREIZLON—FT 4 THRY =DV A N EEST 5 FEOH %

RLET,

HOTLIVIITRbE
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Web F API
B rkiv—ozm

GET /wsa/api/v3.0/web security/routing policies?policy names=RP1 HTTP/1.1
Host: wsa353.csl1:4431
Authorization: Basic YWRtaW5DaXNjbzEyMyQ=

HUTILE
{

"routing policies": [

{

"policy description": "test protcol policy",
"ip spoofing": "Do not use IP Spoofing",
"policy order": 1,

"policy status": "enable",

"policy name": "RP1",

"membership": {

"identification profiles": [
{
"global identification profile": {
"auth": "No Authentication"

}

]

b

"routing destination": {
"upstream proxy group": "use global"

}

=T 4 2IR)—DERE
N—TF 4 2 IR Y= L EDRIESA = KDY A N EERTEET,

ﬁ&gg PUT wsa/api/v3.0/web security/routing policies
HR— b3t | FEMIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] ZHR LT 7280,
AR
ERAy Host, Accept, Authorization
S
EEAY Content-Type, Content-Length, Connection
yp g
H—
£l

WIZ, =T 4 VTRV —EZOREXA T —RFDIU A NEEFTLHEOHZRLET,
HoTIL YO ITRE

PUT /wsa/api/v3.0/web security/routing policies HTTP/1.1
Host: wsa353.csl1:4431

Authorization: Basic YWRtaW5SDaXNjbzEyMyQ=

Content-Type: application/Jjson

Content-Length: 621

{

"routing policies": [
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| web /A API
n—7 1oy s—onemn [

"policy status": "enable",

"policy name": "RP2",

"policy description": "test protcol policy",
"policy order": 1,

"membership": {

"identification profiles": [

{

"profile name": "ID1",
"auth": "No Authentication"
}
]
}I
"ip spoofing": "IP1",
"routing destination":{
"upstream proxy group": "UPProxyl"

}

}
YU TIVEE
204 (No-content)
W—T a4 TR ) —niEM
N—=TFT 4 TR =L ZORESA B—RFOY A FZBMTEET,

ﬁ&gg POST wsa/api/v3.0/web security/routing policies
HR— b3t | FEMIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] ZHR LT 7280,
AR
ERAy Host, Accept, Authorization
g
SN ontent- e. Content-Length, Connection
BN C Type., C Length, C i
g—
!l

WIZ, =T 4 VTRV —EZOREXA T — DU A FNEBINT 5 HEOHZRLET,
HoTIL YO ITRE

POST /wsa/api/v3.0/web security/routing policies HTTP/1.1
Host: wsa353.csl1:4431

Authorization: Basic YWRtaW5DaXNjbzEyMyQ=

Content-Type: application/json

Content-Length: 561

{
"routing policies": [

{

"policy status": "enable",
"policy name": "RP1",
"policy description": "test protcol policy",

"policy order": 1,
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B okus—oumr

"membership": {
"identification profiles": [
{
"profile name": "global identification profile",
"auth": "No Authentication”

1
}I

"ip spoofing": "Do not use IP Spoofing"

}

YU TIVEE
204 (No-content)

IW—T 1 VTR —DHIR

Web F API

HIBR T 2R o —HDREICLON—T 4 TR =D U X FEHIBRTE £,
ﬁ&gg DELETE wsa/api/v3.0/web security/routing policies
HiR— b3 | FEIC OV TIE,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] ZHR LT 7280,
AR
ERAy Host, Accept, Authorization
S
EEAY Content-Type, Content-Length, Connection
yp g
5H—
£l

wIZ, HIRT 2R > —ZOREICLONV—T 4 7 HRY >—D U R NZHIBRT 5 FEOH %

/j—_\.]\/iﬁ—o
YUTILYIIRE

DELETE /wsa/api/v3.0/web_security/routing policies?policy names=RP1 HTTP/1.1

Host: dut058.perf8:6443
Authorization: Basic YWRtaW5DaXNjbzEyMyQ=
YUTLEE

{
"success list": [

{

"status": 200,
"message": "success",
"policy name": "RP1"
}
1,
"failure list": [
{
"status": 404,
"message": "policy name does not exist.",
"policy name": "RP2"
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| web /A API

}
]I
"success_count": 1,
"failure count": 1

PRT—242570774)L

ZIZTIE, RONFIZHOW T LET,

CIPAT =T 4T TaT A NVOEE (137 X—)
IPARS—T 4T Ta T A NDOEFT (138 —)
cIPAS—T 4 TFua T ANDBI (138 X—3)

cIPAS—T 4T Tua T A NOHIE (139 ~<X—)

PRT—J4204570774ILOTE

pzT7—74v5707740 |

PR =T 477077 ANEZTOREIAa—RKOY A NERETEET,

ﬂ&gg GET wsa/api/v3.0/web security/ip spoofing profiles

HR— b3t [FEMICHOWVTIX,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #HBH L T 72 &0,

ARt

BERAY Host, Accept, Authorization

g

BN Y Content-Type, Content-Length, Connection

g

il

WIZ, IPATS =T 477077 ANVEFORESA T — DU A NETET D HEOH &R

LET,
H$OTLIVIITRbE

GET /wsa/api/v3.0/web security/ip spoofing profiles?profile names=spoof2, spoof3

Host: dut058.perf8:4431

Authorization: Basic YWRtaW46Q21zY28xMjMk
YU TEE

{

"ip spoofing profiles": [

{

"profile name": "spoof3",
"ip address": "1.1.1.1"
}l
{
"profile name": "spoof2",
"ip address": "2001:420:80:1::15"
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Web /A API |
B rxi—>ivv7arr1r0zE

PRT—20425787714ILDEE

PR =T 477077 ANEZTOREIA B —RKOY A NEEETEET,

ﬂ&gﬁ PUT wsa/api/v3.0/web security/ip spoofing profiles
HR— b3t | FEMC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] Z#HHE LT 7280,
ARt
BERAY Host, Accept, Authorization
5
&Ny Content-Type, Content-Length, Connection
5
£l
WIZ, [PARAT =T 4770 T 7 A )V EZDRESA B — O YR NEEE HHEOHIZIR
L/ i ﬁ‘o

HOTLYVIITRbE

PUT /wsa/api/v3.0/web security/ip spoofing profiles
Host: dut058.perf8:4431
Authorization: Basic YWRtaW460Q21zY28xMjMk

{
"ip spoofing profiles": [

{

"profile name": "spoofl"
}I
{
"profile name": "spoof2",
"new profile name": "newspoof2"
}I
{
"profile name": "spoof3",
"new profile name": "newspoof3",
"ip address": "2001:420:80:1::15"

HUTILEE

204 (No-content)

PRT—TJ4204570774ILDEM

PR =T 477077 ANEZTOREIA B —RKOY XA NEBMTEET,
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| web /A API

PRI—7 42570774 L0EE ||

ﬂ&gg POST wsa/api/v3.0/web security/ip spoofing profiles
HR— b3t | FEMICHOWVWTIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] # B L T 72 &0,
ARt
BERAY Host, Accept, Authorization
g
BN Y Content-Type, Content-Length, Connection
g
il

WIS, [PRT =T 477077 AN EZDRENA 1— RO Y R+ &2IBINT 5 5EOH 2R

LET,

HYOTLYVIITRbE

POST /wsa/api/v3.0/web security/ip spoofing profiles
Host: dut058.perf8:4431
Authorization: Basic YWRtaW46Q21zY28xMjMk

{

"ip spoofing profiles": [

{

"profile name": "spoofl",
"ip address": "1.1.1.1"
}l
{
"profile name": "spoof2",

"ip address": "2001:420:80:1::15"

HUTILEE

204 (No-content)

PRT—242570774ILDHIK

IPAS =T 4207077 ANEFDRTENAT—FROY A NEHIBRTEET,

ﬂ&gg DELETE wsa/api/v3.0/web security/ip spoofing profiles

HR— b3t [ FEMICHOWVWTIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #ZBH L T 72 &0,

ARt

BERAY Host, Accept, Authorization

A

BN Y Content-Type, Content-Length, Connection

g
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Web /AP |
| R

1
WIZ, [PARAT =T 477077 A ) EZDRESA v— O U R MZHIERY 2 HEOHIZ R
L/ij‘o

YT VI IR B

GET /wsa/api/v3.0/web _security/ip spoofing profiles
Host: dut058.perf8:4431
Authorization: Basic YWRtaW460Q21zY28xMjMk

HUTIEE
{

"success list": [
{
"status": 200,
"message": "success",
"profile name": "spoof4"
}
] 4
"failure list": [
{
"status": 404,

"message": "profile name 'spoof5' doesn't exist",
"profile name": "spoof5"
}
]I
"success_count": 1,
"failure count": 1

BEITAI
ZITIE, ROWFIZOWTHIILET,
« WAL 7 7 A VOB (140 ~—2)
ML T 7 ANVDEE (141 ~—)
ML T 7 ANDEIG— Ny 7T v TERE (143 X—)
LT FANDELT— Ny 7T v TEE (143 X—2)

HERT T ANDOEFE V-t b (145 =)

BT 7 1L
Secure Web Appliance THE 7 7 A V& X 7 m— R jRfF, £idr— RT&EET,

ﬁ&gg GET wsa/api/v3.0/system admin/configuration file

HR— b3t | FEMIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure

D)) — | Web Appliance] ZZ LT 7280,
AR
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| web /A API
w71 rozE |

BERAY Host, Accept, Authorization
Gf__

REEAN Y Content-Type, Content-Length, Connection
g

il

RIZ, Secure Web Appliance THERRZ 7 A V& X 7 a— R Rf7F, £72idn— K32 H5ED
BlaRLET,

HUTILYHY IR

curl --location --request GET
'https://wsa308.csl:4431/wsa/api/v3.0/system admin/configuration file?mail to=xyzl23@cisco.com'
--header 'Authorization: Basic YWRtaW46Q21zY29AMTIz'

Sample Response:

{

"message": "config sent to these mails: ['xyzl23@cisco.com']"
}

BRI 7AILDOERE
Secure Web Appliance THERX 7 7 A VE X D m— R R{F, £70iin— FT&EET,

W= PUT wsa/api/v3.0/system admin/configuration file
HAR— b3t [FEMIC OV TIZ.  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] B LT 72 &0,
AEH
ERAY Host, Accept, Authorization
Gf__
BN Y Content-Type, Content-Length, Connection
éj__
151l
RIZ, Secure Web Appliance THEL 7 7 A V& X 7 v a— K RfF, £l2idn— KT 5 HED
iz R L ET,
oIV YI TR
curl --location --request PUT
'https://wsa308.csl:4431/wsa/api/v3.0/system admin/configuration file' --header
'Authorization: Basic YWRtaW46Q21zY29AMTIz' --form 'action="save"'
YU TEE
{
"message": "Saved Successfully."
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Web /AP |
B 7757 2071 LoxR

TISATVAERIT 71 ILDERT
Secure Web Appliance (ZPR1F AV TW O FIREZRAERL T 7 A VAR R TEE T,

ﬁ&gﬁ GET wsa/api/v3.0/system admin/appliance config files
HR— b3t | FEMic oW TIE.  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD'))— | Web Appliance] #ZHR LT 72 &0,
AEM
ERAY Host, Accept, Authorization
Gf__
&Ny Content-Type, Content-Length, Connection
g
!l
RIZ, Secure Web Appliance (ZfRfF AV TW DM HATREZR AL 7 7 A V& KT D HIEOE %
i—\‘ L/ i hd‘o
YT YY IR+
curl --location --request GET
'https://wsa308.cs1:4431/wsa/api/v3.0/system admin/appliance config files' --header

'Authorization: Basic YWRtaW46Q21zY29AMTIz'

YU TILIEE
{
"appliance config files": [

"EUN_DEFAULT.tar.gz",
"S600V-4229463E3D1973742FFF-274CC33B68AB-20210623T062911-14.5.0-253.xml.audit_bkp.gz",
"S600V-4229463E3D1973742FFF-274CC33B68AB-20210623T114735-14.5.0-253.xml.audit_bkp.gz",
"S600V-4229463E3D1973742FFF-274CC33B68AB-20210623T114850-14.5.0-253.xml.audit_bkp.gz",

"S600V-4229463E3D1973742FFF-274CC33B68AB-20210624T051947-14.5.0-253.xml.audit _bkp.gz",

"S600V-4229463E3D1973742FFF-274CC33B68AB-20210624T052026-14.5.0-253.xml.audit _bkp.gz",
"S600V-4229463E3D1973742FFF-274CC33B68AB-20210624T052309-14.5.0-253.xm1",

"S600V-4229463E3D1973742FFF-274CC33B68AB-20210624T064846-14.5.0-275.xml.audit bkp.gz",
"S600V-4229463E3D1973742FFF-274CC33B68AB-20210624T091022-14.5.0-275.xml.audit _bkp.gz",
"S600V-4229463E3D1973742FFF-274CC33B68AB-20210624T091225-14.5.0-275.xml.audit _bkp.gz",
"S600V-4229463E3D1973742FFF-274CC33B68AB-20210624T091249-14.5.0-275.xml.audit bkp.gz",

"S600V-4229463E3D1973742FFF-274CC33B68AB-20210624T091451-14.5.0-275.xml.audit _bkp.gz",
"S600V-4229463E3D1973742FFF-274CC33B68AB-20210624T091603-14.5.0-275.xml.audit_bkp",

"config.dtd"
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| web /A API

BRI 7AIVORE—IN\Y I 7 v TEHEE

BRI 74 LomE—r vs7 v T%E [

RIENY 7T v T —="—DIHEORELRFTE £,

ﬂ&gﬁ GET wsa/api/v3.0/system admin/config backup server

HR— b3t | FEMIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD') ) — | Web Appliance] #ZHR LT 72 &0,

AR

ERAY Host, Accept, Authorization

5

EEAY Content-Type, Content-Length, Connection

; ¥p g

5
¢l

WIZ, RENY 7T T —="—DBHED

UL S IR

GET /wsa/api/v3.0/system admin/config backup server
Host: dut058.perf8:4431
Authorization: Basic YWRtaW460Q21zY28xMjMk

HUTIEE L

{

"config

}

backup_status": "disable"

HBUTIWYHGITRAR2

GET /wsa/api/v3.0/system admin/config backup server
Host: dut058.perf8:4431
Authorization: Basic YWRtaW46Q21zY28xMjMk

HUTILEE 2

{

"config backup_settings": {

"save_ passphrase": false,
"retrieval method": "ftp push",
"ftp settings": {
"directory": "/data/db",
"username": "sandhgan",

"ftp host": "dut058.perf8"

B ID7AIVDEE—N\Y I T v ITHRE
BENY I T o TP N—DBIEOREEEETEET,

M=

PUT wsa/api/v3.0/system admin/config backup server
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Web F API |
. BRI7FAILDERE—NY I Ty TEHE

HiR— bR BRI OV T, [ AsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&0,
AREH%
ERAy Host, Accept. Authorization
éf__
SEANY Content-Type. Content-Length, Connection
sf__
1

WIZ, BENY I T v T —NR—OBEOHREEEETT D HEOHEZRLET,
oINS TRML

PUT /wsa/api/v3.0/system admin/config backup server
Host: dut058.perf8:4431
Authorization: Basic YWRtaW460Q21zY28xMjMk

"config backup status": "enable",
"save passphrase": false,
"retrieval method": "scp push",
"scp_settings": {
"scp_host": "dut058.perf8",
"directory": "/data",
"username": "sandhgan",
"host key checking": {
"status": "enable",
"key method": "auto",
"SSh key": mwn

HUTILEE 1
{

"SSH Key": "ssh-dss

root@dut058.perf8"

}
HBUTIWYHGITRAR2

PUT /wsa/api/v3.0/system admin/config backup server
Host: dut058.perf8:4431
Authorization: Basic YWRtaW460Q21zY28xMjMk

"config backup_ status": "enable",
"save_ passphrase": false,
"retrieval method": "ftp push",

"ftp settings": {
"ftp host": "dut058.perf8",
"directory": "/data/db",
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| web /A API

w77 LozE—Utyt

"username": "sandhgan",
"passphrase": "Q21zY28xMjMk"
}
}
Y UTIIEE 2

204 No-content

B OD7A4ILDEE—

O AV

BREEZVEY NTHE, Ry 7 AOFREN TIHHMREOFREICV By hanvET, #k~7 7 A

IV T A R D RE LS

)

IHEHSNET,

GE)  BEDOVEY MI, VAT AR TRAZ AU AN=TRWGAICEREDOLNETTEET,
AR OREEZVEY NTDE TTIATUARTHEHMROREICREY £9 IPT RLALET) .
MT®%¢%£ﬁ¢émumﬁ%%f¢é LR HERE L £7,

= PUT wsa/api/v3.0/system admin/configuration file

HAR— b3t [ FEMICOVTIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure

KD')J— | Web Appliance] # B L T 72 &0,

AE%

BERAY Host, Accept, Authorization

H—

EEEAN Y Content-Type, Content-Length, Connection

g

!l

W, Ry 7 ZADOFRIE & T iR o

Uty FTLHEOHIEZRLET,

S
DEXTE

HOTLJVIITRbE

curl --location --request PUT
'http://wsa301l.cs1:6080/wsa/api/v3.0/system admin/configuration file' \

—--header

-—-form
-—-form

'Authorization: Basic YWRtaW4e6aXJvbnBvcnQ=' \

'action="reset"' \
'reset network settings="True"'

HUTILEE

{

"message":

}

"All settings have been restored to the factory defaults."
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| JEEIIN

BSELIL L

Z 2T, IROWNBITHOWTEA L E4,

CERFHL LIV AL —H A

SREE LIV LR E DERF

FEE L L A

SEEL LAY —H A

BEOIFT (146 ~—2)
RRE L /L DRGE DB (147 ~—2)
7 m—VRRERE DR (150 ~—2)
7 a—SVRRRERE DL (151 ~—)

PBREV VAL — U ARREDIEN (149 X—)

BRTEDETE (149 <—)

BREORUE (148 =X—)

Web /AP |

PRE LV AR E R KRB L OB TE £ T,
W= GET wsa/api/v3.0/network/auth_realms
HAR— b3t [FEMIC OV TIZ.  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D))= | Web Appliance] #ZM LT 72& W,
AR
ERAY Host, Accept, Authorization
g
[ =2 Content-Type, Content-Length, Connection
Y -
1

I, FRE LV LRRIE 2 R B KOG T 5 HIEOH 2R L E£7,

HBUTILYYIR

curl --location --request GET

'https://wsa308.csl:6443/wsa/api/v3.0/network/auth realms?realm names=adl' --header

'Authorization:

HUTILRE

{

Basic YWRtaW46Q21zY29AMTIz'

"auth realms": [

{

"ad account":
"domain joined": false,

"ad

"trusted domain lookup enabled": true,

{

"computer acount": "Computers",

"ad domain":

server":

{

"ABCD2121.COM"
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| web F8 API
nnunE l/)l«_/_xuxid);_hl] .

"interface": "Management",
"servers": [
{
"host": "xyz234.com"
}
]
}I
"scheme": [
"Negotiate",
"NTLMSSP",
"Basic"
] 4
"type": "AD",
"name": "adl"

nu,\nIE I/)L-L\-QE@LjJD
FORE LV AR TE A KRB L ONBIITCE 77,

ﬂ&gg POST wsa/api/v3.0/network/auth sequences
HR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD') ) — | Web Appliance] #ZMR LT 72 &0,
ARt
BERAY Host, Accept, Authorization
H—
&Ny Content-Type, Content-Length, Connection
g
£l

WIZ, ALV IV AR E 2 FoRB X ONBINT 5 FEOFI 2R L E9,
HUTIL YL IR R

curl --location --request POST
'https://wsa308.csl:6443/wsa/api/v3.0/network/auth _sequences' --header 'Authorization:
Basic YWRtaW46aXJvbnBvcnQ=' --header 'Content-Type: application/json' --data-raw '{

"auth_ sequences": [
{
"schemes": {
"Kerberos": [
"myADRealm"
]l
"Basic": [
"myRealm",
"myADRealm"
]
}I

"name": "myAuthSequence2"
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Web F APl |
. REELIVLY =7 Y RAREDRSE

YU TIVEE
204 No-content
FRRE LIV LY —r U RAERTEDRF

FORE LV D= VAR E R R B L OERE TE £,

ﬁ&gg GET wsa/api/v3.0/network/auth sequences
HR— b3t | FEMIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] ZHR LT 7280,
AE%
ERAy Host, Accept, Authorization
Hg—
&N Y Content-Type, Content-Length, Connection
Hg—
!l

WIZ, SBREV IV ALY — VU AR EEZRTAB L OET T 5 HEOHZRLET,
HoTIL YO ITRE

curl --location --request GET 'https://wsa308.csl:4431/wsa/api/v3.0/network/auth sequences'
--header 'Authorization: Basic YWRtaW46aXJvbnBvcnQ="

SO TIRE

"auth sequences": [
{
"schemes": {

"Kerberos": [
"myADRealm"

1,

"NTLMSSP": [
"myADRealm"

1,

"Basic": [
"myRealm",
"myADRealm",
"myBasicRealm"

]

b

"name": "All Realms"
b
{

"schemes": {

"Kerberos": [
"myADRealm"

1,

"Basic": [
"myRealm",
"myADRealm"
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| web /A API
nun]._tl/}l/.L\/ TR xi@ZE .

1
}I

"name": "myAuthSequence"

l:m.\nIE LILLY— b-JXEQEO)%E
ALV IV —r VAR TEERTRBLOEE TEET,

M= PUT wsa/api/v3.0/network/auth sequences
HR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD'))— | Web Appliance] #ZMR LT 72 &0,
ARt
BERAY Host, Accept, Authorization
H—
&N Y Content-Type, Content-Length, Connection
g
£l

WIZ, FREY—7  RE RE & BRI D HIEOH &R LET,
YT Y IR

curl --location --request PUT 'https://wsa308.csl:6443/wsa/api/v3.0/network/auth sequences'
--header 'Authorization: Basic YWRtaW46aXJvbnBvcnQ=' --header 'Content-Type:
application/json' --data-raw '{
"auth_ sequences": [
{
"schemes": {
"Basic": [
"myRealm",
"myADRealm",
"myBasicRealm"
]
}I

"name": "myAuthSequence2"

}Y
YU TIVEE
204 No-content
n:L,\nIE I/)l/-l-\/ I7-/X EO)L”D
RRELV IV N — I VAR E R B LB TE £ 7,

M= POST wsa/api/v3.0/network/auth sequences
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. ga—/\)L

5 a— L REERE OIS

FERTATREZ e 7 e — XL EHEFRR TE DR & |

i

BEORE

Web /AP |

HiR— bR BRI OV T, [ AsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&0,
AREH%
ERAy Host, Accept. Authorization
éf__
SEANY Content-Type. Content-Length, Connection
sf__
1
WIS, BREV IV DY — 7 U ARE L FRB L OB 25 EOHZ R L ET,

HoTIL YO IRE

curl --location --request POST
'https://wsa308.csl:6443/wsa/api/v3.0/network/auth sequences' --header 'Authorization:

Basic YWRtaW46aXJvbnBvcnQ="

--header

"auth sequences": [

{

3!

"schemes": {

"Kerberos": [
"myADRealm"

1,

"Basic": [
"myRealm",
"myADRealm"

]

I

"name": "myAuthSequence2"

HUTILEE

204 No-content

H—_R—ZDBE L OB ELTETX ET,

'Content-Type: application/json'

-—-data-raw '{

FBIEN—2Z U TTL, 7 LT v VOGS L, ~v

Eﬁgg GET wsa/api/v3.0/network/global auth setting

HiR— bt | B oV TIE, [ AsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&0,

AR

ERAy Host, Accept. Authorization

g

RNy Content-Type, Content-Length, Connection

sf__
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| web /A API

7“ A—y \}l/ununl—tgai

ERAAREZR 7 v — S )VEHGERR EDFEM E . FRFEN—2 U TTL, 7 LT v ¥ ¥ L DRF 1L,

1

TO—NILERIREDEE .

/4N 7 v — /3 )LEREE %&ﬁ%ﬁ?%#éﬁ{f@{ﬂ%% LET,
HBUTILYHYIRE

GET /wsa/api/v3.0/network/global auth setting HTTP/1.1
Host: wsa353.csl1:4431
Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE

{

"global auth settings": {
"failed auth handling": "UserSubmitted",
"re authentication": "disabled",

"bagic_auth_token_ttl": 3600,
"action auth service unavailable": "Permit",
"auth settings": {

OEE

"ssl certificate": {
"country": "IN",
"basic constraints": "Critical",
"org unit": "WSA",
"expiry date": "Jun 16 11:43:16 2041 GMT",
"common name": "Cisco",
"org": "Cisco"
by
"header based authentication": {
"xauth std user": {
"text format": "ASCII",
"Binary encoding": "No Encoding"
by
"xauth_std group": {

"text format": "ASCII",

"Binary encoding": "No Encoding"
b
"xauth use group header": "enable",
"xauth header mode": "standard",
"xauth retain auth egress": "enable",
"xauth _header based auth": "enable"

b

"credential cache options": {
"client ip idle timeout": 3600,
"surrogate timeout": 3600

b

"redirect hostname": "komal.komal",

"credential encryption": 1,

"Restriction Timeout": 3601,

"https redirect port": 443

B —=_—2ADBIER EDORELEETEET,

N

ME

PUT wsa/api/v3.0/network/global auth setting
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Web /AP |
B umbrea v—2 Lz 10

YiR— bxt | EEfc oV TlE . WAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&0,
AREH%
ERAy Host, Accept. Authorization
éf__
GENY Content-Type, Content-Length, Connection
sf__
1

WIZ, 78— S )VBGER E X BRI 5 HiEOFZ R L ET,
HoTIL YO IRE

PUT /wsa/api/v3.0/web_security/umbrella seamless_id HTTP/1.1
Host: wsa353.csl1:4431

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

Content-Type: Content-Type: multipart/form-data

HUTILEE

204 No-content

Umbrella > —L L X ID
COWETIEH, KO FE Y 7 ERANET,
¢ Cisco Umbrella > — XA L 2 ID O FE (152 ~<—)

e Cisco Umbrella > — AL L A ID OZEFH (153 ~_—)

Cisco Umbrella ~— L L X ID DERE

TF1ET % Cisco Umbrella > — A L A ID OFEfM L, R A b, R— k., i ID 72 E O E % i
TEET,

W= GET wsa/api/v3.0/web_security/umbrella seamless_id

HR— b3t [ FEMICHOWVTIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure

KD ') ) — | Web Appliance] Z#Z R L TL 7280,
ARt

BERAY Host, Accept, Authorization
sf__

BN Y Content-Type, Content-Length, Connection
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| web /A API
Cisco Umbrella >— L L2 D 0ZzE [

1

WIZ, 1F4E9 5 Cisco Umbrella > — AL A ID DFFME . RA M, RN— b, M ID R EXORT
ZEUGT 5 HEOFEZRLET,

YT VI IR B

GET /wsa/api/v3.0/web security/umbrella seamless_id HTTP/1.1
Host: wsa353.cs1:4431
Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE
{

"cisco_umbrella seamless_id": ({
"swg_proxy": {
"host": "54.185.245.81",
"ports": [
"80, 443"
]
}I
"org_id": "4709668"

Cisco Umbrella >~— L L X ID DEE

1F1E$ % Cisco Umbrella > — A L A ID OFEfME . RA M, R—F, M#RID 2 EORTEEE

TEET,
W= PUT wsa/api/v3.0/web security/umbrella seamless id
HR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD') ) — | Web Appliance] #ZMR LT 72 &0,
ARt
ERAY Host, Accept, Authorization
5
&N Y Content-Type, Content-Length, Connection
5
£l

WIZ, 1F4E9 5 Cisco Umbrella > — AL A ID DFFMIE . RA M, RN—F, M ID R EORTE
EET L HEOFEZRLET,

YT YVIITRE

PUT /wsa/api/v3.0/web security/umbrella seamless id HTTP/1.1
Host: wsa353.cs1:4431

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

Content-Type: application/json

Content-Length: 1151

{

"cisco umbrella seamless id": {
"swg _proxy": {
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Web /A API |
B umbrea o —L L2 D 0T R FOEF

"host": "54.185.245.81",
"pOrtS"Z ["80", 1144311]

}I

"org_id": "4709668"

HUTILE

204 (No-content)

Umbrella — L L X ID DEE TR FDEFT

Umbrella > — AL X ID OEFT A M EZETTEET,

ﬁ&gg GET wsa/api/v3.0/web security/swg connectivity test
HR— b3t | FEMIC oW TIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] ZHR LT 7280,
AEM%
ERAy Host, Accept, Authorization
éf__
&N Y Content-Type, Content-Length, Connection
g
!l

KIZ. Umbrella > — A L 2 ID OFEENT 2 M2 ETT5 HEOHZRLET,
HoTIL YO ITRE

GET wsa/api/v3.0/web security/swg connectivity test HTTP/1.1
Host: wsa353.csl:4431

Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

Query Paramteres: host: wsa353.csl

Ports: 11
YU TIVEE

{
"swg_connectivity test:": [

{

"host": "wsa353.csl",
"port 11": {
"status": "Failed",
"message": "Connection to ip and port is refused. Connection to the SWG

Proxy failed. "
I
"certificate validation": {
"message": "Connect Exception: Error opening publickey fetch server URL.
Certificate validation failed. "

}
}
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| web /A API

4 217 DNSSec 5%

ZZTIE. IROWNBITHOWTEA L E4,

t % 27 DNSSec

zz I}

« ¥ =27 DNSREDOHFE (155 ~—2)
c X 27 DNSHEDEHE (155 ~—)
+ % 27 DNS REDEREF
¥ 27 DNS REA AR E TS L2 LN TEES,
ﬁ%gg GET wsa/api/v2.0/configure/network/dns/dnssec
HAR— b3t [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] # B L T 72 &0,
AR
BERAY Host, Accept, Authorization
g
REEAN Y Content-Type, Content-Length, Connection
g
!l

RIZ, BF =27 DNS REZ AN E TR T 5 5EOB 2R LET,

HOTLYVIITRbE

"res data": {
"secure dns":
}I
"res message":
"res code": 200
}

X217 DNSEREDEE

false

"Data received successfully.",

X 27 DNS REXENE TN TH LN TEXET,

M=

PUT wsa/api/v2.0/configure/network/dns/dnssec

HR— bxt
20—
AEMH

FEHIZ OV T,
Web Appliance] Z#ZM L T 7Z X0y,

[ AsyncOS API - Addendum to the Getting Started Guide for Secure

BERAY
sf__

Host, Accept, Authorization
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Web /AP |
. Identity Service Engine

&Ny Content-Type, Content-Length, Connection
Gf__

451

wIZ, X =27 DNS REZ AN E I ITENTT B HEOH ZRLET,
HoTIWI) IR —tF217 DNSOHEZE

{

"secure_dns": true

}

S TInE—tF 17 DNSOEME
{

"res data": {
"update success": [
{
"secure dns": true
}
]
}!
"res message": "Success: 1",
"res code": 200

}
ST TR b—tF 217 DNSDERE

"secure dns": false

YU TIEE—EF 217 DNSOEML
{

"res data": {
"update success": [
{
"secure dns": false
}
]
by
"res message": "Success: 1",
"res code": 200

Identity Service Engine
I T ROAFIZHOWTHHALET,
« Identity Service Engine D% E DG (157 ~<—2)
« Identity Service Engine DFXEDEE (158 ~<X—)
« Identity Service Engine OFEEDFEMOT v 7 m— K (159 ~—)

« Identity Service Engine DFEMEDFEMO X 7 o — K (159 ~—2)
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| web /A API

» Identity Service Engine DFLE) 7T X k DIEAT

Identity Service Engine (5% & DS .

(160 ~=—3)

Identity Service Engine 0% & D HX 15

Identity Service Engine D BIE DR E Z BfF T £,

M=

GET wsa/api/v3.0/network/ise

HiR— bt
g0 Y—
AEMH

FEHZ oW T, [AsyncOS 14.5 API - Addendum to the Getting Started Guide for
Cisco Secure Web Appliances]] # &M LT 7230,

BRAY
A—

Host, Accept, Authorization

Content-Type, Content-Length, Connection

1

RIZ, Identity Service Engine DX E % G795 HiEDOFIZ R LET,
YUTLIIIREL

GET wsa/api/v3.0/network/ise

Host:

dut058.perf8:4431

Authorization: Basic YWRtaW460Q21zY28xMjMk

HUTILEE 1

{

"ise service status": "disable"

}

HBUTIWYHGITRAER2

GET wsa/api/v3.0/network/ise
Host: dut058.perf8:4431

Authorization:

Basic YWRtaW460Q21zY28xMjMk

HUTILEE 2

{

"ers_settings": {

"status":

}l

"disable"

"wa_client cert": {

"uploaded": {
"country": "IN",
"basic_constraints": "critical",
"org unit": "WSA",
"expiry date": "Jun 16 11:43:16 2041 GMT",
"common name": "Cisco",
"organization": "Cisco"
}l
"current cert": "uploaded"
}l
"sxp_status": "enable",

"primary ise pxgrid": {
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Web /A API |
. Identity Service Engine DX ENEE

"host": "dut058.perfg8",
"certificate": {
"country": "",
"basic_constraints": "critical",
"org unit": "",
"expiry date": "Apr 1 08:15:56 2030 GMT",
"common name": "Certificate Services Endpoint Sub CA - ise-serverl2",
"organization": ""

Identity Service Engine DX ENZEE

Identity Service Engine D% E &AW T 97,

ﬁ&gg PUT wsa/api/v3.0/network/ise
HR—bx | FEC oW TiE,  [TAsyncOS14.5 API - Addendum to the Getting Sarted Guide for
RD') ) — | Cisco Secure Web Appliances] # &R L T<L 72 &0,
ARt
BERAY Host, Accept, Authorization
H—
&Ny Content-Type, Content-Length, Connection
g
£l

RIZ., Identity Service Engine D% iE Z#ZEH+ 2 FIEDHI 2R L E T,
UL UYITRE

PUT '/wsa/api/v3.0/network/ise' HTTP/1.1
Content-Type: text/plain

{
"ise service status" : "enable",
"primary ise pxgrid": {
"host": "1.2.3.3"
}l
"secondary ise pxgrid": {
"host": "1.2.3.9"
}l
"wa_client cert": {
"generated": {
"expiry duration": 60,
"country": "IN",
"basic_constraints": "not critical",
"org unit": "WSA",
"common name": "Cisco",
"organization": "Cisco"
}l
"current cert": "generated"
}l
"sxp status": "disable",
"ers_settings": {
"status": "enable",
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| web /A API
Identity Service Engine DEIBAZ D MO 7 v TO— K .

"username": "gqwer-12",
"password": "YWJJZGVmZw==",
"secondary server": "ise-serverl2.csl.devit.ciscolabs.com",
"ers_same_as_ise": false,
"port": 9061,
"primary server": "ise-serverl2.csl.devit.ciscolabs.com2"
}
}
YU IIEE

204 (No-content)

Identity Service Engine DIBAE D MO 7 v TO— F
Identity Service Engine DFEZE DM A 7 » 7' m— R T&E £,

W= POST wsa/api/v3.0/network/ise cert
HR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] ZHR LT 7280,
AR
ERAy Host, Accept, Authorization
éf__
=N Y ontent- e. Content-Length, Connection
TEEA C Type. C Length, C i
Gf__
!l

RIZ., Identity Service Engine OFEEDFEMZ T v 7' v — N2 HIEOHZ R L ET,
YT IITR ML

POST '/wsa/api/v3.0/network/ise cert?cert type=primary pxgrid' HTTP/1.1
--form 'file=Q"/C:/Users/admin/Desktop/rsa-ca.cert.pem"’

YT YIIRE2

204 (No-content)

HUTIWYHGITRAR2

POST '/wsa/api/v3.0/network/ise cert?cert type=wa client uploaded' HTTP/1.1
--form 'file=@"/C:/Users/admin/Desktop/rsa-ca.cert.pem"’'

--form 'key=@"/C:/Users/admin/Desktop/rsa-ca.key.pem"'

-—-form 'key phrase="aXJvbnBvcnQ=""

HUTIEE 2

204 (No-content)

Identity Service Engine DFIEAEDFFEMDO A H > O— F
Identity Service Engine DFEZEDFEMA XV o m— R T&E £,

M= GET wsa/api/v3.0/network/ise download cert
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Web /A API |
. Identity Service Engine MD#2&) 7 X ~ DEIT

YiR— bxt | EEfc oV TlE . WAsyncOS API - Addendum to the Getting Started Guide for Secure
D)) — | Web Appliance] B LT 72&0,
AREH%
ERAy Host, Accept. Authorization
éf__
GENY Content-Type, Content-Length, Connection
sf__
1

RIZ, ldentity Service Engine DFEEOFEMA X U v — N33 HEOHZ R L ET,
YT IITR ML

GET wsa/api/v3.0/network/ise_download cert?cert_ type=csr
Host: dut058.perf8:4431
Authorization: Basic YWRtaW460Q21zY28xMjMk

HUTILEE 1

MIICyz

YUvzpUfBmbAZblziw=

Identity Service Engine D#Z2&1T X ~ DEIT

Identity Service Engine DEBUEDFREDEE)T 2 N EETTE T,

W= GET wsa/api/v3.0/network/ise/start_test

HR— b | FEIC oW TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure

D))= | Web Appliance] #ZM LT 72&W,
AEH

BERAY Host, Accept, Authorization
5

SEEAN Y Content-Type, Content-Length, Connection

H—
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1

Identity Service Engine DA E) T X ~ DRIT .

KIZ., Identity Service Engine DHFEDHREDIELENT A b &2 FITT 5 HIEOH ZRLET,
YTV ITREL

GET wsa/api/v3.0/network/ise/start test
Host: dut054.perf8:4431
Authorization: Basic YWRtaW460Q21zY28xMjMk

BTGB L

{

"test result": "Failure",
"test logs": [

"Checking DNS resolution of ISE pxGrid Node hostname(s) ...",

"Success: Resolved 'ise-server56.csl.devit.ciscolabs.com' address: 10.10.201.56",

"Validating WSA client certificate ...",
"Success: Certificate validation successful",
"Validating ISE pxGrid Node certificate(s) ...",
"Success: Certificate validation successful",
"Checking connection to ISE pxGrid Node(s) ...",
"Trying primary PxGrid server...",
"SXP not enabled.",
"Preparing TLS connection...",
wn

4
"Completed TLS handshake with PxGrid successfully.",
wn

4

wn
’

"Trying download SGT from (https://ise-server56.csl.devit.ciscolabs.com:8910)...",

wn
’

"Able to Download 19 SGTs.",

wn
4
"Skipping all SXP related service requests as SXP is not configured.",
wn
4

won
’

"Trying download user-session from

(https://ise-server56.csl.devit.ciscolabs.com:8910)...",

}

wn
’

"Failure: Failed to download user-sessions.",
"Trying connecting to primary ERS service...",

wn
’

"Failure: Unable to communicate with ERS Server.",

wn
’

"Certificate validation error Timeout: connect timed out: 10.10.201.56:9061.

wn
’

"Failure: Connection to ISE pxGrid Node failed.",

wn

HUTILEE 2

Response Code - 400 Bad Request

{

"error": {
"message": "ers status is disabled, Unable to initiate ISE test.",
"code": "400",
"explanation": "400 = Bad request syntax or unsupported method."
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B <roz7azmieas—oay

TILD T T7RELVLEAT—3 Y

Z 2T, IROWNBITHOWTEA L E4,

TN ETRELE 2T — 3 VOFEMOIE (162 <X—)

AT THRELE 2T —2 a3 VOEMOEE (169 =—)

2T = T RIROHT 2 Y — L DB (176 ~~—3)

~ T 2 TR R Y = VOB (177 ~—)

TILD T T7RELEAT—2 3 VOFHEHOREG

TN 2T RHEAFY P —E X, Web L V2T —Y g0 —ER, BIU~/LY =754
P—EADOREDFMPEENTWEIL T V=27 FEBBTEET,

M= GET wsa/api/v3.0/security services/anti malware and reputation
HR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #ZBHE LT 7280,
ARt
BERAY Host, Accept, Authorization
5
&N Y Content-Type, Content-Length, Connection
5
£l

WIZ, VT 2T RHEAXTy P —ERA, Wbl BPaTdT—rarP—bv2x, B~ 1ro=7
S —EZADREDHEMNDEENTNDIF TV 2V N2 EFTLHEOHZRLET,

HYOTL VI IR B

GET wsa/api/v3.0/security services/anti malware and reputation HTTP/1.1
Host: dut037.perf8:4431
Authorization: Basic YWRtaW46SXJvbnBvcnRAMTIz

HUTILEE
{

"anti malware scanning services": {
"dvs_max_object size mb": 32,
"webroot": "enable",

"sophos": "enable",

"mcafee": "enable",

"mcafee heuristic scanning": "enable",
"webroot threat risk threshold": 90

}I

"web reputation_services": {

"web reputaion filtering": "enable",
"adaptive scanning": "enable"
}I

"malware analytics_services": {
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"file analysis": "enable",

"analysis file types": {
"Executables": {
"selected": [

"Access.LockFile.14 (.1db)",
"Application.Reference (.appref-ms)",
"piffile (.pif) ™,

"Exefile(.exe)"

]I

"not_selected": [

"AWFile (.aw)"

"VBEFile (.VBE) ",

"WSHFile (.WSH) ",
"Microsoft.PowerShellData.l (.psdl)",
"InkFile (.1lnk)",

"Inffile(.inf)",
"Microsoft.PowerShellScript.1l(.psl)",
"Word.Wizard.8 (.wiz)",

"JSEFile (.JSE)",

"Odcfile(.odc)",

"Htafile(.hta)",
"VisualStudio.Launcher.suo(.suo)",
"ShockwaveFlash.ShockwaveFlash(.swf)",
"Application.Manifest (.application)",
"Msi.Package (.msi)",
"FlashPlayer.AudioForFlashPlayer (.f4a)",
"Diagnostic.Perfmon.Document (.blg)",
"MSCFile(.msc)",

"Regfile(.req)",
"Microsoft.PowerShellModule.l (.psm)",
"Textfile (.wtx)",

"PowerPoint.Wizard.8 (.pwz)",
"JSFile(.3js)",
"FlashPlayer.FlashVideo (.£flv)",
"Ogyfile(.oqy)",

"OPCFile (.opc)",

"LEXFile (.lex)",

"Gmmpfile (.gmmp) ",

"Batfile(.bat)",

"MSInfoFile(.nfo)",

"Evtfile(.evt)",

"Cmdfile(.cmd)",

"Drvfile (.drv)",

"VBSFile (.vbs)",

"WebpnpFile (.webpnp)",
"Windows.IsoFile(.iso)",

"Comfile (.com)"

]

}I

"Configuration": {

"selected": [

"Hlpfile (.hlp) ",
"Diagnostic.Config(.diagcfqg)",
"Outlook.File.nk2.14 (.nk2)",
"CRTXFile(.crtx)",

"LibraryFolder (.library-ms)",
"Inifile(.ini)",
"VisualStudio.Launcher. vstasln80 (. vstasln80)",
"CLSID\\{9E56BE60-C50F-11CF-9A2C-00A0C90A90CE} (.mapimail) ",
"Hlwfile (.HIW) ",

"Aspfile(.cdx)",

"XEV.GenericApp (.xevgenxml)",
"VisualStudio.Launcher. sln71(._sln71)",
"VisualStudio.Launcher. sln70(._s1n70)",
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"JNLPFILE (.9nlp)",
"VisualStudio.Launcher. vjsxsln80 (. vjsxsln80)",
"BrmFile (.printerExport)",

"Group_wab auto_file(.group)",

"Icmfile(.icm)",

"XTPFILE (.xtp)",

"Vxdfile (.vxd)",

"Outlook.File.hol.14 (.hol)",

"Hlsfile (.H1S)",
"Hltfile (.HIT)",
"Jtpfile(.jtp)",
"Hlvfile (\H1V) ",

"GCSXFile (.gcsx)",

"Hlhfile (.H1H)",

"Ocxfile(.ocx)",

"AcroExch.SecStore (.secstore)",
"Hlkfile (.H1K)",
"MSGraph.Chart.8(.gra)",
"RDBFileProperties.l (.sfcache)",
"InfoPath.SolutionManifest.3(.xsf)",
"Scrfile(.scr)",

"Hldfile (.H1D) ",

"Wmffile (.wmf)",

"Hl1ffile (.HIF)",
"MediaCatalogMGC (.mgc) ",

"GQSXFile (.ggsx)",

"MediaCenter.MCL (.mcl)",
"Migfile(.mig)",
"InternetShortcut (.URL) ",
"Windows.gadget (.gadget) ",
"Outlook.File.ics.14(.ics)",
"MediaCenter.C2R(.c2r)",
"OneNote.TableOfContents.12 (.onetoc2)",
"Sysfile(.sys)",
"MediaCatalogMML (.mml) ",

"JobObject (.job) ",

"Emffile(.emf)",

"SavedDsQuery (.qds) ",

"

"VisualStudio.Launcher. vcsxsln80 (. vcsxsln80)",
"CSSFile(.css)",
"VisualStudio.Launcher. sln(._sln)",

"XTP2FILE (.xtp2)",

"RemoteAssistance.l (.msrcincident)",
"Microsoft.PowerShellXMLData.l (.pslxml)",
"Diagnostic.Perfmon.Config(.perfmoncfqg)",
"LpkSetup.1l(.mlc)",
"VisualStudio.Launcher. s1n80(._s1n80)",
"GrooveLinkFile (.glk)",

"Cplfile(.cpl)™,

"RDP.File(.rdp)",

"PDXFileType (.pdx)",
"Microsoft.WindowsCardSpaceBackup (.crds)",
"Cdmpfile (.cdmp)",

"Campfile (.camp)",

"PCBFILE (.pcb)",

"VisualStudio.Launcher. sln60(._sln60)",
"VisualStudio.Launcher. vbxsln80 (. vbxsln80)",
"VisualStudio.Launcher.sln(.sln)",
"Contact wab_auto file(.contact)",
"OfficeListShortcut (.o0ls)",

"Hlcfile (.H1C)",

"Wexfile (.wex) ",
"OneNote.TableOfContents (.onetoc) ",
"CABFolder (.cab)",
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"VisualStudio.Launcher. vcppxsln80 (. vcppxsln80)",
"MSSppPackageFile (.slupkg-ms)",

"CRLFile(.crl)",

"Ratfile(.rat)"

]I

"not_selected": [

"MediaPackageFile (.mpf)",
"Prffile(.prf)",
"GrooveStub (.gfs)",
"SHCmdFile (.scf)"

]

}I
"Microsoft Documents": {

"selected": [],

"not_selected": [
"Excel.TemplateMacroEnabled (.x1ltm)",
"PowerPoint.Addin.8 (.ppa)",
"VisualStudio.Launcher. vwdxsln80 (. vwdxsln80)",
"Wordhtmlfile (.dochtml)",
"PowerPoint.Template.8 (.pot)",
"Excel.OpenDocumentSpreadsheet.12 (.ods)",
"Outlook.File.ost.1l4(.ost)",
"Excelhtmlfile (.x1lshtml)",
"PowerPoint.SlideShow.8 (.pps)",
"Powerpointhtmlfile (.ppthtml)",
"Excel.Template (.x1tx)",
"Powerpointhtmltemplate (.pothtml)",
"Wordxml (.docxml) ",

"Publisherhtmlfile (.pubhtml)",
"PowerPoint.SlideShow.12 (.ppsx)",
"GrooveFile(.grv)",

"Powerpointmhtmlfile (.pptmhtml)",
"Excel.SheetBinaryMacroEnabled.12 (.x1lsb)",
"PowerPoint.Template.1l2 (.potx)",
"Hlgfile (.H1Q)",

"PowerPoint.Addin.12 (.ppam)",
"Dgyfile(.dqy)",
"PowerPoint.TemplateMacroEnabled.12 (.potm)",
"Excelhtmltemplate (.x1thtml)",
"VisioViewer.Viewer (.vtx)",

"Excel.CSV (.csv)",

"Excel.Addin (.xla)",

"PowerPoint.Show.12 (.pptx)",
"Excel.Sheet.12 (.x1lsx)",
"Word.Document.12 (.docx)",
"Outlook.File.otm.14 (.otm)",
"Powerpointxmlfile (.pptxml)",
"Word.Template.1l2 (.dotx)",
"Publisher.Document.14 (.pub)",
"Wordhtmltemplate (.dothtml)",
"Excel.SheetMacroEnabled.12 (.x1lsm)",
"PowerPoint.ShowMacroEnabled.12 (.pptm)",
"Wordhtmlfile (.docm)",
"OneNote.Section.1l (.one)",
"Word.TemplateMacroEnabled.12 (.dotm)",
"PowerPoint.SlideShowMacroEnabled.12 (.ppsm)",
"OneNote.Package (.onepkg) ",
"Publishermhtmlfile (.pubmhtml)",
"Outlook.File.det.1l4 (.det)",
"Excel.AddInMacroEnabled (.xlam)",
"OfficeTheme.12 (.thmx)",
"PowerPoint.Show.8 (.ppt)",

"Word.Addin.8 (.wll)",
"Outlook.File.oft.14 (.oft)",
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"Word.Document.8 (.doc) ",
"Excel.Template.8(.x1t)",
"Excel.Sheet.8(.x1ls)",
"Word.Template.8 (.dot)"
]
}I
"Database": {
"selected": [
"Access.MDBFile (.mdb) ",
"Access.Extension.1l4 (.mda)",
"Access.MDEFile.14 (.mde)"
]I
"not_selected": [
"Access.Application.14 (.accdb)",
"Access.ACCDCFile.1l4 (.accdc)",
"Access.ACCDAExtension.14 (.accda)",
"Access.ACCDEFile.1l4 (.accde)",
"Access.ACCDRFile.1l4 (.accdr)",
"Access.Shortcut.Report.1l (.mar)",
"Access.WebApplicationReference.14 (.accdw)",
"Access.ACCDTFile.1l4 (.accdt)",
"Access.WizardUserDataFile.14 (.accdu)",
"CATFile(.cat)",
"Access.ACCFTFile.1l4 (.accft)",
"Access.Workgroup.1l4 (.mdw)",
"Access.Shortcut.Table.1l (.mdt)",
"Access.Project.1l4 (.adp)",
"Access.ADEFile.1l4 (.ade)",
"Access.BlankProjectTemplate.l4 (.adn)",
"Access.Shortcut.Query.1l (.maq)",
"Access.Shortcut.StoredProcedure.l (.mas)",
"Accesshtmlfile (.mdbhtml)",
"Access.Shortcut.Function.1l (.mau)",
"Access.Shortcut.Table.1l (.mat)",
"Access.Shortcut.DataAccessPage.l (.maw)",
"Accessthmltemplate (.wizhtml)",
"Dbfile(.db)",
"Microsoft.Jet.OLEDB.4.0 (.jod)",
"Access.Shortcut.Module.1l (.mad)",
"Access.Shortcut.Diagram.1l (.mag)",
"Access.Shortcut.Form.1l (.maf)",
"Access.Shortcut.Macro.l (.mam)",
"Accesshtmlfile (.mfp)",
"Odctablefile (.odctablefile)",
"ACLFile(.acl)",
"MSDASC (.UDL) ",
"Odcnewfile (.odcnewfile) ",
"Odcdatabasefile (.odcdatabasefile)"
]
}I
"Miscellaneous": {
"selected": [],
"not_selected": [
"Microsoft.Website (.website)",
"Dllfile(.rll)",
"Diagnostic.Cabinet (.diagcab)",
"IE.AssocFile.PARTIAL (.partial)",
"CLSID\\{9E56BE61-C50F-11CF-9A2C-00A0C90A90CE (.desklink)",
"STLFile(.stl)",
"Diagnostic.Document (.diagpkg)",
"Chkfile (.chk)",
"Pfmfile(.pfm)",
"Label (.label)",
"MSDASQL (.dsn) ",
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"Windows.CompositeFont (.compositefont)",
"Microsoft.InformationCard(.crd)",
"AcroExch.acrobatsecuritysettings (.acrobatsecuritysettings)",
"PKOFile (.pko)"
"MediaCatalogMMW (.mmw) "

]

}I

"Encoded and Encrypted": {

"selected": [],

"not_selected": [
"SPCFile(.spc)",
"p7RFile (.p7r)"
"P7SFile(.p7s)"
"CertificateStoreFile(.sst)",
"CERFile (.der)"
"P10File(.pl0)",
"Certificate wab auto file(.p7c)",
"MSSppLicenseFile (.xrm-ms)"
"PFXFile (.pfx)"
"P7MFile (.p7m)"

]

}I

"Document": {

"selected": [],

"not_selected": [
"Word.RTF.8 (.rtf)",
"Intfile(.jnt)"
"AcroExch.XFDFDocAcroExch.XFDFDoc (.xfdf) ",
"InfoPath.Document.3 (.infopathxml)",
"Word.OpenDocumentText.12 (.odt)",
"AcroExch.Plugin(.api)"
"MSHelp.hxc.2.5(.hxc)",
"Shtmlfile (.shtml)",

"MSHelp.hxf.2.5(.hxf)",

"MSHelp.hxe.2.5(.hxe)",

"MSHelp.hxd.2.5(.hxd)",

"MSHelp.hxk.2.5(.hxk)",

"MSHelp.hxi.2.5(.hxi)",

"MSHelp.hxh.2.5(.hxh)",
)"

"Chm.file (.chm
"MSHelp.hxs.2.5(.hxs)",
"MSHelp.hxr.2.5(.hxr)",
"MSHelp.hxg.2.5(.hxqg)",
"Htmlfile (.html)",
"MSHelp.hxw.2.5(.hxw)",
"MSHelp.hxv.2.5(.hxv)",
"Windows.XPSReachViewer (.xps)",
"xXhtmlfile (.xhtml) ",
"Mhtmlfile (.mhtml) ",
"Xmlfile (.xml)"
"Odccubefile (.odccubefile)",
"Otffile(.otf)"
"AcroExch.XDPDoc (.xdp) "
"AcroExch.FDFDoc (.fdf) "
"AcroExch.pdfxml (.pdfxml)"
"Outlook.File.fdm.14 (.fdm)",
"GrooveVCard(.vcg)",
"GrooveSpaceArchive (.gsa)"
"AcroExch.Document (.pdf) ",
"Windows.DVD.Maker (.msdvd) "

]

}I

"Email": {

"selected": [],
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"not_selected": [
"Outlook.File.vcf.14 (.vcE)™",
"Outlook.File.eml.14 (.eml)",
"Microsoft.PowerShellConsole.1l (.pscl)",
"Outlook.File.ofs.14(.0fs)",
"Outlook.File.pab.14 (.pab)",
"Outlook.File.msg.1l4 (.msqg)"

]

}I
"Archived and compressed": ({
"selected": [
"GrooveToolArchive (.gta)",
"GLOXFile (.glox)",
"IzFile (.7z)"

]I

'not_selected": [

"TarFile(.tar)",

"ZipFile(.zip)",

"LzxFile(.1lzx)",

"Microsoft.System.Update.l (.msu)",

"Jarfile(.jar)",

"GzFile(.gz)",

"LzhFile(.1lzh)",

"RarFile(.rar)",

"VisualStudio.ContentInstaller.vsi(.vsi)",

"Pbkfile (.pbk)"

]
}
}I
"file reputation filtering": "enable",
"advanced settings": {
"file analysis threshold": ({

"score": 95,

"cloud service": "enable"

}I
"routing table": "Management",
"file reputation": {

"query timeout": 15,

"client id": "a581d63d-4501-4876-8d7c-ff0elc308372",
"heart beat interval": 900,
"proxy settings": {

"username": "swarchak",
"port": 80,
"relax cert validation": "enable",
"server": "testserver.com"
}I
"server": {
"uploaded cert details": {
"subject": "C=IN, O=sbg, OU=in, CN=tesy",
"expiry date": "Nov 3 16:07:48 2022 GMT",
"issuer": "C=AU, ST=Some-State, O=Internet Widgits Pty Ltd"
}I
"cert authority": "Use Uploaded Certificate Authority",
"cloud server": "private",

"available servers": [
"AMERICAS (cloud-sa.amp.cisco.com)",
"AMERICAS (Legacy) (cloud-sa.amp.sourcefire.com)",
"EUROPE (cloud-sa.eu.amp.cisco.com)",
"Private Cloud"
]I
"server": "testfilerepserver.com"
}
}I

"cache expiry period": {
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"unknown": 1800,
"malicious": 172800,
"clean": 604800

}I

"file analysis": {

"client id": "02_ VLNWSA9294 420743B86D9C2E1D1DDD-B35CFA98811F S600V_0000000000",
"proxy settings": {
"use file reputation proxy": "disable",
"username": "swarchak",
"port": 80,
"server": "testfileanalysisserver.com"
}I
"server": {
"uploaded cert details": {
"subject": "C=IN, O=sbg, OU=in, CN=tesy",
"expiry date": "Nov 3 16:07:48 2022 GMT",
"issuer": "C=AU, ST=Some-State, O=Internet Widgits Pty Ltd"
}I
"cert authority": "Use Uploaded Certificate Authority",
"cloud server": "private",

"tg_servers": [

"server3.com",

"server4d.com"

] 4
"available servers": [

"AMERICAS (https://panacea.threatgrid.com)",
"EUROPE (https://panacea.threatgrid.eu)",
"Private Cloud"

T ITHRHELEAT—La v DFHDER

TN 2T REAF Y o —E A, Web LE 2T —3 g% —ERX, BLORALY = THH
P—ERADOREDFHEMNEGEENTNDEIF T V27 hEEFTEET,

W= PUT wsa/api/v3.0/security services/anti malware and reputation
HR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD'))— | Web Appliance] #ZMR LT 72 &0,
ARt
BERAY Host, Accept, Authorization
og—
BN Y Content-Type, Content-Length, Connection
g—
il

WIZ, SV T2 TREARTy o —E R, Webl B aFr—i g —EX B~ Lr v T
B —EADORTEDFHMNEENTNWAELT TV =27 NEEET L HEOHZ R LET,

Async0S 15.1 for Cisco Secure Web Appliance-API X 2 — 7 v THA K .


https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-programming-reference-guides-list.html

RV ITRELEAT 23V OFMOER

BT YYIRE

PUT /wsa/api/v3.0/security services/anti malware_and reputation HTTP/1.

Host: dut037.perf8:4431

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

Content-Type: multipart/form-data;
boundary=----—-—-—-—-——————————————— 591659103622018736729500
Content-Length: 17917

"malware analytics services": {

"file analysis": "enable",
"analysis file types": {
"Executables": {
"selected": [

"AWFile (.aw)",
"VBEFile (.VBE)",
"WSHFile (.WSH) ",
"Piffile(.pif)",
"LnkFile(.1lnk)",
"Inffile(.inf)",
"Exefile(.exe)"

]!

"not selected": [
"Access.LockFile.1l4 (.1db)",
"Application.Reference (.appref-ms)",
"Drvfile(.dxv)",
"Microsoft.PowerShellData.l(.psdl)",
"Odcfile(.odc)",
"Word.Wizard.8 (.wiz)",
"JSEFile (.JSE) ",
"Microsoft.PowerShellScript.l(.psl)",
"Htafile(.hta)",
"VisualStudio.Launcher.suo(.suo)",
"ShockwaveFlash.ShockwaveFlash(.swf)",
"Application.Manifest (.application)",
"Msi.Package (.msi)",
"Diagnostic.Perfmon.Document (.blg)",
"MSCFile (.msc)",
"Regfile(.reqg)",
"Microsoft.PowerShellModule.l (.psm)",
"Textfile (.wtx)",
"PowerPoint.Wizard.8 (.pwz)",
"JSFile(.js)",
"Oqgyfile (.oqy)",
"OPCFile (.opc)",
"LEXFile(.lex)",
"Gmmpfile (.gmmp)",
"Batfile(.bat)",
"MSInfoFile(.nfo)",
"Comfile(.com)",
"Cmndfile(.cmd)",
"VBSFile (.vbs)",
"FlashPlayer.FlashVideo (.£flv)",

"FlashPlayer.AudioForFlashPlayer (.f4a)",

"WebpnpFile (.webpnp)",
"Windows.IsoFile(.iso)",
"Evtfile(.evt)"

}!
"Document": {
"selected": [],
"not selected": [
"Word.RTF.8(.xtf)",
"IJntfile(.jnt)",
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"AcroExch.XFDFDocAcroExch.XFDFDoc (.xfdf) ",
"InfoPath.Document.3 (.infopathxml)",
"Word.OpenDocumentText.12 (.odt)",
"AcroExch.Plugin(.api)"
"MSHelp.hxc.2.5(.hxc)",
"Shtmlfile(.shtml)",

"MSHelp.hxf.2.5(.hxf)",

"MSHelp.hxe.2.5(.hxe)",

"MSHelp.hxd.2.5(.hxd)",

"MSHelp.hxk.2.5(.hxk)",

"MSHelp.hxi.2.5(.hxi)",

"MSHelp.hxh.2.5(.hxh)",
)"

"Chm.file (.chm
"MSHelp.hxs.2.5(.hxs)",
"MSHelp.hxr.2.5(.hxr)",
"MSHelp.hxg.2.5(.hxqg)",
"Htmlfile (.html)",
"MSHelp.hxw.2.5(.hxw)",
"MSHelp.hxv.2.5(.hxv)",
"Windows.XPSReachViewer (.xps)",
"xhtmlfile (.xhtml) ",

"Mhtmlfile (.mhtml)",

"Xmlfile (.xml)"

"Odccubefile (.odccubefile) ",
"Otffile(.otf)"
"AcroExch.XDPDoc (.xdp) "
"AcroExch.FDFDoc (.fdf) "
"AcroExch.pdfxml (.pdfxml) ",
"Outlook.File.fdm.14 (.fdm)",
"GrooveVCard(.vcg)",
"GrooveSpaceArchive (.gsa)"
"AcroExch.Document (.pdf) ",
"Windows.DVD.Maker (.msdvd) "

}I
"Microsoft Documents": {

"selected": [],

"not_selected": [
"Excel.TemplateMacroEnabled(.xltm)",
"PowerPoint.Addin.8 (.ppa)",
"VisualStudio.Launcher. vwdxsln80 (. vwdxsln80)",
"Wordhtmlfile (.dochtml)",
"PowerPoint.Template.8 (.pot)",
"Excel.OpenDocumentSpreadsheet.12 (.ods)",
"Outlook.File.ost.1l4(.ost)",
"Excelhtmlfile (.x1lshtml)",
"PowerPoint.SlideShow.8 (.pps)"
"Excel.AddInMacroEnabled (.xlam)",
"Excel.Template (.x1tx)",
"Powerpointhtmltemplate (.pothtml)",
"Wordxml (.docxml) "

"Publisherhtmlfile (.pubhtml)"
"PowerPoint.SlideShow.12 (.ppsx)",
"GrooveFile (.grv)"
"Powerpointmhtmlfile (.pptmhtml)",
"OneNote.Section.1l (.one)",
"PowerPoint.Template.1l2 (.potx)",
"Hlgfile (.H1Q)"
"PowerPoint.Addin.12 (.ppam)"
"Dgyfile (.dgy)"
"PowerPoint.TemplateMacroEnabled.12 (.potm)"
"Word.Addin.8 (.wll)",
"Excelhtmltemplate (.x1thtml)",
"VisioViewer.Viewer (.vtx)"
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"Excel.CSV (.csv)",

"PowerPoint.Show.12 (.pptx)",
"Excel.Sheet.12 (.x1lsx)",
"Word.Document.12 (.docx)",
"Outlook.File.otm.14 (.otm)",
"Powerpointxmlfile (.pptxml)",
"Word.Template.1l2 (.dotx)",
"Publisher.Document.14 (.pub)",
"Excel.SheetMacroEnabled.12 (.x1lsm)",
"PowerPoint.ShowMacroEnabled.12 (.pptm)",
"Wordhtmlfile (.docm)",
"Excel.SheetBinaryMacroEnabled.12 (.x1lsb)",
"Word.TemplateMacroEnabled.12 (.dotm)",
"PowerPoint.SlideShowMacroEnabled.12 (.ppsm)",
"OneNote.Package (.onepkg) ",
"Wordhtmltemplate (.dothtml)",
"Outlook.File.det.1l4 (.det)",
"Excel.Addin (.xla)",

"OfficeTheme.12 (.thmx)",
"PowerPoint.Show.8 (.ppt)",
"Word.Document.8 (.doc) ",
"Powerpointhtmlfile (.ppthtml)",
"Outlook.File.oft.1l4 (.oft)",
"Publishermhtmlfile (.pubmhtml)",
"Excel.Template.8(.x1t)",
"Excel.Sheet.8(.x1ls)",

"Word.Template.8 (.dot)"

}I
"Database": {
"selected": [],
"not_selected": [

"Access.Application.14 (.accdb)",
"Access.ACCDCFile.1l4 (.accdc)",
"Access.ACCDAExtension.14 (.accda)",
"Access.ACCDEFile.1l4 (.accde)",
"Access.MDBFile (.mdb) ",
"Access.Extension.1l4 (.mda)",
"Access.MDEFile.14 (.mde)",
"Access.ACCDRFile.1l4 (.accdr)",
"Access.Shortcut.Report.1 (.mar)",
"Access.WebApplicationReference.14 (.accdw)",
"Access.ACCDTFile.1l4 (.accdt)",
"Access.WizardUserDataFile.14 (.accdu)",
"ACLFile(.acl)",
"Access.ACCFTFile.1l4 (.accft)",
"Access.Workgroup.1l4 (.mdw)",
"Access.Shortcut.Table.1l (.mdt)",
"Access.Project.1l4 (.adp)",
"Access.ADEFile.1l4 (.ade)",
"Access.BlankProjectTemplate.l4 (.adn)",
"Access.Shortcut.Query.1l (.maq)",
"Access.Shortcut.StoredProcedure.l (.mas)",
"Accesshtmlfile (.mdbhtml)",
"Access.Shortcut.Function.1l (.mau)",
"Access.Shortcut.Table.1l (.mat)",
"Access.Shortcut.DataAccessPage.l (.maw)",
"Accessthmltemplate (.wizhtml)",
"Dbfile(.db)",
"Microsoft.Jet.OLEDB.4.0(.jod)",
"Access.Shortcut.Module.1l (.mad)",
"Access.Shortcut.Diagram.1l (.mag)",
"Access.Shortcut.Form.1l (.maf)",
"Access.Shortcut.Macro.l (.mam)",
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"Accesshtmlfile (.mfp)",
"Odctablefile (.odctablefile)",
"CATFile(.cat)",

"Odcdatabasefile (.odcdatabasefile)",
"Odcnewfile (.odcnewfile) ",

"MSDASC (.UDL) "

"Miscellaneous": {
"selected": T[],
"not_selected": [

"Microsoft.Website (.website)",

"Dllfile(.rll)™,

"Diagnostic.Cabinet (.diagcab)",

"IE.AssocFile.PARTIAL (.partial)",
"CLSID\\{9E56BE61-C50F-11CF-9A2C-00A0C90A90CE (.desklink)",
"STLFile(.stl)",

"Diagnostic.Document (.diagpkg)",

"Chkfile(.chk)",

"Pfmfile(.pfm)",

"Label (.label)",

"MSDASQL (.dsn) ",

"Windows.CompositeFont (.compositefont)",
"Microsoft.InformationCard(.crd)",
"AcroExch.acrobatsecuritysettings (.acrobatsecuritysettings)",
"PKOFile (.pko)",

"MediaCatalogMMW (.mmw) "

"Encoded and Encrypted": {
"selected": [1,
"not_selected": [

"pIMFile (.p7m) ",

"pIRFile (.p7r)",

"P7SFile(.p7s)",
"CertificateStoreFile(.sst)",
"CERFile(.der)",

"P10File(.pl0)",
"Certificate wab auto file(.p7c)",
"MSSppLicenseFile (.xrm-ms)",
"PFXFile (.pfx) ",

"SPCFile(.spc)"

"Configuration": {
"selected": [1,
"not_selected": [

"MediaCatalogMGC (.mgc) ",

"Prffile(.prf)",

"GrooveStub (.gfs)",

"SHCmdFile (.scf)",

"Hlpfile (.hlp) ™",

"Hlcfile(.H1C)",

"Outlook.File.nk2.14 (.nk2)",

"CRTXFile(.crtx)",

"LibraryFolder (.library-ms)",

"Inifile(.ini)",
"VisualStudio.Launcher. vstasln80 (. vstasln80)",
"MediaCatalogMML (.mml) ",
"CLSID\\{9E56BE60-C50F-11CF-9A2C-00A0C90A90CE} (.mapimail) ",
"GCSXFile (.gcsx)",

"Aspfile(.cdx)",

"XEV.GenericApp (.xevgenxml)",
"VisualStudio.Launcher. sln71(._sln71)",
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"VisualStudio.Launcher. sln70(._s1n70)",
"JNLPFILE (.jnlp)",

"VisualStudio.Launcher. vjsxsln80 (. vjsxsln80)",

"Campfile (.camp)",

"BrmFile (.printerExport)",
"Group_wab auto_file(.group)",
"Icmfile(.icm)",

"XTPFILE (.xtp)",

"Vxdfile (.vxd)",
"Outlook.File.hol.14 (.hol)",
"Hlsfile(.H1S

)
"Hltfile (.H1T)",
"Jtpfile(.jtp)",
"Hlvfile (.HIV)",
"Hlwfile (.HIW)",
"Hlhfile (.H1H)",
"Ocxfile(.ocx)",
"AcroExch.SecStore (.secstore) ",
"Hlkfile (.H1K)",

"Contact wab_auto file(.contact)",
"MSGraph.Chart.8(.gra)",
"RDBFileProperties.l (.sfcache)",
"Scrfile(.scr)",

"Hldfile (.H1D) ",

"Wmffile (.wmf)",

"Hl1ffile (.HIF)",

"CRLFile (.crl)",

"MediaPackageFile (.mpf)",
"GQSXFile (.ggsx)",
"MediaCenter.MCL (.mcl)",
"Migfile(.mig)",
"InternetShortcut (.URL) ",
"Windows.gadget (.gadget) ",
"OneNote.TableOfContents.12 (.onetoc2)",
"Sysfile(.sys)",
"Outlook.File.ics.14(.ics)",
"JobObject (.job) ",

"GrooveLinkFile (.glk)",
"SavedDsQuery (.qds) ",

"VisualStudio.Launcher. vcsxsln80 (. vcsxsln80)",

"VisualStudio.Launcher. sln(._sln)",
"XTP2FILE (.xtp2)",

"RemoteAssistance.l (.msrcincident)",
"Microsoft.PowerShellXMLData.l (.pslxml)",
"Diagnostic.Perfmon.Config(.perfmoncfqg)",
"LpkSetup.1l(.mlc)",
"VisualStudio.Launcher. s1n80(._s1n80)",
"Emffile(.emf)",

"Cplfile(.cpl)™,

"RDP.File(.rdp)",

"PDXFileType (.pdx)",
"Microsoft.WindowsCardSpaceBackup (.crds)",
"Cdmpfile (.cdmp)",
"MediaCenter.C2R(.c2r)",

"PCBFILE (.pcb)",

"VisualStudio.Launcher. sln60(._sln60)",
"VisualStudio.Launcher. vbxsln80 (. vbxsln80)",
"VisualStudio.Launcher.sln(.sln)",
"OfficeListShortcut (.o0ls)",
"InfoPath.SolutionManifest.3(.xsf)",
"CSSFile(.css)",

"Wexfile (.wex) ",
"OneNote.TableOfContents (.onetoc) ",
"CABFolder (.cab)",
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"VisualStudio.Launcher. vcppxsln80 (. vcppxsln80)",
"MSSppPackageFile (.slupkg-ms)",
"Diagnostic.Config(.diagcfqg)",

"Ratfile(.rat)"

}I
"Email": {
"selected": [],
"not_selected": [
"Outlook.File.vcf.1l4 (.vcf)",
"Outlook.File.eml.14 (.eml)",
"Microsoft.PowerShellConsole.1l (.pscl)",
"Outlook.File.ofs.14(.0fs)",
"Outlook.File.pab.14 (.pab)",
"Outlook.File.msg.1l4 (.msqg)"

}I
"Archived and compressed": ({
"selected": [],
"not_selected": [
"GrooveToolArchive (.gta)",
"TarFile(.tar)",
"ZipFile(.zip)",
"LzxFile(.1lzx)",
"Microsoft.System.Update.l (.msu)",
"Jarfile(.jar)",
"GzFile(.gz)",
"GLOXFile (.glox)",
"ILzhFile (.1lzh)",
"RarFile(.rar)",
"VisualStudio.ContentInstaller.vsi(.vsi)",
"IzFile (.7z)",
"Pbkfile (.pbk)"

}I
"file reputation filtering": "enable",
"advanced settings": {

"file analysis threshold": ({

"score": 95,

"cloud service": "enable"
}I
"routing table": "Management",
"file reputation": {

"query_ timeout": 15,

"client id": "ab54d0e2-a978-466c-a37f-e9%9451d173ace",
"heart beat interval": 900,
"proxy settings": {

"username": "",
"port": 80,
"relax cert validation": "disable",
"server": ""
}I
"server": {
"uploaded cert details": {
"subject": "C=IN, O=Cisco, OU=Cisco, CN=Cisco",
"expiry date": "Apr 6 13:43:19 2026 GMT",
"issuer": "C=IN, O=Cisco, OU=Cisco, CN=Cisco"
}I
"cert authority": "Use Uploaded Certificate Authority",
"cloud server": "private",

"available servers": [
"AMERICAS (cloud-sa.amp.cisco.com)",
"AMERICAS (Legacy) (cloud-sa.amp.sourcefire.com)",
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"EUROPE (cloud-sa.eu.amp.cisco.com)",
"Private Cloud"

]I

"server": "testfilerepserver.com"
}

}I

"cache expiry period": {

900,

86400,

604800

"unknown":
"malicious":
"clean":
}I
"file analysis": {
"client id":

"02_ VLNWSA9294 4229DB97298D40B6DB38-2F09FCOABBDY S300V_0000000000",

}

HUTILE

204

Response:

"proxy settings": {

"use file reputation proxy": "disable",
"username": "testadminl23",
"port": 635,
"server": "testdomain.com"
}I
"server": {
"uploaded cert details": {
"subject": "C=IN, O=Cisco, OU=Cisco, CN=Cisco",
"expiry date": "Apr 6 13:43:19 2026 GMT",
"issuer": "C=IN, O=Cisco, OU=Cisco, CN=Cisco"

}I

"cert authority":
"cloud_server":
"tg_servers": [

"Use Uploaded Certificate Authority",
"private",

"analysis_ server.com"

] 4

"available servers": [
"AMERICAS (https://panacea.threatgrid.com)",
"EUROPE (https://panacea.threatgrid.eu)",
"Private Cloud"

(No-content)

TILD T T7REAHFTAY—ILDZEE

< = TR =D REA v NEEEAT— 2 A

DFMEELA T2 FD

A bZBETEET,

M=

GET

wsa/api/v3.0/security services/malware analytics endpoints console registration|

HR— bt
20—
AEH

AR DUV TIE, [AsyncOS API - Addendum to the Getting Started Guide for Secure
Web Appliance] ZZM L T 7230,

BRAY
A—

Host, Accept. Authorization
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vy rrrgEsary—Losioss |

&N Y Content-Type, Content-Length, Connection

9'—'

1

WIZ, = VT 2 TR RS asy =D RiRA v MREEAT — 2 ZADFME G ATV =
7 DY AR NERSET D HEORNERLET,

YUTILYIIRE

GET wsa/api/v3.0/security services/malware analytics_endpoints console registration
HTTP/1.1

Host: wsall8.cs14:10118

Authorization: Basic Auth

YU TILIEE 1—E KA
{ "status": "Not registered" }
YU TIISE 2—& K&

{
"status": "Registered",
"device name": "VLNWSA9294 42292897BFE970627FA5-0E60982C2E26"

TILY T PREFTI Y —ILDZIFDOEIG

NI 2 TRRAT 2 =D RiRA "G AT —H ADFHME G AT D
YA MEHIBRCTE FT,

Hrs DELETE
wsa/api/v3.0/security services/malware_analytics_endpoints console registration
HAR— b3t [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] # B L T 72 S0,
RAEM%
ERAY Host, Accept, Authorization
g
GEANY Content-Type, Content-Length, Connection
Hg—
!l

WIZ, VT =T RRGH =Dy RRA V BEFAT —H ADFEMEEGTeAT ¥ =
7 hDU A NEHIRT D HFEOHZRLET,
ST YO IR K

DELETE

wsa/api/v3.0/security services/malware analytics endpoints console registrationHTTP/1.1
Host: wsall8.cs14:10118
Authorization: Basic Auth
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. J1—+'5@4%0 (End-User Notification)

HUTILE

""Successfully deregistered from Malware Analytics for Endpoints.""

A —+5&%0 (End-User Notification)

2T, IROWNBITHOWTEA L E1,
e TV N —V—@HOFEMOES (178 X—)

e TV R —VP—@HOFEMOEFT (179 2—)

IV F1I—Y—RBAOFHDOIRRG
Secure Web Appliance D x> N —HF—@HIOREF M A MG TE £, WIZ, #LLFR—

FRIROBEEE R LET,
W= GET /wsa/api/v3.0/security services/eun config
HAR— b3t [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] # B L T 72 &0,
AEH
ERAY Host, Accept, Authorization
g
EEA Y Content-Type, Content-Length, Connection
Ag—
15l

KIZ, = Fa—F—@HORELZRFT 227 =) Ol R LET,
YTV YIIXE

GET /wsa/api/v3.0/security services/eun config
HTTP/1.1

Host: dutlO4.perf8:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46Q21zY28xMjMk

YU TEE
{
"http https": {
"general settings": {
"logo image": "CISCO",
"language": "English"
}l
"end user notification_pages": {
"notification type": "Use On-box End User Notification",
"end user feedback": false,
"contact": "Admin",
"email address": "admin@cisco.com",
"custom message": "Test*"
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}I

"end user url filtering warning page": {
"custom_message": "###HFH#H#H#E Warn #EFEFHESE",
"time between warning": 18000

IV RA—Y—RHOFHOER
Secure Web Appliance D= R — W —@HIOREFHRELLTEE7, RIT, MLLVR—

MAGOEEE R LUET,
ﬂ&gg PUT /wsa/api/v3.0/security services/eun config
HR— b3t [ FEMICHOWVTIE,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD') ) — | Web Appliance] #ZMR LT 72 &0,
ARt
ERAY Host, Accept, Authorization
Hg—
SN Y Content-Type, Content-Length, Connection
g
il

KIZ, = Fa—F—@HORELEET 2 HEDHZRLET,

HOTL VI IR B

PUT /wsa/api/v3.0/security services/eun config
HTTP/1.1

Host: dutlO04.perf8:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW460Q21zY28xMjMk
Content-Type: application/Jjson

Content-Length: 360

{

"http https": {
"general settings": {
"language": "English",
"logo image": "CISCO"

}l
"end user notification pages": {

"end user feedback": false,
"contact": "admin",
"email address": "admin@cisco.com",
"notification type": "Use On-box End User Notification",
"custom message": "This is cm"

}l

"end user url filtering warning page": {
"custom message": "",
"time between warning": 3600
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}
}

HUTILE

204 (No-content)
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HHBRED
1% D B

.3

i

API

7 V2L, 7= ) XA o—HE L LT configure V Y — A4 R EENET, HE
(GET) &, RETFT—XZDZHE (POST. DELETE) Z#E{TTX £,

M=

GET /wsa/api/v2.0/configure/system/smtp
POST /wsa/api/v2.0/configure/system/smtp
PUT /wsa/api/v2.0/configure/system/smtp

DELETE /wsa/api/v2.0/configure/system/smtp

HAR— b3t [ FEMIC OV TIZ.  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D))= | Web Appliance] #ZM LT 72& W,

AEM%

BRAY
H—

Host, Accept, Authorization

&Y

H—

Content-Type, Content-Length, Connection

« SMTP
«FT L
« SMTP
« D

UL —7hRANOFEMOERE (182 2—)
SMTP U L—7R A h DB (182 ~=—)
Jb—AA bOFEIOLE (183 ~—)
SMTP U L—R A2 hOHIE: (184 ~=—73)

* T XTO SMTP U L—7R A PO (185 ~—2)

» 2= BT 7 & AFRE/R APL ORFG (186 ~<—2)
e SecureX 7 7 A VO ESE (187 _X—7)

s SecureX 7 7 A VR TEDEHE (188 ~X—)

* SecureX D= — W —{FHRIFEMOEM (189 ~—)

o WRERRE DG (190 ~—2)

e 2—YP—T—T = FORE (192 X—)

« URL %

73V OHAS (193 ~X—)

o IR EEPH O IS (195 ~—)
s VA —HX DO (197 _—)
s X UREORE (198 X—)
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LA AP |
B svreuL—hx roEOmE

AR EORSE (199 ~X—)
« ADC OFERIOEAS (200 ~<—)

SMTP ') L—7RX + DFFHDEF

BT YHYITR

GET /wsa/api/v2.0/configure/system/smtp
HTTP/1.1

Content-Type: application/json
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: PostmanRuntime/7.24.1

Accept: */*

Cache-Control: no-cache

Postman-Token: 4ddlc428-a4b7-4df9-94d7-7e29e4e0dd2d
Host: 10.8.159.34:6080

Accept-Encoding: gzip, deflate, br
Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Date: Tue, 12 May 2020 06:10:34 GMT

Content-type: application/json

Content-Length: 129

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"res data": {"routing table": "Management", "relay hosts": []},
"res message": "Data received successfully.", "res code": "200"}

FTLWLSMTP ) L—7RX FDEM

HoTIL YO ITRE

POST /wsa/api/v2.0/configure/system/smtp
HTTP/1.1

Content-Type: application/Jjson
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: PostmanRuntime/7.24.1

Accept: */*

Cache-Control: no-cache

Postman-Token: 30ad35bc-253d-4787-8el8-4cdfa3ff3dlf
Host: 10.8.159.34:6080

Accept-Encoding: gzip, deflate, br
Connection: keep-alive

Content-Length: 549

"routing table": "management",
"relay hosts": [
{
"host": "191.10.55.255"
b
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}

smrp 1y L—h 2 ko@nzE [

"host": "10.10.55.8",
"port": "3"

}I

{
"host": "googlel.com",
"port": "13"

}I

{
"host": "ggtalk.com",
"port": "11"

}I

{
"host": "google.com",
"port": "35"

}I

{
"host": "google.com",
"port": "37"

HUTIEE

HTTP/1.1 200 OK

Date: Tue, 12 May 2020 07:08:30 GMT

Content-type: application/json

Content-Length: 215

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"res_data": {"add failure": [], "add success": ["10.10.55.8:3", "191.10.55.255:25",
"ggtalk.com:11", "googlel.com:13", "google.com:37", "google.com:35"1]},
"res _message": "Success:6, Failure: 0.", "res code": "201"}

SMTP ') L—7R X FDEHOERE

HOTLIVIITRE

PUT /wsa/api/v2.0/configure/system/smtp
HTTP/1.1

Content-Type: application/json
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: PostmanRuntime/7.24.1

Accept: */*

Cache-Control: no-cache

Postman-Token: 8cl8cbba-8f£3-4993-a5£f3-5562fd854fde
Host: 10.8.159.34:6080

Accept-Encoding: gzip, deflate, br
Connection: keep-alive

Content-Length: 537

"routing table": "management",
"relay hosts": [
{
"old host": "google.com",
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"old port": "35",
"new_host": "google.com",
"new port":"37"

"old_host": "ggtalk.com",
"old_port": "11",
"new_host": "10.10.194.12",
"new port": "23"

}I

{
"old host": "10.10.194.12",
"old port": "28",
"new host": "10.10.194.12",
"new port": "27"

}
HUTILE

HTTP/1.1 200 OK

Date: Tue, 12 May 2020 07:09:47 GMT

Content-type: application/json

Content-Length: 450

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"res_data": {"update success": [{"relay host old": "ggtalk.com:11",
"relay host new": "10.10.194.12:23"}], "update failure": [{"relay host old":
"google.com:35", "relay host new": "google.com:37", "err message":

"Given new host or port is already exist."}, {"relay host old":
"10.10.194.12:28", "relay host new": "10.10.194.12:27", "err message":
"Given old host or port is not found."}]}, "res message": "Success:1,
Failure: 2.", "res code": "201"}

B3O SMTP 1 L—7R X ~ DI

HOTLIVIITRbE

DELETE /wsa/api/v2.0/configure/system/smtp
HTTP/1.1

Content-Type: application/json
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: PostmanRuntime/7.24.1

Accept: */*

Cache-Control: no-cache

Postman-Token: 282c385c-1804-4cd7-be25-5b62a923e175
Host: 10.8.159.34:6080

Accept-Encoding: gzip, deflate, br
Connection: keep-alive

Content-Length: 132

"host": "10.10.194.12",
"pOrt" : "23"
}l
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"host": "google.com",
"portll: "37"
}
]
YU TIIEE

HTTP/1.1 200 OK

Date: Tue, 12 May 2020 07:14:00 GMT
Content-type: application/Jjson
Content-Length: 150

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken,

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST, DELETE,
Access-Control-Expose-Headers: Content-Disposition,

{"res_data": {"delete success": ["10.10.194.12:23",
"delete failure": []}, "res message": "Success:2,
Failure:0", "res code": "200"}

IARTOHSMIP ) L—RX kDHIRR

HOTLIVIITRbE

DELETE /wsa/api/v2.0/configure/system/smtp HTTP/1.1

Content-Type: application/json
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: PostmanRuntime/7.24.1

Accept: */*

Cache-Control: no-cache

Postman-Token: ¢1514e19-b401-499d-9b29-47adadf6981e

Host: 10.8.159.34:6080
Accept-Encoding: gzip, deflate, br
Connection: keep-alive
Content-Length: 22

{
"delete all":true

}
HUTILEE

HTTP/1.1 200 OK

Date: Tue, 12 May 2020 07:35:12 GMT
Content-type: application/json
Content-Length: 68

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken,

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST, DELETE,
Access-Control-Expose-Headers: Content-Disposition,

{"res message": "Successfully deleted all hosts",

st sme y L—+z rokiE ]

mid, h, email

OPTIONS
JjwtToken

"google.com:37"],

mid, h, email

OPTIONS
jwtToken

"res code": "200"}
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BfEm 7 A oo —F—2NHM AR APLO Y A ARG T 52 LB TEET,

ﬂ&gg GET /api/v2.0/login/privileges

B3R~ Y& — |Host, Accept. Authorization

BNy F— Content-Type, Content-Length, Connection

YOI YIITRbE

GET /wsa/api/v2.0/login/privileges HTTP/1.1
cache-control: no-cache

Postman-Token: 0cd8d318-e29b-40e0-bdc8-473£09cbd2b2
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: PostmanRuntime/7.6.0

Accept: */*

Host: podl224-wsal04.ibwsa.sgg.cisco.com:6080
accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Date: Sat, 11 Apr 2020 07:35:16 GMT

Content-type: application/Jjson

Content-Length: 2342

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"data": ["w_preferences preferences", "w_config user dashboard", "w config cpu threshold",

"w_config memory threshold", "config detail", "w_reporting web webcat detail",
"w_reporting web ytcat detail", "w_reporting domains", "w_reporting web user detail",
"w_reporting web application type detail", "w_reporting web malware category",
"w_reporting web user by traffic monitor", "w_reporting web amp detail by filename",
"w_reporting web wbrs score detail",

"w_reporting web malware name malware category detail",

"w_reporting web application name application type detail", "w reporting web port detail",

"w_reporting web host by traffic monitor", "w_reporting web amp summary",
"w_reporting web amp detail summary", "w_reporting web amp file analysis by filename",
"w_reporting web wbrs threat type detail", "w_reporting users by app type",
"w_reporting web socks destinations", "w_reporting web user application detail",
"w_reporting web socks users", "w_reporting users by category",
"w_reporting web services summary",

"w_reporting web application type application name detail",
"w_reporting web user webcat detail",

"w_reporting web user amp detail",

"w_reporting web user malware name malware category detail",
"w_reporting policy by user", "w_reporting web malware category malware name detail",
"w_reporting web users by sha detail",

"w_reporting web malware category malware name user detail",
"w_reporting web filenames by sha", "w_reporting web amp reputation update",
"w_reporting users_ by app", "w_reporting web application name detail",

. Async0S 15.1 for Cisco Secure Web Appliance-API X 2 — b7 v THA K



| AP
SecureX 7 7 1 JLDEIF .

"w_reporting web application name application behavior detail",
"w_reporting web transaction",

"w_reporting web transaction type", "w_reporting web cipher detail client",
"w_reporting web cipher detail server", "w_reporting web reporting system",
"w_percent cpu_utilized",

"w_percent ram utilized", "w _percent disk utilized", "w_system uptime", "w_alerts",
"w_disk_usage",

"w_raid_status", "w_proxy cpu usage", "w_proxy disk io util", "w_proxy status",
"w_high availbility",

"w_proxy traffic charateristics", "w_system cpu usage", "w_system memory usage",
"w_bandwidth",

"w_rps", "w_cpu_usage by function", "w_server_ connection", "w_client connection",
"w_bandwidth count",

"w_rps_count", "w_decryption count", "w_services", "w_web tracking web transaction",

"ctr_ token",
"ctr client info"]}

SecureX 7 7 1 JLOHF

ik —P—OFEME G TE £,

= GET /wsa/api/v2.0/ctr/user_info

HR— b3t | FEMICHOVWTIX,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] B L T 72 &0,

ARt

BERAY Host, Accept, Authorization

Hg—

BN Y Content-Type, Content-Length, Connection

g

il

RIS, Bkt —F —Oa—P—1FREZRGT 27 =) OflZRLET,
YUTLIVIIRE

GET/wsa/api/v2.0/ctr/user info

HTTP/1.1
YU TILIEE
HTTP/1.1
Response

HTTP/1.1 200 OK

Date: Thu, 25 Mar 2021 07:48:19 GMT

Content-type: application/json

Content-Length: 92

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
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"client id": "client-4c50alca-34ad-47c8-a37b-9b16153db578",
"server": "apjc"

}
f—OVERDYUTILY IR K

GET/wsa/api/v2.0/ctr/token

HTTP/1.1

k=2 DERDIGES]

HTTP/1.1 200 OK

Date: Thu, 25 Mar 2021 07:51:19 GMT

Content-type: application/Jjson

Content-Length: 87

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS

Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"access_token": "eyJhbGciOiJSUzIINiIsInR5cCI6IkpXVCJ9.
eyJodHRwczpcLlwvc2NoZWlhcy5jaXNjby5ib21cL21yb2hcL21kZW50aXR5XCO9jbGFpbXNcL3VzZXJcL2VtYWls
IjoiYWhhemluYXQrYXBgY0BjaXNjby5jb20iLCJodHRwezpcLlwve2NoZWlhecy5jaXNjby5jb21cL21lyb2hcL21k
ZW50aXR5XC9JbGFpbXNcL3VzZXJIcL3Njb3BlcyI6WyJpcmIoLWFkbWlul
iwiaW50ZWdyYXRpb24iLCIwcml2YXRILW1udGVsIiwiYWRtaW4iLCIJwemOmaWx1lIiwiaW5zcGVjdCIsImlyb2gt
YXV0aCIsInNzZSIsInVzZXJzIiwiY¥21zY28iLCJjYXN1YmOvayIsIm9yY¥ml
0YWwiLCJ1lbnJpY2giLCJvYXV0aCIsImdsb2JhbClpbnR1bCIsImNvbGx1Y3QiLCIyZXNwb25zZ2SIsInVpLXN1dH
RpbmdzI10sImhO0dHBzOlwvXC9zY2hlbWFzLmNpc2NvLmNvbVwvaXJvaFwvaWR1lbnRpdH1
cL2NsYWltclwvdXNlclwvbmljayI6IkFkaGlO0aH1hIEhhIiwiZWlhaWwiOiJhaGFyaW5hdCthce
GpjQGNpc2NvLMNvbSIsINN1YiI6ImRiINGFiYTCcOLWRLZWYtNGMxMC11iZDE4ALTgzNJQINGJIiZzjU2MyIsImlzcyI6Ik1lS

T0ggQXV0aCIsImh0dHBzOlwvXC9zY2hlbWFzLmNpc2NvLmNvbVwvaXJvaFwvaWR1bnRpdH1cL2NsYWltclwvc2NveGVzI
JpbImVucmljaDpyZWFkIiwicmVzcGOuc2UiXSwiZXhwIjoxNTYzNzg4NjUSLCJodHRweczpcLl
hcy5jaXNjby5jb21cL21yb2hcL21kZW50aXR5XCIFbGFpbXNcL2 ShdXRoXC97bGl1bnReL21kIjoiY2xpZW50LTRINTBhMWNhL
TMOYWQtNDdjOC1hMzdiLT1iMTYXNTNkYjU30CIsImhO0dHBzO1lwvXC9zY2hlbWFzLmNpc2NvLm
NvbVwvaXJvaFwvaWR1bnRpdH1cL2NsYWltclwvdmVyc2lvbiI6InYxLjIwLjAtOTNIMTkyOGI zMmMEWZWRINDk1ZTULiL
CIpYXQiOjEINjM30DgwNTksImhO0dHBzO1lwvXC9zY2hlbWFzLmNpc2NvLmNvbVwvaXJvaFwvaWR1lbnRpd
H1cL2NsYWltclwvb2F1dGhecL2tpbmQiOiJhY2N1c3MtdGIrZzW4ifQ. SESzvuAJbwi4gz72KPT2HEYBSD 1g8X1k8E008qSHrlre
EM16MOnyFY3YPJueakE6J30mw258Pg8ISoG2b1mN405N1hnHe-0zIEMOZbYWEp9puz-0FMEQJ
ysXZ1mRJIkxwxWaMJ4cO0rPGaPPEuw
ER2Q160Q18Xg9FZgp9-s5mEebeWFRbvLWIZ1y1lh7mjICoNFInlylbU8QZt0g549kIj-s0471f2gatkeoRiWxinL.PGtIeG19Mls
CvqyalsGgpGf-hFBB2KvU4JZ-c94vIYdMOHeeh7QtMIpJhy
isClanrg7ke6NJ1QHyi2WY1ifcnRnhe5BV16MiVES9xg3CmkNBYxG5g",

"token type": "bearer", "expires in": 600, "scope": "enrich:read response"

}

SecureX 7 7 M ILEREDEHE

B 5 — P — DHMEEECE T,

ﬂ&éﬁ PUT /wsa/api/v2.0/ctr/user info

HAR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #ZHE LT 7280,
AEM
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securex 01— —iazmaEm [

BERAY Host, Accept, Authorization
< P
Hg—
REEAN Y Content-Type, Content-Length, Connection
g
!l

RIZ, SecureX DGk — W —DFEMA LT L2 RLET,

YT YUY IR+

PUT /wsa/api/v2.0/ctr/user info

HTTP/1.1

YU TIIEE

HTTP/1.1 200 OK

Date: Thu, 25 Mar 2021 07:48:19 GMT

Content-type: application/json

Content-Length: 92

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{"data":{"client id":"Y2xpZWS0LWY2NzQzNjdlLTJhOTMtNDI3Yy05MGVMLWJ]jZmFhMGVkKY2RjNA==",
"client secret":"OmlHbGlpeFlENXNxQWVkbORINFprSTdzaDVGaVc50EIJMYVhEWkcydlBtWWInR3BudOpVZUF3",

"server":"YXBgYw=="

}

SecureX O 1 —H —{FHREEHD 1B

SecureX O —H —IFMOFEME BN TE LT, ZOBET SecureX VAR NIw /A TEE
@—O

W= POST /wsa/api/v2.0/ctr/user_info

HAR— b3t [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
D))= | Web Appliance] #ZMR LT 72& W,

AEH

BERAY Host, Accept, Authorization

g

GEANY Content-Type, Content-Length, Connection
g
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451
Wiz, 22— —EFEREERT D0 2R L ET,
HoTILYIG IR R

HTTP/1.1

{"data":{"client 1d":"Y2xpZW50LWY2NzQzNjdl1LTJhOTMENDI3Yy05MGVMLWJI]JZmFhMGVkKY2RjNA==",
"client secret":"MFVTTSO05cER1eVhORDF5RGE2dzZvMnlIJTWtwNkZ1eFU2YnJIY1VkcWlwdzZ0M1pNMTVVIWGNR",
"server":"YXBgYw=="}

}

YUTLEE

HTTP/1.1 200 OK

Date: Thu, 25 Mar 2021 07:32:19 GMT

Content-type: application/json

Content-Length: 32

Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

OK

ALER EDES

Secure Web Appliance DEAEDFRAEBIE DR EIZEH T 2 EAFRA TS TE £ 7, WIT, HX
LY R— B0 EEERLET,

ﬁ&%% GET /wsa/api/v3.0/generic resources/auth settings
HR— b3t [ FEMICHOWVTIE,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD'))— | Web Appliance] #ZHR LT 72 &0,
AEMS
BERAY Host, Accept, Authorization
Hg—
BN Y Content-Type, Content-Length, Connection
g
!l

RIZ, TS ADBEREEZBIGT 27 =) OflZRLET,
YUTWLIVIIRE
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GET /wsa/api/v3.0/generic resources/auth settings
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW460Q21zY28xMjMk

HUTILE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:22:28 GMT

Content-type: application/json

Content-Length: 1339

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"header based auth": "disable",
"realms": [
{
"schemes": [
"Basic"

1,

"type" : "LDAP",

"name": "AuthLDAP",

"supportes_tui": false

"schemes": [
"Basic"

1,

" ype " . "LDAP " ,

"name": "AuthLDAPTUI",

"supportes_tui": true

"schemes": [
"Kerberos",
"NTLMSSP",
"Basic",
"Header"

1,

" ype " . "AD" ,

"name": "AuthADTUI",

"supportes_tui": true

"schemes": [
"Kerberos",
"NTLMSSP",
"Basic",

"Header"

1,

"type": "AD",

"name": "AuthAD",

"supportes_tui": false

1,

"sequences": [

{
"schemes": [
"NTLMSSP",
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"Basic",

"Header",

"Kerberos"
] 4

"name": "All Realms"

"schemes": [
"Basic",
"Header",
"Kerberos"

]I

"name": "myAuthSequence"

A—H—I—x 2 FORE

LA AP |

Secure Web Appliance (Z X > TRk S5, FFAlSNlc T R CO2—HY—x2—T = MG

TEET, I, BLLEIR—IHEOEEZRLET,

ﬂ&gg GET /wsa/api/v3.0/generic resources/user agents

HAR— b3t [ ZEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #ZBH L T 72 &0,

AEM®

BERAY Host, Accept, Authorization

og—

FREEAN Y Content-Type, Content-Length, Connection

Hg—

!l

RIZ, TRARZL s TRBEIN LT R CO2—Y—2—T = FERBGT 57 =Y Ol zR

LE7,
HOTLYVIITRbE

GET /wsa/api/v3.0/generic resources/user agents
HTTP/1.1

Host: wsa.example.com: 6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46Q21zY28xMjMk

HUTILEE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:22:28 GMT

Content-type: application/Jjson

Content-Length: 616

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
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Access-Control-Allow-Credentials:
Access-Control-Expose-Headers:

{

true
Content-Disposition,

"user_agents": [

"Chrome/48",
"windows updater",
"Firefox/40",
"Firefox/41",
"Firefox/42",
"Firefox/43",
"Chrome/45",
"Chrome/46",
"Chrome/47",
"Chrome",
"Safari",
"adobe_ updater",
"MSIE",
"Safari/5",
"Safari/4",
"Safari/7",
"Safari/e",
"Opera",
"Safari/9",
"Safari/8",
"MSIE/11",
"MSIE/10",
"Firefox",
"MSIE/9",
"MSIE/8",
"Opera/33",
"Opera/32",
"Opera/35",
"Opera/34"

URL A7) DEFF

Cisco Secure Web Appliance (Z & > TEHZE I 7z,

vRL 7Sy omE ||

jwtToken

FAENTTRTOURL 5 3 ZHET

EFET, ZTOAPLIZIE, WL OO —F—EFOIT IV b EENTHET, KT, #EXE

PAR— MG ORMEEZRLET,

EEEE GET /wsa/api/v3.0/generic resources/url categories

HAR— b3t [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
FKD')J— | Web Appliance] # B L T 72 &0,

AR

BERAY Host, Accept, Authorization

g

SEEAN Y Content-Type, Content-Length, Connection

g
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1

LA AP |

I, THRAATHRESNTWVWDHTRTOURL 73V (FHIEEBLI O 24X L) ZHE

272 OFlZERLET,
YT IIIR L

GET /wsa/api/v3.0/generic resources/url categories
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW460Q21zY28xMjMk

HUTILE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:22:28 GMT

Content-type: application/json

Content-Length: 2316

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"predefined": [
"Adult",
"Advertisements",
"Alcohol",
"Arts",
"Astrology",
"Auctions",
"Business and Industry",
"Chat and Instant Messaging",
"Cheating and Plagiarism",
"Child Abuse Content",
"Computer Security",
"Computers and Internet",
"DIY Projects",
"Dating",
"Digital Postcards",
"Dining and Drinking",
"Dynamic and Residential",
"Education",
"Entertainment",
"Extreme",
"Fashion",
"File Transfer Services",
"Filter Avoidance",
"Finance",
"Freeware and Shareware",
"Gambling",
"Games",
"Government and Law",
"Hacking",
"Hate Speech",
"Health and Nutrition",
"Humor",
"Hunting",
"Illegal Activities",
"Illegal Downloads",
"Illegal Drugs",
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"Infrastructure and Content Delivery Networks",
"Internet Telephony",
"Job Search",
"Lingerie and Swimsuits",
"Lotteries",
"Military",
"Mobile Phones",
"Nature",
"News",
"Non-governmental Organizations",
"Non-sexual Nudity",
"Online Communities",
"Online Meetings",
"Online Storage and Backup",
"Online Trading",
"Organizational Email",
"Paranormal",
"Parked Domains",
"Peer File Transfer",
"Personal Sites",
"Personal VPN",
"Photo Search and Images",
"Politics",
"Pornography",
"Professional Networking",
"Real Estate",
"Reference",
"Religion",
"SaaS and B2B",
"Safe for Kids",
"Science and Technology",
"Search Engines and Portals",
"Sex Education",
"Shopping",
"Social Networking",
"Social Science",
"Society and Culture",
"Software Updates",
"Sports and Recreation",
"Streaming Audio",
"Streaming Video",
"Tobacco",
"Transportation",
"Travel",
"Weapons",
"Web Hosting",
"Web Page Translation",
"Web-based Email"

] 4

"custom": [
"mycategory",
"mycategoryo365"

iy [ £ BH D ER 15

Secure Web Appliance T E SALTWDIFRIFEIH O Y 2 M2 BfG T&E 9, KIS, WXL R —
MRt SORMEE R L ET,
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ﬁ&gg GET /wsa/api/v3.0/web security/time ranges

HR— b3t | FEMICHOWVTIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] B L T 72 &0,

ARt

BERAY Host, Accept, Authorization

g

BN Y Content-Type, Content-Length, Connection

g

il

WIZ, T ZAORE SNIRR#EHEZ G527 =) Oflz R LET,
YT YIIX b

GET /wsa/api/v3.0/web_ security/time ranges
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW460Q21zY28xMjMk

HUTILEE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:22:28 GMT

Content-type: application/json

Content-Length: 971

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{
"time ranges": [
{
"time values": [
{

"time of day": "all day",

"valid days": [
"Saturday",
"Friday",
"Thursday",
"Monday",
"Tuesday",
"Wednesday"

] 4
"name": "TestTimeRange",
"time zone": "America/Los_Angeles"

"time values": [
{

"time of day": {
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"to": "18:00",
"from": "10:00"
}I
"valid days": [
"Monday",
"Sunday"
]
}
]I
"name": "mytimerange",
"time zone": "Asia/Shanghai"

7 +—3 DOEF

Secure Web Appliance TRRE SN TWNDH Y #—X DY A M ERSETE ET, KIZ, L EHR—

NGO RMEE R LET,
ﬂ&gg GET /wsa/api/v3.0/web security/quotas
HAR— b3t [ ZEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD')J— | Web Appliance] #ZBH L T 72 &0,
AEM®
BERAY Host, Accept, Authorization
Hg—
FREEAN Y Content-Type, Content-Length, Connection
g
!l

WIZ, THAA ZADREENT Y =52 #BHFT 272 ) OflZRLET,
YUTLIVIIRE

GET /wsa/api/v3.0/web security/quotas
HTTP/1.1

Host: wsa.example.com: 6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW46Q21zY28xMjMk

HUTILEE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:22:28 GMT

Content-type: application/json

Content-Length: 607

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
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Access-Control-Expose-Headers:

{

"quotas": [

{

"reset time": "0:00",

"volume quota": 1073741824,

"time quota secs": O,

"name": "myquota2",

"time zone": "America/Los_Angeles"

"volume quota": O,

"time quota secs": 54000,
"name": "myquota'",

"time range": "mytimerange"

"reset time": "0:00",

"volume quota": 60129542144,

"time quota secs": 58560,

"name": "myquota3",

"time zone": "America/Los_Angeles"

70X UREDRRF

Secure Web Appliance D 7' 11 %3 (Web 712 & 2, SOCKS 71 ¥ 72 &) BIEDHRE % 5T
XFET, IBETHE, BEOXATOTaX NN E I DI RENET, o, B
RED, TrXroE— RIETAERbIERSINET Wb mX ol siEd) .
WIZ, fESLEV R — MRROBHEZ TR LET,

Content-Disposition, jwtToken

LA AP |

M=

GET /wsa/api/v3.0/generic resources/proxy settings

HR— bxt
20—
AEH

Web Appliance] Z#ZM L T 72Xy,

FEHEIZ DWW T, TAsyncOS API - Addendum to the Getting Started Guide for Secure

BEBRAY
Gf__

Host, Accept, Authorization

BBy

Hq—

Content-Type, Content-Length, Connection

il

WIZ, TRAZDOTaFxy (Web ¥, SOCKS 7uXxi7l) BHEHOKREXEEGT S
T OFERLET,

BT YYIR

GET /wsa/api/v3.0/generic resources/proxy settings

HTTP/1.1

Host: wsa.example.com: 6443
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User-Agent: curl/7.55.1
Accept: */*

Authorization: Basic YWRtaW460Q21zY28xMjMk

HUTILEE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:22:28 GMT
Content-type: application/json
Content-Length: 207

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"proxy settings": {
"web": |

"status":

"mode" :

"enable",
"transparent"
by

"socks": "disable",
"https": "enable",

"ftp": "enable"

Al 77 A DERTS

WA e 7 7 A VOLERS I TE S,

marzong I

email

FF AL S TRk DT & FF AT S AU TWD IR DRI A D

BB TEEY, KIZ, XL Y R— bIROEEZRLET,

M= GET /wsa/api/v3.0/generic resources/identification methods

HAR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD'))— | Web Appliance] #ZHR LT 72 &0,

ARt

ERAY Host, Accept, Authorization

g

BN Y Content-Type, Content-Length, Connection

g

!l

WIZ, T ZATHRE SN G EZRGT 2272 ) Oflz R LET,

YT YVIITRbE

GET /wsa/api/v3.0/generic resources/identification methods
HTTP/1.1

Host: wsa.example.com:6443

User-Agent: curl/7.55.1

Accept: */*

Authorization: Basic YWRtaW460Q21zY28xMjMk
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HUTILE

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 08:22:28 GMT

Content-type: application/json

Content-Length: 154

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"identification methods": {

"tui": "disable",
"authentication": "enable",
"asa": "enable",

"ise": "disable"

ADC O+l D EX1F

NR=Uar, TTFVr—vary, 73V, TIOTAETAOERKHR, 77V r— a0 F
AA IR ED ADC OFfFflizIfFTEx£9, Wi, WXV A — MIROBE%HZ TR LET,

ﬁ&%% GET /wsa/api/v3.0/web security/adc
HR—bxt [ FEMIC OV TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Secure
KD') ) — | Web Appliance] #ZHR LT 72 &0,
ARt
ERAY Host, Accept, Authorization
g
BN Y Content-Type, Content-Length, Connection
g
!l

WIZ, THAA A TRESNHA T EEZRGET 27 =) ofilz "L ET,
YTV YI IR

GET /wsa/api/v3.0/web security/adc
HTTP/1.1

Content-Type: application/json
Host: localhost:60001

User-Agent: curl/7.74.0

Accept: */*

HUTIEE

HTTP/1.1 200 OK
Server: API/2.0
Date: Thu, 21 Sep 2023 06:07:18 GMT
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Content-type: application/json
Content-Length: 336888
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, PUT, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
{
"adc_version": [
"Cisco Web Usage Controls - Application Discovery and Control Data: 1693557522
(Fri Sep 01 08:55:20 2023)"
]I
"adc_apps": {
"737280": |
"possible action": [
"block",
"monitor"
]I
"name": "Zucks",
"cat name": "Ad Publishing"
}I
"ime |
"possible action": [
"block",
"monitor"
]I
"name": "l&l IONOS Web Hosting",
"cat name": "Hosting Services"
}I
"540676": |
"possible action": [
"block",
"monitor"
]I
"name": "Webkinz",
"cat_name": "Games"

}I
"adc_categories": {
"Marketing & Sales": {
"possible action": [

"block",
"monitor"
]
}I
"Media": {

"possible action": [
"block",
"monitor"

]

}I
"Travel": {

"possible action": [
"block",
"monitor"

}I
"Human Resources": {
"possible action": [
"block",
"monitor"
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"Service Management": {

"possible

action":

"block",
"monitor"

}
}I

"adc_activity regexes": {

"5000064": [

[

"download\\.wetransfer\\.com\/.*"

] 4

"5000065": [
"photos\\
"photos\\
"photos\\
"photos\\
"secure\\
"photos\\

. smugmug\ \
.smugmug\ \
. smugmug\ \
. smugmug\ \
. smugmug\ \
. smugmug\ \

ccom\/ KN/ LN/ U\ U FN /L
ccom\/ KN/ LN/ U/ RN/
.com\/photos\/.*\/.*\/.
.com\/photos\/.*\/.*\/.

.com\/archive\/.*",
.com\/Folder\/.*\/.*\/

*\/D\/.*-D\\..
*\/.*D\/.*D\\.
*\/D\/.*-D\\..
*\/.*D\/.*D\\.

.*\/D\/.*-D\\..

"www\\ . smugmug\\.com\/api\/.*\/album\/.*!download",
"api\\.smugmug\\.com\/api\/.*\/album\/.*!download"
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] r
"5000077": [

"i\\.instagram\\.com\/rupload igphoto\/.*",

"

"i\\.instagram\\.com\/rupload igvideo\/.*"

] r
"5000078": [

"www\\.linkedin\\.cn\/dms-uploads\/.*\/profile.*uploadedImage\/.

"www\\.linkedin\\.com\/dms-uploads\/.*\/.*"

] r
"5000079": [

"upload\\.twitter\\.com\/i\/media\/upload.*\\.json"

1},

"adc_app_domains": {
"737280": [
"s.side3.zucks.net",
"zimg.jp",

"zucks.co.jp",
"zucks.net"

]I

"540676": [
"webkinz.com"

]I

"438273": [
"admin.privy.com",
"dashboard.privy.com",
"privy.com",
"privymktg.com"

"1ty |
"4sharedapi.com",
"4shared.com",
"api.4sharedapi.com",
"api.4shared.com",
"e.4shared.com",

"epomads?2.4shared.con",

"search.4shared.com",
"static.4shared.com",
"upload.4shared.com",
"webdav.4shared.com"
]I
"901132": [
"flowplay.com"

1}

.*\\.instagram\\.com\/accounts\/web change profile picture",
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