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TarEFETLET, BEOLT T —RTNIEASNTT 7o a v EFETTLHZEEHY
FH A,

72770, B iAABIL, x4 T —"T e FOY—ALLRELEEES A
r—=H w7y THIENTEET, FFHICOWTIE, VA, ST —H, FT01X

AT =37 )L L~UL T O Threat Intelligence Director 7 7 2 = Dtk (48 X—7) %
ZRLTSIES N,

o T =X )RR T AN ERHEELRELET, ExiE, VA& 1 HIZ3EE
T A%E. BHNEE 1440/3 £7-13 480 IR E LT, EMMICES T — &%#%7

Fx¥LET,
o« [TTL) MIFRIZHEE S 72 B RO #E %12, ThreatIntelligence Director 23LL F D b D & HIER L
i ﬁ_o

LD Y —AEHIIE ENRNY —ADA VT —H DT R,
T A V= HIT o TEBRENRNT RXTOF T F =T L,

ATV T6 BEE~OAHETICEAT2541E. [ (Publish) [[RS544 (Sider) 1 (W) 2
Ao s TS = L AR L ET,

ZOFTarEAINCTHE. VAT MIBEICHIH Y — AT —F L FIICH LS EEEAN
BLET,

FEMX, YA AU —H 34T — T LULTO Threat Intelligence Director
T =X O—RHEIEETITAR (50 X—) ML T EINY,

ATy T 17 (Save) 1227 U w7 LET,
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s Y IAHRAT —H A%FRRT HITIE, [V —A (Sources) |"“—VEHHLET, =7 —N
FRINDEEIT, AT —H X| LVWXﬂ‘_/\—ﬁ‘ékui‘fﬂﬂ%ﬁﬁE I TEFET,
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Yy Ty T (1Y) CRERDET

Y—RELTERTRAO—HIL 774 ILDT7yTO—FK
COFNEX, a—H T FANDIH A LNFET v S — RIEHLET,

STIX 7 7 A /L Z LV iAte & | Threat Intelligence Director (Z &> T STIX 7 7 A /LD H
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Secure Firewall Threat Intelligence Director .



Secure Firewall Threat Intelligence Director |
B —ccvcmyzn—nns71007y 70—8
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FIE

ATv TN V=R (6 X—) OEMET 7 ANANIZLTWD I L AMERLET,
ATy T2 [4oTU)Px VR (nteligence) 1>[V—R (Sources) | DIEIZER L 7,

ZFwTF3 Add(H)E2s Y v LET,

ATy T4 V—2D [l (Delivery) 1 7L LC[7 v 7 u—F (Upload) ] ZE4R L £,

ATy TS TxH—LIC AN LET,
7Ty N T ANET v a— KT 5581, VARNCEENLI T — X 25T 5 [
A7 (Type) 1 &R L ET,
« ZH1D¥4 « Threat Intelligence Director f o ¥ 77— ZZFESNWTA T v OO 2
B AT DI, BELERIC—BLIMAAT—22HEHLET, #i:
<source>-<type>,
V—ALHBMNT D L, BIMOBERSCT 4 — Ry 7 D72l Y — AZIBIET 5 2 & A3
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—EMOHLL4HEATI LTSN, 28 21F, IPUT RLRAZET Y —ZADEA. W
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A A (FEHR) X, H—DF TV —RTNVESWTREFELCT 7 v a v 2347 L ET, &
DA T —=RTNIFESNWTT 7o a v E2FITTH2L1EHY FHA,

L, A= R ERIFA T = RT N LUV O — R 2Ty 75 2
LIXTEET, FHICOWTEL, V=R, AV —F FETAT AT LULT
@ Threat Intelligence Director 7 7 > 2 > DOffitE (48 X—) ZZMML T LIV,

o [TTL] BRI FEE S 407 H 4R Of%ia#% (2, Threat Intelligence Director 23 LA F D & 0 & Bk L
EJ RN

LD T v T u— RIZEENRNY —ADA I —F DT T,
oA TV —HIL LS TERENNTRTOLT T =T,

ATV T6 BEEA~OAEE T ICEIAT 25013, [ (Publish) [R5/ 4 (Sider) 1 (W) »f
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B AR Y — AN L7 WGE, R TTIRTOY—A A U —F %IRRT 52
LITTEFERA, f£DVIT, EFTHF—NRTNERENCABTAVLERNHY 4, V—RZ, A
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s or—sonE [

U= ETEA T — 3T L LT O Threat Intelligence Director 7 — & D — & 1E &
TFAB (50 =) ZZMLTIEEN,

ATwT1 [R1E (Save) 1227V v LET,

RDBERY

eV IABRAT —Z A% FoRmT D121, [V —A (Sources) |"X—VZHEH LET, =T —N
RRSINDGET, AT —F AT T AL —_"—F2 LA TE£T,

« #J#1 Threat Intelligence Director i & % 17> TV 584 1%, Threat Intelligence Director ™
Ty VT T HE (1Y) IRV T,

BEA O —20DNIE
MDA O —ENEED Y —REENTVAES

AT —=HDEA VAL ANAL T hEERT DD, BEOBB A —ERET S &
HBEOA LT U NEERTDIGEENHY £,

SROEEA 7 bR 21203, BEA O —F D1 OERS T XTOA P —
ZONE—RHFEIELET, V—A, AU —% 34T =T L~ULTO Threat
Intelligence Director 7 — % O —FHZE1E F 72134 (50 X—) ML T 7ZE,

Threat Intelligence Director *) — X M TLS/SSL % E D& AL
RA RN = "—TH 5L SN LB IGA 1T, SSL SR E AR L £,

4RO HREIIC

« V=L LTHEHT A TAXIT 7 4 — FOEFSF (10 X—) FZITURL 26D Y —AD
B (12 %—=) OFBIZHE-> T, max1t1 £/203 vy VYV —ADORELZHIBEL £,

FIE

ATY T [V —ADfHE (Edit Source) | XA 7 v /Ry 7 AT, [SSLi%E (SSL Settings) | &7 >3 v
IR L £ 7,

ATy T2 P NGEHERHOEL SN TV A5E
a) [HCOE4GFHE (Self-Signed Certificate) ] Z AN L £,
b) [SSL A8 A M4 FRFE (SSL Hostname Verification) | AR L £,

o [gi#% (Strict) ] : Threat Intelligence Director Ti%, »— A URL 23%— \—FEHEIZHE
EINTZFA N E—HTHIVLENRHY £7°,

RARNZIZTANKRD—RREENDIHGA, TIDIZEROY T KA L—8HT5 2
LiIxTEEEA,
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Threat Intelligence Director * — X O TLS/SSL 5% & D&KL

[ZTT7 UV EEMSH Y (Browser Compatible) ] : Threat Intelligence Director TlE, > —
A URL Y —GEAEICHE SN AR M E—BTD20ERH Y 7,

RARLIZTAN R — KR EENDITE, TIDIEZTXTOV T RAL U IZ—HLF
j—o

« [TXCFFAl (Allow All) ] : Threat Intelligence Director Tl&, ~—A URL 23—/ G
HEICIRESNTEARA M E—ETH0EIIHY FHA,
=& ili‘\\ subdomainl.subdomain2.cisco.com %Y — A URL T, *.cisco.com N—
FEHETHRESNTEARA MM THLIHEEIX, ROX IR FT,
o (ks (Strict) ] A A MARRGEIZRR L £7,
[T UV HENMESH Y  (Browser Compatible) | A8 A M MGEIZRT) L £,
o [TXTHFFAT (Allow All) ] A MARGETIE, AR M OMEIZERICER I ET,

c) [Y— \GEBAE (Server Certificate) | DIGE :

*PEM T a— RBIWNHOESL SN —SSEFIZT 7 BEATEL5681E. 7F A
=5 ¢ X CFEAEAZBIE ., BEGIN CERTIFICATE {7 & END CERTIFICATE T2 &
DTFXRAN TRy I REEa—LET, ZOXFHRKET —/L FICATILE
R

s HOBA SN —SEEHEBICT 7B ATERWEAIR, 70—V REZEADEEIC
LET, Y —AZERFT S L, ThreatIntelligence Director LV —/N—7 5 FEAE % Bifs
LET,

ATY T3 =N Za—VIEAESLERIGE
a) [—VFEHZE (User Certificate) | Z# AN LE T,

THXARTT X TPEMT a— RENZEFHEABIVWT, BEGIN CERTIFICATE{T &
END CERTIFICATEfTZ G T H A DT ny s &2fkEat’™—LET, ZOXFEI &KL
74—V RIZADLET,

b) [Z—VFEF— (User Private Key) 1| Z AL E T,

TX¥ANTT 4 X TREX— 774 /V&BI&, BEGIN RSA PRIVATE KEY I L OVEND
RSA PRIVATE KEYTZELTF AN 7Tnyv ez at’—LFEd, ZOXFIREKE
74—V RIZALET,

RDEZRY

GEAEOAMIRZ TS LT, BEOENEOHIMIRNEINTRIC, B LW — NG
HELANTLOOH Lo X —@MaeET D52 &b TEET,

« V= ADBREEKT ET,
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Threat Intelligence Director 7 ¥ £ X #EZH>1—F—0O—)L .

o V—2 L L THEHATS TAXI 7 4 — FOBSE (10 <—)

«URL 6D Y —ADFE (12 =2—)

Threat Intelligence Director 7 7 ¥ X% F > —H— O0—)L

Management Center = —%— 7 5 7 . M & i l{ L T, Threat Intelligence Director D A = = —=X>
NVT 7 BATHIENTEET,

« [BHE (Admin) ] £ 7213 [Threat Intelligence Director =-—%" (Threat Intelligence Director
User) | Oax—HF a—LEFEOT7 7 K,

[T VY= A (Intelligence) [HERAZZTe A AL L a—H o — L aFfFOT Tk,
6z, [EHE (Admin) ], [7 7 BRXEHEE (Access Admin) |, E2iX [y U —7 FH
#  (Network Admin) ] O = —¥ 1 —/L % £F> Management Center = —4% 7 h 7 R & H L

T, 77 A a2y ha—/L iR Y 32— Threat Intelligence Director & A 3NFE 72135 &
NTEET,

=W =TI FOFEMIZ OV TIE, Cisco Secure Firewall Management Center 7 K X =& k

L—a v A Fo [Management Center | DEAZZH L TL 7ZE0,

Threat Intelligence Director T— 2 D/N\ v I 7 v TE L VETIZDOVT

Management Center % f# f} L "C. Threat Intelligence Director (ZM4 B2 T X THOT—4% (BEFET —
2. X2 VT4 ATV V2 A AR b, ##iA X b, Threat Intelligence Director 1
f%. 3 & U Threat Intelligence Director 7— %) /3y 77 v 7B I OMEILTE 9, FEMICD
VWCIX, Cisco Secure Firewall Management Center 7 KX = A hL—33 > HA KD Tlthe
Backup/Restore] DEZZH L T 7230,

)

GE)

A TRAZEVT 4 KERRDT 7 7 4 7 72 Management Center C Threat Intelligence Director %
RAT 4 7T D6, AT LX Threat Intelligence Director £ 5% & Threat Intelligence Director
T —H % AKX 7NA Management Center |Z[AM L £ A, 7= — A —N"—RIZT—X T
T& 5 X912, 777 17 Management Center C Threat Intelligence Director 7 — % O EHif) 72
Ny 2T T eFAT+T05 T L2 R LT,

7 2 7 4 7 7 Management Center C Threat Intelligence Director D7 — % DE L& kA D RIlIZ,
7T 47T CREMlE—kE 1k LET, FEMICOWTIE, 1 [Cisco Secure Firewall
Management Center 7 KX =2 ~ L—3 3 > /1 K] @ [Pausing Communication Between Paired
Firepower Management Centers] #Z M L T 72 &0,
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Threat Intelligence Director BEE | /N v & 7 v TDi#EIR ErDER

T774AILOAE

BHRT —H N DT THER BET—HADET (Restore
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Secure Firewall Management AREDINY YT T ARV T—2DETR
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Threat Intelligence Director f#J | Threat Intelligence Director 0 | Threat Intelligence Director

B L T Threat Intelligence N F7y7 T—5DET (RestoreThreat

Director 5= — % Intelligence Director Data)
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BT D123, AT MRBEOA o7 v b~ —Y 2 L £,

BERE A VT YU MER

Threat Intelligence Director [X, 1 U7 —Z X T DRA DA TP —TNVN KT 7 4 v 71T
bz iAo Ty b LET, B—0d®R, M1 2 r—20maicZils
WET, EHERA LD —21%, 1 DU LEOBMOERNE DY — 0 2 FITT 5 E T, #oy
FNCEB SNE T, MRS P r—213, BT LbH—D T T v a vipicERsnsd
VEIEXH Y £ A, BEATF—N"TVL, BAeD o7 vaicky, HEoREE &b
WZERNC R TE £ T,

)

GE) AV Tr—20ONRE— %3l % & 12, Threat Intelligence Director |%, 7R — K 4T
RNENRA T2 bE TRy LBV A NIHLIA T =T 2B L ET,

AUV T VU NN ERICERIN R, TOROEHRTHLWA T MR M) A—&nE
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gmeoo7oran [

R3:6:42005—2 N\a—2

Indicator 1:
Simple Indicator

y
(
{

N\
Observable A
\

Indicator 2:
Complex Indicator,
One Operator

y N A4 )
( Observable A \ \/ Observablev

AND

Indicator 3:
Complex Indicator,
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y .y ~ =
/ -w y

| Observable A ) | Observable B y’ Observable C
\ A .

OR

AND

Threat Intelligence Director 73 ERLOFIEH DA 7 — TV EE D iAF, A7 — 3T LA
FIHEREND L, AT ¥ MERITRO LS ITEITLET,

1

VAT LN NT T 4w VO T —RT )L A ZiRBI9 5 & Threat Intelligence Director
FRO K ST 9,

AV =F VI LTREBICER SN A T MR LET,
AT =H2 ATV 3T LT, OMICEBLSNT A T M ERAM
LET,
VAT ANNT T 4y IHROF T =37 )L B kA9 5 & Threat Intelligence Director
FRO LS IZ0 £,

AT —=H 2IZONWTIL, NE—UPERSNTZDTA T v M [SERICES]
(fully-realized) JIZHH L ET,

e AT —HINZONTIE, AT v M B HINCESL (partially-realized) ]2
FLET,
VAT LENNT T 4y IHOF T — TV C k535 & Threat Intelligence Director
FROE S22 E£T,

AT —H 3IZONTIL, NE—UPERSNT=DTA T v M [GERICES]
(fully-realized) JIZHH L ET,
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R LI

4. VAT EANFT T =T ABY ) —ERRIT B & Threat Intelligence Director (KD X
T2 E£9,
AT —Z VTR L TH LWERICEBR SN, Vo T v AR LET,

AT =R 2 AT —F 3IZX LT, H LW EBL SN A T VB
BEMRLET,

BEDA 2 —2PNEERO Y — R GFETDHE. BEA T MRERINDIGERD
D EF, FEMIZOUVTIE, Threat Intelligence Director @ b 7 7 /vy o —7 4 > 7 (53 ~3—)
LT XN,

AT U RNMIEBO N T T 4 v Il Lo TOREREIND Z EIZEELTLF &V, URLB
DFTHF—=RTANHY, 22— —NURLB ~DVJ 7 2#F T HURLAICT 7 &AL
B, 2=V —=20NURLBDOIV 7% 7 Vw7 LARWRD, £ T MIRAELEREA,

AV TUOMDRREEE
[f > 7 > b (Incidents) ]~<—UIZiE, K 110 51 D 87 D Threat Intelligence Director A >
TV MIEATERERSA R RINET, (TR Q1 R—Y) &5

/ﬁ\g\) o
48 HHEIIZ
« Threat Intelligence Director D& v h 7 v 7 ik (7 X—) OFHNIHE> THRREZ X E L
i‘g—o
cEE AT EK (18— Y) OBRAEZHAT, ATV R—varbf vy
NERIZ DUV TEiE L £ 7,
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RLUET,
ATVT2 ROXHZA Ty MR LET,
1 OO T A AE BB AT, [ZAAF (Filter) | (R) 22V s LES, 7
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« Threat Intelligence Director T > 27 & M MRRBEICEH SN/ HRFAZRRT HITIE, [k
HHH (Last Updated) 1 FINOIED Bz — Y v aEE £,

s TV MTEEMT O TNWE A O —ZIZOWNWTOFEMEFRT DT, [V
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FREINDFEMOBBHICONTIX, A v T FOFEM 22 X—) 2L TIEEN,

AT —Z D ERTRTDHITIE, V4 RUTFEHO [ > —4% (Indicator) | R
LA Vr—421E (IP 7 KL AL SHA-256 D7 &) #7 U v 7 LET,

« FTHR—v g VOFMAERTRT HITE, [ 7Y — 3 (Observations) ]H.H L DT
STOATHFRNR=va v OECHLIRAZZ ) v 7 LET,
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VUT U NEFRRT DR, ATV R—r g ViR v a T4 XU b (Events) |V
Y ERI7 VYT LET,
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R 73D ORI OEBE LV EELZ L ET,

s [4481 (Name) 1. [iH (Description) 13 LN [ 7 2V (Category) ] 7 4 —/b NITALE
DEZATLET,

* [fZ34E% (Confidence) | DFHliL <% 27 U v 7 LET,
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[1 > >7 > & (Incidents) ]-3—UIZiX, 9T Threat Intelligence Director f > 7 > kD
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Bl

Moo Tok
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AT FOBEABRT. 2D ID D

<type>-<date>-<number>

AT MRS DA P = ETIA TN T N2 AT, Bl A Y

IFRDEFY TY,
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AT NEE, ZUE, 1
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B ENTZ N BZBRHDOA T v F T,
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Realized) &R T 7 A 2 NERARINET, s OWLTIE, EHFE&4'//T MR (18—

V) ZZRLTIIZEN,

4o Sr—5%

AT MCBERT A V=2 DARL A V=2 OBMEFRERRT HI2E. 2050

(Indicator a7V w7 LET, A0 Ir—HDOFREFH 402—) 2L T ZEN,
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Type AT NIRRT AL =D E AT,
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[EETI2av (A0 Ty ML TY AT ANEITTET 7 a ., d3ECOWTIE, A 7> hOFEM (22
(Action N—=) ERBELTIEIN,
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Status (RT7— | A 7y MCHETDREDOAT —Z 2T, FMICONTIE, A 227 POREMl (225—2)
2 R) R LTLLZE N,
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IOTAarE IV THE, AT U RRERICHIBRENE T,

AT

NOE=S

[>T hOFEM (Incident Details) |17 ¢ > R IZiX, HL— Threat Intelligence Director -
YT MIETAEERPARRINET, OV RUIE 20o0% 7 v a U THERISAT
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A UTT U N OFEM ARG R (23 °—)

. Secure Firewall Threat Intelligence Director



| Secure Firewall Threat Intelligence Director
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AT T T |

A VVTURNDEEM A =R EFTIR— g (24 =)

T hOFM . AXER

[>T > bOFEA (Incident Details) 17 4 > KD Bt 7 v a o Tld, IROTFH AL
ENET,

RUCERMEAOOTU MER I« —IL K
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B

(BT HOI S8
Incident!D
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IncidentID) | F 721
[FE42C FEBlIncidentI D
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ESNTWARWER 2T — T Tay 7 LARWI A MNMIHIZATF—T )L
PR LET,
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AT 2 M RBRICE S S AR,
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B b [@iBH (Description) 17 4 —/L K (74> RUDFER) (2 —ANEDERNH 555
BlE. TOT7 4=V FOBEWREHERA L TA T > MIARIZMITET,

Description FECANT AL S arDHAREL AT N,

B2 b [@B (Description) |7 4 —/v R (7 42> RUDTE) 1TV —=ANLOERNH 55
BlX. FO7 4=V FOFEREFEHLTA T 2 MTOWTHBILET,

[ TH¥R—= a3y
(Observations) ]
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L7 vy 7R Blocked) | DO FDOATHFR—va v NEENTNDIHI EE2RLET,

GE) [FEWiT 7 >3 (ActionTaken) JiX, VAT AL > TEITENDT 7 v aramRL
F 908, &3 L b Threat Intelligence Director TEIRSNTWAHT 7 v a U TlEH Y £H
o FERIZ-DUNTIL, Threat Intelligence Director-Management Center D7 27 = > D&
FMERLATT (29 R—2) ZBRMLTIZEY,
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AT MCERTENT AL Y a OB AR L ZTEITF—T— R,
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B o7 romm roor—serI¥R—say

J4—ILF

B

Status (R T—42 R)

ATV MO OBIEDEE 2RI, T XTDOA o7 ME, [AT7T—F A (Status) ]
ZHOTERESTHETIEHH New) 1 TY,

SOT 4= FIEHEETT, Ml0=—XH LT, WFOATF— 2 AEHMT 52 L &
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TDOTAaALEIY I THE, TDOAL LT NRERICHIRENE T,

AVOTUOLDFEM AV EFTHFR—2a Yy
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FTHPR—=2 3 VOFEMERP TR ENET, ZOFRIL, [P —% (Indicator) 7 14—
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VEREIX [E=%— (Monitor) JICOHRRETEET, 72720, STX 74— RERIFT7 7
AMZEENTWDBEA OGS A P —2 34T — T iE[7 e v 2 (Block) ]
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Fox 7
=074
(Block) ]
Drop, Domain Not Found T A — Ty AT AT ASHHCE VIR | DNs T ey 2
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TWaAT7 7 vay ((FuvZ (Block) |1 £72i% [E=4— (Monitor) ]) .

"M, MK, B X ORK O A —/N—F 1 K% & TeThreat Intelligence Director O 7 7 3 = > OFERHIC
DWTIL, 77 v a NI BE 52 25K (28 X—Y) ZZRL TSN,

NIy

[ (On) 1 £2iF (A7 (Off) 1 M7, BEEINTWDHEFE (Threat Intelligence Director %
R— N T D7 DICRE SNTE BRI ST /3 A A) |2 Threat Intelligence Director 73 — A5 DT —
2 NI oME I MERRELET,

AV —ZIIE Y — A6 [AB (Publish) |RELMWKTE, AT HF =T VEHA T —F
M6 AR (Publish) X EZEMATE EI, FEMIZ- OV TIL, ThreatIntelligence Director 5% & (235 1T
LK (46 X—) SR L T ZEN,

Last Updated

Threat Intelligence Director 23412V — A Z B L 7= HH#,
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. V=R RAT—2 ADFM

J4—ILF Bl
Status (R7— | V—Z2ADWMED AT —HF A
2 R)

[T (New) ]: Y —RIEFHICIER S NET,

o [AT Y a—)LiEH (Scheduled) ]: #IRIDOX 7 oa— RELIXZDERDOEHFN AT T 2 —/L S
NCTWETR, FLEETHTIEIHY £H A,

«[# 7> u— K| (Downloading) ] : Threat Intelligence Director 23 fJ[AlD & 7 > v — RE 72 |3
B cd,

o (AT (Parsing) ] F 721X [LBEH (Processing) ] : ThreatIntelligence Director 73 — A Z H{ 1 iA
ATNET,

[58 T (Completed) ] : Threat Intelligence Director |% Y — A DY iAZZHE T LE LTz,

52T (=7 —®Y) (Completed with Errors) ] : Threat Intelligence Director (%  — X DHL Y iAF
ERTLELER, —HOFTHF—=N"TARYFR— FZN TR T,

o [=Z — (Error) ] : Threat Intelligence Director {2 & 2 ZELC =T —23 %4 U Lz, [EHRIE
(Update Frequency) ] 2MEE S#72 TAXIL Y — A £ 721X URL Y — ADHA, FHN BRI
T2 F4UX, Threat Intelligence Director [ A 7 ¥ = — /L S LTV DR BIO B H CTHEFAIT L E 77,

R=VEFHFLTCAT—HAEEH L ET,

[fmEE (Edit) ]
(#)

IOTAarEIYvITHE V- ADREERETE LT,

[HIE% (Delete) ]
()

ZoOTAarEs Yy 35 Y—AREECHIBRISET,

Y—R RAT—H ADHH

V= ADENR—DICERREND Y —AD[AT—H A (Status) [EIZ~ T AA—R—F 5 L
Threat Intelligence Director |ZIR DFEHIE A Fm L E T,

F—5

B

ART—BRAAYE—D |V —2DBUED AT —F A ZHEICHIA L £7,

Updated)

EEHA (Last Threat Intelligence Director 234 (2 Y — A% HH L= HRF 2 FR L ET,

Update)

REIEHBE (Next TAXII £ X OV URL Y —ADEA . Z Offix Threat Intelligence Director 23/KIZ Y — A % H 19

DR ZFRE L £

"
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V=R RAT—R ADFM .

F—%

B

A=A
(Indicators)

AT =F IV M eFRRLET,

o (A (Consumed) ] : fiTD Y — AT H H|Z Threat Intelligence Director 73LE L 72 A
VU= 08, ZOHMEIL, B IAHRRCIIEN T E ) NZERR . FOR
FIZEENTWETRTCOA O —H R LET,

o [%ZEH A~ (Discarded) ] : FIE DT HI T AT A2 Threat Intelligence Director (2801 L 7¢
Mo T2 MZhin A P — 2 DR,

GE) Taxir Y —ADYA . Threat Intelligence Director I3 [fx#&H#H1 (Last Update) | &
it (Total) 1&IZRTFTA I —2BaFrLET, Zhid, TAXHOEA,
DT — 2 @ 2B TIER <, a7 — ¥ 28T 5N CEE» MTH
NENHLTE, DY =R XA TDA D=2 DOEAE, ZNHD Y —ADFH
THBEFEOT —% £y FRERICEBR IS DT, Threat Intelligence Director 13
[ H 3 (Last Update) ] DIEDO A AR R L E T,

HHA LT —FDF TP —NT IR T T [#E) (Invalid) ] D54, Threat Intelligence
Director [ZZ DA TV —H EMEFEL £,

FTHF—nTIL
(Observables)

F TP =T N ERRLET,

o [ A (Consumed) ] : fxITD Y — AT H H|Z Threat Intelligence Director 23LEE L 7= 4
THF—=NTNOH, ZOHAEIL, BV IABRCHIER T O E D IR, 20
EHNCEENTWET R TOFTF =TV ERLET,

o [VAR— b%f54% (Unsupported) | : it 0 5 51T AT A28 Threat Intelligence Director (&
BIMLZRD TR — kSN Ad 7T =T L 0¥,

YR=FENTWEL T =T NDH A FIZHET BV, Y — A (6
R=) TarsrY A FICETIEREBRL TSN,

o« (5 (Invalid) | : fUTOFH T AT LA Threat Intelligence Director (23BN L7270 7=
N AT — TN D¥,

FTHF = NTONIE L AER SN TR WESITESC 20 £4, =& 2,
10.10.10.10.123 1XAZ2 IPv4 7 RL A TIEH D £ A,

GE) raxrr Y —ADH{ . Threat Intelligence Director % [Hcf&HH7 (Last Update) | &
[&F (Total) ] LIZH CTATF—ANTAEEFORLET, ZhUd, TAXIL 08
& BEO7T —2 @I 2Tk, W7 —2 2B 2N TR
Tondn6 T, DY —AZ AL TDXTHF=N"TADEE, ZhbDY—A
DEFTIFEAFDOT — 2 & v PHRERICEI S D DT, Threat Intelligence Director
1% [ HRT (Last Update) ] DIED A& FKR L E T,
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B or—soznecss

15— DRTEEE

A=, WUAENT Y —ANLHBMIZARINET, ZOX=U0OFEMIZ DN T
X, A= = —iFl 41 <X—) ZSRLTIEIN,

FIE

AT T [42T) PV R (Inteligence) | >[Y—R (Sources) | DIEIZER L E 5,
AT T2 [V —4 (Indicators) ] &7V v 7 LET,
ATY T3 BHEDA vVl — 2RO I HITERLET,

R DICHRENBA LB BT ANEY LRI, [Z 4% (Filter) | ()
27 Vv 7 LET, sV TIL, 7 —7 /b B = —TO Threat Intelligence Director 7 —
BOT 4 VHREL (45 X—) ZBRLTLLEEW,

o A V=2 OFMER (BEMITONTWEATF—R"T N L) 2R T DHITEF, A
VU= BT ) v LET, FEICOWTIR, A U — 2O (42 8—) &
ZRLTLES,

e A V=BT ENTNAEAL TV MZOWTOIEREFRRTHIIE, [~
7 v b (Incidents) 1FINOFEZE 27V v 7 LET, Flo, A1 VT FOEICH—Y )L
ERENTLHE, AT U RRERIZERINZD, BN ER SN EMERTEE
‘a‘o

« V—=AINLDA Y —H OFHA D Threat Intelligence Director T5E [ L7 E 5 7% )5l
THITIE, [AT—Z A (Status) ] FIZHER L ET,

ATV T BEOA P —2EROLHITEFRLET,

«[77 v ar (Action) | ZfRET DI, Y—A, AV r—F FlEATF—RT L
L ~LC® Threat Intelligence Director 7 7 2 a > Dt (48 X—) ZHMML T EE
W, BEINTWDET 7 v arBNbdris, Y—AD[XA4T (Type) 1IZiX, DT 7
Ya R R—FENET,

o [ZAB8 (Publish) X EZEMRET DITIL. V—A, AT —% T34 T7THF =T 1L
~LC? Threat Intelligence Director 7 — & D —Rp{E 1L F 7 1XAB (50 X—) 5L
TLEENY,

ATV =EDIOLULDF T —=NRT N ET 0y 7 LRNWY A MBI 5120%, A~
=2 4%7 Y v LT[A V=4O (Indicator Details) | ~—IZ7 7 AL
F9, FEMIZ OV TIX, Threat Intelligence Director 47— 37 v 7 1w 7 LY A
RAOBINZONT (523—Y) Z2ZRL TN,
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tovor—ayey—ER ]

1295 —5% 43 1)—IFH

[ > /r—% (Indicators) ]<S— I,

BE STz — ATEEA T 5N TWH S~ ToA

V= OMERE RN FIR SN ET,

RM:ATT—8 $7 ) —I1ER

J4—JLK |88
c vl 1 OFT PRI NEEoA, P — R, FOFTF—=RT DT —
2 BZATNRY A MINET (URL, SHA-256 72 F) .
2L LA T RTNEEEOA U — 2T, [HE (Complex) ] &
LCURAMEINET,
FFEDA T =T N MRT D123, ZA TDO =V E2BH L ET,
P AT lr—24,
(Name)
=R AUVl ANEENTWEY—RA (BlY—A) ,
(Source)
(AU TY | Ao —2CHENT HNTETRTOA o F v MOBET 515 H,
~ A - =
;E?“Zo TA 2L,
o A V=BT b A T MK
1R AT —HICBEEMT DN T 7 v a, FEICOWTE, Y— A, AT
(Action) = FEIA T =T LU TO Threat Intelligence Director 7 27 3 =
COfE (48 —) EBEML T &N,
AUV —=BIFH Y —ADG [T 7 v 3 (Action) |RREZMATE, 47 H—
INTNWEEBIA =206 [7 273 (Action) | RELZMATEET, 7
AMZDUNTIX, Threat Intelligence Director 3¢ EIZF31T DK (46 X—3) &%
LT 7EEN,
Ty AT =2 DNRTY vV aRE, FEMICONWTIE, YA AT —H
va F T A T — T oYL TO Threat Intelligence Director 7 — % D —RH{E 1k
FTAE (50 =) SR L T EEV,
ATl —RTE Y — A [N (Publish) |FRTEEMKCTE, A7 —7
JWEEIA P —2 025 [2AB (Publish) [BRELMATE £, FEMIZONT
I%. Threat Intelligence Director & EIZF 1T DMK (46 X—) ML T2
éb\o
Last Updated | Threat Intelligence Director 7342 A o 34— & Z 8 L 7= H I,
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Jo—L K |58

Status (R | A P —HDHAED AT —HF A,

T—3X) , . .
7 o [fREE (Pending) ] : ThreatIntelligence Director |31 > ¥ —¥ DA 7 —

NTNE IR AHHTT,
« [58 T (Completed) ] : Threat Intelligence Director (X1 > ¥ — & DA 74—
NI N T RTEFICIYIARE LT,

[T (=7—%Y) (Completed With Errors) ] : Threat Intelligence Director
3A V= F M IARE LT, —HOF T F— TR YR— S
IUTVNZRNES) T,

14— DM

[ > —%—DFH (Indicator Details) ] X—I2iE, A TV hDOA P —H 4T
P T (BEHATRE) T —Z BERREINET,

R 15: 4 27— 5 OFMIER

J4—ILK £ R
E2X:0] ATl —E4,
Description V=AML I T A U — 2 DR,

Y —X (Source)

AT REERTNWEY — X,

AR

V=D [TTLIEIZES L, A P — 2 BRI 2 5 A,

124 (Action)

AT —=2IZEEMN T ONTET 7 a v, FEICOWTIR, YA AV =2 T
I$A 7 P — 371 L~ULCO Threat Intelligence Director 7 7 > 5 » Dtk (48 X—) %%
BLTIZE,

AT —RIEBY —ADG [T 7 v a v (Action) |EEMATE, A7 — T 138lA
IO —=EMNG[T 7 v a (Action) |EREEMKTE 7, FHMIZ OV TIL, ThreatIntelligence
Director iX E 2T HHkK (46 X—) S L T EIWY,

NT)wsa

AV —B DT Y oV a BB, RECOWTIE, YA AT —F AT —
N7V L~YL T O Threat Intelligence Director 7 — & O —FRHE L E 721X ARK (50 X—) %%
LTS 7ZE,

ATl —2IBLY —ANE 237U v o (Publish) | EEMKEKTE, AT HF— 71T
BA =85 [/37 Y v a2 (Publish) |EZMATEET, FEMIZOWTIX, Threat
Intelligence Director i iE(Z351T Hfk7k (46 ~—2) B L TIIZE VY,
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rov—nIrozress [

J4—ILF

B

AT —3DINGE—
> (Indicator
Pattern)

A= B —DRE = BT AT TR T LT, AT, O — 2 —
DA T =T N%Y s LET, ANDBIRIZ[AND]HE - CrEET, ORPBELRIZ, OR
WET. 8O F TP —R_"TNDOBRE R I —Tbic k> TORENET,

VIS CTC, [FARy Y LAWY X MMIEM (AddtoDo-Not-Block List) | AR& &7 U w7
LT, ATV =T NETay 7 L) A MIBIMLEY, FEMICOW T, Threat
Intelligence Director 47— N7 /L D7 1 v 7 L7g Y A R~OBHNZDNT (52 X—)
EZRLTES N,

FITH—NTILORTEEE

ATv T

[ 7% —,37 L (Observables) |<—IIZiX, EFICIVIAENTZT X TOF 7T HF— TN
RREINFET AT =T < —fHf (4 —) 22H) ,

1R BRI
o V=R L LTHEAT A TAXIT 7 4 — FOHEAE (10 2—) | URL 60D Y —RADOEE

(12=2) | FFY—RELTHEHATI RV 77 A LDT v 7 r—FK (135—
V) OMIHEST1I O EDOY —2ERELET,

FIE

[4>T1) PR (Inteligence) 1>[V—X (Sources) | DINAEIZIEIR L E 7,

AT9 T2 [T —"T7 ) (Observables) 127V v 27 LET,
ATY T3 BEOFT =T NEROLIICERFLET,

R DICRRENB AT F—RTNE T AAE ) o 7T BIE, [Z4 A% (Filen) ] Q)
7 Vw7 LET, Nz WTIL, 7 —7 /b B = —"TO Threat Intelligence Director 7 —
BT A NHEL (45 RX—) ZBRLTIZEN,

*[f& (Value) 1FIDEHRBETN T LHEIE, EO R —Y Vv eBEILET,

c EDFTHF—NRTNEEA TV — 2R T HITIE, [f ¥ —% (Indicators) 5]
NOFEZE7 Vv 7 LET, [T > b (ncidents) | _X—UNE, A7 —"T7 L
DENRT7 4 VZ2E L THEASNET, GOV, AU —XOERREEH (40
R—=V) ZBBELTLIES N,

AT BEOFTF—R_"TNEZROLHIICEHRLET,

s [77 v ay (Action) | EMRET DX, V—A, AV Fr—F FlFATF—1T L
L LG Threat Intelligence Director 7 7 3 2 > Offte (48 X—) 2L T2
AN
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B o onseu—mn

« FTHF— T LD AB (Publish) |BEELMRET HIIE, V=R, AV —F ElE
F 7 W =T )L L)L T O Threat Intelligence Director 7 — & O—RFE 1L F 72 1XAB (50
N—=) EBRLTIEE,

« TP —NRTNVOHHMREET T HI21E, BLY —AD[TTLIZEE L ET, sEMlzoOn
T, V—ADFREEH GB6—Y) 2L TN,

e AT —NRTNET a7 LY A MIBMT 5, [FRyY LAWY X MIEM
(AddtoDo-Not-Block List) 1A% > %27 VU v 7 LET, HMIZ-DOUVTIX, ThreatIntelligence
Director &7 — T T v v 7 LIRWT A MA~OBINZOWNWT (52 %—V) 25
LTL7EE0,

FITHF =T H< 1) —1EH

[4 7 —,37 )L (Observables) ]<—IZi%, BVIAENTZT R COFTHF— T L OMEE
WMARRINET,

R16: A TH—NTIL 57 )—1EHR

J4—IL K |58

247 F T — T (BEfHTRE) 5 —Z D HZ A 7 : SHA-256. Domain. URL. IPv4.
E 721 1pve,

& F TP =T NEET DT —H,

AT — | AT RTNEEGREA vV — 2 Dk,

g(lndicators)

=3 FTHF =TT U THRE STV D EE, FEICOVWTIE, Y —A, A~

(Action) V=X F23 AT — T LULTO Threat Intelligence Director 7 7
va o A8 —) ESRLTLIEEN,

ALV =S —ANB(T 7 v a s (Adion) |REERPRTE, 7Y —
ST IATBA 20— 5ﬂ%[7>sw<mmm1%ﬁ%W%f%iﬁoﬁ
HMZ-SUWNCid, Threat Intelligence Director % E(Z31T Ak (46 X—2) &
LTI,

RIVY | FTP—RTADRT Y 2 (V=R A2 Pr—4 £E34T P
va TV L L C D Threat Intelligence Director 7 — & O —RpE 1L FE 72 XA (50
=) 2BH)

o

AVl —2TH Y — AL [/AB (Publish) [EREEZMATE, 7 =T
JATEA P — B Vﬁﬁ@wMM] RE LA TEET, FEMZONT
I&. Threat Intelligence Director g EIZ I 1T DAk (46 ~—) ML T2
é I/\O
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T— 7L E 2—TO Threat Intelligence Director 7—% D 7 1 JL 2 JL38 .

Z4—IJLF |E%BA
B Threat Intelligence Director 23 FcfZ (2 A 7 — 37 L & For L= H I,
(Updated
At)
AREAR BlA T —H D[TTLICEES W T, A7 — 37 L)1 Threat Intelligence Director
2B HENWICHE S D BT,
[FRYIL | 2oRE &I Yy F5E, ATPF—RTART Ty 7 LY A MBI
FWYRE & ETF, Threat Intelligence Director 47— "7 LD 7 1 v 7 LAWY A b
S (Ad| ~ i fic >N T (52 5—2) ZBRLTEE,
to
Do-Not-Block
List) ] A&
Ve

T— 7 )L E 2 —T® Threat Intelligence Director T—432 D 7 1 JL 3 ALIE

FIE

AT Y1 ROWTNHND Threat Intelligence Director 77— 7 /L B 2 — & E4R L £ 7,

ATy T2

ATvT3

RTvT4

ATy TH

ATvT6

« [#& (Integration) ]1>[4 >T 1)z X (Inteligence) 1>[4 T2 b (Incidents) ]

« [#4& (ntegration) 1>[4 >F'Y xR (Intelligence) ]>[Y—A (Sources) ]

 [#& (ntegration) >[4 > T ') PR (Inteligence) ] >[YV—X (Sources) |>[4 >
Ur—4A (Indicators) |

« [#84& (Integration) [>[4 T xR (Intdligence) ]>[Y—R (Sources) |>[E48
AJHE (Observables) |

[Z7 4 0% (Filter) | Q) 22U v s L, 74 LB BIEEBRLET,
FEDT 4 NVE BB ZRINETZIZIAND LET,

T 4 VB TERILFIINLF BB S ET,

(ﬁvaV)@ﬁ®E@f74w&UVﬁ¢ém1[74»&Gmm](q)%ﬂuyﬂ
L., FE2 EFNE3 2V LFT,

AiE 7 4 VW Z Bl A LT BATo T2 EE ARV ETICE, [Fr B/ (Cancel) 127 U 7

L/\li‘g—()

TANBEEHLCT—7 VA2 5120, [ (Apply) 1227V v 27 LET,
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. Threat Intelligence Director 5% 7€ (2 85 [+ 5 #f &

AT T 74 v HEEEEBNCHIBRT D121X, 7 4 VX JBPEOREICH HHIER (Remove) ] (

) B
Uy L, @A (Apply) 1227 Vv 7 LTCT—7AEEHLET,

Threat Intelligence Director 3% 5E [Z & T 5 f¥ &

Threat Intelligence Director | —ANHA T VPV A T—2 RV iATe L DY —AD
FTHATox I N LTA D=2 e FTHF—=N"TNVEER L ET, (BRI, o017

TVl NI, BRREMNS [T 7 ¥ 3 (Action) 1B LU [ABH (Publish) | EZMAKL £
R

AT —2F, B ANLINOLDOREEMALET, AU r—&iF, BlY—A% 1D
LR CEH A,

FTF—=RT T, BA D —ENE I NLDOREEMKLET, AT — T,
DA T — BB OZ LN TEET,

FEHZOWTIE, BAFZSR LTS EE0,
« IO DS D TID & E DA (46 ~<—)

MR SITZ TIDRED EEXIZHONWT (47 =)

BHOBEI LD TID FRTF DA

ATV =T MBEOBA PV r—=E BB LGEE, VAT MITNTORD LR LIZ5E
FHEL, A7 V=T Ekb X TR A 7y a v EEID Y TES, OFD,

«[7Z73ay (Action) 1:[7 2 v (Block) 1if [E=4% (Monitor) ] XV X7 T
R

« [4ABA (Publish) ]:[#> (On) JiX [#7 (Off) ] £V bEF=27TT,

7= & 2 1E. SourceA I IndicatorA & B35 ObservableA (253 A R[EEMENH Y £97,

T SourceA IndicatorA ObservableA
##£4E (Action) 71 v (Block) 71y 2 (Block) “ 1 v 2 (Block)
NTYwa +7 (0ff) +7 (0ff) +7 (0ff)

SourceB 73f% T ObservableA % & ¢ IndicatorB IZBH 5T 254, > A7 Al ObservableA %KD
EOWEHFLET,

3T SourceB IndicatorB ObservableA
#24E (Action) F=4%— (Monitor) F=%— (Monitor) [Z7 2y (Block) ]
(IndicatorA 7> 5k
7K)
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WA INI-TID

grsnrmoEEorzzonT i

oE SourceB IndicatorB ObservableA
NITYwa 4> (on) 4> (on) [4> (On) ]
(IndicatorB 7> & fk
7K)

Z OFITIL, ObservableA 21X 2 DOFNH Y £F, 1 21X [T 7 3 (Action) |FXEDH

T, b9 1 2IX[AB (Publish) |RREDPHTY, AT —N"TNLORELFETREL TNDH

REZICICE LTZEE. [77 v a3 (Action) ]#ZEN IndicatorA EIZFRE S 4v. [2A6
(Publish) ] &% E 2’ IndicatorB fEIZFRE SN E T,

REDEEEICONT

MASNTZHRELE LFEEXTDHIE, FLAVTREEZELLET, Y—A, AV 7—4 %
72X A 7Y — 3T L L~ULCO Threat Intelligence Director 7 7 ¥ 2 > O (48 X—) B
TV =R AV =% FlIA T — 3T LULTO Threat Intelligence Director 7 —
B O—RHEILE T TNRB (505—) 2ZRL TSN, RkSNEREEX LEET DL,

BA TVl MCERIIhPDLLT, 747 Y7 N TIEZORENMRFFSNET,

e, EESEREE I, ROTLORETHRIGET 5L LET,

neE SourceA IndicatorA ObservableA1 ObservableA2

a.

INT Y wn +7 (0ff) +7 (0ff) +7 (0ff) +7 (0ff)

IndicatorA DR E % EEE LIZGE, ZEIXRO L 12720 7,

SourceA IndicatorA ObservableA1 ObservableA2

RE

47 (off) %4> (on) %4> (on) %4> (on)

NT)wsa

Z DA, SourceA @ [/ABH (Publish) ] E~DZH X, IndicatorA (Z HEHIIZIZH A — K
ENL R0 ET, 2L, ATV AR"TNVOREITHEME EEXTIHLIICHEFESNT

VW22 IndicatorA 7> 5 ObservableAl 35 & O ObservableA2 ~Dfk &I THA T SV E T,
#7125 ObservableAl DR EL FEZT2LEIE, RO X OITD £7,

B SourceA IndicatorA ObservableA1 ObservableA2
NTYwa +7 (0ff) #+> (on) +7 (0ff) #+> (on)

IndicatorA @ [/ABH (Publish) ]F%E~DZEHE X, ObservableAl |Z HEIHNTIT I A r— F S/
<72 EJ, 727201, ObservableA2 1T EEZEICITRRE SALTWRNZD, ZIHDOEH TS|
X {5t X ObservableA2 (2 A7 — RENFET,

FTHF =T LT, EEEBRED DMK SR EICRT I ENTE, VAT AL,
BA =D SEDOF T = NRTN~DOREEEDO I A r— R BEMICHEBR L E7,
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. Y—R, Ao —4 Ff=EFTHF—/3T )L LRJLTO Threat Intelligence Director 7 ¥ & 3 L DiRE

Y—R, A —43 FfEATH—/NT)L LXR)LTD Threat
Intelligence Director 7 9 < 3 > DiRE%E
()
cHOT I arERETDIE, TRTOFIH LT 7y a UBRESNET, V—Z LR
NTCT I vavkiREToE, ZOTRTCOA P —HIZT 7 a DR ESNET,

ATl —H VLNNTT v a v EmETDHE, TOLF T =T LOTATIHRHLTT
7varnNRESNET,

DT Vv arERETHE, MEBNTFRENET, AU —F LRLTT v a vk
EL, FENVTY —RA LV THRET DL, e =207 7 v aramETDH
EFCT, AT —2OT7varyPRESNET, BHEATBEL LV TT 7 v a v E iRk
L. BeWTA O —F LNV THET D &, [Hax DA THF—NTNDOT 7 a ki
THET, ATV —NRTNOT 7 v a UMEREESNE T, BEHEAREL LT, Bla1ry
20T 7Y a ATHBBIETT TE 9, MARDFEMIZ OV TIX, Threat Intelligence
Director ;X ENZ BT DA (46 X—2) ZBMEL T ZE W,

o 77y a NIREEGRALER 28 X—Y) R TLIILLTEET,

FIE

ATY T RONTANERIRL £,
 [#4A (Integration) |>[A > 7 U Y= A (Intelligence) ]>[Y—* (Sources) ]

(G¥) Threat Intelligence Director X, Y —A L-ULTOD TAXIL Y —ADT 1 v 7 ZHiR—
FLTWEHA, TAXIL Y =R A VO — 2 RNEENTWEEE, A Y
r—2 LrULEFIIERAIREL LT ey 7T 52 LN TEET,

* [#% (Integration) ]>[A 7 U ¥ = A (Intelligence) ]>[Y —A (Sources) ]>[1 ¥
7 —4# (Indicators) ]> > >

((¥) Threat Intelligence Director |, M2 A ¥ —2 D7 vy 7 % R— ML TWE
Th, RbVic, B, =0 NTRA DA TF =TV eTuy 7 LE
R

*[BE& (ntegration) 1> [ > 7Y Y= A (Intelligence) ]>[¥—* (Sources) 1> [Hifilnf
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