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HERR ST A E—T = A RN DI, [ A v F—7 = A A (Egress
Interfaces) | Z @I L £,

« IPV4/IPV6 R 7 A MR v 77 RLUAZIEET HITIE, [IPT R LA (IP Address) ] %%
WLES, FlHT7e (11 X—) [THEERET

c) [HhArZ—7 AR (EgressInterfaces) | ZBINL7-HGHIL, [F v F—7 = A ZADJA
ALFTF (Interface Ordering) | K v F*Z o unt BET 47 a U EBRINL E7,

o[ HF—T A ADOESE (By Interface Priority) 1: 7 7 4 v A v H—T =

A ADEHEIZFESWTHRESNE T, bT 7 0 v 71, BRE R BRNA ¥ —
Tz A ANV —T 4 T ENET, ZTDOA U FZ—T oA APEHTE RN
A N7 7 4w ZIERICERNENEMRNA o H—T7 = A RZRE SN ET, &
Z £, Gigd/l, Gighi2, B XV GIgu3 IZFNEHELIENE O, 1. BLO2 1R E
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d)

K o—n—2 L—7 127 Ky o—0iE [

GE) A7 =T = ZAOBERELHHT 212U, [KY ==V —F 1 7
(Policy Based Routing) | X— Y C [ V¥ —7 = A ADESE DK E
(Configure Interface Priority) | %27 Vv 7 LEd, AT 07 Ry 7 AT,

A B =T 2 A AT OBEER S EEE L, [RIF (Save) 1227V v 7
LET, A7 =T 2 ARETA v F =T = AOBEEERET D &
HTEET,

FTRTDOA B —T oA ATEEEENFR L THIEES, NG 74 v7134
VHE—T oA AW THBmESNET,

s [lEFF (ByOrder) |: N7 7 4 v 7%, ZITHREINA V¥ —T7 A ZADNEFIZ
HESWTEIERENET, 72L& 21F. Gigd/l, Gigdi2, Gigo/3 73, Gig0/2, Gigo/3.
Gigu/l DIEICEIR SNz s LET, M T 7 4 w7k, EREOMEICERZR L &4
IZ Gig0/2 |ZHRE S 4L, KRIZ GigO3 IZHzit S ET,

o [/ v #— (ByMinimallitter) 1: N7 7 4 v Z71%, Vv 2 —lRR/NOA 25—
T x A ATEESNET, Yy X —HERGTHITIE, PBROA VX =T = A AT
NRAE=Z VT HFINT H0ERHY £7,

s IS A B =4 38 (By Maximum Mean Opinion Score) ]: N7 7 1 v 7%

PHAE=A TR (MOS) WRRDA ¥ —7 = A AlERiE S ET, MOS |
BT 5T, PBROA Y F—T =2 ATNRAT=Z Y T2 HINT D 0%ER
bHYET,

s B T7 v KRV v 7IE#E (By Minimal Round Trip Time) |: b7 7 4 v 71X, 7

7R MYy PR (RTT) BNEEDOA B —T7 = A ATEESNET, RITEA
ST AI121%. PBROA LV H—T oA ATRAE=X Y U T BHNCT HLEER
U308

s [/ 3w MR (ByMinimal PacketLoss) |: N7 7 4 v 7%, 7 v MEKD &K
INDA B —T o RATHEESNE T, Ty MEREZRST 5I12iE, PBR DA
VE—T 2 f ATNRNAE=Z ) U TGN THLENHY £,

[EHAIBER A > % —7 = A A (AvailableInterfaces) ]8R v 7 A2, T _XTHA o H—T =
A AL ZOEEEOEN —BEFRRENET, A1 F—T A ADI A D, Add ()
KA HI VY7 LT, BRLIEHAOA v 2 —T7 =4 ZZBIMLET, FIETK (12
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T T T7 47k HHESHNIEIP T RLADIAF CRESILET,
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7 RUZADNERFIZHE > TEESNE T, REFHDOR T A MRy 73, EHEE
THVERDY 7,
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g BEDA L E—T oA AFWREDT 7 40 b ELTHRET DL, [T 7 AN R H—
7 = A A (Default Interface) | F = v 7Ry 7 A% AN LET,

h)  [IPv4ixXiE (IPv4 Settings) |35 KON [IPv6skiE (IPv6 Settings) | % 7 Clk, Bl EL T
T ANV NREFRETEET,
CE) V= h=y T ORE, IPVAETIZIPV6 R 7 A bRy TBRIEOWT IO L& FE

TXET,

o [F)F (Recursive) ]: /b— b~y 7REIX, FESNTEAX T A MRy TFT7 KL AL
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ERENET,

i) FXIZARKYyTTRLRZETT RLAELTHERT AT, [ET7T FLA (Peer
Address) | F = 7Ry 7 A%A I LET,
() T74NVERORIARNKYyTT RLALETT RLAOHE FEFEHL TOL— vy
TERETDHI LI TEEREA,
i) IPvAREDOLE . [FTAMEORKRGE (Verify Availability) ] T/L— b~ > 7 DIRD IPv4 7 >

TR TEBNE I PEMRBTEET, Add(REZ %227V w7 L, X7 A bky
TIPT RLAZYy MY ZBILET,

 [IP Address] : X7 AR ARy 7 IPT RLAZATJLET,
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T, BT DL U ABENAN SN TN EE2ER LTI EEN, H2h7
I 1 ~ 65535 T,
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Threat Defense |Z, ACLZHHALCr I 74 v 7 &REL, NT 74T DV—T 4T T 0
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INRBEERA v aR— FDEM
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[# > aR— RDEM (Add Dashboard) 127V v 7 LE7,

R O—R—ZJL—F 4 VT DEEH
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TIUTFFT A ADNEHNT 7 4w 7 ENEBNT T 4 v 7 OB 5 X D IZEREINT
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ATy T

ATy T2

1: Management Center ) 7 5 > F Threat Defense TDR') —R—ZJL—F 4 VT DHKRE

Physical Connection

Internet — — — — VTl Tunnel

{ Applications ) ECMP on VTl Interfaces
DIATraffic

i WAN1
el DY vz )
Crpoate Corporate
Internal Threat Defense Threat Defense Network
Clients . 5
h Management Center- Threat Defense i
! Management Connections i
b e e o e e
15 H B HEIIC

Z OFTIL, Management Center 7 7 > F Threat Defense ® WAN BLONVTL A V¥ —7 =
AANTTICRESNTND Z EZFEE LTWET,

FIE

7" F > F Threat Defense DR Y 2 —_—X)b—F 4 VT HFBE L, ANA L H—T = A A%R

RLET,

a) [T/\M R (Devices) |>[T/\M4 REHE (Device Management) ] %% L. Threat Defense
TNA A% RELET,

b) [JL—F« % (Routing) 1>[R!) —_R—XJL—F 1 % (Policy Based Routing) ] %%
WL, [RU—_X—=2)—F 17 (Policy Based Routing) 1-X—C, [BM (Add) |1%
77Uy LET,

¢) [RVU—_—=2L— DB (AddPolicy BasedRoute) | Z A 7 2 7R v 7 AT, [ASA
v —7 x4 A (Ingresslnterface) | K2 v X JRA b A X —T7 A A ([NEL

(Inside1) 1& [N¥F2 (Inside2) ] 72 &) ZiBIRL 9,

—HHEEERELET,

a) [BAN (Add) 1%27 VU >y 7 LET,

b) —EEMERERT SIS, Add(T)RELEZ Y v LET,

¢) [FILVWMEIET 7 AU A A7 Y= b (New Extended Access List Object) ] T, ACL ™
£l (72 & 21X, DIA-FTD-Branch) # AL, B (Add) 1227V v 27 LET,

d) HEETZ7®AU AR FY DB (Add Extended Access List Entry) | X2 A 7 1 77K v 7
AT, [77Ur— 2 (Application) | Z 7 HHLER Web X—ADT 7'V r— 3 v
IR E 9,
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Ky s—m—2L—7 1 w50z |

2:[Applications] 7 7

Add Extended Access List Entry

Action:
| & iow - |
Logging:
[ Defaun - |
Log Lewsl:
nformational L
Log Interval:
Metwork Port Application
Application Filters Clear Al Filters X Awailable Applications {3) Selected Applications and Filters (2)
4, Search by name | 4, youtube Applications
» Risks {Any Selected) i YouTube
[ Very Low 530 Youtube Upload
O Low 450 YouTubeMp3
[ Medum 280
[ High 128
[ Very High 60
» [Business Relevance (Any Selected)
O Very Low 577

Threat Defense TiX. ACLOT 7V r— a0 )V —TNEXy NU—0 —E R J)L—7F
ELTHRESN, T 7V r—varPNry NU—2 —E R 47V b & LTHE
INFET,

3: L3k ACL

New Extended Access List Object

Name
| DIA-TD-Branch

Entries (1)

Add

Sequence Action Source Source Port Destination Destination Port Application

YouTube
1 @Allow  any A A An YouTubeMp3 7
Youtube Upload

Allow Overrides
[
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e) [PRfF (Save) 1Z27 U >y 7 LET,
f) [ACLOMA (MatchACL) | Ko w7 % w7 U A k)i [DIA-FTD-Branch] % 38R0 L £ 9,

ATYT3 M4 v F—T A RAERELET,

a) [564C (SendTo) 1| BLO[A > ¥ —7 = A ADJEF{+} (Interface Ordering) ] K v 74
TV A RNNL, WA % —7 =4 A (Egress Interfaces) | & [BEIAMIZ L D (By
Priority) ] ZZ N EHEIR L E£7,

b) [ FEEZR A > ¥ —7 = A A (Available Interfaces) ] T, TNENDA X —T = A A%
DO RELH I Y v/ LT, [WANI] & [WAN2] %3800 L £

4:R) O—AR—R )L—TF 4 VI DEE

Add Forwarding Actions (7]
Match ACL:* DIA-TO-Branch v |+
Send Toc* Egress Interfaces w

By Priarity e

¥
1

Friority Interface

e e o ©

c) [fR1F (Save) 127 Vw7 LET,
RTFYTE A H—T oA ADERIEN Z7%E LET,

[FRA > B —T7 = A ADFwHE (EditPhysical Interface) |X— Y £ 721X [KRY ¥ —_"—2)b—TF ¢

> 7" (Policy Based Routing) ]-X—3 ([f ¥ ¥ —7 = A ADEINAN.DOFE (Configure Interface

Priority) ]) T. A v Z—7 = A ADBENEMIOEZFRETE T, ZOFITIE, WEA o Z—

7 = A4 ADfFHE (Edit Physical Interface) | D A Y v RBREINTWET,

a) [T/34 R (Devices) |>[T/34 REE (DeviceManagement) ] &4 L, 77 7 Threat
Defense Z e L E7,

b) A F—T A ZAOERIANZRELET, ¥ —T7 oA ATK LT [#FHE (Edit) | %
70y L, BERBMOMEAEATILET,
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5:403—7 14 ADEEIBLLOEE

Edit Physical Interface 7]
General P 1203 Advanced Hardware Configuration FMIC Access
Marne:
| wan
Enabled
_| Management Only
Description:
Mode
| More * |

Security Zone:

: WAN v |

MTU

Prricrity:
| 10

Propagate Security Group Tag: _

¢) [OK] %7V vZ L, [##1F (Save) |27V v/ LTHIFELET,
ATy TE B—FKRT T HOECMP V' — 2 B L E£7,
a) [JL—7 «1 7 (Routing) 1~¢—C, [ECMP] %27 VU v 7 L%,
b) A ¥ —T7xA A% ECMP Y — BT 52T, BN (Add) 1227V v 7 LET,
¢) [WANI] & [WAN2] Z3#R L, ECMP V' —> (ECMP-WAN) Z1Epk L %9, RIEIC, [VTIOl]
& [VTIO2] Z3BM L. ECMP ¥ —> (ECMP-VTI) ZA{EREL £,
6: 43— A RE ECMP)— > DERESIF

Device Routing Interfaces Inline S=ts CHCP

Equal-Cost Multipath Routing (ECMP).

Manage Virtual Routers

Virtual Router Properties

Nama Interfaces
ECMP-WAN AR ANE ]
ECMP-VTI VTIO1, VTI02 |

Policy Based Routing
ATYT6 B—RKRTG UV THOY = A B =T 2 f ADALT 4 v 7 )V— NeFHELET,

a) [b—7 47 (Routing) |"~— T, [AFXT 4 v 7 /b—1] (StaticRoute) ][22 U v/ L
\ijqo
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b) B (Add) 127V v 2 L. WANL, WAN2, VTIOL, BEXVTI2D A X T 4 v 7 )b— |k

ZHEELET, 43, RUECMP Y — @ TH5, X2 —7 A AZFERLCA MY v 7l
FEELTLLEIY (RFv75)

7:ECMPJ—2A VB —D A ADAE T4 v IL— FDHRE

+ Add Routs
v P Leaked from = ot P e Wi

Netework nterface Virtual Router Gateway unneled Metric Tracked
¥ Pvd Routes
any-iped vTIoz Globa 152.108.102.21 false 1 £ u
any-ipwd VTIon Global 132.188.101.21 false 1 £ u
ny-igvd I ob a5 a 1 £ u
any-lpvs WaNT Gioba 10.10.1.33 false 10 P ]

GE) VY=o A B2 =T A ADWHT KLAEA M) o7 FRUTHLIN, F—hU=x
AT RUANRERD Z ERMHRLTLTEE N,

ATFYT] AV F—Fy b~DOLEER T T 47 70 —0NEEN 5 X 912, 7T F Threat Defense
DWAN A7V =7 NTEBTELHDNS X ELET,

ATvT8

a)

b)

<)

d)

[T/34 R (Devices) 1>[FTT v b T+ —LEEE (Platform Settings) ] Z#%NL, 77 F

Threat Defense < DNS "R U o —%{ER% L £9,

EHHTEX 2 DNS ZHET D1, [ (EBdit) 1227V v 27 LTHRY —%fEEL, [DNS]

Vv LET,

WAN 47V =27 FoMEEH 9 % DNS fi#i-F © DNS % — "N— % F5E T 5 121%, [DNS % E
(DNS Settings) 1% 7 C, DNSH—_—F L —T7 OFMIEREZRT L, A X —T A A

FT 7 R WAN Z3#IR L 9,

[{E#E C & HDNSY—,3— (Trusted DNS Servers) | ¥ 7 % fffl L T, DNS R D= DI12(E

T TE DR EDDNS r—_—ZHELET,

[1#1F (Save) 1. [P (Deploy) 1 DIEIZZ U v 7 L%,

F > hU—27 INSDEL £7-1Z INSDE2 ND 7 5 »F )35 D YouTube B D 7 7 & A B R4,
DIA-FTD-BranchACL & —#4 %572, WANL £ 721X WAN2 2V —T ¢ > 7 &£ 9, googlecom
R EDOMDOTNTOERIL, A FE VPNFRE THREIN TS X HIZ, VIIOL £7213 VTI02

ENLTN—T 4 T ENET,
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8:49 A I~ VPN DERE
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Add VPN w

FTD-5JC fVTION / 192.168.101.20 FTD=BLR / VT [ 192.168.100.27 o

FTO-SJC /VTIOZ / 192.188.102.20 FTD-BLR § V02 / 192.168.102.21 E-3

ECMP "R EINTWEHE, XY NT—F7 bTT7 4 v 73— AL AITHBENET,

INAREZAR 1) 5 %{FERLT- PBR D& EH
ZOBITIE, FHIRA N w2 X DBROT TV r—a O AET=4 ) 7 &4 2 7-PBR
DEEICHDOWTHFH LA LET,

Vv HEDHD, BEERETANREEIL DL AREENH LT 7Y r—3 3 (Webex
Meetings 72 &)

CRITDO®H S, 757 RR—2DT7 F VA r—3 3 (Office365 72 )
e Ry MBEREODBHDH, Xy NT—I RXR—Z2DT V& AHIH FFEDOEEIC L EER) |

1R B
1. Zoflix, PBR DEAMLRREFIRZEML CWAHZ Lxaiig LTWET,

2. wWBEBAICEDANA A —T oA REMNA LV H—T 24 ADEENET LTVET, =
OB TlL, ANJTA v Z—T 2 A ZADO4FIT Mnsidel ] . WA F—7 = 4 ZADOLFIIL
[SpPo1) . [ISP02) . R X O MISPO3) T,

FIE

ATFYT1 A28 —7 x4 AISP0L, ISP02. BLVISPO3 TO/NRAE=H Y T DRE :

HAA B —T 2 A ZATDOA N v Z7IEIZHONWTIEL, FNEDA L EZ—T 2 ATRAE=
VTR TCHRETDLENLY 9,

a) [T/N\M4 R (Devices) | > [T /31 REHE (DeviceManagement) ] Z#4R L, Threat Defense

ZimE L ET,
b) [ #—7xAR (Interfaces) ¥ 7T, A v Z—T=A X (ZOFITIE NSPOL) ) %
HL£LET,

c) [VXAE=%V 77 (PathMonitoring) | ¥ 7 %27 Vv L, "NAE=XY T DHEE
(Enable Path Monitoring) | F = v 7Ry 7 A& AN L Thb, TE=4 V7414 7%
ELET (SRE=XY UV ITORE =) #BH) .,
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ATy T2

ATvT3

ATy T4

ATy TH

d [OK]ZZ7 Vw7 L, [##(F (Save) 127 U v 7 LTIRIFLET,
e) [MUTFIEAZ#MVIKL, ISP02 & ISP03 D/NAET=HX Y VI OREEZFRELET,

#Hfk D Threat Defense [ZHENDT T FDORY O —R—=A)—FT 4 VT @ E L, A1~

H—T 2 AEEINL £7,

a) [T/31f R (Devices) | >[7T/314 A& (DeviceManagement) | Z %K L. Threat Defense
TNA A xmELET,

b) [JL—F 4 >% (Routing) 1>[R!) —~_"—Z)L—F 1 >4 (Policy Based Routing) ] %%
WL, [RY—_X—=2)—F 17 (Policy Based Routing) 1-X—C, [BM (Add) |1%
77Uy LET,

c) [RVY—~_—2— FDiBI (AddPolicy BasedRoute) | ¥ A 70 7Ry 7 AT, [AS1A
v —7 x4 A (IngressInterface) | RR vy X T U X ot [NE T (Inside 1) ] &38R
LET,

—HEELRRELET,

a) (B (Add) 1227V 27 LET,

b) —EEMEAERT I, Add (T RELEZ ) v LET,

) FTLVEEET 78 AU X A7 V=7 b (New Extended Access List Object) ] T, ACL ®
i (7z& 21X, PBRWebEX) Z AL, B (Add) 1227V v 7 LET,

d) [HEETZ7E®AU A= MY DB (Add Extended Access List Entry) 1 %A 7 1 77K v 7
AT, [TV — 3 (Application) ] Z 7L Web X—ADT ) r— 3

(WebEx Meetings 72 &) Z BN L £7,
*% ThreatDefense TiE, ACLOT SV r—ya vy I —7RWxry NU—7 h—ER 7
N—T L L TERESN, £T7 TV r—varPBry hNUV—7 =R 4TV
P LTRESNET,

e) [fR1F (Save) 127 Vw7 LET,
f) [ACLOMA (Match ACL) | Ry 7*X o X h)xb [PBR-WebEx] #8efR L £ 77,

A 2 =T = A ZEf/ELET,

a) [38J6 (Sendto) ] Rm w7 X T U R NNG A% —7 AR (Egress Interfaces) ]
EIRL E9,

b) [f ¥ —7 A ZADNEAFAHT (Interface Ordering) | Ku v 7 X7 U R RD G [F/hy
X —|Z X% (ByMinimal Jitter) ] 23R L 77,

c) [MEHFHEEZRA > % —7 = A A (Available Interfaces) ] T. TNETNDA X —T = A A%
D AR (Right Arrow) | (2) A& %2 Y v 2 LT, [ISPO1], [ISP02], 5 & UISPO3]
ML ET,

d) [fRfF (Save) 1Z27 U7 LET,

FlE2 L FNE3 ZHBVIELT, RILA ¥ —7 A A (Insidel) (2. Office365 B LU+~ b

D= R_R=2T 72 A N T 7 4 v 7 &N—T 17T % PBR ZAE L £,

a) —BHEMEFT U7 b (PBROfice36572 &) ZA{ER L., [7 7V 7 — 3 (Application) ]
2705 Office365 7 7V r—ya U ERIRLET,
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[ v X —T = A ZADNEFAHT (Interface Ordering) | K v 77X U A Rk, [&ET
7 R MY v 7EEIZ X % (By Minimal Round Trip Time) ] Z384R L £9°,
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