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Directory for computers, domains, sites, and OUs| T, KD L 5 REFEEZSRL T E IV,

DNS /& D X F Dl iR

DNS ITR A F4IZH LT 64KB LA F OIS R T HE R H D £, FNLSDEA. AD Bk
TAMIKLUET, ZOFIFRIZm S mICEA 4, RFC6891 27 2 a 625 Tl & T
Wk,

LILL 74—IL K

WKDT 4=V REFHALTCLLVLEZRELET,

LILLDEEE (Realm Configuration) 71 —JL K

INHOREIL. LIV ANDTRTO Active Directory r— "FE72iE KA A ar bue—F (3
4T 4 L7 R WCERAEINET,

[&8i7 (Name) ]
LIV A D—E DL H,

CTAFLT 4T 4 R ST U AR B, SRR ORI RS LT
£,

*RAVPN RETULNLLEFEHTLEAIE, 25kT. 72 () . T O . 77
A () IZHISE L TWET,

Ll
(A7 vav) LVLAOHHEANLET,
247

LIV D H A 7T, Microsoft Active Directory HH® [AD], & DMOH KR — K I T 5
LDAP VAR ~ U H® [LDAP], F£721% [Local] TF, HAR— hINTWWABLDAP U AR b

. [Realms]


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://datatracker.ietf.org/doc/html/rfc6891#section-6.2.5

| [Realms]

s ze—nk |

VO—EIZONWTHIE, LIV ARHR— RSN TWLHH—n_— (7TX—=2) 2R TL
7ZEWV, LDAP VARV MU EZEH LT 7T 4 7 A—F )L 2a—HF—%FFETEET,
i3~ T Active Directory BT,

\}

GE) XY I T 4T R—=EZNVDFH, LDAP LV L&Y HR— M LET,

LIV LA A7 LOCAL X, v—h)a—PF—REOREIMHHEN £, LOCAL L /LA
6i ):E‘““ }‘77'{223—“"& @wquVC’@EﬁH éﬂi#

LOCAL LV ADRD v — b —F—EREEN L 1,
« [Username] : 17— B /L —H —D 4 Hi,
s [Password] : B — /L —F—DI/RAT — |,

* [Confirm Password] : @ —# /L2 —HF—D/NAT — REfHER L E7,

() LOCAL L /L AZa2—H—%BI9 5I21%, [Add another local user] 7 V v 27 L7,

LV ADVERRZIC 22— —Z BN, a—hla—HF—D AT — REEHcxFT, &
@D LOCAL LV ABERR CTE E 90N, BT LixTcEEdi,

AD 754 <) KA4 > (AD Primary Domain)

Microsoft Active Directory L' /L ABEH T3, = — W —GRAEN L EE L 72 5 Active Directory H—
W=D KA A TT,

N\

GE)  3_T®D Microsoft Active Directory (AD) LIV AIZEB D [AD7' 7 A~V KAA > (AD
Primary Domain) | Zf8E T 2 MENH Y £, #7225 Microsoft AD L /L AZ[A U [ADY
74~ VU RAA > (ADPrimary Domain) | Zf8ET 2 Z LIXTE ETA, AT LA0EY)
ICHRE L 722< 20 9, Zhid, VAT ALV ELALLANDOTRTO—HF—¢ FL—
TIZ1ODOEAID BEDETHENDDTY, ZDD, VAT LIFFEDL—HE T
X N—T EHMICHEN T2 2 E N TEEHA, 2=V — L T A—TREYNEED] S
W7z, FIC[ADZ' 7 A4~ U KA A (ADPrimary Domain) | Z{H L CEEDO L LA %
BETHZEIETEETA, ZHIE, VAT AR -EOIDEK LIV ADOTRTOL—H—
ETN—FIZEIN Y THEDITRELET, TDOED, VAT AMIREOZ—F—F 1%
T N—7 % BRI T & £ A,

AD &1 —4%—4 (AD Join Username) . AD &i0/8X 77— K (AD Join Password)
(L)L A DOFRERFIZ [Realm Configuration] % 7 _X— U CEATEE9) |

Kerberos ¥ v 77 4 7 AR—H )V T 7T 4 TG % HiY & L7 Microsoft Active Directory L
JL A TIL, Active Directory KA AV TRAAL Y av Ea—X THhoy NalElT 5720
DY) 72 HEFR % FF> Active Directory = —H — DB H O 2 —H—4 L X2 T — ||

[Realms] .



LILL T4—ILF

[Realms] |

RO ZBRELTITZS0,

*DNS X, RKAA %% Active Directory KA A > a2 vk —JDIP 7 R L RITHFRT
ZXHVERDHY £7,

FRET D —HIE, 22 ¥ 2 —HF % ActiveDDirectory K A A NZBIMEH 5 Z LN TE
HVENRDHY FT,

o =P —HIEREML THLLENRHY £T (7oL 21X, administrator TII7AR
< administrator@mydomain.com Z{fH L ¥7) ,

Kerberos (F7-iXKerberos# 47> a v &3 5LAICHTTP 2V I—) %2, 74T
VT AT A N—D [BFAEZ 7 bk 2 (Authentication Protocol) ] & L TR T B54A, &
PRI 2 [LrL (Realm) ]I, Kerberos v 77 4 7 RN—F N T 7T 4 TRt 2 FATT 5
X 91z, [ADBI2—H—4 (AD Join Username) ] & [ADZII/SA T — R (AD Join
Password) | ZfiH L TRET HHENHV £,

GE)

SHA-1 /N 3 =2 7 )b 3 Y X LTl Active Directory Hr—/3— |28 AT — RAMEF S CE
ATIEZRWZO, R LARWTSZE W, FEMIlZ- DV TiX, Open Web Application Security
Project ® Web 1 M iZ& 5 [Migrating your Certification Authority Hashing Algorithm from
SHA1 to SHA2 on Microsoft TechNet] <> [Password Storage Cheat Sheet] 72 & DEE &k %
ZRLTLIIEEN,

Active Directory & OB{E121% SHA-256 #7792 Z L &R L £9,

[T« LD k) 2—H—% (Directory Username) 1 & [T« L& b1 /SR — K (Directory
Password) ]

. [Realms]

P54 2 2 —VIHFRICEE 2T 7 B AL FF> T D 2 —F OB O 2 —F 4 &2
7 — R,
ROFUTTEF L T ZE W,

* Microsoft Active Directory D —#{ D/ N— 2 » TlE, 22— — & 7N —T%5AHA b T

WIZFFE DWERPMLERIGENH Y £3, FHMIC-OVTIEL, Microsoft Active Directory
B L TV D ~v=a T LESIRL T ZE 0,

« OpenLDAP TlE, =—#'—D7 7 & ZH#EMRiZ. OpenLDAP DIAEENE 7+ 38T
I TS <level> RT A—F|IZX W RkESNET, =2—P—D<level>id,
auth YL EICTBHERH D 9,

o =PI EEMAL THHMLERH Y T (7-& 21, administrator TiI72<
administrator@mydomain.com ZfffH L £7) .


https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/migrating-your-certification-authority-hashing-algorithm-from/ba-p/400300
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/migrating-your-certification-authority-hashing-algorithm-from/ba-p/400300
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html
https://www.openldap.org/doc/admin24/access-control.html

| [Realms]

vnszs—nt |

A\

(¥)  SHA-1 /Ny =27 /b3 Y XA TIE Active Directory B —/3N—|Z /XA U — RPRIF SN TE
ETIERWEZD, LRV TLSEEV, FMICOWTIE. Open Web Application Security
Project @ Web 1 K& % [Migrating your Certification Authority Hashing Algorithm from
SHAL1 to SHA2 on Microsoft TechNet] <° [Password Storage Cheat Sheet] 72 & DZE &k %
ZRLTLIZ3N,

Active Directory & OiB{F121% SHA-256 #5252 L 2HERE L 97,

~R—X DN (Base DN)

(47> a ) Secure Firewall Management Center)> . —%— 7 — X O 3E # BAtA 35—
N=DFT 4 L7 P YU —, XR=ZADNZHHELRWGE, ¥— =R TE 2586,
VAT MTE EAL DN 2B L E T,

WE L, N A4 (DN) (ISR R AL 4B L O Z2 R T RAEEN H Y £,
7= & 23X, Example OB X = U 7 ¢ #FD<— X DN |Z,
ou=security,dc=example,dc=com & 72V F7,

4 )L— 7 DN (Group DN)
(A7 a>) Secure Firewall Management Center?® 7 /b — 7 @M & Ff o2 — W — & M7
LY—N—=OF 4 L7 b)Y —, FHR—FINTND I A—TRIEO—RIZOWTIE,
PR—=FENTNEII—N"—=FT Vs F 7 TRALEES B—) 2L T
SV, Z—7 DN ZHE LRWGE, b= -l TE D56, v AT A3 L
DN ZHfs L £,

Y

GE) Wz, 547 b)Y —N_R—Da—W— FJ)—7 DN CTYATLEINYHR— 5 UF
DIVARERLET, RIRTXFUNEFEHTHE, VAT LAR2—F—L T V—T%
oo — RTERL]R5ARERH Y F7,

IVTATA HR—FINTWEXF

a4 azA-Z09!1#$% " & ()_-{}'.~"
J N —T, azA-Z09!1#$% & ()_-{}'.~"
~_—Z DN & 7 /L—7 DN azAZ09!@$%NN&* () _-.~

DTl COEITTY (KREET) A— R T FE— F SR TUWEE A,

BEfFDO VIV A ERET D56, ROT7 4 —/V REFEHTEET,

[A—Y—+tvPar BALT (User Session Timeout) ]
(L v A OFmERFIZ [Realm Configuration] % 7 X— Y CEATE £9)

=P =g BNEA LT T NTEHETONEEANLEST, T 740 ML, 22—
Dz Ay ARy NP5 144057 4K5H) % T, ZOXA LTV M E@RELH L, 22—
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https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/migrating-your-certification-authority-hashing-algorithm-from/ba-p/400300
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/migrating-your-certification-authority-hashing-algorithm-from/ba-p/400300
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html

[Realms] |
B orooi—nr

Pty a I TLET, 2V —PHEHEe /A TRy NT—JIZT 7R
LelT TV D84, —%—(X Management Center (Z X Y REHE L TR S E T (R
L7277 4 7R —%)L—H— (Failed Captive Portal Users) ] Z#F&<) .

I5IZ, VLA L TISEASE-PIC % E L, XA L7 U MEBZT-HATL, BIHRER NS
LT, T DOV T, Cisco TAC IZRWEHE L 72X,

RDZA LT U MEZRETE LT,

s [2—P—x—T x> b L OISEASE-PIC—+— (User Agent and ISE/ISE-PIC
Users) |: /Sy U TRGEX A 7 ThHDH2—H— = — = M E7IXISE/ASE-PIC IZ X -
ThRIvF 7 E3NLZ—F—DFA LT TR,

BELEAA LT U MEE, pxGridSXP v ay by BT 27 )T ar (56
FESGTvwy v r77ed) IidmEAIhETA, ROV, ISERLDOFRED~Y v B
TOBIREZITER A v E—UBRVRY, By ay Ny T o B U 73R

SNET,
ISE/ISE-PIC DM DWW TIE, ISEASE-PICT AT T 4T 4 Y —AEHBMRLTL7Z
él/\o

[5?»*\‘ FAY—E AT —V = h—H%— (Tterminal Services Agent Users) ]: /3w

THIEXA T THDHTS ==V =2 MZEoTh T v R FEND2—F—DH A
A7?hoﬁﬂ_owfu\&%:+w#wﬁx(B)I%V:y%®74¥y%4
Tq VAR LTLIEIN,

[ 7T 4 THR—%/La—3 (CaptivePortalUsers) |: 77T A Tidik ¥ A4 7 ThH D
Xy T T AT R A NVEFEHLCTEFICR A v Lica—F DL A LT U b, T
ONWTUE, F¥ T T AT R=ENDTAT T 4T 4 V—AEBZRLTIEINY,

(KL= v 7T 4 7R —H)L—H (Failed Captive Portal Users) |: ¥ 77 47/
R—=ZNVEFHLTERIZe 74 LW —HFD XA A7 7 b, Management
Center |2 £ » T2 —WPRFAERN = —F L LR SN D ETO, [I|kr 7o ViklT
EIE= (Maximumloginattempts) 12/ ETEET, 77Aarbo—nL R v—%
R LT, BiER 2 —IZxy N =7 ~DT 7 v AME G55 b Ta %
T, ZOEERIE. TO—WIZZDOXA LT U MENEHA SN ET,

KR LT-X Yy TP T 4 T R—=Z) a A DFEMCHONTIE, F¥ T T 47 R—%)L
T4 REZRLTIEIN,

[FA XY 7T 4 7R —%2—H% (GuestCaptive Portal Users) |: ¥ ¥ 77 47 &R —
BMIT AN a—FLLlTrZA L LTNDE2—FDZ A LT U b, FHHIZONT
E. XX T T AT R—ENDOTAT T 4T 4 V—AEBRLTITEEN,

. [Realms]


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
management-center-device-config-74_chapter70.pdf#nameddest=unique_2311
management-center-device-config-74_chapter73.pdf#nameddest=unique_2312
management-center-device-config-74_chapter73.pdf#nameddest=unique_2312
management-center-device-config-74_chapter71.pdf#nameddest=unique_2313
management-center-device-config-74_chapter71.pdf#nameddest=unique_2357
management-center-device-config-74_chapter71.pdf#nameddest=unique_2357
management-center-device-config-74_chapter71.pdf#nameddest=unique_2313

| [Realms]

[LILLT 4 L% k1 (Realm Directory) ] & U [EI#] (Synchronize) ] 7 4 —JL F .

[LIWLT« L2 k1) (RealmDirectory) 15 & U [[EIHE] (Synchronize) ]

J4—JLF

LILLDOT 4 L% k1Y) 74—)LF (Realm Directory Fields)

INHDOREF, LIV LANOE % DY —s3— (ActiveDirectory NAA > L hr—J72E) (T
HWHSNET,

RR R4&/NP 7 KL R (Hostname/IP Address)
ActiveDirectory K A A > a2 hu—F <3 U DEEEiR A N, seeEM4 &R 5
(2%, Active Directory —/N—DAFIOMHE 32 ~—) ZZRLTIZEN,

Xy 7T 4 T HR—ZNVOFRGEIT Kerberos 2 L TWAEAIE, RO ZEHEMELTLE
éb\o

Kerberos iilE Z ] L TV A I5A . FEXRT A ADKRA MK 15 XFEREIZT D4

TR Y F7 (Windows TEE IV TV D NetBIOS DlfR) . DX oIz L7zne, Fx
TT 4 TR HNGRAERNKIL L E T, FEANLRT S ADFRA ME, T3 ADE v b
7Ty TRECERE LET, sEHIZ OV TIE, Microsoft O~ == 7 /L% k [Namingconventions
in Active Directory for computers, domains, sites, and OUs] T, KD L ) Rt FHFE2 L TL

7ZEU,

DNS |4 A F4IZkE LT 64KB UL FOISE Z KT HERH Y £7°, LS OYE, AD
Pefgi 7 A NI L £3, ZOfIBRIEm A IAIZEH 41, RFC6891 2 2 3 2 6.2.5 Tl
HEh T,

R— bk
B S DFE— b,
%51t (Encryption)
(R < HEDE) (T DI b=
* STARTTLS : fiif 55t LDAP #¢
* LDAPS : fif 5t LDAP #ifi
< 73 L : JERE 5L LDAP #6t ((RESNTWARWET 7 4 v 7)

Active Directory r—/3— L ZRZHHE(E T 511X, Active Directory ~D& ¥ = 7 78 (32
N=) ZZRLTLIESN,

CA Certificate
P N—~OFFEIAE T2 TLS/SSL GERAE, TLS/SSL AEREHE A H T 57291,
STARTTLS % 7-/% LDAPS % [l =1t (Encryption) | ¥ A 7L L TEETE £,
RAEICREAZE A AT 258, EAEOY —A—Z1F, b——D[FA F/IPT KL A
(Hostname/IP Address) | & —EHTAMERHV ¥, &z E. IPT KL AL LT
10.10.10.250 Z#fEfH L TV B DI, FEHE T computerl.example.com Zffifl L T\ %
Braix, kil 7,

[Realms] .


https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://datatracker.ietf.org/doc/html/rfc6891#section-6.2.5

[Realms] |

. [LIWLT 4 L% k) (Realm Directory) ] & U [EI#] (Synchronize) ] 7 4 —JL K

TALY F)H—N—~DEHICERINEIAEF—T (4R

Secure Firewall Threat Defense 7% Active Directory —/3—|ZZRTHEHETE 5 L 912, RA
VPNRBGEZDAHMETT, 72720, ZOA V¥ —T oA AlX, 2—HF—BLRIL—7D
Fyru— RS EE A,

N=Ty RAE =T 2 A A TN—=TIZF2RRTEET, FFMCO VT, A4 —
7 = A A (Interface) ZZML T 7ZEVY,

wOWNTNLE T Y v 7 LET,

=N 7Ty KD —T ¢ 7 & L T Active Directory $—/3—(C
e LET

o[ F—T7 A ADFEHR (Choose an interface) ] : Active Directory H—/3—(ZHefi 3
DREDEHUABRT NAAA L Z =T 2 A T N—T &R LT,

1—4H—@ [FH (Synchronize) 17 4« —JL K
AD 75431 KAA > (AD Primary Domain)

)

Microsoft Active Directory L' /L AR T3, = — W —GRAEN ML EE & 72 5 Active Directory H—
/\\‘_‘0) ]\“){ /r V‘/C\“@—O

GE)

9~ ~C D Microsoft Active Directory (AD) L /L AIZEHAED [ADT T A~V KAAL L (AD
Primary Domain) | Z45E 3 2 MNE N H VD £7°, #7225 Microsoft AD L /L AIZ[A U [ADY
74 ~Y RAA L (ADPrimary Domain) ] Z¥EET 2 Z LIXTEETN, VAT AN
ICHERE L 22K 20 £3, ZhiE, Y AT ALKV B LAV LADTRTOZ—HF—L J)L—
T2 1 ODEAID AEV B TOHNLIDTY, £Dd, VAT MIFKEDL—F £
X N—T MR T2 2 ENTEEHA, 22—V =L T —TREYNERS] SR
Wiz, HU[ADZ' T4~V RKAA > (ADPrimary Domain) ] Zfif] L CTEEDO L LV L%
RETDHZLIITEERA, ZHIE. VAT AN EDOIDEZLLVADTRTOL—H—
ETN—TIZEDYBTHEDITRELET, 207D, VAT ANIFFEOZ—F—F 721X
TN—T % IR CE £/ A,

A—HY =, WN—TERRTDHITVEAANLTLEE L

. [Realms]

[Base DN] :
(# 7> 3 ) Management Center/3 = —H— 7 — X ODRKR &GS 2 ——DF 1 L
7Ry -,

HE ., N—R5@B4 (DN) ITIEEE R AL CAB IO Z R T EAMERH Y 77,
7= & 2iE, Example LD X = U 7 ¢ #HFD~<—Z DN |,
ou=security,dc=example,dc=com & 72V F7,

[Group DN] :


management-center-device-config-74_chapter32.pdf#nameddest=unique_811
management-center-device-config-74_chapter32.pdf#nameddest=unique_811

| [Realms]

[LILLT 4 L% k1 (Realm Directory) ] & U [EI#] (Synchronize) ] 7 4 —JL F .

(A7 a ) Management Center’? 7 /L — 7 Bt E o2 —H —%2RBETHV——0D
TA4L27 b)Y — FR=FEINTWETNL—TREHEO—EIZONTIL, PA— b3
TP —=n"=FT V=7 b 77X LEEA @=Y) Z2ZRLTIZEN,

\}

GE) TN —THELITHEREN LT, TAZ VAT (+) ( f23—)b (=) | X"y T ATy
va () REORBRLTTIIMHTEEYA, HHLELS, TNOO 7 NV—T Do —H—
A= RENT, IDARY —THEATE 20V TY,

[Load Groups]
a—P—REAB L 2= —HEHIc 22— =L TN —T %Xy n—FT&5 L1
7Y ET,

[fEFAAEE7: 7 )L— T (Available Groups) ]. [EL(ZEMT S (Addto Include) 1. [BRHT B
[Z:BAN9 % (Add to Exclude) ]

RY—THEATE L7 N—T%HIRLET,

s [BEFAIREZR 71— (Available Groups) |7 1 —/L RICR RSN TND 7 V—T 1%,
TN—T % [ % 7 N—7L&a2—H— (Included Groups and Users) | F 721 [BrRFMT
57 N—=7 & a—+%— (Excluded Groups and Users) ] 7 4 —/L RIZBEI L72WREY |
RN —THHTEET,

s IN—T% B D N—T L a2 —H— (Included Groups and Users) | 7 4 —/L Rl
HIHGAIE. ENOOTN—TEEZENLDOIN—TIZEEND 22— =N
vrm— R, a—P—F = Ta— Pl —F—HEI R TE £,

« IN—"T% [Bp4 T % 7 v—7 & —H% — (BExcluded Groups and Users) | 7 1 —/L R
BB SETGAIEL. 2N OTRTOI V=T L ZN D 7NV —TIZEEND
a—HF—RNEx T — I, 22— =gl —F—HEcF A cE £,

cEENRNITN—T D=V —%ED LI, [2—P—DEE (User Inclusion) ] D
FTO7 44— RiZZEO2—F—=ZE2 AL, B (Add) 1227V vr LET,

s A SN NN —T D — =R T HITIE, [ — DRI (UserExclusion) ]
DFDT7 4 =N RIZEDOZ—WF—HE AL, B (Add) 1227V v7 LET,

)

(GE)  Management Center |24 7 ' m— REN b2 —H—F, HXR=1
-(E+e) +i M LR S E T,

‘RiIFF YV o—RL7za—P—D U R TY,
JIFEENTVWA T I—T T,

cEIXBANENTWAB T IL—TTT,
ce AN E N TWVWD 22— — T,
I EENTWVAZ—YF—TF,

[Realms] .




[Realms] |
. Active Directory ~D+ & 1 7 77 4

[Synchronize Now]
27Uy 7 LT, IN—TFla—¥—% AD L[AHIL £7,
B BB H#A D AR Fr
AD b a—W =L I N—T% T ru— R LM L RHMRZ A LET,

- - ~ =
Active Directory ~D+ & 1 7 %k
Active Directory #—~/3— & Management Center [H] C& & = 7 7e ¥t & i i3 5121 (3R < HE
) . ROT_XTOZ AT ZFATTLHLERHY £7,
* Active Directory $—/3—@D/L— FEEZ =7 AR —F LET,
« b— MIEEZFHH T E % CA FEHIE [Objects] > [Object Management] > [PKI] > [Trusted
CAs] & LT Management Center (21 AR — h LET,
* Active Directory ¥— N— D52 2fEffi% MR L £,

s LILAT 4 L7 MU ARERR L £,

FEIZOWTIE, ROWTINDX A7 B LTI TZEN,
EErEY Y
Active Directory % —/3—@D/L— FFEHEFEDO T 7 AR — K (33 _—2)
Active Directory —/N—DZRTOMRE (32 <X—)

LDAP L /L A F721% Active Directory LV AB L OV AT ¢ L7 b U OFERL (20 ~=—
)

Active Directory H—/\— DL BT DEE

Management Center CL/V AT 4 L7 MU ZFRET HIIE, ROFIETHIITH LT, EL
Effitr— \—4 2 L T LERH Y 77,

48O H RIS

AL 2 — X DA ERRTE DHERA RO —H— & L T Active Directory h—/3—(Z 1 7 A
YT LHMERDY ET,

FIE

AT F1 Active Directory h—/N—lZm /A LET,

ATv T2 [Bth (Start) 1227V v 7 LET,

ATFw T3 [ZOPC (ThisPC) [ 2#H7 VU v 7 LET,

ATy T4 [7FuaXF ¢ (Properties) | %7 Vv LET,

AT 75 [Advanced System Settings] 27 U v 7 L %9,

ATYT6 [ Ea—4%% (Computer Name) | X7 %27V v 7 LET,
ATy TT [7var B a—%4 (Full computer name) | DfEa A€ LET,

. [Realms]



| [Realms]

Active Directory Y —/\—®DJ)L— FEBAED T H RR— k .

Management Center CL VAT 4 L7 MU ZGEET D L X2, ZOEMRRLARTEZATTT D4
ERHY ET,

RDEZRY

LDAP L /L A F 721% Active Directory LV AB L OV AT 4 L7 R U OIER (20 2—)
EErEYY

Active Directory —/3S—@D /L — FEAFEO = 7 AR — K (33 RX—)

Active Directory 4 —/\—®DJ)L— FEEBAZE D T Y X7R— k

WD H A7 Tk, Active Directory Y —/3— D /L— FEAEAL =7 AR — 45 FEIZOWTH
HLET, Ztuk. 2=V =747 7 1 7 4 HERETIFT 5 72 D12 Management Center |24

el

CHE T DBRICLEEIC R Y £,

1a s BRI

Active Directory % —/3— 0D /L — FEEBAEDLBIN D> TWDLERH Y £9°, /L— MERAE
DAHRIN FAA L ERILTHLIEA DL RS> TWDLEALHY £5, ROTIAIL, A#i%E iR
TH-ODOHEERLTWET, 2L, toFELEZEXLNET,

FIE

[

AT w1 LITFIL, ActiveDirectory %—/3—D /L — NEBHED AR 2R T 5 — 2O HETT, Mo
WX, Microsoft 0D R 2 A R ESIR L T E S0,

a)

b)
<)

d)

e)
f)

2)

h)

Microsoft EEE = oV — /L % FEAT T L HEBR & K-> —#— & L T Active Directory H—/3—I|Z

a4 LET,

[BH4G (Start) 1227 U 27 LT, mmecEASHLET,

[Z74L (File) 1>[RF v T4 oDEMEHIER (Add/RemoveSnap-in) 147 U v 7 L%

7

AU DARA 2B B [FEHFRE/R AT > 74 > (Available Snap-ins) ] U A F» 5, [REAE
(rm—#/) (Certificates (local)) 127V v 27 LET,

GEM (Add) 1227V v7 LET,

[REHERF > 74 > (Certificates snap-in) | XA 7BV HRy 7 AT, [ALEa—FTHU
> b (Computer Account) | %27 U2 L, [k~ (Next) %7 U v LET,

[ B a—Z DR (Select Computer) | XA T R RNy 7 AT [R—H)a L a—F
(Local Computer) ] %7 U > 27 L, [#7T (Finish) 127 U > 27 L7,

Windows Server 2012 D7, RO FIAZ#V KL T, FEAKEA 7> 71 v Z2BML £,

[2>Y—JLIL— (Console Root) ]>[{ERE &L 7-AEBAMEEE (Trusted Certification

Authorities) 1> [REBAZE (Certificates) 1 %27 UV v 7 LE7,

P = _R—DEFETELFEHENLROA SRR SINET, IROKIE Windows Server

202 DBITHY | BRELZ L > TIERR > TV D A[REMED H Y £7,

[Realms] .



[Realms] |

. Active Directory H—/3\—®D)L— FEBAZED T Y XA 7R— b+

E File Action View Favorites Window Help - |5 %
o nE a2 XE = HE
| Console Root Issued To & Issued By || Actions
4 Ifﬁ‘ Certificates (Local Computer) Sl AAA Certificate Services AAA Certificate Services E I-E — I
4[] Personal [ AddTrust External CA Root AddTrust External CA Root = .
. [T Certificates [ Baltimore CyberTrust Root Baltimore CyberTrust Root i
<O T{usled_Root Certification Authorities (53] Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio.. m
[ Certificates [5:/COMODO RSA Certification Au... COMODO RSA Certification Auth... s B

b | Enterprise Trust

p [ Intermediate Certification Authorities

b || Trusted Publishers

b ] Untrusted Certificates

» R Third-Party Root Certification Authorities
p ] Trusted People

b ] Client Authentication |ssuers

5l Copyright () 1997 Microsoft C...
[ DigiCert Assured ID Root CA

5/ DigiCert Global Root CA

5| DigiCert Global Root G2

5| DigiCert High Assurance EV Ro...

Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert Global Root CA

DigiCert Global Root G2

DigiCert High Assurance EV Root ..

=4 domain.example.com Sample Documentation Authority

b ] Remote Desktop Sl domain-DC-CA domain-DC-CA
p [ Certificate Enroliment Requests 5l domain-DC-CA domain-DC-CA
b 7] Smart Card Trusted Roots 5l domain-DC-CA domain-DC-CA ||
7 Trusted Devices @ domain-DC-CA domain-DC-CA
p [5] Web Hosting @domain-DC-O\ domain-DC-CA
P ﬁ Certification Authority (Local) [5ldomain-DC-CA domain-DC-CA
4 g domain-DC-CA [5IDST Root CA X3 DST Root CA X3
] Revoked Certificates (S5l Entrust Root Certification Auth... Entrust Root Certification Authority
(7] Issued Certificates [ GlobalSign GlobalSign
“_‘:I Pending Requests 5 GlobalSign GlobalSign
] Failed Requests 5] GlobalSign Roat CA GlobalSign Root CA
" Certificate Templates []Go Daddy Class 2 Certification .. Go Daddy Class 2 Certification Au...

<| m [

>

Trusted Root Certification Authorities store contains 39 certificates.

AT T2 certutil =~ FaEEH L CGEHELTZ 7 AKR—FLET,
ZiUE, GEHEEZ T AR = TE oD FEIGEE AL, iU,

Center (2855 C& D56 2R T,

a) [BA%A (Start) 1227V >y 27 LT, emdZ AN LET,

b) certutil -ca.cert certificate-name =~ > R&Z A L £,
P N—DFEAFENEEICRRINET,

THREY

FEAERRE 7 ) v R — RlZae—LET,

XFHaEte)

©)

AEAEE 7 AR — b
T ORI 22 55T, FRIZ. Web 7 7 7% 54T L T Active Directory #-—~3—7>% Management

THKbD (Z

noo

RDBRY

BEHTELCAAT V=7 FOEM OFIZHES T, Active Directory Yr—/3— D FEE 2 [F 1

TZ % CAGEHE & LT Management Center (24 >R — s LET,
BENEY Y
Active Directory $—/S— DA FIOMHRE (32 X—)

. [Realms]
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| [Realms]

a—y—eon—7or% |

A—H—¢L5IL—T0REE

2—YP =L TN—TOEM LT, TN—T L TN —TAD—F = L THRE LI LA L
7 4 L2 b UITk LT, ManagementCenter 737 = U #3479 5 Z & Z &K L £7, Management
Center R L72 T N TOa2—P—2 IDAKR Y o —CHEHTE LT,

RIREDS oMo 72355 1X, Management Center 32— R C& e\ 2—Y— L 7 L—F 52 Eir L

NAEBNTALERS Y F9, ZEMIT. LIABLIWEHTXARAL Y G—) %
ZHLTLEEN,

1R BHHIIZ

4 Active Directory K A A > Management Center L' /L 2 & | %7 #+ LA h® Active Director N
AA v ar ha—F Z L@ Management Center 7 4 L7 b U Z{Epk L £3, LDAP L /L AE Tz
IZ Active Directory LV AB LNV VAT 4 L7 R U DIERR (20 %—2) LTS
AN

)

GE¥)  Microsoft Azure AD LV ATIL, 22—V —L 7 —T7ORENIVLED Y FH A,

ATy T

=P —HIHTHEHT 22— —2EFL R AL A L TOR LIV AEZERT D20 ERH D F
D

RED XA N T&EFET, Management Center [IZNHD T N—T & T N—TIZEHEENDH L —
P—% v ru—KLET, LDAP L /LA E 72T Active Directory L /L AR XLV AT 1 L7
FUDERL (203—) OFBNIEN, BEIZIGLUT, Fvrr—RT570—7La—%F—
ZHIRCTEET,

FIE

% 72 Management Center {212 74 > L CWRWESEIE, 7 A4 LET,

RATw T2 [#AE (Integration) 1> [Z DDA (Other Integrations) ]>[LJLL (Realms) 1% 727 U v

7 LET,

RATYT3 ZLALLOKICHD [XF 7 m—F (Download) | (£ 7A42a2) 22U v LET,
ATy T4 fEREFRT DI, [SyncResults] ¥ 7% 27 Y v 7 LET,

[Realms] #iZ., Active Directory 7 + L' A FINOD 22— — & Z)L—T7 ORI EET 2 MEO A
DRINET, FLILVLOBIZHLIRDA I r—F 2R LET,

[Realms] BID A > —4% | BBk

(72 L) =T =L AHENTETRTO2—Y =L T L—7 S ARE
‘/C\‘j_o

[Realms] .



. LVIVLY—ir D ZA DR

LILLS—

ATy T
ATy T2

ATvT3
ATvT74
ATvT5
ATvT6
ATy T17

ATvT8
ATvT9

[Realms] |

[Realms] BN A >4 —4 | Bk

[FHEWVW=ATE (Yellow a—WF— L 7N —TORMFICHEN A L E Lz, % Active
Triangle) ] ( A) Directory K A A > @D L)L 2 &4 Active Directory K A A > =212

fe =074 L7 FUEZBMLEZ L 2R LET,

PRI OWVWTIX, ZaARAAL UEEDO RN T TV a— 1 (52
N—=V) EBRLTIEI N,

o ZMERK

WOFNET, LILAS—F U AZERTEET, LAY —F L AL, VAT LANT AT
FAT AR —% AT 5 EXIRBTHLILLDIETFATEX Y Z T, LLLZBINTS
BEEFSTFLFBUFHET, 7TA4AF T AT A= VALY —F U A BMLET, BN
E. YATLARTAT T AT AR —ZEHATHE XL, VLAY U ATHREIN
EFFCTT_RTOLILABRRBEIND Z & TT,

IR B I
Active Directory I—/3— & OFEHRICZENENAIET D, DR EH2OD LV AEEKLTH
T ALENRH Y ET, LDAP LILAD LAY —4 v RAIER T EH A,

LDAP L /L A FE 7213 Active Directory L /L A KONV AT 0 L7 MU OFERL (20 ~—) @
MHNCE> T, LV LR L £,

FIE

Management Center ([Z72 71 > L CWRWEAERr 74 LET,

[#& (Integration) ]1>[ZDthD#iE (Other Integrations) 1>[LJLL (Realms) ]1>[L /LA
L—4 >R (Realm Sequences) 17V v 7 L%,

[—4 > A%1BI (Add Sequence) 17 V7 LET,
[Name] 7 4 —/V RiZ, VIV AL~ U AT D72 004R12 A LET,

(A 7T 3 ) [Description] 7 4 —/L NIZ, VLA —F U ZAOWMBEANLET,
[Realms] T, Add () &2 U v s LET,

Sl RZBINT AR LV ADLARTE ) v LET,
MR &ALV IATITIE, [Filter] 7 4 —/V RICL A AL DT X TEIT—HEANLET,
[OK1 %27 U v o LET,

[Add Realm Sequence] ¥ A 7 2 V7R 7 AT, VAT APRRT HIEFCLALLE RT v 7T
YRRry 7 LET,

. [Realms]



| [Realms]
7 AR K AL UIEED =8I Management Center %X E3 5 : £y b7 v .

WROMIZ, 2DOD LIV LATHEIND LIV LY —7 L A0 R LET,
domain-europe.example.com L /L A%, domain.example.com L /L ADF{HI L —H —{Zx L TH
KINET,

Add Realm Sequence @ X

Name*

Americas and Europe

Description

Realms
+

Drag and drop to order your realms

domain-europe.example.com (AD)

domain.example.com (AD)

AT T [Save] 27 VU v 7 LT,

RDZERY
TATUT 4T 4 R —DER 2SR LT &N,

S OR KAA EEEDT-8I1Z Management Center % 5% 5E
5y b7y T
ZITH, WORDO RE Y 7 EBLT, 7 uA KA AFHEERO2 0D LV A EEA L
Management Center D% & S5 ik % ffan L £ 3,

Z DB FIROHFIZIX, 2 2D 7 4 LA | : forest.example.com & eastforest.example.com
BWEENET, 74V AMI H7 4 VA MAOKEDL—F =B LRI L—T RO 7 + L
A NN ® Microsoft AD IZ &L 5> CTRAESND L ICHRESINE T,

)

GE) Z O ME 7%, Microsoft AD LV MDA XAV E T, Microsoft Azure AD L /L A1
AEInFEHEA,

[Realms] .
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[Realms] |
. HOR KAA S50 =82 Secure Firewall Management Center 2% E 3 %5, ATY F1: LILLETA LY FDERTE

w2, ZOFITHERT 2REF 2R LET,

forest.example.com eastforest.example.com

Two-way transitive forest trust

Active Directory server Active Directory server

AR OB 24 LT, Management Center %KD L D IZe%E L £,

s TRy bur—LARY —THilfI7 52— —%E T forest.example.com N O E D
RALDULILLETFT L7 R

« TR Ay hu—/LRY —THliET 52— —% 5T eastforest.example.com N DT
BORAL DUV LET LI MY
ZOFEIOH LV AZIE, Management Center T7 4 L7 RU L LTREISNLTWND 1 DD KA
Arvaryha—R"b0ET, ZOFOT 4 L7 FUIX, ROLIITREINTVET,
« forest.example.com

o 2—H—D_— 254 (DN) : ou=UsersWest,dc=forest,dc=example,dc=com
o 7 V—7M~<— X DN : ou=EngineringWest,dc=forest,dc=example,dc=com
« eastforest.example.com
o 21— —DX— 2 DN : ou=EastUsers,dc=eastforest,dc=example,dc=com
o 7 V—7D~X— X DN : ou=EastEngineering,dc=eastforest,dc=example,dc=com
BErEY Y

78 A RRAA ASFAD =T Secure Firewall Management Center % X E 3 5, A7 v/ 1 :
LAVLLET 4 L7 B DORE (383—)

HBORKAA EEDT-HIZ Secure Firewall Management Center % 5%
ET B, ATV T1: LILLETA LY M)DEERTE

ZHUE, 7B A R AL OEHEBIFR TRIE S 4U72 Active Directory —/3— 275k 4 5 & 9 12
Management Center Z 5 &3 5 HiEa i35, BEREHRFIRORYIDOZ A7 T, ZORE
X EEMAB TR 00 b Y £, TOREFOMIIZONTIE, 7 rARAL U1F
FED 7= 1T Management Center X ET 5 : By b7 v 7 B7X—Y) 2L T LIV,

. [Realms]



| [Realms]

Y OR RAAL SO T=%HIZ Secure Firewall Management Center 253 E 3 %5, ATYv F1: LILLET ALY ) DERE .

ATy T
ATy T2

ATvT3
ATvT4

RAAL L ZEIZTI DDV AE RAL v ary ba—F 28121207 4 V7 MY AL T#&
E LY AT AT, &K 100,000 DA X2 U7 0 7V oo (a—H—L 7 —7)
ERETEET, o027 407 o A RBIO LV ATHE Y a— RSNz
a— W= —HFT LS, TR ar ha— L R —THHATEET,

1R BRI

Microsoft Active Directory h—/3—{X, 7 B A RA A VOEFHEBRTRET HLERH Y 7,
FEIZOWTIE, LLVABEIMEEHTED ALY =) 2ZBL TSN,

LDAP F 7213 Microsoft Azure AD T2 —% —%38FET 256, ZOFIEIIFHTE FHA,

FIE

Management Center (22 71 > L £ 7,

[#84 (Integration) 1> [Z DD #EE (Other Integrations) ]>[LJLL (Realms) 1 &7 VU v
7 LjﬁTo

[LVADEN (AddRealm) | Koy 7 # o ) A2 RivB#ER L £,
forest.example.com # R ET 5722, ROEHREATILET,

[Realms] .
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[Realms] |

. HOR KAA S50 =82 Secure Firewall Management Center 2% E 3 %5, ATY F1: LILLETA LY FDERTE

Add New Realm @ X

MName* Description

| eastforest.example.com | | |

Type AD Primary Domain
| AD | | eastforest.example.com |
Directory Username* Directory Password*

|I'|m'lted.eastuser@eastforest.example.com | | ------- |

Base DN Group DN

|ou:Eng'lneeringUsers.dc:eastarest.dc:ex | |ou:EastEngineering,dc:eaﬁtfcrest,dc:exa |

Directory Server Configuration

»~ eastforest.example.com:389

Hostname/IP Address* Port*

| eastforest.example.com | | 389

Encryption CA Certificate

| Mone | Select certificate “

Interface used to connect to Directory server )
(@) Resolve via route lookup
(0) Choose an interface

Default: Management/Diagnostic Interface

e @ Test connection succeeded

Add another directory

Configure Groups and Users e

(G¥) [Directory Username] |Z1%, Active Directory K A A IWNOEZE D2 —H —ZfHETE £
T FERIZRMERRIZLE S D £ A,

T4 V7 U H =N OERUEN S DA > Z—7 =4 AL, Active Directory #—
N—ITHHE CE DIERDA V4 —7 = A ATT,

RTvTE [Test| 227 Vv 27 L, TAMDPEDNT DI LEMRBLTHLREATLET,
AT w76 [Configure Groups and Users] #7 U v 7 L £,
RTFYTT REPRITLHL, WOX ) =T NRRENET,

[Realms]
[ w0 | I



| [Realms]
2 AR K AL UIEFED =8I Secure Firewall Management Center #5XE3 %, ATV F1: LILLET ALY FYDERE .

forest.example.com
Group and User Sync Directory Realm Configuration

AD Primary Domain

forest.example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firepower Management Center should begin searching for user and group data.

Base DN Group DN
ou=UsersiWest,de=forest dc=exa ou=EngineeringWest dc=forest,d
Load Groups

Available Groups

Limit the groups to use in policy by moving them 1o either the Included Groups or Excluded Groups list. Moving one group to the Included Groups list, for example, allows
that group only to be used in policy. Learn more [

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users

All except excluded None
CrossForestTest

AnotherCrosForestTest

Groups;and users
are,downloaded =

RegularGroup

CrossForestGroup

GCE) /In—Tla—P—nFouro— IR TWRWEAEIL, [BaseDN] 7 ¢ —/L K & [Groups
DN] 7 4 —/L ROfEZ 38 L, [Load Groups] &7 U » 7 L £,
ZON—=U TR, ZOMDOAT v a URERMEMNTE 4, FEMIZOVTE, LA
T4V R (24 3—) BXO[V/LAT 47 b U (Realm Directory) 35 X O [[R#]
(Synchronize) ] 7 4 —/L' K (29 X—2) ZHHL TLIEIWY,

ATV T8 ZOR—TVELFF TNV TEREIToTEGEIE, [Save] 7 UV v 7 LET,
ATy 79  [#E& (Integration) 1> [ZDHDFEE (Other Integrations) ]>[LJLL (Realms) 1% 727 U »
7 LET,

ATFYT10 [LAZEN (AddRealm) 1227V v 7 LE T,
ATy 71 eastforestexample.com 5 ET 572912, ROFEHREATILET,

[Realms]
I .“



[Realms] |

. AR KAA EBED =812 Secure Firewall Management Center % F 9 %5, ATV F1: LILLETA LY MDD

Add New Realm @ X

MName* Description

| eastforest.example.com | | |

Type AD Primary Domain

| AD | | eastforest.example.com |
E.g. domain

Directory Username™ Directory Password®

|I'|mited.eastuser@eastforest.example.com | | ------- |

E.g. user@domain.com

Base DN Group DN

|;Users.dc=eastf0rest,dc=example.dc=ccm | |eerl’ng__dczeasllcrest,dczexample__dczcom |

E. 0. ou=group, de=clsco, doe=com E.g. ou=group,dc=cisco,dc=com

Directory Server Configuration

~ eastforest.example.com:636

Hostname/IP Address* Port*

| eastforest.example.com | | 636 |
Encryption CA Certificate*

| LDAPS | EastForest |+

Interface used to connect to Directory server
(@ Resolve via route lookup

(0} Choose an interface

Default: Management/Diagnostic Interface w

5 Test @ Test connection succeeded

Add another directory

Configure Groups and Users

ATYT12 [Test) 227 Vw7 L, TAMPENT DI LEHRLTOOHAITLET,
AT 713 [Configure Groups and Users] %7 U v 7 L £,
ATy T REBPERNTDE ROE S Ie_X—URRRENET,

[Realms]
[ a2 | I



| [Realms]
2 OR KA A VEED -5 Management Center DEXTE., XA Tv F2: A—H—& 5 IL—TORH .

eastforest.example.com Cancel

Enter description

Group and User Sync Directory Realm Configuration

AD Primary Domain

eastforest. example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firewall Management Center should begin searching for user and group data

Base DN Group DN
ou=EastUsers,dc=eastforest,dc= ou=EastEngineering,du=eastfore
Load Groups

Available Groups

Limit the groups to use in policy by moving them to either the Included Groups or Excluded Groups list. Moving one group to
the Included Groups list, for example, allows that group only to be used in policy. Learn more [4

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users

Search All except excluded None

No groups were found

BErEY Y
J AR AL ZFED =8 D Management Center DR E, A7 v 7 2: 2—H—L 7 )L—
T O (43 <—=2)

HOR K AL EFED =6 D ManagementCenter DERTE, AT T2 :
A—H—EJI—TDREA
7 a A RAA o OEHEBRZFFS 2 DLl LD Active Directory h—"\— &R E L2 H, *—H—
EIN—T X ru— RTHMNENHY 9, 2O 7 B AT, ActiveDirectory D% E T
RIENRAET D AREMENH D £9 (—J7D Active Directory N A A NZIFX 7/ NV—T7 /132 —
P=RF T n—RFSRTHWT, ) —HZFFvrun— RS THWRWEERLY) |
1a s BRI
7 AR AA EHED =8| Secure Firewall Management Center 5% €3 5, A7 v/ 1: LJb

LET L7 PUORE B8 ~—Y) THHEIN TV OERLZETLEZ L 2MRELET,

FIE

AT 71 Management Center {212 74 > LE T,

ATw T2 [#AE& (Integration) 1> [Z DDA (Other Integrations) ]>[LJLL (Realms) 1% 7 U v
7 LET,

[Realms]
I .“



[Realms] |

. I AR K AL EED =D Management Center DERTE, AT v 73 : BIBDRR

ATvT3

ATv74

ATy T5

I a A RAL NEEDEED LAV ADFTORBT, + ([DownloadNow]) #7Z7 U w27 L. [Yes]
27 )y 7 LET,

[F=v27~—2 (CheckMark) ] (") ([Notifications]) >[Tasks] %2 U v 2 L&,
IN—TFba—WF—pFyro— R LESEEE, BFRfTL TSN, %HOFITRR
MLEEGEIE, LVA 7 40— K (24%—) BXO[L/LVAT 427 b U (RealmDirectory) ]
BIOREM (Synchronize) 1 7 4 —/L K (29 X—2) OFHIZHEN, LA AET LT R
DIEEEMER L ET

[#4& (Integration) 1> [Z DDA (Other Integrations) ]>[LJLL (Realms) 1> [RIHA#E
R (SyncResults) 1227V v 7 LET,

EErEYY
7 A RAA FHEDT= 8 D Management Center DFXE, A7 v 7 3 : BEOMHR (44
)

S OR KAA EFED =86 D ManagementCenter DEEXTE., ATV T3

[ 28 D fiZ iR
ATy
ATy T2
ATv73

Management Center T2 2 A N A A AMEHWERET DEREOFIAT, 2—HF—L I N—T R
TR LTH Y e—RENL LT HZ LT, a—P—L I A—FREIcK Y a—
RENN—f2REE X, 2—Y—L 7L —72E T 5 L /L AN Management Center |24 77
yr— RINTWARNI & T,

ZOMEYZ TR, FASfarybe—IBE T/ N—72BRT DLV LV LRRES
TWRWNWED, 12D 7 4 LA RN TERRINTWL I L—T 52Xy ra— RTERNWI L %D
W92 FEEICOWTEIA L1,

48 HREIIC

FIE

Management Center [ZH2 71 > L CWRWEAFRr 74 LET,

[#8& (Integration) ]>[ZDHD#HE (Other Integrations) ]1>[LJLL (Realms) |> [EIHA#E
R (SyncResults) 1227 U v 27 LET,

[Realms] #|C, L /L ADLFIORRIZ [HEWV =T (Yellow Triangle) | M) BEFEHRTH
D56, RT DENDLER DY £T, RSN TORWES, ELKERESNTWND
e, T TEET,

MEZRTT D VLV L= =L T N—T 2 REF T a—NLET,

a) [Realms]| ¥ 7% 7 U v/ LET,

b) - [(DownloadNow)] %72 U v 7 L. [Yes] %2 Vw2 LT,

. [Realms]



| [Realms]
I AR KAA EED =D Management Center DERTE, AT v 73 : FIBDARR .

AT w74 [SyncResults] ¥ 7 _X—T %7V w7 LET,
[Realms] 1 5 LT [\ =447 (Yellow Triangle) | (Ah) RFRENTVAEAIE, MED
HDHVLIVLEDORIZH D [HEW =M (Yellow Triangle) ] M) 22V orLET,

AT w5 FROFIT, [Groups] £7-1% [Users] 27 U v 7 L CiEHERZMBE L 9,

AT 76 [Groups] F7=1& [Users] ¥ 7 _X—C, [HEBW=FMAH (Yellow Triangle) ] D 2rvosL
TR AR R L E T,
HROFNZIE, BBEORKZFE CTE D HaRERPERINET,

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Realms Realm Sequences Sync Results
Realms Groups Users Users contained in the selected group
/. CrossForestinvalidGroup A EastForest.example.com\Eastl A forest.example.com
E.g., Error message: this realm contains references to user or groups in another
eastforest.example.com CrossForestValidGroup

domain that have not been synchronized (downloaded with the system.)

Learn more [
EngineersWest o

A CrossForestinvalidGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [4
A EastForest.example.com\EastMarketingUsers

Check config for Realm and ensure you can sync user or group
'EastForest.example.com\EastMarketingUsers' from that Realm.

Viewing 1-2 of 2 Viewing 1-3 of 3 Viewing 1-1 of 1

AR OFI T, forest.example.com (21, Management Center [Z K> TH 7 m— RS TV
VWBID 7 )Lv— 7 EastMarketingUsers % & ¢r 2 1 A K A A > )L —7 CrossForestInvalidGroup
WEENTWET, eastforest.example.com LL A% FERIS L2, =7 =R LRWVES
IL. Active Directory N A A > 2> k1 —F(Z EastMarketingUsers 237 £ 41 TR VN ATREME DS
HYET,

ZOMEE RIS DT, REFEITLET,

« CrossForestInvalidGroup 7> % EastMarketingUsers % HilE® L, forest.example.com L /L A%
BERBILT, B LET

« eastforest.example.com L /L' 2 ® [Group DN] 7> ou=EastEngineering fEZHIFR L £7, =
AUz £ U . Management Center |3 Active Directory P& D fc AL L~Lin s 7 v—7 % Bifs
L. eastforest.example.com % [FH] L THMER L £7,

[Realms] .



| YR

[Realms] |

LILLOEE

ATvT1
ATy T2

ATv7T3
ATvT4

ATy TH

ATvT6

ATy 17
ATvT8

ZOIETIE, [LvA (Realms) |"N—YEDar ho— &AL T, LAALICHETSESES
FRAVTFUARS R BFATT HHIEZOWTHALET,

oy b= RNROFRINTWDEE, REITEEHRAL B LTRY, REEEFT D
MR BV EH A, . RDVIZ[ETR (View) | (@) BNERINDHIGE, REFIME N AA
VIZELTEY, REEEETIHREH Y FHA,

FIE

% 72 Management Center (212 74 > L TCWRWERIZ, =7 A LET,
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EngineersWest

A CrossForestGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [

A EASTFORESTO\EastMarketing

Check config for Realm and ensure you can sync user or group
'EASTFORESTO\EastMarketing' from that Realm.
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