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T—H A H =T 2 A A~DSSH T 7 v A LT 7 4/ b THHIZ/2->TWET, FEDT —
B A B —T A A~D SSH #Hft 2 7o T 5 FIEIZONWTIX, [SSH 7 7 B ADR] =5
LT EEN,

WPT R ZDBE. T, ADa L —)LR— MIEEEGE T, avY—1Lr—7L
DFEAMZHONWTIE, TAAALADN—=KR T =T A FESR LTI, ROV I TAREE
A LET,

* 9600 R —

*87—% v b

YT a2l

1 AFy7 EYEH
=z —)LiR— k@ CLI [Z FXOS T9 (#%; ¢ Threat Defense CLI T& % ISA 3000 Z <) .
HARE, T=XV 07, BXO@BEDOL AT LD T T )V 2—7 4 v 7 1Z1% Threat Defense

CLIZEHLET, FXO0S =~ FOFEMIIHOWTIZ, FXOS D~v=a 7L E BB L T FE
v,

GNTFA VAR RAET— RO ¥ — DA, a2V —LiR— FDOFXOS IZ8H:4 55>, SSH
BIXOSSHT 7RV R NOREIHES TEBA VX —T =24 AD SSH ZHNZT D Z &M
TXE9, SSHIZ. F7 +/L FTIHERHI SN TWET,

admin D —H —Z L XA —RFTu /A1 LET,

1 -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Y —)LiR— & fEH L728A 1%, Threat Defense CLIWZ T 7 7 A L£9,

connect ftd

ILNFARRBVRAE—FR .

TINA REE .
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FrqzgE |

. FEZEZTO Threat Defense MR ENDT T

ATy T4

ATy TH

ATvT6

connect ftd name
A VAR AL EFoRT DI, ARiEMTTIcavsy REANLET,
GE) ZOFNEIE, ISA 3000 [ZiT@EH S EF A,

1 -

firepower# connect ftd
>

CLIZVey 7k () T, avV RIA4 0T I7A LNV THASN TWAEEDa~ Y R
FEHLET,

a2 —)LiR— h D FXOS IZEDHIZIE, exitE AJJLET,
({EE) SSH ZfiH L7=5%E 1%, FXOS IZHfit T& £,
connect fxos

Threat Defense CLI (2R 2121, exit EATTLET,
(A7var) BB CLLICT 7 A LET,

system support diagnostic-cli

COCLIZEHLT, BERMNI TNy 2a—T 4 7 &2ITVET, 2@ CLLIZITIBIM® show
BrLOFEoMMoa~r RRHY 9,

ZOCLLIZIE2 2OY TE— R, 2a—HF—EXEC E— NEHHMEEXEC E— FRH 0 £, 4

MEEXECE— FTIT LV EL< wa~vy RBFHATE 9, ¥HEEXECT— K& BT HI12iX
enable i~ FKEZ AL, a7 MILT/RRAT— K& AJJEC Enter ZH L £,

i

> system support diagnostic-cli
firepower> enable

Password:

firepower#

O CLIWCRE AL, Crl+a, d AT LET,

F &) & $% T Threat Defense #1HASRENTET

Firepower 4100/9300 % [k < X TPDET /LIZD T, CLI £ 721% Device Manager % i L C
Threat Defense OFJMAFEE % FZ1TTX £ 7, Firepower 4100/9300 DIGA ., FRElT /A A % JE B
T AR E &2 94T L £9, Firepower 4100/9300 DFaFLT N4 22 B L TL 2 &0,

ey Fruoveya=rr (VU TAEGEE) OLE. 7T/ A0na 7 A URNIEGE
TN TLIEE, YU TNES (BuXyFFuveda=7) % L7 Management
Center ~D7 /NA ADEN (36 X—) ML TIEIN,

. TINA REE
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| #razEm

Device Manager % {f ff L 7= Threat Defense DR EDT T .

Device Manager % {$ Ff L 7= Threat Defense D#NHAXKEDTET

ATy T

Wt~ N7 v 72 Device Manager T 5 &, HHA L ¥ —T A AL X =V X TV
TADREICMAT, WDA o F—T = A ANFFRESNET,

e A —H v h1/1: 48] . DHCP 226D IP 7 KL A, IPv6 HENERE

* Ethernet 1/2 (Firepower 1010 M35 1% VLANL o > ¥ —7 = A A) . THHER] |
192.168.95.1/24

e 5T 7 F /L hL— b ANEA v H—T = A AT DHCP 4 L CHES

Mo E (NEO DHCP — 13—, 77+ 2 arbo—L FKY— X250/ —0 7
L) HEREINBNWZ EICEELTLIEE Y,

Management Center |Z 5% 7~ 2 RillZ Device Manager W CiBJIDA ¥ —7 = A AFEHDHKTE %
FITTHE. TOREIFRFEESNET,

CLIZMNT 5L, BHA LI —T =2 AL X =V ¥ T 7 EAREDHMRFFSNET (12
LRIF TTHNFONEA o F—T = A AMERRITRFFSNEEA)

» Cisco Secure Firewall 4200 /%, Device Manager % %7 — h L C\WEH A, CLI FEZ{F
TAHNENDH Y F£4 (CLI 287 L7z Threat Defense F1HiR E D FEITD7ET (22 2—)
= ZW) .

« ZOFNEIZ, A7 L 2 AP Management Center % 7347 D 22 f# 3% CDO & HE x5 7 3
A ANZITE A S EE A, DeviceManager DFERIL, 7T A4~ U~ 32—V ¥ 2T 57
HOHDTE, HHICT A 2 Z Ak 5 FIEOFERIC OV T, CLIZf#H L 7= Threat
Defense FIHIEREDFATOET (22 =) ZZRLTIIEIV,

« ZOFNAIL, Firepower 4100/9300 & ISA 3000 ZFr< DT X TOT A AT H S E
7, Device Manager Zff/H L CZ4LH DT /3A A% Management Center (24 > RN—7F 1 >
JTEETH, MOT Ty M 74— LiTT 74V MRENRR DD, ZOFIHOFEM
X677y M7+ —LTEH IR WEERH Y £7,

FIE

Device Manager (22 74 LET,
a) 77 UVIZRO URL # A LET,

« INHD : https://192.168.95.1,

« FH : https://management_ip, A X —7 = A AILDHCP 7 747 N CThHDHT=
D, IP7 FLARIEDHCP H— "= Lo THERV T, ZOFIEO—RE LT, EH
IP7 FLAZENT RLRICHRETHDVLEND L7720, BEERAUIE S v X 9zl
WA F—=T A AEENT L 2BEIDLET,

b) =—W¥—% admin, T 7 4 /L k 2RAT— K Admin123 ZfFEH L Te 714 LET,

TINA REE .



FrqzgE |

. Device Manager % {# i L 7= Threat Defense D #EAZXEDT T

ATvT2

) TV RaZ—HW— T4 ABHELFATHEL, BHERAU—-RELETLH LI
KOBIET,

MR E & 58 T4 5121, #IZ DeviceManager (212 7 A > Lzt &ty N T v 70 4 H—
REfRHLET, BBEIOEEUT, X=YOFHICH D [T /3 ADOREZE A% v 7 (Skipdevice
setup) |27 Vw7 LTy b7 v 7 U4 —REAFy I TEET,

By Ny T U= REETTLE, WA v ¥ —T =2 A ZADT 7 3V MREICIZ T,
Management Center D& BZHI D R 2 5 & T ITHEFRF S D AN (Ethernetl/1) A o F—7 = A A
HLRETEET,

a) BA L F—T oA ABLOERA V¥ —T = AX L TROA T v a U EREL, [X
~ (Next) 1227 U v 7 LET,

1. PMNBA v Z—T A A7 KL A (Outside Interface Address) | — Z DA » H—T = A A
FlHEA =Yy N =RV 2/ THY, ~F—V ¥ T A A F—T AR
ELTHERENDGERH Y £7, 73 ZADOHMRERHI R DOINRA » F—7 = A
AEBRT D LI TEEEA, BHIOT —F A F =T A ZRT 7 /v kDI
AV B —T 2 A ATT,

CR=TX T C R (ETINE) SRR A L H =T A AEERT S
BlX, By b7 v T YA F - NORTRICTFH TRET DLERH D £,

[IPv4DFRE (ConfigureIPv4) |: A v 2 —7 = A AHDIPv4 T KL A9, DHCP
EHEATAN. FRETFETRAEY T v 7 IPT RLA, 7 Xy h~wRA7 . BLY
F—=hrT A B ATITTEET, [4£7 (Off) |ZBIRLT, IPv47 FLRAERE LW
EVWOBERBELHVET, By N Ty T U 4= REHEH L TCPPPOEZRXET HZ &
ICEEHA, A X —T 2 A ANDSLET L, F—T7LET 5, 721X ISP ~Dfh
O HRt STV, ISP A PPPOE ZfEH L TIP 7 RL A ZRML L TV 554
%, PPPOE MMLEIZ R D550 H 0 £3, U 4 P — ROETHIZPPPoE ZiX ETE F
D

[IPv6 D% E (ConfigureIPv6) |: #MA > % —7 = A AHDIPv6 7 KL AT, DHCP
AT 200, ERITFHMTAET v 7IPT RLVA, L7 497 A BIOT—
Nz B ANTEET, (47 (Off) |ZBIRL T, IPv6 T RLAZFEELZRNEWN
DRI H Y ET,

2. [E¥EA 32— 7 x4 X (Management Interface) ]
CLI CHIHIREEFAT LI HA, BHA VA —T oA AOREFERINEE A,
F—BA =T 2 ATIF =V X T 7 BAEZAIILTHATYH, BHA VX —
T2 A ADFENMEREINET, e xlE, T XA X —T A AN LT
TU—VRBHTLN—T 4 VT SINDEBR N T T4 v 7%, T—HA L F—T A A
DNS H#—_—TI732 <, @A % —7 = A A DNS H—N—%{f ] L T FQDN % fif
WLET,

[DNSH—,% (DNSServers) |: A7 LADOEHT R L A DNS Y—/3, 4 §iifigik H
W21 2LLEDODNS =07 KL AZ AT LET, 7 7 4/L M OpenDNS /X7 Y
7 DNS #—"TF, 74—V REMEL, 77 4/V MR L7TEWEEEIEL, [OpenDNS

. TINA REE
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ATvT3

ATvT4

Device Manager % {f ff L 7= Threat Defense DR EDT T .

ZfiH (UseOpenDNS) %7 U w7325 &, 74 —/L NICHEEIRIPT RLARY m—
FEnET,

[Z77A4 7 U4 —/VRA 4 (FirewallHostname) ]: v A7 LADOEHT KL ADKA k
4 TY,

b) [RiZlE%E (NTP) (Time Setting (NTP)) ] A& E L, [R~ (Next) 1227V v 27 LET,
1 [#A LYV —>2 (TimeZone) ]: VAT LDHA LY — IR LET,

2. [NTP# A L¥—N (NTP Time Server) ]: 7 7 4 /L b D NTP H— &3 20, fif
HLTWDONTPH— DT RLRAEZFEBTANTI0ERIRLET, Ny 7T v 7 H
B OV — " ZBINTEET,

c) [BEETIT 90 H O 2 BA4f (Start 90 day evaluation period without registration) ]
EIRL £,

Threat Defense % Smart Software Manager I8 &k L 72\ TL 7Z &V, TXTOT A &L AL
Management Center CF{T S i1 E T,

d) [# 7T (Finish) ]2 U v 27 LET,

e) [7 77 R&EE (CloudManagement) JE721L[A ¥ > K7 2> (Standalone) | %R T 2 K
93k HAVE T, Management Center DEHLZOWTIL, [A¥ 2 K7 2 (Standalone) ]
ZBIRL T B, [Gotlt (THE) 1 Z2@EIRL £,

(MBS TT) BHA I —T 2 ZE2RELET,

YRV XT I RALT —EA =T =2 AENTLHETH, BHA I —T = ZD
REEEVRTLHMEND L5508V £9, DeviceManager #eIZEEHA V¥ —7 = A A %A
HILCWe54A 1%, Device Manager (ZFEEET D LN H D £,

X=X T IV BAFADT —H A B —T oA A EBA B —T o AT T—EFA
VH—T 2 AR EEINTZF = T =2 A WDMETT, T 74/ FTiE, BHA 2 —
72 A ALZDHCP NS IP T RL AL~ oA %5 LEJ, DHCP »H 47— FU =
AEBZELRWES (R ziE, ALV A —T oA A%y T — 7 ICH L Ty
BE) A= FUxAIIT 74NN TT—F A B —T oA AR (I bRET DMLE
THY EFHA, DHCP L — U= A 2% E LG EIE. ROVICEEA V¥ —T A
AWEIP T RLRAEREL, Y= V2 A 2T —H A X —T o2 ATRET DHHLE
N £7,

X=X T VB AHOEEA B —T 2 A A HIIIP T RLAEBRETLHESIT. 7
TANITF =R U2 b T —H A HE—T 2 ATITRL —BDOF— U = A IR ELT
<&V, DHCP Z T 284 1%. DHCP o7 — 7 = A ZIEFICHETE 5 L RE
LT, MLEBETHMEIIH Y A,

YR =V T 7R T DIMBETIINE LS DA =T = A 2 G TBIMDA > —
T oA AERETDHEIE. [T 34 A (Device) |#FIR L, [ ¥ —7 A A (Interface) ]
DY~V =DV 7%7Y) 7 LET,

Management Center (27 /31 A & %§k 9 2% & Device Manager DOfLORERITIREF S EH A,

TINA REE .



Fiq 2R |
. Device Manager % {3/ L 7= Threat Defense D # R E DT T

AT TE  [T/3A A (Device) [ AT Li%7E (Device System Settings) ][FF 9 # (Central Management) ]
[Management Center] [Management Center] [7 /N1 A (Device) ][ AT Li%E (System Settings) ]
[FF -4 (Central Management) ] [Management Center] DIEIZIEIN L, [#ifT (Proceed) ] % 7
J » 7 L Management Center D& EL &R E L E7,

ATwv 76 [Management Center/CDOMEEHM (Management Center/CDO Details) ] 7% & L £7°,

. TINA REE



| #razEm

Device Manager % {§ i L /= Threat Defense D #)HAEXEDFE T .

7 : Management Center/CDO 0) 34

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDC

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZH > TLWET H (Do you know
the FMC hostnameor IPaddress) 1 T, IP 7 R L A £ 7214 A M4 &4 L T Management
Center |IZEETEZ 5255 1E 1LV (Yes) 1% 7 U w2 L., Management Center 25 NAT D1y




FrqzgE |

. Device Manager % {# i L 7= Threat Defense D #EAZXEDT T

b)

c)

d)

BIZHDD, RXT Vw7 IPT RLUAELIIEA FARLRWEAIL W Z (No) 1227 v
7 LET,

BITE10 TLS-1.3 B ALIBIE T v /v & 2 BOT /A ARITHESLT H12iF, D7e<Th 1
BLLEDT N4 A (Management Center & 72 % Threat Defense 7 734 &) (ZE|ZEFEZR IP
7 RUADBLEETT,

[V (Yes) 1 #BIRLEHGE1E, BEEUA2—/ICDODRR MREINPT7 FLREASLE
ﬁ—o
Management Center/CDO &8k ¥ — % E L 7,

Z O F—|%, Threat Defense 7 /3A A Z X%k d % & X IZ Management Center C b 157E 3 51T
B AR OBEF— T, B —L37 XFLUTICT20ENH Y 3. A7
FATIE, BT (A~Z, a~z, 0~9) \ BRUOANA T2 () RENRDHYV ET, ZDID
I%. Management Center |28k T 2B DT NA AHEHTEET,

[NAT ID] #4587 & L £ 7,

Z @ ID I%. Management Center THIFET D2EED 1 EIR Y OXLFHITT, WTNroT
INAADIPT RLVADRERET DG, ZDO7 4 —)V RIINATT, MFDOT /A AD
IP7 RLARDN->TWDHHATH, NATID 2$5E 45 2 L 2453 L 9, NATID i
37 LFLATICT 20N H Y £7°, AR CFITE, BT (A~Z, a~z, 0~9) | B
FONA 7 () ERHY ET, ZDIDIX. Management Center |25 EkT DD T /A
ANIHMEHTE EH A, NATID (X, IELWT A AN DER CTHDH 2 & 2R 57
DIZIPT FLAEHAGOETHEHENET, IPT KL A/NAT ID ORGEHIZD A, %
=N T v INET,

ATy T1  [#EHORE (Connectivity Configuration) ] Zi%E L £,

a)

b)

[FTDAR A R4, (FTD Hostname) ] Z45@€ L £,

Management Center/CDO 77 ERA VA —T A RADT VR AT —H A X —T = A
AEERT2HE6. ZOFQDN BRI DA V2 —T = A ENET,

[DNS#—/3—27")L—=7 (DNS Server Group) ] Z+5E L £,

BEED T N—TF %R IRT 500, HLWTL—F2ERK LET, 574/~ DNS 7 /L—
71X CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RNEE L E T,

Management Center/CDO 7 7 ERA VA —D A RIZT —F A LV F—T = A AZERT

LB, ZORECTT—H A F—T A ADNS V—R_—2FZELET, By F T v

T AP —RFTHRELLEZEEDNS —_—F, FEHIN T 7o v 7 IEHEINET, T—

% DNSH— 3—|%, DDNS (GXEEINTNDIEHA) F/RIE DA ¥ —7 =4 AZHH S
Nortexa2 V7R v—IfEHESNET, BT 7407 T =X T 7 4 v 7 O
FWINERA > 2 —T = A AFEH T DNS = —|CHET 570, FEHICHEALZbLOL

Al U DNS % — =27 L — 7 2 @&IRT D REMERH Y 7,

Management Center Cl, Z @ ThreatDefense 7 /31 AIZHIV YK THT T v N7+ —LRE
RV v—TTF —H A H—7xAADNS P — N—NFEZIE T, Management Center |Z
Threat Defense 7 /34 A& BT 5 &, B —HARENHERF S 4L, DNS —_"— 377 »
h7 4 —ARERY —IZiBMEEE A, 72721, DNS @#JE % & Lr Threat Defense 7 /3

B 7 zEE



| #razEm

ATvT8

ATvT9

ATv 710

Device Manager % {f ff L 7= Threat Defense DR EDT T .

ARKETT Ty b7+ —LRERY v —2HV U TLHE, ZOREICL > Tr—I ik
EMN EEEZ X E T, Management Center & Threat Defense 7 /31 A& [AH S w5 121d, =
DREIC—HETLHLITDNS 7T v b7+ —LREET 7T 4 TITRET D T & 2 BHE)
HLET,

F£72. B—A/L DNS H—/ 3—F DNS % — =GR TR SN EAICO R
Management Center CPREFSAVE T,

FMCT7YE®RA VA —T A RIZEHA LV F—T 24 A ERTIEEIT. 20
BHLDNS Y— " — 2R L E T,

¢) Management Center/CDO 7V 2R A B —T =4 RIZOWTIL, (LEDOHERE A X —
Tz A AEIERL T EEN,

BHA o #—7 = A AL, Threat Defense 7 /3 A % Management Center |28k L 7212,
BHA LA —T 2 A AELEROT —Z A L E =T 2L ADWTHNCEETEET,

ET

5

EE) A v =T =2 AA AT RNWT —H A X —T 2 A ARBIRLIZ5AE. T 741
rlb— rZEBIMLE9,

AV B =T oA REBBT DT 7 AN M— IR HDH L E2WRTLHLEIICKDDEA v E—Y
MERENET, SMBERRLTZGET. By N Ty 774 F—FO—RELTIO/L— IR
FTTICHESNTWET, BIDA v F—7 = A %I L7285 1L, Management Center |Z4%
T DRNCT 74V My— MEFEITHRET H2LERH Y 7,

A o F—T oA ZZRRN LG EIE. ZOBEICEDRNZ, Y=V Z2—ED7— b
VA L LTRETDLENDHY 7,

UEE) T—2A X —T oA AERIRLIEGEX, [#4F I v 27DNS (DDNS) DB
/il (Add a Dynamic DNS (DDNS) method) 1% 7 U v 7 LE7,

DDNS /X, IP7T R U ANEE X7=85412 Management Center 23 52 21Effi K A A >4 (FQDN)
C Threat Defense 7 /NA AZEFETEX L HICLET, [T34 A (Device) > [V AT LKIE
(System Settings) ]>[DDNS#—t" % (DDNS Service) ] # 2 L C DDNS Zi% & L £,

Management Center |~ Threat Defense 7 /3 A Z B3 2 AifiC DDNS 8% &7 5 &, Threat
Defense 7 /34 A, Cisco Trusted Root CA /N> KLy 6§ X TOEE CA OFEEZ A #RY
(ZIBAN L. Threat Defense 7734 273 HTTPS #2072 512 DDNS #—/N—GiEB # & MGk T &
5 X912 LUFEJ, Threat Defense %, DynDNS U E—  API {14k

(https://help.dyn.com/remote-access-api/) Z M9 %54 T?D DDNS #—"—%HR— K LF
D

YRV T I RACEEA =T = A AEMET 555G, DDNSIEVR—FShvEHE A,

[##¢ (Connect) &7 U > 7 LET, [BEFAT—4 X (Regidtration Status) | %1 7 727 HR v
7 A\Z1%, Management Center ~DY) W KRBT HBIED AT — X ANRFRINET,
[Management Center/CDOZ %% E DR (Saving Management Center/CDO Registration
Settings) | ® A7 v 7' D%, Management Center IZBEIL T 7 A4 7T U+ — L ZBMLET,

Management Center ~DE] 0 2 %2 ¥ ¥ BT 58551, [BE#DOF v &/ (Cancel
Registration) 1% 7 U v 7 LE%, Fv L LRWEAIL. [Management Center/CDOZ $%5%

TINA REE .


https://help.dyn.com/remote-access-api/

FqzrgE |

. CLI % {#F L 1= Threat Defense #EAZEDEITDTT

ENDREF (SavingManagement Center/CDO Registration Settings) | D AT v 752 T4 5 £ T
DeviceManager D7 7 VW 7 4 RU A LR2WTLZ&W, BULEEEAE. et id—R=E
1t L. Device Manager (ZF-##6E L7256 DA SV E T,

[Management Center/CDOZ £%E%E DR 1F (Saving Management Center/CDO Registration
Settings) 1 D AT v 7D IZ Device Manager (ZHift L7 F 12T 556, £ D% [Management
Center £1=I£CDO & M IEE#HESKE (Successful Connection with Management Center or CDO) | 4
AT TRy 7 ANREKRSH, Device Manager 7> H U SvE 9,

8: EEEN

Registration Status

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting s

management center configuration guide

tarted guide (2,
J A,0r
CDO configuration guide [ to configure your device.

CLI % {# FH L 7= Threat Defense #)HAZENEITDET

Threat Defense CLI\Z#2f¢ L TR EZFATLE T, i, By b7y 7o 4 F—F%
EHLEEHIP T FLA, =V =A, BIOEOMOIEARR Yy MU=V RIEDERE
NEENET, EHOEBA L F—T 24 XX, MADOFR Yy N — I REZFFORERIIRA
F—=T 2 A AT, ¥FX—VX¥ T VT BREHRA L F—T oA 2R L2WEEIE. RDY
WCLILAEHLTCT =4 A v ¥ —T7 oA AZRETEET, E7-. Management Center i#{5 D
BREZITWE T, Device Manager i L CHIit > N7 v 7% FT7355H L, FHEHA ¥ —
T AABIOIX =V TIEA A U H =T 2 A4 ADOFEITMA T, BEOZDIC
Management Center (ZH] D} X 72 & Z1Z, Device Manager T5E | L7 T _XTDOA » F—T = A
ZRERRMER SN ET, 72782 arbta—L R =R EDMDT 7 /L MR EIIRFF &
NN Z LIZERLTEEN,

ZOFJEIZ, Firepower 4100/9300 Z R < X CTOET M E4UE T, Firepower 4100/9300
THELT /A Az JRBA L, WU Z 52 T 9" 2121%,  [Firepower 4100/9300 DB 7 /3 A A |
ZZRLTITEEN,

. TINA REE
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| 71 zE8

ATy

ATvT2

ATvT3

CLI Z {3 A L 1= Threat Defense F]HAX ENETDET .

FIE

T — LR — "G FRITEHA XA —T = A A~ SSH A FH L T. Threat Defense

CLICES LET, T 74/ N TDHCP Y —"—MSIPT FLADNEREENET, Xy hU—
JEREXEETIESIL. UEnnwksicaryy —R— 2R+ L 2HRLE

7,

(Firepower 35 & U Cisco Secure Firewall /~»— R = 7E7 /L) =22V —/LAR— KL FXOS CLI
W8 L £ 9, SSH & w3 = > i Threat Defense CLI (ZE#28: L 9,
a2 —H—4 admin B LUVVIA Y — K Admin123 Tr 7 A > LET,

(Firepower 33 & " Cisco Secure Firewall /~— K7 = 7 €7 /L) =2V —/L7R— KT FXO0S CLI
B L E T, MO TEXOSICRZ A v Lt & X, NAV—REETT L LR E
T, ZDO/RATU— KL, SSH ® Threat Defense 7 7' A N bERAINET,

GE) NRAU—= BT TIZERINTNT, NAT—= RPRONLRWGEIT, 73 AZHA
A=V LTARY = RET 74V MUty NTORERDHY £7,

Firepower 33 X O Cisco Secure Firewall /~— K7 = 7 D54 1%, Firepower 1000/2100 35 X
X Cisco Secure Firewall 3100/4200 & Threat Defense @ Cisco FXOS N 7 7V o —F
7 HA K [#FE] ® [Reimage Procedures] # S L T 7ZE0,

ISA 3000 DA%,  [Cisco Secure Firewall ASA and Secure Firewall Threat Defense Reimage
Guide] ZZM L T 7EE Wy,

1

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: **kkkxkk*x
Your password was updated successfully.

[...1]

firepower#

(Firepower 33 & O* Cisco Secure Firewall /~»— K7 = 7 &7 /L) 222V —/L7R— kT FXOS (282
#t L7234 1%, Threat Defense CLI (Z#%#Hc L £ 97,

connect ftd
51

firepower# connect ftd
>
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. CLI %A L 1= Threat Defense #¥)HAZX EDEITDET

AT w4 Threat Defense IZHIOTCa s A 45+, = Ra—Y—F (v 28KE (EULA) ICFRE
L. SSHEf A L TWaAEHEIL, BHE AT - REELETI L) RkRbonET, £0
%, CLLlty "7 v 7227 ) v RERENET,

GF) REZZIVT (exiF, AA=VEFERTLZLICLY) LARWNAEDY, CLItY
Ty 7 T 4 = RERYVIRTZ LI TEERA, 2L, ZRHORETITUL, %
76 CLI T configurenetwork =~ > R L TARE TX %7, threat defense O 2~
YRV TZ 7L RESZRLTLIEIN,

T 7 F /v MEFETZIELENC AN L72ER S v aNICERENE T, URICA LIZExF 0 F
AT 2HE1%, Enter 2L £,

GE) T2 A L E—T oA AT XV XTIV BAEZAENLIHETH, BHA ¥ —
T A ADREMERENET, 72X T—FA L EZ—T A REN LTy TS
L=V TA—T 4 VT ENDER N T T 4 w71, T—4A X —7 A ADNS
P—R—Tx7A <, HHA L Z—7 = A A DNS P —_—Z{#i [l L T FQDN Z gk L %
7

ROTA RTA L EZRLUTIZIN,

o [IPv4% & E LETH? (Do you want to configure IPv4?) ], [IPv6%F%E L £ 9 22? (Do you
want to configure IPv6?) |1: ZHHDZ A TDOT KL ADL2 L 1Dy E AN LE
j‘o

[BEA X —T = A ADIPVAT 7 # /v 77— b U = A % AJ] (Enterthe IPv4 default gateway
for the management interface) |, [HELA > X —7 = A ADIPv6”7 — N7 = A % A7) (Enter
the IPv6 gateway for the management interface) | : A > X —7 = A4 A TIF LT —F A
B —T 2 A A< F— %7 7B AMERAT 25451, [TE) (manual) | 23R L ET,
A B =T oA ZAEFERTHTERRNGAETH, 774 X—=F 7 FLRAKREDIP
7’%VX%'i??éﬁ%%@b@iﬁ;H%%{/& 7 = A AMRDHCPIZERE S LTV 555
G BHMHOT =2 A =T = ZZHRETH LT TEEE A, ZHUUE, datainterfaces
ThOVLEND DT 74V bv— FBDHCP —N—nbZfE Lo — b TLhEEEXIND
AREMEDN B D T2 T,

[EHEA B —T oA ADIPVAT 7 4 /L 87—~ 7 = A % A7) (Enter the IPv4 default gateway
for the management interface) ], [DHCP, /L—Z#&i, F 72X FE) TIPvo &5 E L £ 9702
(Configure IPv6 via DHCP, router, or manually?) | : &HA ¥ —7 = f A TR T—4
A BF =T a2 A A 3=V % T 78 A MEHT 551X, 77— MU = A % [data-interfaces]
WCRELET, TOREF, v F—T X TI7®ARAT—H A X —T A A%i@ L Thk
TELEC, Ny 7T L=V B LTEE NI 74 v 7 BBEELET, v~ 2=V % T 7
BRCEHA =T A AEERT 25T, BHINI Xy PV —7 TP —FU=AIP

T RUVAZRETDMERH Y 7,

e 2y FI—VEBIER SNBSS XBERAVE : SSHTHHt L T\ 50z, Wity
%7/7f%@m7%vx%wﬁﬁé&\@ﬁ#@ﬁéniﬁoﬁLwWT%vx&A
AU— RTHEBER L TLEE, oY — #5252 £8 A,

B 7 zEE
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CLI Z {3 A L 1= Threat Defense F]HAX ENETDET .

[THRA A u— )V TEE L ET A (Manage the device locally?) ] : Management Center %
T 25121 Tno) Z A LET, lyes) & x5 &, IV T Firepower Device Manager
EERT 22 L1220 £,

[ TT7AT VA —ET— REHELET D (Configure firewallmode?) | : FIHIEXETY 7 A

T A== RERETHZEE2BEIOLET, IR ERICZ 7 AT U+—LE—FR
EEESTLHE, FHTar 74 Xal—TaryBHESNET, T—F A F—T AR
I =T T RRAI, N—TFT Y R I 7A T =L E— RTOHLYR—FENDHT &
WICHEBELTLEEN,

1 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.89.5.1
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: 10.89.5.1 on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the

Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services

TINA REE .
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management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

AT 5 Z @ Threat Defense % & HL 3 % Management Center % £/ L £ 77,

configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key[nat_id)]
[display_name]

GE) BFIZCDO ZH L TWAHAIL. 2D AT » 7 TCDO R L 7= configuremanager
add 2~ > REMFHALET,

+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % 7 R L ZF{E TE RWIGAEIL,
DONTRESOLVE # il L £4, £72. natid bfEE L E3, WM TLS-1.3 K S1ki#
BF ¥ XNV 2BDOT A AL T 512X, 27 TH 1 BUEOT /S A X

(Management Center % 7213 Threat Defense ) (ZEIZEH[RE/R IP 7 R L ADRKETT, 2D
2~ FCDONTRESOLVE Z#5E 3 2121, FTD IZIFEEAREZR IP 7 R L A E /213
A NPT,

« reg_key : Threat Defense % %#%9 % & X|Z Management Center CHIFET HILE DT ¥
A LBERF—ZRE LET, BEFX—1337 LFUTICT HERH Y £9, A7 CF
ZiE, F=1 T (A~Z, a~z, 0~9)  BEOANA T2 () eEBdbv £,

enat_id : — OB TEEFFER IP 7 L AL TZI3E A FABRE SN TORWEAIE,
Threat Defense % %§% 35 & % |Z Management Center | HIEET AR DO—EHDO U ¥ A A
LFHNERE LET, 72& 21X, Management Center 22 DONTRESOLVE (2R E L7256
CRHETT, IPT FLRZEET 25T, BHICT =4 A v 7 =7 =4 ZA&EMTD
HBAEIT BB TT, NATID L 37 CFUTICT 20 EN S Y 3, A&7 0FITiE, 5%
T (A~Z, a~z, 0~9) . BXUONNA 7> () R’ H0 EJ, ZDOIDIX, Management
Center |[ZBERT HMOT A ZIIEHTEER A,

(B) BHT A =T A AT 25813, WFOIPT FLAZEET S
%&b, Threat Defense & Management Center O i 7 C NAT ID % fiE ¥ 5 M EN
HYET,

« display_name : show managers =~ > R CZ D~ 3 —V ¥ ZFR_T D720 DFRL 26T
LET, ZOFTvaid, CDOET 74~ ) v X2 =V Y BIUOHEHNOA 71

B 7 zEE
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CLI Z {3 A L 1= Threat Defense F]HAX ENETDET .

A Management Center & L Cilhl| T 25 G ICENLHE T, ZO5BEREL2WEAE, 77
AT T =L TFOWTNNO HIEEEH L TERRr4 2 BEER L 7,

« hostname | IP_address (DONTRESOLVE ¥ —7 — K& L7V 55)

* manager -timestamp

1

> configure manager add MC.example.com 123456
Manager successfully configured.

51

Management Center 28 NAT 7 /31 ZADERIZH H551E, WROFINIRZT L HIZ, —ED NAT
ID & & BITBRERF—2 AL, FA MDY IZ DONTRESOLVE Z#48E L 7,

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

1 -

Threat Defense 7% NAT 5 /3A ADHIZH DAL, ROFINRT L HIZ, —EDNATID &
& H 1T Management Center [P 7 R LA E 72 IR A M2 AN LET,

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

T4 <Y ~wF—T ¥ & LTCDOZMEH L TWT, 4> 7 L I A Management Center % 53 4T D
IMMEAT B8A 1%, 47 L 2 A Management Center % #5& L £9°,

configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key[nat_id]
[display_name]

51

WOHITIE, CDO TH L7zF74 TCDO A LIza~y REMEHA LT, SrEHOoA+
> 7L I A Management Center % #7344 lanalytics-FMC| #fEH L CTHEL TV ET,

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

Manager successfully configured.

> configure manager add 10.70.45.5 regk3y78 natid56 analytics-FMC

Manager successfully configured.

(EE) ~3—VxXT 78 AAOT—H A Z—T =2 ABELET,

configure networ k management-data-interface

FOH, T—HEA L HE—T A ADFEAN Xy hT—7

NEREINFET,

GE) Zoa<r RE2EATIHEE. 2 Y —AR— 2 dHT20ERNHY £4, &S
VHE—=T A RTSSH ZfEHT 5 &, BRIl S, a2 Y —)LR— MOEEH
HRHENECBGENRH Y F£9, SSHOFEMARE A FIEIZ DWW TIE, wEZBL TR
é 1/ \O

ExEITO X Ok sr7e 7k

e

TINA REE .
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. CLI %A L 1= Threat Defense #¥)HAZX EDEITDET

D
>

. TINA REE

gy ROBERIZOWTIE, ROFMAESIL T3V, BB D= ® Threat Defense
A A B =T 2 A ZDFEHIZHONT (53—=) HEBRL T &N,

T=HA B =T 2 AEEBIMHENT 256, TOEEA ¥ —7 = A ALDHCP Zfff
HAT&ERA, Ity N7 v 7RICIPT KL A% FBCRE L > 72341%, configure
network {ipv4|ipv6} manual =~ > R ZH L CRETEH LIk £ Lto HHA
B —T7 A A7 — MU A % data-interfaces|ZiXE LR 125 E1E, 22 TCZoavy
RTERELET,

Threat Defense % Management Center (21819 % &, Management Center | XA > ¥ —7 = A

AHE (S B =T 2 A A EPT RLA, =7 = A ~OFHIL— k. DNS ¥ —
/3=, DDNS #——72 &) Zfit L THERF L 9, DNS #— " —RIEDFEMIZ SN T
X, WESM L TL 72 &V, Management Center Clx, A T~ 3 —V ¥ 77 A A HF—
7 oA AR A T& £33, Threat Defense & 7% Management Center 73N B 5t O
WESLEIGT DX O RERZMABNL I LTS EI, FEEGA B SN -56.
Threat Defense (213 LARTOD R % 18559 % configure policy rollback =~ > K23 & £ %
R

DDNS $—/N—H® 3 URL 2% E T 5 & . Threat Defense (3 Cisco Trusted Root CA /3> K
BT R TOEE CA OFEHAEAZ AEIRIZIBINT 5729, Threat Defense (3 HTTPS £
@ DDNS H— N—ZEBEZMRFECTE £J°, Threat Defense (£, DynDNS VU E— k API {LE
(https://help.dyn.com/remote-access-api/) #7579~ T®DDNS #—/N—ZHKR— KL
*7,

Zoavr RNt [F=H] A X =T A ADNS F—N—%HELET, By T
7 A2 )7 T (£721% configure network dnsservers ==~ > K&l L C) &% & LIz
BDNS r— =i, BT 71 v 7 IS ET, 7 —4# DNS H—,3—|%, DDNS
(BEESNTOIHE) IO v F—T oA AZHAENDEX 2V T 4R v—
WA SN ET,

Management Center Tl%, Z @ ThreatDefense (ZHIV U TH 7T v M7+ —LGRKERY ¥ —
TT—HA ¥ —7 x4 ADNSH—/"—NFREINFET, Management Center |~ Threat
Defense Z B9 % & v —AVBIENHERF S, DNSY—_—37 T v b7 4 — LKE
AU —BMESERHA, 72725 L, DNSERE% & Tp ThreatDefense (22 T 7 v N7 4 —
LRERY —ZED Y THE, TOREIC JZO'CE!—iJ/l/ REN EEXINET,
Management Center & Threat Defense % [Fl#] & 2121X, ZOREIC—ET 5 X 512 DNS
TITy N T —LREET VT A TITRET D Z &%%@wbif
F72. m—J/L DNS ¥ —/3—|F, DNS P — = FIHRE TR Sh 7258 Ic D2
Management Center CEREFSNLET, 70 & 21X, BHA L F—T oA A é"ﬁfﬁ L“CT/\/I’
A %45k L. & T configure network management-data-interface =~ > K& H L TF—
DA H =T =2 A ABE LIZHE, FIDRE L —8T 5 L 512, DNSY—"—2&aTe 2
NS OFRET T % Management Center CTFENTHRET HHLENH VY 97,

BHELA % —7 = A AL, ThreatDefense % Management Center (2% &k L7221, HFHA >
B =T 2 A RETFIRNOT —F A Z—T 24 ZADWTNNICERTEET,

Yty T T4 P FCTRELZFQDN N Z DA VX —7 oA AEHENET,


https://help.dyn.com/remote-access-api/
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CLI Z {3 A L 1= Threat Defense F]HAX ENETDET .

AV FO—FL LTT A ARERKZ 7 VT TEET, ZOF T a iy mny v
FUATHEATEETD, Oty b7 o 7RlE OBEICIIEH L2 Tl Zan,

o T XEHZ BN T HI2IE, configure networ k management-data-interface disable =~
Y REANLET,

&1

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wl0rdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

1 :

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(FEE) BEDORY NU—0 FOSR =% ~DTF—H AL Z—T 2 A AT 7 EBAZHIRL
F7,

configure networ k management-data-interface client ip_address netmask

TN RTIE, TRTORy NI =7 BFFAESET,

RDRARY
7734 A % Management Center (2% L 7,

TINA REE .
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B ~rrvs—gzqz08mE

ARV ALABZ—T A RADETE

ATy I

ATvT2

BRI 74y P HOEA L2 —T = A ANFIIKETT, T/ A2 HFHOEHA
4 —7 x A A (Firepower 4100/9300 < Secure Firewall 4200 72 &) 23 & 55515, A X MEHH
FI 7407/ LTEDA I =T = A ANIT DI ENTEET,

1R BHHIIZ

BDOA Ry A B —T 2 A A% T 521X, Management Center TA X A V' H—7 =
AREHNT 208 S H Y £7°, Cisco Secure Firewall Management Center 7 K I =& k L —
vayv 4 FEZRLTIIZEN,

FIE

2EHADEHA =T 2 A A AN MEHA =T 2 A AL LTHEMILET,
configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

MBS T CL configure network management-inter face disable-events-channel =< > K% {#i [
LTASVEBA L Z—T 2 A ADA X MEHEHZTEET, WThOLEL, 751 &
X, AR NDBDA B =T 2 A ALETARVFEEELLIELET, TOAMF—T
AARE T LTWEGEEIE, AN N TF Y RARERDR>TNTH, BHA X —T = A
ALETAR NEEFELET,

AVE—=T A A ETARY N TFy RNV EERT ¥ U RNVOW BT HZ LIFTEEYE
Fue

1 -

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

AR AU HE =T 2 A ADIPT FLAZZRELET,
AR NA B =T oA AL, BEA L H—T =2 A ADMEBIOF Y U —27  FIFRCFR Y
FU—Z7ICRETE 7,
a) IPv47 FLAZRELET,
configure network ipv4 manual ip_address netmask gateway ip managementl

ZDa=y RO gateway ipld. T/34 ADT 7 4L hb— b &EEKRT D720 S h
HZLICHEBELTLIEEY, 2% YD, management0 o > ¥ —7 = A AT TIZERE L7ZE
EANNTHEZMERHDET, AR E—T oA ZAFOMEBIDAS T 4 > 7 v— ME
ER S ET A, BEA VX —T oA ALIFTRR DX Y NT—2 TA XY NERA V4 —

. TINA REE
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Tz A AL T LHEE. AN MRS =T = AT DAZ T 4 v 7
N— NEAERT D Z L A HERE LT,

1 -

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.

Network settings changed.

>

b) IPv6 7 FLAZRELET,
« A7 — b LA HERRE
configure network ipv6 router managementl
5l
> configure network ipv6é router managementl
Setting IPv6 network configuration.

Network settings changed.

>

FERE
configure network ipv6 manual ip6_addressip6_prefix_Iength managementl1

11

> configure network ipv6 manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

AT w73 Management Center 28V E— k F v hU—7 FIZHDEARIFE, A XV MEHAAS LV H—T oA R

DAZT 47 —FEBMLET, BNMLRWVWE, T _XTO T T 4 v I INEHA X —
T A 2B LTCTF IH NN — e —HLET,

configure network static-routes {ipv4 | ipv6}add management1 destination_ip netmask_or_prefix
gateway _ip

T 74N b= hDOEGEIX, ZOavr FEEHLRWTLZIN, 7740 b b— K F—
F7=2ADIPT RLADZETE L, configurenetwork ipvd ==~ > K E7-1% ipv6 =2~ & ff
LG aoAHmaETT (A7 vy 72 B0<—2) | 238 .

1 -

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6 add managementl 2001:0DB8:AA89::5110 64

TINA REE .
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. & 8%+ — % &M L = Management Center ~D 7 /34 X D3BAN

2001:0DB8:BA98: :3211
Configuration updated successfully

>

2ART 47 )— N EFRTHIZiE, show network-static-routes # A1 LE4 (57 4L b
J— MIFERENFREAL)

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---—-------—-----

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

[..]

Z 8% —Z#{# L 7= Management Center ~D T /51 XD

180

gk — & f# ] L C Management Center (2 1 DD T /XA A& BT 521, ROFNEEZFEITL
T, "MT A FTEV T 4 DEDICT A X2V 7T 5BATH, ZOFIEEZEMRT 504
ERHVET, " TAFTEYT 4 XTOBMNEBRLTLLEES Y, 7 IAZ Y TITD
WTIE, BEWVWOETAVD I FAZ) 7T HIEESRLTIEIN,

47" X A Management Center i > CTA X hua X 7 L0 &1T5 7 70 REHENRT
NARZBMTHZ L HTEET,

Management Center /A 7 XA Z U T L L2 £ 2 TERD D56 .
WA RET VT 477 (F121ET7 77 4 7123 5 FED) Management Center (Z D 3Bl Li
T, NA TRXATEVT 4 LT DHE. T 27 47 Management Center | 28§k S L7773 A
ABABEPCAZ ARG S L E T,

brH IS
» 7 /N4 R % Management Center DEHI R E LTHRELET, 2] -
TF#E) X GE TP Threat Defense FIHIRREDTE T (14 X—)
MEHETNLNDAF — R NT v T HA R
« Management Center 7% Smart Software Manager |28 S TWHRENH Y £, AL7RFE

fli7 A & A THAHTTN, APHRPIOIND & EFICRETDETHLOLT A X%
BINTERLS R ET,

« IPv4 ZfE ] L TBER LT2T A 2% IPV6 ICEHT 5813, 735 A2 0o AHIBRL
TIrOLRBRET DLENRDHY 7,

| AR
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4% — % L /= Management Center ~ T /34 X DB/ .

FIE

ATy F1  [T/NA R (Devices) | >[T/31 RAEHE (Device Management) % #IR L £,
ATFvTF2 [BI (Add) ] ey T X T A=a—nb, [7/34 A (Device) | ZINL £,
BHREX—HANT 7 40 FTRIRENW TV ET,
9: BEBFF—EFERALET/N/4 XDEM

Add Device &

Select the Provisioning Method:
® Registration Key () Serial Number

|| CDO Managed Device

Host:t
10.89.5.40 |

Display Name:
10.89.5.40 |

Registration Key:*

Group:

( None i |

Access Control Policy:™

inside-outside v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Carrier
Malware Defense
IPS
URL

Advanced
Unigue NAT ID:t
I test

Transfer Packets




. &§% ¥ — %1 L 1= Management Center ~0 7 /34 X DB

ATvT3

ATv74

FqzrgE |

ONTRLFIC 7 70 REBST /S A% 47 L 3 A0 Management Center (23BN 53415,
[CDO%E Hi%f 45 /34 A (CDO Managed Device) | Z A4 I L £,

SGAEBL ALy NEEOREIZCDOIC L > TEHINDTH, AT ATIEEREINE
Hho TNHLDART v FIIAX T TEET,
X 10:CDO =T /N4 R %3BH

Add Device (7]

Select the Provisioning Method:

®) Registration Key Serial Number
CDO Managed Device

Host:t

10.89.5.40

Display Name:
[10.39.5.40 - ]

Registration Key:*

Group:

None *

Advanced
Unigue NAT ID:t

test

Transfer Packets is configured in CDO

I Cancel |

[RA K~ (Host) ] 74—V RIZ, BT DT A ADIPT RUVAELIFIHFA MMEASTLE
R

FNA ADFA RLIL, BEREM FAA 24721 — /L DNS THRI/RIP 7 KL AR
INALHITT, XY RhT—ZTIP T RLADOE| Y XS CIZ DHCP 6 L TV AHEAIL. IP
T RUVATIERLS, A MEBHERHLET,

NAT BR58ClE. Management Center DE BRI Gt & L TT /A A ZFRET 5 & T Management
Center D IP 7 RV ALTZIARA M AT TCIHELZLEG. 7/ ADIP T R AE7Z(IA
A MHEIREST DREDNRVEENRH Y £T, SOV TIE, NATERE @ ~—) &%
LTS IZEW,

(3¥) Management Center /> 7 XA 7 &' U 7 ¢ B2l Tl J7 © Management Center 7% NAT D
#IZH DA, &4 U Management Center T7 /34 A & BE%9 5121, [HFA b
(Host) 17 4 —/V FCIEZIEET D2 LENH Y £7,

. TINA REE



| 71 zE8

ATvTh

ATvT6

ATy T17
ATFvT8

ATvT9

ATy 710

ATvIN

4% — % L /= Management Center ~ T /34 X DB/ .

[#27~°4 (Display Name) ]~ « —/L KIZ, Management Center CODT /NA ADF R4 & AT L FE
D

&k — (RegistrationKey) ]~ « —/L KIZ, Management Center DEHxf G & L TT /N1 A%
RELILEZIHEH LD LR U —2 AN LET, B —I13, 1 [EIRY FEHATREZ L
f—27 Ly bTE, F—I2E, FHFLNAT70 () 2BDDLIENTEET,
REIEC T, THAA AT AL A T A= TBMLET,

BT IZ, TS RAZERTA RO [T 78R 2> be—/1 R Y — (Access Control
Policy) ] Z&IRT B, HLWKRY —Z{ER L T,

TONAANREIR LAY —ICl A L2WGE, BRRIXARKLET, ZoR#EEICE,. 5o
TRINEZ6NFET, 72 20E. T4 BV AR, ETNVOHIR, oo TEA0TF 40
DORE, TOMDOIER I A7 8T, ZOREORKNEZMIELI=th, T35 ACFEETRE
EITVVET,

TNA AR T 574 B A BIRL£7,

TNA ZAZBMLT%, [YRT L (System) [>[Z4 22X (Licenses) | >[RAY— 54 &
VR (SmartLicenses) | X—VnbHI7A U AZEHATHZEHTEET,

Threat Defense Virtual DAL, [/37 4 —~ > ABEJE  (Performance Tier) | & 34R 45 L EEMR
HOFET, HHT AT MDD TA B R BT I2WEABIRT S 2 ENEETYT, BB
PBRINT HE T, T/ ATIET 7 4/ b TFTDvS0 2N EIR 21 FE T, Threat Defense Virtual
THARIRER T A —~ U ABEE Y 7~ 7 = TG OFERIC OV TIE, Cisco Secure Firewall
Management Center 7 NI =& b L— 3 > J7 A4 R [FTDvLicenses] #ZML TS 7Z &0,

(G¥) Threat Defense Virtual #/3— 3 > 7.0 LA EIZT v 77 L— KT 55415, [FTDv -Z%
(FTDv - Variable) ] &R L THAED T A L AL T T4 T LV AR TE £14,

TN, ADFRERIC NAT ID 2 L7258, A (Advanced) 1| &2 > a T, [~ED
NAT ID (Unique NATID) |7 4 —/L Ri{Z[RI U NATID # A L,

[~EDONATID (Unique NATID) JiZiX., —HDOMITEIERGE/RIP 7 KL A EZITE A MR
HBEINTWRWEGS, Pty 7 v TRHZT AL AZHIEET DIEEDO—BEDO T X A A
LFHNERELET, &2, [RAN (Host) 1 74—V RZZEADOF FIC LT HEITMAE
TI, IPT7 FLAZIRETL2HATH, BEHIZT N, ADT —F A B —T oA A&HHT 5
LAl TT, NATID X 37 SUFLTNICT D RENRH Y £9, AR7RCTFITIE, B8
(A~Z, a~z, 0~9) . BIUONA T (1) BREXRHV ET, ZDIDIE, Management Center
\ZBEERT DM DT A AIHMEA TE £ A,

() FHIIT A ADT—=F A o F—=T oA AMHT 25813, WLTDOIPT FL Az
ETDHHETEH, 7734 A L Management Center D i )7 C NAT ID 2§ ET 2L E N H
0D ET,

[’ > FOiE%E (Transfer Packets) | = v 7Ry 7 A% 42 L, T 734 AT Management
Center [Z/N7 > M &HAET H Z L 2T LET,

IOFTvavid, TTZANVITHEYHTT, ZOF T a BT L TIPS X Snort 72 KD
AR RPN ) A —=ENFZH/EE, TAAAPBREHE LTA R b AZTF—ZFRE

Frn1z2eE I


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

Friq 2 g |
. DUTLES (EO042yF FOEY3=2Y) ML= Management Center ~0D T /34 R DIEM

N 77— % % Management Center [Zi5(5 L ET, ZOA T v a 2 LIZGAIL. A~ b
5 #7217 23 Management Center [Z35(5 S 4L, /N7 v b 7 — X TEE SN ER A,

ATwF12 [BEk (Register) |27 U v 7 LET,

Management Center 737 /NA A D/ — f B — M 238 L ClE A LT 5 £ T, K290
MBGENRDH Y E£T, BEBEDTDE T/ ZABY A MIBIMENET, KRLESGE
F, =7 =R E—URFRINET, T AOBEUIRIK L2551, ROHEH R L
TLIEEY,

sping : T/NA ADCLLIZT Z7®AL, kD =a<> K& LT Management Center O IP 7
KL A~®D ping ZFAITLET,

ping system ip_address

ping 28K L2V 51T, shownetwork =2~ > REHHA L Cry NI — 7 REEMHER L £
To TXAADIP T RURAZERT HHENH D555 1L, configure network {ipv4 | ipv6}
manual =~ > RZfEHALET,

BEk¥—. NATID, 3L Management Center IP 7 KL R : [l 5 DT /A A TlA] U HR
F—ZHHLTWDZ Ea2MERL, AL TWALEIENATID ZEH L T\D 2 & 2
AL FEJ, configuremanager add =~ > R&H LT, 734 A THEEF— & NATID %
RETDHZENTEET,

NI TN a—TF 0 7 OFFERIZ- DUV TIL, https://cisco.com/go/fme-reg-error B L TL 72 &
AN

DYFTILEE (o2 yFJOEDI=UY) EFERAL
1= Management Center ~D T /34 XD EN
o ¥y F Fuvla=rV B2EHTLE. TS ATHUHIRELZIATTHZ L, ¥

T VG TT /XA A % Management Center (2 54$% C& £9, Management Center | £, Z DFERED
72 ¥1Z Cisco Defense Orchestrator (CDO) & fEa S E T,

oo Fruebeva=r T BEATAHE UTOA X —T =2 ADRFARESNET, il
OFE NHODHCP Y ——, T ERartg— R ) —, BXaUT 4/ —r7y)
IRESNARWVWZ LICHERLTLEE N,

e f—HXv F1/1: 48] . DHCP LD IP 7 KL A, IPv6 HENERE

o A —H% 3> k172 (Firepower 1010 DFE1L VLANL A VX —7 = A ) [HHE |
192.168.95.1/24

«F 7 F /L hL— b AN A v H—T = A AT DHCP 4 L CHES

P ITGABY T ERIEIINT AV AZ U AE—RTCE B ¥y F Freya =7 3R —
FEnEEA,

. TINA REE


https://cisco.com/go/fmc-reg-error

| #1288
DYTILEE (TR 4vyF JOED3=>2Y) %{EML7T- Management Center ~D 7 /N4 XD3EM .

YoXoFubePa=r 7 EDHCP A LETN, T—H A X —T A A LG Ak
TIEDHCP YA — h STV RN, @A AMEIIEEA V74— T oA AT 5551
DOHYPHR—FENET,

Tr ZyF Fueya=r7 3 LFOETATORY R - hERET,
* Firepower 1010
* Firepower 1100
* Firepower 2100

* Cisco Secure Firewall 3100

1R BHHIIZ

e TNRAANRKEREETLNIFRA VANV THEZ L 2R LET, En X oF T
Vam I LWT AL ADRENGRE LTWET, FRERE T, RECR LT E
nXyFravva=rl BT A ENRTEET,

AN A B —T A AFTNTE A L —T oA AT — TN LT, A — % b
W CE DO LT, BuX o FruabeVa=r I HNEA v 2 —T oA A&
THEEE, BHA L H—T oA AT —T N LN TL SN, B A v X4 —T =
A ANDHCP B IP 7 RLAZRGT D&, SNA v H—T = A ADNV—TF 4 T RIE
LA 720 £,

cHLWT AL RCHD Y THZENTEDLE YT, AR b1 2DT 7 EXAay hr—
JL 7R U 2 =755 Management Center (ZF% & SN TWAH Z & R LET, CDOAfEH L TR
U —%BINTHZ LIXTEEEA,

« TNARAINRT Y w7 IPT RLAE72ITFQDN BN WEGE, £ EHA v X4 —T = A
A % 556 1%, Management Center D737 Y w7 TP 7 K L A/FQDN %% 7E L
(Management Center ¥ A > X —7 = A AD P 7 RL A LRI H445, 72L& 21X, NAT
DERICHDLHE) « TA ADNEER ARG CEDLLOICLET, [VATLA
(System) ]>[E%%E (Configuration) |>[¥H*— ¥ D E—FT7 YK (Manager Remote
Access) | ZZ LT Z& W, ZOFIEFIZ CDO T/X7' VU » 7 IP 7 KL A/FQDN % %
ETHIEHTEET,

« Management Center 7% Smart Software Manager |28 &k SV TWAHMLENRH Y 3, HRh7RE
fliZ A& ZATHHTTR, AHHRNGND &, EFICEETLETH LT A 2%
BIITE 220 £,

e IPv4 2 L CBEE LT T34 2% IPVv6 ICE T AT, T 252 W07 AUHIRL
THOEBGFTHILENDY F7,

FIE

2ATFvF1 VU TAEREZFEHLTT AL ZAE2D BT 5 & &%, ROBHESMEZHT- L TV DL
NHY EJ, FMEILEEE, AF v 7 LT, CDOIWT A AZBEHEBEMNTE £,

Frn1z2eE I



FqzrgE |

)TILEES (L0 42y F FOETa=Y) Z{#EMA LTz Management Center ~D 7 /3 DB

a) Management Center C, [T/34 X (Devices) | >[T/31 AEHE (Device Management) | %

b)

d)

BOET,

GEM (Add) ] Fey T X T A=a—05, [T/3 A (Device) ] iR L F7,
TuvrYa =7 ARO[V 7 E S (Serial Number) 1 %27 U w7 LET,
®11: 2 FLEESTT/AM REERM

Add Device (7]

Select the Provisioning Method:

Registration Key ® Serial Number

@ Step 1: Create Cisco Defense Orchestrator (CDO) and SecureX accounts
CDO and SecureX are cloud services that are required for serial-number onboarding.
If you already have separate accounts, you need to link them. Learn more
If you don't already have accounts, perform the following:
- Request a CDO tenant. Learn more
- Create a SecureX user. Learn more

@ Step 2: Integrate the Management Center with SecureX
SecureX integration is required to add an on-prem management center to CDO.
SecureX Integration

o Complete above prerequisites before registering

Cancel

CDOT7Thvy FEfER L ET,

GE) BEFFEOR % O SecureX 3L NCDO 7 A ¥ > b & T TILFi» TV AHBEIEL. Thb
ZVTSELZMENRHYET, THT DY 7 OFFRIZ DN T,
https://cisco.com/go/cdo-securex-link & Zf L T< 72 &0,

ERETAT Y RBRWEEIE, ROFIEZIFIATL TS,

» Cisco Security Cloud (IH SecureX) 747> h&{ER L E 7, 1ERGFIEIZ OV T,
CDO D~ =27 VaBRL TSV,

cCDOTF v rEVZZARLET, HTILWCDO TF > b Y 7 =& MZOWTIL,
CDO D~==a2T /VEHRBL T,

Management Center % Cisco Security Cloud (IH SecureX) E#ALET, Vo7 %a7 VU v s
L C. Management Center @ [SecureX & DfEH (SecureX Integration) | X— T ZBHE £,

[SecureXDAHZHl (Enable SecureX) %7 Vv 7 LTHIOT T o &% 7 %X, Cisco
Security Cloud 7 4 7 > MZmr 7 A L, RISl a— REERLET, ZON—IUN
Wy TT 77y —IlLoTT7 Ry 7 SNTWVWRNI EEHERL T IEEN,

FEMIZ DUV CIE,  [Cisco Secure Firewall Management Center 7 KX = A hL— 3 > A
K1 @ TEvent Analysis Using External Tools| DFEZZH L T 720,

. TINA REE
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| #razEm

ATy T2

ATvT3

ATv74

ATy Th

DYTILEE (TR 4vyF JOED3=>2Y) %{EML7T- Management Center ~D 7 /N4 XD3EM .

Management Center & Cisco Security Cloud # #t5 L 72, CDO 34> 7 L I A Management
Center # 4> R—7 47 LET, CDOIL, EuXyFrubya=r7 28EIE5
722 A X | U2 Management Center /%2 & L %9, CDO (T X % Management Center
OV R— NI, THRAADF U HR—T 4 7, EFEMNGT /A ADFK/R, Management Center
WA b e AT V=7 FOFRR, I L Management Center DFH ALE BN [RE S
TWET,

(3¥) Management Center /~A 7 XA Z U 7 4 X7 DAL, BH 4 U Management
Center % Cisco Security Cloud & #5245 EHH Y £97,

f)  FEBHO TV WAL [CDOMD#EE) (LaunchCDO) (%7 UV v 7350, falrbu s
A > L %79 : https://www.defenseorchestrator.com/,

COOMR Yy T T w770y I—ilkoTTay 7 SN TWRWI EEMERL T ZEN,

CDO #w L aR—F (https://www.defenseorchestrator.com/) T, [# >7R— K (Onboard) ]

( + orvord [ESPTENPRRE
[FID] ¥ A &7 U7 LET,
12:FTD 2 14 )L

FTD

Cisco Secure
Firewall Threat Defense

[FTD7 /31 A D A#Efii (Onboard FTD Device) | i C, [2V 7&K S5O (Use Serial
Number) | %27 Vv 27 LET,

13: )7 IVESEER

Important: After cnboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
from CDO after onboarding. Learn more (£

Firewall Threat Defense

= & =
©® Froofl O rom
- O & Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
SECNERGaE Onboard a device using a registration Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment: AWS, GCP and Azure
Line Interface. number.

(FTD 7.0.3+ & 7.24) (cdFMC: 7.2+, OnPrem: 7.4+)

[FMCPDE&4R (SelectFMC) ] C. U A b [ 7L 2 AFMC (On-PremFMC) ] Z R L,
[k~ (Next) 122U v LET,

TINA REE .


https://www.defenseorchestrator.com/
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. DYFLES (02 yF TOEY3=Y) %ERL7T- Management Center ~D 7 /31 X DB

14: FMCO &R

o Select FMC Select FMC @ For more details, Click Here

[[ Select - Ii

Cloud-Delivered FMC
Firepower Management Center (Recommended)

Connection On-Prem FMCs (7.4+) @

FMC-Securex-Onboarding-1654149835633

Password Reset
FMC-Securex-Onboarding-1658238180734

) : FMC-Securex-Onboarding-1681247022480
Policy Assignment
FMC-Securex-Onboarding-1681762232392

Subscription License FMC-Securex-Onboarding-1681830086235

Boulder FMC 740-48 1543

Done

@ ® 0 © o

+ Onboard On-Prem FMC

Management Center (237 U » 7 [P 7 R L A F 72X FQDN 2R E SN TWAHGA L. #IRZIC
FRINET,

15:371) v 2 IPT7 K L X /FGDN

o Select FMC Select FMC @ For more details, Click Here

Boulder FMC 740-48 1543 -

(IP/FQDN: fmc-techpubs.cisco.com)

@ Specify the IP/FQDN value unless the FTD is publicly reachable, running a version older than 7.4 and connected with the data
interface. Click FMC Public IP to configure FMC's FQDN.

FRA AT Y w7 IPT RLUA/EQDN BNRWEE, £ EnZyFrneya =72
BEA B —T 2 A AEEHT 554 1L, Management Center (2737 U » 7 [P 7 K L A/FQDN
DEETT, [FMC/N7 Y » ZIP (FMC PublicIP) |V > 27 %27V v 7§ %L, Management
Center /X7 U » 7 IP 7 KL A/FQDN 2R ETEET, ROXAT AT Ry 7 ANKRINE
o
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DYTILEE (TR 4vyF JOED3=>2Y) %{EML7T- Management Center ~D 7 /N4 XD3EM .

16: FMC/X7J'') v ¥ IP/FADND X E

r -

Configure FMC Public IP/FQDN ). 4
Selected FMC: Boulder FMC 740-48 1543

Provide FMC Public IP address or FQDN

IP Address/FQDN

[fmc-tech-pubs.cisco.com J

FQDN preferred

@ Specify this value unless the FTD is publicly reachable, running a version older than 7.4,

and connected with the data interface.

(G¥) Management Center /N1 7 XA Z U 7 ¢ X7 DAL, B4 Y Management Center
TNRZ7 YV Z7IP7 RVAFQDN 3% ET H4EHH Y £3, CDO i L THARXE
THZ LT TEERA, B ¥ Y Management Center TRXET DLERNH Y F3, [¥
AT L> (System>) 1> [XE (Configuration) |>[XRA+—P v DY E—FF7IER

(Manager RemoteAccess) | #ZH L T 720,

ATw 76 [ (Connection) | T, T XA ADV VT INEREETNA AL EALET, Next] 227V v
7 L\ij—o

17 1545

0 ectior Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
[ JAD253802GE J [ fp-1010-1 ] onboard, then CDO will attempt to connect to the
device
Next .
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

ATy Tl [IRRT—FKDY+v bk (Password Reset) ] T, [[ELY... (Yes..) 1227 U7 LET, T34
ADFHLWRAT—REAN L, ZOHLWRAT— REfHERL T, [k~ Next) |27V v

7 LET,
Yo oFFubeYa= T OEE. TAALATHHTHILIN, BAA—VLEN TV DN
NHY ET,

GE) SARA2Za AL LTRAT—FE2 ey hL, PueZyF o g =7 28
T DEICREEET L2288, Wz, (No.) 147 v a v a%IRT 5
VENHVET, PuZyFrabeya = 7 28T 2R EIZHL L7720, FHA
A=V EORERH LG EERE, TS Rl A 0352 RIS ES
Moo

TINA REE
I



. DUTLES (EO042yF FOEY3=2Y) ML= Management Center ~0D T /34 R DIEM

18:/XXT— KDYty b+

o Pass

- ’ - : © Password must:
(l/; Please review all the prerequisites for onboarding with a serial - Be 8-128 characters

number. Learn more (£

- Have at least one lower and one upper case letter
2 Is this a new device that has never been logged into or - Have at least one digit
configured for a manager? - Have at least one special character.

- Not contain consecutive repeated letters
® ves, this new device has never been logged into or configured

for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding

fails.
New Password Confirm Password
—— A

O No, this device has been logged into and configured for a
manager

Use this option if you already changed the password in
the device CLI

Important: If you select this option and the device's
default password has not been changed, onboarding fails

ATy T8 [HRYUT—FHY YT (Policy Assignment) | C, Favy 7 XU A=a—%Hf LT, T/3 A
D7 7EA aybr—L R —%RR L EJ, Management Center |2 Y > —Z B L TV
720 GATX. 2 2 C Management Center [ZBEEI L, BINT 2 XERH Y £, [Next] 227 U v
7 LET,

19:7R1) >—2|Y 4T

o Policy Assignment Access Contral Policy

[ Default Access Control Policy -

AF9 T [T AV VT3 T4 A (Subscription License) ] T, T /3 AD T A A%ER L
F9, Next| 27 Vv 7 LET,
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B20:9TRy)Toavs4EUR

© Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

GTP/GPRS, Diameter, SCTP,

o 7. I
& carrier (7.3+ FTDs only) M3UA

IPS % Intrusion Policy

Malware Defense Gy File Policy

B urL URL Reputation
RA VPN

Next

ATV 10 [T (Done) 1T, CDOIWCHERENDT /A AT~V &BMTE T, T4 5% Management
Center TIIEH SN EH A,

B 21:47

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @
Go to Inventory

Management Center C, 7 /3A A [T /34 A% H (Device Management) ] ~—IZBEME N E
To [4 X MUIZEHE) (GotoInventory) 1427 U v 27 LT, CDO NDT A ZAERKRT D
ZEHTEET, 427 LI A Management Center 7 /3 A%, EHHEAITCDO A X2 K
IR R TEET,

WA v B —T oA AT ERE v F o a =7 2EHT 554, CDOIZDDNS 7o
A X —L L THREL., LT EFEITLET,

o IfmcOnly] FREZMHEH L TIHMNBTDDNS N LET, ZoHNL, Er¥ v F7rn
EVa = TR ATORYR—FENET,

e HMEBIP 7 KL A% 7R A b4 serial-number.local (2~ v B 7 L £,

¢IP 7 RV A/RA N4~ v B2 % Management Center (22t L, RA RNAEZIELWIP 7
RURICERCTEX B LI LET,

*DHCP V —ANHEHINTZGERE, IPT R L ANEE I 725561 Management Center
(A L ET,

BEHA L —T A AT Xy FTuva=rr 2HHAT 554, DDNS IV KR — kX
NWEHA, T3 APNEHERHZ Bt T 5 X 512, Management Center |/37 U » 7 (ZE|
TRETHLINENH Y £,

TINA REE
I
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. Management Center ~ 3 v — < DB

CDO % 5| Z#i& DDNS '/ NA ¥ —& L4 5 Z & b, #% T Management Center © DDNS
REZMNOFRICELT L2 LHTEET, FFMICOVTIEL, #4777 DNS ORELS
L TL7EE,

TR ZADBGRITTIR L TZEIE, VT AEs (= yFTuavrya =) Bigof
ORI (132 2—) | 2R L TLIEEN,

Management Center ~D < v — S DB

Firepower 4100/9300 >+ — % Management Center |ZiBI CX 9, FEHbEL ¥ —L v —
I, ¥ =Y MGMT A > ¥ —7 = A A% H L T4~ OF BB # 354 L £ 9, Management
Center X, ¥ v —Y LV EFEWEY 7— M &L ET, REICOWTIL, 51 EHEE Secure
Firewall Chassis Manager % 7213 FXOS CLI Z {9 2 M E R H Y 9,

\)

GE)  Cisco Secure Firewall 3100 D&%, ~/VF A LV AZ L AE— R~DOEHO—HL LT x—

ATy T
ATy T2

CXYDORENTZETLET, LFA L AX L AE— FOAEMEESBRL T EZEN, w/LFA
VAKR U AE— REFIIZ LT, Management Center ~D< /LT A LV AH AT ¥ —TDiB
MESB LT EEN,

FIE

Y= R— FEZIESSH 2 LT, & v —3 FXOS CLIIZ#e L £77,
Management Center % 5% & L £,

create device-manager manager_name [hostname {hostname | ipv4_address | ipv6_address} ] [nat-id
nat_id]

BIF—DANZROENET,

Zoawy RE, FORa—TMLTHANTEET, 2Dz~ Nk, commit-buffer %4
AgFicd<iczid AnsnET,

+ hostname {hostname | ipv4_address|ipv6_address} : Management Center ® FQDN F72{X IP 7~
RUZZ$EELET, WIFMO TLS-1.3 B S LilfE T v RV % 2 B DT /A AMITHEL S
512l A< TH 1 B EDT XA X (Management Center £ 7213 ¥ —3) (ZHEA]
REZRIP 7 R L AL ETY, hostname ZHi7E L2 W HEIE, ¥ ¥ — UIZEEARE/R IP 7
RUAETNIARA MADBKEEL 72D | nat-id ZFEET D20E R H Y 3,

e nat-id nat_id : — 5 OMITREGER[GE/RIP 7 R L AL 7213E A MABRE SN TV RWES
I, ¥ — T EBET D & X2 Management Center CHIEET HEEDO—EDO T ¥ A A
LFHNEFRE L ET, ZiiE hosthame ZFEE LRVIGEIZHAEL 2D £T 03, FA M
FTLIPT RUAZRETH2HATH, WICNATID 2% ETH 2 L 242 L £, NAT
IDIX37T LFLLTICT DM E R H Y £3, ARV7RLTITIE, 857 (A~Z, a~z, 0~9) |

. TINA REE
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ATvT3

Management Center ~® < ¥ — < DiBMN .

BIONA 7y () ERHY T, ZDOIDIL, Management Center (28 &3 H DT /3
A AT TE EEA,

* Registration Key: reg_key : v — %% §k7 5 & (T Management Center T {5E 7T H1T:

BOUEA DX —2ERT L7007 PRERENET, BERF—1337 CFLF

T DR DY ET, ARCFITIE, 5T (A~Z, a~z, 0~9) . BRUNA 7~
() ENRBY ET,

1

firepower# create device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]1. Length: [2-36]
Registration Key: Impala67

Management Center T, ¥+ — VB IP 7 FLRAEIIHR X M AEHEH LTy —2 &@LU
iﬁ—o

a) [T/34 R (Devices) |>[T/\1 A& (Device Management) [DJEIZEIR L T 5, [B
0 (Add) ]>[¥+—3 (Chassis) |DNEIZEIR L 9,

®22: 2 v—MEM

Device
£ High Availability
Cluster

=2
Group

Frn1z2eE I



FqzrgE |

. Management Center ~ 3 v — < DB

b)

d)

2)

®23: > v—MiEM

Add Chassis 9 X

This operation is only supported on 3100, 4100 &
9300 chassis

Hostname/IP Addresst

10.89.5.9

Chassis name

engl

Registration key*

Device Group

Select...

Unique NAT ID*

: winchester

t Either host or NAT ID is required. | Cancel | m

[FA F4/MPT KL A (Hostname/IP Address) ] 7 4 —/L KiZ, BMT5 % —DIPT K
VAETNIRA N EANLET,

RARMLEIZIPT RLAROMNLRWEEIX, 2O7 4 — /L REZEHOEFFIZLT, —
BEONATID 28 ETE £,

[> % —4 (Chassis Name) ] 7 4 —/L NiZ, Management Center TD ¥ ¥ — 3 DR R4 &
ANTLET,

[B$#k%— (RegistrationKey) ] 7 « —/V RIZ, Management Center DEFEf G E LT v —
VERELZEZIHEHLEO LRI USRS —Z AN LET,

BERX—IL, 1B ERTRERILE S —7 Ly F T, 121, =T 17 ()
BEDAHIENTEET,

VILF RAAL VBT, BUED AL VTR, % —3 %V —T7 RAA ITED
WTET,

BUED RAAL N =T RAL U THLOYE, ¥ —UITABITBIED B A A 2B
ENET, BUED RAAUNY —T RAL U TRWEA, Bk, VXY —VERET LI
OIZ, V=T RAAL UV EZXDMERHD ET, ¥ =T 1 DD RAAL NZDOHE
THZENTEET,

(EE) Y —vETNARTNL—FITBEMLET,
X — UV ORERIC NATID 2 H L7256, [ EONATID (Unique NATID) 17 1 —
JURIZEIC NATID # A LE7,

. TINA REE
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Management Center 7 > DT /31 R DA (B EXAER) .

NATID (2%, #¥p g 70 (1) 285052 ENTXET,
h) [#E (Submit) 1227V v 27 LET,

Vo —UMN[TINA R (Device) 1> [T/31 AEE (Device Management) [-X— JIZBINE
ET,

Management Center 70 5 D T /31 A DHIFR (EEAERR)

T ONA AL BT 5 MEEN 72 7o -84, Management Center 725 7 73 A A DBk & fift b C
TET,

JIAL T ARE ) — R, ETIRE AT OBEERRT D123, b ORBOEL
ZRLTIZSN,

F N A DBERARER
* Management Center & Z D7 /31 A & DM OT X TOBENTIM SN ET,
« [T3A A B (Device Management) | X— U057 8 ANHIBRSLET,

c TNRAADT T v N7 F—LFRERY > —"T, NTP %f#f L C Management Center 7> 5 K
MEZETHEIICHESNTWDIGAEIL, T3 A — I VRERICR SN ET,

RENTZEDEFIIRDTZD, TRARAINT T 4 v 7 OB AT LE T,
NAT R VPN 72 E DR Y v—, ACL, BIX A ¥ —7 = A AERIIHERF SN E T,

[Al U F 721351/> Management Center (27 /N A Z AT 5 &, REDHIBRS AT, T
A RIEDRRTIT 7 4 v 7 ORHEAFILE L ET,

FONA A YIRS DRI, FREIFICT S ALV DFRE (S B —T = A A, —TF 4
7&&)%%@%?%5&9 I, REDT I AR— b, Zi7o TLIEE W, RIEFEENTZEREN
ROVGAIE. TN AREE FHRT AL ERH Y T,

TNAAZHEBINL, RELIZEREEA VA — M50, ERERELFHHERLIE, b7
T4y OZFELEHT LN, REZRFTOILENRDHY £,

4RO SRS
Management Center (ZFFEEEAN L 7235512, 73 A LUV ORRGE Z @3 51213

e TNRAAREET I AR—PLET, TRAAREDT I AR—FEA A= (60
N=) EBERLTLIEEN,

FIE

RAT9T1 [T/ R (Devices) | >[T/314 REE (Device Management) [4i&R L E7,

TINA REE .



FrqzgE |
B 7 zxo—Joem

AT Y T2 BEEMRT DT 20MICHD FDM ) &2V v L, [HIFk (Deete) 127U v
L/i—gho

X 24:8%

’

Packet Tracer

Packet Capture
Revert Upgrade
Health Monitor

Troubleshoot Files

RATYT3 TR ADKEREMRT 52 L 2R L ET,
ATYTE ~F =Ty 2EETEL LT E LI,
« Z @ Management Center (27 /A A& FAERT 5« BEkF— & NATID 23537 > T\ 55
A, BékS—% 1 L7= Management Center ~D 7 /34 ZADIEN (32 X—) ZFE{T
TEET, Zhoz2 VY M OUERDLIGAEIT. v RX—V ¥ 2 LWVbDTHL00
X OICHERETE £9, # L\ Management Center DFFE (124 X—) 2B LT
éb\c

* 31 L\ Management Center [Z848%9" % : #1 L\ Management Center DFFE (124 X—2)

» Device Manager (2258 % i1 2 % : Management Center 7> & Device Manager ~D Y] V) 5 2.
(130 *—) ,

cHLWN A=V X ZREE TR =Yy ZHIBRT S L3 — Yy a1
(w2 —TY %7 LDET— ) . Threat Defense CT& M 2 U9 5 121X, Threat Defense
@ CLI 5 configure manager delete =2~ > RZ#H L £,

FINA R TIL—TDEM

Management Center T7 /N A% V' )L—fbT 5 & H@EOT NA ZA~DRY O —DREREHST v
TT—= b DA VA M=V EBBIATAET, JA—TIBT 273 A0 Y A M, EHEEL
I NRRTEET,

EAHAMESRTNO T T A~ VTN, A T NV—TI1BNT 5 L, MlTOT A ZANT)—TFT
BIMENET, STHESTEZSMLTH, ZNODOTF AL AW G E L /L —7ICB Li-E
FITHRY FT,

FIE

AT9 1 [TINA R (Devices) |>[T/314 REE (Device Management) & &N L £,

. TINA REE
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ATy T2

ATv73
ATvT4

ATy T5
ATy T6

ATy T1

FR120v vy ke vErEaED [

GEM (Add) | ey XD A=a—hb, [ZV—7DENM (AddGroup) |ZiER L E7,
BEAED N — T T 5120%, ET 27V —70[fRE (Edit) | (£) 22V v 7 L
h@‘o

ZHiE AN LET,

[ FHRIE72 7 /31 A (Available Devices) [ 225, T/3 A J)V—TZBINT 5T /3 2% 1
O EBIR LT, HEEDOT A AEEIRT D581, Ctl £7201% Shift F—%2#H L72n 57
Vo7 LET,

GEM (Add) 1227V v 7 LT, BRLET AL RETANA R Z)V—FZEMLET,
MBI U T, T AT N—T BT A Z&HIRT 5121, HIBRT 27 /351 ZDREIC
[HIB% (Delete) 1 (W) %2 U v s LET,

[OK] %7 Vw7 LT, T4 AT NA—TFZBIMLET,

TINAADT vy FEUEREITEED

R
A
77
L
<K

A

\)

TLEEUNCT vy N H T ENEETY, BMIZER T T 72 kneh . EIRA
FEMLIZ0TDE, BRRT7ANV VAT LAOREEZESEITZENRHY 9, Ny
Ty RTRFHIZEEOT v ARNEITENTNWT, BRT 7 72K\ =0 EIRZ U
NFTBHE, T7AT U F—NE T L—RA T Yy NETUTERNWIEEZRZTBWT
W,

T LRI vy MY CELIIFEET 2T, LTOX A7 2L TIZEW,

=)

AT T1
ATvT2
ATvT3
ATvT4

ATy TH

FIE

T A HERT L5 &, BB AL CERDPSTLE VNI T —NRRENDGENH
DEF, HBERICKD . T ADEHEA F—T = A ZAOUERIEE O B B IT S E
3, BRI HBIRICER TS, 15 UL S E T,

[T/31 R (Devices) 1> [T/ 31 REH (Device Management) [& 3R L £,

S

B3 571 20MIZH 5 [RE (Edit) | (£) 227V v LET,

[T /34 A (Device) |27 V27 LET,

TN

TN

A A BEETDI21E, ROFNEELFATLET,

@[?N{Z@ﬁﬁﬁ(m&mDMw)]&b 7V v LET,
by TRUTEIRFRINTEDL, TS AZHEHTLI L 2B LET,

A AT x Y MU T DR, IROFIEZFITLET,

TINA REE .



FqzgE |
B =z=xz7 /12002 r08yo0—F

a) [AT L (System) | &7 a v T[TNARADY vy k&> (Shut Down Device) |
@ zrVvrLET,

b) TRUVTINRERENTESL, TARADY Yy MU UEHERBLET,

) AVI—AMLT AT AR L TWAEEIL, 77AT7 U4+ — BT ¥ v b
VT HEZICVAT AT R T MR —LET, ROT BT ERFRINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

Y= B L TR WEAIE, K3 MRS TV AT ARy R T LTED
LEMRLET,

ISA 3000 DA, Yy NEDTUNRETTDHE, VAT ALED WM LET, BREZY)
HHENC, D & h 10 B> T &N,

EEMNETNAADYR DI oO—FK

TRTCOERKNBT AL ZADLR— "2 X7 oa— RTEXES,

48 H RIS
RDL AT 2 FATT 5120, BHEL—F—THLILENDH Y £,

FIE

RATY 1 [T/AM R (Devices) |>[T/31 A EE (Device Management) | OJIEIZER L 7,

AT T2 [TAAYARNLAR—=FDX 72— (Download Device ListReport) (V> 27 %227 U v 7 L
£,

ATV T3 THRA AV A MICSVIEREIZPDF B TH U ra— RTXxEd, [CSVOX T —FK
(Download CSV) ] £72IZ[PDFD X 7 > 11— K (Download PDF) ]# R L CLR— & XD
rye—RKL%ET,

—_ =1L s 3

TN REETEDIER
[T/314 X (Device) 1>[T/31( REHE (DeviceManagement) |X—2id, S S FeffH &
FTarnbhv ET,

o [(BRHAL (ViewBy) |: 2O T aryEHLT, 27—, 48R, ETL,
N=Va v, FFT7 782 ar ba—LR ) —IlESNWTT A, ARRRINET,

. TINA REE
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spzzors ]

« [FA ZADHREE (Device State) ] : HREEICHESNWTTF NS 252 FRTH2 L HTEET,
WHET A 2222 v LT, ZOREICET 27 A A2 #RTE £, WECET S
TRA ZADOHUE, FEIMNI R S ET,

« [f25R (Search) ]: 7 /3 A4, RA MMy, LIZIPT FLAZREL T, REFHDT
WA ZAHRBTEET,

A7 a OB (Addoptions) |: TN A, EAAMEAST . 7T AE . BEOS L —
TERBINTEET,

cREBLOZEOMOT 7 v a v BESHIEZET A A LT, (g (Edit) | (£)
TAaEEALTT AL ADRT A—Z L EMERELET, 04 ) 74 =20%
7V w7 LT o7 7 arE2ETLET,
s [TZ7EAZY br—/LAR U I — (Access Control Policy) ]: 7 /34 AIZEB STV
LRV —%FRT DL, [T/ AT hr—/LR Y v~ (Access Control Policy) ]
oY% 7 Yy LET,

o [BERRER  (Unregister) ][HIBR (Unregister) ]: 7 /34 ADBGRE MR L £,

s [»37 v b hL—H (PacketTracer) |: ET /3Ty hE T AT ACHATHZ LT K
D, THAALADRY —BEEHRDIZOD/Nr o b hL—P_—=IZBE L £,
[Ny b ¥ Fx (PacketCapture) ]: N7 v N ¥ I F o X—IICBENLET,
ZOR—=UTIE, Ty FOWMBPIZV AT AREITTHHEE T 7 v a U ERRT
xFET,

[T v 7L —KETICET (RevertUpgrade) |: & DT v 77 L— R&IZiThbhiz
Ty T — RERROERZ IR LET, ZOBECLY, T ART v 77
L— RETON—=Y g SN ET,

s [~V AE=%— (HealthMonitor) |: 7 /3 ADNVAE=H Y o T _X—VICBE) L
£75

s [NTF7TNY2—TF 4777 A /L (Troubleshooting Files) ]: L'AR— MIEHDHT —
BDRAATEFBRCTED VT TN a—T 4T T A NVEERLET,

* Firepower 4100/9300 +/ U — X 7 /34 A D541, Chassis Manager Web A > % — 7 =
AA~DY 7,

FRAZB T Y I FEHLE . W OIMDE TN DTN, AD T AINRT (e DRERINE
T, BTHEERALCTFAL RMEREFRL, =T vV A Z—T A A A TFTA
v b, BLODHCP #&%ET& £7,
nNELeo =
SRR TEDRE
[T /34 A (Device) ¥ 7 D[2f% (General) &7 ¥ a Zid, L FORICHE S NIZREN
FREINET,

Frn1z2eE I



B snescoms

X 25: —fi%

General

Name:

Transfer Packets:
Troubleshoot:
Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration:

Device Configuration:

OnBoarding Method:

FrqzgE |

Routed
None
Default

Disabled

Registration Key

= 2:[&8% (General) ]9 a>y T—TILDT4—ILF

TJ4—ILF

BLL]

£ (Name)

Management Center CD T /34 A DFER4,

X7y REEE (Transfer
Packets)

BEXIRT NA ANA X M &2 ETesNr v 7 —# % Management
Center [IZEET DM EIMERRLET,

NG TNy a—T 4T

NIV a—=T 4 v T 77 ANEAEEBIOSY Y 0— R T&F

(Troubleshoot) ¥, Fio, CLIa~ >y FHEAHBLERTEET, T TNV a—T 4
YT T ANDAER (53%—) BIOCLIE/IDFER (56 2—
V) BBRLTLTEE N,

£— K (Mode) FNA ADEHA L H—T =24 ADF—FK (Jb—TF v F (routed) ]

FIAX [T AT LR (transparent) |) & RLET,

ayFIATAE—R
(Compliance Mode)

TNRAADEX 2 U7 4 REERNFR RS NET, A7 ML,
CC. UCAPL ¥ L " None T,

WRI =< AT 77
A )L (Performance
Profile)

TT b T —bRERY V—TRESNTZ, T ADaTEY
BCNRNT = AT T 7 A IVRERRSINET,

TLSHEBALT 7T L —
v a ¥ : (TLS Crypto
Acceleration:)

TLS B8t T7T 78T L— a U RER I E ) AR L ET,

TN AFE  (Device
Configuration)

WRkEabt—, =7 AR—F, F3A4 R R—+TEET, BloT
N Z~DHERD A — (58 X—) BIOF A ZAREDT Y
AR—=FrEAVR—=F (60 2—) ZBRLTIZEN,

. TINA REE
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ATvI1
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6

ATy 71

bS5Inva—F127 774 00Es [

J4—I)LFK SR BA

FUR—=T 4 T HR | T ARG LTSN, VY TAES (B
(OnBoarding Method) |# v F7mbEya="7) ZFEHLTCREINZLERLET,

THHEDHBEEO L. Z0BIVa v biRETEET,

FIE

[T/314 R (Devices) 1> [T/\4 REHE (Device Management) | Z#R L £7,

EBHETDLTNAL AOMCH D Rk (Edit) ] () 22V v7 LET,

[Device] 27 V v 27 LET,

[Generall] 7 > a > T, [#w&E (Edit) | (/) 22V vr7 LET,

a) [Name] |2, HEXRT NA ADL4H T NI LET,

by 7w " TF—H%E A k& —f#IZ Management Center [ZPR(FTE 5 L 2 12T 5121, [N
7 N D#RE (Transfer Packets) | = 7Ry 7 A& I LET,

¢) [ForceDeploy]Z 7 V> 7 L, T/3A RZBHEDR Y ¥ — & T3, AR E DR % 38l L £
7

GE) 98| EBEIL, Threat Defense (2B INDBRY —L— L D5 ARNE EH 729
728, BEORB LY LI 9,

[NZ 7y a—TF 17 (Troubleshooting) 1 77 a NZDOWTIX, N T 7y a—T 1

7 77 ANVOER (53 =) BLOCLIHNOFRR (56 ~—v) Z2ZML TSV,

[T /34 A4k (Device Configuration) 17 7 3 2 AZDWTIL, BIOT /A A~ORERR D =2 &7 —
(58 =) BLOT NS AREDTZ I AR—KE AR —F (60 2—) 22T
AN

[Deploy] #7 U v 7 LET,

RDEZRY
cRELEHEZ R L ETRELLOREMEZSRLTIZE0,

SIS a—TFTa2T TJ74ILDER

BTFNRARALETRTDITAL ) — RO ST TN a—TFT 407 T ANEERBIOE Y
n— RNCTEET, ZI7RAZOEGE, TXTOT77ANVER DM 7 7 AL LTH T2 —
RCT&EET, VIRZ ) —RDITRAIDITAZa T hgGdbl &b TEET,

F7213. [T/AM R (Devices) |>[T/3A R & (DeviceManagement) |>Z0fh () >[5
TN a—T 47 77 A/ (Troubleshoot Files) | A == —067 7 A )VAERE N H—T
xFET,

Frn1z2eE I


management-center-device-config-74_chapter4.pdf#nameddest=unique_45

B 5275095710040

FrqzgE |

FIE

AT 1 [T/AL R (Devices) |>[T/31 A EHE (Device Management) | Z3#{R L 7,

ATV T2 FRTHT A AETNTI TAZOBICH S [(fRE (Edit) 1 (£) 22Uy s LET,
VI F RAALVEBTIE, V=7 RAAL NZWRWEE, VAT AL THW 25X 91T
KdDoivET,

ATY T3 [T314 A (Device) | £721%[7 7 AH (Cluster) 1227V v 7 LET,

ATV Tl TNRARAERTTRTCOI TAY ) —FDou AR LET,

a) [£f% (General) 1>[hZ 7/ =—k (Troubleshoot) 27+ a T, [ (Logs) 1%

7V v 7 LET,

®26:07%
General Ztx
Name: 10.10.0.6
Transfer Packets: Yes
Troubleshoot: ot ) ((Downioa
Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled

Device Configuration: Import

OnBoarding Method:

b) BHLRTEZRIRTDLEIITROOENET, 7T AXDELE,

Registration Key

[7 /34 A (Device) ] T,

[T TOT A A (All Devices) | £7213fHlx D/ — RERIRNTE ET, 77 AXITIE,

EHFREZR Y SR AT b H 0 £7,

. TINA REE



| #razEm

K27: FS TN a—F409 T74ILDER

Generate Troubleshoot Files - 10.10.0.6 X

@ This operation may take several minutes to complete,
the status can be tracked in Message Center Tasks.

Please select the data to include:

All Data

S

Snort Performance and Configuration

S

Hardware Performance and Logs

S

System Configuration, Policy, and Logs

(4]

Detection Configuration, Policy, and Logs

Interface and Network Related Data

[ <)

Discovery, Awareness, VDB Data, and Logs

(4]

Upgrade Data and Logs

(4]

All Database Data

(4]

All Log Data

(4]

Network Map Information

(4]

Deployment Logs

bS5Inva—F127 774 00Es [

c) [AAK (Generate) 127V v 7 LET,

ATy FTE AfEhicn sz Xy ra— RT5120F, [ (General) |>[FT7 7L =2— b

(Troubleshoot) |27 v 2T, [#7 > r—FK (Download) ] %7 VU v/ LE7,

K28: 50— FK

General

Name:

Transfer Packets:
Troubleshoot:
Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration:

Device Configuration:

OnBoarding Method:

(Loos ) (cu
Routed
None
Default
Disabled
[ Import ||_ Expaort "| f'_f.\-o-:.-rlcn:i

Registration Key




FrqzgE |
B cuinozs

nryNRarta—H - RINET,

CLI H W DERT

TNRARETNI T TAFD N T TN a—T 4V TIRSLD—BHDOEFRF A CLIK ) &2 FKART
XFET, EFEDOshow 2~ FEAN LT, HAOZHERIHIZ L TEET,

THRAADRE, TOa~y RRETESNET,
* show version
» show asp drop
* show counters
* show int ip brief
* show blocks
» show cpu detailed
I IGABEINTY TAE ) — ROGE
« show running-config cluster
» show cluster info
« show cluster info health
« show cluster info transport cp
» show version
« show asp drop
« show counters
« show arp
 show int ip brief
» show blocks
» show cpu detailed
« show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2
FIE

ATY 1 [TINA R (Devices) |>[T/314 REHE (DeviceManagement) | Z 3R L £,
RTYT2 FRTDHTNARAENLI FAZOMICH D [fRE (Edit) | (£) 227V v s LET,

. TINA REE



| #razEm
cutnozs i

PIAF RAAL VBT, V=7 RALVICWRWES., AT A>T EZ 51912
ROLNET,

ATY T3 [T31 A (Device) | £721%[7 7 AH (Cluster) 1227V v 27 LET,
ATv T4 [&f% (General) |>[FF 7/ =— b (Troubleshoot) |27 2T, [CL1%27 VU v 7 L%

R

29:CLI
General Zix
Name: 10.10.0.6
Transfer Packets: Yes
Troubleshoot: Logs Download
Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled

Device Configuration: T

OnBoarding Method: Registration Key

[CLI® k7 7 /vy =— bk (CLI Troubleshoot) ] %A 7 12 77K v 7 AMFR S, FRIEFR SN
72 CLIDFE TS NE T,

TINA REE .



. BDTINA AADERD D E—

0:CLID ST a—+b

! CLI Troubleshoot

=_ Command:

> show version

Cisco Adaptiv
SSP Operating

System i
Config file at bo

power up 1

ga 11Eth1_r

= Execute = @ Refresh

1) Copy

for Vrﬂluam (75) Version

ware Version 9.20(1)1800
1)

by builders
smp—k8. bin"

hours

net®

Device:

7.4.1 (Build

10.10.0.6

1220)

FqzrgE |

AT 75 [CLIO kT 7Ly 22—k (CLI Troubleshoot) | %A 70 7Ry 7 ATlE, DK AT 2FEFTT

TET

e[z~ K (Command) |17« —/L KiZ
Vw7 LET, Frilva~vy REAR Y 4 R

o [#r (Refresh) |27 U w7 LT,
s[at— (Copy) 1227 Vw7 L, Z7VUv7R—=RiHhzar—LET,

¢ VT AZDYEIE, [T/3 A (Device) | Fuy 7 X7 URAMNBRID ) — RERIRL

=7,

ATv76 [FAL% (Close) ]

RDTINA ANDIERDIE—

7V v LET,

show =~ R& AJL T,
BMSET,

EFHRFEAD CLI ZHEITLET,

[5£1T (Execute) |1 %7

HLWT AL 2y MU= BT 56, BiLWT A 22 FHTHRET 2DV

I, FHRESNTWAET AL ZDOHRELERY o —wfHHICa

4r & HREIIC

WOEA Z s L £,

. TINA REE

—THIENTEET,
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AT T1
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6

sio7riq z~omEoat— i

o EETC & 565D ThreatDefense 73 ANRE UET A THY, WL AA—Ya DY 7 b=
TEIETLTWVD,

o EETLM A X L KT 12 o Secure Firewall Threat Defense 5 /XA A F 721 Secure Firewall Threat
Defense /& °] PERT Th 5,

¢ SEHE DT INA AN A K L K7 1> Threat Defense 7734 A Tdh 5,

l

EAEIT & 55 4E D Threat Defense 734 RIZFE U OWERA v Z—T = A4 A0 5,

ﬂll

o EAZ T & 5 4E D Threat Defense /34 ANFE L7 7 A T U4 —VEF—FK (b—F v RE=
TR AT LY RN 125 TS,

EIE T L 5855 D Threat Defense 7 /35 AR UL X2 T 4 BE2 L T IFIAT A F—R

o 5
27> T 5,

o E{E T & 5658 D Threat Defense 7 /31 ANFE U KA A 12H 5,

o YE{ETC F 721350 5% Threat Defense 77314 2 DWW TH R ED R ET T TIT R0,

FIE

[T/34 R (Devices) 1> [T/\4 RAEHE (Device Management) | Z R L £,
BHEFTDLTNA AORICH D [$RE (Edit) ] (£) 22V vr LET,
[7 /34 A (Device) | &7 Vv 27 LET,
[&f% (General) |7 v a T, ROWVWTNNOERIELZETLET,
 [T/A1 REBDEE (Get DeviceConfiguration) | (Y) %2 1 vz LT, BOF A =
DT NAAREEFH LT NA AZa—LET, [T AFEOHSF (Get Device

Configuration) |- X— D [T /34 ADiER (SelectDevice) | Kr vy 7FZ 7 2 U R KT, %
BT A AEFR L £,

« [T/31 R¥ERD Ty < a2 (Push Device Configuration) 1 (*) 27U v 27 LT, B{ED
TNWNAADT WA ABREEFHLNWT AL R Zab—LET, [T AREDT v =
(Push Device Configuration) ] X—Y® [#—7%" > K7 /34 A (Target Device) | K12 >~
Y ARNT, REXIE—T D52 TIRLET,

(A7vay) HARY > —0OREZED S (Include shared policies configuration) | F = v 7
RNy IV AeF AL T, R —%abv—LET,

ACHRY ¥— NAT, 77 v b 74— L&, BLO FlexConfig RV > —72 EOILAFRY o —
X, BHOT A ABTHRAETE ET,
[OK] &7 Vw2 LET,

TNRAABRED AL —H AT DAT—H AT, Avt—TUvZ—0D[X A2 (Tasks) | TFE
=H—T&E7,

Frn1z2eE I



B 7 xzEozoat—reqon

FrqzgE |

TNAARED AL — X AT NREMGINDE, ¥—7 v b T AOFRENHIBRS N, BE
TET A ADBRENTBIDOT NA AZa’—SnET,
A

B2E TSRS AREDAEL— ZATDET
FH A,

o, 4—F v b T AR EOREICRET LT
TNARBEDIY RAR— b &A UR—

[T/34 A (Device) [X— Y TRHEAHRER, RO LI 2T A AFEFOREE T X CTLY AR—
FCEET,

A H =T AR
e v Ty b
cN—T 4T

* DHCP

* VTEP

cPHEA T = b

A==

WROMMBIT, [ CT A ANRAF S NTCRRE

A UR—FTEET,
511> Management Center ~D 7 /XA A DOFHE) : F#]IZ5T D Management Center 2> 5 7 /31 A

ZHIFR LT 5, #H LUV Management Center (27 /31 AZBIMLET, TN THREFESNT
BEEA R —NTEET,

AAETOTNA ZDOBHE) : FAAL HTTNAA ZeBET 56, YR— M54
TV b (X2 VT4 =0 DA E =T A AT N—T72E) BFHLWORAAL T
FAELRWTZD, —EDT A ABEHORENRFF SN EE A, FAL OBERICRIE
EAVR—IT DL ZDORAAL NNMBRAT V=7 SBERI I, T30 A
TLENET,

BXENE
s WWERTEDEIE : TN AOBEMEICIER B E 5. 2 58T 2R L=

A%, BEEo@hEH
EDNy 7T o Tat—a A R—k LT, LRETOEEREE %@Ef%iﬁ

o TINA ADFEGE : T /31 A% Management Center 7> 5 HIBR L 72 T LIETHE1E,
RIF LI EE A Y AR— FT&ET,

WDOHA RTA L EBBRLTLLEEN
R ENLIR UF /3 A RNZDFIrA ‘/T" kf‘% 7 (UUID N—EHTHLENHY FT)
CETNLTHH>TH, HEEHD

s T AR— LA VR=POMIZ, TAA ATETSNTND NV 3 VEEFLRNT
KISV, R=Va NI—HTLHLENRHY £,

. TINA REE
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ATvT1
ATvT2
ATv7T3
ATvT4

Friq zgEnT s 2R— ke vr—+ ]

« 572 % Management Center |27 /31 A ZB#T 535G, #—7~ v | Management Center
N—=T g%, V=A==V g LRIUTHILERD Y 7,

AT V= MEELRVEARIER S NET, 4T V= VAT B MERS B 5
alk BTFEBRLTES,

RIATOzI bDAVR— 7oy

Py AVR—rT7oay

FCAHILEDOAT |BEFEOAT V=27 FaBFlHLET,
V= FBEET
%,

BRI CABITCHENER |2y NU—BIOR— 4TV b ZOTFNRA ADF TV =
DAT 2T NINFE |7 A= —=F A4 FE{ERLET, 47 V27 b4 —1R—F
ET 5, 4 F] BB LTLEEN,

AB—=T 2 A AFTVx27 b i HLWAT V=7 FEERLE
T, 2R, A7 (BxX2 VT4 = FEREFA A —T =
ARAITN—T) &AL B—T oA AZAT b—T v RELITA
Ay F RpL) OMLGR—HLRNEE, LA 7Y =7 b
ER S E 7,

OFTXTOFT7Y =7 b fERERS>THTH, BIFOA TV x
7 M EHAHLET,

FT 2 "BEE [ FTFLWE TV NEAERRL £,
L720,

FIE

[T/34 R (Devices) 1>[T/\4 RAEHE (Device Management) |Z R L £,
WET DT NA ADRICH D [HRE (Edit) ] (£) 22V s LET,

[7 /3 A (Device) |27 Vw7 LET,

RELZTI AR—FLET FEDTZT AKR—]) ,

a) [General (&%) 1=V 7 C[=Z AFR—b (Bxport) 1227 Vv 7 LET,

TINA REE .
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B = x@zoTorE—beaodk—t

b)

M:TINA REREDTY RR— b+

General Fahary
Name: 192.168.0.197 FTDv
Transfer Packets: Yes
Mode: Routed
Compliance Mode: MNone
TLS Crypto Acceleration: Disabled
Device Configuration: [(import J [ Export | Download |

T AR— MEHRTDIEORDENET, [OK]Z7 Vv 7 LET,
32: T AR— +DORER

Device Configuration Export

Device configuration export task
initiated. View the progress of task
from Tasks view.

[# A2 (Tasks) ] _X—Y T/ AKR— hOWITRINEF R TEET,

[{@%1 (Notifications) |>[# XY (Tasks) |"X—V T, =7 AKR— "RET LI & EHER
LET, [ AFR— Ry r—TDH v a— K (Download Export Package) | %7 U v
7 LET, E£iE, [ (General) | =V 7D [# > ua—FK (Download) |HR¥ %7

Vo 27352 TEET,

33: 3R DITY RAR— b

Deployments Upgrades Health Tasks

0 waiting 0 running 0 retrying 20+ success

Q Device Configuration Export

nort file created essfully
Download Export Package

Ny =% —RTLECROONET, [2ZE27 VI L TRy Tr—V %K
7 > 1 — R (Click here to download the package) 1% 27 U v 27 L TR —H /LT 7 A L&k
AL [OK] 227 Y w7 LTHAT R Ry 7 AT LET,

. TINA REE
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R34:8y5—SnFHoA—FK

Device Configuration Download

Backup taken on 03-Nov-2021 01:15 PM is available.

Click here to download the package

ATYTS BREEZAHR—FLET,
a) [General (&fi%) 1=V 7 T[A A —hF Import) 127 Vv 7 LET,

R 35: T/ REEEDA iRk— b+

General £y T
Name: 192.168.0.197 FTDv
Transfer Packets: Yes
Mode: Routed
Compliance Mode: MNone

Disabled

TLS Crypto Acceleration:

Device Configuration: |[ mport | Export | [ Download |

BHEOBRENEIBRZAOND I LE2HETHILIROOLNET, [TV (Yes) 127 U v
7L, BRENy I —VICBEH LET FEREE sfo BTV TWET, 077 A3y
T T T 7ANREILT 7 ANEITERLZLITEELTLLEEY) |

36: 19— DA viR— b+

Device Configuration Import

This will replace current device configuration with new
configuration from imported file. Do you want to continue?

Yes

37: 1\ r— 1288

Name

B DeviceExport-0434ef00-15bb-11ec-bb94-93bdde3ad19d.sfo

A R—befERTLHLORKOONET, [OK] 27 Y v 7 LET,




B o toxzzors

At URE

FqzrgE |

38: 4 UR— FOWER

Device Configuration Import ‘

Device configuration import task
initiated. View the progress of task
from Tasks view.

[# A7 (Tasks) ] <—YTA AR — FOETRNEZLRTEET,

by AR —FLAR—FERRLT, MBS AR— SN0 ZEHEBLET, A A —FFR
7 O[@%N (Notifications) 1>[2 X9 (Tasks) |»X—T T, [ AR — LA — FDOFRR
(View Import Report) 1% 27 VU v 27 LET,

39:4 viR— k LiR— FDFRR

Deployments Upgrades Health Tasks

0 waiting 0 running 0 retrying 20+ sw

Q Device Configuration Import

ations imported successfully
View Import Report

[T /34 AREDA > AR— F LAR— bk (Device Configuration Import Reports) ] ~<— 1214,
FIRAFRER LR —F~D VU 7 BNFERENET,

Cisco Firepower Management Center

Device Configuration Import Reports

Device Shared Policies Device Configurations

0434ef00-15bb-11ec-

bb34-93bdde3ad19d Report does not exist Device configurations import report

- —
TE D#mEE

[7/314 A (Device) | *X—YD[7A4 &> A (License) | &7 v a Tk, TDOT /31 ATHKL
THDZ /> TWNDETA B ANRERINET,

Management Center CHEHFIREZR T A B AR HDLGE. T ATED T A B AZHHIT
THZENTEET,

. TINA REE
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ATy
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ATvT3
ATv74
ATy TH

ATvT6

FEINELEL N |

FIE

[T/814 R (Devices) |>[T/\f A& (Device Management) %R L E7,

TAV L AEFNELTENCT DT A AORICH H[#RE (Edit) 1 () 227V vs L%
ﬁ—o

[T/34 A (Device) |7 YV >v27 LET,

[Z7A4%E % (License) 1227 v a >, [#R&E (Edit) ] (#F) 227V vr LT,

B RT A AR L CTHENETITEN T D7 A B ADMICH LT =y VR 7 A% 7
vEFIIATICLET,

[fR7F (Save) |27 U w7 LET,

RDBRY
RELE LML ETRELFORMESZML TIES W,

VAT LBEBRORT

[7 /34 A (Device) | =T D[V AT A (System) | &7 a2l RORITRT LI IZ,
VAT DMEROFAHBY FEHT =T ABRRSNET,

TNRA Ry y MY CERITHES T2 TEET,

RA:[VATL (System) €3> F—TILDT4—IL K

J4—ILFK Bl

TV BEXRTNA ADET IV L HBR,

U 7L (Serial) BHRRT AL ZADY ¥ —3 DY) TILEKS,

Time T ZADBIED > AT LR,

BA DS = AL = BFRm LET,

Version BB T N, AZHEA VA M= LENTWEY T T =T O
N—g

BEGSR—AN— VD HA | TINA ZADT T N7 F— AR ETHREINTZLA L —2TD,

LY — R E (Time F R, ZDBAED T AT LG,

Zone setting for time-based

rules)

TINA REE .
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FrqzgE |
B 2z o ozx

BREIOSUDERT

[7 /34 A (Device) ]"X—V D [fRA&= 2V (InspectionEngine) &7 v a IZid, T/34 A
23 Snort2 & Snort3 DEHLEHH L CWDONRERINET, MET VAUV EZ D
\Z1X. Cisco Secure Firewall Management Center Snort 3 Configuration GuideZ Z i L T 72 &0,

EEEFRORT

[T /34 A (Device) | X— @ [IEFM: (Health) 1B v a iZid, L FORIZEEHE I NTHFE
WMARRINET,

R5:[~NVR (Health) €92 3a>FT—TILDT4—ILK

J4—ILFK SR BA

AT —H A (Status) FNRAL ADBIEDNNVA AT =B ARSI T AL, TA4aL %7
Vo r4beE, TTIATVADNVA T A NFRENET,

N T— BUET A ZATRHASN TS, Gt EH A=Y a COIEFME
NI —=~DY 7,

B4t (Excluded) [E# MRS (Health Exclude) ] ~S—Y~D Y L2, ZDA—IT
L EEWRAE Y 2 — 2k KOS ETE £

=L = =]
BEHEHERTEDRSE
[# (Management) | =V 7 CEBRELRETEET,

Management Center TDRR FEFEIXIPT7 RLADERH

(T A 2D CLI ZEMT 570 £ L) 77351 A% Management Center |ZiB1 L 72 ICF DT
NAADBRAMGEALIP T FURAZHET 25813, ROFIRZMEM L TFEMO
Management Center DR A N E72I1XIP 7 RL A% FEICHEHTLHLERH D £,

FNRAADTINA AEFHIP T RLUAZEE 4T A2, Threat Defense BHELA X —T = A A D
CLI TOZEHE (90 <X—) Z2ZML T EE0,

T8 ZADREKIRFIZ NAT ID DA ZEH L7256, IPIXZ ON—JZ [NO-IP] & L TR RS
L. IP7 RLARIRA M EZEHTHLEITHY £H A,
EoXyFrueya=r 7 BERHL MBS VX —T7 A ATT A AR LS.

A MAIT—E3 2 DDNSFRIE & & bICHEMIZAR SN ET, ZOHE, RA MITRETE
E VR

. TINA REE
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Management Center TR FZEIXIP 7 KLADEH .

FIE

RAT9F1 [T/ R (Devices) | >[T/\4 REHE (DeviceManagement) ] IR L £,

RTY T2 BRAT v a v EERT L7 AOMICH S [#RE (Edit) | (£) 227V vr LET,

AT w73 [Device] #7 U » 7 L, [Management] fEik % Rk L £,

RFUTE ATAHES Y v LCERE T s e T, () ame LT,
B 40: ERE BT D

Management /a

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

BHOBMMELEZFITTH L 2RO NET, [Yes] 227 Vw7 LET,
Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

(] 2N

B A {35 & ManagementCenter & 7 /34 ARIOEEREN 7 2 > 7 SFLET A, Management
Center 7> 57 /3 A FHIBRENEH A,

RAT9 TS [JE—FKRRA 7 KFLR (RemoteHostAddress) | DIP T RLARBLIOA T a v d[kwh v
X7 R A (Secondary Address) | ULRT —# A v 2 —7 A AT 258) i
fR&E (Edit) ] (/) 227V v 7 LTHRAMERELET,

4M:E8BT7 FLADRE

Management

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

TINA REE
I
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. Management Center & Threat Defense D7lfi IP 7 KL ADZEHR

ATvT6

ATy 17

¥ (Management) | ¥ A 7 7Ry 7 AD[V)E—FKRX 7 FLRX (RemoteHost Address) ]
T4 =NV RFBIXOATvaro[twh - Z )T R A (Secondary Address) | 7 « —/b K T4 Hi
FIFIPT FLAZEFEL, [fR1F (Save) 1227 U v 7 LET,

T H) R =T T I BRAT—H A X —T =2 ADFEHIZOWTL, TE~YX—V Y
TIRAAT—H A —T 2 ZDFRE (80 2—) L TLTIEEN,

R42:E8IP7 FLX
Management Q ’

Remote Host Address: | 10.89.5.29 |

Secondary Address: [ 10.99.11.6 ]

Ca;]cc' m

ATAKZE7 ) v LTEHEAFEAS) (W) (L% 9,
3 EEEGOEDL

Management G

Remote Host Address: 10.89.5.4
Secondary Address:
Status:

Manager Access Interface: Management Interface

Management Center &~ Threat Defense DM IP 7 KL ADEE

&

Management Center & Threat Defense @ IP 7 KL A% LW Ry b U — 27 IZBEIT 535413,
WHAEERTLHZEaBRIOLET,

FIE

EHB AN L E T,
R AMERT 72137 ZAZ OAIL, $XTO2=y FTCINGDOCLIFIEZFETLE T,
a) [T/34 R (Devices) |>[T/\1 REH (DeviceManagement) &R L £,

b) FAA AOICH D (MR (Edit) ] (£) %2V vs LET,
¢) [Device] #7 U » 7 L, [Management] fi% #7 L 77,

. TINA REE
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Management Center & Threat Defense D IP 7 K L XDER .

&) AT X%ESY v LTERE STz e (L pamm L
X 44: EBEEMTS

Management /a

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

BEROMILERATT DL 2RO LNET, [Yes] 27 Vw7 LET,
Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

| No | Yes

AT w 72 Management Center NODT /XA ADIPT RLAZFHLNWT SNA ADIPT RLAIZEFR LET,
FNRAZADIPT RLAIIHTERLET,
B A AT £72137 T AZOHEIE, T_XTO2=y hTINHDOCLIFIEEZFETLET,

a) [VE—FHKRRF7 FLR (RemoteHost Address) | D IP 7 RLAB XA T v ar o[k
12U T R (Secondary Address) | JLRT —# A v ¥ —7 = A4 A&MHT 555)
L HRE (Edit) | () 227V v 7 LTHRA MERELET,

45 €87 FLADIRSE

Management

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

b) [EH (Management) | A 77 Ry 7 ZAD[V)E—FKRRA L7 FLRX (Remote Host
Address) | 74—V RBXOA T ar o [BHZ VT KL A (Secondary Address) |
T4V RTAMTERIZIP 7 RUAEZER L, [f/fF (Save) 1227V v 7 LET,

TINA REE .
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. Management Center & Threat Defense O IP 7 KL ADEE

ATvT3

ATy T4

46:EEBIP7 FLR
Management Q

Remote Host Address: | 10.89.5.29 ]

Secondary Address: [ 10.99.11.6 |

Call.lcc' m

Management Center O IP 7 KL ZZEH LT 7230,

SE®  Management Center f > % —7 = A A& B HT 555137 ZHEL IV, &IET
7 — D7 OIT R CE WA X, Management Center = > Y —/L7R— MMI7 7 & &
LT, Linux ¥ =L Txy M=V BREZHRETLLEBH Y £, ZOBIETI,
Cisco TAC (ZEFET 2 MEN B 37,

a) YATFL () >[# (Configuration) ] Z3&R L, KIC [EFHA L X —T =4 X
(Management Interfaces) | Z &R L £ 9,

b) [ % —7xA R (Interfaces) | =V 7 T, RETHA X —7 =1 ADBIZH D [ftk
(Bdit) 1227 Vv 27 LET,

o) P7 RLAEEHEL, {R1F (Save) 1227 U v 7 LET,

THRAADYF =V IPT FLAZERLET,
AR £7213 7 T AZOHEIT, TRTO2=y FTINLDOCLIFHEETLET,
a) Threat Defense CLI T, Management Center ikl T4 R R L E 7,

show manager s

i -

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bflé-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

b) Management Center IP 7 KLU A FE7ITHF A N ERELE T,

configuremanager edit identifier {hostname {ip_address| hostname} | displaynamedisplay _name}

Management Center 73 DONTRESOLVE & NATID (L » TRIZHEL S izha., o=
YU REMEH L THEEZRA M EITIP 7 FLRICERTEET, IPT FLAERITR
A h4 % DONTRESOLVE IZAHE T 5 Z LixTxFEH A,

1 :

. TINA REE
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ATy TH

ATvT6

ATy 17

ATvT8

Management Center & Threat Defense D IP 7 K L XDER .

> configure manager edit f7ffad78-bflé6-1lec-a737-baa2f76ef602 hostname 10.10.5.1

AV —=NR— R CIR—T XY TIERAA X =Tz A ADIPT RLAZEHRLET,
A AMEART £72137 FAZOHEIE, TTHO2=y P TINOLDOCLIFIEAETLET,
EHEHA =T =2 A ZEEA LTV 5E

configure network ipv4

configure network ipv6

FREA =T = ZREEA LTV D5E

configure networ k management-data-inter face disable

configure networ k management-data-interface

A9 Z %) v LCEMAHERGR (W) ([ZLFET,
EARMHEST E720137 T AZOBRARIT, T_TO2=y hTINOLDCLIFIEZETLET,
X 47: SEEFGOE ML

Management G

Remote Host Address: 10.89.5.4
Secondary Address:
Status:

Manager Access Interface: Management Interface

(FR=V X% T 7 RRZT A X —T =2 A ZA%MH L TWEHY4A) Management Center C

TR =T A AREETHLET,

AT OBAIX, WO =y hTZOFIEEZETLET,

a) [T/3M R (Devices) |>[T/31 A& (DeviceManagement) ] >[7 /34 X (Device) ] >
(B (Management) |>[¥Hx—T v 7V X - M (Manager Access- Configuration
Details) ] #3R L, [ (Refresh) %7 U v 7 LET,

b) [T/31 R (Devices) |>[T/31 REHE (DeviceManagement) | >[4 >3 —T7 x4 R

(Interfaces) | #|INL, HLWT RLAL—HTHLHIZIPT RLAZRELET,
¢) [¥A—V¥T 7 BA-HAGEM (Manager Access - Configuration Details) ] [FMC7T 2 & A -
fERKEER  (FMC Access - Configuration Details] 4 7 2 77K v 7 ZAIZR YD | [fERR
(Acknowledge) 127V v 7 L TR v 7 ZHIBRL 9,

BRI L SN Z E B R L E T,

Management Center C, [Devices] [Device Management] [Device] [Management] [Manager Access -
Configuration Details] [FMC Access - Configuration Details] [Connection Status] <2— ¥ CH& i A
T AR LET,

Frn1z2eE I
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B c=7rtx108—Tr1z2088N o T—4~DEE

BB D AT — X A% FKw9d 5HI121E. Threat Defense CLI T. sftunne-status-brief =~ K

EATTLET,
RDAT =B AL, T—EA B =T 2 ADFERHBRN LT Z &L, WEO Ttap_nlp)
A B =T 2 AR LTNET,

8B ERAT—ER

Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

> sftunne

AT w79 (& Management Center X7 D54) &4 > 4 ) Management Center Ca¥ A B & V) i

LET,

a) &4V Management Center IP 7 KL AZZEH L E9,
b) MAFD2=y hTHLWET 7T RLAZRELET,

) Bh AV a=y VT I T 4T 2=y MZLET,

d) TA ADE A BN LET,

€) Management Center C7 /3 ADIP T RLAZZEELET,
) EHEERAEBEAMILET,

EET7IO AL VA=A ADEENMALT—IADERE

BHHOEHA L —T 2 A AFEITTF —F A ¥ —7T = A AH 5 Threat Defense ZFFLTX F
. 7 /3 A% Management Center (ZIBI L72RICY R—V % TV BAA U H—T = A X%
BT 55613 ROFIEICHE> TEHA LV X =T A ANDT =4 A B —T =4 ATBITL
F9, WOHFMIIBITTDITIE, 33—V ¥ TI7BARAA U E—T oA AT —HZNLEHRIC
ERETLH (77 "—2) 2L TN,

. TINA REE
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&

BE7 2R 8—T 14 2A0EEN>T—3~0EE |

BEHNOT —F DI —T % T 7B ADOBATZMT % &, Management Center |3 Threat
Defense ~DEBARFICT 0y 7 ZBHLES, 7ry 7 ZHIRTHICE, T4 A F—T =
A AT F—=I X T I7 B AEFAMILET,

WKOFEIEEZBR LT, T—FA LB —T oA ATIRZ =% T 7 BAZHGII L., FOMDINL
ERREOERLET,

1R BHHIIZ

NATRATEY T 4 XTOEE, FFICHRIN TWRWRY | T XTOFIEXT 77 4 7=
=y FCORFETLET, REDEENEHINDGE, AU S o=y NIT VT 472
=y MO REBLOZOMD 2T — MEREZFR L £,

FIE

AVE—=T oA AOBATERIGLET,
a) [T/34 R (Devices) |>[T/\/4 AEHE (DeviceManageme) ]"X— T, T3 A0 [frE&E
(Bdit) ] (#) 227V y7LET,
b) [T /31 A (Device) |>[&H (Management) |'E7 v a VIZBEHL, [vX—V ¥ 77 &R
A 5% —7 A A (Manager Access Interface) ][FMCT 27 B A A % —7 = A4 A (FMC
Access Interface) |V 27 %27 Vv 7 LET, >

[vXx—Yx TV EA A H—7xAA (Manager Access Interface) ][FMCT 7 & A A
#—7 x4 A (FMC Access Interface) | 7  —/L RIZiL, BAEDEHA L F—T = A AN
FoRrENET, Vo7& 27 Vw7 LEEb, [T A0 (Managedeviceby) | K2 v 7
FOLYARTH LA VU Z =T =2 AZ AT T D [T—F A Z—7x4A (Data
Interface) | ZBINL £,

Frn1z2eE I
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K49: I 12— FOEARAVE—T AR

Manager Access Interface 7]

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Data Interface v

Switching the manager access interface from Management to Data interface causes the
deployment to be blocked. To unblock the deploy, pick a data interface and enable it for
manager Access. See the online help for detailed steps.

c) [f&fF (Save) 127 U7 LET,

T—HAH =T 2 A ATIRZ—Tx T IV ERAEENCT HITIE, HYOFIEEZETT5H
MERH Y FF, [EE (Management) | fEIRICIX, [ R —V ¥ T/ BA A H—T = A
AT —H A H—TxA A (Manager Access Interface: Management Interface) ] [FMC7T 2
YA U H =T 2 A T—H AL H—T A A (FMC Access Interface: Management
Interface) 1 &, [ X — V% 7 7 B ADOFEM : #55% (Manager Access Details: Configuration) ]
[EMCT 7 & 2 D70 : # 5% (FMC Access Details: Configuration) ] 23F /RSN E T,

50: I — v T HOER

| Management /& |
Remote Host Address: 10.10.1.12
Secondary Address:
Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

[#55% (Configuration) 1 %27 Vw27 35&, [vR—V X7 27 ®A -HKOFEM (Manager
Access - Configuration Details) ] [FMC7 7 & A - # kDM (FMC Access - Configuration

Details) ]| A 70/ Ry 7 ANEEET, [vF—Y ¥ T 27 EAE—F (Manager Access
Mode) J[FMC7T 7 & A%E— F (FMC Access Mode) |1, BEIMREIREZ RL TWVET,

. TINA REE



| #razEm

ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

BE7 2R 8—T 14 2A0EEN>T—3~0EE |

[7734 A (Devices) |>[7 73 A& (Device Management) ]>[A > % —7 =A A (Interfaces) ]
>[ELA X — T = A ADfREE (Edit Physical Interface) |>[~F%— ¥ 7 7 A (Manager
Access) ][FMCT 7 A (FMC Access) | X—Y T, T—HA A —T 2 ATHOIHX—T %
TIBAEREMZILET, > > > >

N—TFT v RE—=FRDA A =T 2 ADFREEZSHMLTLEIN, v 2=V ¥ T 7RI
DNV—FT v RF—=HZ A B =T 2 REF T arDh o Z)V A B —T A ATHNC
TEET, INOLDOA X —T oA APLARTE IP T RLUATERIHR S, Bhie-T
WHZ EEMERL TS TEIN,

TEMDOEOIZE D F ) A U F—T o AEWAT DG, HERBIERIZOWTILE
IR =V XTIV AT A =T 2 ADHKE (80 X—) ML T EE,

(ER) A v #—7xA RZDHCP #EHT 2551%, [T/AM4 X (Devices) | > [T/ RE
1 (Device Management) | >[DHCP] >[DDNS]<—"C Web % A 7 DDNS S & HN L%
R

ZAF v 7 DNSOHEEEBLTL7ZEV, DDNS X, FIDDIP 7 RL ANETE Sz
12 Management Center 23 552 fEHfi K A A >4 (FQDN) T Threat Defense |ZE|HETE 5 X 912
LET,

Threat Defense 737 — ¥ A > % —7 = A A %4 L C Management Center |[Z/L—7 4 L7 T& % =
EEMERLET, MBS LT, [T3 A (Devices) |>[7 /31 A& E (Device Management) |
>[)V—7 47 (Routing) ]>[AXT 1 v 2 /L— |k (StaticRoute) | TAXT 4 v )b— %
BMLES, >>>

ABT 47 N—DBEMESRBL T IEZE,

(EE) 77 v b7+ —LRERY T —TDNS 2K L. [T/81 R (Devices) |>[FS5 v k
T+ —LERE (Platform Settings) ] >[DNS| CZ DT /3o AT L E T,

DNS%ZZM LT 7ZEV, DDNS 23 25 G1X DNS BN ETY, EX2U T 4R v —
TFQDN IZDNS i+ 52 &b TEET,

ER) 77y b7+ —LRER) =TT —H AL X —T A ADSSHEHMZ L, [T\
14 R (Devices) 1> [T v b7+ —LE&TE (Platform Settings) | >[t2¥F 27 )L (Secure
Shell) | CZDOF A ZTEM LET,

SSHT 7 ¥ ADfkEFEBZB L TL7ZE&W, SSHIZT —H A v F—T =2 ATT 74V s THR)
1225 TN, SSH 2 {# FH L T Threat Defense & H-+ 55413, BRMICEH AT 544
ERH D FT,

REEHZREALETRELFDORERMEZZMLTIZEI N,

Management Center |%, BIfEQOEH A > X —T7 2 A4 A2 L TREDEL LR L 7, EH
B, T—HA =T oA REMFHTEDL LR E LN, HEAOILOERBHILT 7
TATREETT,

Threat Defense CLI (C&iuEay Y —/LiR— kb)) T, #HHIP 7T RLAZERAT L L 51
A LA —T 2 A AEREL, T—HA L H—T oA AEBHTHIICT T =A %%
ELET, "MT_XATEYT 4 OEAIE, MFO2x=y hCZOFEEZEITLET,

TINA REE .


management-center-device-config-74_chapter14.pdf#nameddest=unique_58
management-center-device-config-74_chapter16.pdf#nameddest=unique_28
management-center-device-config-74_chapter22.pdf#nameddest=unique_59
management-center-device-config-74_chapter19.pdf#nameddest=unique_60
management-center-device-config-74_chapter19.pdf#nameddest=unique_19
management-center-device-config-74_chapter4.pdf#nameddest=unique_45

FrqzgE |

B z=77tx108—0z4208EN 57— 2 ~DLE

ATv79

ATy 710

ATvIN

configure network {ipv4 |ipv6} manual ip_address netmask data-inter faces

« ip_addressnetmask : FHA X —T oA AEERTHFEESH Y THALN, F—bFT=A
T[T —H A H—7xA A (data-interfaces) JICRETEDL LT, T4 X—FrT FL
R EOFIIP 7 FLAZRET HLENH Y £T ROERESZZM)
[data-interfaces] T D MHNH HT 7 4/ hb— ik, DHCP H— "= 5H5%(5 LTzb—
N CEEXINDFAEEENS H7-%, DHCPIIHEHATE EHA,

e data-interfaces— Z O TIFE. v~ —V ¥ TIEBARAT—H (L FZ—T A4 ZAZELTH
ETEDLIOEC, X" T V=V BN LCERNI 7 4 v 7 2t LET,

BHA L H—T A ADFy NI —VREEELTTHE, SSHE Y v a Ry gllrEh bz,
SSH ##eDfbvica Y — ViR — b eI 2BEO LET,

MBS U T, T—% A X —7 = A AP Management Center |ZE|# T & % J ) |2 Threat Defense
Dy —TNEfERLET, "MTXA TV T 4 OEEIE, WMAD2=y N TZOFIAELE
fTLET,

Management Center C, EHPHG A B L, [T/31 X (Devices) 1> [T/314 REHE (Device
Management) 1>[7/31 X (Device) | >[&EH (Management) | &~ 3 T Threat Defense
D[JE—FKRRXF7 FLR (RemoteHost Address) [IP7 RL AL AT v arp[kh &
7 KL A (Secondary Address) ] #H#H L C, #ficaHEAMILET,

Management Center TORA M ETIXIP T RLADEH (66 ~—) ZZMMLTIZEV,
Threat Defense % Management Center (2381 L 7= & X (Z Threat Defense 78 A b 44 & 721L NAT ID
DI LTGEE, A2 EHT 208 ETH Y A, 2L, Eia i o1, &8
Pl N L T O BEANIT H2LENH Y £7,

BRSO ML SNl MR LE T,

Management Center C., [Devices] [Device Management] [Device] [Management] [Manager Access -
Configuration Details] [FMC Access - Configuration Details] [Connection Status] ~2— 3 CH& i A
T AR LET,

BWHBHG D AT — X A% FKxT 5HI121E. Threat Defense CLI T, sftunnel-status-brief =<2 K
EAITLET,

RDAT =B AF, T—BA S —T = ZAOERDKH L= Z & &R L, WO Ttap_nlp)
B —T A AERLTWVET,

. TINA REE
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RR—Sw FUERAVA—T 1A RET—AnLERIZEETS ]

5:ERAT—2 R

Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

:01 2022 UTC

el connections with peer went down

Close ‘

HEEOFRESIAZ 10 57LL B DAL, #D NI TNy a—T 4 VI EITOMENH Y £
T, T—H A E—=T 2 ATOERBEGO N T TNV a—T 407 (1023—) Z&RL
TLIEE,

IrR—Y TFHOERAVEA—DT A RET—AEANLEHIZEEFET S

HHOEBA v X —T 2 AET213T — 4 A X —7 = A A5 Threat Defense % & FCT& £
T 773 A% Management Center (B L7 BRI R—T vy TV BA A U F—T = ALK
BT 55613, WOFIEIESTT —FA X —T A ADDEIHA U H—T = 4 ATBITL
F4, WOFENBITT HIZIE, BHT 7R v Z—T oA ZADEHINST —Z ~DEF
(2 R=2) ZBRLTIEZS N,

T—ENOERA~OYR—T % T 78 ADOBAIT AT 5 L. Management Center | % Threat
Defense ~DEFFFHCT vy 7 ZBHLET, 7wy 7 ZHIBRT 210, 77— A4 —T =
AATYR=V X T 7B RAEEHT DLEN DY) 7,

WKOFIEEZBR LT, T—HA B —T oA AT R =% T 7 BRAZMEZ L. FOMD N
B E BB L ET,
IR B

NATRAZEVT 4 XT ORE, FRCHLINTORWRY , T XTOFIEIXT 77 4 7=
=y NCORFETLET, REOEENEHINDE, AFZ UM a=y NIT VT 472
=y PO REBLOZOMD 2T — MEHRZ R L £,

TINA REE .
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B r—cr70ex 108014257 4nEBIEET S

FIE

ATFYT1 A F—T oA ZADBITEZHBE L £,

a)

b)

c)

[T/81 R (Devices) |>[T/\1 RAEE (DeviceManageme) |»X— T, T3 2D [fRE
(Bdit) | (#) %27V vrLET,

[7 /34 A (Device) J>[EFL (Management) | &7 v a ANIBEIL, [vF—Vx T 7 A

A ¥ —7 x4 A (Manager Access Interface) ][FMCT 7 EZAA % —7 =4 A (FMC

Access Interface) |V 27 %27 Vv LET, >

[vXx—Y % T A A H—7xAA (Manager Access Interface) ] [FMCT 7 & A A

#—7 xA A (FMC Access Interface) |1 7 4 —/L RiZix, BEOEH A o X —T = A AN
ForEnNEzT, Vo2& 7 Vv LiEb, [T A% EE (Manage deviceby) | Ke2 >~
LY ARNTH LA VX —T 2 A AZA T THD[EEA X —7 =1 A (Management
Interface) | Z®IN L £,

B 52: 37— TORARAVA—T AR

Manager Access Interface Q

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface -

Switching the manager access interface from Data to Management causes the deployment
to be blocked. To unblock the deployment, ensure none of the data interfaces are set for
manager access. See the online help for detailed steps.

[PrfF (Save) 1227 U w7 LET,

EHA =T 2 A ATIR=V Y T 7B ZZHTT DIIE, RV OFIEEZTE T T 24
ERHY F9, EH (Management) | fHKICIL, [v R —V ¥ T/ VA A H—T = A

A EBA X —T = A A (Manager Access Interface: Management Interface) ] [FMC7T 7 &
A B —T AR BHA X —T = A A (FMC Access Interface: Management Interface) ]
L [FA—T X T 7B AOFEM ;- # (Manager Access Details: Configuration) ][FMC7 7
T AOFEM ;- #EE% (FMC Access Details: Configuration) | MR S ET,

. TINA REE
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ATvT2

ATvFT3

ATy T4

ATy TH

ATvT6

RR—Sw FUERAVA—T 1A RET—AnLERIZEETS ]

53: 31— v TR

Management s
Remote Host Address: 10.10.1.12
Secondary Address:

Status:

Manager Access Interface: Management Interface

[#p% (Configuration) 1 &7 U v 7 325&, [vX—T v 7 7 A -HEROFEM (Manager
Access - Configuration Details) ] [FMC7 2 & A - #k D FE# (FMC Access - Configuration
Details) | A TR RNy 7 ARMEET, [vRr—Y ¥ 7T 7 EAE—F (Manager Access
Mode) ][FMCT 7z A% — K (FMC Access Mode) ] I%. EEIREIRIEZ KL TWOET,

[T/31 R (Devices) |1>[T/\1 REHE (DeviceManagement) | >[4 Y2 —T x4 R
(Interfaces) | > [¥EB4A > 2 —7J =4 AD#wE (Edit Physical Interface) | >[XR—C % 7Y
X (Manager Access) | X—V T, T—H A X —T 2 A ATOTF—T % T 7 A%y
IZLET,

N—T v RE—RDA L H—T A ADFREEZRLTLIEI, ZOFIRIZEY, EBERKED
a7 PHIRESNET,

FEIToTCORWERIE, 77y b 74 —ARER) V—TF—HF A X —7 A AP DNS
REXMER L, [T/AM R (Devices) 1> [T T v b T+ —LFKE (Platform Settings) ]>[DNS]
TIOTNA A ZEALET,

DNSZZH L TLIEEW, T—H A v H—T 2 A ATYX—V ¥ T I/ EAEWNT S
Management Center JEBH ClZ, = — /L DNS BRENHIFRSNE T, £D DNS h——0n7 7
TANL—)LOFQDNZR2 EDEFX2 VT 4R —TCTHEH I TV DHEE X, Management Center
ZfEH L CDNS REZ T 2 BENH Y 7,

REALZRIALETRELLDOREMEZZIL TIIZIV,
Management Center |%, BIEDT —H A L X —T = A% L THEODEHE LB L ET,

VBT U T, BHEA v ¥ —7 = A A® Management Center |Z25% T & 5 X 9 (T Threat Defense
DIr—TNVEBHEGRLET, "M T ATV T4 DOEEF WHFDoa2=y hTIOFEESE
ITLET,

Threat Defense CLI T, #HJIP 7 KLU AE7-IZDHCP A LT, BHA L X —T = A ADIP
TRVAETF—= b VA ZRELET, "MMT ATV T4 OAIE, Wioa=y hTZ
DFIMEZFEITLET,

BONC~ 2= T VB AADT —H A B —T 2 A AR E LT X, BEISA— U =A%
T—HAAH =T 2 A RATRESNTWE L, ZHIZED, Ry 7 7L —VRBTEHE NS
T4y I BEREISN, A=Y T IR T —F A =T =2 R LTN—T 4 7T
EHEIICRVELE, 22T, BEHAY NUV—J EOF— R U2 ADIPT RLAZHRET
HMERDH Y FT,

ARETAYIIPF7RLR:

TINA REE .
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FrqzgE |

B as<x—ov7oexmF—81 08— T4 20%E

ATy T17

ATvT8

configure network {ipv4 |ipv6} manual ip_address netmask gateway _ip
DHCP :
configure network {ipv4 | ipv6} dhcp

Management Center C, EHEG A2 NI L, [T/84 X (Devices) | > [T/31 RAEHE (Device
Management) ] >[7/\1 X (Device) | >[E¥ (Management) ] &2 2 = > T Threat Defense
D[YE—FRR L7 FLR (RemoteHost Address) JIP7 RLAZHEH L AT a D[k
714 U7 R A (Secondary Address) | ZHIBRL ., B x HEANC L ET,

Management Center TORA M E/ZIXIPT RLADEH (662—) 2B LT EE,
Threat Defense % Management Center [ZiB/)1 L 7= & X (Z Threat Defense 78 A b 44 & 721 NAT ID
DOHEMH LT-GEIE, EEHTHILEEHY A, L, BEr BT 5121, HE
Pt e N L T D HEANCT 2MNENRH Y 7,

BRSNS L SN Z L R L E T,

Management Center C, [7 /31 A (Devices) |[7 /31 A& P (Device Management) ][7 /3A A
(Device) J[%&® (Management) J[A7T —4# A (Status) ] 7 4 —/V RCEHEHRAT — X X %
#8345 H>, Management Center CilHIAZF R LET, > > > >

BHPEHGED AT — X A K9 521, Threat Defense CLI T, sftunned-status-brief =<~ > K
FATTLET,

BEGE DO FHENLIZ 10 23 LA B B3E81%, B v T TNy a—TFT 4 VT RITHILENRH Y £
T, T—H A E—T 2 ATOEREGO N T TNV a—T 7 (1023—2) &R L
TLIEE W,

MEIFR—O ¥ TIRRAT 3403 —T 24 ADEE

X=X T I RRICT —H A E—T =2 AEFERTEEE, I~ I A E—T = R
ME DT Lic b SITEBSRER S SRS LD, BH U H VA F—T oA AR TEET,
T VA E—T 2 A RAFN O TRERTEET, 73 AL, SLAE=F U 7 %M
LT, AT 4 v 70— FNOFATRREMEE . W FDA 2 —T 2 A A% ETECMP Y — 2 %18
L, BE NI 74 v TCHGTDA =T oA ANMEFATE L LI LET,

AT ATV T i3 R—-FshEtA,

188 BRI
e HVA B =T A AL, TITARIVAEF—T oA AL FHOEX2 VT 4 —
NCHDHUENRH D FT,
e I VNA L E—T oA AZHEHEINDEDLRE LT R TOEHRNEH XY A H—
TxAAZHEBAENET, EHOT- DO Threat Defense T —Z A 7 —7 = A4 ADfHHIC
SNT (5—=) LTI,

. TINA REE
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ATy

ATy T2

ATvT3

REYA—Sv 70w AT—44v8—7 11 208%E [

FIE

[T/34 R (Devices) 1>[T/31/ RAEHE (DeviceManageme) |“X— T, T3 A0 [fr&

(Edit) ] (#) &#27VUvs LET,

T FVAE =T 2 A ADT I =X T IV EAEZHMILET,

ZOREF, A o F =T = ZAOHME, HHIORE, €F2 VT 4V =V ORE, AXT (v

7 IPv4 7 RLADBRERE | BEEDA » F—T = A AREITMATIT S O T,

a) [M1vB%—Tx4X (Interfaces) | > [¥MEA 2 —T 4 ADHwE (Edit Physical
Interface) | >[¥Rr—T v 79X (Manager Access) | &R L 77,

b) [ZDAHF—T A A LOERE~ X=X IZk L THZIZT 5 (Enable management on
this interface for the Manager) | Z#4 12 L £9,

o [OK]Z2 U v LET,

EL5DA4 0 F =T 24 RAG, A F =Tz AV AN (32— ¥ T Z7&A) ((Manager

Access)) | ERRINET,

K54:€4203—Tx4 X)X+

Interface Logical Name Type Security Zones
@ Diagnostic1/1 diagnostic Physical

@ Ethernet1/1 outside Physical outside
Ethernet1/2 Physical

Ethernet1/3 Physical

Ethernet1/4 Physical

Ethernet1/5 Physical

Ethernet1/6 Physical

Ethernet1/7 Physical

© Ethernet1/8 redundant Physical mgmt

[F# (Management) |FXEIZEAI L ZX VT FLAEBMLET,
a) [Device] %7 U w7 L. [Management] i}k % = L ¥ 9,
b) %27V yr LET, [#RE (Edit) | ()

TINA REE .
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55: 7 KL ADHwE

Management

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

c) [&¥ (Management) | XA 7 VK> 7 AT, [EA2% V7T KL A (Secondary Address) ]
T4V ROARTEITIP 7 FURAZER L ET,

56:EEIP7 FLX
Management Q

Remote Host Address: 10.89.5.29

Secondary Address: | 10.99.11.6 ]

d) [fR1F (Save) 1227 U w7 LET,

ATy T4 WHEDOA =72 ATECMP Y — U EER L E7,

a) [V—7 47 (Routing) |27 V27 LET,

b) RENLV—F Fay P X yoht T34 VA BZ—T oA RN XA X —T =
A ANTFAET HIABNL— 2 IR L F7,

c) [ECMP] %7 U w7 L, B (Add) 127V v7 LET,

d) [471 (Name) ]2 ECMP V' —> D4 HiE AN LET,

e) [FERWREZRA > #—7 = A A (Available Interfaces) | N>y 7 A TTI7A4 vV EBINEL
VA B =T A Z&FIRL, B (Add) 1227V v 7 LET,

. TINA REE
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REYA—Sv 70w AT—44v8—7 11 208%E [

57:ECMP ) — > DB

Add ECMP 0 X

Name

redundant-mgmt

Available Interfaces Selected Interfaces

outside

LIl

redundant

-

Add

f) [OK]ZZVU>yZ L., [fR1F (Save) |27 U 27 LET,

RATFYTS WHDOA L E =T 2 R EIARA DT T H)V N AXT 47 b— hEBIML, )5 TSLA
FT xR TEAENMLUET,

N— NI, F— b zA ZBRWTCHR—THY, WHFDA M) v BRI THLIVLENDY £7,
TIA VA H—T x4 AL, WEFRERT 7 4V bb— RS T TITHFEE L TV D LB
HET,

TINA REE .
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b)

¢)

d)

e)

2

58 : Add/Edit Static Route

Edit Static Route Configuration

Type: e IPv4 IPv6
Interface*
outside v

(Interface starting with this icon [&signifies it is available for route leak)

Available Network C' -
Q, Search ( Add ]

10.99.11.1

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

|Pv4-Private-10.0.0.0-8

Ensure that egress virtualrouter has route to that destination

Gateway

10.89.5.1 v | +
Metric:

1
Tunneled: (Used only for default Route)

Route Tracking:

v+

[Static Route] 22 U v 7 LET,

Selected Network

any-ipv4

FqzrgE |

o)

Cancel m

[/b— h%3BH0 (AddRoute) |27 VU v 7 LTH LWWL— R &ZBMNT 50, BEFO/L— |
DAL [MRE (Edit) ] (£) 227V v LET,
[ & —T7xAR (Interface) | KRy FHX T VR RNDL, A7 —T x A ZA5BRL

jzba‘o

SRy NU—27 L LT, EMFRE/Z2 R~ U —2 (Available Networks) ] 7 > 77 A7)
o [any-ipv4] Z 3R L, BN (Add) 1227 V27 LET,
TI7HNV D[ — U A (Gateway) | Z AN LET,

[b— bk FF v %27 (Route Tracking) ] D&, Add ( +)’E7 U2 LTH LW SLA

T —F TV NEEBEMLET,

W GUMBEIRNT A—=F 2 AT LET,

* Management Center IP 7 KL A2 & L TP [E=4—7 KL A (Monitor Address) ],

. TINA REE



TINA REHE

REYH—Ux 7o uxAT—81v4—71120%% ||

« [ ATREZ Y — > (Available Zones) D7 T A~ U £7-3h o XV EH A ¥ —
Tx2AADT —v, T2 20%, T4~V AL EZ—T oA AT T V=7 MUIHNES
SV EBERL, B XV A E—T oA AF TV MOTER Y — 28R

Li?‘o

FEZOWVWTIL, SLAEF=Z 2SR L T &,

X 59:SLAE=4—D3Em
New SLA Monitor Object

Name:

mgmt-secondary

Frequency (seconds):

60

Threshold (milliseconds):

Data Size (bytes):
28

Number of Packets:
[ I

Available Zones
Q, Search

outside

Description:

SLA Monitor ID*:
2

Timeout (milliseconds):

| 5000

ToS:

Monitor Address™:
10.89.5.35

Selected Zones/Interfaces

mgmt

o)

h)y [BfF (Save) 1227V w27 L, Pb— b b7 v& 7 (Route Tracking) | Ku v 7" & 7

UARNT, fER L7 SLA A7 V=7 F&RIRL 7,
i) [OK]ZZ7YUvZ L., [fR{F (Save) 1227 Y v 7 LET,
i) HO—FOERA L Z—T 2 A ZADF 7 )V h— MIOWTZOFEE Y IR L ET,

TINA REE .
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FrqzgE |

B s 5o zxemROR R —Ur 7oL ROBMERTT S

ATvT6

RELFLEALETHRELEDORMELZRL T EEW,

Z ORERED BEBHIZH T, ManagementCenter |[IEHL N7 7 4 v 7 OB HE ) A X —T =
ARAEHAMMILET, ZhiE, BEENT 74 v 7 BEYRT =2 A B =T = RTEET
510D HBAERINTZRY —_—=ADNV—TF ¢ THERDIYE £ E T, Management Center
1. configurenetwork management-data-interface =~ RO2FEBH DA A X U AHER L%
o CLITED S Z VA E =T 2 A AEMETOHE. V= V= ZRELIZY, T 7+
WA= EEFE LT LI LETEEEL, 2O F—T2AA ADAZT 4 v 7 b— |
IX Management Center T L2 CT& £H A,

—BA =T A ABEEBAODIYRA—O Y7 I EADFHEMERTT 5

5 /LD R — b : Threat Defense

HHOERA 2 —T 2 A4 Z%EHT 51V 12, Management Center HERIZT — X A X —
7 A A& T 541X, ManagementCenter C7 /NA ADA V' H—T = A AL Ry NT—F

DREEELTH L TR AFW LWL ICEELET, T RADT—F A H—T =
AAREL D —ANTERSTHZ L b TEET, £DOEEIEL, Management Center TEALH D
EW A2 FECHETLIMNERNDHY £7, [T 3 A (Devices) |>[7 /31 AEH (Device
Management) |>[7 /34 A (Device) |>[#EE (Management) |>[vR—T % 7 7 & A - #ik
FEfM  (Manager Access - Configuration Details) | [FMC7 7 & A - #5kGERf (FMC Access -
Configuration Details) | %A 7 & 2778 v 77 A%, Management Center & Threat Defense ¢ 72— 7
W TE DRI OF JEHIRRT DT DI HES, > > > >

i#% . Threat Defense % Management Center (21819 % AifiZ, Threat Defense D FIHIFRE D —Ex
ELTCR—U Y TIBVAT—H A H—T = A A%t LE 7, ThreatDefense % Management
Center (21BN % &, Management Center (314 > % —7 = A ARE (L X —T A A% L 1P
T RVA, =T A ~OFH)L— ~, DNSH—/3— DDNSH#—/ =72 &) Z#th L CHf
FFLEJ, DNSH—"—DRHE, BRPICHRH SIS E, Mlkide —h Vg S Ed,
7272 L. Management Center 7" 7 v b 7+ —AFKER U U —IZIZBMEINERA,

Threat Defense 4 Management Center [ZiE/l1 L 72#% ., configurenetwork management-data-interface
a~ R&EMiH L Tr—7%4 /LT Threat Defense DT — X A L X —7 = A AEREEET D &
Management Center 23 {28 B 2 fi i L, Threat Defense ~DREFi%Z 7 v~ 7 L£7, Management
Center [, L FOWTNNDFEZEH L THEEROZEZRHLET,

« Threat Defense ~®DJ&BH, Management Center O JEBIDRIIC, RO ERZ R L TF 71
A ZEIELET,
o [A ¥ —T7 = A A (Interfaces) |1 2— D [[AH] (Sync) | RH

[TR—TX T 7B A - RO (Manager Access - Configuration Details) ] [FMC7T 7 &
A - FERLDFEA (FMC Access - Configuration Details) | %4 7 1 778 v 7 A0 [FHT
(Refresh) | A% >

Ty 7 EHIRT A, [F AR =YX T 7 A - fERGEM (Manager Access - Configuration
Details) J[FMC7T 7 & A - #GEH (FMC Access - Configuration Details] %A 7 1 77K v 7 A|Z

. TINA REE
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FINA REE
F—BA U8 —T A REEROT*—Sx 7o £20RMERTTS |

BEh L. [#i2 (Acknowledge) 1% 7 V v 7 T 5045 H & Y 9, Management Center 5% & 1.
R [E1E BARFIZ Threat Defense D%V OBEA T DX E L FEHEZ LE T, R OHTIZ Management
Center DX EZ FEI TEET HXLENH Y 77,

IOEATaTRy I AIETHEUTFTONR—=22B LT ES N,

RE
Management Center 33 X OY Threat Defense D~ R —2 % 77 B A T —X 4 U X —T =4 ADH
A RoR L ET,

W OFIE, configurenetwork management-data-interface =~ > K73 Threat Defense (2 A7) &4
7= Threat Defense OAERGEMIZRL CWET, B2 7O A T4 M, HESZHERLZLO
@, Management Center DAL & —Er L7254 Threat Defense OAERAHIBRS D Z & &R
LTWET, HBDO/ A T A b, Threat Defense TEHE SN A5 Z R L TWET, FEO
A A NiE. Threat Defense (2B & DK Z R L TWET,

Manager access - Configuration Details ]

Manager access configuration on device have been updated outside of Manager. Review the differences and update Manager values
accordingly.
Configuration CLI Output Connection Status

Last updated: 2022-09-02 at 20:35:58 UTC [ Refresh ]

Configuration on Manager Configuration on Device
s 4. Ethernet1/1 -
Interface Configuration
FMC Access Enabled Disabled Enabled
FMC Access - Allowed Networks any
Interface Name outside
IPv4/IPV6 Address 10.89.5.29/26
Static Route Configuration
IPv4 Gateway 10.89.5.1
IPvE Gateway
~ 5. Ethernet1/8 i
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

E

Management Center CTA % —7 = A ZAZRELTZHBRDOZDOX—V D ZLLFIRLET, A
VHE—T 2 A ARED L, BT DONATA MPHEZTHET,

TINA REE .
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Manager access - Configuration Details ]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Last updated: 2022-09-09 at 07:10:54 UTC [ Refresh ]

Configuration on Manager Configuration on Device
Web Update Type 5
~ 4. GigabitEthernet0/0
Interface Configuration
FMC Access Enabled Enabled Enabled
FMC Access - Allowed Networks any any
Interface Name outside outside
IPv4/IPvE Address 10.89.5.28 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration
IPv4 Gateway 10.89.5.1
IPv6 Gateway
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

‘ Close |

CLI

X=X TIBAT—H A Z—T oA AD CLIEKEFERLET, Zhid. B3
CLIIZHHE L TW AL ARITENL L ET,

60:CLIH A

Manager access - Configuration Details 7]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Show command output of Manager Access associated configuration from Firewall Threat Defense

ve Secur i 18(0)104

Close ‘

TNARAERE




F—BA 8- T A REBAOI*— V7o 20#MERTT S I

BHRAT—4 R

EHEHEA T — 2 ZAOFRROBNL, EREH Tl &kt E P Tmanagement0] 1 ¥ —7 = —
APMEH SN TND Z AR LTVET,

61 EHERT—4 R

Manager access - Configuration Details (7]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Qutput Connection Status
—

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

Close |

RDOAT =B AL, T—EA U E—T 2 ADFEHBRN LT Z &R L, WEO Ttap nlp)
A B =T 2 A A% R LTVET,




FqzrgE |
B oreatoetense 45— 20 U TOZE

62: FEJMAT—R R

Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status
[

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

Close ‘

20 REOBEGROM NP ZRITR LET, 7 F v xro [HHdk] FHen— he— Mg
WARFITRSNTHE A

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

T TIRBEDBERDOH NFIZRITRLET, ET7F ¥ en—hbE— MERBRFRIN T
ij‘o

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Threat Defense EIEA 23— 4/4 ADCLI TOZLEHE

CLIZEHA LT, BMNGET AL ZADEHA LA —T oA AOREXLEFELET, 2hbDH
EDELIX, Py F 7T v 7RICGRESINTZHDOTYT, ZOFIEIIHED Z & T, TNHOFK

. TINA REE
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Threat Defense &1 > % —7 4 20 e TOZE [

TEEAERTE, ILICHRTEEZBNTEET B TV THR—FEINDGEICA RN AV
H—T 2 ZAEHITD, AET 47 A—bEBENTS) ,

\}

GE) Zobvyrix, FHEHEA VX —T oA ACHEAINET, bV, BEAOT—% 1
B —T 2 A RAERETDHIELEHTEET, 2O H— 7I4X®x/k7 JRELELT
550 1%, CLI Tlid7e < Management Center N TIT 9 MENH Y £, UM S 72 BB %
NoGTNY a—T 4 7T BMENH YD, Threat Defense THEHELZ T T 2 MLEND D561,
EHLCH & 415 Threat Defense 77— % A X —7 = A AD CLI TOEFE (98 X—) %#H
L TLIZEEN,

Threat Defense CLI D FERIIZ-DUWNTiL, Cisco Secure Firewall Threat Defense =~ > KU 7 7 L 7
A HBBBLTLLEEND,

GE)  SSHZMHEHAT AT, EEICEHA VA —T o2 AEEEZNMZ TS, ko7 —TCH
%ﬁf%@<@ét\7A42®://—wf—b«@?ﬁtxﬁ%%ﬁﬁ@iﬁo

GE) TS RAEHIP T FLRAEZETET 541X, configuremanager add =~ K (FrLw
Management Center DFFE (124 X—2) ZZM) ZEH L TF A ZOPIER ERFIZ Management
Center %57 L 72 51EIZ)G UC, Management Center #55e(Z B3 2R DX 27 B L TL 72
é l/\o

cIP7RLR—-TF79 3 %L, BIEREERIPT N L A% L T Management Center % ¥
E LTS, EEES IR % ICH B SN E T, HROFRMZHESET 2720
|2, Management Center [(CRRINDT NA AP T RUABEETLHZ L AL ET,
Management Center TOHRA M ETZIXIP 7 RLADOHEH (66 ~—) ZZHMLTLE
SV, TOT 7V avid, EROEMNLZmE(E T D OB T, F  BlEARER
Management Center IP 7 F L 2 Z5E L7246, L FO NATID OFIHEZZR L T 72
S,

* NAT IDD#H : R & FENTHEMIL, NATID O A% f#H L T Management Center % 75! L
256, ERITABNICHEM. SNET A, Z DA, Management Center TORA R4
FRTIP T RLAOFEH (66 ~<—) ZHE> T Management Center D7 /3 A A4 L [P
T RVAZEELET,

TINA REE .
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A\

&

ATy T2
ATvT3

GE)  NA T4 7t YT ¢ Management Center i CTlx, BHELIP 7 N RA%Z 7 /34 2D CLI £721%

Management Center 7* 52 ¥ L7-34 . HA F##% . &4 % U Management Center (3 5
DI FEHA, B4 Y Management Center & EH S5 L H 2T HITIE, 22D
Management Center D] T —/L &0 B2 T, &7 % U Management Center %7 2 7 4 7 =
= MZLE7, BFET 7 7 1 772 Management Center DT /3 A AEFHDN—U T, BHEkI
TWDHTNA ADERIP T RLAEZEHLET,

bR BRI
« configureuser add =~ > FZf ] LT CLIIC T 7' A VAR —H — T 7 b &VERR
TEFE7T, KEZBRL T ZE W 0 CLI TONE 2 —H — DB INIMTBRRAECHE > T AAA
2—P—ERETHIEHTEET,

FIE

Ay V= R— b, EIESSH ZEH LT, 7754 X CLLIC#HER L7,
[FNRAZADaAw L R I A B—=T 2 A~DOua T A (12—) | 2BBLTLE
é l/ \O

EREDA—Y—Z L RAT— R Ta s A LET,

(Firepower 4100/9300 33 &2 O} Cisco Secure Firewall 4200 D A) 2EFHDOEH A VX —T = 4f A%
AR INEAAS =T oA AL L THEMTLET,

configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

FEEHNZ 74 v 7 HOEHA VA —T 2 ANFHITHETT, T3 A2 FEHOEHA
B—T 2 A ANHLHEANE. ARV EH N T 74 v 7KL TEDAL v E—T = A A% %)
T BN TEET,

MBS T C, configure network management-inter face disable-events-channel =< > K% {#i [
LTAASVERA L Z—T 2 A ADA XY MEEHZTEET, WThOLEL, 75 &
X, AR PDOBDA L H—T 2 A ALTARV FEERFLEIELES, TOAMF—T =
AARE T LTWEGEIE, AN N F Y XAREDR>TNTH, BHA A —T = A
A ETAR MEEELET,

A B =T 2 A ALETARY N TF YRV EEBRT v RV OMFEENCTHZ LiETEER
/L/O

BDOA Ry A B —T 2 A A% T 5I21L, Management Center TA X2 A V' H—7 =
ARXEFINZT 208 HH Y £7°, Cisco Secure Firewall Management Center 7 K I =& k L —
vary A REBRLTIEZS W,

51
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Threat Defense &1 > % —7 4 20 e TOZE [

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

AR —T oA RAFEFIFAR N F—T 2 ADIPT RLRAERELET,

management_interface 518 & H8E L WGH1E. T 74V FOEBA V4 —T = ADR v K
J—REEERLET, AV MU F—T oA A&ET DL, £9 management_interface
FIBMEREL TS EEN, ARV MU H—T oA AL, EHA L H—T A ZADMEBIDOF v
FT—2 $TEFRICRY NV—ZICRETEET, B THRETDHA V¥ —7 = A ATHH
THE, UWESNET, HILOIPT RLRAICHERTEET,
a) IPVA7 RLAZRELET,
s FERRE
configure network ipv4 manual ip_address netmask gateway_ip [management_interface]
Zpawy RN gateway iplt, 7 /35 ADT 7 4V hb— hBERT 5 721
SNDHZELITHERLTLLEIWN, /XY NEHA UV F—T oA AZRET HHEIR,
av RO—# & LTgateway ipx AT 208 R "HY £4, I27ZL, 2o Y
E. FBE LB T 740 M— R ERET DT T, AN M EZ—T A AD
BRIDA T 4> 7 — MIMERLEEA, BEHA L F—T oA ZALFIOR Y FT—
JTCARY NEHA VA =T 2 A AEERL TG, BHEA VY —T (R &
HITEEH T % & 91 gateway _ip #5%E L. configurenetwork static-routes =~ > K%
FHL AR VA VF—T oA ZAHIZERNCAZ T 4 v 7 V— N EAERKT 5 2
LAHERELE,

1

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

*DHCP (T 74 /W NEHA U H—T 2 ADHBTHR—F) |

configure network ipv4 dhcp

b) IPv6 7 FL AZHRELET,
« A7 — b LA HERRE
configure network ipv6 router [management_interface]

1 :

> configure network ipv6 router managementO

TINA REE .
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ATy Th

ATvT6

Setting IPv6 network configuration.
Network settings changed.

>

FERRE

configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

Zpawy RNOipve_gateway iplx., 7 /34 ADT 7 4V hb— FEEKT 5729012
FEHINAZ LICEELTLLESY, AXVINERAVH—T 24 AERET HHE
X, a~v>r Fo—H & L Tipve_gateway ipx AT HMERHY £7, 7272 L, ZD
T RUIE BELEEICT 740 M— hERET HIET T, AR A F—
T2 A ZDOMPIDA LT 4 v 7 — MIMEELLE A, BHA =T A A LHO
Ty NT—=I TARY MNEAA V=T = A ZAEEA L TCOWDHEAIE, BEA X —
7z A ALIMEHT S X 9 IZipve_gateway ip % E L. configurenetwork static-routes
a<w REFHLTA Y NERAA VH—T =4 ZAHIBEINCA ST 4 v T — &
ERRT 2 2 L 2 HERE L 9,

i -
> configure network ipv6 manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.

Network settings changed.

>

«DHCPV6 (F7 /L NEHA L H—T =2 ADHBTHR—F) .

configure network ipv6 dhcp

IPv6 D¥E, ICMPv6 = 2 —R& LS EBEAREA v —V A A E T LET, 7
TANRNTIE, THHDA v E—JIFEDNI > TOET,

configure network ipv6 destination-unreachable {enable| disable}

configure network ipv6 echo-reply {enable| disable}

INGONTy FEBHTHZ LT, P—ERAEEHBROFREENORELET, =a—)k
BTy NEBNZT DL, T ADERA L H—T = A AT A~ HIYT IPv6 ping % fifi
HATElny x£7,

B -

> configure network ipv6 destination-unreachable disable
> configure network ipv6 echo-reply disable

F 74 )V NEHA L H—T 2 A AD DHCP — =0, SN TWDLERA MIIP T RL &
FiREMT AL EARRIZLET,

configure network ipv4 dhcp-server-enable start_ip_address end_ip_address

. TINA REE
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ATvT8

Threat Defense &1 > % —7 4 20 e TOZE [

1 :

> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254
DHCP Server Enabled

>

BHA L H =T 2 A ZADIPT FLAZ FEHTHRET D L TITDAH, DHCP —/"—Z&KET
XFE9, ZTOza~ FiX, Management Center Virtual CTix¥ 4 — h ZivEH A, DHCP #—/3—
DAT —H A %Fmrd 5121k, show network-dhep-server = A L&,

> show network-dhcp-server
DHCP Server Enabled
10.10.10.200-10.10.10.254

Management Center 28 U E— ks x> NU—72 EICHLIGEET, ANV IMHEHA 2 —T x4 X
DAZT 4y 7 V—bZEBMLES, BHLRNE, TXTORT T 4 v 7 PEEA 2 F—
T2A AEBLTT 74/ b — b E—HLET,

configurenetwork static-routes {ipv4|ipv6}add management_interface destination_ip netmask_or_prefix
gateway _ip

T 7 AN M— FOBEIE, ZOa~vr REEHALRWTLS S, 7740k b—k F—
P72 DIPT FLADZER L, configurenetwork ipvd =2~ > K£ 721X ipv6 =t~ > K& fii ]
LGB DOHARETT (A7 v 74 (93 3—2) | #58) .

1 -

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98: :3211

Configuration updated successfully

>

ART 47 )b— hEFTRTHIT1E, show network-static-routes # A1 LE4 (57 4/ b
/1/"—‘ l\ hiﬁﬂ?éﬂi'@‘/u) o

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

[..]

RA NG DRBGE
configure network hostname name

&1

TINA REE .
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ATy 710

ATvIN

ATvT12

> configure network hostname farscapel.cisco.com

Syslog A vtE—I1%, BEESTLIETH LA MEKLEH A,
BRBERAAL VEFRELET,

configure network dns searchdomains domain_list

51

> configure network dns searchdomains example.com,cisco.com

T~ TR ST NA ADIRBE NAA U EFELET, ZNHDO RAL E, 2~ K (ping
system 72 &) IZFEREM A A LA ERRE LRWIGEICRA MAITEMSNET, FAL Y
L, BEA LV H =T oA AETEBA X —T oA A fRHTHa~v RTOR, FHHIN
£

J1v~TREY)-5723 20O DNS $h—"—%FELET,

configure network dns serversdns ip_list

1 -

> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3

Management Center C#{ED U E— MFRAR— M2 E L £ 7,

configure networ k management-inter face tcpport number

1 :

> configure network management-interface tcpport 8555

Management Center 33 L OVE BT R T /314 A%, WA MO TLS-1.3W 5 LBETF v xv (77 +
/b b TIEAR— b 8305) ZEH L CiEfE LET,

GE) vA=id, VE—FMEBEAR—F 27 74V PRREDET I L TE Z &2 CHERL
WETH, FER— 1\75>Z\/ FU— 7 EOMOEE EHET 2HA T HOR— ]\%L
MTEET, BHA—F2ZEET L5615, BANOHAICEBET 2MLERH LT AT
DT A ADEFAR— b %ﬁ%#ézgﬁ% D ET,

(Threat Defense D) EHA X —T oA ZAFFIZA R "X —T =4 2D MTU % &
FLET, 74/ D MTU IZ 1500 /34 ~TI,

configure networ k mtu [bytes] [interface id]

-wm:Mm&vwbﬁmfﬂibi# M@%V& 7= A ATIE, IPv4 A B LT
S 64—1500, IPV6 AN L723A15 1280—1500 DfEAEECTE£d, A2 bAoA
VH—T oA ATIE, IPv4 ZHDIC Lt A1E 6449000, 1Pv6 & A2 L7235A1% 1280
—9000 T, IPv4 & IPv6 Dl 5 &= AN Ltﬁu\ﬁdﬁ‘lmm?htms%kﬁb
RS EDOA N RO BIET,

. TINA REE
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Threat Defense &1 > % —7 4 20 e TOZE [

cinterface id : MTU Z%ET DA X —T =A AID EH/ELET, 77 v b7+ —AITE
CCHEMARIBE/ZRA > ¥ —7 =4 A ID (management0, managementl, brl, eth072 &) %%
AT HITIE, show network 2~ > RZFHALET, A ¥ —7 A AZEE LRVES
X, BHEA X —T oA ABEHINET,

&1

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full’
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

HITP 7a % ZRELET, T3 A%, A~"— F TCP/443 (HTTPS) L OXTCP/80 (HTTP)
TA U H—Fy MIE#EEHRTOLL)ICRESNTVET, HTTP ¥ A ¥ = A MEH THAET
xhr7axy —N"EEHTEEST, avr RETHRIC, HITP 72X 07 R X ER—
b, 77X VORRENRLENE I Ea—F—FF3hbnE T, RERLERGETI T e
Da—WF—&, 7aXxONRRAT—F BT eFTONRRAT— ROMREATITBH L HOE
RKEFET,

(GE¥) Threat Defense D7 0 F T /XA U —RIZIE, A~Z., a~z ¢ 0~9 DXFOLEMFHTE
iTO

configure network http-proxy

1 :

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

FRA AEEIP T N LA EEE T 5441%, configuremanager add =~ > K (L
ManagementCenter D& (124 —2) 2Z5M) & fEH L TF A 2R OYHFREREIZ Management
Center & $57E L 72 J7#£12)& U C, Management Center $#55¢ (ZB 2D X 27 B LCTL 72
S,

cIP7RLR—792 3L, BlERRERIPT KL X% H L C Management Center %
ELTea . BB RICHEBMICHERL SN E T, BHROFYZHER 2729
|2, Management Center |/ RENDT/NA AP T RUABERSTLHZ L2 HERLET,
Management Center CTORA MG ETZITIP 7 RLVADOFEH (66 X—) ZZHL T
SV, TOT 7Y a Uk, SR OB Z EE LT D DI B £, F - BlEARER
Management Center IP 7 N L 2 Z451E L 72354 1%, Management Center TO AR A M4 £ 7213
IP7 RLADOEH (66 ~—) AL CFH) CHAHMLT H2MLERNDD £7°,

TINA REE .



FrqzgE |
B z=c@EmEh s ThreatDefense ¥— % 1 © % —7 4 20 CL TOLE

. NAT IDD#H : EfREFEITHMIL, NATID OA % {#H L T Management Center % 53l L
A, BERITEEBNICHREY. S NEY A, ZDO%E, Management Center TO 7R A k4
if_ IXIP 7 RLADHEH (66 ~—) 2> T Management Center D7 /34 A4 HE TP
T RVAZEHELET,

E(Z{EH N % Threat Defense T—% 4 23— T4 XD CLI THEE

Threat Defense & ManagementCenter@F'ﬁ@'ﬁ@fi%ﬁﬂ@Lﬁéh TN H—T 2 AEEE
WX DL WT —F A B —T A4 RAEFRET DA 1%, Threat Defense CLI ZfH L THi L
WA =T A 2R ELET, TOFIETIE, I—JL/T v hT—7 EOHWA U H—T = A
AEFLNA L H—T 2 A RTEEMAD L EZRELTVET, BIERNT 77 1 7728
#1%. Management Center Z i L TBEfFDOT — 4 A L X —T = A REERT HLENRH Y F
T, T—HEEHA UE—T 2 A AOHWREITOWTIL,  [CLI ZfEH L 7= Threat Defense 1]
WEREDFEITOET (223—) | @ configurenetwork management-data-interface =~ > K
EZML T EEN,

NATRAZEYT 4 XTOHEE, WAHFDO2=y N TTXTOCLI FIEEFTLET,
Management Center N TiX, 777 4 7 2=y N TCOAFIAZIAT L E T, 5KEDZE H M
Shdbk, AL 2=y NIT 7T 4 7 2=y EDLEREBLOZEOMDO AT — MEHRE
R L E T,

)

GE) ZortE w73, EHOBEHEA L X —T 24 2 TERL ., BEAICRELEZT—F% A X —
T AZHEAINET, BHA LA —T oA ADFX Yy NU—IREEEFT 561X, Threat
Defense E¥A X —7 = A AD CLI TOEH (90 2—) 2R LT a0,

Threat Defense CLI D FERIIZ-DWTiL, Cisco Secure Firewall Threat Defense =~ > KU 7 7 L 7
A HBBBLTLLEE N,

1R BHHEIIZ

configureuser add =~ > RZH L CCLIICv /A Vel —Y— T v b E{ERTE
F79. WEZRML T ZE W ¢ CLI TOWFA—H —DOIBIAMTERGEICHE > T AAA = —H —
ERETHIEHLTEET,

FIE

AT TN THEHA A =T 2 A AEH LA X —T 2 A AEFTIHHEE,. BIEDA X —
T2 A AT —TNEFH LA H—T oA AZBELET,

ATFYT2 FALZAOCLLICELGLET,
Ihonawy REERTLEAIE. a2 Y —NVER— AT 208N’ HD £3, PIHIERE
DFATHIZ, FHA L F—T oA ADDUMI SN D RN H Y 3, FEBS B S

. TINA REE
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ATFvT3
ATvT4

ATvTH

ATvT6

HEICHEMAE NS Threat Defense ¥— 2 1 > 24— 7z 4 20 L THZE [

FOICHREERELTBY, HHBHEHA L X — 7oA XZSSH T 7B A TX AIEH81F. F0
SSH ¥kt cx £,

[FNRAADAS LY R I A F—T oA ZA~DOT Ay (122—) | BB LT
éb\o

BREOI—YPF—Z L 2T —RTr s A LET,
A Z—=T A AZHEHT LT, REZHMLTEDLIITLET,
configure networ k management-data-interface disable

1 -

> configure network management-data-interface disable

Configuration updated successfully..!!

Configuration disable was successful, please update the default route to point to a
gateway on management interface using the command 'configure network'

X=X T VB AMOFH LT —H A =T A AERELET,
configure networ k management-data-interface

ZD’, T—HA L E =T 2 A ADEARNI Ry NI =T BEZATO LIk o7m 7k
MERENET,

T—HEBA A =T oA AEFE LRy hT—7 EOF LA v H—T = RAEFRT D546
X, AV F—T x4 AID EZfRE, BIOA L Z—T A ALFEUREEZFEHLET, IHIT,
Do you wish to clear all the device configuration before applying ? (y/n) [n]: 47> a il y %
WLET, ZORRICKY, WT—HEFBAS X —T oA ADOHRENZ VT SNDH7D, 1P
T RUVAREA U H =T o A EF LA LV F—T o2 ATIEFICHAATE 7,

> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]l: y

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(EE) BEDF > hU—7 L Management Center ~DT —4 A X —T A AT J & A
ZHIR L E9,

configure networ k management-data-interface client ip_address netmask

TINA REE .
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B z=c@EmEh s ThreatDefense ¥— % 1 © % —7 4 20 CL TOLE

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

AT 712

T 74NV M TlE, TRXTCORy hT—T BREFAfSNET,

Boe i B B FFMENT S AU E 9743, Management Center CHEE & BN L T L HEANICT
HE, BOBM LA E EITTEET,  Management Center TOHRA M EIXIP 7 KL
ADHEH (66 ~—) | EBRLTILEEW,

EEERNHML SN LR LET,
sftunnel-status-brief

Ty ZIREBOEFRO M NI 2RI LET, ET7Fyrén—hE— MEAFRSh T
i‘a_o

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Management Center C, [T /34 X (Devices) |> [T/\1 A EH (Device Management) | > [T
N1 X (Device) 1> [EHE (Management) |> [WR—I v 7V X - B (Manager
Access - Configuration Details) | Z3{R L, [HH (Refresh) %7 U v 27 LET,

Management Center [ A > % —7 = A AL T 7 4/ h)b— FOFRELF Z i H L, Threat Defense

~DREME Ty 7 LET, T ADT —FA U F—T oA AREE T — )V TERT LY

41%. Management Center TZILH DEF A FHE)THETILERH D 9, WK
(Configuration) ] # 7 C, Management Center & Threat Defense DA~ —EZ R TE £,

[Devices] > [Device M anagement] > [Interfaces] DJEIZER L T, IROEE ATV ET,

Q) HWT—HEHA LA =T oA APLIPT RLALLFIZHIBRL, DA H—TxA A
DYF—T % T 7AW L ET,

b) HWVWA =T A A (CLITHR LAV H—T =2 R) OFREEHEHALTHLOT —
ZEMA =T 2 A AEREL, ¥RX—VXYT 78 RAZHNMNLET,

[T/34 R (Devices) |>[T/34f REHE (DeviceManagement) |>[/L—F « >4 (Routing) ]>
[RE2T14vP)L— bk (SaticRoute) | Z#RNL, 77 4+/L b— haedhnWTF —ZEHA 2 —
T2 AANBH LA U F—T = RTERELET,

[vXx—T % T 7 & A -#GEM (Manager Access - Configuration Details) ] [FMC7T 7 & A - #fk
FEfl (FMC Access - Configuration Details] 21 7 12 7R v 7 ZIZRE Y | [#7E (Acknowledge) ]
7V vy 7 LRy 7 ZHIRLET,

Management Center 7% (%, KI[EIEBAFRFIZ Threat Defense D%V OBAET AR EL LEX L E
7, FEBHOHTIZ Management Center D% E % FEI CEET H2MERH D £7°,

. TINA REE




| 71 zE8
Management Center DN EHON-I5EDEROFEHO—IL/NY Y .

[Config was cleared] 35 JTF [Manager Access changed and acknowledged] & W IHAERE I N D X v
E—UNRRINET,

Management Center DA KON -IGEDERDOFEO—IL/NY D

Threat Defense Cv R —V ¥ 7 7 B AT —F A v X2 —T A ZA&HEH L, *y NU—7 8
e lZ 5289 %5 Management Center 7 H DR B 2 B3 23554 . Threat Defense DL A %
WZEBR L7caic e — Ny 7 LT, R AE T TEE S, £20%, Xy MUY — 78R
HEFF 45 X 9 |2 Management Center THERKEX EZ AT L, MEATEE T, v —A Ny 7
HEIX, #E RN TV RWGETHHEMNTE, 2O T TNy a—T 0 ZORWUSNI TS
fEHTEET,

EE, BREARICER S KDONIZSG AT, MROBEIn— Ny 7 2T HIEHTEE
T BEREDHRE (115 —) ZZHLTIEEN,

ROTA FT7A4 2B LTS,

* BiIlE D BBH D 7 Threat Defense TR — /LI TEX£4, S SICURIORERIC2—/L
Ny P TR ELITTEEEA,

e B =Ny 7 F, WA HAETIEY R FSNTOETH, 77 A2 Y 7 OB TIEY
R—FESNTWEEA,

e 1 —/Ls3y 7 (X, ManagementCenter CaXE C& HDERICDOAEE L 7, L& L, =v—
LRy 71X, Threat Defense CLI TOARE TELHEHERA ¥ —7 = A RZHHET 5
a— I UVRERICIZ R L ¢ A, configurenetwork management-data-interface =~ > K%
fifi U 72 i 1% O Management Center JEBRZCT — % A VX —7 = A AGKEZZH L, rollback
avy Rl 5L, TNODOREFRFFSNRN I LITEELTIZS N, KERIZE
Bfl & 4172 Management Center X iEIZ 2 —/L/Ny 7 SIVE T,

*« UCAPL/CC =— Kidu — Ry 7 TExFEH A,

« URTORBHICEHF SNTZT U b A7 /3 R SCEPFFAEZET —Zdn—/L Ny 7 T 8
}\/o

e m—L Ny JHNZ, BUEDORENZ VT ENdTo, B Ruy 7IhET,
FIE

AT 71 Threat Defense CLI T, LARTOERS~2—1 "y 7 LET,
configure policy rollback

72—/ L3 7 % Threat Defense (37 —/L 3w 7 N IEFIZ5E T L7 Z & % Management Center |Z
W L E£4, Management Center Tl, k20— /Ny 7 ST 2 & &R /3 — 23 2B
HICERRINET,

Frn1z2eE I
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B s s—oz1zxcosEggo ST a—F10Y

ATy T2

GE) m—A "y 7 NEL L, Management Center & HINE T S5 6 . — M7 BB DM
R IZ DV Thttps://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.htmlzZ 2 L T 7230, HFHITEL - T
I%. Management Center ‘7 7 A DETHZICH — LAy I RRIT L2 L03HY £
4. ZO¥E . Management Center AL D[ Z fifik L T, Management Center 7> & Fif &
B CT& £,

i
TR =TI BRT—F A F—T A A& T % Threat Defense D4 :

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

BRI L SN Z L B R L E T

Management Center C, [Devices] [Device Management] [Device] [Management] [Manager Access -
Configuration Details] [FMC Access - Configuration Details] [Connection Status] «2— ¥ CH& Bt A
T—H AR LET,

EHEEGE D AT — X A Fok 4 AHI121%, Threat Defense CLI C. sftunnd-status-brief =<2 K
AN LET,

BB OBEMESLZ 10 0L EDDGEIE, 8D N T TNy a—T 4 VT EITHOMENRH D F
T, T—HA L H =T 2 ATOEHEHDO N T TNy a—T 47 (1028—2) BB L
TLIEE,

F—RAA IR —T AR THEBEZEDO NS TV a—F 145

HHOERA L Z—T 2 A ZREMERTHRDVIC, v X=X T 7 RRIT—F A ¥ —T =
A A& 5%A 1L, Management Center C Threat Defense DA >4 —7 = AL Ry U —
I DREEEFETDHEE, $Eiz PWr Lan X 9123 L ¥ 9, Threat Defense % Management
Center ([ZIEM L2 BRITEBA LV F—T oA AZ A TEHELTDHGE (T —FNPbEHR~ £
TEHENST —F ) | A F =Tz A R Xy =7 ORENE L I AL TR
L BHBRNARDN D AREENRS Y 7,

TRy 7L, BEEEHRN KON BAED N T TNy a—T 4 U TITEN DL ET,

. TINA REE


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html
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EEERAT—2 ADRT

Management Center C, [Devices] [Device Management] [Device] [Management] [Manager Access
- Configuration Details] [FMC Access - Configuration Details] [Connection Status] ~<— 7 C4& Bl
Bt AT — X AR LET,

PG D AT — X A Fok 3 A%, Threat Defense CLI C. sftunnd-status-brief =<
v REASLET, sftunne-status 2 LT, LV BeRBFREsR T2 TEE
T,

Z AREOHER OB B ZRITR LET, E7F ¥ 100 MHERE] HlRen—he—
MEBRPFE RSN TOWEE A,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went
down

7y TREOEHEO A BIZRITR L ET, BT F v pbon— b= Mfgpd&rsh
TVET,

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Threat Defense v b7 —J IFEHRDO KT

Threat Defense CLI C, BB IR~ —V ¥ TI7BAT—H A X —T =2 ADFR
O —IBREEF R LET,

show networ k

> show network
===============| System Information ]===============

Hostname : FTD-4

Domains : cisco.com

DNS Servers : 72.163.47.11

DNS from router : enabled

Management port : 8305

IPv4 Default route

Gateway : data-interfaces

[ managementO ]

Admin State : enabled

Admin Speed : lgbps

Operation Speed : lgbps

Link :oup

TINA REE .
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Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU 1500
MAC Address : 68:87:C6:A6:54:80
—————————————————————— [ IPV4 J-——mm—mmm e
Configuration : Manual
Address 10.89.5.4
Netmask : 255.255.255.192
Gateway : 169.254.1.1
—————————————————————— [ IPVG6 |]—————————————————————
Configuration : Disabled
===============[ Proxy Information ]
State Disabled
Authentication Disabled
======[ System Information - Data Interfaces ]======
DNS Servers 72.163.47.11
Interfaces Ethernetl/1

[ Ethernetl/1 ]
State : Enabled
Link Up
Name outside
MTU 1500
MAC Address : 68:87:C6:A6:54:A4
—————————————————————— [ IPV4 J-——mm——mmm e
Configuration : Manual
Address 10.89.5.6
Netmask : 255.255.255.192
Gateway : 10.89.5.1
—————————————————————— [ IPV6 J-—————————————————————
Configuration : Disabled

Management Center ~® Threat Defense D& §xDHEER

Threat Defense CLI C, Management Center SExN5E T L2 2 L2 fERLE T, ZDa~v v
Rix, BEBEROBEDO AT —F A FRTHHLOTITRNZ LIZERE LTI EEN,

show managers

> show managers
Type

Host

Display name
Identifier
Registration
Management type

: Manager
10.10.1.4
10.10.1.4
f7ffad78-bfle-1lec-a737-baa2f76ef602
Completed
Configuration

Management Center [ ping 95

Threat Defense CLI C, RO =2~ FEEH LT, 7—% A ¥ —7 = A A5 Management
Center |Z ping L £,

ping fmc_ip

Threat Defense CLI C, kD~ REHH LT, HHA > ¥ —7 = A A)>5 Management
Center [Z ping LET, ZhiZ, Ro 7 L —r &N LTTF—4 A F—T oA AT)—
TATEINET,

. TINA REE
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ping system fmc_ip

Threat Defense RERA B2 — T T A A TNy DX v TF v

Threat Defense CLI C, WN#Nwv 7 FL—>2 4 X —7 = A A (nlp_int tap) T/ v K
EXx 7Ty LT, HEAT Y PBREEINTWDINE I D EMHERLET,

capture nameinterface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

REA B —T A RADAT—R R, #fidt. BELVNNT7y F RO

Threat Defense CLI G, NNy 7 7L —> 4 X —T x4 A (nlp_int_tap) (ZBIT 51
HAEZRL T I,

show interface detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp_ int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec

minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec

5 minute drop rate, 0 pkts/sec
Control Point Interface States:

Interface number is 14

Interface config status is active

Interface state is active

O O O O Ul o o o

(€2 I e

IL—T 14 > & NAT OREER

Threat Defense CLI T, T 7 #/L hb— |k (S*) ZBMNMEINTWAHZ &, BIOEHE (1~
K —7 x4 A (nlp_int tap) ([ZINES NAT V—/VI3FET D Z L 2R LET,

show route

> show route

TINA REE .
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Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O

- OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1

- IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)

1 (nlp_int tap) to (outside) source static nlp server 0 sftunnel intf3 interface

service tcp 8305 8305
translate hits = 0, untranslate hits

= 6

2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service

tcp ssh ssh
translate hits = 0, untranslate hits

=73

3 (nlp _int tap) to (outside) source static nlp server O sftunnel ipvé intf3 interface

ipvée service tcp 8305 8305
translate hits 0, untranslate hits
4 (nlp_int tap) to

5 (nlp_int tap) to
translate hits 0, untranslate hits

>

Z DD ERTE DHERE

=0

(outside) source dynamic nlp client O intf3 interface
translate hits = 174, untranslate hits = 0
(outside) source dynamic nlp client O ipvé intf3 interface ipvé

=0

RDa~vy REZRLT, MOTRXRTCOREVFETHZL4HRLET, ZhbDav
>~ FD %< 1%, Management Center @ [Devices] [Device Management] [Device] [Management]
[Manager Access - Configuration Details] [FMC Access - Configuration Details] [CLI Output] ~—

VTHHEGRETE £,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used

. TINA REE
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Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp_int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNSDE#HAEI L - ES M ZiERT S

Threat Defense CLI C, DDNS O FEHNL L7720 E D E R L £,
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfully updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

AR L 72 5A1%, debughttp =~ K& debugsd =~ > RaEH L4, FEAE
DORFEN KL LIS 813, A— PREPIERT S KT Y X b= STV 5 T L AR
[_/iﬁ‘o

show crypto ca certificates trustpoint_name

DDNS OEIEZ MERT 5121 :

show ddns update interface fmc_access_ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

Management Center 0% 7 7 A JLDFEER

https://cisco.com/go/fmc-reg-error & S L T 72 &0,

HFHORT

[7/34 A (Device) ] =YD [ X b U DOFEM (Inventory Details) ]2 ¥ 3 i,
=V OFMIEHR (CPURAEY L) BERINET,

Frn1z2eE I


https://cisco.com/go/fmc-reg-error

B zrcnrtys—oms

63: 4R ) DM (Inventory Details)

Inventory Details
CPU Type:

CPU Cores:

Memory:

Storage:

Chassis URL:

Chassis Serial Number:
Chassis Module Number:

Chassis Module Serial Number:

FrqzgE |

¢

CPU Xeon ES5 series 2300 MHz
1 CPU (4 cores)

8192 MB RAM

N/A

N/A

N/A

N/A

N/A

W4 EHT 51015, [Refresh] &) %20 o7 LT,

WRAINTF=RY O—DIRE

[7/34 A (Device) ]"X—> D [#H I N7=4R Y 2 — (AppliedPolicies) |7 >3 i, 77
AT T+ —VICHEHAISNTWARDORY o —NERREINFET,

64:[ER S NT-R) >— (Applied Policies) ]
LA 4172 Y - — (Applied Policies) ]

Applied Policies
Access Control Policy:
Prefilter Policy:

SSL Policy:

DNS Policy:

Identity Policy:

MNAT Policy:

Platform Settings Policy:

QoS Policy:

FlexConfig Policy:

Vo705 RY) I —D84,

)"
Initial AC Policy @

Default Prefilter Policy

Default DNS Policy

Voo LTRY —2FRTEET,

TIEA Ly ba—LRY —ZONTIL, [BRER (Exclamation) ] @ 7=y
Vo2 LCINT TN a—TFT 4 T D7dDT 778 ARY —1E#H (Access Policy Information
for Troubleshooting) | XA 7 0/ HRy 7 AeRRLET, ZOXATalRy 7 AL, 77

TANL—VNBNT VA aryhg—/L MY

. TINA REE
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65:[F5TNa—TFT 425D =HDT7 o RK —it&E$R (Access Policy Information for Troubleshooting) ]

[N TNy a—T 4 TDODOT 78 ARY —{F#H (Access Policy Information for
Troubleshooting) ]

Access Policy Information for Troubleshooting ? %

b3df319dfb31

from s

Close

[7/54 25 (DeviceManagement) 1= 026, fila OF /5S4 2K Y —&HID HTH
LRTEET

FIE

ATy 1 [T/AM R (Devices) |>[T/31 A EHE (DeviceManagement) | 3R L 7,
ATV T2 RUT—%EVYTET AL AORICH S [#RE (Edit) ] () 227V v7 LET,
ATY T3 [T/8%4 A (Device) |27V v7 LET,

ATy T4 EHENZARY > — (Applied Policies) 1227 =T, [#R&E (Edit) | (#/) Z2VUvsL
£7

66:7K1) —F|YHT

[V —E) 4T (Policy Assignments) ]

TNARAERE
I
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Policy Assignments 7]
Access Control Policy: Initial AC Policy e
NAT Policy: None 2
Platform Settings Policy: None o
QoS Policy: None hd
FlexConfig Policy: MNone e

ATYTE RV —H ATl Ry Ao Ama—nbRY U—2BIRLET, BEORY V—
DHP—ERRINET,
ATvT6 [1FE (Save) 1227V v LET,
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- Virtual Router (Global) Virtual Router: Virtual Router (Global)
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IPv6 Static Route Network{Unchanged): any=-ir  any=-ipvé
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Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms
Monitored Interfaces
Service Application Enabled
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3 5 2

System

RE:[IVSABANIREZRL—DIKXTE (Cluster Health Monitor Settings) ] t% 3> T—TILDT4—I)L K

J4—ILF

.

BALT bk

{R-84 R (Hold Time)

/) — FOWREEZHERT DD, JITAF ) —RiZI7 T7AZHIEY
J T ) — RNy~ E—F A= EELET, /— QN
REEEREENICE T /— R0 b AN—hE— R X v —UZZFE LN
Bt TOET ) — RIIREREEIET v RIREEE s E
7

AV H =Tz A ADT N
7 > ARERE] (Interface
Debounce Time)

AH =T 2 ADT NG AR, AV H—T oA A TEEN
FELTWA LRI, 7T AEZNEL /) — KRHIBRENNSETD
e <9,

Monitored Interfaces (&
ZRYDTHREL R —
Jx4AR)

A VEBE=T 2 ADNVA F w713 v IEELE=F—LF
T, BEDORIA VX —T 2 A ADTXTOYFR— M, FED
J— R ETIEEENEAE LN, Blo /) — K EOFE Ciniiof v & —
T2 ARTT VT 4T R—=MRBIGE, D/ —RNZ7 7 A2
HHIRENET, / — FRRALNR—2 T T2 NLHIRTHETD
BERIZ, A v Z—T =2 A ADEA T, 2D ) — RPMESLIEH* ) —
RTHDI, FEFT7TAXITSIMLLY ELTWEMNICE > TR
0 ET,

P—RT Y r— 3
> (Service Application)

Snort 7 12 AR LW disk-full 72 AREHINTHENE I 7
TR LET,

TINA REE .



FrqzgE |

B /sxs0~z2x2-9—850EE

J4—I)LFK SR BA

F=L Y TRGHNDOA | F= 2 ) TRHBNDA o F—T = A FRLET,
VE—T AR
(Unmonitored

Interfaces)

BEBEEDERE

JGABEAL B =T oA | 7T AZHIEY 7 DOABFERKEOREDREAZFRLET,
A (Cluster Interface)

T—IA B =T 2 A RN T =2 A F—T =24 ADHEHREORELR I LET,

(Data Interfaces)

AT A (System) W=7 —IFD HE B G OREL R LET, NEHOEEIZIL,
TV r—=a @O LTy N FELET ) r—a

AT —HRARENHY T,

)

ATy I
ATvT2
ATvT3
ATvT4

ATy TH

(B VAT LADONNAFT = I BT DHE, VAT LONVAT = v 7 PEHLEN TN DY

BlIERAE NN T 4 — L RIZFRRENER A,

ORI varhbINGDOREEITOZENTETET,

FEDOR— NFr 3L ID, H—oWEA( % —7 x4 A 1D, Snort 7’1t X, IO disk-full
Tuv ABEHRTEET, ~NAEF=Z Y UTIFIVLAN Y T A X —T A A, F£721% VNI
LBVIZR EDOFABRA v —T = ATIIFEITENE YA, 7RG 7024 T
ERETEERFA, 2OV U7 ITFICE=F—SNTWET,

FIE

[T/314 R (Devices) | > [T/ A4 REHE (DeviceManagement) ] Z#R L £7°,

EERT 257 7AZORICHS [fRE (Edit) | (£) 227V v7 LET,

[T A% (Cluster) &2V v LET,

[V T AZD~VAE=H—DFE (Cluster Health Monitor Settings) 1 &7 2 > T, [#R&E
(Bdit) ] (#) &7V vsLET,

[~VAF x>7 (HealthCheck) | A7 A X% 27 V27 LT, VAT LD~NNVAF v 7 %K

Wz LET,

. TINA REE



| #razEm
DIREIDANLRAEZS—REDRE .

7:ORTFLANILAF T VY DEME
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Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

MED MR VEFR (2L 2IET—F A v F—T =4 ZADOBIHIEE, / — KA A v F 0O
A B —T 2 A ZADHIMEAEEN, VSSROVPC 2B T D A A v FDIBI) %175 & X2,
VAT LDV ATF =y VSRR RN L, WML LA LV H—T 2 A ADE=H Y T
ZLTLZEY, MR YOEERET LT, REODEENTTO/ — RNz
b, VAT LADSNNVATF =y VIEREEZHEANI A LV —T 2 A AEE=F Y I TEE
T

ATy T6 ARV REM LA H—T 2 f ADT T AR ERE LT,

o [—/V FEFRE] (Hold Time) ]: / — KD/ N—hE— h AT —X% X A vE&— OREMHERE
FHEELET, IBETE2HMIL3 ~450WT, T 74V MI3IWTT,

o[ B =T x A ADT Ny AKFR] (Interface Debounce Time) ] : 7 /N7 > ARER I 300
~ 9000 ms DFEIPFATHZRE L F T, T 744 MELS500ms TI, fHE/NSL<THE, A
VHE—T oA ADEE LV REICRHTEE T, TV CARMEELS T L, BRH
DAREMNELS D Z LITEBLTLEEWY, f v F =T = AD AT —F AFFHNRIEE
THE AVE—T oA AFEFEL L T~—IfFTINHET, /—RNEIBEESNTI VR
B LEST, F0%, /—RKiXZ 7220 5HIBE£9, EtherChannel 78 % 77 LK HE
MHT » TREIZBITT 256 (A4 vy TFNRYa— KEN7, AA v T TEtherChannel 73
BT o172 8) | TADCAKHB LV RS2 K= DAY RIZBWTHID 2
TAB ) — ROFNERIR T, VT AL ) —RTA 2 —T 2 ADBENERIND
EEBFLHENRDHY FT,

AT Tl ~NARAF =y 7 REEOHEFHER Y TAXEREE DAL ~A A LET,

Frn1z2eE I



FqzrgE |

B /5x50~122=5—8F0EE

X 72

b4

BEYBEREEORE

Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

[V FAHA B —T x4 A (ClusterInterface) |, [7—H A ¥ —7 = A A (Datalnterface) ].

B &
s

O[TV AT L (System) NWZKOEZRELET (W=7 —I2iX, 77V r—va O
ALT TN, —BUEDRWT TV =g VAT HARERHD )

[T (Attempts) | : FfEA ORITRIEE 0 ~ 65535 OFFHOMIZFHE L £, 0IXHE)
HRESEENMELET, [T AX A H—T x4 A (Cluster Interface) | DT 7 # /L Ml
-1 (JEHIFR) T, [T—%A > ¥ —7=AA (Datalnterface) ] & [ A7 L (System) ]
DT 7 F v MElE 3 TY,

[FRITOMRIKE (Interval Between Attempts) | : FRfE S FRATORIRZ 2 ~ 60 D/ AL TERK L
FT, TI7ANMELS 5 TT, 7T AX~OFESMNE / — RBRITT D HRKRA G
I3, BB ORERARID 14400 5 (10 H) ICHIRESHE T,

[[MfED /N =—3 3 o (Interval Variation) ] : BIREZHEMIELINE I NETERLET,

1 ~3DFHATHEEZZFELET (L: ZE L, 2: BHAIORRO 2%, 3: EATOMED 3
f5) o =& E MRE S DITREL., Bo% 2 ITRE LSS, &AORITH 5 50
. 2 HORITR 10 3% (2x5) . 3EEHORITA 20 0% 2x10) L7220 EJ, 7
T AN MEIL, [T AFA X —T =4 A (Cluster Interface) | DIEAIT L, [T—HF A
4 —7 A A (Datalnterface) | B L[ AT A (System) | DHEIF 2 TT,

ATvT8 [TF=HXV TR BDA X —T x4 A (Monitored Interfaces) | £721X[T=% U v 754D

A4
')
=H
R &

. TINA REE

% —7 = A A (Unmonitored Interfaces) |V 4~ KU TA U F—T = A AZ2BH L T, £=
VIRBDA B =T A RERELET, [V ERT SV r =g 0E=2Y T
235 (Enable Service Application Monitoring) | &4 > F 72134 712 LC, Snort 7' &
disk-full 70 2ADF=2 Y T2 HANEITENT L LTS ET,
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ATvT9
27w 710

s zogegrEnzE ||

R73:E=BAYIRELA 2 EZ—T 24 ADEE

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

AE=T A ZADNNAF =y 73 VI EELEE=F—LET, FEOWwmA L F—T7 =
A ADTRTCOYER— b2, FED /) — K ETIIEENRRE LR, Bl /) — N EDOR Cig
AL E—T 2 A ATT I T 4T R — RO IEE, 0/ — RNE7 FAZNLHIBRIILE
T, S KB ANR—% T TAEZNLHIRT 5 E TORIZ, A1 X —T A ADX AT L
FD ) — RBHELE A/ — R THD0, 37 FAXIISML LY ELTWANI L - THE
RVET, TTZANITHEH, ~MMATF 2y 7 FTRTCOAS v F—T A A, BI O Snort 7' 12
£ 2 L disk-full et XA THEI > TWET,

WHUNDA B —T 2 ADN)VA ET=Z ) U T B HBHZTEET,

MHND FARaPEE (2237 —H A v H—T7 A ZOBIMNEIKR, / — KRAAL v F O
A V=T 2 A ADHEMU/AEE, VSSOVPC Z TR T 5 AA v F DB %179 & 12,
VAT LDNVATF oy VRN L, B LIcA =T A ADE=F ) TR
L TLIEZE, AR YOEFERET LT, REDERENTXTO / — RIZHEM Sz
O, VAT LADNNVAF =y JHERBEBEANCA A —T oA RAEZE=F ) I TEE
7

[fRTF (Save) 1227 U w7 LET,
REATZREBALETHRELTDOREMZSHBL TLEIN,

TINA RADEEBETEDNDESR

TRV YDOEFRE, v R =¥ DIPT RLADOEFER EOBEBRZ AT OEITFTNUEI D
AENRHY £,

TINA REE .
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FrqzgE |

. /34 R0 Management Center IP 7 KL R E1=[ERR FE % RET S

T /\4 XM Management Center IP 7 K L R FE - [IRX B ZHRET

ATy T

ATy T2

Management Center O IP 7 KL AL 2IIAR A MAEAERT H5581L, REXN—HETLHE 51T
NAACLICIEAERET 20BN H Y £, 1TLAEDOEE, EEEEILT /31 A Management
Center IP 7 RV A F2IIAA M EETETICHMELINETH, Dl b T A 2%
ManagementCenter W ZIBAN L CTNATID O A% F5E Lic i ald, BB L SN L2275
TeIZ, ZDOZAT ZFATTLMENDH Y £3, ﬂﬁ@%{:\T %, Management Center I[P 7 ]\ v
Xif_ IRA M Z IR ORBIHERF LT, Xy MU= DET @b 5 2 & 2 #ELE

T

FIE

Threat Defense CLI "G, Management Center ik 5!l - % R~ L £ 7,

show manager s

i -

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

Threat Defense CLI G, Management Center IP 7 K L A £ 723K A M 2 fREL T,

configure manager edit identifier {hostname {ip_address| hostname} | displayname display_name}

Management Center 25 DONTRESOLVE & NAT ID (T K > THRMIZHER S HEe, o=~
VREMEHLTHEERA M ELIZIP T RLAICERCEET, IPT7 RLAXZIEIHRA M
% DONTRESOLVE IZZEET 5 Z LI TEEH A,

BWHEg A T v LT, S S E T, sftunnd-status =~ > RAfH LT, #EgroiREE
HEE=H—TXET,

1 :

> configure manager edit f7ffad78-bfl6-llec-a737-baa2f76ef602 hostname 10.10.5.1

#1 L L) Management Center D45 E

ZOFNEE, EEXGT N4 ADH LV Management Center % #5325 Hikzrm L3, #HL
U Management Center 315\ > Management Center @ IP 7 KV A &HEH L TV A5 TH, RO
FIEZFATT DML ERH Y £7,

. TINA REE



| #1288
% L L Management Center D 4% 5 .

FIE

AT w71 > Management Center (ZFEERI ST A ADNFHET DAL N EHIFR L £ 9, Management
Center 22D DT /34 ZADHIER (BEMEER) (47 ~—) 2ZRLTIESIVY,

Management Center & DT 7 7 ¢ 7 70455675 & 2 %561, Management Center IP7 N L A 228 5
TEEHA,

AT9 T2 SSHApLZMEH LT, 7735 A0 CLLIZHHE L £7,
AT w73 #H L\ Management Center %% E L £7°,

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} regkey [nat_id]
[display_name]

« {hostname | IPv4_address | IPv6_address} : Management Center D4R A 44, IPv4 7 R LA
FIXIPV6 7 RLAZREL LT,

« DONTRESOLVE : Management Center Z [H#27 N L AfEE CTERWIEEIT, FA M ETL
IXIP 7 RL A0V |Z DONTRESOLVE #f#f L £3, DONTRESOLVE %#{#H7 %
e, nat_id WML ETT, T DT /3A A% Management Center (ZiIBIT 25A1%, 73
AZDIPT R A& nat id DM G ZLTHEEL T ESW, #HiOAMTIP 7 RL 2%
FREL, MAITRHRUL —EDNATID 2 5ETA2LERH Y £3,

« regkey : BFKRFIZ Management Center & 7 /3 A THAT L8 —2/FRlkLE T, 2
DF—I21E, 1~ 37 LFOEFEDOT T A S LFH 2R TE £9, Threat Defense 4 1B/
9% & |2, Management Center (Z[F] U¥F—Z2 AL E7,

snat_id: — 5B IP 7 KL REFEE LRWIEAIZ, Management Center & 7 /34 A [ DB &%
T ZAPORMENT D 1~ 37 LFORBFLFHN 2 F LET, T NATID (T,
BERFICOIMEH END T XA LXAT— RTF, NATID R —ETh V| BEhE 15
LTCWAIODOT A 22k o THERA S TWARWT & 28 L £, Threat Defense % 1B
4% & &2, Management Center Cld] U NATID Zf5E L £7°,

- display_name : show managers =2~ > R CZ D~ 31—V ¥ 2 FRT D72 DFRL ZHRE
LEd, 2047 aid, CDO 27 T4 I~ FX—V v BLOSIEMOA 713
A Management Center & L Cilpll T 25 G ICENLHE T, ZO5BEREL2WEAE, 77
AT T d— I TFOWTNNOHIEZEH L TERRrEZBEER L T,

« hostname | IP_address (DONTRESOLVE & — U — R&{EH L2V E4)

* manager -timestamp

1 -

> configure manager add DONTRESOLVE abcl23 efg456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.

>

TINA REE .



FrqzgE |

. Device Manager /" 5 Management Center ~Dt] Y & %

AT Y T8 T34 A% Management Center [ZiBJ1 L E§°, BEkF— % L 72 Management Center ~D7 /N

A ADEM 32°—) ZZRLTIZSN,

Device Manager /"5 Management Center ~DY Y &z

ATy T
ATy T2

ATvT3

Device Manager 7> Management Center ~U) W 2 % & HHA VX —T = A AL v Rx—T %
T EARECMZT, TXTCOAL o F—T = A AEEBRFFSNET, 77 ERAar br—
NWRY =R Fa ) T4 =R EDMOBEIFRFF SN LIZER LTI EZSW,

Management Center (28] Y B2 x 5 & | Device Manager % {fi fl L C Threat Defense 7 /34 A % 4
HTE < £,

JR 8O HHEIIZ

T AT A IVRE A AERICERE SN TV DEE1E,. £7. Device Manager (F[REZ2 %5
&) F£7-1% configure high-availability disable =~ > FZEH LT, @ HEREZ D+ 5
VERHYET, T/ T4 7 o=y bobmaAttE2FlT2 22880 LET

FIE

Device Manager C, Cisco Smart Software Manager 7> 57 /N4 A Z X gk fEbR L £ 97,
(MEIELT) BEHA U H—T =2 A AERELET,

X=X T I RRALT A H =T oA AT 56 TH, BHA VX —T oA AD
REEERTIHVEND D550 H Y 9, DeviceManager H5i (CEBA X — 7 = A A %Al
L CTW=A1E, Device Manager (ZFEGET DN H D £,

RV XT I RAMDT —H A ST o f A IFEA S —T o R, T A
VHE—T 2 ATHESINIT— N =2 A B TY, T 744 FTiE, FEA ¥ —
72 A ZEDHCP B IP T RV AL — U= Z%fELET, DHCP 67— U =
A%5ZFE LWgGE (B2, BEA VX —T oA A%y NU—JIZHEHR L T2
BA) A= YA ITF I AN N CT— A A B —T = A0 (bRt AL
XH Y F¥ A, DHCPINOL T — b = A ZX2E LI2HEIE, ROV ICEHAS v 4 —T = A
ANZFEIP 7 RLRAEBRE L, T — "V oA 2T —H A U H—T 2 A AIEKET HMNE
NHY ET,

I R—TX T VB AHDERA L HE—T oA A BHIP T RLAERRETLHHEIE. T
TANNTF—= b T2 A b T —H A HF—T 2 A ATERL —BEDOF— R U =2 AIZTERELT
< 7Z2&Vy, DHCP Zfi 4 5841%, DHCP /67— b = A ZIEFICHIGTE 5 L UE
LT, [MHBRETLIHNEETHY T8 A,

[T /734 A (Device) [V AT Li%E (Device System Settings) ][FF 42 (Central Management) ]
[Management Center] [Management Center] [7 /N1 A (Device) ][ AT Li%E (System Settings) ]
[P (Central Management) ] [Management Center] DNEIZERIN L, [%¢4T (Proceed) | & 7

J v 7 LT Management Center D& B &R E L E7,

. TINA REE
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Device Manager A\ > Management Center ~DYJ Y & % .

AT v 74 [Management Center/CDO®M £ (Management Center/CDO Details) | 7% & L £7°,

74 : Management Center/CDO O) 541

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
=] ' =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZEH > TLWET H (Do you know
theFMC hostnameor IPaddress) ] C, IP 7 KL A F£ 72134 A b4, A& f#H L C Management




FrqzgE |

. Device Manager /" 5 Management Center ~Dt] Y & %

b)

c)

d)

Center |ZEZETX 255 1L 1LV (Yes) 1% 7 U v 2 L. Management Center 2% NAT D1y
#BlZHDD, TV w7 IPT RUAEIIRA FARLRWEAIZ[WWZ (No) 1227V v
7 LET,

WIFTE 0 TLS-1.3 B SALBIE T ¥ R/ & 2 BOT A ARITHESL T H12iE, 27e<Th 1
HLLEDT /SA A (Management Center & 72 1% Threat Defense 7 /34 A) (ZEIEEFHEZR IP
7 RUABRKLETT,

[V (Yes) | Z@IRL7-BHAIE. EEEUA2—/ICDODHRARAMR/IPT KLAZANLE
ﬁ—o
Management Center/CDO &8k ¥— % E L 7,

Z DF —|%. ThreatDefense 7 /31 A Z % §k7 % & X (2 Management Center T f5E T 2 F:
B 1ERY OFeEGRS:— T, BEEF—1337 LFUTFICTI2HERH Y 9, HRh7aC
FATUE, HETF (A~Z, a~z, 0~9) . BRONA 7Y () RERBYES, ZDID
I%. Management Center |28k T 2HEDOT NA AHEHTEET,

[NAT ID] #4567 & L £7,

Z @ ID 1%, Management Center T HFHET HEED 1 ER Y OLFHITT, WTnoT
NAADIPT RVADBERET 2%E. ZO7 4 —/V RIZMETT, WHOT /A AD
IP7 RLARDNSTWHFETH, NATID 245ET 5 2 L 245 L £4, NATID I
37 LFLATICT DN S £7°, AT, JT (A~Z, a~z, 0~9) | B
XONg 7 () ERHY EF, ZDOIDIE, Management Center (2 &7 DD T /A
AT TE EHA, NATID 1, IELWT A ADL0OEHTH L Z & 2R+ 57
WIZIPT FLAEHAGOETHHAEINET, IPT FLA/NAT ID ORBGEHIZ DA, %
=N T v INET,

AT w75 [HGEDORE (Connectivity Configuration) | Zi%E L £9,

a)

b)

[FTDA A b4 (FTD Hostname) | Zf8E L E 7,

Management Center/CDO 7 9 R A VB —T A RADT J BALT —H A L HZ—T = A
AEMHAT A, ZOFQDN NI DA v 4 —7 oA A SN E T,

[DNS#—,3—7")L—=7 (DNS Server Group) ] Z+5E L £,

BEFD T N—T %8R 50, HLWITV—TE{EK LET, T 74/ hD DNS 7 /L—
7°1% CiscoUmbrellaDNSServer Group & FEL4L, OpenDNS $r— S—3E £ E T,

Management Center/CDO 7V R A VA —T 2 A RIZT — 4 A U F—T = 4 A&RIRNT
HEENE. TORECTCT—HA X —T7 2 ADNS h—NR—%RELET, By T v
T4 P =R CTHELZEHEDNS —_—F, BN T 7 v 7 IEHENET, T—
% DNSH#—/3—[X, DDNS (REZINTWAHEE) F1XZ0A ¥ —T7 =4 AITHEH S
NoEXa2 VT 4R —IfEHSNET, BENTI 74w T =X T 7 4w 7 DO
FWIERA o~ Z—T = A AFREH T DNS Y — = |ZEET 5720, FHICHEHL-bo L
[ U DNS % — =27 L — 7 2 @&INT D REMERH D 5,

Management Center CiX, Z @ ThreatDefense 7 /31 AIZHIV YK THT T > N7+ —LRE
RV =TT —H A H—7xAAXDNS P — N—PNFE X E T, Management Center |Z
Threat Defense 7 /3 A& BT 5 &, m—B /AR ENHER S 4L, DNS —_"— 377 »

B 7 zEE
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ATvT6

ATy T17

ATy T8

Device Manager > Management Center ~DY Y £ % .

N7 4 —LERY V—IZEBMSVER A, 7272 L, DNSZJE % & te Threat Defense 7 /3
ARHKZLTT Ty R 74— LRERV —%FVYETHE, ZOREICL-Tr— 73/1/
E EFEX ZFUEF, Management Center & Threat Defense 7 /31 A Z A &5 z
DEREZ—HTHEIICDNS 7T N7 —AREET VT 4 TICKET D2 t%k@
HLET,

F72, m—H /L DNS H—s3—{F, DNS H— =25 Tt S L2581t 0 R
Management Center CEREF S AL E T,

FMCT7OEAA VB —T A RIZEHA L F—T 2 A A RBIRTIHESIL. ZORET
BHLDNS Y— " — 24 L E T,

¢) ManagementCenter/CDO 79 R A VA —T 24 RIZHOWTE, EEDOHERFE A v H—
T oA AEBERL T ZEN,

EEA ¥ —7 = A AL, Threat Defense 7 /34 A % Management Center |Z %8k L 721412,
BHA LA —T oA AEREFPOT —F A L F =T 2 ADWTUNCEECTEET,

EE) A v =T 2 AA AT RNWT —H A X —T 2 A AR LIEZGAE. T 741
]\/I/_ ]\ %Lj][] L/ij—o

AVHE—T oA AZBBT DT 74N M—ERHDHZ L EHRTHEIICRDDA v E—

MERENET, SMBERRLTZGEIT, By N Ty 774 F—FO—RELELTIOAL— IR
TTICHESNTWET, BlloA /5 7 A A% IR L7284 1%, Management Center (24
e % il T7ﬁ”ﬁw%ﬁ%$%fﬁﬁfézgﬂ%0i70

A L H—T oA RERINLT2 ZOWEIZELHNIS, S b= A B —EDT—
vxALLTE Tfﬁ‘ézgﬁ\ﬁ)@i‘f

EE) T4 A2 —T x4 AT LTELGEX, (#1473 vZ7DNS (DDNS) FmiE
/Il (Add a Dynamic DNS (DDNS) method) 1% 7 U v 7 LE7,

DDNSZ., IP7 KL ANERE X726 |12 Management Center 2352 & K A A >4 (FQDN)
“C Threat Defense 7 /31 A | _@JJ%“C%%JZ INZLET, [T3 A (Device) > [T AT LARKE
(System Settings) ]>[DDNS#—t" % (DDNS Service) ] #Z M L C DDNS Z#% & L £7°,

Management Center (= Threat Defense 7 /34 A ZiB/I17" % {ijlC DDNS 28 &9 % &, Threat
Defense 7 /XA AL, Cisco Trusted Root CA /X2 R/L B _TOFE CA OFEE % HE)
(ZIBJN L. Threat Defense 7 /3A A% HTTPS £2#t0> 72 {2 DDNS - — /S —GEW] & 2 FRFE T &
58912 L %E7, Threat Defense %, DynDNS U E— K API {145

(https://help.dyn.com/remote-access-api/) Z /A9 %54 <XT?D DDNS #— —%HR— K LFE
7

VA=V X T 7R RACEEA S =T oA AT D855 DDNSIEY AR - EvEE A
[##c (Connect) |27 U > 27 LET, [EFRAT—4 X (RegistrationStatus) | %4 7 2 7R v
7 ZIZ1%, Management Center ~DE) Y FZ T HBUED AT —F ANKRINET,

[Management Center/CDOZ £%E%E DR 1F (Saving Management Center/CDO Registration
Settings) | D A7 v 7' D%, Management Center (ZBENL T 74 7T U4+ — L ZEBMLET,

TINA REE .


https://help.dyn.com/remote-access-api/

P

FqzrgE |

. Management Center 7, > Device Manager ~D ] Y & 2

Management Center ~DY) W iz % &% ¥ /T 5541%, [BEDO X ¥ /L (Cancel
Registration) %7 V v 27 L¥d, F+ B/ LARVWEAIEL, [Management Center/CDOZ$%5%
ENRTE (SavingManagement Center/CDO Registration Settings) | D AT v 7N %E T+ 5 £ T
DeviceManager D7 7 UHD 4 FUZP LW TL 2w, LGS, 7 ut R L—kHsE
1t L. Device Manager (-0 L7256 OB SV E T,

[Management Center/CDOZ §%:%E D 1R7F (Saving Management Center/CDO Registration
Settings) | D A7 v 7 DI Device Manager (ZH6t L7 £ £1TT 5546, £ D% [Management
Center £z1ECDO & D IEFE R (Successful Connection with M anagement Center or CDO) | &
AT TRy 7 APER S, Device Manager 2> LYW SV E T,

75 IEH &5

Registration Status 2]

Vianageme wenter or ©

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense ¢ arted guide (2

management center configuratior , or
CDO configuration guide [ to configure your device.

Management Center 5\ 5 Device Manager ~DtY] Y &z

RV IZDevice Manager Z i3 25 L 512, A7V IAEIEL7 7 U RigA 0O Management
CenterlZ X » THAEBF X TV 5 Threat Defense 7 /31 A X RETEE T,

VT NI =T A A M=V T 5 T &7 < Management Center”)> 5 Device Manager (28] V) 5
Z % T LN TEFE9, Management Center’)> > Device Manager (28] ¥ £ 2 A HiliZ, Device Manager
DT XNTOREEMZMT- LTS Z & &R LE T, Device Manager 7> 5 Management Center
WY B X DA, Device Manager 7> 6 Management Center ~DHJ D Bz (126 X—¥) %
ZHL TS,

A

FE  DeviceManager (CHIN X D L. T34 ZAOREFHIBRS L, VAT AIT 7 4V FREICKE
DEF, 7272 L, FEIP T FL A LKA MITHER S E T,

TINA REE
[ 130 | |



| 71 zE8
Management Center 1 5 Device Manager ~DY] Y & % .

FIE

AT 71 Management Center T, [T/34 R (Devices) ]>[T/34 A EE (DeviceManagement) ]-X—
MHETZ 7 AT U+ —VEHIERLET,

AFwF2 SSH £/-1d= vV —/LaR— & {#i il L C. Threat Defense CLI {Z#56t L ¥4, SSH D&, &
BIPY RUA~OERFAHE . admin 2 —F—4 (L7I3EFHRBEHERLFFOMO2—F—) T
Threat Defense CLI\Z & 7 A > L%,

(Firepower €7 /L) 2> Y —/LAR— MET 7 4/ K CFXOS CLL 272V 7, connect ftd =
< K& LT, Threat Defense CLI IZ#5%: L =9, SSH &+ > 3 > I Threat Defense CLI
ICEEEHE L E T,

BHIP 7 LA TERWIGEIE, ROWTNNEFEITLET,
cEHPBAR— R, BELTWDLIRy N —Z IR SN TS Z Lo LET,
EHR Y FU—ZIZEHIPT FLAL S — U2 A PRESNTND L Z2MEE L ET,
configure network ipv4/ipvé manual =~ > R&{HH L £,
ATYyT3 BHEYE— MEFHE-NIR-> TS Z L 2R LET,

show manager s

i -

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

ATV T4 VE—F 33—V xZHIRTDE, 22—V xR LOE— RIZARD £,
configure manager delete uuid
UE— MNEEHNO B — D VEBICEEBITT 2 2 LIETEERA, BHOYX—Vry PRERS
NTWDELEE, @A+ (UUID & &I EivE S, show managers 2~ > K& M) #fEET
LMERHY ET, KHvRx—T v = MU ZEBNCHIBRL 7,

1 -

> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers
No managers configured.

AFvTE o—hl v F—T v ERELET,

configure manager local

TINA REE .



FRq2gE |
B 7858 b—surTnevazy) BRoMENRR

ZH T, Web 77 7 T https.//management-IP-address (27 7 £ A L Tr—h)L ¥~ F—T ¥ &
A ZEMTEDL IR E LT,

1 -

> configure manager local
Deleting task list

> show managers
Managed locally.

DYFILEE (O—42yFT7OEC3=VY) ZEFEOREOER

VI TNANBEEMHER LT S ADOBGITKB LTIZSETE. T35 A7 T 7 RIZIER 28R
SN TWARWAREERH Y £, 777%§m%%ﬁ#5 X, BE AT —HZ A LED Mk
WL TWA Z E 2R LET, FAIEHE L TWARWES, ZOBEETROFHTRERAEL

TWHHEEMERH Y £7,
o CLI £ 721% Device Manager CHIHIRXELZFATL, n—X v Frueya=r 728 L
7z

c VU TNFENDT TILH DY R—=I ¥ IZ Lo TERSNATWND
VI TNEGREROZ DMOELZONTIE, [T AELS (Br XyF Fobedag=r
7") % L 72 Management Center ~D 7 /34 ZADiBEN (36 —) | 5L T ZEN,
Bk DL A BT D I121E, ROWTNNDF A7 ZETLET,

FHERLBHRT—DER
H—HyFTueya =y I RNRRLIESS, Bz T 0 bR TIEL, Bk —J
Kz 52 &TY,

1. FEPEELTO Threat Defense FIHFR T D52 T (14 X—) F7=iEDevice Manager % i i L
7= Threat Defense OHIHREDET (15 =) R L T E IV,

2. PIHEREHS A7 BFRRINIRWIGEIL, 7734 2035/ Management Center (215 1285 8%
ENTVDHAMEMSH Y £, £, FEEERZHIRL THE, ELV 32—V v ITHE
BT OWENH Y ET,

1L NS, BEPTET LTWDENE I EiEE L ET,

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76e£f602
Registration : Completed

Management type : Configuration

. TINA REE
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SYFLES (M—gvFTnEva=>y) aromEokz [

2. [%#k (Registration) JIZ[5€ T (Completed) ] & FEREINTWALAIL, v~ — Vv %
HIBRT 2 RN H D 7,

configure manager delete

3. Zo»#. CLI T configuremanager add ZfffH L CT /31 A& BHETE £,

CLTOA—42yFJAES 3= OEES

DRl —# v F7aeya = Va2 L TT A ARBEINTWGE, BREIT A
L. CDOIZ [T U7 NANESENT TIZER STV D (Serial Number Already Claimed) | &\

LT —NERINET,

VU TNHBEOREEER L., RELEFOEHERZ 7 VT LT, Tt RA2R0NLRV
EfZENnTEET,

1. SSH F£/iF=zv Y —vR— hZ2FEH LT, FXOS CLIIZHRH LT,

SSH Z {85 ) L 7-3341%. Threat Defense CLI I8t L £9°, Z D34 1%. connect fxos & A
NLET, ar =R — &2 LZ5AT, FXOS ICEEER L £7,

> connect fxos
firepower#

n— R VERZBRME L E T,
connect local-mgmt

firepower# connect local-mgmt
firepower (local-mgmt) #

Cisco Cloud 7> 567 /3 A A Z B ERfRER L £ 7,
cloud deregister
firepower (local-mgmt) # cloud deregister

Release Image Detected RESULT=success MESSAGE=SUCCESS 10, X-Flow-Id:
2b3c9e8b-76c3-4764-91e4-c£d9828e73£9

WEXHELTYZ 70 FEEaEIL L £,

erase configuration

firepower (local-mgmt) # erase configuration

All configurations will be erased and system will reboot. Are you sure? (yes/no):yes

Removing all the configuration. Please wait....
Configurations are cleaned up. Rebooting....

VUTNES (Br &y F Frnvva=r7) Z{#H L7 Management Center ~D7 /N A
ZDEM (36 ~—)

Frn1z2eE I
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. Cisco Secure Firewall 3100/4200 T SSD D7y F Ry

Device Manager ZEfAL-O0—4 vy FJOEY 3= S DBEEE

DeviceManager ([C 2 7 A »F 5L, o TR—F yF 7R ya =7 2@ L CLE DA
RRMERH Y £, 2D LD A IZIX, DeviceManager N TR —4 v F 7o ya =7 %
FATE £,

)

GE) YU TABESRTTIZERINTWDEAIE., RDYIZCLITOrR—X vy F Tt ya=r7
OFEEE (133 3—) 2L T ZE0D,

1. Device Manager T, [7 /31 A (Device) | %7 U v 7 LThhh, [VATLEE (Sysem
Settings) 1>[2 5% FH—EX (Cloud Services) 1427 Vv 7 LET,

2. [Cisco Defense Orchestrator % 7= {XSecure Firewall Management Center® H E)% % (Auto-enroll
with Cisco Defense Orchestrator or Secure Firewall Management Center) | #4212 L £,

3. [B#k (Register) |27 V7 LET,

4. VITNEE (Bv Xy F Fuvva=r7) %4/ L7 Management Center ~D7 /31
AZDIEM (36 ~—2)

Cisco Secure Firewall 3100/4200 TH SSD DKy kX w T

SSD 322 HE ., HEIFIZRAID B ENET, 774 T U+ —LOBRNBA->TND
JRAE T Threat Defense CLI TIRD X A7 Z#FITTEE T,

+SSDD12%Ky NAY 75 : SSDICEENDLLEIE, RETEEF, SSDR 1D
L2 WGE. 77 A7 U3 —VOBEIENA 78> TWABR SSD X ) A F A,

*SSD D 1 DEEWV /T : SSD N2 OHDHLEIE. 1 WMV T R TEET,

«2OH®SSD ZBEMT 5 : SSD A 1 2DFAIE. 2-2H D SSD #iEN L T RAID K T
%i—é‘o

A

FE O ZOFEAZMFEH LT, SSD & RAID 7 HHEIFRT 2RI SSD 2V 4k X2 TL 728w, T—
HMKbNDEEEENH Y T,

cl

FIE

ATYF1 SSDD 1 5&FHWY 4L ET,
a) SSD % RAID /»HHV 4L 97,

configureraid remove-securelocal-disk {12}

. TINA REE
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Cisco Secure Firewall 3100/4200 T? SSD D7y F Ry .

remove-secure % — 7 — K{Z SSD % RAID 7>HHIE L. B R ELT « X 7 HRE 2 NIz
L. SSD #Z4&ICiE L ET, SSD % RAID M HHIRT 27200 TF — & 22 O £ L HEFF
TAHEAIL, remove X —U— R&FHACTx$£9,

&1

> configure raid remove-secure local-disk 2

b) SSD A Ry R UIZE RSN DL ET, RAID AT — X AEEMRLET,
show raid

SSD 78 RAID 7~ B HIBR S D &, BIFMEE R4 TORENSILL LTERRSNET, 2

SHORIGA T, A A—F 4 27 L LTERENARL 20 £,

&1

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none
RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none

Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none

Bad Blocks:

Unacknowledged Bad Blocks:

> show raid

Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid

TINA REE
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Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

c) SSD Z T ¥ —ULYERICED AL ET,
ATwF2 SSD ZiBMML £,

a) SSD #ZEDAu v MIWEANZEML £,
b) SSD % RAID ({ZiIBMM L £,

configureraid add local-disk {1] 2}

B LU SSD & RAID OFEIHINTE T4 5 £ TICEIFM 005 Z ERH Y £33, DM,
T AT U A VIR EICEHEL 9, HlREhb Tx, BERAZICRIITREITSNE
T, AT — X AEFFTHITIE, showraid =~ REFHALEI,

DIEHCRID Y AT A THERAEINTEBY . £7-e v 7 SR TWASSD 20 1T 58413,
WhDa<r ReASILET,

configureraid add local-disk {1] 2} psid

psid X SSD DEEIZAE SN2 T~ UCHIM S CTWET, F2id, VAT AEFEE L,
SSD #H 7 +—~ v F L CRAID [ZIBIMTE £,

3 — E— /=
FTLOLWETILADEEDTET
Firewall Threat Defense D €T NVEITY 4 B — REFEHATE L. HTWEBEETTANLH LN
ETFMCREEBITCEET, VAT AL B =T 2 A AL =S 8 TRAL A A

B—TxAf Ay TEXET, BITHIDOY —AF AL R X —F o NFEAL R Ta vy T &R
TUWET,

BITTHR—FSINET/NNAR

YR—FENTWEY—RXTNAR
* Cisco Firepower 1120

. TINA REE
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* Cisco Firepower 1140
* Cisco Firepower 1150
* Cisco Firepower 2110
* Cisco Firepower 2120
* Cisco Firepower 2130

* Cisco Firepower 2140

N

GE)  YV—AT AL RINAN=Var T0UBETHLILERHY 77,

YR—brENE2—T Y bTNHRAR
* Cisco Secure Firewall 3105
* Cisco Secure Firewall 3110
* Cisco Secure Firewall 3120
* Cisco Secure Firewall 3130

* Cisco Secure Firewall 3140

\}

(GE)  Cisco Secure Firewall 3110, 3120, 3130, BEL V3140 T /31 AlX, X—Ya 171 LUKETH D
PBEH Y F9, Cisco Secure Firewall 3105 1, N—T a3 U 73 LIETHINERH Y 9,

BITROZA4EVR
Aw—=b TAC AT AT MIT AL R REGT 20ERHY T, BITT5L, V—2
TNRAADTARANE —F v T NRA A |Za—3snET,
BITORHEEY
o V—RAT A AL Z =5y NT /A A% Management Center (28T DB N H Y £,
AR —h TARVATHVY ML, #—Fy 8T AL ZADY T U = T FIHERDB

EHTT,
« B—0y T AL AT, AIBRESITWVRVWEHT LS BRI SNTET A AT D2 &2
BLET,
« V= AT NA AL =5y FTFARL T T OENRF L THLLERSH Y £,
e KAA

TINA REE .
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7 2EE |

T FAT A== R =Ty RELIFX I T AT L b
AT TAT AT

« F =0y bT AL ZFLTOREISIETE £ A,
s RNVFA AL AT

« 7T AL D—FB

s =P —E TS ZADETHERZFF-> T LBERHY £,

o Y — AT ADRRTE

AT, 2T —=RRWRLERH Y £7,
« V= RATAL A, R ORRE

=

RETEET, 2720, BITHIL. WThoT 34
AZATHREM, f VR —F, FHEIEFZITIAR-FZ AT BEITLRNTLEE N,

o V—AT R ANRHARXT O THIHE, =7 v bT XA ANRHAXT O—HTH
HMETRL . FOHLEEETT, BITICL > THAXT BNEMRINDIZ &L, aFish
HTELHY FHAL

4 — K THBITESINSERTE
BITU 4 —RIZE Y, WOBRENEEILT A ANSLH =7y b TS R Zav—3hE
‘/Jﬂo

R (VS

e UHE—T AR

e

fh A

AT Y I

5

s N—T 4 U TERTE
« DHCP # £ 0" DDNS 5k
« AL — ZFRE
c KU v—
HEST AT b AT F DA —N—F 4 K
« 7Ty M T — LRE
« UE— T T U FRBOHER
BATO 4 P—RIck 0, RORY —BENEREITLT A ANS L —7 v RT3 ZZa e’ —
EhET,
s IEHMERY >—

* NAT RN U o —

B 7 zEE
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* QoS KU v—

e UE—FTZ7EAVPNARY —

* FlexConfig 78 U 3 —

TR arya—)L R —

TV T4 NHE R —

¢IPS KU v —

*DNS AR U > —

«SSLARY —

TN 2T R =L T AR —

TATUT AT 4 R —
BT 4 P —RICE D, ROA—TF 4 v TRENEETTET AL ANH L —Fy RTINS A 22
E—IhET,

« ECMP

* BFD

* OSPFv2/v3
* EIGRP
 RIP

* BGP

e AR —_R—=2 )V —F 4 T

« Static Route

eV ILFXNY AL N—FT 4T
o [{EA8V—#  (Virtual Router) ]

BTV AP —RIZED ., ROA U FZ =T A ABRREEILT A ANDZ =5y FT A, 2|2 =
v—shET,

WA F—T A A

W T =T AR

* EtherChannel A > % —7 = A A
ATV IN—=T A F—=T = A A
VII AV Z—T AR

*VNIA HZ =T =AR

Frn1z2eE I
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=T Ny A =T A A

BITOHIREE
« U4 = RIIBITLER A,
« A b VPN HY o—
« SNMP DK
BATR, T ADT Ty b7 —LREEEN LT SNMP 2R ETE £7,

C CEACHATCE BBATIE | SR T

s EEFTA X =T oA ADHE, HEIrI V=T ar, BIOT 27 Ly 7 AREN
B— s NFNRALADT B T EINTA L F—T oA ZZK U THERSEES . ER=
E—ENhET, AR THRWES., oD RTA—=2ITF 73V MEICRESNE T,

e UE—FT7Z7EBAVPN b7 R FiRA v FiEHEREFESIN TOWERA, F T A MRA
REEBAEL., BERNCFEI TR T ALEND D F5,

« T 74N RTIE, BITRICY — AT 3, AT Snort2 MEM SN TV 2AHAETSH, #—7
RT3 AT Snort 2 TiE72 < Snort 3 MEM SHETS

«HA T3 ADFA

H=T Y b TNRA R T 2= V=N DO IR TH oA =T A AT T v E
YITEER A, ENLDA U F—T oA AT, V4 = FTEMEINTNET,

e V=ATNARLE =Ty NTFNRAL A U4 = NTE, BHASA 4 —T oA

A, Tz —=N_"—D K N) T—HHE (L FZ—T 2 AMACT RL A2 ED HA
BRIIBATSNET A, BITRIZ, RERNRTA—ZEFEHTRETILENHY £
ﬁ—o

Cisco Secure Firewall Threat Defense D217

) B BT I
BATICET B R A & IR A R LT S0,

Fg
ATY T [T/31 A (Devices) ]>[7/3A A%EH (Device Management) ] & EE4R L £,
ATvT2 RX=UOHEIHD [BIT Migrate) 1227 V7 LET,

ATvF3  [L9Z% (Welcome) ] T [Bi#h (Start) 1 %227V 7 LET,
ATYT8 [V—AT /A A (Source Device) | KR v 7 X T URARNNLT/NA AZEINLET,

| AR
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ATy Th
ATvT6

ATy T17
ATvT8

AFvT9
ATy 710

ATvINn
ATvT12

BiI0~z + 75557142 ||

FORAZANHAXRT DO—EFTHIEE. HAXT DAy T A DHENRFREINET,

Next] 27 U v 27 LET,
[#—7% > bT /34 R (Target Device) | KRy X7 U A NNLT/NA AR L F7,

FONRAANHART D—ETHIE. HAXT Oa T A DOHrNRERINET,

Next] #7 U > 27 LET,

[f % —T x4 ZADFE (ConfigureInterfaces) | AT v 7T, VY —AT A ZAOYEA X —
T2 A A& H = TN, ZAOYEA L H—T 2 A~ BT LET,

FTRTCDA L H =T 2 A AD< v BT, WATIEIHY THA, TXTOLRIMTEA L Z—
Tz AE, MDA L E—T 2 A AD—FHTHDHA L HX—T oA A~ B TTHULEND
NET, HA 72— NV A —N"—HEO—THDIA v X —T =2 AI~v v BT TEERA,
ENLDOA U H—T oA AL, V4P —FTEBLINTWET, V4P —FTlE, =2—H—
DT A X —T 2 A~ o B TS T, A v X —T = A APMER SN ET,

[T7AN ROy T (MapDefault) 1427V v LT, 774V DA H—T A
Ay VT EFRELET,

=& 2iE, Y —AT /A AD Ethernetl/1 X, #—7%7 v b7 /34 2D Ethernetl/1 {2+ v ¥
VTENET,

I ARNTOY BT 27 VT35, [TXTE227 U7 (ClearAl) 127V v 7 LET,

[Next] #7 U » 7 LE7,

[vy B 7 OFRR (ViewMappings) |27V v 7 LT, A ¥ —T oA A~y B T ZHER
LET,

[5fF (Submit) 1227V v 7 LTBATZBIG L £,

[i@%1 (Notifications) |>[# A7 (Tasks) | X—TIIBITAT — X ABREKRINET,

RDBERY
BT LD, T A& EATE T

JEBNIME TR, MR ERAEL, LEISUCREATEET, =720, BHAC, BITO
RANTTITT 4 A (141 =) ZRBHEINTWDET 7 a r2FHTLTLEEN,

BITORA TS T4 R

BATHII L6, BRANCRDOT 72 a v 2F 7752 L2 BRI LET,

s EEILT A ADRBEHTOHEEIT, A VA —T A ADIPT RLAZEEBLET (F1
DT RUVAWNRETLT N, AMLHE =7y hTRAL R Zab—Xnbizd) |

e P BHLIZIPT RUATNAT AR —Z2FHH LT &N,

TINA REE .
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BTN A VX —T = A ADRENRT 7 /L MEIZERT INDGATE. T D5 DOEE &
ELET,

« Z—=Ty FTANA AT A, ZGEHENR D L A1, BRELET,

cHAY® v b7 v 7 RHDGHEIT, BRMRA X —T 2 A, Tz2—VA—_"—=D ) H—
U o — 7I4XMACTM/W:¢2:@HA/\7% HERELET,

cBAITRIZU By RENDZWA v F—T oA ABHRELET,
s (EB) T ADT Ty "7 A —LREEMHEALTSNMP 2% ELET,

e (FE) VE— NS UTFREOREXIREELET,

V—=ATNAAERNTE =Ty 8T A RT —F A B =T oA A% LTe~v R —

T I RAMER D STGE, BITRICS A=Y 7T 7B AR KDbVET, ¥—7 > ]\7‘/\
A ADIFX =T X T 7B AREZEHLET, FHMITOVTIE, [Cisco Secure Firewall
Management Center Device Configuration Guide] F721%4 > 7 1~ 7 ® [Changethe
Manager Access Interface from Management to Data] &L T 72 &0y,

o (BEE) BEISUTHA MEH VPN ZRELET, ZH6DOREIF. FEILT A A0
%*ﬁ’vﬁéﬂiﬁ/\/o

o JEHRNCEM 7 L B2 —%2 &R LET, B (Deploy) 1>[miE 722 (Advanced Deploy) ]
BZEINL, A 2D [FLEa— (Preview) | (B) 7422270 vy 7 LET,

B 7 zEE
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74 2eB0EA0BE [

FINA REEOEEDEE

T RE =/ #/|) Threat | £ 40
Management | Defense
Center
Firepower 4100/9300 @ | 7.4.1 74.1 TYTIL—FDEE, HILLEERE a2 —LEEML. 7Ty T

VX — L)L
AT T — K,

JL—FRFRIZTNAREEMR) O—Z2BALET,

T — U EHIAIY FH T /314 A L LT Management Center (28 #% 3"
% Z & T, Firepower 4100/9300 D ¥ — 3 LULD~NVAT T — M &
BRTEH LI E LTz, £/, Firewall Threat Defense 77 » ©
T A= LEEDNNVAEY 2 — VEFGNIL T, ~IVARY O — %7
AT 20ERHVEST, 77— NI, AvE—URUF— ~LRE
=H— (ERDO_A DT 314 A (Devices) | TV ¥ — U ZER) |
BLONAAL R PE 2 —|ZRRINET,

~I)VTF A L AH o AF— RT Cisco Secure Firewall 3100 D ¥ — %
BINL, EFEET 77— hERTTLHIELTEET, ZhoDT A
ADYE X, ManagementCenter i L Ty —T 2L ET, 72
72 L. Firepower 4100/9300 ¥ ¥ — > DAL, V¥ —v~F—V ¥ £
7ZIZ FXOS CLI Z i i 2 BE 3 H 0 £,

PR/ E S EE : [T/34 R (Devices) |>[T/31 REHE (Device
Management) ]>[3BA0 (Add) ]>[¥+¥—3 (Chassis) ]

%0 : [Add a Chassis to the Management Center ]

TR AETNTT A
AT T AXDOCLIH T
R LET,

7.4.1

(EE=¥
(Any)

FTNRAAENZ T TAZD N T TNy 2—T 4 TSI OB DE
FHH CLIH N ZFRCEET, £/, {EEO show 2~ K& AT
LT, HhzmRTEET,

/AT Sl : [T/34 R (Devices) |>[T/31 REE (Device
Management) 1>[2 5 X% (Cluster) ]>[£f% (General) ]

Frn1z2eE I
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B = xemotrorE

FrqzgE |

HERE =/ /N Threat | 5¥40
Management | Defense
Center
NG TNy a—TF 4|41 7.4.1 [T /34 A (Device) | X—YDET A A, BLOW[7 T AKX
T T A INDERE H (Cluster) | —YDFT_RTDIFAZ ) —FDRTFTTINY 2—F 4
vrmr— R, [T VT T ANEERBIOSY Y — RTEET, 7 TAXDOEE,
A (Device) 1B I W TRTOTZ 7 ANEH—DEM 7 7 AV LTH YV n—FT&EE
[7 7 A% (Cluster) ] T, VIAR ) —RDI TFAEDI FALIu T kG005 b TEE
N=UNLFTTEE I, F720E, [T/AM R (Devices) [>[T/31 REHE (Device
S Management) | > %0 () >[FF TN a—F 127 T7 A0
(Troubleshoot Files) | A == —M b7 7 A NVAERE N H—T& &
R
BB S L7
« [T/31( R (Devices) |>[T/ 1 REHE (DeviceManagement) ]>
[T/314 X (Device) | >[£h% (General) ]
« [T/N1 R (Devices) |1>[T/\4/4 AEHE (DeviceManagement) ]>
[25R%2 (Cluster) ]>[£##& (General) ]
U TNESEERL|74.0 Management | ¥ % v F 7 r by a =7 &35 &, Firepower 1000/2100 35 X
C Firepower 1000/2100 Center 2% | U} Cisco Secure Firewall 3100 7 /31 X THIHY v N7 v 7 %2974 %
F L ¥ Cisco Secure N7V |z, YITAEETT AL A% Management Center |28k TX
Firewall 3100% ZIZE|E | £, Management Center I%, = OHEEED 721 SecureX 35 L X Cisco
Management Center (2% AIRE Defense Orchestrator & fif é NTWET,
Iotn 2T 720 B/ S AU - [T/34 X (Devices) 1>[T/31 RAEH (Device
REYa=T, Management |\ anagement) 1> @M (Add) ]>[F/84 R (Device) |> [ U 7L
Center 73 | &2 (Serial Number) |
Ty
2 F FOMD/N— 3 OHIIR : Z OBEAEIZ, Management Center 23 /37
“x 7 U ZIZHEFETEARWES. N— 3 273X £77137.4.0 Threat Defense
o TNAATIEHYR—bENFEEAL, PR—ME, A= 32741 T
72.4/74.0 |HHSOATHNET,

. TINA REE



| #razEm

74 2eB0EA0BE [

Hae =/ /N Threat | ¥4
Management | Defense
Center
vV INTEREA 740 74.0 TFvTI9L—FDEE, 7YvTJL—FRRICAVA—T A RA%&%I—

H—T A RLBWA
VE—T A A,

ULEY,

TALBEZEEH L TODH LT A ZADGA, VI —2kiA v % —
ToA RIMEHTEERA, v —VEINTEEHA L F—T oA ADR
AT ET,

TAURIZT v 77 L— RL7GA
BWA 28— T 2 A ADFENBVERAE, A V¥ —T = AR
HEIWICc~—Y &N ET,

DA A —T 2 ADRENRHDHANE, A VX —T = Af A%
FET—TT52¢b, WA ¥ —T = A X&5| X E5]
AT b TEFET, 2L, BMiA X —T A ADY
A= MIEH%DOY V—ATREIEINDD, TEHEITRI AV
H—T 2 A<w— L TLIEEN,

~v—VE—RTlX, 774N DNCT—ZN—T 4 T T—T NVEH
THEIICAAA 77 4 v 7 OEELEHRINET, FHEHL—
TATT=T VL, RECEHREHA VA —T AR (FHEE
o) ZHELTHGBICOMERATEL LIV L,

TS5y NI A —LBREOELS. THIEROZ L EERLET,

ZWrA o H—7 = A AT, HTTP, ICMP, 7213 SMTP ANz
FTHZLITTERLS R E L,

SNMP 22\ T, ZiA v Z—T =2 A A TIIRLEHA X —
Tz ATHRAMNEHFATEET,

Syslog Hh—/3—=ZHOWTIE, BWiA v ¥ —7 = A ATIERERE
A B =T 2 A ATT IV BATEET,

Syslog h—/X—F 721X SNMP R A hDT T v 7 4 — LRE TR
oA > S =7 = f APLARTTHERE SN TV DG, v—Yahiz
THRARAE =V ENTNRWT A RZRA DT T v M7 +—
LRERY — 2T HVERHY £7,

e A B =T A AEIEELRWIEA, DNS/ILVy 7 7 v S 3EHLEH
HAN—T 4 T T =TT =Ny 7 LI 7e D E LT,
BH/ER Sl : [T/34 R (Devices) |>[T/31 REE (Device

Management) ]>[4 2 —2J 4 X (Interfaces) ]

FB/AEE Sz~ K . show management-inter face conver gence

TINA REE .
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7 zeE |

HERE =/ /N Threat | 5¥40
Management | Defense
Center

Firepower 1000/2100 7> |7.4.0 WLy | Firepower 1000/2100 2> 5 Cisco Secure Firewall 3100 (2% € % fii HLIZ RS

5 Cisco Secure Firewall ITTELEOITRDELE,

3100 ~DBAT, R . . I .
POR/ER SNl : [T/8 R (Devices) |>[T/34 XAEE (Device
Management) ]>[#41T (Migrate) ]
7T N7 A — LD : Firepower 1010 £ 721X 1010E 7> 6 OBATIE
PAR— SN TOERA,

T RTORERGE T /3| 74.0 WD [T RTOBEREAT AL ADVLR— &2 X7 ra—RT&bkoichk

AADVR— 2L DE L, [T/8M R (Devices) |>[T/31(4 REHE (Device

va—RKLET, Management) JIZBEI L., =YD EIZHEH LW [T /31 AV A
FUAR— DX 7 v— R (Download Device List Report) ]V > 7 %
7V v 7 LET,

F—H A B =T A |74.0 7.4.0 Threat Defense 7~ 74 T & U 7 ¢ TlX, Management Center & (D1

A %Ml LT, Threat BICRE DT —H A Z—T oA AEEHATEL L2120 E L,

Defense /~A 7 XA 7 LRIE, AZ v RTa T8, ADIINZ OMREZ AR —h LT\ E

YT A XTEERL L7z,

SR %8 . [Using the Threat Defense Data Interface for Management |

TG AR DL AE=|T7.3.0 WD | T TALDNVAE=S —RHEERETELL IR E LT,

& \—OD%LEO

FRUAR SNl : [T/34 X (Devices) | >[T/31 AEHE (Device
Management) ]>[7 5 X% (Cluster) |>[7 T RXREZDANILAE=Z—
MDEXTE (Cluster Health Monitor Settings) ]

GE) LARTIZ FlexConfig i fl L T Db DREEAT - 7B B 1L, B
BARTIZ 43 FlexConfig D& EZHIER L T 72E W, HIBRL 722
Do 735 E0%, FlexConfig D% i 12 & > T Management Center
DREN EFEEXINET,

| AR
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HERE =/ &/ Threat | ¥4
Management | Defense
Center
TE~YXx—Y ¥ 7 27%|73.0 7.3.0 VA=V T I RARLT A A =T oA AW AT DG, 7T
ART—=H A H— AVAVE—T oA ARF T LIz & EIEFTBIEZ 5 &< &
Tz A A, I EBIHEVA A =T oA AEMERTEET, T3 AL, SLA
EF=H VU TEMEHLT, AXT v — FOFETAMREME L . Wi
DAVHE—T 2 A A FLECMP Y — U B L, BT 7 1 w7
THIFDOA =T oA AMEHTELLHICLET,
PO/ AT Sz
« [T/31 R (Devices) |>[T/\1 REHE (DeviceManagement) |>
[T/34 X (Device) 1>[E# (Management) ]
« [T/31 R (Devices) |>[T/31 REHE (DeviceManagement) ]>
[T/31 R (Devices) 1>[4 2 —7 x4 R (Interfaces) | >[~
F—T ¥ TR (Manager Access) ]
ISA3000 :‘/X%A LED 705/730 705/730 ISA 3000 7&{/«\? D% l\ &Q]j :/j‘é & . ‘.‘/X%A LED 753‘%%*}* Liﬁ—o EE
LDy yy hEDT A LENS, D7 L b 10 BFF> T ZE0,
DHR— ],
ISA3000 17 L 5> v » | 7.02/72.0 |7.0.2/7.2.0 |ISA3000 % v v X0 Cx 2 L5270 £ L. LIiL. 74
N DY HR— R, AEFEBTLHIELNTETEEATLE,
Y —pm—ny 120 7.2.0

IV A T A A
THHR—FENTNFE
T,

configurepolicy rollback =~ > K@l HIET A4 ATHR— I
Tb\i—a—o

Frn1z2eE I



B = xemotrorE
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Defense

Ed 0]

< IVFvX—T ¥ DY
A= h,

7.2.0

7.2.0
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—o =

770 REEERIoOEEE L X —FEALEL DU 77 Rightil
DOEH Y % —I, CiscoDefense Orchestrator (CDO) 77 v b7 % —
LAEERALT, HEDOCiscotxa) T4 V) a—a  OFHEH

ALET, =Y OEFICONTII T A aRNfT0ET,

N=T g 12 UBEFITLCNDEN— RN =27 MY
X =TT, 777 REERIOT A 2% THREZH C&E3n, A
WIAR houX T EGHTICRONET, ZON—RUy =T £
IIRAREEEE X =D B, T3 AR — % BETE EH A,

HH/AEF SN 7-2~ 2 K : configuremanager add. configuremanager
delete, configure manager edit, show managers
BB S L7

« 770 NEHMT NSA R n— Ry =7 3SR E ¥ —
(IBINT 25551%. i LW [CDOE FEATET /3 A (CDOManaged
Device) | T = v 7Ry 7 A4 NI LT, TNURGHHEHATHD
ZEERELET,

« [T/314 R (Devices) |>[T/31 AEHE (DeviceManagement) |%
BIRT D & OEHHAOT A ARERINET,

FHEHIZHOWNTIZ, CDO R¥r a2 AL FEBLTLIFEE N,

TItEAary ha—b
=LA T =)
k7 N— TR T
7 AN B THHTY,

7.2.0

7.2.0

NR—=3 v 720 IBEOEBXNRT NA AT, #7229 bJIL—
TREORENT 74V N THEMTT, ZOF T a s id, [T/34 A
EH (Device Management) ] X— 3 TT A ARELWRET HEZD

[FEAME% & (Advanced Settings) |27 v a3 i2d v £9,

e GRS S o
ni-Haoa#hn—1
N 7,

7.2.0

7.2.0

JEBAIZ & > T Management Center & Threat Defense [#] 0D BREEE 23 &
YLESARICHAT, REOHB T —A RNy 7 ZHMITELH LI
720 ¥ L7=, LLANE. configurepolicy rollback =~ > R&fH L CF
B CHREEZTI— NNy I THIELNTEERFATLE,

B ST

«[F/81 X (Devices) |> [T/31 REHE (DeviceManagement) ]>
[T/34 R (Device) | > [EBRE (Deployment Settings) ]

BB (Deploy) 1> [EE%ER (Advanced Deploy) 1> [FL
Eax— (Preview) ]

- [EB (Deploy) |>[EBERE (Deployment History) [>[ZFL
Eax— (Preview) ]
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HEBE 5=/ /) Threat | E£4H
Management | Defense
Center
Cisco Secure Firewall |7.1.0 7.1.0 SSD XA CK;BE{b RZ 47 (SED) T¥, SSDR2oH b4, V7
3100 T SSD @ RAID k7 =7 RAID kL E9,
A=k, N . . .
v h PH/ER Sfz2~ > K : configureraid, show raid, show ssd
R TO TLS 1.3 |7.1.0 7.1.0 FMC 7 /31 2R T TLS 1.3 BMER & D Koz L, U
DFHK— b, BiIE, TLS 1.2 2894 — kST E Lz,
FARL ABEDOA > |1.1.0 7.1.0 m@ﬁﬁmf FNS AEFOREE T AFK— L, FUTF/A 2
R— Nz ZAR— ], IR FEENTZREEA VR— b TEET,
« TNA ZERO FMC IZBEIT 5,
s FWEREEEILT D,
« TN RE BT D,
HHR/AATE X : [T /31 A (Devices) 1>[7 73 AEH (Device
Management) ]>[7 /34 A (Device) ]>[2f% (General) ]
FDM % L C, 7.1.0 7.1.0 FDMZ A L TR EEEITT 5 &, BHBION~3x—Yx 77k
FMC IZ X 5 EHHIC AREWTINZ T, BHEHOZZDIZFMC I Y #x 7= & &2, FDM T5%
FTD Zi&XEL £ 7, TLETRTDOA VF—T = A ARENMRFFSNET, 778A 2
Fa— LR o=t X2 )T 4= EOMDT 7 4L FEREIT
BEENR2NWZ LITEELTLZEY, FMCCLIZ#HEf+ 5 &, &
RELIX—VX TV EAREDHBMMERENEST (21T, 7
T4 FEOWNERA v H—T = A AR SN ERA)
FMCIZH)V # x5 &, FDM ZfH L CFTD 2 T 7e< 20 £
—a—o
BB/ E S 7- FDM i : [ AT LIKE (System Settings) 1> [E
¥ >4 — (Management Center) ]
77T L—RKA7—|67.0 6.7.0 [7 /31 ZEH (Device Management) |-X— U2, T/ AT v 77
HACTTINA A% T 4 L—RENTWAENEID (BLOFDT v 77 L— KXR) 2, &%
IWETH, BT T L= RPWB LTZRI LT P o, EEXRT A
AT BT v 7T L— RIFERFRRIND L O L,
AT Sl [T/34 R (Devices) 1>[T /31 REE (Device
Management) ]
FTD T®O FMCIP 7 K |6.7.0 6.7.0 FMCIP 7 RLAZET T 55512, FIDCLIZfH L TF /3 f 2%

L ADEH

EHTELL0ICRDELL,

BT S22~ K @ configure manager edit
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Firepower Chassis 6.4.0 6.4.0 Firepower4100/9300 >V — X 734 ADEEIT, [T /34 AEH (Device
Manager ~DV 7 Management) ]-~<—37(Z, Firepower Chassis Manager Web A > % — 7 =
Vv o774, A ANDY I PERRENET,

/AT Sl : [T/34 R (Devices) |>[T/31 REE (Device
M anagement) |

Bt B AT — (623
HATTINA A% T 4
NETDH, "=z
fzE£RT~T D,

6.2.3

[T /34 A& (Device Management) | ~— UVIZEHRIRT XA AD
N=V g UERNFEREIND L1, ERERSIVERD AT —
HATTINA A7 4 NVETHEEENBISNE LT,

/AT Sl [T/34 R (Devices) 1>[T /31 REE (Device
Management) ]

| AR



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



