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ZDXHITHE, HHa=y by evxeEEb T ET,

AA »FTlE, EtherChannel = — K/NZ 207 7L Y X L source-dest-ip & 721

sour ce-dest-ip-port (Cisco Nexus OS 33 & U Cisco I0S-XE @ port-channel load-balance =~

v F‘%?"?EE) EHERAT22L2B8DLES, VIAEZDODT AL AT T 4 v 7 R
DT HEAENRHLHDOT, a— R ANF A TNIY XAATiEvlan ¥—U— R&EH

Liﬁb\“(< 7230,

AA v F @ EtherChannel 2 — KN o 7 LI ALEEETHE, AL vTFD
EtherChannel f > #Z —7 = A A3—WFHIZ T 7 ¢ v 7 DgiEZEL L, A= 7Y ) —
Za baLPFERELET, FT T 4 v 2 RAFORNAHETETIC, D U F
j—O

G ARG 7 RADAAL v F T, LA F = v 7P LEBFELARWE HICT D0
BHYET, Z7I7AXGEY) L I7EATI XAV NENTZ T 7 4 v Z7121F, ELW
L4F =2y V7V EARRESNTWERA, L4 F = 7V LERIETIHAL v FI2ED, b
T7 4y IRy FENDARENRH D T,
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e IR—= P F ¥ RN N RVDE T HANFE, BESNTWADF—TTF7A4T A H—N
IVEBZ TR Y 5 A,

» Supervisor 2T EtherChannel CiX, 7 7 4 /L kO /Ny v affE 7L TV X AL T,
VSSERETTOIEMTE N T 7 4 v 7 ZWET DI, 7T RAZ TAA REHE SN TN DHAR—
FNF ¥R TONy T2 TATY RAEFEEICEELET,

router(config)# port-channel id hash-distribution fixed

TN XA LE T a— N UIEE LRWNWTLEEW, VSS BT U o7 1Zxf L Cidunt
T LA TEET,

» Firepower4100/9300 7 7 A X X LACP 7' L — A7 )L a2 N"—V = A% HR— L TWE
T, L7 -> T, BRI TWA CiscoNexus A »F TCLACP /'L — AT )L o2 /83—
VU AEAYHOEFFIZIL T ZERNTEET,

e 2A v F ED A/ K EtherChannel D/ X2 KU U IR EWE Z1X, AL v FOFERIA

2 —7 xA A% LT LACP @i L — b & A x—7/WZT& £7, FXOS EtherChannel |2
X7 7 4V b T [E#E (fast) JICRESHTWDH LACP L— 3% Y £47, Nexus ¥ U —
RIpE— DAL v FTlE, AP —ER VYT =T T v F 7 L—FK (ISSU) %37
THBICLACPEH L — PP R— R ENBWVWZ LICEELTLEE Y, £DH, 77
28 ) 7 TISSU 2T 5 Z LidHE s nEE A,

49 S5 A% 1) >4 D EtherChannel

« 15.1(1)S2 £ Y i Catalyst 3750-X CiscoI0S ¥ 7 k7 =7 N—V 3 L Cl, /T AKX =
= MIAA »F A& v 7T EtherChannel Z #3252 Z L 2 AR —F L TWEHEATL
oo T74HNVNDAAL v FRERETIE, 7 7 AKX 2=y b EtherChannel 287 B A AKX v 7 |Z
BHiSNCWAIGE, 2=y NOARAL v FOERNA 72D E, FROVDAAL v FIT
Pt 4T % EtherChannel [3EE) L £+ A, AL E©H 5729, stack-mac persistent
timer 2~ REZREL T, +o72) a— R 2R TE D2 RE2E, 7-& 213 8 47,
0 (EHIPR) 72L& ELEd, £/20E, 151(D)S2 728, LV RELLEAL vF V7 b
VT N—=Vg Nl L — R TEET,

« A% K EtherChannel & 5 /34 A 17— % /L EtherChannel D 2> 7 f ¥ =2 L—3 3 1 AR
> K EtherChannel & 57734 A 1 — %L EtherChannel |Z5%f L CAA v F Z@UNIHRE L F
7

« Z/X K EtherChannel : 7 7 A% .=+ | A3 K EtherChannel (7 7 &% D3 X T
DAINIZIEN D) OGFEIL, HEBOA o F—T 2 A APFEEIIVTAA v T EOH
—® BtherChannel £ 72V £9, FA L F—T A ANAAL v F EORICF v %L 7
N—TRNIZHDZLafR LTI IES,
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9528059 #i4 k51 vespsE

Switch

VLAN 101
port-chi

Spanned Data Ifc
port-ch1

i

e

\ eth1/2

WRONG

VN 101
Node 1 by Vi

Spanned Data Ifc 4 1

port-ch1

A

port-ch2

|

ethi/ e

>

port-ch3

D

t-ch4

e 4

eth1/2 S

s 7 /34 A 1 —7 )L EtherChannel : 7 7 A% ==~ |~ 7 /3A A 1 — 71/l EtherChannel

(7 7 AZ Y > 7 FICEE & 72 BtherChannel & ZAUZE FNET) 1L, ThzE

FUIST U 72 EtherChannel & L CAA v F ETRELTLEZEW, AL v F ETEED
7 Z AX .= b EtherChannel Z % L C 1 -2 EtherChannel & L7\ T<L 72 X0,
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Switch

RIGHT

VLAN 101/ | Cluster Control Link
port-chi port-ch1 Node 1
/A A eth1/2 0
[ ) [ ] ethi/3 e
N7 X7 ﬂE&J
ort-ch2 port-chi
. ethiyp Node 2
[ ) ] ethi/3
S S
port-ch3 || port-ch1
eth1/2
| ] eth13
NS NS
2 ort-chi
port-ch4 p ethi/2 Node
[ ) [ ] etht/3 [l
\ \ ﬁak
n——

Switch

WRONG

AN 101

Cluster Control Link

-ch1 || port-ch1 N
A\ ethi2
[ ] eth13 @
7 i?
ort-ch1
12 Node 3
elfl/3
o =
PORNT i1 Ne 4
i [ ] eth13[®
v/ e &

ZOMDHA K54

o Rap MR DEENRAET DS (EtherChannel A > % — 7 = A ADENME 721 3HIK.
Firepower4100/9300 & % —3 L COA > ¥ —T =24 AL TIZ AL v F O E 213 H5)
{k.. VSS. vPC. StackWise. F721% StackWise Virtual k3 272D DBIMAA » F DA
Mg L) | ~IVAF = v THERERERN oA LV X —T 2 f ADA LV H—T 2 AT=H Y
THERENCTHNENH D £, MR POBENETLT, a7 4 Fal—i g%
FRTRTCO2=y MR ESNZE, ~N A F oy 7 EREEFEA R—T7 VI TEE

@_O

caz=y NEBFEO YV TAZITEBMLIZEER, 2=y hE2 Y r— L& EE, —F1
W2y BREMIZ Ay MR Ry TR RAELET, ZHIBEESEY oEfETT, HE
WZEoTlE, Ruey 7Sy EBRKRTERN/ AN 73520300 ET, Itz
X, FTP ##5i® FINJACK N7 v i3 Ra vy 7 Ens &, FIP 7 A4 7 "BV 7 LE
T, ZORAIL, FTP i 2 LT 2L ENH D £,

« AX> R EtherChannel - > % — 7 = A A|ZHE# S 4172 Windows 2003 Server ZfFH L TV
D6, syslog V—/NAR— I RH 7 LIz & 2T — 3B ICMP =7 — A v & — 2 % il
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LAaWneE, ZEDICMP A vt —U N7 T AXICERBEENDZ IRV ET, Z0kH7%
A=V XY, VITAXDO—FD2=y N TCPUBHENEL D, T —<
NS LAREMNH Y £, ICMP =T — A v b — V2T L 2R L E4,

 LEMER-E 572, VSS. vPC. StackWise. F721% StackWise Virtual |2 EtherChannel
TEHGET L AL ET,

e U¥—VNTIE, AF TR F—RFT—HOYY—v X2 VT FEV2— V&Y
FAZEL, MDOEF 2V T 4 TV 2=V E2ITTHI LI TETERA, 7T RFATT
RCOEF2 VT4 EVa—LEFDLILERDY T,

« 5 SN TLS/SSL S D, H S IRIBIZRH S $ | BfeA —F —IZEENRAET D

L HEShBR Yty hanEd, Filina=y I\/\OD?J?LU‘E%;T%ﬁﬁi?LéJZ\%
WY ET, EErShThiangEs (B Lenr—Wl—8) 38z, ELL
BRESNETS,

FI4I bk

e VG ABZD VA F v JTHEBEIZ. T 7 4L K THEIICRY . A—L REEEII3I T,
FI7FNETIE, TRXRTCDA L H =T 2 A ATA LV EZ—FRy b ~NVAE=Z Y U ITBNH
72> TWET,

s R LT=7 T ARG 7 DY T AKX BEESIEEREIX. 5 MR CERIRIZRITS
HEIOICEREEINET,

KM LT —H A H—T =2 AD T T AXHEHESIEREIL., 5H% L, 212
FFHONER CEEFC3IEERITENE T,

«HTTP 7 7 ¢ v 7 Tl 5 ROERERLEIENR T 7 4L N THIZ > TOET,

ESh

e

— ~ » =L
D2RZVTDERE
7 Z A XX, Firepower 4100/9300 A — /34 BN HRHHEIZIEATE £7, T XTOYMREN

o=y MAICHEAER SN E T, D%, === ;% Management Center [ZBIL, 12D
7 FABNTN—TTEET,

FXO0S : Threat Defense 7 5 X 2 M3EMN

FATATE—ROLEE : VX —YNOEF 2 VT 4D 2 — /LI HES L7 H—O Firepower
9300 ¥ ¥ — IV FAXEZBINTEET, £0iE, oy —vE2FEHATEETS,

TNTFA VAR UAE—R Uy —VNOEX 2 U T o EY 2 — W ST D Firepower
9300 > ¥ —IZ1 DL ED I FAXEZBINTEET (BT 22— WIS VP AX U RAEED DY
ERHVFET) , F2F, BEOV Y —IIZ 1 DUEDI T RFEBEINTEET,
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HEDOY v — bbb 7 T AXDOEEIF., £y —VEEICRETILERNHY £7, 1
DDV X —UNIT T AR EZBMLZS, BAZHEICTA720, 77— AT v TREE K]
DY —MHBIROY vy —Nla’— 1L,

Threat Defense © 5 X X D1ERL

25 A XL, Firepower4100/9300 3 ¥ — 3 A — S F B EICEB CX $9, T TOH)
HREER S 2=y NAICABER S LET,

RO XY =Tl A2 ) U TOGEIE, &Y — Y E2EINCRET 20ENH Y F
T, BAEZBEDITTHEOIC, 1 DDy —INT TAZEBEANL, TDOH%, HODY ¥ —
MHBRDY XY=V T = ATy T a7 Fal—agrvxab—T&x%E 7,

Firepower 9300 ¥ ¥ — > Cld, EVa—ABA VA M= L ENTWRWEATEH, 3 207
TOEY 22—, FLFIVTTA VAL A EA Yy bD1OOI T F AU ALX AT
ARG T ERANCT HRENRHY £, 3 OTRTOEY 2 —/LEHRELTWNRNE,
7T AL IR L EHE A,

1R BHHIIZ

e FHEET A AFERAT AT Y r— g A4 A—T % Ciscocom H A 72— KLU,
Z DA A— % Firepower 4100/9300 > ¥ — IZ7 v 7Fr— KL ET,
e ALTFF AL ARZLRIIKI LT, TN IDTO T A NEFEHLAAWES. 2T
FTA VAR AN =R T 7 A NNEBINIESTY Y —A7 0 7 7 A VEBNMLE
7,
P AT A VAL ADR G, BN AL TS A VAL L AR A A DA T DRI,
TFTAAINELWT =< MIRD2EHIC X2V T 4 TV 2=/ PV ZHEY
Wb T 24N H Y £9, [Security Modules] F 7213 [Security Engine] 23R L C, [
{t. (Reinitialize) |74 2> (&) %227V v 7 LET, BHEORIET A 2T S TH
LWFAL RE LTHEA VA ML ENDTD, B—HADT F U r— 3 ViREdT~
TEbNET, XA TATA VAR AL TFA VAL RAZEXRZ DAL, W
WCRAT A TA VAR L AERIRT AVLERH Y ET, FAT A TA VAL AT
FTAAZ L RIZHBMIIBITT A LIXTE EHA,
s ROBEHREHBELET,

EH AL HE—T A AID, IPT FL A, BLXORY hU—T <R 7

e F—+TxAIPT KL A

* Management Center R L 72 IP 77 K L Z/NAT ID

«DNS H— 1D IP 7 KL %

* Threat Defense " A "4 & KA A U4
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AVE—T a2 A AGERELET,

a)

b)

<)

7 AR BRET AR, 12 EDT—% % A4 T DA ¥ —7T = A AF =13 EtherChannel
(R—T+F ¥R EHFETND) ZBIMLE9, EtherChannel (ZAR— k F ¥ %/L) DB
FIMBEA L H—T oA ADREESHL T TEIN,

BEDOY ¥ =T b 7 FAZ Y T ORI, TXTOT—H A U H—T = A AN,
Wil B 1 DDA INR—A 2 F—T =2 A A% FpD A/ K EtherChannel Th B ULENH
D EF, %% —VIC U EtherChannel ZiBMLE3, AA v F LT, +XCTDI T AH
= RRB AU N— A U H—T = A A% 120 EtherChannel ~ & 5 L £9, EtherChannel
DOFAMZONTIX, 7 TAX VT HA RTA4 v EHIBRFE (11 2—) 22 LTL
7ZEW,

TNTFA AR RA Y FARZY T T, 7T AXNTFXOS EHRD VLANY 7 A 4 —
T A AERIT—F R X —T oA RAEFHTEE A, TV r—3a VEHD
YTA B =T 2 A ADHZNYR— IR TWET, FEMICOVWTIE, [FX0S A v & —
T2 AT TV Ir—var A —TxoAA] ZBRLTIIEEN,

YA TDA v H—T = A AF 71X EtherChannel #iBJN L ¥4, EtherChannel (ZR— k
F ¥ 1) OBMELIIWHEA L X —T 24 ADRTEEZBR LT TEEWN,

BEA A —T oA APMETT, ZOFHA X —T oA A, Vv —TOEHORIC
EREND Yy —VEHA 2 —T7 24 ALHELTHEHDY FHA (FXOS Tit, v —¥
BHA X —T = A AX MGMT, management0 D K 9 724 HI CERINET) ,

HEOY = b b 7 FAZ VU TORE, £ —VIZRUEBEASA VX —T = A R
ZBMLE1,

VNTFALVARBELADI TAZY TR, WYy —Y EOEEO 7 7 A% F£013A
R RTay A VAR ATRIUEHA U —T 2 A TEET,

RO v —UNCble2 7 TAZ Y T TE, AvN—A B =T oA A% 7 T XX
U 7 @ EtherChannel (57 # /L kTl — b F v %/ 48) (2B L E£9, EtherChannel
(R—=k Fr ) OBMESRLTIIEIN,

1 ©® Firepower 9300 ¥ v = WD EF 2 UV 7 4 TV 2 — VIRt S W7 T AZ DA
NRef VB =T 2 ZAZBIMLRNTLEED, AUAR—=ZBNT5E, vy —FZD
I TAEBERDO v —vEERTHERR L, 72L& 21X, A3 K EtherChannel Ofifi
DIHDFFA SHIVET,

[f % —7xAR (Interfaces) | ¥ 7 T, R"— K FX RN A8 IV TAH BATDA X —
Tz A AT, AN AE =T 2 A ANREFENTORWEEIL, [EEIREE (Operation
State) % [J<f (failed) ] & FRLET, 120D Firepower9300 > ¥ —LNDOEF =2 U T
Y a— VIS N7 T A X DA Z O EtherChannel (XA L N—A  H—T = A4 A
LB L Lpne, ZOEBPREBITESR L THEVWEEA,

B X —VICRICA VAR v H =T oA AZBIMLET, 7 T7AZHEY 71, K2 v—
DT /3A A —J7 )L EtherChannel T3, T /3 A Z L IZAA » F Tl EtherChannel
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ATvT2
ATvT3

d)

ZfEA LEJ, EtherChannel DFFHICOWTIL, 7 7 AZ U 7 A KT A > LRSI
(11 _=2) Z2ZRLTIEZE W,

CNTFALRZ AT T AR T DOEAIE, IBIND Y T A K Z A 7O EtherChannel % {E
RCEET, BEHA X —T oA ALITHRRY 7T AXEHIEY 7 BEEDOT A AT
HEHEFTDHZLIEITERWED, JITRAZTLIZI TALA L H—T o APKEITIRD £
9, 7272 L. 2D Etherchannel DOV IZVLAN VT A v H—T = A A EfMHTHZ &
PR LT, VIRFA L E—T 2 ATVLAN YT A L H—T = A ZAZBINT 51
X, WOTFIEZZRL TS EEW,

YNTA AR AT TAE Y TDGE, VTR LI ODY T A =T oA R
A TE DL 512, 7 T A EtherChannel IC VLAN Y 7' A X —7 = 4 A& BIITx £
T, AT F A LVAEZ L ADVLAN BT A v F—T =2 20BN Z#SRB LTI,

TIARAL H =T 2 AT A X —T =2 A BMLTZGE, T X —T A
AR AT 4TI T AFIIMEHTE T A

EE) A XV MU HF—Tx A A%BIMLFET, EtherChannel (R— k F v /L) DB
IMELIIHEA LV H—T 2 ADRTEEZSZHR LT ZE N,

ZDA B —7 A XX, Threat Defense 7 /31 ADEH X VEHRS L H—T =2 A AT
T, ZOA U H—T oA AT 521X, Threat Defense CLI TIP 7 KL A7 ED /T
A—BERETDHLENDY T, I xIiX, A XU b (WebA X2 hed) NHERR
T 74 vV BN TE EY, Threat Defense =~ KU 7 7 L > A® configure network =
VU REZRLTIEE N,

BEDOY X —NTb-b 7 TAZ ) U TORE, V¥ —VICRICARCT 4T A
H—T A ZAZBMLET,

[F@HELT /A A (Logical Devices) ] Z3#R L £7°,
BN (Add) 1>[7TR4E (Cluster) 1227 U v 27 L, IRONTA—HERELET,

1: 724 T4T9I35R4%

Add Cluster adllb.
I want to: Create New Cluster i
Device Mame: clusterl
Template: Cisco Secure Firewzll Threat Defense R
Image Version: 7.3.0.1676 N
Instance Type: MNative M

oK Cancel
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2:RIVFAVAREIVRY Z RS

Add Cluster L
I want to: Create Mew Cluster i
Device Name: clusterl
Template: Cisco Secure Firewzll Threat Defense 5
Image Version: 7.3.0.1676 S
Instance Type: Container i
Resource Profile: Default-small b

b)

SM 1 - 72 Cores Available
SM 2 - 46 Cores Available
SM 3 - Unknown. Module offline

@ Before you add the first container instance, you must reinitialize

the security module/engine so that the disk has the correct
formatting. You only need to perform this action once.

OK Cancel

[(BHEGIRE (wantto) 1>[FTLWVI T XX DER (CreateNew Cluster) | Z3IR L £
j—O

TINARBEATILET,

ZOAHNE, v =V A=A PRERRELIT > TA VX —T oA A%ZHIV Y TH
WICNHTHERLET, ZUIT 7V r—a VERETHEH SN T NS AL TEH D £
A,

[Template] Ci. [Cisco Firepower Threat Defense] Z &R L £79°,
[Image Version] % &R L £ 97,
[Instance Type] D54, [Native] & 7213 [Container] % &K L £ 7,

AT A TA VAR L AFEFXF 2V T AES 2a— VTP rDFTRTHY V—R (CPU,
RAM, BLOT 4 AV KFRE) #HEHTIT2D, XA T A TAVAZ L AZ 1D A A
=L T&FE9, aVTFTA LV AZXATIE, EX2 VT 42—/ 0D V—
ADY Ty AT LD, BHoary T4 AR REA VAN LTEET,

(2 TFA L RB L ZADH) [V —AZ AT (Resource Type) ] T, Fmy 77Xy
ARDLNTRNADOY Y —AT a7 7 A VERIRLET,

Firepower 9300 D55, ZO7 07 7 A )UFKEXF 2V T ATV 2—LDOKA VAKX A

WCEHASNET, TOFIEOKRYTIE, X2V T4 EVa2— N T I8 R Te T 574
NWEBRETEET, e, BR2eXa VT 45V 2—VOXA T EHEHALTNT,

2= RFOETFT N TEIV L DCPULMEHT2HEITHRETEET, 7 7 A X E/EMRT
HEMNC, ELWTR 7 7 A NVERIRTHZ AR LET, LT a7 7 AV EERT
HEUBENHHERT. 7T AZOEREZS YL L, I T A AZ AT =R
TaT7 A NEBNEMER LTI OBMLET,

Firepower 4100/9300 D7 525 Y >4 |}


management-center-device-config-74_chapter6.pdf#nameddest=unique_198
management-center-device-config-74_chapter6.pdf#nameddest=unique_198

Firepower 4100/9300 D% 5 X4 Y >4 |

. Threat Defense 7 5 X 2 MDERK

ATvT4

ATy Th

ATvT6

GE) WMESNLENTZ7 TAZNDA VAR RZEB DT 7 7 A4 )V EE ) L8 TEHHEEIT.
7T 7 ANV T LMENRNTD, ROICH LT T s ANV ET—H ) —
RiZ#ERH LET, BFEREBILTEBELEZEL, LW v 7 7 A L&l ) — Rz
T&EET,
g) [OK]%Z7 VU vr LET,

[Provisioning - devicename] ¥ « & RUNFRINE T,

DT FAZZEIN YR THA U F—T = AZIERLET,

Data Ports =

Ethernet1/2

Ethernetl/5s

Ethernet1/8

Ethernet2/1

Ethernet2/2

Ethernet2/3

Ethernet2/4

Ethernet2/5

Ethernet2/6

Ethernet2/7

Port-channell

Port-channel2 Er?:n-nell

Port-channel3

- Port-channeldg

Port-channel48.10 Port- =
channel2

Port-channel48.11 FTD - 6.5.0.63

Security Medule 1,2,3
Click to configure

Part-
channel3

Port-
channel48.10

FAT A TE=FRDITAZY U TDEE T 74V MTld, T RXCOERA LV H—T = A
ANE Y TOENET, ST I ITRIZATDA L E—T oA AL EHZLTBEEIT. T
OFEREZEFRL, 1 DOAHER L FET,

FINFA AR LA GRABRY T DORE 7T ARICEIN S TCHERT—F A B —T A A
BBRIRL, VT AFZATDR—=bF X RNVERITIR— b F XNV DY T A H—T = A A
EIRLET,

BEHPRDOTN_SA AT A a7 )y s LET,

HATa TRy 7 ANEREN., PIIOT = A NI o TREFITH>ZENTEET, 2 b
OFRET, YIPEAEN, £7237 4 F 25 VANV ATYE, @FOEMNTIE, %<7 7Y
Hr— g CCLIREDITFE AV EDEAEETXET,

[7 7 A2 H# (Cluster Information) ] ~— T, ROFIEEZFEITLET,
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IR ATATUVIRE
Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2%

Cluster Information Interface Information  Settings  Agreement
—

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis 1D: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Mame: clusterl
Management Interface: Ethernet1/4 et
CCL Subnet IP: Eg:x.x.0.0

0K Cancel
4:RIVFAVREI VRIS RA

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X
Cluster Information Interface Information  Settings  Agreement

Resource Profile Selection

Security Module 1: Default-Small N7
(72 Cores Available)

Security Module 2: Default-Small 2
(45 Cores Available)

Secunity Module 3: Default-Small 7

Interface Information

Chassis 1D: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Name: mi-cluster-1
Management Interface: Ethemnet1/4 v
CCL Subnet IP: Eg:x.x.0.0

0K Cancel

a)  (Firepower9300 D 2T F A L AZ LV ADH) [BEF 2T 4EVa2a—L (SM) &V V—
AT 7 7 A VDR (Security Module (SM) and Resource Profile Selection) | = VU 7T, &
Va— VT EICBRD ) Y AT e T s A NVERETETET, LR BhoExal
TAEY 2= VDI ATE2HEHLTNT, B—= FOET AL TEY L DOCPUEEMT
LHBICRETEET,

b) BEHEHDOL ¥ —Tbb 7 T AX ) T DX, [ —YID (ChassisID) 17 4 —/L K
Wy ¥ =Y IDEAALET, 77 AZOKY ¥ —VICEHADID 2T 20ENH Y £
D
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d)

e)

2

Firepower 4100/9300 D% 5 X4 Y >4 |

DT 44—V RiL, 7T AXEIEY 7 Port-Channel 48 [C A /3 — [ B —T =4 A% B
MUTEBBEIZDOBFERENET,

YA NETTZAZ ) TDEE, [ FID (SiteID) 1 74—V RIZ, 2O ¥ — O
A4 MID % 1~ 8 OFiPHITAS LET, FlexConfighfe, T4 L7 Du—h I ¥— 3
Y. A RURME, 2922 T7a - U T 4L UREEZEN LN ESELZ LA
HH)E L7V A K2 7 A X OEBINOF A X~ A XL, Management Center FlexConfig #HE
B LB AICOLBRETEET,

[Cluster Key] 7 4 —/L KT, 7 ZAZHIHY > 7 OHIE N Z 7 4 v 7 HOFRIEF —Z R T
LET,

AL, 1~ 637D ASCHLFHITY, AREIL, F—2 AT DDA S
NET, TOFTvasid, 7—FR 774y r BERRET v 77— MRk S
D87y Mel) BB LECAL, T2 NI T4y 73 W2 VT THRAR
LLTHEESNET,

[ T A% 7 )Vv—"74 (Cluster Group Name) | &% E L E T, ZhUE, BT A AGRE
DY T AR T N—T4TT,

A HIE 1 ~ 38 LF-D ASCIL XTHITh 5 Z &ENMETT,

BE 2410 7 T AZTN—THDOANR—ATRELT L RIS, T S AD

JEBRARIC = T — 3 AT S REMEN H Y 9, ZOREEZERES DI2IE, 7T A~
T N—=T Rl AR=ADIRWVALRNCEE T 2 0ENH Y £,

[Management Interface] % 3R L F 7,

DA H =T 2 A AF, BT A AZEES OIS ES, 2057 —
Tz A AE, Yy —VEHR— &0 LD TY,

N=KRT 2T RARZAFIGDA v H—T 2 A~ R2 A M A H—T x4 AL LT
EYTEH L, BV Y THNERTHD I LEWHRTIEER v —UNERENTET,

(£FE) CCLY Ty FIP# ab00IlxELET,

7T ALHIEY 7 DOF 7 v FTIH1272.0016 %y U= BMEHA SN ET, 2770,
—HEDOFX Y NU—27 B TIL, 127.2.0.0/16 N7 7 4 v 7 IR TEERH AL, ZOHE, 7
TALDEFERY NT—ZIHEBED/16 %y hT—2 T RLAZBELET (b—7 1y
7 (127.0.0.0/8) . ~/LFFx¥ Ak (224.0.0.0/4) . N (169.254.0.0/16) DT KL A%k
<) o EZ0.000ICRETHE, T4 FDOFY NU—IMERENET,

Yy —UiE, v ¥—¥ID & Ay D (ab.chasss iddot_id) (ZHESNWT, F=v |
DI FARGN) 7 A HZ—T A ZADIPT KL AZHEARL FT,

ATy T1  [RE (Settings) | X—Y T, UFEEITLET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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Threat Defense 77 5 X 2 DYERL .

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X

Cluster Information  Interface Information  Settings  Agreement

_—
Management type of application instance: | FMC W
Search domains: CISCO.COoMm

Firewall Mode: Routed R
DMNS Servers: 10.89.5.67

Fully Qualified Hostname: td2.cisco.com

Password: -

Confirm Password: -

Registration Key: .

Confirm Registration Key: .

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35

Firepower Management Center MAT ID: test

Eventing Interface: w

QK | Cancel

a)  [B#kF%— (RegistrationKey) ] 7 1 —/L FIZ, BERFFIZ Management Center & 7 7 A & A
UNA—TEAET AR —F AT LET,
ZOF—ITE, 1~3T LFOEEDOT F A FUTFHEBINTE £9, BRI 2 P
ZiBIN9 % & &2, Management Center |[Z[f] U —% AJJLET,

b) CLI 77 &AM GBIZxt 285 E = — % D [Password] Z# A1 L £ 7,

c) [Firepower Management Center®IP (Firepower Management Center IP) ] 7 « — /L K|
HHI > Management Center ® IP 7 K L A% A Jj L $£9, Management Center @ IP 7 K L

B
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d)

2)

h)

Firepower 4100/9300 D% 5 X4 Y >4 |

AMONHIRWGEIX, 207 4 —)V REZEAOE FIZ LT, [Firepower Management
Center NATID] 7 o —/V RIZ/XA 7 L — X% AJJ L FET,

(f£i&) FIDSSHEY > avhbIFXR/N—k E—FK, [Yes]. 7% [No] Z#Fr L&
Ty TXFAR—FET—FTIE, BERN T TN a—T 4V TIEBICKTT D v =
NINST B ATEET,

ZOF T arTYes] BEIRTHE, SSHE YV ar»barysFh A4 VAKX U AILHE
V7 7B AT Ha2—FRF AN b E— REZRHBTEET, WX (No) JZEIRL
7;W\FMﬁCU#%zV%+4yx&VxV?&ﬁxﬁén~ﬁ~®@ﬁi%xN~
FE— REBBTEET, £V RAF L AROSBEAZHLTI2IE, [No] 28R+ 2L %
BEIOLET,

~=a 7 VOFINETRD S3L7-8%4 . F 7213 Cisco Technical Assistance Center 7> 53R D 5
NEBAEDH, =X A== RE2HHLET, Z0F— FE2HBT 5123, BRI
%142 BAH CLI T expert =~ > R&EMHH L ET,

(fE£&) [Search Domains] 7 4 —/V KiZ, BEHRY NU—T DOMBRAAL DT~ [X
oY R MEATLET,

&) [77A4 7 74—/ E—F (FirewallMode) | Ku v 7 X > URAKNnb, [
Z7 AT Lk (Transparent) | £721L /b—7 v B (Routed) ] Zi#ERL 7,

V=T RE— KT, HEUCKT 201y NV —27 NOL—2 Ry T E RS
FT, N—T AT EITOIRA LV E—T oA AR BTy F REICHY ET, —F,

NFZoAXT LV N 7747 U4 —LE, [BumpInThe Wire] £721X A7 VA 77
AT Tx—V] ODEIMERET DL A V2T 7 AT UA—LTHY, FsizT A
AND—H Ky 7 LTI EE A,

77 AT U4 —/LE— R0 R HELET, 7—FA T v TORELFH
WHT 25HE. ZOREXEH éhiﬁm

(f£E) [DNSH—s\ (DNSServers) 1 7 4 —/L RiZ, DNS #— DA~ XE Y DY
A MEANSTLET,

7z & 21X, Management Center® 7R A N4 ZHEET D556, BBICKT 5 B6#11%X DNS %
AL ET,

({EE) [Firepower Management Center NAT ID] 7 4 —/L RIZ/ XA 7 L—X%& AN L F
To ZONRATL—XE, FILWTNA AL LTY 7 AKX ZBMT % & & |2 Management
Center TH ATJLET,

HWEIX, V=T 4 T EEEEOmM S OHB TR A OIPT KL A CBgkF—fF&) HPE

T9, Management Center 737 /XA ADIP 7 RV AZFEE L., T /34 A7) Management

Center DIP 7 RLAZIRELET, 7275L, IPT RLAD 1 DOH RO > TNDHEHH
=T 4 7 BB DOR/NEE) X, BAIO®BEMITE#EZ ML L CTIE LW BRERY—%

BB D012, RO —EONATID 2ffET 5 4ELH Y £3, NATID & L

T, 1~37 LFOMEEDOT X A FCFHN %2 H5E TE £, Management Center 35 L U7 /3

A AT, WIHPERERDOZEGE L AREZIT H 7202, BEF—B L ONATID (IP 7 KL &

TEARL) ZEALET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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ATvT8

ATvT9

Threat Defense 77 5 X 2 DYERL .

i) ({£#&) [Fully Qualified Hostname] 7 ¢ — /L RiZ, ZEIZx T 285 734 2 D5e4(E
fifith = ANJJLET,

HRLFE, a—zDLF, 0-90HT, Ry b (). "7 (1) T, &KX
FHIL 253 T,

) ER) [T 47 A% —7=AA (BEventing Interface) ] Krn v 7Z 7 X
R, ARV FNERETHA =T oA AZBIRLET, FBELRVWEAIR, BH
A A =T 2 A APMEAESNET,

ARy MIHHTDHIOA v 2 —7 = A ZEFFET HITIL, firepower-eventing 1 > 4 —
Tz ARELTAVE—T oA AZHET HULENHY T, N— R =T /A /2 %}
JoDA B —T = A A% Eventing f > X —7 =2 A4 AL LTHEIVYTEHE, YL THE
M TH D Z L EMERTEEA vy E—URERSINET,

[f > % —7 A AF#H (Interface Information) | X— T, JITAXNDOEFXF 2V T 4V 2—
NOENEIICEEIP T FLAZRELET, [7 LA XA (AddressType) | Kr v 7%
T UARNPLT RLADZA THRINL, ¥F =27 4 £V 2— VT LITROFNAZELT
LEd,

GE) B2 NANA L AP ILENTWVWRWNWEETH, Yy —2D32FTRTHOEY 22—/
A8y hTIPT RLVAZRETIHILERSHY T, 32T X TCOEV 22— LEFRELT
WhWE L 7T AR ITHERE L E R A,

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [

Cluster Information Interface Information  Settings  Agreement

Address Type: IPv4 only =
Security Module 1

Pv4
Management IP: 10.89.5.20
Network Mask: 255.255.255.192
BakeN=0 10.89.5.1

Security Module 2
IPv4
Management IP: 10.89.5.21

Network Mask: 255.255.255.192
Gateway: 10.82.5.1
Security Module 3

IPva
Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

-

0K Cancel
a) [ManagementIP] 7 4 —/L RC, IP7 RLAZRELET,
EVa— VI EIZFELAY NT—7 EO—EOIPT RUAZEELET,

b) [Network Mask] ¥ 7213 [Prefix Length] {ZAJ] L £7,
) XY FIT—U H—bDxA4 T RVAZANLET,

[FIAHBK (Agreement) 1% 7 C, = Ra—H J7 42X (EULA) Z@tA T, FELET,

Firepower 4100/9300 D7 525 Y >4 |}
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. Threat Defense 7 5 X 2 MDERK

ATy 710
ATy INn

AT T12

[OK] %7 U w7 LT, REXATRITRy 7 AZHALET,
[fR1F (Save) 1227 U w7 LET,

=, BELEY T MY =T A=V a v gy —RL, T =gy A VRS
VAT = FA NG TREEEBRA LA —T A AREE T v 2T HI LT, BT A
AEALET, [#WET/NM R (Logical Devices) 13— T, HLWGRHET A AD AT —
B AR LET, LT NA AD[AT—H A (Status) [ [>T A~ (Online) ] & Fm
ENTVEHAE, BODI TALZ Yy —TEBINTEET, £72, 1250 Firepower 9300
Yy —YHNOEX2 VT 4BV 2 VRSN TAZOEEIE, TV r—varny
FAEDRELFBTEET, 20T 20—BL LT, [EX2V T 4EY2—APIRE
LCWEHA (Security module not responding) ] EWVVH AT —H AMEBRIND I ERH Y F
T TOAT—ZAFEFTHY, —FHRIRETT,

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

BEDOY v =D 7 TAZ Y T ORRE, 7T AZIZROY ¥ =2 ZBMLET,

a) Chassis Manager DD Y ¥ —C, LD [REDF R~ (Show Configuration) |7 A =
Vw7 LT, RRINDY TALZEELXZALE—LET,

b) KD ¥ — D ChassisManager (ZHft L, Z DO FINAIZHE > TRl T A A& BN LE£7,

c) [WEZREME (Iwantto:) |>[BEFD 7 7 A X ~DZ (Join an Existing Cluster) ] & 38R L
£7

d [OK]1%Z27VU>yZ7 LET,

e) [V 7 AXFEMD 2’ — (CopyClusterDetails) 7R v 7 AT, DT ¥ — DY T AHXGH
EEREVAT, [OK] %227 Y v 7 LET,

) BEFTROTNNAATAark 7 )y 7 LET, 77 AZHERITKLITFRNCANIFEAT
T, WOBREIFERTLILERH D £,

¢[%—ID (ChassisID) |1: —EDOT¥—>IDE#ASJLET,

«SitelD: ¥ A FMHZ T AZ VT DE, ZOY v —rOY A FID (1~8) #AM)
LET, T4 L7 20u—RE—vary, ¥4 MNUEME 7 7AFT7r—FEL )
T4l NEMEREEZR ESEDEE2AME Lz A RNEZ 7 A X OEMO
J3 A K <A AL, Management Center FlexConfig #REA i L 7= B ICO AR ETE £
R

[ Firepower 4100/9300 D5 S X &2 ) 2
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524 7—roen [

[/ T A% F— (ClusterKey) ]: (FAHZALTIN TR RILY T7AZ X—% A
HLET,

« [FPFRIP (ManagementIP) ]: ZEV 22— /LDOEHT RL A%, DT F AL AL R—
ERICAR Y NI —7 RIZFET L2 —BOIP T RLALERDEIIZERLET,

[OK1 %227 Vw7 LET,
g) [fRTF (Save) 127V v LET,

VXY—UIR BELEY T MY =T AN VarEFyra—RL, TV r—var Ay
ABLVARLT = FNANT o TRELEERA A —T oA AREET 2T DHI LT, i
BTN ABEALET, K27 T AL AL R—0 [T /34 2 (Logical Devices) ] ~%—
VT, HLWVIRET AN, ZADRAT —H AR LET, K7 T AL AL N—Ofa#T " A
AD [AT—H A (Status) [IZ[A T4 (Online) | EFRINT=H, 7V r— 3
VY TG AEDREERBEATEET, ZOFaEADBE LT, [tFalT 4TV a—
DIGE L TWER A (Securitymodule notresponding) | &9 AT — X ANFIRIND D
ERBYVET, ZTOATF—FRFEFTHY, —HRRETT,

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

ralAlNE
Status
l(“._'.‘)ﬂnlinvs: @#t (A5

ATw 713 FHIP 7 KL A%H LT, Management Center |[ZHilffl = F&BML £,

TRCHY 7 AKX = X, Management Center (Z;BNT HHTIZ, FXOS TIER 2R D 7
TFAANIIFEL TV DARERD D £,

Management Center 737 — ¥ = h & HE)HYICHH L E 7,

D95 ARZ/— FDENM

BEAFD 7 T AZNO BRI T 208 7 7 A% ) — RaiBME 213558 L E3, FXOS IZH
LW7 T AH ) — RZEBIT 5 L&, ManagementCenter (Z &Y / — R2ONHBMIZBMSNET,

Firepower 4100/9300 D7 525 Y >4 |}
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B 7525/ —roim

\)

G Zo7ar—UxIZBIHFXOSOTFIE T, Ly vy —yvoBMoRCEHAINET, 77
AL TN TITH T 72 > T D Firepower 9300 128 LWEY = — L& BN 554, £
Va—/VIEEMIZEBNEINET,

4 SRS

o B XHR D55 1X. Management Center 726 7 T 2% ) — REHIRT D4R H Y F
T, Bl — RIZiEE# 2 5 &, Management Center EOH LT /34 A& Bl v
R

AU EB—T oA ADEEIL, LWy —YTORELF LU THALAMLERH D £, FXOS
VY —VREEZTZ I AR—IBIOA AR —F L, ZOTaBRERHITTEHILENTE
S

FIE

AT w71 LLANZ Management Center Z /] L C ZBUKE T D85 A A=V &7 v 77 L— R LIEGE
X, 77 AZNDOE Y ¥ — TROFIEZFATLET,

ManagementCenter 7257 > 77 L— R L7c & 2, FXOSREDAZ — 8T v /8= 3 V)
FHINTELT, AU RTRUNy =Ry —UIIA VA= LI TWEEATL
7o HILW—FBRIELWA A=Y=V g VEMBH LT 7AZIIBMTEHEH1C, ZTh
LOWBITM T &b FETHRETDLENDH D £,

GE) NoFVY—20LEEHLESESIE. COFELZ ATy FTEET, YA TEH Ay
FHOAZ  RTa Ry r—U 4L T ER A,

a) [V ATL (System) 1> [E# (Updates) |=— T & LT, FEITH O BBk 2B
AA—THEYVY—UVIZA VA=V LET,

b) [#EET /31 A (Logical Devices) 1% 27 U v 2 L, [/3— 3 > OFE (Set Version) |7 A
oy B) 220 v LET, BEDOEY 22— L% 1F 2 7= Firepower 9300 DA, & F
Va—ADONR—=Ta v ERELET,

[A¥— R T v 7 /N— 7 (Startup Version) 11Zi%, B L7zt v r—URERREN
F9, [BAED/N— 3 > (Current Version) JI1ZI%, 7 v 77 L— REONR—T g U RER
SNET,

c) [FHiL\w =32 (NewVersion) | Rry A7 A=a—T, 7Ty /Fa—RL7—
VarEaBERLET, ZoN—TUa d, BRINTWD [BED/N— 3 & (Current
Version) | & —HTHOMLERDH Y, AFX— T v R—=Ta rPBH L= g b —5
THEIICHEESNET,

d) LWy =22, LA A= Ry T —URA A=V INTNDHI L EER L E
7

[ Firepower 4100/9300 D5 S X &2 ) 2
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ATvT2
ATvT3
ATv74
ATvT5
ATvT6

ATy 717

ATvT8

524 7—roen [

BEAFD 7 F A % 34— Chassis Manager C., [T /XA A (Logical Devices) |27 U v 7 L
ij‘o

o [BREDER (Show Configuration) | 7 A 2 %7 U w7 L, RIREINDT T AIRE
Ear—LET,

LU v — @ Chassis Manager (286t L C, [:Bh0 (Add) >[92 5 RX4% (Cluster) | &7
Uy LET,

[7 /34 24 (Device Name) JIZFmBRT A ZAD4HTEZ AT LET,

[OK] %27 Vv 7 LET,

[ T A ZFAD a v — (Copy Cluster Details) ] R > 7 22, EHIDT v —2 DV T AL HGE
ZAEV AT, [OK] 227 Y v 7 LET,
BETROTNAZATAar w27 v 7 LET, 77 AZERO—IZFANCANFEARTT
B, WOBEFANT HLERH Y £7,

®5:95X2ER

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7%

Cluster Information  Interface Information  Settings  Agreement
Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis ID:

Site ID:

Cluster Key:

Confirm Cluster Key:

Cluster Group Name: ftd-clusterl
Management Interface: Ethernet1/4 Y,
CCL Subnet IP: 0.0.0.0

OK Cancel

Firepower 4100/9300 D7 525 Y >4 |}
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B 525/ —roem

H6: 48— 7T A RER

Cluster Information  Interface Information

Address Type: IPv4 only B
ecurity Module
1Pva4
Management IP:
Network Mask: 255.255.255.192
Gateway: 10.89.5.1

Security Module 2

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Security Module 3

Management IP:

Settings

Agreement

Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7/

Fully Qualified Hostname:
Password:
Confirm Password:

Registration Key:

Confirm Registration Key:

CDO Onboard:

Confirm CDO Onboard:

Cluster Information  Interface Information  Settings
Management type of application instance: |FMC
Search domains: cisco.com
Firewall Mode: Routed
DNS Servers: 72.163.47.11

Firepower Management Center IP: 10.89.5.35

Firepower Management Center NAT ID: 93002

Eventing Interface:

Agreement

0K

Network Mask: 255,255.255.192
Gateway: 10.89.5.1
| OK Cancel
X 7:3%%E

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7%

Cancel

[l Firepower 41009300 DY S X2 1) LY
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Management Center : ¥ 5 X 2 DiB/0 .

«[>%—ID (ChassisID) ]: —EDOY¥— IDZEZALET,

«SitelD : ¥ FMEZ TRAZ Y T DA, OV v —v DA FID (1~8) ZAHLE
T, ZORREIL., Management Center FlexConfig #HE & {5 FH L 72355 12 D IR FTRE T,

e[/ T A% F%— (ClusterKey) |:[RAILZ TAXFZ—H AN LET,

s /FHIP (ManagementIP) |: £ETV 2—/LOEHT KL A%, DT T AKX X L /—LH
Uty hU—7 BICFET D EOIPT RV AL RDEHICEFLET,

o [FE2BEI%AR A N4 (Fully Qualified Hostname) |: RIUAA M4 E2 AN LET,
e [/XAU—FR (Password) ]: AL/ XAU—RZ AN LET,
o B#kF— (Registration Key) |: [Fl U BEkF—%2 AL ET,
[OK] %7 Vw27 LET,
ATYFT9 [R1F (Save) 1227V v 7 LET,

Yy —UE, BELEY 7 =T A=V arEFXyra— KL, TS S—va A VA
VALT = FARNT TRELERA L E =T 2 A AREE T v 2T DH LT, WET A
AEBANLET, K7 TAX AL N—0 a7 /31 A (Logical Devices) | ~X—C, #H LW
LT NA ADAT —H AR LET, KT TAXAUN—DET A AD [AT —H A

(Status) 11T [A 7 A > (Online) | ERRINIZL, 7TV —2a T ITAZDREE
BthCEET, Z07rEBAO—BRELT, [EX2 VT 4 EV2—APBIRELTHETA

(Security module notresponding) | &V H) AT —H ANKRINDHZ ERBHVET, ZOARAT—
HZAFIEFETHY , —RER7ZRREE T,

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available

& |y || O
Status
@ online & l** (ASE]

Management Center : 77 5 X4 DB/

I TGAR 2=y OWTNNEH LT 731 R L LT Secure Firewall Management Center (238
JNL £9°, Management Center (X, DT X THI T AKX Ao "—ZHEMHE L ET,

Firepower 4100/9300 D7 525 Y >4 |}
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15D HHEIIC
s TRTDY T AKX = NI, ManagementCenter (ZiBJIT B A[IZ, FXOS EIZH D IEF 72
RDI TALZRNIHFEL TV DRERDY £, £/, Foz=y Mlflz=> M
RS 5 Z & L ETY, Chassis Manager @ [FEl7 734 A (Logical Devices) ] Hj[f %
ZMB4 57>, Threat Defense @ show cluster info =~ > R&2{FEH LE T,

FIE

AT 71 Management Center T, [T/34 X (Devices) |>[T/\4 REHE (DeviceManagement) | % %R
LCavh, B (Add) ]>[F/34 RDEM (Add Device) | #BIR L, 7 5 2% & EM L
EERIZEIDYCIHE =y hOFEIP 7 L AZMH L CHlflz=y h2BMLET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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Management Center : ¥ 5 X 2 DiB/0 .

8: T/ ZAMIBM

Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Malware

Threat

URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel

a) [FAbL (Host) 1 74—V Rz, filfflze=y h®DIPT7 KL AEITHRA M E AT LE
—éAO

W72 /NT f—<v AL fgbhTo, filffla=y FOBEMEHIE L ET0, 772X DEE
D=y hEBINTEE7,

TNAZADE Y N7 v THHINATID 2 L7256, 207 4 — NV RE AT HH0E
DARWVEREMERH Y 9, ZEMICHOWTIE. NATEEE) 22 LT &0,

b) [#F/ =4 (Display Name) ] 7 1 —/L NiZ, Management Center Tl = F DRR4 %
ABTLET,

Firepower 4100/9300 D7 525 Y >4 |}
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. Management Center : 7 5 X 2 DB/

g)

h)

TDRRLITI T AZHTIEIH Y ¥ AL, BINTAHH=2=y NEHATY, % T, oo
FAR A UIN—DZFRT TARERL B RTEFET,

[B#k*— (Registration Key) ] 7 4 —/L FIZ, FXOSIZZ/ JAX @A LI & XA L
TbDOERUBEXF—2 A LET, BT —I13, 1ERYEHTERIEG—27 Ly b
<7,

ER) TARAET A AT I—TIZEBMLET,
Birt 4 <o, T30 RACEHT 2RO 77 EA 3 ha—/L AR Y »— (Access Control
Policy) ] Z#&#IRT 50, HLWARY —Z{ER L E T,
FLOWRY —ZERT 25 A81%, EARY o—DHREERLET, HEIZLTT, % T
R —% A~ A X TEET,

‘ New Policy

MName:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Snort3:

TNRAAZHEHT D274 B A RRLET,

FNA ADFRERIZ, NATID 2 H L7284, [FE (Advanced) 127 v a &R L,
[~E D NATID (Unique NATID) ] 7 4 —/L RIZ[A U NATID # A1 L £7,

[/X7 > FO#REE (Transfer Packets) | T = v 7R 7 A% A2 L, 7731 AT Management
Center (237 v MEHRET B Z L E2HFRLET,

IOFTvaviE, T7HNMTEHTT, ZOFT v a v EFRICL TIPS X Snort 72
EDAXR IR R H—=ENTHEEE, T ADBREHE LTA XU b A ¥ T — X E#R
L3y N 7 —% % Management Center ([Z35fE LET, ZDOA T v a V2N LGE
1L, A X2 MERTT A Management Center [Z36(F S 4L, 737 > b 7 — 23k E S+
o

[&&k (Register) 1227V v 27 LET,

Management Center (%, #ilffl— = N &5 L TR LI-HZIC, T _XTOT—F 2=y &
Bk LET, =y FREFICRESNTORVWES, 77 2AZZBEMShEEA,
7T RGP — TSR o 7oy £ O OBERIEDNRIR T, Bk 7 —73
RETLLEVRHVET, 2O LR TIE, 77 A7 2=y FaBEBNTLZ 225
B LES,

[ Firepower 4100/9300 D5 S X &2 ) 2
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Management Center : ¥ 5 X 2 DiB/0 .

[T/34 R (Devices) |>[T/\14 REHE (DeviceManagement) | X— |27 7 A X4
RENET, FI7AZEZRALT, /77 AF 2=y NaRRLET,

Access Control
Name Model Versi.. Chassis Licenses

Policy Auto RollBack
~ Ungrouped (2)
to.10112 EHRS FTDv for VMware 7.3.0 N/A Essentials wrx_automation
10.10.1.12
TD_Cluster (1)
~
Cluster
10.10.1.13(Control) Snort 3
( ) FTDv for VMware 730 NjA Essentials wfx_automation’ N/A

10.10.1.13

BERIR SN TS =y MIE, v—=FT7A a v RFERShET,

TD_Cluster (1)
Cluster

10.10.1.13{Control) Snort 3
10.10.1.13

JIAF =y NOBERET=X—FT HITI1E, [BF (Notifications) |7 A a2 %27 U v o
L., [# A7 (Tasks) ] 2R L £ 7, Management Center |F, == NDOEEFRKT LI T
ABREGRA AT HEHLET, WOz =y FOBRGITKLIZHEITIE, 7 T AH
A NR—DE (53 —) ESZRLTIIEIN,

Deploy Q Qe T+ @ adminv

Deployments Upgrades @ Health Tasks ‘) Show Notifications
0 running 3 success 0 warnings O failures Filter
© 10.10.1.12 Deployment to device successful 1m 54s
© 10.10.1.13 Deployment to device successful 1m 3s
© TD_Cluster Deployment to device successful 35s

AFYT2 75 2FD[#RE (Edit) | (F) 227V v 7 LT, TS RAEAORELXHELET,

FEAEDERTEIX, 7 ITAFHADA L N—a=y TR TAZERICEATEET, &
L2IE, 2oy FTLICRRELZERTTEETN, AV F—T oA A3 T AZEHRIZHONT
DHFBETEET,

RT9 T3 [T/ R (Devices) | >[T/31 REE (DeviceManagement) |>[¥ 5 X4 (Cluster) ] ijhi
12, [&f% (General) ], [7A &2 A (License) ]. [ AT A (System) ], BLO [~ R
(Health) | OBRENFRINET,

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP
—_—
10.10.1.13 v
General Zom| System - Ye

Firepower 4100/9300 D7 525 Y >4 |}
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RO ZAZEAOHEAZZM LTI ZE0,

« [&f% (General) 1>[4AT (Name) ]: [#8&E (Edit) | (/) 22Uy 27 LT, ZIAZD
RrHEEELET,

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

MName: © TD_Cluster

Transfer

Packets: e

Status:

Control: 10.10.1.13

Cluster Live
Status:

ZF D%z, [4E1 Name) | 74—V RERELET,

General (7]

Name: TD Native Cluster
Transfer Packets: [
Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -+

| Cancel | m

o [&2f% (General) 1>[2 7 AHX AT —4% ADFA (View cluster status) |: [V T AX AT —
H ADFKx (View cluster status) | Vo7 %27 Vw7 LT[F T AKX AT —H A (Cluster
Status) | FA TRy 7 A%FEET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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Management Center : 7 5 X2 03BN .

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General *
Name: @ TD Mative Cluster

Transfer Yes

Packets:

Status:

Control: 10.10.1.13

Cluster Live @
Status:

[T AH AT —H A (Cluster Status) | XA 7 7Ry 7 AT, [FRE (Reconcile) | %7
Vo LTT—%a=y NOBEEFRITTL2Z2EbTEET,

. Cluster Status (2 Nodes)

? X
Status Device Name Unit Name Chassis URL
In Sync. 10.89.5.20 unit=1-1 https://firepower-9300.c...
In Sync. 10.89.5.21 unit-1-2 https://firepower-9300.c...
Dated: 14 Jan 2020 | 01:51:51 OK | | Reconcile

o [2&f% (General) ]|>[hZ7 7/ =— 1 (Troubleshoot) ]: N7 TNV a—TFT 4Tl %
ERBLIOF T a—RL7zY, 7T AXCLIZ#E R L=V T& %7, ManagementCenter :
JIABDRT TNV a—T 47 (59—=) #ZRLTIEE,

R9: bS5 TNYa—TFa2T

General 'y

Name: O clusterVFTD

Transfer Packets: Yas

Status:

Contral:

10.10.43.21

Cluster Live Status:

Troubleshoot:

Firepower 4100/9300 D~ 524 ) >4 |}
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«[TA A (License) ]: [#R&E (Edit) ] () 22 VUv7 LT, 74 Aft5&KE
ELET,

ATY T8 [TINM R (Devices) 1> [T/3\1 A& (Device Management) | >[7T/3A4 X (Devices) | DA
FEORRYyFH T A= =T, JITAZHDHERA L N—ZBRL, ROREEXRET D &
MTEET,

« [&% (General) 1>[4 A (Name) ]: [#R&E (Edit) | (&) 227V o2 LT, 7TAHAR
UN—DRFLEEELET,

General @T
Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

Z ORI, [4FT (Name) | 74—V REZRELET,

General Q

Name: | 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode: Ngne

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -+

« [EPE (Management) ]>[AA L (Host) |: 73 ARECEEIP 7 FLAZELT 5
#. Management Center THI LW FL A& —HEE TRy NU—7 EDOT /A AITH|E
TEBH Lo, [FH (Management) JfEIEC[H A N (Host) 17 RLUAZREL ET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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Management Center : 7 S X%, T—52 4 V8 —J 14 ADEKE .

Management @j )

Host: 10.89.5.20

Status: Vv

ManagementCenter : ¥ S X%, T—R2 A4 3 —TJ 4 ADKTE

ZOFMETIE, FXOSIZZ FAZZRBA LT L W27 T AXITHID Y TONTET—F A~
B—T 2 A ADFERNIRNRT A= L EHELET, HROY v — bl b 7 T2 ) 7D
Bitr. T—HA v H—T = A RXHIT A/ R EtherChannel f % —7 = A A TY, 1 DD
Firepower 9300 > ¥ — Y WNOEF 2 V7T 4BV a2 — VINIZEBES T2 T A% D7 T A X il
VoA B—T =2 ZAOHBE. MTU 25 7 4 /L hin bR T MBERH Y 4,

\)

B BEOVy—kD I T AX Y 7T AR R EtherChannel {5 L CTWA A, 7 7 A X

&

U TWERIZENCIRDET, R— b F ¥ RN A v Z—T oA A TR LEFA, ZOFM
W&, VTREDT 7T 4 7T TlERWnWa2=y M T 7 4 v 7 BEREEINDDRENRNE
ﬁ‘o

FIE

[T/34 R (Devices) |>[T/\1 RAEHE (DeviceManagement) ] Z®IR L, 7 7 2 ¥ OIC
% [#m&E (Edit) ] (4) 22Uy s LET,

ATV T2 [A v H—T A A (Interfaces) | %27V v 27 LET,
RATYT3 I I7RLGIY v HHELET,

B v — KD TABY T DA, 7T AXEY 7 MTUIL, T—XA V4 —7 =
A ADIKRKMTU L0723 &6 100 34 FEWMEEZFEELE T, 77 AXHBE) 7D 7
T4 ZWET =y MEEREEND 2D, 7T AXEHIEY 7 13T — %8 v 2R
DY A RNIMZTY TAZENT T 4w DA ==~y RIZHRISTHHENH Y £, MTU
D KB Z 9184 /34 MIERE L. fi/MEE 1400 31 MMIRETHZ 2RO LET, &
ZIE, AR MTU (X 9184 XA R THDHT=D, T—H A H—T = A ADHK MTU 1T 9084 T
R0, T ALEINY X 9184 [TRRETE 9,

FAT 4TI TAZDOYE 7V TAZGY) 7 A F—T A A X, T 74N KT
Port-Channeld8 T4, DA L X —T oA ANT T AZHIHY » 7 THDHNBRDONLIRWGE
X, ZIARIZEID Y TONTZ I TAE ZAT L F—T 2 ADT ¥ — D FXOS HE%
TR LET,

a) JITALEMY A E—T A AD [#rE (Edit) ] (£) 227V vrLET,
b) [&f% (General) ]-3— D [MTU] 7 4 —/L RIZ, 1400 ~ 9184 DfEZ A S LE4, HARD
9184 T2 Z LA BED L E T,
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Firepower 4100/9300 D% 5 X4 Y >4 |

. Management Center : ¥ S R ZDANIILRAEZZ—DHRE

©)

[OK] %27 Vv 27 LET,

ATV Tl F—H A BF—T oA AERELET,

a)

b)
¢)

d)

e)

UEE) 77— 4A X =T AIVLANYS T A X —T oA AEFHELET, ZOF
NEDFEY O, VT A EZ—T oA ATHEHENET, VT A 2 —T A 20BN
EBZRBMLTLL I,

FeB A E—T A AD [#R&E (Edit) | (£) 227V v LET,

N—T v RE—RDOA L HZ—T 2 ADREEINIT VvV IN—T L H—T xR
DFEIHEN, 4T, IPT FLA, BEOZOMDNRT A—F2HELET,

GE) 7I7RAZHHY o402 —T 24 ADODMTURT —H A L H—T 24 ADOMTU X
D 100 XA R ERELS WG E, T—H A X —T A 2D MTU &35 30
BHHENIZT—NERINET, AT v 73 39X—) 2HWLT, 77
ALEY > 7 O MTU R L TL 728, TOHK, T—HF A H—T A AD
WEXHITTEET,

Y —C LBy T AX Y T ORAE, EtherChannel O F#j7 v —/ 3L MAC 7 K
VAEHRELET, [FEHEEE (Advanced) (227 V27 L, [T 7T 4 772MACT RL X

(Active MAC Address) ] 7 4 —/L FIZ. MAC 7 KL 2% HHH B CRE L ET, HIE
16 £ hd 16 #ETT,

72L& 21X, MAC 7 R L A 00-0C-F1-42-4C-DE ¥4 . 000C.F142.4CDE & A1 L £,
MAC 7 FLRI<NLTFH¥ A Ey bty hEROZ LiZTEERA, 2FD, 0D
2EHD 16 EETEHFHICTHZ LITTEERA,

[A X2 /NAMACT KL A (Standby MAC Address) ]IZF%E L2V TL 7ZE W, HE I
£7,

BER 723 v U — 7 ORI Z [Bl#Ed 5 72912, A% K EtherChannel (2137 17—
IWMACT RLARAEZFRETDHLENH Y £9, MACT RLUARFEELE SN TWDEHE,
ZOMACT RUAFBIEOH~ =y MIBEEV £7, MACT RLAZFEL T2
e, filfle=y "RELEINTHE, LWl =y NI F—T oA RITH L
WMAC 7 RLAZMBHLET, kb, —FRxy b T —27 OEIERREAT 5]
BEMERH D 9,

[OK] %7 Vw7 LET, thoT—4% £ X —T 24 ZAZOWVWTHETRO FINEZ Y K L
£7

ATv7T5 [Save (RHTE) 127 Vv LET,

T, [EB (Deploy) ]>[FEBl (Deployment) 1 %27 U w7 L, # Y TiT /A A ZHRY
V—HBRTESL LT E L, BFEEFIRY —ZRITHETEMNCRY T8 A,

Management Center : 7 5 XA DANIILRAEZZ —DERTE

[7 T A% (Cluster) 13— D[7 T AZ~NNVAE=H—DFRE (Cluster Health Monitor Settings) ]
BT a E, WORTHA SN TV ORENRRTSNET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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management-center-device-config-74_chapter14.pdf#nameddest=unique_353
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Management Center : 7 5 R ZDANILAEZZ —DERTE .

10:9S5ZAEDANILAEZE—DHRTE

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

Enabled

None

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

RI1INISRABANIIREZL—DIKTE (Cluster Health Monitor Settings) ] t% 3> T—TILDT4—)L K

J4—ILF

.

BALT bk

{R-84 R (Hold Time)

/) — FOWREEZHERT DD, JITAF ) —RiZI7 T7AZHIEY
J T ) — RNy~ E—F A= EELET, /— QN
REEEREENICE T /— R0 b AN—hE— R X v —UZZFE LN
Bt TOET ) — RIIREREEIET v RIREEE s E
7

AV H =Tz A ADT N
7 > ARERE] (Interface
Debounce Time)

AH =T 2 ADT NG AR, AV H—T oA A TEEN
FELTWA LRI, 7T AEZNEL /) — KRHIBRENNSETD
e <9,

Monitored Interfaces (&
ZRYDTHREL R —
Jx4AR)

A VEBE=T 2 ADNVA F w713 v IEELE=F—LF
T, BEDORIA VX —T 2 A ADTXTOYFR— M, FED
J— R ETIEEENEAE LN, Blo /) — K EOFE Ciniiof v & —
T2 ARTT VT 4T R—=MRBIGE, D/ —RNZ7 7 A2
HHIRENET, / — FRRALNR—2 T T2 NLHIRTHETD
BERIZ, A v Z—T =2 A ADEA T, 2D ) — RPMESLIEH* ) —
RTHDI, FEFT7TAXITSIMLLY ELTWEMNICE > TR
0 ET,

P—RT Y r— 3
> (Service Application)

Snort 7 12 AR LW disk-full 72 AREHINTHENE I 7
TR LET,

Firepower 4100/9300 D7 525 Y >4 |}
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. Management Center : ¥ S R ZDANIILRAEZZ—DHRE

J4—I)LFK SR BA

F=L Y TRGHNDOA | F= 2 ) TRHBNDA o F—T = A FRLET,
VE—T AR
(Unmonitored

Interfaces)

BEBEEDERE

JGABEAL B =T oA | 7T AZHIEY 7 DOABFERKEOREDREAZFRLET,
A (Cluster Interface)

Fe B HE =T 2 A AT —=H A H—T =24 AOHBHEEEOREELFZRLET,
(Data Interfaces)

AT A (System) W=7 —IFD HE B G OREL R LET, NEHOEEIZIL,
TV r—=a @O LTy N FELET ) r—a

AT —HRARENHY T,

)

ATy I
ATvT2
ATvT3
ATvT4

ATy TH

(B VAT LADONNAFT = I BT DHE, VAT LONVAT = v 7 PEHLEN TN DY

BlIERAE NN T 4 — L RIZFRRENER A,

ORI varhbINGDOREEITOZENTETET,

FEDOR— NFr 3L ID, H—oWEA( % —7 x4 A 1D, Snort 7’1t X, IO disk-full
Tuv ABEHRTEET, ~NAEF=Z Y UTIFIVLAN Y T A X —T A A, F£721% VNI
LBVIZR EDOFABRA v —T = ATIIFEITENE YA, 7RG 7024 T
ERETEERFA, 2OV U7 ITFICE=F—SNTWET,

FIE

[T/314 R (Devices) | > [T/ A4 REHE (DeviceManagement) ] Z#R L £7°,

EERT 257 7AZORICHS [fRE (Edit) | (£) 227V v7 LET,

[T A% (Cluster) &2V v LET,

[T AZD~NVAE=H—OFTE (Cluster Health Monitor Settings) |7 2 > C, [fRE
(Bdit) ] (#) &7V vsLET,

[~VAF x>7 (HealthCheck) | A7 A X% 27 V27 LT, VAT LD~NNVAF v 7 %K

Wz LET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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Management Center : 7 5 R ZDANILAEZZ —DERTE .

1M:RTLANLRAF v DEMIE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts

Hold Time 3 Range: 0.3 to 45 seconds

Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

MWD FRaPEE (22T —H A v H—T A ZDOBMNEIR, / — KRAAL vFO
A B —T 2 A ZADHIMEAEEN, VSSROVPC 2B T D A A v FDIBI) %175 & X2,
VAT LDNVAT =y JTHEREE NI L, B LA v =T oA ADE=F ) T IR
MZLTLKEEY, MR YOERNRET LT, REDEENTXTO ./ — NZR#H S
b, VAT LADSNNVATF =y VIEREEZHEANI A LV —T 2 A AEE=F Y I TEE
7

ATy T6 ARV REM LA H—T 2 f ADT T AR ERE LT,

o [—/V FEFRE] (Hold Time) ]: / — KD/ N—hE— h AT —X% X A vE&— OREMHERE
FHEELET, IBETE2HMIL3 ~450WT, T 74V MI3IWTT,

s [A U H—T A ADT /Ny AW (Interface Debounce Time) ] : 7 /N7 > AFREfEIE 300
~ 9000 ms DFIFHTHAERELET, 7 74/ ME500ms TT, fEE/hS<TDHE, A
VHE—T oA ADEE LV REICRHTEE T, TV CARMEELS T L, BRH
DAREMNELS D Z LITEBLTLEEWY, f v F =T = AD AT —F AFFHNRIEE
ToHE, A F—T oA RXFEEL LTI HITSNDHET, /—FNIEESNZI VR
B L E3, 2%, /— RNiX7 722 oHIBREVE T, EtherChannel 73 % 7 LK HE
MHT » TREIZBITT 256 (A4 vy TFNRYa— KEN7, AA v T TEtherChannel 73
BT o172 8) | TADCAKHB LV RS2 K= DAY RIZBWTHID 2
TAB ) — ROFNERIR T, VT AL ) —RTA 2 —T 2 ADBENERIND
EEBFLHENRDHY FT,

AT Tl ~NARAF =y 7 REEOHEFHER Y TAXEREE DAL ~A A LET,

Firepower 4100/9300 D7 525 Y >4 |}
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12: BBBEHEADORE

v Auto-Rejoin Settings

Cluster Interface

Atternpts
Interval Between Attempts

Interval Variation

Data Interface
Attemnpts

Interval Between Attempts

Interval Variation

System
Attempts

Interval Between Attempts

Interval Variation

Firepower 4100/9300 D% 5 X4 Y >4 |

Range: 0-65535 (-1 for unlimited number of attempts)
Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 {3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)
Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)
Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

[V FAHA B —T x4 A (ClusterInterface) |, [7—H A ¥ —7 = A A (Datalnterface) ].
BELOR[AT L (System) [WIROEZFHELET (W=7 —IZix, 77V Fr—2 3 O
HMEALT TN, —BUORWT TV =2 a VAT ARERDY ET) .

o [R175 (Attempts) ] : FAES ORITIEIEZ 0 ~ 65535 OFPHOEIZERE L E3, 01XHE

HRESEENMELET, [T AX A H—T x4 A (Cluster Interface) | DT 7 # /L Ml
-1 (JEHIFR) T, [T—%A > ¥ —7=AA (Datalnterface) ] & [ A7 L (System) ]
DT 7 F v MElE 3 TY,

« [AITOME (Interval Between Attempts) | : FHfEARITOMEE 2 ~ 60 D/ HAL TER L
FT, TIANMEZS HTT, 7 TFAXSOFSME /) — RBRITT D KRG FHREH
X, B OBEEIAR D 14400 4 (10 H) IZHIBR S v E T,

o [ NY =—3 3 > (Interval Variation) | : @& NI E > EHZLET,

1 ~3DFHATHEEZZFELET (L: ZE L, 2: BHAIORRO 2%, 3: EATOMED 3
f5) o =& E MRE S DITREL., Bo% 2 ITRE LSS, &AORITH 5 50
%, 2BIHORITR 10 0% (2x5) | 3FEHORITA 20 5% 2x10) &2 EF, 7
T AN MEIL, [T AFA X —T =4 A (Cluster Interface) | DIEAIT L, [T—HF A
4 —7 A A (Datalnterface) | B L[ AT A (System) | DHEIF 2 TT,

ATV T8 [T=XVUTHGEDA 4 —T x4 A (Monitored Interfaces) | E72IL[E=F VU > 7 xtE4L D
A > ¥ —7 xA A (Unmonitored Interfaces) |V 4 > RUTA V¥ —T = A AERBEL T, £=
BV TRGDA L BE—T 2 A RERELET, [M—ERXT7 TV r—varox=F) 7
ZHNZF 5 (Enable Service Application Monitoring) ] &4 > £72134 72 LT, Snort 7' ut
A & disk-full 7B ADE=Z Y T2 AHEITENIT L LTS ET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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ATvT9
27w 710

os: »52%/— kot [

R13:E=ZRAYIRHELA 2 EZ—T 24 ADETE

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

AE=T A ZADNNAF =y 73 VI EELEE=F—LET, FEOWwmA L F—T7 =
A ADTRTCOYER— b2, FED /) — K ETIIEENRRE LR, Bl /) — N EDOR Cig
AL E—T 2 A ATT I T 4T R — RO IEE, 0/ — RNE7 FAZNLHIBRIILE
T, S KB ANR—% T TAEZNLHIRT 5 E TORIZ, A1 X —T A ADX AT L
FD ) — RBHELE A/ — R THD0, 37 FAXIISML LY ELTWANI L - THE
RVET, TTZANITHEH, ~MMATF 2y 7 FTRTCOAS v F—T A A, BI O Snort 7' 12
£ 2 L disk-full et XA THEI > TWET,

WHLISN DA o Z =T 2 f ADNVA T=HX ) T BB TE £,

B0 MR VEE (I2E 23T —FA 2 —T =4 ZADBMEIBR, / — KA v F D
A B =T 2 A4 ADFIML/EN L, VSSROVPC 2T 2 A4 v F DB £1T5 & &I,
VAT LDNVATF oy VRN L, B LIcA =T A ADE=F ) TR
LTSN, MRRYOEENET LT, REOEERSTITO/ — FICRB Shi
b, VAT LDNNVAF =y VIR EBEANCCA VI —T oA A2E=F ) I TEE
7

[fRTF (Save) 1227 U w7 LET,
REATZREBALETHRELTDOREMZSHBL TLEIN,

FX0S : ¥ S5 XA/ — FDOHI

ZITIE. = REZ I AENL I, E30KRRNCHIBRT 2 B W TE L &
—g—O
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B rxos: v525/ —roumk

— BB 72 HIBR

Tz, "= RO =T EIFERy NV DREENRNT, 77 A% ) —FRI7 722015
HEIWICHIBRS N E S, ZORIBRIT. REPMBEESNLIETO—RNRLDTHLID, 77
ZIZHBINTEET, /o, FETI IAZ ) 72N THZ L b TEET,

TS ANBIEY T A B RNITAFAET 5 D ileaB 3 H121E, Chassis Manager [#ii# 27 /31 A (Logical
Devices) | ~~—C, showclusterinfo 2~ REHLTCT 7V r—va b NO T 7 AKX A
T A AERERLET,

iy

Gateway Management Port Status
10.89.5.1 Ethernet1/4 @ online @D W ¢ii=
Attributes
Cluster Operational Status: in-cluster
FIREPOWER-MGMT-IP -10.895.20
CLUSTER-ROLE - control-node
CLUSTER-IP 127211
MGMT-URL - https://
UUID - 95507124-32aa-11ed-b9da-d0a0d3T634c

Management Center % {# ff] L 7= Threat Defense "Cld., Management Center 7 /NA A U A MMIT /3
ARAZFR L, VIAZV T EHEANILICETT N TORRELZHATEL L )ICT 0%
BdHY ET,

T TV = aryTOrIARZ) IO 7Y = a Y CLIZALTY 7%
B T EREGNCT D Z LN TE £ Y, cluster removeunitname =~ KZ A LT, &
TALLTWD ) — RSO TRTOa=y FZHIBRLET, 77— ATy T a7y
Xal—YaIEEINT, il — R oRZICAY SN2y 7 4 Falb—va v
%%@iifké®f\ny74¥:V%VaV%%bfiﬁf%@/%F%ﬁfLMT
TET, HEH ) — REHIBRT 272017 —% /) — R CTZoavy RE AN LEEAE. B
LWl — RS EINET,
TNRAANMIET 7T 4 77Dl TRXRTCOT—H A F—T A ARV Yy N T X
NET, BHERA X —T oA ADBNNTF T4 v 7 BEZETEET, VT 71097
7u—%BETLIE, VIR F I T ERERMNCLET, BHA =T oA X
ED) =BT = MRy TRENOZITRATIP 7 LA &M L Tol & BE)
KLV EF, 7272L, Ve—FRLTH /) — RN FARAZNTELET 77 4 7 TlEzn
Bit., BHEA X —T oA AT FT,

7 TALRY T HBEAITT HITIL, Threat Defense T cluster enable # AJJ L £,
TV —ay A AL U ADTEL © Chassis Manager O [F@#7 /34 A (Logical

Devices) [5— U TCHMBERASA S (M) 220U v LET, @mynzs44 (A
EHEH L CHRCIEAICT S - N TE T,

[ Firepower 4100/9300 D5 S X &2 ) 2
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Management Center : 7 5 X2 X U/N\—DEHE .

X2 VT 4 BV 2=/ VY DY v X 7 Chassis Manager @ [£F% = U 7 «
FY2—)L/T Y (Security Module/Engine) ] ~X—C, [EJiA 7 (Power Off) ] 7 A
arE7 Yy 7 LET,

s ¥ —D¥ ¥ v A T : Chassis Manager® [#% (Overview) ]X—Y T, [¥ v b
Z7y (ShutDown) |7 A a7V v 7 LET,

ST AR
ROFGERFEHN LT, 7T A% ) — FemelllllRTtE £,

Management Center % {# ] L 7= Threat Defense D5, ¥ —3 T T AX U T EEHZ LT
T/ — K% Management Center 7 /34 A U A R LHIFRL T &0,

o FHERT A A DHIER : Chassis Manager @ [fERT /31 A (Logical Devices) ]X— T, %
27Uy LET, TDH%, AL TR COMBET SA ZARF LT T A X w2 R LTz
D, FLZ 7AZIZH LWV T A 22BN T52 b TEET,

e —EANLDY Y=V ERITE X2V T AT 22— VOB b= EANLT N, A%
IR 2581, S NN— RO 2T 27 T AXZOHF LW — RELTEMTEET,

Management Center : 7 5 X2 X U /\—DEHE

MR SRE

ATy T

TSR EBALTZIZ, 22 74 X2 —2a B3 EB L, VITAX AUNEEHTXE
T,

A IN—DIEM

FXOSIZH L\WT T AH A /\—%iB/19 % & Secure Firewall Management Center (2 2 ) A >
NN HBIENSVE T,

15 H B HIIC

A B =T 2 A ADOREPMDO Y ¥ — EREH 2= P TRILREICR>TNH L%
e LET,

FIE

FXOS D/ FAXIZH L=y hZBMLEET, [FXOSa2r 74 Xalb—var A K]
EERLTLZE 0N,

Flina=y M7 T ZAZ|TEMI LD E THE L £9, Chassis Manager O [FadT /34 X
(Logical Devices) | i % 29 % />, %7213 Threat Defense @ show cluster info =~ > K%
FRLTI FAZAT—FZ AR LET,

Firepower 4100/9300 D7 525 Y >4 |}
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Firepower 4100/9300 D% 5 X4 Y >4 |
B '5x5 »oni—oEsm

ATYT2 HLWI FRAZ XA ANA—FHBCENMESNE T, Zla=y FOBEERREZE=2—T2
Wi, ROEDICFRRLET,

[/ T AZ AT —H A (Cluster Status) | XA 727 Ry 7 A ([T/84 X (Devices) 1> [T
NA REE (DeviceManagement) | #Dfth () 7 A = 721X [T/31 X (Devices) ]>
[T/314 R & (DeviceManagement) | >[¥ 5 X4 (Clugter) ] # 7 >[&#% (General) ]
I > [/ T AZ AT — X ZADFKR (View Cluster Status) [>[7 T AZDTA T AT —H A

(ClusterLive Status) ]V > 7 WHAEHTEE) T, v —v LT/ 72X LBENFO2=y
Mz T7 722158, (Joining cluster...) | ERSNET, 7 7 AZITBEMENT%
\Z. Management Center |3 Z LD B ERZ R, AT —H AN [XFEEFIHE (Available for
Registration) | (22500 £, BEMPETTHE, AT —Z AN [FEHIREE (InSync) |
WAL 3, BEICKRET DL, 2=y ME [BEATEE (Available for Registration) |
OIRREICHE F YV £, ZOHA. [IBE (Reconcile) 1 &7 U w7 L CHEEGkE RE L £
R

[ AT LAT—H A (System status) |>[# A2 (Tasks) ]: Management Center (27T
DA X P 2T —BERENET,

[F/34 R (Devices) |>[F/31 REHE (DeviceManagement) | : 7 /31 A D—Figpit—
CTUIALERMLT, Elicn— FT7 A 2 Rb5HAE. 2=y MRBRNTHS
ZEERLTOVET,

D3RR A N—DEH

BEF 0 T AZNDY TAL A N—%hiEx#iz 52 L3 TX £7, Management Center | T4
o=y MEHBEHE LET, 7272 L. Management Center NDH\NT T A K X L R— X FHET
HIBR T 2 MERH Y £9, £/o, ZOFIRIHYHILLc2=y MCbEHShET, 205
B A=Y= TAFECTHH LA A= LTRRENET,

1R BRI
o A UH =T 2 A ABREPMDO T ¥ — TR = FERIUTHDZ L AR LE
j—O

FIE

ATV T1 LWy —I DA, ATRETHIIE, FXOSHO WS ¥y —L OREEZ NNy 77 v 7 L TE
T LET,
Firepower 9300 D€ ¥ = — /L & S 2551E, ROFIEZFATT 20 ETH Y £HA,

BN Y= DNy 7T w7 FXOS BENILWIGEIE, BANCH Y T A% X 3—DiEN
(47 ~—2) OFINEEZFETLET,

[ Firepower 4100/9300 D5 S X &2 ) 2



| Firepower4100/9300 DY 52 5 1) v
55245 2 vri—nEsR |

UTOTRTOFIRICONTIEL, FXOSa 7 4 Fal— g A FEGE 2SR L TR
éb\o

a) REDTY AR— MEREZMEH LT, Firepower4100/9300 & v — 3 DFGHElT A AL T T
k7 4 — L ORERRFFOREE G A TND XML 7 7 A V&7 AR — Kk LET,

b) AT ¥ —VICHET 7 A NVEA AR — N LET,

o) TAEBUSAEINICFEELET,

d) MEISUT, BT ANAADT TV r—va bV A VAFAN=Da w5 T v T T —
RLT, YD TR L—FIEFET,

AT 72 H\== k® Management Center T, [T/34 R (Devices) |> [T/ /4 X EHE (Device
Management) ] > Z®0fh () >[&IB (Delete) ] %3 L,

., 'deluster1 (2) Enable Node Clustering
Giste, Break Node

nodel(Control) Snort 3 Packet Tracer
st FTDV for VMware 730 N/A ffs;”“?‘f’ Threatis in-out NJA Packet Capture
Health Monitor

Troubleshoot Files
node2(Disabled) Snort 3 Essentials, Threat (2 :

10.89.5.44

FTDv for VMware 730 N/A

RATYT3 2=y FEHIRT D Z L 2R LET,
2=y "7 T AZNBHIERE L, Management Center 7 /34 A U A kv bHIBRES L ET,

ATFYTE FHLWIT TRAE AUN—FIEVE L LY 9 2% Ao "—ZEEEnEhET, &
o=y FOBERNEE=F—F 5120, KOXIICERLET,

s [T AKX AT —H A (Cluster Status) | XA T /Ry 7 A ([T/A4 X (Devices) | >[T
INA RETE (DeviceManagement) | DM () 7o = £721% [T/31 X (Devices) >
[T/314 REH (DeviceManagement) |>[2 5 X% (Cluster) | X—>[2f% (General) ]
I > [ T AL AT — 2 ADFKR (View Cluster Status) > [7 TAXDTA T AT —H A

(ClusterLive Status) [V > 7) T, ¥¥—V ET/ IAXIZENFO=2Z=y M2 [7 T X
L2 ... (Joiningcluster...) | E/RINET, 7 T AFITBEIMIL72#%IZ., Management
Center | 2N DBk ZRAIr, AT —F A% [XEkEE (Available for Registration) | (ZZ8
POET, BENTETTLHE, AT —2 A0 TEHNRAE (InSync) | IZEDY £9, Bk
R 5 & 2= ME TBEATHE (Available for Registration) | OIRAEIZEH E D 7,
Z oA, A (Reconcile) 1[TXT (Al) 1%7 U v 7 U CHBERZEH L ET,

« VRFL (3F) >[# A2 (Tasks) ]: Management Center (23T DEERA Xk &xF—
DERINET,

«[T/31 X (Devices) |>[T/31 REHE (DeviceManagement) | : 7 /31 AD—ERKR~—
VT IAZERBALT, e — T A ar®dbr5681%, 2=y MAREFTTHD
ZEERLTVET,

Firepower 4100/9300 D7 525 Y >4 |}
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Firepower 4100/9300 D% 5 X4 Y >4 |
B orn—orrssit

AUN—MDIETYU T4 71

2=y NOBIRICEZ T, FTIEA LT F v ADTE=OIC—HIC A U R_R—%3ET 77 ¢ 74T
LZEANHY ET, ZOFIEITZ. AL "—F BT 7T 4 T B0 L DT,
= MEH| X HiX Management Center 7 /A A U A MIERINET,

)

GE) 2=y "WRIET VT AT BE, TRCODT—H AL H—T 2 ANV Yy MU ENE
T, BEHALH—T 2 A ADIRNNT T 4 v I 2 EZETEET, VT 74 v7 7a—%1HH
THITNE, 7 7AZ ) T EHEAMILET, BEHA U F—T oA AF, TOZ=y bR
T— AN v TRENLZITRATIP 7 RUAZMAL Tl S BEREL 20 97,
720, Ve—RT58548, V7 7AX T2y MREREET 77 4 727> T0D & FBA
VH—=T 2 AT T, FRLUEOa T X 2 L— g UEEIE, v Y —
EHERTOILERS Y £7,

FIE

AT TN T 7T 47T 2=y ML, [T/A4 R (Devices) |>[T/V1 AEHE (Device
Management) |20 () >[27 5 A% U 7 %8429 % (Disable Clustering) | 284K L ¥
R

e 9300-cluster (3) £
Cluster S0

chassis1-mod1 Snort 3 Firepower 9300 with fp9300-docs cisco.con  Essentials, IPS (3 o A :
10.89.5.20 FTD £5re B Security Module - 1 more...) it e :
Disable Node Clustering
- Delete
chassisz-mod1(Control) Snort 3 Firepower 9300 with 5 o FPO300-2.cisco.com:4.  Essentials, IPS (3 B R
s FTD B security Module - more. 0 A Packet Tracer
Packet Capture
chas: Firepower 9300 with 5 5 o g £P2300-2 cisco com 4. Essentials, IPS (3 e ol i Health Monitor
10.89.5.12 FTD B Security Module - 2 more...) - E: Troubleshoot Files

[ T AZ AT —H A (Cluster Status) | XA T ARy 7 AND, 2=y b &IET 7T 1 71k
T5ZEbTEET ([T/A4 R (Devices) 1> [T/\1 AEHE (Device Management) ]Z Dfth
G >[ZFAZDTFA T AF—% A (Cluster Live Status) ) .
ATYT2 2=y NOITARY VTN THZ LB LET,

2= MX, [T/\M4 R (Devices) | >[T/\/4 AEHE (DeviceManagement) 1V A kD4 REID
RRIZ [ (JE%) (Disabled) ) | & FERSNET,

td-cluster1 (2))
Cluster

10.89.5.21(Disabled)
10.89.5.21

9300-1(Master)
10.89.5.20

A

[ Firepower 4100/9300 D5 S X &2 ) 2
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s5z28~0Esm ||

ATYT3 7T AZY T EFOENNCTHITE, 7T AZ~OFSM (51 =) 28R L TLEE
/AN

DIARAI~DBSM

BEENRE LA v —T oA AR Y 2=y MRT TR NLHIRESNIGA X FEIT
TIGAZY) T REN LGS, 7T AZICTFETHSNSEDILERDLYET, 7 TAHX
~OFSMNEFRITT RN, BEENMUEIN TWVWAZ L 2R LET, 77 AENnb2=y |
DHIBRENDHEBEOFEHIZOWTIX, 7 7 AX~OHFSNM (733—2) 2B L TIEIN,

FIE

ATV TN BT 774 7{bTH2=y ML, [T/A1 R (Devices) | >[T/31 REHE (Device
Management) ] ZDH# (¢) >[27 5 2% U 7 %4423 % (Enable Clustering) | %78 L %
R

., ldcluster] (2) Enable Node Clustering

Cluster Break Node
Delete

node1(Control) Snort 3 E: tials, Threat (3 Packet Tracer
" £ A ssentials, Threal _— .
BT FTDv for VMware 7:300 N/A more._) in-out NiA Packet Capture

Health Monitor

Troubleshoot Files
de2(Disabled) Snort 3
':ﬂ e ‘:a ed) FTDv for VMware 730 N/A Essoniake ineat (0 in-out NiA
0.895 44

[7 T AZ AT —H A (Cluster Status) | XA T TRy 7 AN, 2=y =BT 77 471k
THZEHTEET ([T/84 R (Devices) 1> [T/ 1 AEHE (Device Management) ] > Z®
fth G) >[ZFAZDF AT AF—% A (Cluster Live Status) ]) .

RTYT2 2=y NTIITARZ VT HANITDHZ LR LET,

F—5 ) — FOHB (ZREH)

7T AB ) — REFERIZHIRT D MER D 555G (72 & 21X, Firepower 9300 TEY 2 —/L%
HIBRT 256, 703y — T ZHIBRT 53556 ) 1%, Management Center 7> D A 73— gk
fRBRS 2R B D T,

= RBEERZ ZAZO—HTHLEE. £213/ — N2 —RRICENCT 2720054

X,/ — REBEMRLZ2NTLTEZ W, FXOS DY 7 AZ M H5E2ICHIBRT 5121, FXOS :

7T AL ) — RO (45 ~—) ZZH L T2 SV, Management Center 7> &b B ERMER
LThH, L7 TAZO—EHTHLIEE, NI 74y 7 &gl &piEmmsy, Hl#H/ —F
(Management Center 23 & BLCE 22 WHlfH  — F) 222t b H D £97,

Firepower 4100/9300 D7 525 Y >4 |}



Firepower 4100/9300 D% 5 X4 Y >4 |

B =5 —rour @aepm

&

ATvT2

ATvT3

1R BHHEIIZ

2=y MEFENTIHET 7T 4 7T DL, A N—DIET 77 4074k (50 =) %M
LTS, J— REXRGEMRT DR, FEIT, EFWVAREEICEID, 7/ — KRFET
TT 4 T2 TWBLENRHY 97,

FIE

/ — K73 Management Center 7> 5 B ERER CEX 2RBTH L L 2B LET, [T/31 A
(Devices) ]>[7 734 A& H (Device Management) ] T, == NI [ (%) (Disabled) ) ]
EFRRENTWDLZ 2R LET,

td-cluster1 (2))
Cluster

10.89.5.21(Disabled)
10.89.5.21

9300-1(Master)

10.89.5.20

'y

7, K —FORTF—H XL, F0M () 75 [7 T AZZXF—H A (Cluster Status) | % A
TRIRy I ATHRCEET, AT —HARHVEEIE, [/ T AL AT =4 A (Cluster
Status) | A 71 7Ry 7 AD [FA (Reconcile) %2 V v 7 L CHEHIAICEH L £9,

HIFR3 %7 —% ===+ K ® Management Center C, [T/34 X (Devices) |> [T/ 1 A EE
(Device Management) |> 01t () >[HIB& (Delete) | 2R L £,

. \deluster1 (2) Enable Node Clustering
Shists, Break Node

CE—
\ Packet Tracer
nodel(Control) Snort 3 Essentials, Threat (3

e IA
FTDv for VMware 73.0 N/A more...)

Packet Capture
Health Monitor

Troubleshoot Files
node2(Disabled) Snort 3

10.89.5.44

FTDv for Viware 730 N/A f\fgé”“]a‘s Threat (2 in-out N/A

J— REHIBRTHZ 2R LET,
J— RN 7 T A% INHHIBRE L, Management Center 7 /34 A2 U A b2 HEIBRI N E T,

[ Firepower 4100/9300 D5 S X &2 ) 2
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sr=y rozz [

HEHILZY FOEE
A

bz

ATy T

ATy T2

ATvT3

D2RZ AV

ATy T

ATvT2

B flflz=y NELETHREOHFEL, #illla=y hCTTZTRAZ Y 7 E2EH L, H L
=y FOBEREFFS TS, 7T AX Y T EFHEENT 5 HETYT, #lffle=y b
ThHa=y FEFHBICIRETOLERS LS. ZOHEOFNEAMH L £9, oR4E ik
BRI OWTIE, filiflz=> %ﬁﬁéﬁﬁﬁékﬁmf®%ﬁﬁmeféhéwf\%Lwﬁ

=y b ETEZ BT DUENDH Y £T,

filflr =y hZZETLHITE, ROFIRZFEITLET,

FIE

[T/34 R (Devices) |>[T/34 R&HE (DeviceManagement) |>Z0fth () >[Z FZAZDF
A 7 A7 —% A (Cluster Live Status) | Z R LT[V 7 AHX A7 —H A (Cluster Status) | %A
TRIRy 7 ARFEET,

[/ T AH AT —H A (Cluster Status) | XA 7 27Ky A, [T/A4 R (Devices) 1> [T/\
A RAEHE (DeviceManagement) ]1>[2 5 X% (Cluster) ]»=— > [2f% (General) ] flk >
[T AZDT AT AT —H A (Cluster Live Status) |V > 7 b ZENTEET,

il =y M Lizna=y MZoOWT, £0Mt () >[2—/LZHI#EICZHE (Change Role to
Control) ] Zi&R L £7°,

BV DOEEZHERT DEOITRKROONET, Fxv /Ry 7 AZF L TOK]EZ27 Y v
7 LET,

N—DEE

T TAL A N—DRGRITR LT, ¥ % — 5 Secure Firewall Management Center (Z
LTI TAE A=y T2RETHZENTEET, LR ;t“ Management Center 73
FEDTmEATHEINTWD ) EiFxy NV—2 @R H L6, 7—4 2=y
DBFRIZKLT D ENHY £7,

FIE

25 A% @ [Devices] > [Device Management] > ZMfth () %34 L. %IZ [Cluster Live Status]
%384 L C [Cluster Status] ¥ A 7R 7R v 7 A&BAE E7,

[Cluster Status] %1 7 v 77K v 7 A1, [Devices] > [Device Management] > [Cluster] ~<— >
[General] 835 > [Cluster Live Status] UV > 7 b b 2 LM TE £,

[ReconcileAll] #7 U v 7 L7,

Firepower 4100/9300 D7 525 Y >4 |}



Firepower 4100/9300 D% 5 X4 Y >4 |

. Management Center : 7 S RZDE=5 1)

T T A AT —H ADFEMIZ OV T, Management Center : 7 7 AKX DE=HX 1 7 (54
N—=) L TIEIN,

Management Center : 7 S XA DE=_R2) 25

7 TAZDE=HY T, Secure Firewall Management Center 33 J2 U8 Threat Defense CLI T
ITTEET,

s [Cluster Status] A 7 2 7 7R v 7 AZi&, [T/ N1 X (Devices) |>[T/\1 REHE (Device
Management) ]>Z Mt () 71 a>inb, £70X [T/ R (Devices) |>[T/N\( R &
¥ (DeviceManagement) 1>[¥ 5 X4 (Cluster) | ~X— >[4 (General) |fEIk> [~
T AR AT —H ADFR (View cluster status) > [7 T AKX DT A4 7 AT —4 A (Cluster
Live Status) | Vv 7 67 7B ATE E7,

Cluster Status

Overall Status: Clustering is disabled for 1 node(s)

Nodes details (2) Refresh | i: BCO Al | Q, Enter node name

Status Device Name Unit Name Chassis URL

I Summary ‘ [ History l

1D: o] CCL IP: 10.10.10.1

Site 1D: NVA CCL MAC: 000c.29bb.d7bb

Serial No:  9A4MK10VUVF Module: NGFWv

Last join: 19:17:26 UTC Jul 18 2022 Resource: 16 cores / 32256 MB RAM

Last leave: N/A

|| History

Timestamp From State To State Event
211513 UTC Jul 18 2022 SLAVE_APP_SYNC DISABLED Slave application configuration sync timeout
20:55:10 UTC Jul 18 2022  DISABLED ELECTION Enabled from Kickout timer
20:55:10 UTC Jul 18 2022  ELECTION ONCALL Event: Cluster unit node1 state is MASTER
20:55:10 UTC Jul 18 2022 OMNCALL SLAVE_COLD Received cluster control message
Dated: 08:56:56 | 09 Sep 2022 Cl

ayvhp—a=y ML, ZOR—NVERTTT T4 9T AL —2RNH0 £T,
7T AB AN AT — L AT, RORENEENET,

[l Firepower 41009300 DY S X2 1) LY
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Management Center : 7 S X2 DE=H )4 .

RIS (In Sync) : #E&E (% Management Center (28 &k S 41TV E T,

Pending Registration : $£{&(37 T 2 Z O—ERTH A3, F 72 Management Center (25 5k S
ITWER A, EEDNBEIZARL7ZE . [ReconcileAlll 27 U v 7 L TRERE
7T ENTEET,

Clustering is disabled : *%{& |3 Management Center (288 SILCWE T, 7 T A X DI
TITATIRALNN=TT, VTAXY U ITHRET. B THAMTHTEND D
BIFEFEETICHERFCE £, ik, EEZ 7 TXZOHIRT D22 L HARET
‘a—c

o 77 AZIZHHF (Joining cluster) : HEEN T ¥y — BT ZAXIISIMLTCNVET
. ZINIE T LTWER A, SI11%12 Management Center [ 58k XL FE 97,

e L2, [Summary] £ 7203 [History] T, TNV E L EEZ R R TEET,
Ot () A=a—hb, EEILICROAT—F AEELETTEET,
CDISRBYTEENT S
DT RBY U TEEMTS
+ @—)L% Control IZEFET 3

« VRF L (FF) > [Tasks] ~<—,

[Tasks] ~X— 21T, FEEBNRERIND T LI, 7 T AFBES AT OECH ORI E
IREINET,

«[T/31 R (Devices) ]>[T/31 REHE (Device Management) ]> cluster_name,

THRAAD—BERIZR—U T FAZEREAT D L, HlHEE IPT N L ADORICZE D%
FPRENTND) ZFD, TRTORA L ANEBEFIRTEET, BEFOEEIZIE,
0— RfDOT A arBNERENET,

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode |
memory | resour ce usage | service-policy | traffic | xlate count}
7 T AL BIRDOERT —F ETTE OMOIE R E R AT 51T, show cluster =~ R %
A LET,

+ show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options]
| health | incompatible-config | loadbalance | old-member s| packet-distribution | trace [options]
| transport { asp | cp}]

75 ARIEREF T HITIL, showcluster info =~ R&2FEH L £,

Firepower 4100/9300 D7 525 Y >4 |}



Firepower 4100/9300 D% 5 X4 Y >4 |
B /525 ~ixz2=8— 5yt

DI3RAAANILRA EZRZ—FyaiR—FK
Cluster Health Monitor

Threat Defense 287 7 A % Ol / — R Tod 556, Management Center [I7 /314 A A MY w7
TR AL AP IEIERA N v 7 BEMICIUEELE T, 7 TAZ D~V AE=H —
I, RO R— P THER S TVET,

MEL v aR—F 7 TRZ MR Y 7T ALHE, BLXOA M) v 7 Fy— M
TOHEREFRLET,

s MR YR a R, VTAEDTA T AT = A fix OBBIIEOREE, &
BB ) — R 2 A7 (§IfH ) — REIFT—% /7 —F) | BELOT A AOREEN
FRENET, T ZADREEIL, [#2) (Disabled) | (F/31 ANT T AL ZHfEN T
LX) | [WIHREE TN (Added outofbox) | (NT VU v I T T R T ALT
Management Center {ZJ& L CWRVENN . — F) | F£7203 [#E4% (Normal) ] (/ — R
DA 72RAE) OWT N TT,

o VT AKX DMEHE Y va iZiE, CPUEARE, AEUMEHE, AHL—FF L —
b, 77T 4 78 BXONAT BHBICETD 7 A OBEDA N v 7
NFERENET,

N

GE) CPULAEVDAN) wIIX, T—H 7L —1 L Snort DfEHE
Ol = D ™ LET,

e ANy I Fr—Fb, DFY, CPUEHEK, AEVMHHK, AL—7v  BILUOE
TR, FRESNIEHMICBITS 7 9 22O HEZMNETRLET,

%% YA v aR—R 2000 4Py hTYTFTAEZ ) — REKROARS AR L

\m‘.

T 4 V= NI, 7T AKX — RERORFEEHICEIT 2837 v hEB IO
BESNFRENET, ZOF—ZE, /—FRICEoTAMRED LS ITH#Eh
TWAHNERLET, 2OV 4 Vxy MT S L ARTED R A2 IR E
LCBIETEET,

— K¥Et T 4 Y=y MZiE, V=R A MY v 7 BRERERNTEREINET,
77%&/—%£¢®amﬁ%4\f%)ﬁﬁé\AﬁV~%\MﬁV~%\77
T4 T IR %i@mwﬁmﬁ BT DA N v TF—2REREINET, &
DT —TNVEa2—TlE, 7% ZEMT T, A —HEFHEIHETEET,

CAVN=RTp =<V A By Y aR— R JTAL )= ROBUEDA M v 7 B FKR L
FI, BLIZEEHERALTC/ —RET7 402 )7L, FE/ — ROREMAZ R R TE £
T AR w7 F—2IE, CPUBEHISE, AEUMHASE, AL —h HAOL—F, T2
T4 7oA. BLOYNAT ZRENEERE T,
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cCCLA v aR—KR: 7 I7RAZOHIEY v r5—%, DFVANL—FEHIIL—1E2 T
Z 7R TERLET,

s NI TNYa—T 4TV T HBEIERAESND N T TN 2T 4 DNy
L FIE~DERZR Y 7 4L 9,

o WFMAEH : SEIFERITAF AN v FoudaRlR— KUYy MIEREIND
TS A HIFR T 5 7= 8 O WAL Al GE 70 IR,

e HARZLE Y aR—R: VTAZEBERDA RN v 7 & ) —=RL~ULD A MY v 7 Oy
BT AT —2%2FRLET, 270, /— ROBERITEBEHHA NV v 7 ICOLmEA S
N, /J— R KBNET27 7 AZ2RTEHENETA,

DRI ANLVADRT

ATy T

ATy T2

ATvT3

ZOFIEEAFETTHITIE., BHEL—Y— AT F o Ra—H— FFEFa VT4 TF
VAN 2= —THEILERH Y £7,
JTGARNNVAE=ZL—L, JTFTABZLFD ) — RONVAAT —F ZDFMR B o — 24t
LET, 2OV TAFXNVAE=H—F, —HEOX v 2R — RKTT TALZDNVART —H
A LA AR L F9,

15 H B HIIC
* Management Center O 1 DLL DT SA ANE 7 T AKX ZER L T DN EHER L 9,

FIE

DRTL (B >[E#EM (Health) |>[E=%4 (Monitor) ] #3®R L £,

[E=% V27 (Monitoring) | T/ —var v RUuzEHALT, /— REHDO~LVAE
= —ZT 7' ALET,

FNAAY AT B (Expand) ] (#) & [#0 727274 (Collapse) 1 (V) %227 VU v L
T, BHEHIBRO I FAXTNAADY A NEREBEIIIT 0 i27-AF T,
7 TABDNVAFR HRART DX, 7V T7AZLE )7 LET, 774NV Tl 77
ARF=H—F, W ONDOFRIERINZY vy adh— RTEFEBIORT7 4 —< 2 AD
ARV w7 Z2RELET, AN v I Xy afRh— RIEFROLOPEENET,
« [BEE (Overview) | : MLOFRIERSNIZH v aBR—RFKDLOEERA N v 7 2FoR
LET, /— K, CPU, AEVU, AJJb— b, Hib— b, TG HR. NAT ZHE#R
RENEENET,

o [Bfi7 53 (Load Distribution) ]: 7 7 AKX J— RO T 7 4 v 7 L8y NOSTHLL

o [A 2R —RT p—~< > A (Member Performance) ]: CPU =R, A E VU HEHE, AJA
N—TFv h, HHAL—=T"y b, 77T 4 77285, BLXONAT ZHUIET S — L
L DHEEHE

by

=
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ATvT4

ATy Th

ATvT6

ATFvIT1
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«[CCL]: A v H—T 2 A ADAT —H AR L OER T 7 4 v 7 OFEHER,

FG_NEIT v THE, SFESFLA N I Xy v aR—RNIBETEET, PR—FX
NTWBEYT TAZ AR v 7 OEFER7R ) A MZOWTIL,  [Cisco Secure Firewall Threat Defense
Health Metrics] &ML T 72 &0,

FHLEBO ey 7&Z g0 RE#EEEZHRECTCEET, KETIFMG (74108 b,
KETEH2 BB LOHMERMTEES, Rny X705 [Custom] ZER LT, B
AL LOBMGH K THERELET,

WH7rAarzs )y LT, BEIERZ 5 2ICRET 52, HBEHZA 7TV HFAE
ﬂ—o

BR L2 RFRIEIHIC DWW T, F L R T 7 DRIAA— =LA DORMT A 227 v 7 L
E3

JEBHT A 2 0%, GBI U REREHAN OB EZ R LET, BMEOHIL, BEOBMEREZ] & &
THEAZ R LET, HEORBBEOGA., BEOTEITBNEREINET, EROFEME TR
T 5121, RO EEchH L7 M arE2 7 ) v LET,

(/= FEBAEDO~NNAE=H—DGR) X—Y L OT A R OEMH 5T Z— hdk
T, /= FROEFEHT 77— MR LET,
EFMT T —MIRA 2 E2E5bEDLE, J—RFOEBEEOMENERENET, Ry 7T v
T4 R, IS ODEFENT 7 — FOMEBEO—HNERENET, Ry T T v T EY
Vo 735E, EFHET 77— MEEOHME = —2B & £7,
(/) — FEBDO~NNAE=Z—DBE) T 74/ FTlE. T AE=Z— T, W ONDHE
HERmINTA v aR— R TCEFEBLIOR T+ —~ 2 Z20OA M) v 7 Z2HELET, A B
Vo By aR—RIZEIROLOREENET,
«Overview : CPU, AE V., A ¥ —7 = A A, PR, MOERFLL v a
R=FNOLDOEFEERA N v I EBFRLET, T4 AZEABELEER o XFERLE
FNFEI,

«CPU : CPU A, uk& RAjlk XU =2 7§l CPUEHHE A G £,

* Memory : 7 /3 ZDAEVHEHE, 7 —F 7L —2 & Snort D AEVFHREEZHET,
e Interfaces : A V' H—T7 =2 A ADAT —F ABIOEN N7 7 1 v 7 HgHEH,

» Connections : ¥ifittital (=L 77 v h7w— 777 ¢ 77ebefid, ©— 27 ehikin L)
BRONAT Z#i v K,

« [Snort] : Snort 7' 1 & AT BHE T 2 EHE R,

*[ASP R 7 (ASPdrops) ]: SEIERBHT e vy 7SN Ty MIBEET HHEqT
T

FG_NEIT v THE, SFESFLA N I Xy aR—RNIBE#TEET, PFR—FX
NWTWBETNAARA R v 7 OEFER)7R ) A MZOWTIL,  [Cisco Secure Firewall Threat Defense
Health Metrics] &L T 72 &0,
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ATYT8 "NVARE=Z =D EMICH DT 7 AGE ([+]) 227Uy 27 LT, fEHMRRA N v 7
N—=TNEMBOEEE Y FEMIR L, WAZ LTy v al— e EkLET,

I TGALBRDE 2R — ROEARIT, 7 TAFDRA ) w7 TN—T5EFRLTHH, A
MU w7 &R LET,

HDIRBZAR) Y

JTGALDNVAE=R =L, 7T AFEZD ) — RICEETHHEHEmE . Ao,
Tx—<r A, BXOCCL b7 7 4 v 7 OfetT — % OERNFEREZ B L £,

R2: D9SRB A )Yy

A hUYD £ EA X
CPU 752K ) — KD CPU A+ v 7 OFY | percentage
(F—2 7L —2 &snortiZONWTENENE
ZO
AT 7T AR ) —=REDAEY AR v 7 O |percentage
(F—& 7L —2 Lsnort iIZOWTENEIE
ZT—“) o
T AN—T > K 77 AZDERFBBLIORET—4 M7 7 4 v |bytes
7 DfEat,
CCL A/L—7"» k 7T AZDEFRBLVIEECCL F T 7 4 v |bytes
Dt
$#5t (Connections) I TABNDT 7T 4 T I, number
NAT Translations 7 A K D NAT ZEHHK, number
Distribution 1Dy 52 ENOBRSA L, number
Ny b 7 ALRNDOIR T E DYy MilE O, | number

ManagementCenter : 7 S X 2D ST a—TFT4 29

CCL PingY—/NZfH+ 5L, 77 2ZHMY 7 BIELKEEL TS Z L AR TE X
To THNAREL T ZAXCHERARERKROY —VEERTL L TEET,
s NTTNYa—T 4 T T AN )= KRBT TARIBINTERWVGA, NI Ty a—
TAT Ty ANDBEHBNZAERSIVET, 2. [T/AM R (Devices) 1> [T/A1 XE
# (DeviceManagement) 1>[¥ 5 X4 (Cluster) 1>[—#% (General) | =V 706 b7
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B /52x5—#my> 5~ ping 0xf

TN a—T AT T7ANEAER LA T —RTH5ZLHTEET, FTT M a—
TAT T ANDERESBL T EEN,

oMt G %27V v L, [NFT Ny a—F 12 77 A (TroubleshootFiles) ]% %
RLUT, [T/31 A& H (DeviceManagement) ] X—Y 067 7 A NVEAKRTDHZ L HTE
\‘i‘g—c

« CLI 77 : [T/34 R (Devices) 1> [T/3\1 A& (Device Management) | >[¥ 5 X4
(Cluster) 1>[—#& (General) | TUT T, ZTAXD KT TNV a—T 4 2 TITHKNLD
—HOERFHACLIH N ZERRTEET, 7 7AZICK L TRO 2~ > ROSAEBRIZIAT
SNET,

+ show running-config cluster

+ show cluster info

+ show cluster info health

« show cluster info transport cp
* show version

« show asp drop

+ show counters

* show arp

» show int ip brief

« show blocks

« show cpu detailed

« show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

[Z~> R (Command) |7 4 —/V RIZEED show a2~ > REANTHZ L HTEET,
FEACHOWTIX, CLIIEIOEREZRL TLEE N,

9 2 RAZ—Hl{E#) > ~D ping DEIT

pingZFEFT LT, TRTDIFAL ) — KRBT FAXEY v 7 %/ L CHEICEETX S 2
LEMRTEET, /= BN TAXICBMTERVWERFIKNO 1S, 7T AXHIHY
DERENELL 2N ETT, e xiE, 7 7AXGY > 7 OMTUMN, i L TWDHAA >
FOMTU £V H KREVEIZHE SN TV D AEEERSH Y £7,
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FIE

ATY 1 [TINA R (Devices) |>[T/31 REH (Device Management) | DJIEIZEIR L, 7 T A X OFf
DEM G EZ U LT[ZTFAZDTFA T AT —% A (Cluster Live Status) | %R L
iﬁ—o

B14:9S5RARFDRAT—FR
Cluster Status (7]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q. Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

AT9FT2 /=KD 125%EBL, [CCLPing| 27 U v 7 LEd,
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B ss5xz2v0m

15: CCL Ping
Cluster Status

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) | Refresh l l Reconcile All l __0\ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22

Close

J—RiX, ®RRKMTUIZ T2y A X&HLT, 772X > 7 THOFT N
TOH/— KT ping ZEFE L ET,

Dated: 18:38:41 | 01 Mar 2023

D3RR T Db

INHOBNTIE, —REREARET ENET,
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ATAVILEDT7AT7o+—IL

Node 1
management
10.1.1.1/24 (Pool; .2-.9),
: 2001:DB8::1002/64
© = @ - .| (Pool: 8 IPs)
i o = = = o
© E| © © £
Cluster Control Link
192.168.1.1, .2, and .3
<I__ portchi Spanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 5001:DB8:2:5/64
| MAC: 000C.F142.4CDE |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

— ]

c""--—-—.__ ,_,.>
(5 RN | port-ch5 [
Switch o VLAN 10, VLAN 20 Trunk o
T ol
Z =
3 S
> S
l )
8 =
 —— —
Client Server

WieBEXa VT4 RAALUDODT—2 77 4 v 7121, %72% VLAN 23 B#fH T S
F9, &2 ENET Ry b U —27 HIZiX VLAN 10, #MEr> FU—Z7 121X VLAN20 & L
To FITHE—OYHR— IR HY | ITAAL v TFE IV —F IR SIhET, hToF0 7
A F—=T WS> TNWEHDT, WELY v 7 EOFT TN v FA802.1q 0 P SN E
9, 1%, VLAN 10 & VLAN20 DI 7 7 A4 727 4 —/LTT,

A /Xy R EtherChannel Z 95 & X%, AA v FHTTRTDT—X VoI BRITNL—TFE
LT 1-2® EtherChannel & 72V £9°, NEHARAREIZR 2725813, A4 v FFEYVO2=y
MATrIT 74 v 7 B2BOEBLET,
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B 5o o0

NS T4 v D

Cluster Control Link
pori-ch1
192.168.1.1, .2, and .3
Node 1
§/\ /\ eth1/6 '
gl | [ ] ethirz @9
A =N A ethl/8 \P eth2/1 o
=3 T %?"ﬂ
-¥a) 55 3l o3 B
s ] o =1 o
8 A S==2 eth2/1| SBEZ 8
oy Ondg | o200 o
3 18gY £98%° =
L N mgmt 2”3
= 95 3
o 58 2 O o
WA O=_, B/ ethifb M
ol J o | [Z ] etz &
@/ X | [ 2V ethiss Jetho/1 | | &
V V V vV
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

WEF Y U =27 LR Y FU =2 DRIT, 877 4 v 7 MBI TEECE £

FoRicRT L 9lc, EANc—F DA 3 KEtherChannel 3% 0 . WNESA A v F I ST
WET, MHFITERCH Y, AL v TFICER SN TWOET, HETHILE, £ EtherChannel
FIZVLAN B 7 A v Z—T oA Z%AETHZ b T ET,

H5RE LT DEEEN

OB a AR, 7IAR ) T OEEICET S

Threat Defense DAEEEE UV SRR VT

Threat Defense O —HOMEREIL Y T A X U 7 TiEHAR— & d, —EiIflEo=y ~7=0F
THR—=FENET, TOMDOEREIC SOV TIEY AREHICET2EERH L5585 0 £

B

AR ENE T,
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VSRR T THR— b ShEHEE
WOEMIEIL, 7 T AZ ) L/ PR L EERETET, 3~y NLEESET,

\)

GE) 27 7AZV 7 THHER—FEZN TV FlexConfighiE (WCCPA > A7 v g Lipd) %
FRTHITIE. ASA O— R EEO a7 4 Fal— gy HA REBRLTLLEE N,
FlexConfig Tl%., Management Center GUI (Z1Z72\ % < D ASAREREZ #RE CT& £J°, FlexConfig
N —%ZRLTIIEEN,

« JE— K 77 A VPN (SSL VPN i X U} IPsec VPN)

*DHCP 7 7 A4 7 b, —1— BLOTFBFX, DHCP J L — I KR—FEINTFE
R

BN RNA B —T 2 A A (VTI)

o i A]

cHEN—T 4 TBLIOTY v T

* Management Center UCAPL/CC € — K

VI3R5) T DR REHE KA
WROEREIL, HIfH ) — F EZT T R—bShFET, 7 I7RFDOHEELATr—) 7 ESnEE
Mo

\}

GE)  thREPRBEEED N T 7 0 v 71X, 7T AXHIEY 7 BEATA A=) — Fh b — R
\CHRE S NET,
O HMSEEZ LT 285813, PREFRBEEED T 7 ¢ v 7 PR RIBEEE & LTt
DB TON T, #IE ) — RLSD ) — RICHEEESND Z ERHY £9, Z0HS
X, T T4 v 703 — Rick KRS hE,
rh B RS RE [C OV TR, Il ) — R CEENRRAET L LT XRTOEEN Fr vy FEN5D
T, B LW ) — N LT 2 BT 20BN H D 9,

)

GE) 792XV 7 TH b SN T % FlexConfig §E (RADIUS A > A7 g Vip L) &%
AT DL, ASA O— IR EEDO 2 7 4 Fab—va v A RESRLTIZE W,
FlexConfig Tl%. ManagementCenter GUI (Z(X72 % < D ASABEREZ 5% E C& £ 9, FlexConfig
NI —ZRLTIEEN,

cRDT TV r—ray A VAR a0
« DCERPC
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B =5

St

K
filt

a.

« ESMTP
« NetBIOS
« PPTP
«RSH

« SQLNET
« SUNRPC
« TFTP

« XDMCP

CARET 4T N— k=R T

« %A hH VPN

¢ IGMP /L FF ¥ Ak artu—/L FL—>r 7a ha) VB (F—& FL— gz 3y
FAZERIZGBMENET)

PIM~/LFH¥x A harba—)L FL—r7a ha)iif (F—F 7L — kil 7
AL RIS NET)

cHAF I I N—T 4T

BEhIRIT, 7 7 A2 efcElsSnET, £/ — i3, 7e—FFy 2 Ay b—DIHk
DI TRAZEERDA T ZOWEMDH Y £, 77 AZ 2R THERHIREZHREL TH, %)
FMEEZEBE LT, BEICHIRETEA SN 2WEERH Y £9, 4/ — FTiE, EEORAT
DY T AZEEDT Y o ZED KRG E 723 NGl S D TREME S D 9, 22 L.
B— RNRZ T ENT 7 T AR TR, KEOREE & bICHERBERSNET,

FAFTIVIN—TA2TEIBIIRE VT
N—F 4 v 7T A=y b R TRGFSAET, A— MEREE= Y b2 LT

FERIN, BB VIERENET, V=T 4 IRy ERT—F 2=y MIEE LT
HliE, filflz=y MU XA LT FEET,

[ Firepower 4100/9300 D5 S X &2 ) 2



| Firepower4100/9300 DY 52 5 1) v
A XTEICUPZE |

R16: 545y L—FT425

Router A

L

Data units are invisible. Load Balancing
Y Y

Cluster Units

Only control unit uses OSPF LA;
with neighboring routers. : —_ EtherChannel

Router B

T—Fa=y bl =y G- P EFEE LRI, F=y FAERNICEEICET S
HIlr 24TV E S

OSPFLSA 7—# _X—2%, #lfflz=y bnbT—¥ 2=y MR SN EHA, HlHz=y
DAL v FA— = A LTEGEE, AL — 2 P HEESE R LES, AL v TFF—
NI HZBATILHY FH A, OSPE 7B ZANIP T FLAD 1 D& /AL—FID & LTEIRL
FT, WHATEODEFAD, AFT 47 V—FZIDEEVYETHILENTEET, I
T, FACA—F DRI TAXZBEKRTHEHEND L1220 £3, BVIAREFRT 51T,
OSPF / VA My 7 74U —T 4 A SHRL T30,

FIPEOSREZY VT

*FIPDF v /Ll ary ha—F v DT a—RNENEFNRD T T AE AL _"—TLo

TR SN TWDEEE, DF v 2 NVOF—FT—XEHNCT A RV XA LT TN T v
TF—rEarybo—LFyRrADF—F—IZEEFEL, TA KV EA LT MEETH
LES, 277L, arybe—nrve—0F—F—nVn—RKEhWT, avyfr—L 70—
MEARAT 4 7 ENTHEEE, B 7 e —BRIEHER S 2< v Ed, LEnoT,
arvhr—LT7ua—07 A RV EALT Y MNIEFINETEA,

RLVFEXYRNIL—TAVTEVSRE) VT
77— A MASREEDHLSND ETOM, ffla=y FRATRTOTAF X 2 b —7 4
YTy NET =Sy MR LET, B S NI R, KT — S 2=y T
NFXy AN TF—X Ry NEREEETEXET,
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NAT & O S RBY VT

NAT 1Z, 27 7 AZ DRAR IR AN —T"y MIEBEZHEX 52 RBVET, AT FE
KT U NI RONAT X7 v b3, ERENT T A X NOPBIO Threat Defense (23518 S
HZERBHYVET, B— R ARTU T TATY ZLFTIPT RLALR— MUKFELTWE
TN, NAT BMER SN L&, AN T U RET YRR RET, Xy hOIPT KL
AR — N PER D)5 TT, NAT A —7F—"TlI 72V Threat Defense (22|35 L7237 v M,
I IALRENY T ES L CA—F RSB SN DT, 7T AXEIEY I KED N T
T4 IMEALET, NATA—F—F, X2V 74 BIORY o—F = v 7 OFERITIN
CTAT Y hOEREZER TE R WAREMERH D720, ZEM S — KX, A—F—~Dlxk~
0—ZER LN EICEBE LT EEN,

FNTHI TAZY VI TNAT 2EAT 25513, ROTA RTA40E2BEBLTLIEIN,
eAR—h Ty 7EIN Y TITLD PAT : ZOBEREICHOWTIE, ROTA FIA4 2B L

TLIEENY,

e RA MDD ORKHIRIL, 7 7 AZ2EOHIRTIERL, /7 — RZ & I@ B0
SNET, LEB->T, FA MBIV ORKFIES1ICRESINTWASI /) — KI5
AL TIE, AL DNT T 4T N3DOD /) — RKI_XTUWZe— R KANF T &
NTWBEHE, 35070y 7 %% /) —KRIZ1DTOH VY THENTEET,

NI T T T =Ny 7T v ) — RTERENTZR— Ty 7id, AA R
B2 0 O KHIBOERARIIZZE SN EE A,

« PAT 7— )LNSERICH LW IP 7 K L AD#iPH T H S5 On-the-fly PAT /L—/L D
EHETIE, TLWT—ABNED R > T THWEEEET D xlate N 7 7 v 7 HE
Kizx3 2 xlate N 7T v FTOERPEBRLET, ZOMETR—FO7Tm v 7E
DY THREEICEA R b O TIE L, AR BEN ST T4 v I NI TAK ) — K
MCTr— T 7 E8ND7 T AZERTORRLGID K72 PAT 7 —/L D
METd,

c JTAXTEMEL TV AEA, 7y 7E0YTHA REETTHI LI TETEY
lo LY A XT, 7 ITRAFNOKETNA A% a— R LERICOBEINI/RY F
T, KT A ADY v — ROLBERZEGET 572012, T XTOT v 7 E ) 4T
= ZHIBRL, N H O/ —VZEET 53 X Thxlate 7 V755 Z & 2 BHE)
WLET, TO%, Tav YA REELL, Tay ZED Y TOL— L EFERTE
E3

s XA F w7 PAT D NAT 77—/ 7 RL AR : PAT =NV ERETDHE, 7T AKX

T—=VHNDOKIP T KL AZKR— 7 ay 7238 LEY, T740 Tl 70w
IXS12AR—hTTB, AR—hr7 ey 780 Y TOL—NLERETDHE, RDVIC2—FDT
0y 7REMEHINET, ZhbD7ay 737 7 AFZNO /) — RETHEICIHIN
Blz, %/ —FIEIPAT 77— AHNDIPT RLAZ L2 12U EDOT oy 7 n3sb0 F
T L7enRo T, HEIND PAT #eixt L THA ThHLAEITIE, 7 7 A X D PAT
TNV EDDHIPT FL A% 1 DFEFIZTHZ LR TEET, PAT 7—/L®D NAT L—/b
TPRFEHFR—F 1 ~1023 2 EDD LA T aZRELZVWEY, R—Fr7 oy
71% 1024 ~ 65535 OAR— hPHE D S— L £77,
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c EHDON—VIZRBIT D PAT 7 — VORI 85D /NV— TR U PAT 7 —V &2 45
Wi, =BT DA =T 2 A ADFRITEE LA O LER DY £, T3TD
=V THEEDA VX —T oA ABERT D, HDHINITITONAL—LT EED] A
VE—=T A REMMHT L, WTIUDEEIRT HLERH Y £T, L— BRI hTeo
THEDA v E—T oA AL EE] DA v F—T oA ABBESEL - LI TEXEH
ho IBRIESHED E, VAT LBV X —V NT T 497 L7 T AZNOGYR ) — Re—3
SHLZENTERIRDGENDHY £3, L— T EIZEAD PAT F— LV E2EHT 5
Z 8T, BRbLEEEOEWAT Y 3 T,
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