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ZDOHA RTHEH, MEDA LV H—Fy 8T 7B RAZFOHOEH Ry NU—T N5 Z L &R
BLELTWET, F74/L FTlE, BHA L Z—T7 = A ZFEREABICEIHRE SN TWET
N, T—=BA LB —T oA AFETRETIVLENH Y £,

FRELT A ZEHER v b U — 7 |2 Management Center Z it & (£72137 7 ¥ AA[HEIZ) LET,
BBAZXT T 5 B51 35 X O Management Center [X, EHB LT A B U T DIZOIEE TR v
FNI—=2 %t LA U Z =Ky MIT 7B AT 20ERH Y £, 6.TLURETIE, FHA ¥ —
Tz ADRDVIZ, BEISUT, T —# A ¥ —7 = A A% Management Center D& B ]
WICRETEET, T—HA ¥ —7 A A 5O Management Center 7 7 & A%, & M E
X7 A2 Y v TRETIEY AR — b &IvEH A, Management Center 7 7 E AH DT — % A
VHE—T 2 A ADBREDFHANZOWNWTIX, FID 2~ R 7 7 L A [#E3E] D configurenetwork
management-data-interface =~ > K& & L T 72 &0,

Threat Defense & Device Manager %4 — 7' )L {E#%

Console port Chassis Management port Threat Defense Logical Device Management

; Inside <, ~— Outside
/; . Network ) [ Network

= - o =

Management
Computer

ZDOHA RTIE, MDA LV Z—Fy NT 7B RAZEOROERRy NT—7 08355 2 & 2H]
HELTWET, T740 FTIE, BHA VA —T7 oA AFEARFICEITRESNTOET
M, T—HA L HE—T 2 A AIHETHRETIHVLENHY 17,
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vo—sor—Inis I

FRELT NA ZADEEA L H—T = A AT EBICKTT D858 oMM EEFATLET, BB
ﬁTé%@fi\74t///&\Eﬁ\k;oamwﬁﬁ@twu4yy—*yb?&t
AVBKETY, T 74/0 NOBWETIE, BBICxT 20 ORI ELZY—hU = A
IP7 RLVAIZEB NI 74 v I BN—T 4 7 ENET, T, EEOT XA H—T <A
A5 Device Manager DEIEZF NI T ET,

Threat Defense & CDO D4 — 7 )L &

Console port Chassis Management port Logical Device Management
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ZOHA RTIE, MEOA VX —F v N T 7B RAEEOROBEE Ry U —2 RN 5D L AR
BLELTWET, F74/0 FTlE, BHA L Z—T7 = A ZAFEFABICEIRES N TOET
N, T—=BA LB —T oA AFETRETILENH Y £,

BT N ADEHR Y NT =TI H—Ry MNIT 7 8ATELZ LR LET, &
BT KT 2B 1%, CDO OFH, HH, BLOTA By rolwic, HEHxy hU—2
BRETA =y MIT 7 BATLHMENDD £, BEHA X —T7 24 20DV IZ, &%
S LT, T—FA v ¥ —T =4 A% CDO OEHAICHRETEET, v F—V ¥ 77 &R
AOF—2 A B —T A ADREDFEMONTIZ, FID 2~ RU 77 L A [#EE] D
configure network management-data-interface =~ > REZ S L T 7230y,

ASA O /7 — T LR
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ZOHA RTIX, MADODA L EZ—F%y NT 7B AZEFEOROEHR Ay NU—I03H5HZ L &R
BLELTWET, T74/L FTIE, BEHA LV EZ—7 oA ZFEEBICEIMRES N TWET
N, T—EA L F—T oA AIBERTRETIHLENDY £,

EERTF SN ADEHA A —T A AT ASA DYIHRELXFEITLET, BT, [EEDOTF—X
ABE =T 2 A APLEBREREMNTDHIENTETET,

Ox—LDHUEtEY Ty TDOET

VAT LOFRTE & B BRIC Chassis Manager Z T 2 R1IZ, WL DO E X A 7 %I4T
THMLENRH Y £9, OHHREL. 22 Y —/LR— FTFXOSCLIZ A+ 50, /-3 v—
VEBHR— R ~OSSHY v a VY EFEHAT L0, HDHWIEY v —E AR — hTHTTPS Z1{#
ALTEITTCEET,

Jo0YFFRALEVYy—2008 iy 7y TOEST

Uy —VEFIR— MI, DHCPZHEHA L CIPT FLAZFE L E9, FIHARE T, Web7 &
TP ERFEH LTSy — Y OEARTELXITI 2N TEET, DHCPH— —272WEA1T. ¥
Wity FTy A lcaryy— R— N2l HTAMNERH Y 1,

)

GE) ey b7y 7 E2RYIRTICIE, CLINBRD A~y FeEH L TBEFEOREL TN THE
TOMENRD Y £,

Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration

3R BRI

by hT T 27 )T N THMATLROEREZIMNE L ET,
T LWEBE SAT — R
EHIPT RLABIOY 7 Xy b w27
=V IPT FLA
« HTTPS & SSH 7 7 ¥ A& FFal 5% 7 %~ bk
e ARA R E RAAL 4

eDNS YV — "D IP 7 KL A
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ISHHEEALE v — 0Dty 7y T0ET [

FIE

ATYTF1 DHCP ¥ —_—%REL Ty v —VEHA— MIIPT RLAZED YTET,
Y —YMNBDODHCP 7 74 7 v NERICIIROERN G ENTOET,
cEBHA L H—T 24 ADMAC T KL A,
« DHCP #4732 > 60 (vendor-class-identifier) : [FPR4100) (ZFXE L £,

« DHCP 47> = 7 61 (dhcp-client-identifier) : ¥ v —3 DTV T EFEFITHELET,
DI TNANEFE, Y — VO EHLF 7T THREAETEET,

(Y

RTvT2 vr—vOEREANET,
ARTYFT3 77UV TROURL AN LET,
https://ip_address/api
DHCP #— =l ko Ty v —VFBHA— MV LS THNEIP 7 FLAZBELET,

RTY Tl 2—HF—ZLRX2AT—ROANZROLNTZH, ZhEiingall & chasss serial_number % A
e rs4 o LET,

chassis serial_number I%, v —Y DT LT U F X T THERTE £,
ATYTE T T N> TV AT AREEITVET,
« FRIIQ/RAT — AR Y 2—,
eadmin 77 7 b DOSRRT — K,
o VAT L4,

¢ A= R—=NRNAPEHDIPV4 7T KL ALV TRy b ~RA7 £/ IPv6 T FLRLET L
TA T A,

e T I 4NV N F—=F T2 ADIPVvAT KL AE=ILIPv6 7 KL A,

*SSHT7 7 EBANFHFAESNTWVWDEERANRY hT—7 T RLABIORy h~R 7 /7
TA T A,

«HTTPS 7 7 B AT INDHRA Ny NU—=IT RLAE Ry NS AT /T VT 47
X0

¢ DNS H— 3D IPv4 £7213 IPv6 7 R LA,

s FTANN FAL A,

ATw 76 [FEIE (Submit) 1227V v LET,
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> : : A\ Y £\ Y y = 4=
CLITOLYy—LDW8E Y b7y TDETT
22— CFXOS CLIIZHIDTT 78 AT B0, Fioidyv—FBAR— MIx L TSSH
tyvalrEHERTLE By T v T U= RICL o THEAN Ry NI — 7 REERD
L2700 T IR ERRESI, vy — VB — D Chassis Manager (HTTPS ZfEH) F721%
FXOS CLI (SSH #ffH) 17 7 ATE 2L 912720 £,

T —VEPAR— ME, DHCPAZEH L TIPT FLAAZHE L E$, DHCPH— S—n3 720
ik, ey v v Icary AR — N EEATALERH Y 9,

N

GE)  WIHIREZMR Y KIS, kRoa~vy FEER L TRTFORELZ TN THET O2LERH Y E
R

Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration

bR BRI

by hT T 27 )T N THEMATLROEREZNELET,
T LWEHE AT — K
EHIPT RLABIOY 7Ry b w27
e S—= U =AIPT FLA
*HTTPS 5L WNSSH 77 ¥ A& FFA[ T 5% 7 % » b
cTRA NG E RAAL U4

eDNS YV — "D IP 7 KL A
FE

ATy Tl Uy —TOEREREZANET,
AFYvT2 ZA—3IF N2 —FEEHAL T T oy —LR— MR 52> SSH 2 H LT
Ty — VBN — NI L 9,

Firepower 4100 {Z1%, RS-232-RJ-45 > U T/ ayy — )L —7 LR L CTOEd, B
X, =R R—=F D) TIV-USB7—T VBB R LGERHY £, ROV YTV
WRIA=ZEEHLET,

* 9600 AR —
87 —4 v b

YT gL
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sl ARy T EY L

ATV T3 2a—HF -4 LRXRT—=ROANZERDLNTZH, ZiE4 admin & ciscol23 # AL Tr 7
A LET,
ART9T8 Tar T Mo TV AT ARELXITWVET,
i -
---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.
Type Ctrl-C at any time for more options or to abort configuration
and reboot system.
To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [y]l: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscape&32
Enter the system name: firepower-4125
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: y
SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: y
HTTPS Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]: y

DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]l: y

Default domain name : cisco.com

Following configurations will be applied:
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. Chassis Manager ~(D A% o >

Switch Fabric=A
System Name=firepower-4125
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y
Applying configuration. Please wait... Configuration file - Ok

Cisco FPR Series Security Appliance

firepower-9300 login: admin

Password: Farscape&32

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.

[...]

firepower-chassis#

ATy TE FHLTWIEAITa Y — LR — 00Ul L7zY, SSHE v 3 K TTHZENTE
i‘ﬂ—o

Chassis Manager ~(D O 45 A >

ChassisManager i fH L T, £ ¥ —7 = 4 ZADOHMERGREET A ZDREHRE, vy —
DERELITVET,
18 BRI

s PR —FENDT T UFOFEMZONWTIE, FHLTWE A=Y )V —R J— R %
ZHRLTLLEZEN

(http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.html
=z

DY ¥ =Dy N7y TRHIIEE LIFHANO IP 7 RLAZFOFERa B a—
X35 D, Chassis Manager (7 7 E A T&E £9°,
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ATy

ATy T2

ATvT3

ATy T

ATy T2

NTP D& E .

FIE

PR=PSNTWLT TP EMEH LT, RO URL Z AN LET,
https://chassis mgmt_ip_address

« chassis mgmt_ip_address : FIHIEEERFICAD LIz v —VEBA—hOIP T KL AFE 2T
ARA M TT,

Z—H—% admin EFHLWARRT—READLET,

FXOS =—#—miB (21 X—) II~>T, ZTEHIa2—F—%2BMTXET,

[mZ7 A (Login) 1227 Vw27 LET,
12 274 % % & Chassis Manager 23BH & . [BEZ (Overview) ] ~—VNERSINET,

FECRZAZBET DL TEETN, NTPh— =&+ 252 L2 HEL £, ASA
BLOBBITH T D5 & Device Manager D A~—h Y7 b =T T4y ZIIEIE
UWWREZI S BT, BRIk 285 & Management Center D¥5571%, ¥ % — 3 & Management
Center DF] THRFZIN—E L TWAHMENRH Y £9, Z DA 1L, Management Center D515
U NTP h—_—% v — CHEHTHZ & EHLEL £7°, Management Center H & % NTP
==L LTHERALRNTLZES, ZOFEFTHIR—FSRLTHEEA,

188 BRI

NTP — "—DHR A M EERT 25 61%, DNS —"—2FETHLERH D £ ()
Dy KT v 7 TREROYEGE) o [Ty b T+—LEE (Platform Settings) ]1>[DNS] %%
LT EEN,

FIE

(75 b7+ —LEKE (Platform Settings) 1> [NTP] Z#ZR L £,
[ IRIHT (Time Synchronization) ] ~X— Y03 F 7 4 /L b CEIRINTHVET,

INTPH—/"—%f 45 (UseNTP Server) | A7 ar R¥ %70 v 7 LET,
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Overview Interfaces Logical Devices Security Modules GENGIUECT T H

SSH
Set Time Source
SNMP
HTTPS Set Time Manually
AAA Date: 03/07/2019 o (mm/dd/yyyy)
Syslog Time: 12 |~ [3: v| pm ~ | (hh:mm)

DNS

FIPS and Common Criteria Get System Time
Access List

MAC Pool NTP Server Authentication: Enable

Resource Profiles
Chassis URL © Use NTP Server
@ Add

NTP Server Server Status Actions

X7__ W) 70 3 ('EE%::) NTP ‘]j\“—/§ n»h thE7b‘/Z giﬁiﬁ/ﬁ\!i\ [NTP%%/*\ nm thE ﬁ)‘jj (NTP Server
Authentication: Enable) | F = v 7 Ry 7 A% 42 LET,

NTPFZEREEZ BN THZ ENROLNET, TXTONIPH—"—x> b TRFEF—DID
EEEZMELTHGEIE, [Yes] Z#27 U v 7 LET,

NTP "j_'—/\‘—uu niETm: SHA1 O)Aﬁ)ﬂ-ﬂ— ]\ éﬂij‘
ATy T4 BN (Add) 1227V v 7 L, RONTA—HERELET,
Add NTP Server /1%

NTP Server * 0.sourcefire.pool.ntp.org|
Authentication Key

Authentication Value

Add Cancel

o [NTPH—,3— (NTP Server) ] : NTP #—/X—D P 7 KL AL/ IIHK A b

* [FEx— (Authentication key) 35 XU [¥FEfE (authentication VALUE) ] : NTP H—/3—
NHFX—ID EEZRG L ET, 72 & 21X, OpenSSL 2341 > A h—/L Z {172 NTP H—
N— =3 428 p8 LR T SHAL ¥ —% 4T 5I21%, ntp-keygen-M =~ K& AT L
Thotp.keys 7 7 A L TH—1ID LMEEZMHERLET, ZOXF—X, 7747 b —10
WA LT, AyE—U XA Y2 A FOFRIICHENT 2% —EA 8T 272D H
LET,

ATy TS5 B (Add) 1227V v 7 LTH—_"—ZBMLET,
NTP H—_R—F3H K4 >FTEMTEET,

ATYT6 [fRTF (Save) |27 U v 7 LTH—N—ZREFELET,

ATw 1 [BERZ (Current Time) 127V v 7 L, [#A LY —2 (TimeZone) | Ky 77X U R
By =T LA L Y — BN L E T,
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rxos 1—4—niem [

Overview Interfaces Logical Devices Security Modules RgEL{:I{)] Settingsl
* NTP Time Synchronization m

S5H

Current Time
SNMP
HTTPS Device Date: 03/07/2019
AAL Device Time: 1:32:05 PM
Sislin —
DNS

L NTP Status:
FIPS and Commaon Criteria

America/Belize

Access List | save | | Cancel America/Blanc-Sablon

MAC Pool America/Boa_Vista

Resource Profiles America/Bogota

Chassis URL America/Boise
America/Buenos_Aires
America/Cambridge_...
America/Campo_Gra...
America/Cancun
America/Caracas
America/Catamarca
America/Cayenne
America/Cayman
America/Chicago

ATY T8 [1F (Save) 1227V v LET,

G¥) VAT AREROZERIT1053 LA Eind & BEIIZE 7777 D b 41, Chassis Manager
~OFR T A U PRBEZIR D £,

D N
FX0S 1 —H5—mEM
Chassis Manager 33 X ONFXOS CLI 2 7' A v O u—H )b —HF—%BMLET,
FIE
RTv T [YRATL (System) 1> [1—H—FE (User Management) | Zi#IR L £,

ATy T2 [m—H)2—H%— (Local Users) ] &7 VU v LET,

ATv T3 [2—FDEM (AddUser) 1227V v 7 LT [2—HDBENM (AddUser) | ATl Ry 7 A
& ET,

Cisco Firepower 42100 2 2 — +7 v 7454 K ||}



B os2—5—nem

Firepower 4100 & v+ —> O#M#HRE |

System R E-T

Configuration

Updates User Management

ATy T4 2—FEH L CERSNAEREFBEHL T, RO7 4 —/V RIZEEATLET,

Add User

User Name *
First Name

Last Name

Email

Phone Mumber
Password
Confirm Password
Account Status

User Role

Account Expires

Expiry Date:

7%
admin2
John
Crichtan
admin2 @example.com
+2000000000(
O Active (! Inactive
Read-Only
Admin

Operations
AAA

All the user roles have read only role by default

& (mmy/dd/yyyy)

Add Cancel

o [—H—% (UserName) ]: K32 XFO2—HF—HERELET, 2 —FERIFELE
%L, /A VIDEAAEETEEFA, 22— T AV FEHIBRL, BiLna—HF 7y
VNS D MEN DD E T

(&) [4 (Firstname) ]: = —H —DXFTA R K 32 LFTHRELET,
(EE) [ (Lastname) ]: 22— —DIEEH K32 XLFTRELET,
(fEE) [BEFA—N Email) |: 2—HF—DFBEFA—/L T RLAEZHZELET,

« (fEE) [#EF5# 5 (Phone Number) | : 2 —HF—DEFF ST EZREL £,

o [/XAT— R (Password) 1B LWN[/NA T — RDFEFE (ConfirmPassword) |: Z DT 7>
MIBEMT BN TNWDRAT = RERELET, SAT—RN@EF = v 7 2FN LIz
ek, 22—V — AU —RE2RERLOICTLHMERNH Y £7, FXOSIFEETF =~ 7
BHEETTZ L TWRWART — REHESE LET, BAORNSAT—=ROTA KT A AZO0
TiE, [FX0S av 7 4 7 b—vav iA R 28R LT 7Z&E0,
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A28 —T 14 ADHE .

s [THDUY AT —H A (Accountstatus) |: AT —HX A%[T 77 47 (Active) JE7-IL[FE
727 47 (Inactive) [IZEXE L F7,

o [2—H—m—/L (UserRole) |: 2—H—=7 7> MIHIV L THHEREET 7 — /L2
ELET, TXTO—HF =TT 7 4/L N Tl [FEAID FH (Read-Only) ] 72— LA3E]
DU THNET, 20— LTERRTEEEA, Bloa—Lz2E 0 Y THIZIE, Vg
VRURNOBR—LL4E 7Y v LT, FOR—ARNERHETINS LI LET, KD
a—HF— o= DOWVTNNEMEHTEET,

<[EH (Admin) ]: AT LAEKITHT L BERTAHARY LEZIALDT 7 ¥ X,

[meA 00 HH (Read-Only) |: VAT AREICKHT DA BT 7 &AM, A
T LREBAELEET HHERITH Y £H A,
[ (Operations) ]: NTP D% E. SmartLicensing 7= % ¢ Smart Call Home D&% 7E

VAT ABuY (syslogh—N"—bt T —%ET) IIRTHHRARY LEZALOT S
T AWM, VAT DR OFSITHT DAY T ' AR,

« [AAAE I (AAA Administrator) ]: 2—H%—, m—/L  BLOAAA REICHT S
FAIY EEZIABLDT 72 A, VAT LD OFFIIHRT HEHAEY T 7 7 A
i

EE) [THh vy AR (Accountexpires) ]: ZDT A w7y hOFMIREZRE L £
T, THUY M, [BHIR (Expiry Date) ] 7 « —/V R CHE I VZ B O%IZI6HEAH
T&FEHA, 2= T I MIEIHIREZRE L%, AR L) ICHEET D
TEETEERA, L, HHTEORGOAENWIRAMTT AU NERETHZ L
[XAMRETY ., T 74N R TlE, 22—V — T 7 FOFMBIRIZH Y EH A,

(LE) [AVHIRE (Expiry Date) 1: 7 U2 S 3WIIRGINIC2 2 AfF, BfToRAI
yyy-mmdd T3, ZDO7 4 — )V ROKERIZH DI L X —T A arv w7 Vv 7 35E0
VU —PNERRESN, ENEHEH L CHIRAZ®RTEET,

ATy TS5 B (Add) 1227V v 27 LET,

LN =L
A28 —T1(4 ADNKTE
T 7N N T, WA X —T oA RTHEITTe o TET, FXOS TiE, A v ¥ —7 = A
2 %&H 5 L, EtherChannels ZiBM LT, VLAN Y7 A » F—T =4 A%&BIML, 4 F—

T2 ATONRT 4 BfRETEET, AV F—Tx2A AFEHT I, /X —T (A%
FXOS THHAICHEZNC L, 77U r—3 g T IIC T 2 LERH Y £,

TULA T T TN R— ERETAIZIE. [FXOS 2747 b — a2y A R] 2881 T
<TZEV,
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AR —T A RBAT

FA U H =T = AE ROWTNNDOZ A T2 £,

eData : HEOT—HIMHEHALET, T—XA L F—T oA ZAzigllT 4 A@TEETH
ZlFTEEYA, T2, MET AL AN N I T L= ES LT ORREET XA AT
WETHZLIETEEVA, T— XA E—T A ADNT T 4 v 7 DEPEH, TXTD b
T 74w 7 IR OMET A ACRGET DI, HEAS L H—T 2 ATy —V %K
JHL, BIOA 2 —T 2 A ATRAHAVLERDH Y £9°,

Data-sharing : % OT — X IZEHLET, 20T FA U AX U ATORYFR—FSL, &
NoDT—2A B —T A AF 1 DETIFEBORET A R/ TFA AR R
(& xtd 5 Bl Management Center 52 /H) THAETXEJ, Far T T AV AX R
X, ZOA U E—T 2 A ZAEIETHMOTRTOA LV AZ LU RE Ny 7T L— %l
THEfgcEEd, A F—T oA 2L, BHEARE R T A VU AZ U ADKITHE
THZEROHDET, HA L H—T =AM AL, TV P ITN—T AN~ H—T =
AA(FTUART LY b E—FRELIFINAN—T v FE—F) . ATy b, RNov
TA B =T 2 A A, TTAX, FEE T 2= VA== 7 TV A—FEhFEE
oo

h@m:?fU&%Vay4yx&VX@&@:ﬁmLi¢o:m5®4y& T A A
X, SMBAR A MY 78 2T 57202 1 D E 2 ITHEEOF ﬁ7ﬂ4xfﬁﬁféi¢o%
BT NA AN, ZOA o H— 7;4x% LT, A ¥ —T A A&dGT 505
NAREBETHZ LI TEETA, KBTS AT, BEA 2 — 714x%1o
PRV ETHZENTEES, 77V r—va EEHICL>TE, BT —# 1
B —T 2 A ANLEBEENNCCEET, L, T—¥EHERENC LB THEATS
FTENBWIGETYH, FEA VX —T oA A%@mBT A ZZHV Y TOHRERDY £
R

N

GE) HHEHA LI —ToA AREETIHE, BT A ANHEELE
T, e T el/l 225 el IZIRIEET A & #HEF S 2)
B THLWVEENEH S ET,

« Eventing : Management Center 7 /3 2 & i L7 BRI T 2858 v 2 ) ERRA
VHE—T A AL LTHERALET, 2O X —T oA AEBHT DT, BEITHT S
BiEl CLI TIP 7 RV R EDNT A—=F ZRET D2HERHY £, t&zi AN
b (WebA X2 Rp&) OB 74 v 720 TEET, FFMICO VTR, Filk
‘/5_%}%774 FEZM LT EEW, Eventing f > ¥ —7 = A Alx, AR A MIT 7
TRAT LD DETNTERORIT A A THETEET, T A ATZDA
S — 7142% LTA =T oA A GTHMOMET SA RALWBETHZLIET
TEHAL, BTEHHOT —4A 7 —T oA AZFETHHEIX. OAX b AV
H—T A R TEEEA,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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| Firepower 4100 < ¥ — > DEEAZEE

MBS A—T A ROBRE .

\}

GE) K77V r—var AVABADA A N—)VIFIT, AEA —
PRy b A =T 2 APFDETHNES, TF Y Tr—a
VISR N B =T = AEMH L WEE, AR X —
7= A AFEHEZ T ORI Y £,

Firepower # show interface Vethernet775
Firepower # Vethernet775 is down (Administratively down)

Bound Interface is Ethernetl/10
Port description is server 1/1, VNIC ext-mgmt-nic5

* Cluster : 7 7 AXALEINIZGGEET A AD 7 FAXFHIEHY 7 E L THERLET, 774
N BT, 7T ALY 713 48 FOR— b F v F v LICHBIRN/ER S L E T, 7
F A B %A 7L, EtherChannel f > % —7 = A ADHTHR—FENET, w/LF A%
BUATTREY T DGE, TNARMTI TRAZZAL T DA B2 —T = A A GT
HZEIFTEERA, K7 TAEZDBIMEO T ZALZHAY) 7 M TTELEH1T, 7
Z A % EtherChannel {Z VLAN %7 A4 ¥ —T = A A BINTEET, JTALXA L H—
T2 A AT A B =T A AEBMLIEGEE, TOA X —T A AEXAT 4TV
T AR TE £ A, Device Manager 3K UNCDO X7 T AX U v 7 &R —FL
TWEHA,

ML T ANA A BT DA, FHA =T =2A XD EB1ODT =2 (Fl2iTT—
ZIA) A B =T A RERETDHLENHY £7,

MBS B —T 24 ADKE

ATy T

A B =T 2 AW AEDB LI OMENCT I L, BEXOS v X —T = ADHE &
Tal Ly I ABBRETDHENTEES, f VX —T oA AEFEHTIITE, A0 ¥—T =
A4 A& FXOS THBRRICAZNZ L., 77— 3 U CinBRICENC T A LERH D £9°,
1R BEIIZ

9CIZ EtherChannel D A L N—TH B A X —T = A AIFEIICEE T EFHA, A F—
7 = A A% EtherChannel (ZiBIT B HIZ, BREZIT-> T,

FIE

[ % —7xAA (Interfaces) | %7 U7 LET,

[TRTOA U H—T A A (All Interfaces) | ~X— TlE, EMIZBIEA VA b—/LE T
DA H =T 2 A APEREINFREN, FEHORIZZENOLDY A MBRFIRENET,

ATV T2 WETDHDALHE—T A AD 27 Vw7 L, [ F—7 A A%mE (EditInterface) | ¥ A

TRIRy 7 AEREET,

ATw 73 [A% (Enable) | F=v /Ry 7 A%t Il LET,
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. EtherChannel (7R— k F v /L) D&M

ARTYTbE A2 H—T A AD[Z AT (Type) | XN HEINL £9, Data, Data-sharing, Mgmt, F
721X Firepower-eventing

Edit Interface - Ethernetl/1 2 |
Name: Ethernet1/1 Enable
Type: data »
Admin Speed: data
mgmt

Auto Negotiation: .
firepower-eventing

Admin Duplex: data-sharing

OK Cancel

GE) T—RIFEA T DA H—T oA AEFEHTDEAIL. HIRAH Y 9, FEMIC
ST, TFX0S 2y 747 Lb—ay B4 R] #8R LT,

Firepower-eventing {22V TlX, Firepower Management Center 27 4 ¥ = L—3/3
VA REZHRLTITZEN,

AT9TS (EE) A X —TxAAD[HE (Speed) | ZEIRL £,

ATv7T6 (R A ¥—T7xAAT[HBFXIT=—2 3> (Auto Negotiation) ] 23 HHR— kI T
WAHSEEIL, [T (Yes) 1 E721X Wiz (No) (A7 var R r) v 7 LET,

ATy Tl (EE) AV F—TxAAD[T a7y A (Duplex) ] ZERLET,

ATy 78 [OK] &7 U7 LET,

EtherChannel (7R— k F %JL) DB

EtherChannel (ZR— hF ¥ /L E HIEEND) 1L, RIUAT 47X A T EFEORK16{HD A
VN A B =T 2 A AT FLR I ENTE, RACEELT 27 Ly 7 RCEET HLERH Y
F9, AT AT XA FILRIAS F2ILSFPOWT N TT, B4 47 @RELT 7 A48
DSFPEHRIESE DL N TEET, BREORKEZNWA U H —T oA ATHELEKSKETSHZ
LilkoTA U H—T =2 A ZADERE (IGBA v Z—T A AL 10GBA X —T = A AR Y)
FIRIESEDLZ LI TEERA,

\)

(¥) % —37 EtherChannel % {Eik9 % & . EtherChannel i % [—FF{5 1 (Suspended) ]iRAE (Active
LACP £— FO&HH) £72iE [# 7 (Down) J4R#E (OnLACP E— ROBE) 2720, Wit
VoI RT w7 L THMET AL RCED SR THETEOE IR £,

FIE

ATFYT1 [Av¥—7x=AA (nterfaces) | %27V v 7 LET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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| Firepower 4100 < ¥ — > DEEAZEE

ATy T2

ATvT3
ATvT4
ATy Th

2Ty T6
ATy 1

EtherChannel (7R— k F v /L) DB .

[T_TDA v FZ—7xAA (All Interfaces) ] ~—I TiL, EIIZBIEA A b —/L AT
HAUHE—T oA ADBFRINZRR S, FHORIZENSGDY A MPRRRINET,

[E#8:8 (Add New) ]>[/R—btF ¥ JL (PortChannel) |27V v 7 LE 7,

Add Port Channel 7%
Port Channel ID: |2 Enable

| Type: Data ¥
Admin Speed: 10gbps v

| Mode: Active -

| Admin Duplex: Full Duplex w

Auto Negotiation: () Yes @ No

Available Interface Member ID

| \ Search [£3 Ethernet2/1 @

[E2 Ethernet1/s [E5 Ethemet2/2 &
Ethernet2/1 [E5 Ethemet2/5 &
Ethernet2/2
Ethernet2/5

- Add Interface
[E3] Ethernet2/7

[E3 Ethernet2/s

[/"— hF v F/VID (Port Channel ID) {2, 1 ~47 Dz AT LET,
[B%h (Enable) | F =y /Ry 7 A4 LET,
AUH =T AD[Z AT (Type) ] ZHINLET,

s T—4
o [7—#3F (Datasharing) |: 2> 7 FA AKX AD,
. MIE

* [Firepower-eventing] : Threat Defense D 7x,

[T AH (Cluster) |: 7 T AX T DEH DI,

GE) TR IBIAT DA F =T 2 A 2 HEAT 225G, HIRPH Y 4. FHIC
DWTE, TEXOS 274 7 L—vay A4 R] #8RLTIIEEN,
Firepower-eventing {22V C{%, Firepower Management Center 2> 7 f ¥ = L — 3
VA REZRLTITEZSZ N,

Fey7HZ JUARTAUN A H—T 24 AD [Admin Speed] Z7%E L £9°,

TR E T2 H—T = A ZZx LT, LACP /R— hF ¥ %)L [Mode]. [Active]
F 7213 [On] ZEIR L 9,
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Firepower 4100 & v+ —> O#M#HRE |

B 77 or5cz0nanyTr0 58— 4 20EM

ATvT8
ATvT9

ATv 710

ATvIN

T —HEFT—HWFA L Z—T 2 A ADE T RIEFICT 77 4 7T, LACP k
T4 I ERNCT HUERSLLGEUSMNE, 7277 47 B— REMHTL0LERH Y &
ﬁ—o

Ky 7Zo VA INS BT 271 v 27 A (Admin Duplex) ] ##%E L £,

AU H—T 2 A R R— N F v XUEBNT HI2IE, [EHARERA % —7 =4 A (Available

Interface) | YU A R TA U H—T =2 A AEEIRL, [A v F—T A ADBEI (Add Interface) ]
Vw7 LT, DA H—TxAf A% [ALND (MemberID) |1V A MIEEILET,

BRI1I6EHOA v —T =4 AEEBMTXET,

Evk —BIEE DA o H—T 2 AEBINTEET, BEOEBA v F—T = A A%
W 5T, CrlF—Z2MLARARNLAMNDOA v 2 —T =2 A&7 ) v 7 LET, —
HOA L F—T 2 A ZAZTRT DX, ZOFPHDORA DA o F—7 = A A &8 R
L. Shift 3 =2 LR ORKEDS X —T 2 A% 7 Vw7 LTERIRLET,

He b F v RAMEA L F—T = A ZEHIRT HICIE, [A /3D (MemberID) ] U A b
VT A ZAOEMCHD £2 Y v LET,

[OK] %7 U w7 LET,

AVTFTFAVAZVADVIAN Y T4 3 —TJ x4 ZMDEM

ATy T

T —UITIER KRS0 E DY T A 2 —T oA A BINTEET, 7 A ¥ —T A R T2
VTFAVABATORYAR— FINET, FEHCOWTIL, WET A RAOT Y r—
VAVAVARLUAR arThERAT 4T (13—=V) EEBLTLIEIN,

NTFA AR LA T TAEN T DGE, VITARARZEATDA L FE—T A AT A
B —T oA ZAZBINTHET T, F—F A Z—T A A LDV T A B2 —T = A ATY
A= hINEEA,

AEB—T 2 A ATEDVLANID IZI—ETHLHMERHV ET, avTF A AXANT
IZ. VLANIDIZEI W 4 THNZTRTCOA L H—T o2 ARKT—ETHILENRD Y 77,
Bipnbarsr A2 =Tz AZEV B THNTWDHRY, VLANID 250D A > X —7 =
AALECTHAMATEET, Z7ZL, ACIDEZFEHLTHNTYH, & T A X —7 =4 AW
RO T MRG0 £,

TV r—va NI TA =T A AZBNTHZEHTEET, FXOSHT A v H—
T2 AR T AV r—ar BT A B —T oA AR TAEA I T OEEMICHONTIE,
[FXOS o7 4 7 L—ay A4 K] 28R LTLIEEN,

FIE

[f > Z—7 =4 A (Interfaces) %27 YV v 7 LET,

[TRTDOA v Z—7 A A (AllInterfaces) ] X— TliL, EFMICBAEA A b—L & TH
HAE =T oA APBRNCR RSN, THORICENLLDY XA MRRRINET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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ATy T2
ATvT3

ATvT4

ATy TH

ATvT6
ATy 717

307+ A VREVAOVANY T v a—T x4 20 [

[Add New > Subinterface] % 7 U »» ~ L C [Add Subinterface] A 7 12 7R v 7 A% & £7,
AV B =T AD[HAT (Type) | ZEIRLET,

{ Add Subinterface 7] |
Type: Data w
Interface: Data

Data-sharing
Subinterface ID: 100
VLAN ID: 100
QK Cancel
cT—4
c T—AH#E

[/ T A% (Cluster) |: VT AXA L H—T =2 AHTA L H—T A A%BIMLY
B EDA B =T 2 A RERAT 4TI TAZIMMEHTEEE A,

Fe B =T 2 A ABIL VT —F G v H—T o f ZADLE XA 1L, A7 —
T2 ADZA TIHRIFLER A, 2220, T—XIEFORBET—F VT A o H—T = A
ERETEET.

T—RIEFELA T DA —T oA AEMHTHGAIEL. GIRAZH Y £7, FEHIZOVLTIL,
FFXOS v 74 7 L—ary iA Rl #28RLTLIEEN,

Ny 7Z s VA MNOEA 3 —T 24 R2BRLET,

BIERRPLT S A AZE O Y THNTWAIYREA L A —T =2 AZY T A o H— 7142%Lm
TAHZ LI TEEHA, BlOMMOY T A o 2 —T oA ANED B THRTWAEES., TOHA
VHE—=T 2 A ABEPED Y TENTWARWREY, LW T A v F— 7:42%LMT%i
ﬁ—o

[Subinterface ID] % 1 ~ 4294967295 TA /I L £,

Z® 1D i, interface id.subinterface id D X 2 A > X —7 = A4 AD ID IZBEMENET, 7=
LR BTAE =T = A A% ID100 TA —H x> b /LITENT 256, 2071
H—TxA ZAIDIFA —H Ry M /110012720 FF, FUEEEZZE L T—HT 2L HICHET
HIENTEETN, ZOIDIXVLANID ERILTIEH Y A,

1 ~ 4095 OET[VLANID] 2% &€ L £,

[OK] &7 U v 27 LET,

BA L A—T 2 ZAERBAL, TOTICHDIZTRXRTOY T, X —T =2 ZAEFRRLET,
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Firepower 4100 & ¥ — > O#HAHE |
B o710 1—vovr—vn07yTn—F

VIR DIT A *2A—PDovy—~ADF7yJTA—K

ZOFNETIE, FXOSA A=Y DT v 77 L— RHERIT TR, HHLWLEXOS BLOT 7Y
T—=varAA—TET v 7a— RTLHEICOWTERALES, FajlcA A h—r a3
A A=V PBREIRN—= 2 U TIEHERWGEIE, Il A—T07 v a— RRKNEIZRD Z
ERBHY ET,

1R BRI

« FXOS HAAMEN A K [9558] T, FXOS. ASA, B IO EBICK T DB ~—2 3 VRO
Ejﬁ i%ﬁﬁﬂ‘h Lij—o

T Tu—RTHA A=V R — AN ara— 2 CHEAFMETHDL Z L EMRLET,
Firepower 4100 D FXOS B X W7 7Y r—va v V7 by =7 BT 5121, REBR
L/‘(< f;él/\o

http://www.cisco.com/go/firepower4 100-software

sHTTPS B> v a U HIZT v 7 a— R 5 X 51279 5H1TiE, FXOS CLI THixf 2 A A
T RNEEETHUENRDDLZ LN £T, M2 A L7 7 MI60s (RK) THY .,
KPR T > 71— RIZIL 60 7L EDnb856 038 0 £9, #ixt & A4 27 7 b & i
THIIE, RO L IITAHLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set absolute-session-timeout 0
Firepower-chassis /security/default-auth* # commit-buffer

FIE

ATv 71 BUUEDFXOS D/A—Y 3 U EFERT 21201, [ (Overview) | X—V &ML T ZEW,

LTV Interfaces  Logical Devices Security Modules Platform Settings

firepower-QBDD 10.89.5.14
Model: Cisco Firepower 9300 Security Appliance AC
WDOART 7T, Uy —VTHAEMHRERT 7V r—rar A A—VEFRRTEET,
ATv T2 [VATL (System) 1> [E#H (Updates) ] 2R L 9,

[ ATREZ2 87 (Available Updates) 12— 12, FXOSD 7T v k7 4 —L X2 RILDA A —
URT N = a DA A=V DY A NBERRINET,

ATV T3 [ A—=VDT v 7ur—FK (Uploadlmage) %7V 27 LT, [ A=Y DT »7r—FK (Upload
Image) | ¥ A7 a0l Ry 7 A& ET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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| Firepower 4100 < ¥ — > DEEAZEE

rxos oEE [

ATY T4 [Browse] 7 Vw7 L, Tv7a—RTH4 A—VETBEHL GRIRLET,
ATy 75 [Upload| 27 Vw7 LET, BIRLIEA ANy —T v r—REnEd,

[ A—

YOT w7 u—1F (Uploadimage) 1 # A 7 B 7R v 7 AITRBME R/ N—PNHRR S 4L,

ARA=VDT v 7 —RPETTHE, Y (Success) | XA T RIT Ry 7 ANRFRINE

j—O

ATV T6 FXOSAA—T 5T w7 L— T 5121, UFEEITLET,

a) 7o 7T L —FRTHFXOS TF v h 74 —L NV RAD T v 77— 7 Az (R)
7V v LET,

b) [V (Yes) 1 227 U wv 7 LT, AV AM—IEFITTDHIEEMRLET,

Yy—yNYu—RLET, Ty TS L— R FaA3EE 20 ~ 30 5000 £,

FX0S o & FE

HEES N— | HREER
oay
ALTFA AL A 2AL | R ERA B — T = A ZADER A FTREICT 572, FXOS T VLAN #7714 & —
THEH S5 VLAN T RAEER L, BEOA L AZ AT V=T = A A LHFETHILNTE
TAE—=T A A *7,
GE) Threat Defense /X—3 2 > 6.3 AR LB T,

BB S L7 i

[Interfaces] > [All Interfaces| > [Add New] K v 7" & 7 A =2 — >[Subinterface]

BT/ H X 317- Management Center [H] [ :

[T/314 R (Devices) |1>[T/3\1 REH (DeviceManagement) |>[#&& (Edit) ] 71

ary >[4 23— x4 R (Interfaces) |
AUTFA VAR A 24D | TS B —T = A ADEAEFRRICT S0, HEOA LAY AT

DT —H2IHA B —
T A A

H—T A AEHETHENTEET,
GE) Threat Defense /X— 3 o 6.3 LABE N MLEE T,

BRUAEE ST

[Interfaces] > [All Interfaces] > [Type€]
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B rosore
HEES IN— | HBEEIER
av
FrE'—RTOT—% (241 | F—H2EIOFT —%HH EtherChannel #7 7 7 4 7 LACP E— RE 72134 £— FiC
EtherChannel @ 7R — RETEXA L9127 £ L7-, Etherchannel DD X A 137 VT 47 T— KDOH %
k FAR— bk LET,
HHR/ AT SN
[Interfaces] > [All Interfaces| > [Edit Port Channel] > [Mode]
Threat Defense £ > |2.1.1 | Threat Defense - > A > & b T EtherChannel Zfffl X5 L9512 £ L7,
Ay FTO
EtherChannel @ ¥ 78—
K
Threat Defense DA > |2.0(1) |Threat Defense 7 7 U 7 —> g TA LTIy hEREL, V7 AT — MeiE
VR B A NI AN B &, Threat Defense (314 T A > v b AL /"—3 v 7% FXOS ¥ ¥ —
AT — MuEYHR—F VICEELEST, Voo AT —MeEIZID, A v TF7A4 0 By bDA UV E—T = A
AD1OWMEIELTEHA, VY —VE, AT A F—T A AT D2%EH
DAV HE—T A AL HEIEIELETS,
PH/ETE S iz~ > K : show fault |grep link-down, show inter face detail
=R 2T R A |2001) [ N—=FT =T NASNRE, BEEHCN T T4 IR TA L A HE—T = A A

Xy NI—0 T a—
JL DR — k Threat
Defense

TRITHRAET D5 2 LA LET, ZOMEER, V7 b T ELidN—Fy =T
BEEORAERHI R v b U — 7 Bz MR 120 TE £,

HTH/ZE ¥ X 37~ Management Center [ [ :

[T/31 X (Devices) |>[T/\1 A& (DeviceManagement) | >[4 32— x4 R
(Interfaces) | > [¥EB4A > 2 —7T =4 AD#wE (Edit Physical Interface) |

Threat Defense @
Firepower-eventing % 1
TA B =T A A

1.1.4

Threat Defense CfEMH T 5 729IZ, Firepower f X2 b & LTA ¥ —7 = AZEE
TEEd, TDOA X —7 A AL, Threat Defense 7 /31 ADE X VEHA
B =Tz AAXATT, ZDOA L Z—T A A%MHT %121, Threat Defense CLI T IP
T RUVAREDNRT A= EZRETHULERDY £3, & 21X, A8 (WebA
RN E) DOEENT T 4 v 7 B3 TE £F, Management Center i A KD
VAT ABEEDEILHD EHA =T oA A ORI VarEBRLTLIEE
AN

BTB/ZS B X317 Chassis Manager B[

[Interfaces] > [All Interfaces] > [Type€]

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K



==
=% =R

Management Center T @) Threat Defense @
F& [

CHDEORRFE
Z OFTIX, ManagementCenter il L TAZ > K7 1 @ Ik 50580 faBhT /4 A
T D HIEICOWTHLES, @720 7 22 ZRHT 53551%,  [Firepower
Management Center 21>~ 4 ¥ o L —3a > HA K] 22 LTLEE0,
KBIEF > BT —7 ORI IBEATIE, BEROEHNGET A ANEy NT—T 7 A |k
WA VA=V EINET, BT AR, T 74y 7 ZHI#H, &, B, BXOOHL
T, ‘&P Management Center (2375 L £ 9", Management Center {3, —EXDEFE, o4r, L
R=FDEAT HFITTED Web A V¥ —T = A AuAf 2 TP EE 2 Y — Va4t L
H—HNRy NI =7 R LET,
H—F I I DPEOT A ADBNEENDF Y MU —27 Tk, Management Center D K 9
IREMERE D ZHERET NA Av 32—V v AT 203N 72 <, — (8D Device Manager % fifi
FT& £9, Device Manager ® Web X—ADT A Ay N7 w7 74— RE/HHLT,
INEBER y N — 7 OB ARG KSBEHSNDG Y 7 MU =7 OREARERELZRETEET,
TSANO—ERT— M A2 b : Firepower 4100 (Z 13 fE AGRBIE BT AT, FEMAYIZINE
THZEEHYERA, L, 2—F LR EORETIL., FAFRIEREZFEHTEET,
ZO8E . BREEERFR SNMP Off FHRFIZ, BERE DME AGEBIE R AR TE 2560750 £
R

XL OBENT (34 2—)

e T RY—x ROFJE (34 2—)

« Chassis Manager : Threat Defense 7 /XA A DB (35 =—)

* Management Center ~D 1 7 A > (4] ~=—7)

« Management Center D 7 1 & AOHF (41 ~—)

* Management Center ~~@ Threat Defense D%k (43 <X—3)

AN F 2V T AR —OBE (46 =)

s Threat Defense CLI ~®O7 7 & A (59 ~_X—)

cRDAT w7 (61 ~—2)

« Threat Defense & Management Center DJEE (61 ~—)
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B scozm-

T C& BRI

Management Center T 0 Threat Defense DB |

Management Center D #IHIE% E % BB L CT51T L £ 7, Cisco Firepower Management Center 1600,
2600, and 4600 Hardware Installation Guide & 7213 Cisco Secure Firewall Management Center Virtual
AT A REZRLTITZEN,

ITURY—IVFDFIR

V=TI A AR L CHRET DL, ROX AT BB L TLTEE N,

Chassis @Add the threat
Manager defense
logical device

}

Management 2 Log in to the 5 Register the 6 Register the 7 Configure a
Center management mgmnt center threat defense basic security
center with the Smart —p  with the —p policy
Licensing management
Server center

!

Cisco @ Buy feature
Commerce licenses
Workspace

!

A

Smart @Generate a
Software license token
Manager for the
management
center
T—Y9AR=R | FIE

/.| Chassis Manager

Chassis Manager : Threat Defense i FE7 /34 ZADBM (353—)

Management Center

Management Center ~D 1 7 A > (41 ~X—) |

| Cisco Commerce
/| Workspace

Management Center D 7 A & ZADHFG (41 ~—) HEET A &
AN LET,

/| Smart Software
“—| Manager

Management Center D 7 A & 2 AD G (41 ~X—°) : Management
Center D7 A BV A N—7 U EERLET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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| Management Center O Threat Defense O &
Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

D—9AR—=X | ¥FI&

5 | Management Center | Management Center @ 7 A &> 2ADHfF (41 ~—) : A=—F 7
A&7 Y—s3—|Z Management Center %8k L £ 97,

6 Management Center | Management Center <~ Threat Defense D&% (43 ~X—)

[ Management Center | JA 72 % = U 7 4 K U o —DRE (46 <—)

Chassis Manager : Threat Defense FHIET/\A X DB

Threat Defense % R A 7 4 7 E£2ixa 70T DA A K o A L LT Firepower 4100 2>
LEMTEES, EXa2 V74 2Py TEIHBOa T AV AZ U AZRRERTEET
W, RAT AT A VABLAF N D2 TE, €T AT EORRALT T A U RAE AT
ONTE, BT AL AT TV r—val A VAR VAR AT ERAT 4T (13—
V) EEBLTLLIEEN,

A AMERT 027 7 A2 % BINT 586 1%.  [Firepower Management Center = 27 f ¥ = L' —
var 4Rl ZZRLTIIZEN,

ZOFIETIE, 7V r—va r THEHENLT— MR NI v TRIEL G, fET S AD
BEERETEET,

1R8O BRI

o Threat Defense & —#ICEAT2EHA L X —T 2 A AERELET, /10X —T A R
DFE (23 3—V) Z2ZBLTLKEIN, BHA VA —T oA ARKETT, 6.7 LI
T, BTT—H A X —T A ANLEBEAMCTCEET, 2120, T—¥EHEA
N LT THERT 2 PERRWEETYH, A V¥ —T oA REFET A ZZHID
WTAMERHY ET, ZOBEAN XA —T oA AL, V¥ —VOEFEORHERAEND
([f v % —7 A A (Interfaces) 1% 7 O LHHIZ[MGMT] & L TFEREND) v — &
BAR—FERILCTIEH D FTHA,

Flo, Db 1207 =2 A =T =2 ALRETLLENRHY 7,

ATF A ARZ L ADEE, BN Y —AEERT LT 7 N a7y AV EEH
LaWEAIEL, [Ty b7+ —L4KE (Platform Settings) 1>[)VY—X 7B 774l
(ResourceProfiles) | TV YV —A 7u 77 A VEBMLET,

AUTF A VAR ADE S RN A YT T A VAR AR A VA M=V T DRI,
FURAIBELW T+ —<y MIRD I X2 T 4 =Py 2HEENHIET B0
FENRHVET, ZOT 7 a VIRKERGAIX, BT N ARRFCEEHA, [EF2
)T 4 TPy (Security Engine) | 380 L, [FH#IHL (Reinitialize) ] 74 2> (&)
Vv LET,

cROfEHREMELET,
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. Chassis Manager : Threat Defense RIET /4 X DB

&
ATFvT2

ATvT3

CZDTNAADA L H—T A X 1d

CEHALE =T A RAIPT RLRAL Ry NT—T <R
e F—=FU=AIPT FLR

* Management Center R L 72 IP 77 K L- A/NAT ID

*DNS #— XD P 7 KL &

FIE

Chassis Manager C., [fmEET /34 A (Logical Devices) ] Z&EIR L F 7,

[3Bf0 (Add) 1>[RAZ >V K7RAY (Standalone) | %#7 U w7 L, IRO/IRTA—HEHRELF
¥

Add Standalone i)

Device Name: FTD_Instance2

Template: Cisco Firepower Threat Defense V

Image Version: 6.5.0.1159 v

Instance Type: Container L2

a)

b)

d)

@ Before you add the first container instance, you must reinitialize the

security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

QK Cancel

FTINARBEANNLET,

ZOLAFNE, V=Y A= R R PREREEZITo A Vv H—T oA AZED Y TS
FOIERLET, ZHUIT SV A — a VB ECHEAINDT AL AL TIEH D T4
Po

[Template] Ci. [Cisco Firepower Threat Defense] Z 88 L £79°,

[Image Version] % B&R L £ 7,

[f > AZ 2 AH AT (Instance Type) | : [ 7 F (Container) | 721 [RA T 47
(Native) | 2R L E7,

FATATA AL ATEFR2 )T 4 FV 2=V P OFTRTOY Y —Z (CPU,
RAM, BLOT 4 AV KE) AT L7200, %A T 4T A VAL RE 1 DDIA v
AP=NTEET, AT T AL RZ AT, ¥FXa2 VT4 FV2a— /TP
V=2ADY Ty bEMT LD, BROa LTI A AL A A A R—LTEE
T

[OK1 %27 U v 7 LET,
[Provisioning - devicename] ¥ « & R U MMFRINET,

[Data Ports] fHIZ BB L, 731 BV Y THA v H—T oA RAEZNEN7 Y v 7 LE

B

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

Overview Interfaces QLTINS R Security Modules  Platform Settings System Tools Helf

Provisioning - FTD_Instance2

Standal | Cisco Firep Threat Defi | 6.4.0.42

Data Ports =
Ethernet1/2 [

- Ethernet1/3
Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8
Ethemetl.-’l
Ethemetl,r‘il 2 arnet/. FTD - 6.4.0.42

Click to configure

Ethernet2/3

[ % —7xA A (Interfaces) | *—I CLANIAMNI LT —HX A v X —T oA AT —H
KEHEA L E—T oA ADHEEIN K THZ LN TXET, % T Management Center T AL 5D
A =T 2 AA AEFAHMILTHRELET, ZHIZIE IPT7 FLAORESEENET,

AT T A VARGV ATEITRRI0 DT = IFA =T 2 A ZAEEVHTHLEBTE
T, Flo, KT —FHEA L F—T oA RX, KK AEOa T F A U AZ L RTEID Y
THZLNTEET, F—F A L H—T = A AlZ[Sharing] T4 2> (%) TRENET,

IN= R 2T NANRRREDOR— MIKROT A 2 TERRENET : &, FFEDA L F—
T2 A ATV 2a—)VTIE, A TA By A —T 2 RH L TOIN— KT =T N
ANRABEREANCTEETST (T4 Uy FOFERIIZOW TR, lTFirepowerManagement
Center 27 4 F¥al—var AR Z288) . "— R =T AR, (ZEBRC
TADITWALTA A F—=T = AT THAKET D Z L 2R LET, ZOEE

V7 M =T EEIAN— R = 7TEEORAERIR Y hT— 7ﬁﬁ%ﬁﬁ?ék®ﬁﬁﬁfﬁ
EFT, N RU T A NRAXT DM GFDOA L F—T 2 A XL BHEID B THRTORWGA,
FOYTHEMOTHL Z L 2R T 2EEA v —UNERRINET, N— KT =7 AR
A FEREE T 2 BTN ed, DA v X —T oA ZAZEIV B TEHZENTEET,

ATV T4 HEPROTNAATAarw27 )y LET,

FATOATRy 7 ANEREN, PIHIOT— b AN T v TREFZITHIZENTEET, b
DFREE., PIHEAEH, 2354V 2% VAR HTY, @BFEOEHATIE, 7 7Y
r—3 a3 CCLIRTEDITEAEDEAEET TE £9,

AT w75 [ (General Information) | -X—C, WO FIAZFZETLET,
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. Chassis Manager : Threat Defense RIET /4 X DB

Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

SM 1 - 22 Cores Available

Resource Profile: Default-Small -~

Interface Information

a)

b)

Management Interface: Ethernet1/8 hd
Management

Address Type: IPv4 only £
IPva

Management IP: 10.83.58.239|

Network Mask: 255.255.252.0

MNetwork Gateway: 10.83.56.1

AT FIDAVAZLATIE, UY—RDTAIT7AINERELET,
BCIEISERY Y —AT BT 7 ANEREVBTHE, AL AZ AR B— RIS, 2
ORI S DD ZERHV ET, ML EINTNA TXATEVT 4 XT ERE7Y
FTAZDEHRIT, BRDZYA ZADY ) —AT 0T 7 A NEEVETHLE XL, TITDA
VROPAZXRECTHDHZ EETEHEITRIFER LTI,

[Management Interface] %z 341 L 9,

DA UHE—T A A, WRBET AN, AEEHTADIHEHINET, 204 HF—
T A AL, U —UEHER— N EEBO L 0T,

BHA LA —T oA ABERLET, [7 RLVAX A7 (AddressType) ] : [IPv4DF (IPv4
only) 1. [IPv6DZ (IPv6only) ]. FE 721X [IPv4E L OMPv6 (IPv4 and IPv6) .
[Management IP] 7 KL 225 E L £ 7,

TDOAVHE—T 2 A A —BEDIPT RLAZBRELET,

[Network Mask] & 721 [Prefix Length] (Z A L £ 77,
FYRIT—=O HF—bozA4 T RVAEATILET,

ATw 76 [RE (Settings) ] ¥ 7 T, WDOEHEZANLET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K



| Management Center O Threat Defense O &

Chassis Manager

Cisco Firepower Threat Defense - Bootstrap

Configuration

General Information Settings Agreement

a)

b)

d)

Management type of
application instance:

Firepower Management
Center IP:

Search domains:
Firewall Mode:
DNS Servers:

Firepower Management
Center NAT ID:

Fully Qualified Hostname:

Registration Key:

FMC v
10.89.5.35

cisco.com

Routed =
10.89.5.67

test

ftd2.cisco.com

Confirm Registration Key: |esss

Password:

Confirm Password:

Eventing Interface:

AT 4T A AE L ADBEIE,

: Threat Defense SRET /31 R DB .

[TV r—yarv A VAR ADERI AT

(Management type of application instance) | K72 > 74 7> U A T [FMC] Zi®R L &

—g_‘O

AT A TAVAZ AL, v F—V % & L TD Device Manager H ¥R — K L TWE
To WM T N AL LRI A=V IA TEEETHILILTEERE A,

BB Management Center @ [Firepower Management Center IP] 72138 A v 2 AN L E
9, Management Center D IP 7 KL AN O LRWEEIX, 207 41—V REZEADE
F {2 LT, [Firepower Management Center NAT ID] 7 ¢ —/L R{ZXAT7 L —X& AL FE

R

FTIDSSH £y >3 vhbIFR/A—k E—F, [Yes],

F72IL[No) ZFFrfLES, =%

A— N E— RClE. S/ N Ty 2 —F 4 > 2|2 Threat Defense ¥ = /L6 7 7
A TEET,

ZOFTarTUEW (Yes) | ZHIRTHE, SSHEY Y aryhbaryTHAf U AH
VARCEBET VAT Ha— =R 28— NE— REFBTEET, [WE (No) ]
BN LA, FXOSCLINS Ay T A VAR VAT 78 AT Ha—P—DHN
THXAN— N E— REBMBTEET, A AHX U A O3BEZ LTI, [No] Zi&R
THZ L EBEIOLET,

~ =27 VOFIETRD 537284 . F 7213 Cisco Technical Assistance Center 7> 53R D 5
NG a0H, =X AN—K ET—RFEFEHLET, ZOF— NEBLAT HITIE, Threat
Defense CLI T expert 2~ RafHLET,

Hr<XYY U ANE LTI RAA L (Search Domains) | # AL FE T,
[Firewall Mode] % [Transparen] ¥ 72 (& [Routed] (23R L £ 7,

Jb—7 v K ®&— NI, Threat Defense Iy T —F7NDL—H ro 7L RAEINE
T =T 4 VT EITIKA LV E—T =2 AFRLL Y T3y b EIZHY 3, 5,
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. Chassis Manager : Threat Defense RIET /4 X DB

ATy 717
ATvT8
ATvT9

NFZVAXRT L N 7747 U4 —VE, [BumpIn The Wire] £721% A7 1R 77
AT T4+—V] ODEIIHETDHLATY2T7 74T U=V ThHY, BfIhicT A
ASDN—H Ry 7 E L TIER#EHINET A,

T7AT VAN ET— REIWHRERARICOZRELES, 77— A M7 v TORELH
HHT %G, ZOREFEHINEEA,

f) [DNS Servers] #7 ~XGIW DY A ~& LTANLET,

7= & Z1X. Management Center® 7~ A h 4, %45 E T 5554 . Threat Defense (% DNS % {if
LET,

g)  Threat Defense @ [Fully Qualified Hostname] % AJJ L 97,
h)  BEkIFIZ Management Center & 7 /34 A [ CIHA T 2 [Registration Key] 2 AJJ L £ T,

ZOF—ITE 1~ 3T LFOEFEDT F A FLFFN 2RI TE £, Threat Defense %
B4 % & &1, Management Center |[Z[F] U —% A LET,

i) CLI 7 7 2 A ® Threat Defense & #i=—H @ [Password] # AJJ L £,
j) AR NORFBIERT DA X T 4742 —7 x4 A (BEventing Interface) | %
BIRLET, BELRVWEAIL. A X —T oA ABMEHSINET,

DA B —7 A A, Firepower-eventing { ¥ —7 = A A& LTERT HLEND
DET,

k) T TAARZUAOYEIE, [y KU = 7K 5{t (Hardware Crypto) | % [ %)
(Enabled) | 721 [#%) (Disabled) 1 IZF%E L E7,
ZORECELY, "—=FU =T DOILSHEFLT 787 L—>a VAT D | FE X
ATDNTT 47 DONRTF—< 2 ANRALELET, sEMIZ-OVTIX, Firepower
Management Center 1>~ 4 ¥ o L —a ¥ A FEZRBLTIE I, ZOHEREIZxX
AT AT AVAZ U ATEYR—FENTHETAL, ZOA L RZ U RZEYETHHI
TWH =Ry =7 H5 k) Y —20EIG 2R3 5121%, show hw-crypto =~ > R %
AHLET,

[FIFHA (Agreement) ] ¥ 7 C, =v Ra—% JF 42X (BULA) %A T, AELET,

[OK]Z27 Vw27 LT, REXATRI RNy 7 AT ET,

[RTF (Save) 1227 U w7 LET,

VY —UiF BELEY 7 U aT NNV arvEFyrya— KL, TV r—va A AH

VAT = N A RN Ty TREEEEA AT 2 A AREE T v aTHI LT, T A

AHEANLET, [#WET/N\/4 X (Logical Devices) ]X— T, HLWIGRET A ADAT —

HAERR L ET, ST /31 AD [Status] 2° [online] & TRENT=H, 7Y r— 3T

X2 VT R —DREERBTEET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

| Management Center O Threat Defense O &
Management Center ~DE 5 o > .

System Tools Help

& Refresh | | (&) Add Device

B7% (40 of 46) Cores Available

[ .'?s a

Status
@ online (_L_;:' #* (455

Management Center ~D O % A >

Management Center % {# f] L T, Threat Defense % & &+ L OEEMR L E7,

18 H B HEIIC
PR—=FENTWDET T U OFEMIHONWCE, T2 N—Ya D) ) —2 /) —F
(https://www.cisco.com/go/firepower-notes) %2 L C< 72 &0,

FIE

ATYT1 FR—FSNTWL T I UHFEMEHL T, RO URLEZASLET,
https://fmc_ip_address

ATFTYT2 2a—H—ZLXRAU—FEZANLET,
ATF9F3 [vr A4y (Logln) 1227V v7 LET,

Management Center D 5 1 > XA D ES

T RXTDT A XX, Management Center |Z & > T &FBUCK 205 (Z#2ftsnE 4, kO
TA B AZMATE LT,

cIPS: X2 VT 44TV Uz A EREAIPS
e TILY T TR - = v T = T

sURL : URL 7 4 L& U T
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. Management Center ® 5 1 2 > X DEF

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN D 7~

%+ U7 (Diameter, GTP/GPRS. M3UA. SCTP)

VAT A AOBEIZOWTIEREL <L, cisco.com/go/licensingguide & &M L TL 72 &1,

1a s BRI
* Smart Software Manager IZ~¥ A X —T7 H 7 F 2L ET,

FEET AT N EBRLTRWEAIE, Vo 2E27 )y 7 LTHLWT ATy REREL
TL 72 &V, Smart Software Manager Ti&, #ffkD~A X —Th 7 FEERRTE £T,

s BT IAT AT T EERLTAEMEEIND) HMEEFERAT I, ZFEHO
A—hN VT =T FARVUT T MTH#HNZRRE St (3DES/AES) 74t
VARBHTEALENDY £,

FIE

ATVl BEVWOR—K T4 BV T TAHTY M, MEBERIABUVAREENTND Z & %
RMLTLEEN,

TAB AT, VAIEIFREREIEDLLT AL ZAEWA LRI, A~— Y7 hy=T
TARD T TAT L MZY 7 SRTVWES, 7220, BETIA B A Z2BNT 255
b 551, Cisco Commerce Workspace T [Hfh & YV U = —3 3 O (Find Products and
Solutions) MR 7 4 — /W REEHLET, ROTA B APID B LET,

1: 514tV RBER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE) PID B ROMNBRWEEIT, BENZTFETPID 2 BMTEE7,

«IPS, v~ U =T Bl, BLOURL 74 &2 ZADOMAE D
« L-FPR4112T-TMC=
« L-FPR4115T-TMC=
« L-FPR4125T-TMC=
« L-FPR4145T-TMC=

EFEEDOPID DWF N ZESUTIBINT 2 &, IROWT IO PIDIZHET 5B ~— 2D
Y TAT Y g EERTEET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K


https://cisco.com/go/licensingguide
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

| Management Center O Threat Defense O &
Management Center ~ Threat Defense 0 % £ .

* L-FPR4112T-TMC-1Y
* L-FPR4112T-TMC-3Y
* L-FPR4112T-TMC-5Y
* L-FPR4115T-TMC-1Y
* L-FPR4115T-TMC-3Y
* L-FPR4115T-TMC-5Y
* L-FPR4125T-TMC-1Y
* L-FPR4125T-TMC-3Y
* L-FPR4125T-TMC-5Y
* L-FPR4145T-TMC-1Y
* L-FPR4145T-TMC-3Y
* L-FPR4145T-TMC-5Y

* Cisco Secure Client : [Cisco Secure Client Z1EH A K] #SR L T &V,

sy VT TAELA
* L-FPR4K-FTD-CAR=

ATFYT2 FERELTOARWVWERIEL, A~<—k 71/ % —s3—|Z Management Center % 8% L
S5

BEkA1T 9121, Smart Software Manager TGk h— 72 VA ERT HHLERH Y £9, FEM72R
FNAIZ DUV TiL, Cisco Secure Firewall Management Center 7 R = A fL—v 3> A REH
LT ZEN,

Management Center ~0) Threat Defense & &k

KEmELT /3 A A % [A] U Management Center (ZfHEBIIZ 2 Gk L £ 9,

1R BHHIIZ

« Chassis Manager @ [F@#E7 734 A (Logical Devices) ]-<—3"C. Threat Defense Fmfi7 /3
A AD[AT—H A (Status) [N [A > T A > (online) [IZ72>TWNDH I & EMERLET,

* Threat Defense DI H)D 7 — b A + T v 7RIE TRIE LIZIROF#HRZINE L £ 3 ( [Chassis
Manager : Threat Defense @7 /S ZDiEM (35 ~—2) | #5H) .

e Threat Defense D& IP 7 FL A E - 1IHR A M. BLUNATID
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Management Center T (D Threat Defense 0 & |
. Management Center ~ O Threat Defense 0 & £k

» Management Center ® % §% % —

« 6.7 UBECEBIZT — X A VX —T = A A% HT 5513, Threat Defense CLI C configure
network management-data-interface =~ > &2 H L £ 9, FEMIZ-DUVTiX, Cisco Secure
Firewall Threat Defense 2~ > KU 77 LU A ESHRL T ZE0,

FIE

AT w71 Management Center T, [T /31 A (Devices) |> [T /31 AEH (Device Management) | DJIEIZ
HEIRLET,
ATY T2 B (Add) | Fay 7 H oy URRNNL, [T 20BN (Add Device) | 23R L 77,

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WDIRTA—FEHELET,
o [ A~ (Host) ]:iBNN9 5 ThreatDefense D IP 7 KL AR A 4% AL £ 3, Threat

Defense OxMID 7 — b A~ T 73 E T Management Center ® IP 7 K1 A & NAT ID ®
WHERELIESGEIE, 2074V REEOFEICLTEBZENTEET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| Management Center T O Threat Defense O &R
Management Center ~ (D Threat Defense 0 % §% .

GE) HA BRBZCiL. 7 /5 ® Management Center 78 NAT DERICHLGE. 7T7A4~
U Management Center D75 A k IP & 72 (344 A7 L C Threat Defense % %% T X
%9, 7272 L. Threat Defense % &% % U Management Center (Z8$%9 5 (2
%, Threat Defense D IP 7 KL AMNMKRA MG ERETHILERH Y £,

« [27”"4 (Display Name) | 7 « —/V RIZ, Management Center |23/~ 9 % Threat Defense @

LHiE AT LET,
o [B$%¥— (Registration key) ] : Threat Defense O YD 7 — h A hT v FHETHE LT
HOLFE UBRERF—F AN LET,

s [KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCHWAEAIL. TXAM A% —T7 K
AATED HTES,

o [ZV—T (Group) |: ZN—TZEMHEHLCWDEARIEL. T3 AT NA—712E 0 Y TF
R

s [T7®AzZY bu—/LKR Y T — (Access Control Policy) | : #IH#IAR Y > — %@L £7,

FHTEZMLERD DL Z NN TNDEHRAZ A RFEHLDRY =N TIZh H5EE
BROT, [T LW Y —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71y 7 (Blockalltraffic) | ##IRLET, BCINELEELELTCRNT 74 v 7 ZFFA[T
L2 EMTEET, THENOAB~D T 7 4 v 7 OFF] (56 X—) | ZZRLT
<TEEW,

2: New Policy

New Policy (]

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

s [A¥— b7 A4 Z (SmartLicensing) ]: BT DMREICVNERA~V— I/ 2L
T, [ =T (Malware) | (WA T =T A AR T a Ly EEHTLTEOELS) |
(& (Threat) | BABEZHERT L TEOHA) . BLO[URL] (BT TV RX—2D
URL 74 V) U T aFATTHPEORE) 2H0YTET, E: 7/3A4 A%xBMLk
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B aswnexras Ry o—omE

%, [YATL (System) 1>[F4 2R (Licenses) |>[RY¥Y— kT4 VX (Smart
Licenses) | X—U b X a7 7747 N UE— T 7 EAVPND T A 2% H
TEET,

« [~EDNATID (Unique NATID) ] : Threat Defense Dif]0> 7 — b A b T v 73 E CTHRIE
L7-NATID Zf8EL £,

s [/ v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EIHFRLET, 2O T a U EAMNIL TIPSO Snort 72 EDA X k3 U H—& i
THaE. T ABRRER E LTA XY A X T =25 E X~ N — ¥ % Management
Center |25 LET, ZOF TV a VBN LA, A X MERT 25 Management
Center [Z3XE &4, N7y MTF—HXITEEINLET A,

AT w73 ek Register) | (BIOT A ZAEBINTDHEEIE [BIOT 34 A %846k L TBM (Register
and Add Another) 1) 227V v 7 L, BEVPKID L2 & 2R LET,

BERNRINT D L, T AN A MaBmanEzd, RIRLEGAIZ, =9 —X v®—UMN
F/RE I E T, Threat Defense D3EERIZKRIC L72GEIE. ROTEH ZHEE L T2 &0,

* ping : Threat Defense CLI (Threat Defense CLI ~D7 7 & A (59 ~—) ) [ZT 7 k&R
L. RO a~> KZ#H L T Management Center IP 7 K L A~ ping % FEIT L £,

ping system ip_address

ping 23K L2V 51T, shownetwork =2~ > REHHA L Cry NI — 7 REEMR L E
7", Threat Defense FELIP 7 KL A2 A H 3 % |21%, configurenetwork {ipv4|ipv6} manual
o~y &AL Ed, Management Center 77 Y AICT —H A L H—T = AL RE
L7=#41%. configure network management-data-interface =~ > F& i H L £,

NTP : Firepower 4100 O NTP #—/3—73 [ A7 L (System) |>[f%7E (Configuration) ]>
[RFZI D[R] (Time Synchronization) | ~<— 3 TiX & L 7= Management Center H—/3— & —
BLTWLZ Lol ET,

BEk¥—. NATID, 3L Management Center IP 7 KL R : [l DF /A A TlA] U HR

F—AEHL TN LA2MRAL, EHL TV DIHEAIENATID 2 H L TWD 2 & 2
B L E7, configuremanager add =~ > K% {#H L T, Management Center THEk¥— &
NATID #%ET 2 Z LN TE LT,

NI TN a—TF 0 7 OFERIZ- OV TIL, https://cisco.com/go/fme-reg-error & B L TL 72 &
AN

EXNGEXa ) T4R)O—DERE

ZITIE, ROBREZHEHN L TERNR X2 74 W) —2RET DRI >V THAL
£7,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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A28 —T 14 ADHE .

WA v A —T 2 A AENTA VX —T =2 A A NE A v F—T = A AZAXT 4 v 7 IP
T RLVAZBEID YT, AEA v H—T = A AZDHCP 2 L F£7,

«DHCP Y —/N—: 7 5347 FOWEA » #—7 = A ATDHCP Y —"—%fEH L £7,
T 7 AN R —hK AR A —T 2 A ZAENLTT 740 Mb— REBMLET,
*NAT : SN A v 2 —T = A ATA L F—7 = A ZAPAT M L £7,

T BRI br—b WEINBINA~D N T T v 7 BRI LET,

EARWREX 27T 4 R O—2RETDHITIE, ROX AT #FATLET,

(1) | A o= =1 2088 47~-) ,

() |DHCP #— 3=k iE (51 <)

(3) |7 74N b— DB (52 3=2)

(a) |NAT OFE (53 <X—2) ,

(5) [WENBIEAD 157 127 OFFF (56%—9) .

() |REDE (57 =—=v) ,

A3 —T A RADETFE

BRI D5 A X —T A RAEADIL, ENHEEX2 VT 4 —NZE Y HTT
IP7 RLAZRELET, BFIX, VATLATENROLD N T 74 v 7 BB SED X 51T,
Pl b 20DAVE—T 2 A AERETHLENHY £F, @BFIX. 7Ty 7 AR —A
—BENIA v Z—Fy MIBE LT A v B —T oA 2 &, FEORY FT—2 D 1oL
LFORFTA L H =T 2 A ZAEFHALET, INHEDA X —T =2 A AO—FIE, Web¥—/3—
REONRTY 7T IR ANARER T vy NERET S [FEEE ) (DMZ) &b 5ERH
nET,

— B =T 4 T OARBIE, AV F =T 2 A A TAZT 4 v 7T RLURAEER
T 5 LA, ISP 225 DHCP /M L CAMI A o X —T = A4 AT RLRAZRET 52 & T,

WOFITIE, DHCPIZ LA AXT 4 v 7T KL AL L—FT v RE—ROHWEA v HX—T = A A
FPHALT, VT v RE—FROWNEA v H—T = AEHELET,
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B s—ozrzoux

FIE

ATYF1 [T314 A (Devices) |>[T /34 A& (DeviceManagement) |DNEISEIR L, 77 A T 74—
ND 7Yy LET,
ATV T2 [A v H—T A A (Interfaces) | %27V v 27 LET,

Overview Analysis Policies JeEMEER Objects  AMP  Intelligence Deploy , System Help v admin v
Device Management NAT VPN » Qos Platform Settings FlexCaonfig Certificates
10.88.5.20 (M RN
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing Iﬂ:m Inline Sets DHCP
4 Search by name & Sync Device | | € Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical L3l ‘<: &
E Ethernet1/3.1 SublInterface E| y
Ethernet1/4 diagnostic Physical [E] &
Ethernet1/5 Physical E] y
ATV T3 WEICHERHT 24 v 4 —T7 242D 27V v 7 LET,
[&f% (General) | ¥ 7HRFRINET,
Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 = = R,
QK Cancel

a) 48 LFETOH 4l (Name) ] &Z AT LET,
e ziE, AV F—T oA AT insde &\ LRTEATIT £,

b) [A%) (Enabled) | F=v /Ry 7 A4 LET,
c) [F—F (Mode) Jix[7eL (None) JIZFZEL-FFIZLET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K



| Management Center T O Threat Defense O &R
A28 —T 14 ADHE .

d) [EF=VUF 1 —> (SecurityZone) | Kt v 727 U X R LEAFONE X2 U T 4
V=BT D0, [ (New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBML
ij‘o

7= & ZI1X, indde zone & WO ARIOY — 2 HBIMLET, KA F—T =4 AF, EF=
VF 4 — o BIRA, B —T oA AT N—FIZE OB TCAELENLYET, (¥ —

TxARE, 120X VT4 —IWZORRETHIEL, HEOA L —T A RT
N—FIBTHZLHLTEET, Vv FRidIN—TIESNTEX 2T 4R v—
ZEALET, e 2IE WA v X —T = A AN —AZE ) BT, HMNBA v H—
T RAEINEES = AZED B TCHRZENTEET, ZOHA. N T 7 4 v 7 BNENS
ICBENCE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

SRS NERIZIHENT TERETE EHA, FEAEDORY o—FF2 VT 4 =2 DR
PR=FLTWET, NATRY —, LT 4 Z R Y — BELOQoSAHY I —T,

= FERFA =T oA AT N—T EEATEET,

e) [IPv4] # 7, [IPv6] # 7. ElEl 27520 v LET,

c[IPv4]: Ry FE T U R RNE [AXT v 7P % (Use Static IP) ] %33
LU, IPT RLVAREY TRy bR EAT v aRil TATILET,

7L %1%, 192168112472 L A S LET,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP B

IP Address: 192.168.1.1/24| fg-z'—agi-?ég-*'255-255-255-'—23 ar

7€ (Autoconfiguration) 15 = v 7 R v

e

o [IPV6] : A7 — F L AHBRREEDHAIL[H )
I AEA N LET,

f) [OK]Z27 Vw7 LET,
ATy T4 THE AT DA X —T =2 2% ) v LET,
[ (General) | % 7 RERRIINET,

Cisco Firepower 42100 2 2 — +7 v 7454 K ||}



Management Center T 0 Threat Defense DB |
B s—ozrzoux

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

GE) FHT 72 AMCZDA v —T 2 AEFANIHEELTVDHAE, 1 ¥—T =

A AT T TIAHEPMFT SN TR, AL T FLARRENZET L TVET,
INODOHEARREIZEE LN TLEEW, BH$ 5 &, Management Center D45
M hrsnET, ZOEETSH, M@ r7 74 v 7RV —DtF 2T«
= ERETEET,

a) 48 LFETO [4nAT (Name) | Z AN LET,
7-E 21X, A v Z—7 x4 AT Toutside] & \WIARIEFHTET,

b) [F%) (Enabled) | F=v /Ry 24N LET,

c) [E— K (Mode) 11X[72L (None) JIZERELTEEIZLET,

d [ExX=VUTFT Y —2 (SecurityZone) | KRy 7 X7 U R MDLLEEFOINTEF 2 Y T 4
V= EBRIRT 50, i (New) 227Uy 7 LTHLWEXF2 YT 0V —r%BIL
£7
7= & z21%. Toutside zone] W) LRIDY —2 ZBIMLET,

o) [IPv4] X 7. [IPV6] ¥ 7. E1-EMHOX 7% 2V v LET,

* [IPv4] : [DHCPOffi ] (Use DHCP) ] Z#IRL, IROA T a v D/NT A —F iR IE
LET,

« [DHCP L CTF 7 /v k /b— K ZHf% (Obtain default route using DHCP) ] :
DHCP #—"=nbH7 74V b b— MBS LET,

* [DHCPL— kA NV » 27 (DHCProutemetric) |: 7 RI =AML —FT 47 75 ¢4 X
B REFE LI = MZEID HTES (1~255) . FEHLIEA—FOT 7+
VEDT RI=AML—T 47 T4 AZ AT 1 TT,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

« [IPv6] : A7 — F L ZAHERREOSE 1L [HERRE (Autoconfiguration) 1 F = > 7 A v
J AEA AT LET,
) [OK]Z27 Vw7 LET,
ATy s [{RTF (Save) 1227V v 7 LET,

DHCP H—/\—DEXE

7547 FCDHCP 2 LT &ZBIZKT B8 MO IPT RLAZRETAHLHICTH
B41%, DHCP —_—ZFh LET,

FIE

ATY 1 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) | Z#3RL, T34 A&7 U v
7 LET,

AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | ##R L £,

RTw T3 [H—\— (Server) | X—C, [18M (Add) %27V >7 LT, ROA T arzZHELE

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel

[ H—T x4 R (Interface) |: R YT H T IURARNLA L Z—T =2 AR L F
7T

«[7 RLAZ—/ (Address Pool) ]:DHCP Y— S—2MEH4 5 IP 7 KL AD FALND
I EALOM O ZRE L ET, IPT FLAOFMIL, BRL/IA U F—T = ZL[FEL
BTy b BICHFETHIVENHY, A VX —T =2 AHFDIPT KL AEZEGEHHZ L
ITTEEHEA,
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—
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« [DHCPH— "—Z 029 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A A D DHCP
= N—Z BN LET,

[OK] %27 Uv 27 LET,
[fRTF (Save) |27 U w7 LET,

T4 MIL— FDEN

T 74 hb— NMIEE ., A v F—T = A ADDEGERRER T v T A MU — AV —H E IR
LRLET, INTA ¥ —7 = A AIZDHCP T 2581X. 735 ANTTIZT 7 4V b
N—MEZELTWDHAREERH Y £3, FEITL— F%Lﬂﬂﬂ”é%\ﬁﬁi‘&)é%é\li\ WDOF
JEZ AT LET, DHCP Y — "—2206F 7 4 /b hb— M EZAE LTEHA, [T/A4 R
(Devices) 1>[T/31 AEH (DeviceManagement) |>[JL—T « /7 (Routmg) 1>[R%
T4 99—k (StaticRoute) 73— D [IPv4/L—  (IPv4Routes) ] £721%[IPv6/L— b (IPv6
Routes) | 7 —7 NMICERENET,

FIE

[T/84 R (Devices) |>[T/31 REIE (DeviceManagement) | Z3&IRL., T34 2% 27 U v
7 LET,

[JL—T 4 >% (Routing) |>[RE2 T4 vYI)L— b (Staticroute) | Zi®R L, [/b— hZEM
(Addroute) 1227 U 27 LT, DL HIIHELET,

| Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v
Available Network (5 (%] Selected Network
| - Search | = any-ipvd &
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)

Tunneled: O (Used only for default Route)

Route Tracking: v @

OK Cancel
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NAT D% 5E .

[ZAT (Type) 1:BINTDHAET 47— FDHF AT U T, [IPv4] F 721X [IPv6]
FTarRE U ET Y v LET,

(M ¥ —7xAR (Interface) ]: tH/1A v ¥ —7 = 4 AZRIN L E, BEITINLA
H—T A ATT,

s fEHAIBEZ2 %~ N U —72  (Available Network) ] : IPv4 7 7 /L b /b— h OBE 1T [ipv4]
ZBEINL, IPv6 7 7 4 /L b b— DA [any] ZER L, B (Add) 1227 U2 L
T[ERL7=% >y U —72 (Selected Network) ] U A MZBEII®HE T,

[F— b7 =4 (Gateway) ] E72IX[IPv67— T =4 (IPv6Gateway) ]: ZD/L— hDX
JANRYy T TCHLT— bV 2 AN—FH ANELITERRLES, IPT FLAEITIXR Y
ND—=V/RANAT V=l NERETEET,

e[A RV w2 (Metric) ]:58%% Y NT—27 ~DFRy 7O EANNTLET, FIMEDHF
X1 ~2557T, 7%/ MEIZ1TT,
ATFv T3 [0K]Z27 V7 LET,
N—F"BARZT 4y I N— T =T VIBMENET,

Overview Analysis Policies JIEUTLEN Objects | AMP  Intelligence Deploy , System Helpv admin v

Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates

1 O . 8 9 b 20 You have unsaved changes B Save €3 cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

OSPF & Add Route
OSPFv3 .
Network Interface Gateway Tunneled Metric Tracked
RIP
N ﬂ.j BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 false 1 &8

> [ Multicast Routing
¥ IPv6 Routes

ATY T4 [1FE (Save) 1227V v LET,

=L
NAT D& 7E
— B 72 NAT b— L Clid, WET RLRAENHA > H—T 2 A ZADIP T KL ADKR— MIE
LET, ZOXATONATV—NVDIZ tEA LA —T A AR—KT KL RZEH (PAT)
EIENE T,

FIE

ATFYF1 [T/AA R (Devices) |>[NAT] 22 U v 27 L, [#LLVRY S— (NewPolicy) ]>[Threat Defense
NAT] %227 U v 7 LET,
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ATY T2 RV —ICARTEMT, KU o—2@HT 5710 ZZ2RIR L, [R{F (Save) 1227 Vw7 L

£7,

MNew Policy ? X

Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

24, Search by name or value |

=192.168.0.16

| Add to Policy |

| Save | | Cancel |

AN U 2 —7% Management Center |ZIBM S ES, l&fE, N —I— 2Bt 5058
BV ET,

ATv T3 PL—OiBEM (AddRule) 152V v 27 LET,

[NAT/L—/L DB (AddNAT Rule) | ¥ AT RT ARy 7 ANRKRINET,

AT T4 EALV—NOF T a BB ELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Cynamic hd

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#R L £,
o [ZA47 (Type) 1:[#AF = >7 (Dynamic) ] 2R L £,

ATV TS [A X —T A A4 T =2k (Interface objects) |X— T, [HHAEE/RA VX —T =4 A

47V =2 b (Available Interface Objects) | fHIE O [ A > H—T = A A4 T V=7 b
(Destination Interface Objects) ] fEIKIZAMER Y — > 2 BIML 7,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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nat oz I
Add NAT Rule ? X
MAT Rule: Auto NAT Rule hd
Type: Dynamic hd Enab

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | o,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAd.d to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic R Enab

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
- acte or MNectingsing losg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT L —/Li3 A7 V=7 FEFRED—H#EE LT NAT 2Bt 5720, v A
T AERDany-ipvaé 47V =7 NeFERATLIZ LiIxTEERA, £, VAT
AERDA TVl NelETH LIFTEERA,

GE)
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o [ZEHa3 HDPEFTE (Translated Source) | : [F855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATy 1 [R1FE (Save) 1227V v 7 LTL—ZBMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ 6 c:
[B] Policy Assionments (1)
B Fiiter by Device @  AddRule
r Pa N lated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations Services

¥ NAT Rules Before
¥ Auto NAT Rules
E Dynamic @ any <4 outside_zone 2 al-ipwa ¥ Interface @ Dnsiraise P

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

NEBMN D IEBAD ST 4 v 7 DEFTE

BB KTT D5 ek LTI- L X2, RO [TRXTONTI T v 7% 7wy 2 (Blockall

traffic) | 727 8A ar bu— R —2{FRLIZHAE. T 2 2@RT5 8774 v
VT EHFAT DDA =l AV EBINTAMNERS Y £, IROFIETIEK, NEHY —
MBI — 2 ~D T T 4 v 7 BHFRA[THL—LEBIMLET, M —rBH 5613,
Wl ry NI—I~D T 7 4w 7 AT 50— L%BIMLTIEEN,

FIE

ATvF1 R — (Policy) 1>[7Y2RKRY — (AccessPolicy) [>[7V 2RKR — (Access
Policy) &R L, ZEICKT 25 IZED Y TonTWAT7 78R a v hr—/L R v—
D HI7V YT LET,

ZFy T2 [JL—ILEEBM (AddRule) 12727V w7 L, WDRFA—2&RELET,

Add Rule ? X
MName |inside_to_outside Enabled Insert |inte Mandatory 7
Action |+ Allow > = i

m Networks VLAN Tags = Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| }, Search by name saa /& Inside_zone B sl outside_zone @

sau/dy inside_zone
Saa/th outside_zone

Add to
Source

Add to
Destination

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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zzorn [

« [£4ET (Name) ]: ZDONA—/VICA4ETZAHTET (72 & 21F. insde to_outside) .

s [iIX{E£Y — > (Source Zones) | : [fEHFIHE/: Y — 2 (Available Zones) | 2>H N Y — 2
ZIEPLL, [HE5CI28 (Addto Source) 1527 U v 27 LET,

* 585 — > (Destination Zones) ] : [/ F[GE72 > —  (Available Zones) ] 7B —
VEIRIL, [S85EI2BM (Add to Destination) 1 %727 U v 27 LET,
OB EFZOEFICLTREEET,

ATy 73 [EM (AdD) 127V v 7 LET,
=5 b=/ (Rules) | 7 —7 /WIZEBISILET,

System Help v

Overview Analysis SRR Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel
Enter Description
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: Mone
Tz Inheritance Settings | [] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Logging  Advance d
8 Fiteer by Dav ) Show Rule Confiicts @ | (@ Add Category | () Add Rule | Search Rules
o Allow &8

in this section. Add Rule or Add Category
[ G |

ATy T4 [R1F (Save) 1227V v 27 LET,

1=
=% 7€ D BB
EDET & Bkt 280 (B LET, EEEZEHTIETE, T4 ALTEOE
BHLT 7T 470 A,

FIE

ATy £ EO R (Deploy) 1227V v27 LET,
X 3:[EF (Deploy) 1

Q ¢ # @ adminv Wl secuRe

ATY T2 [TRTEB (DeployAll) 127V v 7 LTTRTOT A AZEBT L0, [FEER R
(Advanced Deploy) 1% 7 U v 7 L CERIR LT A AITEHLET,
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REDER

4: ¥ RTCEMRM

Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment £
node2 I Ready for Deployment =)

@ 5 devices are available for deployment iz

X 5: S ELRRF

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

(] Device Modified by Inspect Interruption Type Group
> nodel System FTD
o | 1010-2 admin, System FTD
> | node2 System FTD
3 (] 1010-3 System FTD
> 1120-4 System FTD

Last Deploy Time Preview Status

May 23, 2022 6:49 PM [ I Ready for Deployment
May 23, 2022 7:09 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R > OAMCHLT A 2% 27 ) v 7 LET,
H6:BEART—2 X

es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks .:) Show Notifications
m 0 running 5 success 0 warnings 0 failures | . Filter

© 1010-2 Deployment to device successful.
© 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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Threat Defense CLI~AD 7 Y X .

Threat Defense CLI~ND7 Y X

ATy T

ATy T2

BB KT BB CLIZ AL T, BHEA VX —T oA ANRNTA—ZEERT LD, T
WY a—T 4 T E{To7-0) T&ET, CLLIILT 7B AT A%, BFA L F—T 2 Af A~D
SSH Z{# -+~ 57>, FXOS CLI 2> H#5k: LE 4,

FIE

(F7va 1) BEICKHT A0 BB X —T 24 ADIP T KL A THEBESSH 8 L F
—éqo

BELIP T FL AL, ST XA ZAZRBE L ZICRELZ DO T, WIHEHEFIZERE L
7= Tadmin] 7D FERAT—REEHLTEBICHT A0 a1 LET,

NRAY = REENTEHAE, Yy —~F—V % Tl T A A &ffE L CTEETE £,
(A 7var2) ary =N EZIE Tenet #fi2EH LT, £ 2—/L CLLICHERE L £
R
a) BX=2UT 4 =P TR LET,

connect module 1 {console | telnet}

Telnet #5525 -4 2 F 51X, B2 2 — VZRBFICER O v > a U ARETE, HiH
FENEL 7252 £ TT,

51

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) BEUCKIT LB 2 — i EE R L E T,

connect ftd name

BEOT TV r—ar A VAR AN LEEIL, AV AX L ADLEIZIRET D VB
NV ET, AV ARF AL EFRTHITIT, LEixfTFica~ry REANLLET,

1 -

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.

Cisco Firepower 42100 2 2 — +7 v 7454 K ||}
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Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to
bootCLI
>

c) exitE AN L, 77V r—raryary—n%s&T LTCFX0SEYa—/LVCLIIZEE L%
D

Gx) 6.3 LVRIONR—T 3 OgAIL, Ctrl-a,d E AT LET,

d) FXOS CLI DA —/ 8 LoULIZR Y £,
AVY—IILERTTHICE, UTEETLET.
1L ~&AH
Telnet 7 7V 7 —3 g D #b v £,
2. Telnet 7 7'V r—3a & T4 2I12iE, WeE A LET,

telnet>quit

Tenet v a H ERTTBICIE. UTEEITLET,
Ctrl],. L AJ

1

I, BBk DB 1S L THD . FXOS CLI D A —233A F L~ULIZ R 5
wRLET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K



| Management Center O Threat Defense O &

RDATY

zozx7y7 ||

'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI

> ~

telnet> quit
Connection closed.
Firepower#

O

J

Threat Defense DF%E & #HifT9 5121,  [Cisco Firepower K¥ = A > h—%& | [ZH B IBHE D
VI RT 2T A= gD T VEBRL T I,

Management Center O BT 2 1FHIZ- DWW TiX,  [Firepower Management Center = > 7 ¢
Fal—rar AR 22RLTIEEN,

Threat Defense & Management Center O & &

HRES N— | BEEEIRER
2=

ASA B X OV BRIk |6.4 ASA B X OB DB GRET /31 A %7 U Firepower 9300 - TR T % &
T 55 AR T TR0 FE LT,
Firepower 9300 D 3l]D . N

i 6.1 DBBETH
T T | G¥) FXO0S 2.6.1 BN S%HETY
Threat Defense 6.4 Firepower 4115, 4125, B L4145 BNEASINFE LTz,

Firepower4115, 4125,
BEO4145 a1

GE) FXOS 2.6.1 SLFETY,
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Management Center T 0 Threat Defense DB |

. Threat Defense & Management Center 0D &

HEREA N— | BEEEIRER
=
Firepower 4100/9300 & 630 |H—DOEXza2 T 4P FERITEY 22— LT, FHRLE N Threat Defense = > 7 F

@ Threat Defense O~
INTFA L AH o ARERE

A VAR UAND HDEBOGET NA AERHTES L2120 £ Lz, DA,
—DIAT AT T TV r—vary f VAR AEZRBTEAREITTLE,

TRk, B —T = A ADFEA A AREIZT 5728, FXOS TVLAN Y71 # —
T x A RAEER L, HEEDA LA A TA U H—T oA AL HETHZENTE
FI, UV Y—REHCIE, BA VAT ADNNT —< 2 AERER AKX < A TX
7,

2EDOEBIDY v — ETCarTF A ARARZ U ARHH L CE R AR EH X F
T, FTAZY) U TEYR—FENERT A,

Gx) TINTFA AL AREREIE, EBEITE LR ETN, ASASILT ar T
Ak F— NIZELTWE$, Threat Defense TlE~/LVFaLTHF A RhE— K
EHATEEEA,

HTIR/ZE T X 1U7- Management Center [H[f :
« [T/N1 R (Devices) |1 >[T/31 REH (Device Management) | > [#w% (Edit) ]
TAary>[A 3 —7x4 R (Interfaces) | ¥ 7
FHL/ZE B S 472 Chassis Manager [H[ [ :
- [BIZ (Overview) ]>[T/\4 X (Devices) ]

[M252—T x4 R (Interfaces) 1>[FTRXTDA 2 —T x4 X (Alllnterfaces) 1>
[FTFREM (AddNew) | Fry 7 XU Ama—>[HhT A X —T = AR
(Subinterface) ]

[ 3—T x4 R (Interfaces) >[I RXTHDA B —T 4R (AllInterfaces) ]>
(247 (Type) ]

« [#@¥E T /34 X (Logical Devices) ]>[7T /34 XMiBS (Add Device) ]
[FT5Y b TA—LDHFE (Platform Settings) ]>[Mac7F—JL (Mac Pool) ]

[Ty b T H—LDHRFE (Platform Settings) 1>[JVY—ADTO T 7ML
(Resource Profiles) ]

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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Device Manager T @) Threat Defense O EFH

CDEOXMRHE

Z OFTIL, Device Manager Zfli ]l L TAZ > K7 v v ® BT 585 T A A%
BT 2 HFECOWCHALET, &7 2ET 584512, [Cisco Secure Firewall
Device Manager Configuration Guide| ZZM L T 72 &0,

Device Manager Tl&, /MR Y T —27 T b — A IS Y 7 b U = 7 OHARLERE
ERETEET, /2. ZUEZE < D Device Manager 7 /31 A& Gie K2 %> hU—7
ZHES 2 72 DITIB IR EIT A AD~ X =V v T H &R0, DT A X F
TEROENTEBDT AL A Gy FU—7 DEDIFICRFF SN TOET,
ZEOT A ZEFERLTWDIEE, FIX GBUCKT 5 THarsind. L0 EME
R ELHEHT 2561, 1V 12 Management Center ZffiH L £ 77,
TSAINO—UERXT— kA b+ : Firepower 4100 (21 ME NGBS SUERE T, BMAGIZINE
THZEEHYERA, 275 L, 2—F—HREORETIL. FEAFRIEREZFEHTEET,
ZO%E. REMEERSC SNMP O R, FEEDMEAGFRIEREERB TCEL2H5808H0 £
D

e TV RY—xV FOFIE (63 <—)

» Chassis Manager : Threat Defense #ZR7 /31 A DB (64 ~<—)

* Device Manager ~D 117 A > (69 ~X—)

c TABUVADRE (69 ~—)

KA EX 2 VT 4R —DRE (76 X—)

o Threat Defense CLI ~D7 7 & A (91 X—)

s RDAT 7 (93 X—)

s Threat Defense & Device Manager DJE/E (93 ~<—1)

IVFY—IVFDFIR

VX — VT BB T LB AR L CERET DL, ROX A7 BB L TS0,
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Device Manager T @ Threat Defense 0 & |
. Chassis Manager : Threat Defense RIE7 /N1 X DB

Chassis @Add the threat
Manager defense
logical device

!

Device 2 Log into the 5 Register the 6 Configure a
Manager device threat defense, basic security
manager and enable —p policy
licenses
l A
Cisco @Buy feature
Commerce licenses
Workspace

!

Smart @Generate a

Software license token

Manager for the threat
defense

D=9 AR—R | FIE

("1 Chassis Manager | Chassis Manager : Threat Defense #1773 A DB (64 X—)

2 Device Manager Device Manager ~D 1 7 A > (69 ~X—) |

(3| Cisco Commerce | 7 A 2 ADFKE (69 ~—) HEEETA B AZEALET,
/| Workspace

(| Smart Software TA B ADFKE (695—) : DeviceManager D7 A £ A h—
\/| Manager 7 EERLET,

Device Manager TA B ADEE (69 ~<—) : Device Manager & A~— K 7 A
BT R RER L, BRRET A B R BT ET,

a

g |Device Manager | HARA L ¥ 2 U 7 4K Y L—DRE (76 <—)

Chassis Manager : Threat Defense SRIET/\A X DB

Threat Defense % %A 7 4 7 A > A% A& LT Firepower 4100 BB CT&E 9, 2077
AVAZ AT R= S THEREA,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K



| Device Manager T @ Threat Defense 0 &4
Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

&R FPEAT &2 BI03 5 12i%, Cisco Secure Firewall Device Manager Configuration Guide & 2 i L
TLTEE Y,
1a s BRI

» Threat Defense & —FEIEATHEHA L X —T =2 Af AR ELET, /v X —T = A A
DFEE (23 X—) #BZRLTLEZIVN, BHEHA VI —T oA ARKETT, ZOFH
AE—=T A AF, X —TOFERORMHIND (¥ —7=A A (Interfaces) ]
X2 7O EEIZ [MGMT] & L TEREND) vy —VEHA—MERELETEDH D THA,

cFl, AR EB I DDT—H A X =T oA AERET DLERDHY FT,
c ROEWRERELET,

DT NRALADAL B —T A A 1d

EBA A —T 2 AAIPT RLAL Ry NT—T <R

S —h VA IPT RL XA

«DNS #— D IP 7 RL %

e Threat Defense 7" A b4 & KA A U4

FIE

AT 71 Chassis Manager T, [fmZl7 /31 A (Logical Devices) | Zi&IR L £,
AT 72 [1BM (Add) ]>[R42 > KF7AY (Standalone) 1 %7 Vw7 L, IRONRTA—REZRELE

R
Add Standalone )i
Device Name: FTD_1
Template: Cisco Firepower Threat Defense =7
Image Version: 6.5.0.1159 i
| Instance Type: Native b

0K Cancel

Q) FNAARBEANLET,
TOBHNE, T — Y RS S FREERE R T o TA LA — T 2 A ARE Y YT
FOICHR LET, SIUET 7Y a VERECHASA TS A4 T D ) EH
P,

b) [Template] TiL, [Cisco Firepower Threat Defense] % iR L ¥ 77,
c) [Image Version] Z %R L ¥ 7,
d) [Instance Type] C [Native] Z 3R L £ 77,

a7 A A K AL Device Manager Tl AR — SN TWEHFA,
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Device Manager T @ Threat Defense 0 & |
. Chassis Manager : Threat Defense RIE7 /N1 X DB

o) [OK]ZZ U vz LET,
[Provisioning - devicename] 7 1 > RUDNEKRINVE T,

AT 73 [DataPorts] AL, 731 ATV L THSN v H—T oA REZNTh7 U v/ LE

R
Overview Interfaces JICLITEINEWILETN Security Modules Platform Settings System To
Provisioning - FTD-FDM2 M
St 1e | Cisco Firep Threat Defense | 6.5.0.1159
Data Ports -

Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Port-channel3

themett/s ||

Ethenet2/1 |
FTD - 6.5.0.115%
Port-channel3 Click to configure
Rnemetz/2 ||

PIRMZ[A > #—7 =A A (Interfaces) |"—Y THMNI LT —H A v H—T = A ADIHr%E
DY THZ ENTEET, 4T Device Manager TZIHDA U H —7 = A A HMI LT
ELET, ZHUTE, IPT FLAORESEENET,

ATy T4 BEHFROTANA AT A arwr) v 7 LET,

BATOATRy 7 ANEREN, PIIOT— b A M T v TREZITHOZENTEET, b
ORTIX., PIHBEAER, £33 42 Z VAN ATY, @EOEMTIL. #TT7r 7Y
r—39 CCLIRREDIZEAEDEELERETCE £1,

ATv TS5 [fEH (General Information) ] X— T, ROFIEZFEITL £,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Interface Information

d)
e)

Management Interface: Ethernetl/4 7
Management
Address Type: 1Pv4 anly st
IPv4
Management IP: 10.89.5.22
Network Mask: 255.255.255.192
Network Gateway: 10.89.5.1
[Management Interface] %z 3R L 9,

DA UHE—T A AF, BT ANA ABERTLHOICFEHEINET, O X —
T A AL, Ty —IFFR— b EITHOL 0T,

BHA LA —T oA AR LET, [7 RLVAX AT (AddressType) ] : [IPv4DF (IPv4
only) ]. [IPv6D# (IPv6only) ]. F7=iZ [IPv4IS L ONPv6 (IPv4 and IPv6) .
[Management IP] 77 R L A Z 5% E L £ 7,

TDOAVHE—T 2 A A—BDIPT RLAZBRELET,

[Network Mask] F 7= (% [Prefix Length] IZ ATJ L E T,
FYNT=D F— b4 T RLVRAEAILET,

AT 76 [Settings] ¥ 7 T, ROTFNEZEFEATL 9,

Cisco Firepower 42100 2 2 — +7 v 7454 K ||}



Device Manager T Threat Defense D &R |

. Chassis Manager : Threat Defense RIET /4 X DB

ATy 17
ATvT8
ATvT9

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Management type of LOCALLY_MANAGED W
application instance:

Search domains: cisco.com
Firewall Mode: Routed b
DNS Servers: 10.8.9.6

Fully Qualified Hostname: | ftd.example.cisco.com

Password:

Confirm Password:

QK Cancel

a) [Management type of application instance] K2 v 7*# 7 > J 2 F ¢, [LOCALLY MANAGED]
ZIEIRL 7,

AT 4T A VAL AX, v —Y ¥ & L TP Management Center & ¥R — kL T\ E
To WIRTNA ADEABIC A=V v A ERT DL REDHEI I, T3 23]
b x7,
by Hr~XEIDUARARELT[HHRHERNAA Y (Search Domains) ] # AJJLET,
c) [Firewall Mode] Tl [Routed] € — FDAHAV R — I TWHET,
d) [DNSServers]) # ~XPO DY A MELTANLET,
e) BIBUZx9 5B5E @ [Fully Qualified Hostname] # A7/ L £,
f) CLI 7 7 & 2AH® BRIk 505 & B2 —H D [Password] & AJ) L E T,
[FIAHA (Agreement) ]# 7T, = Fa2—H% JF 4k A (EULA) %A T, RELET,
[OK] %7 U7 LT, HEXAT TRy 7 AZHALET,
[R1F (Save) 1227 Vv 7 LET,
Yy —UE, MELLY 7 by T A=V arEZyra— KL, TV S—var A AR
VAT = hARNT  TEREEEEA LI =T 2 A AREE T v aTHI LT, BT A
ZEEALET, [RET/NM R (Logical Devices) ]-4— T, B LWGHET A ZAD AT —
XA EMER L ET, BT 3 AD [Status] 21 [online] & FnEIN=H, 77U r— 3T
X2 VT4 R —OREEFMBTEET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K



| Device Manager T @ Threat Defense 0 &4
Device Manager ~D O 45 A .

System Tools Help

& Refresh | | (&) Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@Dnline (<4 ®)] #* (455

Device Manager ~D O A >
Device Manager |21 27 4 > LT &Rk 205 25 E LET,
38 BRI

« Firefox, Chrome, Safari, Edge. % 7213 Internet Explorer D/ N—2 a &2 H L £,

« Chassis Manager @ [f@#E7 /34 A (Logical Devices) ]<—3 T, Threat Defense Fmfl7 /3
A AD[AT—H A (Status) |23[A4 T A (online) JIZ/R->TWDHI L EMRALET,

FIE

AT Tl 77RO URL # A S LET,

« F B https://management_ip, 7 — FA N7 v TRECAN LA v E—T =4 ZADIP T
FL2AZ AL ET,

ATvw T2 22— —4% admin, Threat Defense DEBHIFIZERE L=/ XAV —FR 2L/ A4 LE

7,
Z2TY T3 90 HEOFMEF A Lo ACRIET D Lo ITkdbNET,

- -~ =JL ==

TJA 1 ADEKRTE
Threat Defense (X, 74 B ADBAB IV T A B A S —LO— BN AfER A~ — K V
Th =T IA RV EERALET,
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B st ozozx

ATy T

Device Manager T Threat Defense D &R |

Uy — T EBET D L. Smart Software Manager |3 v — 3 & Smart Software Manager [ O i&(5
MO DAAELIITLET, /o, BWUREET I My —oREID Y ToRET,

VAT A AOEIZOWTIEEE L <IL, cisco.com/go/licensingguide Z &M L TL 72 &1,

Essentials 7 1 £ AIZABNICEENE T, A~v— T4 B ATIE, FEWAL TN
i OFERE % C% $£ 97, Smart Software Manager (28835 &, T <IZTA4 B ADFEH%
BltECEFET, Flh, B TIA B AZHMATLIZELTEET, ZNIZK - T, HIEDEER
BLOFEHNAREIC 2 | BIFEOEKBICLDBIEN 220 FET, WOTA B A &AL
TLTIEEW,

cIPS: EXaUT 44T Uz A LIPS

« TILY T TRAME - ~ v = TR

*URL : URL 7 4L & Y 7

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN O #

15 H B HIIC
* Smart Software Manager IZ~¥ A X —T B 7 a2 FLET,
FETHU U MeBRLTRWERIE, Vo222 7 LTHLWT AV MEREL
TL 72 &V, Smart Software Manager Tl flfkD~A X — T h o v F&EEHRTE £,

e o TIAT AT T T EMERA L TAIMEEND) BEEAFHT AT, TFEHO
Aw— KNIV T NO=2T T4V T T b Tl S{ (3DES/AES) 71 &
VAERFHATEANENH Y 9,

FIE

BHENDAY—F T4 T THY L M, RBERTABANGTENRTND Z L &l
LTI,

TAB AT, VATEIFRERBEIENLT A ZAEWA LRI, A~— Y7 by =T
TAR DT TAT MY 7 SRTWES, 722l FETIA B A 2BNT 555
MBd HYAETE. Cisco Commerce Workspace C [ & Y U o —3 a D% (Find Products and
Solutions) |#R#E 7 4 —/V KEFEHLET, ROT A& APID ZMmBELET,

R7:54 2R RER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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| Device Manager T @ Threat Defense 0 &4
sttvzoiz |

GE) PID B RONHRWIEEIT, HESUZTFEITPID 2 BIMTEE7,

«IPS, v U =T BHl, BLURL 74 2 ZADOMAE D
« L-FPR4112T-TMC=
« L-FPR4115T-TMC=
+ L-FPR4125T-TMC=
+ L-FPR4145T-TMC=
EFRRDOPID ODWFNNEEITIBEMT 5 & IROWFT D PIDIIET 2 IR ~—2 D
YT R0 Fa rERIRTEET,
+ L-FPR4112T-TMC-1Y
« L-FPR4112T-TMC-3Y
+ L-FPR4112T-TMC-5Y
+ L-FPR4115T-TMC-1Y
« L-FPR4115T-TMC-3Y
« L-FPR4115T-TMC-5Y
« L-FPR4125T-TMC-1Y
+ L-FPR4125T-TMC-3Y
« L-FPR4125T-TMC-5Y
« L-FPR4145T-TMC-1Y
« L-FPR4145T-TMC-3Y
+ L-FPR4145T-TMC-5Y

« Cisco Secure Client : [Cisco Secure Client ¥{EH A R 2B L T &0,

AT w 72 Smart Software Manager T, Z DT /XA A& BIMNT 2T 7 hOBFEEN—27 o E2ERL
Tav—LFE7d,

a) [Inventory]Z7 U v 7 LET,
Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory License Conversion Reports Email Motification Satellites Activity

b) [General] # 7 T, [New Token] #7 U v 7 LE 7,
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AU ADEE

Device Manager T Threat Defense D &R |

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B4k h—72 »%A{ERL (CreateRegistration Token) %A 7 1 7R v 7 AT, LA FOREME
ADLTHrE [ h—2 »%&1ER% (Create Token) | %727 V v 27 LET,

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account

Virtual Account:

Description:

= Expire After: 30 Days
Enter the value between 1 and 365,.but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token @@

Create Token Cancel

+ [E%BA (Description) ]
s [AZhIR (Expire After) ] : #EL3EI1X 30 B T4,

[Z2D b= TGRS LT B Tl A PRBERE 2R T 9% (Allow export-controlled
functionality on the products registered with this token) | : &R 5{L23FF Al S LTV B [EH
DGETME 2 T IAT AT T T EENILET, ZOWEEENT L TEDY
By IOAT v are I ZTERTOLERDH Y £, B TIOMEEZAMICT LSS
BlE, TAA AZH LT B X R —THEERL, 731 A% U a— R4 5080
b ET, ZOFT v a URERRINRWGE. T U 2 MMIEHHBSIERE A AR —
FLTWERA,

h—2 3 A o _y MY ICBIMENET,

d) b= OFEMIHIRETAar %7 V7 LT[h—2> (Token) 1 XA 70 TR
J2AE, b= IDEZ Y v T R—=RIZar—CT& 5 X952 L%E$, Threat Defense
DBEGEN N7 L EICBEDOTFIETHEHT 272012, 2O M7 028 FELTBEET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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ssevzngz |

8: =YV DERT

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlied Created By Actions
M]MEZJIHYTITZGOdOSDDY]KEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =

K9: b—HDaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

AT w73 DeviceManager C, [7/3A A (Device) 127 Vv 7 L, [A~— KT A& A (SmartLicense) ]
DOY~< Y —T[FEEDF T (View Configuration) | %27 U v 7 LET,

[A~—]F T4 & A (SmartLicense) | X—VNFERINET,

ATy T b [FA ADBG (Register Device) 127V v LET,

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90....

WIZ, [A~— K T4 AD%KEk (Smart License Registration) | %4 7 12 77K v 7 ADIF/RIC
WEsT, =27 ICHEO T £,

Cisco Firepower 4100 R 2 — + 7 v THA K .



Device Manager T Threat Defense D &R |

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
uf_'J ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

ATy TS [T/3f 2Dk (Register Device) | %7 Vv 7 LET,

[A~— ]k T4+ A (SmartLicense) |"X—IZRYD £7°, T34 ABEFIIKRD A v —
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TN APIEFITRER S, N—VREHFIND L, ROE I ITFKRESNET,

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

ATYT6 LEILUT, TNENOAT v ay T4 A0 [Fihb/h{t (Enable/Disable) ] 22> b
n—n&7 )y 7 LET,

[l Cisco Firepower 4100 2 54 — + 7 v FH 4 K



I Device Manager T @ Threat Defense 0 & Fd

ssevzngz |

‘SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion policies in access rules. You also must have this that detect and block malware in files transmitted over your network.
license to apply file policies that control files based on file type.

Includes: Cg File Policy
Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.

Includes: URL Reputation Includes: RA-VPN

« [5%01t (Enable) ] : Cisco Smart Software Manager 7 47 7 > NI T A & Az &k L, il
SNTHERENENC RV FET, FA BV AL THIEIESNARY O—%/EL., BT
% 32—@‘0

o [#E5h{k (Disable) ] : CiscoSmart Software Manager 7 7 7 > kD T A & 2 A Z X8k fiha L .

HIEH S AU MEBENEENIC /2 0 97, HTLWRY O —DHREDRES . FOMREAL T 5
RV —DRERALTEEFA,

* [Cisco Secure Client] [RA VPN] 7 1 B> 2R ZFNZ LTEGAEIX. EHT 74/ 2D %
4 7 ([Advantage]. [Plus]. [Premier]. [Apex]. [VPNELH (VPN Only) . F72i% [Premier
& Advantage (Premier and Advantage) ][Apex and Plus (Apex and Plus) ] #3=N L £ 7,

Type QEGEREREIRS DISABLE

VPN Only

Premier

Premier and Advantage

B AT DL, TAHT Y MITA B ADRRWGEITAN— T % B LI R IR OIFHEL
AyE—VRFRINET,

Device Summary

Smart License

° LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11:57 AM
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

ATy 1 WHHERay 72T U2 RS [BEHEOFFY (Resync Connection) ] % 3K L C, Cisco Smart
Software Manager & 7 A & A fE@ A A <& £ 7,

Cisco Firepower 4100 R 2 — + 7 v THA K .
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B zxonexa05 0Ky v —omE

Go to Cloud Services

Resync connection

Unregister Device

EXHGEFX1) T 4R O—DHRTE

EARB X2V 7 0 RY —2RET DI, ROF X7 ZFITLET,

NA v E—T A4 ZADBE (77 =) |

WNEA v —T 2 A ACAEZT 4 7 IPT RLAZED LT, A F—T = A R
|Z DHCP Z#ffH L £,

| EFXF2 VT 4= DA H =T 2 ZADBIM (79 X=2)

T 7 AR LB NEHB L OO 2T 4 —T, R v F—T = A &
CHERA v H—T A A BN L ET,

F 74V hb— FOEM (81 =) |

SERDHCP Y — " =355 7 4 b b b— F B ZITE S 2 WAL, FEICEMNT 503
NhHFET,

) [NAT DFE (83 =) .

WA V=T 2 f ATA B —T =4 A PAT ZEH L £7,

WD BN A~D 8T 7 ¢ v 7 OFR] (85 X—)
NENDANERA~D 8T 7 4 v 7 A LET,

(f£&) DHCP —_R—D&E (86 2—)
TIA T NOWNEA v H—T = A AT DHCP —_"—ZHLE7,

EE) B — N2 A DRELT—FA X —T = A ZADEBOIFA] (89 ~_—
)

EHS— N2 A BERT DN, T—H A F—T oA APLOERETAILET,

BEDRER (90 ~—)

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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AV8—T 14 RADEE .

A3 —T A RADETE

&

BN T OB A v X —T oA A AL, IPT FLAZRELET, @wiL, P27
ATEWOHD NT7 74y 72 BBMIELLINC, DR b 200, F—T =4 AEZRE
THMENDY £, BFEIX. Ty 7 A M) —2N—FF72031 X —F v Ml L7z A
VHE—=T A AL FHOR Y NU—T D1 DU LEOWNEA v H—T oA AEFEHLET, =
NooOA U E—T7 A AD—HE, Webh— =72 DTV w77 7B ANARERT £y b
ZELE D TEEHAT) (DMZ) E22A08H0 £1,

— Iy V—T 4 T OIRPUL, WA VX —T 2 A ATARAEZT 4 v I T RURAETERR
425 LEFZ, ISP 225 DHCP 2/ L THERA v X —T =2 A AT RL AR BT 52 LTI,
WOETiE, DHCPIC L AAX T 4 v I T RLAREINIA v X —T = ZA&FH LT, NEA
VHE—T A ARRELET,

FIE

[T /34 A (Device) |7 U w27 LThb, [ ¥ —7=AA (Interfaces) |V~ VU —IZH D
Voo &271)y 7 LET,

[ % —7xAA (Interfaces) | ¥ 7 N7 74/ b TRRSNET, /1 ¥ —T =AY A}
W2, BB B —T 2 A REZNTROLHET, T RLVA RENFERESNET,

ATy T2 AR T A v —T oA 2DfFET A2 @) 220 oy LET
AT T3 ROFBEEITNET,

Cisco Firepower 42100 2 2 — +7 v 7454 K ||}
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B sz 1z08%

Ethernet1/2

Edit Physical Interface

Interface Name Mode Status

inside Routed v O

Description

IPv4 Address IPv6 Address Advanced

Type

Static v

IP Address and Subnet Mask
10.99.10.1 [ 24

g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

10.99.10.2 /

b)

d)

[ % —7 A A4 (Interface Name) ] Z#&XiE L £7,

AV B =T A ADL4E] (K48 LT ZHELET, BRITNLFEZTLHLERSDY
£9, . [inside] £ 721% [outside], ARTZRELRWE, £ F—T = ADFKYD DFKIE
FEHENET, VT A X =T oA AERETLHEERE, A ¥ —T7 = A ATIF4
RIS EL T,

[£—F (Mode) 1% [/V—7 v K (Routed) 1IZ#ELET,

Wy TA U E—=T A AT 25E 1%, Cisco Secure Firewall Device Manager
Configuration GuideZ 2 L T 723\,

[AF—% % (Status) | AT A ¥ % [f%) (enabled) |3¢E (@) (oL £,
gE F7-. FXOS CA LV X —T =2 A AT HLERH D £,

(f£&) [#M (Description) ] Z#%&E L £,

FLIE 200 SCTFUIN T, SAITE AN TIC 1T TASILET,

[IPv47 KL A (IPv4 Address) | “X— T, AXT 4 v 7 IPT7T RLAZRELET,

[l Cisco Firepower 4100 2 54 — + 7 v FH 4 K
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txayFqJ—vanqvs—7x420Em [

f)  (fEE) [IPv67 KL A (IPv6 Address) 1 %2727V w7 L, IPv6 % E L £7,
ATy 74 [OK] 227V 7 LET,

RFY TS SBAICHERT 54 v 24— 7 = A 20fET 42> (@) 22V v L, NEOHBAELFT
T4V RERELET, ZOA ¥ —T A ATiE, IPvd 7 KL A2 [DHCP] 3R L &
R

Port-channel1
Edit Physical Interface

Interface Name Mode Status

outside Routed v O

Description

IPvd Address . IPv6 Address Advanced

@ |f the DHCP server supplies an address on the same network configured statically for another
interface, this i ill be disabled. Ensure that there is no overlap between the network
addresses on this interface and the other interfaces on the device.

Type
DHCP v

Route Metric

Obtain Default Route using DHCP

GE) AZT 47 IPT RVAEMMT 256, £712IEDHCP 67 7 4 /v bb— b &
ZELBWEEIE. 774V M— M FEITRET D2LERH Y £3°, Cisco
Secure Firewall Device Manager Configuration GuideZ 2 L T< 72 &\,

LX) TFaIV—~"DA 3 —T 4 ANDIEM
X2 VT4 = I E =T 2 A ADTN—T T TT, S—E, b T T4 v T DE
FRLE SIS DX DRy U= 2B 7 A MISEILET, B0y - 2 EHRTEE
TN, GO H—T oA AFHE—~DY 2 OFIZORGFIETE ET,

Cisco Firepower 4100 R 2 — + 7 v THA K .
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B 207 v—nnros—7z1208EM

ZOFIATIE, WOFEFREY — A v F—T = A AZBMT 2 HEZHOWTHHLET,
s [inside_zone] : ZDOY — 0%, Wy N —2 %2R L ET,

s [outside_zone] : Z DY — L, A X —F v NN EOKIEIARFRE/ZIMT R v N U — 7 B
LET,

FIE

ATV T A7V x7 & (Objects) [Z#RINL, WIZBRNS [EF =2V T 1Y — (Security Zones) |%
BINLET,

A5 w72 [inside zone] @ [tk (edit) 174 2> (@) 22V vr LET,

Edit Security Zone -

Name

inside_zone

Description

Mode

(® Routed  (0) Passive

Interfaces

@ @ inside (Ethemet1/2) o “

(@] outside (Port-channel1)

-
innamed (Ethernet1/5) -

1 item(s) selected

Create new Subinterface CANCEL

ATYT3 (A% —7 x4 R (Interfaces) |V AT, ¥ %227V w7 L, V=BT HNEHA X —
T oA AEIERLET,

ATV T4 [OK] %7V w7 LTEREZRMFELET,

ATy TS HEA v H—T = A A% [outside_zone] (ZIBMT DX, ZNHOFINEAMBRY KL 9,

[l Cisco Firepower 4100 2 54 — + 7 v FH 4 K
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Forrrr—roem [

Edit Security Zone -

Name

outside_zone

Description

Mode

@® Routed () Passive

Interfaces

ystic (Ethernetl/4) -

-

@ (&) outside (Port-channel1) o
innamed (Ethernet1/5) -
1 item(s) selected
Create new Subinterface CANCEL

FI74IL MIL— FDIEM

F 7 F v M b— MA@ INEBA B —T = A ADSEIEFRERT v AR — b — 2 &R
LRLET, INHA v % —7 = A AZDHCP AT 25812, 735 ABRTTIZT 744 b
N—FEZELTWDHAHEERH Y £3, FEITL— N2BNT20ERDLIGEIE, KROTF
6% 3247 L £4, DHCP ¥ — "= 5HF 7 4L bb— b2 %ZE LEEBEAIE. [T/ ADBE
(DeviceSummary) 1>[R AT 4 v IL—T 1 2% (SaticRouting) | X—IIZFKRINET,

FIE

RATY TN [TA A (Device) 1227V v 27 LTinb, Pb—7 47 (Routing) |~V —iZdHDdl 7
7V v LET,

[AXT 4 v V—T 47 (Static Routing) ] X—TNERINFET,

ARTFwT2 *F FF[AXT 47— bOVERL (Create Static Route) 1 %27 U > 7 LET,
ATFY T3 TN M= DT RT 0 EHRELET,

Cisco Firepower 4100 2 2 — + 7 v T4 K [}
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F I+ FIL— DB

Add Static Route

Name

default

Description

Protocol
@mwewa () ire

Gateway

gateway w

Interface

outside v

Metric

1

Networks

+

5 any-ipva

SLA Monitor Ay

Please select an SLA Monitor i

a) [4#7 (Name) | AJILET, =& 21T Tdefault)] & LFET,
b) [IPv4] E7-15[IPv6] T VARE L %7 ) v o LET,

IPv4 & IPV6 12 L CEBIDT 7 v b b— s ZERT AR H D £,

¢) [F—hU=A (Gateway) 1227 Uy 7 LT [FHLWFKy U —27 DOFERL (Create New
Network) %27 Vv 7 LT, Y= hUxzA IPT RLAZKRA N T V=2 & LTEMN
L‘i—é—‘o

[l Cisco Firepower 4100 2 54 — + 7 v FH 4 K
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NAT D& E .

Add Network Object

Name

gateway

Description

Type

(@ Host

Host

10.99.12.5

d) Y= FrU=zAD[A % —7x4A (Interface) | (7= & 21X M (outside) ) ZIBIR L F
D

e) [ry hT7—27 (Network) ] ¥ 7 A4 2% 27Uy L, IPv4T 74 /L hb— FOEEIE
[any-ipv4] . IPv6 7 7 4 /b b )L— kDA [any-ipv6] 28R L E 37,

ATv T4 [OK1 227V vr LET,

— B0 72 NAT — L Clid, WET RV RAENTA > H—T 2 A ZADIP T KL ADKR— MIE
WLET, ZOXATONATNV—NVDZ tEA LA —T A AR—KT KL RZEH (PAT)
CIEONES, IPVOICA v X —T A APAT I3 TXEH A,

Fig
ATy 1 [RYU— (Policies) 127V v 7 LTHL[NAT| 27 Vv 7 LET,

RTw T2 FFT [NATV— L DIERL (Create NATRule) 12727V v 7 LET,
ATFvT3 ERL—NLDOF Ty g o EFRELET,

Cisco Firepower 4100 2 2 — + 7 v T4 K [}
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B wozz

Add NAT Rule X

Title o Create Rule for e Status
inside_to_outside Auto NAT v Q

Auto NAT rules trar e e or destination addre: f
packet. These rule
Placement Type e
Automatically placed in Auto NAT rules Dynamic v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface o
Any v outside v
Original Address o Original Port Translated Address Translated Port
any-ipv4 v Any v Interface N Any v

Show Diagram O

ORIGINAL TRANSLATED
Source Any outside Source
any-ipvd: Any bY . 9 D bY Interface: Any
Destination NAT Destination
Any: Any Any: Any

a) [#A v (Title) | Z&%ELET,

b) [IL—ILDEBRER (CreateRuleFor) 1>[BEINAT (AutoNAT) | Zi®IRL 7,
c) [#4 7 (Type) 1>[FA4F+ =2y (Dynamic) | ZEIR L £,
ATV T8 RONTy NEWA T v a ERELET,

a) [JtD %7 » & (Original Packet) ] C, [Jt® 7 KL A (Original Address) | % [any-ipv4] (T
HELET,
ZON—E AEBDA LV E =T A AMBFEESNDIT X TDIPVE N7 7 1 v 7 &
LET, A F—T7x2A AETT FLRAEHIRT2581E, FFEDO[EEILA ¥ —T =
A A (Source Interface) ] ZEIN L, [JudDT KL A (Original Address) 1I1ZIP 7 R L A %45
ETEET,

b) [EHaF s N v & (Translated Packet) ] T, [Bfiidc A % —7 = A A (Destination
Interface) | Z#AMTA X —T7 = A RATRELET,

[l Cisco Firepower 4100 2 54 — + 7 v FH 4 K
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FIFNVRTIE A FZ—T 2 A AP T FUANREHELT FLAIHEHEINET,

ATy 75 (EE) [KoFr (Show Diagram) ] #7 V v/ LT, L—LDOEY 2T VEREF R LE
@—O
ATv7T6 [OK] &7 V7 LET,

NEBNSHEAD T T 4 v U DFFFA

TI7FNETE BF2 VT4 Y= MO NI T4y 73T ny 7 SRk T, ZOFIETIHE,
WERINSAMEA~D T 7 4 v 7 ZfFi T 55 RLET,

FIig
ATw 1 [[R) >— (Policies) |>[7 Y XHI{El (AccessControl) | Zi&IR L £,

ATFwT2 FELF[T 7 EAL—/VOIER (Create AccessRule) %27 U > 7 LET,
RATYT3 ARV NOF TV a v R ELET,

Cisco Firepower 42100 2 2 — +7 v 7454 K ||}
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B &=® owerv—ri—ome

Add Access Rule X

Order Title o Action

1 bt inside_to_outside E Allow v

Source/Destination Applications URLso Users o Intrusion Poh(:g.-o File policyo Logging

SOURCE DESTINATION
Zones e + Networks + Ports + Zones o + Networks + Ports/Protocols +
ﬂ Inside_zone ANY ANY a outside_zone ANY ANY

Show Diagram ()

SOURCE DESTINATION
Users Applications m
Neworks ) > @ O @ O [ B urLs [
Geolocations m ZONES 1 ZONES 1 Networks m
ALLOW .
Ports m v [;' — Geolocations m
v -9 E‘c PortsProtacols [

a) [#4 b (Title) 1 %&£,

b) [V/—A (Source) | C. [V —> (Zones) | ¥ 7 A%V vr L, WEY —rZ&ERL
£7

c) [#%sid (Destination) ] T, [V —Y (Zones) | ¥ 7 A2 &7V v 7 L, Y — 0 &3
RLET,

d (EE) [KoFER (ShowDiagram) %27V v 27 LT, W—LDOEY 2T VKELAZFRL
£

e) [OK]Z27 VU vr LET,

({£Z) DHCP H—/N\—DE&E

7547 N CTDHCP 2 LT &BIZKT B85 ML IPT RLAZESETAHLHIITTH
YA TE, DHCP — _—Z2 G LFET,

[l Cisco Firepower 4100 2 54 — + 7 v FH 4 K
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z®) oHep ——oxzE [

FIE

ATy T [T314 A (Device) 1227V v 7 LThE, [VRATLERE (System Settings) 1> [DHCPH—
/N— (DHCPServer) | V2% 27V w27 LET,

ATwvF2 * F£7213 [DHCPY — X—DfEk (Create DHCP Server) 127 U v 27 LE 7,
AFY T3 = nR—DF T 4 EFELET,

Add Server P

Enabled DHCP Seruer()

Interface

inside L

Address Pool

10.99.10.5-10.99.10.25|

a) [DHCPH— N—%F%Z9 % (Enable DHCP Server) | A7 A X% 27 U w7 LT, Aohe#
wLEt @)

b) DHCP % — "—%HhZT D [ X —7 A A (Interface) | ZIRL T,
AV H—=T 2 A AFFHFNIP T FLAZFS> TV DIRERH Y £, A1V F—T = AT

DHCP % —N"—% 7T 5858, A1 X —T7 A AT RLUADOTHIZDHCP 2 H 35 =
LIITEEEA,

¢) [7 KL 27—/ (AddressPool) | Z# AL ET

IP7 RLAO&RIL, BIR LA ¥ —T 2 AR LY TRy b EICHEETIHLER S
N, AV Z—TxA AFEDIPT KLVA, Ju—Rxy A M T RLVRA, F72E TRy
MRy hT—27 T RVAZEHDH I EIXTEERA,

d) [OK1%Z7VUvr LET,

ATy T4 ({EE) [RE (Configuration) | Z 7% 27V v 7 LT, HEREBLO 0 — ViR E &R E
L/\i‘é—o

Cisco Firepower 4100 2 2 — + 7 v T4 K [}
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Device Summary

DHCP Server

DHCP Servers Configuration

Enable Auto Configuration

From Interface

outside b

Primary WINS |P Address

Secondary WINS IP Address

USE OPENDNS
Primary DNS IP Address

Secondary DNS IP Address

DHCP HEIFRETIL, FEELIA v F—T = A ATHIEL TWADHCP 7 A4 7 > b6 B
L72DNS H— X RAA 4, BILOWINS —DOEHA, DHCP H— 3225 DHCP 7 7
AT v MRt ENE T, @, B X —T7 A ATDHCP 2 L CT7 FL A& EfE
HZEAIITHBREEZHEMN LET2, DHCPEZ/ L CT RLAZRETHA X —T = A%
BT 22 CTEET, BEREAHEHTEARAVWEAIZIE, HERAF TV a &2 TEITER
TEET,

a) [HEEXTEZBEZNIZT S (Enable Auto Configuration) | A7 A4 ¥ &7 U 7 LT, AZhEFR
wLEy (@)

by 7I7AT VMR —N—FEEWKT DA X —T oA A% [T A L F—T = R

(From Interface) | K v ¥ 7 o A =2 —CT&EINLET,

) HERXEZADILRWGA, FREFHBREINTREL LEXT LTI, 128 ED
Ja—nNNVF 7 arEFRELET, THHOREIX, DHCP — _—%2 T3 59T
DA H—Tx2AATDHCP 7 747> MZERFESNET,

d)y [fRfF (Save) 127V v 7 LET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
88
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EB) BES— YA OBREET—21v8—T 11 20ER0HT [

(F8) EBY— IO AMDEREET—FAF3—T A ADEED

#

ATy T

Threat Defense # BT 5 & X2, HHT RLALHNHET — Y = A TR EFHTT, ROT
JECTIE, BHA o H—T 2 A ATERL T —FA L F =T oA A& LTy 7 7T L— kil
TEH NI 7 4 v 7 %2559 5 K 91T Threat Defense ZiRE TE £, ZDHA. HEHERR S
NEEHAR Y U —27 EI2W 58813 Threat Defense 2 FHECTE 42, oy U —27%
TOEHIN I 74 w713, BEHA =T 2 AA ATERL T —H A F =T = RINV—T 4
VITENET,

Fl2, T 7 ANV FTHE, BHEHA X —7 A A (DeviceManager £7-1XCLI 7 7 & &) ZJrL
TP Threat Defense ZEHTEE9, ROFIETIL, 1 DL EOTF—F A2 —T A4 AT
BHEANCTHILELTEET, BHA L H—T oA R T = Tz A1X, T—F A X —
7 = A A®D Device Manager ‘EEE ~ T 7 ¢ v ZIZITEEE KT LET AL, ZOHE, Threat
Defense TIZHlHE ON—T 4 7T —TAPMEHINET,

1R BHHEIIZ
A B =T 2 ADHKRE (17 3—=) IWrCT =LA v X —T 2 AZHRELET,

FIE

TR A B =T 2 A ANLDOEET AL ET,

a) [T/ A (Device) 15227V 7 LThb, [YATLBRE (System Settings) 1> [EET
2+t X (Management Access) | V27 DJIEIZZ Y v 27 LET,

b) [T—H A% —7xAA (Datalnterface) | %27 U 27 LET,

o) F*EEI[T—HA X —T A ADERL (CreateDatalnterface) 1227V v 27 L, A4 X —
T2 A AT LTV —VEERLET,

Add Management Access

Interface

inside ke
Protocols
3

Allowed Networks

5 any-ipva

Cisco Firepower 42100 2 2 — +7 v 7454 K ||}
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REDER

ATy T2

E D R

ATy T

Device Manager T Threat Defense D &R |

e[ X —T A A (Interface) |: BT 7/ B AZFHAITHA L H—T = A ABFEINL
i—a—o

o [7v k=L (Protocols) ]: /L—/LAAHTTPS (AN— F443) F£721LSSH (AA— K 22) |
FTEOW G A ERIRL 7,

s [fFAf &z v U —72 (AllowedNetworks) ]: VAT AIZT 7 EATE S IPv4 % v

RNO—27  IPv6 Xy NT =7 FTRERANEERT IR Y NT—I 4TV b
BIRLES, MEE] OF FLAZEET HITIL, [any-ipv4] (0.0.0.0/0) 35 L U [any-ipv6]
(::/0) IR L £ 7,

d [OK]%27VUvyZ7 LET,

F—B A H—T o AEHET B L) IEIS — by = ZRELET,

a) [T/ A (Device) 1227 U v 7 L, WRIZ[VRATLERE (System Settings) | > [EEAS
44— x4 R (Management Interface) | V> 27 %27V v 27 L%,

b) [T—HFAE—Tx2A A&7 — U xA & LTHMHTS (Use the Data Interfaces as the
Gateway) | Z#IRL £,

Device Summary

Management Interface

MANAGEMENT GATEWAY

The gateway determines how the system can reach the Internet to obtain smart
licenses, database updates (such as VDB, rule, Geolocation, URL), and to reach
the management DNS and NTP servers.

@ Use the Data Interfaces as the Gateway.

Use Unique Gateways for the Management Interface.

c) [fR1F (Save) |27V v 7 LCTEEEZFHA, [OK]ZZ7 Uy 7 LET,

RIEDEW & ZICkT D058 (B LET, EHEEEHT2ETE. A ALETEOE
EHLT 7T 4 7 FH AL

FIE

Web X—T D EIZH D [EFEDOER (Deploy Changes) | 7 A 2> %27 U w27 LET,
ZOTA i, BEHENTOWARWEERHLLEIC Ry b ~—27 THEAFRINET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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ATy T2

Threat Defense CLI~AD 7 Y X .

[fREHDZHE  (Pending Changes) |V « > K71IZ REDRBEN—T g v R T OLET L
DN RRINET, TNODOEEIL, ﬁﬂﬁ?éﬂtgfe BINEN-EE, EidmEIN
FEZARTEDICASTENTWET, BOBRIFICHOWTIE, V4 v RO AFIEZSRL T
TZ&EW,

EEANFICRER 20 GET (4T BB (DeployNow) 227 U v 7 LT, Ya7zd<IC
PRAGTE £

U4y RUIZEHPEITH CHLZ ENRINET, UV RUEALU L0, EI3EMANE
TI2ETRECEET, BEIEITHTOMICY 4 FUZBALTH, Ya 7IIFELEY
oo FERIT, ZF A7 VA NREAr V THRTEET, Var v FUZBWEEFRIZLESS
[JEBHERE (Deployment History) 1V > 27 %27V v 7925 LFERNFRINET,

Threat Defense CLI~D 7Y X

ATy I

ATy T2

BRI KT D5 CLIZEH LT, FEA X —T 2 A ARTA—REEFT LD, N TF7
WY a—T 4 T ETHT20 T&EET, CLIWCT 7 AT HI00%, BHA L H—T A A~D
SSH Zffi 42 7>, FXOS CLI 785 L £,

FIE

(AFal) BEICKHT 505 SHA L 2 —T7 A ADIP T R AIZEHESSH 55 L F
K

BHIPT FLAIZ, GBI NS ZAZBELZEZICRELTZDDOTY, YIHEBRRICHE L
72 Tadmin) 7D M ERRAU—REMEHA LT EBICHT D08 e 714 LET,

NAY = REeBENSEIE, Y r—d 3=V TRBl7T A AZiE L TEAETEET,
(AFvar2) ary — AR EIE Telnet e 2 LT, £ = —/L CLLICH:: L %
D
a) BEXa VT4 m P ICERLET,
connect module 1 {console | telnet}
Telnet #&f5t 2 3 HFAIE, BV 2 — /VICRFFICEBR O v 29 U ERETE ., #HitR
FENHL 70D Z & TY,
i)

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit
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. Threat Defense CLI ~D7 ¥ £ X

b)

d)

1

Firepower-modulel>

BT A v — R L E T,

connect ftd name

BEOT TV r—a b A VAR ARG DLIGAIE, AV AX L ADLHIEIEET HME
NHOFET, AV AZ AL EFRT DI, LEiEfTFica~vr FEANLET,
B -

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to
bootCLI
>

exit EAN L, 77V r—varyaryy—nu2&TLTCFX0OSEY2—/LCLIIZEBHEI L E
ﬁ—o

GE) 6.3 LU HIDONN— a DAL, Ctrl-a,d E AT LET,

FXOS CLI D A —/34 ¥ L~YLIZRE D £97,
AVY—ILERTTBICIE. UTEETLET,
1. ~E AN
Telnet 7 7'V r—3 2 Y0 by 97,
2. Telnet 77V r—a T3 5I0iE, e A LET,

telnet>quit

Telnet vy a a8 TIBICIE. ULTEEFTLET,
Ctrl-],. £ AJJ

WA, BB DB 1S L Ch D, FXOS CLL D A —7303 4 B L~ULIZ R 5 {3
ZnLET,
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RDATY

zoz7v7 I
Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '~'.
CISCO Serial Over LAN:
Close Network Connection to Exit
Firepower-modulel>connect ftd FTD_Instancel
ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.
To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.
Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI

> o~

telnet> quit
Connection closed.
Firepower#

O

J

Threat Defense DX E Z#HifT7 521X, [Cisco Firepower K= A F—E | [2H D BHE VD
VIR 2T NR—=V g O T Ve B L TLFEEN,

Device Manager O IIZBE 92 #HIZ O\ Tik, T [Cisco Firepower Threat Defense Configuration
Guide for Firepower Device Manager] | ZZ&M L T 72X,

Threat Defense & Device Manager D FEFE

tRe

N— | BRI

av

AT A TAVARE
A &M L 72 Device
Manager O 7HR— k

6.5.0 |Device Manager #ffH L CRXA T 4 T A LV AZ L AEREATE DL HI1Z720 E LT,
B LVYA T S U
[#RIET /N4 R (Logical Devices) ]>[T/\A4 AMi&f0 (Add Device) ]

GE) FXO0S 2.7.1 36T,
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B,
=% =R

CDO T Threat Defense O E [

CDEDHRFREE

AR T RTOFRL—F 4 U VAT L2 — V% MR T 2120%, TRz 7 7Y
r—rvarbvx—UxEEOFL5HE (1~—Y) ] ZBZRL TSN, ZOFEF,
Cisco Defense Orchestrator (CDO) @27 7 7 R#2{I5 Secure Firewall Management Center % {3 ]

T2 BT 205 x5 L L TuwWE 9, Device Manager OFEHEZ {4 L T CDO % H
FTB5IIE, CDO D~=aT LEZBR LTI EEN,

)

GE) 77U N Management Center (%, ZBUZ T 285 7.2 A A2 VAR —F LET, LIATDO
N— 3 2 ClL, CDO @ Device Manager #§fEAfHTE £, 727 L, T/ M A~vFx—Tx
T RNiE, ZOF— F2EA LT EBISHT 20 279 TICEE L TV SBEFD CDO = —
P—DHBPMEHTEET,

B BB T A X, T T 4 v 7 EHE, BE, BR, BEXUOSHTLET, CDO I,
P—E2ADEHRE AT B FEITTEDLWeb A v 2 —T7 oA AZi iz -EPERHa L Y — LA
L, m—Ahrxy bU—T BREFELET,

T7AT24—ILIZDLNT

N—= R =T TiE, BT D0 V7 =7 E7XASA V7 b =T HETTEE
T, BBITKT A & ASA ORITEI D B 2 1T 9 BRICIE. T3 ADFA A — b
W20 ET, BUEA VA P— L SNTWDLEDLITRRLY T MY =T =V a U PNLERY,
BHLHA A =R KETT,  [Cisco ASA 35 X O Firepower Threat Defense FFA A — AL AT A
N 22 TEEN,

77 A7 U —/LiL, Secure Firewall eXtensible XL —F ¢ 7 A7 A (FX0S) &EEE
DI LIRDARV =T A VAT M FATLES, 7747 U4+ —/LIEFXO0S Secure Firewall
ChassisManager # 7/ R— N L CWEH AL, N 77V a—T7 4 7HELTRLA CLIDA
DY R— SN TWET, FEHIZDOWTIE, Firepower 1000/2100 35 L UF Secure Firewall 3100 &
Firepower Threat Defense @ Cisco FXOS N7 7V a—7 4 7 HA REZHRL T 7EI,

TTAND—RERT— AV b 77 AT 04— /WA NBRHERITRE T, BB
ETH2LbbVEHA, EL, 2= AR LEORETIE, EABSIEREZHEHN TS
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CDO T Threat Defense DER |
B cooi= 5 5 Threat Defense &Iz DLV T

T ZOEE. BRIEFHERFC SNMP O HIRFIC, FHEDMEABLIE R AR TE 25606
nET,
+ CDOIZ &£ % Threat Defense & ELZDOWT (96 ~=—2)
e RY—x ROFIE (96 <—)
e TIA AR TD (97 =)
+CDO ~DuaJ A (99 X—7)
AU AR—=T 4T T4 = REER LT A ADF R —T 47 (104 X—)
« Chassis Manager : Threat Defense Fw2E7 /34 2 DM (105 <—)
AR EX 2V T 4RV —OKE (110 X—)
e Threat Defense 38 XN FXOS CLI ~D 7 7t A (123 X—7)
cRDAT w7 (125 =)

CDOIZ & 5 Threat Defense EIEIZDL\T

7 7 7 R Management Center Management Center (%, 4> 7 L 2 A Management Center
ERICHBEDZ S AL, ULy 7TV R7 4 — L%z TWET, CDOE 7T A~
~F—Tx & LTHRATHE. 427 L 2 A0 Management Center [0 DA T& £
9, A > 7L I AP Management Center L, KU T —DHERSLT v 77 L— RK&EHR—FLT
WEHE A,

Y

GE) CDOIZ, 2T T A VAR LARY T AZZYR—FLTHNERA,

IVRY—IY RDOFIE

F R —F 4 7 4 W — F&EH LT Threat Defense % CDO (24 R — K4 5121%, &kD
HAT BB T TEIN,
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I CDO T Threat Defense M B
sqtozemETs [

10: T KY—I 2 FDFIE

A
Cisco 1) obtain
Commerce ~ licenses
Workspace
cDO (2)Logintocpo  (3) Onboard the (5 )configure a
device USing basic security
—» Fhe 0r_1b0ard- policy
ing wizard
N +
Chassis \‘_1, Add the
Manager logical device
:-f’i"\-. Cisco Commerce SAvLAERETS (97 =~—)
/| Workspace
2 CDhO CDO ~pua A (99 X—)
3) |CPO HUR=T AT TP = REERA LT A 2ADF U R—F 4 27 (1045—2)

(4) |¥¥—¥ ¥F—T+ |Chassis Manager : Threat Defense a7 /34 2 DIEM (105 ~—)

5) |CDO BRI X2 VT A R) —DORE (46 <—) ,

SAL UV RERMBT S
FTRTOTA LU AIX, CDOIZ L > CTHBUCKIT DB IRt shE 3, A7 a T K
DIEFET A L AEBATEET,
«IPS: X2 VT 44T VT = ALK IPS
s RIIY T TR . ~ T = T
*URL : URL 7 4 LV Z U >
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SALEURERET S

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN D 7~

%+ U7 (Diameter, GTP/GPRS. M3UA. SCTP)

VAT A AOBEIZOWTIEREL <L, cisco.com/go/licensingguide & &M L TL 72 &1,

1a s BRI
* Smart Software Manager IZ~¥ A X —T7 H 7 F 2L ET,

FEET AT N EBRLTRWEAIE, Vo 2E27 )y 7 LTHLWT ATy REREL
TL 72 &V, Smart Software Manager Ti&, #ffkD~A X —Th 7 FEERRTE £T,

s BT IAT AT T EERLTAEMEEIND) HMEEFERAT I, ZFEHO
A—hN VT =T FARVUT T MTH#HNZRRE St (3DES/AES) 74t
VARBHTEALENDY £,

FIE

ATVl BEVWOR—K T4 BV T TAHTY M, MEBERIABUVAREENTND Z & %
RMLTLEEN,

TAB AT, VAIEIFREREIEDLLT AL ZAEWA LRI, A~— Y7 hy=T
TARD T TAT L MZY 7 SRTVWES, 7220, BETIA B A Z2BNT 255
b 551, Cisco Commerce Workspace T [Hfh & YV U = —3 3 O (Find Products and
Solutions) MR 7 4 — /W REEHLET, ROTA B APID B LET,

1M: 54t R &R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE) PID B ROMNBRWEEIT, BENZTFETPID 2 BMTEE7,

«IPS, v~ U =T Bl, BLOURL 74 &2 ZADOMAE D
« L-FPR4112T-TMC=
« L-FPR4115T-TMC=
« L-FPR4125T-TMC=
« L-FPR4145T-TMC=

EFEEDOPID DWF N ZESUTIBINT 2 &, IROWT IO PIDIZHET 5B ~— 2D
Y TAT Y g EERTEET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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| ©DO T Threat Defense D ERA
co~ons(> |

* L-FPR4112T-TMC-1Y
* L-FPR4112T-TMC-3Y
* L-FPR4112T-TMC-5Y
* L-FPR4115T-TMC-1Y
* L-FPR4115T-TMC-3Y
* L-FPR4115T-TMC-5Y
* L-FPR4125T-TMC-1Y
* L-FPR4125T-TMC-3Y
* L-FPR4125T-TMC-5Y
* L-FPR4145T-TMC-1Y
* L-FPR4145T-TMC-3Y
* L-FPR4145T-TMC-5Y

* Cisco Secure Client : [Cisco Secure Client Z1EH A K] #SR L T &V,

sy VT TAELA
* L-FPR4K-FTD-CAR=

AT w72 Smart Software Manager (Z CDO % %6k L 3 (F728E L TORWESR)

BEkZ1T 9 121X, Smart Software Manager THE$x b — 2 U Z AT H2MLE N H Y £, FELW
FIEIZOWTIE, CDO O~ == 7 LEZBHL T ZE0,

cDo~DOov A >

CDOlZ, Cisco Secure Sign-On 27 A7 7 47 4 7/ 4 X —& LTHEH L, Duo Security %
SR (MFA) (2 LEJ, CDO 121 MFA N ILEETY, MFA X, =2 —H%—T7T A4 F
TAT A RETLHEDOEX2 YT 2L LET, MFA O—FTh 2 EHRFETIE,
CDOIZu A T 52— —DID ZMERT H72DIT, 200 R—F2 FNEITEREDH
T,

A DBER T —Y =4 & /RAT— T, 2% HOEIEL Duo Security 22H A7~ R TA
MENDT L H A LNAT— K (OTP) T,

Cisco Secure Sign-On 7 L7 > ¥ ¥ )L &N L7= 5, Cisco Secure Sign-On 4 > ¥ = 7R — KD
CDO (Zr 7' A > CT& £7, Cisco Secure Sign-On % v > 2R — Kb, FR— F STV 5l
DA A T HZELTEET,
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CDO T Threat Defense O &R |
. #1 L L) Cisco Secure Sign-On 7 177 > FDYERK

» Cisco Secure Sign-On 7 7 7 > b & BEFH DOE AL, Cisco Secure Sign-On % i L 7= CDO
~purA4r (103 =) |[ZHERET,

» Cisco Secure Sign-On 7 1 7 o R 372\ 5A1%, # LW Cisco Secure Sign-On 7 7 7 2 kD
TER (100 ~—2) (AT TZE0Y,

# L L\ Cisco Secure Sign-On 7 h ™7 > ~ DERL
BYIOYA v A U= 7a—iZ 4 BEOT a2 T, 4BET_XCEETTHINERDY
ij_o

1R BHHIIZ
« DUO Security W4 > X b—JL : Duo Security 7 7'V 7r—3 3 VU Z#EREEICA VA h—/L
THZEEBEHDLET, DioDA VA F—ZHOWTCZEMAH 55E1EL.  [DuoGuide
to Two Factor Authentication : Enrollment Guidel]] ZZ/ L T 72 &0y,

cHERDREE : EANANTARAL ABMEH LTI H A LNAT— RE4AR LET, OTP IR
BR—RTHEI-D, TRAADI7 0y IR TAEZALERHL TS Z ENEET
T, TAAADIT 2y I PIELWRENIEESNTWD Z 2R LET,

e Firefox F 721X Chrome DEH/A— a 2 FEHA L £9°,
FE

ATv 1 #FHLLU CiscoSecureSign-On 7HhO v M1 2T7 v T LET,

a) https:/sign-on.security.cisco.com {27 7 A LE T,
b) [YA A (Signln) JEED FEIZHD [VA T v (Signup) 1227V v 7 LET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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https://sign-on.security.cisco.com

I CDO T Threat Defense O &R
#1 L L\ Cisco Secure Sign-On 7 17 > FDERK .

12: Cisco SSO~DY A V7 v F

i
CIsCo

Sign In

Username

Password

Remember me

c) [THwr FOER (Create Account) | XA 7T D7 4 —/L RIZATL, ek (Register) |
27 )y 7 LET,

13: 7h o> bDOYERK (Create Account)

NMIT
CISCO

Create Account

Evk CDO~Du T A NMFEHTDHTFEDEFA—NLT RLABZATIL, Sta2E£T
Rk 2B L £,
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. #1 L L) Cisco Secure Sign-On 7 177 > FDYERK

ATy T2

ATvT3

ATy T4

d) [B&k (Register) (227 Vv 7 35&, BELIET RLRIZHERA —ADBEEFESNET, &
FA—NVERE, [TAHT 2 FOARME (Activate Account) &2 U > 7 LET,

Duo #{#H L'ngiwnl—l:’ét' vy b7y TLET,

a) [ZEFEEFEOFRE (Set up multi-factor authentication) ] i T, [fXE (Configure) ] % 7
Uy 7 LET,

b) [y b7 v 7 DB (Startsetup) 1227 V27 L, a7 MIESTT A AR L
T, ZDTHRARET AT MOXT Y o 7 HffEB LET,
FEAIZ DOV CiE,  [Duo Guide to Two Factor Authentication : Enrollment Guide] % Z [ L T
SIEEW, TAALRCDuw 7 PV r—a VN T TICA VA P—ILENTWAEAIE. &
DTATY NOT 7T 4 _X—vara— RREEINET, Duo L1 BOT /A A THEE
DT I NetR—FLET,

o) VAP —ROFEHZT, [RIA U %%KiATT 5 (Continue to Login) %27V v 27 LET,
d) TEFFEFEAEH L T Cisco Secure Sign-On (21 74 > L ¥ 7,
(EE) BMOA—toT45—2&ELTGoogedr—trT45—2%%RELET,

a) Googled—t> T 4 7 —HXT VU TFTHENANT NA ZERRL, [R~ (Next) ]
Vv LET,

b) By b7y T U4 —RKOT a7 M-S T, GoogleA—k> T 4 r—F%Ey hT v
FLET,

Cisco SecureSign-On Z7HA I bDTHD U E) AN DA T a U ERELET,

a) [RRAT—REEh=HA (forgot password) | DB & [AI% 28R L £,

b) %m%ﬁ%bfTﬁﬁ/%%)k/b?ét@@%f@ RER AR L E T,

) BEXxa VT4 A AT EERLET,

d) [vAT7Hv> bOVERK (Create My Account) %7 U v/ LET,
Z#UC, Cisco Security Sign-On % v ¥ 2 78— RIZCDO 7 7'V r—3 3 VDX A )VHRFER S
NEJT, o7 7V r—va XA NEFRINDIGERHY £,
(2 HovalR—RKRETHEANE RT v T L THENEZXTZY, ¥TEERLTHA

NaTN—T LT, AT DAREEE LY T&EE9,

14: Cisco SSO 5~y 3 1 R—
Wil Gl + -
Cisco
Work +

CDO CDO (EV) CDO (APJC) CDO Docs SWC
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I CDO T Threat Defense O &R
Cisco Secure Sign-On Z{fEFH L =CD0~D O T A > .

Cisco Secure Sign-On #{EH L =CDO~DO T 1 >~

cCDolcur A4y L, TAL ADF L R— R EBEHEITVET,

15D B HEIIC
Cisco Defense Orchestrator (CDO) (. Cisco Secure Sign-On 27 A 72T 4 T 4 T H/NA X —
ELTHEHL, Z2EEEFE (MFA) (2 Duo Security 2 L £,

+CDO (2 7' A 95121k, F£7 Cisco Secure Sign-On T7 4 7> hZ{E L. Duo Z{#H
L TCMFA ZRET HMENH Y 9, #H L1 Cisco Secure Sign-On 7 1 7 > s DAERL (100
N—=V) ZZRLTIEE N,

« Firefox ¥ 7213 Chrome O HiN\—a &AL E7,

FIE

AT 971 Web 7Z 7T, https://sign-on.security.cisco.com/% B & £ 9,

ATY T2 [2—W—4% (Username) ] & [/XAU— K (Password) JIZAHLET,

ATy T3 [mr A (Login) 1227 VU7 LET,

AT w78 Duo Security Z i L THIOWAEERZR 22T, v /A VEKRLET, VAT AIZLE-T
a7 A MR S U, Cisco Secure Sign-On & v 3 = AR — RNFRINE T,

AT w75 Cisco Secure Sign-on % ¥ = /R — R Tiit)l7e CDO ¥ A V&2 U v 7 LEF, CDOX A )N%&
U v 74 % & https://defenseorchestrator.com ([Z# &) L, CDO (EU) #A Va2 Vv 7 45HE&
https://defenseorchestrator.eu ICBE) L £3, £72, CDO (APIC) #A a2l Vv 7 §5E&
https://www.apj.cdo.cisco.com (ZF8) L £ 7,

15: Cisco $SO0 5%y 1 R— F
bl o -
Cisco
Work +

CDO CDO (EU) CDO (APJC) CDO Docs SWC

RTYT6 MO —rT 4 r—FEHELTWDLEAIE, A—kr T4 r—4%0udzs ) v 7 LT
[Duo Security] 7> [Google Authenticator] % 8&4R L £,

BEFEOTF v M TClLa— =L a—FRb 5551, £OT7F MirsZ A LE
j—O
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CDO T Threat Defense DER |
B Aot T - FEERLET A RO VK= T 4 v

T TIEEDOT F o Moa——La— FRH AT, BRiEo CDO 772 b &R
TEET,

WEFEOT v MZa—%—1L a— KRR WEEIL, CDO OFEM AT 50>, £721E b
FATNAT AU hEERTE £,

FoR—T4 0T 94— FEFERLETNARADF Y
w—T4 2T

CLIBSkF—ZfH L. CDO DAV R—F 47 ¢ ¥ — K%/l L T Threat Defense % 7
A—=KLFET,

FIE

ATy F1 CDODFEF—rar 74 RUT[Ar_ MY (nventory) 227 Vv 27 L, FODOTTF

ARH () Vw7 LCT A A% [4 2R —F (Onboard) ] LET,

ATw 72 [FID] ¥ A VEERL F9,

ATy T3 [EFPLE— F] T, [FID] NERENTWEZ L 2R LET,
BFHE— RNE LTC[FID] Z& N L12ZITWVOTEH, [A~v— A4 XDOEH (Manage Smart
License) | %27 Vv 7 LT, T3 A THHARERA~Y— M7 B A8 LIZ0 | BEfFO
A= ITA B RAEER LY TEET, HHTRRIA ROV TEL, T4 A%
B4 25 (97 _—2) 2L TIEEN,

RATvT4 FrR—FT 4T JEE UT[CLIREX — %M (Use CLIRegistrationKey) ] %R L F 7,
16: CLI 8%+ — % H

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more &'
Firepower Threat Defense

—

==
Use Serial Number

Manage Smart License

ATV TS [T/ A% (DeviceName) | # A LT, [k~ (Next) |27V w7 LET,
ATvT6  [KRUT—HDYET (Policy Assignment) 1 IZ2OWTCIX, KRy 7 XU A=a—% LT,
TNNAAZADT 78 A 2y br—L RY —2@RLES, R V—BRESNTHRVES

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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ATy T17

ATvT8

ATvT9

ATv710

Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

W, [T 74NV DT 7R ay ha—/LiR Y 2— (Default Access Control Policy) ] % &R L %
—éqo

[h7 A2 U7 a7 A+ A (Subscription License) ]2 DWW TIL, EEFTDT /34 A
(Physical FTD Device) | A 7> a v Rh&Z %2270 v 7 LT, A ?é%&w74tyx%
FrvZLFET, Next] 227V v 7 LET,

[CLI& %k % — (CLI Registration Key) 1122\ T, CDO L, BEkF— L ZDMD/NT A —H
FEHLCa~vy REAEKLET, ZOa~wr REa b — L T, Threat Defense DOHJHIFRE T
EATHZLERH Y 5,

configure manager add cdo_hostname registration_key nat_id display_name

Chassis Manager Ta#i7 /N A % J&B3 % & Z1Z (Chassis Manager : Threat Defense Fi#E7 /3
A4 ADEM (105—) %#&M) | cdo_hostname, registration_key, nat_id ™45 % [CDOA
viR— K (CDOOnboard) 13 X ON[CDOA »7/Rh— K ##EEE (Confirm CDO Onboard) |7 1 —
JVRIZae—LET,

1 -

Yo ravs R

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

FR=T 4 T 4= FTIR~ (Next) &2 U v 27 LT, T34 2ADRERZBMG L E
B
(fEE) [ MU (nventory) ] —YDWARER LT 4 )V FRBIZENDO L D T3

ATV EBMLET, “?/*‘/l/%)\fjb FWTSTARE () FERLET, TV
IZ. CDO ~DE AHENFRIZT A AZEAINE T,

RDEZRY

[4/~\/b)}m%>%%>émﬂﬁﬁﬂj;iﬁbfwv\fx% IR L, HUENCH D [EHL] A
IC—EBEHEREINTWAELT TS g ONTANEENLET,

Chassis Manager : Threat Defense :GIE7/\4 X DB

Threat Defense % A% > R7 0 DRA T 4 7T A 2 AH AL LT Firepower 4100 7> 5 FEBHC
XET, CDOL, AT HAVAZ VAR TAZEZHR—FLTHERA,

ZOFETIE, 7TV r—va TSN T A NI v TREEEGT, T /A 2D
bR @ cx ¥4,

1R BHHEIIZ

» Threat Defense & —#EICFEHTOEEHA L X —T 2 A ABRELET, /X —T A A
DOFFE (23 3—V) ZZRL TSN, FHA U F—T oA ABMETT, B TT —
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. Chassis Manager : Threat Defense RIET /4 X DB

ATy I
ATvT2

BAB—=T oA AMBEREANTEET, L2 L, T EHREAMT L% T
AT 5 TENLWGEETH, A V¥ —T7 oA AZGmPT A ZZED B THMLER D
DET, TOFEBA X —T 24 AT, VY —TOFEHORMEHIND (A F—T =
A A (Interfaces) | ¥ 7 @ _EEIZ [MGMT] & LTEREND) vy —VEFHFR—FLERET
TIEH Y £¥ A,

cFo, DR EB I DODT—Z A F—T oA AEZRETLDMLERHY £,
c ROMEREHABELET,

DT NAADA L HZ—T = A A1d

CEHA LA —T 2 AIPT RLALRYy NU—T <R

e S —FUxzAIPT7 FL A

* CDO 2 & » TAERSNIZ CDO A A b, BikF—, BLUNATID, # AR —7 4
YT U4 = REGEH LT AN, ADF U R—T 4 7 (1045—) L TL
72EWN,

*DNS #— "D IP 7 FL A

FIE

Chassis Manager C, [#@#l7 734 A (Logical Devices) ] # R L E7,
BN (Add) 1>[R2 2 F7OY (Standalone) | %27 U v 7 L, IRONRT A —Z &fiE LE
—éﬂo

B 17: 24> K7AUTIRL ADEM

Add Standalone ik
Device Name: |ﬁ3d1| ]
Template: Cisco Firepower Threat Defense >
Image Version: 7.2.0.1942 o
Instance Type: Native ik

0K Cancel

a) TNARBEANLET,

ZOAHNE, V=Y AN YPPRERRELT o TA =T = AZHDETD
TOIEHLET, ZUET 7V r—va VRETHERIND T A ZAATEH Y 8
/L/o

b) [Template] TiZ. [Cisco Firepower Threat Defense] % 3R L 9,
¢) [Image Version] Z 3R L 9,

d) [Instance Type] C [Native] Z 3R L £ 97,

e) [OK] %7V w2 LET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K



| cDO T Threat Defense O &R
Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

[Provisioning - devicename] ¥ «f & RUMNFRINE T,

AT w73 [DataPorts] fEIKAZ R L, T34 AZHV S TEHA v F—T 2 A AEZNETNI Y v 7 LE
7

Overview Interfaces QEEEIGEINENULEER Security Modules Platform Settings System Tools Helg

Provisioning - FTD_Instance2

| Cisco Firep Threat D | 6.4.0.42
Data Ports =

Ethernet1/2 <

- Ethernet1/3
Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8

Ethernet1/2
Ethernet1/3.2 amet1/. FTD - 6.4.0.42

Click to configure

Ethernet2/3

LARIIZ [Interfaces] ~— Y CHMNC LT —F AV F—T =2 ADHEEIN Y THI ENTE
F9, %IFECDOTCINEDA L X —T oA AEHMNILTHELET, IPT RLADHRE
HBITWET,

IN= R 2T NARAFEDOR— MIROT A 2 TRRINET : @, FFEDA L H—
T2A AEVa— LTI, A VT4 By b AV F—T 24 AZXHLTOIHN— R =T N
ANAEREE AN TEE T, "N— R =T A RRE, EBRHC N T 74 v I BA T A
AVE—=T oA AXTHTHRNGT DI E AR LET, ZOBREIE, Y7 b =T 2
N— R = TREFEDORERIIR y MU — 7 e R 2ol cE £y, N—RFou=7
INANRAXT DO SGTOA L H—T 2 A AL HED Y THATHRWGS, D Y THERPT
DL EHERTIEEA v —UNFRINET, N— R =T NS R EEEEFEHT S
MBI N0, =D A v B —T 2 AEEN B TEHZENTEET,

ATV T4 HEHFROTNAATA w7 )y LET,

EATaTRy I ANEREIN, HIHIOT— A NI o TREFITIZENTEET, Zhb
OREL., PIHIEAER, £/ 4P 2% VAN AT, @EOERTIZ. 77
r—3 CCLIRREDIZEAEDEEZERETE £1,

ATw 5 [fxE#HR (General Information) ] X— T, ROFNAEEFEITLET,
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. Chassis Manager : Threat Defense RIET /4 X DB

18: &H%1EHR

Cisco Firepower Threat Defense - Bootstrap Configuration Tlx

General Information  Settings  Agreement

d)
e)

Security Module(SM) Selection

5M1-0k 5M 2 - Ok SM 3 - Empty

SM 1 - 0 Cores Available

Interface Information

Management Interface: | Ethernetl/4 ¥

Address Type: 1Pv4 only b
IPva

Management IP: 10.89.5.20

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1|

OK Cancel

[Management Interface] % 34K L £ 77,

DA E—T A AL, WETNANA RAEERTLEOIFERHESNNET, Z0A X —
T oA AL, Yy —TVEBER— N EIIROL DT,

BHA LA —T oA ZAEFIRLET, [T RLAZ AT (AddressType) | : [IPv4D % (IPv4
only) ], [IPv6DZ (IPv6only) ]. FE 721X [[Pv4I L OIPv6 (IPv4 and IPv6) 1.
[Management IP] 7 R L A ZF%E LE T,

DA E =Tz AZ—BDIPT RLAZRELET,

[Network Mask] & 7213 [Prefix Length] IZAJJ L E T,
FYRIT—=D F—broxA4 T RLAEZATLET,

ATYT6 [RE (Settings) 1% 7. ROEHAEZASLET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

19:3%%E
Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7%
Cluster Information  Interface Information  Settings  Agreement
Management type of application instance: |CDO v
Search domains: cisco.com
Firewall Mode: Routed v
DNS Servers: 72.163.47.11
Fully Qualified Hostname: 9300-2.cisco.com
Password: sssssssnes Set: Yes
Confirm Password: sssssssses
Set: Yes

d)

g)

h)

CDO Onboard:

Confirm CDO Onboard:

Eventing Interface: None

OK Cancel

[TV r—var A AR ADEE S A7 (Management type of application instance) | K
oy YA KT, [CDO] Zi&IR L E7,

T = XEIY YA e LT[ KA A (Search Domains) | # AJ) LET,

[Firewall Mode] % [Transparen] ¥ 7213 [Routed] (23R L £ 9,

N—T v RE— KT, ThreatDefense | IR~ NV —27NON—F Ky P LRI ET,
N—TFT 4 TETIGA LV E—T 2 A RAFRE LT Xy N RV ES, —FH, FF
AXRT Lo N7 7AT 74— X, [BumpInTheWire| F721% (AT VAT 7 AT 74—
N DEIITHERET DA V27 74T U=V THY, HERINTZT A A~DNL—F
Ry 7 LTRSS EE A,

TrAT U F = E— NIIHHRHARICOZRELES, 77— AT v TORE & i
M 256, ZOoREIIEASnETEA,

ax A&
[DNS Servers] 7 o~ XV DY A & LTANLET,

72 & 21X, Management Center® AR X M4 A f5E 4 5451, Threat Defense (X DNS A L
£

Threat Defense @ [Fully Qualified Hostname] = A 71 L %7,

CLI 7 7 ‘2 A ® Threat Defense & #=—+ ® [Password] # AJJ L £,

CDO = L » TR &= a2~ % [CDOA > HR— K (CDO Onboard) |35 & U8 [CDOA
AN— FZffEi® (Confirm CDO Onboard) |1 7 4 —/L RIZa ' —L £,

CDO TIEHID [f X v A % —7 = A A (Eventing Interface) ] 23 %7K — bk I TR

2, ZOREFEH S NET,
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B z2svnes07k0o—0mE

AT 771 [FIABK (Agreement) |¥#~7 T, = K=2—H F 14k A (EULA) %#mtA T, FELET,

ATy T8 [OK| %227 Vw7 LT, REXAT IRy 7 AEALET,

ATYT9 [fRT7F (Save) |22 U 27 LET,
VY=V BELLEY 7 Ny =T A=V arvEXyrue—RL, TV =Y a A ARH
VAT = RA NG TREEEBA LA =T A AREE T v aTHIET, w7 A
2AHBEANLET, [RET/NM1 R (Logical Devices) 13— T, H LWERET /A AD AT —
HAEHER L ET, fwmBlT /A AD [Status] 28 [online] & FnENizn, 77— 3T
X2 VT R —DREERBTEET,

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online CK:' .*t (455

EXNGEFX2) T 4R O—DHRTE

ZIZTIE ROBREEMA L TEANREXF 2V T AR —2RET 2 HECHOWTHI L
iﬁqo

cHNEA L B —T A ZAEHNHA B —T oA A NE A X —T 2 A AZAEZT 7 1P
T RLURAZEO YT, AL X —T = A AT DHCP Z#fEH L £,

*DHCP Y —/"—: 7 547 FOWEA »F—7 = A ATDHCP Y —"—Z M L £7,
T T AN RN — b INBA B =T 2 A AEHNLTT 74V Mb— b EBMLET,
«NAT : SMHiA v 2 —T 2 A ATA X —7 = A ZAPAT R L E7,

T RAA Fu—L s NN BAAND N T T w7 EFFALET,

HEARM X2 T 0 RV —%2RETDHITNE, ROX AT EFITLET,

() | A F =T =2 ZADFE (4T ~—2)

() |DHCP #—=R_—DE (51 ~—=)
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A8 —T 1A ADHE .

(3) |7 7 AN = OB (52 °=)

(4) |NAT DFE (53 =)

(5) [NEDDAEA~D R T 7 1 v 7 OFFA] (56 %—)

(6) |REDRER (57 =)

A 23— 124 ADKETE

BRI T D A X —T 2 AEHIL, TnbatXa VT 40— 2ED BT
IP7 RLAZRELET, @FIE. VATATERDOSD N T 7 4 v 7 2BBmIES X DI,
P b 20DA L EF—T 2 A AZRETHRLENHY £, @HEIX, Ty 7A M) —2A
N—BEIFA X —Fy MTHE LTEAMNRA 2 —T = A AL RO F Yy hT—27 D 1L
LEORNEA L H =T oA AEFHLET, TROHDA 2 H—T A AD—EIL, Web P —s3—
REDNRTY T IR ANHRERT £y NEEET D [FEEE (DMZ) &R 55A805
nEJ,

— R DN—T 4 T ORIL, NEA X —T 2 A ATAET 4 v I T RUARTERR
45 LEIZ, ISP2>5 DHCP 2/ L CHERA v X —T = A AT RLAZHIGT 5 2 & TY,

WOHFITIE, DHCPIZ L A AZT 4w 7 T RL AL L—F v RE— ROANEA v X —T = A &
PHEAHLT, =7 v RE—FROWNEA v X —T =2 AZHRELFET,

FIE

ATy T [T/34 A (Devices) [>[T /31 AEH (DeviceManagement) |DNEIZIEIR L, 774 T 74—
ND 7Yy 7 LET,

ATFY T2 [A v H—T A A (Interfaces) | %27V v 27 LET,

Overview Analysis Policies JeEMIEEE Objects = AMP  Intelligence Deploy ,, System Help v admin v

Device Management NAT | VPN¥ | QoS Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing I==m Inline Sets DHCP

4 Search by name .;'3" Sync Device | | €3 Add Interfaces ~
Interface Logical Name Type Security Zones MAC Address {Active/Standby) 1P Address
Ethernetl/2 Physical EHe< &
B8 Etherneti/a.1 Sublnterface [E| &
Ethernetl/s diagnostic Physical El y
Ethernet1/5 Physical E] y

AT T3 WNEIHEAT A v X —T =2 AD 27V v 7 LET,
[&f% (General) | ¥ 7HRFRRINET,
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B s—ozrzonx

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

MName: inside Enabled Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 (64 - 5000}

QK Cancel

a) 48 LFETO 4T (Name) |2 AL ET,
Lz, A F—T x4 AT indde £\ S L4ETEITET,

b) [A%) (Enabled) | T =v /ARy I A4 NI LET,

¢) [E—F (Mode) 11X [72L (None) JIZRELTLEFIZLET,

d) [EF=VUT 1Y —> (SecurityZone) | Fr vy XU X RMLBAFONE X2 T 4
= HBIRT o0, [ (New) 1227 Uy 7 LTHLWEXR 2T oY —rZBIL
£7,

7= & 21X, indde zone E WHLHTDY =2 ZBIMLET, KA X —T =1 AL, X =
V74— B =T 2 AT N—TIZEHOETHVLERDY ET, ¥ —

TxAAF, 120X VT4V —IZORETDIZ L, BEOA X —T = A 2T
N—FBTHLHLTEET, Vv Fid i Nn—TIESNTEX 2V T 4R v—
ZEALET, eI WA v X —T7 = A ZAWNE ) —AZE ) ST, SMNA v H—
T oA AN —AZEID B THZENTEET, ZO8E. NI 74 v 7 BNEND
BB CE D LT 78R avrbo— L R V—2RETHI LT TE LT,

SN BENEBIZIENT TERETE EHA, FEALEDORY o—FF2 T 4 =2 DR
PR—FLTWET, NATRY v—, L7402 R — BEIRQoSHKY »—T,

V= FRFA S H =T 2 A RATN—T AT ET,

e) [IPv4] X7, [IPv6] ¥ 7, Fi=lZW DX 7% 7V v 7 LET,

c[IPv4]: Ry 7FH T YA RNE [AZT 4 v 7IPEfEHT % (Use Static IP) ] &3
WU, IPT RLREF TRy N RTEAT v a R TANLET,

7o & 2%, 192168112472 8 AT L ET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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A8 —T 1A ADHE .

Edit Physical Interface

General li:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.166.1.1/24| igﬁgg-?ég-"zﬁ255-255-'-23 or

o [IPv6] : A7 — M LV AHERREDH AL [EEFEYTE (Autoconfiguration) | F = v 77K >
I A EF AT LET,
H [OKlZZ7 VU2 LET,
ATy T4 THER) ERT A2 —T A 2% 7 ) v 7 LET,
[&f% (General) | ¥ 7 RERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Name: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

GE) FHT 72 ARCZDA v —T 2 AEFANIHEELTVDHAE, 1 ¥—T =

A ZNET TIZARIDHT ONTEY , AbET FLARRENRT T LTWVET,
INDDOEARBREIZEE LN TLEEW, EF 95 &, Management Center D45
Mg A hWrEnET, ZOMETSH, B 77 4 v 7R —DtFa YT 4
VU ERETEET,
a) 48T ETO [T (Name) | ZASLET,
T 2E, A F—T7 A AT Toutside] &9 ARTEAHTET,

b) [A%) (Enabled) | F=v /Ry 7 A4 LET,
c) [FT—F (Mode) JiZ[7eL (None) JIZFZEL-FFIZLET,
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B oucry——omE

d) [BEXx=VUT Y= (SecurityZone) | K v 7 X7 ) A MSBFEONSEX2Y T 4
V=BT 0, [ New) 1227 U7 LTHLWEX=2 YT 40— ZBMNL
\iﬁqo

7= & z21Z. Toutside zone] L\W\HLEIDY —2ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7Y v 7 LET,

* [IPv4] : [DHCPOfEM (Use DHCP) ] # &R L. IROF T a o D/RT A —HF Zi&iE
L/\ijﬂo

« [DHCP Z i L CF 7 # /v b Jb— h ZHf5 (Obtain default route using DHCP) ] :
DHCP h—"—nH7 7 b b b— b EEG L ET,

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
B AT U — MCEID S TET (1~255) ., 2B LI L— hDOF 7 4
WEDT RI=AM—=T 47 T4 AZ AT 1 TT,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)
« [IPv6] : A7 — b L AHBEEREDOL AL [BEHE (Autoconfiguration) 1T = v 7 R v
JRAEF AT LET,

) [OK]ZZ7 Vw7 LET,
ATwT5 [R1E (Save) 1227V v LET,

DHCP H—/\—DETF

7747 N TDHCP 2 LT &BIIxT D8 1P 7 RLAZEET L L5129 5
%A%, DHCP — _—Z2HhZ LE9,

FIE

AT9 1 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) | #IR L, 71 A&7 U v
7 LET,

AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | %R L £,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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Fornti—roen [

2Ty T3 [H—— (Server) |~<—2 T, [BM (Add) 122U v 2 LT, ROAFva v aRE L

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel

(M —T7 x4 (Interface) |: Ny T H T Y X RNHA L F—T = AR F
o

«[7 KL AZ—/L (Address Pool) ]: DHCP %— "—3MEHT 5 IP 7 R L ADEK FALND
i PN OB OFHZRE L ET, IPT FLAOMHIL, BRL/IA v F—T = ZL[FET
7 Xy b EICHEETDIVERHY, A F—T 2 AHHDIPT RLAZEDDHZ &
IXICTEEHEA,

« [DHCPY— "—%HF0Z9 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A AD DHCP
Y= R—=ZHMNMLET,

ATYT4 [OK]Z27 Uy 7 LET,
ATy TS5 [RFF (Save) 1227V v 7 LET,

FI74IMIL— FDEM

T 7 4V Rb— MEEE ., SN v H —T oA ADDEEFER T v T A N — A —H E
LRLET, SNA o #—7 = A AITDHCP 2T 25815, 73 ARTTIZT 74V b
N— EZELTWLAHEERH Y £3, FEITL— N2BNT2LERH LG5 IE, KOTF
iz 9247 L £ 3, DHCP %—/N—nb7 7 4 /b hb— NS LI2HG1E. [T/AM R
(Devices) ]>[T/ 1 A& (DeviceManagement) |>[/IL—F « % (Routing) ]>[R %
T4 vYIL—k (StaticRoute) |»X— D [IPv4/L—  (IPv4Routes) | F7=iX[IPve/L— k (IPv6
Routes) | 7 —7 MCERENE T,

FIE

ATYF1 [T/Af R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v
7 L/iﬁ‘o

ATYv T2 =T« 2% (Routing) |>[RE T« w9 I)L— bk (Staticroute) | ZRIN L, [/b— b ZEM
(Addroute) |#27 V27 LT, RODXIIZHEELET,
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B =o+1tr—roem

Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v
Available Network (5 & Selected Network
y Search | == any-ipv4 @
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: b+ ]

0K Cancel

[ZAT (Type) 1: BT DHAZT 4 v 7 )— R DX A TG T T, [IPv4] F 721X [IPv6]
FTarRFEUEI VT LET,

o[ ¥ —T A A (Interface) |: HIA ¥ —T = A AN L £9, BEIIIETA >
H—T A ATT,

« [fEFFREZ2 R >~ N 7 —72 (Available Network) ] : IPv4 7 7 4 /L k JL— kD3G5 [ipv4]
IR, IPV6 7 7 4Lk b— FORAI [any] 3R L, B (Add) 1227V v 27 L
TR L%y U —72 (Selected Network) ] U A MZBEI X ET,

[F—FU A (Gateway) ] £721L[IPv67 — F T =4 (IPv6 Gateway) ]| : ZD/L— F DX
JARNRYy T THLTF— T2 AN—FEZANNELITEIRLES, IPT FLRAEIERY
ND—V/RANAT V2l NEfRETEET,

[ARU w27 (Metric) ]: %55y NU—27 ~DkRy FO¥ZE AT LET, ARMEOH
X1 ~2557T, 74/ MEIZ1TT,

AT9T3 [OK] &7 Vw7 LET,
N BAET 4 I — T =T VBEMESNET,
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NAT D% E .

Deploy , System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence
Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates

¥ou have unsaved changes | [=] Save 3 cancel

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

OSPF ) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

ATy T4 [(#17E (Save) 127V w7 LET,

NAT D% E
— %A 72 NAT b—/LClid, W7 RLRAENBA > H—T 2 A ADIP T KL ADKR— MIE
Bl EdT, ZOFATONATL—ILDZ b Z AL H—T A A R— KT KL AZLH (PAT)
LIEONE T

FIE

ATFv 1 [T/814 R (Devices) |>[NAT] %227 U 27 L, [#LLKY >— (NewPolicy) ]>[Threat Defense
NAT] 227V w27 LET,

RAT9 T2 RN v—ZARTEMT, R —%2EHT 7354 A&, [(R1F (Save) 1227 U v L
£,
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B wozz

New Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel |

AR U =75 Management Center [ZIBIISNE T, SI&FEE, RY —I— 2B 203
N ET,

ATv T3 [—LDENM (AddRule) 1227V v 7 LET,
[NAT/L—/L DB (AddNAT Rule) | #A 70 7Ry 7 ANKRINET,

ATFYT4 ERLV—NDOF T a2/ ELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z3&R L £,
[ZAT (Type) 1:[#AF v (Dynamic) ] N L 7,
ATFYTE [A v H—TxA A4 7Y b (Interface objects) |X—C, [HHAGERA X —T =1 A

47 =2 b (Available Interface Objects) ] fEINO [SeA v F—T = A AFT V=7 K
(Destination Interface Objects) | BHIIZAMER Y — 22BN L £,

[l Cisco Firepower 4100 2 54 — + 7 v FH 4 K
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nat oz I
Add NAT Rule ? X
NAT Rule: Auto NAT Rule =
Type: Dynamic hd Enab

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | o,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAd.d to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic R Enab

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
- acte or MNectingsing losg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT L —/Li3 A7 V=7 FEFRED—H#EE LT NAT 2Bt 5720, v A
T AERDany-ipvaé 47V =7 NeFERATLIZ LiIxTEERA, £, VAT
AERDA TVl NelETH LIFTEERA,

GE)
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B niavonsors70vronT

o [ZEHa3 HDPEFTE (Translated Source) | : [F855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATy 1 [R1FE (Save) 1227V v 7 LTL—ZBMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ 6 c:
[B] Policy Assionments (1)
B Fiiter by Device @  AddRule
r Pa N lated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations Services

¥ NAT Rules Before
¥ Auto NAT Rules
E Dynamic @ any <4 outside_zone 2 al-ipwa ¥ Interface @ Dnsiraise P

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

NEBMN D IEBAD ST 4 v 7 DEFTE

BB KTT D5 ek LTI- L X2, RO [TRXTONTI T v 7% 7wy 2 (Blockall

traffic) | 727 8A ar bu— R —2{FRLIZHAE. T 2 2@RT5 8774 v
VT EHFAT DDA =l AV EBINTAMNERS Y £, IROFIETIEK, NEHY —
MBI — 2 ~D T T 4 v 7 BHFRA[THL—LEBIMLET, M —rBH 5613,
Wl ry NI—I~D T 7 4w 7 AT 50— L%BIMLTIEEN,

FIE

ATvF1 R — (Policy) 1>[7Y2RKRY — (AccessPolicy) [>[7V 2RKR — (Access
Policy) &R L, ZEICKT 25 IZED Y TonTWAT7 78R a v hr—/L R v—
D HI7V YT LET,

ZFy T2 [JL—ILEEBM (AddRule) 12727V w7 L, WDRFA—2&RELET,

Add Rule ? X
MName |inside_to_outside Enabled Insert |inte Mandatory 7
Action |+ Allow > = i

m Networks VLAN Tags = Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| }, Search by name saa /& Inside_zone B sl outside_zone @

sau/dy inside_zone
Saa/th outside_zone

Add to
Source

Add to
Destination

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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zzorn [

« [£4ET (Name) ]: ZDONA—/VICA4ETZAHTET (72 & 21F. insde to_outside) .

s [iIX{E£Y — > (Source Zones) | : [fEHFIHE/: Y — 2 (Available Zones) | 2>H N Y — 2
ZIEPLL, [HE5CI28 (Addto Source) 1527 U v 27 LET,

o 5645 — (Destination Zones) | : [ A[HE72> —> (Available Zones) ] 7B 4MHBY —
VEIRIL, [S85EI2BM (Add to Destination) 1 %727 U v 27 LET,
OB EFZOEFICLTREEET,

ATy 73 [EM (AdD) 127V v 7 LET,
=5 b=/ (Rules) | 7 —7 /WIZEBISILET,

System Help v

Overview Analysis SRR Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel
Enter Description
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: Mone
Tz Inheritance Settings | [] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Logging  Advance d
PR REC eIl © Acd Category | © acd rute | search Rutes

8 Fiteer by e

&8

o Mlow

b ez

in this section. Add Rule or Add Category oy T vu
ATy T4 [R1F (Save) 1227V v 27 LET,

1=
=% 7€ D BB
EDET & Bkt 280 (B LET, EEEZEHTIETE, T4 ALTEOE
BHLT 7T 470 A,

FIE

ATy £ EO R (Deploy) 1227V v27 LET,
& 20:[RR (Deploy) ]

Q ¢ # @ adminv Wl secuRe

ATY T2 [TRTEB (DeployAll) 127V v 7 LTTRTOT A AZEBT L0, [FEER R
(Advanced Deploy) 1% 7 U v 7 L CERIR LT A AITEHLET,

Cisco Firepower 4100 R 2 — + 7 v THA K .
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REDER

21: 9 XTEMH

Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment £
node2 I Ready for Deployment =)

@ 5 devices are available for deployment iz

2:EmETRRA

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

(] Device Modified by Inspect Interruption Type Group
> nodel System FTD
o | 1010-2 admin, System FTD
> | node2 System FTD
3 (] 1010-3 System FTD
> 1120-4 System FTD

Last Deploy Time Preview Status

May 23, 2022 6:49 PM [ I Ready for Deployment
May 23, 2022 7:09 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R > OAMCHLT A 2% 27 ) v 7 LET,
R 23:BEART—42 R

es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks .:) Show Notifications
m 0 running 5 success 0 warnings 0 failures | . Filter

© 1010-2 Deployment to device successful.
© 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

ATy T

ATy T2

BB KT BB CLIZ AL T, BHEA VX —T oA ANRNTA—ZEERT LD, T
WY a—T 4 T E{To7-0) T&ET, CLLIILT 7B AT A%, BFA L F—T 2 Af A~D
SSH Z{# -+~ 57>, FXOS CLI 2> H#5k: LE 4,

FIE

(F7va 1) BEICKHT A0 BB X —T 24 ADIP T KL A THEBESSH 8 L F
—éqo

BELIP T FL AL, ST XA ZAZRBE L ZICRELZ DO T, WIHEHEFIZERE L
7= Tadmin] 7D FERAT—REEHLTEBICHT A0 a1 LET,

NRAY = REENTEHAE, Yy —~F—V % Tl T A A &ffE L CTEETE £,
(A 7var2) ary =N EZIE Tenet #fi2EH LT, £ 2—/L CLLICHERE L £
R
a) BX=2UT 4 =P TR LET,

connect module 1 {console | telnet}

Telnet #5525 -4 2 F 51X, B2 2 — VZRBFICER O v > a U ARETE, HiH
FENEL 7252 £ TT,

51

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) BEUCKIT LB 2 — i EE R L E T,

connect ftd name

BEOT TV r—ar A VAR AN LEEIL, AV AX L ADLEIZIRET D VB
NV ET, AV ARF AL EFRTHITIT, LEixfTFica~ry REANLLET,

1 -

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.

Cisco Firepower 42100 2 2 — +7 v 7454 K ||}
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Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to
bootCLI
>

c) exitE AN L, 77V r—raryary—n%s&T LTCFX0SEYa—/LVCLIIZEE L%
D

Gx) 6.3 LVRIONR—T 3 OgAIL, Ctrl-a,d E AT LET,

d) FXOS CLI DA —/ 8 LoULIZR Y £,
AVY—IILERTTHICE, UTEETLET.
1L ~&AH
Telnet 7 7V 7 —3 g D #b v £,
2. Telnet 7 7'V r—3a & T4 2I12iE, WeE A LET,

telnet>quit

Tenet v a H ERTTBICIE. UTEEITLET,
Ctrl],. L AJ

1

I, BBk DB 1S L THD . FXOS CLI D A —233A F L~ULIZ R 5
wRLET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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RDATY

zozx7y7 ||

'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> ~

telnet> quit
Connection closed.
Firepower#

O

J

CDO % f# ] L 7= Threat Defense DFXE % HifT79 5 1Z1%. Cisco Defense Orchestrator 78— L ~X—
CHEESRLTLIEE N,
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ASDM Z{#F L 7- ASA D&

CDEOHRSRE
TDETIH, Av—bF T4V TOREFERE, AZ L RT7 a0 ASA GGET /A A
ZIEBT D HIECOVWTHHALET, ZOETIIUTORBICOWTIIRY EIFTnEEAD
T, TASA a7 X2l —ary AR 28R LTLFEEN,

c JTGRKEY LT

o 7 o — )L — R —

« CLI RE

®$Ti\%$%ﬁt%;)74fj/—® REFMEICHOWCHMALET, LV EERE
HRHDHEEITRETA RESRB LT EEV,

TS3AND—RERTF— M A2 b Firepower 4100 (218 A GRAIE ST A T, FEMmBAIZIUE
T5HZ L %X?) DERFA, L, 22— AR EOFETIE, BMAFNEREMFEHCTCEET,
ZOE . BREMEERFC SNMP O HFFIZ, BELEDEANBINEHREZHER TE 258030 £
7

ce LY KY—x  ROFIE (127 X—)

« Chassis Manager : 7 A £ A —_"—~D ¥ v —TOXFE (129 X—)

« Chassis Manager : ASA Fa#7 /314 2D (133 X—)

«ASDM ~Dwu 7 A 1 (137 _—Y)

« ASA TD T A & AMERF 5O E (138 X—2)

« ASA DFRGE (139 X—2)

*ASACLI ~O7T 7tk (141 X—2)

cRDAT 7 (142 X—7)

* ASA DJEIE (142 ~—)

IRKY—IT2 FOFE

¥ —3TASA ZEB L CRETHITIE, ROX A7 2BBLTLIEEWN,
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ASDM %A L1- ASADER |
B -orv-—zorozE

:

Cisco \ 1 Obtain feature
Commerce licenses
Workspace

1

A4
Smart 2 | Generate a
Software license token
Manager for the chassis

v
< Ty
Chassis (3 JRegister the (4 )Add an ASA
Manager ~ chassis with ~ logical device
the Smart —»
Licensing
Server
|
- v = B
N P g
ASDM "\\5/,' Log into ASDM ‘\‘6/: Configure K]_/' Run wizards
) ~ licenseson ~ toconfigure
—»  theASA —» the ASA

1| Cisco Commerce Chassis Manager : 7 1 & 2 A PN D vy — T DEGE (129 R—

/| Workspace V) HRETA U AEZBGLET,
5 || Smart Software Chassis Manager : 7 4 &2 A —/3—~D v — T DXk (129 ~—
Manager D) vy —DIABUA V=T UEERKRLET,

(3| Chassis Manager | Chassis Manager : 71 & 2 A Hr— 3=~y — U DXGE (1293—
V) DAY= IRV T Al — YRR LET,

(2 Chassis Manager | Chassis Manager : ASA i@#l7 /34 A0 (133 2—)

(5 |ASDM ASDM ~D a7 A > (137 =) |
b

A

ASDM ASA TD T A &2 AMERM G ORE (138 2—) |

(o)

.f}"\. ASDM ASA OFE (139 =) |

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K



| AsDM % & L 1= ASA DERE

Chassis Manager : 514 2R $—/—~D v — 2 DEHF .

ChassisManager : 51 A B—/\—~D ¥ —L D&

ASAFA~S—F IA B AZMEMLET, BEOAY— I/ BT (M ¥ —Fy b
T RANKE) AENTEET, £t A7 IA VEBROYE, KT A B ATRIER
I% Smart Software Manager On-Prem (LAROH T Z A4 h—N) ZETEET, ZNHDOAT
F4 V?%‘nyﬁf@iﬁ’-lﬂ IZ2WTIE,  TCisco ASA 'V *—X@Hﬁ B4R BERL
TLEEY, ZOHA Ni@FDOA~— I ZICEmlEanEd,

VAT A AOBMBEIZOWTIEEE L <IL. cisco.com/go/licensingguide Z# S L T 7281,
Firepower 4100 & ASA TlE, A~— N Y7 U7 T4V UTOREZ, vr— L
D FXOS & ASA IZE| S TnET,

« Firepower4100 : 7 A & AFFER & DBEEAT O 12D D/RT A —F &5 T, FXOSIZT
RTDODAY—=RKN VYT U x2T FABAALA VT TANT I F ¥ &% ELET, Firepower
4100 BRICIZEMED DD T A £ ATLEH ) A,

«ASA : ASA DT RTDOTA L ZADMERMNEZHTELET,

Uy — U EEERT S L, Smart Software Manager (X7 7 - 7 4 —/L & Smart Software Manager
MOWBEMOIDIEAEZBITLES, £, ZUTOINN—FXYAT AV MNIT 7 AT U4 —
AHEID YT HLET, Smart Software Manager (28875 £ TIiX, RELEZITH Z LIET

ST BRI A RAEZLELE T HRES, BIBXZOMO RS TITRELZ T EEAL, T4
A SNAEERRDO LB Y T,

« Essentials
cetFX 2T 4 2THAL
¥+ U7 (Diameter. GTP/GPRS. M3UA. SCTP)

EEEZRFS{l (3DES/AES) : A~— T UL N CEERRESALDSFF AT STV,
BB RALOEANH R SN TWNA L 2 ad Nl L-GEe. BERER LTS A 'L X
Ty MCTFEICBEINTEET,

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, = 7213 Secure Client VPN
DI

Smart Software Manager 7> 5 ASA @y“ﬁ M= U HERTHGE, [2O =7 U &2FEH L TH
L= C= 2 AR — MAEREEE 2 FF AT (Allow export-controlled functionality on the products
registered with this token) | F = v 7Ry 7 A% A A LT, BAORESILOFERT A AN
WHENDEHICLET (ZHEHAOT I N CTEOERNTFAI SN TWARLERHY £T)
RANIREZALT A B AL, vy — v TRER N —27 U ZEAT 5 & JRLRDIBEROLE
HERICA ML SN D T OBIMOBAEIIRE T, A~v— T AU~ TR K BT AT
STV, BRI R BALDBERNBFF AT STV D & R a il L2 a, sk s
K748 RET Ty MNCFHTEMTEET,

Cisco Firepower 42100 2 2 — +7 v 7454 K ||}


http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
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ASDM %A L1- ASADER |
. Chassis Manager : 54 2>V R H—/N\—~D v —DEEH

ASDM 7 7 & AZILTR I 7B BAL DS LB T,

1a s BRI
* Smart Software Manager IZ~¥ A X —T7 H 7 2L ET,

FETAHV MERBRLTROEAIZ, V7227 v 7 LTHLWT ATV REREL
TL 72 &V, Smart Software Manager Ti&, #ffkDO~AZ—Th 7 FE{ERRTE ET,

« WH=a T IA4T AT T EMHLTEMEEND) EREEEHT 212X, T
Smart Software Manager 7 % 7 o kTl /)72l 51k, (3DES/AES) 7 A B A& TE %
WERH D FT,

e FFETLTWVARWEASIE, NTP ORE (19 2—) ZETLET,

s IR ERFIZDNS 2% E L2 o 285813, [Ty b7 —LERE (Platform Settings) 1>
[DNS] ~— T DNS —"—ZBNL £7,

FIE

AT TN THHOA~—F T4V AT AT MZ, BERIABUVADEGEENRTND (Dt
Essentials 7 A4 BV ANEGENTND) ZEZERLTLITEEWN,

T4 AF, VAT ELIFREREEN ST A A Z A LTZBRIZ, Smart Software Manager
T NI 7 SNTWET, 722 L, FETIA B REZBMNT 208N H H5E51T.
Cisco Commerce Workspace C [#fh & >V U = —3 3 > D% (Find Products and Solutions) ] 1%
BT 4=V REMEHLEST, KOTA L APID 2B LET,

R24: 54 o XBRER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

« Essentials 7 - & A : L-FPR4100-ASA=, Essentials 7 A & o A [X#E TN, A~—F
VIR =T TAR T THY Y NMTBMTHHERH Y £,

*102 7 F A F 7 A A : L-FPRAK-ASASC-10=, T F A b T4 & A LB T
HY, == XHEPETEEDO T A B AZWALET,

¢230 T F A KT AL A L-FPRAK-ASASC-230=, 2T F & ~ T A & A BN
Thh, =—XELETHEEDOTA B AZHALET,

*250 37 F A kT A A : L-FPRAK-ASASC-250=, 7 F A b T4 & A LB
THY, =—XHEDLETHEHEDOTA B AZHALET,

X U7 (Diameter, GTP/GPRS, M3UA, SCTP) : L-FPR4K-ASA-CAR=

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K
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ASDM % {#FA L 7= ASA D EFRH

Chassis Manager : 514 2R $—/—~D v — 2 DEHF .

EERE{ (3DES/AES) T A &1 A& : L-FPRAK-ENC-K9=, 7 717 > MRS 7ZRG5h3 &
BEINTVRWGEERICOBMETT,

* Cisco Secure Client : [Cisco Secure Client 3$1EH A FJ] 2B L T2 &E v, ASA Tl
DI BV RAEBEEANNCL2NTL I,

AT 72 Smart Software Manager T, Z DT /A AZBINT BT o hOXEN—27 U E2FRL
Tatv—LET,

a) [Inventory] #7 VU v 7 L&,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing
Alerts License Conversion Reports Email Motification Satellites Activity

b) [General] # 7 C, [New Token] #7 V v 7 LE7,

General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B&k h—72 > &/ER (Create Registration Token) | %A 7 0 /Ry 7 AT, LAFD

AR %
AH LTS [ h—7 % {ER (Create Token) 1227 U v 27 LET,

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

+ [E%BA (Description) ]
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https://software.cisco.com/#module/SmartLicensing

ASDM %A L1- ASADER |

Chassis Manager : 54 2R H—/IN—~D v —SDEEE

o [AZIIFR (Expire After) ] : HELE{EIX 30 H T3,

[ZD b= TR ERS B Tl A BERE A FF T % (Allow export-controlled
functionality on the products registered with this token) ] : fiti=a > 72472 75 7
A LET,

h—2 N3 A o _ R ICBIMENET,

d) b= OFEMIHIRETAar %7 V7 LT[b—2> (Token) | XA 70 J7HR
J2ARRE, b—=2 0 IDEZ Y v TAR—=RIZabv—T&5 L5 I2LE T, ASA DEEHN
MR L EICBOFIETHEHAT 2010, 20 =7 U Z2#fFLTBE £,

25: =Y VDRT
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlied Created By Actions
M]MEZJIHYTITZGOdOSDDYJKEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =

R26: b—H > DaE—

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press cirl + ¢ to copy selected text to clipboard.

AT 73 ChassisManager T, [ R T L (System) >[5 4 >R (Licensing) |>[AY— 514 EVR
(Smart License) ] DIEIZEIN L £,
AT 7 4 [Enter Product Instance Registration Token] 7 4 —/L RIZ&&k h—27 v &2 A LT,

* Smart License Welcome to Smart Licenses
Call Home Smart License is not set up in this preduct.To use smart license, first register this product with Cisco Smart Software Manager
Permanent License Smart License Product Registration

Enter Product Instance Registration Token:

ZGQyOWIZmYtMTAWZCOOMmEILTk4ZTUINmMM3ZidmM200NZZKLTEINTUYNjU3%0ANTQ40DRBVCITVNBKa0TIQ
MNPNTIMOSNOVR6SYEDRDQdChEXyOFKUEVXMUISY0AZFIMQTO%3D%0A

If you don't have your product instance registration token, you may copy it from your Cisco Smart Software
Manager under the assigned virtual account.

| Register |

AT w5 [Register] 7 U v 7 LT,
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Chassis Manager : ASA %227 /3¢ 20:am [

Firepower 4100 737 A & AFHFEITBER L E T, BEINITE S D00 20 dH 0 £7,
N=VEHEHFLTAT—F A e B LET,

27 : ZF O EITHR
Smart License Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED
Export-Controlled Functionality: Mot Allowed

License Authorization:
Status: No Licenses in Use

28: BRRICHIILELS:
Smart License Status

Smart Licensing is ENABLED

Registration:

Status: REGISTERED

Smart Account: Cisco SVS temp - reguest access through licensing@cisco.com
Virtual Account: Firepubs Main

Export-Confrolled Functionality: Allowed

Initial Registration: SUCCEEDED on Mar 15 13:16:35 2015 CDT

Last Renewal Attempt: Mone

MNext Renewal Attemnpt: Sep 11 13:16:34 2015 CDT

Registration Expires: Mar 14 13:11:32 2020 CDT

License Authorization:
Status: AUTHORIZED on Mar 15 13:16:39 2019 CDT
Last Communication Attempt: SUCCESS on Mar 15 13:16:39 2019 CDT

Blmnok o s i e b Arme 14 4134 £.730 9040 STNT

Unregister

Chassis Manager : ASA SRIET /N4 X DB

ASA R AT 47 A AKX AL LT Firepower 4100 7> 5 BB T& £97,

T2 )V F— R RXT F 137 T AF B BINT BIT1E, ASA ORI EBIEDa 7 4 X
L—yay HA RESRLTIEEIND,

ZOFETIE, TV r—var THAENEG T - A NI v TREEGT., T /NA 20D
B2 ECTE £,
IR& HEIIC

cASA L —FEITHF T ABEA LA —T oA AEBRELET, /X —T A ZADORE (23
R—=) L TLLEIN, BHA LA —T oA ANNETT, ZTOFHS X —T =
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ASDM %A L1- ASADER |
. Chassis Manager : ASA iRI2T /31 X DB

AR, VX —VOEHRORIEHEND ([ F—7 A A (Interfaces) ] % 7 D
[ [MGMT] & LCEREND) Yy —VEHEHA—-NERLTIEIHY FHA,

c ROEREHAELET,
DT NAADA L HZ—T = A A 1d
CEHALH—T 2 A AIPT RLAL Ry NU—T <R
e S —hUxzAIPT RL XA
s B EE XA T — R/f X —T )L NAT— K

FIE

AT 71 Chassis Manager T, [f@EE7 /31 A (Logical Devices) ] &R L 7,
ATw 72 [EM (Add) ]>[RE > K7OY (Standalone) 1 %27V v 27 L, RONRTA—Z R ELE

B
Add Standalone 2%
Device Name: ASA_1
Template: Cisco: Adaptive Security Appliance =
Image Version: 9.13.0.6 b
Instance Type: Native w

QK Cancel

a) TNARBEANLET,

ZOAFNT, X — Y AN N PRNEFERELToTA v F—T = ZA&FHIVHE TS
TDIERLET, ZHUIT 7V r—ra VBETHEHAINDGT AL AL TIEH D FH
Ao

b) [Template] Cld. [Cisco Adaptive Security Appliance] % &R L £,
¢) [Image Version] Z E4R L £,
d) [OK]&27 U v LET,

[Provisioning - devicename] ¥ > RUDNERINVE T,

AT w73 [DataPorts] KA L., 731 RZEV Y THA v =T = AZNENT Y v/ LE
ﬂ—o

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K



| AsDM % & L 1= ASA DERE
Chassis Manager : ASA %227 /3¢ 20:am [

Overview Interfaces QLIIEINVENTEER Security Modules Platform Settings System Tools|

Provisioning - asal » -
| Cisco: Adaptive Security Appliance | 9.12.0.59 BT
Data Ports -
Ethernet1/1

Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

Ethemett/t ||

— 2
Ethemet2/a | | ASA - 9.12.0.59

I Click to configure
Ethemet2/6 | |

LLHIIZ [Interfaces] ™X— Y THIMNI LT —H A v X —T =2 A ADHEEIN ¥ THI LN TS
F9, BIZFEASDM TZNHDA v H—T oA AL THRELET, ZUix, IPT
RLVADOERELEENET,

ATy T4 BHEHPROTASA AT A arz27) v 7 LET,

BATOATRy 7 ANEREN, FIHIOT— b A N T v TREZITHIZENTEET, b
OREE, PIPEAFH, 737422 U AANYHTT, @FOEATIE, £ TT 7Y
r— 3 CCLIREDIFE AL EDEALEETXET,

ATw s [#IEH (General Information) | X— T, DO FNEEFATL 7,
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ASDM %A L1- ASADER |
B chassis Manager : AsA 3327/ 2odsEm

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Interface Information

Management Interface: Ethernet1/8 w
DEFAULT

Address Type: IPv4 only S
IPv4

Management IP: 10.83.58.239

Network Mask: 255.255.252.0

Network Gateway: 10.83.56.1|

a) [Management Interface] ZZ&R L £7°,

ZDAE =T A AL, BT AA AT LD SNES, ZoA 25—
T A A, X —VEHR— RO L0 TY,

b) FHALH—T A AEERINLET, [7 NVAX A7 (AddressType) | : [IPvdD A (IPv4
only) 1. [IPv6®Z (IPv6only) ]. F7-i% [IPv4E L UPv6 (IPv4 and IPV6) 1.
¢) [ManagementIP] 7 KL AZEE L ET,

DA E—T 2 A—BDIPT RLAEZRELET,

d) [Network Mask] & 7= (% [Prefix Length] (Z A ) L F 97,
e) *YRNI—=U F—bkoxA T RLAEANLET,

ATwT6 [RE (Settings) |27V v LET,

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password: sanssens

a) [Firewall Mode] % [Routed] & 7= (% [Transparent] |25 L £,

V=7 FE—=RTHE, ASAL, Xy NUV—ION—F Ky TLRRINET, V—T 4
VIERITIBA B =T A RFER LY TRy b REICHY ET, —F. FT AT L
Y E 77 AT U4 —ME, [BumpInThe Wire] £7201% (AT NVA 77 AT 74—/ O
EOITHRET AL A Y27 7 AT U+ — L ThY, HERINTZT A A~DON—F KT
LTS EE A,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K



| AsDM % & L 1= ASA DERE
asom~oos 1> |

T AT T A=)V E— NIIYRERFICOAZRELET, 7—FA T v 7T ORTE % HiE
AT 256, ZOREIXMHAINETA,

b) HHEZ—W—D [/XAT—F (Password) | Z# AL TR L, "ATU—REFHZLE
7
HERESNTVA ASA GHEFE L —HPF — /2T — FEB IO, F—T I RAT — RE/8%
T — ROBEHERHZESI B F T, FXOS 77 B ARAREARES. A TU— BN & X1z
BHEL—Y— RAT = RO, X =TV RAT—F2 )ty hT&EET,

ATy FTT [OK] 27 V7 LT, REXA TRy 7 AT ET,

ATv T8 [fR1F (Save) 1227V w7 LET,
VXY —UIE, FBELEY 7 b T R=VarEFyra— KL, TV =Y a A VARH
VAILT = RNA NG SEREELERA LA —T oA ABREE S aTHI LT, BT AL
AZEANLET, [FWET/N\1 R (Logical Devices) ] X—Y T, HLWVGHET A AD AT —
H AR LET, ST /3A AD [Status] 2% [online] & FrEN=H, 7Y r— 3T
X2V T 4 R —DORELXBBTEET,

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online CK:' .*t (455

ASDM ~pO 45 A >

ASDM Z B L T, ASAZRETED LI LFET,

IR HEIIZ
« ASDM % EIT7T 5 72D OEMIZ- DWW TiL, Ciscocom® [ASDM UV VU —2x /J— ] &M
LTL7Z&W,

e VX —UwF—T % OEmELT N4 A (Logical Devices) ]X— T, ASA OFRELT /A A
D[AT—H A (Status) |3 [F T A (online) 112> TWVWHI L AR LET,
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ASDM %A L1- ASADER |

B ssacosqtzERts0RE

ATy

ATy T2

ATvT3

ATy T4

FIE

77 7HFIZRO URL # AT LET,
« https://management_ip : 7 — F A+ 7 v 7REICASN LIZEBA X —T = A ZADIPT R
LA,

G¥) http:// °1IP 7 KL A (57 4 /L NI HTTP) TidZe <, &7 https// #fE L TL
72&W, ASA iE, HTTP U 7 = A + % HTTPS (Z HEIAICEEE L EH A,

[Cisco ASDM]Web X— U NFE/REINFE T, ASAITFEHENA V2 F—/LENTWRNTZDIT,
TIFOEF2 VT A BEERERENDZENHY £, ZHOEETEE L T, Web
R=NIZT I EATEET,

fE FHATHE72 47" 3 o [Install ASDM Launcher] & 721% [Run ASDM] DWW a2 U v 7 LE
D

I OFERIZHE-> TAH T v a U EEIR L, ASDM #EE L7,
[Cisco ASDM-IDM 7 > F % — (Cisco ASDM-IDM Launcher) ] 3R SV E T,

2L EEDOEEICLT, ASA BB L L XICHEE LA X —T VAR T— &2 AT
L. [OK] &2 Uy 2 LET,

AA 2 ASDM ¥ 4 v RUBFRENET,

ASA TDZ M 2 AERMTEDEETE

ATy T

ATy T2

ASAICT A B AZE Y ETES, DR LUEET A 22D 4 THLEND D £,
4RO SRS
« Chassis Manager : 7 A £ A h—_"—~D v —TOXFH (129 X—) |

FIE

ASDM . [Configuration] > [Device M anagement] > [Licensing] > [Smart Licensing] O JIE|Z 341
L/i‘g—c)

RDINT A= ZELET,

[l CiscoFirepower 4100 2 4 — + 7 v TH 4 K



| AsDM % & L 1= ASA DERE
ASA DERTE .

™ configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard E
Context: 20

Enable strong-encryption protocol

Enable Carrier

a) [Enable Smart license configuration] 2 A4 2 L £ 7,
b) [#%EERE (Feature Tier) ] K w7 &Z v 2 k)b [Essentials] &38R L £,

{#i T % DI Essentials Jg 7217 T3,
c) (EE) [Context] 7A BV ADGHE, 2L TXANOEEATILET,

a2y THXFAMITA B AR LTHEATEEY, 20 TF A MORKEIL250 T, 7=
LzIE, BRRBEOa TR ANEFERTAICE., 20T FANOELELT20 2 A LE
T, ZOfHIZ, T D10 IBINENET,

d (EE) [+ VU7 (Carier) | ZMERLET,
ATY T3 [Applyl 227 Vv LET,

THY Y MIE R T A B ARG EIE, TA R AOEFEEZEMN TEEE A,
ATy T4 V= _"—D[Save] TA a2 %7 ) v LET,
ATwvT5 ASDM Z#T L, HE# L E7,

TARAEELT HGA, TSN EEEZ R T 5121 ASDM Z 2 LR H 1
F9,

ASA DEXTE

ASDM Z A3 D8R, FEAMERER KL OMERIERE DR EIC Y 4 P — FEEHTE £d, v ¥—
FIZEENTOWRWEREZ FEITRETHZLHTEET,

FIE

AT w71 [Wizards] > [Startup Wizard] DJIEIZEIR L, [Modify existing configuration] 47> 3 > R K & 7
Vw27 LET,
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ASDM {5/ L= ASADERM |

B rsaozms

@ Launcher File View Tools m Window Help
@00 Startup Wizard...
VPM Wizlirds
High Availability and Scalability Wizard...
| Unified Communication Wizard...
ASDM Identity Certificate Wizard...
{ Packet Capture Wizard...

I

Cisco

@ X . 1 -
(’»’ Configuration @ Monltot _ard‘ ? Help ‘T\fpe topid Go

Device List
% Add [ Delete & Connect

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface
IP Address:

Subnet Mask: 255.0.0.0

<

T .
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:

New Password:

Confirm New Password:

AT w72 [Startup Wizard] TiE, FlEZE->TUTERETEET,
e A F—T NIRRT — R

e AU HE—T 2 Z (NEBLIUOIMNEDOA v Z—T 2 A AIPT RLADHRERA L H—T =
A ZADHME72 E)

CARET 4T — ]
* DHCP H—/3—
o ZDAh...

ATw 73 (EE) [Wizards] A ==2—b, ZOMOY 4 F— REFEITLET,
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| AsDM % & L 1= ASA DERE

ATvT4

asac~n7s+2 ||

ASA OFRE & FATT 212X,  [Navigating the Cisco ASA Series Documentation] TY 7 k7 =7
N= g NG LT~ =a T VA2 LT IEEN,

ASACLI ~D7 VX

ATy I

ATy T2

ATvT3

RTvT4

ASACLI Z{H LT, ASDM Z AT HRDOVICASAD N T TNy a—TF 4 TRREEAT
I ENTEET, CLIIZT 7 B AT 5121, FXOSCLIN S LE T, B THEEDA ¥ —
Tz AAMBDSSHT 7 8 AZFHETEET, sEMIZONTIX, ASA O— IR BAEORRE
A RESRLTIEEN,

FIE

3 — Ve E 7213 Telnet B85 2 L T, FXOS 72 HE Y 2 —/L CLLIZHEHE L £7,
connect module 1 {console | telnet}

Telnet B A AT A F) 5L, T2 2 — ICRBERCEE O v v a VA RETE . BEEEN
WL B ETT,

51

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

ASA =Y — VITEHE LT,

connect asa

Firepower-modulel> connect asa

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

Ctrlcaad EAA L, TV r—v gy aryy—)a&& T LTFX0S Y =2—/L CLLICKEI L
F7,
FXOS CLI D A — /334 B L~YULIZREY F£9,

aAVY—ILERTLET,
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B xozx7v7

RDATY

ASA O F& &

a) ~&AJ)
Telnet 7 7'V or—3 a2 0 b 97,

b) Telnet 7 7 U —a bz T3 5100, REANLET,
telnet>quit

Tenet £y avERTLES,

a) Ctrl-],. t AJ

il

ASDM %A L1- ASADER |

WIZ. ASAIZHH: LT D, FXOSCLI DA — 2334 W L~ULIZRAFl 2~ L E1,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#

j:f

* ASA DR TEZFATT HITIE. CiscoASA V) —XDOEME~ =2 T AOmNnG, BEWD Y

TR 2T R g NS L~ =a2 T AR L TLEE N,

HaE

N— | EEfA

oav

Firepower4115, 4125,
L4145 [AlF ASA

9.12(1) | Firepower 4115, 4125, B L4145 REASNLE LT,
G¥) FXO0S 2.6.1 BLETT,
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| AsDM % & L 1= ASA DERE

asaoiE |

Hae IN— | EEHA
ay
ASA B X OVEBUTKE |9-12(1) | ASA 38 L V&I KT 285 FaPRT /34 A % [A] U Firepower 9300 TR TX % X
T2 AT I F L=,
Firepower 9300 M5l D . ‘s
b3 6.1 DVLETY,

T T | GH) FXO0S 2.6.1 AT
ASAGHEET SA 2D | |9.10(1) |ASA ZRBHT D L &1, FTUAXRT L MEREFAV—T v FE—FEHEETED
FUART L fE— ol L,
REEPH DY A= | GE) FXOS 2.4.1 BB T,

FHl/ZE T S 472 Chassis Manager [H [ :

[Logical Devices] > [Add Device] > [Settings] > [Firewall Mode] K v 7 X o> U X |
Av— b=V F|96Q2) |[Av—h 2=V MINRN=Ta 11 nBAR=Vall6~T v 77 L—FENE
DVI6 ~DT T Lice ZOT v 77— R TA B AP R— b T251F0n, 48R T
L—F RV ;&“ﬁzéﬂf:*@ﬁﬁ IZHE> T, EERE/k (3DES/AES) 7 A & v AHEBRDFK

EbVHR—FLET,
FHLNEY VT F4%(95Q2) | HrLnFx VT T4 RIBEAED GTP/GPRS A o A& B &#az . SCTP &

A

Diameter - AT = b R— N LEF, Firepower9300 LD ASA D4 feature
mobile-sp =1~ R featurecarrier =~ > FIZHBIRNIBITL £,

WO E AT ZjuE L7z, [Configuration] > [Device Management] > [Licensing] >
[Smart License]
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