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B e&® vorvzromzesLnsi—vavnorozb—i

ATy

&M

B, REERFFT LT v 77 L— T, ZOFIEEZEHT2 L0 LFRIBR2ND5603H D

\iﬁqo

EIT9 e —Tay

Y7 U7 Fyru—RX=U0) ) =AFKTOMIIH D, 2OOREPTNTH S Gold

Star U UV — A% FE(T9 5 Z &2 BEID LE T, https://www.cisco.com/c/en/us/products/collateral/

security/firewalls/bulletin-c25-743178. html IZFEEH SN TV A Y U — XK H SR L TS0,

Tl 21X, ZoOEHRTIE,  (EFEEEZET) FEHR) )V —2XFKE, BRHNRY IV —2FKE
(LFOVRWIBOA T F 2V Y —=RERNyTF) | ERIGEFICREINZR Y U —23F 5 (BUF

REEZTDHEODOREMMEDOA LT F LAY Y =2 LNy F) [ZOVWTHBLTWET,

FIE

CLLIZHER: UE9, ZEMMIZ-DOUWTIX, Threat Defense 38 X TN FXOS CLI ~D 7 7 & & (43 ~2—
D) ABBLTLLEEN, ZOFETIFa Y —AR— 2FEHLTWETR, £V IZSSH
PHEHATAZELLTXET,

admin =—H¥ & F 7 3L h2%ZATU— RO Adminl23 2L Tre 71 LEd,

FXOSCLIICHERE L E T, fldbTuarl A Li-bE, RRAUV—FEEETLLIRDONET,
ZD/RAT— RiZ, SSH @ Threat Defense 2 7 A 2 bEH I N E T,

GH) NAY = RRTTIERESNTWT, NAT—= RRDNRLRWEEIE, WIEIBE~
DYV Ey hEFATLT, NRAT—=RET 74V MYy T O0ERHY 77,
MR E~D VU v FFIEICOWTIX,  [FXOS troubleshooting guide ] & LT
<TEEWN,

&1

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **xkkxkkx

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...]

firepower#

FXOS CLI T, E{THoNN—T a3 v E2FRLET,
scope ssa

show app-instance
i -
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https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
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| Management Center O Threat Defense O &
Threat Defense DR E DT T .

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ATFYT3 HLWWAR—Vg A A M=V T58E1F. ROFIEEZFITLET,
a) BTHEHA X —T A ATFHHIPT RVRAEZHRETHLENDHDHHEIE. CLIZEHA LR
Threat Defense FIHIFX EDFEITOET 21 X—2) | 2L TLEE, 774NV KT
1T, EHA X —T7 oA AT DHCP ZfEH L F9,

BEHA LA =T 2 A AMBT I BATE P —R=00H LA A=V a2 Xy rn— KT
HVERHY £,

b) FXOSD T TN a—TF 47 A RSN TWEHA A —LOFIREZFEITLE
-éAO

Threat Defense D#EAZTEDTET

CLI »» Device Manager % {# ] L C Threat Defense OWIHRELXTE T SHH I ENTE ET,

Device Manager % {F L 7= Threat Defense D #EAZRTEDTET

Device Manager (Z#%#5¢ L C, Threat Defense OISR E 4 FE4T L £ 97, Device Manager % fii Jf]
LCHIIEY N7y 7234755 L, BEHA LI -T2 A ABL PR —V ¥ T 7 EAREIC
Mz, EHEDOI-HIZ Management Center (28] V) B 2 72 & =12, Device Manager T5% [ L7277
NTCOA U F =T =2 AERBPRFFSNES, 7782 arbp— R =X 7 o
V=R EOMODT T v PRRERRFE SN LITERE LT ES WY, CLI 232

LLVEBA LT a2 A ALY X =V X TV EAREDOHPRFFINET (L2 77+
IV DRNERA o F—T = A AT R SN ERA) &

48 H RIS

==

* Management Center O FJHIFRE & B L CTF4T L £ ¥, Cisco Firepower Management Center
1600, 2600, and 4600 Hardware Installation Guidez 28 L T < 72 &\, Threat Defense %t
N7 > 7§ 5 HiIZ, Management Center D IP 7 R AL/ TA A M EZHREL T M3
NV ET,

* Firefox, Chrome, Safari, Edge. Z 72/% Internet Explorer D/ N— a V2 L 7,
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. Device Manager % {# i L 7= Threat Defense D #EAZXEDT T

ATy

ATy T2

FIE

Device Manager (22 274 > LET,
a) 77 UPIZRD URL DWW Tz A LET,
« N#B (Ethernet 1/2) : https://192.168.95.1,

« & : https://management_ip, EELA X —7 = A AL DHCP 7/ 74T b THDHT-
W, IP7 RLUAREDHCP Y —_—Z K> Tl 7, ZOFIHEO—EL LT, FH
IP7 RLAZEFHT RLAZERET HDLERS D720, HERSUIE Sz X 5N
WAL E—T A AT HZ L 2BEOLET,

b) —¥—% admin, T 74/ F RXRATU—KAdmin123 AL T /1 LET,
) TR —IF4 U ABHELTATHEL, BHE AU RELETLH LI
Ko ET,

IR E & 58 T4 5121, ¥ DeviceManager (ZR2 7 A > Lzt &ty N T v 70 4 H—
REFEHLET, BRBEISLT, X=VD FHIZH D [T /31 ADKEE A% 7 (Skipdevice
setup) | &7 Uo7 LTy N v 74— REXXy 7S TEET,

Ty Ty T4 F—REFETTHE, WEA ¥ —7 = A X (Ethernetl/2) D7 7 /v Mk
EIZM % T, ManagementCenter DEBRIZY) D 2 5 & ZICHERF S DM (Bthernetl/1) A
Z—T A AbRETEET,

a) AL E—T A ABIOEHA L —T oA AT L TRDA T a U EAREL, [IR
~ (Next) 1227V 7 LET,

1. [FM#BA v H—T7 A AT KL A (OutsideInterface Address) ]— Z DA > X —7 = A A
TEFA L —Fy P F= U= THY, xFX—Tv T I EA A F—T =X
ELTHHENAEANRDHY £79, T34 AWM ERTHIOINEA 2 —7 =4
ALEBIRTHZLIETEERAL, BAIOT —Z A F—T 2 A ANT 7 4L E DI
AV B =T 2 A ATT,

YAV X T 7B RITHNR (ETEIWNED L3RR A S F—T oA AT 55
BlE By MYy T4 - FORTRICFH TRET 2LERHY £,

[IPv4DFRE (ConfigureIPv4) |: iAo 4 —7 = A AHDIPv4 T R L A9, DHCP
EHEHATA, FTREFHTAEYT v 7 IPT RLVA, T Xy h~wRA7 BLW
F—h T2 A B ATITEET, [F7 (Off) |ZEIRL T, IPv47 RLRAEZFRE LR
EVWOBERELHVET, By N T v U 4= REHEH L TCPPPOEZRET H Z &
IXCEEHA, A2 —T7 24 ANDSLET L, 7—TILEF L, FT2I1L ISP ~DAih,
DGR S TE Y, ISP PPPOE 2L CIP 7 KL AZEM L TV D 5E
X, PPPOE MULBIZRHGENHV £3, V4P — NOETHIZPPPOE #3XETE £
D

[IPV6DEE (Configure IPV6) | : SMifA v % —7 = A AHDIPv6 7 KL A9, DHCP
EHERAT L0, FRIETFEHTAYT 4 v 7IPT RLA, L7 497 A BV —
by xAZAN)TEET, (A7 (Off) JZRINL T, IPv67 RLAERE LR E W
IR L HY £,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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ATv7T3

ATy T4

Device Manager % {f ff L 7= Threat Defense DR EDT T .

2. [E¥A 32— 7T x4 X (Management Interface) ]

CLI TR EZFIT LTI-GE, BHA VX —T oA AOEREITEREINTEFA, &
AL HE =T 2 A ADIPT RLADEREZ, By b T v F 74 F—=FIZEEN TV
WZLIZHEBELTLEEY, BHIPT FLZADOHREIZHONTIER., 2773 (17
N—=) | AZRLTLLIEEN,

[DNSH—/3— (DNS Servers) ]: 77 A7 U4 —/VDEHA X —T x4 XD DNS
Y= N—TF, ARIRIHIC T DL EODNS = D7 KL AZ AN LET, T 74
JV % OpenDNS /X7 U 7 DNS —/_T9, 74—V FEfREL. 77 4+/V MIRE
L7z W 5E1E, [OpenDNS% ] (Use OpenDNS) 1427 U v 7§25 &, 74—/ FIC
WE)Z2 P 7 RLANY m— RS ET,

[Z77 A7 74—k A b4 (FirewallHostname) |: 7 74 7 V4 —/VOEHA 7 —
Tz A ADKRA LTI,

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L. [k~ (Next) |27 U v 27 LET,
1 [#A LYV —2 (TimeZone) |: VAT LDHA LY — L ZRIR L £7,

2. [NTP¥ A ALH—,% (NTP Time Server) |: 7 7 4 /L h® NTP H— & {3250, i
HLTWAONTPH— DT RLAZFEHTCANTLINZERLET, Nv 7T v 7H
WO — " EBINTEET,

c) [BERETIT 90 HFOFHM S A Bi4s (Start 90 day evaluation period without registration) |
ZIRIRL 7

Threat Defense % Smart Software Manager [Z 5§k L 72\ T 723V, T_XTO T A AT
Management Center CHAT S{LE T,

d) (%7 (Finish) 1227V v 27 LET,

e) [7 7 v REH (CloudManagement) ]E72IL[AX > K7 2 (Standalone) ] Zi#iRT % K
93k HAVE T, Management Center DEFLIZOWTIEL, [AF¥ 2 R7 2 (Standalone) ]
ZBIRL T D, [Gotlt (THE) | Z&INL E9,

(MEGELT) BHA =T = AOBEIPT FLAZHRELET, [T/314 % (Device)
ZEIR L, [VAT LAERE (System Settings) |>[EHLA > ¥ —7 = A A (Management Interface)
Uo7 oNEzr7 )y LET,

HHIIP T RLAZRETHHEIE, 774NV M=M= A b T =4 A ¥ —T oA AT
=BT — MU = AIZRE L TLZEV, DHCPZEMT 25613, (MHRET 2 0LH
HYFEE A,

]
]

SNBETNINELAN DA v B —T 2 A R FBENOA o —T 2 A AZHET DHEX. [T
/NA A (Device) | BN L, [/ ¥ —7 =4 A (Interface) | DY~V —IZHBV 7 %7
Uy 7 LET,

Device Manager (515 A > ¥ —7 = A ADOFEREDFEMIZOWVWTIL,  [Device Manager C?
TrAT VA —NVORE (116°—) | ZBHL TSV, Management Center (27 /3 A
kT % & Device Manager DO EILRFF SN EH A,
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. Device Manager % {3/ L 7= Threat Defense D # R E DT T

AT TS [T/ A (Device) [V AT L% E (Device System Settings) ][ 544 H (Central Management) ]
[Management Center] [Management Center] [7 /N1 A (Device) ][ AT Li%E (System Settings) ]
[FF -4 (Central Management) ] [Management Center] DIEIZIEIN L, [#ifT (Proceed) ] % 7
J » 7 L Management Center D& EL &R E L E7,

AT w76 [Management Center/CDOMEEM (Management Center/CDO Details) | 7% E L £7°,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K



I Management Center C O Threat Defense @ &

Device Manager % L 7= Threat Defense D #IHAEXEDTE T .

5: Management Center/CDO 0 5£#A

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZH > TLWET H (Do you know
theFMC hostnameor IPaddress) ] C, IP 7 KL A F£ 72134 A b4 A& f#H L T Management
Center |IZEETEZ 5255 1E 1LV (Yes) 1% 7 U w2 L., Management Center 25 NAT D1y

Cisco Firepower 1100 22 — + 7 v T4 K [}
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. Device Manager % {# F L 7= Threat Defense D # R E DT T

ATy T17

ATvT8

BIZHDD, RXT Vw7 IPT RLUAELIIEA FARLRWEAIL W Z (No) 1227 v
7 LET,

WIF1E D SSL B SALIEE T v RV & 2 B DT A ARNSHESL T 2 121%, 2722 TH 1R
FDF 34 X (Management Center & 721% Threat Defense 7 /34 A) (ZE|ZEAFE/RIP 7 N
L APETT,

b) [TV (Yes) 1 2R L7Z5A1E, EBEUH—/ICDODKRR RE/NPF7 RLAZANLE
@—O
¢) Management Center/CDO &8k ¥X— % EL 7

Z O F—|%, Threat Defense 7 /3A A Z X%k d % & X IZ Management Center C b 157E 3 51T
B AR OBEF— T, B —L37 XFLUTICT20ENH Y 3. A7
FATIE, BT (A~Z, a~z, 0~9) \ BRUOANA T2 () RENRDHYV ET, ZDID
I%. Management Center |28k T 2B DT NA AHEHTEET,

d) [NATID] #fREL 7,

Z @ ID I%. Management Center THIFET D2EED 1 EIR Y OXLFHITT, WTNroT
INAADIPT RLVADRERET DG, ZDO7 4 —)V RIINATT, MFDOT /A AD
IP7 RLARDN->TWDHHATH, NATID 2$5E 45 2 L 2453 L 9, NATID i
37 LFLATICT 20N H Y £7°, AR CFITE, BT (A~Z, a~z, 0~9) | B
FONA 7 () ERHY ET, ZDIDIX. Management Center |25 EkT DD T /A
ANIHMEHTE EH A, NATID (X, IELWT A AN DER CTHDH 2 & 2R 57
DIZIPT FLAEHAGOETHEHENET, IPT KL A/NAT ID ORGEHIZD A, %
=N T v INET,

[t D% E (Connectivity Configuration) ] Zi%E L £ 7,
a) [FTD7 A +4 (FTD Hostname) ] Z#f8& L £,
b) [DNSH#—,3—7L—=7 (DNS Server Group) | #fiE L ET,

BEFED T N—T 28N 50, LW N—T%2ERLET, T 74/ D DNS 71—
71 CiscoUmbrellaDNSServer Group & IE(E41, OpenDNS H— S—RNE FE v E T,

¢) [Management Center/CDO7 7 A4 % —TJ x4 X (Management Center/CDO Access
Interface) JIZ oW TIL, [ F (management) ] 23R L FJ,

[#%#%¢ (Connect) 1% 7 U 7 LET, [BEFAT—H X (RegidtrationStatus) | %1 7 27K v
7 A1Z1X, Management Center ~DY) Y HRZ (2T HBED AT — X ANRERINET,
[Management Center/CDOZ & E DR (Saving Management Center/CDO Registration
Settings) | ® A7 v 7' D%, Management Center (BB L T7 7 A4 7 U4 —/L&2BIMLET,

Management Center ~DU) VW B x % &% ¥ /T 5541%, [B#DO X v /L (Cancel
Registration) 127 U v 7 L£T, Fv A LARWEAIL. [Management Center/CDOZ §3 5%
ENRTE (SavingManagement Center/CDO Registration Settings) | D AT v 7N%E T+ 5 £ T
DeviceManager D7 7 UHD 4 RUZ LT 72, LGS, 7t R E—KHsE
1t L. Device Manager (ZF-#6E L7256 DA SV E T,

[Management Center/CDOZ %35 E D1R7F (Saving Management Center/CDO Registration
Settings) | D A7 v 7 DI Device Manager (286t L7 £ £ICT 5546, £ D% [Management

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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CLI % {# 8 L 1= Threat Defense #)HiR EDEITDTT .

Center £1=IECDO & M IEE#HESE (Successful Connection with Management Center or CDO) ] 4
AT TIRy7 APRER S, Device Manager 2> LYW S v E T,

R 6: IEE

Registration Status

~afi1l Cannartinn with the
sstul Connection wit £

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration , or
CDO configuration guide [ to configure your device.

CLI Z{#FH L 7= Threat Defense #)EARENDEITDET

ATy I

Threat Defense CLI (28 L CHIMIGR EAEITLET, ZhidiE, By 8Ty 7o 4o —R%
HALZEHIP 7 FLA, F— vz, BIOZOMOEAR Yy hU— I REORER E
WEENET, FHOFHA L H—T =2 AL, WADR Yy U — 7 REEFEOREHI 221
=T 2 ATT, 67U v K=V v T 7 EREHA V¥ —T = A AEEH LGS
X, ROVICCLI 2R L TCT—4 A v 2 —7 =4 A%FETE£T, £7-. Management
Center (5 DR EZITWET, (7.1 LAKE) Device Manager ZffH L CHIMIE > b7 v 7% 5
179 % &, BHEOT-HIZ Management Center [ZH] D ki x 72 & 2T, HHA ¥ —T7 (4 AB K
W RX—=T % T RAA UH—T 2 A AOFKEICM AT, Device Manager T [ L7293 XT
DA E—=T A AREVRFTSINET, 778X ar o= KRNI o—REOMDT 7+
UV RRREITHRFEIN W LIZEREL T EE N,

FIE

LV —R— "D EIEERA X — T oA A~D SSH % {# ] L . Threat Defense
CLIICEEGELE T, T 74/ F CDHCP Y — =0 5IP7 RLARESGESNET, Xy hU—
UBREREETHESIT. OIS nEoicary—R— 2T L2 HERLE
KR

22—V — MI FXOS CLIIZ#E#¢ L £ 97, SSH & v 2 = »13 Threat Defense CLI (T [EL44%
BLET,

Cisco Firepower 1100 22 — + 7 v T4 K [}
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. CLI %A L 1= Threat Defense #¥)HAZX EDEITDET

ATy T2

ATv7T3

ATvT4

2 —H#—4 admin BLOVIZ T — K Adminl23 T /A4 > LE,

2/ — AR — FCTFXOSCLICEHE LE T, #IHTEXOSIZu s A v Lk X, /"AT—
REEFFTHLIRDONET, ZDO/XATU— K&, SSH @ Threat Defense = 7 1 212 b
ENFET,

GE) INRAT—= FRTTICEREEINTWNTC, RAT—= RN RWEEIL. T3 2%
HAA—LLTRRAY—=FRET 74V MYy b TAXLERSHY £, HA
A= UEDOFINEIZHDOWTIL, FXOSDO N T TNy a—T 4 7 A4 REHR L TL
72X,

51

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkxx

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

oY —)LiR— b T FXOS 128558 L7-5%56 1%, Threat Defense CLI (ZH5%i L £9°,
connect ftd

1 :

firepower# connect ftd
>

ThreatDefense ([ZfJHO TR T A T 5L, =¥ Ra—H—F 4 28K (EULA) IZFRE L.
SSHE 2 L TV A AL, BHE AU —RE2LEETL LI ROONET, FD%,
CLIty N7 v 7 RA7 VT ERFRRINET,
GE) BEEZVT (23X, A A—VERERTDIZLICEY) LAAWrED, CLI
Yty T T U= REHVIETZ LI TEETA, 2L, INHOERET
L. %55 CLI T configurenetwork =2~ > R L CTARE CX £7, Cisco
Secure Firewall Threat Defense =~ KU 7 7 LU 2AZ BB L T 72 &0,

T 7 AV MEFTZIFLAENZ AT LT ER T v aNICERINET, LRI AN LIZExF 0 F
I 28545 1%. Enter 2 L £,
WDHTA RT7A BT IZEN,

cEBAA—TIAADIPVAT I+ )L b5 — b = A %A A : [data-interfaces] DFEE 1L,
Y s&— bk ™ Management Center ¥ 7= /% Device Manager OEFRICOAMH S E 7, BH
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| Management Center O Threat Defense O &
CLI %{# A L 1= Threat Defense #HIZXEDRITDTET .

> ~NU—7 T Management Center % {#i H1 3~ %354 1%, Management 1/1 %7 — k7 = A [P
T RVAZRETDHUEPRHY ET, Xy FU—ZDEHA] OHITRSATVWLHE Y Y
BBAOBITIX, WHA v X —T = RATEHTS— by oA L L THERELET, 2054,
=R UzAIPT RLRZBHONEA L X —7 A ZAIP T RLRACRET HLENH
D ¥9, 1% T Management Center ZfiH L THEIP 7 RV AZRET HMENH Y 77,

e 3y FI—ORBHRAERESINIBEEBEHRENUE : SSHTHEHR L TWHDIZ, #HidtE v
N7y TCEDIP T RVAZERTH &, BEmBtifrsivEd, HrLWIP 7 R R LN
AU— R THBRE L T E, a v Y — Ui B2 £8 A,

[TNA A — RV TEE L £7 72 (Manage the device locally?) ] : Management Center %
S 2121% Tno) ZALET, yes& AJ)T 2 &, 0V IZ Device Manager % {7
é ~— (E \—71;& D i—a—o

(T AT VA —ILE— RERELETH (Configure firewallmode?) | : FIHRETT 7 A
TUA—NE—RNERETHILEBEIOLET, YIMIRERICT 7 AT U —LE—R
EEEYTDLE, BTar 74 FXal—vardHESRET,

1 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ****kkkx

Confirm new password: ****xkxxk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.
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. CLI % {#F L 1= Threat Defense #EAZEDEITDTT

ATy TH

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Z O Threat Defense % & #i9~% Management Center % FFE L 97,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key[nat_id]

+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [EL.f 7 R L A {5E TX 72 WA,
DONTRESOLVE Z{#H L £9, £/, natid HfEE L x93, WA SSL i 2(LiEE
F ¥ XN E2EDT A AL T HIZIE, D7 TH 1R EDT /34 2 (Management
Center £ 721% Threat Defense ) [CEZEFFE/RIP 7 RLARMKETY, ZDa<w KT
DONTRESOLVE ##5E ¥ 51213, BERRE/RIP T N L A £ 721378 A R4 73 Threat Defense
(BT,

» reg_key : Threat Defense % %#k3 % & % |Z Management Center CHIFET HIEED Y ¥
A LB —ZEE L ET, B8R 1337 LFUTICTH2RERH Y £3, AR CF
i3, T (A~Z, a~z, 0~9) | BLOANA T2 () EnbHY £T,

enat id : — ORI TELGERRE/R IP 7 R L A E7213HR A MAABRE ST RWEEIT,
Threat Defense % %k 3% & & (Z Management Center |Z bR T T HEED —ED T X A L
XFHNERELET, ZOXTHL, Management Center Z DONTRESOLVE [Z3%E L 7=
BAICLE T, NATID (37 LFLUTFICT 2XENH Y 3, AR CFITIE, T
(A~Z, a~z, 0~9) . BXO~A 7> () Z2ERHY EF, ZDIDIX, Management
Center (2B EXT HMDOT NA RZIFEHTE £ A,

1 -

> configure manager add MC.example.com 123456
Manager successfully configured.

Management Center 28 NAT 7 /31 ZADERIZH H5E1E. WOFINIRZT L HIZ, —EHD NAT
ID & & HITEESF—FATIL, BmA DRIV IZ DONTRESOLVE ##5E L £,

1

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Threat Defense 7% NAT 7 /34 ZADE#%IZH 55 51E, ROPIIRT LI, —EDNATID &
& H 1T Management Center [P 7 R U A E 72 IR A M A2 AN LET,
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1 -

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

RDERY
Management Center (27 7 A 7 U 4 — /L&A L E T,

Management Center ~D O %5 A >

Management Center % i} L T, Threat Defense % aXEd L O L 9,

4RO SRS
PR— b SN TWDLT T UFOFEMI OV TE, EHT L2 A—Ya o) —2/7—F
(https://www.cisco.com/go/firepower-notes) & M LT 72 &0,

FIE

ATYT1 $AR=FESNTWELT T UFEMEH LT, RO URL # AT LET,
https://fmc_ip_address

RT9T2 a—HF—HERXRAU—KEAILET,
ATy T3 v A4y (Loghn) 1227V v 7 LET,

Management Center D 5 1 & > X DEE

T _TPD T A 2 AL, Management Center (Z 1 > T BRI D058 (cfE I ET, kD
FA L ABEATEET,

IPS: BX 2 VT 4 ATV VxR LA TIPS
s TILD T TR - v = T BEH
*URL : URL 7 4 V&2 U T

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN D 7~

X%+ U7 (Diameter., GTP/GPRS. M3UA. SCTP)

Cisco Firepower 1100 22— +7 v 7454 K ||}


https://www.cisco.com/go/firepower-notes

Management Center T 0 Threat Defense DB |
. Management Center ® 5 1 2 > X DEF

VAT A AOEIZOWTIEEE L <IL. cisco.com/go/licensingguide & &M L TL 72 &1,

1a s BRI
* Smart Software Manager IZ~¥ A X —T7 H 7 2L ET,

FETAHV MERBRLTROEAIZ, V7227 v 7 LTHLWT ATV REREL
TL 72 &V, Smart Software Manager Ti&, #ffkDO~AZ—Th 7 FE{ERRTE ET,

s (a7 I7A4T AT T T EERLTEMEEIND) WEAMHEHT 121X, 2RO
Av—hK VT 02T T4V T THU L N TS (3DES/AES) T4 &
VAT TE AMLENRH Y ET,

FIE

ATV T BEVWOR—K T4 BV T TAHTY M, MERIABUVAREENTND Z & %2
RMLTLEEN,

TAB AT, VATEIFREREIENLT A ZAEEA LRI, A~— Y7 hy=T
TARD T TAT MY 7 SRTVWES, 7220, BETIA B AZBNT 5 %E
b HY451%. Cisco Commerce Workspace T [#fh & YV U = —3 3 O (Find Products and
Solutions) MR ~7 4 —/V REEHLET, ROTA B APID B LET,

H7:514t0R &%k

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE) PID B ROMNBRWIEEIT, BSUZTFETPID 2 BIMTEE7,

<IPS, w7 =T P, BEOUURL 71 £ ZDOMAE DR

* L-FPR1120T-TMC=

* L-FPR1140T-TMC=

* L-FPR1150T-TMC=
LEREDOPID OWFNAEELITBMT 5 & ROWVFTIAD PIDITHIET S ~—A D
VTR VT a U EBRRTEET,

* L-FPR1120T-TMC-1Y

* L-FPR1120T-TMC-3Y

* L-FPR1120T-TMC-5Y

* L-FPR1140T-TMC-1Y
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| Management Center O Threat Defense O &
Management Center ~ Threat Defense 0 % £ .

* L-FPR1140T-TMC-3Y
* L-FPR1140T-TMC-5Y
* L-FPR1150T-TMC-1Y
* L-FPR1150T-TMC-3Y
* L-FPR1150T-TMC-5Y

« Cisco Secure Client : [Cisco Secure Client Z8{EH A K] #&R L T &,

XY VT TR

AT9 T2 FEHRELTWRWEAIX, A~— K 7427 $—s3—|Z Management Center % %% L
i‘ﬂ—o

gk A AT 9 12I%, Smart Software Manager TRk b — 727 VAT 5 MERH Y 9, FEMAR
FJEIZ SOV TCIE, Cisco Secure Firewall Management Center 7 KX = A hL— 3> HA K&H
LTSN,

Management Center ~0) Threat Defense = £k

TNAADIP T RUADKRA MMy % LT, F8)T Threat Defense % Management Center (Z
TERLET,

188 BRI
* Threat Defense DEFIDFRIE TR E LTIZIRDTERAINE L £1,
o Threat Defense DS IP 7 L AFE 3R A 4. BLOUNATID

+ Management Center (%% —

FIE

AT w71 Management Center T, [T /34 A (Devices) ]>[7 /31 A& H (Device Management) ] DJIE|Z
WL FET,
ATv 72 BN (Add) 1 Fey 7 H o UR RS, [T/ 2A0E0 (Add Device) | 28R L 9,
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. Management Center ~ O Threat Defense 0 & £k

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WDIRT A =B EFELET,

o [RA N (Host) ]: iBJ19 5 ThreatDefense M IP 7 KL A AR A M4 % AJJLET, Threat
Defense D #] D E T Management Center @ IP 7 KL A & NATID Oifi 5% 5E L7=%
BlE, ZOT7 4=V REEOFFIZLTEL I ENTEET,

GE) HA Bg5% ClE. [ J7® Management Center 78 NAT D% IZHDHGH. 7I7A4~
U Management Center D78 A | IP £ 72 1344 /(72 L C Threat Defense % %§k C &

%9, 7272 L. Threat Defense % &% % U Management Center (28 $%9 5 (2
X, Threat Defense M IP 7 RL AMNAKRA NG ERET HDLENH Y £,

« [#7°4 (Display Name) ] 7 4 —/V KiZ, Management Center |Z37~x 3 % Threat Defense
SHiE ANTILET,

« &8k — (Registration key) ] : Threat Defense DD E CTHRE L7zt D & [A] LBk
X¥—&E AN LET,

s [KAA Y (Domain) |: ~¥/VTF RAAL VEREZEHL CWDIHEEX. T4 A2 —T K
AA NZE Y TES,
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[IA—TF (Group) |: FA—T M LTVBEAEIE. 7310 RS —F 2|0 YT F
j—O

[T/ AZ hr—/LRY 2 — (Access Control Policy) ]: #WIHIAR U o —&BR L F,
FHATLIVERD D Z EBDONOTNDH AL A RFHDORY =N TICHIHE%E
BT, [T LW Y & —D1ERL (Create new policy) | 3R L, [T XTDO T 7 4 v 7
Z7 w7 (Blockalltraffic) | ##IRLET, B TCINEEHLELTCRNT T4 v 7 &ZFFA[T
LEmTEET, WELLINT~D RNT 7 4 v 7 OFFR (40 X—) | 5L T
<&,

[Z] 8: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:
® Block all traffic
Intrusion Prevention

MNetwork Discovery

(o) (N

e [A~v— kKT A A (SmartLicensing) |: BT H2HEICKE R A~— T/ AL L
T, ["VvU =7 (Malware) | (VT =T A AT v a w2l T25TEDEE) .|

[ B (Threat) | RAEAZEHAT 5 FEDOHRE) . BLO[URL] (BT TV _X—ZD
URL 74 VB U T HFATTHTEDER) ZEFIVLTET, T 74 A&BMLE
%, [V AT, (System) >[5/ 2R (Licenses) |>[RAY¥— 54 2R (Smart
Licenses) | X=X aT7 77447 M UE—KNT 7EAVPND T A & A%
TEET,

o [ EDONATID (Unique NAT ID) ] : Threat Defense DD E THE L7- NAT ID % 5
E [./ i ﬁqo

o [N v b DRk (Transfer Packets) ] : 7 /3A A 75 Management Center ~0 /37 v NiRk
EIHFALET, 2O T a AL TIPSO Snort 72 E DA X kS U H—& i
THalE, T ABRRER E LTA XY A Z T =25 E X v N — % % Management
Center |25 LET, ZOF TV a VBN LA, A X MERT 23 Management
Center [ZIXE S, N7y M —HZIFEEINET A,

Cisco Firepower 1100 22— +7 v 7454 K ||}



Management Center T 0 Threat Defense DB |
B aswnexras Ry o—omE

ATw T3 [BEk (Register) | (BIDOT A ZAZ BT 25E1E [BIOT SA ZA%%8k L TEM (Register
and Add Another) 1) #7 VU v 7 L, BRI L7122 & 2R LET,

BEERRINT B E, TAAL AR A MZBMENET, KRLEBEAEE, =9 —RA vk—U0
FoRENFE T, Threat Defense D3GR L7260, IWROEB iR LT 72 &0,

s ping : Threat Defense CLIIZ 7 7 A L, IkRD <> R&FH L T Management Center IP 7
R L A~D ping % FEITLET,

ping system ip_address

ping BEKEh L7241, shownetwork 2~ > REFH L TRy UV — 7 REEMER L E
9", ThreatDefense HEIP 7 N L ZA &8 3 5(Z1%, configurenetwork {ipv4|ipv6} manual
avy REfMRLET,

ek —. NATID, 3L Management Center IP 7 K LA : i} DT /A A TlA] UARk

XF—ZHL TS Z 2R L, AL TWAEAIENATID 2EHL TWD Z & &k
7 L9, configuremanager add =~ > RZffi /] L T, Management Center T $k¥F — &
NATID Z5%ETHZ ENTEET,

KT TNy 2—T 4 2 7 DOFERINT OV TIE, https:/cisco.com/go/fme-reg-error 2 B L T 72 &
U,

EXMGEXa) T4R)O—DERE

ZITIE ROREZHEH L TEANREX 2 T4 R —2RET D HIETOVTHHAL
ij‘o

NI A B —T 2 ZALHNEA L HE—T A A NEA v Z—T 2 AZAZT v 7 IP
T RLURZE O YT, AL X —T = A AT DHCP 2 L ¥4,

*DHCPY—"—: 7 747 FOWNEA »F—7 = A ATDHCP Y —"—ZfEH L £,
T T AN —hK AL E =T 2 A 2L TCT 74V M— REBIMLET,

e NAT : SMBA v X —T 2 A ATA U X —T = A APAT A L7,

TR hr—b NEWOIEE~D T 7 v 7 ZFFAI LET,

AR EX 274 R —2RETDHITE, ROF AT ZF4TLET,

() | A Z =7 = ZOBE (1 3=2)

() |DHCP #—=_—DE (34 ~—2)

(3) | F 74N b— Lo (354—2)
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AV8—T 14 RADEE .

(4) |NAT OFRE (37 2—2) |

(5) |NEDBIE~D N T 7 1 v 7 OFFF] (40 ~—=2)

(&) |BEDRM (41— .

AR —T A RADETE

ATy T

BRI T DR A v X —T = ZAEFIIL, TNbHEEX2 VT 4 —AZEV Y TT
IP7 RLAZRELET, BEIE. VATALATEROHD N T 7 4 v 7 2BiSES K012,
Ll b 20D E—T oA AEFRETHLENRHY 7, @FEIL, Ty T AN —A
N—BFETNIA L —Fy MCHE LA A v Z—T oA AL, O x Yy U —27 D 1oL
FORNEHA 2 —T 2 A REFEHLET, ZHHDA U H—T A AO—HEFIE, WebHh—/3—
REONRT Y T R ANARER T 2y NEELET S [FEEME ) (DMZ) L7 55ERH
nET,

— Iy V—TF 4 T OIRPUE, WA VX —T 2 A ATAEZT 4 v I T RURAETERR
T3 LFRIKFIZ, ISP2>5 DHCP 2/ LTHMBA X —T = A AT RL ARSI 52 L TT,

WOHITIE, DHCPIZC XA AXT 4w 7 T RL AL L—F v RE— ROANEA v X —T = A A
PHEALT, »—T v RE—FOHNFA » F—T =4 AEHRELET,

FIE

[T /34 A (Devices) |>[7 /A A& H (Device Management) JDNEIZEINL, 77 A T 74—
ND &7y 7 LET,

ATV T2 [ Z—T7xAA (Interfaces) ] %7V v 7 LET,

Overview Analysis Policies JeEMLEEE Objects  AMP  Intelligence Deploy s System Helpv admin v

Device Management NAT | VPNv | QoS Platform Settings FlexConfig Certificates

10.89.5. 20 2.cancel
Cisco Firepower 9000 Series SM-24 Threat Defen
Device Routing li:m Inline Sets DHCP
4, Search by name .f:}" Sync Device | | @ Add Interfaces =

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical L& & &
B8 Ethernet1/3 Sublnterface [E] &
Ethernetl/4 diagnostic Physical [El &
Ethernetl/s Physical @ ’

ATV T3 WENCHERT 24 02 —T =24 2D %7 ) v 7 LET,

[&f% (General) | % 7 RERRIIET,
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B s—ozrzoux

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

MName: inside Enabled Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 = = R,

QK Cancel

a) 48 LFETO 4T (Name) |2 AL ET,
Lz, A F—T x4 AT indde £\ S L4ETEITET,

b) [H%) (Enabled) | F=v /Ry 7 A%F NI LET,

¢) [E—F (Mode) 11X [72L (None) JIZRELTLEFIZLET,

d) [EF=VUT 1Y —> (SecurityZone) | Fr vy XU X RMLBAFONE X2 T 4
= HBIRT o0, [ (New) 1227 Uy 7 LTHLWEXR 2T oY —rZBIL
£7,

7= & 21X, indde zone E WHLHTDY =2 ZBIMLET, KA X —T =1 AL, X =
V74— B =T 2 AT N—TIZEHOETHVLERDY ET, ¥ —

TxARAE, 100X 2 VT 4/ —VIIORBETLZ L, BEOA A —T A AT
N—TWETHIELTEET, Vv FERIIIN—TICHESNTEXF2 VT R —
ZEALET, eI WA v X —T7 = A ZAWNE ) —AZE ) ST, SMNA v H—
T oA AN —AZEID B THZENTEET, ZO8E. NI 74 v 7 BNEND
BB CE D LT 78R avrbo— L R V—2RETHI LT TE LT,

SN BENEBIZIENT TERETE EHA, FEALEDORY o—FF2 T 4 =2 DR
PR—FLTWET, NATRY v—, L7402 R — BEIRQoSHKY »—T,

V= FRFA S H =T 2 A RATN—T AT ET,

e) [IPv4] X7, [IPv6] ¥ 7, Fi=lZW DX 7% 7V v 7 LET,

c[IPv4]: Ry X T YR RND [AZT 4 7IPEMEHT % (Use Static IP) ] &3
WU, IPT RLREF TRy N RTEAT v a R TANLET,

7o & 2%, 192168112472 8 AT L ET,
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A28 —T 14 ADHE .

Edit Physical Interface

General li:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.166.1.1/24| igﬁgg-?ég-"zﬁ255-255-'-23 or

o [IPv6] : A7 — M LV AHERREDH AL [EEFEYTE (Autoconfiguration) | F = v 77K >
I A EF AT LET,
H [OKlZZ7 VU2 LET,
ATy T4 THER) ERT A2 —T A 2% 7 ) v 7 LET,
[&f% (General) | ¥ 7 RERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Name: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

GE) FHT 72 ARCZDA v —T 2 AEFANIHEELTVDHAE, 1 ¥—T =

A ZNET TIZARIDHT ONTEY , AbET FLARRENRT T LTWVET,
INDDOEARBREIZEE LN TLEEW, EF 95 &, Management Center D45
Mg A hWrEnET, ZOMETSH, B 77 4 v 7R —DtFa YT 4
VU ERETEET,
a) 48T ETO [T (Name) | ZASLET,
T 2E, A F—T7 A AT Toutside] &9 ARTEAHTET,

b) [A%) (Enabled) | F=v /Ry 7 A4 LET,
c) [FT—F (Mode) JiZ[7eL (None) JIZFZEL-FFIZLET,
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B oucry——omE

d) [BEXx=VUT Y= (SecurityZone) | K v 7 X7 ) A MSBFEONSEX2Y T 4
V=BT 0, [ New) 1227 U7 LTHLWEX=2 YT 40— ZBMNL
\iﬁqo

7= & z21Z. Toutside zone] L\W\HLEIDY —2ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7Y v 7 LET,

* [IPv4] : [DHCPOfEM (Use DHCP) ] # &R L. IROF T a o D/RT A —HF Zi&iE
L/\ijﬂo

« [DHCP Z i L CF 7 # /v b Jb— h ZHf5 (Obtain default route using DHCP) ] :
DHCP h—"—nH7 7 b b b— b EEG L ET,

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
B AT U — MCEID S TET (1~255) ., 2B LI L— hDOF 7 4
WEDT RI=AM—=T 47 T4 AZ AT 1 TT,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

« [IPv6] : A7 — b L AHBREEDOL AL [HEEYE (Autoconfiguration) 1T = v 7 7R v
g AEA N LET,

) [OK]ZZ7 Vw7 LET,
ATwT5 [R1E (Save) 1227V v LET,

DHCP H—/\—DETF

7747 N TDHCP 2 LT &BIIxT D8 1P 7 RLAZEET L L5129 5
%A%, DHCP — _—Z2HhZ LE9,

FIE

AT9 1 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) | #IR L, 71 A&7 U v
7 LET,

AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | %R L £,
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Fornti—roen [

2Ty T3 [H—— (Server) |~<—2 T, [BM (Add) 122U v 2 LT, ROAFva v aRE L

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel

(M —T7 x4 (Interface) |: Ny T H T Y X RNHA L F—T = AR F
o

«[7 KL AZ—/L (Address Pool) ]: DHCP %— "—3MEHT 5 IP 7 R L ADEK FALND
i PN OB OFHZRE L ET, IPT FLAOMHIL, BRL/IA v F—T = ZL[FET
7 Xy b EICHEETDIVERHY, A F—T 2 AHHDIPT RLAZEDDHZ &
IXICTEEHEA,

« [DHCPY— "—%HF0Z9 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A AD DHCP
Y= R—=ZHMNMLET,

ATYT4 [OK]Z27 Uy 7 LET,
ATy TS5 [RFF (Save) 1227V v 7 LET,

FI74IMIL— FDEM

T 7 4V Rb— MEEE ., SN v H —T oA ADDEEFER T v T A N — A —H E
LRLET, SNA o #—7 = A AITDHCP 2T 25815, 73 ARTTIZT 74V b
N— EZELTWLAHEERH Y £3, FEITL— N2BNT2LERH LG5 IE, KOTF
iz 9247 L £ 3, DHCP %—/N—nb7 7 4 /b hb— NS LI2HG1E. [T/AM R
(Devices) ]>[T/ 1 A& (DeviceManagement) |>[/IL—F « % (Routing) ]>[R %
T4 vYIL—k (StaticRoute) |»X— D [IPv4/L—  (IPv4Routes) | F7=iX[IPve/L— k (IPv6
Routes) | 7 —7 MCERENE T,

FIE

ATYF1 [T/Af R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v
7 L/iﬁ‘o

ATYv T2 =T« 2% (Routing) |>[RE T« w9 I)L— bk (Staticroute) | ZRIN L, [/b— b ZEM
(Addroute) |#27 V27 LT, RODXIIZHEELET,
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Add Static Route Configuration

Type: ® vt O 1pve
Interface™ outside

Available Network (5 ]

L, Search |

~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway
Metric: 1)
Tunneled: O (Used only for default Route)

Route Tracking:

[ZA4 7 (Type) ]:

Management Center T 0 Threat Defense DB |

Selected Network

== any-ipv4 @

0K Cancel

BT H5AZT 4y 7 b—RDOF A FIT U T, [IPv4] £721% [IPv6]

FFarvREZ LB ) v LET,

e[ H—TxAA (Interface) |: HIA v H—T7 oA A&EIR L E3, @FEIIINHA

H—T A ATT,

« [fEFFREZ2 R >~ N 7 —72 (Available Network) ] : IPv4 7 7 4 /L k JL— kD3G5 [ipv4]
IR, IPV6 7 7 4Lk b— FORAI [any] 3R L, B (Add) 1227V v 27 L
TR L%y U —72 (Selected Network) ] U A MZBEI X ET,

«[F—hFU A (Gateway) | £72IL[IPv67 — F 7 =1 (IPv6 Gateway) ] :

ZDON— DR

JANRYy T TCHDLT— bV = AN—FEZ ANEITERLET, IPT FLRAEZITR Y

ATy T3

NI =V /RA ATV =7 NEFRETEET,

[A NV w2 (Metric) ]: %8564y NT =7 ~DRy TOEEANTTLET, AMEDHIH

X1 ~2557T, 74/ MEIZ1TT,

[OK] %27 Vv 7 LET,
N BAET 4 I — T =T VBEMESNET,
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NAT D% 5E .

Deploy , System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence
Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates

¥ou have unsaved changes | [=] Save 3 cancel

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

OSPF ) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

ATy T4 [(#17E (Save) 127V w7 LET,

NAT D% E
— %A 72 NAT b—/LClid, W7 RLRAENBA > H—T 2 A ADIP T KL ADKR— MIE
Bl EdT, ZOFATONATL—ILDZ b Z AL H—T A A R— KT KL AZLH (PAT)
LIEONE T

FIE

ATFv 1 [T/814 R (Devices) |>[NAT] %227 U 27 L, [#LLKY >— (NewPolicy) ]>[Threat Defense
NAT] 227V w27 LET,

RAT9 T2 RN v—ZARTEMT, R —%2EHT 7354 A&, [(R1F (Save) 1227 U v L
£,
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B wo

Mew Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel |

AR U =75 Management Center [ZIBIISNE T, SI&FEE, RY —I— 2B 203
N ET,

ATy T3 [—nDEM (AddRule) 1227 VU v/ LET,

[NAT/L—/L DB (AddNAT Rule) | #A 70 7Ry 7 ANKRINET,

ATFYT4 ERLV—NDOF T a2/ ELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [H#INAT/L—/L (Auto NAT Rule) | %34 L %7,

[ZAT (Type) 1:[#AF v (Dynamic) ] N L 7,

ATFYTE [A v H—TxA A4 7Y b (Interface objects) |X—C, [HHAGERA X —T =1 A

47 =2 b (Available Interface Objects) ] fEINO [SeA v F—T = A AFT V=7 K
(Destination Interface Objects) | BHIIZAMER Y — 22BN L £,

[l Cisco Firepower 1100 2 5 — + 7 v 74 K
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nat oz I
Add NAT Rule ? X
MAT Rule: Auto NAT Rule hd
Type: Dynamic hd Enab

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | o,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAd.d to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic R Enab

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
- acte or MNectingsing losg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT L —/Li3 A7 V=7 FEFRED—H#EE LT NAT 2Bt 5720, v A
T AERDany-ipvaé 47V =7 NeFERATLIZ LiIxTEERA, £, VAT
AERDA TVl NelETH LIFTEERA,

GE)
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B navons~o 574 v o0

o [ZEHa3 HDPEFTE (Translated Source) | : [F855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATy 1 [R1FE (Save) 1227V v 7 LTL—ZBMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ 6 c:
[B] Policy Assionments (1)
B Fiiter by Device @  AddRule
r Pa N lated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations Services

¥ NAT Rules Before
¥ Auto NAT Rules
E Dynamic @ any <4 outside_zone 2 al-ipwa ¥ Interface @ Dnsiraise P

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

NEBMN D IEBAD ST 4 v 7 DEFTE

BB KTT D5 ek LTI- L X2, RO [TRXTONTI T v 7% 7wy 2 (Blockall

traffic) | 727 8A ar bu— R —2{FRLIZHAE. T 2 2@RT5 8774 v
VT EHFAT DDA =l AV EBINTAMNERS Y £, IROFIETIEK, NEHY —
MBI — 2 ~D T T 4 v 7 BHFRA[THL—LEBIMLET, M —rBH 5613,
Wl ry NI—I~D T 7 4w 7 AT 50— L%BIMLTIEEN,

FIE

ATvF1 R — (Policy) 1>[7Y2RKRY — (AccessPolicy) [>[7V 2RKR — (Access
Policy) &R L, ZEICKT 25 IZED Y TonTWAT7 78R a v hr—/L R v—
D HI7V YT LET,

ZFy T2 [JL—ILEEBM (AddRule) 12727V w7 L, WDRFA—2&RELET,

Add Rule ? X
MName |inside_to_outside Enabled Insert |inte Mandatory 7
Action |+ Allow > = i

m Networks VLAN Tags = Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| }, Search by name saa /& Inside_zone B sl outside_zone @

sau/dy inside_zone
Saa/th outside_zone

Add to
Source

Add to
Destination

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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zzorn [

« [£4ET (Name) ]: ZDONA—/VICA4ETZAHTET (72 & 21F. insde to_outside) .

s [iIX{E£Y — > (Source Zones) | : [fEHFIHE/: Y — 2 (Available Zones) | 2>H N Y — 2
ZIEPLL, [HE5CI28 (Addto Source) 1527 U v 27 LET,

* 585 — > (Destination Zones) ] : [/ F[GE72 > —  (Available Zones) ] 7B —
VEIRIL, [S85EI2BM (Add to Destination) 1 %727 U v 27 LET,
OB EFZOEFICLTREEET,

ATy 73 [EM (AdD) 127V v 7 LET,
=5 b=/ (Rules) | 7 —7 /WIZEBISILET,

System Help v

Overview Analysis SRR Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel
Enter Description
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: Mone
Tz Inheritance Settings | [] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Logging  Advance d
8 Fiteer by Dav ) Show Rule Confiicts @ | (@ Add Category | () Add Rule | Search Rules
o Allow &8

in this section. Add Rule or Add Category
[ G |

ATy T4 [R1F (Save) 1227V v 27 LET,

1=
=% 7€ D BB
EDET & Bkt 280 (B LET, EEEZEHTIETE, T4 ALTEOE
BHLT 7T 470 A,

FIE

ATy £ EO R (Deploy) 1227V v27 LET,
B 9:[EE (Deploy) 1

Q ¢ # @ adminv Wl secuRe

ATY T2 [TRTEB (DeployAll) 127V v 7 LTTRTOT A AZEBT L0, [FEER R
(Advanced Deploy) 1% 7 U v 7 L CERIR LT A AITEHLET,
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REDER

10: X TEH

1010-2
1010-3
1120-4
node1

node2

@ 5 devices are available for deployment

Advanced Deploy [l

I Ready for Deployment L2}
I Ready for Deployment a2}
I Ready for Deployment gy
I Ready for Deployment i)
I Ready for Deployment =)
2

1. SELER

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

(] Device Modified by

> nodel System
o | 1010-2 admin, System
> | node2 System
3 (] 1010-3 System
> 1120-4 System

Inspect Interruption

Type Group Last Deploy Time Preview Status

FTD May 23, 2022 6:49 PM [ I Ready for Deployment
FTD May 23, 2022 7:09 PM B I Ready for Deployment
FTD May 23, 2022 6:49 PM B I Ready for Deployment
FTD May 23, 2022 6:49 PM B I Ready for Deployment
FTD May 23, 2022 6:49 PM B I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R % > OHEPNCH LT A 2
12: BEART—42 X

7 Vv LET,

es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks .:) Show Notifications
m 0 running 5 success 0 warnings 0 failures | . Filter

© 1010-2 Deployment to device successful.
© 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw L RIA A F—T x4 A (CLI) A LTV RAT LDy bT v 7TV, FEARK
WY ATLDRNT TN a—T 4T HITVET, CLITy v a bR —2RETDHZ
LITTEFERA, CLIICIE., 2 Y — A R— R NIEEFELTT 78X TEET,

NIV a—T 4T DEHIZE FXOSCLIWZL T 7B ATEx£7,

Y

GE¥)  F7-1%. ThreatDefense /51 ZADEHA L X —T = A AZSSH TH T FE4, =2V —IL

tyvarEid®ERY, SSH v g LT 7 # /b b T Threat Defense CLIIZ72Y . connect
fxos 2~ RZfiH L TFXOSCLIICHHf CE £, SSHEHD A v 4 —7 = A4 Z &N T
WHEE, B TTF =2 A =T 2 A A LEDOT FLRAICERTE XY, T—F A X —T = A
ASDSSHT 7B AXT 7 4V hTHEHZIR>TWET, ZOFIATIL, 7 7 4/ F TFXO0S
CLI 725y —NR — T 7B AZOWTCHALET,

FIE

AT 1 CLIICu 7 A 3 512i%, BHarvYa—Far2ary ) —/LAR— MNMIERLET, BEVLOA

ATy T2

V=T A VTV AT DINEERUSB VU TV R T A RNELTA A R—LLTLIEEN
(Firepower 1100 N— R U =7 A &) , 23V —/LR— MNMIT 7 4/ T FXOS CLI
W0 ET, ROV TAFREEFERALET,

* 9600 R —

87 —Z v b

YT 472l

1Ay 7 EY b
FXOSCLIIZ#ft L ¥, =—% —H admin &, #1lE > M7 v TRICRE L2/ AT — R &
AL CCLIIZr 7 A LET (7744 ME Adminl2l)
i :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A L E 7,

connect ftd

1

Cisco Firepower 1100 22— +7 v 7454 K ||}
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B - 7vr—rosroums

ATvT3

firepower# connect ftd
>

77 A #%IC, CLI TR 2~ FOBREZMRT 51T, help £72i3? 2 A L%
4, [ JTEIZ W TIL,  [Cisco Secure Firewall Threat Defense =~ KU 77 L A ] %%
LTS EEN,

Threat Defense CLI Z##& T3 21213, exit ¥72id logout 2~ KEZ AN LET,

Zoa<wr Rk, FXOSCLI 7ur > 7 NMIEY £9°, FXOS CLI CfEfre/r 2~ RIZ
DONTIEL, 22 AL TLIZEN,

1 -

> exit
firepower#

T27AT7 04— ILOEIREDUIM

VAT LEBEEYNCY vy MU HZ ENEETY, BMICERT T S ARk e EIRA
A FEMLIZTEHE, BERRT ANV AT LAOBREEZFIEEITENHD 9, Ny
I 7T RTCIEFIZZHO T a v ANFATINTEY, GRS 7 7 %K\ 20 | EIRZ Y
L7edDE, 7747 DNV AT EETL—AT VT Yy N TERWI EER L
TEBWTL S,

Management Center D7 /N A ZAFIAN—T 2 L CTF7 A ZOEJRZ I3 575>, FXOS CLI
EEHTEET,

Management Center Z{FFI L= 74 7 2+ — LD EIED LI

VAT LEWEYNCY vy N HZ ENEETY, BMICERT T 2K e EIRA
AVFEMLIEDVTDE, BERR T 7 ANV VAT LAOBREEZSIZEITZENHY T, Ny
I 7 I0y RTCIEEICEZEDO T mE ANRFETINTWT, BRT 7 72k | B Z Yk
LT BE, 79 AT T4 —NETL—AT Ny NETUTEXRWI L AR ZTBWWT
TZEW,

Management Center Z i/ L T AT A& @O v v ¥ T TEET,

FIE

ATYF1 [TINA R (Devices) | >[T/34 REH (Device Management) & 3R L £,

AT9 72 HBEHBTLIT AL AOHICHDIWET A2 @) 27V vy 7 LET,
AT T3 [T/ A (Device) | #7 %27V w7 LET,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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ATvT4

ATy TH
ATv 76

ATy 17

o7 i1 20EE+7 ||

[ AF 2 (System) |BZ > a v TFRNAL ZADY vy hEY VT Aay (W) 2207 LE
D

T T NRERINTED, TRAADY vy N T U EREERLET,

AUV AN T AT T — I L TCWAERIE, 77 AT U — ARy v hE T
THEXIWL VAT AT v M= —1LFET, RO T MRFRINET,

System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

Y= BEHLL TORWERIE, K3FHF> TYAT ARV Yy MU LIZZ e %
B LET,

VBN U TEIRAA v TF 247120, BRI T 72N T oy — U ORI ER D
N4z ncxxd,

CLI TOT/NA ADERA 7

ATy I

ATy T2

ATvT3

FXOSCLI Zfifl4 2 &, VAT AZLRIIY Yy hE ULV L, T, ZADERE LA 7 TE
F9, CLIIZIE, v —biR— MIEEEL CTT7 78 2 LE 7, Threat Defense 35 2 T FXOS
CLI~DT 7% A (43 X—) &L TLEEN,

FIE

FXOS CLI C local-mgmt (285 L 9,

firepower # connect local-mgmt

shutdown =~ > R&#ITL£7,
firepower(local-mgmt) # shutdown

51 :

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T7AT I —NDY Yy hET U AT AT u P he®=g—LET, kOTa 7
FRFIRENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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B xozx727

ATy T4 VEISUTERAL v TF 24720, EERT T 7 2Rk Ty v — LI ERE2 Y
NN TEET,

RDATY T

Threat Defense DFXEZ i1 521X, [Cisco Firepower R = A 8| |ZH HBHEVD
VIR 2T NR—= g0 D=2 T VEBRLTLLIEE N,

Management Center D FIZB 3 B 1FMIC- DOV CTik,  [Firepower Management Center = > 7 ¢
Falb—rvary AR Z22RLTIIZE,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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==
=% =R

') & — b ThreatDefense [Z & 5 Management
Center 0D E B

CDEORREE

AR TR TCOARNL =T 4 VT VAT L EvR—U % ZMERT DR, TR 7R A
V=T 4 VT VAT RS IX =V EAOTHHE (1°—2) | 28LTIESN, Z
DOEIL, HHROARLED Management Center Z 32 U € — F 30 ZRUSK 2851 (256
HaInE7d,

B BBUTKT DB X, N T 7«4 v 7 26, B, B B X OVMT LT, & P Management
Center [Z#% L £7, Management Center |Z, ¥ —ERXADEFH, /581, LAR— DX R %5
TTED Web A o H—T = A Az AL EPEHa Y — L2 L, n—ILxy FU—
7R LET,

« PROAOEHEE A, CLI £ 7213 Device Manager % # ] L C &Ik 9 5 B5H % |
WELTHE, UE— bt Ik 206 22%E L E T

o ALOEEE N, BT 58 A — 7 VTR L TEIRE A I LET,
« FIDEFLE Y Management Center 2 L T BB T D5 O EZET LET,

\}

GE) UE— hFEA~OREFIZIE, =T 3 v 6.7 UENRKLETT,

T7AT24—ILIZDNT

N= R =T TR, BBICHT AR V7 MU =T ETIXASA YT MU= T EETTEE
T, BRI DB & ASA ORI TEID B X 21T 2 BRIZIE, T3 ADFA A — I b3
R0 ET, BUEA VAP =V ENTND D LITRRLY 7 MU= T N—=U a U RLERY;
EOHA A= LB HETT,  [Cisco ASA 5 K U Firepower Threat Defense f 4 A — AL A
N] Z#ZBRLTI7Z3N,

77 A7 U —/UL, Secure Firewall eXtensible XL —7F 4 7 A7 A (FX0S) &M X
LRI LI DANL—T 4 VTV AT AEFEITLET, 77 A T U4 —/LIXFXO0S Secure Firewall
ChassisManager # 7 R— N L CWEHA, N 77NV a—T7 0 7HELTRLACLIDA
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1) £— k Threat Defense [= & % Management Center D& |
B = rezonas

DY R— b I TWET, FEHIZ DOV TIE, Firepower 1000/2100 33 L UF Secure Firewall 3100 &
Firepower Threat Defense @ Cisco FXOS N7 7V a—7 4 7 A REZRL T E I,

TS3AND—WERT—RAD N 77 AT 74— VIIEENGESERITAREC, FEmAYIZIT
ETHZILELBYERA, L, 2—VF—LA R EORETIE, MAFENEREEHTEE
T, ZO%HE. REVEERFC SNMP O HRFC, BHEEDEAFBIEHEZHER TE 25505
nET,

« UE— MEHOMAHA (48 X—)

JIUB BRI (50 =2—)

sV RY—=V ROFIA: FE#fZ b ya=r7 (50 %—)

« MIROEHEEIZ L D ERRE (52 X—)

e XtEADA A =L (66 X—Y)

« PRDOEHFIZ L HFERRE (68 X—)

E— FEEOMLEAS

Management Center T > % —% > K %4 L C ThreatDefense #EFLCTZ 5 L 22T D11, &
BALE =T 2 A ZADORDVITHHDA % —7 = A A%l L T Management Center % & ¥
LET, FEALEDYE— AT L DDA ¥ —Fy NERE LR 2D, S5
Management Center ([Z7 7 EA L CHREHEEAZITZ H L OICLET,

N

(F) ~=X—V¥T I RBRIIEEDT—H A H—T oA AlATEET, 72&2E. NE
Management Center 23 & 255 1ENERA v H—T7 = A AZEHTEET, 7L, ZOHA R
TIHEIHNIA v Z—T 2 A AT 7 RBAZOVWTHHALET, 2k, VE— hATRH A
WHILAAREERNE W T U A TH B2 TT,

BHLA ¥ —7 = A AL, Threat Defense 7 — % A X —7 = A A LIIBNTEHE S5 Rkl 7e
AVHE—=T A ATHY, MAORY NT—IREBHVET, T—HF A F—T =2 AT~
F—=T XTI ERAERMNILIEGETH, BEHA X —T oA ARy NT— IR ENFEH &
NET, TXTOEERNT 7 ¢ w71, BISHEEHEAS X —T oA ALREILE 1TSS L
LET, 7—HA L H—T 2 A ATYFX =¥ T 7Y AT 5 &, ThreatDefense (33
JFV— BN LTERA =T 2 A AERER T 70 v 7 A LET, BEEH
T4 O, BEA AT A RAFIN I T = BN LT —HA A —T oA A
RN 74w Bint LET,

Fe BB =T 2 A AMEDI X=X T 7 BRI, ROFIRENH D £,

RV T IR AEENNCTE HDIE. 1 DOMBRRT —F A X —T =2 ADHT
T, 7 A v H—7 = A AL EtherChannel IZfEl T A, TLEMHEZHAE LT,
Management Center DH.—DEH U H V) A L H =T 2 A AT X =T T 7 EAZHIIC
THZEHTEET,

I DA VH—T oA AIEHERICTEER A,
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| 1) &— | Threat Defense [Z & % Management Center O &
yE—tgEotas [

=T RV H—T oA AEERTHIN—T v K77 AT U4 —LE— RKDOATT,

e PPPOE [ZH AR — K ELTWEHR A, ISP TPPPoE N MLERIEA L. PPPoE Z AR — 15
JL— % % Threat Defense & WAN 7 LADMICEETAVLENH Y 4,

A Z =T A AEBET DMENH DH DL v —s30 VRE DH T,

¢ SSHIZT —# A v X —T = A ATIET 7 4/ N THI 785> TR\ 2o, % T Management
Center ZfFH L CSSH Z#GNCTHHXENRH Y £, Fio, BEHA X —T oA A F—
N2 A BT —HA B —T oA AEHEINDH7-%, configure network static-routes =
vV REMALTERS 2 —T oA A ORI — R BN LRVWRY . VE— Ry
NI =7 DHEEA 2 —T =2 AT SSHEHIT D 2 LIX TE EH A,

cNATRAFTEY T 4TV R—FENETA, ZORE, BHA X —T oA R &7
DHILBENRH Y F£9,

WORIE, FHROAKRMIZEH H Management Center EINHA F—T 2 AT X —Vx T /&
A A[HEZR Threat Defense %7k L CUW E T,

Threat Defense & ManagementCenter CIlEE B H b A AT NEREERGZ T3 5720 DX
TV 7 IPT FUAERIIHRA PABBETHY , MIHREDTZOIZZDOLI7RIPT FLA
AR L TR UER Y £ A, DHCPIPDE Y B TOERIIHIST D720, S a v
THEA X —T = A ADHXAF v 7 DNS (DDNS) ZRETHZ &b TEET,
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1) £— k Threat Defense [= & % Management Center D& |
B scozm-

13:
DDNS
Server
Management
@8 Center
-
Internet ‘\: ("' Headquarters
outside (Mangement Center Access) Management
Computer
Threat
Defense

inside

IS =

T C& BRI

Management Center D #JH#IE% & % BB L CT51T L £ 7, Cisco Firepower Management Center 1600,

2600, and 4600 Hardware Installation Guide & 7213 Cisco Secure Firewall Management Center Virtual
AMTA R L TIESN,

IVKY—IVRDFIE: FETOES I =Y

FE7 oY a =72k, ¥ v —3 T Management Center % ] L C & x4 25 B
T HIE, ROX A7 #BR LTI,
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| 1) &— | Threat Defense [~ & % Management Center O & B

M TV FY—IVROFIE: FHTOED 3=

(1) .
CLI or Device | \'/Pre-configura-
Manager tion

(Central admin)

I

-

SN
(3 )Cable the

T ky—zvroFE: #BI7oeva=>y [l

'3.\_4 ) Power on the

(Central admin)

}

7 /Generate a

/ ™\
Physical (2 ) Install the 3
Setup ~ firewall ~ firewall
—
(Branch admin)
e v
Management | \ 2 Log into the
Center management
center
(Central admin)
1
Cisco \ 6 ) (optional)
Commerce Obtain feature
Workspace licenses

~ firewall
—
|
— —~ _

'i@ JRegisterthe (9 JRegister the '@_@'Coqﬂgure a
mgmt center firewall with basic security
with the Smart —p the manage- —p policy
Software ment center
Manager

A

Smart

Software license token

Manager for the
management
center

(Central admin)

("1 )|CLI £721% Device
| Manager

(h D& )

s (BEB) Y7 FNUTOMEREFH LWAR—=T a0 DA A h—
(52 =—)

* Device Manager Z i Fl L 7 SRR E (54 ~—2)

« CLI ZffH L7=F/iERE (60 ~<—2)

2 %fiﬁ@fi'{z b4 k
T

(G EHRE)

TrAT I —NEA LA =N LET, N—RU=THRBETA R
EZRLTIESN,

Re
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1) £— k Threat Defense [= & % Management Center D& |

B

axX ;&

3 |PERE Y b Ty AT U F =D — T (66 2—)
T

(Gt )

4 WY 72 v b TN ZADEPRHRN (67 X—)
T

Gtk eiE)

(5 )| Management Center | Management Center ~D 12 7 A > (25 X—)

(gD FERH)

(8) Cisco Commerce | Management Center 7 1 &2 ADHE (68 2—) : HET A &
/| Workspace VAEANLET,

(gD EEL)
(7| Smart Software Management Center O 7 A & ZADOHfF (68 ~X—) : Management
*/| Manager Center DT AL A N—27 U HERLET,
(WD BL)

(g "|Management Center | Management Center 17 A & > ZADHifF (68 X—2) : A=—1F 7
— (D A PR A&7 Y—s3—|Z Management Center %88k L £9°,

9\ Management Center | Management Center ~~¢> Threat Defense D&% (70 ~X—7)
| bk EE)

'IO\ Management Center | JuAK)7eE% 2 VT 4R Y —OFE (73 X—)
| GhRogrE)

hROEEBEIZKDERIRTE

EE

Threat Defense &, XALICHEE T HRNCFEICTHANIEKET AMLENH Y £7°,

YIRYTTFOHEREHFLWLWAN—23 0DA VR =)L

VTR =T DONR=Va rEHEE L, REIISCTHON—=Ya a2l VA =T 51213
ROFMZEFITLET, 77 AT VA —NVERETDANIHR A=V a vl VA =T 5
TlEBRIWLET, BMOKFELE LT, BBRICT v 77— FEeRIT§02 b TEET

B, REZWFTL27 v 77— RTIE, ZOFIBEZHENT L E0 ERNAPNLHERH Y
7

EFTHN—Ta

VIR aT Zyra— R N=Y0) Y —=AFEZOICH D, BEOEPTNTN D Gold
Star UV — A% F(T79 5 Z & 2 BEID L E T, https://www.cisco.com/c/en/us/products/collateral/

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K


https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html

| 1) &— | Threat Defense [Z & % Management Center O &

ATvT1

ATy T2

B vItvrrorBRLHFLLA—Cavor v b—L [

security/firewalls/bulletin-c25-743178.html |ZFEH AL TV D Y U — B H B L TS 72 &0,
el 21X, ZoEHRTIE, (EFEEZET) EH) )V —2XFKE, BRHNRY IV —2FKE
(KO RMIMOA LT F AV Y=Ly F) | FRFHEFITERHNRY ) —2FS (BUF
REEZTHTEDOOREMMDA LT F 2 Y=Ly F) ITONWTHHA L TWET,

FIE

CLIIZ#:: L E 4, A DU TIL. Threat Defense 33 X OV FXOS CLI ~D 7 7 & & (85 ~2—
D) EBBLTLEEY, ZOFETIEHa Ly Y — R R—  E2EHLTOETN, £V IZSSH
EHEHTAZ L TEXET,

admin 2—H% &L F 7 3L bR T — KO Adminl23 ZfEfH L Cu 71 o LE T,

FXOSCLIICHEG LET, fldbTuas A Li-bx, RRAUV—FE2EETLILIRODONET,
Z DA T — RiX, SSH @ Threat Defense 2 7' A 2B H S E 1,

GE) NAT — KPR FTTIZEREINTWT, NAT— RBRDNLRWEGAIEL, MR E~
DVEy NEFATL T, WATU—KRET 74V MUty NTORERH D FT,
W E~D VU ¥~ R RIEIZOWTiX,  [FXOS troubleshooting guide J % &M L T
<&,

&1

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ****kkkx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#

FXOS CLI C, FATHD A=Y a v 2R RLET,
scope ssa

show app-instance

i -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.2.0.65
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1) £— k Threat Defense [= & % Management Center D& |

. Device Manager % FA L /=B /i[5 E

7.2.0.65 Not Applicable

ATV T3 HLWA=Va i A =L THHEAF. ROFIEEFEITLET,

a) BHA L H—T oA RATHMIPT RLAZHRETILEND D5E1F. TCLIZMEH L
Threat Defense FIHIFX EDFEITOET 21 X—) | 2L TLLEE, 774NV KT
1T, EHA X —7 oA AT DHCP ZfEH L E9,

BEA =T 2 A AMBT IV EATEDLY—N=D0H LA A=V E X T a— T
HVENRH Y FT,

b) FXOSD N T TN a—T 4 7 A RIZRRE SN TODIHA A =IO FIAEFEIT L
-é‘o

Device Manager Z{/A L 1-FHRIKTE

ATy 1
2ATFw T2

ATvT3

Device Manager (Z#%ft L C. Threat Defense D #JHIEE % 51T L £ ¥, Device Manager % {1 /]
LTHMiEy b7 o 72 ETTLL, BHA LY =T oA AB LR =V v T 7 £ AREID
Mz T, BHEDT=IZ Management Center (28] V) 75 2 72 & |2, Device Manager C5% [ L7273
RTDA B =T = A ZERPIRFFENE T, 778X ar b= R r—kX2 T o
V= EOMOT 7 kv PREFRFFENRN I LICER LTS EE, CLI Z/#AT %

ELEBA LU —T A ALY XU X TV EAREOHDMMEFFSNET (L2, 77+
VN DRNERA o H—T = A ZERUTRFF SN EEA) .

1R BHHEIIZ

« Management Center D #J#1F% & % JEB L CT3E1T L £ 9, Cisco Firepower Management Center
1600, 2600, and 4600 Hardware Installation GuideZ 2t L T < 72 &\, Threat Defense %t v
N7 > 73 % HIIZ, Management Center @ IP 7 R U A E 72 IIR A M ZHE L TH LE
VAN o/ RS

* Firefox, Chrome, Safari, Edge. % 7213 Internet Explorer D/ N— a V&2 H L £,

FIE

BH a2 —& 2NES (Ethernet 12) A VX —7 = A AL £
TP AT T A — I DOEREANET,
Gx) Threat Defense % #) CTREIT 25 & XX, FIHFULISHKI 15 ~ 30 0000 £7,

Device Manager (20 271 > LET,
a) 77 UHICURL (https://192.168.95.1) # AH1LF4,
b) —¥—% admin, 77 4/L k RAT— K Admin123 AL e 7 A > LET,
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| 1) &— | Threat Defense [Z & % Management Center O &

ATvT4

Device Manager % {& /i L f=EAITEXE .

) TV RaZ—HW—IFA4 U 2ABHELFATHEL, BHERAU—-RELETLH LI
KDL ET,

MR E & 58 T4 5121, #IZ DeviceManager (212 7 A Lzt &ty N T v 70 4 H—

REfMRHLET, HBEISECUT, X=YOFHICH D [T /3 ADOREZE A% v 7 (Skipdevice

setup) |27 Vw7 LTy b T v 7 U4 —REAFy I TEET,

Ty NT T4 —REETTDHE, NEA ¥ —7 = A A (Ethernetl/2) DT 7 4 /L hiX

JENZA 2 T, Management Center DFBRIZHI D 2 5 & EICHERF S DM (Ethernetl/1) A >
Z—Tx A AbRETEET,

a) AL H =T oA ABLOEHA VX —T 2 A AT L TCRDOF T a v Z&EL, [IR

S

1

(Next) 1227V 7 LET,

[FMEA > H—T = A AT KL A (Outside Interface Address) | — Z DA X —T = A A
TEFEA =Ry V= U2 THY, v X =V ¥ TV EAA U H—T AR
ELTHERASNDGAERDD £9, 7351 ZAOPBRERHIBIDOIHRA o Z—T = A
AEERTH LI TEERA, BRUIDOT—=F A Z =T A ANT T /v DI
A B =Tz A ATT,

CR=TX T 7 CRTHB (ETINE) SRR A L H =T A AEERT B
Bt By b7 v T YA F - RORTRICTFH TRET HLERH Y £,

[IPv4DRE (ConfigureIPv4) |: A v X —7 = A AHDIPv4 T KL A9, DHCP
EHEATAD, FRETFETRAEY T 47 IPT RLVA, 7 Xy h~wRA7 . BLW
F—=ho A B ATITTEET, 47 (Off) |ZBIRLT, IPv47 FLRAERE LW
EVWOBERBELHVET, By N Ty T U4 REHEH L TCPPPOEZRET HZ &
ICEERA, A X —T 2 A ANDSLET L, F—7ILET 5, £ ISP ~Dfh
DO HRt STV, ISP A PPPOE ZfEH L TIP 7 RLAZRL L TV 554
%, PPPOE MMEIZ 2 D550 H 0 £3, U 4 P — ROETHIZPPPoE ZiX ETE E
D

[IPv6 D% E (ConfigureIPv6) |: #MA > ¥ —7 = A AHDIPv6 7 KL AT, DHCP
AT 200, ERITFHMTAET v 7IPT RLVA, L7 497 A BIOT—
Nz B ANTEET, (47 (Off) |ZBIRL T, IPV6T RLAZFEELZRNEWN
IR H Y ET,

(B4 2 —7 4 X (Management Interface) ]
CLI TR EE RIT L= HmA., BHA VY —T 24 AOREEFRRINETA,

F— B A =T 2 A ATIR—= X T 7B RAZAMLIESHAE T, BHA 2 —
T2 A ADFENMFEREINET, e 2lE, T XA X —T A AEH LT
TU—RBHTLN—T 4 VT SINDEBRNT 74 v 71, T—HA L F—T A A

DNS #—_—TI732 <, @A % —7 = A A DNS H—N—%{f ] L T FQDN % fif
WLET,

[DNSH—,% (DNSServers) |: A7 LADOEHT R L A H O DNS Y—/3, 4 §iifigik H
W21 2LLEDODNS =07 KL A% AT LET, 7 7 4/L M OpenDNS /X7 U
7 DNS #—"TF, 74—V REMEL, T 7 4/V MR L7TEWEEIEL, [OpenDNS
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1) £— k Threat Defense [= & % Management Center D& |

. Device Manager % FA L /=B /i[5 E

ATvTh

ATvT6

ATy T17

ATvT8

ZfEH (UseOpenDNS) 1% 7 U w7325 &, 74 —/L NICHEEIRIPT RLARY m—
FEnET,

[77A4 7 U4 —/VRA 4 (FirewallHostname) ]: v AT LADOEHT KLU ADKA k
4 TY,

b) [RiZlE%E (NTP) (Time Setting (NTP)) ] Z&XE L, [~ (Next) 1227V v 27 LET,
1 [#A LV —>2 (TimeZone) ]: VAT LDHA LY — EBFIRLET,

2. [NTP# A L¥—,N (NTP Time Server) ]: 7 7 4 /L b D NTP H— &3 20>, fif
HLTWDONTPH— DT RLRAEZFHTANTLI0ERIRLET, Ny 7T v 7 H
B OV —"ZBINTEET,

c) [BEETIT 90 H O 2 BA4f (Start 90 day evaluation period without registration) ]
EIRL £,

Threat Defense % Smart Software Manager I8 &k L 72\ TL Z &V, TXTOT A &L AL
Management Center CF{T S i1 E T,

d) [# 7T (Finish) ]2 U v 27 LET,

e) [7 77 R&EE (CloudManagement) JE721L[A ¥ K7 2> (Standalone) | %R T 2 K
93k HAVE T, Management Center DEHLIZOWNTIL, [A¥ » K7 2 (Standalone) ]
ZBIRL T B, [Gotlt (THE) 1 Z2@BIRL £,

(MBS TC) BEHA A —T oA ZAERELET, [T 73 X (Device) |>[f v F—7 =
A A (Interfaces) | DEFIA L H —T 2 A4 ZAEBHL TITZE 0N,

BHEHALH—T 2 AL, T—H A HF—T 2 ATRESINTZTF— T = A BULETT,
FIT 4N RTIE, BHA L H—T 2 A AEXDHCP O IP T LA — b= 2%ELE
T, DHCP 267 — bV = A ZZF LeWGH (e xiX, BHEA X —T oA A% Xy b
T—J IR L TWRWEES) | Y~ U= ET 74NV N TT XA H—T = A AT}
D, MLBEETHLEEEHY A, DHCPA L7 — T = A 2% L72GER,. (b IZE
A E—T oA ATHEIPT RLAZREL, Y~ V=2 2T =X A H—T A AT
RETHHLENRH Y 5,

A=V T 7R RMEHT DB E I LSO A =T = A 2 FLBIMDA > —
T oA RAEFRETDHHEIE. [T 3 A (Device) [Z#IR L, [ Z—7 A A (Interface) ]
DY~V =DV %7 )7 LET,

Device Manager (23172 A % —7 = A4 AOFREDFEMITOVWTIL,  Device Manager T?D
T7AT T A—NOBRE (116—) | 5L T 72X, ManagementCenter (27 /3 A
BB ET 5 & Device Manager DO EIFRFFSNER A,

[T /7314 A (Device) [V AT Li%E (Device System Settings) ][FF 42 (Central Management) ]
[Management Center] [Management Center] [7 /31 A (Device) ][ AT Li%E (System Settings) ]
[HFJZEE (Central Management) ] [Management Center] OJIEIZEE4R L, [§¢fT (Proceed) ] % 7
J v 7 LT Management Center D& B & E L E 7,

[Management Center/CDOM&##fl (Management Center/CDO Details) | Zi%E L £7°,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K



| 1) &— | Threat Defense [~ & % Management Center O & B

Device Manager % { A L /- BRI E .

15 : Management Center/CDO ) 5£#8

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDC

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
=] ' =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZH > TLWET H (Do you know
theFMC hostnameor IPaddress) ] C, IP 7 KL A F£ 72134 A b4 A& f#H L T Management
Center |IZEETEZ 5255 1E 1LV (Yes) 1% 7 U w2 L., Management Center 25 NAT D1y

Cisco Firepower 1100 22 — + 7 v T4 K [}



1) £— k Threat Defense [= & % Management Center D& |

. Device Manager % FA L /=B /i[5 E

b)

c)

d)

BIZHDD, RXT Vw7 IPT RLUAELIIEA FARLRWEAIL W Z (No) 1227 v
7 LET,

WIF1E D SSL B SALIEE T v RV & 2 B DT A ARNSHESL T 2 121%, 2722 TH 1R
FDF 34 X (Management Center & 721% Threat Defense 7 /34 A) (ZE|ZEAFE/RIP 7 N
L APETT,

[V (Yes) 1 #BIRLEHGE1E, BEEUA2—/ICDODRR MREINPT7 FLREASLE
ﬁ—o
Management Center/CDO &8k ¥ — % E L 7,

Z O F—|%, Threat Defense 7 /3A A Z X%k d % & X IZ Management Center C b 157E 3 51T
B AR OBEF— T, B —L37 XFLUTICT20ENH Y 3. A7
FATIE, BT (A~Z, a~z, 0~9) \ BRUOANA T2 () RENRDHYV ET, ZDID
I%. Management Center |28k T 2B DT NA AHEHTEET,

[NAT ID] #4587 & L £ 7,

Z @ ID I%. Management Center THIFET D2EED 1 EIR Y OXLFHITT, WTNroT
NRAADIPT RLADBERETDHHE, ZD7 4 —)L RIINETT, MGTDOT /A AD
IP7 RLARDN->TWDHHATH, NATID 2$5E 45 2 L 2453 L 9, NATID i
37 LFLATICT 20N H Y £7°, AR CFITE, BT (A~Z, a~z, 0~9) | B
FONA 7 () ERHY ET, ZDIDIX. Management Center |25 EkT DD T /A
ANIHMEHTE EH A, NATID (X, IELWT A AN DER CTHDH 2 & 2R 57
DIZIPT FLAEHAGOETHEHENET, IPT KL A/NAT ID ORGEHIZD A, %
=N T v INET,

ATY T [HEHORE (Connectivity Configuration) ] Zi%E L £,

a)

b)

[FTDAR A R4, (FTD Hostname) ] Z45@€ L £,

Z ® FQDN (X, M1 v % —7 = A A, F£7-1% Management Center/CDO 77 XA >~
B—D A RAFICERIR LA v X —T oA AR SN ET,

[DNSH—/3— 2" L —= (DNS Server Group) ] #+5& L £,

DT N—T &R 50, FrLWI—T&ERKLET, T 74/ D DNS 7 /L—
71X CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RNE E v E T,

COREICEY, T A H =T 2 ADNS b—R_R—NEREINET, By T v
74 P—= N THELLLEHEDNS r—_—i%, BEH N 70 v 7 IEHENET, 7—4
DNS #— 3—{X, DDNS (REINTWAHEHH) T2 —7 A AT I
28X VT 4R —IEHENET, BHRIN T T4 v I T =X N T T 4 v DMK
DIERA B —T = A ARKETDNS = _—(ZBFET 5720, HBHIZEHLZL O LH
U DNS = =7V —T % RIRT D[R H Y £5,

Management Center Ci%, Z @ Threat Defense (ZH| V4 TH 7T > M7+ —LARERY v —
TT—H# A2 —7 x4 ADNS P — "—F%E I FET, Management Center |Z Threat
Defense BN 5 &, m—UAREPHERFSIL, DNSH—_"—27 T v b7 4 — L5%iE
AU —lBmsivEdA, 7272 L, DNSERIE % & ¢p Threat Defense [Z£ T 7 > b7 4 —
LRERY —ZF VY THE, ZOREIZL>Tr—IAREN LHEEINET,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K



| 1) &— | Threat Defense [Z & % Management Center O &

ATv 710

ATvIN

ATvT12

Device Manager % {& /i L f=EAITEXE .

Management Center & Threat Defense % [Flifl St 2 121%, Z O%EIC—FHT % L 912 DNS
T N T A —LREET VT ATIIRETDH EaBEIOLET,

F72, m—H /L DNS H—s3—F, DNS H— =G5 TRt S5 81c 0 R
Management Center CEREF S AL E T,

c) Management Center/CDO 79 2R A VB —T =4 RIZHOWTIE, IMH (outside) ] % i8R
L/\i‘a—O

REFEHLDEBEDA VA —T oA AZBERTEETN, ZOHA RTHEHANBEEH L T
HZ EEFIHEE L TWET,

LT DOT =2 A4 =T oA AZREBIRLIZGAIE. 774V M— FEBILET,

AVHE—T oA AZBBT DT 74NV M—ERHDH I EEHERTHEIICRDDLA -V
MWFERSNET, SMFEZBRLUZGEIE, By My 7O 4 = FO—BREL L TZOL— R
TTCICHESNTWET, BIDOA o Z—7 = A 2% L 72855 13X, Management Center (4%
BT DRNST 74V hb— b &2 FE)CRET DHENH Y £9, DeviceManager (23517 H A ¥
T A v I N— NOREDFMIZOWTIL,  [DeviceManager THO 7 7 A 7 74— /LOi%E (116
N=V) | ZBRLTIESN,

[#A 52 v ZDNS (DDNS) JH:miBEN (AddaDynamic DNS (DDNS)method) 127 Y v 7 L
i‘ﬂ—o

DDNS (X, Threat Defense @ IP 7 K L A8 ZE 8 7255512 Management Center 7355 2 fEfifi K
AA 4 (FQDN) TC Threat Defense |[ZR|ZETEX 5 L9 LET, [7/354 A (Device) 1> [
2T NFRE (System Settings) ]>[DDNSH—t % (DDNS Service) | 2% L T DDNS %% &
LET,

Threat Defense % Management Center (23813 5 AijlZ DDNS Z % &7 5 &, Threat Defense (%
Cisco Trusted Root CA /32 R/Ly 63 _RTOEE CA OFEHEA HBEIRIZIEINT 572, Threat
Defense (% HTTPS #%#t0 DDNS $— S —GE#E A4 #REEC & £ 9, Threat Defense X, DynDNS
UE— b APLHAR  (https://help.dyn.com/remote-access-api/) % 9% 9T DDNS $—/3—
VAR —HFLET,

[#%#¢ (Connect) %7 U 7 LET, [BEFAT—F X (RegidtrationStatus) | %1 7 27K v
7 A1Z1X, Management Center ~DY) Y R 2 |\ZB T HBIED AT — X ANREKRINET,
[Management Center/CDOZ £%5%E D 1R7F (Saving Management Center/CDO Registration
Settings) | D AT~ 7 O%, Management Center [CBEEI LTV 7 A4 7 U4 —/LZBILET,

Management Center ~D Y)W iz % % ¥ /T 5841%. [BEkDO X ¥ /L (Cancel
Registration) %7 U v 7 LE£d, Fv A LARWEAIL. [Management Center/CDOZ §3 5%
ENDREF (SavingManagement Center/CDO Registration Settings) | D AT v 7R T4 5 £ T
DeviceManager D7 7 VW 4 R EALZRNWTL &0, AUEEA. 7 ut A3 —HE
1t L. Device Manager (ZF-##6E L7256 DA SV E T,

[Management Center/CDO& X E D R7F (Saving M anagement Center/CDO Registration
Settings) | D A7 v 7 DI Device Manager (ZH6t L7 £ £12T 5546, £ D% [Management
Center £1=1ECDO & M IEFE R (Successful Connection with M anagement Center or CDO) | &
AT TRy 7 ANRKRIHL, Device Manager 7> LYW SivE 7,
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1) &— b Threat Defense |Z & % Management Center O & |

B cuzemLrsmge

16 : IEE 1R

Registration Status ?

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

CLl Z{ERA L -FrIEE

ATv 1

ATy T2

Threat Defense CLI (ZHzfE L CHIMIEREZITWE T, FIFERECCLI 235 &, EHA
H =T 2 A A X—T % TICARAA L H—T =2 ADOFREDOHBREEINET, (7.1 L
%) Device Manager ZfiH L CHI# > N7 v 72 EIT79 5 &, FHODT-HIZ Management
Center (IZHJW B x 7o & X2, BHA LA —T2AA ABL VR =V T 7 ®8A A X —T =
A ADEEIZIMNZ T, DeviceManager T7E T L72TXTOA U F—7 = A ARENRFFSNE
T TR arba— b R =R EOMDT 7 4V NEEIFRFFES NN L ICHERL
TLEEW,

1R BRI

Management Center D #J#IE% & % R L CTH1T L £ 7, Cisco Firepower Management Center 1600,
2600, and 4600 Hardware Installation Guide &2 L C < 72 &\, Threat Defense &t~ 7 v 7
T 5HHiIZ, Management Center O IP 7 KL AL 2IIAR A M AR L TBMLERH Y £7,

Fig
T AT I —ILOEREANET,
G¥) Threat Defense % #)6O CHREEN T2 & 1%, FIHHKITHK 15 ~ 30 000 F97,

=1 —)LiR— b C Threat Defense CLI {288 L £9,
22—V — X FXOS CLI 1285 L £,

[l Cisco Firepower 1100 2 5 — + 7 v 74 K
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2 —H#—4 admin BLOVIZ T — K Adminl23 T /14 > LE,

WIHTFXOSIZu 7 A Lzt &id, NAUV—REERETLILHI>KRDONET, 2O/ AT —
Ki%. SSH @ Threat Defense = 71 b S E T,

G2) SNRAT— RRTTIZERENTOTODRLARVEAIE, T3 A% HA A=k L
THRAT—=FRET 74N M)y hTHHERH Y T, FHA A= (LOTFIEIC
DWTIE, FXOSD T TNy a—T 47 A REZRLTIIEZIN,

51 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ***x*xkkk*
Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (2855 L £ 47,
connect ftd

1 -

firepower# connect ftd
>

ThreatDefense |Zf]OCa /A o F5¢, = Fa—Y—TF 14 AEK (EULA) IZEEL
SSHEEHG ZfEH L CWAEAIE, BHEARR TV —RE2EFETL LI ROONET, TOH#
BHALE—T A ADF E%@CUﬂ/b7/7x7J7hW§réniTo

FeBA B =T 2 AT X=X T VB RN LESHATH, B4 —T = A( X
DORENMER S ET,
GE) WEEZZ VT (e xlE, AA—VZFEKRTDHZEICED) LARWED | CLI
Yy Ty U4 P—REBRYIRT LI TEERA, 2720, ZNHDOFRTET
L. %55 CLI T configurenetwork =2~ > R L CTARE CX £7, Cisco
Secure Firewall Threat Defense 2~ R 77 LU AZ B L T2 &0,

T 7 AV MEFETZIFLAENI AT LT ER T v aNICEREINET, URIZAN LIExF 0 F
FHEATAEA1L, Enter ZH L E£7,
WDHTA RT7A4 BT IZEN,

o [DHCP#EH & 721X FE) CIPv4 % 5% E L £ 90> ? (Configure IPv4 via DHCP or manually?) ] :
[F8) (manual) JZ@RLUET, BHA 7 =T oA ALEATL2TERLNEETD,
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B cuzemirsn

R

1) £— k Threat Defense [= & % Management Center D& |

TIAN= T RLAREDIPT FLAZRETLDMLENRHY £3, FHA 4 —T =
AANBDHCPIZRESNTWDOGHE, BHHOT =2 A =T oA ZA%ZHET H T &1
TEEHA, ZHUL, datainterfaces ToHHMENH DT 7 4L hL— K3 DHCP ¥ —
N=NHZE LI — T EEXINDATRENRH D72 TT,

[BHA A —T = A ADIPVAT 7 4V 84—~ = A % ANJ] (Enter the IPv4 default gateway
for the management interface) | : 77— K = A % [data-interfaces] |Z5%/E L £T, T DRXE
X, ¥~ %=V X TIBVRAT—H A A —T 2 A ZAEBLCRETE DL, Xvr T
L=V RN LTCER N 7 0 v 7 Bisib LET,

s [Ry NU—ZHFRNEE SNTGE TG M E (If your networking information has
changed, you will need to reconnect) | : SSH THifit L CWAEA I, BRI ivE T,
BHa v Ea—2 N8Ry NU—7 LIZhDHBEE, BILWIP T RL AL AT — R
THEFTEET, (F—EA X —T =4 AFHAT) T 74/ bb— hRERE ST
D, VE—FRy NI NOIRELEHEHRTEETA, a2 Y —UERITEELZ T E
A,

c [TNA A —H)LTEI L 975 (Manage the device locally?) ] : Management Center %
T 521E Thol Z AN LET, yes& AJ1T %5 &, 1oV IZ Device Manager % fii 7
ARl N/ L B

[T AT U A —ILE— RERELFEFTH? (Configure firewallmode?) ] : routed & AJJ L
FT, B~ F—T XTI ERI, V=T v R 77 AT UA—/LE— RTOHYF— b
SHTVET,

1 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ****kkkx

Confirm new password: ****xkxxx%

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...
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Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

YR=UXT I AMONEA L F =T = AERELET,
configure networ k management-data-inter face

ZDH&, IMIA L H =T = A ADIEKRI A Y VU= FIEEIT O L OITKROH T T bR
FRINET, ZOa~xr FOFEMIZOWTIE, ROFFMESRLTIZIN,

T A B =T A A ERENT 25 E. BHA ¥ —7 = A XA TIEDHCP Z{EH]
TEFEHA, 9Ty 8T vy TRRICIPT RLAZFEICRIE L > 72851, configure
network {ipv4|ipv6} manual =~ > R ZH L CTRETEH LI E L, BHEA
B —T 2 A A — U x4 % data-interfaces|ZEE L2 o2 AE, 22 TCZoav
RCERELET,

Threat Defense % Management Center (ZiB/19 % & | Management Center (A1 > % —7 = A
ARE A B—=T A A EPT LA F— b7 =A ~OFH)/L— b, DNS H—
/3=, DDNS #—s3—72 &) Zfith L TR L £9°. DNS J— S—BJEDFEMIC DN T
1L, WESW L T 723V, Management Center ClX, B TR —T % 77 E8A A ¥ —
7 = A AR AT TE £33, Threat Defense & 7213 Management Center (2 & % & BRHERE
DEMESLZ T D X0 RERITMALNTLSZE W, FEEES A P S 6. Threat
Defense (ZIZLLRTD R 21859 5 configure policy rollback =~ > Rov& £,

DDNS $—/ X—F D URL %% E 7 5 & . Threat Defense Id Cisco Trusted Root CA /32 K
VBT RTOEE CA OFEHES AEYIZEMNT 5728, Threat Defense (X HTTPS #fi
@ DDNS H— 3 —ZEBE % MEE T & £9°, Threat Defense (X, DynDNS U E— k API {1k

(https://help.dyn.com/remote-access-api/) Z i H 7 59 <XT?DDDNS — \—ZH R — KL
7,

Zoavry Rt T A =Tz A ADNS Y —N"—%FRELET, By T v
A7 V7R T (F721F configure network dnsservers 2~ > RZ2EH L T) RELE
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1) £— k Threat Defense [= & % Management Center D& |
B cuzemirsaz

FAIDNS r—_—i3, BHNT 74 v 7 IfERHENE T, 5 —% DNS —3—(%, DDNS
BRESNTWAES) FHIZZoA v —T oA AEHENAEF 2V T4 R o —
WA & E T,

Management Center Ci&, Z @ ThreatDefense (ZHIV 4 TH 7T v M7+ —LKERY > —
TT—HA ¥ —7 x4 ADNSH—/N—NFREINFET, Management Center |Z Threat
Defense Z B9 % &, B—W/VBEDHERF S, DNS P — =37 T v b7 4 — LF&E
WY =B ENET A, 72720, DNSFRE % & T Threat Defense IZ£CTF' 7w b7 4 —
LRERY =BV Y THE, TOREICL> TR —IAREN EEZINET,
Management Center & Threat Defense # [Al#] & 2121X, ZOREIC—ET 5 X 512 DNS
TIY N T A LREET VT 4 TIIRET DL EBEIOLET,

F72. m—74/L DNS H—3—[F, DNS $— =3 GHPERER THRIL SN 725810
Management Center CRREFSNE T, 7L 2, BEHA VX —T = A ZAEZFEHALTT A
A X4 L. & C configure network management-data-interface =~ > K& H L TF—
HA B —T A A€ LIz84 . Threat Defense a% /€ & —# 9% X 512, DNS ¥ —
N—2% G Z N5 DOFRE DT T % Management Center CTE) TR ET 2L ENH Y £,

BHELA % —7 = A AL, ThreatDefense % Management Center (2% 6k L7221, HEA >
H—=T 2 A AFEFINOT —H A L FZ—T 2 ADWTINDICEETEET,

Tty N T T 4P =R THRELTZEQDN N DA H—T oA AEAENET,

O RO—EE LTT R, AREEEEZ 7 VT TEET, Z0F 7T aii) vy
FUATHEHATEETN, Pty 7y 7R E OB LN T EEN,

T — X EH A NI DI, configure network management-data-inter face disable =~
Y REANLET,

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

&1

> configure network management-data-interface

Data interface to use for management: ethernetl/1l
Specify a name for the interface [outside]: internet
IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7
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Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(EE) $FED> v b7 —72 L® Management Center ~DT —4% A U H—T = A AT JEA
ZHIR L E7,

configure networ k management-data-interface client ip_address netmask

TN ETIE, TTORy FY =7 BT SNET,

Z @ Threat Defense % & 9% Management Center % /€ L £ 77,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [H#:7 R L AF{E TE RWIGAEIL,
DONTRESOLVE zffi ] L 97, BT D SSL I 5@ E T v kL& 2 BOT /31 Z[HIC
WeNL 3 512iE, 72 TH 1 B EDT /34 2 (Management Center & 7213 Threat Defense
) \CEEEFRE/R IP 7 RLAMETY, Zda~> K TDONTRESOLVE Zf&ET 5IC
1Z, BIERTEEZR IP 7 R U A E 72137 X 4478 Threat Defense (2443 CF,

« reg_key : Threat Defense % %%#k9 % & & |Z Management Center THIFET HIEEDO Y 4
A LBERF—FEELET, BRI 1337 XFUTICTH2RERH Y £3, AT
i, T (A~Z, a~z, 0~9) | BEONA TV () REWRDHY 7,

* nat_id : Management Center CTHFEET 5, LET—ED 1 ERY OXLFH|ZHEE L ET,
FEHIZT =2 A 2 —T oA Z WA T 585515, B8 Threat Defense & Management
Center D J;7 T NAT ID Z$5ET 2 M ENH Y £9, NATID (3 37 LFLUTFICT 2 LN
HYET, AHRLFITIE, BT (A~Z, a~z, 0~9)  BRUOANA T2 () 2 EDR
HV FE9, ZOIDIX, Management Center |[ZHERT HMDT A AZIFHEHTE EHA,

1 -

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

FRA 2% ) FT— N HFITIEE TE B L 91T Threat Defense #> % v FE 7 LET,

VAT LEMYNCU Yy MU T LI ENEETT, BMICERT 7 7 A2k ERA
A FHEMLIEVTDE, BRRT7AN VAT LAOBEZEFIERITIENHYET, Ny
2770y RCEFHICEEROT o ARFTINTEY, BRT 7 752Kk 0., EREEIE
LI d28, VAT AT L—AT NI Yy MU TERNILEZRATENTLES
AN
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a) shutdown =2~ R&EZ A LET,

b) ®EIRLED & A7 —4% A LED ##8£ L C, ¥ —YOBFEDUIB SN TND T & 2MERL
9 (LED 25H4T) .

¢ V¥ —VOBENEFICUMESNES, LEIISCTERT 7 7 2Kk&, Vv —v bl
HEICERZ A Z LN TEET,

XHHEADA R =)L

D AR #)> 5 Threat Defense 52 1Tl -7 6, ANA X —T = A AIpHA X —F v T
TIRATEDLLIIC, 77AT U=/ —T7 a8k L CEIREZ 4 12T 57200 T,
FOoTBHE, PROBFHEFIIREEZE T TEXET,

274 T 94— ILDr—TILES

Management Center & PR B2 —Z LV E— FOALEIZH U | Threat Defense (213 A > % —

v MEHTEIFETX £9, Firepower 1100 % -7 — 7 /VERT 21213, RO FIEEZSHR L TL
7230,

17:) E— FEBERO T — T ILIES

( Outside

— outside (Management Center access)

Console
ports

Inside

_ 0-1her”Data NeiWorks
Management Computer

FIE

ATYT1 v —VEROAMTEST, "~ FR7=2TRETA FEZRBL TS0,
RTFw T2 HEA 2 —T = A A (Ethernet 1/1) ZAENA—ZIZHFE L F T,
AT T3 WA 2 —7 x4 A (Ethernet 12 72 ¥) ZWNEAA v F F 213/ —F T L ET

™ML o
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| 1) &— | Threat Defense [Z & % Management Center O &
7r1zosREA |

ATYTE BODAS L E—T =2 A RTHOF Y FU—7 ZEEHE LE9,

ATFvTE (EE) BHo o Ya2—ZEar Y —)LR— MR LET,
THTIZ, BERIERT 7200230 Y — 8RN ELHY A, 72720, T T a—
T4 TICRBRGENDY £77,

TN ADEREA

VAT LADOERIL, TAA AOYEHEICH D v h—EBIFEAAL v FIC Lo THIEIEnE4, EBIR
ALy FiE, VT MEMAAL v F L LTHEEINTHWET, ZHICKY, AT LDTL—2R
TV Xy NETURYER—= SN, VATLA YT MU T RBIXOT =X OO Y X7 0
B S E T,

N

(GE¥)  Threat Defense Z#]O CiEENd 5 & 1%, WIHLIZK 15 ~ 30 53000 £97,

188 BRI

TN AR L TEEEORWENZMHE T2 2 ENEETT (L 2, BEEEREE

(UPS) #MEH) . BAIDOY ¥ v N U EIThRWTENR Kb L, BERXRT7 7 AV
AT LAOEEZSIER T RRELRH Y 3, Ny 77700 NTIEFIZEZEO T vt AR5
ITSNTWDTeD, BhnKbinbs e, 77 AT V4 — NV AT LETL—AT)NT vy hE

7 TEERA,

FIE

RT9T1 BRa— RET AL AR L, B2y Mok LET,

ATV T2 U —rOEET, BRI — RICEHET DIEEN 20 v h—F A TOERL /4T AL v F
AL CTERLE A I LET,

ATV T3 TS ZAOEMEIZH HEIR LED 2R LET, FEAIEIT L TWDAEAIE. T35 ADER
MA>TUVWET,

fed| [E3E 3030 T
]| e
Power LED 4}]‘

Status LED

ATV T FARALZAOHEEHDHAT—HF A LED R LET, HEICHEITLTWASYE . ERBA
ZWHCE LTV ET,
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1) &— b Threat Defense |Z & % Management Center O & |
B irosmscsamnne

GE) AA v F % ONMMPS OFF [ZHI W EEZ B &, VAT AOBIRDEAAENZEIND FT
HmadZ end 0 4, ZoMiL. v — T ORIHE/ SRV OEIE LED 23FEIC
MR LET, EIRLED 58RI A IR A E TERETL 2V TL 7ZE N,

FROEEBEICLDERETE
NEA L Z—=T 2 A AP A L H =Ry MIT 7B ATE L L 912V F— FALOEHE N

Threat Defense % %7 — 7 /L#%#i7 % & . Threat Defense % Management Center (2% 8k L CT /3 A
ADEEERTET TEET,

Management Center ~D O %' 1 >

Management Center % {# ] L C, Threat Defense % i ER L O L ET,

15 H B HIIC
PR=FENTNDLT T IFOFEMONTEL, T2 =Y a0 V=R — |
(https://www.cisco.com/go/firepower-notes) & 2 L T 72 &0,

FIE

ATV T $AR—bFINTWHT I UFEMEHLT, O URLZEZALET,
https.//fmc_ip_address

ATy T2 2= - LXRTU—-FREZANLET,
ATFw T3 v A4 (Logln) 1227V v27 LET,

Management Center D 5 1 & > X DEF

T _TPD T A & AL, Management Center (Z 1 > T &EIIKRT D058 (cf2fkSnE 4, £7
Ta T, WOMRET AL AZFEATEET,

IPS: X2 T4 AT )V AL KRR IPS
« QI T TRAE : ~ vy = T BAE
*URL : URL 7 4 V&2 U T

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN D 7
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| 1) &— | Threat Defense [Z & % Management Center O &
Management Center D 5 A 2 > X D .

%+ U7 (Diameter., GTP/GPRS. M3UA. SCTP)

VAT A AOBEIZOWTIEEE L <L, cisco.com/go/licensingguide & &M L TL 72 &1,

1a s BRI
* Smart Software Manager IZ~¥ A X —T7 H 7 2L ET,

EETHO U bERBRLTROWESIE, Vo2& 7 )y LTHLWT AU Y REREL
TL 72 &V, Smart Software Manager Ti&, #fkDO~AZ—Th 7 FEERRTE £ T,

e Mo T IAT AT T T EERA L TAIMEEND) EEAFEHT AT, TFEHO
Aw—hK VT 02T T4V T THU L NTH RS (3DES/AES) 74 &
VAERFERATEANENH Y 9,

FIE

ATVl BEVWOR—K T4 BV T TAHTY ML, WEBERIABUVAREENTND Z & %
LT EEN,

TAB AT, VATEFREREIENLT A ZAEEA LRI, A~— Y7 hy=T
TARL T TAT MY 7 SRTVWES, 7220, BETIA v AE2BNT 555
N 5451, Cisco Commerce Workspace T [#fh & VU = —3 3 @O (Find Products and
Solutions) | RER7 4 —/V REMEHLET, RKOT AL APID 2B LET,

18: 54t REHE

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE) PID 28 OB 72 WA, HESUCTE CPID 2 BN TE £,

«IPS, v/ U =T BfHl, BXLURL 741 B ZADMAEDHE
* L-FPR1120T-TMC=
* L-FPR1140T-TMC=
* L-FPR1150T-TMC=
EFREDOPID DWNF NN EEIUTIENT D & ROWT A O PID ISR 2 MR~ —2 D
VTR Y T a v EBRRTEET,
* L-FPR1120T-TMC-1Y
« L-FPR1120T-TMC-3Y
* L-FPR1120T-TMC-5Y
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1) &— b Threat Defense [Z & % Management Center O & |
. Management Center ~ O Threat Defense 0 & £k

* L-FPR1140T-TMC-1Y
* L-FPR1140T-TMC-3Y
* L-FPR1140T-TMC-5Y
* L-FPR1150T-TMC-1Y
* L-FPR1150T-TMC-3Y
* L-FPR1150T-TMC-5Y

« Cisco Secure Client : [Cisco Secure Client ¥{EH A Rl 2B L T &0,

cFxYIVT TR

AT 72 FIEOHE1E, Smart Software Manager (& Management Center % %¢&k L 77,

BERAAT 9 121X, Smart Software Manager THEk b — 7 VA LT 20 ERH Y £, FEMIC

DWW TIE, [ManagementCenter 27 4 7' L—a v A R 22 LTSN, B—F v
F7u Y a =7 DOYAIE, SmartSoftware Manager |28 Fk 5 & &, FEIFBE LIRS,

A=Ay FITOEDa=VIDISIORTUREAVREHENITH2HERHY EF, [VAT
L (System) ]>[7 A A (Licenses) |>[A~— k7 A A (Smart Licenses) | X— %
ZHLTLZE0,

Management Center ~ () Threat Defense O & &%k

Threat Defense % Management Center (28 &% L £79°,

1R BRI
* Threat Defense DFJHIFRE CTRE LT RDOIERZINEL F5,
e Threat Defense O&BLIP 7 RL A F - I1IHR A M. BLXONAT ID

+ Management Center (% §% % —

FIE

AT 71 Management Center T, [T /3A A (Devices) 1> [7 /31 A& (Device Management) | DJIEIZ
IR L ET,
ATv T2 B (Add) | Fey T Z T UZ MG, [T ZDEN (Add Device) | 2% L £7,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://cisco.com/go/firepower-config

| 1) &— | Threat Defense [Z & % Management Center O &
Management Center ~ () Threat Defense ()% % .

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WDIRT A =B ZFELET,

o [/RA N (Host) ]: i8I035 ThreatDefense M IP 7 KL A AR A M4 % AJJLET, Threat
Defense D #] D E T Management Center D IP 7 KL A & NATID Oifi 5% 8E L 7=
BlE, ZOT7 44—V REEOFFIZLTEL I ENTEET,

GE) HA Bg5%ClE. [ J7® Management Center 78 NAT D% IZHDHGH. 7I7A4~
U Management Center D78 A | IP £ 72 1344 /(72 L C Threat Defense % %§k T &

%9, 7272 L. Threat Defense % &% % U Management Center (28 $%9 5 (2
X, Threat Defense M IP 7 RLAMNAKRA NG ERET HDLENH Y £,

« [#°:4 (Display Name) ] 7 4 —/V KIZ, Management Center |27/~ 3" % Threat Defense ™
AHiE ANTILET,

o [B$%— (Registration key) ] : Threat Defense D YD E THE L7=H O L [F Uk
F—2ANLET,

s [KAA > (Domain) |: ~v/VTF RAAL VEBREZEHL CWDIHEEX. T4 A2 —T K
AA NZE Y TES,
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1) £— k Threat Defense [= & % Management Center D& |
. Management Center ~ O Threat Defense 0 & £k

[IA—TF (Growp) |: FA—T M LTVBEAEIE. 730 AT —F 20 YT F
j—O

[T/ A hr—/LRY ¥ — (Access Control Policy) ]: #WIHIAR U o —&BR L F,
FHATLIVERD DL Z EBDONOTNDH AL A RFHDORY =N TICHIHEE
BT, [T LW Y & —D1ERL (Create new policy) | R L, [T XTDO T 7 4 v 7
Z7 w7 (Blockalltraffic) | ##IRLET, B CINEEHLELTCRNT T4 v 7 &ZFFA[T
LEmTEET, WELLINTE~D RNT 7 4 v 7 OFFR (40 X—) | #5M LT
<TEEWN,

[ 19 : New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:
® Block all traffic
Intrusion Prevention

MNetwork Discovery

(o) (N

e [A~¥— KT A A (SmartLicensing) |: BT H2HEICKE R A~— T/ ALE L
T, [V =7 (Malware) | (VT =T A AT a2 lAT25TEDEE) .

[ B (Threat) | RAEAZEAT 5 FEDOHRE) . BLO[URL] (BT TV _X—ZD
URL 7 4 VB U T HFATTHTEDEE) ZFIVYTET, F: 74 A&BMLE
%, [VATL (System) |>[54 R (Licenses) |>[RAY— k54 2R (Smart
Licenses) | X=X aT7 7747 M VE—KNT 7 EAVPND T A & A%
TEET,

o [ EDONATID (Unique NAT ID) ] : Threat Defense DFAIDHE THE L7- NAT ID %5
E [./ i ﬁqo

o [N v b @Higi% (Transfer Packets) | : 7 /31 A 75 Management Center ~0 /37 NiRkE
EHALET, 2O T a v EAMIL TIPSR Snort 72 E DA X "3 U H—& i
THalE. T ABRRER E LTA XY A Z T =25 E X v N7 — ¥ % Management
Center |25 LET, ZOF TV a VBN LA, A X MERZT 23 Management
Center [ZIXE &4, N7y M —HZIFEEINLET A,

ATY T3 &k (Register) 1227V w7 L, BEgEnmh Li-Z L aRLET,
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| 1) &— | Threat Defense [Z & % Management Center O &
gxmntra) 7oy o—ngE ||

BERNRINT D L. T3 AN Y A MZBMEnEd, RRLEGAIL. =7—X vE—UNR
FoRENFE T, Threat Defense 23 EERITHRM L7-HE01L, RDIEHR %E’ému LTL &N,

s ping : Threat Defense CLIIZ7 7 A L, RO =<2 KZ&#H LT Management Center @ IP
7 KL A~ ping 2 F4T7 L E T,
ping system ip_address
ping 3 EH) L 72 W 5451E, shownetwork =2~ > REMH LTy N — 7B E L R L

9, Threat Defense EELIP 7 KL A ZEHTF HME 0N H H5A 1L, configure network
management-data-interface =~ > N&fiH L £,

ek —. NATID, 3 J ¥ Management Center IP 7 K LA : [l 5 DT /A A TR Uk
% EHEALTCHNDZ L 2R L, BHLTHDEAIINATID Z2#H L CT\D 2 & 2

L E7, configuremanager add =~ > R4 fi ] L T, Threat Defense TXt§k* — & NAT
ID% KETHIENTEET,

NI TN a—T 4 7 DFFRIZ- DWW TIE, https://cisco.com/go/fme-reg-error Z ZH L T 72 &
AN

~ — o > =JL ==
EXWLGEXT2)T4R1)O—DEKRTE
TITIE. ROBEEMEH LU CEANS X2 T 4 RY —2BET D HFIECOWTHE L
iTo
NI A v H—T 2 RENA L H—T 2 A NEIA V Z—T = A ATHHIIP 7 KL
AHBYYBTET, v R =V ¥ T IV EBARED—ERE LTIHEA X —T7 = A ADIFARFFH

TEERTELELEDY, FEFOAL X =T x4 A% Xa VT /= I2EID Y CTHNE
NHY FET,

*DHCPY—"—: 7 747 FOWNEA »F—7 = A ATDHCP Y —"—ZfEH L 7,
e NAT : SMiA v Z —T 2 A AT Z—T = A APAT ZfEH L7,
TR br—b NI A~D T T 4 v T HFFAILET,
*SSH: v —V% 77/ EA A X —T 2 ATSSHEAHZLET,

A28 —TJ14ADETE

BT D A A —T 2 AEHERDIL, TnbEEXa )T 0 —ZH ETT
IP7 RLAZBRELET, BHEIE. VATATERODD NI 7 4 v 7 2BmsED & 91T,
Pl EH 20DAVE—T 2 A AERETHLENHY £F, @BFIX. 7Ty 7 AR —A
=B FENIA v Z—Fy MIBE LT A v B —T oA 2 &, FEORY FT—27 D 1oL
LFORFTA L H—T 2 A ZREFHALET, ZNEDAL X —T = AO—FIE, WebV—/3—
REONRTY T IR ANARERT vy NERET S [FEEE ] (DMZ) &5 5E0RH
nET,
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https://cisco.com/go/fmc-reg-error

1) £— k Threat Defense [= & % Management Center D& |
B sz 1z08%

— RN IR D —TF 4 T OARTE, NEA A —T 2 A ATARAET 4 v I T R AR ERH
425 LEIZ, ISP2>5 DHCP 2/ L CHERA v X —T = A AT RLAZEIGT 52 & T9,

WOETIE, DHCPIZEAAEZ T 4 v I T RL AL NL—F v RE— RONPA v Z—T = A A
PHEAHLCT, V=7 v RE—FROWNFA v X —T =2 AZHRELFET,

FIE

AT T [T/34 2 (Devices) |>[7 73 A& (Device Management) |DJEIZEIRL, 774 7 74—
O 7V w7 LET,

AT9 T2 [{ ¥ —7xAA (Interfaces) %7 Vv 27 LET,

Overview Analysis Policies eENGEEE Objects = AMP  Intelligence Deploy ; System Help v admin v

Device Management NAT | VPNv | QoS Platform Settings FlexConfig Certificates

10.89.5.20 [ B cancel |
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing l==m Inline Sets DHCP
4 Search by name & Sync Device | | € Add Interfaces ~

Interface Logical Name Type Security Zones MAC Address {Active/Standby) 1P Address
Ethernetl/2 Physical @< &
B9 ethernet1/3.1 Sublnterface F] P
Ethernetl/4 diagnostic Physical E &
Ethernet1/5 Physical E] y

ATV T3 NS AL o Z2—T A 2D 227V w7 LET,
[£f% (General) | ¥ 7 HRFERENET,

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only

Description:

Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 3000)

QK Cancel

a) 48 LFFETO [4HT (Name) |Z AN LET,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K



| 1) &— | Threat Defense [Z & % Management Center O &
A8 —T 14 RADRE .

2. A F—T x4 AT indde £\ S &4FTEITET,

b) [£%) (Enabled) 1 F = v /Ry s A&AIcLET,

¢) [F—F (Mode) JiZ[72L (None) JICikEL-FEICLET,

d) [BEX=2VUT 1Y —2 (SecurityZone) | Rr vy 7 X7 U A MMOLEBHFONE X2 T ¢
= BB D0, B (New) 1227V v 7 LTHLWEXR2U T 4 —%BINL
£

7= & 21E, indde zone L W HLAFIOY —rEBIMLET, KA X —T A AL, EF=
V74— BLOA, v E—T 2 A AT N—TIZEN G THMERNDHY FT, A F—
T2 AZ, 100 F 2T 4V —IIORETIHLEEL, BEOA X —T A AT
N—TWBTHIELTEET, V= FERTIIN—TESNTEXF2 VT 4R >—
EHMALET, HEXIE WA V2 —T = A ZAENEY —AZEI0 4T, HMEBA > 2 —
T2 AN = NCEID S TCHZERTEET, ZOHA. NT T4 v I BRREND
NECBEI CEX A LT VA2 ary bo— L B —2BETHI LT TEETMN,
AR LNEIZIAT IR ETE T/ A, FEAEDRY) =3 EXa T 4V —2DH
PR—FLTWET, NATRY >—, L7 4 0Z K — BIORQoS KRV —T,
V=V EIFA U E =T oA AT N—T R TEET,

e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 7Y v 7 LET,

s[IPv4]: Ry 7 X7 R NP [AXT 4 7P T 5 (Use Static IP) | i3
WU, IPT RLAREF TRy NSRRI EAT v aRi TAHLET,

7o & xIX, 192168112472 L L AT L ET,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.168.1.1/24| Tgé:agi'?égQSS'255'255';28 or

 [IPv6] : A7 — b L A HBREDOSA L [HEEXE (Autoconfiguration) | T = v 7 7R v
JAEF AT LET,

) [OK]%&ZYUvs LET,
ATy T4 T4 ERATAEA v =T A AE ) v LET,
[&f% (General) | ¥ 7HRFRINET,
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1) £— k Threat Defense [= & % Management Center D& |
B oucry——omE

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

YF=TUX T I EARC DA H—T 2 AEFRNCHEEL TWDZD, AV F—T oA A
WX T TIZARINMT SN TEY, b T RLARENZE T LTWET, b DHARHE
ENWIEFE LN TL &, BH 925 & Management Center O BIEE G NPT S E T, =
DOEHTSH, BRN T 74 v 7RV —DEX2 )T 4V = ERETIHILERNDY £7,

a) [EF=VUF 1 —> (SecurityZone) ] 2w 727 U 2 R LEEAFEOHE X2 U T 4
V=BT D0, [F New) 1227 U7 LTHLWEX U T Y —2ZBIL
i‘j‘o

7=& 21X, Toutside zone| &WHLHIDY —r ZBMLET,
b) [OK] %2 Vv LET,
ATy TS [RIF (Save) 1227V v 7 LET,

DHCP H—/\—DEE

7 A7 NTCTDHCP i LT &3 B8 WO IP T RLAZRGET AL 51275
B4A1%, DHCP —_—ZFh LET,

FIE

ATY 1 [TINA R (Devices) |>[T/31 REHE (DeviceManagement) | Z#3IRL, T/1 A&7 U v
7 Lij—o

A5 72 [DHCP] > [DHCPH—/\— (DHCP Server) | #&R L £,
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| 1) &— | Threat Defense [Z & % Management Center O &
NAT D& E .

2Ty T3 [H—— (Server) |~<—2 T, [BM (Add) 122U v 2 LT, ROAFva v aRE L

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel

(M —T7 x4 (Interface) |: Ny T H T Y X RNHA L F—T = AR F
o

«[7 RL A7 —/ (Address Pool) ]: DHCP ¥— =T 25 IP 7 KL AD& FALD
e OB OFHZZHRE L E T, IPT KL AOHFAIL, BRLI-A X —T = ALFT
BT xRy b BICHFETOIHERNDY, A HX—T =2 AHHFDIPT KL AEZEDHDH I &
IXTTEEHEA,

« [DHCPY— "—%HF0Z9 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A AD DHCP
Y= R—=ZHMNMLET,

ATYT4 [OK]Z27 Uy 7 LET,
ATy TS5 [RFF (Save) 1227V v 7 LET,

NAT DR E
NAT D% FE

— 7R NAT L— L Clt. WNET FLRAEANEA v H—T =2 A ZADIP T RL ADKE— MMZE
BLET, ZOXATONATL—ILDZtEA L HF—T A AR—K T KL ZAZEH (PAT)
LIEONE T,

FIE

RATY 1 [T/AL R (Devices) |>[NAT]#27 V v 7 L, [#LLEKY >— (NewPolicy) ]1>[Threat Defense
NAT] %27 U v 7 LET,

RTY T2 KV —ZAMEMT. RY =2 EHT 27 /54 AZ@RL, [(R{F (Save) 1227 ) v 7 L
i‘j‘o

Cisco Firepower 1100 22— +7 v 7454 K ||}



1) &— b Threat Defense |Z & % Management Center O & |

B wo

Mew Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel |

AR U =75 Management Center [ZIBIISNE T, SI&FEE, RY —I— 2B 203
N ET,

ATy T3 [—nDEM (AddRule) 1227 VU v/ LET,

[NAT/L—/L DB (AddNAT Rule) | #A 70 7Ry 7 ANKRINET,

ATFYT4 ERLV—NDOF T a2/ ELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [H#INAT/L—/L (Auto NAT Rule) | %34 L %7,

[ZAT (Type) 1:[#AF v (Dynamic) ] N L 7,

ATFYTE [A v H—TxA A4 7Y b (Interface objects) |X—C, [HHAGERA X —T =1 A

47 =2 b (Available Interface Objects) ] fEINO [SeA v F—T = A AFT V=7 K
(Destination Interface Objects) | BHIIZAMER Y — 22BN L £,
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| 1) &— | Threat Defense [~ & % Management Center O & B
NAT ®%

%
H
-

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd Enab

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | o,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAd.d to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic R Enab

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
- acte or MNectingsing losg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT L —/Li3 A7 V=7 FEFRED—H#EE LT NAT 2Bt 5720, v A
T AERDany-ipvaé 47V =7 NeFERATLIZ LiIxTEERA, £, VAT
AERDA TVl NelETH LIFTEERA,

GE)
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1) £— k Threat Defense [= & % Management Center D& |
B navons~o 574 v o0

o [ZEHa3 HDPEFTE (Translated Source) | : [F855A1 > ¥ —7 = A AIP (Destination Interface
IP) [ &EIRLET,

ATY T R1F (Save) 127 U v 7 LTA—%BMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v
Device Management ~ NAT | VPNv = QoS | Platform Settings | FlexConfig | Certificates

interface_PAT You have unsaved changes [ [ save | (€ cancel |

[8] Policy Assignments (13

R Filter by Device

©  AddRule
r Pa N 7 Translated Packet \
# Direction  Type Source Destination Original original original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinations. Services Sourees Destinations. Services
¥ NAT Rules Before
¥ Auto NAT Rules
PN Dynamic o any 43 outside_zone R allipva o Interface @ Ons:taise P

ATV T8 NAT X—T T [_1fFE (Save) 127V v/ LTEFEZREFELET,

NERD S SNEBAD ~F T 1 v T DFFA

BN AR Rk LT XS, BAD [TR_RTDO T 74 v 7 &7 a7 (Blockall
traffic) | 727 8RX ar br— L RY —%ER LIS EIE. 7 AZBRT DT T4 v
I HFTAT DDA ==V EZ BT 2 0ERH Y £, ROFIETIL, NEY —
MBS = ~D ST T 4 IV EHHTHL—LEBINLET, 2 — D851,
W2ty NI =T ~D T T 47 T 5= LEBNMLTIEEN,

FIE

ATy F1 [RY— (Pdicy) > [7I AR >— (AccessPolicy) 1>[7 9 R — (Access
Policy) 123 L, FEUCKIT A [ZEV L4 THORTWAT 7R a2 br—L R v—
D Ty LET,

ATv T2 [JL—ILZEM (AddRule) 1227 VU w7 L, IRONNTA—=FERELET,

Add Rule 7 X
MName |inside_to_outside Enabled Insert |into Mandatory ot
Action |« Allow il 580

m Networks VLAN Tags . Users Applications Parts URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones €& Source Zones (1) Destination Zones (1)
| 4 Search by name saw /A inside_zone E| seuloutside_zone @
sau/by inside_zona

san/t) outside_zone
| Add to |
Source
Add to |
Destination
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| 1) &— | Threat Defense [~ & % Management Center O & B

2 i—Vx 7R TF—2 410874 2TOssHoEE [

« [£4ET (Name) ]: ZDONA—/VICA4ETZAHTET (72 & 21F. insde to_outside) .

s [iIX{E£Y — > (Source Zones) | : [fEHFIHE/: Y — 2 (Available Zones) | 2>H N Y — 2
ZIEPLL, [HE5CI28 (Addto Source) 1527 U v 27 LET,

o 5645 — (Destination Zones) | : [ A[HE72> —> (Available Zones) ] 7B 4MHBY —
VEIRIL, [S85EI2BM (Add to Destination) 1 %727 U v 27 LET,

OREFZDOEFICLTRBEET,

ATy 73 B (Add) 1227V vr LET,

=5 b=/ (Rules) | 7 —7 /WIZEBISILET,

Overview Analysis SRR Devices Objects =~ AMP  Intelligence

Deploy ) System Help v
Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions

ftd_ac_policy You have unsaved changes [ /Ay Show Warnings | [ anaiyze hit counts | [ [ Save | [ @ cancel
Enter Descrptia

Prefilter Policy: Default Prefilter Policy. SSL Palicy: Non

m Security Intelligence  HTTP Responses  Logging  Advance
Filter by Device

ATy T4 [fRF (Save) 1227V w7 LET,

TR—S% FURRT—2 A8 —T 24 ZTOH SSHDRE

IERA B —T A AT E DT —H A H—T = A AT Management Center 7 7 & A &G 2hIZ
LEESEIE. ZOFEHESTEDA v F—T =4 A TSSH ZHINTHLERNH D £3,

::f@\mmMMﬁwﬁloui@? B A B —T A AZxELC SSH ##i 2 A 223
LIFBEICOWTHA L E 9, SSHIZRZWREA v ¥ —7 = A ZK L THR—FENnEHA,

\}

GE) SSHIZBEHA L Z—T A A LTTF 740 b THINZ > TWETA, Z O A IILE P SSH
TR ELEE A,

BHA B —T 2 A AL, T ADMDA B2 —T oA AL 35BS LTV ET, Management
CenterlZ7 NA AEREL, BT H70IEHINET, 7—F A ¥ —7 =4 AD SSH
X, BEA X —T =2 A AD SSH ENFB L OS2 —F U R hE2IFLET, TOMOR
EITBERNCRESNE T, T—F AL F—T A ATlH., ZOHEHAHEHLTSSH & 77 &
AVARNERPNZILEST, T—F A H— 7:4x®$Hb574/7iLﬁ@w—%4V
TREEAMAL, HEMICRESNICAZT v 7 — F R CLI TREISNICAZT 4 v
Jo— MIFEHLEREA,

BHA B —T 2 A ADYA, SSHT 78 A Y A N &R T 5 I1Z1% Cisco Secure Firewall Threat
Defense =~ KU 7 7 L > A @ configure ssh-access-list =~ > KEZHML T &V, AH

Cisco Firepower 1100 22 — + 7 v T4 K [}
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1) £— k Threat Defense [= & % Management Center D& |
B <~+—>v70ex 55 1408— 42 TOSSHORE

T4 w7 — MEEET BHIZIE. configure network static-routes =< > K& L T 72 S
WV, T 74V BT, PIMIERERICERA V=T A AN T 74V b = R ERELE

—é—O

SSH #ffi 3451z i ARARIPT RUVRAZHFATAT 7 A L—LFHEHY A, 20O
v 27 a rOFEICEST, SSHT 7 EAEZBETAILERHBEITTT,

%Hi BEA[RE/R A A —T =2 A AZDIMEHTEET, SSHE A MNIEA X —T7 = A
WZHDBE. A v H—T = A A~DOEEEHEG OB T T,

%.

(GE¥)  SSH ZJr L7z CLI ~Du 7 A FRATH 3 Al L CTRIRT D &, 734 A0 SSH B I#& T
Liﬁ‘o

18 H BRI
« SSH N —H—(%. configureuseradd =~ > RZHH L CCLITOARE T £,
T 74V N T, MIIERERFIZ S A Y — REFRE LIZAdmin=——23F7E L £ 3, LDAP
F 721X RADIUS EDSNT 2 — W —1X, 77 v b7 4+ — A5 E T [IMTFEEE (External
Authentication) | ZRETH I LICL-> THRETEET,

« TNA AD SSH $#f5i 2 FF ] T DR A P EITFR Yy NV =2 2 EHKTDI Ry hU—2 F
7917bﬁm£ffoﬁjyl&k%fmy~9¥@~%&bfpmféi¢ﬁ\ET
RLAD I N—TF R ET DDA TV =7 b I —T 5T 58581, Lv—/LTH
BRI N—T T TIFET DL 2R LET, [T 9 + (Objects) |>[A#T >z
2 &I (Object Management) | #i®IRLC, A7 V=7 hERELET,

\)

GF) VAT AT Sany ry NU—2 AT V= MIERATE E
A, RV IZ, any-ipvd £7213 any-ipv6 = fEH L £7,

FIE

ATy T [TINA R (Devices) 1>[F 5y b T+ —LERTE (Platform Settings) ] %#1%4R L. Threat Defense
RN — B ERIRE LT,

ATw T2 [E¥=27 v =/b (Secure Shell) ] ZEIR L 9,

ATw T3 SSHEMAEZTATHA L A —Tx2A AL IPT RLAZRELET,
TOREFEHLT, SSHERZZ T ANDA VX —T 24 A, BLOZENLLOERETFA SN
57 FAT Y FOIPT RLUAEHRIBLES, HAxDOIPT FLRTIRL, Fv hI—27 7 FL
AEfHTEET,
a) B (Add) 12727V v 27 LTHLWL—AABINT 575, g (Bdit) 1427V v 27 LT

BEfF DN — L ZfRE L £7,
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| 1) &— | Threat Defense [Z & % Management Center O &
zzorn [

b) N DTENRT 4 ERELET,

* [IP Address] : SSH#%#i 2 #F /3 DR A ME7olidry NTV—J 2EET D1y hU—7
ATy NEFRIIITN—T, ATV "Ry XA Ao a—nbHERT S
M FRFHEZYV 7 LTH LRy NY—2 AT V=7 FEBMLET,

s [EX¥=2VUT 1 Y —2 (Security Zones) ]| : SSH#E & iF a2 v ¥ —T = A %5
Y= ERBMLET, V=il ¥ —T o AT, BIRENTZEF 2
T4 SV DIVARNDTFDT 4=V RIZA v H—T A A% AT, B (Add) ]
Vw7 LET, BIRSNTNWDA U F—T oA AETEXY — VRT3 AZHEE
NTWNLEXITDIR, ZHHDL—LNTF AL R A ESNET,
o) [OK]&Z U w2 LET,
ATy 74 [Save (REF) 1227 U7 LET,

Zh T, [ER (Deploy) ]>[RRE (Deployment) 1 %27V v L, E|0 Y CT=T /A RZKRY
V—HREATELIOICRVE L, BEHEEIRY —2REBETIETHEDICRY THA,

X TE D R

BREDEW & ZICRT 05 (B LET, EEEEHTIETE. T4 AETEOE
FLT 7T 4 7R ER A

FIE

ATv 1 ALEO B (Deploy) 127V v27 LET,
B 20:[RF (Deploy) ]

—
| Deploy IQ ¢ 1 @ adminv b

AT9 T2 [TRTERM (DeployAll) 1227V v 7 LTERTOT /A ZZEHT D0, [EE R
(Advanced Deploy) 1% 7 UV v 7 L CGEIRLIZT 31 RIZEHLE T,
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1) &— b Threat Defense |Z & % Management Center O & I

REDER

21: 9 XTEMH

Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment £
node2 I Ready for Deployment =)

@ 5 devices are available for deployment iz

2:EmETRRA

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

(] Device Modified by Inspect Interruption Type Group
> nodel System FTD
o | 1010-2 admin, System FTD
> | node2 System FTD
3 (] 1010-3 System FTD
> 1120-4 System FTD

Last Deploy Time Preview Status

May 23, 2022 6:49 PM [ I Ready for Deployment
May 23, 2022 7:09 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R > OAMCHLT A 2% 27 ) v 7 LET,
R 23:BEART—42 R

es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks .:) Show Notifications
m 0 running 5 success 0 warnings 0 failures | . Filter

© 1010-2 Deployment to device successful.
© 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 85 XU FXOSCLI~ADT7 U X

a<v LRI A F =T A (CLI) ZHHL T AT LD Y N7 v 2TV, AL
WRYVAT LD RTINS a—T 4 T EITVET, CLITy Y a oo R U—%RETHZ
LITTEEHA, CLIICIE, v Y — L R— ML TT 7 ERATEET,

NN a—T 4 TDDIZE FXOSCLIWZT 7 BATE T,

N

GE) F721%. Threat Defense /XA ADEHA X —T = AZSSH T CTExF4, oV —i

vy varbidfEe, SSHE v g idT 7 4 /b b T Threat Defense CLI (2729 . connect
fxos a2~ REMHH L CFXOSCLICE Rt CE £, SSHEHHD A v ¥ —7 = A4 A% T
WABEA, B TT— XA H—T 2 A LOT FLRIZEEHRTEET, — XA F—T A
ASNDSSHT 72 AIT 7 4 )V T/ >TWET, ZOFIETIE, 77 4+/L F TFXO0S
CLI 7B ay ) —)ViR— R T 7 BRZOWTHBLET,

FIE

ATy 1 CLIICu A 4512, BHa Ya—Faary Y —LR— Mg LET, B4~

ATy T2

V=T 4 VTV AT AINERUSB Y U TV RTARNELTA A =L LTLEEN
(Firepower 1100 /N— R 7 =7 A R&ZM) . 2 Y —/LR— MNMITFT 7+ /b T FXOS CLI
W27 Ed, ROV TAAHREEFHLET,

* 9600 7R —

P8 T4 By b

e NUT 4721

1 AFy7 EYEH
FXOSCLIIZHHt L £7, =—H—4 admin & FIflE Y b7 » FRHCRE LTZ/SATY— K%
EMLTCCLLICr 7 A LET (5740 MEAdminl2l) |
i :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A L £,
connect ftd

51
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B s s—orrzxcoemEEGEO ST A—F 100

_\\

ATvT3

firepower# connect ftd
>

77 A #%IC, CLI TR 2~ FOBREZMRT 51T, help £72i3? 2 A L%
4, T EEICDOWTIL,  [Cisco Secure Firewall Threat Defense =<2 KU 77 L > A ] 2%
LT EEN,

Threat Defense CLI Z##& T3 21213, exit ¥72id logout 2~ KEZ AN LET,

Zoa<wr Rk, FXOSCLI 7ur > 7 NMIEY £9°, FXOS CLI CfEfre/r 2~ RIZ
DONTIE, 22 AN LTLEEN,

1 -

> exit
firepower#

— B AR —TDIARATOEEBEGEDO NS IV a—TFTa 9

5 L DY R — b : Threat Defense

HHOEHA 2 —7 = A AZEHT 58 V2, Management Center |27 — % A X —7 =
A A& 584 1%, Management Center T B3 T 2858 O A 4 —T7 A XLy b
J—7 DF Hﬂiﬂ%’ﬁﬁﬁ_ék% T AR LW K S ICERE LET, BEICKTT 25 %
Management Center (2B L7 BRIZEBA L H —T = A AZ A T2 ERBTL5E (F—471b
BHA, FREEENLT—H~) | AV F =Tz AL Fy NT—7 OFENIE L HERK S
TR & EEEER N KDL D PR H Y £7,

DR 7IX, BEYPEREN RN SRAD NI IV a—TF o SIS B ET,
EEERAT—2 ADERT

Management Center C, [7 /31 A (Devices) |>[7 /31 A& ¥ (Device Management) ]>
[7 /34 A (Device) |>[&# (Management) |>[FMC7T 7 & ADFEM (FMC Access Details) ]
[T%‘ﬁfx 7 —# A (Connection Status) |3— Y DJEIZEIR L TEBEELO A T — X X & fife

BEEEHGR O AT — X A& FKaRT BIZiE, BREUTKT 585 CLI C. sftunnd-status-brief
a~ 2 REANLET, sftunnd-status 2 LT, KV geeEmsFrd528HT
=F7,

Z RO O N HZRITR LES, 7 Fy 20 [HEk] FRe—he—
MERPFR RSN THEE A,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC
Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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Last disconnect reason
down

F—84 28— T4 ATOEREGDO LS5 TLva—T17 ||

Both control and event channel connections with peer went

7y RO OH A 2RI LET, ©7F v rbén— b= MEERRFR SN

/Cl/\jz‘a—o

> sftunnel-status-brief
PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"'

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"'

Registration: Completed.

IPv4 Connection to peer '10
Heartbeat Send Time:

Heartbeat Received Time:

.10.17.202"
Mon Jun 15 09:02:08 2020 UTC
Mon Jun 15 09:02:16 2020 UTC

Start Time: Wed Jun 10 14:27:12 2020 UTC

Threat Defense v b7 —J FHRDO KT

BB 554 CLI ©, & HLE X O Management Center 7 7 ¥ A 5T —X% 4 X —T =
AADRy MU=V REERRLET,

show network

> show network

===============| System Information ]===============

Hostname

DNS Servers
Management port
IPv4 Default route

5516X-4
208.67.220.220,208.67.222.222
8305

Gateway data-interfaces
IPv6 Default route

Gateway data-interfaces

[ brl ]

State : Enabled
Link Up
Channels Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ TPV J-—————————————————————
Configuration Manual
Address 10.99.10.4
Netmask 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-——————————————————————
Configuration : Disabled
=============== Proxy Information ]
State Disabled
Authentication Disabled
======[ System Information - Data Interfaces ]======
DNS Servers :
Interfaces GigabitEthernetl/1
===============[ GigabitEthernetl/l ]|===============
State Enabled
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B s s—orrzxcoemEEGEO ST A—F 100
Link : Up
Name : outside
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-——mm——mmm e
Configuration Manual
Address : 10.89.5.29
Netmask : 255.255.255.192
Gateway : 10.89.5.1
—————————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled

Management Center ~® Threat Defense D& §xDHEED

BBk 2B CLI C, Management Center BN 5E T L2 Z L 2R LET, ZD=
~ 2 RE, BEEROBUED AT —F A2 FRT 55D T RN Z

AN

show managers

> show managers

Type : Manager
Host : 10.89.5.35
Registration : Completed

WCHEBELTLEE

>

M anagement Center |Z ping 9%

BEICHT 205 CLI T, koa~y FEfALT, 7= A v F—7 =1 Zinb
Management Center |Z ping L ¥ 77,

ping fmc_ip
BBk T BB CLI T, RO a2~y REHEHALT, B AL —T oA ADD

Management Center |~ ping L £9°, Zi#t, Ny 77— N LT —H A ¥ —T =
A RIN—T 4 T SNET,

ping system fmc_ip

Threat Defense NERA V2 —T A R TD/NT Y bDF ¥ TF v
BB HKTT BB CLI T, Wi Sy 7 FL—r A v H—T7 = A A (nlp_int_tap) T/37 v
FaeXxy7F v LT, FEAT Y PRFEINTWDNE I D EHRLET,
capture nameinterface nlp_int_tap trace detail match ip any any
show capturename tr ace detail

NEBA VB —TITARADAT—R R, #fet. BLUNNTry FIORER
BT 5B CLI T, Wiy 7 7 L—r oA X —7 A A (nlp_int_tap)
BHREZRLTIIZI,

show inter ace detail

(ZBE9 %

> show interface detail

[...]

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
88



| 1) &— | Threat Defense [Z & % Management Center O &
F—84 28— T4 ATOEREGDO LS5 TLva—T17 ||

Interface Internal-Data0l/1 "nlp int tap", is up, line protocol is up
Hardware is en_vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0O overrun,
pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

0 ignored, 0 abort

0 interface resets

O O O O Ul o o o

(0/0)
(0/0)

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

IW—TF 4 >0 & NAT OWESR

B KTT A5 CLI T, 57 4/L hb— bk (S*) BBMERTWDHZ L, BIOEH
A B —T7xA A (nlp_int tap) [ZNEE NAT V— L FAETH Z AR LET,

show route

> show route
Codes: L - local, C - connected, S -
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
E1 - OSPF external type 1,
Is-1s, IS-IS summary,
IS-IS inter area, *

i - su -
ia -

SI - Static InterVRF

static,

E2 - OSPF external type 2,

- candidate default,
o - ODR, P - periodic downloaded static route,

R - RIP, M - mobile, B - BGP

O - OSPF, IA - OSPF inter area

N2 - OSPF NSSA external type 2

vV - VPN

IS-IS level-1, L2 IS-IS level-2

U - per-user static route
+ - replicated route

Ll

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat
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> show nat

Auto NAT Policies (Section 2)
1 (nlp_int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 _ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server O sftunnel ipvé intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>

Z DD TE DHERR

wKDavy FEBRLT, OTXTORENFET LI LEERALET, ZhbDax

> FDZ% <X, Management Center @ [7 /34 A (Devices) |>[7 734 AL (Device

Management) ]>[7 /34 A (Device) ]>[®# (Management) ]>[FMC7T 7 & X DFEH
(FMC Access Details) ]>[CLIH /) (CLIOutput) | <—Y CTHHERTE 7,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp_int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNS DEHFMN Y L= E > M EFERT S
BRI S5 CLL C, DDNS QBRI L7z E 5 hE iR L E T,
debug ddns
> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225

Successfuly updated the DDNS sever with current IP addresses
DDNS: Another update completed, outstanding = 0
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Management Center D #EfEAN KON IHEEDHBEOO—/L/NY Y .

DDNS: IDB SB total = 0

FHNZ R L2 85A1%. debughttp =~ K& debugsd =~ > R&EMHAL £, iEAE
DORRFEN R L7235/ 1E, — FFEHENRT SA R VA F—L SN TWD Z & & HERR
LET,

show crypto ca certificates trustpoint_name

DDNS OEEZ MR T 5121 -

show ddns update interface fmc_access ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

Management Center 045 7 7 A4 JLDFER
https://cisco.com/go/fme-reg-error &M L T 720,

Management Center DEFEN KON -IGEDERD O—IL/NY D

Management Center C & BUZxIT D5 OF —2 A v Z—T oA AZEHL, *y NU—T$
fElC 289 5 Management Center 2 D DRERK O E L A BT 2856, BEUCKHT 2B OREAL
BB LB — Ny 7 LT, B RAE I CEET, 20%, Xy hU—7
BEGE DS HERF X415 K 9 12 Management Center THERKX EX TR L CHER T 9, m—n Ry
JHERBIL, BN KDL TV RWESTHHEHTE, 2O N F7 7y a—T 0 7 ORELS
THHEHTEET,

RDOHTA RT7A4 2L TIIZEN,

« FIEI DR DI BT 50 Co—h I TEEd, S SICUEToRERIC e —
ARy IFTHZ LT TEERAL

e =Ny 7 SR AL T ALY T OEATEYR— SN THER A,

e 2 —/L 3N 7%, ManagementCenter Cax & C& HFERICOAEEL T, L& 2L, v—
NSy Z0%, BB 2B CLI TOARETE DHMERA & —7 = A A B
T 5 u— I VRERICITREE L £ A, configurenetwork management-data-interface ==~ >
R %A U 72 5 1% © Management Center JEHZICT — X2 A X —T = f AGREZZEH L,
rollback =~ FZfHT 5 &, TN ODOREIFRFFSNRN I LITERE LTI ESWY,
R ICEBY & 472 Management Center 5% EICH — /L Ny 7 SIVE T,

s UCAPL/CC E— Ridu— N RNy 7 TXEHA,
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. Management Center DA RO I-HEDEEDOO—IL/NY Y

ATy T

ATvT2

« LIRTORBATICHEF SN T U b AT /3 FSCEPEAET —Zldn— 1Ny 7 TE
/\Jo

e B—L Ny ZJHNZ BUEDRENZ VT SN2, #fiR Fu vy 7ShET,

48 HHIIZ

5 )LDOY R — b : Threat Defense

FIE

BRI DB CLL T, LARTOMER~m — Ay 7 LET,
configure policy rollback

a— L3y % EEICKT AR X e — o8y 7 N IERIZSE T L Z & % Management Center
(2% L E 9, Management Center Tl fE2S 02— /ANy 7 ST 2 & AR d /3 — 03 ifd
BICHERSNET,

00— L8y 7 BRI LTZGE . — 7 BB O RIEEIZ S\ Thttps:/www.cisco.com/c/en/us/support/
docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html % Z g L T
7ZEW, HBEIZ X - TiL, Management Center 7 7 7 A DELZIT B — /v 7 3 RIT 5
ZENHY T, ZDOHA . Management Center DAL D HE % fiF7 L C. Management Center
MOHREATE X7,

1 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

EHES ML SN MR LET,

Management Center C, [7 /XA A (Devices) |>[7 /A A& (Device Management) ]>[7 /3
A4 A (Device) |>[%# (Management) ]>[FMC7T 7 ZADFEM (FMC Access Details) ] > [
fE AT —4 A (Connection Status) | ~X— Y DAIZEIRN U CTEIBHEDO AT — X 2 2R L E
7

BHEBHGE DO AT — X AR B, BEITKT B85 CLI C. sftunnel-status-brief =<
Y RFEADLET,
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Management Center ZEA L1774 70+ — LD ERD LI .

BEEDOFMENAZ 10 LA B DAL, #D NI TNy a—T 4 VI EITOMENRH Y £
T, F—BA B —T oA ATOEREFO N T TN a—FT 17 (86 2—) ZHHL
TLIEE W,

Management Center Z{FFHL1=7 714 7V + — LD EIRED U

ATvI1
ATvT2
ATvT3
ATvT4

ATy TH
ATvT6

ATy FT17

RDRTvT

VAT AEMUNI Yy N T HIENEBETY, HMICER T 7 7 E2knWis o | ERA
AVTFERLEDTAE, BRRE 7 7AN VAT LAOBRELZSXE T IERAHVET, Ny
77T RTREIZZEO T 0w ARETENTWC, BT 7 7 Z2Hk\W=0 . EIRZ Sk
Li=0d2E, 7747 T4 —NETL—ATNT %y hETUTERWIEERZ TEBWT
<TZEW,

Management Center Z ] L TV AT AZ@UIIT v v hA T TEET,

FIE

[T/34 R (Devices) | > [T/ A4 REHE (DeviceManagement) %R L £ 7,

FEET 2T A ZADRICHHWRET A2 &) 2707 LET,

[7/3 A (Device) | #7 %7 Vv 7 LET,

[ AT L (System) &7 2 a TTF L ADY Yy MO TAay (W) 2270y 7 L%
hj‘o

Ta T ERFBRENTEDL, TARALADY Yy N U UEERLET,

AV AN T AT A —NMCERE L TCWAESIE. 77 AT 04— AN vy NE T
THELEEWNL VAT AT T et —1LFET, ROTua L7 MREREINET,

System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

Y= AN BEER L TR WEAIE, K3 RS TV AT ANy Yy RE TV LD &%
MR LET,

VIS U CHEIRAL v F 24712 L, BT T2 500 Ty — 2 b YR s & Y
ATz TR ET

Threat Defense DR E % #Hi{T73 521X, [Cisco Firepower &= A > F—& | (ZH D BHEVD
VIR 2T A=V a D=2 T VEBRLTLEE N,
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1) &— b Threat Defense [Z & % Management Center O & |
B xozx7v7

Management Center D FAIZ B3 A 1F#IZ OV Cik,  [Firepower Management Center = > 7 ¢
Falb—rar A4 2L TSN,
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=% =R

Device Manager T @) Threat Defense O EFH

CDEOXMRHE

FRAFTRER TN TOARL =T 4 VIV AT A<=V v 2R 51, TR A~
V=T 4 VT VAT LR =T ¥ B ROT D HE UA—V)J%ﬁ%LT<ﬁéwO:
DEDNFIL, Device Manager TO FEIZxET A 85 OREBICHEH S E T,

ZOETIE, WebXR—ADT A A ¥y T w7 U4 ¥P—FaMH LT, BRI 505
Oy T v T EREETE T TDHECOOTHHALET,

Device Manager Tl&, /MR Y U —27 T b — KA IS Y 7 b U =7 OHARBERE
ERETEFET, £72. ZHEZ < @ Device Manager 7 /3N A& G Lo KRB/ Ry hU—7
ZHAET 2 72 DR IRERT A ADR—=T X 2N T 2 2 &30, H—DF7 /A X F
TR ONTH DT AL A% Eiery NT—7 OO S TVET,

T7AT24—IJLIZDNT

N= R =T T, BEICHT D8 V7 =T T ASA Y7 h U T EETTEE
ﬁoﬁ@’ﬂ?é%ﬁémﬂA@Wfﬂbﬂz%ﬁﬁﬁ i, TS ZADFA A —ALBNE
WD ET, BUEA VA P—=AINTWDLI D LITRRLY T N 2T =T 3 VInbE Y
BHLHA A =R KETT, [Cisco ASA 35 X O Firepower Threat Defense FFA A — AL AT A
K] 2L TLIEE0,

77 A 7 74—/, Secure Firewall eXtensible XL —7 ¢ > 7 v A7 & (FXO0S) &I:EH
HHBEIRDARV—T 4 VTV AT AEFITLET, 774 7 U4+ —/LITFXO0S Secure Firewall
ChassisManager # AR — F L CWEHAL, 77T a—TFT 4 0 7HELTRLINIZCLIOAR
NP R— kIR TWET, FEMIZOVTIX, Firepower 1000/2100 35 X OF Secure Firewall 3100 &
Firepower Threat Defense @ Cisco FXOS b7 7 /Wy a—T 4 7 A RESZHR L T TEE,

TIAND—WERT—RAV L 77 AT U4 —VIIIE AR ERITAREC, FEMAIZIY
ETHLLHVFEHA, L, 22—V PORETIE, EAFEMNIEREMHEHCTE £
T ZO8H. REVEERFC SNMP O HFFIC, EEEDEANBIIEHREZHERTE 255035
0 EJ,

c TV RY =Y FOFIE (96 ~—)

e Ry FU—VRE LT T 40 FREDOHETR (98 X—)

o TNA ZADOERE (101 _X—2)

« T AT U —LOEFHLA (102 2—)
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Device Manager T Threat Defense D &R |
B -orv-—zorozE

e B VI FI T ORRLFLVA—S g DA A R—b (103 ~2—)
e (fEE) CLI TOEHRy hU—7REDOEE (105 X—)

* Device Manager ~D 1 7' A > (107 ~<—)

« MR EDSET (108 ~2—2)

c TA B ADRE (110 X—2)

s Device Manager CO 7 7 A4 7 U+ —/VOETE (116 X—)

» Threat Defense 35 X TN FXOS CLI ~DO7 7t A (121 ~X—)

77 AT U A —/VOEROUIW (122 ~—2)

cRDAT v 7 (124 X—7)

IRY—I 2 RDFIE

¥ % — T Device Manager Z{#H L T &Ik D058 #RET 21213, ROX A7 =5
LTL7EE,
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Pre-

Configuration

CLI

Device
Manager

Cisco
Commerce
Workspace

Smart
Software
Manager

v ry—1vroFE [

!

(10) Generate a
license token

7 2 ) 4\ Y s 7 1\
(1 install the |2 )Review the (3 ) cable the (4 JPower on the
firewall network and firewall firewall
—p default — —
configuration
v
5 ) (optional) 6 ) (optional)
Install a new Change Mgmt
software —» Network
version Settings at the
CLI
|
=N 3\ - b
\./ JLog into the (.8 ) Complete the \11)Register the \12) contigure the
device initial firewall with firewall in the
manager —p configuration the Smart —p device
Software manager
Manager
| A
(o) X
\.9 ) (optional)
Obtain feature
licenses

T AT O3 —NVEA A=V LET, "~ R =TREIA K
EHRBL TSN,

Fy N — VBB E T 7 4L FEREDHER (98 X—) |

TNA ZAOFRE (101 _—2)

Ty AT U —NVOEFREAN (102 2—)

CLI

EE) Y7 2T OMEREBF LN AA—=Tg 0 DA VA M—)L
(103 ~<—2)
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Device Manager T @ Threat Defense 0 & |
B <oro—vmELT 700 rBEORR

6 | (FEED) CLI TOFFX y hU— 2 BEDEE (105 <—2) |

(7| Device Manager Device Manager ~D 1 7 A > (107 ~<—) |

8\ Device Manager MR EDOS=T (108 ~—) |

(‘9| Cisco Commerce (FE) A4 20FE (110 2—2) : HEET A o 22 HUE
| Workspace L%,

10| Smart Software | (L ADFE (110 °—) : TA LA h—r LV EAERLE
—'| Manager 4+,

(11)|Device Manager | 5 > 2DFE (110 X—) : Av— bk T4 HF—
e PSTF A AR LET

(17)|Pevice Manager | Device Manager T 7 7 A 7 U 4 —/LORE (116 ~—)

2y NID—OEEET 74 FERTFEDIER

Management 1/1 A > % —7 = A ANWNHEA > % —7 = A A5 Device Manager % L C
Threat Defense ZEH TE£9, FHOEHA V¥ —T7 o4 XX, MEADOXR Y NV —VREL
FrOR A v 2 —T = A ATT,

WO, HRENDH Y N —VBEZRLET, MM F—T oA RE T —TVET A
M DSL &7 MM EESE T 55 A1, Threat Defense 2XNENFR v F U — 27 DT _RTONL—T ¢
YT ENAT ZETT 5L, FE7 27 vy UEFE—RICTL2Z 8280 LES, Mo
V=T = A APNISPITHEHE T X D K 9 IZPPPoE % ET DM E N B 551X, Device Manager
THIHEY NT v 7 R5ET LIERIAT) 2 ENTEET,
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| Device Manager T ® Threat Defense O &
wyro—vEEETF I raEORE [

\)

) TI7FNVIOEBEIPT FLAZEHTE WSS (BHE*X Yy MU —27IZ DHCP H— —\ 5
FNTWARWEERYE) | v Y— A — MR LT, CLITH#t Y v 77 (FHEIPT
RLA, F—broxA, BIOZOMOEAR Y NU—VREDIRERY) #FETTEET,

WESIP 7 R L AZZEH T 50N & 5555 1%, Device Manager TRl > b7 v 7 Z25%E T L
TRBRICERTEET, L2 RO X 72RBUTIBNT, WEFIP 7 R L ADEEPLEIC
ROGHEWRH Y £T,

o (7.0 LIFE) WNEBIP 7 R L A% 192.168.95.1 TF, (6.7 LLRT) WNESIP 7 F L &
192.168.1.1 TT, IMNBA » F—T = A ANR— RN T 74V h 3y NT—T7 Th D
192.168.1.0 %~ U —27 LD IP 7 KL ZADEGE A5 8A. DHCP V — AR L,
WA B —T 2 ADBIPT RLRAERELEEA, ZORFEEIZ, Threat Defense H3[F U
Xy hT—7 BIZ220DA X —T oA A O LN TERWVWEDICHELET, 20
Bt WESIP 7 RLARH LWFR Y NU—7 RICHEET DL ICEETL20ERH Y F
7T

* Threat Defense ZBEEfEDONERFR v U — 27 IZIBMT 55681%, NEIP 7 N L AREEFED
Fy N —7 BICHEET DI OWCEETHLENRDH Y 97,

WOKIZ, Device Manager % {# f] L 7= Threat Defense TDOT 7 4/ D31 » T —7 B %R
LET (F74NVIRELXHER)

H24:ERsnd 4ty FI—VBRE

Outside

outside

Ethernet 11

DHCP and IPv6 autoconfig
from outside nw

Threat

Defense - il Management
Management 1/1
DHCP from
management nw
inside
Ethernet 1/2
192.168.95.1

Management Computer
DHCP from inside ifc: 192.168.95.x
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B o+ ax

\)

GE)  6.7LEIOY%A, A — %> M12NEHIP 7 FL A1 192.168.1.1 T,
6.5 LLRTO 4. Management 1/1 OF 7 4 /L kN IP 7 K L A% 192.168.45.45 T,

T 74 FRE
WMRREBRD 7 7 AT U+ —/VOREIIL, LR EENET,
« &R : Ethernet 1/2, IP 7 L2 (7.0 LAR%) 192.168.95.1, (7.0 & VAl 192.168.1.1,
« 5V &8 : 4 —H %> K~ 1/1, IPV4DHCP 2°5HD IP 7 KL A, BX OV IPv6 BEFEE
cHE-NB T T v T E—
« &1 : Management 1/1 (& EH)
« (6.6 L) DHCP 225D IP 7 KL-A

o (6.5LLFN) IP 7 KL 2 192.168.45.45

\)

(G¥)  Management 1/1 A > ¥ —7 = A AL, HH, A~v— 714k
A, BROT—FR_X—ROEHIMMEHINLGT —F A F—T =
A R TR ORI A B =T = A ATE, WA L F—T =A
ZiE, WA v F =T =2 A ATHD2EFHOmEA o —T = A
ALIEHEINES, BWNIT —F A2 —7 A ATTH, syslog
RSNMP 72 & DX A TOEH T 7 4 v 7 (THRALALTA
A AM) ITRESNET, BWiA o F—7 = RT@EFEEH S
FH A, FBMIZ OV TIE, Cisco Secure Firewall Device Manager
Configuration GuideZ 2 L T 723\,

. SO DNSH—/5— : OpenDNS : (IPv4) 208.67.222.222, 208.67.220.220, (IPv6)
2620:119:35:35, £721dt v b7 v FRECEE Lz ¥ —/3—, DHCP 2> & Hif L 7= DNS
F—R—IMEHINER A,

« NTP : Cisco NTP #—/3— : (.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org,
2.sourcefire.pool.ntp.org, F 7zt v N7 v FTREICHE LIz — 33—

e TIHILKMIL—F

CF—BALUBR—TIA R HAEDHCP S EE L LD, £-idt Y N7 v SRS
ELES =Rz IPT FLA

B UA—T AR (6.6LLF) HHEDHCP O EEGEINET, F'—hu=A%
ZELBRWGEA, T74/VML—MNINY I L —0 %N L CT—H A v H—T A
AEBEBLET, (65U N7 FL—r 2N L TCTF—F A 2 —T A A%
mLES,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

| Device Manager T @ Threat Defense 0 &4
71 zous ||

B VR —T 24 ATlE. N7 FL—r N LEBRATHLIEMDOA v 2 —F v b
F=r T2 A Bl HTHHEAETH, T4 BV ABBEREHFOZDICA X —F v T
JHANRMETHDZLICERBRLTLEES D, HBHA VX —T oA ANLREENT-
NI 74T DRPNY 7 T =Bl TED 2 EITERELTLEEN, 2Lk
DB, Xy NT—IMBEBA LB —T oA ATAND NTF T v 7 OmIEE S
nNEHEA,

eDHCPH—/\—  NIEfA v X —T =2 A AB L (6.5 LIRTIDOHR) EHA L X —T 24 AT
B0 F9,

* DeviceManager 797 R : T X TORAMDNEEAS L F—T 2 A AENTA 4 —T =
A AT ESNET,

« NAT : WESNOLAEE~DT X TD N T 7 4 v T HDA X —7 =1 A PAT

T INA A DES

( Outside

Ethernet 11

(Alternative) Management 1/1 -
outside, DHCP and IPv6 autoconfig from outside nw

management, DHCP from mgmt nw

(Optional) Console ports;r

Ethernet 1/2
inside, 192.168.95.1

Management Computer - A » €
DHCP from inside ifc: 192.168.95.x Other Data Networks

\}

GE)  6.7LHIOYA, A —F x> M12KNHIP 7 FL A% 192.168.1.1 T3,
6.5 LLAiO 4. Management 1/1 OF 7 4 /L k1P 7 K L A% 192.168.45.45 T,

Management 1/1 & 7213 Ethernet 1/2 DV F 417> T Firepower 1100 ZEBL L 9, 7 7 4/L b
T%, Ethernetl/l Z4MBE L TREL 7,

R
F

FIE

ATV v —vEROVMTET, "~ FU=TRETA PR LTI,
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Device Manager T Threat Defense D &R |
B o 7vr—rommEEA

ATYT2 BHI L2 —FERONTNDDOA X —T = A AR LET,

* Ethernet 1/2 : #FJHARREDT- DI EFL o L v° 2 — & % Ethernet 1/2 |2 B E856c 4 5 7>, Ethernet
12 2WE8xry NU—21CE LET, A —F Ry FI2IZIET 74V FDIPT LA
(192.168.95.1) BHV, 7747 b (FHarEa—F%&&t) IZIP T KL Az
T HIDIZDHCP Y — " —H FATIN D72, D OREVBEFONT R v T — 7 5%
EEBMELARVEIICLTLIEIY (T 740 FRE (100 X—2) Z25H)

* Management 1/1 (7L MGMT) : Management 1/1 Z&# x> MU — 7 i L, B
A= PNEERXy U= REIZH D, FRET 7 BATEDLZ 2R LET,
Management 1/1 1%, EFBRX >y NV —2 EODHCPH— =5 1P 7 R AZEG L ET,
DA HE—T oA AEM AT HEAIL, Threat Defense (ZE| W U THNDHIPT RL A%
PELT, BHa L EP2— AL IPT RLAIZHSGE TXALIICTALERLY 7,
Management 1/11P 7 RV A&7 7 /L hinHEE L, §HJIP 7 KL RAEZRET HMEN
HOIGEEIL, BHMa L Pa—FEary ) —LiR— MIFr—7VEERETAHELH D 17,
[ (fEE) CLITOEHR Yy NT—JREDOEE (1053—) | 2L T EI0,

#%C, DA X —T = A AH D5 Device Manager EHLT 7t A &% E TX 9 (Cisco Secure
Firewall Device Manager Configuration Guide % Z M)

ATy T3 ARy NI —7 % Bthernet 1/1 £ > 2 —7 =4 A (5L [WAN] ) (2 LE T,

T 74V FTlE, IP 7 KL A(X IPv4 DHCP B X OV IPv6 HEhRRE 2 H L CHAF L £925, #)
Wi EREICH T RLAZRETEET,

ATFYTE HBODA L E—T 2 A RO FR Yy NT—7 i LET,

274704+ —ILOERKEA

VAT LAOERIT, TAA AOEHEIZH DL v D —ERAA v FIZ Lo THIE S ES, B
AL FIE, V7 MRMAAL v F L LTEEINTVWET, T, VAT LADT L—X
TNy RETURHR—FEN, YATLA VYT NI TBLORNTF—ZOWIED U 2 7 7
B SV E T,

\)

G¥) Threat Defense % )& CEBENIT A & 1%, FIHMLITK 15 ~ 30 000D £97,

4r & SRS

TR AWK L TEEEORWEN MG T2 2 ENEETT (L 21E, WEEEREE
(UPS) #ffH) ., BAIDY v v N T U ETORWTENIR KDDL, BRRT7 7 ALy
AT LOEGEGI SR ZTAREMERH Y £, Ny 7 7700 RTIEEICEZEDO T a2 %E
TENTNWDI2H, BHNKbNDE, 77AT VANV AT LET L—AT )L vy A
7 TEERA,
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| Device Manager T ® Threat Defense O &
E® v rvzTorRLHFLOA—Cavnrvz =L |

FIE

ATy 1 BFRa—RET A AR L, By MR LET,

AT9 T2 vy —vOFET, BRa— NICBET IEENLRe v I —2 A TOERAVIA T AL T
AL CTERE A I LET,

ATY T3 TAL ZAOFMEITH HEIRLED 2/ LEJ, AT L TWDEHEAIE. T3 2A0ER
MA>TUVWET,

ATV T4 TN ADOEEIZHDH AT —H ALED MR LT, FEICST L TWDLEAIE, BREA
AL TWVWET,

GE) AA v F % ONMPS OFF [ZHI V2 B &, VAT AOBFEDEEHIZEIND ET
oMbz EnHY ET, ZOMIL. v — T ORIHE/ SRV OEIR LED AHEIC
IR L ET, BIFLED BNERICA IR DZ2ETERAY L RN T &N,

fd| [E 3030 30 T
i L | N N g g -
Power LED;T

Status LED

(FEE) VI+rOITOHEREFHFLLMVNN—2Da3 0004 Y
A +=Ib

VTR T ONR=Y a VEIERL, BREIECTHON=Y a2 YA b= 510
ROFNZFEITLET, 77 AT VA= VaRET DR A=V a vz VA b—LT 5
LB LET, MoGEL LT, BBRICT vy 7L —FeRITT5 28 b TEET
B, REZWRFTL27 v 77— RTIE, ZOFIBEZHEMNT L E0 RRNADNLHERH Y
£
RT¥ S5/ \—Yar
VIR 2T Zyra—= R N=Y0) Y —=AFELTOICH D, BEOEPTNTN D Gold
Star U UV — A% F(T79 5 Z &2 BEID LE T, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178. html IZFLHE SN TN DH U U —AERIE S B L TS 72 &0y,
Tl 2 ZOFEMTIE, (AR EZET) EHiR Y )V —2FKS, RENRY Y —2%FK5
(KO RBIBOA T F oAV =Ry F) | FFFEFICEMNR Y ) —2%K5 (BUF
WIEZZ T DO DREMHEOA LT T A Y =R Ly F) IZOWTHHB L THET,
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Device Manager T @ Threat Defense 0 & |
B e&® vorvzromzesLnsi—vavnorozb—i

FIE

AT w1 CLLICES: UE$, ZEMIC-DOUV T3, Threat Defense 35 XL TVFXOS CLI ~D 7 7 & % (121 ~2—
D) BEZBLTLLEXY, ZOFETCIEa Y —AR— EFRHLTHETR, £HYIZSSH
PHEATAZELTXET,

admin = —H¥ & F 7 3L h2%ZATU— RO Adminl23 2L Tre 71 LEd,

FXOSCLIICHERE L E T, fldbTuasl A Li-tE, RRAUV—FE2EETLILIRDONET,
Z DA T — RiZ, SSH @ Threat Defense 2 7 A 2 bEH I N E T,

GE) INAY = RPRFTTIZAESNTNT, 7NAT— RRDONLRWGEE, WIHEE~
DYty hEFATLT, WRAT—=RET 74V MYy T O0ERHY 77,
MR E~D Y v FFIEICOWTIX,  [FXOS troubleshooting guide ] & L T
<TEEWN,

&1

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **xkkxkix

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...]

firepower#

ATw 72 FXOSCLI C, ETHDON—Va v aFRLET,
scope ssa
show app-instance
1

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ATV T3 HLWA=Va i A =T HEAF, ROFIEAZFEITLET,
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| Device Manager T ® Threat Defense O &
B cucogEry r7—s8EnzE

a) BHALH—T oA ATHMIPT FLAZHRETIHILENRS I25E61F. | ((EE) CLIT
DOEHLR Yy N = REDEFE (105—2) | ZBRLTLEZEN, T 741V F Tl
BB —T oA A|ZDHCP Z{HH L E T,

BHA =T 2 A APBT IV EATEDLY—N=D0H LA A=V E Xy m— T
HVHERH Y F5,

b) FXOSD KT TN a—TF 4 7 A RIZREHENTOWEHA A =IO FIREFEITL
ﬁ—o

(FE) CUTOEEXRY NI —URENDEE

TI7HNVEDIPT FLRAZEATERWES (21X T M RZBFEOxRy NU—27 1
BN 5854) . 2y Y —/bAR— MR LT, CLITH#E Yy v 7 v (BHEIPT FLZ,|
= oA, BLEOZFOMOERR Y NT—IVREDRERE) #FEITTEET, BV
B =T 2 ADHERETEET, WEHA v X —T A ARHIA V F—T =2 ATHRETE
FHA, TNHIFHETGUI 2 L CRETE £,

)

GE) REZZV7 (FE2E AA—VEBERTL2ZLICLY) LnwnEDY, CLIty h7 v
T2 VT M EBVIRT ZLIFTEETA, EEL, TROHDORET XTI, %256 CLIT
configurenetwork =~ > RZfiH L TZAHE C& £, Cisco Secure Firewall Threat Defense =~
YR Ty LR EZRLUTIIEE N,

FIE

ATy T 1 ThreatDefense =12 Y —/L AR— Mg LE9, FEMIZ-DUWTIL, Threat Defense 35 & Y FXOS
CLI~OT7 7&%A (121 =) ZBRLTIEEW,

admin 2+ —H—¢F 7 4L h23Z2 T — RO Adminl23 #fEH L Te 71 LT,

FXOSCLIICHEG LET, fldbTua s A Li-bx, RRAUV—FE2EETLILIRODONET,
ZD/RAT— KX, SSH @ Threat Defense 2 7' A bR S NE T,

GE) NAT = FRTTIZELSNTNT, NAT—= RRDNLRVERIE, 731 A%
BAA=VELTNRT—=RET 74V MUy NT20ERHY £3, FHA
A —=AEDFNEIZ DWW TiX,  [FXOS troubleshooting guide] # &ML T 72 &0,

51

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
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B &® wcossty ro—s8EozE

ATy T2

ATvT3

Hello admin. You must change your password.

Enter new password: ***kkkk*
Confirm new password: **xkkxkk*
Your password was updated successfully.

[...1]

firepower#

Threat Defense CLI 12855 L £ 97,
connect ftd

51

firepower# connect ftd
>

Device Manager T Threat Defense D &R |

Threat Defense (ZHIOTR T A T 5L, = Ra—¥F—F &L XF (EULA) IZRIET
HEoIIROONFET, FO%, CLIEYy T v 7 A7 VP MBRERINET,

77 AV MEE LRI AT LTAER Ty aNIcR RSN ET, UENCAD LIZExZ 20 %

FHEHT %A1, Enter #H L9,
WDOHA RTA4 BB TLIZEN,

[EHA L H—T 2 ADIPVEAT 7 F NV N — 7 = A Z AJI L £ T (Enterthe IPv4 default

gateway for the management interface) |: F#E)IP 7 N L A &% E L2 HE 13,
ldata-interfaces) £72137— b7 =AL—FDIP T KL ADOWTE AT LET,

data-interfaces # i ET 2L, 7V MUY REHR NI 7 4 v I PNy 7 T L— BT
EEEN, T—HA X =T oA APKTLET, ZORTIE, A V¥ —F v MNZT 7 &
ATEXLEBOEE LR Y NU—T NRWGARICELLE T, BHA VX —T A ANDBIE
BENDIT 74w 7I00E, AV HX—Ry NT IV BRAZMLBELTHT7 4B ABERET —
A R—ZAOEHNE ENE T, datainterfaces # AT 2546, BE X v MU — 7 ICHEH
Bt L COUEEEEA > % — 7 = A ATDeviceManager (F721XSSH) %5 & T
TEITN, BFEORY NT—27 F013AA DY T— MEFELOEA X, configurenetwork
static-routes =~ > REZEH L TV — MEZ BT 2LERHY £3, T —H A ¥ —

7 x A ATO Device Manager DEEIL, ZDOERED

BB TN LICEE LT

SV, DHCP ZfEHT 54, AT AZDHCPIZ L o> TSN A X — N7 = 1 Z1fF
LEd, DHCP X7 — b7 = A IR LARAWESIZ. 74— 7 AV v RELT

data-interfaces # /L £,

[Ry U= ZIEMPE L SNICGE TR AL EIT /20 £3 (If your networking

information has changed, you will need to reconnect) | : SSH T7 7 4/ h®D IP 7 K L ATz
BELTWDOIL, FIMlEy T v 7 TEDIP T RLAZEET L L HERpuIksnE
To HILWIPT FLALANAT— RTHER L T ESV, 3 — VRIS R L %

TEEA
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| Device Manager T @ Threat Defense 0 &4
Device Manager ~D O % o > .

[TNA A u—J )V CTEB L £7 ) (Manage the device locally?) ] : ¥ 7213 Device Manager
2T 2L [ (yes) 12 AN LET, W R (no) ] &IEZ % &, Management
Center 7 /3 ADEFIIFIA L TV IAEITZ T U FEGEEMENT 22 L2k 7,

1 -

You must accept the EULA to continue.

Press <ENTER> to display the EULA:

End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

ATy T4 FHLWEHEIP 7 KL AT Device Manager (2127 4 > LTL7ZE0,

Device Manager ~D Q% A >

Device Manager (22 7' A > L C &BUCKIT D05 2% E L E7,

B BRI
* Firefox, Chrome, Safari, Edge. 72! Internet Explorer D/ N— 3 V2 L 7,

FIE

ATY 1 77RO URL A LET,
o (7.0 LIBE) WNEE (A —H > b 1/2) : https//192.168.95.1,
« (6.7 LIBE) NES (A —H x>k 1/2) : https//192.168.1.1,
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B ossc0xT

« (6.6 LK) &EE : https://management_ip, EPEA > ¥ —7 = A ALIDHCPZ 747 . h T
HBH=D, IPT FLUAZDHCP y—_"—|2 k> THRAYV £+, CLIky b7 v 7 TEH
IP7 RLAZEFE LIZSGEE, TOT7 RLAEZ AN LET,

« (6.5 LAFT) &L : https://192.168.45.45, CLIt > F7 v 7 CEHIP 7 KL AZ AR L7z
BlE, FOT RLAEZ AT LET,

AT T2 2—HF—Z admin., T 74/ FRXAT— RFAMINI23 2 fFHEL el A v LET,

RDEZRY

* Device Manager © > 7 v 70U 4 B — REFETLET, PIIREDTET (108 ~—) %
ZIRLTLIZENY,

NPREDNTET

WIWIER E & 52 T3 5121, AT DeviceManager (0 7 A > LTz &ty b T v 7w 40—
REFHLET, Ty N7 v 7 7 4P — ROETH. W OMOHARY o — 2@ iE S
NTHERE L CTW AT, AN T,

« #ME5 (Ethernetl/1) 3B X OWHEA > % —7 =1 A (Ethernetl/2) .
cHE A v F—T 2 A AN F—T 2 AD X2 VT 4 —
s WEBINBANITA~DTXTDO N T 7 4 v 7 ZEHETHT 7 A L—)L,

s NEED BN A~DTXTD N T T 4 v 7 BNA A —T = ADIP T KL ADEA D
N— F~EH A DA X —T =21 ANAT L—/1,

s NEA ¥ —7 = A ATHEITSHN TS DHCP H—/3—,

\}

GE) (f£&) CLITOEM Ry N —7REDEFE (1052—) OFIEE2FEITLEREE. o
LDHX AT DO—HR, BARKENIIEEE SAT— ROET, BLOERA & — 7I4x&£@
AV B =T 2 A ADHFRENT TIZET LTWABHIET TY,

F|iE
ATFYT1 2o Ra—V— 34 28N ELFATHEL, BHERRAUV—FE2LEFTDLLHI12KD

bIET,
BATT DIZIE, ZNODOFIHEZETTHLERH Y £,
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agsazoxT [

ATYT2 WA v H—T 2 A ABLOEHA VX —T 2 AR L TROAF T > a U EREL, R~

ATvT3

ATy T4

(Next) 1227 VU7 LET,

G¥) [k~ (Next) |27 Vw7 THE, BHEDT A RAEHINET, 1 F—T =
A ADLHENE [9885) & 720, Toutside zone] EF¥ =V T 4V —ITBMESNE
T, REMWENELWZ E2MERLET,

a) [IMNEA > Z—7 A A (Outside Interface) |: ZAuE, 7F'— hv oA N—XIZHHRidT D70
HOT—H R— L TT, T, ZAOYMHERFHBIDOINA v H—T = A AZRIRNT 5 2
LIETEFERA, BYIDOT =X A B2 —T 2 A ANT 74V NOINERA o H—T =2 A AT
R

[IPv4D%E (Configure IPv4) ]: #MiA > #—7 = A AHD IPv4 7 KL A7, DHCP %
T2, FRETTEHTAYT A7 IPT RLA, 7Ry b~RA7 BIOF—h
VA B ANNTEET, 47 (Off) [ZEIRL T, IPV4T RLAZHE LR EV D IR
KbV ET, By b7 v 7Y 4P — RZHEH L TPPPOEZGHET D Z LILTEEH A,
AU B =T 2 A ANDSLET A, 7F—TI/VET A, FTZIXISP ~OMOBEGIZHEE S 11T
BY, ISPAPPPoE ZfH L TIP 7 R AZ#A L TV DHA X, PPPoE B EIZ R D5
ARHVET, V4P — FOETHIZPPPoE #RETXET,

[IPv6 D% E (Configure IPV6) ]: #MEA v ¥ —7 = A A D IPv6 7 KL AT7, DHCP %
T 50, EREFFHTRAYT 4 v/ IPT LA, FLT7 4 w7 A BEOSF—hU=
AZANNTEET, 47 (Off) 1ZBIRL T, IPv6 7 RLAZHE LR E WD BT L
HoET,

b) [BEA 42 —T x4 R (Management Interface) |

[DNS#—/% (DNS Servers) |: A7 ADOEHT KL AHOD DNS H—/3, £ FifiERHIC 1
DLLED DNS —"D7 R 22 AT LET, 7 74/ hE OpenDNS /37 V 7 DNS
P—NTF, T4 =V REREL., 774/ MIELZWEAIEL, [OpenDNSZ £ (Use
OpenDNS) %227 Vw7 325L, 74— )L NIZHEERIPT FLARY B —RINET,

[Z7 AT V4= A R4 (FirewallHostname) ]: AT LADEHT RLADKA N4 T
hd‘o

VAT LA ERE L, [k~ (Next) 1227V v 7 LET,

a) [#A LY —2 (TimeZone) ]: VAT LDHA LY — U HRINLET,

b) [NTP# A L#—,3 (NTP Time Server) ]: 7 7 4/ h®D NTP — & HT 50, AL
TWANTPH— DT RLAZFEICANTH0ERIRLET, Ny 77 v 7 HICERD
P—REBNTE ET,

UEE) VAT LDAR— I AERELET,

Threat Defense 7 /31 AZMEATSH &, BEIFNZHEART S B ARFWTEET, T XTHIE

MoA v RIAT g T,

A= IABVVADT OO " EREL, VAT ADBNELTETAA v A EEHT 205

NHYET, HINL0 HEOFEM T A o AZ2HEHL, B TAS— I BV AEZRETE

i‘j‘o
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ATy TH
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TNA AT SBET DX, V27 %27 Y v 7 LT Smart Software Manager D7 7 7 > |k
W7 A4 LET, 74 BVADRE (110 2—) 2L TIZEN,

P T A 2 A BT DI, EEETT1290 H ORI 2 BA469 5 (Start90 day evaluation
period without registration) | %&£ 7,

[#7T (Finish) 1 #27V v 7 LE7,

RDBERY

THET A B A E G EREMMATHZ L TEETN, T ALREL, T4/ 2%
BRI ezr@oLET, 2ZRLTKESVTI A B 2OKRE (110 ~—) |

* Device Manager ZffHl L CT7 A RA&ZHRETHZ L TEE7, [Device Manager TP
T AT UA—NOHEE (116 2—) | 2L TS,

SAtE U RADETE

Threat Defense 1%, 74 B ADBALB LRI A v L ATV O— 0 EBBNARER A~ — b
TR 2T IA VT EERALET,

Uy — T EBET S L. Smart Software Manager [Z ¥ — 3 & Smart Software Manager [ D i&(5
Mo IDAEAEFEZRITLET, /o, BOREHET T My —v BBV B THNAET,

VAT A AOEIZOWTIEEE L <IL, cisco.com/go/licensingguide &M L TL 72 &1,

Essentials 7 1 B A XAEPICE ENE T, Av—F 748V ATIE, EEHAL TR0
i ORERE 2 C % ¥ 97, Smart Software Manager (24835 &, T <IZT7AMB ADEM%
G CEET, o, BTIA BV AZMATHZ L TEET, ZHICL - T, HreDERH
BROMHEHNFEEICZRY | BEFEOKBICK DBIEN 2L RV ET, ROTA B AZHERL
TLEEY,

IPS: X2 T4 ATV V2 AR IPS
e I T TIHE LT = TR
sURL : URL 7 4 L& U 7

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN O 7~

15 H B HIIC
* Smart Software Manager (¥ A X —T7 U hEFHLET,

ERETAT MERHLTRVERITZ. Vo2& Vv 7 LTHLWT AUy MEREL
TL 2 &V, Smart Software Manager Cl&, MO~ A X — T ho v b EERTEET,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K


https://cisco.com/go/licensingguide
https://software.cisco.com/#module/SmartLicensing
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| Device Manager T @ Threat Defense 0 &4
sttvzoiz |

e o TIAT AT T TEMERA L TAIMEEND) BEEAFEHT AT, ZFEHO
A —h VT T2T T4 LT THY L STl RE S/ (3DES/AES) T4 &
VAEBFHATEAXNENH Y 97,

FIE

ATVl BEVWOR—K TA4® VT TATY ML, MEBERIABUVAREENTND Z L %2
LT EEN,

TAB AT, VATETIFRERBEIENLT A ZAEEA LRI, A~— Y7 by =T
TARL T TAT MY 7 SRTWES, 2L, BETIA v A2BNT 555
MBI H AL, Cisco Commerce Workspace C [ & Y U o —3 a D% (Find Products and
Solutions) MR ~7 4 —/V REHEHLET, KOT A& APID B LET,

RK25: 54 o ARER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE) PID 2R ONERWEEIT, BESUZTFETPID 2 BIMTE £,

«IPS, /U = TP, BXLURL 7 A & ADMAEG D
* L-FPR1120T-TMC=
* L-FPR1140T-TMC=
* L-FPR1150T-TMC=
EFRLOPID DNF N EEIUTIENT D & ROWTIHO PID IR 2 MR~ —A2 D
VTR Y T a v EBRRTEET,
* L-FPR1120T-TMC-1Y
* L-FPR1120T-TMC-3Y
* L-FPR1120T-TMC-5Y
* L-FPR1140T-TMC-1Y
* L-FPR1140T-TMC-3Y
* L-FPR1140T-TMC-5Y
* L-FPR1150T-TMC-1Y
* L-FPR1150T-TMC-3Y
* L-FPR1150T-TMC-5Y
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¢ Cisco Secure Client :

Device Manager T Threat Defense D &R |

[Cisco Secure Client 387E 4 A Rl 2L T &V,

AT 72 Smart Software Manager T, Z DT /A AZ BT BT B> hOXGEN—27 v &2FRL

Tavr—L%E1,

a) [Inventory] #7 VU v 7 L7,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [General] # 7 C, [New Token] #7 V v 7 L7,

General Licenses

Virtual Account
Description:

Default Virtual Account:

Product Instances Event Log

No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days)

Expiration Date Description

FTD-5506

c) [B&k h—72 > &1ER (CreateRegistration Token) | %A 7 0 7Ry 7 AT, L FOREME
AH LTS [ h—27 »%{ERk (Create Token) 1227 U w27 LET,

\firtual Account:
Description:

= Expire After:

Create Registration Token L

This dialog will generate the token required to register your product instances with your Smart Account.

30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

« [E%BA (Description) |

o [HZhHAR (Expire After) ] : #E5HEIX 30 H T3,

s [ZD b= ARG S A7 B Ol A B RE

FFr9 %  (Allow export-controlled

functionality on the products registered with this token) | : &R S{LAFFAI STV D
DSBS 2 T ITAT AT I T EAENILET, ZOBREENT L TIEDY

[l Cisco Firepower 1100 2 5 — + 7 v 74 K
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ssevzngz |

B, IOF T arEI I CTRRTAIMLERDHY 9, B TIOMEELHNCT S5
BlE. TARAAL 2B LT 0 F 7 FX—TEBEL, T35 2% Y m— R4 55BN
bV FEFT, ZOFT v a rBREREINLWVEGE. T Ty MIm R HESEE 2 R —
FLTWEHRA,

h—=27 %A o _v M IEMENET,

d) b2 OFEMIHBERANTA a7 Vv LT[b—2> (Token) | XA T 0 J7HRy
P AERE, =20 IDE7 VU v R—FIZabt—T&x5 X912 LF I, Threat Defense
DOBEERRINTE 2 L ZICBROFIETHEHAT L7201, 2O =7 U ZHHEL TEBEE T,

26: ~—9 VDERR
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MjM3ZJIhYTIZGOdOSDOij2L@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =

K27: b—H DaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

AT w73 DeviceManager T, [7/34 A (Device) 127 Vv 27 L, [A~¥— T A& A (SmartLicense) ]
OY < —T[EREDFK T (View Configuration) | %7 UV v 7 LET,

[A~— K T A% A (SmartLicense) | X— T NERINET,
ATV T8 [T, AD% Gk (Register Device) | %7 UV v 7 LET,

Device Summary
Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90.....
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WIZ, [A~— T A B AD%E (Smart License Registration) | Z 4 7 &2 77K v 7 ADFERIC
WEsT, =27 ICHE0 I ET,

Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5Vm mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
[ 5 ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

ATYTE [T/ AD%Ek (Register Device) ] %7 UV v 7 LET,

[A~— ]k T4+ A (SmartLicense) |"X—IZRYD £7°, T34 ABEFIIKRD A vE—
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TNA APNIEFITRERS I, ~—UREHFIND L, ROL I IZFRSNET,

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

[l Cisco Firepower 1100 2 5 — + 7 v 74 K
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ssevzngz |

AT 6 VEIGEL T, TNENDOAT > ay T4 A0 [HMMb/EshE (Enable/Disable) ] = k
n—NL&E7 Uy LET,

‘SUBSCRIPTION LICENSES INCLUDED

IPS ENABLE Malware Defense ENABLE

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion policies in access rules. You also must have this that detect and block malware in files transmitted over your netwaork.
license to apply file policies that control files based on file type.

Includes: Cg File Policy
Includes: T Intrusion Policy

URL Cisco Secure Client Type Advantage v

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.

Includes: URL Reputation Includes: RA-VPN

« [£5%{t (Enable) ] : CiscoSmartSoftware Manager 7 4 7 > MZ T A B A& %8k L, Hl#H
SNTHEREDNHNI /R0 F9, T4 B AL THIBEIEND R o—%FHEL, BT
TET,

o [#5h{t. (Disable) ] : Cisco Smart Software Manager 7 /1 7 > kDT A {7 L A % B E3ARER L |

A ST BERE N NI 2 0 97, FILWARY U —OEREORE S, ZOMREAEH T 5
ﬂ‘o U \:/_‘O)Egﬁ %) VG% i'ﬁ__/\/o

* [Cisco Secure Client] [RA VPN] 7 1 £ Z 2 HMZ LTIGEFE, EHT L2742 2D %
4 7" ([Advantage], [Plus]. [Premier], [Apex]. [VPNEEM] (VPN Only) . ¥ 72/ [Premier
& Advantage (Premier and Advantage) ] [Apex and Plus (Apex and Plus) ] ##&R L £,

Type QEGEREREIRS DISABLE

VPN Only

Premier

Premier and Advantage

HREZ AT DL, THU Y MITA B ADBRWGEIEN— U 2B L 7RISR OIERERL
Ay —UNFRINET,

Device Summary

Smart License

e LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11:57 AM
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

Cisco Firepower 1100 R 2 — + 7 v THA K .
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. Device Manager TD 7 7 A1 79+ —ILDERTE

ATy 717

WHE Koy 7H2 o U AR D [BEEOFERY (Resync Connection) ] %384 L T, Cisco Smart

Software Manager & 7 1 & > A EH A [FH S £ 7,

Go to Cloud Services

Resync connection

Unregister Device

Device Manager TD 7 74 77+ —ILDEXTE

&M

WOFNETIE, BIEREOREOMEZFHB L £, FFIEIZOWTEEMREREFRTHIC
X, RXR=VDO~NNTHRE (?) BIY I LTLIEEND,

FIE

DA 2 H—7 = A ANHBEERET DAL, [T 73 A (Device) |ZERLC[AM ¥ —T =
A A (Interfaces) | DWED Y 7 %2V v 7 LET,

Bt —T 2 A 2DfET A ay (@) 22V 97 LTE—NEREL, IPT RLAARL
DERERTERZLET,

WOFITIE, Web F—R_R—=R DT Y w77 7 B ARRERBELZEE TS [FEEHIH
(DMZ) ¢ LTHATAT-0DA v —T oA 2R LET, 8T L7256 [IR1FE (Save) |
o Uy LET,

E28: 48 —T 4 ADIRE

Edit Physical Interface

Interface Name Status
e ©
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static e

IP Address and Subnet Mask

192.168.6.1 24

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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Device Manager TM 7 7 4 7+ —LDEETE .

ATV T2 HLWA U —T oA ZAEERT D551, [F7 V=2 & (Objects) [ZEIRL, B[k

ATvT3

X2 U7 ¢ —> (Security Zones) | ZEIRL 7,
WEFIIVNECSCTHLWWY =2 ERLET, A —T =2 ATERL, X2
T4 S = NCEONWTRY =R T 5720, HEA v F—T 2 A AT —= B L TWB L
ERHVEST, A X —T oA AEERT HGE. VI F—T oA A%E ZEILT
XFHA, ZOED, FHLWA v E—T A 2B ERR L%, FRE3BEOA X —T = A A
OAMEEE LRI — 7V NERETHVLERH Y F7,

WDHITIL, DMZA ' H—T7 2 A ADT=OIZH LWDMZ Y — 2 Z1ERNT 5 HikE R L ET,
E29: ¥ )74 J—2AFTTH b+

Add Security Zone

Name

dmz-zone

Description

Interfaces

(] dmz

W2 4 7> FTDHCP 2l L TF /8 2B IP 7 FLAZEET5BE81E. [T/AM R
(Device) | > [P AT LEE (System Settings) ] > [DHCPH—/3— (DHCP Server) ] Z#4R
LTHh 5, [DHCPHY—/3— (DHCPServers) | ¥ 7 &R L £,

T TN A Vv F—T = AR SN TS DHCP— =N H 0 £, 7 RL A T—
NEFRELZY . TREHIRLED TN TEET, tONEA v ¥ —7 = A A &Mk L
AT, TNHDOA v —T oA A EIZDHCP Y — =% Y v b7 v 7T 500 I — %1
TT, [HEZ7 V7 LTENERA v H—T 2 A ADY— =L T RLAT—)LERER L ET,

[#%5% (Configuration) 1 ¥ 7 T2 74 7> Mgt S5 WINS B L O'DNS D U A h Z i
TAHZELLTEXET, WOBITIZ, 7 R F—/L® 192.168.4.50 ~ 192.168.4.240 T inside2
A B2 —TxAALEODHCP y—N"—%RET D HEERLTHET,
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. Device Manager TD 7 7 A1 79+ —ILDERTE

ATv74

30:DHCP H— /53—

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

[7/34 A (Device) ] Z#EIR L ThH, b—T 17 (Routing) ] 7 /NV—7T [(XEDFER
(View Configuration) | (E7IL[HRHMDAZ T 1 v 7 /b— bk ZA{ERL (Create First Static Route) ])
7V v 7L, T7ANb— FERHBRLET,

T 7 AN b b— NMIIEE, INBA v H—T 2 A RALSINTFET DT v T A MY — A FE I ISP
N—HEfR L TWET, T 74/ hD IPv4 b— MIEED ipvd (0.0.0.0/0) . T 7 /L bD

IPv6 /L— MIEED ipv6 (::0/0) T, HHTLHIP A=Y a T Eii— bEERLET,

PERA B2 —T 2 A ZADT KL ADRIGIZ DHCP 24 5854, NERT 74/ bk L— b
ZTTICE>TWAZERHY £7,

) IOR—VTER LN MY, T—F A B —T = AOHBTT, EEA
F—T = A AITRELEY A, [T/NA R (Device) | > [V AT LRRE (System
Settings) | > [BEA 2 —2J x4 X (Management Interface) ] TEH— U =
A EZRELET,

WOFENZ, IPvd DT 7 40k b— R aRmLET, ZOBITIE, isp 7 — 7 =AIXISP 7' — |
JxADIPT RLAZ#HNT L3y hU—27 7= hTT (7 RLUARITISP 6T
HVERHY ET) , [F—FU A (Gateway) | D FEED [HT LRy 8T —7 Z{EKT 5
(Create New Network) | Ky 77X VR &2 Vw7 LTCZOFT V=2 MaAERT 5
ZENRTEET,
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Device Manager TM 7 7 4 7+ —LDEETE .

B 31: 774 MIL—F

Add Static Route

Protocol

@ 1Pva O mve

Gateway

isp-gateway

Interface

outside

Metric

1

Networks

:.CJ any-ipvd

ATv 75 AU — (Policies) | #BINLTHy hTV—2rDEX2 VT RN —%HRLET,

FNRAA VY T v 7 74P —FRit, WY — 0By — OO T 7 4y 7 7a—%
B LET, £, AMBA v F—T = A AZHERTLHEI, B4 0 F—T A RIHKHT D
AV B =Tz A ANAT bANILET, HILWA v F—T oA AR LTEHAETH, NE
V= ATV MGENT ABEIEFNHICT 7 A HHEL— N BEEEH S E T,

72120, BEROWNEHA V¥ —T =2 A AR DEEIL. WY —V o NE —r~D T 7 4 >
77 —%dFRT 5T 7 AL — A BMETT, ot U T 40 = EBINTA5E
X, #N6DS—2EDNT T 4 v 7 BHFATHL—INMNETT, I HIIRIEROEEIC
AL/ = I

IHIC, MBENLE LT AREREG LD, FOMORY) —%2FELT, BIF—E2D
A, NATB X7 78 A L— L2 HFRETEET, RORY O —2RETXET,

« [SSL# % (SSLDecryption) ]: BA, ¥/ 7 =772 EIZOWTH S S - #f: (HTTPS
728 ERET LA, BERAE LT OLNERH Y £3, FOBRAE ST D LER
LM EHIWTT HITIESSLE SR Y —Z2 A LET, AT Lk, MAERICHR 4« B
L ET,

[(TAT T 47 4 (dentity) |: fHlx DZ—H—IZxy NT—27 T 7T 4 €T ¢ ZBE
F5. Frida—Y—FHida—Y =N —T DA NR—=T SIS TRy FTU—7
T 7 ARG AEAIE, FFED Y —Z P 7 RLRICEEMIT bR TWAE 2 —HF—%
HETHEDICTAT T 4T 4 R —%FHLET,

[BEX=2 VT 4 AT Y T A (Security Intelligence) |: 77 v 7 U A MERIEHD 1P
7 RUAEZIT URL OB 212 B Ry 795100, X2 )74 AT V=
ZRY =% LET, BBMORERYA b7 T v 7 U2 MOBRERTE, 771X
Ay hr— R —TENLEZEET DMENRL 2D £7, CiscoTiE, BX=2U T o
AT VY2V ADT Ty 7 U A NBBICETSND L5, BEMORERT RLAL
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. Device Manager TD 7 7 A1 79+ —ILDERTE

ATvT6

ATy IT1

URLDOEME T 7 + — P&t L CnEd, 70— F&il+5L, 79927 U A FDH
HZBMEITHIRT 272D Y — %2R T 20BN H Y FH A,

*[NAT] (Ry FU—27 T RLRAZEH) NPT RLAZIRONL—T ¢ 7 W[RER T R
U AT D12 DIC NAT R Y — & L £,

o [7 7 &AMl (AccessControl) ]: F > hU—7 ECHFA[T HEEHOIEICT 78 A a2
ra— AR —2FHLET, EX=2VT 40 V=2 IPT RLVR, u hat, Fm—
N, 77V —var, URL, 22—V —Fida—HF— 7L —F 2L > TT 4 VHIHET
XFET, F, TIZEARKEL—NAVEERALTRASLTZ 7 AL (A0 =T) R v—%
WHLET, ZORY —%2FHLTURL 74V H Y o7 E2FEELET,

s [{2 A (Intrusion) ]: BARY —ZHEH LT, BERMOEREZRE L £, 7 7 & A4
N—NVEFEHLTRARY —Z@EALETH, RARY —%HE L TREDR AL —
VBRI H N F 13N cx F9,

WOFITIL, 77 AHBEIRY > —CTHEY —> & DMZ V=2 DORIO N T 7 4 v 7 a4
LHHEERLET, ZORITE, [BOHR% T (At End of Connection) | 23EER 4L TV 55
A, [BX 7 (Logging) | 2BV THOWTNOX 7 THL AT a VTR ESHEE A,

K32: 79X arra—)LKRYo—

Add Access Rule

Order Title Action
2w Inside_DMZ B slow v

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones +  Metworks +*  Pos +  Zones *  Networks *  Pons/Protocols +
B inside_zone ﬂ LI

[7 /34 A (Device) | Z#BR L T2 H, [HH (Updates) | 7 /—7 T [REDET (View
Configuration) 1% 27 Vw7 L, VAT LT —HARXR—AQEHFAT V2 — NV ERELET,

BARY —ZFH L TWAHEAIL, L—/ & VDB OF —F X— 2 & EMI e EH &2 iR E L
EFT, EX2 VT4 ERT7 4 — REFEHTLIHEE. TNOOEHAT Va2 — L EHELE
T, —EHEHEL L TEX 2V T 4R Y U CHIB BB R A ERT 2581, 07T —Z—
ADEFHAY P a— NV EHELET,

A=a—0 A (Deploy) | RZ %27V v L, [543 <EHATS (DeployNow) | HRH

B
(@;)%7UV7LT\%EW§%?N4ZK%%LiTO
EHEIT, FNOEEBRTL2ETT A A THDTRY £HA,

[l Cisco Firepower 1100 2 5 — + 7 v 74 K
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw L RIA A F—T x4 A (CLI) A LTV RAT LDy bT v 7TV, FEARK
WY ATLDRNT TN a—T 4T HITVET, CLITy v a bR —2RETDHZ
LITTEFERA, CLIICIE., 2 Y — A R— R NIEEFELTT 78X TEET,

NIV a—T 4T DEHIZE FXOSCLIWZL T 7B ATEx£7,

Y

GE¥)  F7-1%. ThreatDefense /51 ZADEHA L X —T = A AZSSH TH T FE4, =2V —IL

tyvarEid®ERY, SSH v g LT 7 # /b b T Threat Defense CLIIZ72Y . connect
fxos 2~ RZfiH L TFXOSCLIICHHf CE £, SSHEHD A v 4 —7 = A4 Z &N T
WHEE, B TTF =2 A =T 2 A A LEDOT FLRAICERTE XY, T—F A X —T = A
ASDSSHT 7B AXT 7 4V hTHEHZIR>TWET, ZOFIATIL, 7 7 4/ F TFXO0S
CLI 725y —NR — T 7B AZOWTCHALET,

FIE

AT 1 CLIICu 7 A 3 512i%, BHarvYa—Far2ary ) —/LAR— MNMIERLET, BEVLOA

ATy T2

V=T A VTV AT DINEERUSB VU TV R T A RNELTA A R—LLTLIEEN
(Firepower 1100 N— R U =7 A &) , 23V —/LR— MNMIT 7 4/ T FXOS CLI
W0 ET, ROV TAFREEFERALET,

* 9600 R —

87 —Z v b

YT 472l

1Ay 7 EY b
FXOSCLIIZ#ft L ¥, =—% —H admin &, #1lE > M7 v TRICRE L2/ AT — R &
AL CCLIIZr 7 A LET (7744 ME Adminl2l)
i :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A L E 7,

connect ftd

1
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Device Manager T Threat Defense D &R |
B - 7or—rozr0us

firepower# connect ftd
>

77 A #%IC, CLI TR 2~ FOBREZMRT 51T, help £72i3? 2 A L%
4, [ JTEIZ W TIL,  [Cisco Secure Firewall Threat Defense =~ KU 77 L A ] %%
LTS EEN,

AT 73 Threat Defense CLI % #& 4 521X, exit £7-1X logout =~ > K& AN L E9,

Zpa~<wr RNz, FXOSCLI e > 7 MIFEY £3., FXOS CLI CEHBfERa~ > R
DWNTCIE, 22 ATILTL &N,

1 -

> exit
firepower#

T27AT7 04— ILOEIREDUIM

VAT LEBEEYNCY vy MU HZ ENEETY, BMICERT T S ARk e EIRA
AyFEMLIEVT DL, BERRT ANV AT LOEREGEFZR T ZERHY 4, Ny
I 7T RTCIEFIZZHO T a v ANFATINTEY, GRS 7 7 %K\ 20 | EIRZ Y
L7=20TbE, 774 T V4NV AT EETL—RATNU vy RETUTERWIEERZ
TENTL I,

Device Manager #fEH L TC7 7 A4 7 U+ —/VOERE YK T 57, FXOSCLI #fEH T
‘j—o

Device Manager Z{EFF L= 74 7O+ — LD ERDUIER

Device Manager Z#fEf L CV AT A& MY v~ ME T TEET,

FIE

AT w71 DeviceManager 2L TC7 7 AT U4 —L&Ev vy N T LET,
GE) 6.4 LLAT DA 14, Device Manager CLI T shutdown =2~ > R&# AN L E7,
a) [F/31 A (Device) 1527 Vw27 LThb, [VAT LFRE (System Settings) > [FFELE)/

% v h# 7 (Reboot/Shutdown) ] U7 %27 U w7 LET,
b) [¥vv &P (ShutDown) %27 Vw27 LET,

ATFYT2 av )= AN T 7 AT T — VIR L TCWDHEEIE., 77 AT U+ —AN Ty hE T
THELEXWCV AT AT R NEeE=H— LiTo&@7m/7F#§réﬂiﬁo
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ATvT3

o7 i1 20EE+7 ||

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
ALY =B ERE L TOWRWESIE, K30 TO AT ARy y MU LIcZ &%
el LE7,

VIR U CEIRAA v T 24720, BIRT 7 7 &KW Ty v — v bW ERICEIRZ B
Ndzncxxd,

CLITOT/NA RADERA 7

ATy T

ATv T2

ATvT3

ATy T4

FXOSCLI 25 &, VAT LARLZEIIV Yy NE T L, T, ADERE A 7IZTE
F9, CLIITIX, 2> Y — bR — MIEERE L CT7 7B A2 LE9, Threat Defense 35 & O FXOS
CLI~DO7 7 A (121 =) 2L TLTEE VN,

FIE

FXOS CLI C local-mgmt (Z#5#t L £79°,

firepower # connect local-mgmt

shutdown =~ > R&FITLET,

firepower(local-mgmt) # shutdown

1 -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT IA—NDY Yy NI TRV AT AT ey S " NeE=Z— LT, kOTar 7
FRFRRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VIS U CEBEAAL v F 2472, BRT T 72N TY v — 0 bR EIR 2 B Y
NN TEET,
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Device Manager T Threat Defense D &R |
B xozx727

. —_ o
RDRAT T
Threat Defense DR E % {13 521X, [Cisco Firepower &= A > & | (ZH D BHEVD
VIR 2T A= g D=2 T VEBRBLTLIEEN,

Device Manager O FAIZEET B 1EHRIZ OV TiE, T [Cisco Firepower Threat Defense Configuration
Guide for Firepower Device Manager] | &M L T 7ZEW,
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B,
=% =R

CDO T Threat Defense O E [

CDEDHRFREE

FRAFTRER TN TOARL =T 4 VIV AT A<=V v 2R 51, TR A~
V=T A VT VAT RERF =V 2 RO 51 (1~=) | 22BLTIEsn, Z
D (L, Cisco Defense Orchestrator (CDO) @7 7 7 R Secure Firewall Management Center

T 5 BRI 585 2%5 L LTuWE 9, Device Manager OFHE % H L T CDO
FHEHT A2, CDO D=2 T LEBR LT Z X0,

)

GE) 77U N Management Center (%, ZBUZ T 285 7.2 A A2 VAR —F LET, LIATDO
N— 3 2 ClL, CDO @ Device Manager #§fEAfHTE £, 727 L, T/ M A~vFx—Tx
F— NI, ZOFE—FE2MH LT EBUISET 2058 23 TICER L TWHEBEFO CDO . —
P—DHBPMEHTEET,

B BB T A X, T T 4 v 7 EHE, BE, BR, BEXUOSHTLET, CDO I,
P—E2ADEHRE AT B FEITTEDLWeb A v 2 —T7 oA AZi iz -EPERHa L Y — LA
L, m—Ahrxy bU—T BREFELET,

T7AT24—ILIZDLNT

N— R =7 T, BEICKT D08 V7 by =T £ ASA V7 v T EFETTEE
T, BEICKTT D5 & ASA DRI TUI VR 2 217 2 BRICIE, T3 ADFHA A — LB E
2R ET, BUEA VA P— A ENTWDL D EIFRRLY 7 MU =T /=T a UINLERY,
BHLHA A =R KETT,  [Cisco ASA 35 X O Firepower Threat Defense FFA A — AL AT A
Nl ZZRLTZE0,

77 A7 U —/LiL, Secure Firewall eXtensible XL —F ¢ 7 A7 A (FX0S) &EEE
DI LIRDARV =T A VAT M FATLES, 7747 U4+ —/LIEFXO0S Secure Firewall
ChassisManager # 7/ R— N L CWEH AL, N 77V a—T7 4 7HELTRLA CLIDA
DY R— SN TWET, FEHIZDOWTIE, Firepower 1000/2100 35 L UF Secure Firewall 3100 &
Firepower Threat Defense @ Cisco FXOS N7 7V a—7 4 7 HA REZHRL T 7EI,

TTAND—RERT— AV b 77 AT 04— /WA NBRHERITRE T, BB
ETH2LbbVEHA, EL, 2= AR LEORETIE, EABSIEREZHEHN TS
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CDO T Threat Defense DER |
B cooi= 5 5 Threat Defense &Iz DLV T

T, ZOWHE. REVEERFRC SNMP ORI, FHEEDEAFBIEHREZERTE L2560 H
0DEI,
+ CDOIZ X % Threat Defense ‘EFIZOWT (126 X—7)
T RY—T U ROFE: v—F v Frurla=rr (127 2—)
« TV RV =V ROFIE : A R—=F 4 77 4 F—F (129 2—)
s PROEHEIZ X HFARE (131 ~—)
cn—HoF TRV a = TEMGHLEY 7 A T U — /LR (138 X—)
AR =F 4 T 4= REFEH L7 7 AT U — VORI (143 _—)
s AR X2V T 4R —DFKE (158 —)
s NTTNYa—T g T ATF A (170 X—Y)
cRDAT w7 (178 X—7)

CDOIZ & 5 Threat Defense EIEIZDL\T

42 59 FiR{#L 2! Cisco Secure Firewall Management Center

7 7 v R4 Management Center [, 427" L 2 A D Management Center & [7] UH$RED £ < %
UL, MLy 77U R7 44— E&HZCOVET, CDOZTTA v ~v3—Tx & LTHE
45856, 427 L 3 2D Management Center (30T OARIHEHTEES, A7 LI AD
Management Center (X, U > —DHHILT v 77 L— R R—FLTWEREA,

CD0O > AR—F 4 5 AR
WDOFETT AN, A A R— KT £,
VT NEEEFH L=y F o ra =T

o FROARLEOEIE D BT D5 &2V ET— F AR E LET, FriRER
VBELH D E/ A, EEE. v—X v FFavey g = FIIERREFSDT A ATIE
MREL 2N, T Z LTI RELRWTL &N,

\}

GE) ORI TS RAET T T AT ¢ AT BT,
BT RIS BB5 D) T AFF R LT BB 285 %
CDO CTHANCEETXF7,

« SHEDEBEE D BB T DB 2 —7 N TH L TERIRZ A I LET,
s PROEBEN, CDO ZH LT &RUIx T 2858 O EEZE T LET,

T TILT A ADFKEZ L L T 541X, DeviceManager TV U 7 V& 52 H LT
FrAR—=FTHI L TEETR, TOHECONTIZZOHA FTIEIERY EFTunEd
Ao
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| ©DO T Threat Defense D ERA
IVRY—IVFOFIE: o—4vFToesa=vy |}

sCLIBGRAEMA LA LR —T 4 74— R HERELFITTILEND DY
Flridun— v F b Va = IR R—- N TV RN R =Ty A U H— 7;4x
AL TWAESIL, ZOFEFOHFEZHERLET,

Threat Defense Y *—L v 7O LR A V3 —T (4 R

v 2= % T 7B AL, &ﬁ4y& T2 A RAFERIIEBEDOT =X A L F—T = A A%
T&FEJ, 277 L, ZOHA FTIE, A X —T =2A AT 7 EBAZOWTHBALET,
O—XyF7rab a7 T A Z—T oA ADBZRFR—FINFET,

EEA v H—T = A AL, Threat Defense 7 — 4 A ¥ —7 = A A LIIHNIFRE S5 KRR
AVHE—=T A ATHY, MAORY NT—IRERHVET, T—HF A H—T A AT~
F—=T XTI HAEFMNILIEGETH, A X —T oA ADRy N —JRENEH S
NET, TRTCOEENT 74 v 7%, SIEREEEA ¥ —T o AERIEI0ETIT5E L
LET, 7—HA X —T 2 A AT X =V x T 7 ERAZHMIT 5 &, ThreatDefense (53
I TV—r N LTERA V=T = A ATERER N T 74 v 7 2k LET, BEEH b
T4 DGE BEA LU —T A AT T L= ENLTT—F A F—T A R
WCRNT7 7 4w 7 Rk LET,

Fe B A BT 2 A AMDEDTR— % T 7B 2R, ROFIERH Y 97,

eI X—=U N T VB REAEMNITELDIL, | DOMFHRT —H A L H—T =2 ADBKT
T, 7 A % —7T = A AL EtherChannel IZfEfl TxFH A, TLEMHEZHME LT,
Management Center DH.— D H o XV A U H—T 24 AT 3=V % T 7 ERAEHHNT
THIEHLTEET,

DA H =T o AFEHERICTEE A,

e N—TFT v RA VB =T 2 A AEFERTHL—T v K77 AT U4 —LE— ROATT,

« PPPOE [I¥ R — h ST EH A, ISP TPPPoE N E /25 A X, PPPoE Z# VKR — h95
JL— 4% % Threat Defense & WAN E7 ADOMIZEET 20 E R H Y 7,

A UH =T 2 A AEBET HMENRHDHDIE T 72— 3L VRF DA TT,

* SSHIZT —# A v 2 —T = A ATIET 7 4/V E THZI > T2 o8, % C Management
Center ZfEH L CSSH Z#EMNITHALERHY 3, £/, BEHA LV F—T = A F—
NIV A BT —H A F—T A AEHE IS, configure network static-routes =
Y REEHLUTEHA =7 = A OFHL— R ZBMLRWRY . UE— 1y
N — I BEHA B —T 2 A AT SSH T 5 Z LIxTEEHA,

IVEKY—IVERDFE: oO—42vyFT7OoE 3=y

n—XyFrura=r72k b, CDO %A L T Threat Defense & EBEI3 A12i%, RDZ
AT R T EEN,
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. IVFY—IVFROFIE: B—42vyFTFOED 3=y

K33:TVRY—IFROFIE: O—2yFIAED 3=y

Cisco
Commerce
Workspace

(CDO admin)

CLI

(CDO admin)

CDO

(cDO admin)

Branch Office
Tasks

(Branch admin)

(1) .
\/ Obtain

licenses

!

VY
(2 ) (Optional)

"~ Check the
software and
install a new
version

!

e
\.3 JLog into CDO

N .
\.8 Jonboard the \.9 JConfigure a

device with basic security
low-touch —» policy
provisioning
4\ N\ o Y T
\ 4 JProvide serial <§/' Install the \ 6 JCable the '\Z> Power on the
number to firewall firewall firewall and
CDOadmin  _ —p monitor LEDs
for Cloud
connection
"/'T\‘ Cisco Commerce FSA L AERETSD (131 <—) |

/| Workspace

(CDO HHH)

(CDO BHHHE)

5 )| CLI (EE) Y7 MU =T OMREFR L=V a DA A F—)b
(CDO ‘& Fa%) (133 X—)

(3| PO CDO ~Du 7 A (134 <—2)

A

() Xtk z 2y

HROBEHE T D77 A T 04— O ) T LESORM (138

L oy

(kD) )
o2 [T AT O A N LE T, A R = T REAA R
~— P ol \

(i*i@%@%) %/ ML) I_/T < 7‘ é l/ o
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| ©DO T Threat Defense D ERA
IVRY—IVROFEIE: Aok—F o095 [

() XtLDZ A7 T AT U A D —T R (139 <—)

T omme)

(7)) D s 27 T AT AL OEFOEA (140 2—)

T xomns)

(8)|PO H—4 yF TRV =V ST L DTN ADHAKE (142 ~<—

(cpo &mE) | -

(9 CPO BRI S 2 U 7 4 K Y —ORE (158 4—2) |
| (cpo HEE)

IVRKRY—ITVFRDFE: AR—T a0 949 —F

FUR—F 4 77 4 — K&{#H L T Threat Defense % CDO |24 AR — R4 5121%. KD
HAY BT TEEN,
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B = vz oroFE: Aok—Froo9 09—k

MBIVRY—IVFKRDFIE: Ao R—T 1594 H5—FK

7 )
Cisco \! / Obtain
Commerce licenses
Workspace

cLI (2) (optional) (8 ) Perform initial
"~ Check the ~ configuration
software and
install a new
version

I

/_\ .f/_\\\ /_\
CDO \.3 JLog into CDO \./_JOnboard the \.9 JConfigure a
device using basic security
the onboard- policy
ing wizard

I

. I/E\, (é\l | é\l
Physical Tasks \__/-Tl_r‘.stalllthe _/Cable the \ 0 JPower on the
irewa

firewall ~ firewall
—> —»

:./’i'\ Cisco Commerce FAB L AERETS (131 <—) |
/| Workspace

2 CLI UEE) Y7 MY 2T OERLEFTLNIAA—a 0 DA A R—b (133 2—)
(3) | PO CDO ~pu 74 v (134 3—Y)
2
;/_,1\ WP T2 2 2 T Tr7AT U= NEA A=V LET, "= FU=2TRENA FEZRL TS
et

Uy,

(5 |WEHRZ 27 TrAT T A—NDT—T VR (143 X—)
i
(6 |CDO FYR—F LT TP REM LT AL ADF L R—F 1 7 (1465—2)
S

7 |CLI %723 Device « CLI Z i LIZ IR E DT (147 ~—2)

Manager - _ )
« Device Manager Z i 1] L 72 AJI8IR E D FEAT (152 ~—2)
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| ©DO T Threat Defense D ERA

progEzcss5nRE

(g) |CPO FERH X2 ) T 4R —DFRE (158 2—)

PROEEEICKDFRIHTE

ORI arTIE, TrATUA—NDBERET A RAETUGT 5 A, BT SENCH L

WY 7 R T N \N—=VariwA A N=VT5HE CDOWZR T A 35 FEIC OV THLA
LET,

A RARERFT D
TRTOTA AL, CDOIZ L > THEBUCKT 2B It S E S, A7 a T, &
DHSRET A B A AT ET,
“IPS: BEX2 VT 44T VT = A LRI IPS
s T T TR : ~ LD = T BAE

eURL : URL 7 4 )V Z U 7

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN D #-

X%+ U7 (Diameter, GTP/GPRS. M3UA. SCTP)

VAT AU AOBBEIZOWTIEFEL < IX, cisco.com/go/licensingguide &M L TL 72 &1,

1R HHEIIZ

* Smart Software Manager IZ~¥ A X —T7 H 7 2L ET,

EETHU bEBRLTRVEAIEL. Vo2& 7 Vv 7 LTHLWT AUy MEREL
TL7Z&EVY, Smart Software Manager Tl flfkD~AZ — T v FEERTE £,

(it =2 7oA T7 277 7 2R L TAMMES D) MEEZEM T 21213, MO

Aw—hN VT =T FARVUT T TR Sk (3DES/AES) 74t
VARBHTEANENDY £,

FIE

ATV Tl BEVDODAY—F TR0V T ThHT M, BRERTA VARG ENLTND Z L 2
WL TLZE,

FA®L AT, VAFELIFRFGERBIENS T A, ABEA LB, Av— Y7 huxT
FAR VT T MY T ENTWET, 777, BETIA U A BINT 505
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CDO T Threat Defense DER |
SALEURERET S

M HY5E1E. Cisco Commerce Workspace C [t & YV U = —3 3 »Of%R (Find Products and
Solutions) MR 7 4 — /W REMEHLET, ROTA B APID #BELET,

B 35:54 s REER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

G¥) PID N B O 72WGEIL, FESNCFEH TPID 2 BMTE ET,

«IPS. v U =T Hiffl, 3BEVURL 7 A & ADMAEDYE
* L-FPR1120T-TMC=
* L-FPR1140T-TMC=
* L-FPR1150T-TMC=
EREDOPID OWFNAEELITBINT 5 & ROWFTIHD PIDITHIET S ~—AD
VTRV Ta r#BRTEET,
* L-FPR1120T-TMC-1Y
* L-FPR1120T-TMC-3Y
* L-FPR1120T-TMC-5Y
* L-FPR1140T-TMC-1Y
+ L-FPR1140T-TMC-3Y
* L-FPR1140T-TMC-5Y
* L-FPRI150T-TMC-1Y
* L-FPRI150T-TMC-3Y
* L-FPRI150T-TMC-5Y

* Cisco Secure Client : [Cisco Secure Client iEH A K] #5HL TL &0,

XX UT TR

AT 72 Smart Software Manager |Z CDO Z %% L 7 (L7285 L T aWEH) |

BEkAAT 9121, Smart Software Manager CTHEk b — 72 VA BT HHLERH Y £9, FELWV
FNEIZDWTIZ, CDO D=2 T LEZBB LTI,
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| ©DO T Threat Defense D ERA

EE) V7

ATy T

B vItvrrorBRLHFLLA—Cavor v b—L [

RO T T7DHEREFLLWVAA—23 DA VR =L

VI RT =T DONA=Va rafEgid L, BBISUTHONR—=T g & A VA M= T 51213,
ROFIEEFATLES, 77 A7 V4= VERET DANIKHENA—Ta A VA M=V T D
ZlaBEOLET, HOHEE LT, BERICT v 77— REETT52 L b TEET
N, REERFFT DT v 77 L—FTiX, ZOFEEEHTL L0 LB DHA08H Y
£,
e VAT
Y7 hy=T Zyra—RKR=Y0) ) =AFESOMIH DL, BAOEBFNTN D Gold
Star UV —RA%F(79 5 Z & 2 BEID L ET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html IZFE#k STV A Y U — BRI H ML TS 7230,
Tl ZIX, ZOFEMTIE,  (RAEREZ &) EHRY ) —2F 5, RENRY Y —2%F5
(EOVEBMOA T T RAY Y=Ly F) | EFHERICENNLRY ) —2%FS (B
REEZTDEOOREMMOA LT F LAY Y =R Ly F) [ZONWTHB L THET,

FIE

Tr7A T UA—NVDEREA AL, Y —VR— MR L ET, FEICOWTIE, 77
AT T F—)LOEFRAN (145 2—) L Threat Defense 3 XL O FXOSCLI ~®O7 7 & 2% (170
NR—=) EZRLTIEIN,

admin = —% &5 7 )L bR T — KO Admin123 Z2fEH L Cua 714 o LFET,

FXOSCLIIZEfE LET, Wb T s A Lict&, NAU—REZERETLHIIROLNET,
Z DA T— R, SSH @ Threat Defense 2 7 A XA & E 1,
GE) IRAT— FNT TIEREINTWT, RAT— RRbnbRWEAIL, JIHIRRE~
DUy hEEITLT, NAT—=FRET 73 MYy hTOHIXLERH Y 7,
MR E~D U & v FFIMEICSOW T, [FXOS troubleshooting guide ] %2R L T
<TZE&EW,

51 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: **kkkxkkx

Your password was updated successfully.

[...]

firepower#

ATw T2 FXOSCLI T, Ef7HD "~y araF&RrLET,
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scope ssa
show app-instance
1 -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

FLWWAR—T g v a A A =L TE5AIE, ROTFIEZFEITLET,

a) BHALUHA—T oA ATHIPT FLRAEZHRETDHILERNLLHEAIE. CLIZHEHA L
VIR EDFELIT (147%—2) | BB LTLEEY, T74NV TR, BHA LV —T7x
A A1X DHCP #fif L%,
BEHA VAT 2 A ADBT I BATE YV —R=00H LA A=V Xy rn— KT
HVEENH Y £,

b) FXOSD KT I Ny a—T 47 HA RICREEINTWEHA A= O FIEEZFEITLE
ﬁ‘o

CDO~DOY A >

CDOI%. Cisco Secure Sign-On =7 A 7> 7 47 4 7 v/ 3A X —L LA L, Duo Security %
L BHEHGE (MFA) (S LE4, CDO IZiE MFA 3BT, MFA X, 2—HF—T A F
TAT AT D00 F 2V T 4 b LES, MFA O—FTdh 5 _BHEFFETIE,
CDOZua s A 52— —DID ZMERTHTDIT, 25O R—F 2 NELITEED L
T,

A DBEF T —PF—4 L XA T — R T, 2% HDEIFEIL Duo Security 22 H A7~ RTA
RENDU L BEA LSAT— R (OTP) T,

Cisco Secure Sign-On 7 L7 > ¥ ¥ LA fNL L7= 5 Cisco Secure Sign-On & > ¥ =i — Kb
CDO izr 7' A > CT& £, Cisco Secure Sign-On % v > 2R — Kb, HAR— F I TW51l
DY AW 74 FT5H5ZLHTEET,

« Cisco Secure Sign-On 7 4 7 > ks BFFH DIE1E, Cisco Secure Sign-On Z ] L 72 CDO
~prTA Ly (137 =) [ZERFET,

« Cisco Secure Sign-On 7 4 7 > F 372 WIEEIE, 8 L Cisco Secure Sign-On 7 7 7 > kD
Bk (135 ~—2) [C#EATEE N,
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I CDO T Threat Defense O &R
#1 L L\ Cisco Secure Sign-On 7 17 > FDERK .

# L L Cisco Secure Sign-On 7 1™ > DR
BOIDYA L F T =7 70— 34 BEBEO T AT, 4 BT _XTE2ETTILENRDHY
ji—aao
I8 B

« DUO Security @4 >R k—JL : Duo Security 7 7'V 77— 3 R ERRICA VA h—b
TAHZEEBHIOLET, DuioDA v A M—LIZOWTZTEMLH 28541%. [DuoGuide
to Two Factor Authentication : Enrollment Guidel] ZZf L T 72XV,

cBEZDEE  TARANTARA AEFEH LTI v Z A LXAT— REAKR LET, OTP IR
MR—2ATHLHTD, TRAZADIZ Oy WY TAEALLFBL TS Z ENEET
T, TRAAD Iy I NIELWIFZICERESN TS Z & 2R LET,

* Firefox F 721X Chrome D&EFH/A— a V2 FEHL F9,

FIE

ATv 71 #HLL CiscoSecureSign-On 7ho v YA U7y TLET,
a) https:/sign-on.security.cisco.com {27 7 & A LE 7,
b) [TA A (Signln) JEMED FTEIZHD [YA T v 7 (Signup) 1227V v 7 LET,
X 36: Cisco SSO~DHA T v

i
CIsCo

Sign In

Username

Password

c) [THwr FOER (Create Account) | XA 707 D7 4 —/L RIZAT L, BEk (Register) |
7V 7 LET,
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. #1 L L) Cisco Secure Sign-On 7 177 > FDYERK

ATy T2

ATvT3

37:7Hho2 bDOERK (Create Account)

a ]
CISCO

Create Account

Evk CDO~DB T A NHHTDHTFEDEFA—NT RLAEZ AN L, &ta2RT
R B L £,

d) [B#k (Register) 1227 Vv 7 35&, BERLILT FLRIZHER A — AR EEINET, &
TFA—NERE [THT L hOFPE (Activate Account) |27 U v 7 LET,

Duo Eﬁﬁﬁ LT%E%HIL nIE;&t v kT 7°L¥T

a) [ZEERFEDOE (Set up multi-factor authentication) | i T, [FXE (Configure) | % 7
Uy 7 LET,

b) [ty b7 v 7 DRAtE (Startsetup) 1227 Vw7 L, 707 MIESTT A A& HIRL
T, ZFDTFNRAAETHT L FORT Y o T RMERLET,

FEAMZ DWW CiL,  [Duo Guide to Two Factor Authentication : Enrollment Guide] % Z [ L T
KTEEW, TRAALAZDw T 7V r—2a VT TIZA VA =L ENTWBEAIE, =
@7w¢yﬁ@77?4x%v5ynwFﬁ%ﬁénifommilm@7A4xT@ﬁ
DT Iy et R—FLET,

o) VAV —ROFEHZT, [ A %%iT9 5 (Continue to Login) 1427V v 7 LET,
d) TEEFEFEFEAfEM L C Cisco Secure Sign-On (21 74 > LE T,
(F=E) BMOA—t>Ta445—2ELTGoogleAr—toTar—2 %% ELET,
a) Googled—t LT 47— LTV TFTHENAINT A ZA%ZFIRL, [k~ (Next) ]
Vw7 LET,
b) By Ty T U4 —FROT T MIES T, Google A —ky T 4 —4 &y hT v
TLET,
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Cisco Secure Sign-On Z{fEFH L =CD0~D O T A > .

AT 74 CiscoSecureSign-On 7HhO U bDFT AU b ANIDF T a3 Vv EFZRELET,
a) [N RTU—REENEA (forgot password) | OB EEIZEZERLET,

b) SMSZMHLTCTY AV ha Uty NI 570D THOEFREFZRINLET,
) BEXa VT4 A A—TEBIRLET,

d) [*A T v hOER (Create My Account) %227 U v 27 LET,

ZHU T, Cisco Security Sign-On % v ¥ 28— RIZCDO 7 7' U r— 3 VDX A VPR RS
NET, o7 7V r—2a b FANBRRINDGENRHY 7,

ek B alR—RETHEANE R 7 L CUHNEZZD, AT HEERLTHA
NETN—T LT, ZTOLEEEE LY TXFE T,

38:Cisco SSO0 5 v 1 R—F
il . -
Cisco

Work +

CDO CDO (EV) CDO (APJC) CDO Docs SWC

Cisco Secure Sign-On Z{EFA L= CDO~DB T 1 >
CDO 21 /A o Uy FrAq AD AL Hom | AT E T

1R8O HHEIIZ

Cisco Defense Orchestrator (CDO) (. Cisco Secure Sign-On %27 A T T 4T 4 TR/, Z—
ELTHEML, 2EERGE (MFA) (2 Duo Security 2 fH L £,

+CDOIZr 7' A T BIZiF. F 7 Cisco Secure Sign-On T7 4 7> b Z{ER L. Duo %1

L TCMFAZRET HMLENH Y 9, #H L Cisco Secure Sign-On 7 1 7 > k DAERK (135
N—=) ZBRL TSN,

* Firefox F7-1% Chrome D/ N\— a U #fEH L E9,

FIE

ATvT1 Web 77 74T, https://sign-on.security.cisco.com/% B & F 7,
ATFY T2 [2—%—4 (Username) ] & [/XATU— K (Password) ]IC AN LET,
ATy T3 v A4 (Login) |22 U2 LET,
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B o505 70Evaz rsBRLETI 74794~ LOER

AT v 78 Duo Security Z i L THIOWAEERZ 22T, a7 A UV EKRLET, VAT AILEST
07 A VU OHERR S HU. Cisco Secure Sign-On % v ¥ 2R — RN F/RENE T,

AT 75 Cisco Secure Sign-on & ¥ 2 /R — RN Tiiit)72 CDO ¥ A V%7 Vv 7 LET, CDO XA /L%
Y w735 & https://defenseorchestrator.com [Zf &) L, CDO (EU) ¥ A rz27 Vv I35k
https://defenseorchestrator.eu (B8 L £9, 7, CDO (APJC) # A rzr Vv I35k
https://www.apj.cdo.cisco.com (2 E L F 9,

X 39: Cisco SS0 %y & 1 7/R— K
il . -
Cisco
Work

CDO CDO (EV) DO (APJC) CDO Docs SWC

ATYT6 WHOA—v T 4 r—2E2RELTWDLEAIE, A=k T4 r—4%0ua%r ) vy 7 1LT
[Duo Security] 7> [Google Authenticator] % %R L &7,

cBEfFDT S MITTIla—F—L a—RFRBI5A1F. 0T Mo s/ LE
ﬁ—o

e T TIEEDOT F v Moa——La— FRH DAL, BRiEo CDO 77> b &38R
TEET,

BEFOT T M= =L a— FRRNEEIEL, CDO Oz s 220, 72T b
TATAT AT P EBERTEET,

O—42yFJOEDa =V % ERLEI7AT7 04—
)LD ER

LD ALK DY S Threat Defense 252 1 J -7 6, AMA v X —T = ANDA U HX—F v MZ
TIRBATEDLLIZ, 77 AT U —MIr—T V%R L CEREZ A T D720 T,
FOTBHE, PROFHFIIREEZTE T TEXET,

PROEEBZIIHRTHI7AT0+4—ILDI) TILESDIRH

TrAT VA —NVETy JIZRETDPEER Yy 7 A2 ETHANT, TROEEHE LEE T
DXV TNAFESEREERL TBEET,
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ATy

ATy T2

ATvT3

D7 AT I F—INDT— T IR .

FIE

vy—vbvy—varF—3x FEBEELET,

=T NEERTDE. FRET7 AT U —VOERE ANDEIC, TrA T Uxr—E

Rolr—VDA v _ M) EHERLET, YY—YDL AT U b, arvkR—%rb BLO
LED IZOWTHHE L TBL LENDH D £,

T7AT =D TINEESETEELET,

T AT U =D T AESL, BEERy 7 A EHINLTWET, /2. 77 AT U4 —
NOEBEIIT 7 AT V=N Yy —TDEBICHD AT v h—IZbHFHINTWET,

T7 AT UA—NDY ) T NESEIT fHA/FROARLLED CDO * v U — 7 EHEIZIEE L
S

2y NU—I8HEIT, a—F v Frablamr TERBICL. 77AT T+ — WL
TUVE—FNCRETDEDICT 7 AT UA—NADOV Y TIVESNLEILRY 7,

CDO BHE LEEERM T, AV R—TFT 4T DI LTA L ERELET,

274 T 94— LD — T )LIER

ZORME Y7 T, CDOMWEHETE 2% XL 9 IZFirepower 1100 2 1~ b7 — 7 (28325 HiEIC
DWW L 97,

THTT AT I =N E2ZTH- TRy =2 2T 5581, ZOETF4a2 872
SV, ETATIE, 77AT U4 NET AT VA IVDAT—HAERT T 7 AT U4 —
NV EDLED =7 ZZHOWTHB L TWET, MEIZG U T, ITHM & —FEIZLED # /.5
PUTT 7 AT I —VDAT —H ALl TE£4,
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WAN Modem

- Ethernet 11
outside, DHCP from outside nw

()-{her”Data Nefﬁrorks
Management Computer

n—4yFrueya =7 A=y /1 ) TOCDO~D#HEGE A AR — b LT

WET,

FIE

ATVl Uy —vERVHTET, "RV THEEIA FESRLTIEIN,

ATFYT2 A=V Ry FUIAH =T A ADLYA R T Xy hU—27 (WAN) ET ALIZF > b
=0 =T NV EEE L ET, WANET AL, b A v —xy N T 2@ CTh Y |
T7AT TA—IVinbA LV H—Fy h~D— MIHR D 7,

ATY T3 WA % —7 A A (Ethernet 12 72 L) ZWNEAA v F 13— X I L E9,

WEIZITfEE DA v A —T = A ABBIRTE E7,
RTFYTE BODA L HE—T oA RO FR Yy NT— 7 8 LE T,
ATFwTE (EE) BHa va—FZary—LR— MR LET,

THTIE. BERIERT 7200230 Y —NVEERIIVEH Y A, 7Z7FL, T TN a—
T4 T BRGAENHY £7,

T27AT7 04— ILDERERDEA

VAT AOERIT. TAAADOEEICH D0 v B —BRAA v FIT Lo THIEI S E S, R
ALy FIE, VT MEHAL v F L LTRESATOET, ZHUSED, VAT LO7 L—2R
TN Xy FETURYR=—FEN, VAT LAY T M =T BIOT —ZOBHRD Y 27 753
RS E T
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77479 +r—LoEE0RA ]

A\

(GX)  Threat Defense % #)® CEBIT 2 & &%, FIHHKIZK 15 ~ 30 500020 £,

ATy T

45O SRS

TNA AR L TEEEO S WEN 2T 2 Z ENEE T (& 2E, BEEEREE
(UPS) ZfEH) . IO ¥ v MU EIfTDRWNTEAN KDDL Ejtiﬁ774’ﬂ//
AT LOEGEGIER T AREMERHV £, Ny 7 7T 00 RTIEEICEZEDO T a2 %E
ITENTWDTD, BIIBRKONDE, T77AT VA= NV AT RAET L—AT )V Yy N
VU TEEY AL

FIE

BFO— R2F A, 22 L. BEaL vy MOESELET,

ATFY T2 v —vOEET, B a— NICBEET 2EENRe v I — 2 A TOBRA /47 A4 v F

ML TEREZ A I LET,

ATV T3 FARAAOEMEICHHEW LED 2R LE T, EAICAT L TWAEHERIT. T340 ADER

MA>TUVWET,

Y Lt | P N

Power LED 4}]‘

Status LED

ATV T FRAAOEMENCH D AT —F XA LED R LET, BAIET L TWAHEAIE. EEEA

B AK L TWET,

G¥) AA v F % ONMMPS OFF [ZHIVEEZ B &, VAT AOBIRDEENZEIND FT
BRpmAaZ RNV ET, ZoMIX. v — Y ORIE/ SRV OEIR LED 2356k
IR L ET, B LED NI A 7R 5 E TERAT L2V TLEE N,

ATV TS FARAZADOEMENCSHDH AT —F ALED 2R LET, T ANEFIZEEBHL TS L, X

5 — & Z LED DRI TR S L £,

RIS D A5 1E. AT —F A LED AL o PEICTIERL AR LET, Z0HEA1E. ITH
PRZIERS LT 72 &,

ATYT6 HFHDAT—H ALED #fER LEJ, T34 A Cisco Cloud (2855t 95 &, AT —HX ALED

DFREIZD - D ERIELET,

BIEN S AEEIL. AT —H ALED A L > P LI AR L. T34 A Cisco Cloud |2
BIFELRD-TZ 20 ET, ZOHEIE. Xy NI~ 75—TANRA—H% Ry M1/ AV
B —T o f AL WAN BT AR ISNTWAZ AR LET, Xy NU—2 4 —T A%
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B o—sv57neva-vrcsa7rrouAER

L%, 105 ERE L THT 251 A Cisco Cloud 125 L2 WA TE. IT EPICHER L
TLIZEW,

RDEZRY

CITHIM L #AE AT > T, BAMEFO LY A ATA L T 7T 4 T 1 ZMR LET, Ao
CDO HHEL L biala=r—va VA EAT ILERDH Y 7,

s ZDH AV BT T D E, CDOEHE L Firepower 7 /34 A% U E— MMM LREER L OE
HTELRERVET, TR TETTY,

O—AyFTAED I TI2&BT/N ADEAESHE
R—HyFTuEYa =TT N ADY Y T IVE G M L7z Threat Defense D3 AME(

FIE

ATYF1 CDODF S~ a4 RUT[A kY (Inventory) 1227 U w7 L, HEDTT

ARH () 7V w7 LTCT/NA A% [A R —FK (Onboard) ] LET,

ATw 72 [FID| XA NVEERLET,

ATv T3 [[FHE—F] T, [FID] NERENTWEZ L 2HRLET,
FHE— RE LC[FID] Z &N L12ZITWVOTEH, [A~v— A 2DEE (Manage Smart
License) | %7 U v 27 LT, 7 A ATHEHAARERAY— T4 BV AZEEH LD, BEFOD
A= hIA B AEZEFE LY TEET, EHARERI A AZHONWTIE, I/ 2%
W45 (131 =) 2L TIEZE,

ATV T8 AR —=T 4 7 HEE LT[V Y TAERSEMA (Use Serial Number) | Z3#R L £9°,
Mn:2)7ILVEBEER

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more &'
Firepower Threat Defense
= =
=
- FDM &
m Use CLI Regisf Use Serial
O jon

Manage Smart License

AT v T [kt (Connection) ]fEIKT. [F/34 ZAD VU 7 /L& S (Device Serial Number) ] & [F /34 A
4 (Device Serial Number) | Z# AJJL., [k~ (Next) 1227 Vv 7 LFET,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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ATvT6
ATy 17

ATvT8

ATvT9

—

A oR—T

LD R

FoR—F 1oy —rEEALEI 7479+ —L0EE [

[XAT—=FRO Yty bk (Password Reset) ] fEIK T, [1TV, ZOFHLWT AL AT /A0
TRV ¥ ORED STV EH A (Yes, this new device has never been logged into or configured
foramanager) | A7 v arRFrE 7Yy 7 L, IR~ (Next) |27 Vw7 LET,

[R U —%Y 4T (Policy Assignment) 1 ICOWTIX, KRy F¥ 7 A=a—%2H LT,
THRAAOT 78X 2y b= RK) —2BRLET, NI —DBRESNLTORVWES
X, [T 74NV DT VA2 ba—/LR Y 2 — (Default Access Control Policy) ] %% L £
R

[V T7T A7 V7 arT A& A (Subscription License) 122V TiE, BN T HEHERET 1
oA TF 2y 7 LET, Next] 7 Vv 7 LET,

UER) [M>_X> FU (nventory) |"X—T DA~ Z &7 4 VHZBIIENL DL D, T3

ATV EBMLET, LB AL, FWNWT T ARK () FERLET, T
X, CDO ~DEAYEFRIZT A A SN E T,

RDEZRY

[ X P UIR=Un 6 BAWE L72IE0 0 OF A ZZ@IRL, AN H 5 [EH] ~A
VNCERFRSN TV LA T v a Oz @E@RLET,

4 T4 —FEERLI=O 747 04—

DRI a T, CDODA Y R—TFT 4 v T4 —ReEHLTAVR—FT 4 7 HIZ
T7AT VA —VERETDHIEIOWTHEHALET,

T7A T4 —ILDr— T IR

IO MYy TiE, CDOMREEETE % L 9 T Firepower 1100 &2 1 v b U — 7 (8T 5 HIEIC
DWTHH L ET,
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42 : Firepower 1100 0 /7 — 7 JLBC#3

WAN Modem

(Alt.) management

—— outside
Console ports —

console OR
Ethernet1/2 / |nside -

) \ )\
0-1.her'Data Nefworks
Management Computer

Ty b T v TR~ 2=V T VB RARAICHE LA VX —T = RTUL LT, FEED
Fe BB —T 2 f AFTITEFA B2 —T 2 ATCDOWCERTEXES, ZOHA KT
X, AEA v X —T 2 A AR L TWVET,

FIE

ATY T Uy —vERVMTET, "= RO TRETA RS LTI EE0,

AT T2 A Z—T =4 & (Ethernet 1/1 72 &) Z AL — Z \ZHawt L £,
TRV T I RVANE, fEBEOT A A E—T oA AFTNTERA H—T oA A%
TEFET, 27FL, ZOHA RTIEEIIHAEBA L X —T 2 A AT T BRIZOWTHALET,
I, VE— FEAETHROHWONDAREENRE W T I A TH L7 TT,

AT S3 WA Z—7 =14 A (Ethernet 12 72 ¥) ZWEAA v F F 7213 —FITHER L £,
NEBIZIFEEDA VX —T = A BIRTEET,

ATV T8 BYDA LU H—T oA AMDFR y MU —7 B L £97,

ATy FHaLPa—FEFar ) —)Lin— NE7- L Ethemet 12 4 > X —7 = A AIZHHi LET,

CLIZEH LTty b7 v 72 FATTH581E, a0 Y — A R— NIEHT OMLERDH Y
£, AV —AR—ME FTTNANTa—=T 4 TORNTOLBEIIRLGENHY £7,
Device Manager THI#It >~ h7 v 7% FE(TT 58618, Ethernet 1/2 A Z — 7 = — AT HEfi
LET,
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77479+ —LoEREA |

T77AT70A—ILOEREA

VAT LADERIL, TAA AOHEIIH L0 v —EFRAL vFICL o> THIE S E 7, EIR
AL v FiE, VT MEMAL v F L LTHERESRTHET, 2K, VAT LADTL—2R
TNy RETUNRBR—=FEN, YATA VT NI 2T BLRNTF—ZOWEDO Y 27 M
BRI S E T,

N

(GE)  Threat Defense Z @] CiEENd 5 & 1%, WIHLIZKI 15 ~ 30 530020 £97,

ATy I
ATvT2

ATvT3

ATy T4

1R BRI

TN AR L TEEEORWENZMHE T2 2 ENEETT (L 2, BEEEREE

(UPS) ZfEH) . BUIOY ¥ v hE T EITORWTEIN KD &, BERRT7 7 A4 1Y
AT LOBEEGEFIEEZTHREERH Y £F, N7 7T 0 RTREICZHDO T mE ANE
ITENTWDD, Bhnkbnbd e, 77 AT V4= NV AT AET L—AT )V vy hT

7 TEERA

FIE

BRI — RE2T A AL, BRa 'y MOERLET,

X —vOEET, ERI— NICBEET EENRe v I — X A TOBEBRA /AT AL v F

PREHLCEREZA IZLET,

TNA ZADEMEIZH D EIRLED 2R L E 7, SHFAIZET L TWBAEEIL, T3 ADOER
PowerLEDgT

MA->TWET,
Status LED

TNA ZADEMIZHD AT —H ALED ZHER LE T, FEAICAIT L TWBEEAIT. EFREA
B AR LTV ET,
G¥) AA v F & ONMNDS OFF ICHI Vx5 &, VAT AOBENRKEICEINDS £ T

BmBbZ ENnHY ET, ZOMIL. ¥v— T ORIHE/ SRV DOEIR LED HHEIC
BIRLET, BIF LED BNERICA IR D2 ETEFRERAY L RN TEE N,

)l |
o I
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B Aot T - FEERLET A RO VK= T 4 v

FoR—=—TFT A4 T04F—rEERALETNA AR VR—T 427

ATy 1

ATy T2
ATvT3

ATvT4

ATvT5
ATvT6

ATy T1

ATvT8

CLIBFkF—ZfH L. CDO DAV R—F 47 ¢ ¥ — K%/l L T Threat Defense % 7 >
A—KLFET,

FIE

CDO DT —rar 74 RUT[A XY (Inventory) 1227 Vv 27 L, BADTT

ATRH () 7 Vw7 LTCT A A% [4 R —F (Onboard) 1 LET,

[FTD] # A V&R L ET,

[FHE— R]C, [FID] BRI TNWD Z & & fiEB L E T,

BTHE— RNE LTC[FID] Z&INL12ZITWVWOTEH, [A~v— A ZXDOEE (Manage Smart
License) | %7 Vv 7 LT, T/ A TCHHARERA~Y— M7 AU AR LIZY | BEfFO
A= IA BV AZER LY TEET, FHARERI A B RIZHONTEL, 748 2%
B4 5 (131 4—2) 2R L T EI0,

F v R—=T 4 7 HiEE UT[CLIR S F —Z i H] (Use CLIRegistrationKey) ] & 8R L £7,
43: CLIZEFF—%EH

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from
e

CDO after onboarding. Learn more &
Firepower Threat Defense

Manage Smart License

[T /34 24 (Device Name) ] # AJJ LT, [IR~ (Next) 1227V 7 LET,

[V —ED YT (Policy Assignment) [IZDOWTiX, Fryv 7 H o A=a—%{fHLT,

TNNAADT 7R ary ba—/L R ) —%RRLET, R O—DNREINTORNGS

X, [T 74NV EOT A3y ha—/LAR Y v — (Default Access Control Policy) ] 3R L &

7

[ 7 A2 U7 3T A+ A (Subscription License) |22\ Tik, [#BEEFTDT /3 A A
(Physical FTD Device) | A7 v a v R& %27 ) w7 LT, AT L5HET A L 2%

Fzv 7 LET, [Next] 27 Vv 7 LET,

[CLIE &k — (CLI Registration Key) ]IZ-2\TliX, CDO L, BEkx— L ZDMDI/RIT A —X

PEALCa~y FEARKLET, Zdha~vwy REa b — L T, Threat Defense D #IHIHERL T

T 20ERHY 3,

configure manager add cdo_hostname registration_key nat_id display_name

CLI T®, F721% Device Manager % L7=WIHEREDE T

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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agzz I

o CLI 2 L= AR E D FEIT (147 X—) @ EHR I VT M &5 TH#,. FIDCLI T2
Da<wy Feav—LFET,

* Device Manager % il L 72 fJHIEX € D FAIT (152 %—2°) : 2= KD cdo_hostname,
registration_key. nat_id ™54y % [Management Center/CDOD R A 44 /IPT K L A
(Management Center/CDO Hostname/IP Address) ]. [Management Center/CDO D % fk % —
(Management Center/CDO Registration Key) ], [NATID] 7  —/L RiZa ' —LE7,

i

CLIty b7 v 7FOHV T ra<w R

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKEXIE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

GUL Y hTy7OH o7 avr R ayR—3y ke

44: configure manageradd A< > KA R—+% > +

cdo_hostname registration_key
I I
|

I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9OE
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

ATYT9 FUR—=FT T4 —=FT[R~ (Next) |27V 27 LT, T3 ADBGEFMG L E
j—o

ATFY T  (EE) [4 XU (nventory) |- S—Y DI~z &7 4 L F PRI S L 5, T34

AT EBMLET, LB AL, EWTTARE () FENLET, TUL
X, CDO ~DE AHEHRIZT A ATEAINE T,

RDRARY
[ _XU R UR=Unn AU L72E0D OFT A 222U, HAHICH D [EFEE] <A
VICERRENTWAEA TV a vy onTn g &R LET,
A —
FHAER TE
CLI 721 Device Manager % f# [} L C. Threat Defense D#JHIFRE % EIT L £,
CLI Z{E A L F-#I AR E D ETT

Threat Defense CLI [ZHzt L CHIMIEREZ 1TV E T, CLIZEH LTIty b7 v & 54T
THE, BEHALUVI—T 2 ABLIORYR =V TIRBA AL H—T A ADFRE DI DML
FFSiLEd, DeviceManager ZfEH LTIl > b7 v 7234745 L, BHEHA X —T A
ABIPY X =V X T I AL U HA—T 2 A ZAOFREITMZ T, EEOZHIZ CDO Y] Y
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B cuzemLr-anzEoss

ATy T

ATy T2

ATvT3

ATy T4

Z 7o & =T, DeviceManager C5E T L72 T XTDA ¥ —7 = A AERDIRFEFSNET, 77
A Ay b= RY =R EDMDT 7 4V FREIFRFFS RN EITERL TS
AN

FIE

=1 — LR — | C Threat Defense CLI (255t L £,
21 —)LiR— ME FXOS CLI (285 L £,

2 —H%—4 admin B L OVIA T — K Admin123 a7 A > LE7,

WD TEXOSICR 7 A v Li-E &iE, NAT—FREEFTLHIIROONET, 202U —
Ri%. SSH @ Threat Defense & 7' A T HHEH I E T,

G¥) NRAT = RRTTIEFEN T TONLRWEEIE, T3 2 &HA A—I{kL
TRRAT—=RET 74V My NTAHAXLERH Y 3, HA A =D TIEIC
SWTIE, FXOSD RT3 a—TF 47 HA REBRLTLIEE N,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **kkkkk*

Confirm new password: **kkkxkk*
Your password was updated successfully.

[...1]

firepower#

Threat Defense CLI (Z855E L £,
connect ftd

51

firepower# connect ftd
>

Threat Defense (28] TR A FhL, v A2Aaxy Fa—H¥— 54 2E8% (EULA) I
FETHEIROONET, FO%, EHA L F—T A ADBEHDOCLIEY T v SR
V7 ERFERINET,

Fe BB =T 2 A ATIX =% T VBRI LT HAETH, BEA LV E—T = A
DOFENMEHENET,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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| CDO T Threat Defense O &R
cu z@AL-mmEEozs ]

GE) HEEIZ VT (T2 xiX, A A—VEHBERTLHZEICEY) L&D, CLI
Ty N T4 = REBDIKTZEIETEERA, 272, ZNHOERET
%, #%7°5 CLI T configurenetwork =< > RZ{EfH L TEFE T& £9, Cisco
Secure Firewall Threat Defense =~ KU 77 LU A SR L TLEE W,

T 7 4V MEETIZLENZ AT Lizf@n3 B v aNIicFr S 3, URICAN LIZfEE 0 F
I 2856 1%. Enter 2 L £97,

WDOHA RT7A4 BB LTLIZEN,

o [DHCP#EH £ 72 (X F8E) CIPv4 % 5% E L £ 9 2>? (Configure IPv4 via DHCP or manually?) | :
[FE (manual) [ZBIRLES, EHA X —T7 oA 22EHATHTERRVBATH,
TIAR=RT RLAREDIP T RVAZRETHHLERNHY £F, BEHA X —Tx
A AMDHCPIZERE SN TWAGE, BHHOT —4 A ¥ —T7 oA AEHRETHZ LI
T FEHA, X, data-interfaces Th H L ENHHT 7 + /L hb— K723 DHCP #—
N=BZFE LT — N T EEEZINDARENH 5720 TT,

c[EEA L H—T = A ADIPVET 7 4V N7 — ~ 7 = A % A7) (Enter the IPv4 default gateway
for the management interface) ]: % — k7 = A % [data-interfaces] {ZFRE L ET, T DHKE
X, ~ %=V % TIRAT—H AV A =T A AZBLCREETEDL L HI1C, RNvr T
L= BN LTER N 70 v 7 BiRE LET,

 [THA R —H)LTEB L E7 ) (Manage the device locally?) | : CDO ZfE/H 3 25 121%
lmol ZANLET, yes& AT 5 &, oV IZ Device Manager i3 % Z £1272 0
EJ e

(T AT VA —E— RERELETH? (Configure firewallmode?) | : routed & AJJ L
T, X =V TR RIF, V=T v R 77 AT Ut —/LE— RTOHYPFR— |k
SNTVET,

51 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***xkkkk*

Confirm new password: **kkkxkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPve6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

Cisco Firepower 1100 22— +7 v 7454 K ||}
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If your networking information has changed, you will need to reconnect.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Update policy deployment information

- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

AT9TE v Rx—=Ux T 7B AHONEA v X —T 2 A REFRELET,
configure networ k management-data-inter face

Tk, A H—T 2 A ADFEARN 2Ry MU= REEITY LHIRDBZ T 7 by
ForENET, Zoa<wr ROBHAIZHOWTIE, ROFEMEZSBL T EEW,

CF B S =T = AE G B, A L # —7 = A A TILDHCP & {1

TEETA, Iy b7 v 7RICIP Y R R ZFECTRIE LR > 72551, configure
network {ipv4|ipv6} manual =~ > R ZfHH L TRRETE L L HICRD E LT, HFHA
B —T = A A F— 7 x4 % data-interfaces | E LR > AL, 22 TCIoawy

RELET,

* Threat Defense % CDO IZiBNT 5 &, CDOWIA v A —T =2 A ARE A F—T A A

L ETPT RLA, =T ~OFH)L— K, DNS % —,3—_ DDNS H—/—7p L)
ZRHE LU CHERF LE 7, DNS = —FREDFFMIZ YW TIE, REZBL T EEN,

CDO CTit, TR =V TV VA A H—T A AFEREEE TEET )3, Threat

Defense % 7213 CDO 2 X 2 EHPHE O ML A 51T 2 £ 5 BREFIIMZ 72 0T EE 0,
BHPHE P W S 7255 . Threat Defense (ZIZLARTO B 218 t7 % configure policy
rollback =~ FR&EENET,

* DDNS Y —/ X—H# D URL %% 7ET 5 & . Threat Defense i Cisco Trusted Root CA /X2 K

BT RTOEE CA OFEAELY BEMNTEMT 5728, Threat Defense (% HTTPS £t
@ DDNS H— R —FEE 2 FFE C& £4°, Threat Defense |£. DynDNS U E— k API {LkE

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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(https://help.dyn.com/remote-access-api/) Z {9 5§ <T?D DDNS % — \—Z PR — KL
\i ‘g—O

Zoavwr NI, [F—=%] A X =T 2 A ADNS Y —N—%2FELET, By T v
722 )7 T (£7-1% configurenetwork dnsservers =~ > K& L C) #&%E LI2%
BDNS —_—i%, FH T 7 4 v 7 IEHINLET, 7 —4 DNS H— 3—(X, DDNS
BEESNTWDELEE) £HEF 0 =T o AHEAENE2EX 2V T 4R v—
WEHSNET,

CDO Tli%. Z® ThreatDefense (ZHIV M TDH 7T v h 7+ —LRERY —TTF—F A
S —7 = A A DNS P — =35 EZIET, CDO IZ Threat Defense #8325 &, 17—
TINVEREDHERF S, DNSH— =37 T v 87 3 — LAFRER U > —ITBMSvEE A,

7272 L. DNSFXE % & te Threat Defense (2B TT' T v N7+ —LARERY o —%EH Y ¥ T
e, FOHRTEBICEL>Ta—INAFEN EEEX SN ET, CDO & Threat Defense % [FIHf X
FHIE, ZOREIC—KTDHEIICDNS 7T NI+ —LREET 77 4 TITHET
HT LEBEIOLET,

F72, B—H/LDNSH— 3=, DNS P — =GR TR S 72355120 A CDO
THREESNET, 2exE, BEHA LY —T oA RAEHEHLTT A AZBEL, % T

configurenetwork management-data-interface =~ > FZFH L CTTF—H# A v X —T = A
ZiXE LT-¥A . Threat Defense % /& & —EH3 25 L 912, DNS ¥y — "—% G T3 X TOK
E% CDO TFHITRET 2MLENH Y £,

EHLA X —T7 = A A%, ThreatDefense & CDO |Z& Gk L7-1%Ilc, WA L X —T oA A
FHIROT—H A H—=T 2 ADWVT NN EE TE F1,

Ty N T T 4P =R THELTZEQDN N DA F—T oA AMEHENET,

aw U RO E LTT NS AREEREE 7 VT TEES, Z0F T a iz hy v
FUATHEHATEETN, vl y N7 v PRl E OBEIZIIEH L2V T,

T2 EH AT 5L, configure network management-data-interface disable =~

Y READLET,

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

51
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ATvT6
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N

i

D

kg
filt
M

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcpl: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

CDO 73 5% L 7= configure manager add =2~ > K& L C, Z ® Threat Defense % & H9 5
CDO ##AILET, a2~ ROAERIZOWTX, A R—FT 47 U4 F—ReEf LT
NAADF U R—=FT 47 (146 X—V) B LTI,

51

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

Device Manager % L /=#)HAERE D EIT

&
ATFw T2

Device Manager [Z#%ft L C. Threat Defense D #JHIFE % 31T L £, Device Manager % {2 1]
LTIty N7 v 723730 L, BEHA LV I—T oA ABL PR =T ¥ T 7 B AREIC
Mz T, FEEHOZHIZCDOIZYIY Bz 7= & X2, DeviceManager T5E | L2 _XTHOA U HF—
T A AEEBMEFFENE T, T/78A arbar— A R =Rk Xa VT =R ED
OT 7 0 MREIFRFFENLRNZ LIZTHEEL T ESV, CLIZEMRT 5 &, EHA
BTz A ALvRX—=Vx T 7 EAREDHBRFFENET (2L 2T 774V FOWNEA
YH =T oA AERBRFF S ERA)

FIE

BH o B2 —4 % Bthernet 1/2 A X —7 = A AR LFET,

Device Manager (212 271 > LE7,

a) 77 UHIZURL (https://192.168.95.1) # A/ L £,

b) =—H¥—% admin, T 74 /L k XA T— K Admin123 ZfFH L Te /A LET,

) TR a—W—IA4 L ABHELFTATHEL, BHE AV —-RFE2ETT5 L9512
KdDbNET,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K



| ©DO T Threat Defense D ERA

ATvT3

Device Manager % {5 f L = ) #i5RE D RAT .

WIWERE A2 52 T3 5121, AT DeviceManager (0 7 A L&ty b T v 70 40—
REFHLET, REISLT, X=YDO FNHICH D [T 351 ADFKER A% » 7 (Skipdevice
setup) |27 Vw7 LTy N v 7 U4 PF—RERAXy I TEET,

Yy " NT T4 = REETTBHE, NEA % —7 =4 A (Ethernetl/2) DOF 7 # /L bk

BN Z T, CDODERIZY) Y B2 5 & ZICHERF S D4 (Ethernetl/1) A VX —7 =4 A

LERETEET,

a) WAL H—T 2 A ABIOEIHA V=T 2 ATH L TROA T a U EFRE L, [IR
~ (Next) 1227V vZ LET,

1. [IAERA v 2 —7 =A AT KL A (OutsideInterface Address) | — Z DA X —7 = A A
FlRHEA =Ry N =Rz THY, v K=V TI7EA A F—T AR
ELTHHINDGAER SV £, 75 ZOHMIRERFZHIOINEA > 4 —T = A
AEBRT D LI TEEXA, BMUOIDT =S A F =T =A ZABT 7 4/ h O
A B =T 2 ATT,

TR T 7B RHES (FTENE) CER A =T A AT D
Bl By b T T U4 = FRORTHRICTFEI CTRETHILENH Y 7,

[IPv4DRE (ConfigureIPv4) |: SMifA v 2 —7 = A AFHDIPv4 T KL A9, DHCP
EHEATAD. FRETFETRAEY T 47 IPT RLA, 7 Xy h~wRx7 BLY
F—=b U2 ANTEET, [4£7 (Off) |ZJIRNLT, IPv47 FLAZEE LW
EVWOBERBELHVET, By N7y T U 4= REHEH L TCPPPOEZ R ET H Z &
ICEERA, A X —T 24 ANDSLET L, F—T7LET A, E72I1X ISP ~Dfh
DOEHGEICHERE SN TE Y, ISP PPPoE i L CIP 7 KL 2 &ML T\ 254
%, PPPOE WMEIZ 2 55508 H 0 3, V4P — ROETHIZPPPoE ZiX ETE F
7

[IPv6DFRE (ConfigureIPv6) |: iAo % —7 = A AHDIPv6 7 K L A9, DHCP
EEMAT L0, FREFEBHTAYT v 7 IPT FLVA, L7 4y 7 A B —
NI oA B ASITEET, [F7 (Off) |ZEIRL T, IPv67 RLAZRELRNEWN
IO H Y £97,

2. [EEA A7 —7 x4 R (Management Interface) ]
CLI CHIMIERE & FAT LTI Gh ., BHA V=T oA AORTEIFERRINET A,

T—HAH =T 2 A AT =X T 78 AZHEMLIZHATH, BHA LV H—
T oA ADFENMEHSINET, & xR, T—HF A F—T A AEH LTy T
TU—URBHTL—T 4 VT INDEBR N T 74 v 71, T—HA L F—T A A
DNS H— =TI <, HH A X —7 =1 A DNS ¥ — "—%{f i L T FQDN % fi
rLET,

[DNSH—/% (DNSServers) ]: A7 LADEHT KL ZH D DNS H—3, 4 §ifigs
\Z12LLEDDNS —"D7 RLAZ AJJLET, 7 7 4/L MJ OpenDNS /X7 Y
7 DNS H—/"TF, 74—V REREL, 774/ MR LTEWEATX, [OpenDNS
ZfiH (UseOpenDNS) 1227 Vv 7 45&, 74—/ NIZHEEYIRIPTY NLARY o —
FEhET,
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. Device Manager % £ Fi L =¥ HA EDEIT

ATvT4

ATvT5

ATvT6

ATy T17

[77 A7 74—/ A L4 (FirewallHostname) |: A7 LAOEBET RLADKRA k
Z’T‘a‘@

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L. [k~ (Next) 1227 U 27 LET,
1 [#A LYV —>2 (TimeZone) ]: VAT LDHA LY — IR LET,

2. [NTP# A LH—,% (NTP Time Server) |: 7 7 # /b b NTP H— & H 4255, i
HLTWAONTPH— DT RLAZFEBTCANTLINZERLET, Nv o7 v 7H
WO — R EBINTEET,

c) [BEHETIZ 90 HF ORI A BA4A (Start 90 day evaluation period without registration) ]
IR E7,

Threat Defense % Smart Software Manager (28 &k L 72 W TL 723V, T XTOT A B AT
CDO THEITESNET,

d) [T (Finish) 1227V v 27 LET,

e) [Z7 77 REHE (Cloud Management) |E721L[A %> K7 a1 (Standalone) | Z&ENT 5 &
IR BLNET, CDO 7 7 v R Management Center DA 1L, [AX > KT r
(Standalone) ] Z®IRL T2 6, [THFE (Gotlt) ] Z@INL £,

[7Z 7 K& (Cloud Management) | 47> 3 L%, L H I —d CDO/FDM HREH T,

(WMENZE L TC) A X —T oA ZAEHRELET, [T/34 X (Device) |>[f > F—7 =
A A (Interfaces) ] DEHA L X —T oA AEBRL TS0,

BHA LA —T oA AE, T—EFA L E—T oA ATRESNIZTS — T = A BLETT,
FIT 4N RTIE, BEA X —T 24 AXDHCP O IP T LA EF— = 2ZELE
T, DHCP 267 — bV = A ZZE LeWGha (e xiX, BEA X —T oA A% Xy b
T—7 28R LTV WGE)  F— b V= IT 74NV N TCT—F A X —T A RA|T7¢
D, MHLBRETHLEEEHY A, DHCPA L7 — MU = A 2% L72GER. (b IZE
AL H =T oA RIHHIP T RLAEREL, Y= bV =2A T XA X —T A AT
RETDHLERDHY 7,

VA=V T 7R R T DINBETIINE LS DA v F—T 2 A REFTBINOA o H —
T oA AEHRETDHHEIE. [T 3 A (Device) [H#IR L, [ Z—7 A A (Interface) ]
DY~V =DV 7%7) v LET,

Device Manager (235172 A % —7 = A4 ADOFREDFEMITDOWVTIL,  Device Manager T?D
TrAT VA —NVORE (116 ~—) | ZZMLTIIZEV, CDOIZT A A& Bk 5
L. Device Manager O ORERIFIRFFSNLE R A,

[T /734 A (Device) ][V AT Li%E (Device System Settings) ][FF 4B (Central Management) ]
[Management Center] [Management Center] [7 /31 A (Device) ][ AT Li%E (System Settings) ]
[H 9/ H#E (Central Management) ] [Management Center] OJIEIZEER L. [§4T (Proceed) ] % 7
J v 7 LT Management Center D& B ZHE L E7,

[Management Center/CDO® ¥4l (Management Center/CDO Details) | Zi% /& L £7°,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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Device Manager % /L F=#1 AR E D EAT .

45: Management Center/CDO 0 F£#8

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOR A M4 E72IXIPT KL A% F1-> CTWETH (Do you know the
Management Center/CDO hostname or IP address) ] T, [I1Z\V (Yes) 1227 Vv 7 LET,

Cisco Firepower 1100 R 2 — + 7 v THA K .
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. Device Manager % £ Fi L =¥ HA EDEIT

ATvT8

b)

CDO (Z £ Y configuremanager add =~ > R SN E T, a~ 2 ROERIZOWTIL,
T R—=F 4 T O P = FREERA LT A, ADF R —=FT 4 7 (1463—Y) &%
LT EEN,

configure manager add cdo_hostname registration_key nat_id display _name

&1

46 : configure manageradd A< > KA R—+% > +

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

=<2 R® cdo_hostname, registration key, nat_id Oy % [Management Center/CDOD 7~
A NPT KL A (Management Center/CDO Hostname/IP Address) ]. [Management Center/CDO
DA Ek*— (Management Center/CDO Registration Key) ]. [NATID] 7 4 —/L RiZa b —L
i —a‘o

[Bhc DX & (Connectivity Configuration) | Zi%E L £7,

a)

b)

[FTD7s A 4, (FTD Hostname) ] Z#f8&€ L %7,

ZDFQDN X, #MA & —7 = A A, F 7% [Management Center/CDOT 7 & A A L X —
7 = A A (Management Center/CDO Access Interface) | FHIZEHR L7z A % —7 = A AT
A E7d,

[DNS#—/3— 27" )L—=7 (DNS Server Group) ] #+5E L £,

BEED 2 N— T 28RN 50, LW A—7 %k LEd, ¥ 74/ hdD DNS 7 /L—
71 CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RNE F v E T,

TOREICEY, T—H A HF—T 2 ADNS b—R—RNEREENET, By T v
A= R THRELZEFLDNS —_— %, BT 74 v 7 I ENET, T—4
DNS #—/3—|X, DDNS GXEINTWDHHE) ERITZ0A v F—7 oA AZHEH I
X2 VTR =R SRET, BERNTF 74w 2T =X NT T 4 v T O
DI A v H—T = A ARHETDNS h—N"—{CEZET 5720, BEHIFEHLZHD LH
U DNS $r— =7 —T %R T DA REER H D 7,

CDO T, Z® ThreatDefense (ZEIV B THT T v F 74 —LRER) —TT—H A v
A —7 = A A DNS P — 3 —NF Eéhi?‘ CDO |Z Threat Defense % B+ 5L, n—
VR EDPHERF S, DNSYP— =377 v F 7+ —LARERN U I —ITBIENnE A,

7272 L. DNS %€ % 7 ¢¢ Threat Defense (22T 7 v F 7+ —ARERY —%HD M T
HE, FOREILL > Ta—INAREN EEE X ET, CDO & Threat Defense % [AlH] &
HHITIE, ZOREIC—HTDHEIIDNS I Ty N7+ —LBEET VT 4 TITRET
LT EEBEIOLET,

F72. @—H/LDNS P —,3—{%, DNS P — = fHI B TR SN 728548120 CDO
THREEINET,
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ATvT9

ATy 710

ATy INn

Device Manager % {5 f L = ) #i5RE D RAT .

c) [Management Center/CDO7 7 £ AA 5% —7 = A A (Management Center/CDO Access
Interface) ]2 DWW TIE, UM (outside) | ZiEIRL E 7,

WEFEHDEEDA VA —T oA AZBERTEETN, ZOHA RTEHANBEEHRA L T
HZ LEEFIHEE L TWET,

LT DOT =2 A4 =T oA AZRERLIZGAIE. 774V M— FEBILET,

AVE—=T oA AZBRT DT 74NV M— b BRHDHZ L HHERTDEIITKRDDIA =Y
MERENET, IMBEZRIRLIZGEIE, £y N7 v 7O 4= RO—BRLLTIOL— R
FTTICRESNTWET, HOA ¥ —T A AERIRT H551L. CDO IZHHET HRIICT
TAN MV— N EFEICRET HHLENRH Y £, DeviceManager ([T DHAXT 4 v 7 L—
N DORREDFEMIZ DWW TIX,  [Device Manager THD 7 7 A 7 7 4 —/VOFKE (116 X—) |

EHBL TSN,

[#A 5 v ZDNS (DDNS) 53BN (AddaDynamic DNS (DDNS)method) 1% 7 Y v 7 L
i‘ﬂ‘o

DDNS (%, Threat Defense @ IP 7 R L ANEE S {L7235G12 CDO e MERM KA A 4
(FQDN) TC Threat Defense (ZEZFETEX 25X HICLET, [T34 A (Device) |>[V AT Lk
7E (System Settings) ]>[DDNS#—t A (DDNS Service) | ZZ/ L CDDNS Z##%E L 7,

Threat Defense % CDO (Z:BI19" % AilZ DDNS % #% &3 % &, Threat Defense (% Cisco Trusted
Root CA /X2 RV BTN TOFEE CA OFEEZ BEHYIZENNT 5728, Threat Defense (X
HTTPS #%%t? DDNS ¥ — /N —FEB#E & FRGE T X £ 7, Threat Defense /£, DynDNS U E— k
API{E4R  (https:/help.dyn.com/remote-access-api/) % {3 %3 ~T?D DDNS ¥ —/—% R —
FLET,

[#ft (Connect) 1227V v 27 LET, [BEkAT —H A (Registration Status) | XA 7 2 77K v
7 A2, CDO~DEI Y R 2T 2HIED AT — X ANRFR S LE T, [Management Center/CDO
ek E ORTF (Saving Management Center/CDO Registration Settings) | FIED %, CDO |2 HE)
L. 7747 U4+ —Vv&BMLETS,

CDO ~DEIN 2 %X v AT 5551E, [BEDOF v &/ (Cancel Registration) | % 77
Vw27 LET, TNLNOEEIL, [Management Center/CDO% kiR E DIRTF (Saving Management
Center/CDO Registration Settings) | FNEA5E T 9% £ T, Device Manager 77 VD ¢ . R
ZPALZRNTLE &N, LSS, et A —WRpE 1k L, Device Manager (2 FF#fE L 7= 55
HBOHFHINET,

[Management Center/CDOS k% & DIRAF (Saving Management Center/CDO Registration Settings) ]
D FNE#IZ Device Manager (ZHaft L72 £ 1275 & Hf&AYIZ [Management Center % 72 {3XCDO
L DOIEFE ST (Successful Connection with Management Center or CDO) ] Z A 7 &2 7R v 7 AN
F7R S 4L, Device Manager 2> H YW SvE T,
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B 2xvnera07 oty s—onE

47 EEEHK

Registration Status ?

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

ERNGEXa)T4R) O—DETE
T DT ROBE R L CEANAE R 2 )7 4 K Y S ERET B HC ST L
7.

N A L H—T 2 A REHNBA B —T 2 A A WAV F—T = A ZATEHIP T R
AHENVYBTET, vR3—TV ¥ TV EAFRED—BRE L TINEA ¥ —7 = A ADFARGK
EEBRELE LN, FEZDOA 0 H—T 2 A Xa VT 4 =280 Y THNE
N F9,

¢ DHCP ¥ —/—: 7 54T FOWNHA % —7 = A A TCDHCP ¥ —"—Z A L £7,
*NAT : SN A v H—T = A A TA U H—T7 = A XAPAT I L £7°,
T BRI hr—b NEWOIE~D T T 4 7 EFFAILET,
*SSH: v 3=V X% T/ BA A X —T = A ATSSHZHMZLET,

A3 —T 14 ADEKTE
BB HATT D A v X —T 2 A RAEHFDHL, Thbztxa T 4/ — 28048 TT
IP7 RLAZRELET, BFIX. VATLATEKOLD N T 74 v 7 2l SES X951,
I b 20D U H—T 2 A AERETILENDHY 7, BEIF. Ty 7A RN —24
N—BETNIA v F—FRy MIE LA A v Z—T oA AL, HEEORY FT—27 D 1oL
LORFHA L H—T 2 A ZAEFHLET, INHEDOA X —T A AO—F L, WebH¥—/3—
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A3 —T 4 ADHKE .

REDONRT Y I T IR ANARERT vy bEEET S EEHE ] (DMZ) L5580
Di‘é—o

— R =T 4 T OARTUE, NEA A —T 2 A ATAET 4 v I T RV AR ERH
T 25 LFEIZ, ISP2>6 DHCP 2 L THEA v H—T 2 A AT FLAZEBET 52 & TF,
WO TIE. DHCPIZE A AR T 4 v 7T KL ARAENA—F v RE— RONEA v X —T =4 A
PHEHALT, »—T v RE—RFROHRFHA >V F—T =4 AEFHELET,

FIE

ATY 1 [T314 A (Devices) |>[T /34 A& (Device Management) |DNEIZEIR L, 77 A 7 74—
D 7Yy LET,
ATV T2 [A v H—T A A (Interfaces) | %27V v 27 LET,

Overview Analysis Policies JeEMEER Objects  AMP  Intelligence Deploy , System Help v admin v

Device Management NAT | VPN¥ | QoS Platform Settings FlexConfig Certificates

10.89.5.20 (B

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Iﬂ:m Inline Sets DHCP

4, Search by name & Sync Device | | € Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernet1/2 Physical B &
E Ethernet1/3.1 SublInterface E| y
Ethernet1/4 diagnostic Physical [E] &
Ethernet1/5 Physical E] y

ATY T3 NEHAT A v =T A 2D 27V w7 LET,
(&% (General) | # 7R RFINET,

Cisco Firepower 1100 22— +7 v 7454 K ||}
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B s—ozrzonx

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

MName: inside Enabled Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 (64 - 5000}

QK Cancel

a) 48 LFETO 4T (Name) |2 AL ET,
Lz, A F—T x4 AT indde £\ S L4ETEITET,

b) [A%) (Enabled) | T =v /ARy I A4 NI LET,

¢) [E—F (Mode) 11X [72L (None) JIZRELTLEFIZLET,

d) [EF=VUT 1Y —> (SecurityZone) | Fr vy XU X RMLBAFONE X2 T 4
= HBIRT o0, [ (New) 1227 Uy 7 LTHLWEXR 2T oY —rZBIL
£7,

7= & 21X, indde zone E WHLHTDY =2 ZBIMLET, KA X —T =1 AL, X =
V74— B =T 2 AT N—TIZEHOETHVLERDY ET, ¥ —

TxAAF, 120X VT4V —IZORETDIZ L, BEOA X —T = A 2T
N—FBTHLHLTEET, Vv Fid i Nn—TIESNTEX 2V T 4R v—
ZEALET, eI WA v X —T7 = A ZAWNE ) —AZE ) ST, SMNA v H—
T oA AN —AZEID B THZENTEET, ZO8E. NI 74 v 7 BNEND
BB CE D LT 78R avrbo— L R V—2RETHI LT TE LT,

SN BENEBIZIENT TERETE EHA, FEALEDORY o—FF2 T 4 =2 DR
PR—FLTWET, NATRY v—, L7402 R — BEIRQoSHKY »—T,

V= FRFA S H =T 2 A RATN—T AT ET,

e) [IPv4] X7, [IPv6] ¥ 7, Fi=lZW DX 7% 7V v 7 LET,

c[IPv4]: Ry 7FH T YA RNE [AZT 4 v 7IPEfEHT % (Use Static IP) ] &3
WU, IPT RLREF TRy N RTEAT v a R TANLET,

7o & 2%, 192168112472 8 AT L ET,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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A8 —T 1A ADHE .

Edit Physical Interface

General li:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.166.1.1/24| igﬁgg-?ég-"zﬁ255-255-'-23 or

o [IPv6] : A7 — M LV AHERREDH AL [EEFEYTE (Autoconfiguration) | F = v 77K >
J A& A N LET,
H [OKlZZ7 VU2 LET,
ATy T4 THER) ERT A2 —T A 2% 7 ) v 7 LET,
[&f% (General) | ¥ 7 RERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

YR =V T I HARCIDA =T oA AEFHNCHE L TNDD, A X —T AR
WX TIARIBIT 6N TEY, AMEET RLARENTE T LTWVET, Tiuh DA
EIFERE LRNTL &, BET 5 L, Management Center OEF I B S E T, =
DOEETH, BN T 74 v 7RI —DeFa VT 4~V ERETILERNHY £,

a) [EF¥=VUT 1 —r (SecurityZone) | K v 7 H U R NNLEEFONREXF2Y T 1
VU EBIRT L0 B (New) 1227 UV w7 LTHLLWEF2 )T 4 Y — 2Bl
i‘a‘o
7= & %1%, loutside zone] W) EHIDY —2ZBMLET,

b) [OK] %7V w2 LET,
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ATY TS5 [R1F (Save) 1227V v LET,

DHCP H—/\—DEFE

7747 N TDHCP [ LT &BICxHT D8 mHIP T RLAZRET L L9127 5
YA d, DHCP — _—Z2 I LE T,

FIE

RT9T1 [T/ R (Devices) | >[T/\4 REHE (DeviceManagement) | ZRIRL, T4 2% 27 U »
7 LET,

ZF w72 [DHCP] > [DHCPH—/i— (DHCP Server) ] %841 L £,

ATY T3 [H—/— (Server) | <—C, [IBM (Add) 1227V v 7 LT, ROAT v araRELE

R
Add Server ? X
Interface* inside 7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

OK Cancel

s [f v H—T7xAA (Interface) |: Ku v 7 X T VR INHA U H—T oA ABRINLE
j_o

o [7 KL A7 —/L (Address Pool) ]: DHCP " — _—0 {525 1P 7 KL AD&K FAL 5
oMo ZHRELET, IPT FLAO#MIT, BIRLI-A v Z—T = ALFEDT
BT xy N R FETHVERDD, A X —T A ZAAHFDOIPT RLRAZZFDH L
IXTEEHA,

« [DHCPY— "—Z N9 % (Enable DHCP Server) ] : IR L7=A > % —7 = A A D DHCP
Y= R—EHM L ET,

ATy 74 [OK]Z27 V)7 LET,
ATv TS5 [fR1F (Save) 127V v 27 LET,

A
NAT DX E
— B 72 NAT V—/ L Cik, WET RLRAENEA L H—T 2 AA ADIP T RV ADKR— MIE

WLFET, ZOXALTONATNLV—NDZ Lt m AL H—T A AR—K T L RAEH (PAT)
EIEONE T,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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NAT D& E .

FIE

ATFvT1 [T/IAA4 R (Devices) 1>[NAT] %27 U w7 L, [#HLWLKY >— (NewPolicy) ]>[Threat Defense
NAT] %2 U v 7 LET,

RATwT2 RV U—IZLHIEMT, R —%2 AT 5731 A%RIRL, [fR1F (Save) 1227 U v L
7

New Policy ? X

Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

-}, Search by name or value | =192.168.0.16

| Add to Policy |

| Save | | Cancel |

AU 2 —7% Management Center |ZIBM SN ES, Gl&fHE, AU —Ib—nZBd 5058
NV ET,

RATw T3 L—LDiEN (AddRule) 1227V > 7 LET,
[NAT/L—/L DB (AddNAT Rule) | ¥ A T R TRy 7 ANRKRINET,

ATFYTE ERLV—NLDOF T g ZRELET,

Add NAT Rule
NAT Rule: Auto NAT Rule hd
Type: Cynamic 7

Interface Objects it ir ] PATPool  Advanced
« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,
s [#A4 7 (Type) 1:[# AT 7 (Dynamic) | IR L E 7,

Cisco Firepower 1100 22 — + 7 v T4 K [}
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B wozz

ATV TS [f X —T A A4 T =2 b (Interface objects) |X— T, [HHAEE/RA VX —T =4 A
47 =7 K~ (Available Interface Objects) | fEIE2N O [FESEA v F—T =2 A AF TV =7 |
(Destination Interface Objects) ] fEIKIZAMER Y — > 2 BIML 9,

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | e,i‘outside zone ]

8 oA
san/t inside_zone
oi‘outside_zone

Add to
Source

Add to |
Destination |

QK | | Cancel
ATv 6 [ZH (Translation) | X— T, WOA T a rERELET,
Add NAT Rule 7%
MAT Rule: Auto MAT Rule R
Type: Dynamic R

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Original Source:* all-ipvd v G Translated Source: Destination Interface IP

Original Port: TCP B

s [JEDE{E7C (OriginalSource) 1: 227 Vw27 LT, ¥ XTOIPVE N7 7 4 v 7 (0.0.0.0/0)
DXy NI—7FTVxr bEBMLET,

New Metwork Object ? X
Namea gll-ipw4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel
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w0 +57 ¢ v oo

GE) HEINAT L— U347 V=7 FEZEO—ERE LTNAT 8N4 5720, A
TLEFRDany-ipvdF T =7 NEEHTH I LIITEERA, £, VAT
AEBRBDOA TVl N dT DI LIXTEERA,

o [BHLE B DEfETE (Translated Source) ] : [FEcA > % — 7 =4 AIP (Destination Interface
IP) | Z@&IRL£7,

ATY 1 R1F (Save) 127 Vv 7 LTA—&BMLET,
L= Jb—b (Rules) 17— 7 /WIRF S E T,

Overview Analysis Policies JBENILEE Objects  AMP Intelligence Deploy % System Helpv adminvy

Device Management = NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT Vou have unsaved changes | [5] save || @ cancel
(6 Por
B Fiiter by Device @  AddRue |
[s N\ \
# Direction Tvi S Destinati O 1} Original 1] Original Translated Translated Translated Opti
rface Objects rface Objects ree: st Services Sources Destinations ~ Srvi
v n
v Au
»  Dynamic @ & allip @ Interface @ )

ATY T8 NAT X—TU T [RfFE (Save) |27 U v 7 LTEREZREFELET,

RENSHEAD ST 4 I DEFT]
BEACKT D5 ARk LI X2, RO [TRTORNT T v 7 %7 vy (Blockall
traffic) | 77 tX a2 ha— R —2ER LTSI, T AZERTLHNT 7 4
U BT HIOICRY = — A 2 BINT 2 0E RS Y 4, WOFIETIE, WEEY —>
INBAERY =2 ~D T T 4w T BT A= VBB LET, M= NHDHGAE.
WY ARy NT—T~DNTT 4w 7 EHATEHL—LEEML T EEN,

FIE

ATy 1 [RY)— (Policy) |>[7 9 RKR — (AccessPolicy) 1> [7 2 AR — (Access
Policy) &R L, BRI T 58 (0S4 TonTnbd7 782 arybe—L R o—
D w7V LET,

RATv T2 [JL—IL%EBM (AddRule) |27V v 7 L, RONRT A= EFRELET,
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B <~+—>v70ex 55 1408— 42 TOSSHORE

Add Rule 7 X
Mazme |inside_toc_outside & Enabled Insert |inte Mandatory ot
Action |+ Allow v 48T

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
|-h Search by name | son /iy inside_zone B seuloutside_zone ]

a et
San/t inside_zone
) .

Sua/4h Outside_zone

| Add to |
Source

Add to |
| Destination |

« [£4ET (Name) ]: ZDONA—/VICLETZAHTET (72 & 21E. insde to_outside)

ﬂ%@ﬁf~y(%mmmmw]{ﬁWT%&f~V(Mw%khmﬂ]#EW%YHV
IR L, [EETI2EM (Addto Source) 1% 27 U w7 LET,

o [56%5> — > (Destination Zones) ] : [f£HA[HE72> —> (Available Zones) ] 7B AMHBY —
VAR L, [584612BM (Add to Destination) 1% 7 YV v 27 L¥ 9,

MOREIFEDEFICL TR ET,

ATy T3 B (Add) 1227V v 7 LET,
=5 b— b (Rules) | 7 —7 /MBS VET,

Overview Analysis JIISEER Devices Objects =~ AMP  Intelligence Deploy y System Help v
Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v
ftd ac p()IICy You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel
Prefilter Policy: Default Prefilter Policy SSL Policy: Hone Identity Policy: None
Tz Inh Setd | [F] policy As its {1)
m Security Intelligence  HTTP Responses  Logging  Advanced
# Fitcer by Device ) ehon RUS Conniei= @ © Add Category | @ Add Rule | Search Rules

Name Source Zo... | DestZones  Source Ne.. DestNetw.. VLANTags  Users Applications = Source Po...  DestPorts  URLs 1SE/SGTA.. Action £

v Mandatory - ftd_ac_policy (1-1)

o Allow & @

side_to_outside

ction. Add Rule or Add Category

_ o o A G x|
ATy T4 [1F (Save) 1227V v LET,

IX—O% FIOERRT—ZF A3 —T 24 ATOH SSHDHTFE

A B =T 2 A7 E DT —H A ¥ —7 = A AT Management Center 7 7 & A & 2hi

LEHAEE, ZOFIECHES>TEDA v H—T = ATSSH ZHNCTHLERH Y £7,
1%, Threat Defense T 1 DL EDTFT —% A % —7 = A A% LT SSH #5202

DIEIZOWTH L ET, SSHIZRZHEEA v ¥ —7 = A3 LT AR — FINFEHA,
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v x—Sr 7oA T8 4 v8—T x4 2T ssHozE [

\)

GE) SSHIIBEHA L Z—T A A LTTF 740 b THINZ > TWETA, Z O A ILE P SSH
T U AR A,

BHA X —T 2 A AE, T, ADMDA o H—T = A AL FEES N TV ET, Management
CenterlZ T /N AZFRTE L., BT H-DIEHEINET, —X A H—T A AD SSH
X, BEA X —T 2 AD SSH ENFB LU H2—F VR M2 LET, TOMOER
EITEPNCRESNE T, T—F AL X —T A ATlE., ZOHEHAHEHLTSSH &7 7 &
AVANERMNILET, T—F A F— 7I4x®$Hb?74/7iLﬁ®w—%4y
TRELMHL, RERICHEINIZAZT 4 v 27 — RO CLI CREINTCAZT 4 v 7
J— MIEH L EE A,

B AR —T oA ADEEAE. SSHT 7 AU 2 &FiEET 5 1213 Cisco Secure Firewall Threat
Defense =~ KU 7 7 L > A @ configure ssh-access-list =~ > KZHML T &N, AH
T4 v — FNERET ST, configurenetwork static-routes 2~ REZHB LT 2 &
W, 774V MTIE, WIMRERICERAS VX —T oA APDT 74V R L— FMERELE
75

SSH #fi 3 5121%, FARIP T RLARZHFTHT 78R LV—/VIVEDHY FHAL, ZD
v arOFFEICHEST, SSHT 7 BREZRETHLENS L7720 TT,

SSHZ, BEFHRERA VX —T =2 AZOIEHTEET, SSHER NBNHA v F—T = A
ZNZH DA INA A —T 2 A A~DEBEE RGO TE 97,

)

GE)  SSHZMNL7ZCLI~Ou 7 A Likf7)s 3 [mhHfs L CRIRT D &, /3514 A0 SSH #t13fk T
LET,

1R BHHIIZ

« SSH N —#—I%, configureuseradd =~> RZEH L CCLITOARETEET, .
T 7V N T, WIIERERFIZ S A Y — REFRE LIZAdmin=—F —23FE L £ 3, LDAP
F 721X RADIUS EDOANI2—H—1X, 7T v b7 4 — L5 E T [FMFFEGE (External
Authentication) | ZHETH I EICEL > THRETEET,

« TNA A~D SSH it 2 #F [T DR A P ERIEFR Yy NV—J BEHRTLIF Y hU—7 %
TVl FORMETY, A7V =27 b2 T o=y D—E L TBEIMTE LT, IPT
RLZADITN—TF M ETH-0ICA TV = N I —T 2T 585813, L—/LT%
I T N—T NI CICHET H 2 k%%wbiﬁowvy17b~@mw@]ﬂ#jﬁz
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

\}

GE) VAT ABRMET Sany ry NU—2 AT V=7 MIEHATEE
A, KV IT, any-ipvd £7-1F any-ipv6 2 H L £,
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| B

ATy

ATy T2
ATvT3

ATvT4

5% TE O R B

ATy T

CDO T Threat Defense DER |

FIE

[T/34 R (Devices) 1>[FT v b T+ —LERE (Platform Settings) ] %38 L, Threat Defense

R —%ERETIIRELET,

[ =7 > =/ (Secure Shell) ] Z&EINL £,

SSH #ifgi 4 [+ A v B2 —T 2 A AL IPT RLAZIEELET,

CORBFEH LT, SSHEGRZZ T ANDLA LV F—T o4 A, BIORZEROLOHEF TSN

57747 DOIPT RUAZRIRLET, fHxDIPT L AT, Xy hU—2 T KL

A TEET,

a) [BEM (Add) 1227V v 27 LTHLWIL—LEZBINT 50, [ (Bdit) 1227V v 27 LT

BEfFON— IV EREL 7,

b) N—ADTENRT 4 ERELET,
* [IP Address] : SSH¥E#i# 3T r[ T DR A MEIFR Yy NU—2 2FFET DRy RU—7
FTV I NEIITN—T, ATV 2T bRy AT A a— 0 bhERT S
N FREFMHEZV I LTH LRy NU—I A7 V=7 MEEBIMLET,
c[EF¥=2UT ¢ Y —1 (Security Zones) ]: SSH#fEZFFAITHA v H—T = A A %F
e/ =V EBMLET, V=2l o H—T = AT, #REINTZEX2Y
T4 =V DIV ARNDTDT 4=V RIZA B =T x4 24 AL, B (Add) ]
Vw7 LET, BIRENTWVWEAL U H—T oA RAEZFY — VBTN RZEE
NTWALXIIDI, ZHHDOL—LABRF AL R CHEASISNET,

) [OK]%27VUvZ7 LET,
[Save (RTFE) 127V v/ LET,

ZN T, [ER (Deploy) ]>[EB (Deployment) 1 %27 U w7 L, E Y TT /A A K
V—HEFTEL LRV E L, BFEEFRY C—ERERATLIETHENCR A,

BE DR 2 FRICHT L0 (TR LE Y, BREZRMTL2ETE 7A 2 ETEDE
ELT 7T 4710 A,

FIE

A ED BB (Deploy) 127 Vv 27 LET,
[ 48:[ER (Deploy) ]

somm—
l Deploy IQ @ & @ adminv
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zzorn [

AT9 T2 [TRTERM (DeployAll) 1527 U v 7 LTTRTOT A RTEHT D0, [ 72
(Advanced Deploy) %7 U 27 L CERIRL7T A RZEMLET,

B 49: 9 X TERH
Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment [=2)
node2 I Ready for Deployment £
@ 5 devices are available for deployment iz
B 50: 5 E R
1 device selected
[ @ Search using device name, user name, type, group or status I Dopioytine: Estimar
"] Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

ATV T3 BEANSESH LI 2R LET, BEORAT =2 22FRT 5121, A=a——0 [EH
(Deploy) 1R v OAMCHLT A a%7 Y v LET,

51:REART—42 X

es Objects Integration

Deploy

qm} @ adminv Ul SECURE

5 total 0 running

@ 1010-2
@ 1010-3
9 1120-4
@ nodel
© node2

5 success 0 warnings 0 f;

Deployments Upgrades @ Health O Tasks

ailures

Deployment to device successful.

Deployment to device successful.

Deployment to device successful.

Deployment to device successful.

Deployment to device successful.

.:) Show Notifications

| o Filter

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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B rsorva—75vexu55oz

NSO aAa—TFT420EFA0TFHIURX

Threat Defense 5 KU FXOSCLIAD 7o X

av RIA A F =Tz A (CLI) ZHH LTI AT LD Y N7 v &7V, AL
WY AT LD T TNy a—TFT 4 THITVWET, CLITYy Y a v mb R —%2RETHZ
LIITEEHA, CLIIZIE, v Y — b R —MIERLTT 7 EBERATEET,

NG TN a—T 4 T DbIZE FXOSCLIWZT 7 B ATE £,
Y

() FE721%. Threat Defense 7 /3A ADEFEEA X —T = A AZSSH T CEET, 2V —L
vy varbidEe, SSHE v g dT 7 4 /b b T Threat Defense CLI 2729 . connect
fxos2~ > RZ&FEH L CTFXOSCLIICE#H CXE3, SSHEHRHDOA v ¥ —7 = A A%V T
WHGE, BCT—H A B =T oA A LDT FRLAICHER CTEET, 7— 4 A4 —T=A
ANDSSHT 7B AXT 7 4V N THHZ /2> TWET, ZOFIETIEL, 7 7 4/v F TFX0S
CLI b7y ) —NR— T 7 ERZOWTHB LET,

FIE

ATY 1 CLIicu 74 4512, BHavYa—FE2ary/—)LiR— MR LET, BEOHDOA
V=T 4 VT VAT LIMNERUSB YV TNV RITANRNELT A AL LTLTEEN
(Firepower 1100 N— RU =7 A F&ZM) , =Y — /LR — MNMEIT 7 4/ b T FXO0S CLI
R0 ET, ROV TAREEFEHLET,

* 9600 7R —

*8F—% £y b

e NRNUT 472

1AMy 7 EYE
FXOSCLLIZHfE L £d, =—HF—% admin &, ¥ty b7 v FRHICRE LI AY— %
EMLTCLLICr 7 A LET (5740 MEAdminl2l) |
i :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

RXFw F2 Threat Defense CLIICT 7 AL £,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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—

I —

ATvT3

F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

connect ftd
&1

firepower# connect ftd
>

27 A I, CLI T TRER =~ > ROIEMZ MR T 2121, help £72i3? 2 A L&
T, FHTEICOW T, [Cisco Secure Firewall Threat Defense =@~ > KU 77 L > A ] &
L TLIEEN,

Threat Defense CLI Z#& 79 212i%, exit £7id logout 2~ RE AN LET,

Zoavy FIZE D FXOSCLI 71> 7 MIREY £9, FXOS CLI T AR 2~ > Ric
DNTIE, ?ZAN LTSN,

51

> exit
firepower#

BAUA—T A ATHDEBEFED S I a—Ta2Y

HAOEBEA VX —T 24 AMHTHRDVIC, ~F—V¥T 7 RACT—H A H—T =
A A FERT H841%,. CDO T ThreatDefense DA v X —T = A AL Ry NT—7 DORTEE
HI A, AT LWL D ICEET D MNENSH Y £9°, ThreatDefense 2 CDO (2B L
TRIZEBA V=T 2 A RBATHERTDE (TP ERS X4 —T A A, FTz
ITEHENLT—H A =Tz A R) | A X =Tz ALy NT—T OFENIE L EE
SN TWAWE | EEBHEN KDL D ARRERH Y 3,
IOy 2iF, BHERPRDNIEBED N T TN a—T 4 BB ET,
EEERAT—2 ADERT
CDO T, [T/3 R (Devices) ]> [T/ 1 R EHE (Device Management) ]>[T/31 R
(Device) 1> [&EHE (Management) |>[¥Rr—2 v 7YX - #EREEM (Manager Access

- Configuration Details) ] > [#&#t X 7—% X (Connection Status) ] ~*— ¥ CTEBEHERE A
T A AEMRLET,

BB D AT — X A% KT HIZ1X, Threat Defense CLI T, sftunnel-status-brief =~
U REANLET, sftunnd-status Z{#EH L T, LV BeRBFRE2FTr-IDHLELTEFE
R

Z 0 AREOHER OB RITTRLUES, BT F v 320 TRk HHRe—he—
MEBRPF RSN THEE A,

> sftunnel-status-brief
PEER:10.10.17.202
Registration: Completed.
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Connection to peer
Last disconnect time
Last disconnect reason
down

CDO T Threat Defense DER |

'10.10.17.202"' Attempted at Mon Jun 15 09:21:57 2020 UTC
Mon Jun 15 09:19:09 2020 UTC
Both control and event channel connections with peer went

7y TREBOBEROH I 2 RITRLET, ©7F v rbén— b= MEERRFR SN

/Cl/\jz‘a—o

> sftunnel-status-brief
PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"'

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"'

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time:
Heartbeat Received Time:

Mon Jun 15 09:02:08 2020 UTC
Mon Jun 15 09:02:16 2020 UTC

Threat Defense v k7 —J ERD KT
Threat Defense CLI T, BHBI R ~R—V % T I/ BVRA T —H f X —T =2 ADF v

NI — U BREERRLET,
show network

> show network

=============== System Information ]===============

Hostname

DNS Servers
Management port
IPv4 Default route

5516X-4
208.67.220.220,208.67.222.222
8305

Gateway data-interfaces
IPv6 Default route

Gateway data-interfaces

[ brl ]

State : Enabled
Link Up
Channels Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— I o
Configuration Manual
Address 10.99.10.4
Netmask 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-——————————————————————
Configuration : Disabled
=============== Proxy Information ]
State Disabled
Authentication Disabled
======[ System Information - Data Interfaces ]======
DNS Servers
Interfaces GigabitEthernetl/1

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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===============[ GigabitEthernetl/l ]===============
State : Enabled

Link : Up

Name : outside

MTU : 1500

MAC Address : 28:6F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-———m—mmm e
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6 J-—————————————————————
Configuration : Disabled

CDO A Threat Defense D& EFDFER

Threat Defense CLI T, CDO BN T LI Z 2R LET, Zoa~vwr Nk, B
COBAED AT —Z A TRkt D HDO TRV LITHERE LT EE N,

show managers

> show managers

Type : Manager
Host : accountl.app.us.cdo.cisco.com
Display name : accountl.app.us.cdo.cisco.com
Identifier : f7ffad78-bfle-1lec-a737-baa2f76ef602
Registration : Completed
Management type : Configuration

CDO ~M ping

Threat Defense CLI C, kD a~» REHFHL T, T—X¥ A X —7 A A5 CDO I
ping L7,

ping cdo_hostname

Threat Defense CLI C, kD~ REfH LT, A 4 —7 =14 XAH) 5 CDO IZ ping
LET, Zhid, Xy P —v a2 N LT — 4 A Z =T = AIN—T 4 7 3IE
ﬁ—o

ping system cdo_hostname
Threat Defense REA 2 —T A ATDINT Y bDF ¥ TF ¥

Threat Defense CLI T, NNy 7 7L —> 4 X —7 =4 A (nlp int tap) T/ v b
Xy 7Ty LT, BEATZ Yy MBREEFEINTWHDEINE I D EHERLET,

capture nameinterface nlp_int_tap trace detail match ip any any

show capturename tr ace detail
NEBA VB —T A RADAT—R R, #figt. BLUNry FIORER

Threat Defense CLI T, Wi/ Ny 7 FL—r A X —T7 = A A (nlp_int tap) (2B 51
WEBZL T 7ZE0,

show inter ace detail

> show interface detail
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[...]

Interface Internal-Data0l/1 "nlp int tap", is up, line protocol is up
Hardware is en_vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes,
Received 0 broadcasts, 0 runts,
input errors, 0 CRC, 0 frame,
pause input, 0 resume input
L2 decode drops

packets output, 370 bytes,
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops,
input queue
output queue

O O O O Ul o o o

(blocks free curr/low) :
(blocks free curr/low) :

Traffic Statistics for "nlp int tap":

37 packets input,
5 packets output,
37 packets dropped
1 minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

2304 bytes
300 bytes

o 0=

IW—TF 4 >0 & NAT OWER

0 no buffer
0 giants
0 overrun,

0 ignored, 0 abort

0 underruns
0 interface resets

0 output reset drops
hardware

(0/0)
hardware (0/0)

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

Threat Defense CLI T, T 7 4/ hLb— Tk (S*) DBMEINTWEZ &, BIXOEHEA
4 —7 x4 A (nlp_int tap) ([ZWNHE NAT L— A3 FET H 2 L2t LET,

show route

> show route
Codes: L - local, C - connected, S -
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
E1 - OSPF external type 1,
Is-1s, IS-IS summary,
IS-IS inter area, *

i - su -
ia -

SI - Static InterVRF

static,

E2 - OSPF external type 2,

- candidate default,
o - ODR, P - periodic downloaded static route,

R - RIP, M - mobile, B - BGP

O - OSPF, IA - OSPF inter area

N2 - OSPF NSSA external type 2

vV - VPN

IS-IS level-1, L2 IS-IS level-2

U - per-user static route
+ - replicated route

Ll

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat
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> show nat

Auto NAT Policies (Section 2)
1 (nlp_int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server O sftunnel ipvé intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>

Z DD ERTE DHERR

KOaA~y REBRLT, MOTRTORENFET DI LA LET, ZhbDaw
Y RD%< 1%, CDO O[T/ 1 X (Devices) | > [T /34 REHE (Device Management) |>
[T/31 R (Device) 1>[E¥E (Management) |>[YRr—T v 7V X - (Manager
Access - Configuration Details) ]>[CLIH A (CLI Output) | ~N—Y THiERTE £,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp_int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNSDEFHMEM L I=HE I EHEET S
Threat Defense CLI C, DDNS OFEH NI L7ZE D DEHER L ET,

debug ddns
> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225

Successfuly updated the DDNS sever with current IP addresses
DDNS: Another update completed, outstanding = 0
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DDNS: IDB SB total = 0

FHNZ R L2 8A0%, debughttp =~ > K& debugsd =~ > R&EMHAL £, iEAE
DORRFEN R L7258 1E, — FREHENRT NA R VA F— L SN TWD Z & & HERR
LET,

show crypto ca certificates trustpoint_name

DDNS OEEZ MR T 5121 -

show ddns update interface fmc_access ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

CDO BY 77 A LDFER
https://cisco.com/go/fmc-reg-error &M L T 720,

CDO DEmAXONI-IEEDEHOO—IL/INY Y

Threat Defense T~ 31—V ¥ 7 7 AT —H A v F—T oA AZEFEH L, *v NU—T 8
T 5 CDO 7 b O % BT 585G, Threat Defense DGR % e 4 12 EBA L 72 4%
iz — Ny 7 UC, BHEEERAETLTEET, TO%, Xy NV —JHROAHEREIND X
D12 CDO THERGER EZ B L, R TE ¥, m— Ay 7RI, Eiinkbh T
WIBATHLHATE, ZORTTIAYa—F 4 L VORI THERTE £,

RDOHA RTA 2L TIIZEN,

o BiE D EREH D Z Threat Defense TR — /WA T F9, X OIZLREIORERIC—/L
Ny FTBHZ LxTEEEA,

e —/LNy 71, CDOCHETEXLDHEICORLELET, X, m—A Ny 7L,
Threat Defense CLI CTORRETE 5 HHEHA o —7 = A ACHET 5 v — I VAL
(I L £8 A, configurenetwork management-data-interface =~ > K& ffi Jf] L 7= 1%
DCDO BRI T —F A v Z—T oA AREZZER L, rollback 2~ > FEEHT 5 &,
ZROOBREIFRFFS NN LICTER LTIV, KEICER S 72 CDOREIC 7 —
Ny 7 ENET,

« LIRTORAPICHEFT SN T U b AT/ RSCEPAEAET —Zldn—n"y 7 TE k4
/\/o

e H— Ly JHNZ BUEDRENZ VT SN2, #Hh Fuy 7S ET,
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ATy

ATy T2

00 i L b BEoHEON—L v [

FIE

Threat Defense CLI T, LLHIOHE L~ —L 3y 7 LET,
configure policy rollback

7 — LNy 7 #% . ThreatDefense (2 —/L N 7 BNIEFIZE T L2 & 2 CDOIZE@E L F 9,
CDO Tit, #lkn o — Ry 7 ENT=Z L Z2pnd A\ =N BB R REINET,

GH) B—/b Ry 7 3R L, CDO B AME T SN2 BiE, — 7 REA OREIC S
U Chttps://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.htmlZ ZH L T 723, HAEITE -
TiX, CDOFHLT 7 ¥ ADEAHICa— NNy I NERTHZ B3 H Y £, =
DYE. CDO MO Z R L T, CDO b HEMTE £7,

1 -
TR =N T I BRIT—F A B —T A A& HT % Threat Defense D4 :

> configure policy rollback

The last deployment to this FTD was on June 1, 2022 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

BRSNS N Z E B R L E T,

CDO T, [T/31 R (Devices) | >[T/ 1 REHE (DeviceManagement) ]>[T/34f X
(Device) 1> [EHE (Management) |>[Y¥Rr—2 v 7YX - i (Manager Access-
Configuration Details) ] > [##i R T—4 X (Connection Status) | ~3— 2 CEHEEEG AT — ¥

AuERLET,

TG D AT —H A& FKx T HIZIE, Threat Defense CLI T, sftunnd-status-brief =<2 K
EATLET,

B ORI 10 53 LL ED D561, BDO NI TNy a—T 4 VT EITOLER DD F
Ty FT—HA L H—T 2 ATOEBEGO N T TNy 2—T 47 (1715—2) ZBRL
TLIEEN,
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B coozsmLET 74 79— LoBREON

CDO ZER L= 7 A7 04— ILOEIRD UM

ATv T
ATvT2
ATv7T3
ATvT4

ATy TH
ATvT6

ATy 717

VAT LEBEYNCY vy MU T H I ENEETT, BMICERT T S E2kneh . EIRA
AVFEMLIEVT AL, BRRT7AN AT LAOBRELRSIXR-TZENHYET, Ny
77Ty RTCIEFEICZHO T a8 ANFATINTWT, BIRT 7 7 EHE\W0 | B Z U
Liz0d5E, 774 T T4 —INETL—A TN %y hETUTERNWI EEREZTBNT
TZEWY,

CDO #fA L T AT ANy Y v N T TEET,

FIE

[T7/31 R (Devices) |1>[T/3\1 REH (Device Management) [A &R L £,

HRET L7 A AOHICHDWET A2 @) 27V v7 LET,

[T /34 A (Device) | #7 %27V v 7 LET,

[ AT L (System) 72 a v CTAL ADYV Yy NEULTAay (@) 270y LE
—§—O

TurTEBRERRENTZDL, TRAADY v v MU EHERB LET,

ALY =NINET AT VA= MIER L TWDEEE, 77 AT VA= ABy Yy b T
THLELVAT AT u T b ex=F—LET, ROT a7 FRFRENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

a2 =D EEH L TCOWRWEEE, K30/ T AT ARy N LI b %
R LET,

VEIS U TCERAA v TF 247120, BRI 7 H2KNTY v — 0 bR EIR 2 B Y
NN TEET,

RDATw T

CDO Z{# [ L 7= Threat Defense DX EZ%i{T9 5 121%. Cisco Defense Orchestrator A8 — s ~2—
CHESRLTLIEE N,
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=6~
=% =R

ASDM Z{#F L 7- ASA D&

COEOHRRE

FRAFTRER TN TOARL =T 4 VIV AT A<=V v 2R 51, TR A~
V=T A VT VAT RER =V B /O D HE 1—=) | 22RLTLKEZEN, Z
DEONEIL, ASDM Z#FEHT 25 ASAIZEA SN ET,

ZOETIILULTORBEICOWTIERY FIFTCnERADT, TASAar 7 X2l — g
A R 2B LT EE0N,

o 7 x— )L —/N—
« CLI RE

ZOETIE., BANREX 2T 4R —OREFIEICONVTHHBELET, LV EEARE
HRHDHGETRETA FEBRL T ZE0,

T77A4 T 24— ILIZDNT

N= R =7 T, BEICKHT A8 V7 My 2T EIEXASA Y 7 N T EFITTEE
T BBUICKTT 2851 & ASA DRI TEI Y B2 217 9 BRIZIZ, T3 ADFHA A — AL i
W0 ET, BUEA VA P— L SNTWDEDLITRRLY T MU =T N—T a U NLEERY,
ABHLHA A =R KETT,  [Cisco ASA ¥ X O Firepower Threat Defense fFA A — AL A A
K] 2L T EE0,

77 AT 74—/, Secure Firewall eXtensible <L —7 ¢ > 7 v X7 A (FXOS) &FE I
DEBERDARVL =T 4 VT VAT LEFATLET, 774 7 U 4 —/LIEFXOS Secure Firewall
ChassisManager # P R— F L CWEH AL, N 77V a—T7 4 7HELTRLACLIDA
DY R—F SN TWET, FEHIZ DOV TIE, Firepower 1000/2100 35 L OF Secure Firewall 3100 &
Firepower Threat Defense @ Cisco FXOS N7 7 /vy a—7 4 7 A REZRL T,

TSAN—RERT— R AV 77 AT U4 —/VIZITEAGESIE SR E T, BRI
L£TH2bHVERFA, L, 2= AR EORETIE, EAFHIEFRELEHTE X
T ZOHG . REIFERS SNMP OfEHIRFIC, BEEMEAGELNIE R MR T 2560
D ET,

¢« ASA IZDW T (180 ~<—)

eV RY—= FOFIA (182 X—)
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ASDM %A L1- ASADER |
B ssazouc

e Xy N —VEME LT 7 40 FIREDOHER (184 ~—)
T T AT T A—NDT—T NG (186 ~—)

o TNNA ZADERHN (187 <—)

s (FE) IPT7T RLADEHT (188 X—)

« ASDM ~Du 7 A > (189 ~—7)

¢« TA B ADEE (190 X—7)

« ASA DF%E (197 ~—)

« ASA BEFXOS CLI ~DO7 7 & (198 ~X—2)

s RDAT w7 (200 =—7)

ASA [CDUNT

ASAIE, 1 ODDTNRA ATEHETAT— NIRRT 7 AT U4 —/VSEEB IO VPN 2
hL—H —fEREEREE L £,

RONTNNDOY X —T ¥ ZHH L TASA ZEFHTEET,
«ASDM (ZDH A RTHH) : TS RZEENLEMDT A ZAv 32—V v,
« CLI
cCDO : VYT NIRYT T RR—ZADVNVFTFNA A F— %,

« Cisco Security Manager : BIOH—/— LD~ /LFTNA A v 32— v,

NG TNY 2—FT 4 T D=2, FXOSCLIIZT 7 AT 252 TEET,

HiR— b SN VR

KD ASA #EFREIL. Firepower 1100 TIZ VA — FINTHEHA,
CTLRAVE =T = AR
c JTRH
* ASA REST API
* ASA FirePOWER & ¥ = —/L
* Botnet Traffic Filter
cRDA VAR v a v

*SCTPA v AT v arv~y7 (ACLEMEHLZSCTP AT — K7/ A L ART g
Y AR—-hEhET)

* Diameter

* GTP/GPRS
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| AsDM % & L 1= ASA DERE

ASA 5500-X

=L
axX

asassoox 2E 0T

= 4=
TE DT

ASA 5500-X DF%E %4 2 B°— LT, Firepower 1100 ([ZHEV fF1F 5 Z &EmT&Ed, 2750, RE
EEETLIMNERSY £, £/, 7T v M7 43— AROBEOHIESICER L T EEN,

1. BREZ2E—F 521X, ASA 5500-X T more system:running-config =~ > K& AL
—g‘o

2. BEISUTREZmMELET LITEZ2ZH) .

3. Firepower 1100 D = Y — /LR — MI$EEREL, Z7a— L a7 4 Fal— g E—FR
L ET,

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***x**

Repeat Password: *****xx

ciscoasa# configure terminal

ciscoasa (config) #

4. clear configureall =< > REZEH LT, BIEOREEZZ VT LET,
5. ASACLI TEHE IR ELX M AT ET,

ZDHA RTIE, THEAREOT 74V EEERHELE LTWADD, BEFOREICEY 17
%6, ZOFA RO—EOFIAIL ASA IZHEA S EFA,

ASA 5500-X 3%

Firepower 1100 M % %

PAK 71 & A

Aw— K T7A4 A

WEAZ 2 —LTHEY )5 &, PAK 74 &2 AL H
ENFEHAL, T7HNVETIETA B RIIA VA P—LE
nNTnWEHAL, A~— I A48T TR, Av—F
T4V T =N LTI B ARG T
HMLENRHY ET, Av—sI7A4 BT 71X, ASDM %
TZIXSSHT 7B AIZHHELEST UTESHR) .
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B zorv—zoroFE

ASDM %A L1- ASADER |

ASA 5500-X % E

Firepower 1100 M % E

D ASDM 7 7 & A

ASDM |[ZEf CTEX 72y, A~v— K S4BT H—
IN—ZBEETERWEAIT, BB LR EFRTE LT2H
BTH, VPN £72i3Z OO TR S 72 SLHEE ORUE &
HIBR L £,

sl 7aE ek (3DES) IA B RAEFEAL-BIC, Zh
LOMEEAHEANCTLHZ ENTEET,

ZOMEOFEIRIL, ASA IZiE, BHT 7R IZRLTD
FHT 7 4V N TIDESHERENZENTNWDHZ & TT, iy
e LREZ A ohic T 5 & ASDM B L OVHTTPS k&7
T4 vT (Av—hTA BT —R—=L D2 L)
N7y INET, ZOA—LOFIME, EEL1/1 L
DOEHHERA 2 —7 oA AT SN TV DHLAETT,
SSH 1T B L Z T £8 A,

A H—=T7xAAID

FLWNA—FRY =7 ID&—HTLEIICA v F—T=A
ZIDEEHEL T ESV, 7oL 21X, ASA5525-XIT13,
Management 0/0, GigabitEthernet 0/0 ~ 0/5 238 £ T\ E
9, Firepower 1120 {Z1%. Management 1/1 35 X T" Ethernet
111~ 18 BEENTVET,

boot system =~ >

ASA 5500-X TlE. K 4O boot system =< > R Z i ]
LT, T A A=V EBETEET,

Firepower 1100 T3 1 2@ boot system =~ > KD HB3FFA]
ENnA7=H. BEVAHT ARSI DS DOT X Thaw s’
ZHIBRT D HENRH Y T3, 7T— A A=V EHHBITHT-
DITEBEIRFICFAA TN N2, ERIEEDa~ > R
EREICEDDHLETIHY ¥ A, bootsystem V o — K
BRCIE, kBlice— RENTET— b 4 A=V NFHICELT
EhET,

boot system ==~ > ML, ANRFICT 7 v a & F(TLE
To VAT HIFA ATV EREEL TR L, 7 — MNEET
(FXOS 12 & » CEH XD disko DN e 7r— 3 V)
Wav—LFET, ASAZUa—RTHE, HLA A—
Urn—RFanET,

IVFY—IVFDFIR

Ux— VT ASA B L TERET DICIE, ROZ AT 2B TIIZEN,
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ASDM % {#FA L 7= ASA D EFRH

zvrv—zrozE

ooy 0\ e ity
Pre- 1) install the (2 ) Review the (3 Cable the 4 ) Power on the
Configuration firewall network and firewall firewall
—p defaultconfig —p —>
v

ASA CLI 5 ) (optional)

Change the IP

Address
ASDM \5 » / Log into '\_9 ' ) Configure J 9)' Configure the

ASDM feature ASA

licenses —»

l A
|/-§\'

Cisco \/_/ (Optional)

Commerce Obtain feature

Workspace licenses

Smart 8 ) Generate a

Software license token

Manager for the chassis
.’/‘T\J FHIRE T7AT T4 =NV A=)V LET, "~ RU2T7THENTA FE2ZR LT
it I/ \0
(o)) | FHIRE Xy NT—VELEET 7 4V NREDOHEE (184 X—)
&/
(3) |FHIRE T I AT T A —ADr—T L (186 <—D)
=/

A) | FRTERE TAA ZOERHEAN (187 =)

5) |ASACLI ((LE) IP7 FLADETE (188 <—) |,

Cisco Firepower 1100 22 — + 7 v T4 K [}
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ASDM %A L1- ASADER |
B <oro—vmELT 700 rBEORR

(g) |ASDM ASDM ~Du 7 A > (189 ~—)

(7) | isco Commerce TARLADRE (190 ~—2) : BT A L AZBUELET,
"/ | Workspace

‘8 Smart Software Manager | 7 f & ZDFE (190 X—) ¥ —vDIA VLA b—=T U EARLET,

(g) |ASDM TAELAORE (190 ~X—2) : HHET A £ 2 ERELET,

(10) |ASDM ASA DFFE (197 <—) |

2y bI—OBEET T4 FEREDHER

ROMIZ, Firepower 1100 TOT 74/ hDOFy MV =27 EAZRLET (F74/0 FREL
) .

A B —T = A AT —T7 T LA E721E DSL T AICEEERT DA 1E. ASA BN
WAty hT—=7DOFTRTCDOIL—T 4 7 ENAT ZFEITTHL9C, EFT L5277V v VF—F
T B2 aBEIOLET, IMNEA v H—T = A ADISPIZHEHET 5 7202 PPPOE 3% &1 %
MENG DAL, TOEEE ASDM AX — "7 v 77 4 F—RNTITH ZENRTEET,

)

CE) ASDMT7 27 EBRIZTFT7H/VFONEBIP T L RAZFEH TR 0EA1X. ASACLI THEIP 7
RLAZRETEET, (EE) IPT RLADOEE (1883—) 2R L TN, 1=t
ZIE. DO LS 72K BNT, N IP T RLZADOEENMLEIZRLEENHY T,

A H—T 2 A AR T T ANV E Ry U= TH 5 192.168.1.0 1 hT—7
LD 7 RV AOEGERADEA. DHCP U —ANKB L, SNEA > X —7 = A AN
IP7 RLAZESLEREA, ZOREIX, ASARFRICR Y NU—2 EIZ250DA ¥ —
T oA ABFFOZLENTERWEDICRELET, ZOHAE. WERIP 7 KL ARH LW
Fv NI —7 BIZFET DAL IICETTHLERH D £97,

* ASA ZEEFONEL R » N U — 2712 BT 25681F. WEIP 7 RUARBEFEO R v U —
7 FICFETDEDICAEETHMLENDY £97,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K



| AsDM % & L 1= ASA DERE

( Outside

outside
Etherneti/
DHCP from outside nw

Management 1/1
DHCP from
management nw
inside
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Firepower 1100 ® 7 7 + )L FER7E

Firepower 1100 O LG HATRF DT 7 4 /L FERE

Management |~

Firepower 1100 O 7 7 # )L hE& & .

(Optional)
Management
Computer

. RO LBY TY,

e REBMNSHEBAD ST 1 w45 70— : Ethernet 1/1 (4+F) . Ethernet 1/2 (INER)

« DHCP ODHERIP 7 FL A, REBIP7 FL R :192.168.1.1
« E1 : Management 1/1 (%F2E) . DHCP "D IP 7 RL-A

« WA > #—7 = A AD DHCP H—/\—

o #L¥8 DHCP., &3 DHCP 7>5DT 74 )L b JL— k

«ASDM 77t A : HHIR A N ENEIR A MIFFA SN Ed, NERAR A MiE 192.168.1.0/24

Xy NT—=ZIZREINET,

* NAT : WESWBAEE~DTXTD N T 7 4 v 7 HDA X —7 = A A PAT,

¢ DNS #—/3— : OpenDNS #— 3— [T dH 5 LD STV ET,

ZDarZ4Xal—vg ko awy RTHERINLTWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
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ASDM %A L1- ASADER |
B - 7or—ror—ores

interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

dns domain-lookup outside
dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

274 T 94— LDy — T )L

o

Ethernet 11

(Alternative) Management 1/1 -
outside, DHCP from outside nw

management, DHCP from mgmt nw

(Optional) Console ports |

Ethernet 1/2
inside, 192.168.1.1

Management Computer »
DHCP from inside ifc: 192.168.1.x Other Data Networks

Management 1/1 & 7213 Ethernet 1/2 DV F 417> T Firepower 1100 ZEH L £3, 7 7 4/ MR E
T%. Ethernetl/l Z4MHBE L TaRELET,

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K



| AsDM % & L 1= ASA DERE
7r1zosREA |

FIE

ATYT1 ¥ —VZWMOMTEST, "~ FR7 2T RETA FEBRLTLLEEN,
AT9 T2 FHa L Ea—HEZRONTANDOA VX —T oA AZHHRE L 7,

« Management 1/1 : Management 1/1 Z& 8 x> NV — 7|8kt L, HHa o — 2 NEH
Fv NI —7 BlZH B0, ETRIET 7 BATESZ & %2R LET, Management 1/1 1%,
By hU—27 EODHCP ¥y —/S—nH P T RLAZRHFLEST, ZOA ¥ —Tx
A AT A58F, BFHa Yo —20nbIPT FLRIZEFTEA LI, ASAIC
%Déf%hfbéﬁ?bvx%&m#é%%#%@iTo

e Ethernet 1/2 : FIHIEREDT-DIC, B a L Y2 —H % Ethernet 12 IZEERE G LET, £
721X, Ethernet12 ZWNEixry MU —Z7 1 ZHHi LET, WERy hU—27 LDV 47 b
PN ASAILT 7 EBATE S0, BHa L a2 —2RNZF0EHEy hU—2 EITh D
Z L HHEFR L £, Ethernet 12 (121X7 74V FDIP 7 FLA (192.168.1.1) V., 7
TAT N (BHara—4%&25T) IZIPT7 RLAZERMT L0 :Dmm%—ﬂ—
HIATINDTZD, ZNODOREDEFONER Y NT—7 ORELFHAELRNEL DI
TL 72 &V (Firepower 1100 OF 7 4V hiE (185 *X—) #&M) |

Fo. A=V Xy MR2OIPT RVAZT 74V v OEERTHINEND DAL, B
Ay ¥a—FEaryV— iR — NIIr—7NERTH0ELHYET, ((ER) IPT7T KL
ADEE (188 X—) LTI ZEW,

BTDA 2 —T oA A5 ASAEHT VAR ETXET, [ASA O BlED
WENA K] 25 L T 7EE0,
ATw T3 ARy T —7 % Bthernetl/l A v Z—7 = A A2t LE T,

Aw—hK VT NyxT TAv T TOEA, ASA I License Authority (27 7 E A TE 5 L
T DDA F =Xy N T 7B AEZRLELE LET,

RATFYTE HBODA L E—T 2 A RO FR Yy NT— 7 i LET,

TNA XADEIFREA

VAT LADOBERIL. TAAAOHEIZH D0 v H—FBRAL v TFIZ Lo THI SN ET, BR
ZA v FIE, VT PEAAAL v F L LTEESNTOVET, ZHICEY, YATLDTL—X
TNy NETURHR—FNEN, VATFA VY7 M2 T BLRT—ZOMEO Y 27 MR
B S E T,

FIE

ATy Tl ERa—RFET A AL, BRI ML E T,
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ASDM %A L1- ASADER |
B E® rrrizozs

AT T2 Uy —rOFHET, BRa— NICHET IEEN 0 v h—2 A TOERAL I T AL v T
AL CERE LT I LET,

ATV T3 FTAAZAOEMENCH HEE LED 2R LE T, FEOAIICAT L TWAEHEEIT. T340 ADER
MA>TWET,

T [
[ | e e
Power LED g

Status LED

z%v747A4X® SHIZHDH AT —H A LED 2R LET, BAICAIT LTV DAEAIE, ERBEA
Ak LTV ET,

GE) AA v F & ONMNS OFF ICHIV#Ex 5 &, VAT AOBENRKERICEINS £ T
FRmbZ ENHYET, ZOMIE. Y — T ORTHE/ SRV OER LED 236k
IR L ET, EIRLED 52 A 7R A E TERAZT O 2N T EE N,

(EFE) P7FLADEE

ASDM 7 72 RIZT 74V FDIP T RLUAZFHTE 20 E1X, ASA CLI THHEEA > & —
T2 A ADIPT RLAEZBZETXET,

\}

GE) ZOFIETIEH, 74N FREEEITL, BRLEZIPT FLALRELET, 207, #
92 ASA REICETEZ M THE1E. ZOFRIEEZFEHLRNTS ZE0,

FIE

ATV T1 ASA 2LV — LiR— MIHEHEL, Fe—3L a7 4 FX¥al—v 3y EF— RNIADET, 3
FZHOWTIEZ, TASAB IO FXOSCLI~DOT 7 A (1985—2) | 2L TLEE N,
AT9 T2 BRLEIPT FLAZEHLCT 74V b EEETLET,

configure factory-default [ip_address [mask]]
11 -

ciscoasa (config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Cisco Firepower 1100 R 2 — k7 v FHA K




| AsDM % & L 1= ASA DERE

ATvT3

asom~oos 1> |

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #

FTIFNN AT 4 FXal—alEd 7Ty a2 AT VIRELET,

write memory

ASDM ~pO 45 A >

ASDM #EEI L T, ASAZRETEHLHICLET,

ASAIZIE, BELT 7 B AD I X LT 3DESHEEN T 7 4 /L R TEHEENTWAH DT, Smart
Software Manager |24t C&, T <IZASDM Z {752 & & T&£7, #£IC ASA TSSH 7T
XA ERET D% EIE, SSHB LU SCP #4252 L b TEET, @mERN Sz L

LT HZOMOEEEE (VPN 72 &) TlE, HAIZ Smart Software Manager (28 &k 5 LE N B 5
EERE LR ENNC 2> TWAMERSH Y £7,

\)

CE) BT 2ANCmERE S T 2MRORELRA D & (WIHRMEBLDOHHE L T

HEAETYH) . HTTPS 8132 DA v X —T =4 AT Ru vy 3, B TXETA,

D=L OFISMNE, BE VIR EOFHERA 7 —7 o RTEHFEIN TV DHHETY, SSH
TR L Z T EE A, HITPS 5N b -581%. 2 Y —/L R — MIEEHE L CASA &/
WRET DN, BHEHA VX —T A A Jﬁﬁ;ﬁ“%ﬂﬁ\ F R EER S EEEE ISR E SN T

WRWA U H—T oA AT D E N TEET,

1R BRI

« ASDM % EATT B 7= D DBELEIZ DWW TlE, Cisco.com® [ASDM U U —=2 7 — L] 2% W
LTL7Z&EW,
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B st ozozx

ATy

ATy T2

ATvT3

RTv74

ASDM %A L1- ASADER |

FIE

7T WFIZRO URL Z A LET,
* https//192.168.1.1 : W (Ethernet 1/2) A > ¥ —7 A ADIP T KL A,

« https://management_ip : DHCP 22 HEI D M CTHNTZEHA 4 —T7 = A ADIP T FL A,

GE) http:// 2P 7 R LA (F 7 % /L MEZHTTP) TiE72< . &7 https/ Z#5E L T<
7S, ASA X, HTTP U 7 =X k% HTTPS (Z HB)HICHRE L EH A,

[Cisco ASDM] Web ~— U NFR S E T, ASAIZZEHENR A X F—/L ENTWVRNTZDIZ,
TIIFOF2 VT A BENERENDIZENHY £, 2O 0BG THEE L T, Web
R—=IZT IV EATEXFET,

fE I fE72 47" 3  [Install ASDM Launcher] % 721% [Run ASDM] DWWz 7 U v 7 L&
‘3‘0
EH DOFERIZIES> TA T a U ZER L, ASDM Z#E#E) L £,

[Cisco ASDM-IDM 7 > F % — (Cisco ASDM-IDM Launcher) ] 3R S £,
2P ENRAT—RDOT 4 — )V REZEOFEIZLT, [OK] %27 Vv 7 LET,
AA L ASDM ¥V 4 > RUBRERINET,

SAtE U RADETE

ASAFA~V— K FA4 B AZFEHLET, BHFOAY—F T4V (M ¥—xy b
T RANKE) ZEMTEET, £t A7 A VEBROGE, KT A B ATRIER
I% Smart Software Manager On-Prem (LAROH T Z A h—N) ZETEXET, INHDA T
TA TR ATROFEMZONTIL, [CiscoASA ¥V —XDET A B A 2B L
TLEEN, ZOHA NiF@FEORA~— I ZICEBEENET,

VAT A AOEIZOWTIEEE L <IL, cisco.com/go/licensingguide Z &M L TL 72 &0,

Uy — B EkT 5 &, Smart Software Manager (X7 7 A 7 U 4 —/L & Smart Software Manager
FOBEMOIDIEHEEZRITLET, £/, EUTOIN—FXYAT AV NI 7 AT U —
JLNEID YT HLET, Smart Software Manager (28 $k9 5 £ Tlx, RELEAITH Z L1IT
T, BRI A B R NEE T O~ BRI OMO R TIIEELZ T EEA, 74
AT E SN DBERRITRD LB TT,

* Essentials

etX2 T 3 UTFHFAE
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| AsDM % & L 1= ASA DERE
sttvzoiz |

« HEERIE B (3DES/AES) : A~ — R T UL b TCEERREBALITFA] STV,
B IR EALOE RSN TWD & A a Nl L7-85E . SERRE LT A B &
T ATy MCFEITENTEET,

* Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client VPN
D H

ASAIZIX, FELT 7 B AD I RBRIT LT 3IDESHERENT 7 4 /L b THEN TV A DT, Smart
Software Manager |24/t C&, T <IZASDM Z i35 Z &4 CT&£7, 412 ASA TSSH 7
7R AZBET %A, SSHBLUSCP T2 2 L b TEET, mERN Sz b
ETDHZEOMOKERE (VPN 72 E) TlE, ##)IC Smart Software Manager (2 885%9 2 LN H 5
B SAL AN 2> TODMERDH Y £,

)

GE)  BET HRNCRERKE S L ZH CTE MR ORELR AL & (MR 5 b O HFFE L T
HZBETYH) . HITPS Btz DA v X — T = A AT Rur vy 78N, BEHFTEEEA, =
D=L OFISE, BEIN 72 EOEBEHA ¥ —7 = AR SN TN DA TT, SSH
B EZ T EE A, HTTPS BN KON T-GAIX, 20 Y — /L AR— MIEHE L TASA & F
RET DM, FHEHA V¥ —T7 oA ZACHT 50, L ER S LRI E SN T
WA U H—T o f AT D EMTEET,

Smart Software Manager 75 ASA DX Gk b — 72 U 2 HRTH5GAE, [ZO b—27 V& L TR
gk Lo 7 AR — NlEREEE 2 77 7] (Allow export-controlled functionality on the products
registered with this token) | F = v 7Ry 7 A% A AL T, BORESIOFERT A B AN
WHENDEICLET (THEHAOT I N TEOHEAPTF TSN TOWDAIRLERHY 7)) .
SRS SALT A B AL, Yy — Y TRER N7 VEREAT D L MR EBRDBEFEOLES
HEWIZAHME SN D 72O BMOBIEIIARETT, A~— T H 7> N TR EE 5L FF A
SALTWVZRWA, TR ZRIE SO BT STV D & 2 an il L6, 5870 7RmE 5
A48 RET Ty MCFHTEMTEET,

1R BRI

+ Smart Software Manager |Z~v A X —T H 7 b &L ET,

EETAT REBRLTRVERIE. Vo2& 7 )y 7 LTHLWT AU Y FERIEL
TL &V, Smart Software Manager Cl&, MO~ A ¥ — T o M EERTEET,

o BT IATURT T T EMER L TAEMMEIND) BRERAEHT X, ZHEHD
Smart Software Manager 7 77 7 .k THR /) 72§ 5k (3DES/AES) 7 A4 B A& TE %
VERH Y £,

FIE

ATFYvT1 THEHAOR<—F TALBATHT LV ML, BERTABUVAREGENL TS (D7t
Essentials 7 A BV ANEGENTND) ZEZRELTLITEEN,
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ASDM %A L1- ASADER |

B st ozozx

T4 AR, VAIELIFRBREEN ST A A& A L7-ERIZ, Smart Software Manager
T NMIV 7 EINTWET, 27 L, FETTIA B AZEBNTA2HLERD H5E61.
Cisco Commerce Workspace C [ffh & Y U =—3 3 > O (Find Products and Solutions) ] #&
K74 =V REMHLET, KOT A APID ZHELET,

H52: 54 o REER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

« Bssentials 7 A &> & : L-FPR1000-ASA=, Essentials 7 A & > R TR CF 23, Z<— |k
VTR T TARV T THTY NMTEBMTA2LERHY £7,

50T % AN T AR L-FPRIK-ASASC-5=, T %A~ T4 A0EBMMTH
D, =—RZBEbLETEEDTA v AEHEALET,

10 27 %A b7 4R : L-FPRIK-ASASC-10=, 27 F A b 7 A & A BN T
HY, == XHEPETEED T A B A WAL LT,

Strong Encryption (3DES/AES) license—L-FPRIK-ENC-K9=. 7 % 77 > NI 7) 722185 B 237K
RBENTORNGAIZDOHMLETT,

« Cisco Secure Client : [Cisco Secure Client 3/EH A NJ 25 L T 72 &V, ASA TiT,
ZDTA B ABEEANZLRNTLLEE N,

AT w72  Smart Software Manager C, Z DT /A A& BIMTHEMBT T FOBGEE —7 o &2ERL
Tav—LET,
a) [Inventory] #7 U v 7 L&,

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [General] # 7 C. [New Token] =7 VU v 7 L7,
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| AsDM % & L 1= ASA DERE

sttvzoiz |

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B&kbh—7 > &1ER (CreateRegistration Token) | %A 7 0 /Ry 7 AT, L FOREME
AT TS [ b—27 % AVER (Create Token) 1% 7 VU v 27 L9,

Create Registration Token -
This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365,.but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* [E%BA (Description) ]
s [AZhIR (Expire After) ] : #ELEEIX 30 B T4,

[ZD b= TGRS TR Tl A PRBERE 25T 9% (Allow export-controlled
functionality on the products registered with this token) |: #fHi=2 > 7 o7 A4 72 757
AN LET,

h—=27 3 A Ry MICEmMEnET,

d) b= OFRMIHIREITAar% 7 )y 7 LTC[b—2 (Token) 1 Z A7 0T HRy
JARBRE, b= IDE7 Vv TR—=RIZart—CT&5 L9212 LFET, ASA DBEN
VB2 L ZIZHOFIETHERAT A0, 2O M7 2L TBE £1,
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AU ADEE

53: h—9U UDERT

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description

M]MEZJIhYTITZGOdOSDDY]KEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101

R54: b—H 2 DaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

Export-Controlied Created By Actions

Allowed Actions =

ATw 73 ASDM T, [Configuration] > [Device Management] > [Licensing] > [Smart Licensing] DJIAIZE4R

LET,
ATy T4  [Register] 7 U v 27 LET,
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Configuration > Device Management > Licensing > Smart Licensing

FA4EAD

ax

= W

smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport

Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State
Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate

Effective Running Licenses -

Renew Authorization

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for

License Feature License Value
Maximum YLANs 200
Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2
Carrier Disabled
Apply Reset

AFvF5 [IDToken] 7 4 —/L RIS h—27 v A AN LET,
[ JoN ] Smart License Registration
ID Token: !MZVBEHpWUSEMGgZaDRYakOymeNVnRaSWSSbmSXVXVIZkk2RTdGTW]5%UAZVB\|"WTU‘%3D%UA]

Force registration

Help Cancel

MEZIS UC, [k & TEH] (Forceregistration) |7 = v 7 4R v 7 A% A2 L"C, SmartSoftware
Manager & [FIH] S AL TWVZRUWNGRTREVEDY 8 2 B ek 7D ASA Z2 8@k L3, 7& 21T, ASA N

#5 "C Smart Software Manager 7> b HIBR 7235512 B8k % i (Force registration) % fifi

LET,
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B >t xozx

ATvT6  [Register] 7V v 7 LET,

ASA (X, FHERT SN A ¥ —7 = A A% LT Smart Software Manager (Z%88k L |

RIEWHY 7 MU = T FIHEM OFRREEZ Zk LE T, Smart Software Manager [X, ZfEiH DT

B0 v FSFFRT AT R ER S B3DES/AES) TA B ABHEHMLET, T A XT—
ZAPEFSND & ASDMIZ Ko TR—U s ET, o, BEBARLIZGERE
\ZiE, [E=Z42—1U >4 (Monitoring) 1>[Z70/8F ¢ (Properties) |>[AY—rS/4 2R

(Smart License) | DIAIZEIRL T, A B ARZ —FZ AZMHRTETET,

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

AFvT1 RONRTFTA—FEFELET,

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) [Enable Smart license configuration] % 74 12 L 97,
b) [f&REfE (Feature Tier) | Rm v X U X k)5 [Essentials) Z iR L7,

i T & % ?DlE Essentials 721 T,
¢) (EE) [Context] 7A B ADEFH, a L THFAFOKEANLET,

2aAVTHFANMITA BV AR LTHATEET, 27X bogkEiE, 7 0cko
TERY F9,

* Firepower 1120 : 5 27 % A |
e Firepower 1140 : 10 =7 % X |

* Firepower 1150 : 25 27 % X |

7= & 21X, Firepower 1120 THR K5O THF A N EFEHTHITIE, 2 TF A FofkL
LTC3ZANLET, ZOMEIX T74V MO 2ITEMIILET,

ATv 78 [Applyl 27 Vw7 LET,
AT T Y= —=D[Save] TA 2L %7V v LET,
ATv710 ASDM Zf& T L, HEZEhlL £,

TARAZERT LA, THSNEEEZ R RT 521X ASDM % FHE T 2 L E R H D
gij—‘o
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asaozz i

ASA D5 E

ASDM 3 DB, HEARRER L OYLRHBREEORTEICV A VP —FE2FEHATEET, v ¥—
RIZEENTWARVWHEREZ TEITHRET A EHTEET,

FIE

AT F1 [Wizards] > [Startup Wizard] DJIEIZEIR L, [Modify existing configuration] 47> 2 > R¥ % 7
Uy Z7 LET,
@& Launcher File View Tools m Window Help

ece Startup Wizard...
VPN Wizdrds

Cisco

o S F 7 id Co
(’-’ Configuration @ MonltoT _ard‘ ? Help ‘TVI‘JE topid Go

High Availability and Scalability Wizard...
—Device List- hooiilialic | Unified Communication Wizard... |
000 Device List _ ASDM Identity Certificate Wizard... [
% Add [ Delete ¥ Connect { Packet Capture Wizard...

_ Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults
+| Configure the IP address of the management interface

IP Address:

Subnet Mask: 255.0.0.0

<

5 w M
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) reguires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

_| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

AT w72 [Startup Wizard] Tlx, FlEZB-> T FEZRETEET,
e A F—T )N RAT— R
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ASDM %A L1- ASADER |
B ssassumoscu~o7swz

e HE—TxA A (NEBIUONFDA L Z—T A AIPT FLADHBERCA LV Z—T =
A ADFEMEIR E)

c AZT 4T J— |k
e DHCP H#—/3—
o DA

ATw T3 (EE) [Wizards] A ==— b, ZOMO T 4 B — RE2FEITLET,

RATY T8 ASA OFREEFATT HI2i1E,  [Navigating the Cisco ASA Series Documentation] TY 7 b =7
RV g UG LT~ =a T VEBB LTS EEN,

ASA E LU XOSCLI~ADT7 VX

ASDM ZfEHT 2012, ASACLIZEH L TASAD NT TNy a—TF 4 UV IRREELT
IZEMNTEET, CLIKIE, a2 Y — VR —NMNIEHRLTT 7 EATEET, hTTEEDOA
VB —=T 2 A ATASA~DSSHT 7 BRAEZRETEET, SSHT 7 & AXT 7 4+ /v h THEL)
W25 TWET, FEMIZ OV TIX, ASA O IXIIRBIEORET A 2L T 7E &0,

N TNY a—F 4 T DDIZ, ASACLI NS S FXOSCLIIZT 7 B ATE £,

FIE

ATy TN HFHAarCa—Fearyy— )R- M LES, TEHOFRL—T 4 7V AT K
FRUSB YU TIVRITANRNELTA A =L LTIV (REZH [Firepower 1100
hardware guidel] ) [, ROV TAEREEFH L 7,

* 9600 R —

87 —X Ew b

e NUT 4721

1 Ay 7 Ev b
ASACLIIZHERE LE T, T 74/ FTlE, av Y — W77 v AN E R az—F— T LTy
MEH 0V F A,

ATv T2 HHEEXEC E— RIZT7 7 EBALET,
enable

egnable 2~ REBEOIIZAN LI X2, RRAT— RELEET L LHROLNET,
B -

ciscoasa> enable

[l CiscoFirepower 1100 2 4 — + 7 v FH 4 K
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| AsDM % & L 1= ASA DERE

ATvT3

RTvT4

R YR T |

Password:

The enable password is not set. Please set it now.
Enter Password: *****x*

Repeat Password: ****x*xx*

ciscoasa#

ASATRELIEA X —T N2 T — Rid, FXOSBEBEDA—HF—12AT—RFTHH Y, ASA
OFEENC R LSS 1E. FX0S 7 = —/LkE—7 F— RIZBIT L E T,
RELSNDOTRTOa~vy NiE, FHEEXECE— FCHEHTE£4, FHEEXECE— Kb
V74X al—iarET—RIABRILELTEET,

F5HE EXEC B— R&#& 79 51213, disable, exit, F£7ziT quit 2~ KE AL ET,

Ju—r\)b a7 4 Fal—ary EB—RNIT7EALET,
configureterminal

1 -

ciscoasa# configure terminal
ciscoasa(config) #

Ja—n\) a7 4FXalb—vgrET—RPHASADHRTELERBCEES, Ju—rL o
TA4FX2lb—vary T— REKTTHITIE, exit, quit, £/zidend a~> REANLET,

({E#) FXOSCLIZHH L E£7,
connect fxos[admin]

sadmin : FHEFL-NVOT VAR LET, ZOF T arERELRVE, 22— —
DT 7 ZHETFHLMOERT 722220 £, BHET—FTHoTH, =74
Xal—Yaryawry FMEATERWZ LIZEELTLLEE N,

2P —Z 7 LT VD AN RO BENFER A, BIED ASA = —H—4 71 FXOS |28 X
NH7ED, BMoa A 30 EH Y 8 A, ASACLIIZEDIZIE., exit & AJTT 50,
Ctrl+Shift+6 Z# L. x & AL E7,

FXOS N T, scopesecurity/show audit-logs 2~ > K& L Ca2—Y—T 277 4 T 4 &%
RTEET,

&1

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#
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ASDM %A L1- ASADER |
B xozx727

N — o

RDAT I
¢ ASA DR EZFHATT HITIE. CiscoASA ) —XDEME~ =27 LDOHF NG, B0 Y
TRz T R g NG L~ T A EBR LT EE N,

s hT TNV a—T 4TI OWVWTE, [FXOS b7 7NV a—T 47 HA4 K] #51L
TLIEEW,
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