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Firepower 1000/2100 & & U Cisco Secure
Firewall 3100/4200 X2 ) 74 7 7547
ACLIHZDUNZT

DT TN a—T 47 HA KT, Firepower 1000, Firepower2100, Cisco Secure Firewall
3100, # & UF Cisco Secure Firewall 4200 €% = U7 ¢ 775 A 7 2 & 2 J — XD Firepower
eXstensible XL —7F f T AT A (FXOS) 2~v> R IA4 v A —T7 x4 A (CLD) IZ
DWTHH L £,

\)

GE) SSH 7 A 7 v MEBR— @ CLI IZ Secure Firewall Threat Defense (27 7 4 /L FEREINF
9, FXOSCLIIZT 7 & A9 5IZi%, connect fxos 2~ > R&EHLET,

Firepower 1000/2100, Cisco Secure Firewall 3100, 33 & TF Cisco Secure Firewall 4200 = >/ — /L
R— F T, FXOSCLI 72> 7 kW F 7 4L h® CLIIZ72 W %3, Threat Defense CLI (21,
connect ftd a2~ > REFEH L C7 7 8ATXE7,

FXOSCLIZr 7 A 3% &, AFTHMT 22~ & LT, Firepower 1000, Firepower
2100, Cisco Secure Firewall 3100, 35 X T Cisco Secure Firewall 4200 >V — X 5 /34 A D FXO0S
Ty NI AL ERRLTC NI TN a—T 4 7 TEET,

Firepower 1000/2100, Cisco Secure Firewall 3100, % 721X Cisco Secure Firewall 4200 7 /A A (Z
Threat Defense 751 > A b —/LEN TV LA, FXOS CLI TIIF&RELZE T £H A, FXOS
CLI CREDEE 2% &, commit-buffer 2~ > RiIZk Y =7 —NRSNET,

Threat Defense CLI D FEflC-D\UNTlX, ThreatDefense D2~ R 77 LU ZAZHBRLTL 72
AN

* FXOS CLI g (2 ~—7)
cCLIICHETAA LT A LT (32—)

Threat DefenseFTD % £ L 1= Cisco Firepower 1000/2100 &5 & U Cisco Secure Firewall 3100/4200 0 Cisco FX0S +5 T )L a—F 4 24
RN I


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

B ooscuorE

Firepower 1000/2100 35 & U* Cisco Secure Firewall 3100/4200 %21 1) T4 7 754 7 >R CLIIZDNT |

FXO0S CLI ()=

FXOS CLI ® 2~ K &— NIIME#EEIC /> TH Y, EXEC E— RBREEORK At 72 b %
T, BWVLLOE— Rid, B — RIZoELET, SOV DE— RKNnH 1D
R L~ v DE— NICBENT 5I21E, create, enter, BXOscope 2~ REEHLET, £
7o, T=RKEETI SV L-VUIBEIT5I121E, exit a~ > RE2EHALET, 72, =K
Mg D EALICBENT A1ZiTtop =~ > R T&E £,

KE—FIZIX, ZOE—RTANTEa~vr Foty MBRAEENTHET, £E— R THEH
T&E 23~y FOREMT, BEET2EENREAT V=7 MIBEBELTOET,
#£E—RNOCLL 7B 7 ML, B FEEICBT DBUEDET— RO TV ASANR RSN E
To ZHUCEY, avr RE— FEBATOBEEZ RS IHBCE £, X, ZOHE
IR RN Z BB HBRIC B IFF LB E T,

WOFEIE, FHEipa~vr FE—F, £E—F~OT7 7 A EHATIa~r R, BLOKE—
RICE#E$ 5 CLI 7 a7 F 2R LTWET,

K1 FEHRATURFE—FRETOVT R

E—F4 TOERRIZFERT a7 UK |E=F oy Tk
EXEC FEEDE—RCTtop 2~ I |#
Vy—v EXEC & — K7>5 scopechassis|/chassis #

a2 K

A —HPxv kT v7FV>s |EXEC E— KT scope /eth-uplink #

eth-uplink =< > F

777w A F—axy |EXEC E— R b scope /fabric-interconnect #

[N fabric-interconnect =~ K

Tr—LUxT EXEC & — K75 scope /firmware #

firmware =<2 K

T=HFV T EXEC &— RF7>5 scope /monitoring #
monitoring =< > K

HELAE EXEC &— R7»5 scopeorg = |/org #
v R

X2V T 4 EXEC &— R scope /security #
security =<2 N

P EXEC & — R7>5 scope server |/server #

o< KN
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Uiz 24542~ [

FHOERIZEAT I TR [E—F Joy Tk

T— R4
ssa EXEC &— K5 scopessa = |/ssa#
~ K
VAT I EXEC & — K75 scopesystem |/system #

o< KN

WDXIE, FXOSCLI D kv 7L UL FX0S v Ryxjb, m—hVE#Ha~ s Rz
Jb. 3 L U Firepower Threat Defense CLI 27 7 £ A F 572 DIZFEITTE D a~r NOWEEZR

L72bDTYE, av V=TI EARLETHDHZ EITHEE LT EE N,

1: Firepower 1000/2100 35 & U* Cisco Secure Firewall 3100 FX0S CLI %t

ﬁ Console
—

CLUICRET A F1oAILT

WOTH 2 LFEAN LT, FOHEOa~y RESIOWREIZIGE U EARER A 7> a v %

KRTEET,

Tur7F MO ANEFIC2 2 AN TH L, BHEDOE— FTHMTE a3~y RATRTE
RENES, I~ POz AL T2 ANT DL, TORREO A~ FESINONET
AP — U — R LGN~ TRRSNET,
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Ja—/N)LEXOSCLI o< >

e /'m—/ 3L FXOSCLI @iw > K (5 X—2)

Ja—/NJLEXOSCLI o< > F

ATz~ Rix, FXOSCLI DT _XTOE— Rz a— N UZxts LET,

avy kR Hl:l|

acknowledge fault TT—ZWRLET, 2~ FOWMIL :
WIZHI R L ET,
acknowledge fault 1
id X7 —#nE S TI, AR EOHMIT
0 ~ 9223372036854775807 T3,

clear BB A T2 N U T LET,

commit-buffer

cNovHrvar RNy TrEaly hLET,

connect

B> CLI WZHEe L ¥ 3,
Wiz~ L ET,

connect ftd
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ga—uxescuavo k|
B /o umoscuzwor

avU R ERBA
connect fxos [admin] [admin] ¥ —7U— R&2MiHT 2 L, 2—HF—Nn

BMoa<y REFETTEXLREET—RT
FXOS 2 CE £7,

7o & 21X, Firepower eXtensible Operating System
(FXOS) show-tech 7 7 A /b & A pid™ 5 121,
ROLIIZLET,

firewall# connect fxos admin
Configuring session.

Connecting to FXOS.
1

firepower-3140# connect local-mgmt
Warning: network service is not available
when entering 'connect local-mgmt'

firepower-3140 (local-mgmt) # show tech-support
fprm
<CR>

> Redirect it to a file

>> Redirect it to a file in append mode

brief Brief
detail Detail
| Pipe command output to filter

</pre>
discard-buffer N Hrvary Ny 77y BHELET,
end EXEC E— RIZAD £,

exit av U RAUE—T Y ZEKTLET,
scope FLWE— FZBIA L £7,

set TanNT 4 DEERELET,

show VAT MERERTLET,

terminal Ui A

top T— FOK EICBE L E7,
ucspe-copy UCSPE (27 7 A V& a— L &7,

up 1 D EfZDE— FICEE L £,

where BEOE— NIZHET 2 EHRER RS LET,
backup Ny 7T o7 LET,
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FXOSCLID S TV a—TFTqa 45 O
>k

cFXOSCLIV ¥ —3Y F—R oSNy a—TFT 47 avr R (72—)
*FXOSCLIA —HV %y b7 vV =K I NVva—T 407 av B (12—

V)
*FXOSCLIZ7 77 Vv A Z—axy N E—RF 7T Nva—T 407 avr R (15
)
» Cisco Secure Firewall 3100 @ connectlocal-mgmt k7 7 /vy =2 —7 4 7 a<w2 K (18—
)

T T AT AE— RTO Cisco Secure Firepower 4200 @ connect local-mgmt 7 7 /L3 2 —
T4 avr R 31 —)

*FXOSCLIEX =2 U7 4 h—ERXE—K FNF7 TN a—T 47 avr K (40X—)

» Cisco Secure Firewall 3100 3 X TV 4200 CLI £ =X ) V' 7/ E— KD T TNV a—TFT 4 7
av K (423—)

» Cisco Secure Firewall 3100/4200 D 3% > b v 7 F v (42 X—2)

FXOSCLI ¥ —> F— K S JILa—T4245 a%X

AT AT AREE NSO 2 —TF 0 T AL, UTDO Y v —2%F— K FXOS CLI
a~vy REfFEHLET,

show environment
X —VOREFREERRLET,
WITH =R L ET,

FPR2100 /chassis # show environment expand detail
Chassis 1:
Overall Status: Power Problem
Operability: Operable
Power State: Ok
Thermal Status: Ok
PSU 1:
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Overall Status: Powered Off
Operability: Unknown

Power State: Off

Voltage Status: Unknown
PSU 2:

Overall Status: Operable

Operability: Operable
Power State: On

Voltage Status: Ok
Tray 1 Module 1:
Overall Status: Operable

Operability: Operable
Power State: On
Fan 1:

Overall Status: Operable
Operability: Operable
Power State: On

Fan 2:
Overall Status: Operable
Operability: Operable
Power State: On

Fan 3:
Overall Status: Operable
Operability: Operable
Power State: On

Fan 4:
Overall Status: Operable
Operability: Operable
Power State: On

Server 1:
Overall Status: Ok

Memory Array 1:

XOSCLU D RS T a—Fav5avwur |

Current Capacity (MB): 32768

Populated: 2

DIMMs:

ID Overall Status Capacity (MB)
1 Operable 16384
2 Operable 16384

CPU 1:

Presence: Equipped

Cores: 8

Product Name: Intel (R) Xeon(R) CPU D-1548 @ 2.00GHz

Vendor: Genuinelntel

Thermal Status: OK

Overall Status: Operable

Operability: Operable

show environmentbasic

Uy —VBIOCPU DIRET —Z 2R R LET,

RICH 2R L ET,

FPR2100 /chassis # show environment basic
*hkkkkkkkkhkkkhkkkkk ChaSSiS Temps

KAXKKKXKXKAKKKK KK KK

Inlet temperature is 75 degrees Celsius

KAXKKKXKXKAKXKKKKN KKK

CPU Data
Temperature 0 is 93 degrees
Temperature 1 is 93 degrees
Temperature 2 is 94 degrees
Temperature 3 is 92 degrees

Core
Core
Core
Core

KAXKKKXKXKAKXKKKKN KKK

Celsius
Celsius
Celsius
Celsius
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scope fan
Firepower 2110, 2120, Cisco Secure Firewall 3100, %5 X T Cisco Secure Firewall 4200 7 /31
ATT 72— Raefia L E7,

scope fan-module
Firepower 2130, 2140, Cisco Secure Firewall 3100, 33 J O Cisco Secure Firewall 4200 7 /31
ACT7 7= FRERMBLET, ZOFT—RTIE, YY—r 77 BT EMIERE R
IRTEET,
IR L E T,

FPR2100 /chassis # show fan-module expand detail
Fan Module:

Tray: 1

Module: 1

Overall Status: Operable

Operability: Operable

Power State: On

Presence: Equipped

Product Name: Cisco Firepower 2000 Series Fan Tray

PID: FPR2K-FAN

Vendor: Cisco Systems, Inc

Fan:
ID: 1
Overall Status: Operable
Operability: Operable
Power State: On
Presence: Equipped
ID: 2
Overall Status: Operable
Operability: Operable
Power State: On
Presence: Equipped

show inventory
=i FT, RNH— VITAEFESREDA X M UERERRLET,
2o~ RiL, Firepower 2130, 3100, 3 X 1V4200 7 /34 RO R H SvE T,

WIZH 2R~ L ET,
FPR2100 /chassis # show inventory
Chassis PID Vendor Serial (SN) HW Revision
1 FPR-2140 Cisco Systems, In JAD201005FC 0.1

show inventory expand
FRU {52 AR —F> b (v —, PSU, v hT—7 BV 2—/L72E) IZHT 55
MiZpA R P UERER R LET,
WRIZH 2R L ET,

FPR2100 /chassis # show inventory expand detail
Chassis 1:
Product Name: Cisco Firepower 2000 Appliance
PID: FPR-2130
VID: V01
Vendor: Cisco Systems, Inc
Model: FPR-2130
Serial (SN): JAD2012091X
HW Revision: 0.1
PSU 1:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
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PID: FPR2K-PWR-AC-400
VID: V01
Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
HW Revision: 0
PSU 2:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400
VID: V01
Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
HW Revision: 0
Fan Modules:
Tray 1 Module 1:
Presence: Equipped
Product Name: Cisco Firepower 2000 Series Fan Tray
PID: FPR2K-FAN
Vendor: Cisco Systems, Inc

ID Presence

1 Equipped

2 Equipped

3 Equipped

4 Equipped

Fabric Card 1:
Description: Cisco SSP FPR 2130 Base Module
Number of Ports: 16
State: Online
Vendor: Cisco Systems, Inc.
Model: FPR-2130
HW Revision: O
Serial (SN): JAD2012091X
Perf: N/A
Operability: Operable
Overall Status: Operable
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A
Fabric Card 2:

Description: 8-port 10 Gigabit Ethernet Expansion Module
Number of Ports: 8
State: Online
Vendor: Cisco Systems, Inc.
Model: FPR-NM-8X10G
HW Revision: O
Serial (SN): JAD19510AKD
Perf: N/A
Operability: Operable
Overall Status: Operable
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A

Scope psu
Bt =y N E—FEHBLET, Z0E— FCIE, &=y MIET MG RE R
RTEET,
IR L ET,
FPR2100 /chassis # show psu expand detail
PSU:
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scope stats

XOSCL Y v — E— K b5 TLva—Fsv5avvk ||

PSU: 1

Overall Status: Powered Off
Operability: Unknown

Power State: Off

Presence: Equipped

Voltage Status: Unknown
Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE

Type: AC
Fan Status: Ok
PSU: 2

Overall Status: Operable
Operability: Operable
Power State: On

Presence: Equipped

Voltage Status: Ok

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
Type: AC

Fan Status: Ok

MEHEME— FEBBLET, Z0F— FTIE. v — BT 2353 R a2 For
TEFET,
Wl R L ET,

FPR2100 /chassis # show stats
Chassis Stats:

Fan

Psu

Time Collected: 2016-11-14T21:19:46.317

Monitored Object: sys/chassis-1/stats

Suspect: No

Outlet Templ (C): 43.000000

Outlet Temp2 (C): 41.000000

Inlet Temp (C): 30.000000

Internal Temp (C): 34.000000

Thresholded: 0

Stats:

Time Collected: 2016-11-14T21:19:46.317

Monitored Object: sys/chassis-1/fan-module-1-1/fan-1/stats
Suspect: No

Speed (RPM): 17280

Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317

Monitored Object: sys/chassis-1/fan-module-1-1/fan-2/stats
Suspect: No

Speed (RPM): 17340

Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317

Monitored Object: sys/chassis-1/fan-module-1-1/fan-3/stats
Suspect: No

Speed (RPM): 17280

Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317

Monitored Object: sys/chassis-1/fan-module-1-1/fan-4/stats
Suspect: No

Speed (RPM): 17280

Thresholded: 0

Stats:
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Time Collected: 2016-11-14T21:19:46.318
Monitored Object: sys/chassis-1/psu-1/stats
Suspect: No
Input Current (A): 0.000000
Input Power (W): 8.000000
Input Voltage (V): 0.000000
Psu Templ (C): 32.000000
Psu Temp2 (C): 36.000000
Psu Temp3 (C): 32.000000
Fan Speed (RPM): O
Thresholded: 0
Time Collected: 2016-11-14T21:19:46.318
Monitored Object: sys/chassis-1/psu-2/stats
Suspect: No
Input Current (A): 0.374000
Input Power (W): 112.000000
Input Voltage (V): 238.503006
Psu Templ (C): 36.000000
Psu Temp2 (C): 47.000000
Psu Temp3 (C): 47.000000
Fan Speed (RPM): 2240
Thresholded: 0
CPU Env Stats:
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/blade-1/board/cpu-1l/env-stats
Suspect: No
Temperature (C): 46.000000
Thresholded: 0
Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/blade-1/npu/cpu-1/env-stats
Suspect: No
Temperature (C): 38.000000
Thresholded: 0

o) . RN — N
FXOSCLI f —HY 3y b7y T E—F 3T
~ — ~ N ~ >
vai—T4q4 2 aAXk
VAT LT AMEE N T TON Y a—T 4 T B, LFOA =Y Ry v T T
E— NFXOSCLI 2~ FEHEHALET,
show detail
Firepower 1000/2100, Cisco Secure Firewall 3100, & 7-(% Cisco Secure Firewall 4200 7 /A
ADA =Py NT v 7V 7T 25 ERE R R LET,
WRITHI 2R L E T,
FPR2100 /eth-uplink # show detail
Ethernet Uplink:
Mode: Security Node
MAC Table Aging Time (dd:hh:mm:ss): 00:04:01:40
VLAN Port Count Optimization: Disabled
Current Task:
scopefabrica
A—YRy "N T TV I A F =T A ZAE—REMBLES, ZOF—RFTIEL, F—
b F ¥R, HEh A =T oA AT HERER R TEET,
Wizl R L ET,
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FPR2100 /eth-uplink/fabric # show interface

Interface:

Port Name Port Type Admin State Oper State State Reason
Ethernetl/1 Data Enabled Up Up
Ethernetl/2 Data Enabled Link Down Down
Ethernetl/3 Data Disabled Link Down Down
Ethernetl/4 Data Disabled Link Down Down
Ethernetl/5 Data Disabled Link Down Down
Ethernetl/6 Data Disabled Link Down Down
Ethernetl/7 Data Disabled Link Down Down
Ethernetl1/8 Data Disabled Link Down Down
Ethernetl1/9 Data Disabled Link Down Down
Ethernetl1/10 Data Disabled Link Down Down
Ethernetl/11 Data Disabled Link Down Down
Ethernetl/12 Data Disabled Link Down Down
Ethernetl1/13 Data Disabled Link Down Down
Ethernetl/14 Data Disabled Link Down Down
Ethernetl/15 Data Disabled Link Down Down
Ethernetl/16 Data Disabled Link Down Down
Ethernet2/1 Data Disabled Link Down Down
Ethernet2/2 Data Disabled Link Down Down
Ethernet2/3 Data Disabled Link Down Down
Ethernet2/4 Data Disabled Link Down Down
Ethernet2/5 Data Disabled Link Down Down
Ethernet2/6 Data Disabled Link Down Down
Ethernet2/7 Data Disabled Link Down Down
Ethernet2/8 Data Disabled Link Down Down

FPR2100 /eth-uplink/fabric # show port-channel
Port Channel:

Port Channel Id Name Port Type Admin State
Oper State State Reason

1 Port-channell Data Disabled

Link Down Down

FPR2100 /eth-uplink/fabric/port-channel # show stats
Ether Error Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/err-stats
Suspect: No
Rcv (errors): O
Align (errors): 0
Fcs (errors): O
Xmit (errors): 0
Under Size (errors): 0
Out Discard (errors): O
Deferred Tx (errors): 0
Int Mac Tx (errors): 0O
Int Mac Rx (errors): 0O
Thresholded: Xmit Delta Min
Ether Loss Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/loss-stats
Suspect: No

Single Collision (errors): O
Multi Collision (errors): O
Late Collision (errors): O
Excess Collision (errors): 0
Carrier Sense (errors): 0
Giants (errors): 0O

Symbol (errors): 0

SQE Test (errors): O
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Thresholded: 0
Ether Pause Stats:

Time Collected: 2016-11-14T21:27:16.386

XOSCLU D RS T a—Fav5avwur |

Monitored Object: fabric/lan/A/pc-1/pause-stats

Suspect: No

Recv Pause (pause): 0
Xmit Pause (pause): 0
Resets (resets): 0

Thresholded: 0
Ether Rx Stats:

Time Collected: 2016-11-14T21:27:16.386

Monitored Object: fabric/lan/A/pc-1/rx-stats

Suspect: No
Total Packets (packets): 0
Unicast Packets (packets): 0
Multicast Packets (packets): O
Broadcast Packets (packets): 0
Total Bytes (bytes): 0O
Jumbo Packets (packets): 0
Thresholded: 0

Ether Tx Stats:

Time Collected: 2016-11-14T21:27:16.386

Monitored Object: fabric/lan/A/pc-1/tx-stats

Suspect: No

Total Packets (packets): 0
Unicast Packets (packets): 0
Multicast Packets (packets): O
Broadcast Packets (packets): 0
Total Bytes (bytes): 0O

Jumbo Packets (packets): 0

FPR2100 /eth-uplink/fabric/interface # show stats

Ether Error Stats:

Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/err-stats

Suspect: No

Rcv (errors): O

Align (errors): 0

Fcs (errors): O

Xmit (errors): O

Under Size (errors): 0

Out Discard (errors): O

Deferred Tx (errors): O

Int Mac Tx (errors): O

Int Mac Rx (errors): O

Thresholded: Xmit Delta Min
Ether Loss Stats:

Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/loss-stats

Suspect: No
Single Collision (errors): O

Multi Collision (errors): O
Late Collision (errors): O
Excess Collision (errors): O
Carrier Sense (errors): 0
Giants (errors): 7180

Symbol (errors): 0

SQE Test (errors): O
Thresholded: 0
Ether Pause Stats:

Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/pause-stats

Suspect: No
Recv Pause (pause): 0
Xmit Pause (pause): 0
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Resets (resets): 0
Thresholded: 0
Ether Rx Stats:

Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/rx-stats

Suspect: No

Total Packets (packets): 604527
Unicast Packets (packets): 142906
Multicast Packets (packets): 339031
Broadcast Packets (packets): 122590

Total Bytes (bytes): 59805045
Jumbo Packets (packets): 0
Thresholded: 0

Ether Tx Stats:

Time Collected: 2016-11-14T21:27:46.395

Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/tx-stats

Suspect: No

Total Packets (packets): 145018
Unicast Packets (packets): 145005

Multicast Packets (packets): O

Broadcast Packets (packets): 13

Total Bytes (bytes): 13442404
Jumbo Packets (packets): 0
Thresholded: 0

FXOSCLI 77Ty o A28 —ary hE—F k5T

IWoa—FT42 aT R

VAT AT AMEE VT TN a—T 4 T BIE, U7 Ty A X —aR

7 Fh E—FRFXOSCLL =2~ REMHHALET,

show card

777 Vw7 = RICETEREFRLET,

WRITH 2R L ET,

FPR2100 /fabric-interconnect # show card detail expand

Fabric Card:
Id: 1

Description: Cisco SSP FPR 2130 Base Module

Number of Ports: 16
State: Online

Vendor: Cisco Systems, Inc.
Model: FPR-2130

HW Revision: 0

Serial (SN): JAD2012091X
Perf: N/A

Operability: Operable
Overall Status: Operable
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A

show card

777Uy = NICET LG REFRLES, Zoavr FaElTLLE, xo b

J—J T 2a—VOiMEFRRTEET,
Wz R L ET,
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# firepower-4225 /fabric-interconnect # show card detail expand

Fabric Card:
Id: 2

Description: 2-port 100 Gigabit Ethernet Expansion Module

Number of Ports: 2

Admin State: Enabled
State: Online

Vendor: Cisco Systems, Inc.
Model: FPR-X-NM-2X100G
Serial (SN): FJZ26390V7D
Perf: N/A

Operability: Operable
Overall Status: Online
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A
Current Task:

show image
AR A A=V T R TERRLET,

firepower /firmware # show image
Name

cisco-ftd.6.2.0.131.csp
cisco-ftd.6.2.0.140.csp
cisco-ftd.6.2.0.175.csp
fxos-k8-fp2k-firmware.0.4.04.SPA
fxos-k8-fp2k-1fbff.82.1.1.3031.SSA
fxos-k8-fp2k-npu.82.1.1.3031.SSA
fxos-k8-fp2k-npu.82.1.1.3071.SSA
fxos-k9-fp2k-manager.82.1.1.3031.SSA

show inventory expand

777V 71— R LFEMERE TN TRRLET,

Zy NIV E P a— VO EERTXET,

Firepower Cspapp
Firepower Cspapp
Firepower Cspapp
Firepower Firmware
Firepower System
Firepower Npu
Firepower Npu
Firepower Manager

firepower-4225 /fabric-interconnect # show inventory expand

A

Fabric Card:

Slot Description Num Ports State PID

0 Logical Slot for Management Interface

2 N/A
1 Cisco FPR 4225 Base Module
8 On

FPR-4225

FPR-4225

3 4-port 200 Gigabit Ethernet Expansion Module

4 Online

show package
R FRE RS o r =V T _RTHEFLET,

firepower /firmware # show package
Name

cisco-ftd-fp2k.6.2.0.131-3031.3SSA
cisco-ftd-fp2k.6.2.0.140-3071i.SSA
cisco-ftd-fp2k.6.2.0.140-3081i.SSA

Package-Vers

6.2(0.131-3031)
6.2(0.140-3071)
6.2(0.140-3081)

Zoa<wy REfffATs L.

FJZ2634572GZ

FJZ2634572GZ

FPR-X-NM-4X200G FJz25430132
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cisco-ftd-fp2k.6.2.0.175-3111.SSA 6.2(0.175-3111)
cisco-ftd-fp2k.6.2.0.175-3141.SSA 6.2(0.175-3141)
cisco-ftd-fp2k.6.2.0.175-3181.SSA 6.2(0.175-3181)
cisco-ftd-fp2k.6.2.0.175-3191.SSA 6.2(0.175-3191)

show package package name expand
Ny =V OFFEFRRLET,

firepower /firmware # show package cisco-ftd-fp2k.6.2.0.131-3031.SSA expand
Package cisco-ftd-fp2k.6.2.0.131-3031i.SSA:
Images:

cisco-ftd.6.2.0.131.csp

fxos-k8-fp2k-firmware.0.4.04.SPA

fxos-k8-fp2k-1fbff.82.1.1.3031.SSA

fxos-k8-fp2k-npu.82.1.1.3031.SSA

fxos-k9-fp2k-manager.82.1.1.3031.SSA

scope auto-install
HE) A v A b= E— FEBMLET, ZOF— T, BIEDFX0S DT v 7/ L—
FMREEEZFRRTEET,
firepower /firmware/auto-install # show

Firmware Auto-Install:
Package-Vers Oper State Upgrade State

6.2(0.175-3191) Scheduled Installing Application

scope firmware
Tr—AhU =T T—FERBLEST, ZOT—RFNTE, Fvro—R 2271251
WMERRTEET,
RIZHI 2R L ET,

FPR2100 /firmware # show download-task
Download task:

File Name Protocol Server
Port Userid State
cisco-ftd-fp2k.6.2.0.175-3141.SSA Scp 172.29.191.78
0 danp Downloaded
cisco-ftd-fp2k.6.2.0.175-3181.SSA Scp 172.29.191.78
0 danp Downloaded
cisco-ftd-fp2k.6.2.0.175-3191.SSA Scp 172.29.191.78
0 danp Downloaded

scope download-task
Aora—RFA7 T=FEHGLET, ZOT—-RFTE, £ vra—KF2A7 O
MazRRLTHFYrn— R 227 2BATEET,
wRIZBl R LET,
Download task:
File Name: test.SSA

Protocol: Scp
Server: 172.29.191.78

Port: O
Userid: user
Path: /tmp

Downloaded Image Size (KB): 0

Time stamp: 2016-11-15T19:42:29.854

State: Failed

Transfer Rate (KB/s): 0.000000

Current Task: deleting downloadable test.SSA on
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local (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:DeleteLocal)
firepower /firmware/download-task # show fsm status
File Name: test.SSA
FSM 1:
Remote Result: End Point Failed
Remote Error Code: ERR MO Illegal Iterator State
Remote Error Description: End point timed out. Check for IP, port, password,
disk space or network access related issues.#
Status: Download Fail
Previous Status: Download Fail
Timestamp: 2016-11-15T19:42:29.854
Try: 2
Progress (%): 0
Current Task: deleting downloadable test.SSA on
local (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:DeleteLocal)

firepower /firmware/download-task # restart
Password:

scope psu
wWRT=y N E— RZBBLET, ZOF— NTlE, ==y MIET 255G RE R
IRCTEET,
RIZH 2R L ET,

FPR2100 /chassis # show psu expand detail
PSU:

PSU: 1

Overall Status: Powered Off

Operability: Unknown

Power State: Off

Presence: Equipped

Voltage Status: Unknown

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply

PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc

Serial (SN): LIT2010CAFE

Type: AC
Fan Status: Ok
PSU: 2

Overall Status: Operable
Operability: Operable
Power State: On

Presence: Equipped

Voltage Status: Ok

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
Type: AC

Fan Status: Ok

Cisco Secure Firewall 3100 @ connect local-mgmt ~ < JJL
Ya—T42TaATUK

DTzt s arTid, BEOT Ny Ja< 2 RiZz T, Cisco Secure Firewall 3100 |2
B4 D CLLIZOW T LET,
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Cisco Secure Firewall 3100 (2B 2REAZ F T 7V a—TF 0 79 25121F,. LA T O connect
local-mgmt € — R FXOS CLI =~ > FZ{iH L 9, connectlocal-mgmt E— RIZ7 27 AT 5
Wi, ROEIIWCAD LET,

FPR3100# connect local-mgmt

show portmanager
AA v F, Ny~ SFP-FECH U VX, TUXNVFTTT 4 hNVE=Z1) 7 (DOM) .
QOS H4fE. CPSSAP, BL O A 27V v o a7 X o It 23EMERE2 £ R LET,

WRIZHI R L E T,

RO CLLIE, vteam-tti D FXOS R— k ¥ X —T % AA v F »"— K7 =7 TCAM /L —/L &
YT EFRRLET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
detail

VTCAM RULE ID VLAN SRC_PORT PORTCHANNEL ID FLAGS MODE REF COUNT

1 21 0 2 0 2 5 3
2 3078 0 0 0 0 0 1
3 3077 0 0 0 0 0 1
4 3076 0 0 0 0 0 1
5 3075 0 0 0 0 0 1
6 3074 0 0 0 0 0 1
7 3073 0 0 0 0 0 1
8 1 0 0 0 0 0 1
9 18 102 0 0 24 8 1
10 5 157 0 0 24 8 1
11 31 0 12 0 2 5 3
12 15 105 0 0 24 8 1
13 9 111 0 0 24 8 1
14 13 107 0 0 24 8 1
15 26 0 7 0 2 5 3
16 29 0 10 0 2 5 3
17 23 0 4 0 2 5 3
18 19 101 0 0 24 8 1
19 30 0 11 0 2 5 3
20 28 0 9 0 2 5 3
21 4 156 0 0 24 8 1
22 34 0 15 0 2 5 3
23 6 158 0 0 24 8 1
24 8 112 0 0 24 8 1
25 24 0 5 0 2 5 3
26 14 106 0 0 24 8 1
27 32 0 13 0 2 5 3
28 25 0 6 0 2 5 3
29 12 0 0 9 6 5 2
30 20 0 1 0 2 5 3
31 11 109 0 0 24 8 1
32 27 0 8 0 2 5 3
33 17 103 0 0 24 8 1
34 22 0 3 0 2 5 3
35 16 104 0 0 24 8 1
36 3 0 19 0 26 8 1
37 35 0 16 0 2 5 3
38 33 0 14 0 2 5 3
39 7 159 0 0 24 8 1
40 2 0 17 0 26 8 1
41 10 110 0 0 24 8 1
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WD CLLIE, FXOSHF—F =% —V v A v F DO VLAN H N EFRLET,

firepower-3140 (local-mgmt) # show portmanager switch vlans

VLAN Ports
FDB-mode
1 0/17,19
FID
2 0/1-16,18
FID
0/20
3 0/1-16,18
FID
4 0/1-16,18
FID
5 0/1-16,18
FID
6 0/1-16,18
FID
7 0/1-16,18
FID
8 0/1-16,18
FID

Tag MAC-Learning

pop_outer_ tag Control

outer tag0_inner tagl Control
pop_outer_ tag

outer tag0_inner tagl Control
outer tag0_inner tagl Control
outer tag0_inner tagl Control
outer tag0_inner tagl Control
outer tag0_inner tagl Control
outer tag0_inner tagl Control

WD CLLIZ, "= F ¥y A H—T A ADY~ V) —ZMRTDHDIKLBET,

firepower-3140 (local-mgmt) # show por
portchannel portmanager

firepower-3140 (local-mgmt) # show portchannel summary

Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports
Channel

3 Po3 (U) Eth LACP Ethl/3(P)

2 Po2 (U) Eth LACP Ethl/2 (P)

LACP KeepAlive Timer:

Channel PeerKeepAliveTimerFast

3 Po3 (U) False
2 Po2 (U) False

Cluster LACP Status:

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

3 Po3 (U) False False
2 Po2 (U) False False
</pre>

WD CLINE, B—F Frvxlo— R KSR aERLET,

firepower-3140 (local-mgmt) # show portchannel load-balance
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PortChannel Load-Balancing Configuration:
src-dst ip-l4port
PortChannel Load-Balancing Configuration Used Per-Protocol:
Non-IP: src-dst mac
IP: src-dst ip-l4port
</pre>

WO CLIIZ. FXOS ¥ AF AT 0B ADATF —# A%Fr LET,

firepower-3140 (local-mgmt)# show pmon state

SERVICE NAME STATE RETRY (MAX) EXITCODE SIGNAL CORE
svc_sam_dme running 0(4) 0 0 no
svc_sam_dcosAG running 0(4) 0 0 no
svc_sam_portAG running 0(4) 0 0 no
svc_sam_statsAG running 0(4) 0 0 no
httpd.sh running 0(4) 0 0 no
svc_sam_sessionmgrAG running 0(4) 0 0 no
sam_core_mon running 0(4) 0 0 no
svc_sam_svcmonAG running 0(4) 0 0 no
svc_sam_serviceOrchAG running 0(4) 0 0 no
svc_sam_appAG running 0(4) 0 0 no
svc_sam_envAG running 0(4) 0 0 no
svc_sam_npuAG running 0(4) 0 0 no
svc_sam_eventAG running 0(4) 0 0 no

WD CLLIZ, £ —% %> b1/l R— MZ—ET 5 vtcam-tti AT —TDAA v F/N— K =
7 TCAM V— VK v FEFERLET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
ethernet 1 1
RULE ID VLAN SRC_PORT PC ID SRC_ID MODE PAK CNT

1 20 0 1 0 101 0 151

WD CLIIZ, vlan 0 {Z—E 3 5 vtcam-tti A7 —Y DA A v F/— KK =7 TCAM /L—/)b
BT RKRLET,
firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti

vlan O
RULE ID VLAN SRC_PORT PC ID SRC_ID MODE PAK CNT

1 2 0 17 0 17 0 1709
2 3 0 19 0 19 0 1626
3 4 0 16 0 0 0 0
4 5 0 15 0 0 0 0
5 6 0 14 0 0 0 0
6 7 0 13 0 0 0 0
7 8 0 12 0 0 0 0
8 9 0 11 0 0 0 0
9 10 0 10 0 0 0 0
10 11 0 9 0 0 0 0
11 12 0 8 0 0 0 0
12 13 0 7 0 0 0 0
13 14 0 6 0 0 0 0
14 15 0 5 0 0 0 0
15 16 0 4 0 0 0 0
16 17 0 3 0 0 0 0
17 18 0 2 0 0 0 0
18 19 0 1 0 0 0 0
19 20 0 1 0 101 0 166
20 21 0 2 0 102 0 1597
21 22 0 3 0 103 0 0
22 23 0 4 0 104 0 0

Threat DefenseFTD % #2&& L 7= Cisco Firepower 1000/2100 35 & U\ Cisco Secure Firewall 3100/4200 & Cisco FX0S 5 J)L>a—F 4 245

A4AF




XOSCLU D RS T a—Fav5avwur |
. Cisco Secure Firewall 3100 ) connect local-mgmt k5 )L a—F o5 a2 R

23 24 0 5 0 105 0 0
24 25 0 6 0 106 0 0
25 26 0 7 0 107 0 0
26 27 0 8 0 108 0 0
27 28 0 9 0 109 0 0
28 29 0 10 0 110 0 0
29 30 0 11 0 111 0 0
30 31 0 12 0 112 0 0
31 32 0 13 0 159 0 0
32 33 0 14 0 158 0 0
33 34 0 15 0 157 0 0
34 35 0 16 0 156 0 0
35 1 0 17 0 0 0 0
KD CLLIZ, "—FKvU=7 MAC 7 4 VX /EM AT — 3 )L— LB T 5 3SR 2 TR L
£,
firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
detail
EM Entry-No : 1

VLAN : 0

SRC_PORT : 17

PC_ID : 0

SRC_ID : 17

DST PORT : 19

HW_ID i 3072

ACT CMD : 0

PCL_ID : 1

REDIRECT CMD : 1

BYPASS BRG : 1

CND_ INDEX : 3074

PACKET COUNT : 1977

DMAC : 00:00:00:00:00:00
EM Entry-No : 2

VLAN : 0

SRC_PORT : 19

PC_ID : 0

SRC_ID : 19

DST PORT : 17

HW_ID : 3074

ACT CMD : 0

PCL_ID : 1

REDIRECT CMD : 1

BYPASS BRG : 1

CND_ INDEX : 3075

PACKET COUNT : 1858

DMAC : 00:00:00:00:00:00

WD CLIIE, 41—V 2%y b 19 FR—MMI—EHT5MAC 7 A NVHEAT—VDAA v F/n—
Ko7 =7 TCAM V— XV P hFmRr LET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
ethernet 1 9

VLAN SRC_PORT PC ID SRC_ID DST PORT PKT CNT DMAC

1 0 9 0 109 1536 0 1:80:c2:0:0:2

WO CLLIZ, Y7 hU=7 MAC 7 4 VX IZBT A5 ERE R~ LET,
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firepower-3140 (local-mgmt) # show portmanager switch forward-rules software mac-filter
detail

VLAN SRC_PORT PORTCHANNEL_ ID DST_PORT FLAGS MODE DMAC

1 0 17 0 19 26 8 0:0:0:0:0:0

2 0 9 0 1536 2 5 1:80:¢c2:0:0:2
3 104 0 0 4 24 8 0:0:0:0:0:0

4 0 7 0 1536 2 5 1:80:¢c2:0:0:2
5 101 0 0 1 24 8 0:0:0:0:0:0

6 0 1 0 1536 2 5 1:80:¢c2:0:0:2
7 0 3 0 1536 2 5 1:80:¢c2:0:0:2
8 106 0 0 6 24 8 0:0:0:0:0:0

9 158 0 0 14 24 8 0:0:0:0:0:0
10 0 13 0 1536 2 5 1:80:¢c2:0:0:2
11 0 14 0 1536 2 5 1:80:¢c2:0:0:2
12 0 6 0 1536 2 5 1:80:¢c2:0:0:2
13 0 8 0 1536 2 5 1:80:¢c2:0:0:2
14 112 0 0 12 24 8 0:0:0:0:0:0
15 107 0 0 7 24 8 0:0:0:0:0:0
16 0 19 0 17 26 8 0:0:0:0:0:0
17 0 12 0 1536 2 5 1:80:¢c2:0:0:2
18 0 5 0 1536 2 5 1:80:¢c2:0:0:2
19 102 0 0 2 24 8 0:0:0:0:0:0
20 156 0 0 16 24 8 0:0:0:0:0:0
21 103 0 0 3 24 8 0:0:0:0:0:0
22 0 11 0 1536 2 5 1:80:¢c2:0:0:2
23 157 0 0 15 24 8 0:0:0:0:0:0
24 111 0 0 11 24 8 0:0:0:0:0:0
25 0 10 0 1536 2 5 1:80:¢c2:0:0:2
26 108 0 0 8 24 8 0:0:0:0:0:0
27 159 0 0 13 24 8 0:0:0:0:0:0
28 110 0 0 10 24 8 0:0:0:0:0:0
29 105 0 0 5 24 8 0:0:0:0:0:0
30 0 2 0 1536 2 5 1:80:¢c2:0:0:2
31 0 4 0 1536 2 5 1:80:¢c2:0:0:2
32 0 16 0 1536 2 5 1:80:¢c2:0:0:2
33 109 0 0 9 24 8 0:0:0:0:0:0
34 0 15 0 1536 2 5 1:80:¢c2:0:0:2

WD CLLIE, A=V Fy F19FR—MI—FTSEMAC 7 A NEAT =V DAL TV 7
K7 =7 DB/L—/L&EF R LET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules software mac-filter
ethernet 1 9

VLAN SRC_PORT PORTCHANNEL ID DST PORT FLAGS MODE DMAC

1 0 9 0 1536 2 5 1:80:¢c2:0:0:2

WDOCLIZ., AAvTF TV w2y hRay FICET 23EMERAF R LE
‘d—o

firepower-3140 (local-mgmt)# show portmanager switch counters bridge
Bridge Ingress Drop Counter: 2148
No Bridge Ingress Drop

WD CLLIZ, "—RUxT AL FONry NI T B2OFEMEFRRLET,

firepower-3140 (local-mgmt)# show portmanager switch counters packet-trace

Counter Description

goodOctetsRcv Number of ethernet frames received that are not bad
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ethernet frames or MAC Control pkts

badOctetsRcv Sum of lengths of all bad ethernet frames received
gtBrgInFrames Number of packets received
gtBrgVlanIngFilterDisc Number of packets discarded due to VLAN Ingress Filtering
gtBrgSecFilterDisc Number of packets discarded due to
Security Filtering measures
gtBrgLocalPropDisc Number of packets discarded due to reasons other than
VLAN ingress and Security filtering
dropCounter Ingress Drop Counter
outUcFrames Number of unicast packets transmitted
outMcFrames Number of multicast packets transmitted. This includes

registered multicasts, unregistered multicasts
and unknown unicast packets

outBcFrames Number of broadcast packets transmitted
brgEgrFilterDisc Number of IN packets that were Bridge Egress filtered
txgFilterDisc Number of IN packets that were filtered

due to TxQ congestion
outCtrlFrames Number of out control packets

(to cpu, from cpu and to analyzer)
egrFrwDropFrames Number of packets dropped due to egress

forwarding restrictions
goodOctetsSent Sum of lengths of all good ethernet

frames sent from this MAC

Counter Source port- 0/0 Destination port- 0/0
goodOctetsRcv - -
badOctetsRcv -—- -—-
Ingress counters
gtBrgInFrames 6650 6650
gtBrgVlanIngFilterDisc 0 0
gtBrgSecFilterDisc 0 0
gtBrgLocalPropDisc 0 0
dropCounter 2163 Only for source-port
Egress counters

outUcFrames 0 0
outMcFrames 2524 2524
outBcFrames 1949 1949
brgEgrFilterDisc 14 14
txgFilterDisc 0 0
outCtrlFrames 0 0
egrFrwDropFrames 0 0
goodOctetsSent -—= -—= #

WD CLLIEZ, CPUDAA vF bT 7 4w 7T 2EEMEmREERLET,

firepower-3140 (local-mgmt) # show portmanager switch traffic cpu

Dev/RX queue packets bytes

0/0
0/1
0/2
0/3
0/4
0/5
0/6
0/7

O O O OO o oo
O O O OO o oo

#
WO CLLIZ, "= R =7 AL v F R—bF NT 74 v 7 OFfIERRLET,

firepower-3140 (local-mgmt) # show portmanager switch traffic port
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max-rate - pps that the port allow with packet size=64

actual-tx-rate - pps that egress the port

(+ % from 'max')

actual-rx-rate - pps that ingress the port(+ % from 'max')

Dev/Port max-rate actual-tx-rate

0/1 1488095 (0%) ——-
0/2 1488095 (0%) ——-
0/3 14880 (0%) ——-
0/4 14880 (0%) ——-
0/5 14880 (0%) ——-
0/6 14880 (0%) ——-
0/7 14880 (0%) ——-
0/8 14880 (0%) ——-
0/9 14880952 (0%) ——-
0/10 14880952 (0%) ——-
0/11 14880952 (0%) ——-
0/12 14880952 (0%) ——-
0/13 14880952 (0%) ——-
0/14 14880952 (0%) ——-
0/15 1488095 (0%) ——-
0/16 1488095 (0%) ——-
0/17 14880952 (0%) ——-
0/18 74404761 (0%) ——-
0/19 37202380 (0%) ——-
0/20 37202380 (0%) ——-

actual-rx-rate

(0%) ---

WD CLLiE, A —VF > bk /138 — MZ—3%3 5 SFP-FEC # 7 v Z ([Z4 B aEMiE &

FoRLET,

firepower-3140 (local-mgmt) # show portmanager counters ethernet 1 13

Good Octets Received
Bad Octets Received
MAC Transmit Error
Good Packets Received
Bad packets Received
BRDC Packets Received
MC Packets Received

txgFilterDisc

linkchange

FcFecRxBlocks
FcFecRxBlocksNoError
FcFecRxBlocksCorrectedError
FcFecRxBlocksUnCorrectedError
FcFecRxBlocksCorrectedErrorBits
FcFecRxBlocksCorrectedErrorQ
FcFecRxBlocksCorrectedErrorl
FcFecRxBlocksCorrectedError2
FcFecRxBlocksCorrectedError3
FcFecRxBlocksUnCorrectedError0
FcFecRxBlocksUnCorrectedErrorl
FcFecRxBlocksUnCorrectedError?2
FcFecRxBlocksUnCorrectedError3

2153
0

0

13

0

0

13

0
1
217038081
217038114
0

O O O O OO oo oo

WD CLLIZ, £ —P 3> b 1/14 5R— NI —F9 % SFP-FEC /1 7 > Z (289 2 3G W &

FoRLET,
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firepower-3140 (local-mgmt)# show portmanager counters ethernet 1 14

Good Octets Received : 2153
Bad Octets Received : 0
MAC Transmit Error : 0
Good Packets Received : 13
Bad packets Received : 0
BRDC Packets Received : 0
MC Packets Received : 13
txgFilterDisc 0
linkchange 1
RsFeccorrectedFecCodeword 0
RsFecuncorrectedFecCodeword 10
RsFecsymbolError0 5
RsFecsymbolErrorl 0
RsFecsymbolError2 0
RsFecsymbolError3 0

WD CLLIE, A=V Ry F1S5SHAR—=RMN—BTEITFHLVETT V=K T
(DOM) [HHICET DarMiE WA Tz~ L ET,

firepower-4245(local-mgmt) # show portmanager port-info ethernet 1 5

DOM info:

Status/Control Register: 0800
RX_LOS State: 0
TX_FAULT State: 0

Alarm Status: 0000

No active alarms

Warning Status: 0000

No active warnings

THRESHOLDS
high alarm high warning low warning low

alarm

Temperature C +075.000 +070.000 +000.000
-05.000

Voltage \ 003.6300 003.4650 003.1350
002.9700

Bias Current mA 012.0000 011.5000 002.0000
001.0000

Transmit power mW 034.6740 017.3780 002.5120
001.0000

Receive power mW 034.6740 017.3780 001.3490
000.5370

Environmental Information - raw values

Temperature: 38.84 C

Supply voltage: 33703 in units of 100uVolt
Tx bias: 3499 in units of 2uAmp

Tx power: 0.1 dBm (10251 in units of 0.1 uW)
Rx power: -0.9 dBm (8153 in units of 0.1 uW)
DOM (256 bytes of raw data in hex)

0x0000 : 4b 00 fb 00 46 00 00 00 8d cc 74 04 87 5a 7a 76
0x0010 : 17 70 01 £4 16 76 03 e8 87 72 03 e8 43 e2 09 dO
0x0020 : 87 72 02 19 43 e2 05 45 00 00 00 00 00 00 00 0O
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0x0030 : 00 00 00 00 00O OO OO OO OO0 OO0 00 OO0 0O 00 00 0O
0x0040 : 00 00 00 00 00O OO OO OO OO0 OO0 00 00 00 00 00 0O
0x0050 : 00 00 00 00 OO OO OO OO OO0 OO OO0 OO 0O 00 00 86
0x0060 : 26 54 83 a7 0d ab 28 Ob 1f d9 00 00 00 00 08 00
0x0070 : 00 00 03 00 00 OO OO OO0 08 £3 00 00 00 00 00 01
0x0080 : 49 4e 55 49 41 43 53 45 41 41 31 30 2d 33 33 38
0x0090 : 38 2d 30 31 56 30 31 20 01 00 46 00 00 00 00 e3
0x00a0 : 00 00 00 00 00O OO OO OO OO0 OO0 00 OO 00 00 00 0O
0x00b0 : 00 00 00 00 00 OO OO OO 00 OO0 00 0O 0O 00 00 00
0x00cO : 53 46 50 2d 31 30 2f 32 35 47 2d 43 53 52 2d 53
0x00d0 : 20 20 20 20 30 38 00 00 00 00 00 00 00 00 00 dl
0x00e0 : le 20 2a 2a 31 34 29 36 00 00 00 00 00 00 00 0O
0x00f0 : 00 00 00 00 00 56 00 00 ff ff ff f£f 00 00 00 cf

PHY Data:
PAGE IFC OFFSET VALUE | PAGE IFC OFFSET VALUE

KD CLLIZ, N7y FFx T F v DT A—ZRECET LM RE TR L ET,

firepower-3140 (local-mgmt) # show portmanager switch pktcap-rules software
Software DB rule:1l

Slot= 1

Interface= 12

Breakout-port= 0

Protocol= 6

Ethertype= 0x0000

Filter key= 0x00000040

Session= 1

Vlan= 0
SrcPort=
DstPort=
SrcIp= 0.
DstIp= 0.
Srclpvé=
DestIpvo=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

+ O O O O
o O
o O

KD CLLIE, FXOS N— b= R =% AA v FON— T =7 TCAM /L —/VIZT %3¢
MR Z£R L ET,

firepower-3140 (local-mgmt) # show portmanager switch pktcap-rules hardware
Hardware DB rule:1l
Hw index= 15372
Rule id= 10241
Cnc_index= 1
Packet count= 0
Slot=1
Interface= 12
Protocol= 6
Ethertype= 0x0000
Vlan= 0

DestIpv6=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00
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PUFIX, QOS #EREICB Dt Az LE T,

firepower (local-mgmt)# show portmanager switch gos-rule policer counters

Policer type green (pass_count) yellow (pass_count) red (drop_count)
OSPF 102025351 17832 590
780

Policer type green (pass_count) yellow (pass_count) red (drop_count)
CCL_CLU 0 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_count)
BED 61343307 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_count)
HA 0 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_count)
CCL_CONTROL 0 0 0

WD CLLIE, BEIEMOENTT 7 4 v 7N TCAM ICEFEL TWANE S AR L E

‘é—O
firepower (local-mgmt) # show portmanager switch gos-rule counters
Rule no Rule id Rule type pass_count
1 9218 SW_QOS BFD 0
Rule no Rule id Rule type pass_count
2 9216 SW_QOS OSPF 102633941
Rule no Rule id Rule type pass_count
3 9217 SW_QOS BFD 61343307

WD CLLIE, £ —VFy M U/I0KR—MI—ETET A ADF 22— LD CPUKEHEFE

%Lij‘O

firepower (local-mgmt) # show queuing interface ethernet 1 10

Queue Traffic-type Scheduler-type oper-bandwidth Destination
3 Data WRR 100 Application
4 CCL-CLU SP 0 Application
5 BFD SP 0 Application
6 OSPF SP 0 Application
7 CCL-CONTROL/HA/LACP Tx SP 0 Application
0 packet-capture N/A 0 CPU
7 LACP Rx N/A 0 CPU

Port 1/10 Queue Statistics:

Queue 0:
Number of packets passed 0
Number of packets dropped: 0

Queue 1:

Number of packets passed : 0

Number of packets dropped: 0

Queue 2:
Number of packets passed : 0
Number of packets dropped: 0

Queue 3:
Number of packets passed : 466420167
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Number of packets dropped: 0
Queue 4:

Number of packets passed : 0

Number of packets dropped: 0
Queue 5:

Number of packets passed : 0

Number of packets dropped: 0
Queue 6:

Number of packets passed : 41536261

Number of packets dropped: 0
Queue 7:

Number of packets passed : 912

Number of packets dropped: 0
CPU Statistics:
Queue 2:

Number of packets passed : 180223

Number of packets dropped: 0
Queue 7:

Number of packets passed : 1572

Number of packets dropped: 0

WD CLIE, NE 11 A— =T DT, ADF2—TL D CPUMEFHEZFRRLET,

firepower (local-mgmt)# show queuing interface internal 1 1

Queue Traffic-type Scheduler-type oper-bandwidth Destination
3 Data WRR 100 Application
4 CCL-CLU SP 0 Application
5 BFD SP 0 Application
6 OSPF SP 0 Application
7 CCL-CONTROL/HA/LACP_Tx SP 0 Application
0 packet-capture N/A 0 CPU
7 LACP_Rx N/A 0 CPU
Port 1/18 Queue Statistics:
Queue O0:
Number of packets passed 0
Number of packets dropped: 0
Queue 1:
Number of packets passed : 0
Number of packets dropped: 0
Queue 2:
Number of packets passed : 0
Number of packets dropped: 0
Queue 3:
Number of packets passed : 17
Number of packets dropped: 0
Queue 4:
Number of packets passed : 0
Number of packets dropped: 0
Queue 5:
Number of packets passed : 0
Number of packets dropped: 0
Queue 6:
Number of packets passed : 5151
Number of packets dropped: 0
Queue 7:
Number of packets passed : 17345
Number of packets dropped: 0
CPU Statistics:
Queue 2:
Number of packets passed : 180223
Number of packets dropped: 0
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Queue 7:
Number of packets passed : 1572
Number of packets dropped: 0

Note:The CPU statistics are per Queue per Device

WO CLLIE, ¥ AP a s 47 3 AT A2EMERAETRLET,

firepower-3110 (local-mgmt) # dump portmanager switch ap-log
requested log has been dumped to /opt/cisco/platform/logs/portmgr.out*

firepower-3110 (local-mgmt) # dump portmanager switch cyclic-log
requested log has been dumped to /opt/cisco/platform/logs/portmgr.out*

ROCLIE, R— b= v OFEM e 7 OA M E 71T B B 2 3RS xR
LiTO

firepower-3110 (local-mgmt) # debug portmanager switch
all Enable or Disable verbose logging for switch

firepower-3110 (local-mgmt)# debug portmanager switch all
firepower-3110 (local-mgmt) #

firepower-3110 (local-mgmt)# no debug portmanager switch all
firepower-3110 (local-mgmt) #

WODOCLIZ., 8OO TG T 4w 7 T FARFa—DR— h_X—ZAD 4 N Ry 2T
DitMEREFR R LET,

firepower-3110 (local-mgmt) # show portmanager switch tail-drop-allocated buffers all

| | Per Port and Traffic Class
\

Port | Per port | TCO | TC1 | TC2 | TC3 | TC4 | TCS | TC6
| TC7 |
I \ \ \ | | [ \ \ |
0/1 |10 [10 10 |0 10 |10 10 10
10
0/2 |15 |5 |5 |5 10 |0 10 10
10
0/3 10 10 10 10 10 10 10 10
10
0/4 180 10 10 |0 10 |0 10 10
180 \
0/5 10 10 10 10 10 10 10 10
10
0/6 10 10 10 10 10 10 10 10
10
0/7 1200 25 |25 |50 10 |0 |25 |50
|25 \
0/8 10 10 10 10 10 10 10 10
10
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7 F54 72 RE— KFTO Cisco Secure Firepower 4200 D
connect local-mgmt 5> J)L>a—FT 425 AT UK
UFoZotv sy arTid, BEOT Ny Za< RiZINZ T, Cisco Secure Firewall 3100 (Z
A D CLIIZOW T L £,

77T AT AFE— KT Cisco Secure Firewall 3100 (2B T A 8AZ N7 TV a—T 4 7
5H1ZiE, LU T @ connectlocal-mgmt E— K FXOSCLI =~ > RZffiHl L £ 9, connectlocal-mgmt
E—RIZT7 27 E8AT DL, ROLIIZATILET,

FPR 4200# connect local-mgmt

RO CLIIZ, tti-lookup0 235K T R FIn/c Ty MER R LET,

firepower-3110 (local-mgmt) # show portmanager switch default-rule-drop-counter
tti-lookupO

KD CLIIL, ipcl-lookup0 28JHK T Rey 7SN Ty MaxFR R LET,

firepower-3110 (local-mgmt) # show portmanager switch default-rule-drop-counter
ipcl-lookupO
Rule id cnc_index packet count

S

show portmanager

7 754 7 > AE— KTO Cisco Secure Firepower 4200 O connect local-mgmt ~ 5 J)L 1 —F 425 avx U K .

AA v F Xy b, SFPFEChH U X, TUXNFTTT 4 ANvE=F) 7 (DOM) |

QOS H¥HE., CPSSAP, BXUWA 27 Vv rua /X FIZET 55 MEREZFRRLET,

W &~ L ET,

wOD CLIIZL, vtcam-tti D FXOS R— b v~ % —2 % AA v F »N— K7 =7 TCAM /L—/L &

YT RN LET,

firepower (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti

RULE_ID VLAN NUM MPLS LABELS SRC_PORT PC_ID SRC_ID MODE PAK_CNT

1 2 0 0 10 0 10 0 1951
2 3 0 0 14 0 14 0 19
3 4 0 0 9 0 9 0 227505
4 5 0 0 13 0 13 0 103587
5 6 0 0 8 0 0 0 0
6 7 0 0 7 0 0 0 0
7 8 0 0 6 0 0 0 0
8 9 0 0 5 0 0 0 0
9 10 0 0 4 0 0 0 0
10 11 0 0 3 0 0 0 0
11 12 0 0 2 0 0 0 0
12 13 0 0 1 0 0 0 7
13 14 0 0 44 0 0 0 0
14 15 0 0 40 0 0 0 0
15 16 0 0 36 0 0 0 0
16 17 0 0 32 0 0 0 0
17 30 0 0 1 0 101 1 0
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O O OO OO OOOOOOO0OOoOOoOo o oo

101
102
103
104
105
106
107
108
117
121
125
129

O O O O o o

[eNeoNeNeoNeoNeoNoNeNoNeoNoNoNoNoNoNoNoNoNe]

306
2429

18

7

o

O O O O OO U1 OO OO oo o oo

WD CLIE, vlan 0 (12— d 5 vtcam-tti A7 — D AA v F n— K7 =7 TCAM /L— )L

TR LET,
firepower (local-mgmt)# show portmanager switch forward-rules hardware vtcam-tti
RULE ID VLAN NUM MPLS LABELS SRC PORT PC ID SRC ID MODE PAK CNT
1 2 0 0 10 0 10 0 1961
2 3 0 0 14 0 14 0 19
3 4 0 0 9 0 9 0 227517
4 5 0 0 13 0 13 0 103683
5 6 0 0 8 0 0 0 0
6 7 0 0 7 0 0 0 0
7 8 0 0 6 0 0 0 0
8 9 0 0 5 0 0 0 0
9 10 0 0 4 0 0 0 0
10 11 0 0 3 0 0 0 0
11 12 0 0 2 0 0 0 0
12 13 0 0 1 0 0 0 617
13 14 0 0 44 0 0 0 0
14 15 0 0 40 0 0 0 0
15 16 0 0 36 0 0 0 0
16 17 0 0 32 0 0 0 0
17 30 0 0 1 0 101 1 2156
18 18 0 0 1 0 101 0 306
19 19 0 0 2 0 102 0 2466
20 20 0 0 3 0 103 0 0
21 21 0 0 4 0 104 0 0
22 22 0 0 5 0 105 0 0
23 23 0 0 6 0 106 0 0
24 24 0 0 7 0 107 0 0
25 25 0 0 8 0 108 0 0
26 26 0 0 32 0 117 0 0
27 27 0 0 36 0 121 0 0
28 28 0 0 40 0 125 0 0
29 29 0 0 44 0 129 0 0
30 1 0 0 9 0 0 0 1875
31 8193 0 1 0 0 0 0 0
32 8194 0 2 0 0 0 0 0
33 8195 0 3 0 0 0 0 0
34 8196 0 4 0 0 0 0 0
35 8197 0 5 0 0 0 0 0
36 8198 0 6 0 0 0 0 0
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WD CLLIE, A=V 3y P19 FR—FMI—FT2MAC 7 ANVEAT—VDAA v F/n—
K =7 TCAM V— V2 v FhFpRrLET,

firepower (local-mgmt)# show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC ID SRC ID DST PORT PKT CNT DMAC
1 0 44 0 129 1536 0 1:80:c2:0:0:2
2 0 44 0 129 1536 0 ff:ff:ff:ff:ff:ff
3 0 2 0 102 1536 0 Dba:db:ad:f0:2:8f
4 0 4 0 104 1536 0 ff:ff:ff:ff:ff:ff
5 0 4 0 104 1536 0 1:80:c2:0:0:2
6 0 5 0 105 1536 0 1:80:c2:0:0:2
7 0 5 0 105 1536 0 ff:ff:ff:ff:ff:ff
8 0 13 0 13 9 103735 0:0:0:0:0:0
9 0 32 0 117 1536 0 Dba:db:ad:f0:2:9e
10 0 7 0 107 1536 0 ff:ff:ff:ff:ff:ff
11 0 7 0 107 1536 0 1:80:c2:0:0:2
12 0 6 0 106 1536 0 1:80:c2:0:0:2
13 0 6 0 106 1536 0 ff:ff:ff:ff:ff:ff
14 0 14 0 14 10 19 0:0:0:0:0:0
15 0 10 0 10 14 1979 0:0:0:0:0:0
16 0 44 0 129 1536 0 Dba:db:ad:f0:2:al
17 0 9 0 9 13 1227537 0:0:0:0:0:0
18 0 8 0 108 1536 0 1:80:c2:0:0:2
19 0 8 0 108 1536 0 ff:ff:ff:ff:ff:ff
20 0 1 0 101 1536 0 ff:ff:ff:ff:ff:ff
21 0 1 0 101 1536 0 1:80:c2:0:0:2
22 0 3 0 103 1536 0 1:80:c2:0:0:2
23 0 1 0 101 1536 2183 1:0:0:0:0:0
24 0 3 0 103 1536 0 ff:ff:ff:ff:ff:ff
25 0 2 0 102 1536 23 ff:ff:ff:ff:ff:ff
26 0 2 0 102 1536 0 1:80:c2:0:0:2
27 0 32 0 117 1536 0 ff:ff:ff:ff:ff:ff
28 0 32 0 117 1536 0 1:80:c2:0:0:2
29 0 40 0 125 1536 0 ff:ff:ff:ff:ff:ff
30 0 40 0 125 1536 0 1:80:c2:0:0:2
31 0 7 0 107 1536 0 Dba:db:ad:f0:2:94
32 0 5 0 105 1536 0 Dba:db:ad:f0:2:92
33 0 36 0 121 1536 0 1:80:c2:0:0:2
34 0 4 0 104 1536 0 Dba:db:ad:f0:2:91
35 0 36 0 121 1536 0 ff:ff:ff:ff:ff:ff
36 0 8 0 108 1536 0 Dba:db:ad:f0:2:95
37 0 6 0 106 1536 0 Dba:db:ad:f0:2:93
38 0 3 0 103 1536 0 Dba:db:ad:£f0:2:90
39 0 36 0 121 1536 0 Dba:db:ad:f0:2:9f
40 0 1 0 101 1536 32 ba:db:ad:f0:2:8e
41 0 40 0 125 1536 0 Dba:db:ad:f0:2:a0

WDOCLLIZ, Y7 h7 =7 MAC 7 4 V2 IZBET D3 @ £ LE T,

firepower-4225(local-mgmt) # show portmanager switch forward-rules software mac-filter

NATIVE VLAN VLAN SRC_PORT PORTCHANNEL ID DST PORT FLAGS MODE DMAC

1 0 106 6 0 1536 2 5
1:80:¢c2:0:0:2

2 0 105 5 0 1536 2 5
ff:ff:ff:ff:ff:£f

3 0 105 5 0 1536 2 5
1:80:¢c2:0:0:2

4 0 121 0 0 36 24 8
0:0:0:0:0:0

5 0 106 6 0 1536 2 5
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ff:ff:ff:£ff:

6
1:80:¢c2:0:0:
7
1:80:¢c2:0:0:
8
ff:ff:ff:££f:
9
0:0:0:0:0:0
10
ff:ff:ff:£f:
11
1:80:¢c2:0:0:
12
ff:ff:ff:£ff:
13
0:0:0:0:0:0
14
0:0:0:0:0:0
15

ba:db:ad:f0
16

ff:ff:ff:££f:

17
ba:db:ad:f0
18
0:0:0:0:0:0
19
0:0:0:0:0:0
20
ba:db:ad:f0:
21
ba:db:ad:f0:
22
1:80:¢c2:0:0:
23
1:80:¢c2:0:0:
24
ff:ff:ff:££f:
25
0:0:0:0:0:0
26
1:80:¢c2:0:0:
27
ff:ff:ff:££f:
28
0:0:0:0:0:0
29
1:80:¢c2:0:0:
30
0:0:0:0:0:0
31
ff:ff:ff:£ff:
32
0:0:0:0:0:0
33
ba:db:ad:f0:
34
0:0:0:0:0:0
35
ba:db:ad:f0:
36
0:0:0:0:0:0
37

ff:ff
0
2
0
2
0
ff:ff
0
0
ff:ff
0
2
0
ff:ff
0
0
0
:2:8e
0
ff:ff
0
:2:93
0
0
0
2:91
2:94
2
0
2
0
ff:ff
0
0
2
0
ff:ff
0
0
2
0
0
ff:ff
0
0
2:95
0
0
2:al
0
0

121

117

125

129

117

103

102

117

107

101

107

106

105

102

104

107

129

102

121

108

101

101

129

125

108

129

103

104

36

32

40

32

44

36

13

14

44

0 1536
0 1536
0 1536
0 44
0 1536
0 1536
0 1536
0 32
0 7
0 1536
0 1536
0 1536
0 5
0 2
0 1536
0 1536
0 1536
0 1536
0 1536
0 9
0 1536
0 1536
0 14
0 1536
0 13
0 1536
0 40
0 1536
0 10
0 1536
0 3
0 4

24

24

24

24

26

26

24

26

24

24
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0:0:0:0:0:0

38 0 104 4 0 1536 2 5
ff:ff:ff:ff:£f£: €€

39 0 107 7 0 1536 2 5
1:80:¢c2:0:0:2

40 0 104 4 0 1536 2 5
1:80:¢c2:0:0:2

41 0 101 1 0 1536 18 8
0:0:0:0:0:0

42 0 101 0 0 1 24 8
0:0:0:0:0:0

43 0 108 8 0 1536 2 5
ff:ff:ff:ff:£f£: €€

44 0 121 36 0 1536 2 5
ba:db:ad:£f0:2:9f

45 0 117 32 0 1536 2 5
ba:db:ad:f0:2:9e

46 0 105 5 0 1536 2 5
ba:db:ad:£0:2:92

47 0 125 40 0 1536 2 5
ba:db:ad:£f0:2:a0

48 0 125 40 0 1536 2 5
1:80:¢c2:0:0:2

49 0 108 0 0 8 24 8
0:0:0:0:0:0

50 0 106 0 0 6 24 8
0:0:0:0:0:0

51 0 103 3 0 1536 2 5
ba:db:ad:£0:2:90

52 0 102 2 0 1536 2 5
ba:db:ad:f0:2:8f

53 0 103 3 0 1536 2 5

ff:ff:ff:ff:£ff:££

WDOCLIZ, AA v TF TV ooy b Ray AT 55 MERAFRLE
‘a—O

firepower-4225(local-mgmt) # show portmanager switch counters bridge
Bridge Ingress Drop Counter: 4688
No Bridge Ingress Drop

WD CLLIZ, "— R T AL FONry NI T 2OFEMERRLET,

how portmanager switch counters packet-trace

firepower-4225(local-mgmt) # show portmanager switch counters packet-trace

Counter Description

goodOctetsRcv Number of ethernet frames received that are not bad
ethernet frames or MAC Control pkts

badOctetsRcv Sum of lengths of all bad ethernet frames received

gtBrgInFrames Number of packets received

gtBrgVlanIngFilterDisc Number of packets discarded due to VLAN Ingress Filtering

gtBrgSecFilterDisc Number of packets discarded due to
Security Filtering measures

gtBrgLocalPropDisc Number of packets discarded due to reasons other than
VLAN ingress and Security filtering

dropCounter Ingress Drop Counter

outUcFrames Number of unicast packets transmitted

outMcFrames Number of multicast packets transmitted. This includes

registered multicasts, unregistered multicasts
and unknown unicast packets
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outBcFrames
brgEgrFilterDisc
txgFilterDisc

outCtrlFrames
egrFrwDropFrames

goodOctetsSent

Counter
goodOctetsRcv
badOctetsRcv

gtBrgInFrames
gtBrgVlanIngFilterDisc
gtBrgSecFilterDisc
gtBrgLocalPropDisc
dropCounter

outUcFrames
outMcFrames
outBcFrames
brgEgrFilterDisc
txgFilterDisc
outCtrlFrames
egrFrwDropFrames
mcFifoDropPkts
mcFilterDropPkts

goodOctetsSent

Number
Number
Number
due to
Number

(to cpu,

of broadcast packets transmitted

of IN packets that were Bridge Egress filtered
of IN packets that were filtered

TxQ congestion

of out control packets

from cpu and to

analyzer)

Number of packets dropped due to egress
forwarding restrictions

Sum of lengths of all good ethernet
frames sent from this MAC

Source port-

1341132

0
0
0

4699

1329593
4594
2237

9

o O O O o

0/0 Destination port-

Ingress counters
1341132
0
0
0
Only for source-port

Egress counters
1329593
4594
2237
9

o O O O o

WD CLLIE, CPUDAA vF bT7 4w 7T 2EEMEmREERLET,

firepower-4225(local-mgmt) # show portmanager switch traffic cpu

Dev/RX queue packets

0/0
0/1
0/2
0/3
0/4
0/5
0/6
0/7

O O O OO o oo

O O O OO o oo

RO CLLIF, "—RU=7 A vF RK—=F FTF7T7 4 v 7 DOfFMaeFRmLET,

firepower-4225(local-mgmt) # show portmanager switch traffic port

max-rate - pps that the port allow with packet size=64

actual-tx-rate - pps that egress the port

(+ % from 'max')
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o

actual-rx-rate - pps that ingress the port(+ % from 'max')

Dev/Port max-rate actual-tx-rate

0/1 1488095 (0%) ——-
0/2 1488095 (0%) ——-
0/3 14880 (0%) ——-
0/4 14880 (0%) ——-
0/5 14880 (0%) ——-
0/6 14880 (0%) ——-
0/7 14880 (0%) ——-
0/8 14880 (0%) ——-
0/9 14880952 (0%) ——-
0/10 14880952 (0%) ——-
0/11 14880952 (0%) ——-
0/12 14880952 (0%) ——-
0/13 14880952 (0%) ——-
0/14 14880952 (0%) ——-
0/15 1488095 (0%) ——-
0/16 1488095 (0%) ——-
0/17 14880952 (0%) ——-
0/18 74404761 (0%) ——-
0/19 37202380 (0%) ——-
0/20 37202380 (0%) ——-

actual-rx-rate

(0%) ---
(0%) ---

WD CLLiE, A —VF > bk /138 — MZ—3%3 5 SFP-FEC » 7 v Z ([Z4 B aEMiE Mm%

FoRLET,

firepower-4225(local-mgmt) # show portmanager counters ethernet 1 13

Good Octets Received
Bad Octets Received
MAC Transmit Error
Good Packets Received
Bad packets Received
BRDC Packets Received
MC Packets Received

txgFilterDisc

linkchange

FcFecRxBlocks
FcFecRxBlocksNoError
FcFecRxBlocksCorrectedError
FcFecRxBlocksUnCorrectedError
FcFecRxBlocksCorrectedErrorBits
FcFecRxBlocksCorrectedErrorQ
FcFecRxBlocksCorrectedErrorl
FcFecRxBlocksCorrectedError2
FcFecRxBlocksCorrectedError3
FcFecRxBlocksUnCorrectedError0
FcFecRxBlocksUnCorrectedErrorl
FcFecRxBlocksUnCorrectedError?2
FcFecRxBlocksUnCorrectedError3

2153
0

0

13

0

0

13

0
1
217038081
217038114
0

O O O O OO oo oo

WD CLLIZ, £ —P 3> b 1/14 5R— NI —F9 % SFP-FEC /1 7 > Z (289 2 3EMiE W &

FOoRLET,

firepower-4225(local-mgmt) # show portmanager counters ethernet 1 14

Good Octets Received
Bad Octets Received

2153
0
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Threat DefenseFTD % #&& L /= Cisco Firepower 1000/2100 £ & U Cisco Secure Firewall 3100/4200 0 Cisco FX0S

A4AF

MAC Transmit Error
Good Packets Received
Bad packets Received
BRDC Packets Received
MC Packets Received

txgFilterDisc

linkchange
RsFeccorrectedFecCodeword
RsFecuncorrectedFecCodeword
RsFecsymbolError0
RsFecsymbolErrorl
RsFecsymbolError2
RsFecsymbolError3

ool eBOUN el "
o

WD CLLIE, A=V Ry F1S5SHAR—=RMN—BTEITFHLVETT V=K T
(DOM) [HHICET DarMiE WA Tz~ L ET,

firepower-4245(local-mgmt) # show portmanager port-info ethernet 1 5

ala

-05

002.

001.

001.

000.

DOM info:

Status/Control Register:
RX_LOS State: 0
TX_FAULT State: 0

Alarm Status: 0000

No active alarms

Warning Status: 0000

No active warnings

0800

THRESHOLDS
high alarm high warning low warning low
rm
Temperature C +075.000 +070.000 +000.000
.000
Voltage \ 003.6300 003.4650 003.1350
9700
Bias Current mA 012.0000 011.5000 002.0000
0000
Transmit power mW 034.6740 017.3780 002.5120
0000
Receive power mW 034.6740 017.3780 001.3490
5370
Environmental Information - raw values
Temperature: 38.84 C
Supply voltage: 33703 in units of 100uVolt
Tx bias: 3499 in units of 2uAmp
Tx power: 0.1 dBm (10251 in units of 0.1 uW)
Rx power: -0.9 dBm (8153 in units of 0.1 uW)

DOM (256 bytes

of raw data in hex)

0x0000 : 4b 00 fb 00 46
0x0010 : 17 70 01 f4 16
0x0020 : 87 72 02 19 43
0x0030 : 00 00 00 00 00
0x0040 : 00 00 00 00 0O
0x0050 : 00 00 00 00 00
0x0060 : 26 54 83 a7 0d
0x0070 : 00 00 03 00 00

00
76
ez
00
00
00
ab
00

00 00 8d cc 74 04 87 5a 7a 76
03 e8 87 72 03 e8 43 e2 09 dO
05 45 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 86
28 0b 1f d9 00 00 00 00 08 00
00 00 08 £3 00 00 00 00 00 01

SIS a—TFa2T
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0x0080 : 49 4e 55 49 41 43 53 45 41 41 31 30 2d 33 33 38
0x0090 : 38 2d 30 31 56 30 31 20 01 00 46 00 00 00 00 e3
0x00a0 : 00 00 00 00 00O OO OO OO 00 OO0 00 0O 0O 00 00 0O
0x00b0 : 00 00 00 00 00O OO OO OO 00 OO0 00 0O 00 00 00 0O
0x00cO : 53 46 50 2d 31 30 2f 32 35 47 2d 43 53 52 2d 53
0x00d0 : 20 20 20 20 30 38 00 00 00 00 00 00 00 00 00 dl
0x00e0 : le 20 2a 2a 31 34 29 36 00 00 00 00 00 00 00 0O
0x00f0 : 00 00 00 00 00 56 00 00 ff ff ff ff 00 00 00 cf

PHY Data:
PAGE IFC OFFSET VALUE | PAGE IFC OFFSET VALUE

WD CLLIZ, N7y hFX ¥ P F vy DT A —ZHREICET HFHMERE2FRLET,

firepower-4225(local-mgmt) # show portmanager switch pktcap-rules software
Software DB rule:1l

Slot= 1

Interface= 12

Breakout-port= 0

Protocol= 6

Ethertype= 0x0000

Filter key= 0x00000040

Session= 1

Vlan= 0
SrcPort=
DstPort=
SrcIp= 0.
DstIp= 0.
Srclpvé=
DestIpvo=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

e O O O O
o O
o O

KD CLLIE, FXOS N— b= R =% AA v FO/N— T =7 TCAM /L —/VIZT %3¢
MR Z£R L ET,

firepower-4225 (local-mgmt) # show portmanager switch pktcap-rules hardware
Hardware DB rule:1l
Hw index= 15372
Rule id= 10241
Cnc_index= 1
Packet count= 0
Slot=1
Interface= 12
Protocol= 6
Ethertype= 0x0000
Vlan= 0

DestIpv6=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

WDOCLIZ., 8OO TG T 4 v 7 T FARFa—DR— h_X—ZAD 4y N Ry 2T
DitMEREFR RN LET,

firepower-4225 (local-mgmt) # show portmanager switch tail-drop-allocated buffers all
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| | Per Port and Traffic Class

Port | Per port | TCO | TC1 | TC2 | TC3 | TC4 | TC5 | TC6
| TC7 |
| \ \ \ | | | \ \ \
0/1 |10 |10 |0 |0 10 |0 |0 10
10 \
0/2 |15 |5 |5 |5 |10 |0 |10 |0
10 \
0/3 |0 |0 |0 |0 |0 |0 |0 10
10 \
0/4 180 |0 |0 |0 |10 |0 |10 |0
|80 \
0/5 10 |0 |0 |0 |0 |0 |0 10
10 \
0/6 10 |0 |0 |0 |0 |0 |0 10
10 \
0/7 1200 |25 |25 |50 |10 |0 |25 150
125 \
0/8 |0 |0 |0 |0 |0 |0 |0 10
10 \

R CLI %, tti-lookup0 235K T R 73N/ Ty MERRLET,

firepower-4225(local-mgmt) # show portmanager switch default-rule-drop-counter
tti-lookupO

Rule id cnc_index packet count

FXOSCLI X2 FT 4 H—EXRE—K ST a—
T4 ATk
VAT AT AMEE N T TN 2 —T 4 7T BITE, UTOoRX 2T 40— A (ssa)

F— RFXOSCLI @<y REHERALET,

show app
Firepower 1000/2100 & 7= (% Cisco Secure Firewall 3100 7 /3 A A (ZEEt S CWND T 7Y r—
vaWZHETAERER R LET,

RIZhl R~ L ET,
firepower /ssa # show app
Application:
Name Version Description Author Deploy Type CSP Type Is Defa
ult App
ftd 6.2.0.131 N/A cisco Native Application No
ftd 6.2.0.140 N/A cisco Native Application No
ftd 6.2.0.175 N/A cisco Native Application Yes
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showapp-instance
BEEEADT TY AV AZ A AT —H AT HIERER T LET,

firepower-2120 /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version

Startup Version Cluster Oper State

asa 1 Enabled Online 9.14.2
9.14.2 Not Applicable
showfault

[EEA Y=V OFHREFRRLET,

firepower-2120 /ssa # show fault

Severity Code Last Transition Time ID Description

Cleared F16589 2021-10-11T21:58:53.200 25140 [FSM:STAGE:RETRY:]: Waiting for
chassis object ready (FSM-STAGE:sam:dme:SmSecSvcAutoDeployCSP:WaitForChassisM

oReady)

show failsafe-params
Firepower 1000/2100 % 7213 Cisco Secure Firewall 3100 @ Threat Defense 7 7"V 7r—3 3
DT ==L —7F— KN, fRghn—>7 FL—ARy IR EDTEDIIT 7T 4
ThENET, RONRTA—=Z|L, 72— —TF— DT 7T 4 TbZHlE L £7,
e Max Restart - 7 =— /LB —TE— R&T /7T 4 7T D77 7V r—a &/l
ELE T 2 BN B 5 KRR,

e Current Reboot Count - 7 7" U 77— 3 V23R R E) X v 7= [|E14%,

o Restart Time Interval (secs) - 7 = —/L®—7F— R&ZEE)T 5 7= |2 Max Restart
7B RIET B O] (AL o 77U r—a N2 ORI TMax
Restart] VL FOEEHEETLHE, 72— Lt—T7F— FREITRY £,

RICH 2R L ET,

firepower-2120-failed(local-mgmt) # show failsafe-params
Max Restart: 8

Current Reboot Count: 0

Restart Time Interval (secs): 3600

VAT ANT 2= E—TE— ROGEA
« VAT KA T-failed] XFHIRBIMENET,
firepower-2120-failed /ssa #
s local-mgmt =< > K = /)LD [show failsafe-params] =~ > RO IIZIE, IROEE X
t—UNEENET,

firepower-2120-failed(local-mgmt) # show failsafe-params

Max Restart: 1

Current Reboot Count: 1

Restart Time Interval (secs): 3600

WARNING: System in Failsafe mode. Applications are not running!

s TV —a OEEIREIXA T T A T,
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firepower-2120-failed /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State Cluster Role

asa 1 Enabled Offline <===== 9.16.2.3
9.16.2.3 Not Applicable None

Cisco Secure Firewall 3100 $5 &< 1A 4200CLI E=4 ') > E—
KO ST a—F42F a2k

RBED N T TNy a—T 4 7 ETOICNE, WOCLI a2~ REFEHLET,

show
TRERCETLAEY V=T OREEZRRFLET,
WIH 2w L ET,
FPR3100 /monitoring/sysdebug/mem-leak-logging # show detail
Process Status Stacktrace
statsAG Disabled Off
dcosAG Disabled Off
POrtAG Disabled Off
appAG Disabled Off
eventAG Disabled Off
npuAG Disabled Off
sessionmgrAG Disabled Off
svcmonAG Disabled Off
serviceOrchAG Disabled Off
dme Disabled Off
envAG Disabled Off

CE) F 74/ BFTIE. TXTOUCSM 71t 2{2% LT mem-leak NEZNZ 72> TEBY, A FZ vV
h L= AN 2> TWVET, AEV V=7 OREEZT Ny 7452, HESh=7ut
2% LT mem-leak Z AN L, BIEDOFEMICOWTIIAZ v 7 ML —RE2HNT 505
NH Y EJ,

Cisco Secure Firewall 3100/4200 D /4y X ¥ TF ¥

Ny MR 7T — L, R EREICET AMBEOT Ny IR0 T R iimd 5 b
774w 77— BRI HRICEHTE AMlfEH HEETT, N7y ¥ ¥ 7 F v CLIZfHE
FILC. Cisco Secure Firewall 3100/4200 7 /A ZADFFEDA > X —7 = A A% @@+ 5 h7
T4 ZIZOoNnTu Ak TEL LR ELE,

BEONN Ty N XX T Ty By va Y EERTE, Ky a r TEEDA VX —T oA R
DT T4 7 X%y TTFyTEET, v Iy TFroral AlEGENIEA L F—
T A AR, EARDOSRr Y b F¥ T F v (PCAP) 7 7 A DMERREHET,
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Ry xvT7FrvoxgsEssvnreE

N7y b X TFvDEEFIELS L UVHIREIER

Ry b Fxy T F v V=, ROFIRBEERNRSH Y £,
« Cisco Secure Firewall 3100/4200 > U — X7 /S A TO/37 » F ¥ v 7 F v 1d, fK300Mbps
ETAMRETY

Ny b I STy By a VORI RER Fo R EEA R TH, Ny b
Fr 7Ty Yy a2 ERTEET, Ny bRy T TF vy va s a2RlET SN,
AR H et b 5 2 L AR T ONENRH Y 7,

o U U VIED 4x100Gbps F 721E 2x100Gbps v U — 7 E Y 2 —/b (ZNENEBLE S
FPR-NM-4X100G 35 & TN FPR-NM-2X100G) TDO /T v b ¥ FF ¥ v v a VOA,
FV 2 —/LD adninstate Woff IZREIND &, F¥ 7 F vy g DNEHIBIZENZ
720 . TOper State Reason: Unknown Error] &9 X v — UK S LET, %/:L—/l/
@ adminstate ZHE on ICEREL TS, v I Fy by a VZHEEBTHIVNENDHD
EJC AN

MOFT_RTORY NT—ZF D 2— /LTI, EP 22—/l adminstate DE T ST H 8
Ty RNFxTTFy By va Pk SnET,

EEDOT VT 4 TINRN Ty N XY T Ty By a IR S RERE AL
c EEILETITIEIPV6 T RLAIZEASW T I 4 VBT EHF S a3bh 8 A,

s WESAAL wF N TE WA Ty b (X2 T4 IN—T X7 Ry hU—7 H—
ANy Z— Ny N l) X7 A ZO/ERBY A,

» EtherChannel &K/ h a2 X ¥ 7 F ¥ TEXEHA, 727U, @ET A RIZEID YT
5TV EtherChannel D334, EtherChannel D A /X f VX —T = A AT L1287 b
XY STy CEET,

X T FY by a BT T 4 TREIE PCAPT7 7 A VA — L2, =7 AR—
FTEEHEA,

RNy XY T F by rarEHRTAE, Ty Y a VCHEETEZTRTONN Ty
MFYTFv 77 ANVBHIBREINET,

NTYy kX TFv vy a DERFERIIRE
e
ATV Xy hFyTFFy B—REBHBELET,

firepower-4215 # scope packet-capture

ATYT2 7AanZEERLET,
firepower-4215 /packet-capture/filter* # set <filterprop filterprop value
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B rorseT7rvvravokmztizgse

ATvT3

ATv74

ATy TH

—

R2:HYR—rENhdT70)L% TANRT«

ivlan Wi VLANID (AR— h AJJRED 3~ kD VLAN)
ovlan SNEBVLAN ID

srcip EETLIP T FL & (IPv4)

destip SEHCIP 7 R L2 (IPv4)

sreport | RE{E LA — B E

destport | 5ii5ErA— h % 5

7o ha |[IP7a hal (JANAIWKE-> TEZRSINS 10 EERX0 7o ks a/LfHE)
V%

ethertype |4 —H kv F 7o ha) 247 (JANAICK > TERSIND 10 ERRD A —H
Fv b 7a bhan AT, 728 20E, IPvd=2048, IPv6=34525, ARP=2054,
SGT =35081)

srcmac EEITLMAC T RL A

destmac R4 MAC 7 KL A

Ny N Fxx T TFr By a MIHBENDIA L E =T oA ZADNWTNDITT 4V Z ZHH T
TET,

Nry b FyTTFX By va VEAERETIIRET DI2IE. ROBEEZITWETS,
firepower-4215 /packet-capture # enter session session_name

ZONRNTy P XY TTFr By aryTRYTF TNy FORSERELET,
firepower-4215 /packet-capture/session* # set  session-pcap-snaplength session_snap_length_in_bytes
ZFy TOIRERIT. 64~9006 A FOFHANIZT 2MERHY £, By ar AFy T
REBRELRVGEDT 74V FOX ¥ 7 F vy EiE, 1518 314 FTT,

ZONRNTy XYy T Ty By ailEOLRENH LMY — A R—FEfRELET,

BEOR— I EFXF 7T ¥ Lz, YA — T 7Y r—2 gy R— O HFNLR /S
TyRF¥xTFx by ra PIZBBTAIENTEET, BlORTy NXXx T Fy 77 A
ARty v a G ENDAR— MHICER SN E T, EtherChannel (A0 /7 v & F ¥ 7
Fr 3D LIFITEEEA, L, BT A XZEID B THHL TV % EtherChannel D%
4. EtherChannel D A /X — f U X —T 2 f AZ LI\ ry ey 7F vy TEFET,

GE) Nry b ¥y T TFr By varnbR— FEHIRT HIIE, RIRTav RT
create DIV |2 delete ZEH L £ 9,
a) MR- FEREELET,
firepower-4215 /packet-capture/session* # create {phy-port | phy-aggr-port} port_id
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firepower-4215 /packet-capture/session* # create phy-port Ethernetl/1
firepower-4215 /packet-capture/session/phy-port* #

b) VY TALH =T 2 ROy FeX Y T T v LET,
firepower-4215 /packet-capture/session/phy-port™ # set subinterface id

12U EOBTHEEOY T A v 2 —T 2 A HHATIHETHL, ¥ 7Ty By g
TEZ1 oDV T A H =T 2 ADNNT y NDIHEF ¥ T T v T& E 9, Etherchannel
DY TA B —T 2 AFVHR—bENTOERA, BA VT —T A ALV AT A
WCHED Y THHE, BA LV F—T oA AEEIT T A F—T =4 ZADNT D EIR
TEET, MAFEEIRTHZ LITTEEEA,

1 -

firepower-4215 /packet-capture/session/phy-port* # set subinterface 100
firepower-4215 /packet-capture/session/phy-port* #

) AVTFALVARLUADEA, arTF A VAZ AL ERELET,
firepower-4215 /packet-capture/session/phy-port* # set app-identifier instance_name
i

firepower-4215 /packet-capture/session/phy-port* # set app-identifier ftd-instancel
firepower-4215 /packet-capture/session/phy-port* #

d)  (EE) AA vFbmacfilter K2 737y Na¥ v 7F ¥4 5I21%, macfilter Kz v
TEEELET,
firepower-4215 /packet-capture/session/phy-port™ # set drop {mac-filter | disable}
edisable: A1 v FnE Fry T INTZ Ty NOF X 7F v 2B LET,
« mac-filter : A > F D mac-filter K7 v 7% %% 7F v LET,
GE) mac-filter 7" > a &k, ATy ¥ v I F v FMTORYR— N E
T T 74N hOFT T a ITHEIC disable T,
e (EE) BMOT7A4NZEEHLET,
firepower-4215 /packet-capture/session/phy-port™ # set  {source-filter} filtername
GE) W= "7 4 NV Z ZHIBRT HI121%, set sourcefilter "" ZfEH L E7,

) MEGUTEROARAT v 720 IR L THERAR— T XTEMLET,

ATVT6 ZORTy b XX TTFx by ailBGOLINERDLT S r—vay Y —AR— &
ELET,
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B rorseT7rvvravokmztizgse

BEOR— 0o FY7Fy L0, WEA— T 7V r—va v R— FOW s E U
Ty b7 Fry o arPIBUGET LI ENTEEST, OXTFry N2y TF ¥ 774
ARE vy a AlEENIER— MHICERESNE T,

G¥) Nry YT TF v by varhbR— MEHIRT S, RIORTa~ KT
create D V1T dddete L £,
ay 7V r—var i R—rEREELET,

firepower-4215 /packet-capture/session* # create app_port module_dot link_name interface name

app_name
BX DA module_slot TIVr—varPA VAR LEINTNWSEX 2T 4F
‘\/“:L_/I/O
link_name AU H—T =2 Azfida—V —flk 4 (linkl, inside portl 73
8) o
interface_name Ty NeX XY T TFx T HMERNDLT ) r—3a I
SNTWbHA ¥ —7xA A (Ethernetl/1, Ethernet2/272 &) |
app_name BV a— UL A= AINTNDT Y r—3 a3 v (fid)
b) (EE) BHOTZ7 4 AZZEHLET,
firepower-4215 /packet-capture/session/phy-port™ # set  {source-filter} filtername
BX DA filtername lcreate filter| =1~ > FIZ X % packet-capture #iHD 7 ¢ /L # 4,
GE) — E D T g VX EHIBRT S ITIE, set sourcefilter " A L E T,
c) MEIUGUTLEROARAT v 7 ZEV KL THERT S r—ra v A— hadXTEMNL
\i—g—o
ATYT1T RNy b Xy 7Ty By arad ICHBT AT, ROBIEEZITVET,
firepower-4215 /packet-capture/session* # enable
FLAER L2y b ¥ 7T v By v a 3T 740 b TIEESICR>T0ET, £
varERRNICAEDCT L BERAIy bENL Ty Xy 7Ty kv e
YINT T4 TR VET, By a N TTILT VT 4TI R THWAHE, Eyva
VERENCTHETTNERSNET, 2Oy arEAEMNCT RN, TTICT 2T 4
TINXTy Xy T Ty By a rEEGNITOLERHY £,
ATYT8 MU H I v a BV AT AREICTI Y PLET,

—

firepower-4215 /packet-capture/session* # commit-buffer
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Ky k% IFeevoasnbik |

NRroy b FY7F vy Bova AR TrE, VATAEFAYy bOF Y I F v EBAL
T4, By a B PCAP 7 7 A NV EX U a— RTDHHIC, ¥y I F v a2 213 50N

HYET,

1

firepower-4215 # scope packet-capture

firepower-4215 /packet-capture # create session ftdlinside
firepower-4215 /packet-capture* # create filter interfacelvlanlO00
firepower-4215 /packet-capture/filter* # set ivlan 100

firepower-4215 /packet-capture/filter* # set srcIP 6.6.6.6
firepower-4215 /packet-capture/filter* # set destIP 10.10.10.10
firepower-4215 /packet-capture/filter* # exit

firepower-4215 /packet-capture/session* # create phy-port Ethernetl/1l
firepower-4215 /packet-capture/session/phy-port* # set drop mac-filter

firepower-4215 /packet-capture/session/phy-port* # set src-filter interfacelvlanlO00

firepower-4215 /packet-capture/session/phy-port* # exit
firepower-4215 /packet-capture/session* # enable
firepower-4215 /packet-capture/session* # commit-buffer
firepower-4215 /packet-capture/session #

NTY X TFY £y a3 VDHIR

e D/ry hFY7F ¥ty iaid, BEETLCWRITIVUIHIRTE ST, 777+

TRy Ry TFr By g it WTERBHIBRTE ET,

FIE

Nry b FxTIFy E—FeBllsLEd,
firepower-4215 # scope packet-capture
BEDNATy h R T Fy By a rEAHIRT DI, ROFIEEZETLET,

firepower-4215 /packet-capture # delete session session_name

TRCOIET I T 4T Xy N Fx 7T v Byia EZHRTHICE, ROXIICLET,

firepower-4215/packet-capture # delete-all-sessions
NPT a BV AT AREICAI Y PLET,

firepower-4215 /packet-capture* # commit-buffer

1

firepower-4215 # scope packet-capture
firepower-4215 packet-capture # delete session asalinside
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. Nry b FeTFv £y arndlk

firepower-4215 packet-capture* # commit-buffer
firepower-4215 packet-capture #
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BAA—JIEDFIR

T 4P RAZY BN OHEE (49 R—)

e NR—A ALV A=)L VT I 2T N=Va B LIV AT LAOFA A= (50
R—=2)

« ROMMON M5 D TIHBHEHRE~AD ) £y FOERIT IXRT—FKDUtEy k) (53
~N—3)

cHLWY T RN 2T NR—=Va v EEH LIV AT LAOFA A= (55 X—)
*SSD 7 7 A NV AT LD +—~ v & (Firepower 2100) (59 ~—3°)

« ROMMON 75 OjEE#E) (59 ~2—)

« SERILEHA A —LDFELT (67 X—2)

 BEENAT — ROLEE (72 5—2)

e Threat Defense 7547 T A v DPEDEHE AT — ROLH (72 X—)

« 7T R ORRERIERR (74 ~—2)

« Firepower 1000/2100 33 J T} Cisco Secure Firewall 3100/4200 FXOS k7 7V o —F 7
DIERE (75 =)

T4 HRXE1) AN DEEE

REDVEY b, A A=VDFHA A M—J)b, FXOS/XAU—FRpREE, £ AT LDO5%E
RIHA A =AML D EENH Y FT, ROELTHIFIEELZSRL TN,

CREDOHELFRIUA A=Y TOYVAT LAOHEHE) . TRXTORENHIBRS ., BEDA
A — %A LT Threat Defense 23 A > A h—AINFET, ZOFIEEFEITTIHHE
(T, FATRIC, BHEANRY — FOERERR E2FZO T, VAT LA FHRET D MEHR
HVET, R—AA ANV YT T 2T N=TaEHEHLIEVAT AOFHA A —
Mk (50 ~—v) SR L T EIN,

* ROMMON 725 O TG H R E~D Y &~ hDOFEFT (FEHE XA T — RKoEE) 3
TORENPHIFES I, BEDA A—T % #H LT Threat Defense 231 > A h—/L I FE
T ZOFEEZFIATTHHEX,. FATRIC, BHE SR TU— FOERERR EE2EZD T,
VAT AEHERETDHLENH Y FT, ROMMON H 5O TH MR E~D Y &y hD
FIT (NAT—=FDU v ) (83—Y) ZZRLTIEIN,
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BAA—2itnFIE |
B AR o Yo r9 27 AU a R ERLE VR TFLADEA A =1

cHLWAN—=T a3 TOVAT AOFA A=t : TRTOREDHIBRS L, HrLnwy 7 K
7 =7 A A—%FEH LT Threat Defense 231 A b—/L I FET, ZOFINEEZFEITT
DAL, FEATRIC, BHENSAY — FOERIER R EZEZO T, VAT LEHHRET D
VERHVET, HILWY 7 b0 2T7 A=V g B ALY AT LOFA A=k (55
R=) R L TSN,

N

CE) ZoOFEEZFEHLTURIOA S v —R_"—Vg L NIX T L— R
TAHZLIXITEERA, RDVICELRHA A —ILDFET (67
N—=) AT LISLENLY FT,

SSD 77 ANV AT LADEH T y—~ v b 1 T 4 ATHHEA v =V RFRENTZHEIC
SSD {7+ —~v FLET, T XTORENHIRSNET, ZOFIREZETT L85G
E. FTRIZ, BHEANRT— FRERERREELTD T, VAT LA HRET DHLEN
HVET, SSD7 7 ANV AT LADOF 7 +—~ v b (Firepower2100) (59 X—2) %%
LTS 7ZE 0,

* ROMMON 75 O H) : FX0S Z#iE#) T 2V 5412 ROMMON /N HiEEF LET, £
%, e MMCZH 74—~y b, Y7 "I 2T ARA—TEHBA L AR—LTEET, 2D
FETIX, TRTORENMEEF SN ET, ROMMON 75 0feHE) (59 2—) 2B L
TLTEEWY,

T RTORELA A—VDWHE VAT 2x THIHWROT 7 4V MREICR L, A A—
VEHELET, TOFRIATIE, TFTP RH T AT A% f#E) L, Threat Defense ~ 7 h
JxTEFZTa— L, VAT LAEEREHERET DLENH Y FT, ERREHA A
{EDFET (67 ~—2) ZZHLTIEINY,

o WHLIE /RA T — ROZHE : Threat Defense CLI 22 HEHE NRATU — REEFLEJ, FH
FHRAT—ROEHE (123—=V) 2L TIEEN,

e ThreatDefense 547 T A » DPAEDEBE AT — ROZLEE : FXOS ) HIEHE 2T —
R%#Z5% U ¥ 9, Threat Defense 2347 T A  DGEDEENRAT — ROEFE (72 X—
V) &M LT E XV, Threat Defense 7342 7 A DA 1%, Threat Defense CLI &
AL CEBE SR — RELEETLI0ERD Y £,

R—ZA VA=Y T DT IN—D3 2 %FERL
O RTLOBAA—1E

COFEEZFEITTHE, R—ZA A LA =N VT T =T N=Va VORELRGRE, TC
DEEPHEESINFT T, BEOHEBFERICS AT LADNEREIT 5 & Threat Defense 0O A Z —
F7 o TPR—=T g UNETENET,

HAEFEITHONR=2a T v 77 b— REHA A=V 05E1E, ZOFIEE T LIk,
Threat Defense -7 v 77 L — RTHME RSN T4, =& 20E, N—2 3 622x1E7 v
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R—ZAVR=L YT rHz7 "—LavE@EALEYRTLOEA A~ ||

T VL= RFHEADA A=V TY, 622XV AT ATIOFIEELFATTHE, "= AR h—
NNy lr— (N—=T 3 62.1.x) WA VA M—LENET, FD%, Secure Firewall
Management Center ¥ 7= | Secure Firewall Device Manager Z i L T/3—2 3 > 6.22.x IZF 7T v
T VL= RTLDMERHY T, ZOHE. FXOS D=2 5 U FALA—Y g VZRH RN
ZERBVET, ZORHITED, "ATRATEY T MR TEENBAET D AREENH
DET, ZOTTIVFTIE, VAT LOERRFAA—VEFITTHE2MRELEST GE
ANZHOWTIE, BRREA A—UDF T (67 ~—2) zZRL TS |

)

GE) CZoOFIEZFETTHE, EEHEASZT— RN AIMINI23 Yy NERET,

48 HHEIIZ

*FXOSCLI 2> 7F A MIEHi SN TWDL Z L& LET, U T ar Yy —Lizi L
C Firepower 1000/2100, Cisco Secure Firewall 3100, 721 Cisco Secure Firewall 4200 7 /3
A ANTHEHET S &, FXOSCLI = 7 F A M HBRIZHHE S E J, Threat Defense CLI
T XA MBS TV AEATE, £7 connect fxos =~ > K& L T FXOS CLI
AT HRAMIGIDEZDLEND Y £,

T TIAT LV ADEHIPT RLADREEZAETL, kOa~v RTORENDHERE 22—
L%,

firepower # scope fabric a
firepower /fabric-interconnect # show detail

e kD < R&EHH L T Threat Defense DX—R& A VA h—)L N—T g VETER L, A
ELTEBEES, BEINN—a OFITIE, X—A A VAL RXR=TU g URERRIH

F£9, [Running Version| (21X, _R—A A VA= RX—=Va ANZ@EHALET v 77 L—
RIRFERSNET,

firepower# scope ssa

firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version

Startup Version

Cluster Oper State

Enabled
Not Applicable

* Smart Licensing 7> 57 /3 A A O BEAF T &2 ffbR L £ 37,

VT RTFU MO T A A REMELET AT 258) o 7T U Rb OBk
g (74 X—2) ZZRL TSV,

» Cisco Secure Firewall 3100 /34 2 % Threat Defense 7.3.0 73— a3 VIZHA A—IbT 5
(21X, ROMMON /N—< 5 & 1108 LAREDS L EE T Y, BIfED ROMMON /N—2 5 73 1.1.08
K OWAIL. ASA9.19 LIFRIZT v 77 L— KL TROMMON %7 v 7 7 L— R 54
EHRH Y F9°, Management Center F 721% Device Manager % {1 L C Threat Defense %
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B AR o Yo r9 27 AU a R ERLE VR TFLADEA A =1

ATvT1

ATy T2

ATvT3

—

7307 v 7 7L —RT5Z L TEET GEMIZ OV TIX, Threat Defense Reimage %
ZRLTIZSY)

s Threat Defense f A— DA VA =L T v 77 L— RICH—A A—UREAINLTH
L5720, R—=AAL ARV VT YT N—T 3 %FH LT Cisco Secure Firewall
3100 7 /34 A % Threat Defense 7.4 {ZfA A—fbTHZ iz TEERA, RDVIT, v
AT LDOFERIRTHA A —UbEFITLET, FRMICOWTIL, ERBRHA A — LD FET

(67 =) ZZRMLTIZEN,

FIE

FXOS CLI Tr—# /VERRICHERE L £,
firepower # connect local-mgmt
TRTOREZHELET,
firepower(local-mgmt) # er ase configuration

% -

firepower (local-mgmt) # erase configuration

All configurations will be erased and system will reboot. Are you sure? (yes/no):yes
Removing all the configuration. Please wait....

Configurations are cleaned up. Rebooting....

AT A HEE L2 5, showapp-instance 2~ > K& LTT 7Y r—3 a3 o OIRFEZ
WTEEd, NATY—Kal A 0E, T 74/ O admin/Admin123 2V &y F &R ET,

1 :

firepower# scope ssa

firepower /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Disabled Installing
6.2.1-1314 Not Applicable
GE) TV r—=a DA AN NRETTHETI0 5L LD £7°, Threat

Defense 7234 7 A IRTEIZE 5 &, show app-instance =< > R ™ Operational State
(2 [Online) &FRRINET,

firepower /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version

Startup Version Cluster Oper State

ftd 1 Enabled Online 6.2.1.10140
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| B4 *—>0FIE

ROMMON 5 5> D THHFBREAD Uy FOEF Kx7—Fouty b)) [

RDBERY

AB—=RT o THA ROy NT v FEAI 7T L, LB TEFIA—Va 7 v
JL—RKLET,

ROMMON 75 D TIFHEIRFEREAD ) £y FDEIT (/N
AJD—KDYty k)

ATy T

ATy T2

FXOSlcu /4 CEhWgh (RNRAT— REesi%Ea, £7203SSDdiskl 7 7 A /LT AT
ADMER LTV DEE) 1. ROMMON Z1# L € FXOS # X O Threat Defense D% € % L5
HIFRRDF 7 4L M T TE £4, BHE SR T — REF 740 hO Admin123i2V & v b
ENFET, RAT— RRbhoTWT, FXOS NS TR OT 7 4/ hiREEE LT D
BEIE. N—A A A=V VT T 2T RN=Va VEFH LYV AT LAOFHA A=k

(50 _—) ZZHLTIEIN,

1R BRI

» Cisco Secure Firewall 3100 /XA A % Threat Defense 7.3.0 73— 3 UIHEA A—IbT 5
(21X, ROMMON /"—< 5 & 1108 LAREDS L EE T, BIfED ROMMON /A—2 5 /73 1.1.08
Kl OEIL. ASA9.19 LIKEIZT » 77 L— RLTROMMON 27 » 77 L— R 54
EHRH Y F9°, Management Center F 7213 Device Manager % fi[fl L T, Threat Defense @
N=Ta V%7307 v 77 L —FRT5Z L5 TEET GHEMIZOUWTIX, Threat Defense
Reimage #ZM L T2 &)

FIE

FRAZADEREANE T, ROL > T a7 "RERENTEZS, ESCF—Z2MLTCT—
L E9,

Example:
Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

ROMMON DON— 3 V&R L ET,

rommon 1 > show info

il -

Firepower 1000 33 X T 2100 7 /34 A

rommon 1 > show info

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2017 Dby Cisco Systems, Inc.

Compiled Wed 11/01/2017 18:38:59.66 by builder

Cisco Secure Firewall 3100 7 /3 A A
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BAA—2itnFIE |

B rovmvonr o TBHEEREAD UL Y FOEF IRT—EOUHEY F)

ATvT3

rommon 1 > show info

Cisco System ROMMON, Version 1.1.08 , RELEASE SOFTWARE
Copyright (c) 1994-2022 Dby Cisco Systems, Inc.
Compiled Fri 06/10/2022 10:25:43.78 by Administrator

Cisco Secure Firewall 4200 7 /XA A

Cisco System ROMMON, Version 1.0.15, RELEASE SOFTWARE
Copyright (c) 1994-2023 Dby Cisco Systems, Inc.
Compiled Thu 06/15/2023 14:41:54.43 by builder

TNA R THHWEREIZ 2y PLET,
ROMMON /3—0 5 2-1.0.06 LIFEDIEE -

rommon 2 > factory-reset

ROMMON /N—3 5 21.0.04 DHA -

rommon 2 > password_reset

&1

Firepower 1000 33 K TN 2100 7734 &

rommon 2 > factory-reset

Warning:

All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel:

Performing factory reset...
File size is 0x0000001b

Located

.boot string

Image size 27 inode num 16, bks cnt 1 blk size 8*512

Rommon will continue to boot disk0O: fxos-k8-fp2k-1fbff.2.3.1.132.SSB
Are you sure you would like to continue ? yes/no [no]: yes

File size is 0x0817a870

Located fxos-k8-fp2k-1fbff.2.3.1.132.SSB

51

Cisco Secure Firewall 3100 7 /3 A A

rommon 2 > factory-reset

Warning:

All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [nol: yes
Please type 'ERASE' to confirm the operation or any other value to cancel:

Performing factory reset...
File size is 0x0000001b

Located

.boot string

Image size 27 inode num 16, bks cnt 1 blk size 8*512

Rommon will continue to boot disk0: Cisco FTD SSP FP3K Upgrade-7.3.0-4.sh.REL.tar
Are you sure you would like to continue ? yes/no [nol: yes

File size is 0x0817a870

Located Cisco FTD SSP_FP3K Upgrade-7.3.0-4.sh.REL.tar
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ATvT4

HLLWY D

A4 A—

SHE

1 :
Cisco Secure Firewall 4200 5 /31 &

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

File size is 0x0000001b

Located .boot string

Image size 27 inode num 16, bks cnt 1 blk size 8*512

Rommon will continue to boot disk0: Cisco Secure FW TD 4200-7.4.0-1044.sh.DEV.tar
Are you sure you would like to continue ? yes/no [no]: yes

File size is 0x0817a870
Located Cisco Secure FW TD 4200-7.4.0-1044.sh.DEV.tar

VAT APLE#BZERD LT 0 T FRFRINRNEEIT, boot 3w FEATLET,

rommon 3 > boot

RDBERY
AL =D T v THA ROy NT v THZAT ZRITLET,

O TN a3V EFERALEVATLDOE

COFETIE, FILWI T h =T =g U TURAT AREHA A=V TE 4, ZOFIE
EETLIER, TXAAOEBRIP T RLALZDMORENT A —X EHEKET HLEND
DFET, BREEZHELETICY 7 V=T 27 v 77— R385, Ty 77 L—RKIA K
EZBLTLEIN,

\}

G¥)

DICTERIRTA A —VIDFET (67 ~—) ZEMTLILENHD £7,

ZOFIEELEH L TCUMDA L ¥ — "= g ANIF T 7L —RTHZ LT TEERA, b

\}

GE) ZoOFIEAZETTHE, BEEASRZT— RN AIMINI2B 2 &y FERET,
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ATy T

ATvT2

ATvT3

ATvT4

ATvTh

Threat DefenseFTD % #&& L 7= Cisco Firepower 1000/2100 35 & U Cisco Secure Firewall 3100/4200 @) Cisco FX0S ~ 5 )L a—F 4 >
I ZEEN

1R BHHEIIZ

*FXOSCLI 22> 7 F A MIEHRESN TWD Z e 2R LET, YU T har Y —L&fL
“C Firepower 1000/2100, Cisco Secure Firewall 3100, = 7=1% Cisco Secure Firewall 4200 7 7
A AT D & FXOSCLI =27 F A MIHEIIHAE S E T, Threat Defense CLI
T XA MR INTWDEATX, £ connect fxos =~ K& L T FXOS CLI
AT HRA MU EZLLENDHY T,

T T ITAT UV ADERIPT RLADRELAEL, KOV RTORINLERE 28—
LET,

firepower # scope fabric a
firepower /fabric-interconnect # show detail

* Smart Licensing 2> 57 734 2 DB E#fT T ZfEFR L £ 77,

VT RT T MO T A, A REMERLET EET55E) o 7T U Rb Ok
gk (74 X—) ZZRL TSIV,

« Cisco Secure Firewall 3100 773 A % Threat Defense /X—" 2 > 7.3.0 IZFHA A—1fbT %
(21X, ROMMON /N—2 5 & 1108 LAREZS L EE T, BIfED ROMMON /A—27 5 773 1.1.08
KIEOHAIEL, ASA9.19 LIRIZT v 727 L— R LTROMMON %27 v 727 L— K4 54
EHH Y £9°, Management Center F 7= 1% Device Manager % fifi f§ L C, Threat Defense O
N=Darzl30l7 vy 77 L—FT5ZLHTEET GEEMICOVTIE, Threat Defense
Reimage #ZM L T 72 &)

FIE

V7RI T AR R Ea—Nara—4FERFUSB7 T vy a RIALTIIFA T a—
FLET,

USB R A 7 & MGHT25E81E. 77947 ADUSBAR— MIUSB R4 7&aHALE
D

FXOS C, VAT LADAaA—T %2 AN L, VAT LATHAEFITESN TNDE NN~V g U EHERL
£,

firepower # scope system

firepower /system # show ver sion detail

Ty —AT 2T DAA—T AN LET,

firepower # scope firmware

LW T =T Ry =%y rm—RLET, USBRIATEEHLTY 7 ho=T
Ny r =220 rn— R 55803, ROMXEHEHRLET,
firepower # scope firmware

firepower /firmware # download image usbA:image name


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
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ATvT6

image name (X, A7 v~ 3 (kid) @ show versiondetail =~ KOS TT,
WIZH 2R L ET,
firepower /firmware # download image usbA:cisco-ftd-fp2k.6.2.1-36.SPA

GE) N—3 g 7.3+ TlL. Cisco Secure Firewall 3100 @ Threat Defense D1 A k—/L
BIOT v 77— Ry —UEMHAEDET Ny =T TWET, M
SNTWDLFIETIX, .sSPA 7 7 A VOOV IZ.REL.tar 77 A VEFEHTE E
R

FTP. SCP. SFTP., TFTP Z#{#/fl L C. ThreatDefense ¥ 7 N7 = T /R 7 — % F 84 2|22
=952 TEET,

firepower /firmware # download image tftp/ftp/scp/sftp://path to the image, including the server root
/image name

Firepower 1000 35 X O} 2100 7 /3A 2Dz R L ET,

firepower /firmware # download image tftp://example.cisco.com/fxos-2k.6.2.1-1314.SPA

Cisco Secure Firewall 3100 /XA ZADHlZ < L E£9,

firepower /firmware # download image
scp://example.cisco.com/auto/Cisco FTD SSP_FP3K Upgrade-7.3.0-14.sh.REL.tar

Cisco Secure Firewall 4200 7 /34 A DB %~ L £,

firepower-4215 /firmware # download image tftp://172.29.185.101:/Cisco_Secure FW_TD_4200-7.4.0-1044.sh.REL .tar

GE) VAT AIFZ T v — R A—VHERTIHREINTZ 7 7 A NVADRHNIAT v 2%k
03 % DT, FTP/TFTP/SCP/SFTPIZ L VD 7 7 A NEIEZ FEITT 2 5E1%, —2
DIL— FEBETeA A — OGS A B ATTDLENSH Y £,

MBS T T, IP 7 KL ADRH Y IZ FQDN 2 T& £,

Fyoma—RBATERFRRLT, Fyru— NOEITRREZE=F%LET,
firepower /firmware # show download-task
Status D 1 )1 [Downloaded) & EmINnihb, XU rm— REFET TT,

1 :
Cisco Secure Firewall 3100 5 /31 &

firepower 3110 /firmware # show download task
File Name Protocol Server Port Userid State

Cisco FTD_SSP FP3K Upgrade-7.3.0-14.sh.REL.tar
Scp 172.23.205.217 0 <xxxxxx> Downloaded

1 -
Cisco Secure Firewall 4200 5 /31 A :

Threat DefenseFTD % #2&j; L 7= Cisco Firepower 1000/2100 # & U Cisco Secure Firewall 3100/4200 0 CiscoFX0S k5 I a—F 4 245
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ATvT8

ATvT9

ATy 710

firepower-4215 /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

Cisco_Secure FW_TD 4200-7.4.0-1044.sh.REL.tar
Tftp 172.29.185.101 0 Downloading

Hooa—RO5ETH, VATAIA VA= NLENTNWEY T =T RNolr—I%FR
L. HOIORESNTWON RV A A= N=Varkabt—LET,

firepower /firmware # show package

i

Firepower 1000 33 X T 2100 7 /34 A

firepower /firmware # show package

Name Package-Vers
cisco-fta-fp2k.6.2.1-1314.88A  6.2.1-1314
FERLOAFITIE, 621131413 X 2 VT 4Ny 7 DAN—=T 3 TT,
15'] .

Cisco Secure Firewall 3100 /34 &

firepower 3110 /firmware # show package

Name Package Vers
Cisco FTD SSP FP3K Upgrade-7.3.0-14.sh.REL.tar 7.3.0-14
i -

Cisco Secure Firewall 4200 7 /3 A A

firepower-4215 /firmware # show package
Name Package-Vers

Cisco Secure FW TD 4200-7.4.0-1044.sh.REL.tar 7.4.0-1044

FEROFITIEH, 730U 1TEXF 2V T4 RNy T ONR—=T 3 U TT,

HEI A VA b= DRa—T &2 AN LET,

firepower /firmware # scope auto-install

LT TN r—vary Y7 =T Nyr—V%A A=/ LET (version|F EFED
show package D11 T9) |

firepower /firmware/auto-install # install security-pack version version

51

firepower 3110 /firmware/auto install # install security pack version 7.3.0-14
firepower /firmware # connect ftd
> show version

————————————————— [ firepower 3100 ]-----------------
Model : Cisco Secure Firewall 3110 Threat Defense (80) Version 7.3.0 (Build

ANzRDLNTZH, yes &E AT LET,

Threat DefenseFTD % #&& L 7= Cisco Firepower 1000/2100 35 & U Cisco Secure Firewall 3100/4200 @) Cisco FX0S ~ 5 )L a—F 4 >

A4AF
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SSD T 7 ALY ATFLOBEI+—3 v b (Firepower2100) [

VATFANERE L, OV T NI 2T RN KANRA A N—LENET,

RDRERY
ABZ—=RKT v THA RDEY 8T v FEZAT #FEITLET,

SSDT77A IV ARTLDEIA—< v k (Firepower2100)

ATy
ATvT2

FXOSIZIEF I 7 A LTely, T4 AT T — X v b —UNFRISNYE1E. FXOS
$ X O Threat Defense R ENMRIEIN TS SSDI ZH 7 44—~y b T&EE4, ZOFEIZ L
V. FXOS REMN LHMMREDT 7 4 /L MR ENET, FHENSRAT—NIT 74V D
Admin12312V vy FEFET, ZOFNETIX, Threat Defense DR EDH UVt~ bIET,

Z O FEIE Firepower 1000 33 L OF Cisco Secure Firewall 3100 (25 SvEH A, ZDO7H, A
H—RT T AA—TEMFFLRN G SSD #HETHZ LIXTEEHA,

Flig

o2 —)LiR— F 225 FXOS CLI Ik L £,
SSD1 #f 7 +—~ v FLET,

connect local-mgmt

format ssd1

ATV T3 REZ— KT v THA RODEY N7 v 2R E2FEITLET,

ROMMON 5 5 D ES

FNA A BT X RWSEAIE, USB £ 721X TFTP A A — V75 FXOS Z i #) T % 5 ROMMON
NEEILEJ, FXOSEEEI L%, eMMC (Y7 b =T A A=V RFFT22NE 77 v a
TNRAR) ZHEHIx—~y FT&EFET, H74—~v bLIEE, A A—T% eMMCIZFHAZ 7
yua— RTH50ENRHY ET, ZOFIATE, @D ssdl IZHRF A TND T X TOHEMN
RS NET,

BBEERLL OMO ENRRENFE T, eMMC 7 7 A LT AT LPHEHE LTV D AT &
DET,

1R BHEIIZ
« COFIEEFEITTHITIE, 2 —NIZT IV BATELILERHY 97,

Threat DefenseFTD % #2&j; L 7= Cisco Firepower 1000/2100 # & U Cisco Secure Firewall 3100/4200 0 CiscoFX0S k5 I a—F 4 245
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» Cisco Secure Firewall 3100 7734 A % Threat Defense /X\—3" 23 > 7.3.0 IZFHA A—1fbT %
(21, ROMMON /N—37 = > 1108 LIRS EE T, BAED ROMMON /A—27 = »73 1.1.08
KOG EIEL. ASA9.19 LIKIZT » 77 L— RLTROMMON 27 » 727 L— R34
A Y £9°, Management Center ¥ 72X Device Manager % f#i /] L C. Threat Defense @
N—=Ta %7307 v 77— FRT5Z L TEET GHIZ OV TIL, Threat Defense
Reimage Z#ZM L T 72 &)

FIE

HENTE 7Z2WIGE, A7 AIZROMMON % iEZH L £9, ROMMON 2 H#ElpIZiZ®E Sy
BE. 7= 7 v 7HIZROMMON 7 o7 FaFRRrTA L ERENEZSL, Esc L £
T, FEoXEERLET,

1 -

R R R R R R R R R I I R I I R R R R R I I E E I I I R E E I E h h E b b h h b E E E I E I b h b E E E h b b b b b b 3

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2018 12:16:16.21 by builder

R R R R R R R R I I I R I R R R I R R I E I I R E E h E E h E b I b E h b E h E I b I E h b b E E h b b kb b b 3

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

Z DOWEE T, Esc L F9,

ATFY T2 UBKRKIA T LEDOAA=UNET— 50, FIETFTPZ2EHAL TRy hU—27 %N LT

A4AF

7—hLET,

GE) 6.4 LT DA, ROMMON 2> 5 FXOS Z#tEi L, BEA VA =1 ENnTnbH A
A=V H T — MA[ETHILGEE, BEA VA =L ENTNDEA A=V LHT
NV a VEREIL TS Z EE2MERL T EE, ENLSDOYEA . FXOS/Threat
Defense /X— 3 BN —F L7 & Threat Defense 287 7 v = LE9, 6.5 LA
TlX. ROMMON 7>6 FXOS # L&) 3 5 &, Threat Defense 7% HEIZ 72— K &4
el ET,

GE) S BT, Firepower 1000/2100 F 7213 Cisco Secure Firewall 3100/4200 7 /34 A D 7 1
¥ RRFAZH D USB A1 MIFFALIZFAT32 74—~ RO USB AT 4T
TNHRA A%MH LT, ROMMON b X v 7 AX — a7 — 52 L L TEE
T VAT LAOBEIHFIZ USB 73 22 A LTc %6, USB 7 /31 2 &k St
DIV AT K HERE T 20BN NH D £,

I Threat DefenseFTD % #&& L 7= Cisco Firepower 1000/2100 35 & U Cisco Secure Firewall 3100/4200 @) Cisco FX0S ~ 5 )L a—F 4 >


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
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rommon 1 50i2s [

Firepower 1000/2100 USB M S 2B 5154 -
boot disk1:/path/filename

TNA ZIFXOSCLIWCEBILET, T4 A7 ONEFEFR/RT DL, dirdikl: =<2 K&
R L £,

% -

rommon 1 > dir diskl:
rommon 2 > boot diskl:/cisco-ftd-fp2k.6.4.0.SPA

Cisco Secure Firewall 3100/4200 USB h S #2E19 5154 -
boot ush:/path/filename

TR AL FXOSCLIIZEBI LE T, T4 A7 ONEEERT DL, dirush: 2~ R&ff
FALET,

1 -

rommon 1 > dir usb:
rommon 2 > boot usb:/cisco-ftd-fp3k.7.1.0.SPA

TFTP ML T HHEIX. RDKLSIZLET,

BHEL1 Oy NU—27REZIRE L, KO ROMMON =~ RZ{#f] L T Threat Defense
Ny lr—Y%Zu—RLET,
address management_ip_address
netmask subnet_mask
server tftp ip_address
gateway gateway ip_address
filepath/filename
set
sync
tftp -b
FXOS A A=Y NF Ty m— a3, CLIKLT— T v 7ENET,
ROERESRLTIEI N,
eset: Xy NU—IREAFIRLET, ping 2~ FEMHEH L TH— S~ 2 el
HZEHLTEET,
esync: X V=7 REERIEFELET,
«tftp-b : FXOS = — KL £,

1 :
Firepower 1000 33 X T8 2100 7 /34 A

Threat DefenseFTD % #2&j; L 7= Cisco Firepower 1000/2100 # & U Cisco Secure Firewall 3100/4200 0 CiscoFX0S k5 I a—F 4 245
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rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-ftd-fp2k.6.4.0.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-ftd-fp2k.6.4.0.SPA
CONFIG=
pPSl="rommon ! > "

rommon 7 > sync
rommon 8 > tftp -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-ftd-fp2k.6.4.0.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[..]
H—IN—~ADEHE LT TNV a—T 14 JF B2, PingZdEITLET,

rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds
rrrrrrrrn

Success rate is 100 percent (10/10)
rommon 2 >

51
Cisco Secure Firewall 3100 7 /3 A A

rommon 1 > show info

Cisco System ROMMON, Version 1.1.08, RELEASE SOFTWARE
Copyright (c) 1994-2022 Dby Cisco Systems, Inc.
Compiled Fri 06/10/2022 10:25:43.78 by Administrator

KA KK AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR AR AR KKK

ADDRESS=172.16.0.50

NETMASK=255.255.255.0

GATEWAY=172.16.0.254

SERVER=172.23.37.186

IMAGE=image dir/Cisco FTD SSP FP3K Upgrade-7.3.0-4.sh.REL.tar

rommon
rommon
rommon
rommon
rommon

o U b W N
vV V V V V

Threat DefenseFTD % #&& L 7= Cisco Firepower 1000/2100 35 & U Cisco Secure Firewall 3100/4200 @) Cisco FX0S ~ 5 )L a—F 4 >
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rommon 7 > set
ADDRESS=172.16.0.50
NETMASK=255.255.255.0
GATEWAY=172.16.0.254
SPEED=10000
SERVER=172.23.37.186
IMAGE= image dir/Cisco_ FTD SSP_FP3K Upgrade-7.3.0-4.sh.REL.tar
CONFIG=
PSl="rommon ! > "
FIRMWARE_VERSION:1.3.5

rommon 8 > sync
rommon 9 > tftp -b

Enable boot bundle: tftp regsize = 402653184

ADDRESS: 172.16.0.50
NETMASK: 255.255.255.0
GATEWAY: 172.16.0.254
SERVER: 172.23.37.186
IMAGE: image dir/Cisco FTD SSP_FP3K Upgrade-7.3.0-4.sh.REL.tar
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: 10G/1
PHYMODE: Auto Detect

LFBFF signature verified.

ATY T3 BUEOEHENRAY— REMHHLTCFXOSicn 7 A > LET,

G¥) 07 A NERPONSIRWVGA . ETET 4 A7 OENER TR 7 A L TE RN
Y61, ROMMON factory-reset =~ > R LT LG HRGELE~D Y & v b
EIEITTIHHMENDH Y £9 (ROMMON M5 O T HGREERE~D VU & v hDEFT

(RAT—=FKD Uty ) ((53—=V) 22 , YIHHE~DY ¥y N &FT
L7eH, ZOFIRZFA L TCFX0S #iEZB L, 774/ hor s A U 1EH
(admin/Admin123) Tu /A1 LE9,

ATv7T4 EMMC 287 +—~ v b LET,
connect local-mgmt
format emmc
yes L AN LET,
il -

firepower-2110# connect local-mgmt
firepower-2110 (local-mgmt) # format emmc
All bootable images will be lost.

Threat DefenseFTD % #2&& L 7= Cisco Firepower 1000/2100 35 & U\ Cisco Secure Firewall 3100/4200 & Cisco FX0S 5 J)L>a—F 4 245
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Do you still want to format? (yes/no):yes

firepower-3110# connect local-mgmt
firepower-3110(local-mgmt) # format emmc
All bootable images will be lost.

Do you still want to format? (yes/no):yes

Threat Defense /Ny 7 —Ya#HEX 7o a— R NLTCEEILET,
GE) 07 A TERNo T2l DIC LG AR E~D Y By FE2ET LG AE. RE

PNIGHEREOT 7 4V PREICETINE T, 2OV ty MI, Xy FT—IK
ENT T7ANVMIERISNEILEZERLET, Ry PUV—REEETT DIC
3. AZ =R T v THA R > THIIREZEITLET, Ry MU —7 iz f
WeSL L72t%, ZOFIREHATL £,

Rolr—VkAyra—RLUET, USB £/ TETP 26 —FriiciE® L= T, 3| X
EO—NINT L ATIIA A=A a— RTALERH Y £,

scope firmware
download image url
show download-task
ROWFTNNEHH LTS > RN— 4577 A/LD URL ZfELET,
« ftp://username@server/[ path/]limage_name
« scp://username@ser ver /[ path/]image_name
« sftp://username@server/[path/]limage_name
- tftp://server[:port]/[path/]image_name

* UsbA:/path/filename

i
Firepower 1000 33 K TN 2100 7734 &

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
firepower-2110 /firmware # show download-task
Download task:

File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA

Tftp 10.88.29.21 0 Downloaded

51
Cisco Secure Firewall 3100 7 /XA A

firepower-3110# scope firmware

Threat DefenseFTD % #&& L 7= Cisco Firepower 1000/2100 35 & U Cisco Secure Firewall 3100/4200 @) Cisco FX0S ~ 5 )L a—F 4 >
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rommon 1 50i2s [

firepower-3110 /firmware # download image
scp://172.23.205.217/auto/Cisco FTD SSP FP3K Upgrade 7.3.0-14.sh.REL.tar
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
firepower-3110 /firmware # show download-task
Download task:
File Name Protocol Server Port Userid State
Cisco FTD_SSP FP3K Upgrade-7.3.0-14.sh.REL.tar 7.3.0-14.sh.REL.tar
Scp 172.23.205.217 0 Downloaded

Nylr—=YDF 7 ra— RPR5ET ([(F7ra— REH (Downloaded) ] DIREE) L7z 56,
Ny —UkiE LET,

show package
scope auto-install

install security-pack version version

show package ™ /)T, security-pack version %5 Package-Versfiiz 2 &°— L £,
VA —VMWASAA A—TEA VANV L THESLET,

1 :
Firepower 1000 33 X 182100 7 /31 &

firepower 2110 /firmware # show package

Name Package-Vers

cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install

firepower 2110 /firmware/auto-install # install security-pack version 9.8.2

The system is currently installed with security software package not set, which has:

- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2

Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

1 -
Cisco Secure Firewall 3100 7 /3 A A

Threat DefenseFTD % #2&& L 7= Cisco Firepower 1000/2100 35 & U\ Cisco Secure Firewall 3100/4200 & Cisco FX0S 5 J)L>a—F 4 245
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firepower 3110 /firmware # show package

Name Package-Vers

Cisco FTD_SSP FP3K Upgrade-7.3.0-14.sh.REL.tar 7.3.0-14

firepower 3110 /firmware # scope auto-install

firepower 3110 /firmware/auto-install # install security-pack version 9.19.0

The system is currently installed with security software package not set, which has:

- The platform version: not set

If you proceed with the upgrade 9.19.2, it will do the following:
- upgrade to the new platform version 7.0.3-14
- install with CSP asa version 9.19.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.19.0
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

ATYT6 V=YDV T—IRETTHOE/FELET ~104)) .

FXOS BEEEI L CTH, ASADBMET5FET (5) FHTIVNERHD ET, KOAvE—
MBEREINDETHRHEL E9,

Firepower 1000 35 X T 2100 7 /34 A

firepower-2110#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY9OMEZR11l, FLAG="'
Verifying signature for cisco-asa.9.8.2.2

Verifying signature for cisco-asa.9.8.2.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY9OMEZR11, FLAG="'
Cisco ASA starting

Registering to process manager

Cisco ASA started successfully.

Cisco Secure Firewall 3100 7 /3 A A

firepower-3110#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.19.0.0_ asa 001 _JAD20280BWOOMEZR11l, FLAG="'
Verifying signature for cisco-asa.9.19.0.0

Verifying signature for cisco-asa.9.19.0.0 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.19.0.0 asa 001 JAD20280BWOOMEZR11l, FLAG=''
Cisco ASA starting
Registering to process manager
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Cisco ASA started successfully.

TEGEA A —VIEDETT

ZOFIETIE, VAT LAREEF 7 r—~y L, A A=V EHEEL T, LHEMKEOT 7+
VERECRELET, JOFEEETTHHAE, ETRICH LY 7 Ny =T A A—V%
7oa—RLT, VAT LEHRXETOILENRDH Y £,

N\

GE) CZoOFIEZETTHE, EHEHEAART— RN AIMINI23 Yy NERET,

\)

GE) FXOSAA—YDET 7L —RIPR—FEhhTWEFA, YRR R— T E5HE—D
FXOS DA A== a DX T Lb— REEX T ADORERFA A —{bE =T
THZLETT, T, ADFHA A —IfLOEEBIIRDO LB TT,

R OT A ADRERMN IO E T,
CHLWA—=T 3 TTRTDASA Y7 Y = THHAEKEZRET 2HERSH D £,
* Backup and Restore [TV 7R — F STV ER A,

4R HREIIC

VT RTF UM T AN AR LET AT 258) o 7T U Rb ok
febr (74 ~—2) ML TIEE,

*FXOSCLI 2> 7 F A MIEHSNTWDL I 2R LET, VT vary—Lai L
“C Firepower 1000/2100 & 721 Cisco Secure Firewall 3100/4200 7 /3 A A Z#fe 25 &, FXOS
CLI =7 % A M HEWIZHEHE S E 7, Threat Defense CLI =2 > 7 % A NMIHEEHE I 41
TW55E1E, 7 connect fxos =~ > & L TFXOS CLI =27 % A MIUIW 2
LRENRDH F7,

» Cisco Secure Firewall 3100 7~ /3A A % Threat Defense /3>—3 = > 73.0 IZFHA A—IMbT 5D
(21X, ROMMON /N—<7 5 & 1108 ARE DS L EETY, BIfED ROMMON /N—2 5 73 1.1.08
R OHAIL. ASA9.19 LIFRIZT » 77 L— RLTROMMON %27 v 77 L— K§ 54
&V £9°, Management Center ¥ 7213 Device Manager % ffi /] L C. Threat Defense @
N—=Ta %7307 v 77— RTAHZEHLTEET FEMIZ OV TIE, Threat Defense
EHRLTLEEN)

» Threat Defense ¥ 7 U =7 & AFLET,
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Y

GE)  Ciscocom D 7 A v BLIOY AT —E XN NE T,

3 3:Threat Defense M) 7 k97

Threat Defense €7 J)L Ay a— FDGFT Nyr—3

Firepower 1000 2/ U — X | IR : https://www.cisco.com/go/ftd-software

Threat Defense package WRor =0, ROX 27 7 A VAN
ffEF LTV % &7 )L > [Firepower Threat Defense T BITOET : cisco-fid-fplk.6.4.0.5PA,
Software] > /X—30 3 V OJEIZER L £ 77,

Firepower 2100 > — X | &&JG : https://www.cisco.com/go/ftd-software

Threat Defense package Ry —JI2iE, RO X 5T 7 ANV

f# ] L TV % 5 /L >[Firepower Threat Defense T BITOET : cisco-fid-fp2k.6.2.2.5PA,
Software] > /N—7 3  DOAIZEN L E 7,

Secure Firewall 3100 2 U — | &R : https://www.cisco.com/go/ftd-software
=

Threat Defense package « T3 LI - Xy r—DIZiE
Cisco FTD SSP FP3K_ Upgrade-73.001 shRELter

WAHET L i
il L Cu % & 7 /L > [Firepower Threat Defense Py T

Software] > /X—0 3 U OJEIZEIR L £7,
© 7.2 : 2N — Ui cisco-ftd-fp3k.7.1.0
DX T 7 A NGB FNTWET,

SPA,
Cisco Secure Firewall 4200 | 28/l : https://www.cisco.com/go/ftd-software
=X
Threat Defense package AT/ el =

Cisco_Secure FW_TD 4200-7.4.0-01.sh.REL.tar

AL .
HEHLTWAET) > [Firepower Threat Defense DES7T 7 A NLRHONTINET,

Software] > /N—7 3  DOJAIZEN L E 7,

FIE

RTvF1  FXOSCLI Cr— A VERICHER L7,
firepower # connect local-mgmt admin

AFvT2 VATLETF—vv FLET,
firepower(local-mgmt) # format everything

1
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ATvT3

ATv74

ATy Th

ATvT6

ATy T17

ATvT8

s2ud/ i—stoxi [

firepower (local-mgmt) # format

emmc eMMC Flash Device
everything Format All storage devices
ssdl Primary SSD Disk

ssd2 Secondary SSD Disk

firepower (local-mgmt) # format everything
All configuration and bootable images will be lost.
Do you still want to format? (yes/no):yes

WKOX 727 a T MRFRENTZH, BSCHF—2M LT — el LET,
51

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

VAT LREEE L, ROMMON 71 7 F TR L £,

GE) RONZT—F 7 =A DIP TARP BRITSNET, 77351 2% TFTP $— 3 —IZH
BT 2B AT, S U =A DIP LY — =0 1P Z[F U IPIZEET D HEN
HYEJ,

RDENNTA=Z AN LET,

rommon 2 >ADDRESS=address

rommon 3 > NETMASK =netmask

rommon 4 > GAT EWAY =gateway

rommon 5 > SERVER=server

rommon 6 > |MAGE=image

GE) Threat Defense F 721X ASA /X2 KL &7 — 9520, tip-b a2~ REHALE
—a—o

ROEIITHELET,

rommon 7 > set

HLWRELX R SEET,

rommon 8§ > sync

ROMMON 7> 5 TFTP $—/3—D IP ~D ICMP 8¢ %47 A b L £,
rommon 9 > ping server |P

GE) TFTP H— =D IP I BEH IP ~O ping 1K L £, ZhiFfEESh T\ 58
ETd,

Threat Defense Y 7 h 7 =7 A4 A—U & EEI L F7,
tftp -b
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ATvT9

ATv710

Threat DefenseFTD % #&& L 7= Cisco Firepower 1000/2100 35 & U Cisco Secure Firewall 3100/4200 @) Cisco FX0S ~ 5 )L a—F 4 >
I ZEEN

GE) VAT LADRHEBTLE RO T =REREIND T ENRHY 7,

firepower-2110 : <<%%FPRM—2—DEFAULT_INFRA_VERSION_MISSING>>
[F1309] [critical] [default-infra-version-missing] [org-root/fw-infra-pack-default]
Bundle version in firmware package is empty, need to re-install

firepower-3105 FPRM: <<%FPRM—2—DEFAULT_INFRA_VERSION_MISSING>>
[F1309] [critical] [default-infra-version-missing] [org-root/fw-infra-pack-default]

Bundle version in firmware package is empty, need to re-install

O T —IREEIX., ZOFIETHRT S X1, H LV Threat Defense Y 7 F 7 =7
R lr—=VNR—=Vq kA A=A TB LT ITMBEINET,

VAT ABNEEI L2 S, admin/Adminl23 & LCur s AL, BEIPT FLAZEHRELET,
a) 777 Vv A E—axs hORAa—FE AN LET,

firepower#/ scope fabric-interconnect a
b) HLWEBLIPEMARELET,

firepower /fabric-interconnect # set out-of-band static ip ip netmask netmask gw gateway
) WEZ=Iy hLET,

commit-buffer

GH) ROT T —PRET DEE1E, AEA2 2 v M LA DHCP 2 #2503 5 M3
&Y E9, DHCP Z LT T 51TiE, ROFIEITHENE T,
firepower /fabric-interconnect* # commit-buffer
Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not

in the same network of current DHCP server IP range <ip - ip>. Either disable DHCP server
first or config with a different ipv4 address.]

a) firepower /fabric-interconnect # exit

b) firepower # scope system

¢) firepower #/system scope services

d) firepower #/system/services disable dhcp-server
e) firepower #/system/services commit-buffer

f) DHCP % — DGR o726, o THLWERIP 2R ETE £,

#H L) ThreatDefense 77 U r—a v V7 v T7 Nubr—2% X7 a— RLET, USB
RIATEFEHLTY 7 b7 Ny —UF oo — RT585581F, WOBXEHHLE
-éAO

firepower # scope firmware

firepower /firmware # download image usbA:image name

RIZB 2~ L ET,

firepower /firmware # download image usbA:cisco-ftd-fp2k.6.2.1-36.SPA

TFTP Zf#H L C. ThreatDefense ¥ 7 bV =T /8o r—T %253 AZab—45Z Lt HTx
F9,

firepower /firmware # download image tftp://path to the image, including the server root /image name
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ATvIN

AT T12

ATy 713

ATv 714

ATy 715

senms r—vitozr [

Firepower 1000 33 X 82100 7 /34 ADH %R L ET,

firepower /firmware # download image tftp://example.cisco.com/fxos-2k.6.2.1-36.SPA

Cisco Secure Firewall 3100 38 X T8 4200 534 ZADH %~ L £,

firepower /firmware # download image tftp://172.23.205.217/auto/Cisco FTD SSP_FP3K Upgrade-7.3.0-14.sh.REL.tar

GE) VAT AEIE T O— R RA—VHERTHREINTZT7 7 A NVADREICAT v ok
4% @, FTP/TFTP/SCP/SFTPIZ LV 7 7 A Minik & FEITT A1, —
DN— b aEGief A= O RAEZ AT HLERHY 97,

MENZIE T T, IP T R 2DV IZ FQDN Z i TE £,
o=y REDICEBICER RIND X T e — ROETIRILS 5 %, download-task =< >
REAJTLT, IRENF Yo n— RELATHDHZ L aHERLET,

firepower /firmware # show download-task

firepower-3110 /firmware # show download task
File Name Protocol Server Port Userid State

Cisco FTD SSP FP3K Upgrade-7.3.0-14.sh.REL.tar
Scp 172.23.205.217 0 Downloaded

Hoyom— RNy —V0R— g v EF R LET,

firepower /firmware # show package

firepower /firmware # show package

Name Package-Vers
cisco-ftd-fp2k.6.2.1-1314.SPA 6.2.1-1314
firepower-3110 /firmware # show package

Name Package-Vers
Cisco FTD SSP FP3K Upgrade-7.3.0-14.sh.REL.tar 7.3.0-14

HEIA > A R—LDRAa—T% AN LET,

firepower /firmware # scope auto-install

HLWY T 2T TV =g RNolr—V% A A=V LET (X—=T g 0%, show
package =< RO AA—T g VHITY) |

firepower /firmware/auto-install # install security-pack version version force

VTG =2T Ny =P A A= LT, "—RU=T7 7Ty M7+ —LDAF— |
T T HA NI LRETFIRZ /AT LET,
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EEENNRAT—KODLHE

FRA A HA A=V T 5L, HHENSAT— R Adminl123 2Vt &R FET, #FE=
TAVFIZNRAT— REEETHLIICRDONET, XATU—RERTERETIHE, 20
Threat Defense CLI D FJEZFH L CEEHE RAY—REH LWL FINEFT LET,

ATy T

ATvT2

ATy T3

FIE

Threat Defense 7 7' VU 77— 3 > ® CLIIZ#E/H L E4,

firepower-chassis # connect ftd

users 7 —7 /LI admin 2—F T H T MR H DB L EHMHERLET,
> show user

1 -

> show user
Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 100 Local Config Enabled No Never N/A Dis No 0

admin =7 B 7 F OB LV AY — FERELET,
firepower-chassis # configure user password admin

1 -

> configure user password admin
Enter current password:

Enter new password for user admin:
Confirm new password for user admin:

BAA—2itnFIE |

Threat Defense A 754 VDG EDEEEHE/INNXT—F

DEE

—

FNRA A F{AA—VbTH L, BHENAT— RN Adminl23 12V Ey FEnET, FlElo
A URHINAT — REEETHEHITROONFET, AT — NEHTERT 54, Threat
Defense 2347 74 L7 EOBHTHEATE R0 EXE, ZOFEEZMFEH L TEHRE AT —
RZH LW ICTFINCA T LE T, Threat Defense 7342 7 A  Di5A 14, Threat Defense CLI %

ER L CTEBE NSAY — R2ER T L20ENHY £F (FHE AT —F

%5%) o

DEF (723—)
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Threat Defense 1’4+ 754 VDB EDEBEE/NRT—FOEE .

\)

G¥)  FXOSCLI #fif L CTEHE R TU — REZEFT 45 FNET. BIEZEFIT L TV 5 Threat Defense

DNR— g N> TERY 4,

1R BHEIIZ

*FXOSCLI =7 F A M SN TWAZ L &R LET, U T ary—LuEL
T Firepower 1000/2100 & 7= X Cisco Secure Firewall 3100 7 /3o AZHE#5i 5 &, FXOS CLI
T XA MIEBIWIZEE: SVE T, Threat Defense CLI =27 &% A MIBEEHE STV
L6 1%,. £ connect fxos =~ > K& L CFXOSCLI 2> 7 % & MBI Y Rz 544
FERHY ET,

FIE

ATw 71 FXOSCLI T, X =2UFnoRra—7F % AN LET,

firepower # scope security

ATw T2  (Firepower/N— 3 640U HLWRAY — RERETHITIT, HWVWEBE 2T — %

HRRET 2R H Y £,
firepower /security* # set password

&1

FPR-2120# scope security

FPR-21204# /security # set password

Enter old password:

Enter new password:

Confirm new password:

firepower-2120 /security* # commit-buffer

(Firepower /N—37 2 > 6.3 LLR) BlEO R — BNV 2—F DV A N2 FRLET, T34 A% H
A A= LTZENY OHEE, 20U A MIFEREN D2 —FT admin ORI/ F7,

firepower /security # show local-user

% -

FPR-2120# scope security
FPR-2120 /security # show local-user
User Name First Name Last name

a)  (Firepower 73— 2 > 6.3 LLFT) admin 2 — W /b2—HFDRAa—7%2 AL ET,
firepower /security # enter local-user admin

b)  (Firepower /3—7 = > 6.3 PR = —H admin DF LVWWIRAT — REFRELET,
firepower /security/local-user # set passwor d

51 -
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FPR-2100 /security # enter local-user admin
FPR-2100 /security/local-user # set password
Enter a password: cisco

Confirm the password: cisco

ATvT3 FEEZaIv FLET,

firepower /security/local-user* # commit-buffer

2 270 Fh o DEERERR

Firepower 1000/2100 = 7= 1% Cisco Secure Firewall 3100 /3 A 2 Z#H LWHA) GFEROHFH LW
N—TNHRET D56, 23— RX—=FT A R F—=NoT A RAEEALIZGERE) ©
72T, A A =L EFILTIGHMREORIEIZY By N 581X, 27U FOTF > b
TNA ADBEGIRERB VN 72D Z ERH Y EF,

TNNA ARKERENT7 T U K (CDO) TATYy MIT 7 EATELALAIX, £OT7 U b
\Zm 7' A LT Firepower 1000/2100 % 7= 1% Cisco Secure Firewall 3100 7 /34 A & HIfr L £ 7,

JT I RT AT MIT 7 BATERWEAIE, ROFIETFXOSCLIZEH LT 77 KT
F > k2> Firepower 1000/2100 & 7213 Cisco Secure Firewall 3100 7 734 A DX Gk iR L £ 7,

I8 BRI
*FXOSCLI =7 ¥ A MIBHe SN TN AL Z L A2MRLET, v I T ar Y —Laf L
“C Firepower 1000/2100 & 7= X Cisco Secure Firewall 3100 7 /N1 A ZHE#i 75 &, FXOS CLI
a7 A MIHBIMICEESE S U E T, Threat Defense CLI =227 3 A MMIEEGE ST
L% &1L, £7 connect fxos =~ RZ&H L CTFXOS CLI 2 7 % 2 MIEID B2 54
ERH Y 9,

THRARABT T RIZT 7 EATEDLNE I D ERRLET,

firepower # scope fabric a
firepower /fabric-interconnect # show detail

show detail DHINIEBIP 7 RV ARKRREINBWIEAIX, T4 20FHIP &
RETHLENRSH Y £T

1L 777V A F—axs h Aa—=7zRnBLET,

firepower # scope fabric-inter connect
2. FHLWERIPHFHRAERELET,

firepower /fabric-interconnect # set out-of-band staticip ip netmask netmask gateway gateway
3. REZ=2Iy LET,

firepower /fabric-interconnect # commit buffer
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Firepower 1000/2100 35 & Uf Cisco Secure Firewall 3100/4200 FX0S 35 JL> a—TF 1 VI OEE .

FIE

ATy Tl o—hAEEHavy Ry o Vs LE9,

firepower # connect local

ATYT2 779 RInGT S REREFER L £,

firepower(local-mgmt)# cloud deregister

1

firepower # connect local
firepower (local-mgmt) # cloud deregister

Firepower 1000/2100 # & U Cisco Secure Firewall 3100/4200
FX0S FS I a—T 4 VT DERE

trE

iy

TS5y bk
TH+—L)
)—X

.

AA v F B mac-filter K 7% k% | Cisco Secure | Cisco Secure Firewall 3100 3 L 084100 7 /34 2T, set
Xy 7Ty Firewall 7.4.1 | grop mac-filter FXOS CLI =~ > K% {# i L C. mac-filter
ey PINTeTry he AL v FhbFx vy 7 F ¥ TE
LIV EL,

AA s F Ry FoXA Firepower 7.1 |portmanager FXOSCLI 2~ R&MH LT, AA v F
iy XA ORIEIZ-ON T Cisco Secure Firewall 3100 5
NA R VT TNy a—T 47 TEHEITRDFEL
7=

Ay ]\O)ﬁﬁﬁﬁﬂ% Firepower 6.7 | c10ud deregister FXOS CLI @~ FEfEHLT, 77
7 K72 k225 Firepower 1000/2100 7 73 A A D X fk &
fERCEDH LI E LT,

BELE AT — ROLEH Firepower 6.4 | Firepower /X\— 3 2 > 6.4 LI Firepower 1000/2100 5 /3
A ATIE, BILWEEE NS AY — ReBET DRNTH
EHENAY — Rl T 20 ERH Y 77,
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