ID JONA Z—EHA K

X2 VT TH—vary v—2r7 v EE (SAML) ZEHLTCTA T 7 47+ (ID)
7 18N A K —% Security Cloud Sign On L5 L, = ¥ —7F7 4 A 2—H—|Z SSO &k
TX %9, T 74/ FTIX, Security Cloud Sign On (39~ TD2—H —% Duo ZHEHX:
(MFA) (CIBMEAZR L TEELE T, M TT TIT MFA B IdP LA SN TV DA, #
A PFIHEIZS U T Duo X—AD MFA 28RN+ 52 LN TE £7,

BEDIDH—ER Fa g X — AT AFEIZONTIE., ROFA RESRLTLEX
Uy,

* AuthO
» Azure AD
* Duo

* Google ID
* Okta

* ping

N

GE)  ID g X —DE%. FAAL NOZ—F—0OIEIZIE, A 2R Microsoft ® Y —3/ ¥
na s A48 TR BALEID Fa g ¥ —2 AT A20ERHY £,

c BIfRSME 2 =)

« SAML i3 D EA4:, on page 2

AT w7 MIHERE (4 5—2)

« 27 w72 1D 7 3o X —|Z Security Cloud SAML * % 5 — % {42 (5 2—)
« 27 v 73 1dP 75 Security Cloud (Z SAML A % 57— % #4425 (6 2—2)

« A7 74 SAML#EDT AL (8§ X—2)

AT TS MEDT 7T 47 (9 %—)

*SAML =7 —®D T 7 )V =—F 4 7, onpage 10

A=A e VR |


http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html
https://sign-on.security.cisco.com/
https://guide.duo.com/enrollment
../../../../../../en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/identity-provider-instructions.html#auth0
../../../../../../en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/identity-provider-instructions.html#azure
../../../../../../en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/identity-provider-instructions.html#duo
../../../../../../en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/identity-provider-instructions.html#google
../../../../../../en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/identity-provider-instructions.html#okta
../../../../../../en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/identity-provider-instructions.html#ping

ID FaNA F—gaHq k|

HIRS 1

ID 77 /3A & —% Security Cloud Sign On & #E 7T 521X, RO L OBMLETT,
s FRREE A DB T A — IV KAAL
«ID 7 u A F—OEHKR—H )V TSAML 7 7V r—3 3 v aERE K O 2 BEEE

SAML & & DZEH

Security Cloud Sign On 725 @ SAML oy .&%Zk/\@ﬁ;/@ E LT, ID 7 e A F—|L SAML &2
EEGFELET, 2= —PNEFISGERESNTZSGE. IGEICIE Naned BIEE Z OO —HF —

Eﬁ%ﬁ@&w&7%~ya/ﬂainiﬁo%MLméi\quﬁﬁﬁéﬁmmgﬁ%

W THENH Y T,

SHA-256 E 4 S &

ID 7 A B—=EDISEDSAML 7 —3 3 2%, IROBHEALZEDHVERH Y £,
INHD&4FNE. IdP Dx—HF—7 a7 7 A LORIET BB~y B T ALERSY F
T, IdP 22—V —7 0 7 7 A VBTN A= Lo TR £,

SAML 7 9—< 3 VElE

ID 7 A B—=NEDINEDSAML 7 H—3 3 2%, IROBHEALZEDHVERH Y £,
INREDOAFNEZ, AP D —H—F a7 7 A LORETEEM Iy B 7T ANERS Y £
T, IdP 22—V —7 0 7 7 A VBTN F =L > TR £,

SAML Z7H—>aVEH4L |ID Jana 5—01—H—Fk

firstName o —H—D4,
lastName a—F— Dk,
email a—H—DFEF A —/b, ZHE. SAMLIGE D <Namel D> 3%

EHESELBENDHY £F (LITER)

<NamelD> ZE&X 7 4+—< v +

SAML i~ D <Name1p> BREDMEIIFNRE A —NT FLRIZTLHHLERHY, TH— 3
VD email BHEOEE —HIEAZVNENDH Y F9, <NameID> BHED 7 +—~< v MEMHEEZROWN
THNCRETHHLERND Y T,

®urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress

® urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified

B oM y—HEHAFR


sso-secure-cloud-control-app_chapter5.pdf#nameddest=unique_5

| D Fanss—@gasriqr

samLisznzd ]

SAML 74— 3 >0l

KD XML 1%, ID 7' 1 34 X —M» 5 Security Cloud Sign On ACL URL ~® SAML & O BT
7, jsmith@example.com | <NameIp> EHFE TH Y, F7- email SAML JEEEIETT,

<?xml version="1.0" encoding="UTF-8"?>
<saml2:Assertion ID="id9538389495975029849262425" Issuelnstant="2023-08-02T01:13:04.8612"
Version="2.0"

xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">

<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity"/>

<saml2:Subject>

<saml2:NamelID

Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified">jsmith@example.com</saml2:NameID>

<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData NotOnOrAfter="2023-08-02T01:18:05.160Z"
Recipient="https://sso.security.cisco.com/sso/saml2/0oalrs8y79aewevg80h8"/>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2023-08-02T01:08:05.160Z"
NotOnOrAfter="2023-08-02T01:18:05.160Z2">
<saml2:AudienceRestriction>

<saml2:Audience>https://www.okta.com/saml2/service-provider/12345678890</saml2:Audience>

</saml2:AudienceRestriction>

</saml2:Conditions>

<saml2:AuthnStatement AuthnInstant="2023-08-02T01:13:04.8612">
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn: casis:names: tc: SAML: 2. 0:ac: classes: PasswordProtectedlransport</saml 2 : AuthnContextClassRef>

</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute Name="firstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Joe
</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Smith
</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="email"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">jsmith@example.com
</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
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Edit identity provider

o Setup | Setup

Follow the steps below to configure your identity provider (IdP). For detailed instructions
please read our documentation 7

Identity provider name *

[ My IdP

Duo-based MFA

By default, Security Cloud Sign On enrolls all users into Duo MultiFactor Authentication (MFA) at no cost.
We stronaly recommend MFA, with a session timeout no greater than 2 hours, to help protect your

sensitive data within Cisco Security products.

@) Enable DUO-based MFA in Security Cloud Sign On

If your organization has integrated MFA at your 1dP, you may wish to disable MFA at the Security Could
Sign On level.

< Cancel m
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Edit identity provider

@ Sotun Configure
Depending on your provider, use the following methods to set up your IdP,
o Configure
Security Cloud Sign On SAML metadata
cisco-security-cloud-saml-metadata.xml
Or

Public certificate

cisco-security-cloud.pem

Entity ID (Audience URI)

https:fjwww.okta.com/saml2fservice-provider/sphuivrwxhuglxyarzje

Single Sign-0On Service URL (Assertion Consumer Service URL)

https:f/sso-preview.test.security.cisco.com/ssofsaml2/0oalrs8y79aeweVgB80h8
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@ SAML metadata
Setup

Select a method for providing your SAML 2.0 IdP metadata.
@ Configure

@ XML file upload Manual configuration

Upload your SAML signing certificate

+

—_
Click or drag a file to this area to upload

File must be in XML format
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@ Setup

Test

@ Configure 1. Configure your IdP with the public certificate and SAML metadata you copied and

downloaded from Cisco.

@ SAML metadata
2. Test your IdP integration by opening this URL in a private(Incognito) window.

o Test

https:j/s = mmmm = = = cisco.com/ssofsaml2/0oalsc3asjayJkNMOC

3. Once you sign in and land in the Security Cloud Control portal, the configuration test is
successful.
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Edit identity provider

Activate
Setup
Let's activate the Idp discovery and routing. Once you activate the Idp integration, all your
@ Configure company users that match the verified email domain will use their enterprise Idp password to

sign in to Security Cloud Control, and they no longer manage their MFA settings.

When you're ready, click Activate my ldp.

< Cancel Activate my IdP
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