IDH—EXTAONA XA —DFIE

ZDHA RTIX, Security Cloud SignOn # S E£IERT AT 7 47 4 (ID) —ERXT 1A
A X =LA TDHFIEICONTHHALET,

+ AuthO @ Security Cloud Sign On & O (1 =X—)

« Azure AD @ Security Cloud Sign On & O#i& (4 ~—)

* Duo @ Security Cloud Sign On & OfEH (6 ~<—)

+ Google ID @ Security Cloud Sign On & O# & (8 ~X—)

+ Okta @ Security Cloud Sign On & O#t & (10 ~<—)

* Ping ID @ Security Cloud Sign On & DA (12 X—)

Auth0 @ Security Cloud Sign On & DS

Z DI A KTIiX, Auth0 SAML Addon % Security Cloud Sign On & #t53 % JFIEIZ DWW TR L
5

1R BHEIIZ

BRtAT 2 RIC, TID 7m A A X —ETA R ZFisk, 7o AR ZEEL T,
INHOFIEIX, RBROTA ROFFZ A7 72 1D 71 /3A X —|Z Security Cloud SAML
ABT =B EMT 5] BIO 27 v 73 1dP 7> 5 Security Cloud {2 SAML A % 5 — 4 %
921 122V T, AuthO SAML #EAICEA O A #i 2 LE 9,

ATY T 1 Auth0 E#HEET DT ¥ —7F A AT Security Cloud Control (ZH A > A > LE T,
a) (AT w71 HIEGE] OBBIZH- T, HLWID a5 X —%{E L, DuoMFA »HA4 7 b7
U hTEMNEIMERELET,
b) AT v 7 2:1ID 7 m/NA & —|Z Security Cloud SAML A # 7 — X Z42fit4 2% <, /AT Y v Y iEHE
AU —RL, WOFIATHEMRT S [T 17 41D (EntityID) ] & [ IV A o F o —E
AURL (Single Sign-On Service URL) | Dffiz 2 & — L £,

RTYFT2 HLWT I o¥E T T FHEE L LTAuth ffkiICH A > LET, T <IZRES DT, [Security Cloud
Control] 77 UH X2 73V EFFIC L TEBEET,
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. Auth0 @ Security Cloud Sign On & D#i4&

DH—EXRTaNA 5—0FIE |

a) [77V%s— =3 (Applications) | A ==—/6[7 7V r—3 =3 (Applications) ]ZEIRL 7,
by [T7VU 4 —3 3 DER (Create Application) %7 U v 27 LET,

¢) [#4HA1 (Name) ] 7 4 —/V FIZ ISecure Cloud Sign On| F7-(ILO4RTIZ AN L E T,

d TV r—var A7 LTHEFDOWebT 7V r— 3 (Regular Web Applications) | % i&R

L. [fErk (Create) 1227 U > 7 LET,

[7 RA > (Addons) | # 7 %27V v/ LET,

[SAML2 Web App (SAML2 Web App) | hZ &2V v 27 LCT RAVZHAMMILET,
SAML2 Web App DA A 7 1 7 D3PI E £7,

Addon: SAML2 Web App X

Settings Usage

SAML Protocol Configuration Parameters

= SAML Version: 2.0

= |ssuer: urn:dev-g Z.us.auth@.com

= |dentity Provider Certificate: Download Auth@ certificate

= |dentity Provider SHA1 fingerprint:
82:87:E5:ED:3D:67:D3:46:97:8E:72:27:E7:FD:09:FF:BD:FA:A2:94

= |dentity Provider Login URL: https://dev-

= |dentity Provider Metadata: Download

g2xwaipwfp2liro8.us.auth@.com/samlp/AG62YE’

LYYWL

g) [ (Usage) 1 # 7 C. Auth0 @ [ID7 w3 X —FEHE (Identity Provider Certificate) ] & [ID7' &
INA L —D A KT —7%4 (Identity Provider Metadata) | 7 7 A V&2 X —RLET,

h)  [E (Settings) 1 ¥ 7 %27 Vv 7 LET,

i) [7 7Y —3 3 a—3y Z7URL (Application Callback URL) ] 7 4 —/V RIZ, =¥ —7F 54 X
RETV AP —FRpbav—L [ 7Nt A 4% —EAURL (Single Sign-On Service URL) ]

@z A LET,

j) [RE (Settings) 17 4 —/L RIZIRDISONA TV =7 vEAHLET,

nNiz[=r7474ID (4A—7 4= AURI)

raudiencej O)’Tﬁfi\ Ti%@%é
(Entity ID (Audience URI)) ] OfEIZE & #2 %,

lsigningcert] I, Security Cloud Control 2> Hifk SN 7= BAFEHEDONEL 11TOT F A MIEH

LEbDIZESH]MAET,

{

"audience": "...",
"signingCert": "----—- BEGIN CERTIFICATE----- \n...
"mappings": {

"email": "email",

"given name": "firstName",

B oy—EXTonA5—DFIE



| Dy—EXTaNA5—DFIE
Auth0 0 Security Cloud Sign On & D#i & .

"family name": "lastName"
}I
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified",
"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"
]I
"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Addon: SAML2 Web App X

Settings Usage

Application Callback URL
https://sso-preview.test.security.cisco.com/sso/saml2/@oc oh8

SAML Token will be POSTed to this URL.

Settings

W N

"audience": "https://www.okta.com/saml2/service-provider/
"signingCert": \nMII...fjc\n
"mappings": {
"email": "email",
"given_name": "firstName",
"family_name": "lastName"
}s
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1:name
"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/20085/05/identity/claims
1,
"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POS

k)  [Addon] #A 7 v /D FEIZH D [HME (Enable) 1227V w27 LT F U r—a 2HMICLE
7

4
5
6
7
8
9
0
1
2

1
1
1
1
1

&~

D4—exTans5—nFiE [}
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. Azure AD O) Security Cloud Sign On & D#E&

AT 73 [Security Cloud Control] IZFE Y . [k~ (Next) |27 U v 7 LEF, A7 7 3:1dP /5 Security Cloud |Z
SAML A % 7 —# Z i+ 2 OBERRRINET,
a) [XML7 7 A VD7 v 71— K (XML fileupload) 147 a &&IRLET,
b) Auth0 2> HEEfLE 7z [IDF B/ SA X —0D A ZF—4 (Identity Provider Metadata) | 7 7 A V&7 v 7
on— RKLET,

RDEZRY

Wiz, TAT 74 : SAMLIADT AN BIXWY (A7 v 7560777 4071k OF
EIZE> T, iEETANLTT 2T 4 7L LET,

Azure AD O Security Cloud Sign On & D# &

ZDOHA RTIL, Azure AD % Security Cloud Control & #E& 7 5 HFIEIZOW T L £97,

1R BRI

BREET DRI, TID 7oA X —ETA N ZFid. 7o AREKREHEL T ZE0,
INDOFNEX, BRROTA ROFHZ AT 72 : 1D 7' 131 Z—|Z Security Cloud SAML
ABT =B EMT 5] BEIO [AF7 v 73 : 1dP 7> 5 Security Cloud {2 SAML A % 7 — 4 %
fle4-% ] 122V T, Azure AD SAML A IZEA ORI 2 e L £,

ATYF1 Azure AD ¢/ T DT % —7F T A AT Security Cloud Control (21 > A > LE7,
a) A7 w71 PHERE] OBRHICH->T, HLWID a3 f X —%{Ef L, DuoMFA)H A7 b7
U RTLMNEIDERELET,
b) A7 > 72:1ID 7 m/3A & —|Z Security Cloud SAML A % 7 — X Z42fit9 % | <, /AT v Y EHE
AHAoua—RL, ROFIETHEHT S [T 47 41D (EntityID) [ & [TV A FP—E
AURL (Single Sign-On Service URL) ] DfEz 2 & — L £9°,

AT T2 HLWT T 7YX T T, httpsi//portal.azure.com |ZEFRE L LTHA A LET, T<ITEDDT, [Security
Cloud Control] # 7 IFBIW=F FiIzL TR E £,

THO Y NTHEEOT T MIT 7 BATEL581E, AEBMTT v MEa@RIRLET, A—F 1ty

varELER Azure AD TSV MIRELET,

a) [Azure Active Directory] %7 UV v 7 L7,

b)  EMOYV A RAN—=T[m ¥ —TFF A4 X7 7Y r—3 a3 (Enterprise Applications) %7 U v 7 L&
—a—o

c) [+ LT 7Y r—3 3 (+New Application) %27 U v 7 L, [Azure AD SAML Toolkit (Azure AD
SAML Toolkit) ] ZfRL £,

d)  [Azure AD SAML Toolkit (Azure AD SAML Toolkit) 1 %7 U v 7 LET,

e) [4A1 (Name) ] 7 4 —/V FIZ ISecurity Cloud Sign On] F/ZIIFDMOEE AT L., [1ERK

(Create) | %27 U w7 LET,

B oy—EXTonA5—DFIE
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Azure AD @ Security Cloud Sign On & D#i& .

f)  [E (Overview) 15— T, LMDV A K= [FH (Manage) DO FICH D [V VA F
> (Single SignOn) 1% 27V v 27 LET,

g) [NV A A HFAOER (selectsingle sign on method) ] C[SAML (SAML) ]Z#ER L £7,

h)  [FEARAZRSAMLAERK (Basic SAML Configuration) ]33V C[fg&# (Edit) |27 UV v 27 L, LLF&1T

WET,

- [#AI T (=27 17 41D)

(Identifier (Entity ID)) ] C. [#%5!FDiEM (Add Identifier) ] % 27

U w7 L. Security Cloud Control 7> H#gfit S 7= [=> 7 47 4 ID (Entity ID) ] ® URL % AJ)

LE7,

[JEEURL (7Y —vararya—<$—E AURL)

(Reply URL (Assertion Consumer Service

URL)) ] C. [SEURLOEN (AddReply URL) 1% 2 U v 2 L. Security Cloud Control 7> 5 ™
[ 7Nt A AP —EAURL (Single Sign-On Service URL) ] Z A1 LE T,

s[4 > 4> URL (SignonURL) |17 4 —/V RiZ Thttps://sign-on.security.cisco.com/|

EATTLET,

« [fRfF (Save) %7 VU v 7 L, [ZEABI2SAMLAERL (Basic SAML Configuration) |73/ P T

i‘j—o

i) B L ZR (Attributes & Claims) | 73RV T, [ (Edit) %27V 27 LET,
o [MEE/2FR (Required claim) | C[—&E O —HW —il5] 7 (4AID)  (Unique User Identifier (Name

ID)) 1#RkKz7 YV v 7 LTHELET,

. [y‘—xﬁ‘lﬁ (Source attribute) 17 4—/v K% user.userprincipalname R E LET, ZZTiL,
user.userprincipalname DIENH N /LE L A —NLT RLAZER L TWAH I EERHEE LTWVET,

TSN DLE IR,

[V —A (Source) ] % [user.primaryauthoritativeemail | (Zf%E L £7,

j) LEMOZER (Additional Claims) ] /3% /L C [tk (Edit) 1% 727 UV » 27 L, Azure AD = —H—7 <

F 4 & SAML BHEORD~ v v ZVEER LET,

ARl BTz Y—REH

email A user.userprincipalname
firstName fli7z L user.givenname
lastName fE72 L user.surname

D4—exTans5—nFiE [}
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. Duo 0 Security Cloud Sign On & D&

WITRT L DI, BRI LI [4Ei2E# (Namespace) ] 7« —/L RiZbd°7 U7 LTL7ZE0,

Manage claim - X

27 Got feedback?

Name * | email v |

Namespace | Enter a namespace URI v |

k)  [SAMLZERHE (SAML Certificates) ] /S%/LC, [FfEAE (Base64) (Certificate (Base64)) ]aERHED
[#7 > na—F (Download) 127V v 7 LET,

) COFIETHRIFEMEHT D720, [SAMLIZE D> 7o v A D> b7 7 (Setup Single
Sign-On with SAML) 127 > a > T[22 1 »URL (Login URL) ] & [Azure ADi#3! 7 (Azure AD
Identifier) | DfE%Z =2 — L £7,

AT w73 [Security Cloud Control] (ZEY . [k~ (Next) |27 U2 LEF, A7 7 3 :1dP /5 Security Cloud (2

SAML #* % 7 — % %24 5 OmmAFR s SN ET,

a) [TEEAL (Manual Configuration) |4 7> 3 VA EIR L E7,

b) [V TNV A AP —EAURL (TH— a3 a3 a—~Hh—EAURL) (Single Sign-on Service
URL (Assertion Consumer Service URL)) ] 7 « —/V RIZ, Azure »HIgft & 72 [v 74 > URL (Login
URL) | DfEZ AT LET,

) [>T 47 4ID (A—F 4> AURI) (Entity ID (Audience URI)) ] 7 ¢ —/L FIZ, Azure AD /> 5
it 7= [Azure AD#BIF (Azure AD Identifier) ] DfEA A L £,

d) Azure CRUESNT-FBLIMRAEL Y v 7T — L ET,

AT 74 [Security Cloud Control] T [k~ (Next) 1%7 U v 7 L%,

RDRARY
[2AF w7 4: SAMLEAEDT AN BILR (RAF w75 50T 77 2 7] 124> T,
WEETANLTT 2T 4 7L L7,

Duo @ Security Cloud Sign On & D#FS

Z DI A KTIX, DuoSAML 7 7'V &r— 3 > % Security Cloud Sign On & #4532 SFikiz >0
T LET,

4R8O HHEIIC

BltGI RN, TID 7u A X —fETA K] Z2Fidr, T ARERZ2HE L TIZE0,
INHOFNEZ, RO TA ROFIC (27 v 72 ID 7 m/3A #—|Z Security Cloud SAML
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ATy T

ATy T2

Duo @ Security Cloud Sign On & D#i & .

ART =B eI 5] BIO 27 v 73 : 1dP 2> 5 Security Cloud |2 SAML A % 7 — X % fi¢
9% 1 12T, Duo SAML # & ICEA DOFEM A2 LE T,

Duo L #iB 9 2% ¥ —7F A X T Security Cloud Control {241 > A > LET,

a) (AT w71 HIEGE] OBBIZH- T, HLWID 7Y a oS X —%{E L, DuoMFA 2»HA4 7 b7
U hTENE I DERELET,

b) [ZF v 7F2:ID 71,34 & —|Z Security Cloud SAML # % 7 — % %42t 2% | <, /AT v HiEHE
ZHAUva— KL, ROFIETHEHAT D [T 47 41D (EntityID) | & [ TP A vt h—t
AURL (Single Sign-On Service URL) ] D% 2 £— L £7°,

FLWT T oFEET T FHE L LT Duo MfkIcH A A LET, T<IZEDD T, [Security Cloud

Control] # 7 IZW=FFIZLTEBEET,

a) MDA =a—ns [TV — 2 (Applications) |27 U w7 L, [7T7 VU r—a v Oif#

(Protect an Application) 1 &7 U v 27 L £,

b) [FLASAMLY—E A7 1,34 X — (Generic SAML Service Provider) ] 4L £,

c) [Pri#% 1 7 (Protection Type) |73 [DuoA’i7s A k9" %SSOIZ & H2FA (2FA with SSO hosted by Duo) ] @
[LAY—E A7 1,31 ¥ — (Generic Service Provider) 17 7'V 7r—3 a » ORIZH D [{Ri# (Protect) ]
Vw7 LET, WWHSAML —E 2 Fa (X —DORERE~N— 0N & £,

d) [A¥T—% (Metadata) |7 v a vV EBRLET,

e) [=>T 47 «ID (EntityID) |DfEZ a2 —L, B THEATI-OICHEEFELET,

f) [ 7B A A URL (Single Sign-On URL) | DfEZ =2 — L, % CHEMHTH1-DIHRAFLET,

g) BTHEHTHED, [Fvra—F (Downloads) |7 v a > CREAED X 7 r— K (Download
certificate) 1227 U v 7 LET,

h) [SAMLJE% (SAML Response) |2 ¥ 2 » TIROFIEZFATL £,

s [NameID/Z3. (NamelD format) ] C [urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

(urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified) | £ 7213
[urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

(urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress) ] %2R L £,
s [NameID/&: (NamelD attribute) ] C [<Email Address> (<Email Address>) ] Z&IR L £ 7,

B~ v B 7 (Map Attributes) ] &2 23 > C. DuoldP =—%—EM: & SAML IS BMED R

D=y T NS LET,

[ldPEM (1dP Attribute) ] [SAMLIGZEEM (SAML ResponseAttribute) ]
<Email Address> email

<First Name> firstName

<Last Name> lastName

D4—exTans5—nFiE [}
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DH—EXRTaNA 5—0FIE |
. Google ID @ Security Cloud Sign On & D#4&

Map attributes IdP Attribute SAML Response Attribute
X <Email Address> email
X <First Name> firstName
% <Last Name> lastName ()

i) [EXE (Settings) &2 v 2T, [4n1 (Name) ] 7 4 —/L FIZ [Security Cloud Sign On| F7=1X o>
EEADLET,

AT 73 [Security Cloud Control] IZEE Y . [k~ (Next) %27 Vw27 LEd, A7 7 3 :1dP /5 Security Cloud |2

SAML * Z 7 — % z g4 2 OmmAFrSNnET,

a) [FEHEAL (Manual Configuration) ] 47> 3 VU AIRIR L £,

b) [NV A F P —EAURL (TH— a3y a—~<H—ERAURL) (Single Sign-on Service
URL (Assertion Consumer Service URL)) |7 1 —/L KIZ, Duo 2> bigfit Sz [v v 7 ¥4 4 2 URL

(Single Sign-On URL) ] DfExZ A L E T,

¢c) [>T 47 4ID (A—7 4> AURI) (Entity ID (Audience URI)) ] 7 ¢ —/L FiZ, Duo 7> HHgfik &
niz[=>7 47 41D (EntityID) ] DEZ AL ET,

d) DuomnbFvrn—RLIEEBRAIRAELZT v 7e—FLET,

RDZRY

Wiz, TAT 74 : SAMLEADT AN BIXWY (AT v 7560777 4071k OF
EIZE> T, EETANLTT 2T 4 7L LET,

Google ID  Security Cloud Sign On & D#E&

ZDHA KTIiE, Google ID SAML 7 7'V /77— = > % Security Cloud Sign On & #4492 Ik
WIZHOWTHB L ET,
188 BRI

BT DR, [ID P u g X =BT A R ZHidr, 7R AREEZHEL T EIV,
INDOFNEIX, ARROTA ROFFZ A7 7 2 : 1D 7' 1 /3A X —I|Z Security Cloud SAML
AT =T 5] BEO [2F » 73 : 1dP 75 Security Cloud |2 SAML A % 5 — 4 %
fit9% ] 122V T, Google ID #E A IZ[E A OFEMI 2 & L E 7

AT Y1 Google &ffiET 5> ¥ —77 A AT Security Cloud Control {ZH 4 > A > LET,

B oy—EXTonA5—DFIE
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ATy T2

Google ID @ Security Cloud Sign On & D#& .

a) (A7 v 71 gIIERE] OBRPNIHR-> T, HrLWID 7 e 3 ¥ —%{Ef L, DuoMFA 22647 b7
U RTENEIMERELET,

b) A7 > 72:1ID 7 m/NA X —|Z Security Cloud SAML A % 7 — X Z42fit4 2% <, /AT v Y iEHE
Ay a—RL, WOFIETHEHT S [T 47 41D (EntityID) | & [ 7V A o F o —E
AURL (Single Sign-On Service URL) ] DfEz a2 & — L £7°,

HLOWT ZUFET T, A= _—EHEHREZFFOT U Y b EMA LT Google L = 2 Y — /LT H A
A > LE7, [Security Cloud Control] % 7 # B\ = FIc L ET,

a) BHoL YT, A=a— B>[77Y (Apps) |> [V =TT 7Y LEALLTFY (Weband
mobile apps) ] IZBEN L 7,

b) [7T7V%EENM (AddApp) 1>[H AX ASAMLT 7'V DiESI (Add custom SAML app) 1% 7V v 7 L
£7

c) [T7VUDFM (App Details) | TULFZITWE T,

« 77V r—3a 4T ISecure Cloud Sign On| F7oiHfhofEs AT LET,
MBS LT, 7Y v a VBT BT A 2V AT v Fa— RLETF,

d) [ %ifT (Continue) 1% 7 U v 7 L. [GoogleID 7't /3A #— (Google Identity Provider) ] D FEHI~—
DICHEIL £,
e) [AXT—XDX 7 ua— K (DownloadMetadata) 1 %7 VU v 7 LT, % CTHEMHT 572D Google
SAML A ¥ T =277 A VX rm—RLET,
f) [%¢1T (Continue) 1% 7 VU v 7 LT, [—ERAT m/NA X —0DFH (Service provider details) ] ~X—
CICBE L LT,
2) [ACS URL] 7 + —/V RiZ, Security Cloud Control 2> Hiflt S iv/z [V o A 4 4 — B AURL
(Single Sign-On Service URL) | # AJJ L E7,
h) [>T 47 41D (EntityID) |7 4 —/L RIZ, Security Cloud Control 2> Higfik &7z [~ 7 47 41D
(Entity ID) ]® URL Z# A L £,
i) [B4f X0 (Signed Response) | A7 v araA iz LET,
i) [ BIIDDOFE (NameID Format) ] C[UNSPECIFIED (UNSPECIFIED) ] %7-I1%[EMAIL (EMAIL) ]
IR L ET,
k) [4BID (NameID) ] C[FATE#H > FHE T A —/L (Basic Information > Primary email) ] % 3% L =
R
) [%t1T (Continue) 142 UV v 7 LT, [J&M~ vt 2 (Attribute mapping) ] ~X— VIZHEAR LT,
m) Google 7 4 L7 NVEMEET SV r—va @l oko~y B 7 2BMLET,

[GoogleT « LY ~JMEM (Google Directory attributes) 1|[7 7'1) D/EtE (Appattributes) ]
4, (First name) firstName

#: (Last name) lastName

Primary email email
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Attributes

Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked with * are mandatory. Learn more

Google Directory attributes App attributes

Basic Information >

First name - firstName X

Basic Information >

Last name g lastName X

Basic Information >

Primary email - email X
ADD MAPPING

n) [#&7T (Finish) 1227V v 27 LET,

AT 73 [Security Cloud Control] IZFE Y | [k~ (Next) 1|27V v 27 LEd, A7 7 3:1dP /5 Security Cloud |2
SAML A # 7 — 2 Z 292 OEmAR < S E T,

a) [XML7 7 A VDT v 71— K (XML fileupload) ] 47> 3 v &RIRLET,
b) LIATIZ Google 7254 7 — RLIZSAML A X5 —X 7 7 A V&7 v7u—RKLET,
c) [~ (Next) 127V v 7 LTC[T A (Testing) |1 X— IR ET,

RDBERY

W, TAT 74 :SAML¥AEDT AN BIQ® TAT 75 50777 071k OF
Bz~ T, B EZTAMNLTCT 2T 4 7L LET,

Okta @ Security Cloud Sign On & O#E &

ZDHA RTiE, OktaSAML 7 7'V /7—< 3 > % Security Cloud Control & #4342 FiEIZ oW
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