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X 211)F 41—~ Firepower Threat Defense 1 72— =4 ADNE|Y HT

X2V T4 —UICFIDA V2 =T = A ZA&HV B TT, FT 74 v 7 2SI HIHEBX
WEHTEZ L2127 F Lz, sEMIC DWW T, [Managing FTD with Cisco Defense
Orchestrator] @ [ Assign a Firepower Interface to a Security Zone| #ZM L T 72 &0,
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Firepower Threat Defense /A\—<° 3 > 6.6.1 $5 & U 6.7 D CDO H-7R— k

CDO %, Firepower Threat Defense (FTD) /N—3=5 > 6.6.1 BX V6.7 2 AR — T2 L5274
DE LIz, FTD6.6.1 £72136.7 % FITL TV DH LWFID 7 /31 A% A4 A — K3 2520, CDO
EHEALTCENRLDONR—=Y g T v 77 L— R T& %9, CDO X, BEFED FTD #ERE L kD
FLUWFTD 6.7 e Bl e P AR— ML ET,

X2 VT 4 IN—T X T L SGT I N—"7

* Active Directory L'V LA 7 V=7 |

CDO NEEY AR — K L TW5D FTD HEREDOFEMIZ D\ Tid,  [Managing FTD with Cisco Defense
Orchestrator] ZZH L T 7E &0,

NR—T326TMCDOTLS H—"—ID F 4 RA/NY B LUV TLS13

P N—FEAEN S OEREMH LT, TLS1.3 THE{bSN/Z T 7 4 v 7 DURL 7 4 V4
Vo777V r—a VRIEZETTED LRV E L, ZOBENEET 272D k
T4 w7 BB T HLEEIHY FH A, TLS13 THE(LENIZ T 7 4 v 7T, 77V
r—2a EIIZURL 74V EZ ) T aMHT 57 7B A= UZx s T 2I12iE, AT A
D TLS 1.3 GEELZE ST HLERH Y £9, (b IN -8 it e 7 7 ' A6l#L—v
W2 G % K 912, Firepower Device Manager (FDM) & 7213 Firepower Management Center
(FMC) OWFNTH->TH, BHUI T[TLSY— =T AT 7 47 4 (TLS Server
Identity Discovery) ] Z AN 2% Z & 2 HEREL £,

FEMEIZ DWW CIX,  TManaging FTD with Cisco Defense Orchestrator] @ [TLS Server Identity
Discovery in Firepower Threat Defense] # ML T 7230,
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IIRE T OBRAET Z BT ET2, MkELTT5Z LIXTEERA,

FEMZ oW TIE,  [Managing FMC with Cisco Defense Orchestrator ] @ [User Roles] %2 L
TLTEEW,
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FTD API O 7R— k

CDO I%, FTID 7 /3 A TR ERT 7 2 a > & F{T3 % 72 D Representational State Transfer

(REST) 77V r—var IunrIIv 7 40 2—7=4Z (AP) BREFATT L7200
APIY — )L A B —T oA AT D5 X212 FELL, SHIT, 2O F—T oA X
ROMREZ R L £,

« FATWHD APl 2~ > FOJEREZ Lk L £7,
cHAHTEDLI AT LAERD AP v 7 v feflt UE 4,

CHEMEAPI I/ uRALT, $§TCICET LI~y RS, SRENO—F —EFE~
b —W—iE# APl ~ 7 0 ZER T 9,

FTD API ¥ — /L DFERIIZ-DVTiL, [Managing FTD with Cisco Defense Orchestrator] @ [Using
FTD API Tool] #ZM L T 7Z&W,
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SIFMANET HDICEYH T, CDO ¥R — FF—AI2, BEHECESNT 1 DL EOR—
AIVENERREFHZ ENTEXET,

s WOEHREIRMT 2 [T /31 ADFEMM (Device Details) | B = — &2 L £,

CTHAADEF, VT N2 T A=V a s AUR=T 4 T IERE BT A
DM E R LET,

e FTNRA ZAEFATSHCDO TF 2 FRN—UTF A, ZAEEHTEET,
« BIOHITD CDO TF > MV A A L, TDTNRA AZEHRTLH200) 7 %
AL 9,
e N—ZNLDOWERE <K VE (esv) 77 AT ZAR—F LT, O+ 50, 7
I AMED RN —P—ZEELET,
APl h—27 U ZHEHAL T, HTILWTF U b2y —A L AIZBINTEET,
cCDOMBY AT U METICR—=ZNLELNEZDZ ENTEET,

FEAMZOWTCIE,  [Managing FTD with Cisco Defense Orchestrator]] ¢ [Manage Multi-Tenant
Portal] ZZML TS 7ZE 0,

259 KR—Z M Secure Device Connector [Z%x1 9 % Secure Event Connector DY 7:K— k

Cisco Security Analytics and Logging (SAL SaaS) D 3EFEIX. Secure Device Connector 7% Cisco
Cloud {24 > A h—/L STV AEEIZ, Secure Event Connector % A A h— /L TX 5 1 9T
720 F L7, Cisco Security Analytics and Logging Z 4§k 257212, 4> 7 L I 2D Secure
Device Connector |ZH) ¥ &z 2 BN 2 <720 £ LT,

FEAMIZ OV CIE,  [Managing Cisco Secure Firewall Cloud Native with Cisco Defense Orchestrator]
DRD Py 7 Z2ZRLTITZSN,

* Installing Secure Event Connectors
* Installing SECs, Using CDO Images, on Tenants with Cloud SDCs

* Installing SECs, Using Your VM Image, on Tenants with Cloud SDCs
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Secure Event Connector (SEC) 1%, ASA 3 X O'FTD 725 Cisco Cloud |21 X2 b Z#AE L E T,
Z 3T LV, Cisco Security Analytics and Logging (SAL SaaS) 7 A &> A& LT, [4 X b
X7 (Event Logging) | ~—YTA X F & &/R L, Secure Cloud Analytics Ti#& T& £
T, BEOSEC 2T DL, ZNOE S EIERFIITA VA h— L, £ % Cisco
Cloud IZEE T DA DHTE £,
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admin@example.com
o
Name Type Deployment Status.
# On-Prem Active 344 AM
# On-Pi A tive 20, 7:53:45 AM

3-SEC_bb103517-bb3f-
954b007d

Sacure Event Connector # On-Prem Active B17/2020, 7:53:45 AM

7Y MIIBM® SEC ZA ¥ A M= /LT B HECOVTE, ROFTLFEFLZHML TSN,
* Installing Multiple SECs, Using CDO Images, on Tenants with On-Premises SDCs
* Install Multiple SECs Using Your VM Image

FEMEIZ DWW CIX,  [Managing Cisco Secure Firewall Cloud Native with Cisco Defense Orchestrator ]
@ [Cisco Security Analytics and Logging] #ZM L T &\,
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FMC

Firepower Management Center
(B.4+)

CDO IE, N— 3 v 6.4 L% 59T L CU )5 Firepower Management Center (FMC) & Z @3 X
TOEHINRT NA A AV R—RT&E5 L9122V E Lz, FMC OH¥ AR — ~E, FMC OF
VIR—=T 4T FNRNERT LT AL AORR, BLOFMCUI ~D 7 1 AFEEYIPRE S 1
Tb\iﬁ‘o

CDO S FMC 777 A 7 v A& BT 5 KL% iR T 2121%,  [Managing FMC with Cisco
Defense Orchestrator] #ZHR L T 72 &0,

FMC OA R —TF 4 7122\, [Managing FMC with Cisco Defense Orchestrator] ¢
[Onboard an FMC] #ZMR L T &0,

PR—= P HREDFMC N—R T =27 &V 7 M =27 OA—V g U EHRT HI21E.  [Managing
FMC with Cisco Defense Orchestrator] @ [Software and Hardware Support by CDO| ZZ M L T<
7ZE0,
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NREIA XARELBRARY LT 1 )LA

Cisco Security Analytics and Logging (SAL SaaS) OBFEEIL, [ X hr¥ 7 (Event
Logging) ]—UTH AL v A ALTARY b T 4V FEER L TIRAE L, M0 iR LAY 2
ZEMTEET,

FEMIZ DUV TIE,  [Managing Cisco Secure Firewall Cloud Native with Cisco Defense Orchestrator ]
@ [Customizable Event Filters] ZZf L T 7280,

Event Logging & ©-  Cowenby
T torics Live Q [ag
Afer 08)1 32020 10:27:35 AM & 192.168.25.3
B views ANFTDEvents Al ASAEvents X 3 % Vewd x
Date{Tine Davice Type Evest Typa Senier I it or 1P Responder I " Port Protecel Action Palicy
Aug 13, 2020, 10:31:46 AM ASA 302013 192.168.20.56 192.168.25.3 192.168.20.56 443 ep Built
Aug 13, 2020, 10:31:46 AM ASA 302013 192.168.20.56 192.168.25.3 192.168.20.56 443 tep Built

[41 X2 hOX>Y (Eventlogging) | R—C DRFEMEEDHE
Cisco Security Analytics and Logging (SAL SaaS) DFBEERIL, [ X hrX > 7 (Event
Logging) | X— 3V CHEBINTLROMBKELFEHTEET,
cEROBEMEI Y 7 LT, MR 4 —/V RIZIBMLET,
s[4 hrFX o7 (EventLogging) |"X—Y THIlE KT v 77 RRkry LT, Hid
LHIFETAR MERER R LET,
«[4 X b ¥ 7 (Event Logging) ]-S—®#H L\ ANDNOT ¥ L TN OR NOT i 5Z 75
FITED . KOFEMe A N MRBEEEN Rt S E T,

FEMIIZ DWW T, [Managing Cisco Secure Firewall Cloud Native with Cisco Defense Orchestrator]
@ TSearching for and Filtering Events in the Event Logging] % 2 L T &\,

H

HRE LFEERER—Y VIR

TN ZAB A TRLRNER SR — Y ZHIRICEBR RS, T A R T LITH AL LR —
VU 7HRERRTED L9120 £ LT, ZHUTIE, 7354 ADREOKRESC, Mmitisivk
T RET AR ROEENGENET, FEMICOWVTIX,  [Managing FTD with Cisco Defense
Orchestrator] @ [Schedule Polling for Device Changes] %2 L T 72 &0,

Schedule Polling Every Tenant default «

Tenant default
10 minutes

1 hour

6 hours

24 hours
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ARBZLFID T T L—+

F 2R — R FTD 735 ADHERLD 1 DLL LDy (77 B AL—/L NAT b—/b &iE, A
YH=T AR, BIOAT V=T ) 2ERTLHIET, WAZLFID T 7 L— b zfE
RTEDHLICRVE L, WAL LT T L— %Mo FID ICH#AT 5 &, GEhHE5
IZEASWTEBEFORA MR, B8, FdHRESnES, 2720, CDO Tidsl &k,
NTOMI BN L TRERRT 7 b= h2fE L, TR EMO FIDICEH 252 &8 TE
F9, FEMIZ OV T, [Managing FTD with Cisco Defense Orchestrator]] ¢ [FTD Templates |
EHBL TSN,

¥ Name Template The following device will be used to create a template

| BGL-ftd-670-23-1543

& Interfaces o
Objects 7
NATs 1
B Rules 1

Settings

Template Name *

FTD Goid

Create Template
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CDO &, Y AT LPEE LT A AT 2A Ry P V=0 ATV =7 O EE
BT (727 bOA—="=F A F] ZHALTWET, ZHUTED ., T/31 24K
THHT AR —D/hS2ty FEIER L, lx DT AL ZADBBECTRY & —%
ERETEET, A7V=7 FOA—=N"=F4 REl+TLL, AR o —Fzidr—nty
FNCAT V=7 FEfERT 5 —HELITTRITOT A ATE=N=T A RTELAFT V=V
F AR TE £97,

F TVl Ned—"—F 4 R3 521X, [Managing FTD with Cisco Defense Orchestrator] @
[Object Overrides] ZZML T 230,
Y RIT—=0 TN—T o4 HF—FDhE

Ry NI =T IN—THED 4 P— FREESHL, HTLWR Y NI —20F 7 V=7 b a2
B L. BEFOR Yy MU= AT V=7 AR TE L8912 L, £, A%y b
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U= IN—TREZREINTNDT A AT N AEFOBIMEEBMNT 5L b TEE
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Xy NI —27 TV —7 7 4 PF— RN LNTZBGEEDOFEMIZ OV T, [Managing FTD with
Cisco Defense Orchestrator] @ [Create or Edit a Firepower Network Object or Network Group] 35 &
" [Create or Edit ASA Network Objects and Network Groups] Z &R L TL 72 &0,
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RAVPN 5L UM RV FE2a—DHREIARX

VE— T 7 BAIBT T A X=Xy hU—2 (RAVPN) HIZAERINET—7 0, BX
WIATAR P a—LBEA X N2 — D2 DAL~ A XATEDLLIITRVEL
Too =—RER—=bT7x VAL TEERLDICRGE LI FIETT — 7 VA L CRAF
LET,

B AL <A RIZEHET 2 FEMIZ oW TIE,  [Managing FTD with Cisco Defense Orchestrator] @
ROE7 a2 LTIEEN,

* Customize the Remote Access VPN Monitoring View

* Viewing Historical Events in CDO
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SecureX

CDO % SecureX ([ZHHAIATP Z LN TEH L IRV E L, ZHICKY, TA4 A, K
V—, BIOTF U R EICHEAENDZ ATV 27 FOBERNEESN, X2 T R — b
7 4 U AREROFEME L BB S E T, CDO & SecureX Z AT FIEDFERIIZ D
WTIE, [SecureX] &ML TLIEEV,

FEAMZ OV TCIE,  [Managing Cisco Secure Firewall Cloud Native with Cisco Defense Orchestrator]
DRD Py 7 Z2ZRLTITZSN,

* SecureX and CDO

* Connect SecureX in CDO

Cisco Security Analytics and Logging (SALSaaS) A X2 kDA O—FK

[ X hrX> 7 (EventLogging) 1" X—Y TCASABIONFID ARV b2 7 4V H Y7L
%, FiRAEMRSNTZ CSV 77 A L THE I —RTE5 L9120 E L,

e Xy nm— RA[REZ: .CSV 7 7 A WTBINT 5 A4 Xy ML, FFE&EHIC L > TEBINE
—gqo
« 12D .CSV 7 7 AT, KK 50 GB OIEFMEFEREZNAETE £,

e XU u— RNA[RBZR T 7 A VOAERITIAT L TEITTEET,
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« fER S 4172 .CSV 7 7 A JVid Cisco Cloud I[ZERIFS AL, EIMHEEF Vo n— FEE
T, TIHDT 7 A /Vi%, CDO/Secure Cloud Analytics ¥—/N— U V' — X Z{HE L ¥ A,

AERRENTZF T v — RAfBEZR CSV 7 7 A VI3 7 BRMRIEES N, ZOH%EIREN £,

FEAMIZ OV CIE,  [Managing Cisco Secure Firewall Cloud Native with Cisco Defense Orchestrator]
@ [Downloading Events] % & L T 72\,

H

Firepower Threat Defense TS €49 7«1 TH < 1) —DHYHR— k

7 > 7R — R ® Firepower Threat Defense (FTD) 7 /3A ZDWFHAMNEZITT R TUTOWNT, H
AZLDETEIT 47 <) — UAR— AR TELIIICRVELE, ZOLAR— M
WX, BB bEn= v o7 7 0 v, BEZINT-BE,. BB Sz Web b7 3V 72 EojEFARE
DALy g URFERENET,
FEHZ OV T, [Managing FTD with Cisco Defense Orchestrator] DR h &y 7 &ML T
<TZ&E Y,

* FTD Executive Summary Report

* Managing Reports

Cisco Security Analytics and Logging D2k & s
ASA Sysog K UNSEL 1 R kDY HR— k

Cisco Security Analytics and Logging 73 KIEIZJEE &L, ASA NS DR X J A Xy &P R—
FFo X oIV E L,

« ASA OF >4 : Security Analytics and Logging (SAL SaaS) 1. BH HEICEKRRL ., £E
D CiscoASA 77 AT U —NAnbDuXr 72y R— 5L ELE, 22—
#—1%. syslog JE=., NetFlow Security Event Logs (NSEL) 3. F721XZ Dili T ASA
R EEETOILERIRTEET, n X VoM E AT LW ERRIT, NSEL =7
EECL T, EAIEDOSAL 7 A £ RATHERT L A MY 2T 2 0ERH £,
IRV BEFOFID u ¥ ZITA T, CDO X 2antda 7 4 R—b7+ Y
FORYIOHMEIRY Y RAaADT 7 AT U —NT7 Y — RO rX 72 HIENS
LA LET,

SR DWW CIE,  [Managing ASA with Cisco Defense Orchestrator] DR D k& 7 & 5
LTL7EENY,
* Cisco Security Analytics and Logging for ASA Devices

* Implementing Cisco Security Analytics and Logging for ASA Devices
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LTCLEE N, FEMIZ Wi, [Managing ASA with Cisco Defense Orchestrator] @
['Security Analytics and Logging Event Storage] ZZM L T 72 &0,

b T T4 VUM  FID #2fii L~ v dm 7 & ASA (NSEL) O 1 ZDiJi% SAL D +F
T4 I HITCIATTCE, BIEELET 7 — ME. SecureX VA A &M L T Cisco Secure
Cloud Analytics {27 v AFLEN§ 5 Z & THEFR CTX £9, Syslog DA% 1 JIZFEKT 5D ASA
DEERIE. 8774 v 70 E2ACT 272DICNSEL B ZIZHI W B2 50803 H Y £
9, Logging Analytics and Detection 33 & U Total Network Analytics and Detection 7 1 & > A
S LT BRI, BIEHE72 LT, 4T @ Cisco Secure Cloud Analytics 18— % /L%
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' —73 Cisco Secure Cloud Analytics O = 7HEEED— & L CTHIH TX At iz hnz <.
Tr7AT A= aXr S T2 EHH L TCRICEMESNTERET 7— MREEN
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FMeLTEMT A B AOmtKEZ T A b TS £4,

cHEHERSATIL: ZOT7F—AIZRHRATDHZET, T RXTCOTA BRI LTI v b
A DR300 HREIDO SAL N7 A TNV ERGTEEST, 2o —F¥yF NI4T LT
X, T—F %777 RIZZJ AR— T 572004 T LI 2Aax s XOi/NEOE v b
DHNPUHETT, SALTA LU AD@EU L1 HHZ0 DRV 2 —L&MAT DRI E L
T, ZOMITATNAEMERH LT, SALMSREZ FTM L, FEBMREL AR — 5720124
Fp T —H R 2—LERELDLZENTEET, ZOHMDZD, SAL 74T/ T
I FEAEDZ—Y—RY a— 20T —XZMHI LEFAL, IHIZ, SALO1THBED
DAY 2a—LERELDTOICHEL DY —ABERLHET,

Security Analyticsand Logging D4 N> FESRDRE

«CDO @ [4 X hrX 7 (BventLogging) | "~—Y T, #A/IZLDHASAA XD
TANE Y TP EIND X HIZR 0 E LT, TR TD syslog 1 N> b F72ILNSEL A
N R EERNC, FTRIEFEELOTRRITEET,

« %< O ASA syslog A X2 FIMEAT S L, A X2 MZBET RN RS E T, 05
#MZ& i LC. Cisco Secure Cloud Analytics T X2 &M C& £,

« RRTHHEMDOINDOHZRRL, TRV OINEIFERRICTLHZ LT, A hrFo s
(Event Logging) | N—YDERRE N AZ~VA A TEET,

FEMIIZ DWW T, TManaging ASA with Cisco Defense Orchestrator] @ [Filtering Events in the
Event Logging] Z#ZM L T2 &0,
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—HOT A AL, R —EAMICERIER SN T V= MRBVET, b
DYAT AN ATVl MIBEIHER SN TEY . =R Y O —THEHTE 50O THEFT
T, ATV bTF =T NMIEL DV AT LAF TV 27 FNEENLIHEAERHY £, VX
TAF TV 2l MIWEEITHIBRTE EE A,

[VAT LA TV =7 N&FER (ShowSystemObjects) 1X7 7 +/L N T (47| T, A7V =
I RNT =TV AT AF TVl baeRRTHITE, 74 NF—N"—T[VATLEFT V=
7 N %3~ (Show System Objects) | &4 LET, A7 V=V T —TNTU AT LAY
UVl NEEFRICTDHIIE, TANE—N—T[VAT LA TV =7 F%&FR (Show System
Objects) |4 7DFFIZLET,

FEAMZ OV TCIE,  [Managing ASA with Cisco Defense Orchestrator] ¢ [Object Filters] % 28 L
TN,

H

RYS—DITH AR—+DOHRE

HBESN-FM&SHTASARY o —2 27 2AR— 15 &, BE&EHOFT 7Y =7 M40
CSVIZ 7 ANIZEEFND LRV EL, ZHUZLY, R —DN—DBNDT 7T ¢
T el K<EETEET,

CLI B DR E

Defense Orchestrator 1%, T4 5 ASACLI 2~ ROKREBEDAR—RZ NI 7LD
F L7z,

R-aT7ILDEH

ASAZEHu 7 L [385y) REa A bRBMEh, £FEa 7oz L 585 X=Y 0N
BReWHEICEMTE L9120 £ Lic, MIERORIRZ I ~THELET, FHHlicoNT
IZ. [Managing ASA with Cisco Defense Orchestrator] ® [Change Log] #Z&M L T 72 &0,

H

ELDHLIEEAT IV MIDHETIYRAKR—+T B

VIEIIL. Defense Orchestrator D HE 0 /IR L2y AR — M TEFFATLEZ, BHEo7IZ
TUNE—ERBERUEZEAL, ELOHLZ= NI DOHREZI AR—FTEHLIIIRD E
L7,

FEMIZ DWW CIE,  [Managing FTD with Cisco Defense Orchestrator]] @ [Exporting the Change Log
toaCSVfile] ZZML T ZEW,
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FLLOWRyY D=V EBEO—LIEH LV A—Y—La—FOERELI—F—DO—IILOEEHS
A RE

Defense Orchestrator (2, r > U —7FHE O — /L OV R— RN BMENFE Lz, ZOH LW
a0—/LliE, BEE O — L OTRTOMRRH Y | 2—F—L a— REEFHTX 5BIMOMHER
&Y £7, Defense Orchestrator R — FF— A%, BEHEOEHEET AV ey NT—7
ERHEIT v 77— R T&EET, Xy NV—IFHEn— L EROZ—VF—PNNnDH L&, &
AR—+rFr v bERAPRSTH, BMO2—Y—La— RE{ElB L OVEBETE T,

24 SAML ID 7’231 #— (IdP) % Defense Orchestrator & #& L TV 534 . Defense
Orchestrator 7 7 7 2 b ~D2—W—T 7 E 22 ZRICEMTX A L5120 E L,

#%7D Defense Orchestrator 7 71 7 > b A FFO~v X — Y R —E R T/ (X —DH4 | Defense
Orchestrator THR— 4> M 2 &< BEIFOa2—YF—D7 v N7 7B R &FFA]
BLOBRVHETZENTEDLLIITRY ELE,

224173 Defense Orchestrator O 7 /b b ID 7 12 /3A &' — (OneLogin) % L TV 5HA1%.
Sl E AR — b F 7y bW TH LW —YF =TI 7 FEERTHHLERH Y 303,
YR— Ty FEBNZR L TH, Defense Orchestrator 77 U2 h~DT7 7 ATV {HTZ
LRTEET,

SR oW CIE,  [Managing FTD with Cisco Defense Orchestrator] @ [User Management| % %
BLTSESN,

16 H

EHEOTDHRE

CDOZ M LTASAWCEFE#MA., HEROBENKSTDHE, BE /I, BREIZHEHEIN
CLI =<y RBRFEREND LI F LT,

CDOZM L TCASAICEFTZ# Mz, REDEENKBLIZHE, £F o ZI2idki L7z CLI =
<V FRFREN, TNOHEMEIZRADTAZENTEALHITTRAEZ Y AT CHENET,
I FE IR LTz o~y REFRRT DI, BEMTONIET A AOEFEe &2 &, 7
JvarDTy M) ERSTTC, el N OKREBIZHD [H]RZ %227 U v 7 LTREREL
ij‘o
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#FLucboul
TET—va 742 Y TR S, KD ERICR Y REEE &V RIE
TEDHEIICRDELL,

Filter Dropdown

Filters are now contained in a dropdown
in the top left corner of the page.

Click the filter dropdown button to
open a list of available filters.

Menu Toggle

The new navigation bar can toggle between
a collapsed and expanded view.

Click this button to toggle between these states.
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New Navigation Bar

Navigation has been moved to the side

to optimize space for page content.

This makes for a simpler, more intuitive way
to navigate Cisco Defense Orchestrator.

Active Filter Bar

Selected filters now appear below the filter button and search.

Clear Devices 2 e zsues  Unused = Object Type Netweork = Protocol *

Cisco Defense Orchestrator (D #7414 #E .
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Filter By Device

[Drevice filiering has been improved.
Z ) Filter by Device
You can now search through devices/services ¥ x
by name or device type. s - —
imbee:

@«
Orland

Unused [ 0] ol

Duplicate @ @

Ineonsistent (2]
i - . TestTemplate
# Shared Objects .

Sharud B Weymouth
Dy first

Unassociated

second
Object Type

Netwoik vl Ryan Woymeuth =

Protoce!

Service m

ICMP

@
T Q  Sefch for objects by name, P, art naribe oy —_—
oar (evees 3 o) oot Tyne Botwork % Sarvice i
Nare Devices Type
GDO-Network2 Orlandic @ Network Object

TNNARTYTTL—FDRT D 1—ILEE

TNRAANDY T "N =2T T v T T = REAF Y 2a—LT&HLI2R0ELE, [T34

ADT w77 L—FK (DeviceUpgrade) ] X—Y T, [T v 77 L— DAY 22—/ (Schedule

Upgrade) 1 T = v 7Ry 7 A4 NI L T, $%OHAREEZHRELET, FBEMlZOWTIE,
[Managing ASA with Cisco Defense Orchestrator] @ [Upgrade Devices and Services| % &M L T
<IEEWy,

3 Schedule Upgrade | 07/26/2018 10:35 AM

¢ July 2018 >

ge Su Mo Tu We Th Fr Sa

15 18 17 18 13 20 21
22 23 24 25 m 27 28
29 30 2 1 2 3 4
B 8 1
(c]

A4 VERO—IEEH

CDO 3EHD ASA T34 AD ASA \ZHEE T D 12D T2 1 7 A A Z —BEICH B T
XHEDER0FE L, [T AL P —E A (Devices & Services) | ~— T, #HED ASA
FTONA AR, [B A EHROFEH (Update Credentials) 1227 U v 7 LET, FEMICD
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WTiE,  [Managing ASA with Cisco Defense Orchestrator]] @ [Update ASA Connection Credentials |
BT EEN,

TINA ADIGFROEH
IP7 RLZADEIZHOMERZ %27 Vw7 LT, FrAR— RENTZ ASA DF A ZADBFT
EEHTEBHLIITRYEL,

LEZJER Urcic Device Locaion

Device Details

H

BEREROER

CDO 7% ASA ~DOHEHRIMHEHT 20 7 A4 UIEHREEHTELH LRV E LT, ASADF
R—T 4 77 ak AT, CDO M ASA \CHf T D 7o DI T 2 MENH D 2 —H —4 L3
AT —R&EATJLE Lz, Laiid, Zhoou /A NEFREELET D, NAT— REET T
LA, ASA Z CDO 2B HIBEL, il 7oA ERCTHEL VR— RT3 0LERH Y £
L7ce ASAZHAVAR—FEFICe /A UFEREZEFETEL LR LT

FEMEIZ DUV TCIE,  [Managing ASA with Cisco Defense Orchestrator)] ¢ [Updating ASA Connection
Credentials] ZZH L T 7230,

H

HFLWASA T 74 /L FIL—ILDENE

FHLUVVL— AN ASA Ry NI — I RY S —|ZBNENBE, T 74N NT [#R[| 7273
VINEID Y THENET,

IJRAR—FENETNRARAYRAMITF U MEDBEEND

WEDT T DT NA AV A N2 AR—= 2L T2 FOAFINT 7 ZR—FIh
727 7 ANBICHBIAEND L OITRD £ LT,

FEAMZ OV TCiE,  [Managing ASA with Cisco Defense Orchestrator] ¢ [Export List of Devices and
Services] ZZML T 7Za W

2 RIT—=0TN—TO—EAA

ASAR Y NU—0 ATV N I N—T AR E T IImET DL X2, IPT RLRAEZ—JE|Z
1 OFTOTERL, FEHTEMTEL LRV ELE,

FEARIZ DWW TIE,  [Managing ASA with Cisco Defense Orchestrator] @ [Create or Edit ASA Network
Objects and Network Groups] ZZH L T 7230y,

Cisco Defense Orchestrator D&tz [


https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html

2018 O#EHE |
B 2e=s5

2018 &£ 5 A

2018 £5 A 24 H

FFEIR—ZXDASA %y kT—U R o—DHR—F

R R—2D ASA * > PV =27 KR —I2X Y, FANZHESWeRry hT—27 LY Y=~
DT 7B ZNRFFASAVET, FREZNE, FEGEEA 7Y =7 MKk o TER SN E T, FRrfE i
F7 V=7 MTIBGRH & & TR S Y | EH A X MELTERTLHZI LB TEE
9, FEHHIZ OV, TManaging ASA with Cisco Defense Orchestrator]] @ [Define a Time Range
foraPolicy] #ZM L T 7Z2&0Y,

20185A17H

FLOT NS REMARILDOLA T b

FA AR E RO S D 3~y FRY V2RS0T < T 27010, 7L A0
SRR FHRR L E LT,
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ASA4-BXB(~) Edit the name of the device
Device Details v [e— EXpancable pane provices
device information.
Location 10.86.118.4:443
Model ASAS555 (V01)
Serial FCH1702J4C7
Chassis Serial FGL170441BU

Software Version 201.2(1)92
ASDM Version 7.10(110
Context Mode Single Context
Firewall Mode Routed
Failover Mode Mot Configured

@ Not Synced

The configuration has been modified in Defense Orchestrator.
Synchronize your device's configuration by writing the
changes, or discard the changes by reading the latest
configuration from your device.

Preview and Write... Read Policy
Expandable Actions pane

Actions v |€ provides quick access to
device tasks.

@® Upgrade

»_ Command Line Interface

& Reconnect

Troubleshoot

Workflows

Enable FirePOWER (4]

Remove

®0MmeE

Expandable pane contains
mar

tasks.

Management v

-~

LS

B Configuration
L NAT

- VPN

& Objects

P Notes

= Changelog

@ Conflict Detection Enabled -

ASA 7 O—/NILT7 I AR O—DHR— bk

CDO AL TCASAD T a0 — AT 72 ARY U—EFTE L L9 ELiz, Fr—
NVT TEARY U—F, ASADTRTOA X —T = ATHASNDFy hT—2 K
=TT, TR, AT R Ry NU—2 NI T 4y IR ESET, CDO 2T
HE, Ta—rLT I RARY U—% 1 OO ASANLHIO ASAIZaE— LT, T/3 A
—EMEAMEE T 5 2 L b TEET, FEMICOWVTIEL,  [Managing ASA with Cisco Defense
Orchestrator] @ [Configure an ASA Global Access Policy] ZZ&M LT 72X,

ASA TINAADAY FT—9F7 KLAZE#IIL—IL I 4 HF—FK

WOERFID ASA T /34 ATNAT V— 1V EERT D OIHZLSH LW R Yy hT—27 T KL &
2 (NAT) V—n o 4 F—FKnbH o £,
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cNHi—Y—DA =Ry NT 7B REZHNIT D
s NI — =% A 2 —3y MZABT 2

FEAMIZ OV TIE,  [Managing ASA with Cisco Defense Orchestrator] @ [Network Address Translation
Rule Wizard] Z#Z&H L T 72Xy,

2018F4H26H
FHLWFS TN a—TFa29 FXa AV b
ASA @1 7 — F$£1Z Cisco Defense Orchestrator (CDO) & ASA 2385t L 72 WMES . ASA 23,
CDO @ Secure Device Connector TH 48— k 4L TUN720 ) OpenSSL I 75 A A — ~ & B OME 4
H5X9 7o EMNRIRTH A AEEERH Y £, TASAN Y 77— MMEIZ CDO IZH#F T
RV ODRT TN a—T 47 N7 THE, PR — SN TWEREEAAL — kN EEET
IED Y A F 3Rt LTV ET,
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FHOEAXarvraA—)L T2 kY (ACE) #IRDETE

CDO I, flxDL—N Ry FU—=27RY — BITASA TETSNTWLREDOT 7 &
Zayhrm—n Y (ACE) OEAEFRRLET, ASA BFTE 5 ACE DI N—F
a— FENFEHIRIZH Y THAND, 778 RA arte—L o F)OENELTESL L, ASA
DIRT F—< U ANETFLET, FEMIZ OV T, [Managing ASA with Cisco Defense
Orchestrator] @ [ Access Control Entries (ACEs)] #ZM L T 7230,

HR—bkEhTUWEWT/NSA R
B S T, CDOZASA H—ERETa—)L (ASASM) ZHR—F L TWET,
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GARYERL—Y—

FHWY EAO2—F—m — L2 ER LE L, #ARY EH2—%—3 CDO TH_TE#
IRTEETH, X—=UTMMEER, BH, Mk, EERHIRTLIZ L TEEtA, £,
FNA A R—RTHZ L TEERA,

Gt B — P — ik, [HARY EA—Y—, RES—JIIERTEEEA, | 0
IFNANRT—=NER—=DICFEREINET,

Read Only User. You cannot make configuration changes.

Flo, =Y —EEHT—T N TOa— /UL > TGRS ET, FEMIcOV i,  [Managing
ASA with Cisco Defense Orchestrator] @ [User Roles] ZZM L T 72 &0y,

BEHEOJ 4 UEROEH

TNAREF U R—RTHEEZE, TOT AL ADZ—HF = ENRAT—REFELET,
Cisco Defense Orchestrator {%, ZiLHD 1 7 A FHAMHHA L TT /34 R/ L, T /31 A
Wa<wy RERETHLEZICFD2—YP—L LTHRBLET, T AT2—F—F 7213/ A
U— KW EFEINZGEIL, T A0 A4 U IEREFHL T, TNODOEEEZ N TE E
R

AL, RO RE Y 7 2B TSV,
+ [Updating ASA Connection Credentials| — [Managing ASA with Cisco Defense Orchestrator]

« [Updating AWS Connection Credentials| — ['Managing AWS with Cisco Defense Orchestrator.]

« [Updating Meraki MX Connection Credentials] — [Managing Meraki with Cisco Defense
Orchestrator.]

Ry D= K= TR VTDHE

WY —=NFATSNTND ASA ZRANTHLRSTH, By PV P TRy FU—27 K
VT ANZ Y T TELEDICRDELL, ZhCEY, BAAOEZTbEy P TY
FREBarDOFRYy NI R =% RO 25 2 ENTEET, FEMIC OV TIX, [Managing
ASA with Cisco Defense Orchestrator] @ [Filtering Use Cases] #ZMB L TS0y,

2y bD—OFR)—IL—ILDITH RAR— k

4 Access-Group F 721% Crypto-Map DINE% csv 7 7 A MIT 7 AR — K TEET, ZTD csv
ZIE, &7 7 B AHI#Y A b (ACL) &, 4 ACL I\ T CDO 23 FFoT — ¥ NERINE
T, FEMIZ OV TIL,  [Managing ASA with Cisco Defense Orchestrator] ¢ [Export Network Policy
Rules] #ZML T 7230,
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#FHLLCDO R—% L

R—=Z N\ LT, Mo TBIRE L, TOH8ERHL L, TNETOGHETIER
UBRDZENTEET,

HAZLURLDT7 v TS5 L—F

MEDOA A=V UVRY FUICHEEFLTWDASA Y 7 b7 & ASDM A A—V 2 LT,

ASATNARET v T T L —RTELLICRDVELT, ASAIZAVH—Fy b~DT 7 K
N RT T HANRRNES, £7213CDO DA A=V URY FUICELERNA A=V N SE
RGEEIE. THINASAET v L— RT LR BOFETY, FTP, TFTP, HTTP, HTTPS,

SCP, BLUSMB OWT D7 ha/LzZEH LT, VAY N hbA A=V RfETE

3

FEAMIZ DWW CIE,  [Managing ASA with Cisco Defense Orchestrator] ¢ [Custom URL Upgrade |
EBRLTIESN,

TINAR/— b

CDO #Ht 2D Z &72<, FED ASA LT 2 AEEH—DT L= T F X N7 7 A MR
TXHEH1C720 F L, FEMIZOWTIL, [Managing ASA with Cisco Defense Orchestrator.]
@ [Device Notes] #ZMR L TS0,

——  Cisco Defense Orchestrator PET——— S,
the Iatest © 1 devices with connectivity Issues. Review | your attention first.
features in —D'i or f |

CDO.

4 1346

58 Network

® Active

I

View the current status of

your managed devicas Jump right into CDO
and get stuff dona!
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TTFYMEERFTONTVNEIRTDTHV Y FERTT S

T MZBEMTFOENTVWA TR TOL—W—% [—F —&FH (User Management) ] [H[H
WICERTEDL LI ET, 2T, YAR—NTF 7y MERT 57D —FRICT v
MIBEM I O A a b R— b2 =T REENET,

T v MCBEEF TN TV L2 —F—%2 K RTHITE, ROFIEEZFITLET,
1. a2—H—R=a—b, (Settings) ] # IR L ET,

==

[EX1E

2. [—H—# (User Management) ] %7 U v/ LE7,

TFTFUMADIRAT IV EADER

VAaYR— ML, 2=V —% T MCBEEMIT T, YR—FF oy FEERLIEY . EE
DREEI\ET DEEZFEBAIEE LY LES, 2720, RBEIISUT, TAh Uy MRE
EEELC, YAIBR—RMRT AT MIT 7 BALBRNEIICTHZ LR TEET, FHM
IZ2W T, [Managing FTD with Cisco Defense Orchestrator] @ [General Settings| % ZH L T
<TIEENWY,

TT Y MIEAERMITONTVWAITRTDTHI Y FERTT D

FIRDOHE

FIRD

TRCOZ—Y—% [—WF =& (User Management) | ik
WICFERTEDL LI ET, 2T, YAR— N F 7y MRS 57D —RICT ¥
Y MIBEEM T O AR — b V=T REENE T,

T v MCBEEMA T N TV D a2 — =2 RR T 52T, ROFIREZFETLET,

T MZBEEMTFHER TV A

=L

1. a2—P—RA=a—b, [&E (Settings) | ZiERL E7
2. [—W—%H (User Management) | %27 U 7 LET

ARV KRFERETY V3 Y

B8

ATy T
ESch

=P =R =g =,

[BX7E (Settings) ]Z &R L

CDO Tenant

9 user@example.com

& Settings @

= Secure Device Connectors

& Switch Account
= Sign Out
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ARV RFERETIVa Yy =)
Xj__ Vi j 2 [:L—‘*jjﬁﬁé;ﬁ (User Management) ] %—f 7 U P4 7 Li bl Devices & Services  Policies »  Objects VPN Templates  Monitoring ~
Cisco =
‘j—
@ Setting User Management
General Settings EMAIL LAST LOGIN

3/14/2018
intem Eexample, com M

3/13/2018
admin@exampla.com d

3/14/2018
sec_opsi@example.com

TFTFORADIRAT IV ADERE

VAaYR— NI, 22—V =T MIHEMT T, YR—FF vy MEERLTZD . #HEK
DRI ETHMEAZBEBEELZY LEd, 2720, BEISLT, THUy b E
EERLTC, YAAVR—=FIRBT IV MIT 7 BALRNE T HZENTEET, 2R
e 2B T IEEN,

2018 F2 A 15 H

CUT O%ZFERAL-ASADEHE

CDO X, WAF~<vA XL TASA TEITTELHEELLRCLIN—ADavy Ntavy FF U7
L— DU A RZ2RMELETST, ZHOHDCLI~Z 1id, H—0 ASA 72135 ASA T—4%
LCIATTEET, EHMICEREIIRTFIEREZITTo T ET ), MMADCLIN—2ADa~
v RZAER LT CDO IZfRFF L, HBed ZICHMATEET,

CLLlv 7 0ZzERAL-ASADERE

CDO X, WAFZ <A XL TASA TEITTELHELERCLIN—ADavy Ntavy R0
L— DU A 2R LET, ZHODCLI~Z 1id, H—0 ASA 72135 D ASA T—15%
LCHATTE LT, EMICERE IR IEEZITTo TV ET ), MADCLIN—2ADa~
¥ RZAER L T CDO IZfRFFL, HER s ZICHMATEET,

CLI~ 7 uZffifl L CASA TDNS V—R_R—%ZHET HH2KIRLET,

ATy T HRTHOVERND LT AL AZBEIR LU ET,
ATw T2 DNS~7 DR Z TN L £,

l Cisco Defense Orchestrator (DEH%AE



| s onsaemzs

< Bulk CLI
Macros * Using Macro: Configure DNS
*» dns domain-lockup [ER{FRL1IS%]
* onhgure H dns server-group DefaultDNS
Configures DNS settings for the name-server [QBONID!
device

ATFYTI RITRA=HT =)L RIZIEREATLET,

Parameters
Parameters Payload
IF_NAME
dns domain-lookup outside
outside dns server-group DefaultDNS
IP_ADDR name-server 208.67.220.228

208.67.220.220

ATV T4 FNETRTOASAICEELET,

201852 A 11 H

ASA BRI D L8

Review

2018F 281 A .

2 O0 ASAFERZFHHICHERTE 251 Lz, [TA1 AL P —E A (Devices &
Services) | N— T2 DM ASA ZIEIR L, [tk (compare) |AHRF¥ %27V v 7 LET, CDO

X, TN ADOIRE W THER L ET, SISOV T,

m, ® % ®

['Managing ASA with Cisco Defense
Orchestrator] @ [Compare ASA Configurations| ZZH L T 720,

Cisco Defense Orchestrator (D #7414 #E .
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2018 £ 1 A

20181 H 318

2018 %£ 1 A 18

2018 O#EHE |

CDO Z{EMA L THIAD CiscoASA X1 T4 7 FNAHFYDY R EERT S

01841 H29H, v 2ap7ua& 7 hexa T4 AT b AR AF—2I (PSIRT)
I%. ASA 3 J U Firepower D F = V7 ¢ OIEEFtEICOWTHIAT 28 F 22U 7 40 7 KA H
U cisco-sa-20180129-asal Z/ABl L% L7=, [CDO %flif L T Cisco ASA 7 K/NA %
cisco-sa-20180129-asal IZJET 5 | ibH a2 HtA T, 7 ALY OFBLE Z 1T 53N D ASA
ZROTT, NyFEBEALIEAA—2a 0D ASAILT v 77 L — R 5 FEEZFEE LTS
AN

CDO IZ& Y RLINCL & —4 > XA HVA]BE

CLIOza~y RFRyZ A Za<wy RKOEWI A & ASITH L, CDOTa~y FeE#HEkoa~
VRIZAEIL T, ASAAPLIZK L C—EIZETTEDHLHICLET, CDO N=~ 2 RTiEy)
R B2 TERWES, B hERDLZTa T I FRENE T, RICHIEZ R LE
7,

T5—:CDOIL, 600 LFA B2 AESODZDa~vy RO—H52ET LESE LELE, o~
YREOUARNESELTCEIZBMOZETERHEATHZ EICLY., @i a~y RoERA > b
NEZICHDHE CDOITRT I ENTEET,

FEAMZ OV TCIE,  [Managing ASA with Cisco Defense Orchestrator]] @ TASA Command Line
Interface] ZZML T IEE0),

=

x ROL—ILOREZEET H1-HDHEERIE
*ASAFX Y NU—ZRY —ORET7 4 L ZE, RY =2y RUL—AR’HLNE 9
ZRLET,

I @ Shadowed (6]
cASA Ry NI =T R Y —HNONL—/LORIZHDHFT LWy VAL, RU —HNORID
N—NEmy RUAL T LTSI EERFLTWET,

c ¥ RUAV—=LVOEE, Fy U= RY =0~ E, RY —HNDEDr—b
WENE T Y RUA 7 LT0D 0% LET,

l Cisco Defense Orchestrator (DEH%AE
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w1718 [

@ deny ip any4 any 02-50 any w
« % FUNL—LORMBEOFIIZBETHH LW F¥ = A2 |,

CDO (XASA Ry FT—HAR)S—DOF7H R A bO—)ILITV MY EHELEFT

Cisco Defense Orchestrator (CDO) (%, ASA Xy U —27 KR o —DFT X TD/NL—L0HIRE
L7 7kAarha—L x> bY (ACE) O¥AEFHEL, ZORiHERXYy hT—TKY v—
DA DO EHICERLET, XY NT—THRY =D — L DNTNPR Ty KT S
TWAEARIE., Z0HEH IV A MENET,

Example

22 Access Control Entries (7 Shadowed)

CDO X, *v FT—2 KU —D 15D — b IRAE L ACE DL ERL, FOEH
Fy NI =T R Y =DM, NZFKRLET, VR MOBIERITRLET,

ACCESS CONTROL ENTRIES
7

ASA 121, T A TERR &5 ACE OBUTHER S N AHIER H Y £, Zi b OHELEHIE
WHEH Z T, ASAIFR Y NU—T b T 7 4 v 7 /ol E T TE 9, REFD/L—
NEFRITVY U=V EHIERT D E, ACEDEREMADZ ENTEET,

2y bIT=9 R —DESHFELT

CDOE, F NU—I7RY o —DN— N EmAHARLT WEIICESHTLET, AU —T—
IEBMBIOCHIRLZY ., = alt~E2T7-04 5L, ITOBFESHIFMITEINET,

Network Policy / Example oispiaying 3 rwes g 0
< Previous Next >
HITS
LINE ACTION PROTOCOL SOURCE PORT DESTINATION PORT (DAaY)
1 @ A Deny ip any4 any 02-50 any
Qo 2 Permit ip 10.10.10.35 any 02-50 any
3 Permit ip any4 any 02-100 any

Cisco Defense Orchestrator D&tz [




2018 O#EHE |
B xss1548

2018 1 A 4H

BIEESNI-ASA Ry FT—9 R —EE
INEDHATHASA Ry FT—JRY —THEITTEDHLHIRVFEL,

cASA TNNA RBTARY O—ZaAEFE—F7 U RR—XMLFET, RUT—% 12D ASA D
BID ASAIZa ' —L, BEDA v X —T oA AZEID B TET,

cARYS—ATIL—LENY FTUFR=ZMLET, KV —HNOL—VENL—INT =T
WAZH Y BT 2 RR=A B LT, L=V OEBEIRMLZZEE L E S,
cARUS—RBTIL—ILEIAE—T U RR=ZXFLET, HORI —0bRIORY v —IC

N—LEab—tirZ2Lricky, RV ——EMHE2mELET, ZNHDOKRY I —I%,
B CT A RAERFRRDT AN, RACEL ZENTEET,

T DOYEEMAEIZ. ASAR Yy N —ZRY —DFERk. RU —HNONL—LDT 75 4 74k
FFET T 4 T, R —NOL— M LS TERSNET VT 4 ©F 4 O v 7 iskse
EOEFOMREE e LET,

FEMEIZ DWW TIE,  [Managing ASA with Cisco Defense Orchestrator)]] @ [ Create or Edit ASA Network
Objects and Network Groups| 33 J U8 [ASA Network Policies|] #ZM L, X—Y DO FEHIZH D K
Ey 7 ORMEZENLTASA R Y V=R =D Rxa A FaBEILET,

<« ASA Network Policies Edit an ASA Network Policy p»

l Cisco Defense Orchestrator (DEH%AE
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i

2017 D HEEERTE

ZDOFHETIL, 2017 1T Cisco Defense Orchestrator [ZIB I S V72 HEFED —E 2N L E 7,

« 2017412 H (75 _—Y)
« 2017411 H (76 ~X—2)
« 201710 H (79 =—)
*2017 9 H (80 =—2)
*2017 8 A (81 ~—7))
*2017 6 A (82 X—)
« 201745 H (83 %—Y)
«2017 %4 H (83 _—)
*2017 2 H (84 =—Y)
20171 H (84 ~—)

2017 £ 12 A

2017 £12 B 14 H

—FIATUETFA A E—T (4R

Cisco Defense Orchestrator (CDO) %, BHHEN 1 DD a~ 2 REEHEOT /A AZ[FERFICEE
TOMREIRIET D22 LICEY . TS ARERT B LIl A e LEd, CDO X, —%
CLIZ~ Y FADISEZIGESIA TBEIOT AN AZ A TRN T N—TT D720, FEDIG
Bl LIZASA LRFED A~y FERE LT A Azl T&£d, CDO, 2~ FD
JEREY A b2 fRFEFLTCWD T, a~r FefIT LIV AR LY TE £, F#HMliconT
IZ. [Managing ASA with Cisco Defense Orchestrator] ¢ [Bulk Command Line Interface] % 2
LTL7EEY,

Cisco Defense Orchestrator O #7144 &E .
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B »oisns

( Bulk CLI

O] ic3
ik

» shom run | grep user 3

1217, 1:06:54 PN
show run | grep user

ASA 2y RT—O R —DERK

ASADFR Y NT—THR) —5{ERTE DLV FELE, AU —IT—ZBMLEZ
D, RV —HNOL—ILDIEFEZEELZY ., R —NONL—VET 7T 4 TALE213FET
T4 7LD, FOR) =% ASADPLBDASAIZaY— L7y TEx 7, BT DI

L. [Managing ASA with Cisco Defense Orchestrator] @ [Create an ASA Network Policy] % 2[R
LTL7ZEY,

it

201711 A

201711 A9H

NIV R

KB D CDO MR Z A 7 I DT N4 ATRFFIZCEITTCEET, Zhbid 1<) 1752
EMTEET, ZOMEBIIFRZEN L., TS AMo—BMA2mELES, bk, —#
LCHETTELHEL, TROHEMET H-OITBMEI NIz OO IBIEERE T,

ASA BEUASDM O—ET7 v THL—FK

CDO DT v 7T 7L — KRy 4P —REHH LT, HD ASA D ASA B L VASDM A A —T %
FIEFIC T v 7 7L —RTE5 X510 FE L, MBERTRTOT v 77 L — RFFIEE#EE
THEITTHZ LWL, TR 2@HEICLET, VP —RNid, Z#EOH D ASA BLW

ASDM Y7 b =7 A A=V B L, Zhba A A=A L, T4 A2 7 =L T
T T L—REETTH7avAERNLET, CDO TEIRNLIZA A—TNASAIZaE—
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awnenfse i

BIOAM VA=A ENTVDLEDTHL I A mEET A2 &K, 7Ty 77 L— Rtk
AL ET, FEMIZ OV TiE,  [Managing ASA with Cisco Defense Orchestrator] @ [Bulk
ASA and ASDM Upgrade] #ZMR L T 7230,

—{ESAIR Y BR

CDO DA TT A ZADORERNET SL2E . CDO ITRIEE N TN DT A ADOHERK &7
NA 2D =T AERIERE U TIER< b £, 2054, CDOE FHAP RIS E Lz
EWVWIHI R Y=V EERLT, FEHEICESE LES, FHEN RV —0FAHlY ) 77
VarvEERITTDLE, TS RARGFEEIN TV DR T CDO DS LEEIhEd, 2o
ORERIZFRI CIC 720 . TRBIEA 2720 £9, —FEFfAIR0 g Ly FEETZO
Ty avEBEOT S, ATRRHZFETTEET,

—FEFHIO LD S 5 1 SOMEIT, CDO TAT =P v 7 SNIEERT N AHEHE A
FNRNEICTDHZETT, T/ AND CDO IR Z Rt B D Z L1k b, CDO TA
TV T ENTRTCOEE LY FEXLET, Zhid, HEIZS LT, CDO TTF /3 AD
RERICINA = EFE 2 TICRTREVWHETHEH Y £, 5EMIIC OV TiE,  [Managing ASA with
Cisco Defense Orchestrator]] @ [Bulk Read Configuration] ZZM L T 72 &0,

TINA AD—iEBES

CDO Zffi 14 % &, HHHIHBOEIIRT /31 X% CDO IZRIFHZ Bkt 2 A 5 Z L3
T&EET, CDO BEHT D7 /34 AN [EERE] &~v—7 STV HHE. CDO (st
MERDEFEZRH LT, T RAEZEHR LD TERLBRVET, T3 ZAOFHH 2 il
HZ Lid. CDOIZ L DT A ZADEHEETT DI OO HRIRIO AT v 7TF, FHAC
DU TCIE,  [Managing ASA with Cisco Defense Orchestrator] @ [Bulk Reconnecting Devices| %
ZRL TSN,

BERHO—EAME & EME

BEDOT SA ZADOFE RN Z RIRFCAE R ETITEICT 5 2 R TEET, Bambz /I
T &, CDO DA TT /3 AZEEPNMA bNIGEICEENFRSNE T, FFICOW
TiX. [Managing ASA with Cisco Defense Orchestrator)] @ [Enabling Conflict Detection] % 2
LTL7ZE0,

<3 J@mM

WENZ 7L, CDO DA TBIZH Y £3, Va7 TEITTOT 73 a3 DT VT 4 THEFER
L/i‘g—o

View Jobs The notifications tab displays status information

about the job. This example shows the bulk
( Reconnecting... action (Reconnect), the number of actions In the
@20 13 ©1 ®6 Rt job (20), actions being processed (13), number

of actlons falled (1), number of warnings (0), and
% 1 Active Jobs ) 12 Backgr i Tash number of actions succeeded (8).

[37 Qobs) | R—D

[¥a 7 (Jobs) 1 —TICiE., —FEEDO AT —& 2 Kth, BLOKRKIZET A RN ER
ENFET, Va T T —TNOO5TEINTATIE, RS ELIFRRLIEELY DT 7 v arERL
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B 2ozngm9m
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F9, FEMIC OV TIE,  [Managing ASA with Cisco Defense Orchestrator] ¢ [Jobs Page] %%
LT 7ZEN,

KBLE=TOLavDEREZBRATS

CDO T—HEffEafila L. KRG L7=flx D7 7 va &l L, RILE=T 7 v a Aokl
TOHBF AT ZH/IATTH L TREZERNLET, [a 7 (Jobs) | N—VaERTHEE
2, RIR LI —FEBE 1Ol EDT 7 ¥ a U Ao I E1E, SEREIEEZTT o721
—HEEEE ETTEET, CDO X, KML72T 73 a v ORTY a 72 BFEITLET, 7F
2OV TiX,  [Managing ASA with Cisco Defense Orchestrator] @ [Reinitiating a Bulk Operation
that Resulted in a Failed Action] ZZH L T 72 &0,

NAT F¥a A2k
RDOL—A 7 —ZADFIEANLE I TWET,
cHNE Ry hT—7 LDV —NR—=BRT Vw7 IPT RVAZFEHLTA ¥ —F% > MZE
ETELL512T5
e RTVUwZIPT RLADEEDR— F Ca—F—BHNE Ry T —27 EOY— _R—%ff
MATEL X522

e TTANR=KIPT RLADOEHZ /T Y v 7 IP T KL AOHPICEHRT D

cuox>4y

CDO Zf#iHl L TASA TCLI 2 v > FZFETTHIWNT, A~y R a<wy NOMRNT A
ADERa ZI\IFLERINDH L DI £ L, ROBITIX, CLI ZE4T (CLI Execution) {T0T
YEVIZEREIN vy RBRI L, BRI ASA #ERK (Changed ASA Config) 1712,

g RORERLE L TR 7 A VTER SRR REINTOET,

11/8/2017, 11:00:38 AM 10.82.109.177
DATE DESCRIPTION
Nov 8, 2017 11:00:38 AM Changed ASA Config

ge -5,1 45,1 e2

-: Written by admin at @7:45:21.397 UTC Wed Nov 8 2017
+: Written by admin at @8:51:15.997 UTC Wed Nov 8 2017
@@ -87,0 +87,2 @@

+object network spdZ-test-obj

+host 209.165.1.18

ee -226,1 +228,1 e@

-Cryptochecksum: a6 fa
+Cryptochecksum: a4 Se
Nov 8, 2017 11:00:35 AM CLI Execution

object network spd2-test-obj

host 2e9.165.1.18

tunnel-group DefaultGroup2 ipsec-attributes
ikevl pre-shared-key ***#*

l Cisco Defense Orchestrator (DEH%AE
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ASA D—1EF viR—T 4 2T

LEID /Ry FTHED ASA % CDO IZA Y AR— RTE 5 X500 F Liz, FEMIZOVW T,
[Managing ASA with Cisco Defense Orchestrator] @ [Onboard ASAsin Bulk] #ZH L T 72X
AN

H£EHRY FT—URY I—

Cisco Defense Orchestrator (CDO) 1%, #HD ASAIC L > THAINDE—DF >y hT—7 R
Vo—%/ o, xy hU—J R —_R=UTENLEZ@BIILEST, Ry hT—2 K

VB LGEEIE, EAERLT, A =2 AMOT A RIEFEZRMTEET,
ZHUCEY, TAALARMTR Yy N =2 R —O—EERRIZET, FEIC OV TIL,
[Managing ASA with Cisco Defense Orchestrator] ¢ [Shared Network Policies] #Z& M L T< 72
SV,

FEOSZEBTIAILEIVTT S

ERaTOARX NeHRETT 4 NVEZ Y 7 TELLOITRY E L, [ (Monitoring) 1>
[A£% 7 (ChangeLog) | DIEIZEEI L, 7 4 VW HZ——TCZOHEON L U F—%ROIT %
R

] Time Range
Start

10/19/2017 12:00 AM

End
10/19/2017 4:00 AM

2017 &£ 10 A 12 H

Ny b bL—H

Ry hbhb—HE, 778ALERV—DRED T TNV 2—TF 4 IS B £, R
o b hb—E, BT Y FEX Y NU—ZIZEE L. BREENTV—T ¢ o THERK
NAT V=L BIXORY —HERNZ D7 N EED X HITHEMERT I NZ2FHE L £,
e 2iE, V=BT FERay 7T L TWBEAE, N7y b b L—HEED L — L E i
L. ZON—N~DY v 7 BT 570, L— L5 L THRET AN TEXES,
Ty MRL—WHiE, TA T AT W, FRIIMFEBO#EINE X2 VT4 TS TAT
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017 DEEBE |
B »oi5wAse

YA (ASA) THEATEFEJ, FEMICOWTIX, [Managing ASA with Cisco Defense Orchestrator,]
@ TASA Packet Tracer] #ZM L T 7230,

2017 %£10 A5 H

FLLOWRY)—2F X b
o

CDOZEFHLT, 72T 4 TI/ARLUNAL To—)LF—N_"— X7 L U THREINTZE—DASA
FIX2O0DASA T v L —RTDHHEETRTHLNVAYZ U —r %y A FNTT,

2017 %£ 9 H

20179 A 28H

BEFINI-FXa ALk

cHEROBE ZRRT D - T 2D EREH) o546, 203 BEAmHSE L)
LME SN HGEORMUTEEHIAT L VT TNy a—T 47 bE Y7 TT,

T IT AT TIT 4T T2 —"—F— D ASAITMZ BNT-RELHE « 7 = —
NN = RTT I T4 T-TIT 4T DT & LTEREINT ASA DR TEEFIZE
TOHEEREREREBELET,

s AEEORIBEOMER - CDO NREAEAZIESRT28EB L ZOXMLFIEIZO N THAT S
NIV a—T 4T P YT TT,

c I HOEMR—YOREHTT,

2017 £9 R 14 H

CDOH—ERRT—RRAR—=

CDO %, BEAIT DY — ¥ AR T —H A~X— % https://status.defenseorchestrator.com/ THERF L
TWET, ZOR—=IZiE, CDOV—EARBE L TWHNE I e, —E2AOFENRH -
T E D MRERRSIINET, BB REHREZ R, BR, FITAROT T 7 TR RTEE
j—O

AT —H AR—T, [B#H&EYT A7 T A7 (Subscribe to Updates) | %27 V v~ Z LT, CDO
P—EANE T LG Al EZ TS Z LN TEET,
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201759 A 7H

2017 %£ 8 A
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201759R7R .

CDO Y R— kR—D
BERKIL, CDOA 2 =T =2 A AZNLTHR— EZIT LI ENTEET,

 ABIOBERIL, FrLW[TAR— MIWEDE S (ContactSupport) ]— D [HR— K
r—A<%—% (SupportCase Manager) (%27 Vv 7 LT, YAaD7 7 =H)NT A
HoA R H— (TAC) THEEYR— M —2A 2l BERHY £,

c T, N BEEETATAOTNTOBERIL, [VA— MIBWEDHED (Contact
Support) ] X—TDFEHIY 7 = A N7 4 — LIZEMAE A JI LT, cdo.support@cisco.com (=
EWIA—INEEETEET, PR—FAX v IR TEHRETREIHIELET,

My_Tenant
e - userf@example.com
Documentation
CDO Status
Cantact Suppart
B

TINAZDSERY) 2D

SR Y = A~DINA =1 7 BER L, CDO CTEHT 5T /31 ZCBHEfT T 5 2 &8 T
ELHEOIERELE, ZOKRBEMFHL T, =Y, R¥aAr M) V—R ¥
wiki, F7ITEIR L7722 OO URL ~OEF]72 ) > 7 ZER CE £4, LEREOIEY >~
T T A AT D ENTEET, UV 7 ZRIFICEBOT A AZBEEAMAT 5
ZELTEET,

=

FLOWA Tz FEK

BB TEE. BIURFERAOAF TV bORR A7V =7 FORMEEFRT D L,
Xy N—=0 BRI —E2AT7 V=7 hOFHEERM ELES, 72— NOTXTO
FTV 2l FOMEE 2 —NERRENDLTD, 7V =7 MAOHBNES TR0 £7,
F7 V= FORMBEE~Y—Y AETER, EILTEALTHRT 23~ FRZ U bH 0
e

cHLWA TS b4 UE L TWAEAF T V= N DT D700 L0 EH
7R FRERIERE T,
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FOTATIREUINA T2—VF—N—RFELTERESNIZASANDT v T L—FK

CDO DT v 77 L— 7 4 F— NOBREPILR SN, T 7T A T/AZ N, T x— )b —
N=RXTLLTRESNIZASA DT v 77 L— R GENE LIz, XD ASADT v 77
L= RERUY = FEIER MM LE T, 777 4 FIASZ LR T s X7
AT ST LU—RTELRICHRDE LT, ZOBEEDFEMIZOWVWTIE, [Managing ASA with
Cisco Defense Orchestrator]] @ [Upgrading ASA and ASDM Images in an Active-Standby Pair| % %
RLTSIZEN,

20178 A 3H

2017 £ 6 H

2017 &£ 6 A 20

UGN AVTFERMNEEERILFIVTXA M E—RTOELZDASA~NDT Y T5L—FK

CDOX, v/ NaryTFxARERFIYNLTF I THARNE—RTHLZDASAIZA VA b—
NESNTWDHASABIWASDM A A=V a7 v 77 L= RRTE 507 4P — FERitd 589
IZ720 £ LT, BERTXTOTY v 77 Lb— FRBEZBRECITILI LIk, Trkx
AMEICLET, VP NE, BEREOH L ASA Y 7 MU =T B L OVASDM A A — T &R
WL, ZNHEZA A=, TAREZV T =R L TT I T L—REETTLH T nER
EEALET, CDO TIEBR LA A—TUNASAIZZE—BILPA VA F—LENTWVEHD
ThHHZEEBFET 22 LIZED, Ty 7T L=k 2 & Rki#ELET,

[T /34 AL P —E R (Devices & Services) | —VDFEM_A %7 Vw7 LT, TS T
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