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Deploy an On-Premises Secure Device Connector p ¢

Step 1 |
Download the SDC VM Image

and follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPXIRPSBVOPSJ1eUpoYkdjalU9pS1INVekkxTmlJcOluljVjQBk2SNtwWFZDSjkuZX1Kc2FXNXJaV1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM
YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1T1IRSbUBYSTRNQZFpWIW1NNUXUUTNPRGNEWWT Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN
BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK
QBRPXORPTUFJT 181d3d3LmR1ZmVuc2VvemNoZXNBcmFBb3IuY29tIgpDREITVEVOQUSUPS. jaXN] by
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* CDO-SDC-VM-ddd50fa.mf
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ATv 7N 7ur7 hC, sudosdc-onboard setup & AJ1 L E9,

[cdo@localhost ~]$ sudo sdc-onboard setup
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ATy T2

ATvT23

ATy T2

Cisco Defense Orchestrator DA |

. CDO @ VM A #* — % {# [ L = Secure Device Connector 0 &R

INAT—RKO7T a7 IpRFEranfzs, adml23 E A LET,

a7 MIHES T, root 2—F—DFH LR Y — REEKR L ET, root 2—HF—Dsi2
U—RZANLET,

a7 MIE-> T, cdoz—HF—DFH LV ZA T — REER LET, cdo—HF—D/ AT —
FEAITLET,

[#%#5i 7 HCDO K A A > Z# IR LT 72X (Please choose the CDO domain you connect to) | &
W a7 ERFERENTZ S, Cisco Defense Orchestrator @ K X A U NEFHAE AT L ET,

Tur T IRERENTES, SDCVM DIRD KA A UEREASTLET,
a) IP 7 FL Z/CIDR

by Y—hrv=A

¢) DNS #—r3—

d) NTP #—/3—%72|Z FQDN

e) Docker 7 U v

F72i%, Docker 7'V v UM S v W AT Enter F— &P L E T,

[ZANEDOEIFIELWTT? (1 XV z)  (Arethese values correct? (y/n)) (&9 7a
ERERRSINTED, Y] ZAN LT MY 2R LET,

ATTWNEZREELE T,

[T <SDCERELETN? (LW Winvz)  (Would you like to setup the SDC now? (y/n)] & 1
YT T MIREREINTEL, ] ZATILET,

VM 2 Y — b HEIIC e 777 7 F LET,

SDC ~ SSH ##ft A Ef L £, cdo L LTrZ AL, NAU—RFREZANLET,
717 K~ ., sudo sdc-onboard bootstrap & AJJ L E T,

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

[sudo] SATU— RO AN ZRDLNTZH, AT v 7 14 THERK L7z cdo NAT — RE AT LE
R

[CDODEF 2T ARy Z_X=IUNH 7 — A LNT v 7T —2%2abt—LTL7E S (Please
copy the bootstrap data form the Secure Connector Page of CDO) ] £\ 9 7'a > 7 M IRF/ RS Ll
5. WOFMEHENE S,

1. CDOCRrZ A LET,
2. a—HW—R=a—Mnb6 [EFXxaT7ax7 ¥ (Secure Connectors) | ZiER L F T,

3. [T7var]A T, [F7 LI ADSecure Device Connector® R (Deploy an
On-Premises Secure Device Connector) | %27 U v 7 LE 7,

4. XATRITRY IV ADAT v F2T[T—h AT v 7T —4%at— (Copy the bootstrap
data) 127 U > 27 L, SSH Y 1> RUICHE O HITET,
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ATy T2

ATv T 26

B 5O VM £ T® Secure Device Connector ) & .

Deploy an On-Premises Secure Device Connector p. 4

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9pSINVekkxTmlJcBluUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVW1lciaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT jFZbk5q¥21sd2RHbHZ ibk1pT2xzaVNWUkVM
VUpoYzJVaUxDSm91V8p5YVdRdE 1 pNHdJaXdpYm1kbWR5SmRMQBoxYzJWeVgyNWhiV1VpT2 1KamIyWm
xjbkpsY2tCamFYTmpieTVqY jIwaUxDSmhiWE1pT21KellXMXNJaXdpY285c1pYTW1PbHNpVWsSTVIW
OQUJSRTFKVG1KZExDSnBjMO1pT21KcGRHUWIMQBpgYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmxibUZ1ZENJNmJuVnNNiQ3dpYzNWaWFtVmpkR1I1Y@dVaU9pSjFjM1Z5SW13aWMzQkpaQBk2SWtO
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQEp3WVhKbGJuUkpaQak2SW
prMUSHWXpZamd3TFdKaV16a3RORGMOTnkxaVpgTXdMV1poWW10bFptRXpPROUWWM1Jc@1tTnNRV12Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNuYnpkQ81zSW5KbF1XUN1MQ8
k1T1RSbUBvSTRNOZFoWW1NNUxUUTNPRGNBWW1Zek 1DMN1ZV@paWldaaE16aGhOR110TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvemNoZ XNBemFBb3IuY29tIgpDRESFVEVOQUSUPS jaXNjby
1hbWFsbG1vIgpDREIFQkIPVFNUUKFQX1VSTDAiaHRBCHMEL y93d3cuZGVmZW5zZ W9y Y2h1e3RyYXRY
ci5jb2@vec2RjL2Jvb3RzdHJIhcCIjaXNjbyT1hbWFsbGlvLZNpc2ZNvLWF tYWxsaW8tUBRDIgo=

4 Copy bootstrap data

[ZNHOFREEFEFHLETH? (LW ) (Do you want to update these setting? (y/n)) ] &
WO TR ERRARINIZS, ] EATTLET,

[Secure Device Connector] ~<— 2R Y £, HLWSDC D AT —H AN [T 7T 47 (Active) |
WCABRINDET, BHEZEHLET,

REEER
» Secure Device Connector @ k7 7 /L3 = — b

e T NA AL SDC OEERECEHT D N T TNV a—TFT 4T

B 5 VM £ T Secure Device Connector M E B

TNAAD B T A AEFREMEF L TCDO %7 /31 AZHERiT 556, CDO L7 /31 A
BT 5722, F» b7 —2IZ Secure Device Connector (SDC) X 7> nm— KL TE
BT 22 LRNRANT T 7T 4 AT, @H., ZNHOT AL ATIFEFERI—2ATHY, T
Vo7 IPT RURLZRTZ2W0D A o Z—T = A AN — Fa2Fio TWET,
WYX= U7 477747 A (ASA) . Firepower Threat Defense 7 /N1 A (FTD) .
Firepower Management Center (FMC) . Secure Firewall Cloud Native 7 /34 A X9 _CT, T /34
A7 A AEHREHEH LT CDO ICE A TX E7,

SDC i, BHMRT NA RATEITTHIME RS D a~vr NE, BHMRT A AZEET D4
BERHDH A v E—TIZONT, CDO ZEEMH L FET, SDCIX, CDOIXfb-TZdha~vwyr K%
FITL., BEXHERT A AR ->TCDO LA v =V EEBE L, BEHANBT SA ANHLD
%A CDO IR L £,

1 20D SDC WEHTE LT /3 ADEIL, ZTNEDT A ATREIN T DHHERE L. K
Tr7ANDY A XL TRV ET, 2720, BEEIBEOEZE LT, 120 SDC TH 500
BOTNA A% PR—FTEHZEEBELTOET, FEMICOWTIE, H—0 CDO 77 v
N CHEEO SDC #2425 (20 23—Y) 28R LTLIEE,
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Cisco Defense Orchestrator M E A& |
B & ® VM L T Secure Device Connector O FERf

ZOFRIETHEH, MEOEE~ A A—VEFHALTRY NU—712SDC A A h—/L
HHFECOWTHBALET,

\}

GE)  SDCHA A M—NTHDICHREIND, KbHEHECEHETE 5 H1kIE,. CDO @ SDCOVA
A A=VHEF T a—RLTA VA =T 5Z LTI, FIEIDONTIE, CDOOVMA A —
> Zx i U7 Secure Device Connector DJERH (6 X—<) ZHZMM L T &0,

4R HHEIIZ

+CDO (F, WERAEAET = v 7 20EL L, SDC LA v ¥ —F v hOFD Web/2 2T
vruaFx eV AR—hFLTWERA,

e SDCIZIZTCP AR— K 443 TOA v H—F > "ADFEEIRT 7 MXT L KT 7 ANNE
<9,

e X NIT—=TDHA KT A 2DV TIL, [Cisco Defense Orchestrator & B 45 /3 A
ANDEEE) 2R L TLTEEND,

svCenter Web 7 74 7 FE7-1FrESXiWeb 7 A4 7 b E2EHLTA VA h—vE T
VMware ESXi /8 A |,

N

GE)  vSphere 7 A2V by T FA4 T v MM LIA VA F—EH
R—=HFLTWEHEA,

« ESXi 5.1 /A 7= 31
+CentOS7 7 AN ARV —F 4 T VAT A,
« BB CDO T SDC AT —H% AINT 7T 4 TITI2 B 720
« VMware ESXi 78 A MZiE 2 2D CPU ST T,
» VMware ESXi /R A MZIZ2GB UL ED A E U BMLFE T,

s VMware ESXi Tid, R EYVa =7 O@ERIZISUT, I~ &2 R— 572
WIZI0GB DT 4 A7 BRENMETYT, iU, LEIILLCTT 4 A7 KA YEET
X519, N—TFT 4 a rTHIERY 2— 28 (LVM) Z2HEA LTS Z L5248
E LT,

cVMODOCPU L AEYZEHLIZL, VMOERE AN, [EF =27 2127 F (Secure
Connectors) | X—IZSDC A [T 277 47 IRETHDHZ LN RENTND Z & ZfER
]\/\i—g—o

ZOFNEEFITT B —P—L, Linnx BEOBIEIZHLATEY  viE Y27 VT 4
EFEALCT7 7 ANVERELTVARLERSY £7,
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B 5O VM £ T® Secure Device Connector ) & .

e F 7L I ADSDC & CentOS IR~ NZA VA M=) T B8581F, Yumtx =V 7 ¢

Ny FHEMNCA VA=V T DL E2BEIOLET, YumDOEH 2 BGFT 572D DK
BT T, A—h 443720 TR<A—=Fr80 THLT WV MY U KT 72 A% LB
HLGENHY T, o, FHEAT Y 22—/ F 572D yum-cron £ 721 crontab 7%
ETHLERDYET, EX2 VT4 EBHTF—LEHEEL T, YumOEHRLZEUGT 57290
WEX a2 VT AR —2BRTTHLENLLNE D EHE LES,

ATy T1
ATy T2

ATvT3

ATy T4
ATy TH

GE)  R&ODHIZ : FENOa~< R, a¥—LTREKEY 4 > RO AT 20 TidZe< AJ1d

HEICLTLEEY, —#na<r NZEENS A yv=) X, Ay b7 F—=X |
DTAEAT Im&Zy =] ELTHEHAINDGERHY, a~vy RBRRRTHRREE 72D F
K

FIE

SDC #{ER%9 % CDO TF v hMZu /4 LET,

[—H— (User) |A=a—%27VUvZ L, [EF¥aT7 357 % (SecureConnectors) % iR L
£

of Services have boen onboarded

Cisco Defense Orchestrator

[E¥ =7 237 % (Secure Connectors) | X—T T, HFWFTARX %27 Vw7 L, [Secure
Device Connector] Zi#4R L £9°,

éﬂ Q + tenant name

user name

ll

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

TAY RUDFIE2 DT — bR LT v T TF—F & ARRICAE—LET,

D7 EBLIRDORAM &5 4 A7 f8IEA SDCIZEID B THNTWD CentOS 7R %1
VA= LET,

* 8 GB ® RAM
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. B 5 ® VM L T® Secure Device Connector O &Rl

ATvT6

ATvT1
ATvT8
ATv79
ATv710

ATvIN

ATvT12

ATvT13

ATy 714

ATy 715

ATy 716

c10GB OF 4 AT AR— A

A VA R—=LLI=DL, SDCOIPT RLVA, 7%y h~RA7 F—F U= DRERE, Fv
N — 2 OEARREZITVET,

DNS (RAA =% —n_—) ZFHELET,

NTP (v RU— XA A T bhal) h—R_R—%BZELET,

SDC @ CLI & iV B TX 5 L 912, CentOSIZ SSH Y —/"—% A > A h—/L LET,
Yum O ®Hi & 24T L. open-vm-tools, nettools, F X Obind-utils /X 77— % A A h—/L L
£

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI /N> & — T % A4 > A h—/L L £, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.htmlZ ZH L T 72 &0,

GE)  --user 77 JIIEA LW TL &N,

DockerCE /X r—% A A h—/L LE£7, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-cez ZHR L T 72 &1,

6= TR P EER LA A b= HiEEEHLET,

Docker h— Y Az B4G L, EEIRHCBIBETE AL HICLET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

fedo) & Tsde) D2 >D=2—H—%AEKLET, cdo 2—W—%, BHIIELEITTH720
a7 A3 52—P—TF (DOFY root 2— P —2EREFEHTL2X4IIHY FHA) , sde
2 —H—%, SDC docker = > T F #E(TT L2 —H—TJ,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

cdo Z— P —D AT — REHFELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo =—%—% [wheel] 7L —7|ZBML., EHE (sudo) HREZFTELET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

. Cisco Defense Orchestrator D E K
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I Cisco Defense Orchestrator ()& A&

ATV 1

ATv 718

ATy 719

ATy T2
ATFvIT2n

ATvT22

B 5O VM £ T® Secure Device Connector ) & .

Docker 2814 VA h—/LEZ b &, 2—H =7 —TRMER I FE T, CentOS/Docker D/ N—
Ya Al UTC,  ldocker] F721% Tdockerroot] & FMEIXAVE T, /etc/group 7 7 A /L TED T
N—=T P ER SN Z2HR LTS, sde 2—HF—2Z D7 —FITBIML £,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

Jetc/docker/daemon.json 7 7 A IV FAE LZRWGAIIIER L, LTONEEZ AL E9, 1B L
725, docker 7 —E A FELE) L T,

GE) lgroup) F—IZ AT LI2Z—"T4705 HIOTFINEAD fetc/group 7 7 A VTR 727
N—TE—HLTWDZ MR LTI,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

HITE vSphere 2> Y — /b v v a VEMBH L TWDEEIE, SSHIZHIW X T, ledo) =—
P—=TrI A LET, v A Leh, lsde) 2—HF—ICVFEZIES, SATV—FOA
NaeRDLNTZE, Tedo) 2—=H—DRAT—RFEANLET,

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

F 4 L7 Y % Jusr/local/cdo 1225 L £,

bootstrapdata & W5 H LW\ 7 7 A L EZER L, [ > 7 L I A DSecure Device Connector® fi& B
(Deploy an On-Premises Secure Device Connector) |V 4 ¥ — RO FIE2 D7 — hA N T v 75—

B, ZOT77AMIAEOfHTET, [BRTF (Save) 1227V v 7 LT 7 ANVERGFLET,

[vi] £721% [nano] ZFHL C7 7 A LV EERTE ET,

T —hART v TTF—H T base6d T a— RSN TWETOT, BFEfEmik LT

extractedbootstrapdata &\ 95 7 7 A LTS AR — M LET,

[sdc@sdc-vm ~]S$ base64 -d /usr/local/cdo/bootstrapdata >
/usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]$

cat A< REFITL K BHIL LT —2%2F - LET, o~ FBIUOK Sk L7
FT—=HITRDO L DI 9,

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"
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. Secure Device Connector 0 HllBx

ATvT23

ATy T2

ATv T2

Cisco Defense Orchestrator DA |

UTFoa<wy FEFEITLT, Ea L7 — A N v FF— 2 O—EEREEKIZT 7 &
A—rLEF,

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]$

CDOMST—FART IR NAEA T a— R LET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 —-=-:==-:== —-=—:=-—:—-= —--—:——:-- 10654
[sdc@sdc-vm ~]$ 1s -1 /usr/local/cdo/*SDC
-rw-rw-r-—. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

SDC tarball % f25f L, bootstrap.sh 7 7 A L& FEIT L TCSDC RNy 75—V % A VA M—/L LET,

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC
<snipped - extracted files>
[sdc@sdc-vm ~]1$
[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98£f17101dbl0e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790275458:
Pulling from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

ebbdl10b629bl: Pull complete

dl4d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc

+%L, CDOTSDC A (725 47| LERSNHETTT,

RDBERY

o [TARARABLOY—ERAOE AR | (ZBE) LT, CDO TEELT 57 /A A ZE AU
HLFET,

Secure Device Connector D HI[&
A

D%

r-=4
=]

ZDOFINEIZ X V. Secure Device Connector (SDC) HIFRENFET, Z OEIXTICEEEH
ho ZOFIEEIToIZRIE. HTLWSDC A VA M=V LTT A AEHERHTHET, £
D SDCITHRE SN TN DT NAA AL FEHTERS RV ¥, T A2 H{EHT 212,
PN MBE IR T NA AT LIEREn 7 A U EREFANTDUNERH L5605 7,

TF 2 hvb SDC #HIBRT 2121, ROFNEZFEITLET,
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I Cisco Defense Orchestrator ()& A&
Secure Device Connector O &Il B& .

FIE

ATvFT1 HIFRT 5 SDCIZHERM SN TWNWET A A% T THIBRLET,

+1. SDC THHAEINDZTRTOT A ZAEHET HI2X, [T[H—SDC A L7= CDO I
BT 2T _XTCOT AR, RAE/RDTF5] 25T 7EEV, [Al—SDC Z#H L7z
CDO I T DT X TCDOT A A& /o5 (20 <—)

2. [TAAAREYP—ER]R=UT, #HILIZTRTOT NS AEBRLET,

3. [T/A AT a (DeviceActions) | V4> RUTIHIER)Z27 Vw7 L, [OK] %
7V LTEEERELET,

AT9 T2 a—Y—RX=a—n5, [BEX=2T7 23327 ¥ (Secure Connectors) | 2R L £7°,

é 8 = tenant name _

user name

c 3

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

ATY T3 [BX 2T ax7 # (Secure Connectors) ] 7 —7 /L C, HIFRd 2% SDC #EIRLE4, ZH T,
TN 2T il > T A T T,

ATV T8 [T vaeXs 0T, HERZ227Y v7 LET, ROBEERERINET,
25 <sdc_name> ZHIBR L &L 9 & L TWEJ, Secure Device Connector (SDC) D HIBRIXIT
WCREERA, SDCEHIFRT D &, T3 R %8 AR F 72 1S AElR 3 2 A1,
B LU SDC ZERk L CHEAET 2 6 E R H Y £

IR AYEGE G I DT ASA ZANH 5720, SDC #HIET 5121, 2 b DF /31 A5 ik
L. BILWSDC 2% E LI /A VIEREFHEANTILENHY £97,

DB AFEND HHEAE. [FroEA] 22U v LT, CDO HAR— MMZBRIW
BhEL I,

cFATT DITIE, FTOTHFA MRy 7 AT <sdc_ name> % AJJ LT, [OK] %27 Vv L&
R

ATY TS FHATTHHEEIT, BERXA v E—VICE#HEINTWVWD SDC DARIZHERLA Tl Ry 7 R\
ASTLET,
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B 5% s0ch 50 s0c~m AsA DEH

ATw 76 [OK]%E27 U7 LT, SDC OHIRZHEE LET,

& % SDC H 5 5l SDC ~ D ASA DFZE)

CDO TlE, H—» CDO 77 K TH# D SDC T %, ROFINEAHEH L T, S5
ASA %, &5 SDC 5 H1D SDC IZBHEI T& £97,

FIE

ATY TN FEF =2 g 3—T, [T AL P —E R (Devices & Services) %7 U v 7 LT,

ATV T2 [T34 A (Device) | #7% 27Uy 7 LThbH, [ASA| ¥ 7% 270 7 LET,

AT 73 HDSDCIZBEIT S 1 DLL LD ASA Z3EIRL £,

AT T8 [THAART 73], T, [BEEHROEH (Update Credentials) 1 %227V v 7 LET,

AT w75 [Secure Device Connector] R %27 U w7 L, T/3 AOBENIE SDC ##INL 7,

ATYT6 CDONT A A0 A T LD T 2ERED2—F—H L AT—RRE AL,
[B# (Update) |27 U7 LET, BEINTWRWVRD | FHEOL—Y -4 L X2 T —

RiZ, ASADEAHEICHH L7ze 7 A4 EFREF LT, INHOEEET A AZERT
HEITH Y £/ AL

GE) TRTOASAPREUr A AF@REFEHL TWDA5E. 85D ASA =, 55 SDC
MHBID SDCIZ—ETREICX 9, HED ASA D 7 A ANERNELRD5E. &
ASA 3 % SDC 22580 SDC IZ 1T OBEITHAMNENH Y 9,

Firepower D#Z#t O 7 1 U IFERDOEH

Meraki % > 3 = AR — KB H LW APL F— %24 T 555 1X, CDO THifiin 7 A U 1EH %z %
T o0ENHY 5, HrLund—24T HaRH _ou\ﬂi‘ Meraki API & — D4k & Buis

EZRL TSV, CDO T, 731 AHEOEin 74 NEREEHTH L3 TxE

T, BEIZET T, Meraki # v ¥ 2R — RTAPIF—42 FETEHF CTCEEJ, v s A 1HH
L CRIE A2 T 521X, CDOUI CTAPI % —42FETHEFTHIXLENRH D £,

)

GE)  CDONT A ADFRIINCKL LIZ5E. CDO DG AT — % A [#sh7ea 74 1 (Invalid
Credentials) | &R REINDHZ E0H @ iﬁ” ZOEIE, APIF—Z L L 9 & Lz mraetk
W 9, IR 72 Meraki MX @O API F—8E LW 2 & 2R L7,

WO FNEZM LT, Meraki MX /34 2D 7 A AEREFH L ET,
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FIE

ATFY TN FEF =2 g =T, [T AL P —E R (Devices & Services) %7 U v 7 L7,

ARTYT2 [THAR X T %7V 7 LThb, [Merakil| ¥ 7 %27 U v 7 LET,

RT9 T3 Hfin /A U NEREEHT D Meraki MX &38R L E 7,

RTYT8 [THRART 72 a XA 2T, [B7 A4 AFHROEH (Update Credentials) 1 %7 U v 7 L%
D

ATV TS CDOMNT NRAAZa T A T HTDIERTHAPIF—%2 AL, [EH (Update) 127 U >
7 LET, ZOAPIF—E. ZTHEINTWARNIRY . Meraki MX O A 26 L7-0 & [
CLuelAUHERTT, TNOOEEEZT A AZEETAILNEETH Y A,
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FIE

AT T [2—W— (User) | A==a—MmnbH, [EF=2T 227 % (Secure Connectors) ] Z iR L F 7,
ATy T2 ZHiTELEET D SDC BN £7,

ATy T3 FlA T, SDC DAFIOMIZHOMMET A2 & 22 ) v 7 LET,

ATv T4 SDC DAHIEZETELET,

ZOHF LWAFNL, [T /3 A &P —E R]XA1 D Secure Device Connector 7 « /L% 72 &', CDO
A Z—=T = AND SDCAHNFRESNDGINIFIRENET,
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72V, SDC 1L AWS ~O#Efi T L CHTZ22E TEEHAN, ZOFIAICL Y, SDC
OFFBFG S, AR OMBEIZ L 5T —BiFk S E T,

FIE

ATy 1 SDCITHefE LEF, SSH Zflifl L TRt 3 52>, VMware Hypervisor O = Y — /L B 2 — % {fi
HTE £,

ATFw T2 cdox—¥—+LLTSDCilcua s A LET,
ATvF3 SDC 2—HW—(2W) 9 ¥z T, SDC Docker 2> 7 F & HH L £,
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[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

ATv T4 SDCY—NF¥y  &T v 77 L —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

AT SDC% 7 v 77 L —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$

BE—mCDO T+ ~THH®DSDC ZEAT S

T MZEED SDC BT L, XT3 —~<  ABIET IR LR, L& DT
NARBEHTEXET, | OOSDCHREFHTEX DT 31 20T, TNEDT /A A2k
NTWAHEEEL  BRT7T7ANDY A R L > THRAEY F9,

TF MIA VA =L TE S SDC OEUZHIRIZH Y £ A, %5 SDCIE1D2DFRy FU—7
B A NEEHTEET, INHDOSDCIE, TNHDORy NU—27 87 A FHNOT /A
A% [A—® CDO 7> MI#HE LET, #HEDSDC BN eWiGE, RlfShi-xy NV —27 &
TA NNDOT A R, B2 CDO TF > F TEHT ILENRH Y £9°,

2 &K H LD SDC % B4 % FIEIL, 41D SDC % ER+ 2 FIEL [ L Td, CDO D VM A
A — % L 7= Secure Device Connector D EERAA>, H H D VM | T? Secure Device Connector
DREAZENTEET, T2 FOEYID SDCIZiE, T hOLETEFES 1| AIAEN
TWET, BIDOK SDC 121X, EFICHE ZH T T b ET,

Fl— SDC ZfEA L= CDO [T DI N TDTNA RZRDITS

[l L SDC Zf#ifl L C CDO 28T DT _XTCOT /A ZAZHBT BI2i1%. ROFNEIZHENE
7,

FIE

ATV Tl FEF—=va =T, [ &7V 7 LET,

ARTYT2 [THRAR X TR w7 LTT A A RDOTET,

RT3 WYIRTNAAXATOE TRV w7 LET,

ATV T 74 NEZNEILENT TIHRESNTWAEHE/RITE, A X M) T =70 EESICHH[7 Y
TIRZ %7 U7 LT, CDOTEEHLTWVWDETRTOT AL ALY —EREFRRLET,

z%vﬁs74w&ﬁ&y7'%7Uyﬁbﬁ[74wm%:;—%%%bi¢o74»&(m&—
V)
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ATYT6 7 4 /VHD [Secure Device Connector] 7 3 > T, %H72 SDC DA4RIZAIZLET, 4~
Ry M) T —=TIE, T4 H TAH A L2 SDC 2 H L CCDO I L T\ DT /31 A
DHBPRRSIET,

AT9 Tl (FTvarv) MREILIKVIALIZIE, 7ANVFZA=a—TBINO7 4 VX EF N LE
D

AT9FT8 (FFvarv) BTLEL, AN T—=TINDOEHRCHH[Z IV TIRE %70 w7 L
T, CDO TEHEHLTVWDLITRTOT N, AL —ERAEFRRLET,
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* amgplib *
amgqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremobius.net>

This package, ""amqgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov
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Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* Ip *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR APARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the "'Software'), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INAN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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* json-stable-stringify *
This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the "*Software'), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT,NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:
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Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the™Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CC0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS I1S" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:
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The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD License (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.
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"License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

"Licensor™ shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

""Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control™ means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or ""Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source™ form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work™ shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

""Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted'* means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

""Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
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patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a ""NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&
Secure Device Connector F — 7>V —XA B LU —FN—TFT 1S4V REH .

for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

*rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* yuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
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ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE
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BEEZERT DHHNET N ADORE MR T HHLERNH Y 7,

TNA ZADEEO HEARZ AT DI21E, ROFIEICHENET,

FIE

ATY T a—P—RX=a—n5, [(XE (Settings) | ZiBIR L £,
ATv T2 [&f%%E (General Settings) %27V v 7 LET,
ATV T3 [THAA AOEREZHIHEKRTLHA 7L a L OFMEIO FICHDHATA X &7 ) v 7 LET,

T 74 FDOFEER LR
ZORIE T, CDO NEAMENFT NSA ADEF 2R —Y 7T HHENRRED £, ZOER
. Z2OTF U FTEHENITRTOTF AL ZTHEL, WOTHLEERTX X T,

\}

GE) ZOoOBUT, | 2EFEEROT AN AEBIR LI, [T AL P —ER] =T BF]H
TXD AR AT v a 2N LTA—N"—F 14 RTEET,

IOF T arEREL, BARHEOH LR ZRIRT 512X, RO FIRIZENET,

FIE

ATY T a—P—RX=a—n5, [(XE (Settings) | 23BN L £,

AT T2 [&%F%E (General Settings) | %7V v 7 LE7,

AT T3 [T 74/ bOBEAKEREE (Default Conflict Detection Interval) ] Ku v 7 X 7 A =a—%
7V w7 L, FEIOEZZER L ET,

BERFAZRA 71— T5F T avEFHTS

HEREA AV a—NT54 7 a 2G0T sE, BHEDLWHERORRRDORERRZ A7
Va— L TEFET, AT HE, —FERD FLITRVIRLOBEBEME A a—LTEFE
T, HEIRBHEZ A Y 2— 9252, THEEHOAZFa—)] 22 LTEE0,
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7 /3A A D Defense Orchestrator T/THOITZZEHIL, 734 A AR S8 IR TP OEFER B 555
By T AZABINCRE SN Z LIZEB L TLES Y, T3 A0 [BEEHH (Conflict
Detected) ] E 72X [FERA] 22 &, [[FH (Synced) [IREETRWGA. ATV a— L Sz &R
IEETENFETA, [Va T —VIE, AT P a— L ENTEEANKI LA v A X AR
—ERRINET,

[BEEERA AV a— VT4 7 a2/ T R 4712758, Arva—nEnk
TRTORBMBHIBRSNET,

|

EE DefenseOrchestrator UL 2 L T, A7 Y a— L INTZEEZT A R L TEBIERT 5

ATy T
ATvT2
ATvT3

ATy I
ATy T2
ATvT3

BE. BLWEICL > THEFORAN EEXENET, APIZHHAL CT A, ADAF Y 2 —
N ENTRBEEZEBIERT 25801, FTLWERZ A Y2 —/L 3 5012, BEFOREE %2 4k

TOBENRD Y £7,

HENEAZ A Y a— T 557 g LV EANIT 51213, OFNEIZENET,

FIE

Z—HF—RA =2 =00, [HE (Settings) | Z#INL FET,
[&f7%E (General Settings) 1227V v 27 LET,
(HBEHEAT Y 2a— VT 5472 a b BHNNCT D) DTORIA X ET w7 LET,

Web #Tic LD, X—T Dt v MUK SEA OREMEHE®RN A it g4, 1§
WIZIE, BRLEAA—Y, RXR=UTELCLERH, 7700~ Yg #fEAR—Tg 0
TNAADKRA NI ENEENT T, ZOEHRIZ. AT BFEREOMALIRIL & — o % il
L. ®AzdET20HEINES, TXTOMARRT —ZIXEALAT, By T 407 T —
HITEEEINEEA,

Web 73HT1ET 7 /L R CHEZ /> TWET, Web OHraBEhc L7zh, ZO®%ICEITT
H11%, WOFIAEFATLET,

FIE
a—P—RX=a—nb, [KE (Settings) | N L 7,

[Ef%FE (General Settings) =27 V7 LET,
[Web 73#T (Web Analytics) | D FIZHDATA X ET Vw7 LET,
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TF2hID

”
i)
K
it

s+t [

T FIDICE>TT T MM ENE T, ZDOfFEHRIL. Cisco Technical Assistance Center
(TAC) IZHKET HMEND D & IR IIBET,

T b, TFURBEMILET, Ty FAITHEBA TRV LICEE L TLEE
VY, ZOIEEIL, Cisco Technical Assistance Center (TAC) OERET HMENDH D & X (12D
F9,

T MCEEMT ONTZT A A TEEDT 72 a UINRETH-NT, CDOOLETF A —
VRN A Z T D L ) ICBEETE 9, FROOmELT v MIEEMN T ST ToT
NAZTHEASNESTH, TRTOT A, RZA TR RER T N TOF T > a v ¥R —
FLTWBbDITTIEHY FHA, £/, UTICU R FETWAD CDO #ENIINZ HVIZZEH
X, U7 A A CTHEIMICES S, BEZMLEL LW LIZER LTI,

CDODODFEAA—/VIBFNZIX, T2 a DX AT EEBEZT LT A APNRENET,
TNA ZDBUEDIRREL T 7 2 a  ORNEDFEMIZHOWTIE, CDOICr 7 A L, BEx
FLT AL ADEL R T i D L2 BRIO LET,

A—P—Ama =&, [REEZ27 Vv 7 LT, [RE] =TT 7EBALET,

CDO Tenant

0~ user@example.com

& Settings @

= Secure Device Connectors

& Switch Account
= Sign Out

FINART—420—DT7 57— FDZEE

)

GE)  ZhoOREZEET L, FEITEMZREKT 212F, ®2y FI—VEBEL—F—n—L

DYUEECT, FEC O VW TIE, T=2—VFo&E)] 22 LTI,

WHBLERTRTOTNRA AT = 70— TV F a0 THERLTIEEN, ROWTH
MDT 7 a s NloNWTC, [T/83 AU —27 71— (Device Workflow) % FEI TR L £,

[Ty 77 L —F (Upgrades) 1: ZDOT7 73 a i, ASABLOFTID T /A AIZDHE M
SNFET,

[Ny 27T w7 (Backups) |: DT 7 a UL FTD T3 AZOBEA S ET,

B (Deployments) ]: Z D7 7 v/ a 2%, SSH £721X10S 731 ZADHHA V AX
ATEENEE A,

Cisco Defense Orchestrator D E A& .


managing-ssh-with-cisco-defense-orchestrator_chapter4.pdf#nameddest=unique_11

B aaxe

Cisco Defense Orchestrator DA |

TFTINARAR DT S5— FDEE
A\

GE)

INOORELEEET LH), FEICTEMEZRET DI, 2y FI)—9EBEL—V—1n—/L
BDHETT, Y WTE, T2—F&KE)] 2R LT3,

HMPLERTRTOTNA A V=7 7u— v F IV FELTHRALTIIESV, ROWTR
MDT 72 a N ONWT, [T3 AL X2 | (Device Events) ] % FE) CTHER L ET,
A7 T4 7% (Wentoffline) ]1: ZDT 7 a ik

. Ty MCBEEF T BTV D
TRTOFAAL RZHAINET,

s [Ar T4 IZRED (Back online) ] :

S ZOT 7 a v, Ty MCBEEMIT O TWS
TRTOT AL AZ@HASNET,

AR (Conflictdetected) 1: 2T 7 ra i, T v MIBEHEMT LA THE TR
TOT A ACHEHA SN ET,

HBITRIS41

(77— baZET 50

2%k (Subscribe to receive alerts) ] b 7/1/’5_’75)% LT, 7FHUb
07 A AT DB A= VRGBT A MOBMLET, A—

— U RN EBA—)L
ZHIBRT DI, P VOBIR AR L T/ L—FoRICLET
BEODL—YF—ua—/Lid, ZOJRE—23

SOV TAIN T a T Iy a DT 7 AN
BEéﬂT"‘ED ZLICERELTLEEY, Ry D)=V EBE L —F—n— L2 Fffoa—H—

EFAAT ) ZBEMEFEBRTEET, AN = —FIRED
A — Ve e g e — T — D U 2 MBI 5121E, .75:? Uy 27 LTEFA—INVE
FEITANLET,

A

==
=

D

2—YP—%FEFTEMT 25E81F, ELWETA—LT RLAEZ AN LTLZEVY, CDOE,
TF 2 MZBEEMAT BN TWABEMD 22— —DBE S A—NLT RLAZF v 7 LEREA,

CDO BRI DR

G
BT A 3 &

Vw7 LT, T NCRELERBOT 77— 2R LET, CDO
Ul O@%nix, 30 B IZ@m Y X b HHIBRS IV E T,
Y

GE)

[7 7 — FOEERH (Send Alerts When) &7 >3 & TOERIL, CDO Ul IR L5 @A
DA T ELET,

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&
cooaams—exgmanant [

H—ER#TE

A=V T TV CERBYV =T 7y 72BN L, 77U Xy ami— RTHEHEECDO &
HMEZELET, CDOTZDA T v a rEAMNIT DT, BRLET T TEREYV =T 7y
JxFETHFAAL, V=777 URL ZHGT H20E R H Y £9, FEMIC OV TIE, TCDO
HHHY—EAHEOEIME) 2R TIZE N,

CDO BB —EX#HEaDEMEL

P—EAREEANCLC, HESNTZA v =V I T T r—va vrEidh—e 2%
LTCCDO EHEZIRE LET, BAEZZETHIL, Ave—Vr 7 77— arnn
Webhook URL 4% L, CDO @ [i#%15%E (Notification Settings) ]-~<— 3" T% ¢ Webhook %
CDO ([ZHRET 2 M EHNH Y £97,

CDO %, —EZ#E L LT Cisco Webex & Slack %A T 4 72 HR—FLTWET, Zh
SOV —ERIEFEIND A vE—VF, FrrlHER Yy NHIZERIZC 7 +—~ v ST
TWET,

\)

GE)  [@ZE%E (Notification Settings) ] -X— Y C&R L7-i@EIE, A v —V 7 77V r—v 3
NTEERE I NS A RV T,

Webex F—LDFEEIZT IV

1R HHEIIZ

CDOEAIZ, FRE SNV =7 AR—RIZFREIND HER Y FELTTITAX—F Ay
T —VICERENFE T, Webex Teams 737 = 7 7 v 7 ZQLF$ 2 LD FEMICOUWL T,
['Webex for Developers] #ZM LT 72 &0,

WOFNEZHEH LT, Webex Teams DEET =7 7 v 7 &2 LET,

FIE

XTFYvF1  Webex Teams 7 7V 7 —3 3 U EBRE £,

AT9 T2 U4V RUDOETHEIZ®L [TV (Apps) | TA 2 %27 Vw7 LEd, ZOT 73 il
X0, HLETZ T DH L ¥ 7T Cisco Webex App Hub 23 & £ 97,

ATV T3 BMBA—ZHEHLT, [BEV=77>7 (Incoming Webhooks) ] Z# L 7,

RTFY T4 [BEHEZENLET, cOT7 7 a it kY. OAuth ARME N, 77U r—a U RHi L
WHTIZFRESND L DI £,

ATvF5  [#FA (Accept) | ZBIRL 4, ¥ 7 BRHBNCT 7V r—a VOREX—VICV LA LY
FENET,

ATvT6 WERELET,
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B seckmoiEyzI7v2

ATy T17

ATvT8
ATvT9
2Tv710
ATvIN
ATvT12
ATvT13
ATy 714

ATy 715
ATy 716
ATv I

«[Vx=T7 7 v 74 (Webhookname) |: ZD7 7 U r—va ik THRtEND A vE—
CET DI DARIERE LT,

o [ARX—Z DR (Selectaspace) |: Ry FH 7 A=a—% i L T[A~X—Z (Space) ]
ZBINL E9, A~—ZX Webex Teams (ZREIZAFTE L TWADMLERH D 9, AX—ZAN
EAE LW A 1L, Webex Teams THT LWANR—ZAZERCTE E4, 7FUr— 30D
HEN—VERFTHEHLNAR—ARFRINET,

DENN (Add) ] AR L £9, IR L7 Webex AX— &2, 77U r—arNBianie
WD RHINIEE S VE T,

V7 7y 7 URLEZabE—LET,

CDOZmr 7 A LET,

HEBOZ—Y -2 =2 —%BA&, [(XE (Settings) | #ER L £,

FE O AL E  (Notifications Settings) ] % 7 & 1#IR L £ 7,

[Y— & Ai@%0 (Service Notifications) | £ TAZ r—/L LET,
HaDOTTARL L H7 ) w7 LET,

ARiEATILET, ZO4ARNE, RESNTT—ERAHAELE LTCDOICERENET, &E
SN —ERITHEE S ND A XY MITER RSN ERE A,

Fay 77Xy Ama—%ERL, —EAZX A4 7L LT Webex BN L E7,
TF—EANBAER LY =77 v 7 URL 2850 5 £,

[OK] %7V v LET,

Slack HDEEV T T 797

ATy T
ATv T2
ATvT3

ATvT4

CDO AL, HBESNTETF ¥ RVICRRINDLEN, BEIAR Y hELTTIARX— A vE—
VICERINET, SlackiZ L DEE Y =77 v 7 OWBRHIEDOFEIC OV TIX,  Slack Apps)
EZBLTLL I,

ROFNEZEN LT, Slack DEREY =77 v 7 2 LET,

FIE

Slack 7 7 7> Mzu 74 LET,

FERONRFLT, —FFETAZ7a— L LT [77YDEM (Add Apps) | ZiER L E7,
[EEYV =77 v 7 (Incoming Webhooks) | D7 7V r—var T4 7 M) EREL, 77
Va&RSTET, BN (Add) ] ZERLET,

Slack UV — 27 ZAX—ZADEHE TIIRWEE, MEAOEHEIC) 72 A MEREL, 77 UN
HOT7T ATy MUBMENDDEFMFOVLERH Y £3, [REDY 7= A (Request
Configuration) |ZERLET, A7 ar0AyE—YE2ANL, [UZ7 A FDE[F (Submit
Request) | Z 3R L £,
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ATvTh

ATvT6

ATy T17

ATvT8
ATvT9
ATy 710
ATv 7N
ATy 712
ATy 713

ATy 714
ATy 715
2Tv 716

hzasgmeRoEEyI7vs ]

U= AR=ATHERB Y =T 7 v 7T TVPAMTI>7- 5, Slack DRRES—T 2 HHT L,
(LW =77y 7% —7 A= ZEM (Add New Webhook to Workspace) ] % %R L %
7

Rey X A=a—%FH LT, CDO @A Z &K T 5 Slack ¥ R /LA BN L, KR
(Authorize) | ZHIRLE T, V7 Z XA RPENCRDDEFF> TVDLMIZZON—=U b
LG EIE, SlackiZn 7 A4 LT, EEBICHLIYV—7 AR—ALZBRLET, Fry
THEG A Za =G [T—T ARX—ADI AHF <A X (Customize Workspace) | Z iR L,
[7 7V OFE (Configure Apps) |2 #INLET, [EE (Manage) 1>[H X2 L#iE (Custom
Integrations) JIZBENL 9, [BE 7 =777 (Incoming Webhooks) | %R L TT7 7 U D
TUT AT N=URRE, AT [RE|ZBRLET, ZOT 7Y BREMNIRS>TND
U= AR=ARADT R TO2—F =R —TFRRIhET, 2= =137 V07 FOREDFE
REMEDHTEET, V=7 AXN—2AL LRI TRELHTE L, RICHERET,

Slack DR ENL—V b, TV DORESX—JICVFA L7 bENET, V=77 v 7 URL%
Ao Tavr—LEd,

CDOIZrZ A LET,

£ EOa—PF—A=2—%ZF &, [RE (Settings) ] ZERLET,

o [BHERE (Notifications Settings) | % 7 28R L 97,

[th— B Ri#%1 (Service Notifications) ] £ TAZ m—/L LET,
HODTTARLE %7 Vv LET,

ARiE AT LET, ZO4RNE, BESNT—EAREGE LTCDOIZERENET, &E
SINTH—ERITEZESND A XY MIEERRINER A,
Fay7HorA=ma—%REEHL, —ERXZ A7 & LT [Slack] Z#IN L FET,
F—ERANSLER LY =77 v 7 URL 2050 (i E9,

[OK]Z2 U v 7 LET,

NRELHERDBEEITT IV

&

ATvT2

1R BRI

COD |Z, BAXLHEERAvE—V % 74—~y bLERA, DAX LY —EREIET
TV r—va v OREERIR LSS, CDOIXISON A vt —U B ELET,

FRU2T 7y 7B/ LY =7 7 v 7 URL ZAKT D HEICHO VWL, —EAD~
ZaTNVEBRLTLEE Y, Y277y 7 URLZFE L0, UTFOFIEEFEHL Y =
Ty AN LET,

FIE

BIR LT AZ LY —ECRAEEIT TV r—varmnb 277y 27 URLZ4K L CTae—
L/iﬁ‘o
CDOcr A4 LET,
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B osvons

ATYvT3 LHEEOa—V—RA=a—%E, EE] ZEIRLET,
ATy 74 ERo[EMETE (Notifications Settings) | % 7 2R L 9,
ATFwFE  [Y—E Ri@H (Service Notifications) ] £ TAZ u—/L LET,
ATYvT6 HBOOTITIARZ L E7 Vv I LET,

ATy Tl LHiEANLET, ZOL4FNL, RESNEZV—ERHEA L L TCDO ICERENET, RE
INZV—EBRITEEEIND A X MATRREINET A

RFYT8  FrurHurAma—%REL, [F—ERAZA7 (Service Type) ] & LT [HAZ A
(Custom) ] Zi®#IR L,

AFvT9 = 2ANSAER LY =77 v URL ZAE0 fHT$£9,
ATy 10 [0OK] %227V w7 LET,

AX> T DETE

HAHOA X baX o Z7ofRE, HIRRY Yy hENSZETORY BEEFERLET, R”F
EIN=a X7, CiscoCloud BZE LI EME SN A Ry b —4 &£ T2 LIZEELTL
72 &0,

[ HERE D7~ (View Historical Usage) %27 UV » 27 LT, &% 12 » Hlc 77 N T
ST RTorX o rERRLET,

BIMOA ML —=V%2 Y VAT BEOICHEATER) 7 8H0D F97,

SAML > > 4 )LY A A > & Cisco Defense Orchestrator DS

Cisco Defense Orchestrator (CDO) (%, Cisco Secure Sign-On % SAML > 7 )V %A A2 T A
TUT AT 4 T A= LT L, Z2EEZGE (MFA) 12 Duo Security 2 L £7,
ZHE, CDO THERE SN DRFESIETT,

7277 L. BARPIE O SAML > > 7V A v F v 1dP VU =2 —3 3 & CDO 24 Lz
A, IdP A SAML20 B L ONID 7 ua A X =N+ A5V —27 7ua—%P R —r L THBR
D, ZNHAHETT,

MEDSAML YV 2—Y 3 U EHE&T 558 1%. Cisco Defense Orchestrator H78— ~ 2 IRV
BhELEEN,

APl k—2

BA%#E 1L, CDOREST API FEONH L &24TH & &1(Z amAmb JUoERBERLET, O L
R S AHI2iE, APl h—72 > % REST APl iBGE~ v X —|ZHHATHLERH Y £9°, API
b= 0%, ARHIRO2W TEHINZR) 778 A M—27 2 TTR, BHLEZY, BROELE
D CTEET,

CDO N6 APl h—727 U AARTEET, ARSI h—7 Uk, ERERZIC, [KRE
(General Settings) | ~X— VMW TW A OAFREIET, CDO T%’J@A“V%Fﬁb‘fﬁ’
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apl b—y oo L—o |

O [ E (General Settings) | N—VIZRD &, b—27 URRITSINTZZ LT LNTT
B, =T iEFERRENRL R ET,

il %2 Dx—WF—iF, FFEOTF > ML THMED h—7 v E2ERTE T, HDH2—P—N
BO——1Zfb> T h—27 U ZEKRTAZLITTEERTA, b= 03I THhUu o NeTF
VERORTIZEATHY, oa—Y =TI FOMAEDLEIZIIMEATE T AL

APl =D &V L— AL

APl b —2 X JSON Web F—2 > (JWT) T9, JWT h—727 VIEROFEMIC OV TIL,
Mntroduction to JSON Web Tokens] ZZM L T 72 & Wy,

CDO API h—7 %, RO—HD 7 L—AE4ft L ET,
eid : = —HF—/7 /A R uid
e parentld : 77> I uid
sver : AF—DON—Ta v (FWIHIN— 3 030, i : cdo_jwt_sig_pub_key.0)
« subscriptions : SSE &7 27 U 7' 3 v (L)
s client_id : [api-client]

sjti: h—2rid

f—o UDEE
API R —% VDR

FIE

ATY T 2=V —RX=a—n5, [XE (Settings) | ZiBINL £,

RATY T2 [vA4 b—2> (MyTokens) ] C, [API h—2 D4Rk (Generate API Token) | %7 U v 7 L
£75

ATV T3 BT — X 2T DO DOREDORANT T I T 4 RS T, b—7 BRI
FLET,

APl k—9 U DRER
APl b — 7 VCHEDHIRIZH Y TN, 22—V =L, F—7 UL LEEES. BEESNE
WA, FRItEDEX 2T A HA RIA NTHER ST BEE. AP F—72 > O EH 28R
T&EFET,
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B v oomyEL

FIE

ATFY T a—P—RX=o—nb, [[%E (Settings) | ZiBIRL £,

AT T2 [vA b—2 > (MyTokens) ] T, [# (Renew) %27 YV v 27 L7, Defense Orchestrator |Z
KoTH LW =T U BERESNET,

ATV T3 WET — XM T 572DDOREDORANT T 7T 4 RS T, FL h—7 v e Ralel;
FTCPRAF L ET,

APl F—J VDEYEL

FIE

ATY T a—P—RX=a—n5, [(XE (Settings) | ZiBIRL £,
ATY T2 [¥vA b= (MyTokens) ] T, [ELV{HL (Revoke) 1% 7 VU v 27 L¥7, DefenseOrchestrator
WZED b—=7 UBROEINET,

TATOTA4T4 TOINAE—TFHh> k& DefenseOrchestrator 1 —
H—La— K&DEZ

Cisco Defense Orchestrator (CDO) (22 74 >3 521X, SAML 2.0 LD ID 71 /XA X' —
(IdP) . ZEHERI T A X — BLOCDOD2—H—L a— REEFOTH T FALE
T, P T H Uy MIFa—F—0or 74 ANEFRNAEGENTEY, IdPIZZD0 R 7 A 1EH
SN Ca2—P—2BFELE T, ZERRIAETIE, TATrT 47 4 X2 VT 4 O
LAY EINET, CDO 2 —H—L a— RFZix, Eilax—W—4, 22—V =3Bl
Jehs CDO Ty b, = —oun—ARBNEgENET, 2—HF—nrnrs A 95L&, CDO
X 1dP = —H#— 1D % CDO 7+ hOEfFfa—HF—L a—RNI~vy 7 LET, CDO
N—ETHLa— RERFEEAIC, 4T 52—V —3ZDT 2 h~DOu s A &7
EhET,

BEOBEIMEDO Y I NV A U FA 2 ID T L =N RY | ID 7 a3 ZF—%
Cisco Secure Sign-on CJ°, Cisco Secure Sign-On (X, ZEHEFEFEIZ Duo 2 L E7, BEIL.
VABEIZ s UCSAML v > 7 /v A >4 & Cisco Defense Orchestrator D5 T& £97,

R4 NT7—49 70—

2T AP T AU R, CDO 2—W—lcn /A T 5Dl CDO 22— —L a— ¢
EOLITRLVED T2 HOWTHHEIZHA L £,
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FIE

ATy T 2—PF %, FIAED 7= HIZ Cisco Secure Sign-On  (https://sign-on.security.cisco.com) 72 £ ¢ SAML
20MEMDT AT T 4T 4 TrNAH— (IdP) IZrn A LT, CDO~DT 7 & A% R
LET,

ATv T2 WdPIE, 2=V —=REYTHLE VI SAML T Hh— 3 VAFITL, A—Z /i, 2—F—
MY 7 BATEHT 7Y r—3 3 (https:/defenseorchestrator.com <2
https://defenseorchestrator.eu, https://www.apj.cdo.cisco.com/ KT ¥ A V72 &) BNERINET,

ATv7T3 CDOESAML 7 —a v &fGEL, 22— —A &L T, ZOa—F =Lk 57
FrroORpPba—F—La—REROTF LI ELET,

¢« 2—H—7NCDO LD 1ODFTF v Mia—HF—L a— FE2EoTWAE4E., CDOIXZFD
=P =TTV DT 7B AZFHFT L, 22— —m— I Lo THETTEDHT V3
UNRED 9,

22—V —NEEOT > Maz—F—L a— R&Ffo> TV AHHA, CDOIEERES iz 2 —
P—iZ, BIRTEDZTF U MOV A NERRLET, 22—V =BT F 2 FERINT B L.
TF U RANDT IV EARFRISNET, TOREOT U FTO—F—m—/LilLo
T, FITTEALAT 7y arBikEn £9°,

AN — Y —LTFF U Da—YF—La—FRLDv v EL 7 A CDO IZRWEE.
CDOET v T 4 v I R—=VHFRLT, =P —|ZCDO Ot AZ MR L=0 , MR H
WaEY 72 AN L7203 HE 2RI L £,

CDO Ca—H#F—La— RFREEKRLTH AP IZT I 7 v MIEREN T, AP TT v M &
BLTH CDO I —H—L a— RIEREINEHA,

FRRIC, POT A7 FEHIBRLTH, CDOMSL2—Y—L a— REZHIRLZZ &I2iERD
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ATy T4 T—TNDEEIZSH D [Active Directory 7 /L—7] Z3#&IR L £,
ATV TS WETDHAD I NV—TEFREL, [E] 7T A 2 Z2BIRLET,
ATV T6 ROMEEELLET,

[(IN—T4] ~BOARIEATILET, CDOIL, 2D 7 4 —/b N TR CF 2 AR — K
LTWEHA,

-[7‘/1/—7°ID] AD oD 7 N—7ID ZFEHTANLET, 4L, ADT 7Y r— =3
IZBWT (7227 MIDJ) LW B THEINAHERH Y £,

« [ADFATHE] : AD 25D AD BITHEDfEE FEITAI L ET,

(=] ZOAD I —FICHFENDLTATOZ—F =D — LR REY 7,
SVTE, Ta—¥—m—l] ZZRLTITZEN,

F5i

=111
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21— — &I Active Directory &' )L— 7 DB .

s [EFL] : 2D AD Z N — AT SN AERLZBEIM L 7,

1 —+H—& I Active Directory /' JL— T D BIlf&

ATy
ATv T2
ATv73
ATy T4
ATvT5
ATv 76
ATvT1

FIE

cDo e A v LET,
Z—P—RA=a—nb, [HE (Settings) | Zi®INL E7,
[—H%—% P (User Management) | %7 U v 7 LET,

T —7 VD Ll b [Active Directory 7 /L— 7] ZIEIR L £ 77,
HIER9 % AD 7V — 7 ZHE L £,

[HIB® (Delete) 17 A 2 2RI L ET,

[OK] %27 Vw27 LT, AD ZV—7%HIET5 2 &L 2R LET,

iR CD0 1 —H — D 1ERK

WD 2ODH AL, HFH LW CDO 2—F —ZERT 572 DI T, IEFICETTHME
TH 0D FHA,

o FHl = — —[\1F Cisco Secure Sign-On 7 5 7 >k DAEfL
« CDO - —H#—4 TP CDO = —H— L a— FDOEL

INHBDHAITNRFETTHE, 2—F—I% Fikl=—H —23 Cisco Secure Sign-On ¥ v 3 = R —
RF7225 CDO P Z &R TEET,

## 1 — —[[ (4 Cisco Secure Sign-On 7 A1 > b DERL

Cisco Secure Sign-on 7 1 7 > b OAERKIEL, LW —HF—RNHSTNOTHIT) ZENTEE
T, VU THONDT T FOARTIZEREL T LETH Y FEA,

CDO~DBT A IZDUNT

Cisco Defense Orchestrator (CDO) %, Cisco Secure Sign-On 27 A 727 4 7 4 T HR/NA X —
ELTHEML, ZEHERFE (MFA) I Duo 2L £ 7, CDOIZAT A vF BICE, T
Cisco Secure Sign-On T7hH > ML, Duo Z2FEHALTMFA 2R ETHIHENHY F
?O
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CDO 121X MFA N METYT, MFA X, 22—V —T AT 0T 4T 4 2R#ETH-ODEFR 2V
T4 &L LET, MFAO—FTHD “EREFBEIETIE, CDOWCu A v FT52—F—DID
ERERTHEOIC, 2003 F—X Y P ERFEENLETT, BYOBERIT2—F—4 L
INRAT— KT, 2BHOEBIIA LT~ RTCERENB T Z A LA T — K (OTP) T,

EE 2019F10A14B&KYRINZCDOTF Y FRFEELTL=FEIE. ZOEHDRDHYIZ [Cisco

Secure Sign-On ID 7' /34 ' —~DIT (32 "—Y) | Zu A U FIHE L THEML T Z
S0,

DUOtEFalyT14DA 2R —IL, DuoSecurity 7 7' U 77— a > & EIRIC
AVAP=NTDZEEZBEID LET, Duo DA A F—LZOWT ZERNH 25613,
[Duo Guide to Two Factor Authentication : Enrollment Guide] Z#Z ML T &\,

L ORI, TEAANT AL ZAEFEHA LTI ZA LNAT— REARFELET, OTP (ZHH
R—=ZATHBD, TAADIZ Oy IR TAEZALERHALTNDZ EREETT, T2
A 2D a7 PEHBIZ, ERIETTFECTELWWFIICRESNTWAZ ¢ MR LET,

#1117 Cisco Secure Sign-On 7 H 7 > FDIERL & Duo ZERZBIADRTE

BHIOH A v F T —r 7a— T4 BEEO 7Tt AT, 4 BETRTEEZTTALERDHY
ji—g—o

FIE

AT w71 #HLL Cisco Secure Sign-On 7 ho > YA V7 v TT 3

1. https://sign-on.security.cisco.com {7 7 A LE T,
2. [VAr A (Signln) JEHEOD FENICH D [A > T 7 (Signup) 1%227 VU v LET,
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3. [T vy hOERK (Create Account) XA 707D 7 4 —/L RIZATI L, Bk (Register) ]
7 Vw7 LET,

Cisco Defense Orchestrator D E A& .



Cisco Defense Orchestrator DA |

. #7138 Cisco Secure Sign-On 7 70 > FDERLE Duo EERZDIIDHRTE

4,

w2 DDy hERLET,

e [EA—/L (Email) ]: CDO ~D 1 7 A ANIEKINAEHTLHE A —LT RLAZA
HLET,

o [#8f% (Organization) ]|: ft&EEXTLATEZEBML T,

&5k (Register) (27 U735 L, BEL7ET FLAIZHERA— AR EEFEINET, B
FTA=NVERE, [T T bOHPE (Activate Account) | %27V v 7 LET,

AT 702 Duo €1§FH LT%%%D'UDEE‘E“} F7 70—;-6
SZEENMEEZ Y FT v TEHEEEF, ERNANT AL ARHEATHZL2BHOLET,

1.

ATvT3

1.

[ZEHERFEORRE (Set up multi-factor authentication) ] H[f T, [EHRDFRE (Configure
factor) |27 U v 27 LET,

[ty N7 v 7Ot (Startsetup) 227V w7 L, a7 M- TENRAL LT INA A
BBEIRL T, TOERNRANTNRAAET AT vOXT ) o TR LET,

FEHNZ DWW TIX,  [Duo Guide to Two Factor Authentication : Enrollment Guidel] 28 L C
SV, FAL DT TV =2 a VB TIEA VA =L ERTVDHAIR. 2
DT AT DT I T 4 _X—Yarya— RKREEENET, Duwldl B80T 3 A THEE
DT T hedR—FLET,

74— ROFET, (B A %5179 5 (Continue to Login) %27 U 27 LET,
T HEFAE A L T Cisco Secure Sign-On (22 7 A > LE T,

(EE) BOA—t>T45—4%2ELTGoogle A —t T4 H—2%H/RELEFT,

GoogleA—t 7T 4 r—HR EXT VU TFTHENANTNA ZAZRINL, IR~ (Next) ]
Vw7 LET,

Y N7 v T4 P —RDOT a7 MIE-> T, Google A —v T 4 r—Z &ty hT v
TLET,

AT T4 CiscoSecure Sign-On 7HDO U bDFTHhIU b ANYDA TS a3V EERET S

1.
2.
3.

SMSZHERHLTCT AU ha Uty hT 570D TIROERE T2 BIRL E T,
X2 VT A A AT EERLET,

[vA 77 FOERL (Create My Account) 1 &7 U w27 LE9, Z# T, Cisco Security
Sign-On % v > 2R —RIZCDO 7T 7V r—ra DX A NVNEREINET, thoT 7V
Tt a v AANVBERIRENDGERH Y £,
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By alR—RETEANE RT T LTHE~_EZ-Y, ZT2ERLTEANE T L—F
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CDO0 1—H¥—&Z THCDO 1—H—La— FDERK .

CDO0 L —H—LZ THCD0 L—H—L a— FDERL

ATvT1
ATy T2
ATy T3

ATvT4
ATv7T5

ATvT6
ATy T1

(x> bU— 27 &8 (Super Admin) | HEFR %75 CDO = —H#—DH A CDO L+ —H —L a—
REERTEET, Xy hU—7E#HEIT., FLOCDO A—H—RDERF 27 THRE L
HLOLREILEFA—ILT RLATa—Y—L a— REERTILNENDH Y £,

ROFIEZEFER LT, @Y Rr—Y—o— a2 ffoa—HF—La— REERLET,

FIE

CDOIZr 7 A LET,

A=W =R =2 —T, [RE (Settings) 127 Y v LET,

[—H#—&B (User Management) | %7V v 7 LET,

HNWT T ARE 7V w7 LT, HFrlLna—H—%7F > MaBMLET,

2—HF—DEFA—NLT FLAZFANLET,

G¥) 2=V —DFEFA—/NT NL AL, CiscoSecure Log-On 7 H 7> FDEF A —/LT R
VAR LTV D RERSH Y 77,

Ky 7 X Ama—pba—P—Da2—VORE 2B L F9,
[OK] %27 Vv 27 LET,

#H# 1 —+H—H Cisco Secure Sign-On % v & 1 7R— KA S CDO Zfi <

ATy T

ATy T2

FIE

Cisco Secure Sign-on % v ¥ = /R — R Ciit) 72 [CDO] ¥ A V& 7 U v 7 LET, [CDO] ¥ A V%
7 v 795 & https://defenseorchestrator.com (ZFHE) L, [CDO (EU) [ ZA V&7 U w795
& https://defenseorchestrator.eu (ZFE) L £79°,
WMAEDF—k T 45 —FERELTWDIGEIE, A—kr T r—20oua%ts )y LT
[Duo Security] 7> [Google Authenticator] % 3&4R L ¥ 7,
BEFEDOTF U MY TIca——La— b 2581E. 07 Mir A LE
ﬁqo
DR —H T TIZa—F— L a— KRS L5EIE, BT 2R — XV ERIRTE £
—gqo
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B =50z

T TIEEOT S Moa—Y—1L a— FRHIHE1T. BkidD CDO 77 b ZER
TEET,

HEFOT v MZa—Y—L a— KRR WEEIL. CDO OFM AT 50>, £721E b
FATNAT AU hEERTE £,

[R—% /L (Portals) | B2 —i%. BEOTF v FrbEa SN HEREZES L TFRLET,
FEZOWTIL, [=AFTFTF o FR—=FZILOEH] 2B LT EEN,

[77F > b (Tenant) ] E=—I(li%, 2—HF—La—FRbor—-HOT v MRERINET,

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants

US East Coast Boston Office
US West Coast

New York Office

Los Angeles Office

Sign Out

A—HD%RE

Cisco Defense Orchestrator (CDO) (21, FeA+H 0 A, fRESH. BEEH. 8%, x> b
U—JERERE, SFSFEha—Y—u—nRbHV FT, 2=V —um—iF, £T T FD
=P —TLICHESNET, | ADOCDO 22—V —NEEDOTF > MIT 7B ATE DA,
2—HF—IDIFFRILTH, TFTr FTEICu— A RRREARHY £+, 2—F—1F, 5
Ty b THARY Ao — L2 HEL, BloT 7 b Txy hU— 7 BEE 0 — L ERORS
NHVET, f L F—T oA AFERIT~V=a TV THARY Efa—F— FHE 2 —HF—,
F v NI =7 BHEL—P—IZONTEL SN TV DIEHE, FFEDT TV MBI E D2 —
P —DHER L~ AR S TV ET,

A YERO—IL

FAEYEH o — L RNE Y Yo N a—Y =TT, TRTON—JIZERDF VAT — 0N ER
ENnET,
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FHWMYERA T — L 2O —HF— L, KO LEEITTEET,
* CDO DILEDN— U E T ITRE L i+ 5,
AEBDON—T DA T UV ERBBIOT A NE ) T D,
cTNAAREZL L, BREr 72K R L, VPN~ v B 7 2GR T 5,
ALEDR—VOREEIIA TV =7 MIET LT X TOESEZRR-T 5,

cMEDAPL b—2 AT D, BHT D, WOHET, BARY FH2—F =13, BHO
=2 ERVET L, FERTE RN LIZERELTIZEN,

CAVE =T 2 A ADDYH— ML, EH RS s AK— 5,
eI B2 — P —iT, WO DL EETTEE R AL

AEEOS— VTR, BB BOE, R IR 5.

C T R BT B,

AT V=7 PRORY =R EOVERICREIRF AT DAT v T AN—TTE DHRRIFTT

+ CDO —W— L a— R&E{ERT 5,
ca—W—n— L ELEHETD,
T I EAN—NLNERY L —IZTEFERITITZ v FT 5,

mEERO—IL

e — Voo —— (3, ROBIEZRITTEET,

e F TVl b, RV —, A=y b, A HF =T f A, VPNREEEGLNINHIT
[RE SINRWT A AERERER L OMRTFET 5,

HERDOEABY T 7 Y3 K o THT OO E R 2 FFAT 5,
B 7T A NEHRT 72 a v EFAT 5,
WESH T —V —13, KOBIEZFATTEER A,
1 DETIFERDOT A RATERZRET 5,
o BERE 7R A 7213 00B I L » TR SN e B R 2 EFHET 5.
* AnyConnect /X 7 —V %7 v 7 u— RT5, £72ILTNODORELHERT D,
T NAADA A=V T T T L= RERATr Y a—NT 5, EEFETHEGT D,
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X2 VTS T IR ADT v T T = R AV a— 5, I3 FEH TR
60

*Snort2 & Snort3 D/N—V 3 U ETETHID EZ 5,
T U T L— NEER L ET,

« BEf70 OOB ZEDREAEET 5,

« VAT LEPRE L HRET Do

« TA A B AT D,

« TR ZAEHIBRT S,

VPN v arvEkida—F—kya ZHBRT 5,
«CDO - —H— L a— FEET 5,
ca—HF—m—LEEET D,

EBHREHAD—)L

JERRSA r — VAR —P—ik, ROBELZFEITTEET,
« BEBE R E T B — DT NA AL TUIEEOT A BT 5,
« ASA T A ZADHBELE L & LI Rm T, @i T D,
CTNRAADA A=V T v T T L — R A7V a—/LiRET D0, FEITEGT D,

X2V T 4T —HIR—ADT v T T — R A7V a—/LiRET D0, FEICRMGT
%o

BRI A NERT 7 v aryEFERT L,

EHEH 2 —V =1L, ROBEEZEITTEEE A,
«Snort2 /N— = >k Snort3 N— 3 U EFETEHI W X S,
T U7 L— FERER L ET,

« BHfF D OOB B DR ELZLEHLT 5,

« VAT LEHBREEWET D,

« TN A B EAAKET D,

« THA ZAEHIRT D,

VPN v arElida—F—kya  ZHlRT 5,
AEEDON—U TR, BT RE. EITHIBRT S,
« TANA A H AT D,
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cF TVl FRORY =T EOVERICN I/ B AT D AT v T AN—LTE D0NMELEILT
EXANAN

«CDO 22— —L a— N&E{EHT 5,
c 2—F-m— L EBEETD,
T IV EBAN—NERY I —IZTE v FELINITEZ v FT 5,

VPNEvarovwx—oxO—)L

VPNt v arvx—Yryua—id, ¥4 MEVPN#ER CTlI7e<, VE— M7 7 A VPN#
BE AT AEHE RIS TWET,

VPNt v gr~fx—Yya— L xfoa—H— I, RO ENTEET,
« CDO DIEEDOR—V E TR E L HRT 5.
EEOR=T DA T UV ERBRBIOT AN L TT D,
c TNAARELHI L, BH oV %FRL, RAVPN v v V2 7 ZfERT 5,
AEBOR—VOREEIIAT V=7 MIET TR TOEEEFIRT D,

HEDAPI b—7 L EART D, BEHTH, BVIET, VPNEy v arvRrx—VyDa—
P—iZ, BODO =7 RO ETE, BERTE 22N LITERE LTI EEN,

s H =T 2 ANLYR—MNIEK L, BEe 2T AFR— T 5,
cBFEFORAVPN By v a v T3 5,

VPN E v a v 2=y Da—F—id KOZLIITEERA,
ALEDON—VTOMEM, BH, BE, EIXHIER
c TNAADKF L HR—=FT 4 7,

T TV FNRORY =T EOVERITNIE IR B AT DAT v T A)N—LTE D0MELEILT
X720,

¢ CDO z—H#'— L a— ROERL,
e 2—P—a—LOEH,

IR =~ DT I RBAN—NDT R FEINIFTZ v F,

Admin O—)L
BHE L —H—X. CDO DH H W HMIHIZ W77 ATEEYS, BHEL—V—TKD
ZLBTEET,
*CDO DALEDOA 7 V=7 M aVERK, FiAMD . BH, HIBRL, REZITH.
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B < ro—vemzn—

o« TNA A DT AYES,

« CDO DIEE D=V IR DR EE KR T D,

fEEOR=TOArT UV ERRBI YT A NE ) T D,

T NAARERLI L, BREr 7 E2RRL, VPN~ v B 7 &R T 5,

EOXR—VOREENIA TV =7 MIET LI RXTOEREEZRRT S,

cMBEDAPI h—2 CEEKT D, BHTDH, WOHET, F—27 PR EINSEIE,

AV B =T 2 A AN LTHR—MIER L, BEr /2T AR —FT&EET,

BEHE LY —IROZ L ERITTEE A,

« CDO —H'—L z— RE/ERT 5,

e 2—P—m— L EETT D,

v bO—YEEEO—IL
Xy M= ERE2—F—L, CDODH LW HMEICTERICT 7 EATEET, xRy hU—
JEHEIIROZ EWTEET,
e —HF—a— L EEET D,
e 2—HF—La— RE/ERT 5,

)

GE) Xy bU—JEBFITICDO 2—H—La— RFEERTEETH, TOx—Y—La— KT
TiE2—Y =BT T MIr A DZ3ATHTY, 77 AT HID T m 1 2 —
DT AY Y PURETRY) T, BEROBEIIMBEDO L 7Y A F D T rssAf F—
DIRWER Y | ID 7'\ 3o & —|d Cisco Secure Sign-on T3, = —% —{% Cisco Secure Sign-On 7
BT MCHERET D Z LR TEET, FEMIC OV TR, #BLCDO 77> b~ 4l r 7
A GB1==2) 2BRL TSN,

*CDO DAEEDA TV =2 FaARr, FHm0 . B, HIBRL.

s TFNRAADF UV R—F 4

ExAT D,

R

* CDO DEEDOR—VE TR E X HRT D,

fEEOR=T AT UV ERBRBLIONT A NE ) T D,

T NAARELH L, BHEu V2R R, VPN~ y B 7 ZfEdd 5,
EEOR—VOBREEIIAT V=7 MIET LT RTOELE 2R RT S,

cHMBEDAPI h—7 U EARTH, BHTH, BOHET, F—27 BB HEINESEAIL.
WD ENTEET,
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a—v—o—rora—rozz [

A VE—T 2 A AP R— MIERKL, B2 ) AKR— 15,

A—H—O0—)LOLa—KDZERE

L—P—la— R, BERERSN TN L2 —F —0r—LTY, 77 MIBEMT 5T
Vo A—HP—H AL LIEY | PR EOR— A EEAL TS E L a— RIZ
FoTHlicEEd, 2—YP—m—naLHILHL, 2—P—-La—-FPEEIRET, =—
P—Du— L, =P —FHT— T TOT— /UL > TS E, FHEMOVTIE,
(2 —FEE] 22 LTSN,

a—P—1La—RELEETHIZE, Ry NV—IEBHETHIVERHY T, T2 FIC
X N — 7 EHE DN NIEA 1T, Defense Orchestrator 78— ~F TRWEHLEL &
/AN

A—H—O—)LOa1—H—La— FOER

CDO —H#—{F, WAESNTCDO 7> MIT7 7 EATESHLHIT, CDO L =— K &Xfi
THIAP 7 A7 MBRMETT, ZTOFNETIE, Cisco Secure Sign-On DL —H—7 H 7> T
372< 2—=H# =D CDO = —H—L a— F&{EK L £7, =—H—7 Cisco Secure Sign-On |Z
T AT NERo TWRWEA | https:/sign-on.security.cisco.com (ZBEI L, A A VEHED
TEZHD [ A>T v 7 (Signup) 127 Vw7 LT, BEREKTEET,

\)

GE)  ZoXA7%FATTHITUE, CDO TRy MY —7EHE m— /LD — /L3 LEE T,

aA—4Y¥—L 3

&

— F DR

ROFIEZHEHL T, @ —Y—m—nzffoar—F—La—FefElLE7,

FIE

CDOICuZ A v LET,

AT T2 a2—P—RA=2—T, [E (Settings) 1227V 7 LET,
ATY T3 [2—P—FH (User Management) |27V v 7 LE7,

ATy T4 iu\j’?xf‘fz‘/ Vw7 LT, FriLna—Y—%25F o MIBEMLET,
ATFYTE 2—YP—DEFA—LT RLAEZATILET,

G¥) =2—VP—0&ETA—/LT KL AL, CiscoSecure Log-On 7 47 NOEFA—/LT K
VAR L TV D RERSH Y £,
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ATYT6 Fry 7 XU Ama—nba—F—Da—FOREZRIRL ET,
ATy T V&7V v LET,
) Xy MV —7EFRFIICDO—F —L a— REERTEETN, ZOa—HF—1La—

REZT Tl —F—=n7Fr Mou 7 A 3512 3A 07T, 77 RRERT 5
ID 7anAf X =T Y M REIZRY T, BEEOBEIMBDY 7L
A UFVID T aNAg X =R 0RY | ID 7 131 & —(X Cisco Secure Sign-on T,
ZL—4— | Cisco Secure Sign-On 7 4 7 > MIHOKEKT 5 Z &N TE 9, FEMIC
DOWTIE, FHICDO T > b ~DfllElme 7 A 0 31_—Y) ZZRLTIZEN,

APl DH D 1 —F—DERK

FIE

ATvF1 CDOWCrZ A LET,
AT9 T2 a2—W—R=a—T, [REZ2Z7V 7 LET,
ATv T3 [2—H—EH (User Management) ] %7 VU v/ LET,

ATv74 %b\j’?XﬁW‘/ 7 Vw7 LT, HiLna—HF—%7F > MBMLET,
AT9TE  [APIOAHDZ—W—]F v 7Ry 7 AZBENLET,
ATvT6 [2—V—H]| 74— RiZaz—PF—HEANL, [OK]ZZ7 Vw7 LET,

BEE 2P RAICEA-AT FLAZMEMHLEY, @ XF&2EHLI L3 TEEE
Ao T@yourtenant] 7 4 v 7 AR —F—ZIZHENNIZBMS NS T2HTT,

ATYT1 Ruey7EurAma—nhba—F—0a—FOREHZEBRRLET,

ATv7T8 [OK|%#Z7 Vv LET,

AFyFTe [2—V—FEH| X TE7V 7 LET,

ATV T HLWAPIOHD2—HF—D [ h—2 5T, [APLh—2 > D4R %2 V) v 27 LTAPI h—
7 o ERGLET,

A—H—O—)LO1—H—La— KDREE

ZDEAY EFATTHITIE, Xy NI —7FEHREOa— LV RNETY, v/ A4 LTW\W5HCDO
a2—HF—Da—NERxy NU—VFEENERT LG, TOoa—ARnERZInNH L, £D
a—Y—iZtvrarroB#BNCe ST Y hEnET, 2—VF—D2FEe s T HE,
a—HF—IFH L e — L EHNET,
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\)

GE) ZoFAIEFE(TTHITE, CDO TRy NV —7EFHE D — LD — L RLIETT,

A

FE oa—Y—la—Foue—i2EETLHE, 22—V —La— REEMTHNZAPL F—27 R

HABEEITFNDHIERENFE T, 2—P—o— A RNEFIN-SH., =2—F—|TH LW API F—
U EARTAIMNERH D F9,

A—H—n0—)LDiFEE

\)

GE) CDO=x—¥—nuas/ A LTWTC, Ry NT—IEHERZFOO—VEZETLEHA, BE

ATy T

ERANCTHITIE, 20— =Pn s 7y hLTHER A T OLERHY 7,

a—P—La— NTCERINTCr—LZHEET DL, ROFIEIZENET,

FIE

CDOICuaZ A v LET,

ATYT2 2a—W—R=o2—T, [RE%27V 7 LET,

RATY T3 [2—H¥—FH (User Management) | %7 U v 27 LET,

ATY T8 2—F—DITICHD K] T =222 ) v 7 LET,

ATvFTE [m— Rple)] Fuy 7 XU Ama—nba—F—0FH L [m—L (Rple) |2 —H DO#&E|

(70 =) ZBINLET,

AT T a—WF—La— R, 22— —|ZEEMTONTZAPL Fh—27 U BHAZ ERREN TV LIRS

ATy 71

X, 22— —0oe—LEZETEL, #EEELTAPL M7 U 2HIBT A2 L 2fERTHIMLERD
Dij—‘o J

N VA%

ATv 78 CDO M API b—7 U EHIBR LA, 22—V —IZEE L, HTLWAPI h—27 U EZERTE 5

ZEEALEET,

A—H—0O—)LO1—Y—La— FDEIK

CDO D=z —H—L a— REHlrdT 5L, =—%—1L 23— KD Cisco Secure Sign-On 7 7 7 > K
LoV yvrriagh, BEST N2 —F =N CDOIZn /A o TER R ET, 22—
Y=L a—R&HRT5E, 2Ooa—F—La— FIBEMT 5 TWD APL h—727 & HHIBR
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B =—+»-La—rour

ShET FET5%6) - CDO Dx—H%—L a— FZHIRL TH, Cisco Secure Sign-On D
2—F—=D1dP 7 AV MIHIBRSNERE A,

\}

GE) ZOXRIZEFETTHITIE, CDO Try N —7EHE D —LOr— LIRLETT,

aA—4%—L3

&

— FOHIRR
S L MRS TS B VIR B, RO TFIEE T LE T,

FIE

CDOICuZ A v LET,

ATy T2 a—HP—RA=a—T, [HE (Settings) 1227V >v7 LET,
ATY T3 [2—HP—FH (User Management) | %27V v 7 LET,
ATV T4 HIRT 22— —DITOZHBT A araxr ) v 7 LET,

ATy TH
ATvT6

[OK] %7 Vw7 LET,
[OK] %27 Vw27 LT, 7T b7 hHor Ml 52 & 2R LET,

TNNAREY—ERDEE

Cisco Defense Orchestrator (CDO) (%, AR —hFENTNWET A AL —E R EFIR, BH,
TANEZY T BXOGHET 2L LET, [ P ]R_—=UnD, ROEBIEE
FITTEET,

«CDO BHHDOT NA ALY —E A2 EAME L ET,

c BHRRDOT NA ALY —EROFREIRE L EFOREZ R R L ET,

cBAWE LTIZT NARET T U— RO X 712 LTERLET, 1>
R A_R=DEHOFER (86 3—) | 2L T EEW,

A DT NA ALY —EREFML, T/ aEFETLET,
« TNA ALY —ERICEGOERER RS L, BEERRLET,

BRI, FATIPT RUAL BFAL, VU TABEFELET VT, FAL AKET
VL= b ERBLET, MBETIIRLTLE/NLFERRIENEE A, BEROMBSMTE
ANTDL, DR EHL1IO2OFMI—FTHT A ALY —AREREINET, W
#(90 =) | EBHRLTIEEN,
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0 DFNAZDIP T FLZEZEETS ]

e TNAAFAT  N—Ry=zT LT =27 O/X—=T g, Snort X—V 3V, REA
F—& X EERIREE. BiE M. Secure Device Connector, B L RTF LT, T34 ZE7-
X7 7L — R D7 4 VB ERYiIARFET, 740 BB LTSN,

CDODTINAADIPT7 FLREZLEET 3

ATy T
ATy T2
ATvT3

ATv74
ATy T5

ATvT6

IP 7 KL A %&HH L TF/3A A% Cisco Defense Orchestrator (CDO) 23 A¥Efid4-2 &, CDO
TIEZEDIP T RLART —=Z X=X fFS, T R L DOBEIERSNET, 731
ADIPT RUANEEINTZHGEIL, CDOIRFESNTVDIP Y RLAZEH LT, HLW
T RLAL—HEIEDLZIENTEET, CDOTTNAAADIPT RLAZEHELTH, T34
ADRERRITEE I NLEH A,

CDO TTF XA A EDBEIMEATAIP T FLAZEFETAHI21E, kOFEEZETLET,

FIE

FEF =g =T, [T/ AL P —E R (Devices & Services) 127 U v 7 LET,
[T /34 A (Devices) | ¥ 7 %27V w7 LTT A AERDITET,
WHRT NAAZATDOETERI Y v 7 LET,

TUNEEBBEFH LT, BT AN RAERDTDEZENTEET,

IP7 RVAZEETIHT A AEERLET,

[T /34 ZADFEM] <A > D LT, TXAZADIPT RLAOKRIZH DIRERLY %27 ) v 7 L
i‘j‘o

Nashua Building 1
L us 2,
TA—NVRIZHLWIPTY RL2Z AL, BOOF =y I RZ %7 ) v LET,

T ZABRITETE S NRWTZD, T8 ZAD [(REAT —4H A (Configuration Status) ]I1Z1%,
Gl E [[RBE ] LRRSNET,

BERER
« TAZADHERY 7 (81 =)

* CDO ~DT /A A —FEHBEHE (85 _—2)

CDO DT /N\A ADBRZEET B

TRTOTNNA A, T, 77—, BLEOY—ER|ZIE. CDO TOEAKEfRF£ 7~
VIERRERZA TN b ET, T AHEOREZEZEETIT, TOLFHIEEET LI &
NTExET,
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B 7 xev—Ex0UR DT RE—

FIE

ATy TN FEF = a =T, [TAA AL =R E27 U v 7 LET,

RTFYT2 [FAAL R ZT %2 ) v LTCFAL AEROTFET,

ATV T3 AATEELET LT A BRL £,

ATY T8 [THAALADFEM] A DT, T RGO H DRERL 27 ) v 7 LET,

Nashua Building 1 7y

ATYTS 74— RIZHLWARTIZEANIL, BEOF =y IR RZ %) v LET,

TA ZABIRIZIIEERNINZ SR, T3 AD[RXEAT —4H A (Configuration Status) ]
WZITBl &R E (RG] ERRSNET,

TINNAREY—EXDY A DT XR—

ZOFHETIE, A ALY —ERADY A bE2ar~XKUVE (csv) 77 AT T AR—
M2 HECOWTHALET, 2RI LS. Microsoft Excel 78 ED AT Ly Ri/— b
TNV r—arTT7 A NERWTC, VXA NNOHEHZWA_RZ D, 70 VZ0AELTZY
TEET,

T AR— FRE UL, FAL AL T T L— AT CHATEET, BIR LT, A A
THRTT, TNAADFMET I AR—F TDHZ b TEET,
TNARELY—ERADY A T/ AR—MT RIS, 74 NVEXL 2 E2RT, =7 AR — |
LTEWEBRBA >Ry MY T =T MIZRRINTNDINE I D EHRLET, T XTO7 1 b
a7 VT LTTRTCOFBEUNRT NA ALY —ERAEZFIRT D0, [FHRE 7 VXL T
FTRCOF AL ALY — RO HaERRLET, T/ AK— MEREIZ, A2V FYT—F
JWICERTELRNRE = AFR— M LET,

FIE

ATFYF1 CDOFTEF—va v R_R=T, [Av_ %2270 v 7 LET,
RT9T2 [THRAR|ET %IV I LTTARAAERDT B, [T T V—MNET%27) v LTE
FNVT A A RO E9,

ATV T3 WHRTARNAAZATE TR Y I LT, TORTDOT A ZADFEME I AR—T5%
N [TRTC) 127V w7 LTTRTOTAA, ADLEMAE T AR—FLET,

TANZBLOMBEEEZHEH LT, RERT NS RERDSTHZENTEET,
ATY T4 [CSVICYU AT AR—K &7V w7 LET,
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Frqzgeorszk—+ i

[ Export st o CoV ® 0
e &) + Create Template + Onbaard

W

AFYTE T IRFERENTEDS, v I T AINNERIFELE T,
ATFYT6 ATy R—h T F U —2 g9 Toesv 77 ANVEBWT, #REZWTANEZZD 7 4

R LIED D52 ENTEET,

TINARBEDITY AR—k

&M
ATvT2

ATvT3

RTvT4

ATy TH
ATvT6

—JEZ I AR — N TELTF AL ZAREILL DT T, ROFEAFEHL T, T3, ZADFH
T ISON 7 7 A il g AR—hrLET,

FIE

T =2 a o N—=T, [T/ AL P —E X (Devices & Services) |27V v 7 LE7,

[T /31 A (Devices) ¥ 7 %27 Uy 7 LTTNA RERDITF DM, [T 7 L— b (Templates) ]
BTHIV I LTETAT N, AEROTET,

WERTNRAABALTDOE T ) w7 LET,
T AN BLORBEELZHHA LT, RERT AN RAEROTDHZ ENTEET,
MBI T N, AR LT, maHFE R LE T,

[T ar]XArT, FEDTY AR — | (Export Configuration) ] Z &R L £,
[fEs8 (Confirm) ] R LT, #EZ JSON 7 7 A L& LTIRIFELET,

TINA ZADSERY) 2D

GAER Y = ASDNA =1V 7 BB L, CDO TEHT % T /31 ACEEAIT D 2 RN T
xFT, TOWEEZFEHALT, WINDOT N, A0 —h V< 32— v ~OFFZ2 ) 7 %
ERRCEEF ( ZOMREZHERAL T, BT, F¥a XA M) VY—2 ©£EWik, F
TAXBR L7 Z DD URL ~D Y > 7 ZAERTE 9, BBERBOINY 7 T 314 R
BEfF D 2 &mTcEEd, FMLY 7 ZRIFICEEOT A ZACEEfIT 52 b T F
7
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B 5 zxnoonmyroonm

External Links

& Search

Add External Links @

fERCL72) v 2713 EZICTHRETEETR, E0txa V7 s BHEFEDY F¥A, T2
X, HEEA T VI AT, ERFVPNERZ N L TREDURLIZT 7 EATHZ LIk -
THR¥EFR Y N — 7 IZET 2 ER S H5E. ZOEMFITHEFR SV E T, BENFFED URL
E7ry 7 LTWAHEE, TRHOURLIZSIEHE T vy 7 SLET, RS TV URL
ol SR EHIR I ET A,

location Z&%X

URL (ZHA5ATe Z & 3T E 5 {location} ZEMBEREINE Liz, ZTOEEIZIE, T3 ADIP
T RUABRANTTESNET, =& xiT,

https://{location}

A& R
c TNA R —he#ES (86 ~—)

e TNRA ALY —EZADY XA hDT T AFR—F (80 2—7)

TINA AN DHNERY > DIER

ATy
ATvT2

ATvT3
ATy T4

ATy TH
ATvT6
ATy T17

FIE

TS = a e N—=T, [TAA ALY —ER]EZT7 Y w7 LET,

[FAL R ETHI Y 7 LTF AL RERHT DM, [FrTL— N ET%E2 Y v LTE
FINT IR A% Ao ET,

WY T NAABAT DR T oIV w7 LET,

FNRA AEIFET NV EBRRLET,

TANEEMBEERA LT, BERTRAL AERDITHZ ENRTEET,
FRIOFEMARA ns, MY 71 '7 va icBE#LET,
V7 041 A LET,

[URL] 7 4 —/V FIZU 27D URL Z AN LET, 272 URL ZFEET HHENRHY £3, 7
L ZIXv A anFE . http//www.cisco.com & AT LET,
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ATvT8

~osgy ook ]

[HZ27YV 7 LT, V7T g RAEBEMTET,

~DHERY) D DYERK

ATy T
ATvT2

ATvT3
ATy T4
ATvTH
ATvT6

ATy T1

ATvT8

% CDO 75 IE 2B < A7 Tk 2 RIR LET,

FIE

FEH =g N—T, [T/ ALY —E R (Devices & Services) 127 U v 7 LET,

[T/34 A (Devices) #7527V w7 LTCT A AERDTF50, [T 7 L—F (Templates) ]
2T %7007 LTCETAT A A% RO ET,

WORTNAAZAT DL T %I ) v 7 LET,
TANG LR LT, BERT AL A/ ENTEET,

TNARAETNTET NVERIRLET,

FOFERARA b, [HMEBY > 7 (BExternal Links) |27 g B8 L E 5,

REDY 7 DRI AT LET,

https:/{location} % [URL] 7 « —/L RIZ A ) L£7, {location} ZEIZIX, T /31 ADIPT KL
AMANENET,

ARy 7 R%E27Y v 7 LET,

BT INA ZADHERY) U DIERR

ATy I
ATy T2

ATvT3

RTvT4
ATvTH
ATv7T6
ATvT1

FIE

FEF =g NN—T, [TAREY—EREZT Vv T LET,

[TNRAAR FTH I VI LTT R, RAERDTDN, [T —8ET%7 Vv 7 LTE
TIT A A% RO ET,

WO T NS, REZATDOETHI Y v 7 LET,

TANEERBEFA LT, HERT NNARERDTDHZENTEET,
BEDOT A AFETNIETET NVEBEIR L F 1,

FROFEHIASA D, [INBY 7187 v a v icBE#LET,

V7 0&4uiE AT LET,

WONTNHOTFEZFHALT, 778 A2A+TB5URLEZASLLET,

« IRDLFH% [URL] 7 4 —/V RIZAI L ET,

https://{location}
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B s romesraag

{location} ZHZIL, T /34 ADIPT RLABATIENET, ANk, T/34 2D ASDM
~OBHENY 7 PERINET,

*[URL] 7 4 —/V RIZY > Z D URL Z AJJLET, 5827 URL ZIEETH2LERH VD F
T, 72E XA DA, http://www.cisco.com & AT LET,

ATYT8 [H %7V vy LT, Vo7 &T A A&l ET,

SERY) 2D DiRSE F = IZHIBR

FIE

ATFY TN FEF—2 g =T, [T/ ALH—E R (Devices & Services) | %7 U v 7 LT,

AT T2 [T A (Devices) | ¥ 7 %27V w7 LTTNAAERDIT50, [T 7 L—F (Templates) ]
BT %707 LTCETAT N, A RO ET,

ATy T3 WHIRTANAAZATDET 20U v 7 LET,
TUANKEEMBEERA LT, LHERTRA AERDTHZ ENTEET,

ATV T8 TAALAELFETAVERRLET,

AT TS FRIOFEMASA 06, OB Y > 7 (External Links) &7 v a icBE L £9,

AT9T6 Vo740 =Y VEE L WETA 2 LHIRT A a0 RERINET,

ATV T B4 THTAavw27 0y L, MR v 7 EREZTITHIBRL T, 77 a v 2R LE
R

BERDTINA A~DHNER) 2D DREF=IFHIBR

FIE

ATY TN FEF =2 g =T, [T AL P —E R (Devices & Services) |27 U v 7 LET,

ATV T2 [TAA (Devices) | ¥ 7% 27V 7 LTCTNA AERDT50, [T 7 L—F (Templates) ]
B T%I Vw7 LTETNATNA A ROTET,

ATV T3 WURTANAALZATDR T Y v 7 LET,
TANEERBEFA LT, BBERT NN RERDTDHZENTEET,
ATy T4 BEOTAAAEZITET NV EZEIRLET,
AT TS FRIOFEMASA 05, [FMBY > 7 (External Links) 1 &7 v a cBEI L9,
ATYT6 Vo780 EICh—NEELS L, WETA 2 LHIBRT A arRnFErEnET,
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7131 20 00 ~0EEH

ATV Tl B4 THETA w00y r L, MY 7 2REEZIIHIBRLT, 727 a 2R LE
ﬂ—o

FINA AP CDO ~DE

FIE

1 -

CDO ~D T /34 R —{E Bt

CDO #fEH35 &, HELEIFHEBOEEXI ST /N1 A% CDO IZRIRFC Bkt 24 b Z &2
TEET, CDO BNEHT LT /A AN [BIERGE] &L~v—27 SN TWDHEE, CDO TSt
WROEFEEZBRHE LD, T REFH LY TEXL< R0 E4, YWz TiE, &
ERFRPEZEZONET, T AOFER 2R AL Z L1, CDOILL DT A ADEH %
BT 12D DRI DO AT v 7T,

\)

GE)  HLWEEAEZFST A 22 BT 2% 6, CDO L, 75 A LD LWGEAE % H @)
FICHER L TR AN, £ D EOFEERZkiT LET, 2L, BT 27 A A1
2T o%E, CDO L, £l Ok & HATS 57202, REAELZ FE THEGE L T AR
LT LERODET,

FIE

ATV TN FESF =3 =T, [T/ AL —E R (Devices & Services) | %7 Vv 7 LET,
ARTYT2[THAR] ZT7% 7Y v LT, TAA AERDITET,
ATV T3 WURT A REATDET %) v LET,

TANEEFER LT, AT —Z A0 [RERGE] THLT /A AZEOTFTIIEEN,

ATV T4 74 VFNBOFERNG | B2 R DT A AR ET,

AT v FE [FHES (Reconnect) ¥ %7 U v 7 LEF, CDO T, IR L7=T RTOF /A AT
XHT I var0oavy RRZ ORI Z EICER LT EIN,

AT w6 [A (notifications) | ¥ 7 CT—HiT A AR T 7 v a VORI EMR L E T, —FT
NARAFER Y a7 OT 72 arBDEDOLITRIAE TR L7202 DWW TOFEM 22 H s
WERGAE, FaO[LEa— (Review) |V 27 %27V 7 LT [¥Va~ (Jobs) |—
BB LET,
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B 7=/ —rze<

FINA R/ —

ATy I
ATy T2

ATv73
ATvT4
ATvTH
ATvT6

ATy T17
ATvT8

[41 A2k

Cisco Defense Orchestrator DA |

Evbh TARAASAOFERAEEZIZe 7 A ERPEE SN OICHERICRI L5 E1T.
FNOOT AL AMEFNCEHER LT, FriLve A4 U FERZEBM L, # LWGERE
AT ANBVLERNDHY 7,

FEEL<

LFOFIET, TR APICE—DF L —2F XA ND ) — N7 7 A VEER LET,

FIE

FTES—varN—T, [T/A ALY —ERZ27 Vv LET,

(FARALRET%I ) 7 LTTFAL ZERBDOT B0, [T T L= ET%2U v 7 LTE
FIVTF R A% B £,

YR T A RAEAL T DX T ) w7 LET,

)= AR T DT A AEFITET A EEIR LT,

BRI [EH] ~A2 T, [/ — M EZY o7 LET, B o,

FOZT 4 #HR 2 %7 )y 7 LT, 774NV EOTHARET 44 Vim, F7213 Emacs
TXAMZT 4 X BRINLET,

[/ — ] R_R—=VaEmELET,
[fR%E (Save) 17V v 7 LET,
J—MIZTIREENET,

JIR—=DEHRORT

[f Xy R U= DIE, TRTOYIEE JOAREAE T A 2 & FAKEFT A A
INBAERR ST v T L— RRFEREINET, [ Ry FU]R—U T, TS RET LT
L— ERENENDZ A FITEDSWTHEEIN, BT A AZA TEHERHOKIET 552 712K R
SINFET, MEWREZMEMNT 220, 7412 5HA LT, BRLIET AL ZAZATOZTHND
THNARAERDTHZENTEET,

[f > R U] R=VIE, ROGEMERP R SNET,

C[TAA AT EZ 7L, CDOICHAKEFEN TN DT XTDOTA T TN, ANFRENE
‘j‘o

[T T L=, TA TTFAL ANS, ETIECDO A AR— N SRR T 7 A
ANBIER ENTZT R TOT U FL— AL AREREINET,
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stz ranz [

FRNILET 4 LR IR

FTYUE, TARAAETRIEIA TV = b — kT 570 EN £, BAERTE
TIXEAEFZEONDOTEH, 1 DU EDT AL AT~V EEATEET, 7 E4F TV
7 MCHERTHICE, FTTNVEERLET, A AERETA TV =7 MZT~L %A
L7, ZOTXNVTEWZTNRA AT =T NEREIA T2 VT =T NVORNEKE T 4V H2 Y
VITEET,

Y

GE)

VxJ MIEH SN T ~IviE, TOBEFT V=7 MIERShEEA,

T AT ENTZ T UL, ZOBEA TV 27 MRS EY A, Eo, AT

TV =X, IROFESC Tgroupname:label) ZfH L CIERR T £9°, 7= & 21X, Region:East
F 721X Region:West 72 £ CTF, TN HD2OD T~V EEKT D855, 7 /V—77 LI Region
2720 . ZD 7 N—T7 0 Bast £721E West 2 HIEIRTE 7,

FRAREF TS MZSALEBAT S

ATy T

ATy T2

ATvT3
ATvT4
ATvTH
ATvT6

4L

TNA Tl 5120%, LTOFIEZFEITLET,

FIE

TR ATV EBINT 512, EROF s —var v RUT[T AL AL —ER]
7V w7 LET, AT VY MITVEBINT 22X, ZlloFesr—rvarv o Ry
T[T NE2Z7YV 7 LET,

[TNRA R EZT %7V 7 LTCTRAA RAERDT D0, [T FL—RMNET7%270 v 7 LTE
FNT AL A& RDTET,

WYRT NAAXATOE TRV w7 LET,
ERENTZRTIOULDOT NS AFRFETAVERIRLET,

FRO [T N—T LT DiBIMN] 74—V KT, TXAADTLERELET,
HEOD[H TAarz27 0 w7 LET,

[y RPNV RX=V L [TV N R=VOSESERT ANV ZEFEHLT, LT
HTFNRAABIOA T V2V " ROTHZ ENTEET,

T 4 VA RBRT BT, [T AL Y—1E & (Devices and Services) | Z 7, [RY T —
(Policies) 1 # 7. BIW[AT V=7 N A TOEMORAL L TY 2707 LET,
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AR N) T Y NETE, TRAAZA T N—RyxT VT N7 ONN—T g
Snort N— 3 v, REAT—HX A, BEGRIREE, BiAME. Secure Device Connector, LT
ST T A NFBTEET, 74N ZEZHEHA LT, BIRLIET A RAZA T DX THOT N
ARERDTHIENTEET, 74NV ZEFHLT, BIRLET RS RAZATDETRNOT
NARBERDITHZ LN TEET,

FT 2 NTUNBEFERATDHE, TAA A, WA T, ATV =7 N BT O
WA TV 27 b BEXOAT V2T ML T TT A NAFLTEET, RISV AT LA
Vxl NEEDLINEIDERIRTEES, MBET 4 — LV REFEH LT, BEOLHT, IPT R
VA, FRER— B SEEL T ANIERNOAT V2l NERBETDHIEHTEET,

THRAREXT V=7 b7 4 VAR 256, MRz AGDE T, BET Rz
DT BTZO DN DIPOEIER RRBREIE 2K 5 Z B TE T,

wOBITIE, TRE RS THD, £72d, AEE) BH547 =7 b o, BIO
EEFHOEEFT = b o, FFEDIAT (Fy NU—7 E2id, B—EX) OF7
VU M ThHLROIBRAT V=0 FEMKT L7 4 Z R EA ST T,
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Fl— SDC £{EM L 1= CD0 1T 35 ~To7F 11 25282145 |

Filter by Device

Show System-Defined Objects

a Unused
Duplicate

a Inconsistent

LY

Default Values
Owverride Values
3 Additional Values

Unassociated

a Metwork
Protocol
a Service
ICMP
lime Kange
URL
Application Filter

Securitv 7one

R—SDCE{FRA LI-CDOIZHEHRT DI RTHOT/IN\M1 R %
BOt 3

[[ U SDC Z{#i i LT CDO IZH:t T 2T _RTOT A ZAZ#03 2121%. IROFNEICHEWVE
7,

FIE

ATy Tl FeF—arR_R=T, (X %227V v LET,
ARTYT2 [THA AR EZT %7 v 7 LTT A A ERSTET,
ATV T3 BHIRTANAREZATDET 20U v LET,
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RER

ATvT4

ATy TH

ATvT6

ATy 717

ATvT8

ATy

Cisco Defense Orchestrator DA |

T 4 VHABEIER T TICHE SNV TV D HEEIEL, A X NI T—=T D ERICH D [ )
TIREZ %27 1) v 7 LT, CDOTEHLTWATRTDT N, ALY —EAEZFRLET,

74»&ﬁ&yf7 7V LT, [TANVE]| A=a—%RBLET, 7414 (87 2—
V)

7 4 L D [Secure Device Connector] ¥ 7 > 3 > C, M7 SDC DA A I LET, A~
R M) T—=TWIZIE, T4 NVE THATLTZSDC Z i H L TCDO I8 L TV DT /31 A
DHRINFRSIVET,

(F7vay) RBEEZIDICKRVIALIZIE, 74NV FA=a—TBEBNMOT7 4 NVEEF A LE
D

(A7vay) BrLEL, A XNV T—TNDOECHDH[Z7VTIRE 27 ) v 7 L
T, CDO TEHLTWDITRTOT NS ALY —ERAEFRRLET,

CDO X, TRA A, AT V=2 b, BEXOT 7 VA ZV—T2MHEICHMBZETE DMK
BREZE Rt LES, [T 34 ALY —E R (Devices & Service) | AX—A T, MBEN—IZA
NZBET DT T, BRBRIC—ET DT A ANRFIREINET, T34 ADOLHTO—HE,
IP7 RLAR, E3MBT ASAA ALV TNEZEZATIL T, TAAL AEZRDTH T ENRTE
£7,

FIERIZ, [A7 V27 P AR—ADKRBA—EMEH LT, A7 V=7 MO, 2L 1P
T RLVA, R—h, ABIMEXT RLA, 70 halo—EE2 AL TAHET V= FERBRTX
i‘j‘o

FIE

A B —T 2 A AZAD FEHITLTH DB AN—IZBE L E T,

RATYT2 MBA—ITHREMEEANT DL, ST DRRPERSNET,

COOIXRU KR FAVAVE—T A R%EFERAT S

CDO Clit, a~ryRIAf v A %—T7 x4 A (CLI) ZEHLTCSSHT A AZEHTEF
T, avrRiE, B—OTFT A RZEETDHZ L, BHOT A RZEFICEETDHZ LD
THETY, ZZ T, CLI 2~ REHE—® SSH 7354 R ITEETHHEICHOWTHHALE
-gAO

BhE R
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avvroansik [

* FTD SSH CLI R = A > MMZ2WTiL, [Cisco Firepower Threat Defense Command
Reference] #Z ML T 723V, FID 731 AD CLIMREIZHIR SN TV D Z LITHEER
LTL7Z&Vvy, FTD 7 /34 A TlX. show, ping. traceroute. packet-tracer. failover. ¥
L shutdown 2 < ROLFEH T F9,

A<y RFOANEE

12o0avy REIFICANTHZE b, Bl Oa~y REEHOITIZEGE L TANT L2 L
HHEET, CDOE, Ashica~xy Fa Ny F L LTEFICETLET, RO ASA OHIT
X 320DFy NI—0F TV b ENODRY NI ATVl Maegtery U —
ATl N IN=T T oa v ROy FEEELET,
e

object network email_server_south

host 192.168.20.2

object network email_server_headquarters

host 192.168.30.2

object-group network email_servers_all

network-object object email_server_north

network-object object email_server_south
network-object object email_server_headquarters

Send

[ASAT XA A< KD AJ] (Entering ASA device Commands) ]: CDO X, 7 m— 3L 2
74X al—vary E—RCTavy FOFTEHELET,

RWhav ok EHICRVWas FEANT5&, CDO X, a~ >y Feina~r Figsy
LT, T_XTOa~vr REASAAPLICKH L THITTELLHICLET, 2~y ROz
X8IV % CDO MW CERWGE, 2~ ROU A RNEEZTRUILZNOE Y haRkD b
ny 7 IRFIRENE T, WRITHIERLET,

Error: CDO attempted to execute a portion of this command with a length that exceeded

600 characters. You can give a hint to CDO at where a proper command separation point

is by breaking up your list of commands with an additional empty line between them.

DT —AyE—UEZELIESLE. ROFIEZFATLET,

FIE

ATFYF1 CLIBRENA > C2F—DFR L o-a~vwr K& 27 ) v 7 LET, CDOE, 2~<> KRRy

ATy T2

ANZa<wy ROEWI A M2 A LET,

BT 20~ RO N—TORICZETEHFAL T, a~<2 FOEWI ZA MERELET, =
LziE, EERoflorsz, Xy NI — I F TV 27 ROV A NEBER L, TNHE I NA—T
BN L72RIZZEOITEZEBNLET, ZOEEE, 22 R X MW OPO/EAT CEITT
DI EWXRDGENRDY FT,

ATvT3 [FE (Send) 1227V v 7 LET,
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Cisco Defense Orchestrator DA |

B 27 xczEmss

B—FN\AATCUZFEATS

ATvT1
ATy T2
ATvT3
ATy T4
ATvT5

ATvT6

FIE

[T ALY —ER] =V EHEET,

[7 /34 A (Devices) | #7 %7 Vv 7 LT, T4 A& FEDITET,

WORT N ABATDE T ) v LET,

aAv U R ITA AU E—T oA AEFEH LT, BET LT A A RIRLET,
FRAAD[FRA AT 722 ] AT, > 2w NI A H—T = A (> Command
Line Interface) | %7 U v 7 LT,

FED Ta<w FXAf ) [Zavry FEADL, [#E Send) 227V v 27 LET, 2w K
WX DT A ADIEIE, RESA V] OTFICERINET,

GE)  BRUETAA ZAREH SN TORWGE, RO~ ROBDBFFAISIVET @ show,

ping. traceroute, vpn-sessiondb, changeto, dir., write, copy

OV Y FEETOENME

ATvT1
ATy T2
ATv7T3
ATvT4
ATvTH
ATv 76
ATvT1

CLLa~y RE®EETHE, CDOIFFDa~vy RE[avr RIS v A F—T = A A
(Command Line Interface) ] ~<— Y DJERESA AZGedk LET, BESA VIRIESNT-a~
VR, BESTAZEL, avr RET U L—RELTHERATAZ L L TEET,

FIE

[THAAREP—ER]|X=U T, RETDHT A ZAZERLET,

[7 /34 A (Devices) | #7 %7 Vv 7 LTTNA A& RHDOITET,

WE)RT NS, AZATDET Y v 7 LET,

> a<r R I A% —7=4A (> Command Line Interface) ] =27 UV v 7 LE 7,

BIEASA U NERP RS TOANESE. BT a2 O 220 0 LTRBELES,
DBIE (History) ]34 v CEBE - I3HEET Ha~r RERIRLET,

a<wV REZOEEHERAHAT 20, a~vr RXf v Tavr REHREL, XE (Send) %27
Uy 27 LET, CDO L. &S vilavy ROMRAF R LET,

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&

GE)

—fFavrksqvqv8—7z42 |}

WD 2 ODIPLT T5TLELE (Done!) | EWVVI A wE—T % CDO DJHERA 1T
FREINFET,

e O KR T —R L CIERICEITENT-14,

e I RORTREFERNME 2o T2 4, - 21T, BEOREZ L M %
MBFITHERFRZEGT show a~ 2 REFRITLIZELET, ZOEHRFEHROSE
P BT DREZ N BN ho a8, CDOX 5T LELE (Donet) | %K
LiTo

[N N — N -~
— AT R SA AR —T (4R
CDO Tlf, 2~ RIA4 v A& —TxA4 A (CLI) ZFHLTSSHF N A ZAEEHTXF
T, Ty RiE, BH—DOF S R ETHZ &b, R UEHOEE DT A Z[RHIZEE
TAHZELARETY, ZOHEETIL, CLIa~ Yy REEHOT A ZC—EIEET D HEIR
SWTEHIALET,

BEE R
* CiscoIOSCLID R = X 2 MZHOWTIX, BEWDIOS 3— 5 D [Networking Software

(I0S & NX-08) | #Z&M 1L T 7Z &V, https://www.cisco.com/c/en/us/support/

10s-nx-os-software/index.html

—fECU A>3 —T (4R

< Bulk CLI

0}
1

2 ot My List € xecutan €

» show run | grep user 3 —_— By Device

1217, 1:06:54 PN
show run | grep user
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Cisco Defense Orchestrator DA |
B s sz

\)

GE) Wwo2-o0OKMT ISETLEL (Donel) | EWVH Ay —IRCDO ICETRSNET,
e vV R T —7 L CIEFICEITEI N,

e vy RORTREFEEIMT G o256, 728 203, FFEORETZ Y M 2MmET 5
ERHFHAZEGT show 2~ RERITLIZE LET, ZOEFEHEROLEICEETIERE
T M UM 5E,. CDOX ISETLEL (Done!) | ZiRLET,

F—2 sRBH

1 gy RERESA VERBBR LD 272A7E0 75103, RetT7 A a2
7 Vv LET,

2 a<r NER, a~r RE2EETDHE. CDO LI DERESRA vicavw s K
ERRTAHADOT, avr Kad d) —ERINL, HBEFETTEET,

3 A< RSy, T rOTuryF NMZawy REANLET,

4 IR~ . CDO I, :vyﬁ_ﬁﬁéfﬂfx@m%&CDox/t~

CERRLET, BEOT A ADISENE UE o e h, &AL I

(X THRA ADIEEER R L TWETS (ShowngesponsesforXdev1ces) ]
LWVWH R yE— yﬁﬁi'%/?éﬂi# [XT /34 A (X Devices) | %7 U w7
T5&, av N L TR UISEZR LT X TOT /3 Z73CDOIZH
RINET,

GE) Wo2-o0RMT ISETLELF (Done!l) | EWVH A vk—T
B CDO IZFEREINET,

e vV RRZ T —7 L CIEFICEIT I N %,

e O RORTREFERNMAT G o256, 728 20E, FF
EOFRETY M) ERFETHERKI LG show 2~ K
ERITLIEZELET, ZOERBROFMICEETIRET

VN MEho A, CDO X ISET LE LT (Done!) |
iR LET,
5 [AUARNZTWZE, [A X P T—TDBIRIR LT 3 AN
FRENET, ZOXT T, a~vr REEETIHIT A ZAz2E 00 RS
L7032 ENRTEET,
[6] Lo THFAFR RSN TV D [F4T (Execution) | ¥ 71Zi%, EESA T

BRI TWDa~vy ROXMGET A ANRFREINET, ZOFITIE, JE
JfE~A L C show run | grep user =~ > R2ZEIR I 41, [521T (Execution) |4
712, 10.82.109.160, 10.82.109.181, 337X 10.82.10.9.187 ITikf5 &z Z
ENERREINET,
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avyro—EziE

r—2x Bl
7 &%) (ByResponse) | ¥ 7 %7 U w735k, a<wy FIZLo TARKRS

NEIEEDOY A IBRFRENET, F—OIREX LTI/ v—Abans
T, DEE ¥ 7 TITEBINT A L, CDO ZEDa~<y RADINEEILE
NRA NIERLET,

8 [7 /314 23] (ByDevice) 1 Z 7 %27 Vw73 DE BT /34 A6 OfER]
DISENFETRENET, VA FHNOWTNODT AL 2% 7 ) v 7358,
BEDT A ZANSDa~wy RADISEEFRTEET,

ATy FD—EXE
FIE

ATVl FEF—va =T, [TAAREY—ER]EZ 7V v 7 LET,
RTYT2 [THRAR T %7 Vw7 LT, A A%ROTET,

RT9 T3 R T NAAZATOET ) v LET,

ATY T8 CLIZMEHALTEHETLZT NS AZRHFEL T, ZTROHEZEIRLET,

ATYTE FEMASA T, > [a~v K TIA4 A H—T A A (Command Line Interface) %7 VU v 7
L/i‘j—o

AT9T6 avwr R o iiavr RE AN LT, [#F Send) 1227 Vv LET, a2~ FHANIE
B AFRENET, a~vr NEIEFr ZZiddék S, CDOE a2~ K& [fECLI (Bulk
CLD) 174 » Ruo[JEFE (History) |31 Zitdk L £,

GE)  BRLET A APEEARE TR SN TN D ZE 2R L TSN,

—{Eav > REEBETOHEE

—FECLI o~ FE2EETHE, CDOIFFDa~y K2 —HiCLIA V¥ —T7 = A A—TD
JBIEASA NG LE T, BESS VR FESN-a~r R, BEITT5288, a~v UK
T 7= R LTERAT A2 TEET, BESA L Oavr R, ERoNFTIN
T TCDT A ZZBEA T AL TWET,

FIE

ATy Tl TS~ a0 =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LT,
RTFVT2 [THAAR] 2T %27V w7 LT, T/ ZA&ERDITET,
RTY T3 WYUIRTNAAZATOET 27V w7 L, HETHT A AZRIRLET,
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B &=~ rosconk

ATvT4
ATy TH

ATvT6

ATy 717

Cisco Defense Orchestrator DA |

[Z2~ R IA4 A4 % —7 x4 A (Command Line Interface) 1% 27 U v 27 LET,

B (History) | ~A C CEREZIIHEETL2a~ 0 FEBRLET, #RL7ca~vr NiE
FREDT A ZZEEAIT BN TEY . ROIDAT v 7 TEIRLIZH O LIRS 202 & I2iE
BLTEEN,

[FAVAPMNFTEZRT, HMELEIELTWDa~vy FBREDOT AL RZEEENDZ L
il LET,

awl KA Tavy RemEL, 35 (Send) 127V v 7 LET, CDO L, IEA
iZawr ROREFR R LET,

GE)  BRLET AL ZOWTHODBEM SN TOWRWES, RO~ ROBZRBFFAI S

i'a— . show, ping., traceroute, vpn-sessiondb, changeto, dir, write, copy

—fEaT U R4 IILE TOEIE

BRI 14 ILA

ATy

—§E CLI 2~ R&FETH%, &R (By Response) | 7 1 /v & [T 734 ARl (By Device) ]
TANEEFERHLT, T34 AOREERHAITTEET,

—fEa~ > ROFEITH%, CDO X &R (By Response) | # 71, A~y REEELET A
AMHRINTEED Y A RE AN LET, FUSEDT A RIUTICELDONET, b
R (ByResponse) | ¥ 7 DITa 7 U w75 & JRESRA VITT A ADD DIGENTRS
NET, IWESA NNEEDOT A ZADIENRTSINDGE, [XT A ZADIEEZR KL
TUWEJ (Showing Responses for X devices) | £V 9 A v E—UNERENET, [XT /31 R
(X Devices) 1 #7 Uy 27 F5L, avy R LTHRUSEZRLZTRXTOT /SA AR

By Response By Device

: devices &;_

1 Devices

1 Devices

CDO IZFRENET,

av s FREICBEEMT ONIZT A 2D Y 2 MZa~y FERET 2I1E, IROFIEICHEN
i‘é‘o

FIE

S5 (By Response) | # 7 DITicdHhba~r Ry vRnras ) vy 7 LET,
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ATy T2

ATvT3
ATv74

Frqzm7404 |

awy KA o Tavy REEERL, 55 (Send) 127V v 7 LCa~vy REHEETH
M [Z VTR Vw7 L Cavwyry R4 2707 L, FiLna<wr REAJLTT /NS A
WCEE LTS, [B(E Send) 1227 Uy 7 LET,

O RS ZTE S e 2 MR L £9,

BIR LT AL ADFETa L 74 Xal—2ary 77 A VCEERKMEIN TS Z LB FEE
YEITE. 3~ R3A 1T [deploymemory] & AJJL, [#E (Send) 127V v 27 LET,
ZOEMEICL Y FATHERN A — T vy T ar 7 X al—ia VIRESRET,

TINARAF T4 I)LA

ATy
ATvT2

ATvT3
ATy T4

ATy TH

ATvT6

—fEa<r ROFETHK. CDO i [FE1T (Execution) | # 7' & [7 /34 A (By Device) | ¥ 7
W2, a~v U REREELET AL ADY A N2 ATILET, [T31 A3 (ByDevice) % 7 DT
IV ThHE BTN ADINENERINET,

FILTNNA R A NTavy REFETTHITE, ROFIEIENET,

FIE

[7 /34 A5l (By Device) | #7 %27V v LET,

> ZINHOT A A Ta~wy K&FEIT (> Execute acommand on these devices) ] %27 U v 7 L
£

(ZUT71 %7 V7 LCavy R4 22707 L, HiLhavwr REANLET,
[¥AUARRSA T, UAMNOEZ DT AA A RIRETITRIVFEER L T, a~v > Faik
BT2T A ADY A NERELET,

[%fE Send) 127V v 7 LET, 2V RADISENIGESA VIR RINET, WEA
NEBDT NAA ZADISERFRRSINDGE. [XT A ZAD)EE %2 FK R L TWET (Showing
Responses for X devices) | &9 A v EB—UNFRENET, [XT /31 A (X Devices) ] &7
Vo 235k, avr NI LTRICIGEZR LT X TOT /3, ABCDOICRRINET,
BRLT2T A ZADFATHERL T 7 A WMITEERKR S TND 2 EBEERG AT, 2~ R
~A N\ Tdeploy memory] & AJJL, [FE (Send) 1227V v 7 LET,

FINA ZADESERACL <5 O

CLI=7 2%, I TEAEARTERD CLI 2~y N, £HITETENCERE TX 5 CLI
O ROT T L— T, $TO~7 i, 1298 EDSSH T /A A CRIBFIZEITTE
F7,

T l— MU CLI~Z u&2EH LT, HEOT A ATRLa~y REREFCETLE
T, CLI=Z ald, A ZAOHREELEHO—EMEZRELET, 2RO CLIv 7 u%
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B s52~>rroocu<snons

LT, 7 AT HEREZIIFLET, SSHT NS A TTSICHEATE I ESE 2
CLI=Zundh £1,

BB FATT AX A ZEMET AT CLI~ Y 2 2B TEX 7, ZEHcOWTIE, [EH
a< 2 RSO CLI =7 adDfERk] 28R LT IFEN,

CLI~Z nif, VAT AERELIF2—YP—ERTT, VAT ALAERYZ2XCDOIZLH-T
LS, WMELHIBRDL TEEXA, 22—V —EHR~ 7 T —VF—2MER L, M E7213H
RoxE9,

)

GE) T8 2 CDO IZHE A SNT-RBICDI, TAAL AD~ 7 a b {ETE £,

BlE LTASAZMHT S L, WIFhno ASA THED2—V—2RFTL2HEIE, ko=~
Y REFTTEET,

show running-config | grep username

Ioavwr REETTLE REL TS 2= —D 22— —4 73 username [JE X b V) &
To 2OV Fb~ 7 m e El T 212iF, Ma~r Fa2fH LT, username Z FHEHIT
PHA £,

> show running-config | grep

NI A=ZIUIEBDAFIZATTHZENTE, ZONRTA—ZL TR L~ 7 v 2T 52
EHLTEET,

> show running-config | grep

NT A= ZRITHAWRARNCTE | TRF L THREEMNT OLERHY £T, Z0LHE. =
YRSy AFTROE DR ET,

show running-config | grep

avy RO—HE LT, 2~y RORFELEOT A R LI CLIY U ¥ v 7 AZEHT 540
R0 £,

R FhoDCLI <o ODER

ATy T

ATvT2
ATvT3
ATvT4

FIE

CLI~ 7 v Z{Ekd AHIICCDO Da~ R I v A v A —T A ATa<v s RET AL
T, A~ FOBIYNIELL, BHEHTEOIMENEIND Z LR LET

GE)
FEF = a U R—=T, [TAA AR Z7 ) w7 LET,
[FAL R HT %SV w7 LTF AL A% BT £

WY T A RABATDETH IV w7 L, oI TRMENTWDET N, 2RI L £
j‘o
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ATvTH
ATvT6
ATvT1
ATvT8
ATvT9
ATy 710

ATvIN

CUBEE - EEED Uy ansnclvsonks [

> avr RIA A F =T R %7 )7 LET,
CLI~Z BDBRUAY DAL — K 27 v LT, TTIHEET I~/ 0 s R LET,

7"3}2‘1‘&‘/%‘:79 v 7 LET,

<~/ Bl BEOARERELET, LB UT, CLINZ rOMREAEEZATILET,
[~ Rl 74—V RICEeRa~vry FEAJLET,

av Y ROFETREICEE Lizwha~vy ROy %, REIMNCHENTZ T A —F ZITEEHZ
£7,

[VER% (Create) 1527 Vw7 LET, Bk LIz~ 2 i, RUNCHEE LT A AT TR,
ZDHATDTXRTOTNAATHEHATEET,

a<y REEFTT B2, [CLI~Z nnFET] #22R LT a0,

CLUEEF-IXEFEOCL T OMNSOD CLI <Y ODER

&M

ATy T2
ATvT3

ATv74
ATy 75

ZOFIETIE, T TEETLEas P, loa—PF—ER~vrn, LIV ATLAERYY
Ripba—YP—iEE~ 7 2B L ET,

FIE

FTES—va o N—T, [T/ ALH—E X (Devices & Services) | &2 Vv 7 LET,

GE)  CLIEE»ba2—W—ER~7 nz2ERT28581E, 2~ REFEITLET A A%
BIRLET, CLIZuiZ. LTI Y hOF AL ZATHEINETN, CLIE
FRiTdEa I EE A,

[THAAE T %20 w7 LET,

WEVRT NARAZATOET %V v L, AU T4 ORI EN TN T /3 Z&@IRL
35

> a~vY I A% —7 x4 A (> Command Line Interface) ] %7 U v 27 LET,
CLI=Z nZfERT Do a~y FERSTTERLET, ROVTALOHELHEAL TS ZE
[

2y Q%rV s LT, FOFAL ATETF LA~y RERRELET, <270l
BT Aav L REBINT AL, avr R ICEDavy RERREINET,

cCLIZ BORKICAY DAL —K %7 ) v/ LT, TCRHFET A~V a bl LE
T, BET I —ERBFFIT AT LAEZDOCLIN 7 a2 EIRLET, a~vr Ria
2y RS IR REINFE T,

Cisco Defense Orchestrator D E A& .



B cu~snoxs

ATvT6
ATy T17
ATvT8
ATvT9

ATy 710

Cisco Defense Orchestrator DA |

avwy RRa~wy RS VIZRRESNTZRET, CLI~Z v 0&fan 2 7Yy L
FT, ZoOavr RRB, LW CLI~Z a2 £,

~ 7Bl —BEOL4MERELET, HEIIEU T, CLINZ 20 E A2 A LET,
[~ Rl 74—V ROa<wy RefilL, LEREEZMAET,

A<y ROFATRICEE Licvwa~y Rofg%a, FFENCHENTZ T A —Z ZICEEHZ
£,

[fER% (Create) 127V v 7 LET, 1Bk LI=~7 oid, mUNIFRE LI=T /31 R721FT72<.,
ZDHATDTRTOTNA ATHEHTEET,

a< 2 REETT DI, CLIFZ 2 OETEBRLTLEE N,

CLI ¥~ OMELT

ATy T
ATvT2
ATvT3
ATv74
ATvT5
ATvT6
ATvT1

ATvT8

FIE

FEH =g N —T, [T/ ALY —E R (Devices & Services) 127 Vv 7 LET,
[TAREZT %7V w7 LET,
WERTNARZATDET a2 ) w7 L, 1 DUEDT A 2 RIRLET,
> avrRKIA4> A% —7=x4A (> Command Line Interface) [ %27 UV v 7 LET,
Oy RAREALT, A4—WHE 7Y v o LET,
a<w RS CLI~ 7 a2 2R L1,
RONTNNDOHETY 7 naFITLET,
CEFTHNRT AP BICEERTORVEAIE, [#15 (Send) 127V v 7 LE
T, AV RADISENIRESRAL CFERENET, TN TRET T,
¢ I RIINNT A—ENEENTWDHEE (TOCConfigure DNS ¥ 27 1 7g &) | [> /NT A—
& DFE~ (> View Parameters) (%7 U v 7 LET,

% Using M Configure DNS

» dns domain-lookup
dns server-group DefaultDNS
name-server IP_ADDR

[/X7 A—% (Parameters) |~~A > T, /X7 A—XDfli% /X7 A—4 (Parameters) | D% ~7 4 —
VRIZATLES,
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EZEL T |

Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

IP_ADDR name-server 208.67.220.220

208.67.220.220

AT T [E (Send) 127V v 7 LET, CDONEFICa~y REEE L, T35 ZADOHERR & T
I5&. TDonel] EWIHRAvbB—UNRNEREINET,

ATFYTI0 =2~ REHELAEHBT, [—Hoa~vy FREITHERICETE S MA-mERNbH £ &
WA Ay E—=UN200) v 7 L EBIIRRENDZENDHY FT,

£ Some commands may have made changes to the running config Write to Disk  Dismiss

[T 4 AT ~DEEZIASL (WritetoDisk) 1227 Vv 7 $5L, ZOavry RIiZk->TMA
LNTFEF L ETHEROFDOMOEENRT NSNA ZADAEZ— T v THERITRE SN E
R

[V iHd (Dismiss) |27 Vv 27 45L, AvE—URRVHESNET,

CLl ¥/ OMDiRE

=P —EFKOCLI v 7 B IRETEETN, VAT LAEREDO~ Y v lIfmETE EH A, CLI
<~/ OERETDHE, TXTOSSHT N, AT 7 uNERSNET, 7 23 EDOT N
AABEBEOLOTIEH Y XA,

FIE

ATV TN FEF =2 g =T, [T/ ALH—E X (Devices & Services) %7 U v 7 LET,
RTFYT2 [THRARET %7 ) w7 LET,

ATV T3 WEIRT A RZATDET %7 v LET,

AT T8 TR AR ET,

ATy TS [~ K TFA 4 #—7=xAA (Command Line Interface) 1 %27V v 7 LE7,
ATYT6 RET LIV —ERZRV I/ 2 ZBIRLET,

RTYT1 ~7uF_VORET A ar %2 v 7 LET,

ATv T8 [v7 udfffE (EditMacro) | XA TR 7Ry 7 ATCLI~7 naxfmELET,
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ATvT9
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[fR7F (Save) 1227 U v 27 L%,
CLI =7 u DELTHIEIZHOWTIE, [CLI~ 7 adET) 28R LT IEE0N,

CLI ¥4 O #Ik&

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATwT1
ATvT8

=P —TEFD CLI~7 2 FTHIFRTE TN, VAT AERDO~Z 2 FHIBRTE ¥ A, CLI
<7 aZHRTHE. TRTOT AL AT apNHIRENET, 7 2IBEEDT /A A
HDOHLDOTIIH Y FH A,

FIE

FESF—Ta v N—=T, [T/3f ALHP—E R (Devices & Services) | %27 Vv 7 LET,
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