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*SDC 7 RLAWPFET D3y NIT—20 D — b =A 1P T KL A,
o XA 5P —/R—@D FQDN F721XIP 7 KL A,

s SDCIAE~= T U iE, BEX 2 VT 4 Xy T EEHNCA VA M= NTBEIITHEINTE
D, ZHEITHICE. R—hr80 DT 7 bRV REBSMLENDH Y £7°,

FIE

ATy 1 SDC #Ef95 CDOTF v hMzuZ A4 LET,

AFw T2 [2—W— (User) | A=a—%27Y w7 L, [E¥x=2T7 2327 % (SecureConnectors) | %R L
i‘a‘o

No devices of Services have boen onboarded

Cisco Defense Orchestrator

AT9 73 [BEX=2T3x2 ¥ (Secure Connectors) |X—C, HWTTARK %7V 7 L, [Secure
Device Connector] % &R L £,

éﬁ & = tenant name _

user name

c 3

Secure Device Connector@
Secure Event Connector
11/18/2020, 4:41:08 PM

11/18/2020, 4:41:08 PM
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CDO O VM « * — % & L 1= Secure Device Connector O & .

ATy 74  FJE]1 T[SDCVMA A=Y DX 71— K (Download the SDC VM image) | %7V v 7 L&
T, THEROETNERENET,

Deploy an On-Premises Secure Device Connector p ¢

Step 1 |
Download the SDC VM Image

and follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPXIRPSBVOPSJ1eUpoYkdjalU9pS1INVekkxTmlJcOluljVjQBk2SNtwWFZDSjkuZX1Kc2FXNXJaV1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM
YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1T1IRSbUBYSTRNQZFpWIW1NNUXUUTNPRGNEWWT Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN
BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK
QBRPXORPTUFJT 181d3d3LmR1ZmVuc2VvemNoZXNBcmFBb3IuY29tIgpDREITVEVOQUSUPS. jaXN] by

ATFY TS Zip 77 ANNETRTOT AV ERELEST, b, KOLH>RbEDTT,
+ CDO-SDC-VM-ddd50fa.ovf

* CDO-SDC-VM-ddd50fa.mf
* CDO-SDC-VM-ddd50fa-disk1.vmdk

ATvT6 vSphere Web 7 74 7 > h&MEH LT, FHEL LT VMware h——lZr 74 LET,
GE)  ESXiWeb 7 747 v MIFEALANTI I,

AFv Tl Far 7 MIE- T, OVF 57 L— 25 Secure Device Connector AR~ o 2 B L %
ERS

ATYT8 By N7y TNETLIZH, SDCVM O&EJEZ ANET,

ATFvT9 HLWSDCVM D ar Y —LEEET,

ATYTI0 2—PF—FcdoTrI A LET, T 74/ FD/RAY— RiFadml23 TF,
ATv 7N 7ur7 hC, sudosdc-onboard setup & AJ1 L E9,

[cdo@localhost ~]$ sudo sdc-onboard setup

Cisco Defense Orchestrator T® SSH 7/314 R DEE .




ATvT12
ATy 713

ATv 714

ATy 715

ATv 716

ATv I

ATv 718
2Fv 719

ATy 720

2ATFvyTN
ATy T2

ATvT23

ATy T2

Cisco Defense Orchestrator DA |

. CDO @ VM A #* — % {# [ L = Secure Device Connector 0 &R

INAT—RKO7T a7 IpRFEranfzs, adml23 E A LET,

a7 MIHES T, root 2—F—DFH LR Y — REEKR L ET, root 2—HF—Dsi2
U—RZANLET,

a7 MIE-> T, cdoz—HF—DFH LV ZA T — REER LET, cdo—HF—D/ AT —
FEAITLET,

[#%#5i 7 HCDO K A A > Z# IR LT 72X (Please choose the CDO domain you connect to) | &
W a7 ERFERENTZ S, Cisco Defense Orchestrator @ K X A U NEFHAE AT L ET,

Tur T IRERENTES, SDCVM DIRD KA A UEREASTLET,
a) IP 7 FL Z/CIDR

by Y—hrv=A

¢) DNS #—r3—

d) NTP #—/3—%72|Z FQDN

e) Docker 7 U v

F72i%, Docker 7'V v UM S v W AT Enter F— &P L E T,

[ZANEDOEIFIELWTT? (1 XV z)  (Arethese values correct? (y/n)) (&9 7a
ERERRSINTED, Y] ZAN LT MY 2R LET,

ATTWNEZREELE T,

[T <SDCERELETN? (LW Winvz)  (Would you like to setup the SDC now? (y/n)] & 1
YT T MIREREINTEL, ] ZATILET,

VM 2 Y — b HEIIC e 777 7 F LET,

SDC ~ SSH ##ft A Ef L £, cdo L LTrZ AL, NAU—RFREZANLET,
717 K~ ., sudo sdc-onboard bootstrap & AJJ L E T,

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

[sudo] SATU— RO AN ZRDLNTZH, AT v 7 14 THERK L7z cdo NAT — RE AT LE
R

[CDODEF 2T ARy Z_X=IUNH 7 — A LNT v 7T —2%2abt—LTL7E S (Please
copy the bootstrap data form the Secure Connector Page of CDO) ] £\ 9 7'a > 7 M IRF/ RS Ll
5. WOFMEHENE S,

1. CDOCRrZ A LET,
2. a—HW—R=a—Mnb6 [EFXxaT7ax7 ¥ (Secure Connectors) | ZiER L F T,

3. [T7var]A T, [F7 LI ADSecure Device Connector® R (Deploy an
On-Premises Secure Device Connector) | %27 U v 7 LE 7,

4. XATRITRY IV ADAT v F2T[T—h AT v 7T —4%at— (Copy the bootstrap
data) 127 U > 27 L, SSH Y 1> RUICHE O HITET,

. Cisco Defense Orchestrator T SSH 7/314 ADEIE



I Cisco Defense Orchestrator ()& A&

ATy T2

ATv T 26

B 5O VM £ T® Secure Device Connector ) & .

Deploy an On-Premises Secure Device Connector p. 4

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9pSINVekkxTmlJcBluUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVW1lciaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT jFZbk5q¥21sd2RHbHZ ibk1pT2xzaVNWUkVM
VUpoYzJVaUxDSm91V8p5YVdRdE 1 pNHdJaXdpYm1kbWR5SmRMQBoxYzJWeVgyNWhiV1VpT2 1KamIyWm
xjbkpsY2tCamFYTmpieTVqY jIwaUxDSmhiWE1pT21KellXMXNJaXdpY285c1pYTW1PbHNpVWsSTVIW
OQUJSRTFKVG1KZExDSnBjMO1pT21KcGRHUWIMQBpgYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmxibUZ1ZENJNmJuVnNNiQ3dpYzNWaWFtVmpkR1I1Y@dVaU9pSjFjM1Z5SW13aWMzQkpaQBk2SWtO
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQEp3WVhKbGJuUkpaQak2SW
prMUSHWXpZamd3TFdKaV16a3RORGMOTnkxaVpgTXdMV1poWW10bFptRXpPROUWWM1Jc@1tTnNRV12Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNuYnpkQ81zSW5KbF1XUN1MQ8
k1T1RSbUBvSTRNOZFoWW1NNUxUUTNPRGNBWW1Zek 1DMN1ZV@paWldaaE16aGhOR110TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvemNoZ XNBemFBb3IuY29tIgpDRESFVEVOQUSUPS jaXNjby
1hbWFsbG1vIgpDREIFQkIPVFNUUKFQX1VSTDAiaHRBCHMEL y93d3cuZGVmZW5zZ W9y Y2h1e3RyYXRY
ci5jb2@vec2RjL2Jvb3RzdHJIhcCIjaXNjbyT1hbWFsbGlvLZNpc2ZNvLWF tYWxsaW8tUBRDIgo=

4 Copy bootstrap data

[ZNHOFREEFEFHLETH? (LW ) (Do you want to update these setting? (y/n)) ] &
WO TR ERRARINIZS, ] EATTLET,

[Secure Device Connector] ~<— 2R Y £9°, HLWSDC D AT —H AN [T 7T 47 (Active) |
WCABRINDET, BHEZEHLET,

REEER
» Secure Device Connector ® k7 7 /L =— K (155 ~X—)

e TNA AL SDC DI T D N T TNy a—T 47 (157 =)

B 5 VM £ T Secure Device Connector M E B

TNAAD B T A AEFREMEF L TCDO %7 /31 AZHERiT 556, CDO L7 /31 A
BT 5722, F» b7 —2IZ Secure Device Connector (SDC) X 7> nm— KL TE
BT 22 LRNRANT T 7T 4 AT, @H., ZNHOT AL ATIFEFERI—2ATHY, T
Vo7 IPT RURLZRTZ2W0D A o Z—T = A AN — Fa2Fio TWET,
WYX= U7 477747 A (ASA) . Firepower Threat Defense 7 /N1 A (FTD) .
Firepower Management Center (FMC) . Secure Firewall Cloud Native 7 /34 A X9 _CT, T /34
A7 A AEHREHEH LT CDO ICE A TX E7,

SDC i, BHMRT NA RATEITTHIME RS D a~vr NE, BHMRT A AZEET D4
BERHDH A v E—TIZONT, CDO ZEEMH L FET, SDCIX, CDOIXfb-TZdha~vwyr K%
FITL., BEXHERT A AR ->TCDO LA v =V EEBE L, BEHANBT SA ANHLD
%A CDO IR L £,

1 20D SDC WEHTE LT /3 ADEIL, ZTNEDT A ATREIN T DHHERE L. K
Tr7ANDY A XL TRV ET, 2720, BEEIBEOEZE LT, 120 SDC TH 500
BOTNA A% PR—FTEHZEEBELTOET, FEMICOWTIE, H—0 CDO 77 v
N CHEEO SDC #2425 (20 23—Y) 28R LTLIEE,

Cisco Defense Orchestrator T® SSH 7/314 R DEE .



Cisco Defense Orchestrator M E A& |
B & ® VM L T Secure Device Connector O FERf

ZOFRIETHEH, MEOEE~ A A—VEFHALTRY NU—712SDC A A h—/L
HHFECOWTHBALET,

\}

GE)  SDCHA A M—NTHDICHREIND, KbHEHECEHETE 5 H1kIE,. CDO @ SDCOVA
A A=VHEF T a—RLTA VA =T 5Z LTI, FIEIDONTIE, CDOOVMA A —
> Zx i U7 Secure Device Connector DJERH (6 X—<) ZHZMM L T &0,

4R HHEIIZ

+CDO (F, WERAEAET = v 7 20EL L, SDC LA v ¥ —F v hOFD Web/2 2T
vruaFx eV AR—hFLTWERA,

e SDCIZIZTCP AR— K 443 TOA v H—F > "ADFEEIRT 7 MXT L KT 7 ANNE
<9,

e X NIT—=TDHA KT A 2DV TIL, [Cisco Defense Orchestrator & B 45 /3 A
ANDEEE) 2R L TLTEEND,

svCenter Web 7 74 7 FE7-1FrESXiWeb 7 A4 7 b E2EHLTA VA h—vE T
VMware ESXi /8 A |,

N

GE)  vSphere 7 A2V by T FA4 T v MM LIA VA F—EH
R—=HFLTWEHEA,

« ESXi 5.1 /A 7= 31
+CentOS7 7 AN ARV —F 4 T VAT A,
« BB CDO T SDC AT —H% AINT 7T 4 TITI2 B 720
« VMware ESXi 78 A MZiE 2 2D CPU ST T,
» VMware ESXi /R A MZIZ2GB UL ED A E U BMLFE T,

s VMware ESXi Tid, R EYVa =7 O@ERIZISUT, I~ &2 R— 572
WIZI0GB DT 4 A7 BRENMETYT, iU, LEIILLCTT 4 A7 KA YEET
X519, N—TFT 4 a rTHIERY 2— 28 (LVM) Z2HEA LTS Z L5248
E LT,

cVMODOCPU L AEYZEHLIZL, VMOERE AN, [EF =27 2127 F (Secure
Connectors) | X—IZSDC A [T 277 47 IRETHDHZ LN RENTND Z & ZfER
]\/\i—g—o

ZOFNEEFITT B —P—L, Linnx BEOBIEIZHLATEY  viE Y27 VT 4
EFEALCT7 7 ANVERELTVARLERSY £7,
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B 5O VM £ T® Secure Device Connector ) & .

e F 7L I ADSDC & CentOS IR~ NZA VA M=) T B8581F, Yumtx =V 7 ¢

Ny FHEMNCA VA=V T DL E2BEIOLET, YumDOEH 2 BGFT 572D DK
BT T, A—h 443720 TR<A—=Fr80 THLT WV MY U KT 72 A% LB
HLGENHY T, o, FHEAT Y 22—/ F 572D yum-cron £ 721 crontab 7%
ETHLERDYET, EX2 VT4 EBHTF—LEHEEL T, YumOEHRLZEUGT 57290
WEX a2 VT AR —2BRTTHLENLLNE D EHE LES,

ATy T1
ATy T2

ATvT3

ATy T4
ATy TH

GE)  R&ODHIZ : FENOa~< R, a¥—LTREKEY 4 > RO AT 20 TidZe< AJ1d

HEICLTLEEY, —#na<r NZEENS A yv=) X, Ay b7 F—=X |
DTAEAT Im&Zy =] ELTHEHAINDGERHY, a~vy RBRRRTHRREE 72D F
K

FIE

SDC #{ER%9 % CDO TF v hMZu /4 LET,

[—H— (User) |A=a—%27VUvZ L, [EF¥aT7 357 % (SecureConnectors) % iR L
£

of Services have boen onboarded

Cisco Defense Orchestrator

[E¥ =7 237 % (Secure Connectors) | X—T T, HFWFTARX %27 Vw7 L, [Secure
Device Connector] Zi#4R L £9°,

éﬂ o~ tenant name

user name

ll

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

TAY RUDFIE2 DT — bR LT v T TF—F & ARRICAE—LET,

D7 EBLIRDORAM &5 4 A7 f8IEA SDCIZEID B THNTWD CentOS 7R %1
VA= LET,

* 8 GB ® RAM
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Cisco Defense Orchestrator DA |

. B 5 ® VM L T® Secure Device Connector O &Rl

ATvT6

ATvT1
ATvT8
ATv79
ATv710

ATvIN

ATvT12

ATvT13

ATy 714

ATy 715

ATy 716

c10GB OF 4 AT AR— A

A VA R—=LLI=DL, SDCOIPT RLVA, 7%y h~RA7 F—F U= DRERE, Fv
N — 2 OEARREZITVET,

DNS (RAA =% —n_—) ZFHELET,

NTP (v RU— XA A T bhal) h—R_R—%BZELET,

SDC @ CLI & iV B TX 5 L 912, CentOSIZ SSH Y —/"—% A > A h—/L LET,
Yum O ®Hi & 24T L. open-vm-tools, nettools, F X Obind-utils /X 77— % A A h—/L L
£

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI /N> & — T % A4 > A h—/L L £, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.htmlZ ZH L T 72 &0,

GE)  --user 77 JIIEA LW TL &N,

DockerCE /X r—% A A h—/L LE£7, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-cez ZHR L T 72 &1,

6= TR P EER LA A b= HiEEEHLET,

Docker h— Y Az B4G L, EEIRHCBIBETE AL HICLET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

fedo) & Tsde) D2 >D=2—H—%AEKLET, cdo 2—W—%, BHIIELEITTH720
a7 A3 52—P—TF (DOFY root 2— P —2EREFEHTL2X4IIHY FHA) , sde
2 —H—%, SDC docker = > T F #E(TT L2 —H—TJ,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

cdo Z— P —D AT — REHFELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo =—%—% [wheel] 7L —7|ZBML., EHE (sudo) HREZFTELET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

. Cisco Defense Orchestrator T SSH 7/314 ADEIE
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I Cisco Defense Orchestrator ()& A&

ATV 1

ATv 718

ATy 719

ATy T2
ATFvIT2n

ATvT22

B 5O VM £ T® Secure Device Connector ) & .

Docker 2814 VA h—/LEZ b &, 2—H =7 —TRMER I FE T, CentOS/Docker D/ N—
Ya Al UTC,  ldocker] F721% Tdockerroot] & FMEIXAVE T, /etc/group 7 7 A /L TED T
N—=T P ER SN Z2HR LTS, sde 2—HF—2Z D7 —FITBIML £,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

Jetc/docker/daemon.json 7 7 A IV FAE LZRWGAIIIER L, LTONEEZ AL E9, 1B L
725, docker 7 —E A FELE) L T,

GE) lgroup) F—IZ AT LI2Z—"T4705 HIOTFINEAD fetc/group 7 7 A VTR 727
N—TE—HLTWDZ MR LTI,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

HITE vSphere 2> Y — /b v v a VEMBH L TWDEEIE, SSHIZHIW X T, ledo) =—
P—=TrI A LET, v A Leh, lsde) 2—HF—ICVFEZIES, SATV—FOA
NaeRDLNTZE, Tedo) 2—=H—DRAT—RFEANLET,

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

F 4 L7 Y % Jusr/local/cdo 1225 L £,

bootstrapdata & W5 H LW\ 7 7 A L EZER L, [ > 7 L I A DSecure Device Connector® fi& B
(Deploy an On-Premises Secure Device Connector) |V 4 ¥ — RO FIE2 D7 — hA N T v 75—

B, ZOT77AMIAEOfHTET, [BRTF (Save) 1227V v 7 LT 7 ANVERGFLET,

[vi] £721% [nano] ZFHL C7 7 A LV EERTE ET,

T —hART v TTF—H T base6d T a— RSN TWETOT, BFEfEmik LT

extractedbootstrapdata &\ 95 7 7 A LTS AR — M LET,

[sdc@sdc-vm ~]S$ base64 -d /usr/local/cdo/bootstrapdata >
/usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]$

cat A< REFITL K BHIL LT —2%2F - LET, o~ FBIUOK Sk L7
FT—=HITRDO L DI 9,

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"
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ATvT23

ATy T2

ATv T2

Cisco Defense Orchestrator DA |

UTFoa<wy FEFEITLT, Ea L7 — A N v FF— 2 O—EEREEKIZT 7 &
A—rLEF,

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]$

CDOMST—FART IR NAEA T a— R LET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 —-=-:==-:== —-=—:=-—:—-= —--—:——:-- 10654
[sdc@sdc-vm ~]$ 1s -1 /usr/local/cdo/*SDC
-rw-rw-r-—. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

SDC tarball % f25f L, bootstrap.sh 7 7 A L& FEIT L TCSDC RNy 75—V % A VA M—/L LET,

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC
<snipped - extracted files>
[sdc@sdc-vm ~]1$
[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98£f17101dbl0e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790275458:
Pulling from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

ebbdl10b629bl: Pull complete

dl4d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc

+%L, CDOTSDC A (725 47| LERSNHETTT,

RDBERY

o [FARLREF—EADEANEf) (TBE LT, CDO TEHT 57 /3 A &5 AUE L
i‘j‘o

Secure Device Connector D HI[&
A

D%

r-=4
=]

ZDOFINEIZ X V. Secure Device Connector (SDC) HIFRENFET, Z OEIXTICEEEH
ho ZOFIEEIToIZRIE. HTLWSDC A VA M=V LTT A AEHERHTHET, £
D SDCITHRE SN TN DT NAA AL FEHTERS RV ¥, T A2 H{EHT 212,
PN MBE IR T NA AT LIEREn 7 A U EREFANTDUNERH L5605 7,

TF 2 hvb SDC #HIBRT 2121, ROFNEZFEITLET,
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FIE

ATvFT1 HIFRT 5 SDCIZHERM SN TWNWET A A% T THIBRLET,

+1. SDC THHAEINDZTRTOT A ZAEHET HI2X, [T[H—SDC A L7= CDO I
BT 2T _XTCOT AR, RAE/RDTF5] 25T 7EEV, [Al—SDC Z#H L7z
CDO I T DT X TCDOT A A& /o5 (20 <—)

2. [TAAAREYP—ER]R=UT, #HILIZTRTOT NS AEBRLET,

3. [T/A AT a (DeviceActions) | V4> RUTIHIER)Z27 Vw7 L, [OK] %
7V LTEEERELET,

AT9 T2 a—Y—RX=a—n5, [BEX=2T7 23327 ¥ (Secure Connectors) | 2R L £7°,

é 8 = tenant name _

user name

c 3

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

ATY T3 [BX 2T ax7 # (Secure Connectors) ] 7 —7 /L C, HIFRd 2% SDC #EIRLE4, ZH T,
TN 2T il > T A T T,

ATV T8 [T vaeXs 0T, HERZ227Y v7 LET, ROBEERERINET,
25 <sdc_name> ZHIBR L &L 9 & L TWEJ, Secure Device Connector (SDC) D HIBRIXIT
WCREERA, SDCEHIFRT D &, T3 R %8 AR F 72 1S AElR 3 2 A1,
B LU SDC ZERk L CHEAET 2 6 E R H Y £

IR AYEGE G I DT ASA ZANH 5720, SDC #HIET 5121, 2 b DF /31 A5 ik
L. BILWSDC 2% E LI /A VIEREFHEANTILENHY £97,

DB AFEND HHEAE. [FroEA] 22U v LT, CDO HAR— MMZBRIW
BhEL I,

cFATT DITIE, FTOTHFA MRy 7 AT <sdc_ name> % AJJ LT, [OK] %27 Vv L&
R

ATY TS FHATTHHEEIT, BERXA v E—VICE#HEINTWVWD SDC DARIZHERLA Tl Ry 7 R\
ASTLET,
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B 5% s0ch 50 s0c~m AsA DEH

ATw 76 [OK]%E27 U7 LT, SDC OHIRZHEE LET,

& % SDC H 5 5l SDC ~ D ASA DFZE)

CDO TlE, H—» CDO 77 K TH# D SDC T %, ROFINEAHEH L T, S5
ASA %, &5 SDC 5 H1D SDC IZBHEI T& £97,

FIE

ATY TN FEF =2 g 3—T, [T AL P —E R (Devices & Services) %7 U v 7 LT,

ATV T2 [T34 A (Device) | #7% 27Uy 7 LThbH, [ASA| ¥ 7% 270 7 LET,

AT 73 HDSDCIZBEIT S 1 DLL LD ASA Z3EIRL £,

AT T8 [THAART 73], T, [BEEHROEH (Update Credentials) 1 %227V v 7 LET,

AT w75 [Secure Device Connector] R %27 U w7 L, T/3 AOBENIE SDC ##INL 7,

ATYT6 CDONT A A0 A T LD T 2ERED2—F—H L AT—RRE AL,
[®# (Update) 127 U w7 LET, BEINTWRWVWEY | FHFDOL—V—4 L X2AT—

RiZ, ASADEAHEICHH L7ze 7 A4 EFREF LT, INHOEEET A AZERT
HEITH Y £/ AL

GE) TRTOASAPREUr A AF@REFEHL TWDA5E. 85D ASA =, 55 SDC
MHBID SDCIZ—ETREICX 9, HED ASA D 7 A ANERNELRD5E. &
ASA 3 % SDC 22580 SDC IZ 1T OBEITHAMNENH Y 9,

Firepower D#Z#t O 7 1 U IFERDOEH

Meraki % > 3 = AR — KB H LW APL F— %24 T 555 1X, CDO THifiin 7 A U 1EH %z %
T o0ENHY 5, HrLund—24T HaRH _ou\ﬂi‘ Meraki API & — D4k & Buis

EZRL TSV, CDO T, 731 AHEOEin 74 NEREEHTH L3 TxE

T, BEIZET T, Meraki # v ¥ 2R — RTAPIF—42 FETEHF CTCEEJ, v s A 1HH
L CRIE A2 T 521X, CDOUI CTAPI % —42FETHEFTHIXLENRH D £,

)

GE)  CDONT A ADFRIINCKL LIZ5E. CDO DG AT — % A [#sh7ea 74 1 (Invalid
Credentials) | &R REINDHZ E0H @ iﬁ” ZOEIE, APIF—Z L L 9 & Lz mraetk
W 9, IR 72 Meraki MX @O API F—8E LW 2 & 2R L7,

WO FNEZM LT, Meraki MX /34 2D 7 A AEREFH L ET,
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FIE

ATFY TN FEF =2 g =T, [T AL P —E R (Devices & Services) %7 U v 7 L7,

ARTYT2 [THAR X T %7V 7 LThb, [Merakil| ¥ 7 %27 U v 7 LET,

RT9 T3 Hfin /A U NEREEHT D Meraki MX &38R L E 7,

RTYT8 [THRART 72 a XA 2T, [B7 A4 AFHROEH (Update Credentials) 1 %7 U v 7 L%
D

ATV TS CDOMNT NRAAZa T A T HTDIERTHAPIF—%2 AL, [EH (Update) 127 U >
7 LET, ZOAPIF—E. ZTHEINTWARNIRY . Meraki MX O A 26 L7-0 & [
CLuelAUHERTT, TNOOEEEZT A AZEETAILNEETH Y A,

Secure Device Connector D& R LT H

FIE

AT T [2—W— (User) | A==a—MmnbH, [EF=2T 227 % (Secure Connectors) ] Z iR L F 7,
ATy T2 ZHiTELEET D SDC BN £7,

ATy T3 FlA T, SDC DAFIOMIZHOMMET A2 & 22 ) v 7 LET,

ATv T4 SDC DAHIEZETELET,

ZOHF LWAFNL, [T /3 A &P —E R]XA1 D Secure Device Connector 7 « /L% 72 &', CDO
A Z—=T = AND SDCAHNFRESNDGINIFIRENET,

Secure Device Connector ) &

ZOFEIEX, T TNV a—T 4T Y=L E L THEHALTLIEE Y, @, SDC T HEH
WCHEHEND -0, ZOFIEEZERTL20EETH Y A, 72720, VMOBZERENIE L <
72V, SDC 1L AWS ~O#Efi T L CHTZ22E TEEHAN, ZOFIAICL Y, SDC
OFFBFG S, AR OMBEIZ L 5T —BiFk S E T,

FIE

ATy 1 SDCITHefE LEF, SSH Zflifl L TRt 3 52>, VMware Hypervisor O = Y — /L B 2 — % {fi
HTE £,

ATFw T2 cdox—¥—+LLTSDCilcua s A LET,
ATvF3 SDC 2—HW—(2W) 9 ¥z T, SDC Docker 2> 7 F & HH L £,

Cisco Defense Orchestrator T® SSH 7/314 A DEE .



Cisco Defense Orchestrator M E A& |
B =007+ rciEsosoe AT 5

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

ATv T4 SDCY—NF¥y  &T v 77 L —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

AT SDC% 7 v 77 L —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$

BE—mCDO T+ ~THH®DSDC ZEAT S

T MZEED SDC BT L, XT3 —~<  ABIET IR LR, L& DT
NARBEHTEXET, | OOSDCHREFHTEX DT 31 20T, TNEDT /A A2k
NTWAHEEEL  BRT7T7ANDY A R L > THRAEY F9,

TF MIA VA =L TE S SDC OEUZHIRIZH Y £ A, %5 SDCIE1D2DFRy FU—7
B A NEEHTEET, INHDOSDCIE, TNHDORy NU—27 87 A FHNOT /A
A% [A—® CDO 7> MI#HE LET, #HEDSDC BN eWiGE, RlfShi-xy NV —27 &
TA NNDOT A R, B2 CDO TF > F TEHT ILENRH Y £9°,

2 &K H LD SDC % B4 % FIEIL, 41D SDC % ER+ 2 FIEL [ L Td, CDO D VM A
A — % L 7= Secure Device Connector D EERAA>, H H D VM | T? Secure Device Connector
DREAZENTEET, T2 FOEYID SDCIZiE, T hOLETEFES 1| AIAEN
TWET, BIDOK SDC 121X, EFICHE ZH T T b ET,

Fl— SDC ZfEA L= CDO [T DI N TDTNA RZRDITS

[l L SDC Zf#ifl L C CDO 28T DT _XTCOT /A ZAZHBT BI2i1%. ROFNEIZHENE
7,

FIE

ATV Tl FEF—=va =T, [ &7V 7 LET,

ARTYT2 [THRAR X TR w7 LTT A A RDOTET,

RT3 WYIRTNAAXATOE TRV w7 LET,

ATV T 74 NEZNEILENT TIHRESNTWAEHE/RITE, A X M) T =70 EESICHH[7 Y
TIRZ %7 U7 LT, CDOTEEHLTWVWDETRTOT AL ALY —EREFRRLET,

z%vﬁs74w&ﬁ&y7'%7Uyﬁbﬁ[74wm%:;—%%%bi¢o74»&(m&—
V)
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ATYT6 7 4 /VHD [Secure Device Connector] 7 3 > T, %H72 SDC DA4RIZAIZLET, 4~
Ry M) T —=TIE, T4 H TAH A L2 SDC 2 H L CCDO I L T\ DT /31 A
DHBPRRSIET,

AT9 Tl (FTvarv) MREILIKVIALIZIE, 7ANVFZA=a—TBINO7 4 VX EF N LE
D

AT9FT8 (FFvarv) BTLEL, AN T—=TINDOEHRCHH[Z IV TIRE %70 w7 L
T, CDO TEHEHLTVWDLITRTOT N, AL —ERAEFRRLET,

Secure Device Connector F — Y —RXA B LUV —KIN\—F 4S54 €
VRAEMH

* amgplib *
amgqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremobius.net>

This package, ""amqgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov
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Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* Ip *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR APARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the "'Software'), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INAN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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* json-stable-stringify *
This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the "*Software'), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT,NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:
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Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the™Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CC0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS I1S" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

Cisco Defense Orchestrator T® SSH 7/314 A DEE .


http://creativecommons.org/publicdomain/zero/1.0/
http://www.apache.org/licenses/LICENSE-2.0

Cisco Defense Orchestrator M £ K |
. Secure Device Connector A — TV Y —RA B L UVH— KI\—F 4 SA U REM

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD License (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.
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"License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

"Licensor™ shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

""Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control™ means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or ""Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source™ form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work™ shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

""Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted'* means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

""Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
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patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a ""NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
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for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

*rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* yuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
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ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE
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OCI A FTDv 6.7.0 LAKE — —

OpenStack /| FTDv 7.0.0 LARE — —

FTDv VMware D54 6.0.1 LAKE 6.2.2 LI 6.4.0 LAKE

ASAFirePOWER Y —EXE2a—)L
CDO /X ASA FirePOWER #— b XAV 2 — /L&Y R — K L TWEEA,

Firepower Management Center D H-7K— + M £

Firepower Management Center (FMC) (%, Y Aa®~</LF FID EET 774 7 AT,

EDOTAIANn—Ry =T RBED/N—T 3 @ Firepower Y 7 b U =7 W HR— K LTWVBEMNZ
DWW X,  [Cisco Firepower Compatibility Guide] % &M L T 72 &0,
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Cisco Defense Orchestrator M £ K |
B o7 ren—51 098 rowm

CDO X FMC HSRED — A2 R— h 52 LICEE LT F &V,

A\

GE)  FMC TiX, %, Ay — "=V g 020 O0nlo7= W FTD T3 A2 EHTEX £9,
72 21X, N—=T 32660 DFMC TlX, N—T 32640 DTN A ABEBRTEET,

IR FMC T/314 R Firepower V 7 kD = 7DHHR— b+
FMC 1600, FMC 2600, FMC 4600 6.4.0 DA%

FMC 1000, FMC 2500, FMC 4500 6.4.0 LLK#

FMC 2000, FMC 4000 6.4.0 LLKE

FMC 750, FMC 1500, FMC 3500 6.4.0

REFMC /A\— 3 > VMware vSphere/VMware ESXi
Version 6.0 6.4.0 LR

N5 65 6.4.0 LAKE

N—=T 367 6.5.0 LK

N

GE)  VMware TP FMCv 300 OV R — MI/X—T 9 > 6.5.0 THRBENE T,

RAAYF T EIN—T 1 2T DY R— O

WDOETIE, AL v FrTBLONV—T 4V THT N, AZREIZ L7z CiscolOS V7 b =
TETNRARZATOVR—MIOWTEHRHELET, ROELOHEEY 7 T, TAALZAT
D AU & ERERCRF R I A3 A R L T 72 &V,

TINARAALT P!

Cisco 10S CDO IZ. CiscolOS N— = v 124 LA %
TLTODT A A& H— b LET,

IS5 9Y $R— b
CDO VL, DT T UHFDRH/NN—Ta & R— KL TWET,

* Google Chrome

* Mozilla Firefox
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T NEHE

Cisco Defense Orchestrator (Defense Orchestrator) 42 &, [E] X—Y TT7 T b X
W% D2—YF =T By NORFEDREE HAX~vA A TExET, 2—P— A =a—%H
&, [ (Settings) 127 Y v 27 LT, [&E (Settings) | ~—IIZT7 7 EALET,

CDO Tenant

9 user@example.com

# Settings Q@

= Secure Device Connectors

& Switch Account
= Sign Out

B &SR -
« BEFE (39 X—)
o — P ER
I X T DRE

HHIFRE (43 =)

Ky
o
Ko
it

CDO Tenant

9 user@example.com

# Settings Q@

= Secure Device Connectors

& Switch Account
= Sign Out

— X752 CDO R EICBET AR hE v 7 2B L TS E &,
o W —FHE (40 X—)

e ~A h—2 > (MyTokens) {2\ T, APl h—727 > (48 X—) B L T
v,

[TV RRE]COWVWTIEL, BLFESRL T Z3N,
EFV I TZARDNT XU TOHEME (40 X—)
e VAIAYKR—MILDHT T FNOFROPIE (40 X—)
« 774V b OBEERIEE (41 X—)

« Web Z3#T (42 ~—7)
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1—H—&E

<A =D

FF o hRE

Cisco Defense Orchestrator DA |

e FFURID (43 =)

e TV ML (43 RX—Y)

CDOUI CTERTIHEFELZEIRLET, ZOBRIT, ZOLFEIT)Z—F —|ZOHLFELE
7,

N HOWTIE. TAPI F—2 ] BB L TLEE N,

ZEYIVIRAMD LS vFXF U TOAEE

ATy T
ATvT2
ATvT3

BEIY AN NI XU TOEMMEZT. TF 2 FOTRTO—F — 22 RITLET,
EHY 7T AN N7 X T 2T HITIE, ROFIAIZHENET,

FIE

=P —RA=ma—5, [RE (Settings) ] Z R L £ 7
=P =X =2 —T, [f&&E (General Settings) |27V >v27 LET,
EHEY 7= A~ ~7 vF% 2 (Change Request Tracking) |D FTDATA X% U v LET,

B3 5E T3 % &, Defense Orchestrator f > % —7 = A ADQKETHE, [EHa 7O [Z£HY
JITARN KRy T HE T A=ma—0, [EEV VAN Y= A RN—=RNERRINET,

DRAYR—MIELBE T FORTRDILE

ATy T

VAAYPR— ME, ==& T F v MCEEMIT T YAR— Ny MR LTZD . B
DOEFICHET HZMEEFEEICBELZY LET, 2720, REIECT, ThH Ty hM%E
EEELC, YAIYBR—RIRTFU MIT 7 BALRWESICT 2 ENTEET, Thk
TO2NE, [ AAYR=FRZDT T FEFRTERNEDIZT D (Prevent Cisco support
from viewing this tenant) | D FIZHORZ L E AT A4 RLT, D F v/ ~v—T7 2R L
e

Cisco ViR — MMZT v FE2RRIELWVWE S IZTH120E, ROFNEIZENE T,

FIE

=P —RA o =5, [KE (Settings) ] Z R L £ 7

ATw T2 [&%%E (General Settings) | %7V v 7 LE7,
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FAAROEEEBBERT 54 TV 3 oant [

ART9T3 [VAAYR—IRZOT T FERRTERNEHIZT S (Prevent Cisco support from viewing
thistenant) |O FOATA X% 27V v 7 LET,

TNARADEREZHHEREST ST a v 0FEHE

FTNA ZADEFEDHBEEREZ BT S &, Defense Orchestrator 157 /31 A CEBE T2
FAEHHMCEARTEET, 2047V a rEEGOEFICTH, B TEIICT 5613,
BEEZERT DHHNET N ADORE MR T HHLERNH Y 7,

TNA ZADEEO HEARZ AT DI21E, ROFIEICHENET,

FIE

ATY T a—P—RX=a—n5, [(XE (Settings) | ZiBIR L £,
ATv T2 [&f%%E (General Settings) %27V v 7 LET,
ATV T3 [THAA AOEREZHIHEKRTLHA 7L a L OFMEIO FICHDHATA X &7 ) v 7 LET,

T 74 FDOFEER LR
ZORIE T, CDO NEAMENFT NSA ADEF 2R —Y 7T HHENRRED £, ZOER
. Z2OTF U FTEHENITRTOTF AL ZTHEL, WOTHLEERTX X T,

\}

GE) ZOoOBUT, | 2EFEEROT AN AEBIR LI, [T AL P —ER] =T BF]H
TXD AR AT v a 2N LTA—N"—F 14 RTEET,

IOF T arEREL, BARHEOH LR ZRIRT 512X, RO FIRIZENET,

FIE

ATY T a—P—RX=a—n5, [(XE (Settings) | 23BN L £,

AT T2 [&%F%E (General Settings) | %7V v 7 LE7,

AT T3 [T 74/ bOBEAKEREE (Default Conflict Detection Interval) ] Ku v 7 X 7 A =a—%
7V w7 L, FEIOEZZER L ET,

BERFAZRA 71— T5F T avEFHTS

HEREA AV a—NT54 7 a 2G0T sE, BHEDLWHERORRRDORERRZ A7
Va— L TEFET, AT HE, —FERD FLITRVIRLOBEBEME A a—LTEFE
T, HEIRBHEZ A Y 2— 9252, THEEHOAZFa—)] 22 LTEE0,
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. Web 247

Web 547

Cisco Defense Orchestrator DA |

7 734 A D Defense Orchestrator TITHOITZEHIL, 731 A AR S8 IZRETOEERH 585
By T AZABINCRE SN Z LIZEB L TLES Y, T3 A0 [BEEHH (Conflict
Detected) ] E 72X [FERA] 22 &, [[FH (Synced) [IREETRWGA. ATV a— L Sz &R
BEITENERA, [YVaT]X—=IZiF, ATV a— VEINTRERBRILUTZA A X AR
—ERRINET,

[BEEERA AV a— VT4 7 a2/ T R 4712758, Arva—nEnk
TRTORBMBHIBRSNET,

|

EE DefenseOrchestrator UL 2 L T, A7 Y a— L INTZEEZT A R L TEBIERT 5

ATy T
ATvT2
ATvT3

ATy I
ATy T2
ATvT3

BE. BLWEICL > THEFORAN EEXENET, APIZHHAL CT A, ADAF Y 2 —
N ENTRBEEZEBIERT 25801, FTLWERZ A Y2 —/L 3 5012, BEFOREE %2 4k

TOBENRD Y £7,

HENEAZ A Y a— T 557 g LV EANIT 51213, OFNEIZENET,

FIE

Z—HF—RA =2 =00, [HE (Settings) | Z#INL FET,
[&f7%E (General Settings) 1227V v 27 LET,
(HBEHEAT Y 2a— VT 5472 a b BHNNCT D) DTORIA X ET w7 LET,

Web GATIZE D, R—=Y Dt v MIUZHES EAORGMERAEHRN VA aicfitsnEd,
WIZIE, BRLEAA—Y, RXR=UTELCLERH, 7700~ Yg #fEAR—Tg 0
TNAADKRA NI ENEENT T, ZOEHRIZ. AT BFEREOMALIRIL & — o % il
L, 82 %ETIOIHEHSNET, TXTOFBHRNT —ZIZEL T, By T4 75—
ZIIEE S NE A,

Web 73HT1ET 7 /L R CHEZ /> TWET, Web OHraBEhc L7zh, ZO®%ICEITT
HI21E, WOFNEEZFEITLET,

FIE
a—P—RX=a—nb, [KE (Settings) | N L 7,

[Ef%FE (General Settings) =27 V7 LET,
[Web 73#T (Web Analytics) | D FIZHDATA X ET Vw7 LET,
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TF2hID

s+t [

T FIDICE>TT T MM ENE T, ZDOfFEHRIL. Cisco Technical Assistance Center
(TAC) IZHKET HMEND D & IR IIBET,

T RAE, TR LET, Ty ML TRV IcEE L TL f:é
W, ZOEHIX. Cisco Technical Assistance Center (TAC) ZE#EETAMIENH B L = I12&EH
F9,

T MCEEMT ONTZT A A TEEDT 72 a UINRETH-NT, CDOOLETF A —
VRN A Z T D L ) ICBEETE 9, FROOmELT v MIEEMN T ST ToT
NAZTHEASNESTH, TRTOT A, RZA TR RER T N TOF T > a v ¥R —
FLTWBbDITTIEHY FHA, £/, UTICU R FETWAD CDO #ENIINZ HVIZZEH
X, U7 A A CTHEIMICES S, BEZMLEL LW LIZER LTI,

CDOMBDBEAA—/VIEHINIL, T2 a DA T EHBEZ T HT NN, ANRENET,
TR A DBAED IR EE k??/a/@mﬁ@#ﬁ_owfﬁ CDOWZm AL, iz
FADTNRAAOERa T EHHEZ L 2RBEIO L ET,

A—P—Ama =&, [REEZ27 Vv 7 LT, [RE] =TT 7EBALET,

CDO Tenant

0~ user@example.com

& Settings @

= Secure Device Connectors

& Switch Account
= Sign Out

FINART—420—DT7 57— FDZEE

)

GE)  ZhoOREZEET L, FEITEMZREKT 212F, ®2y FI—VEBEL—F—n—L

BDYLEECT, FERC W TIE, 1~%®&JJ%%%LT<%éw

WHBLERTRTOTNRA AT = 70— TV F a0 THERLTIEEN, ROWTH
MDT 7 a s NloNWTC, [T/83 AU —27 71— (Device Workflow) % FEI TR L £,

[Ty 77 L —F (Upgrades) 1: ZDOT7 73 a i, ASABLOFTID T /A AIZDHE M
SNFET,

[Ny 27T w7 (Backups) |: DT 7 a UL FTD T3 AZOBEA S ET,

B (Deployments) ]: Z D7 7 v/ a 2%, SSH £721X10S 731 ZADHHA V AX
ATEENEE A,
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Cisco Defense Orchestrator M E A&

TFTINARAR DT S5— FDEE
A\

GE)

INOORELEELET L, FEICTHEMERET DI2E, *y hI—H EBEL—V—
DEETT, FRMIC OV T,

[ —HFDHKE ] 2R LTIIEEN,

u—/)

HMPLERTRTOTNA A V=7 7u— v F IV FELTHRALTIIESV, ROWTR
MDT 72 a N ONWT, [T3 AL X2 | (Device Events) ] % FE) CTHER L ET,
A7 T4 7% (Wentoffline) ]1: ZDT 7 a ik

. Ty MCBEEF T BTV D
TRTOFAAL RZHAINET,

s [Ar T4 IZRED (Back online) ] :

S ZOT 7 a v, Ty MCBEEMIT O TWS
TRTOT AL AZ@HASNET,

« [BEAH (Conflict detected) |1: ZDT7 7 ¥ a X, TF > MIBEEMIT L TNDH TR
TOT A RTHH SN ET,

HBITRIS41

(77— baZET 50

2%k (Subscribe to receive alerts) ] b 7/1/’5_’75)% LT, 7FHUb
07 A AT DB A= VRGBT A MOBMLET, A—

— U RN EBA—)L
ZHIBRT DI, P VOBIR AR L T/ L—FoRICLET
BEODL—YF—ua—/Lid, ZOJRE—23

SOV TAIN T a T Iy a DT 7 AN
BEéﬂT"‘ED ZLICERELTLEEY, Ry D)=V EBE L —F—n— L2 Fffoa—H—

EFAAT ) ZBEMEFEBRTEET, AN = —FIRED

A — Ve e g e — T — D U 2 MBI 5121E, .75:? Uy 27 LTEFA—INVE
FEITANLET,

A

D

==
=

w7 oy B

2—YP—%FEFTEMT 25E81F, ELWETA—LT RLAEZ AN LTLZEVY, CDOE,
TF 2 MZBEEMAT BN TWABEMD 22— —DBE S A—NLT RLAZF v 7 LEREA,

CDO BRI DR

(2]

Vw7 LT, T NCRELERBOT 77— 2R LET, CDO
Ul O EIX, 30 Hi%iZi®

N

WHIU R FBHIBRSNET,

GE)

[7 7 — hDOEERH] (Send Alerts When) &7+ a  COBEIRIL, CDO ULIZFHRK AR E 5 HE
DIAATITHELET,
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cooaams—exgmanant [

H—ER#TE

A=V T TV CERBYV =T 7y 72BN L, 77U Xy ami— RTHEHEECDO &
HMEZELET, CDOTZDA T v a rEAMNIT DT, BRLET T TEREYV =T 7y
JxFETHFAAL, V=777 URL ZHGT H20E R H Y £9, FEMIC OV TIE, TCDO
HHHY—EAHEOEIME) 2R TIZE N,

CDO BB —EX#HEaDEMEL

P—EAREEANCLC, HESNTZA v =V I T T r—va vrEidh—e 2%
LTCCDO EHEZIRE LET, BAEZZETHIL, Ave—Vr 7 77— arnn
Webhook URL 4% L, CDO @ [i#%15%E (Notification Settings) ]-~<— 3" T% ¢ Webhook %
CDO ([ZHRET 2 M EHNH Y £97,

CDO %, —EZ#E L LT Cisco Webex & Slack %A T 4 72 HR—FLTWET, Zh
SOV —ERIEFEIND A vE—VF, FrrlHER Yy NHIZERIZC 7 +—~ v ST
TWET,

\)

GE)  [@ZE%E (Notification Settings) ] -X— Y C&R L7-i@EIE, A v —V 7 77V r—v 3
NTEERE I NS A RV T,

Webex F—LDFEEIZT IV

1R HHEIIZ

CDOEAIZ, FRE SNV =7 AR—RIZFREIND HER Y FELTTITAX—F Ay
T —VICERENFE T, Webex Teams 737 = 7 7 v 7 ZQLF$ 2 LD FEMICOUWL T,
['Webex for Developers] #ZM LT 72 &0,

WOFNEZHEH LT, Webex Teams DEET =7 7 v 7 &2 LET,

FIE

XTFYvF1  Webex Teams 7 7V 7 —3 3 U EBRE £,

AT9 T2 U4V RUDOETHEIZ®L [TV (Apps) | TA 2 %27 Vw7 LEd, ZOT 73 il
X0, HLETZ T DH L ¥ 7T Cisco Webex App Hub 23 & £ 97,

ATV T3 BMBA—ZHEHLT, [BEV=77>7 (Incoming Webhooks) ] Z# L 7,

RTFY T4 [BEHEZENLET, cOT7 7 a it kY. OAuth ARME N, 77U r—a U RHi L
WHTIZFRESND L DI £,

ATvF5  [#FA (Accept) | ZBIRL 4, ¥ 7 BRHBNCT 7V r—a VOREX—VICV LA LY
FENET,

ATvT6 WERELET,
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Cisco Defense Orchestrator DA |
B seckmoiEyzI7v2

«[Vx=T7 7 v 74 (Webhookname) |: ZD7 7 U r—va ik THRtEND A vE—
CET DI DARIERE LT,

o [ARX—Z DR (Selectaspace) |: Ry FH 7 A=a—% i L T[A~X—Z (Space) ]
ZBINL E9, A~—ZX Webex Teams (ZREIZAFTE L TWADMLERH D 9, AX—ZAN
EAE LW A 1L, Webex Teams THT LWANR—ZAZERCTE E4, 7FUr— 30D
HEN—VERFTHEHLNAR—ARFRINET,

ATy TT  [EM (Add) 1ZBIRLEJ, 2R L7 Webex AX—R |2, 77U r—yarinBinanee
WO TREIN R S ET,

ATvF8 U779yl URLEZaE—LET,

ATv7F9 CDOWns A LET,

AT TN HEMOZ—F—RA=a—%B&, [%E (Settings) | 2R L 9,

ATy TN Mo [EMELE (Notifications Settings) | % 7 & 1#IR L F7,

ATvFT12 [P—E RiEH (Service Notifications) | £ TAZ nm—/L L E7,

ATV T HOOTITARE %) v LET,

ATV T4 ARiE AN LET, ZOARNL, REINTZY—ERAHAEL LTCDOICERENET, RE
SN —ERITHEE S ND A XY MITER RSN ERE A,

ATV T8 Fopy7HourA=ma—%ERL, P—EA2Z A 7L LT Webex ZRIRL 7,

ATV T8 Y= ANBAR LY =77 v URL 2060 (£,

ATFvT1 [OK] %227V v 7 LET,

Slack HDEEV T T 797

CDO AL, HBESNTETF ¥ RVICRRINDLEN, BEIAR Y hELTTIARX— A vE—
VICERINET, SlackiZ L DEE Y =77 v 7 OWBRHIEDOFEIC OV TIX,  Slack Apps)
EZBLTLL I,

ROFNEZEN LT, Slack DEREY =77 v 7 2 LET,

FIE

ATYT1 Slck 7HhvrharZALrLET,

ATFvT2  EMONRFALT, —FBFETRZa—/LLT[7 7Y DOEM (AddApps) ] ZEIRL £,

ATw 73 [EHEv=T77 v (Incoming Webhooks) | D7 7V /r—ar T4 L7 NI ERBEL, 77
Va&RSTET, BN (Add) ] ZERLET,

ATY T4  Slack V—7 AXR—ZADFEHETIIRVGA, OEHREIZY) 7oA MEREL, 77UN
HOT7T ATy MUBMENDDEFMFOVLERH Y £3, [REDY 7= A (Request
Configuration) |ZERLET, A7 ar0AyE—YE2ANL, [UZ7 A FDE[F (Submit
Request) | Z 3R L £,
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ATvTh

ATvT6

ATy T17

ATvT8
ATvT9
ATy 710
ATv 7N
ATy 712
ATy 713

ATy 714
ATy 715
2Tv 716

hzasgmeRoEEyI7vs ]

U= AR=ATHERB Y =T 7 v 7T TVPAMTI>7- 5, Slack DRRES—T 2 HHT L,
(LW =77y 7% —7 A= ZEM (Add New Webhook to Workspace) ] % %R L %
7

Rey X A=a—%FH LT, CDO @A Z &K T 5 Slack ¥ R /LA BN L, KR
(Authorize) | ZHIRLE T, V7 Z XA RPENCRDDEFF> TVDLMIZZON—=U b
LG EIE, SlackiZn 7 A4 LT, EEBICHLIYV—7 AR—ALZBRLET, Fry
THEG A Za =G [T—T ARX—ADI AHF <A X (Customize Workspace) | Z iR L,
[7 7V OFE (Configure Apps) |2 #INLET, [EE (Manage) 1>[H X2 L#iE (Custom
Integrations) JIZBENL 9, [BE 7 =777 (Incoming Webhooks) | %R L TT7 7 U D
TUT AT N=URRE, AT [RE|ZBRLET, ZOT 7Y BREMNIRS>TND
U= AR=ARADT R TO2—F =R —TFRRIhET, 2= =137 V07 FOREDFE
REMEDHTEET, V=7 AXN—2AL LRI TRELHTE L, RICHERET,

Slack DR ENL—V b, TV DORESX—JICVFA L7 bENET, V=77 v 7 URL%
Ao Tavr—LEd,

CDOIZrZ A LET,

£ EOa—PF—A=2—%ZF &, [RE (Settings) ] ZERLET,

o [BHERE (Notifications Settings) | % 7 28R L 97,

[th— B Ri#%1 (Service Notifications) ] £ TAZ m—/L LET,
HODTTARLE %7 Vv LET,

ARiE AT LET, ZO4RNE, BESNT—EAREGE LTCDOIZERENET, &E
SINTH—ERITEZESND A XY MIEERRINER A,
Fay7HorA=ma—%REEHL, —ERXZ A7 & LT [Slack] Z#IN L FET,
F—ERANSLER LY =77 v 7 URL 2050 (i E9,

[OK]Z2 U v 7 LET,

NRELHERDBEEITT IV

&

ATvT2

1R BRI

COD |Z, BAXLHEERAvE—V % 74—~y bLERA, DAX LY —EREIET
TV r—va v OREERIR LSS, CDOIXISON A vt —U B ELET,

FRU2T 7y 7B/ LY =7 7 v 7 URL ZAKT D HEICHO VWL, —EAD~
ZaTNVEBRLTLEE Y, Y277y 7 URLZFE L0, UTFOFIEEFEHL Y =
Ty AN LET,

FIE

BIR LT AZ LY —ECRAEEIT TV r—varmnb 277y 27 URLZ4K L CTae—
L/iﬁ‘o
CDOcr A4 LET,
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B osvons

ATYvT3 LHEEOa—V—RA=a—%E, EE] ZEIRLET,
ATy 74 ERo[EMETE (Notifications Settings) | % 7 2R L 9,
ATFwFE  [Y—E Ri@H (Service Notifications) ] £ TAZ u—/L LET,
ATYvT6 HBOOTITIARZ L E7 Vv I LET,

ATy Tl LHiEANLET, ZOL4FNL, RESNEZV—ERHEA L L TCDO ICERENET, RE
INZV—EBRITEEEIND A X MATRREINET A

RFYT8  FrurHurAma—%REL, [F—ERAZA7 (Service Type) ] & LT [HAZ A
(Custom) ] Zi®#IR L,

AFvT9 = 2ANSAER LY =77 v URL ZAE0 fHT$£9,
ATy 10 [0OK] %227V w7 LET,

AX> T DETE

HAHOA X baX o Z7ofRE, HIRRY Yy hENSZETORY BEEFERLET, R”F
EIN=a X7, CiscoCloud BZE LI EME SN A Ry b —4 &£ T2 LIZEELTL
72 &0,

[ HERE D7~ (View Historical Usage) %27 UV » 27 LT, &% 12 » Hlc 77 N T
ST RTorX o rERRLET,

BIMOA ML —=V%2 Y VAT BEOICHEATER) 7 8H0D F97,

SAML > > 4 )LY A A > & Cisco Defense Orchestrator DS

Cisco Defense Orchestrator (CDO) (%, Cisco Secure Sign-On % SAML > 7 )V %A A2 T A
TUT AT 4 T A= LT L, Z2EEZGE (MFA) 12 Duo Security 2 L £7,
ZHE, CDO THERE SN DRFESIETT,

7277 L. BARPIE O SAML > > 7V A v F v 1dP VU =2 —3 3 & CDO 24 Lz
A, IdP A SAML20 B L ONID 7 ua A X =N+ A5V —27 7ua—%P R —r L THBR
D, ZNHAHETT,

MEOSAML Y U a—3 a3y ERET DHE1L. TAC THAR—FF 7y FEBI I TEEN,

APl k—2

BA7E#E 1%, CDORESTAPIFEONHH L A#1TH & X1 amAmb 7 UoRHERLEST, FEOH L
R &AL, API h—7 % REST APl BiE~ v X —IZHATHMLENH Y £, API

F—=2 %, AIROR TR 7278 A b= TR, BHLED, MYELE
DTEET,

CDO N6 APL h—7 U AARTEET, ARSI b—27 Uk, ERERZIC, [ KR E
(General Settings) ] ~X— VDBV CWABOAFREINET, CDO “CE'J@/\»*“/%F%%I/\“C#
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B, =T iEFERRENRL R ET,

il % D2—H =T, FFEOT T ML THED h—27 U E2{ERTE ET, D2 —HF—N
BOL—HF—ZRbo T =V U EERTDHZ EIETEETA, 23TV NEeTH
YROXRTIZEATHY, tho—F—LTF > hOMAEDOEITIIMH T A,

APl f—Y oK EV L—ALA

APl b —2 X JSON Web F—2 > (JWT) T9, JWT h—727 VIEROFEMIC OV TIL,
Mntroduction to JSON Web Tokens] ZZM L T 72 & Wy,

CDO API h—7 %, RO—HD 7 L—AE4ft L ET,
eid : = —HF—/7 /A R uid
e parentld : 77> I uid
ever : NEF—DONR—T g (FHIAR—T 3 030, 1 : cdo_jwt_sig_pub_key.0)
« subscriptions : SSE &7 27 U 7' 3 v (L)
s client_id : [api-client]

sjti: h—2rid

f—o UDEE
API R —% VDR

FIE

ATy Tl =P —RA=a =16 [E (Settings) | ZHRINL E7,
AT9F2 [vA4 h—2> (MyTokens) | G, [API h—72 > DK (Generate API Token) | %7 U v 7 L

9,
ATV T3 BT — 22T 272 0DREDRA N T T 7T 4 R T, b= VB RRRBFITIAR
FLET,

APl k—9 U DRER
APl b — 7 VCHEDHIRIZH Y TN, 22—V =L, F—7 UL LEEES. BEESNE
WA, FRItEDEX 2T A HA RIA NTHER ST BEE. AP F—72 > O EH 28R
T&EFET,
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AT T2 [vA b—2 > (MyTokens) ] T, [# (Renew) %27 YV v 27 L7, Defense Orchestrator |Z
KoTH LW =T U BERESNET,

ATV T3 WET — XM T 572DDOREDORANT T 7T 4 RS T, FL h—7 v e Ralel;
FTCPRAF L ET,

APl F—J VDEYEL

FIE

ATY T a—P—RX=a—n5, [(XE (Settings) | ZiBIRL £,
ATY T2 [¥vA b= (MyTokens) ] T, [ELV{HL (Revoke) 1% 7 VU v 27 L¥7, DefenseOrchestrator
WZED b—=7 UBROEINET,

TATOTA4T4 TOINAE—TFHh> k& DefenseOrchestrator 1 —
H—La— K&DEZ

Cisco Defense Orchestrator (CDO) (22 74 >3 521X, SAML 2.0 LD ID 71 /XA X' —
(IdP) . ZEHERI T A X — BLOCDOD2—H—L a— REEFOTH T FALE
T, P T H Uy MIFa—F—0or 74 ANEFRNAEGENTEY, IdPIZZD0 R 7 A 1EH
SN Ca2—P—2BFELE T, ZERRIAETIE, TATrT 47 4 X2 VT 4 O
LAY EINET, CDO 2 —H—L a— RFZix, Eilax—W—4, 22—V =3Bl
Jehs CDO Ty b, = —oun—ARBNEgENET, 2—HF—nrnrs A 95L&, CDO
X 1dP = —H#— 1D % CDO 7+ hOEfFfa—HF—L a—RNI~vy 7 LET, CDO
N—ETHLa— RERFEEAIC, 4T 52—V —3ZDT 2 h~DOu s A &7
EhET,

BEOBEIMEDO Y I NV A U FA 2 ID T L =N RY | ID 7 a3 ZF—%
Cisco Secure Sign-on CJ°, Cisco Secure Sign-On (X, ZEHEFEFEIZ Duo 2 L E7, BEIL.
VABEIZ s UCSAML v > 7 /v A >4 & Cisco Defense Orchestrator D5 T& £97,

R4 NT7—49 70—

2T AP T AU R, CDO 2—W—lcn /A T 5Dl CDO 22— —L a— ¢
EOLITRLVED T2 HOWTHHEIZHA L £,
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20MEMDT AT T 4T 4 TrNAH— (IdP) IZrn A LT, CDO~DT 7 & A% R
LET,

ATv T2 WdPIE, 2=V —=REYTHLE VI SAML T Hh— 3 VAFITL, A—Z /i, 2—F—
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ATv7T3 CDOESAML 7 —a v &fGEL, 22— —A &L T, ZOa—F =Lk 57
FrroORpPba—F—La—REROTF LI ELET,
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TF U RANDT IV EARFRISNET, TOREOT U FTO—F—m—/LilLo
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CDOET v T 4 v I R—=VHFRLT, =P —|ZCDO Ot AZ MR L=0 , MR H
WaEY 72 AN L7203 HE 2RI L £,

CDO Ca—H#F—La— RFREEKRLTH AP IZT I 7 v MIEREN T, AP TT v M &
BLTH CDO I —H—L a— RIEREINEHA,
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T 7 AT HHETHY R A,

CDT7—FTIOFNYDEE

Cisco Secure Sign-On {3 2%

BERED CDO @ Cisco Secure Sign-On ID 7' B N4 X —%fHH L CWDGE, Xy NT—2 %
HEIZCDO Ca—H—L a— F&E{ERT&, =2—P—[ICDOICHOHHRKTEET, 2o50
=P —ZN—FH L, 2—F—NELLFIEINTWEHAE, =2—F—ZCDoIZn /A T
xFET,

=P =R CDO T 7 EATERNEIICT IMERDL L HEIE. Xy MU — 7 EFHEN
CDO = —#—pa—HF—L a— REHIRT 5721 TH A E T, Cisco Secure Sign-On 7 7 >
MIBIEHEHFEL, Xy MU=V EFREN 22—V —%HE0 LIV, Cisco Secure Sign-On
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EUTFES, BREENTACZ =T 0a—HP—La— FE2ERTHI LT, TACZ V=
TINTF U hERREL, BEHRICER BB ZHRETETDI IR T,

MBDTATUTAT« F7ANAE—% 1 DEER
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=T HYr bLCDOT ATy bOWLZHEMLET, ZOL5 RBEEIFT, CDOTT A7
YTAT 4 TN, T —DT s hea—Y—La— FEERBIOEHTEET,
Z—H—NCDOILT 7 EATERNWE DT IHIMENHLGET., BEEIIAPT I b,
CDO 2—H%—La— K, 2o FEHIBRTEET,

Cisco TAC 206 DB R ME /2 G41E, BEMKITGARY EHe — V2T AT T 4T+«
FaNRLF—TH T R CDO—WF—La— ROl Fx, TACT V=7 I/ Tx %
T, TACTZ V=T %, BEEDOCDO TF > MIT7T 7 AL THMEL., [HREEELBEE
WG+ 52 N TEET,

DRATRK—T KH—ER Jang 54—

VA wFx—Y R —ER a4 X — (MSP) I%., CDO @ Cisco Secure Sign-On IdP % {3
L TWA 4, Cisco Secure Sign-On |2 H OB TE 7, MSP OBEEKIT CDO IZZENEND
=P —L 3= F2ERTE 5720, MSPIZREKRDT J > Fa2FHTEET, bHbHA. B
BERIZMSP O L 2— FOHIBRZZERICHE TE 7 (HIFRZEIRLIZGE) .

ESPEREY=]

o 2 — B DA

RILFTF2 b HR—2)LDERE

CDO~NVFTF v b BR—H/L Ea—IliE, BEOTF 2 MNTEEZNRDITRXTDOT A ANG
TG SNIERPFRRINET, ZOXAVTFTF U FR=F UL, T, ADAT —H A
FRAATCEFFOY 7 Ry 2T A=V g v ERFRINET,

N

GE)  ~AFTFr hR—=FNnb, EHEOY —Va Ty hEBINLEZY BNl b
DEHRET NA AFR L) TEETH, 7T FORESLT A ADOREITTEEE
/\/O
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~IVFTF U RR—F T, TF U N T OBERENENI > TV ABRAICORFEHTX £
T T NTCYAFTF U MAR—=Z NV EHMITT DX, Cisco TAC THR—FF7 v &
EFEd, ¥R —bFF vy FREREI, N—ZLVBEREINDE, R—Z L TRy hT—9
BEEOD— L EFO2—Y =0, TTUREBMTESX91I2720 %7,

RAETLHAREMEOH DHEDT 7 U FEEOREZ BT A 72012, Web 7 7 b %y
V= kb Cookie 7 VT THZEaBEIDLET,

IIVFTFYrER—42)L
~NFTF Y MRS, RO A =2 —PRHE SR TWET,
« [T /31 A (Device) ]:

s R—=FWEMSNTZT T2 MIFIET HT X TOT AL ARRRINET, [7 4
V% (Filter) |1 & [B5 (Search) | 74—V F&EEHA LT, BRI DT /3 AE KR
TEET, A RET Vw7 TDE, TAAADAT—HX A AN, 77
AT T —NVE—K, Tx—LVF—"N—F—K, VT 2T X=U g R EPFRR
T&EET,

e AUH =T A ATIE, T—TNWECERT DTN, AT aNRT ¢ BEIRETZZ VT
THERIAERTCE 28y 1 —= 3V £7, [AnyConnect Y E— h7 2 & X VPN
EREAMOTRTOF AL AT AT 4 NF T 4L hTEBIRSWTOES, 77—
NWhHAB<ARXTHE, CDOCREIYA A Lzl &, @R LZAAED CDO T
RS ThET,

TNRA 2% Y v F e AN DOFMAEIRSNET,

R—Z L OWERIT, 2 ~KEVE (CSV) 77 AMcer ZR— K © Tx 4,
ZOEHIX., T RAEGH L2, T 78 AED RN —F—ITEF LTV T 5D
BN HET, T—HET T AR— FTH7NT, CDO TIEHT LW esv 7 7 A LA
ER SN ET, ERREND 7 7 A VAT BA E AN E TN ET,

« FNA RAEEIT S CDOTF v MnbDBT AL REEHTEXET, v LFTF

rAR—=%WZiX, CDO 7 F v hA_X—=VIZBET 57200 [T /34 AOE L (Manage
Devices) |V v 7 DB SN TWET, ZOTF 2 OT AUy beRoTEBY ., 7
FURER=ZANELCY =T a VAILHLGE. T3 AZZDY VI RERRIN
FI, TV MIT 7B AT DHERDBRWEGEIE, [T ADE P (Manage Devices) |
VUV EFRSNET A, MO Y b U — 2 BELE G L CH W A1 D 2 ERT
xFET,
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(F) TARAZREZFEBEL DT TV IR0 —Ya vRNIZHDHE
X, FOUV—=a O CDOIIZY A AT H20D0) 7Bk
RENET, FOUV—YarNDOCDO £3F0) —Y 3 A
DT F 2 MZT 7B AT HHERDIRNGEIL, T3 AZEHT
TEHA,

rosa All Devices & Services

Muhi-Tanare =
m y. A

«[77F > & (Tenants) ] :
« R—=ZUTBEBMENTZT F > P BRRRENET,
e Xy NI = EHEZE L —RNR—F VT F v hEBMTEET,

T BTV ITHE CDOT TV FDAAL U R=URERRINET,

TILFTFURR—FILADTF 2 LDEM

X v MU= EHE -V EROL—Y—(X, A—F W7 hEBINTEET, #ED
V=g CENoTT T hEBITEET, e XL, I—ry N —Ta b KE
V=g TPy bE2BMLEZY, kKEY —Varhba—a o) —2g SBMLED
TEET,

BEE F)7 U MTAPIOLD—HP—DERK L, CDO ~DRIEHIZ API h—27 U AARTHZ L %
BEIHDLET,

GCE) R—=H2WIEEOTF v F2BMT 32856805, &7 F 2 "B API h—7 V24K L, TF A

FZ 7 AMIEED AT £, Zhick Y BEOT U FER—Z VIR LIRISENTE
£, b—U U ERERT HOIERIT 2 ROV R L MNEITH Y EE A,
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FFFy b= ur b0+ robik [
FIE
ATv 71

TFTYMR=VIIBEHL, TV N A=a—00, [ERE]>[—H
Vw7 LET,
ATy T2

BRE> (XA b —=o V%7
[API N—72 v &EK 227V vy 7 LCat—L%Ed,
ATY T3 K= MBEL, [T N ET%227 ) v 7 LET,
ATvT4 751%@—77“/ NMEBMARZ &7V v 7 LET,
ATFYFTS b7 EMVMHTT, RF1EZ27 ) v LET,

RUVFTF R R=2I0oDTTH 2 DA
FIg

AT TN A= cBE#L, [T7F > F (Tenants) 1 X7 %27 U v 7 LET,

= —]

AT T2 AANCERENLIRETHHIET A 22270 v 7 LT, BRERT TV FEHIRLET,
a2 AE

AT9 73 [HIER (Remove) 127 YU v 7 LET, BEMITOENTZT A A R—=FAhbHlBRENET,
Manage-Tenant /R— % )LD

Cisco Defense Orchestrator (Defense Orchestrator) ZfEH L T, [

R—=B N efilx DaA—YF =T N0 NOREDE D E WAL~ A ATEET, [2—F—A
—=— (usermenu) | ZBHE. [RE
Qo

RE] =YD~ /LFTF 2k
RE] 7Y v/ LT, [XE
US East Coast _
admin@cisco.com

E] =T 78 ALET,
£3 Settings

i Switch Account

(= Sign Out
RE

EMRERE

-

—

Web GATIZE D, _X—=Y Dt v MUK S EAOBGEREHRS A 2 lCRitsnE T,
WX, FRLER—Y, R=UTEHERLLERHE., 7700 "—Tg 0 8- g 0
TNAADKRA NI EREENET,

DIEWIT. A T DEREDEALIRDL S & — > A e
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Web 9HT1ET 7 4L b THMZ /2> TWET, Web bt 2 BN, RERIIICAH T BT,
WDOFENEIZHENE T,

1. 22— —RA=a—nb, [EE (Settings) | ZEINL FET,
2. [&f%F%E (General Settings) 1 %27 U v 27 LET,

3. [Web 73#T (Web Analytics) | D FIZHDATA X —% 27V v 7 LET,

[1—H—&E (User Management) ]
Y VFTFF o hR—=Z MCBEAS T BN TN ST RTO—F— L a— N, [2—F—%
(User Management) ] Hiffi CHER CTE ET, 22— —7 v MBI, FHEEITHRCTE
F9, GOV, T2—WEH] 2L TIEIN,
Vg ANOLIDE - V4

BHDOR—=ZNT T i3 D56, CDO MY A T U MEFIT, EpHR—2 LR
T NT AT FMRITEHIV A D Z LR TEET,

FIE

ARTYT1 wVFTF U bAR—F LT, A EBICERRENDT AT NA=a—% 7 Vw7 LET,
RT9 T2 [ThUy oYY EZ (Switch Account) 1% 7V v 7 LET,
ATy T3 FRTHR—FNLELITT T FEBIRLET,

Cisco Success Network

Cisco Success Network L= —H%tED 27 Z 7 R¥—E 2T, Cisco Success Network % H %2
T 5 &, T3 AL Cisco Cloud B2 & % = 7 2Bkt 03 i T S AL, LRI BI 3 2 16 & 5
FHEBRNA R —I v 7 E8nEzd, TVA NI EZARN)—I T FT5ZLI2E-T, 734K
MNOEDXMGEDOT — X IR L TENEHBEFATY E— FOBFHAT — 3 VZEET D A
A= AL RIEEND 72D, ROAY v bR FELRET,

« X v P =7 NORLOFEIMEZ B LSS 7012, R ATREZR A OREREIZ >\ Tl
MmLET,

USRI TREZR, BN T 7 = iR — ks =R L= — 1 U T2 OWTIEM
LET,

o U2 B DS F T,

TONA AT EN S 2 T 7B 2 ST E L OMERF L. Cisco Success Network (28 T& 5 L )
IZLET, T30 2 &4k L7-1% T Cisco Success Network DR EZ L HE CTx £77,
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(E) « Firepower Threat Defense /~A 7 XA Z U T 4 XT TlX, 777 4 7T/ ZZERT 5
L. AZ AT IS, AD Cisco Success Network X E % FEX LE9,

* CDO (& Cisco Success Network iR EZEH L FH A, REDEEHL T L A MU FEROEM
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F9, BEETIC 90 HEOFHME 7 A o A2 EHT 256, MO OK THIZT N1 2%
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2—Lx LD RICEBRTEET, HrLuna—F—0BINCHEFO 22— —DHIRE Wo T
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[EE] =YD [2—HF—FP (User Management) &7 v 3 Zif, BIFECDOIZ~v vy BT

SN TV 5 Active Directory 7 /b —7 DX 73% ) F£9°, W%E%fiﬁk LT, 2ZO~—YZ
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« XML JEXDFEAEL 72T L—va v 22T —4,

2. ADIZIRD A AKX I SAML ERZBMLET, ZH5DME TIHERILTF E/NFENRERIE N
iﬁ‘o

« SamlADUserGrouplds : ~ ®JgMix, =—%—723 AD ETROT X THO 7 L —7 DR
T EZFIR LET, & XX RORZ Y —rvay MIRTEHIZ, Azure T [+
T N—TFROIBM (+ Add groups claim) ] 23R L £ 5,
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B ewzm:

1: Active Directory TEZESNT=H R Z LER

= Microsoft Azure £ Search resources, services,

Home * Cisco-COO0-Dey * Enterprise applications > securex-okta-ci > SAML-based Sign-on >

Attributes & Claims

=+ Add new claim  —+ Add a group cdaim =2 Columns 57 Got feedback?

Raquired claim
Claim name Valua

Unigue User Identifier {Mame 10 user.userprincipalname [mameid-for.. ***

Additional claims

Clairm name Value

hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/emailaddress user.mail

hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname user.givennams

hittp/fschemas xmiscapuongfws/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocapuong s/ 200505 identity/claims/surname USELSUMamea T
[ SamlaDUserGrouplds | USELQraups 2t
| samiscurceidpissuer | “https:/ysts windows.net/1e491488-.. ***

« SamliSourceldplssuer : ZDJEMEIX, ADA V AX A% —EIZ#HBILET, 72L& 2L,
WDOAZ V—2rvay MIRT LT, Azure T[+7 /—7EROBENM (+ Addagroup
claim) ] Z@IR L., A2 1—/,L LT Azure AD itkBll+% RoF £,
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1 —+H—&EF Active Directory ~/ JL— JME/N

ATy I
ATvT2
ATvT3
ATvT4
ATvTH

FIE

21— — &I Active Directory &' )L— T D& .

2: Azure Active Directory DRI FE R D115

= Microsoft feure

Home * Creo-CDO-Dew » Enterprise apalications

RRCUTEE-FLR] 8

securex-stage | SAML-based Sign-on

Enterprise Application

B Cherview

[ mepioyment Fian
Manage

1] Properies

& Jremess

&« Raoles and administrators [Previen]

A5 Ukars and groups
2 Single sgn-on
B Provisioning
! spplication prosy

S Sall-sersice

SeLurity

% Conditional Acoess
i Permissiong

B Token ancrppton
Arthiby

T Sign-in logs

S Usage B insights
B sudit logs

W Peosioniog logs

= ACODSE PEVAOWS

CDOWCuZ A LET,

T Upload mesadats file

ELTLRTIIRFL AR
Fialpy Spte
Lagaout Ld

artributes & Claims

givenname

Burnams
analaddnegs

Famg
SarmiSouncel dpissuar

SamiaDLEerEaupids
Linigue Lisar Ddanti R

SAML Signing Certdficate

Status

Thumbpring

Expiratian

Matification Emal

&pp Federation Matadata Ur

Certilicate (fasebd)
Certificate (Raw)
Fedaratioe Matadata Xl

Zet up secunex-stage

13 Zagrch rescurces, sendces, and docs 05+

w2 Chenge single sign-on made  £= Test this sppiication

LAY
e

s

UEr Givan name

AT ST

AT T

LT SR i N

A7 ol Fasdiack?

Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300

Tdac?bf”
AT GO
Rl e T ER

At

ATECETSRC ST T35 DREERTE 1AFTORDOEETIRR]

11/8,/2028 BITST PM

| i Aeginmicrasatantng cam 104314886254, [ |

Drcrvamibcuad
Doremicag
Dierarsvicund

W'D i e configisne B applation ta Bnk with Azunk AD

Lagin URL

Azure A0 Igentifies

Lagout LIAL

e ste - by-sbep inst

DY A= b, [RE] ZERLET,

[Z—H—% P (User Management) | %7 U v 27 LET,
T—T7 O EERIZ & B [Active Directory 7 /L— 7] &38RI L £ 7,

| [ttt fets windows.ney' Tedd1488-82 52-aff1-a021 . [y

| Fitpscttagin ricrassfranine com/ Te491486- 6250,y |
|
|

| itpedoginmicrosoftanine comy Ted S 466-62 5., 1y

HAED AD 7 —7 N WA 1E, [ADZA—7 0N 227V v 27 LET, BFEOT Y

B DA,

DEMM A2 zr )y LET,
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. 21— —& I Active Directory 7' )L— T D#RE

ATYT6 ROEHREATLET,

[TN—TL] —BOLEIEAN LET, ZOLREINE. AD DI V—T4 L —FH L TWD
VEITHY EH A, CDOE. ZD7 4 —/L RTREESIF A2 AR — N L TWER A,

[7‘/1/**7°ID] AD P HD I N—T7ID ZFEBTANLET, Tk, AD7 SV r— =
B WTC (47 V=7 FIDI E W) B4 THIENDHERH Y £3,

« [ADFITH] : AD 225 D AD BITHE Ol % FETAS LET,

c[m—]: ZOAD V=TI EENH TR TOZ—HF =D — /LR RED 3, FHMI
SONTiE, T2—F—m—n] 2L TSN,

(AFvav) [EE]: 2D AD VA —FICEH S s &2Bin L £,

ATw 71 [OK] ZEIR L £,

21—+ —%&IEF Active Directory & )L— T DiRE

1R BRI

CDO CTAD /N —7Da—H—EH/EHmET L85 E1L. CDO N AD Vv —7%HI[Rd 25 FiE
FPUUREETEXAZLICEBRLTLEEVY, CDO TAD VIV —FHKEFETHZ LIXTX
FtHA, ADZNV—THAHOZ—F—D U X N EHET HIZIE, ADEZFEHATAILERHY 7,

FIE

ATY 71 CDOICr A LET,

AT T2 a—HF—R=a—05, [RT] ZERLFT,

ATv T3 [2—HP—EH (User Management) | %27V v 27 LET,

ATy T4 T—TNDEEIZSH D [Active Directory 7 /L—7] Z3#&IR L £,
ATV TS WETDHAD I NV—TEFREL, [E] 7T A 2 Z2BIRLET,
ATV T6 ROMEEELLET,

[IN=TH] D EOARTEATILET, CDOIE, ZDT 4 —/b R TR FE YR — b
LTWEHEA,

-[7‘/1/—7°ID] AD OO NV—7ID ZFETANLET, ZHE, ADT IV r— 3
WZBWTC 7 Y=2 FID) EWIBIATHEEINDEARH D 77,

« [ADFATHE] : AD 25D AD BITHEDfEE FEITAI L ET,

(=] ZOAD I —FICHFENDLTATOZ—F =D — LR REY 7,
SVTE, Ta—¥—m—l] ZZRLTITZEN,

F5i

=111
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21— — &I Active Directory &' )L— 7 DB .

s [EFL] : 2D AD Z N — AT SN AERLZBEIM L 7,

1 —+H—& I Active Directory /' JL— T D BIlf&

ATy
ATv T2
ATv73
ATy T4
ATvT5
ATv 76
ATvT1

FIE

cDo e A v LET,
Z—P—RA=a—nb, [HE (Settings) | Zi®INL E7,
[—H%—% P (User Management) | %7 U v 7 LET,

T —7 VD Ll b [Active Directory 7 /L— 7] ZIEIR L £ 77,
HIER9 % AD 7V — 7 ZHE L £,

[HIB® (Delete) 17 A 2 2RI L ET,

[OK] %27 Vw27 LT, AD ZV—7%HIET5 2 &L 2R LET,

iR CD0 1 —H — D 1ERK

WD 2ODH AL, HFH LW CDO 2—F —ZERT 572 DI T, IEFICETTHME
TH 0D FHA,

o FHl = — —[\1F Cisco Secure Sign-On 7 5 7 >k DAEfL
« CDO - —H#—4 TP CDO = —H— L a— FDOEL

INHBDHAITNRFETTHE, 2—F—I% Fikl=—H —23 Cisco Secure Sign-On ¥ v 3 = R —
RF7225 CDO P Z &R TEET,

## 1 — —[[ (4 Cisco Secure Sign-On 7 A1 > b DERL

Cisco Secure Sign-on 7 1 7 > b OAERKIEL, LW —HF—RNHSTNOTHIT) ZENTEE
T, VU THONDT T FOARTIZEREL T LETH Y FEA,

CDO~DBT A IZDUNT

Cisco Defense Orchestrator (CDO) %, Cisco Secure Sign-On 27 A 727 4 7 4 T HR/NA X —
ELTHEML, ZEHERFE (MFA) I Duo 2L £ 7, CDOIZAT A vF BICE, T
Cisco Secure Sign-On T7hH > ML, Duo Z2FEHALTMFA 2R ETHIHENHY F
?O
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a5 429 B

Cisco Defense Orchestrator DA |

CDO 121X MFA N METYT, MFA X, 22—V —T AT 0T 4T 4 2R#ETH-ODEFR 2V
T4 &L LET, MFAO—FTHD “EREFBEIETIE, CDOWCu A v FT52—F—DID
ERERTHEOIC, 2003 F—X Y P ERFEENLETT, BYOBERIT2—F—4 L
NAT—RT, 2FBOHEFIA T~ FTEREND TV XA L/SAT—F (OTP) T,

EE 2019F10A14B&KYRINZCDOTF Y FRFEELTL=FEIE. ZOEHDRDHYIZ [Cisco

Secure Sign-On ID 7' /34 ' —~DIT (32 "—Y) | Zu A U FIHE L THEML T Z
S0,

DUOtEFalyT14DA 2R —IL, DuoSecurity 7 7' U 77— a > & EIRIC
AVAP=NTDZEEZBEID LET, Duo DA A F—LZOWT ZERNH 25613,
[Duo Guide to Two Factor Authentication : Enrollment Guide] Z#Z ML T &\,

L ORI, TEAANT AL ZAEFEHA LTI ZA LNAT— REARFELET, OTP (ZHH
R—=ZATHBD, TAADIZ Oy IR TAEZALERHALTNDZ EREETT, T2
A 2D a7 PEHBIZ, ERIETTFECTELWWFIICRESNTWAZ ¢ MR LET,

#1117 Cisco Secure Sign-On 7 H 7 > FDIERL & Duo ZERZBIADRTE

BHIOH A v F T —r 7a— T4 BEEO 7Tt AT, 4 BETRTEEZTTALERDHY
ji—g—o

FIE

AT w71 #HLL Cisco Secure Sign-On 7 ho > YA V7 v TT 3

1. https://sign-on.security.cisco.com {7 7 A LE T,
2. [VAr A (Signln) JEHEOD FENICH D [A > T 7 (Signup) 1%227 VU v LET,
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https://sign-on.security.cisco.com/

I Cisco Defense Orchestrator M £ K
#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .

3. [THhHvYy hOMERR (Create Account) (XA T a7 D7 —/L RIZAS L, [Bék (Register) ]
Vv LET,
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. #7138 Cisco Secure Sign-On 7 70 > FDERLE Duo EERZDIIDHRTE

4,

w2 DDy hERLET,

e [EA—/L (Email) ]: CDO ~D 1 7 A ANIEKINAEHTLHE A —LT RLAZA
HLET,

o [#8f% (Organization) ]|: ft&EEXTLATEZEBML T,

&5k (Register) (27 U735 L, BEL7ET FLAIZHERA— AR EEFEINET, B
FTA=NVERE, [T T bOHPE (Activate Account) | %27V v 7 LET,

AT 702 Duo €1§FH LT%%%D'UDEE‘E“} F7 70—;-6
SZEENMEEZ Y FT v TEHEEEF, ERNANT AL ARHEATHZL2BHOLET,

1.

ATvT3

1.

[ZEHERFEORRE (Set up multi-factor authentication) ] H[f T, [EHRDFRE (Configure
factor) |27 U v 27 LET,

[ty N7 v 7Ot (Startsetup) 227V w7 L, a7 M- TENRAL LT INA A
BBEIRL T, TOERNRANTNRAAET AT vOXT ) o TR LET,

FEHNZ DWW TIX,  [Duo Guide to Two Factor Authentication : Enrollment Guidel] 28 L C
SV, FAL DT TV =2 a VB TIEA VA =L ERTVDHAIR. 2
DT AT DT I T 4 _X—Yarya— RKREEENET, Duwldl B80T 3 A THEE
DT T hedR—FLET,

74— ROFET, (B A %5179 5 (Continue to Login) %27 U 27 LET,
T HEFAE A L T Cisco Secure Sign-On (22 7 A > LE T,

(EE) BOA—t>T45—4%2ELTGoogle A —t T4 H—2%H/RELEFT,

GoogleA—t 7T 4 r—HR EXT VU TFTHENANTNA ZAZRINL, IR~ (Next) ]
Vw7 LET,

Y N7 v T4 P —RDOT a7 MIE-> T, Google A —v T 4 r—Z &ty hT v
TLET,

AT T4 CiscoSecure Sign-On 7HDO U bDFTHhIU b ANYDA TS a3V EERET S

1.
2.
3.

SMSZHERHLTCT AU ha Uty hT 570D TIROERE T2 BIRL E T,
X2 VT A A AT EERLET,

[vA 77 FOERL (Create My Account) 1 &7 U w27 LE9, Z# T, Cisco Security
Sign-On % v > 2R —RIZCDO 7T 7V r—ra DX A NVNEREINET, thoT 7V
Tt a v AANVBERIRENDGERH Y £,
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I Cisco Defense Orchestrator M £ K
#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .
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. #7138 Cisco Secure Sign-On 7 70 > FDERLE Duo EERZDIIDHRTE

By alR—RETEANE RT T LTHE~_EZ-Y, ZT2ERLTEANE T L—F

. Cisco Defense Orchestrator T SSH 7/314 ADEIE



I Cisco Defense Orchestrator ()& A&

CDO0 1—H¥—&Z THCDO 1—H—La— FDERK .

CDO0 L —H—LZ THCD0 L—H—L a— FDERL

ATvT1
ATy T2
ATy T3

ATvT4
ATv TS5

ATvT6
ATy T1

(x> bU— 27 &8 (Super Admin) | HEFR %75 CDO = —H#—DH A CDO L+ —H —L a—
REERTEET, Xy hU—7E#HEIT., FLOCDO A—H—RDERF 27 THRE L
HLOLREILEFA—ILT RLATa—Y—L a— REERTILNENDH Y £,

ROFIEZEFER LT, @Y Rr—Y—o— a2 ffoa—HF—La— REERLET,

FIE

CDOZm 74 LET,
A—P—A =2 —T, [RE (Settings) 127V v7 LET,
[—H#—&B (User Management) | %7V v 7 LET,

%bﬁ"?xﬁw‘/ 7V 7 LT, HrlLna—Y—%5F o MIBEMLET,
A—F—DEFA—NT FLAZ AT LET,

G¥) 2=V —DFEFA—/NT NL AL, CiscoSecure Log-On 7 H 7> FDEF A —/LT R
VAR LTV D RERSH Y 77,

Ky 7 X Ama—pba—P—Da2—VORE 2B L F9,
[OK] %27 Vv 27 LET,

#H# 1 —+H—H Cisco Secure Sign-On % v & 1 7R— KA S CDO Zfi <

ATy T

ATy T2

FIE

Cisco Secure Sign-on % v ¥ = /R — R Ciit) 72 [CDO] ¥ A V& 7 U v 7 LET, [CDO] ¥ A V%
7 v 795 & https://defenseorchestrator.com (ZFHE) L, [CDO (EU) [ ZA V&7 U w795
& https://defenseorchestrator.eu (ZFE) L £79°,
WMAEDF—k T 45 —FERELTWDIGEIE, A—kr T r—20oua%ts )y LT
[Duo Security] 7> [Google Authenticator] % 3&4R L ¥ 7,
BEFEDOTF U MY TIca——La— b 2581E. 07 Mir A LE
ﬁqo
DR —H T TIZa—F— L a— KRS L5EIE, BT 2R — XV ERIRTE £
—gqo
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Cisco Defense Orchestrator DA |
B =50z

T TIEEOT S Moa—Y—1L a— FRHIHE1T. BkidD CDO 77 b ZER
TEET,

HEFOT v MZa—Y—L a— KRR WEEIL. CDO OFM AT 50>, £721E b
FATNAT AU hEERTE £,

[R—% /L (Portals) | B2 —i%. BEOTF v FrbEa SN HEREZES L TFRLET,
FEZOWTIL, [=AFTFTF o FR—=FZILOEH] 2B LT EEN,

[77F > b (Tenant) ] E=—I(li%, 2—HF—La—FRbor—-HOT v MRERINET,

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants

US East Coast Boston Office
US West Coast

New York Office

Los Angeles Office

Sign Out

A—HD%RE

Cisco Defense Orchestrator (CDO) 121X, el B, fREHH ., EEEH., F8E. *v b
U—JERERE, SFSFEha—Y—u—nRbHV FT, 2=V —um—iF, £T T FD
AP —ZLIRESNE T, | ADCDO 2 —H =BT F > MIT 7 EATE 554,
2—F—IDEFFALTH, 75 FILICR—ARRRIBENHY £, 2—F—1F, b5
TFy P TCHARYEA—L 2L, JlOoT )y b TRy hU— I EHE D — LA EOBRS
BWHVET, A ¥ =Tz AERIF~v =27 NV THARY GHa—P— FHE2—F—
F v NI =7 BHEL—P—IZONTEL SN TV DIEHE, FFEDT TV MBI E D2 —
P —DHER L~ AR S TV ET,

A YERO—IL

FAEYEH o — L RNE Y Yo N a—Y =TT, TRTON—JIZERDF VAT — 0N ER
ENnET,
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wezro—L

Read Only User. You cannot make configuration changes.

FHWMYERA T — L 2O —HF— L, KO LEEITTEET,
* CDO DILEDN— U E T ITRE L i+ 5,
AEBDON—T DA T UV ERBBIOT A NE ) T D,
cTNAAREZL L, BREr 72K R L, VPN~ v B 7 2GR T 5,
ALEDR—VOREEIIA TV =7 MIET LT X TOESEZRR-T 5,

cMEDAPL b—2 AT D, BHT D, WOHET, BARY FH2—F =13, BHO
=2 ERVET L, FERTE RN LIZERELTIZEN,

CAVE =T 2 A ADDYH— ML, EH RS s AK— 5,
eI B2 — P —iT, WO DL EETTEE R AL

AEEOS— VTR, BB BOE, R IR 5.

C T R BT B,

AT V=7 PRORY =R EOVERICREIRF AT DAT v T AN—TTE DHRRIFTT

+ CDO —W— L a— R&E{ERT 5,
ca—W—n— L ELEHETD,
T I EAN—NLNERY L —IZTEFERITITZ v FT 5,

mEERO—IL

e — Voo —— (3, ROBIEZRITTEET,

e F TVl b, RV —, A=y b, A HF =T f A, VPNREEEGLNINHIT
[RE SINRWT A AERERER L OMRTFET 5,

HERDOEABY T 7 Y3 K o THT OO E R 2 FFAT 5,
B 7T A NEHRT 72 a v EFAT 5,
WESH T —V —13, KOBIEZFATTEER A,
1 DETIFERDOT A RATERZRET 5,
o BERE 7R A 7213 00B I L » TR SN e B R 2 EFHET 5.
* AnyConnect /X 7 —V %7 v 7 u— RT5, £72ILTNODORELHERT D,
T NAADA A=V T T T L= RERATr Y a—NT 5, EEFETHEGT D,
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B =w=m0—0

X2 VTS T IR ADT v T T = R AV a— 5, I3 FEH TR
60

*Snort2 & Snort3 D/N—V 3 U ETETHID EZ 5,
T U T L— NEER L ET,

« L7 OOB ZEH DR EZ LTS 5,

« VAT LEPRE L HRET Do

« TA A B AT D,

« TNA ZAEHIBRT B,

VPN v arvEkida—F—kya ZHBRT 5,
«CDO - —H— L a— FEET 5,
ca—HF—m—LEEET D,

EBHREHAD—)L

JERRSA r — VAR —P—ik, ROBELZFEITTEET,
« BEBE R E T B — DT NA AL TUIEEOT A BT 5,
« ASA T A ZADHBELE L & LI Rm T, @i T D,
e TFNRAADA A—DT T — RERAF D 2 — VRETHI, FEICHGT 5,

X2V T 4T —HIR—ADT v T T — R A7V a—/LiRET D0, FEICRMGT
%o

BRI A NERT 7 v aryEFERT L,

EHEH 2 —V =1L, ROBEEZEITTEEE A,
«Snort2 /N— = >k Snort3 N— 3 U EFETEHI W X S,
T U7 L— FERER L ET,

« BHfF D OOB B DR ELZLEHLT 5,

« VAT LEHBREEWET D,

« TN A B EAAKET D,

« THA ZAEHIRT D,

VPN v arElida—F—kya  ZHlRT 5,
AEEDON—U TR, BT RE. EITHIBRT S,
« TANA A H AT D,
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wNtyvavzr—srn—u |

cF TVl FRORY =T EOVERICN I/ B AT D AT v T AN—LTE D0NMELEILT
EXANAN

«CDO 22— —L a— N&E{EHT 5,
c 2—F-m— L EBEETD,
T IV EBAN—NERY I —IZTE v FELINITEZ v FT 5,

VPNEvarovwx—oxO—)L

VPNt v arvx—Yryua—id, ¥4 MEVPN#ER CTlI7e<, VE— M7 7 A VPN#
BE AT AEHE RIS TWET,

VPNt v gr~fx—Yya— L xfoa—H— I, RO ENTEET,
« CDO DIEEDOR—V E TR E L HRT 5.
EEOR=T DA T UV ERBRBIOT AN L TT D,
c TNAARELHI L, BH oV %FRL, RAVPN v v V2 7 ZfERT 5,
AEBOR—VOREEIIAT V=7 MIET TR TOEEEFIRT D,

HEDAPI b—7 L EART D, BEHTH, BVIET, VPNEy v arvRrx—VyDa—
P—iZ, BODO =7 RO ETE, BERTE 22N LITERE LTI EEN,

s H =T 2 ANLYR—MNIEK L, BEe 2T AFR— T 5,
cBFEFORAVPN By v a v T3 5,

VPN E v a v 2=y Da—F—id KOZLIITEERA,
ALEDON—VTOMEM, BH, BE, EIXHIER
c TNAADKF L HR—=FT 4 7,

T TV FNRORY =T EOVERITNIE IR B AT DAT v T A)N—LTE D0MELEILT
X720,

¢ CDO z—H#'— L a— ROERL,
e 2—P—a—LOEH,

IR =~ DT I RBAN—NDT R FEINIFTZ v F,

Admin O—)L
BHE L —H—X. CDO DH H W HMIHIZ W77 ATEEYS, BHEL—V—TKD
ZLBTEET,
*CDO DALEDOA 7 V=7 M aVERK, FiAMD . BH, HIBRL, REZITH.
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B < ro—vemzn—

o« TNA A DT AYES,

« CDO DIEE D=V IR DR EE KR T D,

fEEOR=TOArT UV ERRBI YT A NE ) T D,

T NAARERLI L, BREr 7 E2RRL, VPN~ v B 7 &R T 5,

EOXR—VOREENIA TV =7 MIET LI RXTOEREEZRRT S,

cMBEDAPI h—2 CEEKT D, BHTDH, WOHET, F—27 PR EINSEIE,

AV B =T 2 A AN LTHR—MIER L, BEr /2T AR —FT&EET,

BEHE LY —IROZ L ERITTEE A,

« CDO —H'—L z— RE/ERT 5,

e 2—P—m— L EETT D,

v bO—YEEEO—IL
Xy M= ERE2—F—L, CDODH LW HMEICTERICT 7 EATEET, xRy hU—
JEHEIIROZ EWTEET,
e —HF—a— L EEET D,
e 2—HF—La— RE/ERT 5,

)

GE) Xy bU—JEBFITICDO 2—H—La— RFEERTEETH, TOx—Y—La— KT
TiE2—Y =BT T MIr A DZ3ATHTY, 77 AT HID T m 1 2 —
DT AY Y PURETRY) T, BEROBEIIMBEDO L 7Y A F D T rssAf F—
DIRWER Y | ID 7'\ 3o & —|d Cisco Secure Sign-on T3, = —% —{% Cisco Secure Sign-On 7
BT MCHERET D Z LR TEET, FEMIC OV TR, #BLCDO 77> b~ 4l r 7
A GB1==2) 2BRL TSN,

*CDO DAEEDA TV =2 FaARr, FHm0 . B, HIBRL.
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SINFET, MEWREZMEMNT 220, 7412 5HA LT, BRLIET AL ZAZATOZTHND
THNARAERDTHZENTEET,

[f > P U=V, ROFEMERDERSNET,

C[TAA AT EZ 7L, CDOICHAKEFEN TN DT XTDOTA T TN, ANFRENE
‘j‘o

[T T L=, TA TTFAL ANS, ETIECDO A AR— N SRR T 7 A
ANBIER ENTZT R TOT U FL— AL AREREINET,
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stz ranz [

FRNILET 4 LR IR

FYUE, TAAL RFFFAT V27 N —FbT 50l ESNE T, BAREFTE
TIXEAEFZEONDOTEH, 1 DU EDT AL AT~V EEATEET, 7 E4F TV
7 MZERT A, ETTSAVEERLET, T RAEREFIAT V=7 MTTLEEH
L7, ZOTXNVTEWZTNRA AT =T NEREIA T2 VT =T NVORNEKE T 4V H2 Y
VITEET,

Y

GE)

VxJ MIEH SN T ~IviE, TOBEFT V=7 MIERShEEA,

T AT ENTZ T UL, ZOBEA TV 27 MRS EY A, Eo, AT

TV =X, IROFESC Tgroupname:label) ZfH L CIERR T £9°, 7= & 21X, Region:East
F 721X Region:West 72 £ CTF, TN HD2OD T~V EEKT D855, 7 /V—77 LI Region
2720 . ZD 7 N—T7 0 Bast £721E West 2 HIEIRTE 7,

FRAREF TS MZSALEBAT S

ATy T

ATy T2

ATvT3
ATvT4
ATvTH
ATvT6

4L

TNA Tl 5120%, LTOFIEZFEITLET,

FIE

TR ATV EBINT 512, EROF s —var v RUT[T AL AL —ER]
7V w7 LET, AT VY MITVEBINT 22X, ZlloFesr—rvarv o Ry
T[T NE2Z7YV 7 LET,

[TNRA R EZT %7V 7 LTCTRAA RAERDT D0, [T FL—RMNET7%270 v 7 LTE
FNT AL A& RDTET,

WYRT NAAXATOE TRV w7 LET,
ERENTZRTIOULDOT NS AFRFETAVERIRLET,

FRO [T N—T LT DiBIMN] 74—V KT, TXAADTLERELET,
HEOD[H TAarz27 0 w7 LET,

[y RPNV RX=V L [TV N R=VOSESERT ANV ZEFEHLT, LT
HTFNRAABIOA T V2V " ROTHZ ENTEET,

T 4 VA RBRT BT, [T AL Y—1E & (Devices and Services) | Z 7, [RY T —
(Policies) 1 # 7. BIW[AT V=7 N A TOEMORAL L TY 2707 LET,
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AV RN T UNETIE, TRARIA T N—=FR 72T LY T M 2T DOR—=V g
Snort /N— 3 v REAT —HX A, HERCIREE, BiA M. Secure Device Connector, 35 L TN7
NN TTANBUHETEET, 74N ZEZEH LT, BIRLIZT AN AZ A TDETHADT N
ARERDTHIENTEET, 74NV ZEFHLT, BIRLET RS RAZATDETRNOT
NWNARZERDTHZ LN TEET,

FT 2 NTUNBEFERATDHE, TAA A, WA T, ATV =7 N BT O
WA TV 27 b BEXOAT V2T ML T TT A NAFLTEET, RISV AT LA
Vxl NEEDLINEIDERIRTEES, MBET 4 — LV REFEH LT, BEOLHT, IPT R
VA, FRER— B SEEL T ANIERNOAT V2l NERBETDHIEHTEET,

THRAREXT V=7 b7 4 VAR 256, MRz AGDE T, BET Rz
DT BTZO DN DIPOEIER RRBREIE 2K 5 Z B TE T,

wOBITIE, TRE RS THD, £72d, AEE) BH547 =7 b o, BIO
EEFHOEEFT = b o, FFEDIAT (Fy NU—7 E2id, B—EX) OF7
VU M ThHLROIBRAT V=0 FEMKT L7 4 Z R EA ST T,
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Fl— SDC £{EM L 1= CD0 1T 35 ~To7F 11 25282145 |

Filter by Device

Show System-Defined Objects

a Unused
Duplicate
a Inconsistent

LY

Default Values
Owverride Values
3 Additional Values

Unassociated

Metwork
Protocol

a Service

ICMP

lime Kange

URL

Application Filter

Securitv 7one

R—SDCE{FRA LI-CDOIZHEHRT DI RTHOT/IN\M1 R %
BOt 3

[[ U SDC Z{#i i LT CDO IZH:t T 2T _RTOT A ZAZ#03 2121%. IROFNEICHEWVE
7,

FIE
ATYT1 FESF—2a =T, (XM E7 V7 LET,

ARTYT2 [THA AR EZT %7 v 7 LTT A A ERSTET,
ATV T3 BHIRTANAREZATDET 20U v LET,
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RER

ATvT4

ATy TH

ATvT6

ATy 717

ATvT8

ATy

Cisco Defense Orchestrator DA |

T 4 VHABEIER T TICHE SNV TV D HEEIEL, A X NI T—=T D ERICH D [ )
TIREZ %27 1) v 7 LT, CDOTEHLTWATRTDT N, ALY —EAEZFRLET,

74»&ﬁ&yf7 7V LT, [TANVE]| A=a—%RBLET, 7414 (87 2—
V)

7 4 L D [Secure Device Connector] ¥ 7 > 3 > C, M7 SDC DA A I LET, A~
R M) T—=TWIZIE, T4 NVE THATLTZSDC Z i H L TCDO I8 L TV DT /31 A
DHRINFRSIVET,

(F7vay) RBEEZIDICKRVIALIZIE, 74NV FA=a—TBEBNMOT7 4 NVEEF A LE
D

(A7vay) BrLEL, A XNV T—TNDOECHDH[Z7VTIRE 27 ) v 7 L
T, CDO TEHLTWDITRTOT NS ALY —ERAEFRRLET,

CDO X, TRA A, AT V=2 b, BEXOT 7 VA ZV—T2MHEICHMBZETE DMK
BREZE Rt LES, [T 34 ALY —E R (Devices & Service) | AX—A T, MBEN—IZA
NZBET DT T, BRBRIC—ET DT A ANRFIREINET, T34 ADOLHTO—HE,
IP7 RLAR, E3MBT ASAA ALV TNEZEZATIL T, TAAL AEZRDTH T ENRTE
£7,

FIERIZ, [A7 V27 P AR—ADKRBA—EMEH LT, A7 V=7 MO, 2L 1P
T RLVA, R—h, ABIMEXT RLA, 70 halo—EE2 AL TAHET V= FERBRTX
i‘j‘o

FIE

A B —T 2 A AZAD FEHITLTH DB AN—IZBE L E T,

RATYT2 MBA—ITHREMEEANT DL, ST DRRPERSNET,

COOIXRU KR FAVAVE—T A R%EFERAT S

CDO Clit, a~ryRIAf v A %—T7 x4 A (CLI) ZEHLTCSSHT A AZEHTEF
T, avrRiE, B—OTFT A RZEETDHZ L, BHOT A RZEFICEETDHZ LD
THETY, ZZ T, CLI 2~ REHE—® SSH 7354 R ITEETHHEICHOWTHHALE
-gAO

BhE R
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avvroansik [

* FTD SSH CLI R = A > MMZ2WTiL, [Cisco Firepower Threat Defense Command
Reference] #Z ML T 723V, FID 731 AD CLIMREIZHIR SN TV D Z LITHEER
LTL7Z&Vvy, FTD 7 /34 A TlX. show, ping. traceroute. packet-tracer. failover. ¥
L shutdown 2 < ROLFEH T F9,

A<y RFOANEE

12o0avy REIFICANTHZE b, Bl Oa~y REEHOITIZEGE L TANT L2 L
HHEET, CDOE, Ashica~xy Fa Ny F L LTEFICETLET, RO ASA OHIT
X 320DFy NI—0F TV b ENODRY NI ATVl Maegtery U —
ATl N IN=T T oa v ROy FEEELET,
e

object network email_server_south

host 192.168.20.2

object network email_server_headquarters

host 192.168.30.2

object-group network email_servers_all

network-object object email_server_north

network-object object email_server_south
network-object object email_server_headquarters

Send

[ASAT XA A< KD AJ] (Entering ASA device Commands) ]: CDO X, 7 m— 3L 2
74X al—vary E—RCTavy FOFTEHELET,

RWhav ok EHICRVWas FEANT5&, CDO X, a~ >y Feina~r Figsy
LT, T_XTOa~vr REASAAPLICKH L THITTELLHICLET, 2~y ROz
X8IV % CDO MW CERWGE, 2~ ROU A RNEEZTRUILZNOE Y haRkD b
ny 7 IRFIRENE T, WRITHIERLET,

Error: CDO attempted to execute a portion of this command with a length that exceeded

600 characters. You can give a hint to CDO at where a proper command separation point

is by breaking up your list of commands with an additional empty line between them.

DT —AyE—UEZELIESLE. ROFIEZFATLET,

FIE

ATFYF1 CLIBRENA > C2F—DFR L o-a~vwr K& 27 ) v 7 LET, CDOE, 2~<> KRRy

ATy T2

ANZa<wy ROEWI A M2 A LET,

BT 20~ RO N—TORICZETEHFAL T, a~<2 FOEWI ZA MERELET, =
LziE, EERoflorsz, Xy NI — I F TV 27 ROV A NEBER L, TNHE I NA—T
BN L72RIZZEOITEZEBNLET, ZOEEE, 22 R X MW OPO/EAT CEITT
DI EWXRDGENRDY FT,

ATvT3 [FE (Send) 1227V v 7 LET,
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Cisco Defense Orchestrator DA |

B 27 xczEmss

B—FN\AATCUZFEATS

ATvT1
ATy T2
ATvT3
ATy T4
ATvT5

ATvT6

FIE

[T ALY —ER] =V EHEET,

[7 /34 A (Devices) | #7 %7 Vv 7 LT, T4 A& FEDITET,

WORT N ABATDE T ) v LET,

aAv U R ITA AU E—T oA AEFEH LT, BET LT A A RIRLET,
FRAAD[FRA AT 722 ] AT, > 2w NI A H—T = A (> Command
Line Interface) | %7 U v 7 LT,

FED Ta<w FXAf ) [Zavry FEADL, [#E Send) 227V v 27 LET, 2w K
WX DT A ADIEIE, RESA V] OTFICERINET,

GE)  BRUETAA ZAREH SN TORWGE, RO~ ROBDBFFAISIVET @ show,

ping. traceroute, vpn-sessiondb, changeto, dir., write, copy

OV Y FEETOENME

ATvT1
ATy T2
ATv7T3
ATvT4
ATvTH
ATv 76
ATvT1

CLLa~y RE®EETHE, CDOIFFDa~vy RE[avr RIS v A F—T = A A
(Command Line Interface) ] ~<— Y DJERESA AZGedk LET, BESA VIRIESNT-a~
VR, BESTAZEL, avr RET U L—RELTHERATAZ L L TEET,

FIE

[THAAREP—ER]|X=U T, RETDHT A ZAZERLET,

[7 /34 A (Devices) | #7 %7 Vv 7 LTTNA A& RHDOITET,

WE)RT NS, AZATDET Y v 7 LET,

> a<r R I A% —7=4A (> Command Line Interface) ] =27 UV v 7 LE 7,

BIEASA U NERP RS TOANESE. BT a2 O 220 0 LTRBELES,
DBIE (History) ]34 v CEBE - I3HEET Ha~r RERIRLET,

a<wV REZOEEHERAHAT 20, a~vr RXf v Tavr REHREL, XE (Send) %27
Uy 27 LET, CDO L. &S vilavy ROMRAF R LET,
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GE)

—fFavrksqvqv8—7z42 |}

WD 2 ODIPLT T5TLELE (Done!) | EWVVI A wE—T % CDO DJHERA 1T
FREINFET,

e O KR T —R L CIERICEITENT-14,

e I RORTREFERNME 2o T2 4, - 21T, BEOREZ L M %
MBFITHERFRZEGT show a~ 2 REFRITLIZELET, ZOEHRFEHROSE
P BT DREZ N BN ho a8, CDOX 5T LELE (Donet) | %K
LiTo

[N N — N -~
— AT R SA AR —T (4R
CDO Tlf, 2~ RIA4 v A& —TxA4 A (CLI) ZFHLTSSHF N A ZAEEHTXF
T, Ty RiE, BH—DOF S R ETHZ &b, R UEHOEE DT A Z[RHIZEE
TAHZELARETY, ZOHEETIL, CLIa~ Yy REEHOT A ZC—EIEET D HEIR
SWTEHIALET,

BEE R
* CiscoIOSCLID R = X 2 MZHOWTIX, BEWDIOS 3— 5 D [Networking Software

(I0S & NX-08) | #Z&M 1L T 7Z &V, https://www.cisco.com/c/en/us/support/

10s-nx-os-software/index.html

—fECU A>3 —T (4R

< Bulk CLI

0}
1

2 ot My List € xecutan €

> shom run | grep user 3

(< < B <

1217, 1:06:54 PN
show run | grep user
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https://www.cisco.com/c/en/us/support/ios-nx-os-software/index.html
https://www.cisco.com/c/en/us/support/ios-nx-os-software/index.html

Cisco Defense Orchestrator DA |
B s sz

\)

GE) Wwo2-o0OKMT ISETLEL (Donel) | EWVH Ay —IRCDO ICETRSNET,
e vV R T —7 L CIEFICEITEI N,

e vy RORTREFEEIMT G o256, 728 203, FFEORETZ Y M 2MmET 5
ERHFHAZEGT show 2~ RERITLIZE LET, ZOEFEHEROLEICEETIERE
T M UM 5E,. CDOX ISETLEL (Done!) | ZiRLET,

F—2 sRBH

1 gy RERESA VERBBR LD 272A7E0 75103, RetT7 A a2
7 Vv LET,

2 a<r NER, a~r RE2EETDHE. CDO LI DERESRA vicavw s K
ERRTAHADOT, avr Kad d) —ERINL, HBEFETTEET,

3 A< RSy, T rOTuryF NMZawy REANLET,

4 IR~ . CDO I, :vyﬁ_ﬁﬁéfﬂfx@m%&CDox/t~

CERRLET, BEOT A ADISENE UE o e h, &AL I

(X THRA ADIEEER R L TWETS (ShowngesponsesforXdev1ces) ]
LWVWH R yE— yﬁﬁi'%/?éﬂi# [XT /34 A (X Devices) | %7 U w7
T5&, av N L TR UISEZR LT X TOT /3 Z73CDOIZH
RINET,

GE) Wo2-o0RMT ISETLELF (Done!l) | EWVH A vk—T
B CDO IZFEREINET,

e vV RRZ T —7 L CIEFICEIT I N %,

e O RORTREFERNMAT G o256, 728 20E, FF
EOFRETY M) ERFETHERKI LG show 2~ K
ERITLIEZELET, ZOERBROFMICEETIRET

VN MEho A, CDO X ISET LE LT (Done!) |
iR LET,
5 [AUARNZTWZE, [A X P T—TDBIRIR LT 3 AN
FRENET, ZOXT T, a~vr REEETIHIT A ZAz2E 00 RS
L7032 ENRTEET,
[6] Lo THFAFR RSN TV D [F4T (Execution) | ¥ 71Zi%, EESA T

BRI TWDa~vy ROXMGET A ANRFREINET, ZOFITIE, JE
JfE~A L C show run | grep user =~ > R2ZEIR I 41, [521T (Execution) |4
712, 10.82.109.160, 10.82.109.181, 337X 10.82.10.9.187 ITikf5 &z Z
ENERREINET,
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avy ro—mxE i

r—2x Bl
7 &%) (ByResponse) | ¥ 7 %7 U w735k, a<wy FIZLo TARKRS

NEIEEDOY A IBRFRENET, F—OIREX LTI/ v—Abans
T, DEE ¥ 7 TITEBINT A L, CDO ZEDa~<y RADINEEILE
NRA NIERLET,

8 [7 /314 23] (ByDevice) 1 Z 7 %27 Vw73 DE BT /34 A6 OfER]
DISENFETRENET, VA FHNOWTNODT AL 2% 7 ) v 7358,
BEDT A ZANSDa~wy RADISEEFRTEET,

ATy FD—EXE
FIE

ATVl FEF—va =T, [TAAREY—ER]EZ 7V v 7 LET,
RTYT2 [THRAR T %7 Vw7 LT, A A%ROTET,

RT9 T3 R T NAAZATOET ) v LET,

ATY T8 CLIZMEHALTEHETLZT NS AZRHFEL T, ZTROHEZEIRLET,

ATYTE FEMASA T, > [a~v K TIA4 A H—T A A (Command Line Interface) %7 VU v 7
L/i‘j—o

AT9T6 avwr R o iiavr RE AN LT, [#F Send) 1227 Vv LET, a2~ FHANIE
B AFRENET, a~vr NEIEFr ZZiddék S, CDOE a2~ K& [fECLI (Bulk
CLD) 174 » Ruo[JEFE (History) |31 Zitdk L £,

GE)  BRLET A APEEARE TR SN TN D ZE 2R L TSN,

—{Eav > REEBETOHEE

—FECLI o~ FE2EETHE, CDOIFFDa~y K2 —HiCLIA V¥ —T7 = A A—TD
JBIEASA NG LE T, BESS VR FESN-a~r R, BEITT5288, a~v UK
T 7= R LTERAT A2 TEET, BESA L Oavr R, ERoNFTIN
T TCDT A ZZBEA T AL TWET,

FIE

ATy Tl TS~ a0 =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LT,
RTFVT2 [THAAR] 2T %27V w7 LT, T/ ZA&ERDITET,
RTY T3 WYUIRTNAAZATOET 27V w7 L, HETHT A AZRIRLET,
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B &=~ rosconk

ATvT4
ATy TH

ATvT6

ATy 717

Cisco Defense Orchestrator DA |

[Z2~ R IA4 A4 % —7 x4 A (Command Line Interface) 1% 27 U v 27 LET,

B (History) | ~A C CEREZIIHEETL2a~ 0 FEBRLET, #RL7ca~vr NiE
FREDT A ZZEEAIT BN TEY . ROIDAT v 7 TEIRLIZH O LIRS 202 & I2iE
BLTEEN,

[FAVAPMNFTEZRT, HMELEIELTWDa~vy FBREDOT AL RZEEENDZ L
il LET,

awl KA Tavy RemEL, 35 (Send) 127V v 7 LET, CDO L, IEA
iZawr ROREFR R LET,

GE)  BRLET AL ZOWTHODBEM SN TOWRWES, RO~ ROBZRBFFAI S

i'a— . show, ping., traceroute, vpn-sessiondb, changeto, dir, write, copy

—fEaT U R4 IILE TOEIE

BRI 14 ILA

ATy

—§E CLI 2~ R&FETH%, &R (By Response) | 7 1 /v & [T 734 ARl (By Device) ]
TANEEFERHLT, T34 AOREERHAITTEET,

—fEa~ > ROFEITH%, CDO X &R (By Response) | # 71, A~y REEELET A
AMHRINTEED Y A RE AN LET, FUSEDT A RIUTICELDONET, b
R (ByResponse) | ¥ 7 DITa 7 U w75 & JRESRA VITT A ADD DIGENTRS
NET, IWESA NNEEDOT A ZADIENRTSINDGE, [XT A ZADIEEZR KL
TUWEJ (Showing Responses for X devices) | £V 9 A v E—UNERENET, [XT /31 R
(X Devices) 1 #7 Uy 27 F5L, avy R LTHRUSEZRLZTRXTOT /SA AR

By Response By Device

: devices &;_

1 Devices

1 Devices

CDO IZFRENET,

av s FREICBEEMT ONIZT A 2D Y 2 MZa~y FERET 2I1E, IROFIEICHEN
i‘é‘o

FIE

S5 (By Response) | # 7 DITicdHhba~r Ry vRnras ) vy 7 LET,
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ATy T2

ATvT3
ATv74

Frqzm7404 |

awy KA o Tavy REEERL, 55 (Send) 127V v 7 LCa~vy REHEETH
M [Z VTR Vw7 L Cavwyry R4 2707 L, FiLna<wr REAJLTT /NS A
WCEE LTS, [B(E Send) 1227 Uy 7 LET,

O RS ZTE S e 2 MR L £9,

BIR LT AL ADFETa L 74 Xal—2ary 77 A VCEERKMEIN TS Z LB FEE
YEITE. 3~ R3A 1T [deploymemory] & AJJL, [#E (Send) 127V v 27 LET,
ZOEMEICL Y FATHERN A — T vy T ar 7 X al—ia VIRESRET,

TINARAF T4 I)LA

ATy
ATvT2

ATvT3
ATy T4

ATy TH

ATvT6

—fEa<r ROFETHK. CDO i [FE1T (Execution) | # 7' & [7 /34 A (By Device) | ¥ 7
W2, a~v U REREELET AL ADY A N2 ATILET, [T31 A3 (ByDevice) % 7 DT
IV ThHE BTN ADINENERINET,

FILTNNA R A NTavy REFETTHITE, ROFIEIENET,

FIE

[7 /34 A5l (By Device) | #7 %27V v LET,

> ZINHOT A A Ta~wy K&FEIT (> Execute acommand on these devices) ] %27 U v 7 L
£

(ZUT71 %7 V7 LCavy R4 22707 L, HiLhavwr REANLET,
[¥AUARRSA T, UAMNOEZ DT AA A RIRETITRIVFEER L T, a~v > Faik
BT2T A ADY A NERELET,

[%fE Send) 127V v 7 LET, 2V RADISENIGESA VIR RINET, WEA
NEBDT NAA ZADISERFRRSINDGE. [XT A ZAD)EE %2 FK R L TWET (Showing
Responses for X devices) | &9 A v EB—UNFRENET, [XT /31 A (X Devices) ] &7
Vo 235k, avr NI LTRICIGEZR LT X TOT /3, ABCDOICRRINET,
BRLT2T A ZADFATHERL T 7 A WMITEERKR S TND 2 EBEERG AT, 2~ R
~A N\ Tdeploy memory] & AJJL, [FE (Send) 1227V v 7 LET,

FINA ZADESERACL <5 O

CLI=7 2%, I TEAEARTERD CLI 2~y N, £HITETENCERE TX 5 CLI
O ROT T L— T, $TO~7 i, 1298 EDSSH T /A A CRIBFIZEITTE
F7,

T l— MU CLI~Z u&2EH LT, HEOT A ATRLa~y REREFCETLE
T, CLI=Z ald, A ZAOHREELEHO—EMEZRELET, 2RO CLIv 7 u%
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B s52~>rroocu<snons

FERHLC, 734 AT HEREZEEFLET, SSHF A A TT I T 38 E 2
CLI=Zundh £1,

BB FATT AX A ZEMET AT CLI~ Y 2 2B TEX 7, ZEHcOWTIE, [EH
a< 2 RSO CLI =7 adDfERk] 28R LT IFEN,

CLI~Z nif, VAT AERELIF2—YP—ERTT, VAT ALAERYZ2XCDOIZLH-T
LS, WMELHIBRDL TEEXA, 22—V —EHR~ 7 T —VF—2MER L, M E7213H
RoxE9,

)

GE) T8 2 CDO IZHE A SNT-RBICDI, TAAL AD~ 7 a b {ETE £,

il L TASAZMHT S L. WD ASA THIED 22— —%2BBRTHHEIT. koa~
v REEITCEET,

show running-config | grep username

TDa~v s REFEITTLHE, BRLTWDEa—F—Da—H —4 7 username IZE X Hib Y F
T, ZDavy Rhbv 7 a2 fERT 512X, MUa~y R&fiH LT, username # 591 T
FHAF 9,

> show running-config | grep EUECGELEES]

T A= ZNUIMEB DA ZATT 5 N TE, TONRTA=FAZ TR~ m 2Bl T % 2
EbTEET,

b1 T TR T T R R T Rty i X M [ {108 { {username_of_local _user_stored_on_asa}}

NT A= ZRITHAWRARNCTE | TRF L THREEMNT OLERHY £T, Z0LHE. =
YRSy AFTROE DR ET,

show running-config | grep

O RO—EE LT, a~vy ROEELEDOTFT AL AWM ULUIZCLIY & v 7 AR fERT 5404
R0 £,

R LD CLI 7Y BDER

ATy T

ATvT2
ATvT3
ATvT4

FIE

CLI~ 7 v Z{Ekd AHIICCDO Da~ R I v A v A —T A ATa<v s RET AL
T, A~ FOBIYNIELL, BHEHTEOIMENEIND Z LR LET

GE)
FEF = a U R—=T, [TAA AR Z7 ) w7 LET,
[FAL R HT %SV w7 LTF AL A% BT £

WY T A RABATDETH IV w7 L, oI TRMENTWDET N, 2RI L £
j‘o
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ATvTH
ATvT6
ATvT1
ATvT8
ATvT9
ATy 710

ATvIN

CUBEE - EEED Uy ansnclvsonks [

> avr RIA A F =T R %7 )7 LET,
CLI~Z BDBRUAY DAL — K 27 v LT, TTIHEET I~/ 0 s R LET,

7"3}2‘1‘&‘/%‘:79 v 7 LET,

<~/ Bl BEOARERELET, LB UT, CLINZ rOMREAEEZATILET,
[~ Rl 74—V RICEeRa~vry FEAJLET,

av Y ROFETREICEE Lizwha~vy ROy %, REIMNCHENTZ T A —F ZITEEHZ
£7,

[VER% (Create) 1527 Vw7 LET, Bk LIz~ 2 i, RUNCHEE LT A AT TR,
ZDHATDTXRTOTNAATHEHATEET,

a<y REEFTT B2, [CLI~Z nnFET] #22R LT a0,

CLUEEF-IXEFEOCL T OMNSOD CLI <Y ODER

&M

ATy T2
ATvT3

ATv74
ATy 75

ZOFIETIE, T TEETLEas P, loa—PF—ER~vrn, LIV ATLAERYY
Ripba—YP—iEE~ 7 2B L ET,

FIE

TS =T a v N—"T, [T/3f ALHP—E R (Devices & Services) | %27 Vv 7 LET,

GE)  CLIEE»ba2—W—ER~7 nz2ERT28581E, 2~ REFEITLET A A%
BIRLET, CLIZuiZ. LTI Y hOF AL ZATHEINETN, CLIE
FRiTdEa I EE A,

[THAAE T %20 w7 LET,

WEVRT NARAZATOET %V v L, AU T4 ORI EN TN T /3 Z&@IRL
35

> a~vY I A% —7 x4 A (> Command Line Interface) ] %7 U v 27 LET,
CLI=Z nZfERT Do a~y FERSTTERLET, ROVTALOHELHEAL TS ZE
[

2y Q%rV s LT, FOFAL ATETF LA~y RERRELET, <270l
BT Aav L REBINT AL, avr R ICEDavy RERREINET,

cCLIZ BORKICAY DAL —K %7 ) v/ LT, TCRHFET A~V a bl LE
T, BET I —ERBFFIT AT LAEZDOCLIN 7 a2 EIRLET, a~vr Ria
2y RS IR REINFE T,
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ATvT6
ATy T17
ATvT8
ATvT9

ATy 710

Cisco Defense Orchestrator DA |

avwy RRa~wy RS VIZRRESNTZRET, CLI~Z v 0&fan 2 7Yy L
FT, ZoOavr RRB, LW CLI~Z a2 £,

~ 7Bl —BEOL4MERELET, HEIIEU T, CLINZ 20 E A2 A LET,
[~ Rl 74—V ROa<wy RefilL, LEREEZMAET,

A<y ROFATRICEE Licvwa~y Rofg%a, FFENCHENTZ T A —Z ZICEEHZ
£,

[fER% (Create) 127V v 7 LET, 1Bk LI=~7 oid, mUNIFRE LI=T /31 R721FT72<.,
ZDHATDTRTOTNA ATHEHTEET,

a< 2 REETT DI, CLIFZ 2 OETEBRLTLEE N,

CLI ¥~ OMELT

ATy T
ATvT2
ATvT3
ATv74
ATvT5
ATvT6
ATvT1

ATvT8

FIE

FEH =g N —T, [T/ ALY —E R (Devices & Services) 127 Vv 7 LET,
[TAREZT %7V w7 LET,
WERTNARZATDET a2 ) w7 L, 1 DUEDT A 2 RIRLET,
> avrRKIA4> A% —7=x4A (> Command Line Interface) [ %27 UV v 7 LET,
Oy RAREALT, A4—WHE 7Y v o LET,
a<w RS CLI~ 7 a2 2R L1,
RONTNNDOHETY 7 naFITLET,
CEFTHNRT AP BICEERTORVEAIE, [#15 (Send) 127V v 7 LE
T, AV RADISENIRESRAL CFERENET, TN TRET T,
¢ I RIINNT A—ENEENTWDHEE (TOCConfigure DNS ¥ 27 1 7g &) | [> /NT A—
& DFE~ (> View Parameters) (%7 U v 7 LET,

% Using M Configure DNS

» dns domain-lookup
dns server-group DefaultDNS
name-server IP_ADDR

[/X7 A—% (Parameters) |~~A > T, /X7 A—XDfli% /X7 A—4 (Parameters) | D% ~7 4 —
VRIZATLES,
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ATvT9

ATy 710

EZEL T |

Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

IP_ADDR name-server 208.67.220.220

208.67.220.220

[i3F (Send) 127V 27 LET, CDOMNEFIZa~y REEEFE L, T /5 ADORER & F 5
T5E. [Donel] EWVWH A vEe—UnRERINET,

Aavy FEXELERT, [#oa~y FRETHRICERE Z AT ATREERH Y £47) &
WAy E=UR20DY 7 EEBIIERIND T ENHY £T,

£ Some commands may have made changes to the running config Write to Disk  Dismiss

[T 4 AT ~DEEZIASL (WritetoDisk) 1227 Vv 7 $5L, ZOavry RIiZk->TMA
LNTFEF L ETHEROFDOMOEENRT NSNA ZADAEZ— T v THERITRE SN E
R

[V iHd (Dismiss) |27 Vv 27 45L, AvE—URRVHESNET,

CLl ¥/ OMDiRE

ATvT1
ATy T2
ATvT3
ATy T4
ATvT5
ATv 76
ATy I1
ATvT8

=P —EFKOCLI v 7 B IRETEETN, VAT LAEREDO~ Y v lIfmETE EH A, CLI
<~/ OERETDHE, TXTOSSHT N, AT 7 uNERSNET, 7 23 EDOT N
AABEBEOLOTIEH Y XA,

FIE

FES =g =T, [T/ AL P —E X (Devices & Services) 127 U v 7 LET,
[THAA 2 T%2 ) w7 LET,

WY R T A ABA TR TRV w7 LET,

TN AZ RN £,

[Z2~ R I7A4 A4 F—7 x4 A (Command Line Interface) | %27 U v 27 LET,
WET D — VP —ER~ 7 m 2B ET,

NI TNVORETA ALY v LET,

[v7 rOfmtE (EditMacro) 1 ¥ A 7R 7Ry 7 ATCLI~7 miimELET,
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ATvT9

Cisco Defense Orchestrator DA |

[fR7F (Save) 1227 U v 27 L%,
CLI =7 u DELTHIEIZHOWTIE, [CLI~ 7 adET) 28R LT IEE0N,

CLI ¥4 O #Ik&

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATwT1
ATvT8

=P —TEFD CLI~7 2 FTHIFRTE TN, VAT AERDO~Z 2 FHIBRTE ¥ A, CLI
<7 aZHRTHE. TRTOT AL AT apNHIRENET, 7 2IBEEDT /A A
HDOHLDOTIIH Y FH A,

FIE

FESF—Ta v N—=T, [T/3f ALHP—E R (Devices & Services) | %27 Vv 7 LET,
[T A R 2T %70 vy LET,

WENR T NA REATDET %) v 7 LET,

TN R BRI E T,

[Z2~> RIA A% —7xAA (Command Line Interface) ] %7 VU v 7 LE7,

HIBR 4 22— —ERK CLI v 7 m 2@ IR L 7,

CLIZmr o7~ VDAIFTAare k7 Vv 7 LET,

CLI~Z mzHlBRd 252 L a2l LET,

CLIa< > FDFERDITHY RAR— b+

AR RT BT NA ZAETTEEOT ANA AT N CLIa~ Yy ROERE 2~ XY)
DAE (esv) 77 AMITr AR— LT, LBEISCTHERE 7 4 L2 ) 2 7B LA~
ZHZENTEET, H—DT A ZAETLEFTEZEOT A ADOCLIFERZ —EIZm 7 AR — K
TEET, =7 AKR— FINTHFRIZIT, ROBOVBEFENET,

* Device

« HfS (Date)
* User

o« I ]\

<
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cuazy romRozszk—+ i

CUa< Y FOBROITY AR— bk

ATvT1
ATy T2
ATvT3
ATy T4
RATvTH

ATvT6

ATy FT17
ATv78

a<w R4 RUTETLIza~y ROMEL csv 77 A M I AR— N TEET,

FIE

FES =g N—T, [T AL P —E R (Devices & Services) %27 U w27 LET,
[THA R 2T %7 v LET,

WE)RT N, AXATDET Y v 7 LET,

1 DETNTERDOT A AR TS T A FLET,

FNAAD[FNART 73 a ] AT, > [a~vr FFA 2 A% —T A A (Command
Line Interface) | %7 U v 7 L&,

[~ R IA v A% —7xAA (Command Line Interface) ] XA > CTa~r Rz AL,
[51F Send) 127U w27 LTT /3 RITiEY £,

¥

ABERTEI= Y ROT 4 v RUDEMT, =7 28— 742y @ 22097 LES,
sV 7 7 AT OM D RLTWARTET, 7y A NVEa— DN T 7 ANV AT DIRIFLE
T, esvZ AN EDavy N EHRARDGAE, TXTCORBALZERL T, a2~ Ko7
RTOFEREFRLET,

CLIXYV ODFHERDT Y AR—k

AT T1
ATvT2
ATvT3
ATvT4
ATvTH

ATvT6
ATy T17

ATvT8

av R4 RUTEITEN 7 0 DfEREZ 7 AR— N TEET, ROTFIET, 1 0F
FIXEBOT A A TEITENT-CLISZ B DRERE csv 77 A NI ZAR— N LET,

FIE

[T AL P —ER] =D& E ET,

[THRA R 2T %7V LET,

WO T NAABATDETH ) w7 LET,

1 DFERTEEDOT NA ZAZBIRL TN T4 N LET,

TNAAD[TNNAAT I a2 T, > avr R4 A% —7=xAA (> Command
Line Interface) |27 U v 7 LET,

CLL 7 1 > RYDEMDLA T, CLIYZ BOBKICAD 27T BN ERIRLE T,

TIAR=— b D~vrnavy Fer )y s LET, @l n"o A—=2%2 AL, X5 (Send) ]
27y LET,

¥

ANERTa~y ROy v RooARIT, =7 28— 742y © 22092 LET,
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B oo kRO 2K~

ATYTY csv 7 7 A NMTONYRTWARTEMNIT, 77 A0 —hL T 7 A VAT AR LE
T, esv 7 7 AN EDav s R EFHARDLDGE., TXTORALVEZREALT, a2~ FoT
RTOEREFR R LET,

CLLlav > FEEODI Y AR—F
WOFNEZERA LT, 1 DFEITEEHDOT NSNA AD CLIERE csv 7 7 A M7 AKR—F L
32’9“0

FIE

ATV FESF—va U RUT, [TA ALY —ER 227V v 7 LET,

ATV T2 [TRAR LT %7V w7 LET,

RT9 T3 WERT A AXATORT %7 ) v LET,

RTY T8 1 DEIFEBEOT AL AEZREIRL TN T4 FLET,

ARTYTS THRAAD[TNAAT 72 a |, T, > avr K74 A H—T7 x4 A (> Command
Line Interface) |27 U v 7 LET,

ZATF9T6 BESA VN ELRE SN TOARNESE, [ (Clock) 1742 D220 97 LTREM
L/i‘j‘o

AFvT1 ABESNEI<Y ROY 4 v RYOERT, =7 28— k7420 %20 97 LET,

RTYT8 csv 77 A NMZONIRTWARTIENT, 77 ANVEQ—TNLVT 7 AV AT MR LE
T esv 77 AN EDa~xy NN EHARLGE, TXTOBALEZEMLT, a~vy Fod
RTOFERERTRLET,

B R
*CDO A~ R IA v AU B =T 2 A A&MEHTD (90 <—)
cFH I~ FHHO CLL ~ 27 v OERK
« CLI v~ 7 7 OHI
*« CLI ¥ 7 1 DftE
« CLI ¥ 7 a OFELT

o o~ R I AV H—T AR

CUT 7 BDYRMEITVARKR—+T B

avw R4V RUTEITENTZ~ I 0DAhETT AR— N TEET, WOFNET, 1 2F=
ITEB DT SA 2D CLI~Z 0% csv 7 7 AT 7 AR—FLET,
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ATy
ATv T2
ATv73
ATy T4
ATvTH

ATvT6
ATy 17

ATvT8
ATvT9

CUT ADYRMEIVRR—FTS .

FIE

FEF—v a4 RUT, [T AL =R 27U v 7 LET,

[TNA R 2T %7 ) w7 LET,

WY T A AZAL TR T T ) v LET,

1 DEFITEEOT NSA AZHEIRL TN, T4 FLET,
TNNAAD[TNNART 72 a2 T, > avry R IAL 0 A0 F—TxA R %7 )
7 LET,

CLI ¥ ot > RO DFEMD~A T, CLI~Z BORKICAY 27T EWE /IR E3,

T AR—= T HvInavwr Rer ) v LEd, @R T A—2% AL, %E]%27
Vo7 LET,

AN ENFa~Y ROy v Roofce=s 2H— 712y © 22007 LET,

csv 7 7 A TN D LT WL E T, 77 A0 Ea =L T 7 ANV AT KRG LE
7,
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=9=
=% =R

TNNAREY—ERXDEAER

FGATFNRA ZAEETNT A ZDOMW ST %2 CDO K L TEAERHTEET, ET AT NA X
7y — RESnflk 7 7 AL THY, CDO Z#fiH L CHERS LI OwRETE £,

EEAEDT A TT R ZAB LY —E AT, Secure Device Connector 73 CDO %7 /XA A F
FIE—E R R TE D Lo, A—T7 U 7 HTTPS S5 B L 72 ) 97,

SDC & & D AT —Z ZADFEMIZ-OVTIX, Secure Device Connector (SDC) (3 <X—3) %
ZL TS,

ZOBEX, ROEBY T a TR S TTWE T,

¢ SSH 5 /34 A D AYEfE (107 ~2—3)
¢« CDO 76 DF A ZDYIFE (109 ~=—3)

SSH 7/ 1 ADEBE A% (R

BIRES TIE, CDO X, SSH 731 ZDOFAERAIZIRE SN 5E >y h&adR—HFLTW
ES S S OE Yol EVE

aesl28-ctr, aesl92-ctr, aes256-ctr, aesl28-gcm, aesl28-gcm@openssh.com,
aes256-gcm, aes256-gcm@openssh.com

Y= N=PYR— b D5 ST 521X, SDCIZr AL, <2 Fssh -vv
<ip address> & FEAT L/ij—o SSH 7 /34 A %Eﬁé:l‘—%]\@ﬁ-’c% 5 & 5 2720 F L7,

BAEHFEFIE
SSH % f# ] L C Firepower Threat Defense 7 /N4 A %38 A9~ 5 121X, RO FNRIZHENE T,

188 BRI
F XA R Z AT D REIZ, Cisco Defense Orchestrator D& TSR T /XA A ~D ki 25 R
LTL7ZE,
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B ossi i zomasn

&M

ATvT2
ATvF3
ATvT4
ATy 5

ATvT6
ATy T17
ATvT8
ATvT9
ATy 710
ATy TN

AT T12

ATy 713

ATvT14
ATvT15
AT v 716
ATvT1

FRAREY—EROBAERE |

FIE

FES = a4 RUT, [T ALY —ER]RX=T% 7Y v LET,

HODTTARE 27U w7 LT, T A& AU L £,

[#:4 (Integrations) ] XA NVE 7 U w7 LET,

TNA R Z4RTET ET,

Secure Device Connector (SDC) (3 X—) KA %271V w7 LT, ZOT /31 ANEET
HF%y FT—Z7ANOSDC #H#INLET, 77 4/L FD SDC RERINETH, SDC 4 %7

Vo7 35ZLTSDCEEETEET,

[#A (Integrations) | K> X7 XA ==2—7T, [LHSSH (Generic SSH) | Z&R L £,

FNA ZADBFATE L TFDQON £7211Pv4 7 KL AZ AN LET, 57 4/L k SSHAR— ~E22
<7,

[#88) (Go) 127V v 27 LEd, CDOIET A AEFEL, RELEMET DL LET,

SSH7 4 v H—7V v & [#v>ra—F (Download) | L, B—H/WIZRELET, ZhE
TIZSSHRM TI DT AL RZHERE LTZZ ENRWEAIE, 207 4o H—7V v Mafii
LTCT A AR TEET,

HAMENFT DT A A0 7 A AFHRE L Ca—F—4 L 2T — K& AJJLET, CDOIL,

ELWhwa 7 A AFmnRnE | BRFOREL EFIZHAMD Z &N TEERE A,

(A7 ar) ZOTFNRA RZLENC[A F—F VAU — K (EnablePassword) ] %% /E L 7=
ek, TnE A LET,

(A7vay) RayF Xy A=a—n05[&E3~2 K (Configuration Command) | % &R
T THXAMRY ZRAZAAZ baxy FREANLET, Z0avy NiE, 734 ADK
EELTHEASNET, OOBBAAMIR>TWEHA, CDOFEREEF = v 7 LET, [RE
(Configuration) ] ~— THAEDEZ R TE LT, 7 /3 275 CDO IZIEH IEAHESf S
T2, Zoa~y NOEFENARRIZR D Z EITHER LT ES N,

[kt (Connect) 1 &2 27U v 7 LET,

CB) w7 AAFRNIEL S RONGEIE, SO Z MRS 2 Lo ko bhEd, 22
TrZA ANEREBANTEEY, v/ VEREEEETICHREK T I L, 7
NAAD[T A ZAE Y —ER]N=VIEA VALV APRERSNET B, T3A
ALEAERFE IR S T EEA,

(AT vary) ZOTFNRAL ATV EBMLET,

[#i1T (Continue) 1% 7 U w7 LET,

TN, AN CDO WZEAMEf SN ET, [#&T (Finish) 1227V v 7 LET,

[7/34 X &P —E X (Devices & Services) | ~— VIR 9, 7734 AN EFITE AR I

noHE, REAT—Z AN [[AH (Synced) ], #EHOIRIED [ T4 ] ERRSINET,

GE)  TAAAPNEAMEfFIND L, FATTHRET~Y Y ROEENAMREIZR Y £5, B A
Zhavy REERT 20 CLIvZ v 2 {ETE£7,
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| TR 1RES—ERDEALER
coo » 50734 20k [

ATYTI8 (F7vay) LEILLT, T34 AD [/ —F (Notes) ] X—IZT A AT D/ —
e ANTEET, FEMICOVWTEL, [T R —F2E] 23R TESN,

BEEIFER

o TNRA ADEFHCLI v~/

« Cisco I0S F721Z SSH 75 CDO ~DEFEDFmAIY (129 =—3)
s BEDOHAIY . W, F=v 7, BILOIER

CDO M5 DT /314 R DEIFE

CDO BT 3, AZHIBRT HI2i%, ROFEEZHEHLEI,

FIE

ATFw 71 CDO /A LET,

RTFVT2 (AR MY ]R_R=VICBELET,

ATV T3 HIBRTHT NS AEROTF, TOTNA ADITTTNAA A% T v 7 LGRIRLET,
ATV T4 FNCHD [TNAA AT 72 a ]80T, [HIR] 28R LEd,

RAT9 TS Tur7 IRERENTZD, [OK] Z#IRL T, BIR LT A AOHIBREMRLET, [Fv
VENMEBEIRLT, T AZEAERLIZETFICLET,
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Cisco Defense Orchestrator Z{&/H L 7= SSH
TINA RDEHE

Cisco Defense Orchestrator (CDO) %3 5&, SSHE N L TT A AZEHTXES, =
NEDTNA ATHR—FEZINTWBEREIZRD LB Y TT,

«SSHT /A ADF LV R—F 47, SSHT S AR GFESNTWND, & LUV DOMHER & FF
DA DAY A ESAT = FEMA LT, 7S R E AR =T /TR
‘j‘o

« TN ABREDTRT, T/ AR T 7 ANVERRTEET,

C THAAPEDORY = EBREDOEREMRLET, SSHT NA Apbar 7 4 Falb—
vay 7y ANBRHEAROIS & CDO DT — X N— A RFSNET,

-TWFﬁfNVPﬁE@ﬁJMH@ﬁ(QWMWMWMM]%ﬁﬁﬁféb(DO@m
NTEWLT A ADREDODERETF =7 LET, BERHDILEA. T/ ADAT—H
AX AR (Conﬂlct Detected) JIZEDY | BEEE MR AEEIC 2D £,

AU R ITA L A H—T 2 A ADYR—F, CDODIASTL KT X —T A
2ENLT, TRTOSSHTNA Zavwy REFNAL AT TXET,

cfilxDCLIZ~Y FBEXOa~vwy ROV V—T7%, HEBLOEFIHRER =270 12
EHCTEE T, CDONRMT I AT AEHE~ 7 n AL, HEICEITTHZ A
WCIMB DO~ 7 na#ERlRTE 9,

eSSH7 4 > =TV hOEFEEZBHBIOEH LET, A1 200 7 A AFRELIT
FanNTF A REEISN., FRICESTSSH 7 4 v H—7V > " BEEIN-54E. CDO
WTZOEEZHRE L, LW T 4o H—7V v bR L CHF T A2 L x4,

cBHu Y, BHEa L, SSHF A RIHRITTHTRTOa~vy RRFx¥ FFv InE
j«o

CDO a2~ R IA L AU B =T oA AEMEHTLH (112 %—)
e ~fEia~r R I A HZ =Tz A A (1153—=)
cTNRAZADEHHCLI~Z 1 (119 _—Y)

«CLI 2~ FOFEROT 7 ZAR—1F (124 =)
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Cisco Defense Orchestrator A L 7= SSH 7/ ADEE |
B ook 8Tz ERATS

s BEDOHAHAIY . K, Ty, BIXOER (127 2—)

« TRTOTNA AFREDHAHID (128 ~—)

« Cisco I0S F£ 721X SSH 7°5 CDO ~DZEFDFHAEY (129 ~—)
T RTOTFT N, ADHEREEDO S LY a—E R (130 2—)

« TN ARFEO—FERERE (131 X—)

s A Va— I HEERR (131 X—)

HEELOMGR (134 X—)

EHEOMIEE (135 X—)

FNAADT 7 hA TR REE (136 X—)

» Defense Orchestrator & 5 /XA A OHFRTEZFEHT 5 (136 ~<—)
O (137 =)
TNNAZANEDT U AT /N REEOBEI2RZ T AiL (138 ~—)
s REDBA OfFR (139 ~—)

e TNRAABEEDOR—=Y T DAY 22— b (141 _—)

CDO OV KRSAAVRA—T A REFEHT S

CDO TiE, 2~ RKIA4 v A ¥ —T=AA (CLI) Z#HLTSSH T A AZEHTEE
T, avw R, B—DOF XA RICEETAHAZ L, BEOT A ACFRFICEETHZ LD
FHETY, ZZ Tk, CLI i~y REH—O SSH 7 /341 R IZIEET B FIEIZOWTHA L E
j—o

BEE FER

* FTDSSH CLI R = £ > NI DWW T, [Cisco Firepower Threat Defense Command
Reference] #Z ML T 72EV, FID 731 A D CLIMREIZHIR SN TS Z LITHEERE
LTL7Z&Vvy, FTD 7 /34 A TlX. show, ping. traceroute. packet-tracer. failover. ¥
L shutdown 2~ ROALFEH T F9,

ATy FDAAAE

1o0a<y REITICANTDEZ L, BEOa~y REBEROTICER L CANTLZ L
HAFET, CDO L, AJ&hviza~y RaNyF L LTEFICFEITLET, RO ASA OFIT
X, 32900y NU—I 4TV b, FNOEDORY NI4T V27 baegiery hU—
P F T N ITN—T kT A a v KONy FEEEFLET,
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I Cisco Defense Orchestrator £ L 7= SSH 7/ 1 ADEE
g7 zccl25mT5 |

> object network email_server_north
host 192.168.10.2
object network email_server_south
host 192.168.20.2
object network email_server_headquarters
host 192.168.30.2
object-group network email_servers_all
network-object object email_server_north
network-object object email_server_south
network-object object email_server_headquarters

Clear

Send

[ASAT NA 2z~ RO AJ) (Entering ASA device Commands) |: CDO (%, 7 m— 3L 23>
T4 X2l —varyE—RTavy ROFETEBBLET,

FEWav o R EFICEVa~vry REANTHE, CDOE, a2~ r REEKEOa~ > Ry
EILTC, 9 COa~2 FaE ASAAPLICH L TCETTEH LI LET, o~ RO
XV % CDO NI CE WA, 2~ FOU R M2 Y ZTRELZDE v FaRkdD T
nYy 7 MRFERINET, RICHERLET,

Error: CDO attempted to execute a portion of this command with a length that exceeded
600 characters. You can give a hint to CDO at where a proper command separation point
is by breaking up your list of commands with an additional empty line between them.

ZOTT = Ayt —VEZELELG. KOFIHEZFATLET,

FIE

Z2TFYv 71 CLIBRESA > T —DRKFERsTmavr K227 Yy 27 LET, CDOIE, =2~v> RRv
Z\Za=wy ROEWY A 2 AN LET,

ATy T2 HETLIa~v RO L—TDHRIZZETEHALT, 2~ FOREWI R MaRELET, 7=
LziE, EERoflorIIZ, XYy NT— I ATV 27 ROV A NEBERL, TNHE I A—T
BN L72RIZZEOITEBNLET, ZOEEEZ, 22 R X MW D OEAT CEITT
DL BEERHY £,

ATw T3 [%E Send) 1227V v 7 LET,

B—FTN\AATCUZEZFEAT S

FIE

ARTYTN [TRA ALY —E R RX—UEHXET,

ATY T2 [T/34 A (Devices) | ¥ 7 %27V w7 LT, T A&ERDTET,

AT T3 WURTNA AL TDE T Y v 7 LET,

ATYTE a~v o RIS A F—T =2 A ZAEHER LT, BHT LT A AZRRLET,
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Cisco Defense Orchestrator A L 7= SSH 7/ ADEE |
B -~ rEEcon#

RATFYTE FALAD[TAA AT Vv a ]| A VT, > avry R4 (¥ —7 =4 A (> Command
Line Interface) | %7 U v 7 LET,
AT 6 Lo lavr RXM v [cavwy REANL, [#E (Send) 127V v LET, a~w R
R DT A ZADISEE, IEERA ] OFICFRRSNET,
GE) BIRLETAA ZARE SN TORWES, RO~ ROBDBFFAISIVET : show,

ping. traceroute, vpn-sessiondb, changeto, dir, write, copy

v FEETOEME

CLLa~y RE¥ETHE, CDOIFFDa~vy Fa[avr RIAf v f B —T =4 A
(Command Line Interface) ] ~<— Y DJERESA L E7, BRESA VICRFESNZa~
VRIE. BETTAZEL, avr RET S L—RE LT A E B TEET

FIE

ATFYTN [FRA ALY —ER]|R—=DT, RETDHTFAA AEBRLET,
AT T2 [T34 A (Devices) | #7570V v 7 LTT A AEROTET,
ATV T3 WYUIRTNNAAZATOE TRV v LET,
AT T4 [> a~ RIA4 2 H—7xAA (> Command Line Interface) 1 %7 U v 7 LE7,
2Ty TS5 BESA N EERBSATOAVEAE, M7 a2 Qa2 0 LOEELET,
RATv 76 [JBFE (History) | AV CEFEELIIFRETra~r RERIRLET,
ATy T a=r FEZOEEHAATEN, avr RS o Tavr FafREL. [%XE (Send) 1% 7
Uo7 LET, CDOL, IGEEAS viZa~vy ROERER R LET,
GE)  WO2ODRWT [TLELE (Done!) | &V A E—TH CDO DJRENA VT
HRINET,

e v RRZT—72 L CIEFIZFEIT I N,

e I RORTREFERIMIG 2o 12386, 2L 2if, BEOREZ M) &
MBFITHERFRZET show a~ 2 REFRITLIZELET, ZOERFEHROS
HIZEET DR ET S N Rehola, CDOME 27L&l (Done!) | ZiK
Li‘a‘o
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—fFavrksqvqv8—7z42 |}

N N — N -~
— A RSA A3 —T (4R
CDO Clit, a~r R IA v A %—T7 x4 A (CLI) ZEHALTCSSHT A AZEHTEF
T, a<v Rt B—DOF XA RICKEETAHZ LY. FUEEOEE DT S A ZZFRFIZEE
TAHZLHAFETT, ZOHEHE TIE, CLIa~y REEBOT NA A—EIEET D HIEIC
DWTIBH L £,

BEEIER -

¢ CiscolOSCLI D R¥ = A > MZOWTIX, BEWDIOS /N— 5 @D [Networking Software
(I0S & NX-0S) | #ZMR L T Z &\, https://www.cisco.com/c/en/us/support/
i0s-nx-os-software/index.html

—{ECLA 22— (4R

4 Bulk CLI
5 ] 7 ]
(O] z o Wy List ) ocution @
» shom run | grep user 3 e ._— By Dautos:
J (s . ) 10.82.109.16¢ —_—
— @ o 81 i
@« 8

1217, 1:06:54 PN
show run | grep user

GE)  Hwo2-o0RMT ISETLEL (Donel) | LWVWH Ay EB—IURNCDO ICETRENET,
3wy NP2 T =7 L TIERIZET S,

o A RORTAREFERMIGL oG E, & 21X, FEOHRET L M) 2RET D
EREHREZETe show 2~ RERITLIZE LET, ZOERKRHROFICEETIRE
T R UMNRo72A,. CDO ISETLZE L (Done!) | #iRLET,
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B s 55242

Cisco Defense Orchestrator A L 7= SSH 7/ ADEE |

Bl

aAxy FERESA 2B LTI 27 20 21203, REh7 A =2
27y 7 LET,

avy NERE, a~xr FERETLLE. CDOEZDEESA vica~v B
ZFLEKT HDT, a~vry Rab ) —EBRL, HEETTEET,

av L RSy, TONAL DT arS MNiavy REAHLET,

JSEA v, CDO X, =+ K ﬂ?é?ﬂ%xmm%&CDox/t—
VERTLET, BHOT AL ADISENFE L1256, IESA T
(X TNRAZADIEEER R L TWETS (ShowngesponsesforXdev1ces) ]
Lo R /‘12%975%'%/?5%?‘?‘ [XT /34 A (X Devices) | %7 U w7
THE, avy MR LTHRUISEZR LT XTOT /S AR CDOICE
REINET,

GE)  WD2-oO0RMT ISETLELT (Donel) | EWVH A yb—
B CDO IZFEREINET,

e vy RRZT—R L TEFICEITENTZ%,

e a2y ROBTREFERMMTG Do T, T2 20X, §F
EORETY N ZMRBET HIEHEIZETe show 2~<w 2 R
ERITLIZELET, ZOERKRIAOEKMBICEHRTIRET
U MUMNRENoTSE. CDOMX ISETLE L= (Done!) |

iR LET,

[A VAR ZTWZE, [A X B T—T DGR LT 3 AN
FRENET, ZOXT T, avr RERETITNA A EEDT20 BRI
L7032 ENnTEET,

Lo THFAFR RSN TV D [FE4T (Execution) | ¥ 71Zi%, EESA T
BIRSNTWDa~vy ROJRT A ANRERINET, ZOFITIE, B
JfE~A L C show run | grep user =~ > RZER I 41, [FE4T (Execution) | %
702, 10.82.109.160, 10.82.109.181, 3371 10.82.10.9.187 ITikf5 Sz =
ENERREINET,

USR] (ByResponse) | #7527 Vw7 35HE, a~vy NZLoTERS
NISBED Y A SDRFREINET, F—DIREX 1T —T kS E
T DR # 7 TITaRIRT 5 &, CDOEZED A~y RADINEE INE
NANIZRRLET,

[7 /31 25| (ByDevice) 1 #7527 Vw73 20E BT/ A5 OfENR]
DINERFRENET, VA MOWTNDOT A R %27 Vw7 35E,
FREDT NA APLD AT FADIGEEFR R TEET,
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avy ro—mxE i

av Y RO—iEXEIE

ATvT1
ATy T2
ATvT3
ATy T4
ATvT5

ATvT6

FIE

FES = a o R—=T, [TA ALY =R Z7 Vv LET,

[TNAR] #T %7 Vw7 LT, TS AEROTET,

BT AN ZAZALTDE TR ) v 7 LET,

CLIZEH L TEHET LT NS AEREL T, TNOE®RINLET,

FERA T, > [avr R TIA4 v A ¥ —7 = A A (Command Line Interface) | %27 VU v 7
LE,

avy RXA A avwr RE AN LT, [XE (Send) 1227V vy 7 LET, a~vr AN
BN NIRREINET, vy NFEE e Vg S, CDOX =~ R4 [—#GCLI (Bulk
CLD) 174> Rud [ (History) |54 2tk L F9,

GE)  BRLET A APREBEARE TR SN TS Z & 2R L TSN,

—fEav > FEETOEIME

AT T1
ATvT72
ATvT3
ATv74
ATvTH

ATvT6

ATy T1

—FECLI o~y F2EETHE,. CDOIFFDa~y RE—HiCLIA v H—T7 = A A—TD
JERESA NGk L E T, BIEASAS RS ca~vy RiL, B3745628b, a~v o R
T — R LTERTAZELTEET, BESA > Da~vy FiL, ZNoNFETIN
T TEDT A ZZBEAITF I TWET,

FIE

FEHF =2 a =T, [T/ ALY —E X (Devices & Services) |27V v 7 LET,
[THAAR] ZT7% 7V 7 LT, T AERDITET,
WOIRTNARBATDE T2 ) w7 L, RET DTS ZAEERLET,

[~ FFA4 A4 H¥—7xAA (Command Line Interface) | %7 U v 27 LET,

UBIE (History) 1754V CEBEEIIHRGET Ha~r REBRBIRLET, BR L~ i
FREDT A AZEEAMAT O TEY . RODAT v T TEIRLIZH O EITR S 20 2 L IgiE
ELTIZEN,

[FAVAREZTHERT, F#ELLIELTNDavy RBHROT A RTEEFENDH &
whge LET,

awy KA Tavr REmEL, [BF (Send) 1227V v 7 LET, CDO L, IEA
SNavw s FORRER I LET,
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GE)  BRULET AL ZAOWTNUDBEM SN TWRWES, RO a<> RORBHFR S

i'@‘ . show, ping., traceroute, vpn-sessiondb, changeto, dir, write, copy

—EaAT U R4 IIL 2 TOEIME

BRI 4 ILA
ATy
ATFvT2
ATv7T3
ATy T4

—§E CLI 2~ R&FEfTH4, A H (By Response) | 7 4 /L4 & [7 /34 A5 (By Device) ]
TANEEFERLT, T3 AOREERHAITTEET,

—fEa~ 2 ROFE[TH%, CDO X &R (By Response) | # 712, A~y REEELET A
ANHIRINTEED Y A RE AN LET, FAUSEDOT A AT UTICELEDHNET, IS
R (ByResponse) | ¥ 7 DITha 7 U w75 & JRESA VITT A ADD DIGENTRRS
NET, IWESAL NNEEDOT A ZADIVENRTSINDGE, [XT A ZADIEEZRRL
TUWEJ (Showing Responses for X devices) | £V 9 A v E—URERENET, [XT /31 R
(X Devices) &7 Vw7 F5E, av o RIx LTRUREZRLIZTRXTOT /A AN

By Response By Device

: devices &;_

1 Devices

1 Devices

CDO [ZFRENET,

vy FISEICHEM T ONIZT A ZAD Y A MZa<wy F2RET LI, KOFIISHEN
i‘é‘o

FIE

[J5% 5] (By Response) | ¥ 7 DfTICH L a~>y Ry v BRmnEs Uy 7 LET,

37‘/ R v Ta<wr REfEL, [EE Send) 127 Vv 7 L Ca~vyr REHERETD
V[ZVT1E 7V LTCavwry KA E YT L, HiLnavy REASNLTT A A

\z %1;;. LTh6, [#F (Send) 1227V v 7 LET,

av U RO ZTR- R E R L ET,

BIRLET A ADETA LV T 4 X2l —2ay 77 A MIEENLREIN TN D & D3 e

RAIE. 3wy RN 2 [deploymemory] & AL, [i5{5 (Send) 1%27V v 7 LET,
ZOBEIZLY, FATHERN A — T v 7 a7 4 Falb—va VITRIFEENET,
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Frqzm7404 |

TINA RBI T 4 ILAE

ATy T
ATy T2

ATvT3
RTv74

ATy T5

ATvT6

—fEa~r ROELTH,. CDO X [FE1T (Execution) ] ¥ 7 & [T /34 AB| (By Device) ] % 7
W2, a~v U REREE LT AA ZADY A N2 AT LET, [7731 A5 (ByDevice) 1% 7 DT
BV I THE BT NA ADINENFRENET,

FLCT A AYARTavy FEFETTDIE, ROFMEIZHENET,

FIE

[7 734 2Bl (By Device) | # 7% 27 Vv LET,

> ZNHDOT A ATa~vy R&%1T (> Execute acommand on these devices) | %7 U v 7 L
ij‘o

(V7% 7 V7L TCavyry R4 2707 L, Hiltvhwavr REANLET,
[FAURBRRA T, URARNNOEZ DT NA R BIRETITRIFIRL T, a~v 2 REk
BToT7 A A0V X M EEELET,

[iXE (Send) 1227V v Z7 LET, avy RADIGEDIGENA VIR RENET, IWEA
NEBDOT A ZADINENRRFEIND GG, [XT A ZAD)EE %R ER R L TWET (Showing
Responses for X devices) | &\ 9 A v B—UNRFREINET, [XT /31 A (X Devices) ] &7
Uy r3425&, avry PN LTRICSEZIR LIZT X TOT /3 ZARCDOICFKRESNET,
BT A ZADFITIERL T 7 A WVICEERRKBS VTN D Z E R EERGEIX., a~v R
~A 2 Tdeploy memory] & AJjL, [#%fF (Send) 1227V v 27 LET,

FINA ADEEFA CLI 7 4 O

CLI=7ui, ¥ <IMFHTE %2R ERDOCLI 2~ R, FRITFTHICER T 5 CLI
AvY ROT T =TT, §TOV7aid, 12U EDSSHT /A A TRIKHIFITTE
ESc

T — M CLI~ 7 a2 LT, EEOT A ATHRLa~vy RERFFICETLE
T, CLIZ riX, 1M AORELEFHO - BMEEZRELET, EE2RFBXDOCLI~v7 1%
FERALT, 71 RAZHET2EREZBSS L ET, SSHT ANA AT IR TE I E S
CLI~7undb £,

BB EITT AR A ZERT 570D CLI~ 7 2 2B TE 9, FElcOWTIEL, [HH
O RO CLL~ 7 a Dk 28 LT FE,

CLIw7Zuif, VAT AERELIF2—V—EXTT, VATALAEFZEYZ HILZCDOIZL-T
Rt s, WELHIRL TEERA, 2=V —ER~7 2l —F—2MEk L, e F i3l
BT ET,
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B s52~>rroocu<snons

A\

GE) T34 A CDO ([TE A SNT-RICDI, THAAL AD~ 7 0B TEE7,

Ble LTASAZMEAT 2L, WIFNHD ASA TREDZ—VF —42RKET 2HE1E. ko=~
v REFITTEET,

show running-config | grep username

Tavry NEETTHE, MBLTWAZ—PF—D2—HP —£ 73 username [ZBEXHibH Y F
T, ZDavwy Fhbw 7 azfEkT 512, RUa~y Radif L, username % FHEIL T
ﬁij—o

> show running-config | grep

NI RA=ZUIMEB DA Z T N TE, ORI A=ZA TR~ m 2{flT % 2
EbHTEET,

> show running-config | grep
NTA=ZRTHARNRAANCTE, T L TREBEMNTOLERH Y £, ZOHAE, =
TRV I AFRO KL TR ET,

show running-config | grep

vy RO—FE LT, a~y ROEFLEOT NA A LIZCLIY U ¥ v 7 AT 24
EHRbH0 E£7,

HRaAT KA SDCLI <o ODER

ATy T

ATvT2
ATvT3
ATV

ATy Th
ATy T6
ATy T1

ATvT8
ATvT9

FIE

CLI ~7 v Z{ER T DRICCDO D a~ >y R I A v —T =2 ATa~vr ReT7 AL
T, A< FOBINELL, BHEHTEAIEREPEINDIZL2HELET

GE)
TS = a RN —=T, [TA R —ER]E 7Y v 7 LET,
[FAA R BT %Y 7 LCFAL A% RO ET,
WO T NA AR T DR T o7 V7 L, T4 TRMIENTHNDT A AR L F
B
> avr RIS A F—T=2A A&7V 7 LET,
CLI~Z BDBRICAVDAZ— K %2V v 7 LT, TTIAHET 5~ 27 n 2 MR L £,
7°§7\n“£5‘/ 27 Vw7 LET,

~ /70l —BEOLMERRELET, HEISLUT, CLIZudiiAs A2 A LET,
[~ Rl 74— RIZERRa~vry FE AT LET,
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ATy 710

ATy INn

CUBEE - EEED Uy ansnclvsonks [

avy ROFETRHZER L-vwa~wy RoOE %2, PREMCHENT/NT A —FZITE X
£7,

[TERE (Create) 127V v 27 LET, Bk Liz~27 0, BONHRE LIZT A 22107 Th<,
ZDEATDTXRTOTNAATHEHTEET,

awy REFETTHI2E. [CLI~Z aDET] 22B LT EE N,

CLIEEFIEBFOCL - aMo®CU <Y ODER

&

ATvT2
ATvT3

ATvT4
2Ty Th

ATvT6

ATy T17
ATvT8
ATvT9

COFMETIE, TTICE T LEZa~v R, oa—Y—EF~7 0, FLEVATLAER~Y
anba—WF—ER~7 a2 ERLET,

FIE

FEF =g N—T, [T ALV —E R (Devices & Services) %27 U v 27 LET,

G¥)  CLIBEOIOa2—Y—ER~7 vz ERT28581L. a~ > REFITLET A A%
BIRLET, CLI~Zuld, RUTHT Yy hoOTF 34 ARG E 323, CLIE
R HE SN EE A,

[THRA R 2T %7V 7 LET,

WU T NAABATDETHT Y v 7 L, T4 pORMENTND T /A A&
£,

> a~vr R K744 %—7xAA (> Command Line Interface) 1 %27 U v 27 LET,
CLI~VZ mZfEfd 2 a~y REROF TERIRLET, ROWTHNDOHTEELHHAL T ZS
(AN

oy D %r )9y r LT, FOFALATETF LA~y RERRELET, w270l
BT 5o~y RERINT L. avy RS UICED O~y RRFRINET,

cCLIVZ BDOBXUAY DAZ— W &7 v LT, TCIFEET I~ o bR LT
T, BET AP —ERELIIVATLAERZDOCLINZ a2 EIRLEd, a~vr F)ia
< A ZERRENFE T,

av U RPRawy RS NIEREINTIRIET, CLI®Z rO&tDR Vv L
T3, Zoavwr KR, HLWCLI~Z a0z 9,

~ 7RIl BOARIERELE T, HRESLT, CLIZ a0 E A2 A LET,
[~ Rl 74— ROa~vy RefEd L, RERETEZINZ F7,

A~y ROFATRAZER Licha~y OS2, I CTHENTZ AT A —F [ITEE#
£7
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Cisco Defense Orchestrator Z{#f L 7= SSH 7/31 RDEE |

[fER% (Create) 127V v 7 LET, 1Bl LIz~7 2ld, RUNIEE L2731 A2 Te<,
FDEATDTRCOTNAATHEHATEET,

gy REETTBHI2E,. CLIZ a0FETEER LTI,

CLI <4/ OMNDEST

ATy
ATvT2
ATv73
ATvT4
ATy 75
ATvT6
ATv 71

ATvT8

FIE

FEF—2a o N—T, [T/3 ALHP—E R (Devices & Services) |27 Vv 7 LET,
[TAA R 2 T2 v LET,

WO T NAABATDETHT V7 L, 1 DU EOTNA ZAZTIRLET,

> a<wryRIA42 A% —7=4A (> Command Line Interface) [ %#7 UV v 7 LET,
vy PRARAT, A=W EI) v LET,

a2 RSV G CLI v 7 n 28R L £7,

RONTININDFETY 7 v FETLET,

CERTDNTA—LZR I BIZHEENTORWEEIE, [XE (Send) 127V v 27 LE
To AV FADINENIGERA ANFRSNET, TN TRT T,

¢ I BIINT A= NEENTWDHEE (FTO Configure DNS v 27 1 7¢ &) | [> /NT A—
X DF (> View Parameters) | %7 UV v 7 LET,

W Using Macro: Configure DNS

> dns domain-lookup [ERILY(HE]

dns server-group DefaultDNS
name-server (REGACI

[/X7 A—%# (Parameters) |~XA T, /NTA—X D% [/XT7 A—% (Parameters) | D47 A —
WV RIZAT LET,

Parameters X

IF_NAME

dns domain-lookup outside
outside dns server-group DefaultDNS
IP_ADDR name-server 208.67.220.220

208.67.220.220
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EZEL T |

ATFw 79 [XE (Send) 127V w7 LET, CDOVIEFIZa~Y REREL, T35 AR Z FH
5L, [Donell] EWVWH A vE—UnREREINET,

ATFYTI0 a< o FEEELEEgT, oo~y RRAFEITHERICET 2 M2 -RErH 0 £47 &
WIHAR Y BE—=UNR200) 7L EHICEREINDZIENHY 9,

£ Some commands may have made changes to the running config Write to Disk  Dismiss

S[FA AT ~OEERB (WritetoDisk) 1227V v/ F5L, Zoa~vy MokoTlx
BRIEE L | FATHRDE DIMDOEERT A4 AD RS — T v THERICRAF S E
j‘o

[V iHd (Dismiss) |27 Vw27 $5L, AvE—URRDHESNET,

CLl ¥4 OMIRE

2P —ERDOCLI~7 B IRETEETN, VAT LAERO~Y I 2 IRE T EHA, CLI
~/uEiREETDHE, TRTCOSSHT A AT 7 uPNERINET, v 7 ai3fFEnT N
AAZABEHEOLDOTIEHY FH AL

FIE

ATV TN FEF =3 =T, [T31 AL —E R (Devices & Services) | %7V v 7 LET,
RT9T2 [THRAR 2T HI ) w7 LET,
ATV T3 WERTNAARZAT DR TRV w7 LET,
ATV T8 TALRAEEIRLET,
AT9 TS [a~v R TA4 {2 H—TxAA (Command Line Interface) 1 %727 U v 7 LT,
AT9T6 WMETLHIZ—VP—EFR~ I/ a2 BRLET,
RTF9T1 =IaIdXVOmET A2 %7 ) v LET,
RATv 78 [v7 udffE (EditMacro) | XA T/ HRy 7 ATCLI~7 azmELET,
ATv 79 [IR7F (Save) 127 U v 27 LET,
CLI v 7 a OFATHIEIZOWTIE, [CLI~27 ad3T] 2L T EE0,

CLI ¥4 O DHIf

2 —PF—EFKD CLI 7 B THIFRCTE TN, VAT LAERO~ 7 0 (FHIBRTE ¥ A, CLI
~7uiflRtT s, TRTOTFTAA AT aBNllIBRENET, ~7 I3 EDT /A A[H
HOLDOTIIHY XA,
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B v~ romrozszk—+

ATv T
ATvT2
ATvT3
ATvT4
ATvT5
ATvT6
ATv71
ATvT8

FIE

FEH— g N—T, [T/ ALV —E R (Devices & Services) %27 Vv 27 LET,
[THRA R X T %7V w7 LET,

WY T NN, AL T DT ) v 7 LET,

TN AR E T,

[~ RI7A A H—7xAA (Command Line Interface) ] %27 VU v 27 L9,

HIBR T 2 2 —Y—EFRCLI~ 7 2 Z&IRN L £7,

CLI~7uo~_\VOIIfrfarax s )y 7 LET,

CLI~7 nzHlfRd 5 & a2EE LET,

CLlav > FOHERODIT I AKR—F

AL RT BT NA ZAETFEEOT A AT NTZCLIa~y ROfERE o~ X))
DAE (esv) 77 AMITy AR— LT, LEISCTE®RE 7 4 L2 U > 7B LA~
ZHTENTEET, H—DT A AETLIFIZEDOT A ADCLIFERZ —EIZm 7 AR — K
TEET, TV AR—FINTHERICT, KOLOBREENET,

* Device

« HAF (Date)
» User

e v R

« )

CLUa< Y FOBRDOITY AR—F

ATy
ATvT2
ATvT3
ATvT4
ATy 7Th

av R4 RUTEITLEa~ Y FORRE csv 77 A V=7 AR— N TEXET,

FIE

FESF—a o N—T, [T/3f ALHP—E R (Devices & Services) |27 Vv 7 LET,
[THAAR 2 T%2 ) w7 LET,

WY T N AL T D2 T 57V w7 LET,

1 DEFEEDOT NA AZEIRLTANA T4 FLET,

TNRAAD[TNNAAT I a AT, > [a~v RIA4 4H—T7 x4 A (Command
Line Interface) 1 %2V v 7 LET,
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ATvT6

ATy 17
ATv78

cwzsnosrnzszt—+

[~ R I7A v A% —7xAA (Command Line Interface) ] XA > CTa~> Rz AL,
A (Send) 1227V v 27 LTT A RTED £,

Aﬁéﬂtnva@ﬁ4yF¢@EMT\I&xﬁ~%74:yeﬂ%7Uyﬂbi¢o
esv 7 7 A NN LT WEARTEHT, 77 ANV ET =N T 7 ANV AT KIRTFELE
T, esvZ7 7 AN EDavwy N EHEARDGE, T XTOELEZEMLTC, a2 FoT
RTOEREFR TR LET,

CLY /7 ODHEEDTHY AKR—F

AT T1
ATvT2
ATvT3
ATv74
ATvTH

ATvT6
ATy 17

ATvT8
ATvT9

A< KU 4 RUTEITENE~ /7 eDfEREZ 7 AR — b TEET, ROFIET, 1°F
TIEE DT NA ATEITEINTZCLIVZ B DFERE csv 77 ANV AR — R LET,

FIE

[T AL P —ER] =D EHE ET,

[TANA R 2T %7 w7 LET,

WORT A ABATDOETHT ) w7 LET,

1 DFERTEEDOT NA ZAZBIRL TN T4 N LET,

TNRAAD[TNAAT I a (T, > a~vr I, A ¥ —Tx=AA (> Command
Line Interface) | %7 U v 7 LE7,

CLL Y ¢ ¥ RYDEMDSA T, CLIZZ BOBRUTAD 27T ER RN L ET,

T AR— T H~vruavr Rer )y 7 LET, @R 7 A—2% AL, [iXE (Send) ]
7 Vw7 LET,

¥

ANENTa~Y ROY 4 v Rookllc, =72 —r7142r © 22097 LES,
sV 7 7 ANZOM D RLTWARTET, 77 A NVEa—NVT 7 ANV AT MIRFLE
T, esvZ AN EDa~vy NN EHRARDGAE, TXTCORBALZERL T, 2~ KOT
RCOREREFRLET,

CLLlav > FEEDOI Y AR—F

&

WOFEZERA LT, 1 DEITHEEDOT SA ZAD CLIERE csv 7 7 A M7 AKR— L
F9,

FIE

TS —var U4 RUT, [TAAEY—ER]| 227 v 7 LET,
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B cu<soovzrezszk—res

ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

ATy 17
ATvT8

[T AR 2 T7% 70y LET,

WY T NAREA T DR T %7 ) w7 LET,

1 DETNTEEDOT ANA AZBERL TN T4 FLET,

TNAAD[TNNAAT I a2 T, > avr R4 A% —7=xAA (> Command
Line Interface) 1 %7 U v 7 LET,

BIEASA U E PR S TOARVEAI, [ (Clock) 1742 @ %21 v LCREE
Li‘é—c

ABENET~Y ROY 4 v ROOHEMT, =7 2K— T A2y @ 220927 LET,

sV 7 7 A NIZONYRLTWARITEST, 77 A NVER =N T 7 ANV AT MURFELE
T, esv 7 FANEDawr RO EFHHADGEE, T_XTORAZERLT, 2~ FKod
RTCOEREFR I LET,

EPEAE N
«CDO a~> R IA v A —TxA AEMHHATD (90 X—)
cFHH T~ FHHO CLL~ 7 2 OERK
« CLI = 7 1 DX
« CLI v 7 1 Offtk
« CLI v 7 1 O FAT

e ~fha~r R I A E—T AR

CU® 7 ODIVAEZTVAKR—FT S

RATvT1
ATvT2
ATvT3
ATv74
ATvTH

ATvT6
ATy 71

a<v R4 v RUTEITENT -~/ eDAhET I AR— M CEET, WOFJET, 1 >F=
WTEH DT NNA ADCLI~Z 0% csv 7 7 A NI AR—FLET,

FIE

FTES—var U RUT, [T/ REY—ER] 227 Y v 7 LET,

[THAA R B T2 ) v 7 LET,

WYRT NAAXATDOETHT ) v LET,

1 DERNTEEDOT NA AZBEIRL TN T4 N LET,
FNRAAD[TNRAAT 72 a R, T, > avr R I A H =T =R %7V v
7 LET,

CLI 7 4 ¥ RYDEMD~SA 2T, CLIYZ BOBRICAD 27T BN A RN L ET,

T AR—ITH~vIuavwr ReE7 )y 7 LET, @R T xA—2%2 AN, [EE1%27
Vw27 LET,
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I Cisco Defense Orchestrator £ L 7= SSH 7/ 1 ADEE
TEOHARY . BE. Frvy. sLUES [

AFvT8 ABESNEIwY FOY 4 v RyOLEUITs 2R~ TAar @ 22092 LET,

RATYTY csv 77 A NMTOMDRTWLRTIZ T, 774020 —H LT 7 AV AT AMARELE
7,

\J
4

EEDHARY ., BWE, Fzvi. BLVEMR

TS AT 572012, CDO L. T/ ADORED A —%ME DT — X _— A RAF
TOMENDY T, CDO WEEHGGRT A AN bikiEx [FAlRo) L&, CDO F7 /A
ABEOAE—ZEE L, THERFLET, CDO BEANZT A ADBRED =2 & — & Fi
o TRIFTDDIE, T ARNEAMEHINTZEEXTT, UTFO@RREOL Iz, &F&F
7R BANCIS U CRE L Bt 7,

s [EFEOMEE (Discard Changes) [ 1. 7 /3 ADFREAT —X AN [REW ] OLHEITHE

AT Ed, REMORETIE, 741 AOBREITKT HEHN CDO THRE 2725 T
WET, ZOF T arEENTLE RETOTRTOEERLZRVIET LN TEE
I, REFPOEFITHIFRES N, CDO IXRED I B—%2 T NA AR FESNTWVDHRED
ab—CEEXLET,

« [EE OMEFR (Check for Changes) 1. Z DT 7 ¥ a id, T8 ADREAT —H ANFE
WEAHOGEIHEHATEET, [EHEOMGE (Checking forChanges) 1% 27 UV v 7325 &
CDO X, THA ADBRED A —%, T34 ARFEINTVDRIED 2 B — L s
DEIHRLET, BORHLYE. CDOXT NS ARFENTWDH I E—TED
FNAADFRED AL —%F I EEX LET,

o A O (Review Conflict) | & [L B = —72 L TH&GE (Accept Without Review) |, .7
INA AT [BEABR] /T D L&, CDO LT A AR BNTZREDET A 1045 2
LIWZF = v 7 LET, https://docs.defenseorchestrator.com/Welcome to_Cisco_Defense
Orchestrator/Basics_of Cisco_Defense Orchestrator/Synchronizing Configurations Between
Defense_Orchestrator_and Device/0010_Conflict Detection7 /NA A ZLRAF S LTV DR ED
AU—RERINISGAE. CDO X THAEPBMHINE L] EVWORERAT —F A&k
ARLTHEAMLETS,

o« A OMeRR (Review Conflict) ], [BiA DR (Review Conflict) 1227V v 745 &,
TNAATHBETONTEER 2R L, TNUOEZTANDDESRT 202 RINTE
\i—g—o

s [LE2—72 L THGR (Accept Without Review) |, ZD7 7 ¥ a »id, T/34 ADE%
EDOCDOD A —%, T34 AURTFENTWHRED AL —T EEEXLET, CDO
X, EEET 70 a VEFEITT AN, RED2 22D A —DEWEIMERTH LI
RKDFEHA,

[T_RTREAHY  (Read All) | IX—FEHAETT, LEOREOCEIMDT NA ZAZRINL, [T
THAEY (ReadAll) 1227 U v 7 LT, CDOIMRIEEN TWVATRTDT N, ADRTE %
TNRA ANMREFEENTWERETEEEZ T LN TEET,
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Cisco Defense Orchestrator A L 7= SSH 7/ ADEE |
B <<co7 s x8zomsmy

EEDERE

TNA ADHREICEREZMZ S E, CDO Tk, MAEEMMEO 2 =R/ FEINET,
INHOETEX, TAAREREINSETCDO T MEE] ShTWnWEd, T340 ZADORE
WCEERH Y, ZNNT AL RTREBENTORWIES ., T3 2 3REERIREIC R £
7,

REFOBRELETIT, TAA AZBEBTDEFY NT—7 T 7 40 v 7 IR BLERTA, £H
I, CDO BT /3A AT L2 BRI DA BEE RITLET, CDO BT A ADKEICEL %
BT L, BEINEREOEROAN EEEINET, T/ ARFESIN TV DK
TrANERE EEEXTLZEEH A, B, 1 2OT N A LTHAT S 2 &
b, BHOT A ZTx L CRIFHIBA T2 2 &b TEET,

[T _XCHEEE X, [PV E=— L CTHEE... (PreviewandDeploy..) 1% 7 U v 7 L7212 A ff
TEHLA7v a9, [FLbEa—LTERN (PreviewandDeploy) %7 U v 735 &,
CDO THREFOEED T L E2—NCDOICERINET, [TRTHE|Z27 ) v 7 T5L,
HEFOT X TOEED CDO NHHIBRI L, BIR LT A AT b B EEA, |k
WO [EFOMEFHE (Discard Changes) | & IR0, REPTOETEZHIFRT 5 EHIENKTLE
7

ITARTDTINA RAEREDFHAEY

Cisco Defense Orchestrator (CDO) DIMHIZEH DT /A ADRENER I NT-H4A. CDO IZFR
FINTVDT AL ZADORE L HigT A AOFRED R —H /N2 —FFR CTERL 20 F
T, < DGE. CDOIWLHHT A ADRED I —%T NA RARESNTWIRETLE
FELT, REZHVFRLCICLIEWEB X ET, [TRTHAIDY (Read All) 1V 7 ZfEH
LT, DT NAL ATIDH A ZRIFICIFTTE £,

CDOIIZ L BT NRA ZAHRED 22D a L —DFEBIFIEOZEMZOWNTIE, [EEOFHLED
e, Fov s, BIXOER] 22 L TN,

[TRTCHARY (Read All) 1% 7 U v 7 LIEHEIT, CDOWZH DT /3 ADFED 2 E—iR
TNRAADHRED AL —TEEZIND I OOREAT =X AZWRIIRLET,

o e (Conflict Detected) | : BEAMIHA AT > TWHEE, CDOIE, REICMA
BNIEFIZHONWT, BHETILITFT AL ZZ2 105 T LICR—=U 7 LET, CDOIL, T
A ADBENER SN Z L 2RI L5 E. 734 20 [ it (Conflict Detected) ]
BEAT—H ARFRLET,

[[FIH#1 (Synced) ]: 5734 A28 [[AH#] (Synced) JIREEDIEAIC, [TRTHAMY (Read
Al) 1227V v 7 LT25E, CDOIRTSIZT NS A% T = v 7 LT, REICEBEEELIM
ZHITWENE I D EHEILET, [TRTHAIY (ReadAll) 1527 Vv 7 325&,
CDO X7 A ADFRED A —% FEEXTHI L E2MHERL, EEEXEZIATLET,

[FER] : T 31 20 [FERAIRBE DA, [TRTHAEY (ReadAl) 1227V v 7
THE, CDOZEFEM LT A AOBEIZHTHRETOLEERDHZ L, BIO[T
TaeAD (Read All) J#{EAKATT 5 LIREFOEENHIFRS T2 6, CDO IZH D
HEOAE—NTNA A LOBRETEEEIND Z ENEEINET, 20O [TXTiA
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ATy T
ATy T2
ATvT3
RTv74
ATy TH
ATvT6

ATy T17

ATy T8

ATvT9

Cisco 10S F #-(% SSH 15> €00 ~nZEE0HEHTY ]

By (Read All) 1%, [ZEFOMFHE (Discard Changes) | & FIERICHERE L £7°, ZH OALIHE
(135 <—2)

FIE

T =g =T, [T ALY —E A (Devices & Services) | %7V v 7 LET,
[TNA R 2T %27Y) 7 LET,

WY T A ABA T DR TRV w7 LET,

(ER) ZHEe /7 TZo—f7 7 v a rOfRE2HRISGHENTE 2L 91, ARV 7 =X M
BAERLET,

CDO ZRAFT DREDT ™A AR L £7, CDO TIL, R LT XTOT /A R
TEBT7varpavwy RRZ DRI S Z EICEBELTLEE N,

[T _CitAHY (ReadAll) 127 VU v LET,

BIR L7273 ZAOWNT NI DN T, CDO TRELFENAT —V 7SN TWAHEA, CDO
IFELEEZFR L, RED—FEHBIY 77 a v E2FATT A0 E I Ea;hbnEd, [T
TaiHD (Read All) 1227V v 7 LTHATLET,

RIED [T THAEY (Read All) | HAEOEITIRIUIZOWTIX, [¥2 7 Jobs) | X—TT
R LET, —fERIEOE A DT 7 2 a v ORI E 12133 2 58 2 il 9 2 5518,
HFO[LEa— (Review) | Vo7& 7 Vv r35L, [VaTd]X=VIIBEHLET, [V
7 (Jobs) 13— (152 =)

BHEY) 72X NTUVEAER L CT 7T 4 AL L2 B A1, OB ELFZE - TI DA Ry
MZBEAMT 20X 12, BRTICT a7 )T LTLEEN,

ESPEAE
c EEOFBEHIY . I, F=v 7, BIUEH
« B OMEEE

« BEZE B OHERS

Cisco 10S FE7=[Z SSH 5 CDO ~NDEEDFHAHH Y

CiscoI0S £721L SSH 7 A R & EBT 572912, CDO X, T3 ADFERKR 7 7 A VD a3 & —
B CRIFL TWDHMENRSH Y £9°, CDO BWIRHNZT NA ADIERR 7 7 A VD 23 & —%&Hi
HELS TRIFT H DX, T3 ABEAMEfF Sz L 2T, D%, CDO I, 7734 A)
SBOREET = 7T HEXIL, TNAADHER T 7 A NOa—2EE L, MADOT —X
R=ZREFL TV DR 7 7 A VD a b —2 2l EEEX LET, CDO M CDO IIZHRFEI
TVWDETNA ARED AL — LTS RNMRIF ST DT A ARTE &GRS 5 7L O
WZHOWTIE, TEEOHRARY, HE, Fov 7, BIXOER 22RL T30,
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Cisco Defense Orchestrator A L 7= SSH 7/ ADEE |

B <coFrxomuzEnTLEL—LRE

CDO DA T Cisco I0S £ 721% SSH T34 ZICTEBEMZ SN E 215 HFEIC N T
i, TRELTEOMR] 22 LTI,

CDO TRA L7 DD I0S F771F SSH 73, ZTEB L TWAWHRELFEL [LIcET Kk
FIZOWTIE, TEEOMEE] 28R L TLEEN,

ITRTODTNAADBREEND T LEaA—LRFA

ATy T

ATy T2

ATvT3

RATv74

ATy T5

ATvT6

ATy 17

ATy T8

TF N EOFRS ZNHEREEEZINZ - DD, FOEEZEIFREBE L TWRWEAIZ,
CDO BT A a izt Lyt Ry haR R L CRMLET,

)

NSO DOEROKELZT DT M AR, [T ALY — BRI R=VIZ [FERM O AT —
ZANFRINET, [BE]Z2 ) v 7358, RETOEENDH DT A ZA&MER L. £iL
SOTNA ANZERERATEET,

ZORBIFIEZ, PR RN TWDETRTOT NS ATHEATE LT,

CORBEFEEMFHALTC, B—0OBRAELZREETI L, FEL CTEROEFE 2 —EILR
T2 ¢bTExES,

FIE

WO 47 LT JRI] 74 2y Ce 200 v LS,

BHETAEERDH DT NA AR LET, T4 READ ZADOEE~—7 BTN 5
Lo, TOT AL AEEERAT LI TEERA, HOAOZADEE~Y—JIIY T AL
B s L, ZFOTAA RAIEFEZREBACE 2 VWHEB 2R T ET,

FNRA ABBRIR LT, AMORFNVTT AN, ZAEPRL, BANREET 27 L Ea—T& %
T

(A7vay) REFOERICET 25EMIERZRRTOH5EE, GEMRZEr 7 2RR] Y
Y%7y LT, FOEBICEEMToN-ATE e S 2HlEcET, B T7A/=20%27
Uy LT, REFOEFENG DT NA A _R—=ICRD £,

(7> ay) URBHROEENRGH LT AL A=V TIC, EEABHTALEEY 7=
A NEBELET,

[T <ERIZ27 V27 LT, BRLET A RIS TSEREZRBELET, [Va 7] FLA
DT IT 4Ty ad]Ar =2 TIRNFRINET,

(A7vary) BENETLESL, CDOFEY—var =D [Yad] &7 )y 7 LET,
BB O RZ RTHRIID [EEOR] Ya 7hFERENET,

EHEY 72 A NTVEAERR L, ZAVUCERE T DA E N WA, a7 VT LE
R
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I Cisco Defense Orchestrator £ L 7= SSH 7/ 1 ADEE
71 zaeo—EZER [

RDBERY
« AV a—/V S HE)ER

TN AERTE D—E B

HEF TVl NemET DR E L THEEOT A AIEREZMZ 56, L% 5T
TOTNRA R ZENSDOEF 2 —FICHEATEET,

FIE

RAFY Tl FEF—T a4 RUT, [F2A4 AP —E R (Devices & Services) | %7 Vw7 LE
R

AT T2 [TRAREZT %7V w7 LET,

ATV T3 WYIRTNAAZATOET 27V w7 LET,

RT9 T4 CDO CRELZEE L, TRTOTNAAL ZAEREIRLET, ZNHOT 31 A, REM
AT =B ANEKRINTWNDILTTT,

RAT9TE RONWTNAOFIEEZER LT, BELAZERMLET,

A O RN RS E %20 v s LEF, THAUCED . BIRLEF AL 2 EORE
O & R BT RS B T L TR £, BEERET AL, (5 CRE
(Deploy Now) 1 %227V w27 LET,

GE) [RETOEEND DT /S AHEH TT A ADORICE A OESE Z A NRER S
NTWBEGAE, TOT A AEREZRBTHZ LI TEERA, TOT /AR
WCAEFEZRECERVEBZMET 212, BEZAFO LIt~ AT— Y Vv E
EExET,

FEMIASA T[T TR (Deploy All) 12227 U v 7 LEd, T_XTOEELZMRL.
[OK]Z27 Vw7 LEd, —fEEMIT, AR zfRE T Il £,

ATvT6 (EE) JeFr—rarX—=D[Yad]|TA :z*/- 7V w7 LT, —FEEMOMBREER
~LET,

AT Va—)ILEnt-BEIER

CDO #9425 L, CDO WEHT 2D 1 DL EDOT A 2O AEEFT L, #FHEDINWZ A 2
VITENSDT N, AIERERATALIICAF V2— L TEET,
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Cisco Defense Orchestrator A L 7= SSH 7/ ADEE |

[RE]X—VD [T NRE| X7 CHMBREZAF YV 2a— VT 547> a VEHITTD
(41 =) ZLESAOHR, BEHAAS Y 2— L TEXES, ZOFF v a v EHHICTS
L. BAT V2 — VEER, e, HIBRTEET, BEAS Y2 — ko T, CDO TR
FEINTETRTORAT =V U TEHZOEFEN, FE LT ARICEHESNET, [Va 7=
Mo, BEAS Va— N ERREBIOHIBRTAZ L TEET,

CDOZEWDFHLIY . W, Fxv 7, BIOREBEEENRT A AZEBEMZ SNT-HEA.
ZORAENRIENDET, BEAFrYa—MEIAFy 7ENET, [Va T]_—=JI0E, A
VeV SRR LA A8 AN R R ENE T, [HBREE RSV 2 —
NTDHF T aBHNCT D] 2471058, ATV a— L ENTTXTORBENEIR S
nE7,

—j«o

BEDOTNA ZADF LWEMZ A a—L 1L, ZLbDT A ZAD—HIZRENEEZ A7
Ta— SN TWH5EE, BFORMAT V2 — A0 LWERHA S Va— LT hEEXSNE

GE)

ER SN ET, BEAT Y a—id $~—2 A MDY THBNICHES L EE A,

BEAAF Y a— VBT E. ATV a—UET A ZADZ A LY — 0 TiEre < B ¢

BEIRFEDA T a—I

EBRAT V2 — I, B—DA Xy MERITBRY BTN A X MZT A ENTEE
T, DR LITOI D BEYEIX, MUIRLITONDEMEZ A VT AMBEIICEDE L7729
OAFEF|72 5ETT, WOFNEIZHES T, H—DFT /A AZxF L TLEIRY F 721380 K LIiTH
NHOEREAEZ A 2— LET,

\)

=)

AT T1
ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

Ta— VIR K o TEEFORMAN LEE SNET,

PBAFDRRANAT Y 2=V ENTWDLT N, ADRBAEA SV a—L$5L HLI AT

FIE

FESF—Ta v N—T, [T/3f ALHP—E R (Devices & Services) | &7 Vv 7 LET,
[T AR 2T %70y LET,

WY T NARZA T DL T % ) w7 LET,

1 DU EDTNA ZERIRLET,

[T /34 ADFEM] <A T, [AT YV a2— LSz EB (Scheduled Deployments) | % 7 % R.->
T, [AF7 ¥ 2—/b (Schedule) 1227 Y v 7 LET,

BB & W OFRATT DAL £,
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I Cisco Defense Orchestrator £ L 7= SSH 7/ 1 ADEE
2rva—nant-ERoRE ]

« 1 [FIRR Y DEBADSEIE, [1FEIRY (Onceon) 1 A7 arzs Uy 27 LT, AL ¥—
D AT & R 2B L R 7

M IKUERBTLEEE. [E# (Bvery) | A7 varva sy LET, HIZ1EEH
WAIEOWT N DORERZERTE ET, BELZIATT2([MH (Day) ] &[R4 (Time) |
IR L E T,

ATy T 17 (Save) 1227 U w7 LET,

ATTa—I)LENn-EHEOERE

AV 2=V ENTZRBAZRET 21213, ROFIRIHENET,

FIE

ATYT1 TS~ a0 =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LT,
ARTFVT2 [THAR 2T %27 ) v LET,
ATYT3 WERTNARZATDETHT Y v 7 LET,
ATYTE 1 DL LEDOT A, AERRL ET,
AT TS [T/ ZADFEM] A T, [AFr Y a—/EINT-EB (Scheduled Deployments) | % 7 % i,
JC, 1227 U v LET,
P

ATYT6 A7V a— )L IR0 IR LR, Bff, 73022 REL T,
ATy TT [#RT7F (Save) |27 U w27 LET,

Ao a—)Lan-EBEOHIK
AT a— )L INTREEEHIBRT 2121, ROFNEIZRENE T,
~

CE) HEOT A ADREEEZAZ Y 2—L L Thb, —EOTNNA ADAr Y 2 — Ve R E I
HIBR L7253 B0E. BV DT N, ADTD A ¥V a— L INT-BENREINET,

FIE

ATV Tl FEHF—= a0 RR—T, [TA AP =R 227V v 7 LET,
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B zcz=omz

ATV T2 [TRAREZT 27V w7 LET,
ATy T3 BHIRTANARAZATDETH0 Y v LET,
ATY T4 1 OLUEDT A ZEBEIRL £,

AT TS [T ZADFEM] A T, [A7 Y a— /L ENTZEE (Scheduled Deployments) | % 7 % i.->
T, [HIER (Delete) 1@ 22V v 27 LET,

RDBRY
c BHEOFEAY | B, F=v7, BLOEH
c FTARTOT A, AREOGTARY (128 =)

c TRTOT N, ADOMREED T L e 2— LB (130 ~—2)

ERTER B DHERR

[ DOFFR  (Check for Changes) ] %7 Vo7 LT, T4 ADORENT A A L TCHEELT
ENTWVWADD, CDOIREFEESNTVERED AL — L B> TVENE I PEHERLET,
ZOFT v a N, TN AN [[RI (Synced) JIRED & ZICRRSINET,

EH R 2120, ROFIAZFETLET,

FIE

ATV TN FESF =3 =T, [T31 AL —E R (Devices & Services) | %27 Vv 7 LET,
RTVT2 [THARETHIY v 7 LET,

ATV T3 WUNRTNARZATDETHT Y v 7 LET,

ATV T4 BENTNA AL THEBEEE SN AREER S 5T S A28 L £,

AT w75 ARO[ (Synced) ]34 > T [Z£HDOWMEZS (Check for Changes) 127V v 27 L£7,
ATYT6 WOBMEL, 71310 A Ko TETRRY 7,

c TNA ZADGE, TNA ADREIZEERH S T285E, RDOA ve—UNEREINET,

Reading the policy from the device. If there are active deployments on the device,

reading will start after they are finished.

+[OK] %7V v 27 LT, o~tERFzT, T34 ADRE T, CDO IZREFEINTND%
EN EEXINET,

cHEE XY AT DT, [FreA]E2 Y vy LET,

* SSH 7 /3A ADIFE -
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EREDWE

AT T1
ATvT2
ATvT3
ATv74
ATvTH

zEonz [

1. RSN 2 o0 ELX I LET, KT (Continue) 1 %7V v LET, REICERHE
SINF=T/INA RETE (Last Known Device Configuration) &9 7 ~/LOfFWTZEREIL,
CDO IZRTF SN TWAHRETT, T/ A THHE (Found on Device) &9 7LD ff
w:&EuH%AK%ﬁéhfwé%ETTo

2. WOWTIhPEZRRLET,

1. [EA (Reject) 1: 77 MAT AN RERZES LT, [HEZICHEERSNLIZT A A%
7€ (Last Known Device Configuration) | ##EFFL £,

2. [A# (Accept) ]1: 7V RAT Ny RERZAF LT, CDO IZRIFESNTND T A
ADEEE ., THAA ATRONSTERETEEE LET,

3. [#ifT (Continue) 1%27 VU v 7 LET,

CDO ZfHHI L TT /31 ARSI AT, BB SN TORWVERZEEDOT R TE LIl RmT
BalE. [EEOMIE (Discard Changes) 1% 7 U v 27 LET, [AEDOMIE (Discard Changes) ]
) /7?“%.’) &L CDO M, T3 ARIF STV DI TT /N A DI O 7 — )L =
v—ZEelil EEXLET,

[ZHOkFE (Discard Changes) (&7 U v 735 & 731 ZADHEREA 7 — & 21X [FERIEA] K
REIZZ2 0 £, BRAWHET L L, CDO Lo O =2 B —I1%, 73 A LOkoa ey —L
R TIZ72 0, CDO Ok AT — 2 A% [[AIHIFE ] IR £,

FNRA ZADREFA SN T RUVERZEFOTXCEWEETS (%0 [ZICET) ) i, ko
FIAZEITLET,

FIE

T =g =T, [TA ALY —E X (Devices & Services) | %7V v LET,
[(THAA R 2 T2 ) v 7 LET,

WY T NAABA TDE TRV w7 LET,

WA &2 FATHOT N A A RN ET,

FRIO [FERA] A > T [EEOEZEE (Discard Changes) |27 U v 7 LET,

* FID 7 /34 ADA 1L, [Pending changes on CDO will be discarded and the CDO configuration
for this device will be replaced with the configuration currently running on the device (CDO L™
RETOEFIWIE S, ZOT A AT D CDO HEIE, 731 A LOBEETH
DOHERRICEESHZ GNET) | LWVIEEX Yy E—UNRERRINET, FiT1227 Y v7
LTEHEZMEELET,

e Meraki 7 /3 ZADFPAIL, BEAIT ITHIBRENE T,
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Cisco Defense Orchestrator A L 7= SSH 7/ ADEE |
B 7 xo7orron0 rzE

c AWS T34 ZDEAE, HIBRLE S E LTV D boRErRSNET, [[AET D (Accept) ]
FlRE [y B2 7 LET,

TINARADT DA TN FEE

T NA TN REFEIL, CDO AT TICT A A ECEHBETONI AR ZELET,
TUNETN REEZ, SSHERA N L TT A, ADav L RIAL v A V2 —T o A%
FEFLC, £721E. ASA OIA 1% Adaptive Security Device Manager (ASDM) | FTD O34 1%
FDM 72 8O =N~ 2=V v 2L TTO ZENTEET, 7V AT AV FEFIZK
D, CDORIFSNTND TS, ZADORE L T3 ZAARICRAFE SN TV DRE & OH T
BFEAELET,

FINARTDT I bA TN FEEDRE

ASA. FTD. F7-1% CiscolOS 731 Z1oxt L TN AN /2> TWAEEA. CDO I 10
HTENWET R, A eTF v 7 L, CDO DHETT NA ADBRTIZHEZEMZ N5/ 8"
ZHELET,

CDO I%. CDO (ZIRIFENTNRNT N, ZADOREIK T HEE LM LTS E, £DT A
AD [BREAT—H A (Configuration Status) ] % [BiA ! (Conflict Detected) ]JIRREIZAH L
\i —a—O

Defense Orchestrator 235 Zfth L7285, (RO 2 >OIRENEZ b ET,
« CDO DT —H R—=ARAF SN TWRWRELE N, T3 AZEEMZ G TWET,
* FTD O34, B I LTWWn TR OREEENH D ARENRH D £,

Defense Orchestrator & 7/31 AN TEEREIT 5

REDFHEEIZONT

[T/ ALY —ER]R=TT, TS AET—ERAD AT —F AR [[A#FE]. [RFEH
(Not Synced) 1. F7/oid [BEVMHE S E L7z (Conflict Detected) 1272 > TWAB I ENRH
D i‘g—o

o TNA AN [[REIAF H] DA, Cisco Defense Orchestrator (CDO) DOFRE L., T /31 AT
2= MR SN TV EREILF U T,

« T AP RIF (NotSynced) ] D6, CDOICRAF SIIZRENER SAL, 7734 A
I — A NRFE SN TWABRTE L ITEZ > TWET, CDONOT /A AZEE 2 R
5L, CDODNR—=T g Nl —HTEEICT A AOREDEEINET,
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I Cisco Defense Orchestrator £ L 7= SSH 7/ 1 ADEE

e

RHEDH

ATy
ATvT2
ATvT3
ATvT4
ATy 7Th

sart

* CDO OB TT NA AZMA BNTZERIL, T ML TN FOEREMEINET, T
A ZADBEERERENZ R > TNDGE, 7T AT A ROEEMTbhd &, T/
AADAT—H AN FEENPHBRHE SN E L7z (Conflict Detected) J1ZEDVY £, 7 b4
TN ROEFEEZITFAND L, CDO DERENT A ADREL —BTDHLIIEES
nE9,

AN E 72> TV BEA . CiscoDefense Orchestrator (CDO) 137 7 /v s DRIk TT
A R%R—V 7 LT, CDODIMBTT /A ZAOHERLNEL T2/ E D ina il L E T,
EEMTONTZ L 2T 5 &, CDOIET NA ADHERAT — X A% [BEPmH S E L
FINCER L ET, CDODIMNBTT NA RIMALNTZAETIX, [T MAT RN OFH
ERRTIVE T,

DX T arEAENTLHE, TRA AT LICHEHAERIZI00B EE 2 Mt A2 HE 2R T
TEFET, FFCOVWTIE, TS ALBETDOR—=Y T DAY 2a—)b (141 3—2) 2B
LTL7Z&EW,

3

AP EZ AT 5 & Defense Orchestrator DANER TF /XA ZITE BNz ST HA 1%
ENFRINET,

FIE

FEF =g N—T, [T ALV —E R (Devices & Services) 1227 U v LET,
[(TrA R 2 T7% 70 vy LET,

WY T NA AR T O T o3I L ET,
BEMHEAINZT D 1 BERITEEOT A A TR LET,

TNRA AT =T NVOFRMIH D BEAEKRE] Ry 7 AT, UA IS [A%) (Enabled) ] %8R
Lij—o

@® ct Detection Enabled ~

@ Disabled
@ Enabled

+ Auto-Accept Changes
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Cisco Defense Orchestrator A L 7= SSH 7/ ADEE |

B 7 xp0079 b 4710 FEEOEBMAEZ T AL

—

n

TINAZADNSDT I TN FEEOBEINGZ(TA

EEOHEBMRZITANEZANNCT D52 LT, BEAET A ACEBIMNZ b EE 2 HE)
AINZ =T AL D X 9 1T Cisco Defense Orchestrator (CDO) % #%E CT& £9, CDO i HE 7
TN ANZHEBEMZSNTZEFTIX, TV AT AR RERBLMEINES, 77 hA TR RO
EHFIZEY . CDOIRIFSNTWND T S, ADRE LT A ZARIRAF SN TV DHRRE &
ORI CHADEAELET,

5 O HEZ T ANIEREIL, AR OO OMIEERETT, T3 A TEFEO HEIZ T AN
EHDLTNDEAE, CDOF 103 T ICAE 2T = v 7 LT, T/ AOFEICRH LTT
T RNF TR ROEEPTONTZNE I D0 EHRALET, RENEE I LTV HE. CDO
X, 7R T RNERRTHI LR, TS ADREOL—INN—2 3 > % HEIICHEH L
7,

CDO TITHONTZWTNDDOHRTEELNT N, AZEZRE SN TWARWES., CDO ITRTEE
FAEHBMNICZIFTANRE A, BEEOT a7 NIt T, ROT 7 a v B LET,
EBEOHBZIFTANEHEHAT DI, HIINZ, 7T IR [T R P —ER] =V D [5
AR A =2 —THEIZIT AN 7Y a r 2F R T L9 LET, KIZ, fHx DT A
ATOEROBEZ T ANEFILET,

CDO TT U NAT N ROEREZRETHH0OD, BEREEZFHTZITANTZVIERELEZD T
HA T a U EERT AEASIL, RVIZESHRE (137—2) ZHEMILET,

BEIAREEDHRTE

FIE

ATyl BEHEE-IIxRy N — I EHEEREZEOT AU R EFEALTCDOICe A v LET,
ATYT2 2a—HP—RA=a—05[RE]Z7V v/ LT, [RE]X—VICT7EALET,

CDO Tenant

9 user@example.com

& Settings @

= Secure Device Connectors

& Switch Account
= Sign Out

ATV T3 [TTUVMNRE]ZVT T, [TAAAOEL R ABAGRT 247 a v OFML O NI vE s
Vo7 LET, ZHUTED, [THAA AL —ER]RX=D0 [BABRH] A==2—IZ [£FEOA
AR A= —F T a U REREIND LT ET,
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I Cisco Defense Orchestrator £ L 7= SSH 7/ 1 ADEE
F+vrtosRToF i 2oapERzEoENt [

ATYTE [THAARALY—ERAR=VEHE, 70 TN FOERZ BEIKRT 57 /31 A& ER
LET,
ATYTE HERH] A=2—T, FryZ XU A=ma—nhs [EEOABIKR] ZRRLET,

@® Detecti Enabled ~

@ Disabled
@ Enabled
+ Auto-Accept Changes

THUREDIRTOTNA ZAOEEBEABEEDEMNL

FIE

ATy TN EREELIIA—R—FHEHEREROT AU AL TCDO e /A v LET,

ATYT2 a—HW—R=a—05[EE]Z27 ) v 7 LT, [RE]X—VICT7EALET,

ATV T3 [TV MRE]HEEKT, NAVELEIZATA RLTRAD X #FR L, [T ADEF%H
FAEGRT DA T v a v EAHNZT 5 (Enable the option to auto-accept device changes) | % #5012
LET, ZHhICEY, BAEMHA =2 —D[REOREAGRI AT v a VNI, 7T
N EOFTRTOTNA AT OBEENESIC /2 9,

GE) [5@]%% (Auto-Accept) | = MEZhZ L7254, CDO “Cﬁkmh‘?"é BZ. KT /834 2D
O EHERT OVNERDHY £7, ;ﬂiTﬁEODﬁ@Jﬁka Eéﬂfb\fgr/w’x
HRIZGITRD 5,

@ﬁﬁ @ﬁ*/ﬁ

IOt va TR, T ATRET ZREDHE ORI HIFRERIEL £,

ﬂllll

IREIHA] RAT—32 ADMER

WROFINEZMHER LT, REM] OREAT —F ADT A A& R LET,

FIE

ATYT1 TS~ a0 R_—T, [T/ AL P —E R (Devices & Services) ] &7 U v 7 LFET,

ATV T2 [T A (Devices) #7527V w7 LTCTNA AERDT50, [T 7L —h (Templates) ]
2T %707 LTCETNT A AE RO ET,
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Cisco Defense Orchestrator A L 7= SSH 7/ ADEE |
B o Conflict Detected) | 27— 4 2 DARR

AT T3 WURTNAAREATDE T Y v 7 LET,

ATy T4 REMEFESNZT AL AEEIRLET,

ATw TS A [FEM (Notsynced) ] /3% /LT, IOWTIHNEZRINL £,
[V E=—LTER.. (Previewand Deploy..) | : XEDEHE % CDO 5T /3 AT v
TaTHEEE, ST AR ET X TOTNA AOHERELO T L v a— & BN,
Fgo Thb—EICHBOET 2R L £,
o [EEOMHE (Discard Changes) | : EDE T % CDOMN ST A AT v = Lz L
Yy, 721X CDO TR LImREDEE % [TIZRET ) B, ZOA 7 v a i, CDO
RIFINTVDIREEZ, TA ARFSNL TV DL ETTORET EHEE LET,

[B5 &+ H (Conflict Detected) ] R T+—43 R DfER

CDO ZHHT D E, TFATT AL AT LICHAREEANMEE I3 EH L TcEET, Biam
H (137 =) DA > TV T, CDO #EHETICT N, ZADOREICEFENMZ S
7256, T AOREAT —X AT A E (Conflict Detected) ] & FRENFET,

[FiAHH (Conflict Detected) | A7 — X A &3 51215, RO FIEIZHENE T,

FIE

ATY TN FEF =2 g =T, [T ALH—E R (Devices & Services) %7 U v 7 LET,
RARTYT2 [THRAR ZT%7 Vw7 LT, 7L AERSTET,

ATV T3 WURTANAREATDET %) v LET,

ATV T8 BEEEREL TCNDT A ZAERIRL, AHOFEEASA T [HA OME (Review Conflict) ]

#2707 LET,
RTv TS5 [FA ZDRM (Device Syne) ] ~— T, BMIHFRENTOHHESZHE L T, 2 2D
& R L £

o [ERAZICFRI I NI2T /31 A% E (Last Known Device Configuration) | &\N9 T UL ft
W23, CDO ICERIFS LTV D T /3 ARE T,

o [F34Z2THH (FoundonDevice) | &9 T-UL D2 SR LIE, ASA O FEFTRERL
WCHRFEINTWVWARERETY,
ATYT6 WOWTNMNEEIRL T, BB afk L £,

o [T A ADEF %7K (Accept Device changes) | : iXE &, CDO IZRIFS LTV DR
HOETEINT A ADFATHR T EEHEEINET,

GE) CDOFza~rRIoAfr A Z—T A ALSNTD Cisco I0S T /354 A~DEH
DEZ YR — K L TWRWED, BEA &R T 5 B50 Cisco I0S 7 /31 A DME
— ORI [ B2 —72 L THEFE (Accept Without Review) ] T,
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I Cisco Defense Orchestrator £ L 7= SSH 7/ 1 ADEE
FR42EEOR—) > 70Rrva—L |

o [T ADEHZHH (Reject Device Changes) | : 7 /3A AZRIFIN TV SR E A CDO
RFSINTVDOIRETEFEZ LET,

GE) R FELFAR ST ANTORELET, B n 7IZigkshET,

—

TINAREEDR—Y 2 TDATa1—)L

At (137 5—=Y) ZAEMIL WD, FTEEE] -V T[T AOEE L H
KGR T o247 a ORI ATV a VEAZL TWEEA. CDOIET 7 4/ F OfHIE
TTNARA%R—V 27 LT, CDO DINETT NA ADREIZEENMA SNIZNE ) g
WL ET, CDOICLDZEROR—Y VIRIfRIE, T XA AT LI AZ~v A X TEET,
A=V U TRIBOETIL, HEDOT A RTHEHTE LT,

TNA AT ORIBRMNRBIR S TV ARWEGEA IR, MR (77 hOT 740 b ICHEINIZ
WESINET,

)

) [THAAAREYF—ER]X—=TUTT A AT LORIRE D AZ~A X5 L [T (General

Settings) 1 X—Y® [T 7 4 /V FOFA IR (Default Conflict Detection Interval) 17 7 4 /L
FOBA MR (41 X—) TERLIEA—V U 7HEN EEEINET,

[7 /34 A L H—E R (Conflict Detection) | X— T [BEAEMmH] ZH T B0, [EE] 21—
VT[T A ADERZAEAERT H AT v a v OFIMEIA T v a v EAEHCLEEL, ROF
NEIZHEW CDO W K BT R, ADKR—Y) VI RlgE Ay 2—1 LET,

FIE

ATV Tl FEF—2 g 3—T, [T34 ALY —E A (Devices & Services) | #27 VY v 7 LE T,

ATV T2 [T34 A (Devices) | X7 %7V w7 LT, A AEROTET,

ATV T3 WURTNAARZATDOETHI Y v 7 LET,

RATv T84 BWAERMZANCT D 1 BETEEOT A AR ET,

RT9 TS [BAEHRH] EFCHEKT, [T v 7 HfE (Checkevery) 1O Fay 7 XU A=a—%27 1y
7L, BRIOR—V > 7ilEERIRL £,
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Cisco Defense Orchestrator Z{#f L 7= SSH 7/31 RDEE |
B = zxzEok—us0rrCa—0

gty Conflict Detection | @ Enabled
Check every: Tenant default (24 hours) -

Tenant default (24 hours)
10 minutes

1 hour

6 hours

24 hours
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4.
=% =R

TE-AY)TELEKR—F

CDO DM B L O LR — MEREIZ, MMEORY L —DEBLZOR L L TELLEX2Y
TARRBNIET AEERA VA M ELTEH LET,

ZOEX, WOET T a TSN TWET,

cEHT 7 (143 X—Y)

s BEWa T DESOFR (145 =)

cBEWO VH CSV 77 AN Y AR— R T3 (146 ~2—7)
cEHY 7 A MER (147 X—7)

«[¥a 7 (Jobs) 1 ¥— (152 3—)

o [V—27 71a— (Workflows) ]X— (153 ~—)

£EOYT

EEOSIZDUNT

EHE o 71X, CDO TITOhN R ELE MGy 7Ty LET, TOHE DO 2—|ZiF,
PHR—=FEINTVDETRTDOT N, ALY —ERCOEAIZEEREGENET T, BHE T OHEE
DO—EpAERITTTLET,

o TN ARERUTINZ B AV T2 28 B O KRR LR,

T RTOEFa 7= b OFGRIGED T L,
o T8 ZADH AU & HIFRO LIk,

« CDO DA THAET 2K U v —EHOFE O,

AT U NOWEETII N T TN 2 =T 0 7RI, GED, WA WOIZET DRI
[F125 AT RE,

c SERRER O S EIIT I DOAHRE CSV T 7 AE LTHE T a— RA[HE,
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. EEOY

Tz TELR—F |

EHEOTDE=E
CDO X, ZF a7 OiEHA 1 ML 4, 1 ELL ERToFRITEIBRENE T,
CDO NT —H RXR—RAMRGFTHEEa TERE, BEn ST/ AR— LT L X TERE

NABRIITZENN DY £, FFMICHOWNWTIZ, ZE2 7% CSV 7 7 A V2T AR— T
5 (146 X—) B LTILEIN,

[ZEEQS|R—COEEOSTIURNY

ERa 7y VI, BTN ZABRE~DEER, THAAL ATEITENTLZT 7V ar, %
7213 CDO DAL TT /3 A ATMA BT ZEE R E N E T,

REOEEEZGLAT w72y N OBRE ATOLEEOSHT 27 Y v 7 L TEAEZRT
EESE

AL LTRIHSWIZCDO DIMBTITONTZT U b AT Ay REROEA, YA TLL—
Y—lIxEO2—F—L LTHRESNET,

CDO EDOTNA ZADRENT A A EORE L RS- th, 72037 /354 223 CDO
OHIBRE - & X2, CDOIFEH e /7= MY AT T, &REIX. 734 205 CDO
WCREL [HiAE-T-) $RIZ, £7201XCDO O T A ACHEEZREHTHZ2 12k -T
IS ET,

CDO X, MEfFo=> MU ZAUZEHZICHLWEEn 7= b 21ER L ET, B0
REETIL, AW TWAETFn 7/ M ICEMENE T,

TNA ANZKET D5 Y . BE., BLOHIRT 7 a A Xy MRFERENET, 2
NoOT7 73T, TRALADEEa ZBNHALGNET,

CDO M (HEAEY FIZRBEICE-»T) TS AORELRMEINDE &, £721E CDO A3
TNAREE L 25 L, BEREu 7 3ALONET,

« CDO DAMEBTT /3 ATEEBMA b E . et (Conflict Detected) ]2 |k
UNEREr JIZEZRAENET,

FOT4TBLUVETLEEEOS IV R

EEa 72X, PITATERLEFRTOAT—XARHY £3, CDO Z#fHH L TT /31 AD
REEEFTDHE, BEREITHITaTREEe /oy M) IZiRESnEd, 75 205 CDO
~OFEEDHAILY | CDO DT S A A~OEEDRER, CDO 726 DT /34 ZADHIBRNBET
THM, FIRITEITHR T 7 ANV EEHTHCLIa~ Y REFEITTHE, T/ T 4 7REED
TINGET L, FROEEDZDITH L 7 BMER S ET,

EEOSTOIV L) DBER

EEaTAX MIRRBRBLORTZ 4 N2 ) 7 TEET, MREA—ZHFHL T, F—TY—FIZ
—HT DA NERBLET, 74X T EEHLTC, BELETRTOLS £
VMUV ERBLET, £ BERTE T4 LEZ VT L, BRE] 74—V RIZF—TU— %

. Cisco Defense Orchestrator T SSH 7/314 ADEIE



| E=4UvFeLkR—

zEnsozs0xE |

BIMLT, BMEEHAEDED LT, 74N Z ) T INEHBRENOT Y N 2RBETXE
7,

N / —
FEOTDESDRK
BRI ZbrHO0 [y Diff) (V2270 v 7358, T/ ZAOFEITHERT 7 A4V

NOEERGRTRREND 2D, BREAKELTEET, 220013 —Va VOEWVRDLNY F
B

WO T, [JLOFXE (Original Configuration) ] 1XZH 2% ASA ITH A F 41 5 Rl D FEITHERK
T77ANLTHY | [EEINTHE (Modified Configuration) | FITAENEXAENHBDOHE
ITHERR 7 7 A VR L TCOVET, ZOHEA, [JtOi%E (Original Configuration) 1¥1%, FEEIZ
IEE SN TORWETHER T 7 A L OIT 2 MmHE R LETH, [BE SN2 E (Modified
Configuration) (FIOSMEE L7720 3, LD AHDINZMM)-> THET=E D L, HR network
A7/ hoiENE ., Tengineering] v bV —2 D7 KL A THR network| K> kU —
JDOT RVAIZREST D Z L &BIET DT 7 AL— L a2 fERTE £3, [Ai~ (Previous) ]
BEIORANARZ LA LT, 77 ANVNOEHEZf R L ET,

Comparing Files x
Panious  Hext ~ 173

T
5 ! o nameLl
57  interface GigabitEthernetd/7 € o secority-level
56 61 o ip sddress
59 &

81 interface Managesentd/d
& sanngemnt-only

75 object network email_outside T8
76 host 209.185.1.5 4

78 nbl(c( netwark ¢

80 Becess-list test-allow extended permit 1p any any | = @
1l t engimesring_access extended permit ip cbject engineering object Lest-network o
8 LSt angieearing_access eatended pormit ip aey any 85

biect engimeering object test-network
Nesring_access oxtended perEi ip any any

90 no asdm hist

91 arp tiseocut 14468

|Nm\w<|,nnwn-
sip-invite B:23:88 sip-
suth :05:08 sbsolute

Ciose

ESPEREYS
cBH T (143 2—)
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EzayvTELE—+ |
. EEOSECSVI7AIICTYRKR—+T B

ZEOTECSNVN I 7AILIZTZORKR—FT 5

CDOAEa 7 OFT_RCEIT e ar~XKYVE (csv) 77 A MW7 AR—FLT, &
BIOS U THERE 7 A VA BEB IO~ 52N TExET,

BEO Tk csv 7 7 AINMIT T AR— T 520E, IROFNEEZEITLET,

FIE

AT FeF—va s RuT, [BEa 22 ) v LET,
ATY T2 RONTNNOT 7 v a vz T LT, 7 AR—- T HEELE RO ET,

s T ANE X T 4=V RERBT 4=V REMFEHL T, =7 AFR— bR E2 EMICEDOT
T, 2l zE TRAARATT A NEZAF LT, BRLIZ1OFERITEEDOT A ADE
WO R£KRLET,

CEFERTDOFT_XTOT AN BLOMREMN 27 V7 LES, ZhUcky, £¥n ek
BT AR—FTEET,

GE)  CDO X1 4EMOET e /T —F 2 RGETHZEICERELTLIESY, KEO 14
MonEFa JgkeZyran—Rt5508, BE0 I ONKE 7 4V UER L,
FOFERE csv 77 ANE L TE T a— RTAFRLWEER"HY 3,

x%vﬁs%Enﬁ@ﬁtﬁ%é%@@iﬁxﬁ~bﬁ&y@a%7Uy&biﬁo
ARTY T8 csv 7 7 ANMTODDRLTWEHIZMNIT, 77 A2~V T 7 ANV AT MIRGFELE
7,

COONEEOTDFv/N\OT 4TV ARAR—FLEZEEOQOTDH A X
DER

CDO ODEFEa J X—Vnb 7 AR — M 5L, CDO NT — X X—R|RFTHEE
TIERE TR £,

TRTOEED ZIZHONT, CDOETNA ZADRED 2 DA —2RFELET, 70 —X
ENTEEa 7 OGET TRt REE KT BREOWTILNERDY A—T VAR a s
OEET T RELZRVET, ZHICE Y, CDOIFREDENE W R TR R T ET,

I BT, CDO I, BEE Tolca—W =4 BEMTONTRZ, BIOZOMOFEME &
HiZ, TRTORAT v T DO [EHA X b 2B L TRIFLET,

L. BHa 27 AR— T 3848, =7 AR — MUTRED 2D a Y — 35
FNFERFAL, T EFA RN OARBEENDD, TIAKR— 77 A NVIFEFE R
Z'CDO A M7 XU HITBEMNNEL Y 4,
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| E=42UFELR—F
zEyszx ez ]

CDO XK IFOER a ZIERERF L, ZOBERIZITFED2 OO —NEENET,

FHEYHIRNEE

TEY 7oA MEHIZLY, =R X3—=FT 4 OF 7y F AT LATHINEZEE) 722 | &
ZOETVRALDELEZ, BER TOA Xy MIBEEMIT L ZENTEET, £HEV 72X
FMEBZMM LT, CDO TEEY 7 =X M 2Bk L, B LIZERY 7 =X b &2 —E D4 H]
THAlL, ZEOHMEZANL T, BHEY 72X b B8 7 ANy MIEEMN T ES, T
KR 72X M EEED 7 TRETE ET,

N

() CDODPEFEVI/TAKFT vF U IT~OBBLEFRINDIGENRDHY FT, BEY 7R |
Mo oxr 7 EERY) 7oA NEBIL, RUHEEEZSRBLET,

ZEVIV IR EEDODEMIE
EEY 72 AN 1T % SO, FF FOFRTO2—F R RIELET,
EHY A b b7y R T EABIT BIHE, KOFICHENET,

FIE

ATY T a—P—RX=a—n5, [XE (Settings) | ZiBIRNL £,
AT T2 a2—P—R2=2—T, [f&&ZE (General Settings) 1 %7V v 7 LET,
ATy T3 [EFY 7T AL MTvx 7 (Change Request Tracking) | FDATA X% U v 7 LET,

RN FE T 95 & Defense Orchestrator f & #—7 = A ADLE T E, [EFEn 7|0 LR
JITARN Ry THE T A=ma—0, [EREY VAR Y= A AN—=RNERREINET,

TR IR FDER

FIE

ATV T AEED CDO =V b, X=YDETFHICHLERY 7 2 A N — A _"—DFAOD [+] R
ya7 Uy LET,

AT9T2 EREY 722 MAHTEMT, SiHEANLES, BRY 72X b, A RET 2B E
V7 xZXbIDZRBREEET, BT 4= F2fH LT, REORZRE L ET,

GE)  FRL7IEEEY 7 =X FOARNIEE TE £ A,
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Tz TELR—F |

B z=vozxrezmnra~ roBENT

ATvT3

ZEYIIR
&
ATy T2
ATvT3
ATvT4
ZEIYJIR
ATy T
ATy T2
ZEIYJIR
ATy T
ATy T2

EEY 72X beR(FLET,

GE) CDOEFEFRVIZAMNERTFL, TOELEV 7 X NENIT2Nh, ARV 7
ARNY =R —DEF) VA MEREZ I VT THET, I_XTOHLWEFEZZFD
EWY 7 A NGICBEEMT £,

NEZEEOT AN OBEER T

FIE

FTEesr—rvary s RUT, [AEr S (Changelog) 1427V v 7 LET,
EWua 7 %2EHLT, ZHY 72X MNIBEf T A4 X MERRLET,
[EHEY7ZANFIT, ARXVIDO ROy TET A =ma—%7 )y 7 LET, KFOELY
JIZANPERY VAR A RO—F LIZRRIND T EITHERLTIESN,

EEY 7 A NOLFTZEZ V> 7 L, [BR (Select) 15227 U > 7 LET,

FABHELSEREOT AR FDRE

FIE

FTES—=ar v RyT, [EEa 27 v LET,

[A£%¥ a2 (ChangelLog) 1MiZK~7 4 —/V FIZ, ZH VU 7 =X MO EMRA4RIEATI LT, D
EHEY 7 A MIBEM T ONTZEE e A Xy FERZLET, CDO X, #2752
EBEo 7 ARy M EiEfFrLE1,

NOL:ER

FIE

BEREVIZARNY—=NNR—=DEFNV I TA MNA=a—%7 ) v 7 LET,
WMBTOHEFEV VA MEIIF—TU—FOANEZRBLET, 4Ri7 44—V REFAT 4 —
JV R TOE S —HDOFERN, 2RIV VA FDOY A NMIFERENDLLHIITRY E9,
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| E=42UFELR—F

TANEEEYI IR .

PEOIZE Kk S

ATy
ATvT2

ATvT3

TEI)IIX

ATy T
ATy T2

TANE ML A, BRI AR NORBIMHEHTELIERI VAN TN EZRNHD F
ﬁ‘o

FIE

[EEa 7| _X—=YDEZHDE T 4 VZ LA T, [EFEY 77X K (Change Requests) ] fElk
PRLET,

T4 NE B L, MR (search) |7 4 —/V NIZEHEY 7 =X NOARIO A ZBMHG L £,
[#58 (Search) ] 7 4 —/V RO FIZ, #m—ENERINIED ET,

BHEY 72X MEERL, MSTLOF =y IRy 7 RAaA T 58, [BEn 7T —7 )L
B LEbDONFRSNET, CDO T, EEIC—HTHEER T A X b2 @fiRR L%
RS

MY—ILIN—DH )T

BEYVIZARNI—=NAR—%7 JTTDHL, BEaT AV MRBEHFEOEEY 7 =X MNIHE)
FICBENM T oA Z E 2T ENTEET,

FIE

BEYVIJZARNY—NVN—DEF) I T A MA=a—%BIRNLET,
[Z7 U7 (Clear) %7 Vw27 LET, BFEVITA R A=a—RN[RL]ICEDY £9°,

EEOTARNY FEBERTONEEEYIIRDI)T

ATwT1
ATvT2
ATvT3
ATvT4

FIE

TS —rvar s RUT, (EEa 27 v LET,

EEa xR LT, ZRY 7 A L EOEEMITEZMRERT 54 X hEaRRLET,
[EHY 7 ARNFIIT, AXVEDORR YT A=a—%T v 7 LET,

[Z U7 (Clear) 127U v 7 LET,
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B z=v/rzxromr

Ez4YVTELKR=F |

ZEI)Y T X FOHIRR

ATv I
ATvT2
ATvT3
ATvT4

THRIYHVIR
ATy
ATy T2

{52 F 451

EBHY 72 A MEHIBRT 2L &3, BREr 76 TERS, ZEY 72X Y X Fp6HIERL
i‘j‘o

FIE

BEREYV I ZARNY—=VNR—OERY VAN A=a—%7 ) v 7 LET,

EREYV 72X NEI ) v 7 LET,

ZOITD [HIER (delete) | 7T A av%227 Vv o LET,

EDF v /~—20%27 Yy LT, BRIV 72X M aHlRT 52 L 2R LET,

FEEOEMNL

BEHEV X NEHEBNITEE, TAHAV Y FOTRTOZ—P—IZHEBLET, BEIV
TR MNEBAZBENCT AR, ROFIEICHENE T,

FIE

=P —ADA =2 —inb, [RE] ZERLET,
[BEEY 7T AMDKMT vF 7 (Change Request Tracking) 1D FIZHBHHRZ AT 4 FL
T, KD X ZFRRLET,

INbOa—Rr—2 1%, LEOFIEIESTEEY 72X MEBEZFHIL > THEZIZL TV
ZEAEHELE LTWET,

NEBORTLATHEFESNTWSTF 7Y FEBRTIEOITONEI 74T+ —ILOEEE
BT S

ZDA—RT—ATIX, 2= —NT 7 AT U A= IVOEREZITS T, IR AT A THERFS
NTWEF 7y ek LEd, 2=V —%, 77 AT U+ —/LOEFIZRKTIEFa /A
Ry FEEFEY 72 A MIEEM T 20 EBEZTOET, ROFINEICHESTELTY /A M
ERE L. B a7 X N BT £,

1. ZBHV 7T ANOIER (1473—2) , BRI A MOLRTE LT, BT AT LD
DF /sy NAETITESFZEHLET, 37—V REMEH LT, ZEOIH0Z 0fh
OB RAZBMLET,

2. HILWERY 72 A MPRERY 7T A MY =L ANA—IRRINTWNDLZ L &R LET,
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| ®E=4UvFeLk—+

mran [

3. IrATUA—NEETLET,
4, FEHF—var U4 RUTEFa 1270 v 7 L, HILWEFEY 7o X MBS

SILTWAETEr J A X e RO £9,
5. BT LEL, BZHYIJZARY—AA_"—D7 VT (149 *—) 2EITLET,

T7A4T7 94— ILDEENTONI=%.. BLXOEEOTANY CEFHTEHT S

IDA—RAF—ATE, 2= —NRT 7 AT T+ VOERET-TIHL AT L THERF S L

TWATF Ty FERRLELEN, Z2EY 7o X NEMEZHEHN L CLEEY 7o X N2 EH

a7 ARy MIBEEMT DD EENTWE Lz, 22— —i%, BHEeJIZE->T, 7> b &

BCEBa /AR NEBEHLEIWEEZTCWET, ZHIU X NEEFHr /4 Xy M

AT 2120E, RO FINEIZHEVFE T,

1. ZHEYV 7T A NOIER (1473%—2) , BHEY A MOLRTE LT, BT AT LD
DFlry VAFETRITESZMEHLET, A7 4 — /L F2MEHA LT, ZEOEBSZF DM
OB E#EER A2 BN L ET,

2. FTES—var U RUTERa S 27 )y L, 7747 U4 —/LOEFE | ZBHEAT
FTHENTWAERa /A Xy hEBRELET,

3. BHEY A NEETr VA4 NOBEM T (148 2—)
4, ETLEL, BHEY AN —AN—%27 YT LET,

EHYY IR MIBEEMTONFE-EREQAITARNY FERET D
ZDa—Rr— AT, 22— =%, AT A THEESNL TS TF 7 v hEBRT 5720
IATONTAEEDORR L LT, FOEFE T ARy MINEE 0 JICEESNENEMD T2 &
EZTCWET, BEY 72X MIEEMNTONTWDIEEr /A X b EBRRTHIE. kD
FIEZRENFE T,
1. FeFr—varua Ry, [E¥n 127 ) 7 LET,
2. WOWTNOOFEEFEHAL T, BEY 72 MIEEMTONZEETEa 7 A X h &K
FTLET,
[EEn TVRRT 4V RiZ, RV 7 A NOEMWALRTEANN LT, ZOEHY
LA MIBEM T SN EEn VA X N EREZELET, CDOIL, ERlc—#T %
EHa s AR N EmHFE R LET,

c TANGEFY 7T AR (149°—Y) ZFTLTEER A XY FEBRRLET,

3. H{AEFn /7 EFoRLT, BHETLIAE Y 72X MRz R SN EEr 7 A~ b
RO ET,
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B oa7 wobs) 14-2

~ O

[

37 (Jobs) ] R—

Ez4YVTELKR=F |

~ O

v

[V a 7] "=V, —fEBREORT —Z AT A RPERSINET, —FEREICIL, &
BOT A ADHEERE, BEOT A ADDOEREDHARY | BEDOT SA ADFEKET 7
JU—RRENRDHVET, Va7 T —TNAOELST INIATIE, A EITRE LI Ex 0T
7varyiERLET,

KO UTIE, 1 HO—FEEEELRLET, 2O 1RIO—FERIEIL, 728 203 20607 /3 X
PG DA TIE ol RN DV £, [YVa TRV R RAT L L —fEEREOR
BrZ T DHET A ADFERPFRINET,

ACTION & STATUS. START % END 3

Reconnect Devices 12017, 8:12:04 AM 11192017, 8:12:10 AM

DEVICE START END

VW07, B1Z:04 AM VW07, B1Z:05 AM

VW07, B12:08 AM VW07, B1Z:00 AM

VD07, B12:08 AM VUHI0NT, B 200 AM

[¥a 7] R=VITE, RO 3 DDOFETT 7 LA TEET,

CEENIZ T T, WEATO MRV 2 &2 ) v 7 LET,
M. ZOWMHMIIKIST DREDY a TRFRENET,

[aT] = IV FA L7 S

View Jobs The notifications tab displays status information

about the job. This example shows the bulk
( Reconnecting... action (Reconnect), the number of actions In the
‘) @20 13 ©1 ®6 Rt job (20), actions being processed (13), number

of actlons falled (1), number of warnings (0), and

@ 1 Active Jobs number of actions succeeded (6).

« [i@%n (Notifications ) ] % 7D L¥fic®H 5 [V a 7 &F R (Viewjobs) 1V 27 %27 U w7
THE, [VaT]X—=VICBEILET,

cCDODA=a—0b, [E=R—1)2%F (Monitoring) 1>[Y3 ] ZERLET, ZDOFK
(21X, CDO THFEATSIN D —FEHRAEDTERR Y A FAVRINET,

TANR) T ERKR

[Va T _—=U T, BEX A7, BEEEIT LTn2—Y—, BIXOEEAT—Z A2k - T
T4 NE BB X OB EFEITCEET,
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WEhhDT7 s v avicegL—ERE0ER [

WINHADT7o o a VIR LE-—{FEREDOERH

Ta T OR—UEHERLT, HEERIETIOULEDT 7Y a VTR LTE D E R Do RS
1T, VERMELEEZIT72%%IC—EEBEEZHEITTEET, CDOIE, K LE=T 7 a Dk
TYa 7 EHFETLET, —HERELFETTDLIE. ROFIEIZENET,

FIE

ATYTN T2 aORERTYa 7T _X—=U0I 728 L7,
ATFvT2 HEECTAarw2 70y LET,

—{EEEED X oL

BEOT A ATRITLIET 77 4 T~ X v L TE L LI L, 2k
ZIEX, ABDEBRKGRT AA 2R LE D & LT, 3807 /N ANIEF IR L7203,
4 BHOT AL ZTHEGID S R E LTniend LET,

—fEEEE Ty BT 5T ROFIEZFETLET,

FIE

AFYT1 CDOFEF—varvA=a—T, [VaT&227)vr LET,
ATY T2 FEETTOFEEREEZ RO T, a7 oo ICH L [Ty vV 2 E 7T v L
£7

—FEREOWT DI BRI LT2HE, £ o BRI iR hE A, FREFTHO
BRI TR THFry 2L SN ET,

[7—4 28— (Workflows) ]| R—

[V—2 71a— (Workflows) ]X—TlX, 7734 A, Secure Device Connector (SDC) ., F7-
IZ Secure Event Connector (SEC) L5925 L&, BXONL— Ity hOEFEET A AT
M5 &XIT, CDONFATTHFTA_RTHOTu v ZLZEHTEET, CDOIE. HEAT v FDU—
7 7u—7—=7 Ml b 2fER L. EOMRE ZOR—VICFIRLET, =2 b VI,

CDO ko THEITENDT 72 a NN TOERDOEHENDEGZENTEY ., CDO NT —H %X
DELD LTWDT A ZAZHONTOFRITEENEE A,

CDO L, TXA ATDE AT DFITICRKRT DT —52WELES, [V—2 T7r—
(Workflows) | " X—IZBEILC, =7 —NBELLAT v 7T —OFMEMRTE £
‘é‘o
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Ez4YVTELKR=F |
B 7570 Workilows) 1x—

ION=VIT IV EALT, =27 —%FELTCrI TN a—T 7LD, TACIZERE
NIztE#HZ TAC LHBF LIV THZEMTEET,

[V—72 7r— (Workflows) | X—IIZBENTHIZIE, [T 3 ALY —ER]|X—=TT, [T
AR BT %7V r LET, MUIRTNSAAZATEZT 2T U w7 LTT A AERFFEL,

VIR TS, AR L £9, ARDOSA DT A4 AL T 7 3 (Devicesand Actions) ]
T, [V—7 7u— (Workflows) (%7 Vv 27 LET, ROKIL, [V—7 7 v — (Workflows) ]
T—TNDOE N NEREINTZ[V—27 71— (Workflows) | X—Y &R L TWET,

¢ | BOL_FTD (FTEY cla

HooK

7=y 7RO TIA—F

T T — 7 T — A ISON 7 7 A M X 7 a— R LT, TAC F— 205 272 50TE
HEROONTZEXIZRMETEET, ZOFREF Va0 — RT3I0E, T35 A& T
ZD[V—2 7r— (Workflows) | ~—IIZBEIL, A EBICRRIND =7 AR — MRZ

© E2rYvILET,

ABYY FL—ADER

fRRTCEIRNTT—=RHL5E. TACHDAZ v 7 FL—ADab—4&ROLNLIGERH
FT, =TT —DAX v 7 bL—RAEIET DL, [A¥ 7 bL—A (Stack Trace) |V > 7
Vw7 L, [AF¥ v T hb—ADat— (Copy Stacktrace) | %27 U v 7 LT, WHEIZHER
SNBAE I EHI Yy T R—RiZav—LFET,
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.5,
kST a—FTa 8

TOEFT, OBV a rTHEREINTHET,

» Secure Device Connector @ f 7 7 /L3 = — K (155 ~X—)
cCDOD T TN a—T 47 (159 X—)

« T ZADHEERRREE (164 ~—2)
«SecureX D b TF TN a—T 4T (177 X—)

Secure Device Connector D kS5 J )L a— bk

A7 L X AP Secure Device Connector (SDC) O T 7V a— ME{T2121E. AT RE >
T HEBRLTLIEE N,

INHDOTF I FAONTNICHEY TIEESLRWEAIE., TAC THR—=FF4 v &L,

SDC [ZE[EAEE

CDO 7»H M 2[\D/~— b B— M ELRITERE L TUSE L > 72356, SDC OHRE&IE [B#E 5
(Unreachable) ]11Z7¢ ¥ £, SDCIZELEANRERGA. 72 ME. BAMER LIZ DT A
ZEHBETEEREA,

CDO X, RDFETSDCIZEFEARRETHLZ L EZRLET,

« [—#8® Secure Device Connector (SDC) |ZEIFETX A, %M T 5 SDC IZEHETT &
NT2T 3 A L 13@fE T& £¥ A (Some Secure Device Connectors (SDC) are unreachable.
You will not be able to communicate with devices associated with these SDCs) | £ 9 A vt —
I CDO DA —L_R—JIZEFRENET,

s[E¥ =27 ax7 % (Secure Connectors) ] ~~—370 SDC D AT — & AN [EEARE
(Unreachable) 112720 £,

ZOMBEAMRIT A%, £T°SDC £ T F v FOFHEEREZRITL T EE N,
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rFSILYa—F108 |

B =eicoo tsoe 27— 52575 F 4 TIsHB AN

1. SDC A~ o NEITH T, Mo CDOIP 7 RL AIZRETE D Z L 2R L7,
[Cisco Defense Orchestrator DEF R GT /N4 ZA~DHEHE (52—) | ZHBRL LT
é 1(\0

2. "N—hE—FEFHEFTERLT, CDO & SDC ODFHEF 23T LE9, SDC B —FbE—
NERIIGET D E, [T27T 47 (Active) | AT —X ARV £94, "—bFE—F%2F
B CERT BI12E. ROFNEIZHENE T,

1. 2—H—RA=a—nb, [EF¥=2T 2 x7 % (Secure Connectors) | Z RN L FET,
2. F|EARRE/RSDCZZ U v LET,

3. [BfE (Actions) ]V 4 > KU T, [/>— hE— FDER (Request heartbeat) ] %227 U v
7 L/jzj—o

4. [FHEk¢ (Reconnect) 1 &2 U v 7 LET,
3. SDCEFENTT v MIFHERLES ELTH, SDCB [T 27T 47 (Active) | AT —4

AR B 7WESIE. TEBI% CDO TSDC AT —& ANT 75 4 71272570y (156 2—
V) ] OFERICIES TL &,

FEF#% CDO TSDC R T—2 AN T U T4 TIZHE B

ATy

ATy T2

BELTHI097->THSDC BT I T 4 712 o7-2 L % CDO RS A2WEA1Z. SDC D
BBARFIZAER L7z cdo 2—F—RB LR T — RNk V., SSH #f#H LT SDC VM (2855 L
ij‘o

FIE

/opt/cdo/configure.log %’i’ﬁﬁ%}é\ Liﬁ“o Nl el = AJ1L72SDC 0)*%52%273& N (N5 75‘1’5??

WA SN E DD RENET, By N T v 77 mEX T I —REELTWBEHEAER

ITEREL K ATTSNTWRWEA X, sde-onboard setup 2 FFEEFEAT L £ 97,

a) [cdo@localhost cdol$ 7 1227 NC, sudo sdc-onboard setup & AJJLFET,

b) cdo Z—HPF—DRZAT— RZ AN =

) 7l T MIEWET, By N T v T AT YT RNOFERIWEHST, By bT v 7T 4P —
RTITole T _RTOREFIRELHR L, AN LIEEET T LN TEET,

s 7%5@%@ L. sudo sdc-onboard setup %—_’iﬁi LT . SDC NTIT4 7@1 o 7-Z &% CDO
PR 720 GA T, Cisco Defense Orchestrator Y7 — [~ ~ i,

SDCOEFELIP7 FLAMNCDO IZRERESNELY

SDCOIPT KL AZEE L7254, GMT OFHi3RELIFE £ TERIXCDO IC KM S L EH A,
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| F3o0va—F104
FIARE SDCOEFIZETE L5 TLva—F125 [

TNARESDCDEHEICET A ST a—TFT420T

ZDOY—)LZ&HEH LT, Secure Device Connector (SDC) %41 L7z CDO 735 F /34 A~D K
BT ARNLET, T APNEAMERICK L2 5E ., I8 AEH ORITIZ CDO 287 /3 A
ANZBIETEZDENE I DEHAWT 2561, COBRET AN TAHIENTEXET,

FIE

AT TN [THT b (Account) | A==2—%27 U7 L, [E¥2T 2%7 % (Secure Connectors) | %
BN ET,

Example-Tenant
admin@example.com =

# Settings

= Secure Connectors

& Switch Account
@ Sign Out

ATwv T2 SDC ZBINL £,
ATF9 T3 HMUMO[NT Ty a—F 47 (Troubleshooting) |4 > C, [T /34 ADEEHE (Device
Connectivity) 1227V v 27 LET,
ATV T8 NITN a—T 4 7 ERIFERLEI E L TWDET AL ZAOFEMRIP 7 RLAE X
FQDN L AR — hEEEZ AL, [F4T (Go) 1227 VU 27 LET, CDOILIRORGREEEITLE
7T
a) [DNSfi## (DNS Resolution) ]:IP 7 FL 2D ¥ 2 FQDN Z#5E$ 2% &, SDC 7% K A
A VB EMRTE, IPT FLAZRETE L2 2R LET,

b) [T A & (Connection Test) | : 7 /3 ANEERETHDH Z & iR L E T,

¢) [TLSH¥7A— bk (TLSsupport) |: 7 /3A A & SDC DM SNV AR — 45 TLS X—TV 3 &
Wt LET,

o [PAR—hENTWARWES (Unsupported Cipher) ] : 7 /3A A & SDC Dl J5 CTH R —
FENTND TLS A=Y 2 B RWE, CDO IE, SDC Tid/e{ 73 A TH R —
FENTNDTLS N—T a3V ERFRIZOWNTHT A M LET,

d) SSLAEEZE : M7 7T a—T 4 7Tk, iEAEHERSRIE S E T,

RTFYTE TN, ZAOEANMENGF T213T 3, 2A~DOEFEOR—ENEY L7224 1%. Cisco Defense
Orchestrator Y- 78— k ~DHHE,
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. Secure Device Connector (&£ 52 50 2 T T HHEFBDMREEM : cisco-sa-20190215-runc

Secure Device Connector [ZZ2E X 52 500 THEFEFREDOMEE 4
cisco-sa-20190215-runc

Cisco Product Security Incident Response Team (PSIRT) (%, Docker ™ H K D @ ETIHEIZ DU
T35 X2 U7 47 K34 %V cisco-sa-20190215-runc # A L E Lz, MasstEoses
IRBNZDOWTIE, PSIRT — A DT RAAL U 2EREZBHAL 2S00,

ZOMEFIEX. TR TD CDO 2 —H—ITHB L7,

*« CDO ® 7 T 7 KRR &+72 Secure Device Connector (SDC) ZfiffH L T\ A BEEIX
CDOEHT — LI LTI TIBEFIANETEINTWEZD, MLTH50EEIHD F
A,

e AU LI ZATEBENT- SDC i L T\ A BRI, D Docker X— 3 > A
HT2E91C2SDCHEANET v 7TV —RTAUERHYET, Ty 7T L —FT5BIC
X, ROFIEEFEHL 9,

« CDO fEH#ED SDC A A FOFH (158 =—7)
e WAHX LSDCHRA MEFHTD (159 ~X—)

N7 hTvxT (159 X—2)

CDO 24 SDC /KX D EH

CDO @ VM A A — % il L 7= Secure Device Connector DR L7241, IROFNEZEFH L
i j_o

FIE

ATy 1 SSH £/-13nA =" PFar ) —L&FHLTSDC & A MIER L3,
ATy T2 kOa<wr REFETLT, Docker P—E 2D NR— g VAR LET,

docker version

ATV T3 EHORE~T Y (VM) OWTNNEFEITL TWAEE, RO X I R RERENE T,

> docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amd64
Experimental: false

ZTCHEWAR—=T g UREIRIND RN H D FT,
AT s koOa~<v REETLT Docker ZEH L, Y—E2Z2HEELET,

> sudo yum update docker-ce
> sudo service docker restart
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| F3o0va—F104
nZELSDCHR F2EHTS

(GE)  Docker ' —E RADOHEMENT . CDO & T /34 AW OB N EH R E 1 L E 9,

AT v F5 docker version 2~ REZFEEITLET, ROBANFREINET,

> docker version
Client:
Version: 18.09.2
API version: 1.39
Go version: gol.10.6
Git commit: 6247962
Built: Sun Feb XX 04:13:27 2019
0S/Arch: linux/amdé64
Experimental: false

ATYT6 TN TENENELE, X FREHIN-EHN—Ya D Docker IZ7 v 77 L— K&
* L7,

WARZALSDCHRAR CEEHT S

ME D SDC A A hZVERL L TV D54 1E, Docker DA v A h— )L HIEIZ ISV B8 BIEIC
ED MENH Y £9, CentOS, yum, Docker-ce (2 ==7 () ZMHH L7=HEX. ARO
FIETENEL £

Docker-ee (=2 % —7"F A4 XhR) ZA A M= LTIzE . 213805 1E%Z M H L T Docker
A VA M=)V LA, Docker DIEIEN—2a R RAGERHY £, ELWVA A
h—X—7 =3 2%, Docker ®~—3 (Docker Security Update and Container Security Best
Practices) THER TE £,

NT kSvxT
SR ATH, ZONETME A S SEEEIE L. SEIMERARH A2 Y LV, T RS

ZEHLET, 7T RSV VICERKE~—F 0 7 ENTH%IE. FEIC OV TIIROBE Cisco
Bug #Z LT 7280,

CSCv033929-CVE-2019-5736 : runC 2> 7 FO7 L—27 7 7 k
COOD +ZITINoa—Ta27

O04 2 DRBD STV a—Ta2T
ELLAKWLCDO =2 av(tB-TaATA U LTWAES, AT A VIZKBT B

WYl CDO U —VaNin A4 v LTSI EEMHER LT ZEN,
https://sign-on.security.cisco.com {2 7 A »F 5L T/ EATHY —Va UEBRTEET,
[CDO] # A /v% 7 Y w7 LT defenseorchestrator.com (27 7 £ A4 57>, [CDO (EU)]| %7 U v
27 LT defenseorchestrator.eu {7 7 A LE 7,
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rFSILYa—F108 |

B srzons s xmorsIL -5y

BITkondA oKkBO STV a—TFT a9

A—HF—BFIE/INRT—FAELLHEL®H, CDOADAY A VIZKET B

fRiRE CDOIWCR A LESELT, ELDWa—HF AL ART—REFHLTHDHITHD
MPHLTE I U ACKRIRT 25E . FE [RRT— REEREEES] 2R L THERDR/IA
U — RZ&[EE TE 720 GA X, # L\ Cisco Secure Sign-On 741 7 > h Z{EREFlcm 7' A >~
T AT Al REMEN B 0 £, B Cisco Secure Sign-On 747 7 > ks OERL & Duo £ HFEFEAED
IE (64 —) OFNAIZHES T, #H LW Cisco Secure Sign-On 7 H 7 > MZH A T v 7
THVENRDY F7,

Cisco Secure Sign-On v ¥ a7 R— FAQOY A VIEEINT 5H, CDO ZFEENTE 4L

fi@kix CDO 7 vy b ELixHie b2 —+% —4, T Cisco Secure Sign-On 7 4 7 > s & /ER L T
ZA[REMED N ®H W £77, CDO & Cisco Secure Sign-On D] T — — R 2B HEL T 5121,
Cisco Technical Assistance Center (TAC) (Zi#f% L T< 72 S\, http://cdo.support@cisco.com

RELEITvIR—VZERALEZOTA VIZKET S

@Rz 77 UIRGFESINE W T vy v — s EERHLTrZ A LESELTWANDL L
NEH¥A, 7 v ~—2 N https://cdo.onelogin.com % F§ L T2 AIREMEDN B 0 97,

fiRi% https:/sign-on.security.cisco.com (22 7 A > LFE T,

* fi#iRi% Cisco Secure Sign-On 7 4 ¥ > k& F724ERR L TV R WAL, HiH Cisco Secure
Sign-On 7 717 > b DERL & Duo ZEFFRALDORE L E T,

CERE T LWT UL FEER L TWBE5EEIL. ¥ v ¥ = R— KT CiscoDefense Orchestrator
CKIE) . Cisco Defense Orchestrator (BXM) . 721X Cisco Defense Orchestrator (77
KVPE/HAME) IS T 25 CDO XA NVE7 U v LET,

« f3R5% https://sign-on.security.cisco.com Zf§ T LI T v I/ ~v—J EHH L ET,

TOERREAED STV a—TFTa07
T 4 2 H—T ) U b ERHIREOMRR

ATvT1
ATvT2
ATvT3
ATv74
ATvTH
ATv 76

FIE

FEF = a U N—=T, [TAA ALY —ER]EI Y v 7 LET,

[THAA R 2 T2 ) v 7 LET,

YR T NAALZATOR TV w7 LET,

LT 4o =TV NI REDT NA R EBIRLET,

LW T 4 o =TV AR SA T[4 v =TV FOMR %227 ) v LET,
T4 =TV MR L TKRT L LTk ncb, UTFTOFIEELZFEITLETS,

1 [ZA4vH—FVr hOFYoa—K1 %20 v 2 LCHERLET,
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ATy 17

Security and Analytics Logging 1 N> b EFRA L=y bT—OBBD STV a—TFT 45 .

2. T4 H—=TV MIMERRTRERIZ2 ) v 7 LET, MERDLHEIE. [Fr
M EIY T LET,

LT 0 =TV NORBEEER LT, 73 AOERIREN 4 T4 L] EFRE
AU, WA 7 — & 203 BERIM £ [HEMmH] ERRSINDGERH D £T, HEROBEE
DFFER] Z R L, CDO &7 /A AR ORERR DO 7= B 2 Mgl U TR L E 5, BEDH O Ok
(139 =—3)

SecurityandAnalyticsLoggingf N> FEZFEALz*Y FT—VBED S TV a—T 4«

2l

I, AR M a—TEFEHL TRy NU—JDREEZ T TNV a— T 5720ODRAR
7 L—A T — 27 T,

ZOVFIVATEH, ry NV—ZH#EHAF—LN, 2—F—0Nxy NT—7 LOU VY —RIZT 7
TATERNVEVIREEZZITRST-EEEL TCWET, BEEZOEFE2ME L T\ ba—
P—IZEESNT, Xy NV —ZEHF— A, EOT77 AT U r—AB2—H—2LDH) V—
ANDT I AZHHE L THDE0EHE L TWET,

\)

6=

ATy T
ATy T2
ATvT3

ATvT4

ATy TH
ATvT6

ATy 717

FoUERENEL A,

Flo, ZOVFIATHE, Xy NI—I NI 74 v I EEHRTH7 74T U4 — /LB FID T
INAATHD EFEELTWET, Security Analytics and Logging (%, DT /XA XX A Tinb

FIE

Fer—var v RUT, [BEZRY DT> [AR b AXF VTR U v LET,
R\ # 7 %270 vr LET,

[REEIEEFR] I L DA X D7 g VH WA L ET, 7 7 40 M Tk, [JBEE] # 7123
FEIEMOA Ry FRFRENET, FRNIE LWEMHEHE TH 28513, BIED A ff & E
ZETIFRZIE LTCANLET, THNE LW TRWVES L, s S - REORR
%G e BRAAIER] R TR A A L E T,

[EoH—ID] 7 4 —/V RIZ, 2—HF—DT7 7B RAZHIEL TNDEEZLND T 7 AT Ut —
NDIPT RLAZANLET, 7747 04—V EROFREEND 8581, MR A—T
BHAEOSTEZHEH LA 2T NVEZRBELET, 2200 M) Z2ERL. Thb%
OR AT — AL FTHEAELET, fl: sensorIp:192.168.10.2 OR SensorID:192.168.20.2,
AR N T 4V HEN—D [EFTEIP] 74—V RIZ2—H—DIP T KL AZ AN LET,
=P =N V=R T T EATERWEAZ, 2OV Y —ADIP T KL A% [#k5EIP]
74—V RIZASLET,

FERICFRINDAR MERAL, TOFMEHEELET, UTICEREINIFEMO %
%L\i—g—o
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B ssiesmsomEo s T a—F 0y

« AC_RuleAction : /L—/L )3 U T —EN/c & EIZFTENTT 7 ar FFA, BB 7
a2y7)

« FirewallPolicy : f X b & F U H— LI — A BFEET DR Y >—,

s FirewallRule : £ > % F U H—L7=—/LDOLHEL, {7 Default Action DEEE . A X
e hUH—=L7E=DEFR) Y —DFT 74NV T 7 aTHY, R —NDOL—LD |
OTIEH D FHA,

eUserName : £ =3 = — XD IP 7 RL RIZE#ESITF N ra—Y— A= 2—X P T
KU AIZEETLIP T KL A LR L TY,

ARTYT8 N—NDT 7 arBNT 7 A& T CNDE5E1E, [FirewallRule] 7 4 —/L | & [FirewallPolicy]
T4 =NV REHRLT, 7782270y 27 LTWARI —HNONL—LVERELET,

SSLEE S DBED FS TN a—TF 404

BEBEBENTIVYTIIHEET H07 T TIEEEEL L Web U 1 FDMLE (SSLFET-ITER
BRE=2Y)

2w — "7+ BLOEDOMDOT AL ZHO—EDOT 7Y r—3 3 Tl ISSL (F7-13383
) B=r7 ) LIRS FEMER S VET, SSLE =27 FETIE, mOH—/N—GElE
DNy ailNT TV r—va CARONTICHEDIAENE T, TORE, 77V r—va R
PB4 S VTZREA#E % Firepower Threat Defense 7 /N4 AL THLD & /Ny ¥ 2 REIZ KRR
L. Bl &iEd,

WebVA bOT 7V r—a b ZEALTEOYA MIEHHT L2 ENTERVICHLIDS
T Web 7 7 U EREHT 2581, By 7 r—ra Vv EER LT N A B
DT Z P THERTE DLWV OB ERIERTT, 72 & 21X, Facebook @ i0S F 721 Android
TV —va e fiAT D & ISR L £33, Safari % 721% Chrome T
https://www.facebook.com Z 5T % & HafelT i L £77,

SSL =2 VI3 P E B E A M A - DI SN D70, [BEEEITH Y A, KD
WD OEREEZFEHTHO2LERH Y 7,

HEORT

YA ST TP TITHERET DA DIZFRI UTF A R EOT 7Y i — 3 U TIIEESRE L 2 WS
W, IRTHEFREICSSLE = FiIckaboeExbE T, 72720, FELSHAZLERD D
AlX. 79UV OT A MIINA T, B A X M2 LTSSL =0 7285t £9,
TV r—a iE, RO 2ODFIET/Ny ¥ 2 RAEORBUIKHLT 255603 H 0 £97,
« I N—T1D7 7Y r—3 3 (Facebook 72 &) 1., ¥— 305 SH, CERT. SHD #* v
=5 ITHR A LT ITSSLALERT A v —U % E#ELES, 75— ME, @, SSL
v'=> 7 %79 [UnknownCA (48)] 77— hT9d, 77— K Ay E—TDHKICZTCP U
Ty MREEFEINET, A X2 FOFEMEHR CTRO L D ZRIERN R o E T,

*SSL 7wu— 777X ALERT SEEN NG ENET,
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Birgons 580t Iy 1—7425 |

*SSL 7mr— 77 7|ZiX APP_DATA C2S F7zif APP_DATA S2C & ENFHA,

*SSL 7B— AvtE—UE, WH,. CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE T,

« IN—T"2DT 7Y r—3 a3 (Dropbox 72 L) 1X7 7—FEXELETA, RDVIZ,
NS RV 2A I PFETTLHETHE>THLTCP Uy FEXELET, A2 FTRD
FOIERDB RSN ET,

*SSL 7w— 77 ZIZiX ALERT SEEN, APP DATA C2S F72i¥ APP_DATA S2C IFENFEHA,

*SSL 71— Aw¥—U%, W@, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE, CLIENT KEY EXCHANGE,
CLIENT CHANGE CIPHER SPEC, CLIENT FINISHED, SERVER CHANGE CIPHER SPEC,
SERVER FINISHED T,

BTgOoOJA VEBDO FS TN a—TF 408
A—H—ZFEEFINRNRAT—FAELLHEW =0, CDOADAT A VIZKKT S

fRiRZ CDOIWCn /A LEHELT, ELWa—HF—HLRXRAT—REFEHLTHDICH N
POLTE I ATKRIRT A5E . EE (R T — ReEREES] 2R L THLERR/SA
U — R&[AE TE WA 1E, #H LU Cisco Secure Sign-On 74 7 ks BB T 7 A >
ZRATZARENED B W F97, HH Cisco Secure Sign-On 7 51 7 > ks OAERL & Duo 26 EHFEAED
RIE (64 ~—Y) OFNAEIZHE> T, #H LU Cisco Secure Sign-On 77 7 2 MIHA T v 7

THULENRHY F7,

Cisco Secure Sign-On &y ¥ aih— KA OY A VIEREIIT 55, CDO ZEEITEAL

fRiRik CDO 7 v v bk Lid#7e % 2 —H—4 T Cisco Secure Sign-On 7 7 7 > h Z{ERk LT\
HAE[EEMENH Y £9°, CDO & Cisco Secure Sign-On O ] T — W —{EH 2 U3~ 5121,
Cisco Technical Assistance Center (TAC) (ZH#& L T< 72 &V, http://edo.support@cisco.com

RELEITvII—DZERALEOT A VIZKEKT B

Rk 77U SRR W T vy s —s AL Tr A LEH LT Db L
NE¥hi, 7 v 7 ~—2 M https://cdo.onelogin.com Z 5 L TW D ATHEMEN H W £,

fiZiRs% https://sign-on.security.cisco.com |22 7 A > LE T,

« fi#iRi% Cisco Secure Sign-On 7 4 7 > h & F7E/ERL L T RWEA L, #i#l Cisco Secure
Sign-On 7 71 7 . DAERL L Duo ZEFEFFEORE L E T,

cERE FHLWT DU M EEMR L TWDEEAIL, ¥ v =3 — KT Cisco Defense Orchestrator
CK[E) . Cisco Defense Orchestrator (RkJ1) . & 721% Cisco Defense Orchestrator (777
KPR/ A/ E) ISkHET5CDO XA NE7 Y v 7 LET,

« fR3R3% https://sign-on.security.cisco.com ZfF T LI T v I/~ —T EHHF L ET,
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rFSILYa—F108 |
B =1 xommnre

—

TN A DERTIKEE

CDO 7 F > MCHAYERf SNF2 7 A AOBRHRIEL R R TR ET, 2o Py 7IE, &%
SERBHRIRIE A BT 2 DI B E T, [T/3M AL —E A=V D[ (Connectivity) ]

7T BT,

F NS A DGR

TR, ZADOPEFRREN T T A v OEE.

WETRSNET,

T INA ADBEIRINA 272> TV T, CDO I

RSN TV Z ez BRLET, UTFTORISEHSN TV L ZOMOKIEIL, @, &I
FRHEHTT A RN E LIZHAITR Y £9, 2RI, 20K 5 REE»HREIET
LHEER L TWET, BEREEDORIK & 72> TWDRBBENERD 2 FTREMEA B D £4, e
fez ks &, CDO X, H#EHia FATT 2N, ET IO DOMEEZ T X THRRT D X9

KO FET,
TINA R DIEHIREE EZZ2bN5REA G
> Z A > (Online) FNRA ZADBIRN A>T |NA

T, CDO IZEfH S TWE
Er

i VA

T NA ADEPRBPEIN TN D
M. Ry NI — BNk
NTWET,

FRAANFT TG4 N EH
DR LET,

Insufficient licenses

TRA A7 T AR
NHY EHEA,

FTARVARED VT TV
Ya—bh (164 X—)

TVLT Uy VINESTH D

CDO NTF /3 AT+ 57
DIFEAT D2 —P—4 & X
AT — ROMAEDENIEL
< B EHA,

Mhipa 7 A ANEHRO T T
L a—k (165 2—)

New Certificate Detected

ZDF A ZADFFENEE
SNE LR, T304 ABHED
BAGEAEEZHEH L D8
G ZHIUET A AOERE
BN LD E L=
HEMERH D F7,

BHGERAFORMBD - Z 7L
va—bk (166 X—)

FoR—T 4T T —

CDO 23 EAMEfFREIZ T /3 A &
& OB S o T REME N B
D i‘d‘o

FUR—=F 4 T T—D k
TNy a—h (1753—)

FAEVRAREDRZ T a— bk

TN ADFEFRAT — X AN [TA B ABARE L TWET (Insufficient License) | & FR 4L
L%EE. LTOFIEEZIATLET,
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&
ATy T2
ATy T3
RTv74

ATy T5

ATvT6

B GOTA

ATy I
ATy T2
ATvT3

ATy T4

ATy TH
ATvT6

mpuns 4 8o r5Inva—+ [

T NRAANTA VL AETETHETLIELLFHET, @H . Cisco Smart Software
Manager 2387 LT A 2 2 A% T3 AT T 2 IEEER A 0000 F97,

o TNA ADAT —H ANEDLIRWEAEIE, CDONLY AT U MLTHLLEEY A
AL THIETCDOR—ZNLVERHF LT, T4 BV AY—N=LT NS R LDOMDOFR
N — 7 BEDORERZMILET,

R HNEFHLTET N ADAT —Z ANERINRWGEEIT, ROFIEZFEITLE
j—O

FIE

Cisco Smart Software Manager 7> HH LW h—27 V&AL, a e —LET, FFEHlz OV T,

A= hFT7A B ADERICET LT A2 ZTRSIZ S0,

CDO DFES —va v NN—T, [TA ALY —ER|X=T% 27U v 7 LET,

[TrA R 2 T7% 70y LET,

YR T NA AR T DR T oI ) I L, AT—HAN[TA BV ARRRELTWET
(Insufficient License) ] DT /XA AZER L F 9,

[T/ ZDFEM] <A T, [TABVARRELTWET (Insufficient License) ] IZFEKR S 4
% [7A48 L ADEE (Manage Licenses) |27 Vv 7 LET, [7A4 L ADOEH (Manage

Licenses) |V 4 & RUNRRINET,

[7 277 4 71t (Activate) ] 7 4 —/L R T, LW =27 &0 0T T[T 3A 2D%
(Register Device) 1227 VU v 7 LET,

=0 U INTRA AZIEFIZHEA S D & BROIREN [ T4 U TIZEDY £9,

JEHO RS T a— bk

BN iam 7 A AMNERIZE DT A ZADGIMW 2 R T 51213, ROFIEEZFEITLET,

FIE

[T ALY —ER] =V & ET,

[THRA R X T %7V w7 LET,

WY T NA AR AT DR T o) v L, AT —X AN/ 7 A ANER]) DT A A%
BIRL 9,

[T /34 ZADFER] A T, [Bhien A ER)ICFREIND [HE | 227V v 7 LET,
CDO WNTF A 2 & OFEZFITLET,

FNRAAZADFH LN —T =L LA T —ROATEZRD NS,
[#ifT (Continue) 1% 7 U w7 LET,
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FSILLa—Fay |
B ssaszomzEorsIL -+

ARTYT1 TARALARE L TA N0 EHTEDREICR-720, [ALB122 ) v 7 LET,

AT T8 CDO BT /A A~DEERICRIE ST 0 7 A UFREFH L LS & Lizizd, T8 ZA~DO#E
B CDO MET 22— —4 L XA T — ROMABAEDLENR, T34 A L CTEEEE IR
RN DV T, TN RIE [Fr T4 0] TTR, AT —Z 2T AR S E
L72] THDLZ RO ET, MHEROBAEOMR] ZEH L T, CDO &7 /31 X[ OO
ERAFER LT LET, REOH G OMR (139 X—)

HRGIAZEDMED STV a—

CDO TOIIEAZEDFEMA

CDO IZ, T/\A RZERT 5 & IEHEOF AT = v 7 LET, BEMIZIX, CDO IE
WD EHEERLET,

1. FRAALATTLS A= 3 2 1LOLBEEFEHL TV,

2. TAARIZE VIR INDAEENHEMRANTHY | BOHEPBEOHMNTHD (T72
bbb, TTICAEDNI > TEY, RAICAMEEIND LAV a—/L ST |

3. FEMIEL. SHA-256 EMIH TH D Z L. SHA-1 FEAFHIZZIT AN O EH A,
4. KOWTNDLDRHEET DL,

« TAAL ATHCEAGMAELMEA L, TOFEAFITERT SN2 —F—IC LV EHES
NI EFTDOFEAE LR L TH 5,

e TNA A, BHETEBAFGER (CA) BELA LI-ERAEAHEAL, Brsnizy—7
SERAENSEE CAWCY 27 LTWAIEHEF - — L 2K LTS,

bk, T UV LIRS CDO OIFHEOM AT,

c HOBAIFHEDORS . CDO X, T3 ZADEAEN £ /- I XHEFRIZ, RAA 4
F v 7 EZEHLT, ROV IT, TOIEHENEKRL—VP =L > TEHESINIZFEAE
LB HTAEEETF v LET,

«CDOIZ. FFHECAZ Y R—FLTWERA, HFETIZ, N CAICL>TEL SN
FAEAEEZF = v 7T 5 HEITIH Y T A,

ASA T NA ADFAETF = v 7 %, TNA AT LTI THZENTEET, ASAD
&%%%amﬁfﬁf%&w%é\%@7A4x®£%%%zy7%ﬁﬁmﬁéﬁfya
VBN FET, T RADHAET = v 7 DML ERBLTHERE LTT /N, R EEA
W CTEZ VAT, TS AZELTHEELLEIP 7 RLAB IR — FABAELL 2N
MEFERRECIX R WATREMEN S Y 4, GEET = v 7 2 70— VIS 5 ik,
FLEFVAR— FENTWDIEHEEZF ST A AOFEHET = v 7 2 8h3 25 kT dH
DEHA, FEASATNAA ZADFEHET = v 7 2N T 5 HETH Y £H A,

FRA ZADFFHEF = v 7 2L TH, CDO X, 5l&#HE TLS ZH L TF /34 &
\ZHERE L £ 9728, BE ORESLIE ] SN AFEHEAHIEL E A, DFV ., 2y o7
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FUEF I A B TE EEAN, 777 4 7 HRBER L, B E % CDO (12
T2 LICL T B a2 RIErRH Y £,

FSEAEDMEDRE

WL ONDEH T CDO 737 /3 A2 HAR({FTEWEE"H Y £4°, ULIZ TCDO cannot
connect to the device using the certificate presented| & \Y9 A vt —VNERRINHLAEIL, FEH]
BIZMEIHV T, ZOA v E—UN ULIZRRINBRWGAIEL, BENEROME (57
A RIZEFETE R F2F2OMORy PV —7 27 —ZBEL TWH AR E < R £
7

CDO 235 7E DREAE Z ST 2Bl 2 4§~ 5121, SDC A A b, E72XBHET /1 A EH|
FETXDBIDOFRARNT, openssl 2> KTA4 Y —nNE2FEHLET, ROa~v> FEFEHL
T, THAA AL > TRRSINICFENEEZ R T 7 7 A VEER L E T,

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

Zoavwy RTIE, MEEtE Y va UBBIRE DT BRI CaltC F—E2 ML TR T
TORENRDHY £,

DX o hEgte7 7 A VPERR SN ET,

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1
depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2
verify return:1
depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED (00000003)
Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
.lots of base64...
tzw9TylimhJIpZcldgihFVTgFM7rMU2VHUlpJgA59gdbal/Bf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwWIBAgGIDAJgSMAOGCSOGSIb3DQEBCWUAMEIxCzAJBgNVBAYTALVT
.lots of base64...
tzw9TylimhJIpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/Bf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
.lots of base64...
b8ravHNIkOR/ez4iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

Server certificate

subject=/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent

Peer signing digest: SHAS512

Server Temp Key: ECDH, P-256, 256 bits
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SBAEOEED FS TN a— b+

SSL handshake has read 4575 bytes and written 434 bytes

New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4F5A25BI5C37EF7C6870F8C5DD3755A9A7BACCE4535190B793DEFF53F94203AB0A62FIF70B9099FBFERABIBG

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[.
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.cC
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

ZOHIITIE, OIS, HEFEY R —2 (verify return) O— FAVREN TV D% DITICER
LTL7ZE, FEHFEICEAT2MENFET 256, 20V 2 —ra— NIErlciy
TT—DOMANERINET,

COIAEIS—I—FOVRMZEREALT. — BMUEGIS—CLZDBEREZZHREL T
&Ly,

0X509_V_OK : #AERRII L E L7z,

2 X509 V_ERR_UNABLE TO GET ISSUER _CERT : {E#H C& 72V iEHEO I THFEHEN A
OMY EFHATLT,

3 X509 V_ERR UNABLE TO GET CRL : fiEF#® CRL 3 REo20 FHATLIZ,

4X509 V_ERR_UNABLE TO DECRYPT CERT SIGNATURE : iFHHE D B4, & I BfifHi ¢ &
FEATLE, Zhid, EEOZBLAEN., BIFHMELE —HL2noTIEZR, HilTErolt
TLEEBEWLET, 2L RSAF—IZOWVWTOAERERLET,

5X509 V_ERR_UNABLE TO DECRYPT CRL _SIGNATURE : CRL OE4 & it C& 4
AT LT, ThiuE, EEOBAMEN, MIFFEE —B Lo Tldk, HilTEholol &
ZEWRLET, REM,
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6 X509 V_ERR UNABLE TO DECODE ISSUER PUBLIC KEY : iEHA# SubjectPublicKeylnfo
DAEHF—Z AN EE AT LI,

7X509 V_ERR_CERT SIGNATURE FAILURE : FfEBHEDE4 NEL T,
8 X509 V_ERR_CRL SIGNATURE FAILURE : fEPHEDE4 NEL T,

9 X509_V_ERR_CERT NOT_YET VALID : GEFENE7ZHL TIEH Y £H A (notBefore ? H
MRBERA LV HZTT) . FEMICHOVWTE, Zo%o ERY #—ra—F: 9 GEIEN
FELEADTIELY EHA) | ZBRLTIIZEN,

10X509 V_ERR CERT HAS EXPIRED : GEHHEDH IR LI TV E T (notAfter D H 123
BUERZI LV RICY) o FRMlC DWW T, 2% THZEY #—ra2— R 10 GEHEOHR)
RPN TNET) | 2L TIEIN,

11 X509 V_ERR_CRL NOT YET VALID : CRL 3 E7H2TiEdH 0 £ A,
12 X509 V_ERR _CRL HAS EXPIRED : CRL OA MRS TV ET,

13 X509 V_ERR_ERROR IN CERT NOT BEFORE FIELD : ZEHIZE® notBefore 7 f —/L R
M BN E FNTWVET,

14X509 V_ERR_ERROR_IN CERT NOT AFTER FIELD : B2 notAfter 7 o —/L FIZHEL)
AN EEFNTOVET,

15 X509_V_ERR_ERROR_IN_CRL_LAST UPDATE_FIELD : CRL O lastUpdate 77 4 —/b |k
BIRRFA D Z ENTOET,

16 X509 V_ERR_ERROR_IN_CRL NEXT UPDATE_FIELD : CRL ® nextUpdate 7 -t —/L- |2 fIE
IR E EFNTVET,

17 X509 V_ERR_OUT OF MEM : AE U ZE VY TLH L LT=I—nELELE, Zh
IR L CRALZWVTT OMETT,

18 X509 V_ERR_DEPTH ZERO SELF SIGNED CERT : J§ &N 7-iEEITH CELEA TH
D, BECTE2EHED Y X MZFE UEHEN RS0 £/ A,

19 X509 V_ERR SELF SIGNED CERT IN CHAIN : {EfH C&X 72\ iEAEZ M H L CFEAE
F o=V EEETEELLN, L= IR =AUV TR EHATL,

20X509 V_ERR UNABLE TO GET ISSUER CERT LOCALLY : 2 —H /LTl 7T v 7 Eh
TREAEDORITEEHEN o000 FHATLE, 2L, B, FHETE5HEDC Y X |k
NEETIX W L E2EWRLET,

21 X509 V_ERR_UNABLE TO VERIFY LEAF SIGNATURE : F = — IZFEBEN 1 D LvE
EFNTELT, ZNUDHCBEABEHATRNWED, BAZKRRECE EHATLE, HFMIZONT
X, 2% TR F—ra— R 21 (RPIOEAELZHFETE EEA) | 2L T
W, I OWTIE, Zo%O THERY ¥ —ra—FK 21 RYIOFEHEZRGFETE £8
A) ) ESIRLTIESN,

22 X509 V_ERR_CERT CHAIN TOO LONG : itEF = — 2 DR I, HE SN RKIEE
X TOWET, REH,

23 X509 V_ERR_CERT REVOKED : iEHENKZI L TV ET,
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24X509 V_ERR INVALID CA : CA FEBAENEZYTT, CA TiZZeW b, ZOIREMEEY, 72
eI HINE —F L TOER A,

25X509 V_ERR PATH LENGTH EXCEEDED : basicConstraints @ pathlength /X7 X — & % i 2.

26 X509 V_ERR_INVALID PURPOSE : f#fit S 7-REEL | fEESN - HMICHEH T+
/L/o

27 X509 V_ERR_CERT UNTRUSTED : /b— ks CA 2, fEESNT-HMICEH L TEEHTE S D
DELTY—7 INTWNERA,

28 X509 V_ERR_CERT REJECTED : /L— h CA 2%, fEESNIZHMEIEL TS L Hic~—7
EhTWET,

29 X509 V_ERR_SUBJECT ISSUER_MISMATCH : {4:4 W EIEDFEAEDRITEH 4 & —F L7
Wz, BUEOBEMFITETEZEN S SAVE Lz, -issuer checks 47" L 3 ISR E S 4L TV
LG EICOBRFERINET,

30 X509_V_ERR_AKID_SKID MISMATCH : {:44 % —5l 1 2MF(E L, BUEDGERAEORGER
F—iF L =B LW, BUEDEMFBITE R FENEG S4VE L7z, -issuer_checks 47
YarPRESNTOLHEICORFTRINET,

31X509 V_ERR_AKID ISSUER SERIAL MISMATCH : %47% 4 &+ U 7 AR S BEEL, B
EOFEHEDRIER X —#B 7 & —H Liani=®, BEOHEMBITEEHEMESSNEL
7z -issuer_checks 7' a VINRE SNV TV OLGERICOARRINET,

32 X509 V_ERR KEYUSAGE NO CERTSIGN : keyUsage §:3E Ik AN GEIE DO B4 & #F Al L T
WRWe | BUEDBMRITEREAFE IEG SN E LT,

50 X509 V_ERR_APPLICATION VERIFICATION : 7 7'V 7 —v g VEHAD T Z—TF, Kl
Mo

[New Certificate Detected ] * vt—

HOBAGEAELZFFOT A AT v 77 L— KL T, Ty 77 L— K7t A %&ICH LWk
BHENER I NT-5E. CDO T, [%7E (Configuration) | A7 —# A & [##5t (Connectivity) ]
AT =B ZADM S E LT, [HLWFEHFER B St E L7z (New Certificate Detected) ] &\
IAYE—UDNERINDZEDRHYET, ZOT A REF| & E CDOHLEET 51T,
ZOMEE FECHEGE L TR T 2 LER SV £7, FEAENRFEY ST, 73 ZDIREEN
EFICRoTeb, ZOT AL ZAEBEHTEET,

\)

6=

NA A LOF LWGEAEZ ABIRICHGE L TR AL, T b L OFEmaiiiT LET,

OB R T S 2% CDO IZ[EIRHZICDO ~DOF A 2 —FEFEE+ 5 & . CDO . &

B LWVGEE AR T 21201k, ROFIREFER L ET,
1. [T3AAEH—E R (Device & Services) | X—VICBEI L E7,
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2. TANZEMERALT, BAT —F AL TIRERAT — X A0 B LWOGEHER R &
F L7z (New Certificate Detected) | TH BT /NA AEFK/R L, MERTNA AR L E
ﬂ—o

3. [T var]A T, EAEOHR (Review Certificate) |47 U v 2 LEF, CDO T
X, HEROT-OICEEHEZ Y 7 a— RFL, HILWIEHEEZZITANDL Z ENTEET,

4. [7 A A[F# (DeviceSync) 17 1> RO TIER (Accept) 1%27 U v 7T 2, [7/34
A~DFEHERE (Reconnecting to Device) 1V 4 > KU T [Hif1] =27 V7 LET,

CDO (X, T4 A &H LWACELEAEE BABNICFEHLET, RSN T /N1 R
ERRTHINE, [TA ALY — A R_N—=V 2 FHCTEFRTILERLILHENH Y £
—g—O

SFAZETIS—a—FK
BYR—2a—F:0 (OK) (f=75L. CDO [FFIBAZETS—%RLET)

CDO /L, FEMAEZEEGT D &, [https://<device ip>:<port>] ~0 GET 2— V& EI795HZ &
[ZED . T/ AD URL ~OE 2 A £ T, TABKIEL2WEA, CDO IFFEFET 7 —
EFRORNLET, FEAENAEZITHD (openssl 02F D OK ZiK L FT) Z &l bhoiz
AL BEHRLED ELTVEAR— R TRIOT—EARY vy AL L TWSREERHY 5, Z0
Bh. Roa~vy ReEERTEET,

curl -k -u <username>:<password>
https://<device_ id>:<device_port>/admin/exec/show%20version

ZHIZED, ROLE T, ASA LTEFRITHEE L TWAMNE I N &R+ 5 Z & N T&, HTTPS
P —N—=NASADIELWHR— FTCEHELTWANE I DN ET 2w /T2 TEET,

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*
SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*
TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:~*

BUE—ra—F 9 GIASENFEAUTREHY FEA)

ZOxE T =L, BESHIFEHEORITANN RO A ThH L0, 77947 "REhER
b ol LTHRbARWI L Z2ERLET, L, iEHEORERZRMERNIERK TH 5 ATHE
HERH Y FT, £o. BOBELENEOL AT, SEEAKIFOT /S A 2 ORZI D & - T
T2 EDFRTH L RN H D 97,

=T — 2%, FEHED notBefore ® BB EENT-ITNH Y £9°,

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid
notBefore=0Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=0Oct 21 19:43:15 2016 GMT

ZOxZT—=nb, GEAENNOENI R D02 TE £,
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EE

FEFAE D notBefore @ HAHIMBED B TH D ME N H Y F9°, notBefore D A% LW F WA
fHZ U CEEAEAZBRITCE ST, ZORMBILX. 7747 MERIIRITT AL A0
THRZINE LS BZE SN T ARWEEICHLRBAET A AREERH Y 7,

)2 —2ra—F 10 GEAZOEMHARNMINTLEY)

O, HBEENEHEOD R E B 1OOHIRENMIN TS Z L EERLET, =
F—\Z1%. FFFHE® notBefore ® AN EENT-/T0H Y £,

error 10 at 0 depth lookup:certificate has expired
ZOFMHIRIE, FEAEOAICE ENTVET,
1&1&

REFAEN AR Y IZHIREIN O A, ME—DEBE TR, BIOEREZRGT 5 Z & TF, iEE
DOHZHIRIFERED B TH D DIZ, openssl NHIRGINTH 5 & EiET2541L, a2 Ba—
DA ERGETF =y 7 LTSN, 728 20E, GEBEN 2020 HFI2HIRGINIC/R D K 9
WCRESNTWAHDIZ, 2 Ea—FDOHMN 2021 FFIZR> TWDHEE, £Oar Ba—X
FREAEZ IR E L THRWET,

A —ra—F 21 (RYDIAEEZRIIETESEEA)

ZOZT—F, GEAETF VIR D L L. TS AL o TR S NLIZREEEE
HTEDZ EZopenssl PEFECERWNWZ L ZRLTCWET, 22T, LidOBOFEAET = —
VEPFART, GEHET =D ED X I ITHERET HADONE R TAHAEL X 9,

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAjgSMAOGCSgGSIb3DOEBCWUAMEIXCZAJBgNVBAYTALIVT
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DOEBBQUAME4xCZzAJBgNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez4iyz0H7V84dJzjA1BOoa+Y 7/mHyhD8S

FEAET = — 2 Lid, =Nl L o TR EINDFEAED Y XA N TT, ZDU X ML, ¥—
N—BHIKDOFFAENSIEE Y . ZOYV— "—OIFEAEL RO BN OFEHETHE O i
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. BFERNC LY B O PREEHEN G ENET, FREAFIIE, €A (s ThHRED
17) L D¥TE (i THRED1T) DY X PPRENTHET,

H20x, FEABICL > TR S22 T 47 4 T, 2T, AanaEncky., %
B Lo CUTEERAEORIT T o T o omLa b EFENnE T,

FAITHEIL, GEAEERBIT LT 47 4T, ZHUdid, M7 s — Vv REEENTEY .,
Ao imEs b EENn £,

Y= =L, BTSRRI L » THEBSIT SNISGERE 2R > T 56, iEHEF = —
VNMDOFEAEEZ GO DLLEN DY EE A, ROL D72 1 SDOFEHENFRSNET,

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/0O=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of baseb4...
tzw9TylimhJpZcldgihFVTgFM7 rMU2VHUlpJgA59gdba0/BE

Z OREBEEIRLT D & openssl IE, *.example.com @ ExampleCo FIEFIEE2Y, openssl O FH A
IABMEFHA ST IAHAET DR CTE DGR OIEHFIC L > TIELS BA SN TWDL Z & &
FELET, ZOMAEDKIZ, openssl 1L, T /31 AZIEF IZHRE L £7,

L, ZEAEDY—N—Z1F, BHEHTE 5 CAICL > TH#EEL SN ERH Y 1
oo ROVIZ, BHOFID XS, H—S—DOFEHEIL 1 DL EOFRFEAEIC L > TEA S
NTHY ., f ALOPHEEEAER, FETE5 CAICLs TEA SN EAFELRHET,
OpenSSL (%, 77 4/ FTliE, T HOHH CA ZFHET, FHEH TE 5 CA TRDLLERR
AEAET = — U B RE SN TV AGEICOAR, TROERFETE 77,

HRIFERERIC X - TEA ST EEZ RO — =0, FHEHTX 5 CAIZHOM T o T
NRTOFEE (TRXTOFMGENEZET) 2R 2 ENEFICERTT, Z0F=—r
RN S 72 WA openssl NEDHINIRO X H 72t DIz 9,

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate
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subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987TF64AESF603AAF8E65999BD21B06B116FE9968FB7C62EFT7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

ZOHAIE, == 1 ODFEHEEOARERMEL L TH Y, Rt NFEHENEE SN
Jb— FERFER T 7 < FRRFERIIC Lo TEA SN TWVWDH Z 2R LTWVET, ZOHNI
W, FERGE T — bR ENTWVET,

3

ZOREIE, TS ALK o TR ESNZAEAZEOREDRME > TWA DI AELET, =
OMEABEIELTCDO £-13F 0D 71 75 ANRTF AL R CRBIHERETEXA5 L5155
Me—DFEE, ELWIEHEF = —0 2T XA R Za—RKLT, L TWE7 T4 T M
SEARIHEF - — U RIERT A & T,

F CA%Z FT A RKRA 2 MZEDDITIE, ROWTIUD (CSR A ASA THEREINZNE D
MIELT) OV 7 RBICEFH I TW D FIEITHE - TL &,

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15

FLOGERAZEARE S hFELE

HOBLGEAELFFOT NS ZAET v 77 L—RKLT, Ty 77 L— Rt A%ICH LWGE
ENAER SN2 5E. CDO X, [#& (Configuration) | A7 — & A% L O [#5ki

(Connectivity) DM G DAT—F XL LT, T LWIEHEN K S4vE L7z (New Certificate
Detected) | A v EB—TEHART DGENHY T, ZDOT A X% CDO M HEHEY DRI,
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CORMEAFETHR L THRIETALERH D £, EHENRRBEN T, T3 ZAOREN
EFIZIRo2b, ZOTF A, ABEHTEET,

\}

GE)  BEOBEHEIERT ANA ZAZFRFFICCDO ~DF N A ZA—fEFHET 5 . CDOIZT A A ED
FUWEEEA2 BEIICHERR L TP AN, 06 & OF#RE 2 T LET,

B LWEEFEZ iR 21203, ROFIEZER L £,

FIE

ATYT1 TS~ g =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LT,

RTVT2 [THARZTHIY v 7 LET,

ATV T3 WEIRT A REATDET 57 v LET,

ATV TG T4 NEEFEHALT, $AT = AETIIREAT —Z AN H LWVIEAE SRS E L
7= (New Certificate Detected) | THDHT /NA Ax KRR L, MERT NA AZRINL 9,

ATYTS [TV a0 0T, FEFAEOHR (Review Certificate) ] %2 Y v 27 LE7, CDO Tii,
RO DIZiEHEL XV om—RNL, FILWIEHELZITAND ZENTEET,

RAT9T6 [7T/31 AR (Device Sync) 17 4 > RV T [KGR (Accept) 1 &7 U > 7T 5H0, [T/34 A
~DOFHE (Reconnecting to Device) |V 4 > RUT[FfT| 27 Vv 7 LET,

CDO &, T/ Az LWHCEBAGEHE L AEMICRPI L E4, RElEnT o 2%k
AT DL, [TAA ALY —ER]_N—=VE2FEHTEHTLLERDHLIGERH Y £,

dAoR—T429T5—D ST a—F
FA ADMAKE T T — . S E S E AR CRAET S TR B Y £
KON R FIT X £,

FIE

ATYT1 [A RV R=V T[T, R EZT %7V w7 LET,

AT T2 BWURTARARIALTOET 27 v L, TT7—DRAELTWET A ZAEZERLET, 5
Al Lok, Alllce T —ofHRFRINET, SHICHREINTWLINERT 7 v a v
EEITLET,
£7701%

ATY T3 CDOMNBLTNA AL L AX L AZRHIBRL, T /35 A0 A5 2 HiRITLE9,
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B o Conflict Detected) | 27— 4 2 DARR

[B5 &4 (Conflict Detected) ] X T+—4& X MDARR

CDO 2T D E, TFATT AL AT LICHAMREEAMEE BN TE ET, BiaWHm
H (137 =) BT/ >TWT, CDO ZfEAETITT S ADOREIZEFERZMZ B
7256, T3 ADOFREAT — X A [BEAMHE (Conflict Detected) | £ FRINE T,

Bt (Conflict Detected) | A7 — X A &M 5121%, IROFIEIZHENE T,

FIE

ATY TN FEF =2 g =T, [T AL P —E R (Devices & Services) | %7 U v 7 LET,

RTYT2 [THRAR] ZT% 27V 7 LT, TA AERDTET,

ATV T3 WURT NARZATDETHT Y v 7 LET,

ATV T8 BEERELTODT AL AL, HRIOFEM AL T [5G O (Review Conflict) |
27V v LET,

ATY TS5 [T AD[RM (Device Sync) ] _X—C, BFHFRRIN TV DIHESREZMHAL T, 25D
EZ R L E T,

=AY,

o [RPBICTRIENT=T 31 A% E (Last Known Device Configuration) | &9 T~ Dft
W2 UE, CDO ICRAFEN TN D T /3 ARETT,

o [F1 2T (FoundonDevice) | &9 T ~ULDAFWNTZ SR 01T, ASA O EFTHERL
WARFE SN TWARIETT,
ATYT6 MOWTNMNEEIRL T, BB ek L £,

« [T ADAET %7K (Accept Device changes) | : #%7E & . CDO ([ZERIFE SN TV DR
HOETNT A ADFATHK T EEHEEINET,

GE) CDOWEa~r K Iy A X —TxA ALSTD Ciscol0S T /34 A~DEH
DEZ VR — L TWRND, iR 2T 2B2D Cisco [0S 7 /34 A DM
—OFPKIT [V E =2 —72 L THEF (Accept Without Review) ] T,

o [TA ADOEELEER (Reject Device Changes) | : 7 /34 ATRFE STV DR E S CDO
WRIFESNTVWDOIRETEEX LET,

(B HEREITEKR ST RN TORELE(T, BEn VIS ET,

IREIHA] RT—32 ADMER

ROFINEEHER LT, REM) OREAT —F ADT A A& R LET,
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ATy
ATvT2

ATvT3
ATy T4
ATy TH

Secure XD FS TN a—TF 4 Y .

FIE

FEs =g N—T, [T, ALV —E R (Devices & Services) %27 Vv 27 LET,

[T /34 A (Devices) 1# 7 %27 Vv 7 LTTNA ZA&ERDTF L0, [T 7 L—1 (Templates) ]
27570V LTCETNATNA A RO ET,

WERT NN, AAALT DX T2 ) w7 LET,
RIFH & ME SNTZT A AZRIRLE T,
Fo [(RFEIH (Notsynced) ] /3% /LT, IROWTNNERINL £,

[ E=2—LTHERM.. (Preview and Deploy..) | : X EDEH % CDO 72 HT /A AT v
VaT AT ST o AR E TR TOT A ADRETRO T L v a— L@,
FEo T L —EICEEOEREZ R L ET,

s [EHEOMFHE (Discard Changes) |: XEDE L Z CDONHT /A A2 T v 2 Lz i
Y&y, 7213 CDO THM LI=REDEE 2 [TICE Y] B, DA 7 a i, CDO
ICRFSNTVOIREEZ, 7/ ZARFESN TV L FTPORE T LEES LET,

Secure XD STV a—F 425

SecureX EFHAGHOHETCDO ZFEHAL LY LT5 L, =7 —XBERF RSN, BERN
ALY THHE573H Y F9, SecureX Ul [IZFRR 415 REIZ DWW T, SecureX D~ ==
TNEZRTHILENDH Y £7, FEMIZ OV TIE, SecureX @ Support &M L T 7230,

CDO N ® SecureX U R HEEE. F 72l SecureX ViR ~DF7F v v T 7 EY 7 2 IZBT 5
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