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« ESXi 5.1 /A 78— A
¢ CentOST 7 AN ANV —F 4 T VAT A,
» SDC % 1 D721F 7> VMWare ESXi R A b D AT AEf,
» VMware ESXi /8 A MMZiE 2 DD vCPU BMETT,
» VMware ESXi /R A MZIZ2GB L ED A E VU BMLFETT,
s VMware ESXi Tlid, 7R ETVa =2 7 O@ERUIIS U T, I v EZR— 57
WIZ 64 GB DT 4 A7 KEDBMETT,

e Docker IP |Z. SDC D IP #HiFHE L UVF SA ZAD P L 1R BV TRy MIH B MLE
NH Y EJ,
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ATy 1
ATvT2

ATvT3

ATy T4

CDO O VM « * — % & L 1= Secure Device Connector O & .

e A VA M= NEBGT DA, ROBHREIEL ET,
* SDC IZFEMFT28BIIP 7 R LA,
o f VA M= NT BB AR T D root T—H—& cdo Z—HP—D/IAT— K,
ML CHEHT 2 DNS = "—D 1P 7 KL A,
*SDC 7 RLVABFET DRy hT—I DS —F U =AIP 7 FL A,
« XA LY —/N—DFQDN ¥£721Z 1P 7 FL %,

s SDCAB~ T U iE, X2 U T 4 Xy T ETEHNCA VA M= NTBELITHEESINTE
D, ZTNEITHIZE. R—F80 DT U hNT U REFRSMLENHD F9,

SDC Z1Ef4 % CDO 7F v hMzu /4 LET,

CDO A ==2—0b[Y—ILEH—E X (Tools & Services) 1> [EFa7a+%5 4 (Secure Connectors) ]
WCBEN L £,

[F—E X (Services) | X—V D [EF 2T 2x7 % (Secure Connectors) | % 7T, HFWI'TARZ %
7V w7 L. [Secure Device Connector] % i L £ 7,

FE 1 T[SDCVMA A—Y DX 7 va— K (Download the SDC VM image) | %7 U v 27 LET, 75 &
WMDETHERISIET,

r -

Deploy an On-Premises Secure Device Connector p ¢

Step 1
Download the SDC VM Imagedand follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for ‘CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

Lz

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjalU9pSINVekkxTmlJcBluljViQBk2SWLwWFZDS JkuZX1Kc2FXNXJaV1
JVW1lc1aGJulnpJanBiWFN3aWRtVn1Jam9pTUNJICB1UTjFZbkSqY21 sd2RHDHZ1bk 1 pT2xzaVNWUKVM
YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZEXDSnBMB1pT21KcGRHUW1MOBpGYKhWemRHVN1TV1FpT21JeE1pd21jSEpwY1dGel
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaU8k2V31KMGNuVnpk(Q812zSWSKbF 1XUN1MO8
k1T1RSbUBySTRNQzFpWW1NNUXUUTNPRGNEWN1 Zek 1DMN1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNtbDBa
UBpkTENKcFpDSTZ JamN3T 1dRMVpHSXpMVFpoTmpZdESEVTBZUZABTIRCbUXXUXhNelJr TURZeESGWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1 '
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j

dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN

BKcHM5a24 tNGBwZWtxcB1BTXoSUVZBMXZ1S] ZWNmSNdBgyV3J1cDRZMTY 1MC1yeDBpblhWNFd2QSIK

QBRPXBRPTUFJT)81d3d3LmR1ZmVuc2\vemNoZXNBcmF 8b31uY29t1gpDRES FVEVOQUSUPS.jaXhjby
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. CDO @ VM A #* — % {# [ L = Secure Device Connector 0 &R

ATy TH

ATvT6

ATy 71
ATvT8
ATvT9
ATv 710
ATFvITN

ATvT12
ATv 713

ATy 714

ATv 715

ATv 716

ATy I

ATv 718
ATv7T19

ATy T2
ATvT2A
ATv T2

Zip 77 ANMETRXRTOT7 7 A NVEMHLET, Zhbid, KOXI7bDTT,
* CDO-SDC-VM-ddd50fa.ovf
« CDO-SDC-VM-ddd50fa.mf
+ CDO-SDC-VM-ddd50fa-disk1.vmdk

vSphere Web 7 74 7 > b &AM LT, BEHF L LT VMware F——lca 74 LET,
GE) ESXiWeb 7 747 & MIEH LN TIZE 0,

7u 7 MIHE-> T, OVF 727 L— k5 Secure Device Connector AR~ 3 > 2 BB L £ 97,
Ty N7y TIRET LI, SDC VM D& A ANLET,
FLWSDCVM O = Y — V&R & £,

a—HF—Zcdo TrRIZA LV LET, T 74/ FD/SAT— KX adml23 T,

7u 7 N T, sudo sdc-onboard setup & ASTLET,

[cdo@localhost ~]$ sudo sdc-onboard setup

INAT—= RO a7 MIRERENTZH, admi23 EATILET,

T MIES T, root =W —DFH LWWSIAT — RE/EKL L ET, root 2 —H—D/RAT— K& A
HLET,

a7 MIES T, cdo L —HF—DHF LWWSAT — REER L E T, cdo2—H—D/ AU — K& AT)
LET,

[#Hi 3 HCDO K A A &R L T 72 &0 (Please choose the CDO domain you connect to) ] &5 7'
V7 MIRFEIRE NI B, Cisco Defense Orchestrator @ K A A AR AE AT LET,

T T IRFERENTZS, SDCVM DRD KA A E#RE A LET,
a) IP 7 KL A/CIDR

by F—bhv=A

¢) DNS H—r3—

d) NTP ¥ — S—F 7213 FQDN

e) Docker 7'V » ¥

F721%. Docker 7'V v U S 72 WA E Enter ¥ — & L E T,

[ZAHDOFEIFIELWTT 2?2 (1ZW W z)  (Are these values correct? (y/n)) ] &5 7' o7 hRFKR
SN, TV EZAS LT MY ZERLET,

ATNEZEE L ET,

[ 9 <SDCERELETN? TV /D)
T IMBRINTES, ) EASILET,

VM 22V — b HEIIZ e 77 7 F LET,
SDC ~? SSH ##fi & ER L E3, cdo & LTr 7 AL, NAU—REZANLET,
7’17 F T, sudo sdc-onboard bootstrap & AJILET,

(Would you like to setup the SDC now? (y/n)] &5 7'e

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&

ATvT23
ATvT24

ATv T2

ATv T 26

B 5O VM £ T® Secure Device Connector ) & .

[sudo] NAT— DA ZRDENTZDH, AT v 7 14 TER LTz edo /SA T — R& ASJ L E T,

[CDODEF 2T ax g ZX—=IUNH 7 — AT w77 —2%2at’— LT E S (Please copy the
bootstrap data form the Secure Connector Page of CDO) ] &9 7' 7 MIRFRR SN2 B, IROFNAIZHE

WET,
1. CDOCmrZ A LET,
2. [T77 = (Actions) 131 T, [A> 7L I AD Secure Device Connector D ER (Deploy an
On-Premises Secure Device Connector) 1 %72 U v 27 LE7,
3. HXATHRIRYIADAT v T2 T[T—h AN T TF—F%Eat™—]%27 Vv 7L, SSHY 1
N4 VR D D S
Deploy an On-Premises Secure Device Connector X
Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPX1RPSABVOPSJleUpoYkdjaU9pSINVekkxTmlJcBluUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcBluTjFZbk5qY21sd2RHbHZibk1pT2xzaVNWUKVMH
VUpoYzJVaUxDSm91Vap5YVdRdE1pNHdJaXdpYm1kbWR5SmRMQBox Yz JWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kell1XMXNJaXdpY285c1pYTWIPbHNpVWSSTV.IW
OUJSRTFKVG1KZExDSnBjM81pT21KcGRHUWIMQBpgYkhWemRHVN1TV1FpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y0dVal9pSjiFjM1Z5SW13aWMzQkpaQoak2SWto
RVR5SXNJbUYxZEdodmNthDBhY1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJulkpaQek2SW
prMUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpqTXdMV1poWW10bFptRXpPRAUWWM1JcB1tTnNhV1Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUBk2V31KMGNuYnpkQB1zSWSKbF1XUW1MQ®
k1T1RSbUBVSTRNOZFoWW1NNUxUUTNPRGNOWW1Zek 1DMW1ZVBpaWldaaE16aGhOR1 1o TENKM2NtbDBa
QARPXBRPTUFJTj01d3d3LmR1ZmVuc2VvemNoZ XNBemFBb3 TuY29t IgpDREIFVEVOQUSUPS jaXNby
1hbWFsbG1lvIgpDRESfQkIPVFNUUKFQX1VSTDB1aHRBCHMELy93d3cuZGVmZNSzZWIyY2h1lc3RyYXRY
ci5jb26vc2RjL2Jvb3RzdHJIheCO9jaXNjby1hbWFsbGlvL2Npec2NvLWFtYWxsaW8tUBRDIgo=

%] Copy bootstrap data

[ZNHOFREEZFEFHLETN? (X x) (Do you want to update these setting? (y/n)) ] £V 9H 7'm
VT IMERINTL, M BEATILET,

[Secure Device Connector] ~<— 2R YD £3°, HLWSDC DAT—X AN [T 7T 47 (Active) JIZEH
SINDHET, MHEZEHLET,

BEEER
« Secure Device Connector D 7 7 )L3 = — k

s TNA AL SDC DERHIUIET A N T I N a—T 4 T

HB5 @ VM L T Secure Device Connector ) &

TNAZAD T A ANEBAEMLEH L TCDO %27 /A AZHEft T D86, CDO &7 /31 A D
BT H7DIZ, v b7 —7IZ Secure Device Connector (SDC) # 4% 7> m— KL TE
BT 22 EBRRANT T 7T 4 ATY, BE., ZNHOT A RAIIFEER—2THY, T
Uy Z IPT RUAZRZRVD, SMBA v Z — T = A A2 — b &R > TOET,

WIS X2 VT 477747 A (ASA) . FDMIZ X 548 7 /31 A Firepower Management

Cisco Defense Orchestrator D E A& .
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. B 5 ® VM L T® Secure Device Connector O &Rl

Center (FMC) . SecureFirewall Cloud Native 7 /31 A LT XT, T3 2D ua 7 A AR EH
ALTCDO ICF v R—FTEx £,

SDC L, BHXMRT NA A TIEITTHMLERDDa~vy Ne | FHEIGT A ATEET D0
ERbDH A= ONWT, CDO Z-EMHRLET, SDCIE, CDOIZfboTZDa~vy N
FITL., BEHHRT A AR5 TCDO WA vE—VZEE L, BHART A ZANHD
&% CDO I L £,

1 ©>?D SDC WEILTEX DTN AL, FNHDT /A ANTEEESN T DHHERE & Mk
T7ANDYA XL > TR 9, 270, BEEEOBZE LT, 120 SDC TH 500
BOTFNRA ZEYR—FTELIEEABEELTWET, FEMICHOWTIE, B—D CDO 77~
CHEE D SDC Z AT 25 (26 2—) 2B LT EEV,

ZOFRIETHEH, MEOFEE~ A A—VEFHALTRY NU—712SDC A A h—/LT
HIEICOWTHBALET,

\)

GE)  SDCHA VA RN—NT 57D IND, KbEECEETE 251X, CDO ® SDCOVA
AA=THFATLB—RLTA VA=A TBHZLETT, FIEIZONTIE, CDODVMA A—
% f#F LU7= Secure Device Connector DJERH (9 _X—) ZZMEL T 72XV,

JR 8 BRI

«CDO 1L, WERFEAETF = v 7 2MEL L, SDC &A1 ¥ —F v OO Web/=2 7 >
vr7uax EYAR— ML TWERA,

¢ SDCITIZ TCP R— kK 443 TOA  H—F >y NADSEERRT U NI KT 72 ANRME
<9,

e Xy NT—=T DA RTANZHONWTIE,  EELRGET /34 A~ O Cisco Defense Orchestrator
DRt ] 2R L T TEE,

evCenter Web 7 74 7 2 FFET-IZrESXiWeb 7 A4 7 bafEH L TA VA =L ENT=
VMware ESXi 8 & K,

)

GE)  vSphere 7 A2 hy T IFAT v b EMA LA A F—LE Y
R—=HFLTWEHA,

« ESXi 5.1 /A 73— A
+CentOS7 7 AN AL —F 4 T VAT A,
« SDC DB &S VM D2 AT LB
« VMware ESXi 78 A MMZIE 2 ©2? CPU BSLE T,

e VMware ESXi 8 2 MZIZ 2 GB DL LD A E Y BNUKETT,
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* VMware ESXi Tix, 7rbEVa =07 0RFUIJSE T, i~ 2R — 572
WIZ64GB DT 4 AV RENVLETT, Zit, LEITSLTT 4 A7 @Ik ZILET
XAHLHIT, R—F 4 aryTHBARY 2 — 2% (LVM) Z2HHLTWAZ & 524
EL7ZETT,

cVMDCPU EAFYZEH LIS, VMDOERE AN, [BEF 2T 21274 (Secure
Connectors) | X—UIZSDC A 777 47 JRETHDLZ ENREINTND Z & ZHER
]\/i—é—o

¢« TOFIEAXFETT A —V —iT. Linnx REOHEEIZBELATEY ., viE 27 /LT 4
ZEMEHLTC7 7 A NVEREL TWDMLERHD £77,

e F LI ADSDC % CentOS IR~ NZA VA M —AT 5581, YumEx =V T 4
Ny FEHEMNCA VA=V T DL E2BEIOLET, YumDOEH 2 BGFT 572D DK
IS LT, A= R 443 72T TRA—F 80 THLT U MY U K7 77 A% < LEHR
HLHENHY £, o, FHEAT Y 22—/ F 572D yum-cron £ 721 crontab 7%
ETHMENDYET, EXa VT EHTFT—L 8L T, YumOEFHEZEGT 5720
X2V T 4R =2 BHTLNERHL00E ) a2 LET,

)

GE)  MROHBEINZ : FENO a2~ Rk, a8 —LTEHRY 4 > RO T 20 Tidia< AT
HEICLTLEEY, —EHDa<r NZEENS Ay =) X, Ay b7 FR—=X |
DT AT ImFvia] ELTHEHASINDEENDD, a2~ RRRMTLIREE 2D F
T

AFvF1 SDCZERkT 5 CDOTF v hcuZFr LET,

ATv T2 CDO A==2—0b[Y—ILEHY—EX (Tools & Services) 1>[Fa17a+%4 4 (Secure Connectors) ]
WZBEN L £,

ATvF3  [P—ERZ (Services) | X—TD[kF =T 237 H (Secure Connectors) | ¥ 7 T, HW\WT T ARK %
27U w7 L. [Secure Device Connector] % Z4R L £,

ATYvT4 U4 RUDFH2OT— AT v I T —F 2 AERICAE—LET,

RATw 5 D7 EHIRORAM & T ¢ A7 KA SDC IZEIV 4 THNTWD CentOS 7 RS V& A VA h—
NMLET,

* 8 GB ® RAM

c10GB OF 4 A J AR—

ATYvT6 AUAR—L7H, SDCOIPT RLA, ¥ 7%y h~RA7 | F— DA DEERE, Xy hT—7
DERFREEZATVET,

ATYT1T DNS (FAAf U F—LHP— =) ZHELET,

ATYF8 NTP (v hU—27 AL T bhajl) h—N"—%ZFELET,

ATw7F9  SDC D CLI EffiHIZRLYVELY TX 25 X512, CentOS |2 SSH h—/"—% A4 A h—L LET,
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. B 5 ® VM L T® Secure Device Connector O &Rl

ATv 710

ATy TN

ATv 712

ATy 713

ATy 714

ATvT15

ATv 716

ATy I

ATy 718

Yum DA FELT L, open-vm-tools, nettools, & OFbind-utils /X 7 —Y % A VA b=V LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI Xy 75—V % A > A h—/L L E£7, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.htmlZ 2 L T 7230,

GEx) —-user 77 ZIHERA LAV TL 70,

Docker CE /X 75— % A A h—/)L LE£79, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ceZ Z M L T 7231,

(GE) TUARY MU R LIzA A b—v] HiEzafERLET,

Docker —E A Z&BAA L, EEIRFIZBRGETE D L 21T LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

fedo| & Tsde] D2 oD —F—FERK LE T, cdox—H—F, HWHEHAEAY EITTAH7-0Dlca s (v
T 52— —TF (DFEVroot 2 —WV—ZERMHTILEIHY FHA) , sdcx—P—L, SDCdocker
arv T FEETT LY —TT,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

cdo 2—HP—D AT — REHELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo t—H%—% [wheel] Z/L— 12BN, FEHE (sudo) MERZFIS L ET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker " A h—L&Nb &, 2a—HF =T L —72MERE SN E T, CentOS/Docker D/ X— 5 TG
C T, [ldocker] F7zi% ldockerroot] &FHIFVET, /fete/group 7 7 A /LT ED T —THERL S L7z
EREALIZD, sde 2—P—&Z D7/ NL—TITBMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 7 7 A L HMFEIE L2 WIGEIEIERC L, I TONEEZ AT LET, FRLZ6,
docker 7 —E > Z HELEI L £,
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ATy 719

ATy T2
ATvT2N

ATy T2

ATvT23

ATvT24

ATv T2

B 5O VM £ T® Secure Device Connector ) & .

G¥) lgroup) F—IC AT LT N—T50, BIOFIEAD fetc/group 7 7 A )V THRAOTF T2 7 N—7
EELTWDZ MR LTIIEIN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BIfE vSphere = > Y — /bty a VEBHLTWDEAIEL, SSHIZEIW #x T, [ledo) =—H¥—Tr o
A LET, A LD, Tsde) 22— =8IV EZET, SAT—FROANEZRDLNTZH,
ledo) —H—D 2T —RKE2AHLET,

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

7 4 L2 NV % lusr/locallcdo (25 L £ 9,

bootstrapdata & WIF LT 7 A L EIER L, [4 7 L 2 AD Secure Device Connector D JEERH  (Deploy
an On-Premises Secure Device Connector) |V 4 ¥ — KOFNR2 D7 — A N T v T T —F% ZDOT7 74
VIZRED T £, [R1E (Save) 1227 Vw7 LCT7 7 A NVERGFELET, [vi] £7213 [nano] #FEH L
T7 7 A NVEERTE ET,

f_ FA b 7 7705:\“_‘& [¥ base64 T a— | éﬂfb\i?‘*@’t\ @‘%"ﬂﬁ LT extractedbootstrapdata
EWVWH T AMIET AR—MLET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]1$

catI~v L REFET L TEBIL LETF— 22K R LET, a7 FBLOEELLETF—ZIZXDO LS 1T
Y FET,

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

UFTDa~vy REFTLT, B UL — AN v T =2 O—HaRELHIZ= 7 AR — ML E
K

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]1$

CDOMBT— A NT IR NLEFA T a—RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO TOKEN" "$CDO BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 -—-:=—:—— ——:——:—-— ——:——:—— 10654
[sdc@sdc-vm ~]1$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

SDC tarball % JEBd L . bootstrap.sh 774’/1/%%?? LTSDC /Xy Fr—T% A R ]“*‘/I/L/i—a—o

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC
<snipped - extracted files>
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. Terraform % & FH L 1= vSphere ~ () Secure Device Connector 0 Efi

[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98£f17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790275458: Pulling
from

ciscodefenseorchestrator/sdc prod

08d48e6flcff: Pull complete

ebbdl10b629b1l: Pull complete

dl14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc

5L, CDOTSDCY (T T7 47 EFERENDITTTT,

RDERY
o [FARAZABIOY—ERADOA U AR— K] IZBEIL T, CDO TEMTHT A A& F
A—FLET,

Terraform % {5 L 7= vSphere ~ @ Secure Device Connector 0 & fH

1R BRI

ZOFNETIX. vSphere I CDO SDC Terraform & ¥ = — /L% CDO Terraform 7 11 /34 Z— L
HE b THEMH LT, vSphere |Z SDC Z BB T 5 HIEIZOWTCFELS @A LET, 20X R
FEZ FATT DR, ROFHERMEEZHER L TSV,

e vSphere 7 — X & ¥ —/N— 3 > T LURERNLETT

c WaEFEITT DMHEREFFOT — LB X —DFHET IV MHBRETT,
« VM DAERK
o 7 VE DR
AT Y TAT T Y DIERK

AT UITGAT TN AADT 7 ANDT v T a—K

» Terraform @ ZN7%

ATv 71 CDO TAPI DAD 22— —%Z/EK L, APl h—727 & abt—L %3, APl DLD 22— —DIER A
WTIE, TAPIOHZD 22—V —%A1EKT 5] 2B L T 7ZEW,
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ATy T2

ATvT3

ATv74

Terraform % {§ f L = vSphere ~ @ Secure Device Connector O & .

[CDO Terraform Provider] DFNEIZHE - T, Terraform Y 7R b U T CDO Terraform 7' 1 /3o X —Z Rk L
\i ﬁqo

1 -

terraform ({
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"

provider "cdo" {
base url = “<the CDO URL you use to access CDO>"
api_ token = “<the API Token generated in step 1>”

}

CDO Terraform 7' 1 /3 A 2 —Z ] L T cdo_sdc U ¥V —A&ZAERLT 5728 D Terraform = — FZ& 7t L £
T, FERNZ 2V TIE, cdo-sdc U Y — A D Terraform L' A b U S L TL 72XV,

1 -

Resource “cdo_sdc my-sdc” {
name = “my-sdc-in-vsphere”
}
ZDOYI—AD bootstrap data BEMEIZIZ, CDO T—h AT T T—H DN AT S, IROAT v 7T
cdo_sdc Terraform &3 = —/U|ZHRft S E T,

72N

cdo_sdc Terraform <& ¥ = —/LZf fl L T, vSphere C SDC % 1Ei% 3 5 72 D Terraform = — K % Ftik L %
T

&1

data "cdo tenant" "current" {}

module "vsphere-cdo-sdc" {

source = "CiscoDevNet/cdo-sdc/vsphere"

version = "1.0.0"

vsphere username = "<replace-with-username-with-admin-privileges>"

vsphere password = "<super-secure-password>"

vsphere server = "<replace-with-address-of-vsphere-server>"

datacenter = "<replace-with-datacenter-name>"

resource pool = "<replace-with-resource-pool-name>"

cdo_tenant name = data.cdo_tenant.current.human readable name

datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"

network = "<replace-with-name-of-network-to-deploy-vm-in>"

host = "<replace-with-esxi-host-address>"

allow unverified ssl = <boolean; set to true if your vsphere server does not have a valid SSL
certificate>

ip_address = "<sdc-vm-ip-address; must be in the subnet of the assigned network for the
vM>"

gateway = "<replace-with-network-gateway-address>"

cdo_user password = "<replace-with-password-for-cdo-user-in-sdc-vm>"

root user password = "<replace-with-password-for-root-user-in-sdc-vm>"

cdo_bootstrap data = cdo_sdc.sdc-in-vsphere.bootstrap data

}
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. Terraform £ 1 —JL % {5 A L 7= AWS VPC £ T Secure Device Connector O E

TR SN2 VMIATIE 2 AD 2 —H— (root Z—HF—L cdo LWV ) 2—HW—) BHY, VMOIP T FL AT
ﬁ%éﬁizgﬁﬁ SNTWHZ & W—/E‘%z LTL7ZaY Y. cdo bootstrap data E‘I‘ii:ﬁi\ cdo_sdc Uy J—= @VEE‘ZH%E
WZAERL EHUT bootstrap data JBHEDENEE SIVET,

ATV 705 Jér%’ &io) ) v terraform plan & terraform apply %‘:’ﬁ'ﬁﬁzj L T Terraform %E%‘I’E%JZU\J@)EH Ljﬁ’&o
SERRBNZ OV TIE, CiscoDevNet @ [CDO Automation Repository] Z &ML TL 72 &0,

SDC AV R—FT 4 V TIREEOEETHLGEIE. VE— Y — /L& LT vSphere
VM IZHE L, CDO 2—H#—¢ L Tr A LT, kOavwy REETLET,

sudo su
/opt/cdo/configure.sh startup

\}

((¥£)  CDO Terraform & = —/L%, Apache2.0 74 B ADFTA—T LU V=AY T hy=T &L
TAENTWET, ¥AR— FARERSAIE, GitHub TREZ G TE £,

TerraformE® < 21— /)L Z{E A L /=AWSVPC _E T?) SecureDevice Connector
D)

IR HEIIZ
AWS VPC |Z SDC % BT 2 RZ, IROBHRFMFEZHER L T I,

+CDO i3, BERFEAET = v 7 20ELE L, SDC LA ¥ —X vy hORD Web/2 2T
VZaxUHEE Y R— L TWERTA, Tax P —_"—E2EH L TWAEAIE, Secure
Device Connector (SDC) & CDO DEIDO T 7 4 v 7 OBEZHNZLFET,

WU Ry NI = T 7R AR B0, [EHXRT N4 A~ Cisco Defense
Orchestrator D#%fe| 2SR L T 7E S0,

cAWS T b, D7 b 1 DOV T Ry b &EEFD AWS VPC, 1 L Y AWS Route53
THRANEINDEY = BMLETT,

cCDO 77— AT 7T —%, AWSVPCID, BLOZEDH 7%y FIDBFELICHDH

LEMERLET,
eSDC #RBITEHTFTAR—F TRy MINATF— T = A B ISNTWAZ L 2
BLET,

c 77 AT U — )VEBHITP A v F—T oA ANFEITENTWAR—FT, 774 T 74—
JLD3E NAT 7 — 7 = A \CHe SU7- BlasticIP ~D 5 7 v 7 ZElE £9,

AT w71 Terraform 7 7 A /VICIRD 23— RITEBMLET, ZEOANTFIHTALLTLLEE N,
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Secure Device Connector D IP 7 KL XD EE .

module "example-sdc" {
source = "git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

"example-env-ci"
"example-instance-name"
"r5a.xlarge"
"<replace-with-cdo-bootstrap-data>"
<replace-with-vpc-id>
<replace-with-private-subnet-id>

env
instance_name
instance_size
cdo_bootstrap data
vpc_id

subnet id

}
ANEFEFTHDO Y 2 MZDOWTIL,  [Secure Device Connector Terraform module] ZZMR L T 72 &0,

AT w T2 Terraform =2 — FOH 1 & LT instance id RERLET,

output "example sdc_instance_ id" {
value = module. example-sdc.instance_ id

}

instance id ZfHH LT SDC A A ¥ ATt L. AWS Systems Manager Session Manager (SSM) % fif
MUTRI TN a—=T 4 7 %47 ZERTEET, MATRERIEIDOY X MZOWTIE,  TSecure
Device Connector Terraform module] @ [Outputs] ZZH L T 720,

RDERY

SDC D~ T 7Ny a—T 47 Tlik, AWSSSM ZfEH LT SDC A & A ¥ o RZHEfe T 2 s
ERHY ET, A AZ U A~OEITIEDOFHEMIZ OV TIL,  [AWS Systems Manager Session
Manager] ZZM L T 723V, SSHZMH L TSDC AV AX U AT D720 DAR— b
. BFXF 2V 7 0 LOBEBIZEVARINARNZ LICEELTLIEIN,

\)

() CDO Terraform & = —/Li%, Apache2.0 74 B ADFTA—T LU V=AY T hy=T &L
TARESNTWET, R — FBREREEIE, GitHub TRIEZ#RE TE £,

Secure Device Connector DIP 7 FLADZLE

1R BRI
TDHRAT HFITTHITE, BHETHLIVLERHY £97,

« SDC |21, TCP AR— b 443 £72137 /34 A FAICRELIZAR—FTOA X —F v b
NDSERIRT U MR U RT IR APKETT,

\)

GE) SDCOIPT KL AZEHL L%, T34 A% CDOWHEL LV R—FT 4 v 7T 204EIHV F
A,
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Cisco Defense Orchestrator M E A& |
. Secure Device Connector D IP 7 KL ADZERE

ZATYv7T1  SDC ~® SSH B 5 1EfS 50, e~y roaryy—Lz@fx, CDO=2—HF— L TursAfLE

j—o
ATV 702 IP7 KLA %%Eﬁ‘éﬁﬁﬂ: SDCVM@Z“‘Y NI —0 A HF—T=A 2%%‘%?&%2@%?5&:61 ifconfig
av s REMHEHLET,

[cdo@localhost ~]$ ifconfig

ATY 73 A BE =T 2 A ADIPT RLAZZEHE T AH|IZIX, sudo sdc-onboard setup AV FEASLET,
[cdo@localhost ~]$ sudo sdc-onboard setup
RATvT4 Tu T IRERINEL, SAUV—REATLET,
[sudo] password for cdo:
RAT9 T8 root /NAT—RE CDO/RAV—KREVEy hF570r7 M Cna ANLET,
Would you like to reset the root and cdo passwords? (y/n):
ATYvT6 Xy NIT—VEBRETHZODOTa T R Ty EATILET,
Would you like to re-configure the network? (y/n):
ATV FT SDCIZHID Y THHLWIPT RLrd, Far7 hRFRE s SDCVM O R A A A5HE A
JILET,
a) [P Address
by F'—bhU=A
¢) DNS ¥—s3—
d) NTP #—/3—% 721X FQDN

F721E. NTP — 3—F 721X FQDN 23 S e W4 1%, Enter ¥ —%H# L 97,
e) Docker 7' U v

F721%. Docker 7'V v VN S L7 WA E Enter ¥ — & L E T,

AT T8 [ENRELWZ LEZRDLZ a7 IRERENTEZL, y T M ZHERLET,

Are these values correct? (y/n):

GE) ZoDavwry RO, HWIP T KL A~D SSH #EGEN RO LT, v 2 AJTT DRI IE
LWZ EERERLTLLEEN,

ATFYvT9  SDCIZEVMTHEHLWIP T RL A& L CSSHEEAER L, 2714 LET,
ATV TN BRAT—HADT A a~vry RERITLT, SDCOBH L T\Wb 2 L amRcEEd,

[cdo@localhost ~]$ sudo sdc-onboard status
TRTOTF = v 7 PFEAT[OK] ERRINTWDLIMERDH D 77,
GE) VMO =Y =L TIOFREZFTLTWDHE, HENELWI LT L &, HiiAT —

HADT A NPBEEPICFITIN, AT —FARERINET,
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Secure Device Connector O &Il B& .

ATvTN CDO2—W—A L F—T A A%N L TSDCOERHEHERTHZ L TEET, TNEITHITIE, CDO
TV —varEE, [Y—ILEY—ERX (Tools & Services) 1>[EF17a+%9 % (Secure
Connectors) [_X—JIZBEIL £,

ATYT1R2 N—=VE—FEEHL, IPT RLRAEZEF L/ckF a7 axs X ERIRLET,
ATv 13 [#IE (Actions) ]3A > C, [/»— FE— hDER (Request heartbeat) ] %7 V v 7 LE7,

N—FE—FDPEBICEREIN-L VI A v —URFREN, [RED/N— FE— | (LastHeartbeat) ]
(CBAED BAT L AR F RSN DT TT,

EE {To72 1P 7 FLADEHE, GMT O/FR| 3 RELIFEIZ D2 SDC O [FE#ll (Details) ]34 12
KBS RET,

VM (Z SDC ZJBBA¥ 5 HiEIZ >\ Tk, THHE D VM T Secure Device Connector D R (13 ~<—
V) 1 BBRLTIES,

Secure Device Connector D HI[&
A

D%

& ZOFINEIZX Y. Secure Device Connector (SDC) MHIRENFT, ZOEXTICEEEE
ho ZOFIEEIToIZM51E. HTLWSDC 24 VA M=V LTT A A HERHTHET, £
D SDCITHRE SN TND T NAA AL FEHTERL RV ¥, T A2 H{EHT 212,
BRI T NA AT L ICERE v 7 A VEREBANTLOMLERSLGERH Y £,

7F 2 brb SDC ZHIBRT 5121%, ROFIEZFITL X,

iy

ATy 71 HIERT 5 SDC IZH:
j—o

o« —EDFTRA 2 ZRD SDC IZBENT 5, SDC B 5eRIZT 0 BEL £9, MOV TIE. kD b
Vw7 ESBLTLLEEN,

* Firepower DR 7 A EHROTH (25 ~2—)

il

=

SNTVDLT AL AT _XCHIRLET, ZOEMEIE, RO2HOOFETETTEE

s HIBRT 2 SDC IZHfR SN TWVWD TN TDOT /A A% CDO O HIBRL £7°,

1. SDC T SND TR TDOT /A REREET AL, [6— SDC #fEH L7= CDO ([Z#ki 4 53
TOTFNRAAERBDT 28R LT TIZEN,

2. [4 MU (Inventory) ] ~~—I T, #hl L7z N TOT /A ZZBINL £,

3. [T/% AT 27 a (Device Actions) 17 4 > R C[HIF (Remove) |27 U 27 L, [OK] &
7V w7 LTHEEZME L ET,
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B 5% s0ch 50 s0c~m AsA DEH

ATY T2 CDO A=a—5[Y—ILEHYH—E X (Tools & Services) ]>[tF 73R4I 42 (Secure Connectors) ]iZ
BEILET,

ATv T3 [h—E A (Services) | X—YD[EF =T 27 # (Secure Connectors) | ¥ 7 MBI SN-IRFET, FHW
TTARE %Y w7 L, [Secure Device Connector] Z &l L £9°,

ATy T4 [BEF=2T7 ax7 % (Secure Connectors) | 7 —7 /LT, HIFRd 5 SDC #FIR L £4, TN T, T34 A%
ITERIZZ2 > TWAHIELTTT,

AT9 TS [77 2y (Actions) ]34 > C, [HIFR (Remove) |7 A 2@ &7 Vv 7 LET, ROBERFIRIN
£

& <sdc_name> ZHIFEL X5 & LCWET, SDC OHIBRITTICEEEH A, SDC ZHIRT 5 L.
FNRA ARG R—F 4 T FE AV R—FT 4 7T BRI, HLWSDCEER L T4
R—=FT 4 VT TIHVNERHY ET,

T

BIEA VR —T 4V THEB DTN, ANH D720, SDCEHIRT DT, NS0T /S, 2 & FER L
HLWSDC R ELT-BIcu /A U EREFEASTHLERS Y 1,
o DB AEEN D DAL, [Fr L (Cancel) 1227 VU v 7 LT, CDO #AR— MIBHWE
b 7ZEN,

SHATTHITIE. FOTF A MR v 7 Z1T <sde_name> # A/ LT, [OK] &7V v 7 LET,

ATYT6 HATTHHEF, BEX v —VICEEH SN TV D SDCOLARIEHERA A T a7 Ry 7 A AHLET,
ATy FT1 [OK] %227V 7 LT\ SDC DHIBRZfEE L E 7,

& % SDC H 5 5ll D SDC ~ D ASA DFZE)

CDO TlZ., H—® CDO T+ N THE¥® SDC 2T %, WOFIEAMHH L T, EHxts
ASA %, &5 SDC BRI SDC IZBHEI Tx £97,

ATYT1 TS~ a0 R_—T, [T/ AL P —E A (Devices & Services) ] &7 U v 7 LET,

ATY T2 [T34 A (Device) | X7 %27V w7 LThH, [ASA| X7 %27V v LET,

RATv T3 RO SDCIZBENT S 1 DLLED ASA Z &I L £,

ATY T8 [TNA AT 73 (Device Actions) | A > T, [EHIEMOFH (Update Credentials) ] %227 U v 7 L
£

ATY TS [EXa2T T34 ZAax7 # (Secure Device Connector) |ARZ %27 U w7 L, T8 ADOKEIED SDC &
BIRLET,

RAT9T6 CDONTNA R T A T H-DIERATHEREOL—PF—H L AT —REZ AL, [BH (Update) ]
7V w7 LET, EERENTOHRVIRY , FHEOZ—V—4 L R2AT— RiX, ASA DA R — RIZE
HLllcr 74 AFRERUTT, ZNUHLDOEEET A RZRHTL2LEITH Y A,
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Firepower D180 & 1 LiEHR0ES ]

GE) TRTOASA BRI U Z A EREHEH L TWAEE. B8O ASA %, 5% SDC 763D
SDCIZ—¥ETREITX F74, BEDASA DT /A ERN R BIES. % ASA % H 5 SDC >
BRID SDCIZ 15T OBET ML ERZH Y £,

Firepower D#EH O 1 U IFHROEFH

ATvT1
ATvT2
ATvT3
ATvT4

ATy TH

Meraki % > ¥ 2 R — R B HE LW APL F— %247 255 1%, CDO THHir 7 A U 1EHE &
BT Ho0ERDY ET, FTLWOF—ZAERT D5EMIC OV TIX, Meraki APL ¥ — D4k & Hifs
ZZRLTLLEEV, CDO TlE, 731 ZABEROHEHRin 7 A UNEREEHRT 52 L3 TEE
Bl VEIZGTU T, Meraki ¥ v ¥ 2R — RCTAPIF—2 FETHEHF T LT, 1 s A IEH
ZWoH L CIlME Z B9 5 121X, CDOUI TAPI ¥ —4%2FECHEFTILENDH Y £7°,

\)

GE)  CDOMT /A ZADRWNCE LIZHBE. CDO Dk AT — 4% A2 [ERh7pa 74 1E#H (Invalid
Credentials) | FRENDIZ ENHY FT, TOHAEIE, APIF—2MH L X9 & LizwalgElk
B0 ET, BIRL7 MerakiMX O API F—0IELWZ & 2FER L £,

WOFNEZFEH LT, Meraki MX T3 201 7 A NERETH L EI,

FES— g N—T, [T AL P —E R (Devices & Services) %27 U v 27 LET,
[T/ A2 (Device) | #7227 Vw7 LThb, [Merakil ¥ 7% 27 Vw7 LET,
P v 7 A NE A T D Meraki MX 28I L £,

[T /34 AT 7 a3 (Device Actions) | XA T, [BZ A EHROTEH (Update Credentials) | %27 U v
7 LET,

CDO BT NA A A T 57 DIEHT 5 AP F—& AL, [F#H (Update) 1227V v 7 LET,
ZDOAPIF—IT. BEEINTWARWVED . MerakiMX DA > R— RIZHEH LD LRI e 7 A AERTT,
INGOEFEETNA AIEHTILEEIH D THA,

Secure Device Connector D& R L H

ATy T

ATy T2
ATv7T3
ATvT4

CDO A ==2—nb[Y—ILEHY—E X (Tools & Services) ]>[F a7 a+%4 4 (Secure Connectors) JiZ
BEILET,

KA EH 4% SDC 28BN L £ 7,
FEHIAA T, SDC DARTORRICH DMRET A 2> @ 27V v 7 LET,
SDC DA FI#ZEHR L E9,
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. Secure Device Connector O FE %7

ZOFH LWARTE, [ X F U (Inventory) ]XA4 > ® Secure Device Connector 7 /L & 73
£ CDO A ¥ —7 =4 AND SDC AN ERR SN DGR RSNET,

Secure Device Connector ) & &

COFEL, TNV a—T 47— LTHEHALTLEE Y, @, SDC X HEI
WCHEFENDTZD, ZOFIEEFEATLIHEIH Y FHA, 2720, VM OEZRREMNIE L <
720 GA . SDC X AWS ~DOHHt 2 i L THEFTZZE CEEHANR, ZOFIEIZEY, SDC
OEFHBEAMA S, AR OBBEIZ X2 =7 — Bk S E T,

ATw 1 SDCICHAE L ¥ 9, SSH &M L Tk 9 57>, VMwareHHypervisor D 2> Y — /LB o —%2Hif T& £,
ATYvF2 cdoz—H#—LLTSDCIZRI A LET,
ATv 73 SDC 2 —H—ZH W F % T, SDC Docker 2> 7 F & HH LET,

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

ATy T4 SDCY—NFxy NaT v 77 L —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

AT SDC% 7 v 77 L —RFLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]1$

BE—mCDO T+ ~THEH®DSDC ZERT S

T MZBEED SDC Z BT L, XT3 —~  ABETERLZ LML, L0EL DT
NAREBEBHTEET, 1ODSDCHEFHTE LT3 AL, TN DHDT /A R ZHEEX
NTWAHHEREL . MR T7 7 A NVDV A RIZX > TR 97,

TF MIA A =L TE S SDC DEUZHIRIZH Y £H A, %5 SDCIE 12Dy FU—7
B AVNEFHETEET, ZNHDOSDCIE, TNHDOXR Yy NU—27 87 A FADT SA
A% F—DCDO 7 v MR LET, O SDC BeWiGs, Rfshi-xy hUv—72+&
T A NNDT A A%, Biph CDO 75 v F TEHTILENRH Y £,

2% B LIBED SDC % B3 2 FIAIX, &P SDC =R 25 FIE & [F LT3, CDO D VM A
A — % L 7= Secure Device Connector @ EERAA>, H EH D VM | T® Secure Device Connector
DEFZ ENTEET, TF 2 bORYIO SDCIZiX. TF 2 hDOARTEES 1| BHlAAENR
TWET, BINDO SDC 121X, EFICHESH T T b ET,
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Fl— SDC £{EM L 1= CD0 1T 35 ~To7F 11 25282145 |

El— SDC Z{FFA L 7= CDO [Z#EH{T DI _XTHTNA RERDIT5

WDOFENEIZHES T, [F LT SDC #fEH LT CDO IZ## T 52T _XTOTF A A2 LET,

ATY TN FeF—2 g 3—T, [V (Inventory) |27V v 7 LET,

ATY T2 [T314 A (Devices) | X7 %7 Vv 7 LTTNA A ROTET,

ATY T3 W@YRT A AIATDE T2 ) v LET,

ATYTE T4 NG EERTTIHRESN TV DIHEIE, A _XU M) T =7 4D EIZHDH[Z VT (Clear) 1R
&7V v 7 LT, CDO THEHELTNDTRTOTNA ALY —ERERRLET,

RFYTE TANEELL C VI LT, AL Ama—mEELET,

ATYT6 7 4 /LHD [Secure Device Connector] © 7 > a > C, M7 SDC D4RHiZ7 U7 LET, £ K
T—=T I, T4 NFTF =y 7 L7z SDC Zffi ]l LT CDO IZ8ft L TW DT /3 A ZADHMBFRRSE
j_‘o

AT T (F7Var) MBEISSITKVIADICIE, 74NV EZ A= a—TCBIOT7 4 V2 EF 2y LET,
ATYT8 (FFvayv) wTLlLiEb, A NI T—TADEESICHD[Z VT (Clear) |RZ%E 27U w7 L
T, CDO TEHL TWATRTDOTF NS ALY —E2EZFKRLET,

Secure Device Connector F — Y —XAE LUV —KNN\—FT 1S54 €
VAEMHE

*amqplib *
amgqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremobius.net>

This package, ""amgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&
Secure Device Connector F — 7>V —XA B LU —FN—TFT 1S4V REH .

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* |p *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the **Software™), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:
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The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INANACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *
This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the ""Software'), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS 1S AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *
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Copyright JS Foundation and other contributors <https://js.foundation/>
Based on Underscore.js, copyright Jeremy Ashkenas,
DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the"Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CCO0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License"); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS I1S" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.
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* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD L.icense (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.
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* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

""License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

"Licensor' shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

""Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
""control' means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or ""Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source" form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

""Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work'" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

""Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted" means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

"Contributor' shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.
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2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS" BASIS,
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WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

*rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT,NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*uuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *

Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>
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Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the™Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and

associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE
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Webhook URL % £k L, CDO @ [{@AIF%E (Notification Settings) ] X— 3" C% D Webhook %
CDO IZHRET HRE N H Y £,

CDO %, —EZ#A L LT Cisco Webex & Slack %A T 4 72 HR—FLTWET, ZTHh
OV —ERITEHEINDHA vE—VF, FrrveHERy NHIZERICZ +—~ v &
TWET,
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Cisco Defense Orchestrator DA |

. Webex F—LDBEEV T TIvY

\)

GE)  [@ZE%E (Notification Settings) | -X— Y CER L@, AvE—Y 7 77V r—v 3
VNTHRIE S ND A N R TT,

Webex F—LDFEEIZT IV

ATvT1
ATy T2

ATvT3
ATvT4

ATy TH

ATvT6

ATy 17

ATvT8
ATvT9
ATv710

ATy 1
AT 712
ATv713

48 HHEIIZ

CDOEANE, FRESNIEY =7 AR—RZRKREND D, HER Y FELTTIAX—b Ay
T —UICERENE T, Webex Teams 737 = 7 7 v 7 ZQLF$ 5 J7{EOFEMIC OV T,
['Webex for Developers] #ZM L T &0,

WOFNEZHEH LT, Webex Teams DEET =7 7 v 7 &2 LET,

Webex Teams 7 7' U 77— a VA& 7,

V4 RUDETHEICHS [77Y (Apps) 17 A ar% 2V y 27 LET, ZOT7va iy, #2E
77 7P OH LN F 7T Cisco Webex App Hub 230 & £ 97,

REBEN—%H LT, [BE V=777 (Incoming Webhooks) ] Z## L 9,

[#¢ (Connect) | ZiBINLET, ZDOT 7 a2k, OAuth AN L, 77U Fr—a U idH
LWZ TIZFRRIND K D127 9,

[FFA] (Accept) | Z3BIRLE3, F7NHBWCT 7V r—2a VOBEN—JICVEA L7 FERE
7
WaERELET,
[T 7 v 74 (Webhookname) |: ZDT7 7 U r—a Nl loTRELEND A v EB—T 255
THDDOARFIEIRELET,
o [AX—ZDEI (Selectaspace) |: FuR v FHX T A=a—%EH L T[AX—2R (Space) | % i
RUET, AN—Z1E Webex Teams |ZBEIZHFEL TWAMERH Y £3°, AX—ANRFEE LRV

A%, Webex Teams TH LWAR—ZAZERHRTEET, 77V r—va v OREX—VEEHTD
EHLWNWAR—=ANFIREINET,

GEAN (Add) ] 23R L E9, B L7Z Webex 22— 2T, 77U r—3 g UARNBINESRT LV 9 i@k
MEFEINET,

vx77v 7 URLZat—L%E7,

CDO iZu /A LET,

FOF B —3a o3 —=06 [BXFE (Settings) 1>[@%1E%E (Notification Settings) JDIEIZZ U v 7
LET,

[h—E A H#HA (Service Integrations) | £ TAZ v—/L L £,

HODTTARE %7 ) v LET,

LETR AT LET, ZOL4RNT. RESNEZV—EZHE L LTCDOICEREINET, RESNT-H—
ANHRRE S LD A N2 MTIEFR RSN EE A,
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I Cisco Defense Orchestrator ()& A&
Slack A0EEY I 7y

ATFYvT18 Feyv XA Ama—%ERHL, —E XX 14 7L LT Webex ZEIR L E7,
ATy FT15 = 2ZANLAER LT =277 v 7 URL 28k 0 i £,
ATvF16 [OK] %227V v 7 LET,

Slack HDEEV T T 79y

CDO HFIL, HEEINIT ¥ XNMZEKREND D, BEIR Y hE LTTTARX—F A v E—
DICFRREINET, SlackiZ X DFRE Y =7 7 v 7 OB FEOFEHNC OV T, Slack Apps)
EHBL TSN,

WOFIEEZMHA LT, Slack DERE TV =7 7 v 7 i LET,

ATv 1 Slack 7 v M rs A4 LET,

AT T2 EMOSRFLT, —HFETAZo—L LT[7 7V DENM (Add Apps) ] ZEIR L £,

ATv T3 [ElEV=77>7 (Incoming Webhooks) |7 7V r—rar 4L 7 M) ERREL, 77V & /ROl
F9. LEM (Add) ] ZIRL £,

RATYT4  SlackV—27 AX—ZADERFTIERWGE, MROEREIC) 72 A NEREL, TTYRESOT X
7Y MIBMENLDEFHFOVLERH Y £7, [REDY 7= A | (Request Configuration) ] Z 3R L £
T, A arDAvE—VEANL, [VZ/ZAMNOFEEZHRIRLET,

ATYTS U= AR—RATHERBYV =T 7y I T T VRENIIR-T-5, Slack DEEN—VEEH L, Ly =
77 kT — 7 ARX—ATEN (Add New Webhook to Workspace) ] Z34R L 77,

ATYvT6 Foyr7Fyr2A=a—%HERAL T, CDOM@AZFERT 5 Slack F v RV ZBIR L, [KR (Authorize) ]
ZRERRLET, VA MPAEDCARDDEHFES> TOBLRICZ O_N—U 0 bB8) L2 5A1E, Slackicn
TA LT, EEBIZHDLT =7 AX—ZAL %R L ET, Fay AT A=a—nb[U—7 AN—
AD I AL~z A X (Customize Workspace) | ZEIR L, [7 7 VU OFXE (Configure Apps) | Z &R L E 7,
[ (Manage) ]>[H R % L#A (Custom Integrations) JWZBENL £9, [EE V=777 (Incoming
Webhooks) |ZER L TCT SV DT T 4 T XR—=VhE, X705 [RE (Settings) & 3IR L F9°,
ZOTTIVREDIIRS>TND T —I ZAXR=ANOTRTO2—YPF =R —BRRINES, 2—¥F—IF
THY Y NOBREDFRREMEOHTEET, V—I AR—ALL RN THRELZME L., RITHERE

TO
ATvTT  Slack DFRTEX—I N6, TTVDORES—VICVAA LY FEanET, V=77 v 7 URL ZH21FT
b —LF9,

RATFvF8 CDOWCrZ A LET,

AT9FT9  EMlOFer— g o8—nn, [RE (Settings) ]>[EAERE (Notification Settings) JDNEIZZ U v 7
LET,

ATY 0 [P—EZHE (Service Integrations) | £ TAZ m—/L LET,

ATYIN FOQOTITARE %7V v LET,

ATV 12 LRiEADLET, ZO4FNE, RESNEY—EAFHEAL LTCDOICERINET, HE SN —
ERIZERE S ND A XV MR RS NETA,

ATV T3 RFuy7ForA=a—%ERL, h—E2%A 7L LT[Slack] ZBR L E7,

ATV T4 F—EANLAERLEY =77 v 7 URL #0015 £9,
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https://api.slack.com/tutorials/slack-apps-hello-world

Cisco Defense Orchestrator DA |

B r=xsrsemoriEyzIovs

ATvT15

[OK] %27 Vv 7 LET,

NRELHERDBEEITT IV

ATy I
ATy T2
ATFvT3

ATvT4
ATvT5
ATvT6

ATy 717

ATvT8
ATvT9

AxXy

1R BHHEIIZ

CDO %, WAX LHERAIA v E—V 27—~y FLERA, DAX LY —ERAFEET
TV r—a v OREERIRLIZEE. CDOIZISON A vt —U %k ELET,

BRI 772/ LY =77 v 7 URL ZAKT D HEICHONTE, P—EAD~
—a2 TNV EBRLTLEEY, V27 7y 7 URLZEELES, LTOFEAFHLTCY =
77T EHMMILET,

BIRLIZHAF DY —ERAERZT SV r—varnby=7 7y 7 URL 24K L Cab—LET,
CDOzm /A4 v LET,

FEMOFEr— g =06, [BRFE (Settings) 1>[EENE&%E (Notification Settings) JDIEIZZ U » 7 L
£7

[tF—EZ#H (Service Integrations) ] £ TAZ m—/L LET,

HODTTARE 7 ) v LET,

AR ASILET, ZOLAFNL, RESNTZI—EAHEEE LTCDO LR RINET, REINict—
ERZHRE SN D A X2 MEE RSN TR A,

Fay 77X Ama—wREL, [—EAX A7 (Service Type) ] & LT [H AF L (Custom) | % i8R
LET,

P—b2MnGER LY =77 v 7 URL ZHE0 fHiF£9,
[OK] %27 U w7 LET,

T DEETE
BHOA ST hEFL SOBIRE  BERYEy FSRDETORY HEEERLET.

SNTmu X 7L, CiscoCloud N5 f5 LIt EMi S izA Xy b —F 2R TZ LIciEELTL
7ZEW,

[ HERE DR (View Historical Usage) %27 UV » 27 LT, @£ 12 AT 7> N T%F
Ehid_RTonX 72K R LET,

BIMOA ML=V 72X T BEDIEATER) 7850 £9,
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I Cisco Defense Orchestrator ()& A&
SAML < > 5 JLH A > 7 > & Cisco Defense Orchestrator D& .

SAML < >4 JLY A A > & Cisco Defense Orchestrator DS

Cisco Defense Orchestrator (CDO) %, Cisco Secure Sign-On % SAML > 7 )V %A A2 T A
TUT AT 4 TangF— (IdP) & LTHEHL, £EFEFGE (MFA) |2 Duo Security %
L7, T, CDO THERE S HFREHIE T,

7277 L. BARPIE O SAML > > Z v A v F v 1dP VY =2 —3 3 & CDO 4 Lz
A, IdP A SAML 20 B L ONID 7 XA X —NBhT A5V~ 7 —%H R —F L TWBIR
D, ZNHAHETT,

MEODSAML Y U 22— 3 % CDO AT HITiE, YR — MIEkE L Tr— A2 EkT %
VENRHY 7, FIEIZSWTIEL, [Cisco Security Cloud Sign On Identity Provider Integration
Guide] ZZM L T XV,

)

EB r—RERLGEIE. [T7 / n Y —%F#) TEI (Manually Select A Technology) ] 48R L,
Jy s/ xRk 75)1@’@]&7‘* WZEIET 5 X 912 [SecureX - A A LEHL (SecureX - Sign-on
and Administration) ] Z@IR L TWAHZ L 2R L TS EIV,

SSO FERAE D E#

HE, ID 7 a3 A % — (1dP) 1 SecureXSSO & #tH SALTUVWET, CiscoTAC 7 — A& B &
metadata.xml 7 7 A L AFEHE L E 3, FEMIIZ OV TIX,  [Cisco SecureX Sign-On Third-Party
Identity Provider Integration Guidel] & L T 72 &\,

)

EB T —REBLGEIE. [T7 /v Y —2FH) TEI (Manually Select A Technology) ] 48R L,
U7 A PR 7eF— AZEET S L 9 I [SecureX - A A L EEL (SecureX - Sign-on
and Administration) ] Z3&R L TWD Z L AR L TS0,

(VH—DI) TATT 4T 4 T X — (IdP) /3 CDO L HEHEHAINTWEHEGEE
IX. CDOTAC TYAR— FF 47 v F&BIE ., metadataxml 7 7 A /L EFAL L F 9,

)

CE)  IdP # CDO & EH#EHEET S5O TIiE2 <, SecureXSSO L MATHZ L am BEIOLET,

APl k—0 ¥

B 1X. HDRMTMH@UML%ﬁﬁk%’UMAHF JUEFERLET, RO L
R ZEDHITIE, API h—72 > % REST API #%GE~ > ¥ —IZH AT HHLE R H Y £9, API
N—2 %, BHBIRO R TEWIRZR) 778 A =2 TR, BHLEY, RO L
D CTEET,
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https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-third-party-idp/sso-idp-welcome.html
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-third-party-idp/sso-idp-welcome.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-third-party-idp/sso-idp-welcome.html
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-third-party-idp/sso-idp-welcome.html
managing-meraki-with-cisco-defense-orchestrator_chapter8.pdf#nameddest=unique_81

Cisco Defense Orchestrator DA |
B wr—somztes—on

CDO N5 AP h—7 v &R ca 9, s b—2 id, ARERI, [iRE

(General Settings) | ~X— VMW TV A OAFREIET, CDO “CE'J@“\*—“/%E‘%D‘T#
O [—MEXE (General Settings) | X—IZED &, F—7 UBREITSINZZ LiZbrD 3
B, b= VIR RINL BV ET,

il % Dax—F—iF, FEOTF > ML THMAD h—7 v E2ERTEET, HDH2—H—N
MO2—F =2 T h—2 v ZARMRTHZ LT TEERA, b= 3T vETF
VERORTIZEABTHY, o— =TI NOMAEDLEIZIIMERATE T A,

APl F—0 K&V L—LA

APl b —2 X JSON Web F—72 > (JWT) T9, JWT h—727 VIEROFEMIC OV TIL,
Mntroduction to JSON Web Tokens] ZZM L T 72 &0y,

CDO APl h—7 &, IRO—H D7 L— L& i LET,
eid : = —H—/7 /A Z uid
e parentld : 77> b uid
ever : AF—DO =T g v (W N— 3 2030, # : cdo_jwt_sig_pub_key.0)
« subscriptions : Security Services Exchange 7 227 U 7' 3 v ((BE)
s client_id : [api-client]

ejti: h—2rid

=0 UDEE
APl b —% S DERL

ATy EOF e =2 g 3=015 [RE (Settings) 1> [—#%E&E (General Settings) [DIAEIZZ Y v 7 LE
D

ATY T2 [vA b—2 > (My Tokens) ] T, [API h—72 > DL (Generate API Token) %27V v 7 LE7,
ARTY T3 WET— XTI 210D REORANT T 7T 4 A>T, b= U BLEERGITIRF L £,

APl k—7 U DHERE

APL b —7 VIZEFHIRIZH D FHAN, 2—F—F, b—2 Bk LEEE. BEIh
WA, SR ¥EDeXa VT A R4 VICHEILS G 5855, API h— 7 O FEFT 23R
TXFET,

ATy T EAOFESF =2 a0 3—T, [RE (Settings) 1> [£#RE%E (General Settings) 1 %27 VU v 7 LE7,

AT T2 [vA b—2 > (MyTokens) ] C. [H# (Renew) %7 U 27 LEJ, CDOIFH LW b—27 v &AKL F
D
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https://jwt.io/introduction/

I Cisco Defense Orchestrator ()& A&
arl t—2vomyEL |

ATV T3 WETFT— 22T A0 DREDRRA N T I T 4 A>T, Bl h—7 2L FTIRFEL
\iﬁqo

API F—2 VDERYEL

AT T EMOF s = a0 3—T, [RE (Settings) 1> [£&%E (General Settings) |27 U 27 LEd,

ATwF2 [¥v4 h—2> (MyTokens) | C, [HRVHL (Revoke) 1227 Vw27 LEd, CDOIZh—2 U EHVIEL
‘ij‘o

TATUT4T470/N4F—TFHh o> k &CiscoDefenseOrchestrator
A—H—La—FEDEE

Cisco Defense Orchestrator (CDO) (27 7' A 9 51Z1%, SAML 2.0 #EHLD ID 712N A X —
(IdP) . ZEFHET v A X —, BLOCDODZ—H —L a— REFOT U v MRLE
TI, WP 7 AUy MlFa—V—ou /A ERPEENTEY | WP 1T 0w 7 A 1E#H
SN T2 —H— %mwftbiﬁ‘ ELE S TN EN 7’4’7/74 T4 X2 VT 4 ORI
7‘; VARt E T, CDO 2 —H—L a— FiZid, FliZa—¥—%, = —F =
FTHD CDO 7T F b, :L—ﬁf—(])u»—/wbﬁé‘iniﬁ“o a—HF—Nu s A F5L, CDO
[T 1dP D=2 —H#—1ID % CDO 7 F > FOfFfa—¥—La— vy 7 LET, CDO
M—ETHLa—RREROFEHAI, &4 T 52—V —IZZ2DTF v h~Dr 7 A &7
SET,
BEKOBEIMBDOY T NY A U F L ID T a"f =R 0 RY | ID 7 a1 X —
Cisco Security Cloud Sign On "C9~, Cisco Security Cloud Sign On |%, %% FFRFEIC Duo Z 1 L

F9, BRIT. LEZS U TSAML o> Z /LA A2 & Cisco Defense Orchestrator D& T
xFET,

R4 >NT7—49 70—

ZZTEH. AP T AU R, CDO 2 —W—lcn /A T 5Dl CDO 22— — L a— ¢
EOLHITRLDED T2 OWTHHEIZHA L £,

ATy Tl 2—HF—F, FBIAED 7= 8I|Z Cisco Security Cloud Sign On  (https:/sign-on.security.cisco.com) 7% £ SAML 2.0
WEPOT AT T AT 4 7 rANA H— (IdP) IZr /A LT, CDO~DT 7t AZFRLET,

ATY T2 1P, 2=V =BEYTHD LI SAML 7H—a U ERITL, R—FiE, 2—HF—n37 7 & X
T&E 577U —3 a3 (https://defenseorchestrator.com <> https://defenseorchestrator.eu,
https://www.apj.cdo.cisco.com/ Z KT X A V72 &) DERRINET,

ATy T3 CDOESAMLY #—v a U AREEL, 2—HF =&l LT, 20— =TS 27 5> Fodin
ba—H#—La—RFzR20 L& LET,
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Cisco Defense Orchestrator DA |
B cor—=57r7vons

e 2 —H =N CDO LD 1 25DTF v Mia—HF—La— R2EEsTWVWAE4A. CDO IZFD2—% —|
FFLRADT I ABHFA L, 2—F—a— Nk TETTEXBT 7 arNIRED 9,

o« 2—YW—RNEHDOTF v M= —L a— FEFoTWAHEE, CDOIFRIFE N2 —V—I, &
RTELT T FDY R MR LET, 2—F—RNTFF U F2RIRTLHE, TF U h~DT 7R
NHEAENET, TOREDT T FTOa—YF—a—LlhkoT, FEITTEET 7 arBNikEy
i‘é—o

eI AN — LTS fPD—F—La— ROy LI CDO IZRWES. CDO IET v
T AT R—=TERRLT, =P —IZCDODFEMAEMR L2y, RN E Y 72X L7200 T
DS EIRAL L £,

CDO CTa—H—1L a— R&E{ERLTH AP ICT H vy MIfER ST, IdP TT AV FEERLTH
CDO IZa—HW—L a— NIfER SN EH A,

R, IdP OT A RZHIBRL TS, CDO 22 b x—HW—La— REHIFR LI L3 84, 2
72U, IdP 7 H Ty Rd/punnd, CDO X L Ca—HW—%238GE7T 5 Hiklddb v ¥ A, CDO =—H—1
3—F®W%iI@Tﬁﬁy%%M%Lt_k%f%¢é%®fi%0iﬁhottu(DOi~%—
La— RRRTUE, BBFEESNZ2—F =2 CDO T MIT 7B A+ 5 HEIEH Y £H8 A,

SOT7—FTIOTFYOEE

Cisco Security Cloud Sign On Z{ERJ %2 B+

BERED CDO ® Cisco Security Cloud Sign OnID 7' 2 3A X —%H L TV 56, A—/3—
EHAILCDO Ca—F—La— F&fElT&, 2—F—XCDOICACREZ TE £, 250D
=PI N—F L, 2= —NELLFEINTWEEA, 2—PF—[LCDOIZu s A T
xET,

A—F=NCDO 2T 7 EATERVWE D ICTDUEND D HEIT, A—/—FHH) CDO
a—P—pa—HF—La— REHIRT 572 TEAE T, Cisco Security Cloud Sign On 7 # ¥
v MIBIEREAFEL, A=/ EFHEEN -V —2E 50 LI-WIA T, Cisco Security Cloud
SignOn CHEH L TCWeb DL L2 —H =4 THLWCDO 2 —H—L a— FE{ERT 25 2 &
MTEET,

BEMENCDODREIZEE L, 7 =N TIVRAZ L AL X — (TAC) ZIEOHTSLEEAR
HEULTEBEE, BEENTAC V=T Oa—Y—La— R&El+22¢ T, TACZ V=
TINTF U R EPEL, BEHRICER BB EZRETZDHIIICTRDET,

WEOTAT A4 T4 TANAE—%3LDEE

SAML > > 7)Y A 4 & Cisco Defense Orchestrator D&%, 7 AT T 47 4 T34
=T hEeCDOTFY hOWHFEHIFEILET, ZDOLXHBEMEIE CDOTT AT v
TAT A TR E—DT I hea—F—La— REElRB L OVEBTX £7,

2—HF—=NCDOIZT 7 EATERVWE T DRLER S LGEIE. BRRIZIAP T AT v b,
CDO 2 —H¥—La— K, FHIIFOmMSEHIBRTE £,
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I Cisco Defense Orchestrator ()& A&
vz zx—vry—ez Fniqa— |

Cisco TAC 7> 6 D ZIRMDNME IR AL, BEKRITHARY EHe — LV E2ROT AT T 4T+
TN, X =T H L FECDO—HF —La— RDW %, TACT V=7 HIT/ERTX F
T, TACTZ V=T, BEHEDOCDO T MIT7 7B AL THA L., HMEREELBEE
WCHET L ENTEET,
DARAXXR—T RY—ER FONA 55—
YAawHx—Y RYP—E X Fr g Z— (MSP) %, CDO @ Cisco Security Cloud Sign On IdP
ZEA LTV D84, Cisco Security Cloud Sign On (2 H C& % T & 97, MSP OBEHIT CDO
WZENETNO2—F —L a— REEHRTE 5720, MSPIXBEMOT o M EEFH TX E9,
b HAA, BEKIEIMSP O L a— ROHIRZZRICHEICE £ (HIBRZSIRLZHE) .
EPEREYS
o DR IE
* User Management

« Cisco Defense Orchestrator D = —H—1z—/ L

TILFTFU P R—FILDER

CDO ~/VFTFF v b R—=F)V Ea—ZiE, BEOT T NMIELERDLTXTOT S AND
PG SNfRpi&rEnNET, ZOVVFT T2 MR=FUIE, TR ADAT —H A,
FNRAATEITHDY 7 v 72T R_XR—=V g VIR ERFRENET,

)

GE)  <AFTFURR—ZANL, BROV —TaCTFr MEBMLEZY, BILET T b
DEFHET N ALFR L) TEETR, 7T FORERT A AORERTE £
oo

I L& BHIIC

YAFTF Y RR=ZVE TT U FTZOEEBANCR > TODHEBICOAEHTE E
To TFTYRTIANTFT T2 MR—=F N HHS HITIE, Cisco TAC THR— N F7 v b &
P& Ed, YA FF7y PBRRIRESh, R=F AP EREhD &, R=FLTRy kT—5
EBEOn— N RO O—P =R TF P ZBMTELX 51220 7,

BAETDHAMEMEOH DHFED 7 7 U EHOMBEZ RIBET 572012, Web 7 7 UMb F ¥ v
v ol Cookiex 7 VT35 LERBEIOLET,

RILFTF2biR—42IL

YANFTF U IR=Z ML, ROA =2 —RHBEENTHET,

« [T /31 A (Device) ]:

Cisco Defense Orchestrator D E A& .



B <575+ rk—sroeEm

Cisco Defense Orchestrator DA |

e R—=FWTBEBMSNTZT T2 MIFFIET 5T X TOT A, ARKRINET, [7 4
L% (Filter) ] & [#i3 (Search) | 7 4 —/V R&EMEH LT, RRETDEF M 22 KB
TEFET, TXARET VI TBE TNARADAT—HA A R—T 4T F
R, T7AT I NLF—RF, T F—N—F— R, VT NT=2T =Tz 7
ERFRRTEET,

e A UH =T A AL, T—TNWIECERTRT DTN, AT aNRT 4 BBRIRETZ T VT
THRRIEHTE A8y h—= 03H Y 7, [AnyConnect U E— K7~ & A VPN
ERRE MOTRTOT AL AT RT 4 BT 7 40 b TERIRENTWET, 7—7
NENAR<A AT DHE, CDOWRIAIYA A v Lzl &, BIRLIZNAEDLCDO T
R ST ET,

THNA A% Y v T hHE AMICEOFFMAFIRSNET,

c R—ZLDOERIZ, a~KPIVE (CSV) 77 A M7 ZAR—F © T&x x4,
ZOBERIZ, TAARAEDWLIZD, T BAEO RN =Y —IZEE LTV T 50
WCESLBET, T—HET 7 AR— T HZTNT, CDO TIEHT LV csv 7 7 A LA
B & ET, EREND 7 7 A VAT B E LR G ENE T,

« TNA AT D CDO T F > bInbDORT N, ARFHTEET, v LFTF

rAR—% WZiX, CDO 7 F o hR_R—=VIZBEIT 57200 [T /34 ADEEL (Manage
Devices) |V v 7 BB ENTWET, ZOTF U OT AUy beR->TEBY, 7
FU R ER=FANFELY) =T a v HNICHIEE. T RO I RFEREN
9, TFhr MIT 7B AT AR WAL, [T ADE L (Manage Devices) |
Vo7 3FEREINEFA, MEORy NU— 7 EHFICERK L CTHFI2H5 208 T
TET,

() FTALRZEHLCWDET T ERBIOY —2a v NICH D HE
T, FOV—=2a O CDOIZY A AT H720DY 7k
RENET, FOV—YarNDOCDO £/1FFD Y —Y a3 A
DT F 2 MNZT 7B AT HHERDIRNGEIL, T3 AEEHT
TEH A,

«[77F > b (Tenants) ] :

e IR—ZWTEBMENT-TF v b RFRRENET,
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I Cisco Defense Orchestrator ()& A&
TNFFFY rR—s LT+ rEEmT s [

e Ry NT—JERFHEL—F—NR—Z T F v NEBINTEXET,

D EH Vv TBHE, CDOT TV FDAAL U R=UNPNFREINFET,

IINFTFFURR—BIIIZTFFU FEENT S

Super Admin 7 — /L& FfOo2—H —(X, FA—F NI T T hEBNMTEET, oV -V
VNCEEBR S TCT T U R EBNTEET, X, a—m oy RN —VarhbkEY —Va
NCTF U M EBEMLEY ) KEY —YarhbIa—ay N =g VTBILZY) TEE
T

EE T UPMNTAPIOLD2—V—%ERkT 5 L, CDO ~DFFEMAIZ API b—72 V&2 ERRT 5 Z
LEBEIOLET,

\}

GE)  RN—=2NEEOT > b EBNTA2HERIE. &7 T B APL M —7 U EAK L, TF A
c7 7 ANMCREY T ET, Znick D, BEOT v FER—Z VBB TE 7,
=2 U BAERT AT-DICEET T FEEI VB2 AMLEIIH D A,

AT EMOFEF— g 3—=nb [BRE (Settings) 1>[—#&3%E (General Settings) ]>[¥ 4 F—2 > (My
Tokens) 127V v 7 LET,

ATw T2 [API h—7 v &/ (Generate API Token) |27V v 7 LCab—LE7,
AT T3 R=FVZBEL, [T7F > b (Tenants) | ¥ 7% 27 U v LET,

ATv74 Eﬁﬁﬂ@?f‘/ MBIARZ 22 ) v LET,
RT9TE b=r a0 T (RFE (Save) 1227 Y v 7 LET,

TRILFTFHY bR—=F U oDTFH 2 FDOHIEK

ATy Tl R—=2VZBEIL, [7F> b (Tenants) | # 7% 7V 7 LET,
AT T2 FHICERENLGAISETHHRT A a2 270 v 7 LT, LERTF FEHIRLET,
RATv 73 [HIFR (Remove) 127V w7 LET, BEMTONTET AL ALR—ZADLHIBRENET,
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. Manage-Tenant R— % JL DR E

Manage-Tenant /R— % JLD R E

=1 —]

axX ;&

24 vFTFFUb

Cisco Defense Orchestrator (Defense Orchestrator) A/ LT, [BX&E (Settings) ] ~—¥D~/L
FTF U MR=F Nl Da—YF =T BT NOREDEH I AS~ A XATEET, LMl
DOF BT — a3 N —"T[RE (Settings) 127V v 7 LT, REX—VIZTI7EALET,

EHRERTE

Web 3HriZ E 0, X—=Y Dt v MUZES EAORGMEHEHRA 2 alicitsh 7, 1§

Wi, FRLEAA—Y, X=UTEPLLEHW, 77 v¥Fo—T g0 fiER—Vg 0

TNRAADKRA MR EREENET, ZOHRIL. ¥ A A EREOM RIS & — o % s

L, MRz UET20IEHINET, TXTOEMRRIT —Z 13ESA T, #ET — X I3%E

SNFEHFA,

Web T IET 7 40 b TENZ /2> TWET, Web & BN, FERANICENCT 5121,

WROFNEZHENE T,

1. CDO ¥ v al— Kb, EloFesr—ya o 3—0 [RE (Settings) [#27 Vv L
£,

2. [&fi%#%7E (General Settings) 127 U v 27 LE7d,

3. [Webs#T (Web Analytics) | D FIZHBEATA X &7 Y v 7 LET,

[1—Y—&HE (User Management) ]

~NWVFTF L MAR=FZVCEEMITF O TV HA TR TO—F—L a— N, [=—F—FH
(User Management) | CHERCTE ET, =—HF =7 v MIEM, fmEEZITHIRTE
F9, FEMICOWTIX,  [User Management] ZZ ML TL 72 &0,

EHOR—=BFZNLT T bRBHLIEE. CDOMNSLY AT v M, B R—ZLVE1X
T ATV B2 R TEET,

ATV Tl ~VFTF o hAR—=ZNLT, FEMBICERENDT Ty b A=ma—%227Y) v 7 LET,
ATw T2 [AA vFTF 2k (Switchtenant) 1 %227 VU v LET,
ATY T3 BRTLER—ZNVELITT U FEBRLET,

Cisco Success Network

Cisco Success Network (L —V%findD 7 Z 7 K¥—E 2T, Cisco Success Network % H N2
45 L. T/3f AL Cisco Cloud B2 % = 7 285t 0N WESL S v, AR EE 9 B 15 & #
FHEBNA NV =07 &E3nFzT, TVA NI EBA NI =07 FB2LICE-oT, T4 R
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User Management .

INDDXRDT —H BTN L CENEEEEXTY) E— FOFEBAT— a3 VIZEET D A
= REPREENDTD, ROAY v ERFLIET,

« Xy h =7 WO OB A A LSS 572002, FI AR ARl H OREREIC DWW Tl
MLUET,

UEICRIATFTREZR . SBINDT 7 =) iR — ks =R — 1 U F 2OV TERM
L\iﬁ—o

o VA OUFEIHESL B ET,

T NA AL X =2 T R A ML KL OWERF L. Cisco Success Network ([ZB G TE 5 X 9
WIZLET, T30 A&, L 721 T Cisco Success Network DR EEZEE CTx £97,

Y

CE) BB T D ANA T RATEV T 4T TR, TITATT A AR DL, A
X N4 T3 A A D Cisco Success Network i €% EE X LE7,

* CDO % Cisco Success Network ix & &4 HH L EH A, REDEEH L T L A NV FROFEEE
I%. Firewall Device Manager = —H%—A ¥ —7 = f AP{TINET,

Cisco Success Network D H%h1b £ - I E%hiE

VAT DO ERFZ, Cisco Smart Software Manager (27 /3 A &% &kT 5 L HITkd b
9, BERETIC 90 B OFHE 7 A & AT 556, RHMIIEOK TRICT A 2%
BET 20ERHY FT, 73 A2HETHITUE,. (A~v— b7 A2 A (SmartLicensing) ]
~—T) Cisco Smart Software Manager (27 /NA A ZX kT D0, I8 EEF—%2 AL T
CDO 128 LE T,

TNA REREKT DL, N—=F XV T AT DL TNA AT A B ARED B THILE
T TAARERET DL, AL TNDTRTOF T v ar T8 AL ERINET,

Z ORI Cisco Success Network Z 2452 L TCWOTHENCTEXETN, o047
3 = 1% Firewall Device Manager ULl 75 D AMENZ TEX E7, WhicT o5&, TXA AR T
U R brEnE T, I L THEHIOZERLA~Y— h T4 & AR OBRIEIC I EE

TOEFICEMEEZ MG L £ 9, MOV TIX,  [Firepower Device Manager = & 7 o ¥ = L —
var AR, RN=Ta 640 L] O T 2T HNEH OFEO [Cisco Success Network ~
DR B7 a2 TLIEEN,

User Management

CDO Ta—H— L a— REERELIIRET DRI, [TAT T 4T 4 Tasf X—T9
7 > k& Cisco Defense Orchestrator =—— 1L 2— K L DOBAfR] 5 A T, ID 7031 X —
(IdP) 7 A hea—HF—La—RRREDOXIITHAERT 20 %2%E LT 7EE, CDO
a—H—F, FFEENTCDO T MITZ7EATESHLHIT, CDO La— KExtnd 2
IdP 7 H v FISLEE T,
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Cisco Defense Orchestrator DA |

B 7 rcmEdrshcusi—F—La—koxR

I E O 1dP 2372 R Y | Cisco Secure Sign-On [ 9_XT?HD CDO 7+ FDID 7’1 /34 X —
L ET, ZORFOEY OFEIIE, ID 7 r3A X — L LT Cisco Secure Sign-On Zffi f L
TS Z E&xfifgs LTWET,

TFr MZBEEMN T N TS TN TOa—Y— L a— | i A—H—EBEE CHERTEE
Fo VR—FF Ty MERRT DD RIS T AT & MCEEMT b A3 R — b
TUVETHRBERY ET,

T2 MIEEMfITFONTWWAAI——La—FDRT

ERMOFEer—rary e RUT, [RE (Settings) ]>[1—H—EE (User Management) 1727 U v 7

LET,

GE)

VAADYR— IR T I MIT 7 BATERNEDIZT HITIE, [XEXE (General Settings) |

BIRERE (44 X—2) RXR=UTT WU MREZHEELET,

21—+ —EIE0) Active Directory & )L— 7

SO —F—BEBEIIANED LT bOBE, Hx Da—W—% CDO IZEMT 5
D12, CDO % Active Directory (AD) Z/L—7IZ~vvy 7 LT, 2—H#—J R fEa—H—
=2 LD BRICERTEET, L= —0BEIRREAFDL—F—DHlfRE Vo7t
2— W=D T T, Active Directory TEITTE D L D272V, CDO THEITT D MEN

<7 ET

[—H—%&PE (UserManagement) |-<— 75 AD 7 /V—7 %8BI, fwtE. E2ITHIRT 51
I%. SuperAdmin = —H—nm —/LRME T, FHEAMIZ OV TIL,  [Cisco Defense Orchestrator ™
a—HF—m—b] ZZRLTITEEN,

[Active Directory 4/ JL— 7 (Active Directory Groups) 1% 7

[X7E (Settings) | X—T @ [2—H —4& B (User Management) | &7 ¥ 3 > \Zix, HE CDO
mvyHyﬁémfwéAmwmmmwﬁw—f®&7ﬁ%DiﬁoW%E%ﬁﬁkbf\:
DR—=VIZIE, AD v 2=V x THV B THNZ AD =T Du— A RERSNET,

AD 7 NV—TIZEENTWD :L—‘b" . [Active Directory 77 /L —=" (Active Directory Groups) |
27 E 0T [:L_ﬁ‘ (Users) ]# f@%'ﬂii%ﬂ?éhiﬂ‘/vo

[Audit Logs] % 7

[BX7E (Settings) | X—T @ [2—H —4F B (User Management) | &7 3 >z BT o 7o

&7#%Di#o_®ﬁbwﬂﬁ/a/am CDO7T F v b 77?XLK¢AT@3~ﬁ~
a7 A4 VAL Bk A VIRICRFEL TV e —F—ou — A RERRINE T,

:num\%%%EJ—E—D74V&AD7w~fm74y@ﬁﬁﬁ§iﬂiﬁo
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Feo sz

RILFE—LIA—Y—

CDO @ IAM BERENMIEIE &L, 22—V = — L 2RO ENRTE L L2122 L
7=,

Z—H—T AD DEED 7 NV—FIB L TV DIEANRH Y, TNHDE T V—T1%, CDO I
BWTHERHCDOR— /L TERTEET, 2—VF—2No 7o VRFICHIEGT 2 REr 72 MERR I,
ZDa—P—=NELTW\5DH, CDO TEHEINTWNDLTRTD AD ZV—7Du— )LOMAE
LETT, FxiE, 22—V —RN22O0AD VA —TIZBLTEY, MFOTAL—TR20O0
Wipnuo—L (REFEHET 7oA HHLE) TCDOIZEMENTWDIEA, = —F —Idfm
LHEHET 7oA HEHOWMGOHREZFLET, Ziud, EEOHED 7 V—7 L v —/ i
ShET,

AD ' NV—T D~ v ¥ 7% CDO TERTHIVENHLIOIX 1 HETTHY, 2—HF—D7
A LMEROEHIL., FD%, BApATN—TRTa—F—%8, 4k, 38845
ZELIZE o T AD THEIC AT TE 9,

N\

GE) =a2—V—n, FE——THH, MOEILTFT > FOAD Z N —TFIZHE L TV BHAIL,
fER] 2= =D~ — LN AD /N —T Da—F—n— L L) bEEIhE T,

Z C& BRI

AD /N —T <o B a—P—EMHER L LT CDOIZEBNMT AR, AD % SecureX & #
ETHLENHY ET, ADDID 7/ of X— (IdP) BEZHEAEINTWARWEEIL, kO
BEZ BT TAMEND Y £7°,

1. CiscoTAC CTHHR— Fr—AZME, WOEREFEHALTH AL LA ADIPHAEZ TR L E
7,

« CDO D7 F v~ & Hiik,
e AR DN —T 4 T HEFET D KAAL L (Bl : @cisco.com, @myenterprise.com) .
« XMLEROFEAEL 72T L—va v A4 T—4,

2. ADIZWRDOH AH A SAML EREZEBMLET, ZNODHETIEIRLT E/NCFRKFI S
F9,

» SamIADUserGrouplds : Z D@L, =—¥—» AD _ETROT X TH I L—TF DR
AT EFR LET, & 2E ROAZ Y —rvay MIRTEIIZ, Azure T [+
TN—TFROIBM (+ Add groups claim) ] Z 3R L £3,
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B ewzm:

1: Active Directory TEZESNT=H R Z LER

= Microsoft Azure £ Search resources, services,

Home * Cisco-COO0-Dey * Enterprise applications > securex-okta-ci > SAML-based Sign-on >

Attributes & Claims

=+ Add new claim  —+ Add a group cdaim =2 Columns 57 Got feedback?

Raquired claim
Claim name Valua

Unigue User Identifier {Mame 10 user.userprincipalname [mameid-for.. ***

Additional claims

Clairm name Value

hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/emailaddress user.mail

hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname user.givennams

hittp/fschemas xmiscapuongfws/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocapuong s/ 200505 identity/claims/surname USELSUMamea T
[ SamlaDUserGrouplds | USELQraups 2t
| samiscurceidpissuer | “https:/ysts windows.net/1e491488-.. ***

« SamliSourceldplssuer : ZDJEMEIX, ADA V AX A% —EIZ#HBILET, 72L& 2L,
WDOAZ V—2rvay MIRT LT, Azure T[+7 /—7EROBENM (+ Addagroup
claim) ] Z@IR L., A2 1—/,L LT Azure AD itkBll+% RoF £,
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21— — &I Active Directory &' )L— T D& .

2: Azure Active Directory DRI FE R D115

= Microsoft fourne £ Zagerh rescurces, sendces, and docs (G+/

Home * Crco-CDO-Deyw * Enterprise apalications * secured-siags

securex-stage | SAML-based Sign-on

Enterprise Application

T Uplosd metadata file ) Chesge single sign-on mode 55 Test this spsiication B Gl Fumclnack?

B Cherview ECTIIRTIRTERS (eI
Feeley Sime iy
m Deployment Flan Lagaout Ld s
Manage
1] Properies g Aiributes & Claims
& Jemen givanname UBEr GivEnnaTmE
4. Roles and administrabors [Freviea] Surnima bt bl ]
amaladdnzss T mal
S2 Ukars and grangs Fang LT SR i N
Z T SamiGourceldplsnsar Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300
2 Single sgn-on TaacThR”
b Peovisioning SamiADLerGeouplis AT RO
Linigue Lisar Ddanti R Rl e T ER
! spplication prosy
S Sall-sersice g
SAML Signing Certdficate
Statuz At
Thum jng ATECETR AT I3RS N6EER TR TAFTOGDIEET 16R0
Security Expiratian 11/9/2024, B:1151 PM
% Conditional Acoess Nmn'r:r.n-rfamal
App Federation Metadata U | e ol necrosetaninacamy 1e42 1468866254, . ﬁl
o Permissicng Cerlificate (asnfd) Deramilcat
B Tokon ancryplion Certificoie (Rawh [orwmioad
Fedaratioe Matadata Xl Terambound
Arthiby
D dgreinlegs n Set up secunex-stage
S Usage B insights
W'D i e configisne B applation ta Bnk with Azunk AD
B sudit logs 3
Lagia URL | Fitpscttagin ricrassfranine com/ Te491486- 6250,y |
i Prosicioning logs Az 4 [ ttpecsress windowe. nesy Tesa1aBe- 62sa-aff-2021 . [ |
= AOOSSE FEVWS Lagout URL | Fitpsciginmicasafanine com/ TesdnaBE-625... 1 |

e ste - by-sbep instructions

1 —+H—&EF Active Directory ~/ JL— JME/N

ATY71 CDOICR A LET,

ATw 72 £ LEOEHEE (admin) | Fe vy XX 7 rnb [E (Settings) 127 U7 LET,
ATw T3 [2—H—FH (User Management) | ¥ 7 %7 U v 7 LET,

ATY T84 T—TNDIZH % [Active Directory”Z /L—=7" (Active Directory Groups) | Z IR L 7,

ATY TS HAED AD VN —TNRWEAIL. [ADZ A—7 DM (AddADgroup) 1227V v 27 LET, BEfFOT
MU BRHDEEE, DB (Add) 1RZ &7 v 7 LET,

ATV 76 ROEHREASLET,

Cisco Defense Orchestrator D& A .
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. 21— —& I Active Directory 7' )L— T D#RE

s [ZVv—7%4 (GroupName) |: —BEDL4HIZANILET, ZOL4ENL, ADDOIN—T4 L —FHT D
FIH Y FH A, CDOIEL, 2D 7 4 —/L ROKBHLFEEFR— KL TWERA,

[/ V—7ID]: ADOHD T N—FIDEZFETANLET, ZA—T7IDDEIX, IAFZ LBRERD
JN—71ID LRLCTHLMLERD Y £F, ZOMHEIE. 7 —7 DO —ED ID IZHIGT HAEEDOH
(my-favourite-group, 1234572 &) 2§52 N TEET,

« [AD %417# (ADIssuer) ]: AD 2°5 0D AD BITHOfEE FETAS L ET,

s[m—/L (Role) ]: ZOAD IV NA—TIZEENL TR TO—HF =D — /L3 E Y £9, FHEMIZOW
TiE, Ta—H%—m—] 2L TIZEN,

o (A7va ) [ (Notes) 1: 2D AD VA —7ICHH SIS EREZBMLET,

RATwT71 [OK] ZINL £,

a2 —H—&IE M Active Directory 7' )L— T DIRE

1R BRI

CDO TAD /' N—7Da—W —EHEHEET 258 1L. CDO 2% AD 7 )V—7 % Hl[R9 5 F5ik
PUAEETEXLZLICEELTLEEY, CDO TAD /v —FHKARETHZ LT
FHA, ADZNV—THNO2—F—D U X N EfHETDHIZIE, ADEEATINERH Y £,

ATY 71 CDOCr A LET,

ATY 72 £ EOEREE (admin) | Ky 7 X7 0mnn, [EE (Settings) 1227V v 7 LET,
RATY T3 [2—HP—FH (User Management) | ¥ 7% 27V v 7 LET,

ATV T8 T—TNO EIZH D [Active DirectoryZ /L —7" (Active Directory Groups) ] Z &R L £ 5,
ATy TS ETDHAD ZJV—T%EEL, e (Bdit) 174 2 2RINLET,

ATYT6 ROMEEERLET,

s [ZVv—7"4% (GroupName) |: —HEODOARIZATILET, CDO X, ZD7 4 —/b NORERLF- %V
A—=FLTWEFA,

«[ZV—TID]: ADMOD I NV—TID ZFBHTANLET, 71— ID DL, I AZ LERFELRD
JN—71ID LERUTHLMLENRDY £3, ZOMEIZ. 7 —7DO—E0 ID 5T HEE O
(my-favourite-group, 1234572 &) IZT 52 N TEET,

« [AD %17# (ADIssuer) ]: AD /50D AD ¥{THOfEE FEITCAS L7,

s[m—/L (Role) ]: ZOAD IV NA—TIZEENL TR TO—PF =D — /L3 kE D £9, FHEMIZON
T, T2—¥F—m—) 2ZRLTIIZIW,

« [7EFE (Notes) ]: ZD AD Zv—FZ#EH &S piERRZBML £,
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21— — &I Active Directory &' )L— 7 DB .

1 —+H—& I Active Directory %/ JL— T D BIlf&

ATv 71 CDOCr A LET,

ATY 72 A EOEREE (admin) | Ky 7 X7 U00nn, [EE (Settings) 227V v 7 LET,
ATY T3 [2—HW—FH (User Management) | ¥ 7% 27V v 7 LET,

ATY T8 T—TND EIZH D [Active Directory”Z /L—7 (Active Directory Groups) | Z#IR L £,
ATy 75 HIRT 5 AD JV—TEHRELET,

ATy 76 [HIEE (Delete) ] 74 a2 Z&RLET,

ATy F1 [0K] %227V 27 LT, ADZA—T7%HIRT5Z L 2R LET,

CDO DF R 1L —H —DERL

WD 2ODH AL, FH LW CDO 22— —ZEMT B2 DICHNE T, EFICEITTHHE
XH Y EFH A,

o Pl —+ —Ta)F Cisco Security Cloud Sign On 7 % 77 > k OERK
« CDO —H'—4 T®» CDO =—H%— L a— KDOIERK

INHDEAINRFETTHE, 22— —IF Bkl —H—23 Cisco Secure Sign-On ¥ v 3 = R —
K725 CDO B 2 &M TEET,

## 21— —M[ (+ Cisco Security Cloud SignOn 7 170 > DERK

Cisco Security Cloud Sign On 7 % 7 o F DAERIE, HrL a2 —HF—RNHHGTHOTHITHI Z &
BTEET, BDETOHNDT T POAFIZIEREL TRBLEETH Y FHA,

CDO ~DBT A UIZDNT

Cisco Defense Orchestrator (CDO) (%, Cisco Secure Sign-On % ID 7' 1 /34 Z— L LCEA L,
Duo Z % H#£3RiF (MFA) (2 L ¥4, CDOIZA%4 4 >3 BIZl&. £ CiscoSecure Sign-On
TT7HhOov hEERL, Duo 2FERALTMFA 2R ETHRENHY FT,

CDO 121X MFA NV ETYT, MFA X, 22—V —T AT 0T 4T 4 &R#ETH-ODEFR 2V
T4 &b LET, MFAO—FTH D BRI TIE, CDOWCue A v TH52—F—DID
ERERTHEOIC, 2003 F—X Y FERFEENLETT, BHYOBERT2—F—4 L
NRAT—RT, 2BHOEZIIA LT~ RTEREND T Z A LA T —FK (OTP) T,
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B o ovame

EE 20195108 14B&KYHIZCDO TF+ v bAFEELTWW=HEIZ., ZOHEAE DDV IZCisco
Security Cloud Sign On ID 7' v /3 X —~DIT (38 ~—) Znu s A U FIHE LTHEMALT

<TZEWN,
054 v ¥ B
BB -
- Duo Security 4 > R b—JL, DuoSecurity 7 7'V 7r—3 = U EEERETEICA R

=B E2BEIHOLET, Duo DA > A M—LIZOWTITEMBH A8E1%. [Duo
Guide to Two Factor Authentication : Enrollment Guidel] ZZ ML T 72 &V,

BZIORE., EAANT AL ZAEBFEH LT Z A LN AT— REAERLET, OTP 1T
R—=ZATHHIZD, TRAADI 0y IRV TAEZA LLERERALTNEZ EREETT, T2
AZAD 7y 7 NHBC, EREFETELOEZICRESNTWAZ L 2R LET,

#1#8 Cisco Security Cloud Sign On 7 717 > F D {ERk & Duo L ERFRDERTE
BIDFA v F T —r 7u—34BEO Tt 2TT, 4 BB+ _RTE2RETTLILENHY
F7,

AF w71 #HLLU Cisco Security Cloud SignOn 7 h™9 > MMZHA V7 v T LET,
1. https://sign-on.security.cisco.com |27 7 A L ¥ 7,
2. [P A4> Signln) JHED FHIZHD [4FTYA 7 v (Signupnow) ][22 YU v 7 LET,

Security Cloud Sign On

Formerly known as SecureX Sign On

Email

Don’t have an account? Sign up now

Or

Other login options

3. [THUYy bOERK (Create Account) | XA 707 D7 4 —/ RIZATILET,

. Cisco Defense Orchestrator D E K
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I Cisco Defense Orchestrator M E &

#7138 Cisco Security Cloud SignOn 7 h o > FD1ERL & Duo S ERBIIDHRTE .

Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

First name *

Last name *

Country *
Please select * v

Password *

Confirm Password *

[] 1 agree to the End User License Agreement and Privacy Statement.

Cancel
Kz ook hERLET,
* [EX—/L (Email) ]: CDO ~D 1 7 A ANZHMEINAEHT HE A —LT RLAEZATILET,
¢ [/NATU—R (Password) ] : 7R AU—R&E A LET,

4, [T v FOFERK (Create Account) [ %7 U w7 LET,

ZOW%, BEKLTET FUAITHERA —ADBREESNET, EFA—NVERHE, [TAV 2 FOAE
(Activate Account) ] %27 U w7 LET,

ATy 72 Duo AL TCEERBIAEZEY 7y TT 53
SBHEBINA Y b T v 7T, BENANAT A, AT AIZ L E2RBEIDLET,

Cisco Defense Orchestrator D& A .
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. #738 Cisco Security Cloud SignOn 7 1 > FD1ERL & Duo S ERBIADEKE

ATvT3

1.

2.

iE (Configure factor) | % 27

e

[ ERRFEDOFHE (Set up multi-factor authentication) ] [ T, [EHE D
Vw7 LET,

[By b7 v 7O (Startsetup) 1227V v 7 L, 7227 M- TEAALNT NS RN LT,
FDOENRAINNTFNRALZALT T NOXT Y o PR LE T,

FEMIZ DWW T, [Duo Guide to Two Factor Authentication : Enrollment Guide] ZZM L T Z& v, 5
NAAZDuo 77V = a DT TIEA VARV EINTWDIEERIE., TOTHT S NOT 7T 4
&Hyayn~Fﬁ%Eéhifommilm®7A4xT@ﬁ®7w¢yb%#ﬁ~bLi¢o

U4 P— ROREK T, [R VA »%%iiT77 % (Continue to Login) ] %7 V v 7 LET,
THEFEFRAE & A L T Cisco Security Cloud Sign On (22 71 > LE 7,

(EE) EMOA—t>T445—%ELTGoogle A —toTa—2%%ZELET,
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ATFwT1 CDOCu /A LET,
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AP TLICRESNET, 1 ADCDO 22—V =N DT F > MZT 78 ATE D54,
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cTNRAARTEE L, BHEn /2R L, VPN~ BV T A2HERT D,
ALBEDOR—VOBREFIIIA TV 7 MCET AT RTOELEERFZT S,

cMBEDAPI h—7 VEAKT D, HHTH, BVET, N—2 VBRI EENESGA TR
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ATFYT6 Koy H T A= a—hhba—P—DCisco Defense Orchestrator DL —H— 11— )L 2 38R L £ 4,
AT TT1 V1227V vy 7 LET,

. Cisco Defense Orchestrator D E K


managing-meraki-with-cisco-defense-orchestrator_chapter8.pdf#nameddest=unique_81
https://sign-on.security.cisco.com/

I Cisco Defense Orchestrator ()& A&

APl oaHn1—F—%kET 5
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7

A—H—A—)LO1—HY—La— FDHIE
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Firewall Management Center

Hostname

Name Devices Status Last Heartbeat

Actions

Firewall Management Center 22 Active 11:09:55 03/28/2023

Q

Check For Changes

Deployment
Updates
Workflows

(V| NORIC

API Explorer

Management

Devices
Policies
Objects
NAT

$€ Tools & Services > Settings

& Configuration

MO

= Smart Licenses

& Firewall Management Center
= g Jny # AMP Management

sl Defense Orchestrator Services
B l n > |Firewall Management Center
Secure cor
Actions
@ nme Version Davices e status Last Heartbest
O Check For Changes
| @  Cloud-Delivered FMC 20230711 ©3 | Cloud-Delivered FMC  Active 17:29:20 08/28/2023 & Deployment
® Updates
7.4.0-build 1908 ©3 | On-PremFMC © Synced 13:34:43 08/28/2023 = Workflows
© APl Explorer
73.0-build 69 ©6 | On-Prem FMC O synced 13:34:43 08/28/2023
Management
731-buid 19 ©4 | On-PremFMC © Synced 13:34:43 08/28/2023
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 Policies
& Objects
< NAT

4 Siteto Site VPN
4 Remote Access VPN

5 Platform Settings
Migrations

" Fir
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TN EEEICE SRR AR LET,

BR L7z 7 7 v R Firewall Management Center (D78 A R4,

[7 7 v REIEAFMC (Cloud-Delivered FMC) ] #R L, [7 2 > 3 > (Actions) ], [E¥
(Management) ]. F72IX[RRE (Settings) ]»XA DV 7 ZHH LT 2Z 7 v R Firewall
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[—EX (Senices) | x—sntEgoRT [

Management Center L— W —A VX —7 =4 AZ[ME, 7V v 7 L2V U7 IZBEM T BT
WHRREH AT FRITLET,

7 7 7 FIgHL Firewall Management Center T, HWEERIG A& %27 U v 7 L, [—T L
D~V (Page-levelHelp) (2 EER LT, HARL TWNDHERX—VOFEME, SBHIZFETTED
T va g LET,

42 59 FiR#£ 2! Firewall Management Center D7 /31 R ERTF—2 ADEH

[7 7 U REHRIFMC (Cloud-Delivered FMC) ] Zi&R L, [7 2 > = (Actions) | ~XA T
[EEDF =7 (Check for Changes) |27 Vw7 LET, T—TNDTNA AL AT —H4
ADEFERITZ, Z D=L 7T R Firewall Management Center 23 £ IR S 7z &
TR R fE R CESISNE T, RIT 105 T8 IAThET,

B4 54 TJTCDO & U 5 FiZHEE Firewall Management Center 7 7'1) r— 3 3 U % B < #AE
DY R— b+

7 7 7 K428 Firewall Management Center C & EUZxIT D5 734 A E 721347 V=7 b
ARET D LTI, BNMOT T UH 27 THEORRES—TZHNT, 774 78F12 CDO
& 77 7 R Firewall Management Center 78— & /L CRIFFIZ/EE T 9, =& 21X, 7
7 7 K42 Firewall Management Center TA 7 V=7 F&ER L, RFFCEX =2V T 4RV
VeMBAERINIZA R b rJ % CDO TE=X—T&XET,

Z OMEEIX. 7 T U REEHR Firewall Management Center 78— % /LIZB #9259 _To CDO V
Y ERATEET, HILWZ T T 7Ty R Firewall Management Center 74— 4 /L % B
I, WOFIEEFATLET,

CDO R—#Z L, Ctrl (Windows) F7-1% Command (Mac) RZ 2 LI-FF. *HT 2
Voo &%70) 7 LET,

\)

6=

1Bz Uy r325E, MUZ7T[7 77 R Firewall Management Center] ~— 25 % &
j—O

HLWZ 7T 770 REEAP Firewall Management Center 78— 4 /L~3— U % B < il & IR IZR L
£

o [V—/b & —E R (Tools & Services) ]> [Firewall Management Center] Zi®R L, [/ T U
FEEHTRUFMC (Cloud-Delivered FMC) ] 23R L £9°,

HD~2A o, Ctrl (Windows) F7-1XCommand (Mac) R&Z o Z#MLi-%FxF, 77/ %
ATHER=THE 7Y v 7 LET,

s [A 7 =7 b (Objects) 1>[EDMOFTDA T 2 =7 b (Other FTD Objects) ] Z R L
EJ RN

cCDO X—VDf EBICHIMBET AL %20 Y v 7 L, FRENDIHBRT —/L Rl

RXFHNE AN LET,

Cisco Defense Orchestrator D E A& .



Cisco Defense Orchestrator DA |
B 5 zxev—cxoum

W ES . Ctrl (Windows) F7-1XCommand Mac) R&Z U ZMLI-F %, REIT A
arvw7Y vy LET,

«[# v 2R —F (Dashboard) |, [Z A v 727 2 (Quick Actions) | DJIAIZIRIN L &
R

Ctrl (Windows) F721% Command (Mac) A& L7=FEE, [FTDHR U > —DEFH
(Manage FTD Policies) | £721% [FTDA 7 ¥ =7 F®O&H (Manage FTD Objects) ] % 7
Uy LET,

N

GE)  HLWCDOTF v MUV EZ L&, HILWZ 7 TTTIZHWTWARHNET D 7 7 7 Rigfit
% Firewall Management Center In— /L2302 77 7 F LE T,

BEIEE
» Cisco Defense Orchestrator z {# ] L 724> 7" I X Firewall Management Center O & £
« 427 X A Firewall Management Center O 4 > 7h— K

«CDO 7> F® 7 7 v REEI Firewall Management Center % 2R3 %
* Secure Device Connector

* Secure Event Connector

—

TINAREY—ERDEE

Cisco Defense Orchestrator (CDO) (%, VR — SN TWNHT A AL —E R EFTom, FH,
TANE YT BRXOGHLT e AR L E T, [4 X b U (Inventory) ]X—)»
5. WOBEEZFEITTEET,

cCDOEBAHADT NRA ALY —ERELF L R—F 47 LET,
cBHHROT NA ALY —EADOHRTINE L BEFIREE TR L E T,

cFUR=RLIET AL AT T =2l 2 71U TERRLET, T[4
>~V (Inventory) ] _—IFHMOFR (92 X—2) | 2ZRLTIEIN,

cfEx DT NA ALY —EREFML, 727 aEFETLET,

TR R Y= RITEGOEREF R L, MEEZHRLET,

s RIZE > TEHINDEBIHT A ZADIEEEEAT — 2 A %FR LET,
« 7 7 7 KA Firewall Management Center

e 4271 I A Management Center
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0 DFNAZDIP T FLZEZEETS ]

7 7 v REEAA Firewall Management Center (& K > CTEE SN2 Z B HEIT S A 2ADLE
I, 7 TRERADT N AD ) — AT —Z AL RRTEET,

« ZHI. ZA T IPT RLVA, BFFAL, YU TARSEZIITVNT, TS AEEET
YT —ERBLET, RBETIEIRLTF LN LFRREINESNETA, BEOBRBESRMEE
AN, Dl EH1IOOFMI—ETHT A ALY —ARERINET, K
T (95 =) | EZRLTILEE N,

e TNRAAAA T N—KR=2T VTR TDONR—3 2 Snort XN—2 3 2, HEA
T —H A PEEIREE. BiA MR, Secure Device Connector, B L ONT LT, T4 AFET-
X7 7= D7 4 VB ERYiIARFET, 740 2B L TSN,

CDODT/INAADIPT7 FLREZLEET 3

IP7 RLR&ZEH L TF /31 R % Cisco Defense Orchestrator (CDO) (24> AR — K45 &, CDO
TIEEDIP 7 RUART —=FRX—=RRAF S, TS AL OBEICEHINET, 734
ADIPT RUAPERINIZSAEIL, CDOIRFENTVDSIPT FLAZEH LT, H LW
T RVAIZ—ESEDLZENTEET, CDOTT A ADIPT RLAZEELTYH, T34
ADHERITIET I ER A,

CDO TTF /XA A EDBEIMEATAIP T FLAZEFETAHI2E, kOFEEZETLET,

ATFY TN FEF =2 g =T, [T AL P —E R (Devices & Services) | %7 U v 7 LET,
AT T2 [T/3 A (Devices) | X7 %227V v 7 LTTNA AERDOITET,
ATV T3 WERTNAAZAT DR T %IV w7 LET,

TANE ERBREFH LT, RERT AL RAERDITHIENTEET,

ATYTE IPT RVAEZEET LT AL AR LET,

AT Y TS [FTA ZADOFHMM (Device Details) 174 > D ET, FNRAZADIPT FLADFEIZH HIRERLZ 27 U v
7 LET,

Nashua Building 1
o us 2,
ATYT6 74—V FIZHLWIPT FL2E2 AL, HQOF =y 7R RZ %27 v 7 LET,

FNRAL ZARITEFE SN WD, T, AD [REAT—4 A (Configuration Status) ] (Zi%. 7] & #¢
[FEH#AFE A (Synced) ] EFRRINFET,

BEEIFER

« 7TV METOT A ZDRH) (91 ~—)

* CDO ~DT A A —FEHBEHE (90 =X—2)
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B coosr1zoznizzEss

CDO DT /N\A ADARZEET B

TRTCDODTNRA A, T/, To7b—h, BEOY—ERITIL, CDO THOA 7 R— FiE
TRERRERCARIN T DN E T, T AHKROREEZEFTETIC, TOAREEETDH
ENRTEET,

ATy Tl FEF—=2a =T, [T/ ALHP—EZ (Devices & Services) ] %7 VU v 7 LT,

ATY T2 [T/34 A2 (Device) | #7527 Vw7 LTTNA AEROTFET,

RTYT3 ARiEEET LT A AEBRLET,

ATV T4 [T/34 ZADOFM (Device Details) ] 24 > D LT, T/, ZALORICHDMERZ %27 ) v 7 LET,

Nashua Building 1 7y

ATFYTS T4— L RIZHLWARTIZAN L, FOOF 2w I RZ %7 v 7 LET,

TNA ZAARITEFE S NN 2D, TN, AD [EREAT—H A (Configuration Status) ] 1Z1%, 5l EfHix
[[F##E A (Synced) ] EFmEINET,

TFTINAREH—ERXDYR DI AR— bk

ZORETIEH, A RELF—ERADY R Eear<KYIVHE (csv) 77 A MITT AR—
FTAHEICOWTHHLEST, ZORKIZ L5, Microsoft Excel 2 ED AT Ly Ki— b
TV = a s T 7 ANERNT, VA NANDT AT LEBWAEZTZ0D, 7 0 V20
-0 TxET,

T AR—RFRENEL, TARET T L — 2T THEHTEET, BINLIET NS 2AZ A
TRTT, T ADHEME T AR— b TH2 L TEET,

TNAREF—EADY A N2 AR— MT DRI, T4 NEXA BT, =7 AKR—Fh
LTEWERNA R b ) T =T MIFRENTWENE I DEERLET, T XTH 7 4 v
27 VT LTCTRTOEHEMRT AL ALY —ERAEFRT D0, HHRE 7 V7 LTI
TOTHRA ALY —ERO—HER R LET, =7 AKR— MERIZ, A > X M) T—T 0T
FRENDINFET T AR —FLET,

ATvF1 CDOF e/ —2 a2 "—T, [A kU (Inventory) ] %27 Vw7 LET,

RFY T2 (74 A (Devices) | ¥ 7 %20 w7 LTF AL AERATF B0, [7F L— | (Templates) 14 7% 7
Uy 27 LTETFAT AL ZE RO ET,

ATYT3 BERTNAAAZATET %7V w7 LT, XD TOT AL AOFME T AR—= T 50, [TT
(Al) 1227V v 7 LTTRTOT A ADnLifflia Ty AR—FLET,

TANIZBIOBEBHELZHEHN LT, BERT A ZAZROTHZENTEET,

ATy T4 [CSVIZY A R=Z AFR— b (ExportlisttoCSV) 127V v 7 LET,
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[ Export st o CoV ® 0
e &) + Create Template + Onbaard

W

AFYTE T T IRFERENTEDS, csv T T AINNERIFELET,

AT9T6 ATy Ry—=h TV =y arTesv 77 AVERWT, fREU~NEZTD T 42D 7LD
THIENTEET,

TINARBEDITY AR—k

—JEZ I AR — N TELTF AL ZAREILL DT T, ROFEAFEHL T, T3, ZADFH
T ISON 7 7 A il g AR—hrLET,

ATy Tl FEF—2 g R_R—T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LET,

ATY T2 [T34 A (Devices) |7 %27 V7 LTTNRNAAERDT DM, [T 7 L—1 (Templates) | ¥ 7 %7
Vo2 LTEFATNAAL A5 RO ET,

ATV T3 WHRTA_NA RIS TDETHI Y v 7 LET,
TANKEMBEFERA LT, LERTNRA AERDTHZ ENRTEET,

ATV T & BT NA RAERIRL T, MiiFRrLET,
ATw TS [77 a3y (Actions) ]34 T, [RED=ZZ AR— bk (Export Configuration) | Zi&R L 7,
AT 76 [ (Confirm) | ZERL T, HEXZISON 77 A L& LTRIFLET,

TINA ZADHERY) VD

GAER Y = ASDNA =1 7 BER L, CDO CTEHT 2T /310 ACBEAMIT D Z &N T
TFET, TOHEEZEHALT, WITNDOOT AL ADBa =D~ R— v ~OEF| 72 ) 7 %
ERkcE £ (( ZOBREEZFEHL T, Moy Yy, FRa X )Yy —2 ¥wiki, £
TIXBIR L2 Do URL ~D VY > 7 ZERTE 9, HBEREDOINTEY 7 2T /314 AT
B2 2 &N TEEST, MUY 7 ZRRHIEROT A AT b T F
RS

External Links

' Search

Add External Links @
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B 5 zxnoonmyroonm

TERR L2V U 7138 ZICTHEEETE ETN, BEOEX 2 T A BHEFEDY FHA, 72L&
IR, AT VI AT, ERIXVPNERZ T L TRED URLICT 78X THZ LIk -
TRy NI =7 IZERT A2 RERH 556, ZOEMBIFH R SN ET, BENFFEDURL
Z7my 7 LTWDHEE, ZROOURLIZSIEHME T vy 7 SET, RS TWZ2WURL
Fol EREHIR I ET A,

locationZ= 2§

URL |ZHHAIAT Z E R TE % {location} ZEA{ER L E LTz, ZOEEITIX, 7/354 AD IP
T RUVABRANENES, RITHlIZRLET,

https://{location}

WZEBZEL £,

BEE#R -
cTNAR ) —FaE 91 R=)

e FNRA ALY —EZDY A DT AFE—F (86 =2—7)

TINA A DIVERY D DR

ATvT1
ATy T2

ATvT3

ATvT4

ATy TH
ATvT6
ATFvT1

ATy T8

FEr— g N—T, [T ALV —E R (Devices & Services) %27 Vw27 LET,

[7 /34 A (Devices) | # 7 %7 V7 LTT A AZRHDTHD, [T 7 b— b (Templates) | ¥ 7 % 7
Uo7 LTETNAT AL Za RO £,

WERT A ABZATDOE T2 v LET,
TN, RAETNFTET VA ERLET,

TANGERREMEN LT, BERT AL AZ/DOT L ENTEET,

FRIOFERARA D, PN Y 2 (External Links) [ ® 27 2 a VBB LET,
U7 OA4RTEANTILET,

[URL] 7 4 —/V RIZU 7 D URL # AN LET, 5827 URL ZHETLHILERH Y £3, 72L& 2 ET R
DA, http://www.cisco.com & AT LET,

[+ Z27V vy 7 LT, V7T AEBEEMTET,

~DNERY) > DIER

ATy
ATvT2

ATvT3

. % CDO 7 b EFERA < (A2 ik 2 RITR L £,

FEF—a =T, [A XV (nventory) %7V v LET,

[T/ A (Devices) | X7 %7 Vw7 LTT A AERDITDM), [T 7 L—F (Templates) 1 ¥ 7 %7
Uo7 LTETAT NS, A% RO ET,

WERT R, ABALTDOE T2 ) v LET,
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RTv74
ATvTH
ATvT6
ATy T1

ATvT8

wusq zonmy v oo [

TANGERREMER LT, BERT AL AZ/DT D ENTEET,

TNARAFETNLET VERIRL £,
FOFERARA b, [HMEBY > 7 (BExternal Links) |27 g B8 L E T,
REDY T OARTIEANTILET,

https:/{location} % [URL] 7 4 —/L RIZAJJ L EF, {location} ZHIZIX, T /31 ADIP T KL ANRAT &
WET,

H ARy 7 2%V w7 LET,

BT INA ZADHERY) U DIERR

ATy T
ATy T2

ATy T3
ATvT4
ATy T5

ATvT6
ATy 17

ATvT8

FES =g =T, [T/ AL P —E X (Devices & Services) 127 U v 7 LET,

[7 /34 A (Devices) | # 7 %7 Vv 7 LTT A AERHDT LD, [T 7 b— 1 (Templates) | ¥ 7 % 7
Uy 27 LTETNATNA ZAEROTET,

W T AL ZAZALTDETHR I ) v 7 LET,
TANZERBEMBH LT, WERT AN, RERDTHIENTEET,
BEOFT AL ZAFEITETET A ZRIR L £,

FROFEMASA e, [SMEBY > 7 (External Links) | £ 7 ¥ 2 BEIL 4,
Vo7 O4RTEATILET,
KONWTNNOFEEFHL T, 778 AFH5URLEANLET,

e UL FZURL 7 4 —/V RIZASILET,

https://{location}

URL 7 ¢ —/V RIZAS LET, {location} ZHIZIZ, T/ ADIPT RLVANBATISNET, AJitk,
T8, 2D ASDM ~DHBEY Y > 7 SERR S IV E T,

*[URL] 7 4 —/V RIZU 27D URL Z AN LET, B2 URL Z45ET DM ERH Y £7, 72L& 21T
A DO http//www.cisco.com & AT LET,

[+ 227V vy 7 LT, V7T AEBEEMTET,

SERY 2O DIREF =IXEIER

ATy
ATvT2

ATvT3

FEH =g =T, [T AL P —E R (Devices & Services) %27 U v LET,

[T/34 A (Devices) | X7 %27 Vw7 LTT A AERDITD), [T 7 L—F (Templates) 1 ¥ 7 &7
Uo7 LTETAT NS, A% BT ET,

WERT R, ABALTDOE T2 ) v LET,
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TANG ERREMEN LT, BERT AL AEZ/DOT D ENTEET,

ATYTE TNRARAEITET NVEBEIRL E7,

AT TS HRIOFEMASA 0, MY 7 (External Links) | &7 v a BB L E7,

RT9T6 Vo740 ECh—YNVEELS L, WETA 2 LHIRT A a v RnErIhET,

ATV N TDHTAavw27 )7 L, ) v 7 2 REZTITHIBRLT, 77y avazidl 7,

BHRDTINA A~DHNER) 20 DIREF =IXHIBR

ATy TN FEF =g =T, [T ALHP—ERZ (Devices & Services) | &7V v 7 LET,

ATV T2 [T34 A (Devices) | X757 Vw7 LTCT A RAERDF 50, [T 7 L—k (Templates) | ¥ 7 %7
Vo2 LTETNATNA A RO ET,

ATy T3 BHIRTANARAZATDETH0 Y v 7 LET,
TANEEMBEERA LT, LEHRTRA RAERDTHZ ENTEET,

ATV T8 EEOTNARAELIFTET VEFINLET,

AT TS FRIDOFEMASA 0, OB Y > 2 (External Links) 1 &7 v a cBEI L9,

RT9T6 V74D —YNVEEL E, WMETA 2 LHIBRT A a v RnERINET,

AT T FETETAarv%7 )y 7 LN V7 REZTITHIBRLT, 77 a vzl BLET,

CDO ~D T /34 XA —{E Bt

CDO #fEH95 &, HELEIFHEBOE X G:T /N A% CDO I[Z[RIRF FEEkt 2 A b Z &2
TEET, CDO BNEHT LT /A AN [BIERGE] &L~v—27 SNTWDHEE, CDO TSt
BROEFEEZRHLIZD, TAALAEZEH LY TR 20 £, UIFIc VW TiE, 8F&
FRFERNPEZEZONET, T34 AOFER 2 AL Z EI1E, CDOWLLDT A ADEHE
BT A ORI RYIDO AT v 7 TF,

N

GE)  FHLWEEEEZRFOT A AZH{EHRT 5856, CDO X, 735 A LO#H LWGEHE% HE)
MICHER L TR AN, ZND EOFEREHITLET, 2L, BT 27 /3 A 1D
oA, CDO L, Fh e OB AITT 27012, FEEL FEI TR L T2 AR
B LEERDET,

ATy Tl FEF—2 a0 R_—T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LT,
ATV T2 [T/34 A (Devices) | #7 %27 Vw7 LT, T A& ROFET,
ATV T3 WURTNAREATDET %) v LET,
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TANZEERLT, AT —Z AN [EERGE] THLT A AZ RO TSN,

RT9T 8 74 VHREOFERG, FEiE R R D T N, A BRLET,
ATy T5 [F#EE (Reconnect) [ #27 U w7 LET, CDOTIE, BIRLIZTRTOF AL RCHATEXAT V>3
YDavy RARZ L OREMEEND Z EICER LTI,
AT F6 [ (notifications) | ¥ 7 CT—ET /A AFEHET 7 > a LV OBITRIMA MR L ET, —HE7 /1 AF#
B a T DT I varyBNEDL TN ETITRIL L 72O TOFEFRRIERBA ML E G A X, FEa0
[LE=2— (Review) | Vv 7 %27 Vw7 LTC[Va~7 (Jobs) | _— IZBEILET,
Evk TORA ADFEHEFE - 1E 0 7 A VERNEE SN OICEER IR L5 E81E,. oo
TA ZEBNCHEEERE LT, Frive 7oA UEREZBEM L, FLWGEHEEZ T AN D M
NH E9,

T2 FEITOT/INA ADFEH)

TN A% CDOT T MOBAMERT L & ZOT A ZE, BIOCDOT T MIBITTE
FHA, THAAAEZH LT T MIBEBISEL551E, 0T 2 b T 30 2% HIER L
T, HILWT o MOBEAYER LETLERS D 77,

FINA R —FHEEL

DLTFOFEIET, S ZICE—D T L —0TFAD ) — T 7 A VEER L ET,

ATy Tl =g =T, [T AL P —E R (Devices & Services) ] %7 VU v 7 L7,

ATV T2 [T34 A (Devices) | X757 Vw7 LTCT A RAERDTF 50, [T 7 L—k (Templates) | ¥ 7 %7
Uo7 LTETAT NS, A% RO ET,

ATV T3 WURT A REATDET %) v LET,
RAT9T8 )= alERT 2T A AEITET NV ERINL £77,
ATw 75 Lo EH (Management) ]34 > C, [/—k (Notes) 127 U7 LET, B Nowes,

AT T AROZT 4 X—RE L %E 7Y v LT, BEEDTFAMET 4% (Vim £72(X Emacs 7 ¥ A b5 «
X)) EERLET,

AT TT [/—b (Notes) | X—T%MELET,
ATY T8 [fRTF (Save) |27 U w27 LET,
= MIZTIBREFEENET,
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B oo~ ry anentory) 1 x—StERORT

[41 AR 1) (Inventory) 1 R—IIEHDERT

[f > h U (Inventory) ] X—IZiX, TRTOYEHB L OMREA L R— KT NNA AL F
VIR RT AN ADBAERENTZT L — ERERENET, [ b U (Inventory) ]
NR=U T, TARET T — EBRENENDZ A SIS THEIIN, ET 3 AH
A THHAORIET 22 TIZERINET, MREREEZEHT 20 740228 LT, iR
LT RARBATDETNOT NA RGO 52 EMTEET,

[f ><> b U (Inventory) ] X—IZlE, ROFGEMIFEHRNFRINET,

« [7/3A 2 (Devices) | # 71TiE, CDO A R— FENTNDHTXTOT A TT /A 2
NERRESNET,

s [T 7L — b (Templates) 1IZIE, 74 7T /34 A0, 1L CDO IZA AR — h S
TR 7 7 A NVINDIER ENT=T R TOT T L— F T A AREREINET,

NI)LET 1 LR NE

TNE, TAAARBAT V27 IV —T DI SIE T, AR —T 4
VIR ERIFA R =T 4 L THDOWDOTYH, 1 DU DT AL AT L EEATEET,
TNNEFT V2 MIEAT I, ETTNVEERLET, T RAEFZA TV
MZTVEBEHA LD, EOTFNVZ LT N, AT =T NVELFF T V=7 N T—T LD
NEETANE) T TEET,

\)

GE  FAASRTEBENTZT U, ZOBEA T P27 MATRSNEY A, £, F4T
Y7 MTEH SN T VU, ZOBEA TV =7 MERE L EE A,

TV N—T X, IROFESLC Tgroupname:label) ZfH L CIERRTE £97, 7= & 21X, Region:East
F 72X Region:West 72 K TF, ZHHD 22D T~V EAERT D86, 7 /V—77 L1 Region
12720 FDTN—T7D Bast £721% West N HIBINTX F 9,

FINAREFTSTH MZSAILEFRT S

TR ATV EERT 21203, UTFOFIEEZETLET,

ATV TN TNRA AT EBENTHI20E, ZMOFEF =2 a7 40 RUT[T A, AL —E X (Devices &
Services) | #7 U w7 LET, A7 V=7 MTTUVEBNT S, ElloFesr—yvaru s Ry
TTCT[A7Y=2 b (Objects) |27 V7 LET,

ATFY T2 [T34 A (Devices) |47 % 27 Vw7 LTTNRNAAERDT DM, [T 7 L—1 (Templates) | ¥ 7 %7
Uo7 LTEFAT AL ZA%E ROTFTET,

ATV T3 WHRTANA RIS TDETHT Y v LET,
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TAILE .

ATy T8 ARENTZRTI DL EDT AL ZERITET VA RN L £,
ATy s AUO [ N—TLT~ULDEN (Add Groups and Labels) ] 7 4 —/L KT, T34 ZAD T ~YLE4RE L %

‘j—o

AFvT6 HFaO+T7A a7 v r LET,

TJ4IL3

[4 > h YU (Inventory) ]"X—Y & [A 7Y =Z b (Objects) |"X—YDIEIFE T 4 NVH
EHEALT, BLTWAT AL ABLOA T V27 NERDITDHZENTEET,

T 4 VA RIS BI2IE, [T3 ALY —E A (Devices and Services) ] Z 7, [RY T —
(Policies) 1% 7, BIW[A 7Y =27 k (Object) X T DEMDA L TY 27 w7 LE
7

AR N)TANE TR, TRARFAT N—KR0=T LT T2 T O~ g,
Snort N— =z Vv, REARAT—X A, BEEIREE, BiA M. Secure Device Connector, 3L VT
NVTT 4NV TEET, 74NV ZEEA LT, BRULET AL RZ A TDETHDOT N
ARBERDTHZENTEET, 74NV EEZEHLT, BIRLET A RAZATDETNOT
NARERDTHZERTEET,

FTV =2 NI ANB T DL TAAA AT G TV =2 b BEEMSTO
BRWFTVx=V b BEROAT V27 NIATTT 4NV ZUBTEET, MRICVAT AT
Va2l bEEOLNEIIPERBIRTEET, KT 4= N2 LT, FEOHR IPT F
VA, FTER=MESEZBL T A NVIKRNDET T V=7 P ERFETHILHTEET,

THAREFT V=7 b a7 4 VAT 556, MR MAGDE T, BET /R z R
DT BT DN DIPDOEAE I RBREIE BT 5 Z R TEET,

woFITIE, THE EHITWD, 723, RES) B’bo47 =7 b, o, BINo
BEFEOIEEF T2 b, o, BEDIAT (Ry "U—2, £/, —YR) o7
Vx I b THAIEOIRA T2l NEBRRT DT 4 AENEHENET,
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B = soczmmLC00 BEHET BT RTOFAIRERDTS

Filter by Device

Show System-Defined Objects

a Unused
Duplicate

a Inconsistent

LY

Default Values
Owverride Values
3 Additional Values

Unassociated

a MNetwork

Protocol
a Service
ICMP
lime Kange
URL
Application Filter

Securitv 7one

F—SDCZE{FRA LI-CDOIZHEHRT AT RTDT/\AMI R%
Bt 3

WOFINEIZHE-> T, WU SDC 2EH LT CDO 12T 2T _XTOF A Z &AL ET,

ATY 1 FEHF—2 g 3—=T, [ U (Inventory) 1227V w7 LET,
ATY T2 [T/3 A (Devices) | X7 %27V w7 LTTNAAERDTET,
ATV T3 WU RTANA AL TORTH 7Y v 7 LET,

ATYTE TANGEERT TIHRESN T HEIE, Ao R_XU MU T =7 A0 EICHDH[Z7 VT (Clear) | R
Y7V v 7 LT, CDO THEHLTWDLTNTOT NS ALY —ERAEFRKRLET,
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RFYTE TAAERELY sy s LT, T4AS Ama—BBELET,

AT w76 7 4L D [Secure Device Connector] &7 3 3 > C, %H/2 SDC DA4RIZ7 V7 LET, £ XKV
T=7MZIE, T4 NFTF =y 7 LIZSDC i LT CDO IZHERE L TV DT /A ADHNPFRSNLE
7

AT9T1 (F7vay) MBEZIDITKRVIALIIE, 7ANVFA=a—TBNMOT A NVEEF =7 LET,

AT9FT8 (FA7vayv) BTLEL, ANV T—TADOEHICHD[Z7 VT (Clear) | RZ %7V w7 L
T, CDO TEHLTWVBTRNTOT NS ALY —ERERRLET,

RER

CDOE,. XA A, AT V=7 b, BEOT 78R N —THHEICRBRTE D017 R
WEEZRIL L ET, [T /31 A &P —E R (Devices & Service) ] AX—ATlL, MK /—ITA
NEWET 2720 T, MBRIFIC—BETET A AREREINET, T35 ADLFTO—FB,
IP7 RLVA, F3WET AL ALY TNANESEANNI LT, TAAARAERDTHZ LR TX
£7,

FERIC, [A7 V=2 b (Objects) | AX—ADRHFNA—ZHEA LT, £7 V=2 MO,
FLIEIP T FLA, B—b, LEfET FLA, 7o haro—EANLTAH TP =27 b
R CTEET,

ATFYT1 A F =T A A0 I IZHIBBRAA—ICBEI L F9,
ATV T2 BMBA—ITREBESMEZANT D &, ST HRENRFRENET,

SAa—N)LERE

Ja—rVIRERBERE R T 5 & CDO OEBRRDT A 2R & FIECL Ao The s —
|G- S

TRTCORBIERIL, BIRLToA VT v 7 ZMESA T > a ANZESWTHWET, AT v 7 A
TERRA 7 v a gk & B0 T,
s INA LT I AER : TNA T w7 AMER T B A RO THERH Y £, Z0
Tut AL, VAT LANDOTRTOTNRA AL F T2V " AFxxyr L, ATy 7 A
ERRZPEO L2 RIS DI, ZTNHERRA VT v 7 AERLET, INA T v I A
VERRZ PO 9721, B EEHERR S LB T,

FERZ DWW TR, A T v 7 AERR OB (96 X—) ZZIRL TS0,

cHEASA LT I AER AR FR—ADA T v I AER T v AT, T, AT
FTV s MBI, BE, £FHIBRSNDTNCHRBEA T v 7 AR HEIRIIC S
nET,
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B o o7 2emoms

MR T 4 — /b RICAN T HIERTIE. RKCFLPLFREBSNEE A, ROTUT 4T 4 %
HLT, Z7e—LRBREFATTEET,

o [T/34 A% (DeviceName) | : H5rI727 /34 24, URL, IP7 RV A, £i3FH%E Y
A—FrLET,

S[AT V=2 FEAT (ObjectTypes) 1: A7 V= "M, 47 V=2 FORE, 5LOH
RENAEE YR~k LET,

s [RY =% AT (Policy Types) ]: RYU T —4, RN =DM, Lv—1L4, BLUOL—
NaRXy haeHhR—KLET,

CDO TEHINDGZVIU F#RMHR 7y A T U — NV EHY L X —L 4 7L I 2 FMC
X, WORY o—2 A T HYPR—FLET,

e T A 3 hr—/L R I — (Access Control Policy)
« L7 4 )& KRY — (Prefilter Policy)

« Threat Defense NAT 7~ J 2 —

MRBEXEATITDHE, AU F—T 2 A ANTRBIERORRDBFIE S, MREZFEITT H-DIC
Enter ¥ — %4 MEHIH Y THA,

MRBFERITIT, MBLFINC T DT R TCOTNANA AL AT V=27 "IRFREINET, RHKE
LFBNRT AL AR T V=7 NS T D86, RIEHT 2 (Devices, Objects,
¥ L O connected fime) D FIZERINET,

T 7 4V b T, RBREROROOEB NEHAF R S, T OHEE OREFERNSAMOSA
WCFERENFET, MBHEREAZ0— VL THAEZZ Y v 7 3T5L, MnT DEREFRTE
T4, HEOHICHLAKENT A 2w 7 U vy 7 LT, XndT 52 X—VICB#TE 7,

)

GE) « 7R —VURER TR, BETOMBRERIIBRENERA, A7 V=7 FOBE, AS
TV FOUDIE, A7 V=7 b a—IIBET LIS ET,

s CDOMBLTNA ZAEHIRET D L, B#ET AT XTOLT Vs b3 T o —rVEEA v
F o7 ZANSHIRENET,

cRYT—=Inb ATVl FPERHIBRL, T A RkFF LIDREETT VA T v 7 ZHERE
BaaT 2 &, HIBR LA T V=7 MEIT A AZEET 5T D7, 7 m— Lk
RA T w7 ATHERY £,

LA T v AERDOEA

ATy TN EHEFZIIR Yy NU—VEHENEREZF ST AU MEEHLTCDO IR /A v LET,
ATV T2 A=a—_—00 [BRE (Settings) ]>[£f&%E (General Settings) ] IZB#E) L 9,
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sa—rugroEs ]

ATV T3 Ta—ULRBT, [IA T v 7 AMEROBLE (Initiate Full Indexing) %27V v 27 LTA 7 v 7 AE
aE N U H—LET,

| @ Initiate Full Indexing )

To view the Global Search workflow, click here

GE) TINA VT w7 AOVERZBMGTHE. CDOTFH v NOBEFEOA Ty 7 AN V7 ENE
‘g—O

ATy Ts CCE 7YV I LT, Fa—2 R —7 7an—hE R LET,

J0—NILIREREDET

2TFv 71 CDOWCur A LET,

AT T2 CDOR—VDL EBICHIMBT A arm s Vw7 L, FREINDMET 4 —/V RITREBELTHN = AL
ji—g_‘o
|“(‘(;;‘; Defense Orchestrator @ f,?v & O |

BRI TFHND AN G T D &, RO HLHBE DY A FRRRSIVET, BERERIL. AllL Devices,
Objects, 5 X O'connected fmc D 42D A7 AV DO FIZRRINET, H3 T, BTIR L IZBRBEHERD
BN FRINET,
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Cisco Defense Orchestrator DA |

{Q 1543

2 search results

All 0 & Devices 1 & Objects 1 & connected_fmc
Objects
1543-network (Object Content: DNS Servers: Details

connected_fmc

Name
Transfer Packets
Mode

ey Licenses

Model

Version

Health Message

Health Status
Health Policy

Host Name

Connected Status
Access Policy

Advanced

AT 973 BB
TNA AF
I U v

GE)

BT NARAEFAT V=7 FEBIRL, RAIT A 20 %27 ) v 7 LT, BEBEHBENOLRLD
FOFT V=7 bOR=VIBEFLET, MBEBENOAT V=7 Fa@IRL, KHIT A 2
LT, MBEMENORHEORX—VITBE LET,

27 7 v R Firewall Management Center CT7 /N1 A DIRERFE R Z BT 5H & CDOND 7
7 v REEEA Firewall Management Center = —%—A ' ¥ —7 = 4 A CBETX £,

7 7 7 R Firewall Management Center O FEAHIZ DU TlE,  [Managing Firewall Threat Defense
with Cloud-Delivered Firewall Management Center in Cisco Defense Orchestrator] ZZ M L CT< 72 &
U,

ATV T4 X127V w7 LTHRBENA—ZHLET,
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I Cisco Defense Orchestrator ()& A&
FrqzngzAcu<so |

FINA ZADESERACL <5 O

CLI=Zui, IR Tx 522D CLI 2~y R, FRITFEITRICEE TX 5% CLI
A ROTF L — T, T_TO~vruid, 1 DL ED FAL A TCRRHICEITTXF
TO

T 7= M CLI~ 7 m 2 LT, DT A ATH L a~y RERIFHZETLE
T, CLIZ v, T A AORELEHO—BEZRELET, BB OCLI~7 a%
FEHLT, 73 AT HEREBSGLET, T ATTIIHEATE S S EIFE7CLI
~zanbh E9,

BBICFITTHEZ A ZERTH-ODOCLI~ 7 v 2ER T £4, FEMIcHOWTIE. TEHH
O NIBDO CLI~ 7 n DOER] 22 L TS0,

CLI~Z7uif, VAT ACEFZIF2—VPV—TCETT, VAT LATEYZLCDOIZL-T
LS, MELHIRL TEXETA, 22— —EFE~ 7 2 Ia—VF—2MER L. WEF 72138
PrCx E9,

\)

GE)  TAALANCDOICA Y R— RENTZRIZDI, T/A AD~ 7 v fERTE 7,

Ble LTASA T 2L, WIFNHD ASA THED—V—2 KT 2581F. koa~
v REFITTEET,
show running-config | grep username

Tavry NEFETTHE, MBLTWAZ—PF—D2—HP —£ 73 username [ZEBEXHLD Y F
T, Zoavwry Rhb~w7aEERT A2, FUa<wy R&2fH L T, username Z FFEILT
PHAE T,

> show running-config | grep EUECGELEES]

NI A=ZUMERDALRT T D ENTE, ZONRITA—ZATRIL~Z 02 fild 52
EBHTEET,

b1 T TR T T R R T Rty i X M [ {108 { {username_of_local _user_stored_on_asa}}

NI A= ZZITRARRARNC TE JF L TREEAT20ERH Y 3, ZoHa. =
YRSy RFRO L IR ET
show running-config | grep

a<wy RO—EE LT, 2~ ROEEIRDT A A LIZCLIYV V% v 7 ABEHT 54
ERBHY £9,
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B s5-~ rroocu<snoks

FHEaTEFASDCU YT ODER

ATYvT1 CLI~ZuaZERTHENCCDO DA~y R Iy f =Tz A ATa<vw &7 A LT, avy
ROBECNELL, GEHTEXOMENEIND Z 2R LET

GE)
ATv T2 FEF—varnN—T, [41 R (nventory) 127 Vv 27 LET,
ATV T3 [T/ A (Devices) | #7527 U7 LTTNA AERDITET,
ATV T4 WHURTNARAZATORT 27 ) w7 L, T4 VPORSNTNDT NS AR ET,
ATFYFS [> avwrRKIA A% —TxAA (> Command Line Interface) 1 %727 U v 7 L7,
ZT7vF6 CLINZBDOBRIIAYDAS—K &2 ) v LT, TTIFET L~/ n 2R LET,

ATy 71 7°’7‘;<n“i&f‘/%7vyﬁbi*h

ATV T8 ~I/ull—BO4MERELET, REIISUT, CLINZ a0t A2 A LET,

AFwTF9 [~ F (Command) | 74—/ Rica~r REANLET,

AT9TI0 a~vy ROFEFHRHIER Lo a~y Rofsrd, FHEINCHENT T A —2 4 Ic@E iz £,

ATY TN [{EKR (Create) 127V v 7 LET, fER L7z~ v, RUNCIRE LT A AT TR, TDHA
TOFRTOT AL ATHATEET,

awr REETTHICE,. [CLI~27rnFET] 223B LT &0,

CUERFE-IIEFENCU Y- OMN LM CL - ODER

ZOFNETIE, TTICETLIZza~y R, Jloa—F—EFx~rn, TRV ATLAER~Y
anba—F—EFZ~ s v Bk L £,

AT Tl FEHF = a3 R—=T, [T ALV —E A (Devices & Services) |27 U v 27 LET,

6= CLLEEN D2 —Y—iER~ 7 n BT 25813, a3~ F2ET LT~ A 2R
£9, CLIvZuid, RLCTAY Y FOT A ZMTHA SHET, CLUBRITIA S E
NEVR

ARTYT2 [THARETHI7V w7 LET,

RT9T3 WURTANARAZATOETHI Vw7 L, T4 PORMENTNDT S AZRINL £,
ATv T4 [> avrRKIA4 A ¥ —TxAA (> Command Line Interface) 1 %727 U 7 LE7,

ATYT5 CLIvZrZERTLHa~y RERSTTRIRLET, ROWTHLDOFEEHEH LTI ZEN,

2y @Q%r )97 LT, ZOFAL ATEF LA~y RERRLET, 7 nlcfifitsa
vV REBIRT DL, avy RS cFDavy FRERSET,
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ATvT6

ATvT1
ATvT8
ATvT79
RATv 710

METEDEE |

cCLI®Z BDOBRICANDAZ—K E2 7Y v 7 LT, T CICHET DI~/ u bl LEd, £FET
Ha—YP—ERZELITTATLAERZDOCLIZ aZBIR L E T, a~vr R a<wy R U2 FKR
EhET,

aAvy RBRavwy RS R RINIRET, CLIvZ rO&BOR Vv LET, ZO
A<y KPR, H LW CLI~Z7 v ORI/ 97,

~ I/ RICEOARIERRELET, LEISLT, CLIFZadilE AE2 A LET,

[2<> K (Command) | 74—/ RDa<wy RafER L, LEREFZMZET,

Ay ROETRHCER LIz a~y ROy a2, FHEINTHENT AT A —Z AICE SR ET,
[ERk (Create) 1227 Vw27 LET, fERkLIc~2 vlid, BN E LT A AT TR, 20X A
TOFTXTOT A ZATHEHATEET,

awy REEITTHICE, CLIZ 2DETESRL T E N,

CLIT/ OMNELT

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

FEF =g R—T, [T/ ALY —E R (Devices & Services) ] =7 Vv 7 LET,
[THAAR 2T %20 w7 LET,
WE) 2T SA RABATDET a7 Y7 L, 1 DU EDOT A AEFRLET,
[> a<> RIA4 A% —7=xAA (> Command Line Interface) (%27 U v 7 LET,
AT RRIALT, AX— W EI Y v LET,
Ay RAFAMND CLI w7 n 2R IR L E T,
WOWTNNDHIETY 7 mx2FTLET,
CEFETLONTA—EN 7 B IZEHENTORWEEX, [XE Send) 1227V v 27 LET, avr
RADIREBINENA SCERENET, TR TETTY,
eI BIZRTA—EANEENTVDEHA (FO Configure DNS v 27 172 Y) | [> NI A—HDFRKR
(> View Parameters) | %7V v 27 LET,

* Configure DNS

> dns domain-lookup m
dns server-group DefaultDNS
name-server IP_ADDR

[/3F A —4 (Parameters) ]34 > T, /XT7 A —X D% [/37 A—4 (Parameters) ] D% 7 4 —/v FiZ
ATTLET,
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| EZETY -

Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

IP_ADDR name-server 208.67.220.220

208.67.220.220

ATFwT9 [EE (Send) 1227V w27 LET, CDONIEFEICI~VY REFEL, T/ ADWRZFHTD &
52T EWVWIH A vbE—URFRENET,

ATFYTIN o~ FEEELEERT. oo~y FRFETar 74X b—y g VIZEFR 2N ZAREMN B
NEFT] LWVIRAE=UN2O0DT 7 EEBITRRINAZENHY 7,

£ Some commands may have made changes to the running config Write to Disk  Dismiss

S[FA AT ~OEERAH (WritetoDisk) 122V v 27T 5L, ZOavy FIZE>TMALNER
k\ %ﬁij‘/74 5?;1 V_Tyfl y@%@ﬂﬁ@%%zﬁ?j/{{ X@X&* ]\7‘)701:%52@:1%@3“1?0

<[V iHd (Dismiss) 1227 Vv 7 425L, AvE—URRVESHET,

CLl ¥/~ OMDiRLE

=P —TERDCLI v 2 ImETEIETN, VAT AEEDO~YZ B ImETETETA, CLI
v/ aEfETLE, TRTOTNAA AT 7 aRNEREINET, 7 2 i3EEDT A A [H
FOLOTIEH Y £H A,

ATV Tl FEF—T g =T, [T ALY —E A (Devices & Services) | &#27 YV v 7 LET,
ARTYT2 [THARETH7 ) w7 LET,

ATV T3 WURTNAARZATDORTHI Y v 7 LET,

AT T8 TR AR ET,

ATFY TS [a~ RTIA A H—T A A (Command Line Interface) 1 %7 V v 7 LE7,
ATV T6 WETLHZ—P—ER~ I AR £,

ATYT1 v/ I XVORET A 2w ) v 7 LET,

ATy T8 [v7udifff (EditMacro) | ¥ A7 07Ky 7 ATCLI~7 raffifE LET,

ATY 79 [(RTE (Save) 1 &2 Y v/ LET,
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cuvsooui i

CLI =7 u DE[THIEIZHOWTIE, [CLI~Z7 adET) 28R L TN,

CLI ¥4 O D#Ik

AT T1
ATvT2
ATvT3
ATv74
ATvTH
ATvT6
ATvT1
ATvT8

=P —TFFED CLI 7 TIHIBETEETN, VAT LAERD~Z 2 FHIRTEEEA, CLI
~ 7 nEHIETLE, TRTOT A, AT aNHIBRISNET, 7 2lidfFEDT /31 A[H
HDOHLDTIEHY £H A,

TS =g R—=T, [TA ALY —E X (Devices & Services) | %7V v 27 LET,
[(THAA R 2T %) v 7 LET,

WENRTNARZATDETHT Y v 7 LET,

TN AETEIRLET,

[Z2~> RIA A% —7xAA (Command Line Interface) ] %7 VU v 7 LE£7,

HIER 3 22— —ERKCLI v 7 n 2B L E7,

CLI~Z a7~ VOIAIFTrAarezs )y 7 LET,

CLI~Z7 uZzHIfrT 5 Z L 2MaR LET,

I k

FTV =l ME, 19U EDOEF 2T AR —THATE LB RO TF T, A7 V=
7 NefHTLE, A —O—BHAMRICHRTEET, 047 =7 MEERL,
BIDRV—%FHLC, A7 V=7 VEERTDHE, TOEENFT V=7 T
FTRTORY —mfESNET, 77V 27 FEFEALARVEAIE, FUEERLER T
TORY —%ANCERETIVLENHY £7,

THNAREF U R—=RTDE, CDOEZEDT A ATHEHINLDGTXTOFT V=7 MR
WMLTHRIFEL, [A7 =7 F (Objects) | X—TIZUAMLET, [A7 =2 F (Objects) |
R=Unb, BFOA 7V =7 FNERELEY, EX2 VT 4RV —CHEHATLIH LAY
Yl NEfERR L2 TXET,

CDO X, BEDOT A ATHRAENDI AT V=27 bARBEA TSI MY, A7V =/
I (Objects) ] =T TZ DNy Y B TENS ZiBI L £,

HHEAT oy bBALO TR 251&EZ L, BEORY —F7137 /31 AW Txs
WCHEF SN BRDGERH Y F7,

CEBEA TV FEIE. AT AL R EICH D, ARNTIRARZIMEIZFECTHE 220 E
DF T FTT, BE, BELE-A TV MIFUERER-L, SFE8FERARY
ko THEREANE T, EETAA TV NI, ZoMEOT A 2 B ciRIE
nET,
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AREEA Ty bLlL 220U EOT AL XA EIZH D, ARNEE CIEAMEIZR R 54T

YV FTY, 2—P—F, SEIFERREOFT T, RILARENEDOLT V=7 M EE
RTHZERHVET, ZNHDOAFT V=7 FOENEFBORIBIC O CTHAEICE R D
2720 REAENELET, REEFT TV s ME, ZOREOT (2 & ClBlEn
S

CRKERFT IO ML TAAABRIAFET 20D, JOFTo=s b T EAY

A2 B~ NATL—LC L > TBRENTWARNWA T V27 h T, RIERAFT TV =7 NI,
COMEDOT A 2y L TS NET,

= RRRY =TT IHHT D204 TV =7 baEldsZ b Taxd, L—LR
RN —ICBEA T WA T V27 hEERTE T, BEffT O T inWAT V2 b E
N—VEFFARY =TT D L, CDO TIEZDa B—MMER S, 0 a b=l X
nET,

[F#7 =2k (Objects) | #==2—ICBET LM, Fv hT—2RY S—DFMTHT V=
FNeFRkTHZ LIk, CDOICLk» TEHEINTWAA T V2V 2R RTEET,

CDO AT 2L, YHR—FEINTWVWET A RAEBEORY NT—I FT V= FeV—F
AFT V2l bl DOOGFANGEBTEET, CDO #EHT5L, ROFETHT Vs
NEEHTEET,

c SEIFEREEICESNWT, TRTOFT V=7 MERRLTAT V=7 FT7 402 LE

—g—o

T NA X LEOEE, KMEH, BIUOAREEDOAT7 V=7 NERHOT T, ZnbD4 7V

7 FOREEZRG, HIFR, 3R LET,

BEEMT LN TV RN T V=7 FERST T, TNOBREH THIUTHIERL £
« TNA A THBOILE AT V=7 BB LET,
AW AEaAIy MTDRHNC, A7V bADEER—HEDORY —L TN RCEZ D

BaiHE L £

cHOAT Vs P EZNLOMRE, SESERRY 0TS ATHBLET,
¢ 7/ AN CDO ITA Y R— RERTM, T K> THASh TWS AT V=2 |

XY Fy LET,

FUR—=RENTT AL ANEDOFT V=7 FOERR, W, E7IEHAE0 CHRIBENZRAE L
758 1%. Cisco Defense Orchestrator D b7 7 /Ly a—T 4 TSR LT 70,

f£FFTO I b

Cisco Defense Orchestrator (CDO) TlL, BHDOT A XA LRI CARIE R UCNBEDOA TV =7
NedeHE AT NEREOET, EHEA TV MIZOT A 2 TEM SN E T,
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+7vxs rot—n—54¢ |

ZHUE, [A7 Y= kb (Objects) [N—VIZRRSNET, HEAT7 V=7 bEEATDHE.
| DT CAT V2 hEEETE, TOEFENRZOLT V27 b EERTHMOTTORY
V—ICEBET LD, R U OMRIRES 0 3, EAT V=T FEEH L WES
L. FICEERLERTXTORY —%2lINCERTL20ERNH D £7°,

HHEA T2 FERETDHHA, CDO TEA TVl NONBENRA T V= / M T —T W
FRENET, HEA TV 27 FOREITEST-LFALTYT, CDO Tk, A7 V=27 hDHE
FOREEINTZ, 2FV 77y Meaile] Ea =01 SR RINET, FRflSA
VT, Ry MU BEENBEHMARY A MIT Ty MEESNTEY, ARiIFELT TV BT
EEREATIT LN TN LICEE LT &,

Objects Displaying 100 of 163 objects g 0 ATL-TMG-INT
3 Object Type Network Group
Q, Search for objects by e, IP, @ Compare + Create Object
Al L=oF=VWrc U NF NELWOIE aroup rs
ATL-SS-BUDC 2] @ Network Group ® SHARED
ATL-TMG-INT (3] & Network Group Ik
OBJECT REFERENCE TYPE 130.131.230.14
L +— 130.131.230.1
ATLFTMGPO1 Network Obiect/
ATLFTMGPO2 Network Object Relationships
ATLADDSPO1 [3) & Network Object & lockseol )
& locksco3
ATLADDSPO2 e © Network Object e ®
& locksco_1_1 T3]
ATLADDSPO3 (3] © Network Object
ATLADDSPO4 3] & Network Object
ATLARCHPO1 (3] & Network Object

IO bDA—N—F4 F

ATV FDOF—=N=F 4 FefiflT05L, MEDT A A LDOWERY NI —0FT V=
7 FOEEA—/NN—=F A4 FT&ET, CDO L, A= =T 4 FEMkd 5L ST/ELELT
NA ZZHIET DAL LES, ZNoDFT V= r ME, 4HNIE U CTHEP R D8ED
TNAALIZHY £F2, CDOIX. ZNLDENA— =T 4 F& L TEIMSNET T,
INOERBEA TV ML LTGHRIILEE A,

FEANEDT AL RCENIRERERE LA T V7 NEERR L%, BAAERELE L
THVEDOT N ANZHONT, A== TF A REHALTAT V=7 MIRTHAEERNEE 5
ETEET, £, TRTOT S AUH L TA—A—=T A RTDRERDHAT V= b
ERR L, ZOF 7= 27 FE2EH LTI X TOTF AL RACEATHH—ORY) > —Z2{Ek+ 5
LB TEET, ATV P A—R—=T A FTIE, T A2ETHEATHIEERD v—D
NSy BEER L, [l x DT ASA ZAOMLEIZGCTRY V—%2BETEET,

722X, HF T4 ATV oY==, T H P ——FT =V bprint-server
EAER L TWD YTV AEEZTHEL LI, ACLIZIE, TV v FH—R"—D A F—F v i
DTV ERAEBEETHN— NV ERELTWET, TV P—N"—FT7 7 ML, &
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. BEMITORENA TS b

TAAZLIERTEDLT 74NV MERH Y ET, TNEITIICII, A7V =7 hOF— 13—
FA REMEHAL, 3 XTOHFTT/L— L Tprinter-server] 47V =7 hO—EMEAHEREFL
T EIXERRL5E0H0 £T) .

Editing Shared Network Object X
Object Name * Devices Usage

print-server &= 2 Devices = @ 0 Rule Sets =
Description

printer server object

Default Value v~

eq ~ 126.0.1.0 = ASAV-99-18 =
Override Values v
Enter a value to add it
Value Devices
126.0.2.4 & Pasadena-ftd-730-516-... = P N
126.0.1.6 & BGL_FTD_7.3 F 2 W]
126.0.1.9 & connected_fme o S

Cance' m

GE)  —HMORWAT V=7 bRHLIBEIE. A== R L TENLZ 1 >DIEFT
Va7 MImETE LT, FFicoVWTIE, REEAT7 V=7 FORBEERT 222 L T
<TEEW,

EEMITDRENA T

N—RRY =TT IEHT 2720047V =7 FEERTEETHN, L—LLRY o—
BT WA T Vs FEERTDZ b TEET, BEMfTohTnent 7Y b
= VETIR Y —THEMAT D L, CDO TIEZ D a B —n3EK S, £ 0 a B —E A
SNFET, BEMTONTWARNWITEDOAF T V=7 ME, KHDOA LT F o2 a 7 THIR S
LD, 22—V —0HIpRT 5 £ T, BHARER #HOAT U= NRIZED 7,

BEf T TV RnA 7 vy MIae—L LTCDOIZEY, A7 Y=y NMIBEAMT S
NI N— IV ETIR Y =080 THIBR SN2 GBI T R TOBREN KON NE I L E
ER

BT DN T RNWA T V=7 bEFRRTDHIZIE, [F7 =7 & (Objects) 14 7 DLEMD
RANZHD Y 27 Y w7 L, [BEfIT72 L (Unassociated) | =y 7Ry 7 A%A 2L
e
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alualn

cisco

D m

@

Defense Orchestrator

Hide Menu

Dashboard

Inventory

Policies

Objects

36
[ Q. | Search for objects by nam:

@

Objects

G

@ %

& R I

VPN

Analytics

Change Log

Jobs

Tools & Services

Settings

AT FDOEEE

Filter I

= Filter by Device

D Show System-Defined Objects

@ lIssues [ 26 2%
(0 Unused [ 13 ]
() Duplicate [ 18 ]

() Inconsistent
(h Shared Objects v

() Default Values
D Override Values
() Additional Values

O Unassociated Objects v

Unassociated

a§)

Object Type v

(O Network
() Protocol

~ o

+7vz0 rons [

ATy 71 MO CDO T e —2 a3 =T, [£7T=Z bk (Objects) %27 Vw7 LT, A7 va &R LE

j—o

ATVT2 X=VOAT V=27 NETANVFRBR LT, Wi T 2477 MeROTET,

AT T3 [t (Compare) ]

M Compare

WA a7y LET,

RTFYTE WkTAF TV MR RIODECTHRIRLET,
ATy TE WAID FEHICA T V=7 W THFERTLET,

(AT FDOFEM (ObjectDetails) %A MAA_R—D EFORMEZZ ) v 7 LT, FrtH47 V=
7 NEERIZ R L £,

o [FEAl (Details) ] v 7 A L [B96% (Relationships) 7R v 7 A& BT 2070 7272 AT, #RTDH1E
WMAERELET,
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ATwT6 (A7 ar) [BFE (Relationships) 1R > 7 A2k, A7 V=7 "o TENERENET, 47V
T MET AL AEIERY —IZBEEMA T LN TWAGEERB Y T, F7 V=7 RT3, RZBES
FTONTWBEARITE., T ALET Y v 7 LTS koK (View Configuration) [ %7 U v 7 L
T, TS, AR ZFRTE £, CDOIZT A ZADWR T 7 A NVEFERL, TOFT V=7 bOxT
M) ZANATA4 NLET,

TJ4IL3

[1 >~ FU (Inventory) |"—T &[4 7Y =2 kb (Objects) |"—VDOXEIERT 4 V¥
EEHALT, LTWAT AL ABIOA T V=7 VERDTDHZENTEET,

T A NVHERBRT B2, [T/ ALY —E A (Devices and Services) | Z 7, [R U —
(Policies) 1% 7, BXW[A 7Y =27 k (Object) X T DEMDA L TY 27 ) w7 LE
D

AR N T YNBETIE, TRARZA T N—Ry=T YT N 2T ONR—T 3,
Snort X— 3V, BREAT—HF A, HERUIREE, BiA M. Secure Device Connector, 3 X U'7
ST T A NFBTCEET, 74N FEHEHA LT, BRLET A RAZAL T DX THOT N
ARERDTHIENTEET, 74NV ZEFHL T, BIRLET A AZA T DR TRNOT
NARERDTFHZENTEET,

FT 2 VT NBEHEHT DL TR, AT A A TV b BT O
PNWA TVl b, BEXOAT V2l NI T TT 4 VAU TEET, RISV AT LA T
Vx NeEFOLNEIDERINTEE T, MB7 4 — VL REH LT, FEDOAFI, IPT R
VA, IR —FEEEEL T A NVAERNOF TV 27 NERBETDHI L TEET,

TIAREFT V=0 b a7 4 VAT 256, MR MAGDE T, BET Rz R
DT BT DN DIPDOEAE R RREIE 2B T 5 Z B TEET,

woFIcix, TRE EHIN TS, £2d, RER) Bbor47 V=7~ o, B0
EEEHSILFELF T2 b, o, BEOEA T (v FT—2, £721F. —ER) O 7
x| THEIEOIRAT V2V FEBRRT LI 4N EASNET,
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AT |

Filter
= Filter by Device
Show System-Defined Objects

a Unused

Duplicate
a Inconsistent

(5  Shared Objects
Default Values
Owverride Values
3 Additional Values

Unassociated

Metwork
Protocol
Service
ICMP
Time Range
URL
Application Filter

Securitv Fone

IOV LT 4B

T AN DT, (A7 =7 b (Object) | Z T DLEMDOSALTY 27 v LE
j—o

[TRTOAT V=7 b (AllObjects) |- Z D7 4 V&L, CDO A R—F 7 LIz
TRTCDT N, ANSHEHARER TR TOLAT V=27 b2RELEST, 207 0213,
TRCOAT V27 VeI 572010, FRIIRBOFMELE LT, ST 74
VA TEAT DI £,

o [HfH AT Y=/~ (Shared Objects) |- 2DV A w7 7 4 VF X, BEOT A ATHE
INTVDHZENCDO L > THRIHENTZTXTOF T V=V haRRLET,

(FALAZEDFT V= b (Objects ByDevice) |- HiE DT /A X &R LT, MR L
2T A ATRONS AT V7 hERRTEET,
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B oc-vronssmess

VT TANT-BAL T 4V ZRITIE, BIRE S SRV IADTZDICEATE 277 L
ZRHVET, IOV T T4 NRE ATV NEAT (Fy NT—7 —ERX 7
7k d) ([ZHERSWTHET,

ZDTANIN=TRIRSNIZ T 4 NV ZE, UFORMMZ BT 47 V=7 FeiRLET,

RODTNAADWTINNCSH LA TV =7 b (T3 A TT 4 VX ULEL (Filterby Device) |
IV LTCT AN, AZEELET) . BLO

F—BEORWNAT Vs b, BEG
*RYRT—H AT V2 MELEF—ERAT V2 b, BEV
*AT Vs hOMABRNC [TL—TF) L0 HEREENTNETT V2 |,

[VAT LAT Yz FOZFR (Show System Objects) | AU N2> TWDHT=®H, FERIZITY
ATFLFT V2l Nea—P—ERLI TV FOWMGREENET,

DRATLETOLY FORERT 4 ILAE

—EROT A RZIE, e —E2ARICHFRIER SN T V=7 MRbHV T, b
DYAT ATV =7 MIBRCER SN TEY, v— AR Y o —THHTE %0 TEHT
T, ATV 2V b T —TNIEL DV AT LF T 27 "N EGENLIHEAELHY ET, VA
TAFT V2l MIREFLIFHIRTEERA,

[VAT LAT Y=V h%&FR (ShowSystemObjects) [1L7T 74/ N T A7) T, 7V =
I NT =T WV AT AT T V2l VeRRTDHITIE, 74 NVENRN=T[VATLAF TV =
k% #~ (ShowSystemObjects) |Z#F N LET, ATV xV NT—T N TYRATLAF TV
7 NIRRT DI, T ANAN=T[VAT LA TP =7 h%&FKax (ShowSystemObjects) ]
EATDEFIZLET,

VAT AT TV 2l FEIEERICTDHE, ENHIEIRRBB IO T 4 VA UBEORERIZE TN
KIBRVET, VAT LA T V27 "aFrtde, TNHIFEAT V27 FORELE 7 4 L2 AL
FOMRICEENET,

FITDTV T4 BERET D

ATvT1

ATy T2

ATvT3

T BRI THRELCTANEZ Y T TEET, T4NEZ ) TTEH 073 RE0IE
. PHRINDDERIID L0 £5,

EROCDOF S —a /=T, [A7 =7 b (Objects) |7 Vv 7 LT, A7 arz&RLE

R FHOTANET A2 X527 LT, ZANERNRAEZHREET, 77 MRS T
BRIL SN2V E DI, Fov I fMEDOT4NEZOF =y 7B LET, SHIT, BT 4 —V FER T,
BT 4=V FICAIENT-WREEOH DT A FE2HIBRL T,

FEREFFEDT NA A TR b DITRE LT2WIEE
[T/NA RTT 4 LR (Filter By Device) 1 %7 U v 7 LET,
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ATvT4

ATy TH

ATvT6

ATy 71

ATvT8

ATvT9
ATv 710

T4 na8EN TS 2EBNT 55 ]

2. TRTDFTNARAEBRBTDEN, TRAAEZ TR 7V w7 LTHEDTEBEDT A ZADLZ ML
iﬁ—o

3. TUNAFCEDDTNRAADF = VR 7 AT AT LET,
4, [OK] %7V v7 LET,

RBAEFNC VAT DA TV 27 NeEODLITE, [VAT LA T V=7 F%&FKR (Show System Objects) |
EAATLET, MEBEMRCUAT LA TV =7 VAT 212, (VAT LA TV =7 M2FERR (Show
System Objects) | &4 712 L £,

[ (Issues) 1 C. ZANZ VT TEFTV=0 "ORBEOTF = 7Ry 7 AeA N LET, B
OREE A CTEE, A LT T T DO TV 27 SR T 4 VEERICEENE T,

RIER D> - NEHEICL > TEE SN 7V 27 2 FRRT 55513, [ (gnored) ] OREA
Fxv 7 LET,

2O EDTARA R TG EINDA TV 27 b T 4 NE ) T HGEIE, A4 7Y =2 b (Shared
Objects) | THRERT 4 VX A N LET,
*[7 74V MA (DefaultValues) |: 7 7 4/ MEORZFFOAT V=7 N7 4V Z ) T LET,

o [A—/N—=T A FfE (Override Values) |: A ——T7 A RENTfHEEZFFOF TV =7 VT 405
Y7 LET,

s GEMOfE (Additional Values) | : IBMOEZFFSA TV =7 Va7 4NV 2 ) 7 LET,

N—VE IR Y —DO—E TN A T V=7 b7 VX ) 7T H85AF, BT L
(Unassociated) ] ZA4 1 LET,

TANEZN U TFTH (A7 =2 hZ A7 (Object Types) | A I LET,

FTV 7 NPT RV A, 73R — NEFZ 47T =2 & (Objects) [#R~7 ¢ —/L RIZiBML
T, ZANE Y T ENTEROFNORBEFIC BT 247 V27 beROTHZ L TEET,

TAIVFEENS TNA RERNT BI5E

TNARE T 4 NVE ) 7 HEEITEINT S & fERICIIT A A LA T V=7 MIEREN
FTN, TNOEDFT V=7 hEDOT AL 2 EDORITFRTRENET A, 728 21E. ObjectA
DS ASAL & ASA2 DRI CHEINTWBELE, 7 V=7 " a7 V& U7 L TASAL ED
HHEA TV NEm#ETH L, ObjectAlT o0 £9725, [BIFE (Relationships) ]34 1Z
X, A7V R ASALIZH D Z EETRFRINET,

F 7V MREET DT RTOT AN, AR RT HITIE, RBESFETT A A EfRE LW
TLIEESW, MOFHETT7 42 ) 7 L, BEIDL U THREBESELZEMLES, CDO Ak
BT H4T7 V= NEBIR L, [BIf% (Relationships) | XA »ZH~NET, £OFT =7 b
BT 23T _XRTOT A ALRY —RNEREINET,
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B 7oo:0 romaoms

FI72x0 FDERDER

KEM, BE, REEOAT V=7 FERTLHEDO12F, ThbEBET 52 L TT,

FT7V =l FRRMEH, B, FEAEETH-oTH, TOWRBEBITITIELRHEHNH 5 &H)
Wri, A7 Y= FOREERMROERICT LI L2EBRT LG5 0H0 3, FRkOobHD
BT, INODEBASNIAT V=7 bEMFHRT D LPBBEIRDIGENRDLY £, &7
VxZ FORMBEBRRT 5L EITCDO FERINT-AT Vs FERR LRV, B S
NEAT V=0 bDFAT V=7 FUARET A NZ Y 7L, fERICESWD THEAET 2 0LEN
HYET,

ATvT1 EfDOCDO F e —v g R_"—T, [A7 V=2 b (Objects) 1227 Vw7 LT, A7 v arz@RLE
D
RTF9T2 A7V N7 4V H,

ATV T3 [TV =7 b (Object) |7—TNT, BREMRGT H4 TV =7 FaeT RTERRLET, —EIZ1HODF
Tz NOBERERERTEET,

ATy T8 FEHIASA 2T [BHEOMER (Unignore) 15227V v 7 LET,
RT9TE BEREERELET, INT, A7 V=7 hMEMETTZ A VZ )75 8, DEEERSA WA T V=
7 FISRONDITT T,

7oy bDHIEKR

1 OOFT V=7 NERITEBEOA TV =7 MEHIRTE 7,

120472y FOHIBR
A\

FE 7 7 v REEMUE Firewall Management Center 237 > MIT 704 SR TWHEHE -

[R—CDFy bT—IFT Dz M LT A—FINA AR, [A TS b

(Objects) 1> [ZFDMD FTD AT x4 kb (Other FTD Objects) 1] X—Y D% d 5 77w
RH2HA Firewall Management Center % U —27 47 V=7 NEIZTNV—T IS L E
R

WTNINDR—=UINb Ry NI =T F 7= NETIZITN—TZHIRT 5 L. mFO~—
MHBEDF TV =7 FERIZTN—TIFHIBRSNET,

ATY 1 MO CDO FEF—2 g 83—T, [A7 V=27 b (Objects) | Z@INL T, A7 a3 Z@RLET,
RTFYT2 ATV N TANEERBAT 4 — NV REMEHLT, HIBRT 247V 7 hEROT, TNEBRLET,

ATv 73 [Bf% (Relationships) ] %A »ZWHERLET, A7 V=7 "OAR) o—F 34TV =7 b NA—T7THEH
SINTWVDLEGEIEL, ZORI —F 7T NV—TPoHIRTHETAH T V=7 FEHIBRTE EHA,
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sEAr Iz ros—TouE ]

RATv T8 [T = (Actions) 131 T, [HIBR (Remove) | TA 2 @ %27 Uy LET,
RATYITS5 [OK] %27 Vw7 LCAHT Vs FOHIREM R LET,
ATYT6 {TolEHEZLEa—LTERTLIN, FELTOHrOEROET L2 —BIZERLET,

KERA T FDOYIL—TDHIBR

TNA R A R—FLTAT V=7 FOREFRICRY el ZORMHOFT V=2
RRESOMY EF, —EITRKSOBORMENA T =2 FEHIFRTEET,

ATy 71 [ (ssues) |74 VX EFERLT, READA TV bEADTET, TXA AT ANV HEHHAT D
BRIZ [T /31 A2 L (NoDevice) [Z#BR L, 731 RZBEMIF b TWeWA 7V =7 FERETHZ
EHLTEET, ATV NIRNETANE N TTHE ATV NOF 2y IRy 7 ANRRRS
ET,

RT9T2 ATV N T—=TN~yZ—0 [TXTER (Selectall) | F=v 7Ry 7 A%A NI LT, 74 VKT
Ko T ENA 7V =7 N T —TNMIERRENHTRTOAT V=7 NEBIRT 50, HIBRT 2% D
T2 PO DF = IRy I A A T LET,

RTY T3 [7T7 a2y (Actions) 131 T, [HIBE Remove) | 7T A 2@ %227 v 7 LET,

ARTYT8 7o EFTELT L E2—LTERT LI, L THhOEROET 2 — I L ET,

2y RT—=0XFTOxY b

120y bT—9A Ty ML, FA M, XYy RU—ZIPT RLVA, IPT RLAD
FiPH, EREMi KA A 4 (FQDN) £721X CIDR Zie DV 7%y hU—=Z7 00Tl 2%
ANDZENRTEET, Ry NT—27 77— (Networkgroups) ]ix. R NTV—7 47T
7 rE, TN—TZBEBMTAHEDMOEL DT RLAEZEFH 7Ry NU—7Dal sy
T, XY NT—I AT V=T "Ry NT—DI TN—T1F, TI7E®AL—N, Xy NT—7
RY— BEONAT V=LV THEHSINET, CDOAZHL T, Xy hV—IFT V=7 b
LRy NT—=7 T N—TEMER, BH. BLOHIBRTE 7,

£3: %y hT—H4 TSIy FTHETENDIE

TIN4 R %« |[IPv4/IPv6] UL T R |7 RLRERE |TE2E8 KA |CIDR REEEIC
~ (Device LR A4 KB TRy
Type) k

Meraki IPv4 BTN BTN BTN BSIIN
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Cisco Defense Orchestrator DA |
B ~oro—s458z0¢

K4: 72y FIT—V T IL—TTHASINDINE

TINAR BT IP B [y b= FT Ry bIT—=05L—T
(Device Type) x4 b (Network
Object) 1]
Meraki K hix K hix K hix

HRETORY FI—0F Tz Y FOBFIA

7 Z 7 FIgHLH Firewall Management Center & 7 )2 MIA VR —TFT 4 7 EHTW5 1 DL E
D 7 7L I A Management Center % 7 ¢ Cisco Defense Orchestrator 77 > F 238 53551,
ROFNEZFETLET,

Cisco Secure Firewall Threat Defense, FDM (Z & 2 B ELZ B % D P51, ASA. F 7213 Meraki
Xy NT—=IFT V=) NETIITN—T%ERT DL, ZOFT7 V=7 bOabt—R, 77
v REEEA Firewall Management Center DX ERFIZMEH T 5 (472 =2 b (Objects) 1> [ED
fOFTDA 7 Y = 7 ~ (Other FTD Objects) |"X—T DA 7 V=7 MY A MIHBEMEi, D
WH R T,

WTNDDOX—=T DRy NT—IF T2y NI N—FZMZA AL, O —Y 04
TV FERBIN—=T A AZ L RTHERENE T, 1 2OR=Un6AT7 V=7 FEH|
BT oL, TOAT V2l FOXIET DA —HMOX—U 0 BHIBRESNET,

Bist -

c[WCARIOFRy NT—7 ATy N3 9TIZ 7 7 7 g4 Firewall Management Center
\ZAFET 2 8A . # LU Cisco Secure Firewall Threat Defense, FDM (2 L 2 4 B & B2 %9
BB, ASA., F7olE Meraki * > NU—27 F47 Y=/ M., Cisco Defense Orchestrator
[47 V=7 & (Objects) ]>[MidDFTDA 7Y =7 k (Other FTD Objects) ] ~2— 21348
MINEF A,

« 7L I AD Cisco Secure Firewall Management Center (T J2 > T8 B X 4 2 3B A HE(if %5 A
BENKTT D5 TANA ADR Y NT—I AT V=27 hBIOINV—T1E, [TV =V
L (Objects) 1> [ZDMAOFTDA 7Y =7  (Other FTD Objects) ] ~— Y ClIR &

T, 7 7 U N2 Firewall Management Center CEFH T £H A,

77 7 REEfEA Firewall Management Center |2 #1T L 724 7" L T A @ Cisco Secure Firewall
Management Center f > A% LV ADYHE, Xy NIV —7F 77 M& T V—T1X, FID
TAL AR SNTZAR ) —THEASHLTWIUE, CDO A7 V=7 b=V RS
NHZEITERLTIEEN,

+CDO & 7 7 7 R Firewall Management Center Off]O % v 8T —27 A7V =7 FoIk
Aix. LT T2 FTIEEBRICAECR Y 718, BAFEOT T2 b TIRERT 505
DHVET, Xy NT—IFT V=7 k3 77D NEHE Firewall Management Center &
EH IR TOWARWESIE, TACIZHEIE LT, 7 N CHREEZANCLTHLVET,
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Meraki 7/34 2 (<B@Et 3 >h 2175z + [

Fy D=0 ATOy FORTR

CDO ZHEHA L THERRT ARy "= F TV "o, FUR—F 4 T LT A 2D
END CDO BNiBi#kd 5%y NU—27 47V ME, [F7 V=7 b (Objects) ] X—TI2Fk
RENFET, IOy NU—IF TV MZ i INTNDOAT V=7 AT DT
AT HENTWET, ZHCkY, A7V NEATTT4NZ )7 LT, LTS
FTV 2l TR ADIT A ENTEET,

[F7 =7 & (Objects) |"N—V TRy NT—I AT V=7 hE@RIRTDHE, 707 bD
EAS [FEA (Detail) ]34 izFRmSnEd, [BIFE (Relationships) ]34 i, A7 Y =7
FRRY —THEHAINTNDINE I D, BEIOA TV 27 FPRESNTWNDT /A ANREK
IRSNET,

X NO—=T T N—T% 70w rt5e ZTOTV—TONENERENET, Xy hT—7
TN—TF1F, X NT—0F TV Mo T NA—FICEZ N T X TOEOELSET
j—o

Meraki 7/\14 R [ZBEEfF 1T onbA T k

Meraki 7/Nf A TERAINBZA T MZDVT

Meraki % v > 2R — KX, 77 "D K77 ZHEHAL—LOEETE L U0%E4E T  —/L K

CEEESHEIPT RLA, Yo had, £R3R— MO 7V —7%FHLET, 4o B—
T4 THE, CDOWL, IPT RLRERy NU—I 477 MNIE#BRL, 77V r—a
YA OTa haNEEY— AL T Vs bERE T halt TV MOERLE
7

(DO®10®N%W#&//:T%b1@ﬁ®w%w IEMIND RN DY £5, =&
Z X, TCP 7’1 k=L L UDP 7'u h a /LDl i & &t ASA 7'v k2L 7 )L—7% CDO DH
—D7T 7 AHENL—MZBEINT S &, CDO 1 D0 CDO V—Lv&H v v ah— FNOBEE
DONV—VEB L ET, BEEONL—iE, TCP 7’'u halzgEte 1 2O/L—/L L UDP 71
farzgiel DO — VIl £9,

Meraki # > > 2R — K& CDOZEH 5 S CIDR Y72y FREEZFR—FLTWAZ &IcE
BLTLEEN, LA F¥3AALVTFA L E—T oA AL MXT A A LA T T NOEEIZON
TiZ, Meraki T L v PV R—2ZHBB LT E XV,

CDO ® Meraki 7/3f A CHERTESA TP H F

Cisco Defense Orchestrator (CDO) (21X, MX T A AHEHOA TV =7 MIbH Y FHA, b
DIZ, FID, FDM B L ASA A7 ¥ =7 b &AL ETITIA L. 731 RITERBS LD L —
MZZNODF TV =7 FaEEMIT 52 LR TEET, Meraki ITIXFTD 3 X WNASA F7
Tl NEDORERABIENRIR NS, MX TN ANE T V=7 N EFEHT D RIS
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FID #—t R 7 /L—F X
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T4 — = VEBRICEETEET, INOIE, 77 AT U= NN — LR EDT 7' AR
VY —CHEATELPY 7Ry FBEXOFQDNDO T~ LCHREL 9, RUIPY 7 Ry
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D=0 F Tl NONATA RN [JGE] =2 L T &N,
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Meraki & a2/ h— KFTOI—)LFEETO [CDOTHOIL—ILEFFA TSI rOAYSE—

FaldAy 55—

RY— BAE

[/ —AIP (SourceIP) ] Xy NIV—=IF T2y NERIIRY FU—
7 T n—7

[#65C TP 7 K LA (Destination IP) ] Xy NT—0F TV FERIIRY FU—
%A

EELA— bk (Source Port) Xy NT—IF T2 bEFIERY hTU—
g Tn—7
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%A

LAY 37TV r—varra ban A—r (Frbarsin—7 FK—hrI—
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GE) Meraki % hU—20 4T 20 vexy NI —0 3720 v TNA—T BRI BF57 /31 R
WERK2Y CDO Ul CEAEFEIIFRYI SN L, 2N oDA T V27 MIFID Ry FT7—2
FT 2l NERIIA T2 NIA—TE LTCERREINE T,

INGOFTV =l MBRIOA T V=7 M7 —71%, CDO TIEHARY FHIZRY 97,

1R BRI

Metkai DA —T o R—B 2y bJ—H9 AT H FEANTLTWRWEEIL, CiscoMeraki
Wy vake Koo 74 L, [$]> KU S—ATSxs FICBBLT. n—hitT
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ATV T Meraki ¥ v v aR—Rzn /AL, m—HVA TVl bERFR— AN AT V=) b T N—T % ERk
LET, sz oW TiL,  [Network Objects Configuration Guide] ZZM L TL 72 &0,

ATFwT2 CDOWCue /A LET,

¥ Meraki /34 2% CDO IZF 778 AYEfE L TV WIEAIE, 35>V T TCDO ~D MX 5 /34 2D
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SnET,
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Merakitry b0 —0 AT 20 FERIFXRY D=9 5 IL—TDER
F1=IdiRE
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Py NU—=IFT V27 MBINMTEBIPT FLA
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~ (Device LA A% EBHY TRy
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HEMIBMSET, /o, 2o LFEERTT,
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7 Vv LET,
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7V w7 LET,

ATvT2 %ﬁ Uy 7 LTHhmb, [FTD]>[#Y kT7—% (Network) 1F72I1Z[ASA]>[+Y kT—% (Network) ]
DOWThrak s Yy 7 LET,

RATFYT3 ATV "HaEATILET,
ATv T4 [y NU—27 7 —TDVERL (Create a network group) ] Z8R L £ 97,
AT9TS [TV =7 FOEM (AddObject) 1227 Uy 7 L, VANNDLRY NU—I AT V=7 FERRIRL T,

R (Select) 17 Vw7 LET, BB RTRTORy hNI—IFT V7 FEBINTAHET, ZOHME
BRRVIRLET,

ATy 76 B (Add) 1227V 27 LET,
AT T fToEREL5T L E2—LTEMTI, FEL THhOEKOER 2 —EIZREMLET,
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i
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ﬁ‘o
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Vv LET,

RATVT2 AT T ANZERBET 4=V FEEALT, METL247 V=7 FERSTET,
ATV T3 WETLHAT V=7 MeBIRLET,

ZT T8 [ (details) 1731 > O [ (edit) (R%> € 22092 LEFS,
2T 9 TG FROFIETHER LD ERUFET, AT TRy 2 2ADEERELET,

. Cisco Defense Orchestrator D E K


managing-meraki-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_169

I Cisco Defense Orchestrator ()& A&
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DR—=VINHFy NT—IFT V27 NERFIN—TZHIRTLE, [TV b
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EEGRL., BB 4 [Tabal) ZEALET, 20D, 26047
Tl MEBRIZEROIT D ENTEET,

ICMPA T2y +

Internet Control Message Protocol (ICMP) 47 ¥ =7 kX, ICMP £ X OV IPv6-ICMP A & —
VHHAOY—E A4 T V=7 FTT, CDO X, ASA I X U Firepower (FTD) 234 2R — K&
NIEZLZILT A ADRETINGDAT V=2 Faiikl, ZNHITMAD Y 1% [ICMP]
ZEALET, TOED, ZhbDA T V=7 MEHEICASITAZENTEET,

CDOZMA LT, ASARRENLICMP AT V=7 NOL4RIZEELZY, ICMPA T Y =7 k
ZHIBR L7 TEF£9, CDO Z#fffH LT, Firepower a% & D ICMP 3 X N ICMPv6 47 ¥ = 7
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GE)  ICMPv6 7’11 F a /v DA, AWSITFHEDFIEDOEIREZ T R—F L THEFA, T3TD
ICMPv6 A v ¥ — % AT AL — L OHRBZYR— N EnET,

BEHL .
ATVl FOHIER (112 8—Y)

Meraki Y —EXA T FOERFE-ITHREE

Y—ERF TPz FOBE

Y=t 24T =7 ME, TCPAP 71 k)L & R— M Z24RET 5 A REZR 2 R —x v b
T7, CDOL. ZNHDFA TV v — 2477 M LTHELET, MXT /34
BT D &, CDO AT Y= FeT7ma ha)vEidAR— MEFHICER L 9, CDO 2
Meraki 7' &2 h 2V %47V b & LTS 5 HIEOFERIZ OV TIX, Meraki 7 /31 A
BEAHT N E 4727 b (1155—=Y) 2BBL TSN,

Y—EXRFTTTxY O

ATy T

ATy T2
ATFvT3
ATvT4

ATy TH

ATvT6

ATy 17
ATvT8

EMOCDOF 7 — a0 3—T, [#7¥ ¥ b+ (Objects) ]>[Meraki+ 7> x4 k (MerakiObijects) ]
7y LET,

7 Vw7 LTomb, [FTD]>[U—EX (Service) | £7-1% [ASA] > [H—E X (Service) 1%7 VU »
7 LET,

FT7V= M EMAEADLET,
[h—E A4 TV x2 hOVERL (Create a service object) | Z B L £ 7,

[F—E 2% A7 (Service Type) | KX %7 Vw7 L, 7 V=2 MaAET 572 2 /L zZERLE
T
KONTIINOT 7 arwFT LT, 7r havz#ilT 2E@®E A LET,
* TCP £721X UDP R— FDFRFED R — MEFEZ A LET,
« ICMP £ 721X ICMPV6 A v E—T % A T HEIRL T,
o (2O DY =22 A THBRLIELEIE, VA RRLTCPIP P —EA FT7 V=7 hD1 D%
BRLET,

GEAN (Add) 1227 Vv 7 LET,
[ToTEREZLTS L Ea— L TEMT LI, FEL TOHrOEROET 2 EICERMLET,
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HP—EXRTI—TEERT S
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ATvT6
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Vv LET,

7V w7 LThb, [FTD]>[H—EX (Service) | #7 V v LET,
G¥) Meraki |3 ASA ' —E X 7L —7%HR— N L TWERA,

FTTV= T N EBAEATLET,

[—E A7 N—TDVER (Create a service group) ] ZHR L £7,

[47 Y =2 FOEI (AddObject) 1£7 Y v 27 L, A7 V=2 F&EBRLT R (Select) 1 &7V v 7
THZETHMEOA TV 27 b2BIMLET, ZORT v TEBVIRLTEBICAT V=7 2B E
7

P—bE AL T2/ FEYP—EREDY —E R T N—T~DBINNET L5, B (Add) 127U v 7
LET,

ToltBEELET L Ea2— LTRMATLIN., L TOrOEBOLEE L —ZIZRERLET,
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ATy I
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ATvT3
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ATy TH
ATvT6
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7 V7 LET,

AT N T ANE ) T LUTHRET DA T V2 VRO, ATV N T T NANTHE TV =
MR L £,

S LT RE Edi0 17 22V vs LET
BTRO FINE TR L0 L RIUHET, XA T 07Ky 7 A0 HELET,

[fR1fF (Save) 122 U w7 LET,
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N TEE LT,

Tl EEELST L Ea2—LTRERMATL, HFELTHrOEROEE L —ITERLET,

ESPEAE
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 REERAT Y =2 ~ORIEDfRER
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