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Deploy an On-Premises Secure Device Connector p ¢

Step 1
Download the SDC VM Imagedand follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for ‘CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

Lz

CDO Bootstrap Data
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JVW1lc1aGJulnpJanBiWFN3aWRtVn1Jam9pTUNJICB1UTjFZbkSqY21 sd2RHDHZ1bk 1 pT2xzaVNWUKVM
YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZEXDSnBMB1pT21KcGRHUW1MOBpGYKhWemRHVN1TV1FpT21JeE1pd21jSEpwY1dGel
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaU8k2V31KMGNuVnpk(Q812zSWSKbF 1XUN1MO8
k1T1RSbUBySTRNQzFpWW1NNUXUUTNPRGNEWN1 Zek 1DMN1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNtbDBa
UBpkTENKcFpDSTZ JamN3T 1dRMVpHSXpMVFpoTmpZdESEVTBZUZABTIRCbUXXUXhNelJr TURZeESGWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1 '
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j

dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN

BKcHM5a24 tNGBwZWtxcB1BTXoSUVZBMXZ1S] ZWNmSNdBgyV3J1cDRZMTY 1MC1yeDBpblhWNFd2QSIK

QBRPXBRPTUFJT)81d3d3LmR1ZmVuc2\vemNoZXNBcmF 8b31uY29t1gpDRES FVEVOQUSUPS.jaXhjby
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. CDO @ VM A #* — % {# [ L = Secure Device Connector 0 &R

ATy TH

ATvT6

ATy 71
ATvT8
ATvT9
ATv 710
ATFvITN

ATvT12
ATv 713

ATy 714

ATv 715

ATv 716

ATy I

ATv 718
ATv7T19

ATy T2
ATvT2A
ATv T2

Zip 77 ANMETRXRTOT7 7 A NVEMHLET, Zhbid, KOXI7bDTT,
* CDO-SDC-VM-ddd50fa.ovf
« CDO-SDC-VM-ddd50fa.mf
+ CDO-SDC-VM-ddd50fa-disk1.vmdk

vSphere Web 7 74 7 > b &AM LT, BEHF L LT VMware F——lca 74 LET,
GE) ESXiWeb 7 747 & MIEH LN TIZE 0,

7u 7 MIHE-> T, OVF 727 L— k5 Secure Device Connector AR~ 3 > 2 BB L £ 97,
Ty N7y TIRET LI, SDC VM D& A ANLET,
FLWSDCVM O = Y — V&R & £,

a—HF—Zcdo TrRIZA LV LET, T 74/ FD/SAT— KX adml23 T,

7u 7 N T, sudo sdc-onboard setup & ASTLET,

[cdo@localhost ~]$ sudo sdc-onboard setup

INAT—= RO a7 MIRERENTZH, admi23 EATILET,

T MIES T, root =W —DFH LWWSIAT — RE/EKL L ET, root 2 —H—D/RAT— K& A
HLET,

a7 MIES T, cdo L —HF—DHF LWWSAT — REER L E T, cdo2—H—D/ AU — K& AT)
LET,

[#Hi 3 HCDO K A A &R L T 72 &0 (Please choose the CDO domain you connect to) ] &5 7'
V7 MIRFEIRE NI B, Cisco Defense Orchestrator @ K A A AR AE AT LET,

T T IRFERENTZS, SDCVM DRD KA A E#RE A LET,
a) IP 7 KL A/CIDR

by F—bhv=A

¢) DNS H—r3—

d) NTP ¥ — S—F 7213 FQDN

e) Docker 7'V » ¥

F721%. Docker 7'V v U S 72 WA E Enter ¥ — & L E T,

[ZAHDOFEIFIELWTT 2?2 (1ZW W z)  (Are these values correct? (y/n)) ] &5 7' o7 hRFKR
SN, TV EZAS LT MY ZERLET,

ATNEZEE L ET,

[ 9 <SDCERELETN? TV /D)
T IMBRINTES, ) EASILET,

VM 22V — b HEIIZ e 77 7 F LET,
SDC ~? SSH ##fi & ER L E3, cdo & LTr 7 AL, NAU—REZANLET,
7’17 F T, sudo sdc-onboard bootstrap & AJILET,

(Would you like to setup the SDC now? (y/n)] &5 7'e

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

. Cisco Defense Orchestrator T Meraki O &8
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ATvT23
ATvT24

ATv T2

ATv T 26

B 5O VM £ T® Secure Device Connector ) & .

[sudo] NAT— DA ZRDENTZDH, AT v 7 14 TER LTz edo /SA T — R& ASJ L E T,

[CDODEF 2T ax g ZX—=IUNH 7 — AT w77 —2%2at’— LT E S (Please copy the
bootstrap data form the Secure Connector Page of CDO) ] &9 7' 7 MIRFRR SN2 B, IROFNAIZHE

WET,
1. CDOCmrZ A LET,
2. [T77 = (Actions) 131 T, [A> 7L I AD Secure Device Connector D ER (Deploy an
On-Premises Secure Device Connector) 1 %72 U v 27 LE7,
3. HXATHRIRYIADAT v T2 T[T—h AN T TF—F%Eat™—]%27 Vv 7L, SSHY 1
N4 VR D D S
Deploy an On-Premises Secure Device Connector X
Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPX1RPSABVOPSJleUpoYkdjaU9pSINVekkxTmlJcBluUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcBluTjFZbk5qY21sd2RHbHZibk1pT2xzaVNWUKVMH
VUpoYzJVaUxDSm91Vap5YVdRdE1pNHdJaXdpYm1kbWR5SmRMQBox Yz JWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kell1XMXNJaXdpY285c1pYTWIPbHNpVWSSTV.IW
OUJSRTFKVG1KZExDSnBjM81pT21KcGRHUWIMQBpgYkhWemRHVN1TV1FpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y0dVal9pSjiFjM1Z5SW13aWMzQkpaQoak2SWto
RVR5SXNJbUYxZEdodmNthDBhY1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJulkpaQek2SW
prMUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpqTXdMV1poWW10bFptRXpPRAUWWM1JcB1tTnNhV1Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUBk2V31KMGNuYnpkQB1zSWSKbF1XUW1MQ®
k1T1RSbUBVSTRNOZFoWW1NNUxUUTNPRGNOWW1Zek 1DMW1ZVBpaWldaaE16aGhOR1 1o TENKM2NtbDBa
QARPXBRPTUFJTj01d3d3LmR1ZmVuc2VvemNoZ XNBemFBb3 TuY29t IgpDREIFVEVOQUSUPS jaXNby
1hbWFsbG1lvIgpDRESfQkIPVFNUUKFQX1VSTDB1aHRBCHMELy93d3cuZGVmZNSzZWIyY2h1lc3RyYXRY
ci5jb26vc2RjL2Jvb3RzdHJIheCO9jaXNjby1hbWFsbGlvL2Npec2NvLWFtYWxsaW8tUBRDIgo=

%] Copy bootstrap data

[ZNHOFREEZFEFHLETN? (X x) (Do you want to update these setting? (y/n)) ] £V 9H 7'm
VT IMERINTL, M BEATILET,

[Secure Device Connector] ~<— 2R YD £3°, HLWSDC DAT—X AN [T 7T 47 (Active) JIZEH
SINDHET, MHEZEHLET,

BEEER
« Secure Device Connector D b7 7 /L3 =— K (195 ~X—7)

¢« TRA AL SDC DT D N T TNy a—T 47 (197 X—)

HB5 @ VM L T Secure Device Connector ) &

TNAZAD T A ANEBAEMLEH L TCDO %27 /A AZHEft T D86, CDO &7 /31 A D
BT H7DIZ, v b7 —7IZ Secure Device Connector (SDC) # 4% 7> m— KL TE
BT 22 EBRRANT T 7T 4 ATY, BE., ZNHOT A RAIIFEER—2THY, T
Uy Z IPT RUAZRZRVD, SMBA v Z — T = A A2 — b &R > TOET,

WIS X2 VT 477747 A (ASA) . FDMIZ X 548 7 /31 A Firepower Management
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Center (FMC) . SecureFirewall Cloud Native 7 /31 A LT XT, T3 2D ua 7 A AR EH
ALTCDO ICF v R—FTEx £,

SDC L, BHXMRT NA A TIEITTHMLERDDa~vy Ne | FHEIGT A ATEET D0
ERbDH A= ONWT, CDO Z-EMHRLET, SDCIE, CDOIZfboTZDa~vy N
FITL., BEHHRT A AR5 TCDO WA vE—VZEE L, BHART A ZANHD
&% CDO I L £,

1 ©>?D SDC WEILTEX DTN AL, FNHDT /A ANTEEESN T DHHERE & Mk
T7ANDYA XL > TR 9, 270, BEEEOBZE LT, 120 SDC TH 500
BOTFNRA ZEYR—FTELIEEABEELTWET, FEMICHOWTIE, B—D CDO 77~
CHEE D SDC Z AT 25 (26 2—) 2B LT EEV,

ZOFRIETHEH, MEOFEE~ A A—VEFHALTRY NU—712SDC A A h—/LT
HIEICOWTHBALET,

\)

GE)  SDCHA VA RN—NT 57D IND, KbEECEETE 251X, CDO ® SDCOVA
AA=THFATLB—RLTA VA=A TBHZLETT, FIEIZONTIE, CDODVMA A—
% f#F LU7= Secure Device Connector DJERH (9 _X—) ZZMEL T 72XV,

JR 8 BRI

«CDO 1L, WERFEAETF = v 7 2MEL L, SDC &A1 ¥ —F v OO Web/=2 7 >
vr7uax EYAR— ML TWERA,

¢ SDCITIZ TCP R— kK 443 TOA  H—F >y NADSEERRT U NI KT 72 ANRME
<9,

e Xy NT—=T DA RTANZHONWTIE,  EELRGET /34 A~ O Cisco Defense Orchestrator
DRt ] 2R L T TEE,

evCenter Web 7 74 7 2 FFET-IZrESXiWeb 7 A4 7 bafEH L TA VA =L ENT=
VMware ESXi 8 & K,

)

GE)  vSphere 7 A2 hy T IFAT v b EMA LA A F—LE Y
R—=HFLTWEHA,

« ESXi 5.1 /A 73— A
+CentOS7 7 AN AL —F 4 T VAT A,
« SDC DB &S VM D2 AT LB
« VMware ESXi 78 A MMZIE 2 ©2? CPU BSLE T,

e VMware ESXi 8 2 MZIZ 2 GB DL LD A E Y BNUKETT,
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* VMware ESXi Tix, 7rbEVa =07 0RFUIJSE T, i~ 2R — 572
WIZ64GB DT 4 AV RENVLETT, Zit, LEITSLTT 4 A7 @Ik ZILET
XAHLHIT, R—F 4 aryTHBARY 2 — 2% (LVM) Z2HHLTWAZ & 524
EL7ZETT,

cVMDCPU EAFYZEH LIS, VMDOERE AN, [BEF 2T 21274 (Secure
Connectors) | X—UIZSDC A 777 47 JRETHDLZ ENREINTND Z & ZHER
]\/i—é—o

¢« TOFIEAXFETT A —V —iT. Linnx REOHEEIZBELATEY ., viE 27 /LT 4
ZEMEHLTC7 7 A NVEREL TWDMLERHD £77,

e F LI ADSDC % CentOS IR~ NZA VA M —AT 5581, YumEx =V T 4
Ny FEHEMNCA VA=V T DL E2BEIOLET, YumDOEH 2 BGFT 572D DK
IS LT, A= R 443 72T TRA—F 80 THLT U MY U K7 77 A% < LEHR
HLHENHY £, o, FHEAT Y 22—/ F 572D yum-cron £ 721 crontab 7%
ETHMENDYET, EXa VT EHTFT—L 8L T, YumOEFHEZEGT 5720
X2V T 4R =2 BHTLNERHL00E ) a2 LET,

)

GE)  MROHBEINZ : FENO a2~ Rk, a8 —LTEHRY 4 > RO T 20 Tidia< AT
HEICLTLEEY, —EHDa<r NZEENS Ay =) X, Ay b7 FR—=X |
DT AT ImFvia] ELTHEHASINDEENDD, a2~ RRRMTLIREE 2D F
T

AFvF1 SDCZERkT 5 CDOTF v hcuZFr LET,

ATv T2 CDO A==2—0b[Y—ILEHY—EX (Tools & Services) 1>[Fa17a+%4 4 (Secure Connectors) ]
WZBEN L £,

ATvF3  [P—ERZ (Services) | X—TD[kF =T 237 H (Secure Connectors) | ¥ 7 T, HW\WT T ARK %
27U w7 L. [Secure Device Connector] % Z4R L £,

ATYvT4 U4 RUDFH2OT— AT v I T —F 2 AERICAE—LET,

RATw 5 D7 EHIRORAM & T ¢ A7 KA SDC IZEIV 4 THNTWD CentOS 7 RS V& A VA h—
NMLET,

* 8 GB ® RAM

c10GB OF 4 A J AR—

ATYvT6 AUAR—L7H, SDCOIPT RLA, ¥ 7%y h~RA7 | F— DA DEERE, Xy hT—7
DERFREEZATVET,

ATYT1T DNS (FAAf U F—LHP— =) ZHELET,

ATYF8 NTP (v hU—27 AL T bhajl) h—N"—%ZFELET,

ATw7F9  SDC D CLI EffiHIZRLYVELY TX 25 X512, CentOS |2 SSH h—/"—% A4 A h—L LET,
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. B 5 ® VM L T® Secure Device Connector O &Rl

ATv 710

ATy TN

ATv 712

ATy 713

ATy 714

ATvT15

ATv 716

ATy I

ATy 718

Yum DA FELT L, open-vm-tools, nettools, & OFbind-utils /X 7 —Y % A VA b=V LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI Xy 75—V % A > A h—/L L E£7, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.htmlZ 2 L T 7230,

GEx) —-user 77 ZIHERA LAV TL 70,

Docker CE /X 75— % A A h—/)L LE£79, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ceZ Z M L T 7231,

(GE) TUARY MU R LIzA A b—v] HiEzafERLET,

Docker —E A Z&BAA L, EEIRFIZBRGETE D L 21T LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

fedo| & Tsde] D2 oD —F—FERK LE T, cdox—H—F, HWHEHAEAY EITTAH7-0Dlca s (v
T 52— —TF (DFEVroot 2 —WV—ZERMHTILEIHY FHA) , sdcx—P—L, SDCdocker
arv T FEETT LY —TT,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

cdo 2—HP—D AT — REHELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo t—H%—% [wheel] Z/L— 12BN, FEHE (sudo) MERZFIS L ET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker " A h—L&Nb &, 2a—HF =T L —72MERE SN E T, CentOS/Docker D/ X— 5 TG
C T, [ldocker] F7zi% ldockerroot] &FHIFVET, /fete/group 7 7 A /LT ED T —THERL S L7z
EREALIZD, sde 2—P—&Z D7/ NL—TITBMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 7 7 A L HMFEIE L2 WIGEIEIERC L, I TONEEZ AT LET, FRLZ6,
docker 7 —E > Z HELEI L £,
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I Cisco Defense Orchestrator ()& A&

ATy 719

ATy T2
ATvT2N

ATy T2

ATvT23

ATvT24

ATv T2

B 5O VM £ T® Secure Device Connector ) & .

G¥) lgroup) F—IC AT LT N—T50, BIOFIEAD fetc/group 7 7 A )V THRAOTF T2 7 N—7
EELTWDZ MR LTIIEIN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BIfE vSphere = > Y — /bty a VEBHLTWDEAIEL, SSHIZEIW #x T, [ledo) =—H¥—Tr o
A LET, A LD, Tsde) 22— =8IV EZET, SAT—FROANEZRDLNTZH,
ledo) —H—D 2T —RKE2AHLET,

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

7 4 L2 NV % lusr/locallcdo (25 L £ 9,

bootstrapdata & WIF LT 7 A L EIER L, [4 7 L 2 AD Secure Device Connector D JEERH  (Deploy
an On-Premises Secure Device Connector) |V 4 ¥ — KOFNR2 D7 — A N T v T T —F% ZDOT7 74
VIZRED T £, [R1E (Save) 1227 Vw7 LCT7 7 A NVERGFELET, [vi] £7213 [nano] #FEH L
T7 7 A NVEERTE ET,

f_ FA b 7 7705:\“_‘& [¥ base64 T a— | éﬂfb\i?‘*@’t\ @‘%"ﬂﬁ LT extractedbootstrapdata
EWVWH T AMIET AR—MLET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]1$

catI~v L REFET L TEBIL LETF— 22K R LET, a7 FBLOEELLETF—ZIZXDO LS 1T
Y FET,

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

UFTDa~vy REFTLT, B UL — AN v T =2 O—HaRELHIZ= 7 AR — ML E
K

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]1$

CDOMBT— A NT IR NLEFA T a—RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO TOKEN" "$CDO BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 -—-:=—:—— ——:——:—-— ——:——:—— 10654
[sdc@sdc-vm ~]1$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

SDC tarball % JEBd L . bootstrap.sh 774’/1/%%?? LTSDC /Xy Fr—T% A R ]“*‘/I/L/i—a—o

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC
<snipped - extracted files>
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[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally
sha256:d98£f17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790275458: Pulling

from
ciscodefenseorchestrator/sdc prod

08d48e6flcff: Pull complete
ebbdl10b629b1l: Pull complete
dl14d580ef2ed: Pull complete
45421d451ab8: Pull complete
<snipped - downloads>

no crontab for sdc

5L, CDOTSDCY (T T7 47 EFERENDITTTT,

RDERY
s [TNRAREY—ERADOL U HR—T 47 \ZBEIL T, CDO TEET 5T /34 2% 4
VIR—KLET,

Terraform % {5 L 7= vSphere ~ @ Secure Device Connector 0 & fH

1R BRI

ZOFNETIX. vSphere I CDO SDC Terraform & ¥ = — /L% CDO Terraform 7 11 /34 Z— L
HE b THEMH LT, vSphere |Z SDC Z BB T 5 HIEIZOWTCFELS @A LET, 20X R
FEZ FATT DR, ROFHERMEEZHER L TSV,

e vSphere 7 — X & ¥ —/N— 3 > T LURERNLETT

c WaEFEITT DMHEREFFOT — LB X —DFHET IV MHBRETT,
« VM DAERK
o 7 VE DR
AT Y TAT T Y DIERK

AT UITGAT TN AADT 7 ANDT v T a—K

» Terraform @ ZN7%

ATv 71 CDO TAPI DAD 22— —%Z/EK L, APl h—727 & abt—L %3, APl DLD 22— —DIER A
WTIE, TAPIOHZD 22—V —%A1EKT 5] 2B L T 7ZEW,
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ATy T2

ATvT3

ATv74

Terraform % {§ f L = vSphere ~ @ Secure Device Connector O & .

[CDO Terraform Provider] DFNEIZHE - T, Terraform Y 7R b U T CDO Terraform 7' 1 /3o X —Z Rk L
\i ﬁqo

1 -

terraform ({
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"

provider "cdo" {
base url = “<the CDO URL you use to access CDO>"
api_ token = “<the API Token generated in step 1>”

}

CDO Terraform 7' 1 /3 A 2 —Z ] L T cdo_sdc U ¥V —A&ZAERLT 5728 D Terraform = — FZ& 7t L £
T, FERNZ 2V TIE, cdo-sdc U Y — A D Terraform L' A b U S L TL 72XV,

1 -

Resource “cdo_sdc my-sdc” {
name = “my-sdc-in-vsphere”
}
ZDOYI—AD bootstrap data BEMEIZIZ, CDO T—h AT T T—H DN AT S, IROAT v 7T
cdo_sdc Terraform &3 = —/U|ZHRft S E T,

72N

cdo_sdc Terraform <& ¥ = —/LZf fl L T, vSphere C SDC % 1Ei% 3 5 72 D Terraform = — K % Ftik L %
T

&1

data "cdo tenant" "current" {}

module "vsphere-cdo-sdc" {

source = "CiscoDevNet/cdo-sdc/vsphere"

version = "1.0.0"

vsphere username = "<replace-with-username-with-admin-privileges>"

vsphere password = "<super-secure-password>"

vsphere server = "<replace-with-address-of-vsphere-server>"

datacenter = "<replace-with-datacenter-name>"

resource pool = "<replace-with-resource-pool-name>"

cdo_tenant name = data.cdo_tenant.current.human readable name

datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"

network = "<replace-with-name-of-network-to-deploy-vm-in>"

host = "<replace-with-esxi-host-address>"

allow unverified ssl = <boolean; set to true if your vsphere server does not have a valid SSL
certificate>

ip_address = "<sdc-vm-ip-address; must be in the subnet of the assigned network for the
vM>"

gateway = "<replace-with-network-gateway-address>"

cdo_user password = "<replace-with-password-for-cdo-user-in-sdc-vm>"

root user password = "<replace-with-password-for-root-user-in-sdc-vm>"

cdo_bootstrap data = cdo_sdc.sdc-in-vsphere.bootstrap data

}
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https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/vsphere/latest
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. Terraform £ 1 —JL % {5 A L 7= AWS VPC £ T Secure Device Connector O E

TR SN2 VMIATIE 2 AD 2 —H— (root Z—HF—L cdo LWV ) 2—HW—) BHY, VMOIP T FL AT
ﬁ%éﬁizgﬁﬁ SNTWHZ & W—/E‘%z LTL7ZaY Y. cdo bootstrap data E‘I‘ii:ﬁi\ cdo_sdc Uy J—= @VEE‘ZH%E
WZAERL EHUT bootstrap data JBHEDENEE SIVET,

ATV 705 Jér%’ &io) ) v terraform plan & terraform apply %‘:’ﬁ'ﬁﬁzj L T Terraform %E%‘I’E%JZU\J@)EH Ljﬁ’&o
SERRBNZ OV TIE, CiscoDevNet @ [CDO Automation Repository] Z &ML TL 72 &0,

SDC AV R—FT 4 V TIREEOEETHLGEIE. VE— Y — /L& LT vSphere
VM IZHE L, CDO 2—H#—¢ L Tr A LT, kOavwy REETLET,

sudo su
/opt/cdo/configure.sh startup

\}

((¥£)  CDO Terraform & = —/L%, Apache2.0 74 B ADFTA—T LU V=AY T hy=T &L
TAENTWET, ¥AR— FARERSAIE, GitHub TREZ G TE £,

TerraformE® < 21— /)L Z{E A L /=AWSVPC _E T?) SecureDevice Connector
D)

IR HEIIZ
AWS VPC |Z SDC % BT 2 RZ, IROBHRFMFEZHER L T I,

+CDO i3, BERFEAET = v 7 20ELE L, SDC LA ¥ —X vy hORD Web/2 2T
VZaxUHEE Y R— L TWERTA, Tax P —_"—E2EH L TWAEAIE, Secure
Device Connector (SDC) & CDO DEIDO T 7 4 v 7 OBEZHNZLFET,

WU Ry NI = T 7R AR B0, [EHXRT N4 A~ Cisco Defense
Orchestrator D#%fe| 2SR L T 7E S0,

cAWS T b, D7 b 1 DOV T Ry b &EEFD AWS VPC, 1 L Y AWS Route53
THRANEINDEY = BMLETT,

cCDO 77— AT 7T —%, AWSVPCID, BLOZEDH 7%y FIDBFELICHDH

LEMERLET,
eSDC #RBITEHTFTAR—F TRy MINATF— T = A B ISNTWAZ L 2
BLET,

c 77 AT U — )VEBHITP A v F—T oA ANFEITENTWAR—FT, 774 T 74—
JLD3E NAT 7 — 7 = A \CHe SU7- BlasticIP ~D 5 7 v 7 ZElE £9,

AT w71 Terraform 7 7 A /VICIRD 23— RITEBMLET, ZEOANTFIHTALLTLLEE N,
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module "example-sdc" {
source = "git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

"example-env-ci"
"example-instance-name"
"r5a.xlarge"
"<replace-with-cdo-bootstrap-data>"
<replace-with-vpc-id>
<replace-with-private-subnet-id>

env
instance_name
instance_size
cdo_bootstrap data
vpc_id

subnet id

}
ANEFEFTHDO Y 2 MZDOWTIL,  [Secure Device Connector Terraform module] ZZMR L T 72 &0,

AT w T2 Terraform =2 — FOH 1 & LT instance id RERLET,

output "example sdc_instance_ id" {
value = module. example-sdc.instance_ id

}

instance id ZfHH LT SDC A A ¥ ATt L. AWS Systems Manager Session Manager (SSM) % fif
MUTRI TN a—=T 4 7 %47 ZERTEET, MATRERIEIDOY X MZOWTIE,  TSecure
Device Connector Terraform module] @ [Outputs] ZZH L T 720,

RDERY

SDC D~ T 7Ny a—T 47 Tlik, AWSSSM ZfEH LT SDC A & A ¥ o RZHEfe T 2 s
ERHY ET, A AZ U A~OEITIEDOFHEMIZ OV TIL,  [AWS Systems Manager Session
Manager] ZZM L T 723V, SSHZMH L TSDC AV AX U AT D720 DAR— b
. BFXF 2V 7 0 LOBEBIZEVARINARNZ LICEELTLIEIN,

\)

() CDO Terraform & = —/Li%, Apache2.0 74 B ADFTA—T LU V=AY T hy=T &L
TARESNTWET, R — FBREREEIE, GitHub TRIEZ#RE TE £,

Secure Device Connector DIP 7 FLADZLE

1R BRI
TDHRAT HFITTHITE, BHETHLIVLERHY £97,

« SDC |21, TCP AR— b 443 £72137 /34 A FAICRELIZAR—FTOA X —F v b
NDSERIRT U MR U RT IR APKETT,

\)

GE) SDCOIPT KL AZEHL L%, T34 A% CDOWHEL LV R—FT 4 v 7T 204EIHV F
A,
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=inputs
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=outputs
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
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. Secure Device Connector D IP 7 KL ADZERE

ZATYv7T1  SDC ~® SSH B 5 1EfS 50, e~y roaryy—Lz@fx, CDO=2—HF— L TursAfLE

j—o
ATV 702 IP7 KLA %%Eﬁ‘éﬁﬁﬂ: SDCVM@Z“‘Y NI —0 A HF—T=A 2%%‘%?&%2@%?5&:61 ifconfig
av s REMHEHLET,

[cdo@localhost ~]$ ifconfig

ATY 73 A BE =T 2 A ADIPT RLAZZEHE T AH|IZIX, sudo sdc-onboard setup AV FEASLET,
[cdo@localhost ~]$ sudo sdc-onboard setup
RATvT4 Tu T IRERINEL, SAUV—REATLET,
[sudo] password for cdo:
RAT9 T8 root /NAT—RE CDO/RAV—KREVEy hF570r7 M Cna ANLET,
Would you like to reset the root and cdo passwords? (y/n):
ATYvT6 Xy NIT—VEBRETHZODOTa T R Ty EATILET,
Would you like to re-configure the network? (y/n):
ATV FT SDCIZHID Y THHLWIPT RLrd, Far7 hRFRE s SDCVM O R A A A5HE A
JILET,
a) [P Address
by F'—bhU=A
¢) DNS ¥—s3—
d) NTP #—/3—% 721X FQDN

F721E. NTP — 3—F 721X FQDN 23 S e W4 1%, Enter ¥ —%H# L 97,
e) Docker 7' U v

F721%. Docker 7'V v VN S L7 WA E Enter ¥ — & L E T,

AT T8 [ENRELWZ LEZRDLZ a7 IRERENTEZL, y T M ZHERLET,

Are these values correct? (y/n):

GE) ZoDavwry RO, HWIP T KL A~D SSH #EGEN RO LT, v 2 AJTT DRI IE
LWZ EERERLTLLEEN,

ATFYvT9  SDCIZEVMTHEHLWIP T RL A& L CSSHEEAER L, 2714 LET,
ATV TN BRAT—HADT A a~vry RERITLT, SDCOBH L T\Wb 2 L amRcEEd,

[cdo@localhost ~]$ sudo sdc-onboard status
TRTOTF = v 7 PFEAT[OK] ERRINTWDLIMERDH D 77,
GE) VMO =Y =L TIOFREZFTLTWDHE, HENELWI LT L &, HiiAT —

HADT A NPBEEPICFITIN, AT —FARERINET,
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ATvTN CDO2—W—A L F—T A A%N L TSDCOERHEHERTHZ L TEET, TNEITHITIE, CDO
TV —varEE, [Y—ILEY—ERX (Tools & Services) 1>[EF17a+%9 % (Secure
Connectors) [_X—JIZBEIL £,

ATYT1R2 N—=VE—FEEHL, IPT RLRAEZEF L/ckF a7 axs X ERIRLET,
ATv 13 [#IE (Actions) ]3A > C, [/»— FE— hDER (Request heartbeat) ] %7 V v 7 LE7,

N—FE—FDPEBICEREIN-L VI A v —URFREN, [RED/N— FE— | (LastHeartbeat) ]
(CBAED BAT L AR F RSN DT TT,

EE {To72 1P 7 FLADEHE, GMT O/FR| 3 RELIFEIZ D2 SDC O [FE#ll (Details) ]34 12
KBS RET,

VM (Z SDC ZJBBA¥ 5 HiEIZ >\ Tk, THHE D VM T Secure Device Connector D R (13 ~<—
V) 1 BBRLTIES,

Secure Device Connector D HI[&
A

D%

& ZOFINEIZX Y. Secure Device Connector (SDC) MHIRENFT, ZOEXTICEEEE
ho ZOFIEEIToIZM51E. HTLWSDC 24 VA M=V LTT A A HERHTHET, £
D SDCITHRE SN TND T NAA AL FEHTERL RV ¥, T A2 H{EHT 212,
BRI T NA AT L ICERE v 7 A VEREBANTLOMLERSLGERH Y £,

7F 2 brb SDC ZHIBRT 5121%, ROFIEZFITL X,

iy

ATy 71 HIERT 5 SDC IZH:
j—o

o« —EDFTRA 2 ZRD SDC IZBENT 5, SDC B 5eRIZT 0 BEL £9, MOV TIE. kD b
Vw7 ESBLTLLEEN,

* Firepower DR 7 A EHROTH (25 ~2—)

il

=

SNTVDLT AL AT _XCHIRLET, ZOEMEIE, RO2HOOFETETTEE

s HIBRT 2 SDC IZHfR SN TWVWD TN TDOT /A A% CDO O HIBRL £7°,

1. SDC T SND TR TDOT /A REREET AL, [6— SDC #fEH L7= CDO ([Z#ki 4 53
TOTFNRAAERBDT 28R LT TIZEN,

2. [4 MU (Inventory) ] ~~—I T, #hl L7z N TOT /A ZZBINL £,

3. [T/% AT 27 a (Device Actions) 17 4 > R C[HIF (Remove) |27 U 27 L, [OK] &
7V w7 LTHEEZME L ET,
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B 5% s0ch 50 s0c~m AsA DEH

ATY T2 CDO A=a—5[Y—ILEHYH—E X (Tools & Services) ]>[tF 73R4I 42 (Secure Connectors) ]iZ
BEILET,

ATv T3 [h—E A (Services) | X—YD[EF =T 27 # (Secure Connectors) | ¥ 7 MBI SN-IRFET, FHW
TTARE %Y w7 L, [Secure Device Connector] Z &l L £9°,

ATy T4 [BEF=2T7 ax7 % (Secure Connectors) | 7 —7 /LT, HIFRd 5 SDC #FIR L £4, TN T, T34 A%
ITERIZZ2 > TWAHIELTTT,

AT9 TS [77 2y (Actions) ]34 > C, [HIFR (Remove) |7 A 2@ &7 Vv 7 LET, ROBERFIRIN
£

& <sdc_name> ZHIFEL X5 & LCWET, SDC OHIBRITTICEEEH A, SDC ZHIRT 5 L.
FNRA ARG R—F 4 T FE AV R—FT 4 7T BRI, HLWSDCEER L T4
R—=FT 4 VT TIHVNERHY ET,

T

BIEA VR —T 4V THEB DTN, ANH D720, SDCEHIRT DT, NS0T /S, 2 & FER L
HLWSDC R ELT-BIcu /A U EREFEASTHLERS Y 1,
o DB AEEN D DAL, [Fr L (Cancel) 1227 VU v 7 LT, CDO #AR— MIBHWE
b 7ZEN,

SHATTHITIE. FOTF A MR v 7 Z1T <sde_name> # A/ LT, [OK] &7V v 7 LET,

ATYT6 HATTHHEF, BEX v —VICEEH SN TV D SDCOLARIEHERA A T a7 Ry 7 A AHLET,
ATy FT1 [OK] %227V 7 LT\ SDC DHIBRZfEE L E 7,

& % SDC H 5 5ll D SDC ~ D ASA DFZE)

CDO TlZ., H—® CDO T+ N THE¥® SDC 2T %, WOFIEAMHH L T, EHxts
ASA %, &5 SDC BRI SDC IZBHEI Tx £97,

ATYT1 TS~ a0 R_—T, [T/ AL P —E A (Devices & Services) ] &7 U v 7 LET,

ATY T2 [T34 A (Device) | X7 %27V w7 LThH, [ASA| X7 %27V v LET,

RATv T3 RO SDCIZBENT S 1 DLLED ASA Z &I L £,

ATY T8 [TNA AT 73 (Device Actions) | A > T, [EHIEMOFH (Update Credentials) ] %227 U v 7 L
£

ATY TS [EXa2T T34 ZAax7 # (Secure Device Connector) |ARZ %27 U w7 L, T8 ADOKEIED SDC &
BIRLET,

RAT9T6 CDONTNA R T A T H-DIERATHEREOL—PF—H L AT —REZ AL, [BH (Update) ]
7V w7 LET, EERENTOHRVIRY , FHEOZ—V—4 L R2AT— RiX, ASA DA R — RIZE
HLllcr 74 AFRERUTT, ZNUHLDOEEET A RZRHTL2LEITH Y A,
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Firepower D140 7 1 g0 ES |

GE) TRTOASA BRI U Z A EREHEH L TWAEE. B8O ASA %, 5% SDC 763D
SDCIZ—¥ETREITX F74, BEDASA DT /A ERN R BIES. % ASA % H 5 SDC >
BRID SDCIZ 15T OBET ML ERZH Y £,

Firepower D#EH O 1 U IFHROEFH

Meraki % > ¥ 2 R — R B HE LW APL F— %247 255 1%, CDO THHir 7 A U 1EHE &
BT Ho0ERDY ET, FTLWOF—ZAERT D5EMIC OV TIX, Meraki APL ¥ — D4k & Hifs
(126 2—) ZZBHLTLZE, CDO TiX, 731 ABRO#E e 714 U 1E®RE HHT 5
ZEETEETA, MBS U T, Meraki ¥ v ¥ 2R — R CTAPIF—% FE#ICHG T £,
07 A EWRAE T L CRE 2 N T 5121E,. CDO Ul C APl % —% FEI CHH 2 4 EN
HoET,

\}

GE)  CDOMNT A ADRIIICHKIE LIZHE. CDO DO AT — % A [sh7e 74 1% (Invalid
Credentials) | &R RENDZENHY £, TOHEIT, APIF—%2HEH L L5 & Lizwligtt
Nd 0 F9, BN L= Meraki MX D API F—NIELWZ L 2R L £,

WDOFNEZAHH LT, Meraki MX T34 201 7 A NERETH L EI,

ATFY TN FEF =2 g =T, [T AL P —E R (Devices & Services) | %7 U v 7 LET,
AT9 T2 [T4 A (Device) | #7 %27 Y w7 LTHE, [Merakil ¥ 7% 27V v 7 LET,
RTw T3 Hfin /A EREEHT D Meraki MX &38R L £ 7,

ATV T8 [TA AT 27 3 (Device Actions) | XA T, [B 7 A UIHEHROFH (Update Credentials) ] %7 U v
7 LET,

ATY TS CDOMTNA R T A T HDIHHAT S APLF—2 AL, [EH (Update) 1227V v 7 LET,
TOAPIF—IF. EEIINLTWHRWVWED . MerakiMX DA > R— RIMFHLE-O LR Ue 7 A AEH T,
INOOEFEET NA AIEHTHILEETH D THA,

Secure Device Connector D& RIZLH

ATYF1 CDO A =a—05[Y—ILEH—E R (Tools & Services) ]1>[tFa7aR4Y 4% (Secure Connectors) ]iZ
BEILET,

ATw T2 AHiEEET S SDC Z#INLET,
AT 9 T3 A T, SDC DAFIORIZH DIRET A a2 & 270 v 7 LET,

Cisco Defense Orchestrator T () Meraki O &8 .
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. Secure Device Connector O FE %7

ATw T4 SDC DA4FIEET LET,

ZOH LWARNL, [ X2 h U (Inventory) ]2A > @ Secure Device Connector 77 - /L4 73
E.CDO A v Z—TxA AND SDC A MNERINDGINCRRINET,

Secure Device Connector ) & &

ZOFNEX, T TINYa—T 4 = LTEA LTS, #@E. SDC X H#M
WCHEFENDTZD, ZOFIEEZFEATILEIH Y FHA, 2720, VMOBZRREMNIE L <
2 E . SDC X AWS ~DOHE A fEL L CHEIZZE CTEEHAN, ZOFIHIZLY, SDC
OEFHEIME S, AR OMBEIC X 57—k S h 4,

ATw 1 SDCIcHAE LE 9, SSH A2 L Tk 9 57>, VMware Hypervisor D 2> Y — /LB 2 — & i TX £,
AFvT2 cdoz—¥ =& LTSDCIcu /A LET,
ATw 73 SDC 2—W—|Z8I Y # %z T, SDC Docker =T FZHH L FE7,

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

ATv T4 SDCY—NFy " aT v 771 —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

AT SDC% 7 v 77 L —RFLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$

BE—mCDO T2 FTHEH®DSDC ZERT S

T2 MIBEED SDC Z BT L. XT3 —~  ABIETERDLZERL,. L0EL DT
NAAEEITEET, 1ODOSDCHREFEHTE LT3, ADIT, THHDT /A A FEEX
NTWBHHEEL, WBRT7 7 ANVDY A XX > THRRY F9,

TF Y MIA A =L TE D SDC DEUZHIRITH Y £H A, %5 SDCIT 1 D2DFRy FU—7
B AVNEFHTEET, ZNHDOSDCIE, ENHDOXR Yy NU—27 87 A NADT SA
A% [A—D CDO 7> MI#Hf LET, HEDSDC R eWiGE, Rifshi-xy NUV—2+&
T AL NNDT A, A% Big%d CDO TF > hCEHTILENRH Y £3,

2% B LD SDC % B3 2 FIaIX, &P SDC =BT 25 FIa & [H LT3, CDO D VM A
A — %A L 7= Secure Device Connector D FEF2>. B & D VM ET® Secure Device Connector
DEFHZENTEET, 7 bOFEYIO SDCIZIE, TF v FOARTEEFES 1| BAAEN
TWET, BINDOA SDC 121X, NEFICHESHFT b ET,
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Fl— SDC £{EM L 1= CD0 1T 35 ~To7F 11 25282145 |

El— SDC Z{FFA L 7= CDO [Z#EH{T DI _XTHTNA RERDIT5

WDOFENEIZHES T, [F LT SDC #fEH LT CDO IZ## T 52T _XTOTF A A2 LET,

ATY TN FeF—2 g 3—T, [V (Inventory) |27V v 7 LET,

ATY T2 [T314 A (Devices) | X7 %7 Vv 7 LTTNA A ROTET,

ATY T3 W@YRT A AIATDE T2 ) v LET,

ATYTE T4 NG EERTTIHRESN TV DIHEIE, A _XU M) T =7 4D EIZHDH[Z VT (Clear) 1R
&7V v 7 LT, CDO THEHELTNDTRTOTNA ALY —ERERRLET,

RFYTE TANEELL C VI LT, AL Ama—mEELET,

ATYT6 7 4 /LHD [Secure Device Connector] © 7 > a > C, M7 SDC D4RHiZ7 U7 LET, £ K
T—=T I, T4 NFTF =y 7 L7z SDC Zffi ]l LT CDO IZ8ft L TW DT /3 A ZADHMBFRRSE
j_‘o

AT T (F7Var) MBEISSITKVIADICIE, 74NV EZ A= a—TCBIOT7 4 V2 EF 2y LET,
ATYT8 (FFvayv) wTLlLiEb, A NI T—TADEESICHD[Z VT (Clear) |RZ%E 27U w7 L
T, CDO TEHL TWATRTDOTF NS ALY —E2EZFKRLET,

Secure Device Connector F — Y —XAE LUV —KNN\—FT 1S54 €
VAEMHE

*amqplib *
amgqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremobius.net>

This package, ""amgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

Cisco Defense Orchestrator T () Meraki O &8 .
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THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

. Cisco Defense Orchestrator T Meraki O &8



I Cisco Defense Orchestrator ()& A&
Secure Device Connector F — 7>V —XA B LU —FN—TFT 1S4V REH .

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* |p *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the **Software™), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:
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The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INANACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *
This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the ""Software'), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS 1S AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *
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Copyright JS Foundation and other contributors <https://js.foundation/>
Based on Underscore.js, copyright Jeremy Ashkenas,
DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the"Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CCO0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License"); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS I1S" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.
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* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD L.icense (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.
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* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

""License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

"Licensor' shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

""Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
""control' means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or ""Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source" form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

""Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work'" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

""Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted" means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

"Contributor' shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.
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2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS" BASIS,
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WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

*rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT,NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*uuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *

Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>
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Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the™Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and

associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE
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A—HF—BFLENNRT—FARELLHEL®H, CDOANDAY A VIZKRET B
fRRE CDOWCE A LEDELT, ELVWaZ—P—Z L RX2RT—REFEHLTHDIZH N
Db LT a A AKRT A5A. 00T [RRAT— REBERESEE] 2R L THELR/ X
U — RZ[EE T 20 EA X, # L Cisco Security Cloud Sign On 74 7 > k Z{ERkE9 2 m
TA v ERAT-AREME N H Y £9°, Bl Cisco Security Cloud Sign On 7 4 7 >k O1EL & Duo
ZHEFEBIEORTE (68 ~=2—) OFNEIZHE-> T, H LU Cisco Security Cloud Sign On 7 % 7
YT AT v TTHRERLY £7,
Cisco Security Cloud Sign On & > a7/ R— FADQ B S A VIEEKIIT 55, CDO #RBEITEX
R

@Rz CDO 77 b &3 #7252 —H—4 T Cisco Security Cloud Sign On 74 7 > h Z#ER%,
L TCWAHHBEMENRH D 77, CDO & Cisco Secure Sign-On D] T— W —F R 2 UE(LF 512
IZ. Cisco Technical Assistance Center (TAC) (2 LT 7230,

RELEITvIR—V&FALEOTA VIZKET S

iRk 7O UV ESI N WT v e —J EFEH L Tr A LIS E LTV ENDL L
NE¥i, 7 v 27 ~—2 M https://cdo.onelogin.com &5 L TW D ATEEMENH W £,

fi#Rs% https:/sign-on.security.cisco.com (22 7 A > L £,

« fi#iRi% Cisco Secure Sign-On 7 # 7 > b & E7EAER L TWRWEETX, #i#l Cisco Security
Cloud Sign On 7 %1 7 > s DYERL & Duo ZEHEGRAFOKE L E T,

fBRE HTLWT H U b aEERMR L7=8A 1L, Cisco Defense Orchestrator CK[E) . Cisco
Defense Orchestrator (EU) . F 7-1% Cisco Defense Orchestrator (APJC) Zxfind 54 v =
R—=FDOCDO XA NEr Y v LET,
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AT 71 Cisco Security Cloud Sign On % v 3 = /R — R Ciiif) 72 [CDO) R¥ > %27 U v 7 LEd, [CDO] ¥ A V&
Y w279 % & https://defenseorchestrator.com | &) L, [CDO (EU) | #A V&7 Uy 7T 5L
https://defenseorchestrator.eu (258 L & 5

ATV T2 WO —krT 4 r—2%HELTCWDERIF, A—krT 4 r—2%0ua% 21 v LT [DuoSecurity]
7 [Google Authenticator] % 3%#R L 9,

cBEFOTF v M Tlia—Y—La— KR 55/, 0T Mer A4 v LET,
cHEOR—Z T TIZa—F =L a— RRbHLGEIT, BT R4V ERIRTEET,

T TIHEEDT > MZa—F—La— FRHL5E1%, #Hiko CDO 77 M & RIRTE £,
cBEEOT v Ma—H—La— RRRWEAIEL, CDODFEMAZMERT 20, £IX NI4T AT S
v hERERTE X,

[R—%/ (Portals) ] ¥ =—iX, HEOT T FMOME SNERETG L TR LET, FHEMICON
T, VT 7T hAR—ZLOEH (57—) 2L TIESN,

[77F > b (Tenant) ] B =—I(li%, =—HF—La— R KRbLr DT MRERINET,
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TFORDRY FO—H EEBEDER

TRy NU—IEHEOREGHIRT L bE, RANT T T4 AL LTRBEIOLE
T, Fv N — 7 EHEMEREFFO2— P —ZRE L, UserManagement % fifEid L C, o=~ —
P—okEle MEHE ) [TERLET,

CDO THR—bENBY IO TTEN—FKDTT

CDODKRF 2 AL FTlE, VAR TDYT7 72T ETNAL ROV TIHLTWET,
CDO BHAR—F L TNRNY T hT =TT A RZOWNWTEILTHERA, V7 hUx
TDONR—=Ta EIET A AZA T OV R— N EZRIICEEE L TORWEE, 2Ty
A—hEhEHA,

BE R -
* 7T BTN ADYR— hOFEAM (41 ~—2)
c TTUF R (423—V)

95 BT RDYR— DM

WRDFET, 797 RKRR—=ZADTNRAAD T b 2T TN, ZAFA T DY IR— MMIDOW TR
HLET, ROKRDOBEEY 7 T, TNRA AFA TDF U R—F 4 7 EHERECRREICET S
PRI R A MR L T T2 a0,

TINAREAT &L

Meraki 2¥X 21 )T4F7TS5A4T7 2R Meraki MX /31 A & Meraki & v & =2 R — K
IX., Meraki 7 7 7 RiEH CTEHIICY 7 U=
TT v 7TF— b aeZELET,

CDO 1%, Meraki & v ¥ =2 R — RO FH/N—
VgL HEHEEL T, MerakiMX T /34 AT Lo
TEHAINALAFVIXYy NT—7 L— L%
BELET, SOV TE, [ 2L
TLE&E,

MX 7314 2% CDOIZA v R—F 4 » 745
BN, Meraki # v 3 =R — RIZEGET 500,
T T — FEERT D MNERH Y £7,
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TINARBALT

pE T

Google Cloud Platform

Google Cloud Platform (GCP) (%, GCP =

VY= NENLTEHEZELET, 77y b
7 — L EFI A RE/e Y — B R DFEAIIC O
TIE. Google Cloud ® F¥ = A hEHML
TLEan, Sk

Microsoft Azure

Azure |Z, Azure 2> Y — V&N L CEH =%
BLET, 77 b7+ — A EFIHAREZ R —
ERADFEHICOWTIE, Azure D R¥F =2 A |
EHBLTLIEEN,

759 HiK— b

CDO X, WDOT 7 UV DR~ araViR—FLTWHET,

* Google Chrome

* Mozilla Firefox

Cisco Defense Orchestrator 75y F 7 A — LD A TF >

AR a—)L

Cisco Defense Orchestrator D A > T+ VAR a—)L

CDO &, #rtiE L B OUHICLY, 7Ty b7 4 —LZEREH LE T, T, Z0A
TV a— MRS T3 RRILINICAT 9 2N TEET,

FEAEDHE, I ABHIZET LETH, LEISCTEEH L AERDOA T TR

BRAEH S ET,

R1:C00ATF VAR a—)L

BER (Day of the Week) =37

(24 B FEIHD
Thursday 09:00 UTC - 12:00 UTC
Friday 09:00 UTC - 12:00 UTC
Sunday 09:00 UTC - 12:00 UTC
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ZOATFUAMIET, Ty MadslEkiE T 7 A TE 77 7 R Firewall
Management Center 238 D55 IEED T 7 v b7 4 — AT 78 ATEET, EHIZ, CDO
WCHR=FT 4 7 LIeT A A A, 5l&fEex=a V7R o—2@H L ET,

\}

GE) AT r 2L, BHEAROT A AR OE T 2 B9 572912 CDO 1/ L7
WZ EEBEIOLET,

CDO F£721% 7 7 7 N4 Firewall Management Center (3fi{5 212 1L D EENFEAE L2
B TOREEFEIL, AT T 2HMATH-TH, BEEZT LT NTOT F o b THREZRIR
DRI AL S AL E T,

42 5 FiZ24L 2! Firewall Management Center D * T+ VARV a—)L

T MZ 7T U R Firewall Management Center %7 7 12 A L T\ A BEEKIZIZ, CDO
T 7 7 v R Firewall Management Center BREES T HT SN 540 1 B AN @I SN E T,
TFRDA=R—EHEL I OERE - —CA— L TEHSNET, CDOIE, F—L4
N=VINANF—=2FRR LT, SROEFH 2T XTO2—F—IZ@HMLET,

7TV POEHNIRRIEHDP L5606 0 . 7T b —Ua AZHD B THRIA
YT T AADIEEROA T T AMBNIATORE T, TV FREH S TWDHE, 7

7 U R Firewall Management Center BREEIZT 7 B X425 Z LI TE EH AN, CDO D5k
D OBREIZIISIE RS T 7B ATEET,

£ 2:9 5 2R Firewall Management Center D * 573 VAR 1—)L

iZH (Day of the Week) REZ Hh i
(24 B
Wednesday 04:00 UTC - 07:00 UTC a—pm S, FR, 77U A
(EMEA)
Wednesday 17:00 UTC - 20:00 UTC TOTRKIEEH A (AP))
Thursday 09:00 UTC - 12:00 UTC Fgedb s 7 AU B

T REHE

Cisco Defense Orchestrator (CDO) Z={FEH 325 &, [RE (Settings) | X—T TTFF 2 FEBILN
il % D= =T H 7 NOFFEDMHZ I AL ~A X TEET, CDO A =a— =1k,
FDOF BT — 2 o /RF% VT [RRE (Settings) 15227V v 7 LET,

BE R -
« BRBOE (44 =)

» User Management
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B aesx

« 01X T DRGE

CHRHERGE (47 ~—Y)

i Eo [EHE (admin) | Ky 77X o rnb, [RE (Settings) 1227V v7 LET,
—J%H) 72 CDO FREICEHT AR D FE w7 2B L TL 72 &0,
e =Y —FE (44 =)

e <A h—2 > (MyTokens) (ZDWW T, API h—2 > (53 X—2) ML TLEE
U,

« [T FERIE (Tenant Settings) JIZOWTIEL, BLFEBRLTIEEN,
BRIV ZAMDNT X TOHEYE (44 X—2)
e VAP R—MIEDBT I FOFROPGIE (45 =)
« 774V FOBEERKHERE (45 ~—)
« Web o1 (46 ~—2)
T RNID (47 —)

cTTF UM 4T R—=Y)

|
?
kg
il

CDOUI TERTDHEHEAEIRLET, ZOBRIT, ZOBFEITI 22— —ZOLEELF
—g‘o

<A =0

FEAMZHOWTIE, TAPI h—72 ] BB LTI EE N,
FF U RERE
EHYIJIRMD S YXFUTDERIE

BEFEIR N T vx o 70EMMIE. 7 bOTRTCO2—YP—|TEELMITLET, BHHE
RETox T EEMNTT BHITIE. ROFIBEIZENET,

ATy Lo EHEE (admin) ] ey 77X und | [EE (Settings) 127 U v 7 LET,
AT9 72 [General| ¥ 7 &7 U v LET,
ATY T3 [EFERFT v¥%> 7 (Change Request Tracking) | D FTOAT A X&) v 7 LET,
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v2ayR— & B7+ rorzoHLE [

MERNTETTDHE, A F—T oA ADETHE, [AHEr 2 (Changelog) D [ZH %K (ChangeRequest) ]
Kay 77Xy A =a—2, [EHEER (Change Request) | Y — /L N—NFREINFET,

DRAYR—MIELBE T FORTRDILE

VAR — ML, 22—V —%T o MCBEEMIT T, YAR— b F oy MEFERLIEY .
DRI ET ZMEEZBEBEELZY LET, 2720, KEISCT, THUy b E
EELLTC, YAaYPR— IR TF U MIT 7 EALZWEIICTHZENTEET, Zha
THOE, [AIIR— IR ZOTF v FaRRTERWVWESIZT S (Prevent Cisco support

from viewing this tenant) | D FIZHLERZ L E AT 4 RLT, #aDF v/ ~v—7 R L

£

Cisco M AR— FMZTF v FEFRIERNI T AITIE. ROFIEICHENET,

AT9 1 A Lo EHEE (admin) | ey 7270 [EE (Settings) 127 U7 LET,
ATY 72 [General| ¥ 7 &7 U v 7 LET,

ATY T3 [VAAYR—= IR ZOTF > haeFRTERNE H1279 5 (Prevent Cisco support from viewing this tenant) ]
DFDATA X% Y v 7 LET,

TNAADEBREBHRBT ST a > nEHE
FNA ADEED BRI A FNTT 5 &, Defense Orchestrator (7 /34 A CHETHI-ZE
FEHIBMARTEET, 2047V a v EEGOEFITTHH, B TEDICT HEAE.
EEEZERT DHNET N ADORE MR T HLERNH Y 7,

TNRA ZAQEFEOBIAREGINZT DIT1E. WOFIEIZHENET,

ATy A Lo EHEE (admin) ] ey 7270 [EE (Settings) 127 U7 LET,

ATY T2 [General| # 7% 7 U v 7 LET,

ATV T3 [THRAAOETEHEEKR T HA 7L 3 o DOALME (Enable the Option to Auto-accept Device Changes) ]
TICoHOATA X E ) v 7 LET,

T4 LDORERBER

ZORRT, CDO RV R—=FT 4 VT ENTT A ADEREZR— 7T AHENREY
9, ZOBERI, ZOTF U FTEHINDTRATOTAAAL RAZHEBEL, WOTHLERTE
i‘é‘o

)

GE) ZoBJUL, 1 DERITEHOT A ZAZER LK, [ X R X=UnBHHTED

[Bamit] A7 a v a2 LTAH—N"=F 4 RTEET,
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B coEmexsoa—nearToaveammta

IOFTvara2REL, BEEREOH LOHRZERT 5123, ROFIEICKENET,

ATy 71 AL [EHE (admin) | Fe vy 7 XU inG, [%E (Settings) 1227V v 7 LET,

AT T2 [&f%%E (General Settings) | ¥ 7 %7 Vv LET,

ATY T3 [T741 FOEAHEHER (Default Conflict DetectionInterval) D Ky FHA U A=a—%27 U v 7 L,
IRFfA D2 I L £ 97,

BERFAZA 71— T5F T avEFNTS

HENEBREZ A YV 2— 13547 a e/ HE, D IWVERFICR DR Z A7
Va—LTEET, AT HE, —FIRD FLITRVRLOBEBEHEE AV a— L TEFE
T, HEIREZ AV 2— 9252, THEEHOAZa—) 22 LTIEI0,

T XA AD CDO TITONTZETIE, T ZEE S8 ITRETOER R D L5E, 731 X
WCHEIZEB SNV LICERE L TLIEIN, T3 AN [HA#H (Conflict Detected) ]
F 7213 FEFRM (Not Synced) 172 &, [[FIH] (Synced) 1IRAEETARWGA., AT ¥ a— S
EENIFEITENETA, [Ya 7 (Jobs) 1=V, A7 P a—VENTERNK LA
VAL UANRBFRIRENET,

[BEVEBRZ A Y a— 32547 a U EHZT % (Enable the Option to Schedule Automatic
Deployments) ] #4735 L, AT a— L ENTTXTOREBAPHIBRSNET,

|

EE CDOZEMALT, AFVa—VENRERE T NA R L TEEIERT 256, SiLVE
BZ K> CREFORHN EEE SN E T, APIZHH L TTF A ZADAFr ¥ 2 — /L ENT- B
PEBERT 255 1F. FTLWERZAZ V2 — T 5001, BEORMAZEIRT ZUBEND
D i‘a—o

HENEMAE A a— LT hHF 7 a v E2HENCTHI2T. ROFNEICEVE T,

ATy Lo EHEE (admin) ] Kue vy 77X unb, [E (Settings) 127 U v 27 LET,

ATv T2 [&f%%E (General Settings) ] X7 %27V v 7 LET,

ATy T3 [HBERZAZ Y a— 3547 a 2G0T % (Enablethe Option to Schedule Automatic Deployments) ]
DEDATGARZI Y v 7 LET,

Web 747
Web GHTICE D, =YDt v MIICTHES BEAORGMEREHRN A2 aicfitanEd,
I, BRLEAR—Y, R=UTHELCLEEE., 790V oN—gy, fA—Tg9 0
TNAADKRA MR EREENE T, ZOHRIL, A I PHEREOME AR N — o 2 R
L. BREUIT 5O SNET, TRCOBMRRT — 5 HEAT, €2 vT (7 7
HITEEEINERA,
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Web 0HT1ET 7 4/ b THEZ /72> TWET, Web D2 BN L720, ZORIZENT
HI0%,. WOFINEEFATLE T,

AT 71 AL [EHE (admin) | ey 7 X inG, [%E (Settings) 1227V v 27 LET,
AT T2 [&f%%E (General Settings) | ¥ 7 %7 Vv LET,
AT v T3 [WebZ#T (Web Analytics) | D FIZHDHATA X &7 Y v LET,

T+ kID

T FIDIZEoTTF o b ESNET, ZDOF#HRIL. Cisco Technical Assistance Center
(TAC) ITHEETAMLENRDH D & XITENBET,

T
Ty N, T MBI LET, T IS TR WD IZEE LT EE
VY, ZOIEHIL, Cisco Technical Assistance Center (TAC) SERETAHMEND D & X (12HEVH
iﬁ—o

N S/

BENER TE

T MCEEMNT BN T A ATREDT 73 a U BNEAET DN, CDOMNSEF A —
VRN EZITED X OB TE E9, TNOO@mMET v MCBEEMNT ST RToT
NA A EZNETR, TRXTOT NS AXA THREHARERT X TOA T v g U aER—
FLTWADITTIEH Y FHA, £/, UTIZY A RS TS CDO AN A Hiv- 285
X, U7 E A ATHEBMICESH S, BRZMLEL LN LITERELTIEEN,

CDOMMEDET A —NBANCIT, T2 arDRA T LEBEZT AT N ANTRINET,
TNAADBHEDREL T 7 v a VORNEBEDOZEMIOWNTIE, CDOICRr T A L, BEE%
FDT A ADEREa T EHTRD L2 BEID LET,

KD FT EF—a v _3—=0h, [BRE (Settings) 1> [@AIERE (Notification Settings) D JIE
iz )y 7 LET,

FINART—H27O—DTS5— FDEE
A

G ZhooREEZETTIH), FHTENEZERSETHIZE. 2y NI—VEEBE2—F——/L
NLETY, FEMIZ-OWTIE,  [Cisco Defense Orchestrator Dt —H—1z—/L] 2R L TL
720N,

BHINMERTRTOTAAL A T—7 70— 3 F U FEUTHERLTLEIN, KOWTH
NOT 7 a O NWTTFECHELET,

« [EBH (Deployments) ]: ZD7 7 3 3 i, SSH £721X10S T34 ZADHEA VAKX A
BahrEdi,
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BHIRTE

«[Nv 277 w7 (Backups) ]: ZDT 7 a IFDMIC K BERL T A ACOREA &
i‘g—o

[Ty 77 L—1F (Upgrades) 1: ZDO7 7 a ik, ASABLOFDM IZ X 5EH 734
AZDOHBEM EIET,

«[Z7 T R~OFTDO#KAT (Migrateto Cloud) ]: Z D7 7 ¥ a > i%, FTD OZ% W RF ik
AHETTT,

TNA AT F— %% FMC 725 CDO IZEET 5 LiH S E T,
TNARARY DT 5— bDZEE
N
GE) NOLOBREEZEET L0, FEITEMERET 21T, 2y hI—0EBE2—V—a—1

DYET . EEMC DWW T, [Cisco Defense Orchestrator Dt —H—1m—/L ] 2B L TL
72 &0,

BEIRMEIRT RTCDTNA AT = 7a— T VA E0NTHRLTLEEN, kOWTR
NOT 7 a ATHDWTFRETHERLET,
[T T AT D (Wentoffline) 1: ZDT 7 v aik, 772 MIEEMT SR TS
TRTCOT N AZ@HASNET,

o [ATA RS (Backonline) |: 27 7 v a ik, 7 v MIBEEMITFOENTND
FTRTCOTFTANA AZHEHENET,

s [BEARH (Conflict detected) |: Z DT 7 3 »iE, TF v MIEEMT A TWE T
TOF AL ACHEAESNET,

NYD TS50 RATREDT 5 — FDEE
INGLOREEELT H), FEICHEMZRET HICE, 2y FI—VEBEL—V—m—
BMEETY, FEMIZ DWW T, [Cisco Defense Orchestrator D t—H—1m—/ L) 5L TL
77Eu,
Thr M T A L LTWBHEDPNR NN 7 TT 0 RRBEER LI EXICERBEEINET T—
F2EAELET, BABNERTXTOTRIAL A TV—rT7a— F ) 32 0TMREL <72
SV, ROWTNNDT 73 AATHONWTFEICHER LT,

o (1% BA4A (Search started) | : BN S NZ & X[ TEMEZE LET, Jix, B

FRERE AT Y a— VB OW G ITEA S IVET,

« [fR5Z5E T (Search completed) | : FRERVHE T L7z & Tl EZE LET, Ziuk, RIRF
MR E AT Y 2 — VWA BROW T IZHEH S vE T,

o [MZRAL (Searchfailed) ]: MBMEIM L7z & @M EZELE T, Ziud, BIERR
EART Y a— VIERRBOMFITHEHA SNET, XTA—FEFT 7Y 2R LT, H
AITL T E N,
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cooaams—exgmanant [

HBIRIS41

[7F— FN&EZET H7DIZA e, (Subscribe to receive alerts) ] Fﬁll/%ﬁfd] ZLC, 7Fv b
07 A ARET T SN EF AL E@AY) A MBI LET, A—TF—U R MHA—)L
ZHIBRT 221X, M VOBIREZMRL T/ L —RRIZLET,
FrEDaZ—Y—m—/UL, ZOREX—VOFT RV T a7 7ar~OT 7 AR
@éﬂf“é’&V&aLT<téw Ty b= EBE LY —o— Ao —%—
VETFANVE N EZBNELREIRTE ET, BN —F—F XM OE

A — VIS e 2 BB S e — =D U 2 MBI 51213, .%0 Uy 7 LTEFA—IVE
FETANLET,

A

H
=

T

i~% & FEICEMT 25613, Ebwﬁ%%~w%ﬂﬁbf<téwoawi VavANS
WCEEM T SN TV AN DO2—Y — I L TEFA—AT FLAEF =7 LER A,

CDO BRI DR

©
WEHT A a2 & 7 Vw7 LT, 7Ty N TCRELERFTOT 7— FeFRrLET, CDO
OFBENL, 30 BZICHEMY A R BEIBRENET,

)

GE)  [77— FOEERH (Send Alerts When) | E7 23 > COERIL, CDO IZRKRINDIEMOD
AA T LET,

Y—EX#HE

A=V I T FIVTER 2T 772G, 77U Xy v ah— RCHEEECDO #
HMEZELET, CDOTCIOF S Y a2t 2i12%, #RULET Y TEREYV T 7y
JHFETHFAIL, V=7 7y 7 URL ZHUGT20ERH Y £7, FFMICONTIEL, TCDO
WA —EZHEOFEME] 2R TITEE0,

CDO EXNAY—EXHEEDEIEL

P—EAFEEEDCL T, FEESNTA v =V I T 7V r—va v &3 —e 2 &0
lﬂxmoﬁﬂ%%éLiT WAEZETHITIE, A=V 7TV r—arnb
Webhook URL % £k L, CDO @ [{@AIF%E (Notification Settings) ] X— 3" C% D Webhook %
CDO IZHRET HRE N H Y £,

CDO %, —EZ#A L LT Cisco Webex & Slack %A T 4 72 HR—FLTWET, ZTHh
OV —ERITEHEINDHA vE—VF, FrrveHERy NHIZERICZ +—~ v &
TWET,
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. Webex F—LDBEEV T TIvY

\)

GE)  [@ZE%E (Notification Settings) | -X— Y CER L@, AvE—Y 7 77V r—v 3
VNTHRIE S ND A N R TT,

Webex F—LDFEEIZT IV

ATvT1
ATy T2

ATvT3
ATvT4

ATy TH

ATvT6

ATy 17

ATvT8
ATvT9
ATv710

ATy 1
AT 712
ATv713

48 HHEIIZ

CDOEANE, FRESNIEY =7 AR—RZRKREND D, HER Y FELTTIAX—b Ay
T —UICERENE T, Webex Teams 737 = 7 7 v 7 ZQLF$ 5 J7{EOFEMIC OV T,
['Webex for Developers] #ZM L T &0,

WOFNEZHEH LT, Webex Teams DEET =7 7 v 7 &2 LET,

Webex Teams 7 7' U 77— a VA& 7,

VA RUDETHICHD [T77) (Apps) 1742 %7 Yy 7 LES, ZOT 7 arilylb, fid
77 7P OH LN F 7T Cisco Webex App Hub 230 & £ 97,

REBEN—%H LT, [BE V=777 (Incoming Webhooks) ] Z## L 9,

[#¢ (Connect) | ZiBINLET, ZDOT 7 a2k, OAuth AN L, 77U Fr—a U idH
LWZ TIZFRRIND K D127 9,

[FFA] (Accept) | Z3BIRLE3, F7NHBWCT 7V r—2a VOBEN—JICVEA L7 FERE
7
WaERELET,
[T 7 v 74 (Webhookname) |: ZDT7 7 U r—a Nl loTRELEND A v EB—T 255
THDDOARFIEIRELET,
o [AX—ZDEI (Selectaspace) |: FuR v FHX T A=a—%EH L T[AX—2R (Space) | % i
RUET, AN—Z1E Webex Teams |ZBEIZHFEL TWAMERH Y £3°, AX—ANRFEE LRV

A%, Webex Teams TH LWAR—ZAZERHRTEET, 77V r—va v OREX—VEEHTD
EHLWNWAR—=ANFIREINET,

GEAN (Add) ] 23R L E9, B L7Z Webex 22— 2T, 77U r—3 g UARNBINESRT LV 9 i@k
MEFEINET,

vx77v 7 URLZat—L%E7,

CDO iZu /A LET,

FOF B —3a o3 —=06 [BXFE (Settings) 1>[@%1E%E (Notification Settings) JDIEIZZ U v 7
LET,

[h—E A H#HA (Service Integrations) | £ TAZ v—/L L £,

HODTTARE %7 ) v LET,

LETR AT LET, ZOL4RNT. RESNEZV—EZHE L LTCDOICEREINET, RESNT-H—
ANHRRE S LD A N2 MTIEFR RSN EE A,
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I Cisco Defense Orchestrator ()& A&
Slack A0EEY I 7y

ATFYvT18 Feyv XA Ama—%ERHL, —E XX 14 7L LT Webex ZEIR L E7,
ATy FT15 = 2ZANLAER LT =277 v 7 URL 28k 0 i £,
ATvF16 [OK] %227V v 7 LET,

Slack HDEEV T T 79y

CDO HFIL, HEEINIT ¥ XNMZEKREND D, BEIR Y hE LTTTARX—F A v E—
DICFRREINET, SlackiZ X DFRE Y =7 7 v 7 OB FEOFEHNC OV T, Slack Apps)
EHBL TSN,

WOFIEEZMHA LT, Slack DERE TV =7 7 v 7 i LET,

ATv 1 Slack 7 v M rs A4 LET,

AT T2 EMOSRFLT, —HFETAZo—L LT[7 7V DENM (Add Apps) ] ZEIR L £,

ATv T3 [ElEV=77>7 (Incoming Webhooks) |7 7V r—rar 4L 7 M) ERREL, 77V & /ROl
F9. LEM (Add) ] ZIRL £,

RATYT4  SlackV—27 AX—ZADERFTIERWGE, MROEREIC) 72 A NEREL, TTYRESOT X
7Y MIBMENLDEFHFOVLERH Y £7, [REDY 7= A | (Request Configuration) ] Z 3R L £
T, A arDAvE—VEANL, [VZ/ZAMNOFEEZHRIRLET,

ATYTS U= AR—RATHERBYV =T 7y I T T VRENIIR-T-5, Slack DEEN—VEEH L, Ly =
77 kT — 7 ARX—ATEN (Add New Webhook to Workspace) ] Z34R L 77,

ATYvT6 Foyr7Fyr2A=a—%HERAL T, CDOM@AZFERT 5 Slack F v RV ZBIR L, [KR (Authorize) ]
ZRERRLET, VA MPAEDCARDDEHFES> TOBLRICZ O_N—U 0 bB8) L2 5A1E, Slackicn
TA LT, EEBIZHDLT =7 AX—ZAL %R L ET, Fay AT A=a—nb[U—7 AN—
AD I AL~z A X (Customize Workspace) | ZEIR L, [7 7 VU OFXE (Configure Apps) | Z &R L E 7,
[ (Manage) ]>[H R % L#A (Custom Integrations) JWZBENL £9, [EE V=777 (Incoming
Webhooks) |ZER L TCT SV DT T 4 T XR—=VhE, X705 [RE (Settings) & 3IR L F9°,
ZOTTIVREDIIRS>TND T —I ZAXR=ANOTRTO2—YPF =R —BRRINES, 2—¥F—IF
THY Y NOBREDFRREMEOHTEET, V—I AR—ALL RN THRELZME L., RITHERE

TO
ATvTT  Slack DFRTEX—I N6, TTVDORES—VICVAA LY FEanET, V=77 v 7 URL ZH21FT
b —LF9,

RATFvF8 CDOWCrZ A LET,

AT9FT9  EMlOFer— g o8—nn, [RE (Settings) ]>[EAERE (Notification Settings) JDNEIZZ U v 7
LET,

ATY 0 [P—EZHE (Service Integrations) | £ TAZ m—/L LET,

ATYIN FOQOTITARE %7V v LET,

ATV 12 LRiEADLET, ZO4FNE, RESNEY—EAFHEAL LTCDOICERINET, HE SN —
ERIZERE S ND A XV MR RS NETA,

ATV T3 RFuy7ForA=a—%ERL, h—E2%A 7L LT[Slack] ZBR L E7,

ATV T4 F—EANLAERLEY =77 v 7 URL #0015 £9,
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https://api.slack.com/tutorials/slack-apps-hello-world

Cisco Defense Orchestrator DA |

B r=xsrsemoriEyzIovs

ATvT15

[OK] %27 Vv 7 LET,

NRELHERDBEEITT IV

ATy I
ATy T2
ATFvT3

ATvT4
ATvT5
ATvT6

ATy 717

ATvT8
ATvT9

AxXy

1R BHHEIIZ

CDO %, WAX LHERAIA v E—V 27—~y FLERA, DAX LY —ERAFEET
TV r—a v OREERIRLIZEE. CDOIZISON A vt —U %k ELET,

BRI 772/ LY =77 v 7 URL ZAKT D HEICHONTE, P—EAD~
—a2 TNV EBRLTLEEY, V27 7y 7 URLZEELES, LTOFEAFHLTCY =
77T EHMMILET,

BIRLIZHAF DY —ERAERZT SV r—varnby=7 7y 7 URL 24K L Cab—LET,
CDOzm /A4 v LET,

FEMOFEr— g =06, [BRFE (Settings) 1>[EENE&%E (Notification Settings) JDIEIZZ U » 7 L
£7

[tF—EZ#H (Service Integrations) ] £ TAZ m—/L LET,

HODTTARE 7 ) v LET,

AR ASILET, ZOLAFNL, RESNTZI—EAHEEE LTCDO LR RINET, REINict—
ERZHRE SN D A X2 MEE RSN TR A,

Fay 77X Ama—wREL, [—EAX A7 (Service Type) ] & LT [H AF L (Custom) | % i8R
L\i—a—o

P—ERANLAER LY =77 v 7 URL 2050 (i £97,

[OK] %7V v LET,

J DEXTE

BADODAR I aX o TOHIBE, HIRN) Yy NENDETOEY AEZERLET, #F
SNTmu X 7L, CiscoCloud N5 f5 LIt EMi S izA Xy b —F 2R TZ LIciEELTL
7ZEW,

[ HERE DR (View Historical Usage) %27 UV » 27 LT, @£ 12 AT 7> N T%F
Ehid_RTonX 72K R LET,

BIMOA ML=V 72X T BEDIEATER) 7850 £9,
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I Cisco Defense Orchestrator ()& A&

SAML < > 5 JLH A > 7 > & Cisco Defense Orchestrator D& .

SAML < >4 JLY A A > & Cisco Defense Orchestrator DS

Cisco Defense Orchestrator (CDO) %, Cisco Secure Sign-On % SAML > 7 )V %A A2 T A
TUT AT 4 TangF— (IdP) & LTHEHL, £EFEFGE (MFA) |2 Duo Security %
L7, T, CDO THERE S HFREHIE T,

7277 L. BARPIE O SAML > > Z v A v F v 1dP VY =2 —3 3 & CDO 4 Lz
A, IdP A SAML 20 B L ONID 7 XA X —NBhT A5V~ 7 —%H R —F L TWBIR
D, ZNHAHETT,

MEODSAML Y U 22— 3 % CDO AT HITiE, YR — MIEkE L Tr— A2 EkT %
VENRHY 7, FIEIZSWTIEL, [Cisco Security Cloud Sign On Identity Provider Integration
Guide] ZZM L T XV,

)

EB r—RERLGEIE. [T7 / n Y —%F#) TEI (Manually Select A Technology) ] 48R L,
Jy s/ xRk 75)1@’@]&7‘* WZEIET 5 X 912 [SecureX - A A LEHL (SecureX - Sign-on
and Administration) ] Z@IR L TWAHZ L 2R L TS EIV,

SSO FERAE D E#

APl k—0 ¥

HE, ID 7 a3 A % — (1dP) 1 SecureXSSO & #tH SALTUVWET, CiscoTAC 7 — A& B &
metadata.xml 7 7 A L AFEHE L E 3, FEMIIZ OV TIX,  [Cisco SecureX Sign-On Third-Party
Identity Provider Integration Guidel] & L T 72 &\,

)

EB T —REBLGEIE. [T7 /v Y —2FH) TEI (Manually Select A Technology) ] 48R L,
U7 A PR 7eF— AZEET S L 9 I [SecureX - A A L EEL (SecureX - Sign-on
and Administration) ] Z3&R L TWD Z L AR L TS0,

(VH—DI) TATT 4T 4 T X — (IdP) /3 CDO L HEHEHAINTWEHEGEE
IX. CDO OBEEEN TAC THR— b F 47 v &< HiEA2B &, metadataxml 7 7 1 /L& $2
=

)

CGE)  IdP # CDO & EH#EHEET 5D TiE/r <, SecureXSSO LA THZ L am BEIOLET,

BA¥E# X, CDO REST API FFOMH L A1T9 & ZIZCDOAPI h—72 & LET, FFOH L

R EEHI2IE, AP F—2 > % REST API %G~y ¥ —IZH AT HXLERH D £3°, API
b= 0, BHIRO 2 TEMP) 77 78A F— 7/“(‘71“753\ BHLZD, BOiE L
D CTEET,
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https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-third-party-idp/sso-idp-welcome.html
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-third-party-idp/sso-idp-welcome.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-third-party-idp/sso-idp-welcome.html
https://www.cisco.com/c/en/us/td/docs/security/secure-sign-on/sso-third-party-idp/sso-idp-welcome.html

Cisco Defense Orchestrator DA |
B wr—somztes—on

CDO N5 AP h—7 v &R ca 9, s b—2 id, ARERI, [iRE

(General Settings) | ~X— VMW TV A OAFREIET, CDO “CE'J@“\*—“/%E‘%D‘T#
O [—MEXE (General Settings) | X—IZED &, F—7 UBREITSINZZ LiZbrD 3
B, b= VIR RINL BV ET,

il % Dax—F—iF, FEOTF > ML THMAD h—7 v E2ERTEET, HDH2—H—N
MO2—F =2 T h—2 v ZARMRTHZ LT TEERA, b= 3T vETF
VERORTIZEABTHY, o— =TI NOMAEDLEIZIIMERATE T A,

APl F—0 K&V L—LA

APl b —2 X JSON Web F—72 > (JWT) T9, JWT h—727 VIEROFEMIC OV TIL,
Mntroduction to JSON Web Tokens] ZZM L T 72 &0y,

CDO API h—7 3, RO—HD 7 L — Lzt L E9,
eid : = —H—/7 /A Z uid
e parentld : 77> b uid
ever : AF—DO =T g v (W N— 3 2030, # : cdo_jwt_sig_pub_key.0)
« subscriptions : Security Services Exchange 7 227 U 7' 3 v ((BE)
« client_id : lapi-client]

ejti: h—2rid

=0 UDEE
APl b —% S DERL

ATy EOF e =2 g 3=015 [RE (Settings) 1> [—#%E&E (General Settings) [DIAEIZZ Y v 7 LE
D

ATwF2 [¥v4 h—2> (MyTokens) | C, [API h—2 > D% (Generate API Token) ] %27 UV v 27 LET,
ATV T3 WET — X EMFET 210D REDORANT T 7T 4 AT, b—7 U ERERGTRT LET,

APl k—7 U DHERE

APL b —7 VIZEFHIRIZH D FHAN, 2—F—F, b—2 Bk LEEE. BEIh
WA, SR ¥EDeXa VT A R4 VICHEILS G 5855, API h— 7 O FEFT 23R
TXFET,

RTv T ElOF e — 3 0 3—T, [BRE (Settings) 1> [2AZEEE (General Settings) 1% 7 VU v 7 LE7,

AT9 T2 [vA4 b—2> (MyTokens) ] T, [HH (Renew) 127 VU v 27 LET, CDOITH LW h—7 U E2AERKLE
D
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I Cisco Defense Orchestrator ()& A&
arl t—2vomyEL |

ATV T3 WETFT— 22T A0 DREDRRA N T I T 4 A>T, Bl h—7 2L FTIRFEL
\iﬁqo

API F—2 VDERYEL

AT T EMOF s = a0 3—T, [RE (Settings) 1> [£&%E (General Settings) |27 U 27 LEd,

ATwF2 [¥v4 h—2> (MyTokens) | C, [HRVHL (Revoke) 1227 Vw27 LEd, CDOIZh—2 U EHVIEL
‘ij‘o

TATUT4T470/N4F—TFHh o> k &CiscoDefenseOrchestrator
A—H—La—FEDEE

Cisco Defense Orchestrator (CDO) (27 7' A 9 51Z1%, SAML 2.0 #EHLD ID 712N A X —
(IdP) . ZEFHET v A X —, BLOCDODZ—H —L a— REFOT U v MRLE
TI, WP 7 AUy MlFa—V—ou /A ERPEENTEY | WP 1T 0w 7 A 1E#H
SN T2 —H— %mwftbiﬁ‘ ELE S TN EN 7’4’7/74 T4 X2 VT 4 ORI
7‘; VARt E T, CDO 2 —H—L a— FiZid, FliZa—¥—%, = —F =
FTHD CDO 7T F b, :L—ﬁf—(])u»—/wbﬁé‘iniﬁ“o a—HF—Nu s A F5L, CDO
[T 1dP D=2 —H#—1ID % CDO 7 F > FOfFfa—¥—La— vy 7 LET, CDO
M—ETHLa—RREROFEHAI, &4 T 52—V —IZZ2DTF v h~Dr 7 A &7
SET,
BEKOBEIMBDOY T NY A U F L ID T a"f =R 0 RY | ID 7 a1 X —
Cisco Security Cloud Sign On "C9~, Cisco Security Cloud Sign On |%, %% FFRFEIC Duo Z 1 L

F9, BRIT. LEZS U TSAML o> Z /LA A2 & Cisco Defense Orchestrator D& T
xFET,

R4 >NT7—49 70—

ZZTEH. AP T AU R, CDO 2 —W—lcn /A T 5Dl CDO 22— — L a— ¢
EOLHITRLDED T2 OWTHHEIZHA L £,

ATy Tl 2—HF—F, FBIAED 7= 8I|Z Cisco Security Cloud Sign On  (https:/sign-on.security.cisco.com) 7% £ SAML 2.0
WEPOT AT T AT 4 7 rANA H— (IdP) IZr /A LT, CDO~DT 7t AZFRLET,

ATY T2 1P, 2=V =BEYTHD LI SAML 7H—a U ERITL, R—FiE, 2—HF—n37 7 & X
T&E 577U —3 a3 (https://defenseorchestrator.com <> https://defenseorchestrator.eu,
https://www.apj.cdo.cisco.com/ Z KT X A V72 &) DERRINET,

ATy T3 CDOESAMLY #—v a U AREEL, 2—HF =&l LT, 20— =TS 27 5> Fodin
ba—H#—La—RFzR20 L& LET,

Cisco Defense Orchestrator T () Meraki O &8 .


https://security.cisco.com/
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Cisco Defense Orchestrator DA |
B cor—=57r7vons

e 2 —H =N CDO LD 1 25DTF v Mia—HF—La— R2EEsTWVWAE4A. CDO IZFD2—% —|
FFLRADT I ABHFA L, 2—F—a— Nk TETTEXBT 7 arNIRED 9,

o« 2—YW—RNEHDOTF v M= —L a— FEFoTWAHEE, CDOIFRIFE N2 —V—I, &
RTELT T FDY R MR LET, 2—F—RNTFF U F2RIRTLHE, TF U h~DT 7R
NHEAENET, TOREDT T FTOa—YF—a—LlhkoT, FEITTEET 7 arBNikEy
i‘é—o

eI AN — LTS fPD—F—La— ROy LI CDO IZRWES. CDO IET v
T AT R—=TERRLT, =P —IZCDODFEMAEMR L2y, RN E Y 72X L7200 T
DS EIRAL L £,

CDO CTa—H—1L a— R&E{ERLTH AP ICT H vy MIfER ST, IdP TT AV FEERLTH
CDO IZa—HW—L a— NIfER SN EH A,

R, IdP OT A RZHIBRL TS, CDO 22 b x—HW—La— REHIFR LI L3 84, 2
72U, IdP 7 H Ty Rd/punnd, CDO X L Ca—HW—%238GE7T 5 Hiklddb v ¥ A, CDO =—H—1
3—F®W%iI@Tﬁﬁy%%M%Lt_k%f%¢é%®fi%0iﬁhottu(DOi~%—
La— RRRTUE, BBFEESNZ2—F =2 CDO T MIT 7B A+ 5 HEIEH Y £H8 A,

SOT7—FTIOTFYOEE

Cisco Security Cloud Sign On Z{ERJ %2 B+

BERED CDO ® Cisco Security Cloud Sign OnID 7' 2 3A X —%H L TV 56, A—/3—
EHAILCDO Ca—F—La— F&fElT&, 2—F—XCDOICACREZ TE £, 250D
=PI N—F L, 2= —NELLFEINTWEEA, 2—PF—[LCDOIZu s A T
xET,

A—F=NCDO 2T 7 EATERVWE D ICTDUEND D HEIT, A—/—FHH) CDO
a—P—pa—HF—La— REHIRT 572 TEAE T, Cisco Security Cloud Sign On 7 # ¥
v MIBIEREAFEL, A=/ EFHEEN -V —2E 50 LI-WIA T, Cisco Security Cloud
SignOn CHEH L TCWeb DL L2 —H =4 THLWCDO 2 —H—L a— FE{ERT 25 2 &
MTEET,

BEMENCDODREIZEE L, 7 =N TIVRAZ L AL X — (TAC) ZIEOHTSLEEAR
HEULTEBEE, BEENTAC V=T Oa—Y—La— R&El+22¢ T, TACZ V=
TINTF U R EPEL, BEHRICER BB EZRETZDHIIICTRDET,

WEOTAT A4 T4 TANAE—%3LDEE

SAML > > 7)Y A 4 & Cisco Defense Orchestrator D&%, 7 AT T 47 4 T34
=T hEeCDOTFY hOWHFEHIFEILET, ZDOLXHBEMEIE CDOTT AT v
TAT A TR E—DT I hea—F—La— REElRB L OVEBTX £7,

2—HF—=NCDOIZT 7 EATERVWE T DRLER S LGEIE. BRRIZIAP T AT v b,
CDO 2 —H¥—La— K, FHIIFOmMSEHIBRTE £,
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I Cisco Defense Orchestrator ()& A&
vz zx—vry—ez Fniqa— |

Cisco TAC 7> 6 D ZIRMDNME IR AL, BEKRITHARY EHe — LV E2ROT AT T 4T+
TN, X =T H L FECDO—HF —La— RDW %, TACT V=7 HIT/ERTX F
T, TACTZ V=T, BEHEDOCDO T MIT7 7B AL THA L., HMEREELBEE
WCHET L ENTEET,
DARAXXR—T RY—ER FONA 55—
YAawHx—Y RYP—E X Fr g Z— (MSP) %, CDO @ Cisco Security Cloud Sign On IdP
ZEA LTV D84, Cisco Security Cloud Sign On (2 H C& % T & 97, MSP OBEHIT CDO
WZENETNO2—F —L a— REEHRTE 5720, MSPIXBEMOT o M EEFH TX E9,
b HAA, BEKIEIMSP O L a— ROHIRZZRICHEICE £ (HIBRZSIRLZHE) .
EPEREYS
o DR IE
* User Management

« Cisco Defense Orchestrator D = —H—1z—/ L

TILFTFU P R—FILDER

CDO ~/VFTFF v b R—=F)V Ea—ZiE, BEOT T NMIELERDLTXTOT S AND
PG SNfRpi&rEnNET, ZOVVFT T2 MR=FUIE, TR ADAT —H A,
FNRAATEITHDY 7 v 72T R_XR—=V g VIR ERFRENET,

)

GE)  <AFTFURR—ZANL, BROV —TaCTFr MEBMLEZY, BILET T b
DEFHET N ALFR L) TEETR, 7T FORERT A AORERTE £
oo

I L& BHIIC

YAFTF Y RR=ZVE TT U FTZOEEBANCR > TODHEBICOAEHTE E
To TFTYRTIANTFT T2 MR—=F N HHS HITIE, Cisco TAC THR— N F7 v b &
P& Ed, YA FF7y PBRRIRESh, R=F AP EREhD &, R=FLTRy kT—5
EBEOn— N RO O—P =R TF P ZBMTELX 51220 7,

BAETDHAMEMEOH DHFED 7 7 U EHOMBEZ RIBET 572012, Web 7 7 UMb F ¥ v
v ol Cookiex 7 VT35 LERBEIOLET,

RILFTF2biR—42IL

YANFTF U IR=Z ML, ROA =2 —RHBEENTHET,

« [T /31 A (Device) ]:
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B <575+ rk—sroeEm

Cisco Defense Orchestrator DA |

e R—=FWTBEBMSNTZT T2 MIFFIET 5T X TOT A, ARKRINET, [7 4
L% (Filter) | & [5% (Search) | 7 4 —/V R&EMH LT, £RT D571 AZ2HER
TEET, T M AT Vw7 FTDHE TRAADAT—H A IV R—=T 4Tk
R, T7AT I NLF—RF, T F—N—F— R, VT NT=2T =Tz 7
EaRRTEET,

e A UH =T A AL, T—TNWIECERTRT DTN, AT aNRT 4 BBRIRETZ T VT
THRRIEHTE A8y h—= 03H Y 7, [AnyConnect U E— K7~ & A VPN
ERRE MOTRTOT AL AT RT 4 BT 7 40 b TERIRENTWET, 7—7
NENAR<A AT DHE, CDOWRIAIYA A v Lzl &, BIRLIZNAEDLCDO T
R ST ET,

THNA A% Y v T hHE AMICEOFFMAFIRSNET,

c R—ZLDOERIZ, a~KPIVE (CSV) 77 A M7 ZAR—F © T&x x4,
ZOBERIZ, TAARAEDWLIZD, T BAEO RN =Y —IZEE LTV T 50
WCESLBET, T—HET 7 AR— T HZTNT, CDO TIEHT LV csv 7 7 A LA
B & ET, EREND 7 7 A VAT B E LR G ENE T,

« TNA AT D CDO T F > bInbDORT N, ARFHTEET, v LFTF

rAR—% WZiX, CDO 7 F o hR_R—=VIZBEIT 57200 [T /34 ADEEL (Manage
Devices) |V v 7 BB ENTWET, ZOTF U OT AUy beR->TEBY, 7
FU R ER=FANFELY) =T a v HNICHIEE. T RO I RFEREN
9, TFhr MIT 7B AT AR WAL, [T ADE L (Manage Devices) |
Vo7 3FEREINEFA, MEORy NU— 7 EHFICERK L CTHFI2H5 208 T
TET,

() FTALRZEHLCWDET T ERBIOY —2a v NICH D HE
T, FOV—=2a O CDOIZY A AT H720DY 7k
RENET, FOV—YarNDOCDO £/1FFD Y —Y a3 A
DT F 2 MNZT 7B AT HHERDIRNGEIL, T3 AEEHT
TEH A,

«[77F > b (Tenants) ] :

e IR—ZWTEBMENT-TF v b RFRRENET,
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I Cisco Defense Orchestrator ()& A&
TNFFFY rR—s LT+ rEEmT s [

e Ry NT—JERFHEL—F—NR—Z T F v NEBINTEXET,

D EH Vv TBHE, CDOT TV FDAAL U R=UNPNFREINFET,

IINFTFFURR—BIIIZTFFU FEENT S

Super Admin 7 — /L& FfOo2—H —(X, FA—F NI T T hEBNMTEET, oV -V
VNCEEBR S TCT T U R EBNTEET, X, a—m oy RN —VarhbkEY —Va
NCTF U M EBEMLEY ) KEY —YarhbIa—ay N =g VTBILZY) TEE
T

EE T UPMNTAPIOLD2—V—%ERkT 5 L, CDO ~DFFEMAIZ API b—72 V&2 ERRT 5 Z
LEBEIOLET,

\}

GE)  RN—=2NEEOT > b EBNTA2HERIE. &7 T B APL M —7 U EAK L, TF A
c7 7 ANMCREY T ET, Znick D, BEOT v FER—Z VBB TE 7,
=2 U BAERT AT-DICEET T FEEI VB2 AMLEIIH D A,

AT EMOFEF— g 3—=nb [BRE (Settings) 1>[—#&3%E (General Settings) ]>[¥ 4 F—2 > (My
Tokens) 127V v 7 LET,

ATw T2 [API h—7 v &/ (Generate API Token) |27V v 7 LCab—LE7,
AT T3 R=FVZBEL, [T7F > b (Tenants) | ¥ 7% 27 U v LET,

ATv74 Eﬁﬁﬂ@?f‘/ MBIARZ 22 ) v LET,
RT9TE b=r a0 T (RFE (Save) 1227 Y v 7 LET,

TRILFTFHY bR—=F U oDTFH 2 FDOHIEK

ATy Tl R—=2VZBEIL, [7F> b (Tenants) | # 7% 7V 7 LET,
AT T2 FHICERENLGAISETHHRT A a2 270 v 7 LT, LERTF FEHIRLET,
RATv 73 [HIFR (Remove) 127V w7 LET, BEMTONTET AL ALR—ZADLHIBRENET,

Cisco Defense Orchestrator T () Meraki O &8 .



Cisco Defense Orchestrator DA |

. Manage-Tenant R— % JL DR E

Manage-Tenant /R— % JLD R E

=1 —]

axX ;&

24 vFTFFUb

Cisco Defense Orchestrator (Defense Orchestrator) A/ LT, [BX&E (Settings) ] ~—¥D~/L
FTF U MR=F Nl Da—YF =T BT NOREDEH I AS~ A XATEET, LMl
DOF BT — a3 N —"T[RE (Settings) 127V v 7 LT, REX—VIZTI7EALET,

EHRERTE

Web 3HriZ E 0, X—=Y Dt v MUZES EAORGMEHEHRA 2 alicitsh 7, 1§

Wi, FRLEAA—Y, X=UTEPLLEHW, 77 v¥Fo—T g0 fiER—Vg 0

TNRAADKRA MR EREENET, ZOHRIL. ¥ A A EREOM RIS & — o % s

L, MRz UET20IEHINET, TXTOEMRRIT —Z 13ESA T, #ET — X I3%E

SNFEHFA,

Web T IET 7 40 b TENZ /2> TWET, Web & BN, FERANICENCT 5121,

WROFNEZHENE T,

1. CDO ¥ v al— Kb, EloFesr—ya o 3—0 [RE (Settings) [#27 Vv L
£,

2. [&fi%#%7E (General Settings) 127 U v 27 LE7d,

3. [Webs#T (Web Analytics) | D FIZHBEATA X &7 Y v 7 LET,

[1—Y—&HE (User Management) ]

~NWVFTF L MAR=FZVCEEMITF O TV HA TR TO—F—L a— N, [=—F—FH
(User Management) | CHERCTE ET, =—HF =7 v MIEM, fmEEZITHIRTE
F9, FEMICOWTIX,  [User Management] ZZ ML TL 72 &0,

EHOR—=BFZNLT T bRBHLIEE. CDOMNSLY AT v M, B R—ZLVE1X
T ATV B2 R TEET,

ATV Tl ~VFTF o hAR—=ZNLT, FEMBICERENDT Ty b A=ma—%227Y) v 7 LET,
ATw T2 [AA vFTF 2k (Switchtenant) 1 %227 VU v LET,
ATY T3 BRTLER—ZNVELITT U FEBRLET,

Cisco Success Network

Cisco Success Network (L —V%findD 7 Z 7 K¥—E 2T, Cisco Success Network % H N2
45 L. T/3f AL Cisco Cloud B2 % = 7 285t 0N WESL S v, AR EE 9 B 15 & #
FHEBNA NV =07 &E3nFzT, TVA NI EBA NI =07 FB2LICE-oT, T4 R
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User Management .

INDDXRDT —H BTN L CENEEEEXTY) E— FOFEBAT— a3 VIZEET D A
= REPREENDTD, ROAY v ERFLIET,

« Xy h =7 WO OB A A LSS 572002, FI AR ARl H OREREIC DWW Tl
MLUET,

UEICRIATFTREZR . SBINDT 7 =) iR — ks =R — 1 U F 2OV TERM
L\iﬁ—o

o VA OUFEIHESL B ET,

T NA AL X =2 T R A ML KL OWERF L. Cisco Success Network ([ZB G TE 5 X 9
WIZLET, T30 A&, L 721 T Cisco Success Network DR EEZEE CTx £97,

Y

CE) BB T D ANA T RATEV T 4T TR, TITATT A AR DL, A
X N4 T3 A A D Cisco Success Network i €% EE X LE7,

* CDO % Cisco Success Network ix & &4 HH L EH A, REDEEH L T L A NV FROFEEE
I%. Firewall Device Manager = —H%—A ¥ —7 = f AP{TINET,

Cisco Success Network D H%h1b £ - I E%hiE

VAT DO ERFZ, Cisco Smart Software Manager (27 /3 A &% &kT 5 L HITkd b
9, BERETIC 90 B OFHE 7 A & AT 556, RHMIIEOK TRICT A 2%
BET 20ERHY FT, 73 A2HETHITUE,. (A~v— b7 A2 A (SmartLicensing) ]
~—T) Cisco Smart Software Manager (27 /NA A ZX kT D0, I8 EEF—%2 AL T
CDO 128 LE T,

TNA REREKT DL, N—=F XV T AT DL TNA AT A B ARED B THILE
T TAARERET DL, AL TNDTRTOF T v ar T8 AL ERINET,

Z ORI Cisco Success Network Z 2452 L TCWOTHENCTEXETN, o047
3 = 1% Firewall Device Manager ULl 75 D AMENZ TEX E7, WhicT o5&, TXA AR T
U R brEnE T, I L THEHIOZERLA~Y— h T4 & AR OBRIEIC I EE

TOEFICEMEEZ MG L £ 9, MOV TIX,  [Firepower Device Manager = & 7 o ¥ = L —
var AR, RN=Ta 640 L] O T 2T HNEH OFEO [Cisco Success Network ~
DR B7 a2 TLIEEN,

User Management

CDO Ta—H— L a— REERELIIRET DRI, [TAT T 4T 4 Tasf X—T9
7 > k& Cisco Defense Orchestrator =—— 1L 2— K L DOBAfR] 5 A T, ID 7031 X —
(IdP) 7 A hea—HF—La—RRREDOXIITHAERT 20 %2%E LT 7EE, CDO
a—H—F, FFEENTCDO T MITZ7EATESHLHIT, CDO La— KExtnd 2
IdP 7 H v FISLEE T,

Cisco Defense Orchestrator T () Meraki O &8 .


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html#anchor662
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html#anchor662

Cisco Defense Orchestrator DA |

B 7 rcmEdrshcusi—F—La—koxR

I E O 1dP 2372 R Y | Cisco Secure Sign-On [ 9_XT?HD CDO 7+ FDID 7’1 /34 X —
L ET, ZORFOEY OFEIIE, ID 7 r3A X — L LT Cisco Secure Sign-On Zffi f L
TS Z E&xfifgs LTWET,

TFr MZBEEMN T N TS TN TOa—Y— L a— | i A—H—EBEE CHERTEE
Fo VR—FF Ty MERRT DD RIS T AT & MCEEMT b A3 R — b
TUVETHRBERY ET,

T2 MIEEMfITFONTWWAAI——La—FDRT

ERMOFEer—rary e RUT, [RE (Settings) ]>[1—H—EE (User Management) 1727 U v 7

LET,

GE)

VAADYR— IR T I MIT 7 BATERNEDIZT HITIE, [XEXE (General Settings) |

BIRERE (44 X—2) RXR=UTT WU MREZHEELET,

21—+ —EIE0) Active Directory & )L— 7

SO —F—BEBEIIANED LT bOBE, Hx Da—W—% CDO IZEMT 5
D12, CDO % Active Directory (AD) Z/L—7IZ~vvy 7 LT, 2—H#—J R fEa—H—
=2 LD BRICERTEET, L= —0BEIRREAFDL—F—DHlfRE Vo7t
2— W=D T T, Active Directory TEITTE D L D272V, CDO THEITT D MEN

<7 ET

[—H—%&PE (UserManagement) |-<— 75 AD 7 /V—7 %8BI, fwtE. E2ITHIRT 51
I%. SuperAdmin = —H—nm —/LRME T, FHEAMIZ OV TIL,  [Cisco Defense Orchestrator ™
a—HF—m—b] ZZRLTITEEN,

[Active Directory 4/ JL— 7 (Active Directory Groups) 1% 7

[X7E (Settings) | X—T @ [2—H —4& B (User Management) | &7 ¥ 3 > \Zix, HE CDO
mvyHyﬁémfwéAmwmmmwﬁw—f®&7ﬁ%DiﬁoW%E%ﬁﬁkbf\:
DR—=VIZIE, AD v 2=V x THV B THNZ AD =T Du— A RERSNET,

AD 7 NV—TIZEENTWD :L—‘b" . [Active Directory 77 /L —=" (Active Directory Groups) |
27 E 0T [:L_ﬁ‘ (Users) ]# f@%'ﬂii%ﬂ?éhiﬂ‘/vo

[Audit Logs] % 7

[BX7E (Settings) | X—T @ [2—H —4F B (User Management) | &7 3 >z BT o 7o

&7#%Di#o_®ﬁbwﬂﬁ/a/am CDO7T F v b 77?XLK¢AT@3~ﬁ~
a7 A4 VAL Bk A VIRICRFEL TV e —F—ou — A RERRINE T,

:num\%%%EJ—E—D74V&AD7w~fm74y@ﬁﬁﬁ§iﬂiﬁo
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Feo sz

RILFE—LIA—Y—

CDO @ IAM BERENMIEIE &L, 22—V = — L 2RO ENRTE L L2122 L
7=,

Z—H—T AD DEED 7 NV—FIB L TV DIEANRH Y, TNHDE T V—T1%, CDO I
BWTHERHCDOR— /L TERTEET, 2—VF—2No 7o VRFICHIEGT 2 REr 72 MERR I,
ZDa—P—=NELTW\5DH, CDO TEHEINTWNDLTRTD AD ZV—7Du— )LOMAE
LETT, FxiE, 22—V —RN22O0AD VA —TIZBLTEY, MFOTAL—TR20O0
Wipnuo—L (REFEHET 7oA HHLE) TCDOIZEMENTWDIEA, = —F —Idfm
LHEHET 7oA HEHOWMGOHREZFLET, Ziud, EEOHED 7 V—7 L v —/ i
ShET,

AD ' NV—T D~ v ¥ 7% CDO TERTHIVENHLIOIX 1 HETTHY, 2—HF—D7
A LMEROEHIL., FD%, BApATN—TRTa—F—%8, 4k, 38845
ZELIZE o T AD THEIC AT TE 9,

N\

GE) =a2—V—n, FE——THH, MOEILTFT > FOAD Z N —TFIZHE L TV BHAIL,
fER] 2= =D~ — LN AD /N —T Da—F—n— L L) bEEIhE T,

Z C& BRI

AD /N —T <o B a—P—EMHER L LT CDOIZEBNMT AR, AD % SecureX & #
ETHLENHY ET, ADDID 7/ of X— (IdP) BEZHEAEINTWARWEEIL, kO
BEZ BT TAMEND Y £7°,

1. CiscoTAC CTHHR— Fr—AZME, WOEREFEHALTH AL LA ADIPHAEZ TR L E
7,

« CDO D7 F v~ & Hiik,
e AR DN —T 4 T HEFET D KAAL L (Bl : @cisco.com, @myenterprise.com) .
« XMLEROFEAEL 72T L—va v A4 T—4,

2. ADIZWRDOH AH A SAML EREZEBMLET, ZNODHETIEIRLT E/NCFRKFI S
F9,

» SamIADUserGrouplds : Z D@L, =—¥—» AD _ETROT X TH I L—TF DR
AT EFR LET, & 2E ROAZ Y —rvay MIRTEIIZ, Azure T [+
TN—TFROIBM (+ Add groups claim) ] Z 3R L £3,
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Cisco Defense Orchestrator D& A& |

B ewzm:

1: Active Directory TEZESNT=H R Z LER

= Microsoft Azure £ Search resources, services,

Home * Cisco-COO0-Dey * Enterprise applications > securex-okta-ci > SAML-based Sign-on >

Attributes & Claims

=+ Add new claim  —+ Add a group cdaim =2 Columns 57 Got feedback?

Raquired claim
Claim name Valua

Unigue User Identifier {Mame 10 user.userprincipalname [mameid-for.. ***

Additional claims

Clairm name Value

hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/emailaddress user.mail

hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname user.givennams

hittp/fschemas xmiscapuongfws/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocapuong s/ 200505 identity/claims/surname USELSUMamea T
[ SamlaDUserGrouplds | USELQraups 2t
| samiscurceidpissuer | “https:/ysts windows.net/1e491488-.. ***

« SamliSourceldplssuer : ZDJEMEIX, ADA V AX A% —EIZ#HBILET, 72L& 2L,
WDOAZ V—2rvay MIRT LT, Azure T[+7 /—7EROBENM (+ Addagroup
claim) ] Z@IR L., A2 1—/,L LT Azure AD itkBll+% RoF £,
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21— — &I Active Directory &' )L— T D& .

2: Azure Active Directory DRI FE R D115

= Microsoft fourne £ Zagerh rescurces, sendces, and docs (G+/

Home * Crco-CDO-Deyw * Enterprise apalications * secured-siags

securex-stage | SAML-based Sign-on

Enterprise Application

T Uplosd metadata file ) Chesge single sign-on mode 55 Test this spsiication B Gl Fumclnack?

B Cherview UL LAY
Reley Bme Cticng!
m Deployment Flan Lagaout Ld s
Manage
1] Properies g Aptributes & Claims
& Jemen givanname UBEr GivEnnaTmE
4. Roles and administrabors [Freviea] Surnima bt bl ]
amaladdnzss T
S2 Ukars and grangs Fang LT SR i N
Z T SamiGourceldplsnsar Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300
2 Single sgn-on faacTafe”
b Peovisioning SamiADLerGeouplis AT RO
Linigue Lisar Ddanti R Rl e T ER
! spplication prosy
S Sall-sersice g
SAML Signing Certdficate
Statuz At
Thum jng ATECETR AT I3RS N6EER TR TAFTOGDIEET 16R0
Security Expiratian 11/9/2024, B:1151 PM
% Conditional Acoess Nmn'r:r.n-rfamal
App Federation Metadata U | Fitipsiieginmicreseltaning camy' 1e23 1488625, [y |
 Parmisicns Certilizme (Basnbd) Dacramilcusdd
B Token ancrypticn Certificate (Raw) Dovenioad
Fedaratice Matadata Xl Terambound
Arthiby
D dgreinlegs n Set up secunex-stage
S Usage B insights
sl it Y onfigiane B applcatcs ta ik with Anune AD
B sudit logs 3
Lagia URL | Fitpscttagin ricrassfranine com/ Te491486- 6250,y |
i Prosicioning logs [ ttpecsress windowe. nesy Tesa1aBe- 62sa-aff-2021 . [ |
= BOOESS [EVATWS Lagpaut LIAL |rnwnuginm-:ru:uhoninemrnﬂeﬂuaﬁ-ﬁzh.. '.4.|

e ste - by-sbep instructions

1 —+H—&EF Active Directory ~/ JL— JME/N

ATY71 CDOICR A LET,

ATw 72 £ LEOEHEE (admin) | Fe vy XX 7 rnb [E (Settings) 127 U7 LET,
ATw T3 [2—H—FH (User Management) | ¥ 7 %7 U v 7 LET,

ATY T84 T—TNDIZH % [Active Directory”Z /L—=7" (Active Directory Groups) | Z IR L 7,

ATY TS HAED AD VN —TNRWEAIL. [ADZ A—7 DM (AddADgroup) 1227V v 27 LET, BEfFOT
MU BRHDEEE, DB (Add) 1RZ &7 v 7 LET,
RATvT6 KROFHREATILET,
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. 21— —& I Active Directory 7' )L— T D#RE

s [ZVv—7%4 (GroupName) |: —BEDL4HIZANILET, ZOL4ENL, ADDOIN—T4 L —FHT D
FIH Y FH A, CDOIEL, 2D 7 4 —/L ROKBHLFEEFR— KL TWERA,

[/ V—7ID]: ADOHD T N—FIDEZFETANLET, ZA—T7IDDEIX, IAFZ LBRERD
JN—71ID LRLCTHLMLERD Y £F, ZOMHEIE. 7 —7 DO —ED ID IZHIGT HAEEDOH
(my-favourite-group, 1234572 &) 2§52 N TEET,

« [AD %417# (ADIssuer) ]: AD 2°5 0D AD BITHOfEE FETAS L ET,

s[m—/L (Role) ]: ZOAD IV NA—TIZEENL TR TO—HF =D — /L3 E Y £9, FHEMIZOW
TiE, Ta—H%—m—] 2L TIZEN,

o (A7va ) [ (Notes) 1: 2D AD VA —7ICHH SIS EREZBMLET,

RATwT71 [OK] ZINL £,

a2 —H—&IE M Active Directory 7' )L— T DIRE

1R BRI

CDO TAD /' N—7Da—W —EHEHEET 258 1L. CDO 2% AD 7 )V—7 % Hl[R9 5 F5ik
PUAEETEXLZLICEELTLEEY, CDO TAD /v —FHKARETHZ LT
FHA, ADZNV—THNO2—F—D U X N EfHETDHIZIE, ADEEATINERH Y £,

ATY 71 CDOCr A LET,

ATY 72 £ EOEREE (admin) | Ky 7 X7 0mnn, [EE (Settings) 1227V v 7 LET,
RATY T3 [2—HP—FH (User Management) | ¥ 7% 27V v 7 LET,

ATV T8 T—TNO EIZH D [Active DirectoryZ /L —7" (Active Directory Groups) ] Z &R L £ 5,
ATy TS ETDHAD ZJV—T%EEL, e (Bdit) 174 2 2RINLET,

ATYT6 ROMEEERLET,

s [ZVv—7"4% (GroupName) |: —HEODOARIZATILET, CDO X, ZD7 4 —/b NORERLF- %V
A—=FLTWEFA,

«[ZV—TID]: ADMOD I NV—TID ZFBHTANLET, 71— ID DL, I AZ LERFELRD
JN—71ID LERUTHLMLENRDY £3, ZOMEIZ. 7 —7DO—E0 ID 5T HEE O
(my-favourite-group, 1234572 &) IZT 52 N TEET,

« [AD %17# (ADIssuer) ]: AD /50D AD ¥{THOfEE FEITCAS L7,

s[m—/L (Role) ]: ZOAD IV NA—TIZEENL TR TO—PF =D — /L3 kE D £9, FHEMIZON
T, T2—¥F—m—) 2ZRLTIIZIW,

« [7EFE (Notes) ]: ZD AD Zv—FZ#EH &S piERRZBML £,
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21— — &I Active Directory &' )L— 7 DB .

1 —+H—& I Active Directory %/ JL— T D BIlf&

ATv 71 CDOCr A LET,

ATY 72 A EOEREE (admin) | Ky 7 X7 U00nn, [EE (Settings) 227V v 7 LET,
ATY T3 [2—HW—FH (User Management) | ¥ 7% 27V v 7 LET,

ATY T8 T—TND EIZH D [Active Directory”Z /L—7 (Active Directory Groups) | Z#IR L £,
ATy 75 HIRT 5 AD JV—TEHRELET,

ATy 76 [HIEE (Delete) ] 74 a2 Z&RLET,

ATy F1 [0K] %227V 27 LT, ADZA—T7%HIRT5Z L 2R LET,

CDO DF R 1L —H —DERL

WD 2ODH AL, FH LW CDO 22— —ZEMT B2 DICHNE T, EFICEITTHHE
XH Y EFH A,

o Pl —+ —Ta)F Cisco Security Cloud Sign On 7 % 77 > k OERK
« CDO —H'—4 T®» CDO =—H%— L a— KDOIERK

INHDEAINRFETTHE, 22— —IF Bkl —H—23 Cisco Secure Sign-On ¥ v 3 = R —
K725 CDO B 2 &M TEET,

## 21— —M[ (+ Cisco Security Cloud SignOn 7 170 > DERK

Cisco Security Cloud Sign On 7 % 7 o F DAERIE, HrL a2 —HF—RNHHGTHOTHITHI Z &
BTEET, BDETOHNDT T POAFIZIEREL TRBLEETH Y FHA,

CDO ~DBT A UIZDNT

Cisco Defense Orchestrator (CDO) (%, Cisco Secure Sign-On % ID 7' 1 /34 Z— L LCEA L,
Duo Z % H#£3RiF (MFA) (2 L ¥4, CDOIZA%4 4 >3 BIZl&. £ CiscoSecure Sign-On
TT7HhOov hEERL, Duo 2FERALTMFA 2R ETHRENHY FT,

CDO 121X MFA NV ETYT, MFA X, 22—V —T AT 0T 4T 4 &R#ETH-ODEFR 2V
T4 &t LET, MFA O—FECTH 2 “HERFFETIL, CDOWIZr T A T 52— —D ID
EHERT 5720, 200 a Y R—X P ELEERBLETT, BRYOBRTa—Y 4L
INRAT—RT, 2FBOHEFIA T~ FTEREND T XA L/SAT—F (OTP) T,
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B o ovame

EE 20195108 14B&KYHIZCDO TF+ v bAFEELTWW=HEIZ., ZOHEAE DDV IZCisco
Security Cloud Sign On ID 7' v /3 X —~DIT (38 ~—) Znu s A U FIHE LTHEMALT

<TZEWN,
054 v ¥ B
BB -
- Duo Security 4 > R b—JL, DuoSecurity 7 7'V 7r—3 = U EEERETEICA R

=B E2BEIHOLET, Duo DA > A M—LIZOWTITEMBH A8E1%. [Duo
Guide to Two Factor Authentication : Enrollment Guidel] ZZ ML T 72 &V,

BZIORE., EAANT AL ZAEBFEH LT Z A LN AT— REAERLET, OTP 1T
R—=ZATHHIZD, TRAADI 0y IRV TAEZA LLERERALTNEZ EREETT, T2
AZAD 7y 7 NHBC, EREFETELOEZICRESNTWAZ L 2R LET,

#1#8 Cisco Security Cloud Sign On 7 717 > F D {ERk & Duo L ERFRDERTE
BIDFA v F T —r 7u—34BEO Tt 2TT, 4 BB+ _RTE2RETTLILENHY
F7,

AF w71 #HLLU Cisco Security Cloud SignOn 7 h™9 > MMZHA V7 v T LET,
1. https://sign-on.security.cisco.com |27 7 A L ¥ 7,
2. [P A4> Signln) JHED FHIZHD [4FTYA 7 v (Signupnow) ][22 YU v 7 LET,

Security Cloud Sign On

Formerly known as SecureX Sign On

Email

Don’t have an account? Sign up now

Or

Other login options

3. [THUYy bOERK (Create Account) | XA 707 D7 4 —/ RIZATILET,
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I Cisco Defense Orchestrator M E &

#7138 Cisco Security Cloud SignOn 7 h o > FD1ERL & Duo S ERBIIDHRTE .

Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

First name *

Last name *

Country *
Please select * v

Password *

Confirm Password *

[] 1 agree to the End User License Agreement and Privacy Statement.

Cancel
Kz ook hERLET,
* [EX—/L (Email) ]: CDO ~D 1 7 A ANZHMEINAEHT HE A —LT RLAEZATILET,
¢ [/NATU—R (Password) ] : 7R AU—R&E A LET,

4, [T v FOFERK (Create Account) [ %7 U w7 LET,

ZOW%, BEKLTET FUAITHERA —ADBREESNET, EFA—NVERHE, [TAV 2 FOAE
(Activate Account) ] %27 U w7 LET,

ATy 72 Duo AL TCEERBIAEZEY 7y TT 53
SBHEBINA Y b T v 7T, BENANAT A, AT AIZ L E2RBEIDLET,
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. #738 Cisco Security Cloud SignOn 7 1 > FD1ERL & Duo S ERBIADEKE

ATvT3

1.

2.

iE (Configure factor) | % 27

e

[ ERRFEDOFHE (Set up multi-factor authentication) ] [ T, [EHE D
Vw7 LET,

[By b7 v 7O (Startsetup) 1227V v 7 L, 7227 M- TEAALNT NS RN LT,
FDOENRAINNTFNRALZALT T NOXT Y o PR LE T,

ZEANZ DWW TIL,  [Duo Guide to Two Factor Authentication : Enrollment Guide] Z#Z&MH L T &\, &
NAAZDuo 77V r—a VindT TICA VA =L ENTWDERIEL, ZOT IO vOT 7T 4
NR—gra— RKNEEENET, DXl BOTF A ATEHOT h oy v e R—rLET,

U4 P— ROREK T, [R VA »%%iiT77 % (Continue to Login) ] %7 V v 7 LET,
THEFEFRAE & A L T Cisco Security Cloud Sign On (22 71 > LE 7,

(EE) EMOA—t>T445—%ELTGoogle A —toTa—2%%ZELET,

Googler—t > T 4 r—H EXT VU TFTHENRANT A AETERL, K~ (Next) |27 Vv L
ij‘o

Tty N7 T4 = ROT T MIES T, Google A —k T 4 —F%y N T v LET,

AT w74 Cisco Security Cloud SignOn D7 A2 Y ANYDATL 3V EBRET S
Ao

1.
2.
3.

SMSZHHLTCT AT bE Uy MTA720D T HEDES
X2V T A A A=V EBEIRLF T,

[¥A 7 H 7 NOVER (Create My Account) %7 U w27 LEJ, ZiL T, CiscoSecurity Cloud Sign On
HyyalR—RIZCDOT 7V r—va DA NNERRSNET, o7 7V r—v a2 bk
RENDHEEDRDH Y £,

FEBERLET,
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CDO0 1—H¥—&Z THCDO 1—H—La— FDERK .

Evk By alR—RETHANERT v 7 LTCHENEZT-0, ¥ T 2ERLTHEANVE T L—T1L
L7z, ¥ T OAFEERE LD TEFET,

el e .
clco > Application Portal o
[ alaln ‘ , Choose your region and launch into SecureX
cisco c RE >\
i AT ¥
$ ” Use S of
the bra X (AF Sec: E S (U
' 4
»
.0
v @ Globa
CDO Docs Cloudlock Merak Umbrella
CDO Docs Cisco Cloudlock
T
~ W North America
AMP D) ¥ sSwcC Tg

Cloud Mailbox (US) Secure Email Cloud SecureX (US) Stealthwatch Cloud (US) Threat Grid (US)
Gateway (Beta) (L

> & Europe

> W APJC

CDO0 L —H—L& THCD0 L—H—L a— FDOERL

%y b U — 27 &8 (Super Admin) | #ERZFF>CDO = —H —DAHHR CDO 2 —HF— 1L 23—
REERRCEEd, *v hUV—27FHEIT, LRLOCDO A—H—ZDERY A7 THRELE
HLOLFELESA—NT RLATa—Y—La— REERTHILERH Y 7,

ROFIEEFEH LT, @ Rr—Y—o— a2 ffoa—HF—La— REERLET,

ATFwT1 CDOCu /A LET,
ATw 72 A Lo [EHE (admin) ] ey X2 7o [EE (Settings) 127 U7 LET,
ATFw 73 [2—HP—EFH (UserManagement) | ¥ 7 %7 U v 7 LET,

ATy T4 %b\f’ixﬁ(&‘/%?U v 7 LT, Frlna—F—%7F 2 MaBmL £,
AT a—WF—DEFA—LT RLRAZAHTLET,
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. 3R 21— — MY Cisco Secure Sign-On 5y > 2 7R— KA 5 CDO %R <

G¥) =P —DEF A —/LT KL AL, Cisco Secure Log-On 77 7> hDEF A —/LT R L ATkt
L TWABMERH Y £,

ATFYT6 Fay7E 7 A= a—hhba—PF—DCisco Defense Orchestrator D L —H— 11— L A58 L £ 4,
ATy 71T [OK] &7 VU7 LET,

I 1 —+H —H Cisco Secure Sign-On % v & 1 7R— KA S CDO %R <

AT w F1 Cisco Secure Sign-on % » ¥ = /R — K CTi#l)72 [CDO) # A V&7 V7 LET, [CDOV XA NVET Y v 7
% & https:/defenseorchestrator.com (Zf&) L, [CDO (EU) ¥ A /V%& 27 U v 7 % & https://defenseorchestrator.eu
WZBE L9,

ATV T2 D= T 4 r—2EHELTWDERE, A—kr T4 r—20u=a%27 1 v LT [DuoSecurity]
7> [Google Authenticator] & 3R L £9°,

HEFEDT I MITTIla— =L a— KB 25E51L. 207 M4 LET,
cEHOR—F NI TIZa—F— L a— FRRH LB/, BT AR —Z L ERBIRTXx £,
s TTCIEERDOT SV Ma——1La— R 554813, BFILDOCDO 7> a2 RRTEXET,

HEFOT U MZa—YF—L a— RRRWIGEIL. CDODFEMZEMRT 20, £E N7 T AT F
v NEERTEET,

[R—%/L (Portals) ] B =—{(X, DT F v b OME SNIERATG L TERRLET, FEMICON
T, T=AFTF 2 bR—ZNVOFH] 28R TIIEEN,

[7F >k (Tenant) | B =—{liL, 2—F—La—RFKRHd DT T FREREINET,
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i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants

US East Coast Boston Office
US West Coast

New York Office

Los Angeles Office

Sign Out

Cisco Defense Orchestrator D 1—H—0O—)L

Cisco Defense Orchestrator (CDO) 21, FeAB 0 HAH, WESFH., EBRHEH, 8%, Xv b
U—JEBERE, SFESERa—Y—u—ARb0 FI, 2=V —u—iF, £T T bD
AP TLICRESNET, 1 ADCDO 22—V =N DT F > MZT 78 ATE D54,
2—HF—IDIEF LTS, T FI I —ANRNBRLEERHY FT, 2—F—1F. b5
Ty M TCHRARYEHe—LE2FD, BloTF Ty b TRy N — 7 FHE v — L EROLE
NHDET, f L F—T 2 AERIT~v=a TV THIARY EH2—— FHE 2 ——,

Fy hT =7 FHELZ—F—ZONTELINTWVDIEHE, FFEDOT T MIBITHZED2—
PF—DHER L APRFA ST ET,

FARYERDO—)L

P e — 3B Y THN o —H— L TRTOR=VITKDOF VAT —RRR
SNET,

Read Only User. You cannot make configuration changes.

A AR — L E RO —F—X, KO EEFETTEET,
* CDO DEEDOR—V E TR E X HRT D,
fEEOR=TOar T UV ERBRBLIONT A NE ) T D,
c TNA ARFELL L, BEr 7 E2KRL, VPN~ v B 7R T 5,
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B sezm0-0

EOR—VOBREFELIFZA TS MIET AT R TOBELFR TS,

cHMBEDAPI h—7 U EARTH, BHTH, BV HET, BiARY EH—F—13, AHO
=27 VEBRODHETE, BERTERVWZ SIZEELTLLEE N,

A UHE =T 2 AMHYR— MIEK L, AEr A2 AR— T 5,
G a2 —F—E, RO LERITTEEEA,

ALEOR—U TR, BT, BUE. EEHIERT D,

TN R F U AR—F 4 T 5,

o F TVl PRORY T2 EOERRII N T IR R T DAT v T A)—[LTE HBRIFEILT
ERANAN

« CDO 2 —H—L a— R&E{EKT 5,
s —HP—n— L EEFTDH,
T I EBAN—NERY I —IZTEFFELITTE vFT 5,

mEEAA—IL

e — L 2o —W—i3, ROBEZFATTEET,

cF TV b, R —, =ty N, A F—Txz—Z VPNREZELRINHIZ
FRIE S IRNT S A AERR Z R L OMRTT D,

RERDFEHRMY TV a il o TITONT- B OEFE 2[4 5,
EHY s A NEHT 7 a L EFIFT A,

WEFHL—V —13, ROWMIELZFATTEERA,
c 1 DENTEROT AN RTEEEZ BT 5,
o BEBER 2R AT 721X 00B I L » THRH SN AR A HET 5,
« AnyConnect /N 77—V %7 v — T4, EIXTNOORELHERT D,
T NAADA A=V T T TV —ReRrVa—NT5, £LETTFETHIET S,

X2 VT AT ER—ADT v T TV —RERAF Y a— VT 5, £FTECRLAT
60

eSnort2 & Snort3 D/N— g U EFEITHI Y KR 5,
c T L— MEERLET,
« W7D OOB AR OREEELT D,

« VAT LEHREZRET Do
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mpzmn—L

s TR, RV IR—T 4TI D,

« T AEHIRT B

VPNt v varvFEhida—¥—tya V2T 5.
«CDO —H#—L a— F&EkT 5,

e a2—Y—n— L EEET D,

EREEAO—IL
BESHEAa — 2o —W—%, ROBEEZFEITTCEET,
« R R BT H— DT N, ZAETIEEOT A AEBT D,
* ASA T NA ZADRRELE 2 TR 2, LT %,
cTFNRAADAA—DT TS — KAV a— 45, FRITIFETHEIET S,

X2 VT 4T —ER—ADT v T T = REART TV a— T 5, £ FETRHLET
Do

« BHEIREHT 7 v a v EHBEAT D,

RS —Y =13, ROBIEZFATTEER AL
*Snort2 & Snort3 D/N— 3 U EFEI TV KX 5,
T U T L— MEERLET,

« BEf70 OOB ZH DR EAE LT 5,

« VAT DEHBREEWET D,

T NAREF L R—=T 4 T T %,

« TN ZAEHIRT D,

*VPNE v ¥arEioida—F—t v a r2HlRT 5,
AEBEOR—UTER, BT, RIE. EITHIRT D,
s FAL R A R—T 4 T B,

cF TV FRRY IR EDIEUC M EIRZ AT DAT » T AN—TTE DHRRIFTT

*CDO = —H—L a— N&E{ELRT 5,
ca—PF—n— L EEET D,
T I EAN—NERY L —IZTEFERITITFTZ vFT 5,
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B vwntevoavcr—srn—n

VPNty S aoverr—ovyaO—)L

VPNt v ar~x—Yyua—ld, ¥4 MEVPNE#H CTld7e<, VE— 77 A VPN#
i A9 DB BT ICERFF ST E T,

VPNt arvx—Iya— i rHoa—F—3, ROZLERNTXET,
« CDO DAEEDN— Y E TR E L BT 5,
fEREORN—=TDAT UV ERRBI T AN 2 T D,
T NAARERIE L, BEr 72K /RKL, RAVPN ¥ v E 2 7 2R T 5,
EEOR—VOBREEIIAT V=7 MIET LT R TOELEEZRRT S,

HEDAPI h—7 U EART D, EHTH, RVIET, VPNEy v arvRx—VyDar—
P—iF, BODO =7 ZROHETE, BERTERVWI LIZEELTIIEEN,

s B =T 2 ANLYR—MIEK L, EEe 2T AR — T35,
*BFFORAVPN By v a v #TT 5,

VPN Ey v a w3 —VyDa—H—F, ROZLIITEFERA,
AEEOS— VTR, R BUE. EITHIERT 5.
CTNAREF Y R=T 4 T D,

T TVl ORI EOVERITNIL /2 B AT DAT v T AN—LTE B0NEAEILT
X720,

«CDO 2 —H—L a— R&E{EHKT 5,
e —HP—n— LB EHET D,
T I EBAN—NERY I —IZTEZ v FELIITE vTFT 5,

Admin O —)L
FHE—Y—IX, CDO OHHWPHMEIZTERICT 7 A TEET, FHEL—VF—I1TKkD
CLBTEET,
*CDO DIEEDOF TV =7 FaAEr, B0 BHr, HIFRL, REZTT O,

c TNRAADF VU R—FT 4 T,

« CDO DAEEDN— YV E TR ELMRT D,

AEEOR=T DAL T UV ERRBI O T AT ) T D,

c THAAARELHE L, BHEr 7 2FK R L, VPNV v U 7 E2RT 5,
ALBDORN—VOREETIIA TV 27 MIETH TR TOBEEEZRRT D,
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wyro—vgEEo—L |}

cHBDAPI h—2 U EAKRTH, BHTH, WOHET, b—27 BB EINHAIR,

AVHE =T 2 A RENLTHR—MNIEK L, BFERT 2T AR—FTEET,
BHE LY —IRO L EEFTEEEA.

¢+ CDO —W—L a— F&EKT 5,

e 2—P—n—LEEETD,

*y hI—UEBBEO-I
A—N—EHE 2 —Y —L, CDO DH LW HMENIFERICT 7 EATEET, A—/—HH
FIIROZENTEET,
s 2—HF—a— L EEETH,
« 22— HPF—La— REERT 5,

)

GE) A= /"—EHEITCDO 2 —HY—La— FEfETEETH, £TO2—F—La— FEIFTiE
2—PF=NTF U MR T A T DIEFARTH T, 7 b3MERT S ID 7 r oA X —0D
THUY NBMBEIZR D T, BEEOREIMEDOY VI N A A ID T assg Z—in
72NRY | ID 7 23 ' —|d Cisco Security Cloud Sign On T3, == —#—[Z Cisco Security Cloud
SignOn 7 # ¥ MCHOKEKT HZ LN TEXET, FElCOVWTIE, HHCDOTF > h~D
Hale 74 v 37 X—) 28R L TLEIN,

*CDO DILEDAT YV =7 hEAER, BiAMY . TH HIBRL, BEZETT D,
s TAAEFR—T 4 I T D,

«CDO DIEEDOR—FHIIHRTELHRT S,

e

AEEOR—TDaArT UV ERBEIOT A NVE ) L TT D,
cTNRAARTEE L, BHEn /2R L, VPN~ BV T A2HERT D,
ALBEDOR—VOBREFIIIA TV 7 MCET AT RTOELEERFZT S,

cMBEDAPI h—7 VEAKT D, HHTH, BVET, N—2 VBRI EENESGA TR
WD ENTEET,

s H =T 2 ANLYR—MNIEK L, BEEe 227 AFR— T 5,

A—H—A—)LOLa—KFKDZLEE
a—P—La— RN, BERES N TV a—F—oa— /LT, TF 2 MIBE#EMNT N T

VB —ZFHRB I LICE Y Far— P E O — LA LTH B R L a— RiC
Lo THII TR ET, 2—P—n—LEEETHL, a—F—La— FRLEHINET, 2—
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B 2 vro—ror—v—ra—rokm

W

=D — i, 22— —FHT—T L TOO— /UL > TSN ET, FFEMcoOW T,
[User Management] % ZMH L T 720,

a2—HP—La— RE2LEHETHITIE, Xy NV—VEFHETHAILERDHYET, T MC
Fv FU—ZEHENWIRWEAIE, CDO DBEREN TAC THR— 7> MBI HESE
TEBREWEDLELTZI 0,

O—)LOa1—H—La— FOERL

CDO =—H—(%, IESNTCDO 7T MIT 7 EATES L D12, CDO b =— K LR
THIAP T H Uy EBRETT, ZOTFIETIL, Cisco Security Cloud Sign On D= —H—7 7 7
v hTCIERL . 2= —D CDO 21—V —L a— F&{Ek L £4, ==—3—73 Cisco Security
Cloud Sign On |27 H 7 > k& f> TR WA https://sign-on.security.cisco.com (ZBEE L,
AAVEEO FEIZHD [V A>T v 7 (Signup) 227V 7 LT, BEBHETEET,

)

G ZoFARIEFE(TTHIZIE, CDO TRy NV —7EFBHE D — L O — L RKLETT,

A—H—La— FOER

ROFIEEEH LT, @ Rr—Y—o— a2 ffoa—HF—La— REERLET,

ATFwT1 CDOICu /A LET,
ATw 72 £ Lo [EHEE (admin) ] ey X270t [EE (Settings) 127 U2 LET,
ATy T3 [2—H—EFH (User Management) | ¥ 7 %7 U v 7 LET,

ATy T4 %b\f’ixﬁ&‘/ Vv 7 LT, Hrina—P—%7F o MIBEMLET,
AFYvTE 2a—HP—DEFA—LT RLAZATTLET,

GE)

2 —YP—DFE T A —/LT KL AL, Cisco Secure Log-On 7 /7 7 > hDFEF A —/VT KL AITxf
JELTWLRERH Y £77,

ATFYT6 Koy H T A= a—hhba—P—DCisco Defense Orchestrator DL —H— 11— )L 2 38R L £ 4,
AT TT1 V1227V vy 7 LET,
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APl oaHn1—F—%kET 5

GE) A—R—FHHFILCDO 2—H—L a— FEERCE £T2, TOa—HF—La— T T
2—PF=NTFr M A T HIEIAR TS T, TF U RBMERTAID e X —DT
AT NBMEIZRY ET, BEMEOBEITMADO Y U TNV A A ID T a3 Z—iR7g 0
FRY . ID 71 /3A Z—|Z Cisco Secure Sign-on TJ~, —4 —|% Cisco Secure Sign-On 7 # 7 >/
MIBHCEET D Z N TEET, FFMCO N TiE, FHCDOT v h~ylElv 71 > (37
N—=V) ESRLTIEI N,

APl DAHDL—H—ZERT S

ATvT1
ATy T2
ATvT3

RTv74
ATy TH
ATvT6

ATvT1
ATvT8
ATv79
ATv 710

CDO (cm A LET,
Fbo [EHE (admin) | Foy 720 rhb, [RE (Settings) 1227 U v 7 LET,
[=—H—FH# (User Management) ] ¥ 7 %27 U v 27 LET,

HWTTARE 7 Vv 7 LT, fiLna—¥F—%27F o MLBMLET,
[APIOFH D —H— (APIOnly User) | F = v 7Ry 7 A% @RIRLET,
[—H#—4 (Username) ] 7 4 —/V RIZ 2—HF—H%E AL, [OK] 22V v LET,

BE =P —ZIZEA—NT RLAZFERALZY, @ XTFEEDHEIFTETEREA,
[@yourtenant| 7 4 v 7 AN —F =L ICHEBNICENMES NS 720 TT,

Fa vy FH 7 A= a2 —h 52— —DCisco Defense Orchestrator O = —H— 1 — )L 28R L E 7,
[OK]Z27 VU > 7 LET,
[=—H—H (User Management) | 7 %7 U v 27 LET,

FLWAPI OB D2—H—D [ h—2 > (Token) 14T, [API h—2 > D 4L (Generate API Token) ]
#7 Vv 7 LTAPI b—2 &G LET,

A—H—O—J)LO1—H—La— FDREE

IDHAT HZFITTHITIE, *y NI —7EFHEOR— LV RMETT, B/ 42 L TW5CDO
a—P—ou—ERry NIU—J7EHENEETLHE, TOu—ARNEEINDLE, ZO
a—HF—lItvarnbHEBMICIr Ty hEanEd, 2—P—NHEEe S L T L,
a—HF—iFZH e — LA HENET,

N

GE) DR AT HEFEITTHIZIE, CDO TRy NV —27EBEr—/LOa— )L RLETT,
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B 2vroross

A

FE o—Y—la—Foe—i2EET5HL, 22—V —La— RZEEMTLNZAPL F—27 N
HABEMTFNNEEENET, 2P —o— A RBEBEINES, 22— —FH LWVAPI h—

7 BT ONERDY T,

A—H—0O—)LDiHE

ATy
ATy T2
ATv73
ATy Ta
ATvTH

ATvT6

ATy 17
ATy T8

N\

GE) CDO=x2—%#—na /A LTNT, A—N"—FHERZOa—LVEEL LGS, L% H

T 2IE, 202 —F =370 L THER A VT O0ENH Y 7,

a—H—La— RTCEHREINT-T—LEHET AT, ROFIEIENET,

cDo e A v LET,

A Eo EHE (admin) | Fr vy X oo, [%E (Settings) |27V v 27 LET,

[—%—% P (User Management) | ¥ 7% 7 U v 27 LET,
2—HPF—DIFIZH D [ (Bdit) | 7TA=2>%227 0 w7 LET,

[E—/ (Role)] Ru v H T A =a—mba—H—dH LV Cisco Defense Orchestrator )L —H—11—
b IR £,

a—HF—La— RN, =P —CEEMTONTZAPI h—27 U5 2 ENRINTNDHHEE, 22— —
Dr—NLEERL, fERELTAPL h—7 VEHIRT 2 Z & 2R TOLERHY T, |

M7 V27 LET,

CDOZSAPI b —2 » ZHIR LT2356, 2—F—ICH#iE L, HTLWAPL h—2 U 2B TE 2 2 L amb
7

A—H—A—)LO1—HY—La— FDHIE

CDO D —H—L a— R&HlfrT 5 L, =—H%—1L 23— KD Cisco Security Cloud Sign On 7 7
vy hEDOvy e IREN, BEMT O —F =R CDoICr VA L TERLIBRD ET,
a—H—La—RKzHlfRToL, ZOax—¥—La— NIBEEMITOLNATHNDAPIN—2 b
HikRsnEd (FETLHHE) . CDO D=—H—L a— REZH|FRLTH, Cisco Security Cloud
Sign On O —H#—D IdP 7 7 7 MIHIFRESHEE A,

A\

GE) DX AT FBEITTHIZIE, CDO TRy N —VEBHE D — /L OO — )L RNLETT,
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a—#—La—rouk [

1—?—&:—F®%%

ce oL o— RICERSR TS — LA BIRT BIciE. ROFIEE T LET,

ATvT1 CDOWCn s/ A LET,

ATw 72 A Lo [EHEE (admin) ] ey 72 7o [EE (Settings) 127 U7 LET,
RATY T3 [2—HP—FH (User Management) | ¥ 7% 7V v 7 LET,

ATYyT4 HIRT 22— —DITOZHFMT A a8 a7 ) v LET,

ATY 78 [OK] &2 Vv 7 LET,

ATYT6 [OK]ZZ7 Uy 7 LT, TFU b7 Uy b aART L2 LA LET,

[-—E X (Services) ] X—T DIFEHRD R

[tF—E & (Services) [~S—IZiL, CDOMEMT 52— ADY A MRERRINET, [FMC]
7 HFERTHE, CDOTH T MZY 7 STW5D 7 7 7 R Firewall Management
Center £, CDOIZA YR —F 4 7 I TNDHTXTD 47 L I X Management Center 73—
BERREINET, ZhHDOA 7 LI A Management Center (2 K > CEHIN DT /31 Al
[1 X RV (Inventory) ] X—VIZEKRENET, [h—E R (Services) | X—T D [EF=
7 ax7 4% (Secure Connectors) ] Z 7I2lk, t¥ a7 axr 2y —ERRINET,

[FMC] ¥ 7 & &R L, HEDOTTAT A a2 () %7 U w7 LTA 27 L I A Management
Center 24V R—T 47 L, HRIOSRAL L OF T a v BZHHALTT A AT 7 a L &2E
fTe&Ed, /2. 23— 3, Management Center CEH SN TWNDLT /A ZADH, T34

ABA T THAADEAT —H AR EDOT A AMEREMERT D &b TEET, B
BT NAADTAaru 7V r735E, [4_ U (Inventory) ] S—VNFRIFL, &
RUT= A7 L I A Management Center |Z K > TEHINTNDT A ANHEIZT 4 L H
Vo7 E8NTHERENET, [P—E R (Services) | X—Y TlE, —FIZEED A7 1L I A

Management Center % 4R L C, Management Center ® 2/ /L— 7 “CT/\“C BT vaviEE
1T725ZLHTEET, 77U N Firewall Management Center 25 584R STV 5 X, A
7L X A Management Center Z &R TX RN Z LIZERE LT ZS, HrLEF 27 ax
JHEEBMLEZY, BEORX 2T ax s ¥ TTr 7 va 2 T L7510, [Bxa7

a7 4 (Secure Connectors) | % 7 & ®IR L T Vv LET,

CDO DA A A =a—n5 77 v KM Firewall Management Center 7 7'V 77— g L~—
R R = S

[Y—ILEH—E X (Tools & Services) ]> [Firewall Management Center] |28 L £,
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[Y—EZR (Services) ] R— T DEFERD KR

With pefense orcnestator | Firewall Management Center Q search @ LH- & O- <

Firewall Management Center

Hostname

Name Devices Status Last Heartbeat

Actions

Firewall Management Center 22 Active 11:09:55 03/28/2023

Q

Check For Changes

Deployment
Updates
Workflows

(V| NORIC

API Explorer

Management

Devices
Policies
Objects
NAT

$€ Tools & Services > Settings

& Configuration

MO

= Smart Licenses

& Firewall Management Center
= g Jny # AMP Management

sl Defense Orchestrator Services
B l n > |Firewall Management Center
Secure cor
Actions
@ nme Version Davices e status Last Heartbest
O Check For Changes
| @  Cloud-Delivered FMC 20230711 ©3 | Cloud-Delivered FMC  Active 17:29:20 08/28/2023 & Deployment
® Updates
7.4.0-build 1908 ©3 | On-PremFMC © Synced 13:34:43 08/28/2023 = Workflows
© APl Explorer
73.0-build 69 ©6 | On-Prem FMC O synced 13:34:43 08/28/2023
Management
731-buid 19 ©4 | On-PremFMC © Synced 13:34:43 08/28/2023
© Devices
 Policies
& Objects
< NAT

4 Siteto Site VPN
4 Remote Access VPN

5 Platform Settings
Migrations

" Fir

System

@ Configuration
= SmartLicenses
@ AMP Management
W Device Health

i Audit

% Cisco Cloud Events

77 7 FIgH Firewall Management Center D354, [—E & (Services) ] X—IZi%, KD
HHRNFREINET,

o T NMT 7 T v R Firewall Management Center 23 B S L TV WEE L, [FMC
DER (Request FMC) 1% 7 U v 7 LET,

o 77 7 REEHA Firewall Management Center (ZJE B & 4172 Cisco Secure Firewall Threat Defense
T ZADHL,

+CDO & 7 7 v Rt Firewall Management Center ~X— Y OB D A T — X A

o 7 7 7 REAA Firewall Management Center Dfgfé D /~n— b B — b, ZhE, 7 7 v Figft
1 Firewall Management Center H{AD 25— % Z L E S5 F 34 ZDEINZ D_2— D
TN EEEICE SRR AR LET,

BR L7z 7 7 v R Firewall Management Center (D78 A R4,

[7 7 v REIEAFMC (Cloud-Delivered FMC) ] #R L, [7 2 > 3 > (Actions) ], [E¥
(Management) ]. F72IX[RRE (Settings) ]»XA DV 7 ZHH LT 2Z 7 v R Firewall
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[—EX (Senices) | x—sntEgoRT [

Management Center L— W —A VX —7 =4 AZ[ME, 7V v 7 L2V U7 IZBEM T BT
WHRREH AT FRITLET,

7 7 7 FIgHL Firewall Management Center T, HWEERIG A& %27 U v 7 L, [—T L
D~V (Page-levelHelp) (2 EER LT, HARL TWNDHERX—VOFEME, SBHIZFETTED
T va g LET,

42 59 FiR#£ 2! Firewall Management Center D7 /31 R ERTF—2 ADEH

[7 7 U REHRIFMC (Cloud-Delivered FMC) ] Zi&R L, [7 2 > = (Actions) | ~XA T
[EEDF =7 (Check for Changes) |27 Vw7 LET, T—TNDTNA AL AT —H4
ADEFERITZ, Z D=L 7T R Firewall Management Center 23 £ IR S 7z &
TR R fE R CESISNE T, RIT 105 T8 IAThET,

B4 54 TJTCDO & U 5 FiZHEE Firewall Management Center 7 7'1) r— 3 3 U % B < #AE
DY R— b+

7 7 7 K428 Firewall Management Center C & EUZxIT D5 734 A E 721347 V=7 b
ARET D LTI, BNMOT T UH 27 THEORRES—TZHNT, 774 78F12 CDO
& 77 7 R Firewall Management Center 78— & /L CRIFFIZ/EE T 9, =& 21X, 7
7 7 K42 Firewall Management Center TA 7 V=7 F&ER L, RFFCEX =2V T 4RV
VeMBAERINIZA R b rJ % CDO TE=X—T&XET,

Z OMEEIX. 7 T U REEHR Firewall Management Center 78— % /LIZB #9259 _To CDO V
Y ERATEET, HILWZ T T 7Ty R Firewall Management Center 74— 4 /L % B
I, WOFIEEFATLET,

CDO R—#Z L, Ctrl (Windows) F7-1% Command (Mac) RZ 2 LI-FF. *HT 2
Voo &%70) 7 LET,

\)

6=

S

1Bz Uy r325E, MUZ7T[7 77 R Firewall Management Center] ~— 25 % &

HLWZ 7T 770 REEAP Firewall Management Center 78— 4 /L~3— U % B < il & IR IZR L
£

o [V—/b & —E R (Tools & Services) ]> [Firewall Management Center] Zi®R L, [/ T U
FEEHTRUFMC (Cloud-Delivered FMC) ] 23R L £9°,

HD~2A o, Ctrl (Windows) F7-1XCommand (Mac) R&Z o Z#MLi-%FxF, 77/ %
ATHER=THE 7Y v 7 LET,

s [A 7 =7 b (Objects) 1>[EDMOFTDA T 2 =7 b (Other FTD Objects) ] Z R L
EJ RN

cCDO X—VDf EBICHIMBET AL %20 Y v 7 L, FRENDIHBRT —/L Rl
RTINS LET,
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B 5 zxev—cxoum

W ES . Ctrl (Windows) F7-1XCommand Mac) R&Z U ZMLI-F %, REIT A
arvw7Y vy LET,

«[# v 2R —F (Dashboard) |, [Z A v 727 2 (Quick Actions) | DJIAIZIRIN L &
R

Ctrl (Windows) F721% Command (Mac) A& L7=FEE, [FTDHR U > —DEFH
(Manage FTD Policies) | £721% [FTDA 7 ¥ =7 F®O&H (Manage FTD Objects) ] % 7
Uy LET,

N

GE)  HLWCDOTF v MUV EZ L&, HILWZ 7 TTTIZHWTWARHNET D 7 7 7 Rigfit
% Firewall Management Center In— /L2302 77 7 F LE T,

BEIEE
» Cisco Defense Orchestrator z {# ] L 724> 7" I X Firewall Management Center O & £
« 427 X A Firewall Management Center O 4 > 7h— K

«CDO 7> F® 7 7 v REEI Firewall Management Center % 2R3 %
* Secure Device Connector

* Secure Event Connector

—

TINAREY—ERDEE

Cisco Defense Orchestrator (CDO) (%, VR — SN TWNHT A AL —E R EFTom, FH,
TANE YT BRXOGHLT e AR L E T, [4 X b U (Inventory) ]X—)»
5. WOBEEZFEITTEET,

cCDOEBAHADT NRA ALY —ERELF L R—F 47 LET,
cBHHROT NA ALY —EADOHRTINE L BEFIREE TR L E T,

cFUR=RLIET AL AT T =2l 2 71U TERRLET, T[4
>~V (Inventory) ] _—IFHMOFR (92 X—2) | 2ZRLTIEIN,

cfEx DT NA ALY —EREFML, 727 aEFETLET,

TR R Y= RITEGOEREF R L, MEEZHRLET,

s RIZE > TEHINDEBIHT A ZADIEEEEAT — 2 A %FR LET,
« 7 7 7 KA Firewall Management Center

e 4271 I A Management Center
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0 DFNAZDIP T FLZEZEETS ]

7 7 v REEAA Firewall Management Center (& K > CTEE SN2 Z B HEIT S A 2ADLE
I, 7 TRERADT N AD ) — AT —Z AL RRTEET,

« ZHI. ZA T IPT RLVA, BFFAL, YU TARSEZIITVNT, TS AEEET
YT —ERBLET, RBETIEIRLTF LN LFRREINESNETA, BEOBRBESRMEE
AN, Dl EH1IOOFMI—ETHT A ALY —ARERINET, K
T (95 =) | EZRLTILEE N,

e TNRAAAA T N—KR=2T VTR TDONR—3 2 Snort XN—2 3 2, HEA
T —H A PEEIREE. BiA MR, Secure Device Connector, B L ONT LT, T4 AFET-
X7 7= D7 4 VB ERYiIARFET, 740 2B L TSN,

CDODT/INAADIPT7 FLREZLEET 3

IP7 RLAZMHH L TT /31 A% CiscoDefense Orchestrator (CDO) (24> R — K45 &, CDO
TIEEDIP 7 RUART —=FRX—=RRAF S, TS AL OBEICEHINET, 734
ADIPT FLUANERSNTHEIE, CDOIRFSITNDIPT FLAZEFH LT, HL
T RLAL—FHEEDLZLENTEET, CDOTT NS ADIPT RLAZEFLTH, T3
ADHERITEEINET A,

CDO TTF /XA A EDBEIMEATAIP T FLAZEFETAHI2E, kOFEEZETLET,

ATFY TN FEF =2 g =T, [T AL P —E R (Devices & Services) | %7 U v 7 LET,
ATV T2 [T34 A (Devices) | #7527V v7 LTT A AEROFET,
ATV T3 WURTNARAZATDOETHI Y v 7 LET,

TANE ERBREFH LT, RERT AL RAERDITHIENTEET,

ATYTE IPT RVAEZEET LT AL AR LET,

AT Y TS [FTA ZADOFHMM (Device Details) 174 > D ET, FNRAZADIPT FLADFEIZH HIRERLZ 27 U v
7 LET,

Nashua Building 1
o us 2,
ATYT6 74—V FIZHLWIPT FL2E2 AL, HQOF =y 7R RZ %27 v 7 LET,

FNRAL ZARITEFE SN WD, T, AD [REAT—4 A (Configuration Status) ] (Zi%. 7] & #¢
[FEH#AFE A (Synced) ] EFRRINFET,

BEEIFER

« 7TV METOT A ZDRH) (91 ~—)

* CDO ~DT A A —FEHBEHE (90 =X—2)
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B coosr1zoznizzEss

CDO DT /N\A ADARZEET B

TRTCDODTNRA A, T/, To7b—h, BEOY—ERITIL, CDO THOA 7 R— FiE
TRERRERCARIN T DN E T, T AHKROREEZEFTETIC, TOAREEETDH
ENRTEET,

ATy Tl FEF—=2a =T, [T/ ALHP—EZ (Devices & Services) ] %7 VU v 7 LT,

ATY T2 [T/34 A2 (Device) | #7527 Vw7 LTTNA AEROTFET,

RTYT3 ARiEEET LT A AEBRLET,

ATV T4 [T/34 ZADOFM (Device Details) ] 24 > D LT, T/, ZALORICHDMERZ %27 ) v 7 LET,

Nashua Building 1 7y

ATFYTS T4— L RIZHLWARTIZAN L, FOOF 2w I RZ %7 v 7 LET,

TNA ZAARITEFE S NN 2D, TN, AD [EREAT—H A (Configuration Status) ] 1Z1%, 5l EfHix
[[F##E A (Synced) ] EFmEINET,

TFTINAREH—ERXDYR DI AR— bk

ZORETIEH, A RELF—ERADY R Eear<KYIVHE (csv) 77 A MITT AR—
FTAHEICOWTHHLEST, ZORKIZ L5, Microsoft Excel 2 ED AT Ly Ki— b
TV = a s T 7 ANERNT, VA NANDT AT LEBWAEZTZ0D, 7 0 V20
-0 TxET,

T AR—RFRENEL, TARET T L — 2T THEHTEET, BINLIET NS 2AZ A
TRTT, T ADHEME T AR— b TH2 L TEET,

TNAREF—EADY A N2 AR— MT DRI, T4 NEXA BT, =7 AKR—Fh
LTEWERNA R b ) T =T MIFRENTWENE I DEERLET, T XTH 7 4 v
27 VT LTCTRTOEHEMRT AL ALY —ERAEFRT D0, HHRE 7 V7 LTI
TOTHRA ALY —ERO—HER R LET, =7 AKR— MERIZ, A > X M) T—T 0T
FRENDINFET T AR —FLET,

ATvF1 CDOF e/ —2 a2 "—T, [A kU (Inventory) ] %27 Vw7 LET,

RFY T2 (74 A (Devices) | ¥ 7 %20 w7 LTF AL AERATF B0, [7F L— | (Templates) 14 7% 7
Uy 27 LTETFAT AL ZE RO ET,

ATYT3 BERTNAAAZATET %7V w7 LT, XD TOT AL AOFME T AR—= T 50, [TT
(Al) 1227V v 7 LTTRTOT A ADnLifflia Ty AR—FLET,

TANIZBIOBEBHELZHEHN LT, BERT A ZAZROTHZENTEET,

ATy T4 [CSVIZY A R=Z AFR— b (ExportlisttoCSV) 127V v 7 LET,
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[ Export st o CoV ® 0
e &) + Create Template + Onbaard

W

AFYTE T T IRFERENTEDS, csv T T AINNERIFELET,

AT9T6 ATy Ry—=h TV =y arTesv 77 AVERWT, fREU~NEZTD T 42D 7LD
THIENTEET,

TINARBEDITY AR—k

—JEZ I AR — N TELTF AL ZAREILL DT T, ROFEAFEHL T, T3, ZADFH
T ISON 7 7 A il g AR—hrLET,

ATy Tl FEF—2 g R_R—T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LET,

ATY T2 [T34 A (Devices) |7 %27 V7 LTTNRNAAERDT DM, [T 7 L—1 (Templates) | ¥ 7 %7
Vo2 LTEFATNAAL A5 RO ET,

ATV T3 WHRTA_NA RIS TDETHI Y v 7 LET,
TANKEMBEFERA LT, LERTNRA AERDTHZ ENRTEET,

ATV T & BT NA RAERIRL T, MiiFRrLET,
ATw TS [77 a3y (Actions) ]34 T, [RED=ZZ AR— bk (Export Configuration) | Zi&R L 7,
AT 76 [ (Confirm) | ZERL T, HEXZISON 77 A L& LTRIFLET,

TINA ZADHERY) VD

GAER Y = ASDNA =1 7 BER L, CDO CTEHT 2T /310 ACBEAMIT D Z &N T
TFET, TOHEEZEHALT, WITNDOOT AL ADBa =D~ R— v ~OEF| 72 ) 7 %
ERkcE £ (( ZOBREEZFEHL T, Moy Yy, FRa X )Yy —2 ¥wiki, £
TIXBIR L2 Do URL ~D VY > 7 ZERTE 9, HBEREDOINTEY 7 2T /314 AT
B2 2 &N TEEST, MUY 7 ZRRHIEROT A AT b T F
RS

External Links

' Search

Add External Links @
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B 5 zxnoonmyroonm

TERR L2V U 7138 ZICTHEEETE ETN, BEOEX 2 T A BHEFEDY FHA, 72L&
IR, AT VI AT, ERIXVPNERZ T L TRED URLICT 78X THZ LIk -
TRy NI =7 IZERT A2 RERH 556, ZOEMBIFH R SN ET, BENFFEDURL
Z7my 7 LTWDHEE, ZROOURLIZSIEHME T vy 7 SET, RS TWZ2WURL
Fol EREHIR I ET A,

locationZ= 2§

URL |ZHHAIAT Z E R TE % {location} ZEA{ER L E LTz, ZOEEITIX, 7/354 AD IP
T RUVABRANENES, RITHlIZRLET,

https://{location}

WZEBZEL £,

BEE#R -
cTNAR ) —FaE 91 R=)

e FNRA ALY —EZDY A DT AFE—F (86 =2—7)

TINA A DIVERY D DR

ATvT1
ATy T2

ATvT3

ATvT4

ATy TH
ATvT6
ATFvT1

ATy T8

FEr— g N—T, [T ALV —E R (Devices & Services) %27 Vw27 LET,

[7 /34 A (Devices) | # 7 %7 V7 LTT A AZRHDTHD, [T 7 b— b (Templates) | ¥ 7 % 7
Uo7 LTETNAT AL Za RO £,

WERT A ABZATDOE T2 v LET,
TN, RAETNFTET VA ERLET,

TANGERREMEN LT, BERT AL AZ/DOT L ENTEET,

FRIOFERARA D, PN Y 2 (External Links) [ ® 27 2 a VBB LET,
U7 OA4RTEANTILET,

[URL] 7 4 —/V RIZU 7 D URL # AN LET, 5827 URL ZHETLHILERH Y £3, 72L& 2 ET R
DA, http://www.cisco.com & AT LET,

[+ Z27V vy 7 LT, V7T AEBEEMTET,

~DNERY) > DIER

ATy
ATvT2

ATvT3

. % CDO 7 b EFERA < (A2 ik 2 RITR L £,

FEF—a =T, [A XV (nventory) %7V v LET,

[T/ A (Devices) | X7 %7 Vw7 LTT A AERDITDM), [T 7 L—F (Templates) 1 ¥ 7 %7
Uo7 LTETAT NS, A% RO ET,

WERT R, ABALTDOE T2 ) v LET,
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RTv74
ATvTH
ATvT6
ATy T1

ATvT8

wusq zonmy v oo [

TANGERREMER LT, BERT AL AZ/DT D ENTEET,

TNARAFETNLET VERIRL £,
FOFERARA b, [HMEBY > 7 (BExternal Links) |27 g B8 L E T,
REDY T OARTIEANTILET,

https:/{location} % [URL] 7 4 —/L RIZAJJ L EF, {location} ZHIZIX, T /31 ADIP T KL ANRAT &
WET,

H ARy 7 2%V w7 LET,

BT INA ZADHERY) U DIERR

ATy T
ATy T2

ATy T3
ATvT4
ATy T5

ATvT6
ATy 17

ATvT8

FES =g =T, [T/ AL P —E X (Devices & Services) 127 U v 7 LET,

[7 /34 A (Devices) | # 7 %7 Vv 7 LTT A AERHDT LD, [T 7 b— 1 (Templates) | ¥ 7 % 7
Uy 27 LTETNATNA ZAEROTET,

W T AL ZAZALTDETHR I ) v 7 LET,
TANZERBEMBH LT, WERT AN, RERDTHIENTEET,
BEOFT AL ZAFEITETET A ZRIR L £,

FROFEMASA e, [SMEBY > 7 (External Links) | £ 7 ¥ 2 BEIL 4,
Vo7 O4RTEATILET,
KONWTNNOFEEFHL T, 778 AFH5URLEANLET,

e UL FZURL 7 4 —/V RIZASILET,

https://{location}

URL 7 ¢ —/V RIZAS LET, {location} ZHIZIZ, T/ ADIPT RLVANBATISNET, AJitk,
T8, 2D ASDM ~DHBEY Y > 7 SERR S IV E T,

*[URL] 7 4 —/V RIZU 27D URL Z AN LET, B2 URL Z45ET DM ERH Y £7, 72L& 21T
A DO http//www.cisco.com & AT LET,

[+ 227V vy 7 LT, V7T AEBEEMTET,

SERY 2O DIREF =IXEIER

ATy
ATvT2

ATvT3

FEH =g =T, [T AL P —E R (Devices & Services) %27 U v LET,

[T/34 A (Devices) | X7 %27 Vw7 LTT A AERDITD), [T 7 L—F (Templates) 1 ¥ 7 &7
Uo7 LTETAT NS, A% BT ET,

WERT R, ABALTDOE T2 ) v LET,
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B 5507151 2~0n8Y o OREELFER

TANG ERREMEN LT, BERT AL AEZ/DOT D ENTEET,

ATYTE TNRARAEITET NVEBEIRL E7,

AT TS HRIOFEMASA 0, MY 7 (External Links) | &7 v a BB L E7,

RT9T6 Vo740 ECh—YNVEELS L, WETA 2 LHIRT A a v RnErIhET,

ATF9T1 4 TETAar%27 007 L, MBY 7 ZREEZTITHIBRLC, 727 v a v 2kERLET,

BHRDTINA A~DHNER) 20 DIREF =IXHIBR

ATY TN FEF =29 =T, [T/ AL P —E R (Devices & Services) %7 U v 7 LT,

ATV T2 [T34 A (Devices) | X757 Vw7 LTCT A RAERDF 50, [T 7 L—k (Templates) | ¥ 7 %7
Vo2 LTETNATNA A RO ET,

ATy T3 BHIRTANARAZATDETH0 Y v 7 LET,
TANEEMBEERA LT, LEHRTRA RAERDTHZ ENTEET,

ATV T8 EEOTNARAELIFTET VEFINLET,

AT TS FRIDOFEMASA 0, OB Y > 2 (External Links) 1 &7 v a cBEI L9,

RT9T6 V74D —YNVEEL E, WMETA 2 LHIBRT A a v RnERINET,

AT T FETETAarv%7 )y 7 LN V7 REZTITHIBRLT, 77 a vzl BLET,

CDO ~D T /34 XA —{E Bt

CDO #fEH95 &, HELEIFHEBOE X G:T /N A% CDO I[Z[RIRF FEEkt 2 A b Z &2
TEET, CDO BNEHT LT /A AN [BIERGE] &L~v—27 SNTWDHEE, CDO TSt
BROEFEEZRHLIZD, TAALAEZEH LY TR 20 £, UIFIc VW TiE, 8F&
FRFERNPEZEZONET, T34 AOFER 2 AL Z EI1E, CDOWLLDT A ADEHE
BT A ORI RYIDO AT v 7 TF,

N

GE)  FHLWEEEEZRFOT A AZH{EHRT 5856, CDO X, 735 A LO#H LWGEHE% HE)
MICHER L TR AN, ZND EOFEREHITLET, 2L, BT 27 /3 A 1D
oA, CDO L, Fh e OB AITT 27012, FEEL FEI TR L T2 AR
B LEERDET,

ATy Tl FEF—2 a0 R_—T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LT,
ATV T2 [T/34 A (Devices) | #7 %27 Vw7 LT, T A& ROFET,
ATV T3 WURTNAREATDET %) v LET,
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TANZEERLT, AT —Z AN [EERGE] THLT A AZ RO TSN,

RT9T 8 74 VHREOFERG, FEiE R R D T N, A BRLET,
ATy T5 [F#EE (Reconnect) [ #27 U w7 LET, CDOTIE, BIRLIZTRTOF AL RCHATEXAT V>3
YDATY RREZ DRI ND T EITHER LTI EIN,
AT F6 [ (notifications) | ¥ 7 CT—ET /A AFEHET 7 > a LV OBITRIMA MR L ET, —HE7 /1 AF#
B a T DT I varyBNEDL TN ETITRIL L 72O TOFEFRRIERBA ML E G A X, FEa0
[LE=z— (Review) |V 27 %27V w27 LT[¥a~7 (Jobs) |-3— (183 <—2) ICBEILET,
Evk TORA ADFEHEFE - 1E 0 7 A VERNEE SN OICEER IR L5 E81E,. oo
TA ZEBNCHEEERE LT, Frive 7oA UEREZBEM L, FLWGEHEEZ T AN D M
NH E9,

T2 FEITOT/INA ADFEH)

TN A% CDOT T MOBAMERT L & ZOT A ZE, BIOCDOT T MIBITTE
FHA, THAAAEZH LT T MIBEBISEL551E, 0T 2 b T 30 2% HIER L
T, HILWT o MOBEAYER LETLERS D 77,

FINA R —FHEEL

DLTFOFEIET, S ZICE—D T L —0TFAD ) — T 7 A VEER L ET,

ATy Tl =g =T, [T AL P —E R (Devices & Services) ] %7 VU v 7 L7,

ATV T2 [T34 A (Devices) | X757 Vw7 LTCT A RAERDTF 50, [T 7 L—k (Templates) | ¥ 7 %7
Uo7 LTETAT NS, A% RO ET,

ATV T3 WURT A REATDET %) v LET,
RAT9T8 )= alERT 2T A AEITET NV ERINL £77,
ATw 75 Lo EH (Management) ]34 > C, [/—k (Notes) 127 U7 LET, B Nowes,

AT T AROZT 4 X—RE L %E 7Y v LT, BEEDTFAMET 4% (Vim £72(X Emacs 7 ¥ A b5 «
X)) EERLET,

AT TT [/—b (Notes) | X—T%MELET,
ATY T8 [fRTF (Save) |27 U w27 LET,
= MIZTIBREFEENET,

Cisco Defense Orchestrator T () Meraki O &8 .



Cisco Defense Orchestrator M E A& |
B oo~ ry anentory) 1 x—StERORT

[41 AR 1) (Inventory) 1 R—IIEHDERT

[f > h U (Inventory) ] X—IZiX, TRTOYEHB L OMREA L R— KT NNA AL F
VIR RT AN ADBAERENTZT L — ERERENET, [ b U (Inventory) ]
NR=U T, TARET T — EBRENENDZ A SIS THEIIN, ET 3 AH
A THHAORIET 22 TIZERINET, MREREEZEHT 20 740228 LT, iR
LT RARBATDETNOT NA RGO 52 EMTEET,

[f ><> b U (Inventory) ] X—IZlE, ROFGEMIFEHRNFRINET,

« [7/3A 2 (Devices) | # 71TiE, CDO A R— FENTNDHTXTOT A TT /A 2
NERRESNET,

s [T 7L — b (Templates) 1IZIE, 74 7T /34 A0, 1L CDO IZA AR — h S
TR 7 7 A NVINDIER ENT=T R TOT T L— F T A AREREINET,

NI)LET 1 LR NE

TNE, TAAARBAT V27 IV —T DI SIE T, AR —T 4
YIHRERFF AR =T 4 T HEDONDTE, 1 DU EOT AN, ATV EEATEET,
TN EFT Ve MEHAT I, ST 70V EERLET, A AEREFA TV
MZTZXNUVEEALEZL, TOTSXVTEET NN, AT =TI NVNEREF AT V=7 b T—T D
WEE T4 NVE ) T TEET,

\)

GE  FAASRTEBENTZT U, ZOBEA T P27 MATRSNEY A, £, F4T
Y7 MTEH SN T VU, ZOBEA TV =7 MERE L EE A,

TV N—T X, IROFESLC Tgroupname:label) ZfH L CIERRTE £97, 7= & 21X, Region:East
F 72X Region:West 72 K TF, ZHHD 22D T~V EAERT D86, 7 /V—77 L1 Region
12720 FDTN—T7D Bast £721% West N HIBINTX F 9,

FINAREFTSTH MZSAILEFRT S

TR ATV EERT 21203, UTFOFIEEZETLET,

ATV TN TNRA AT EBENTHI20E, ZMOFEF =2 a7 40 RUT[T A, AL —E X (Devices &
Services) | #7 U w7 LET, A7 V=7 MTTUVEBNT S, ElloFesr—yvaru s Ry
TTCT[A7Y=2 b (Objects) |27 V7 LET,

ATFY T2 [T34 A (Devices) |47 % 27 Vw7 LTTNRNAAERDT DM, [T 7 L—1 (Templates) | ¥ 7 %7
Uo7 LTEFAT AL ZA%E ROTFTET,

ATV T3 WHRTANA RIS TDETHT Y v LET,
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TAILE .

ATy T8 ARENTZRTI DL EDT AL ZERITET VA RN L £,
ATy s AUO [ N—TLT~ULDEN (Add Groups and Labels) ] 7 4 —/L KT, T34 ZAD T ~YLE4RE L %

‘j—o

AFvT6 HFaO+T7A a7 v r LET,

TJ4IL3

[4 > h YU (Inventory) ]"X—Y & [A 7Y =Z b (Objects) |"X—YDIEIFE T 4 NVH
EHEALT, BLTWAT AL ABLOA T V27 NERDITDHZENTEET,

T 4 VA RIS BI2IE, [T3 ALY —E A (Devices and Services) ] Z 7, [RY T —
(Policies) 1% 7, BIW[A 7Y =27 k (Object) X T DEMDA L TY 27 w7 LE
7

AR RNV TANETIE, TRARZAT N—=FRU=T LY T R U =2T DNR—=Ta
Snort N— g Vv, BREARAT —X A, BEEEIREE, AR, Secure Device Connector, 3 XN T
NVTT 4NV TEET, 74NV ZEEA LT, BRULET AL RZ A TDETHDOT N
ARBERDTHZENTEET, 74NV EEZEHLT, BIRLET A RAZATDETNOT
NARERDTHZERTEET,

FT 2 NI NEEEHT DL TR, WA T A A TV b BEE T O
BRNAT V2l b BEOAT V27 NEA T TT 4 AFRETE LT, RISV AT AT
Vx MEEOLNEIDERINTEE T, MB7 4 — VL REMH LT, FEDOL4FI, IPT R
VA, FTEAR— MNEZEZEL 7 ANIERANOLT TV 2V N THZ b TEET,

THAREFT V=7 b a7 4 VAT 556, MR MAGDE T, BET /R z R
DT BT DN DIPDOEAE I RBREIE BT 5 Z R TEET,

woFITIE, THE EHITWD, 723, RES) B’bo47 =7 b, o, BINo
BEFEOIEEF T2 b, o, BEDIAT (Ry "U—2, £/, —YR) o7
Vx I b THAIEOIRA T2l NEBRRT DT 4 AENEHENET,
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B = soczmmLC00 BEHET BT RTOFAIRERDTS

Filter by Device

Show System-Defined Objects

a Unused
Duplicate

a Inconsistent

LY

Default Values
Owverride Values
3 Additional Values

Unassociated

a MNetwork

Protocol
a Service
ICMP
lime Kange
URL
Application Filter

Securitv 7one

F—SDCZE{FRA LI-CDOIZHEHRT AT RTDT/\AMI R%
Bt 3

WOFINEIZHE-> T, WU SDC 2EH LT CDO 12T 2T _XTOF A Z &AL ET,

ATY 1 FEHF—2 g 3—=T, [ U (Inventory) 1227V w7 LET,
ATY T2 [T/3 A (Devices) | X7 %27V w7 LTTNAAERDTET,
ATV T3 WU RTANA AL TORTH 7Y v 7 LET,

ATYTE TANGEERT TIHRESN T HEIE, Ao R_XU MU T =7 A0 EICHDH[Z7 VT (Clear) | R
Y7V v 7 LT, CDO THEHLTWDLTNTOT NS ALY —ERAEFRKRLET,
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RFYTE TAAERELY sy s LT, T4AS Ama—BBELET,

AT w76 7 4L D [Secure Device Connector] &7 3 3 > C, %H/2 SDC DA4RIZ7 V7 LET, £ XKV
T=7MZIE, T4 NFTF =y 7 LIZSDC i LT CDO IZHERE L TV DT /A ADHNPFRSNLE
7

AT9T1 (F7vay) MBEZIDITKRVIALIIE, 7ANVFA=a—TBNMOT A NVEEF =7 LET,

AT9FT8 (FA7vayv) BTLEL, ANV T—TADOEHICHD[Z7 VT (Clear) | RZ %7V w7 L
T, CDO TEHLTWVBTRNTOT NS ALY —ERERRLET,

RER

CDOE,. XA A, AT V=7 b, BEOT 78R N —THHEICRBRTE D017 R
WEEZRIL L ET, [T /31 A &P —E R (Devices & Service) ] AX—ATlL, MK /—ITA
NEWET 2720 T, MBRIFIC—BETET A AREREINET, T35 ADLFTO—FB,
IP7 RLVA, F3WET AL ALY TNANESEANNI LT, TAAARAERDTHZ LR TX
£7,

FERIC, [A7 V=2 b (Objects) | AX—ADRHFNA—ZHEA LT, £7 V=2 MO,
FLIEIP T FLA, B—b, LEfET FLA, 7o haro—EANLTAH TP =27 b
R CTEET,

ATFYT1 A F =T A A0 I IZHIBBRAA—ICBEI L F9,
ATV T2 BMBA—ITREBESMEZANT D &, ST HRENRFRENET,

SAa—N)LERE

Ja—rVIRERBERE R T 5 & CDO OEBRRDT A 2R & FIECL Ao The s —
|G- S

TRTCORBIERIL, BIRLToA VT v 7 ZMESA T > a ANZESWTHWET, AT v 7 A
TERRA 7 v a gk & B0 T,
s INA LT I AER : TNA T w7 AMER T B A RO THERH Y £, Z0
Tut AL, VAT LANDOTRTOTNRA AL F T2V " AFxxyr L, ATy 7 A
ERRZPEO L2 RIS DI, ZTNHERRA VT v 7 AERLET, INA T v I A
VERRZ PO 9721, B EEHERR S LB T,

FERZ DWW TR, A T v 7 AERR OB (96 X—) ZZIRL TS0,

cHEASA LT I AER AR FR—ADA T v I AER T v AT, T, AT
FTV s MBI, BE, £FHIBRSNDTNCHRBEA T v 7 AR HEIRIIC S
nET,
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B o o7 2emoms

MR T 4 — /b RICAN T HIERTIE. RKCFLPLFREBSNEE A, ROTUT 4T 4 %
HLT, Z7e—LRBREFATTEET,

o [T/34 A% (DeviceName) | : H5rI727 /34 24, URL, IP7 RV A, £i3FH%E Y
A—FrLET,

S[AT V=2 FEAT (ObjectTypes) 1: A7 V= "M, 47 V=2 FORE, 5LOH
RENAEE YR~k LET,

s [RY =% AT (Policy Types) ]: RYU T —4, RN =DM, Lv—1L4, BLUOL—
NaRXy haeHhR—KLET,

CDO TEHINDGZVIU F#RMHR 7y A T U — NV EHY L X —L 4 7L I 2 FMC
X, WORY o—2 A T HYPR—FLET,

e T A 3 hr—/L R I — (Access Control Policy)
« L7 4 )& KRY — (Prefilter Policy)

« Threat Defense NAT 7~ J 2 —

MRBEXEATITDHE, AU F—T 2 A ANTRBIERORRDBFIE S, MREZFEITT H-DIC
Enter ¥ — %4 MEHIH Y THA,

MRBFERITIT, MBLFINC T DT R TCOTNANA AL AT V=27 "IRFREINET, RHKE
LFBNRT AL AR T V=7 NS T D86, RIEHT 2 (Devices, Objects,
¥ L O connected fime) D FIZERINET,

T 7 4V b T, RBREROROOEB NEHAF R S, T OHEE OREFERNSAMOSA
WCFERENFET, MBHEREAZ0— VL THAEZZ Y v 7 3T5L, MnT DEREFRTE
T4, HEOHICHLAKENT A 2w 7 U vy 7 LT, XndT 52 X—VICB#TE 7,

N

GE) « 7R —VURER TR, BETOMBRERIIBRENERA, A7 V=7 FOBE, AS
TV FOUDIE, A7 V=7 b a—IIBET LIS ET,

s CDOMBLTNA ZAEHIRET D L, B#ET AT XTOLT Vs b3 T o —rVEEA v
F o7 ZANSHIRENET,

cRYT—=Inb ATVl FPERHIBRL, T A RkFF LIDREETT VA T v 7 ZHERE
BaaT 2 &, HIBR LA T V=7 MEIT A AZEET 5T D7, 7 m— Lk
BA T w7 AR £,

LA T v AERDOEA

ATy TN EHEFZIIR Yy NU—VEHENEREZF ST AU MEEHLTCDO IR /A v LET,
ATV T2 A=a—_—00 [BRE (Settings) ]>[£f&%E (General Settings) ] IZB#E) L 9,
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sa—rugroEs ]

ATV T3 Ta—ULRBT, [IA T v 7 AMEROBLE (Initiate Full Indexing) %27V v 27 LTA 7 v 7 AE
aE N U H—LET,

| @ Initiate Full Indexing )

To view the Global Search workflow, click here

GE) TINA VT w7 AOVERZBMGTHE. CDOTFH v NOBEFEOA Ty 7 AN V7 ENE
‘g—O

ATy Ts CCE 7YV I LT, Fa—2 R —7 7an—hE R LET,

J0—NILIREREDET

2TFv 71 CDOWCur A LET,

AT T2 CDOR—VDL EBICHIMBT A arm s Vw7 L, FREINDMET 4 —/V RITREBELTHN = AL
ji—g_‘o
|“(‘(;;‘; Defense Orchestrator @ f,?v & O |

BRI TFHND AN G T D &, RO HLHBE DY A FRRRSIVET, BERERIL. AllL Devices,
Objects, 5 X O'connected fmc D 42D A7 AV DO FIZRRINET, H3 T, BTIR L IZBRBEHERD
BN FRINET,
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{Q 1543

2 search results

All 0 & Devices 1 & Objects 1 & connected_fmc
Objects
1543-network (Object Content: DNS Servers: Details

connected_fmc

Name
Transfer Packets
Mode

ey Licenses

Model

Version

Health Message

Health Status
Health Policy

Host Name

Connected Status
Access Policy

Advanced

AT 973 BB
TNA AF
I U v

GE)

BT NARAEFAT V=7 FEBIRL, RAIT A 20 %27 ) v 7 LT, BEBEHBENOLRLD
FOFT V=7 bOR=VIBEFLET, MBEBENOAT V=7 Fa@IRL, KHIT A 2
LT, MBEMENORHEORX—VITBE LET,

27 7 v R Firewall Management Center CT7 /N1 A DIRERFE R Z BT 5H & CDOND 7
7 v REEEA Firewall Management Center = —%—A ' ¥ —7 = 4 A CBETX £,

7 7 7 R Firewall Management Center O FEAHIZ DU TlE,  [Managing Firewall Threat Defense
with Cloud-Delivered Firewall Management Center in Cisco Defense Orchestrator] ZZ M L CT< 72 &
U,

ATV T4 X127V w7 LTHRBENA—ZHLET,
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I Cisco Defense Orchestrator ()& A&
FrqzngzAcu<so |

FINA ZADESERACL <5 O

CLI=Zui, IR Tx 522D CLI 2~y R, FRITFEITRICEE TX 5% CLI
A ROTF L — T, T_TO~vruid, 1 DL ED FAL A TCRRHICEITTXF
TO

T 7= M CLI~ 7 m 2 LT, DT A ATH L a~y RERIFHZETLE
T, CLIZ v, T A AORELEHO—BEZRELET, BB OCLI~7 a%
FEHLT, 73 AT HEREBSGLET, T ATTIIHEATE S S EIFE7CLI
~zanbh E9,

BBICFITTHEZ A ZERTH-ODOCLI~ 7 v 2ER T £4, FEMIcHOWTIE. TEHH
O NIBDO CLI~ 7 n DOER] 22 L TS0,

CLI~Z7uif, VAT ACEFZIF2—VPV—TCETT, VAT LATEYZLCDOIZL-T
LS, MELHIRL TEXETA, 22— —EFE~ 7 2 Ia—VF—2MER L. WEF 72138
PrCx E9,

\)

GE)  TAALANCDOICA Y R— RENTZRIZDI, T/A AD~ 7 v fERTE 7,

Ble LTASA T 2L, WIFNHD ASA THED—V—2 KT 2581F. koa~
v REFITTEET,
show running-config | grep username

Tavry NEFETTHE, MBLTWAZ—PF—D2—HP —£ 73 username [ZEBEXHLD Y F
T, Zoavwry Rhb~w7aEERT A2, FUa<wy R&2fH L T, username Z FFEILT
PHAE T,

> show running-config | grep EUECGELEES]

NI A=ZUMERDALRT T D ENTE, ZONRITA—ZATRIL~Z 02 fild 52
EBHTEET,

b1 T TR T T R R T Rty i X M [ {108 { {username_of_local _user_stored_on_asa}}

NI A= ZZITRARRARNC TE JF L TREEAT20ERH Y 3, ZoHa. =
YRSy RFRO L IR ET
show running-config | grep

a<wy RO—EE LT, 2~ ROEEIRDT A A LIZCLIYV V% v 7 ABEHT 54
ERBHY £9,
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B s5-~ rroocu<snoks

FHEaTEFASDCU YT ODER

ATYvT1 CLI~ZuaZERTHENCCDO DA~y R Iy f =Tz A ATa<vw &7 A LT, avy
ROBECNELL, GEHTEXOMENEIND Z 2R LET

GE)
ATv T2 FEF—varnN—T, [41 R (nventory) 127 Vv 27 LET,
ATV T3 [T/ A (Devices) | #7527 U7 LTTNA AERDITET,
ATV T4 WHURTNARAZATORT 27 ) w7 L, T4 VPORSNTNDT NS AR ET,
ATFYFS [> avwrRKIA A% —TxAA (> Command Line Interface) 1 %727 U v 7 L7,
ZT7vF6 CLINZBDOBRIIAYDAS—K &2 ) v LT, TTIFET L~/ n 2R LET,

ATy 71 7°’7‘;<n“i&f‘/%7vyﬁbi*h

ATV T8 ~I/ull—BO4MERELET, REIISUT, CLINZ a0t A2 A LET,

AFwTF9 [~ F (Command) | 74—/ Rica~r REANLET,

AT9TI0 a~vy ROFEFHRHIER Lo a~y Rofsrd, FHEINCHENT T A —2 4 Ic@E iz £,

ATY TN [{EKR (Create) 127V v 7 LET, fER L7z~ v, RUNCIRE LT A AT TR, TDHA
TOFRTOT AL ATHATEET,

awr REETTHICE,. [CLI~27rnFET] 223B LT &0,

CUERFE-IIEFENCU Y- OMN LM CL - ODER

ZOFNETIE, TTICETLIZza~y R, Jloa—F—EFx~rn, TRV ATLAER~Y
anba—F—EFZ~ s v Bk L £,

AT Tl FEHF = a3 R—=T, [T ALV —E A (Devices & Services) |27 U v 27 LET,

6= CLLEEN D2 —Y—iER~ 7 n BT 25813, a3~ F2ET LT~ A 2R
£9, CLIvZuid, RLCTAY Y FOT A ZMTHA SHET, CLUBRITIA S E
NEVR

ARTYT2 [THARETHI7V w7 LET,

RT9T3 WURTANARAZATOETHI Vw7 L, T4 PORMENTNDT S AZRINL £,
ATvT4 [> avRKIA(v A% —7xAA (> Command Line Interface) | %7 U v 7 LET,

ATYT5 CLIvZrZERTLHa~y RERSTTRIRLET, ROWTHLDOFEEHEH LTI ZEN,

2y @Q%r )97 LT, ZOFAL ATEF LA~y RERRLET, 7 nlcfifitsa
vV REBIRT DL, avy RS cFDavy FRERSET,
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ATvT6

ATvT1
ATvT8
ATvT79
RATv 710

METEDEE |

cCLI®Z BDOBRICANDAZ—K E2 7Y v 7 LT, T CICHET DI~/ u bl LEd, £FET
Ha—YP—ERZELITTATLAERZDOCLIZ aZBIR L E T, a~vr R a<wy R U2 FKR
EhET,

aAvy RBRavwy RS R RINIRET, CLIvZ rO&BOR Vv LET, ZO
A<y KPR, H LW CLI~Z7 v ORI/ 97,

~ I/ RICEOARIERRELET, LEISLT, CLIFZadilE AE2 A LET,

[2<> K (Command) | 74—/ RDa<wy RafER L, LEREFZMZET,

Ay ROETRHCER LIz a~y ROy a2, FHEINTHENT AT A —Z AICE SR ET,
[ERk (Create) 1227 Vw27 LET, fERkLIc~2 vlid, BN E LT A AT TR, 20X A
TOFTXTOT A ZATHEHATEET,

awy REEITTHICE, CLIZ 2DETESRL T E N,

CLIT/ OMNELT

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

FEF =g R—T, [T/ ALY —E R (Devices & Services) ] =7 Vv 7 LET,
[THAAR 2T %20 w7 LET,
WE) 2T SA RABATDET a7 Y7 L, 1 DU EDOT A AEFRLET,
[> a<> RIA4 A% —7=xAA (> Command Line Interface) (%27 U v 7 LET,
AT RRIALT, AX— W EI Y v LET,
Ay RAFAMND CLI w7 n 2R IR L E T,
WOWTNNDHIETY 7 mx2FTLET,
CEFETLONTA—EN 7 B IZEHENTORWEEX, [XE Send) 1227V v 27 LET, avr
RADIREBINENA SCERENET, TR TETTY,
eI BIZRTA—EANEENTVDEHA (FO Configure DNS v 27 172 Y) | [> NI A—HDFRKR
(> View Parameters) | %7V v 27 LET,

* Configure DNS

> dns domain-lookup m
dns server-group DefaultDNS
name-server IP_ADDR

[/3F A —4 (Parameters) ]34 > T, /XT7 A —X D% [/37 A—4 (Parameters) ] D% 7 4 —/v FiZ
ATTLET,
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| EZETY -

Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

IP_ADDR name-server 208.67.220.220

208.67.220.220

ATFwT9 [EE (Send) 1227V w27 LET, CDONIEFEICI~VY REFEL, T/ ADWRZFHTD &
52T EWVWIH A vbE—URFRENET,

ATFYTIN o~ FEEELEERT. oo~y FRFETar 74X b—y g VIZEFR 2N ZAREMN B
NEFT] LWVIRAE=UN2O0DT 7 EEBITRRINAZENHY 7,

£ Some commands may have made changes to the running config Write to Disk  Dismiss

S[FA AT ~OEERAH (WritetoDisk) 122V v 27T 5L, ZOavy FIZE>TMALNER
k\ %ﬁij‘/74 5?;1 V_Tyfl y@%@ﬂﬁ@%%zﬁ?j/{{ X@X&* ]\7‘)701:%52@:1%@3“1?0

<[V iHd (Dismiss) 1227 Vv 7 425L, AvE—URRVESHET,

CLl ¥/~ OMDiRLE

=P —TERDCLI v 2 ImETEIETN, VAT AEEDO~YZ B ImETETETA, CLI
v/ aEfETLE, TRTOTNAA AT 7 aRNEREINET, 7 2 i3EEDT A A [H
FOLOTIEH Y £H A,

ATV Tl FEF—T g =T, [T ALY —E A (Devices & Services) | &#27 YV v 7 LET,
ARTYT2 [THARETH7 ) w7 LET,

ATV T3 WURTNAARZATDORTHI Y v 7 LET,

AT T8 TR AR ET,

ATFY TS [a~ RTIA A H—T A A (Command Line Interface) 1 %7 V v 7 LE7,
ATV T6 WETLHZ—P—ER~ I AR £,

ATYT1 v/ I XVORET A 2w ) v 7 LET,

ATy T8 [v7udifff (EditMacro) | ¥ A7 07Ky 7 ATCLI~7 raffifE LET,

ATY 79 [(RTE (Save) 1 &2 Y v/ LET,
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cuvsooui i

CLI =7 u DE[THIEIZHOWTIE, [CLI~Z7 adET) 28R L TN,

CLI ¥4 O D#Ik

AT T1
ATvT2
ATvT3
ATv74
ATvTH
ATvT6
ATvT1
ATvT8

=P —TFFED CLI 7 TIHIBETEETN, VAT LAERD~Z 2 FHIRTEEEA, CLI
~ 7 nEHIETLE, TRTOT A, AT aNHIBRISNET, 7 2lidfFEDT /31 A[H
HDOHLDTIEHY £H A,

TS =g R—=T, [TA ALY —E X (Devices & Services) | %7V v 27 LET,
[(THAA R 2T %) v 7 LET,

WENRTNARZATDETHT Y v 7 LET,

TN AETEIRLET,

[Z2~> RIA A% —7xAA (Command Line Interface) ] %7 VU v 7 LE£7,

HIER 3 22— —ERKCLI v 7 n 2B L E7,

CLI~Z a7~ VOIAIFTrAarezs )y 7 LET,

CLI~Z7 uZzHIfrT 5 Z L 2MaR LET,

I k

FTV =l ME, 19U EDOEF 2T AR —THATE LB RO TF T, A7 V=
7 NefHTLE, A —O—BHAMRICHRTEET, 047 =7 MEERL,
BIDRV—%FHLC, A7 V=7 VEERTDHE, TOEENFT V=7 T
FTRTORY —mfESNET, 77V 27 FEFEALARVEAIE, FUEERLER T
TORY —%ANCERETIVLENHY £7,

THNAREF U R—=RTDE, CDOEZEDT A ATHEHINLDGTXTOFT V=7 MR
WMLTHRIFEL, [A7 =7 F (Objects) | X—TIZUAMLET, [A7 =2 F (Objects) |
R=Unb, BFOA 7V =7 FNERELEY, EX2 VT 4RV —CHEHATLIH LAY
Yl NEfERR L2 TXET,

CDO X, BEDOT A ATHRAENDI AT V=27 bARBEA TSI MY, A7V =/
I (Objects) ] =T TZ DNy Y B TENS ZiBI L £,

HHEAT oy bBALO TR 251&EZ L, BEORY —F7137 /31 AW Txs
WCHEF SN BRDGERH Y F7,

CEBEA TV FEIE. AT AL R EICH D, ARNTIRARZIMEIZFECTHE 220 E
DF T FTT, BE, BELE-A TV MIFUERER-L, SFE8FERARY
ko THEREANE T, EETAA TV NI, ZoMEOT A 2 B ciRIE
nET,
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AREEA Ty bLlL 220U EOT AL XA EIZH D, ARNEE CIEAMEIZR R 54T

YV FTY, 2—P—F, SEIFERREOFT T, RILARENEDOLT V=7 M EE
RTHZERHVET, ZNHDOAFT V=7 FOENEFBORIBIC O CTHAEICE R D
2720 REAENELET, REEFT TV s ME, ZOREOT (2 & ClBlEn
S

CRKERFT IO ML TAAABRIAFET 20D, JOFTo=s b T EAY

A2 B~ NATL—LC L > TBRENTWARNWA T V27 h T, RIERAFT TV =7 NI,
COMEDOT A 2y L TS NET,

= RRRY =TT IHHT D204 TV =7 baEldsZ b Taxd, L—LR
RN —ICBEA T WA T V27 hEERTE T, BEffT O T inWAT V2 b E
N—VEFFARY =TT D L, CDO TIEZDa B—MMER S, 0 a b=l X
nET,

[#7Y=2 b (Objects) | A ==2—ICBEIT 50, %y NT—2 K o—DMITHT V=
FNeFRkTHZ LIk, CDOICLk» TEHEINTWAA T V2V 2R RTEET,

CDO AT 2L, YHR—FEINTWVWET A RAEBEORY NT—I FT V= FeV—F
AFT V2l bl DOOGFANGEBTEET, CDO #EHT5L, ROFETHT Vs
NEEHTEET,

c SEIFEREEICESNWT, TRTOFT V=7 MERRLTAT V=7 FT7 402 LE

—g—o

T NA X LEOEE, KMEH, BIUOAREEDOAT7 V=7 NERHOT T, ZnbD4 7V

7 FOREEZRG, HIFR, 3R LET,

BEEMT LN TV RN T V=7 FERST T, TNOBREH THIUTHIERL £
« TNA A THBOILE AT V=7 BB LET,
AW AEaAIy MTDRHNC, A7V bADEER—HEDORY —L TN RCEZ D

BaiHE L £

cHOAT Vs P EZNLOMRE, SESERRY 0TS ATHBLET,
¢ 7/ AN CDO ITA Y R— RERTM, T K> THASh TWS AT V=2 |

EXx 7T ¥ LET,

TV R—=RENTEZT AL ANEDOAT V=7 FOIERK, e, i3m0 CHRBENRA L
734 1%. CiscoDefense Orchestrator ® 5 7V a—F 7 (2002—) Z&B LT
é b \O

f£FFTOI b

Cisco Defense Orchestrator (CDO) Tix, B OTFT A A FORICA4RTIE R CNEBEOL TV =7
NedeFEA T FERRET, EEF T2 MIZOT A a2 TSN E T,
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+7vxs rot—n—54¢ |

ZHUE, [A7 Y= kb (Objects) [N—VIZRRSNET, HEAT7 V=7 bEEATDHE.
| DT CAT V2 hEEETE, TOEFENRZOLT V27 b EERTHMOTTORY
V—ICEBET LD, R U OMRIRES 0 3, EAT V=T FEEH L WES
L. FICEERLERTXTORY —%2lINCERTL20ERNH D £7°,

HHEA T2 FERETDHHA, CDO TEA TVl NONBENRA T V= / M T —T W
FRENET, HEA TV 27 FOREITEST-LFALTYT, CDO Tk, A7 V=27 hDHE
FOREEINTZ, 2FV 77y Meaile] Ea =01 SR RINET, FRflSA
VT, Ry MU BEENBEHMARY A MIT Ty MEESNTEY, ARiIFELT TV BT
EEREATIT LN TN LICEE LT &,

Objects Displaying 100 of 163 objects g 0 ATL-TMG-INT
3 Object Type Network Group
Q, Search for objects by e, IP, @ Compare + Create Object
Al L=oF=VWrc U NF NELWOIE aroup rs
ATL-SS-BUDC 2] @ Network Group ® SHARED
ATL-TMG-INT (3] & Network Group Ik
OBJECT REFERENCE TYPE 130.131.230.14
L +— 130.131.230.1
ATLFTMGPO1 Network Obiect/
ATLFTMGPO2 Network Object Relationships
ATLADDSPO1 [3) & Network Object & lockseol )
& locksco3
ATLADDSPO2 e © Network Object e ®
& locksco_1_1 T3]
ATLADDSPO3 (3] © Network Object
ATLADDSPO4 3] & Network Object
ATLARCHPO1 (3] & Network Object

IO bDA—N—F4 F

ATV FDOF—=N=F 4 FefiflT05L, MEDT A A LDOWERY NI —0FT V=
7 FOEEA—/NN—=F A4 FT&ET, CDO L, A= =T 4 FEMkd 5L ST/ELELT
NA ZZHIET DAL LES, ZNoDFT V= r ME, 4HNIE U CTHEP R D8ED
TNAALIZHY £F2, CDOIX. ZNLDENA— =T 4 F& L TEIMSNET T,
INOERBEA TV ML LTGHRIILEE A,

FEANEDT AL RCENIRERERE LA T V7 NEERR L%, BAAERELE L
THVEDOT N ANZHONT, A== TF A REHALTAT V=7 MIRTHAEERNEE 5
ETEET, £, TRTOT S AUH L TA—A—=T A RTDRERDHAT V= b
ERR L, ZOF 7= 27 FE2EH LTI X TOTF AL RACEATHH—ORY) > —Z2{Ek+ 5
LB TEET, ATV P A—R—=T A FTIE, T A2ETHEATHIEERD v—D
NSy BEER L, [l x DT ASA ZAOMLEIZGCTRY V—%2BETEET,

722X, HF T4 ATV oY==, T H P ——FT =V bprint-server
EAER L TWD YTV AEEZTHEL LI, ACLIZIE, TV v FH—R"—D A F—F v i
DTV ERAEBEETHN— NV ERELTWET, TV P—N"—FT7 7 ML, &
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. BEMITORENA TS b

TAAZLIERTEDLT 74NV MERH Y ET, TNEITIICII, A7V =7 hOF— 13—
FA REMEHAL, 3 XTOHFTT/L— L Tprinter-server] 47V =7 hO—EMEAHEREFL
T EIXERRL5E0H0 £T) .

Editing Shared Network Object X
Object Name * Devices Usage

print-server &= 2 Devices = @ 0 Rule Sets =
Description

printer server object

Default Value v~

eq ~ 126.0.1.0 = ASAV-99-18 =
Override Values v
Enter a value to add it
Value Devices
126.0.2.4 & Pasadena-ftd-730-516-... = P N
126.0.1.6 & BGL_FTD_7.3 F 2 W]
126.0.1.9 & connected_fme o S

Cance' m

G¥) —BMEORWA T2 ERBDIGEEX. A——F A FEFEALTENGEZ 1 >OEFE AT
Vxl MIREETEET, IOV, REEL T V=7 NORMELEIRRT D (206 3—
D) BBRLTLLIEE N,

EEMITDRENA T

N—RRY =TT IEHT 2720047V =7 FEERTEETHN, L—LLRY o—
BT WA T Vs FEERTDZ b TEET, BEMfTohTnent 7Y b
= VETIR Y —THEMAT D L, CDO TIEZ D a B —n3EK S, £ 0 a B —E A
SNFET, BEMTONTWARNWITEDOAF T V=7 ME, KHDOA LT F o2 a 7 THIR S
LD, 22—V —0HIpRT 5 £ T, BHARER #HOAT U= NRIZED 7,

BEf T TV RnA 7 vy MIae—L LTCDOIZEY, A7 Y=y NMIBEAMT S
NI N— IV ETIR Y =080 THIBR SN2 GBI T R TOBREN KON NE I L E
ER

BT DN T RNWA T V=7 bEFRRTDHIZIE, [F7 =7 & (Objects) 14 7 DLEMD
RANZHD Y 27 Y w7 L, [BEfIT72 L (Unassociated) | =y 7Ry 7 A%A 2L
e
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alualn

cisco

D m

@

Defense Orchestrator

Hide Menu

Dashboard

Inventory

Policies

Objects

36
[ Q. | Search for objects by nam:

@

Objects

G

@ %

& R I

VPN

Analytics

Change Log

Jobs

Tools & Services

Settings

AT FDOEEE

Filter I

= Filter by Device

D Show System-Defined Objects

@ lIssues [ 26 2%
(0 Unused [ 13 ]
() Duplicate [ 18 ]

() Inconsistent
(h Shared Objects v

() Default Values
D Override Values
() Additional Values

O Unassociated Objects v

Unassociated

a§)

Object Type v

(O Network
() Protocol

~ o

+7vz0 rons [

ATy 71 MO CDO T e —2 a3 =T, [£7T=Z bk (Objects) %27 Vw7 LT, A7 va &R LE

j—o

ATVT2 X=VOAT V=27 NETANVFRBR LT, Wi T 2477 MeROTET,

AT T3 [t (Compare) ]

M Compare

WA a7y LET,

RTFYTE WkTAF TV MR RIODECTHRIRLET,
ATy TE WAID FEHICA T V=7 W THFERTLET,

(AT FDOFEM (ObjectDetails) %A MAA_R—D EFORMEZZ ) v 7 LT, FrtH47 V=
7 NEERIZ R L £,

o [FEAl (Details) ] v 7 A L [B96% (Relationships) 7R v 7 A& BT 2070 7272 AT, #RTDH1E
WMAERELET,
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ATwT6 (A7 ar) [BFE (Relationships) 1R > 7 A2k, A7 V=7 "o TENERENET, 47V
T MET AL AEIERY —IZBEEMA T LN TWAGEERB Y T, F7 V=7 RT3, RZBES
FTONTWBEARITE., T ALET Y v 7 LTS koK (View Configuration) [ %7 U v 7 L
T, TS, AR ZFRTE £, CDOIZT A ZADWR T 7 A NVEFERL, TOFT V=7 bOxT
M) ZANATA4 NLET,

TJ4IL3

[1 >~ FU (Inventory) |"—T &[4 7Y =2 kb (Objects) |"—VDOXEIERT 4 V¥
EEHALT, LTWAT AL ABIOA T V=7 VERDTDHZENTEET,

T A NVHERBRT B2, [T/ ALY —E A (Devices and Services) | Z 7, [R U —
(Policies) 1% 7, BXW[A 7Y =27 k (Object) X T DEMDA L TY 27 ) w7 LE
D

AR TUNETIE, TRARZA T N=Ry=T7 YT =T ONR—=V g,
Snort N— g, BRTEAT—H A, BEFIRIE, BEIAMH. Secure Device Connector, 35 KON
NVTT 4NV TEET, 74V ZEEMA LT, BRULIET AL RZ A TDEZTHDOT N
ARERDTHZENTEET, 74NV EEZMERHLT, BRLET A RZATDETNOT
NARERDTFHZENTEET,

FT 2 VT NBEHEHT DL TR, AT A A TV b BT O
PNWA TVl b, BEXOAT V2l NI T TT 4 VAU TEET, RISV AT LA T
Vx NeEFOLNEIDERINTEE T, MB7 4 — VL REH LT, FEDOAFI, IPT R
VA, IR —FEEEEL T A NVAERNOF TV 27 NERBETDHI L TEET,

TIAREFT V=0 b a7 4 VAT 256, MR MAGDE T, BET Rz R
DT BT DN DIPDOEAE R RREIE 2B T 5 Z B TEET,

woFIcix, TRE EHIN TS, £2d, RER) Bbor47 V=7~ o, B0
EEEHSILFELF T2 b, o, BEOEA T (v FT—2, £721F. —ER) O 7
VM THDHIEOIRAT V2l VMR T A7 NI BREAINET,
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70z r7405 |

= Filter by Device

LE

o

Show System-Defined Objects

a Unused

Duplicate
a Inconsistent

Default Values
Owverride Values
3 Additional Values

LR D B LR B i ol B W ) ol P B

Unassociated

Metwork
Protocol
Service
ICMP
Time Range
URL
Application Filter

Securitv Fone

IOV LT 4B

7 4
j—o

AR HIZIE, [ 7P =2 & (Object) | # 7T DLEMDRA L TY 22U v LE

[TR_RTHOAT V=7 b (All Objects) |- Z D7 4L HZ %, CDOIZA Y R—F 47 L=
TRTOT A, ANBEHAAER TR TOA T V=7 et LEd, o7 v 213,
TRTCOA TV baSBT LD, FREFRBOMBEE LT, ST 7 o
VR T B DITESL L ET,

o [HfH AT Y=/~ (Shared Objects) |- 2DV A w7 7 4 VF X, BEOT A ATHE

INTWVDLIENRCDO IZE - TR ENTZT R TOAET V7 FEFRRLET,

[THRAAZEDAT V=2 b (ObjectsByDevice) |-FFEDT /NA A% L T, BN L
T NRAATROMWST-AT V27 baERTEET,
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B oc-vronssmess

VT TANT-BAL T 4V ZRITIE, BIRE S SRV IADTZDICEATE 277 L
ZRHVET, IOV T T4 NRE ATV NEAT (Fy NT—7 —ERX 7
7k d) ([ZHERSWTHET,

ZDTANIN=TRIRSNIZ T 4 NV ZE, UFORMMZ BT 47 V=7 FeiRLET,

RODTNAADWTINNCSH LA TV =7 b (T3 A TT 4 VX ULEL (Filterby Device) |
IV LTCT AN, AZEELET) . BLO

F—BEORWNAT Vs b, BEG
*RYRT—H AT V2 MELEF—ERAT V2 b, BEV
*AT Vs hOMABRNC [TL—TF) L0 HEREENTNETT V2 |,

[VAT LAT Yz FOZFR (Show System Objects) | AU N2> TWDHT=®H, FERIZITY
ATFLFT V2l Nea—P—ERLI TV FOWMGREENET,

DRATLETOLY FORERT 4 ILAE

—EROT A RZIE, e —E2ARICHFRIER SN T V=7 MRbHV T, b
DYAT ATV =7 MIBRCER SN TEY, v— AR Y o —THHTE %0 TEHT
T, AT NTF—TNIZEEL DI AT AT T 27 "R EENDIEERHVET, V&
TLFET V2l MIREEZITHIBRTE A,

[VAT LAT Y=V h%&FR (ShowSystemObjects) [1L7T 74/ N T A7) T, 7V =
I NT =T WV AT AT T V2l VeRRTDHITIE, 74 NVENRN=T[VATLAF TV =
k% #~ (ShowSystemObjects) |Z#F N LET, ATV xV NT—T N TYRATLAF TV
7 NIRRT DI, T ANAN=T[VAT LA TP =7 h%&FKax (ShowSystemObjects) ]
EATDEFIZLET,

VAT AT TV 2l FEIEERICTDHE, ENHIEIRRBB IO T 4 VA UBEORERIZE TN
KD FET, VAT AFT V2 "aERTIHE, ZNHIFAT V=7 bOBRBLE T 4 L F AL
FOMRICEENET,

FITDTV T4 BERET D

ATvT1

ATy T2

ATvT3

T BRI THRELCTANEZ Y T TEET, T4NEZ ) TTEH 073 RE0IE
. PHRINDDERIID L0 £5,

EROCDOF S —a /=T, [A7 =7 b (Objects) |7 Vv 7 LT, A7 arz&RLE

R FHOTANET A2 X527 LT, ZANERNRAEZHREET, 77 MRS T
BRIL SN2V E DI, Fov I fMEDOT4NEZOF =y 7B LET, SHIT, BT 4 —V FER T,
BT 4=V FICAIENT-WREEOH DT A FE2HIBRL T,

FEREFFEDT NA A TR b DITRE LT2WIEE
[T/NA RTT 4 LR (Filter By Device) 1 %7 U v 7 LET,
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ATvT4

ATy TH

ATvT6

ATy 71

ATvT8

ATvT9
ATv 710

T4 na8EN TS 2EBNT 55 ]

2. TRTDFTNARAEBRBTDEN, TRAAEZ TR 7V w7 LTHEDTEBEDT A ZADLZ ML
iﬁ—o

3. TUNAFCEDDTNRAADF = VR 7 AT AT LET,
4, [OK] %7V v7 LET,

RBAEFNC VAT DA TV 27 NeEODLITE, [VAT LA T V=7 F%&FKR (Show System Objects) |
EAATLET, MEBEMRCUAT LA TV =7 VAT 212, (VAT LA TV =7 M2FERR (Show
System Objects) | &4 712 L £,

[HRE (ssues) | T, ZANZ IV TTH5FT V=2 FOMBOF =y 7 Ry 7 A A LEd, B
OREE A CTEE, A LT T T DO TV 27 SR T 4 VEERICEENE T,

MRS > TN EHF I L > TEH SN AT V27 b ERRT 551X, [ (Ignored) ] DA
Fxv I LET,

2O EDTARA R TG EINDA TV 27 b T 4 NE ) T HGEIE, A4 7Y =2 b (Shared
Objects) | THRERT 4 VX A N LET,
*[7 74V MA (DefaultValues) |: 7 7 4/ MEORZFFOAT V=7 N7 4V Z ) T LET,

o [A—/N—=T A FfE (Override Values) |: A ——T7 A RENTfHEEZFFOF TV =7 VT 405
Y7 LET,

s GEMOfE (Additional Values) | : IBMOEZFFSA TV =7 Va7 4NV 2 ) 7 LET,

N—VE IR Y —DO—E TN A T V=7 b7 VX ) 7T H85AF, BT L
(Unassociated) ] ZA4 1 LET,

TANEZN U TFTH (A7 =2 hZ A7 (Object Types) | A I LET,

FTV 7 NPT RV A, 73R — NEFZ 47T =2 & (Objects) [#R~7 ¢ —/L RIZiBML
T, TANE Y T INTREROF D ORBRIC KT H24T7 V=7 bVEROTHZEHTEET,

TAIVFEENS TNA RERNT BI5E

TNARE T 4 NVE ) 7 HEEITEINT S & fERICIIT A A LA T V=7 MIEREN
FTN, TNOEDFT V=7 hEDOT AL 2 EDORITFRTRENET A, 728 21E. ObjectA
DS ASAL & ASA2 DRI CHEINTWBELE, 7 V=7 " a7 V& U7 L TASAL ED
HHEA TV NEm#ETH L, ObjectAlT o0 £9725, [BIFE (Relationships) ]34 1Z
X, A7V R ASALIZH D Z EETRFRINET,

F 7V MREET DT RTOT AN, AR RT HITIE, RBESFETT A A EfRE LW
TLIEESW, MOFHETT7 42 ) 7 L, BEIDL U THREBESELZEMLES, CDO Ak
BT H4T7 V= NEBIR L, [BIf% (Relationships) | XA »ZH~NET, £OFT =7 b
BT 23T _XRTOT A ALRY —RNEREINET,
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Cisco Defense Orchestrator DA |
B 7oo:0 romaoms

FI72x0 FDERDER

FfFH. B, REBEADOA TVl NIRRT A FED IO, RS AERT S D LT3,
ATVl NRREHAT Y 27 OO, EEAT V=7 ORBEORR, TR
BHEFT V2 NOMBEERRT 5 Th->Th, ZOWREBICITIESZ2BEEN DD LKW L, 4
TVl NOMBEERMBROEFICTHZ LZBRTIGELHY £7, fRkOHHEER T,
INOOEBBEINTAT V=7 Nk T 2 2 ENUBIRLIGAENHY £T, A7 V=7 b
DORMEERTT D EXIZCDO TR ENAT V=7 NEaRRLARWED, BHINA4T
P2l MDFTV 2 NI ARET 4 NE ) T L, fERICESODTHEIET D2 VENRH Y F
7,

AT T1 EMflDOCDO e —v g =T, [A7 V=2 bk (Objects) 1227 Vv LT, A7 v arz@RLE
—éﬂo

RTFVT2 ATV NT 4 H,

ATV T3 [TV =7 b (Object) | 7—FNT, BREMBRSTH4 TV 2/ M T RTERRLES, —EIZ1HODF
TV NOERERRTEET,

AT T8 FEMASA T [BEEOMERR (Unignore) 1427 U v LET,
RT9 TS BEREMELET, ZNT, A7 V=7 hEMETZ A VZ )75 8, DEEERSA TV AT V=
7 ERRONBHIET T,

FI7oxy DI

1 2OOFT V=2l FEFITEBROA T VP27 FEHIFRTE 9,

1204729 FOHIEK
A\

FE 7 7 v R Firewall Management Center 287 2 MIT 70 A STV AHEHE -

=Y DOFy NI—I 4TVl "I N—FITMZA AR, ([P0 b
(Objects) 1> [ZFDMD FTD AT 45 + (Other FTD Objects) 1] X—Y D% 5 7 7w
RH2HAA Firewall Management Center %> bV —27 47V =7 N EIITNV—F I ENF

j—O

WITNNDOR—= MRy NI =T 4TV hERIEI T NV—TZHIRT 5 &, liFo—
NOFDOLF T2l FEFEIITNA—TITHIBRESNET,

ATYF1 EMOCDO FEF—2 g 3—T, [£7 V=2 b (Objects) | Z#INL T, A7V 3 Z@RLET,
RT9T2 ATV VT ANZERRT 4=V REFBHALT, BIRT 247 V=7 haROT, TREERLET,

AT w73 [BFE (Relationships) 134 > ZERLET, A7 V=27 BRIV —F3AT V=7 b NA—F THA
SNTWVDLEHEIE, ZORY O —F 37— HIRTHETEHT V=7 MEHIRTEEHA,
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xEArICzy rosL—Tonk ]

RATv T8 [T = (Actions) 131 T, [HIBR (Remove) | TA 2 @ %27 Uy LET,

RATYITS5 [OK] %27 Vw7 LCAHT Vs FOHIREM R LET,

ATYT6 [TolERETRXRTOTNA AOKRELLOT L E 2 — BN, fFAEL T OEEOET 2 —EICREH
Li‘é—c

KERATO U FOYIL—TDHIBR

TNA A A R—=FLTAT V=7 FOREFRICRY el ZORMHOAT V=2
FRRDH T, —EICERKRKSOEORMENA TV =7 FEHIRTEET,

ATy 71 [ (ssues) |74 VX EMEHL T, READA TS b2 AOTET, TAA AT A NVEEHHATD
BRIZ [T /31 A2 L (NoDevice) [Z#BR L, 731 RZEEMIF b TWeWA 7V 27 FERETHZ
EHLTEET, ATV NIRARNETANZ VU TTHE AT V=2V hOF 2y IRy 7 ANRERS
NEJ,

RT9T2 ATV N T—=TN~yZ—0 [TXTERR (Selectall) | F=v 7Ry 7 A%A NI LT, 74 VKT
Ko TR ENAT7 V=7 N —TNMIRRENDHTRTOAT V=7 NEBIRT 50, HIBRT 2% D
FTo2 7 NOEADF = IRy 7 A F N LET,

RTY T3 [7T7 a2y (Actions) 131 T, [HIBE Remove) | 7T A 2@ %27 v 7 LET,

ATYT8 AT EHTHELTSTRTOT A, AORELLDOT L E 2 — LB, L THhOEROLET A —E
(B L £

2y bT—=0 ATV b

120y bI—0F Ty MiE, FAM, Fy hT—ZIPT7T KLVA IPT KLAD
P, EEMi KA A 4 (FQDN) £721X CIDR ZitDV 7%y hU—=7DOWFnl 2%
ANDHZENTEET, [y NT—2 7 —7 (Networkgroups) |I&, *y NU—7 ATV =
JrE, TN—TZEMTAHREDOMOEL DT RLVAEZEF TRy hU—7Dal s gy
T4, XY MNIV—0F TVl " e Xy NT—=D2 T N—TF1%, T78AL—)L, Xy NU—7
RYT— BEOENAT V=L THEHINET, CDOZMHEHLT, Xy NIV —2FT7 V=7 K
LRy NU—=7 T N—T%ER, EH. BLOHIBRTE 7,

R332y I—HUF TPy bTHASIBIE

TIN4 R % 4 |[IPv4/IPv6] DU T R |7 FLREE | 2B KA | CIDR RiEEIC
~ (Device L& 1A% EBY TRy
Type) ~

Meraki IPv4 P P I P
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Cisco Defense Orchestrator DA |
IR

K4: 72y FIT—V T IL—TTHASINDINE

TINAR BT IP B [y b= FT Ry bIT—=05L—T
(Device Type) x4 b (Network
Object) 1]
Meraki K hix K hix K hix

HRETORY FI—0F Tz Y FOBFIA

7 Z 7 FIgHLH Firewall Management Center & 7 )2 MIA VR —TFT 4 7 EHTW5 1 DL E
D 7 7L I A Management Center % 7 ¢ Cisco Defense Orchestrator 77 > F 238 53551,
ROFNEZFETLET,

Cisco Secure Firewall Threat Defense, FDM (Z & 2 B ELZ B % D P51, ASA. F 7213 Meraki
Xy NT—=IFT V=) NETIITN—T%ERT DL, ZOFT7 V=7 bOabt—R, 77
v R Firewall Management Center D% ERFIZMH AT 5 [4 7Y =2 b (Objects) 1>[ZD
fOFTDA 7 Y = 7 ~ (Other FTD Objects) |"X—T DA 7 V=7 MY A MIHBEMEi, D
WH R T,

WTNDDOX—=T DRy NT—IF T2y NI N—FZMZA AL, O —Y 04
TV FERBIN—=T A AZ L RTHERENE T, 1 2OR=Un6AT7 V=7 FEH|
BT oL, TOAT V2l FOXIET DA —HMOX—U 0 BHIBRESNET,

Bist -

c[WCARIOFRy NT—7 ATy N3 9TIZ 7 7 7 g4 Firewall Management Center
\ZAFET 2 8A . # LU Cisco Secure Firewall Threat Defense, FDM (2 L 2 4 B & B2 %9
BB, ASA., F7olE Meraki * > NU—27 F47 Y=/ M., Cisco Defense Orchestrator
[47 V=7 & (Objects) ]>[MidDFTDA 7Y =7 k (Other FTD Objects) ] ~2— 21348
MINEF A,

« 7L I AD Cisco Secure Firewall Management Center (T J2 > T8 B X 4 2 3B A HE(if %5 A
BENKTT D5 TANA ADR Y NT—I AT V=27 hBIOINV—T1E, [TV =V
L (Objects) 1> [ZDMAOFTDA 7Y =7  (Other FTD Objects) ] ~— Y ClIR &

9. 7 7 v NI Firewall Management Center CfEH T £H A,

77 7 REEfEA Firewall Management Center |2 #1T L 724 7" L T A @ Cisco Secure Firewall
Management Center f > A% LV ADYHE, Xy NIV —7F 77 M& T V—T1X, FID
TAL AR SNTZAR ) —THEASHLTWIUE, CDO A7 V=7 b=V RS
NHZEITERLTIEEN,

+CDO & 7 7 7 R Firewall Management Center Off]O % v 8T —27 A7V =7 FoIk
Aix. LT T2 FTIEEBRICAECR Y 718, BAFEOT T2 b TIRERT 505
DHVET, Xy NT—IFT V=7 k3 77D NEHE Firewall Management Center &
FHINTHWRWEEE, CDO OBEREN TAC THAR— M4y MEBI HIELT, 7
T P THREZADNILTEOWVET,
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Meraki 7/34 2 (<B@Et 3 >h 2175z + [

Fy D=0 ATOy FORTR

CDO ZHEHA L THERRT ARy "= F TV "o, FUR—F 4 T LT A 2D
END CDO BNiBi#kd 5%y NU—27 47V ME, [F7 V=7 b (Objects) ] X—TI2Fk
RENFET, IOy NU—IF TV MZ i INTNDOAT V=7 AT DT
AT HENTWET, ZHCkY, A7V NEATTT4NZ )7 LT, LTS
FTV 2l TR ADIT A ENTEET,

[F7 =7 & (Objects) |"N—V TRy NT—I AT V=7 hE@RIRTDHE, 707 bD
EAS [FEA (Detail) ]34 izFRmSnEd, [BIFE (Relationships) ]34 i, A7 Y =7
FRRY —THEHAINTNDINE I D, BEIOA TV 27 FPRESNTWNDT /A ANREK
IRSNET,

X NO—=T T N—T% 70w rt5e ZTOTV—TONENERENET, Xy hT—7
TN—TF1F, X NT—0F TV Mo T NA—FICEZ N T X TOEOELSET
j—o

Meraki 7/\14 R [ZBEEfF 1T onbA T k

Meraki 7/Nf A TERAINBZA T MZDVT

Meraki % v > 2R — KX, 77 "D K77 ZHEHAL—LOEETE L U0%E4E T  —/L K

CEEESHEIPT RLA, Yo had, £R3R— MO 7V —7%FHLET, 4o B—
T4 THE, CDOWL, IPT RLRERy NU—I 477 MNIE#BRL, 77V r—a
YA OTa haNEEY— AL T Vs bERE T halt TV MOERLE
7

(DO®10®N%W#&//:T%b1@ﬁ®w%w IEMIND RN DY £5, =&
Z X, TCP 7’1 k=L L UDP 7'u h a /LDl i & &t ASA 7'v k2L 7 )L—7% CDO DH
—D7T 7 AHENL—MZBEINT S &, CDO 1 D0 CDO V—Lv&H v v ah— FNOBEE
DONV—VEB L ET, BEEONL—iE, TCP 7’'u halzgEte 1 2O/L—/L L UDP 71
farzgiel DO — VIl £9,

Meraki # > > 2R — K& CDOZEH 5 S CIDR Y72y FREEZFR—FLTWAZ &IcE
BLTLEEN, LA F¥3AALVTFA L E—T oA AL MXT A A LA T T NOEEIZON
TiZ, Meraki T L v PV R—2ZHBB LT E XV,

CDO ® Meraki 7/3f A CHERTESA TP H F

Cisco Defense Orchestrator (CDO) (21X, MX T A AHEHOA TV =7 MIbH Y FHA, b
DIZ, FID, FDM B L ASA A7 ¥ =7 b &AL ETITIA L. 731 RITERBS LD L —
MZZNODF TV =7 FaEEMIT 52 LR TEET, Meraki ITIXFTD 3 X WNASA F7
Tl NEDORERABIENRIR NS, MX TN ANE T V=7 N EFEHT D RIS
DN ODDOHIRD & 5 ATREMED BV £ 7,

FTD., FDM F7213ASA A7 V=7 b2 MX T3 RZEEEMIT B &, 04T V=7 btk
HENDEHITRDZEIEELTLLEIY, B#EMTFONTAT Vs b~DEE T, FDO
FT 27 "I EEENTVATRTDOFT N ZNZEE L T, ZADOJ/EARAT—H AT
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Cisco Defense Orchestrator D& A |
B Veraki 751 RISBR A EREE TS -

[FERHA (NotSynced) ] &EFnINET, sfficoWTIx, HEFEAFT7 V=7 b 2R T
<TIEEW, ¢7/:7%_%mﬁéﬁm%&ﬁ7/mabh%_owfﬁ ZDOR—T DO T
ICEREINTWS (BERE] B7 a2 LTLIEE N,

Meraki X, IPv6 7 KL A F 2L FQDN 2 5 e A7 V=7 et HR—FLTWERA,

COODATTxH b Meraki & DE#EH Y
a hart sk TCP, UDP, ICMP
Fy NT—2 ATV b Yes

Sy NI — T)—F Yes

P—ER AT b Yes

ASA —E R T )—T x

FID #—t R 7 /L—F X

Meraki 7 5 FOBO—AIL 2y bT—9 ATz bELUVA Tz bTL—T

XY NI AT Ve ATVl NIN—TaMHTDHE, MerakiT XA ADT 7 AT
T4 — = VEBRICEETEET, INOIE, 77 AT U= NN — LR EDT 7' AR
VY —CHEATELPY 7Ry FBEXOFQDNDO T~ LCHREL 9, RUIPY 7 Ry
F°FQDN 23 2D T 7 C AR =2 ERTHMERDH HLEAT. v NU—7 4
TVxl NEEELT, $RTORY —IXMEEH7ETTT, SR TIL, *y hT—7
ATV FOEREETEIZIE, Meraki v v a R — REFEHTLISLERSHY £, BEV
DEFETHAY NT—I 4TV Faeflio TN TE D02V TIEL, Meraki @ [% v b
D=0 F Tl NONATA RN [JGE] =2 L T &N,

\ )

GE)  Meraki % N =24 T V2 MKy NU—2 3T V=l b IN—TEBRTHT /34 %
BREN CDOULICA VAR — RELEFRIEND L, ZhbD0A 7V MIFID Ry T —
DATxH bELTEREINET,

INOA Tl NBIOA T2 N V—T1F, CDO TIEFEAERY EMRIZARY £,

CDO T Meraki JL— LD KT

FRAADRY ==V PoAT V= s N RRT 200, T3 RESNTAHT V=2 b
R—=TH T ANEWHTEEST, R —_—=Unb, 77 v RfEHAL—LOER, FE. B
O~ 2 #FEITTEET, CDO X, Meraki ¥ v ¥ 2R — KRB D7 7 k37 Kb—)L
AT h~DT 7 AGEN— R T D72, Meraki & v v o R — KB DL— )b
7 FaNDORRNEREINDIGENRH Y £T, ROFIL, CDO ~DT /XA AD A LR —
TAVITERET LIEHROT e halOoH LWARTEZ R L TOVET,
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Meraki O—A L v k7—4 #7015 rotert [

Meraki & a2/ h— KFTOI—)LFEETO [CDOTHOIL—ILEFFA TSI rOAYSE—

FaldAy 55—

RY— BAE

[/ —AIP (SourceIP) ] Xy NIV—=IF T2y NERIIRY FU—
7 T n—7

[#65C TP 7 K LA (Destination IP) ] Xy NT—0F TV FERIIRY FU—
%A

EELA— bk (Source Port) Xy NT—IF T2 bEFIERY hTU—
g Tn—7

4855 — b (Destination Port) ] Xy NI—I 4TVl NERIEFRY hT—
%A

LAY 37TV r—varra ban A—r (Frbarsin—7 FK—hrI—
7 EIEY—ERAF T B)

WOHIE, Meraki ¥ v ¥ 2R — K607 7 b3 2 RL—)L3CDO TED L H IZFREN
BERLTWET,

Meraki A—AhJ)L 2y EDO—9 AT FOERL

o—J /v Meraki % v U —27 47 =7 ML, CiscoMerkai #Z v ¥ = h— R TIERRT 2 %3
NdH 0 FI, CDOICFEZTE AL SN TV Meraki 7 /341 203 H 556, BEFEO—H )L
FT V2l MEITRTT A RCHEAREfF SN E T, BAER SNz Meraki 7731 A3 5 5
BE1E, CDO TTANA ZAZFEH LT, FLVRE rn—INAT V=7 MG £7,

\)

GE) Meraki % hU—20 4T 20 vexy NI —0 3720 v TNA—T BRI BF57 /31 R
WERK2Y CDO Ul CEAEFEIIFRYI SN L, 2N oDA T V27 MIFID Ry FT7—2
FT 2l NERIIA T2 NIA—TE LTCERREINE T,

INGOFTV =l MBRIOA T V=7 M7 —71%, CDO TIEHARY FHIZRY 97,

1R BRI

Metkai DA —T o R—B 2y bJ—H9 AT H FEANTLTWRWEEIL, CiscoMeraki
Wy vake Koo 74 L, [$]> KU S—ATSxs FICBBLT. n—hitT
CxJ "NeF T2l NN —TTRELTCT VA LET,
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Cisco Defense Orchestrator M £ K |
B veakity bo—sF IOy rERRRY FO— T L—TOEREIZEE

ATYT1 Meraki ¥ v v aR—RlZe s AL, a—hVA TVl bEREFR =NV AT V=7 b T —T 5B
LET, sz oW TiL,  [Network Objects Configuration Guide] ZZM L TL 72 &0,

ATFwT2 CDOWCue /A LET,

3 Meraki 7 /34 A% CDO (2 F 728 AU G L CTWRWEEEIE. FEIZ oW T TCDO ~D MX T /34 AD
FrR—F (1273—=) | 2L TLKEIN, TS REZEAMEHTBH L, BHEOTATOLFT V=
7 NHEAERH S NET,

AT T3 FEF—var v RUT, [fX Y (nventory) 1227V v 7 LET,

AT v T8 Merkai 735 A% WO TRIRL, T35 ADITRBFHARRENDILICLET, TA ADAT—H A
AN SNE L] ICR> TOET, AIOSA T, [BEA OMERR] 2B L TT /31 ADRERLIC
BMES N ERA2HRT D0, [T TIOKR] 2R TT X TOMMEEZ AR LET,

Merakitry b0 —0 AT 20 FERIFXRY D=9 5 IL—TDER
F1=IdiRE

MX 7 734 A4 Firepower 33X NASA £y bD—9 ATz o FERUERXEZMEA L, CIDR
T TEINTZHRA N, IPT RLVA, F72E3Y T2y hT RLRAEZEODDLZ ENMTEET,

FTYRT=OTN—FE, Fv "= 4TV b, TA—TITBINT D Z DO % D
T RVAFERIZY TRy hOaLv s g T, xy NIV—IF TV bRy NU—0 7
N—"1X, T7BAV—LVTHERHEINET, CDOZFHLT, Xy NIV —2 4TV R &

Xy MU= TN—T % ERk, BtAED . B, BIOHIBRTE £,

Py NU—=IFT V27 MBINMTEBIPT FLA

FTINA R 4 4 |[IPv4/1PvE] SUTIT R |7 RLREH |E&i686 KA |CIDR RiE%(C
~ (Device LA A% EBHY TRy
Type) k

MX IPv4 PIII PIII X PIII

)

G¥) 7 7 v R Firewall Management Center 237 72 MMZT 70 A STV LA -

Py NT—=0F TVl FERIIITN—TH[RX=VIHERT D E, ATV hOa b —M»n
[[A72xs k (Objects) 1>[ZDHD FTD AT x4 k (Other FTD Objects) ]] ~=*—IZ
HEMIBMSET, /o, 2o LFEERTT,
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Meraki # v k7—5 475z rofi [

A

EE 7 7 v R Firewall Management Center 237 2 MIT 70 A STV LA -

[ X=YDFy NI—I ATVl BT NN AR L, ([P k
(Objects) 1> [ZF DD FTD AT 45 + (Other FTD Objects) ] X— D& 5 77w
R4t Firewall Management Center %> NV —27 47 V=7 NEIFZ TN — TS L E
_a_o

WTFNDPDOR=UINE Xy NI =0 FT V=7 FERIIITNV—T %IRRT A &, MO —
MHEETDOAT V27 ERIFIA—T1FHIBRSNE T,

Meraki ~v T —9 AT 9 FOERL

ATy T

ATvT2

ATvT3
ATy T4
ATy TH

ATy T6
ATy T1

A\

GE¥) 7 7 v R Firewall Management Center 737 72 MMZT 70 A STV LA -

Xy NI ATV bEREFITN—TE[X=VIERT DL, A7V bOar—n
[[F7> x4 + (Objects) 1> [ZFDH#D FTD AT =4 k (Other FTD Objects) 1] ~=*—1Z
HERIBMSET, /o, 2o LFEEETT,

FEMOCDOFT B —1 g X—T, [#FTPxH kb (Objects) 1>[MerakiA T2 x4 k (MerakiObjects) ]
Vw7 LET,

7 Vw7 LTho, [FTD]> [+ Y T—% (Network) JE72IEZ[ASA]> [y FT—7% (Network) ]
7 Vv LET,

FT =2 NAEANTILET,
(X U= 47 =7 FOERL (Create a network object) ] AR L £7,

[l (Value) | EZ > a > T, H—DIPT7 RLUAEZILCIDRERL TEINLIY TRy T RLARAEZATL
ij‘o

EM (Add) 1227V w7 LET,
[Tl ERHELT ST RTOF AL ZAOBELEED S L E a— LB, L THOEROLEE 2 —fF
ICERLET,

Meraki *v b T —9 5 IL—TDERK

X NI =7 I N—TF1%, BEOFRy NT—2 ATV FERIZIP T FLATHR S E
j—O

Ty NI =T T N—T %3y NT—0F TV =7 FTHERT A HEE1E,. FEEO Ry hU—7
A7V =7 FOERK) OFIEEFEHLT, IP7 FLAZLI@BORy I —2 4TV =7 b
ZER L £,
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B orrepover v o bO—H 4TS s bERRRY FO— T L—TOEE

\)

GE¥) 7 7 v R Firewall Management Center 237 72 MMZT 70 A STV LA -

XY NI—IF T2 bERIEIIN—T %[ X—=VIHERT DL, A7V boar—n
([A72x% k (Objects) 1>[ZDHD FTD AT x4 k (Other FTD Objects) ]] ~=X—IZ
HEIIZEBMSEd, 7o, 2o b EETT,

ATy 1 EflOCDOF 47— a v "—T, [#72 x4 k (Objects) 1>[MerakiA 7> % b (MerakiObjects) ]
Vv LET,

ATvT2 %ﬁ Uy 7 LTHhmb, [FTD]>[#Y kT7—% (Network) 1F72I1Z[ASA]>[+Y kT—% (Network) ]
DODWThrEr U v 7 LET,

RATFYT3 ATV "HaEATILET,
ATv T4 [y NU—27 7 —TDVERL (Create a network group) ] Z8R L £ 97,

AT9TS [TV =7 FOEM (AddObject) 1227 Uy 7 L, VANNDLRY NU—I AT V=7 FERRIRL T,
[ER (Select) 127 Vw7 LET, BERITRXRTORXY NI —I 4T V=7 FEBIMT5HET, ZOHRE
IR LFET,

ATy 76 B (Add) 1227V v7 LET,
AT T 170 BT 25T TRTCOT A ZADBRELEEDOT L E2— LB, FELCOOEEOE T2 &
ICERLET,

Firepower %y FJ—90F Tz ) bFERIERY FT—0 T IL—TOiRE
AN

FE
4L

i

7 7 v REgMA Firewall Management Center 737 7> MZT 70 A STV LS -

0X—YDOFy NT—IFT V=l "B N—TITMATERX, ([P0 k

(Objects) 1>[ZDH#D FTD A TP x4 k (Other FTD Objects) 1] X—Y Dxbed 2 7 7 ¥
RHft5 Firewall Management Center %> NV —27 47 V=7 NELIF TN — SIS L E
‘ﬁ—o

WTNINDR—=VINb Ry NI =0 FT7 V=7 NEIIIITN—TZHRT 5 L. mlFo~—Y
MHEDF TV =7 MEIXTNV—TIFHIBRES N ET,

ATy 1 EAOCDOF v~ a =T, [T x4 kb (Objects) 1>[Meraki4A 7> % b (MerakiObjects) ]
7 Vw7 LET,

RATVT2 AT T4 NZERBET 4=V FEMEHLT, METL247 V=7 FERSTET,
ATV T3 WETLHAT V=7 MaBIRLET,

ATy T4 [FE (details) 131 > D [fate (edit) [ ARZ %y orLET,

. Cisco Defense Orchestrator T Meraki O &8



I Cisco Defense Orchestrator ()& A&
w2y ro—srIvzs resn—Tous ]

ATY 75 HEOFETHER LIZOLFELHET, XA T 07Ky 7 ZADHEERELET,
ATv 76 [fR1F (Save) 1227 U w7 LET,

ATw 71 CDO X, BEOKELZTHRY —%2FRLET, [#ER (Confirm) 1227 U7 LT, £7 Y= b
LEDEERZ T HRY —~DEBEEME L ET,

ARTYT8 fToTEEELET T RTOT NS ADHRELEEOT L E2— LB, FEL COOEBEOEEL &
R L ET,

BB IEER
« Meraki 7 /3 ZIZBAEM T SN2 A7 V=7 b (115 3—)
e Meraki ' —EAA 7V =7 FOEREZITRE (122 2—)
s REAAT Y =7 N ORBEORR
s WA T V=7 N OREDMRD

cEEr s

2y bI—=9A Ty FETIL—TOHIRK
7 7 v R Firewall Management Center 287 2 MIT 7B A STV LS -

DR—=VINHFy NT—=I 3TVl NEREFIITINAN—T%RHIBRTHE, [TV b
(Objects) 1> [Z DD FTD AT x4 k (Other FTD Objects) | X— Y NS EBET 5% v
N =472l NERIZTNA—=T0HBRENET, FOHLREREETT,

H—EX AT bk

JakarxrIidzy b

Ju bharAr7rver bME, FRABEEORWN TR hareL Hr—7a fhalezget—E X
F TV FO—FETYT, Ta hantd T r M ARl SRS E
7, CDO X, ASA 3 X " Firepower (FDM IZ X ZEH T34 A) HETINLDOAT V=
FNEFRL, TNBICHMBADZ 4% [Fahal) 2EHALET., 2070, b4
Va7 NEEHEICASITLZENTEET,

ICMPA T2z b

Internet Control Message Protocol (ICMP) 47 ¥ =7 R~iZ, ICMP 3 L N IPv6-ICMP A v & —
VEHAOY—EAFT =7 FTY, CDO X, ASA B LU Firepower (FTD) 2A v AR— RS
NIEEE T A ADRETINGDAT V=2 bai@iiL, ZADIZHADT 1 /L4 [ICMP]
EEMALET, OO, ZNbDOF TV MeffBICADITAZ ENTEET,

CDOZHEH LT, ASARENHICMP A7V =27 NOARTAEE LY, ICMPA 7Y =2 |
ZHIBRL7=Y TEF£9, CDO £ L T, Firepower a% & D ICMP 3 X N ICMPv6 47 ¥ = 7
k&R, EH. BIOHIBRTX £7,
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B Veakiv—Ex4 Ty FOfEEELILEE

\)

GE)  ICMPv6 7’11 F a /v DA, AWSITFHEDFIEDOEIREZ T R—F L THEFA, T3TD
ICMPv6 A v ¥ — % AT AL — L OHRBZYR— N EnET,

BEHL .
ATVl FOHIER (112 8—Y)

Meraki Y —EXA T FOERFE-ITHREE

Y—ERF TPz FOBE

Y=t 24T =7 ME, TCPAP 71 k)L & R— M Z24RET 5 A REZR 2 R —x v b
T7, CDOL. ZNHDFA TV v — 2477 M LTHELET, MXT /34
BT D &, CDO AT Y= FeT7ma ha)vEidAR— MEFHICER L 9, CDO 2
Meraki 7' &2 h 2V %47V b & LTS 5 HIEOFERIZ OV TIX, Meraki 7 /31 A
BEAHT N E 4727 b (1155—=Y) 2BBL TSN,

Y—EXRFTTTxY O

ATy T

ATy T2
ATFvT3
ATvT4

ATy TH

ATvT6

ATy 17
ATvT8

EMOCDOF 7 — a0 3—T, [#7¥ ¥ b+ (Objects) ]>[Meraki+ 7> x4 k (MerakiObijects) ]
7y LET,

7 Vw7 LTomb, [FTD]>[U—EX (Service) | £7-1% [ASA] > [H—E X (Service) 1%7 VU »
7 LET,

FT7V= M EMAEADLET,
[h—E A4 TV x2 hOVERL (Create a service object) | Z B L £ 7,

[F—E 2% A7 (Service Type) | KX %7 Vw7 L, 7 V=2 MaAET 572 2 /L zZERLE
T
KONTIINOT 7 arwFT LT, 7r havz#ilT 2E@®E A LET,
* TCP £721X UDP R— FDFRFED R — MEFEZ A LET,
« ICMP £ 721X ICMPV6 A v E—T % A T HEIRL T,
o (2O DY =22 A THBRLIELEIE, VA RRLTCPIP P —EA FT7 V=7 hD1 D%
BRLET,

GEAN (Add) 1227 Vv 7 LET,
ToERZ2ET ST RTDOT /A AD
BB L ET,

EEEDOT L Ea— LR, FHEL T OEBOER 2 — &

e
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y—ezsn—T5t57% |

HP—EXRTI—TEERT S

ATv T

ATy T2

ATy T3
RTv74
ATy TH
ATvT6

ATy 17

FEMOCDOFT B/ —r g "—T, [#7PxH kb (Objects) 1>[MerakiA 72 x4 k (MerakiObjects) ]
Vv LET,

7V w7 LThb, [FTD]>[H—EX (Service) | #7 V v LET,
G¥) Meraki |3 ASA ' —E X 7L —7%HR— N L TWERA,

FTTV= T N EBAEATLET,

[—E A7 N—TDVER (Create a service group) ] ZHR L £7,

[47 V=2 FOBM (AddObject) 1%27 Y v 7 L, A7 V=2 FEERLTHER (Select) 1522V v
THZETHMEOA TV 27 b2BIMLET, ZORT v TEBVIRLTEBICAT V=7 2B E
7

P—bE AL T2/ FEYP—EREDY —E R T N—T~DBINNET L5, B (Add) 127U v 7
LET,

ol EFEZLT ST RTOT AL AORELELDO T L E 2 — LB, L T OEROET 2 — %
WL £,

Y—ERA T ) bERIFH—ERTIL—TDHRE

ATy T

ATvT2
ATFvT3
ATvT4

ATy TH
ATvT6

ATy 71

EMDOCDOF 7 — a0 3—T, [#7¥ x4 b+ (Objects) ]>[Meraki+ 7> x4 k (MerakiObijects) ]
7V vy 7 LET,

F T2 N T ANE ) T LUTHRET DA T V2l VRO, ATV N T =T NTE TV =
AR L £,

M T [ Bdi0 17 B2V v LET

AIROFIETIER L72D LR UHIET, ¥4 7l Ry 7 A0EERE L ET,

[R1F (Save) 1227 U v 7 LET,

CDO 1, EHOFEEZ T HHRY —2Fr LET, [MR (Confirm) 1227 U v 27 LT, A7¥=7 b
EXEDRELZTHR) I —~DEREZEELET, ZNT, A7V =7 & Merakih U > —THEHT 2
YN TEE LT,

Tl EREATSTANTOT AL ZAORELEOT L E 2 — L RS, FHEL T EBROLETE 2 — %
WML ET,

ESPEAE
* Meraki 7 /3 ZZBEAN T BN A7 V=27 (115 =)
c KRIEMA 7Y =7 b ORBEDfRR
cHEAT T =7~ ORIE DR
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B s cxtovz0 rErys—ErIL—TokE

cEEr
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=9=
=% =R

TINAREY—ERDAVR—T 12T

FGATTNRARALEETNT A ADE T % CDO IZE A T T, T NT /S, RIT v
T — REINTMERT7 7 AL THY, CDO #fH L TERBLORETEE7,
EEAEDT A TT R ZAB LY —E AT, Secure Device Connector 73 CDO %7 /XA A F
FIE—E R R TE D Lo, A—T7 U 7 HTTPS S5 B L 72 ) 97,

SDC & #FD AT —H ADFEHIT DOV TIL, Secure Device Connector (SDC) (6 X—v) %
ZHLTLZEN,

TOEX, ROEBT v a s THERENTWET,
¢ Meraki MX @ Defense Orchestrator ~DF >R —F 1 > 7 (125 ~<—3)
« Defense Orchestrator ~® Meraki 7> 7 L— DA R—F 4> 7 (128 _X—3)
» Firepower O 2 7' A UIEHROER (130 =—)
« CDO 22 BT /31 A% HIBR (130 <—2)

Meraki MX @ Defense Orchestrator ~DA > R—F 4 >4

MX 7734 A%, Cisco Defense Orchestrator (CDO) & Meraki % v ¥ =R — ROl J7 THHET
X ¥, CDO I, HEDLEEA Meraki & v ¥ aB— RICBBELET, chicky, BEns
IR AN ERIITEB SN ET,

1R BHHIIZ
o EWHSH SR T XA A ~D Cisco Defense Orchestrator D% (7 X—3) MR L T2 X
Uy,

« CDO & Meraki Di@IEHE Q=) ZHERELTIEIN,

o« £9°, Meraki ¥ v > 2 7h— KT Meraki MX Z B &+ HMLENH Y £9, Meraki ¥ v =
R— R D7 77 AR e & HEIE Meraki 7 7 7 RIC & > TR S LT, 731 2
A UR—KRTBHEDDAPI b—7 U EAERTE TR A,
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FRAREF—EROFVvR—FT 125 |
B weraki APl x— 0t e S

«CDOE. AR MZEEFITFONTETRTOE Y NEPaicd s izl b, 57 CIDR
FLT7 497 AEFZOIPT RLALIPT FLAGKHA AL R A Ly MIEHR L
i‘é—o

e MerakiMX T3 A FE-IXIT L — rDA R —F 4 > 7 TiL. SecureDevice Connector
(SDC) ZJr L7zBfiIn e 720 £ Lz, § TIZA A — R, SDC & LT

CDO [Z#5#5% L T 5 Meraki MX 7734 ZRXWNWL O0dh 586, 75 ZZ2HIB L THD
F AR — FF 5, Firepower DHEfE 1 7 A AEROEHT L2 WERY | 2 OIS i
SHEBEL 97,

e MX T /34 A% CDO CTEFT A2 Meraki 7 7 ¥ NICEHR T A2 4E13H Y FH A, MX
TONA AN T 7 RICEERE LT Z ERN WS, T3 AOBRHIBEARGEE LTY A b
ENFET, THIFEFRRETHY, RY v —2FHTIHEESC DT A ZTHRY v—
ZIEBT ARERRIC 1T L FH A,

FIE

ARV RFEERETIVa Y B

AT T 1 | MerakiMX 7 /3A A% A R— K45 & &%, Meraki
APIF—Z T HVENRHY £9, ZOF—TH v
VadR— RERIEL, TN REZEIIAVHF—F
THIENTEET, [Meraki API F— DAL & HL
Bl 2ZBLTIEEN,

2TFw T2 |API F—%#H L T Meraki =314 A% CDO T4
R—FLET,

Meraki APl F+—®D & i & ENig

PAFOFNEIZHE- T, API T Z BRI LD CDO @ Meraki Z v 3 2R — R~DT 7 & A EHZ)
I LET,

1R BRI

Meraki MX @ Defense Orchestrator ~D 4 > R—F 1 7 (125 X—) ([ZBTHEEFELE ]
MR L ET,

AT 1 Meraki # v aRh—Rizu s/ A LET,

RATY T2 FEr—va LT, MO E (Organization Settings) | %27 U~ 27 LET,

ATY T3 [y aBR— KAPIT 7 A (Dashboard API Access) ] C. [Cisco Meraki% v ¥ = iR — RAPI~DT 7 & A
B2 5 (Enable access to the Cisco Meraki Dashboard API) | =42 L ¥4, oA T v a a4ty
IZL22WE | MX T3, 2% CDO WAV R—T 4 73 572D APL ¥ — 2 ERTE ¥ A,

ATy T4 [EEOLT (Save Changes) %27V v 7 LET,
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| F/4RES—ERDFUR—TF 1 20
00~ MX 734 20A vR—F [

ATw 75 Meraki ¥ v ¥ =2 h— KT, BEOHEBCHL2—Y 4%V 7 L, [¥A4 72774/ (MyProfile) ]
7 Vw7 LET,

ATYT6 API T 7 v A~y X —% RO T, [#H LWAPI F—0D4 K (Generate new APl key) |27V v 7 LE7,
ZOAPIF—%at—LET, MHTIHIERN TEXDLET, ~HRIZATIZHEVM T L2RBED LE
T, API X —ZB50 1 ARMCa e —t 2L AL, 28— L7 APl F—0B Kbt E T,

GE) TNA AT LB APT X — (31 DDA TT, FHLWF—Z A3, Meraki 7 /31 A%
BAVR—T 47 TEET,

RDEZRY

[CDO ~D MX T/, ZADF v R— K] ITHERE T,

CDO ~D MX 7/N\f ADFA iRk— F

WDOFENEZH A L T, Cisco Meraki T3 A&+ AR — R LET,

1R BHHIIZ
Meraki API ¥ — DAk & g (126 *—2°)

ATFTYT1 =2 a4 RUT, (Ao _UMV] &7V w7 LET,

ATy T2 %@@7"?%2“{5"/ 7 VUw7 L, [Merakil| ¥ A V&7V v 7 LET,

ATV T3 ZDOF A ANREET D Secure Device Connector (SDC) (6 2—) ZEIRLET, 5 7%/ hD SDC
DRRINET, HOD[EHE (Change) |V 7527 Vv 7 LTERERTEET,

ART9T4 a—LEAPI T 7 BAX—%M 0T ET, F—DBAREEEIIFXEL RWEA, T3 RAE 4 AR—
RCT&xFEHA, 8k (Connect) |27V v LET,

ATY TS Fay 7 Ao A=a—%H LT, ELW[## (Organization) | ZiEIR L 9, ARSI HfkO U =
MZE. CiscoMeraki &% > ¥ 2R — RMBEIGEI, T4 AT T L —EREERTWET, HHOT
YT U— FEBIRL, [EIR (Select) 127V v 7 LET,

AT T6 Fay7X o Aoa—5FERALT, ELW[*y hT7—27 (Network) | ZEIRLET, ARSI x
FT—27 DY A ML, Meraki % NV —7 L EEINET, BN (Select) 127 U v 7 LET,

ATy TT BBEIZSEU T, TSARAAL ARZEED T~V EZIBINTEET, BT, ZOTFTUVLTTFAALZADY A RET 4 )L
UL T TEET,

ATy 78 [#E1F (Continue) 122 VU v 2 LET, T/A RFA Y R—FT 4 7T rEATT, ETT5H&, CDOIZ
FoTH v _UNITIRVAA LY FERET,
E3PEdr
e Meraki 7> 7 L— bk

e Meraki 7> 7L — s ® CDO ~DF >R —F 4227 (129 =—3)
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FRAREF—EROFVvR—FT 125 |
. Defense Orchestrator ~0 Meraki 7> L — kDA v R—F 4 25

+ CDO & Meraki OB H1E (2 ~X—)
eMeraki 7 7 A2y pua—LR 1 Ir—

sMeraki 2y N =20 37 V=7 NERITFR Yy MU =7 T —TOERFEI3RHE (118
)

e Meraki ' —E 247V =7 b OVERR F 7213 HRE

- — (o] - NS
Defense Orchestrator ~® Meraki 7> J L — DA > 7h—
—™ ~ N
TA D
Meraki7 > 7' L— NI, B—OR ) O —CTHEEROGHTEZIExy N —27 2EHIT B0 D%
7= 715 T9, Meraki 7> 7 L — b X, Cisco Defense Orchestrator (CDO) & Meraki % v > =
AR—FOW G CTEHTEET, CDOIXRENDET % Meraki ¥ v =R — RIZEBHLET, &
W TCMeraki # > ¥ 2 h— K37 7 Lb— MIREEZLZEICER LET, 3>\ T, CDO
L Meraki Di@fE HiE Q2 ~—) 2L TLIFE I,

N\

GF) T 7L—bFECDOICHVA—T 47T HIF, £F Meraki ¥ v v ah— R TT7 7L —
F AR T DN H Y £, Meraki & v 2R — R~D7T 7 & AMERB 20 & fRk T
Meraki 7 7 7 RIC Ko TR ENT, T A A2 A R—T 4 T F572ODAPI h—2 %
ERTEETA, FEMIZOWVWTIL, Meraki ¥ v ¥ =R — K TC[## (Organization) 1>[RET
> 7FL— bt (Configuration Templates) 1 %27 U v 27 L, [E&ET 7 L — hafH L7I-HEHK
DFy NU—7 OEFER] 2SR L TIEI,

Meraki 7> L — F DA R —F 4 72, RO 3 OOFIENMLETT,

RATYT1 Meraki # v ¥ aR— RTT 7 L—bhxy hT—7 2R LET, FEMIZONTIX,  [Meraki Templates
Best Practices] ZZM L T 7230,

RTF w72 Meraki API ¥ — DAL & BfE:, Meraki 7> 7L — "2 F o AR —F 0 745 & X3, Meraki API ¥ — %/
KT DMENRHY ET, ZOF—TH v alR—FRE2RFEL, TNXARAELRIIA LV R—T 47 T5Z
EMTEET,

ATw 73 Meraki 7> 7' L— k@D CDO ~DA LV R—F 4 7,

Meraki APl 3+—® & [l & BN 15

PLTFOFIEIZHE-> T, APL T 7 B A2 L% CDO @ Meraki % v 3 adh— R~DT 7 & 2% HE)
Al =3
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| FR1REY—ERDAVR—F 12T
Meraki 7> 7 L— k@ €00 ~DA o R—F 1 >4 [

ATFYv 1 Meraki # v aR—FRicae 74 LET,
RTY T2 FEF—va LT, MO E (Organization Settings) %27 U v 7 LET >,
ATY T3 [ v adR— KAPIT 7 A (Dashboard API Access) ] C. [Cisco Meraki% » ¥ = /R — RAPI~DT 7 & A

ZHNZF 5 (Enable access to the Cisco Meraki Dashboard API) | &4 I LET, ZOF T arwdy
L& MX T/, 2% CDO AV R—TFT 4 75 5720 D APl F— % E TE £ A,

ATy T4 [EEOLETF (Save Changes) 127V v 7 LET,

RATY 5 Meraki ¥ v ¥ =R — KT, BEOAELBIHLI2—V—4%227 ) v 7 L, [¥A4 72771/l (MyProfile) ]
27 )y 7 LET,

ATYT6 API TV A~y Z—% 1o T, [#H LWAPL F—0D4L (Generate new APLkey) 127 UV v 7 LET,
ZOAPIF—%abt—LFE7T, HHTIEFEN TXHET, ARV T2 L2880 LE
T, APILXF—%U D 1282 —x 2L 5 L, 28— L7z API F—0 Kb E T,
GE) T L= T EITHMER AP X —L 1 DOHKTT, TV T b— NOFL LV R—T 1 7ITH
LWF—Z2ERTHIMELIH Y A,

Meraki 7> 7 L— +®D CDO ~DA ViR—T 4 2 J

DLTOFENEZHES T, Meraki 7> 7P L— haF v R—F 4 7 LET,

2T YT FEF s a A EO TN b AT v L. fanT s xrks s B Es v s L
5. [Cisco MerakilZ#ft] 27 UV v 7 LET,

RFvTF2 AL APLT /¥ A% — 20 (T T, F—BREREAELS RVSA, 750 2% 4 R
RCTExEHA, [##H (Connect) 127V v 7 LET,

AT T3 Feyvr¥yry A=a—%H LT, 77— & LT abOrganization 238K L F9, Ak I 71
MDY A ME, Meraki ¥ > v ah— RO EGIN, XM RAET T L—IREERLTHET, BIHO
T —EBRL, ER]EZ7 Y v 7 LET,

ATy T8 VEIZELUT, T AZEEDOTSVEBMNTEET, T, ZOTFXUVTT A ADI A NET 4L
2T TEET,

AT w75 [#:4T (Continue) %27V v/ LET, T4 RIA LV R—F 47 FakvxTT, £735L. CDO I
KXoT[AH oMWV EAS V7 bEaNET, 707 L — MR CDO RSB &L [f X Y
(Inventory) [X—UIZT 7 L— MIBEM T HNT=T A ADARINFRREN, [T 354 ZADOFEA (Device
Details) ]V 4 > RUIZIZT 7 L— ML v RENTeRy N =7 OEBERRINET,

R E R
« CDO & Meraki OI@{EH1E (2 =—)

eMeraki 7 7 A=z ha— /LR Y v—
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FRAREF—EROFVvR—FT 125 |
B Firepower Dtz8E0 5 1 L tEHROER

s Meraki 7 /N AZBHEfT T b A7 V=27 b (115 ~—2)

sMeraki 2 N =27 37 V=7 NEZIZFR Yy MU =7 7T —TOEREZI3RE (118
)

e Meraki ' —E A2 A7V = 7 NOVERRE T-I3HRE

» Meraki MX @ Defense Orchestrator ~D 4 ' R—F (7

Firepower D#E#H O 1 IEEHROEF

Meraki & > ¥ 2R — R HH LW APL F— %2 4T 58615, CDO THin 71 U EHE T
FT20ERHY T, HrLnF—24MT 252DV TiE, Meraki API - — DA R% & Bufs
(126 ~—2) ZZHLTLLEEW, CDOTIL, 73 A AKROHEERin 7 A VIEHE BT 5
ZEETEEEA, MBS UT, Meraki ¥ v v o — RTAPIF—%2 FEICHHG T £,

0 A U ERA TS L CEEA2 BT A121%. CDOUI T APL % —4 FE) CH T 2 LB
HYET,

)

GE)  CDOMNT A ADRIITIE LIZHE. CDO DA T — % A [#Hsh7e 0 74 1% (Invalid
Credentials) | & RREINDZENH YV ET, TOHEIX, APIXF—ZMH L X5 & L7z AlgEMk
Nd 0 £, TR L7Z Meraki MX @D API F—NIE LW Z & 2R L £,

WDOFNEZMHH LT, Meraki MX T34 201 7 A EREFH L EI,

ATY TN FEF =2 g 3T, [T AL P —E R (Devices & Services) | %7 U v 7 LET,
AT9 T2 [T4 A (Device) | #7 %27V w7 LTHE, [Merakil ¥ 7% 27V v 7 LET,
RTv T3 HEfn 7 A AEREEHT 5 Meraki MX Z IR L £ 77,

AT T84 [T/34 AT 27 3 (Device Actions) ] XA > T, [2 7 A HEROEH (Update Credentials) 1 %27 U »
7 LET,

RAT9TE CDOVTNA AT A T HOIEMRT 5 APIF—%2 AL, [EH (Update) 1522V v 7 LET,
ZDOAPIF—IT., BEINTWARWVWEY . MerakiMX DAY R— RIZBEHALEZO LRI 7 A AERTT,
INBDOEFEEZTNA AZERETAIVNEETHD A,

CDO » 5 T /34 R ZEHIf&

CDO 6T, ZAZHIRd BI12i%, OFEZFEH L E9,

ATy 7T1 CDOWCn A LET,
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| FR1REY—ERDAVR—F 12T
coom 734 228K |

AT T2 [4 U (Inventory) ] X—TIZBEILE7,
ATV T3 HIRT 2T NA AE DT, TOT A ADITTTNA A% TF =y 7 LTRRLET,
ATw T4 HFRNCHD [T/8 AT 7 23 (Device Actions) | 73%/V T, [HIER (Remove) ] # IR L ¥4,

ATY TS Tur7 IREREINED, [OK] 2R LT, BIR LT A AOHIBREZHERLET, [Fr L
(Cancel) 1##IRLTC, TA A& A R—RLEEFICLET,
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B coonss s zzmr
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i

7o k

F7V 2 MI1OUEOEF 2T 4R —THATEDFROa T T, A7V =
7 MR L, R —O—BMEAMRICHF TS Ed, B3 7Y =7 FafElk L,
RPDRV =M LT, A7V beEESTDHLE, TOERENAT V=7 FEEHTS
TRTORY = INET, A7 V=7 FEEALRWESIE, R CAERLNERT
TORY =2 fRICEE T HLENH Y £7,

TNRAAEF LV R—=RKTDHE, CDOFZEDT NAATHAINDGTRTOLT V=7 FEFE
WMLUTEHRIFL, (A7 Y =2 b (Objects) ] X—TIZVARLET, [A7 Y= F (Objects) |
R=Unb, BFOAT7 V27 NemELTEY, BX=2 VT 4RV —THEMATIIH LA T
Yl NEERR LT TX ET,

CDO X, DT A ATHEHEINDI AT V=7 NeRBEA T H FEFD, A7 V=7
L (Objects) ] =T TZDONRy Y B TENLZ#AIL £,

HHEAT V27 ML AO TRE) 25 EEZ L, BEORY —F13T57 31 A [ETxnse
WCHEH SN RDGEERHY £,

cEBEA TSz FEIL, RIUT AR EICH D, LENTIRALZMEIZFCTHD2200
DA TVl FTT, @, BELEAT7 V27 MIFECHMZRZL, S EIFARKRY
ko THERAESNET, BEETAS T V=7 MI. ZOMEOT A = B THAIIE
nEJ,

AREEA Tz bLiL 220U EOT AL A RIZH D, ARNZE CIEAMEIZR R D47
P/ bTY, =P —F, SEIERREOPT, MLARIERNEDOFT V=2 Mk
T HZERHYET, ZNHDOFT Y= FOERRFFR ORI DI THAIZ R R D E
270, REENELET, AEEF TVl MI, ZOMBEOT A 2 BTSN
£,

cRERA T ML, TS AERICHFET L2000, JlOA7T V27 b, TR
A2 K~ NATL—Z L5 TEREINTW WA T V=7 N T, REAA T2 M.

COREOT A 2 U CHEBISET,

= LRRY o —TT IFHT B DOF T 27 FEERTAZELTEES, L—AR
RY —ICBEf T A7 V27 FEERTEET, BEMfTFONR TRV E T V=7 b E
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7oz |

N—VETFIARY =TT 5 &, CDO TIEEOa =3 Ef S, £Oa b =S
nEJ,

(A7 =2 I (Objects) | A==—IIBETLIN, Xy M= R P —DFMITAHT V=7
FAERTRTHILIZEY, CDOCL-THEHINTWSA T V=7 FEFIRTEET,

CDO ZfEAT 5L, PR—=FENTWVAET RS AREDORY NT—=IF T V=27 &P —E
AFT V2l b 1l ODOGFFNGEBTEET, CDO #fiHT 5L, KOFETHT V=V

M EHTEET,
s SEEERFMEIEASNT, TRTCOAT V=l NEHRBL ATV F 74V H LE
K

T NAALOFEME, KEH, BLXOREEGOA T V=7 FERHST T, TNHOFT V=
7 FORBEERE, HIBR, FIEMBRLET,

c BETT N TN RN T V=27 FERDT T, ZROPREH THIITHIERL £,
« TNA AETHIBOIFG AT V=7 FEBELE T,

.

EBE =y AT, AT V= b AOEEREDRY — T AL B
2T L E T

e —HDA TVl FEENLDOERE, SEIFERRY =TS ATHELET,

« FA AN CDO 2 AV R— RERH, T4 AL THASN TS AT V=2 b
Xy 7Fy LET,

FUR— RENET AL ZPSDOAT V=7 FOMEK, M, F3FAR Y CRIESRAE L
7-%8& 1%, CiscoDefense Orchestrator D b7 7 /vy 2 —TF 4 7 (2003—) &R L TL 2
0,
ATV b (135 3—)
e Fy NU—7 ATV kb (145 %—)
e —ERATV=s kN (153 3—)
kX2 VT ANY—FH (156 X—)
e Meraki 7> 7 L— k(158 X—2)
 BEHOHmARY | W, Ty, BLOERH (158 X—)
c TATOT A ZABEDFTHIY (160 ~—2)
TRTCOTNA ADRELEDOT L Ea— LRI (161 =—)
EEDTFSNA ZA~DER (162 <2—)
TN ABREO—FERE (163 <X—)
s AT Va— I AEERR (163 X—)
« REEHLOMRE (166 ~—)
« BHEOMH (167 ~—)
e TNRAADT T MA TN REFE (168 ~<—2)
« Defense Orchestrator & 7 /XA AOFRE LR 25 (168 L—2)
s HAERH (169 ~—)

.
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il |

s TNAANLDT 7 NAT N REEOHENZ25Z T AL (169 ~X—7)
o RIEDFE OfFER (171 ~2—)
e TNARABEFEDOR—Y T DR 22— (172 ~2—)

7oz b

F7T =l NI 1L EOEF2 YT 4R —THATCELFEROA LTI T, A7V
7 belT L. R —O—BEAMRICHERF CE 3, H—0F7 V=2 FafERL,
ROV —%EALT, A7 V=7 heLETLE ZOEENRLTT V=2 M+
TRTORY = INET, A7V =7 FEEALARWESIE, R CAERLER TN
TORY =% FHINCER T LMERH Y £7,

TNRA A R—RT5HE, CDOIXEDT RAATHERAINDGTRXTOLT V=7 NER
HLUTHRIEL, (7Y =2 b (Objects) 1 X—PIZUAMLET, [A7 V=7 b (Objects) ]
R=Uhb, BBFEOA 7Vl NefRELED, EXa2 VT 4R —THEAT I HLWA T
V7 MNEfERR LT TEET,

CDO /L, EE DT NA A THEHIND ATV =) VARFATO ) FEFFO, A7V =7
K (Objects) | =Y TZDONy Y B TENL ZHI L £,

ATy ML TRE) 25 &2 L, #HEORY —F 13734 A Txe
W INRL RDGEER™H Y F5,

cEBEA TSI FLIE. RILT AR EICH D, LENTEARZIMEIZFCTHD 220 E
DA T2l FTT, @H., BELEA T Y27 MIECHMZRZL, SEIFEFARKRY
—llkoTHEHRESNET, BEETAHE TV M, ZOMEOT A 2 B TR
nE9,

CABEF TV FEF, 220U EOT A A RICZH D, 4ENEE CEMEITIR 2D 4T
YVl hTT, 22—V —F, SEIERFREOF T, FLARIENROA TV =7 M EAE
KT D2 ENHVET, ZNOEDOF TV =7 bOEREFHOREIC >N THAEIZR 2 5 E
W20 REANELET, REAA TV x7 M. ZORMEOT A a0 & THBSH
S

cRERAA TV M. T3, AMERITFET 200, BlOFT V=7 b, TR
A M, NATL—UIZ L o TEBRENTWARWAT V=7 FTY, RMEAA 7 =2 M,

ZOMEOT A av L THBIESET,

=R =TT AT 272004 TV =27 VEERTAZZ L TEET, L—LR
RN —ICEEM T 2 NF T V27 FERERTEET, BEMTFORTW WA T Vs e
J—VETIIRY —THFEHAT D L, CDO TIEZFDa ™ —MER S, 03 B —23MEH &
nEJ,

[A7 =7 & (Objects) | A==a2—IZBENT D, Fv hT—I R —OFMTAHT V=7
FERRTHILIZED, CDOILL-TEHEINTWELF T V2 MeRRTEET,
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B ss510c:0¢

CDO #f{HAT 2L, VR—FEINTWET A ABEKOR Y NT—IFT V= FEh—t
AF T2l b 1l OOGHINLEBTEET, CDOZHHTHE, ROFIETAHT V=

FEEHTE LT,
c SEIFERBMEICESNT, TRTOF TV VEREBELTA T V=V b7 4V H2 LE
‘j‘o

« T ALOERE, KEM, BLIOREGOAT V=27 FERSIT T, ZhbDAT V=
7 N OMEERA, HIFR, 23R LET,

BEMT O TV RNAT V=2 RO T, TROBRMHATHIUTHIRL £

« TNA A THMOIE AT V=7 PERELET,

cEFEAI Y FTDHREIC, ATV bAOEFERSHORY — L TR, AZH 2 D%
BRRHE L £

—HOAT V=T P ENOLORMRE, SEIERKRY T A ATHEBLET,

« TA AW CDO LA Y IR— RENTMh, THAA AL THAEN T DA TV =7 b
XY 7 F vy LET,

F U R—=RENTZT AL ANLDOAT V=7 OB, . 35 AR) CRENFEA L
7-35E 1%, CiscoDefense Orchestrator O k7 7 /vy o —F 7 200_—) &ML L2
éb‘o

£FFTO U b

Cisco Defense Orchestrator (CDO) Tk, B OT A 2 FORICA4RTIER CHNBROAS TV = 7
NedBAT O FENORET, FEAT V2 MIZDOT A a2 THEHIESNET,

)

X, (A7 Y =2 b (Objects) |N—VICERRrSnET, WHEAFTV =7 NEERHTD L
I DT CAT V2l hEERTE, TOEENREDOAT V=7 NeEHTAMMOTXTORY
AT L, R U OMRNESIZRVET, EAT V=7 FEEHLRWEGS
X, FICEERLERTXTORY —%2@INZERTTL20EN DY £7°,

WHAT V27 hEFETLHHE. CDO TEAT V=7 hONENAT V=2 b T —TZ
FranEd, £HEAT V27 FONEIZES7ZLFLTY, CDO TlE, A7 V=7 hOHE
FoOREE SN, 20 77y Meahz] B o —055 1 SR RINET, FEfSA
CCIE, Ry U= BEENEMARY A NMZT Ty MEERTEY, LEiftE A7V =7 MZ
EREEEM T O TN LIZEE L TLEEN,
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A7

+7vxs rot—n—54¢ |

Objects Displaying 100 of 163 objects ATL‘TMG"NT
: Object Type Network Group
Q, Search for objects by name, IP, or @ Compare + Create Object
Al L=oF=VWrc v A NELWOIK \aroup L 4
ATL-SS-BUDC 2 @ Network Group ® SHARED
ATL-TMG-INT [ 3] & Network Group Ne L
OBJECT REFERENCE TYPE 130.131.230. 149
L+ 130.131.230.150
ATLFTMGPO1 Network Object/
ATLFTMGPO2 Network Object Relationships
ATLADDSPO1 ® & Network Object & lockseol )
& locksco3
ATLADDSPO2 o © Network Object e ®
& locksco_1_1 T3]
ATLADDSPO3 [ 3] © Network Object
ATLADDSPO4 (3] © Network Object
ATLARCHPO1 [3] & Network Object

H DA —IN—54 K

FTV=2) DA —=N=F4 FefillT5L, HEDT A A LOIARY NV—IF TV =
7 bW A—"—=F 4 FTEET, CDO &, A—"—=T A FatlifT 5L EIHELLT
NAZZHIET DAL LES, ZNoDFT V= r ME, 4FNIE CTHED R 588D
TAA A LRIZHY FF7, CDOE, ZNHDERA—"—=F A P& LTBEMSH72Z0 T,
TNOLEREEA T L LTGRIILEE A,

WFEANEDT R RTENRERERE LA T V27 bERMER LT, BADERELEL
FTHVEDT A ZZHONT, A—=R"—=TF 4 FEEALTAH TV =7 NI HEFENEZ R
ETEFET, Fl2, TRTOT RS RAH L TCA—NN—TF A RTDIVENHDLA TV b
ERR L, 2OF 77 MR LTTRTOT AL RCHATH2H—ORY o —2{EfkT 5
ZEHTEFET, ATV P A—AR—=F 4 T, TS AR THEATLZ2HERY >—D
INSTey bEER L, Hx OFT AL AOLBEIE U TR V—2EHFTEF7,

T2, HEAT A RZT Y B —R—=3H Y, TV HP—N—FT = Fprint-server
EERLTWAL YT U AEEZEZXTHEL L S, ACLIZIZ, 7V ¥ —nN—DAf v Z—F v b
DT IR RAEHET HN—NVERELTCNET, TV == FT V= MIE, A
TAAZELICERTELT 74NV MERHY 3, TNETIICIE, A7 V=7 hOA—/3—
FA FEFEHL, T XTOHFTTAL—L L Tprinter-server] 47 Y =7 hO—EMAHERFL
T EIXRRL5E60H0 £7) .
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B sstvonntiszor

Editing Shared Network Object X

Object Name * Devices Usage
print-server &= 2 Devices - @ 0 Rule Sets =

Description

printer server object

Default Value v

eq 126.0.1.0 = ASAv-99-18 - ¥
QOverride Values v
Enter a value to add it
Value Devices
126.0.2.4 & Pasadena-ftd-730-516-... = PR
126.0.1.6 & BGL_FTD_7.3 P
126.0.1.9 & connected_fmc S AT

Cancel @
Q%

GE  —HBMORWAT Y=l MRHLGEIE. A== FEHEHLTENLZ 1D FT
V7 MIHAETEEY, FMICO VTR, AEEAT V=7 POREEZRT S (206 ~—
V) LTSN,

BEEMITDHENATo o b

N—RRY =TT T D200 TV =7 FEERTEETHN, L—LLRY o—
WREAM T 2nA T V=7 FEERT 22 b TEET, BHEffiFohTniantro=2 K
BEL—VEFIRY) —CHEHATH L. CDO TIEF D a B —0NER S, £ 0 B —EH
ENFET, BEMTONTWARNWTEDOA TV =7 ME, KEDOA T F oAV a 7 THIR S
L0y, 22— —HIRT S E T, EHTER —#EOAT U =r ALY £,

BEAF T LTV RN A T Vs MIoE—L LTCDOIZEY, A7 Y7 NMIBEEAMT S
NI — NV E TR Y =585 THIBR SN AICT R COREN LDV E S IC L E
7

BT O TWRNWA T V=7 hEFRTDHIZIE, [F7 =7 & (Objects) 14 7 DLEMD
RANZHD Y 27 ) w7 L, [BEAMIT72 L (Unassociated) | T = 7Ry 7 A% AL
£7,
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alualn

cisco

D m

@

Defense Orchestrator

Hide Menu

Dashboard

Inventory

Policies

Objects

36
[ Q. | Search for objects by nam:

@

Objects

G

@ %

& R I

VPN

Analytics

Change Log

Jobs

Tools & Services

Settings

AT FDOEEE

Filter I

= Filter by Device

D Show System-Defined Objects

@ lIssues [ 26 2%
(0 Unused [ 13 ]
() Duplicate [ 18 ]

() Inconsistent
(h Shared Objects v

() Default Values
D Override Values
() Additional Values

O Unassociated Objects v

Unassociated

a§)

Object Type v

(O Network
() Protocol

~ o

+7vz0 rons [

ATy 71 MO CDO T e —2 a3 =T, [£7T=Z bk (Objects) %27 Vw7 LT, A7 va &R LE

j—o

ATVT2 X=VOAT V=27 NETANVFRBR LT, Wi T 2477 MeROTET,

AT T3 [t (Compare) ]

M Compare

WA a7y LET,

RTFYTE WkTAF TV MR RIODECTHRIRLET,
ATy TE WAID FEHICA T V=7 W THFERTLET,

(AT FDOFEM (ObjectDetails) %A MAA_R—D EFORMEZZ ) v 7 LT, FrtH47 V=
7 NEERIZ R L £,

o [FEAl (Details) ] v 7 A L [B96% (Relationships) 7R v 7 A& BT 2070 7272 AT, #RTDH1E
WMAERELET,
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7oz |

ATwT6 (A7 ar) [BFE (Relationships) 1R > 7 A2k, A7 V=7 "o TENERENET, 47V
T MET AL AEIERY —IZBEEMA T LN TWAGEERB Y T, F7 V=7 RT3, RZBES
FTONTWBEARITE., T ALET Y v 7 LTS koK (View Configuration) [ %7 U v 7 L
T, TS, AR ZFRTE £, CDOIZT A ZADWR T 7 A NVEFERL, TOFT V=7 bOxT
M) ZANATA4 NLET,

TJ4IL3

[1 >~ FU (Inventory) |"—T &[4 7Y =2 kb (Objects) |"—VDOXEIERT 4 V¥
EEHALT, LTWAT AL ABIOA T V=7 VERDTDHZENTEET,

T A NVHERBRT B2, [T/ ALY —E A (Devices and Services) | Z 7, [R U —
(Policies) 1% 7, BXW[A 7Y =27 k (Object) X T DEMDA L TY 27 ) w7 LE
D

AR N T YNBETIE, TRARZA T N—Ry=T YT N 2T ONR—T 3,
Snort X— 3V, BREAT—HF A, HERUIREE, BiA M. Secure Device Connector, 3 X U'7
ST T A NFBTCEET, 74N FEHEHA LT, BRLET A RAZAL T DX THOT N
ARERDTHIENTEET, 74NV ZEFHL T, BIRLET A AZA T DR TRNOT
NARERDTFHZENTEET,

FT 2 VT NBEHEHT DL TR, AT A A TV b BT O
PNWA TVl b, BEXOAT V2l NI T TT 4 VAU TEET, RISV AT LA T
Vx NeEFOLNEIDERINTEE T, MB7 4 — VL REH LT, FEDOAFI, IPT R
VA, IR —FEEEEL T A NVAERNOF TV 27 NERBETDHI L TEET,

TIAREFT V=0 b a7 4 VAT 256, MR MAGDE T, BET Rz R
DT BT DN DIPDOEAE R RREIE 2B T 5 Z B TEET,

woFIcix, TRE EHIN TS, £2d, RER) Bbor47 V=7~ o, B0
EEEHSILFELF T2 b, o, BEOEA T (v FT—2, £721F. —ER) O 7
x| THEIEOIRAT V2V FEBRRT LI 4N EASNET,

. Cisco Defense Orchestrator T Meraki O &8



| #92zo+

riter

Filter by Device
Show System-Defined Objects

a Unused

Duplicate
a Inconsistent

(5  Shared Objects
Default Values
Owverride Values
3 Additional Values

Unassociated

Metwork
Protocol
Service
ICMP
Time Range
URL
Application Filter

Securitv Fone

IOV LT 4B

70z r7405 |

T4 N BT BT, [A 72 b (Object) | X T DEMO~NA T %2 v LE

D

[TRTOAT V=7 b (AllObjects) |- Z D7 4 V&L, CDO A R—F 7 LIz
TRTOT A, ANBEHAAER TR TOA T V=7 et LEd, o7 v 213,
TRTCOA TV baSBT LD, FREFRBOMBEE LT, ST 7 o

VA BRT DI b E9,

o [HfH AT Y=/~ (Shared Objects) |- 2DV A w7 7 4 VF X, BEOT A ATHE
INTVDHZENCDO L > THRIHENTZTXTOF T V=V haRRLET,

S [TNNAARTEDAT Y7+ (ObjectsByDevice) |-HFEDT /34 A Z@® IR LT, @I L

71—:.7;‘/\‘/( x(ﬁoyﬁ;)’)fl?]—7f/l7 }\%2%%(% ij—o
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7oz |

B oc-vronssmess

VT TANT-BAL T 4V ZRITIE, BIRE S SRV IADTZDICEATE 277 L
ZRHVET, IOV T T4 NRE ATV NEAT (Fy NT—7 —ERX 7
7k d) ([ZHERSWTHET,

ZDTANIN=TRIRSNIZ T 4 NV ZE, UFORMMZ BT 47 V=7 FeiRLET,

RODTNAADWTINNCSH LA TV =7 b (T3 A TT 4 VX ULEL (Filterby Device) |
IV LTCT AN, AZEELET) . BLO

F—BEORWNAT Vs b, BEG
*RYRT—H AT V2 MELEF—ERAT V2 b, BEV
*AT Vs hOMABRNC [TL—TF) L0 HEREENTNETT V2 |,

[VAT LAT Yz FOZFR (Show System Objects) | AU N2> TWDHT=®H, FERIZITY
ATFLFT V2l Nea—P—ERLI TV FOWMGREENET,

DRATLETOLY FORERT 4 ILAE

—EROT A RZIE, e —E2ARICHFRIER SN T V=7 MRbHV T, b
DYAT ATV =7 MIBRCER SN TEY, v— AR Y o —THHTE %0 TEHT
T, ATV 2V b T —TNIEL DV AT LF T 27 "N EGENLIHEAELHY ET, VA
TAFT V2l MIREFLIFHIRTEERA,

[VAT LAT Y=V h%&FR (ShowSystemObjects) [1L7T 74/ N T A7) T, 7V =
I NT =T WV AT AT T V2l VeRRTDHITIE, 74 NVENRN=T[VATLAF TV =
k% #~ (ShowSystemObjects) |Z#F N LET, ATV xV NT—T N TYRATLAF TV
7 NIRRT DI, T ANAN=T[VAT LA TP =7 h%&FKax (ShowSystemObjects) ]
EATDEFIZLET,

VAT AT TV 2l FEIEERICTDHE, ENHIEIRRBB IO T 4 VA UBEORERIZE TN
KIBRVET, VAT LA T V27 "aFrtde, TNHIFEAT V27 FORELE 7 4 L2 AL
FOMRICEENET,

FITDTV T4 BERET D

ATvT1

ATy T2

ATvT3

T BRI THRELCTANEZ Y T TEET, T4NEZ ) TTEH 073 RE0IE
. PHRINDDERIID L0 £5,

EROCDOF S —a /=T, [A7 =7 b (Objects) |7 Vv 7 LT, A7 arz&RLE

R FHOTANET A2 X527 LT, ZANERNRAEZHREET, 77 MRS T
BRIL SN2V E DI, Fov I fMEDOT4NEZOF =y 7B LET, SHIT, BT 4 —V FER T,
BT 4=V FICAIENT-WREEOH DT A FE2HIBRL T,

FEREFFEDT NA A TR b DITRE LT2WIEE
[T/NA RTT 4 LR (Filter By Device) 1 %7 U v 7 LET,
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ATvT4

ATy TH
ATvT6

ATy 71

ATvT8

ATvT9
ATv 710

T4 na8EN TS 2EBNT 55 ]

2. TRTDFTNARAEBRBTDEN, TRAAEZ TR 7V w7 LTHEDTEBEDT A ZADLZ ML
iﬁ—o

3. TUNAFCEDDTNRAADF = VR 7 AT AT LET,
4, [OK] %7V v7 LET,

RBAEFNC VAT DA TV 27 NeEODLITE, [VAT LA T V=7 F%&FKR (Show System Objects) |
EAATLET, MEBEMRCUAT LA TV =7 VAT 212, (VAT LA TV =7 M2FERR (Show
System Objects) | &4 712 L £,

[HRE (ssues) | T, ZANZ IV TTH5FT V=2 FOMBOF =y 7 Ry 7 A A LEd, B
OREE A CTEE, A LT T T DO TV 27 SR T 4 VEERICEENE T,

MRS > TN EHF I L > TEH SN AT V27 b ERRT 551X, [ (Ignored) ] DA
Fxv I LET,

2O EDTARA R TG EINDA TV 27 b T 4 NE ) T HGEIE, A4 7Y =2 b (Shared
Objects) | THRERT 4 VX A N LET,
*[7 74V MA (DefaultValues) |: 7 7 4/ MEORZFFOAT V=7 N7 4V Z ) T LET,

o [A—/N—=T A FfE (Override Values) |: A ——T7 A RENTfHEEZFFOF TV =7 VT 405
Y7 LET,

s GEMOfE (Additional Values) | : IBMOEZFFSA TV =7 Va7 4NV 2 ) 7 LET,

N—VE IR Y —DO—E TN A T V=7 b7 VX ) 7T H85AF, BT L
(Unassociated) ] ZA4 1 LET,

TANEZN U TFTH (A7 =2 hZ A7 (Object Types) | A I LET,

FTV 7 NPT RV A, 73R — NEFZ 47T =2 & (Objects) [#R~7 ¢ —/L RIZiBML
T, TANE Y T INTREROF D ORBRIC KT H24T7 V=7 bVEROTHZEHTEET,

TAIVFEENS TNA RERNT BI5E

TNARE T 4 NVE ) 7 HEEITEINT S & fERICIIT A A LA T V=7 MIEREN
FTN, TNOEDFT V=7 hEDOT AL 2 EDORITFRTRENET A, 728 21E. ObjectA
DS ASAL & ASA2 DRI CHEINTWBELE, 7 V=7 " a7 V& U7 L TASAL ED
HHEA TV NEm#ETH L, ObjectAlT o0 £9725, [BIFE (Relationships) ]34 1Z
X, A7V R ASALIZH D Z EETRFRINET,

F 7V MREET DT RTOT AN, AR RT HITIE, RBESFETT A A EfRE LW
TLIEESW, MOFHETT7 42 ) 7 L, BEIDL U THREBESELZEMLES, CDO Ak
BT H4T7 V= NEBIR L, [BIf% (Relationships) | XA »ZH~NET, £OFT =7 b
BT 23T _XRTOT A ALRY —RNEREINET,
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+I0zok |
B 7oo:0 romaoms

FI72x0 FDERDER

KA, HE, AEAGOFT V=) NERRT 2 FEO101E, TR b E2 8T 52 LT,
ATVl NRREHAT Y 27 OO, EEAT V=7 ORBEORR, TR
BOEA TV NOMBEEIBRT 5 ThoTh, TORBICIIEYARIANSH D LWL, &
TVl NOMBEERMBROEFICTHZ LZBRTIGELHY £7, fRkOHHEER T,
INOOEBBEINTAT V=7 Nk T 2 2 ENUBIRLIGAENHY £T, A7 V=7 b
DORMEERTT D EXIZCDO TR ENAT V=7 NEaRRLARWED, BHINA4T
P2l MDFTV 2 NI ARET 4 NE ) T L, fERICESODTHEIET D2 VENRH Y F
D

AT T1 EMflDOCDO e —v g =T, [A7 V=2 bk (Objects) 1227 Vv LT, A7 v arz@RLE
—éﬂo

RTFVT2 ATV NT 4 H,

ATV T3 [TV =7 b (Object) | 7—FNT, BREMBRSTH4 TV 2/ M T RTERRLES, —EIZ1HODF
TV NOERERRTEET,

AT T8 FEMASA T [BEEOMERR (Unignore) 1427 U v LET,
RT9 TS BEREMELET, ZNT, A7 V=7 hEMETZ A VZ )75 8, DEEERSA TV AT V=
7 ERRONBHIET T,

FI7oxy DI

1 2OOFT V=2l FEFITEBROA T VP27 FEHIFRTE 9,

1204729 FOHIEK
A\

FE 7 7 v R Firewall Management Center 287 2 MIT 70 A STV AHEHE -

=Y DOFy NI—I 4TVl "I N—FITMZA AR, ([P0 b
(Objects) 1> [ZFDMD FTD AT 45 + (Other FTD Objects) 1] X—Y D% 5 7 7w
RH2HAA Firewall Management Center %> bV —27 47V =7 N EIITNV—F I ENF

j—O

WITNNDOR—= MRy NI =T 4TV hERIEI T NV—TZHIRT 5 &, liFo—
NOFDOLF T2l FEFEIITNA—TITHIBRESNET,

ATYF1 EMOCDO FEF—2 g 3—T, [£7 V=2 b (Objects) | Z#INL T, A7V 3 Z@RLET,
RT9T2 ATV VT ANZERRT 4=V REFBHALT, BIRT 247 V=7 haROT, TREERLET,

AT w73 [BFE (Relationships) 134 > ZERLET, A7 V=27 BRIV —F3AT V=7 b NA—F THA
SNTWVDLEHEIE, ZORY O —F 37— HIRTHETEHT V=7 MEHIRTEEHA,
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xEArICzy rosL—Tonk ]

RATv T8 [T = (Actions) 131 T, [HIBR (Remove) | TA 2 @ %27 Uy LET,

RATYITS5 [OK] %27 Vw7 LCAHT Vs FOHIREM R LET,

ATYT6 [TolERETRXRTOTNA AOKRELLOT L E 2 — BN, fFAEL T OEEOET 2 —EICREH
Li‘é—c

KERATO U FOYIL—TDHIBR

TNA A A R—=FLTAT V=7 FOREFRICRY el ZORMHOAT V=2
FRRDH T, —EICERKRKSOEORMENA TV =7 FEHIRTEET,

ATy 71 [ (ssues) |74 VX EMEHL T, READA TS b2 AOTET, TAA AT A NVEEHHATD
BRIZ [T /31 A2 L (NoDevice) [Z#BR L, 731 RZEEMIF b TWeWA 7V 27 FERETHZ
EHLTEET, ATV NIRARNETANZ VU TTHE AT V=2V hOF 2y IRy 7 ANRERS
NEJ,

RT9T2 ATV N T—=TN~yZ—0 [TXTERR (Selectall) | F=v 7Ry 7 A%A NI LT, 74 VKT
Ko TR ENAT7 V=7 N —TNMIRRENDHTRTOAT V=7 NEBIRT 50, HIBRT 2% D
FTo2 7 NOEADF = IRy 7 A F N LET,

RTY T3 [7T7 a2y (Actions) 131 T, [HIBE Remove) | 7T A 2@ %27 v 7 LET,

ATYT8 AT EHTHELTSTRTOT A, AORELLDOT L E 2 — LB, L THhOEROLET A —E
(B L £

2y bT—=0 ATV b

120y bI—0F Ty MiE, FAM, Fy hT—ZIPT7T KLVA IPT KLAD
P, EEMi KA A 4 (FQDN) £721X CIDR ZitDV 7%y hU—=7DOWFnl 2%
ANDHZENTEET, [y NT—2 7 —7 (Networkgroups) |I&, *y NU—7 ATV =
g hEL ITN—TITBENTHZOMOE A DT RLAFEZEIYV TRy NU—TDar gy
TY, XY NT—IF TVl Fe Xy NT—=I T N—F%, TIZERBAL—L, Fv hT—7
RYT— BEOENAT V=L THEHINET, CDOZMHEHLT, Xy NIV —2FT7 V=7 K
LRy NU—=7 T N—T%ER, EH. BLOHIBRTE 7,

R5: 2y D=0 F TPy bTHASIIBIE

TIN4 R % 4 |[IPv4/IPv6] DU T R |7 FLREE | 2B KA | CIDR RiEEIC
~ (Device L& 1A% EBY TRy
Type) ~

Meraki IPv4 P P I P
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+Ivz4 |
B <oro—va70z0r

RK6: 7y bIT—V T IL—TTHAINDINE

TINAR BT IP B [y b= FT Ry bIT—=05L—T
(Device Type) x4 b (Network
Object) 1]
Meraki K hix K hix K hix

HRETORY FI—0F Tz Y FOBFIA

7 Z 7 FIgHLH Firewall Management Center & 7 )2 MIA VR —TFT 4 7 EHTW5 1 DL E
D 7 7L I A Management Center % 7 ¢ Cisco Defense Orchestrator 77 > F 238 53551,
ROFNEZFETLET,

Cisco Secure Firewall Threat Defense, FDM (Z & 2 B ELZ B % D P51, ASA. F 7213 Meraki
Xy NT—=IFT V=) NETIITN—T%ERT DL, ZOFT7 V=7 bOabt—R, 77
v R Firewall Management Center D% ERFIZMH AT 5 [4 7Y =2 b (Objects) 1>[ZD
fOFTDA 7 Y = 7 ~ (Other FTD Objects) |"X—T DA 7 V=7 MY A MIHBEMEi, D
WH R T,

WTNDDOX—=T DRy NT—IF T2y NI N—FZMZA AL, O —Y 04
TV FERBIN—=T A AZ L RTHERENE T, 1 2OR=Un6AT7 V=7 FEH|
BT oL, TOAT V2l FOXIET DA —HMOX—U 0 BHIBRESNET,

Bist -

c[WCARIOFRy NT—7 ATy N3 9TIZ 7 7 7 g4 Firewall Management Center
\ZAFET 2 8A . # LU Cisco Secure Firewall Threat Defense, FDM (2 L 2 4 B & B2 %9
BB, ASA., F7olE Meraki * > NU—27 F47 Y=/ M., Cisco Defense Orchestrator
[47 V=7 & (Objects) ]>[MidDFTDA 7Y =7 k (Other FTD Objects) ] ~2— 21348
MINEF A,

« 7L I AD Cisco Secure Firewall Management Center (T J2 > T8 B X 4 2 3B A HE(if %5 A
BENKTT D5 TANA ADR Y NT—I AT V=27 hBIOINV—T1E, [TV =V
L (Objects) 1> [ZDMAOFTDA 7Y =7  (Other FTD Objects) ] ~— Y ClIR &

9. 7 7 v NI Firewall Management Center CfEH T £H A,

77 7 REEfEA Firewall Management Center |2 #1T L 724 7" L T A @ Cisco Secure Firewall
Management Center f > A% LV ADYHE, Xy NIV —7F 77 M& T V—T1X, FID
TAL AR SNTZAR ) —THEASHLTWIUE, CDO A7 V=7 b=V RS
NHZEITERLTIEEN,

+CDO & 7 7 7 R Firewall Management Center Off]O % v 8T —27 A7V =7 FoIk
Aix. LT T2 FTIEEBRICAECR Y 718, BAFEOT T2 b TIRERT 505
DHVET, Xy NT—IFT V=7 k3 77D NEHE Firewall Management Center &
FHINTHWRWEEE, CDO OBEREN TAC THAR— M4y MEBI HIELT, 7
T P THREZADNILTEOWVET,
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Meraki 7/34 2 (<B@Et 3 >h 2175z + [

Fy D=0 ATOy FORTR

CDO ZHEHA L THERRT ARy "= F TV "o, FUR—F 4 T LT A 2D
END CDO BNiBi#kd 5%y NU—27 47V ME, [F7 V=7 b (Objects) ] X—TI2Fk
RENFET, IOy NU—IF TV MZ i INTNDOAT V=7 AT DT
AT HENTWET, ZHCkY, A7V NEATTT4NZ )7 LT, LTS
FTV 2l TR ADIT A ENTEET,

(A7 V=7 bk (Objects) |"—TTHy NI—I ATVl NEBBIRTDHE, AT V=7 O
EAS [FEA (Detail) ]34 izFRmSnEd, [BIFE (Relationships) ]34 i, A7 Y =7
FRRY —THEHAINTNDINE I D, BEIOA TV 27 FPRESNTWNDT /A ANREK
RESNET,

Fy NT—=0 TN—T% 0 ) w3 5HE, FOITNVN—TONENFEREINET, Xy hT—7
ITNh—TF1X, Fv b= 4T V27 Mo T/ N—FIE5 2 5N T R TOEOEAKRT
7

Meraki 7/\14 R [ZBEEfF 1T onbA T k

Meraki 7/Nf A TERAINBZA T MZDVT

Meraki % v > 2R — KX, 77 "D K77 ZHEHAL—LOEETE L U0%E4E T  —/L K

CEEESHEIPT RLA, Yo had, £R3R— MO 7V —7%FHLET, 4o B—
T4 THE, CDOWL, IPT RLRERy NU—I 477 MNIE#BRL, 77V r—a
YA OTa haNEEY— AL T Vs bERE T halt TV MOERLE
7

(DO®10®N%W#&//:T%b1@ﬁ®w%w IEMIND RN DY £5, =&
Z X, TCP 7’1 k=L L UDP 7'u h a /LDl i & &t ASA 7'v k2L 7 )L—7% CDO DH
—D7T 7 AHENL—MZBEINT S &, CDO 1 D0 CDO V—Lv&H v v ah— FNOBEE
DONV—VEB L ET, BEEONL—iE, TCP 7’'u halzgEte 1 2O/L—/L L UDP 71
farzgiel DO — VIl £9,

Meraki # > > 2R — K& CDOZEH 5 S CIDR Y72y FREEZFR—FLTWAZ &IcE
BLTLEEN, LA F¥3AALVTFA L E—T oA AL MXT A A LA T T NOEEIZON
TiZ, Meraki T L v PV R—2ZHBB LT E XV,

CDO ® Meraki 7/3f A CHERTESA TP H F

Cisco Defense Orchestrator (CDO) (21X, MX T A AHEHOA TV =7 MIbH Y FHA, b
DIZ, FID, FDM B L ASA A7 ¥ =7 b &AL ETITIA L. 731 RITERBS LD L —
MZZNODF TV =7 FaEEMIT 52 LR TEET, Meraki ITIXFTD 3 X WNASA F7
Tl NEDORERABIENRIR NS, MX TN ANE T V=7 N EFEHT D RIS
DN ODDOHIRD & 5 ATREMED BV £ 7,

FTD., FDM F7213ASA A7 V=7 b2 MX T3 RZEEEMIT B &, 04T V=7 btk
HENDEHITRDZEIEELTLLEIY, B#EMTFONTAT Vs b~DEE T, FDO
FT 27 "I EEENTVATRTDOFT N ZNZEE L T, ZADOJ/EARAT—H AT
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FISzok |
B Veraki 751 RISBR A EREE TS -

[FERHA (NotSynced) ] &EFnINET, sfficoWTIx, HEFEAFT7 V=7 b 2R T
STZEW, ﬁ7/:7ﬁ_%mTéHm%&ﬁ7/I7%mﬁ_owfu T OR—TO T
WICEREINTWS BERE) 7 a 22U TR,

Meraki X, IPv6 7 KL A F 2L FQDN 2 5 e A7 V=7 et HR—FLTWERA,

COODATTxH b Meraki & DE#EH Y
a hart sk TCP, UDP, ICMP
Fy NT—2 ATV b Yes

Sy NI — T)—F Yes

P—ER AT b Yes

ASA —E R T )—T x

FID #—t R 7 /L—F X

Meraki 7 5 FOBO—AIL 2y bT—9 ATz bELUVA Tz bTL—T

XY NI AT Ve ATVl NIN—TaMHTDHE, MerakiT XA ADT 7 AT
T4 — = VEBRICEETEET, INOIE, 77 AT U= NN — LR EDT 7' AR
VY —CHEATELPY 7Ry FBEXOFQDNDO T~ LCHREL 9, RUIPY 7 Ry
F°FQDN 23 2D T 7 C AR =2 ERTHMERDH HLEAT. v NU—7 4
TVxl NEEELT, $RTORY —IXMEEH7ETTT, SR TIL, *y hT—7
ATV FOEREETEIZIE, Meraki v v a R — REFEHTLISLERSHY £, BEV
DEFETHAY NT—I 4TV Faeflio TN TE D02V TIEL, Meraki @ [% v b
D=0 F Tl NONATA RN [JGE] =2 L T &N,

\ )

GE)  Meraki % N =24 T V2 MKy NU—2 3T V=l b IN—TEBRTHT /34 %
BREN CDOULICA VAR — RELEFRIEND L, ZhbD0A 7V MIFID Ry T —
DATxH bELTEREINET,

INOA Tl NBIOA T2 N V—T1F, CDO TIEFEAERY EMRIZARY £,

CDO T Meraki JL— LD KT

TNRAADRY —_R=T N ATV NeRRT DD, T3 AZESNWTAET V=7 b
R—=TH T ANEWHTEEST, R —_—=Unb, 77 v RfEHAL—LOER, FE. B
FON A2 #FEITTEET, CDO X, Meraki ¥ v ¥ 2R — KnHDT 7 kX RKb—)b
A /:1;7 h~DT 7 & AHEN— AW T B 72D, Meraki & v ¥ 2R — Kb DL— )b
L7’ baLOFERBPEREINDIBEENRH Y £9, ROFEIL, CDO ~DT A ADF L R—
F T RET LSO haOH LWARTZ R L TWET,
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Meraki O—A L v k7—4 #7015 rotert [

Meraki & a2/ h— KFTOI—)LFEETO [CDOTHOIL—ILEFFA TSI rOAYSE—

FaldAy 55—

RY— BAE

[/ —AIP (SourceIP) ] Xy NIV—=IF T2y NERIIRY FU—
7 T n—7

[#65C TP 7 K LA (Destination IP) ] Xy NT—0F TV FERIIRY FU—
%A

EELA— bk (Source Port) Xy NT—IF T2 bEFIERY hTU—
g Tn—7

4855 — b (Destination Port) ] Xy NI—I 4TVl NERIEFRY hT—
%A

LAY 37TV r—varra ban A—r (Frbarsin—7 FK—hrI—
7 EIEY—ERAF T B)

WOHIE, Meraki ¥ v ¥ 2R — K607 7 b3 2 RL—)L3CDO TED L H IZFREN
BERLTWET,

Meraki A—AhJ)L 2y EDO—9 AT FOERL

o—J /v Meraki % v U —27 47 =7 ML, CiscoMerkai #Z v ¥ = h— R TIERRT 2 %3
NdH 0 FI, CDOICFEZTE AL SN TV Meraki 7 /341 203 H 556, BEFEO—H )L
FT V2l MEITRTT A RCHEAREfF SN E T, BAER SNz Meraki 7731 A3 5 5
BE1E, CDO TTANA ZAZFEH LT, FLVRE rn—INAT V=7 MG £7,

\)

GE) Meraki % hU—20 4T 20 vexy NI —0 3720 v TNA—T BRI BF57 /31 R
WERK2Y CDO Ul CEAEFEIIFRYI SN L, 2N oDA T V27 MIFID Ry FT7—2
FT 2l NERIIA T2 NIA—TE LTCERREINE T,

INGOFTV =l MBRIOA T V=7 M7 —71%, CDO TIEHARY FHIZRY 97,

1R BRI

Metkai DA —T o R—B 2y bJ—H9 AT H FEANTLTWRWEEIL, CiscoMeraki
Wy vake Koo 74 L, [$]> KU S—ATSxs FICBBLT. n—hitT
CxJ "NeF T2l NN —TTRELTCT VA LET,
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B veakity bo—sF IOy rERRRY FO— T L—TOEREIZEE

ATy Meraki¥ v v aR—RiZu AL, B—INFT V=7 NERBR—AINFT V=7 b I N—T 2
LET, sz oW TiL,  [Network Objects Configuration Guide] ZZM L TL 72 &0,

ATFwT2 CDOWCu /A4 LET,
7E : Meraki 7 734 2% CDO IZFE 728 AHE( L TWO WAL, FMIZ DN T ICDO ~D MX 77314 2D
FrAR—F (127°=2) | 2L TSIV, TS ZAEEAWERFTL L. BBFEOTRTOA T V=
7 b b AR S VET,

ARTYF3 Fesr—rar v RyT, [ kY (nventory) %27 U w7 LET,

AT Y T4 Merkai 73 ZA%& RO TRIRL, 730 AOTRHFARTIND LI LET, T ZADAT—H A

T FEEPHRESNE LR > TWET, ARDOSA T, [BADOHER] 28I L TT A ADHERKIC
BEIMENTERE2HERT D0, [HERETIAGR] 2B LTI R TOMRETE 2 AR LET,

Merakitry b0 —0 AT 20 FERIFXRY D=9 5 IL—TDER
F1=IdiRE

MX 7 734 A4 Firepower 33X NASA £y bD—9 ATz o FERUERXEZMEA L, CIDR
T TEINTZHRA N, IPT RLVA, F72E3Y T2y hT RLRAEZEODDLZ ENMTEET,

FTYRT=OTN—FE, Fv "= 4TV b, TA—TITBINT D Z DO % D
T RVAFERIZY TRy hOaLv s g T, xy NIV—IF TV bRy NU—0 7
N—"1X, T7BAV—LVTHERHEINET, CDOZFHLT, Xy NIV —2 4TV R &

Xy MU= TN—T % ERk, BtAED . B, BIOHIBRTE £,

Fy MU= F T V=7 MTEBMTEAIPT FL A

TINA R & 41 |[IPv4/IPv6] UL T R |7 FLRERE 21886 KA |CIDR REEIC
7 (Device LR 1% &BH TRy
Type) k
MX IPv4 K hix K hix x K hix
)
G¥) 7 7 v R Firewall Management Center 237 72 MMZT 70 A STV LA -

Py NT—=0F TVl FERIIITN—TH[RX=VIHERT D E, ATV hOa b —M»n
[ 7S5 b (Objects) 1> [ZDHD FTD AT T4 b (Other FTD Objects) ]| ~<— Iz
AEEIEMSNET, £, O bIRETT,
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Meraki # v k7—5 475z rofi [

A

EE 7 7 v R Firewall Management Center 237 2 MIT 70 A STV LA -

[ X=YDFy NI—I ATVl BT NN AR L, ([P k
(Objects) 1> [ZF DD FTD AT 45 + (Other FTD Objects) ] X— D& 5 77w
R4t Firewall Management Center %> NV —27 47 V=7 NEIFZ TN — TS L E
_a_o

WTFNDPDOR=UINE Xy NI =0 FT V=7 FERIIITNV—T %IRRT A &, MO —
MHEETDOAT V27 ERIFIA—T1FHIBRSNE T,

Meraki ~v T —9 AT 9 FOERL

ATy T

ATvT2

ATvT3
ATvT4
ATvT5

ATy T6
ATy T1

\)

GE¥) 7 7 v R Firewall Management Center 737 72 MMZT 70 A STV LA -

Xy NI ATV bEREFITN—TE[X=VIERT DL, A7V bOar—n
[[F7> x4 + (Objects) 1> [ZFDH#D FTD AT =4 k (Other FTD Objects) 1] ~=*—1Z
HERIBMSET, /o, 2o LFEEETT,

FEMOCDOFT B —1 g X—T, [#FTPxH kb (Objects) 1>[MerakiA T2 x4 k (MerakiObjects) ]
Vw7 LET,

7V w7 LThb, [FTID]> [y T7—% (Network) ]E721X[ASA]> [y kT—% (Network) ]
7 Vv LET,

FTV = NEEANTTLET,
[Ry NU—27 A7V NOVERK (Create a network object) ] Z 3R L £,

[l (Value) | EZ > a > T, H—DIPT7 RLUAEZILCIDRERL TEINLIY TRy T RLARAEZATL
ij‘o

EM (Add) 1227V w7 LET,
[Tl ERHELT ST RTOF AL ZAOBELEED S L E a— LB, L THOEROLEE 2 —fF
ICERLET,

Meraki *v b T —9 5 IL—TDERK

X NI =7 I N—TF1%, BEOFRy NT—2 ATV FERIZIP T FLATHR S E
j—O

Ty NI =T T N—T %3y NT—0F TV =7 FTHERT A HEE1E,. FEEO Ry hU—7
A7V =7 FOERK) OFIEEFEHLT, IP7 FLAZLI@BORy I —2 4TV =7 b
ZER L £,

Cisco Defense Orchestrator T () Meraki O &8 .



Iz b |
B orrepover v o bO—H 4TS s bERRRY FO— T L—TOEE

\)

GE¥) 7 7 v R Firewall Management Center 237 72 MMZT 70 A STV LA -

XY NI—IF T2 bERIEIIN—T %[ X—=VIHERT DL, A7V boar—n
([A72x% k (Objects) 1>[ZDHD FTD AT x4 k (Other FTD Objects) ]] ~=X—IZ
HEIIZEBMSEd, 7o, 2o b EETT,

ATy 1 EflOCDOF 47— a v "—T, [#72 x4 k (Objects) 1>[MerakiA 7> % b (MerakiObjects) ]
Vv LET,

ATvT2 %ﬁ Uy 7 LTHhmb, [FTD]>[#Y kT7—% (Network) 1F72I1Z[ASA]>[+Y kT—% (Network) ]
DODWThrEr U v 7 LET,

RATFYT3 ATV "HaEATILET,
ATv T4 [y NU—27 7 —TDVERL (Create a network group) ] Z8R L £ 97,

AT9TS [TV =7 FOEM (AddObject) 1227 Uy 7 L, VANNDLRY NU—I AT V=7 FERRIRL T,
[ER (Select) 127 Vw7 LET, BERITRXRTORXY NI —I 4T V=7 FEBIMT5HET, ZOHRE
IR LFET,

ATy 76 B (Add) 1227V v7 LET,
AT T 170 BT 25T TRTCOT A ZADBRELEEDOT L E2— LB, FELCOOEEOE T2 &
ICERLET,

Firepower %y FJ—90F Tz ) bFERIERY FT—0 T IL—TOiRE
AN

FE
4L

i

7 7 v REgMA Firewall Management Center 737 7> MZT 70 A STV LS -

0X—YDOFy NT—IFT V=l "B N—TITMATERX, ([P0 k

(Objects) 1>[ZDH#D FTD A TP x4 k (Other FTD Objects) 1] X—Y Dxbed 2 7 7 ¥
RHft5 Firewall Management Center %> NV —27 47 V=7 NELIF TN — SIS L E
‘ﬁ—o

WTNINDR—=VINb Ry NI =0 FT7 V=7 NEIIIITN—TZHRT 5 L. mlFo~—Y
MHEDF TV =7 MEIXTNV—TIFHIBRES N ET,

ATy 1 EAOCDOF v~ a =T, [T x4 kb (Objects) 1>[Meraki4A 7> % b (MerakiObjects) ]
7 Vw7 LET,

RATVT2 AT T4 NZERBET 4=V FEMEHLT, METL247 V=7 FERSTET,
ATV T3 WETLHAT V=7 MaBIRLET,

ATy T4 [FE (details) 131 > D [fate (edit) [ ARZ %y orLET,
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| #9245 ¢
w2y ro—srIvzs resn—Tous ]

AT9 TS BROFIETIER LIZDOLRIUFIET, XA TR TRy 7 ADEEREL £,

ATvT6 [fRT7FE (Save) |27 U w27 LET,

ATw 71 CDO X, BEOKELZTHRY —%2FRLET, [#ER (Confirm) 1227 U7 LT, £7 Y= b
EXDEBEEZITHRY —~DEREHEELET,

RATYT8 [ToEHELTSTRTOT A, AOBRELLDOT L E 2 — LB, L THhOBEROET A —E
WL E T,

BB IEER
« Meraki 7 /3 ZIZBAEM T SN2 A7 V=7 b (115 3—)
e Meraki ' —EAA 7V =7 FOEREZITRE (122 2—)
s REAAT Y =7 N ORBEORR
s WA T V=7 N OREDMRD

cEEr s

2y bI—=9A Ty FETIL—TOHIRK
7 7 v R Firewall Management Center 287 2 MIT 7B A STV LS -

DR—=VINHFy NT—=I 3TVl NEREFIITINAN—T%RHIBRTHE, [TV b
(Objects) 1> [Z DD FTD AT x4 k (Other FTD Objects) | X— Y NS EBET 5% v
N =472l NERIZTNA—=T0HBRENET, FOHLREREETT,

H—EX AT bk

JakarxrIidzy b

Ju bharAr7rver bME, FRABEEORWN TR hareL Hr—7a fhalezget—E X
F TV FO—FETYT, Ta hantd T r M ARl SRS E
7, CDO X, ASA 3 X " Firepower (FDM IZ X ZEH T34 A) HETINLDOAT V=
FNEFRL, TNBICHMBADZ 4% [Fahal) 2EHALET., 2070, b4
Va7 NEEHEICASITLZENTEET,

ICMPA T2z b

Internet Control Message Protocol (ICMP) 47 ¥ =7 R~iZ, ICMP 3 L N IPv6-ICMP A v & —
VEHAOY—EAFT =7 FTY, CDO X, ASA B LU Firepower (FTD) 2A v AR— RS
NIEEE T A ADRETINGDAT V=2 bai@iiL, ZADIZHADT 1 /L4 [ICMP]
EEMALET, OO, ZNbDOF TV MeffBICADITAZ ENTEET,

CDOZHEH LT, ASARENHICMP A7V =27 NOARTAEE LY, ICMPA 7Y =2 |
ZHIBRL7=Y TEF£9, CDO £ L T, Firepower a% & D ICMP 3 X N ICMPv6 47 ¥ = 7
k&R, EH. BIOHIBRTX £7,
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7oz |

B Veakiv—Ex4 Ty FOfEEELILEE

\)

GE)  ICMPv6 7’11 F a /v DA, AWSITFHEDFIEDOEIREZ T R—F L THEFA, T3TD
ICMPv6 A v ¥ — % AT AL — L OHRBZYR— N EnET,

BEHL .
ATVl FOHIER (112 8—Y)

Meraki Y —EXA T FOERFE-ITHREE

Y—ERF TPz FOBE

Y=t 24T =7 ME, TCPAP 71 k)L & R— M Z24RET 5 A REZR 2 R —x v b
T7, CDOL. ZNHDFA TV v — 2477 M LTHELET, MXT /34
BT D &, CDO AT Y= FeT7ma ha)vEidAR— MEFHICER L 9, CDO 2
Meraki 7' &2 h 2V %47V b & LTS 5 HIEOFERIZ OV TIX, Meraki 7 /31 A
BEAHT N E 4727 b (1155—=Y) 2BBL TSN,

Y—EXRFTTTxY O

ATy T

ATy T2
ATFvT3
ATvT4

ATy TH

ATvT6

ATy 17
ATvT8

EMOCDOF 7 — a0 3—T, [#7¥ ¥ b+ (Objects) ]>[Meraki+ 7> x4 k (MerakiObijects) ]
7y LET,

7 Vw7 LTomb, [FTD]>[U—EX (Service) | £7-1% [ASA] > [H—E X (Service) 1%7 VU »
7 LET,

FT7V= M EMAEADLET,
[h—E A4 TV x2 hOVERL (Create a service object) | Z B L £ 7,

[F—E 2% A7 (Service Type) | KX %7 Vw7 L, 7 V=2 MaAET 572 2 /L zZERLE
T
KONTNNDOT 7> armF4TLC, 7a barvz#i+sEHRe A LT,
* TCP £721X UDP R— FDFRFED R — MEFEZ A LET,
« ICMP £ 721X ICMPV6 A v E—T % A T HEIRL T,
o (2O DY =22 A THBRLIELEIE, VA RRLTCPIP P —EA FT7 V=7 hD1 D%
BRLET,

GEAN (Add) 1227 Vv 7 LET,
ToERZ2ET ST RTDOT /A AD
BB L ET,

EEEDOT L Ea— LR, FHEL T OEBOER 2 — &

e
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| #9245 ¢

y—ezsn—T5t57% |

HP—EXRTI—TEERT S

ATv T

ATy T2

ATy T3
RTv74
ATy TH
ATvT6

ATy 17

FEMOCDOFT B/ —r g "—T, [#7PxH kb (Objects) 1>[MerakiA 72 x4 k (MerakiObjects) ]
Vv LET,

7V w7 LThb, [FTD]>[H—EX (Service) | #7 V v LET,
G¥) Meraki |3 ASA ' —E X 7L —7%HR— N L TWERA,

FTTV= T N EBAEATLET,

[—E A7 N—TDVER (Create a service group) ] ZHR L £7,

[47 V=2 FOBM (AddObject) 1%27 Y v 7 L, A7 V=2 FEERLTHER (Select) 1522V v
THZETHMEOA TV 27 b2BIMLET, ZORT v TEBVIRLTEBICAT V=7 2B E
7

P—bE AL T2/ FEYP—EREDY —E R T N—T~DBINNET L5, B (Add) 127U v 7
LET,

ol EFEZLT ST RTOT AL AORELELDO T L E 2 — LB, L T OEROET 2 — %
WL £,

Y—ERA T ) bERIFH—ERTIL—TDHRE

ATy T

ATvT2
ATFvT3
ATvT4

ATy TH
ATvT6

ATy 71

EMDOCDOF 7 — a0 3—T, [#7¥ x4 b+ (Objects) ]>[Meraki+ 7> x4 k (MerakiObijects) ]
7V vy 7 LET,

F T2 N T ANE ) T LUTHRET DA T V2l VRO, ATV N T =T NTE TV =
AR L £,

M T [ Bdi0 17 B2V v LET

AIROFIETIER L72D LR UHIET, ¥4 7l Ry 7 A0EERE L ET,

[R1F (Save) 1227 U v 7 LET,

CDO 1, EHOFEEZ T HHRY —2Fr LET, [MR (Confirm) 1227 U v 27 LT, A7¥=7 b
EXEDRELZTHR) I —~DEREZEELET, ZNT, A7V =7 & Merakih U > —THEHT 2
YN TEE LT,

Tl EREATSTANTOT AL ZAORELEOT L E 2 — L RS, FHEL T EBROLETE 2 — %
WML ET,

ESPEAE
* Meraki 7 /3 ZZBEAN T BN A7 V=27 (115 =)
c KRIEMA 7Y =7 b ORBEDfRR
cHEAT T =7~ ORIE DR

Cisco Defense Orchestrator T () Meraki O &8 .



B cravskuo—am

7oz |

L =274

txal)T4 RO —EE

X2 UT 4R =i, HEDOSEERE~D N T 7 4 v 7 BFHTDH0, BxX=2 ) T 0 BEIE
ESINTHARIL NI 74 v Ruy ' T52 L e EL LT, 2y NU—27 5
T4 EHRBELET, CDOZFEAL T, SEIERFEDOT AL ATEF 2T 4R v—
ERETEET,

eMeraki 7 7 Az hr—LR Y o— (156 =2—3)

Meraki 72 tXa> ra— LR o —

ATy I
ATy T2
ATvT3

ATy T4
ATy TH

Meraki MX 7 /34 A X, CDO IZA VR —TF 4 > 79 BRI Meraki # v ¥ 28— Rl X »TE
HENTWEAREMERH Y . T30 AT T TIZWL 20D T 7 hx T Rb— LR E &1
TWAHAREMERH Y £5, ZhbD—uiE, CDO Tr Z7&Aay he—l— & LTHR
RENFET, TNHDONL—LEZEEL, T7k®Aar ha—LKR Y —HNIZBEMNOL—L%E
RCEET, 778Aar ba—nNR ) v—%2DAZ~A AT HITF, A7 V=7 bEEHRL
TT Xy FLET, LI TOMERFEEZ ZEL S0,

)

GE) Meraki 77 Rxay bu— R o —DF7 7 aid, 774/ TEFA (Allow) ] T9,
LOT 7 varaBET LI LIITEEEA,

CDO%fEA L CTMeraki7 7 A 2> ra—L R o—5ETHICE. WOFIEEZFERALE
7,

[T/34 AL —E X (Devices & Services) | X— Y &B& F9,
[T 7' L—1 (Templates) | #7427V v LET,

[Meraki] # 7% 27 U w7 L, 727®A ary bo—LiR) o —%FET D MerakiMX T /354 AT 7 L—
NI L E9,

Ao & (Management) ] XA > T, @ [AKR VU — (Policy) ] ZIRLFET,
WOWTNNEFITLET,

cHT LWL — L EERRT BI2IE, HFODT T ARE Vv 7 LET,

EFEON— NV ERRET DI, L=V EEIR L, [727 a3 (Actions) |54 VDOiRERL ¢ &
7V w7 LET, HMARREIL, WMET— NIBITETICA I 0 TIEITTHI L HAMRETT, )

 REZ 725 T A=A A BB 5101, L—AEBIRL. [727 > 2> (Actions) ]~31 > CHIBRA %
vaEIYv I LET,
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| #92zo+
Meraki 77X > tO—JLRY o — .

AR —NTA—AEBESEHITIE, 778X a ha— L F—7 L TL—LEZRIRL, L—L
DITOFRBIZSHD ETORMZZ Y v 7 LTA—NVEBELET,

ATFw 76 [EF (Order) 1 74—/ KT, RUT—HNONL—/LOMNEZRIRLET, *y hU—2 bT7 7 4 v 71,
= DY X MBS LTI NbEEOFSE TONRICHESET,

= IIRANE =B L2 b DO BIEICET SN D720, REMZR T 7 4 v 7 —BoEktEE RO —uid,
LT 774y 7 @S, WHREELZFOL—L L0 b RICES LERNH Y 7,

T 7V M TiE, =3 A hogBIZBNENET, V—ILDIEFEZH% CEETIHE., 2047
valrEmELET,
AT T N—NLEADNLET, BT, A=A, BLOROFKRLTEHEATCEET : +. -

F 7R bar—b— O [4ET (Name) [1XCDO DL—4 & LTEMINET, —FH. [
% (Remark) ] 7 4 —/V RiX Meraki ¥ v ¥ 2R — RO/L— 4 L LTHRbIWVEST, 2022507 4 —)b
RIZAEVIETFE L T ER A,

ATFYT8 Xy NI—=V T T4 0PN — =BT IHEACERATLT 7 a U ABBIRLET,
s[ZuwvZ (Block) 1: N7 74 v 7 &G TRuey T LET, N TT7 4TI DA AT g

TFEITINEE A,

«[FFA (Allow) ]: RY o —TRABIOZOMDA L ART 2 a VBRIEDMBRERDNT T 407
A LET,

GE) N—=NT 7 arDHEREFTIIERTEET, 774V RV —DT 7 2 3% CDO

MOERTLHZ LT TEEE A,

ATYT9 RO THNORBHEERICHARDE T, N T7 74 v 7 —HEELZERLET,

« [&EC (Source) ]: [IXEJC (Source) | #7427 Vw7 LT, Xy hU—7 (Ry hU—7 & K
Ete) FEFRY NU—2 NI T 4 v I REIEAR— NEBIMEITHIBRLET, T 7 40 MEE,
[£E (Any) 1 T7,

o [#5f5¢5C (Destination) ]: [#86ist (Destination) | # 7 %27 Uy 27 LT, Xy hU—7 (Ry hTU—
7 EREEZET) T3 RxYy NI—7 N T 7 4 v 7 FER— N2 EMERITHBRLES, T 7 4L
MiEIX, [{EE (Any) ] T9,

GE) EEILBLOERLEOR Yy NU—J X, REINTWT D VLAN 7 %y MNIZH D 4%
TR E7, £/21E, VLAN Y7 Xy ERFEITHRES N TWRWEAIEL, T 740 5O
VPNH 7Ry NNICHLZMERSH Y 3, B E o E il ry NV —7 2E5T 1 —
VO RBITR L £,

ATv 10 [fR1fF (Save) 227V v 7 LET,

ATFYTN FToEFHELSTSTRTOT AL AOBRELEEDOT L Ea— L EREN, L O LBEROEF 2 —
FEIC R L ET,
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+Ivzs b |
B veakizooo—+

RDERY

BEERE
s Meraki 7 /N AT IT b6 A 727 b (115 ~—2)
e Meraki #—E 247V =7 FOEREZITRE (122 2—)

eMeraki Ry NV =27 FT7 V=7 NEIER Y 8T —27 ZV—TOERETIETMHmE (118
Re)

- — O

Meraki 7> 2 L— bk
Meraki7 > 7 L — ME, BEOY A Mry hU—7TCHBFEEINDI Xy NT—JRETT, fHx
DY A FFy NU—=T1FT7 0T L= Xy NU—ZZRA RT&EDHED, 1 DOT T L—
NEERETLHE, XA U RENZTRTORy NT—2IZEELET, CDO Tk, A K
EINZFy MU=, RENTZT A RE LTERENET, ZORTEIT. BAQRDE
WHDHIEBDOXR Y NU—2712 1 DOR ) —%HT 255 ICk#ETT, 1 >2O7 7 L—Fh
R L TEROR Yy NT—2 2R ET DI, TRET T v—bEEALEERO R Y b
U — 7 DFH] ZBWRLTLEEY, Meraki 7> FL— FDOFEM, X hU—27 TOT 7
L— FOFHEEET L HE, BLEOTF 7L — Xy hNT—2OFy N7 v P HEOZEMIC
DWW CIE,  [Meraki Templates Best Practicesl]] 25 L T 72& 0,
Meraki 7> 7 L — R~ Meraki 734 A LRI C XS ITHREL 9, CDOWCA Vv R—TFT 4 7
T HENZ, Meraki ¥ v ¥ aR— REHFEHLTT v L— FNaRETLILERHY £3, 707
L—hZCDOWCA Y R—T 4 7 F5E, BEFONL—/VELITIP DY L—T78 CDO AT
DAY | FFE, Fov 7, BIOEMN., A7 V=7 MIEBRINLET, RYPETTD
L. [ MY (Inventory) [X—T D [T /34 ZADFEA (Device Details) ] XA 12, 7
FL— R L, TUTL—MIBEEMT LN TWA Ry N =7 (AU FENTET A R E
LCEREIND) OBPFREINET, 2FV., 77— MNIBEMTNERY o—EN
AU RENTEZFRY Y= ZCDOMNLERBIOEH/RETAZ LB REL WD 2 & T,
ZEHNZ DWW TIL,  [Defense Orchestrator ~@ Meraki 7 > 7' L— b DA R—F 4 7] #5MR
LTL &L,

B EIE R
« CDO & Meraki D5 ik (2 <—2)
 Meraki 7 /3 ZIZBEAH T SN D47V =27 b (115 =)
« BEOBAHAMRY | B, F=v 7, BILOEHN

EEDHARY ., BWE, Fzvi. BLVER

FNA ZE BT B0, CDO X, T/ ZADOHRED 3 E—%ME DF — F ~— XA
FTAHNENRSH Y 3, CDO IE. BHMNBET A ANSLBRTESY [HHRD ] X, TN, A
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| #92zo+
ZTEOHHIY . BE. Frvy, 5LUEH [

EDAE—ZAER L, TNERFLET, CDO BIRMIZT A ZADRED A B —Z Gt M-
TIRAET DDIE, T ANEAKEF SN/ L& TT, UTFNORBREDO LI, SEIERH
HIZIS CCROE & B LY £97,

s [EFEOMEE (Discard Changes) [ 1. 7 /3 ADFREAT —X AN [REAW | OLHEITHE
MT&ET, REAMORRETIZ, 751 AOBREICKHT HEEN CDO THRE TR ->T
WET, ZOFTarElHTLE REFOTRTOEELZRVET I ENTEE
T, BREFOLEETHIBRS L, CDOEIHED I E—%T NA RARFES NN TN DRED
A —TEHEXLET,

[ H OHEFS (Check for Changes) |, D7 7 v a id, T35 ADKIEAT —H AWH
WEHLOGEIHEHTEE4, [ZEHEOMER (Checking for Changes) 147 Vv 735 &,
CDO (F, T/, ADRED AL =%, T/ ARAFEN TN DRED =2 & — & Ll
DEIHRLET, BORHLYE. CDOXT NS ARFENTVDH I E—TED
THRAADHFRED AL —%2FIZ EEEXLET,

[BE A ORERR (Review Conflict) ] & [L B = —72 L TR (Accept Without Review) 1. .7
INA AT [HEE M (Conflict Detection) | #HZhZT 5 &, CDO LT /A AZMZ Lz
RIEDEHEZ 10538 I12F = v 27 LET, https://docs.defenseorchestrator.com/Welcome_to_
Cisco_Defense Orchestrator/Basics_of Cisco Defense Orchestrator/Synchronizing Configurations

Between_Defense Orchestrator and Device/0010_Conflict Detection7 /34 A [ZfR1F LTV v
LHEED A E—NER INIZGE, CDO X AP SNE L] EWIREAT —
A AZRoam LT LET,

o« A OWeRR (Review Conflict) ], [BiA O (Review Conflict) 1227V v 745 &,
TNAATHBETONTEER 2R L, TNUOEZIT ANDNESRT 20 ERINTE
\ij—o

s [LE2—72 L THGR (Accept Without Review) |, ZD7 7 a2k, CDO b

D, T ADWEED A=, T ZURIF SN TO DR ORHT O =2 & —T L
FEINFET, CDO TIE, EHEEXT 7 v a v EETT LA, Mo 2 Dar—
DENWEERT DL IO RODONERE A,

[T_THAEY (Read All) ] 1T —FEEAETT, EEDOIREIZH DEEDOT A ZAZ2RINL |
[T_CatAHY (ReadAll) 127V v 27 LT, CDOWRFEINTWNDLTRTOT /A ADFK
Eh, T, AMRFE SN TVWARET EEXTEET,

EEDEE

TNA ADREICEEZINZ S E. CDO Tk, MAEEMMB O v — R FINET,
THOHOEFEIT, TNAAAZEBBEENDETCDO T MEE] ENTVWET, T4 2ADRE
WEENRH Y, THNT AL ZTEFAENTO WSS, T35 ZRFEIEERIREIC A2 £
‘é‘o

REFORELLIL, TA RAZBBT LRy NT—2 T 7 4 w7 IR EBELETAL, £F
1L, CDO MT A AR LEBIZOBREELZRITLET, CDO BT A ADREILEE %
BT L, BEINEZREDHEBZOLN FEX INET, TAA ZAURFEEN TV DR
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7oz |

B <<co7 s x8zomsmy

FRTO

T ANERE FEXTHEZLEHY A, BRI, 1 2OT A XL CHMET B Z &
b, BHEOT A AR U CHEFFICEGT A Z b TE T,

[T THEEE (Discard All) 11, [V B =— L CHEH... (Preview and Deploy..) %27 U v 7 L
PRICOBERHCTCED AT a T, [FLE=2—LTER (Preview and Deploy) | % 7
Vw7 925E, CDOTHREFODERED T L E2—NCDOWCFKRINET, [TXTHEE (Discard
Al 1227V v 27358, RETOTNTOLEE) CDO M HHIBRS L, BIRLIZT A X
ML EH SN EHA, Eilo [EHOMZEE (Discard Changes) | & I1XHE2 0 | fREFOEF %
HIER 2 L EERSHE T LET,

TINA RERTFEDERAHY

Cisco Defense Orchestrator (CDO) DANEHIZ & 5T /34 ADRENEE S84, CDO 2%
FFENTWDT AL ADRE L, HET A ADREDO R —H L a B —[FFE LTI E
T, 2L DEHE, CDOCH LT A ADRED AL —% T A ABFSN TV DHHEET L
FELT, REZHORILCICLIEWEB X ET, [TXTHARDY (Read All) 1V 7 ZfEH
LT, 2 DT NRAL ATIDH A ZRIFICIFITTE £,

CDOZL BT NAAFRED 2 DO 2B —DFEHHFIEOFEMI OV TR, TEEOFRAIY
W, Fov 7, BIOER] 22 LTI,

[T_THEARY (Read All) 15227V v 7 LizHAIZ, CDOWLH DT A ADRED 2 E—7)3
TNRAADHFKED AL —TEEZIND 3 OOREAT —X ABRITRLET,

« Bt (Conflict Detected) ] : BEA MR AEINT > TV DA, CDOE, BEICMA
BINTERIZONT, BEHT LT NA A& 105 T LIZR—Y 7 LET, CDOIE, T3
A ZADRENER ST 2 L AR LIEE, 77310 20 A (Conflict Detected) ]
REAT —H AR RLET,

o [[F1E#1 (Synced) ]: 7734 A [[AIH#] (Synced) JIREEDHEIZ, [TXTHEAHY  (Read

Al) 1227 Vv 27 LT5E, CDOFTSITTANAA A2 T =7 LT, REICHEHEEENN
ZHILTWDOEMNE I NE I LET, [T XTHARY (ReadAl) 127 Uy 7T 5L,

CDO IZT A ADFREDO A —% FEEXTHI L E2MERL, LEEXEZIATLET,

« [FEFH (Not Synced) ]: 7 /34 A [FEFH] (Not Synced) IREEDIGAIZ, [T X THEA
By (ReadAll) 127 U2 95H&, CDO ZEM LT A ADFEIZKHT HREH O
EENRDDHZ L, BIO[TRTHEAID (Read All) | #EEZHATT 5 &R OZEF N
HIFRS LT D, CDOIZHDIEED AL —NT NA A LOBRETEEETIND I LNE
EINET, 2O [TRTHEAIY (Read All) 1%, [EE DO (Discard Changes) ] &
FIRRICHEEE L 97, AHEOME (167 ~—)

AT Tl FEF—v a0 RX—=T, [1 XU (nventory) |27 U7 LET,
RTFYT2 [THRARET %7 ) w7 LET,
ATV T3 WYUIRTNNAARZATOET 27V v LET,

RTv74

(LR AEu 7 TIO—ET 7 v a  OMREMBICHEITE D L 910, BAHILREHAZERLET,
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FRToF i 2opEzEnTLE 21— EBH ]

ATwTE CDO ZRIFT HHEDT NA AZRINLET, CDO Tl BIRLETRTOT NS REHATE L7 7
varpavwy RRZUCOREREIND Z EITERE L TIEI,

ATV 6 [TRCHEARY ReadAll) 1227V v 7 LET,

ATF9 T BRLET AL ZONTAMNITHONT, CDO TRELENAT =V 7 ENTWHEE, CDO TS
FoRL, BREDO—FEFHHBBO T 7> a v E2FITT 20 E I hemhonEd, [T NTHEAY (ReadAll) ]
7V w7 LTRITLET,

RATw T8 FED[TRTHAMY (Read All) JHEAEDHEITRPUZDOWTIE, [ a7 (Jobs) | X— T CTHERLET,
—EEEDOE 2 DT 7 2 a ORI E TR BT 2 3 A R T A5 A 1E, FRO[LE a2 — (Review) ]
Vo227 r95E, [YVaTd (Jobs) | N—=JIBEHLET, [Pa7 Jobs) 17— (183—2)

ATV T BEY T ATV EERLTT 7T 4 7L LIESHAE, OBRTEEE L2 - TIOA X2 MMIBEA
TN E Iz, ENTICTVE2 27U T LTL7EEN,

RE1E %R
« BHEOFAHY |, HHE, Ty, BLOEHN
o JR ORREE

o BE A B OHERD

TRTDTNAADHEEENDTLE 21— ¢ EHH

FF R EOF AL RHEREREZINZ 60D, FOEE 2 F PR L TOARWEESIT,
CDO IZEBBRT A a izt L PO Ry haERLTCHAMLET,

)

NS DOERDORBELEZ T DT N AIE, [T /3 AL —E A (Devicesand Services) ]3—
I TR (Not Synced) | DAT —H ANRFRINET, BB (Deploy) 1227V v 79
L, REVTOEENRS DT NA AZMHER L, TNOHDOTNA AER B TEET,

ZORBGEZ. YR- PSR TSI RTOT A ZATHATE LT,

ZORAGIELMEH LT, H—OMIRARZREAT LI, L TEEOLR 2 —EI2R
PITHZEbTEET,

by
ZFvF1 EiEOL ET[FFaA (Deploy) | 742> 50 220 92 LET,
AT T2 BETHIEEND DT A AEERLET, T ATHEOD ZAOEE~—7 MO TWAEEA, =D
TR ANZEBLZRAT A LIITEERA, HED=ADEE~Y— IR EEbE5 L, ZOFTN
A AE R LB TE WAL ERTEET,

ATYTI THAAREBR LT, HUO/NSFATT NA A%HER L, BRI ET 27 L2 —TXET,
ATvFe (A7 ay) BRETOERICET 2EMIERZZ LT H5E51F, FEMAREE 7 %23% R (View Detailed
Changelog) 1V > 27 %27V v 7 LT, ZOELIIHEEMITONLEEn V2 & £3, BB (Deploy) ]
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B z=07 1z~ ~0EH

TAarE7 Y7 LT, IREFPOEEDNSH D7 7314 A (Devices with Pending Changes) ] ~— 2R Y £
ﬁ—o

AT s (AT ay) REPTOERENRSSHT /3A A (Devices with Pending Changes) ]-<X— Yz 31c, £H%
BT DA TERER L E T,

ATv 76 [5F<ER (DeployNow) 127 U v 7 LT, BIRLETAA RS TSEFLZERLETS, [VaT
(Jobs) 1 LA D[T 7T 477 a7 (Activejobs) | A > U —ZITHEITIRIABNF RS NET,

ATy T (F7Fvay) EBEANRETLEL, CDOFTESY—va v "= [Ya” (Jobs) 27V v 7 LET, R
DFERZRTIRIT D [EEDORER (Deploy Changes) | ¥ a 7 BNFERINET,

RATYT8 EHY 7T AT INVEERR L, ZIUCEEMN T 2MREERRWEEIT, Thiaes VT LET,

RDBERY
« AV a—/V S HE R

EEHDTINA A~NDERH

x%w71CDo%ﬁ%LTTA4x® REELEHE L TRFET D E, TOEEILITNA ADFED CDO A AH A
IR TFEESNET,

AT T2 FEF =3 N—T, [T ALHP—ERZ (Devices & Services) | %7V v 7 LET,
ARTYTI [THA R X T %7 w7 LET,
ATV T8 BERTNARZATORT %Y v 7 LET, BEEMRIZT NA ADREAT —2 A0 R (Not
Synced) ] LFRINFET,
RT9TE ROWTNNOFEEER LT, BEZEMLET,
o TA AR L, HRO [FERY (NotSynced) 19341 > C[7 L B =— L TR (Previewand Deploy) ]
787 Vo7 LET, [T% A DZEH (Pending Changes) [H[[HIC, A MR L E T, REFDON—T 3

(R 22T, [4F CREB (DeployNow) 127U v 7 LEY, EENERICERSNZS,
ETEH7%43§/T‘LT JRBADME R 2 MR TE £7

dy .
fi4 o BB (Deploy) 174 2> &0 22V s LEd, 3EMICHOWTIE, TR_TOF AL 2D
REEEDOT L Ea—LER (161 X—) 2R LTI EE,

EHZX v tILTD

CDO BT A ACET LR+ H L &I [Fv B (Cancel) 1227V v 7 35E, 17

SBEEIIT A, RCEBENETA, TR EF Yy oL ENET, 7oL HILTEZCDO
THREPTHY . FEAIZFDMIC L DB 731 RCERT HANCRELINZ 5 Z LN TX
7,

. Cisco Defense Orchestrator T Meraki O &8



| #9245 ¢
zEonz [

EHEOE

EREZT L E2—L TS EXIZ[TXTHIE (Discardall) |27 V27358, AN T
TERL MOa2—F =T bDDOT A AR Lo 2 OMOEE YIRS E
7, CDO %, REAT O E ., EEMTONDANIHRKZICHA O NI RETIXT T e s
SNTRERICE L E T,

TN RERTED—EEE

HEHEA TVl NetRET DR L TEROT A RACEREZINZ 256, BRI T 5T
TOTNA R ZENSDOEF 2 —FICHATEET,

ATYT1 TS~ a7 0 RUT, [T ALY —E R (Devices & Services) | %27 U7 LET,
RTYT2 [THRA R ET %7 ) w7 LET,
ATY T3 WYRTNAAZATDET o) v LET,

ATy T4 CDOCREELEE L, TR_XTOTF A AEZRBIRLET, 20T A%, TRE#) A7 —% 20
FRINTWAIEITTT,

ATV TS WOWTNHIOFEEFMRA LT, EEEZEHLET,

A L0 [BH (Deploy) [RZ > &8 220 02 LEF, ZHICLD . BIRLEF AL 2 EORE
O A R AR 5 = LA TE £, BEAEMT5I0%. [5F <EM (DeployNow) |
20 v UET

GE) [(REFDOEENSH 5T 7314 A (Devices with Pending Changes) | /[ CT7 /34 A DRI E 4
DEEZMENRERINTODIEHEE, TOT A AERZERTLZLITTEERA,
ZOTNA AERBLRATERWERAZHRT 2101%, BE=AFO LIt~y A —Y
NEEEET,

o FEASA T RTERB (DeployAll) (227 Uy 7 LET, TX_XTOELELHEZRL, [OK]27 U v
7 LET, —fEREIT, BHEAZMEETICT ITHBLET,

Z?Vjﬁ(Eﬁ)TEEHVEVN~®W€7(Mw]743VII%7UV7LT\*ﬁ@%@%%%%%b
£,

Aa—)LEnt-BEEH

CDO #fifHT% L, CDO WEHT A 1 DL EDOF A A0 ELEFE L, #HED I WZ A
VITTENSDTNA AERERETHIL A V2a— L TEET,
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B zo=soxsroa—n

7oz |

[BRE (Settings) ] X—T @D [7F > Mi%E (Tenant Settings) |1 % 7 C HENEZ A7 ¥ = —/L
THAET v arzGhiTH (46 ~—) HLIHEDHR, BHEZAT Y 2— L TEET,
COF T arEANITLE. BHAS Y 2 — LV EER, WE. HIBRTE X, BT
Pa—/ZlL 5T, CDOREENTZT X TCDORAT =0 P EHROEEN, &%iE LT- HEIC
EBEENET, [YVa T =V, BHAY Va2 —VEFRRBIOHIBRTL2 b T F
R

CDOIZERDFHAIY | WH, F=v 7 BROEMT A RCEEEEIMZ bA5E.
ZTOBMENRIENDET, BREAF Y 2—EIAX vy 7ENET, [P a7 (Jobs) | 4—Y
Wi, ATV a— L ENTEREBANKR LA VA AR EFRRSNET, [HEEHZ A
T a— VT 54Ty aEHHIZT S (Enable the Option to Schedule Automatic Deployments) ]
EATICTDHE, ATV a— L ENTET X TORBABHIBRIET,

“ |

BHEOT A AOFH LWEREZ AP a—/L L, ENHDT/NA ZADO—EIZEBEEEZ A 7
Ta—)LENTWAEE., BMEOREAZ Y 2a— RN FHLWEBHEAYr 2 — L TEEXINE
j‘o

N

GE) RBEAATZFYa2—NEERTDIE, ATV 2= UWITNA ZADX A LV — 2 TiEa < BIHERR <

ER SN ET, BEEAT Y a—id, $~—2 A AIEDOE THBNICHES L EE A,

BEERHDOR 7 a—)

JREBAA ¥ a—d, B—DA XU FEITRV IR LITOND AN MITLHZENTEE
T MVIRLITON L BEVERIL, #VIRLITONDEMEZ A T 7 2AHFIZEDE 5720
OER 722 FIETT, WOTFINAICHE> T, H—DFT /A AR L TLEIBRY 7201340 B LITH
NOREE A Y 22—V LET,

\}

GE  BFOREANAT 2= VSN TWDLET A, ANDREEATVa—AT 58 HILIAS

Va— NV EINTREAIC L > TEEFORMN LEE SNET,

ATYT1 TS~ a0 R_—T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LFET,

ARTFYT2 [THRA R E2T%27) v 7 LET,

ATV T3 WYUIRTNNAARZATOET 27V v LET,

RTYT8 1 DU EOT A AZRINL £7,

AT TS [T/34 ZADOFM (Device Details) ] XA > T, [A7 Y a—/L I 7= BB ( Scheduled Deployments) | %~

Z Jo T,

[A%7 Y 2—) (Schedule) 1|#27 Vv 27 LET,

ATYT6 BEZVOFEITTONEBINL ET,
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2rva—nant-ERoRE ]

< 1[ERY OREADOEAIL, [1FFRY (Onceon) A7 v arua7 Vv s LT, L Z—nbAMER
A &R L E T,

MR LIRS 2561, €8 (Bvery) 1A 7Y arva7 Uy 7 LEd, AIZ1EIEEIC T EIOWS
N OREAZEBIRTE 4, BELZFETT L (HH (Day) 1& [FFZ (Time) ] 2R L £,

ATy FT [IRF (Save) |27 U w27 LET,

AT a—IEn-EEOESE

AV 2=V ENTRAZRET 21213 ROFIRIHENET,

ATYT1 TS~ a0 =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LET,

ARTYT2 [THAR BT E7 ) w7 LET,

ATV T3 WEIRT A RZATDET 57 v LET,

RATYT8 1 DU EOT AL AZRINL £77,

AT Y TE [T ZADFEHM (Device Details) ]2 > T, [A7 Y a— /L EN7-ER (Scheduled Deployments) ] % 7
ROTT, [WE (Bdi) 12270 v 7 LET,
’

ATYT6 A7V a—)LENTREEOMY IR LR, BA, 32 REL T,
ATvFT [RF (Save) |27 U w27 LET,

Ao a—)Lan-EBEOHIKR
AV a— VSN R EZHIRT 2120, ROFINEIZKENE T,
Y

GE)  BEOT A ADREREZATZT Y 2=V LThb, —EDOT A ADATr Y 2—VEER LT
HIBR L7288 1E. BOOTARA ADTDAT Y a— )L ENT-BENMEE I E T,

ATYT1 FEFr—2 g R_R—T, [T/ AL P —E A (Devices & Services) ] &7 U v 7 LET,
ATV T2 [THAR 2T 57D w7 LET,

ATV T3 WURT A REATDET 57 v LET,

ATV T4 1 DL EDOT AL ZAERIRL £,
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B zcz=omz

AT Y TE [T ZADFEMM (Device Details) ]2 > T, [A7 Y a—/L 7B (Scheduled Deployments) ] % 7
Z RO T, MK (Delete) 18 227 U w27 LET,

RDRERY
 BEWOFARY | I, T v 7, BILOERH
s TRTDOT N, AREDGHAEY (160 ~=—7)

e T RTDFNA ZADRELEO S L E2—LEE (161 <—)

\3

BRTEXEDHER

[ZEH OHERR (Check for Changes) [ %7 U v 7 LT, T3 ADRENT A AL CHEBEAT
ENTVDH, CDOIRIFISNTVDHRED AL — LB o TNDENE I PEMERLET,
ZOFT v a itk T AN AW (Synced) 1IREED & X IZFRREINET,

KRBT 2I120F, ROFNEZETLET,

ATV Tl FEF—T g =T, [T ALY —E A (Devices & Services) | &#7 Y v 7 LET,
ARTYT2 [THRARZTH7) v 7 LET,
ATV T3 WURTNARAZATDOETHI Y v 7 LET,
ATV T8 BENT NA AL CTEHBEERE SN RBERS DT A AR ET,
AT 975 LMo [ (Synced) ]34 > T[EFE DM (Check for Changes) %27V v 7 LE7,
ATV 6 WOEBMEL, THA AL > THE TR £,
s Meraki 7 /34 ADGA, T/ ADRECEERNHoT2856. WORA vE2—URFERINET,

Reading the policy from the device. If there are active deployments on the device, reading will

start after they are finished.

«[OK] %7V v 7 LT, o~tERFET, T34 ADOFHKE T, CDO IZHRIFINTWVDHREN FEX
SNFET,

cBMEE X v AT HITIE, [F¥ B (Cancel) 1227 Vv 7 LET,

TN ADBE

1. WRENTZ2O0FEEIELE T, [HfT (Continue) 127 VU v/ LEd, REICBH#HEINE=T/INA
AE&FE (Last Known Device Configuration) &9 7L DWW EIL, CDO ITHRAF SN TV DER
ETT, T/NM ATHEH (Found on Device) &9 T~ DFFWZREIR, ASA ITRIES LTV DR
ETT,

2. WOWTIPERRLET,
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3.

zEonz [

1. [EA (Reject) 1: 77 AT AN FERZELR LT, [HREISEIERS T A Zi%E (Last
Known Device Configuration) | Z#EFFL £,

2. KR (Accept) 1: 7V bA TN REFEZEFEL T, CDOIZRIFEIILTNDT /S, ADREE
FNRAATHRON TR ETEEXLET,

[#t1T (Continue) | %7 VY v 7 LET,

EREDOWE

CDO ZMEH L CTT /3 ADMERUITINZ 72, BB SN TWRWERREE O T4 [JEllR T )
BEE. [EEOMEE (DiscardChanges) 127 U v 7 LET, [EEOEZE (Discard Changes) ]
7V w73 5L, CDO L, T30 ARIFES VTN DML TT /A ZADR DO r—T1 /0=
P—m el hEEX LET,

[EHEOEHE (DiscardChanges) (%27 V v 735 L, T3 ZAOERAT — 2 A X [FEFM (Not
Synced) IREEIZZ2 0 9, BEEZMWIET H L. CDO EOFERO 2 B —%, T34 2 LD
DAt —LRELIZZRY ., CDO Ok A T —# A% [ A (Synced) JIZERED 97,

FNRA ZADREF SN T RUVEREFOTXCEWEETS (F 0 [RIcEd) ) i, ko
FIEZEIT L £,

ATY TN FeF—2 g 3—T, [f > VU (Inventory) 127 U 27 LET,

AT T2 [T/3 A (Devices) |7 %27V 7 LET,

ART9 T3 @WYRTNNAAFATDE T2 ) v 7 LET,

RATY T8 WREBRZFITHOTNA ZAERIRLET,

AT 975 LMo [FERB (Not Synced) |31 T [EEDOMHE (Discard Changes) 127 VU v 7 LE9,

s FDM IZ L A& HE T34 ZDH4A1%., CDO T [CDO FORE I OEFIIMIES N, ZDF 31 AR

T % CDO #§RfiE, 735 2 EOBHEFATHOMMIZE 2 H41E 7 (Pending changes on CDO will
be discarded and the CDO configuration for this device will be replaced with the configuration currently running

onthe device) | & WIHEE X v —UNRFIRINET, [T (Continue) 1 %7 VU v L TEEZHK
FELET,

e Meraki 7 /31 ZADF-E1L. CDO TEENTICHIBRENF T,
« AWS T34 ZDHA1E, CDOTHIBRL LD E LT bonERENET, [AETS (Accept) %

72l [y &L (Cancel) 1227 U v 7 LET,

Cisco Defense Orchestrator T () Meraki O &8 .



7oz |

B = x079 4750 rEE

TINARADT O A TN FEE

7Y RAET R RERLIL, CDO AT TICT A XA ECHETONTE AR ZELET,
TURNETN RERIE, SSHER AN L TT A ADAY L RIS A VB =T = A%
EFLC. 7213, ASA OE4 13 Adaptive Security Device Manager (ASDM) . FDM (2 & 5%
BTN ZADLGEIXFDM 2 00— N~<F—V Y AL TITH ZENTEET, 77U b
FT N REFIZLY CDOIZRFSNTWNDT NS ADRE & T A ABRITRFINT
WHRRGE & D THENBEL E T,

TINARTDT I bF TNy FEEDRE

ASA. FDM IT L 2% T34 A F£721% Cisco I0S T34 A5 LT ME N EII 2 -
TWABEA., CDOIZI0 N Z T NN, AEF v 7 L, CDODHETT /N, ZADREITEE
M2 SNT=HT-2EETERRLET,

CDO (E. CDO IZRFEESNTWVRNWT A ADORTEICHTIHEE M LIZHE., 20T /34
A D [(REAT —H A (Configuration Status) ] % [Bia i (Conflict Detected) ]RRBIZZH L
9,

Defense Orchestrator 235t & 2 MH L7256, RO 2 SORENEZ LNET,
« CDO DT —HZ _X—=RRAF STV RNRELE LN, 73 RZEBEMZ 5 THET,

« FDM 12 £ 258 734 A0, FDM IC L 58 7310 ZIZBB ST TR
) OREEEND D AREMENRH Y £,

Defense Orchestrator & 7/ AN RTEEZRHEIT 5

REDFHEEIZONT
[7/34 AL —E X (Devices & Services) | X—I T, 7 AFEFH—EADRAT —H X

25 [ # (Synced) 1. [RIFIH (Not Synced) ]. F72iE [BEAWMMH S4LE L7z (Conflict
Detected) ]IZ72>TWDZ ENHY 7,

o TNA AN [FI#FE A (Synced) 1 DA, Cisco Defense Orchestrator (CDO) DFXEE . T
N 28— AR IFE S VTV DR EILIF LT,

o TRA ADR[RFH (NotSynced) DA, CDORGF SNTEHENER ZIL, T34 A
I —HIRFE SN TV ARE L ITR > TWET, CDO 2O F A A ZEE 2 R
T5HE, CDODNR—=T g N—BTHEICT A ADORENEREINET,

* CDO DA TT A ZTIMA BN ZEFIE, T MA TN FOEB LI ES, 7
A ZDFERHADBANC /2> TWDGE, TV AT AN ROEERM TS L, T
A ADAT —Z AN [HEHE SIvE L7z (Conflict Detected) 112DV £3, 77 bA
TR ROEEEZITAND L CDO OFRENT NA ADFEEE —HTDHLIICEES
IWET,
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sart

AR NAE N2> T DA, CiscoDefense Orchestrator (CDO) (5 7 4V ks ORI TT
WA R%R—Y 7 LT, CDODIMTTT NA ADERNPEL ST E ) atli LET,

EEMTbNT-Z a2+ 5L, CDOIET A ADW AT — 4 2% [Fefm (Conflict

Detected) JIZZH LET, CDO DINBTT NA RTMABNTEH L, 79 AT R R
D) EREREMEINET,

ZOF T arEANITDHE TAAL AT LITHA E7213 O0B AW 2 i 19 5 B 4 5% E
TEET, MOV, TS AEEOR—V T DR a—b (1725—) 258
LTL7EEN,

mERHOAEIE

oM 2 A4 9 5 &, Defense Orchestrator DANERTT XA ACEED Mz BV BA 108
EnFrREINET,

ATY T FeSF—2 g 3—=T, [ U (Inventory) 1227V v 7 LET,

ARTYT2 [TARETH7 ) w7 LET,

ATV T3 WEYRTNAALAT DX T 5B L ET,

RATv T84 BWAERMEANCT D 1 BEIFEEOT A AR ET,

RTY TS THRAAT—=TNOEMNZH D B (Conflict Detection) (7R 7 AT, U A K25 [A%) (Enabled) ]
R L ET,

@® ct Detecti Enabled ~

@ Disabled
@ Enabled

+ Auto-Accept Changes

TINAZADNSDT I TN FEEOBENGZ(TA
gk

EREROHEMORZTANZAENCT S LT, BHNRT A RCEBENMZ GNTZEE % HE)
FINZ 5T AHLD X 5 12 Cisco Defense Orchestrator (CDO) % 3% 7E T 7, CDO #{HEMHET I
FORA RN CEEMA DN ET L, 7Y ME TN REFRLMEINET, 7V T TR R
EHIZE D, CDO RSN TNDT A ZADFRE L T A AR STV HREE L
DO THENIHEAELET,

Cisco Defense Orchestrator T () Meraki O &8 .



+I0zok |
B cozzz=ons:

5O (B ATEREIL, AR OO OMILEERETT, T A TEFEO HEIZ T AN
EHICLTNDEE, CDOE 0 2 EICET AT =7 LT, T3 AOREICH L TT
U RETNY ROEBEPMTONTZNE DD EFERLET, HENLE I TWaEA. CDO
X, TR RNERRTHI LR, TAAADREDOR—TINN—T 3 & BEIICER L
7,

CDO TITHONIZWTNNDORELEENT A RACELEER SN TV RWnEgA, CDO IR EXE
HAHBMWICRFANERA, B O T M- T, ROT V> a v RRELET,
EEOHBZ I ANEZHAT 12, &S, T2 R[4 kY (Inventory) ]-3—
O [BiAHE (Conflict Detection) | A == —TCHEIZIFTANA v a v 2R RTEHLIITL
F7, WIZ, lHx DT NA ATOEREOHEIZ T ANEBHIZLET,

CDO TT' U AT/ ROEFEZHRHT 2600, BRE FBHTZIFANIZYESRLIZY T
ATV a UEEBRT A5AF. b2 BEARE (169 X—) ZHEMILET,

BEIRELEDRTE

AT9 TN FHEEILIA—A—EFRENREZF STV P L TCDOICRr A LET,
RATY T2 CDO A==a—n0 [BRTE (Settings) 1> [ZARERTE (General Settings) 1 IZfEN L £
RTw T3 [TF 2 FEZE (Tenant Settings) | =V 7 T, [T /34 AOELE HEART 247> 3 »OF#ME (Enable
the Option to Auto-accept Device Changes) | D M7 V%27 U w27 LET, ZOEEICLY, [F1 X Y
(Inventory) ]-X— @ [BiA# ! (Conflict Detection) ] A == —I|Z [AHE D HEIEGE (Auto-Accept Changes) ]
Ama—FTva rPRRINDEIITRY T,
AT T8 [A RPNV R=VZERE, TURNFTAN ROEEEHABAET 5T A AERINLET,
RATY 5 [BAEDOHKRE (Devices&Services) | A ==2—T, Rav 7 Xy A=a—005 [EEOHEIAGR (Auto-Accept
Changes) ] Z R L £,
& ct Detecti Enabled ~

@ Disabled
@ Enabled

+ Auto-Accept Changes

FFU R EDTRTOTFNA RO EHRBEEOEM L

ATy I EEFETNIA— IR EFOT AU &AL TCDO I 71 v LET,
ATY T2 CDO A==—M05 [RE (Settings) 1> [£AZRE (General Settings) 1128 L £3

AT9 T3 [T7F 2 Fi%E (Tenant Settings) | fHIK T, MV ELEICATA RLTKED X ZFR L, [T/8 ADE
HAHEEKRT A7 a &2 AT % (Enable the option to auto-accept device changes) | % fE2hiZ L %
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ey |

T, ZHUZEY., BAHRHEA =2 —D[ZEEOHEIKGE (Auto-Accept Changes) |4 7Y a U BT/ |
TF U M EOTRTOT N, AT OMEENENZ /) F4,

GE) [EEI&GE (Auto-Accept) ] % HE2hZ L724A. CDO THRRT DHNT, KT 3 ADHA % et
TAHVLERHY 9, TNETEHEOHIEBRNPBREIINTWIET NA ALXRIZRD E5,

5% TE D5 & D FER

ZOv v arTE, T ATHERAT DHHTEDOBA OERIZET HEREZRIEL ET,

IREIHA] AT—32 ADMER

ROFINEZHER LT, REM) OREAT —F ADT A AL R LET,

ATV Tl FEF—2 g =T, [T ALY —E A (Devices & Services) | &#7 VY v 7 LE T,

AT T2 [T34 A (Devices) | X757 Vw7 LTCT A RAERDTF 50, [T 7 L—1k (Templates) | ¥ 7 %7
Uo7 LTETAT AL Za RO E,

ATV T3 WERTNAAZAT DR T 5T w7 LET,

ATy T4 REMERESNTZT A AEZRIRLET,

RTw 75 A0 [RFEH (Notsynced) ] /3R/L T, IROWTINMNERIRL F7,
s [ E=2—LTHERM.. (Preview and Deploy..) ] : REDLEHZ CDO N HTNA AT v a$ 5
HlE, AT EEEZTRTOT AN, ZAORELREDOT L E a2 — LR, ffoTob—EIZHED
EREZREALET,
o [EEOMEE (Discard Changes) | : X EDEHE % CDO LT A AT v v a L= BWNGE, £
I3 CDO THR LI EDER %2 [TIZRT ] B, ZDOA 7 a id, CDO IRFEN TV DHRIE
T, T ARIF SN TV DO EITHORET EEE LET,

[B2 &5+ (Conflict Detected) ] X T—43 X DAER

CDO AT D E, TFATT AL AT LICHARHEANMEE R ITE L TEET, BiaWm
H (169 =2—2) AT/ > TWT, CDO #EAETICT A ZDOREICEFENMZ S
et T ADOREAT —Z ATiE [HEAMEH (Conflict Detected) | & Rm SAVE T,

[BiA i (Conflict Detected) | A7 — & A &fRRT 51213, RO FIEIZHENE T,

ATYT1 TS~ a =T, [T/ AL P —E A (Devices & Services) ] &7 U v 7 LET,
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+Ivz4 |
B = zxzEok—us0rrCa—0

AT9 T2 [T314 A (Devices) | X7 %27 Vw7 LT, T34 A&RADFFET,
ATV T3 WERTNAAZAT DR T 5V w7 LET,
ATV T BEEEWELTHDET A ZAEER L, HRIOFENASA > T A DO (Review Conflict) (%27 U v 7

L/i‘g—o
AT9 TS [T/ ZAD[AH (Device Syne) ]X—U T, PR R SN TV OMIEREZMERL T, 2 DOREZ LKL L
3

o TRBISGERR SN T /31 AR E (Last Known Device Configuration) | &9 T UL DFFUNTZ %L
X, CDO IZRAFSNTND T /A AR ETT,

o [F73A4 2Tl (FoundonDevice) | &9 T YLD/ SK VT, ASADFEITA T 4 Fab—
Ta NIRFSNTWVDORETT,

ATYT6 WOWTNMNEEIRL T, BB afk L £,

« [T ADLET % KGR (Accept Device changes) | : iX/E &, CDOIZMRAF SN TV DR OETENT
NAADFE(TFaLr 7 4F¥al—a L TREEXINET,

GE) CDOFa~wy R I A BF =T x=A ZLUITD Cisco10S 7731 A~DZEFE D B 2 4
A— R LTWeWed, BiAZfRT DB CiscolOS 7 /34 ADME— DRI IL[L B = —
72 L CHAGFR  (Accept Without Review) ] T,

o [T ADEF & (RejectDevice Changes) ] : 7 /34 ATIRIFE I TV DHERIE Z CDO IZRTFE S
TWHRETEEXLET,

GE) R EIAR SN T RTORELF L, £Fn /SRS ET,

TINA RAEBEDHR—1) /7“0350'7'w —JU

ot (169 ~—) ZHMILTWDGE, EIL[EXE (Settings) | ~N— T T[T /34 X

DELZ HAEAGRT 547 v a v ofa9Mk (Enable the Option to Auto-accept Device Changes) ]
FT v a ERNIZLTNDEE, CDO LT 7 4 /v hORIRTT N AR —Y 7 LT,
CDO DINERTT NA ZADREIZEEBMA SN E D e LET, CDOIZLDHERED
R—=U L ZRRIE. TAA AT LA ALZ A RATEXET, K=V o VEROEH L, HHO
T AT TEET,

TNA AT ORIBBEMABIR SN T ARWEEE, BRI (772 bOT 740 b ICHEIIZ
WmESNET,
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| #72z5+
Frq 2zBOR—) v 0zxra—1L ||

\)

GE) [T/ RAELH—E R (Devices & Services) | N— T TT NS R L OREE I AZ~A AT 5
&L [ E (General Settings) 12— D [T 7 4 /L FOFiA R (Default Conflict
Detection Interval) ]7° 7 4/ b OFiEMHHIE (45 ~—) TEIRL7ZA—V > ZHE? E
HEEINET,

[T /34 A L —E X (Conflict Detection) ] X— T [ (Conflict Detection) | &A%
T 50 [XE (Settings) | — Y T[T /A ADEHLE2 HEERT 547> 3 »OFZME (Enable
the Option to Auto-accept Device Changes) | 47> a VAN L7 6H, RO FIAIZHEVY CDO

WCEDTNAADR=Y TR E AT Y 2= LET,

ATy Tl FEF—2 a0 R_—T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LT,
AT T2 [T/3 A (Devices) |27 %27V v 7 LT, T, AERDTET,

ATV T3 WURT A REATDET %Y v LET,

ATV T8 FERHERNCT 5 1 AERITEEOT A AL RIRLET,

ATy T5 [HEMH (Conflict Detection) | &Rl UfEIK T, [F = v 7 RIfE (Checkevery) |D K v A A =a—
Vw7 L, BHOFR—V 7R EZERLET,

gy Conflict Detection | @ Ensbled -

Check every: Tenant default (24 hours]

Tenant default (24 hours)
10 minutes

1 hour

€ hours

24 hours
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Iz H b I
B = zxzEok—us0rrCa—0
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EEOY

!

i

TEZA) T ELR—

CDO DM B L O LR — MEREIZ, MMEORY L —DEBLZOR L L TELLEX2Y
TARRBNIET AEERA VA M ELTEH LET,

cEHu s (175 X—)

c BEW a7 DOESOFR (177 =)

BV % CSV 77 A NI AR—F T3 (177 =)
« BHELREMH (178 X—)

«[¥a 7 (Jobs) 1 ¥— (183 X—)

«[V—27 71— (Workflows) 13— (185 ~—3)

ZHEOJIZDT

o 71X, CDO TITOhN R ELE A MGy 7Ty LET, TOHE DO 2—|ZiF,
PH— PSR TVETRTOF A AL P —ERITDESERENG T ET, AT 0/ Ok
D—EE IR LUET,

o TN ZRERUTIN Z S AV T2 28 O3t L,
T RCOEFa /T h) OFGRFGED T L,
c TNRAADT VU R—T 4 T LHIRETE L E T,
« CDO DANBTHAT HAR U > —EHEDOFE DO,
AV T Y NOREETNI N T TN a—T 0 TR, HER, fiTE, WoEREIZE,
« ERMAER T FEIT - OHE CSV 7 7y A VELTH T — RAhE,

ZEOTDRE
CDO X, £Hn 7 OfFw%E 1 FfRFFLET, 1 FLLERTOBRITHAIRSET,
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. EEOY

Ez4YVTELKR=F |

CDOINT — X RXR—RABRGFTHER JIERE, BRI 2T AR— MLz E EICERE
NABRITITEDNNDH Y £, IO VWL, BEFa /% CSV 7 7 A V2T AKR— KT
5 (177 —=) ZZRLTIEIN,

[£E 04 (Changelog) | R—CDEEOS TV LY

B sz MU, BTN, ZARE~DET, TN, ATEITEINEZT Vv ar, F
771X CDO DAELTT NNA A2 b EENRREENE T,

cREOERZFOLREE 7 N ORE ATOEEOSHZ 7 Y v 7 LTEREZRET
%i—g‘o

WA E L TR ENZCDO DANERTITHONTZT v NAT R RERDEE, Y ATLL—
Y=kt —V—L L THEINET,

* CDO LDOT NA ZADFENT NA A LORRE LR S hizth, £721L7 341 223 CDO 7>
DHIBRE N & X2, CDOIFER e /= MY AL ET, REIX. 731 A0 5 CDO
_pxﬁ% fp)uﬁﬁﬁofd %I (N * 721X CDO ET/\/I'X unxi%@gﬂjﬂé tizkoT
s hvET,

+CDO L, fFOZ L "MV ZBACEEZICH LWEE e /o MY 2ERLET, B
REEFIT, AW TWAEFEn /= M ITEMENE T,

T ZNZKET DAY . B, BEOHIBRT 7> a oA Ry bRRRShET, 2
NoD7 7 arT, TAAZAOEEa IR LNET,

CDO A (AW £7TRIAIC L - T) TS 2AORELFH D &, £/ CDO M
THRAREER L 208, BEa 73 LONET,

CDO DAMFTT /A AZEENIMZ b E, [Biafit (Conflict Detected) ] = b
UNEFE e JICEXAENET,

FOTA4TEEUVETLEEEOS IR

EREa 0%, POTATEREFRTOARAT—ZANHY £, CDO ZHH L TF /A 2D
REEAEFTDE, BHIITI T4 TREFa 7y M) ICiESNET, T34 2025 CDO
~NDOFBEDFHAHEY . CDO N HT /3, A~DOEEDRR, CDO 725 DF /34 ZADOHIBRMNE T
THMN, ERIFFEITa 74 Fal— a3y Iy A NVERHTLHCLIa~ Y REETT L&,
TIT AT REFRa ZNET L, MREOEEOZDIZH L e 7 BMER SN E T,

EEOJTOI VMY DER

BEHEa T AR MIRBEBIOTZ7 o2 ) 7 TEET, REA—ZMEHLT, ¥F—U—FKIiZ

—HFTDHAR RN ERBELET, 74X T E2EHALT, BELETRTCOLEMG 24
VMV ERBLET, £, BEER AT 4L EZ VL, BREB] 74—V RICxF—U— %
BIMLT, #EE#HBEDEDL LT, 7A4NE ) T ENTERENO L M) 2B TEE
7
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| ®E=4UvFeLk—+
zEnsozs0us i

ZEOTDEFDRT

ERa N lhrHEOD [y Diff) Vo 2&227 ) v rd5hE AL ADFETa T X
L—2ary 77 ANVHNOEENERTEREND D, BHEEZLSHLTEET, 200D 3—V 3
COBEWRDY FT,

RO TIE, DD E (Original Configuration) ] IFZH Y ASA ICEZIAENDHAIOFE(T=a
TA4F¥alb—vary 7740 THY, [EE N5 E (Modified Configuration) | FI[IFZ8
EXRAENIHBOFITar T4 Falb—ary 77 AL ERLTVWET, ZOBRE, [TOXR
7E (Original Configuration) ]#i%, FEFRITITEEIN TV RNWETa L T 4 Falb— g
T ANDITERHE R L ETN, (BRI E (Modified Configuration) ] 5 DZ M H %
Ll FET, ENDAOFNZ»o TREZTZE S & HR network 47 2= 7 b DiBHI & |
lengineering] %> NV —27®D7 KL A7 THR network] v T —27 D7 KL RAIZE|#ET 5
ZEEBILT DT 7B ANL— L EERTEET, [Ai~ (Previous) ] B LU [k~ (Next) ] AR
FUEERALT, 77 A VHNOEELHERLET,

Comparing Files

Nem ~ 13

ESPEDEYS]
cBFHT s (175 3%—2)

ZEOTECNVN I7AILIZTZOREKR—FT 5

CDOAEa 7 OFT_RCEIT e ar~XKYVHE (csv) 77 A M7 AR—FLT, &
IS L THEREZ 7 ANEZ ) TBIOWAR_REZ SN TEET,
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Tz TELR—F |
B coozzmnsoxcoF e o RE—FLEEERT DY A XDER

BEO Tk csv 7 7 AIMIT T AR— T 520X, IROFNEEZEITLET,

ATY Tl Felr—va XM C, [£Ea S (Changelog) %7 U > 7 LET,

ARTYT2 RONTNNLOT 7 v a w7 LT, T AR T HEELZROTET,
s TUNEN TN T 4=V FEMRBET A — NV REFEHALT, =7 AFR—F 550 % EfEICHEDTE
T, T2 zE TRARAATTIANZY T LT, BIRLE 1 DFERITEEOT AN, ADEREDHZFE
RLET,
EF T DT RTOTANEZ ) TEIORBERFEEZ27 V7 LET, ZNICEY, BEFEr LK E2T
JAR—FTEET,

G¥) CDO X 1 EEMOLEFE 0 /T —Z 2 RFETHZ LICHEE L TLEE N, HKREO 1 HEMSDOEF
o AR AT a—RT550h, BERSONKE T A NEZ) T L, ZOFRRE csv7 7
ANELTE Y a—RTHEHFNEIWGAENRHY £9,

x%v73Eﬁnﬁmﬁhn%éﬁé@i&xﬁ~bﬁ&y@a%7Uy&biﬁo
ATV T csv 7 7 A NMTHONYRTWARTZMNIT, 77420 —hDVT7 7 ANV AT MURGFELET,

COODEEOTDFv/N\OT 4TV AR—FLEZEEQDTDHY A4 X
DER

CDO DEE 1 7 X—Uinb Ty AR— F T 5L, CDO BT —F X—RR (7T HEHEn
TIERE TR F9,

TRTCOEF ZIZHONT, CDOET A ZADRED 2 SO abt—%2fFELET, 7 u—X
SINTEE e 7 OgAE TG REE THRT) REOWThnER), A—F ks
DA T FELRVET, ZhICKY, CDO IFREDENET R TERTEET,

I BT, CDO I, BHEE Tolca—W =4 BEMTONTRZ, BIORZOMOFEME &
HiZ, TRTOARAT v T DO [EHA X N 2B L TRIFLET,

L, BEREu VT AR— T 556, =7 AR — MIIRED 2 OOER 2 B —|LF
ENFEHFAL, TN EEAXRXV N OBABEENDLTED, ZTAR— N7 7 A VTEFE R
7' CDO A FT XV HiEB N EL 20 E9,

CDO IR KRIFHOER o ZiFRERAF L, ZOBHRICITFRED2>Oa—NEENET,

KEEREHE

EEIREFEHICLD, V=" RX—=FT 4 DF v b AT ATHPNEETEREFOE R R
FOIEYHE BEa SO MIBEEMTAZENTEET, BHEEREHZMHH LT,

. Cisco Defense Orchestrator T Meraki O &8



| ®E=4UvFeLk—+
rEzxeEoadt |

CDO TAMERZMER L, 1B LIeE R R 2 —ZOART TN L, EREOBMHEZ AT LT,
RHEERELE 0 7 A Xy MBEEM T EF, R TEHEERAZZEr 7 TRETE LT,

\}

GE) CDODEFHRINT X FT~DBBLFREINDIBEELRHV ET, BEERINT vF 7
CAEWEREHIT, A UHREE SR L7,

EZEREREEOEMIEL

BEHEIR N T vx o 70EMMIE. T bOTRTCO2—YP—|IEELMITLET, BFIHE
KET X T EEDNCTHIIE, ROFIEHENET,

ATV Tl a—HF—R=a—n5, [E (Settings) | ZHRINLE7,

RT9T2 a—HF—RA=a—T, [f&&E (General Settings) 1 %7 U v 7 LET,

ATY T3 [EFERKFT »%2 7 (Change Request Tracking) | D FTDOAT A X% ) v 7 LET,
WesB35E T4 % & Defense Orchestrator f > % — 7 = A AN/ T L [£# 12 (Change Log) ] [£H
ZR (ChangeRequest) | R X7 XA =a—|Z, [AHEER (ChangeRequest) ] — /L X—REKR S
S

ZTEYH IR FCOERK

ATYT1 FEEDCDO R—=Und, X=VOETMIIHIEEY VT ANV — N R_R—=DFAD[+H]RE %27 ) v
LET,

ATy T2 BEHEY 7T A NMILETEMT, SHEZADLE T, £HY 72X MR, MENEETLIEETY 7= A b
ID#B=EET, FHH7 =V F2EHL T, ZEOHRMZTER L E T,

GE) TERLLTCEH Y 7 2 2 S OARNIER TE £ A,

ATvT3 BRIV IR MERAFLET,

G¥) CDOIFEFV /AP RFEL, TOEFV I A BRI TH0n, BEHEIV I ARV —)L
N—DERFY A MEREZ VT TEHET, TXTOHFLWERELZOERY J =X FNIZ
BRI T E 3,
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Ez4YVTELKR=F |
B z=vozxrezmnra~ roBENT

FEYJIRMEETEOTARY FOBEERIT

ATVl Fesr—varv s RyT, [£®ERrY (Changelog) 1527V v 7 LET,
ATy T2 BEa EZERLT, ZHY 7R MIBEMITHA4 S MaRRALET,

RATw T3 [EHEY AL (ChangeRequest) ¥ T, A XU hDO KRy T H T A=a—%7 v LET, KHO
EFV IV ZAMPELTY 7 ZA M)A MO—FLIZFREIND Z EICEBELTIEEN,

ATy T8 EHY A NOL4RTZZ ) v 7 L, BRI (Select) 1227V v 7 LET,

ZEVIVIRAHAIEEOTARNY FDRE

ATY T Fer—varv s RUT, (A2 (Changelog) 127V v 7 LET,
AT T2 [ZE®Enr s (ChangeLog) |MB7 4 —/N Ric, ZEI 7T A MOEMRRLHTIAZANLT, ZOLEEY /=
MBI T HFEERERr 7Ry b ERBELET, CDOIE, 5ERIC—HT HEE a7 A X %k
FRLET,

ZHIYIDIRAMDEBE

ATFYT1 BEYIJZA RN — A ASA—DEFEY VA N A=a2—% 27Uy 7 LET,
ATY T2 BRITDHDEFV VAL ELIIF—TU—FOANZRBLES, LBT7 4=V KEFHPT 4 —L Fili 7
TOEWH—BOFEEN, ZEY VA MDY A MIERINDLIITHRD ET,

PEOIZE Kk S

TANE B LA, BER AN hORBFEHTELLEEY 722 K7 A LE 13DV &
R

ATvT1 [£EHEnr s (ChangeLog) | _X—YDEMZHDH 7 4 NVH N AT, [£HEY 7 AR (ChangeRequests) ]38
WARLET,

Z%vﬁz74»&%@%LJ@%(wmm]74—»%’Wﬁjamx%@z%®Aﬁ%%%bih[@%
(Search) | 7 4 —/V RO FIZ, ¥ —BRFRRIINIED E T,

AT T3 BEIV T A MEERL, IGTIHF v IRy 7 A4t 5E, [A¥ a2 (Change Log) |7 —
TMZ—FE LTI ORRRSNET, CDO X, BRI TLHEHEa /A Xy MElfiR R LET,

. Cisco Defense Orchestrator T Meraki O &8



| E=42UFELR—F

BT rY—Ln—2%5U75% |

ZEHYIDIRMNY—ILIN—FD)TT 5

ATy I
ATvT2

EREVIZANY =N R—% 7 V7T 5L, BEEa T A NRBEFEOETEY 7= A MNZEHE)
FICEEAM T oD Z 2o EmMTE £,

BRI ZARN—NN—DEREY) VT A MA=a—% R LET,
[Z7VU7 (Clear) 127 Vw7 LET, BRIV I TAMA=a2—0[/2L (None) JIZEDLY £7,

EEOTARNY FEBERMTONEEEYIIRDI)T

ATy T1
ATvT72
ATv73
ATvT4

TS —a AT, [£Er Y (Changelog) 1227 Y v 7 LET,

ERa 7R LT, ZHY 7= OBEMITE2MRT 24 X MEaRRLET,

[£%¥ Y 7 A (Change Request) 15T, A XV DRy Ty A=ma—%7 Y v 7 LET,
[Z7 U7 (Clear) 127 Vv 7 LET,

ZE') VTR +OHIBR

AT 71
ATvT2
ATvT3
ATvT4

BRIV 722 MRS L LT, BRI nbTERERY 722 MY A R LHIBRL E
B

BFEY I ZARNY—)VR—DEFY VA NA=a—%7 Y v 7 LET,
BRI AN E7 ) v 7 LET,

FTOITOHIRT A arwEr7 )y 7 LET,

OO F oy Is~—2%27 )7 LT, BRY 7 X NOHIREZHBLET,

ZBRV VIR EEOEMIL

ATy I
ATvT2

EHEY 7 A NMEHEMNICTEE, THTY NOTRTO2—F—|ZHEBLF4, £FHEY Y
TR NEBAMZT BTN, ROFNEIZHENE T,

=P —H DA =a—n5, [KE (Settings) | 2L 7,
[EHY 7 A D K7 %7 (Change Request Tracking) | D FIZHDHARZ L EZ AT A4 RLT, JREAD X
FRRLET,
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B &=

{5& R

Tz TELR—F |

IhbDa—Rr—A 1%, FEROFNEIH - TEFEY o2 MNEHZHTID > TERNCL TS
ZLlEAHREE LTVET,

NERTLATHBEINTWDSFY Y FEBRT DE=O1CITHONE=T 74T IO+ —ILOERS
BT B
ZDZ—RF—ATIE, 2P —NT7 7 AT I —NVDEEEIT- T, I AT A THEFFS
NTCWBFry vefkLEST, 22—V —iL, 77 AT U4 —VOERITERTAIEE 7 A
N FEEEY 7oA MIBEEMITZWEEZXTWET, ROFNEICE>TERY 7R M
TERR L. ZE a7 A X b Z2BEEM T £,

1. ARV 7 AROIER (179 =) , BRI 7 A RNOL4RTE LT, MRV AT LD
DF Yy "EERIZBSEZHERLET, A7 4 — /L RZ2HHA LT, ZEOHECZ DM
OB EER A BN L ET,

2. FHLWEEY VA MPWEEY VA N — R |ZFKRENTWAEZ L 2R LFET,

3. I AT UF—NEEFELET,

4, FEHF—T a0 T[EEr S (ChangeLog) 1#7 Vv 7 L, HiLWEAHEY 7T X K
WBEMT O TV AEE e VA X FE RO ET,

5. FTLES, ZEIV VT AN —AN =527 V7425 (181 ~—) #FEITLET,

T7AT7 94— ILDEBENTONI-E. BLROEEOATARNY NEFHTEHT S

TDZ—RT—ATIE, 2=V —NT 7 AT T —NVDEEEFIT > TIERY AT L THEFF S

TWAFry NERRLE LN, ZHY 7o 2 NMEMMREAHFH L CEEY Vo X N2 AR

BT ARy MCEEMT 502 ENTWE L, 22—k, ZEaZICRZ->T, F7rv M

BTEFa /AR NEBEFLEZWVWEEZTWET, EHRV VA NEEFTa /A4 MNMTH

AT 2121, RO FIRIZENET,

1. EBHYVI7TAROIER (179 =) , BRI 7 A NOLRTE LT, BV AT LD
DF 7y MEETITFEFEHEHLET, A7 4 — AV FZ2HEHL T, EEOHEBZOM
O EF#R A BN L ET,

2. FTESF—varX{ U T[EERS (Changelog) 127 Vv 7 L, 77AT U4 —/LDOE
FICRHEMT SN TWAEFEr A X hERBLET,

3. BHVIJZRAPNEEFr /A2 FOEET (180 <X—)
4. BT LG, BHEY IV ARNY = X—% 7 T LET,

ZEYV IR MEERFTONLEREATAANY FEERT D

TDZ—R7—ATIE, 2—VP =%, AT L THRINTWDEF 7y MERRT 5720
WATONTAEEDRERE LT, POLFEa /A X "RETE o JIZEER I N E ) 72k
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| E=4UvFeLkR—

[

A

v 3

(37 Wobs) 15— [

EZTCWET, BEY 72X MIEEMTONTWAERET 0 VA X FEBRRTHIE, RO
FIEIZIENE T,

1. 75 —var AT, [£¥a2 (Changelog) %7 Vv 27 LET,

2. WOWTIhIDOHEZHEM LT, Z2HEY 72X MIBEEMITONTEEr 7 A X &k
?‘fil—/iﬁ‘()

«[£® 1/ (ChangeLog) MR~ 4 —/L NIZ, BHE YU 7 =X DO EMRALFTZATIL
T, ZOEHEY 7= A M| %@Hf%ﬂﬁﬁﬁﬂ74ﬂ/ﬁ%@ {LE7, CDOIE.
FERIL BT HEER A X b EERRE TR LET,

c T4 NHEFY s A (180%—) HZFEITLTEFa /A X MEBRLET,

3. AEFEn TR LT, METIEFV VT A MR RTilARRINT-ET a7 A X b
ROTET,

7 (Jobs) 1R—T

[/37(M®]A~9 . THBREO AT —Z AT AP R RINET, —fERE

i, @@®7A4K®ﬁ%ﬂ BEDOT SA A OREDHHILY . EEOT /314 AD[H
ﬁ7/77v—%&&#%0i# Y a T T =T VOGS SITATIE, BREVETIERI L7
fllx DT 7 arkErLET,

KOUVTIE, 1 EO—FEEREELZRLET, 20 1 RIO—FERIEIL, 728 20X 20607/ A X
TGS DR BT ST RN H Y £ 3, [ a7 (Jobs) | X—YOITEREMATL L, —E
BEDR BT DK T A ADRERBFRINET,

T Q

Regtion % B [ [T End % e

START

[¥a 7 (Jobs) 1 X—VIZiX, RD3SDOFETT 7 8ATEET,

WX 7T, AT [fER (Review) (V27 %227 Vv 7 LET, [Ya 7 (Jobs) |4—
WZUHEA VT FE, EOBANCKHIET DREDY a TINRRRINET,
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Tz TELR—F |
B o shrvorssasicami-—EREomEE

View Jobs The notifications tab displays status information
about the job. This example shows the bulk
( Reconnecting... «— action (Reconnect), the number of actions In the
job (20), actions being processed (13), number
of actlons falled (1), number of warnings (0), and
number of actions succeeded (6).

@20 213 @1 @6 F

) 1 Active Jobs

o [1@%1 (Notifications) 1 ¥ 7 D EfficdH b [V a 7 &ZFKrx (Viewjobs) [V 27 %7 U w7
T5HE, [VaTZ (Jobs) | N—VIZBEILET,

cCDO DA =a—Mnb, [E=Z41) >4 (Monitoring) 1>[23 7 (Jobs) | 23R L £,
ZORIZIT, CDO THEITEND FHRMEDOTER Y A FPRSNET,

TA4ILB YT ERE

[¥a7 (Jobs) | ~— T, #EZ AT BIELZET LIca—HY— BLOERERT -2 X
WCEoTTANFRHB L MR EFATTE £,

WFNHIADT YIS a Ik L-—EREDER

[¥a7 (obs) | ~—VEMRTH LTI, RRLZHERETL O EDOT 7 23 Vo
Mo TG EE, BERMEEZITo %I EZ /T e £9, CDO X, K L=T 72
arOHRTY a7 EHEITLET, —HEREZHFIETTDICE, ROFIEICHENET,

ATYT1N T varORERTYa 7T _X—=U0IT2 @I L9,
ATFvFT2 HECTAarxz s Vv LET,

—EREDT YUt

DT NA ATEITLIET 77 4 7T h—fEEEe X v BV TE5 X120 E L, =&
I, ABOEIXNGT NA AR L L 9 & LT, 3BDT A ANIEFICHHE L7253,
4 BBDOT A ZTHEEFIORI BRI LT nE LET,

—fEEEL Ty AT DI, ROFIEEZFEITLET,

ATYT1 CDOFEF—LarA=a—=T, [¥a~7 Jobs) 1227 Vw7 LEd,
ATV T2 FREFETHOERIELZAST T, ¥ a 7OTOLHMICH D [Fr /L (Cancel) 1V 27%27 Uy L
ij‘o

—HHREOWT N DD DR LTS E, T o ORIk S E YA, £EFETHO
BRI TR THFry L EnET,
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| E=4vryeLf—+
[7—% 70— Workilows) 1<—= [l

~

[D—% 28— (Workflows) | R—

[V—2 71— (Workflows) ]~—Tl&, 7734 A, Secure Device Connector (SDC) ., F7=
I% Secure Event Connector (SEC) LifF 925 L&, BIXONL— Ity hOETET SA R |TiH
4% L XIT, CDONFEITTHTRTOT b AEZEHTEET, CDOIE, FAT v T DT —
7 7u—7—=7 I M) EER L. EORRE ZOR—VIFRLET, =2 b UITE,
CDO L L THEITENDT 7 v a VIZOWVWTDEROANEENTEY, CDO BT —F %X
DY LTWATF AL ZZONWTOBERITEENEE A,

CDO VL, TXA ATOX AT DFITICRRT HE=T—52WELET, [VT—2 T7r—
(Workflows) | X—VIZBEI LT, =7 —BRBELILAT v 7 LT —OifMa R T
7
ZONR—VITIVEALT, ZT7—&ERHELTCI I TN a—T 07 LY, TACIZERSX
NifERE TAC EHAF LD T52 08 TEET,

[V—2 7u—] = ICBET 512, [ X P R_R=DT, [T R Z T %7 v
LET, WURTNARZATZTHI ) w7 UTT A ZAEFFE L, MERT NA A &R
LET, FHIOSXAL D [T /A ALT 7 2 (Devices and Actions) | C, [V—7 71—

(Workflows) 1% 7V > 7 LEd, WOKIL, [V—7 7u— (Workflows) | 7 —7 /LDx
MUMFREINT [V —2 71— (Workflows) ] X—T %R RLTWET,

EEsULT

J—2 70— EHROFH0—FK

SERIRT— 7 7 —EHAEISON 7 7 A MZH 7 a— R LT, TAC F— 205722 o iE
WERDONIZEEIRBETEET, ZOEREZLY TV a— T 520F, T3 AZ2RL T
D [V—2 7u— (Workflows) | ~—IIZBEIL, A LI RShL 7 AR—FRZ

Y %rVysLET,
A NL—RADER

R TEZ 7N T =N AGE, TACOLOLAF v 7 ML —Z2ADabt—EROONAGERH Y
F9, =T —DAX v 7 FL—REETHITIL, [A¥ v 27 FL—R (Stack Trace) 1V 7
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Ez4YVTELKR=F |
B 7570 Workilows) 1x—

Vw7 L, [A¥ v 7 FlL—ADat— (Copy Stacktrace) | &7 U » 7 LT, HHIZFE R
ENDHAY 7Yy T R—=Kav—LET,
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B,
=% =R

CDO O Cisco Security Cloud Sign On & D

AN
(m=

* SecureX48 L TXCDO (187 ~<—)

SecureX$ & UCDO

CiscoSecureX 77 v b 7 — AL, JAfiRv AaDHAER X2V T 4 R"— b7+ VA L BE
BROA L T7TARNT 7 F x0T, —HUREBEMAZRIELES, 2T XD ik
DFE— S, HEfERET L, ry hU—2 = RFRA U F, 727U R, BLOT AV Fr—
YarOeRETEX 2 VT4 b ENET, AT T v N7 4 — A TOEREIRICLD .,
SecureX (TMIE FTREZR 0TI R, HE LWAR, HEOZRWTF—LMOa IR — g V&5
HWLET, SecureX DML Z DT T v 87 3 — LB RMAET AEEEEOFEANZ DWW TIE,  TSecureX
[ZoWT) ZZBLTLIEEN,

SecureX (2 CDO 77> h~DT 7 ¥ ZAZFFATH L TAAL ZAOEFE, =7 —DHHT A
A2 BEDHDHT N A BUEFRHI L TORWT AL ZADEKIRE | T3 AL N~ OBEE
WFEIRSNET, A2 FOPEZT, BUEEA SH T DO RY =L 2N HDORY »—I2H
AT ENTHWEATV=r FOEFHEZRT2EHOY 4 FUbERENET, A >—iF
TNRAALA TILE S TERESN, AT V=7 MIAT V=7 MA T L > TR S E
ER

CDO ¥ 2 —/V% SecureX % v ¥ 28— RITEBNT 5121, EEOFIENLIETT, FEMIC
SWTIE. TCDO % SecureX (2B #BR L TLFF X0,

A

=111

a4
= (3

CDOTHT L heESecureX T H Ty NaElr~— L TWWARWES, FvAR—F 407 &h

72T _RTOT NN, ADA R NERRTERNZ EDRHY 4, SecureX TCDO £ = —/b
EERT DR, THU Yy he~—U9 52 L@l BEO LET, FElc o0 Tik, CDo

L SecureX T hDv—] BEBRL T I,
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https://visibility.amp.cisco.com/iroh/iroh-auth/login?redirect_after_login=https://securex.us.security.cisco.com/help/about-securex
https://visibility.amp.cisco.com/iroh/iroh-auth/login?redirect_after_login=https://securex.us.security.cisco.com/help/about-securex

CDO @ Cisco Security Cloud Sign On & D& |
B oo securex 7y rv—2

SecureX D ') K>
SecureX ® Y AR 1%, SecureX 7 H 7> b EAERT B0 E D b 5T, CDO TEM T

¥ B Casebook

FT, R=UDFEIZH D SecureX ¥ 7
Rz BBELET,

) T/%@Hﬂﬂ”é X, SecureX 7 AUV M ERIETALENH Y £9°, SecureX ~DT 7 &
@"iﬂ%f%’)@}:ﬂbwwﬁﬂﬁ/f/%ﬁﬁﬁ‘é”é &%3§< k@]&)bijﬂ )T/ﬁ)wuniéﬂé
9: . CDO 725 H# SecureX BEREZFIH TX 2 K 910 £,

SEAZOWTIL, SecureX VARV D R¥ a2 A FEBR LT &N,

7 Uy LT,V

Secure XD S I a—TF 4y

DT ANRY T AT i20®§%u%75>5§”~ﬁbi*f RATDHAREMED H D RTEORE., fif
P FIIRBWEDHRIZEND [SecureX D N T TNy a—T 407 (223 3—2) | 25
LTL7Z&EN,

BEEIER
e SecureX (2O T

*CDO & SecureX 77 hDO<w—

« CDO @ SecureX DOHEfe (190 ~2—2°)

« CDO T® SecureX DOHEfEMERR (190 ~—3)
+ CDO % SecureX (23BN

eSecureX D N T TN a—TF 17 (223 NX—)

CDO & SecureX 7 Ao kDT —

SecureX & 721d Cisco Threat Response (CTR) 7 # ¥ & T TIZBRLOGA, T/3 A%
SecureX |28 E%T 512X, CDO 7F > b & SecureX/CTR 7 H U v M AT HHLENRH Y £
¥, Thvr M. SecureX R —F Wl —YT&x£d, CDOEY 22— /VEAERT DRI, T
NIy hevw—UFT 52 LB BEIOLET, THIV MR —VENDHET, T/31 AD
A X N % SecureX THE/RLZY | oD SecureX HEREAFIH L7120 925 Z LT TE EHA,

N

G¥) O ALERMBTHEAA I TITEE L TLIEE, CDO ® SecureX ~D~— 21,
REE R DD GERH D 77,

FIEIZOWTIEZ, [ThHT L FDO~—2) ZBRLTLEEN,
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https://visibility.amp.cisco.com/iroh/iroh-auth/login?redirect_after_login=https://securex.us.security.cisco.com/help/ribbon
https://visibility.amp.cisco.com/iroh/iroh-auth/login?redirect_after_login=https://securex.us.security.cisco.com/help/about-securex
https://admin.sse.itd.cisco.com/assets/static/online-help/index.html#!t_merge-your-cdo-and-securex-accounts.html

I CDO @ Cisco Security Cloud Sign On & D&
CDO % SecureX [ZiE/0 .

A\

GE)  HHOHE s 70 NZRRL27 0 MRd L2561, ks 70 RTLI@ERICT w2k
EX—UTORBERHY ET,

BEEER
* SecureXF X OCDO
* CDO % SecureX (23BN

eSecureX D ST TN a—T 4 T

CDO % SecureX [Z3E/N

SecureX DN EERFZE T NA AT 7 BATESHLHIZL, CDOE Y 2—/L% SecureX & v ¥/ =
A—RIZEMLT, X2V T4 AR— 7+ VATRNOMDI AT Ty hT7r—LE L bilT
NAAZARY S —F TV VOB ELZERLET,

Y

GE) ZOTavAEBETHAA I TIERE L TLEE, CDO ® SecureX ~D~— 21,
BN DA NH Y 97,

[F L& BRI

CDO T SecureX Z 4kt DHINC, IROT 7 v a VIEHHAHRTHZ L2 BEID LET,
*SecureX 7 AU FOERELU L THLILENDH Y £7,
« CDO 77 b ® SuperAdmin = —H#—12 — VA RA L TWDOIMENRH Y £7,

« T2 FOWBEERDITT H7-DIT, Security Services Exchange T7 v h T 7 v R &
~—ULET, FEMIZONTIEL, CDO & SecureX 7 H VY hD~v— ) 5L TL
EEVN,

« CDO 7 7 K % Security Services Exchange & ~—Y L7256, 43 CDO T kb Yy
TURML, HERZA LTSN,

c FE~Y—TY LTV ZRWEEAIX, Cisco Secure Sign-On % SAML ¥ > 7 /LA 4 ID 7'
NAH— (IdP) & L CE%E L. DuoSecurity # % ZHBFE (MFA) HICEREL £3, CDO
B L SecureX DI FILZ N AEBFESFRNE LTHEMALET, dEMICO0TiX, [SAML &~
V7V A A L Cisco Defense Orchestrator D e ] 22 L TL &,

N

G F . #E#E¥oT7Fv ]\fPébéfE/\ I, SecureX TFF > F T L2 1 DDOFEY =2 — )V EERRT B 4%
ERHYET, HT7 0 M, KBHO—ED APL N —7 IS E T,
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CDO O Cisco Security Cloud Sign On & D& |
B coo o securex D1z

CDO 0) SecureX &4

SecureX 7 H 7 hECDOT AUy ha~w—Y Lz, 2007 T v b7 4 —AROHEEZR
"L, CDOEY=2—/L) SecureX # v ¥ =adh— RIGEMENS L) ICTFETHENZT HME

WY EF, CDOUI Z4T LT SecureX (ZHEft L. T3 ADRY — A X F ZAT A
T2l N EOWMEE, EX 2 VT 4 A= 73 VAICEENDMO AT T N T —
LEEHIZTRRLET,

)

() SecureX ¥ v ¥ =2R— R TCDOEY 2— VNI TIZHEINTWDLEA, [77 2 b % SecureX
\ZHt (Connect Tenant to SecureX) ] 47 a 2k v, EHE L CDO EY 2 — /L RER S
NET, ZOMENRELEZEAIE. [SecureX D T TV a—T 4 7 | FilESH LT
<TZEW,

WDOFEIEZHE AL T, CDO 55 API h—7 »#H4E L. CDO £ =2 —/L% SecureX (280 L
ij_o

ATFwT1 CDOWCu /A LET,
AT9 72 AEROa—P—RA=a—n5 [E (Settings) ] ZHR L ET,
RT9T3 U4 RUDEMIZH D [EEFRE (General Settings) | % 7 Z IR L £,

ATy T4 [TF 2 Fa%E (Tenant Settings) |7 = & @217 T, [SecureX DO#%#5i (Connect SecureX) 1 %7 U v
JLET, 790V 0 RURSecureX D2 7 A =Y XA L7 FLET, CDO T F v MIRHE
7 kD r 7 A AFHZEH LT SecureX (2w 7 A LET,

AT 975 SecureX [ZIEFICu A v T5HE, 7I7UFIFXABNICCDO Y XA L7 hLET, [&XZT (General
Settings) | X— @ [ —H —4F B (User Management) | % 712, SecureX ~D 1 7' A ZfHEH L7k D
LEELH L — Y —RNERINET, ZO2—PF— LAY FEH T, SecureX |27 — ¥ Z&FT
HI=OICOBRERH S ET,

CDO T SecureX DIEHEFER

CDO & SecureX Mk DOMIDBEEY 7 = A M E2UIMT 52 ENTEET, TDOA TV a3 T,
SecureX 7> H AR ITHIR SN EF AN, CDO 7L EAE Y B APl 2 —F —23HIR S 1.
SecureX FHARICEERTITF HNTCWET T2 FBRA R R LR — FOEEEEIELET,

B, ZHUTEY ., CDO @ SecureX VAL HTF U bR T T RLZY . VAR ES
WD Z LEbHY E¥A, VAR HrZT DU MY 5I21E, Support Case Manager T7— A %
BAWCU R ou A 2FHTY ey M OMERHYVET, 2OV I7ZAMNMIEY, TF
YERURUERTT T NLET,

2TFYv 71 CDOWCr A LET,

AT9 72 AEROaZ—Y—RA=a—n5 [XE (Settings) ] ZHR L E T,
RT9T3 U4 RUDEMIZH D [EEFRE (General Settings) | % 7 Z3IN L £,
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https://mycase.cloudapps.cisco.com/case

I CDO @ Cisco Security Cloud Sign On & D&
c00 % 1 Lo SecureX ~:&m [

ATy T4 [TF > FE%E (TenantSettings) |7 3 3 > % fB-o1F T, [SecureXDYJWr (Disconnect SecureX) 1% 7 U v
7 LET, [ E (General Settings) ] -3—3 0 [—H—&H (User Management) ] % 7 C. SecureX
T —Z ZFET DI DIER SN B A Y EH 22— =0 HIR SN E T,

CDO &2 1 JLO) SecureX ~iE /N

CDO BV 2a—/LEHHMILTZH, CDO # A /L% SecureX # v ¥ ah— RlzBINcE £4, U
DEY 2 —/UiE, CDO NHLDAT—H AEFRIZT 7B AL, BINFAHER 2 DOX A V&I
LTCHF vy alR—RIZT—4#&2H)ELET,

WOFNEZEH L T, CDO # A /L% SecureX ¥ v ¥ = h— RIZBIMLE9,

ATv T 1 SecureX D[# v 27— K (Dashboard) ] % 7 SR [%ﬁbb\ﬁ\/
v 28— R (NewDashboard) 1% 7 U > 27 LET, SecureX ¥ v ¥ ah— NIIHOTT 7 AT 5541
[ZANVDEN (AddTiles) 1227V w27 3$5ZLHTEET,

ATFvT2 (LR FyvaR—RO4MEEELET,

Ev b BEOT T MR HDGEE, ZORBMAERAT v a VEHEH LT, CDO ¥ A V3 BEM T &
NTNWDLTF > MEfBlLET,

ATy T3 [HHAEEZR Z A L (Available Tiles) ] VU A /35 CDO IR L, A7 a &R L CHEHARER Z A
NWEFRRLET, Xoiafr— RGO X AN ETXTERIRLET,

* [CDOT /™A ZDOHEE (CDO Device Summary) ] : ’@&4» IX. CDO T ¥ MIBUEA LV R—F «
VITENTWDETRTOT N, ALEZDAT =X AD—ENRFREINET,

« [CDOA 7Y =7 k&R Y — (CDO Objects and Policies) |: Z DX A /MZiE, T3 AZHE#EH &
NTVLTRTORY —& ENHORY O—IZHEMTONTNWEAT V= r FPO—ERERRE
NnE7,

GE) CDO O—EBNRFREINWIEE . SecureX 121X CDO 2B DA% API b — 7 U IMEES LT
WER A, FEMIZOWTIE, TCDO % A v® SecureX ~DEM | Z#HML T 7ZE0,

ATy T4 [R1F (Save) 1227V v 7 LET,

REETER -
*CDO & SecureX 77 hDO<w—

eSecureX D N T TN a—TFT 4T
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CDO O Cisco Security Cloud Sign On & D& |
. CDO % 1 JL® SecureX ~MD3EHN
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Terraform

e Terraform [Z-2W\NT (193 ~X—)

Terraform [ZDUNT

CDO DOFEHEIL, CDO Terraform 7 = /31 #— & CDO Terraform & = — /L2 LT, ##Y
WLUR[RE CAN—V g vV EHINZa—REEH LT o badElcty b7 v 7T ET,
CDO Terraform 7 a2 A X —&{FH+ 2L, 2—P—13HKDOZENTEE T,

c 2P —DEHE

« 77 7 R Firewall Management Center, Cisco Secure ASA 7 /34 A 3 X Vi0OS 73
A AT Secure Firewall Threat Defense 7 /XA ADH Vik—T 4 245

* vSphere 3 X TV AWS T® Secure Device Connector DA Y iR—TF 4 4

« AWS T® Secure Event Connector DA > iR—T 4 >4
FEAIZOWTIE, LT OR—=U 2B LTI &0,

* CDO Terraform 7" 1 /3A X —D~—

+ CDO SDC & ¥ =—/L (vSphere) MD—

«CDOSDC E¥ 22—/ (AWS) D~<—

« CDO SEC E ¥ = —/L (AWS) DO_X—

* Devnet 7—=2 7 7 R CTOFH

+ [ Automating Security Infrastructure Management Using the Cisco Defense Orchestrator Terraform
Provider] : 7 —=2 7 J7R

« GitHub T® CDO HE1k D7
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https://registry.terraform.io/providers/CiscoDevNet/cdo/latest
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/vsphere/latest
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest
https://registry.terraform.io/modules/CiscoDevNet/cdo-sec/aws/latest
https://developer.cisco.com/learning/tracks/firewall-automation/secure-firewall-automation-cdo
https://developer.cisco.com/learning/labs/secure-firewall-automation-cdo-terraform/cdo-terraform-provider-overview/
https://developer.cisco.com/learning/labs/secure-firewall-automation-cdo-terraform/cdo-terraform-provider-overview/
https://github.com/ciscodevnet/cdo-automation

Terraform |

. Terraform (2D (VT

HR— b+

CDO Terraform 7' 12 /34 X — & EY 2 — /UL, Apache2.0 74 BV AD FTA =TV —RAY
Zhy=T L LTABESRTWET, A= FRKBERGEE, GitHb DU FO U KRY MU T
Rz HE LT 7EE0,

EPa—L 1)7R< k1) (Repository)

CDO Terraform 7 2 /3 A X — https://github.com/ciscodevnet/terraform-provider-cdo
CDO SDC & ¥ = — /b (vSphere) https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
CDO SDC £ =—/L (AWS) https://github.com/CiscoDevNet/terraform-aws-cdo-sdc
CDO SEC E¥ = —/L (AWS) https://github.com/CiscoDevNet/terraform-aws-cdo-sec

JRY FIA~DEHR

CDO F—AalF, LD URY F Y ~OFEMEZBAD L £F, Ta A F—LxPa— D%
ICHEBKT 25813, ZAHdGitHub UARY U T Y 7 2R FAER LTS EE N,

BEIEE
* Deploy an SDC to vSphere Using Terraform

* Deploy an SDC to AWS VPC Using Terraform
* Deploy an SEC to AWS VPC Using Terraform
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https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/CiscoDevNet/terraform-aws-cdo-sdc
https://github.com/CiscoDevNet/terraform-aws-cdo-sec
https://docs.defenseorchestrator.com/sdc_vshpere_terraform.html
https://docs.defenseorchestrator.com/sdc_aws_terraform.html
https://docs.defenseorchestrator.com/sec_aws_terraform.html

=F,
kST a—FTa 8

TOEFT, OBV a rTHEREINTHET,

» Secure Device Connector @ f 7 7 /L3 = — K (195 ~X—)

» Cisco Defense Orchestrator ® 7 7 /v a—7 4 7 (200 <X—)
o TN ZADERHEIREE (210 ~—2)

e SecureX D b T TN a—T 4T (223 N—)

Secure Device Connector D kS5 J )L a— k

F v 7L I AD Secure Device Connector (SDC) O b T )V a—TF 4 7 #4TH121%, UUF
DRy ZE2ZHRLTITEIN,

WTNOTF Y AT H Y TEE HRWIEARIEL. CDO ODBEREN TAC TYHR— FF47 v b %
< Fik,

SDC [ZEIEARE

CDO LD 2RO /v— | B — NER|ICHEG L CTLE LR - 7256, SDC OIRTE [BE A HE
(Unreachable) 1i127¢ 0 £, SDCIZEERGERGA., T2 MI, AvR—T 7Lz E
DT RA AL HLWETEEEA,

CDO IZ, RO FETSDCIZEIERRETHDZ EERLET,

« [—#8® Secure Device Connector (SDC) [ZEIFETX EH A, %495 SDC IZEHEfT T &
NI=T A A L iTiEfE T& £ A (Some Secure Device Connectors (SDC) are unreachable.
You will not be able to communicate with devices associated with these SDCs) | £V 9 A vt —
T CDO DAR—LR—IICFRENET,

o [—E R (Services) ]X—D SDC D AT —# A3 [BIZEARAE (Unreachable) 12720 &
—a_o

COMBEARIT A%, £T°SDC £ T F v FOF#HEREZRITL TS EE N,
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rFSILYa—F108 |

B =eicoo tsoe 27— 52575 F 4 TIsHB AN

SDC AR~ Vo NEITH T, HIKDOCDOIP T KL AIZEFETE A Z L 2R LET, &
XI5 /34 A~D Cisco Defense Orchestrator Dffe (7 <—3) | 2R LT IFE
/AN

N—hE— hEFETERK LT, CDO & SDC OFEHEEZFAIT L E T, SDC 23/ — hE—

FESRIZIGET D L. [T7277 47 (Active) | A7 —F ARV ET, ~n—bhE—Fa2F

B TERT 51, ROFIRITHENET,

1. CDOA==a—7b[Y—I)LEY—ERX (Tools&Services) |>[tFa7a+x4U 32 (Secure
Connectors) [IZB&E L £,

2. FIEARGERSDCEZ Y v LET,

3. [#fE (Actions) ]3A T, [/>— hbE— h®DZR (Request heartbeat) 1 %27 U v 7 L
ij‘o

4. [F#Ek¢ (Recomnect) | &7 U v/ LET,
SDC % FEICT v MIFERLE S ELTH, SDC [T 7T 47 (Active) | AT —H

AR B2V EEAE. [TEBI#% CDO TSDC AT — X ANT 75 4 71272 5780y (196 20—
V) 1 ORRIZHESTLIEEW,

ER# CD0 TSDC RF—A AMT I F 4 FITH S AL

BELTHI057>TEH SDCHRT 7T 4 T2 L% CDO BRI NEEAIE, SDC D
JEBAERICAER LT cdo 2 —PF—FB L UOVIZT— RI2 LY. SSH Z{#HH LT SDC VM IZH55% L
F9,

ATY 71 /opt/cdo/configure.log %%E}E\Lij—o Z 2. AJ1L7=SDC @*%&%&Hﬂiﬂ& N zh %%PIE%"GCEJEH éj’b
TN EIPPRENET, By T v 77 aEA T I —NEAEL TWIHEAERIMENELS ATTEN

ATy T2

TR WEEIT.

a)
b)
c)

sdc-onboard setup & FEFIT L £ 7,

[cdo@localhost cdo]ls 7 2 > 7 kT, sudo sdc-onboard setup EATILFET,

cdo L—H—D/IAT—RKEZ AN LET,

Tar T MIENET, By b7 TR YT EOERIEST, By b7 v T U4 Y= R THTo 02
TRTCOREFIRZMER L, AN ULICEEEET LI N TEET,

17 &REF L. sudo sdc-onboard setup ZFEITLTH., SDCRAT I T4 Tl o722 L % CDO 2R & 7200
B A, Cisco Defense Orchestrator H 78— bk ~MdfE,

SDCHOEELIP7 FLAMNCDO IZRERENTELY

SDCOIPT KL RAZEE LG, GMT ORI 3RELIE £ TA R IXCDO I KM S E A,
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| F3o0va—F104
FIARE SDCOEFIZETE L5 TLva—F125 [

TNARESDCDEHEICET A ST a—TFT420T

ZDOY—)LZ&HEH LT, Secure Device Connector (SDC) %41 L7z CDO 735 F /34 A~D K
HETANLET, TRAARF U R—TFT 4 7RI LTEGE, £ 4 R —T 1 > 7 O
\Z CDO BT /A AZEETE D0 E I &l 256815, Z0RE7 A NT 52 ENT
=FT,

ATYF1 CDO A =a—0b[Y—ILEH—E R (Tools & Services) ]1>[tFa7axr4 4 (Secure Connectors) ]iZ
BEILET,
ATy 72 SDC ZHNL ET,
AT T3 ARO[ NT TNy 2—F 47 (Troubleshooting) ]34 > T, [T /34 AD#HE (Device Connectivity) ]
Vv LET,
RTYT NITTN Y a—T AV T ELEFEHRLED ELTWDET A ZAOFHRIPT KL AEZIXFQDN &R — k
B NI L, [FHT (Go) 1227 V27 LET, CDOITKRDOIREE FEITLET,
a) [DNSfi#{& (DNSResolution) ]: 1P 7 KL 2DV IZFQDN ZF5ET 5D &, SDC S R A A 4 ik
TEIPT FLAZIGTEL Z & &g LET,
b) [T A & (Connection Test) |: 7 /354 ANBIFERGETHD I L 2R LET,
¢) [TLSH7R— 1 (TLSsupport) ]: T /34 A& SDC D 5N YR — h325 TLS N— 3 > L5 &2 M
LET,

o [PAR— F ZRTWRWEFSE (Unsupported Cipher) ]: 7734 A & SDC Ol 5 THAR— I T
5 TLS /X— g U B WA, CDO 1L, SDC Tid72< T3 A THR— FEN TV 5D TLS /13—
Tar RO TET A MLET,
d) SSLiFHHE : FI 7Ny a—T 4 7 Tk, aEAEHRS RIS ET,

RATFYTE FARARADF U R—F 4 T EINLT A 2O O REMSEE L 72 \WE 1. Cisco Defense Orchestrator
PR — b ~DEHE,

SDC & DA TR £ - (TEEA 4 Ly

ZORv 7 aryTHATAE YU 2a— 3 0E, A7 L 2 AD Secure Device Connector  (SDC)
OB BEHEINET,

SEIK : SDC & DOWrkt ) Ze i & 7o 138w 72\,

ZW . CORBEIX. T4 A ZEENIFIEV o IEV (80%LL ) DBAITIRET DL RREM N D Y
i‘j‘o

KOFNEZEFATL T, T4 AV FEOBARI AR LT,

1. Secure Device Connector (SDC) VM D =Y — /L& B & £,
2. 2—W¥—FcdoTrZ A LET,

3. WEIa 7 A URHZAERR LTz SA Y — RE AT LET,
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B soc commnnmmErEmEsL L

4 ETF. AE -hEANLTEET ARV ERET = v L, BETF 4 AV ERARN L&
MR L £,

DockerliZ K> TT 4 AV RENHE SN L 2HERTEXET, BHEOT 4 AV HHE
2XHNA MR THD ETFRINET,

5. Docker 7 A VX —DF 4 A7 fEHEZRRT HITIE
sudo du -h /var/lib/docker | sort -h ZFE{TL 7,
Docker 771'/1/57“@5‘4’ Xﬁ@iﬁﬁ%%ﬁ%mhf% jfj*

FIE

Docker 7 # /VH —DF 4 A7 HEHAEMIIEN S IZVDOB-E1L. dockerFRET 7 A /L TIRD L 5
ICEFRLET,

e Max-size : BIED 7 7 A VBRI A XELEZDH, nrn—7—3 g 20l LET,
e Max-file : FIRIZEL=H, a—TFT—>arEn-£ahu /7 77 A VZHIBRLET,

ROFNEZEITLET,
1. sudo vi /etc/docker/daemon.json #EITL £,
2. WOIT&H7 7 ANMTHEALET,
{
"log-driver": "json-file",
"log-opts": {"max-size": "100m", "max-file": "5" }
}
3. Esc F—ZfLTHE twq! EATL, BEEZEZIAALTT 7 A VEHLET,

N

((¥) sudo cat /etc/docker/daemon.json ZFITL T, 77 A MIMX LN EE AR T
TET,

4. sudo systemctl restart docker % 31T L T docker 7 7 A /L Z FALE) L £,

BENEHIND E TIN50 Y £9, sudo du -h /var/lib/docker
| sort -h #EFTL . docker 7 # VEZ—DEFHEINT-T 4 A7 HHEEZF R LET,

5. df ~h #FEITL T, EBEXT 4 AT A XBREMLTZZ L 2R LET,

6. SDC D AT —H A% [B|ZEARHE (Unreachable) 175 [7 27 7 47 (Active) [ ICAE T Dl
12, CDO 5 [h—E A (Services) | “X—T D [EF =T 2317 ¥ (Secure Connectors) |
ZTWCRBEIL, [77 a3y (Actions) ] A ==—05 [ DO E R (Request Reconnect) |
BV I THMENDYD T,
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Secure Device Connector [ & %52 500 THHERE DS : cisco-sa-20190215-runc .

Secure Device Connector [ZZ2E X5 2 500 THEFEFREDOMEE 4
cisco-sa-20190215-runc

Cisco Product Security Incident Response Team (PSIRT) (%, Docker D> 77 ¢ (EKE) OF
WESSPEIZ DWW TR ¥ 2 U 7 4 7 K231 U cisco-sa-20190215-runc Z AR L £ L7z,
WEgsPE D SRR DOV TIL, PSIRT F— A DT RS U 2K & BHiA< 72X,
ZOMEgIEIE. TRTD CDO o —H—|TWB L £,

*«CDO ® 7 7 v REBH X7~ Secure Device Connector (SDC) ZfifH L T\ A BERIL., &
HEFINED CDOEHT — LI Lo TTTIZFEITINTWDTO, ML T4 IHY 8
oo

e AU T LI ZATEBENT- SDC i L T\ A BRI, D Docker X— 3 v A
HT2E9CSDCHEANET v T VL—RTAUERHYET, Ty 7T L —FT5BIC
X, ROFIEEZFEHL 9,

« CDO fEH#ED SDC A A FOFH (199 ~=—7)
e WAX LSDCHRA MEFHTD (200 2—)

N KT vxT (200 X—2)

CDO 2% SDC /KX D EH

CDO @ VM A A — % il L 7= Secure Device Connector DR L7=3A1X. IROFNEZEFH L
i j_o

2Tw 1 SSH 7213 A =" HFar —La LT SDC A2 Mo LE7,
ATFYT2 kOa~vr FEFETFTLT, Docker Y —EADNR—2 g 2R LET,

docker version

ATV T3 EHORIE~T Y (VM) OWTNNEFEITL TWAEE, RO X ) R hnEranx1,

> docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amdé64
Experimental: false

ZITHWAR=U g URFRINDAEEENH Y T,
ATy T4 kOa<w REFEITLT Docker ZEH L, Y—E2AZ2HEFBHLET,

> sudo yum update docker-ce
> sudo service docker restart

Gx) Docker %— B ZADEILENF, CDO & T /31 A OGN ERFRELE L E9,
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B »=x5Lschzr2EHT S

ATy TH

ATvT6

docker version 2~ REHEEITLET, WOEINEREINFET,

> docker version

: 18.09.2

API version: 1.39

Go version: gol.10.6

Git commit: 6247962

: Sun Feb XX 04:13:27 2019

: linux/amde64

Experimental: false

INTEMENE L, XTI N -&EH/N—Ya D Docker \IZ7 v 77 L—RREvE L7z,

NRAZLSDCRR FEEFHT D

ME O SDC AR M AEAER L TV AHEA 1L, Docker DA A b — /L HEIZHES W T2 EHTFIRIC
e MEERH Y F7, CentOS, yum, Docker-ce (I ==7 (k) Z#HEH LA, Aiiko
FIETEANEL £

Docker-ee (=2 & —7"F A XhR) ZA A M=)V LTeE, 213005152 L T Docker
A A M=V LT=5ATEL, Docker DIETENN—2 g URRRDGENHY £3, ELWVA A
h—"— 3 0%, Docker D~X—73 (Docker Security Update and Container Security Best
Practices) THERTE £7,

NTES9xT

YAATIE, ZOMEIIMEE G S & FHE L, BIMERSFIA RIS D IRE. T RAA Y &
BHLET, 7 RSP UNRKE~—7 SNeb, IROBEET S Cisco /N7 22 L CTHEM
EMERTE X,

CSCv033929-CVE-2019-5736 : runC 2> 7 F D7 L—27 7T 7 b

Cisco Defense Orchestrator D S5 TV a—FT 4 25

OJAVORBDO S TN a—T409

ELLHEWCDO ) —2aviZiB->TadA4 v LTWAESD, OJA4 VIZkBET 3

Y72 CDO U —Vaiin /A4 LTS 2 EaERL T IEEN,
https://sign-on.security.cisco.com |22 7 A »§ 5L T 7 AT HY —Va VEBRTEET,
[CDO] ¥ A V% 7 U w7 L T defenseorchestrator.com (27 7 & A9 %7y, [CDO (EU) %7V v
2 LT defenseorchestrator.eu (27 7 B A L £ 7,

BITROOJTA VEBDO NS TN a—Ta1 0T

A—H—ZFIF/NNRT—FEAELLHEWN=8H, CDO~ANDAYT A UIZKKT B
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FoeRETRED LS5 TN a—F125 [}

fRRE CDOICR /A LEHELT, ELN—F AL AARAT—REHEHLTNHDIZHD
POLTE A ACKRET 25E. EE (RS2 —ReERT5E] #R L THLERR/SA
U — R&[EE TE WA E, # LU Cisco Security Cloud Sign On 74 7 >k /BT 2w
TA v ERATZAREMEN S W 97, H Cisco Security Cloud Sign On 74 7 > ks OAERL & Duo
ZHFERREDORE (68 <X—) OFNAIZHE > T, #H L1 Cisco Security Cloud Sign On 7 % &7
VMY AT v I T HMENH Y £7,

Cisco Security Cloud Sign On #'v & 2/ R— RAD RS A4 VIEHT 5A. CDO #EHTEH
Ly

f@gikix CDO 7 kL3 #7252 —4—4 T Cisco Security Cloud Sign On 7 % 7 >k ZERL
LCWAHRBEMEN H Y £9°, CDO & Cisco Secure Sign-On O] T —H —I1F R IEH#ENT 51
IZ. Cisco Technical Assistance Center (TAC) (2 L T 7ZE0,

RELEITvIT—V&ERALEOT A VIZKEKT B

@Rk 77U SRR W T vy =T AL Tr A LEH LT Db L
NnNE®¥hi, 7 v 27 ~—2 M https://cdo.onelogin.com Z 5 L TW S ATHEMENR H W £,

fi#iks% https://sign-on.security.cisco.com |22 7 A > L E T,

« f@iRi% Cisco Secure Sign-On 7 %1 7 > b & £72AERL L T ZRWEE X, Hi#l Cisco Security
Cloud Sign On 7 %1 7 > s OAFERL & Duo ZEFRIAEDOHE L E T,

cfERE T LWT B U NEERR L7=5A& 1L, Cisco Defense Orchestrator (CK[E]) . Cisco
Defense Orchestrator (EU) . % 721 Cisco Defense Orchestrator (APJC) IZX[Ind A% v =
RAR—=ROCDOFANEZY v T LET,

« f#3R3% https://sign-on.security.cisco.com Zf§ T LI T v I/~ —T EHHF L ET,

TORREEHED FSTILa—TF 429
T4V H—T Y FRERT—8 RDMRR

ATy Tl FEF—2 a0 R_—T, [T/ AL P —E A (Devices & Services) ] %7 U v 7 LET,
RTFVT2 [THRAR T 57D w7 LET,
ATV T3 WURTNARZATDETHT Y v 7 LET,
ATy T8 [HLWT 4> H—T7V v &M (New Fingerprint Detected) | A7 — 4% ADT /A A& RN L F7,
ATy TS5 [HLWEEDHE SvE L7z (New Fingerprint Detected) ] XA > T[7 4 V' H—7U v F OER (Review
Fingerprint) | %27V v 7 LE 7,
RTVT6 740 =TV bR L THFATHL I RDLNTEL, UFOFIEEFETLET,
1. [Za4v =7V +OX Y m—FK (Download Fingerprint) ] %2 U v 27 L CHER L £7,
2. T4 A=V MCRMENRTIUE[FFAT (Accept) 1227 Y v 7 LET, MENHLIEAE. [Fv
& (Cancel) |27 U v 7 LET,
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. Security and Analytics Logging f N> FEFFERA L=y b T—VBBD LS TNV a—FT a5

ATV T HiLno 4o =7V NOMBEEMR Licth, 73 ADOHHEIREEN [ 7 A~ (Online) ] &ERE
. HERA T — 2 A0 TIERIMA (Not Synced) | F721x HiAHHE (Conflict Detected) | & FnRIbH
ENHY ET, [BROBEE O (Resolve Configuration Conflicts) ] ZH#EF8 L. CDO &7 /N1 X[ ORERK
DFEFR MR U THRR L E 4, SREDOBS OfFR (171 ~—2)

SecurityandAnalyticsLoggingf N> FZEFA LRy FIO)—VBED S TN a—T 4
>y
I, ARV R Ea—TEFEHL TRy NY—VOMBEIZ N T TNV a—T 0 VT EFETT
BT DERMIRT L— b T — 2 T,
ZOYFIUATIE, Ry U= EAF =R, 2—F—0BFXy NT—7 LDV Y —RITT Y
BATERNWE NI REEZZITRoT-EBELTWET, MEEZOHFHEREL TN D 22—
P—IZEDSNT, Rry NU—JHEHAT—LIE, EOT77 AT U4 —Rn2—HF—I2LDH V—
ANDT 72 A EHIE L TWD R L ThET,

\}

(B ZOVvFIVATE, Xy "I—I "I T7 4 v VBT D7 74T VA~V FDMIC LD
BT NAATHDZ & HAELTUWET, Security Analytics and Logging I, D7 /31 2 % A
Thbr ZiFRERE L EE A,

ATy T FEF—va vy RUTIHH (Analytics) >[4 X2 FAF S (Event Logging) | ZiEIR L £,

ATwv 72 [JERE (Historic) ] ¥ 7 %7V v 7 LET,

ATw 73 & (TimeRange) WL DA X2 b7 4 VA EEBRMELET, T 7 4/L b Tld, [BFE (Historical) ]
27T E 1RO A X "R FIRINE T, TNDBIE LWIFRIFH CH 25513, BIED B & R4
Z [#7T (End) 1HZlE LTCANLET, ZTRNE LWERBEPE TRWESIT, Hib S -REORM %
SRR & & TR A A L E T,

ATw T4 [P —ID (SensorID) 17 4 —/V RIZ, 22—V —DT 7B RAZHHL TNBEEZXOND T 7AT V4 —
NDIPT RVRAZANNLET, 7747 U4 — VDN EEOFEEND D561, M A—TCEEfED~
THEERALTAR b7 A VAP LET, 2200 R Z/ER L, TN HE2ORAT— bk A hThHE

A& LE9, #: sensorIp:192.168.10.2 OR SensorID:192.168.20.2,
ATFYTE AR T4 NHNR—=D [V —AIP (SourceIP) | 7 4 —/V RiIZa2—H—DIP T KL AEZ AN LET,

ATYT6 22— =NV V=R T 7 ATEXR2WEEE, DOV Y —ADIP 7 KL A% [565EIP (Destination IP) ]
74—V RIZAHLET,

RAT9TT BRICFEREINDIAR MEREAL, TOMARGELE T, LFTOFEMICERL T ZEW,
« AC_RuleAction - /L—/L723 N H—SNc & ZICEfTENTT 7 ay GFAlL BEH, 7av )
« FirewallPolicy - f X & R U H— LI V— A BFET HRY v—,

s FirewallRule- A1 <> s & [ U H— L72/L—/L D4R, fH7 Default Action DA, A X2 & b U T —
L7EDEFR) =T 74V T 72 arThHO, R —NOL—1LD 1 OTIEHY XA,
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SSLIEERHEOMED F5TLva—F125 [

«UserName- A = =—XDIP 7 FLAIZE#ESITT biz2—H— A= 2—HXIP7 RL ATV —
ZIPT7 RL R LELUTT,

ARTYT8 NW—NDT a7 I7vAET vy 7 LTWDHEAIL, [FirewallRule] 7 1 —/L K & [FirewallPolicy]
T4 =V REMGEELT, 72782270y 27 LTNLRY —0OL—VERELET,

SSLIESfEZEDMBED FS TN a—T4 27

BEEBENT IV TIIHEET H07 T TIEHEAEL L Web H 1 FDAREE (SSLFET-ITFR
HRE=2Y)

A=K 7V BLORZEOMDOT A AHO—HOT 7V r—3 2 > Tlik [SSL (F 7213585
R) B=r7) EMERLS FEMEN SN ET, SSLE =7 FETIE, mdY——itHH
DNy a7 IV r—va ARONTICHEOIAENET, ZORER, 77V r—rarn
PB4 STz REH] # % Firepower Threat Defense 7 /34 AN B THLD & /v ¥ 2 FRREIZRIL
L. #enrahEd,

WebW A FOT7 7V r—a b EERLTCEOYA MCEHT LR TERNTHL b5
T Web7 7 UV AT 2561, BRIy 7 ) r—ra v 2R LT A X |
DT TP THHFETED LV OB ERIERTT, 72 & 21X, Facebook D i0S F 72 1% Android
TV r—va MR T 5 LI RI L £33, Safari & 721X Chrome T
https://www.facebook.com Z+57E T 2 & keI L £,

SSL = I P E KB ERT A 7-DIER ENS -0, FEERIIH A, KD
WITNOORINEAZFEHT2LERH Y £,

HMORT
YA FNT T TP TITHERET D2DICR LT NA A LT 7Y r—3 3 o TIIERE LARWEES
I, IFIEEICSSLE =0 72k bDEEZONET, 7L, FELSARDILERS L
ABlX. 79 UHDOT A MIMA T, #iA X FE2EALTSSL =0 7 a2t £,
TV = alE, RO 2 DODFIET/ Y ¥ 2 FRGED KRBUZKHLT 255038 0 77,
« I N—TF1DOT 7V —3 a3 (Facebook 72 &) X, — 35 SH, CERT., SHD # v
Yt — A ZITE A & T IZSSLALERT A v — V% %E LET, 75— ML, @i, SSL
v’ =27 %757 [UnknownCA (48)] 77— T3, 77— K A vE—TDHK%IZTCP U
Ty MREFEINET, 4N FOFEMER TRO L 2 RIERS o ET,
*SSL 7m— 77 JIZIX ALERT SEEN & ENET,

*SSL Zwu— 77 ZIZ{L APP DATA C2S F7zi¥ APP DATA S2C IEHFENFEHA,

*SSL 7m— RAwk—Uk, %, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER_KEY EXCHANGE, SERVER HELLO DONE T,

« IN—T2DT 7Y /r— a3 (Dropbox 72 E) 1X7 7— b EEEFLERA, KDV,
N RV A INETTEETHES>TOLTCP Yy hERELET, 40 hTKRD
LB R BN E T,

Cisco Defense Orchestrator T () Meraki O &8 .



rFSILYa—F108 |

B srzons s xmorsIL -5y

* SSL 7®m— 777X ALERT SEEN, APP DATA C2S F72lX APP DATA S2C IFEFENEHA,

*SSL 7H— Aw¥—UlX, %, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE, CLIENT KEY EXCHANGE,
CLIENT CHANGE CIPHER SPEC, CLIENT FINISHED, SERVER CHANGE CIPHER SPEC,
SERVER_FINISHED T,

BITROOJAVERBO NS TV a—T4200

A—H—ZFIF/INRT—FEAELL W=, CDO~NDAT A UIZKKT B

fAiRE CDOIWCn /A4 LEHELT, ELWV2—P AL R2T—=REHFHLTNDIZH N
PO LT R T A ANCRBT A5 E. £E [RRAT— REERTEHE] 2R L THLER/ SR
U — R&[EE TERWIEAIL, # L\ Cisco Security Cloud Sign On 7 41 7 > b #{EpkE 9 I1c 1
TA v ERABT-AReMEN S W 77, Fl Cisco Security Cloud Sign On 7 % 7 o ks OAERK & Duo
ZEERAEORRE (68 X—) OFNAIZHE> T, Hr L Cisco Security Cloud Sign On 7 71 7
YN AT I T HMERH Y £T,

Cisco Security Cloud Sign On %' v & 27/ R— KA® B A VIEKIT 5. CDO #EHTEH
0y

f@gikix CDO 7o b L1372 % 2 —4—4 T Cisco Security Cloud Sign On 7 % 7 >k ZERL
LCWARIBEMEN H Y £9°, CDO & Cisco Secure Sign-On D] T —H —I1FHR &R HET 51
IZ. Cisco Technical Assistance Center (TAC) (2 L T 7ZE0,

RELEITvIR—DZERALEOT A VIZKEKT B

Ry 77UV FS NI WT v v —J B L TrZ A LIS E LTV ENL L
NERA, 727 ~—7 ) https://cdo.onelogin.com &5 L TWBA[REMER H Y £,

fi@iRi% https://sign-on.security.cisco.com |22 7 A > L E T,

o f@iRi% Cisco Secure Sign-On 7 5 7 > b & £72AERL L T ZRWIEEIX, H#l Cisco Security
Cloud Sign On 7 % 7 > b OAERL L Duo ZEFEZFFEDOKE L E T,

cfBRE LW U b EEM LTZE AL, Cisco Defense Orchestrator CK[E) . Cisco
Defense Orchestrator (EU) . % 7=1% Cisco Defense Orchestrator (APJC) ZX[ g A& v =
R—=FDOCDO XA NET Y v LET,

« f@R3% https://sign-on.security.cisco.com 5T KO T v I/ ~v—27 ZHH L ET,

ATz DS TN a—TFTa5

EEAD

-~

v

7 FDOREREDAER

HEA T Vo7 NaE R, RUTAA A LICH D, ARNTRRDPMEERACTH D2 5L LD
FT7V= FTE, B, BEELEAT V=2 MIRRo TR S, RCEMZRZL, &F
JERRY V—IZLoTHEHESNET, EEAT V=7 FOBEEZRR L7-%. CDO X, 7%
SNIAT V=7 MITHT D, BEEZTLT_XTOA T V=7 " SREFEHRLET
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sEArIv s romEn: ]

HEA T V=7 FOREZ RS DU TOFIEEZFETLET,

ATYF1 EMOCDO e —2 g =T, [A7 V=2 b (Objects) 1227 Vw7 LT, A7y ara@RLE
TO
ATFYT2 I, ATV "ed T V=l F 74 0E LT, BETLHIAT V=7 FOMEBEEZROITET,

ATV T3 FEEOTNS 1 OEBIRLET, A7 V=7 FOFEMARIIC, 4T HEEOK A RT [HEE
(DUPLICATE) ] 7 4 —/V RBRFEREINET,
[gy DUPLICATE & Resolve | lgnore

ATy T4 [fEk (Resolve) 127V v/ LEJ, CDO X, EEA T V=7 MW TED L HICFRLET,
ATYTE T AF T a2 IR L FE T,
ATYT6 LLTOFT>arnbvE4.

ATVl NO1OEJNOAT V2 MIEZSEZ DGA1F, RFFT2547 Y227 FTHER (Pick) ]
7V w7 L., [k (Resolve) |7 Vw7 LTHEBEZITLT AL ARy NU—I R —% ik
AL, BHEICHEN 2T UL (R (Confirm) 1227V v 7 LET, CDOE, &RLI-AT =7 b
WCEEHLX CREFL, EEAHIBRLET,

cVAMZHDAT V=7 bERERT 253 [ (gnore) 1227 ) v 7 LET, A7 V=7 el
WD L, CDOMNERTLEMEA TV 27 O U R ML LHIBRSIVET,

ATVl VBT LOO, BEAT V27 FOMZETCDO ICER L TUELL WA, [T
ANTCHELR (Ignore All) 127 Vw7 LET,

ATy Tl BEAT V=7 FOMBEPRRLIZO, Tl EEE2 LS T ST RTOT N, ADRELEED T L E 2—L
JEBAD, L T D BBOE T 2 IR L £

KERA TPV FOBEDRFR

KERAT = NAT, TS ZERICFET D500, BlOFTo=s b, TI/EAY R
b NAT L= Lo TEREATWRNA TV =7 FTT,

REEIER -
e TNRA ALY —EZADY XA DO T AR— K (86 X—7)
« CDO ~DT ™A A—FEFPEGE (90 =X—7)
XKERA TSV FORBIBOHER
ATy 1 EMOCDO FEr—2 g =T, [A7Y=2 F (Objects) 1227 Vv 7 LT, A7V ar#&RLE
7,

ATFY T2 RIC, ATV " a2A T2 NIV EZ LT, RMEAA TV =7 FOMERE ROT£7,
ATy T3 1O EEORFEHOA TV =7 FERIRLE T,
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B cerro0:0 ro—EaR

ATV T4 UTOFT>arRnZbEd.

BET 4 KU TIHIEE (Remove) (8% 27 U w7 LT, REHDAT V=7 F% CDO 7HHIBEL £
7,

o [RE (ssues) 1931 > C. [HER (gnore) 1 Z27V v 27 LET, 707 FEERT S L. CDOIZ
REAOAT =7 bOFERICFDOAT V=27 FeFERm Ll 20 ET,

ATY TS KRMEHAOAT V=7 FEHIBRLIZESIE, ToEEE25 T ST RTOT A, ADRELEDT L E 2 —
LB (161 =) M, AL T LEBOET 2 —EIZRIAL£7,

GE) RERDOA TV =2 FORBEEZ —FETHRT2120%, T4 7 =7 FORBEEZ — IS 5]
LTI ZEN,

KEAA T bO—FEHIRR

ATvF1 o CDO el —2a v N—T, [F7 Y =7k (Objects) | %27 Vv 7 LT, 7 va  H&RLE
—g—O

ATFvT2 R, ATV 27 NeAT V=l h 74 VZ LT, REAAT V27 hORMEE ROTET,
ATy T3 HIRTOIRBEHOAT V=7 FEBIRL £,

e R=TU DT RTOAT V=7 PEBIRT AT, A7 V27 b T =T~y X —{TIZHDF = v
IR AT Y7 LET,

ATV NT=TNTREHOF 7V =7 FEEBNTERIRL £,

AT T4 HMO [T 23 (Actions) 131 > T [HIFR (Remove) 8% 7 U > 7 LT, CDO TR L7z RKEHD
FT7V 2l NeT_XTHIBRLET, 9EOAT7 Y= s FERFHCHIBRTX £,

AT TS5 [OK]Z27 Vv 7 LT, RMEHOAT Y =7 FE2HIRT 22 L 2R LET,

ATYT6 TNHOEFDOREIZIE, DED25OHENRHY £97,
ATHOTEREZELET ST RTOT A, ZADKELEHEDO T L Ea— L BN, L TOHOEROEE
—EICEB L ET,

NPV U]’\O”‘f/%ﬁ"ﬁ%\ EROEBEZ T T A RAERFELET, BEOREBLZTHT X
FI, BELGHA, WURT 7V a v EFETLET,

FEEA T 1Y FOMBEERRT

Z:%/El\j—jf/:n VN B INCONSISTENT @3 Resalve | Ignore L X, 2 OL}(L@?/W'
2 LCh D, HANER CEAMEERR D47 V=7 T, 2=V =R RO T, [
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FSINSa—TF a4y

FEaAIvry romEEREATS |

CARERNBDOA TV =27 FNeAFT 228DV ET, INbDFT V=2 FOEDRKHO
PRBIZ O TAHEIC R R DEIC 20 . REENELET,

FAREEA TV NOMEE —ETHRT LI, [TV FoORBEE —EICRRT
5] #ZRLTIEEN,
FREAL TV MR LTROZ EEFEITTEET,
o (47 (Ignore) ]: CDOIE, A7 V=7 NEOAREEEZMEA L, TNOOMEEREFLET,
DX TVl ME, REEGATIVICERENRL D ET,
s [v—Y (Merge) ]:CDO X, BIRENTWELTRTOAT V=7 FEZDEE 1 DDA
T NIN—=TITREE L ET,
s [ARTDOZERE (Rename) |: CDO T, NEAAT V=7 NO—DODO4RIEZELL, HLW
LEIEAMT B ENTEET,
[ FEERY NT—IF TV O N—TF 4 R~DZEHL (Convert Shared Network Objects
to Overrides) ] : CDO T, REAOHLILHFAT V=V Mo (A—1_—F A4 ROFEII)
NobT) | A—R—=F A4 FOLIHE—OHELT V=7 MIHEETEET, REELST
T bOELKIRT 7 4 MEDR, HILEREIND ATV 27 bOT TV R E
LCRESNET,

Y

GE)  HHOT 74V MENER O L5613 £ HLO—20R T 7+
NVEELTERENET, VDT 74V MEEA—N—=F A
EIX, Z20FT7 V227 FOFA—=1"—=F 4 FELTREINET,

[FHH Ry NU—T T N—TDBIMOE~DZEHL (Convert Shared Network Group to Additional
Values) ]: CDO T, NEEDOHLIEAFR Yy NI =27 T N—T"% BINOEDH % H—D
HHERY NT—=I TN—TITREAETEET, ZOMREOEREL, BRI DITEEXR Y
N =27 T N—T12, FUEZFFODR L b1 O0EF TV =7 MRKLETHL] &
WHIHLDOTT, ZORHEC—HKT LT XTOT 7 4V MERT 740 MEIZ/RD | KD D
A7V =27 ME, FILLERINDI Ry NT—7 T A—TDBENMOEE LTE B THR
7,

21X AEEDOH L2 OOERYy NIV =0 T NV—T bbb ELET, 1 DHOX Y
NU—2 7 /—7" [shared network group| 1. [lobject 1) (192.0.2.x) & Tlobject 2]
(192.02.y) TSN THET, F/o, BIOME lobject 3] (192.02.a) HEFN T
F9, 22HDFR Y hU—2 7 /L—7 Tshared network group] 1. [lobject 1] (192.0.2.x)
LIBINOfE Tobject 4] (192.02.b) TEMINLET, ARy V=27 F—T%BIND
EICEHRT DL HTLLIEREIND ZV—7 [shared network group) (Zi%, 7 7 4/ ME
& LT lobject 1) (192.02x) & Tobject 2] (192.02.y) W& £, BIMOEE LT
lobject 31 (192.0.2.a) & lobject 4] (192.02b) NEFENET,
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rFSILYa—F108 |

B rzero0:0 romEsrRs s

ATy T

ATy T2
ATvT3

ATvT4
ATy T5

\}

GE) #HLWky NI—2F7 V=7 MefEkT 5 &, CDOIL., Dl
% [ U4 R O BEAF o 3 ﬁ*/hv O F T2 hDF—
T4 K& LTHBMIC @éfi7o;ﬂi LT A AN
CDO 2 A v R— %éﬂé WCHYTITED £,

BENE Y BT, ROFEDHEZ SN TWODIEARICORFEALET,
1. HTLWRY hT—IFT V=7 ERT AL RIZED B THENDILERH D 9,

2. 7Y NIE FACAREZATOEAT Vs i3 1 DG FET D2 HLERSH Y F
—g—o

3. EEAT V= MUK, TTICA—AA=T A FREFENTVDIRERH Y 7,

FEEAFT V= FORBEEMRET 5121%, KOFIEZETLET,

MO CDO F S — a2 N—T, [F7 Y =2 b (Objects) %7 U7 LT, 7 arZ@RIRLE

WRIZ, ATV "NeF TV FT7 42 LT, AEGAT V=7 FOREEROITET,

FEEFT o2l NEBBRLET, A7 V=7 FOFEHIARMZT, 4T D477 NOBERT [
A (INCONSISTENT) | 7 4 —/L R FRENET,

[f#i (Resolve) 1% 7 U v 7 LET, CDOX, FEAATVx s Mt T 5L HICHRRLET,
UToAT>varndb 7,
o [T RTESH (Ignore All) ]:

RINDA TV =7 FEIHRL, WENPOA 7Y =7 NTHEG (Ignore) 15227 U 7 LE
T i, IRXTOF TV =7 FERT L7201, [TNTER (gnore All) 1227V v L
EJeaN

[OK] /A Lfﬁﬁwu L/iﬁ—o

[ATTxY bEIT—ILTHER (Resolve by merging objects) ] :
X >DOAT V=V hE~— L TR (Resolve by Merging X Objects) |27 U v 27 LET,
[## (Confirm) 127 Vv 7 LET,

« [BRTDZEE (Rename) ] :
[£4ADZ T (Rename) [ %7 Y v 7 LET,

FUTHF Y NU—I R =B LOT A A~DERZRAF L, [fE (Confirm) |27V v
Liﬁ‘o
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| F3o0va—F40y
+Ivzy romEe—EimrTs [

s [A—=N—F A4 FADZEH (Convertto Overrides) | (FREEDHLIHEAF TPV FDBE) : itFH
FTV ) Ned— =T A REWT 5856, SRV, [NEEDH S E (Inconsistent
Values) ] 7 4 —/V RDOT 7 )V MEDOBNFERENET,

1. [A— =T A F~DZH: (Convertto Overrides) |27 Vw27 LET, T _XCOREEF TV =/
ME, A—="R—=F 4 RO —OEAT V=7 MIEBEINET,

2. [ (Confirm) 127V v/ LET, AL 7Y =2 FofEE (EditSharedObject) 1227V v 7
THE, HLLKERINTEAT V= FOFEMIPERINET, LmERETE TR & KA
LT, 774V hed—n"—=F4 FOMTHEBET 5N TEET,

c GEMDE~NDZEH: (Convert to Additional Values) | (FBEDHZ 1Y hT—0 5 IL—TDIHFE)

1. [EIOfE~DZEH (Convert to Additional Values) 127V v 7 LET, T X TOREEAFT V2
NI, BNMOEEFFSH—OEF T V=7 MIEBINET,

2. BUTIERY FNT—I R —BILOT S, A~OEEEZRIFEL, [fER (Confirm) 227V v/
L%,

ATV Tl RESGEMRLIZS, [ToERELT ST RTOT A, ADORELEDT L E 2 — LR, FHELT
MOBBOET 2 —EITRALET,

77019 bOREE—EIZBRRT S

KEAA 7Y =7 bOMBEOfER, BEEA TV =7 NORBEORIR, REAF TP =7 hORM
BEZfRT 5 (2062—) OMBEOHHA TV =7 M a Rkt 5FED 121, Fnb a2
[WErZLTT, A7 V=7 MNIBEBEOMERH HHETH, HEOA T V=7 FEEBIRLT
WATEET, LT, A7 V=7 M—EHUEDN R SHIECKREROLE, —EICERT
EHMEEA A 71X 1 DT T,

| B

BE HBTATV V= MRBIOMBEY A FICBEMST OnSE b, EITLEERT 7 a i3 £
DOIRHER LI OZZE L, e xid, BEL TWEEDIZAT V=7 M ER
L. BCTEDOAT V=l "R EELE L TYy—Y INTHE, TOFT V=7 NeBEHEAT
VxZ FELTEHRLTH, MEAGOAT V2l M LTEHEINDIDITTIEHY £HA,

A — TS 21213, BLFOFIRICHE> TS IZ S0y,

RTvF1 O CDO F el — g N—T, [£7 V=7 b (Objects) 1227 Vw7 LT, A7 arum&RLE
—g‘o

ATY T2 RBEEKRVIALT-DIZ, A7 V=7 NOMBEEAT V=7 N7 4 VX TEET,

ATYT3 ATVl M —TNT, BT LIAT V=7 AT RTRIRLET, MBS, T, M@y 728
ATV =T MR N—T S ET,
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B =1 xommnre

Issues

th Duplicate

| Inconsistent

Unused

rFSILYa—F108 |

ATy 4 [ (Ignore) 127V v LT, MEEXA T TLICEELET, FMEE XA 7 2L ICERT Z0EN

HYET,

AT TS [OK] 227 Vw7 LT, ZN6OF TV =) haBET52 L 2B LET,

—

TN A DR

BE

40358

CDO TF v MIAVR—RENTET A ZA0FEREAF R TEET, 2Oy ZiE, &
FEE RGN A BT 2 DICHRNLH E T, [ X0 MU R—=U D [#E#] SIS, T3 A
DEERCIREENE RSN E T,

TN ZADEERERIENR T4 T4 ) OYA. T3 AOBIRNA 127> TWT, CDO I
P SN TWHZEAERLET, UTORICHEHEEIN TV D ZOMOIRAEX, ., &
FREHTT AN, ACHENRE LZSGEIZR 9, ZoRF, 20 L) 2ENSEIET
5 EEARLTWET, BHREEDRRKE 8-> TV D RIBENER D 2 /RerER H ) £4, i
e Aa s L, CDO X, BEmEET A1, ETINOORMEZ T XTHRLTA L) 1C

RDFET,
TINA R DIEHIREE e Y (YA R {E
# 4 > (Online) TN ZADBIFEN A T NA

T, CDO [ZFEfe STV E
j—o

T4

TR, ADBEFENYIIN TN D
. Xy MU — 7R b
nTWET,

FRAANFTITA U ED
MEMRLET,

Insufficient licenses

TNA R T7 AR
B EHEA,

FA B ARED NTF T )L
va—h (211 =)

I LTV VRN TH D

CDO M7 /34 R8T 57
WIHHT B2 —F—4 &%
AT — ROMBEOENEL
<HYFEHA,

meghion 7 A AEHRO T T
N a—T 4 7 (212 —
)
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| F3o0va—F104

51t 2520 rs5I0va—+ I

TINA R DIEKIKEE ZEZbNb5REA IR E
New Certificate Detected ZOFNA ADIFAENEE | FHREAEOMEO K5 T

SNFELE, A APREL |[va2—k (2123—Y)
BAGEELZFEH L VDY
By THUTT A ADERE
BHEALZZDIZE LT

REMENH Y 5,

FrR—F 45— CDONA Vv R—=F 4 VIR | A v R—F 4 7T —D b
TNRA AL DB KoT-0 | TT Ny a—F (222°3—2)
REMENH Y £,

FAEVRAFREDRZ T a— bk

&
ATy T2
ATvT3

RATv74

ATy T5

ATvT6

TN ADHGAT — X AN [TA B ABARE L TWET (Insufficient License) | & FR S
L%EE. LTOFIEEZIATLET,

T NRAANTA VU AZTETHETCLIELLHFHET, @H . Cisco Smart Software
Manager 2387 LT A & 2 A% T3 AT 2 ITERE A 0000 F97,

e TR ADAT —HANEDLLRVESIL. CDOLY AT U ML THLHEEY A
AT HIETCDOR—HANEEHLT, T4V AP —R—=LFTNA ZLDBDF
hU— 7 @EDOREAZfRR LT,

R I NEFHLTHT N ADAT —Z ANERINRWGEEIT, ROFIEZFEITLE
R

Cisco Smart Software Manager 7> 58 LW h—27 U &AERK L, ab—LFET, O TiE, A<v—hF
A ADERICEATIET A2 TELEE N,

CDO DF B —3 3 L /N—T, [T/3 AL P —E R (Devices & Services) | X—T %27 U 27 LET,
[(THANA R 2T% 7Y w7 LET,

WY T A ABATDORET s )7 L, AT—FAR[TA B ANRARELTOET (Insufficient
License) | DT /34 A& 3R L £,

[T 34 2D (Device Details) |4 > T, [F7A B ANRARE L TWET (Insufficient License) ] (25
IREND[TA B ADEE (ManageLicenses) (%7 Vv 7 LET, [TA4 B ADEH (Manage Licenses) |
U4y RUBRERSNET,

[7 77 471t (Activate) 17 4 —/V R T, HTLW =27 &0 T T[T 34 ADEGE (Register Device) ]
Vw7 LET,

M= VBTN RZEFICHEAIND &, BFIREED [4> 7 A > (Online) JIZEDY F7,

Cisco Defense Orchestrator T () Meraki O &8 .


https://software.cisco.com/#SmartLicensing-Inventory
https://www.youtube.com/watch?v=8nSyUDEAJEE
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rFSILYa—F108 |

B =vsor omsorsinya—540y

|MOLGOATAVERDO S TN a—Ta0T
HZhipa 7 A ANERICE DT A ZOUW A fRRT 2120%, ROFIREFATLET,

ATV T [A o _ b=V %EEET,
ARTYT2 [THRA R X T %7 v LET,

ATV T3 WURTNAARIAT DR T %) w7 L, AT —X AN [Bhiena 74 1F#H (Invalid Credentials) ] ®

TNA A BRLET,

ATY T8 [T ADOFEHM (Device Details) ]34 > C, [H4h7am 7 A L E#H (Invalid Credentials) ] IZFR /RS 5H

[FFH%%t (Reconnect] #7 VU w7 LE T, CDO NT /A AL OFHERFEZFITLET,
ATYTE THAAADF LNA—PF—H LA T = ROANERD LN,
ATvF6 [fiT (Continue) 1%27 YV v 7 LE7,
RT9TD THRAANE L TA N0 EATEDREL 725, [FALD (Close) 1227 Y w7 LET,

AT Y T8 CDO NPT /NA A~DEHEI RS efiEoTem 7 A UEREMHA L LS & Licizd, 73 A~OHHEIC
CDO WMEAT D2 —HW—4 L XA T — ROMAGDOEN, T/ A L THEHEAT SN /BERS Y
To THNARE (T4 TER, AT —F 2T AR SvE L7e (Conflict Detected) ] C
HDHERDNY ET, MHEROBEA OfER  (Resolve Configuration Conflicts) ] Zf#H LT, CDO &7 /34

AR OWROER L MR L TR LE T, REOHADMRR (171 5—)

MFRAEDORED S5 T a— bk

CDO TOFEAZEDER

CDO ., 731 RHfe § % & SISRERFEOAIMEF = v 7 LET, BRMIZIE, CDO %

WD EEFRLET,
1. FNRAATTILS N—V = 10 LA MEH L TWD,

2. THAA AL VIR SNDEAEDPADMIRNTH Y . FEHAPBEOANTHL (72
b, TTIAMDIR>TEY, BRICAMESND XHICATVa—h ST |

3. FEMIFEIE. SHA-256 GEHI#E Th 5 Z &, SHA-1GEHEITZ T AN LIVEY A,
4. WOWTHRDPREETDH L,

« TAA ZFHCEBAGERAEZHA L, ZOEHEITR TS a2 - —Ic L EES

NIRRT OFEHE LRI L TH 5,

« T AT, B TE 2EER (CA) REA LICGEREZ#A L, #Rsnicl) —7

SERHENSEIE CAIZY v 7 L TWAIEHEF = — 2R LTV 5,

bk, T UV LIRS CDO OIFREOMH AT E T,
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| F3o0va—F104
smanzonEn t5Irva—+ i

c HOZEAIEHEDEA . CDO L. T ADF L B—F ¢ o 7 F -1 FEEFIC. R A
AL F =y BEHIIL T, bz, TOEAENEKRB 22—V —IZL - CTEHEHINT
AFHE L ERICHTH I ETF v I LET,

CDOIZ. ¥ CAZ YT HR—F L TCWVERA, BFFETIE, NECAICL>TELEN
TFAEAEEZ T = v 7 T5 HEETH Y FHA,

ASA T HRA ADFEHETF = v 7 %, TNAA AT LN TH LM TEET, ASAD
AEAEZ CDOBEFE TE WS, TOT AL ZADOGEAET = v 7 2T 547 v 3
VBN FET, TN ADOIHETF = v 7 OEGULER L THIERE LTTF A R B2 A
A= RTERWEAIE, T ACEHLTHEELZIP 7 RLABIOKR— FRIELL 72
WDEIFERRE CIERWAIEEMEDR H Y 77, EETF = v 7 &2 a— LB T 55
., FIT R — RSN T DIEHEEZ R OT N, ADFEHET = v 7 Z B3 5 Hik
IXH D FHA, FEASA T A ADFEHET = v 7 Z8IHT 2 T7EEH 0 FHA,

TR, ADFEHEF = v 7 2L TH, CDO X, 5l&#HiE TLS #H L TF /34 A
B L E 90N, SR OSSN AFEHEEBIEL A, 2F 0, Ny T
FUWBEF I A IR CEX FHAN, T2 7 ¢ T HEBCERE X, BoR5EHESL CDO 12
T2 LIk o T, s EsT o iErd o £7,

SEAEDREREDRE

WS ONDEHTCDO N T /NA A% A AR— RTERWGENRH Y £7, ULIC TCDO cannot
connect to the device using the certificate presented| &9 A v —VNRERRINDHGAEIL, FEH]
BIHELRHV FT, ZOA v E—UNUNHIERRINBRWEEIT, RENEOME (7 A
AZBFETE 2N ERIZZOMO Ry NU—7 =T —(ZB#H LTV D AREMER & < 72 97,

CDO D EDREAELAZIEG T A B 2 HWr 5121%, SDC AR b, FITEET A X (ZEH|
FETEDHOARART, openssl 2~ R A Y —LEFHLET, kKOa~> REHHAL
T, TARA R L o TR EINTFZEHEEZ R T 7 7 AV EER L ET,

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

Doy RTH, ®EFE Y v a ORI EIND T, BREZIZ Cul+C F—% ML TR T
THYLENDY £,

ROE RN EELT7 7 A VPMER SN ET,

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA

verify return:1

depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2

verify return:1

depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED(00000003)

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of baseb4...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
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FSILLa—Fay |
B ssaszomzEorsIL -+

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DQEBCWUAMEIXCZAJBgNVBAYTALIVT
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y 7mHyhD8S

Server certificate
subject=/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent
Peer signing digest: SHAS512
Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4AF5A25B95C37EF7C6870F8C5DD3755A9A7TBACCE4535190B793DEFF53F94203AB0A62F9F70B9099FBFEBABIB6G

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 f1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.C
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

ZOMIITIE, I, HERY Z2—2 (verify return) O— KRS VTV D etk DITIZHEE B
LTLEEW, GEHEICET 2MENFIET 256, 20U #—ra— REErlibciz b,
TT—DOANERENET,
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| F3o0va—F104

saangonEn rsILva—+ i

COFAEIS—a—FDOURMERFALT, —RGIS—EEDBEFXEHREL T
IAN

0X509_V_OK : #AERRII L ¥ L7z,

2 X509 V_ERR UNABLE TO GET ISSUER CERT : {§#H C& 72\ GEBHEDORITHETEHEN R
OMY EFHATLT,

3 X509 V_ERR UNABLE TO_GET _CRL : FERAE® CRL 28 A2V FHA TLT,

4X509 V_ERR UNABLE TO DECRYPT CERT SIGNATURE : iFHHEDEL 2 1H 5 CT& 4
ATULTZ, ZhUE, EBEOBELMS, MFHMEE B L2200 Tie, Bl TEihofal &
EEWLET, T, RSAF—IZOVWTOLERERLET,

5X509 V_ERR_UNABLE_TO DECRYPT CRL SIGNATURE : CRL ®B4 4 2T&x FHAT
L7co Zhud, EBROBAMEN, IFFHESE —B L2 TIiER<, HlTERPSTZZ EE2E
WL EJ, KM,

6 X509 V_ERR_UNABLE_TO DECODE ISSUER PUBLIC KEY : ZEH] SubjectPublicKeyInfo
DABF— %A ETATL,

7X509 V_ERR_CERT SIGNATURE FAILURE : iEHlEOE4 N EHTT,
8 X509 V_ERR_CRL _SIGNATURE FAILURE : FiEPH#E D4 MNELH T4,

9 X509 V_ERR CERT NOT YET VALID : iERFEN L7268 Tldd W £ A (notBefore ® H
FENBERZ L D $£CF) o FEIC OV TR, Zo%o [HRY #—ra—K: 9 GEFERN
ELEADTIEHY FHA) | 2L TIEZ N,

10X509_V_ERR_CERT_HAS_EXPIRED : GERHED AR LI TWE T (notAfter D H {173
BAEREZI LV RICY) o FECOWTIEL, Z0%O TfHRY ¥ —ra— K10 GEFEDOAR)
BRI THWET) | 2BRLTIZIV,

11 X509 V_ERR_CRL _NOT_YET VALID : CRL RE 7 HF2Tldd ) FH A,
12 X509 V_ERR_CRL_HAS_EXPIRED : CRL O FZh#IBR 61 CVE T,

13 X509 V_ERR_ERROR_IN_CERT NOT BEFORE_FIELD : iEH]#® notBefore 7 1 —/L KIZ
N2 B ENTNET,

14X509 V_ERR_ERROR_IN_CERT NOT_ AFTER_FIELD : ZEW]3E® notAfter 7 1 —/L FIZ %)
RREADEENTOET,

15X509 V_ERR_ERROR IN CRL LAST UPDATE FIELD : CRL ® lastUpdate 7 4 —/L R4
NIRREA NG E TV ET,

16 X509 V_ERR_ERROR_IN_CRL NEXT UPDATE FIELD : CRL ® nextUpdate 7 4 —/L KT 4
NIRREZ NG FNTVET,

17 X509 V_ERR OUT OF MEM : AEV ZFV Y TEH L T=T—0RELELL, 2
TR L CTHRAE LW T oRETT,

18 X509 V_ERR_DEPTH_ZERO SELF_SIGNED CERT : i X 7-ZEBI I A B4 KA Th
D, BHETE2EMAED Y X M CFEAZEN LS00 5 A,
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19 X509 V_ERR SELF SIGNED CERT IN CHAIN : {EfH C&X 72\ iEAEZ M H L CFEAE
F o=V EEETEELLEN, L= R —A VTR EHATL,

20X509_V_ERR_UNABLE_TO_GET ISSUER CERT LOCALLY : =—H /LTl v 27 v 7 &
TZREEOFATHFEMAE S LS EHATLE, Jhud, @%, FETE 2HAED Y X b
BERTEHRNZ LEBKRLET,

21 X509 V_ERR_UNABLE TO VERIFY LEAF SIGNATURE : F = — IZFEHEN 1 D LG
EFNTELT, ZNUDHCEBEABEA TRV, BAZKRAECE EHATLL, HFMICONT
X, 2% TR #—ra—F 21 (RPOEAELZHFETE EEA) | 2L T
N, I OWTIE, Zo%O THERY ¥ —ra—FK 21 RYIOFEHEZRGETE £8
A) | EBIRLTIIEEN,

22 X509 V_ERR_CERT CHAIN TOO LONG : itEF = — DR I, HE SN RKIEE
BB TWET, KEHEM,

23 X509 V_ERR_CERT REVOKED : iEHENKZI L TV ET,

24 X509_V_ERR_INVALID CA : CAGEBENELZTI, CA TIERWD, £ OFLIREE, &
ffLENZHME =B LTWEREA,

25X509 V_ERR PATH LENGTH_EXCEEDED : basicConstraints @ pathlength /X7 A — & % 2.

26 X509 V_ERR_INVALID PURPOSE : f&flt S /-GEE %, BESNZHMICHEHTE £
Ao

27 X509 V_ERR CERT UNTRUSTED : /b— k CA 23, 8 ESN-HMIZE L CEETE 5 b
DELTY—7 ENTVERA,

28 X509 V_ERR_CERT REJECTED : /L— bk CA 23, #E SN AMNEEST L5 Ic~—7
SHTWVET,

29 X509 V_ERR_SUBJECT ISSUER_MISMATCH : {4:4 2 EIEDFEAEDRITH 4 & —F L7g
Wz, BUEOBEMRITETEAZENES SAVE Lz, -issuer checks 47" Y 3 U ISERE S 4L TV
DGR DIRERINET,

30 X509 V_ERR_AKID SKID MISMATCH : {44 % — Bl 37 E L, BIEOGEZEOFRRESR
X—i T L =B LW, BUEOBEMIITE A ENER S4vE L7z, -issuer_checks 4~
TaUBRESNTWVOLGERICOARRRINET,

31 X509 V_ERR_AKID ISSUER SERIAL MISMATCH : 3{7&4 & 2 U T VERSNEMEL, H
EDFEHEZEDOFIERF—8 & —H LW, BEDFEMBITEIEAENES SN E L
7o -issuer checks "7 3 UNRE SN TV LG EICOATRRINET,

32 X509 V_ERR KEYUSAGE NO CERTSIGN : keyUsage §:3EREIk AN GEIH = DO B4 & #F Al L C
WRWe s BUEDBRRITEIEAE M ES S E LT,

50 X509 V_ERR_APPLICATION VERIFICATION : 7 7Y 7 —v g VEHADT 7 —TF, Kl
Mo
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[New Certificate Detected ] * vt—

HOBAGEHEEFOT A AET v 7 7L — LT, Ty 77— 7 2%ICH LWGE
BENAER S NTZHG. CDO T, [#E (Configuration) ] A7 —& A & [##i (Connectivity) ]
AT —=HZADM L LT, THLWGERHEIKRE S E L7 (New Certificate Detected) | &\
IAVE—UNERENDZERHY £, ZOTFT A A &5 XHiE CDOMHEFT 51T,
ZOMEE TR CHER L TR T HILERDH Y £7, iEAZENRFEY ST, 751 2ADIRREN
EFIZRoTeb, ZOT N AEREHRTEET,

)

GE)  BEOEIRET SA 2% CDO IZFFHICDO ~DF A 2 —FEFEH#E+ 5 & . CDO 3.

NA A LEOF LWGEAEZ BEIRICHEGE L TR AL, b L OB it LET,

B LOVREAEAZ R T D121%, WOFIAREZHEH L ET,
1. [T/ AEHP—E R (Device & Services) ] X—IZBEL 7,

2. TANEEMEALT, AT —F AETIEREARAT —F AN [H LOGEES KR S
F L7z (New Certificate Detected) | THHT A ZAaFm L, BT A A% RN L F
bg‘o

3. [7Z7 v =ay (Action) |31 T, [REAEDOME (Review Certificate) | %#27 U v 27 L £
9, CDO T, #EROT-OIFEAEEZ XU — RN, FHLWIEAEEZZ T AND Z &R
TXET,

4. [T A AR (DeviceSync) 17 1~ RO TER (Accept) 127 U v 7320 [T/°4
A~DEHEE (Reconnecting to Device) |V « > K7 C [#ifT (Continue) %727 U v 7 LE
ﬁ—o

CDO X, T4 ZA&H LWACELAGEIEE ABNICFEB L ET, RSN T /31 R
EFRRTDHIE, [T A &P —E R (Devices & Services) | X— & FETEHT D44
ERHDIGERDH Y T,

FEBAETXS—a—Fk

YA —>2a—F:0 (OK) (fzfZL. CDO [FFFAZE IS —%#RL FT)
CDO (. FEHEZESGT D &, Thttps:/<device ip>:<port>] ~0 GET 2— V% F(T35HZ L
(Z& V. T8 AD URL ~D i ik A 3, T Lenaa. CDO ITREHEST —
EFRANLET, FEAENEZTHD (openssl B0 DF Y OK KL FT) ZEB¥bhoiz
B EELED L LTV AR=FTHOP—EARY v A LTWAAREENHY £9, 2o
e, koa~<y REHTE T,

curl -k -u <username>:<password>
https://<device id>:<device port>/admin/exec/show%20version

ZHUTED ., ROL ST, ASA LFERITHEFE L TV D0 E D &y 5 2 L8 TE, HTTPS
P R—=BASA DIELWA— FTEEL TV ANE I nEF v 7 T52 L b TEET,

# show asp table socket
Protocol Socket State Local Address Foreign Address
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SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*
SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*
TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:%*

A —ra— k9 GIAENFLEEMTEHY FEA)

ZoxT—F, RESHIFEAEDRITHRRRO AN TH LD, 7 74T bR Thzef
Bigbo L LTHOLRNI LZ2ERLET, Ut AEAEORERRIERIFERK TH % ke
PERHY EF, £/, HEBAEHAFOLEIL, EHEFLRIFOT A 2 DRFZIHHIE> T
2 EDRNTH D TREMEDR H Y £,

= Z7—\|Zi%, FFFAE® notBefore D AR EGENTZITHRH Y £,

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet valid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=Oct 21 19:43:15 2016 GMT

DT =D, RERAENWOFNC B0 R TE ET,

3

FEBHE D notBefore ® HAHXBED HF THAMLENH Y £7, notBefore D HfF %A L W FUVH
fHZ U CREAEAZBRITTEET, ZOMBIX. 72747 NERIIRITT A A0
TIRAZNE LS BE SN T ARWEGEEICHBAETHRREERH Y 7,

BRJA—>2a—F 10 GERAZEQOADEARSATINTLNVET)

IO T —F, BESNTFEHEOL R EB I OOMENIN TS Z EEEKRLET, =
ZF—IZiX. FFBE® notBefore D BN E £N7-1T703H 0 £97,

error 10 at 0 depth lookup:certificate has expired
ZOAHIRIT, FERAEOARICE N TVET,
(234

AEENARY IR OGS ME—OEEFIEIL, BOERELZRST 5 2 & T, fEFHE
DOHBRIFERD B ToH D DIZ, openssl NIRRT TH 5 & FiETH5A1L, 2 Ba—
XDOHFERAET =y 7 LTSN, 728 20E, GEBEN 2020 HFI2HIRGINIC/R D L 9
ICREENTVDOI, 2y Ea—FOAMP 2021 FIZR-> TV G, TOoarEa—4
IXREEA MIROIL & LTV £,

BUAE—ra—F: 21 (RYIDMAEZRIAETEEEA)

o7 —L, EEF = —IIMERH DL L L. TS AT Ko TR SNTFEEZ(E
FCTEDHZ L Zopenssl PRGETCE RN 2R LTCWET, 22T, LioOBOfEHET = —
YEFNT, GEAEF =N ED I I ITHRET OONERTAHAEL X I,

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2
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MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DQEBCWUAMEIXCZAJBgNVBAYTALIVT
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y 7mHyhD8S

FEAEF == i3, ==l L o THERENDFAED Y A b TT, ZDU A M, ¥—
N—HEOFERENLIRED . £ OV — "—OFEAEZFRIER O f LA OFERFITRE O
. BERNC LY B o PREEHEN G ENET, FREAFIIE, TofA (s THRED
1) Lo TE (T THEDT) OURAMPNRSNTHNET,

H20x, GEAEIC LTSN T 47T 4 T, X, s nagEncky., %
Bk o T EORITHRT T4 T o OEBA L EENE T,

FATHEIL, FEFHEERIT LT 074 T, Zhidid, 7 — L RbEEh Tk,
BAICL-Ci3tms b aEn £,

Y= =L, B TE ORAERIC L » THEHBSIT SNISERE 2R/ > TW D56, i EF = —
VMDA EEZGDDLLEN DY EFE A, IROL D72 1 SDOFEHENFRSNET,

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/0=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgIIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/BE

Z OFERAEEZEMT B &, openssl L, *.example.com @ ExampleCo FEFAE A, openssl DA
IABETAA N TIAFET DEH CE DR ROFENEICL > TIELL BA SN TND Z & &R
FELET, FOMIEDHZIZ, openssl 1L, T /354 RZEFITER LET,

72720, FEAEDY— =T, BHEHTX2CAICL > THEBL SINEHERSH Y £
oo ROVIZ, BHOBEIDO LS, ——OFEHAFEIL 1 DL EOHFRFEREIC L > TEA S
NTEY, K EMLOFREEAER, FETED CAICL - TEA SN EL L E T,
OpenSSL I%, T 7 #/L F Tlid, T HOHH CA Z{FHEE T, G TE S CA TRDODL R
FEAET = — U RREIN TV LHEEIZOR, TNOEMIETEET,
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HFRIFRRERIC & » TE4A SNREHEE FFO— =23 [FHEHTZ 5 CAITHKOMfHT b=
RTOFENAE (TRXTOPMGEAEZET) 22 2 ENEFICERTT, Z0F=—v
RN S 72 WA openssl NHDOHINIRO X H 72t DIz 97,

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB324148B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987TF64AESF603AAF8E65999BD21B06B116FE9968FB7C62EF7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

ZOWNE, V== 1 OOFEHEFEOAERML L TE Y, RSN FEAENEE SN
N— FEREER Tl 7 < HMRREERIC L o TBA SN TWVDH Z LA R L TWVWET, ZOHNIZ
. BERRGES 7 — bR &N TV ET,
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(23]
ZORBIE, TS AL o> TR ENTREAFEOBRENFIES> TODH DB AELES, Z
DREZEEL TCDO (7232 OO T 0 7T AT AL AL EBTHRTE D L DI D
Me—DHET, ELWVIEAETF 2 — 027 A AZr— RL T, #HELTWD7 747 T
SERIGEAET = — U ERTH 2 LT,
HH CA 2 b7 A RaRA > MZEDDHITIE, IROWFILA (CSR 2% ASA TAEK SN2 E
MTIECT) DU 7 FICRHRMEN T D FMAICHE > TS EEW,
* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15

[New Certificate Detected ] * v t—

HOBAMAELROT A A% T v 7 7L — LT, 7Ty 77 Lb—RR7rER%ICH LWGE
BRENARR S N-8E. CDO T, [#E (Configuration) ] A7 —# A & [#%#5¢ (Connectivity) ]
AT —HZADW & LT, B LWGEREDS R S7vE L7z (New Certificate Detected) | &
IAVE—UNERENDZERHY ET, ZOT A AEF|EHE CDO N LEET HITIX,
COREE FEITHER L TR T H2XLERSH D 79, GEENRFRISN T, 73 ZDREEN
EFIZRoleh, TOT AL AEERTEET,

\)

6=

B LOWGERAEZ BB LTI ANR, 26 L Otz T LE T,

B OB G T XA A ZFIRFIZ CDO ~DF A A —§EFH#i 95 &, CDOILT 3 A LD

B LWEEAFEZ i3 21203, WOFIEZEH L ET,

ATV TN FEF =2 g =T, [T/ ALH—E R (Devices & Services) %7 U v 7 LET,

ATV T2 [THRARET %7 ) v LET,

ATV T3 WURTNAAREXATDE T Y v 7 LET,

RATYTE TANZEFHLT, AT —F ZAETIRERT —F AW [ LWGEAENBH S E L7z (New
Certificate Detected) | THHT A AZ KR L, LBERT NA ZAZHEINLET,

RATY s [T7ay (Action) 1731 > T, [FEHEDHE (Review Certificate) 1%~ U v 27 LE79, CDO TiX,
ROTDITFERAFEL Y 7o —RFL, HILWIEAFELZZ T AND Z &N TEET,

AT9T6 [T AR (Device Sync) 17 4> R T[AFE (Accept) 1% 7 UV v 7T D0, [T 3 A~DHHERE

(Reconnecting to Device) |V 4~ R T [#iT (Continue) 127 U v 7 LET,

CDO VL, 74 AZH LWA CEAGEAZE L BEICFEMI LT, Richz7 1 2%2K
IRTBITIE, [T/ ALV —E 2 (Devices & Services) | X— V& FETHFTHX4ENDH D

SBENH Y 1,
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https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15
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rFSILYa—F108 |
B rx—Fv5-0r5700a—+

FoR—T4 I3 —DrZTILYa—Fk
F A RDA KT (T T 1, S S E RN CTRAET B MRS D £
ROWEEFATCE ET

ATYF1 [ U (Inventory) | X— T[T /34 A (Devices) | ¥ 7 %27V v7 LET,

RT9 T2 R T NARAZATDORT o7y 7 L, ZT7—BRELTWVWDLIT NS ZAEZRIRLET, HEICE-T
I, AT —oBARFIR SN ET, SRS TWOIRERT 7 v a v 2FTLET,
EJ kS

ATY T3 CDOMWBLTNA AL VAR AEHIRL, T3 AL R—F 4 T HRITLET,

[B5 &+ H (Conflict Detected) ] R T+—43 R DfER

CDO 2T D E, TFATT A AT LICHAREEAMEE BN TE ET, BiaWHm
H (169 =—2) BET/2 > TWT, CDO ZHETICT A AR EITEFENIMZ B
72358, T ADOREAT —X AT [BAHE (Conflict Detected) ] & FRENFET,

[BiE#H (Conflict Detected) | A7 — & A ZfERT HI121E, IROTFNEIZHENFE T,

ATy TN FEF =3 N—T, [T31 AL —E R (Devices & Services) | %7V v 7 LET,

ATYT2 [T/ A (Devices) | #7227 Vv 7 LT, T/ A& RBOFET,

ATV T3 WURT A REATDET %) v LET,

ATV T8 BEERELTODLT AL ZAZFINL, HROFEM AL T [5G OMR (Review Conflict) | &7 U v 7

L/iﬁ—o
ATV FTE [T34 ZADFRH (Device Sync) ] X—C, SEFAFR SN TV DHFHEAZMB LT, 2 DOREX LR L
£

o RBICERH S N7 /31 A% E (Last Known Device Configuration) | &9 7LD = %)L
IX, CDO IZRIFSNTNDT /A AFETT,

o 7310 2CTHittl (FoundonDevice) | &9 T UL DN/ SRR, ASADFATA L T 4 Fa b —
va VRIFSNTODRIETT,
ATV T6 WOWTNMZRIRL T, BEAEMRELET,

o [T ADEFE % 7KFR (Accept Device changes) ]: & E &, CDO IZIRIEI N TV DR R OEFENT
NAADFETFaL 7 4 X2l —a L TREEXINET,

GE) CDOFa~vy R I A BZ—T A ZLUSTD Cisco10S 7731 A~DZEHE D B 2 4
R—hF LTV, A ERT 2BED CiscolOS T /3A ADME— DRI X[V B2 —
72 L TR (Accept Without Review) ] T,
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o [TAA ZADET A (Reject Device Changes) ] : 7 73 ATRAF STV DR IE % CDO TR AT S 4L
TVWHHRETEEXLET,

6= R FEBARB SN T _NTORELF L, ¥ o 7Rk ET,

[REHEA] RT—32 ADMER

ROFIRZER LT, TREY) OREAT —F ADT A A& B LET,

ATy Tl FEF—2 a0 R_R—T, [T/ AL P —EZ (Devices & Services) ] %7 U v 7 LET,

ATFY T2 [T34 A (Devices) | Z7 %27 Vw7 LTTNRNAAERDT DM, [T 7 L—1 (Templates) | ¥ 7 %7
Vo7 LCTEFAT AL ZA%EROIFTET,

ATY T3 WYRTNAAZAT DR T o) v LET,

ATy T8 RAMEREINTZT AL 2ZRIRLET,

ATy F5 A REH (Notsynced) ] /73R/LT, IOWTINMNZETIRL ET,
[ L E=— L THEE... (Preview and Deploy..) | : REDEH Z CDO NHT /3, AT v a$ b
BlE BT ELE 2T R COT A, ADBRELEFOT L E o — LR, Fio ThHH—EITHEHO
ERZREBALET,
o [EEDOfHE (Discard Changes) |: REDEE%Z CDO O T NA AT v = LK BWGE, £
IZ CDO THits LIcREDEL A [JLIZRT ) S, ZDOA 7 a id, CDO IZRFS IV TV HRE
. T RARGFE SN TV DEITHORE T EEXLET,

Secure XD S TILa—TF 424

SecureX EFAELHETCCDO ZEHAL LY L925L, =7 —SBLERNEK RSN, BENRN
FRAELTZVTHHE803H Y F9, SecureX Ul IZFHKR I35 BIEIZOW T, SecureX D~ ==
TNEZRTHILENDH Y T3, FHMIZ OV TIE, SecureX @ Support 25 L TL 7230,

CDO N SecureX U 7R HERE, 721X SecureX VR ~DFTF v v 77w )T 0128+ 5
r— 2 % B < 121X, Cisco Defense Orchestrator V78— b ~DEif& S L T 72XV, 75
NID DA Z RO ONDGERH Y £7°,

SecureXUID ST a—F 424
SecureX & aR— RIZE# LT-CDO ELa—ILARFEEND

SecureX Clif, BE—HEOEHDOEY 2— N2 FHETHRETEET, =& 21X, %D CDO
T RNRBILEE, TH U FZEIC1I oD CDO FY 2 — LV EERTE T, BEEEY 2 —
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rFSILYa—F108 |
B sccwexorsinya—5404

I, WL CDOTF > hMbD2HoDRAHAPI h—27 o RbhAZ L EWLET. 20O
EMEICE ., BENEL, oy v arh— RBNELHEICRDREMENRDH D 7,

SecureX T CDO ¥ 2 —/L& FEICTRE L., CDO O [fi%i%E (General Settings) ]— T
[SecureX(Z#%#i (Connect SecureX) | "IN L7256, 1 2OT F > bW SecureX (ZHEEDE
Va— )VEFROFREENH D FT,

E5BEEE & LT, SecureX 755D CDO Y 2 — L AHIE L., #HELL7=F 2 —/1TCDO D3
T =< ADERERT LD EEBEID LET, 2OV 2—1iE, LYVELET, SecureX
VARV ERBMEOH S, L OERERAPI h—7 VAL TERENET,

COOUID RS TNa—TFay

SecureX N CDO &Y = — /VIZBT 57— A &< HAE, FEIZ DV TIL, SecureX @ Terms,
Privacy, Support ® [HiR— k| 27 v a U ESBLTIZE0,

OAuth =5 —

Av—Y [2—PF—[INEFE R TR CORA =T EF 0 RHEREZFo> Tk 5 TF

(The user does not seem to have all the required scopes or sufficient privile) | 23FK /R I T, oAuth
TT—=RETLHENDY £3, ZOMENRELLELESIE. ROFMEHEEZHRFL TS
AN

s T AT NINT 7T 4 TSI TR WATEEM:,  https://visibility.test.iroh.site/ & 2 L, %
LI A—NLT RLRAZEH LT, 7O MR T 77 4 TALENTWEMER L E9,
TRV ST I T 4 TSN TORWER CDO 77> M SecureX &~ — ¥ 472
WHREMERN D D £9°, Z OMBEZREIRT 5121, Cisco TAC I[ZHEAET DM E N H Y 77,
FEAMIZ OV T, Cisco Defense Orchestrator Y7 — b~ 25 L T30,

HBOME->-05 1 VIR T SecureX [CAST A VLTS

[—%%E (General Settings) |~~—"®D [T} Fe&iE (TenantSettings) ]& 27 3 = T [SecureX
IZHEE (Connect SecureX) |47 a v &FEH L TCDO A X2 % SecureX IZEFTHZ L&
BIRL7=, MhiEo7om 74 UEHRZHEH LT SecureX IZr 74 » LIeE, MiE-72T T
RS DA Ry S SecureX & v v 2R — RIZEREINDHZ 08B £17,

[AEER & LC, CDO @ [ %% (General Settings) ]3— T [SecureXD YK (Disconnect
SecureX) 1% 7 U > 7 LET, SecureX #ffi, DF Y SecureX # v ¥ 2R — K& DEFROKESZ
BT SN DAY 5 APL 2 — ¥ =& T LET,

WIZ, [7TF > b %&SecureX(Z#%#¢ (Connect Tenant to SecureX) ] ZFEA LN L. SecureX ~D
nJA L ERDONTEDL, IELWERRO e 7 A AEREFEHT 20BN H D £5,

BE->f7ADY o bTYARUICBTILTVS

BRI, BiEST7 vy MERTY R ce A r35L, VRV hbu s 7y h T
FHA, VAROu A E2FETY Yy 3 5I21E, Support Case Manager T4~ — A %[ <
VERH Y E7,

SecureX YR Z#EENTE ALY
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| F3o0va—F104
Secure XD FS TN a—TF 4 Y .

WY/ Aa—FIZT 7B ATERWATREERH Y £9, Z OMBEE M5 I21%, Cisco TAC
IEAETAMERH Y £, FEMIC-OVW T, Cisco Defense Orchestrator 78— kb ~DEE %
ZHRLTLEZE,

SecureX U AR v OEIEDFERIZ DWW TIE, SecureX ribbon documentation &M L TL 72 &\,
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rFSILYa—F108 |
. Secure XD kS TN a—TFa Y
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ZOFEF, WO THMEINTHET,

» Cisco Defense Orchestrator (227 ~<—73")

« Cisco Defense Orchestrator ~D7 /XA AD A R—T 4 > 71T %5 FAQ (228 ~X—2)
* Device Types (230 ~<—72)

ctX2UT 1 (232°%—)

s NTTNTa—=T 4T (233 =)
cn—FyFrurva=r I THEASNOHEEEER (234 X—)
« R =D L (234 ~—)

o« BEREME (235 X—)

T B A B =T A ZTONT (235 =)

*« CDO (T L B A HONES71E (236 ~=2—)

» Cisco Defense Orchestrator % 78— h ~D#fE (236 ~=—)

Cisco Defense Orchestrator

Cisco Defense Orchestrator [ZCD LT

Cisco Defense Orchestrator (CDO) (%, F v N =7 EBHENIEIEREF 2V T 4T /31 A
MC—EBLEtxa2) 7 4R ) V=2 ElB IR CE 57 70 RR—ZAD</LFFT/3( A
RO IO

CDO ZfE LT, UTDT NS ZZEHTE LT,
» Cisco Secure Firewall ASA
* Cisco Secure Firewall Threat Defense
* Cisco Secure Firewall Cloud Native
* Cisco Umbrella

* Meraki

* Cisco IOS T /31 A
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FAQ L5 R— b |
. Cisco Defense Orchestrator ~D T /3 ADFA R—TF 1« > 5 1ZB9 % FAQ

» Amazon Web Services (AWS) A AKX A
« SSH AL TEHINDT N1 A

CDO BHE L., TNOHTRXRTCOT NN, AZ A THHE—DA v F—T = A A THARE L ORST
TEET,

—

Cisco Defense Orchestrator ~D T /\Af XADA R—T 4 >

J1ZB89 5 FAQ

CDO ~ Secure Firewall ASA DA > 7R—T 4« > J 1289 % FAQ

BRIEMEFRALTASAZ A VAR—FTBIZIFESTRIEEINTTHN?

ASADF LV R—T 4 7%, —EIZ1oTH, FHEFLEOTCEITTEET, T/ R F
2o BAAMERT O—ETHDHASAZ AL R—T 4 73 58451%,  [Onboardan ASA Device
AL TCXTOTIA~ VTR ADHBEF R —F 47 LET, EX=20F a5 %
A NFELITER LT XA N R—F 4 T EHHEIL, MO ASA A AR —F 4 v
T55A LR TY,

—EIZEHDOASAZ L UiR— RTBICIEESTIIEEWNTTMN?

CSV 77 ANEFEHLTASADY A FEERTEET, CDO XY XA FANDOTRXTD ASA %
FoR—F 4 T LET, ASA Z—FETA LV R—F 4 7T 5FEICONTIL,  Onboard
ASAsinBulk] &ML T 7EE0,
ASAZHVR—T 4 VT LEREFESTRIEEINTTHI?

BA#A9 5121, [Managing ASA with Cisco Defense Orchestrator] Z £ LT 72& 0,

CDO ~D FDM BEEXR R T/INA ADA U R—T 4 VT2 % FAQ

FOM EEXRRTNA REFA VAR—T 4 V7T BHICFESITIIEENTED,

FDM BB G T NA ADF L AR—FT 4 U IIE S ESERFIERH Y £3, BEkx—FH %
T2 eI ET, BALGT HI2iL.  TOnboardan FDM-Managed Device] % Z M L T
CTEENY,

. Cisco Defense Orchestrator T Meraki O &8
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https://docs.defenseorchestrator.com/#!r-preface-managing-asa-with-cisco-defense-orchestrator.html
https://docs.defenseorchestrator.com/#!c_onboard-an-ftd.html

| FAQ &HR—F
Secure Firewall Threat Defense @ - 5 ™9 Fi2{it %! Firewall Management Center ~D# > ih—T « >4 12B9 3 FAQ .

Secure Firewall Threat Defense @ 7 5 7 Fig{& % Firewall Management
Center ~DA ViR—T 4« > J IZB9 % FAQ

Secure Firewall Threat Defense 4 > /h—T 4 V9T BIZIXESTNIEENTT D,

CLI®fEx—, ve—XyF o Va2, F3 ) TAESZHEH LT, FIDT /3 A
EAVR—RTEET,

Secure Firewall Threat Defense DA > R—7 4 UV R(IfFMETHIEL LTI D,

TNA ANFEPE N5, [V—L &P —E R (Tools & Services) ]>[Firewall Management Center]
WZRBEIL, [77 2> (Actions) ]. [# (Management) |, F72IX[EE (Settings) |31 >
MHET 7y arERIRLT, 77 7 R O Firewall Management Center C&EHEIT /34 A
DR EZ M L ET, BitEd 2121 TCloud-delivered Firewall Management Center Application
Page| #ZML T 7ZEW,

Secure Firewall Threat Defense ® b5 TV 2 —TFT 4 VT AEEHZ TN,
[Troubleshoot Onboarding your Secure Firewall Threat Defense] % Z B L T &V,

#A > 7L = XD Secure Firewall Management Center |29 5% FAQ

# > 7L = X Management Center DA > R—F 14 > F A%

727" I A Management Center 2 CDO [ZA L R —T 4 7 C& £, 47 L I A Management
Center &4 > R—F 4 735 &, 427 L I A Management Center (Z 88k STV 5T T
DT NAAEF VR —TFT 4 7 EET, CDO L, 4> 7 L I A Management Center & 72 134
> 7L I A Management Center |28 8k S V727 3 RS b eA 7Y =7 M ETZITR
U —DERREE 2R — P L TWERA, ZHHDOEHE L, 47 L I A Management
Center Ul TIT O MENH Y £7°, BAAT 511X, [Onboard an On-Prem Management Center |
EZRLTLLTEE,

CDO ~D Meraki 7/N 1 ADA VU R—T 1« > J 129 % FAQ

Meraki 7/\f R&F VR—T 4 VT T BIZIFESITRIEENTI A,

MX 534 2%, CDO & Meraki & v ¥ 2R — RO TEHTE£9, CDO X, REDLHE
ZMeraki % v 2R — RIZBRALET, XY, RENDT A RACEERICEREINET,
BIGET 5121%. Meraki MX T84 ZDF v R—F 4 7| ZHBBL T IV,
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FAQ &9R— |
B coo~ossHF g xDA U R—F 1 L HI1ZBT B FAQ

CDO ~®D SSH T/\A RADF >V ih—T 1« T I1ZE9 % FAQ

SSH7/\4 REF U R— FF BI2RESThIEENTT A7

SSHT /A ZRIESNTVND, @ LV DOMEREZFFO>Z—F—Da—P—4H LA T— R%&
L. 531 A% Secure Device Connector (SDC) THUVR—F 4 7 T&x %7, FIET
HI21E, ISSHT NSNS ADAVR—FT 47| R LTLTEE N,

TINA ADHIBRA E
[f X FU (Inventory) | X—YNDHT A AZHIRTE 7,

CDO ~DI0S T/N\f RADA VR—TFT 4 > I1ZF9 5 FAQ

Cisco10S T/3f R&F U R— R BIZIEESTnIELNTTHI?

Secure Device Connector (SDC) %1 L C, CiscoIOS (Internetwork Operating System) % 1T
LTW5 7 A7 CiscoT A AArR—RT&xEd, BAtAT512iL, [CiscolOS T /314 A D
FUR—=T 4 7] #BRLTIZEN,

TN R DHEIBRFA E
[/]) :/,\:/ l\ U (Inventory) ]J\O*—‘:‘/Z)\%‘?‘/\/])X%ﬁl“&%f%iﬁ‘o

Device Types

BEEELF2UTATTSAT R (ASA) EIFFTT H,

CiscoASA X, BT 22— L L OFEEY—E AR, BERAT— "INV T 7 AT T4 —
wk;oww:/t/hv—&% Ex 1 DOFT A ZATRAELET, ASA L, HEOEx =
V7q4ar7xA N (JBB7 7 AT Ur—VZER) \ 7 7RAZV 7 (BEOT77 AT 7+ —
NE1DDT 7 AT TH—VITHRE) . NTUVAXT LN (LAY 2) 7747 U4+—LFE
72N —T v R (LA¥3) Z7AT7 U=V AN —vay, BERAVART g o
2. IPsec VPN, SSLVPN, 27 54 7> kL&A SSL VPN H7R— g &, L5 & B 7 ke
GHET, ASAIL, R~V ERIFV AR - PSRN TVWDEN— R =TI/ VA =L T&E

T

ASA ETILEIFXAITT A,

ASA T LIL, CDOWCAVR—RFRENZASA TN, ADEfTary 7 4 Falb—rar 7y
4»@:5 Td, ASAETNVEMHERATE L, T30 ZAHEEZ A4 R— REPIZ ASA T34
DFEEZNTDHZ ENTEET,
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| FAQ &HR—F

Device Types .

FINA RN TEEIEH (Synced) | THEDE. EDESHBEETTA.
CDO DRIE L, T/ A2 = ARAF STV L RIENRF CITR > T D & & TT,

TN XD TIEREER (NotSynced) | THAHDIE. EDKSHIFEETITH,

CDO IZRFEEN TV ARENET I, T/ A2 — D VIRFEESN TV AREL Bip o
TWbHEXTT,

TINA AN T3 E#&H (Conflict Detected) | JKEETHAHDIEX., EDKSIBHEETT A,

FNA ADBRENCDO DN (77 NF TN R) TEEIN., CDOWEFEENTWARTE
B TWALEETT,

T MATNY REBERFFTT A,

CDO DAMHTT A AZEFENMZONDZ ETT, ZOEHE T, CLI a2~ RE#EHT5
. ASDMCFDM 72 EOT NA A EO=F =Yy A LT, T3 A ETHBETDONLZ D
DTT, TUMETTN REENTOND &, T3 AN [HEHHE (Conflict Detected) | IR
BETHDHE CDO MBI L ET,

EEETNARICERTHEEF. ESVSEKRTTN,

FTNA A% CDOIWZA VY R—FT5HE, CDOFZDOHRED I —%RFFLET, CDOICEE
Mz 5 &, CDOZ, TA ZADHBRED AL —IIEFZMAET, FOEEEZT A AT TR
Bl 5L, CDO X, MAEEFEZT AL AORED A —|Zat—LxT, KO Y
EHRLTLEEN,

c FTRTCDTF AL ADOHRELEREDO T L E 2 —LEH (161 ~2—)

BE, EOASATITY FRYR—bERTVETH,

TRCOa~wy RTY, ASACLIZMHT A2, [T/3 A7 7 2 > (Device Actions) ] D
[Z2~ RI7A A H—7 x4 A (Command Line Interface) |47 U v 7 LT 7EEW,

TINA ZADERICEL TREDOHIWIEZHY I H.

CDODI T RT—F77FxIZLV, BFTEDOT A RACETHEEIGETE £,

CDO (X, Cisco H—ERMEEIL—EF B IUVTIVST—a3 v H—ERIIL—FFBETEET
he

CDO TIZISR BLNASR HOETF LT NA ZZ2EH LT, TOREEZA v HR—FTEET,
WIZ, AV R—=FENEREICESNTCT U7 L — R EER L, TORTEEEHEOREL LT
T AR—FTEET, ZOEEOHKTEZ ., ISRBLOASR DFH £ 72 ITEFEDT A A2 R#
BALT, EX=2V T 00— EMEMETE £7,

CDO (X SMA 2 EETEEI N,
Wz BIERS TIE. CDO IZ SMA ZEF L 8/ A,
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| IEEEUED

FAQ L5 R— b |

tXal)Ta

CDO [FR£L T HV?
CDO /%, ROREZ B L THET — 4D RV —2 o ROExa T 4 2FERLET,
« HHL CDO 7F v h~OfElr 74 v (37 <X—)
« AP1 B LT —F _X— Z#EOFRFEF O L
iRk KOMRAET 07 — & 43
- HIH
CDO TlL, = —%F =07 T 7 RAR—H I EHT 57 OIS BRBEDLETT, LHEKER
AR, RO ID RS 2 72 DI B e e RE T,

TRTCOT—Z i, HWETLRET LI ET, BEENDT /XA XL CDO 5 DiE
{§1X SSL CHE B b s, BET T FOT—H R 2a— AT T _RCTEFLIhET,

CDO D=NVFTFHo N T—XT77Fxid, 7Fo bTF—F&208L, T—F_X—R LT

g=rarP—N"—HlD LT 7 4 v ERFLLET, CDO~DT 7 B AMENFRIES D &

=P —Z =T UBELNET, ZO =7 L, F—FHI—EANLX—2RET 5T
WEHAS, 20X =137 —FX—ZA~D T 7 4 v 7 Z 5 b T 57D EINET,

CDO (TR HRITAMME 2 7 R RIS 2 LRRFIC, BERDOZ LT vy VOV & R L
EFT, UL, 77U FELBEBERBEOX Y NU—7 (B— R~< v 7) T [Secure Data
Connector] ZET 5 Z LICL > TEILINET, Secure Data Connector |L, 1 > /N7 > KI5
FOT T RO RENT T4 w7 2L T, 7 LT vy T — X RNEEENN LB D 2
ERRNEDITLET,

CDOZ#MHTRITA U LIz ZIC, TOTPERIATEELEATLIZ)] EWVWSIS—HARTIN
FL1,

FRAT Ny PEATEASAANT AL ZADEF N T — )L RE A AP — =L R L TNALZ &%
MR LET, HERN 10U BT TWbE, BBo7- OTP AR INAAREMENH Y 9,

/34 X & Cisco Defense Orchestrator 7 59 K75 w k74 —LICEEEHEINLZDTIM?

W, BREESNTBERIE, T A AL CDO 7Ty F 7 —AfoTax bt LTHEHSND
CDOSDCZHEH L CFITENET, X =2 U T 4 2RELICHKFENTZCDOT —F T 7 F %
WZED, THRARELDMEITERT HT — X E R TCEET,

INITYY I IPF7 RLRAZEHELZVWT NS REZEHKETBHIZFESThIEENTTHN?

Ty NU—Z7 NIZERTE ., #MBA— b 2B < MEEN3 720y CDO Secure Device Connector (SDC)
(SDC) #FIHTEE7, SDCBEINLE, W (f 2 —Fy FTA—T 4 VI T&ER
VW) IP T RVAEZFFOT N, R d VAR — R T&xET,
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| FAQ &HR—F

r3ILva—7425 |

SDCICIXEBMD IR FOSTA UV ADBETTMN?
&

CDO THHEHYR—FEINTWBRETSAR—FrRY FT—ODEATIE?

ASA ODBEREDHEE . CDO X IPsec 1 ] VPN o RV EBEOLZYR— M LET, FE
FEHRA— L O IR 2 E AT TR 72 &,
FURILRAT—RRFEDESICHERTETEIMN?RELA T

CDO I b RN TF = v 7 % | BRI S ICHBIBICET L E 0, o 28R LT
iF oy 7 HRBERTAEZET, TREAYZD VPN bW TF = v 7 2 FTTEET, #E
BN NIER DB 56503H 0 F97,

FINARBEFDETDEADIPT7 FLRIZEDSWT MU RILERETEEIMN?

XV, ZLETEET IP 7 KL ADW ST CRIFFTREZR 7 4 )V X BERE L M RIEREZ A L €. B
D VPN o 2V OFEMEBRRELTER Y hLET,

cS IO a—TFTa Y

COOM D BEEH/RT/INA ANDTNA ABRDTELELBRAEZRITLTNS L EICS, [EEET
NARZBRATEFEALI EVSIEBEENRTEINFET, BRI DICFESTIEINTIN?

SERHERK (CDO THR—FENTWDa~vy REBA TEITINEEFE) 27 /3, RTE
BT % & XIC=T —PRAELTEGAIL. [EE O (Check for changes) 1% 27 U v 7 LT,
TNA AR RT O A 7V LET, U Ko TRERRR S 726, CDO
THlEMELEFEALMATRAT L Z LN TEET, MR LR2WEEIE. [PAR— MO#E
#% (Contact Support ) ]— 7> Cisco TAC (ZHAE L TL 72 &0,

TN DERE (CDO DHERT, T/ RITH L TEERTEINEE) ZMRLTVDEE
(2. CDOICHEET DR ET /N ADERELEKT HE. CDOIE, AMNBMELEEELTL
BUOEBMDAZT—2ERRLET, ESLTTYD,

CDO N EDREZILIET D & T /31 ZADOMER) HBIFRANES L, RY —LTF 31
AEH DD 2 LET HOICBE R TR TOT—F 2 BESETHERLET, Thoi3EH
KIBRT SA A THFALTEETIE R, BEFEOHEHRTT, et ShE L (Conflict

Detected) |DIRFEDERIL, TNANA ANDDOEL MR L, BAELZEL2MRT 52 & Tff
BRI T ET,

CDO A FADEIAEZHEE T DI HETI M ?
CHHLGEEORBED h 77 vy a— ) #ZRLTIEIN,
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FAQ &4 R—t |
B - 5onevazrcmmesnsmEeEs

O—2yFJOE aZ V) THEAINSAIBAEEES
«E3RK (Claimed) :CDO TV VT AEZOF L R—F 47 DarTxANTHEASNE

T, VU TAEBSNCDOT F v MIA LV R—=RENTWEEE, TOTFT A AT T8
INTWVWET,

«/X—%4 (Parked) :CDO TV UTNEBEDF L R—F 47 DarTxA NTEHAIN
£, 7734 AM Cisco Cloud I[ZHEfE EALTWT, CDO 7 F > b IRZEDTNA ZADT YT
NEFEIERLTWRWEES, ZOT 3, AL =27 ] SRTHWET,

cWMEATOEY 3 =>4 (nitial provisioning) : FIHIFID ¥y N7 v 7Oa 7% A KT

FHENET, 207 =—XTlE, T8 ZADOEULA 2% F AtL, HLWWSZAT — R&{E
L, FEIPT KL A, FQDN, BLUDNS h——%RE L, FDM 2 L TT /3 A
Az — N TERTHZEZRINLET,

cO—4vyFFOEYa3=>4% (Low-touch provisioning) : FTD % T35 BEMED YA
N GBS IS 572 THY, A NOWEENFID Ry NV —
T8t L, T /3A A% Cisco Cloud {286t L £ ¥, TOREET, VU T AFEENTTIZ
[ER | SN TWDEHA, T3 AL CDO TF > Mot vR— &%+, £/, FID
L. CDO 77> FAERT % F T Cisco Cloud 1T [/3—7 ] EnFEJ,

« VYT ILEEDF VKR—T 4 2% (Serialnumberonboarding) : " CIZFRE (f VA h—

AEBIOEY FT v 7)) ESNTWHWAEVITAEEERFR L CFID 24>y R—F 4> 73
HFa¥® AT,

R O—D B

2DLUEDTIERYR L (BALT7YERTIL—TH) THEIZY Y KA U RFEELTY
BT—REHBETBICIXESTIIEENTTH,

Cisco Defense Orchestrator D% > s U — 27 R U > —&H (NPM) ZfHT 22 & T, —ky
FNTEMNDOL—ARBHDON—VE Y R—o T L TWDIEEIZ, 22— —%4E L T&E
THZENTEET, 2—V =1, T XTOFRY NTV—IRY O—EZBET L0, 74 1%
WME A FAT LTI R TCOvy R—EE2HETEET,

\

GE) CDO X, AWV Y R—A v T ENizr—1o0HhzYR—rLFET,
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| FAQ &9HR—

Bt

et [

Secure Device Connector [ZX Y IP7 FLADEEEINFE LA, CHIZCDORIZRMEINEE
ATLE, ZEEEZRBIBIZIEESTIRIEENTTH,

CDO N CHr L\ Secure Device Connector (SDC) #Hif5 L CHFT HI2IE, RO a~ > R&ff
MLTary7rzHEdgh T 265N HY 97,
Stop Docker deamon>#service docker stop
Change IP address
Start Docker deamon >#service docker start

Restart container on the SDC virtual appliance >bash-4.2$ ./cdo/toolkit/toolkit.sh
restartSDC <tenant-name>

CDOMT/NA R (FID £1=(XASA) #BIEIT H=-HIZFERTEIP7 FLANERESILEBAK
ESHYFETH,

TNRAADIP T RUAMILOEE TELE I NG, TR EHIP T RLAOERETH
é#\mmPkiém7hvx@WET%éb;>bb%¢\am#7A4XA®&m_@
HTDIPT RLAZEFE LT (CDODTNAADIPT RLAZEFET S (85 —) &%
) | TS REFBEHETEET (CDO ~DOT A A—fEfFRE (90 X—) #&M]) , 7
WA AEFERTDHLEEIC, TAALZADHLWIPT FLADAS L BIEOERAE RO A
NERDLIET,

ASA % CDO (23859 BIC(E. EDXILGRY FT—IODBBETI M,

« ASDM A A —UNFEE L, ASA IZx L THEZ/R> T D,

©52.25.109.29, 52.34.234.2, 52.36.70.147 ~DNXT VY w7 f B —T = A A T 7 & A,

* ASA ® HTTPS A" — MiE 443, F7213 1024 LLEDEICERET AMERHV £, 72L& 2
X, A= P 636 ICRETHI LIXTTEER A,

« BHI T ASA 1 AnyConnect VPN 7 7 A 7 > MMERHZZITAND KO ICRESN TN D
FalE. ASAHTTPS A" — b % 1024 UL EDOEICE LT AR H Y £,

F—RA R —T x4 RIZDNT

FNRA AL DBEIZIT. FHOEEA X —T A A, ERITBEOTFT—E A L Z—T A A
EHEACXEST, 5 F AL H—T oA ARATOT T ERT, A X —T =2 A0 Y E—
NCFTD #E BT 52856, £EFBIOEEX Y MU —7 BRWGE IR T,

F—B A HE—=T A AN FIDEHT 7 & 2101%, IROHIENH Y £,

RV T I B AEANCTELDI., | DOYEHRT —H A L —T 2 ADHT
4, Y7 A X —7 A A& EtherChannel [XfFfH T £H A,

—TF RA LV E—T 2 AA AT EZL—TFT v K77 AT U —/LE— ROLTT,
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FAQ &4R— |
B coo s zEABRORESE

« PPPOE IZH R — F SN TWEH A, ISP TPPPoE BNLEREAIT. PPPOE #H4R— 35
JL—% % FTD & WAN €7 ADOMICEET HLERH D £,

A UH—T 2 A AEFETDINENHDDIET 17—, VRF DA T,

«SSHIET —H A v X —T = A ATIET 7 4/ h THDT /e > Tianizh, T 2

LCSSHEZANZTH2MENRHY £, £z, EHA VX —T oA AT = T oA BT —
HAUHE—T oA ATEFEINDT=%, configure network static-routes =2~ > K2 {# H L
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