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XFvF1  SDC Z1ERT2 CDO T v hMou /4 LET,

AT9 72 CDO A==2—"—75[EE (Admin) ]>[EFa 73344 (Secure Connectors) NIZKEEI L £,

ATY T3 [BXF=Tax7 % (Secure Connectors) | X— T, HWITARX %27 U v 27 L, [Secure Device
Connector] Z#IR L £ 7,

é Q- tenant name _

user name

c K&

Secure Device Connector@
Secure Event Connector
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ATv 74 FE1T[SDCVMA A=Y DF 71— K (Download the SDC VM image) 147 Vv 7 LET, 75 &
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Deploy an On-Premises Secure Device Connector p ¢

Step 1 |
Download the SDC VM Image

and follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPXIRPSBVOPSJ1eUpoYkdjalU9pS1INVekkxTmlJcOluljVjQBk2SNtwWFZDSjkuZX1Kc2FXNXJaV1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM
YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1T1IRSbUBYSTRNQZFpWIW1NNUXUUTNPRGNEWWT Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN
BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK
QBRPXORPTUFJT 181d3d3LmR1ZmVuc2VvemNoZXNBcmFBb3IuY29tIgpDREITVEVOQUSUPS. jaXN] by

ATFY TS Zip 7 7 ANDLTRCOT 7 A NEHHLET, ZhbiE, KOL IR LD TY,
« CDO-SDC-VM-ddd50fa.ovf

* CDO-SDC-VM-ddd50fa.mf
¢ CDO-SDC-VM-ddd50fa-disk1.vmdk

ATw 6 vSphere Web 7 74 7> haEMHAL T, BHE L LT VMware ——lcu 74 LET,
GE)  ESXiWeb 7 5472 MIBEHALALANTLFEN,

ATy Tl Fur 7 MIHEST, OVF 727 L— R b Secure Device Connector {RAR~ & > 2 BB L £ 97,
ATvFT8 By M7 yTRETLESL, SDCVM OERE ANLET,

ATvF9 HLWSDCVM D=V —LEHEET,

ATF9T10 =2—H—FcdoTrI7 A LET, 774/ hDO/RAT— KT adml23 T,

ATy TN 727 T, sudo sdc-onboard setup & AJJLE T,

[cdo@localhost ~]$ sudo sdc-onboard setup

ATFYT12 RRAU—FOT a7 FRERENTED, adn12z EASLET,

ATFYT13 Fr T M-S T, root 2—F—DFH LW ZA T — REEHR LE T, root T—HF—D /2T — & A
HLET,
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ATy T8 Tar T M- T, cdox—HF—DFH LW A T — RE2EKRLET, cdox—F—D AT — K& AS
LET,

ATY 15 [BEfHiT D CDO KA A &R L TL 7ZEV (Please choose the CDO domain you connectto) ] &) 7' 12
U IBFERENT D, Cisco Defense Orchestrator D R A A UAFHAE AT LET,

ATYF16 Tur T IRFERINTZL, SDCVM DIRD KA A AFHREATTLET,
a) IP 7 KL Z/CIDR
by FY—hv=A
¢) DNS #—s3—
d) NTP #—/3—F /(% FQDN
e) Docker 7'V v

F720%. Docker 7'V w U S e WEEA L Enter ¥ — & L E T,

AT [ZROHOMEIZIELWNTT 2 (X0 z)  (Are these values correct? (y/n)) [& WD 7'a 7 R FER
N, yEANLTE MY BHERLET,

ATV T8 ATNEEMELET,

RAT9T19 [5FTSDCERELETN? (X z)  (Would you like to setup the SDC now? (y/n)] &5 7' >
TR EREINTZD, ] EATLET,

RATFYT20 VM arY—nhrbLBEBMICe 77T FLET,

ATv 721 SDC~®D SSH A ER L ET, cdo L LTrZ AL, RAU—FEANLET,

AFTwT22 FuL 7 T, sudo sdc-onboard bootstrap & AT LET,

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

ATY T 2B [sudo] RAV—FRDOANERDHLNTZH, AT v 7 14 TER LTz cdo SAT— RE A LET,

ATY T2 [CDODEFaT AR I HZX—UNHLT — AN v 7T —HE2at— LT & (Please copy the
bootstrap data form the Secure Connector Page of CDO) ] &9 a7 MR AR SN 6, IROFIRIZHE
WET,

1. CDOWCm 7 A4 LET,
2. a—HW—RA=a—06, [BEXxaT7 357 # (Secure Connectors) | Z R L £,

3. [T 7 ar (Actions) |34 T, [F 7L I AD Secure Device Connector DR (Deploy an
On-Premises Secure Device Connector) | %27 U v 27 LE T,

4. XATA TRy I ADAT v 2 T[T —FARNT v T F—%%a— (Copy the bootstrap data) | %
7V w7 L, SSHY 4 FUIZRED T £,
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ATv T2

AT v T 26

[CNHOBREZFEHFLETH?2 (XD R)
VT RMFORENTEL, ]l ZASILET,

[Secure Device Connector] ~X— 2R Y £9°, HTLWSDC DAT—X AN [T 7T 47 (Active) JIZEH
SINDHET, BEHEEHLET,

B 5O VM £ T® Secure Device Connector ) & .

Deploy an On-Premises Secure Device Connector

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDOQ Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9pSINVekkxTmlJcOluUjVjQak2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZibk1pT2xzaVNWUKVMH
VUpoYzJVaUxDSm91Vap5YVdRdE1pNHdJaXdpYm1kbWR5SmRMQBox Yz JWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pYTWIPbHNpVWSSTV.IW
OUJSRTFKVG1KZExDSnBjM81pT21KcGRHUWIMOBpqYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmx1bUZ1ZENJNmJuVNNiQ3dpYzNWaWF tvmpkR1I1Y8dVal9pSjFjM1Z5SW13aWMzQkpaQBk2SWto
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2SW
prMUSHWXpZamd3TFdKaV16a3RORGMATnkxaVpgTXdMV1poWW10bFptRXpPRAUWWMLIcO1tTnNhY 121
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNUVNpkQa1zSWSKbF1XUW1MQB
k1T1RSbUBvSTRNOZFoWWI1NNUXUUTNPRGNGWW1 Zek 1DMW1ZVBpaWldaaE16aGhOR1 10 TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvcemNoZ XNBecmFBb3TuY29t IgpDREIFVEVOQUSUPSJjaXNjby
ThbWFsbG1lvIgpDREGTQkIPVFNUUKFQX1VSTDO1iaHRAcHMELY93d3cuZGVmZNS5ZzZWOyY2h1le3RyYXRy
ci5jb26vc2RjL2Jvb3RzdHJIheC9 jaXNjby1hbWFsbGlvLZNpc2ZNvLWFtYWxsaW8tUBRDIgo=

£ Copy bootstrap data

BB R

» Secure Device Connector @ k7 7 /L3 2 — b

(Do you want to update these setting? (y/n)) ] £\ H 7'

o TA AL SDC OEFGICET D VT TNy =T 4 T

B 5 VM £ T Secure Device Connector M E

TRA 2D BT A AFREBH L TCDO &7 /3 AT 286, CDO &7 /31 AR D
FEEHRT HI-HIZ, v N U —27IZ Secure Device Connector (SDC) # % 7 > m— KL T
B2 2 EMRART T I T 4 ATT, WH, INDOT AL RFHERN—ATHY | 7
Uy 27 IPT RURAERR0D, SNBA =T = A ATHDNTZR— P &2Ffo T E T,
WYX= )T 477547 A (ASA) . Firepower Threat Defense 7 /34 A (FTD) .
Firepower Management Center (FMC) . Secure Firewall Cloud Native 7 /3 A A {9 XT, 7/3A
20T A NEREFEH L TCCDO LA VY R— R T& £,

SDC L, EEXRT NA A CTFEITTHMLERDH DA~y R BHEIRT A RZEEFT D0
ERHDHA v E—VIZONT, CDOZEMLET, SDCIE, CDO b TZma~vr R
FATL, BEXIGRT A 2> TCDO LA v —VEEE L, BEHMRT NA ANLD
%A CDO IR L £,

1 20 SDC WEETX 57 3, ADHIT, TNEDT NA AZFEES N TV DHEEE & . HERk
T7ANDYARZE->TERRY ET, 72720, BEGFEOBEZE LT, 1250 SDC THK 500
BOFNA AP R—FTEDZLEMELTOET, FEMIZOVWTIE, H—0 CDO 75
FCHE D SDC 45 (19 2—) ZBRL T EE,
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B & ® VM L T Secure Device Connector O FERf

ZOFRIETHEH, MEOEE~ A A—VEFHALTRY NU—712SDC A A h—/L
HHFECOWTHBALET,

\}

GE)  SDCHA A M—NTHDICHREIND, KbHEHECEHETE 5 H1kIE,. CDO @ SDCOVA
A A=VHEF T a—RLTA VA =T 5Z LTI, FIEIDONTIE, CDOOVMA A —
> Zx i U7 Secure Device Connector DJERH (6 X—<) ZHZMM L T &0,

1R BHEIIZ
+CDO (F, WERAEAET = v 7 20EL L, SDC LA v ¥ —F v hOFD Web/2 2T
vFuXx EYR— L TWEREA,
e SDCIZIZTCP AR— K 443 TOA v H—F > "ADFEEIRT 7 MXT L KT 7 ANNE
<9,

e X NIT—=TDHA KT A 2DV TIL, [Cisco Defense Orchestrator & B 45 /3 A
ANDEEE) 2R L TLTEEND,

svCenter Web 7 74 7 FE7-1FrESXiWeb 7 A4 7 b E2EHLTA VA h—vE T
VMware ESXi /8 A |,

N

GE)  vSphere 7 A2V by T FA4 T v MM LIA VA F—EH
R—=HFLTWEHEA,

« ESXi 5.1 /A 7= 31
+CentOS7 7 AN ARV —F 4 T VAT A,
« SDC DL &> VM D2 AT LEff:
« VMware ESXi 78 A MZiE 2 2D CPU ST T,
* VMware ESXi 78 A MZIL2GB LA ED X E U BMLETT,

s VMware ESXi Tid, R EYVa =7 O@ERIZISUT, I~ &2 R— 572
WIZI0GB DT 4 A7 BRENMETYT, iU, LEIILLCTT 4 A7 KA YEET
X519, N—TFT 4 a rTHIERY 2— 28 (LVM) Z2HEA LTS Z L5248
E LT,

cVMODOCPU L AEYZEHLIZL, VMOERE AN, [EF =27 2127 F (Secure
Connectors) | X—IZSDC A [T 277 47 IRETHDHZ LN RENTND Z & ZfER
]\/\i—g—o

s Linux BREECOBMESCVIE Y 2T V2T 4 X 2R LI 7 7 A MREITEAB LA THD
=P —NZOFIEEZFITLTLLTEEN,
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ATy
ATy T2
ATvT3

ATvT4
ATv7T5

ATvT6

ATy T17
ATvT8
ATvT9

B 5O VM £ T® Secure Device Connector ) & .

e F UL I ADSDC % CentOS IR~ NZA VA M —AT 5581, YumEx =V T 4

Ny FhEMHINCA VA=AV T D2 LaBED LET, YamDOFEFHZTGT 5720 D
EIR U T, A= 443 2 TR<A—F 80 THLT U MU KT 7R ZFH LEN
HLGENHY T, o, FHEAT Y 22—/ F 572D yum-cron £ 721 crontab 7%
ETHLERHY T, X2V T EBHF—LEHEEL T, YumOEHZEHET L7290
WEX a2 VT AR —2BRTTHLENLLNE D EHE LES,

GE)  MROHBEINZ : FENO a2~ Rk, a8 —LTEHRY 4 > RO T 20 Tidia< AT
HEICLTLEEY, —#na<r NZEENS A yv=) X, Ay b7 F—=X |
DTAEAT Im&Zy =] ELTHEHAINDGERHY, a~vy RBRRRTHRREE 72D F
K

SDC Z{Epd % CDO 7F v hMem 74 LET,
CDO A =a— "= L[EE (Admin) ]>[EF2 73+ 4 (Secure Connectors) JIZBEH L £,

[E¥ =7 a2 x27 % (Secure Connectors) | X— T, HEWTTRARX %7 Y v 7 L, [Secure Device
Connector] Z &R L F 7,

é 0 < tenant name _

user name

c K3

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

T4 RUDFE2 DT — AT v T —H 2 AERIIaE—LET,
D7 EHIRO RAM & T 4 A7 FHIRAS SDCIZEID B{THNTWD CentOS 7RIS V& A A h—
L LET,

+ 8 GB ® RAM

c10GB OF 4 AT AR— R

AV AR=LIeH, SDCOIPT FL A, TRy h~vAT | = b Tz DRERE, Fv hT—7
DIARFEEAITVET,

DNS (RAA R—LH——) ZFRELET,

NTP (v hU—27 AL T ba)) —_"—%RELET,

SDC @ CLI & flHICRV EY T& 5 X 512, CentOS |2 SSH — "—% A > A h—/L LET,
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. B 5 ® VM L T® Secure Device Connector O &Rl

ATv 710

ATy TN

ATv 712

ATy 713

ATy 714

ATvT15

ATv 716

ATy I

ATy 718

Yum DA FELT L, open-vm-tools, nettools, & OFbind-utils /X 7 —Y % A VA b=V LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI Xy 75—V % A > A h—/L L E£7, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.htmlZ 2 L T 7230,

CE)  -—-user 77 JIMEHLZWTLS &N,

Docker CE /X 75— % A A h—/)L LE£79, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ceZ Z M L T 7231,

(GE) TURY MU EER LIoA A b—v) Gk LET,

Docker —E A Z&BAA L, EEIRFIZBRGETE D L 21T LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

fedo| & Tsde] D2 oD —F—FERK LE T, cdox—H—F, HWHEHAEAY EITTAH7-0Dlca s (v
T 52— —TF (DFEVroot 2 —WV—ZERMHTILEIHY FHA) , sdcx—P—L, SDCdocker
arv T FEETT LY —TT,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

cdo 2—HP—D AT — REHELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo t—H%—% [wheel] Z/L— 12BN, FEHE (sudo) MERZFIS L ET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker " A h—L&Nb &, 2a—HF =T L —72MERE SN E T, CentOS/Docker D/ X— 5 TG
C T, [ldocker] F7zi% ldockerroot] &FHIFVET, /fete/group 7 7 A /LT ED T —THERL S L7z
EREALIZD, sde 2—P—&Z D7/ NL—TITBMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 7 7 A L HMFEIE L2 WIGEIEIERC L, I TONEEZ AT LET, FRLZ6,
docker 7 —E > Z HELEI L £,
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ATy 719

ATy T2
ATvT2N

ATy T2

ATvT23

ATvT24

ATv T2

B 5O VM £ T® Secure Device Connector ) & .

G¥) lgroup) F—IC AT LT N—T40, HIOFIEAD Jetc/group 7 7 A )V TRAOTF T 7 N—T L
—ELTWLZEaMER LTSN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BIfE vSphere = > Y — /bty a VEBHLTWDEAIEL, SSHIZEIW #x T, [ledo) =—H¥—Tr o
A LET, A LD, Tsde) 22— =8IV EZET, SAT—FROANEZRDLNTZH,
ledo) —H—D 2T —RKE2AHLET,

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

7 4 L2 NV % lusr/locallcdo (25 L £ 9,

bootstrapdata & WIF LT 7 A L EIER L, [4 7 L 2 AD Secure Device Connector D JEERH  (Deploy
an On-Premises Secure Device Connector) |V 4 ¥ — KOFNR2 D7 — A N T v T T —F% ZDOT7 74
VIZRED T £, [R1E (Save) 1227 Vw7 LCT7 7 A NVERGFELET, [vi] £7213 [nano] #FEH L
T7 7 A NVEERTE ET,

f_ FA b 7 7705:\“_‘& [¥ base64 T a— | éﬂfb\i?‘*@’t\ @‘%"ﬂﬁ LT extractedbootstrapdata
EWVWH T AMIET AR—MLET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]1$

catI~v L REFET L TEBIL LETF— 22K R LET, a7 FBLOEELLETF—ZIZXDO LS 1T
Y FET,

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

UFTDa~vy REFTLT, B UL — AN v T =2 O—HaRELHIZ= 7 AR — ML E
K

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]1$

CDOMBT— A NT IR NLEFA T a—RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO TOKEN" "$CDO BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 -—-:=—:—— ——:——:—-— ——:——:—— 10654
[sdc@sdc-vm ~]1$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

SDC tarball % JEBd L . bootstrap.sh 774’/1/%%?? LTSDC /Xy Fr—T% A R ]“*‘/I/L/i—a—o

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC
<snipped - extracted files>
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[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98£f17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790275458: Pulling
from

ciscodefenseorchestrator/sdc prod

08d48e6flcff: Pull complete

ebbdl10b629b1l: Pull complete

dl14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc

5L, CDOTSDCY [T T7 47 ) EFERENDITTTT,

RDERY
s [TARAZABIO—EADA VR —F] IZBEIL T, CDO TEHIT LT /NS R& 4
R—FLET,

Secure Device Connector M HI[&
A

DI

& ZOFIEIZX Y. Secure Device Connector (SDC) MHIFRENFE T, ZORETTICEEEE
oo ZOEIEEIToIRIE. HTLWSDC A VA M=)V L TT A A2 HEHITHET, £
D SDC IZHFE SN TNWDT NA ZAEEHTE R T, T/, A2 HEERT 2101, &
B DR T NA AL EHE 0 7 A VIEREFADNTHLERNS 5550300 £7°,

TF v+ SDC ZHIRT 2121, ROFINEEZFEITLE T,

ATy T HIERT 5 SDC IZHHE S AL TNDT A A& T XTHIBRLET,

«1. SDC THHEINDTXTOTNA AZKEET HI121E,  [[F— SDC 2 H L7= CDO (28T 53
RTDOTNRA ZAZ /OS] 2L TLIZEV, [6— SDC #4i L7- CDO IZ##i T 53T
DFNRA ZAHBRBOTDL (20 2—)

2. £ kYU (nventory) |-5—UT, #H LT _TOF AL &R LET,

3. [T/ AT 27 ar (Device Actions) ]V 4 > K7 C[HIR (Remove) 1227 VU v 27 L. [OK] &
7V w7 LTHEZRMEE L ET,

ATY T2 CDO A =a—_"—=25[EE (Admin) |>[EF173+%9 4% (Secure Connectors) \ZBEEI L £,
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%% D 7 5310 soc ~ AsA 0T [

AT9 T3 [BEXa2T ax2 4 (SecureConnectors) |*— T, HEW\WI T AKRZ %27 U7 L, [Secure Device Connector]
IR L ET,

é e tenant name

user name

c &3

Secure Device Connector@
Secure Event Connector
11/18/2020, 4:41:08 PM

11/18/2020, 4:41:08 PM

ATY T8 [BEX2T 27 % (Secure Connectors) | 7 —7/LC, HIBRT 5 SDC Z#8R L EJ, TN T, T34 2
FERIZR > TWDIXT T,

ATy s BEY o FUT, @ [HIEE (Remove) 127V v 7 LET, ROEBENRFIRINET,
) <sdc_name> ZHIFR L L5 & LCWET, SDC OHIFRIZICICEE £ A, SDC ZHIRT S &, T

WNAREFVR—T 4 V7 EITHA L R—T 4 7T HEIT, HLWSDCE/ER L TA VR —
F 4T HEVENDH D F9,

BAET VR —F 4 VT EBR DT AL AN 5720, SDCEHIRT HICIE. TS DT A R & B L
HLWSDC 2% E L7-BICe /A U EREHEANTILERNLY £,

 TEHRBAFEN D D HANE. [Fr B (Cancel) 127 VU w7 LT, CDO VAR — MIBRHEWE
b EEN,

FATT DITIE, FOTFA MR v 7 AT <sde_name>Z A ) LT, [OK] %7 U7 LET,

ATYT6 HATTIHHEEIT, BERXA o —VICEHEHEINTWDESDCDLRTEZHERAA T a7l Ry 7 A A LET,
ATy FT [OK] %27 V27 LT, SDC DHIRZHEE L £,

& % SDC H 5 5l SDC ~D ASA DFZE)

CDO TliL, H—® CDO 7 T D SDC T2, ROFINEZHEH L T, SIS
ASA %, 55 SDC 55D SDC IZBEITE £79,

ATY TN FEF =2 g =T, [T AL P —E R (Devices & Services) | %7 U v 7 LET,
AT T2 [TA4 A (Device) | #7% 271Uy 7 LThb, [ASA| ¥ 7% 270 7 LET,
RTw T3 BIOSDCIZKEENT 5 1 DLLED ASA Zi&IR L E7,

RATY T8 [T/ AT 72 (Device Actions) |4 »C, [EHEHROEH (Update Credentials) 147 U v 27 L
ij‘o
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B Firepower Dtz8E0 5 1 L tEHROER

AT TS [BEXo2T T34 A3 # (Secure Device Connector) |AR¥ %27 U w7 L, T3 ADOBEED SDC %
HIRLET,

RAT9T6 CDONT A RO T A T H-DIERATHEREOL—P L[ L RAT—REZ AL, [EH (Update) ]
Vw7 LET, BRI TWRWRY, FEHEOZ—WF—4 L /XZAT— RiE, ASADA > HR— R
ALle A U fEHREFRLCTT, TNOOEEEZT A RZERTILETH Y A,

GE) TRTOASADBRU a7 A AMEREFEHL TWAES. BE 0 ASA %, H % SDC 7650 SDC
WC—FETRBEICEET, HEDOASADa 7 A IERP R D56, % ASA % H 5 SDC 5D
SDCIZ I>TOBETA2XLERH Y 7,

Firepower DE#H O 1 U IFHRODEFH

Meraki % > ¥ 2 AR — R B HT LW APL F— %247 251X, CDO THEiir 7 A 1EHE B
FTLH2MERHY T, FrLWF—ZAKT 22OV TIE, Meraki API ¥ — DA pk & BfS
EZRLTLLEEV, CDO T, 73 ZAEEOHEERin 7 A NEREEHT 52 L3 TEE
Bl HEITGUT, Meraki % v ¥ 2" — RTAPIF—2 FE) THEH TE 7, 171 5K
ZWH L CElE 2N d 512i%. CDOUI TAPI ¥ —4% FEICHHTILERH Y £,

\)

GE)  CDOMT /A ADRMNCIKB LT=HE. CDO DO AT —H A [Hehisa 74 AE#H (Invalid
Credentials) | & FRRSDH c‘i?ﬁ‘?ﬁ)@i'@_ ZOHAIL, APIX—%2MH L X 5 & Lz wRek:
BHYFET, BIRL MerakiMX O API F— N IELWZ 2R LET,

ROFMEZET LT, Meraki MX 734 A0 7 A AGWAEEH LET,

ATYT1 FESF—2 a0 =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LET,
AT T2 [T34 A (Device) | #7 %27 U v 7 LT, [Merakil ¥ 7% 27V v 7 LET,
ATv T3 Hgin A CNEWRAEEHT D Meraki MX A 3EIR L £,

ATV T8 [TNA AT 73 (Device Actions) |31 T, [B 7 A UIHFHROFEH (Update Credentials) ] %7 U v
7 LET,

ATY TS CDOMT A RZa T A T HDIMHATHAPLF—2 AL, [EH (Update) 1227V v 27 LET,
TOAPIF—IF. THEHENTWZRWED . MerakiMX DA R— RIEA L0 LECe 7 A AFWTT,
INHDOEFEEZTNA RAERTINETHY A,

Secure Device Connector D& R L H

ATY7T1 CDO A= a2—"—75 [EH (Admin) ]>[EF =27 2327 % (Secure Connectors) ] IZBEIL £,
ARTv T2 4HiEEET5HSDC ZERLET,
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ATY T3 FEMASA T, SDC DARIORIZH DRET A a2 2 270 v 7 LET,
AFv T4 SDC DA #EELET,

ZOFH LWARTX, [ X U (Inventory) ]S4 > ® Secure Device Connector 7 A /L& 73
L. CDO A Z =T A AND SDC HINERSNDGATICFIRSNET,

Secure Device Connector ) FE T

ZOFIEL, NN a—T 47 Y= LTHEALTLEE Y, @EF., SDC I HE
WCEHSNDT-0, ZOFIEZMHEHTISETIHY FHA, 7277 L. VMOBEZERENE L
726, SDC X AWS ~OHEfi A fENL L CHFTIZZE T EHAN, ZOFIEIZLY, SDC
OEFHBBAGE S, BAIFOMBEIC X2 =7 — Mk E 4,

RTwF1 SDCITHHE L E 3, SSHAEMM L CTHEkid 27>, VMware Hypervisor D 2> Y — /L E 2 — % TE £7,
ATY7F2 cdox—H—LLTSDCIZr A LET,
ATy 73 SDC 2—H# =2V AT, SDC Docker = 7 FZHH L £,

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

ATy T4 SDCY—LFXy 2T v 7L —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

AFv TS5 SDCE7 v 7/ L —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$

E—DCDO T+ FTHEHBODSDC ZEAT S

FF v MIBEHED SDC BT L, N7+ —v L ABIETEELZ LML, Z0ELDF
NAABEBTEET, 1 ODOSDCHEHTEX LT 4 ZA0EIE, TNHDT/NA RZFEES
NTWABHEEL . R T 7 A NVDY A XL TR 17,

TF Y MIA A =L TE D SDC OEUZHIRIZH Y £ A, &£ SDCIE 1 D2DOFRy T —7
B AV NEEHTEEST, TNHDOSDCIX, ZNHDORy NU—27 87 A NADT /A
A%&[A—D CDO 7T v MR L E T, #EDSDCRRWEE, RS hioxry NUV—2+&
T A NNDT A A, Biph CDOTF > hCEHTILNENH Y 3,

2 FB LD SDC % B3 2 FlAIEL, HAID SDC # &3 2 FIE L [ U T3, CDO D VM A
A — % L 7= Secure Device Connector D FEFA>. H & D VM | T? Secure Device Connector
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B = soczmmLC00 BEHET BT RTOFAIRERDTS

DREMZENTEET, T2 FOEFIO SDC 2L, TFT > FOLARTEEE 1| KA EN
TWET, B SDC 21T, EFIZE ST b Ed,

Fl— SDC ZfEA L= CDO [T DI N TDTNA RZRDITS

WOFINEIZHE- T, WU SDC 2EH LT CDO 12T 2T _XTOF A Z &AL ET,

ATY TN FeF—2 g 3—=T, [ U (Inventory) 127V w7 LET,

ATY T2 [T314 A (Devices) | X7 %27 V7 LTTNA A& RO ET,

ATV T3 WYIRTNAAZATOE TRV v 7 LET,

ATY T4 TANFEERTTIHEEINTVWDLHEEIE, A X NI T—=T LD ERICH L[ V7T (Clear) 1R %
VA7 U7 LT, CDO CEHLTWALTRTOT A AL —EREFRRLET,

Z?v7574w&ﬁ&VT'%?Uy7LT\W4ﬂﬂ (Filter) | A==—%EBRLET, 7414 B12—=)

ATYT6 74 /LHD [Secure Device Connector] ¥ 7 > a > C, M7 SDC D4 Z27 V27 LET, £k
T=TMIE, T4 NVHFTF v L7z SDC #fH L T CDO IZ#ki L TW DT NA ADHNERREINE
j‘o

ATw Tl (F7vay) BEEZIDICKVIATLIZIE, 74NV EZA=2—TBINOT7 4NV E25F =y 7 LET,
ATYT8 (AFvayv) BTLEL, AV NI T—TNDERICHD[Z7 VT (Clear) | RZ %7 U w7 L
T, CDO TEH L TWVWATRTOT NN, ALY —EREFRLET,

Secure Device Connector F — Y — XA B LUV —KIN\—F 1454 €
VRAEMH

* amgplib *
amqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremaobius.net>

This package, ""amqgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the ""Software") , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
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and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *
The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
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CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* |p *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr
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Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the "'Software'), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INAN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *
This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the "*Software™), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER INANACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
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ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the"Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CC0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at
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http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD License (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
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CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

""Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control™ means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or ""Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source™ form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work™ shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

""Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted™ means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
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code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as **Not a
Contribution."

""Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
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herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR APARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

* rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS™ AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER INANACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* uuid *

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&
Secure Device Connector F — 7>V —XA B LU —FN—TFT 1S4V REH .

Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

* when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the"Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE
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Ul OEIE, 30 HZWZmmam Y A GBS ET,

)

G¥)

DB A FIEE L F4,

[7 7 — FOEERH (Send Alerts When) &7 >3 > TORRIL, CDO ULIZFEK /R S5 @A

H—ER#TE

A=V T TIVTEREYV 2T 778850, 77UV X v aiR— RTHEE: CDO i@
MEZELET, CDOTIDOET > a rEAINITHIZE, BIRLET U TEEY =T 7 v
JEHETFENTHAL, V=77 v 7 URL ZBUGTHHLERH D £9, sHMic>W ik, [CDO
WHHA—EAHEOHIME] 2SR L TIEE0,

CDO EXNAY—EXHEEDEIEL

P—ERAEEEHINC LT, IBESNTA v =0 7Y r— g v E i3 h—E 2%
LTCCDO@MAEIRELET, BHEZET DL, Av—V T 7TV r—varing

Webhook URL % £k L, CDO @ [{@A1F%E (Notification Settings) ] X— " C% D Webhook %
CDO IZHRETHHLERH Y 77,

CDO i, P —EAH#H A L LT Cisco Webex & Slack 2 %A 7 4 71 HR—hLTWET, Zh
LOP—ERZFEEEND A vE—VIE, FrEHEBAR Yy MHICFINICZ +—~ v FSh
TWET,
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Webex F—LDEEV T I VY .

\)

GE)  [@ZE%E (Notification Settings) | -X— Y CER L@, AvEv—Y 7 77V r—v 3
VNTHRIE S ND A N R TT,

Webex F—LDFEEIZT IV

48 HHEIIZ

CDOEANE, FRESNIEY =7 AR—RIZRKREND D, HER Yy FELTTIAX—F Ay
T —UICERENE T, Webex Teams 737 = 7 7 v 7 ZQLF$ 2 J7{EOFEMIC OV T,
['Webex for Developers] =&ML T 7230,

WOFNEZEH LT, Webex Teams DEET =7 7 v 7 2 LET,

ATY 1 Webex Teams 77V 7r—3 a3 U aHEET,

AT9T2 U4 RUDETHIZOHL[77Y (Apps) 17 A a7y 7 LET, ZOT 7 ariliy, #HlE
77 7YV OH LN H 7T Cisco Webex App Hub 230 & £ 97,

AT T3 BRBA—ZFEHLT, [BEEV=77>7 (Incoming Webhooks) ] Z#EL 7,

ATy T4  [BEe (Comnect) | #EHIRLET, ZDOT 7 v a ik, OAuth KRB BEMNN., 77U r— a i
LWH ZIZRREND L DI E£7,
ATV F5 [ (Accept) 1 Z#BIRLE T, ¥ 7 RHEBWIZT 7V r—va VOBRESX—VICV XA L7 hanE
7
ATYvT6 WEHKELET,
[Vx=77 v 74 (Webhookname) |: ZDT7 7 U r—a Nl loTHRELEND A v EB—T 255
T LA EIRELET,
o [AX—ZDEI (Selectaspace) |: Rr v I HX T A=a—%EH L T[AX—2R (Space) | & i
WLFET, AL—RAT Webex Teams IZBEICTFE L TWAMENRDH D F9, AX—ANRTFE LW
A%, Webex Teams THI LWAR—XAZAER TEE9, 77V r—2a VOREI—TE2FEHTDH
EHLNWAR—=ANRKRINET,

ATw 7T B (Add) ] Z3IR L £4, BIRL7Z Webex AX—RIZ, 77V r—va UBIEREZE W)@
MEFEINET,

ATYyT8 U=xT7T7vZURLEZaE—LET,

AFvF9 CDOCus A LET,

ATy T FAEEO2—V—RA=o—%BE, [EE (Settings) ] &R L ET,

ATY TN CDO A==a— =05 [EE (Admin) ]>[ENE%E (Notification Settings) JIZ&E) L £9,

ATY 12 [P—EZHE (Service Integrations) | £ TAZ m—/L LET,

ATV T HOOTIARE %) v 7 LET,

ATy T AHiz AN LET, ZO4ARNT, HESNIZY—EAHEE L LTCDOICERINET, REINT-HV—
ERIZERE S ND A XV MRS NETA,
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Cisco Defense Orchestrator DA |
B seckmoiEyzI7v2

ATFYT15 Ry XA A=ma—%EHL, —E XX 14 7L LT Webex ZEIR L E7,
ATy T16 J—E2ZANLAER LT =77 v 7 URL ZAk0 i £,
ATFY 11 [OK] %27V v LET,

Slack HDEEV T T 79

CDO HFIL, HEEINIZT ¥ XNMZEREND ), BEIR Y hE LTTITARX— A v E—
DICFRREINET, SlackiZ L DFRE Y =7 7 v 7 OB FEOFENC OV T, Slack Apps)
EHBL TSN,

WOFINEEZMHA LT, Slack DERE TV =7 7 v 7 i LET,

ATYT1 Slak7HUr MoarA L LET,

AT T2 EMOSRFLT, —HFETAZo—LLT[7 7V DENM (Add Apps) ] ZEN L £,

ATv T3 [ElEV=77>7 (IncomingWebhooks) |7 7V /r—rar s 4L 7 M) ERBEL, 77V & /ROl
F9, [EM (Add) JEZEIRLET,

RATv T4 SlackV—27 AR—2DFHE TIRVGEE, MEOFHEICY 722 M EREL, TTURESOT A
7Y MIBMENDLDEFHFOVLERH Y £7, [REDY 7= A I (Request Configuration) ] Z 3R L £
T, A7 arDAve—UEANL, (V27T A FOFEE (Submit Request) | 23R L 97,

RTY TS U—IAN—ACTHER V2T 77 T T YVRFEINI2 o725, Slack DFRER—VEHEH L, [HL Ty =
TT7 I T — 7 A_X—Z 2B (Add New Webhook to Workspace) | %N L £ 77,

AT T6 Ry Hyr2A=a—%EH LT, CDOM@AZFE T 5 Slack F ¥ RV ZBIR L, KR (Authorize) ]
ERIRLET, VI/ZRAMPEDTRDDEHFS> TOVDLRICZ OX—=U b BE) LI-5E1E, SlackiZm
TA LT, EEBIZHDLT =T A=A ZFIR L ET, Fay AT A=ma—pb[U—7 AN—
AP AL <A A (Customize Workspace) | %R L, [7 7 U OFE (Configure Apps) | ZEIR L 97,
[ (Manage) ]>[h R % L#A (Custom Integrations) [\ ZBENL £9, [EHE7V =777 (Incoming
Webhooks) |ZiBIRLCT T VDT T 4 o T RX—=UhE, X705 [RE (Settings) | ZEIR L E7,
ZOTTIBEDMIR>TND T =7 AR=ANDT X TOaA—PF =R —BRRINET, 2—HF—IF
THDY NOREDRREMEDHLTEES, V=T A=A ZBR L THRELME L, KRITESE

ﬁ‘o
ATwFTT  Slack DFREX—VnE, TTVORER—VICVEAL LI vEhET, V=777 URL Z#/H2FT
at’— L £,

ATy F8 CDOCus A LET,

ATvFT9 HFEBOZ—P—RX=a—ZB&, [EE (Settings) ] ZHIR L £,

ATYF10 CDO A==a— =5 [EE (Admin) ]>[EXNE%E (Notification Settings) JIZ&EN L £9-,

ATy TN [P—EZHE (Service Integrations) | £ TAZ m—/L LET,

ATYT1R2 FOOTITARZ &7V v LET,

RATYT13 Az AN LET, ZOARNEL, RESNEH—EAHAE LTCDOICE RINET, RES NIV —
ERTHERRE SN DA Ry M EREREE A,

AT T Fuy7ForA=ma—%EAL, P—EAX A 7L LT[Slack] Z&IR L ET,

RT9T15 F—bANLAER LY =77 7 URL ZRE0 (1 £97,
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ATv 716

hzasgmeRoEEyI7vs ]

[OK] %27 Vv 7 LET,

NRELHERDBEEITT IV

AT T1
ATvT2
ATv73
ATv74
ATvTH
ATv 76

ATy 717

ATvT8
ATvT9

1R BHHIIZ

COD (%, WAX LHERAIA =V 27—~y FLERA, DAX LY —ERAFEET
TV = a OREERIRLIZEE. CDOIZISON A vt —U % EELET,

BRI 772/ LY =77 v 27 URL ZAKT D HEICHONTE, —EAD~
—a2 TNV EBRLTLEEY, V27 7y 7 URLZEELES, LTOFEAFHLTCY =
77T EHMMILET,

BRI HAZ LA —CREBZT TV r—varhby=7 7y 7 URL 24K L Tav—LET,
CDOIZmr A LET,

CDO A ===/ [EHE (Admin) 1> [BENEXE (Notification Settings) JIZB®E) L £,
[—E R4 (Service Integrations) | £ TAZ v—/L LET,

HODTTARL %20 Y v LET,

LZBIEATILET, ZOLFNLI. BEINEF—ERHEAS L LTCDOIZERINET, EINTY—
ANTHRIEEIN DA X MR RENEFE A,

Fay 77X Ama—wREL, [V—EAX A7 (Service Type) ] & LT [H AF L (Custom) | % i8R
LET,

P—bZ2MGERLIZY =77 v 7 URL ZRE0 i £9,
[OK]ZZ7 VU7 LET,

AX> T DETE

HAHOAR baX o ZToORBRE, FIRANY By PENDZETOEY AKEFRLET, #F
SIN=a X1, CiscoCloud B 1E L2 EME SN A Ry b —4 &£ T2 LIZEELTL
72 &0,

[ HERE D~ (View Historical Usage) %27 UV »Z7 LT, &£ 12 » HEIZ 7T N T=fF
ENTT_RTCOuX T EFRRLET,

BIMOA N —V %) 72X T BEDIEATER) 7850 £9,

SAML > > 4 )LY A A > & Cisco Defense Orchestrator D4

Cisco Defense Orchestrator (CDO) %, Cisco Secure Sign-On % SAML > 7 )V %A A2 T A
TUT AT 4 T X =L UL, Z2EEZGE (MFA) 12 Duo Security 2/ L £7,
ZHE, CDO THERE SN DRFESIETT,
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|
72770, BEDMBE O SAML > > I A A dP V) 2a—3 g & CDO Z#HA L=V
A, IdP A SAML 2.0 BLONID 7 a A X —NBbdT 5V —27 7 —%H R —F L TWVBIR
D, FNHLAHEETT,
ME D SAML Y U 22—y 3 U EHRET 555 1E. Cisco Defense Orchestrator 78— M Z [
B EEN,

APl F—2 >

BRAE1X. amRmTMH@UML%ﬁ5&%’GMAmh JUEFERLET, O L
RS EEHI2IE, AP F—2 % REST APl %G~y ¥ —IZH AT HHLENH D £3°, API
F—2 %, AR O TESIZ] 778 A =27 TFR, BHLEZY, RO LE
D CTEET,

CDO N5 AP b—2 U EARRTE F7, ARSIz h—7 %, ERERIC, [ E

(General Settings) | <X— YNV TWHRIOAFRENE T, CDO T%'J@“\_V%Fa'ﬂb‘fﬁ>
O [—HXEXE (General Settings) | X—VIZRD &, =7 URFITINIZZ LT £F
B, b= EFRRSNRLS R ET,

il %2 Da2—WF—iF, FFEOTF > M L THMAD h—7 v E2ERTEEd, HDH2—H—N»
Moz—F—ltfbo T h—=r v a4ERTHZLITTEEYA, =27 H T ETF
VRORTIZEABTHY ., hoz—PF—LTF 0 FOMAEDLEIZIIMERA TE A,

API r—7 oK EDY L—LA

API h—72 X JSONWeb F—7 > (JWT) T9, JWT h—7 U FERXOFEMIZ OV T,
Mntroduction to JSON Web Tokens] ZZM L T 72 &0,

CDO API h—7 %, RO—HD I L— L& L £,
sid : 2 —W—/7 /34 R uid
e parentld : 77> I uid
ever : AF—DON—T g v (W N—T 3 2030, # : cdo_jwt_sig_pub_key.0)
« subscriptions : SSE V7 A7 U 7L g ((EE)
s client_id : Tapi-client]

“jtic h—2 > id
=0 DEE
APl k—% L DR

ATV T1 CDO A ==2— "= 5[EE (Admin) 1> [£#&%E (General Settings) N\CBEI L £,
RATFv T2 [vA4 b—27 > (MyTokens) ] T, [API h—7 > ®D4fk (Generate API Token) %727 U v 7 LET,

. Cisco Defense Orchestrator D E K


manage-ios-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_72
manage-ios-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_72
https://jwt.io/introduction/
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arl k—svoiz |

ATVT3 WET — 2 BRI 21O DREDORANT T 7T 4 AT, b—2 U ERERGIRF LET,

APl ~—%2 U DHERR

APl b—7 NZADHIRIZH 0 TN, 22—V —F. b—=7 B LGS, BESNE
e, E3E0X 2 VT 4 A RIA NTHERLES B DS, APL h— 7 O EH 28R
TEET,

ATV T1 CDO A ==2— "= 5[EE (Admin) 1> [£#&%E (General Settings) N\CBEI L £,

ATFwF2 [vA b—2 > (MyTokens) | C. [E#H (Renew) ] %2 U v 27 LEF, Defense Orchestrator {Z J » TH L
Wh—27 URERREINET,

ARTY T3 WET— 2T D100 REORRANT T 7T 4 AH-T, HLW h—7 VB LZERIGFNRT L
£7,

APl k—Y VDERYIEL

ATy T1 CDO A=a2—"—n5[EE (Admin) > [£%E%E (General Settings) [IZ&8) L £ 7,

ATYv T2 [vA4 h—2 > (MyTokens) | T, [V L (Revoke) 1% 7 Y v LET, Defense Orchestrator {Z L ¥
=2 UHRERVEISNET,

TATOTAT4 TAINA A —THh> k& DefenseOrchestrator 11—
H—La—FEDEE

Cisco Defense Orchestrator (CDO) (21 7 A 9 512i%, SAML 2.0 #EJLo ID 7' /A X —

(IdP) . ZHEERFLET M X — BLOCDOD2—H —L a— REEOT v A%
T, WP T AV MliFZa—Y—on A AAFENEGENTEY, P IZZ 00 7 A 1EHR

SN —%— %ntunELiT %g%\‘nmnif X, 747/7‘474 X2 U T o OFIN
fcﬁl//('\’ﬁl?mf,\éfhi*ﬂ CDO = —H%—L a— NiZiL, Elcz—WF—4, = —F =Bt
HEﬂécmT?fyh\J%%%@D%wﬁﬁinifoJ%%%ﬁaﬁ4yﬁét\am
X IdP D2 —H¥—1ID % CDO 7 F > hOFfFa—Y—L a— RN LEJ, CDO
D=HTHLa—RFE2EO0HEIC, Z48T52—F—1ZEOTF o h~DOr T A &
SNET,

BEHOBEIMEDO Y I NY A A ID T a " Z =R R | ID 7 a3 X —
Cisco Secure Sign-on CJ~, Cisco Secure Sign-On (%, ZEFEFHFEIZ Duo 2 H L 9, BEIT
MBEIZIS U TCSAML &> 7 V%A w4 > & Cisco Defense Orchestrator Dt & TE F9,
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B osov—v50-

A4 nNT7—49 70—

2T AP T T RA CDO =W —iZn 7oA 572012 CDO —HF— L a— R
EDEITRYED T 2OV THEHICH L E 5,

ATy T1 22— —F, FBIAED7=8I|Z Cisco Secure Sign-On  (https://sign-on.security.cisco.com ) 7% £ SAML 2.0 #EHLod>
?4?V?4747DA4%~mm’nﬁ4ybf CDO ~DT 7 A&ZERLE T,

AT9 T2 [dPIE, 2—HF—PEAYTHH L) SAML 7H—a U EFHITL, A—ZMZix, =2—F—Rn77t=R
T&Z 577U —3 a3y (https:/defenseorchestrator.com < https://defenseorchestrator.eu,
https://www.apj.cdo.cisco.com/ Z KT X A V72 &) DERRINET,

ATY 73 CDOIESAML 7 #—v g U EMGEL, 22— F—ZZHH LT, ZOa—V—LIET 57 v hohn
ba—¥—La—REzRoF L5 ELET,

e 21— =3 CDO LD 1 >OFTF v MZa—HF—La— RK&zffoTWBHHA. CDOITFD2—H—(Z
TFIA~DT IR AEH AL, 2= =0 — NIk o CTEITTEET 7 a rBNIRED £97,

s =Y =D OTF U Mla—F—La— R&ffo TWH A, CDOIEREGES N2 —H%—
RTELT7 T OVARARNERRLET, 22—V —RTF U FEBRIRTDHE, T bm@'f&ﬁzx
DHATSNET, TOHEDT v hTO2—P—u—ILoT, FATTEHT 7 a v BIRED
7,

IR —— &7%/k®1~% La—RED~ vy B 7R CDO IZRWEE., CDOIXT >
TAY TN =V EFRLT, 2= —ICCDODFMERGR L2 Y, FEHAMREZ Y 722 M L7+
DR EIREE L E T,

CDO Ca—H—La— R&E{ERLCTH IdP T H v MIER ST, IdP TT v FEERLTH
CDO IZa—W—L a— NIfER SN FH A,

FIEEIZ, AP DT v > F&EHIBELTH, CDO b 2—H—L a— REHIRLIZZ Eiidihy $8A, 7=
72U, IdP 7 H v Rd/punnd, CDO X L Ca—H—%F8GE7 5 HiLiEdh v £8 A, CDO =—H%—1L
a— ROHIBRIZ, P 7 AT FEHIBRLIEZ EZERT 20 TIEHY £HA, 72720, CDO = —H—
La— KRR E, BRESNz2—F =2 CDO 75> MIT 7 AT 5 HEEH Y £ A,

DT —FTIFrDEE

Cisco Secure Sign-On A3 2%

BEHD CDO @ Cisco Secure Sign-OnID 7w/ NA X — 2 L CW A5, A—/—FHHE
1L CDO Ca—H—La— REERTE, =2—HF—LCDO ICHOEHTEET, 2 2D —
P—AN KL, 2—F—NELIRFEINTWHESE, =—F =L CDOICr /(L T&F
7,

2P =R CDOIZT 7 EATERNEIICT DUNERD HLEIL, A— —FBE ) CDO
2—HP—Da—W—La— REHIBRT 571 TiEA £ 7, CiscoSecureSign-On 7 7 7 > M E5|
XIMEEL, A— = HE N —PF— L0 LIZWIEEIE, CiscoSecure Sign-On T /] L
TWEbDER L2 —F—4TH L CDO 22— — L a— REERT 5 2 LN TE £,
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BEOTATo74 74 Tang 5—51omEE

BEENCDO DBBEICHEB L., V7oL T AX LA H— (TAC) HIEOH T MLBEMR
EUERE, BEENTACZ V=7 Da—W—La— F&2{El+T52 LT, TACZ V=
TINTFH U hEREL, BEHRICER /R EZHRETEDI IR T,

MBDTZ7ATUTA4T« TANA S —% 1L DEE

SAML > 7 )V¥ A > F > & Cisco Defense Orchestrator DFE L. T AT v T 4T 4 T34
=T H hECDOT AU b FEHIILEST, 20Xk 5BEHEIT. CDOTT AT
YTAT 4 TN T —DT Ty e a—P—La— FEERBIOEHTE E9,

22— —NCDOILT VA TERWVWE T ILEND HEEIT. BEEIZIAPT U b,
CDO 22—V —La— K, FHIFFOmFEHIBRTE £,

Cisco TAC 206 DB N VB2 551F, BEMKITHARY EHe — V2T AT T 4T 4
TaN, =Ty hECDOZ—Y—La— ROl F%, TACT V=7 fIfERK T &
T, TACTZ LV =TI%., BEHOCDOTF v MIT 7 AL THAEL., Bl LEREBELE
WCHETHZENTEET,

PRAIFR—VRY—EXR TONSH—

VA wFx—Y R —ER Fraq X— (MSP) %, CDO @ Cisco Secure Sign-On IdP % {3 ]
LTV 5554, Cisco Secure Sign-On (2 H OB CE 97, MSP DB EEILCDO IZZNZEID
a—P—La— REERTE L5720, MSPIZBEHOT T FMaEHTEET, bbAHA, B
KERIZMSP O L 2— FOHIBRZZERICHE CE £ (HIFRZEIRLIZGE) .

ESPEREY=]

o 2—HFDOKE

TILFTFU P R—FILDER

CDO ~/VFTFF v b R—=F) Ea—ZiE, BEOT T NMIELERDLTXTOT S A0ND
P SNFRNRRENET, ZOVAVFT T2 MR=FUIE, THRAADAT —H A,
FNRAATETHDY 7 v 72T RX—=U g ViR ERFRENET,

)

B ~AFTFU MR=FANL, EEOY—Va  iCT Ty hEEMLEZY  BLET T b
DEHMRT NA A% FR L) CEETR, T bORERST A AOWEF TS EHE
Mo

IZ L& BHIIC

v NTF T hAR—=Z K, TF Y T OBRERNAENCR o TV DEAICOAREHTE £
T, 7T N TN TTF U FR—F NV EFMNTT HITIE, Cisco TAC THAR—+Fr v b &
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B <575+ rk—sroeEm

& Ed, VR— b F 7y FRRRS, R—=2LMEREND &, R—F L T[HXy hU—
7 &M (SuperAdmin) (D v — /L EFFOL—F =R TF U REBMTEL L0120 F7,

FBAETAHAENOH A2 ED T T UV —EHEOREZ BBET A 72012, Web 77 U — i
Fy¥val Cookicr /7 VT TAHZLERBEIOLET,

RUVFTFTYRR=2)L
R—H WL, MDA =2 —PHEIRTVWET,
o [T /34 A (Device) ]:

e R—HNITIEMENTZT TV MIFET 2T R TOT A R 2R R LET, [T 4V
% (Filter) | & [F3Z (Search) | 7 4 —/L REMHAL T, FRTHTNA ZAEHRET
EFET, TAREZ VI TBHE TRAADAT—H A, TV R—T 4T
X, 7747 U4 —NE—R, Tz A —N"—F—F VT =T =Tz}

A UH =T A ATIL, T—TNWIECERRT DT N, AT ANRT 4 BBRIRETIZT VT
THEICHEHTE 58Iy 1—= 3%V £9, [AnyConnect UV E— k7 7 & XA VPN
ERE, MOTRXRTOT A AT aNRT 43T 74/ N TERENTNWET, T—7
Na AR XFT5HE, CDOWREIYA A Lizd &, BRLULEZARN CDO T
RSN TV ET,

THA Ax 7 Y v 7T HE ARICEOFFMBAFIRSNET,

e R—ZNADERIT, 2~XEVE (CSV) 77 A Mz s ZR—F © TXET,
ZOERIT. TR ZEP LI, T 7R AR WA —F— X E LTV T 5D
BN ET, T X ET 7 AR — hTHZTNZ, CDO TIEHT LUV csv 7 7 A LA
ERENET, 1ERREND 7 7 A LAITIZ AN L LR G ENET,

TNAALERS D CDO T bbDOBRT N, AEHTEET, vV FTF
hAR—Z I, CDO 75> b= VIS 5720 [7/34 ADFE (Manage
Devices) |V v 7 BB ENTWET, ZOTF L MOT AUy MeRoTEBY, 7
FU R EE—ZANRFELY =L a v NIZHIEES. TAL RO VI RNERESH
F3, TFY MCT 2B AT BHERRRVESIE, [F3A 2D (Manage Devices) ]
Vo zidFREnEtA, EOX Y U= BEEISERE L CHFAESDL 2 ENT
EERN

N

GE) TARARZREZEHRLTCWDLT TV IR0 =2 a v NICh DS
X, FOV—=a O CDOIILY A AT 50D 7Bk
RENET, FOUV—YarNDOCDO £F0) —Y 3 A
DT F v NZT 7B AT HHERD WAL, T3 A2 EET
EEH A,
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I Cisco Defense Orchestrator ()& A&
nFFFork—snizrro rzEnts i

rosa All Devices & Services Muki-Tanars -

«[77F > & (Tenants) ] :
s R=F MBS NT=T v "BRRFEINET,
e Xy NT—VEHEFE L —F—NAR—ZNVIT T hEBNTEET,

T BTV ITHE CDOT TV FDAAL U R=URERRINET,

RILVFTFHY biR—2IZTF 2 bFEMNT S
Super Admin B — V& FFO2—F— %, R—F /LT F v FEBNTEET, BH0) —V3
VNICEERSTT U R EBNTEET, 282, I—mo XU —VarnbKkE)—Vs
T NEBILEY, KEV—Yarhba—ayN) —Ua VGEMLZY TEXE
—é—o

S

BE T U MIAPIOAD—Y—ZAERKTH L. CDO ~DFEFEHIZ API b—7 V&4 T 5 2
LEBEIOLET,

)

GE)  HAN—FNMEEOT T FEBNT 58T, &7 ML APL b—27 U EARL, TFHA
N7 7 A MTEED FHTET, 2k, BEEOTF 2 N ER—ZVIZREIBINTE £97,
=2 AT 272D @mE T FEEI VB ZMBIIH D FHA,

ATYTN TFU b= VICBEI L, T T FA=a2—5 [ZE (Settings) ][ f%i%E (General Settings) ][~
=2 (MyTokens) %27V v 27 LET, >>

ATv T2 [API b—2 &A% (Generate API Token) | %227 U v/ L Cabt—LE7,

ATFY T3 R=cBEL, [TF > F (Tenants) | X7 %27 U v 7 LET,

ATv74 Eﬁl]@?‘}“/ MEMARZ %7 )y LET,
AT9TE F—=r &MV MT T, (IR1F (Save) 1227 U v 7 LET,
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B <1557 rk—suns07+ roBik

TRILFTFHY bR—F2 I oDTFH 2 ORI

AT TN A= BE#L, [TF > F (Tenants) 1 X7 %27 U v 7 LET,
ATY T2 FRICERENDIHIGTHHIRT A a7 ) v LT, BERTF 2 MEHIBRL £,
AT 73 [HIER Remove) |27V v/ LET, BE#EMNTONTZT A A R—=XLnbHIBRENET,

Manage-Tenant R— % JLD & E

)
% A&

Cisco Defense Orchestrator (Defense Orchestrator) A i/ LT, [BXE (Settings) ] ~—T D~V
FTFF o hR—=F Nl D= =T T NORFEDI G E DAL~ A A TEET, [2—
P—A==— (usermenu) | ZBAE. [XE (Settings) | &7 U v 7 LT, [XE (Settings) ]
NV T I EALET,

US East Coast .

admin@cisco.com

2]

£3 Settings

% Switch Account

(= Sign Out

2HRERTE

Web /OHTIZ LD, =T Db v MUKW TESL ORI AE RN A (gt shnEz 7,

HFRICIE, BrRLEX—, XR=UTESLLEEE., 7700~y g 0 fEAA—Tg

V. TNRNA ADRA NI ENRGENE T, ZOHFRIL. A an’EEEOH RN — %
R L, "L E2%ETLIOHEHINET, T_XTOMHRNRT —Z13EA T, HET —X 1%
EEEINEEA,

Web DHTIET 7 4V b TEDZ 72> TWET, Web W& B2h2 920>, FFERIICHEZICT

H1201F, WOFIAZHENE T,

1. a2—HP—RA=a—05, [T (Settings) ] ZEIK L F,
2. [&f%F%E (General Settings) 1 %7 U v 27 LT,
ﬁ

3. [Web%#T (Web Analytics) | D FIZHDHATA X —% TV v I LET,

dA—H—E1E

<~ NVFT I RAR—ZVCEEFT LN TS TR TO—F— L a— N, [2—F—F#
(User Management) | CHERTE ET, =—VF =7 v MBI, ffmEEZITHIFRTE
F9, FEMICOVWTEL, T2—¥EH] 2ZRLTIEIV,
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7hvoromyiz [

ThovrooYEZ

EHOR—BNLT H T "RHIEE. CDOMMST AT 7 I, BARDR—FZ LT
T RNERT T NT AT MNETHID R A D ENTEET,

ATV TN ~VFTF o bAR—=F LT, AEMICFERENDIT AT M A=a2—% 27U v 7 LET,
ATY T2 [THU L bOYYE X (Switch Account) [ %27 U > 7 LET,
ATV T3 FRTIHLR—FNERLETT o MEBIRLET,

Cisco Success Network

Cisco Success Network |Z—%fiiad 7 T 7 K¥—E ZXT7, Cisco Success Network % A %hIZ
T 5HE, T3 AL Cisco Cloud B & % = 7 2 BEe 03 e S A, IR DU B3 2 1 &
FHEBRNA N —I 7 &ENET, TVAMIER NI —=I T TH5ZLICEH-T, T30 R
MHDH/ROT — 5 2RI TENEZHEEATY E— FOEBEAT — 9 VITHEET DA
= ALRRE N7, IROAY v ERELNET,

« Xy h =27 WO OB A A LSS 572002, FIF AR ARl H OREREIC DWW Tl
MLUET,

« WIS ATREZR, BINDT 7 =T R— F =R LE=F— U IOV THEM
]\/ij—o

o VA OWRFEIHESLL ET,

T RXENC X 2 T 7 BEG A N L OWERF L. Cisco Success Network I8 T 5 L 9
WIZLET, T30 A&, L 721 T Cisco Success Network DR EEZEE CTx £97,

N\

G¥) « Firepower Threat Defense /A 7 XA T E U T 4 X7 TIX, 777 4 771 A% &RT S
& AHX LR, T34 AD Cisco Success Network i¥ €% LEX LE7,

+ CDO % Cisco Success Network i EXFIL L FH A, REOEIH LT L A NV FHROFEME
L. Firepower Device Manager (FDM) L—H—A > ¥ —7 = A ARTWVET,

Cisco Success Network D H%h1E £ =1L EZh1E

VAT LD ERFZ, Cisco Smart Software Manager (27 /31 A &8 &kT 5 L HIkd b
F9, BERETIC 90 HEOFHN 7 A & A& 28546, MO OK TN T N1 2%
BET DMENDY £7T, T35 ZA&8ET H121E,. [(Av— 74 A (SmartLicensing) ]
~—C) Cisco Smart Software Manager (27 /3 A &% ExT 57, FlITBEF—%2 AL T
Cisco Defense Orchestrator {288k L £ 97,

TNHRAREREET DL, X=F XNV T AT ENET AL RZTA B ARED Y ToHE
To TAAZABRETDHE ADCL TV TRTOF T v ar T4 ABBEKSNET,
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B -»e=

Z OFE#LIL, Cisco Success Network # #2925 Z & CWOTHHEPIZTEXETN, 2047
v a VIZFDMUI L DB TE LT, BT L L. T/ AN T 0 Fonbblfrsiu
F7, UL THEHOZERCA~Y— I T4 v AMEOBIEICIZZEY T, IEFICEEEMK
BLET, sEMIZ OV TIX,  [Firepower DeviceManager 2> 7 4 ¥ = L—1 3 » HA R, /—
Tar 640 L] o 27 2EH# ] OEFED [Cisco Success Network ~D#EfE] &7 3
EHZRLTLLIEEN,

a—H &I

CDO Ca—H—L a— REEREISRET DRIC, (TATT 4T 4 Tunf =T
7 bk & Defense Orchestrator =—%— 1L 22— N L OEIfR] ZHA T, ID 7 u/34 ¥ — (IdP)
THhHy v hea—F—La—RREDOLIITHAEERTL20EFE L TEE, CDO = —
P—F, IS TCDOTF > MIT 7B ATES L HIZ, CDO L a— REXHET 5 IdP 7
BT N PSHBETT,

ﬁ%@%@kﬁﬁ&w@@ CMm%wmﬁgOniT&T@KDO?TVF@HIfDN4V~
LD ET, ZORFOERD O, ID Fr s34 X — L LT Cisco Secure Sign-On i ff] L
TWDHZ E&AEHRE LTHET,

Ty MCBEEMT LN TND TR TCOa—P—L a— NiL, Aa——BEWH CHERETEE
T, VR —Fry NEMRRT DD ST v v MBS T vl A g rR— b
TV THLRERERD T,

T2 MIEEMfTFONATWAA—Y—La— KFDOXRT

ATY 1 CDO A =a—"—n5[EE (Admin) > [1—H—&E (User Management) NIZBEN L 7,
ATY T2 [2—HP—EH (User Management) | %27V v 7 LET,

o~ example_tenant _
net-ops@examgle.com
@ SETTINGS
User Management
User Management Email Last Login Token Roles
21231201
sec-ops@example.com /232018 i 8 Admin
8/30/2018
superadmin@example.com Super Admin
8/29/2018
here2help@cisco.com Read Only
B/25/2018
net-ops@example.com 2 Admin

G YRADYR—IRTFT U MITZ7EBATERNEIICT DI, [ E (General Settings) |
BIERE 353—) R=UTTHU L FREEZEELET,
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I Cisco Defense Orchestrator ()& A&
a—H—EED Active Directory ' )L— 7 .

21—+ —&I 0 Active Directory & )L— 7

ZHO =P —=NHBIIANED LT T oSS, ix Oa—F—% CDO (BT 2P
D iZ, CDO % Active Directory (AD) Z NV —FZ~v 7 LT, 2—%—UJ X fLa—HF—
n—/L&xLDMBEICEETEET, LT —0ENCBEFO2—F—0DHIRE Vo Tz
2 —PF—DER LT T, Active Directory TEITTEX 5 L D272V, CDO THEITT HHLEEN
A/ 3 D

[z —H—iF P (UserManagement) ]-— 75 AD 7V — 7% 1B, R, £713HIRT 512
X, 2y FI—9EBEO—P—0 — LRNLETT, MO VT, 22—V o%E)] %
ZH LTI,

[Active Directory”'J)L— = (Active Directory Groups) ] 2 7

[%7E (Settings) ]X— @ [—H —4H (User Management) | &7 ¥ 3 »\Zix, HIE CDO
IZ~ v B 7 ST D Active Directory 7 /L —7 DX 7350 £9, L EELRSE LT, Z
DRX—=UIZIE, AD VX =V ¥ THOV Y THNTL AD VL —TOr— L RNERRINET,

AD 7 V—7 2 E £V D 2 — P —|L, [Active Directory” /L —=7" (Active Directory Groups) |
27 ETNT [ —F— (Users) | ¥ 7IfEBNCR RS NER A,

[Audit Logs] % 7

[%E (Settings) | ~X—V @ [—H —4FH (User Management) | &7 ¥ a3 2%, E&r 7D
BTRHYET, ZOHLWEZ 2 /IiE, CDOT A Y MZT 7 BA LT R TO2—
P—oka 74 UL E ka7 A4 VIFICREEL TS — Y —or— A RERINE
T, ZRCiE. PR —Y—a A L AD S v—T A LV Om R EENE T,

RLFA—LA—Y—

CDO @O IAM BSRENIEIES L, 22—V —PNEEO e — L 2RO LN TED 92 EL
770

22— =L, AD OEHDO I N—T D7D Z LN TE, TNLOXKTN—T1F, Bip s
CDO 7 — /L% £ DOCDO CEHRTEET, 2=V =N /A VIFICHGT D REINRT 7 A
TP, 2O —H—0ET 5 CDO TER SN TWNDHTXTD AD 7 /L—7 D a— )LD
AbETT, E2E, 2=V =020 AD Z A=/ LTEY, WHFDTIL—T7032>
DR —) REFHHLET 7/ HEHZRLY) TCDOIZBEMENTWAEA, 2—F—X
WEFHET Ve HHOWMFOHEREZHLET, ik, EEOHO I/ NV—T7 L a— Il
HanE7d,

AD JN—T7 D~y ¥ 7% CDO CEXRTHAVLENHLZDIX1EHEITTHY, 2—F—D7T
7 A LHEROBERIL, FD%, B 7V —F M Cca—PF—%BMN, Y. £-1388E1 %
Z LT Lo T AD THHMhIZFITTE E T,
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B scozm-

\)

GCE) a—¥—n, fH=—F—ThHY, "OELTT > FOAD ZL—7 1288 L TWAIEAIL.
fER 2 —F —Da—HF—a—LRNAD V' L—FDa—F—o—L L b ELESNET,

[T L& SHIZ

AD I NV—T <o ¥V a—P—FHEA L LTCDOIZBINT SHIZ. AD % SecureX & #&
ETHHVENRSHD FET, ADDID 7r A X — (IdP) NEEMAINTWVARWEATL., kD
BEEZ EITTH2MERH Y £97,

1. CiscoTAC CTHHR— FNr—RX&HE, ROEREFEH L THAX LAADIAPHEEERLE
7,

* CDO DT F ¥ N4 & Hiue,
CHARZDN—T 4 T 2EFRT D RAAL Y (B @ @cisco.com, @myenterprise.com) .
« XML JERDFEHEL 72T L —va v A¥T—4,
2. ADIZIRDA AL A SAML ERZBEM L ET, TA0OE TIERILF E/NCFRXEE
i—a‘o

« SamlADUserGrouplds : Z ®Jg X, = —%—723 AD E TR XTO 7 L—7 DR
WA EFERLET, xR RORATZ Y —r gy MRT L IIZ, Azure T [+
TN—THRDIEN (+ Add groups claim) ] ZEIR L F 7,
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Feo sz

1: Active Directory TEZESNT=H R Z LER

= Microsoft Azure £ Search resources, services,

Home * Cisco-COO0-Dey * Enterprise applications > securex-okta-ci > SAML-based Sign-on >

Attributes & Claims

=+ Add new claim  —+ Add a group cdaim =2 Columns 57 Got feedback?

Raquired claim
Claim name Valua

Unigue User Identifier {Mame 10 user.userprincipalname [mameid-for.. ***

Additional claims

Clairm name Value

hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/emailaddress user.mail

hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname user.givennams

hittp/fschemas xmiscapuongfws/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocapuong s/ 200505 identity/claims/surname USELSUMamea T
[ SamlaDUserGrouplds | USELQraups 2t
| samiscurceidpissuer | “https:/ysts windows.net/1e491488-.. ***

« SamlSourceldplssuer : Z D JEMEIL, ADA VAKX A% —EIZ#HBILET, =& 2.
WDAY V—rvay MIRTEIIZ, Azure T [+ /b— 7 EROBENM (+ Addagroup
claim) 1 Z@IR L., A2 1—/,L LT Azure AD itkBll+% RoF £,
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. 21—+ —& 2 Active Directory 7' J)L— 7 DB

2: Azure Active Directory DRI FE R D115

= Microsoft feure

13 Zagrch rescurces, sendces, and docs 05+

Home * Crco-CDO-Deyw * Enterprise apalications * secured-siags

securex-stage | SAML-based Sign-on

Enterprise Application

B Cherview

[ mepioyment Fian
Manage

1] Properies

& Jremess

&« Raoles and administrators [Previen]

A5 Ukars and groups
2 Single sgn-on
B Provisioning
! spplication prosy

S Sall-sersice

Security

% Conditional Acoess
%, Parmisions

B Token ancrppton
Arthiby

T Sign-in logs

S Usage B insights
B sudit logs

W Peosioniog logs

= ACODSE PEVAOWS

T Uplosd metadata file ) Chesge single sign-on mode 55 Test this spsiication B Gl Fumclnack?

EUTLIRTITRFLA R LAY
Reley Bpte Ol
Lagaout Ld s

g Ariributes & Clams

givenname UEr Givan name

SUrTAT AT ST

amaladdnizss AT T

Fang LT SR i N

SamiGourceldplsnsar Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300
{dac?6f~

SamiaDLEerEaupids W Groups

Linigue Lisar Ddanti R Rl e T ER

g SAML Signing Certdficate

Statuz At

Thum jng ATECETR AT I3RS N6EER TR TAFTOGDIEET 16R0

Expiraticn 11/9/2028 B:1151 PM

Matification Emal
&pp Federation Matadata Ur

| i Aeginmicrasatantng cam 104314886254, [ |

Certilicate (Rasefd) Dramibcaad
Certificate (Raw) [orwmiboag
Fedaratice Matadata Xl Terambound

n Zet up secunex-stage

W'D i e configisne B applation ta Bnk with Azunk AD

Lagia URL | Fitpscttagin ricrassfranine com/ Te491486- 6250,y |
[ ttpecsress windowe. nesy Tesa1aBe- 62sa-aff-2021 . [ |
Lagout URL | Fitpsciginmicasafanine com/ TesdnaBE-625... 1 |

e ste - by-sbep instructions

21—+ —& I Active Directory 2/ JL— JME/N

ATvT1
ATvT2
ATvT73
ATvT4

ATy TH

CDOcu 7 A4 LET,
CDO A ==z2—"—7L[EHE (Admin) ]>[2—HF—EHE (User Management) JIZBE L £,
T—T7 VD LT B [Active Directory 7 /b—=7 (Active Directory Groups) ] Z&EIR L £ 7,
BUED AD 7 V—T 137 WAL, [ADZV—7 DB (AddADgroup) %7V v 27 LET, BEfFO=
N RHH%EEE, BB (Add) 1 RZX %2270 w7 LET,
ROEWE AT LET,
o [ V—7"4% (GroupName) ] :
TIHY EHA, CDOIE, ZD7 4 —/L FTCHBELFEEZFR—F LTWEHA,

—BOL4HIEATILET, TOL4HNIE. ADDITNV—T4 L —HT DM

£ Edit

& Edit
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21— — &I Active Directory &' )L— T DiRE .

« [Zv—71ID (GroupID) 1: ADOLD 7 NV—T7IDEFETANLET, ZHid,. ADT 7V r— 3
YEBWTC (47 V=7 FIDI EW )B4 THIENSHERH Y T3,

« [AD %17# (ADIssuer) ]: AD 7»5 D AD ¥{THOfEE FEITAN LT,

e[m—/L (Role) ]: ZOAD IV NA—TIZEENL TR TO—H =D — /L3 E Y £9, FHEMIZOW
T, T2—%F—m—) Z2ZRLTIIZI,

(F7var) [HEL (Notes) 1: 2D AD Zb— M SN DHIELLZ BN L £,

ATwT6 [OK] ZINL £,

a2 —H—&IE M Active Directory 7' )L— T DIRE

1R BRI

CDO TAD /' N—7Da—W—EHEHEET 25A1L. CDO 2% AD 7 )V—7 %R 5 Fik
PUAEETELZLICEELTLE &Y, CDO TAD /v —FHKARETHZ LT
FHA, ADZNV—THNO2—F—D U X N EfHETDHIZIE, ADEEATILNERH Y £,

ATy F1 CDO s A v LET,

ATY T2 CDO A =a2— "= 5[EE (Admin) 1> [1—H—EHE (User Management) I L £,
ATV T3 T—T LD LIZH D [Active DirectoryZ /L —=7" (Active Directory Groups) ] Z &R L 7,
ATy T4 WWETDHAD ZFV—TEFE L, [k (Edit) 174 22BN ET,

ATV TS ROMEEELLET,

« [ZV—7"4% (Group Name) |: —EOD4FIZATILET, CDO X, ZD7 ¢ —/L R TR F4A
A—RLTWEHEA,

« [Zv—71ID (GroupID) 1: ADMLDOZN—FIDEFEHTAHLET, Zhiux, ADT7T 7V r— =3
ZBWTC 47 V=7 FNID) EW IS BI4 THENSGERH Y £7,

« [AD%17% (ADIssuer) ]: AD 225D AD ¥1T& DE% FEHITAI L E T,

e[m—/L (Role) 1: ZDAD I N—TIZEENDZTRTHOZ—F—Dr— LR RED 3, FEMIHOV
TiE, Ta—HP—m—1] Z2ZRL TSN,

1|

e [EZ (Notes) ]: =0 AD 2 b— 7T &N A DA BN L ET,

1 —+H—& I Active Directory /' JL— T D BIlf&

ATFv 71 CDOWCue /A LET,
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B #5002 —v—onm

ATY T2 CDO A =a—"—n5[EE (Admin) |1>[1—Y—&E (User Management) NIBENL 7,
ATY T3 T—T VD LIZH D [Active DirectoryZ /—=7 (Active Directory Groups) ] Z 3R L £,
RTv T4 HIERT 5 AD ZJ—TEFELET,

RATv 5 [HIER (Delete) |7 A a2 &R L ET,

ATwT6 [OK]2Z7 U7 LT, ADZV—T7Z2HIET25 2L 2R LET,

#T# CD0 1 —H —D1ERKL

WD 2ODX AT, FHLWCDO 2—H—%AERT D72 DICHETT, NEFICFETT DM
xH Y A,

o Frilo —H —MmF Cisco Secure Sign-On 7 % 7 >k DAERL
« CDO = —H#—%4T® CDO = —H#'— L 22— FOIERL

INBEDERIPETTDHE, 2—P— % #HB=—H —723 Cisco Secure Sign-On % ¥ = R —
K75 CDO #BA< Z &M TEET,

## 1 —+ —[[E (+ Cisco Secure Sign-On 7 Ho > FDYERL

Cisco Secure Sign-on 7 1 7 o F OERIE, HLWa2—HF =R G TWHOTHITHI T ENTEE
T, Y ToHNDLT T FOARTZIEE L TE LEHITH Y XA,

CDO~DBT A 2IZDULNT

Cisco Defense Orchestrator (CDO) (. Cisco Secure Sign-On 27 A 72T 4 7 4 T HR/NA X —
ELTHEAL, 2EEFGE (MFA) IZDuo i LET, CDOICBY A VT BIZIE. £F
Cisco Secure Sign-On T7 Ao > bZ#/ER L. Duo ZFERALTMFA ZEETHILELAHY F
j-o

CDO 21X MFA LB T, MFA L, 2=V —T AT T 47 4 2%#T57-00x 2V
T4 &L LET, MFADO—ETH D " EHRHFIETIE, CDOWCe /A Th2—F—DID
EHERT B0, 2003 E—Xy M ERRFERNBETT, BAOBEHT—F—4 L
INRAT— KT, 2BHOERIIA T~ RTERIND T H A L/SAT— K (OTP) T,

| &

BEE 20195 10A148B&YRIZCDO T+ FRFEEL TULIGEEE. ZOHEEORDVIT [Cisco
Secure Sign-On ID 7' 2 /34 X —~D(T 31 X—) | #ul A4 FEE LTERHLTIE
Sy,
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R |

OJ4 9 BHIl

Duo Security DA > X k—JL, DuoSecurity 7 7'V 77—z > & ERFEZEICA A
=T BZEEBEIDLET, Duio DA A F—LZOWT TEMN S 585:41%. [Duo
Guide to Two Factor Authentication : Enrollment Guidel] ZZ/ L T 72 &y,

BZIDRE, ENANT AL ZREFH LTI H A LR A T — R&EAERRLET, OTP 1L

R=ZATHHD, TAALADI Oy IR TAEALERBLTWSZ ENEETT, T2

AZAD 7y 7 PNHBMC, £ FHTELWREIICRESN TWAS Z & 2R LET,
#1485 Cisco Secure Sign-On 7 h ™7 > FDERL & Duo EERBIADRTE

BHIOYA v AU —r 7a—T4BEEO T ot 2T, 4 BETRCEETTALERH D
ij‘o

AT w71 #H LU Cisco Secure Sign-On 7 hH Y MY A4 o7 v T3
1. https://sign-on.security.cisco.com {Z7 7 A L £ 7,

2. [A A (Signln) JHIEHD FERIZH D [A T v (Signup) 1227V v7 LET,

Cisco Defense Orchestrator D E A& .
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Cisco Defense Orchestrator DA |

. #7138 Cisco Secure Sign-On 7 70 > FDERLE Duo EERZDIIDHRTE

3. [T A vy bDOIER (Create Account) | Z A 7 a7 D7 4—L RIZAS L, Bk (Register) &2 7 U v
7 LET,
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#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .

WIZWL DD v FERLET,
* [EA—/V (Email) ]: CDO ~D 1 7 A NI T 28 A— LT FLAZ AT LET,
* [#A#% (Organization) |: 2ftZRITLFIZEBML £,
4, [B4% (Register) 1227 ) w7358, LT RLAICHRA—LNEESNET, EFA L%
flx, [T Ty hoBAE (Activate Account) |27 U v 27 LET,
ATv7T2 Do 2FEALTEERDMZ LY F TV TT D
ZHEREE Y N T v 7 T5LET, ERXANAT AL AEEAT L L 2BEIDLET,

1. [ZERFIEOHRE (Set up multi-factor authentication) | i T, [EFHE DO E (Configure factor) ] % 7
Uy 27 LET,

2. [By b7y 7 OB (Startsetup) 227 Vw7 L, TR T MIES TENSA LT AL ZAEERL T,
ZDENRANTNAALET H T NOXT Y T hR LET,

FEMIZ DWW T, [Duo Guide to Two Factor Authentication : Enrollment Guidel] Z#ZM L T &, T
NARZDuo 77V —2a BT TILA VA M= LSNNTWAEGEEIX, ZOT AU NOT 7T 4
NR—ygra— RFREEENET, DwlEl BEOTF AL ZATEROT I a2V R—FLET,

3. U4V —FDEHKT, [m7A v %%it177 % (Continue to Login) ] %7 Vv 7 LET,
4, T HEFFBFEAEM LT Cisco Secure Sign-On (21 74 > L ¥ 7,

ATv7T3 (FE) BMOF—trT4H5—2ELTGoogle A—t T4 7—2%/RELET,

1. GoogleA—t> T 4 7r—H2EXT VL TFTHENANTNA REERL, [k~ (Next) 127 Vv L
\iﬁqo

2. By R T v U4 —FROT T MIEST, Google A—t T 4 r—F%&ty N7 v 7 LET,

AT T4 CiscoSecure Sign-On 7HD Y bDFTHhIU M) ANYDA TS a3V EERET S
1. SMSEZMHLTCT AV ba2U Yy FEL0DTiOEFE SRR L T,
2. BEX 2V T4 A A—TVERRLET,

3. [¥A T vy bOVER (Create My Account) 1% 27 U w7 LEJ, ZIL T, Cisco Security Sign-On 4 -
VaR—=RIZCDOT 7V r—va DI ANNERSNET, MOT7 7V r—ar ZA NV HFIRE
NAGERHD 7,
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. #7138 Cisco Secure Sign-On 7 70 > FDERLE Duo EERZDIIDHRTE
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#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .

By alm—RETHIANE RT v 7 LTCHENERTZY, ZFTEERLTEA NV E T V=TI LT
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B coox—v—%co0a——La— ko

CDO0 L —H—LZ THCD0 L—H—L a— FDOERL

(%> bU— 27 &8¥E (Super Admin) | HEFR %75 CDO +—H#—DH A CDO L+ —H —L a—
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Uy 7 LTCETNAT AN, A& BT ET,
WU T NAREATDET 5T ) v LET,

TANG ERREMM LT, BERT AN ZAZ/OT L5 ENTEET,

WEEIR T NA A 2RI T, R~ LET,
[7 73y (Actions) 131 > C, [REMDTZ AR— bk (Export Configuration) ] &R L 7,
[#78 (Confirm) ] ZEIRL T, &iEZ JSON 7 7 A /L& LTRIFL £,
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TINA ZADINERY >0

LY = ASDNA =1 7 ER L, CDO TEHT 5T A AT 2 2 &N T
TFET, TOMREEZHFEHLT, WINhOT AL ZADa =<3 — ¥y ~OFER7R ) 7 %
B cE £ ( ZOBREEZFEHL T, Moy, FRa X )Yy —2 ¥wiki, F
TR L2 DD URL ~D Y > 7 ZERTE 9, RBEREDOINTEY 7 2T /314 AT
BEfIIT D 2 &mTcEEd, MUY 7 ZRIFICEROT A ZACEEfIT 52 &b T F
T

External Links

& Search

Add External Links @

ERRLIZY Y73 EZICTHRETE XTI, ROt Xa VT 4 BRI EDY £HA, &
ZIE, WAL T LI AT, FRIEVPNERAZ N L THRED URLICT 7B AT 52 LItk -
TRy MU —2 ICHERT D BER S HHE, OB S E T, R¥ENEED URL
E7uy s LTVAHA, TNLOURLIFSIEHE 7 n vy 7 kT, RS T2V URL
FBEFEEFIRS N EE A

locationZ= %4

URL (ZHLA AT Z &3 TE S {location} ZHATERL L E L1z, ZOEEIZIZ, T/ ZAD 1P
T RUABRATIESNET, & 2,

https://{location}

o

BE R -
T AR = aEL (197—D)

TR ALY —EZDY R DT ZAR—K (74 2—2)

TINA AW DIVERY >0 DR

ATY TN FEF =2 g =T, [T ALH—E R (Devices & Services) | %7 U v 7 LT,

RATY T2 [F/34 % (Devices) |27 %27 ) w27 LTFNAL ZAERDIT B0, [T 7 L— |k (Templates) | ¥ 7 % 7
Uo7 LTETAT N, ZAZ /O E9,

ATV T3 BHRTANAREATDETH0 Y v LET,
ATV T TARAREFIFTETAVEZERLET,

TANZ ERREMA LT, BERTASAZAEZROTHENTEET,

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&

ATy TH
ATvT6
ATy 71

ATvT8

~osgy ook ]

FANDOFEMASA D, [FMY 2 (External Links) &7 >3 SZBEIL £,
V7 D4 A LET,

[URL] 7 4 —/V FIZY 7D URL Z AN LET, B2 URL ZfRETOILERH Y £, & 2T A
aOA . http://www.cisco.com & AJT L E T,

[HZ27YV 27 LT, Vo7 &Fng 2 afHEftir£7,

~DHERY D DYERR

ATy T
ATvT2

ATvT3
ATvT4
ATy TH
ATvT6

ATy T1

ATvT8

. % CDO b ELHERR < BRI ik 2 IRISR L £,

FEH =g RN—T, [T/ ALY —E R (Devices & Services) 127 U v 7 LET,

[?‘\/*‘/fx (DeViceS) ] &7\‘%7 U ‘)7 L"C-Vj‘f/i/rx%ﬁobj—éb)\ [5: :/701/‘—‘ ]\ (Templates) ] &7“%7
Vo2 LTETFATNAAL A5 RO ET,

WORTNAAZATDET %I ) v 7 LET,
TANGERREMEN LT, BERT AL AZ/DOT D ENTEET,

TNRAAETITET VERIRLET,
FOFERAA b, [HMEBY > 7 (BExternal Links) |27 g B8 L E 5,
REDY T OARTIEANTILET,

https:/{location} % [URL] 7 4 —/L RIZAJ) L £ T, {location} ZZHIZIX, T/ ADIP T FL AN AT &
ET,

[H ARy 7 A&7V w7 LET,

BT INAZADHERY) U DIERR

&
ATy T2

ATvT3

ATy 7Ta
RATvTH
ATvT6
ATvT1

FEF =g =T, [T/ AL P —E R (Devices & Services) 127 U v 7 LET,

[7 /34 A (Devices) | #7 %7 V7 LTTNA AERHDT LD, [T 7 b— b (Templates) | ¥ 7 % 7
Vo7 LTETNAT A A RO ET,

WERT NAAZATDETHT ) w7 LET,
TANG RN LT, BERT AL A/ ENTEET,

BEDOT NS, AETINTET NVEBRIRLET,
FAIDOFEMASA D[S Y > 27 (External Links) | ® 27 & a IBEIL £,
Vo7 O4RTEATTILET,
KONWTNNOFEEFERL T, 778ATSH5URLEANLET,

* Enter

https://{location}
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B s romesraag

[URL] 7 4 —/L RIZASI LET, {location} ZEZIL, T4 ADIP 7 RLABAINET, AT
%, TNA 2D ASDM ~DHEN Y > 7 BMERR SN E T,

*[URL] 7 4 —/V RIZU 27 D URL # A LET, 588272 URL ZH5ETHLENH Y £, 72L& 21E
A aADEE | http://www.cisco.com & AT L ET,

ATYT8 [H %7V vy LT, Vo7 &T A AaMlffiT £,

SERY) 2D DiRSE F = IZHIBR

ATy TN FEF =3 =T, [T31 AL —E R (Devices & Services) | %7V v 7 LET,

AT T2 [T/3 A (Devices) | X7 %27 Vw7 LTTNARAERDT D), [T 7 L—F (Templates) | ¥ 7 % 7
Vo2 LTETATAAL RAERSTET,

ATV T3 WHRTANAREATDETH0 Y v LET,
TANKEEMBEERA LT, LERT XA AERDTHZ ENTEET,

AT T8 THRAAETFTETNVEEBRLET,

AT TS LGRIOFEMASA 06, MY 7 (External Links) &7 v a cBE L9,

ATYT6 V7D LEIH—INVEB L, RETA 2 LHIRT A a0 BRRRINET,

AT HMTHTAarz27 0y L, MR 7 ZREZTITHIBRL T, 727 v a v ZlERLET,

BRDTINA A~DHNER) 2D DIREF = IXHIBR

ATYT1 TS~ g =T, [T/ ALHP—E R (Devices & Services) ] =7 U v 7 LET,

ATV T2 [T34 A (Devices) | X757 Vw7 LTT A RAERDTF 50, [T 7 L—k (Templates) | ¥ 7% 7
Uo7 LTETAT N, A% BHOITET,

RT9 T3 WU T A AZATOE T ) v LET,
TANEERBEFEA LT, DEBRTANAAELOTHZENTEET,
AT T8 GEOT A AEINTET VERIRLET,
ATV TS FRIDOFEMASA 06, OB Y > 2 (External Links) 1 &7 v a icBEi L9,
AT9T6 Vo780 =Y NVEES L WETA 2 LHIRT A a v RnERINET,
ATV T FNTLHTAavw 7 )y 7 L, AN v 7 #REZTITHIBRLT, 77 a vzl iLET,
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7131 20 00 ~0EEH

T/N\A R D CDO ~DFHEHT

B -

CDO ~D T /34 XA —{E B Hn

CDO #ffH35 &, HELEIIHEBOEEXG:T /N A% CDO IZ[RIRFC ke 2 il b Z &2
T&XET, CDO BWEET LT /34 AN TEERTE] &~—72 SNTWAHEE, CDO kst
WROEFEZRH LY, TAL REZEH LY TR0 £, UconTiE, & &
ERFERPEZEZONET, T34 AR EZRAD Z L1, CDOWZL DT A ADEHE
WL T D12 DB DO AT >~ 7T,

\)

CE) B LWREREZ R OT AA A& T 556, CDO VL, 7731 X LO# LWGEEZ A8
IR L TRIT AN, D L OB LT LET, 2L, BT 57 /31 A8 15
2 o%E, CDO X, Tl Ok & AT 57202, REAELZ FE THEGE L T AR
LT LERODET,

ATy Tl FESF—2 a0 =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LT,
RTY T2 [T34 A (Devices) | X7 %7V w7 LT, T, A&ROTET,
ATV T3 WYUIRTNNAARZATOE T2V v LET,

TANEEMER LT, #AT—Z A0 [HERGE] THLT /A A& EOFTIIEEN,

RATYT4 T4 NFRBORERN D, R AR DTN 2B ET,

A7y T5 [F#EE (Reconnect) [ #27 U v/ LET, CDOTIE, BRLIZTRTOF AL RCHATEXAT V>3
YDA RRZ DRI S Z LITHERE LTI EEN,

RATw 6 [A (notifications) | ¥ 7 CT—HET A AT T 7 > a ORI ZMEGR L E T, —1ET 1 A5
W aTOT I arNEDXITEDEINIRKIE L2 O TOREMRERNLERGA T, FEO
[LE=— (Review) |V 27 %27 U w27 LTC[Ya~ (Jobs) | _X—VIZBEHLET,

Evh  TAALRAOFEHETLII0 I A EFRPNEE SN DICESEGR IR LTS/, =5 0T
INA AEBNCEE R L C, Brlve 74 FRZBM L, FILWIEAEEZZIT AN LE R H
D \i—é—o

TINNAR/—FEEL

LFOFEIET, A AFICE—DOF L —2FFAND ) — N7 7 A VEER LET,
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Cisco Defense Orchestrator DA |

B oo~ ry anentory) 1 x—StERORT

ATv T
ATy T2

ATv73
ATv74
ATy 75
ATvT6

ATy 17
ATv78

[1 >

FES =g R—T, [T/ AL P —E X (Devices & Services) 1|27 U v 7 LET,

[F/34 A (Devices) |2 7% 27V v 27 LTTF AL AR50, [T FL—1b (Templates) 1 % 7 % 7
Vo2 LTETNATNA A& RO E7,

WY T NA ZAFA T DL TR v 7 LET,
= FEAERT DT N AETITET NV EEIRLET,
FHlo & (Management) ] XA > T, [/ —bF (Notes) | %7 VU v 7 LET, B Notes,

FMOZFT 4 X —RE %) v 7 LT, BEDTHFAPTT 4% (Vim £721% Emacs 7F A b5 ¢
) wERLET,

[/—F (Notes) | ~—T%mELET,

[fR7E (Save) 1227V v 7 LET,
J— MIZ TNRFESnE T,

XY k1) (Inventory) ] XR—IUIEHD R

[ >~ RV (Inventory) ] <X—IIZiX, T XTOYHB I MREA AR — KT R F
VR— RFEAL ANPBIER S NET T L— FRFERSNET, [ Y (Inventory) ]
R=UTE, T/ MALET T L= IBENEND XA TIZHESOVTHEIIL, &T A AH
A TEHRAOKET 54 T ICRRSNET, RABEREEEHT 20, 74V 2 ZH LT, BR
LT AL AR T DR TNOTF AL A% RHOTFHZ LN TxET,

[1 X R YU (Inventory) ]-S—UIZiE, ROFGEMERNPERINET,

« [T /34 A (Devices) ] ¥ 7IZiE, CDOIZA VA= RENTWNELTRTDTATT/NA A
MERINET,

[T 7L — | (Templates) 11ZiE, T4 77T/ Anb, £721ECDO A AR — &L
TRERR 7 7 AN BAERRENT-T RTOT o FL— RN F A ARERINET,

FRNIILET 4 )L NIE

T YT, TR AETFA TV =27 b2 NA—Tb T A0l ENET, FArR—F 4
VIR EREA VR —FT 4 T HEONDTE, 1 DU EOT AL ATV EFEATE £,
TN EFT 2y MHEATHICE, ET TN EERLET, T AE ATV
MZT_VEBALEDL, TOT VT LICT A, AT =T VEREIA T V=27 v T —T D
NERE T4 NVE ) T TEET,

Y

GE) TS RTHEHSNZT VT, 2OBEA7 V=7 MRS ER A, F2, WEAT
YxJ MIEH SN T ~IViE, TOBEFT V=7 MIERShEEA,
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FRAREF IOy FsALzEmTs

TV N—T X, IROFESC Tgroupname:label) ZfH L CIERRTE £97, 72 & 21X, Region:East
F 721X Region:West 72 & T, ZNHD2 0D T~V EEKT DA, 7 —7T UL Region
2720, ZD 7 N—"T70 Bast £721% West 2 HIEIR TE 7,

TFINAREFA TV MR ZEZERT S

TNRA 2T @M 510%, LFOFIEZFEITLET,

ATV TN TARARZTVEBNT A2, ZHOF eSS —va vy RUT[T AL AL —ERZ (Devices &
Services) |7 Vw7 LET, A7 V=7 MTT~ULEZBINT LI, ElMloFer—rvarv s Ry
TT[A7Y=7 b (Objects) 127 Vw7 LET,

AT T2 [T34 A (Devices) | X7 %7 Vw7 LTT A RAERDT D), [T 7 L—F (Templates) | ¥ 7% 7
Vo2 LTET AT AL A RO ET,

ART9 T3 T A RZA T DR T %7 ) v LET,
RTYT ERENTEZRTIOUEOT A AFRIFET VERRLET,
AT TS FRO [T N—T LT ~LDiEN (Add Groups and Labels) | 7 4 —/L KT, T34 ZAD T~V EIEE L F

B

ATy HEO+TAarw 7Yy LET,

TJ4IL53

[f <> FU (Inventory) |"—TEBLWN[AT7 =7 b (Objects) |"—TDOKFET 4 VX %
FEHLTC, BHOT AL RARF T V= FERDOITFHZENTEET,

T 4 NVHBRT 5120E, [T/ ALY —E X (Devices and Services) | X 7, [R Y —
(Policies) 1% 7. BEIW[AT Y= K~ (Object) | ¥ T DLEMORAL L TY %207 U s LE
ﬁ—o

AR N T Y NETIE, TRAARAFAT N—Ry=T YT N2 T ONR—=T 3
Snort N— 3 v, BREAT—HX A, BEGIREE, BiAMIE. Secure Device Connector, 3LV T
NNUVEFRTELCTANARILTEET, 74NV Z 2B LT, BRLET A AXAL TOXT
WNDTNRA ZAZROIFTHZENTEET, 74NV FEZEALTC, BRLET A RIS TDOH
THNDOTNA ZRERDOTDHZENTEET,

ATV T UNZEREMT DL TAAA, BEZA T EAT V=7 b, BEEfT O
BRWFTV =T b BEROAT V2 NEATTT 4V ZUBTEET, FERICVAT LAT
Ul he@bHinE ) hEBRTEET, MRT7 /L REERA LT, HEOCLHET IPT F
VA, FTER— ESZELT A NIKRADET T V=7 FaBETHI L HTEET,

THRAREAT V=7 b7 4 VARBT 556, MBEMELZMAGDE T, BT8R %
AT D7D D OFHE 2 BRI 2 BT & £,
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B = soczmmLC00 BEHET BT RTOFAIRERDTS

ROFITIX, TRIE ERRAETIIRES) BHL A7V =7 b BNMOEZRSLA4T
Vb FEZAT Ry NT—=T FTY—ER) OFT T2 b OFT X TORM A
I AT V=0 MRS L7 4 A BEHEShET,

& Filter by Device

Show System-Defined Objects

a Unused
Duplicate
a Inconsistent

LE

Default Values
Owerride Values

3 Additional Values
Unassociated

a MNetwork

Protocol

a Service
ICMP
lime Range
URL
Application Filter

Security Fone

F—SDCAERALI-CDOICIEHET AT RTDT/NM A%
HBOlt+35

WOFIBEIZHE-> T, [FLT SDC Z2EH LT CDO IZ8fmT AT _XTOF A ZEFHA L FE T,

AT Tl FEF—2 a0 RX—=T, [ XU (nventory) |27 U7 LET,
ATY T2 [T34 A (Devices) |7 %27 V7 LTTNA A& ROTET,
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ATV T3 WERTNAREATDE TRV w7 LET,

RTYTE TANZEERT TIRESNLTODHAIE, A X M) T =T LD ERICH L [27 Y7 (Clear) | R
Yu27 Vv 7 LT, CDO TEEHLTWATRTOT NS R —EREFRRLET,

Z%vjs74»&%&VT'%&Uy7LT‘W4»&(ﬁmﬂ]%:z%%ﬁﬁbi¢o74w&(m&%y)

ATYT6 7 4 /LHD [Secure Device Connector] ¥ 7 > a > ¢, M7 SDC D4 Z7 Vv 27 LES, £ K
T=T WX, T4 N TTF =7 LIz SDC M LT CDO IZ#E L TWDT A ADHNPFERINE
D

RT9T1 (A7 var) RBEEIDICKRVIALICIE, ZANVEA=a—TBENMO 7 4 VEEF =7 LET,

ATYT8 (FAFvayv) BTLEL, AV T—=TNDEMRICSHL[Z7 VT (Clear) | RZ %7 U w7 L
T, CDO TEHELTWDLTRTOT NS RAL Y —EREERLET,

SEA

CDO L, TA A, AT V=7 b, BEOT 7 ¥R SN —TFZH{BICHMBRTE RN 2R
BEREAIRML L £, [T /3 AL P —E 2 (Devices & Service) | A X— A TliL, BHE/N—IZA
NEBET 27210 T, MBERIC BT 2T ANFRENET, T34 ZADLHTO—H,
IP7 RUA, FIIWET AL AV I TNANESEATI LT, TNARAERDOTHZ LR TX
£

FEEIC, [A7 V=2 b (Objects) | AR_R—ADBBEN—EFHL T, A7V =7 MO,
FFEIP T RLA, B— b, ARIMET FLA, Pa balto—#2 AL TH7 V=2 b
ERETEET,

ATYTN A F =T = AD FBEL T DRBEAN—ICBEI L £,
ATV T2 BBA—TRRBEMEEANTIT D L. HET HRRNBERENET,

CDO O~V FSA A3 —T x4 ADEHR

CDO TiE, a~>KIA4 v A H—7 =4 A (CLI) %fEH L T CiscolOS T /31 A&ZEHT
TET, avU R B—DOFAAM RACHETLZE b, BHEOT A RZFRRHZEET D Z
EHARETY, ZZTlE. CLI =~ REZH—® Cisco I0S T34 AIZHEET 5 HIEICHNWT
AL £,

ESPEAE R

* CiscolOSCLI ® R = A > MZOWTIE, BHEWDIOS /S— 3 > @ [Networking Software

(I0S & NX-08) | #ZM 1L T 7Z &V, https://www.cisco.com/c/en/us/support/
i0s-nx-os-software/index.html
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Cisco Defense Orchestrator DA |
B == rornrz

I RDAAFE

1oDa<y Kz ITICANT 228, BHOa~y F2EROTICER L TANT L2 L
b HET, CDO I, )\73 Shiza~wy FenyF & LUBRICETLET, RO ASA OFIT
. 300Ky b= AT V=g bl ENLOXy MU —I AT V=0 MGl Ey bU—
VATV =) N TN T T DA ROy FERRLET,

> object network email_server_north
host 192.168.10.2
object network email_server_south
host 192.168.20.2
object network email_server_headquarters
host 192.168.30.2
object-group network email_servers_all
network-object object email_server_north
network-object object email_server_south
network-object object email_server_headquarters

Clear

Send

[ASAT /NA Az~ RO AJ) (Entering ASA device Commands) | : CDO (%, 7' m—/ 3L 23
T4 X2l —varyE—RTavr ROETEHRBLET,

[Cisco I0S=2~ > K™D AJJ (Entering Cisco IOS commands) ]: CDO %, =—+#— EXEC £— K
Ta~<y b@;@ﬁ%ﬁ'ﬂﬁ‘\biﬁ“ Ja—r\)L a7 4 Xal—ygy T— RCTETTHNLE
D HY5E1E, enable DT <HEIZ configt ZF AN L C—HD a~vy REFMHT HILERDH Y £
7

RWOWIT YR IEFICENa~vr FEANTLE, CDOE, o~y FeEEOa~y Righ
EILTCT, 9 XCHa~> K% ASA API Cisco IOS API (2% L CHEITTEH LI LT, =~
v RO#EYIZRXEY 2 CDO ST CE WG, a~v FOU R &2 EZTREIDZ Dk
heRkbpr7Tm 7 InFErRENET, KRICHZRLET,

Error: CDO attempted to execute a portion of this command with a length that exceeded

600 characters. You can give a hint to CDO at where a proper command separation point
is by breaking up your list of commands with an additional empty line between them.

ZOTT = Ayt —VEZELELG. KOFIHEZFITLET,

AFYvT1 CLIBEAS T —DFEKNERoT-a~wr FE2 7Y w7 LET, CDOZ. vy FARy 7 Xca<w
ROEWY A M2 AN LET,

ATv T2 HETHa~v RO NL—TD%ICZTEFFEAL T, :V/hwﬁw)xb%ﬁﬁbif o = S
OO LIIT, Ry RNT—IFT V27 POV RMNEERL, TNOE T IL—TITEBIM LU T2%ICTZEDLT
%LMLE#O:@%%%\nvaUxh®w<o@®%WT£ﬁ¢é:k_ﬁé ARHY £,

ATY 73 [EE Send) 127V w7 LET,
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—

g—7iq2ceuxEmTs

B—FTNAXTCUZFEART S

ATy
ATv T2
ATv73
ATy T4
ATvTH

ATvT6

i vy

AT T1
ATvT2
ATvT3
ATvT4
RATvTH
ATvT6
ATvT1

[T/34 ALV —E 2 (Devices & Services) ] X— TV &BI& £,
[7/34 A (Devices) | # 7 %7 Vv 7 LT, T3 A& FEDITET,
WY T NN, AL T DT ) v 7 LET,
AV RIA AV E—T oA AEEH LT, FHT L7 AZERLET,
TINAAD [T /N AT 723 (Device Actions) | XA VT, [> a~v RIA LA H—T A A
(> Command Line Interface) 1 %7 U v 27 LE7,
FHO Tavr F_Af o) icavry Re AL, [#E Send) 1227V v 27 LET, a~vy RICKHT L7
NAZADIEEE, NEESA V) OTICRRESNET,

GE)  BRULET AL ARFEM SN TOWRNES, RO~ ROBNPFFAIEZIVET : show, ping.

traceroute, vpn-sessiondb, changeto, dir, write, copy

FEEET D ENE

CLI a2~y RE¥ETHE, CDOFFDavy Re[avr RIf v A v B —T xR
(Command Line Interface) ] X— Y DJEFEA Nk LET, BESS VIRESRIZa~
VRIE, BETTLIEL, av U RET U L—RE L THERAT b TEET,

[T /34 AL P —E R (Devices & Services) | X—V T, KETDHT /A AZHEIRLET,

[7/3 A (Devices) | #7527V w7 LTT A AZRDITET,

WENR T NAREATDET %) v LET,

> avry NI A% —7xAA (> Command Line Interface) 1 %27V v 27 LET,

BIEAA N ERREB SR T RVEAE, Bt7 42> O 220 07 LTEBLET,

B (History) ] ~A V CERELIIHEGET2a~v Ly REBRIRLET,

avy REZOEEF/IHET L, a~v 2 XA o Ta~vr RemEL. XE Send) 1227V v 7 LE
T, CDO X, &S viZa~vy ROERER I LET,

GE)  WD2ODRMT 527 LELE (Done!) | VI A vB—UM CDO DJSESA VICFERINE
7,

e vy RRZT— L TEFICEITENTZ%,

Il

e A RORTREERNA o 25E, ez, FEORET Y M) 2HRETDHIE
HEBRZGTeshow 2~ RERITLIZE LET, ZOERKRBROKMHFICAETHIRET S b
UMNR72inot=846. CDOIL 527 LE L (Donet) | ZIKLFET,
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B Asacisco10s 731 2ot

ASA Cisco 10S 7 /31 R DIERK

CiscoI0S 72 &, —ED X A T OFT A A%, HkE 1 DO T 7 A MITHRAFLE T, ASA
ZNHDTFT A ZADE . Cisco Defense Orchestrator TF /31 AER T 7 AV EF L, T
ARE LTI EIERBIELFITTEET,

FINAADIER T 7AILERETT S

ASA. Cisco Secure Firewall Cloud Native, SSH & FIX £ T /XA A CiscolOS ZFEITL TV BT
WA RTp & WA 1 DO T 7 A WMITIRAFT D7 3 ZADEH . CDO ZfEH L T
K77 ANERRTEET,

\)

GE)  SSH EFEIET /SA R L Cisco I0S T34 AT F A EHORENH Y £,

ATV TN FEHF =2 a9 =T, [T AL P —E A (Devices & Services) | %7 U v 7 LE7,

AT T2 [T/34 A (Devices) | X7 %27V w7 LTTNARAERDT D), [T 7 b— 1k (Templates) | ¥ 7 % 7
Vo2 LTETATAAL RAERSTET,

ATV T3 BURTANARIATDETH0 Y v LET,
AT T RECERTITINA AELIFTETVEZERLET,

ATy 75 A0 [EH (Management] XA > T, [%E (Configuration) %27V v 7 LE 7,
FERIPMERL T 7 A VBFERENE T,

SEHRTNAREBEEIT 7M1 ILDRE

ASACiscoIOS 72 &, —¥D X A T DT A AT, REZE 1 DO T 7 A WITHRFEL T,
INHEDTNRA ADYA, CDO TTNA AMER T 7 ANV EFRR L, T AL TEES
FEREMEEFITTEE T,

FE OZOFIEZ. TAAL AR T s ANDY U H o7 RTHEBL TS Bk ——Z %G L L
TWET, ZOTFIETIHL, Defense Orchestrator (ZIRAF SV TWAIEKR T 7 A /LD 2 B —|ZEHEE
EEEMZET,

FIE

ATV Tl FEHF =2 a9 =T, [T ALP—E A (Devices & Services) %7 U v 7 LE7,

. Cisco Defense Orchestrator D Z A& I



I Cisco Defense Orchestrator ()& A&

ATy T2

ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8
ATvT9

asa oty |

[7/314 A (Devices) | #7527 Vw7 LTCT A AERDIFLH0, [T 7 L— b (Templates) | % 7 % 7
Uy 7 LTET AT NA RAERDITET,

[ASA| ¥ 7 %27V v LET,

R ERET 2T A AZRIRL 7,

FHlo &8 (Management] X4 > C, [#5% (Configuration) ] %2 VU v 7 LE T,

[T /34 ADHRL (Device Configuration) ] -— T, [t (Edit) 1227V v 27 LE7,

FROZTF 4 X —RE L Z2 ) v 7 LT, BEDTHFAPZT 4% (VimE72iXEmacs 7% A b5 ¢
X)) R LET,

TrANEREL, ERERFELET,
[T/ AL P —E R (Devices & Services) | " X—VIZRED, BHEAZ L Ea—LTRERALET,

ASA {ERL D LLER

ATy T
ATy T2

ATvT3
ATvTAa
ATy TH

ATvT6
ATy 71

ASA %

250D ASA DHERLZ LT 51213, IROFIEZFTLE T,

T =g A=ma—T, [T AL P —E X (Devices & Services) %27 VU v 7 LE7,

[T /34 A (Devices) | ¥ 7 %7 Vw7 LTASAT A RERDTF B0, [T 7L — b (Templates) | %
TH%27 Vv 7 LTASAETNTNA AEROTFT,

[ASAl # 7% 27V v 7 LET,
T DT N, ZAB BT D12DIZT A A A NET7 4 V2B L E7,

2ODASA BZHEINLET, TNOHDAT—X ATEETIEIH Y £ A, Defense Orchestrator [ZFR1E ST
W% ASA DRERRZ b3 2 Z LN HI T,

F D [T /34 A7 7 3 (Device Actions) ]34 > T, [ [k#E (Compare) | %27V v LET,

[#§/K D thifs (Comparing Configurations) | %A 7 12 27 T, [k~ (Next) ]I LU [fi~ (Previous) | %7
Vo7 LIeinG, HEKT 7 A VNOF O THRFHER TSN T D HEREZ R L ET,

N

ENDIETT
Z OFNETIL, Cisco Defense Orchestrator (CDO) ZfiH L T ASA AT =R ELE 2B T T
HDIFFEZOWTHIALET, Zd, PHILARAWERSCZE LLAWEREZL720 LR ER
AR D8R 22 FiE T,
REZFE/ITTT HAEIIC
REZEILT DA, WOEEFHREMHERL T EI,

«CDOE, X TAHAZLEEBIRLIZREL., ASA ICEB SN TV A REZICHRMSNIZRE
CHELET, 2T =0 7 ENTWHN ASA DAEVIZEBE SN TWRWERE & i3t
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REDETLAZE

W LEEA, ASAICEBASN TV RWEERHD5EIT, UHIOREZE LT D L. RBH
SNTWRWER L, HrxrrntR ko ThEEZINTERDILET,

cBEDOREEETTIE, FNETITEMENEZITRTCORELZEN EEXINET, =
EZE UTOY A NMIHH2017THETH 1l BOREAXE LT L E, 201747 A 13 A
TR ELEEN EEE SN E T,

7/13/2017, 10:16:36 AM manual time change, name outside interface {ABC-4567 )<—— Change request label
I 112017, 10:28:358 PM simple_changes
6302017, 2:03:41 PM Device onboarded successfully

REEFIZRINCEA LI-EE Y 7 =& b T, [REDPHETT (Restore Configuration) ]
JAMIERRSNET,

« ASA VX [FIH# (Synced) ]F721% [FERH (NotSynced) ] DIRFEIZZ2 > TV D AIREMEN B 5
7o, WMEORELEICT HHENT, REDHE LRI T LLENH Y £7,

REDETHE

ATy T
ATy T2

ATvT3
ATvT4
ATy T5

ATvT6

ATvIT1

ATvT8

ATvT9

FES =g N—T, [T ALV —E R (Devices & Services) %27 U w27 LET,

[7 /34 A (Devices) | # 7 %7 V7 LTT A AERHDT LD, [T 7 b— 1 (Templates) | ¥ 7 % 7
Uo7 LTETAT AL Za RO £,

[ASA1# 7 %27 Uy LET,
REXRE LT D ASA ZEINL E7,
FHilD~A T [E&FE (Configuration) ]> [EXEMDET (Restore Configuration) ] RN L £7,

£ CONFIGURATION

@& VIEW CONFIGURATION

@  DOWNLOAD CONFIGURATION

G RESTORE CONFIGURATION)

[XEDHE I (Restore Configuration) ]34 T, HitT 2 ELRINL 3, =& 21X, O TIE, 2017
FT7H 11 HOBRENRRE L, WHE RSN TWET,

[CDO IZ & » THIES NI OFITRE] & I<date> 7 LB S -7 E ] A HEL T, [<date> /5
BN S FRE  (Selected Configuration from <date>) | 7 4 v RUICERREN TV EEREEE LT HI L&
sl LEJ,

[t (Restore) 17 Vw7 LET, ZHUTEYD, CDODEENAT —V 7 3INET, [T ALV —
E' A (Devices & Services) | X— T, T3, ADFRE AT —H AN [FERH (Not Synced) | & FErSnE
T

FR DA TIEFEDRER ... (DeployChanges...) %27V > 7 LTEEAREML, ASAZFRHH £,
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r3ILva—7425 |

SIS a—TFa428
R LTz o o DIC Ko T L o e BT A AT 510, &5 FhE Lo Td i,

ATFYT1 FEF =g =T, [T AL P —E X (Devices & Services) 1227V v 7 LET,

AT T2 [T34 A (Devices) | X757 Vw7 LTT A RAERDTF L), [T 7 L—1 (Templates) | ¥ 7% 7
Vo7 LTETNATNA A RO ET,

ATY T3 [ASA] ¥ T %7V w7 LET,

RTY T8 VT N REBIRLET,

AT TE FRIDONA L T[EERY (Changelog) 127V v 7 LET,

RART9T6 BRI/ TERLZMRLET, TNUOLOREND, KONIRELFHE T D iERH Y £,

— AT R SIAM M3 —T 4R

CDOTix, a~> R KIA4 > A H—7 x4 A (CLI) ZfEH L TCiscolOS 7/3A AZEHT
TET, av NI B—DOF A A REETH L b, R UHEEOEEDO T A AUIZFEKIC
EETHZELARETYT, ZOHEATIE, CLIa~vy REEHOT A AC—EITEETLHH
HEIZOWTEHALET,

BhE R

* CiscoIOSCLID K& = A > MZOWTIL, BFENDIOS /S— 3 D [Networking Software

(I0S & NX-0S) | &ML T 7Z&V, https://www.cisco.com/c/en/us/support/
i0s-nx-os-software/index.html
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Cisco Defense Orchestrator DA |
B scurs5-—5z42

—fFwCUAM23—Dx(4R

< Bulk CLI

(O] 2 S My List ) xecutan €

S EEEEERE By Device
» show run | grep user 3

a

1

(< <)

1217, 1:06:54 PN
show run | grep user

Y

GE)  Wwo2-o0kWT ISETLELE (Done!) | EV9 A vE—I 08 CDO ICERENET,
* OpenStack D& A Z{F:

e AV ROBTREFERNMAL o6, e, FEOKRET M 2HRETDH
EREREZETeshow 2~ FERITLIZE LET, ZOERKRHROLEICEETIRE
T RMUMphoT2 A, CDOME ISETLELT (Done!) | #iRLET,

fr—2 58

1 Ay REHESA 2R LTI 272 A0 321203, REhT A =
27y 7 LET,

2 a<r RER, a~r RE2EETDHE. CDO LI DERESRA vita~vw s R
ERLERTAHDT, a<wr Rah ) —EERL, FEERITTEET,

3 av L RSy, ZONRA DT ar S MNMiavwry REAHLET,
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avy ro—mzE i

Bl

JEENRA v, CDO I, A~y RIZHT 27 3 A ZADJEE L CDO A vt —
TEFIRLET, HEROT AL ADISERR L2 7o 6, IWESA I
[X T A ADIRE % #x L CUWET (Showing Responses for X devices) |
EWVWI Ay B—UNFRENET, [XT /N1 A (XDevices) |27V w7
THE, Ay NI LTRUSEZIR LIZT X TOT /31 23 CDOICHE
IRSNET,

GE) WoO2oO0RMT ISETLELE (Done!) | EWVWH X oE—
N CDO IZFREINET,

* OpenStack & A ZE{:

e AV RORTREFERMIG o726, T28 21E, §F
EOHRET Y N 2B HIEREKBAZFTe show 2 v N
EFATLICELET, ZOEBRRBOFMICEET IR ET
YRR E, CDO L ISET LELT (Done!) |

ZRLET,

[vA4 U AR~ (MyList) ] #7I2i%, [4 x> Y (Inventory) ] 7—7 /b
MBBIRLTZT ASA ANRERINET, ZOXT T, avr FEXETD
TNRA RGOV LT THZENTEET,

(6]

LEORTHEAFTRIN TS [T (Bxecution) | ¥ 71Zi%, JEREALA T
BRENTND A~y FORRT A ARKRINET, ZofITIE, &
JiE~A T show run | grep user =~ > RVER I 4L, [T (Execution) | %
702, 10.82.109.160, 10.82.109.181, 337X 10.82.10.9.187 IZ3kf5 Sz =
ENFIRESNET,

USR] (ByResponse) | # 7% 7 U w7 35HE, avy RZLoTERS
NTIREDY A MPRARSNET, F—OREX1{TICZ NV —TbSivE
T BRI # 7 TITaRIRT 5 &, CDOEZED I~y RADINEEINE
NANZRRLET,

[7 /31 28] (By Device) 1 #7427 U v 795 &, &F /54 Zm b5
DISENRFTRENET, VA FMHOWTNODT AL 2% 7Y v 7358,
BEDTFNRA ANSDa~vwy RADIEEEFRTEET,

v Y RO—iEEIE

AT T1 FEHF— 38—,

[T/34 A2 LY —E 2 (Devices & Services) 1227 U v 7 LET,

AT T2 [T/34 A2 (Devices) | X7 %27V v 7 LT, T, AERDTET,
ATy T3 BHIRTANARAEZATDET 20U v 7 LET,
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B &=~ rrEcons

ATY T8 CLIZMEALTEHEHT AT NS AZRFEL T, ZTNHEETIRLET,

ATY TS FEMASA T, > [a~v2 R TIA A v H—T A A (Command Line Interface) 1 %7V v 7 LE7,

ATYT6 avr RS jZa~vr RE A LT, [#E Send) 1227V v 7 LET, a~vr RHAPIGESA 1
ForENET, avr FIEEn 7S, CDO L2~ & [~HECLI (BulkCLID) ] 714> FKud
[ (History) ]34 IZFEEkLET,

GE)  BIRLZEZT A ADPEBEAETRBISN TV D ZE 2R L T EEN,

—{EaY Y FBRETOEME

—FECLla~y FEEETHE,. CDOIFFDa~vwy RE—FECLIA v ¥ —T7 = A AX—D
JEIESA ANCFER L E T, BIEASA RPN a~vy RiL, B37975628b, a~v R
T 7 L—hELTEHAT b TEET, BESAOavr RiE, ERoNRFTIN
T TCDT A ZZEEA T AL TWET,

ATV Tl FEF—2 g =T, [T ALY —E A (Devices & Services) | #7 VY v 7 LET,
RTY T2 [T34 A (Devices) | ¥ 7 %7V w7 LT, A AEROTET,

ARTY T3 W@YRTNNAAAATDET 27V w7 L, BRETDHTNA ALEIRLET,

ATy T4 [a~2 T A X —TxAA (Command Line Interface) | %727 U v 27 LET,

RATv 5 [JBFE (History) | AV CEEEIIHEETIa~vy FERIRLET, BIRLIZa~y RIZEEEDT A
A ZZHEMITONTEY, ZAIOAT v P TEIRLEBD L IFROERNZ LIZTHEE L TIZEIN,
ATYT6 [vAUAK MyList) | #7Z2RAT, FEFELLIELTWNDa~y RBRHEOT AL RZEFEIND &

iR LET,
AT TT a~v s Rf v Tavr REREL, BE Send) 127V v 7 LET, CDOIL, JEESA vica~w R
DfERERTLET,

GE  BRLETASA Z2OWTNPRFE SN TORWES, RO RORPFFASIET : show,

ping. traceroute, vpn-sessiondb, changeto, dir, write, copy

—EaT U R4 IILE TOEIME

—§E CLI 2~ R&FETH, AR (By Response) | 7 A /L& & [F73A A5 (By Device) ]
TANEEHER LT, T ADBREERITTEET,

ISER 7 14 ILA

—fEa~r ROEFTH,. CDO X AR (ByResponse) | ¥ 712, 2~y RERELET /A
AMBIRISNTISED Y A N AT LET, RUNEDT A A ITICELEDBNET, [k
B (ByResponse) | #7 DATa T U w73 D&, JEESA NIT SA ADDDINENRRR S
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Frazuzns ||

NET, WWERA NNEEDT A, ZADIGENRRRIND GG, [XT AL ADIGEZFRRL
TWE T (Showing Responses for X devices) | W) A vE—URERENET, [XT /34 &
(X Devices) |27 Vw7 35L, a<vwr RIZH LTRUREZELIZTXTOT A AN

By Response By Device

: devices &;_

1 Devices 5

1 Devices

CDO IZFRENFET,

g~ NREICEEM T ONTT AL ZD Y R MZa~y REEET LI ROFNEIZTEN
iﬁ—o

RTw 1 &R (ByResponse) | Z 7 OATICH DA~y Ry vRLEI ) v 7 LET,

ATV T2 a~v s RfrTCa~vry REEERL, X5 Send) 127 Vv 7 LTCa~y REHEEETLIN, [ZVT
(Clear) 1%#7 Vw7 L TCavwy R4 %707 L, FHiLnavy REANLTT AL RZEFLTH
O, [FF Send) 1227V v/ LET,

ATYT3 a~vr FebZTR-o B 2R L ET,

ATV T8 BRULET AL ZADFTar 74X a2l —vay 77 A MIEERKBENTWD Z L BHEEREAIT.
g~ KA T Tdeploymemory] & AJIL, [ (Send) 15227 VU 7 LET, ZOHREICLY ., FET
AT A X2 L= a PRI = T v T a7 4 Fab—a VIBREENET,

TINA RB T4 ILE

—fEa~r ROEFTH,. CDO X [T (Execution) ] ¥ 7 & [T /34 ABl| (By Device) ] % 7
W2, av Y FEFELET A ZADY Z 2 ATJLET, [7731 23] (ByDevice) |4 7 DIT
BV I THE BT NAL ADINENFRENET,

FILTNARY A MTa<wy REFETTHI2E,. ROFNEIENET,

ATY T [T/34 25| (ByDevice) | ¥ 7 &7V v 7 LET,

ATYT2 > INHLDOT A A Ta~vy R&J{T (> Execute a command on these devices) | %7 V v 7 LE7,

RTFYT3 [ZVT (Clear) 127U v/ LCavwy Rf &7 7L, HrLna~vr KEAILET,

ATY T8 [vA4UAK MylList) ]34 T, UARNNOE A DT /SA A BRI LRIIERR L T, a~ > ek
BT27 M ADY X MERELET,

ATY TS [%E (Send) 127V v 7 LEd, a~vy RADIGENIGESAL VFRENET, IWEA VIO
TNA ADISENRREINDEGE. X T AL ADRE%FRm L TCWET (Showing Responses for X
devices) | EWIH Ay E—UNRERENET, [XT /34 A (XDevices) | #2727 F5HE&, avr NI
LT UISEZR LT _XRTOT /S, AN CDO IZFEKRINET,
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B = xo&mmeu<sn

ATYT6 BIRLET AL ZADFTar 74X alb—vary 77 A MIEERRBENTWND Z L BHEEREEIT.
a2 R 2 Tdeploymemory] & AJJL, [i5(§ (Send) 1227V 27 LET,

FINA ADEEFA CLI 74 O

CLIwZ7 2, 7 <IMHATEABaREROCLIa~ > R, £RI3ETINCERE TE 5 CLI
a<w L ROT UL — R TT, T_XTHO~7aix, 128 ED Cisco I0S 7314 A TlRIFFICE
fTeaxd,

T — M CLI~ 7 a2 LT, EEOT A ATHRLa~vy RERFFICETLE
T, CLINZ riX, 1M AORELEFHO—BMZRELET, EE2RPXOCLI~v7 1%
BFHLT, 74 XZBET 5 HERZIG LE T, CiscolOS 734 A TTCIEHTE %
SFERCLI~Zuldbb 9,

BB AT T A AT ZEMT A7-OOCLI~ Y 2 2B TX 9, FEHIcOWTIE,  [HH
a<w L KL D CLL w7 u D] 2B LT &,

CLIw7Zuif, VAT AERELIF2—V—EHXTT, VATLAEFZE~Z HILZCDOIZL-T
LI, WMEDHIBRDL TEEHA, 22—V —EF~ 7 2T —V—2MER L., e 72 13H]
BT ET,

N\

GE)  TARALRABCDO AV R— RENTZHBIZDHR, T/, AD~ 7 a i TE £,

il LTASAZMBHT S L, WD ASA THRED 22— —2 BT HHA1E. kDa~
v REFITTEET,

show running-config | grep username

Toavwy REFETTAE, BRELTWAZ—HF—Da2—HF —4 7 ysername IZEBE XD Y F
T, Zoa~vry Kb~ aZ B+ 5120k, FUa<wy K2R LT, username Z HHEIN T
BH A E T,

> show running-config | grep EUECGELEES]

NI A= IMEBEOLRIE T D LN TE, ZONRTA—FLTRIL~Z 0 2ERT 5 2
Ly TEET,

b1 T TR T T R R T Rty i X M [ {108 { {username_of_local _user_stored_on_asa}}

INT A= BLITHIANRATNCTE, TRF L THREMHT 2LERHY £T, Zohe, =
YU RV Uy 7 AFROE DR FT,

show running-config | grep

avw Y RO—EE LT, a~vy ROEELXOT A RZE LIZCLIV V¥ v 7 A%FEHT 4
ERdH Y 9,
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gmavy rrsocuvs ook

FHEaT MO CU YT ODER

ATy I

ATvT2
ATv73
ATv74
ATvTH
ATvT6

ATvT1
ATvT8
ATv79
ATv 710
ATvyITN

CLI~7Z uZ{ERkTDHIIZCDO Da~<w KR I A v A —T 2 ATa<w s KETAMLT, a<wv
ROBECNELL, GEHTEZOMENEIND Z 2R LET

GE) ¢ CiscoIOSCLI @ R = 2 MTOWTIL, BEWDIOS/N— 5 @D [Networking Software
(I0S & NX-0S) | Z#ZH L T 72 &V, https://www.cisco.com/c/en/us/support/
i0s-nx-os-software/index.html

FEHF =g o RN—T, [T/ ZLH—E 2 (Devices & Services) | %27 Vw27 LET,

[7 /34 A (Devices) | # 7 %7V v 7 LTT AL AZRDOTET,

WE) e T NAABA T DR TR L, T4 ORI TNDT /N, AZBIRLET,
> avr I A4 F—7=xAA (> Command Line Interface) 1 %27 U v 27 LET,

CLI~Z uDOBKICAVDAZ— W 7Y v s LT, TCIFET I~V 2B LET,

7"*71#‘\‘57‘/ 7 Vw7 LET,

~ 7 Bl —EOAREEELET, LEIGUT, CLI~Z e0ilé AEE2 A LET,

[2~> K (Command) | 7 4 —/V RiZa~> RE A LET,

Ay ROFETRICER LIz a~ s oz, FHRINTHENT AT A—F AICE SR ET,
[{E% (Create) 127 Vw7 LET, 1B LIz~7 vld, RONIRE LT2T A AT TR, FOXA
TOFTRTOTNA ATHERATEET,

av REFETTLITE. [CLIwZ7 r0ET] 2L T EEN,

CUEBEZE-IXEFEOCUT I ANSOCL < OD/ERK

ATy T

ATvT2
ATvT3
ATvT4
ATvTH

ZOFIETIE, $TICFE T LI-a~v R, Moa—Y—EFF~ra, TRV ATLAERE Y
anba—W—ER~vs a2 ERLET,

FEHF =g R—T, [T ALY —E R (Devices & Services) ] =7 Vv 7 LET,

G¥)  CLIBEE»b 22—V —EHRE~I7 02BN T 2HA81X,. a~ REFTLET A AR L E
T, CLI~Zuix, RUTH 7y bOTF AL AR THA SN ETA, CLLBREIILA SN EE
Mo

[TAA R 2T % 7Y w7 LET,

WERT NAAZAT DR T Vw7 L, T4 ORI TWAET NS ZAERIRLET,
[> a~vrRIA4 A% —7xAA (> Command Line Interface) %27 UV v 7 LE T,

CLI~Z uZfFlT 2 a~y Fe RO CERLES, ROWThroFiEzER LTI ZE0,
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Cisco Defense Orchestrator DA |

B cu~snoxs

ATvT6

ATvT1
ATvT8
ATvT9
ATv 710

v Qs o LT, TOFALATETF LA~y RERRLET, ~ 7 0BT 5=
YU REBRRT DL, avy PRf iz a~vy RRERRENET,

CLI®Z BDOBZIANY DAL — K E7 ) v 7 LT, +TICEET LI~/ u MR LET, BH
Ha—P—ERELIIVATLAERDOCLIvZ m RN LET, a~vr FiRa~vy RS UTERR
SnET,

avy MR awy R ZFRRENTIREET, CLI~Z B D& EOR Vv s LET, 20
a< L R, HLWCLL~ 27 v ORI £,

~ 7 Bl —EOARIEEELET, LELUT, CLIZ el 222 A LET,

[~ R (Command) | 7 4 —/V RO a~» REMRL, MLERETEZMAET,

av FOETRICER LI-Wwa~y RO S Z . RIEINCHENT- AR T A —F ZITEES B T,
[TERL (Create) 127 U w7 LET, Bk L7z~ vid, RUNIHRE LIZT A AT T, TOXA
TOFTRTOT A ATHERTEET,

a<w REEFTHICE. CLINZ 2DETFTEBRRBL T &N,

CLl ¥/ OM=ET

ATvT1
ATy T2
ATv73
ATy T4
ATvT5
ATv 76
ATvI1

ATvT8

TS =3 R —=T, [T ALH—E R (Devices & Services) | &7 Vv 7 LET,
[TNA R 2T H7Y v LET,
WERTASARZATDET a7 ) 27 L, 1 DUEDT A Z2BIRL £,
> avr I A4 F—7=xAA (> Command Line Interface) 1 %27 UV v 27 LET,
v RRRAT, A=W EI) v LET,
vy RARING CLL v 7 m 2R IR £7,
WONWTNINDFETY 7w FITLET,
CTEFRT ORI AN BIZEENLTORWEEIX, XE Send) 1227V v 27 LET, v
RADISEBIERA ANFRSNET, TN TRET TY,
e T BIINRTA—EANEENTVDEEE (FO Configure DNS v 27 272 E) | [> /NI A—FDHRR
(>_ View Parameters) 1 %27 V v 27 L7,

% Using M Configure DNS

» dns domain-lookup (ER{LLYIS

dns server-group DefaultDNS
name-server IP_ADDR

[/XF A —4% (Parameters) ]-XA > C, NT A —X D% [/3T A—4 (Parameters) ] D47 4 —/v FiZ
AJTLET,
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EZEL T |

Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

IP_ADDR name-server 208.67.220.220

208.67.220.220

ATFwT9 [EE (Send) 1227V w27 LET, CDONIEFEICIVY REEFEL, T/ ADWRZFHTD L.
52T EWVWIH A vE—URFRENET,

ATFYTIN o~ FEEELEERT, [—Hoa~wr FRFETay 74X a2 b—y g VIZEFRZNZ - AREMN B
NEFT] LWVIHIRAE=UNRN2O0DT T EEBITRRINAEZENDHY 7,

£ Some commands may have made changes to the running config Write to Disk  Dismiss

S[FA A7 ~OEERH (WritetoDisk) 122V v 27T 5L, ZOavy FIZE>TNALNER
L ETA T4 X2 —a r DFOMOEENRT AN, ZADAY — NT » FRERICRIESNE T,

<[V iHd (Dismiss) 1227 Vv 7 425L, AvE—URRVESHET,

CLl ¥/~ OMDiRLE

=P —TFFXOCLI~7 ZIRETETETN, VAT LAERDO~Z v IRETEEFTA, CLI
< aEfETLE, TXTOD CiscolOS THAA AT 7 uNEREINET, v 7 2 IEED
FAALABEDO LD TIEH Y FH AL

ATV Tl FEF—2 g =T, [T ALY —E A (Devices & Services) | &#27 Y v 7 LET,
ARTYT2 [THAR BT H7 ) w7 LET,

ATV T3 WURTNAAZATDORTHI Y v 7 LET,

AT T8 TR AR ET,

ATFY TS [a~ RTIA A H—T A A (Command Line Interface) 1 %7 V v 7 LE7,
ATV T6 WETLHZ—VP—ER~ I 2RI £,

ATYT1 v/ I XVORET A a5 v LET,

ATy T8 [v7 udfff (EditMacro) | ¥ A7 07Ky 7 ATCLI~7 raffiE LET,

ATY 79 [{RTE (Save) 1 &2 Y v/ LET,
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CLI =7 u DE[THIEIZHOWTIE, [CLI~ 7 adET) 28R LT IFEN,

CLI ¥4 Ok

=P —TEFDO CLI~7 2 FTHIFRTE TN, VAT AERO~Z 2 FHIBrTE ¥ A, CLI
~ I nEHIETLE. TRTOT A, AT aBNHIBRSNET, 7 aidfFEDT /31 A[H
HDOHLDTIEHY £H A,

ATy Tl T2 a0 R_"—T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LET,
RTYT2 [THAR BT E7 Vw7 LET,

ATV T3 WURT A REATDET %) v 7 LET,

ATV T8 TN AEBRLET,

AT TS [~ T A ¥ —T x4 A (Command Line Interface) | %7 U v 7 LET,
ATy 76 HIBRT 22— —ERCLIv 2 m a2 @RLET,

ATYT1 CLI~ZuINVOAIF{TAarex7 )y 7 LET,

RAT9T8 CLI~7 a&HlRdT 52 L2 LET,

CLIa< > FDFERDIT Y RAR— b+

ALY RT R T NA ZAETNIEEROT A RTRITSNTZCLIa~ Yy ROfERE a <X Y]
DAE (esv) 77 AMITr AR— LT, LBEISCTHE®RE 7 4 V2 Y 7B LA~
ZHZENTEET, BTN RAERIEIZEOT A ADCLIFERE —EIZ= 7 AR — b
TEET, T AR—FEINTERIZIT, KOLOPREENET,

* Device

« Hft (Date)
* User

e avw R

<

CLIaY > FOBERDI Y RR—F

a<w R4 RUTETLIza~y ROMEE csv 7 7 A M2 T AR— N TEET,

ATV Tl FEF—2 g =T, [T ALY —E X (Devices & Services) | &#27 VY v 7 LE T,
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ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

ATy 17
ATvT8

cwzsnosrnzszt—+

[T AR 2 T% 70y LET,

WENR T NAREATDET %) v LET,

| DETNTEEDOT NA AZBERL TN T4 FLET,

TNAAD [T AL AT 733 (Device Actions) | XA T, > [AvY RIA AL H—T A A
(Command Line Interface) 1% 2 U v 27 LE T,

[~ KT A A% —7xA A (CommandLineInterface) ]-XA > Ca~<> F&EZ AL, [%F (Send) ]
7V w7 LTTS ATED 7,

ABENTEI=Y ROT 4 v RUDEMT, =7 2K— 742y @ 220907 LES,

esv 7 7 AT ON D LT WEARTEMT, 77 ANV BT =NV T 7 ANV AT LIRFELET, csv 77
AN EDavwy FHAZHHRASES., TR TOEAZERLT, 2~ ROTRTOMBELFRLET,

CLUY /7 ODHEEDTY AK—F

ATvT1
ATy T2
ATvT3
ATy 74
ATvT5

ATy T6
ATvF1

ATvT8
ATvT9

g~ R4 RUTEITENE~/Z7 veDfERE= 7 AR —CT&FET, ROFIET, 1 °F
7B DT NNA ATEITEINTZCLI~Z B OFERE csv 77 A M7 AR — K LET,

[T/3A A LV —E A (Devices & Services) | X—T &R & F£9,

[TNHA R 2 T%7Y) 7 LET,

WE)RT N, AZATDET I Y v 7 LET,

| DEITERDOT NA AZTIRL TN T4 FNLET,

TINA AD [T/NA AT 72 a (Device Actions) | XA T, > [A~v RIALAH—T A A
(Command Line Interface) | %27 U v 27 LET,

CLL ¥« v R DEMDA T, CLI~Z BOBRUTAY 2R R 2R LE T,

T AR— T H~vrnavrs Rars )y 7 LES, W7 XA =22 AL, [XE (Send) 127V v
7 LET,

ABERTEaA=Y ROT 4 v RUDEMT, =7 2K— 742y @ 22097 LES,

esv 7 7 AT ON D LT WEARTET, 77 ANV ET =NV T 7 ANV AT LIRFLET, csv 77
AN EDa<wy FEAEFHLRASES., TXRTOBAEZER LT, a2 ROTRTOEREFRLET,

CLlav > FEEODI Y AR—F

ATy T
ATy T2

WOFNEEZEFA LT, 1 DFEITEEDOT N, AD CLLEREZ csv 7 7 A M7 AKR—FL
F7,

TS = a0 RUT, [T/3 AP —E R (Devices & Services) |27 U v 7 LET,
[T AR 2 T% 70y LET,
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AT T3 WYURTNAAZATDE T ) v LET,

ATV T4 1 DFEIFEEOT A AR L TN, T4 S LET,

ATV TS TNHRARAD[T/NA AT 73 (Device Actions) |4 VT, [> a~v 2 K IM A F—T xR
(> Command Line Interface) | %7 U v 7 LET,

RFYT6 JBESA R EFRMSWTORVEAE, [ (Clock) 17422 D &2 v LTEBLET,

RFy T ABSha~xy ROy 4> ROOLEMT, =7 Afk—r742r © 22097 LET,

ATYT8 csv 7 7 A NMTONYRTWARTZAIT, 77 A VE20 =BT 7 ANV AT AR FELET, csv 77
AN FDavy R EHLRLEE. TRXTOEAZEBLT, a~vr FOTRTOFRELFRLET,

BEEER
*CDO A~V RIA v A F—=T = A ADMEH] (83 ~—2)
cHH A~ R HO CLI <27 v OFERL
« CLI ¥ 7 1 OHIR
« CLI = 7 1 OfftE
« CLI =7 1 DFELF

e —fEa~w L R I A H—T A A

CU®YBADYRAETVARAKR—FT S

av Ry 4 RUTETENZ~I uDRhET I AR— N TEFET, ROTFIET, 1 >F7-
IEHDOT AL ADCLIZ 2% csv 7 7 AN AR—F LET,

ATY TN FEF—2 a4 RUT, [T ALH—E A (Devices & Services) |27V v 7 LET,

ARTVT2 [TARET %7V w7 LET,

ATV T3 WURTNARZATDETHT Y v 7 LET,

AT T8 | DERITEEOT AA ZAEBRL TS T4 P LET,

RTY TS TNHRAAD[T/NA AT 73 (Device Actions) ]34 VT, [> I~ K IA4 v A H—T xR
(> Command Line Interface) 1 %27 U v 27 LE7,

ZTvF6 CLIY 4> RUDEMONA T, CLIYZ BOBRUITAY Zmd B W 28R L £,

ATFY Tl 2 AR—= bt h~rna~vr Rer 0 v LET, BT A—2% AL, #E (Send) 127V v
7 LET,

¥

AFYT8 APESNEawY FOY 4 v RYOERT, =7 2K~ r7A4ar @ 22097 LET,
ATYTY csv 7 7 A NMTONYRTWARTZMNIT, 77 A2 —HDVT 7 ANV AT MURGFELET,
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7oV b

FT7Vx 7 MEI DU EOEXF 2T 4R —THEATELEROa T T, A7V
7 NEMHT DL R —0—BMEHRICHRFCEEd, B—0F 7V =7 MEERL,
RPLRV—2ERALT, A7 V=7 haLETLE, TOERPRFT V=2 b+
TRTORY = InET, A7V =7 FE2EALARWESIE, R CEAERLER T~
TORY =2 FINCER T LLERH Y £7,

TNAA%ZF U R—=RFT25E, CDOREDTNAAATHEHSINLTXTOFT V=7 M AR
WMLUTIREFEL, (A7 =Z b (Objects) | " X—TICVARMLET, [7 =27 b (Objects) ]
R=Unb, BMFEOF 7V 27 FERELZY, EX 2V T4 R —THRT 25 LA T
Vxl NEERKLTIZY TEET,

CDO TlE, DT NA A THEHENL AT V=7 NedbFAT7 V=7 FED, A7V =
27 & (Objects) | =T TZONRNy Y @ TERLZHHLET,

HHEAT ey bBALO TR 25&EZ L, BEORY —F7=137 31 AMTxs
WICHE SN RDGERH Y FT,

cBHEA T bEIE RUTAARALIZHD, AANERRDPVEIZFRCTH L 2o 1
DATYxr FTY, B, EELIEAT7 V27 MNEFRUEMEZRLL, SEIERAFY
Vol THERENET, EET LA TV NI, ZOMEOT A 2 B TEkEI S
nNEJ,

FREBEATOz I Feld, 220U EOT A R RIZd D, 4iEE U3 EIXR e 547
T/ bTY, =P —F, SEIERREOP T, FLARILNEDOFT V=2 Mk
T2 emHBYEST, TNODOAT Y =r hOEPREHORIEIZ IV THAICR R HE
2720, REENELET, AEAEFT Vs MI, ZOMBEOT A 2 B GBS
£7,

CERERA T MM, TS AERIEFEET D OO0, PIOFTo2r v, T7ERY
AR, NATL— U2k s TEREINTWAWS T V=7 NCF, REHAS T2 ML

COMEDOT A 2y L TS NET,

N—RRY =TT IEHT AL TV 7 FEERTAHZ b TEET, L—AR
RNU —ICEHEM T et T V=7 MEERTEET, BEMTFORTW NS T V27 e
N—NFEFFIRY O —THEHT L L, CDOIZFDab—%Elk L, FOabt —&fFHLET,

(47 Y=2 & (Objects) | A==2—IlBET D, XY NU—27 R —OFITAHT V=V
FNERRTHZIEIZED, CDOICL > TEEIN WA ATV NEFRTEET,

CDO AT 2L, YHR—FEINTVWET NS RAEBEOR Y NI~ FT V= FeY—F
AFT V2l bl DOOGFHANGEBTEET, CDO #HEHT5L, ROFETHT V=s

FEEHTEET,
s SEIFEREEICESNWT, TRTOFT V=7 MERRLTAT V=7 P74 04 LE
—g—o
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Cisco Defense Orchestrator DA |

T NAZXEDOEME, KMEM, BIUOAREEGOAT7 V=7 FEeRHOT T, ZnbDAF TV
7 FOREERE, HIbR, E3MRLET,

BEEMT LN TV RNAT V=7 FERST T, TNOBREH THIUTHIBRL £
« TNA AETHIBOIE AT V=7 P EBELET,

BT AZ Iy MTAHHNC, ATV hADEENR—HEDORY > —E T, RH 2 55
AL ET,

—HDOFT V=7 FENLDOMGE, SESERAY TN ATHBLET,

« TNRA AR CDO A Y R— FENTth, T M RCX o THERsATWL A7V =7 b
Xy 7TF v LET,

TR = RENTEZT R, ANLDOFT V=7 FOMERR, R, F7i3mA ) CRIBENREAL
725E1X. CDOD N T TNy 2a—T 4 T HBRLTLITEEN,

IO L BA4T

H£EF Tz

UIFOFRTIEH, T3 ARHIZER L, CDO ZiH L TEEH TE 247 V=7 MIOWTHLA
L/i‘é—o

7 bk

Cisco Defense Orchestrator (CDO) TlL., BHOT A XA LORICARIE R CNBEDOA TV =7
Nt FA TV FEFFOET, HEFT V27 MIZOT A a2 TSN ET,

)

ZHUE, (A7 Y= 2 b (Objects) [X—VICERRINET, WHEA TV =7 FNEEHT L.
1 I CAT V2l NEERTE, TOEERZOFT V=7 NeERT HMOTXTORY
VBT L7, R U OMERNES S0 ET, WHEAT V= MEERLRWSGA
X, FUCEENBERTRCOR) —%2HRNCERTTILENH D £7,

TEHEFT 2l FEFRETLHE. CDO TEA T V=2 "ONENAT V=V T —T I

FRENET, HEF TV =7 FORNFIZE->72<FLTT, CDO Tlit, A7V =7 FOHE
BOREGINTZ, DFV 75y MEETz] B a =283, NIFRREINFET, FFA
YT, Ry N HEENEMRY A NMIT Ty MEESNTEY ., 4Rift& 47V =7 MM
EEEEMT DN TWARNT LIZEBE LT EE W,
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A7

+7vxs rot—n—54¢ |

ObJeCTS Displaying 100 of 163 objects ATL'TMG"NT
3 Object Type Network Group
Q. Search for objects by name, IP, @ Compare + Create Object
Al L=oF=VWrc U A NELWOIK \aroup rs
ATL-SS-BUDC 2 @ Network Group ® SHARED
ATL-TMG-INT [3] & Network Group Biwon
OBJECT REFERENCE TYPE 130.131.230.14
= 130.131.230. 150
ATLFTMGPO1 Network Object/
ATLFTMGPO2 Network Object Relationships
ATLADDSPO1 [3) & Network Object & lockseol )
& lock: 3
ATLADDSPO2 o © Network Object e ®
& locksco_1_1 T3]
ATLADDSPO3 (3] © Network Object
ATLADDSPO4 3] & Network Object
ATLARCHPO1 [3] & Network Object

H DA —IN—54 K

FTV=2) DA —=N=F4 FefillT5L, HEDT A A LOIARY NV—IF TV =
7 bW A—"—=F 4 FTEET, CDO &, A—"—=T A FatlifT 5L EIHELLT
NAZZHIET DAL LES, ZNoDFT V= r ME, 4FNIE CTHED R 588D
TAA A LRIZHY FF7, CDOE, ZNHDERA—"—=F A P& LTBEMSH72Z0 T,
INOERBEEA TV ML LTGRIILEE A,

WFEAEDT A, AENREREZRE LA TV =7 balEk LT, BRbERELE L
THVEDTINA AZONWT, A—N"—F A REMEHLTAHT V=7 MIHTHEENKER
ETEET, £, TRTOT AL RATH L TAH—R—=F 4 NTEIRERH LA TV 27 b
B L, ZOF TV =7 FEEHLTTRTOTF AL RZHEHATHHE—DORY o —Z21ERT 5
ZEHTEFET, ATV P A—AR—=F 4 T, TS AR THEATLZ2HERY >—D
INE Tty FEERL, HxDOT A, AOMLEIZGUTHRY v—%2EHETEXET,

TmezE, EF T4 RZT Y EY—R=RHY, TV HFY—N—FT V=7 | print-server
EERLTNDY TV AEEZXTHEL LI, ACLIZIE, TV v ZH—"—DAf  F—F v |
DT TR REERTHN— NV ERELTWET, TV F p—_"—FT7 V=7 ML, &
TAAZEICERTEDLT 74V MEBRH Y T, TNEATHICF, AT V=7 FhOA—/—
FA FEFEHL, T XTOHFTTAL—L L Tprinter-server] 47 Y =7 hO—EMAHERFL
T EIXRRL5E60H0 £7) .

)

G¥)

—BMEORNAT = FRBHLIGEIE. A== T A4 FEERLTENLE 10 AT
T/ MIETEET, MOV TIE, AEEAT7 V=7 FORMBEEZRT 225 R LT
<TEEV,
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EEMITDENATo I b

=R =TT IMFEHT D04 T V=7 FEERTEETE, =R v—
WBEM T2 nWA 7T V27 MEERRT A2 &b TEET, BEMf TR TWenAT V=2 b
B—VETIRY =TT 5 L. CDOIZZDa bt —%{Ek L, Toav—&2#HHLE
T, BEMF TN T RWIEDOA TV 27 ME, RIEDORA T F AV a 72k > THIBREN
L0y, 22— —NHIRTHET, FEHARERA 77 FOU R MIFED £,

BREMT O TWARNAT V27 MIab—L LTCDOIWCEY ., &7 Y7 MNMIBEENMNT
NI — IV EZIIRY =Nl THIR SN TZHEICT_RTOREN LDV E S IC LE
7,

BREAT SN T WA T V27 &R RTHITIE, [A7 =2 b (Objects) 1% 7 DED
NAUNZHD Y 7y L, [BEEST 72 L (Unassociated) | F =y 7Ry 7 2R F NI LE
R

AT PO

ATY T [F7 V=7 (Objects) | X—T %&£,
ATV T2 X=VOAT V=l " T 4 NAUE LT, BT 24T V27 bEROITET,

M Compare

RATwv 73 [ (Compare) |- R Hr )y LET,
RTYTE W T 547V NeRR3IOETEIRLET,
ATy TS HEHDOFEHICAT V=7 hElE_TERLET,
(AT V=2 FOFEH (ObjectDetails) |2 A MANR—D EFOREZ 2 Y v 27 LT, #F#RTHF7V=
7 AL £,

o [FEAl (Details) ] v 7 A L [B9f% (Relationships) [ v 7 A& BT 2070 7272 AT, FRT D1
WERELET,
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T4NLE .

ATwT6 (A7 ar) [BFE (Relationships) 1R > 7 AZiX, A7 V=7 "ol TENERRENET, 47V
T MET AL AEIERY —ICBEEMA T LN TWAEERB Y T, 7 V=7 MRTSA RZBES
FTONTWBERIE., T ALE TV v 7 LTS ko FRKz (View Configuration) [ %7 U v 7 L
T, TS, AW ZFRTE £, CDOIZT A ZADWR T 7 A NEFERL, TOFT V=7 O
M) ZEANATA4 NLET,

TJ4IL3

[1 > h YU (Inventory) ] X—VEBIWN[A7 =7 b (Objects) |"—T DX 4 VX %
FEALT, BROT AL ARE T V2l el b2 EnTcEET,

T A NVHRBRT B2, [T/ ALY —E A (Devices and Services) | Z 7, [R U —
(Policies) 1% 7, BXW[A 7Y =27 k (Object) X T DEMDA L TY 27 ) w7 LE
D

AR N TYNBETIEE, TRARZA T N—Ry=T VT NT2T ONR—T 3,
Snort N— gV, BREAT—HF A, HERUIREE, BiA M. Secure Device Connector, 3 X U'7
SNERELTCT A NAUHETEET, 74X EBEH LT, BRLIET A AZATDET
WOTNARAERDTHIENTEET, 74N ZEFERHLT, BRLIET A RAZA T DX
THOTFTNA ZAERDTHZENTEET,

FT 2 VT NB AT DL TR, AT A A TV b BT O
PNWA TVl b, BEXOAT V2l NI T TT 4 VAU TEET, RISV AT LA T
Vx NeBOLNEINERINTEE T, MB7 4 —V REH LT, FEDOLFI, IPT R
VA, IR —FNEBEEL T A NVAERNOF TV 27 NERBETDHI L TEET,

THAREFT V=7 b7 4 VIRET 256, BRMFEZMAGDET, Bl o851 %
RDT 212D DN O DOEAER LR RIS 2 ER T £,

wOFITIE, TRIE (EHAFAEZIIRES) R4 7V =7 b, BINOEEFESRELT
Cxl b, BEFIAT (X PT—=I FEV—ER) OAT V2T b OFTXTOSEME
ATl NERBTH 74 AEBBEHINET,
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Filter
£ Filter by Device
Show System-Defined Objects

a Unused

Duplicate
a Inconsistent

@ Shared Obiects

Default Values
Owverride Values
3 Additional Values

LR D B LR B i ol B W ) ol P B

Unassociated

Metwork
Protocol
Service
ICMP
Time Range
URL
Application Filter

Securitv Fone

IOV LT 4ILE

T AN HITE, (A7 V=7 b (Object) | Z T DLEMDOSALTY 27 v LE
j—o

[TRTOAT V=7 b (AllObjects) |- Z D7 4 V&L, CDO A R—F 7 LIz
TRTCDT N, ANSHEHAARER TR TOLAT V=7 b2RELEST, 207 0213,
TRCOAT V27 VeI 572010, FRIIRBOBFMELE LT, ST 74
VA GEAT DI £,

«[HfH AT =/~ (Shared Objects) |- 2DV A w7 7 4 VF X, BEOT A ATHE
INTVDHZENCDO L > THRIHENTZTRXTOF T V=7 haRRLET,

S [TNNAARTEDAT Y27+ (ObjectsByDevice) |-HFEDT /34 AZ@E IR LT, @8I L
2T NAATRONS AT V7 heRRTEET,
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YT T YNE KA T 4 VENITIE, EBRE I BITRVIATLT-OICEATE 277 40
ANBHVET, TN T T4 NE T, ATV NEAT (Fy NT—2 —E R, S
o kg d) (SN TWET,

ZDTANEN=TRIRSNI= T 4 NV ZE, UFORMHZ BT 247 V=7 FaiRLET,

RODTNAADWTINNCSH LA TV =7 b (T3 A TT 4 VX MEE (Filterby Device) |
IV LTCT A AZBELET) . BLO

*—BMHOBEWA TV b, BXO
*RYND)—OF T2 FEFRITIY—ERFT TV 27 b, BIW
* ATVl hOMAFANT TOIN—T ) LWHIHEREGENR WAL TV b,

[ AT LAT =7 bDOFER (Show System Objects) ] BA N2> TV BT, FERIZIHY
ATALETVx ) hea—W—ERA 7=/ NOWMEREENET,

DRATLFTOLY FORERIT 4 ILE

—ERDT A AT ﬁm&ﬁ%fxﬁﬁ$ﬁﬁiéﬂkﬁ79:7Fﬁ%@ifo:ﬂ%
@/XTAT7/I7 BEICIERR SN TERY . =R Y o — T TE 20 THEF]T
T, ATV ]\7‘“—7/1/ 2L DVAT LA TV =7 NREENILGENRDHY T, VA
TAFT V=7 MIWREEZITAIBRTE £ A,

[VAT LAT Y= s h%&FR (ShowSystemObjects) [1L7T 74/ N T A7) T, A7V =
I NT =TIV AT LTV FaeRRTHITE, TA4NVF—_—T[VAT LA TV =
7 N %3 (Show System Objects) | &4 LET, A7 V=V T —T N TU AT LAT
V=7 bEFERCT DIZE, T ANS ATV AT AT V=7 M EFR (Show System
Objects) | =4 7D FFIZLET,

VAT AFT V2l FEIEFRICTDEE, FNHIEFHMBR IO A VA LB O RIZE TN
KN FET, VAT AFT V2l "aERTDHE, ZNHIFAT V=7 bOBRBLE T 4 L F AL
FOMRICEENET,

FITDTV RTAIBERET D

ATvT1

ATy T2

ATvT3

ST BRI THRELCTIANEZ Y T TEET, T4NEZ ) TTEH 073 R"E0IE
. THRENAERID L2 F5,

TS = a =T[4 7=2 F (Objects) [#27 V27 LT, [£A7 =27 b (Objects) | X—T%
FRLET,

— PO T ANET A X2 )7 LT, TANENRILEREET, 77 MR-
%%éh&wioh\?:/7H%®74»&@?m/7%%bi¢oéEL\@ﬁ74—NF%ﬁT\
BT 4=V FICAIENTWREEOH DT A FE2HIBRL T,

FEREFFEDT NA A TR T2 b DITRE LT2WIEE
[T/NA RTT 4 )LRMEE (Filter By Device) 1 %7 U v 7 LET,
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2. TRTCDTNAA RGBT DI Tr-AAZT a7V w7 LTREDHB DT A ADHZ ik L
jﬁﬁ—o

3. T ANEEICEDBTNANAADF = IRy 7 Ak F 2 LET,
4, [OK] %7 Vw27 LET,

ATV T84 BMBHERIIVAT LT V=27 V&0 5I2E, [VAT LA TV h%&FE (Show System Objects) ]
EAANCLET, MBH-ERTUAT LA T V27 bR DR, (VAT LA TV 22 &R (Show
System Objects) | &4 712 L £7,

ATy 75 [[E (ssues) | C. ZA4NZ VT TH5AET V2l "OMBOF = v 7Ry 7 AeA N LET, B
DEEEA AT DL, AT LTeWT IO T AV DOFT V=7 "R T 4 VERERIZEENET,

ATy 6 RBERNHSTNEHEICL > TEHSNEA T V27 FE2FERTH5AF, [ (Ignored) | ORIE A
Frxv 7 LET,

AT TT 20U EDTARAAMTHEIND AT V=V b2 T 4 N2 ) U TTH5AF, A7 =7 & (Shared
Objects) | THRERT 4 VX A T LET,

«[77 4/ ME (DefaultValues) ]: 77 4 /v MEDHEZFFOFT V= a7 4B Y 7 LET,

o [A—/3—F A NE (Override Values) |: A——F 1 RSNTMEEZFFOF T V=7 b7 4 V5
Y LET,

s GEMOfE (Additional Values) | : IBMOEZFFSA TV =7 NaT7 4NV 2 ) 7 LET,

RATY T8 N NFELFARY =TI ARNWAT Vs VT o NZ ) T B, [T L
(Unassociated) ] ZA4 1 LET,

ATFYTY TUNBYTFTE[A T FEZA T (Object Types) | &A1 LET,

ATYTN0 FT7Txl b IPT RLA, FRER—-MESE[FT7 V=27 (Objects) M7 1 —/L RIZIBIL
T, ZANE ) T SNEREROPINORBRMC BT 247 V=27 FERHSOTDHZLHTEET,

TAIVFEENSTNA RERNT BI5E

TNARE T 4 NVE ) 7 HEEITEBINT S & fERICIIT A A LA T V=7 MIEREN
FTN, TNEDAT V=7 h DT A 2 EDORITFRTRENET A, 728 21E. ObjectA
DS ASAL & ASA2 ORI CHEINTWBELE, 7 V=7 a7 V& U7 LTASAL ED
HHEFT Vs NEm#ETH L, ObjectAlT o0 £9725, [BIFE (Relationships) ]34 1Z
X, A7V R ASALIZH D Z EETRFRINET,

F 7V MREET DT RTOT AN, AEZRRT HITIE, RBESFETT A AEfRE LN
TLIEEW, MOFHETT7 42 ) 7 L, REIDL U THREBESELZEMLES, CDO Hik
BTBH4T7 V= NEBIR L, [BIf% (Relationships) | XA »ZH~NET, £OFT V=7 b
BT 23T _XRTOT A ALRY —RNEREINET,
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FOREZMARLET, T T A7 V=7 MERBETT7 42 ) 7358 DENTEHEIN TV AT V=
7 FBRRONDIETTTY,

ATy FOHIER
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SNTWDLEHEEIE, ZORY U—F B3I NV—T00HIRTHETEHT V=7 MEHIRTE EHA,
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Ko T ENAT7 V=7 N T —TNMIRREINHITRTOLAT V=7 NEBIRT 50, HIBRT 2% D
FT 2l NOEADF = IRy 7 A N LET,
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[F7 =7 b (Objects) |"X—TVTHRy NT—IF T V=7 NeBRTHE, 7727 D
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- 13imE

ASAFRY D=0 ATy ML, CIDREFLTRIAINIEARA M, IPT KL A, F720X
TRy NT RVRAEEODLZENTEET, FY MIT—=DTNWL—TL, 77 A L—I,

Iy NT—I R v— BIOENAT V- AL THEHEINDI XYy NV—2 4T V=27 b, Xy b
T— TN —"7 BEIWIP T RLADELGEKETT, CDOZFEHLT, xy NIV —2FT V=

7 hEFRY NU—=I TA—T AR, BAEY . BT, BEUHIFRTE 9,

Fy NI —=0F TV MIBIMTEHIPT FLA
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7 L X 44 EBY TRy
(PQDN) [

ASA IPv4 P P I P

ASA 1y b D=0 ATy FOERK

ATy T

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

FEF = a =T, A7 V=7 b (Objects) 1227 Vv LET,

%@@7"?1%5"/ 7 Vw7 LT, ATV FEERLET,

[ASA]> [y FT—% (Network) 1227V v 7 LET,

FTx NAEATILET,

(R NU—27 A7V NOVERK (Create a network object) ] 3R L £ 7,
(ER) A7 V=7 OB EATILET,

[ME (Value) 1 &7 > 2 > T, IROWTNOOHETIP 7 RLUATFREZBMLET,

cleq] ZIEIRL, H—DIP 7 FL A, CIDRELEZEHN L7 x> b7 R A ETESEM B2
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DEMN (Add) 1227V v7 LET,

BE BB ENT=F Y NI =0 AT V=7 FE, —AR Y —DO—ETlEanizH, Wit
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7 N7 4 & TBEATIT 72 L (Unassociated) |47 =7 M7 Y Z2@R L E7, FRAIIZ DN
Tix, [ F7 V=27 b7 0%] BB LTLIEEN, T8 ADN—)LR0R Y o —(Z BT

LITWRWNWAT =y N T 2L, 2OFT V=7 MIZOT A ZZEEMT B ET,
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ASA Xy FTD—4 JIL—TDERK
[*> FU—2 7 L—7 (NetworkGroup) ]IZiX, IP7 RV A, X NI =7 ATV =7 b,
BLORY NI T N—T%EDHZ ENTEET, LW [y hU—2 7 )L—7 (Network
Group) | ZAFRT 2 L &IT, A, IP7 FLA, IP 7 N LA, $£7213 FQDN TREfFD A
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M MEE LAV AL, FIUA v H—T = ATEDFT V= s Fad<IER L, [ b
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R
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—BT AT V=7 METIIMED CDO Ik > TRRSNET,
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AT9FT9 MERTANARAERRL, [OK]Z27 Vv 7 LET,
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ATy TN [HEFR (Confirm) 227 Vv 7 LT, 7V 27 e FDEBELZTHTNA A~DERZHEELET,

ATFY TR TRTCOTFNAA ZADORELEDT L E 2— L B,

Cisco Defense Orchestrator D E A& .


manage-ios-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_180

Cisco Defense Orchestrator M E A& |
B s25x0r0—vo—JoemorEnks

HERY FT—9 T IL—TOENMDEDHRE

AT Tl FES—2 a0 =T, [A7 V=2 b (Objects) |27 V27 LET,
RT9T2 ATV NTANEERBT 4 — NV REFEHALT, WEMSBEOF—NN—F 4 KRHLAT V=7 Maf
DT ET,
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