kST a—FTa 8

TOEFT, OBV a rTHEREINTHET,

» Secure Device Connector D k7 7L a— K (1 _X—7)
cCDOD T TNy a—T 40 (5_—)

o TRA ZADOERUIREE (15 X—)

eSecureX D NT TN a—TF 47 (28 2—)

Secure Device Connector D kS5 J )L a— bk

F v 7L I AD Secure Device Connector (SDC) O b T )V a—TF 4 7 #4TH121%, UUF
DRy ZE2ZHRLTITEIN,

WO F U AT B YT E 5726 1E. Cisco Technical Assistance Center T4 — A % B
TLIEEN,

SDC [ZEIEARE

CDO /6D 2\ID /N — b B— F BRI L TR Lo To86, SDC OIRAEIL [BIEAGE
(Unreachable) 1i127¢ 0 £, SDCIZEERGERGA., T2 MI, AvR—T 7Lz E
DT NA R HBETEERA,
CDO /%, IRDF1ETSDCICEIEARETH L Z LR LET,
+ [—#BD Secure Device Connector (SDC) IZEIFETE FH A, %% 7T 5 SDC I(ZBESFIT 5
NI=T A A L iTiEfE T& £ A (Some Secure Device Connectors (SDC) are unreachable.

You will not be able to communicate with devices associated with these SDCs) | &£\ v9H X v+ —
UM CDO DR —ALR—JICFERENET,

e [EF 2T a7 Z (Secure Connectors) ]2—3 M SDC D AT — X AN [B|EHE
(Unreachable) ]i272 0 £9°,

COMBEARIT A%, £T°SDC £ T F v FOF#HEREZRITL TS EE N,

FSINYa—TFaT .
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rFSILYa—F108 |
B =eicoo tsoe 27— 52575 F 4 TIsHB AN

1. SDC A~ o NEITH T, Mo CDOIP 7 RL A IZRETE D Z L 2R L7,
[Cisco Defense Orchestrator DEERXI R T /NA A~DEEE) #5HR LT 730,

2. N—hE— FEZFHTERLT, CDO & SDC OFEFFGEAZFITLET, SDC A/ — hbB—
NESRIZISET D&, [T2T 47 (Active) | AT —F AZED £4, ~—hEe—F &P
B THERT DL, ROTFNAIZHENET,

1. o2—VP—R=za—05, [EX¥a2T a3x7# (Secure Connectors) | R L F 7,
2. BEFRHERSDCEZZ7 Y v 7 LET,

3. [#1E (Actions) |V 4> KU T, [/ hE— FDER (Request heartbeat) ] %27 U v
7 LET,

4. [f4%#%¢ (Reconnect) 1 &7 U > 7 LET,

3. SDCH#TFENTT T MIFERHILEL S ELTH, SDCHR [T 2T 147 (Active) | A7 —H
ZIZREB WAL, TEB% CDO TSDC AT —X ZANT 7T 4 IR B (28—
V) 1 OIFRICHES TS TZEN,

EE#%CD0 TSDC RF—AR ANTH T4 TI2HS AL

BEELTHI1097->Th SDC BT ZF 4 T/ -T2 L % CDO MR S 720 40%. SDC ™
JRBHERICHER LT2 cdo 2 — P —B LUV 2 U — R{2 LV, SSH Z{#H L T SDC VM 2455z L
i—a‘o

ATy T Jopt/cdo/configure.log ZHERR LE T, Z 212X, AJIL72SDC DR E L. TNONERFICEHE I
T2 EIDPPRENET, By FT v 77 aE AT I —NRAEL TWDIHEAEIMENIELL ATTEN
TWRWEA L, sde-onboard setup & FFEEEIT L £ 77,

a) [cdo@localhost cdol$ 7’17 h T, sudo sdc-onboard setup EATILET,

b) cdo a—HP—DRAT— RZ AN LET,

) TuryZ MW ET, By N T v TR VT ROERICHEST, By T v 7 U4 =R Tiio7z
TRTCORETFIEZMHR L., AJNLIEEEEET L ENTETET,

ATvT2 1 7 % HEFR L. sudo sdc-onboard setup FFEITLTH, SDCRT I T4 T2 o722 L & CDO DS/RE 7200
BA1X, CDO AR — MZHEfE L TS0,

SDCOHEFELIP7 FLAMNCDO IZRERENELY

SDCOIP 7 KL AZEE L4, GMT O3 RFLIRE £ TEFILCDO IC KM S L EH A,
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| F3o0va—F104

FIARE SDCOEFIZETE L5 TLva—F125 [

TNARESDCDEHEICET A ST a—TFT420T

ATy T

ATy T2
ATvT3

ATv74

ATy TH

ZDOY—)LZ&HEH LT, Secure Device Connector (SDC) %41 L7z CDO 735 F /34 A~D K
HETANLET, TRAARF U R—TFT 4 7RI LTEGE, £ 4 R —T 1 > 7 O
{2 CDO NT /A AZEETE 2008 5 el 25613, Z0O#ET A M52 L0 T
=FT,

[TH 7 b (Account) | A==a—%227 U7 L, [EF¥=2T 37 % (SecureConnectors) | Z &R L ET,
Example-Tenant
admin@example.com =
# Settings

= Secure Connectors

& Switch Account
= Sign Out

SDC Z IR L £,
FO [ NF TNy a—T 17 (Troubleshooting) |31 > C, [T /31 ADHEHE (Device Connectivity) ]
7 Vv LET,
NFGTNY a—T 4 VT ERFERLED ELTNDET AL ADOEFEHRIPT KL AE721ZFQDN & AR — k
Fmae AL, [F4T (Go) 1227V v 27 LET, CDOITIROMKAEE FEITLET,
a) [DNSfi#® (DNSResolution) ]: 1P 7 KL ZADRIDOVIZFQDN Z5ET 5 &, SDC IS R A A 44 Z fiftih
TE, IP7T RLAZEBTEHLZ L &R LET,
b) [###i7 A b (Connection Test) |: 7 /3NA ANEERRETHDH I L 2R L ET,
¢) [TLSH7A—F (TLSsupport) ]: 7 /34 A L SDC O FHNHY R —F$25 TLS N— 3 > LiEE &M
LET,
o [ — b STV 2WHEE (Unsupported Cipher) |: 7 /3A A & SDC O 5 THAR— F STV
% TLS /XN—3 3 U R /2WA . CDO (X, SDC Tt 73 A THAR— FEHTW5H TLS /31—
arEFRICOWNWTHET A M LET,

d) SSLiEFHHE : h I 7Ny a—TF 4 0 7 TiL, iEHEHEE RSN E T,

FRARADF R —F 4 v T ETNLT A ZA~OBGEORIEMN R L7412, Defense Orchestrator
R— FETBRIWSDLELE S0,

Secure Device Connector [CE2E 4% 52 50T HHHEFK DM
cisco-sa-20190215-runc

Cisco Product Security Incident Response Team (PSIRT) (%, Docker ™ B K D @\ O \EFHHEIZ DV
THHT D X2V T 47 F23A ¥V cisco-sa-20190215-runc /A L % L7z, Megattoses
RHBIZOWTIE, PSIRT F— A D7 AL YU K& BHAL EEW,

FSINYa—TFaT .
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B cooizeo sochz FoEH

Z ONESEIE. TRTO CDO 2 — W — T L F 9,

rFSILYa—F108 |

*« CDO © 7 T 7 KRB &+ 7= Secure Device Connector (SDC) ZfEH L T\ A REREIL, &
EFRNEN CDO EA T — A Lo TTTIZETINTWAD D, ML THXLETIHY £8

/\Jo

e F UL IATRERBENTSDC ZfFH L TWAHEBEMIL. &ET D Docker N— 3 o & ff
HAT5E9ICSDCHRA NET v 7L —RTH50LERXHDET, T 7L —RKT5IC

X, ROFINEZFEHL 9,
« CDO 1Z#ED SDC R A b DOFH (4 =2—)
e WAHXLSDCHEANEHHTHTDH (53—)

NTETyxT (5—)

CDO 2% SDC /KRR FDEH

CDO A A—V ZH LT SDC %R L7541k, WOFIEEHEHLFEI,

AT 9 F1 SSH 73 A /=AY ar ) —)L&HH L TSDC A A ML £,
AT T2 koOa<wr REFEFTL T, Docker Y—EZADNN—T g AR LET,

docker version

ATV T3 BEHORB~ L (VM) OWTANEETLTNDLEE, ROX I REBRERSNET,

> docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amd64
Experimental: false

ZITHEWA=Y g URFREINDAREMENH Y 7,
ATy T4 ROav R&EFE{TL T Docker Z EH L., y—E 2 &HEHHL £,

> sudo yum update docker-ce
> sudo service docker restart

G¥) Docker —E ADHEALE T, CDO & T /3 AW O DN E RS U E 9,

AT v F5 dockerversion 2~ REHEEITLET, ROEINFEREINET,

> docker version
Client:
Version: 18.09.2
API version: 1.39
Go version: gol.10.6
Git commit: 6247962
Built: Sun Feb XX 04:13:27 2019
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nZELSDCHR F2EHTS

0S/Arch: linux/amdé64
Experimental: false

RT9T6 ZhTEMENE Lz, Ny TRl SN fi#i/N— 3 > Docker IZ7 v 77 L— RENE Lz,

NARAZLSDCHRR FZEEFHT D

ME D SDC A A b Z{ERK LTV 541, Docker DA > A h—/LJFIEIZ SN 7= B RIEIC
WD BENRH Y 9, CentOS, yum, Docker-ce (2 I == ¢hR) =HFEHLZHEZE, RO
FIETEEL £

Docker-ee (=2 % —7"F A XhR) HA A M=)V LT2E . 721300 51EZ 4 L T Docker
ZA A =)L LIZ8A X, Docker DIETENR—2 g UINERDFENH D £9, IELWVA A
h—/3—7 3 1%, Docker ®~—3” (Docker Security Update and Container Security Best
Practices) THERTEE T,

YAATIE, ZOMEIIMEE T S EFHE L, BIMERPFIH RISV IRE. T RAA Y &
BHLET, 7 RSP UNRKE~—7 SNeb, IROBET S Cisco /N7 &S L CTHEM
EMERTEET,

CSCv033929-CVE-2019-5736 : runC 2> 7O 7 L—27 7 7 k
COOD S TN a—T4a42T

A4 DD NS TNV a—TFT a5
FLLBEWLWCDO Y= aviZiioTcaOdA4 VL TWAES, O A4 VIZKKT S

)72 CDO U —v a3 icm /A4 v LTS Z LR LTI EE,
https://sign-on.security.cisco.com (Z 2 7 A 5 & T/ BATHY —Va UEBRBIRTEET,
[CDO] # A /v% 7 U w7 LT defenseorchestrator.com {27 27 £ A4 %7, [CDO (EU)| %7 U v
27 LT defenseorchestrator.eu {27 7 Z A LE 7,

BITRoOJAKBO NS TV a—Ta 09
A—H—ZFHIF/IRAT—FAELLHEWN=8H, CDO~DOY A UIZKKT B

iRz CDOCn A LEH2E LT, ELWVWa—HF—ZLRXRT—REFHLTWHDIZHN
NhLTa s KT 5. F0E (R T— REERESEE] 2R L THELR/ X
U — R&[EE TERWIEAIL, # L\ Cisco Secure Sign-On 7 4 7 > b & {EkE T I1cm 74 v
ERATZAREMER W £97, BB Cisco Secure Sign-On 7 1 7 >k DAERL & Duo 26 % FFRFED
FHE OFNECHES T, Hr LW Cisco Secure Sign-On 747 7 > MIHA T v I T HUENRH Y
£7

FSINYa—TFaT .
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B 7rexecamzorsinea—500

Cisco Secure Sign-On %y ¥ a/h— KA®OY A VIEHII$ 5A, CDO Z&ETEAL

fi@kixk CDO 7 H Uy b LixH7e 52—+ —4, T Cisco Secure Sign-On 7 7 7 > k& ERL L T
% A[REMED S W £9°, CDO & Cisco Secure Sign-On O[] G — — 1 2 4E #5121,
Cisco Technical Assistance Center (TAC) (Z#H#& L T< 72 &Y, http://cdo.support@cisco.com

RELEITvIT—V&ERALEOT A VIZKKT B

ErE 77 UVICRES NI W T v s~ — s L Tr A LES E LTV E b L
NE¥ i, 7 v 7 ~—2 M https://cdo.onelogin.com &5 L TW D ATEEMENH W £,

fi#Rs% https:/sign-on.security.cisco.com (22 7 A > L £,

o f#iR3% Cisco Secure Sign-On 7 7 7 > & EEER L T RWEAIL, 77> b &1ERk
]\/\i@—‘o

CERRE N LWT U FEER L TWBEHEIL. ¥ v ¥ =R — R Cisco Defense Orchestrator
CK[E) . Cisco Defense Orchestrator (ERJM) . & 7213 Cisco Defense Orchestrator (7737
KR BA/RE) 23T 5 CDO XA e Y v 7 LET,

« f23R5% https://sign-on.security.cisco.com Zf§ T LI T v I/~ —F EHH L ET,

TOEREIHED CS TNV a—TFT a5
BRI VA—T) U MEHBRT—5 ADER

ATy
ATvT2
ATvT3
ATvT4
ATv7Th

ATvT6

ATy T17

FTESF—2a =T, [1 XY (Inventory) %7V v 7 LET,
[THAR 2T H27 Vw7 LET,

WU T NAREATDET %) v LET,

LT 4 =7V k& (New Fingerprint Detected) | A7 —H ADT /A A& IR L £,

(BT LUWMERO H & 4uE L7z (New Fingerprint Detected) XA T [7 4 H—7"V > h O (Review
Fingerprint) ] %7 U v 7 L&,

T4 =TV MR L CHAT LI TRk bNTH, LLTOFIHELFETLET,

1L [ A=V DX m— (Download Fingerprint) ] Z2 V > 7 L CHER L 7,

2. T4 A=V MCRIBEN R T IUE[FFAT (Accept) 1227V v LET, MERHLIHEAT. [Fv
v (Cancel) 1227V v 27 LET,

LT 4 =7 NOMBEE BRI LTtk 73 AOEFUIRIEN [4 27 A > (Online) | & E£RS
o, WA T — & A0 TIERIE (Not Synced) | F 721 HiA#H (Conflict Detected) | & FR I b5
ANRHY I, RO A OfiER (Resolve Configuration Conflicts) ] Z#EFR L. CDO & 7 /34 A DORERL
DERZHR L TR LET, REDHEA DR
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| F3o0va—F104
Security and Analytics Logging 1 N> b EFRA L=y bT—OBBD STV a—TFT 45 .

SecurityandAnalyticsLogging4 N> FEZFEALzR*Yy FT—VBED S TNV a—TFT 4«
g
T, AR a—TEHERAL TRy "= OB N T TN a—T 4 T B FATT
LI DIERN 7 L— LT —7 TT,
ZOYFIATHE, Ry FT—ZEHF— LR, 2—F—BERy U= DY Y —RZT Y
TATERNEVIHEEZZ TR EHEE L TCWET, BEEZOEAEHRE L TWND2—
P—ICESNWT, Xy P —ZEBHATF—LIE, EOT7 7 AT U —ARa—H—2kD) V—
ANDT 7 AZHIE L THD 0B L TnhET,

\)

CE) ZovFIATE Xy bI—=T b T T7 4 v I 2ERTDT7AT U=V FID 7 /31 A
THDHIEHEE L TWET, Security Analytics and Logging (%, DT /XA A ¥ A Finm 7
TBHmEIE L EE A,

AT FeF—r a4 RUT, [£=4#1V 22 (Monitoring) ]>[A X hux>7 (EventLogging) ]% 7
Uy 7 LET, >
AT 72 [ (Historic) | ¥ 7 %27V vr7 LET,

AT w73 [IFHFIF (TimeRange) |1ZL 54X b7 ¢ VA ABERRMGLET, 7 7 4/L b TiL, [JBFE (Historical) ]
AW E 1 KO A Xy RFRRSINET, TN E LWKHEE TH 25515, BIED B+ & R
Z [T (End) 1BZE LTADNLET, ZRMNIE LWOEFRBEIH CTRWEE L, W85 S 7=ME 0 R %
GiePMRFE & TR A AT L E T,

ATv T4 [Eo%—ID (SensorID) 17 4 —/L KiZ, 2—HF—DT 7 ERAEZHL TNDEBXOLNDLT 7 AT U4 —
NDOIPT RLVAEZANLET, 7747 U —ADBEEOREMEN S DGE1L. BB AS—TCRBEAED
THEREHALTAR " T 4 VEZMURLET, 2200 MY Z2ERL., ZREHZ0OR AT — h AL N ThHE

A& LFET, Pl sensorip:192.168.10.2 OR SensorID:192.168.20.2,
ATFYTE AR T 4N HNR—=D [V —AIP (SourceIP) | 7 4 —/V RIZa2—H—DIP T KL A&Z AN LET,

ATYT6 2—HF =N V=R T IV BATERWEAIFE, DU Y —ADIP T KL A% [555EIP (Destination IP) ]
74—V RIZADLET,

ATy BRIZERENDAXU MEREBL, TOFEMEMELET, LFOFEMIZER LT EEN,
« AC_RuleAction - /L—/L28 R U H—S7c & ZICETENTET 7 ay Gral, B, ey ) |
« FirewallPolicy - £ X2 % b U — L7 V= AR FETHRY 2—,

 FirewallRule- 1 <> s & [ U H— L72/L—/L D4 Hil, 7S Default Action DA, A X2 & b U T —
L7=DIERY) o—DFT 74NV T 7 arThY, RIVI—HNOL—1LD 1 DOTEHY A,

«UserName- A/ = =—XDIP 7 FLAIZE#ESITT blz2—H— A= 2—HXP7 RL ATV —
ZIP7 RL A LR LTT,

FSINYa—TFaT .
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B ssiesmsomEo s T a—F 0y

ARTYT8 NW—NDT 7 a7 I7vAETray 7 LTWDHEAIL, [FirewallRule] 7  —/L K & [FirewallPolicy]
TA—NVREMRLT, 7782270y 7 LTWLRY =D —VERFELET,

SSLIESMZEDHEED FS TV a—T4 2T

BEEEEGNITSOY TIIHEEET 207 T TIEHEEE LA L Web Y 1 FONIE (SSLEF-IHER
EEBE=2Y)

A= 73 BEOEDOMDT A ZAMO—FOT 7Y r—a o Tld ITSSL (E72I13385
) =7 ERHIN D FIENMEM SN ET, SSLE =V FETIE, moY— N—FEHFE
DNy aPNT TV r—ra CARONEICEDIAENE T, TOME, 77V r—ra i
P4 SIVTZRERAE % Firepower Threat Defense 7 /NA A B2 ITHLD & /Ny ¥ 2 fRREIZ L
L. ek,

WebHA bOT 7V r—a b ZEHLTEOYA MIEHRT L2 ZENTERNITHLINDS
T Web 7 7 UFEMEHT 2561, BERICKRBLETY 7 r—va v EBEH LT A A L
DT TP THERTE D LWV ORERIERTT, 72 & 21X, Facebook ?®i0S F 7= 1% Android
TV —va 2T D RIS L £33, Safari % 721% Chrome T
https://www.facebook.com Z$5E 3 25 & #EHETRE) L £ 7,

SSL =2 Z 3B R EZ BT 272D SN D720, BRBERIEH D THA, KO
WTNDNORREZ LT 20BN H Y 7,

HHORT
YA R T T T TITHERET DDIZR UT NS A LT 7Y r—2 3 U TIIEEE LW IEE
W, I RIFEHESEICSSLE =0 kb0 EEZONET, 72720, FLLSARDUELRD D
EBliE, 77UV OT A MIMAT, Biif XU bEFHALTSSL =2 72l cE £,
TV = alE, RO 2 ODFIET/ Y ¥ 2 FRGED RBUZKHLT 555036 0 £77,
« IN—F10OT 7Y —3 3 (Facebook 72 &) 1%, ¥— 3735 SH, CERT. SHD £ v
v —UEZ TS T <ICSSLALERT A v —UH#FELET, 75— I, 8. SSL
v'=22%~7 [UnknownCA48)] 77— hFT9, 77— h XA vE—TDHKIZTCP Y
By MREEFEEINET, 41X FOFFEMERTRO L S RIERPAONE T,
*SSL 7u— 77 ZIZIL ALERT SEEN WNEENFET,

*SSL 7m— 77 7|ZIX APP_DATA C2S5 F7zif APP _DATA S2C EEFENFHA,

*SSL 7wu— Aw&—UL, ¥, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER_KEY EXCHANGE, SERVER HELLO_DONE T,

« IN—T"2DT 7Y r—3 a3 (Dropbox 72 L) X7 7—hEEELETA, RDVIZ,
N RV A IRRETTHETHSTOLTCP Uy hEREFELET, A X2 FTKRD
A RAS /AN TSV gV I

*SSL 7w— 777X ALERT SEEN, APP DATA C2S F7/zld APP DATA S2C IHIENFEEA,

*SSL 71— AwE—U%, @H. CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE, CLIENT KEY EXCHANGE,

B rsorva—F424



| F390va—F40%
BARODSA VEBO 5 ILva—T125 |

CLIENT CHANGE CIPHER SPEC, CLIENT FINISHED, SERVER CHANGE CIPHER SPEC,
SERVER FINISHED T,

BITREOOTA VKB NS TV a—TFT a9
A—H—BFEIFNRRT—FHNELLEWL=H, CDONDRT A VIZKKT S

fRiRE CDOWCR A LESELT, ELNWa—F LR —REFHLTNDHITHD
POLTE A U ACKRIRT 25E . FE [RRT— REEREE] 2R L THERDR/IA
U — RZ&[EE TE 720 EA X, # LW Cisco Secure Sign-On 741 7 h Z{ERE e m 7' A
R AREMEAR B D 97, B Cisco Secure Sign-On 7 4 7 > ks OERL & Duo 2 EHEFRIAED
FRIE OFNBIZHE - T, #H L\ Cisco Secure Sign-On 74 7 > MY A T v 7T HMENH Y
e

Cisco Secure Sign-On &' & aR— FADOY A VIR T 5H%. CDO ZiEETELLY

fi@kix CDO 7 vy b EixHe 52—+ —4, T Cisco Secure Sign-On 7 4 7 > & ERk L T
ZHA[REMED N ®H W £77, CDO & Cisco Secure Sign-On D] T — — R Z BT 5121,
Cisco Technical Assistance Center (TAC) (Zi#f% L T< 72 S\, http://cdo.support@cisco.com

RELEITvIR—VZEARALEZOTA VIZKET S

fRRizx 77 UIRGFESI N W T vy v —s EERHLTrZ A LESELTWANBL L
NE¥A, 7 v ~—2 N https://cdo.onelogin.com & F§ L T2 AIREMENN B 0 F 97,

fiiRi% https:/sign-on.security.cisco.com (22 7 A > LFE T,

« f#iRs% Cisco Secure Sign-On 7 4 7 > & E7E/ER L TWRWEAIE, 7w > b EEK
LET,

CERRE T LWT U FEER L TWBE5EIL. & v ¥ = R— KT CiscoDefense Orchestrator
CKIE) . Cisco Defense Orchestrator (EXM) . 721X Cisco Defense Orchestrator (77
KEFEBAR/PE) IZRHETHCDO XA Va7 ) v 7 LET,

« f3R5% https://sign-on.security.cisco.com Zf§ T LT v I/~ —F EHH L ET,

ATz MO I a—T a9

EEA T FOREBEOER

FEA TV NBE X, RLT A A RICH D, ARNEERRDPMEERAETH D228 Eo
FTVxl NTY, WE, BEE LA T V=7 MIR- TERSh, RICAMEZERZL, &F
SERRY =k o T SNET, EEAT V=7 FORMBEZMR L%, CDO X, 4%
SNIAT V=7 FAITHT D, EBEEZTLTXTOAT7 V=7 FEREFHLET

HEAT7 V=7 FOREZERT DI FOFIEZ EITLET,

FSINYa—TFaT .
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B cer1o0:0 romEnmR

AT9T1 A7V =2 b (Objects) | X—VEE, A7/ MeT7 4 VXABL T, EHETHA TV =7 bORM
Ba RO £,

AT T2 FEROFNS 1 OB FRLET, A7 V7 FOFEMI/ SR, 4T 5EEOKZ T [EE
(DUPLICATE) ] 7 4 —/V RRFERENET,
[gy DUPLICATE & Resolve | lgnore

RATv T3 [fiER (Resolve) 127 Vw7 LET, CDO L, EEAT V=7 M TE 5L IICHERLET,
ATy T4 WT 54707 ba2omRLET,
ATFY TS UTOF T aribh £,
ATl FDO1IOEMNOFT V2 MCEEBZ DA, BT ATV 27 FTEEBIR (Pick) ]
27V w7 L, R (Resolve) 1527 ) v LTHEBEZTHT A AEFX Y NT—=I R v—%fk

L BRICHED 20T [#ERE (Confirm) 1227 Y v 27 LEY, CDO L, BRLEAT V=2 |k
ICESHATHRIFL, ERZHIRLET,

cVANIHDZAT V=7 b EREEETDSEE. R (gnore) 1227V v 27 LET, A7V =7 b2l
T DL, CDONERTLEEAT V=27 O U R I BHIBRSIVET,

cF TVl NERFFTHLOD, EEAT V7 FOKRETCDO IZE R L TIELLL 2WEEE, [T
NTHEA (Ignore All) 1227 Y v 7 LET,

ATwT6 BEAS T2/ bOMBERERLTZD., [ToT2EBET L2453 E2— L TEMT 2., FL ToroEK
DEFE 2 IR LET,

RKERA TV FOEBEDERR

REAAT P27 LT, T AERICEET D000, JIOFT V=7 b, TI7EAD A
. NAT =il ko CEBENTWRWAT V=7 N TY,

ESPEALE I
e TNARELF—EZADY A DT T AFR— |k

* CDO ~D T /3 A A —EHB
REAA T FOREIEDOER

AFY Tl A=ma—R"—T[AT V=2 b (Objects) 1227V w2 L, A7 Vxs "7 4 LHMEL LT, KEHDOF
FY=s hOMEEROTET,

ATy T2 1 DU EEORFHOA TV 27 FERIRL £,

ATV T3 LLFOATTarndbh £,
<HED 4~ FUT[HIFR (Remove) 18% 2 U vz LT, REMOA TV =27 K% CDO »HHEIFRL %
j—o
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| F3o0va—F104
sEAtr 7oz ro—Eak

o [E (ssues) 1931 > T, [HEHR (Ignore) | Z27V v 27 LET, 707 FEERT S L. CDOIZ
KEHOA TV =7 FOFRICFDOF TV =7 hEFr L R0 £1,

ATV T4 REMOAT V=7 FEHIRLIZGARIE, (ToEEELT ST RTOT NS ADRELEDT L E 2 —
EIERAD, AL T OEBOEE 2 — IR L £,

G REMOAT V=7 FORMEZ R THRRT DT, A7V FOMEEZ —EIRRT 5]
ZZRLTIEEN,

RKERA IO FO—1FHIRR

ATV A7V =7 b (Objects) | X—VEHE, A7 Vx7 M7 4 VAWML T, REMAAT V=7 FORE
ZROTET,

AT9 T2 HIRTLORERAOAT V27 PRI ET,

e NX—=T EDTRTCOLT V=7 PEBRTHIZE, AT V=27 NT—TNAD~Ny X—ITIlHDT = v
TRy T A% ) w7 LET,

ATV NT =T NTREHOF 7V =7 M EEBNTERIR L £,

AT9 T3 FHMD [T 7 a3 (Actions) ]34 T [HIBR (Remove) 8% 27 U >~ LT, CDO TR L7z AKfHEHD
ATVl bETNTHIBRLET, 9BOAT V=7 b EREFHCHIFRTE £,

ATV T4 [OK] 227 V7 LT, REHOFT =7 FEHIBRTHZ & 2R LET,

ATFY TS ZNHOEFEORBIIL. DD 2 50HENRH Y £97,
AT BT EZLT L E2— L TEMTLIN, FL T EROET 2 —EITEHLET,
AR PI RV EHE, BEORBEEZT T A AEBFELET, BHEOEELZITHT X

TOF /A &R L, [EB (Management) ]~ 2T [F<TREM (Deploy Al) 12 %2V v 7 L
9, BELTL, WORT Vv a v BFETLET,

FEEA IOV FORMEZRRT S

Z:%/El\j—jyi 7k B INCONSISTENT 2 Resalve | Ignore L ) Ouj:g)rj‘—‘/\/r‘
ALICH D, HANIFR CEBMMEERAR AT V=7 P T, 2=V —RRRSHEROTT, [
CARTENEDOF 7V =7 M T 220V ET, ZhoOF 7V =7 FOMENRRFH O
PR IZ SN TAHAIZER R DMEIC e Y . REEPELCET,

FABEA TV POMEE —FETHRET DI, 47V 2 FORMEE — IR
L] AL TIEIN,

PEGAT V=7 MTHLTROZ EEFITTEET,
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rFSILYa—F108 |
B rzero0:0 romEsrRs s

o (MM (Ignore) ]1:CDOX, A7 V=7 MOAREEEZEHL, TNOOEEREFLET,
ZOFTV =l NI, REEHT IV IR RSN ET,

[v— (Merge) ]:CDO L, BIRENTWDHTRTOALT V=7 FEZDEE 1 DDA
TV NIN—TITREALET,

[AHTDOZE (Rename) |: CDO T, AEEAT V=27 FO—ODAHTZEL L, #HLW
ARETET D ENTEET,

ARy NU—=0 ATVl NOF—/3—F 4 R~DZH (Convert Shared Network Objects
to Overrides) | : CDO C, NEAGDOHLIEFAT V=V N (A—1—F 4 ROFEII)
MoHT) | A= NR—=T A ROHLIE—OIFEAT Vs MIEETEET, ALY
Tl bORH—MRERT T A MER, LB ENOA TV =T ROT T4 R E
LCREISNET,

A\

GE)  HBOT T MENEED 2HE1E. £ HbO—2ORNT T+
R ELTERENET, BOVDOT 74V MEEA—R—F A F
i, 04T V=27 bOF—NR_R—=F 4 FELTHRESINET,

A xy T =27 7 —T DBMOE~DZH (Convert Shared Network Group to Additional
Values) ]: CDO T, REEOHLIEE Ry NI —T T NV—T% BIOMHED B 5 H—0

WHERXY NI =7 I N—TITREETEET, ZOWRBOERET, [EHMIN LI EER Y
NO—=2 70—, RUEEZFSODREH1ODEA 7TV =7 "R ETH D] &
WO BHDTT, ZOERIC—HT LT XTOT 7 4V MEDBT 7 40 MEIZRD, KD D
A7V 27 MI, LR END XY hT—7 7T A—TOBEMOEE LTEIYV LY THR
£,

T 2, REGOHL 200y NT—I I N—TRbD L LET, 1 DHOX Y
NT—2 7' )L—77 [shared network group] %, Tobject 1] (192.0.2.x) & [object 2]
(192.0.2.y) TSN TWET, £/, BMOME lobject 31 (192.0.2.2) HEFEIL T
F9., 22HDOFRy U —2 7 /L—7" Tshared network group) 1. [object 1) (192.0.2.x)
LABINOME Tobject 4  (192.02b) THEKkENET, HHEXRY NT—T 7 —TZEBINO
EIZEHT 5 L FLIBR S D 7 b—7 Tshared network group) (21, 7 7 4 /L ME
& LT lobject 11 (192.02.x) & lobject 2] (192.02.y) A& FEA., BMOEE LT
lobject 3] (192.0.2.a) & Tlobject 4] (192.02.b) NEENET,

A\

CE) HLwky bI—o4T7 V=7 FaAERT % L. CDOE, ZDfE
ZRE CAROBRFOIER Y NI =0TV = b~DA—/3—
TA FELTHBMICED HTET, JHud, HrLLT /S 20
CDO IZA Y R—= NENLHAICHLATIIEY £,

HEVEID X TiE, ROFEDWHIZIN TV LG ARICORFEELET,
1L LRy MU= ATV x27 RRTAAL ZZED B TONDIMERH D 7,

B rsorva—F424



| F3o0va—F40y
FEaAIvry romEEREATS |

2. T U MTE. RUCARHTIEZA T7OEFT T b1 DT EETHIUNERH Y £
j—o

3 HEHEAT V=T MTF, TTIEA—AN=F4 RREFENTWDILENRDHY 7,

REEAT7 V=7 POREEZMRT 21213, ROFMEZFATLET,

AT T [T F (Objects) | X—VEME, A7Vl a7 4 VXUE LT, REALT V=7 FORBE
FROTES,

ART9 T2 REEGAT V2l bEBIRLET, 47V hOFEHM ARV, B4 TIHA4T7 V=7 NOERT [
A (INCONSISTENT) ] 7 4 —/V RRF/RENET,

L
AT9 T3 [k (Resolve) 127V v 7 LET, CDO L, REAA T V27 MEEETEDEIICERLET,
ATV T84 UTFOFTarib £,
o [TRTES] (IgnoreAll) ]:

1. #RENDIAT V=7 FEEEBL, WO AT V=7 FTER (gnore) 1227V v 27 LE
T, F0E, TR_XTOAT V=7 MEERT B0, [TXTER (Ignore All) 127V 7 L
\‘i‘a—(}

2. [OK]Z27 Uy 7 LTHERBLET,

[TV bET—D L THIR (Resolve by merging objects) | :
1. X2o0FT7 V=l Me~—Y L THER (Resolve by Merging X Objects) |42 U v 7 LET,
2. [FE# (Confirm) %227V v 7 LET,

« [BRRINZERE (Rename) | :
1. [&ETOZEF (Rename) (%7 VU v 7 L%,
2. BN THERY FU—I R —BIOT N, A~DEFZRLF L, [HEFR (Confim) %227 U v
L\i—g—o

o [A—N—F A4 FADZEH (Convert to Overrides) ] (T%‘S@ﬁ)é#&’ﬁﬁ'j*‘)l7 FDIZE) A
FT V2l Ned— =T REHKRT D56, SR ZE, [REASDH HE (Inconsistent
Values) | 7 4 —/V RDT 7 4 )V MEOHNBRRSINET,

1 [A—"—=F A F~DZH: (Convertto Overrides) |27 Vv 7 LET, T XTOREELT =7
MI, A== F A FEFOHR—DILFF TV 7 MIEBINET,

2. [#ER (Confirm) 127 Vw7 LET, [HEAT V=7 boOfREE (EditShared Object) 127 U v 7
THE, HLLKERINTEAT V= MOFEMPERINET, EMERATE TH & RETZ M
LT, 774N e —R_—=F 4 KOMTHEEZBETHZ ENTETET,

c[EMDE~DZEH (Convert to Additional Values) | (FEEDHD %Y T—2 T IL—TDHE)
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rFSILYa—F108 |
B 7oo:-rromme—mmrsa

1. [BMMOE~DZHE (Convert to Additional Values) 1% 7 U v 7 LET, T _XTCOREELT V=V
NI, BMNOEEFFSH—OEA T V=7 MIEBINET,

2. BUTDHRY NI R —BIOT NS ZA~OEEERFEL, [#E (Confirm) 127V v/
L%,

ATV TS RESGEMRLIZS, [ToERELT L E2a— L TRMT 25, FEL TOHOEBOEEL —EITR
BALET,

7019 bOMEE—EIZBRRT S

KIERA TP =7 FOMBEOMER, BEEAT Y 7 FORMBEOIRE, RESF T =7 FOR
B2+ 2 (11 —2) OMBEOLLIA TV =7 FERRTHHED 1 2%, FhbirE
WErzLTT, A7 V=7 MIBEBRORERH HHETH, HEOAT V=7 FEEBIRLT
W|ATEET, LT, AT V=7 M—EHEDN RS SHICKRENOLE, —EICERT
EHMEEH A 71X 1 ST T,

| B

BE HBTAT V= MRBIOMBEY A FICBEMNT OnSE b, BT LEERT 7 a i3 £
DOFRHOER LI OAZZE LT, e xid, BEEL TWEEDIZIAT V=7 M ER
L. BCTEDOAT V=l "R EAELELTYy—Y INTHE, TOFT V=7 NeBEHEAT
Ve FELTEHRLTH, MEAOA TVl M LTEHEINIDITTIEHY £HA,

A B CEAT 51213, BLFOFIRICHE> TS IZ S0y,

ATV A7V =7 b (Objects) | X—VEHEXET, MREKVIALTZDIZ, A7 V=7 NOMEE 7 4 V24
BMTXxFET,

ARTVT2 A7V bT—TNT, BHFLIAT V=27 M XTERLET, MBS U TiE, M@ A 728
WA T2 ST A= ENET,
Issues
@ Duplicate Ignore (4)

| Inconsistent
Unused

ATv T3 MY (Ignore) 1527V » 27 LT, MBAXYA 7 ZLICEELET, SMEE XA 7 Z L ICERT H0ENR
HY ET,

ATV T4 [OK]ZZ V7 LT, FRODFT V=7 FAEGHTHZ L 2R LET,
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| F3o0va—F104
71 zoggke ]

—

TN A DFERTIKEE

CDO 7F ¥ MIH VR — REINTT A AOHEFGIRELZR R TEET, 2Oy ZiE, &

F I ERERORE A BT 2 DICENL B E T, [ X2 b U =20 [ I,

DEERCRENF RSN ET,

FORA ZADOPEFRREN T4 T A v OEE.

F XA A

T INA ADBEIRINA 272> T\ T, CDO I

ERSNTWL ez BRLET, UTFTORISEHSN TV L ZOMOKIEIL, @, &I
FRHEHTT A RN E LIZHAITR Y £9, 2RI, 20K 5 REE»HEIET
LHEER L TWET, BEREEDRIK & 72> T DN ERD 2 /RN D £4, e
fea ks &, CDO I, H#EHia FATT DN, FT IO OMEEZ T X THRRT D X9

RO FET,
TINA R DIEHIREE EZZ2bNb5RE fR{E B
> Z A > (Online) FNRA ZADBIRNB A>T |NA

T, CDO IZEfHi SN TWE
T

i VA

T NA ADEIRBPEIN TN D
M. Ry NI — BNk
NTWET,

FRAANFTTFA N EH
DR LET,

Insufficient licenses

TNRA A7 T AR
NHY EHEA,

TARVARED N T TV
va— bk (15—=)

TVLT Uy VINERTH D

CDO NTF /3 AT+ 57
DIFEAT D2 —P—4 & X
AT — ROMAEDENIEL
< B EHA,

Mo 7 A ANEHRO T T
N a—T 47 (16 X—
D)

New Certificate Detected

ZDF A ZADFFENEE
SNE LR, T304 ABHED
BAGEEEZHFEH L D8
G ZIUET A AOERE
BN LI E L=
HEMERH D F7,

BHGERAFORMBD - Z 7L
va—h (17°=)

FoR—T 4T T —

CDONF v R—F ¢ v JTHIC
TNA RO Ko T
RN £97,

FUR—=F 4 T T—D h
FINYa—k 26—)

FAEVRAREDRZ T a— bk

TN ADFEFGAT — X AN [TA B ABARE L TWET (Insufficient License) | & FR 4L
L%EE. LTOFIEEZIATLET,

FSINYa—TFaT .
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B =vsor omsorsinya—540y

ATvT1
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

T NRAANTA VL AETETHETLIELLFHET, @H . Cisco Smart Software
Manager 2387 LT A & 2 A% T3, AT T 2 IEERE A 0000 F97,

o TNA ADAT —H ANEDLLIRWEAEIE, CDONLY AT U MLTHLEEY A
ALTHIETCDOR—ZNVERHFL T, T4 BV AP —N=LT NS R LDOMDOFR
N — 7 BEOREA B L ET,

cIR—HANEFH L TCHLT NN, ADAT—EZANEREIN WS, ROFIEZETLE
j‘o

Cisco Smart Software Manager 7> L8 LW h—27 U &AL, a2 —LE 7, e VW TlE, A~—F7
A ADERICEATAIET A2 TEL TR,

CDO F s —ay N—=T, [£ XY (Inventory) | ~—T %27 U v 7 LET,

(AL R 2T %H2 Y v 0 LEF.

WYIRT AN, AZATDE TR IV w7 L, AT—FZAN[TA B ANRRELTWET (Insufficient
License) | DT /A A& BR L £T,

[T /34 ZADFEHM (Device Details) ]34 T, [TA4 BV ARFRE L TWET (Insufficient License) ] 125
IREND[TA B ADEEE (ManageLicenses) (%27 Vv 7 LET, [TA B ADOEE (Manage Licenses) |
U4y RUBRERRINET,

[7 77 1714t (Activate) 17 4 —/V KT, H LW =27 U ZAED1F T[T /314 ADE G (Register Device) ]
7V w7 LET,

=2 UNT AL ANTEFIZHEA SN D & EEIRRED 42 7 4~ (Online) JIZEDY £7,

BHGOTA VBERO S TN a—Ta 0T

ATy T
ATy T2
ATvT3

ATvT4

ATvTH
ATv 76
ATvT1
ATv78

N v T A AMNERIZ L DT A ZOGMW 2 RS 5121, ROFIREZFEITLET,

[f o _ P R—=VEHEET,
[(THAA R B T2 ) v 7 LET,

WYRT NAARATDE TR Y w7 L, AT —H AN [higa 7 A E# (Invalid Credentials) ] @
TNA AL IR L ET,

[T /34 ZD7EM (Device Details) |1 > C, [#2h72 1 71 1&#H (Invalid Credentials) ] 12K S5
[ (Reconnect] #7 U w7 LE9, CDO BT /A AL DOFHERZRITLE T,

FNRAZADF LN —PF =44 L 2T —FDOANERDENT-6,
[%¢1T (Continue) 1% 27 U 27 LET,
TNRA AN T A N0, EHATEAREL o725, [ALS (Close) 127 Vw7 LET,

CDO T A ASDEGICFR S Tl E s Tom 7 A UEREZEA L L D & Lcled, T35 A~
CDO BMEHT D2 —H—4 LAY — ROMAFDLENR, T3 A ECEHELAHE INIZARERSH Y £
T, TAART T4 0] TR, AT —F AL AR SvE L7z (Conflict Detected) ] T
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D ENPNY FET, MHEROBA DR (Resolve Configuration Conflicts) ] Zf#H L T, CDO &7 /34
A O DR A MR L TR L E T, GRIEDHG DOk

HRGIAZEDMEED S5 T a—+

CDO TOIEAEDFEA

CDO X, T/3A AT D & ZITFEHEORIEZT = v 7 LE T, BMARIZIE, CDO X
WD EEERLET,

1. TRAATTLS A=V a v LOLIEEER LTS,

2. TAA AL VIR SNDEAEPADWIRANTHY | EHHPBEOHMNTHL (F72
bh, TTITAMMIR>TEY, BRICAMESND LA Va—A ST |

3. FEMIEZ. SHA-256 AEHIETH 2 Z &, SHA-1 FEMFTZ T AN ER A,
4. WOWTNPNFEETLH L,

CFA AL DB B R L, £ ORI S AUl & 0 (E S
NI OFEWE L[ L Th 5.

"T/\/I)Z i ,fD%ET% ép‘LADEE% (CA) i)‘%% L?‘:?ftﬁﬂg%fﬁfﬁ L/\ f%ﬂ?éﬂf:U“—7
AEAENGBE CAIZY 7 LTWAREAETF = — 2B L T D

Zhbit, 7T UV EIRRL D CDO OIFHEOMH AT ETY,

« HOBAEAEOL S, CDO L. T/ ADF L R—TF ¢ v 7 £ HEHERIC, R A
A% F = 7 BHHCLT, RDVIZ, ZOFEAENKRL—F—ICL > TEHI W
AENE L BRI BT 22T =y LET,

CDOIL. £ CA ZHR—FLTWERA, BESTIE, N CAICL-TEL SN
CAEHEAT = v 7T HETIH Y A,

ASA T NHRA ADFEAETF = v 7 %, TNRA AT LTI THZ LM TEET, ASAD
AEEZ CDONMEF TE WG, TOT AL ZAOFIHET = v 7 28T 547 v =
VBV ET, TAL ZADOITEHEF = v 7 OB ERLTHIERKRE LTT NS R E A
A= RTERWEHEE, TS RCELTHEELZIP T FLABLOER— FRIELL 72
WPEIEEFTRE TIERWATEEMERN B D £ 77, fEETF = v 7 2/ a— BN T 5
B, FEYAR— T3 EE%%%%OT/M’X@@%%%;/7%?%1%% W35 5k
LBV EHA, IEASA T AL ZADFENAET = v 7 28T 5 HETHY FHA,

TNAZADFEAET = v 7 ZWHIZ L TH, CDO X, 51&EHE TLS ZfEH L TF /31 X
W LETH, BROMMICHEH SNAEHEEZRIELERYA, 2F 0, Ny U7 Hf
FWBEZ IR A I CE THAN, 727 7 ¢ 7THBBEE X, B3 E % CDO 12
BT D2 LTk o T, a2 ERH Y 77,

FSINYa—TFaT .
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B ssaszomzEorsIL -+

SEAEDREBEDRFE

WL DPOEE T CDO N7 /A R A AR— R TERWEERH Y £4, ULIZ TCDO cannot
connect to the device using the certificate presented| &9 A » B —UNERRIN DAL, GEH
ZIZMERH Y £, ZOA v E—URUNIRREINRWIGEIT, NGO (734
ACBFETEX RV ERIFZZOMOR Yy b T —27 =7 —ZB#E L TW D A[REMER &< 72D 97,

CDO MFEEDFEHFZEGT 2B M A AW 51213, SDC AR b, E/EZBTET A R(ZF]
HETEDRORARNT, openssl v FIA Y — L a2EHLET, ROa~vr REfEHL
T, T/ RSk o TR S NGB R 7T 7 7 A VR AFR L ET

openssl s _client -showcerts -connect <host>:<port> &> <filename>.txt

Zoaxwy FTE, ®MEEtE Y v a VBB IS NS00 BREIC CultC F—2 ML TR T
TOBENRDY £,

RO XD M N G 7 A VMERENET,

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1
depth=1 C = US, O
verify return:1
depth=0 C = US, ST = California, L
verify return:1 CONNECTED (00000003)

Google Inc, CN = Google Internet Authority G2

Mountain View, O = Google Inc, CN = *.google.com

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DOEBCWUAMEIXCZAJBgNVBAYTALIVT
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DOEBBQUAME4xCzAJBgNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y 7/mHyhD8S

Server certificate

subject=/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent

Peer signing digest: SHAS512

Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes

New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE

B rsorva—F424
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Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4F5A25BI5C37EF7C6870F8C5DD3755A9A7BACCE4535190B793DEFF53F94203AB0A62FIF70RB9099FBFERABIBG

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[.
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..A6f>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 £fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.
0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E

0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.cC
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

ZOHIITE, OIS, BEEYAZ—2 (verifyreturn) 23— FAVRSN TV D& OITICER
LCLEE, GEAEICET 2MENFIET 256, 20 #—ra— ey,
TT—DOMANERINET,

COFAEIS—aI—FOJRMZRHALT, —BRHLGIS—EZDEBEAEZREELTSE
LY,

0X509_V_OK : #AERRII L E L7,

2 X509 V_ERR_UNABLE TO GET ISSUER _CERT : {E#H C& 72 W \iEHEO I THFEHEN A
OMY EFHATLT,

3 X509 V_ERR_UNABLE TO GET CRL : ZEHi#E®D CRL R RL5730 £HATLI,

4X509 V_ERR_UNABLE TO DECRYPT CERT SIGNATURE : iFHHEDEL #1H 5 CT& 4
ATCLT, Thiud, EBEOBLMER, WFHEE —B Lo Tldkl, HlTEhaloZ &
ZEWLET, 2L, RSA F—IZOoWTOAEKREZFLET,

5X509 V_ERR_UNABLE TO DECRYPT CRL SIGNATURE : CRL DE4 #H 5T EHAT
Lz, ZAud, EBEOBAMEN, WIfHE L —H L2V TiER, HRlTERro7cZ L2 R
BRLET, R,

6 X509 V_ERR_UNABLE_TO_ DECODE_ISSUER PUBLIC KEY : ZEH# SubjectPublicKeyInfo
DABF — %A EFATLT,

7 X509 V_ERR_CERT SIGNATURE FAILURE : iEPHEOE4 NELTY,
8 X509 V_ERR_CRL_SIGNATURE FAILURE : iEMHED B4 N T1,

FSINYa—TFaT .



FSILLa—Fay |
B ssaszomzEorsIL -+

9 X509 V_ERR _CERT NOT YET VALID : iEFIEN L7262 TiEdH W £ A (notBefore ? H
FRNBAERA L V% TT) , FFCOW T, Z0%O THERY ¥ —r 22— R 9 GEREN
FEADTIELY THA) | 2R TLIIZEN,

10X509 V_ERR CERT HAS EXPIRED : iEFAEDOH RN T TV E T (notAfter D H {123

BUERA LV AITY) o sEMIC OV T, Z0#%0 [fERY ¥ —ra— K10 GERAZEOFR)
HIBERTINTWET) | 2R LTLEIN,

11 X509 V_ERR_CRL NOT YET VALID : CRL N 728 Tlixd v 8 A,
12 X509 V_ERR_CRL_HAS EXPIRED : CRL O hHIIRNEI TV ET,

13 X509 V_ERR_ERROR_IN_CERT NOT BEFORE FIELD : ZEH]3E® notBefore 7 4 —/L F|Z
N2 RN B ENLTNET,

14 X509 V_ERR_ERROR IN CERT NOT AFTER FIELD : FiERAZE D notAfter 7 1 — /L RIZHEL)
IR EENTWVET,

15 X509_V_ERR_ERROR_IN_CRL_LAST UPDATE_FIELD : CRL @ lastUpdate 77 4 —/b |4
RIRRABEENTOET,

16 X509 V_ERR_ERROR_IN_CRL NEXT UPDATE_FIELD : CRL ® nextUpdate 7 - — /L |2 {E
NIRRFZ DB E ENTVET,

17 X509 V_ERR_OUT OF MEM : A#EV 2BV Y TLH L LTI —nFELELE, Zh
IR L TRALRWITTORETT,

18 X509 V_ERR DEPTH ZERO SELF SIGNED CERT : Jf S /il EHIXH L BAEATH
V. EETELHFED Y X MIFE CFERAER o010 8 A,

19 X509 V_ERR_SELF SIGNED CERT IN CHAIN : {4 C& 2\ GEAE A2 #F L CIEHE
Fo—UEBETEELLEDN, L— B e—B /L TRONY EFHATLE,

20X509 V_ERR UNABLE TO_GET ISSUER _CERT LOCALLY : = — /LTIy 7 T v 7 I
TREEORITEEEN RO FHATLE, ZHUE, @, FETEX2EHED Y X K
MEETIT W EEERLET,

21 X509 V_ERR UNABLE TO VERIFY LEAF SIGNATURE : F = — U ZFEIEN 1 D Lo
ihfﬁ%f ZNDRHCEALFEATRVWED, BAZBRETE EEATLE, FEMICONT
X, 0% TERY #—ra— R 21 (BAIOERHEFELRIETEEEA) | 2ZRLTLE
éwo#ﬂ_owfﬁ\:@%@F%%U&—y:—P:m(%@@ﬂ%%%@ﬁf%i@
A) | EBIRLTIEEN,

22 X509 V_ERR_CERT _CHAIN _TOO _LONG : ffETF = —r ORI N, E SN2 RKIEE
L TWET, KEEH,

23 X509 V_ERR CERT REVOKED : GEBIER KL TWET,
24X509_V_ERR_INVALID CA : CAGEHHEELTI, CA TIERW), £ OILRMEEDS, 172
ffEENTZHE B L TWEREA,

25X509 V_ERR PATH LENGTH_EXCEEDED : basicConstraints @ pathlength /X7 A — % % 2.
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26 X509 V_ERR_INVALID PURPOSE : f&fit S 7-GEEL, EESN B T 4

A/o

27 X509 V_ERR_CERT UNTRUSTED : /b— ks CA 23, fEESNTHMICEHL TEEHTE S
DELTY—7ENTVERA,

28 X509 V_ERR CERT REJECTED : /b— k CA 3, fEESNT-HWEZHEST L L HIc~—7
SINTNET,

29 X509 V_ERR _SUBJECT ISSUER MISMATCH : {4:4 M BIfEDREAEDIRITHE 4 & —F L2
W2, BITEDOBARATEGEENES S4LE L7z, -issuer_checks 47 Y 3 U % E ST
LA DHBFRINET,

30 X509_V_ERR_AKID_SKID _MISMATCH : {4 % —#5l -1 2L L. BUEDGEREDORIER
F—il L =B Lo, BUEDBMRITETEHEFEEG Sk L7z, -issuer_checks 47
VaUPERESNTVDOIHAEICOHRFRINET,

31X509 V_ERR_AKID ISSUER_SERIAL MISMATCH : %174 & v U 7T AB SN FEL, H
FEOFEHEOTIERF —#B & —B Liani=n, BUEOEMRITEEAENES S E L
7o -issuer_checks 7' a VIR E SN TV AL RICOARRINET,

32 X509 V_ERR KEYUSAGE NO_CERTSIGN : keyUsage 3R fHIK AN REFAZE D B4 277 LT
WRWIZ | BUIE DB ITEREE G S E LT,

50 X509 V_ERR_APPLICATION VERIFICATION : 7 7'V 7r— a3 V[EHAEDTZ T —TF, Kl

%O

[New Certificate Detected] * v t—

HOBAEHELAFOT A AET v 7 7L —RNL T, Ty 77— 7 2%ITH LWEE
BENAERR S NT2HG. CDO T, [#E (Configuration) ] A7 —& A & [#%#i (Connectivity) ]
AT —=HZADM L LT, THLWIEHESKRE S4LE L7 (New Certificate Detected) | &\
IAYE—UBNERSINDZ ENDHY ET, ZDOT N A% G| EfiE CDOBEHT HI121E,
ZOMEE FEICHER L TR T H2LERH Y £7°, iEAZENRFEYI ST, 751 ADIREEN
EFIZiolanb, ZOT A AREHTEET,

)

GE)

BEDE B RT /A A% CDOIZ[RRHIC —45#H S 5 & CDOIL, 7 /34 A LR LWL
HEEZ BBIRICHGE L CRIT AN, Thh L OB ZTIT LI,

B LWEREAFEZ iR 2123, ROFIEZEH L X3,

1

2.

[f X F U (Inventory) ] X—VICBEIL 7,

TANZEFER LT, BAT —F AETTRKEAT —F AN [H LWGERAER R S
F L7z (New Certificate Detected) | THHT A ZAaFm L, BT A A% RN L F
j‘o

[7 7 ar (Action) ]<A T, [REAFEOM (Review Certificate) ] &2V v 7 L%
79, CDO T, RO DICREAEEZ XY Vo r— KL, HILWGEAELZZITAND Z &0
TEET,
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4. [73A AR (DeviceSyne) 17 1~ R TR (Accept) 1527 U v 7 $ 20 [T°A4
A~DOHERE (Reconnecting to Device) 17 4 & R T [#i1T (Continue) | %27 U v 27 LE
D

CDO X, T NA RAEFH LVWECEBAEREL BE3MICRBM L ET, R IZT /31 %
ERATHITE, [ XMV RX—=C T CTEHNTAOIMLENELAEERH Y 7,

HHELS—a—F
12 —>a— K0 (OK) (f=f2L. CDO [F3IBAEIS—%#ELEY)

CDO 1%, FEAEZTUET 5 L. Thttps:/<device ip><port>] ~D GET 2— /L& F[TT 5 &
[ZED . TA AD URL ~OHEf 2 A £ T, TABKIEL2WES, CDO IFFEHET T —
HERALET, GEHENEDTH D (openssl 180 2F VD OK ZIELET) ZERNbhoTni

B LEIE LTV AR—FTHOF—EZRY v AL LTWAFREMERHY £9, 20
a. Woa~vy Reffic&EEd,

curl -k -u <username>:<password>
https://<device_ id>:<device_port>/admin/exec/show%20version

ZHICED, RO EHIT, ASA LTEFEIZHE L TWAIMNE I NETERT L2 L TE, HTTPS
Y= N—NASADIELWHR— FTEHELTWAINE I DN ETF 2w 7 TH5Z2 L TEET,

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*
SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*
TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:~*

RS2 —2a— K9 GEAEAFEEMTEHY FEA)

o7 —%, S NTEEEORITHNERO B TH LD, 7747 "BENER
b oL LTHRbARNWI L2ERLET, L, iEHEORERZMERNIEK TH 5 iTHE
WRHY ET, o, BOBAHZEOL AL, IEHEAMEEO T /A 2 ORFZ A EIE > TV
2 EDFKRTH L RN H D £,

T T —|i%, FHFBED notBefore ® AR EENT-FTNH Y £7°,

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid
notBefore=0Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=0Oct 21 19:43:15 2016 GMT

ZOxZT—=nb, GEAENNOENI R L0 EHHTE £,
(23]

FERAE D notBefore @ HAHZMED HAF TH D ME N H Y £, notBefore D HAF& LW FEUVH
FHZ U CREEZ FRITCEX E7, ZOMBEIX, 77472 MERIIRITT A ZADWT
TIRFZINIE LS EE SN TR WSO BAETHARERH Y £7,
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RUA—2a—F 10 GIAZEOEMHARSTINTLEY)

:0)1’7 1, SN FERED DS EH 1 DOHIENIINTWVWAZ L2 ERLES, =
T —IZiX. FFBHE® notBefore ® AN E 717 08H 0 £97,

error 10 at 0 depth lookup:certificate has expired
ZORPBIRIE, AEHEORICEEN TOET,
1&1&

AEED AL IR OGS ME—DEE A, DOEREZ RSS2 2 L T, GEE

DENHRINERD B TH D DIZ, openssl RHIREIINLTH D & FiRT H5AH1E. 20 B a—

FORAMERAZT =y 7 LTS, &z, GEFED 2020 412 %@@m_&éio
ICBREESNTWADIZ, I Ea—XO R 2021 FFIC o TWAEES, FOa L Ba—4
TREFAFEZ BRI & L TRV ET,

A —ra—F 21 (RYDIAEZRIIETEEEA)

ZOxTT L, EAEF = —IZMERH D L. TS AT Ko TR S NZRE EZ(E
HTEDZ L Zopenssl PERECERNWZ L ZRLTCWET, 22T, LEoOBlOfERAET = —
YEFANT, AEHETF 2= N ED L IITHRET 200 Z R THEL X D,

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
..lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DOEBCWUAMEIXCZAJBgNVBAYTALIVT
..lots of base64...
tzw9TylimhJpZcl4gqihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DOEBBQUAME4xCZzAJBgNVBAYTALIVT
..lots of base64...
b8ravHNjkOR/ez41yz0H7V84dJzjA1BOoa+Y 7/mHyhD8S

FEET = — 2 lE, AL Lo TR SN DREHED Y A R TY, ZOU X ML, ¥ —
A~E¢®£%$#%%ib E O —/N—DFEIE Z FRRER O fi_EALOFEREIZHE O 1T
L. BEEMICL Y B oFRERERAENG TR E T, FAEAECE, o84 (Is) THED
1) &20%17H (i) THEDHIT) OV ARIIRINTHET,

0L, FSEREIC LTSN =0T 07 0T, TR, lfaragEn k., 5
B Lo UTREAZEORIT A= T o T o DIBAH L EEN T T,

FSINYa—TFaT .
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BITHEIL, AEAEERIT LT 47 4T, ZHUZiE, k7 s — LV REEENTEY,
LAl idEsA b EENE T,

PR —%, BT 25GERIC X » THEBERITINZEHEL > TV DA, fEHET = —
VICHOFERAEE SO DM ERH Y A, ROX D72 1 DOFEHENRT RSN E T,

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*_ example.com
i:/C=US/O=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgA59gdbalO/BE

ZOREHEERMET D & openssl i%, *.example.com @ ExampleCo FIEFAE2Y, openssl ODFHA
IAFMETEA N TIAFET DEHETE DGR DOFEHEIC Lo TIELS BA SN TND Z & &k
AELET, TOMAEDKRIZ, openssl I, T /34 AZIEF ITHE L E7,

2L, FEAEDY— =2, BETELCAICL-THEEBL SNZEHERH Y &
o RDVIT, BAIOED X 512, H— "—DFFAEIZ 1 DL EOPREFEAEIC L » TEL S
NTEY, EMOFMEEAEN, FHTE5 CAILL > TEA SN REHEZRFLE T,
OpenSSL (X, 7 # /L FTiX, ZHHOHH CA 25T T, [ TE 5 CA TRb DR
FEET = — U RREIN TV AHEICOR, TNOLERIETEET,

HRIFRAERIC & » TEL SN EHE ROV — =0 G TE 5 CAITEOMHT =7
RTOFEAE (TRCOPMGEAELETe) 24T 2 ENEFICHEETT, Z0F=—
ERPRIE SN2 NEEE L openssl D DHINTRD L 972 DI £97,

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent
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New Certificate Detected] * v t— .

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987TF64AESF603AAF8E65999BD21B06B116FE9968FB7C62EFT7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

ZOENIE, == 1 20FEHEOCHZRZM L TRV | RS ZfEENMEE S
N— FRRGER TR K PRFRGERIC L > TEA SN TNL Z L 2R L TWET, oA
3 FERGET 7 — bR STV ET,
EE
ZOREIL, T AL o TR SNCREAEORENFE > THWDOTeDIZBELEY, =
D ZMEE L T CDO £72EZDMOT 1 7T LARTNA ATERHHRTE DL L HICTD
ME—DFEIZ, ELVIEAETF = — 02T A AZr— RL T, #iL 527747 MZ
SERIGEAET = — U AR T H 2 L T,
T CAZ F 7 A FARA » MTEDHITIEZ, ROWT A (CSR AYASA TEKSNTIZNLE D
MTIELT) OV 7 RIS N TODFIAICHE - TS &V,
* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15

[New Certificate Detected] * vt—

HOBAGEAEELFFOT NS AT v 77 L— KL T, 7Ty 77 L— 7t A %ICH LWGE
BENAERR S NTZHEG. CDO T, [#E (Configuration) ] A7 —# A & [#%#i (Connectivity) ]
AT —=HADM G E LT, THLWGEHEIKRH S E L7 (New Certificate Detected) | &\
IAVE=UNERENDZERHY £, ZDOT A A&F| & & CDO M HEFT 51T,
ZOMEE FEITHER L TR T OXLERSH D £9, GEENFRIISN T, 7340 ZADAREEN
EFIZIRoTzh, ZOT A AREFEHRTEET,

FSINYa—TFaT .
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\)

GE)  BEOFEHNRT A X E[ERFIZ CDO I 58595 &, CDO LT /A A2 ED#H LWiEH
EEHBICHERL TZITAN, TR EOFEREHITLET,

B LWEEAFZ R 21203, ROFIEEZEH L ET,

AT Tl FEF—v a0 R_X—=T, [ XU (nventory) |27 U7 LET,
RTFYT2 [THRARET %7 ) w7 LET,
ATV T3 WYUIRTNNAARZATOET 27V v LET,

AT T8 TANVEEHERA LT, BAT —F AEIIHERAT —F AP B LVGEAESHRE &N E L7z (New
Certificate Detected) | THHT NA AZ KR L, LBRT NA AZHINLET,
AT9TS [77 =y (Action) 51 T, [REFFEOMGE (Review Certificate) 1% 27 Y v 7 LEJ, CDO TiL, fif
ROTEOICFEREFELZ X 7 or— R, HILWIEAELZZITANDL Z ENTEET,
ATV 6 [T34 AR (Device Sync) 1V 1> RO T [EAFE (Accept) 1 %7 U v 7T 5D, [T /3 A~D
(Reconnecting to Device) |V 4~ R T [#iT (Continue) 147 U v 7 LET,

CDO &, T/ Az LWHCEBAGEHE L AEMICRBI L ES, REEShT A 2 %e%k
REDIE, [ R_R MU R=VEFETEHRT OLENELLHE607HY 7,

AoR—TFT 42T 73—D LTI a—Fk
FTNRAADFVR—=FT 4 7T =%, SEZERFHRTRATAESELH Y £,
WOBEEE FITTEFT,

ATFYT1 [ U (Inventory) | X—IT[F/31 A (Devices) | ¥ 7 %27V v7 LET,
RATw T2 R T A RZATDOET o7 Yy 7 L, ZT7—BRELTWVWILIT NS ZAEZRIRLET, HEICE-T
. AN T —OMBANFRENET, HAICERENTWARERT 7 a v 2FETLET,

Eyl e

ATY T3 CDOMWBLTNA ALV AX U ARBIBRL, T3 ALV R—F 4 o T HmRITLET,

[B5 &+ H (Conflict Detected) ] R T+—4 R DfER

CDO ZHT D L. T4 7T A AT LICHARNEZAMMEE TN TE I T, BEH
tH BENZ /2> TWT, CDO ZEMETIZT A ADOBREICEEBMA SN HE. T34
ADFEEAT — 4 AL [BEA R (Conflict Detected) | & FRINLET,

[FiA#H (Conflict Detected) | A7 — X A &3 51215, RO FIEIZHENE T,
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ATwT1
ATvT2
ATvT3
RTv74

ATy T5

ATvT6

[RE]

remg) 27—2 2ok |

FEr—a i N—T, [41 XV (nventory) %7V v 7 LET,
[7 /34 A (Devices) | #7 %7 Vv 7 LT, T4 A& REDITET,
WY T A AR TDETH7 Y v LET,

BMAEWME L TCNDT A AR, AHOFEMAAA > T A O (Review Conflict) (%7 U v 7
LET,

[T 34 ZAD[EH (Device Sync) | X— T, MHERIN TODMESEZMRL T, 2 DO EE B L
i‘j‘o

=AY,

o TERIRICERIR SN2 T /31 AF%E  (Last Known Device Configuration) | &9 7LDz 01
X, CDO IZIRTEESNTWDT /A ARETT,

o 734 2T (FoundonDevice) | L1197 ULDRNZ SF UL, ASADFITAL T 4 Fab—
va VIRES N TV HRETT,
ROWFRNEZRIRL T, S Z Mk LET,

« [TAA ADEH Z 7K (Accept Device changes) ] : i%iE & CDO IZIRAF S AL TV D IREE T OEH T
NAADFITa Ly 7 4 Fal—raryTEEXINET,

GE) CDOEF=a~r R IA v A v ¥ —T A ALSTOD Cisco I0S T /31 A~DERDRER %V
R—=F L TR, A Z T D30 Cisco I0S T /34 ZADME—DERAZ T [L B 2—
7L£ L T (Accept Without Review) ] T3,

o [T ADEFE A (Reject Device Changes) ] : 7 73 ATHRAF I N TV DR E % CDO IZRTF S 1
TWVWHRETEHEELET,

GE)  EEEIIAREINEETNTORELLIL, A0 ZIliEshE T,

Bl AT—32 ADfER

WOFIEEZFEFA LT, REW] ORERAT—H ZADTNA A EMRLET,

ATY T FEF—2 g 3—=T, [ U (Inventory) 127V v 7 LET,
AT T2 [T34 A (Devices) | X757 Vw7 LTT A RAERDTF D), [T 7 L— 1k (Templates) | ¥ 7% 7

ATvT3

Vo2 LTEFATFANAAL A5 RO ET,

WU T NAAEALTDETH ) v 7 LET,

ATy T8 RAMEREINTT AL AZRIRLET,
RATv 5 Ao REH (Notsynced) |73/ T, IKOWTNMNETIRL ET,
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