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CDO XY R— b T BTN, RAEEFT 5I21E, CDOIZT /S, A~Dhttps 7 7 & AMENSLET
D

ZDTNAANF Yy T =7 TED XL HITHESINTNDD, BILOSDC BFET D HATIC
XoT, ZNEIT) HFIETERLRY 5,

779 KSDC 2T 22—V =T, Xy hT—7 DI TEHT 7 ¥ AEEZFIHTE 5 &
T HHERLY F3 (#EYEr7ar~nl) )

Fr T VI ASDC BEAT L2 —V—L, WEETIXEBA ¥ —T =4 A (REFH») %
FHTEET,

COO7Hho2bDIYIITRE

AT T1
ATvT2
ATvT3
ATvT4

CDOT7 A MY AN 74 —AIZGBALT, CDOTH YV ha2 ) 72 ARNTEET, U
JITARNTA—LEFEHALT, 30 HMOEE N7 AT LEY 72X T 50, T CICKINE
HD CDO 7A B  ADHEMREAETEE T, ZOFLFTIE, 7+ —LIZHRAT HERICFH 4
BN A FIEICOWTEELLS BB LET,

IR B
CDO 94 B AZHET DI, MGEOTA B AR LET,

ZOEREFEHALT, CDO 74 AEZHWAT DI, BABALOTA B AR LET,

* Enterprise License Agreement (ELA) ZBRHDOLEIL, TN Rro—fiE LTHEAL
ARV AEFHER L TLEIV, CDO 74 B AZ T TIZEFSTWHAREMEDRH Y £
T, CDO 7= ¥ — b OFEHHROKZZML T, 74 b A& T 2B L T
éb\o

VAaAN— =B LTIA B AERELE T, CiscoCommerce (CCW) ZZHHR LT
{TZEW,

* Cisco Commerce (CCW) Z{HHAL T, Y RAanbEEECDO 94 AZAL £,
+CDOT—4—hEMALT, 74 AOFHEIZOWVWTFOET,

CDO T CTIZHEA L TWAHAIL, SO B L BWESTEZRG L £,

CDOT AT N 7R MR=VIIBEILET,

v (Yes) 1227 Y v 7 LT, @EEEREZV A LA TLHZ LICRIEBELET,
[4h & FEHAKSE  (Company and Primary Contact) 112, A AE#EZ AT L E 1,
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I Cisco Defense Orchestrator ()& A&
Secure Device Connector (SDC) .

ATv 75 [EM (Your Requirement) ] FHIK T, IROWTNNEER L E5,
* [30 H I OMiESERE (30 Day Proof of Value) ]:30 HIiO W AX~— T34 T NADY 7T A |,

« [CDOZ A 7 (1 Bought CDO Already) ]: CDO O5E2fii%A T CTICHEA L CTWETA, 77 EAT
TEHA,

e[/%— FF—=TH 7k (Partner Account) | : A a/8— R F—DFE HITHEH S5 k72 7T
TR,

« [NERT 4 7> b (Internal Account) | : ¥ AT DONERL—HF —IZHEH SN D KFHIRT 7> b,

ATv 76 [SOE;@?’J%% (Sales Order & Contract Number) ] 305> TWAEAIL, FFME A LEd, CDO %4
IZHEA L TV D EEIE. SO &K EFSOFEMAZZ TR £,
RATvT1 CDOZEHTHI—Var ZIRLET,
ATy 78 [CDOD =T —A%—A (CoreUse Case(s) for CDO) | M4 2 & 22 228 CDO O A H 1Y % B
THDOIENLHLET,
ATY 7T  IRXMOREDL Y PMERGEIE, CDO LAV R—RTHT NN, ADXA T EHEERELET,

AT 10 Cisco Security Analytics and Logging #REZ H#hC 35 & CDOIZA XY hr V&2 T /A ApbHRon
TEEY AT MIEE LET, FBMIZ OV TIE, Cisco Security Analytics and Logging &M L T 72 &
AN

GE) ZOMEREIL. APICY — Y a o TIIMERTE IR A, T/ X TAHVERHLIEEIT. TA M
WZBID Y —a U EBEIR L TL7ZE0,

ATy TN [FAEZE (SubmitSurvey) 127 U 7 LEd, CDO F—L4728 24 FEFILINICY 7 = 2 R 2L L %
ﬁ‘o

ZDEROFIE
ROFMAD RS- HBEREBEF A=V mE £7,

» Cisco Secure Sign-On (2 > 7 7 : Cisco Secure Sign-On T7 I 7 v b &ER L ET, §f
MZOWTE, FHCDO 7 v h~of)Eln 74 > (30~—2) Z2ZML TSN,

» Cisco Defense Orchestrator |[Z7 7 A LE 3, 7 hH v MERFRIGEHINE T, CDO I
7 7' AFBIZIL, Cisco Secure Sign-On (WA AL, VZZA ML) —2a T
CDO Z &R L £,

Secure Device Connector (SDC)

THNA AR T A NEREMH L TCDOILT A A% A R—TF 1 73 584G, CDO L,
EDT A AL CDORIOEEEZ X T57DIZ, % v T —71Z Secure Device Connector
(SDC) #X 7o — RLTRERATAHAZENRA NS T 7T 4 A2 RRLET, L, &
E WG LT, T3 A0 CDO MO DINRA v Z—T oA A% L CEHBEBELZETE 5 L
WZTAHZENTEET, @it X=2UT 47771472 A (ASA) . Firepower Threat
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Cisco Defense Orchestrator M E A& |
. Secure Device Connector (SDC)

Defense 7 /34 A (FTD) . Firepower Management Center (FMC) . Secure Firewall Cloud Native
TA AL SSHEB LTI0S 7731 ZF9_T, SDC 2l L TCDO A AR— R T&E £,

SDC L, BHXMRT NA A TIEITTHMLERDDa~vy Ne | FHEIGT A ATEET D0
ERbDH A= ONWT, CDO Z-EMHRLET, SDCIE, CDOIZfboTZDa~vy N
FITL., BEHHRT A AR5 TCDO WA vE—VZEE L, BHART A ZANHD
&% CDO I L £,

SDC /%, AES-128-GCMover HTTPS (TLS1.2) #ffiHl L CTEA B L OG5t S =L a7 i8lF
Av—VEMFEHLT, CDO LBEELET, AV BA—RKOT A R —EROTRTOR
TA UERIL, 77 U D SDCICHEER (LS5 7217 T/ <. AES-128-GCM %/ L T
RAFRFC b b SNE T, SDCTETNT AL ADu T A4 AEFRICT 78 ATEET, ftho
CDOY—vR T /A U NERIZT 7 EATEZEHA, SDC & CDO MOHEE ZFFr 7 5 ik
DU TIX, [Cisco Defense Orchestrator DB FEGI R T /XA ZA~DfE (5—2) | 5L
TLIEEW,

SDC L, 77 TF7AT VAL, NAN—=NA P LD~ & LT, £7201F AWS X° Azure 72
EDT T RREEICA VA F—/LT& £, CDO N A A~ L SDC A A — V&l
HEDETHEHLTSDCZA VA =952 ¢, MAORME~ Y U ZERLTEDLIC
SDCHA A R—NTHZLEHLTEET, SDCHIET 7T A 7 2 AZiE CentOS AL —TF ¢
VIV ATANEENTEY ., Docker 2T FTNTEITINET,

% CDO 7> M, BHIROEKD SDC #FF>Z ENTEET, ZNHD SDCIET o M
THHFEINT, 1o0TFTF v FEATT, 1 OO SDCRNERTE 5734 20T, T bHd
FTONA AMTEANSINIMEREE . RET 7 ANVDH A XL > TR 9, 72720, EBEZE
B3 57292, 120 SDC B3 500 DT NA AP R —FT52 LE2MELTIEEN,

T MZEEO SDC Z BT 5 & ROFIRLHY £,

e NRT =< U AFBBETEEDLZ L%, CDOTF o FTEVELL DTN, ZAEEHTE
s

e Xy NT— I NOREEENT-%y NU—27 87 A MNMISDC ZREBEL., 2O 7 A |
WOTNA ZA%FE L CDOTF > hTCHlEfmEEHTXET, HEDOSDC R WGAE, 2
NoOBEES= %y NI =T8T A NNOT A A% %727 CDO 7F > b CEH
TAVERDHY 77,

2 FHLIBED SDC # BT 2 FIEIL, A SDC # EBHT 5 FIHE R LT, 7 MOk
MO SDC IZiE, T v bR EFEE 1 BHAIAENTEY . CDOD [EF 2T axs ¥

(Secure Connectors) | ~~—JIZF/RINET, BINDOA SDC (2%, NEFICESHMFIT bvE
9, CDO ® VM A A— % L 7= Secure Device Connector DRI (6 2—) BIUHH
® VM ET® Secure Device Connector DR (11 X—2) S L T EI W,

REEER
« Cisco Defense Orchestrator D RIS T /XA 2 ~D ¢
* Secure Device Connector D 7 7L 2 — K (145 X—)

* Secure Device Connector D HHr (19 ~_X—3)
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I Cisco Defense Orchestrator ()& A&
Cisco Defense Orchestrator D BRI R T/ V1 A~ DR .

* Secure Device Connector DI (16 ~=X—3)

Cisco Defense Orchestrator D EIEXT R T /4 ANDIEH:

CDO IZ. Cloud Connector F 7= X Secure Device Connector (SDC) %I L CEFXISHT /XA AT
B LE9,

A UH—=Fy b T NS AZERET 7B ATE 5541, Cloud Connector Z{# A L TF /XA
AT HMERH Y T, TAA AZHETELHEHEAFX, 77U KU —Y 32 ® CDOIP
T RLUANLDR— 443 TDOA LN KT 7R AZF ] LET,

AVH—=F FIBTNRA AT VT HEATERWERIE, Fy hU—27124 71 I 2D SDC
ZIEFA LT, CDOBT NAALBETELLIICTHIENTEET, TAM AEZRKETE
HHEIE, A—F 443 (FEFT A AEBRICEE LA —F) TOREERA L ANT L RT
VRAEFATHLENDY £,

FIDIE, £/ v Z—X > "D BEHET 7 EATELNE I DIHEKRRLS, T4 207 A 1
W, BEX—, FREV I TAESEMEHLTCDO ~DOAF R —F 4 v T FITTEET,
FIDAA X —Fy NIE#ET 7 EATER0WHLDOD, A X —Fy NMIBEET 7 BATEZS
F» NI —7 BIAFET 256, FID ©—f & L CTHfE Z 415 Cisco Security Services Exchange
(SSE) =27 XIISSEV 7 U RICEIFETE 5720, FIDDA VY R—T 4 VIR A[REIC/2 D &
T, SEIERF VAT 4 7 HROFEMZONTIE, [FIDOA U R—FT 47| 258
LTL &,

R1:C00%ET/INA RFEEFY—ERICEHKT 2-HDRA TSIV TF4 R

TINNARBA TERRFIFD FY—E |FoR—T 1 0FARK 25 K |Secure
A a44%4 4 |Device
Connector

(sbc)

Adaptive Security Appliance (ASA) BT X

[AdaptiveSecurityApplianceASA]

Firepower Threat Defense (FTD) BT X

Firepower Threat Defense (FTD) Bk b—7r X

Firepower Threat Defense (FTD) /S— | U 7 /L& (Serial X

Ta v 6.7 LA Number)

Firepower Management Center (FMC) | EA& 1t X

Cisco [0S 7 /34 A EHREAR X

SSHT 72 AD®HHT /31 A A X

Meraki FHfk 770 K—exnnr 77X

R —E 2~

Amazon Web Services (AWS) ¥—bE 2|7 70 Kp—eaxanbr o707 |X
FTT AR R — &~
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. CDO @ VM A #* — % {# [ L = Secure Device Connector 0 &R

Cloud Connector 9 L =7 /34 XM CDO ~DIEH:

Cloud Connector 24 L T CDO % 7 /3 A AZE#EERES D86, EMEA, KE, F7213 APJC
HIKD S ESERIPT FLRIT, A— h4d3 (37 2AFEAICHELIZAR— ) TO
ARG RT 7R AT OBERD D £,

I—Ay/\, BE, £F¥IET77UH (EMEA) #EOIBEEE T, https://defenseorchestrator.eu/
T Defense Orchestrator (285 L CWAEAIE. RO IP T RLAWSLDA L NT L KT 7+ A
ZFFAI L ET,

* 35.157.12.126
* 35.157.12.15

KEHIE OB EIE T, https:/defenseorchestrator.com C Defense Orchestrator (282t L T 255
X, ROIPT RLANLDA LN KT 78 AZFALET,

* 52.34.234.2
* 52.36.70.147

FToOT-RKEFE-BAR-HE (APIC) HikDIBHEEL T, https://www.apj.cdo.cisco.com/ T Defense
Orchestrator I[ZHHE L CWAEAEIL, IROIP T RLANLDA XU KT 78 RA%FFA] LE
D

* 54.199.195.111
*52.199.243.0

SDC Z{EMA L =T/ 4 XD CDO ~D¥fx

SDC #4r L TT /34 A% CDO \ZHEfi T D356, CDO TEHT D7 /31 Xk, A"— b 443 (F
7T A AEHAICGRE LR — ) TORERA VAT RT 7R AZHATLHHLEND
DEF. ZOFAIE. BET VR AFEA— L AEFER L CREINET,

F72. SDCHE STV OAE~ v 3, FEHRT NS ADEHA L F—T = ATy
=78 SN TNWD Z & g T 20 ENH Y £7,

CDO D VM 1 » — % (& L 1= Secure Device Connector 0 E R

TNAADE T A NEREM L TCDO %7 /A AR T 286, CDO &7 /3 A A oid
FaEHTLDIC, Xy PV—2ICSDCEF T — L TRHTLZ LN NT T2
TAATT, BH. ZNHDOT A, ZFIFFERN—2ATHY, "7V v 7 IPT FLALZF
RN, SN A B —T = A RPN R— P Ao TWET, St X VT4 TS
A7 A (ASA) . Firepower Threat Defense 7 /34 A (FTD) . Firepower Management Center
(FMC) . Secure Firewall Cloud Native /31 A, SSH B X TVI0S /34 A9 T, SDC &
il L CCDOIZA Y R— R T&EET,

SDC i, BHIRT NA RATEITTILE RS D a~v 2 FE | BEHMRT A AEET D54
FENHDHA =IO T, CDO ZEM L ET, SDCIE. CDOICfb-oTCZDa~vy N
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I Cisco Defense Orchestrator ()& A&
CDO D VM o # — % (& L 1= Secure Device Connector O &R .

EITL, BEHAIRT AL 2> TCDO A v E—VZEEL, BEHAGRT AL ZANLD
IS % CDO IR LE T,

1 D SDC WEHTE LT /A AL, ZNHDT /N ANTEEISN TV DHHERE & . MRk
T7ANDYA XL > TR ET, 2720, BEGEOBRZE LT, 120 SDC THKI 500
BOTNRA AP R— b TELZEEBELTOVET, FEMICHONTIX, H—0 CDO 75
CHEED SDC 2425 (19 2—) 2BRL T &V,

ZOFIETIEH, CDODVM A A=V EEAL TRy hU—ZIZSDC & A A h—/v 955
WCOWTEALES, Zid, SDCEMERTA7-DICHEEIN D, KLEHE CTEHE T 5 ik
T9, fER L7 VM Z i LT SDC Z1ERT B MENRH 55681E. BH D VM _ETO Secure
Device Connector DRERE (11 ~2—°) OFNEIZHEVE T,

1R BHHIIZ

SDC % EBBI9 2 RNZ. IRORIHRSMZHER L T2 &0,

«CDO 1L, WERFEAETF = v 7 2MEL L, SDC &A1 ¥ —F v OO Web/=2 27 >
VFuXiaErYAR— L TWERTA, XY —R—%H L TWAEEIL, SDC
L CDODRID N T 7 4 v 7 OREEZENZLET,

+SDC IZ1E, TCP AR— b 443 F7213T7 A ZAFHAICHRE LR —FTOAL X —F v b
SNDFERIRT T MR RT 7 2ANRKETT, T/ AN CDO L > TEEIN T
DFE. TOR—=MEDA N R NI T 4 v 7 BFFR[THLERNH Y F9,

cWHIZe Ry NU— I T 72 A &SRS B2,  [Cisco Defense Orchestrator & B 45
WA ASOEHE] L TLIIEIN,

« CDO (. vSphere Web 77 7 A 7 > N £ 721X ESXi Web 7 7 4 7> M &M L7 SDC VM
OVF f A=V DA VA h—)LEHHR—FLTWVET,

«CDO (X, vSphere 7 A7 b 77 A4 7 MM L7z SDC VM OVF A A —Y DA A
F— &P R—F L THEEA,

« ESXi 5.1 /A /= 31 W,
+CentOS 7 7 AN ARV —F 4 T VAT A,
« SDC DB & FFDO VM D2 AT LEf:
» VMware ESXi /R A MZiL 2 2D vCPU BMETT,
» VMware ESXi /R A MZIZ2GB LLED A E Y BMLFE T,
s VMwareESXi Tld, 7rE Y a =7 0RRNIIJSC T, K~ 2 R— 357
WHIZ 64 GB DT 4 A7 KRENLETT,
* Docker IP (X, SDC @ IP #ifHE K UT /31 ZAD 1P i L 13/ 207 % > MIdH H0HE
NHYET,

o f VA M=)V EBIET DEINC., IROBWMAIE L ET,
¢ SDCIZEHTHEFHIIP 7 R L &,
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. CDO @ VM A #* — % {# [ L = Secure Device Connector 0 &R

o A VA M= AT AFUVERT D root T —HF—L cdo Z—HF—D/AT— K,
M CHAT 5 DNS Hh— =D 1P 7 R L &,

*SDC 7 RLAWPFET DXy NT—7 D — b o =A 1P T KL A,

« XA LY —/R—DFQDN ¥£721Z 1P 7 FL %,

¢ SDCHRAB~ T Ui, BEX 2 U T 4 Ny TFE2EHINCA VA M= NVTEHIICEREINTE
D, ZNEITHIZEE. F—HF80DT T N REBHISMLENHY £7°,

XFvF1  SDC Z1ERT2 CDO T v hMou /4 LET,

AT9 72 CDO A==2—"—75[EE (Admin) ]>[EFa 73344 (Secure Connectors) NIZKEEI L £,

ATY T3 [BXF=Tax7 % (Secure Connectors) | X— T, HWITARX %27 U v 27 L, [Secure Device
Connector] Z#IR L £ 7,

é Q- tenant name _

user name

c K&

Secure Device Connector@
Secure Event Connector
11/18/2020, 4:41:08 PM

11/18/2020, 4:41:08 PM

ATv 74 FE1T[SDCVMA A=Y DF 71— K (Download the SDC VM image) 147 Vv 7 LET, 75 &
BODHTNERSIVET,

. Cisco Defense Orchestrator % {5 L 7= FMC D EI&
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CDO O VM « * — % & L 1= Secure Device Connector O & .

Deploy an On-Premises Secure Device Connector p ¢

Step 1 |
Download the SDC VM Image

and follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPXIRPSBVOPSJ1eUpoYkdjalU9pS1INVekkxTmlJcOluljVjQBk2SNtwWFZDSjkuZX1Kc2FXNXJaV1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM
YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1T1IRSbUBYSTRNQZFpWIW1NNUXUUTNPRGNEWWT Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN
BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK
QBRPXORPTUFJT 181d3d3LmR1ZmVuc2VvemNoZXNBcmFBb3IuY29tIgpDREITVEVOQUSUPS. jaXN] by

ATFY TS Zip 7 7 ANDLTRCOT 7 A NEHHLET, ZhbiE, KOL IR LD TY,
« CDO-SDC-VM-ddd50fa.ovf

* CDO-SDC-VM-ddd50fa.mf
¢ CDO-SDC-VM-ddd50fa-disk1.vmdk

ATw 6 vSphere Web 7 74 7> haEMHAL T, BHE L LT VMware ——lcu 74 LET,
GE)  ESXiWeb 7 5472 MIBEHALALANTLFEN,

ATy Tl Fur 7 MIHEST, OVF 727 L— R b Secure Device Connector {RAR~ & > 2 BB L £ 97,
ATvFT8 By M7 yTRETLESL, SDCVM OERE ANLET,

ATvF9 HLWSDCVM D=V —LEHEET,

ATF9T10 =2—H—FcdoTrI7 A LET, 774/ hDO/RAT— KT adml23 T,

ATy TN 727 T, sudo sdc-onboard setup & AJJLE T,

[cdo@localhost ~]$ sudo sdc-onboard setup

ATFYT12 RRAU—FOT a7 FRERENTED, adn12z EASLET,

ATFYT13 Fr T M-S T, root 2—F—DFH LW ZA T — REEHR LE T, root T—HF—D /2T — & A
HLET,

Cisco Defense Orchestrator %&£ L 7= FMC D &8 .
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. CDO @ VM A #* — % {# [ L = Secure Device Connector 0 &R

ATy T8 Tar T M- T, cdox—HF—DFH LW A T — RE2EKRLET, cdox—F—D AT — K& AS
LET,

ATY 15 [BEfHiT D CDO KA A &R L TL 7ZEV (Please choose the CDO domain you connectto) ] &) 7' 12
U IBFERENT D, Cisco Defense Orchestrator D R A A UAFHAE AT LET,

ATYF16 Tur T IRFERINTZL, SDCVM DIRD KA A AFHREATTLET,
a) IP 7 KL Z/CIDR
by FY—hv=A
¢) DNS #—s3—
d) NTP #—/3—F /(% FQDN
e) Docker 7'V v

F720%. Docker 7'V w U S e WEEA L Enter ¥ — & L E T,

AT T [ZTNHOMIZELWTT? (X0 x)  (Are these values correct? (y/n)) ] (y/n), &5 7 r 7
DERINTH, [TV ZAN LT MY ZiER L ET,

ATV T8 ATNEEMHELET,

AT9F19 [T <SDCEFHELET 20?2 1TV x)  (Would you like to setup the SDC now? (y/n)] &5 7 a
T IRBRFREINTH, ) BZASLET,

ATFYT20 VM arY—nAhrbLEENICe 77T FLET,

ATv 721 SDC ~? SSH #f & Ef L £7, cdo L LTrZ AL, NAU—FREANLET,

ATFwF22 Fu7 R T, sudo sdc-onboard bootstrap & AJTLFET,

[cdo@localhost ~]1$ sudo sdc-onboard bootstrap

RTYT2B [sudo] NAV—FRDODANZRDONIZDL, AT v 7 14 THER LTz cdo NAV—FE AN LET,

ATY T2 [CDODEF a7 AR I HRX—=UNET— A RNT v 7T —HEa— LT EE (Please copy the
bootstrap data form the Secure Connector Page of CDO) | &\ 9 7' > 7 hRFRR I B, RO FNEIZHE
WET,

1. CDOcuas/A v L%,
2. a—HW—RA=a—05, [BEXxaT 2317 # (Secure Connectors) | Z iR L £,

3. [7 7 ar (Actions) | <A T, [A 27 L I AD Secure Device Connector D Ji£(A (Deploy an
On-Premises Secure Device Connector) | %7 U v 7 LET,

4 FATRITRY T ADAT 2 T[T —h AN T TF—Fxav—1%227Yy 7L, SSHY 1>~
R IZRE O fH1F £ 9,
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ATv T2

AT v T 26

B 5O VM £ T® Secure Device Connector ) & .

Deploy an On-Premises Secure Device Connector P

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDOQ Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9pSINVekkxTmlJcOluUjVjQak2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZibk1pT2xzaVNWUKVMH
VUpoYzJVaUxDSm91Vap5YVdRdE1pNHdJaXdpYm1kbWR5SmRMQBox Yz JWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pYTWIPbHNpVWSSTV.IW
OUJSRTFKVG1KZExDSnBjM81pT21KcGRHUWIMOBpqYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmx1bUZ1ZENJNmJuVNNiQ3dpYzNWaWF tvmpkR1I1Y8dVal9pSjFjM1Z5SW13aWMzQkpaQBk2SWto
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2SW
prMUSHWXpZamd3TFdKaV16a3RORGMATnkxaVpgTXdMV1poWW10bFptRXpPRAUWWMLIcO1tTnNhY 121
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNUVNpkQa1zSWSKbF1XUW1MQB
k1T1RSbUBvSTRNOZFoWWI1NNUXUUTNPRGNGWW1 Zek 1DMW1ZVBpaWldaaE16aGhOR1 10 TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvcemNoZ XNBecmFBb3TuY29t IgpDREIFVEVOQUSUPSJjaXNjby
ThbWFsbG1lvIgpDREGTQkIPVFNUUKFQX1VSTDO1iaHRAcHMELY93d3cuZGVmZNS5ZzZWOyY2h1le3RyYXRy
ci5jb26vc2RjL2Jvb3RzdHJIheC9 jaXNjby1hbWFsbGlvLZNpc2ZNvLWFtYWxsaW8tUBRDIgo=

£ Copy bootstrap data

[ZhHD
VT RMFORENTEL, ]l ZASILET,

[Secure Device Connector] ~X— 2R Y £9°, HTLWSDC DAT—X AN [T 7T 47 (Active) JIZEH
SINDHET, BEHEEHLET,

WEEFFLETHN? (T z) (Do you want to update these setting? (y/n)) ] &9 7'

REERR
» Secure Device Connector D k7 7L =— K (145 X—)

e TR AL SDC DHEGICEAT D VT TNy a—T 47 (147 =—)

B 5 VM £ T Secure Device Connector M E

TRA 2D BT A AFREBH L TCDO &7 /3 AT 286, CDO &7 /31 AR D
FEEHRT HI-HIZ, v N U —27IZ Secure Device Connector (SDC) # % 7 > m— KL T
B2 2 EMRART T I T 4 ATT, WH, INDOT AL RFHERN—ATHY | 7
Uy 27 IPT RURAERR0D, SNBA =T = A ATHDNTZR— P &2Ffo T E T,
WYX= )T 477547 A (ASA) . Firepower Threat Defense 7 /34 A (FTD) .
Firepower Management Center (FMC) . Secure Firewall Cloud Native 7 /3 A A {9 XT, 7/3A
20T A NEREFEH L TCCDO LA VY R— R T& £,

SDC L, EEXRT NA A CTFEITTHMLERDH DA~y R BHEIRT A RZEEFT D0
ERHDHA v E—VIZONT, CDOZEMLET, SDCIE, CDO b TZma~vr R
FATL, BEXIGRT A 2> TCDO LA v —VEEE L, BEHMRT NA ANLD
%A CDO IR L £,

1 20 SDC WEETX 57 3, ADHIT, TNEDT NA AZFEES N TV DHEEE & . HERk
T7ANDYARZE->TERRY ET, 72720, BEGFEOBEZE LT, 1250 SDC THK 500
BOFNA AP R—FTEDZLEMELTOET, FEMIZOVWTIE, H—0 CDO 75
FCHE D SDC 45 (19 2—) ZBRL T EE,
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ZOFRIETHEH, MEOEE~ A A—VEFHALTRY NU—712SDC A A h—/L
HHFECOWTHBALET,

\}

GE)  SDCHA A M—NTHDICHREIND, KbHEHECEHETE 5 H1kIE,. CDO @ SDCOVA
A A=VHEF T a—RLTA VA =T 5Z LTI, FIEIDONTIE, CDOOVMA A —
> Zx i U7 Secure Device Connector DJERH (6 X—<) ZHZMM L T &0,

4R HHEIIZ

+CDO (F, WERAEAET = v 7 20EL L, SDC LA v ¥ —F v hOFD Web/2 2T
vruaFx eV AR—hFLTWERA,

e SDCIZIZTCP AR— K 443 TOA v H—F > "ADFEEIRT 7 MXT L KT 7 ANNE
<9,

e X NIT—=TDHA KT A 2DV TIL, [Cisco Defense Orchestrator & B 45 /3 A
ANDEEE) 2R L TLTEEND,

svCenter Web 7 74 7 FE7-1FrESXiWeb 7 A4 7 b E2EHLTA VA h—vE T
VMware ESXi /8 A |,

N

GE)  vSphere 7 A2V by T FA4 T v MM LIA VA F—EH
R—=HFLTWEHEA,

« ESXi 5.1 /A 7= 31
+CentOS7 7 AN ARV —F 4 T VAT A,
« SDC DL &> VM D2 AT LEff:
« VMware ESXi 78 A MZiE 2 2D CPU ST T,
* VMware ESXi 78 A MZIL2GB LA ED X E U BMLETT,

s VMware ESXi Tid, R EYVa =7 O@ERIZISUT, I~ &2 R— 572
WIZI0GB DT 4 A7 BRENMETYT, iU, LEIILLCTT 4 A7 KA YEET
X519, N—TFT 4 a rTHIERY 2— 28 (LVM) Z2HEA LTS Z L5248
E LT,

cVMODOCPU L AEYZEHLIZL, VMOERE AN, [EF =27 2127 F (Secure
Connectors) | X—IZSDC A [T 277 47 IRETHDHZ LN RENTND Z & ZfER
]\/\i—g—o

ZOFNEEFITT B —P—L, Linnx BEOBIEIZHLATEY  viE Y27 VT 4
EFEALCT7 7 ANVERELTVARLERSY £7,
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ATy
ATy T2
ATvT3

ATvT4
ATv7T5

ATvT6

ATy T17
ATvT8
ATvT9

B 5O VM £ T® Secure Device Connector ) & .

e F UL I ADSDC % CentOS IR~ NZA VA M —AT 5581, YumEx =V T 4

Ny FhEMHINCA VA=AV T D2 LaBED LET, YamDOFEFHZTGT 5720 D
EIR U T, A= 443 2 TR<A—F 80 THLT U MU KT 7R ZFH LEN
HLGENHY T, o, FHEAT Y 22—/ F 572D yum-cron £ 721 crontab 7%
ETHLERHY T, X2V T EBHF—LEHEEL T, YumOEHZEHET L7290
WEX a2 VT AR —2BRTTHLENLLNE D EHE LES,

GE)  MROHBEINZ : FENO a2~ Rk, a8 —LTEHRY 4 > RO T 20 Tidia< AT
HEICLTLEEY, —#na<r NZEENS A yv=) X, Ay b7 F—=X |
DTAEAT Im&Zy =] ELTHEHAINDGERHY, a~vy RBRRRTHRREE 72D F
K

SDC Z{Epd % CDO 7F v hMem 74 LET,
CDO A =a— "= L[EE (Admin) ]>[EF2 73+ 4 (Secure Connectors) JIZBEH L £,

[E¥ =7 a2 x27 % (Secure Connectors) | X— T, HEWTTRARX %7 Y v 7 L, [Secure Device
Connector] Z &R L F 7,

é 0 < tenant name _

user name

c K3

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

T4 RUDFE2 DT — AT v T —H 2 AERIIaE—LET,
D7 EHIRO RAM & T 4 A7 FHIRAS SDCIZEID B{THNTWD CentOS 7RIS V& A A h—
L LET,

+ 8 GB ® RAM

c10GB OF 4 AT AR— R

AV AR=LIeH, SDCOIPT FL A, TRy h~vAT | = b Tz DRERE, Fv hT—7
DIARFEEAITVET,

DNS (RAA R—LH——) ZFRELET,

NTP (v hU—27 AL T ba)) —_"—%RELET,

SDC @ CLI & flHICRV EY T& 5 X 512, CentOS |2 SSH — "—% A > A h—/L LET,
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ATv 710

ATy TN

ATv 712

ATy 713

ATy 714

ATvT15

ATv 716

ATy I

ATy 718

Yum DA FELT L, open-vm-tools, nettools, & OFbind-utils /X 7 —Y % A VA b=V LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI Xy 75—V % A > A h—/L L E£7, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.htmlZ 2 L T 7230,

CE)  -—-user 77 JIMEHLZWTLS &N,

Docker CE /X 75— % A A h—/)L LE£79, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ceZ Z M L T 7231,

(GE) TURY MU EER LIoA A b—v) Gk LET,

Docker —E A Z&BAA L, EEIRFIZBRGETE D L 21T LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

fedo| & Tsde] D2 oD —F—FERK LE T, cdox—H—F, HWHEHAEAY EITTAH7-0Dlca s (v
T 52— —TF (DFEVroot 2 —WV—ZERMHTILEIHY FHA) , sdcx—P—L, SDCdocker
arv T FEETT LY —TT,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

cdo 2—HP—D AT — REHELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo t—H%—% [wheel] Z/L— 12BN, FEHE (sudo) MERZFIS L ET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker " A h—L&Nb &, 2a—HF =T L —72MERE SN E T, CentOS/Docker D/ X— 5 TG
C T, [ldocker] F7zi% ldockerroot] &FHIFVET, /fete/group 7 7 A /LT ED T —THERL S L7z
EREALIZD, sde 2—P—&Z D7/ NL—TITBMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 7 7 A L HMFEIE L2 WIGEIEIERC L, I TONEEZ AT LET, FRLZ6,
docker 7 —E > Z HELEI L £,

. Cisco Defense Orchestrator % {5 L 7= FMC D EI&
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ATy 719

ATy T2
ATvT2N

ATy T2

ATvT23

ATvT24

ATv T2

B 5O VM £ T® Secure Device Connector ) & .

G¥) lgroup) F—IC AT LT N—T40, HIOFIEAD Jetc/group 7 7 A )V TRAOTF T 7 N—T L
—ELTWLZEaMER LTSN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BIfE vSphere = > Y — /bty a VEBHLTWDEAIEL, SSHIZEIW #x T, [ledo) =—H¥—Tr o
A LET, A LD, Tsde) 22— =8IV EZET, SAT—FROANEZRDLNTZH,
ledo) —H—D 2T —RKE2AHLET,

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

7 4 L2 NV % lusr/locallcdo (25 L £ 9,

bootstrapdata & WIF LT 7 A L EIER L, [4 7 L 2 AD Secure Device Connector D JEERH  (Deploy
an On-Premises Secure Device Connector) |V 4 ¥ — KOFNR2 D7 — A N T v T T —F% ZDOT7 74
VIZRED T £, [R1E (Save) 1227 Vw7 LCT7 7 A NVERGFELET, [vi] £7213 [nano] #FEH L
T7 7 A NVEERTE ET,

f_ FA b 7 7705:\“_‘& [¥ base64 T a— | éﬂfb\i?‘*@’t\ @‘%"ﬂﬁ LT extractedbootstrapdata
EWVWH T AMIET AR—MLET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]1$

catI~v L REFET L TEBIL LETF— 22K R LET, a7 FBLOEELLETF—ZIZXDO LS 1T
Y FET,

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

UFTDa~vy REFTLT, B UL — AN v T =2 O—HaRELHIZ= 7 AR — ML E
K

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]1$

CDOMBT— A NT IR NLEFA T a—RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO TOKEN" "$CDO BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 -—-:=—:—— ——:——:—-— ——:——:—— 10654
[sdc@sdc-vm ~]1$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

SDC tarball % JEBd L . bootstrap.sh 774’/1/%%?? LTSDC /Xy Fr—T% A R ]“*‘/I/L/i—a—o

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC
<snipped - extracted files>
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[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98£f17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790275458: Pulling
from

ciscodefenseorchestrator/sdc prod

08d48e6flcff: Pull complete

ebbdl10b629b1l: Pull complete

dl14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc

5L, CDOTSDCY [T T7 47 ) EFERENDITTTT,

RDBERY

o [FARLREF—ERADA L R—F 47| IZBHL T, CDO TEHT L7 /A 2 &4
YAR—RLZET,

Secure Device Connector M HI[&
A

DI

& ZOFIEIZX Y. Secure Device Connector (SDC) MHIFRENFE T, ZORETTICEEEE
oo ZOEIEEIToIRIE. HTLWSDC A VA M=)V L TT A A2 HEHITHET, £
D SDC IZHFE SN TNWDT NA ZAEEHTE R T, T/, A2 HEERT 2101, &
B DR T NA AL EHE 0 7 A VIEREFADNTHLERNS 5550300 £7°,

TF v+ SDC ZHIRT 2121, ROFINEEZFEITLE T,

ATy T HIERT 5 SDC IZHHE S AL TNDT A A& T XTHIBRLET,

«1. SDC THHEINDTXTOTNA AZKEET HI121E,  [[F— SDC 2 H L7= CDO (28T 53
RTDOTNRA ZAZ /OS] 2L TLIZEV, [6— SDC #4i L7- CDO IZ##i T 53T
DFNRA ZAHBRBOTDL (20 2—)

2. £ kYU (nventory) |-5—UT, #H LT _TOF AL &R LET,

3. [T/% AT 27 a (Device Actions) 17«4 > R C[HIFR (Remove) |27 U 27 L, [OK] &
7V w7 LTHEZRMEE L ET,

RATY T2 CDO A=a2—"—n5[EE (Admin) 1>[EFa1 73R4I 4 (Secure Connectors) [IZBEEIL 7,
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%% D 7 5310 soc ~ AsA 0T [

AT9 T3 [BEXa2T ax2 4 (SecureConnectors) |*— T, HEW\WI T AKRZ %27 U7 L, [Secure Device Connector]
IR L ET,

é e tenant name

user name

c &3

Secure Device Connector@
Secure Event Connector
11/18/2020, 4:41:08 PM

11/18/2020, 4:41:08 PM

ATY T8 [BEX2T 27 % (Secure Connectors) | 7 —7/LC, HIBRT 5 SDC Z#8R L EJ, TN T, T34 2
[y = A e R G AN = o R G

ATy s [77 ¥ ar (Actions) 734 T, [HI: Remove) |7 A 2 @427 U w7 LET, ROBEENRFREN
iﬁ‘o

& <sdc_name> ZHIBRL £ 5 & LTWE T, SDC OHIFRIZTICEE EH A, SDC ZHIBRT 2 &, T

NWNAREF LV R—T 4 V7 EITA L R—T 4 7T HEIZ, HLWSDCE/ER L TA VR —
FTAUTTHLERDHY £,

[

BAET VR —F 4 VT EBR DT AL AN 5720, SDCEHIRT HI2IE. TS DT A R & FE L.
FLWSDC ZRELI=ZICe 7 A VIEREFHEANTLILERH Y 7,

« TEMRBAFEND DA, [Ty kA (Cancel) 127 Y v 7 LT, CDO #A— MMZBMWE
i 7ZEN,

FATT DITIE. TOTFA MR v 7 AT <sdec_name>Z A ) LT, [OK] %7 U7 LET,

ATV T6 HATTHHEAT, BEA v —VICEH SN TWD SDC DART MR A T a7 Ry 7 A AT LET,
ATvF7T [OK] %27 V27 LT, SDC DHIbRZHEE L £,

& % SDC H 5 A1 SDC ~ 0 ASA DFZEN

CDO TiX., H—® CDO 77+ M CTH%E® SDC #HT 5, WOFNEEFEHL T, EEXIHR
ASA %, 55 SDC 55D SDC IZBEITE £79,

ATY TN FeF—2 g =T, [ U (Inventory) 127V v 7 LET,
ATV T2 [T34 A (Device) | #7% 271Uy 7 LThb, [ASA]| #7457 )7 LET,
ATv T3 BOSDCIZBEIT S 1 DLl LD ASA Z#RIRL 7,
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Cisco Defense Orchestrator DA |

RATY T8 [T/ AT 73 (Device Actions) |4 »C, [EHEHMOEH (Update Credentials) 1547 U v 27 L

£7,

ATY TS [BEFa2T T34 Aax27 # (Secure Device Connector) |AR¥ %27 U w7 L, T3 ZADBESED SDC %

ERL X7,

ATV 6 CDONT A AR T A T HDIMEHTHEHEO2—Y—4 L XA — RKZ AL, [EH (Update) ]

7V o7 LET, BEEINTWRWRY, FHEOZ—Y—4 LSRR T — RiE, ASA DA R— Rl
AL A U AEHRMERLCTT, ZNODOEEEZT A RAZEETILNETHY A,

GE) T RTCOASADRFR L A U NEREFERA L TWBEES. #HED ASA 2. &5 SDC 7>5 58 SDC
WIC—FECRBEICX £7, BEODO ASADu J A AMNERN R D856 4 ASA % & 5 SDC 75 B D
SDCIZ 12T OBENTAMERH Y 7,

Firepower D#E# O J 1 VIFHMDEH

AT T1
ATvT2
ATv73
ATvT4

ATy TH

Meraki % > 3 = AR — R BH LW APL F— %24k T 555 1X, CDO THifin 7 A U 1EH %z %
T D2MERHY T, Fr LTI —Z AT 25OV TIL, Meraki APL ¥ — D ARk & BufS
EHRL TSV, CDO TlE, 731 ABEOEin 74 NEREEHT 5 L1XTEF
T, BEIZET T, Meraki # v ¥ 2R — RTAPI X —4%2 TFETHEH CTEEJ, v rA 15H
LRGN T 521X, CDOUI T APl % —42FETHEFTHIXLENRH D 7,

N

GE)  CDOMNT A ADRIFNCIE LIZHE. CDO DA T — % A [#sh7e o 74 1 (Invalid
Credentials) | & EREINDHZ E0NH @ iﬁ” ZOEIE, APIF—Z L L 9 & Lz mraetk
NI 9, IR L7- Meraki MX @O API F—2NIE LW 2 & Z2HER L7,

WO FNEZM LT, Meraki MX /34 201 7 A EREFHFH L ET,

TS —rva =T, [1 X}V (nventory) |57 Vv 7 LET,
[T /34 A (Device) | #7 %27 Vw7 LTHD, [Merakil| ¥ 7% 27V v 7 LET,
Hefoer 7 A WA T T 5 Meraki MX Z IR L £,

[T /3 A7 7 2 3 (Device Actions) ]34 > T, [2 74 UIE#ROFH (Update Credentials) ] %2 U v
7 LET,

CDO WTF AL A I A T BT 2 APL ¥—% A L. [EH (Update) 1527V v 27 LET,
TOAPIF—IF. EHEENTWHZRWED . MerakiMX DA > R— RIZEHA L0 LE U e 7 A SR T,
INOOEFEEZTNA RIEREATILEEHY A,
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Secure Device Connector D& FIZEE .

Secure Device Connector D& R LT H

ATYT1 CDO A=a— =15 [ (Admin) ]>[EF 27 2 %27 % (Secure Connectors) ] (ZBE L £,
ATwT2 AHiEEET5HSDC ZERLET,

RTv T3 FEMASA T, SDC DARTOMICH HMRET A =2 & 27 ) v 7 LET,

RATv T8 SDC DAFIZAEFELET,

ZOHLWARNE, [1 X kU (Inventory) ]XA @ Secure Device Connector 7 /L 7 72
£ CDO A ¥ —7 =4 AND SDC A NER SN DGR RSNET,

Secure Device Connector ) & &

COFEZ, NI a—TF 4 Y= LTHEA LT EE Y, @E. SDC I H &
WCEHESND -0, ZOFIEZFERATISLETHY A, 72770, VMOBRZFERENE L <
720 GA . SDC X AWS ~DOHEH 2 i L THEFTZZECEEHAN, ZOFIEIZEY, SDC
OEFH N S, FEAFOMEIC L 2 =T =0k ShE T,

ATw 1 SDCIcHAGE L ¥ 9, SSH &2 L Tk 9 57>, VMware Hypervisor D 2> Y — /LB o — & T& £,
AFv T2 cdoz—¥—&LTSDCIcu /A LET,
AT w73 SDC 2—H—(ZH) Y & % T, SDC Docker = > 7 F % HH L ET,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

ATv T4 SDCY—NFy " T v 771 —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

AT SDC% 7 v 77 L —RFLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]1$

BE—mCDO T+ FTHEH®DSDC ZERT S

T v MIBEE O SDC ZET 5L, RT3 —v U AR BT IRH 4L, L&l 0F
NAREBEHTEET, 1ODSDCHEFHTEX LT3 AL, TN DHDT /A R ZHEEX
NTWAHHEREL . W7 7 A NDY A RIZX - TR 97,

T MZA VA M=/ TZ 5 SDC DEIZHIBRIZH Y FH A, £SDCIT 1 DDORY hT—7
YA NEEHTEET, INHDOSDCIE, ZNOHDXy NI =78 T AL NNDT A
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T AV NNDTNA A% BipZ CDO 7 N CTEHTAINERSH Y 7,

2 & B LM SDC % BT 2 FMEIL, A SDC & T 2 FIE L [F LT, CDO D VM A
A — T %ffiH L7z Secure Device Connector D &>, HE D VM L T? Secure Device Connector
DEAZ ENTEET, 7T FORYIO SDC 12X, 7T FOARTEFS | BMfAAER
TWET, BINOA SDCIZIE, EFICHF ST o ET,

B— SDC #FEAL-CDO ICEH{ET DI RXRTOTNAIREZRDIT+5

WOFIEIZHE T, [FLT SDC ZEH LT CDO IZHfET AT _XTOF A ZAZFH;A L E T,

AT Tl TS~ a0 R_—=T, [1 XU (nventory) |27 U7 LET,

ATY T2 [T/3 A (Devices) |27 %227V v 7 LTTNA AERDTET,

ATV T3 WYUIRTNNAAZATOE T2V w7 LET,

ATYTE T4 NG EERTTIHEES N T LHERIE, A2 _XU b T =7 A0 EIChHSH[7 VT (Clear) 1R
&7V w7 LT, CDO TEELTNDTRTOT NS R —ERAEZRRFLET,

ARTYTS T4 NERE Varvos LT, [Z4v% (Filter) |A=a—%RBEALEST, 7414 B1<—)

ATYT6 7 4 /LHD [Secure Device Connector] ¥ 7 > a > C, M7 SDC D4 Z7 U7 LES, £ K
T—=T X, T4 NETF =y 7 L7z SDC Zfi ]l LT CDO IZHfE L TW DT /A ADHDBRRSE
7

RTv T (F7vav) REBEZIDICRVALICIE, 74 NP A=a—TEBNMOT7 AN EETF v LET,

ATYT8 (FAFvayv) BTLEL, AV NI T—TNDERIZHL [ VT (Clear) | RZ %7 U w7 L
T, CDO CEHLTNDTRTOT NS ALY —EREZRRLET,
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*amqplib *
amgplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremobius.net>

This package, "amqgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *

Copyright (c) 2010-2016 Caolan McMahon
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Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the ""Software") , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR APARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* Ip *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

. Cisco Defense Orchestrator % {5 L 7= FMC D EI&



I Cisco Defense Orchestrator ()& A&
Secure Device Connector F — 7>V —XA B LU —FN—TFT 1S4V REH .

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the "'Software'), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INANACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *
This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the "Software'), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
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WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT,NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the"Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CCO. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
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Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR APARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD License (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
INCONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

""License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

"Licensor' shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control' means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or ""Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source" form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.
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"Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted" means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
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Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS™ BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

* rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS"™ AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER INANACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
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ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*uuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the"Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
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['Webex for Developers] =&ML T 7230,

WOFNEZEH LT, Webex Teams DEET =7 7 v 7 2 LET,

ATY 1 Webex Teams 77V 7r—3 a3 U aHEET,

AT9T2 U4 RUDETHIZOHL[77Y (Apps) 17 A a7y 7 LET, ZOT 7 ariliy, #HlE
77 7YV OH LN H 7T Cisco Webex App Hub 230 & £ 97,

AT T3 BRBA—ZFEHLT, [BEEV=77>7 (Incoming Webhooks) ] Z#EL 7,

ATy T4  [BEe (Comnect) | #EHIRLET, ZDOT 7 v a ik, OAuth KRB BEMNN., 77U r— a i
LWH ZIZRREND L DI E£7,
ATV F5 [ (Accept) 1 Z#BIRLE T, ¥ 7 RHEBWIZT 7V r—va VOBRESX—VICV XA L7 hanE
7
ATYvT6 WEHKELET,
[Vx=77 v 74 (Webhookname) |: ZDT7 7 U r—a Nl loTHRELEND A v EB—T 255
T LA EIRELET,
o [AX—ZDEI (Selectaspace) |: Rr v I HX T A=a—%EH L T[AX—2R (Space) | & i
WLFET, AL—RAT Webex Teams IZBEICTFE L TWAMENRDH D F9, AX—ANRTFE LW
A%, Webex Teams THI LWAR—XAZAER TEE9, 77V r—2a VOREI—TE2FEHTDH
EHLNWAR—=ANRKRINET,

ATy FT B (Add) ] 28R L E3, IR L7 Webex AS— (2, 77U r—3a URNBMEE &9 @Em
MEFEINET,

ATFYT8 U=T7T7yZ 7 URLEZaE—LET,

ATvF9 CcDOWCmrs A LET,

ATy T FAEEO2—V—RA=o—%BE, [EE (Settings) ] &R L ET,

ATYTNM CDO A=a—N"—70[EE] > [BMFENFLEHL £,

ATY 12 [P—EZHE (Service Integrations) | £ TAZ m—/L LET,

ATV T HFEODOTIAREZ L H 7Y v 7 LET,

ATy T HRIEANLET, ZOARNEL. RESNEF—ERHEAL LTCDOICEREINET, RESNZY—
ERCHRIE SN D A X2 MFFE RSN EE A,
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B seckmoiEyzI7v2

ATFYT15 Ry XA A=ma—%EHL, —E XX 14 7L LT Webex ZEIR L E7,
ATy T16 J—E2ZANLAER LT =77 v 7 URL ZAk0 i £,
ATFY 11 [OK] %27V v LET,

Slack HDEEV T T 79

CDO HFIL, HEEINIZT ¥ XNMZEREND ), BEIR Y hE LTTITARX— A v E—
DICFRREINET, SlackiZ L DFRE Y =7 7 v 7 OB FEOFENC OV T, Slack Apps)
EHBL TSN,

WOFINEEZMHA LT, Slack DERE TV =7 7 v 7 i LET,

ATvF1 Slack 7 v M rs A4 LET,

AT T2 EMOSRFLT, —HFETAZo—LLT[7 7V DENM (Add Apps) ] ZEN L £,

ATv T3 [ElEV=77>7 (IncomingWebhooks) |7 7V /r—rar s 4L 7 M) ERBEL, 77V & /ROl
F9. LEM (Add) ] Z|IRL £,

RATYyT4  SlackV—27 AXR—ZADERFTIERWGE, MOEREIC) 7oA EREL, T7YREDOT T
7Y MIBMENDLDEFHFOVLERH Y £7, [REDY 7= A I (Request Configuration) ] Z 3R L £
T, A arDAvE—VEANL, [VZ/ZAMNOFEEZHRIRLET,

ATYTS U= AR—RATHERBYV =T 7 v I T T YRENIIR-T-5, Slack DEEN—VEEH L, L=
77w kT — 7 ARX—ATEN (Add New Webhook to Workspace) ] Z34R L 77,

ATYvT6 Foy7Hyr2A=a—%HERAL T, CDOM@AZFEKRT 5 Slack F v RV ZBIR L, [AR (Authorize) ]
ZERRLET, VDA MPAEDCRDDEHFES TOBLRICZ D=V b8 L1254 1E, Slackicn
TA LT, EEBIZHDT =7 AX—2L %R L ET, Fay A A=a—pb[U—7 AN—
AD I AL ~<A X (Customize Workspace) | ZEIR L, [7 7 U OFXE (Configure Apps) | ZiER L 7,
[ (Manage) ]>[H R % L#A (Custom Integrations) JWZBENL £9, [EE7 =777 (Incoming
Webhooks) |ZER L CT SV DT T 4 L T _R—=VhE, X705 [RE (Settings) & EIR L F9,
ZOTTIVREDIIRS>TND T —I AXR=ANOTRTO2—YP =R —BRRINES, 22— =i
THY Y NOBREDFRREMEDOHTEET, V—F AR—ALEZFINL THRELZMWME L., RITHERE

TO
ATvTT  Slack DFRTEX—T b, TTVORES—VICVEAA LY FanET, V=77 v 7 URL ZH21FT
b —LF9,

ATy T8 CDOWCus A LET,

ATvT9 LAEMOa—Y—RX=a2—%B&, T (Settings) ] ZEINL £,

ATy F10 CDO A==a— =05 [EE (Admin) ]>[EXNE%E (Notification Settings) JIZREN L £ 97,

ATy TN [—E RS (Service Integrations) | £ TAZ r—/L LET,

ATFYT1R HEEOTIARE 27 ) v LET,

ATYT13 LREANLET, ZOARNEL, RESHEP—ERHEAL LTCDOICHERENET, RESZY—
BRSNS A XV MR TR ENEE A,

ATYT18 Fuy7FourAima—%REL, h—E A% A7 L& LTI[Slack] IR L F7,

RATFYT1 = 2NLAER LY =277 v 7 URL 205D 11 £,
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ATv 716

hzasgmeRoEEyI7vs ]

[OK] %27 Vv 7 LET,

NRELHERDBEEITT IV

AT T1
ATvT2
ATv73
ATv74
ATvTH
ATv 76

ATy 717

ATvT8
ATvT9

1R BHHIIZ

COD (%, WAX LHERAIA =V 27—~y FLERA, DAX LY —ERAFEET
TV = a OREERIRLIZEE. CDOIZISON A vt —U % EELET,

BRI 772/ LY =77 v 27 URL ZAKT D HEICHONTE, —EAD~
—a2 TNV EBRLTLEEY, V27 7y 7 URLZEELES, LTOFEAFHLTCY =
77T EHMMILET,

BRI HAZ LA —CREBZT TV r—varhby=7 7y 7 URL 24K L Tav—LET,
CDOIZmr A LET,

CDO A ===/ [EHE (Admin) 1> [BENEXE (Notification Settings) JIZB®E) L £,
[—E R4 (Service Integrations) | £ TAZ v—/L LET,

HODTTARL %20 Y v LET,

LZBIEATILET, ZOLFNLI. BEINEF—ERHEAS L LTCDOIZERINET, EINTY—
ANTHRIEEIN DA X MR RENEFE A,

Fay 77X Ama—wREL, [V—EAX A7 (Service Type) ] & LT [H AF L (Custom) | % i8R
LET,

P—bZ2MGERLIZY =77 v 7 URL ZRE0 i £9,
[OK]ZZ7 VU7 LET,

AX> T DETE

HAHOAR baX o ZToORBRE, FIRANY By PENDZETOEY AKEFRLET, #F
SIN=a X1, CiscoCloud B 1E L2 EME SN A Ry b —4 &£ T2 LIZEELTL
72 &0,

[ HERE D~ (View Historical Usage) %27 UV » 27 LT, @£ 12 AT v N T=F
ENTT_RTCOuX T EFRRLET,

BIMOA N —V %) 72X T BEDIEATER) 7850 £9,

SAML > > 4 )LY A A > & Cisco Defense Orchestrator D4

Cisco Defense Orchestrator (CDO) %, Cisco Secure Sign-On % SAML > 7 )V %A A2 T A
TUT AT 4 T X =L UL, Z2EEZGE (MFA) 12 Duo Security 2/ L £7,
ZHE, CDO THERE SN DRFESIETT,
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APl k—0 ¥
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7277 L. FARDPIME O SAML > > 7 A F v 1dP VU =2—3 3 v & CDO &4 L\
A, IdP 2 SAML 2.0 B X OVID ' u A X —NBlET 5V —7 7a—%2H R — K L TWHIR
D, FNHLAHEETT,

MBEDSAML Y VU a—y a3 EHEaT 556815, TAC THR—FF 7y &I L TEEN,

BA¥&# 1%, CDO REST API FEOMH L A179 & X1Z UMAHF U EHEALET, FFOH L
R ZEHIT1E, API h—72 > % REST API #%GE~ > ¥ —IZH AT HLE R H Y £9, API
N—2 %, BHBIRO R TEWIZR) 778 A =2 TR, BHLEZY, BROWELE
D T&EET,

CDO N5 AP h—7 v &AERcE 94, AR b—2 id, ARERI, [iRE

(General Settings) | ~X— VMW TWAOAFRREINET, CDO TEIJ@J\'—:/%F}‘%I/\T%)
O [—MXEXE (General Settings) | X—VIZRD &, b7 URFITINIZZ LT £F
B, b= EFRRSNRLS R ET,

2 Da—F—L, ¥EDTF > ML THED b—7 U E{ERTEET, HDH2—HF—N
Moz—F—ltfbos T h—=r v &AMt LT TEEYA, =2 T H T NETH
VERORTIZEATHY, o2—P—L T I FOMAELEIZIIMERATE T A,

APl =Y UK EI L—L

M=o NDEE

APl k—% U DERL

APl h—2 X JSONWeb h—7 > (JWT) T, JWT b—7 LIBEROFEMIZ OV T,
Mntroduction to JSON Web Tokens] ZZM L T 72 &0,

CDO APl h—7 UE, IRO—HD 7 L— A& L £,
eid @ 2 —H—/7 A Z uid
e parentld : 77> I uid
ever : AF—DON—T g v (WHIN—T 3 2030, # : cdo_jwt_sig_pub_key.0)
« subscriptions : SSE V7 A7 U g v ((EE)
s client_id : [api-client]

jtic h—2 > id

ATYT1 CDO A ==2—_"=5[EE (Admin) 1> [£A8%TE (General Settings) N\CBEI L £,
ATwF2 [¥v4 h—2> (MyTokens) | C, [API h—2 > D% (Generate API Token) ] %27 UV v 27 LET,
RT9T3 WET — XM T 27O DOREODRANT T 7T 4 AH-T, b= v RBERGFNRGELET,
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arl k—svoiz |

APl —%2 > DHERR

API b—7 VIZHEBDHIRIZH O AN, 22—V —1F, b= B ME LGS, BEINE
A, T3t X 2 VT 404 R4 VLSBT 5354, API b— 7 O F 23R
TEE9,

ATFYT1 CDO A ==2—_"—n5[EE (Admin) |>[£#%5%E (General Settings) JI2& 8 L £,

ATY T2 [vA h—2> (MyTokens) ] T, [£# (Renew) ] %27 VU v LF7, Defense Orchestrator (Z 2> TH L
W k=27 URERRSIVET,

ATV T3 WET — 22T 2T 0DREDORANT T 7T 4 A ST, HLW b—7 Va2 RERGAITNRTT L
£7

APl h—Y VDERYIEL

x%vﬁ1(Dox:;—wvw¢ﬂﬁﬂ(mmm)pqé%%i(Gmwm%mmw]mﬁﬁbiﬁo

AT9F2 [v4 b—2> (MyTokens) | C, [BRV#HL (Revoke) 1% 27 VU v~ L%9, Defense Orchestrator (Z L ¥
F—=27 DRV EINET,

TATOTA4T4 TAINA A —THho> k& DefenseOrchestrator 1 —
H—La—FEDEE

Cisco Defense Orchestrator (CDO) (217 7' A §A121%, SAML 2.0 #Ld> ID 7' /31 X —
(IdP) . ZHEERIET 0 A X — BLOCDOD2—H—L a— RKEFOT Uy hBASLE
T, P T7H Yy MFa—F—0r 7 A AFRPEENTEY, [dPIZZDr 71 1R

WCHASNWTCa—Y —ZRIE L £4, LEHEHIETIL. 7/1’7*/7474 X2 VT o ORI
foc LA YRR ENET, CDO =—H%— L a— Nk, Ella—WF—4, 2 —F =3Bt
H%héCDO?fV%\1%?%@D%Wﬁ€iﬂi?o1*?%ﬁﬁ74V¢ék\am
13 1dP D2 —%—1ID % CDO OTFT F > DO fFr—V —1L a—K<vvy b7 LEd, CDO
DT HLa—RFz2EO07HEIC, %48 T 52— —ZZOTF v h~Dr T A v &FH
SNET,

BEROBEIIMA DL I NANY A L F U ID TN F =320 1Y | ID 7 r /S f 42—
Cisco Secure Sign-on T, Cisco Secure Sign-On (%, ZHEEFFEICDuo ZFEH L £, BEIX
MBS UCSAML v > 7 v A > 7 & Cisco Defense Orchestrator Dt & C & F 47,

Ao4>nJ—4- 70—

CITIE, AP T R, CDO 22— W —lcu A T 52012 CDO 22— — L a— Rk
FOXIZRVED TAHDNIOWTRBEIZHH LE1,
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ATy T1 22— —%, FBIAED7=8I|T Cisco Secure Sign-On  (https://sign-on.security.cisco.com ) 7% £ SAML 2.0 #EHLod>
TAT VT AT 4 T —AdP)Icr /4 LT, CDO~DT7 7 A%ZERLET,

ATYT2 WP IX, 2=V =AY THDH L) SAML 7H— a3 U EFITL, K—F /UL, 22— =BT 7 kEA
T& 577U —ar (https://defenseorchestrator.com < https://defenseorchestrator.eu,
https://www.apj.cdo.cisco.com/ Z KT X A V72 &) DERRINET,

RATv 73 CDOFESAMLT h—a v &Gk L, 2—¥F =zt LT, £O2—F—RITIET 57 F > FOHh
ba—H—La—RKER2FL5ELET,

« 2—HF =2 CDO LD 1 DDOT T Ma—H—La—Faf> TV 5E, CDO FZDaL—F—IZ
THURADT IR AEZHFAL, 2=V -0 — Lo TFETTELT /v a v BikED 7,

« —WF—RNEHDOTF v Ml —F— L a— REEH->TWAEE . CDO TR I N2 —Y —
Rf%é%%y%@yzb%%ﬁbi#on—$~ﬁ?%y%%ﬁmﬁék\Tf/b~@77tz
DHEAIENET, TOREDT T FTOa—PF—a— Lk T, ETTXET7 7 a0 BDkEy
7,

FREEEI N —Y— &7%/k®n—% La—RED~ v 7R CDO IZRWESE., CDO LT >

T4 T R—=TEFRLT, =P —IZCDODFEFMEMR LY, TR AREY) 7 A MLV T
DS £,

CDO Ca—H—La—REERLTHIAPIZT I U > MIMERINT, dP TT AV FEER L TH
CDO [t —H— L a— NIfERENETA,

FIREIZ, P OT v F&EHIBELTH, CDO b 2—H—La— RFEHIRLZZ Li2idihy %A, =
72U, IdP 7 H v RdZpunnd, CDOIZXf L Ca—H—%F8GE7 5 HikiEdb v £8 A, CDO =—H%—1L
a— ROHIBRIZ, AP 7 AT FEHIRLIEZ EZERT 20 TIEHY £HA, 72720, CDO = —H—
La— KRR E, BRESNz2—F =2 CDO 75 MIT 78 AT 5 HEEH Y £ A,

CDT7—FTIVFvDEE
Cisco Secure Sign-On Z A3 2EE

BEHED CDO @ Cisco Secure Sign-On ID 7' 0231 X —Zfi L TWAH5EE, A—/"—EHE
I CDO Ca—H#—L a— RE{ERTE, =2—F—|ZCDOICHOKEHETEET, 2D —
P—Z N —H L, 2= —RELLFEFESN TV DHA, 2—PF—IXCDOIcn /A TX&E
D

A=Y= CDOIZT 7 EATERNWE D ICTI2REND L HEIE, A——EHE) CDO

2—HP—Da—W—La— REHIBrRT 571 TiEA £ 7, CiscoSecureSign-On 7 7 7 > ME5|

EHEFMEL, A——FHENR - —%E T L7 IEFEIL. CiscoSecure Sign-On THEH L
TWebD LR L= =4 TH LV CDO 2 —HF—L a— RE{ERTHZ ENTEXET,

BEENCDODEICEB L, T 72NV TV AZ LA Z— (TAC) ZEOHTHEEN
LTSS, BEENTACZ V=T Oa—Y—L a— N&2El+ 52 & T, TACZ V=
TINTF U REREL, BREHEICEREBREZRETEZDHLIITR T,
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BEOTATo74 74 Tang 5—51omEE

MBDTZ7ATUTA4T«4 TANAF—% 1L DEE

SAML > > 7 )V¥ A A & Cisco Defense Orchestrator DFE S L. T AT v T 4T 4 T34
H—=THh e CDOT AU FOWGFERIBELET, ZDXIBRBEREIL CDOTT AT
YTAT A T an,E =T Ay hEa—H—La— RFEERBIOEETEET,
Z—HF—NCDOIZT Z/ EATERNEIICTHIMERDLGAIL. BEKIIIAP T T b,
CDO —H—L a— K, FIZzom G2k TE £,

Cisco TAC 205 O ZENBMERG AL, BEREIIFHARY EA— V2T AT T 4T«
TN, =T hH I FECDO 2 —F—L a— RO Fa, TACT L =7 HIT/Ef & %
T, TACZ >V =T%. BEEOCDOTF > MIT 7 EALTHEL., HHLIERYBRE
WCHETAZ ENTEET,

DRATR—TY KY—EXR JOnNg H—

VA3 wRx—Y R —ER FaqF— (MSP) I, CDO ® Cisco Secure Sign-On IdP % i Ff]
L TCWb5 55, Cisco Secure Sign-On |2 H B TE 7, MSP OBEEEITCDO IZENEND
A=Y=l A= FEERTE 5720, MSPIIBFHROT T 2B TEET, bHbAHA. B
BRRIZMSP O L =— FOHIBRZZERICHE TE £ (HIFRZEIRLIZEE)

ESPERENS
« BEERE
o —PEE

o —FOKE

TILNFTFU P R—FILDERE

CDO VLV FTF > hAR—F /N Ea—|ZiX, BEOT T NMIEERDLTXTOT A AND
MGSNERBERSINET, ZOYAVTFTF o PR—=ZNZE, THAAL ADRAT—F X,
FNRAATETHOY T "2 T RA—= g VR EREREINET,

S

GE)  ~AFTF v hR—F AL, ROV —V 3 ST T hEBINLEY  BINLET T b
DEBNRT WA AERKRF LY TEETH, 7T hORERSLT A ZADOREILTEEH
Mo

[ZC®H BRI

CNTTF U RR—=FNE, T N T OBRENREINCR > TV AGERICORETE E
T, 7T N TCeATT T AR—=Z NV EAENNZT HIZIEL, Cisco TAC THHR— M F7 > M &
BXFEd, yR—FFry MBS, R—2ABNERENE L, R—F L TRy kJ—%
EEHEOOD — L EE o oa—F—n, TFT U MEZBINTEL L1020 F9,
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AT D AREMEDHDRFED T T U Y BEIEO R Z [T 2572012, Web 7 7 V¥ inbF ¥ v
a2k CookiezZ U7 452 LaBBdbLET,

RIVFTF U ER=5)
Y AFF Iy b E—= M, KDA =2 —BRAB S TOET,
« [7/34 A (Device) ]:

s R—=HEMSNT=ZT T2 MIBFIET HTRXTCOT AL ARFRINET, [7 4
L% (Filter) ] & [#i%& (Search) ] 7 4 —/V REEH LT, FrRT 571 22K
TEET, 72 MRET Vw7 T3DHE, TRARADAT—H A FUHR—T 47 F
X, 77AT U —NVE—FR, Tz2—)bA—N—F—F, VT TN =T 37
EERFRRTEET,

e A UH =T oA ATIL, T—T NIRRT DTN, AT BNRT 4 BBRIRETZ T VT
THRRIEHTE 28y h—= 03H Y 9, [AnyConnect V E— K7 2 & A VPN
EERE MOTRTOT AL AT RT 4 BT 7 40 b TERIRENTWET, 7—7
Na AR XFT5HE, CDOWREIYA A Lz &, BRLULZHAFN CDO T
REF STV ET,

THRA Az Y v 7T HE AMICEOFFMAFIRSNET,

« R—ZILORERIZ, a3~ KPIVE (CSV) 77 A M7 ZAR—F © T&xE7,
ZOWEHRIT, TAAL RE/W LTI, T 7R RO —F—ITRE LTS 50
WZENLHET, T X ET 7 AR — b T HZNT, CDO TIEHT LUV csv 7 7 A LA
B SN ET, 1B END 7 7 A VLI AA BN E TN E T,

TR RAEEHT S CDO TF v FinbDBTF AL ABEHCEXES, v ALF T
NR—2/UIZIE, CDO 7 F v hA_X—=VICBEIT 57200 [T /31 ADOE L (Manage
Devices) |V v 7 BB ENTWET, ZOTF L FOT AUy heRoTEY, 7
FURER=ZABRALY =Y a VY RNCHDIGEE, T/ AZZDY w7 RERSH
FT. T MIT T BRATDMERPIRVGGEIE [T3 ZAOEH (ManageDevices) |
UL s BERSNER A, MEOR Y b U — 2 EEFCERG L CH AR - L RT
EET,

A\

B TARAARAEZFEHLCNDT Y IR0 Y) —2a v NIZHhH5E
X, FOUV—=a O CDO YA AT D200 7Bk
RENET, FOUV—YarNDCDO £3F0Y —Y 3 A
DT F v MZT 7B AT HHERD RNV EIX, T35 A EFEHT
TEHE A,
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nFFFork—snizrro rzEnts i

rosa All Devices & Services Muki-Tanars -

«[77F > & (Tenants) ] :
s R=F MBS NT=T v "BRRFEINET,
e Xy NT—VEHEFE L —F—NAR—ZNVIT T hEBNTEET,

T BTV ITHE CDOT TV FDAAL U R=URERRINET,

RILVFTFHY biR—2IZTF 2 bFEMNT S
Super Admin B — V& FFO2—F— %, R—F /LT F v FEBNTEET, BH0) —V3
VNICEERSTT U R EBNTEET, 282, I—mo XU —VarnbKkE)—Vs
T NEBILEY, KEV—Yarhba—ayN) —Ua VGEMLZY TEXE
—é—o

S

BE T U MIAPIOAD—Y—ZAERKTH L. CDO ~DFEFEHIZ API b—7 V&4 T 5 2
LEBEIOLET,

)

GE)  HAN—FNMEEOT T FEBNT 58T, &7 ML APL b—27 U EARL, TFHA
N7 7 A MTEED FHTET, 2k, BEEOTF 2 N ER—ZVIZREIBINTE £97,
=2 AT 272D @mE T FEEI VB ZMBIIH D FHA,

ATYT1 TF U MX=VIZBEBL, THUY R A=a—00 [RE (Settings) > [—i%i%E (General Settings) ]>
[v1 k=2 (MyTokens) 1227V vy7 LET, >>

ATv T2 [API b—2 &A% (Generate API Token) | %227 U v/ L Cabt—LE7,

ATFY T3 R=cBEL, [TF > F (Tenants) | X7 %27 U v 7 LET,

ATv74 Eﬁl]@?‘}“/ MEMARZ %7 )y LET,
AT9TE F—=r &MV MT T, (IR1F (Save) 1227 U v 7 LET,
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B <1557 rk—suns07+ roBik

TRILFTFHY bR—F2 I oDTFH 2 ORI

AT TN A= BE#L, [TF > F (Tenants) 1 X7 %27 U v 7 LET,
ATY T2 FRICERENDIHIGTHHIRT A a7 ) v LT, BERTF 2 MEHIBRL £,
AT 73 [HIER Remove) |27V v/ LET, BE#EMNTONTZT A A R—=XLnbHIBRENET,

Manage-Tenant R— % JLD & E

Cisco Defense Orchestrator (Defense Orchestrator) A i/ LT, [BXE (Settings) ] ~—T D~V
FTFF o hR—=F Nl D= =T T NORFEDI G E DAL~ A A TEET, [2—
P—A==— (usermenu) | ZBAE. [XE (Settings) | &7 U v 7 LT, [XE (Settings) ]
NV T I EALET,

US East Coast .

admin@cisco.com

2]

£3 Settings

%8 Switch Account

(= Sign Out

RE
e E S

Web GATIZ LD, =YDt v MUK S EAORGEREHRS A 2 iCitsnvE T,
WX, FRLER—Y, RXR=UTEHELLERHE., 770V 0oR—Tg 0 #AA—TUg 0
TNRAADKRA MR EPREENET, ZOHRIL. ¥ A A EREOM RIS & — o & fifess
L, ®ih2UET0IERESNE T, TRTOMARRT — 2 13EA T, BT — X 13245
SNFEHA,

Web 70#T1E7 7 /L b THNI /2> TWET, Web b2 BN, RERIIICHZNZT D121,
WOFNEIZHENE T,

1. o= —=RX=a—06, [E (Settings) ] ZERL £,
2. [&f%F%E (General Settings) 1 %7 U v 27 LT,

3. [Web Z3Hr (Web Analytics) | D FIZHDHATA X —% 7 Vv LET,

[1—H—& (User Management) ]

Y VFTF o hR—=Z MCEES T BN TN ST RTO2—F— L a— N, [2—F—FH
(UserManagement) [ CHER CTXET, =—WF—T7T D v MBI, WEE-ITHIFRTX
F9, FEMICOVWTEL, T2—¥EH] 2ZRLTIEIN,
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7hvoromyiz [

ThovrooYEZ

EHOR—BNLT H T "RHIEE. CDOMMST AT 7 I, BARDR—FZ LT
T RNERT T NT AT MNETHID R A D ENTEET,

ATV TN ~VFTF o bAR—=F LT, AEMICFERENDIT AT M A=a2—% 27U v 7 LET,
ATY T2 [THU L bOYYE X (Switch Account) [ %27 U > 7 LET,
ATV T3 FRTIHLR—FNERLETT o MEBIRLET,

Cisco Success Network

Cisco Success Network |Z—%fiiad 7 T 7 K¥—E ZXT7, Cisco Success Network % A %hIZ
T 5HE, T3 AL Cisco Cloud B & % = 7 2 BEe 03 e S A, IR DU B3 2 1 &
FHEBRNA N —I 7 &ENET, TVAMIER NI —=I T TH5ZLICEH-T, T30 R
MHDH/ROT — 5 2RI TENEZHEEATY E— FOEBEAT — 9 VITHEET DA
= ALRRE N7, IROAY v ERELNET,

« Xy h =27 WO OB A A LSS 572002, FIF AR ARl H OREREIC DWW Tl
MLUET,

« WIS ATREZR, BINDT 7 =T R— F =R LE=F— U IOV THEM
]\/ij—o

o VA OWRFEIHESLL ET,

T RXENC X 2 T 7 BEG A N L OWERF L. Cisco Success Network I8 T 5 L 9
WIZLET, T30 A&, L 721 T Cisco Success Network DR EEZEE CTx £97,

N\

G¥) « Firepower Threat Defense /A 7 XA T E U T 4 X7 TIX, 777 4 771 A% &RT S
& AHX LR, T34 AD Cisco Success Network i¥ €% LEX LE7,

+ CDO % Cisco Success Network i EXFIL L FH A, REOEIH LT L A NV FHROFEME
L. Firepower Device Manager (FDM) L—H—A > ¥ —7 = A ARTWVET,

Cisco Success Network D H%h1E £ =1L EZh1E

VAT LD ERFZ, Cisco Smart Software Manager (27 /31 A &8 &kT 5 L HIkd b
F9, BERETIC 90 HEOFHN 7 A & A& 28546, MO OK TN T N1 2%
BET DMENDY £7T, T35 ZA&8ET H121E,. [(Av— 74 A (SmartLicensing) ]
~—C) Cisco Smart Software Manager (27 /3 A &% ExT 57, FlITBEF—%2 AL T
Cisco Defense Orchestrator {288k L £ 97,

TNHRAREREET DL, X=F XNV T AT ENET AL RZTA B ARED Y ToHE
To TAAZABRETDHE ADCL TV TRTOF T v ar T4 ABBEKSNET,
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B -»e=

Z OFE#LIL, Cisco Success Network # #2925 Z & CWOTHHEPIZTEXETN, 2047
v a VIZFDMUI L DB TE LT, BT L L. T/ AN T 0 Fonbblfrsiu
F7, UL THEHOZERCA~Y— I T4 v AMEOBIEICIZZEY T, IEFICEEEMK
BLET, sEMIZ OV TIX,  [Firepower DeviceManager 2> 7 4 ¥ = L—1 3 » HA R, /—
Tar 640 L] o 27 2EH# ] OEFED [Cisco Success Network ~D#EfE] &7 3
EHZRLTLLIEEN,

a—H &I

CDO Ca—H—L a— REEREISRET DRIC, (TATT 4T 4 Tunf =T
7 bk & Defense Orchestrator =—%— 1L 22— N L OEIfR] ZHA T, ID 7 u/34 ¥ — (IdP)
THhHy v hea—F—La—RREDOLIITHAEERTL20EFE L TEE, CDO = —
P—F, IS TCDOTF > MIT 7B ATES L HIZ, CDO L a— REXHET 5 IdP 7
BT N PSHBETT,

ﬁ%@%@kﬁﬁ&w@@ CMm%wmﬁgOniT&T@KDO?TVF@HIfDN4V~
LD ET, ZORFOERD O, ID Fr s34 X — L LT Cisco Secure Sign-On i ff] L
TWDHZ E&AEHRE LTHET,

Ty MCBEEMT LN TND TR TCOa—P—L a— NiL, Aa——BEWH CHERETEE
T, VR —Fry NEMRRT DD ST v v MBS T vl A g rR— b
TV THLRERERD T,

T2 MIEEMfTFONATWAA—Y—La— KFDOXRT

ATY 1 CDO A =a—"—n5[EE (Admin) > [1—H—&E (User Management) NIZBEN L 7,
ATY T2 [2—HP—EH (User Management) | %27V v 7 LET,

o~ example_tenant _
net-ops@examgle.com
@ SETTINGS
User Management
User Management Email Last Login Token Roles
21231201
sec-ops@example.com /232018 i 8 Admin
8/30/2018
superadmin@example.com Super Admin
8/29/2018
here2help@cisco.com Read Only
B/25/2018
net-ops@example.com 2 Admin

G YRADYR—IRTFT U MITZ7EBATERNEIICT DI, [ E (General Settings) |
BERE 36 2—) R=UTTHY L FREZEELET,
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I Cisco Defense Orchestrator ()& A&
a—H—EED Active Directory ' )L— 7 .

21—+ —&I 0 Active Directory & )L— 7

ZHO =P —=NHBIIANED LT T oSS, ix Oa—F—% CDO (BT 2P
D iZ, CDO % Active Directory (AD) Z NV —FZ~v 7 LT, 2—%—UJ X fLa—HF—
n—/L&xLDMBEICEETEET, LT —0ENCBEFO2—F—0DHIRE Vo Tz
2 —PF—DER LT T, Active Directory TEITTEX 5 L D272V, CDO THEITT HHLEEN
A/ 3 D

[2—H%—% P (UserManagement) |X— /5 AD 7 /V—7 B0, fRtE. F2ITHIBRT 51
l%. SuperAdmin = —HW—m —/LRNETT, FEMIZHONWTIE, [2—Fo&E] 2R LT
<TZEvy,

[Active Directory ' JL— ' (Active Directory Groups) ] % 7

[%7E (Settings) ]X— @ [—H —4H (User Management) | &7 ¥ 3 »\Zix, HIE CDO
IZ~ v B 7 ST D Active Directory 7 /L —7 DX 7350 £9, L EELRSE LT, Z
DRX—=UIZIE, AD VX =V ¥ THOV Y THNTL AD VL —TOr— L RNERRINET,

AD 7V —FZE FN TV D —H —X, [Active Directory 27 /L —=" (Active Directory Groups) ]
27 ETNT [ —F— (Users) | ¥ 7IfEBNCR RS NER A,

[Audit Logs] % 7

[%E (Settings) | ~X—V @ [—H —4FH (User Management) | &7 ¥ a3 2%, E&r 7D
BTRHYET, ZOHLWEZ 2 /IiE, CDOT A Y MZT 7 BA LT R TO2—
P—oka 74 UL E ka7 A4 VIFICREEL TS — Y —or— A RERINE
T, ZRCiE. PR —Y—a A L AD S v—T A LV Om R EENE T,

RLFA—LA—Y—

CDO @O IAM BSRENIEIES L, 22—V —PNEEO e — L 2RO LN TED 92 EL
770

22— =L AD OEHD T N—TITBB L TWDEANRH Y. TN oD% 7 /V—71X, CDO IZ
BWTHRRLHCDOR—/VTERTEET, 22—V —0u 7o VRICHEIGT 2 FofEr 72 HERR I,
ZOa—HF—nNELT\D, CDO TEHRINTWNDLTRXTD AD 7 /V—7Du— )LOMAE
bETT, 2E2E, 2—F—N2 200 AD VAL —FIZELTEY, MFDITIL—FN2O50
Bippn— (WEEHELET 7aAEHHRY) TCDOIZEBMEINTWAEA, =—F—I%ifH
LHEHET 7oA HEHOWGOMRERLET, Ziux, EEOKEDO I V—7 v —/VIZiHEH
ENnET,

AD JN—T7 D~y ¥ 7% CDO CEXRTHAVLENHLZDIX1EHEITTHY, 2—F—D7T
7 A LHEROBERIL, FD%, B 7V —F M Cca—PF—%BMN, Y. £-1388E1 %
Z LT Lo T AD THHMhIZFITTE E T,
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B scozm-

A\

GCE) a—¥—n, fH=—F—ThHY, "OELTT > FOAD ZL—7 1288 L TWAIEAIL.
fER 2 —F —Da—HF—a—LRNAD V' L—FDa—F—o—L L b ELESNET,

[T L& SHIZ

AD I NV—T <o ¥V a—P—FHEA L LTCDOIZBINT SHIZ. AD % SecureX & #&
ETHHVENRSHD FET, ADDID 7r A X — (IdP) NEEMAINTWVARWEATL., kD
BEEZ EITTH2MERH Y £97,

1. CiscoTAC CTHHR— FNr—RX&HE, ROEREFEH L THAX LAADIAPHEEERLE
7,

* CDO DT F ¥ N4 & Hiue,
CHARZDN—T 4 T 2EFRT D RAAL Y (B @ @cisco.com, @myenterprise.com) .
« XML JERDFEHEL 72T L —va v A¥T—4,
2. ADIZIRDA AL A SAML ERZBEM L ET, TA0OE TIERILF E/NCFRXEE
i—a‘o

« SamlADUserGrouplds : Z ®Jg X, = —%—723 AD E TR XTO 7 L—7 DR
WA EFERLET, xR RORATZ Y —r gy MRT L IIZ, Azure T [+
TN—THRDIEN (+ Add groups claim) ] ZEIR L F 7,
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Feo sz

1: Active Directory TEZESNT=H R Z LER

= Microsoft Azure £ Search resources, services,

Home * Cisco-COO0-Dey * Enterprise applications > securex-okta-ci > SAML-based Sign-on >

Attributes & Claims

=+ Add new claim  —+ Add a group cdaim =2 Columns 57 Got feedback?

Raquired claim
Claim name Valua

Unigue User Identifier {Mame 10 user.userprincipalname [mameid-for.. ***

Additional claims

Clairm name Value

hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/emailaddress user.mail

hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname user.givennams

hittp/fschemas xmiscapuongfws/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocapuong s/ 200505 identity/claims/surname USELSUMamea T
[ SamlaDUserGrouplds | USELQraups 2t
| samiscurceidpissuer | “https:/ysts windows.net/1e491488-.. ***

« SamlSourceldplssuer : Z D JEMEIL, ADA VAKX A% —EIZ#HBILET, =& 2.
WDAY V—rvay MIRTEIIZ, Azure T [+ /b— 7 EROBENM (+ Addagroup
claim) 1 Z@IR L., A2 1—/,L LT Azure AD itkBll+% RoF £,
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. 21—+ —& 2 Active Directory 7' J)L— 7 DB

2: Azure Active Directory DR FER D1+ 5%

= Microsoft feure

13 Zagrch rescurces, sendces, and docs 05+

Home * Ciso-CDO-Dey » Enberprise applications » securex-itage

securex-stage | SAML-based Sign-on

Enterprise Application

B Cherview

[ mepioyment Fian
Manage

1] Properies

& Jremess

&« Raoles and administrators [Previen]

A5 Ukars and groups
2 Single sgn-on
B Provisioning
! spplication prosy

S Sall-sersice

Security

% Conditional Acoess
%, Parmisions

B Token ancrppton
Arthiby

T Sign-in logs

S Usage B insights
B sudit logs

W Peosioniog logs

= ACODSE PEVAOWS

T Upload metaciata il w2 Chenge single sign-on made  £= Test this sppiication B Gent Femcinack?

U L LAY
Reley Bpte Ol
Lagaout Ld s

g Ariributes & Clams

givenname UEr Givan name

SUrTAT AT ST

amaladdnizss AT T

Fang LT SR i N

SamiGourceldplsnsar Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300
{dac?6f~

SamiaDLEerEaupids W Groups

Linigue Lisar Ddanti R Rl e T ER

g SAML Signing Certdficate

Statuz At
Thum jng ATECETR AT I3RS N6EER TR TAFTOGDIEET 16R0
Expiraticn 11/9/2028 B:1151 PM

Matification Emal

App Federation Metadata U

Certilicate (Rasefd) Dramibcaad
Certificate (Raw) [orwmiboag
Fedaratice Matadata Xl Terambound

n Zet up secunex-stage

W'D it B £cnfigiane B applation ta Bnk with Aume A0
Lagie URL i it/ Aaginmicrosofanine cam a8 14866258, By
| Ity fane wAndows.ney 1ed3 1488- 62 Sa-Aff1-2021 .
Laxgaut LIRL [mwnnginmuu:uhonlnemw1=¢914EIB-6254...

=

| i Aeginmicrasatantng cam 104314886254, [ |

e ste - by-sbep instructions

21—+ —& I Active Directory 2/ JL— JME/N

ATvT1
ATvT2
ATvT73
ATvT4

ATy TH

CDOcu 7 A4 LET,
CDO A ==z2—"—7L[EHE (Admin) ]>[2—HF—EHE (User Management) JIZBE L £,
T—T7 VD LT B [Active Directory 7 /b—=7 (Active Directory Groups) ] Z&EIR L £ 7,
BUED AD 7 V—T 137 WAL, [ADZV—7 DB (AddADgroup) %7V v 27 LET, BEfFO=
N RHH%EEE, BB (Add) 1 RZX %2270 w7 LET,
ROEWE AT LET,
o [ V—7"4% (GroupName) ] :
TIHY EHA, CDOIE, ZD7 4 —/L FTCHBELFEEZFR—F LTWEHA,

—BOL4HIEATILET, TOL4HNIE. ADDITNV—T4 L —HT DM

£ Edit

& Edit
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21— — &I Active Directory &' )L— T DiRE .

«[/V—7ID]: AD LD N—T7ID ZFETAN LES, Z/—7ID OffilE, I A ¥ LERIER
DIN—=TID ERILTHLIMLENRHY £, ZOMHEIE. 7= O—E0 D ITHET HIEEDHE
(my-favourite-group, 1234572 &) (2T 52 &N TEET,

« [AD %417# (ADIssuer) ]: AD 2°5 0D AD BITH OfEE FETAS L ET,

s[m—/L (Role) ]: ZOAD IV NA—TIZEENL TR TO—Y =D — /L3 E Y £7, FEMIZON
TiE, Ta—HP—m—) 2L TIEEN,

o (A7va ) [ (Notes) 1: 2D AD VA —7ICH SN L EREEBMLET,

ATv 76 [OK] ZERL £,

21—+ —%&IEF Active Directory &' )L— T DiRE

1R BHHIIZ

CDO TAD /' N—7Da—HW—EHEHEET H5A1L. CDO 2% AD 7 )V—7 %R 5 Fik
FUEEETELZLICERLTLEEVY, CDO TAD /L —7HEKEHRET L LIXTx
FHA, ADZNV—THNO2—H—D Y A N EHEETDHICIE, ADEZHHATILERH Y 7,

ATvF1 CDOCn /A LET,

ATY T2 CDO A =a—"—n5[EE (Admin) > [1—H—&E (User Management) NIZBENL 7,
AT9 T3 T—T VD LIZH D [Active DirectoryZ /—7 (Active Directory Groups) | Z 3R L £,
ATV T8 F{ETDAD V=T EFFEL, [fRE (Edit) |74 3 2@RLET,

ATV TS ROMEEELLET,

s [ZVv—7% (Group Name) |: —EODOL4RAIZANLET, CDOIX, ZD7 —/) R TRERCTFEY
A—FLTHEREA,

[/ NV—TID] : AD LD N—TIDZFEHTASILET, 7 —71IDDEIX, I AX LFEREFRD
IN—71ID LRICTHLIMERHY £, ZOMEIT, Z7—7DO—E0 ID IS 2EEOHE
(my-favourite-group, 1234572 %) IZT 52 N TEET,

« [AD 36174 (ADIssuer) ]: AD 725D AD ¥{TH D% FETAH L ET,

s[m—/ (Role) ]: ZTOAD IV N—TIZEENLTRTOL—YF =D —/LRRFED 9, FEMIZON
Tix., Tz—%F—m—] 2BBL T I,

«[1EE (Notes) ]: 2 AD Z L — I SN AL ZBM L £,
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. 21— —& A Active Directory 7' )L— T D HI

1 —+H—&EF Active Directory /' )L— T D BIlf&

ATy F1 CDO s A LET,

ATY T2 CDO A =a—"—n5[EE (Admin) 1> [1—H—&E (User Management) NIBENL 7,
AT9 T3 T—T VD EIZH D [Active DirectoryZ /—7 (Active Directory Groups) | Z 3R L £,
RTv T4 HERT 5 AD ZJV—TEFELET,

RATv 5 [HIFR (Delete) |7 A a2 &R LET,

ATwT6 [OK]2Z7 U7 LT, ADZNV—T7ZHIET25 2L 2R LET,

#T# CD0 1 —H —D1ERKL

WD 2ODHAT7IL, HF LW CDO 22— —ZERT 572D T, IEFICETTHHMNE

THY A,
o Bl —H —MmF Cisco Secure Sign-On 7 % 7 >k DAERL

* CDO = —H#—4T® CDO = —H#— L a— N

INOLDOEATPETTHE, 22— — L Fhl=—H—72 Cisco Secure Sign-On & v ¥/ = R —

K5 CDO #BA< Z &M TEET,

## 1 — —[[E (+ Cisco Secure Sign-On 7 A7 > FDYERL

Cisco Secure Sign-on 7 4 7 & F DERIE, FrL W a—HF—=2H5THDOTHITH 2
T, YU ToHNDLT T FOARTZIEE L T LEHITH Y XA,

CDO~DBT A 2IZDUNT

Cisco Defense Orchestrator (CDO) (. Cisco Secure Sign-On 27 A 727 4 7 4 T H/NA X —
ELTHMAL, ZEFEBIE (MFA) (2 Duo 2 LEF, CDOZAY A T BICF, £
Cisco Secure Sign-On T7ho > bZ#/EK L. Duo ZFERALTMFA R ETHILELAHY F

ED

CDO 21X MFA LB TY, MFA L, 2=V —T AT T 47 4 2%#T 5720021
T4 &b LET, MFAO—FETH D " EHRIFIETIEX, CDO vV A T 52— —D ID
EWRT DT, 200 a L R—3% 0 bEFRITEZENLETT, RYOEZ Ta—V—4 L
RAT— KT, 2BHOERIIA LT~ RTERIND T H A L/SAT— K (OTP) T,
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R |

| o

EE 209F10F14B&XYRIZCDOTF > FBAEEL T =HEEIX., ZOEHDMDHYIZ [Cisco
Secure Sign-On ID 7' H /A X —~DBAT 31 X—Y) | Zr /A U FHE LTHEALTE
é l/ \O

OJ4 9 BHIl

Duo Security DA > R k—JL, DuoSecurity 7 7'V 77— a3 > & ERFEIEICA A
=T BZEEBEIDLET, Duio DA A F—LIZOWTTEMN S 58541%. [Duo
Guide to Two Factor Authentication : Enrollment Guidel] 22/ L T 72 &y,

BZIDORE, TENRNANT AL ZREFH L TT o H A LR A T — R&EERE LES, OTP LR

R=ZATHHD, TAALADI Oy IR TAEALERBLTWSZ ENEETT, T2

AZAD7 vy 7 PNHBC, £ FHTELWREIICRESN TWAS Z & 2R LET,
#1485 Cisco Secure Sign-On 7 h ™7 > FDERL & Duo EEZRBIADRTE

BHIOYA AU —r 7a—T4BEEO T ot 2T, 4 BETRCEETTALERH Y
iﬁ‘o

AT w71 #H LU Cisco Secure Sign-On 7 hH Y MY A o7 v T3
1. https://sign-on.security.cisco.com {Z7 7 A L £ 7,

2. [A A (Signln) JHIEHD FERIZHD [T v (Signup) 1227V v 7 LET,

Cisco Defense Orchestrator % L 7= FMC D & I& .
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. #7138 Cisco Secure Sign-On 7 70 > FDERLE Duo EERZDIIDHRTE

3. [T A vy bDOIER (Create Account) | Z A 7 a7 D7 4—L RIZAS L, Bk (Register) &2 7 U v
7 LET,
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#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .

WIZWL DD v FERLET,
«[E A—/L (Email) ]: CDO ~®D " 7 A ANIEENEHTL2E A —VT FRLAZ AT LET,
* [#A#% (Organization) |: 2ftZRITLFIZEBML £,
4, [B4% (Register) 1227 ) w7358, LT RLAICHRA—LNEESNET, EFA L%
flx, [T Ty hoBAE (Activate Account) |27 U v 27 LET,
ATv7T2 Do 2FEALTEERDMZ LY F TV TT D
ZHEREE Y N T v 7 T5LET, ERXANAT AL AEEAT L L 2BEIDLET,

1. [ZERFIEOHRE (Set up multi-factor authentication) | i T, [EFHE DO E (Configure factor) ] % 7
Uy 27 LET,

2. [By b7y 7 OB (Startsetup) 227 Vw7 L, TR T MIES TENSA LT AL ZAEERL T,
ZDENRANTNAALET H T NOXT Y T hR LET,

FEMIZ DWW T, [Duo Guide to Two Factor Authentication : Enrollment Guidel] Z#ZM L T &, T
NARZDuo 77V —2a BT TILA VA M= LSNNTWAEGEEIX, ZOT AU NOT 7T 4
NR—ygra— RFREEENET, DwlEl BEOTF AL ZATEROT I a2V R—FLET,

3. U4V —FDEHKT, [m7A v %%it177 % (Continue to Login) ] %7 Vv 7 LET,
4, T HEFFBFEAEM LT Cisco Secure Sign-On (21 74 > L ¥ 7,

ATv7T3 (FE) BMOF—trT4H5—2ELTGoogle A—t T4 7—2%/RELET,

1. GoogleA—t> T 4 7r—H2EXT VL TFTHENANTNA REERL, [k~ (Next) 127 Vv L
\iﬁqo

2. By R T v U4 —FROT T MIEST, Google A—t T 4 r—F%&ty N7 v 7 LET,

AT T4 CiscoSecure Sign-On 7HD Y bDFTHhIU M) ANYDA TS a3V EERET S
1. SMSEZMHLTCT AV ba2U Yy FEL0DTiOEFE SRR L T,
2. BEX 2V T4 A A—TVERRLET,

3. [¥A T vy bOVER (Create My Account) 1% 27 U w7 LEJ, ZIL T, Cisco Security Sign-On 4 -
VaR—=RIZCDOT 7V r—va DI ANNERSNET, MOT7 7V r—ar ZA NV HFIRE
NAGERHD 7,
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&
iy

. #7138 Cisco Secure Sign-On 7 7 > FDERL & Duo BEFRERED
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#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .

By alm—RETHIANE RT v 7 LTCHENERTZY, ZFTEERLTEA NV E T V=TI LT
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B coox—v—%co0a——La— ko

CDO0 L —H—LZ THCD0 L—H—L a— FDOERL

(%> bU— 27 &8¥E (Super Admin) | HEFR %75 CDO +—H#—DH A CDO L+ —H —L a—
REERTEET, Xy hUY—7EHEIT. FLOCDO A —H—RDERFZ 27 THRE L
HLOLREILEFA—ILT RLATa—Y—L a— REERTHIHNENDH Y £,

ROFIEEFER LT, @Y Rr—Y—o— a2 ffoa—HF—La— REERLET,

ATy 71 CDOICu /A v LET,
RAT9 T2 CDO A=a—"=25[EE (Admin) 1> [1—H—FE (User Management) NICBEh L 7,

ATvT3 %uﬁ"?xzﬁ‘&‘/ 7V v 7 LT, FiLna—¥—%27F> MaBMLET,
ATV T8 22— —DFEFA—NLT RLAZALET,
G¥) 2=V —DFEFA—/NLT KL A, Cisco Secure Log-On 7 4 7 > hDEF A —/LT KL AIZHF I
LTWAUMERHY 1,
RTF9TE Ky 7F v Ama—mba—F—Da—FOREZRIRL £,
ATFv7T6 [OK]Z27 Vv 7 LET,

1 —+H —H\ Cisco Secure Sign-On % v & 1 7R— KA S CDO Zf <
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TR L2 DD URL ~D Y > 7 ZERTE 9, RBEREDOINTEY 7 2T /314 AT
BEfIIT D 2 &mTcEEd, MUY 7 ZRIFICEROT A ZACEEfIT 52 &b T F
T

External Links

& Search

Add External Links @

ERRLIZY Y73 EZICTHRETE XTI, ROt Xa VT 4 BRI EDY £HA, &
ZIE, WAL T LI AT, FRIEVPNERAZ N L THRED URLICT 7B AT 52 LItk -
TRy MU —2 ICHERT D BER S HHE, OB S E T, R¥ENEED URL
E7uy s LTVAHA, TNLOURLIFSIEHE 7 n vy 7 kT, RS T2V URL
FBEFEEFIRS N EE A

locationZ= %4

URL (ZHLA AT Z &3 TE S {location} ZHATERL L E L1z, ZOEEIZIZ, T/ ZAD 1P
T RUVABRANESNET, WRICHIZRLET,

https://{location}

o

BE R -
T AR = aEL (197—D)

TR ALY —EZDY R DT ZAR—K (74 2—2)

TINA AW DIVERY >0 DR

ATV Tl FEF—=va =T, [ &7V 7 LET,

AT9 T2 [T314 A (Devices) | X7 %7 Vw7 LTTNAAERDT BN, [T 7 L—1 (Templates) | ¥ 7 %7
Uo7 LTET AT N, A% BOTET,

ATV T3 WYIRTANAAXATOE TRV w7 LET,

ATV T4 TR AEITET NV EBEIRL £,

TANZ ERREMA LT, BERTASAZAEZROTHENTEET,
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ATy TH
ATvT6
ATy 71

ATvT8

~osgy ook ]

FANDOFEMASA D, [FMY 2 (External Links) &7 >3 SZBEIL £,
V7 D4 A LET,

[URL] 7 4 —/V FIZY 7D URL Z AN LET, B2 URL ZfRETOILERH Y £, & 2T A
aOA . http://www.cisco.com & AJT L E T,

[HZ27YV 27 LT, Vo7 &Fng 2 afHEftir£7,

~DHERY D DYERR

ATy T
ATvT2

ATvT3
ATvT4
ATy TH
ATvT6

ATy T1

ATvT8

. % CDO b ELHERR < BRI ik 2 IRISR L £,

FEF =g N—=T, (A &7 v LET,

[T /3 A (Devices) | #7527V w7 LTT A RAERDIFH0, [T 7 L—1h (Templates) | ¥ 7 % 7
Uo7 LTET TN, A% BHOTET,

WYRT N AXATOXTHT ) w7 LET,

TANGERREMEN LT, BERT AL AZ/DOT D ENTEET,

TNRAAETITET VERIRLET,
FOFERAA b, [HMEBY > 7 (BExternal Links) |27 g B8 L E 5,
REDY T OARTIEANTILET,

https:/{location} % [URL] 7 4 —/L RIZAJJ L EF, {location} ZHIZIX, T /31 ADIP T KL ANAT &
WET,

[H ARy 7 A&7V w7 LET,

BT INAZADHERY) U DIERR

&
ATy T2

ATvT3

ATv74
RATvTH
ATvT6
ATvT1

FEF =g N—T, (R IV E27Y v LET,

[7 /34 A (Devices) | #7 %7 V7 LTTNA AERHDT LD, [T 7 b— b (Templates) | ¥ 7 % 7
Vo7 LTET AT ANA A& RO ET,

WERT NNA AL TDOETH 7Y v LET,

T4 NEERBEFA LT, LBERT NNARERDOTHZENTEET,

BEOT A AFEITET NV EZRINLET,

FNOFEAASA D, ALY >~ (External Links) | &2 2 a SIBEIL £,

V27 O&4FIE AT LET,

WONWTNNOFEEFH LT, 778 A9FH5URLEANLET,

« RO LFH % [URL] 7 4 —/L RIZASH LET,

https://{location}
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B s romesraag

{location} ZHIE, T XA ZADIP T RUANASIINET, Ak, 7734 2D ASDM ~D HE)
U7 PMERR S IVET,

*[URL] 7 4 —/V RIZU 27 D URL # A LET, 588272 URL ZH5ETHLENH Y £, 72L& 21E
A aADEE | http://www.cisco.com & AT L ET,

ATYT8 [H %7V vy LT, Vo7 &T A AaMlffiT £,

SERY) 2D DiRSE F = IZHIBR

ATy Tl FEF—va =T, [ &7V w7 LET,

AT9 T2 [T14 A (Devices) | X7 %7 Vw7 LTTNARAERDT B, [T 7 L—1 (Templates) | ¥ 7 %7
Vo7 LTETNATNA AR FET,

ATV T3 WYUIRTNAAZATOE TRV v LET,

TANKEEMBEERA LT, LERT XA AERDTHZ ENTEET,

AT T8 THRAAETFTETNVEEBRLET,

AT TS LGRIOFEMASA 06, MY 7 (External Links) &7 v a cBE L9,

ATYT6 V7D LEIH—INVEB L, RETA 2 LHIRT A a0 BRRRINET,

AT HMTHTAarz27 0y L, MR 7 ZREZTITHIBRL T, 727 v a v ZlERLET,

BRDTINA A~DHNER) 2D DIREF = IXHIBR

ATY T FeF—2a " —T, (> &227 Yy 7 LET,

ATV T2 [T34 A (Devices) | X757 Vw7 LTT A RAERDTF 50, [T 7 L—k (Templates) | ¥ 7% 7
Vo2 LTET AT AL A& RO ET,

ATV T3 WERTNAAZAT DR T %) w7 LET,
TANEERBEFEA LT, DEBRTANAAELOTHZENTEET,

ATV T4 FHOTNA AETNTETVEBRLET,

ATV TS FRIDOFEMASA 06, OB Y > 2 (External Links) 1 &7 v a icBEi L9,

ATVT6 Vo IAD R —YNEES L RETA 2 EHIRT A a2V BERENET,

ATV T FNTLHTAavw 7 )y 7 L, AN v 7 #REZTITHIBRLT, 77 a vzl iLET,
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7131 20 00 ~0EEH

T/N\A R D CDO ~DFHEHT

B -

CDO ~D T /34 XA —{E B Hn

CDO #ffH35 &, HELEIIHEBOEEXG:T /N A% CDO IZ[RIRFC ke 2 il b Z &2
T&XET, CDO BWEET LT /34 AN TEERTE] &~—72 SNTWAHEE, CDO kst
WROEFEZRH LY, TAL REZEH LY TR0 £, UconTiE, & &
ERFERPEZEZONET, T34 AR EZRAD Z L1, CDOWZL DT A ADEHE
T 12D DRI DO AT v 7T,

\)

CE) B LWREREZ R OT AA A& T 556, CDO VL, 7731 X LO# LWGEEZ A8
IR L TRIT AN, D L OB LT LET, 2L, BT 57 /31 A8 15
2 o%E, CDO X, Tl Ok & AT 57202, REAELZ FE THEGE L T AR
LT LERODET,

AT Tl FEF—2 a0 R_X—=T, [1 XU (nventory) |27 U7 LET,
AT9 T2 [T314 A (Devices) |7 %27 Vv 7 LT, T34 A&ERADTET,
ATY T3 WYRTNAAZAT DR T o) v LET,

TANZEER LT, AT —Z AN TEERGE] THLT A AL ADT TSN,
ATV T8 T4 NBLBOFERNG | FERERRE DT S A& BIRL ET,

A7y T5 [F#EE (Reconnect) [ #27 U v/ LET, CDOTIE, BRLIZTRTOF AL RCHATEXAT V>3
YDA RRZ DRI S Z LITHERE LTI EEN,

AT T6 [ (notifications) | ¥ 7 CT—ET /A AFEHET 7 > a v ORI A MR L ET,

Evb TS ZAOFERAEL I 0 VA AERPEE SN DICHERICR LI SEE, Th b7
NA ZEHNCHEHEHE LT, FrLve 70 UEREZBML, BT LOREAEZ 20 AN D LERH
D ET,

FINA R —rHEZEL

LLFOFIET, T ZAHICH—D L —2TFTF A D ) — N7 7 A VEERR LE T,
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B oo~ ry anentory) 1 x—StERORT

ATY T e =g 3—=T, [ U (Inventory) 1227V v 7 LET,

RATYT2 [T/ A (Devices) | #7227V w7 LTTNA A& RDT D0, [T 7 L— 1~ (Templates) | % 7% 7
Uo7 LTET AT N, A% BHOITET,

AT T3 WYRTNAARZATDET o) v LET,

ATV T8 )= PEAFRT 2T A AETITET VEERL E7,

ATy TS5 AElO [EH (Management) |4 > T, [/ —F (Notes) [ #7 U v LET, B Nowes,

AT T O T 42— KA E 7Y v 7 LT, BEDTHFAPET 4% (Vim £721X Emacs 7 ¥ A b5 «
) wERLET,

ATvTT [/—F (Notes) | X—T%MELET,

ATY T8 [1F (Save) 1227V v LET,
J— MIZ TIREFESINET,

[41 >R k1) (Inventory) | R—IUIEHDRT

[ >~ RV (Inventory) ] <X—IIZiX, T XTOYHB I MREA AR — KT R F
VR— RFEAL ANPBIER S NET T L— FRFERSNET, [ Y (Inventory) ]
R=UTE, T/ MALET T L= IBENEND XA TIZHESOVTHEIIL, &T A AH
A TEHRAOKET 54 T ICRRSNET, RABEREEEHT 20, 74V 2 ZH LT, BR
LT AL AR T DR TNOTF AL A% RHOTFHZ LN TxET,

[ >~ MY (Inventory) ]N—UIZiE, ROFEMIBEHRNPERINET,

« [T /34 A (Devices) ] ¥ 7IZiE, CDOIZA VA= RENTWNELTRTDTATT/NA A
MERINET,

[T 7 L— | (Templates) ]IZI&, T4 7T A A6, £1ECDO A »AHA— K&
TRERR 7 7 AN BAERRENT-T RTOT o FL— RN F A ARERINET,

FRNIILET 4 )L NIE

T YT, TR AETFA TV =27 b2 NA—Tb T A0l ENET, FArR—F 4
VIHWELIA AR =T 4 T HEDONDOTH, 1 DU EDT AL AT NV EEATEET,

TN EFT Vs MIEAT A, T TNV EERLET, TS AERFAT V=7
MZT_NVEHEALEZL, TOT_NAVITERLET AN, AT—=TNVEREIA T V=) N T—T D
WEE 74 NVHE Y T TEET,

Y

CE) TS RZHEA SN T IVE, ZOEAT V=7 Ma3dtEShEEA, Eiz, EAT
YxJ MIEH SN T ~IViE, TOBEFT V=7 MIERShEEA,
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FRAREF IOy FsALzEmTs

TV N—T X, IROFESC Tgroupname:label) ZfH L CIERRTE £97, 72 & 21X, Region:East
F 721X Region:West 72 & T, ZNHD2 0D T~V EEKT DA, 7 —7T UL Region
2720, ZD 7 N—"T70 Bast £721% West 2 HIEIR TE 7,

TFINAREFA TV MR ZEZERT S

TNRA 2T @M 510%, LFOFIEZFEITLET,

ATY TN TAL ATV EBINT ST, EMoFesr—var o4 Ry THAr_UR) 2270 w7 LE
T, ATV MZTULVEBINT AL, EMOFESF =2 a0 RYTTHA T V=7 ~ (Objects) ]
Vw7 LET,

AT T2 [T34 A (Devices) | X7 %7 Vw7 LTT A RAERDT D), [T 7 L—F (Templates) | ¥ 7% 7
Vo2 LTET AT AL A RO ET,

ART9 T3 T A RZA T DR T %7 ) v LET,
RTYT ERENTEZRTIOUEOT A AFRIFET VERRLET,
AT TS FRO [T N—T LT ~LDiEN (Add Groups and Labels) | 7 4 —/L KT, T34 ZAD T~V EIEE L F

B

ATy HEO+TAarw 7Yy LET,

TJ4IL53

[1 X FU (Inventory) |"—T & [A7 Y =27 b (Objects) |"X—VDOIEIERT 4 LH
EHEALT, L TWAT RS ABIOA T V=27 NERDTFHZENTEET,

T 4 NVHBRT 5120E, [T/ ALY —E X (Devices and Services) | X 7, [R Y —
(Policies) 1% 7, BLW[A T =27  (Object) 1 ¥ T DEMOALTY 27V v LE
ﬁ—o

AR RN)TAUNETIE TAAZAT NNy =T LY T T =T D=V g,
Snort N— 3 v, BREAT—HX A, BEGIREE, BiAMIE. Secure Device Connector, 3LV T
NVTT A NGRRILTEET, 74N ZZ@H LT, BIRLIET NS RZATDETHOT A
ARERDTHZENTEET, 74N FEFEHLT, BIRLIET NS AXATDOETNOT
WA RGBT HZENTEET,

N

GE)

LHEAICORFIREINET,

[FMC IZ L% 7 4 /v (Filterby FMC) | 7 4 VXX, A7V IAFMC 4 AR — KL T

FTx2 I NTANEEGERT DL, TAA R, MEFA T, EAT V=2 b BT O
BRWAT 2l b, BEOAT V2l NI T TT 4 NVAZUFTEET, RISV ATLAT
TVl bEEDLIMEIDEFIRTEET, MET7 4 — NV REHEH LT, FFEDOLAT, IPT R
VA, FRER—NESEZL T ANIERNOAT V=2l NERBTHIEHTEET,
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B = soczmmLC00 BEHET BT RTOFAIRERDTS

TNRAREFT V27 N7 4 VAT L0546, MEEEZHAGDE T, BEETHERE R
DT B2 DN ONDOEEEN IR RIS 2 ERk T2 Z LN TE £,
wopIciEx, THE ERS TS, £7203. REAR) Bbr47 V=7 b, o, BIo

EEROWEFTo =7 b, D, FEDZAT (XY NU—2 F2id, —ER) OF7
VI M TOLROIBRAT V=V FEMKT L7 4R EASET,

Filter by Device

Show System-Defined Objects

a Unused
Duplicate
a Inconsistent

Ll

Default Values
Owerride Values
3 Additional Values

Unassociated

a MNetwork

Protocol

a Service
ICMP
lime Range
URL
Application Filter

Securitv 7one

RI—SDCAEEAL=CDOIZIEHRT 2T RTHOT/NM A%
BO+ 3

WOFIEIZHE > T, [FLT SDC ZEH LT CDO IZEfT AT _XTOF A ZAZFHA L FE T,
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ATwT1
ATvT2
ATv73
ATv74

ATy TH
ATvT6

ATy T
ATv7S8

RER

ATy T

FEr—a i N—T, [41 XV (nventory) %7V v 7 LET,

[T /34 A (Devices) | ¥ 7 %27V v LTT A AERDITET,

WYRT NAAXATOETHT ) w7 LET,

TANBEERT TIHRESIN TV DGAEIE, A X M) T =700 EEiCH S [27 V7 (Clear) |7R %
E71V 7 LT, CDO TEHLTWATRTOT A, ALY —ERE2FRLET,

74”5ﬁ5y1'%7Uy7LT\W4ﬂﬁ(ﬁmﬁ]le%%%%bifo74W5(M&%V)

7 4 v # D [Secure Device Connector] 27 2 a > C, #87 SDC D4 HIZ7 Vv 7 LET, £ X K
T—=T X, T4 NETF =y 7 L7z SDC Zfi ] LT CDO IZHfE L TW DT /A ADBBRRSE

(AT var) MREeILITKRYIALIZIE, ZANVFA=a—TBINOT7 ANV 2T =y 7 LET,
(FFvary) BETLEL, AV NIT—TADEHIZHL[Z7 VT (Clear) | HhZ %27 Y v7 L
T, CDO TEEHLTNDLTRTOT NS R LY —EAERRLET,

CDOX. XM A, A7 V=7 b, BIXOT 7R I N—T52HHBICHMBRTE 558 T170%R
BERE Rt L E 3, [ X FUJANR—=RATIX, MBA—ICANZRFGET 27200 T, MERE
T 2T A AREREINET, T3 ADLFIO—H, IPT KL A 7 3WEET N
AADVYTNEZEANNN LT, TAIAAERDTDH ENTEET,

R, [ 7Y =2 1 (Objects) | AN—ADRHFA—ZHEALT, A7 V=2 MO,
FRIFEIPT FLA, B—b, LEfET FLA, o baro—E AN LTAH TPz b
ERMETEET,

A E =T 2 A AD LI IZHHHBBAA—ICBE LT,

RTYT2 BBAN—ITHREMEEANT D L. ST DfRNERSNET,

SAa—N)LERE

Ja— S )VKREERE A FE 95 & CDO WOt Rl BE 72 B AYEHE A~ DT /3 A A L B AT
Cxl NERBTEET, EHIC, BMBERENOT AL AL F TV 27 FO_R—JICHERE)
TEFET,

TRTORBRERIT, BIRLTcA VT v 7 AMERA T v a A2 ESTWET, A>T v 7 A
ERE A7 > a IR D EBY T,
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B o o7y xemommn

c INA T 7 MMERL : TNAA T v 7 ZAER T BB AR TBERH Y £, 20D
Fat AT, VAT LANDOTRTDOTF AL AL ATl a2 RAF vy L, ATV 7 A
YERZFEON L7 RRICDI, TENDERBA VT v 7 AZRKRLET, TN T V7 R
TERLZ FFONH 312 E, BEFEHER DS L EE T,

FEZOWTIE, 7o T v 7 AERR OB (84 X—) AL TLEE N,

MDA T v T AMER AR NR—ADA T v I AMER T 0 AT, T RAEIT
TV MBI, BE, FFHIBRSNATNCRBEA T v 7 A HBIRIIC S
nET,

MR 7 4 — /b FICANT DIF®TIE, KLFLANLFRXBI S EE A, T3 24 O,
URL, IP7 RV A, IP T RUREH, £ HNIZT AL, ARA T V=2 b, ATV =
7 MEWNT 7 A NI ER N L TRREZIATTE 75

BSRERICE, RIECTINC—ET BT R COF A AL AT V= s PRRFESNET, BF
LFFINT S ARAT V7 IS LB BHA, RN T TV (FAA AL EAT
Vx/ 1) OFRERFRSNET, 7740 F Tl RREEROBAIOE HSREL R S, Z
DIFA OISR DA AZRFENET, VA FEAZ a— L LTRFREROEA E 2
Vs HE ETAMMERR LY RMIET = VB LY TE ET,

\}

G¥) o« Ju— NV TIE, BEETOMBERIIFRINERA, 7 V=7 VOGA, A4
T2 FOUIDIE, 7727 P a— BT A7-OIFHIET,

*CDOMMBTNA ZAZHIRT DL, BET 2T XTOFT V=7 BT m—rIURERA
T w7 AnbHIBRENET,

IR =B F TVl FEHIRL., T, AR LR T VA T v 7 AERE
BRIGTH L, HIBR L7247V =7 MIT A ACEEMNT O TWA D, 7 a— 3Lk
RA VT v 7 AR £,

LA T v A{EB DR

AT T FEHEEITHR Y NV EREERZFFOT AU MEfEHALTCDOICun 7 A v LET,

AT9FT2 CDO A=a—"—0L[EE (Admin) 1> [£A&%E (General Settings) NIZE L £,

RT9T3 Ta— VBT, [TVA 2T v 7 AMEROBAE (Initiate Full Indexing) 1227 U > 7 LCA T v 7 AE
E N AT—LET,

Global Search \_ @ Initiate Full Indexing )

To view the Global Search workflow, click here

GE) TINA T 7 ADIERE T 5 &, CDOTF v NOBFDOA VT v 7 A7 VT ShET,
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sa—rugroEs ]

ARTFYTE ZZEHE IV LT, Fa— R —r 7a—%5FE R LET,

7 0—NIILIREREDET

2TFv 71 CDOWCue /A LET,

ATV T2 CDOR—VDE EMBICHIMBT A arw s U vr L, FRENDBET 4 —/V RITRE LTI AL
ij‘o

(e
| ‘s’ Defense Orchestrator @ £- & O

RBELTFHNDOANN BT 2 & FIRREDOH DRBFRERDO Y X FRFRRSNET, BBEHBRIT, [TT
(All) 1. [T3A A (Devices) . BEWN[AT V=27 bk (Objects) ] D3 ODX T D FIZERENET,

(Q e X )

26 search results (2]

All 5 & Devices 21 € Objects

Devices
ASA-
ASA- @

ASA-|
Details

ASA-
ASA-

Firewall Mode routed

Location
AsaModelDevice

Objects

GroupPolicy1
GroupPolicy_dentaltest

ATV T3 MBERERNOT AL RAEIAT V=7 ERBIRL, REAIT A a0 %27 ) v 27 LT, MEBEHRNOXILRD
TRAABIOA TV 27 hOXR=VIZBEILET,

ATV T4 X127V w7 LTHRBEA—FZHEET,

— AT R SA AR —T AR

CDO Cif, a~v R4y A ¥ —TxA A (CLI) LT T NS AEERTEET,
awy N B—O7F S 2CEFET5 286 A CHEOEROT A ZTFEFHIEET 5
ZEBHRETT, ZOHA T, CLIa~y REBEOT /A AT —FEIZEFET 2B 0
T LET,
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B scurs5-—5z42

BEE R
* CiscolOSCLI®D R = A > MZOWTIX, BEWDIOS /N— 3 @ [Networking Software

(I0S & NX-08) | #Z&M L T 7Z &V, https://www.cisco.com/c/en/us/support/
i0s-nx-os-software/index.html

—fECUA >3 —T AR

( Bulk CLI
5 6 i 8
® 2 - My List €3 scuton @
» shom run | grep user 3 A .__ By Der
1 . & 08210016
® 0 81 Devic
@ i« 8

1217, 1:06:54 PN
show run | grep user

\}

GE) w20 T IRTLELT (Done!) | LW 9H A v tE—I CDO ICERENET,
e < KR T —R L CIERICEITENT-14,

e Ay ROETREFERMI G 2o Te i, T2l 21X, FFEORETY M ZMET D
EHRFRZET show 2~ RE2RITLIZELET, ZOEHREROFFIZEETIHRTE
T NUMRo A, CDOV [ETLELF (Donel) | ZiRLFE1,

T—2A Bl

: vy FIBIEAA L EBI LTV 70 12 AT 0 F BT, BT A 20
Vv LET,

2 avy N@ERE, a~vr FE2RET L L, CDOEZDEFESA Zav s R

ARLEKTHOT, v Faeb ) ~ERIRL, HEIITTEET,

3 av L RAf v, 2O DT urF NMiavwy REANLET,
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avy ro—mzE i

Bl

JEENRA v, CDO I, A~y RIZHT 27 3 A ZADJEE L CDO A vt —
TEFIRLET, HEROT AL ADISERR L2 7o 6, IWESA I
[X T A ADIRE % #x L CUWET (Showing Responses for X devices) |
EWVWI Ay B—UNFRENET, [XT /N1 A (XDevices) |27V w7
THE, Ay NI LTRUSEZIR LIZT X TOT /31 23 CDOICHE
IRSNET,

GE) WoO2oO0RMT ISETLELE (Done!) | EWVWH X oE—
N CDO IZFREINET,

e v RBRZT—72 L CIEFIZFEITI N4,

e AV RORTREFERMIG o726, T28 21E, §F
EOHRET Y N 2B HIEREKBAZFTe show 2 v N
EFATLICELET, ZOEBRRBOFMICEET IR ET
YRR E, CDO L ISET LELT (Done!) |

ZRLET,

[vA4 U AR~ (MyList) ] #7I2i%, [4 x> Y (Inventory) ] 7—7 /b
MBBIRLTZT ASA ANRERINET, ZOXT T, avr FEXETD
TNRA RGOV LT THZENTEET,

(6]

LEORTHEAFTRIN TS [T (Bxecution) | ¥ 71Zi%, JEREALA T
BRENTND A~y FORRT A ARKRINET, ZofITIE, &
JiE~A T show run | grep user =~ > RVER I 4L, [T (Execution) | %
702, 10.82.109.160, 10.82.109.181, 337X 10.82.10.9.187 IZ3kf5 Sz =
ENFIRESNET,

USR] (ByResponse) | # 7% 7 U w7 35HE, avy RZLoTERS
NTIREDY A MPRARSNET, F—OREX1{TICZ NV —TbSivE
T BRI # 7 TITaRIRT 5 &, CDOEZED I~y RADINEEINE
NANZRRLET,

[7 /31 28] (By Device) 1 #7427 U v 795 &, &F /54 Zm b5
DISENRFTRENET, VA FMHOWTNODT AL 2% 7Y v 7358,
BEDTFNRA ANSDa~vwy RADIEEEFRTEET,

v Y RO—iEEIE

AT T1 FEHF— 38—,

[ >_X kY (Inventory) 1%7 U v 7 LEJ,

AT T2 [T/34 A2 (Devices) | X7 %27V v 7 LT, T, AERDTET,
ATy T3 BHIRTANARAEZATDET 20U v 7 LET,

Cisco Defense Orchestrator %&£ L 7= FMC D &8 .



Cisco Defense Orchestrator DA |
B &=~ rrEcons

ATY T8 CLIZMEALTEHEHT AT NS AZRFEL T, ZTNHEETIRLET,

ATY TS FEMASA T, > [a~v2 R TIA A v H—T A A (Command Line Interface) 1 %7V v 7 LE7,

ATYT6 avr RS jZa~vr RE A LT, [#E Send) 1227V v 7 LET, a~vr RHAPIGESA 1
ForENET, avr FIEEn 7S, CDO L2~ & [~HECLI (BulkCLID) ] 714> FKud
[ (History) ]34 IZFEEkLET,

GE)  BIRLZEZT A ADPEBEAETRBISN TV D ZE 2R L T EEN,

—{EaY Y FBRETOEME

—FECLla~y FEEETHE,. CDOIFFDa~vwy RE—FECLIA v ¥ —T7 = A AX—D
JEIESA ANCFER L E T, BIEASA RPN a~vy RiL, B37975628b, a~v R
T 7 L—hELTEHAT b TEET, BESAOavr RiE, ERoNRFTIN
T TCDT A ZZEEA T AL TWET,

AT Tl FEF—r a0 R_X—=T, [1 XU (Inventory) |27 U7 LET,

RTY T2 [T34 A (Devices) | ¥ 7 %7V w7 LT, A AEROTET,

AT T3 WYRTARAAZATOETHI Vw7 L, RETDHT A AERIRLET,
ATy T4 [a~2 T A X —TxAA (Command Line Interface) | %727 U v 27 LET,

RATv 5 [JBFE (History) | AV CEEEIIHEETIa~vy FERIRLET, BIRLIZa~y RIZEEEDT A
A ZZHEMITONTEY, ZAIOAT v P TEIRLEBD L IFROERNZ LIZTHEE L TIZEIN,
ATYT6 [vAUAK MyList) | #7Z2RAT, FEFELLIELTWNDa~y RBRHEOT AL RZEFEIND &

iR LET,
AT TT a~v s Rf v Tavr REREL, BE Send) 127V v 7 LET, CDOIL, JEESA vica~w R
DfERERTLET,

GE  BRLETASA Z2OWTNPRFE SN TORWES, RO RORPFFASIET : show,

ping. traceroute, vpn-sessiondb, changeto, dir, write, copy

—EaT U R4 IILE TOEIME

—§E CLI 2~ R&FETH, AR (By Response) | 7 A /L& & [F73A A5 (By Device) ]
TANEEHER LT, T ADBREERITTEET,

ISER 7 14 ILA

—fEa~r ROEFTH,. CDO X AR (ByResponse) | ¥ 712, 2~y RERELET /A
AMBIRISNTISED Y A N AT LET, RUNEDT A A ITICELEDBNET, [k
B (ByResponse) | #7 DATa T U w73 D&, JEESA NIT SA ADDDINENRRR S
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NET, WWERA NNEEDT A, ZADIGENRRRIND GG, [XT AL ADIGEZFRRL
TWE T (Showing Responses for X devices) | W) A vE—URERENET, [XT /34 &
(X Devices) |27 Vw7 35L, a<vwr RIZH LTRUREZELIZTXTOT A AN

By Response By Device

: devices &;_

1 Devices 5

1 Devices

CDO IZFRENFET,

g~ NREICEEM T ONTT AL ZD Y R MZa~y REEET LI ROFNEIZTEN
iﬁ—o

RTw 1 &R (ByResponse) | Z 7 OATICH DA~y Ry vRLEI ) v 7 LET,

ATV T2 a~v s RfrTCa~vry REEERL, X5 Send) 127 Vv 7 LTCa~y REHEEETLIN, [ZVT
(Clear) 1%#7 Vw7 L TCavwy R4 %707 L, FHiLnavy REANLTT AL RZEFLTH
O, [FF Send) 1227V v/ LET,

ATYT3 a~vr FebZTR-o B 2R L ET,

ATV T8 BRULET AL ZADFTar 74X a2l —vay 77 A MIEERKBENTWD Z L BHEEREAIT.
g~ KA T Tdeploymemory] & AJIL, [ (Send) 15227 VU 7 LET, ZOHREICLY ., FET
AT A X2 L= a PRI = T v T a7 4 Fab—a VIBREENET,

TINA RB T4 ILE

—fEa~r ROEFTH,. CDO X [T (Execution) ] ¥ 7 & [T /34 ABl| (By Device) ] % 7
W2, av Y FEFELET A ZADY Z 2 ATJLET, [7731 23] (ByDevice) |4 7 DIT
BV I THE BT NAL ADINENFRENET,

FILTNARY A MTa<wy REFETTHI2E,. ROFNEIENET,

ATY T [T/34 25| (ByDevice) | ¥ 7 &7V v 7 LET,

ATYT2 > INHLDOT A A Ta~vy R&J{T (> Execute a command on these devices) | %7 V v 7 LE7,

RTFYT3 [ZVT (Clear) 127U v/ LCavwy Rf &7 7L, HrLna~vr KEAILET,

ATY T8 [vA4UAK MylList) ]34 T, UARNNOE A DT /SA A BRI LRIIERR L T, a~ > ek
BT27 M ADY X MERELET,

ATY TS [%E (Send) 127V v 7 LEd, a~vy RADIGENIGESAL VFRENET, IWEA VIO
TNA ADISENRREINDEGE. X T AL ADRE%FRm L TCWET (Showing Responses for X
devices) | EWIH Ay E—UNRERENET, [XT /34 A (XDevices) | #2727 F5HE&, avr NI
LT UISEZR LT _XRTOT /S, AN CDO IZFEKRINET,
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ATYT6 BIRLET AL ZADFTar 74X alb—vary 77 A MIEERRBENTWND Z L BHEEREEIT.
a2 R 2 Tdeploymemory] & AJJL, [i5(§ (Send) 1227V 27 LET,

FINA ADEEFA CLI 74 O

CLI=7ui, ¥ <IFHTE %2R ERDCLI 2~ R, I3 FTRIICE R T 5 CLI
AvY ROT T L= TE, $TOY7aid, 12U ED T3 ATRFHIFEITTE &
7,

T 7= M CLI =7 n 2 LT, HEOT A ATRLa~y FEFFFCETLE
T CLIvZ vk, 7A ZORELEFHO—BMEZRELET, ZRRPBADCLIvZ n4x
AL T, 7 AT LHEREBIFLET, 7 ATTIHENTED I EIE R CLI
~zuandHh ET,

BB AT T A AT ZEMT A7-OOCLI~ Y 2 2B TX 9, FEHIcOWTIE,  [HH
a<w L KL D CLL w7 u D] 2B LT &,

CLIw7Zuif, VAT AERELIF2—V—EHXTT, VATLAEFZE~Z HILZCDOIZL-T
LI, WMEDHIBRDL TEEHA, 22—V —EF~ 7 2T —V—2MER L., e 72 13H]
BT ET,

N\

GE)  TARALRABCDO AV R— RENTZHBIZDHR, T/, AD~ 7 a i TE £,

il LTASAZMBHT S L, WD ASA THRED 22— —2 BT HHA1E. kDa~
v REFITTEET,

show running-config | grep username

Toavwy REFETTAE, BRELTWAZ—HF—Da2—HF —4 7 ysername IZEBE XD Y F
T, Zoa~vry Kb~ aZ B+ 5120k, FUa<wy K2R LT, username Z HHEIN T
BH A E T,

> show running-config | grep EUECGELEES]

NI A= IMEBEOLRIE T D LN TE, ZONRTA—FLTRIL~Z 0 2ERT 5 2
Ly TEET,

b1 T TR T T R R T Rty i X M [ {108 { {username_of_local _user_stored_on_asa}}

NG A= GITHAMNRARNC TE, 2T L THREEHTOILERHY 9, 204, =
<V RV E 7 A FRDO L ST £,

show running-config | grep

avw Y RO—EE LT, a~vy ROEELXOT A RZE LIZCLIV V¥ v 7 A%FEHT 4
b ET,
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gmavy rrsocuvs ook

FHEaT MO CU YT ODER

ATy I

ATvT2
ATvT3
ATvT4
ATvT5
ATvT6

ATvT1
ATvT8
ATvT9
ATv 710
ATvITMN

CLI~7Z uZ{ERkTDHIIZCDO Da~<w KR I A v A —T 2 ATa<w s KETAMLT, a<wv
ROBECNELL, GEHTEZOMENEIND Z 2R LET

GE)

TS =2 a =T, [1 XU (nventory) %7 U v 7 LET,

[T /31 A (Devices) | Z 7% 27 Vw27 LTT A RAERDITET,
WENRTNARZATDETHI V7 L, TIPS TS T A ZAERIRLET,
[> a<> RIA4 A% —7 =4 A (> Command Line Interface) (%27 U v 7 LET,

CLI~Z BOBRICAY DAL —K &2V v 7 LT, TTIHHET 5~ 7 n B L £,

7°’7‘X7ﬁ&"/ 7V LET,

~ /7 Bl —EOAHIEEELET, LESUT, CLI~Z il AEZ2 A LET,

[2~> F (Command) | 7 4 —/V RiZa<> FE AN LET,

avy ROETRICER Lo a~y Rofsad, HHEIMCHENT AT A —F4ICEEHZ E7,
[ERk (Create) 127 U w27 LET, 1B L7TE~27 BiX, RUNCHRE LT A AT T, 20X A
TOFTXTOT A ATHEMTEET,

awr REETTHICE,. [CLI~27rnFET] 223B LT &0,

CUERFEIIEFENCU Y- OMNLOCL - ODER

ATy T

ATvT2
ATvT3
ATvT4
ATvT5

ZOFETIE, TTICETLIZza~vy R, Jloa—F—EFx~r/n, TRV ATLAER~Y
anba—F—EFZ~ s v Bk L £,

TS —va =T, [1 XU (nventory) %7 U v 27 LET,

GE) CLILERNLa2—V—FER~7 v 2ElT 25812, 2~ FEFEIT LT A AR L E
T, CLI~7uiZ, U7y hOTFT A A AfTHF INETN, CLLBERIIEE ST
/1/0

[TNAR 2T H7Y v LET,

WERT A RZATOE T2 Yy 7 L, T4 OIS TNDT A ZAEBIRLET,
> a~>RKI7A4 4% —7xAA (> Command Line Interface) ] %27 UV v 27 LET,

CLI~vZ m&fET 53~y FERO0 TERLET, KOWTNIDHEEHHA LTI EEW,

2y Q%r )9 LT, ZOFAL ATEF LI a~y RERRLET, 7 0ot sa
vV REBINT DL, avr RS cFDavy FRERSET,
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B cu~snoxs

ATvT6

ATvT1
ATvT8
ATvT79
RATv 710

cCLIFZ BDOBRICANDAZ—K E2 7Y v 7 LT, TCICHET DI~/ u bl LEd, BFE4
Ha—YP—EBEITTATLAERZOCLIZ aZBIRLET, a~vr R a<wy R U2 FKR
ShET,

aAvy RBRavwy RS R RINITRET, CLIYZ rO&BOR Vv LET, ZO
A<y KPR, HLWCLI~Z7 v ORI 97,

~ I/ RIC-EOARIERRELET, HEISLT, CLIFZudilE AEZ2 A LET,

[2<> K (Command) | 7 4 —/VRDa<wy RafER L, LEREFZMZET,

Ay ROETIRHCER LIz a~y ROy &2, FHEINTHENT AT A —Z AICE SR ET,
[ERk (Create) 1227 Vw27 LET, fERLIc~2 vlid, BN E LT A AT TR, 20X A
TOFTXTOT A ZATHEHATEET,

aw Y REETTHICE, CLIZ 2DFETFTESRL T EN,

CLIT/ OMNELT

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

FEesr—ranN—=T, [A1 X U (nventory) %7 U v/ LET,
[THAAR 2T %20 w7 LET,
W) T SA RABATDET a7 Y7 L, 1 DU EDOT A AEFRLET,
[> a<> RIA4 A% —7 x4 A (> Command Line Interface) (%27 U v 7 LET,
v PRRAT, A=W EI) v LET,
Ay RANFAMND CLI w7 n 2R IR L E T,
WOWTINNDHIETY 7 mx2FTLET,
CERT DT A AR I BICEENTORVEAE, [EE Send) 1227V v LES, avy
RADIREBINENA SCERENET, TR TETTY,
eI BIZRTA—ENEENTVDEA (FO Configure DNS v 27 172 Y) | [> NI A—HDFRKR
(> View Parameters) | %7V v 27 LET,

* Configure DNS

> dns domain-lookup m
dns server-group DefaultDNS
name-server IP_ADDR

[/3F A —4 (Parameters) ]34 2T, /XT7 A —X D% [/37 A—4 (Parameters) ] D47 4 —/v FiZ
ATTLET,
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Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

IP_ADDR name-server 208.67.220.220

208.67.220.220

ATFwT9 [EE (Send) 1227V w27 LET, CDONIEFEICIVY REEFEL, T/ ADWRZFHTD L.
52T EWVWIH A vE—URFRENET,

ATFYTIN o~ FEEELEERT, [—Hoa~wr FRFETay 74X a2 b—y g VIZEFRZNZ - AREMN B
NEFT] LWVIHIRAE=UNRN2O0DT T EEBITRRINAEZENDHY 7,

£ Some commands may have made changes to the running config Write to Disk  Dismiss

S[FA A7 ~OEERH (WritetoDisk) 122V v 27T 5L, ZOavy FIZE>TNALNER
L ETA T4 X2 —a r DFOMOEENRT AN, ZADAY — NT » FRERICRIESNE T,

<[V iHd (Dismiss) 1227 Vv 7 425L, AvE—URRVESHET,

CLl ¥/~ OMDiRLE

=P —TERDCLI v 2 IImETEXETN, VAT AEEO~YZ B ImETETETA, CLI
</ aEfETLE, TRTOTNAA AT 7 aRNEREINET, 7 2 i3EEDOT A A [H
FOLOTIEH Y £H A,

AT Tl TS a0 R_X—=T, [1 XU (Inventory) |27 U7 LET,
ARTYT2 [THAR BT H7 ) w7 LET,

ATV T3 WURTNAAZATDORTHI Y v 7 LET,

AT T8 TR AR ET,

ATFY TS [a~ RTIA A H—T A A (Command Line Interface) 1 %7 V v 7 LE7,
ATV T6 WETLHZ—VP—ER~ I 2RI £,

ATYT1 v/ I XVORET A a5 v LET,

ATy T8 [v7 udfff (EditMacro) | ¥ A7 07Ky 7 ATCLI~7 raffiE LET,
ATy 79 [fRTE (Save) 122V v 7 LET,
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CLI =7 uDE[THEIZHOWTIE, [CLI~Z7 adET) 28R L TN,

CLI ¥4 Ok

=P —TFFED CLI 7 TIHIBETEETN, VAT LAERD~Z 2 FHIRTEEEA, CLI
~ I nEHIETLE. TRTOT A, AT aBNHIBRSNET, 7 aidfFEDT /31 A[H
HDOHLDTIEHY £H A,

ATFY TN FEHF =g =T, [4 kU (Inventory) |27V v 27 LET,
ARTFYT2 [TRAR LT %7V w7 LET,

ATV T3 WYUIRTNNAAZATOE TRV v LET,
RTYT8 TR AZRIRLET,

AT TS [~ T A ¥ —T x4 A (Command Line Interface) | %7 U v 7 LET,
ATV 76 HIRT 52—V —ELZCLI~7 m&iEIRLET,

ATy T1 CLI~7 a7 VoIaIfrA4area s ) v 7 LET,

RAT9T8 CLI~7 a&HlRdT 52 L2 LET,

I k

FTV =l ME, 109U EOEF 2T AR —THATELEROaTF T, A7 V=
7 NEfHTLE, A —O—BHAMRICHRTEET, 047 =7 MEERL,
BIDRV—%FHLC, A7 V=7 VEERTDHE, TOEENFTT V=7 T
FTRTCORY =B SNET, 77 V27 FEEHALARVEAIE, FUEERLER TN
TORY —%AMNCERETIVLENHY £7,

THNAREF U R—=RT DL, CDOEZEDT A ATHEHINLDGTXTOFT V=7 MR
WMLTHRAFEL, [A7 =7 F (Objects) | X—TIZUAMLET, [A7 =2 F (Objects) |
R=Unb, BFOA 7V =7 FNERELEY, EX2 VT 4RV —CHEHATLIH LAY
xl NEfERRLTZY TXET,

CDO TlE, B OT A A THHASNDI AT V27 Va4 T V=7 FENO, [47 V=
7 b (Objects) | X—YTZORy Y B TENLEZHIILET,
HHEAT 7 "M S0 [RE] 2522, BEORY —F-1357 341 AW TRe
ICHE SN RDGERH Y FT,
cEBHEA TV LT, AT AL ARIIH D, LRNTIERZMEIZFCTHE 2o E
DFTV 7 FTT, BE, BEL-A TV MIFUEMER-L, SFE8FERRY

ko THEREANE T, EETAA TV Y ME, ZoMEOT A 2y B cERIE
nET,
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AIoxH k

#7vzor 547 |

CABEF TS FLIL. 22 EOF A R FIZH D, AFNEFE UEMEIXR RS 4T
TVl hTT, 22—V —d, SEIERFREOFT T, FLARIENEOA T V=7 FEAE
KTDHZENBYET, ZNHDAT V=7 bOFENEFF OB DI T AR 72 D E
IR0 REANELET, REAF TV xr MI, ZOREOT A 2 B THAIS
7,

CKRERATO Y ME. TS AERIHFHET D200, JlIOAT Y7 b, TRV
A M, NATL—LIZ L o TERENTWARWAT V=7 T, RMEAAT V=27 ML
ZOREOT A 3 L TS NET,

= LRR Y o —TFT I T D0 F TV =7 NEERTAZ L TEET, L—LR
RY —IZBEMIT WA T V=7 FEERTE ST, BEMf T TN A T V=7 b e
N—VETIFRY) =TT S L. CDO TlEZF D a B —MER &, TOa b — i3 i &
nEJ,

(A7 V=2 kb (Objects) | A== —ICBBIT 20, Fy NU—2 R =DM TAT V=
NEFRFTHZELICEY, CDOIC - THIENTVWAA T V= FEFRTEET,

CDO #fifAT 2L, YHR—FEINTWET A RAEBEORY NT—0 FT V= FeV—F
AFT V2l bl DOOGFANGEBTEET, CDO #EHT5L, ROKFETHT Vs
NEEHTEET,

s SEIFEREEICESNWT, TRTOFT V=7 MERRLTAT V=7 P74 02 LE
ER

T NA X EOEE, KMEH, BIUOREEOAT7 V) NERHOT T, FNbD4 7V
7 FOREEZRG, HIFR, 3R LET,

cBEMFT O TWRNWAT V27 FERDIT T, ZRORREH THIVUTHIERL £7,
« TAA AMTIBOIA AT V=7 FEIELET,

AW AEaAIy MTDRHNC, A7V bADEER—HEDORY —L TN RCEZ D
BAME L £,

s —HOFT T2l PEENLOBRE, SEIERRY T A, ZATHELET,

» T AN CDO ICA VR = FENTfh, 7 AL > TSN TN S AT V=7 b
EXx 7Ty LET,

FUR—=RENTET AL ANEDOFT V=7 FOERL. . T35 A0 CRENEA L
28A81%. CDOD T TNy a—TF 400 (149 =) ZBRLTLIEE N,

AT

PIFOETIE, T8 AFI/ERK L, CDO 2 L TEHTE 5247 V27 MTOW T
L/i—a—o
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% 2: Firpeower Management Center (FMC) DA 72 x4y b5 4~

FISz b 5

I hT—0 ATk RANERITIRY NU—I DT RL AL ERR
THFRY NT—7 TN —TBIOEXy U —
I ATl b BHRLTCRy NT—T 7
Tl MEMENET) .

P—bER AT b P—ERAFT Vs b, P—ERT—T
RN—hZ—71%, TCP/IP 71 kT )L A A —
FNO—ERBE N7 0 ha L EidR—
N EETEAHARESR 2 R—F% 2 N TT,

£FFTOU b

Cisco Defense Orchestrator (CDO) Tix, B OT A 2 FORICA4RTIER CHNBROAS 7V =7
NedBAT s FENORET, EAT V2 MIZOT A a2 THEHIESNET,

)

%, (7Y =27 b (Objects) [N—VIZFErSNET, A7V VEFERTH L.
I DT CAT V2l hEERTE, TOEENEDOAT V=7 NeEHTAHMMOTXTORY
IRET L, R U OMRNESIZRVET, EAT V=7 FEEHLRWEGS
L. FICEERLERTXTORY —%@INZERTTL20EN DY £7°,

EHEA T2 VEFETDHEAE,. CDO TlEA 7Vl FONERNLE T V= r M T —T M
ForENET, EA TV FONFIZE-7ZLKFELTYT, CDO T, A7 V=7 FOE
FROFE I, 2FV 77y MeEhlz) Ea—2N5ElA IR RSN ET, FE2A
CCIE, Ry U= BEENEMARY A MY Ty MEERTEY, 4EiftE A7V =7 MZ
EREEEM T N TN LIZEE L TLEEN,
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A7

+7vxs rot—n—54¢ |

ObJeCTS Displaying 100 of 163 objects ATL'TMG"NT
3 Object Type Network Group
Q. Search for objects by name, IP, @ Compare + Create Object
Al L=oF=VWrc U A NELWOIK \aroup rs
ATL-SS-BUDC 2 @ Network Group ® SHARED
ATL-TMG-INT [3] & Network Group Biwon
OBJECT REFERENCE TYPE 130.131.230.14
= 130.131.230. 150
ATLFTMGPO1 Network Object/
ATLFTMGPO2 Network Object Relationships
ATLADDSPO1 [3) & Network Object & lockseol )
& lock: 3
ATLADDSPO2 o © Network Object e ®
& locksco_1_1 T3]
ATLADDSPO3 (3] © Network Object
ATLADDSPO4 3] & Network Object
ATLARCHPO1 [3] & Network Object

H DA —IN—54 K

FTV=2) DA —=N=F4 FefillT5L, HEDT A A LOIARY NV—IF TV =
7 bW A—"—=F 4 FTEET, CDO &, A—"—=T A FatlifT 5L EIHELLT
NAZZHIET DAL LES, ZNoDFT V= r ME, 4FNIE CTHED R 588D
TAA A LRIZHY FF7, CDOE, ZNHDERA—"—=F A P& LTBEMSH72Z0 T,
INOERBEEA TV ML LTGRIILEE A,

WFEAEDT A, AENREREZRE LA TV =7 balEk LT, BRbERELE L
THVEDTINA AZONWT, A—N"—F A REMEHLTAHT V=7 MIHTHEENKER
ETEET, £, TRTOT AL RATH L TAH—R—=F 4 NTEIRERH LA TV 27 b
B L, ZOF TV =7 FEEHLTTRTOTF AL RZHEHATHHE—DORY o —Z21ERT 5
ZEHTEFET, ATV P A—AR—=F 4 T, TS AR THEATLZ2HERY >—D
INE Tty FEERL, HxDOT A, AOMLEIZGUTHRY v—%2EHETEXET,

TmezE, EF T4 RZT Y EY—R=RHY, TV HFY—N—FT V=7 | print-server
EERLTNDY TV AEEZXTHEL LI, ACLIZIE, TV v ZH—"—DAf  F—F v |
DT TR REERTHN— NV ERELTWET, TV F p—_"—FT7 V=7 ML, &
TAAZEICERTEDLT 74V MEBRH Y T, TNEATHICF, AT V=7 FhOA—/—
FA FEFEHL, T XTOHFTTAL—L L Tprinter-server] 47 Y =7 hO—EMAHERFL
T EIXRRL5E60H0 £7) .

)

G¥)

—BMEORNAT = FRBHLIGEIE. A== T A4 FEERLTENLE 10 AT
V7 MIHETEET, FFMIIOVWTIE, AMEEAT V=7 FOREERR TS (155 ~—
V) AR LTIZSN,

Cisco Defense Orchestrator %&£ L 7= FMC D &8 .



Cisco Defense Orchestrator DA |
B szdionuriozs

EEMITDENATo I b

=R =TT IMFEHT D04 T V=7 FEERTEETE, =R v—
WBEM T2 nWA 7T V27 MEERRT A2 &b TEET, BEMf TR TWenAT V=2 b
B— L ETIR ) =TT 5 L. CDO TIEZ D a B —nNER S, £ a e —»EH
ENFET, BEMTONTWARNWITEDOF T V=7 ME, KHDOA LT F o2 a 7T THIREN
L, =W —=2HIRTHE T, HHMER - EOAT Vs FAICEKD £,

BEAHT 5N TN AT V27 MIaE—LE LTCDOILEY ., A7 V=7 MCBEEMT S
NTeN—VETFRY =0 THIBR SN GBI TR TOREN KbV E ST LE
7

BREAT SN T WA T V27 &R RTHITIE, [A7 =2 b (Objects) 1% 7 DED
NAUNZHD Y 7y L, [BEEST 72 L (Unassociated) | F =y 7Ry 7 2R F NI LE
R

AT PO

ATY T [F7 V=7 (Objects) | X—T %&£,
ATV T2 X=VOAT V=l " T 4 NAUE LT, BT 24T V27 bEROITET,

Ry T3 [l (Compare) ] o Ry s Yy LET,
ATy T4 Wi+ 24727 baR K3 OETRIRL £,
ATw TS BHEDOTFEHICAT =27 FEW_RTHERRLET,
(AT V=2 FOFEH (ObjectDetails) |2 A MANR—D EFOREZ 2 Y v 27 LT, #F#RTHF7V=
7 NI Z R L £,

o [FEAl (Details) ] v 7 A L [B9f% (Relationships) [ v 7 A& BT 2070 7272 AT, FRT D1
WERELET,
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TAILE .

ATwT6 (A7 ar) [BFE (Relationships) 1R > 7 AZiX, A7 V=7 "ol TENERRENET, 47V
T MET AL AEIERY —ICBEEMA T LN TWAEERB Y T, 7 V=7 MRTSA RZBES
FTONTWBERIE., T ALE TV v 7 LTS ko FRKz (View Configuration) [ %7 U v 7 L
T, TS, AW ZFRTE £, CDOIZT A ZADWR T 7 A NEFERL, TOFT V=7 O
M) ZEANATA4 NLET,

TJ4IL3

[1 >~ FU (Inventory) |"—T & [A7 Y =2 k (Objects) |"—VDOXFEIERT 4 LH
EEHALT, LTWAT AL ABIOA T V=7 VERDOTDHZENTEET,

T A NVHRBRT B2, [T/ ALY —E A (Devices and Services) | Z 7, [R U —
(Policies) 1% 7, BXW[A 7Y =27 k (Object) X T DEMDA L TY 27 ) w7 LE
D

AR TUNETIE, TRARZA T N=Ry=T7 YT =T ONR—=V g,
Snort XN— 3, BRTEAT—H A, BEFIRIE, BEAMIH. Secure Device Connector, 35 KO8T
NVTT 4NV TEET, 74V ZEEHA LT BRULIET AL RZ A TDEZTHDOT N
ARBERDTHZENTEET, 74NV EEZMERHLT, BIRLET A RAZATDETHNOT
NARERDTHZERTEET,

)

GE)

LDHBINCDHFTRINET,

[FMC {2 k%57 4 L% (Filterby FMC) ] 7 4 A X1, A7 LI AFMC &4 A—RLTW

FT I VTN B EEHAT DL TR, WA T EAT Vs b BT O
BRWATT 2l b BEROAT V2l NEA T TT 4V FRETE LT, RISV AT AT
TV NEEOLNEIDERINTEET, MB7 4 — VL REMHEH LT, FFEDOLRI, IPT R
VA, IR — FEBEEL T A NI ERNOF TV 27 NeRBRTHI L TEET,

TIAREFT V=0 b a7 4 VAT 56, MEHEEMAGDE T, BET /#Rz R
DT 212D DN OPOE(ER RRBEIE 2 RS2 Z LN TEET,

wROFITIE, TRIE EHSHTWD, 723, AEE) BH5AT7 =7 b, o, BIO
EZFFOIFEFTT V=7 b DO BEDHAT (XY FU—7 F2lid, $—ER) OF7
Tl b ThHLZEOIRFAT V=V FERRT LT ANV REHSLET,

Cisco Defense Orchestrator %&£ L 7= FMC D &8 .



| R,

LE

o

IOV LT 4ILE

Filter by Device

Show System-Defined Objects

a Unused

Duplicate
a Inconsistent

Default Values
Owverride Values
3 Additional Values

LR D B LR B i ol B W ) ol P B

Unassociated

Metwork
Protocol
Service
ICMP
Time Range
URL
Application Filter

Securitv Fone

Cisco Defense Orchestrator DA |

T4 MBS BT, [A 72 b (Object) | X T DEMO~SA T %2 v LE

D

[TRTHOAT V=7 K (All Objects) |- Z D7 4 LZX, CDO AV R—F 47 LT
TRTOT AL ZANBHHATFRER TR TOF TV =7 FERELET, o7 21,
TRCOAT V27 VeI 572010, FRIIRBOBFMELE LT, ST 74
VAT D DIEL B ET,

«[HfH AT =/~ (Shared Objects) |- 2DV A w7 7 4 VF X, BEOT A ATHE
SNTVDZENCDO Lo TR SN TNTOFT V=2 FERRLET,

S [TNNAARTEDAT Y27+ (ObjectsByDevice) |-HFEDT /34 AZ@E IR LT, @8I L
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+I0zs k740558275 |

YT T YNE KA T 4 VENITIE, EBRE I BITRVIATLT-OICEATE 277 40
ANBHVET, TN T T4 NE T, ATV NEAT (Fy NT—2 —E R, S
o kg d) (SN TWET,

ZDTANEN=TRIRSNI= T 4 NV ZE, UFORMHZ BT 247 V=7 FaiRLET,

RODTNAADWTINNCSH LA TV =7 b (T3 A TT 4 VX MEE (Filterby Device) |
IV LTCT A AZBELET) . BLO

*—BMHOBEWA TV b, BXO
*RYND)—OF T2 FEFRITIY—ERFT TV 27 b, BIW
* ATVl hOMAFANT TOIN—T ) LWHIHEREGENR WAL TV b,

[ AT LAT =7 bDOFER (Show System Objects) ] BA N2> TV BT, FERIZIHY
ATALETVx ) hea—W—ERA 7=/ NOWMEREENET,

DRATLFTOLY FORERIT 4 ILE

—ERDT A AT ﬁm&ﬁ%fxﬁﬁ$ﬁﬁiéﬂkﬁ79:7Fﬁ%@ifo:ﬂ%
@/XTAT7/I7 BEICIERR SN TERY . =R Y o — T TE 20 THEF]T
T, ATV ]\7‘“—7/1/ 2L DVAT LA TV =7 NREENILGENRDHY T, VA
TAFT V=7 MIWREEZITAIBRTE £ A,

[VAT LAT Y= s h%&FR (ShowSystemObjects) [1L7T 74/ N T A7) T, A7V =
I NT =TIV AT LTV FaeRRTHITE, TA4NVF—_—T[VAT LA TV =
7 N %3 (Show System Objects) | &4 LET, A7 V=V T —T N TU AT LAT
V=7 bEFERCT DIZE, T ANS ATV AT AT V=7 M EFR (Show System
Objects) | =4 7D FFIZLET,

VAT AFT V2l FEIEFRICTDEE, FNHIEFHMBR IO A VA LB O RIZE TN
KN FET, VAT AFT V2l "aERTDHE, ZNHIFAT V=7 bOBRBLE T 4 L F AL
FOMRICEENET,

FITDTV RTAIBERET D

ATvT1

ATy T2

ATvT3

ST BRI THRELCTIANEZ Y T TEET, T4NEZ ) TTEH 073 R"E0IE
. THRENAERID L2 F5,

TS = a =T[4 7=2 F (Objects) [#27 V27 LT, [£A7 =27 b (Objects) | X—T%
FRLET,

— PO T ANET A X2 )7 LT, TANENRILEREET, 77 MR-
%%éh&wioh\?:/7H%®74»&@?m/7%%bi¢oéEL\@ﬁ74—NF%ﬁT\
BT 4=V FICAIENTWREEOH DT A FE2HIBRL T,

FEREFFEDT NA A TR T2 b DITRE LT2WIEE
[T/NA RTT 4 )LRMEE (Filter By Device) 1 %7 U v 7 LET,
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B - vszerer i zepnyass

2. TRTCDTNAA RGBT DI Tr-AAZT a7V w7 LTREDHB DT A ADHZ ik L
jﬁﬁ—o

3. T ANEEICEDBTNANAADF = IRy 7 Ak F 2 LET,
4, [OK] %7 Vw27 LET,

ATV T84 BMBHERIIVAT LT V=27 V&0 5I2E, [VAT LA TV h%&FE (Show System Objects) ]
EAANCLET, MBH-ERTUAT LA T V27 bR DR, (VAT LA TV 22 &R (Show
System Objects) | &4 712 L £7,

ATy 75 [[E (ssues) | C. ZA4NZ VT TH5AET V2l "OMBOF = v 7Ry 7 AeA N LET, B
DEEEA AT DL, AT LTeWT IO T AV DOFT V=7 "R T 4 VERERIZEENET,

ATy 6 RBERNHSTNEHEICL > TEHSNEA T V27 FE2FERTH5AF, [ (Ignored) | ORIE A
Frxv 7 LET,

AT TT 20U EDTARAAMTHEIND AT V=V b2 T 4 N2 ) U TTH5AF, A7 =7 & (Shared
Objects) | THRERT 4 VX A T LET,

«[77 4/ ME (DefaultValues) ]: 77 4 /v MEDHEZFFOFT V= a7 4B Y 7 LET,

o [A—/3—F A NE (Override Values) |: A——F 1 RSNTMEEZFFOF T V=7 b7 4 V5
Y LET,

s GEMOfE (Additional Values) | : IBMOEZFFSA TV =7 NaT7 4NV 2 ) 7 LET,

RATY T8 N NFELFARY =TI ARNWAT Vs VT o NZ ) T B, [T L
(Unassociated) ] ZA4 1 LET,

ATFYTY TUNBYTFTE[A T FEZA T (Object Types) | &A1 LET,

ATYTN0 FT7Txl b IPT RLA, FRER—-MESE[FT7 V=27 (Objects) M7 1 —/L RIZIBIL
T, ZANE ) T SNEREROPINORBRMC BT 247 V=27 FERHSOTDHZLHTEET,

TAIVFEENSTNA RERNT BI5E

FRARET A NH Y TEECBIT B &, FERICET A R EDFT V2 MIRAER
FTN, TNEDAT V=7 h DT A 2 EDORITFRTRENET A, 728 21E. ObjectA
DS ASAL & ASA2 ORI CHEINTWBELE, 7 V=7 a7 V& U7 LTASAL ED
HHEFT Vs NEm#ETH L, ObjectAlT o0 £9725, [BIFE (Relationships) ]34 1Z
X, A7V R ASALIZH D Z EETRFRINET,

F 7V MREET DT RTOT AN, AEZRRT HITIE, RBESFETT A AEfRE LN
TLIEEW, MOFHETT7 42 ) 7 L, REIDL U THREBESELZEMLES, CDO Hik
BTBH4T7 V= NEBIR L, [BIf% (Relationships) | XA »ZH~NET, £OFT V=7 b
BT 23T _XRTOT A ALRY —RNEREINET,
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+7vz0 romansk [

FI79x0 FDERDER

ATy T
ATy T2
ATvT3

ATvT4
ATy T5

SfFH. B, REBEADA TVl NIRRT A FED IO, RS AERT S D LT,
FT7V s NRRERAT Y =7 FOMBEOMRR, EEAT Y/ NOMEOFR, EEAR
BOEA TV NOMBEEIBRT 5 ThoTh, TORBICIIEYARIEANSH D LWL, &
TVl NORMBEERMBIEOEEICTHZEEBRTIEALHV £, kOB HHET,
INOOEBBEINTAT V=7 Nk d 2 2 ENMBIRLIGENHY £T, A7 V=7 b
DEEZRTET D & EICCDOIFER SN AT V=7 FEFRRLARNWED, BRI AT
P2l MDFTV 2 NI ARET 4 NANE ) T L, fERICESODTHEIET 2 VENRH Y F
7

(7Y =27 & (Objects) | X—T&BXET,
FT 2T N T4 NH,

[£7 Y =7 b (Object) 17—F T, TRAMRS 547 V= s T RCRRLET, —EIC150F
TV w s NOBREMRRTE T,

FEMEASA VT [ OMERR (Unignore) 12727 U v 7 LET,

BREMRLES, ThT, A7 V=2 bfETT7 A N2 7358, DENTERS A TWEAT Y =
7 FIRRONDITTTY,

FI7oxy FDHIEKR

1 OOFT V=7 NERITEBEOA TV =7 NEHIRTE 7,

120472y FOHIBR

ATy T
ATvT2
ATvT3

ATvT4
ATvT5
ATvT6

1 >OAF 7T V=7 PEEIRT DICE, ROTFIEZFEITLET,

(A7 Y=Z & (Objects) 1 #7427 Vv 7 LT, [A7Y=2 b (Objects) | X—VEEET,

FT2 I NTANE BT 4=V REHEH LT, HIBRT 247 V=7 RO, ZREBIRLET,
[B9f% (Relationships) 1A > 2R L ET, A7 V=7 MRRY —F 3 A7 V=7 M7 A—T T H
ENTWDEHAIE, TOR) V—FF I N—TNOHIRTHETHT V=7 FEHIBRTE £H A,
[77 v 3y (Actions) ]-%A T, [HIFk (Remove) | 7A@ %227 Uy LET,

[OK] %2727 Vw7 LTAT V=7 bOHIBREKRL £,

Tl EFETRTOT A, AR ELFEDOT L E 2— L BN, FHEL T OEEOEE 2 — IR
LET,

RKERAT T U bOTIL—TDHEIRK

TA R R—RFLTAT V=7 FORMEFRICI T L . ZORBHAOAT Y =2
FRRONY £, —FEICRKRSOFEORBEHNAT V=7 FaHIBRTE £77,
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IR

ATy T

ATy T2

ATvT3
ATvT4

[[RE (Issues) 17 4 VW Z &HEHA LT, RERADA TSI b2 RO ET, TA AT A NEEERT D
BRIZ [T /3 A2 L (NoDevice) [Z# R L, 7314 RZBEFMIF b TWeWA 7V =7 MERETHZ
EHLTEET, ATV NIRRNETANZ N U TTHE ATV NOF v IRy 7 ANRFERS
ET,

FTV 2T N T TN~y X —O [TRTERR (Selectall) | F v 7Ry 7 A%EFNIILT, 74 VHI|C
Ko T ENAT7 V=7 N T —TNMIRREINHITRTOLAT V=7 NEBIRT 50, HIBRT 2% D
T2l NOERDTF =y IRy I Aed A LET,

[7 7 ar (Actions) ]34 > T, [HIBE (Remove) | 7A@ &7 U vr LET,

Tl EREET ST RTDT N, ADRELEED T L E 2— L RN, FHEL COOEROETE % —
B L £,

2y RT—=0FTOTD b

120y bI—9F Ty ML, FAM, Ty hTI—ZIPT KLVA IPT KLAD
#iPH, 5ERERM FAA 4 (FQDN) £721Z CIDR F#i2 DOV 7Ry hT—Z7 OWnFRnl H%
ANNDHZENTEET, RYNIT—DTNL—T X, X NIV —0F TV b, TA—TIC
BT 52Z0MOEL D7 RUVAEIIH TRy NU—7 OESEKRTT, Fy NI —7 47
Vxl Fe Ry hTU—I I N—F1L, T RBANL—, Xy =T R —, BLUNAT
N—NTHEHENET, CDOEZFEHLT, Xy NIV—IFT V=27 MRy NT—T T —
TElER. FHL BXOHIBRCTEET,

RK3:FYNI—9FTOH FTHAShDIE

R4V RT—=OTL—TTHATNDIRE

FYRI—=0ATOLY FORE

CDO ZHHALTHER T ARy NU—0FT V27 he, FUR—F 4 T LT=2T A ZADFK
END CDO BT B2y NU—I 37 V=7 NI, [A7 =7 b (Objects) ] X—TI2F
RENFET, INHDFXy NT—I 4T V=7 MZE, ENENDOA TVl ML T DT
VBT BN TWET, 2L, 727 bEATTT74NEZ Y7 LT, LTS
FTV I NeTIER ADT A ENTEET,

[47 V=7 bk (Objects) "~ THy NI—I 4TV FEBRTDLE, AT V=7 O
B2 [FEM (Detail) 1A &K RINET, [BFR (Relationships) 1 ~A ZiE, A7V =7
FRRY —THEAINTNDINE I D, BEIOA T V27 MPRESNTWNDT /A ANRFEK
IRSNET,

Fy NT—=0 TN—T% 7 ) v I FTHE FOTNVN—TONERFEREINET, Xy hTU—7
TN—F, FY b= AT V20 Ml TIN—TIC 52 6N T R TCOMEDESKT
D
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ASA %y kT—5F TS H kB kURy kI—s S—TonmEraEE [

ASARy FT—9 AT bELUVRY FT—0 T IL—TDERFE

- 13imE

ASAFRY D=0 ATy ML, CIDREFLTRIAINIEARA M, IPT KL A, F720X
BT XY N T RLARAZEDDLHZENTEET, XY I—=05WL—TL, 77 8AL—,

Iy NT—I R v— BIOENAT V- AL THEHEINDI XYy NV—2 4T V=27 b, Xy b
T— TN —"7 BEIWIP T RLADELGEKETT, CDOZFEHLT, xy NIV —2FT V=

7 hEFRY NU—=I TA—T AR, BAEY . BT, BEUHIFRTE 9,

Fy NI —=0F TV MIBIMTEHIPT FLA

TIN4 R & 1 |[IPv4/IPv6] DU T R | T RFLREE |58 K A | CIDR RiEEIC
~ (Device L& A% EBY TRy
Type) (PQDN) ~

ASA IPv4 P P I P

ASA 1y b D=0 ATy FOERK

ATy T

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

FEF = a =T, A7 V=7 b (Objects) 1227 Vv LET,

%@@7"?1%5"/ 7 Vw7 LT, ATV FEERLET,

[ASA]> [y FT—% (Network) 1227V v 7 LET,

FTx NAEATILET,

(R NU—27 A7V NOVERK (Create a network object) ] 3R L £ 7,
(ER) A7 V=7 OB EATILET,

[ME (Value) 1 &7 > 2 > T, IROWTNOOHETIP 7 RLUATFREZBMLET,

cleq] ZFIRL, H—DIP T RL A, CIDREZLZFEH LIV 7Ry b7 RL A E72ITE 0 ER R A
A >4 (PQDN) # AL FET,

o [#iFH (range) | ZER L, IPT7 KL ADOHKHAEZ AN LE T, #HOBBT RLALKTT RL A& A
NR=Z2TEYI>TADLET, #:10.1.1.1 10.1.1.255,

DEMN (Add) 1227V v7 LET,

BE BB ENT=F Y NI =0 AT V=7 FE, —AR Y —DO—ETlEanizH, Wit
DASAT ™A AZHLEEf T O TWEFA, TNOLDOF TV hERRTHITIE, AT V=
7 N7 42 TESEA T 72 L (Unassociated) |47 Y= A7 Y @I E5, FEMIZOW
Tix, [ F7 V=27 b7 0%] BB LTLIEEN, T8 ADN—)LR0R Y o —(Z BT

LILTWRWAT V=2 FaT 5L, 20OFT V=7 MIZOT A ZZBEMT B E T,
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B asaxoro—5 s—Jokm

ASA Xy FTD—4 JIL—TDERK
[*> FU—2 7 L—7 (NetworkGroup) ]IZiX, IP7 RV A, X NI =7 ATV =7 b,
BLORY NI T N—T%EDHZ ENTEET, LW [y hU—2 7 )L—7 (Network
Group) | ZAFRT 2 L &IT, A, IP7 FLA, IP 7 N LA, $£7213 FQDN TREfFD A
TVl NEREL, [y NU—2 7 —7 (NetworkGroup) JIZBITEXEd, 7V =7
M MEE LAV AL, FIUA v H—T = ATEDFT V= s Fad<IER L, [ b
U —2 7' )—=7" (Network Group) ]IZIBINTE F9°,

ATy 1 FEF—v a3 nR—T, [T V=7 b (Objects) 1227 U7 LET,

ATvT2 %@@7"3;«#:57\/%79»)9 LT, A7 V=7 MEERRLET,
ATv T3 [ASA]>[#v bT—% (Network) 1 %7 U > LET,

RATwTF4 [A7T =2 b4 (ObjectName) ] # ASJLET,

ATFY TS [Fv hU—7 T N—TDVER (Create a network group) ] Z 4R L £,
ATvT6 EE) A7 V=7 bOEHEALLET,

ATy TT [l (Values) 17 4 —/L NI, HEEAT V=7 MaEANLEST, ANEBETSE AIC—5T
HAT V= s M ELIMEN CDO Io ko TRRSNET,

AT9T8 RSN TWIBGFEOAT V27 bO 1 DEBRT D0, AN LIeARTE L ITEICESNTH LA
V=V MEERTEET,
ATFwFT9 CDO C—HEMBHENTZHE, BMEOAT V=7 F2RIRT 51201, B (Add) 1227V v 27 LT,
Xy NI ATVl VEFER Y NI =7 T N—T%H LRy N —7 T A—T BN L ET,
ATV HFEHELRWMEEZA 7Y =7 ME AN LA, ROWThNEFITTEET,
[ ZDAHRIDFH LNWA T V=2 b & LTEM (Addas New Object With ThisName) %27 U v 7 LT,

ZDOLFOFH LNAT V=7 b2IERLET, 2 AL, Ty ~—2%27 U v 7 LTRIFL
=75

LA T7 Y7 FoEAN (AddasNewObject) 1227 U w27 LT, riLWAT7 V=7 FEER L E
9, A7V MAEEIEFRITCTT, 4RiEANL, Ty r2~—2%227 0 v 7 LTRIFLET,

«[fEDEM (Add Value) 1 %27 Vw27 LT, 7V =7 bEFEHETICA T4 MEEERLET,
HEADL, FovI~—2%7 )7 LTREFELET,
ERTTICHFEELTWHWTH, HiLNAT7 V=7 MIERTEET, TNo0A7 V=7 NMIEEEZMNZ
TRIFCTEET,
GE) WET AL %27 Uy 7 LT, fFlzERCEET, HIBgR X %2277 LTH, A7V
7 FBEIFHIBRST, RDVIZ, Xy NT—=7 T —ThbHIBRSNET,

ATV TN MERFTV=27 FEEBMLES, RFE Save) 1227V v 7 LTHLOR Y NU—F T A—T % {ERK
Liﬂ_o
ATFYVT12 TRTCOFNANA ADEZEEFO S L E2—LER (120 2—) .
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asazy ko—s175z4 rokk [

ASA %y D=0 ATz FOIRE

ATv T
ATy T2

ATvT3

ATvT4

ATy T5
ATvT6

FEH =g =T, [F7 V=7 bk (Objects) 127 Vw7 LET,

FTVx2T FTANFERKT 4 — VR LT, T D547V =7 FERDITET,

Fy NI —=0 ATy FEEIR L, [727 a2 (Actions) | A CHRET A a2 f RV LE
D

AT TRy 7 AOMEZE, FEOFIRTER LI E LR CAHIETHRELET,

(B Xy MNI—ITN=TnoAT7 V=7 FaHIRT 2123, BIChIHIRT A 222 v/ LE
R

[R7F (Save) 1227V v 27 LET, CDOIE, BHEOEBELZITHT A A 2K LET,
[f#58 (Confirm) |%#27 Vw7 LT, A7V NeZTOEBEZTDLT A A~DELEHELET,

ASA Aty FI—0 0 IL—TDimE

&M
ATvT2

ATvT3
ATvT4

ATy TH

FESF—a i NN—"T, [F7 =7 (Objects) [%#7 Vw7 LET,

ATl N7 4Bl [FER (Search) | 74—V REMHL T, WMETIRY NU—2 T N—T% >
JET

Py NT—=T T N—T%2ERL, [7T7 3 (Actions) | A > THRET A 2 2oV LET,

Xy NU—=7 TN —FIZF TIZEMESNTWAAF T V=l bERIEIR Y NV =7 T N—T 52 BT H56
T, ROFIEEZFETLET,

1. ﬁfﬁiﬁ%%ik@*vFU~77N—7@@K%%§%6%%743V”f%7Uy7LT\%
nNoEERELET,

2. Fxvl~—20%7) v L TEERNRERFELET,

GE) HIBRT7TA=2r%22) v 7 LT, Xy hI—=2 7 N—TnbEEEIRTE £1,

Iy NT—=T TN —FIH LRy NT—I 377 FERIIR Y N —27 T —7 28T 55451

WOFNEE EITTHHERHY £,

1. [fE (values) 17 14—V RIZ, HILWEE I FOR Y NV =7 A7V =7 NOARTEATILET,
ANERETHE, AT 547 V=7 MERIIMENRCDOIZ L > TERINET, RS
TWAREFOA TV =7 bD 1 DEERT D00, A LTARTEITEIZE SN THLWAT V=7
MEERTE E T,

2. CDO C—EMPMHENT-HE. BMEOA 7 V=7 FERIRT 520, B (Add) 1227V v 27 LT,
Ry hT— 7%7/:71itix/b7 &7»~7%%Lmz/%7~7ﬁw~7KEMLiTO
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B s5+0r9—vo—T~oEnnEnEm

3 MHELMRWMEXIZA T V=7 P2 AN LTIESLEIE. ROWTNEFITTEET,

[ZOARIOFH LA T V=7 b E LTEM (Add as New Object With This Name) %727 U v 7 L
T, ZOZHOHF LWAT V=7 FEAERLET, EANL, Fevr~—2%27 Vv 7 LT
RIELET,

LA 7Yz BN (AddasNewObject) &7 U > 7 LT, HiLWAT V=V MEERL
EFT, ATV M EEIZRILTY, AREANL, Ty r~v—20%7 Vw7 LTRIELE
To

«EDIEM (AddValue) 1227V w7 LT, A7V =2 FEERETITA T4 EEER L ET,
EE AL, Fovr~—2%7 0 v 7 LTIRIFELET,

AT TIHEL TN TH, LA T V=7 MIERTEET, TNoDAT V=7 MIAEZMAT
RFCTEET,

RTYT6 [IRTE (Save) 127 Vv 7 LET, CDO IE, BEORBELZITHRY v —%2FRLET,
xTJjﬁ[%m(&mmm]%ﬁ)yﬁbf\ﬁ7ylﬁb&%@?@%x&érﬂ4x«®£ﬁ%ﬁﬁbi?o
ATYT8 TRTDOTNA ADRELEEDT L E 2— LR (120 X—)

ﬁ

HERY R T—9 5 )IL—TADEMDIED BN

BEAHT 5N/ T RTOT A, RFET 2GRy VU= ZV—TNOEIL. 7711
ME] LRI ET, CDO 2T 5L, Xy NU—27 7 —72 LEINOE] %80
L., ZNODEEZZORG Ry 8T —27 T —TIZBEM T BTV OO T /34 A ZED
MTHZENTEET, CDOBRT A ACEFEZRIT S L&, NEMRESN., [TF7%
Vo ME] PR R Y U= =TI 5TV AT RTOT AN, AT v va S
. TBINMOM] DEESNZT AL AZOART v a2 3InET,

& 21T, A4 DD AD A A == H V| TRTOWRNLT 7 & A TEHMEN
LTV FEEBEZTHET, TORWT, TXTORFTHENT S [Active-Directory| &>
IBRDAT V=2 NIN—THERLE LT, 22T, 77T AT L AD 1 DIZEHIT2
DO AD B —"—ZBMLET, ZNEITHTE, 7T =2 7 )L—7 [Active-Directory |
T, 770 FA7 4 AZEAOBMEE UTGEREZBINLET, Zhb2o0H——E, F
7Y =2 b [Active-Directory ] 23—E L TWAHM, FEHFINTWD0OHEHIZIXEEE L
FHA, LEDRST, 45D AD A == 3T _XTOWHENET 7B ATEETRH, 7
FUFFT 4 A QODBMP—"=R3HD) (T2O5D AD Y —/3—L 45D AD A A P —
N—ZT IV BATEET,

\)

(E) *E@@&wﬁﬁz/%v I IN—TNH LA, BINOEEEHLCENLZ 1D
BXy NT—7 T —7 ﬁAT%iﬁoﬁﬁ_ome\fxﬁéﬁfyi&%@%%%%
WT 5] ZZRLTLLTEEN,
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ATv T
ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy 17

ATy T8

ATv79
ATy 710
ATv7IN
RATv 12

#Hxy k7—2 I L—F~nemnoiEnen [

F S g N, [j‘7€/3;7 S (Objects) IR LET,
ATV NTANE ERRT 4=V RERA LT, LT 2Ry N =2 T N—T & HOITET,

[7 2+ 3> (Actions) |~ b DMET A2 £ 22U v LET,
«[7/3A A (Devices) 17 4 —/V NIZiE, ARy MU =T TN—TPIHET DT 3 ZAPRRREN
£7
s (5 (Usage) 17 4 —/V RiZiE, F Ry U —27 Z—TZBEMN T Dtz v—& v FRFER
SNET,
[TTANME 74— FIE, TT7ANV DRy MU= F T2y b e ATV =7 b OER
CHESh, ARy U= 7N —FICBEMT ONIA TV =7 MEDNRSNET, 2O
74—V ROBIZ, ZOT 74N MEEELT A ADERFREN, 7 ) v 7T 5 E4RTET A
ARGA TR RTEET, ZOMEICEEMT NI L—Ey hbERINET,

GEMOfE (Additional Values) | 7 4 —/V RiZ, [EE 72342 AN LET, ADNERBT L E. AN
—HT ATV =7 METIMED CDO IZ L > TERSNET,
RRINTVWDEFEOAT V=7 b1 DZFEIRT 500, AN LA ELITEICESWTHLWA T
V=V FafERTEET,
CDO T—HM s a. B4 7 V=7 F&RIRT 5121, B (Add) 127 Vv 27 LT,
Xy NT—=IFT V=27 bERERY NI T A—T2H LWFRy NU—7 70— BN L ET,
FAELBRWVEZ 34T V27 N2 AN LTZEAIE, ROWTEFITTEET,
[ ZOARIDOFH LWAT V= s k& LTEIM (Addas New Object With ThisName) %27 U v 2 LT,
ZOLHFMDE L WA T V=7 NEERLET, BEANL, Ty ~—2%27 ) v 7 LTREL
£7,

cHLWAT Y= FoEN (AddasNewObject) %7 Vv 7 LT, LA 7 V=7 MaERL &
T, ATV MAEEIERTTT, 4RiEANL, T2y I ~—2%7 ) v LTREFELET,

«[fEDEM (Add Value) 1 %27 Vv 27 LT, 7V =7 bEFEHETICA T4 MEE2ER L ET,
fEx AIL, Tzvr~—2%7 U v 7 LTREFELET,

R TITAEL T TS, ILWAT V=7 MIMERTEET, o047V =7 MIAEREZMA
THRIFTEET,

[7 /34 A (Devices) 15T, HLLBMENT-AT V=7 MIEEMTOATWHWDEELEZ U v 7 L,
[T 734 ADiBI (Add Devices) 1227 U v 27 LE7,

WBLIR T NA 2 &I L, [OK] &7 U v 7 LET,

(17 (Save) 1527 U v 7 LET, CDO X, BHEOEELZ T LT NA A ERRLET,

(72 (Confirm) 1227 Vv 7 LT, A7V NeZOEBEZTHT NA A~NDEREZHELET,
TRCDTNA ADRELEEDOT L E2— LRI (120 2—)
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Cisco Defense Orchestrator M E A& |
B s25x0r0—vo—JoemorEnks

HERY FT—9 T IL—TOENMDEDHRE

AT Tl FES—2 a0 =T, [A7 V=2 b (Objects) |27 V27 LET,
RT9T2 ATV NTANEERBT 4 — NV REFEHALT, WEMSBEOF—NN—F 4 KRHLAT V=7 Maf
DT ET,

ZF9 T3 [T7 3 (Actions) |34 SNChrHET A2 ¥ %220 s LET,
ATy T4 F—nR—F 4 NMEEZLEFELET,
CEELEET DI, WETA 2522 ) v LET,

o [T/314 A (Devices) [5IDENEZ Y v 7 LT, HiLWT A ZAEHI VY TET, 5 TIZEDETH
ITNDT N, AT, [A— =T 1 ROHIFR (RemoveOverrides) %7 Vv 7 3+5&, Z0OT
NWNAADA—N"—=F 4 REHIRTEET,

«[7 7 4 /v MA (Default Values) 1D ¥ KEIZ 27 U v 7 35L, LHFRy hU— 77w~7®LMﬁ
TEET, ARy NIV =27 7 —TICBHEfFIT 6N T DT RTOT /A AN, BEIIZHID 4T
HIVET,

o [A—/3—=F 4 N (Override Values) 1D * KFIZ 27 Vv 7 325&, Xy NT—T T N—TDF
74V MEIZTEET,

XY NI—=Z T N—=TNoA TV =7 FEHIRT I3, BUCHLHIRT A 2227 ) v 7 LET,

ATY TS5 [fR1F (Save) |27 U v 27 LET, CDOIE, BHEOHEBELZITHT A AEFRLET,
ATY 76 [HEFR (Confirm) |27 U w7 LT, A7 V=V MeZDORBEZTLHT NAANDEFREMHELET,
ATYTT TRTCOTAAL ZAOBRELEEDO T L E2— LB (120 2—)

B—EX XTI b

JAakraltIidzy b

ZFoa harF 7Y s MI, EHEECRN T halreL i —7a halikEgieth—E X
ATl FO—HTY, Iubhalt Ty M, 4RTE T b aE S TS E
7, CDO (. ASA ¥ LU Firepower (FTD) RETINOHDOA TV =7 FEFEHL. T bHIT
MADZ 4% 778 k2L (Protocols") | AL ET, TDOH, INHDOFT V=7 K
ERBICRSDZEnTEET,

ICMPATJ> x5 k

Internet Control Message Protocol (ICMP) 47 2= 7 &, ICMP 3 L OV IPv6-ICMP A vt —
VHEAOYV—EAA T V=7 FTT, CDO X, ASA I LW Firepower (FTD) A rH— K&
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4—ezx47vzs+ |}

NIZLEZIWCT AN ADRETINOGDOA TV 27 FEFRHEL, 2B o0~ /L4 [ICMP]
ZWALET, FOD, 26O AF TV MEfHEBEICRDITTAZ ENTEET,
CDOZMEA LT, ASARENSLICMP A 7Y =7 NOLAFTIZEE LY, ICMPA 7Y =7 k

ZHIBR L= T&£9, CDO ZfEH LT, Firepower % €D ICMP L N ICMPv6 47 ¥ = 7
N E{ER, BH, BLOHIBRTE £,

N

CE)  ICMPv6 71 b /LDFE . AWSIZHEDBIEDBIRAZ P R— ML TWWERA, TXTO
ICMPv6 A v — %R T AL — L OLPYR— N IET,

Bl 7

ATV FOHIER (103 X—Y)
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=% =R

TINAREY—ERDFVHR—T 12T

FGATFNRAZAEETNANT N, ZADW ST CDO T v AR—F 4 I TEET, ETNAT A
2NET vy T — RENTEHER 7 7ALTHY ., CDO i L CTHER L UWRE T £,

EEAEDT A TT R ZAB LY —E AT, Secure Device Connector 73 CDO %7 /XA A F
FIE—E R R TE D Lo, A—T7 U 7 HTTPS S5 B L 72 ) 97,

SDC & ED AT —Z ZADFEMIZ-OVTIX,  Secure Device Connector (SDC) (3 ~—¥) %
ZL TS,

ZOBEX, ROEBY T a TR S TTWE T,

* FMC OEAKEfG (113 ~—2)
« CDO 75 Firepower Management Center % HlI&3 2% (115 _—)

FMC & A %

FMC OA R —F 4 7 A SN AHHIRITKRD BV T,

« FMC @ CDO ~DE AN TE £9, FMC 2 E AT 5 L. FMC IZ8EESN TV 5
TRTOT A ALEAREFINET, BERRT AL AREHRR->T0E», 77k
ATE WA, CDO D [ X2 U (Inventory) ] S—IIZTF A ANFREND Z
EIEHVFETH, BREEFIZEEFELZY, A AEREFZ R LD TEEHA,

EHE LAV OT 7 AR 2RO CDOGBERAOH LW —%—% FMCIZ/ER T 5 Z
EEWERELET, FMCEEAMERL D, RLa 7oA R E#EH L TZOFMCIZH
FRlcm 7 A 5 &, BAEEMITKRILET,

« CDO JBIE D=2 FMC I LW — Y —Z BT 584, — W —#lo [0 7 of 5%k
MOEKRE] % 10) ITRETL2HLERHY 7,

FEMIC W T, [Cisco Defense Orchestrator D& BRI T N A ZA~DHEGE (5 X—) | &
TR L TL 72 &0,
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FRAREF—EROFVvR—FT 125 |

B oy« mmEmERLE DO ~D IMC DBAERE

\)

GE)  CDO X, FMC £721X EMC 1288k ESNT=T A RCEERM T N4 TV =7 FEERY
V—DERRET AT R— M L TWEFA, TOLIREFIZIFMCUI TITHMLERH Y £
j—o

074 UiEERZ#EAL - CD0 ~D FMC D E A % fF

ATy I
ATvT2

ATvT3
ATy T4
ATy TH

ATvT6
ATy T17

ATvT8

a7 A EREFH LT FMC @ CDO ~OE AR 21T 5 12iE, IROTFNEIZHEVFE T,

CDO F 47—y g "—T, [/ KU (Inventory) %7 VU v 7 LET,

HODTFARZ %) v 7 LT, A ADF U R—T 4 7 &2BBLET,

[Firepower Management Center (FMC) 1% 27 U v 27 L£7,

(27 A AFRAEMH] 1 — FEBRL £,

Secure Device Connector (SDC) (3 X—) RHX %27V w7 LT, xy hU—JIZA VA =L EN

TW5 SDC Z 2R L £9, SDC ZfE ]l L7254, CDO I Cloud Connector %1 Jl L T FMC |2 #&f5t T &

£, EHLEEBIRT 5%, CDO ZE G T /A ZTHERe T D HiEIC L > TR Y 97, CiscoDefense

Orchestrator DF B G217 /34 A~DHEE (5 =X—)

THRA AL LG A LET, [IR~ (Next) 127U v 7 LET,

FMC ~D7 72 AT 57 7 v ba 7 A RO [2—H—4 (Username) ] & [/3AT— K
(Password) ] Z A/JLET, IR~ (Next) 1227V v 7 LET,

TFNRAANE L R—FRENET, ZIMn5, FMCIZT~AVEZBINTH0, [Ao XU MVICE#Z27 ) v
7 LCHEHAREFEINTET AN, ADN—V 2R R TEET, EF2SE, FMCIEL[F (Synced) | AT —#

ATERRINET,

(GE)  FMCIZE o THHEIND T A 2%, BEIIZ [<fmename>_<manageddevicename> | &5 4
AIMFIT BN D Z EITEE LTI EEN,

Secure X Z {8 A L 1= FMC )& A # {5

Secure X 2NE NI 72 > T % FMC 28 AYE{ T 51213, ROFIRZHEH L £,

3R BRI

ROBMEITERE LT EE W,
cFMC 137 Ly =T a V125 FAT LTV DRERS Y £7,
« T VT 4772 Secure X T AU L NBMETT,

. Cisco Defense Orchestrator % {5 L 7= FMC D EI&



| R 1RES—ERDFVR—FT 1Y
CDO 5 & Firepower Management Center % HIf& 9 % .

« FMC TSecure X # GNCT 2 ME R H D £9, FIALFEMIZOWTIX,  [Integrate Firepower
Management Center with SecureX] ZZH L T 7230,

¢« FMC 1213, Secure X DR EFRHADEY 2 — L EX A NADREFEINLTHOALERH Y 3,

o T A BEAYEfETHENT, CDOT AT hE Secure XICTR 7 AU v hae~vw—Y LE
T, FlRIZHOWTIE, 7 A0 bO~— ] ZBRLTLEZEEN,

ATFYF1 CDOFTEF—2a v R_R=T, [Av_ %227V v 7 LET,

AT9 T2 FOOTTARF U ERINL T, T30 A& BMLET,

AT 73 [Firepower Management Center (FMC) ] ZE84R L £,

ATy T4 Skl LT [Secure X& ] 23R L 97,

ATy TS [FMCORE 227 Vv 7 L, RryFHZ U A=a—nb FMC ##IRLET,

AT9T6 (FTvay) [TAA AL EZATTLET, FMCEZEIRT DL, T 740 bDOT A 240N HBAERK SR
FITH, BARERZI [ RN MV RX—VIEERREND I AZ L EANTITDHZEHTEET,

ATy 7T [FMCOBAKENH] 23RN L £,

RT9T8 (ATvay) TAALADTXNVEASLET, ZOTXVTTNALADIV A NET 4 NVE ) T TEE
T, FECONWTIZ, T E 7 4 ZE] 28R LT EEW,

CDO » & Firepower Management Center % &llf& 3 %
A\

(G£)  CDO 7% Firepower Management Center (FMC) ZHIRT 2% Z & Z @I L7256, D FMC (12
BIEM T DTN DT RTDT /A A% CDO 2 HHIRT 5 Z & HBIRLET,

WOTFNEEZMFEH LT, FMC &% DOBEEHT 3A A% CDO M HHEIBRL £,

RTY T FEFr—va v RuT, (A U (nventory) 15227V v 7 LET,

ATV T2 [FRAREZ T2 7V w7 LET,

ATY T3 [FMC1 ¥ 7 %27V 7 L, HIBRT D FMC Z&R L £,

RTv T84 FANCHD [T 7 a3 (Actions) ]34 T, [FMCE ZDEFERGT /N ZDHIFR (Remove FMC and its
managed devices) | &7 U v 7 LET,

AT9F5 [OK] %7 U7 LT, FMC £ ZDXREFEHLT NA AT F 2 "D OHEIRT S 2 L 2R L 7,
RT9T6 77UV EEH LT, FIHARERT A ADOTHY A haRRLET,
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FRAREF—EROFVvR—FT 125 |
. CDO /5 Firepower Management Center % HIf&3 %
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FMC /514 ADEETE

TOEFT, OBV a rTHEREINTHET,

 BHEOFARY |, HHE, Fxv 7, BLOEMR (117 X—)
T RTOT AL ABREDOH I (119 2—)

T RTOTF N, ADBRELEFEDOT L a—EEE (120 2—)
T AREO—FEER (121 X—)
EHEOMIEE (122 X—)

« TRA ADT 7 MA TN REFE (123 _X—)

« Defense Orchestrator & 7 /XA A ORTEZFHT 5 (123 ~<—)
s FAMM (124 X—)

s TNAANLDT U NA TN REEOA#IRZ T AR (124 X—2)
s REDBA DR (126 ~—)

¢« FNRARABEEDR—=Y T DAY 2— (127 2—2)

EEDHARY ., BWE, Fzvi. BLUVEMR

FTNNA ABEHT 572012, CDO L, T3 ADRED A B —%MEH DT — X _— A RAF
THILERHY £7, CDO BEHHRT NA ANLEREE [HiAID] L&, CDO T3 A
ABREDOAL—EER L, ZTNERTFLET, CDO BEANIT NA ADFHED 3 B — % 3t A
BoTRETDDIE, TAARFT Y R—T g7 3nizb&xTT, LIFOBRRED X IZ,
ESEAREMITNC CHREE AR £,

« [EFEOMEHE (Discard Changes) [ 1. 7 /3 ADFREAT —X AN [REW ] OBHEITHE
HATxEd, REAMORIETIE, 751 ZOFEICKT HZEFN CDO TREHIZ/Z2 - T
WET, ZOFTarEHTLE REFOTRTOEELZRVET I ENTEE
T R OEFITHIEREESN., CDOIXRED I =2 T NA RAMRFEESNTWVHIRED
A —TEEXLET,

o [EHEOMeR (Check for Changes) ], D7 7 v a id, T3 ADKEAT —H AWH
WEHLOGEIHEHTE E4, [ZEHEOMER (Checking forChanges) 147 Vv 735 &,
CDO iF, T/A ADRED AL =% T/ ARAFEN TN DRED =2 & — & Ll
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FMC 7731 20BE |
B z=osamy. wz 794, 55UEH

HEITHRLET, BORHLIEA. CDO T AL A FEENTNH I B —TFD
TNAADHFEED AL —% T I EEXLET,

(Bt OERE (Review Conflict) | & [ B =—72 L THARE (Accept Without Review) 1, .7
A AT A (Conflict Detection) ] AT 5 &, CDO LT A ATz biT-
BREOEFZ 1047 LI12F = v 7 LET, https://docs.defenseorchestrator.com/Welcome to
Cisco Defense Orchestrator/Basics of Cisco Defense Orchestrator/Synchronizing Configurations

Between Defense Orchestrator and Device/0010_Conflict Detection7 /34 A \ZfRFF ZFL T S
HREED AL —=NERINIEGE, CDO X HAEPMISNE L] EWIREAT —
B A% L CHEHMLET,

» [BiA DOMERR (Review Conflict) ], [BtE DOMERR (Review Conflict) %27 U w795 &
TNAATHBEITONTAER 2R L, TNOEZTANDDERT 50 ERINTX
*9,

s [LE2—72 L THARE (Accept Without Review) |, Z D7 7 = L, T3 AD#%
EDOCDOD A —%, T3 ARGFINTWHREDALE—T EEXLET, CDO
I, EEET 72 a UEFETTHENC, RED2 2D A —0DEWEHERTHE DI
ROFERA,

[TRTHEEARIY (Read All) [ IE—FERIETY, (EREDREOEE DT NA AZEIRL, [T
TaeAH D (ReadAll) 127 Y v 27 LT, CDOIARIEENTNDTXTDOT A ZADFHRE %,
THRAARTFENTNDHIRET ELEEXT L ERTEET,

EEDERE

TNRA ADFEIWCERTEZMZ DL, CDO TliX, MATEEENMADO 2 E—IRFSNET,
INODOEFEX, TAALRITEBEENSETCDO T EE] ENTWET, T34 ZDORIE
WEERHY . TNNT A AR IN T RWEES, T35 A XRFIHERIREIZ/ D £
7,

AP OREELIL, THA RAZWRT IRy NT—F 8T 7 4w 7 I3 BLERA, £
%, CDO BT /31 AT L 72 BIC DA EE RITLET, CDO BT A ADREICEL %
BT L, BRINTEREOELZDOHRN EEXINET, 731 AIRF STV DAL
TrANERKE FEEXTLZEEH EEA, BRIX. 1 2OT A RTK L TCHBTHZ &
b, BEOT AL ATk U TRIFFICBET A 2 &b TE T,

[T Tz (Discard All) 1%, [V E=—LTERM.. (PreviewandDeploy..) %7 VU > 27 L
FRICOBMEHTED AT a T, [ E=2—LTER (Preview and Deploy) | % 7
Uy 73 2%E, CDOTHREPTOEREDT L E 2—3CDOICFKRSNET, [T THIE (Discard
Al) 1227V v 7358 RETOTXTOEED CDO M HHIFRE L, BIRLIZT N1 AT
ML E SN EYA, Eilko [EHOMZIE (Discard Changes) | &322 | fREFTOEF %
HIBRT 2 L BEDRKE T LET,
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| m™MC 71 2nEE

FrtoFgzgEozxsny ||

TRTDT/INA REREDZHEHAHILY

AT T1
ATy T2
ATvT3
ATy T4
ATvT5

ATv 6
ATy 17

Cisco Defense Orchestrator (CDO) DAERIZ 8 DT /XA ADERTENERE INT=5A. CDO IZ£%
FENTWVDLTNA ZADHREEL . BT A ADOREDO L —H /LA —[XE L TIERL 720 F
T, < DEA. CDOICHDHT A ZADRED AL —%F A ARFESHTWVDHRETE
FBELT, REZHVFEILCICLIEWEB X ET, [TXTHARD (Read All) 1V 7 ZfEH
LT, ZL DT NRAATIDOH AY ZRFICETTEET,

CDOIIZLDTNA ARED 2 DD 2 B—DFEHFIEOFMIZOWTIE, [EEOFALARD
W, Fov 7, BIOERN] 22 LTI,

[TRTHARY (ReadAll) [%27 U v 7 LTIEHEIZ, CDOZH DT /3 ADFFED 2 E—iR
TNAADFEED AL —TEEXIND I ODOBREAT —H AZRITRTLET,

o [BEA R (ConflictDetected) | : BEAMRMA AN/ > TWHEE, CDOIL, REICMZ
LIEETIZONWT, BHT L7 A 221045 T8 ICR =Y 7 LET, CDO T, 7/
S ADBENERINZZ EERIPLEEE. T 2D 4K (Conflict Detected) ]
REAT —H AERTLET,

[[FH] (Synced) ]1: 77354 A [FIH (Synced) JIREDHZEEIC, [T X Tie ALY  (Read
Al) 1227 Vv 27 LT5E, CDOFTSITTANAAS A2 T =7 LT, HEICHEHBEEENN
ZHNTNDENEINERWLET, [TXTHARY (ReadAll) 1227 Vv 735 L,
CDO T NAADHED AL —% FEXTHZ L 2R L, EEXEZEITLET,

[FEFH] (Not Synced) ]: 7 /34 A [FEFH] (Not Synced) REEDIGAIZ, [T X THEA
By (ReadAll) 1%27 U279 5H&, CDO ZHEM LT A ADFEIZKHT HREH O
BENRHDLZ &, BIO[TRNTHEAIRY (Read All) | #1EEKATT D EARE TR OEFEN
HIBREN TS, CDOWCHIHEED AL —NTNA A LORETEEEXIND Z LNE
HEEINET, ZO[TRTHEAIY (Read All) |1, [ZEDOMEHE (Discard Changes) ] &
[FERICHERE L 37, BHOMIE (122 <—)

TS —a N —T, [1 XV (nventory) %7V v 7 LET,

[TNHA R 2T %27 v LET,

WY RT NARAZA T DR T ) w7 LET,

(LE) AR TCZO—ET 7 ¥ a VORREABRIZGR CTE 5 L oI1c, ZEERERLERLET,

CDO #RFTHREDT /NA AFIR L EJ, CDO TiE, BIR LT R TCOT NS R ZHEHATE LT 7
varoavwy RRZUCORRIEINDS Z LITEELTIEIN,

[T _CatAHY (ReadAll) 1227 VU v LET,

BIRLTZT A ZADONTNNICDONT, CDO TREALENAT —T 7 I TWHEA. CDO 1385 %
FoRL, BREDO—FEFHHAROD T 7> a v EFITT 20 E I hemhonEd, [T NTHEAIRY (ReadAll) ]
7V w7 LTRAITLET,
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FMC 7731 20BE |
B <coFrzxozEzEOITLEL—LEM

RAT9 T8 FED [TRTHAIY (Read All) ] #AEDHEITIRBUZDOUVNTIE, [I8%1 (notifications) ] % 7 THgsd L &
T, —FEEEDE A DT 7 v a O E L IT RIS 2 M A R T A AT, HFRAO[LEa—
(Review) (Vv 27 %27V v r45E, [Ya~7 (Jobs) | _X— ICBEIL £7,

ATYTY BEYV T ANTNVEERLTT 77 4 7L LIESAE, OREEE L2 > TIOA X2 MMIBEA
TR0k oic, ERTICT a7 ) T LTLEEN,

BE 1E %R
« BHOFARY | HE, Ty, BLOEHN
« IS ORREE

TRTOTNA ZRDEEEEDN T LE 21— & B

FFU N EDOTFAL RHEREEEZNMZ- OO0, FOEFEELZFFREBE L TWWARWESIZ,
CDOIERT7TA a izt Lyt Ry haRpr L TR LET,

)

CINGDOEFDOKELE T HT 3 A2, [T 31 AL P —E X (Devices and Services) ]
A=z TJERM (NotSynced) | DAT—HX ANERINET, [ (Deploy) 127V v~
7358 RETOEERDH LT NA AEMR L., TNODT NA RZEFZRATEET,

ZORBEGEZ, YR- PSR TSI RTOT A ZATHATE £,

CORRAGIEELMEH LT, H—OMIRERZEATLZL b, L THEOELRE 2 —EI2R
PITHZ b TEET,

FIRDHE

1 WEOLLTFT A Deploy) 1742 S0 220 97 LET,

2. BRATOIEEDNDDT A ZAZ@RLET, 7 ATHAD ZADOERE~Y—7 BTN T
WAGE, TOTNAAIEFEZRRATLIZ LI TCEERHA, HAOZADER~Y—7IZ
YUAERGDEL L, EOT AL AEE L RATERVHEBZHEZRE TE LT,

3. TAAREEBRLIEDL, HRO KT AL AZPER L, RAERNBREE 27 L E2—T
TET,

4. (F7var) ETOELEIZEATLIHEMGEREFZTT LD5E1EL. FEMREE 0 7 25£0R

(View Detailed Changelog) ] V> 27 %27 U v 7 LT, ZOEEIZEHE T HNEH a7
ZhEET, B (Deploy) 1742 % 27Uy 7 LT, (REFTOEENRH LT /A A
(Devices with Pending Changes) ] ~X— IR YD 97,

5. (A7vayv) [RETOEENSH ST /31 A (Devices with Pending Changes) ]-%— 3 % B
NP, BRABEMT 2L FEREIEL £,

6. [5T<JEBH (DeployNow) 127V w7 LT, BIRLIZT AL ACATSEE LR L *
T, [¥aZ Jobs) | NbAD[T VT 4772 a7 (Activejobs) 1A > ¥ —ZITHELTIR
MNERSNET,

. Cisco Defense Orchestrator % {5 L 7= FMC D EI&



| m™MC 71 2nEE

F IR D8

ATy T
ATvT2

ATvT3
ATvT4

ATy TH

ATvT6

ATy 17

ATy T8

71 zaeo—EZER [

7 FA7vav) BENRETLEL, CDOFES—v g "= [Ya~ (Jobs) 127V v
7 LET, BHOBELRTHRIO EEORR (Deploy Changes) | ¥ a 7 NFE RS
iﬁqo

8 ZLHYITRANIUVEMER L., TAUTBHEIT DR ERE N RWGAIL. Tnxe 7 U7
L/i—a—o

WO LC[F 701 (Deploy) 17122 &0 520 v s Led,

BT AEENRS DT A AZRRLET, 71 RTEBDO ZADOEE~—7 BV TWDEHAE, £D

FNA AEE RT3 TEEHA, HOAOHAOEE~Y—JICv YA EEbEDL L, TOT A

A ACEEEZREATERVEHEZMERTEET,

TNA RERIR TG FUORSRVAZT N, ZAEJER L, BRI AT L2 T L E 2 —TEET,
(FA7vay) RETOEEIZET 5FMEREZ IR T 256813, [FFMRALEr 7 2F&K R (View Detailed

Changelog) 1V > 27 %27V v 7 LT, TOEEIIEEMITONTEEr V2 E £3, [ (Deploy) ]

TAaYE7 Y v 7 LT, (REFPOEENH DT /31 A (Devices with Pending Changes) | X—VIZR Y F

R
(A7 vay) (REFOEENS DT 731 A (Devices with Pending Changes) | <X— Y &3 1c, £HE %

BT A TEREELE T,

[69 <EB (DeployNow) 127 U w7 LT, BINLET A RAZETSEFTEZRBBEALET, [Va 7
(Jobs) ] R AD[T V7T 477 a7 (Activejobs) | A > UV —XITHEITIRIBNF RS NNET,
(FFvar) BRENETLES, CDOFTEA—var "= [Pa” (Jobs) 227V v LEd, EH

OFERZRTIHIED [EEORB (Deploy Changes) | ¥ a 7RFERSNET,

EHY 7 A RNTVEER L, ZAUCBEM T AR TN 72 WGE1E, Ehva 27 VT LET,

RDBRY

TN AT D—E R

ATy
ATvT2
ATvT3
ATvT4

ATy Th

HEHEFT V2l VeRETDHRE L THEEOT A AIEREZNMZ 56, L2 5T
TOTNRA RZENSDOER 2 —FIC@EATEET,

Fer—var v KT, 42X MY (Inventory) %27 Vv 27 LET,
[TNNA R T %7 w7 LET,
WORT NS, AEZATDOETHI Y v 7 LET,

CDO CREZLEFE L, T RTCOFAALS RABBRLET, 2D FT A A%, [REM] 27— 20
FEREINTWAIZTTT,

WOWT N TFIEEZERA LT, BEAZERLET,
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B z=ou=

FMC 7731 20BE |

A -0 (BB Deploy) K72 &5 220 97 LEF, ALY . BIRLIEFAA 2 EORE
POEE &M HAICHERT S - L AT T, BEARMT S, [5F EB (DeployNow) ]|
200 s LET,

GE)

[(RETDOELN S 5T 7314 A (Devices with Pending Changes) | Hiji T7 /A A DRI 4D
BECAENRRRINTWDIGE, ZOT A AEEXRHT LI LIXTEEEA, 20O
TNA ANERZRBEATERWIEHZHER T 2I12%, 5 =AFO LI~y AT —Y L& &
% ij—o

o FEHEASA TR TR (DeployAll) 2227 U w27 LET, TXTOELZEZRL, [OK|Z27 VU v
7 LET, EERIZ. BEE2MRETICT B LET,

z%vjs(Eﬁ)+55~vayﬂ—®w@7(mw]74:yll%ﬁvyabf\~%@%@%i%%ﬁb
E3

REDWE

CDO Z#ER L CT /A ADERRIZIN A T2, B IN TWARWIERETOTXTE [STiZmT)
AL, [EEOMIE (DiscardChanges) [#7 V v 7 LET, [EHEOMFE (Discard Changes) |
27 Vw73 5HL, CDOIE, T3 ARAFESN TV DK TT /3 ZADRERLD 7 — /L=
P—A 5 FEXLET,

[ZEHEDOMEIHE (DiscardChanges) (&7 Vv 7 325E . T3 ADOHERMAT — & A [FEFH (Not
Synced) [IRREIZZ2 0 £9, BHEAMWIET S L. CDO LOMEKRD 2 ©°—I%, 7354 2 O
DO —LFELCIZ72Y, CDO O AT — & A% [ A (Synced) JIZRD 77,

TNAZDREH SN TOWRUVERZEEOT X TEMHET S (D% 0 LR ) 1Zid. ko
FIMEZFATL £

ATV Tl FEHF =2 a9 3—=T, [4 kU (Inventory) | %227V v 27 LET,

RTFYT2 [THAR 2T 57D v 7 LET,

ATV T3 WURT A REATDET %) v LET,

ATV T4 AL EFEITHOT SA A ERNLET,

ATy 75 AR [FEFRM (Not Synced) ]34 > T[EHEDMFHE (Discard Changes) 127V v 7 LE T,

* FTD 7 /31 ZADH4 11X, [Pending changes on CDO will be discarded and the CDO configuration for this
device will be replaced with the configuration currently running on the device (CDO _ED{RE H D2 5 |3k 2

SN,

ZDFTNA AT S CDOWERIE. T3 A LOBIEERITHOMRICEESRZONET) | &

WG Ay —URERSNE T, [#i4T (Continue) 1227 YV v 7 LTERAMEEL ET,
* Meraki 7/3A ZAD5E1T, BEPT ITHIBRS W ET,
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Frqazorortr7nvrzE ]

c AWS T34 ZDGEAIE, HIFELE S L LT A boRFERanNET, [[AET D (Accept) | F72iE
[Fr> /L (Cancel) ]2V v 7 LET,

TINARADT DA TN FEE

T NA TN RETEIL, CDO AT TICT A A ECHBETONWIARZELET,
TURNFTN REEZ, SSHEHAN L TT A, ADav L RIL A 2 —T o A%
FEF LT, £721E. ASA OIA 1% Adaptive Security Device Manager (ASDM) | FTD O34 1%
FDM 72 EOR =N~ 2=V v 2L TTO ZENTEET, 7V AT AV FEFIZL
D, CDOIRIFSNTND T A ZADORE L T3 ZAARICRAFES N TV DRIE & OH T
BFEAELET,

FINARTDT I bA TN FEEDRE

ASA. FTD., F721% CiscolOS 734 ATx L Tt AR A NI > TV DA, CDO I 10
BTENWT R, A TF =27 L, CDO DAETT NA ADBRTIZHEZEMZ N5/ E
EHRBRLET,

CDO (X, CDO IZRMF SN TWRNT NS ZADREICKH T HER AR LI2HE, TOT 3 A
AD [BEAT—H A (Configuration Status) ] % [HiA i (Conflict Detected) ]JIRREIZAH L
\i —a—O

Defense Orchestrator 235 ZftH L7285, (RO 2 DOIRENEZ BN ET,
« CDO DT —H R—=ARAF SN TWRWRELE LN, T3 AZEEMZ G THWET,
* FTD O34, B I TWaWn Y OREEENH D AREENRH D £,

Defense Orchestrator & 7/31 AN TEEREIT 5

REDFHEEIZONT
[ XU R R=UT, T ZEGF Y —EAORT —Z 2N [FFE ] [REH], £
X BEPBRHSNE LIRS TnD 2 EnH Y £,

o TRA AN [[AIAE A (Synced) 1 DHiE . Cisco Defense Orchestrator (CDO) DFREE . T
NA AN =T EN TV D REIEF C T,

« TA AN [REH (NotSynced) ]DHE. CDOICIRSFE SNTZRRENEE SHL, 7731 A
W —HRFE SN TV ARE L ITELR > TWET, CDO N BT /31 AR T % R
T5HE, CDO D=V g N—BTHEICT A, ADRENERINET,

« CDO DAMETT A ATZ BNFETL, 79 b4 TNy FOEBLINET, 7
SA ADBHEABRIBENC I > TOBHE, TV M AT AL FOETRTbRS &, T

Cisco Defense Orchestrator % L 7= FMC D & I& .



FMC 7731 20BE |
A=y el

AADAT —Z AN [HEEDFHH S E L7z (Conflict Detected) [I1ZEDLY 3, 77 bA
TN ROEFEZZITAND L, CDO DFRENT NA ADRE L —HTDHEIICEHLS
nET,

AN AE NN /2> TV D4, Cisco Defense Orchestrator (CDO) 1357 7 /L b D@ TT
WA R R—V 7 LT, CDODINTT /A ZADRERRDETL ST & 9 D il L £,
EEMTbNT-Z EE2RHT 5L, CDO X7 /31 ADKERRAT — % A% [Hiat (Conflict
Detected) JIZZEE LET, CDO DIMBTT NA RZIMALNTEERZX, 77 hAT AR
D) EREMEENET,
IOFTvarERNNCTLE, TAA AT LICHA T 00B B 2 T H4EE 25 E
TEET, FFICOVWTL, TS AEEOR—V T DRV a— (1215—) 250
LTL7IEE0,

BmERHOBENE

AR E AT D &, Defense Orchestrator DM TT 3 A ZZEFE MR ST HE 10
ERFRINET,

ATY T FeHF—2 g 3—=T, [ U (Inventory) 1227V w7 LET,
RTFVT2 [THRA R X THIY w7 LET,
ATV T3 WERTNARAZA T DX T 5N L ET,
RTv T4 BEERMEAEDCT D1 BEITEEOT A AR L ET,
AT TS TN AT —TILOLHANZH D [FEAHHE (Conflict Detection) 78~ 7 AT, U A K5 [A%) (Enabled) ]
IR E 7,
® ct Detecti Enabled ~

@ Disabled
@ Enabled

+ Auto-Accept Changes

TINAZADNSDT I TN FEEOBENGZ(TA
gk

ERORB2Z T ANEANCTHI &T, BEINRT A AZEENZONT-EE 2 HE)
BIZZ 1T AL D L 91T Cisco Defense Orchestrator (CDO) Z##RE T £9, CDO i HE3Ic

. Cisco Defense Orchestrator % {5 L 7= FMC D EI&



| m™MC 71 2nEE
sprzzEont [

TONA RANCEBEMZ ONEZEEIL, T AT REF LN INET, 7V RF TR KD
EEIZELY, CDOIRFEINTWET N, ZADOREET A ABRIRFEINTWAHRIE &
OB THENEELET,

ZEW O BB T ANEEREIL, BEAME OO OMIEEEE T, T34 ZA TEEDO HEIZ I AR
EHINZLTWDEA, CDOIZ10 0 Z AT 2F =7 LT, T, ADFREICH L TT
T NA TN ROEBEPMTONTZNE I D EHRLET, RENEHEINTWHA, CDO
. T r T REFRRTLHIERLS, TARALADREDOT—H A= g U2 HEIRICHERH L
i‘j‘o

CDO TITONTEWTINDRELEENT A AZELERA I TORWES, CDO TR EZE
FAEHBMICZIFTANRE A, BEEOT a7 NIt T, ROT 7 a v rEELET,
EREOHBZ T ANEZHEHT 1203, &I, 7F 0 FR[A X0 b _X—=U0 [BAHRE
(ConflictDetection) | A == —THEIZITANA T a v 2R RTEH LI LET, KIZ,
B x DT NSA ATOEEOHEZ T AN EZAMZLET,

CDO CT7 U T TN ROEEZHRETHALOD, BELZFETZITANZVIES LD T
LA a rEERTA5AE. RV BamE (124 X—) ZHMMLET,

BEIAREEDHRE

ATy I EERFETNIA— IR EFOT AU &AL TCDO IR 71 LET,
ATY T2 a—H—RX=a—n5 [&E (Settings) 127 V7 LT, [iXE (Settings) | X— T 7EALET,

CDO Tenant

9 user@example.com

& Settings @

= Secure Device Connectors

& Switch Account

= Sign Out

ATYF3 [T7F 2 Fi%E (Tenant Settings) | TV 7 T, [T/ ADEE 2 HE/EKRT D47 3 > OA%0ME (Enable
the Option to Auto-accept Device Changes) | D N7 /v& 27 U w7 LET, ZOEEICLY, [ X2 V]
R=VD [HEBRH] A =2 —IZ [EROABER] A= —F 7 a URRREIND LT 7,
AT T8 [A RPNV R=VERE, TURNFTAN ROEEEZHBAGET 5T N1 ABRINLET,
AT9 TS5 [BAOHH (Devices&Services) | A ==2—"T, Fav 7 H U A=a—n5 [EEOHEIKGE (Auto-Accept
Changes) ] L 7,
® ct Detection Enabled ~

@ Disabled
@ Enabled
v Auto-Accept Changes
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FMC 7731 20BE |
B 7 rtov~coF s 2oanRREEO®mMN L

THFUORLEDTRTOTNA ROBEAZEEEDENL

ATY TN FHEFEIIA— R —ERERHRERFFOT IV PEEHALTCDOIZRr A o LET,

AT T2 a—HF—RA=a—05 [%E (Settings) |27 VU v 27 LT, [iX€ (Settings) | X—IZT77ALET,

ATY T3 [T7F 2 Fi%E (Tenant Settings) |fHIK T, NNV EEICATA RLTKED X ZF R L, [T/3 ADE
HaEAEEKRT LA 7> a VEAMCT S (Enable the option to auto-accept device changes) | & HE%hZ L &
To ZAUTED | BEAMREA =2 — DO [EEOBHEIEGE (Auto-Accept Changes) |4 7> = W NEZIT/R D |
TF 2 P EOTRTOT A AT ORRENPENICRD £,

GE)  [B#EEGE (Auto-Accept) ] ZHEZNIZ L7256, CDO THERBT DANI., &7 A ADHS & s T
HMENRHY FT, TNETELEOHBEEGENHE SN TWET A A HXRITRe D £7,

SRTEDRR S DEER

DB arTIE, TAALATEATHHRTEOHEES ORI T HHEHREIRME L F5,

[REIHA] RT—3 ADER

WOFIEEZFEFA LT, REW] OREAT—F ZADTNA A EMRLET,

ATY T FEF—2 g 3—=T, [ U (Inventory) 1227V v 7 LET,
AT T2 [T34 A (Devices) | #7570V w7 LTT A RAERDTF D), [T 7 L—1F (Templates) | ¥ 7% 7
Uy 27 LTETNATNA ZAEROTET,
ATV T3 WYUIRTNNAAZATOET 27V v LET,
ATy T4 KA EWESNIZT AL A RIRLET,
2795 £ KM (Notsynced) | /SFAT, KOWTNETRLET,
«[7LEa— L THEB.. (Preview and Deploy..) ] : REDEH % CDO NHTNA AT v 2T D
B AT AR 2T XTOT A, ADRELEEDOT L E 2 — LR, 5o Thb —EITEED
EHEEEHLET,
« [EEOMFHE (Discard Changes) ] : X EDAEHEZ CDO 1 HT /A AT v v a Lz BWES, £
I3 CDO CTRItA L= EDEEE [TTICRT ) B/h, 2047 a it CDOICREFEEN TV DRE
. T RAREENTWELIATHORE T EHEE LET,
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[3&1HH (ConflictDetected) 1 2 7—42 202 [

[B5 &4 (Conflict Detected) ] X T+—4& X MDfRR

CDO 2T D E., TFATT AL AT LICHEAMREEAMEE B TE ET, BiaWH
H (124 =) BT/ >TWT, CDO ZEAETITT /NS ADOREIZEFERZMZ B
7256, T3 ADFEAT — X A [BEAM I (Conflict Detected) | & #RSINE T,

[FiA#t (Conflict Detected) | A7 — X A &R 5121%, IROFIEIZHENE T,

ATy Tl FeFr—v g 3—=T, [£ > bV (Inventory) 1227 Vv LET,

ATY T2 [T314 A (Devices) | X7 %7 ) 7 LT, TAAERSTET,

RTY T3 WYIRTNAAXATOET %IV w7 LET,

ATV T8 FEERE L TODT NS ZEBIR L, AHIOFERASA T [HEOMR (Review Conflict) [ &2 U v

L/iﬁ—o
RTv TS [T ZDRM (Device Syne) ] ~— T, MFAFRENTWLHESZHZE L T, 2 2ORE L HE L
£

o TERIBICERER S =7 /31 A%E  (Last Known Device Configuration) | &9 7LDz 301
X, CDO IZIRIFINTNDHT /A ARETT,

o 734 2Tk (FoundonDevice) | &9 TV DfFNTo/ UL, ASADETa L7 4 Fab—
Ta VIRFSNTWVARRETT,
RATYT6 RONTNPERIRL T, BWELMIELET,

o [T ADEF %K (Accept Device changes) ]: & E L. CDO IZIRIEI N TV DR R OEFENT
NAADFLTary 7 4 Xal—varTLhEXINET,

GE) CDOF=a~r R IA4 0 A0 H—TxA ALUSNTOD Cisco 10S T /31 ZA~DIEH D JERH % W
R—=F L TR, A& RS DB Cisco I0S T /34 ADME—DFRA T [L B = —
72 L TR (Accept Without Review) ] T3,

o [T, ADEFE & (RejectDevice Changes) ] : 7 /34 AZRIFE I TV DR IEZ CDO IZRTFE S
TWHHRETEEEXLET,

GE)  HEAREIAR ST AN TORELE(T, B o JIZigkshET,

TINAREBDR—Y2ITDARTa1—)L

ot (124 X—2) ZHDI LTV HEE, FIX[RE (Settings) | X— T T[T /31 A
DEE 4 HBIAGRT 547 a O A%t (Enable the Option to Auto-accept Device Changes) ]
FTa vEANCLTODEE, CDO LT 7 4L hOBRCTT A A& HR—U 7 LT,
CDO DINERTT NA ZADREICEEBMA SNTZINE D el LET, CDOIZLDHERED
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ATv 71
ATvT2
ATv7T3
ATvT4
ATv7T5

FMC 7731 20BE |

R—=U U THRIE. TAA AT LI AI A A TEET, "=V U ZHROEF L, B
TNA AN TE ET,

TNA AT OMBHAEN SN TWRWEER, MR (77> boTF 740 b ICHEIMIC
WEINET,

\}

GE) (Ao RPN R=VUTTFL AT L OMBEE I AZ~A XT 5L, [BERRE] S—V0[F
7 4V N OBSHEEIRE]T 7 v OBEARHEE 372—) TR LR v VR
NEEXINET,

[ 2Ry R U=V T BRAR] 28T 50, [RE] L=V T[T A ADETE QB
KBS LA T a v OFIMEI AT a v EANI LI, ROFIAIZHEVCDOIZ L 5T /3 A
ADR=Y T HEEAr Y 2a— LET,

FTEr—2a =T, [ (Inventory) |27 Vw27 LET,
[7 /34 A (Devices) | #7 %7 Vv 7 LT, T3 A& FEDITET,
WOV T NN, AZATOET ) v 7 LET,

BRI Z AT 5 1 BERITEROT A ZERIRL 7,

[BEAfH (Conflict Detection) ]| &R UHEIR T, [T = v 7 @ (Checkevery) | Ku v FH T A =a—
7 Vv 7L, HOFR—Y > 7Rz ERIRLET,

gy Conflict Detection | @ Enabled -

Check every: Tenant default (24 hours] =«

Tenant default (24 hours)
10 minutes

1 hour

6 hours

24 hours
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=% =R

TE-AY)TELEKR—F

CDO DM B L O LR — MEREIZ, MMEORY L —DEBLZOR L L TELLEX2Y
TARRBNIET AEERA VA M ELTEH LET,

ZOEX, WOET T a TSN TWET,

cEFHr S (129 X—Y)

cBHn 7 OESOERR (131 ~—2)

B VA CSV 77 A NI Y AR— RT3 (131 <—)
« EREREH (132 3—)

s [V—27 71— (Workflows) ]<—¥ (137 =X—)

£EOY

FEAOSIZDONT

EHE 7L, CDO TN IR EE T A MIicy vy 7F v LET, TOHE—DOE 22—,
PR=PFENTVETRTDOT A, R LY —ERCOEAEENGENE T, BHE 0 7 OREE
DO—EpERITTTLET,

« TNA ARERUTINZ BV T2 28 B ORI,

T RTOEHEr 7T N ORGRIGED T )L,
cTNAADF U R—FT 4 7 LHIBRZTER L £,

« CDO DAMBTHAT LR Y V—EHEOFA OB,

AT U RNOREEII N T TNV a—T 0 7RIS, FER, TR, WoR[EE,
CSERRETE R T EINT OB E CSV 7y A )LE LTH T — R,

EEOTDRE
CDO (X, ¥ 7 OfFHz 1| FfeFFLES, 1 FLLERTOBHRITHAIR S E T,
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. EEOY

Ez4YVTELKR=F |

CDOINT — X RXR—RABRGFTHER JIERE, BRI 2T AR— MLz E EICERE
NABRITITEDNNDH Y £, IO VWL, BEFa /% CSV 7 7 A V2T AKR— KT
5 (131 =) #ZRLTIEIN,

[£E 04 (Changelog) | R—CDEEOS TV LY

B sz MU, BTN, ZARE~DET, TN, ATEITEINEZT Vv ar, F
771X CDO DAELTT NNA A2 b EENRREENE T,

cREOERZFOLREE 7 N ORE ATOEEOSHZ 7 Y v 7 LTEREZRET
%i—g‘o

WA E L TR ENZCDO DANERTITHONTZT v NAT R RERDEE, Y ATLL—
Y=kt —V—L L THEINET,

* CDO LDOT NA ZADFENT NA A LORRE LR S hizth, £721L7 341 223 CDO 7>
DHIBRE N & X2, CDOIFER e /= MY AL ET, REIX. 731 A0 5 CDO
_pxﬁ% fp)uﬁﬁﬁofd %I (N * 721X CDO ET/\/I'X unxi%@gﬂjﬂé tizkoT
s hvET,

+CDO L, fFOZ L "MV ZBACEEZICH LWEE e /o MY 2ERLET, B
REEFIT, AW TWAEFEn /= M ITEMENE T,

T ZNZKET DAY . B, BEOHIBRT 7> a oA Ry bRRRShET, 2
NoD7 7 arT, TAAZAOEEa IR LNET,

CDO A (AW £7TRIAIC L - T) TS 2AORELFH D &, £/ CDO M
THRAREER L 208, BEa 73 LONET,

CDO DAMFTT /A AZEENIMZ b E, [Biafit (Conflict Detected) ] = b
UNEFE e JICEXAENET,

FOTA4TEEUVETLEEEOS IR

EREa 0%, POTATEREFRTOARAT—ZANHY £, CDO ZHH L TF /A 2D
REEAEFTDE, BHIITI T4 TREFa 7y M) ICiESNET, T34 2025 CDO
~NDOFBEDFHAHEY . CDO N HT /3, A~DOEEDRR, CDO 725 DF /34 ZADOHIBRMNE T
THMN, ERIFFEITa 74 Fal— a3y Iy A NVERHTLHCLIa~ Y REETT L&,
TIT AT REFRa ZNET L, MREOEEOZDIZH L e 7 BMER SN E T,

EEOJTOI VMY DER

BEHEa T AR MIRBEBIOTZ7 o2 ) 7 TEET, REA—ZMEHLT, ¥F—U—FKIiZ

—HFTDHAR RN ERBELET, 74X T E2EHALT, BELETRTCOLEMG 24
VMV ERBLET, £, BEER AT 4L EZ VL, BREB] 74—V RICxF—U— %
BIMLT, #EE#HBEDEDL LT, 7A4NE ) T ENTERENO L M) 2B TEE
7
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| ®E=4UvFeLk—+
zEnsozs0us i

ZEOTDERDRT

ERa N lhrHEOD [y Diff) Vo 2&227 ) v rd5hE AL ADFETa T X
L—2ary 77 ANVHNOEENERTEREND D, BHEEZLSHLTEET, 200D 3—V 3
COBEWRDY FT,

RO TIE, DD E (Original Configuration) ] IFZH Y ASA ICEZIAENDHAIOFE(T=a
TA4F¥alb—vary 7740 THY, [EE N5 E (Modified Configuration) | FI[IFZ8
EXRAENIHBOFITar T4 Falb—ary 77 AL ERLTVWET, ZOBRE, [TOXR
7E (Original Configuration) ]#i%, FEFRITITEEIN TV RNWETa L T 4 Falb— g
T ANDITERHE R L ETN, (BRI E (Modified Configuration) ] 5 DZ M H %
Ll FET, ENDAOFNZ»o TREZTZE S & HR network 47 2= 7 b DiBHI & |
lengineering] %> NV —27®D7 KL A7 THR network] v T —27 D7 KL RAIZE|#ET 5
ZEEBILT DT 7B ANL— L EERTEET, [Ai~ (Previous) ] B LU [k~ (Next) ] AR
FUEERALT, 77 A VHNOEELHERLET,

Comparing Files

Nem ~ 13

ESPEDEYS]
cBHI s (129 X—Y)

ZEOTECNVN I7AILIZCTZORKR—FT B

CDOAEa 7 OFT_RCEIT e ar~XKYVHE (csv) 77 A M7 AR—FLT, &
IS L THEREZ 7 ANEZ ) TBIOWAR_REZ SN TEET,
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Tz TELR—F |
B coozzmnsoxcoF e o RE—FLEEERT DY A XDER

BEO Tk csv 7 7 AIMIT T AR— T 520X, IROFNEEZEITLET,

ATY Tl Felr—va XM C, [£Ea S (Changelog) %7 U > 7 LET,

ARTYT2 RONTNNLOT 7 v a w7 LT, T AR T HEELZROTET,
s TUNEN TN T 4=V FEMRBET A — NV REFEHALT, =7 AFR—F 550 % EfEICHEDTE
T, T2 zE TRARAATTIANZY T LT, BIRLE 1 DFERITEEOT AN, ADEREDHZFE
RLET,
EF T DT RTOTANEZ ) TEIORBERFEEZ27 V7 LET, ZNICEY, BEFEr LK E2T
JAR—FTEET,

(X)) CDOFEMOEEn V7 =X Z2Rf7T 2 2 LITERE LTI ES W, KRRO 1EMSDOLEHE 0

TR A n—RT550b, BRI ONKE T ANVEZ) T L, TOFEE csv 774
NELTHE = RT3 5RI0WEERHY 7,

x%v73Eﬁnﬁmﬁhn%éﬁé@i&xﬁ~bﬁ&y@a%7Uy&biﬁo
ATV T csv 7 7 A NMTHONYRTWARTZMNIT, 77420 —hDVT7 7 ANV AT MURGFELET,

COODEEOTDFv/N\OT 4TV AR—FLEZEEQDTDHY A4 X
DER

CDO DEE 1 7 X—Uinb Ty AR— F T 5L, CDO BT —F X—RR (7T HEHEn
TIERE TR F9,

TRTCOEF ZIZHONT, CDOET A ZADRED 2 SO abt—%2fFELET, 7 u—X
SINTEE e 7 OgAE TG REE THRT) REOWThnER), A—F ks
DA T FELRVET, ZhICKY, CDO IFREDENET R TERTEET,

I BT, CDO I, BHEE Tolca—W =4 BEMTONTRZ, BIORZOMOFEME &
HiZ, TRTOARAT v T DO [EHA X N 2B L TRIFLET,

L, BEREu VT AR— T 556, =7 AR — MIIRED 2 OOER 2 B —|LF
ENFEHFAL, TN EEAXRXV N OBABEENDLTED, ZTAR— N7 7 A VTEFE R
7' CDO A FT XV HiEB N EL 20 E9,

CDO IR KRIFHOER o ZiFRERAF L, ZOBHRICITFRED2>Oa—NEENET,

KEEREHE

EEIREFEHICLD, V=" RX—=FT 4 DF v b AT ATHPNEETEREFOE R R
FOIEYHE BEa SO MIBEEMTAZENTEET, BHEEREHZMHH LT,
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| ®E=4UvFeLk—+
rEzxeEoadt |

CDO TAMERZMER L, 1B LIeE R R 2 —ZOART TN L, EREOBMHEZ AT LT,
RHEERELE 0 7 A Xy MBEEM T EF, R TEHEERAZZEr 7 TRETE LT,

\}

GE) CDODEFHRINT X FT~DBBLFREINDIBEELRHV ET, BEERINT vF 7
CAEWEREHIT, A UHREE SR L7,

EZEREREEOEMIEL

BEHEIR N T vx o 70EMMIE. T bOTRTCO2—YP—|IEELMITLET, BFIHE
KET X T EEDNCTHIIE, ROFIEHENET,

ATV Tl a—HF—R=a—n5, [E (Settings) | ZHRINLE7,

RT9T2 a—HF—RA=a—T, [f&&E (General Settings) 1 %7 U v 7 LET,

ATY T3 [EFERKFT »%2 7 (Change Request Tracking) | D FTDOAT A X% ) v 7 LET,
WesB35E T4 % & Defense Orchestrator f > % — 7 = A AN/ T L [£# 12 (Change Log) ] [£H
ZR (ChangeRequest) | R X7 XA =a—|Z, [AHEER (ChangeRequest) ] — /L X—REKR S
S

ZTEYH IR FCOERK

ATYT1 FEEDCDO R—=Und, X=VOETMIIHIEEY VT ANV — N R_R—=DFAD[+H]RE %27 ) v
LET,

ATy T2 BEHEY 7T A NMILETEMT, SHEZADLE T, £HY 72X MR, MENEETLIEETY 7= A b
ID#B=EET, FHH7 =V F2EHL T, ZEOHRMZTER L E T,

GE)  fERL7EEEY 7 =X FOARNIAEE TE A,

ATvT3 BRIV IR MERAFLET,

GE) CDOWEFVI/ZRAMEREL, TOEF IV VA NEBHIZT L2, BEIV I ANV —)L
N—DEREY) VA NMEREIZ VT THET, IXTCOHFLWEFELEZDOEFY 7/ = A M4IZH
AT £,
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Ez4YVTELKR=F |
B z=vozxrezmnra~ roBENT

FEYJIRMEETEOTARY FOBEERIT

ATVl Fesr—varv s RyT, [£®ERrY (Changelog) 1527V v 7 LET,
ATy T2 BEa EZERLT, ZHY 7R MIBEMITHA4 S MaRRALET,

RATw T3 [EHEY AL (ChangeRequest) ¥ T, A XU hDO KRy T H T A=a—%7 v LET, KHO
EFV IV ZAMPELTY 7 ZA M)A MO—FLIZFREIND Z EICEBELTIEEN,

ATy T8 EHY A NOL4RTZZ ) v 7 L, BRI (Select) 1227V v 7 LET,

ZEVIVIRAHAIEEOTARNY FDRE

ATY T Fer—varv s RUT, (A2 (Changelog) 127V v 7 LET,
AT T2 [ZE®Enr s (ChangeLog) |MB7 4 —/N Ric, ZEI 7T A MOEMRRLHTIAZANLT, ZOLEEY /=
MBI T HFEERERr 7Ry b ERBELET, CDOIE, 5ERIC—HT HEE a7 A X %k
FRLET,

ZHIYIDIRAMDEBE

ATFYT1 BEYIJZA RN — A ASA—DEFEY VA N A=a2—% 27Uy 7 LET,
ATY T2 BRITDHDEFV VAL ELIIF—TU—FOANZRBLES, LBT7 4=V KEFHPT 4 —L Fili 7
TOEWH—BOFEEN, ZEY VA MDY A MIERINDLIITHRD ET,

PEOIZE Kk S

TANE B LA, BER AN hORBFEHTELLEEY 722 K7 A LE 13DV &
R

ATvT1 [£EHEnr s (ChangeLog) | _X—YDEMZHDH 7 4 NVH N AT, [£HEY 7 AR (ChangeRequests) ]38
WARLET,

Z%vﬁz74»&%@%LJ@%(wmm]74—»%’Wﬁjamx%@z%®Aﬁ%%%bih[@%
(Search) | 7 4 —/V RO FIZ, ¥ —BRFRRIINIED E T,

AT T3 BEIV T A MEERL, IGTIHF v IRy 7 A4t 5E, [A¥ a2 (Change Log) |7 —
TMZ—FE LTI ORRRSNET, CDO X, BRI TLHEHEa /A Xy MElfiR R LET,
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| E=42UFELR—F

BT rY—Ln—2%5U75% |

ZEHYIDIRMNY—ILIN—FD)TT 5

ATy I
ATvT2

EREVIZANY =N R—% 7 V7T 5L, BEEa T A NRBEFEOETEY 7= A MNZEHE)
FICEEAM T oD Z 2o EmMTE £,

BRI ZARN—NN—DEREY) VT A MA=a—% R LET,
[Z7VU7 (Clear) 127 Vw7 LET, BRIV I TAMA=a2—0[/2L (None) JIZEDLY £7,

EEOTARNY FEBERMTONEEEYIIRDI)T

ATy T1
ATvT72
ATv73
ATvT4

TS —a AT, [£Er Y (Changelog) 1227 Y v 7 LET,

ERa 7R LT, ZHY 7= OBEMITE2MRT 24 X MEaRRLET,

[£%¥ Y 7 A (Change Request) 15T, A XV DRy Ty A=ma—%7 Y v 7 LET,
[Z7 U7 (Clear) 127 Vv 7 LET,

ZE') VTR +OHIBR

AT 71
ATvT2
ATvT3
ATvT4

BRIV 722 MRS L LT, BRI nbTERERY 722 MY A R LHIBRL E
B

BFEY I ZARNY—)VR—DEFY VA NA=a—%7 Y v 7 LET,
BRI AN E7 ) v 7 LET,

FTOITOHIRT A arwEr7 )y 7 LET,

OO F oy Is~—2%27 )7 LT, BRY 7 X NOHIREZHBLET,

ZBRV VIR EEOEMIL

ATy I
ATvT2

EHEY 7 A NMEHEMNICTEE, THTY NOTRTO2—F—|ZHEBLF4, £FHEY Y
TR NEBAMZT BTN, ROFNEIZHENE T,

=P —H DA =a—n5, [KE (Settings) | 2L 7,
[EHY 7 A D K7 %7 (Change Request Tracking) | D FIZHDHARZ L EZ AT A4 RLT, JREAD X
FRRLET,
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Tz TELR—F |

IhbDa—Rr—A 1%, FEROFNEIH - TEFEY o2 MNEHZHTID > TERNCL TS
ZLlEAHREE LTVET,

NERTLATHBEINTWDSFY Y FEBRT DE=O1CITHONE=T 74T IO+ —ILOERS
BT B
ZDZ—RF—ATIE, 2P —NT7 7 AT I —NVDEEEIT- T, I AT A THEFFS
NTCWBFry vefkLEST, 22—V —iL, 77 AT U4 —VOERITERTAIEE 7 A
N FEEEY 7oA MIBEEMITZWEEZXTWET, ROFNEICE>TERY 7R M
TERR L. ZE a7 A X b Z2BEEM T £,

1. ARV 7 AROIER (133—2) , BHEY 7 AXANOL4RTE LT, MRV AT LD
DF Yy "EERIZBSEZHERLET, A7 4 — /L RZ2HHA LT, ZEOHECZ DM
OB EER A BN L ET,

2. FHLWEEY VA MPWEEY VA N — R |ZFKRENTWAEZ L 2R LFET,

3. I AT UF—NEEFELET,

4, FEHF—T a0 T[EEr S (ChangeLog) 1#7 Vv 7 L, HiLWEAHEY 7T X K
WBEMT O TV AEE e VA X FE RO ET,

5. HTLES, ZEIV VT AN —AN—%27VT7F5 (1355—) #FEITLET,

T7AT7 94— ILDEBENTONI-E. BLROEEOATARNY NEFHTEHT S

TDZ—RT—ATIE, 2=V —NT 7 AT T —NVDEEEFIT > TIERY AT L THEFF S

TWAFry NERRLE LN, ZHY 7o 2 NMEMMREAHFH L CEEY Vo X N2 AR

BT ARy MCEEMT 502 ENTWE L, 22—k, ZEaZICRZ->T, F7rv M

BTEFa /AR NEBEFLEZWVWEEZTWET, EHRV VA NEEFTa /A4 MNMTH

AT 2121, RO FIARICHEVE T,

1. EHYV 7T AROIER (133—2) , BRI 7T A NOLRATE LT, BV AT LD
DF 7y MEETITFEFEHEHLET, A7 4 — AV FZ2HEHL T, EEOHEBZOM
O EF#R A BN L ET,

2. FTESF—varX{ U T[EERS (Changelog) 127 Vv 7 L, 77AT U4 —/LDOE
FICRHEMT SN TWAEFEr A X hERBLET,

3. BRIV I ANEEFTa /Ay FOBEEMT (134 2—)
4. BT LG, BHEY IV ARNY = X—% 7 T LET,

ZEYV IR MEERFTONLEREATAANY FEERT D

TDZ—R7—ATIE, 2—VP =%, AT L THRINTWDEF 7y MERRT 5720
WATONTAEEDRERE LT, POLFEa /A X "RETE o JIZEER I N E ) 72k
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| E=4vryeLf—+
[7—% 70— Workilows) 1<—= [l

EZTCWET, BEY 72X MIEEMTONTWAERET 0 VA X FEBRRTHIE, RO
FIEZHENE T,

1. 75 —var AT, [£¥a2 (Changelog) %7 Vv 27 LET,

2. WOWTIhIDOHEZHEM LT, Z2HEY 72X MIBEEMITONTEEr 7 A X &k
?‘fil—/\i—gﬂo

«[£% 12 (ChangelLog) M7 4+ —/L NIZ, BHEY /7 = A NOIEMER4BTZ AT L
T, ZOEEY 72 MIEEMITONZERT o /A X0 2R LET, CDOIL.
TR T ALEE D S AR N AR LET,

c T NHEFY 7oA (134%—) ZFEITLTEFa /A XV MEBRLET,

3. AEFEn TR LT, METIEFV VT A MR RTilARRINT-ET a7 A X b
FROTES,

[7—4 78— (Workflows) ] R—

[V—7 71a— (Workflows) | ~X—TiX, 734 A, Secure Device Connector (SDC) |, F7=
IZ Secure Event Connector (SEC) Lif§ 92 L&, BXONL— Ity hOEFEET A AT
AT 2L EIC, CDONFATTHTRTOTrERAEZEH TEET, CDOIL, HFAT v T DT —
7 7u—7—=7 My b 2fER L, EORRE ZOR—VICFIRLET, =2 b VI,

CDO ko TEITENDT 72 a NIONWTOERDOEHENDEGZENTEY ., CDO NT —H %X
DELD LTWDT AL ZAZHONTOFRITEENEE A,

CDO L, TXA ATDOX A DFITICRRT HE=T—52WELES, [V—2T7r—
(Workflows) | " X—IZBEILC, =7 —NBELILAT v 7T —OFMEHRTE £
—g—O

IONR—=VITIVEALT, ZT7—%RELTCRI TN a—T 07 LY, TACIZERE
NictEdlzE TAC LA LIV T2 TEET,

[V—2 77— = IZBET 5100, [ R U] _—=DT, [FTA R ETE27 Y v
LET, #URT A RZATHZTHT ) 7 LTT N, RERE L, BEIRT /SA AR
LET, HMOSNA D [T/ AL T 73 (Devices and Actions) | C, [J—72 71—
(Workflows) 1 #7 Vv 27 LET, ORI, [V—7 7ua— (Workflows) | 7—7 /DT
MU MRERENTZ [V—2 71— (Workflows) ] X—Y%/RLTWET,
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B 7570 Workilows) 1x—

J—5 70— FHRNFora—FK

SERIRT— 7 7 —EREISON 7 7 A WX U m— KL T, TAC T — 2057 oirE
WERDOONTCEZIZRIETEET, ZoFEREXY Vv — RT 5121, T3 AZRIRNL T
ZD[V—27wr— (Workflows) [ _X—IIZBEIL, £ EMICERSNDI T AR—FRZ

© EI7V I LET,

ARy FL—RADERK

R TCERNWT T =R 556, TACIAH AL v 7 hL—ADabt—4%ROLNL553H Y
F9, =T —DAX v 7 FL—REETHITIL, [A¥ 7 FL—R (Stack Trace) |V 7
IV L, [A¥ v T hb—ADat— (Copy Stacktrace) | &7 U v 7 LT, BmEIZFER
ENDAZ 7% )y TR—RNZat—LET,
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CDO & SecureX Z#i8 9 5

¢ SecureX & CDO (139 ~—<3)

SecureX & CDO

CiscoSecureX 77 v N 7 4 — AL, A2 A a0t 2 VT 4 R— b7+ VA LB
ROA LT TARNT 0 F x0T, —HULEEBEMAZRLE LI, ZIS XD oIk
BF—4, HEMERFER L, xy hUV—2 = KRS, 727U R, BXOT 7Y r—
Var o TeXa VT o nMbENET, HMET T v M T 4 — A TOEEINIZE Y,
SecureX [ LME FTRER TR, LE LVEKER, HEOLRWF—LAfOa IR L — g &2 FE
BLLET, SecureX DE L Z DT T v b7 4 — AT HHEREDFEMIZ OV TIL,  [SecureX
[ZONWT) 2L TIIZSN,

SecureX |2 CDO 77> h~DT 7 ¥ ZZF WD L. TAAL ZADEFHE, =7 —DHDHTN
A A BEEDDHLDT A A, BUERB L TWIRNT AA ZOBKIRE | T AL R s OE
DERRENET, A2 bOYEIZT, BEEA SN TOLIRY =L TR bR v —IZH
HEAFONTNWEAT V27 FOFFERT2EHOY 4 FUbERENET, KD —iF
TRAZGATICR S TERSN, AT V=2 MNIAT V=7 AT Lo Tl anx
B

CDO &Y =2 —/V%& SecureX % v ¥ =R — RIZIBMNT 5120k, BEOFIENLE T, FEMIC
DN TIE. [CDO ® SecureX ~DEA ] ZZH L T &V,

A

o=
==

CDOT AU e SecureX THT Y baEll~—Y LTOWARWES, FAvAR—F 47 &h

72T R_RTCOTNRAZADA R NEERTERNWZ E83HY £9°, SecureX TCDO EY =2 —/b
EERTDHNI, THU Y hae~—U 352 a2 BED LET, Sz TiE, TCDO

THhovbhE SecureX T H T hDO~— ] BT EEN,
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B coo7ny e secuex 7YY ke —2

CDO7HhoY

CDO & SecureX 2455 % |

SecureX D ') K>
SecureX ® Y AR 1%, SecureX 7 H 7> b EAERT B0 E D b 5T, CDO TEM T

¥ B Casebook

FT, R=UDFEIZH D SecureX ¥ 7
Rz BBELET,

) T/%@Hﬂﬂ”é X, SecureX 7 AUV M ERIETALENH Y £9°, SecureX ~DT 7 &
@"i)ﬁf%’)@}:ﬂbwwﬁﬂﬁ/f/%ﬁﬁﬁ‘?”é &%3§< k@]@bijﬂ )T/ﬁ)wuniéﬂé
9: . CDO 725 H# SecureX BEREZFIH TX 2 K 910 £,

SEAZOWTIL, SecureX VARV D R¥ a2 A FEBR LT &N,

7 Uy LT,V

Secure XD S I a—TF 4y

ZOTI AR AL 2 OOREAER L E T, AT HAREMOH LRBEORE, f#
e FRIEBWEDLRICEND [SecureX D R T TNy a—T 47 (172°—=2) | 25
LTL7Z&EN,

BE R
* SecureX (Z-DUVT
cCDO 7T & SecureX T H T hDOV—
* CDO O SecureX O (141 ~<—)
« CDO @ SecureX OYIWT (142 ~—2)
+ CDO @ SecureX ~D;E N

eSecureX D N T TN a—F 7 (172 2—2)

k& SecureX 7 A FDT—2

SecureX & 721d Cisco Threat Response (CTR) 7 # ¥ & T TIZBRLOGA, T/3 A%
SecureX |28k 51TiE, CDOT #7 » b & SecureX/CTR 7 A 7 & M &faT 20BN H Y F
T, THUr M, SecureX R—Z I~ —YT&EFEFT, CDOEY 2—/LAE/ERT DRI, 7
NIy hevw—UFT 52 LB BEIOLET, THIV MR —VENDHET, T/31 AD
A X N % SecureX THE/RLZY | oD SecureX HEREAFIH L7120 925 Z LT TE EHA,

FNEIZ 2T, SecureX D [T hH 7 bDO~— ] LT ZE N,

\)

CE)  HHOHIEs 77 RZRRL2T7 0 MRdL5E1E, #Hillky 70 RTLI@ERICT Y2 b

=TT O0ERDY ET,

REE IR -
* SecureX & CDO
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| CDO & SecureX #5395
CDO O SecureX ~MiEMN .

« CDO @ SecureX ~D3E

eSecureX D T TN a—T 4 VT

CDO O SecureX ~M:EHN

SecureX N BERF AT NA AT V7 BATEALLHICL, CDOEY 22—V % SecureX ¥ v ¥ =
A= RIZEMLT, EF¥ 2T A R— 7+ UFNOMD L R aT Ty hT7+—LE L HITT
NRAZARY — AT VOWMELZERLUET,

[F L& BHIIC

CDO T SecureX &t 3 AN, ROT 7 v a VIHEZMRT 52 L& BEIHLET,
*SecureX 7 AV FOEHEULTHLLENH Y £7,
« CDO 77 > b ® SuperAdmin = —H#—11— /L Z A L TVDLLERH Y £7,

T N OWBEERBITT DH729HIT, Security Service Exchange (SSE) T7 v b7 A ¥
Y hE—ULET, IOV TIE, [CDOT Ty hE SecureX 7DV hD~—
V) #BRLTIEEN,

FEv—T LT eWEE X, Cisco Secure Sign-On % SAML v > 7 /LA A4 ID 7’1
R Z— (IdP) & L CE%E L. DuoSecurity # % KR (MFA) HICEEL £, CDO
& SecureX Tld, WaEHRNE L THHERAFIENEH S ET, FHEMIZOVTIE, [SAML
v TN A A & Cisco Defense Orchestrator Dt A1 2L T 7230,

)

CE) X . 8B8HOT U "R HIEEIL, SecureX TT o hZ LI 1 DOEY 22— V&2 VERT DI
ERHYFET, £T7F 2 MIE, FKRBHDO—ED APl b—7 VRS TT,

CDO 0) SecureX M EHE

SecureX 7D hECDOT H Uy ha~—U L, 220077y 7 3 —ARBIOBELER
A L. CDO &Y 2 —/L SecureX % v o = R— RIBIMEND X ICFE THMNCT HLE
NV FET, CDOUI Z41 LT SecureX ([Z#EHt L. 731 ADRY v—, A X N XAT F
Tzl " EOMEE, ¥X 2 )T 4 R— b7V ACEENAIMDOL AT Ty N T —
LEEBITERRLET,

Y

() SecureX ¥ v ¥ =2R— R TCDOEY 22— /VRNT TIZHESINTWDLEA, [77 2 b % SecureX
\ZH%#%t (Connect Tenant to SecureX) | 47> 3 2LV, E#HE L7 CDO £V 2 — /L MER S
nET, ZOMERRELEHAIEX. [SecureX D T TNy a—T 47 GEMESELT
<TEEN,
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CDO & SecureX 2455 % |
B coo o securex s

WOTFNEZMHEH L T, CDO »H API h—7 & H4E L, CDO £ 2 —/L% SecureX (ZiBHI L
\iﬁqo

ATYvFT1 CDOWCRr T A LET,
AT T2 A EBOaZ—Y—RX=a—n5, [ZE (Settings) ] Zi®IN L £,
ATV T3 U4 RUDEMCHD [ E (General Settings) | % 7 &R L E7,

ATy T4 [7TF > Fi%E (Tenant Settings) ]2 a3 v & @21 T, [SecureX D#%#5i (Connect SecureX) 1 %7 U v
JLET, 7I7UF T4 RURSecureX D7 A L X—JIZU XA L7 hLET, CDO T F > MMIEHHE
T kD 7 A AFHZEH LT SecureX (2w 7 A LET,

AT 975 SecureX [CIEFIZu A 35, 7I7UFFHBNUICCDO Y XA L7 FLET, [&ZT (General
Settings) | X— D [—W —H (User Management) ] % 712, SecureX ~D 11 7' A AfFEH L7k D
LRREGH LV —F—RNRRINFET, 2O —F—|TFAH0 FH T, SecureX |27 — X Z X7
DIDIZDORER S ET,

CDO O SecureX O LT

CDO & SecureX #fEDOEIOWEY 7 = X " 28T 5Z M TEEd, DA a T,
SecureX DFHMIIHIBE SV FEF AL, CDO MLt AH 0 B APT = — W —A3HIER X 41, SecureX
FRRICBEEM T ST EET U PR A R R UAR— FOBEEEELET,

B, ZHUCTEY ., CDO @ SecureX VAU HTF U bR T 7 M L2 VR ES
WD ZEEHVEFA, VAR NHr 7T U M4 5ITiE. Support Case Manager T/ — A %
BWCUARrorIZA v E2FE#T Yy NTHAMERHYET, OV I7=ANILY, TF
VERUARUMN ST MLET,

ATv 71 CDOWCRr T A LET,
AT9 72 HEEOaZ—Y—RA=a—n5 [XE (Settings) ] ZHR L E T,
AT T3 U4 RUDEMCHD [2i%F%E (General Settings) | % 7 %R L E7,

ATy T4 [TF > Fi%E (TenantSettings) &7 v a % @217 T, [SecureX DYIHF (Disconnect SecureX) % 27 U v
7 LET, [T (General Settings) ] ~—Y D [— —4&H (User Management) ] % 7 C, SecureX
T — 2 & FET DI DIMER SN B A Y S —F —0HIR S E T,

CDO % 1 JLO) SecureX ~M1EHN

CDO EV a— L EZHZ L5, CDO & A L4 SecureX % v o aRh— RIZIBINTX 4, #

fHDEY 2= LE, CDO MHDAT —H AERICT 7 A L, BIRAHER 2 DD Z A N ER
L’(ﬁy:\/l ﬂ{*‘ ]\‘W_?j*‘y }’&%&% Li'@’—o

WOFNEZEH L T, CDO # A /L% SecureX ¥ v ¥ = h— RIZBIMLE9,
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c00 % 1 Lo SecureX ~:&m [

ATvT1 SecureX D[# v 28— K (Dashboard) ]% 7 T, [HLWE
v 27— K (NewDashboard) %7 UV v 27 LET, SecureX ¥ v v =R — RIZHHTT 7 AT HEEIL.
[Z#ANVDEM (AddTiles) 1227 Vv 7352 b TEXET,

ATvT2 (FEE) FyviaR—RFRO4RIZERLET,
Evh BEOTTUIRHIGEIT. TOARIERAL T T a o EFEH LT, CDO ¥ A W EHEMT 51
TWABT o MEiBLE9,

AT T3 MEMAEE/ZRZ A /v (AvailableTiles) ] U A R/ 6 CDO ZEIR L, A7 = &R L CEA AR Z A
NERRLET, Fydaf—RICEG0L4 ANV XTHRRLET,

+ [CDO T /34 ZADO#E (CDO Device Summary) |: Z DX A Vi, CDOT > MIBHEA LV FR—TFT 1
YITEINTVWDLTRTDT N, AL EDAT = AD—BENFRRENET,

+[CDOAZ7 V=7 kAR Y T — (CDOObjectsand Policies) ]: T DX A WL, T /351 AZHFEwEF &
NTVBETRTORY =L, ZNEORY —ICHEMT LN TWDEAT V27 hO—ERFERS
ET,

GX)  CDO O—ERFRINNES . SecureX 21X CDO 2B DAEZ7: APL h— 27 U MELE S LT
FH A, FEAIZONTIZ, CDO ¥ A /LD SecureX ~DIEMZ EICBIT A by 7 2B LTL 2
éb\o

ATy T4 -7 (Save) 127V w7 LET,

BEEIER -
cCDOT7 e SecureX T H T hD<w—

eSecureX D b T TN a—T 4 T

Cisco Defense Orchestrator %&£ L 7= FMC D &8 .



CDO & SecureX ##iA 3 % I
. CDO % 1 JL® SecureX ~MD3EHN
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i

kST a—FTa 8

TOEFT, OBV a rTHEREINTHET,

» Secure Device Connector D f 7 7 /L3 = — K (145 ~X—)
cCDOD T TN a—T 47 (149 X—)

o TN ZADEERHEIREE (159 ~—2)

e SecureX D T TN a—T 4T (172 X—)

Secure Device Connector D kS5 J )L a— bk

F v 7L I AD Secure Device Connector (SDC) O b T )V a—TF 4 7 #4TH121%, UUF
DRy ZE2ZHRLTITEIN,

WTFNO T U AIZH Y TULE S RWIEEIR, TAC THR— N7 v b &L,

SDC [ZE[EAEE

CDO 7»H M 2[\D/~— b B— M ELRITERE L TUSE L > 72356, SDC OHRE&IE [B#E 5
(Unreachable) 11Z7¢ 0 £, SDCIZEEANRERGA, 7 MI, AvdR—FT 47 LicE
DT NA AL HBETEEE A,

CDO IZ, KD FH{ETSDCIZRIFERETHLZ EERLET,

« [—#8® Secure Device Connector (SDC) |ZEIFETX A, %M T 5 SDC IZEHETT &
NT2T 3 A L 13@fE T& £¥ A (Some Secure Device Connectors (SDC) are unreachable.
You will not be able to communicate with devices associated with these SDCs) | £ 9 A vt —
I CDO DA —L_R—JIZEFRENET,

s[E¥ =27 ax7 % (Secure Connectors) ] ~~—370 SDC D AT — & AN [EEARE
(Unreachable) 112720 £,

ZOMBEAMRIT A%, £T°SDC £ T F v FOFHEEREZRITL T EE N,

Cisco Defense Orchestrator % L 7= FMC D & I& .



rFSILYa—F108 |
B =eicoo tsoe 27— 52575 F 4 TIsHB AN

1. SDC A~ o NEITH T, Mo CDOIP 7 RL AIZRETE D Z L 2R L7,
[Cisco Defense Orchestrator DE R T /NA ZA~DEHE (5X—) | 2R LT
él(\o
2. N—hE—hrETFHETERLT, CDO & SDC OF#H#i#iIT L £J, SDC 28— &'—
FESRICINET D E, [T27T 47 (Active) | AT —H AZEY £, "—hE—F&2F
B CERT BI12E. ROFNEIZHENE T,
1. 2=V —R=a—»5, [EF¥=2T7 23%27 ¥ (Secure Connectors) | ZER L £,

2. FIEARBERSDCEZ7 U v 7 LET,

3. [BfE (Actions) ]V 4 > KU T, [/>— hE— FDER (Request heartbeat) ] %227 U v
7 L/jzj—o

4. [FHEk¢ (Reconnect) 1 &2 U v 7 LET,

3. SDCH#FENTT T MIFERILESELTH, SDCH [T 2T 147 (Active) | A7 —H
AR BWESIE. TEBI% CDO TSDC AT —& ANT 75 4 71272 570y (146 2—
V) ] OFERICIES TL &,

FEF#% CDO TSDC R T—2 AN T U T4 TIZHE B

BELTHI097->THSDC BT I T 4 712 o7-2 L % CDO RS A2WEA1Z. SDC D
BBARFIZAER L7z cdo 2—F—RB LR T — RNk V., SSH #f#H LT SDC VM (2855 L
ij‘o

ATY 71 /opt/cdo/configure.log PR LET, Z2I121F. ASIL7ZSDC OfERRE L. TN IERICHEA I
ENEIDPREINET, By NT v 7 7oA T2 —BRELTCWAEAERITENELS A SN
TWRWEEA L, sde-onboard setup % FFEEEIT L £ 77,

a) [cdo@localhost cdo]$ ~'1a 7" F T, sudo sdc-onboard setup EATILET,

b) cdo 22—V —DONRXRT—REANLET,

) IRy MIHEWET, By E Ty TR VT MOERIIWEST, By T v T U4 =R Tfio7z
TARTCOREFIELMREL, ANNLIEEERTHZENTEET,

ATV T2 v V%R L, sudo sde-onboard setup ¥ FATLTH, SDCHT I T« Tl o722 &% CDODI/RE 720
A%, Cisco Defense Orchestrator H7A8— bk ~O3E#%,

SDCOEFELIP7 FLAMNCDO IZRERENTELY

SDCOIP T KL AZEE L7254, GMT OFHI3RFLIE £ CAEFILCDO I KM S LEH A,
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FIARE SDCOEFIZETE L5 TLva—F125 [

TNARESDCDEHEICET A ST a—TFT420T

ZDOY—)LZ&HEH LT, Secure Device Connector (SDC) %41 L7z CDO 735 F /34 A~D K
HETANLET, TRAARF U R—TFT 4 7RI LTEGE, £ 4 R —T 1 > 7 O
{2 CDO NT /A AZEETE 2008 5 el 25613, Z0O#ET A M52 L0 T
=FT,

AT TN [THUY b (Account) | A==2—%27 Vw7 L, [EF=T a2x27 4 (SecureConnectors) ] ZHER L £7,

Example-Tenant
admin@example.com =

# Settings

= Secure Connectors

& Switch Account
= Sign Out

ATw 72 SDC &R L £,
AT9 T3 MO [NT TNy a—F 47 (Troubleshooting) |34 > T, [T /31 AD$E#E (Device Connectivity) ]
7 Vv LET,
RTYT NTTN Y a—T AV T EREFEH LI ELTWDET A ZAOFHRIPT KL AL IXFQDN & 7R — k
Fmae AL, [F4T (Go) 1227V v 27 LET, CDOITIROMKAEE FEITLET,
a) [DNSfi#® (DNSResolution) ]: 1P 7 KL ZADRIDOVIZFQDN Z5ET 5 &, SDC IS R A A 44 Z fiftih
TE, IP7T RLAZEBTEHLZ L &R LET,
b) [###i7 A b (Connection Test) |: 7 /3NA ANEERRETHDH I L 2R L ET,
¢) [TLSH7A—F (TLSsupport) ]: 7 /34 A L SDC O FHNHY R —F$25 TLS N— 3 > LiEE &M
LET,
o [ — b STV 2WHEE (Unsupported Cipher) |: 7 /3A A & SDC O 5 THAR— F STV
% TLS /XN—3 3 U R /2WA . CDO (X, SDC Tt 73 A THAR— FEHTW5H TLS /31—
arEFRICOWNWTHET A M LET,

d) SSLiEFHHE : h I 7Ny a—TF 4 0 7 TiL, iEHEHEE RSN E T,

RTFYTE FARLARADF L R—F 4 T ETNTT ASNA ZA~OEEEORIEDMEN U722 W4A1E. Cisco Defense Orchestrator
PR — F~DEHE,

Secure Device Connector [CE2E 4% 52 50T HHHEFK DM
cisco-sa-20190215-runc

Cisco Product Security Incident Response Team (PSIRT) (%, Docker ™ B K D @\ O \EFHHEIZ DV
THAT X2V T 47 R85 H U cisco-sa-20190215-runc #/AB L E L7z, Megattoses
RABIC OV TIE, PSIRT F— LD 7 K31 F U 2IKEBHEAL S,

Cisco Defense Orchestrator % L 7= FMC D & I& .
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rFSILYa—F108 |
B cooizeo sochz FoEH

Z ONESEIE. TRTO CDO 2 — W — T L F 9,

« CDO @7 Z 7 RJER & #17= Secure Device Connector (SDC) Z{#HH L TWABEEEIL. (&
EFRNEN CDO EA T — A Lo TTTIZETINTWAD D, ML THXLETIHY £8
/\Jo

e F UL IATRERBENTSDC ZfFH L TWAHEBEMIL. &ET D Docker N— 3 o & ff
HATD5EIITSDCHRANET v 7L —RTDH2MLENHYET, Ty 77 L —FKT5IZ
. WOFNEEFEHLET,

« CDO #E#ED SDC R A FOFH (148 ~=2—3)
e WAKXLSDCHANEHHTDH (149 _X—)

NI RT XU (149 X—2)

CDO 2% SDC /KRR FDEH

CDO @ VM A A — % ] L 7= Secure Device Connector D BB L7-3541L. IROFNEZFHH L
S

ATYT1 SSH 7213 A R—= AP ary—)L&EH L TSDC AA MR L 7,
ATFYT2 kOa~vy REFETL T, Docker '—EADNR—2 g 2R LET,

docker version

ATV T3 BEHORE~ Y (VM) OWTRnEFITLTODEE, RO XD REOBERRINET,

> docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amdo64
Experimental: false

IITHWA=Va URRREINDFREENRH Y T,
AT T4 koOa~<vr REFETLT Docker ZEH L, Y—r2Z2HEEHLET,

> sudo yum update docker-ce
> sudo service docker restart

G¥) Docker 3—E ADFEALEN . CDO & T /34 AWM OGN E R 1 U E 9,

AT v F5 dockerversion 2~ REHERITLET, ROEINFERENET,

> docker version
Client:
Version: 18.09.2
API version: 1.39
Go version: gol.10.6
Git commit: 6247962
Built: Sun Feb XX 04:13:27 2019
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nZELSDCHR F2EHTS

0S/Arch: linux/amdé64
Experimental: false

RT9T6 ZhTEMENE Lz, Ny TRl SN fi#i/N— 3 > Docker IZ7 v 77 L— RENE Lz,

NARAZLSDCHRR FZEEFHT D

ME D SDC A A b Z{ERK LTV 541, Docker DA > A h—/LJFIEIZ SN 7= B RIEIC
WD BENRH Y 9, CentOS, yum, Docker-ce (2 I == ¢hR) =HFEHLZHEZE, RO
FIETEEL £

Docker-ee (=2 % —7"F A XhR) HA A M=)V LT2E . 721300 51EZ 4 L T Docker
ZA A =)L LIZ8A X, Docker DIETENR—2 g UINERDFENH D £9, IELWVA A
h—/3—7 3 1%, Docker ®~—3” (Docker Security Update and Container Security Best
Practices) THERTEE T,

YAATIE, ZOMEIIMEE T S EFHE L, BIMERPFIH RISV IRE. T RAA Y &
BHLET, 7 RSP UNRKE~—7 SNeb, IROBET S Cisco /N7 &S L CTHEM
EMERTEET,

CSCv033929-CVE-2019-5736 : runC 2> 7O 7 L—27 7 7 k
COOD S TN a—T4a42T

A4 DD NS TNV a—TFT a5
FLLEWLWCDO Y= aviZiioTcaOdA4 Vv LTWAES, OF4A4 VIZKKT S

)72 CDO U —v a3 icm /A4 v LTS Z LR LTI EE,
https://sign-on.security.cisco.com (Z 2 7 A 5 & T/ BATHY —Va UEBRBIRTEET,
[CDO] # A /v% 7 U w7 LT defenseorchestrator.com {27 27 £ A4 %7, [CDO (EU)| %7 U v
27 LT defenseorchestrator.eu {27 7 Z A LE 7,

BITRoOJAKBO NS TV a—Ta 09
A—H—ZFIF/IRAT—FEAELLHEWN=8H, CDO~DOY A UIZKKT B

iRz CDOCn A LEH2E LT, ELWVWa—HF—ZLRXRT—REFHLTWHDIZHN
NhLTa s KT 5. F0E (R T— REERESEE] 2R L THELR/ X
U — R&[EE TERWIEAIL, # L\ Cisco Secure Sign-On 7 4 7 > b & {EkE T I1cm 74 v
ERATZAREMER W £97, BB Cisco Secure Sign-On 7 1 7 >k DAERL & Duo 26 % FFRFED
RE (59 ~—) OFNAIZHE> T, #r LW Cisco Secure Sign-On 7 B 7 > MZHA 7 v 7
TOHUENDY ET,

Cisco Defense Orchestrator % L 7= FMC D & I& .
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B 7rexecamzorsinea—500

Cisco Secure Sign-On &y ¥ a/R— FAD DY A VI A, CDO ZEEITEAL

fi@kixk CDO 7 H Uy b LixH7e 52—+ —4, T Cisco Secure Sign-On 7 7 7 > k& ERL L T
% A[REMED S W £9°, CDO & Cisco Secure Sign-On O[] G — — 1 2 4E #5121,
Cisco Technical Assistance Center (TAC) (Z#H#& L T< 72 &Y, http://cdo.support@cisco.com

RELEITvIT—V&ERALEOT A VIZKKT B

ErE 77 UVICRES NI W T v s~ — s L Tr A LES E LTV E b L
NE¥ i, 7 v 7 ~—2 M https://cdo.onelogin.com &5 L TW D ATEEMENH W £,

fi#Rs% https:/sign-on.security.cisco.com (22 7 A > L £,

* fiEiRi% Cisco Secure Sign-On 7 4 7 > k& F724ERK L TV WAL, Hif Cisco Secure
Sign-On 7 7 7 . h OAERk & Duo ZEFFIEOHRE L E T,

CERRE N LWT U FEER L TWBEHEIL. ¥ v ¥ =R — R Cisco Defense Orchestrator
CK[E) . Cisco Defense Orchestrator (ERJM) . & 7213 Cisco Defense Orchestrator (7737
KR BA/RE) 23T 5 CDO XA e Y v 7 LET,

« f23R5% https://sign-on.security.cisco.com Zf§ T LI T v I/~ —F EHH L ET,

TOEREIHED CS TNV a—TFT a5
BRI VA—T) U MEHBRT—5 ADER

ATy
ATvT2
ATvT3
ATvT4
ATv7Th

ATvT6

ATy T17

FTESF—2a =T, [1 XY (Inventory) %7V v 7 LET,
[THAR 2T H27 Vw7 LET,

WU T NAREATDET %) v LET,

LT 4 =7V k& (New Fingerprint Detected) | A7 —H ADT /A A& IR L £,

(BT LUWMERO H & 4uE L7z (New Fingerprint Detected) XA T [7 4 H—7"V > h O (Review
Fingerprint) ] %7 U v 7 L&,

T4 =TV MR L CHAT LI TRk bNTH, LLTOFIHELFETLET,

1L [ A=V DX m— (Download Fingerprint) ]2 U > 7 L CHER L £,

2. T4 A=V MCRIBENRTIUE[FFAT (Accept) 1227V v 7 LET, MERHLHEAF. [Fv
v (Cancel) 1227V v 27 LET,

LT 4 =7 NOMBEE BRI LTtk 73 AOEFUIRIEN [4 27 A > (Online) | & E£RS
o, WA T — & A0 TIERIE (Not Synced) | F 721 HiA#H (Conflict Detected) | & FR I b5
ANRHY I, RO A OfiER (Resolve Configuration Conflicts) ] Z#EFR L. CDO & 7 /34 A DORERL
DR R L TR L E T, REDHS OMR (126 ~—)
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Security and Analytics Logging 1 N> b EFRA L=y bT—OBBD STV a—TFT 45 .

SecurityandAnalyticsLogging4 N> FEZFEALzR*Yy FT—VBED S TNV a—TFT 4«
g
T, AR a—TEHERAL TRy "= OB N T TN a—T 4 T B FATT
LI DIERN 7 L— LT —7 TT,
ZOYFIATHE, Ry FT—ZEHF— LR, 2—F—BERy U= DY Y —RZT Y
TATERNEVIHEEZZ TR EHEE L TCWET, BEEZOEAEHRE L TWND2—
P—ICESNWT, Xy P —ZEBHATF—LIE, EOT7 7 AT U —ARa—H—2kD) V—
ANDT 7 AZHIE L THD 0B L TnhET,

\)

CE) ZovFIATE Xy bI—=T b T T7 4 v I 2ERTDT7AT U=V FID 7 /31 A
THDHIEHEE L TWET, Security Analytics and Logging (%, DT /XA A ¥ A Finm 7
TBHmEIE L EE A,

AT FeF—r a4 RUT, [£=4#1V 22 (Monitoring) ]>[A X hux>7 (EventLogging) ]% 7
Uy 7 LET, >
AT 72 [ (Historic) | ¥ 7 %27V vr7 LET,

AT w73 [IFHFIF (TimeRange) |1ZL 54X b7 ¢ VA ABERRMGLET, 7 7 4/L b TiL, [JBFE (Historical) ]
AW E 1 KO A Xy RFRRSINET, TN E LWKHEE TH 25515, BIED B+ & R
Z [T (End) 1BZE LTADNLET, ZRMNIE LWOEFRBEIH CTRWEE L, W85 S 7=ME 0 R %
GiePMRFE & TR A AT L E T,

ATv T4 [Eo%—ID (SensorID) 17 4 —/L KiZ, 2—HF—DT 7 ERAEZHL TNDEBXOLNDLT 7 AT U4 —
NOIPT RLVAEANLET, 7747 U —ADBEEOREMEN S DGE1L. BB AS—TCRBEAED L
THEREHALTAR " T 4 VEZMURLET, 2200 MY Z2ERL., ZREHZ0OR AT — h AL N ThHE

A& LFET, Pl sensorip:192.168.10.2 OR SensorID:192.168.20.2,
ATFYTE AR T 4N HNR—=D [V —AIP (SourceIP) | 7 4 —/V RIZa2—H—DIP T KL A&Z AN LET,

ATYT6 2—HF =N V=R T IV BATERWEAIFE, DU Y —ADIP T KL A% [555EIP (Destination IP) ]
74—V RIZADLET,

ATy BRIZERENDAXU MEREBL, TOFEMEMELET, LFOFEMIZER LT EEN,
« AC_RuleAction - /L—/L728 R U —S e & ZICEfTENTZT 7 ay GRalL BB, vy ) |
« FirewallPolicy - £ x> % b U A — L7 V= AR FEETHRY —,

s FirewallRule- 1 <> s & [ U ' — L72/L—/L D4 Hil, 75 Default Action DA, A X2 & b U T —
L7=DIERY) o—DFT 74NV T 7 arThY, RIVI—HNOL—1LD 1 DOTEHY A,

«UserName- A = =—XDIP 7 FLAIZE#ESIT biiz2—H— A= 2—HX P 7 RL ATV —
ZIPT7 RL R ELREULTT,

Cisco Defense Orchestrator % L 7= FMC D & I& .
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B ssiesmsomEo s T a—F 0y

ARTYT8 NW—NDT 7 a7 I7vAETray 7 LTWDHEAIL, [FirewallRule] 7  —/L K & [FirewallPolicy]
TA—NVREMRLT, 7782270y 7 LTWLRY =D —VERFELET,

SSLIESMZEDHEED FS TV a—T4 2T

BEEEEGNITSOY TIIHEEET 207 T TIEHEEE LA L Web Y 1 FONIE (SSLEF-IHER
EEBE=2Y)

A= 73 BEOEDOMDT A ZAMO—FOT 7Y r—a o Tld ITSSL (E72I13385
) =7 ERHIN D FIENMEM SN ET, SSLE =V FETIE, moY— N—FEHFE
DNy aPNT TV r—ra CARONEICEDIAENE T, TOME, 77V r—ra i
P4 SIVTZRERAE % Firepower Threat Defense 7 /NA A B2 ITHLD & /Ny ¥ 2 fRREIZ L
L. ek,

WebHA bOT 7V r—a b ZEHLTEOYA MIEHRT L2 ZENTERNITHLINDS
T Web 7 7 UFEMEHT 2561, BERICKRBLETY 7 r—va v EBEH LT A A L
DT TP THERTE D LWV ORERIERTT, 72 & 21X, Facebook ?®i0S F 7= 1% Android
TV —va 2T D RIS L £33, Safari % 721% Chrome T
https://www.facebook.com Z$5E 3 25 & #EHETRE) L £ 7,

SSL =2 Z 3B R EZ BT 272D SN D720, BRBERIEH D THA, KO
WTNDNORREZ LT 20BN H Y 7,

HHORT
YA R T T T TITHERET DDIZR UT NS A LT 7Y r—2 3 U TIIEEE LW IEE
W, I RIFEHESEICSSLE =0 kb0 EEZONET, 72720, FLLSARDUELRD D
EBliE, 77UV OT A MIMAT, Biif XU bEFHALTSSL =2 72l cE £,
TV = alE, RO 2 ODFIET/ Y ¥ 2 FRGED RBUZKHLT 555036 0 £77,
« IN—F10OT 7Y —3 3 (Facebook 72 &) 1%, ¥— 3735 SH, CERT. SHD £ v
v —UEZ TS T <ICSSLALERT A v —UH#FELET, 75— I, 8. SSL
v'=22%~7 [UnknownCA48)] 77— hFT9, 77— h XA vE—TDHKIZTCP Y
By MREEFEEINET, 41X FOFFEMERTRO L S RIERPAONE T,
*SSL 7u— 77 ZIZIL ALERT SEEN WNEENFET,

*SSL 7m— 77 7|ZIX APP_DATA C2S5 F7zif APP _DATA S2C EEFENFHA,

*SSL 7wu— Aw&—UL, ¥, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER_KEY EXCHANGE, SERVER HELLO_DONE T,

« IN—T"2DT 7Y r—3 a3 (Dropbox 72 L) X7 7—hEEELETA, RDVIZ,
N RV A IRRETTHETHSTOLTCP Uy hEREFELET, A X2 FTKRD
A RAS /AN TSV gV I

*SSL 7w— 777X ALERT SEEN, APP DATA C2S F7/zld APP DATA S2C IHIENFEEA,

*SSL 71— AwE—U%, @H. CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE, CLIENT KEY EXCHANGE,
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BARODSA VEBO 5 ILva—T125 |

CLIENT CHANGE CIPHER SPEC, CLIENT FINISHED, SERVER CHANGE CIPHER SPEC,
SERVER FINISHED T,

BITREOOTA VKB NS TV a—TFT a9
A—H—BFEIFNRRT—FHNRELLEWL=H, CDONDRAT A VIZKKT S

fRiRE CDOWCR A LESELT, ELNWa—F LR —REFHLTNDHITHD
POLTE A U ACKRIRT 25E . FE [RRT— REEREE] 2R L THERDR/IA
U — RZ&[EE TE 720 EA X, # LW Cisco Secure Sign-On 741 7 h Z{ERE e m 7' A
R AREMEAR B D 97, B Cisco Secure Sign-On 7 4 7 > ks OERL & Duo 2 EHEFRIAED
BIE (59 ~N—) OFNAIZHES T, #H LU Cisco Secure Sign-On 7 H 7 > MZH A T v 7
THVLENRDY F7,

Cisco Secure Sign-On # v ¥ a7 R— FADQOY A VIEEIIT 5H, CDO ZFREENTE ALY

fi@kix CDO 7 vy b EixHe 52—+ —4, T Cisco Secure Sign-On 7 4 7 > & ERk L T
ZHA[REMED N ®H W £77, CDO & Cisco Secure Sign-On D] T — — R Z BT 5121,
Cisco Technical Assistance Center (TAC) (Zi#f% L T< 72 S\, http://cdo.support@cisco.com

RELEITvIR—VZEARALEZOTA VIZKET S

fRRizx 77 UIRGFESI N W T vy v —s EERHLTrZ A LESELTWANBL L
NE¥A, 7 v ~—2 N https://cdo.onelogin.com & F§ L T2 AIREMENN B 0 F 97,

fiiRi% https:/sign-on.security.cisco.com (22 7 A > LFE T,

* fiEiRi% Cisco Secure Sign-On 7 4 ¥ > k& F724ERR L TV R WAL, HiH Cisco Secure
Sign-On 7 717 > b DERL & Duo ZEFFRALDORE L E T,

CERRE T LWT U FEER L TWBE5EIL. & v ¥ = R— KT CiscoDefense Orchestrator
CKIE) . Cisco Defense Orchestrator (EXM) . 721X Cisco Defense Orchestrator (77
KEFEBAR/PE) IZRHETHCDO XA Va7 ) v 7 LET,

« f3R5% https://sign-on.security.cisco.com Zf§ T LT v I/~ —F EHH L ET,

ATz MO I a—T a9

EEA T FOREBEOER

FEA TV NBE X, RLT A A RICH D, ARNEERRDPMEERAETH D228 Eo
FTVxl NTY, WE, BEE LA T V=7 MIR- TERSh, RICAMEZERZL, &F
SERRY =k o T SNET, EEAT V=7 FORMBEZMR L%, CDO X, 4%
SNIAT V=7 FAITHT D, EBEEZTLTXTOAT7 V=7 FEREFHLET

HEAT7 V=7 FOREZERT DI FOFIEZ EITLET,
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rFSILYa—F108 |
B cer1o0:0 romEnmR

RF9T1 [F7V=7 b (Objects) | “—T%ME, A7 Vxs " ATVl hT4 AL LT, BETHFT V=
s N OMEE ROTET,

AT T2 FEROFNS 1 OB FRLET, A7 V7 FOFEMI/ SR, 4T 5EEOKZ T [EE
(DUPLICATE) ] 7 4 —/V RRFERENET,
[gy DUPLICATE & Resolve | lgnore

ATw T3 [P (Resolve) 127V v 7 LET, CDOE, BEEA T V27 "MEWKTEA X 9ICERLET,
ATy T4 T AT a2 OB L ET,
AT LToOFT>arBZbv £9,

cF TV VD1 OERIOFT Vs MIBEBEMZ BT, BT A4 T Y= FTHRIR (Pick) ]
7V v 7 L, [fER (Resolve) 1 &7 U w7 LTHBEZITLT NARERXYy NT—T R > —%ff
U, AHICHIEN 20 AUE [fEFR (Confirm) 1% 27 U v LET, CDO I, BRL/E-AT V=2 b
ICE S CRFFL, EEAHIRLET,

cVANIHDZAT V=7 b EREEETDSEE. R (gnore) 1227V v 27 LET, A7V =7 b2l
T DL, CDONERTLEEAT V=27 O U R I BHIBRSIVET,

cF TVl NERFFTHLOD, EEAT V7 FOKRETCDO IZE R L TIELLL 2WEEE, [T
NTHEA (Ignore All) 1227 Y v 7 LET,

ATYT6 BEEAT =/ FOMBEPRRLIZO, 1Tl EEE2ET ST RTOT N, ADRELEEDT L E 2—L
JEBAZ, FHE L T OB OEE 2 —IZRA L £,

RKERA TV FOEBEDERR

REAAT P27 LT, T AERICEET D000, JIOFT V=7 b, TI7EAD A
. NAT =il ko CEBENTWRWAT V=7 N TY,

BEEIER -
e TNRA ALY —EADY A bDT T AR—F (74 =)

¢ CDO ~DF A Z—FEH#E (79 ~—)
REAA T FOREIEDOER

ATYT1 A=a— =T[4 7 V=7 b (Objects) 27 Vw7 L, AT7V=V b a4 T V=7 7 4% LT, R
RO 77 FORBEEZ RSTET,

ATy T2 1 DU EEORFHOA TV 27 FERIRL £,

ATV T3 LLFOATTarndbh £,
<HED 4~ FUT[HIFR (Remove) 18% 2 U vz LT, REMOA TV =27 K% CDO »HHEIFRL %
j—o
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| F390va—F40%
sEAtr 7oz ro—Eak

o [E (ssues) 1931 > T, [HEHR (Ignore) | Z27V v 27 LET, 707 FEERT S L. CDOIZ
KEHOA TV =7 FOFRICFDOF TV =7 hEFr L R0 £1,

ATY T4 KRERAOAT V=7 FEHIBRLIZGSIE, ToEEE25 T ST RTOT A, ADRELEDT L E 2 —
LB (120 =) M, L T DBEBOEE 2 —EICRIALET,

G REMOAT V=7 FORMEZ R THRRT DT, A7V FOMEEZ —EIRRT 5]
ZZRLTIEEN,

RKERA IO FO—1FHIRR

ATV [F7V=7 b (Objects) | X—VEME, A7Vl NaAT V=V b7 402 LT, RERAT V=
FOREZ BOT £,

AT9 T2 HIRTLORERAOAT V27 PRI ET,

e NX—=T EDTRTCOLT V=7 PEBRTHIZE, AT V=27 NT—TNAD~Ny X—ITIlHDT = v
TRy T A% ) w7 LET,

ATV NT =T NTREHOF 7V =7 M EEBNTERIR L £,

AT9 T3 FHMD [T 7 a3 (Actions) ]34 T [HIBR (Remove) 8% 27 U >~ LT, CDO TR L7z AKfHEHD
ATVl bETNTHIBRLET, 9BOAT V=7 b EREFHCHIFRTE £,

ATV T4 [OK] 227 V7 LT, REHOFT =7 FEHIBRTHZ & 2R LET,

AT TS TRHOEFRORERICIX, 2ED2 0K ERHY £,
ATOTEREZLET ST RTOT A, AORELELEDO T L E a— L BHD, FEL ThoEROEE %
—EICRALET,
A RURNIR=VEHE, BROEBESZ T T A RAERELET, EHEOEELZZITHTX
TOTNA AZEIRL, [FE (Management) | 3A > T[T X THERM (Deploy All) 12427V v L
F9, BELHAHA, @URT 7 a v EBFETLET,

FEEA IOV FOMEZRRT S

REAFT D7k B INCONSISTENT @3 Resolve | lgnore L3 2 SPL FDOT A
A LIZH D, LANEFE CEMEITZR 2247 V=7 N T, 22—V —RRAR 5RO T, (A
CARTENEDOA 7V =7 NafET 520V ET, Zho6DF TV =7 FOMEMRKEH O
REEBIZ O THHAEIC SRR DI 20 . AEERELET,

I AREEA TV FOMEE —ETHRT 21T 7 Y= M ORBEE — IR
L] #BRLTIEIN,

PEEAT V=7 MTHLTROZ EEZFTTEET,
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o (MM (Ignore) ]1:CDOX, A7 V=7 MOAREEEZEHL, TNOOEEREFLET,
ZOFTV =l NI, REEHT IV IR RSN ET,

[v— (Merge) ]:CDO L, BIRENTWDHTRTOALT V=7 FEZDEE 1 DDA
TV NIN—TITREALET,

[AHTDOZE (Rename) |: CDO T, AEEAT V=27 FO—ODAHTZEL L, #HLW
ARETET D ENTEET,

ARy NU—=0 ATVl NOF—/3—F 4 R~DZH (Convert Shared Network Objects
to Overrides) | : CDO C, NEAGDOHLIEFAT V=V N (A—1—F 4 ROFEII)
MoHT) | A= NR—=T A ROHLIE—OIFEAT Vs MIEETEET, ALY
Tl bORH—MRERT T A MER, LB ENOA TV =T ROT T4 R E
LCREISNET,

A\

GE)  HBOT T MENEED 2HE1E. £ HbO—2ORNT T+
R ELTERENET, BOVDOT 74V MEEA—R—F A F
i, 04T V=27 bOF—NR_R—=F 4 FELTHRESINET,

A xy T =27 7 —T DBMOE~DZH (Convert Shared Network Group to Additional
Values) ]: CDO T, REEOHLIEE Ry NI —T T NV—T% BIOMHED B 5 H—0

WHERXY NI =7 I N—TITREETEET, ZOWRBOERET, [EHMIN LI EER Y
NO—=2 70—, RUEEZFSODREH1ODEA 7TV =7 "R ETH D] &
WO BHDTT, ZOERIC—HT LT XTOT 7 4V MEDBT 7 40 MEIZRD, KD D
A7V 27 MI, LR END XY hT—7 7T A—TOBEMOEE LTEIYV LY THR
£,

T 2, REGOHL 200y NT—I I N—TRbD L LET, 1 DHOX Y
NT—2 7' )L—77 [shared network group] %, Tobject 1] (192.0.2.x) & [object 2]
(192.0.2.y) TSN TWET, £/, BMOME lobject 31 (192.0.2.2) HEFEIL T
F9., 22HDOFRy U —2 7 /L—7" Tshared network group) 1. [object 1) (192.0.2.x)
LABINOME Tobject 4  (192.02b) THEKkENET, HHEXRY NT—T 7 —TZEBINO
EIZEHT 5 L FLIBR S D 7 b—7 Tshared network group) (21, 7 7 4 /L ME
& LT lobject 11 (192.02.x) & lobject 2] (192.02.y) A& FEA., BMOEE LT
lobject 3] (192.0.2.a) & Tlobject 4] (192.02.b) NEENET,

A\

CE) HLwky bI—o4T7 V=7 FaAERT % L. CDOE, ZDfE
ZRE CAROBRFOIER Y NI =0TV = b~DA—/3—
TA FELTHBMICED HTET, JHud, HrLLT /S 20
CDO IZA Y R—= NENLHAICHLATIIEY £,

HEVEID X TiE, ROFEDWHIZIN TV LG ARICORFEELET,
1L LRy NUV—=20F TVl RRTAA ZZED B TONDIMERH D 7,
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FEaAIvry romEEREATS |

2. T U MTE, RUCARTIE A T7OEFT T b1 DT EETHIUNERH Y £
j—o

3. EFEAT V= MUK, TTIA—AA=T A FREFENTVWDIRLERDH Y 7,

REEAT7 V=7 POREEZMRT 21213, ROFMEZFATLET,

AT9T1 A7V =2 b (Objects) | X—VERE, A7V baeAT V27 b7 4V Z LT, AERGTT V=)
OBz RO £,

ART9 T2 REEGAT V2l bEBIRLET, 47V hOFEHM ARV, B4 TIHA4T7 V=7 NOERT [
A (INCONSISTENT) ] 7 4 —/V RRF/RENET,

L
AT9 T3 [k (Resolve) 127V v 7 LET, CDO L, REAA T V27 MEEETEDEIICERLET,
ATV T84 UTFOFTarib £,
o [T RTES] (lgnore All) ]:

1. #RENDZAT V=7 bERKL, W4TV =7 b TER (gnore) 1227V v 27 LE
T, F0E, TR_XTOAT V=7 MEERT B0, [TXTER (Ignore All) 127V 7 L
\‘i‘a—(}

2. [OK]Z27 V> 7 LTHERRBLET,

[ATTxH bEIT—ILTHEIR (Resolve by merging objects) ] :
1. X2oDOF TV =y Me~— LTHFR (Resolve by Merging X Objects) 1 %7 U > 27 LET,
2. [FE#E (Confirm) %227V v 7 LET,

« [BRTDZERE (Rename) ] :
1. [&BIDOZEE (Rename) %27V v 7 LE T,
2. ATy PRI —BROT A A~OEFEZRAF L, [#E#R (Confirm) &2V v
L/\i—g—o

s [A—=N—F A4 FADZEH (Convert to Overrides) | (F% ‘S@ﬁ)é#&’ﬁd’?“)l? FDIZE) A
FT V2l Ned— =T REHKRT D56, SR ZE, [REASDH HE (Inconsistent
Values) | 7 4 —/V RDT 7 4 )V MEOHNBRRSINET,

1. [A—="—=F A R~DZH#: (Convertto Overrides) 127 U v 7 LET, T XTCOREELFT V=V
MI, A== F A FEFOHR—DILFF TV 7 MIEBINET,

2. [#ER (Confirm) 127 Vw7 LET, [HEAT V=7 bOfmE (EditShared Object) 127 U v 7
THE, HLLKERINTEAT V= MOFEMPERINET, EMERATE TH & RETZ M
LT, 774N e —R_—=F 4 KOMTHEEZBETHZ ENTETET,

« GEMDE~DZEH: (Convert to Additional Values) | (FBEDHZ Y hT—9 5 IL—TDI5E)
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1. [EMOfE~DZEH: (Convert to Additional Values) 127V v 7 LET, T X TOREAELT V=
NI, BMNOEEFFSH—OEA T V=7 MIEBINET,

2. BUTIHERY FT—I R —BILOT S, A~OEEEZRIFEL, [#ER (Confirm) 227V v/
L%,

ATV TS RESGEMRLIES, [TolERELTSTRTOT NS AORELEDT L E 2 — LR, LT
MOBROEF & — IR L £,

7019 bOMEE—EIZBRRT S

KIERA TP =7 FOMBEOMER, BEEAT Y 7 FORMBEOIRE, RESF T =7 FOR
BEAZfRT 5 (15523—2) OMBEOHH ATV =7 &R+ 5HFED 121, Fb a2
WErzLTT, A7 V=7 MIBEBRORERH HHETH, HEOAT V=7 FEEBIRLT
W|ATEET, LT, AT V=7 M—EHEDN RS SHICKRENOLE, —EICERT
EHMEEH A 71X 1 ST T,

| B

BE HBTAT V= MRBIOMBEY A FICBEMNT OnSE b, BT LEERT 7 a i3 £
DOFRHOER LI OAZZE LT, e xid, BEEL TWEEDIZIAT V=7 M ER
L. BCTEDOAT V=l "R EAELELTYy—Y INTHE, TOFT V=7 NeBEHEAT
Ve FELTEHRLTH, MEAOA TVl M LTEHEINIDITTIEHY £HA,

A B CEAT 51213, BLFOFIRICHE> TS IZ S0y,

RTYT1 [A7 V=2 (Objects) | X—VEHEET, MEEZKVIADEDIC, A7 V=7 FORMBEEFT V=7
FZ AN TEET,

ARTVT2 A7V bT—TNT, BHFLIAT V=27 M XTERLET, MBS U TiE, M@ A 728
ATV = NRT—T SN ET,

Issues

@ Duplicate Ignore (4)
| Inconsistent
Unused

ATv T3 MY (Ignore) 1527V » 27 LT, MBAXYA 7 ZLICEELET, SMEE XA 7 Z L ICERT H0ENR
HY ET,

ATV T4 [OK]ZZ V7 LT, FRODFT V=7 FAEGHTHZ L 2R LET,
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71 zoggke ]

—

TN A DFERTIKEE

CDO 7F ¥ MIH VR — REINTT A AOHEFGIRELZR R TEET, 2Oy ZiE, &

F I ERERORE A BT 2 DICENL B E T, [ X2 b U =20 [ I,

DEERCRENF RSN ET,

FORA ZADOPEFRREN T4 T A v OEE.

F XA A

T INA ADBEIRINA 272> T\ T, CDO I

ERSNTWL ez BRLET, UTFTORISEHSN TV L ZOMOKIEIL, @, &I
FRHEHTT A RN E LIZHAITR Y £9, 2RI, 20K 5 REE»HEIET
LHEER L TWET, BEREEDRIK & 72> T DN ERD 2 /RN D £4, e
fea ks &, CDO I, H#EHia FATT DN, FT IO OMEEZ T X THRRT D X9

RO FET,
TINA R DIEHIREE EZZ2bNb5RE fR{E B
> Z A > (Online) FNRA ZADBIRNB A>T |NA

T, CDO IZEfHi SN TWE
T

i VA

T NA ADEIRBPEIN TN D
M. Ry NI — BNk
NTWET,

FRAANFTTFA N EH
DR LET,

Insufficient licenses

TNRA A7 T AR
NHY EHEA,

FTARVARED VT TV
va—bh (159 ~<—2)

TVLT Uy VINERTH D

CDO NTF /3 AT+ 57
DIFEAT D2 —P—4 & X
AT — ROMAEDENIEL
< B EHA,

Mo 7 A ANEHRO T T
I a—TF 47 (160 ~2—
D)

New Certificate Detected

ZDF A ZADFFENEE
SNE LR, T304 ABHED
BAGEEEZHFEH L D8
G ZIUET A AOERE
BN LI E L=
HEMERH D F7,

BHGERAFORMBD - Z 7L
va—bk (161 =)

FoR—T 4T T —

CDONF v R—F ¢ v JTHIC
TNA RO Ko T
RN £97,

FUR—=F 4 T T—D h
FTNa—k (1702—)

FAEVRAREDRZ T a— bk

TN ADFEFGAT — X AN [TA B ABARE L TWET (Insufficient License) | & FR 4L
L%EE. LTOFIEEZIATLET,
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B =vsor omsorsinya—540y

ATvT1
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

T NRAANTA VL AETETHETLIELLFHET, @H . Cisco Smart Software
Manager 2387 LT A & 2 A% T3, AT T 2 IEERE A 0000 F97,

o TNA ADAT —H ANEDLLIRWEAEIE, CDONLY AT U MLTHLEEY A
ALTHIETCDOR—ZNVERHFL T, T4 BV AP —N=LT NS R LDOMDOFR
N — 7 BEOREA B L ET,

cIR—HANEFH L TCHLT NN, ADAT—EZANEREIN WS, ROFIEZETLE
j‘o

Cisco Smart Software Manager 7> L8 LW h—27 U &AL, a2 —LE 7, e VW TlE, A~—F7
A ADERICEATAIET A2 TEL TR,

CDO F s —ay N—=T, [£ XY (Inventory) | ~—T %27 U v 7 LET,

(AL R 2T %H2 Y v 0 LEF.

WYIRT AN, AZATDE TR IV w7 L, AT—FZAN[TA B ANRRELTWET (Insufficient
License) | DT /A A& BR L £T,

[T /34 ZADFEHM (Device Details) ]34 T, [TA4 BV ARFRE L TWET (Insufficient License) ] 125
IREND[TA B ADEEE (ManageLicenses) (%27 Vv 7 LET, [TA B ADOEE (Manage Licenses) |
U4y RUBRERRINET,

[7 77 1714t (Activate) 17 4 —/V KT, H LW =27 U ZAED1F T[T /314 ADE G (Register Device) ]
7V w7 LET,

=2 UNT AL ANTEFIZHEA SN D & EEIRRED 42 7 4~ (Online) JIZEDY £7,

BHGOTA VBERO S TN a—Ta 0T

ATy T
ATy T2
ATvT3

ATvT4

ATvTH
ATv 76
ATvT1
ATv78

N v T A AMNERIZ L DT A ZOGMW 2 RS 5121, ROFIREZFEITLET,

[f o _ P R—=VEHEET,
[(THAA R B T2 ) v 7 LET,

WYRT NAARATDE TR Y w7 L, AT —H AN [higa 7 A E# (Invalid Credentials) ] @
TNA AL IR L ET,

[T /34 ZD7EM (Device Details) |1 > C, [#2h72 1 71 1&#H (Invalid Credentials) ] 12K S5
[ (Reconnect] #7 U w7 LE9, CDO BT /A AL DOFHERZRITLE T,

FNRAZADF LN —PF =44 L 2T —FDOANERDENT-6,
[%¢1T (Continue) 1% 27 U 27 LET,
TNRA AN T A N0, EHATEAREL o725, [ALS (Close) 127 Vw7 LET,

CDO T A ASDEGICFR S Tl E s Tom 7 A UEREZEA L L D & Lcled, T35 A~
CDO BMEHT D2 —H—4 LAY — ROMAFDLENR, T3 A ECEHELAHE INIZARERSH Y £
T, TAART T4 0] TR, AT —F AL AR SvE L7z (Conflict Detected) ] T

. Cisco Defense Orchestrator % {5 L 7= FMC D EI&
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D ENPNY FET, MHEROBA DR (Resolve Configuration Conflicts) ] Zf#H L T, CDO &7 /34
A OMER D ZRZHER L TR L ET, REDBEOMR (126 ~—)

HRGIAZEDMEED S5 T a—+

CDO TOIEAEDFEA

CDO X, T/3A AT D & ZITFEHEORIEZT = v 7 LE T, BMARIZIE, CDO X
WD EEERLET,

1. TRAATTLS A=V a v LOLIEEER LTS,

2. THAA AL VIR SNDEHAEPADWIRNTHY | EHHPBEOHMNTHL (F72
bh, TTITAMMIR>TEY, BRICAMESND LA Va—A ST |

3. FEMIEZ. SHA-256 AEHIETH 2 Z &, SHA-1 FEMEFTZ T AN ER A,
4. WOWTNPNFEET L L,

CFA AL DB B R L, £ ORI S AUl & 0 (E S
NI OFEWE L[ L Th 5.

"T/\/I)Z i ,fD%ET% ép‘LADEE% (CA) i)‘%% L?‘:?ftﬁﬂg%fﬁfﬁ L/\ f%ﬂ?éﬂf:U“—7
AEAENGBE CAIZY 7 LTWAREAETF = — 2B L T D

Zhbit, 7T UV EIRRL D CDO OIFHEOMH AT ETY,

« HOBAEAEOL S, CDO L. T/ ADF L R—TF ¢ v 7 £ HEHERIC, R A
A% F = 7 BHHCLT, RDVIZ, ZOFEAENKRL—F—ICL > TEHI W
AENE L BRI BT 22T =y LET,

CDOIL. £ CA ZHR—FLTWERA, BESTIE, N CAICL-TEL SN
CAEHEAT = v 7T HETIH Y A,

ASA T NHRA ADFEAETF = v 7 %, TNRA AT LTI THZ LM TEET, ASAD
AEEZ CDONMEF TE WG, TOT AL ZAOFIHET = v 7 28T 547 v =
VBV ET, TAL ZADOITEHEF = v 7 OB ERLTHIERKRE LTT NS R E A
A= RTERWEHEE, TS RCELTHEELZIP T FLABLOER— FRIELL 72
WPEIEEFTRE TIERWATEEMERN B D £ 77, fEETF = v 7 2/ a— BN T 5
B, FEYAR— T3 EE%%%%OT/M’X@@%%%;/7%?%1%% W35 5k
LBV EHA, IEASA T AL ZADFENAET = v 7 28T 5 HETHY FHA,

TNAZADFEAET = v 7 ZWHIZ L TH, CDO X, 51&EHE TLS ZfEH L TF /31 X
W LETH, BROMMICHEH SNAEHEEZRIELERYA, 2F 0, Ny U7 Hf
FWBEZ IR A I CE THAN, 727 7 ¢ 7THBBEE X, B3 E % CDO 12
BT D2 LTk o T, a2 ERH Y 77,
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SEAEDREBEDRFE

WL DPOEE T CDO N7 /A R A AR— R TERWEERH Y £4, ULIZ TCDO cannot
connect to the device using the certificate presented| &9 A » B —UNERRIN DAL, GEH
ZIZMERH Y £, ZOA v E—URUNIRREINRWIGEIT, NGO (734
ACBFETEX RV ERIFZZOMOR Yy b T —27 =7 —ZB#E L TW D A[REMER &< 72D 97,

CDO MFEEDFEHFZEGT 2B M A AW 51213, SDC AR b, E/EZBTET A R(ZF]
HETEDRORARNT, openssl v FIA Y — L a2EHLET, ROa~vr REfEHL
T, T/ RSk o TR S NGB R 7T 7 7 A VR AFR L ET

openssl s _client -showcerts -connect <host>:<port> &> <filename>.txt

Zoaxwy FTE, ®MEEtE Y v a VBB IS NS00 BREIC CultC F—2 ML TR T
TOBENRDY £,

RO XD M N G 7 A VMERENET,

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1
depth=1 C = US, O
verify return:1
depth=0 C = US, ST = California, L
verify return:1 CONNECTED (00000003)

Google Inc, CN = Google Internet Authority G2

Mountain View, O = Google Inc, CN = *.google.com

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DOEBCWUAMEIXCZAJBgNVBAYTALIVT
....lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DOEBBQUAME4xCzAJBgNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y 7/mHyhD8S

Server certificate

subject=/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent

Peer signing digest: SHAS512

Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes

New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
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Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4F5A25BI5C37EF7C6870F8C5DD3755A9A7BACCE4535190B793DEFF53F94203AB0A62FIF70RB9099FBFERABIBG

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[.
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..A6f>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 £fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.
0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E

0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.cC
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

ZOHIITIE, OIS, R R —2 (verify return) O— FAVRENTW D% DITICER
LCLEE, GEAEICET 2MENFIET 256, 20 #—ra— ey,
TT—DOMANERINET,

COFAEIS—aI—FOJRMZRHALT, —BRHLGIS—EZDEBEAEZREELTSE
LY,

0X509_V_OK : #AERRII L E L7,

2 X509 V_ERR_UNABLE TO GET ISSUER _CERT : {E#H C& 72 W \iEHEO I THFEHEN A
OMY EFHATLT,

3 X509 V_ERR_UNABLE TO GET CRL : ZEHi#E®D CRL R RL5730 £HATLI,

4X509 V_ERR_UNABLE TO DECRYPT CERT SIGNATURE : iFHHEDEL #1H 5 CT& 4
ATCLT, Thiud, EBEOBLMER, WFHEE —B Lo Tldkl, HlTEhaloZ &
ZEWLET, 2L, RSA F—IZOoWTOAEKREZFLET,

5X509 V_ERR_UNABLE TO DECRYPT CRL SIGNATURE : CRL DE4 #H 5T EHAT
Lz, ZAud, EBEOBAMEN, WIfHE L —H L2V TiER, HRlTERro7cZ L2 R
BRLET, R,

6 X509 V_ERR_UNABLE_TO_ DECODE_ISSUER PUBLIC KEY : ZEH# SubjectPublicKeyInfo
DABF — %A EFATLT,

7 X509 V_ERR_CERT SIGNATURE FAILURE : iEPHEOE4 NELTY,
8 X509 V_ERR_CRL_SIGNATURE FAILURE : iEMHED B4 N T1,
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9 X509 V_ERR _CERT NOT YET VALID : iEFIEN L7262 TiEdH W £ A (notBefore ? H
FRNBAERA L V% TT) , FFCOW T, Z0%O THERY ¥ —r 22— R 9 GEREN
FEADTIELY THA) | 2R TLIIZEN,

10X509 V_ERR CERT HAS EXPIRED : iEFAEDOH RN T TV E T (notAfter D H {123

BUERA LV AITY) o sEMIC OV T, Z0#%0 [fERY ¥ —ra— K10 GERAZEOFR)
HIBERTINTWET) | 2R LTLEIN,

11 X509 V_ERR_CRL NOT YET VALID : CRL N 728 Tlixd v 8 A,
12 X509 V_ERR_CRL_HAS EXPIRED : CRL O hHIIRNEI TV ET,

13 X509 V_ERR_ERROR_IN_CERT NOT BEFORE FIELD : ZEH]3E® notBefore 7 4 —/L F|Z
N2 RN B ENLTNET,

14 X509 V_ERR_ERROR IN CERT NOT AFTER FIELD : FiERAZE D notAfter 7 1 — /L RIZHEL)
IR EENTWVET,

15 X509_V_ERR_ERROR_IN_CRL_LAST UPDATE_FIELD : CRL @ lastUpdate 77 4 —/b |4
RIRRABEENTOET,

16 X509 V_ERR_ERROR_IN_CRL NEXT UPDATE_FIELD : CRL ® nextUpdate 7 - — /L |2 {E
NIRRFZ DB E ENTVET,

17 X509 V_ERR_OUT OF MEM : A#EV 2BV Y TLH L LTI —nFELELE, Zh
IR L TRALRWITTORETT,

18 X509 V_ERR DEPTH ZERO SELF SIGNED CERT : Jf S /il EHIXH L BAEATH
V. EETELHFED Y X MIFE CFERAER o010 8 A,

19 X509 V_ERR_SELF SIGNED CERT IN CHAIN : {4 C& 2\ GEAE A2 #F L CIEHE
Fo—UEBETEELLEDN, L— B e—B /L TRONY EFHATLE,

20X509 V_ERR UNABLE TO_GET ISSUER _CERT LOCALLY : = — /LTIy 7 T v 7 I
TREEORITEEEN RO FHATLE, ZHUE, @, FETEX2EHED Y X K
MEETIT W EEERLET,

21 X509 V_ERR UNABLE TO VERIFY LEAF SIGNATURE : F = — U ZFEIEN 1 D Lo
ihfﬁ%f ZNDRHCEALFEATRVWED, BAZBRETE EEATLE, FEMICONT
X, 2% THERY ¥ —ra—F 21 ROOEAFLZMHAETE EEA) | 22RLTE
éwoﬁﬁ_owfd\:®%®F%%U&—y:~P:m(%@@ﬁ%%%&ﬁf%i@
A) | EBIRLTIEEN,

22 X509 V_ERR_CERT _CHAIN _TOO _LONG : ffETF = —r ORI N, E SN2 RKIEE
L TWET, KEEH,

23 X509 V_ERR CERT REVOKED : GEBIER KL TWET,
24X509_V_ERR_INVALID CA : CAGEHHEELTI, CA TIERW), £ OILRMEEDS, 172
ffEENTZHE B L TWEREA,

25X509 V_ERR PATH LENGTH_EXCEEDED : basicConstraints @ pathlength /X7 A — % % 2.
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26 X509 V_ERR_INVALID PURPOSE : f&fit S 7-GEEL, EESN B T 4
/\/o

27 X509 V_ERR_CERT UNTRUSTED : /b— ks CA 23, fEESNTHMICEHL TEEHTE S
DELTY—7ENTVERA,

28 X509 V_ERR CERT REJECTED : /b— k CA 3, fEESNT-HWEZHEST L L HIc~—7
SINTNET,

29 X509 V_ERR _SUBJECT ISSUER MISMATCH : {4:4 M BIfEDREAEDIRITHE 4 & —F L2
W2, BITEDOBARATEGEENES S4LE L7z, -issuer_checks 47 Y 3 U % E ST
LA DHBFRINET,

30 X509_V_ERR_AKID_SKID _MISMATCH : {4 % —#5l -1 2L L. BUEDGEREDORIER
F—flA L —B LW e, BUEDOEMBITE R EER S4UE L7z, -issuer_checks 4~
VaUPERESNTVDOIHAEICOHRFRINET,

31X509 V_ERR_AKID ISSUER_SERIAL MISMATCH : %174 & v U 7T AB SN FEL, H
FEOFEHEOTIERF —#B & —B Liani=n, BUEOEMRITEEAENES S E L
7o -issuer_checks 7' a VIR E SN TV AL RICOARRINET,

32 X509 V_ERR KEYUSAGE NO_CERTSIGN : keyUsage 3R fHIK AN REFAZE D B4 277 LT
WRWIZ | BUIE DB ITEREE G S E LT,

50 X509 V_ERR_APPLICATION VERIFICATION : 7 7'V 7r— a3 V[EHAEDTZ T —TF, Kl
Mo

[New Certificate Detected] * v t—

HOBAEHELAFOT A AET v 7 7L —RNL T, Ty 77— 7 2%ITH LWEE
BENAERR S NT2HG. CDO T, [#E (Configuration) ] A7 —& A & [#%#i (Connectivity) ]
AT —=HZADM L LT, THLWIEHESKRE S4LE L7 (New Certificate Detected) | &\
IAYE—UBNERSINDZ ENDHY ET, ZDOT N A% G| EfiE CDOBEHT HI121E,
ZOMEE FEICHER L TR T H2LERH Y £7°, iEAZENRFEYI ST, 751 ADIREEN
EFIZiolanb, ZOT A AREHTEET,

)

GE)  BEEOEHEXLT SN, 2% CDO IZFEFZCDO ~DF A 2 —FEH#Ek:T 5 & . CDO I3,
RNA A LEOF UWVGEAELZ BEIFICHEE L T AN, 216 & OFEREAFRITLET,

B LUWVGREAEZ R+ 51213, RO FIEEZHEHRL £,
1. [A4 > kU (nventory) ] X— IZBEIL £,

2. TANZEMBALC, BRAT —F AL TUIREAT —F AN [H LWVGEAEI R &
F L7z (New Certificate Detected) | THHT A ZAaFm L, BT A A% RN L F
j‘o

3. [7 7 a3 (Action) 1A T, [EAFEDOHER (Review Certificate) 1427V v 7 LE
79, CDO T, RO DICREAEEZ XY Vo r— KL, HILWGEAELZZITAND Z &0
TEET,
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4. [73A AR (DeviceSync) 17 1~ RO TR (Accept) 1527 U v 7 $ 20 [T°A4
A~DOHERE (Reconnecting to Device) 17 4 & R T [#i1T (Continue) | %27 U v 27 LE
D

CDO X, T NA RAEFH LVWECEBAEREL BE3MICRBM L ET, R IZT /31 %
ERATHITE, [ XMV RX—=C T CTEHNTAOIMLENELAEERH Y 7,

HHELS—a—F
B2 —>a— K0 (OK) (=f2L. CDO [F3IBAEIS—%#ELEY)

CDO 1%, FEAEZTUET 5 L. Thttps:/<device ip><port>] ~D GET 2— /L& F[TT 5 &
[ZED . TA AD URL ~OHEf 2 A £ T, TABKIEL2WES, CDO IFFEHET T —
HERALET, GEHENEDTH D (openssl 180 2F VD OK ZIELET) ZERNbhoTni

B LEIE LTV AR—FTHOF—EZRY v AL LTWAFREMERHY £9, 20
a. Woa~vy Reffic&EEd,

curl -k -u <username>:<password>
https://<device_ id>:<device_port>/admin/exec/show%20version

ZHICED, RO EHIT, ASA LTEFEIZHE L TWAIMNE I NETERT L2 L TE, HTTPS
Y= N—NASADIELWHR— FTEHELTWAINE I DN ETF 2w 7 TH5Z2 L TEET,

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*
SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*
TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:~*

RS —ra— K9 GIAEAFEEMTEHY FEA)

o7 —%, S NTEEEORITHNERO B TH LD, 7747 "BENER
b oL LTHRbARNWI L2ERLET, L, iEHEORERZMERNIEK TH 5 iTHE
WRHY ET, o, BOBAHZEOL AL, IEHEAMEEO T /A 2 ORFZ A EIE > TV
2 EDFKRTH L RN H D £,

T T —|i%, FHFBED notBefore ® AR EENT-FTNH Y £7°,

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid
notBefore=0Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=0Oct 21 19:43:15 2016 GMT

ZOxZT—=nb, GEAENNOENI R L0 EHHTE £,
(23]

FERAE D notBefore @ HAHZMED HAF TH D ME N H Y £, notBefore D HAF& LW FEUVH
FHZ U CREEZ FRITCEX E7, ZOMBEIX, 77472 MERIIRITT A ZADWT
TIRFZINIE LS EE SN TR WSO BAETHARERH Y £7,
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RBUA—ra—F 10 GIAZEOEMHARSTINATLET)

:0)1’7 1, SN FERED DS EH 1 DOHIENIINTWVWAZ L2 ERLES, =
T —IZiX. FFBHE® notBefore ® AN E 717 08H 0 £97,

error 10 at 0 depth lookup:certificate has expired
ZORPBIRIE, AEHEORICEEN TOET,
1&1&

AEED AL IR OGS ME—DEE A, DOEREZ RSS2 2 L T, GEE

DENHRINERD B TH D DIZ, openssl RHIREIINLTH D & FiRT H5AH1E. 20 B a—

FORAMERAZT =y 7 LTS, &z, GEFED 2020 412 %@@m_&éio
ICBREESNTWADIZ, I Ea—XO R 2021 FFIC o TWAEES, FOa L Ba—4
TREFAFEZ BRI & L TRV ET,

A —ra—F 21 (RYDIAEEZRIIETESEEA)

ZOxTT L, EAEF = —IZMERH D L. TS AT Ko TR S NZRE EZ(E
HTEDZ L Zopenssl PERECERNWZ L ZRLTCWET, 22T, LEoOBlOfERAET = —
YEFANT, AEHETF 2= N ED L IITHRET 200 Z R THEL X D,

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
..lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DOEBCWUAMEIXCZAJBgNVBAYTALIVT
..lots of base64...
tzw9TylimhJpZcl4gqihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DOEBBQUAME4xCZzAJBgNVBAYTALIVT
..lots of base64...
b8ravHNjkOR/ez41yz0H7V84dJzjA1BOoa+Y 7/mHyhD8S

FEET = — 2 lE, AL Lo TR SN DREHED Y A R TY, ZOU X ML, ¥ —
A~E¢®£%$#%%ib E O —/N—DFEIE Z FRRER O fi_EALOFEREIZHE O 1T
L. BEEMICL Y B oFRERERAENG TR E T, FAEAECE, o84 (Is) THED
1) &20%17H (i) THEDHIT) OV ARIIRINTHET,

0L, FSEREIC LTSN =0T 07 0T, TR, lfaragEn k., 5
B Lo UTREAZEORIT A= T o T o DIBAH L EEN T T,
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BITHEIL, AEAEERIT LT 47 4T, ZHUZiE, k7 s — LV REEENTEY,
LAl idEsA b EENE T,

PR —%, BT 25GERIC X » THEBERITINZEHEL > TV DA, fEHET = —
VICHOFERAEE SO DM ERH Y A, ROX D72 1 DOFEHENRT RSN E T,

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*_ example.com
i:/C=US/O=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgA59gdbalO/BE

ZOREHEERMET D & openssl i%, *.example.com @ ExampleCo FIEFAE2Y, openssl ODFHA
IAFMETEA N TIAFET DEHETE DGR DOFEHEIC Lo TIELS BA SN TND Z & &k
AELET, TOMAEDKRIZ, openssl I, T /34 AZIEF ITHE L E7,

2L, FEAEDY— =2, BETELCAICL-THEEBL SNZEHERH Y &
o RDVIT, BAIOED X 512, H— "—DFFAEIZ 1 DL EOPREFEAEIC L » TEL S
NTEY, EMOFMEEAEN, FHTE5 CAILL > TEA SN REHEZRFLE T,
OpenSSL (X, 7 # /L FTiX, ZHHOHH CA 25T T, [ TE 5 CA TRb DR
FEET = — U RREIN TV AHEICOR, TNOLERIETEET,

HRIFRAERIC & » TEL SN EHE ROV — =0 G TE 5 CAITEOMHT =7
RTOFEAE (TRCOPMGEAELETe) 24T 2 ENEFICHEETT, Z0F=—
ERPRIE SN2 NEEE L openssl D DHINTRD L 972 DI £97,

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent
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New Certificate Detected] * v t— .

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987TF64AESF603AAF8E65999BD21B06B116FE9968FB7C62EFT7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

ZOENIE, == 1 20FEHEOCHZRZM L TRV | RS ZfEENMEE S
N— FRRGER TR K PRFRGERIC L > TEA SN TNL Z L 2R L TWET, oA
3 FERGET 7 — bR STV ET,
EE
ZOREIL, T AL o TR SNCREAEORENFE > THWDOTeDIZBELEY, =
D ZMEE L T CDO £72EZDMOT 1 7T LARTNA ATERHHRTE DL L HICTD
ME—DFEIZ, ELVIEAETF = — 02T A AZr— RL T, #iL 527747 MZ
SERIGEAET = — U AR T H 2 L T,
T CAZ F 7 A FARA » MTEDHITIEZ, ROWT A (CSR AYASA TEKSNTIZNLE D
MTIELT) OV 7 RIS N TODFIAICHE - TS &V,
* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15

[New Certificate Detected] * vt—

HOBARAELROT A A% T v 77— LT, 7Ty 77 b— 7t 2%ICH LWGE
BENAERR S NTZHEG. CDO T, [#E (Configuration) ] A7 —# A & [#%#i (Connectivity) ]
AT —=HADM G E LT, THLWGEHEIKRH S E L7 (New Certificate Detected) | &\
IAVE=UNERENDZERHY £, ZDOT A A&F| & & CDO M HEFT 51T,
ZOMEE FEITHER L TR T OXLERSH D £9, GEENFRIISN T, 7340 ZADAREEN
EFIZIRoTzh, ZOT A AREFEHRTEET,
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\)

GE)  BEOBEHIET ANA AR CDO ~DF NA ZA—fEFEET 5 L. CDOIXT A A ED
FLWGERAZ A2 BEIICHER LTI AL, Z0b EOFEREHITLET,

B LWEEAFZ R 21203, ROFIEEZEH L ET,

ATY T FEF =g 3—=T, [ U (Inventory) 127V v 7 LET,

ARTYT2 [TAR B TH7 Vw7 LET,

ATY T3 WYRTNAAZAT DR T o) v LET,

ATV T8 TANBEMALT, BERAT —F AETREAT —FZ AN B LWVGEHERRIH S E L7z (New
Certificate Detected) | THHT NA AZ KR L, LBRT NA AZHINLET,

ATw TS [77 v ar (Action) 1A T, [REFAZEOHE (Review Certificate) 1% 2 V v LE7, CDO TiL, fi§
ROTEOICFEREFELZ X 7 or— R, HILWIEAELZZITANDL Z ENTEET,

ATYT6 [T AR (Device Sync) 17 4 > R T[HAFE (Accept) 127 UV v 7T D0, [T 35 A~DHHERE

(Reconnecting to Device) |V 4~ R T [#iT (Continue) 147 U v 7 LET,

CDO &, T/ Az LWHCEBAGEHE L AEMICRBI L ES, REEShT A 2 %e%k
REDIE, [ R_R MU R=VEFETEHRT OLENELLHE607HY 7,

AoR—TFT 42T 73—D LTI a—Fk
FTNRAADFVR—=FT 4 7T =%, SEZERFHRTRATAESELH Y £,
WOBEEE FITTEFT,

ATFYT1 [ U (Inventory) | X—IT[F/31 A (Devices) | ¥ 7 %27V v7 LET,
RATw T2 R T A RZATDOET o7 Yy 7 L, ZT7—BRELTWVWILIT NS ZAEZRIRLET, HEICE-T
. AN T —OMBANFRENET, HAICERENTWARERT 7 a v 2FETLET,

Eyl e

ATY T3 CDOMWBLTNA ALV AX U ARBIBRL, T3 ALV R—F 4 o T HmRITLET,

[B5 &+ H (Conflict Detected) ] R T+—4 R DfER

CDO ZHHT D E, TATT AL AT LICHAREEANMEE B TEET, BiaWm
(124 =) WA > TWT, CDO 2EAETITT A ADORTEICEENMZ B
7256, T3 ADOREAT — X A [BEA M (Conflict Detected) | & #RSINET,

[FiA#H (Conflict Detected) | A7 — X A &3 51215, RO FIEIZHENE T,
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ATwT1
ATvT2
ATvT3
RTv74

ATy T5

ATvT6

[RE]

remm) 27— 2ok

FEr—a i N—T, [41 XV (nventory) %7V v 7 LET,
[7 /34 A (Devices) | #7 %7 Vv 7 LT, T4 A& REDITET,
WY T A AR TDETH7 Y v LET,

BMAEWME L TCNDT A AR, AHOFEMAAA > T A O (Review Conflict) (%7 U v 7
LET,

[T 34 ZAD[EH (Device Sync) | X— T, MHERIN TODMESEZMRL T, 2 DO EE B L
i‘j‘o

=AY,

o TERIRICERIR SN2 T /31 AF%E  (Last Known Device Configuration) | &9 7LDz 01
X, CDO IZIRTEESNTWDT /A ARETT,

o 734 2T (FoundonDevice) | L1197 ULDRNZ SF UL, ASADFITAL T 4 Fab—
va VIRES N TV HRETT,
ROWFRNEZRIRL T, S Z Mk LET,

« [TAA ADEH Z 7K (Accept Device changes) ] : i%iE & CDO IZIRAF S AL TV D IREE T OEH T
NAADFITa Ly 7 4 Fal—raryTEEXINET,

GE) CDOEFa~vy KR IA4y A F—T A ALUINTO Cisco 10S T 734 A~DZEF D & %
A— R LTV, BEEEfRT 2B Cisco I0S 7 /34 ADME— DB T [L B = —
7L£ L T (Accept Without Review) ] T3,

o [T ADEFE A (Reject Device Changes) ] : 7 73 ATHRAF I N TV DR E % CDO IZRTF S 1
TWVWHRETEHEELET,

GE)  EEEIIAREINEETNTORELLIL, A0 ZIliEshE T,

Bl AT—32 ADfER

WOFIEEZFEFA LT, REW] ORERAT—H ZADTNA A EMRLET,

ATY T FEF—2 g 3—=T, [ U (Inventory) 127V v 7 LET,
AT T2 [T34 A (Devices) | X757 Vw7 LTT A RAERDTF D), [T 7 L— 1k (Templates) | ¥ 7% 7

ATvT3

Vo2 LTEFATFANAAL A5 RO ET,

WU T NAAEALTDETH ) v 7 LET,

ATy T8 RAMEREINTT AL AZRIRLET,
RATv 5 Ao REH (Notsynced) |73/ T, IKOWTNMNETIRL ET,
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rFSILYa—F108 |
B sccwexorsinya—5404

[V Ea2—LTERM.. (Previewand Deploy..) | : iXEDPEF% CDO NLTNA AT v a5
BlE AT TEEZ TN TOT A, AOFRELEDOT L E 2 — RN, 5o Thb—EITHEED
LR L ET,

 [EEOMF (Discard Changes) ]: RENDEEZ CDO 1 HT /8 AT v v a Lz BWGE, £z
I3 CDO TPA L 7= E DAL Z [IZRT ] Hifr, TOAT ¥ a v id, CDOIRIF SN TV DHETE
. T ARGFEESN TV D EITHORET EEX LET,

Secure XD ST a—TF 4

SecureX EFAEDLHETCDOZEHAL LY LT25L, =7 —SBERE RSN, BENRN
RAELTZVTHHEE7H Y F9, SecureX Ul IZFKR 415 BEIZOW T, SecureX D~ ==
TNEZRTHLENH Y £7, FFMIZ- OV TIEL, SecureX @ Support ZZ M L T 7230,

CDO WD SecureX U AR HRE., £7-1d SecureX VAR ~DTF o v 727 YT 2 IZ8T 5
r— 2 % B < 1Z1%. Cisco Defense Orchestrator V78— b ~DiEif% 2B L T 728V, TF
MNID DATTEROLNDGERH Y 7,

SecureXUID ST a—F 404
SecureX & a2 R—FIZEHEL-CDO ELa—/ILAKRTEINS

SecureX Tix, H—HHLOEMDOEY 2 — VA FETHETEET, & 2L, #HED CDO
T MRBLEE, 7T RIEIZ I DD CDO EY 2 — VEERTEET, EEE Y 2—
ME, AL CDOTF > R bD 2 ODHENRSL APL b —27 U355 2 L2 ERLES, 2O
EtElcko, REDBAEL, ¥y vaR— RBEHEICR D RS Y 57,

SecureX T CDO €V = —/L % FEITRE L, CDO @ [—#%i%E (General Settings) ] ~X— T
[SecureX(Z#%#t (Connect SecureX) | IR L7256, 1 DOFT T2 bW SecureX [ZHEEDE
Va—VEROREND D T,

[E58E5 & LT, SecureX 75D CDO EY = — L&Y L. B 1LY 2 —/LTCDO DI
T —< L ADEREGITAZ LB LET, 20T 2—E, LY EET, SecureX
YR EHRBMEDH S, L 0EHR APL h—2 &2 L TAER S ET,

COOUID +STNa—Ta 0y

SecureX N CDO &Y = — WVIZB T 57— A 2B < GA . FEMIC DV TIE, SecureX @ Terms,

Privacy, Support ® [HR— k] 7 v a 2SR TIEIN,

OAuth TS5 —

Ao—y [2—P—FNE TR TORA =T LT DR EZ R > TRk 5 TF
(The user does not seem to have all the required scopes or sufficient privile) | 23F /RS C, oAuth

T =RETIHERHY £, ZOMEREELSGEIE, ROWREMEZHET L TES
Wy,
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https://visibility.amp.cisco.com/iroh/iroh-auth/login?redirect_after_login=https://securex.us.security.cisco.com/help/terms-privacy-support
https://visibility.amp.cisco.com/iroh/iroh-auth/login?redirect_after_login=https://securex.us.security.cisco.com/help/terms-privacy-support
https://visibility.amp.cisco.com/iroh/iroh-auth/login?redirect_after_login=https://securex.us.security.cisco.com/help/terms-privacy-support

| F3o0va—F104

Secure XD FS TN a—TF 4 Y .

T AT BT 7T 4 TAEE TRV ATREM:, https://visibility.test.iroh.site/ Z MR L, %
LT A—IT RLRAZMEHLT, 7THU IR T 77 4 TALEN TV D MR L E£9,
T BT 7T 4 TS TWR WSS, CDO 751 7 > M SecureX &~ — Y &4
IRVATREMED B VW £, T OREZ MR T 51213, CiscoTACIZEAE T 2 LB H D £,
FEMIIZ DU TIE, Cisco Defense Orchestrator 7R — h ~D3HfE 25 L T 7E &0,

HBOREST=-05 4 VIFHRT SecureX [IZ2AS A4 2~ LTS

A==

[—#3%E (General Settings) |~—®D [T} Fa%iE (TenantSettings) |27 =3 T [SecureX
\Z#E#5E (Connect SecureX) 47> 3 > % L CCDO A X k% SecureX (26T 52 L %
BIRL728, fE-Teu 7 A UERZEMFEH L CSecureXi2u 7 A > LTz E. BhiE-STT TV
IS DA N FH SecureX # v ¥ aRh— RICERINAHZ ENH Y 1,

[FIBER & LT, CDO @ [—#%5%E (General Settings) ] <—3 T [SecureXD I (Disconnect
SecureX) &7 U v 7 LET, SecureX flffk, ©DF VY SecureX ¥ v v =i — N & DIFROES
BICHEHINDHAMY FH APL 2 —F =2 T LET,

WIZ, [T 7F v b %ZSecureX{ZH%¢ (Connect Tenant to SecureX) | = FEHZNC L, SecureX ~D
ny A4 EROLNES, ELWHEROn 7 A U EREFEHTILERS Y £,

FE->=7hYorvbTYRVIZATA LTS

BRERTIE, o7 oy MERCTU R a4 o358, VARV Hur T R T
Fth, VRO A 2FETY £y b3 25I21E, Support Case Manager T/ — A A <
VERH Y ET,

SecureX YR #HENTE ALY

WE)R A A—F T 7B ATEROAREM NSV £3, = ORIEE R4 5121%, Cisco TAC
AT A2ENH Y 9, FEMIZ DV TIX, Cisco Defense Orchestrator Y78 — ~ ~DEif& %
ZLTLIEEN,

SecureX U R OENMEDZEMIC DUV TIX, SecureX ribbon documentation Z S LT 72 &0,
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FAQ & HR— k

ZOFEF, WO THMEINTHET,

» Cisco Defense Orchestrator (175 ~<—73")

e TRA A (176 X—)

kX2 VT4 (177 =)

s "I TNVa—=T 4T (179 =)
cn—ZyFrubeva=r NSO MREELER (179 X—)
« R =D (180 ~—3)

o Bt (180 _X—2)

» Cisco Defense Orchestrator "78x— h ~DHEHKE (181 ~—)

Cisco Defense Orchestrator

Cisco Defense Orchestrator [Z2DULYT

Cisco Defense Orchestrator (CDO) (%, Ry N —7EHENRIESE R X2V T 4T /314 R
BMT—BLtx2 7 4R U—2 kB L O CTE A7 70 RR—ZAD<)LF T34 R
R e Gu G I

CDO ZfiH LT, LFDTF A 2B HTEET,
* Cisco Secure Firewall ASA
* Cisco Secure Firewall Threat Defense
» Cisco Secure Firewall Cloud Native
* Cisco Umbrella
* Meraki
* Cisco I0S 7 /31 A
« Amazon Web Services (AWS) A A& /X

« SSH #&ft i L CTEBLS N DT /31 A
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1 R

FAQ L5 R— b |

CDO BHEIL., TNHTRTDOT N, RAZ A TEE DA L H—T = A ATERE X ORST
T&EY,

BEELX1YTATITFAT7R (ASA) EFATT b,

CiscoASA 1L, BIIEY 2 — L DAY —ERITMA, BERAT— NIV T 7 AT T —
NMBEXORVPN ot hL—XiEE | DDOT A A TR L £9, ASA L, DX =
V74 arsxA s (RIEB7 7 A7 04— ZHR) [ 7 72AF V7 (EERO77 AT U r—
NE1DODT 7 AT I F—NIHE) « FTUA_XT Lok (LA4¥2) 7747 Ur—/LE
7 —7v K (bLA¥3) Z7AT U=V AR—vay, GERS VAT gy
Py, IPsec VPN, SSLVPN, 2 74 7> h LA SSLVPN ¥ R— hp & LD EE LS
GRET, ASAIE, < FEFYAR—FEINTHEIN—FRT =TI VA =L T&FE
7T

ASA ETILE XTI M,

ASA ETLIL, CDOIWCAVR—RENZASAT NN, ADE{Tay 7 4 Fal—rary Ty
ANDaA—TT, ASAETNEHEATIE, T/ AEEE AR — FETIZ ASA T34
ADREEINTHZENTEET,

TINA AN TEHAFEH (Synced) | THADIE, EDKSBIZFETITH,

CDO DFRTE L. T A —DNMIRFEEIN TV EHRENF CIZR->TND & & TT,

TINA ZAD TIEEH (NotSynced) | THADIE, EDKSIHIHZETT M,

CDO IZBRFEESN TV ARENEE I, T3 R — D MRESN TV ARE L Bip o
TWhH EXTT,

TN AM T35 (Conflict Detected) | IKEETH D DX, EDLSHHBETITH,

FNA ADBENCDO DAES (77 hAT N R) TEEIN, CDOICREEENTWVWHRTE
LR STNDEXTT,

TINAETNY REBRERFFMTT A,

CDO DA TT /A AZEENMZBND Z & TT, ZOET T, CLI a2~ RE#HHT5
. ASDMRCFDM 72 EDF A A ED~F—V ¥ 2H LT, T34 AL THEB I TbIZ b
DTT, TUNFTTNRU REENMTOILD &L T3 AN [HEAMH (Conflict Detected) | IR
HeTdH 5 & CDO VlE L £,

EREETNARICEREATHEK. ESVSIEKRTI D,

FNA A% CDO AV R—FT5L, CDOIFFDORED I —ZREFLE 4, CDOIZEF
Mz 5E. CDOZ. TRAADORED A —IILEEBENMAFET, FOLELEZTF A R TR
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| FAQ &HR—F

x5+ [l

B 5%, CDOIXZ. MAT-EE AT AL ADHFREDO AL —|Zat’—LET, KO MY
EERLTLIZE 0N,

T RTDFTNAA ZADBRELEFDT L Ea—LEBE (120 2—)

WE. EOASA T FRYR—FENTLETH,

TRTCOa~vy R TY, ASACLIZHEHT HIZX, [T /31 A7 7 2 3 (Device Actions) ]
[~ KT A A% —7xAA (Command Line Interface) ] %7 U v 7 LT IEI0,

TINA ZADEBICEHL THREOHIKIZHY 9 H.

CDODI T RT—F7T 7T xIZX0, BMTEDOT A ACETHREEZIEETE £,

CDO (X, Cisco H—ERMEEIL—EFHIUTIVST—2a3 0 H—ERIILN—FFBEETEET
he

CDO TIZISR BLWASR HHOEF LT AL ZZ2EH LT, FORELEA v HR— K TEXET,
WIZ, A v R= P ENFEREITESNWTT AL — bEER L., TORELAEEOREL LT
T AR—FTEET, ZOEBEDOHREE, ISR L NASR DFHH £ 2ITEFEDOT S A AR
BALTC, X2V T 0—EMZiERETEET,

CDO (X SMA 2 EETEZEI N,
W, BREES T, CDO X SMA 28 H L8 A,

Secure Firewall Cloud Native (SFCN) & (XA T9 H,

tXal)Tq

CDO (FRETY HV?
CDO (%, ROMREXBL THET — X DTy RV —2 FOEX2 VT 4 2FEBHLET,
< HHL CDO 77> b~DfJEIE 7oA 0 (30 ~—)
« API 1 X OV — & R — 2 EEDFEERF O L
Rk LOMRER O 7 — 2 53k
- Bl
CDO Tid, Z—HF =22 T NBE—Z ERT 5 - OIC S ERRIAPBLE T, SEHER
AR, B D ID 2 RGET D 72 DI B I RE T,

TRTCOT—Z 1, BETHIRET LS (LENET, BEENDT XA AL CDO b D@
21X SSL T B b &, BET T FOF—F R Y a— AT T _XTHEEILESnE T,
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| IEEEUED

FAQ L5 R— b |

CDODZNVFTFT U T =%T7 7 Fxid, 7T T =2zl 7—F_X=RXLT7 7Y
r—varP=n"—MOL T T vl LET, CDO~DT 7B AMERIES LD & |

A=Y —Z h=T VPELNET, ZD =7 I 5?*—”"555‘5“—1:%753[53? RIS L7
RS, ZOF =T =FN=ZA~D T T ¢ v 7 B SALT 2o DIEH S E T,

CDO [T BEHICMIEZ TR T 5 L FRIFRC, BEROZ LT vy VO E iR L
F9., ZhE, 7T U RERIEBEFEAGDOR Y U —2 (rm— R~ > ) T [Secure Data
Connector| ZJEBHT 5 Z LIc L > THEILINET, Secure Data Connector |X, A /N7 > KI5
FOT T INRNT U RET 74w 7 2HILT, 7 VT oY T — 2 PEEBNN GRS Z
LN EDITLET,

CDOz¥HTAT AU Li=EEIZ, TOTPERIITEERBATLE] EVWSIS—ARERESN
i L/T:o

FTAT Ny TENTETNRNANNT AL ZADOEFNT — )V REZ A LY —R_R—LEHLTNWAZ L%
MR LET, KD 1 U ETNTnDE L, 8-o7 OTP ARSI NDAIEEELRH Y 77,

T /34 A (% Cisco Defense Orchestrator 7 5™ K75y b 7+ —ALAICEEEEINIZOTIHN?

IV, BRESINTERITL., TAA AL CDO 7Ty M7 r—AlOTaxvE LTCTERIND
CDOSDCZMHH L TEITENET, X2V T 4 2 REBRICGKRIENZCDOT —F T 7 F v
WXV, THRARALOMEITERT DT — X 2RI cE £,

INTYYIIPT7 RFLRZEEGZOLDTNA REZERITBICEESISTRIEEWNTIMN?

I P U= NIZEBITE, AR — k2B < MBEA3 720 ) CDO Secure Device Connector  (SDC)
(SDC) #FIHTEE 9, SDCHEHINDE, W (M X —Fy NCAL—T 4 I T&Eg
W) IP T RLARAEEFOT NN, A F U R— R T&ET,

SDCIC[FEMDAR FOFA BV ANBETIMN?
&

CDO THRAEHYR—F SN TVWEIREBITSAR—FRY FT—IDF 41 TIE?

ASA DBEREDLE . am:ﬂmm#4bFﬂWN%y*wﬁﬂwﬁ%%ﬁ—%biﬁo%%
TEHRA— T OFE PR E EHIC TR 7280,

FoRILRT—RREEDLS ICHERBTEFI N ?KEAF T a

CDO (X h v RNV T =~ v 7 % | FE Z L ICHEICFEAT L E 928, P RrbaasiR L8
T = ~/7 EHERTAHZET, TREYZDVPN MG TF = v 7 2 ETTEES,
ROMBIZNIERI DB ENH D £9°,

FNNARBGEFDETDEADIPT7 KLRIZEDWT FURILEBRETEEZIMN?

TV, ARTEET IP 7 R ADOMW G CHRIHATEEZ: 7 4 VX BEHE L MR RE 2 L ¢, 1€
D VPN R XLOEHEMEBRRLTERy FLET,
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| FAQ &HR—F
r3ILva—7425 |

kS TOIVa—TFT425

COOMSEBEEXNRT/INA AANDTNA RABERDTELEREETLTWS EEIC, £EEZT
NARIZEBRETEEEAL EVWSEBEARARTINET, BRI BICEFESThELVWTIM?

SERIHERR (CDO THR— P ENTWAH A<y REBZTEITENTELEE) 2731 X
BT 2 & X T —DRELTLGEIE. [EEOMR (Check for changes) 1 %7 J v 7 LT,

TN AN ATRE R B O A 7V LET, ZHUC L - TRk S 725, CDO
THIZMELEE LM TRERMRT 22N TEET, MENMRRLARWEAIE, [TAR— M
#& (Contact Support ) ]X—725 Cisco TAC IZHfE L T 7230y,

IS DORIE (CDO DAV T, TNARICH L TEEETEINE-ZEE) Z2MRLTWDEE
(2. CDOICHEET DR ET /N ADERELEKT HE. CDOIX, MNBMELFEELTL
BUOEBMD AR T—2%RRLET, ES5LTTTD,

CDO N OWREZJEIRT D &L T3 A HBMERDPILEE S L, AU —LT3g
AEBOSN 2R ET D OICKE R TR COT =X 2 RESETHERFLET, o I3EH
KIGET SA A THRAELTLEETIER L, BFOEHRTY, HasmitSivE Lz (Conflict

Detected) ] DIRREDFRRIL, T/8A ANDOER AL, A LA E2MHRTH 2 & Cff
Btk cx £9,

CDO NFDIIAZEZERTT HDIEHETTM?
[HHHAFEOMED T 7y a— b 2B LTLLE X0,

O—42yFIJOEYVIZVJTHERASNIRAELESR

« E3R (Claimed) :CDOTCI VT NBEODL; L R—FT 47 DaryTxHA NTHEAINE
T, YU TAEBENCDOT T MIAUVR— RENTWEBEE., TOT /34 T TE:R)
EHTWET,

e/8N—% (Parked) :CDO CYUTNANEROF L R—F 4o 7DOarTX% A NTCHEHIN
F3., T34 AN Cisco Cloud IZHHFE SN TWT, CDOTF v "RFEDFNAL ADL YT
NBSEERLTWARWES, TOT A AL [3—7 ] EnTnET,

cWMEATOEY 3 =>4 (nitial provisioning) : FIIFID ¥y N7 v 7O a 7% A KT

FHINET, ZO7=2—XTiE, T3 AOEULA 2% A, HLWWIAT— RE&{E
L, FELIP 7 KL A, FQDN, BLODNS h—"—%E L, FDM 2 L TF /3 A
A — N TERT D ZEARINLET,

cO—42yFFAOEC3=2% (Low-touch provisioning) : FTD % L0 HBERED Y A
b GRS EILE) T2 7 a2 ThHY, A FOWEENFID 2%y NV —
JIZHEGE L. T 231 A% Cisco Cloud IZ#2ft L £7, ZDRE T, U T AEF NI TIC
(R SN TWDLHA, T/ AL CDO TF > Mot v R—REnEd, £/, FID
1. CDO 77 ¥ FINEERT 5 FE T Cisco Cloud I1Z [X—7 ) S ET,
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B «o—osmt

R S—D

gk

FAQ &4 R—t |

« Y TINBEBEDF AR—F 4 >4 (Serialnumberonboarding) : T TIZE%E (f A h—
NEBEOEY hT7 v 7)) ENTWLY I TAESEZHENLTFID 24 v R—T 4 7§
L7 ATY,

i1k

20U EDTOERVA L (RALF7IEARTIL—TRN) THEIZD Y RO TAFEELTL
BT—RAERETBHICEESITLIELNTT D,

Cisco Defense Orchestrator D% h U — 7 KU —&H (NPM) i+ 22¢ T, r—ty

FNTEMLON—=ARBDN— V%Y R—A VT L TWBHAIT, 22— —% e L &L
THZENTEET, =2—H =X, T XCORy NT—I RV > —REBEIT L0, 7414
WHAFAT LTI _XRTCOVy F—EEZHETXET,

)

GE)  CDO L, ARV Y R—A v T INTN—NDHEFR—FLET,

Secure Device Connector [CK Y IP 7 RLAREBEEINFE LA, ChILZCDORITRBEINAFEE
ATL, EEZRMITBIZIXESISTNIEENTITH,

CDO T L\ Secure Device Connector (SDC) ZHufG L TR 121X, ROa~ o Rafl
MLTar7 T 2l/EfSdT20ERH Y £,
Stop Docker deamon>#service docker stop
Change IP address
Start Docker deamon >#service docker start

Restart container on the SDC virtual appliance >bash-4.2$ ./cdo/toolkit/toolkit.sh
restartSDC <tenant-name>

CDOANT/NA R (FID FF=(XASA) ZEET H-DICHERTHIPT FLANERESINI-HEIT
ESBYFETH,

TNRAADIP T RUAMILOEE TEL I NG E, TNURFHHIP T RLAOERETH
50 DHCPIZE D IP T RLUADEFETH DI BT, CDO 2T /3o A~DEERAFE
TP 7 RFLAZEFTELT (CDO DT NAA ADIPT RLAZERSTLH (713 3—) 2%
) | T AEFERETEET (CDO ~DOFT A A—fEFER (193—) 228) , 7
NA R BT HEEIT, TAALRADHLWIP T RLAD AT & FBIAEDOBEHKRIEHRD A
NERDBNET,

ASA % CDO [T T BICIE. EDELSHARY FT—INBETTH,
¢« ASDM A A —INFEIE L, ASA KT L THMIZ /> T4,
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©52.25.109.29, 52.34.234.2, 52.36.70.147 ~D/XTV w7 L LV HZ—T 2 AT 7 ¥ A,

* ASA @ HTTPS 7A"— MNE 443, F£7213 1024 LLEDOHIZERET HAMERH Y £9, 2L 2

X, A—=F 636 ITEETHI LITTEEREA,

MEET@ ASA & AnyConnect VPN 27 74 7 o MR A ST AND L O ITEREI LTV D
AL, ASAHTTPS AR— K% 1024 LA EOfEICAEE T A0 ERH Y £,

Cisco Defense Orchestrator 5-7R— k ~MDEHK

O[T, ROEBT S a TR S TWET,

J—4H2Ja—NIH RAEKR—
PR—bF7y EHLSENC, BEPBEELTCWDT AL AT =7 T7n—% T ) AR—h§

52 Lzl BEIOLET, :@iﬁﬁﬂ’l‘??&&i\ PR=FF =N T TN a—T 1 THEE
IR E L TIEIET 2 DI H £,

J— 7n—%xTJ AR— T HI20F, WOTFEEZFHEHLET,

ATY T e =g 3—=T, [ U (Inventory) 1227 Vv 7 LET,

AT T2 [T34 A (Devices) | X7 %7V w7 LT, 7L A&ROTET,

AT9 T3 WYRTNAARZATDE Ty L, NTTNYa—T 4V TPRUERTNA AERIRLET,
TANBEFLIIRRENA—ZHHLTC, "I TNy 2—TF 4 VI RBERT AL ZREROTET, T4( R
2R CHHE R L £,

RTY T8 [T/ AT 73 (Device Actions) |4 > C, [J—2 71— (Workflows) ] Z#R L FE7,

ATYTE R=UVEHEEOAR T —TNDEIZHD [ AKR—F (Export) | RZ %27 Vw7 LET, 77 AV
&, jsonZ 7 AL LTr—hWZABMICRESNE T, 207 74 /Vv%, TACTBWZETF A —/LE
72X F oy ML E,

TAC THHR—+F45 v FEBHL

CDO A > #—7 = A A%#H LT, Cisco Technical Assistance Center (TAC) THHR— hF /v
FEB ZERTEET,

ATFv 71 CDOWueZ/ A LFET,

ARTF9 T2 TFUMNRETHU Y MADOREIZH D [~V (help) | RZ %227 Y v L, [HFR— MIEKE (Contact
Support) ] Z TR L FE T,
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B oacovk—rFry pEREC

o~ My_Tenant _
admin@example.com

Documentation
CDO Status
Contact Support
Provide Feedback

ATv T3 [VHR—Fr—A~<Fx—Y % (Support Case Manager) | %7 U v 7 LET,
ATy T4 FHEO[FH LW —A%B< (OpenNew Case) | RA¥ %227 U v 7 LET,
ATYTFS  [F—R%EAF—7> (OpenCase) | %7V 7 LET,
AT9 76 [VI/ZARZAT (Request Type) ] ZRINL £,
ATy [P AL LA OMFE (Find Product by Service Agreement) ]17% BB L 7,
ATYT8 FTRTCOTZ 4=V RIZANLET, Z< D7 4=/ REALNTHIATLIETHLH D EHAN, BMNMD
fEdlELLFICRE L9,
o [84 (PID) (ProductName (PID)) ]: T DOFEENDLNLRWEEIL,  [Cisco Defense Orchestrator
T=2— ] ZBRLTIIEIN,
o [B5 D7 (Product Description) ] : PID OFiH T3,

[ b4 (SiteName) ]: VA MEANLET, VA= b —=RNBERIIND->Tr—2%
PANTWD AT, BEROARTZANLET,

o [—E A% (Service Contract) ] : ¥ —EAZKFKSZ AT LET,

« BE . 7/ — A% Cisco.com 7 4 7 2 MIBFHEATIT 521X, EE % Cisco.com 712 7 7 A /LT
BREfHT BB NH D F9, FHIF S % Cisco.com 7 12 7 7 A JWIZERERT A121%. ROFIEA
EITLET,

1. Cisco Profile Manager % B & $ 7,
2. [T 72 %EH (Access Management) | ¥ 7 %27 U v 7 LET,
3. [T 7 BAMEDEN (Add Access) 1% 7 VU w7 LET,

4. [Cisco.com®DTACHK L URMAY —A{ERk, Y7 by =T X vru—K, HR—rYV—1n B
S UMERRfT & =27 > (TAC and RMA case creation, Software Download, support tools, and
entitled content on Cisco.com) | Z3#&R L. [E1T (Go) 1272 VU v LET,

5. FRESNIANR—RIY — R KRS EZ AL, [1XF (Submit) 1227V v 7 LET,
=R OBEA T AT T LI Z LR EF A — /L THRMSNET, V—E RO
BARTIX, 58T £ TITRE 6 R0 25608300 7,

BE HE:LUTFTOY L 7OWNTHIZHET 7 BATERWERIEL, VAIRED/S— b F—mi
FZ. VAT Ty MANE . FITHERNTUR I —E 2AORKIER L EHE T AHYEIC
BRIWEDEL7ZEW,

AT T [k~ (Next) |27V v7 LET,
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