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Deploy an On-Premises Secure Device Connector p ¢

Step 1
Download the SDC VM Image;

and follow the documentation to deploy the SDC VM on vSphere.

Step 2 |

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPXI1RPSBVOPSJleUpoYkdjal9pSINVekkxTmlJcOluljViQek2SWtwWFZDSjkuZX1Kc2FXNXJav1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM
VUpoYzJVaUxDSm91Vep5YVARAE1 pNHdJaXdpYm1kbWRSSmRMQBoxY z WeVgyNWhiV1VpT21KamIyWm
x)bkpsY2tCamFYTmpieTVqY jIwaUxDSmhiWELlpT21KellXMXNJaXdpY285c1pYTWLPbHNpVINSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw |
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1TLIRSbUBYSTRNQZFpWIW1NNUxUUTNPRGNEWW1 Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek 5XNBdKajRyTTlyVzM3IRXdRdFOzeWh5azVkTOVITVIrMlcwR1 JRcXhLompoU1JLUT pKNXQBeGxuN1
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN
BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK
QBRPXORPTUFJT 181d3d3LmR1ZmVuc2VvemNoZXNBcmFBb3IuY29tIgpDREITVEVOQUSUPS. jaXN] by

Zip 77 ANNPHTRTOT7 7 A VEHELET, Zhbld, ROLSREDTT,

* CDO-SDC-VM-ddd50fa.ovf
* CDO-SDC-VM-ddd50fa.mf
¢ CDO-SDC-VM-ddd50fa-disk1.vmdk

vSphere Web 7 7 4 7 M AfEH LT, HHHF L LT VMware ——iZrn 74 LET,

GE)  ESXiWeb Z 5 A4 7 v MIHEHLARWTL ZEN,

a7 MZHE> T, OVE 77 L — A5 Secure Device Connector (AR~ o B L 7,

Ty N7y TWRET L6, SDC VM O&EJRAZ AN ET,
HLWSDCVM D=t Y — Lz B & £,

a—HF—Zcdo TrRIA L LET, T 74N FO/SRAT— RiF adm123 TT,
717 K~ T, sudo sdc-onboard setup & AL ET,

[cdo@localhost ~]$ sudo sdc-onboard setup

NAT—RKO7T a7 MinFEmREnzs, admi23 & AT LET,

Ta 7 Mo T, root 21— —DFH LW AT — RE/ER L ET, root =—H
SILET,

—DIRAT— K& A
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ATy 714

ATy 715

AT v 716

ATvT11

ATy 718
ATv 719

ATy T2
ATFvrT2N
ATvT22

ATFvT23
ATvTS24

CDO D VM o # — % (& L 1= Secure Device Connector O &R .

Ta T NMIHES T, cdo—HF—DFH LWWRAT — REER LET, cdot—H—D/ AT — K& AJ)
l/\gzjqo

[H26t 9 HCDO K A A &I L T 72 &0 (Please choose the CDO domain you connect to) ] & VY9 7’1
> 7 M RFIRE NI B, Cisco Defense Orchestrator O K A A U EHZ AT L ET,

Tur 7 NRERINTZS, SDCVM DIRD KA A AEHRE AT LET,
a) IP 7 KL A/CIDR

by Y—hv=A

c) DNS #—r3—

d) NTP #—/N—F 721X FQDN

e) Docker 7'V v

F721%, Docker 7'V v U S 7 W AT Enter ¥ — 2 L E T,

[ZAHDOFEIFIELWTT 2?2 (1 2)  (Are these values correct? (y/n)) (& VYD 7w > M BER
SN, 1 EANW LT MY 2R LET,

ANNEZHEE L ET,

[5 3 <SDCEHELETN? T/ z)  (Would you like to setup the SDC now? (y/n)] & V9 7'
T IRRFEREINTZD, ] BZ AT LET,

VM a2 Y —AmbL BB 7T T b LET,
SDC ~® SSH B A Ek LEJ, cdo L Tu /AL, "AT—REANLET,
7'm 7" N, sudo sdc-onboard bootstrap & A7) L E 7,

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

[sudo] SAT—= RO AN ZRDLNTH, A7 v 7 14 TER LT cdo NATV—RE AN LET,
[CDODEFX 2T AR I ZX—=IUNH T — AT v 77T —HE2abt— LT E S (Please copy the
bootstrap data form the Secure Connector Page of CDO) | &9 7' 7 R RFRR I NI B, RO FNEIZTHE
l/\i‘dAO

1. CDOcmr 74 v LET,
2. 2P —RA=a2—0b, [EX2T7 2%27 % (Secure Connectors) | iR L F7,

3. [T/ varv] AT, [F7 I ADSecure Device Connector® B (Deploy an On-Premises Secure
Device Connector) 1 %7 U v 7 LET,

4 FATRITRY T ADAT v 72 T[T — A NT v 7T —%% 2t — (Copy the bootstrap data) | %
7V w27 L, SSHY 4 v RUIZEEY (T £7,

Cisco Defense Orchestrator D E A& .
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. B & ® VM £ T Secure Device Connector M B

ATv T2

AT v T 26

Deploy an On-Premises Secure Device Connector P

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDOQ Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9dpSINVekkxTmlJcBluUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZibk1pT2xzaVNWUKVMH
VUpoYzJVaUxDSm91VBpSYVdRdE1pNHdJaXdpYm1kbWR5SmRMQBoxYzJWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pYTWIPbHNpVWSSTV.IW
OUJSRTFKVG1KZEXDSnBjMB1pT21KcGRHUWIMQBpgYkhWemRHVN1TV1FpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWFtVmpkR1I1Y®dVaU9pSjFjM1Z5SW13aWMzQkpaQBk2SWto
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2SW
prMUSHWXpZamd3TFdKaV16a3RORGMATnkxaVpgTXdMV1poWW10bFptRXpPRAUWWMLIcO1tTnNhY 121
ZEY5cFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUBk2V31KMGNuYnpkQe1zSW5KbF1XUW1MQ®
k1T1RSbUBvSTRNOZFoWW1NNUxUUTNPRGNOWW1Zek 1DMW12ZVBpaWldaaE16aGhOR1 1o TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvemNoZ XNBcmFBb3TuY29tIgpDREIFVEVOQUSUPS jaXNjby
1hbWFsbG1vIgpDREITQkIPVFNUUKFQX1VSTDB1aHRBCcHMELy93d3cuZGVmZNSZzZWIyY2h1lc3RyYXRy
ci5jb26vc2RjL2Jvb3RzdHJIheC9 jaXNjby1hbWFsbGlvLZNpc2ZNvLWFtYWxsaW8tUBRDIgo=

£ Copy bootstrap data

[ZNHOFREEZFEFHLETN? (X 2) (Do you want to update these setting? (y/n)) ] £V 9H 7'm
VT INRFERENTZDL, nl EATILET,

[Secure Device Connector] “X— 2 Y £9°, HLWSDC DAT—X AN [T 7T 47 (Active) JIZEH
SNDHET, BEEEZERLET,

REEER
» Secure Device Connector @ k7 7 /L3 = — b

e TNA AL SDC OFEREICEHTDH N T TNy a—TFT 4T

B 5 VM £ T Secure Device Connector M E B

TNAAD B T A AEFREMET L TCDO %7 /31 AZHEfET 556, CDO L7 /31 A
BT 5722, F» b7 —27IZ Secure Device Connector (SDC) % 7> nm— KL TE
BT 22 LRRANT T T4 AT, @H., ZNHOT AL AIIFEFERI—2ATHY, T
Uo7 IPT RURLZRTZ2WD A o Z—T = A AN — FaFio TWET,
WYX= U7 77747 A (ASA) . Firepower Threat Defense 7 /N1 A (FTD) .
Firepower Management Center (FMC) . Secure Firewall Cloud Native 7 /34 A9 _CT, T /34
A0 7 A AEHREEH LT CDO ICE A TX E7,

SDC i, BHMRT NA RATEITTHIMLE RS D a~vr NE | BHMRT A AZEET D4
BERHDHA v E—TIZONT, CDO ZEEMH L FET, SDCIX, CDOIXfb-oTZdha~vwy K%
FITL., BEIHRT A AR ->TCDO LA v =V EBE L, BEHANBT SA ANLD
%A CDO IR L £,

1 2D SDC WEHTE DT /A AL, ZTNEDT NA ATREIN T DLHERE L . K
Tr7ANDY A XL TRV ET, 7L, BEEIBEOEZE LT, 120 SDC TH 500
BOTNA A% PR—hTEHZEEBELTOET, FEMICOWTIE, H—0 CDO 75 v
N TR D SDC 2T % (22 5—) ZBRL TS,

. Cisco Defense Orchestrator D E K


managing-asa-with-cisco-defense-orchestrator_chapter8.pdf#nameddest=unique_38
managing-asa-with-cisco-defense-orchestrator_chapter8.pdf#nameddest=unique_44

I Cisco Defense Orchestrator ()& A&
B 5O VM £ T® Secure Device Connector ) & .

ZOFRIETHEH, MEOEE~ A A—VEFHALTRY NU—712SDC A A h—/L7
HHFEICOWTHBALET,

\}

GE) SDCHA A M—NThHDICHEIND, KbHEHECEHETE 5 H1kE,. CDO @ SDCOVA
A A=TVHEF T a—RLTA VA M=LT5Z LTI, FIEIDONTIE, CDOOVMA A —
%Al U7 Secure Device Connector DJERH (7 -X—) Z&ZM L T &0,

1R BRI
+CDO (F, WERAEAET = v 7 20EL L, SDC LA v ¥ —F v OO Web/2 2T
vFuX o EYR— ML TWEREA,
e SDCIZIZTCP AR— K 443 TDOA v H—F > "ADFBEIRT 7 MXT L KT 7 ANNE
<9,

e X NIT—=TDHA KT A IOV TIL, [Cisco Defense Orchestrator & B 45 /3 A
ASNDEEGE) 2R L TLTEEN,

svCenter Web 7 74 7 FE7-1FrESXiWeb 7 A4 7 b E2EHLTA VA b= E T
VMware ESXi /8 A K,

N

GE)  vSphere 7 A7 by T FA4 T v MM LA VA F—EH
R—=HFLTWEHEA,

« ESXi 5.1 /A /= 31
+CentOS7 7 AN ARV —F 4 T VAT A,
« BB CDO T SDC AT —H% AINT I T 4 TITI2 B 720
« VMware ESXi 78 A MZiE 2 -2 CPU 2L E T,
» VMware ESXi /R A MZIZ2GB UL ED A E Y BMLFE T,

s VMware ESXi Tid, 7R EYa =7 O@ERIZSUT, I~ &2 R— 572
WIZI0GB DT 4 A7 BRENMETYT, ZiUuL, LEILLCTT 4 A7 fEEZYEET
X519, N—TFT 4 a rTHIERY 2— 28 (LVM) Z2EA LTS Z L5248
E LT,

« SDC & Secure Event Connector £ A — Y DT A A M —/LZITWED VM DV AT A
A, SEC I, Cisco Security Analytics and Logging TEA &5 a2 v R —% > b TT,
* VMware ESXi 78 A MMZid 6 20 CPU 23 LE T,

e VMware ESXi 78 2 FZIZ 10 GB LA LD A £ Y BNUKETE,
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Cisco Defense Orchestrator M E A& |
. B & ® VM L T Secure Device Connector O FERf

* VMware ESXi CiX, 7RrEYVa =07 0&RFUIJS LT, i~ 2R — 572
WIZI0GB DT 4 AV RENVLETT, Zhid, LEISCTT 4 A7 fHEEYEET
XAHLHIT, R—F 4 aryTHBARY 2 —2%88 (LVM) Z2HHLTWAZ & 54
EL7ZETT,

« CDO =2 % 7 % L Secure Event Connector (SEC) DM 5B A A F—/LENTWVWSH VM D
AT NEA,

« CPU : SEC iz 4 >® CPU #3B8M L%,
« AFEY :SECHS8GBDAEY ZiBIMLET,

cVMODOCPU L AEYZEH LS, VMOERE AN, [BEFX =27 2127 F (Secure
Connectors) | X—IZSDC A [T 77 47 RETHDLZ LEDRRENTND Z & ZHER
]\/\ij—o

s ZOFNEEFITT D2 —P I, Linx REOBEIZBE LATEY, vit Y a7 T ¢
EFEHALCT7 7 ANVERELTWVALERHY 7,

« A7 LI ADSDC % CentOS A~ NZA VA M= T DEAIE, YumEx =2 U7 ¢
Ny FEEINCA VA=V THZEE2BEIOLET, YumOEHEZBGFT 572D DK
ENWGE U T, R—=F 443 721 TREAR—=1F80 THLT 7 hNNT U KT 7 A% B < BN
HEHENDHY £, o, FHEAT Y 22—/ F 572D yum-cron £ 721 crontab 7%
ETHMERDY ET, EX2 VT EHTF—LEEEEL T, YumOEHEZBIGT 5720
X2 VT AR —2ETTAHMNERHLENE IR L5,

\}

GE)  R&ODHIZ : FENOa~ R, a¥—L TRV 4 > RUIZBE D AT 20 TlidZe < A1t
HEICLTLEEY, —FHoa<vr RiZgEnd mEy o] d, Iy hT7T 2 R—X K
D7t AT ImFvyia] LLTHASNIHEERHD, a~vr RBRRKRTLHRRERY F
‘j‘o

ATv 71 SDC Z{ET % CDO T F v Mm /A LET,
AT9FT2 [2—W— (User) | A=a—%27 U7 L, [EFaT a2x7 4 (Secure Connectors) ] &R L E T,

tenant name
user name

o Settings
. S o I Mo devices of Srvices hive baen onboarded
Cisco Defense Orchestrator

& e~

e
-

ATv T3 [EXx=7a2x7# (Secure Connectors) | X— T, HWITARZ %7 U v L, [Secure Device
Connector] % &R L £ 7,
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RATv74
ATy T5

ATvT6

ATvI1
ATvT8
ATv79
ATv 710

ATy TN

ATvT12

ATv713

B 5O VM £ T® Secure Device Connector ) & .

é @ < tenant name _

user name

ll

Secure Device Connector@
Secure Event Connector
11/18/2020. 4:41:08 PM

11/18/2020, 4:41:08 PM

T4V RUDFEIE2 DT = AN T v T T—HEAERIZa—LET,
D7 EHIRD RAM & T ¢ A7 GHIEN SDCIZEI Y B THILTWD CentOS 7T IR V%A A h—
L LET,

*8GB ® RAM

c10GB OF 4 A J AR—

AVAR—=VLEEL, SDCOIPT RVA, 7Ry h~RAT F—R U =ADIRERE, Xy hT—7
DEARRELITNET,

DNS (RAA p—LbH—n—) ZRELET,

NTP (Ry hU—2 ZA LT bhan) h—_"—%2RELET,

SDC @ CLI & fHIZRV Y T&E 5 XK 512, CentOS IZ SSH —_"—% A VA =L LET,

Yum OFEH A EIT L, open-vm-tools, nettools, 35 & Y bind-utils /X 77— %A > A b=V LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI Ny r— % A A h—/L L %79, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.html &2 2 L T 72 &0,

GE)  -user 77 JIHMEH LW TLIZEW,

Docker CE /X r—% A A h—/)L L £, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ceZ ZH L T 72& W,

=) TUARY MU ZER LIoA A b—v] Gk LET,

Docker h—¥E A ZB4G L, EEIRHIBAETE A L HICLET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

Cisco Defense Orchestrator D E A& .
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ATy 714

ATv 715

ATv 716

ATvT11

ATy 718

ATv 719

ATy T2

ledol & Tsde) D202 —HF—%/EKLET, cdox—W—L, EFHEIELFITTEH0ICn A
THL—H—TF (DFEVroot 22— —ZEEFHITILEZHY FHA) , sdc=—HF—|L, SDCdocker
a T EETTH—Y—TT,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

cdo 21— —DNRXRAU— REZRELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo =—H—% [wheel] ZL—7IZEML, FHE (sudo) HRZIHEHL F1,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker 284 VA h—/LEZ b L, 2—H—F L —TMER S E T, CentOS/Docker D/N— 3 ik
UC. [ldocker] F721% Tdockerroot] &MEIXALE T, fetc/group 7 7 A /V"TED T N—TEK S 720>
EHEGR LD, sdc 2—YF—%2ZD 7 NV—71TBMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 7 7 A L IMFLE LR WGAIIMER L, UTOWNEE AT LET, ERLTEL,
docker 7 —F A HEEI L 7,

G¥) lgroup) F—IC AT LT V—T40, BIOFINEAD Jetc/group 7 7 A )V THRAOTF T2 7 N—T L
—HLTWDLZEEZMHERLTITEEN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc—-vm ~]#

BIfE vSphere =2 Y — /L& v g v EH L’Cb‘éfa/\i SSH 2V # %2 T, Tledo) =—H—7Tnr

A LET, rIA LS, Tsde) 2—HF—ZUIVEZET, NAT—FROANEZRD N6,
ledo)] 2—H—D AT — REAHLET,

[cdo@sdc-vm ~]S$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

7 4 L7 U % [usr/local/cdo (2 H L £,
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ATv7T2n

ATy T2

ATvT23

ATvT24

ATv T2

B 5O VM £ T® Secure Device Connector ) & .

bootstrapdata &\ H B LW\ 7 7 A L EAERK L, [4 27 1 I XDSecure Device Connector® &RH (Deploy

an On-Premises Secure Device Connector) |V 4 ¥ — KOFNR2 D7 — A N T v T T —F% ZDOT7 74

JZRE Y ST E9, [HR1FE (Save) 127V v 7 LTCT7 7 ANVERIFELET, [vi] £721% [nano] ZfEH L

TT77ANVEERTE £,

T—hFANT v T T —HTbase6d T T — RINTWET DT, BEEfEme kb L C extractedbootstrapdata

EWVWS T AN AR— N LET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]$

cata~v L REFIT LT Saib Le T — 22 &R LET, a~r RO SMEaHb L7 — 2 1Tk

DX FT,

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

DUToavry REETLT, e LT — A NS v P F— 2 O— 2 BEERIC= 7 AR —F L
9,

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]1$

CDOMBT— A NT IR KL EFA T a—RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 -—-:=—:——= ——:—-—:—-— ——:——:—— 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

SDC tarball Z B L. bootstrap.sh 7 7 A LA FATL T SDC /Ny 7 —V% A A h—/L LET,

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC

<snipped - extracted files>

[sdc@sdc-vm ~]1$

[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98f17101db10e66db5b5d6afdalc95c29ea0004d9e4315508£d30579b275458: Pulling
from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

ebbd10b629b1: Pull complete

d14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc

5L, CDOTSDCA (7277 47 LFRENDFITTT,
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. Secure Device Connector 0 HllBx

RDBERY

o [TALZBIOY—E2OE AR (BB LT, CDO THELT 57 /3 X & E A%
L7

« Secure Event Connector -1 > A h—/L 4 584 1%. SDC (A8~ > > ~® Secure Event
Connector DA > A h—JLIZRY £,

o 7 MZ 2 DLLE D Secure Event Connector & 1 > A b — /)L 541X, 7 M
HDSEC A VA R—LT5H] IR 7,

Secure Device Connector O Ell R
A

D

& ZOFINEIZX Y. Secure Device Connector (SDC) MHIFRENF T, ZOREITICREEE
loo TOBAEERFTo T2, HTLWSDC A VA M=V LTCT A A& T D E T, £
D SDC IZHER SN TNDT N, ZAEEHTE R ET, T, A2 HERT 2121%, &
PR DB T NA AL IZEBE 0 7 A U IEREBFANTHLERN S 5550300 £7°,

7 F > brb SDC ZHIBRT 5121%, IROFIEZFITL X,

ATYT1 HIBRT 2 SDCICHHRE STV DT A R T X CHIBRLET, ZOBEEIEX, RDO2ODOFIETETTEE
RS

o —IEEDT SA ZERD SDC ICBENIT 57>, SDCHEBICHIVEEL £, 3>V, ko b
By 7SR T &N,

« % SDC 72>5 50D SDC ~D ASA O%#E) (19 ~=2—3)

I

s HIBRT 2 SDC IZHF SN TWNWDB TR TDOT /A 2% CDO O HIERL £97,

1. SDC T ENDTRTOTNA ZAEET 5101%, [[F— SDC Zff L7- CDO (2%t 59
RTDFNRAL ZERDTS] BB L TLE S, F— SDC ZfF/H L7~ CDO IC#51 54T
DT NA A BHOTFD (22 =)

2. [THARLY—ERA]N=DT, @B LIETRTOT A 22T 7,

3. [T/A AT 27 a (Device Actions) |V 4~ RUTIHIFRIZ27 U2 L, [OK]ZZ VU vZ L
THAEZHEE L7,

ATV T2 22—V —R=a2—05, [EF2T7 3x7 F (Secure Connectors) | R L £,
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%% D 7 5310 soc ~ AsA 0T [

é & = tenant name

user name

¢

Secure Device Connector@
Secure Event Connector
11/18/2020, 4:41:08 PM

11/18/2020, 4:41:08 PM

AT9 T3 [BXaT a2x7H (Secure Connectors) | 7 —7/LC, HIBRT 5 SDC Z#EIR L E7, ZNT, T34 2K
FERIZR S TWDIXT T,

AT T8 [Trva]af T, WK 227 v7 LET, ROEERERINET,
2% <sdc_name> ZHIFRL L 5 & L CTWE T, Secure Device Connector (SDC) DHIBRITITIZEE £

lve SDCEZHIBRT 2 & 731 A 2B AYE( £ 72138 AYE 4 AN, B LW SDC ZAFER L T
BAWET OBLERDH Y £,

BUEHAEE > OT A A3 5720, SDC ZHIBRT 2121E, ZRbDT A A2 mpi L, FrL
SDC i/ LTctkicn 7 A UEWR e BEANTOLERH Y £,

c THRERBSFHEHP O L5EIE. [Tyt z s Y v 7 LT CDO YR — MIBRHWEHELIZS
AN

FATT DITIE. TOTFA MR v 7 AT <sde_name> & A ) LT, [OK] %7 U7 LET,

ATV TS HATT AT, BEA v —VICEH SN TS SDC DART MR A T a7 Ry 7 A AT LET,
ATvT6 [OK]Z7 V27 LT, SDC DHIRZHEE L £,

& % SDC 1 5 Al SDC ~ 0 ASA DFZES

CDO TiX. H—® CDO 7+ b TH¥ D SDC #4255, WOFIEEFEHL T, &%
ASA %, 55 SDC 55D SDC IZBEITE £79,

ATY TN FEF =2 g =T, [T AL P —E R (Devices & Services) %7 U v 7 LET,
ATV T2 [T4 A (Device) | #7% 27Uy 7 LThb, [ASA| ¥ 7% 2707 LET,

AT T3 B SDCIZHET D 1 DLLED ASA IR L E T,

AT T8 [THAAARAT 72 a4 T, [BEEHROEH (Update Credentials) 1 &7V v 27 LET,
AT w75 [Secure Device Connector] R %27 U w7 L, T/3 AOBENIE SDC ##INL 7,
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B Firepower Dtz8E0 5 1 L tEHROER

ATYT6 CDONT A AT A T 570 TIEREED2—YP -4 L XAT— N2 AN L, [E#H (Update) ]
Vw7 LET, BEREINTWRWEY, FHFOZ—WF—4 L /XAT— Rid, ASA OB A6
LizaZ7 A4 U ERERILCTT, TNHDOERET NA BT ALEZTH Y A,

GE)  TRTOASADBFE L v 7 A AFREHEH L TWDEA. 5D ASA %, 5 SDC 7550 SDC
WC—FETREICEET, HEDOASADa 7 A IERPR R D5E. £ ASA %= H 5 SDC 15 HD
SDC IZ 1T OBET 52 MENRH Y 77,

Firepower D#E#H O 1 VGO EFH

Meraki # > ¥ = R — KB H LW APL F— %2 4T 555 1%, CDO THEfin 7 A U IiEH %z %
FT20ERHY T, LT —24EMT D522V TiE, Meraki API 3+ — DA g% & Bufs
EZMLTLLTEEW, CDO Tk, 73 ZAKOHE i 7' A4 NEREEHTHZ LT TEE
Bl BEIZGTU T, Meraki # v ¥ 2R — R CAPIF—%2 FETHEHF T LT, v s A 1EH
ZWH L ClME & N9 5121, CDOUI TAPI ¥ —4% FECHEHFTI2MLENRDH Y £9°,

\}

GE)  CDOMNT A ADRIIICHKE LIZHE. CDO O AT —Z A [Rh7rr 74 1% (Invalid
Credentials) | R RINDHZENHY £, TOHEIT, APIF—ZH L X5 & LizwRgtk
BHYFET, BIRL- Meraki MX D AP F—NIELWZ L 2R LET,

WDOFNEZMEH LT, Meraki MX T34 201 7' A NEREFH L EI,

ATy Tl FE&Fr—2 g =T, [T/ AL P —E R (Devices & Services) ] %7 VU v 7 L7,
ARTYT2 [THAR X T %7V 7 LThb, [Merakil| ¥ 7 %27 U v 7 LET,

RT3 Hin /A NE@RE EH T D Meraki MX &8I L 9,

RTYT8 [THRART 72 ar XA 2T, [m7 4 AFROEH (Update Credentials) 1 %27 UV v 7 LET,

ATY TS CDOMTNA R T A T HDIHHATHAPIF—2 AL, [EH (Update) 1227V v 7 LET,
ZDOAPIF—IT, BEINTWARWEY | Meraki MX OEAKEGEIFEH LD LR U e 74 ERTT,
INODOEFEZTNA R IREATL2X4ETHD FHA,

Secure Device Connector D& R L H

ATy Tl [2—P— (User) | A=za—Mmb, [EF 2T 327 % (Secure Connectors) ] =R L £,
ATy T2 AHiELEET S SDC 2R L £ 7,
RTv T3 FEMAA T, SDC DAHTOMICH SMRET A 2 & 27 ) v 7 LET,
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T2 4 JL kD Secure Device Connector D5 E .

ATw T4 SDC DA4FIELET LET,

ZOF LWARNE. [T/3 R &P —E A] X1 > D Secure Device Connector 7 1 /L 72 £ CDO
A B =Tz ZAHND SDC A NERINDLLINCRKRINET,

T 27 # )L k@ Secure Device Connector D15 E

TRTTIEHY FHAD, CDOIWCE->TEBHINDZE L DF 34 A%, Secure Device Connector

(SDC) #/ LT CDO (28 LE 4, SDC #4 L T CDO |28 5 T /31 A & B A U4
D E . BAMERIFICRFICIET LRWRY . T8 A ETF 2 bOFT 7 44 b @ SDC IZ B
FonET,

[BE¥ =7 27 % (Secure Connectors) |X—3 T, 7 74/ h CTEIRINSD SDC #FETE
ij‘o

AT TN THO L b A=a—D06, [EFaT a%7 4% (Secure Connectors) ] Z 4R L £,
RARTYT2 T74/)NMIT 5 SDC ERIRL £,

AT 973 [#E (Actions) |V 4> KU T, [T 74/ MMZT 5D (MakeDefault) 1227 Vw7 LEd, [T 74/ T
7% (Make Default) | 77 ¥ a U RERINBRWYA, £ SDC LT TIZT 7 44 h® SDC 12725 TV
ij‘o

Secure Device Connector 0) B &7

ZOFIEL, NN a—T 47 Y= LTHEALTLEE, @EF., SDC I H B
WCHEHESNDT-D, ZOFIEZERTISLETHY 8, 2720, VMOBEZZEENE L <
726, SDC X AWS ~OHEfi A fENL L CHFTIZZE T EHAN, ZOFIEIZLY, SDC
OFF M S, FEAIRSOMBEIZ X 5 =7 =Bk S E T,

ATw 1 SDCITHEkE LEd, SSH A L Tk 9 572>, VMware Hypervisor 21> Y — /L E 2 — % CT& 7,
ATvF2 cdor—H—¢LTSDCiIcn s A LET,
RATw 73 SDC 2 —H—(ZH) Y F 2T, SDCDocker 2> 7+ % FH LE T,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

ATYv T4 SDCY—/LF%y " &T v 77 L —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

AFv TS5 SDCE7 v 7/ L —RL%ET,
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B =007+ rciEsosoe AT 5

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$

BE—mCDO T+ ~THH®DSDC ZEAT S

T v MIBER O SDC ZEHT 2L, R4 —v U A BETIRH 4L, L0EL0F
NAABEBTEET, 1 ODOSDCHEBTEX LT A ADEIE, TNHDT /A A ZFEES
NTWARBEL . R T 7 ANVDY A R L - TR F9,

TF MIA A =L TE S SDC DHEUZHIRIZH Y £ A, % SDCIE 1 D2DFRy FU—7
B AVNEFEHTEET, ZNHDOSDCIE, ZNHDORy NU—7 87T Ay NHNOT A
A% [Al—O CDO 7T+ > MI#EF LE T, #ED SDC BN eWiGE, RlfShi-xy hv—27+
TA L SNDTINA A% 8725 CDO T2 b CTEHT HZLENH Y 4,

2F B LD SDC % B % FIEIL. HAID SDC Z BB+ 2 FIE L [ LT3, CDO D VM A
A — % ffi ] L 7= Secure Device Connector D B 7>, HEH ® VM _ET? Secure Device Connector
DEAZENTEET, T2 FOEYID SDCIZiE, T FOLETEFES 1| SEAIAEN
TWET, B4 SDC I2iE, BFICE ST shET,

Fl— SDC ZfEA L= CDO [CHEEHET DI N TDTNA RZRDITS

[f C SDC Z M LT CDO IZ#Hfi 3 5 R TOT A 22T 5I12iE, IWOFIRICHEVF
RS

ATy Tl FEF—va =T, [ &7V 7 LET,

ARTYT2 [THRAR X TR 7Y v LTT A A ROTET,

ATV T3 WYIRTNAAZATOE T2V w7 LET,

RT9 T8 74 VHNEIEERT TIRESN TWIEEIE, A X NV T—T A0 ERICHL [7 VT RE %
Z7UwZ7 LT, CDO CEHELTWLTRTOT NS AL —EREFRRLET,

z%w7574w&ﬁ&y7'%7Uy7uc[74wmf:1—%%%bi¢o74»&(%&—%
ATYT6 7 4 /VHD[Secure Device Connector] 7 3 = v C, M7 SDCDL4RZA I LET, X hYT—
TMTIE, T4 VHFTH U LTZ SDC 2 L C CDO IZ#5t L TWD T A ADZNERINE T,
AT Tl (AT7vay) REZIDITKRVIALIZIE, 74 NVFA=a—TEBNO7 4V EEF A LET,
ATYT8 (FAFvayv) BTLEL, AV NI T—=TNADERCHDH[ZVT|RE %227 v 7 LT, CDOT
BHLTWLITRTOT NS ALY —EREFRLET,
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Secure Device Connector F — Y —RXAE LUV —KNN\—FT 1454 €
VRAEMH

*amqplib *
amgqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremabius.net>

This package, "amqgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
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MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

*ip*

This software is licensed under the MIT License.
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Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the "'Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the *'Software™), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INAN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *

This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the "*Software™), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell

copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER INANACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
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ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CC0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "*Software') , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.
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* node-forge *

New BSD L.icense (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
INCONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License™ shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

"Licensor' shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

""Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
""control' means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.
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"You" (or ""Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source™ form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

""Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
""submitted™ means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as **Not a
Contribution."

""Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and
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You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS I1S™ BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.
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END OF TERMS AND CONDITIONS

*rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS 1S" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*uuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and

associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

*when *

Open Source Initiative OSI - The MIT License
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http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and

associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE

CDO~DYA 14

Cisco Defense Orchestrator (CDO) (21 7' A 9 51Z1%, SAML 2.0 #EHLD ID 7' /A X —
(IdP) . ZHEERFET oA X —, BIO 2—PEHEFESOT I T MAMETT,

IdP 7 Uy MZliFa—H—ou A AFHRNEENTED, IdP IXZ0n 74 AFHRICHE
WTCa—W—%FBAE L £4, LERFIETIL, 747/7474t#1)74®HWWKV4
YHAREINET, CDO —¥—L a— N, Eica—F—4, =—F—NEM T 6
5CDO Ty b, a2—W—pu—nABnEGENET, =2—F—nnr 1 3%L, CDO ILIP
D —H#—1ID % CDO 7T F v FOEfFfr—HF—L a— vy 7 LET, CDO B
THLa— RERSTEEAIC, YT 22—V —13ZDTFr h~ou /A el snE
7

BEHEOBEIMBDOY T NH A A ID T a A F— ﬁ&wmb\mfmﬂ4ﬁ%
Cisco Secure Sign-on CJ°, Cisco Secure Sign-On (X, ZEHFHFEIZ Duo 2 H L 9, BEIT
MEIZS U CSAML v > 7 v A > 7 & Cisco Defense Orchestrator Dft & C& £,

Cisco Defense Orchestrator (CDO) (27 74 >3 5IZ1X, F£ 7 Cisco Secure Sign-On T7 H 7
N Z{ERK L. Duo Security ZffiH L T HEFRGE (MFA) % EL., 7T hDOFRy hT—7
EHEAEIZ CDO L =t — FOMERAZAKIHT 2 13 DY £

2019410 A 14 H., CDO X, BEFDOTXTOTF > h&, ID 7 r/ A X —L LT Cisco Secure
Sign-On ZfE/H L, MFA IZ Duo #7252 X 9 ICEM L £ LT,

. Cisco Defense Orchestrator D E K


http://www.opensource.org/licenses/mit-license.php

I Cisco Defense Orchestrator ()& A&
o7+ h~opEns > ]

\)

GE) WEDOY TN A o F DT uNAA, L= L TCDOWH A A T S 5E . Cisco
Secure Sign-On 3 L N Duo ~DOBATORELIH Y T A, MAOY A A YV a— 3
CEaplEREEHTE ET,

« CDO OEEEFAMBIF P THIIE, ZOBITOREIH Y £,

CDO 77> 232019 4 10 H 14 ALBRICER S W 25E1E, DIkl CDO 77 b ~D f)lH]
nr7A4y (33 ~—=2) | ZBRLTITESN,

2019 4F 10 A 14 H X W ATIZ CDO 7 M AMEEL TWzA 11X, [Cisco Secure Sign-On ID
TR B —DBIT (342—) | #BRLTLIIEE N,

$FCDO TF > bADWEIAT A

Cisco Defense Orchestrator (CDO) (. Cisco Secure Sign-On %27 A T T 4T 4 T /34 H—
ELTHML, 22RERAE (MFA) IZDuo M LE$, CDOIZAY A T HI2F, FF
Cisco Secure Sign-On T7hH > FZ/EMK L. Duo 2FEHL TMFA 2R ETHHELHY F
ER

CDO (21X MFA B TT, MFA L, ==V —T AT T4 7 4 2T H7-0DEFX =Y
T4 &b LET, MFA O—FECThH D " HHRKFFETIL, CDOIZR T A T 52— —D ID
EWERT D702, 2203y R—3 v hERITEZEN/MLE T, KPOBER T2 —F—4 L
INAYT— KT, 2% HOEFEIT DuoSecurity 02 HA T2 RTEMRINDT U Z A L/XAT —
K (OTP) T,

| o

EE 20095108 14B&KYHIZCDO TF Y A EEL T =HEIE., ZOEHDRH Y IZ Cisco
Secure Sign-On ID 7' 2/ 3A X —~DF(T (34 X—V) ZnlA FHEELTHEHLTIES
A

[Z L& BHIIC

Duo Security W4 > X k—JL, DuoSecurity 7 7V /r—=3 3 U AR EIRIZA A
F—FBZ¢LE2BEIDLET, Duo DA A F—NIZOWTTEMMRH H541%. [Duo
Guide to Two Factor Authentication : Enrollment Guidel] ZZ ML T 72 &V,

BZIDREIE., TEANANAT AL AR L TY o Z A LA T — REERR LET, OTP I LHR
R—=ATHAHD, TAALZADI7 Oy IR TAEAL LERML TS ZEREETT, A
AADI Ty I NIELWEAIZEE SN TWDZ E 2R LET,

RDFIE

HH Cisco Secure Sign-On 7 7 > k OERK & Duo ZHEHERBFEORTE (63 X—) (CiEHE
To THTAEBOT A TY, 4EMTRTEETTHILERS Y 7,

Cisco Defense Orchestrator D E A& .


https://guide.duo.com/enrollment
https://guide.duo.com/enrollment

Cisco Defense Orchestrator DA |
B osroxsorsinea—50y

OJA4AOKRBD STV a—T429
ELLEWNCDO ) —2avICii->TRTAVLTWSESH, BT A VIZKkKT S

WY/ CDO Y =V aicua A LTS 2 EE2MRLTLIEEN,
https://sign-on.security.cisco.com (IZ 2 7 A »F 5L T/ EATHY —Va VEABRTEET,
[CDO] # A /v% 7V w7 LT defenseorchestrator.com {27 7 Z A4 %7, [CDO (EU)] %7 U v
27 LT defenseorchestrator.eu (27 7 £ A LE7T,

Cisco Secure Sign-On ID 7 O/\f B —~D#H1T

2019 4 10 A 14 HEFA T, Cisco Defense Orchestrator (CDO) Tif, #XTHOTF > N ID 7
1 /3A #—& LT Cisco Secure Sign-On [ZE#H S LT | LEHEFRIAE (MFA) (213 Duo & {#
HALTWET, CDOIZAY A 9 BIZIE. £F CiscoSecureSign-On T7H IV bET U T4
JiEL. Duo Z2EALTMFA ZBRETIVLENHY FT,

CDO (21X MFA N EETH, MFA L, 22—V —T AT T 4T 4 ZRET DO EF 2V
T4 &b LET, MFA O—FECTH 2 “HEHRBFETIL, CDOIZr T A T 52— —D ID
ERERT D012, 22003 R—3 2 bERITEZENLETT, RUOERT2—V—4 L
INAT— RT, 2BHOBERIIA T~ RTCEREIND Y Z A L/XAT—K (OTP) T,

\}

GE) CMEOYITNAY A A ID T A, F =2 LTCDOICH A A T 258, 20
Cisco Secure Sign-On 3 X UDuo ~DOBATITHE L AL, MAOY A A V) 22— 3
vaplEE A LE T,

« CDO DR T A4 T AT ChuE, ZoBITrEASNnET,

+2019F 10 A 14 HUREIZCDO 77 > FAMERL SN TULWV=1EEIE. ZORFORDLYIZH
HLCDO T F v h~Dfula 74 (33—) ZulA L FIEELTEHALTLLES
W,

I L& BHIIC
BATT 200, WOFIAEFATT D L2 BEID LET,

. Duo Security M4 > X k—JL, Duo Security 7 7"V 7r—3 3 » EH#ERERRIZA
AP=NTHZLEREOLET, Duo DA A b= LIOWTZERR® 25614,
['Duo Guide to Two Factor Authentication : Enrollment Guide] Z#Z&M L T 2 &\,

cEZIDRIE, TEARANT AL RAEFEHLTY U Z A L2 T — RE4ARRLET, OTPILH:
BR—R2ATHHZD, TAADITa INR)TAEALERBILTWDZ ENEHET
T, TAAL RO vy 7 PNHBIZ, £RIETFBTE LWEZAICRESNTWD Z & 25
ABLET,

. Cisco Defense Orchestrator D E K


https://security.cisco.com/
https://guide.duo.com/enrollment

I Cisco Defense Orchestrator ()& A&
BARODSA VEBO 5 ILva—T125 |

* H1 L\ Cisco Secure Sign-On 77 7 o h & Ep L, Duo ZERRIEAHE LT, Tk
4BEMEOT AT, 4BEBEIT_XTE2ZETT2O20ERH Y £7,

ROEE
HH Cisco Secure Sign-On 7 71 7 > s DAERL & Duo 2 EHRFBALDOFHE (63 ~X—)

BTROOTA VEKBD S TN a—TFTa0Y
A—H—BFIFNRRAT—FHBRELLEWL=H, CDONDRAT A VIZKKT S

Bk CDOICR A LESELT, ELWa—H—A LR T—REMLEHLTHDIZHHN
MWL r s KT A5, £00E (R T— REERESHE] 2R L THLELR/ %
U — R&[EE TERWIEAIL, # L Cisco Secure Sign-On 747 7 > b #AERkE T 1w 7o
ATl REMEN BV £, M Cisco Secure Sign-On 74 7 > s DERL & Duo £ E78FFD
A E (63 2—) OFNEIZHES T, #H L Cisco Secure Sign-On 77 7 o MY A T v
THUNENDY £,

Cisco Secure Sign-On # v ¥ aiR— FADQ BT A VXTI 5H%, CDO ZEEETE4LY

f@ikik CDO 7 H v v b &idH7e % = —H—4 T Cisco Secure Sign-On 7 7 7 > h Z{ERk LT\
% A[REMENN S W £9°, CDO & Cisco Secure Sign-On O[] T —H —{FH 2= #9512,
Cisco Technical Assistance Center (TAC) (Zi##% L C< 72 &\, http://cdo.support@cisco.com

RELEITvIR—DZERALEZODT A VIZKET S

Ry 77U EINEHWT vy = R L Tr A LESE LT AL
NWERA, 727 ~—7 ) https://cdo.onelogin.com &5 L CTWB AR[REMER H Y £,

fiZiRi% https:/sign-on.security.cisco.com {282 7 A > L E T,

o figiRki% Cisco Secure Sign-On 7 41 7 > h & F7EAERL L TWVRWIGA L, il Cisco Secure
Sign-On 7 71 7 > N OERL & Duo ZEFEFRALORE L E T,

cRREFLWT U FEERL TWAEEIX, ¥ v 24— KT Cisco Defense Orchestrator
(CK[E) . Cisco Defense Orchestrator (BXKM) . & 721% Cisco Defense Orchestrator (737
K BA/FRE) 2k T 5 CDO XA Va7 ) v 7 LET,

o f#iR% https://sign-on.security.cisco.com 5T KO T v I/ ~v—27 ZHH L ET,

Cisco Secure Sign-On % v < 2 7R— K/ 5D CDO DF2EY

AT 71 Cisco Secure Sign-on % v > = 78— R Ciil7e [CDO|R¥ > %27 Vw7 LEd, [CDO] XA NVET Vv Td
% & https://defenseorchestrator.com (ZFEE) L, [CDO (EU) ¥ A /%2 U v 79 % & https://defenseorchestrator.eu
WZBEN L7,

Cisco Defense Orchestrator D E A& .


http://cdo.support@cisco.com
https://cdo.onelogin.com/
https://sign-on.security.cisco.com/
https://sign-on.security.cisco.com/

Cisco Defense Orchestrator DA |
B 7 roryrm—svamznes

ATV T2 WHOA—k T4 r—2%HELTCWDEHIX, A—kr T4 r—2%0ura% 21 > 7 LT [DuoSecurity]
7 [Google Authenticator] % %R L &7,

EEOT v M TIa—Y—L a— KB H 5581, ToTFr hMaae A4 LET,
cHBHDOR—ZNZTTIa—F—L a— KRB 581, #5228 =X L E2EBIRNTEET,
T TIEE DT > Mea—P—La— KRS 5581T, ##H0eD CDO 77> M &BIRTE £,

BEfFOT ;v MZa—P—L a— KRR WEEIX, CDO OFFMA MR T 20 EE NI4T AT A
Vo M ERERTEETS,

Wi

[R—%/L (Portals) ] E=—iE, HEOT TV bhbfEGSNEREIG L TRRLET, MO0
T, AT T TV bAR—ZLOEFERE (52 X—) 2SR L TSN,

[7F >k (Tenant) | E=—{liZ, =—HF =L a—RKBH5—OTF > hBREREINET,

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants

US East Coast Boston Office
US West Coast

MNew York Office

Los Angeles Office

Sign Out

THORDRY FO—HO EEBEODEHE
TF R DRy NI EBEORERIRTH a8, RANTTI7T 4 AL LTRBEIOLE

T, Xy NU— I EHEMEREFF O ——Z2REL, [2— & (User Management) |
a—PERH (56 N—) ZER LT, oa—F—DfE L FHE) ICEFELET,

CDO0O THR—bENBY I D7 EN—FKDTT

CDO M K& =AY T, #R— 5V 7 by =7 &7, ROV THBP L TOET,
CDO YA —=FLTWRNY T hY =T RT3 RZHONTIEf T ERA, Y7 U=

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&
asavi— et |

T DONR—=2 g VERIXT AN, AL A T OV R — B FARFNICEHE L TWO WSS, 2ty
A—hEEHA,

BEEIER -
o ASA VAR — REER (37 X—0)

« 77 UW YFR—K (38 —2)

ASA - R— i

CDO 13 ASA 84 LI EATH DT R THOT T v 74— 5EHTEET (=518
ASA & ASDM O H#bE | Z5MR) . ZhiZiE, CDO Tl AR — F SN TWARUW ASA —t
ZET 2—/L (ASASM) LISAD ASAv A v AZ L ANEENE T,

CDO (%, ASA83 #FITL T2 ASA DEAKEHAEITO T ENTEXETHN, BEHEEEMLE
D, MO FETERLEZV T LT TEEtA, PR— MT TEARYEH] T,

9.12 L VRHIONR—= g U MBD ASA T v 77 L— R ASA D—E D N—2 g Y R—
F LTV CDO BSRENTEAET B A[REMN H Y 9, ZD X H A, CDOD R¥ =2 A b
2. TOMEEDRITRSGM & L bIThsh L 72D 3=V g UREREINET,

CDO X, ASA LT DAV —F 4 TV AT L% G179 % ASA FirePOWER £ ¥ = — /L
DEHEYR— ML TWEFA, VAT L TASAFirePOWER €Y 2 — V&5 & il T
F 93, Firepower Management Center ¥ 72 (% ASDM CEABICEETHLE R H D £,

ASA 5508-X 35 L 1V5516-X & g ROMMON A A — V27 v 77 L—RT5Z L 2 BEIO L
F9, FMEIZOWTiX, [Cisco ASA 3 L O Firepower Threat Defense 1 A — b A K] %

BRLTLLEEN, FRUADEEIT. RO ASA VY 7 h =7 A A=V a VAR L TLEE
v,

« ASA 9.6(x) ~ 9.15(x)

« ASA 9.5(2). 9.5(3)

957 RT/\A ADHR— ~ D
RDOET, 770 RR—ADTFNRLAD Y T v 7= T EF L AZA T DY R— MMZON TR

HLET, ROKROEEY 7 T, T3 AF A T OEAYEf & ERELCRFRAIZEI T 2 372 1%
MR L T TZE N,

Cisco Defense Orchestrator D E A& .


https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
managing-asa-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_71
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html

B sosom—r

Cisco Defense Orchestrator DA |

TINARBALT

pE T

Umbrella #B#8;

Umbrella i3, 777U RX—2DExF =27 A~
A—F vy b F—=ro=xAa (SIG) 77 v h
TA—LTHY, EMICT 77 NiEHTHE
FaZE LET, FRZ OV TIE,  [Cisco
Defense Orchestrator C Umbrella 2 & H 9 5 |
EZRLTIEE N,

Umbrella #fkZ BIEATH T 5315 ASA T /34 &
L, N—=T 3 V9I2LBEEFATL TV A E
N EF,

7599 Hf— k

CDO X, WOT 7 UV ORF/ N —YaraVdiR—rhLTWHET,

* Google Chrome

* Mozilla Firefox

T NEHE

Cisco Defense Orchestrator (Defense Orchestrator) ZffiH 795 & | [RE] X—Y 7+ hB &
WM A D2—YF =T H v NORFEDREE HAF~vA XA TExET, 2—P—A=a—%H

X, [XE (Settings) [%#7 Vw7 LT, |

CDO Tenant

0~ user@example.com

& Settings

= Secure Device Connectors

& Switch Account

= Sign Out
B E#R -
« BREE (39 ~—)
C
« X T DOBRGE

HHIFRE (43 =)

. Cisco Defense Orchestrator D E K

(Settings) | X—IZT7 7 EALET,


managing-asa-with-cisco-defense-orchestrator_chapter6.pdf#nameddest=unique_73
managing-asa-with-cisco-defense-orchestrator_chapter6.pdf#nameddest=unique_73

I Cisco Defense Orchestrator ()& A&
spzz

X E A

CDO Tenant

9 user@example.com

& Settings Q@

= Secure Device Connectors

& Switch Account
= Sign Out

—f%B072 CDO BREICEET 2D M v 7 2B L T E W,
e 2—P—FE (39 =)

e ~vA h—2 > (MyTokens) (Z2OW\W T, APl h—7 > (48 ~X—V) HZBML T EE
W,

[TV RRE]COWVWTEL, LTFTEZRL T Z3N,
EHIYIZAND N7 XU TOAEME (39 —)
o VAP R—MIEDBTF U FOFEROIEIE (40 X—Y)
cHEVEHEAY 2T 4TV a v ERIICTS (41 =)
« 774V OB HRTHE (40 X—)
« Web 7341 (42 X—2)
7 Y NID (42 X—7)

T M (43— Y)

CDOUI CTERTHEELZEIRLET, ZOB|PRIT, ZOLFEITI)IZ—F —|ZOHFELF
KR

<A b=D
FEHZOWTIX, TAPI h—2 ] ZZMRL T ZE0,

T2 rEE
EHEYIJIR LMD MSYFUTDERIE

EEYV I AN NI vFX U TOREMUL. 7T FOTRTO2—V—TREL KT LET,
EHY 72 A DT vFR 72T DT, ROFMECHENE T,

ATy Tl =P —RA=a =26 [E (Settings) | ZHRINLE7,

Cisco Defense Orchestrator D E A& .



Cisco Defense Orchestrator DA |
B o xovfk—riz&s7+ roRROML

ATy T2 a—HW—R2=a—T [MK&E (General Settings) | %27V v LET,
ATy T3 EHY /AN KT vF 7 (Change Request Tracking) ]| D FOATA X &7V v 7 LET,

ERRMN5E T3 % & Defense Orchestrator f > % —7 = A ADEFHE, [EHEa IO [EFEY 7T AR R
Ny AT A= o=l [BHEY AR Y= N—RNERENET,

DRAYR— ML DTV FORTDML
YAaYR— ML, =P —% T MCEEMIT T, YR—FF Ty FEFERLIEY . B
DFRICET HZMEEZFMEBEELZY LET, 2720, RBISLT, 7HU Y b&E
EEELT, VATV R—RIR3TF U MIT 7 BALRNWESICT L ENTEET, Ik
T2E, [ AAYR=FIFRZDT T FELRRTERNESIZT % (Prevent Cisco support
from viewing this tenant) | D FIZHDHRZ AT 4 FLT, #OOF v 7 ~v—7 % RKRL
£,

Cisco ViR — hMZTF v FE2FRREELWVWE DT 2T, ROFNEIZHEWVE T,

ATY T a—P—RX=a—n5, [(XE (Settings) | 23BN L £,

AT T2 [&%F%E (General Settings) | %7V v/ LE7,

ATV T3 [VAI B FR— IR ZDOTF 2 FE2FRTE2WE 91235 (Prevent Cisco support from viewing this tenant) ]
DFDATAZZ7 ) v LET,

TNARADEREBBHERT 5T T a v 0FEMNEL

FNRA ZADEFEOHENEREZABENTT S &, Defense Orchestrator |17 /34 A THEBE
FAHEMCERTEEd, Z0F 7 a v E2EOE FICT I, B TEIICT
BRI DENIET A ADBRA R T HLERNH Y 7,

TNA ZADEEO AEEKR 2 AT 2121F, ROFIAIHENET,

1TThohi=%&
LA,

ATY Tl a—P—RX=a—n5, [(%E (Settings) | ZiBIRL £,
ATY T2 [&f%%E (General Settings) |27V v 7 LET,
ATYTI [TRARAOEREHBEART LA T a v OEMEI D FICHDEATA ZZ2 7Y v 7 LET,

FI74I FDFEEBREME
ZOMME T, CDO BEAERT NA AOEFZR—V 7T HHEERRED 7, ZOEER
T, ZOTF U P TEHENDITRTOT A RATHEL, WHOTHLERTEXET,
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BEENERUa—LTEar T avEEn=TS [

\)

GE)  ZoOBERIL, | DFREEEOT A AERBIRLIZE, [T AL —ERA] X—=U 0B H A
TEX3 [BEREI AT a vz LTAH—R_—F4 RTEET,

IOF T arEREL, BAREOH LR ZRIRT 512X, RO FIEIZENET,

ATY T a—P—RX=a—n5, [%E (Settings) | 23BN L £,

AT v T2 [&f%%E (General Settings) | %27V v 7 LET,

ATY T3 [T 74/ hOEAEKHEEN (Default Conflict DetectionInterval) | K v X T A=a—%227 0 v 7 L,
RFfH] OE A BRI L £ 7,

BEERERAY1—ILT 54T avcdaEMHTS
HEVRBRAZ A a—N954 7 a 2805 &, HED L WA DR EZ A7
Va—/LTEET, AhicT s, —EHBRY FRITRYRLOBEERZ A2 —LTE E
T, HERBEZ A Y 2a— 9252, THEEHOAZFa—)] 22 LTIEEN,

7 734 A D Defense Orchestrator TITHOALTZEFIL, T3 AHEK S8 (TR OEENRD 555
By T AZABINTRE SN LITEE LT ES Y, T3 AR [HEAHH (Conflict
Detected) ] F 721X [FEFE 72 &, [[AH] (Synced) JIREETRWEA, A7 Yo —/L Sl EHH
EETENEFA, [VaT]_¥—VZiE, A7V a— NV INTREANKILUIZA AR AN
—ERRINET,

[HEBNEREAZ YV a— VT 547 a 2B TD24 717D, ArVa—ahiz
TRTCOREBENHIBREINET,

|

EE DefenseOrchestrator UL Z il L T, A7 ¥ 2 — /L ENTZEBBREZT A A% L TEBIERT S
Bit. FTLOVERICK > TEFORMN EEE SNET, APIZEH L TT AN, ADAFr ¥ a—
VSN RBEABHAER T 2561, FTLWERME A V2 — 3 502, BEfF O R ZHIbR
THMLERDHY T,

HENEMAZ A a— LT hH 47 a v EENCTHI2IT. ROFNEICEVE T,

ATVl a—HF—A=a—nb [RE (Settings) ] ZiEINL E 7,
ATv T2 [&f%%E (General Settings) %27V v 7 LET,
ATV T3 [HBEREZAY Y 2a—NVT54 7 a b B8NTHIDOFORTA EE7 ) 7 LET,
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. Web 73477

Web %7

Web GATIZE D, _R=Y Db v MUK S EAORGERGEHN A 2 lcRZtsnE 7,
WX, BRLIEAN—Y, R=UTHESLLERR, 7700 "—r gy f—Tg 0
TNA ADKRA MR ENEENET, ZOFHIL, AT BERROME RIS — 2 2 s
L., Wi ZdET 20IEREINET, TXTOEMRNT —XI3EL T, B v T4 7 T —
HITEfE &N E R A,

Web HT1ET 7 4 /v THINZ/2 > TWET, Web oA N LIZD . ZORICHEHTT
DT, WOFNEEZFEAITLET,

ATY T 2=V —RX=a—n5, [%E (Settings) | Zi®INL £,
RATY T2 [T (General Settings) 1 %7 U v 7 LET,
AT w73 [Web 0#T (Web Analytics) 1D FIZHDHATA X ET Vw7 LET,

TIHIL DRI T TR 21— ILOEE
THRAABTNR Yy 7T v TRV a—NVO—BWNE RSO, ZOREEXFEHL T, MED
TIHNE R I T T A a—VERETEET, HEDT A ADN I T v T kA
rVa—NThHhEEX, TIANINREEFEHTLZIEL, AETHILHTEET, 774
NENDEMANR Y I T T AT a—NVEERLTH, BEODATZVa—NVENTRNw I T v
FIEENR Y I T v T A a— VFEFRINET A,

ATFv 1 [BEE (Frequency) 17 4 —/V R T, [AK (Daily) 1. %K (Weekly) 1. F72I1%[H % (Monthly) ] 7% 3&R
L/iwg‘*o

ATV T2 R 7 v 7 aFT9 DR 2 24 R IR L £4, WEtir (UTC) CHfZ A7y Y a—15 2
LIZEBELTLEEN,

RN I T T DORE Ny I T T EFEITT A EF 27 LET,

c AR 7T v T OE  [Af (DaysofMonth) | 7 4 — /A K&E27 U w7 LT, NI T v T hA;
Va— /T HAMEBEMLUET, H:31HEZANLTH, FOHIZ3 ANEGENTWARNWES, Ny
7Ty TN ER Ay ATV 2=V LRy Ty T OBERICLETE BH AT E1,

ATw T3 [RE7F Save) 227V v 27 LET,

T+ kID
T FIDIZEoTTF o M ENET, ZDOFEHRIL. Cisco Technical Assistance Center
(TAC) (T H2MENRH D & X ITENLHET,
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=iy |

TF UM, TF UM BEBILET, T2 MAITMEL TRV SICEBELTLES
W, ZOMEERIZ. Cisco Technical Assistance Center (TAC) (ZEMETAHMENH D & = I1T&EILH
i ‘3‘0

”
pai)
Mg
gl

TF 2 MM BT S A TRHEDT 72 a VNS 57202, CDODHEAA—
VRN EZ TS K OB CTE 9, TNOO@EET v MCBEEM T ST R ToT
NARTHEASNE TR, TXTOT A AL A TREHAEE R T X TCOA T v g a2 R—
FLTWADLITTIEHY A, £/, LTI R FENTWA CDO @ENZINZ HITZEE
I, U7 E A LATHEMICESR S, BRAZMLELEL LN LITERE LTI EEN,

CDOMSDEFA—NFEHANCIE, T2 arDR AT EEBEZIFTAT N AN TRINET,
FNA ZDBEOREL T 72 3 VONKOZFEMIZHOWNWTIZ, CDOIZu /AL, i
FETNAADETa T Ef{RL Tt eB#o LET,

a—P—A=a—wWE, [REIE7Y v LT, [RE]S—VICT 7 EALET,

CDO Tenant

0~ user@example.com

£ Settings @

= Secure Device Connectors

& Switch Account
= Sign Out

FINART—4270—DT7 55— FDZEE
A\

GD  CNLOREAREET L. FHCRMETET S, Ry hI—s FEEL—F—n—L
PBETT, HMCONTI, [2—FoRkE) 22BLTES0,

WHRMERTRTCOT AL ATV =7 70— v F VA2 0THERL TS0, ROWTh
MOT 72 a Nl DONWT, [T AT —2 7u— (Device Workflow) |% T8 CHEE L E7,

[T v 77 L —FK (Upgrades) ]: ZDT 7 v a E, ASAEB X OFTD T /34 A 2D At H
INET,

[Ny 27T w7 Backups) 1: DT 7 23 UNLFID T34 AZOBEA I ET,

/2B (Deployments) ]: Z D7 7 ¥ 3 > ZiE, SSH 721108 731 ADMHA v AKX
ATEENEF A,
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B aaxe

TFTINARAR DT S5— FDEE
A\

GE) ZhboREEEFT I, FHTEMZEET DL, 2y FI—9EBEL—Y—1—/L
BDHETT, Y WTE, T2—F&KE)] 2R LT3,

WHANVERTRXTCOTAA A V=7 Ta— v F V420 THRELTLEEN, ROWTh
MDT 72 a N ONWT, [T3 AL X2 | (Device Events) ] % FE) CTHER L ET,

[T T AT D (Wentoffline) 1: ZDT 7 vaid, 7752 MZEEMIT SN TND
FTRTOT A AZHEHA S NET,

[T A IZED (Backonline) 1: ZDT 7 va i, Ty MIBEEMT BN TWD
FTRTOTAA RZHEHA SN ET,

« [BEAH (Conflict detected) |1: ZDT7 7 ¥ a X, TF > MIBEEMIT L TNDH TR
TOT A RTHH SN ET,

« [HAIRTEDZ T (HA state changed) |: 2 D7 7 > = »id, HA 72137 = — /LA — /33—
7?\]@7“‘/‘\4’2 BAAEDORRE, BLOEERIOWREEZRLET, ZOT 7 a3 it 77
BB T SN T _RTOHA B LT = — A —R_R—REICEA I NET,

o [VA Rl v v a o OY)Er (Site-to-Site session disconnected) | : Z DT 7 v a ik, T
YETRESNTNDTXTOY A ME VPN OREICEH S ET,

YITRIZ4N
[7 77— FEZET H7DITA G, (Subscribe to receive alerts) ] ]\7/1/%7%;}] LT, 7Fhk
07 A AZBEAT ORI E A A @Y A MBEMLES, A—=F7—U X RMpbA—/L

ZHIBRT BI2IE. P NVOBREMERL T L—FRIZLET,

BEDOZ—P—a—LE, ZORES—VOVTAZ YT ar T 7y ar~DT 7 A0
Bﬁéi}’b’fb‘%’) ZLICEELTLEEY, Ry b)—HEBEa—Y—o— LA Foa—P—
BT AATY N BBEMELITHIBRTE ET, BAUSNO—F—F 73 DE

A= G 2 B G e — P — D U A MBI B2, .%:7 Vo LTEFA—ILE
FEITASLET,

A

& a—YP—ZFHTENTIHEAIE. ELWEFA—LT FLZ2EZ AL TLZE, CDOIL,
FF o MCBEMAT N TV AN 2—F—DEFA—NT RLRAEZF v 7 LEHA,

il

CDO BRI D RR

(2}
& %uw:y a 52057 LT, FF b ORAELERBOT 7= £ #R LET, CDO
DRI, 30 BEIEMY & 5 HIR S E T
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cooaams—exgmanant [

\)

GE)  [7TT7— bDOFER (Send Alerts When) &7 ¥ 3 > TOEIRIL, CDO ULIZHERIN D@
DEATITBELET,

H—ER#HFE

A=V T FIVTCEEBYV T 7y 72NN L, 77U F ¥ ai— RNTHEEECDO #
MEZELET, CDOTCIOF T a G T 5L, BRLET 7Y CEREVT 7y
J&FETHFAL, V=777 URL ZRGTL2HLERH Y £3, FHMICOWTIEL, [CDO
AV —EAHEOAIME) 2R L TITZEN,

CDOEHMAH—EXMEDEIEL

P—EAMEEHNNIL T, BEINZA vV I TV r— g VERIT—E A%
LT CDO M ZHLE LEY, WHAZET I, Avk—Vr 7 77V r—vavins

Webhook URL # 4k L. CDO @ [1#Z1E%E (Notification Settings) ] ~~—73"T% > Webhook %
CDO ([ZHRET 2 HE N H Y £,

CDO 1. P —E A#H & LT Cisco Webex & Slack #32A 7 4 IV AR—FLTWET, 21
LY —ERIZERFEEIND A =, Ty EHEIR Yy NAICEIIZZ +—< v &R
TWET,

\}

GE) [@fﬂ;&“ﬁ? (Notification Settings) | X— Y CEIR L7ZBHIL, A v =7 77V r— =

Webex F—LDBEEV T T IV

1R BRI

CDOEENE, FEESNTZT —7 A=A ZFKRENDL D, HEIR Y hELTTIA_X—KA >
T —ICERENE T, Webex Teams 237 =7 7 v 7 Z /LG 25 HiEOZERIC OV T,
['Webex for Developers] #ZM LT &0,

WOFNEZHEH LT, Webex Teams DEETV =7 7 v 7 #Fa LET,

ATYwF1  Webex Teams 7 7V r—3 g U aBEE£9,

AT97T2 U4 RUOETHEIZSL [TV (Apps) 1 7A 2% 7 Vw7 LET, ZOT77vavicky, H#ht
7' Z 7P OH LN F 7T Cisco Webex App Hub 230 & £ 97,

AT9 T3 BMBA—ZHFEHLT, [BEV=77 7 (Incoming Webhooks) ] &L 7,

ATv T4 [HEEEZERLET, 20T 7 a2k v, OAuth AR L, 77V r—ya BNl Lng 7z
FRREINBLILHIZ20 T,

ATv T [FFA (Accept) | ZBIRLET, ¥V WNHBENT 7V r—2a b ORES—VICVEAA LT FEanE
ER
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B seckmoiEyzI7v2

ATvT6 WERELET,
s [V=T 7 v 74 (Webhookname) |: ZDT7 7V r— g illoTREEN D A v E—T %35

THDDOAFIEIRELET,
o [AR—ZDiEPR (Select a space) ] : F‘D TG A= a—% A LT [A~—R (Space) | % i
RLUET, A— AL Webex Teams [ZEEIZTFEL TWAMLENRH D £, ARX—ANTFEE LR\

AT, WebexTeams“C%ﬁbb\?(/\v—X%T/EEJZ“C%iT TN — g VOREN—EEHTD
&ﬁLwXA~xﬁ%réﬂi#o

ATy 7T BN (Add) ] &8RN L E9, IR L7 Webex AR—R(Z, 77U r— g UiBIE &V @
DIEE S NET,

RT97T8 Ux=T7T7yZ URLZAaAL—LET,

ATvF9 CDOCnr/ A LET,

ATy FAEEO2—V—RA=o—%FE, T (Settings) ] &R L ET,

ATy 7N EMo @ E (Notifications Settings) | ¥ 7 # R L £,

ATv 12 [P—E A (Service Notifications) ] FTAZ n—/L LET,

RTFYT13 FOaOTITARE L EH 7Y v LET,

ATYTMU AFiEADLET, ZOAANE, RESNEY—EAHAE L LTCDOICERRINET, RESNZH—
ANHRE SN DA N MIFFERSNEE A,

AT 15 FoyFEF U Ama—%REBL, Y—v 2% A4 7L LT Webex Z1BIR L £,
ATV T16 = 2ZAMnBAER LTy =27 7 v 7 URL ZAk0 i £,
ATYvF1 [OK] %27V v7 LT,

Slack HDOEED T I7vH

CDO AL, FBESINTZT ¥ RMZFEREIND, BEIIR Yy FELTTITAR— A vE—
VICRRINET, SlackiCEDERY =77 v 7 ORERHIEDFEMIZ OV TIL,  Slack Apps)
EEHRLTLZE0,

ROFIEZHH LT, Slack DERE Y =77 v 7 ZfFn] LET,

ATYF1 Slak7hvrhcarZA4 L LET,

ATw T2 EMORAxLT, —BEFETAZua—L L T[T 7V DEM (Add Apps) ] IR L £,

ATvF3 [FEEV=77 v (Incoming Webhooks) ] D7 7V r—avF 4L 7 MU EREL, 77V %R
F9, [EM (Add) 1 EZ@IRLET,

ATYT 4 SlackV—27 ARXR—ZADERF TERWVGE, MROFHREIC) 722 ha2EE L, T7YBRASOT T
T NMIBMENDDEHFOLENRH D 3, [REDYU 7= A (Request Configuration) ] %R L &
T, AT aroAve—UEANL, [VZ A FDOE[E (Submit Request) | Z 3R L 97,

ATYTS U ANR—ATHER V=T 7 v I T TVRENI -T2 5, Slack DRREX—VEEH L, [Tl =
TT7 7 kT — 7 AN—Z|ZB (Add New Webhook to Workspace) ] 3R L £ 7,
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ATvT6

ATy 71

ATvT8
ATvT9
RATv 710
ATvITN
AT T12
ATv 713

ATv 714
ATv 715
ATy 716

hzasgmeRoEEyI7vs ]

ey 72y A=a—% LT, CDOMEEZFE/RT D Slack F v R/ &8N L, [ﬁkwu (Authorize) ]
EBRRLET, VXA MDPANNIRDLDERHF> TVDHHICZ D= 68 L5513, Slack(c
TA L LT, EEBBICHD T —7 ZA_X—242FR L £, FayF4 '7/7(#1“—7%%[7 77\,\,_
AP AL <A A (Customize Workspace) | %R L, [7 7 U OFE (Configure Apps) | ZEIR L 97,
[BE (Manage) 1>[h X432 L#EE (Custom Integrations) 1WZBE)LE9, [BEEV =77 v 7 (Incoming
Webhooks) | ZEIRLTCT VDT T 4 v I _R—UEE, 2700 [RE]ZERLET, 20T
UBREMNZ /2o TND T —I AR—ANDO TR CO2—W—RN—EFRrInET, =2—F—GFT7 v
FOBREDERREMEDHTEET, V= AXR—ZAAZBR L TRELWE L., RITEAET,

Slack DFREX—UMMH, 7TV DORER—JIZVFAA LI FENFET, =777 URL &% RO T
at’'— L £,

CDOizu s A4 LET,

HEEO2—F—A =2 —%F&, [XE (Settings) ] Z&ERL ET,
ARl [@EE%E (Notifications Settings) ] & 7 & &IR L £ 77,
[Y—E Ai@%N (Service Notifications) | F TAZ m—/L LE 7,
HFODTTARL 7 ) v LET,

ZEiE AT LET, ZOLHNL. REINTZT—EAMAL LTCDOIZEREINET, REI NV —
xmﬁ%éné4Nykmﬁ%Téhiﬁho

Ry 7HF D A=ma—%ZERL, —E R A 7L LT [Slack] 2R L £7,
F—2ANSAER LT 277y 7 URL 250 11T £,
[OK] %7 U w7 LET,

NRELKERDBEEITT IV

AT T1
ATvT2
ATvT3
ATv74
ATvTH
ATvT6
ATvT1

1R BHIIC

COD %, DAX LHERAIA v E—V2 T —~y FLERA, DAX LY —ERAFEET
TV r—a OB EERLIZEAE. CDOIZISON A v —U &2 EELET,
BETT T EAMNCIL Ty =77 v 7 URL 24T 5 HiEICHO>WTIE, v —E 2D~
ZaTNVEEBRLTLEEY, V27 7y 7 URLZEELES, LTOFEAEZFHLTCY =
T EEMMILET,

BRI AL LY —EREREFT IV r—rvarhb =777 URLZER L Cat—LET,
CDO e A4 LET,

HEEOaZ—P—A =2 —%E, HRE] ZBRLET,

FEA D [BEFRE (Notifications Settings) | % 7 & E4R L £,

[— B Ri@%N (Service Notifications) | £ A7/ v—/L L E7,
HODTTARE %7 ) v LET,

ZETE AN LET, ZOL4FNEL, HESNZY—EARKAEELE LTCDOICEREINET, RESINTH—
AITHRE SN DA R ch‘ii'%ﬂ*éﬂiﬁ/uo
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ATY T8 Fuuv7lFourA=a—%REEL, [V—EAZ A7 (ServiceType) ] & LC[H AX L (Custom) ] %%
WLET,

ATy T H—2ZANLARLEY =277 v 7 URL 20850 A £,
ATy 710 [OK] %227V v7 LT,

AX > T M;

)

aX

X JE

BHDOAXRy haX U 7OfRE, HIRAYEy hENDETOEY BE2FRLET, R7F
SINza XU, CiscoCloud B2 fE L2 EME SN A Ry b —4 KT Z LIZEELTL
fuél/\o

[ HERE D~ (View Historical Usage) %27 V » 27 LT, &£ 12 » HEIZ 77 N T
SN TRTORF U 2R RLET,

BIMOA ML=V 7oA TR0 TER) 7850 £9,

SAML < > %5 LY 4 74 > & Cisco Defense Orchestrator D#ES

APl k—2

Cisco Defense Orchestrator (CDO) (%, Cisco Secure Sign-On % SAML > 7 )V %A A2 T A
TUT AT 4 Taf = LT L, 22FERFE (MFA) (2 Duo Security 2/ L £7,
ZHUE, CDO THESE SN DFEFEIETT,

7277 L. FARDPIME O SAML > 7Y A F 2 1dP VU =2—3 3 > & CDO ##4 L\
A, IdP 23 SAML 2.0 B L OVID 7 u g X —N3BlhT 5V —7 7a—%2HHR—r L TWVWHIR
D, FNHLAEETT,

MBEDSAML YV a—Y 3 U EZHET 556 1%, Cisco Defense Orchestrator ¥~ — M Z BRIV
B EEN,

BIZ#E X, CDOREST APIFFOMHH L &#1TH & X(Z UDAH% JUERFERLET, RO L

R & 5HI1TiE. APl h—72 > % REST API #%GE~ v ¥ —IZH AT HLENH Y £9, API
N—2 %, BHRO R [EWIZR) 778 A =2 TR, BHLEY, BROWELE
DTEET,

CDO N5 AP h—7 v &R ca 9, AR b—2 id, ARERI, [RE
(General Settings) ] ~X— VBV TWAMOAFRINET, CDO “CE'J@/\*—“/%F%I/\“C#
O [—MXEXE (General Settings) | X—VIZRED &, b7 URFITINIZZ LT LN TT
B, b= EFERENRL R ET,

% Dx—WF—iF, FEOTF > ML THMAD h—7 v E2ERTEET, HDH2—H—N»
Moaz—F—ltfbos T h—=r v aERTHZLITTEEYA, =2 ET T ETH
VERORTIZEATHY, tho——L T I FOMAEDLEIZIIMERA TE EHE A,
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apl b—y oo L—o |

APl b—O K&V L— L

API h—7 X JSONWeb b—7 > (JWT) T3, JWT b—727 U IBRXOFEMIZ OV TIL,
Mntroduction to JSON Web Tokens] ZZ&M L T 728,

CDOAPI h—7 iF, RO—EHD T L— L&A L E T,
cid : =2 —H—/7 /34 R uid
e parentld : 77> | uid
ever i APF—DONR—=TV g (FIIN—T 3 030, B : cdo_jwt_sig_pub_key.0)
s subscriptions : SSE 7 27 7' g v ((EE)
s client_id : Tapi-client]

ejti: h—2rid

=0 UDEE
APl R —% S DER

ATY T a—P—RX=a—n5, [%E (Settings) | 23BN L £,
ATF9F2 [vA h—2> (MyTokens) | C. [API h—72 > D% (Generate API Token) %7 VU v 7 L ¥,
ATV T3 WET — 2 EMFFT 2T ODREDORANT T 7T 4 AT, b= UV ERERGTIRF LET,

APl k—%2 U DHERR

API b—7 VIZHEBDHIRIEH O AN, 22—V —1F, b= UBmE LGS, BEINE
WA, TR0V T Ao 04 R4 VICHERLSE 284, APL h— 7 O H 28R
TEET,

ATy T a—P—R=a =25, [EE (Settings) | ZHRINL E7,

ATY T2 [vA h—2 > (MyTokens) ] T, [E# (Renew) ] %727 VU v L% 7, Defense Orchestrator (Z L > THf L
W k=27 URERRSIVET,

ARTY T3 WET— 2R T 2100 REORANT T 7T 4 AH-T, HLW b —7 VB RRIRIGFNRF L
£7,

APl k—Y VDERYIEL

ATy Tl =W —RA=a =26 [E (Settings) | ZHRINL E7,

Cisco Defense Orchestrator D E A& .


https://jwt.io/introduction/

Cisco Defense Orchestrator DA |
. TATUT 4T 4 TANAF— T H9 k& Defense Orchestrator 1—H— L 31— K & DRE%R

AT T2 [vA b—2 > (MyTokens) ] T, [ERVIHL (Revoke) ] %727 VU v L% 9, Defense Orchestrator {Z L V)
=2 BBV EINET,

TATOTA4T4 TAINAE—THh> k& DefenseOrchestrator 11—
H—La— K&DER

Cisco Defense Orchestrator (CDO) 22 7' A 4 A121%, SAML 2.0 ¥l ID 7 /81 X —
(IdP) . ZHEERFIET A A X — BLUOCDOD2—W—L a— RKEFEOTh 7 FRAME
TT, AP 7 H UV MIFa——onr /A U ERN/EENTEY, IdP X200 74 U 1EH
WZHEASNWTCTa2— P —%2REE L £4, LR TIL, 7’4’7/74 T4 X2 VT 4 O
ﬁV4?ﬁ%&éni¢OGMJr#~ a— N2, ERlca—¥—4, —PF =3B}
ﬁ%h&cmo%fyk\i—$~®u—wﬁ§inifoi~ﬁ—ﬁnﬁ4yﬁé&\am
X 1dP = —#— 1D % CDO 7 F > hOPEfFa—HF —La—R~vy 7 LET, CDO
N—HFTHLa— RSO0 HEIC, 48T —3ZDT T h~Da A &
EhET,

BEROBEITME DY TN A U F 2 ID TR A, X =320 RY | ID 7 aNo F—
Cisco Secure Sign-on "CJ~, Cisco Secure Sign-On (%, ZZFFEAEZ Duo #fEH L £3, BKIL
MBS UTSAML > > 7 vt A L 7 2 & Cisco Defense Orchestrator Oft & TE £4,

R4 >nT7—49 70—

2T AP T AU R, CDO 22— —ltn VA T 50 CDO 22— —L a— ¢
EDOLITRLDED T2 DOWTHEIZHA L £,

ATy Tl 22— —F, FBIAED 7= 8I|Z Cisco Secure Sign-On  (https:/sign-on.security.cisco.com) 72 £ SAML 2.0 #EHLod
74?V?4747DA4%*H@)Kﬂ74ybf\amA@77?X%gﬁbifo

ATV T2 1P E, 2=V —=BAYWTHD LI SAML 7H— 3 U ERITL, R—FliE, 2—HF—n37 7 %X
T& 577U — a3 (https://defenseorchestrator.com <> https://defenseorchestrator.eu,
https://www.apj.cdo.cisco.com/ Z KT & A V72 L) MERINET,

AT973 CDOFSAMLY H— a v #MGEL, 22— —A &t LT, Z2O2—HF—RITHIET 27 FOHh
ba—H—La—FziAo ko5& LET,

« 2—H—=3CDO LD 1 SOFF v Ma—¥F—La—F&fo>TH2H5E, CDO T2 Dz —H —(C
TFY hADT IR RAEFHFAL, 2P —n— U Lo TETTEET 7 v a v MkED £,

e 2 —P—NEHOTF v hla—YP—La— FE2FosTWHHEE., CDOFRIFE N2 —Y—
WCTEBTFU MDY AMERRLET, 22—V =0T F U " 2BNTBEE, TF 0 b~DT 7R
BIFAIENET, TOREDT T b TOaZ—PF—m—/LILoT, EITTEHT7 7 v a vV BRED
*9,

RSN T b=~ a— D=y 70 CDO IZRWEA. CDOET v
TATN—=V kTR LT, 22— —IZCDO DM AR LI, BRERAREZ Y 722 ML
DREREIREL L £,

. Cisco Defense Orchestrator D E K


https://security.cisco.com/
https://defenseorchestrator.com/
https://defenseorchestrator.eu/
https://www.apj.cdo.cisco.com/

I Cisco Defense Orchestrator ()& A&
cor—x5707voiE |Ij

CDO Ca—H—La— R&E{EHRLTH AP IZT H vy MIER ST, IdP TT v FE2ERLTYH
CDO [z —WP—L a— NiIfEkEhEH A,

FIERIZ, IdP DT H v FEHIBRLTH, CDO O 2—HF—L a— REHIRLZZ SR A, =
72U, IdP 7 A7y bR 72X, CDO K L Ca—Y—%238GET 2 HiklZdH Y FHA, CDOZ—H—L
a— ROHIBRIZ, dP 7 A 7> FEHIBRLIZZ EZ2BEHRTHHOTHEHY $HA, 7272L, CDO 22— —
La— R0, 3EEENnza2—% =23 CDO T+ v MIT 7 v AT 2 HEITHY T8 A,

COT—FFHF v OB

Cisco Secure Sign-On Z{E 3 2FEE

BEEEDY CDO @ Cisco Secure Sign-On ID 7' B AA X —ZFH L TWAHEHE, Ry NU—27 &
HHIICDO Ta—H—La— RefEkTs, 2—¥ =3I CDO ICHEERTE T, 220
=P R—HL, 22— PF-PRELIFIESN TV DA, 2—F—lECDoItr /A T
TETS

A=Y= CDOIZT 7 EATERNE I ICTO2RERDH L HEIE, Xy U — 7 EFBEN
CDO = —H—Da—H—L a— REHIERT 5721 TEAET, Cisco Secure Sign-On 7 71 7 >
MISIEMEFEL, Xy N =7 FEE N2 —F =%t L7 WA 1E, Cisco Secure Sign-On
THEALTW =D LRI L2—YF =4 TH LV CDO = —H— L a— RaERT 52 LN TX
£7,

BEENCDO OMEIZEEL, 77 =WV TV AX A Z— (TAC) ZREOHTHEMN
BEUTBE. BEENRTAC = V=T Oa—HF—La— R4 {Ef$T5 2L T, TACZ V=
TINTT v b ERHEL, BERICHEREBEEZRETELL IRV ET,

MBDTATUOTAT« TANAE—% 1 DER

SAML > Z V%A 74 & Cisco Defense Orchestrator DFEE L. TA T T 4T 4 T aA
=T HorheCDOTHU Yy hOWGEHIELET, 2D X5 RBEHKIEL CDOTTY AT
YTAT A4 TanNA T =T v b a—PF—La— REERBLOEH TE T,

CDO 2—H—L a— K, FFZzombFa2HlRcE£4,

Cisco TAC 76 D XD MERILGAIL, BERIIHARY S — V2R OT AT T 4T«
TN, =T H FECDO 2—H—La— RO %z, TACZ V=7 HI/ERT& %
T, TACT Y V=T X, BEHKDOCDO 7T MIT 7 AL TRAEL, 1HlERELBEKE
ST N TEET,

DRAIFXR—T RY—EXR Fang 54—

VAawFx—Y R —ER 714 X— (MSP) I, CDO @ Cisco Secure Sign-On IdP % {&
L TWAHE . Cisco Secure Sign-On |2 H OB TE 7, MSP OBEEKIT CDO IZENEND
A—P—La— FEfERTE 570, MSPIZBEROT F o B TEEd, bbHA. B
BERIZMSP O L 2 — FOHIBRZZRICHECE 9 (HIBRZEBIR L2854

Cisco Defense Orchestrator D E A& .



Cisco Defense Orchestrator DA |
| WEEEE

o 2—HFOKHE

RILFTF bHR—2)LDERE

CDOVNLNFTF o hB—F ) Ea—IliZ, BEOTF v NMCELERDLTXTOF AL ANG
PG SNIHRPERENET, ZOYNVTFT T2 MR=Z L, THRA ADAT —H A,
FNRAATETFROY T NI =T R—=Ua i ERERENET,

)

GE)  ~“AFTFUIR=FANE, EEOY—Ta 7T MeBEMLY, BILeT b
DEBRRT NA ALFIR LI TEETH, 7T FORESLT A ZAOBREITTE EH
Avs

[ZC®H BRI

CNTTF U NR—=F VA, T N T OBENEINCR > TV A ARICORMEHTEE
I, T N TeNT T bR—ZNVEBNZT HIZ1E, Cisco TAC TYHHR—Fr v &
EFEd, VYR —bF vy RS, R—ZLVRERINDE, R—F L TRy hT—H
EEEO— N EFO—Y =N, TF U NEBNTESLH120 F9,

RAETHARELOSDHTEOT T v FBEEORMEEZ BT 272012, Web7 7 UL E v v
V= kb Cookie 7 VT THZEaBEIDLET,

YILFTFHU RR—4EIL
~AFTF Y MRS TR, RO A = 2= BB SR TVET,
o [T /34 A (Device) ]:

s R—=FWTBEBMSINTZT T2 MIFIET 5T X TOT A ARKRINET, [7 4
L4 (Filter) ]| & [B5& (Search) | 7 4 —/V R&EMH LT, £ 5731 AR
TEET, T/ M RAE7 V0 T5HE TAAADRAT—H A, BARE LN, 77
AT T —IVE—FR, TJo—/LF—NR—F—F VT NT=T N "—Vg Rl EFER
TEET,

o AU H—T A RE, T—TNIERT DT NA AT T 0 BBEREZITI VT

THERICHEHTE 58Iy h—= 23%H Y £9, [AnyConnect J E— h 7~ & X VPN
ERE, MOTXTOTNRA AT BNRT 43T 740 N TE RENTWET, T7—7
NWoaH AL <A AT DHE, CDOIZKREIYA A v Lz &, BRLEZAAED CDO T
HEEESNTOET,

TNRA R Y v $ e AN DOFMBERSNET,

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&

w77+ k=07 roen i

e R—ZAOFE#RIT, a~KYVE (CSV) 77 A My ZAR—F © Tx x4,
ZORERIZ. TAAAAESHLED, T RBAEO R NW2—F—TEELZVTHD
WL ET, T X ET 7 AR — b T HZNZ, CDO TIEHT LUV csv 7 7 A LA
B SN ET, ERREND 7 7 A VAT BN E LN E ENE T,

« THAA ALEHT D CDO T PN DHRT N, ARFHTEET, vV FTF
M=% TIE, CDO 7 b= VICBBIT 57200 [7/34 ZAOHH (Manage
Devices) |V v 7 BRHBEENTWET, TDOTF L vDT AU FaRioTRY, 7
FU R ER—FZANRFELY =T a v HNIZHDEES. TAALAZZIDOY VI RFEREN
FI. T MIT 7B AT DHRD RV AT, [T ADE . (Manage Devices) |

VUo7 I3RREINET A, MEOFR Y MU — 7 EHFITHEE L T2/ 2 88T
TET,

A\

GE)

FNRAALERLTWESET T ERHDY —2 a3 VNIZH D58
X, FOUV—=TaDCDOWEYA A THEDDOY TRk
RENET, FOV—3 U NOCDO £72013F0 U —2 3 VN

DT F v MIT 7 BRATAHERORNESIX., T/ A 2B T
=EH A,

rosa All Devices & Services

Mubi-Tansre =
m T A8

«[77F v b (Tenants) ] :
c R—HIBIMMSNIZT T PRFRRINET,
« Ry N — 7 EEE S PR R—H Ty R EBITTE T,

2 xR IV ITHE, CDOT TV FDAAL U _R—=UNERENET,

TIVFTFURR—FILADTF 2 FDEM

Xy MU= EHE VRO — 3 K= T T M EBEINTEET, B0
V=2 a NZEER->TT T b 2BIMMTEET, LExE 3—ry ") —Ua rinbXKE

V=g e Fr b EBEIMLEZD, KEY —Yarhba—ay ) —Ug UITBMLEZY
TEET,

Cisco Defense Orchestrator D E A& .



Cisco Defense Orchestrator DA |
B <1557 rk—suns07+ roBik

EE 57U PMTAPIOBLD—Y—DER L, CDO ~DFRIEHAIZ APl b—27 U 2ARTHZ L %
BEIDLET,

GE)  HN—=FNMEEOT T b EBNTH2HERIE. &7 T B APL M —7 U EARKR L, TF A
N7 7 ANMCREO T ET, Znick D, BEOT T FER—=F IR A EEBIZIBINTE
9, b=V UEARTDHEOIZERIT T NV A4TH D T AL

ARTFYTN TF U F_N=DIBEHIL, 7THT Y M A=ma—nb, [RE]>[—BRE] >[N =027V v 7 LE
-é‘o

RATY T2 [APIN—2 U &AK) 227 Y v LCav—LET,

RT9T3 R—FNIBEL, [T NETE7 V7 LET,

ATvT4 7E1EIJ®%7LV MNBIMRZ 200 7 LET,
ATV TS b= &MV AMTTC, IREFEEZ2 VU 27 LET,

TILFTF2 R R—FILHSDTF > FDHIR

AT TN K= MBE L, [T7F >k (Tenants) | X7 %27 U v 7 LET,
AT T2 ARICERENDIFIETHHIBRT A a2 70 v LT, LERTF MEHIRLET,
RATv 73 [HIER (Remove) 127V v 7 LET, BEFMTONTET AL AR —FA0LHIBRENET,

Manage-Tenant 1R— % JL DX E

Cisco Defense Orchestrator (Defense Orchestrator) ZffifH L C. [(XE] X—Y D~V FTF ok
KB Elx Da—F—TH T NOREEDEN N AR~ A AT ET, [2—PF— 2
==— (usermenu) |ZBHE, [WE] 227V v 7 LT, [RE]X—VIT7EALET,

© US East Coast
admin@cisco.com
£+ Settings

% Switch Account

= Sign Out

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&

)ﬂdll
it

ThorvrooYEZ

zz I}

EMRERE

Web GATIZ LD, _R=Y Dt v MUK S EAORGEREHS A 2 lcitsnnE 7,
HITIE, BRLIEARN—=T, R=UTELCLIEEM, 77 00— T g0 8N~ g0
TNAADKRA M EREENET, ZOFERIL. A I BEREOM LRI S &7 — o 2 gl
L, Bz UET20IHINET, TXTOERRLT —Z 13EA T, BT — X I3%E
ShEHA,

Web HTIET 7 4V F THNZ /2> TWET, Web T 2 202, FERIICHZNZ T D12,
WROFNRZHENE T,

1. a—H—RA=a—5, [E (Settings) | ZEIRL 7,
2. [&fi%#%7E (General Settings) 12727 U v 27 LE7d,

3. [Web Z3#Hr (Web Analytics) | D FIZHHATA X —% 27 Vv 7 LET,

[1—Y—&HE (User Management) ]

~NVTF T MAR=ZNVICEEM T O TS TR TOa—F— L a— N, [2—F—FH
(User Management) | CHERCTE ET, =—HF =7 v MBI, fmEEZITHIRTE
E9, FEICOWTE, Ta—9EH] 22RL TSN,

EHOR—=BZNLT H T "BNHDIEE. CDOMNSH A 7 7 METIC, B bR R—F LR
TFYNT AT METHVEZDZ LB TEET,

ATV TN ~VFTF o bAR—=FLT, AEMICFRENDIT AT M A=a—% 27U v 7 LET,
ATV T2 [THU U bOYIYE % (Switch Account) (%27 U > 7 LET,
ATV T3 FRTLHR—FNEIETT o MEEIRLET,

Cisco Success Network

Cisco Success Network |L=—H %D 27 7 7 R4 —1E 2T, Cisco Success Network % 21
T 5HE, T3 AL Cisco Cloud B2 & % = 7 2 BEe 03 e S A, IR DU B3 2 1 &
FHEBRRA N =7 E8NET, VANV EZARNI =07 T5ZLICE-oT, 72304 A
MHDRMROT — 5 2RI TENEZHEEATY E— FOEHAT — 9 VITHEET DA
= ALPREENDT2D, ROAY v MRBFLIET,

« Xy hT =27 WO OFRMEE A LSS 572002, FIFH AR ARl H OREREIC DWW Tl
MLUET,

LR, BT 7 =0 AR — b y—ERLE=F—V 72O Tl
]\/iﬁ—o

Cisco Defense Orchestrator D E A& .



Cisco Defense Orchestrator DA |
B -»e=

o VAaBEOUFEIHESLE ET,

T NA AL X =2 T R A M KL OWERF L. Cisco Success Network ([ZB G T 5 X 9
I LET, T30 A&, L 721 T Cisco Success Network DR ELZEE CTx £97,

\}

GE) « Firepower Threat Defense /A 7 XA T E U T 4 X7 TIX, 777 4 7T A%ERT S
&L AH U NA T34 AD Cisco Success Network % E%# EEX LET,

» CDO iZ Cisco Success Network iR EX EH L FH A, REDEEL T L X MU FEHROEM
L. Firepower Device Manager (FDM) L—H—A ¥ —7 = A ANTWET,

Cisco Success Network D H %L £ - I EZh1E

VAT MO ERFZ, Cisco Smart Software Manager (27 /3 A &% &kT 5 L HITkd b
9, BERETIC 90 A OFHE 7 A & A &I 556, RHMIIEOK TRICT N 2%
BET 2 0ERHY FT, 70 A2HEHTHITUE. (A~v— b7 A2 A (SmartLicensing) ]
~— ) Cisco Smart Software Manager (27 /NA A Z Xk D0, E1IEBEEF—%2 AL T
Cisco Defense Orchestrator {288k L £ 97,

TNAREREKT DL, N=F XV T AT DL T AL RAZTA B ARED Y THILE
T TAARERET DL, AL TNDTRTOF T v ar T8 AL ERINET,

Z OFEEIL, Cisco Success Network # fEZhZ9 5 Z & CWOTHEPICTEETN, 2047
v a VIIFDMUL AL DHRBENCTE T, BT DL, TA 2N T U Rhbblfish
F9, UL CHLEFTOZESCA~Y— b T4 b AEEEDEMEIC TR ST, ERICEIEE
FLET, sFMIC oW TIL,  [Firepower DeviceManager 2> 7 4 ¥ = L—3 3 v HA R, /3—
Ta v 640 L] o T 257 L& OO [Cisco Success Network ~DIERE | 27 2 a
AL T EEN,

CDO Ca—H#—La— REfEREITRET D/, (74T T 474 TanAZ =77
7 I & Defense Orchestrator = ——L 22— N & DR 25iA T, ID 712314 X — (IdP)

Ty hEea—H—La— R REDOLIITHAEMATINEEE L TLES, CDO =—
P—1Z, FBRESINTCDO T+ > MIT 7|8 ATES L 9IZ, CDO L a— REXHET 5 IdP 7
BTV N PSHETT,

FEE O 1dP 2372 R Y | Cisco Secure Sign-On [Z9_XTHO CDO 7+ FDID 71 /34 X —
LD ET, ZORFOERD O, ID Fr s34 X —& LT Cisco Secure Sign-On Z ] L
TWL Z E&xfifgs LTWET,

Ty MCBEEMA T O TWE TR TOa—Y—La— NE, A——EEEF CHATEE
T YAR—=FF 7y FEMRT D720 RIS T B v v MIBEEMT ey A3 aR— b
TUV=T bRBRERY T,

. Cisco Defense Orchestrator D E K


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html#anchor662
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html#anchor662

I Cisco Defense Orchestrator ()& A&
7o rEER T T s1—y—La—roxs [l

T MIEEM T TWSA——La— FDOERFR

RTYT1 =P —RA=a—0b, [E (Settings) ] ZiER L ET,
ATY T2 [2—P—EH (User Management) |27V v 7 LE7,

9~ example_tenant _

net-ops@examgle.com

B SETTRGS User Management

User Management Email Last Login Token Roles

7iz3f208

sec-ops@example.com E Admin

superadmin@example.com 8/30/2018 Super Adrmin

hereZhelp@cisco.com i Read Only
B/25/2018

net-ops@example.com Admin

GE) YRV R—FIRTFT U MIT 7 EBATERNEIICT HITIE, [FHE (General Settings) |
BHRE 39 N—Y) R=UTTHY L FREZEELET,

21— —EED Active Directory & )L— 7

SROA—F=PHBEIANED LT T FOBE, HxOx—W—% CDO IZEMT 5P
D iZ, CDO % Active Directory (AD) ZV—FlZ~vy 7 LT, 2—%—UJ XA ba—Wf—
n—/L&E LD HBEICERTEET, FriLna——0BINCHEFO 2 —F —DHIBR L Vo Tz
=P —DZEE (LT T, Active Directory THFEITTE 2 L 912720, CDO THEITT 2 4EN
<70 ET,

[—%—& P (UserManagement) ]~S— 725 AD Z/L—7 %801, Rk, £73HIRT 512
I¥. SuperAdmin = —F—m — L RMETT, FEMICHOWTIE, [2—F&E]] 2L T
<TZ&EW,

[Active Directory”' JL— 1 42 J

[(RE] =V D [2—P =4 (User Management) | &7 ¥ 3 ZiE, HECDOIC~v vy E LT

STV D Active Directory 7 /V—7" DX 7030 £9, bBEEREE LT, ZOX—V|Z

I, AD v X =T ¥ THIV N THNTZ AD V'V —T Du— LR RINET,

AD 7 V—TZEEN TV D2 —H —[X, [Active Directory/ /b—7 ¥ 7 £ 7213 [2— W —
(Users) ] # 7IZfEBNCER R ENEH A,

Cisco Defense Orchestrator D E A& .



B scozm-

Cisco Defense Orchestrator DA |

[Audit Logs] % 7

[XE] X—T O [—F—4EH (User Management) | &7 I a ilid, BERTTOXTHHY
T, ZOHLWEZ g 00F, CDOT AT Y MIT 7B A LT R TOL—H —DHHK
nJgA UL e A VIR L QW e ——or— Rl FoREnET, i
X AR —F—a A L AD I V—T a s A O REENET,

TIILFA—)L1—HF—

CDO @ IAM BEREDLEE &L, 22—V =D O — L 2RO ENTE L L1 L
77

22— =L AD OEHDO T NV—TITRB L TCWDIEAENRH Y. TN oD% 7 /V—7 1%, CDO I
BOWTHEZRHCDOL—/VTERTEET, 22— =N A VRIS T 5 REr7e R,
ZOa—HF—=nNELT\5H, CDO TERINTWNDLTRTD AD 7 /V—7Du—/LOMAE
bETT, FE2E, 2= =020 AD Z A —7IBLTEY, WHFDOTL—T08250
Bipnuo— (REFEHET 7oA EHHLE) TCDOILEMENTWDEA, = —F —IdfW
LHEHET 7 AHEHOWGOHREFRLET, Ziud, EEOHED 7 V—7 L a— /i
ENET,

AD JV—T7 D~ v ¥ 7% CDO TERTHIVLENHLDIT 1 BT THY, 2—HF—D7
7 AL HEROBERIL, F0%, B b 7V —FMca—F—%BN, Y. £138E1 %
Z L2 o T AD THEtIZ S AT TR T,

\}

GE) =o2—¥—n, fFlz—F—THV, »"OFELTF FDODAD 7L —TIZHE L TWAEAIEL.

Z L& BRI

AR — —Dax—HF—— /LN AD /L —F Da—H—o— L L) HER I E T,

AD S NV—TF <= ¥l ha—F—EHIEA L LT CDO BT AHIIZ, AD % SecureX & #%
ETHUENSHD ET, ADDID 7u A X — (IdP) NEEMAEINTWVRWEGEAX. RO
BEEZ EITTH2HERH Y £97,

1. CiscoTAC THAHR— N —RX%&HE, ROEREZFEH L THAX LAADIAP A EERLE
7,

« CDO DT F > b4 & g,
AL LN—T 4 T HEFKT DAL (B @cisco.com, @myenterprise.com)
« XML EROFEHEL 7 = F L—va v A F—4,
2. ADIZROA A Y 5 SAML BERZBMLET, 2RO O TERILT L ALFRRI SN
ij‘o

« SamlADUserGrouplds : ~ ®JgMix, =—%—723 AD LTS3 X THO 7 L —7 DR
T EZFIR LET, e XX RORZ Y —rvay MIRTEHIZ, Azure T [+
TN—TFROIBM (+ Add groups claim) ] 23R L £ 3,

. Cisco Defense Orchestrator D E K


https://mycase.cloudapps.cisco.com/case

I Cisco Defense Orchestrator M E A&

Feo sz

1: Active Directory TEZESNT=H R Z LER

= Microsoft Azure £ Search resources, services,

Home * Cisco-COO0-Dey * Enterprise applications > securex-okta-ci > SAML-based Sign-on >

Attributes & Claims

=+ Add new claim  —+ Add a group cdaim =2 Columns 57 Got feedback?

Raquired claim
Claim name Valua

Unigue User Identifier {Mame 10 user.userprincipalname [mameid-for.. ***

Additional claims

Clairm name Value

hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/emailaddress user.mail

hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname user.givennams

hittp/fschemas xmiscapuongfws/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocapuong s/ 200505 identity/claims/surname USELSUMamea T
[ SamlaDUserGrouplds | USELQraups 2t
| samiscurceidpissuer | “https:/ysts windows.net/1e491488-.. ***

« SamlSourceldplssuer : Z D JEMEIL, ADA VAKX A% —EIZ#HBILET, =& 2.
WDAY V—rvay MIRTEIIZ, Azure T [+ /b— 7 EROBENM (+ Addagroup
claim) 1 Z@IR L., A2 1—/,L LT Azure AD itkBll+% RoF £,

Cisco Defense Orchestrator D& A .



Cisco Defense Orchestrator D& A& |

. 21—+ —& 2 Active Directory 7' J)L— 7 DB

2: Azure Active Directory DRI FE R D115

= Microsoft feure

Home * Creo-CDO-Dew » Enterprise apalications

RRCUTEE-FLR] 8

securex-stage | SAML-based Sign-on

Enterprise Application

B Cherview

[ mepioyment Fian
Manage

1] Properies

& Jremess

&« Raoles and administrators [Previen]

A5 Ukars and groups
2 Single sgn-on
B Provisioning
! spplication prosy

S Sall-sersice

Security
% Conditional Acoess
.f. Parmisions

B Token ancrppton
Arthity
T Sign-in logs

S Usage B insights

T Upload mesadats file

ELTLRTIIRFL AR
Fialpy Spte
Lagaout Ld

artributes & Claims

givenname

Burnams
analaddnegs

Famg
SarmiSouncel dpissuar

SamiaDLEerEaupids
Linigue Lisar Ddanti R

SAML Signing Certdficate

Status

Thumbpring

Expiratian

Matification Emal

&pp Federation Matadata Ur

Certilicate (fasebd)
Certificate (Raw)
Fedaratioe Matadata Xl

Zet up secunex-stage

13 Zagrch rescurces, sendces, and docs 05+

w2 Chenge single sign-on made  £= Test this sppiication

LAY
Dptizat

s

UEr Givan name

AT ST

AT T

LT SR i N

A7 ol Fasdiack?

Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300

Tdac?bf”
AT GO
Rl e T ER

At
ATECETR AT I3RS N6EER TR TAFTOGDIEET 16R0
11/9/2028 B:1151 PM

| ipseginmicrasataning cam 104314886254,

Drcrvamibcuad
Doremicag
Dierarsvicund

W'D i e configisne B applation ta Bnk with Azunk AD

|Hl.pb'.-'ﬂnginrril:ru:uﬂoninvmml'h@“ﬁﬁ-ﬁ?.‘h. E
|m‘h:s;f.-’!::smnumnw1m1dua-635a-ﬂﬁ1-m1.. By
|*nwnnginmuu:uhoninemrn.r1l:¢'§l1-133-l525a\... ]

Audit logs
L g Lasgie LURL
W Provisianiog log Azure A0 dentifies
5= BOOESS FEVIIWE Lagout LIAL
Waree st - by-sbep instructions

21—+ —& I Active Directory 2/ JL— JME/N

ATY71 CDOICR A LET,

ATFYT2 2—P—RA=a—2b, [RE] ZBRLET,

ATY T3 [2—H—FH (User Management) | %7 U v 7 LET,

ATy T84 T—T D EEIZH D [Active Directory 7 /L— 7] RN L 7,

ATY TS5 BUED AD J/L—T N2 0 GAE, [ADZV—T70EIN %227 ) v 7 LET, BEFOZ N RS 556

. BN AR &2V s LET,
ATvT6 ROFEHREATLET,

£ Edit

& Edit

. Cisco Defense Orchestrator (D &7



I Cisco Defense Orchestrator ()& A&
21— — &I Active Directory &' )L— T DiRE .

[IN—TH] —EOARTE AN LET, ZOAHNE, ADDIZ V=T E B LTV LOIRLEIH Y £
HA, CDO X, ZD7 4 —)b RCRHRFZ R — b LTHERA,

[/ NV—TID]: AD OO N—TFID ZFETASLET, ZHid, ADT7 U Fr—3 32BN T
(A7 V=7 FID) LW RATREINDGERH Y £7,

« [ADFATH] : AD 25D AD BITHEDEE FETATI LET,

(8= ZOAD I NN—TICEEND TR TOZ—F—Da— /L3 REY 3, FEHIZ OV T,
[—H—m—] 2L TIEEN,

(A7 >ay) [IER]: 2O AD Z A —F A s p i z8mL 7,

ATw 71 [OK] ZFIRL £,

21—+ —%IEF Active Directory &' )L— T DiRE

458 HHEIIZ

CDO TAD / NV—7Da—WF—EHERET H5E1E. CDO 2 AD 7/ — 7 %[RRI 5 Hik
FPIAEETXAZLICEELTLIFEY, CDO TAD VNV —7HKARET A LT TX
FtHA, ADZNV—THAHOZ—F—D U X N EHETHIZIE, ADEZFEHATAILERNHY 7,

ATY71 CDOCr A LET,

AT T2 a—HF—RA=a—00, [T ZHEIRLFT,

ATy T3 [2—H—FH (User Management) | %7 U v 7 LEJ,

ATY T4 T—T N0 EEIZEH D [Active Directory 7 /L—7"] Z3#EIR L £,
ATYT5 METDHAD Z V=T EREL, [ 7 A 2 2ERLET,
ATYT6 ROMEELLET,

[(IN—T4] s —EBEOL4RIEATILET, CDO X, ZD7 4 —)b RTRECFE R — ML THERE
Ao

[/ N—TID]: AD PO NAN—T7ID ZFEHTANLET, 2L, ADT 7Y r— 3 BN T
(A7 V=2 FID) LW IR TREN DG ERH Y £7,

*[AD¥ATH] : AD 25D AD BITHE DA FEHTANILET,

c[B—]: ZDOAD FA—TICEENDI TR COZ—F—Du— L3 RE £4, FEHICOWVTIE,
[Z—HF—m—)L] 2L TIEEN,
[HEFC]: 2O AD A —TICEH SN ER A BN LT,
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. 21— —& A Active Directory 7' )L— T D HI

1 —+H—&EF Active Directory /' )L— T D BIlf&

ATy
ATvT2
ATv73
ATvT4
ATvT5
ATvT6
ATvI1

CDO L7 A LET,
a—P—RA=a—nb [RE (Settings) ] ZEIRNL E7,
[—H#—&P (User Management) | %27 Vv 27 LE7T,
T—7 VD EZdH % [Active Directory 7 /L— 7] Zi8RIN L £ 7,
HIBR % AD 7 v — 7 & 45E L £ 7,

[HIE% (Delete) 174 a2 IR LET,

[OK] %7 U w27 LT, ADZNV—7%HIBrT 252 L 2R LET,

iR CD0 L —H — D 1ERK

RD2HODZ AL, H LU CDO 2 —H—Z AR 572D ETY, IHEFICFITT O 4%E
THY E£HEA,

» FIR = —% —[r} Cisco Secure Sign-On 7 7 7 > ks DIERK
« CDO =t —H#—4T?» CDO = —H— L z1— FDIERL

INHDERAITNRET T HE, 2—F—IF Bkl —H—23 Cisco Secure Sign-On ¥ v 3 = R —
K725 CDO ZBA< Z R TEET,

## 1 — —[ (4 Cisco Secure Sign-On 7 H o > FDYERL

Cisco Secure Sign-on 7 41 7 > F OFERKIE, H LWL —HF—RNHGTHOTHITHI ZENTEE
T VU TONDT T FOARTIZHEEL T LETH Y FHA,

DO ~DBT A DUV T

Cisco Defense Orchestrator (CDO) (%, Cisco Secure Sign-On 27 A 727 47 4 T HR/NA X —
ELTHML, Z2RRAE (MFA) (IZDuo i LES, CDOITAY A T BI2F, FF
Cisco Secure Sign-On T7hH > &ML, Duo 2FEHAL TMFA 2R ETHHELHY F
ER

CDO |Z1Z MFA BB TY, MFA L, 22—V —T AT T 47 4 2Ri#T D200V
T4 &b LET, MFAO—fETH D " HEFHEIETIE, CDOCe /A v T52—H—DID
BHEERT D20, 20D R—% 2 FERITEZENLETT, HODOERITIoa—V—4 &
INRAT— KT, 2BHOEFZIIA LT~ RCEREND U Z A LA T — K (OTP) T,
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| o

EE 209F10F14B&XYRIZCDOTF > FBAEEL T =HEEIX., ZOEHDMDHYIZ [Cisco
Secure Sign-On ID 7' 12/ 34 X —~DEAT (34 X—V) | Zu /A FIEHE L THEHL T
é l/ \O

OJ4 9 BHIl

DUOtEFxal)T4DA R r—JL, DuoSecurity 7 7' U /r—3 3 > &R EREC
A VA=AV TBEZEEBEIO LET, Duo DA VA M—LIZOWTZTERNH H5E1.
[Duo Guide to Two Factor Authentication : Enrollment Guidel] ZZ& M L T 72 &,

B DR, ENNANT AL ZAEBFEH LT Z A LN AT— REAERLET, OTP 1T

R—ZAThHAED, TRAZADIZ Oy TN Y TAEZALERYLTNWAZ EREETT, I

AAZADT a7 BNHBMIC, FRIETFETELWVEINCERESNTWAZ L 2R LET,
#1485 Cisco Secure Sign-On 7 h ™7 > FDERL & Duo EEZRBINDRTE

BHIOY A v F T —r 7a— T4 BEOT e A TT, 4 BETRCERTTALERS DY
F7,

AT v 71 #HLL Cisco Secure Sign-On 7 HhHo > MZHA V7 v T3
1. https://sign-on.security.cisco.com {7 7 A LE T,

2. [A A (Signln) JEHD FERIZH D [>T v 7 (Signup) 1227V 7 LET,
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. #7138 Cisco Secure Sign-On 7 70 > FDERLE Duo EERZDIIDHRTE

3. [T A vy bDOIER (Create Account) | Z A 7 a7 D7 4—L RIZAS L, Bk (Register) &2 7 U v
7 LET,
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#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .

WIZWL DD v FERLET,
* [EA—/V (Email) ]: CDO ~D 1 7 A NI T 28 A— LT FLAZ AT LET,
* [#A#% (Organization) |: 2ftZRITLFIZEBML £,
4, [B4% (Register) 1227 ) w7358, LT RLAICHRA—LNEESNET, EFA L%
flx, [T Ty hoBAE (Activate Account) |27 U v 27 LET,
ATv7T2 Do 2FEALTEERDMZ LY F TV TT D
ZHEREE Y N T v 7 T5LET, ERXANAT AL AEEAT L L 2BEIDLET,

1. [ZERFIEOHRE (Set up multi-factor authentication) | i T, [EFHE DO E (Configure factor) ] % 7
Uy 27 LET,

2. [By b7y 7 OB (Startsetup) 227 Vw7 L, TR T MIES TENSA LT AL ZAEERL T,
ZDENRANTNAALET H T NOXT Y T hR LET,

FEMIZ DWW T, [Duo Guide to Two Factor Authentication : Enrollment Guidel] Z#ZM L T &, T
NARZDuo 77V —2a BT TILA VA M= LSNNTWAEGEEIX, ZOT AU NOT 7T 4
NR—ygra— RFREEENET, DwlEl BEOTF AL ZATEROT I a2V R—FLET,

3. U4V —FDEHKT, [m7A v %%it177 % (Continue to Login) ] %7 Vv 7 LET,
4, T HEFFBFEAEM LT Cisco Secure Sign-On (21 74 > L ¥ 7,

ATv7T3 (FE) BMOF—trT4H5—2ELTGoogle A—t T4 7—2%/RELET,

1. GoogleA—t> T 4 7r—H2EXT VL TFTHENANTNA REERL, [k~ (Next) 127 Vv L
\iﬁqo

2. By R T v U4 —FROT T MIEST, Google A—t T 4 r—F%&ty N7 v 7 LET,

AT T4 CiscoSecure Sign-On 7HD Y bDFTHhIU M) ANYDA TS a3V EERET S
1. SMSEZMHLTCT AV ba2U Yy FEL0DTiOEFE SRR L T,
2. BEX 2V T4 A A—TVERRLET,

3. [¥A T vy bOVER (Create My Account) 1% 27 U w7 LEJ, ZIL T, Cisco Security Sign-On 4 -
VaR—=RIZCDOT 7V r—va DI ANNERSNET, MOT7 7V r—ar ZA NV HFIRE
NAGERHD 7,
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#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .

By alm—RETHIANE RT v 7 LTCHENERTZY, ZFTEERLTEA NV E T V=TI LT
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B coox—v—%co0a——La— ko

CDO0 L —H—LZ THCD0 L—H—L a— FDOERL

(%> bU— 27 &8¥E (Super Admin) | HEFR %75 CDO +—H#—DH A CDO L+ —H —L a—
REERTEET, Xy hUY—7EHEIT. FLOCDO A —H—RDERFZ 27 THRE L
HLOLREILEFA—ILT RLATa—Y—L a— REERTHIHNENDH Y £,

ROFIEEFER LT, @Y Rr—Y—o— a2 ffoa—HF—La— REERLET,

ATy 71 CDOICu /A v LET,
ATy T2 a—HP—RX=a—7T [HE (Settings) %27V >v7 LET,
AT9 T3 [2—H—EFH (User Management) | %7 U v 7 LE T,
ATvT4 %bﬁ"?%ﬁ&‘/ #7 Vv 7 LT, HiLbhwa—H—%7 - MIBEMLET,
ATy TS 2= —DOBEFA—NVT KLAZATILET,
G 2=V —OFEBFA—NT R AL, Cisco Secure Log-On 7 7 7 > N DFE A —/L7 KL AIZH I
LTWAOUERHY 7,
ATYT6 Fry A Ama—nba—F—Da—FOEEZRINL T,
ATy 71T [OK] &7V v 7 LET,

1 —H —H\ Cisco Secure Sign-On %y & 1 7R— KA S CDO Zfi <

AT w71 Cisco Secure Sign-on % v ¥ = 7R — R Cit)72 [CDO] XA V&7 Y v 7 LEd, [CDO] XA NVET U v
% & https://defenseorchestrator.com ([ZFE) L, [CDO (EU) (¥ A /%2 U v 79 % & https://defenseorchestrator.eu
WZBELET,

RT9T2 WO — T4 r—2%RELTWDEAIE, A—krT 4 r—%0u=a%2 1 v 7 LT [DuoSecurity]
7> [Google Authenticator] Z 38R L %9,

cBFOT TV MZT TIla—P—La— s 5581k, £OT7 T hMouZ7 A LET,
DR =L NN TIZa— =L a— FRH LT, T AR —F LV EBINTE £,
T TIZEEOT T Mea—F—La— KRS580, #Heo CDO 77> M &RIRTE £,

cBEFEOT T MZa—H—La— RRRWGEIE. CDODFEMAZMERT 22, E7IX T4 T AT D
Vo M EERTEET,

1|

[R—% /L (Portals) | B2 —I%, BEOTF v LA SNIFEREZESG L TERLET, FMicoOW
TiE., [AFFF o FR—ZLOER| 2B L TIFEFX,
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[7F >k (Tenant) | E=—{liE, 2—HF =L a—RKBH5—OTF > FBREREINET,

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants
US East Coast Boston Office
US West Coast MNew York Office

Los Angeles Office

Sign Out

A—HD%RE

Cisco Defense Orchestrator (CDO) (21X, meAH 0 A, mEHH, EEAHEMH, 8%, *v b
U—JEBEREY, SFSEha—Y—u—nARnb0 FT, 2=V —u—iF, £TFbD
AP —TLICRESNE T, | ADCDO L—HF =N DOT > MZT 78 ATE 545,

2—H—IDFFLCTH, 7T T EICa—ARNRBRIGEANRHY £, 22—V =T, H5D
TFr b TCHARYEH e —LERL, BIOT Y R Try U7 FHE 0 — L EFORA
NHOVET, f v F—T oA RAFERIT~v= a2 T A THEARY HEHZ—F— FHE—P—,

F v NI =7 EHEL—YP—IZONTERINTWDIEHEE, FEDTF v MBI ZED2—
P— DR L~ ST ET,

gAY EARAO—IL

A FH e —ANE Y B THN2—P =2, TRTOR=VITROFNANTFT—RRR
SNET,

[Read Only User. You cannot make configuration changes.
AW HEHr— L Zffoa—F—3, WO LzFTTEET,

«CDO DIEEDOR_R—VF - IIRELTERT 5,
MEEOR—=VDaAr T UV ERBBLO T A NVE Y o TT D,
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B sezm0-0

e TN AREEH L, BEn /2 F£RL, VPN~ v B 7 2RI D,
NEEDONR—VOREEIIA T2 MIEHT AT R TOEE LT RT B,

cMMBEDAPI h—7 U EAKT D, BHTH, WMOET, AR EH—F—%, BO0
h—27 U EBVETE, FERTERVWI SICEELTLEE Y,

A F =T A RPDHYR—MIERE L, BT 2T AR— T2,

B HEHA—F =T, RO L EZFEITTEEREA,
AEBON—T TR, B BOE, EITHIRT D,
« TNA A HAYEN T D,

cF TVl FRRY =R EDIERUTMEEIRZ AT DAT v T AN—TTEDLNPRIFTT
EREAN

« CDO 2 —H—L a— R&E{EHKT 5,
e —YP—o— LB EHFT L,
T I EBAN—NERY I —IZTEZFELIITE vFT 5,

wmEFEAO—IL
REHEHo — LA a2 ——L, kOBEEFEITTEET,

e F T2 v, A=, =y s A H =T A A, VPNREEZETHN NI
FRIE S IRNT A AERR Z e L OMRTT 5,

HREDOEARMY T 7 a ko TTIThhW Al OLEEL2Fa+ 5,
EHY TR NEHT Vg U EFIAT S,

EHH 22—V —1%, ROBRELZFATTEERA,
1 DEIFEROT N RATEREERT S,
« ARSI E S E 7212 O0B I Lo TR SN e AR AT 5,
 AnyConnect /N 7 — %7 v 7 a— KT 5, 232N OREEHEKT D,
T NAADA A=V T T T L—REeRTYa—NVT 5, £LEFFHTHIGT 5,

X2 VT ST ER—ADT v T T = R AV a— AT 5, I3 FEH TR
50

eSnort2 & Snort3 D/N— g VA FEITHI YKL 5,
T L— MEERLET,
« W7D OOB AR OBREEELT D,
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mpzmn—L

VAT NEHRERRET D,
FONA A A5,
FRY 2 EHIET 5,

VPNt v varFhida——t vy a  2HIRT 5,
+CDO —W—L a— N&{EKRT 5,
e 21— W — L EEHET D,

REBEAD—IL

B n— L2 ffoa—W—i3, ROBIELZFITTIET,

BePERI R B 2 — DT A AK T EE O T A ZITEBT 5,

« ASA T A ZDRFEAER ZIJLIZRT 0, Bird 5,
e TNRAADA A=V T v T T L= RERAr Y 2— /L& ET D0, FEICHIGT D,
X2 VT 4T —ER—ADT v T T — REAT TV a—)ViRET D0, TEI TS

%)O

BEY VA NEBET Vg U EEAT S,

B —Y—3, ROBIELFITTEFEFEA,

Snort2 /N— 3 b Snort 3 N—V 3 U ETFEITYID X S,
T T L— MEERLET,

A7 D OOB BEHDZREHEEET 5,

VAT LEPRRE R RET Do

T R EBNENT D,

T AEHIRT D,

VPNt vy v avrEizida—F—tya v ZHlkRT 5,
EEOR—U TR, B, RE. £EHIRT 5,
TN A E B AT D,

ATV x s FRRY VTR EOVERICNTE I X AT DAT v T AN —[LTE D BRIFILT

ERAAN

*CDO = —HW—L a— R&{EfRT 5,
ca—PF—n— L EEET D,
T I EAN—NERI L —IZTEFERITITZ v FT 5,
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B vwntevoavcr—srn—n

VPNty S aoverr—ovyaO—)L

VPNt v ar~x—Yyua—ld, ¥4 MEVPNE#H CTld7e<, VE— 77 A VPN#
i A9 DB BT ICERFF ST E T,

VPNt arvx—Iya— i rHoa—F—3, ROZLERNTXET,
« CDO DAEEDN— Y E TR E L BT 5,
fEREORN—=TDAT UV ERRBI T AN 2 T D,
T NAARERIE L, BEr 72K /RKL, RAVPN ¥ v E 2 7 2R T 5,
AEEON—VORTEEIIAT Vs MIBET TR TOELEE2RRT D,

HEDAPI h—7 U EART D, EHTH, RVIET, VPNEy v arvRx—VyDar—
P—iF, BODO =7 ZROHETE, BERTERVWI LIZEELTIIEEN,

s B =T 2 ANLYR—MIEK L, EEe 2T AR — T35,
*BFFORAVPN By v a v #TT 5,

VPNt grv3—YyDa—HF—3, ROZLIITEERA,
ALEOR—UTOER, BH, RE. FITHIBR,
cTFNAADF U R—F (T,

cFA TVl PR IR EOERITME IR Z AT D AT » T AN—XTE DPRAFLT
RN

« CDO . —H— 1 23— ROIERL,
c 2—P—m—LDOEH,

WY —~DT T BANL—IDT B FEIIFTE v F,

Admin O —)L
FHE—Y—IX, CDO OHHWPHMEIZTERICT 7 A TEET, FHEL—VF—I1TKkD
CLBTEET,
*CDO DIEEDOF TV =7 FaAEr, B0 BHr, HIFRL, REZTT O,

o« TN A DAY,

« CDO DIEEDOR—V ETIMEROBREE X RT D,

AEEOR=T DAL T UV ERRBI O T AT ) T D,

c TNNAARERIIR L, BHEr %2R RL, VPN~ v VL 7 2ERT 5,
ALEDOR—VOREEIIIA TV =7 MIET TR TOERERRT D,
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wyro—vgEEo—L |}

cHBDAPI h—2 U EAKRTH, BHTH, WOHET, b—27 BB EINHAIR,

AVHE =T 2 A RENLTHR—MNIEK L, BFERT 2T AR—FTEET,
BHE LY —IRO L EEFTEEEA.

¢+ CDO —W—L a— F&EKT 5,

e 2—P—n—LEEETD,

*y hI—UEBBEO-I

Sy MU EBHE 2~ —F, CDODH LW AAIEIZHERIZT 7 8ATEET, 2y hU—
JEEIIRD N TEET,

s 2—HF—a— L EEETH,
c a—HF—La— FE/ERT 5,

)

CE) vy FU—Z7EFHFILICDO 2 —HF—L a— FEERTEETN, Toa—F—La— R 7T
TlEa—H—n7Fr Mu A T 5IEAR+5TT, 7T RAMERTHID 7 m 31 & —
DT AY Y ORI T, BEROBEIIMBEDL 7Y A A ID T rssAf F—
DIRWNRY | ID 7’1 /3o X —[X Cisco Secure Sign-on ¢J°, ——| Cisco Secure Sign-On 7~
AUy MIHERET 2 Z LR TEET, FMICOVTIE, B CDO 77 b~ r 7

A (33 ~—=V) ZZRL TSV,

+CDO DIEBDAT Vw7 N oA, BEHBY . B, HRL, BELT.

e

TN ADF L R—=T 4 7.
«CDO DIEEDOR—FHIIHRTELHRT S,

AEEOR—TDaArT UV ERBEIOT A NVE ) L TT D,

TN, AFREEE L, BHEr 7 2FK R L, VPN~ v T 2HERT D,
FBEONR—VOREETIIA T 27 MIET AT R COEELZFRT B,

cMBEDAPI h—7 VEAKT D, HHTH, BVET, N—2 VBRI EENESGA TR
WD ENTEET,

s H =T 2 ANLYR—MNIEK L, BEEe 227 AFR— T 5,

A—H—A—)LOLa—KFKDZLEE
a—P—La— RN, BERES N TV a—F—oa— /LT, TF 2 MIBE#EMNT N T

VB —ZFHRB I LICE Y Far— P E O — LA LTH B R L a— RiC
Lo THII TR ET, 2—P—n—LEEETHL, a—F—La— FRLEHINET, 2—
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. A—¥—O0—)LO1—¥—La— FOEHH

P—pa—F, 22— T — T L TOr— LS TENEINFET, SEHIZHOVTIE,
[—EH] 22 L TEEN,

=P =L a—RELEETLHIE, Xy NV—VEFHETHLINENROY £, 7T MZ

Ty b U — 7 EBEE N W DA T, Defense Orchestrator 78— ~ F TBRWSbE L2 &
/AN

IJD1I—HF—La— FOER

CDO =—H—(%, IESNTCDO 7T MIT 7 EATES L D12, CDO b =— K LR

THIP 7 A7 MPMETT, ZOFNETIE, Cisco Secure Sign-On DL —HF—7 H 7> T
372 <, =2—HF—D CDO =—HW—L a— FE/Ef L EF, =—%—3 Cisco Secure Sign-On (Z
TH T NEES TWRWEA ., https:/sign-on.security.cisco.com (IZFEEI L, YA A HEEHD
THEIZ®H D [PA 7 > 7 (Signup) 127 Uy 7 LT, HEBEKTEET,

\}

GE) ZoFARIEFE(TTHITIE, CDO TRy NV —7EFBHE D — LD — L RKLIETT,

A—H—La— FOER

ROFIEZFER LT, @R r—Y—o— a2 ffoa—HF—La— REERLET,

ATy F1 CDO s A LET,
ATY T2 2a—H—RX=2—7T, [T (Settings) |27V v7 LET,
AT9 T3 [2—H—EFH (User Management) | %27 U v 7 LEJ,

ATy T4 %31/\7°?7\7ﬁ§‘/ 7w 7 LT, FLna—Y—%275F o MIBMLET,
ATYTE 22—V —DFEFA—LT KLAEZATTLET,

GE)

2—HP—OFEF A —/LT KL AL, Cisco Secure Log-On 77 7> hDEL A —/VT L A THHG
LTWHMERHD £7,

ATYT6 Foy7Hd o A=ma—nba—F—0Da—FORE ZEINL £,
ATy T V&7V 7 LET,
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vl osn1——oks ]

GH vy hU—J7EHEILICDO— —La— REERTEETN, 20— —La— KT TlE
a—WF—NTF Mr A T HIEARTSTYT, 77 EBAERAT LD T o, X —D7 7
UU R LML £, BREEOBEIMA DY U I A LA ID T a s, X =R OR
V. ID 7'm /31 & —|Z Cisco Secure Sign-on TJ, = —H%—|% Cisco Secure Sign-On 7 # 7 > ~Z
HOBERT 2 Z LN TEET, FMcOVTIE, FH CDO 7> b ~Df)EIr 7o o (33 ~—
V) B TLIEEN,

APl D#H D 1L —H—DVER

ATvT1
ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

ATvT1
ATvT8
ATvT9
ATv 710

CDOzr 7 A LET,
2—HP—RA=a2—7T, [RE]EZZ7V v LET,
[—H—%& B (User Management) | %7 U v 7 LET,

%b\j’ﬁxm‘&‘/ 7 Vw7 LT, HiLna—F—%7F > MBEMLET,
[APIOHD—F—] F = v 7Ry 7 A%RINL ET,
[—V—H] 74— Rica—F—HE AL, [OK]Z27 VU v 27 LET,

BEE oV —HICEA-AT FLRAEFEMALEZY, (@) XFE2EH5LILITTEERA,
[@yourtenant] %7 4 v 7 AN —WF —LIZHEIZBNS D729 TT,

Fay 7By Ama—nba—F—Da—FOREZRINLET,
[OK] %27 U > 7 LET,
(2B 5 7% Y v LET.

HLWAPIOBD2—H—D [ h—27 5T, [APIN—2 D4k %27 U v 27 LTAPI h—7 > %1
B/LET,

A—H—O—)LD1—H—La— FDIRE

DAY EFATTHITIE, Xy NI —7FEREFOa — LV RNETY, v/ 4 LTW5HCDO
2—HF—Dua—NExy NU—VFHENERT H5EG, TOoa—LARnELZInNb L, £0
a—HF—ldtvrarpoHBMICe ST U hEnhET, 2= —RHEe A T 5L,
a—HF—IFH L e — L EHNET,

)

G ZoFARIEFE(TTHITIE, CDO TRy NV —7EHE D — LD — L RKIETT,
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B 2vroross

A

R a—VP—la—Foo—LazEREd5L, a—F—La— FCBEEMNT 57 APL F—2 R
borGEITENPEIRENE T, 22—V —m—ARNERINTE L, 22— —|TFH LVAPI F—

7 BT ONERDY T,

A—H—0O—)LDiHE

ATy
ATy T2
ATvT73
ATvT4
ATvTH

ATvT6

ATy 17
ATvTS8

\}

GE) CDO=z—H—nas/ A LTWTC, Ry NI EHERFOO—LVEEFLEEA, BE

EHNCT DI, £0a—Y—un 7 FLTHERZ A T 0ERHY £7,

a—HPF—1L a— FCEEIN T — L ERET AT, WOFIEIZENET,

cDo e A v LET,

S Ama T [RE R Y v LET,

[——% B (User Management) | %7 U 27 LET,
2—P—DITIZh D [WE] T A 2527 vy LET,

[m—/ Rple)] Fry FHX T A=a—nba—F—DFF L [r—/L (Rple) |[=—HFD&El (69 ~—
V) EIERLET,

=P —La— RN, =P —IZBEEMTONTAPI b= VB H D Z ENREINTWDEET, 2—V—
DOr—EERL, fERELTAPI h—2 VZHIBRT 52 L2 MHRTOILERSH Y £3, )

NP VAN

CDOMAPI h—7 VZHIBRLIZGE, 22— —IZHEEKE L, FTLWAPI h—7 U EERTE A Z L 2MbH
F9,

A—H—Aa—)LOa1—HF—La— FDHIK

CDO Da—H—La— R&HlRT 5L, 2—H#F—L a— Fd Cisco Secure Sign-On 7 77 7 & k
Lo~y B rNER, BEMST O —F =3 CDO Ir VA o TERL LD £, 22—
P—lba—FalllRdoL, Zoa—F—La— FZBEEMT 5 TWS APL F—27 > bk
ShET (FIETH%A) o CDO O —H%—L a— R&ZHIFRLTH, Cisco Secure Sign-On
2—PF—D 1P T AH U v MIHIBRE N EE A,

)

GE) DX AT BEITTHIZIE, CDO TRy U —7EHE T — /L O — )L RYIETT,
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a—#—La—rouk [

A—H4—La— Fd)ﬁ'lfﬁ

ce oL o— RICERSR TS — LA BIRT BIciE. ROFIEE T LET,

ATFvF1 CDOWCu /A LET,

ATy T2 a—HP—RX=a—T, [HE (Settings) %27V 7 LET,

AT9 T3 [2—H—EFH (User Management) | %727 U v 7 LEJ,

ATy T8 HET 52— —DITOZHET A2 a7 ) v 7 LET,
RTvTS [OK| %7V v 7 LET,

AT T6 [OK] 27 Vw7 LT, 7Fr b7 hvy "EHIbRT D2 &2t LET,

TINAREY—ERDEE

Cisco Defense Orchestrator (CDO) (%, VR —hF SN TWNWHT A AL —E R EFTow, FH,
TANEZY T BXOGHET 28ELZ R LT, [ X P ]R_—=UnD, ROEBIEER
FITTEET,

«CDO BHLHDT RA A P —E A Z B AU L £9,
EHXBDT N ALY —ERADBEIIE L HEREAF S LET,

CHAEF LT NS AL T T L= N 2RO T L CERLET, (1
R R_R—UEBHROFR (84 2—) | 2BBL TSN,

MEHADTNARL Y= REFHEIL, T2 v a v EETLET,
c TNA ALY —ERTEADOHERE TR L, MBEEZHRLET,

Bl AA T IPT RLVA, BT AL, YU TAERSERIITIVT, TAAL AEIET
VL= ERBELET, RBETIEIRLTLE/NLFERRINENEE A, BEROMBSMTE
ANTHE, D7l L H1OOFRMIC—KT DT A AL —EARFRENET, T
B8 N—) | BTSN,

TNRARZAL T N—=RyxT VT 72T ONR—=V 3 Snort X—T 3, ®IEA
T—X A R, BAHMH . Secure Device Connector, B L NT LT, TN, AFET-
X7 7= D7 4 VB ERVIARET, [T 4] BB L TIEIN,

COODTNAADIPF7 FLREEET B

IP 7 FL A% L CF /31 &% Cisco Defense Orchestrator (CDO) (2 A ¥4 5 & . CDO
TIEZFDIP T RUVART —H X=X RFESI, TN R EOBEIEAESNET, T34
ZDIPT RUANREREINTHEIL, CDOIRFESNTVWDIP T FLAZFFH LT, HLwn
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Cisco Defense Orchestrator DA |
B coosr1zoznizzEss

T RLRC—HEEREZLENTEET, CDOTT AL ADIPT RVAZEERELTH, T34
ADOMERIFEE S NEEA,

CDO TT /XA AL DBEICHEATAIP T FLAZEFETAHI21E, kOFEEZETLET,

ATFY TN FEF =2 g =T, [T/ ALH—E R (Devices & Services) | %7 U v 7 L7,
AT T2 [T/3 A (Devices) | X7 %27V v 7 LTTNAAERDITET,
ATV T3 WURTNAAZAT DR T %I w7 LET,

TANG ERREMA LT, BERTASAZAZ/OTHIENTEET,

AT T8 IPT RLAZEFET LT 3 AZRIRLFT,
ATY TS [T ADFFEM] A D ET, TRRALZADIPT RVADKICH DIRERZ &7 ) v 7 LET,

Nashua Building 1
ATYT6 74—V FIZHLWIPT FLAE AL, HQOF =y 7R RZ %27 v 7 LET,

FTNAA ZARITEFE S NRNZD, T8, 2D [REAT—H A (Configuration Status) ] (Z1%, 7l & &
(A7) LFRRSNET,

REEIER -
e TRA ZADAERY 7 (80 X—)

* CDO ~DT A A —FEHBHG (83 _X—2)

COO DT /NA RADEZHZEET B

TRTOTNAA A, TN, 707 b—b, BLOV—EZ|ZiE, CDO TOE AU £ 7=
WIERRFRICA RN T O E T, T ARKROREEELFTETIC, TOLREEETDH &
NTEFET,

AT TN FEF =2 g =T, [TA AL —ER]EI7 V7 LET,

RTFYT2 [THRARET %7 w7 LTT A A RO ET,

RT9 T3 ARIEEET LT A AEBRLET,

RTYT8 [T ADFEM] XA D LT, TAAL ALORBRICHDMERZ %7 ) v LET,

Nashua Building 1 7y

ATYTE T4— L RICHLWARIEZAN L, HAOF =y I/ RF %27 ) v 7 LET,
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FR4ze9—EzOY R koo 2t—+ [

FTNA ZABRITIEEERNINZ BN, T3 AD [REAT —X A (Configuration Status) ]1Z1E5| &
fex (A ] ERRSNET,

TINAREG—ERD)RA DI AR— b

&
ATvT2

ATvT3

ATy T4

ATy TH
ATvT6

ZORETIEH, TAREF—ERDY XA hear<KY0E (csv) 77 A MITT AFR—
B HFEZOWTHALET, ZoBRUT L5, Microsoft Excel 78 ED A7 Ly K — b
TV = a T ANERWT, YA NNOEBZWNRZZD, 70020 LTZY
TXET,

T AR—MRA LI, FALALT U L— NI CHEATEE T, BIRLET A A4 A
THETT, TRAADFMET I AR— b T5ZEHTEET,
TNRAARES—EADY AN AR— T HEIS, TANEXAL U E2RT, =7 AKR— |k
LTEWVESERBA > R_X B T =T NCFEREINTNDEINE I D EHRLET, T XTO7 1 b
27 VT LTCTRTCOFHMBT NA ALY —EREERT L0, [HHRE 7 VXL LT
TRTOTNA ALY —ERAO—HEHRRLET, =7 AKR— MEREIZ, 1> NV T—7
JVICRRTCELANREZZ 7 AR— M LET,

CDOFES = a v N"—T, AU E27 Vv LET,

[(TNA R ZT %2 7 LT A, A /DF 50, [T T V=R ET7% 70 w7 LTET AT AL
A& RO ET,

WER T NAARATH Tl ) w7 LT, TDOXT DT A ZADiEMlE =7 AR— 8950, [T30) ]
7V w7 LTTRTOT AL ADLEMET 7 AR—MLET,
TANEBRLOBRBEEREEZFEH LT, RERT A RAEZRDIT LI ENTEET,

[CSVICU R RNZZZ AR—=FN %227V v 7 LET,

[ Export st o CoV ® 0
e &) + Create Template + Onbaard

W

Ta T RRERRENTZDL, osv T A INVERIFELET,

ATy Ry—=F 77U =2 a0 Tesv 7 7 A NVERWT, fREZWAKFEZTD 7 4 V2B LTZ0
HIZEWTEET,

TINAAEEDITY AR— b

—HIZT I AR—FTEXLTFNAAL ZAREITI DT T, ROFIEEZHEH LT, T34 20D
EZHISON 7 7 A Mz AR—hk LET,
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ATYT1 TS~ a0 =T, [T/ AL P —E A (Devices & Services) ] &7 U v 7 LFET,

AT T2 [T34 A (Devices) | X757 Vw7 LTCTNNARAERDTF 50, [T 7 L—1k (Templates) | ¥ 7% 7
Uo7 LTET AT N, A% BHOITET,

ATV T3 WHRTANARZALSTDET 2T Y v LET,
TANEBLORBEELGHL T, NERT AN, REROTAHZ ENTEET,
ATV T VHERTANAREERL T, BT R LET,

ARTFYTS [T ar] AT, [REDTZ AR— b (Export Configuration) ] 2R L 9,
ATv 6 [HER (Confirm) ] AR LT, EX ISON 77 A L& LTRIFLET,

TINA ZADHNERY) 2D

PERY = ASDNA 8=V 7 BB L, CDO TEHLT 57 /31 ZCBEAf 1T D Z 8T
TXFET, TOEEEEALT, WITNDOOT A, 2D =D~ R—T x ~OF|72 ) 7 %
ERRTE £ (ASA O 1% Adaptive Security Device Manager (ASDM) , Z OFBEAfEH L
T, BT, R¥a A b)Y —2 % Wiki, E3RRL7ZZOMO URL ~D Y
VI EERTEET, REREOINRY 7 TN ACEEMT R TEET, FLY
V7 B RIFCEE DT A AZBEMIT A Z &b TEET,

External Links

& Search

Add External Links @

ERR L7 ) 71X E IS THEFETEETH, BEOEF 2V T 4 BEfFHIEDY £¥ A, 2L
X, WEEA T VI AT, ELREFVPNERZ N L TREDURLICT 7 EATHZ LICL-
THE¥EFR Y N =7 ICHT D ER S L 56, ZOEMBITHEFR S E T, BENFFED URL
7Ry 7 LTWAEE, TRHOURLIZSIEHE T vy 7 SLET, RS TV URL
Il EEHIRESNET A,

location Z&%X

URL IZHAZAATe Z & AT E 2 {location} ZEDMERL SN E LTz, ZOEHIZIL, T/ AD TP
T RUABRATIESNET, &2,

https://{location}
1% ASA @© ASDM .
BREIRTR -
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Friq z2psonsy v ok ]

TR = P eEL B4—)

e TFNRARELEP—EZRDY R DT ZAR—F (79 2—2)

TINA AN DHNERY > DIERK

&R
ATy T2

ATvT3

RTv74

ATy T5
ATvT6
ATy 17

ATvT8

TS =T a N, [T AREY—E R %7 ) v 7 LET,

[TARA AR ZTHI VI LTCTNRNARERDT D0, [T V—R8NET7%27 V)07 LTETIAT A
A& RO ET,

WYRT NAAXATDOE TRV w7 LET,

TNA AETNTET NV ERIRLET,

TUNEERBEFA LT, BBERT A RERDTDHZENTEET,

FROFERIASA D, [INBY 7187 a s icBE L £,
V7 O&4FIEANTLET,

[URL] 7 4 —/V FIZU 27 D URL # AN LET, 588272 URL ZHEETDHDLENDHY £, 7L TR
2 OA . http://www.cisco.com & AT LET,

[HZ227V vy 7 LT, Voo T "gAEMEMTET,

ASDM ~D 5 ER') 2 DAERK

ATy T
ATy T2

ATvT3
ATvT4
ATy T5
ATvT6

ATy FT17

ATvT8

ASA @ Adaptive Security Device Manager (ASDM) % CDO 7> & [EH2BH < f#F) 72 L2 ISR L
\i —gqo

FES =g R —=T, [T/ AL P —E X (Devices & Services) |7 U v 7 LET,

[T /3 A (Devices) | ¥ 7 %27 Vw7 LTT A RAERDIFH0, [T 7 L— b (Templates) | ¥ 7 % 7
Vo2 LTET AT NA A& RO ET,

WE) 72T A ABAT DR T oD )7 LET,
TANZ ERREMH LT, BERTASAAEZROTHENTEET,

TNARAFETNTET VERINL £,
FROFERASA v, [FM58Y 2 (External Links) &7 v a ZB#E LET,
ASDM 72 ED Y > 7 DA R AT LET,

https://{location} % [URL] 7 4 —/L RIZ AT LE T, {location} ZEIZIL, T/5A ADIP T RLABAT &S
NET,
H ARy AxE27Y) 7 LET,
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B 527 zxonmy o0k

BT INAZADHERY) U DIER

RTYT1 FEF—2a v =T, [TA ALY —ER] &7 Vv LET,

RTYT2 [THRAR ZT %IV I LCT A RERDT L0, [Ty T =R ET% 707 LTETIAT A
A& RO ET,

ATV T3 WYIRTNNAARZATOET 27V v LET,

TANG RN LT, BERT AL A/ ENTEET,

ATV T4 FHOTNA ZAETNTET VEBINLET,
AT s HAUOFESA Un, MY 717 va v icBEILET,
AT T6 Vo o4EiE AN LET,
AT T KOWTNHOFHEEFHALT, 778AT5URLZASLET,
« RO LFH % [URL] 7 4 —/L RIZASH LET,
https://{location}
{location} ZHTIX, T A ADIP T RLVABRATINET, AJitk, 7734 2D ASDM ~D H #)
Uo7 e S ET,

*[URL] 7 4 —/V NIZU 27D URL Z AN LET, EERR URL Z45ET DM ERNHY £7, 72L& 21T
YA adE, http://www.cisco.com & AJT L E T,

ATYT8 [H %27V w7 LT, Voo T 2 £4,

SERY 2O DIREF =IXHIER

ATY Tl =g =T, [T/ AL P —E R (Devices & Services) ] %7 VU v 7 L7,

RFY T2 (74 A (Devices) | ¥ 7 %2 0 w7 LTF AL AERAT B0, 7T L— | (Templates) 14 7% 7
Uy 7 LTEFAT AL ZE RO ET,

ATV T3 WURTANAALZATDETH 7Y v 7 LET,
TANEERBEFEA LT, DBRTNAAEROTHZENTEET,
ATV T8 TAALAELFETVERRLET,
AT TS FRIOFEMASA 06, OB Y > 2 (External Links) 1 &7 v a icBEI L £9,
AT9T6 Vo740 I —YNVEES L WETA 2 LHIRT A a v RERINET,
RT9T1 4T T7A4avm2 ) v L, MY 7 BREEITHIRL T, 727y a v alRALET,
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#BOT 1 2~onmY v omesr-EEk |

BRDTINA A~DHNER) 2D DREF=IXHIBR

ATYT1 TS~ a0 =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LET,

AT T2 [T34 A (Devices) | X757 Vw7 LTCT A RAERDTF 50, [T 7 L—1F (Templates) | ¥ 7% 7
Vo7 LTET AT NA A& RO ET,

ATYT3 WERTNARZATDET w2 Y v 7 LET,
TANGERREEA LT, BT A RAEROF L ENTEET,

ATV T4 FHOTNA ZAETNTET VEBINLET,

AT Y5 HUOFEMASA b, 4 7 (External Links) &7 ¥ a VICBEI L7,

ATV T6 VIO —YNVEELS & RETA 2 LHIRT A arBRERINET,

ATV FNTDHTAavw27 )7 L, ) v 7 BREZTIIHIBRLC, 77 a vz aLEd,

T /N4 XD CDO ~D FH i

1 :

CDO ~D T /34 A —{E Bt

CDO %95 &, HELEITHEBOEEX ST /N A% CDO I[Z[RIRHC FFki 2 A b Z &2
TEXET, CDOBNEHT LT/, AN [BERGE] L~v—27 SNTWHEE, CDO T st
EROEFEZRH L=, TAALAEZEH LY TR 20 £, UFICO VLTI, SF&
ERFRPEZZONET, T AOFER 2R LD Z L1, CDOILL DT A ADEH%E
BT 272D DOE R/ D AT v 7T,

)

CE)  HLWREAEFEZRST A 22T 256, CDO L, 7314 A LO#H LWEEAE 2 A8
FICHER L TR AN, END EOFERERT LET, 2L, BT 27 3 201
I o%E, CDOE, £l OFERZHAITS 572012, EAHELZ FE THEGE L TR AR
5T EERDET,

ATy TN FEF =3 =T, [T/ AL —E R (Devices & Services) | %7V v 7 LET,
ARTYT2[THAR] ZT% 7Y v 7 LT, THAA AERDTET,
ATV T3 WURT A REATDET 5T v 7 LET,

TANZ B LT, AT —F AN [EERRE] THLT A ZAZ A2 TS,
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AT T8 74 VHMEORERNS, FEHRZRRDT N AERINLET,
AT TS [ (Reconnect) 1% %#7 U w7 LEF, CDO T, BIRLIZTRTCOF AL ACHEATEXAT 7 V=
YDARY RREZ DRSNS T LITHER L T ZEN,
AT T6 [l (notifications) | ¥ 7 CT—E7 A ZAFEHET 7 > a v OEITTRIWA MR LET, 7 1 AFEE
FraZ7OT Iy arBNEOL T ELITRR LI oW TOREMARERANLERGA T, F60
[LE=2— (Review) |V 27 %7 U w7 LT[YVa~7 Jobs) | =V IZBHLET,
Evh TARAALARAOEHAEE LI 7 A4 UERPEE SN DICHERICKRIRLEEEIR. Zns0T
ANA AN LT, Friune 7o EFRAEEM L, H LWIEAEEZZ T AN LE N H
DEF,

TINNAR/)—FZEEL

LFOFIET, TAALAFICH DT L —2TFTFA D) — N7 7 A VEERLET,

RATYT1 FEHF =2 a =T, [FAREF—E R E227 Y v LET,

ATV T2 [THRAR LT %7V I LTCT AL RAERDT D, [T 7TV —NMNET%27 ) w7 LTETAT A
A& ROTET,

ATY T3 WYRTNAAZATDET o) v LET,

RT9T8 )= alERT 52T A AETITET NV ERIRL £,

AT9FTS AUO[EHE] AT, [/ =M E 7V 7 LET, B Noes,

AT 76 AlO=T 4 ZRZ L H 7V v LT, T74NVMOTFARNTT ¥, Vim, £721% Emacs 7 ¥ A b=
T4 A EBRRLET,

RT9TT1 [/ =M R_X—VERELET,
ATv T8 [RT%E (Save) 127V v 7 LET,
J— NI TR RS NE T,

-~ NS 0 = —
[41 A R)]IR=DIFHORT

[ 2R R U=, TR TOYIRR L OBEAYEG T S A R L EAYEFT N1 A
MOAERENTZT T L— FBRERENET, (X MV R=UTIE, 71 RLT
L— b RENENDZ A TIZESNTHF S, &T A RAE A TEHEHOXGT 5 2 712FK R
SNFET, MBEMWREAEHT 20, 742 E2FEHL T, BIRLIET A AXA T DL THND
THNARERDTHZENTEET,
[ Ry R _=D2E, ROFEMIERPERINET,

o [TRA A X 7I21E, CDO ICEAEEfF SN TWDTRTDT A TT A ARERINE
R
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stz ranz [

[T U= BRI, TATT AL AN, F2IECDO A VAR — h INTHER T 7 A
NINBERENT-TRTOT T L— T AL ARFRENET,

FRN)ILET 4 )L NIE

TG YL, TR AFFNTIAT 27 e —{b T 5701 EIN T, BAMERE
TIEAEFEZONDOTYH, 1 DU LEDOT AL ATV EBEHTEET, 7-ULE 4T V=
7 MZEHT DI, FTTNVEERLET, XA AEREFAT V=7 MTT VA
L7ieb, ZOT_NWNT LT NRA AT =T NERIIA TV T —TNVONEE T 4 VH Y
VITEET,

N

GE) TS RHEA SN T VVE, ZOEEA 7 V=7 MRS EE A, o, LFEAT
V=7 MTEM SN T VUE, ZOEEA T V=7 MRS L EE A,

T YL T N—T1E, IROWESL Tgroupname:label | ZfH L CIERATE £9°, 72 & 21X, Region:East
F 72X Region:West 22 ETH, ZHHD2 2D T~V EAERT 556, 7 /V—7 7 LI Region
2720 . 2D 7 —T7D Bast £721% West 2> BN TX E 7,

TNA ATz 5120, LTOFIEZFEITLET,

ATV TN TR AT EBENTHICE, EMOFEF =2 a 4 RUT[TASL ALY =R %27 v/
LET, A7V MZTVZENT DI, ElloFesr—r a4 RUT[H 7V MNE7
Voo LET,

ARTYT2 [THRARETH IV I LTCTNRNARAERDT D, [TV V—RZT% 70 v 7 LTETILT A
AE RO ET,

ARTY T3 WYRTNAAFATDOE T2 ) v LET,

ATy T8 ARENTERTI DL EDT AL ZEITET VAR LT,

AT TS RO [TNV—TLTULDEM] 7 4=V RT, T AT~V EFBELET,

ATYT6 FOOMHTAarvEr7) v LET,

TJ4IL3

(AR P RV AT V=27 PNV OIFEIER TN FEMALT, LT
DT NAABIOA T V2l Ve RO ENTEET,

T A NVERERT B0, [T /8 ALY —E A (Devices and Services) | Z 7, [R U —
(Policies) 1 %Z 7. BIW[A TV =2 N EZTOLEMODRALTY 22 v LET,
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Cisco Defense Orchestrator DA |

AR N) T Y NETE, TRAAZA T N—RyxT VT N7 ONN—T g
Snort N— 3 v, REAT—HX A, BEGRIREE, BiAME. Secure Device Connector, LT
ST T A NFBTEET, 74N ZEZHEHA LT, BIRLIET A RAZA T DX THOT N
ARERDTHIENTEET, 74NV ZEFHLT, BIRLET RS RAZATDETRNOT
NARBERDITHZ LN TEET,

FT 2 NTUNBEFERATDHE, TAA A, WA T, ATV =7 N BT O
WA TV 27 b BEXOAT V2T ML T TT A NAFLTEET, RISV AT LA
Vxl NEEDLINEIDERIRTEES, MBET 4 — LV REFEH LT, BEOLHT, IPT R
VA, FRER— B SEEL T ANIERNOAT V2l NERBETDHIEHTEET,

THRAREXT V=7 b7 4 VAR 256, MRz AGDE T, BET Rz
DT BTZO DN DIPOEIER RRBREIE 2K 5 Z B TE T,

wOBITIE, TRE RS THD, £72d, AEE) BH547 =7 b o, BIO
EEFHOEEFT = b o, FFEDIAT (Fy NU—7 E2id, B—EX) OF7
VU M ThHLROIBRAT V=0 FEMKT L7 4 Z R EA ST T,
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Fl— SDC £{EM L 1= CD0 1T 35 ~To7F 11 25282145 |

Filter by Device

Show System-Defined Objects

a Unused
Duplicate
a Inconsistent

LY

Default Values
Owverride Values
3 Additional Values

Unassociated

Metwork
Protocol

a Service

ICMP

lime Kange

URL

Application Filter

Securitv 7one

R—SDCE{FRA LI-CDOIZHEHRT DI RTHOT/IN\M1 R %
BOt 3

[[ U SDC Z{#i i LT CDO IZH:t T 2T _RTOT A ZAZ#03 2121%. IROFNEICHEWVE
7,

ATV Tl FEF—va =T, [ &7V 7 LET,
ATV T2 [THRAR X T %) 7 LTT A AERDTET,
ATV T3 WHRTANARIATDETHI Y v 7 LET,
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ATvT4

ATy TH
ATv 76

ATy T17
ATvT8

FEA

ATvT1

Cisco Defense Orchestrator DA |

T4 VHABEER T TICHEE SN TV A HEEIE, A X NI T—T LD EFICH L [Z7 VT RZ %
7Y w27 LT, CDO TEBLTNDITRTOT NS ALY —ERAEFRLET,

74»&%&y7’%79y7bﬁ[74»ﬂ%:;~%ﬁﬁbi¢o74»&(%&—%

7 4 )L & @ [Secure Device Connector] &7 + 2 > C, %HRSDC ORI A I LET, £ X MU T—
T, 74 VB TH I LTZ SDC Z Ml LT CDO IZEEfE L T\ DT /3 ADHPFRIINET,

(A7vay) MBEESILITKVIATICIE, 74NV Z A= —TBNMOT7 4 V2 EAH T LET,
(FFvay) ZFTLES, A XN TF—T LD EICHL[ 7V TIRZ %2 ) v 27 LT, CDOT
BEHLTWATRTOT NN, ALY —b2E2ERLET,

CDOE, TRA A, A7 Vx27 b, BEXOT 7R ZN—T%2EHICHBE T 50 i
HREAIRME L EJ, [T ALV —E A (Devices & Service) ] A~S— A Tl, MR/ N—IZA
NEBRGGT 2720 T, BRI BT 2T A ABRRREINET, 731 ADLARTO—H,
IP7 RUVA, E3WET AL ZADL Y TNEGEANT LT, T 2R /OF 5 LnTE
£

FRRIC, [T V=2 P ANR—=ZAORBA—ZEH LT, A7V =7 PAO—H8, £7I3 1P
7 RVA, AR—F, ARIFET FLVA, e halto—#EE2AN LTIV =) NERKETE
iﬁqo

A B =T 2 A AD T ITHHRBAA—ICBE L E T,

RATYT2 MBA—ITHREMEEANT L L, ST DRRPERSNET,

CDO OV KRSAAVRA—T A REFEHT S

CDOTCit, a~rRIAf A ¥ —T=A A (CLI) 2 L TASAT A AZEHTEE
T, avrRiE, B—OTFT A REETDHZ L, BEHOT A RZEFICEETDHZ LD
THETY, ZZTiE, CLIa~y REZHE—0 ASA T34 RTEETLHHECHOWNTHHALE
-éAO

BE R

¢ 72 ASACLI FF =2 A MZOWTIE, ASAa~ > R I A v H—T =2 ADK
T2 A b (1052—=) ZBRLTLIEEN,
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avvroansik [

aAvYY FOARAE

ATvT1

ATy T2

ATy T3 [EE

EL_

1oDawy K& TFCANTS 2 L b, #lOa <y FEEROMER L TANT 5 2 &
HARET, CDOIF, AN &ENfca~wy RENyF L LCBEFICHEITLET, RO ASA OFIT
i1, 300F y NT—s AT V= be, ENLDX Y T =S AT V= MaE Ry bU—
U ATV b IN—TEAERT DA~y RONy FEEELET,

> object network email_server_north
host 192.168.10.2
object network email_server_south
host 192.168.20.2
object network email_server_headquarters
host 192.168.30.2
object-group network email_servers_all
network-object object email_server_north
network-object object email_server_south
network-object object email_server_headquarters

Clear

Send

[ASAT /NA Az~ RO AJ) (Entering ASA device Commands) ] : CDO (%, 7' m—/ 3L 23>
T4 X2l —varyE—RTavr ROETEHRBLET,

EWOWavw o R EFICENa~v Yy REANTHE, CDO X, a2~y REEEOa~ L Rigsh
EBILT, 9 XCHOa~2 FE ASAAPLICH LTHEITTEH LI LET, o~ Fombl
XYY Z CDO U CEARWEES, a~ 2 FOU R M2 EZTRYILZDE » hakpb T
07 NIRFRENET, RICHIZRLET,

Error: CDO attempted to execute a portion of this command with a length that exceeded
600 characters. You can give a hint to CDO at where a proper command separation point

is by breaking up your list of commands with an additional empty line between them.

IDTT—RA v —VEZIELEEES. WOFEEZETLET,

CLIBESA T2 T —DRRE olca~vr Fa 27 )y 27 LET, CDOIE, A~y Ry 7 X|Zavy

ROFEWY A M2 AN LET,

BEd 53~ RO IL—TDHRICZEITEHFALT, I~ FOEWI XA MERELET, =& xiE, k

FROBIDE I, Xy hI—0 AT V27 FOYRAMEERL, TNOHE T N—TITEN LI BIZZEDIT
ZEMLET, ZofEE%E, a~ 2 FUAMDOW O0DEITCHEITTDHZ LICRDZEERH Y £,

(Send) 1227 Vw7 LET,

TINARXATCUZFERAT S

ATV TN [TRA ALY —E R RX—=UEHXET,
ATY T2 [T314 A (Devices) |7 %27 Vv 7 LT, T34 A&RADTFTET,
ATY T3 WYRTNAAZAT DR T ) v LET,
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AT T8 a~v o RIA4 0 A F—T oA AEMHALT, BHT LT NS AT ET,

ATFYTE TRAAD[TNRAAT 73 a4 T, [> a~ry R I7A4 A% —7 =A% (> Command Line
Interface) =27 Vv 7 LET,

ATYvT6 EHO av R ) [Zavw s FaEADL, [#E Send) 1227 V7 LET, a~vr Rxtd57
NA ADIEE, EESA V] OFICERINET,
GE)  BRULET AL ADREH SN TORWIES, RO~ ROBBFFAISIVET : show, ping.

traceroute, vpn-sessiondb, changeto, dir, write, copy

v FEETOEE

CLILa~ Y F&aX(ETHE, CDOIFFDa~vry RE[a~vr R IAf L A F—T oA A
(Command Line Interface) ] X— Y DERELA AL ET, BREASA VIR ESRZa~
YRIE, BETTLAZ2EL, avr RET VS L—RELTHEAT AL TEET,

RTYT [THAA ALY —ER]X—=UT, RETDHT A AZRRLET,

ATY T2 [T/3 A (Devices) | X7 %7V w7 LTTNAAERDITET,

ATV T3 WYIRTNAAZATOE TRV v LET,

ATy T8 [> avr KTF4 A H—TxAA (> Command Line Interface) 1 %7V v 7 LET,

ATy TS BESA UBELEBSATOARVESE, M7 a2 @ 22007 LOEBLET,

RATw 76 [JBFE (History) | A > CEFEEIIHEFTra~r RERIRLET,

AT TT1 a~  FEZO0EFFEEMNHAT LI, avr RXA 2 Tavr REREL, X5 Send) 1227V 27 LE
. CDO L, JW&E_A vica~y ROREZ2FRLET,

Gx) WD 2ODIRIMT 5T LELE (Donet) | EWVVH A vE—T70 CDO DJEEA VNZEREINFE
j—O

e O KR T —R L CIERICEITENT-14,

e ATV RORTREFERNMI L o6, e 21, FFEOKE=Y N 2RETHIE
HERZEGTrshow a2~y RERITLIZE LET, ZOEREFROSFEIZEETIRETZ LV b
Uo7 84E. CDO L 52T LELE (Done!) | KL FT,

ASA T /N4 ADIERKR

ASA 72 &, —H DX A T DT INA AE, Kk E 1 DO T 7 A VICREFELET, ZhbHo
TN, ZADEA . Cisco Defense Orchestrator T7 /3 ARERR 7 7 A NVE2FR L., T34 AT
CCEEIFRBELFEITTEET,
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FR120ER7I7 A LEERTS |

FINAADER T 7FAILERETT S

ASA. Cisco Secure Firewall Cloud Native, SSH & H%I5:5 /X4 A CiscoIOS ZFITLTW5 T
INA RIp & W EEE 1 SO T 7 A WVIZRAET BT /34 2ADH4A. CDO A L T
7 7 ANEFRRTEET,

)

GE)  SSH EFEXIHT /XA 2 & Cisco [0S T /351 AT A BHORENH Y £,

ATy Tl 7= a0 =T, [T/ AL P —E 2 (Devices & Services) ] %7 VU v 7 LE7,

RFY T2 (74 A (Devices) | ¥ 7 %2 0 w7 LTF AL AERATF B0, [FF L— b (Templates) 14 7% 7
Uy 27 LTETFAT AL A& RO ET,

ATy T3 BHIRTANAAZATDET 20U v 7 LET,
ATV Tl REZRTTEITAARAERITETT VEBEIRL £,

ATv 75 LMo [EFHE (Management] A > T, [XE (Configuration) 1% 727 U v 7 LT,
FERIHER T 7 A VRFERSINET,

BE R -

s SERIRT A AKTE T 7 A VDR

= ~ = > =L = —

SEHETINAREBET 7AILDRESE
ASAR Y. —HDHA T DT NA AL, REZ1ODWER T 7 A VIRIFELET, ZhbDT
INA ZADEA ., CDO TTF AN, AER T 7 AN EFRR L, T AS U TEE I E8E%E
FITCEET,
HAE, CDO #fiH L CHBERE TX 20137 7 A L DOHTT, ASA

A

FE OZOTIEE, TAL AR T 7 ANDY K o7 ATHEBL WD Bk ——Zxfg L L
TWET, ZDOFHETIL, Defense Orchestrator (ZIR1FE S IV T WA T 7 A /LD 2 B —|ZEHEE
EHREEZMZET,

Fl&

ATy TN FEF = a =T, [TAA AL =R E27 Vv 7 LET,

RTFYT2 [FRA AT %27 ) v LTINS RAERST B0, [T T L— M ET %270 v 7 LTEFAT A
A& RBOTET,

ATY T3 [ASA] # 7% 7V w7 LT,
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ATV T8 WRERET DT A AEBIRLET,

ATw s MO [EH] AT, Rl EZZY v 7 LET,

AT T6 [T AR =V T, WE1 227V 7 LET,

AT T FMOT 4 ZRE %7 ) w7 LT, TIHIWEDOTFA T 0%, Vim, 721X Emacs 7% A b
T4 HEBRIRLET,

RATYT8 Ty ANVEREL, BEEELRFLET,

RTYTY [THRARLY—ER]|RX=VIZRY, BHEET L Ea—LTREALET,

ASA ¥Rk D ELBR

2 OD ASA DR Z BT 5 12i%, ROFNEEZEITLE9,

ATY TN FeF—r g A=a—7T, [T/ ALV —E 2 (Devices & Services) %7 U v 7 LT,

ARTYT2 [THRAR] X T %7 U7 LTASAT A RAERDOTF 50, [T L—RZT7%27 )27 LTASATE
TINT A A ROTET,

ATV T3 [ASA] X 7 %7V v LET,

ATV T8 T HT A A BROTFHT2DICT NNAAY A M7 4 VAE LT,

ATV TS 2ODASA ZERLET, THODOAT—F AFEETILIH Y £H A, Defense Orchestrator (277 ST
VWD ASA DFEREZ IR L L9 & LTWET,

RTYT6 FUD[THAAAT 7 a ] AT, DR %27 ) v 7 LET,
AT T [FEROLE: (Comparing Configurations) ] %4 7 1 7 C, [kR~] BLO[AT~ (Previous) 127V v 7 L
T, W7 7 A VAOEATHEFAER SNV TWDHEREZAX Yy S LET,

SR oy 2

ASA SR TEDETT
Z OFNETIL, Cisco Defense Orchestrator (CDO) ZfiH L T ASA I T =R ELE 2 E T
LHEZOWTIHHALET, Zud, TEHILRWRERSEE LS RWHERE L7206 LTERER
A IR D8R 22 FiE T,
BREZFIEITLT HHIIC
REEXEITLTDHEIC, WOFEFHEEZMRL T ZIV,

«CDO (X, LT HZ LaTRLIZRTEL., ASAICER SN TV D REICIHRE I NIRRT
CHEBLET, AT =V 7 ENTVDN ASA DAEVITEEN TWARWVERE & 13
L EH A, ASAIZEB SN TWRWEERHLGAIC, URIORTEEE LT H L, JRH
ENTWARAWEFE T, 7 rtRcloTEEXINTEbDNLET,
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gromxsx [

cBEDREEETTDHE, FNETITEMENEZITRTCORELZEN EEXINET, =
EZ2IE UTOY A MIHH2017THET A 1l BOREXE LT L E, 201747 H 13 A
IThNERELEE N EEXINET,

7/13/2017, 10:16:36 AM manual time change, name outside interface {ABC-4567 )<—— Change request label
I 112017, 10:28:358 PM simple_changes
6302017, 2:03:41 PM Device onboarded successfully

REEFIZRANCEA LIZAEE Y 7 =& h T, [REDPHEITT (Restore Configuration) ]
UAMIERINET,

ASA X [[AH#] (Synced) ] E71% PERM] OARBBIZ /> TWD AR B H 72D, WED
BRIEZEILT DRI, BREDHEE Z R T HLENH Y £,

REDETHE

ATy T
ATy T2

ATvT3

ATvT4
ATvTH

ATvT6

ATy FT17

ATvT8

ATvT9

FE— g N—T, [T ALV —E R (Devices & Services) %27 Vw27 LET,

[7 /34 A (Devices) | # 7 %7 V7 LTT A AZRHDT LD, [T 7 b— 1 (Templates) | ¥ 7% 7
Uo7 LTETAT AL Za RO E,

[ASA1Z# 7 %27V v 7 LET,
REXMILT H ASA ZIINL 77,
Flo~A T [EXFE (Configuration) ]>[XFEDTET (Restore Configuration) ] ZEIRNL £,

£ CONFIGURATION
@& VIEW CONFIGURATION

@  DOWNLOAD CONFIGURATION

G RESTORE CONFIGURATION)

[XEDHETE (Restore Configuration) ]34 T, HitT 2 E4 RN L E3, =& 2L, RO TIE, 2017
7 H 11 HOREMNERS N, BFlERINATHET,

[CDO 12 & » THEES NI RFTOEITRIE ] & [<date> 7SI SN E ] 2 LT, [<date> 75
BN SINT-FRE (Selected Configuration from <date>) |V o« & RUICFKREINTWORELE LT HZ L%
e LES,

[#85C (Restore) 1#7 Vw7 LET, ZHUTEYD, CDODEENAT —V 7 INET, [TA1 AL P —
BRI RX=UIZ, TS ZADOREAT —Z AN [FERIH] L RRESNET,

FR DA TIEFEDRER ... (DeployChanges...) %27V v 7 LTEEAREML, ASAZFRHH £,

FSIWNSa—TFaT

(B LT o 2 DIC ko T LE o EEAEET 5101t L9 AL VT
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B cuzemLEAsAoBE

RATYT1 FEF =2 a0 =T, [FAAREF—E R E22 Y v LET,

ARTFY T2 [THRAREZT %7V I LTCT AL RAERDT D, [T 7T Vv—NMNET%27 ) w7 LTETAT A
A& ROTET,

ATYT3 [ASA| X 7% 7 VU7 LET,

RTY T8 VERT NA REBIRLET,

ATV TS FUONRAS o TEEe %27 ) v LET,

AT9T6 BRI TEELAMRELET, TOLOREND, KON E FHBECTE 2 iBERH Y £,

CLI Z{#F L7- ASA DEETE

CDO Tt END CLIA v #—7 =2 ATCLI a2~ REFEITL T, ASAT A RAERET
XET, TOA LA =T oA AT DI, [T ALY —ER|A=a—TT M A%
BIRL, [~ R IFA 2 A ¥ —7 x4 A (Command Line Interface) | %27 V v 7 LET,
FEZOWTIE, TCDO 2~ R I v A U H—T A ADOMH] 2B LT &N,

FLLOX TS —/—niEm

VAT A aX TN, T AND syslog T —E LV EFETTHY—RAAD A v =V EINE
THHIETT, il syslog h—"~mF¥ o 7%, v 7B8L0T 7 — FOEMITEILLET,
SRR OWTIE, FHATL TV D ASAX— = @D [[CLIBookl: Cisco ASA Series General Operations

CLI Configuration Guide] |25 £415 [Logging] MEFE|(Z&H 2 [Monitoring] 7 > a > EHBKL
TLTEENY,

DNS H—/\—DE&E

DNS #—_—ZHEL T, ASANKAMEZIPT RLAICBETEL LT HIXLERDH Y
9, 72, T BA LN BEM KAA 4 (FQDN) Fy NU—27 37V =7 F&ff
A4 5L o1, DNS P —R—%RETIHLERDH D £,

FERIZOWTIE, EFTLTWD ASA3— 3 > [CLIBookl: Cisco ASA Series General Operations
CLI Configuration Guide)] (2% F41% [Basic Settings] O #F @ [Configure the DNS Server| &7
YaraZRLTIEIN,

BRIIL—FET T4 MIL— FDEN

B SNTOWRWHRA NETIEZARY NV =2 N T T 4w T BN—T 4 7T HITIEH, AKX

TAIIN—T AT TFTIvIN—T 4 TOELLNEFERNLT, AAMELITRY
N =T ~DNV— N E2ERTDILERH Y 7,

FEAMIZ OV TCIE,  TCLI Bookl: Cisco ASA Series General Operations CLI Configuration Guidel o
[Static and Default Routes| DFEEZZL T 720,
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I Cisco Defense Orchestrator ()& A&
—fFavrksqvqv8—7z42 |}

A B—D A ADHE

CLIZ~> REMHLT, BHA VI T2 AT —H A Z—T oA AR ETEET,
MOV TIE,  [CLIBookl: Cisco ASA Series General Operations CLI Configuration Guide] @
[Basic Interface Configuration] D&FE & B L T IV,

N N — N -~
— AT R SA AR —T (4R
CDO T, =~ R4 A2 —TxA4 % (CLI) ZFHLTASATF A ALEHTXF
T, avwr RNE, B—OF A RZEET L2 LS, R UEEOEROT A AIZFRRHICEE
TAHZELARETT, ZOHEA T, CLIa~ Y REBEROT A A EIZEET 5 HEIC
DWTHBA L £,
ESPER

M7 ASACLID R 2 AL MZOWTIE, ASAa2~ U RIA4 v A H—T =2 AD K
Fa2A b (105X—Y) ZBHMLTLEE

CiscolOSCLI®D R = A > MZDOWTiX, BEWDIOS /N— 5 @ [Networking Software
(I0S & NX-08) | #Z&M 1L T 7Z &V, https://www.cisco.com/c/en/us/support/
i0s-nx-os-software/index.html

—fECU A>3 —T AR

< Bulk CLI

(O] 2 S My List ) xecutan €

> shom run | grep user 3

1

1217, 1:06:54 PN
show run | grep user
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Cisco Defense Orchestrator DA |
B s sz

\)

GE) Wwo2-o0OKMT ISETLEL (Donel) | EWVH Ay —IRCDO ICETRSNET,
e vV R T —7 L CIEFICEITEI N,

e vy RORTREFEEIMT G o256, 728 203, FFEORETZ Y M 2MmET 5
ERHFHAZEGT show 2~ RERITLIZE LET, ZOEFEHEROLEICEETIERE
T M UM 5E,. CDOX ISETLEL (Done!) | ZiRLET,

F—2 sRBH

1 gy RERESA VERBBR LD 272A7E0 75103, RetT7 A a2
7 Vv LET,

2 a<r NER, a~r RE2EETDHE. CDO LI DERESRA vicavw s K
ERRTAHADOT, avr Kad d) —ERINL, HBEFETTEET,

3 A< RSy, T rOTuryF NMZawy REANLET,

4 IR~ . CDO I, :vyﬁ_ﬁﬁéfﬂfx@m%&CDox/t~

CERRLET, BEOT A ADISENE UE o e h, &AL I

(X THRA ADIEEER R L TWETS (ShowngesponsesforXdev1ces) ]
LWVWH R yE— yﬁﬁi'%/?éﬂi# [XT /34 A (X Devices) | %7 U w7
T5&, av N L TR UISEZR LT X TOT /3 Z73CDOIZH
RINET,

GE) Wo2-o0RMT ISETLELF (Done!l) | EWVH A vk—T
B CDO IZFEREINET,

e vV RRZ T —7 L CIEFICEIT I N %,

e O RORTREFERNMAT G o256, 728 20E, FF
EOFRETY M) ERFETHERKI LG show 2~ K
ERITLIEZELET, ZOERBROFMICEETIRET

VN MEho A, CDO X ISET LE LT (Done!) |
iR LET,
5 [AUARNZTWZE, [A X P T—TDBIRIR LT 3 AN
FRENET, ZOXT T, a~vr REEETIHIT A ZAz2E 00 RS
L7032 ENRTEET,
[6] Lo THFAFR RSN TV D [F4T (Execution) | ¥ 71Zi%, EESA T

BRI TWDa~vy ROXMGET A ANRFREINET, ZOFITIE, JE
JfE~A L C show run | grep user =~ > R2ZEIR I 41, [521T (Execution) |4
712, 10.82.109.160, 10.82.109.181, 337X 10.82.10.9.187 ITikf5 &z Z
ENERREINET,
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AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

avy ro—fizE i

r—2x Bl
7 &%) (ByResponse) | ¥ 7 %7 U w735k, a<wy FIZLo TARKRS

NTIGEDY A MPFRRSNET, F—OREX1{TIC7r—7fbaivE
T USEN & 7 TITHRIRT 5 L. CDO ITZED 2~ RADIRE L ISE
NA NZRRLET,

8 [7 /314 23] (ByDevice) 1 Z 7 %27 Vw73 DE BT /34 A6 OfER]
DISENFETRENET, VA FHNOWTNODT AL 2% 7 ) v 7358,
BEDT A ZANSDa~wy RADISEEFRTEET,

v RD—iEEE

FEAF =gy N—T, [FAL ALY —E R %27 v LET,

[TNRAAR] 2T %7V 7 LT, T ABEDOTET,

WHIRT A ZAZAL T DR T ) v LET,

CLIZH L CEHTIHIT NS AZEEL T, TNHEERNLET,

A T, > [avr R TIA v A H—T7 A A (Command Line Interface) ] %27 U v 7 L9,
avwy RS NCa<wr REANLT, [##E Send) 127V v 7 LET, a~wr RHADBIGESA I
ForENET, avr FEIEE o ZICiEH S, CDO L2~ & [~HECLI (BulkCLID) ]V 4> Rud
B (History) |31 SIZFiEk L ET,

GE)  BRULIETAA APBEARE TR SN TS Z E 2R L T EEW, ASAT A AN[EME
NTWRWEEE, FOT 3, A THEAAEE/ 2~ FlX. show. ping. traceroute, vpn-sessiondb.
changeto, dir, write., copy f:ﬂj"(ﬁ‘o

—Eav > FEBETOEME

ATy
ATvT2
ATv73
ATvT4
ATvTh

—FECLla~y REEET AL, CDOIFFDa~vwy RE—FECLIA v ¥ —T7 =4 AX—TD
JEREASA AR LET, BRESS VIRESINma~vr NiE, BFETT528L, a<w R
ro 77— he L THERHTAZELTEET, BESA L Oa~vy RiX, ZRoRFETIN
T2 TEDT A ZZBEAMT BTV ET,

FEF = a3 R—T, [T ALH—E A (Devices & Services) | %7 Vv 7 LET,
[THNAR] #T7% 7V 7 LT, TNAAERDITET,
WYRTNARZATDELT 27 Vw7 L, RET DT/ AZBERLET,

[2~> R IAv ¥ —7 x4 A (Command Line Interface) | %27 U v 27 LET,

UEE (History) ] A ' CAERELIIHEET LI a~v L FERIRLET, BRL-a~r NIIFFEDT A
A ATEEMSITOENTEY  &HDOAT v T TERRLIE D LITRO RN LITEFE LTSN,
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RATYT6 [FAVARNZTERT, FRELEIELTNEa~vy RBHEOT NA RZEFEEIND Z LR LE

TO
ART9 T av o RS Tavr ReREL, [XEF Send) 127V v 7 LET, CDO I, JEEAS vicavr R
DfERER R LET,

GE)  BRLZZT AL ZOWTHDREH SN TOWRWGS, RO~y ROLDBFFAISIET © show,

ping. traceroute, vpn-sessiondb, changeto, dir, write, copy

—EaAT U R4 IILE TOEIME

—§E CLI 2~ R&FETH, LR (By Response) | 7 4 /L& & [F/3A A5 (By Device) ]
TANBEER LT, 74 AOREERHITTEET,

ISERMI 14 ILE

—fEa~ v ROFELTH., CDO X AR (ByResponse) | # 712, 2~y RERE LT /A
APBIBENTZINEDY A N AN LET, RUNEDOTNAA AT TIZE LD HNET, [
B (ByResponse) | # 7 DATH I Uy 7T D5 &, JEESA NIT SA ADDDINENRRR S
NET, WESS VN OT NA ADINENFRINDGE, [ XT AL ADINEEFRRL
TUWEJ (Showing Responses for X devices) | &V 9 A v E—UNERREINET, [XT /31 A
(X Devices) 1227 Vw7 35L, avr R L TEUGNEZRLZTXTOT /31 AN

By Response By Device

: devices &;_

1 Devices

1 Devices

CDO IR RENET,

g FINBICEEMT ONZT AL A0 Y X Ma<wy REEETHIE, ROFIEIHEND
F7,

ATv 1 &R (ByResponse) | # 7 DITICHbHa~vy Ry v hmnLaErs ) v LET,

ATFY T2 a~v o FA 0 Tavwr REHRL, 5 (Send) 1227V v 7 LCa~y REHERETDI, [Z7V 7]
7V L Cavy KA a7UT7 L, HiLna~vry REANLTT A, AZEELTL, [BE
(Send) 1227 U w7 LET,

ATFYT3 a~ s RO ZT RSS2 MRLET,
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ATV T4 BRULIETFTAAL ZADEITIL 7 4 Fal—ay T A MMIERERRLSN TS Z L3 EERESIL.
a2 R 2 [deploymemory] & AL, [£fF (Send) 127V v 7 LET, ZOEIEICLY., FT
BN A — Ty ar 7 Xal—3a  ITBFEENnNET,

TINARRNT 1 ILE

—fEa~<r ROFEITH. CDO i [FEAT (Execution) |1 ¥ 7' & [7 /34 A% (By Device) 1 ¥ 7
W2, a~v U RERELET AL ZADY XA N2 AT LET, [7731 A5 (ByDevice) 1% 7 DT
BV ThHE BT AL ADINENRERINET,

FLT A AYARTa~y FEFETTDIE, ROFMEIZHENET,

ATY 1 [T314 AB| (ByDevice) | #7 %7 Vv LET,
AT T2 [> ZnHDT A A Ta~y K%&3{T (> Execute a command on these devices) 127 Y v 7 L ¥ 7,
ATV T3 [T %27 Vw7 LCavry KA 27T L, HiLvvavr REALLET,

ATV T4 [FA VAR NS T, URANNOME LA DT NA ZRERIRETNTRIFFERL T, a2~ REREETLHTA
AADY A NERELET,

RATY s [EF Send) 1227V v 7 LET, a2~ RADIREPIGESA NIFRENE T, IWESA B
THRA ADIENRRIND GG, X TAA ZADINE AR L TWET (Showing Responses for X
devices) | L WO A v E—UNERRINET, [XT /M A (XDevices) &7 Vv T25&, av RIZ
L CREUISEZR LT XTOT A A0 CDO ICFHRENET,

RATYT6 BRLTZT N ZADFEITHERL T 7 A WTEFE RS TND Z LR EERG AT, a2y RS
ldeploy memory] & AJjL, [EfE (Send) 127 VU 27 LET,

ASA—$E CLI o> {& A1

WOHL, ASA T34 A% L CCDO O—#5 CLIMSREZE T 5 & IR AET HA[REMED H
HU—7 7 —7T1,

ASA DETERTIRNTHDA—HF—ZRTL. WIhHhDI—HF—ZHIKFRT S

ATYT1  FEHF = a3 R—=T, [T ALV —E A (Devices & Services) |27 U v 27 LET,

ARTF9T2 [THRAR X TH7 Vw7 LTT A A& ROITET,

ATY T3 [ASA| X7 %7 Vv LET,

ATy T84 2=V —%HRTLET A ADT A A A NERBEBLOT 4 VHIE L, T35 A% RINLET,
GE)  BRULET AL AREHIN TS Z EEHERL TSN, T ARFEH ST

/El\\ Yj/'(@:"V‘/ ]‘@%’Jﬁ%?ﬂ‘éﬂjfj‘o show, ping., traceroute, vpn-sessiondb, changeto, dir,
COpY. BIO writeo
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B =RLrasaros~ToSNMPREER DTS

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

ATy 710

ATy 71

PR T, > avry RIA A X —T = A A (> Command Line Interface) ]2 Vv 7 LE7,
CDOZ, [TA VAR ANA U TRRLIZT AA 22 —RFRLET, PEOT A R Za~<r FaekE
T2HEF. OV AMIHDIT A ADTF =y 7 B4 LET,

I~ KA T, show run | grep user EATIL, [%1% (Send) ];2’7 Voo Li‘fo i?ﬁ” user &
BUFATIRRL 7 7 A VDT RTOITMN, IERA NIFRSNET, [F4T (Bxecution) ] ¥ 7 23BH& |
vy RSEIT SN T A ARFRSET,

DR (ByResponse) | # 7 %7 Vw7 L, INEEMHRL T, HIbRT 22— —REFENTNWDLT A
AR LET,

[FA VAN ZT7% 2V vy L, 2=V —%HIRT L2744 2D Y A FERIRLET,

a<wy RS T, user 22 RO no X AE AT L Cuser2 ZHIFRL., [%E (Send) 127 Vv 7 LE
T, ZOBITIE, user2 ZHIFRL T,

no user user?2 password reallyhardpassword privilege 10

=W —Z ORI L72, show run | grep user A< RDA VAKX U ZADERENIR NV EHER L E
T, T FE@ERL, [T (Execution) 1Y A R TT /A 2D Y 2 M &R LT, (%15 (Send) ]
ERIRLET, HELET A ADDa—F—AREIR S N L Abh ) £

FATHERR N O IE LW —F—ZHIR L, ETHERICE > TV a2 —F—RELWI 2R LEL, K
DFMEEFAITLET,

1. )@@’\04} V7D no user user? password reallyhardpassword privilege 10 A~ Y/ R % g R bi@—o

2. [7/34 2B (ByDevice) |47 %27 U v7 L, [ZNHDT /A ATa~y REFE(T (Executea
command on these devices) %7 U v 27 LE7,

3 AR KA U T, (ZIUT1 %27 Vv 7 L TCavy R %227 VT LET,
4, deploy memory o< I\%f]\jj L/\ [Jié‘{é (Send) ]%_’7 U 77 [_/iﬁ—o

FIRLI-ASA LDITARTHOSNMPEZEEZR DT 5

ATy
ATvT2
ATv73
ATv74

ATy TH

ZDOFINET, ASA DFEITHERMRICH HTTD SNMP KT MU #FRTEE T,

TS =2 a v NN—T, [T ALY —ERZ7 Y v LET,

[TNNARZT %7V w7 LTT A A RO ET,

[ASA| ¥ 7 %27V v LET,

FATHERL D SNMP % 3T 5T A A% 7 4 VAWMBEIL CTHREL, ThOE2BIRLET,

GE)  BRLET A ZADRFEH SN TND ZEZMER LT ZEN, T ARFEW SN THRWEE
DA~ ROBZRDFFFZILE T, show, ping, traceroute, vpn-sessiondb, changeto, 33 & N

dir,

FEASA T, [ R TIA A B —T oA R B V7 LET, BIRLIET ASA AL [~ A U AN
RANIRREINET, PEOT A RZa~vy REEETLIHLAIEL. ZOVANIGLIT A ADTF =
7 EHNLET,
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ATYT6 a~ KA T, show run | grep snmp & AJJ L, [%{g] Uy LET, T snmp Tt TG
KT 7 A NDTRTOITN, IEXA NIEREINET, [FATI X 7B E, a~r RREITENETA
AANRFTRENET,

ATy T IEESAS v Cavy RHOEHRLET,

FIRAZRDEEACU </ O

CLI~7 2, I TEAEARERD CLIa~ Yy R, £RITETINCETR TE 5 CLI
av L ROTFT T L— T, T RTO~7 1ld, 12 FOASAT A 2 TCRIFICEITTX
iﬁ—o

T — M CLI~ 7 v 2 LT, HEOT A ATRLa~vy REFRFICETLE
T, CLIZ i, T AORELEHO-BEEZRELET, Ze2RBDOCLI~7 n%
FHLT, 71 AT HEREZIGLET, ASAT A ZATTSIHEHTE LS EIE R
CLI~ZuanbdbbEd,

BB\ FITT AR AT FEMT A-OOCLI~ Y 2 #ERTX 7, ZEHcOWTIE. [
a2 RMBHO CLL~ 7 aDfER] 2L TL7EE N,

CLIwZuif, VAT AERFLIF2—V—ERXTT, VAT LAEFZE~Z 2L CDOIZL-T
Rt s, wWELHIRDL TEE¥A, 2V —EFR~ 7 2l —WF =Bk L, $REE7-I13H]
BrCx E9,

\)

GE) T34 A CDO ([TE A SNT-RICDOIA, TAAL AD~ 7 0B TEET,

Bl LTASAZHEAT LD L. WIFNHD ASA THREED 2 —V =2 RET IHEIEL. ko=~
v REFITTEET,
show running-config | grep username

Tavry NEFETTHE, MBLTWAZ—PF—D2—HP —£ 73 username 2B XHib Y F
T, Zoavy b urlEkT 51212, MUa~<wy REMHH LT, username  FHEILT
%L\ij—o

> show running-config | grep EUECGELEES]

NI A=ZUMEBDAIZMTHZENTE, TONRTA—=ZATRIL~Z 0 2Bl 52
EBHTEET,

b1 T TR T T R R T Rty i X M [ {108 { {username_of_local _user_stored_on_asa}}

NTA=ZFTHANRAANCTE, 7L TREEMTOLERH Y £, ZOHA, =
YU RV 7 RFTROE T £,
show running-config | grep

o< RO—EL LT, a~r FOBREREOT R, AZ@LIZCLIY V2 v 7 A&FHT 5%
EHRHD £7,
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B s5-~ rroocu<snoks

FHEaTEFASDCU YT ODER

ATYvT1 CLI~ZuaZERTHENCCDO DA~y R Iy f =Tz A ATa<vw &7 A LT, avy
ROBECNELL, GEHTEXOMENEIND Z 2R LET

Gx) ¢ FEMIZR ASACLI RF 2 AV MZOWTIE, ASAa~2 RIA4 A Z—T 24 AD KFa
A b (105—) L TIEEN,

ATF9 T2 FEF—va =T, [TA ALY —ER]E27 ) w7 LET,

ATV T3 [THARETHI Vw7 LTCT A AEROTET,

ATy T4 WURT AL AZALTOET s ) w7 L, A T4 TRIENTNDET S, ZEBEIRL 9,
ATYFTS > avrRIA A F =T R &7V w7 LET,

ATFYT6 CLIRZaDOBRUIAYDOAZ—K %227 v LT, TTIHEETSI~ 7 nhk R LET,

ATy 71 7°’?7\7ﬁ5‘/75fﬁ97ﬁbi’9"0

ATV T8 /Bl BO4MEREELET, HREISU T, CLIZ Dt A2 AN LET,

AT9FT9 [avwr R 74— RiZEeha~vr REANLET,

RATY TN a~vr FOETHICERE L-Wa~vy ROy E, RHEINCHENT- T A—F ZICEE 2 7,

AT9 TN [{E (Create) 127V v 7 LET, fER L7z~ v, RUNCHEELIZT NA AZT TR, TDOHA
TOFT_XRTOF AL ATHERTEET,

O~ REFETTLITE. [CLIw7 r0ET] 2L T EEN,

CUEBEZE-IZEFEOCUT I ANSOCL T ODERK

ZOFIETIE, $TTICFE T LI-a~v R, Moa—Y—EFfF~ra, TRV ATLAERE Y
anba—W—ER~s a2 ERLET,

ATYT1 FEHF =T a =T, [T ALV —E A (Devices & Services) |27 U v 27 LET,

G¥)  CLIBEE»b 22— —EHRE~ 7 02BN T 2HA81E, a~ REFITLET A, AR L E
T, CLI~Zuix, RUTH 7y bOTF AL AR THAE SN ETA, CLLBREIILA S EE
Mo

ATYT2 [T AR ETE7V 7 LET,

ATV T3 WURTANAAZATOR T VT L, T4 ORMENTWET NS A RIRLET,
ATy T4 [> avrRKIA A% —7xAA (> Command Line Interface) | %727 U v 7 L7,

ATvTS5 CLI~ZrZERT2a~r FERHSTTRIRLET, ROWTNLDFEELHEH L T 7ZEN,
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ATvT6

ATvT1
ATvT8
ATvT9
ATv 710

METEDEE |

oy Qr) o LT, TOFALATETF LA~y RERRLET, ~ 7 BT 5=
YU REBRRT 5L, avy PRf U CEzDa~vy RRERRENET,

CLI®Z BDOBZIANY DAL — K E7 ) v 7 LT, +TICEET LI~/ u B LET, BH
Ha—P—ERELIIVATLAERDOCLIvZ m RN LET, a~vr FiRa~vy RS UZERR
SnET,

avy MR aw s R CFRRENTIREET, CLI~Z B D& EOR Vv LET, 20
a< L R, HLWCLL~ 27 v ORI £,

~ 7 Bl —EOLARIEEELET, LELUT, CLI~Z el 222 A LET,

[~ R 74—V FROavy RER L, DERERLZMZET,

av FOETRICER LIoWwa~y RS Z . RIEINCHENT-ART A —F ZIZEES B T,
[TERL (Create) 127 U w7 LET, Bk Lz~ vid, RUNHRE LIZT A AT T, TDXA
TOFTRTOTNA ATHERTEET,

gy REEFTTHICE. CLINZ 2DETFTEBBL T &N,

CLl ¥/ OM=ET

ATvT1
ATy T2
ATv73
ATy 74
ATvT5
ATv 76
ATvI1

ATvT8

TS =T a R —=T, [T ALH—E R (Devices & Services) | &7 Vv 7 LET,
[TNAR 2T H7Y v LET,
WERTASAAZATDE T2 ) 7 L, 1 DUEDT A Z2BIRLET,
> avry I A4 F—7=xAA (> Command Line Interface) 1% 7 UV v 27 LET,
v RRRAT, A=W EI) v LET,
v RARING CLL~ 7 m 2R IR £7,
WONWTNINDFETY 7w FITLET,
CTEFRTONRT AN BIZEENTORWEEIX, XE Send) 1227V v 27 LET, avr
RADISEBIERA ANFRSNET, TN TET TY,
e I BIIRTA—=EANEENTVWDLEE (FO Configure DNS v 27 272 ) | [> NI A—FDHRR
(>_ View Parameters) 1 %27 V v 27 L7,

% Using M Configure DNS

» dns domain-lookup (ER{LLYIS

dns server-group DefaultDNS
name-server IP_ADDR

[/3T7 A—% (Parameters) | A ' C, /XT A =X D% [/NT7 A —4 (Parameters) | D& 7 1 —/L RIiZ
ATTLET,
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Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

IP_ADDR name-server 208.67.220.220

208.67.220.220

ATYF9  [HE (Send) 127V v 7 LET, CDONEFICaA~ REXEL, T/ AOHREZTHTD &
MDone!| LW A v EBE—UNERENET,

o ASA DA, FATHDBEH I NET,

RTYTW0 A< FEREEFELERT, [—Hoa~y RRFTHICERE 2 MA T/ REERH Y £ L) Ay
T=UN2ODY 7 LEBICRREND I EBDHY ET,

A Some commands may have made changes to the running config Write to Disk  Dismiss

[T AART~DEEXIAHL (WritetoDisk) [ 227 Vv 7 F58E, Z0a<wry Rl THALNZER
L. FEITHRDZDMDETENT NA ADAK — T v THERIRTESNE T,

<[HXViHd (Dismiss) 1227 U v 7958, AvE—URRVIHINET,

CLl ¥4 OMIRE

2P —ERD CLI 7 RIFRETE T, VAT LERO~ 7 vlIfREETE £ A, CLI
VI RERETDHE, TRTDASAT NS AT/ aPERESRET, V7 RITRFEDT N
A ABEDOLDOTIEH Y THA,

ATy Tl FEFr—2 a0 R_R—T, [T/ AL P —E A (Devices & Services) ] =7 U v 7 LET,
RTFYT2 [THAR 2T 57D v 7 LET,

ATV T3 WURT A REATDET %) v LET,

ATV T8 THAAAEBRLET,

ATy TS [~ K TFA A% —7xAA (Command Line Interface) 127V v 7 LE 7,
ATYT6 RET LIV —ER~ 7 o zRINLET,

ART9T1 =IaIdXVORETA 2% 7 ) v LET,

RATv T8 [v7 udffE (EditMacro) | ¥ AT/ HRy 7 ATCLI~7 azxmELET,
ATwT9 [IR7F (Save) 227V v 27 LET,
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CLI =7 u DE[THIEIZHOWTIE, [CLI~ 7 adET) 28R LT IFE0N,

CLI ¥4 O D#Ik

=P —TEFD CLI~7 2 FTHIFRTE TN, VAT AERDO~Z 2 FHIBrTE ¥ A, CLI
~ 7 nEHIETLE, TRTOT A, AT aNHIBRISNET, 7 2lidfFEDT /31 A[H
HDOHLDTIEHY £H A,

ATy Tl FEF—2 a0 =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LT,
RTYT2 [THAR BT E7 Vw7 LET,

ATV T3 WURT A REATDET 57 v 7 LET,

ATV T8 TN AEBRLET,

AT TS [~ T A H—TxAA (Command Line Interface) | %7 U v 7 LET,
ATy T6 HIBRT 22— —ERCLI v ma@RLET,

ATYT1 CLI~/uINVOAIF{TAarex7 )y 7 LET,

RAT9T8 CLI~7 v zHlRdT 52 LR LET,

ASAORUE AV AVEZ—T A ADFFa ATk

CDOIF, ASAa~ > RIA v A H—T oA AT _XTCHAR—-FLTWVET, 2—F—2H
—DTFNRAABLOEEDOT A ACREFICa~y REEETESH L9512, CDO Tix¥—=3
TNHRDA L Z =T 2 A ZAZ ML TWET, ASAa~Y 2 FIA A F—T oA AD R¥a
AV MIEETT, CDO ¥ =2 Ay N TEO—HZFERT 5D Tix7e <, Cisco.com D ASA
CLI R¥ a2 Ay h~DRA U HEBRIZRLET,

ASACLIO> 74 F¥alL—>arHAFK

ASAN—T 2 9.1 LI, ASACLI v 7 4 Fab—va v A RIE3EICPTOET,
*CLI 7> % 1:CiscoASA ¥ U —AXCLI 27 4 Fal—Yar T4 K (—kifeilE)
*CLI 7 v 7 2:CiscoASA V=X 77 AT U4 —/NVCLlary 747 b—a 4R
*CLI 7 v 7 3:CiscoASA ) —AXVPNCLI 27 4 Falb—ar A K

[YFAR— T+ (Support) ]>[HfL 77 2V (Products by Category) ]>[E =V 7 ¢ (Security) ]

>[7 747 v #+—/ (Firewalls) ]>[ASAS5500]>[2> 7 4 ¥ = L —3 3 (Configure) ]>[=

V74X alb—arHA K (Configuration Guides) ]IZBET 5 &, Cisco.com D ASA CLI =

Y7 4FXalb—ar A N7 7 8ATEET, hitps://www.cisco.com/c/en/us/support/security/
asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
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B v~ romrozszk—+

WO DEEDASACLI Y D4 FalL—Yary A4 KDy

show A< FEmoreavw o FOBAD T 4R UHGCLI 7~ 7 1: [CiscoASA 2 —X
CLIziy 74X alb—Yar A K (—EAREE) I @ lshow 2~ K& more 2~ KD
WD 7 40207 Tk, ERFHREZMEH L7 show 2~ 1D 7 4 v ZABIZDW
THFEETxET,

ASAaT > KYyJrLUR

ASA <= R UT77 LA A Fid, T_XTDASA a~v L REFDF T a VBT LT 7
Ny METY R MRS TWET, ASAa<w 2 R 77 LA 3Nn—T g VEETIEHY $8
Ao IRD AERINABI SN TWVET,

*CiscoASA VY —Xa~v RN UT7y LA A~Havo R
*CiscoASA VUV —Xa<w R UT77L A, [~Ravw K

*CiscoASA vV —X avw o RUT7y LA Savr R

*CiscOASA V'V —Ra<w o RUYUT77 LA, T~Z3a< RBEXWWASASM H 10S =<

R

[ — T+ (Support) ]>[HfL 57 =Y (Products by Category) ]>[& 3=V 7 ¢ (Security) ]
>[7 747 UA—/L (Firewalls) ]>[ASA5500]>[V 77 Lo A H A K (Reference Guides) ]>
[2~> KU 77 LA (Command References) | (28T % &, Cisco.com D ASA =2~ R

Ty VU ATA RIZT 7 BATEE T, https://www.cisco.com/c/en/us/support/security/
asa-5500-series-next-generation-firewalls/products-command-reference-list.html#anchor325

CLla<v > FO#HERODIT I RAKR—F

AH U RT BT NA ZAETNIEE DT A RARITENTZCLI 2~y ROfERE 2~ XY)
DAE (csv) 77 AMITy AR— LT, LEISCTE®RE 7 4 L& U > 7B LA~
RHZENTEET, BH—DT N, RAETIZHOT A ADCLIFERE —EIc= 7 AR — |
TEET, =7 AR—FINHERICE, KOLOBREENET,

* Device

« A1+ (Date)
* User

eav K

« )

CLUa< Y FOBROITY AR—F

a<w L R4V RUTET LI a~wr ROMEEL csv 77 A M7 ZAR— K TEFET,
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ATwT1
ATy T2
ATvT3
ATy T4
ATvT5

ATvT6

ATvT1
ATv78

cwzsnosrnzszt—+

FES =g R—T, [T/ AL P —E X (Devices & Services) 127 U v 7 LET,

[TNHA R 2T %27 v LET,

WHIRT NAARFATDH T2 Vw7 LET,

| DEITEIDOT NA AZFTIRL TN T4 FLET,

FNRAAD[TNRAAT 72 a ], TC, > [a~v R T4 4 #—TxAA (Command Line
Interface) =27 Vv 7 LET,

[~ FRT7A A% —7 x4 A (CommandLinelnterface) ]34 > CTa~r R&E AL, [XE (Send) ]
IV LTT AN RIZHED £,

¥

ANENTa<y ROY v RooART, =7 28— 742y © 220927 LET,

sV 7 7 AT OMN D RLTWARTET, 77 A NVEa— DN T 7 ANV AT HDIEFLET, csv 77
AN btDa<y SHEFHARDLEGE, T XTOBLEZERLT, a2~ ROTRTORMELZFRLET,

CLIXV ODHERDIT Y AR—k

AT T1
ATvT2
ATvT3
ATvT4
ATvTH

ATvT6
ATy 17

ATvT8
ATvT9

av Ry 4 RUTEITEN I~ oD RE2Z ) AR—FCTEFET, ROTFIET, 1 0F
TPIXEEOT AL A TEITENTZCLI 7 2 DFER%E csv 77 A M7 ZAR—FLET,

[T AL P —ER] =D& E ET,

[TRA R 2T %7V LET,

WHIRT A ZAEAL T DX T s ) w7 LET,

1 DFERTEEDOT NA AZBIRL TN T4 N LET,

FRAAD[TNRA AT 73 a ], TC, [> a~vr K I A H—7xAA (> Command Line
Interface) %227 Vv 7 LET,

CLI YV ¢ > R DFEMDA T, CLI®Z BOBKICAY 27T 2 W 2B L E5,

TV AR—= I T H~vrmav s Res Yyl LET, @R "7 2A—=2%ZAN/jL, [#E (Send) 127V >
7 LET,

¥

ANENTa~y ROY v RoOARIT, =7 28— 742y © 22092 LET,

sV 7 7 AT OMN D RLTWARTET, 77 A NVEa— DN T 7 ANV AT DIEFLET, csv 77
AN tDa<vy NHENZHRLERASE, TXTOBLEZEAL T, a~vy ROTRCOFMREAERLET,

CLLlav > FEEDOI Y AR—F

WOFEEZFERA LT, 1 DEITHEEDOT SA ZAD CLLERE csv 7 7 A VI 7 AKR— L
i‘ﬂ—o
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ATV TN TS = a Uy RUT, [TAAES—ER 27 Vv LET,

RTFYT2 [THRARET %7 ) w7 LET,

ATV T3 WYUIRTNNAAZATOET 27V v LET,

ATV T4 1 DFEIFEEOT A ZAEFIRL TS T4 FLET,

ATYTES FRAAD[FNRA AT 72 a ] AT, > avr R4 4% —TxAA (> Command Line
Interface) =27 Vv 7 LET,

RFYT6 JBESA N EFRMSNTOARVEAE, [ (Clock) 17422 D 221 v LTEBALET,

AFvTT ABESNEawy ROY 4 v RYOLERT, =7 AR~ 7420 22097 LET,

ATYT8 csv 7 7 A NMTONYRTWARTZIT, 77 A VE20 =BT 7 ANV AT LR FELET, csv 77
AN bEDavwy FEAZGHRAES., TRXTORAZERL T, 2~ ROTRTOFREELFRLET,

BT
cCDOaA~vU RIS AU —Tx A AEHEHTD (88 =)
cHH A~ b O CLL~ 7 v OFERK
 CLI = 7 2 OHIFR
« CLI v 7 v Ofwte
« CLI ~ 7 2 DFELT
« ASA—1& CLI O {5
*ASA AV R I AL F—T A AD RKF¥ 2 A |

o o~ R I AV E—T AR

CU®YODIVRAZITVAKR—FT S

a<w s Ry RUTEITENE~/nDRhierT ) AR—FTEXET, ROFIET, 1 >2F-
WXEH DT NNA ADCLI~Z 0% csv 7 7 A NI AR—FLET,

ATVl FEF—va U4V RUT, [TRAAREYP—ERZ7 U v 7 LET,

ARTYT2 [TAR X T %7V w7 LET,

RT9 T3 WU T SRAALATOE T ) v LET,

ATV T8 1 DEFIFEEOT NA AERRL TN T4 FLET,

RTYTE THRAAD[TNRAART 73 a ]| XA T, > a~vry RIA AV E—T A A %27 ) v 7 LET,
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