Awyt—

701001

701002

702305

Syslog A v t— < 701001 ~ 714011

ZOFEF, WO THMEINTHET,

o A tE—3701001 ~ 713109 (1 ~=—7)
e Ayt —3 713112 ~ 714011 (21 ~2—7)

701001 ~ 713109

ZOIETIE, 701001 525 713109 £ TD A v E—JIZHONTHH L ET,

I5—Avt— 2asa-7-701001: alloc_user() out of Tcp_user objects

HAAE Y 2 — L ARE LUV AAA 2T 02 —PRIFDO L — FRETELLERICHEREN
5 AAA A v E—,

#2427 49 2 3 > floodguard enable =~ >~ KT Flood Defender & A % —7 MZ LE T,

Io5—4% vt—*‘) $ASA-7-701002: alloc user() out of Tcp proxy objects

BT Y o — A AH LU AAA 2T A DI —V DO L — R ETE DL HAICEREN
5 AAA A vE—,

#4227 2 2 3 > floodguard enable =~ > R C Flood Defender % 1 % — 7 /LIZ L £ 7,

Io5— 4 “Jt_:) $ASA-3-702305: IPSEC: An direction tunnel type SA (SPI=spi ) between

local IP and remote IP (username ) is rekeying due to sequence number rollover.

S HHO RO m— g VI A0 EEB L B8y N & IPSec kR ILVTEAE
LE L.
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702307

703001

703002
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e direction : SA D F[F] (A R\ REIET U RN 2 R)

« tunnel_type : SA DX A7 (VE—F 7278 AXAE/ITL2L)
espi i [PSec DEFXF a2 UT 4 NIA—H LT v I A

elocal IP: ho LD —H) = RRA L FDIPT KL A
eremote IP: > RNLDUVE—F = KRS FDIPT FL A
e >username : IPSec k> R/VICBEfFIT HIL TV D 2 — 4

W73 ETOEREICHNEDLET, SA T4 77X A4 LBRTEXHBLET,

I5— A w+t— 2asa-7-702307: IPSEC: An direction tunnel type SA (SPI=spi ) between
local IP and remote IP (username ) 1is rekeying due to data rollover.
BB SA T4 T4 7 AN OHIRDEINE LTz, IPSec SA 73, #iadk LT — X BOKER,
F—ZHAERLTOET, ZOFRIT. F—FEROMELZ T Ny 7T 558I& L ET,

s direction : SA D5\ (f RN REFITT U MU R)

« tunnel_type : SA DX A (UE—F 77 AX/ITL2L)

espi : IPSec DEF 2 VT 4 NRIA=F LT v A

elocal IP: F> R —h) T2 RRA > hOIPT KLA

eremote IP: FU F/LDYE—F TV RRA L FDIPT KL A

+ >username : IPSec b > R/VICEHEHT BTV b 2 —F4

WREF7HY a2 RE,

IS5—AvyE—Y 2asa-7-703001: H.225 message received from interface name :IP address

/port to interface name :IP address /port is using an unsupported version number
BRBAASA TV AR — FINTNRWWAN—T g /K GOHI323 Ty a5 LE LTz, ASAD,
SNy hOTE kAN NP gy T = REYR— R ENTVDREH/ - 3 VICHA S
T 2560860 £7,

RT3 ASANRVOIP Xy hT—ZIZBWTHAR—F L TWAHH323 D=V 3 &l
ﬁﬁ L\ij—o

15—)‘ V) t—:/ $ASA-7-703002: Received H.225 Release Complete with newConnectionNeeded

for interface name :IP address to interface name :IP address /port

BB SN H225 A v E—U 2 ASA D E L, RSN/ 2 DO H323 =2 RAKRA b
XU CHHR Y 7 v Pk 77 FE ASADRA—7 2 LE LT,

*‘E%%?g :/ 3 \J‘/IZ‘%:%OC I/o
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703008

709001.

709003

709004

709005

703008 [Jj

I5— 4 vt—*‘) $ASA-T7-703008: Allowing early-message: %s before SETUP from %$s:%Q/%d
to $s5:%0Q/%d

HMBAZDORA =, MO RRA  EBPNEERA F~DOEFEEaT—NLEZER L2 &%
AL, NEARA RNF— FF—s3—{2% LT SETUP £ v & —DHI{IZ FACILITY X v t®—3
ZEE L, H460.18 IZ1EH Z L H#LEATVET,

HRT7H a2 HE40.18 IZFEH INTWD L H T, F1E H323 =2—/L D SETUP X vE—T D
AIZEHIOFACILITY A v 2 — V%A T 5 X )ICHREINTWND Z L 2R L T EEW,

I5—AYE— 3asa-7-709001: FO replication failed: cmd=command returned=code
IS5—Awt— 2asA-7-709002: FO unreplicable: cmd=command

SREBBEOT Ny FEB LT A REBTET TRRINDL T = — A —"— XAyt —,
WRETYaVERL,

Io5—A*A vt—’) $ASA-1-709003: (Primary) Beginning configuration replication: Sending

to mate.

BT VT4 TEBRNESO I T 4 X2 b— g VDAY N B AW S &
FREND T =LA —3— X vtE—, Primary I%, &4 & VU IEEDOEAIL Secondary &
RENDHZEHHY ET,

*‘Eﬁ?b :/ 3 :/‘/[Z\%:fcf L/o

I%—)‘ Vi t_:/ $ASA-1-709004: (Primary) End Configuration Replication (ACT)

ST 7T 4 TEERASOAL T 4 Fa b= a VDAY UL IEE AR EE T T 5
ERREND T =— VA —"— A yE— Primary L, EU & VIEEDOYE X Secondary
LIRENDHZELHY T,

*‘E“i?g :/ 3 )L[Z\%:féf L/o

15—)( “J‘t'—:) %ASA-1-709005: (Primary) Beginning configuration replication: Receiving

from mate.

SRR X U NA ASAMNT V7 4 7T ASAMNDH Ay T 4 X ab— g VEMORYIOE 50T
HY % L7z, Primary (X, &4 & VEEDOL AL Secondary EnENsZ &b H 0 F9,
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709006

709007

709008

710001
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*‘E%%77 :/ 3 D%\giﬁ Lo

IS5—XAw t—:/ $ASA-1-709006: (Primary) End Configuration Replication (STB)

BEBAA S UNAHENT 7T 4 TRENOER SN T 4 Fa b= a VOBEREET L
T EFICEREND T = — VA —N— X y&—, Primary 13, BH X VEEOLET
Secondary L RENDHZ L HHY T,

*‘Eﬁ?b :/ 3 QJZ‘%:%J? Lo

Ia_)‘ ‘y‘b-*‘) %ASA-2-709007: Configuration replication failed for command

BEARZ ONAHGEINT I T 4 TEBENORE SN T 4 X2 b—va COFER-EFE T T
ERVGRICERREND T = — VA== Ayt —T, BEEZREIELav FR Ay
t—YORRBIZERINET,

T U o3 VREBRR L7206, Cisco TAC IZBWEDHEZS W,

15—)‘ V) t—:/ $ASA-4-709008: (Primary | Secondary) Configuration sync in progress.
Command: ‘command ' executed from (terminal/http) will not be replicated to or executed
by the standby unit.

BB EDRM I~ RARITEN, ZDa~wy RRAX VAL IEETRITISN/RW T
ERIA LTI T 4T TR NRFERINE LT, HATT DI, av S KRR T7 7T 47
FETOHRBITS, AZ NS EETITERINRN I LITERL TSN,

s Primary | Secondary : 7 /3 A LT T A<V EITED XY ONTITT

« command : BEDRBINETHO L ZITRITShca~< R

« terminal/http : SR 5, F70I1X HTTP R CTHITSNE LT,
HREFTYavRL,

I5—AY4E— 5asa-7-710001: TCP access requested from source address /source port
to interface name :dest address /service

SREA ASASE CORAID TCP /37 v N CTCPE v v a VORI ZTR L TWET, 207y
MI. 3T xA N R ZDORHIDO SYN Ny N TT, ZORAyE—UiE, ENEN
(Telnet, HTTP, F721L SSH) T/XF v bRFFAISNTWAH/AICERINET, LL,
SYN 7 v ¥ —RGEIEZRE T LTELT, REBIEFHILTWhEREA,

*‘Eﬁ’?o :/ 3 Q%\giﬁ L/o
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710002

710003

710004

710002 [Jj

Ia—)( W) t—:/ $ASA-7-710002: {TCP|UDP} access permitted from source address
/source port to interface name :dest address /service

5B TCP #5i DI e, ASASECD2FEHDTCP /X7 v K TTCP v ¥ a VO 2 ER L%
Lice, 2Oy ME, 3V =AU Rz 7 Ofgfé ACK TY, £E#L (Telnet, HTTP,
F7IESSH) THR7y EAFFAIESNE LT, £72. SYN 7 v F—RREED AN L, IRREA TCP
tya TR ESNET,

UDP #5t D6, BEiIEFFal SVE Lz, 72 & 2I1E, R & 472 SNMP EFHLA 7 — 3 3 )
5D SNMP HRZEY 2 — AR ZE L, TOHERPUHEINE L, ZOA Yy =T 10
BIZ1REILAFRRINZVE D ICHIR STV ET,

*‘E%‘%?g :/ 3 \/‘JZ\E@T Lo

15_7‘ W) ‘t'—:/ $ASA-3-710003: {TCP|UDP} access denied by ACL from source IP/source port
to interface name :dest IP/service

BREAA L H—T 2 A A —EZASDOEORLD ASA I K> THERSNE L, 72& 2,
A E TRV SNMP B EERA 7 — 3 5 V)60 SNMP 2k 4 ASA W 5 LE LT, 20D
Ay B—URHBIIERREINIGAEIE, XEZRTZLnHY E5,

I &R L ET,

$ASA-3-710003: UDP access denied by ACL from 95.1.1.14/5000 to outside:95.1.1.13/1005

RT3 showrunhttp =2~ K, showrunssh =~ > K, F721 showruntelnet =~
VREMHLT, RANEREFRY PV —IDHDYh—ER T 7B RAEZFATH L I ASA
DREINTNDZ 2R LET,

I5—*Awt— 2asa-7-710004: TCP connection limit exceeded from Src ip /Src port to
In name :Dest ip /Dest port (current connections/connection limit = Curr_conn/Conn_lmt)
BBV — B A D ASA FHEEHGOR KB EZBZ E LTz, ASAIZ, Y —EXH VKRS
DOORRFEREEZFF T LET, £700%, to-the-box #Efie # 7 X T T —PRAEL TWAHH]
RMERH Y 7,

«Scip: N7y FOEFILIP T KA

*Sc port: /N7y hOFEETLHR— b

eIniifc: A4 2 —7 =4 A

«Dest_ip: /X7 > FOSESETP 7 KL

* Dest_port : /37 v FOsideAR— bk

« Curr_conn : FAED to-the-box & PR

« Conn_Imt : BEfeil bR
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710006

710007
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7Ty ary ) —AnG, kil avy REERLTARERE Y S a VAL ET,
to-the-box I 7 X DT T —NEKRTA v —UNERINZEEIEL, showeonnall =<2 F
BIAT L CEROEMAE IR LT,

15—)‘ W) t—:/ $ASA-7-710005: {TCP|UDP|SCTP} request discarded from source address

/source port to interface name :dest address /service

Z5BA UDP ZsR A 4LEE-4 % UDP H— "8 ASA IZH VW FH A, £72. ASA L EDE v g
WCHE L TWRWTCP X7y BEES R L H Y £9, SHICZDA vE—I0T,

RBAISNIZARA MM EDOHFETH, A B — R23Z20 SNMP ER % ASA 235215 LT-5AI1CHE
RENET (SNMP H—EZXT) , H—EZ2 SNMP OE. 2D A vE—IFHRKTH 10
BITLiZ1BoREL LT, a2 ETa s 7 ARBRAMIZRLRNEIICLET, ZOXy
t—1E SCTP /N7 v M b & ET,

HEET Y 2 3 2 DHCP, RIP, NetBIOS R ED 7 n— Ry Xk —E2OFARL T v b
U=/ Tk, ZOXvt—VOBEREBL RD2IENRDHY ET, Oy E—UNHEBICERT
SNDHLEIT, HBEZTRTENnHY ET,

Io—XAw t—:/ $ASA-7-710006: protocol request discarded from source address to

interface name :dest address

SEAIP 7o kI LVESRZAERT S P — "B ASAICH Y 8 A, 72& 21X, ASA R TCP £
721X UDP THRWIP X7 v FEZ{E L. ASA WERAZ AU TE EHA,

#3732 DHCP, RIP, NetBIOS 2 & D7 m— R¥ ¥ A b —EZADOFHBL VR v b
U—7Tld, 2OAvE—VOBEENGLSRDIERHVET, 20X vb—URNHEICER
SNHLGEIT. WBERTIERHY T,

ITo5—H* Wtz — 9ASA-7-710007: NAT-T keepalive received from 86.1.161.1/1028 to
outside:86:1.129.1/4500

FBAASAIINAT-T X —7 7547 Avbe—V%2ZELELE,
WRT7Oa R,

I5—AwE— 9asa-7-711001: debug trace msg

FRBA T L JHERED 72 91T logging debug-trace =~ > K& A ) L& L7z, logging debug-trace
A RPARXR—=TNDYE, TRXTOT Ny T Aye—IFA vy -T2V XA L7 bR
T INET, EX2 U740 EOBEENL, XAy B—UHNEN S LT 50, £idtEx
T TYURETN R Ry U=V CEETLHILERD Y £77,
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711002

711003

711004

711005

i |
*E%:é77 :/ 3 D%\giﬁ Lo

Ia—)( v t—:/ $ASA-4-711002: Task ran for elapsed time msecs, process = process name
, PC = PC Tracebeback = traceback

REA a2 AD CPUMAN 100 R VB2 E L, ZDOA vE— 1L CPUDT /Ny 7Tl
AEn, SHBET ot AR LTSI BIFERTEET,
«PC : CPUAFOEW T Ot ZADMERA &
s traceback : CPCUAMDE W T OB AD AL v/ FL—Z (IRKREOT KL 2%2&teZ
LRTEET)
WRT7IaNERL,

15—)‘ “Jt—:) ASA-7-711003: Unknown/Invalid interface identifier (vpifnum ) detected.

BBAEFEEEFICRAEL TUIRORWVNEHAEERBAELE LT, 27ZL, 20X vyE—UN0
FUT LA LRWGEITENDH Y A, HBEIIRRINDOIGEIE, Ty 73 588N
HHEBEZONET,

svpifnum: A % —7 = A AZKkHET 5 32 By ME

HEZT U 2 a DRVEDMER L7224, Cisco TAC IZBRIWAEHEL 230,

Ia—)( W) t—:/ $ASA-4-711004: Task ran for msec msec, Process = process name , PC =
pc , Call stack = call stack

BRI A0 CPU AN 100 I U BEMAE LI, Z0OR vE—UE CPUDT Ry 7l
A, FHET R LTSI I BIFERTEET,
emsec : M &7z CPU EARHIOR S (X UM HAL)
« process name : A LT\ 57 rEADAH]
e pc: CPU AT DOEWT ot ZDMAERA 4
e call stack : CPUAMDOENT B EADAZ v 7 hL—A (HRK1R2EOT RLAZETLZ
ENTEET)

*‘Eﬁ?b :/ 3 :/‘/[Z‘gfcﬁ L/o

IS5—4 w+tz— 2AsA-5-711005: Traceback: call stack

SREARAE LTI bRVWNEH Y 7 v 2T 2T —RNREAELE Lz, T AT, @E. Zox
F—MHEIETE, TS A~OEEEIILE U AL
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713201
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e call_stack : =—/)L 2% > 7 @ EIP
IR 742 S 3 > Cisco TAC IZBRIWEDLEL F X0,

Io—XAw t—< sasa-7-711006: CPU profiling has started for n-samples samples. Reason:

reason-string .
BBACPU 7 7 7 A U U IR S LE LTz,
en-samples: CPU 7' 7 7 A U 7 % 7 LOIEEER
s reason-string : IRD 5 H LTI,
“CPU utilization passed cpu-utilization %”
“Process process-name CPU utilization passed cpu-utilization %”
WRET7YaviRERL
WRT Va3V CPUTRT 7 A ) U TREREZIE L, T b % Cisco TAC IZffi L 77,

Io—4 “Jt—:) SASA-3-713004: device scheduled for reboot or shutdown, IKE key acquire

message on interface interface num , for Peer IP address ignored

BRBAASA DY, PRV EBBLEIELTWDIE— =T 4T A NBIKENT v M &5
fELELE, ASAITY 77— bFERIEFV Yy AU VR AT D a— L ENTWEHDT, Zhllt
RNV EMSLTE EE A, ZOIKE N7 v MIEHRIN T, BEINET,

*‘Eﬁ?o :/ El ‘/‘/[Z‘gfcﬁ L/o

Is_)‘ vt—*‘) $ASA-5-713201: Duplicate Phase Phase packet detected. #fE

SBAASA I, BIOT7 ==X 1 £/ 7 ==X 2 7y "OBREZZIFE L, BEDOA v E—
EREELET, Xy MU= N7 —v U RAE TR OMENR AL, 7 BHEE Ihex
oy N ERGHIZEZE L TW AW RTEEEDR S D £ 77,

» Phase : Phase 1 % 721X Phase 2

« Action : Retransmitting last packet & 7213 No last packet to transmit

WRF7HLa3V Ry NT—I DR T —~v AFE 132 R L E T,

15—)‘ V) t—:/ $ASA-6-713202: Duplicate IP addr packet detected.
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713006

713008

713009

713010

713006 [Jj

SHEA ASA 1T, ASA R TTICRBR LA T o — L TWA M XVOEETAHRAD /N v b
EZELE LR, 2L, 2L OEE. ASARETNO Ay FOFREEZZELEZ L 42R
LET,

«IP_addr : EET L2HADO/NT v NOREBEILETDIP T KLA

HIET 5 S 3 DRI LTV AR D MBS RS T, BRI AT 250, S50
Ny 7 UCHER B L,

Io5—A% ‘yt—*“) $ASA-5-713006: Failed to obtain state for message Id message number ,
Peer Address: IP address

A ASABZELTEA v E—YIDBRMOID T, Avt—I 1D, BEDIKE 7 = —
Apxdvz—a COMIIER SN ET, ASA T —RENEAEL, 2ODIKEET D
RN LN TWARWE L 2R THERNH Y 7,

*Eﬁ?o :/ El ‘/‘/[Z‘gfci L/o

ITo5—H* ‘y’b-*‘) $ASA-3-713008: Key ID in ID payload too big for pre-shared IKE tunnel

FRBAID <A B — R CH— IDEZ G L7, £ OMEAFATHEA F—RAE 2 M9 5 IKE & »
A DIN—THDORRKIRTA XL b EN-T2Z 2R LET, TIUXERRE T,
Tova IR ESNET, BRI —IDIX. TOY A XD T N— T4 & ASATIERK T
ERVWOT, T 22 L13HY FHA,

RT3V 7747 b ET (BELLIFAiga VE— TR I IA4T N BNF
N TN —TZERBEL WD 2R LET, 7947 M EDBRSTIN—T L EET
FTAHLIIC—FIBAMLET, I —TLOBEDERKEIL 32 XFTT,

IS5—4 ‘y’b-*‘) %$ASA-3-713009: OU in DN in ID payload too big for Certs IKE tunnel

SRBAID XA 17— R CTDN D OUEEZE L7225, T DMEFEAERIEZ AT A2IKEY v v 3
VDI N—=THDERARTARED b BN 2R LET, ZO0UFAR Yy FENE
T8, BloOoU FIdoEEEAFH L C—BT 27 —72mHTE T,

W7 a2 7747 P 0OU ZHEHLTASA NS 7 L—7Z2H4 512k, Z—7
LINHEN R BEESTRITIERY ¥ A, VNV —TROBEORKREIL 32 57T,

15—)‘ “Jt—:) %ASA-5-713010: IKE area: failed to find centry for message Id
message_number
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713012

713014

713016

713017

713018
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—HE DA v— 1D T conn entry (IPSec SA [ZXIind™ 2 IKE 7 = — X 2 #1&) 28 EL LD
LLTHRBRLE Lz, NEESEN R OMY AT L, By a UAMERNDOTFIETK T L
T2 AIZRELETHA, L EERAFHVOIEL, NI —0nRELZZ L T,

COREBR L WEE1E, BT ZfA L £,

IS5—A “Jt—:) $ASA-3-713012: Unknown protocol (protocol ). Not adding SA w/spi=SPI

value
SEAREFIIVR—FENTWARWIPSee 72 ha Lz T NbHZELE LT,

RT3V ETDISAKMP 7 = — X2 RE&ZF = v 7 LT, ASA L HHMRH D Z L %
R LET,

15—)( vt—’) %ASA-3-713014: Unknown Domain of Interpretation (DOI): DOI value
BB T 2535 L7 ISAKMP DOL 3 H R — F SN TWEHR A,
HEF7HO3ETOISAKMPDOl 227 4 Xal—Ya VAR LET,

15_)( “Jt—:) $ASA-3-713016: Unknown identification type, Phase 1 or 2, Type ID Type

M TNOZELEZARMOID T, IDB, K<MENTWRWERID THHHEAE,
FFIXEE- I L7 ID THhASEAENH Y £,

W73~y Ry RBIOETOa Ly 7 4 Xal—2a v a R LET,

Io—H% ‘yt—*“) $ASA-3-713017: Identification type not supported, Phase 1 or 2, Type
ID Type

AT NOZELE7 ==X 1 EFE 72— X200 D RELTHL, HR— ST
A,

WRE7H a3y ~y RV RBIOETOay 7 4 Xab— a3 VERRLET,

Io5—A ‘y’b-*‘) $ASA-3-713018: Unknown ID type during find of group name for certs,
Type ID Type

BREBANESY 7 b =7 =T =3 AL E LT,
T D L3 VRBENRR L72WEE | Cisco TAC [ZBMWEDHE S IZE W,
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713020

713022

713024

713025

713028

713029

1300 [

Io5—4% ‘y‘l:'—°/° $ASA-3-713020: No Group found by matching OU(s) from ID payload: OU value
SEBANEY 7 hU =27 =T = AELE LT,
WET U 2 a VBRI LW EE . Cisco TAC IZBRIWEDE L EI W,

15—)‘ “Jt—:) $ASA-3-713022: No Group found matching peer ID or IP address for
Pre-shared key peer IP address

B N—T F—HR—=R (2, T THEBENTE (F—IDE7XIPT FLA) LA UL
DI NV—TRH 0 E4,

WRT7HV IV ETOar 74 ¥alb—varEERLET,

Io5—H* ‘yt—*“) $ASA-7-713024: Group group IP ip Received local Proxy Host data in ID
Payload: Address IP address , Protocol protocol , Port port

HBAASANY E— R ETNL 72— R20a—Hh L 7FaFx DA a— REZELE L,
WEFIaVLERL,

15_)( “Jt—:) %ASA-T7-713025: Received remote Proxy Host data in ID Payload: Address

IP address , Protocol protocol , Port port
BREAASAN Y E— F ETNEH 72 —RX20u—hL7axvIDNf n—ReZE LE L,
HRT7I a0 ERL,

Io—XAw t—:/ $ASA-7-713028: Received local Proxy Range data in ID Payload: Addresses
IP address - IP address , Protocol protocol , Port port

HHBASANYE— RN ETO72—X20a—hL Faxi DA e — REZELT, 0
FIZIP 7 RLUAEHEDNEFEFNTWVET,

*‘Eﬁ?b :/ 3 ’LIZ‘E/‘GE Lo

I?—)‘ v t_:/ %ASA-7-713029: Received remote Proxy Range data in ID Payload: Addresses

IP address - IP address , Protocol protocol , Port port
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713032

713033

713034

713035
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Syslog # v £—< 701001 ~ 714011 |

HBAASANYE—R ETO 72— 20a—hL Faxs DA e — REZELT, 0
FWZIP 7 RLUAFFHNEENTWET,

*‘E%%?g :/ 3 \J‘/IZ‘%:%OC I/o

I5—*w+t— 2asa-3-713032: Received invalid local Proxy Range IP address - IP address

BT — BV ID A m— NIZEPHID # A 73 & £, B SNET FLARET RLU AL
bT U, BEICHED S 2 PTREMED H Y E 57

W7 VIAVISAKMP 72— X2 DNRFGA—=FDa T 4 Falb— a3 VAR LET,

I5—*vt— 2asa-3-713033: Received invalid remote Proxy Range IP_address - |P_address

HBAVE— MDA v— RIZFEFEID ¥ 4 7REEN., BRI NTZET FUARET KLALL
ETUL, BREICHEND DR H Y £97,

WEBF7HIUIUISAKMP 72— X2 DTG A—EDar T 4 Xal—a U ZHERLET,

Io5—*4 ‘y-t'—’) $ASA-7-713034: Received local IP Proxy Subnet data in ID Payload: Address

IP address , Mask netmask , Protocol protocol , Port port
BB — AP TR YT Ry h TR T 2 —R20IDXA B— RTREINE L,
*‘Eﬁ?aba’%‘gfcc L/o

15—% v t_:/ %ASA-T7-713035: Group group IP ip Received remote IP Proxy Subnet data
in ID Payload: Address IP address , Mask netmask , Protocol protocol , Port port

AV E—FIP XL Y TRy hTF—EZ R T 2—X20ID_NA 2— RTZEINE L,
WREFOaVLER L,

15—)‘ vt—*‘) $ASA-7-713039: Send failure: Bytes (number ), Peer: IP address
BEBANESY 7 b =7 =T =354 L, ISAKMP /N7 v R ZERIETE E£H A,
HRT 9 23 VRENRR U4, Cisco TAC IZBWAbE L EE 0,

. Syslog # v t—<° 701001 ~ 714011



| Syslog # v+—< 701001 ~ 714011

713040

713041

713042

713043

713048

R |

IS—XAw t—:/ %ASA-7-713040: Could not find connection entry and can not encrypt:

msgid message number
BBANEY 7 b =T =T REL, Y- X2 7 A HMEERIETE EEA,
WET U 2 a VBRI LW EE . Cisco TAC IZBRIWEDE L EI W,

15—)‘ “Jt—:) SASA-5-713041: IKE Initiator: new or rekey Phase 1 or 2, Intf
interface number , IKE Peer IP address local Proxy Address IP address , remote Proxy
Address IP address , Crypto map (crypto map tag )

SRBA ASA NREEME LT X ER I —2 g U FTY,
*E%:é77 :/ 3 D%\giﬁ Lo

Io5—4 ‘yt—*“) $ASA-3-713042: IKE Initiator unable to find policy: Intf interface number

, Src: source address , Dst: dest address

ERBAIPSec 7 7 — A M NAT, IKEZEE L7y FEE LN, IKEDORY — by
TyTNRELELEZ, 20T —d, XA IV TICEELTWLEARHY £7, IKEHHH
FEEER 2 ALPRS B RIS, IKE 28 L72 ACL NHIBR SN CW/REMERN H Y £9°, Z ORTE
X, Z<0%A. BABE TEIIESNET,

WRT7IaVRILRKRENFELSGE., 7V 7 b~y FAICBEEMIT 5 TWD ACL DX A 71T
BIcEELZNS, 2Ly 7 4 Falb—a raHER L ET,

IS5—XAw t_:/ $ASA-3-713043: Cookie/peer address IP address session already in progress
FRBAICO b RIS, IKE AREEBI S E LT,
*Eﬁ’?g :/ 3 ‘/‘,!Z\%foe L/o

15—)‘ “Jt—:) $ASA-3-713048: Error processing payload: Payload ID: id
BB CE R ole A B — R Ty MZEEShE LT,

HRT7V 23V ZOMENRRLRVGRIX, 7037 4 Fal—a VSR RH 50
BEMEZS B 0 E4,
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713052

713056
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IS5—XAw t—:/ $ASA-5-713049: Security negotiation complete for tunnel type type
(group name ) Initiator /Responder , Inbound SPI = SPI , Outbound SPI = SPT

B IPSec 1> R MBS E Lis,
HETHL I LLERL,

I5—Avt—Y 2asa-5-713050: Connection terminated for peer IP address . Reason:

termination reason Remote Proxy IP address , Local Proxy IP address
BB IPSec M RN T LELZ, BAONLKE THAZKIIRLET,

*IPSecSA DT A F)V ZA LT T I
* IPSec SA D fix KIFFfE] 2 L7-
cEHENVEY ML
 FEENY T— LT
cEHMEN Yy NF UL
vy rRUI S

sy iary 2T —TKT L
BTN T LI

*‘E%%?g :/ 3 y%‘giﬁ I/o

15—)( vt—’) $ASA-7-713052: User (user ) authenticated.
BBV E—h TR 2—VRBIESNE LT,
WRETFOaonEe L,

Io—4% “Jt—:) $ASA-3-713056: Tunnel rejected: SA (SA name ) not found for group

(group name )!

£%BH IPSec SA M RoO D FHA T L=,

HRTO APV T 7 ER FURAVDEE, =T ba—YarTy  Fal—
varEFzv 7 LT, FEOZ—Y I N—TIZHH LT RNV T N—T LT N—T K o—
MRESNTNWDZ AR LET, IMBCRIALSNT2—F B IOV —7D5E1%, K
N7-RiEEM 2R L £,
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713060

713061

713062

713063

713060 ]

Io5—4% ‘yt—*‘) $ASA-3-713060: Tunnel Rejected: User (user ) not member of group

(group name ), group-lock check failed.

HBA—Y N, IPSec F AT —va LV CEREINTZIN—T LI T N—TITERESINT
WEJ,

RT3 CiscoVPNIZ T4 7 FEFRiAEF—2EHLTWDEA, 7747 MC
HEINTWBE T IL—TN, ASA FO2—WIZREEMNITONTWA I IL—FLREI L THEH I L
B LI, TYXNVGERERZEH L TV L5E, 77— GFEHEDOOU Y 4 — R T
BESHTWE, F3a2—P XV E— T 2782ADFT 750 8 JNA—FZF 74 /L T
HEMICRESNTWET,

ITo5—H* vt—’) $ASA-3-713061: Tunnel rejected: Crypto Map Policy not found for
Src:source address , Dst: dest address !

FBAASA DS, Ay E—VITRENTNDLTTAN—F Xy FT =7 ELFHA OEF2 ]
T4 R —FREMHTEEEATLEZ, 26Oy MU—7 23R ML, BEMIC
Ko THEEN, ASADEDHH ACL & b—BLEHA, Z<OHRE, ZHUEar 7 ¥ =
L— g yORRY TY,

HRT O 2 a VMO S ACLNOR# S ry b —2 ar 7 Fal—varkFzy
7 LT, BEMOr =01 %y FRISEMOYE—h Ry FTHLHZ L (BLUZOW) %
MR LET, VAVRI—FN~AZ7 L RAMT FLVAME Y bU—=2 7 FURATHICEER
LET, YRAalAodETIE, 774 X=h T FLART Xy 7 FLRARITHRNED
Ry PU=7 L LTI NMTSNTWDHEENRHY £,

15_)‘ Y t_:) $ASA-3-713062: IKE Peer address same as our interface address IP address

SEAIKEE T ELTHRESNNTWAIPT RLAR, ASAIP A > X —T = A ADNT TR
ESNTWAIPT RLZEFELTY,

W73 V2L I T A Fal—2a b IPAVE—T A AT 4 Fal— gy
TR L £,

I5—AY+t— 2a5a-3-713063: IKE Peer address not configured for destination IP address
FBAIKE ©7 7 FLUAMNL2L b fUzx L TRES T TV EE A,
WETOay LLERERBLET,
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Io—XAwy ‘t'_:/ SASA-3-713065: IKE Remote Peer did not negotiate the following: proposal

attribute
HEBANEE Y 7 h 2T =5 —NRAELE LT,
HRET O 23 VRIEDRR L2WEA . Cisco TAC IZBRWAbHE L ZE W,

I5—Avt— 2nsn-7-713066: IKE Remote Peer configured for SA: SA name
BBALT OMWTRY P —NRESNTOET,
*E%:é77 :/ 3 D%\giﬁ Lo

Io5—X% ‘yt—*‘) $ASA-5-713068: Received non-routine Notify message: notify type

(notify value)
SREAZ DA X FOFKRE AR B A v — U N ERAAH o — R T RAIICEL S N E A,

WMR7THIVETTHT IV a rZHBTAICE, FFEOHBEHNET, @Ayt —
D%, KEETHOa Ly 7 4 Fal—yarrOR—HE R LET,

15_)( Vi t—:/ $ASA-3-713072: Password for user (user ) too long, truncating to number

characters
BB —F D/ AT— RBEETEET,
WETH L3 VS —NNTRAT—-RFOREIZFTIELET,

Io—Aw t—:/ $ASA-5-713073: Responder forcing change of Phase 1 /Phase 2 rekeying

duration from larger value to smaller value seconds

SRBA—FAERORIX, IKEETMEETHME LD I ICRWEICRE S ET, BE/MO
BEOHFPENT EERLET,

*‘Eﬁ?b :/ 3 ’LIZ‘E/‘GE Lo

15—)‘ ‘y‘b-*‘) %$ASA-5-713074: Responder forcing change of IPsec rekeying duration

from larger value to smaller value Kbs
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713075

713076

713078

713081

713082

R |

REAY —F/AEROREIL, IKEE T BEET HME LV b HFIRWVEICRESNE T, BEMD
BOHMENZ 2R LET,

*‘E%%?g :/ 3 D%\giﬁ I/o

Io5—4% ‘yt—‘“) $ASA-5-713075: Overriding Initiator's IPsec rekeying duration from

larger value to smaller value seconds

B —FEARORIL, IKEETBNHEETAMEL Y b EIEVEICRESNET, Ao
BEOHFPMENT EERLET,

*‘E“i?g :/ 3 ’%‘E:fcc L/o

15—)‘ “Jt—:) SASA-5-713076: Overriding Initiator's IPsec rekeying duration from
larger value to smaller value Kbs

SRBA—HAERORFIX, IKEE T EETHMHE LD & FITRVEICRE SN ET, SB[
EDOTFIMENZ L 2R/ LET,

WET7 I a nERL,

Io5—*4 ‘y‘t'—*‘) $ASA-2-713078: Temp buffer for building mode config attributes exceeded:

bufsize available size , used value
#1888 modecfg JRBPEDMELFIZNEY 7 by =7 =T —NHAE LT L EZRLET,

WR7H 3 VARER NNV ITN—TENET 4 =TT D0, ETELTFAN Ay
t—URE LET, FEPIMER LRWEGESE. Cisco TAC IZBRIWE bR &V,

15—)‘ v t_:/ $ASA-3-713081: Unsupported certificate encoding type encoding type

BT — RS REFE DO W TN FAIY AR, TR — F ERTHRWF SR
F—LTHDLAREMDRH Y £7,

BTV avTVNGRAEBLIV I IA MRSV FOary7 1 F¥alb—va e LE
j—O

15—)‘ V) t—:/ $ASA-3-713082: Failed to retrieve identity certificate

HEBAZ D bR A IDFERENR RSN T/ A,
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FORNHAEBIORNN A MNRA L DIy 7 X2l —a  EHERLE

<t mF
i
\d
)
\'l
i
\l

15—)‘ ‘yt—*“) $ASA-3-713083: Invalid certificate handle
BFEAZ D kD ID FEHEFEN RO £H A,

WREFHIOIVTOHNTAERBLIRIN I A MRS bOary 7 X2 b—ya VAR LE
bdéo

I?—)‘ v t_:) $ASA-3-713084: Received invalid phase 1 port value (port ) in ID payload

SEAIKE 72— X 1ID A 0 — R CZEINER—MENRELL B EHFATLE, ZITA
FUATREZEIZ 0 £7-12 500 TF (ISAKMP I3 IKE & I ET) .

WET7Oarvry P27 ORBEBBIR LT 7y ORI 5 2 & BT 5729012,
E7 2 IKE BUSICHEILL TWDH Z L 2R LET,

15—)‘ “Jt—:) %$ASA-3-713085: Received invalid phase 1 protocol (protocol ) in ID
payload

SREAIKE 72— X 1ID XA 28— RTZEENEZ7Te ha/VMENRELLBY EEATLE, =
T AIVATBEZ I 0 £ 721% 17 (UDP) T,

WRE7 a3 xy NU—7 ORENBHR L= v FORRICAR D Z & a5 72012,
E7 A IKE BBICHEILL TWD Z L 2R L £,

Io5—4 ‘yt—*“) %ASA-3-713086: Received unexpected Certificate payload Possible invalid
Auth Method (Auth method (auth numerical value))

BRI A v — FAVRIE SN0, ID A BN RN L B NIREE E N KUz k5 T
RENTWET, GAEHAEANY FAPEE ORGEITIETERSNETATLE, ThREETS
HEELTEZONDLDIE, FREESRD RSA £721E DSS &7 =F % Z i U TITHOIL TR
ZETE, EEL, ERTROMOBRENRE-> TS E, IKESA F T x—3 2 U3kl
E

WRF7IIAVASA L EFDET TR I ARMRA L FEISAKMP 207 (X2 Lb—3 3 VRE
MR L ET,
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713088

713092

713094

713098

713099

713088 ]

Io5—4% ‘yt—*‘) $ASA-3-713088: Set Cert filehandle failure: no IPsec SA in group

group name

BT U X AR BRI E ST RV R S — TR R TR o 7o 2 L AR LTV E
¥,

RT3y ET7ORAEFRELET 580 b Z—FRELSRESNTND
ZLEMRLET,

Ia_)( “J‘t’_:) $ASA-5-713092: Failure during phase 1 rekeying attempt due to collision
BN Y 7 h U =T =7 =NREAELE L, ZOHE, ZTHUIRBEDRNA N b T,
WET D 2 a VRENRER L6, Cisco TAC IZBMWEbHEL 230,

15—)‘ W) t—:/ $ASA-7-713094: Cert validation failure: handle invalid for Main

/Aggressive Mode Initiator /Responder !
BREANEEY 7 hU =T =T —RAELE LT,

WEFTHIVESICEoTIE, FTARNRA Y NEFRETALENH Y 9, BIENSER
L72W S, Cisco TAC IZBRIWVVEHHE L &,

IS5—4Avy t_:/ $ASA-3-713098: Aborting: No identity cert specified in IPsec SA (SA name
) !

SBAGIHENR—ZDIKE® vy v a v ZHYLE Y E LZE &2, BERY > —TID FEBHEN
HBESHhEEATLE,

RT3 ETICHEETDIDAEAEEZII NI A PRA PR ELET,

Io—XAw t—:/ $ASA-7-713099: Tunnel Rejected: Received NONCE length number is out of

range!
SBANERY 7 b =T =T —BRALFE LT,
HRZT O S a VREDER LW A, Cisco TAC IZBRIWAEDHEL 7ZE 0,
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713109

Syslog # v £—< 701001 ~ 714011 |

Io5—X% ‘yt—*‘) $ASA-3-713102: Phase 1 ID Data length number too long - reject tunnel!
BMA2KULEDIDT—F 74—/ Fa@ieID A n— F&Z IKE»AZELELL,
WRT7IOanFERL,

15—)‘ v t—:/ %ASA-T7-713103: Invalid (NULL) secret key detected while computing hash
BEANEL Y 7 h =T =T =R AELE LT,
HRET U 2 a VREPRR L2 WEE . Cisco TAC IZBRWEDHE L ZE W,

Io5—X% ‘yt—*‘) SASA-7-713104: Attempt to get Phase 1 ID data failed while hash

computation
HEBANEE Y 7 h 2T TS —NRAELE LT,
HAET Y &3 VIBESARR LAV EA, Ciseo TAC BV ADE L &L,

15—)‘ v t—:/ %SASA-3-713105: Zero length data in ID payload received during phase 1

or 2 processing
BEBACT NEHRID T —F AMAIAEFTITID XA m— FE2RELE LT,
WRT7H IV ETOar 74 ¥alb—varEERALET,

Io5—X% ‘yt—*‘) $ASA-3-713107: IP_Address request attempt failed!
SEBANEY 7 hU =27 =T = AELE LT,
WET U 2 a VRBEDBRR LRWEGE . Cisco TAC IZBRIWEDE L ZI N,

15—)‘ “Jt—:) %SASA-3-713109: Unable to process the received peer certificate

SEAY E— N ET L2 E LT ELZ ASAPIETE FHATL ., 2L, fEHEDT —
ARESTWNG (722 21F. BAF—DH A X3 4096 E v F L0 RKREWIRE) 2, GEED
HOT—H % ASA PRIFTERWERICRAET I ENH D £7,

WRE7V a3y VE— b E7 THORRAEZMEM L THROPMALZ AT LET,
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713112

713113

13114

713115

ZOWE T, 713112 236 714011 T TORA v EB—IT O T L4,

15—)‘ ‘yt—*“) $ASA-3-713112: Failed to process CONNECTED notify (SPI SPI value )!

£%BA ASA 73, CONNECTED %1% A 7 % Eieil@M~<A 0 — R&Z EffICAB T EFHATL
7o ZAUL, IKE 7 = — X2 HEED, ZNE ROTF 572D SPI Z#fFH L TR TE 2205
B, FTEZELIZISAKMP ~y X —Ta3 v b By FBRREIN TR T2IGEICHA
L9, BEOFHITIL, IKEET BHAEIHES TOZRWAREMERH D Z L2 /R LTV E T,

RT3 URENRRLARVES, 7037 Xal—a i@l s, a3y b
By MW EZT 4 2—7 WV LET (FEmAFEITVET) .

I5—Ayt— 2asa-7-713113: Deleting IKE SA with associated IPsec connection entries.

IKE peer: IP address , SA address: internal SA address , tunnel count: count

E%BA IKE SA 723 0 IS b o xb I R CTHIBREN TWE T, 2, IKESA hr v 7
v N CHEET T N EDORIEN KD, HDEIWEEET = NV DY v
F— 74—/ RTE= P UBNETIKESADZ v — 7 4 —/L KL DORIBAN Kb IZZ &
EEWLET, 2NN RET LA, IKESA BLOFICEE T2 7 — 2 #E Rk S n
RODT, ZNERTZ U FVITEHEWRAS V22O LR £8 A,

WRET I avnBiL, =7 — VAN VFHABAEATHET,

ITo5—H* ‘y‘b—*‘) $ASA-7-713114: Connection entry (conn entry internal address) points
to IKE SA (SA internal address ) for peer IP address , but cookies don't match

Eﬁﬂﬂm%ﬁyj }\ ]717 I?‘_‘ﬁ§%\':\,<§£ L/i Lf:o
WET U 2 a VREBFR LW E . Cisco TAC IZBWEHhELZS 0,

15—)‘ “Jt—:) $ASA-5-713115: Client rejected NAT enabled IPsec request, falling back

to standard IPsec

SRBA ASA 73 TIPSecoverUDP 2 L LD ETHRBN T T4 T M Lo THESINE L=,
IPSecover UDP Z 9% & NAT 7 /31 R &N LTHEEDZ 747 2 FISASA~DFRIRE k>
FNVEMENLTEET, 7747 M3, ZOMEEEZ R — L TWena, £72013 2 OeEe
T DL IBRESIN TV RN, BRABES LIZAREERH Y 37,
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W73~y R U FBIOETDary 7 4 Fal—ia R LET,

Is—)( vt—’) $ASA-7-713117: Received Invalid SPI notify (SPI SPI Value )!

FBASPIEIZ & - TRh SN2 IPSecSAS, U E— b ET TT 77 4 7 Tide<eh £LI,
VE—RF ETRY T —bhanfhy iy FSRIZARERS Y £

WRT7H a2 ZOMEX., BTI2X - TEb7Z SA BHESL SN TWRWZ & % DPD 235idi#k
T5E, FTIEENE T, DPDRA RF—T N> TWARWEATT, EBL2ZT5 ho3xVEF
B CHMEL L2l b2nZ End v £77,

I5—XAw t— 2asa-3-713118: Detected invalid Diffie-Helmann group descriptor

group number , in IKE area

5488 group_descriptor 7  — /L RICHH— h SR TOARWMEN G ENTWE Lz, BUEY F—
FENTWDHDIE, Zv—7"1, 2, 5. BEIRT77Z1F T, centry DA 1%, group_descriptor
74—V R, FERERERENT 4 E—T MR TS Z LA RTIEDOICREINTND
bbb ET,

745 < 3> 7 O Diffie-Hellman #k 2 fifegd L £9-,

IS5—AwHE— 3asa-5-713119: Group group IP ip PHASE 1 COMPLETED
SRBAIKE 7 = — X 1 NIEFKTLE LT,
*E%%?g :/ 3 D%\giﬁ I/o

ITo5—H* ‘yt_:) $ASA-5-713120: PHASE 2 COMPLETED (msgid=msg id )
SBAIKE 7 = — X2 N IEHHK T LE L,
WET7Oa vnBERL,

15—)‘ “Jt—:) $ASA-7-713121: Keep-alive type for this connection: keepalive type
BBAZ DO R LTHERH SN TWDA X =TT TA T AN=ALDEA T LET,
*E%%77 :/ 3 \/‘JZ\E@T I/o

. Syslog # v t—<° 701001 ~ 714011



| Syslog # v+—< 701001 ~ 714011

113122

713123

13124

13121

713128

nnz |

IS—4AvYy t—:/ $ASA-3-713122: Keep-alives configured keepalive type but peer IP address
support keep-alives (type = keepalive type )

FAX =TT IATBIOT AL AT L TA L ERIZFA TITHESN TN D2, IKEET 2
X—TTIATHYR—FL TS, FFELTOERA,

HET7V a3V IORENVERNTH 556, LEIZIAETY, BRI TRWEEIE, WO
TNRAARATE—TTIAT a7 4 F¥al—var2ERLET,

Ia_)‘ v t_:/ %ASA-3-713123: IKE lost contact with remote peer, deleting connection
(keepalive type: keepalive type )

BT SN HHANICY E— MKEETRX—77 74 ZISE LD o7z, IKEET
SNOEEREBE T LE LT, 2OA vy E—UI2E, HHENDF—TT 74 T AD=ALNEE
nTWET,

*Eﬁ’?g :/ 3 y%‘gf—cﬁ L/o

I5—H*v+t— sasa-3-713124: Received DPD sequence number rcv_sequence # in DPD Action,

description expected seq #

AU E— MNIKEETH, PTHENFEY— A AERLRLAL— L 2FER L L 4|2 DPD
FEELELE, ANy MIFEEINET, it Xy NU—F7 TOXRY y MEERORER
RLTWAEAERDH Y 7,

*‘E%%77 :/ 3 D%\giﬁ Lo

Io5—XAw t—:/ $ASA-3-713127: Xauth required but selected Proposal does not support

xauth, Check priorities of ike xauth proposals in ike proposal list

AT N XAUTHZEIT L L 9 & L7722, ASA R XAUTHIKE 7' a2 AR—H L 28R LR -
AL ERENFET,

WEF7H 232 IKE uR—H¥/L U R kTIKExauth 7" 2 R — )L OESENER 2 TR L £,

15_)( v t_:/ %$ASA-6-713128: Connection attempt to VCPIP redirected to VCA peer

IP address via load balancing

HEBAVCPIP IZHEE L LD L LT, 2= R RF UV U TAMD LIV DWW TIZY XA LY
FainE L,
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*E%:é77 :/ 3 D%\giﬁ Lo

IS5—XAw t—:/ $ASA-3-713129: Received unexpected Transaction Exchange payload type:
payload id

$%BA XAUTH %7213 Mode Cfg FIZFHI L 20 Af o — FRZESNE Lz, ZHix, 250
ETBREE L TR & XAUTH £721E Mode Cfg D/XN—V 3 U R—F L2 & VE—
BT ANEY) 2 REC ICHELL TW W E 2R L TWAEHERH Y £,

HE7I a3V ETHOary 74 Fab—ya U ERRLET,

Ia_)‘ v ‘t’_:/ %ASA-5-713130: Received unsupported transaction mode attribute: attribute
id

BBASEY RN — SN TWRWAERR F T ¥ 7 v ar T— FEME (XAUTH %7213 Mode
Cfg) ICHTDERETNA ANZELE L, @, ZHUIREOZRUVIREE T,

*‘Eﬁ’?b :/ 3 y%‘gff: L/o

IS5—4Avy t—:/ $ASA-5-713131: Received unknown transaction mode attribute: attribute id

SRBAREA DB IEOFSNTH D F Ty va v =— FEME (XAUTH %7213 Mode Cfg) (Z
KT HEREZASAVZAELE LTz, BYETASTHH LLA—Varoar 7 Fal—ig
VE—RTEIFVR—-FENTWDE, ET7BREREFEIIMEHEOHLEEZEELTWD
AHEMERH Y £97, T, BEROMBEICIIR D TR, BT OMEICEETIEANH Y
£7,

WET7 I a nERL,

15—)‘ W) t—:/ $ASA-3-713132: Cannot obtain an IP address for remote peer

HMBAINLOT RLAEZRMETINH2—T 4 VT 4DV E—NT IR IFA4T b
DIP 7 F LRI T HERD M-S EEA,

WRT7I 3 P T RLAED S THED I 7 4 XFal—va 2R LET,

15—)‘ ‘y‘b-*‘) %ASA-3-713133: Mismatch: Overriding phase 2 DH Group (DH group DH
group id ) with phase 1 group(DH group DH group number
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SBAR E SN 7 = —X2PFS VL —7 N, Jx—X Ik LTxRIT=— &N/ DH
J—TF LB s TWE LT,

*‘E%%?g :/ 3 \J‘/IZ‘%:%OC I/o

713134

IS5—XAw t—:/ $ASA-3-713134: Mismatch: Pl Authentication algorithm in the crypto map

entry different from negotiated algorithm for the L2L connection

SRBARR E S 72 LAN-to-LAN 7 2 2R —H L 72% LAN-to-LAN #5125 L T AN b= 7
A=Y EEALY FT, EHEDMNREMNTIG T T, B 7o R—YP LM INE
7,

*‘Eﬁ?b :/ 3 )%\gfé? L/o

713135

15_)‘ “Jt_:) $ASA-5-713135: message received, redirecting tunnel to IP address .

HEBAVE— FDASATOE—RANTGUI TDEDIZ R RN AL L7 FERTHET,
REDIRECT CONNECTION %I/ v h&Z(ELE Lz,

#E:ﬁ77 :/ 3 y%‘gfcﬁ L/o

713136

I5—4 W — 9ASA-5-713136: IKE session establishment timed out [IKE state name ],

aborting!

FAY —"—ICL o TASA XY v VT 7T 4 7 RREETHRIESE L, U —3—13,
HT VT 4 TDASAZREL LS L LET,

WEF7IaVnLERL,

13137

Ia_)‘ Vi t_:/ $ASA-5-713137: Reaper overriding refCnt [ref count] and tunnelCnt
[tunnel count] -- deleting SA!

Eﬁﬂﬂm%ﬁyj }\ ]7177 :]:‘9‘—‘75§%[:\’<§:_: L/i Lf:o
HRET 7 23 VRS L7056 Cisco TAC IZBRIVWEDHECIZS Y,

713138

I5—AwE— 3aSA-3-713138: Group group name not found and BASE GROUP default

preshared key not configured
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713140

3141

713142
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AL —F F— A R—ZANIZETDIP T RL R LR UARIZESIL—7RH 0 8 A,
Main®E— R T, ASAN T +— "o 7 L, T4V K TN —TDNTNNTCHRESNTT 7+
NV EOFEEEXF—OERAEZRAET, T 74N FOFREAEF—ITHREINTWHERA,

WR7HIaVFEREAES—Day 7 Xl — 2 a VAR LET,

Ia—)( W) t—:/ $ASA-5-713139: group name not found, using BASE GROUP default preshared
key

RPN —T F—ERXR—ZANIZETDIP T RL R LR CARTERFS NV Z—T R
FH A, Main B— KT, ASAR T 4 — v T L, T7F/NVE TN—TTREINZT 74
Vb OFEFEAEF—EEHALET,

*‘Eﬁ?b :/ 3 p%‘gfcc Lo

15—)‘ ‘y‘b-*‘) $ASA-3-713140: Split Tunneling Policy requires network list but none

configured

SEAATY v b hRV TR —N I RAVDARAT Y v hEFIFe—H LV LANT 7 & &
DOFFNIZRESNTWET, VPN T4 T v "RERTAHFRERTITIE, A7V v b b
F V7 ACLIWERINTWDLMERDLY 7,

WRFHILaVACLOI L 7 4 Xal—a AR LET,

15—)‘ V) t—:/ %$ASA-3-713141: Client-reported firewall does not match configured
firewall: action tunnel. Received -- Vendor: vendor(id) , Product product (id) , Caps:
capability value . Expected -- Vendor: vendor(id) , Product: product(id) , Caps:

capability value

HEAZ FA T MIA VA M=V ENTZASANRESNTIMNAD ASA L —H LEFA, ZD
A=, EBEOMEFHEINEEZY A ML, PR T Lizon, £33 TEN
7=-hERLET,

RT3 77472 MCHIOBARDASAZ A v A M—1F 50, £IXASAD =
T4 X2 b—varEEELRTERLRNI ERHY £T,

15—)‘ vt—*‘) $ASA-3-713142: Client did not report firewall in use, but there is a
configured firewall: action tunnel. Expected -- Vendor: vendor(id) , Product product (id)

, Caps: capability value

. Syslog # v t—<° 701001 ~ 714011
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713143

113144

713145

713146

n3a [

REAZ 74 7 2 F D3 ModeCfg ZfEH L CTHEHH O ASA 25 LR o 72, TN RET
T TOARY MEI, THIENfEEZY A ML, PURrABKT Lz, TSz
FaRrLET, MEXFINOROEREIL. Frldn-dXCTo-FEOE Yy v~ X7 TT,
WRFTO a2V I T7AT 2 MIBIOBARHDASAZ A VA =T 50, FIITASAD
T4 FXal—a B BRELRTER RN ERHY 77,

15—)‘ ‘y‘t'—*“) $ASA-7-713143: Processing firewall record. Vendor: vendor (id) , Product:
product (id) , Caps: capability value , Version Number: version number , Version String:

version text
B TAT 2 M VA B SN ASA LT T Ny ZIFRNA R S ET,
*‘Eﬁ?b :/ 3 y%‘%:fé? L/o

Ia_)( “Jt_:) %$ASA-5-713144: Ignoring received malformed firewall record; reason -

error reason TLV type attribute value correction
BEBATNER ASA A Y AT M bRELE LT,
RT3 7747 MPBLOASA THAHAD a7 4 X2 b—va U EBRLET,

15—)‘ W) t—:/ $ASA-6-713145: Detected Hardware Client in network extension mode,

adding static route for address: IP address , mask: netmask

BBRY NU—JPRE—RON—R Ry =T 77347 MaeffO b xAaprdyo— R &
e N—FRU =7 7 7AT FOERIZHDTITARX— IRy NV—=IFIZAZT 4 > 7 )L—
F2RBIMESNTHWET, ZOREIZEST, ASAIX, ~y R ROT T4 X— MlZH DT
RTCOL—FIZYVE—F Xy NT—=T52MLELZ LN TEET,

*‘Eﬁ?b :/ 3 :/‘/[Z\%:fcf L/o

I%—)‘ v t_:/ $ASA-3-713146: Could not add route for Hardware Client in network

extension mode, address: IP address , mask: netmask

BEARNEL Y 7 R =T =T =R ELE L, Ry NY—ZHBRE—ROAN—FNU =T 75
AT RERO RN AY =S, N—FRUxT 7 74T FOERIZHDHTTA
N—h Ry NT—=THICAZT 4 v 7 V— b BT HRALDBIMLE LI, V=T 17
T=TNARNSENNIR S TWNED, T Ry 7 =7 =P8 LIZrREERS Y £7,

7oL a URENER L 2WEES . Cisco TAC IZBWE L FEwn,
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713149
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I%—)‘ Y ‘t'_:) $ASA-6-713147: Terminating tunnel to Hardware Client in network extension

mode, deleting static route for address: IP address , mask: netmask

R Y NU—JHEE—RON—RT =7 753472 h~D U RANRBRESH, ~N—F
T JIAT Y NOHHRTTIAX—F Xy NI HORAET 4 v 7 v— NBHIBREN
TWET,

*‘Eﬁ77 :/ 3 QJZ‘%:%J? Lo

15—% v t_:/ %ASA-5-713148: Terminating tunnel to Hardware Client in network extension

mode, unable to delete static route for address: IP address , mask: netmask

SEAR Y U —JHEE— RON—KRU =T 774 T h~D MRV ERELTND EE
oo N—FRu=xT 77347 "OBEBRIZHDTTAX—F Ry hT—T ~D)— FZHIET
XFEHA, L TRUY U ERITY 7 Ny =T ORIEZE®RT2HE1H 0 £17,

WETISAVN—T (LT T—TAERST, A= MRZ RN L 2R LET, L—
R B, FEITHIRT 2LERDY ETH, N—FT =T I 5472 hnd b3
MERIZHIBR SN TG ARV ITVET,

I5—Ayt— 5asa-3-713149: Hardware client security attribute attribute name was

enabled but not requested.

BB~y R RO ASA TSN N—RU =T 7747 b X2 VT 4 BIERA 13—
TNl > TWNDD, VPN3002 N— R =7 7747 ML TREDRERINEFAT
L7,

WR7Ha o NN—RUxT7 V54T FCarv74¥al—a UABRLET,

Io—XAw t—:/ $ASA-3-713152: Unable to obtain any rules from filter ACL tag to send

to client for CPP, terminating connection.

RBAZ 74T M TCPPEMEMLTEDASA 27 oy a = 35 0ERHLR, ~v K
T RTNRAANT TAT v h~EGETHACL ZEATEEHEATLE, FIAE LT, &E
DBV NEZHNET,

RT3V 7747 "OTN—T KU 2 —"TCPPITK L CTHE SN ACL 2B L
£
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713154

713155

713156

113157

n3s [

IS—XAw t—:/ $ASA-4-713154: DNS lookup for peer description Server [server name ]
failed!

SEBAZDORXA =%, FEREENTZY— NIxT B DNS IV 7 T TR SR o T
BICFERINET,

HEET U 3> ASA TDNS H— DRk AfER LET, £72, DNS — 34723 (T
BRoTWNWARZEL IPTRLARASYE LV ITADRA N EESTWAZ 2R LET,

15—% ‘y‘b-*‘) $ASA-5-713155: DNS lookup for Primary VPN Server [server name ]

successfully resolved after a previous failure. Resetting any Backup Server init.
AT A~V =T HLAIODNS Ly 7 7w T ORI E > T, ASABNY 7T v
T T EYHUE LIC AR H Y £9, ZORA vE—ViE, TTA < U =3 TD%D DNS
W T T TR L, Ny 7 7w P —_ogiiiftz )2y FLTWAZ L &L
TWET, ZORA MRV RICHILE Tz borrvid, 74~ = miF bivE
ﬁ‘o

*E“%?g :/ 3 )%‘E:féf Lo

15—)‘ W) t—:/ $ASA-5-713156: Initializing Backup Server [server name or IP address ]
BB TAT U RNy T T =R T 2= F—N—= L TWBD, T TA < =
WX ADNSIL Y 7 7 TR LT Z LI E 0D ASAR Ay 7 T v 7 =~ LE L
oo ZORA Y MR VRBRIZHIb SN b roxouid, Bl SNy 2Ty S —NZnniT b
ET,

*‘Eﬁ77 :/ 3 y%‘gff: L/o

I5—AYE— 3asA-4-713157: Timed out on initial contact to server [server name or
IP address ] Tunnel could not be established.

SREAZ A4 7 M IKEMSGL 23X E L Chorp3Z2oE b Lk 5 & Lz23, FHFMID ASA
MBISEEZELEEAT L, RNl T v PV —REFHTEIHE. 7747 Mt
HONVTINCERLE Y ELET,

W7 ay ~y R R ASA ~DEG AT LE T,
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713161
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Io5—X% ‘yt—*‘) $ASA-5-713158: Client rejected NAT enabled IPsec Over UDP request,
falling back to IPsec Over TCP

SREAY A4 7 b3 IPSec over TCP #fiH T2 L 9 E STV ET, ASAZS IPSec over UDP
EFEHLE D ET3REBITAT v MZLoTIESESNE L,

RT3V TCP 2WmET D56, WEIIARETT, ThUSNDOEEIX, 7747k =
V74X a2l —a MR LET,

15—)‘ ‘y’b-’) $ASA-3-713159: TCP Connection to Firewall Server has been lost, restricted

tunnels are now allowed full network access

S8 ASA H— 3~ TCP i S FFE DRI KW Kbk Lz, JRKE LTiE, =8y
T—bhLll, Xy P OREDRFAELZ, SSLOI A~y FRRAELLL, REBHY E
ED

WERT U o 3 VIR L SN RISY — DA Ko aiE, b—ex v b
U — 7 OERLE MR T DBERH Y T, WIS CICRb S E . ZHUTSSLESRED
MEEZEW®RT D2 LD £7,

15—)‘ “Jt—:) $ASA-7-713160: Remote user (session Id - id ) has been granted access

by the Firewall Server
FRBA ASA — "DV B— b 22— PO OFEFENFAT S E LTz,
*‘E%%77 :/ 3 D%\giﬁ Lo

Ia—)( ‘yt—*‘) $ASA-3-713161: Remote user (session Id - id ) network access has been

restricted by the Firewall Server

ERBAASA r—NF, 22—V EFIRTHILERH L Z LE2RT A vE—V% ASAIZEFLEL
7o ZHITIE, ASAY 7 F =T DT v 77 L— RRLFADEFRE, WS OOHEBENRHY
F9, ASAY— N, WENETT5L3IL, 2—VFEERT 78 AE—RNIIBITLET,
WRET7V Yy a—PPRERT 7 A T— FIIBITINRWVIRY | LEIIARETT, 2
FITEN WA, FATHOMEOFEMB LY £—h v~V TIEITHDASA V7 by =7
DIRFEIZ DN T, ASA — B LET,
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713162

713163

713164

713165

713166

n3e2 [

Io5—4% ‘yt—*‘) $ASA-3-713162: Remote user (session Id - id ) has been rejected by the

Firewall Server
SiBA ASA F—NiF, ZoOa—PEBERLE L,

RT3 ASA YV —NIZBITFLHRY —FHT, 2—FRELLRESNTNWDL I %
MR LET,

15—9‘ “Jt—:) %$ASA-3-713163: Remote user (session Id - id ) has been terminated by

the Firewall Server

BB ASA YV — "R Da—HF oy a BT LELE, N, BEEz—V 2 MR
FGAT Y b2 TCEERELLEBAC, X2 VT4 KU —RNUE— | 2—HF |2 ko
TALDPOFETCERESNHGAICRAELET,

WERBTHUIUASAY 7 NI 2T NI FA T h~ r TEEERBIT WAL L, RY T —
NELWZ E2MERLET,

15—)‘ “Jt—:) $ASA-7-713164: The Firewall Server has requested a list of active user

sessions

B ASA — B, FWT—FRHDH L ERELIEEES (V7 —hM2ky) BEyvar
T—HERoTGEIZ, By va U EHREERLET,

*‘E%%?g :/ 3 \J‘/IZ‘%:%:E I/o

IS—XAw t—:/ $ASA-3-713165: Client IKE Auth mode differs from the group's configured
Auth mode

HAT X NGEAEEREHT L ORESNTVDLRY =% bRV T A—TREL TS
LEIS, I IAT I RERSAE R L x I — P LE LT,

RT3V 7747 FNREEZMERLET,

Ia—)( v-lz—’) $ASA-3-713166: Headend security gateway has failed our user authentication

attempt - check configured username and password

HEAN—R T =T 7547 POERRRREICRIMLE Lz, ZhiEBELL, 2—F4 L3R
U — ROMBEF 7213583 — OB T,
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713168

713169

113170

31N
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WHRET7IOAVRE L= LAL XA - ROEREMT—HTH L E2ERLET, £
71:_ S = ]‘O)Wun “j‘**/\#@]f’lfbfb‘é_&%ﬁﬁﬁ:ubi*ﬂ

Io5—H% ‘yt—*“) $ASA-3-713167: Remote peer has failed user authentication - check

configured username and password

ﬁ%9%~hn—%#mﬁ®#% WRIRLE L, Zhidkseo<, 22—/ LA T—FRD
ﬁ:ﬁ%i f: muu hﬁ_‘—/\ODFqEEVC‘a—

WREFTO D a Ebf_l~‘ﬁ‘%k/\17 ]\0)1 DEMT—EHTHZ 2R LEST, £
7=, VE— l\i_ﬁ_@uun L{ﬁﬁﬁbfl/\ LHiq 'H"—‘/\ZIPEJJ{/EL/VCV\E) &%)EEE L/i‘j—o

Ia_)‘ v t_:/ $ASA-3-713168: Re-auth enabled, but tunnel must be authenticated

interactively!

FLBF — RO FRERED A R — T M2 o TOD A, b FIVEBRE TFEIC X DI ADLE
‘/C:‘—a_o

HET O aVvFRICLONAEHET 56, LEIIRETT, TASNDGEIE, KEE
nuuiE:x/j/f“}‘(‘:L[/”—‘:/a /%ﬁ% Lij—o

15—)‘ V) t—:/ $ASA-7-713169: IKE Received delete for rekeyed SA IKE peer: IP address

, SA address: internal SA address , tunnelCnt: tunnel count

HEA —FARNTE T LI2BICEHWIKE SA 28T 2572012, IKEA U E— F 7 5 HIER
Aot —TEZELE L

%&77 :/ 3 D%\gzﬁ Lo

Io5—H* ‘yt—*‘) $ASA-7-713170: Group group IP ip IKE Received delete for rekeyed

centry IKE peer: IP address , centry address: internal address , msgid: id

ERBAIKE 1, 7 =— R 2 F—MWAERNE T LIERZITH W centry ZHIBRT 572912, UVE—F
ETILHIRA v =% ELE LT,

*‘Eﬁ?b :/ 3 )%‘Eiﬁ L/o

15—9‘ v t_:/ %ASA-T7-713171: NAT-Traversal sending NAT-Original-Address payload
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13172

3174

113176

Mn3171

713178

nnn |

£ BH UDP-Encapsulated-Transport 73, 7 =— X 2 PICIRER LIRS E LT, ZDOHEA,
NAT-Traversal FHIZZ D~ m— REZXELET,

*‘E%%?g :/ 3 \JLIZ‘%:%OC I/o

15—)( ‘yt—‘“) $ASA-6-713172: Automatic NAT Detection Status: Remote end is |is not

behind a NAT device This end is |is not behind a NAT device

£iBA NAT-Traversal 73 NAT Z H#Ei#H LE L7z,
WRETIaVVERL,

15—)‘ W) t—:/ $ASA-3-713174: Hardware Client connection rejected! Network Extension

Mode is not allowed for this group!

BEAN— RO =T 2 T4 TV MRy N — 2 EE— REMAILC P32 RITLE LT
R Ky NU— 2 HEE— NIEZ TSR TV EE A,

W73 Xy FI—JHBEE—RLEPATE—RDary 7 4 Xalb—a Va5 LT
B L £,

Io—XAw t—:/ $ASA-2-713176: Device type memory resources are critical, IKE key

acquire message on interface interface number , for Peer IP address ignored

SHEA ASA S, RENTET ~DIPSec F XN E NUH—F B0 F —Z FI L TWE
T, ATV U Y—RAFEKRRIRELROT, bz ZnUERBL TOEERA, T—& /%
Ty MIEHR I, EEINE L,

RT3 DIRBENIR LA VEAE. ASADRBIRINICRESNTWA Z & 2R L ET,
AFYEHEPCLIEASANZDT T r—y g VICHETH S AEREMENDH Y £,

IS5— A t_:/ SASA-6-713177: Received remote Proxy Host FQDN in ID Payload: Host

Name: host name Address IP address , Protocol protocol , Port port
B FQDN 25,7 = —RX2ID XA 02— RREThL2E S E L,
RT3 nER L,

15—)‘ V) t—:/ $ASA-5-713178: IKE Initiator received a packet from its peer without

a Responder cookie
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713184

713185

713186
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SRBANERY 7 b =T =T —BRALFE LT,
HRZT O S a VREDER LW EA . Cisco TAC IZBRIWADHEL 7ZE 0,

Io—XAw t— 2ASA-5-713179: IKE AM Initiator received a packet from its peer without
a payload type payload

Eﬁﬂﬂm%ﬁyj ]\ ]717 I§~75§%\§Ebi Lf:o
HERT 9 L a3 VR L7205, Cisco TAC IZBIVADE S0,

15—)‘ “Jt—:) $ASA-3-713182: IKE could not recognize the version of the client!

IPsec Fragmentation Policy will be ignored for this connection!
BEARNEL Y 7 b =T =T = RAELE LT,
WRT Y S 3 UREDMER L2WE . Cisco TAC IZBBWAbEL 2S00,

ITo5—H* ‘y‘b—*‘) $ASA-6-713184: Client Type: Client type Client Application Version:

Application version string

BB TAT U RNDAXL—TFT 4 VT VATAET TV = a v DAR—=V a URFER SN E
T HWMEAFTERWEGAIE. NADBRINET,

WET7Oa Vv ERL,

15—)‘ W) t—:/ $ASA-3-713185: Error: Username too long - connection aborted
REAZ FAT v IBEGRESO—FHRERL, b RANEEEIE L,
HET7V a2 VHAEHARL, LEILUTEELET,

15—)( V) t—:/ $ASA-3-713186: Invalid secondary domain name list received from the

authentication server. List Received: list text Character index (value ) is illegal

SRBAIEZh e e Y RAA 4 U A F3FNEE RADIUS #BRE— " b2 SnvE Lz, X
Uy b FURABEHAHENTHWDEE, 2OV AN, 77472 S b RV TR
ERAAS L EBRLET,
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#2427 9 2 3 > RADIUS #—/3T Secondary-Domain-Name-List B (> % —[@4H O g4 29)
DIREZFTIELET, VANMNI, Ho~vRUVDRAAL 4D A NE LTHRET HDLENRD
DET, RAALBITITEETE, "7, T, VT RETEOLZENTEET,

713187

Io—XAw t—:/ $ASA-7-713187: Tunnel Rejected: IKE peer does not match remote peer as
defined in L2L policy IKE peer address: IP address , Remote peer address: IP address

SEBAZO MV EBABLEY ELTWAIKE BT, ZESNEVE—F 7%y MIA
AV RENZISAKMP 20 7 4 X2l —Ya VINTRESNZIKE BT TIEdh Y 84,

W73~y RV FEETORLEBEEDELW E 2R LET,

713189

Ia_)‘ v t_:/ $ASA-3-713189: Attempted to assign network or broadcast IP address ,

removing ( IP address ) from pool.

RAT—ADLOIPT FLAL, ZOYF TRy hOFy hU—2 £/370—RX ¥ A b 7
KL ATE, ZO7 RLRIZE, AR O~—7 ™ fHiFonEd,

WER7HOavEy., 2nEE WS —TTN, IPT LA F— )L a7 4 Fzlb—
VarEMERTORENRDHY £,

713190

I5—AYE— 2asa-7-713190: Got bad refCnt ( ref count value ) assigning IP address
( IP address )

HBAZDOSADY 77 LA BT LR IIEHTT,
*‘E%%?g :/ 3 D%\giﬁ I/o

713191

IS5—XAwy t—:/ $ASA-3-713191: Maximum concurrent IKE negotiations exceeded!

B CPUICATRTO 0 DM SALR T A B NRIC T 27200, ASAITUER i OBk T2 T — 3
YORBEFIRLTOES, LRI rm—ya U RERENZ L & ASAST TICHIBRIEIC
ELTWLHE, filnrIavo—rva IEG ShE T, BIFEOSRR T = — 9 V5%
TT2e, L radsm—2a URHUFFRISNET,

#2274 > 3 > cryptoikevl limit max-in-negotiation-sa =~ > KA ZM L T 2 &, HlRE
ERELTDHE, XT3 =< ABKFTDREEMERH Y 7,
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13197

Syslog # v £—< 701001 ~ 714011 |

IS5—XAw t—:/ SASA-3-713193: Received packet with missing payload, Expected payload:
payload id

FREHASA DY, 1 DETIIEE D RIEASA v — REFFORFE DR Y A 7 DR BAb F 721X 5 i
Praiiz "y hEZELE Lz, @8%, ZRIEETICHERHD Z L 2BERLET,
WRT79 a3V ETPAEDRIKE A v —V 2R ELTWDZ L 2R LET,

15—9‘ “Jt—:) %ASA-3-713194: Sending IKE |IPsec Delete With Reason message:

termination reason
FEAK TN = — F2ROHIBR A vt —VBRRESNE LT,
RT3 BRI,

Io—XAw t—:/ $ASA-3-713195: Tunnel rejected: Originate-Only: Cannot accept incoming
tunnel yet!

B originate-only B 7 WEEHR 2T AND Z ENTELDIE, H&MD P2 b v ZERk
Lk IZT T, ZORET, EOFMNLTHT —ZITBMD 7 = — X2 bR %BkaT
TETS

HRT7 O a UHOEEEZ A LT D85 1%, originate-only 2> 7 4 ¥ o L—T 3 V& RLE T
ERHY E7,

I5—*vt— 2asa-5-713196: Remote L2L Peer IP address initiated a tunnel with same

outer and inner addresses. Peer could be Originate Only - Possible misconfiguration!

AR Y & — k L2L ©°7 75 Public-Public h R AR LE L, VE—RFL2L ETIZ. $ 95
—HOETNEDINEEMHELETN, TOIREEZELEEAL, RENTRS TWVD AREMEN
HFET,

W7 a Ul FOKBETIAL 2 7 4 X2 b— a3 VAR LET,

15—)‘ “Jt—:) $ASA-5-713197: The configured Confidence Interval of number seconds is

invalid for this tunnel type connection. Enforcing the second default.
ERBA 7 L — 7N DR TE W # Confidence Interval 2343 Zh 72 &4+ T3,
WET7Vay V=T NOGBEEORENANRFTEHNTHDL Z L AR LET,

. Syslog # v t—<° 701001 ~ 714011



| Syslog # v+—< 701001 ~ 714011

713198
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713203

713204

713205

nge [

Ia—)( v t—:/ $ASA-3-713198: User Authorization failed: user User authorization

failed. Username could not be found in the certificate
SRBAREENICZ— AN O L RN D L 2R T HIRSCFHINFR RS NET,
WRETI AV IIN—T a7 4FXa2lb—val el IA47 0 MR EHRLET,

15—)‘ v t—:/ %ASA-5-713199: Reaper corrected an SA that has not decremented the

concurrent IKE negotiations counter ( counter value )!
BB — AN Ko THEY 7 h U =7 =T —0FTESNE LT,
HERZT O 2 a UREDMER L7204, Cisco TAC IZBRIWAEHEL 2S00,

Ia—)( W) t—:/ SASA-3-713203: IKE Receiver: Error reading from socket.
BEAIE LI IKE /X7 v bOBAEY fice 7 — 288 LE Lz, 8, Zhgiig=7—T
bV, V7 My =TOREEZRLTWDAREMEDNH D £77,

WRET7O O a i, ZHIMEORWIREETHY , AT AL > THBWICETIESIVE
T, BEDMER U2V S, Cisco TAC IZBRIWE B L &,

Ia_)‘ vt—*‘) $ASA-7-713204: Adding static route for client address: IP address
SEAZOA v E—VlF, ETREID YT FLA~DOL— ERIFINN— R0 =T 794 T~
MZEkoTHR#ESNTIZR Y NT =T ~DI— " BN—TF 4 7 T —TVBIMENTZZ & &R
LCWET,

*‘E“%?a :/ 3 ’%\E%& L/o

I5—*wt—2 2asa-3-713205: Could not add static route for client address: IP address

BRI A T MNEID Y TCTIT RLAANDIL— FNERIANAN— R 2T 7747 MZL-T
RSNy NU—T7 ~DNL— N BT 5R_AD KM LE L, 2T, v—T 47
F—TNEIFEB Ly NU—2 7T RLATOL— FOBEHEZER L TWAEALH Y F
T, = FOEBIZ, V= FBRIELLZ V=0T v 7 ENTWRW, BED7 T4 7 b
Xy NI =7 FET RLAZEAEL TS Z LI o THAELET,

MEF7HOgUIPR— AL TS a7 4Xal—Yay, BIOFOMOERTOIP 7
RLZED YT A D=L (DHCPRRRADIUS &) #F v 7 LEd, V—FT 47 FT—
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TN — EPEEENTHWDLZ AR LET, 77, ET7EBITLXy hT—7RT7 R
LADaLy 7 4 Fal—a bl LEd,

15—)‘ “Jt—:) $ASA-3-713206: Tunnel Rejected: Conflicting protocols specified by

tunnel-group and group-policy

BB N—T R —THREINTFHFAELD R, bRV T —T DORENDFF
FHELD h RV E RIS TN, PR AREENE LT,

W73y XV TN —TE I N—T R —DRELEZF v/ LET,

Io—Aw t— sasa-4-713207: Terminating connection: IKE Initiator and tunnel group
specifies L2TP Over IPSec

B - O Syslog I3, GW 23 RIEM T > 7 /b—7 % A 773 L2TP over IPSEC DFAIT,
AR T LTV ikevl ICHF L TFRRENET,

*‘Eﬁ?b :/ 3 ‘/‘/[Z‘gfci I/o

I%—)‘ v 't’_:/ $ASA-3-713208: Cannot create dynamic rule for Backup L2L entry rule
rule id

FRBAIKE % K U 57— L CIPSec 7 — # Z i UNZILER T 5 ACL DRI FEE AR A L E LTz,
COEEINy /T v FI2L a7 4 X ab—a VZEAETT, ZhiE, a7 4 Fal—
Varxzg— Xy VT4 2 T— FRIEFNEBY T MU =T 27— RLTWDHIERD
D ET,

HRT U 2 a Ui REOB B L O KD VPN b U x L2 L TASABFI TSN TWD
Bt AFVORMEOHREELR DY £, ThUNOHE, Ny 7T v 7L LY V7 |k
vy arzaXalb—vary FRZ VT vy 7 LBEAT 5TV D ACL) AR L
7.

Io5—X% ‘yt—*“) $ASA-3-713209: Cannot delete dynamic rule for Backup L2L entry rule id

SREAIKE % MU ' — L CIPSecT —# & IE L < L4 5 ACL DHIFRIFIZEENFEAE L E L,
TOEEIAN I TSI T 4 X2 — g VICEATT, ZhE. NEY 7 Ry 2T
T —NFEET AR H L2 2 L TWVET,

HET 9 2 a VREDNRER LW EA . Cisco TAC IZBRIWAEDHEL 7ZE0,
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713210

713211

113212

713213

1320 [

IS—XAw t—:/ $ASA-3-713210: Cannot create dynamic map for Backup L2L entry rule_ id

ANy 7Ty T L AT 4 Fab—ra VIHETOXA ST I VT R vy T DE
FTIEA © R b VORI IEE A LE L, Thid, 307 4 Fal—varoo—
Xy T4 TT— EEINEY T R 2T T5—A R LTSI ENH Y ET,

WRF7H S a R RROESB I OREKRED VPN F 22 L TASANEITIN TS
La. ATVORMEOREERZHY £9°, TSN OHE, Ny 7 7 v 7 L2LEBINY Y 7 b
v v T ara4Xalb—yary B2V vy T EBEEMITONTWS ACL) Z#HERL
F9,

Io—XAw t—:/ $ASA-6-713211: Adding static route for L2L peer coming in on a dynamic

map. address: IP address , mask: netmask

HBAASANET DT T A _X—F 7T RLVAFRIIR Y U= AN — FE2BIMLTWET,
ZOYE, ETIET RLARRHLRZ FA4 T2 FEFIZLLE T OWFNNTT, b D
ATV, PR EBRBTLIDOICEAT IV JV T N~y TR LET,

HREFTHay RE,

I5—X*wt— sasa-3-713212: Could not add route for L2L peer coming in on a dynamic map.
address: IP_address, mask: netmask

HMBBASABRET DT T A X—F T FLVAERITIRY hI—Z7HOL—FE2BNMLES E LT
KELE Lz, ZOBA, ETET RVARARRARY T4 7 FERIZLZLE T OWTnT
T, INHOHAETEHNTNEG, PRV EBBRTLIOICEAFT Iy T VT N~y T el
HALET, 2, v—bFOEEN, V=T 4 7 T =T AR XN > T D0, BT
FEFL7Zb— b % ASA DSHIBRL TWWRNWZ LA B L CWAEAENRH Y £,

N—T 4 T T =T BN — h DT DAR—=ZANRNHH L & Huv— FBEE LR N
TEEHELET, T ANV SIEWVNI R o TN A ESRH VL — R EENTVBES
T, — FEHEIBR L CHEHRITLE T, MEBPMRR LRV E . Cisco TAC IZBEIWEDHEL 72
él/\o

15_)‘ “Jt—:) $ASA-6-713213: Deleting static route for L2L peer that came in on a

dynamic map. address: IP address , mask: netmask

HMEBAASANET DT IFARXR—KF T FLAEREFERY NI HOL— FE2HIEBEL TWET,
TOEAE. ETIET RUARARRALR Y SA T FEFRIZLLE T OWTNNTT, 25D
ATHWTNL, PR EBBRTAIDICFATIv I 7V T N~y P EFERHLET,
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*‘Eﬁ?g :/ 3 D%\giﬁ Lo

Io5—X% ‘yt—*‘) $ASA-3-713214: Could not delete route for L2L peer that came in on a

dynamic map. address: IP address , mask: netmask

BB ASABRET DS T4 X—F T FLRAERITIRYy NI—FZHOL—FEHIBRLE S & LTz
CEIEENRAELE L, ZOHE. ETIET FLVARRHLR Y 4T FERIZL2LET
DOWTINTT, TNHOHETEHWTNL, Mo XV EERT 20X A Iy 707 b
~ v TEERALET, L— BT TICHIREN TS, WY 7 b =7 =7 —0RBELE
L7,

RT3 N— BT TITHIBRSNL TV DGATL, BEDORVIREETH D . 7351 AFE
WICHERE L £ 9, RIEHRR L2 Wa, £7/2IX VPN R RV T—T ¢ 7 ORIBEICY »
JTCEDLEARIT. VPNL2La Y 7 4 Fa b —a v O—F 4 U THS e T Ry v JE45y
ERERLET, WL— bhOEAE, WYRZ VT N~y 7ICEE#ET S ACL /R LEd, [
AR L7 WA, Cisco TAC IZBRIWAbE L 72 &0,

15—)‘ W) t—:/ $ASA-6-713215: No match against Client Type and Version rules. Client:
type version is /is not allowed by default

A SAT LU NDEATETFAT L FONR—U 3 VBN ASA THRESN-HAE —FHLE
BATLEZ, T7FV DT 7 a U DNERENET,

WRF7Hay T 74V DT 7 v arbEEEFERE L, BURETEMZET,

Io—Aw t—:/ %ASA-5-713216: Rule: action [Client typel: version Client: type version
allowed/not allowed

BB TA T NDEAATEITAT Y hONR=Ya UREAIO12E —FHLELE, —&O
R EHAINFERINET,

RT3 UREBEFZREL, WYREELMAET,

Io5—X% ‘yt—‘“) $ASA-3-713217: Skipping unrecognized rule: action: action client type:

client type client version: client version

BEAR DGR TWDE T TA T N ZA T eNnN—2 a VHBINFELET, RBEREAL,
action client type | client version action "CJclient type & client version DFF Al E 72 ITIER A, [ v
v a UEHE (SessionManagement) ] FIZRRENET, VAR—FINDTA LRI —FR (%)
TN T A= T L1 DIETTT,
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713218

713219

713220

13221

113222

n3ze [

WRFH IV L—LEEELET,

Io5—X% ‘yt—*‘) $ASA-3-713218: Tunnel Rejected: Client Type or Version not allowed.
BRESNTZHANCHE ST TA T > M EDT 7 BARER SN E Lz,
KNI T,

Io—H% ‘yt—*“) $ASA-6-713219: Queuing KEY-ACQUIRE messages to be processed when Pl

SA is complete.
BB X1 ORTHICT2—R2DA v =N Fa—A U T ENTHET,
*‘E%‘ETO :/ 3 :/‘/[Z‘gfci I/o

I%—)‘ Y ‘t’_:/ $ASA-6-713220: De-queuing KEY-ACQUIRE messages that were left pending.
BTl ANONE 72— X2 A v E—UPME SN TVET,
*‘Eﬁ?a :/ 3 ’%\E%& L/o

15—9‘ v t—:/ $ASA-7-713221: Static Crypto Map check, checking map = crypto map tag

, seq = seq number...
RBAASANZ VT b~y 7 TROVELa V7 4 Falb—a UEREELTHET,
*‘Eﬁ’?b :/ 3 y%‘gff: L/o

15—)‘ v t—:/ $ASA-7-713222: Group group Username username IP ip Static Crypto Map
check, map = crypto map tag , seq = seq number , ACL does not match proxy IDs

src:source address dst:dest address

SBARESNTZZV T~y 7 TRELTNS L X, ASANRRET S ACL &~ T EH
ho HH., ZIUTACL OFRENE-TNDH I L2 ERL £,

WRF7HSa 2D R ETICEET S ACL Z3X. VPN k> LD &t 7~
FTAR—K Xy NT—IPEEINTWDLZ L 2MERLET,
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Io5—X% ‘yt—*‘) $ASA-7-713223: static Crypto Map check, map = crypto map tag , seq =

seq number , no ACL configured

SAZOETICHET S V7 b vy B ACLICY 7 SRTWEREA,
ﬁ“?b&apzm&)fbV/f’%L#éMmﬁ@é*&&Ierwm%V*w®
W25 DGR T T A _—h T RUVAEIETF Y hT—IBNEENTND Z L &R L
B

I%—)‘ ‘y‘b—*‘) $ASA-7-713224: Static Crypto Map Check by-passed: Crypto map entry

incomplete!

SEBAZ O VPN F I UICB#ET A7 U N v~y P TCEHERFERNPRKE L TWET,

WRF7HIIVVPNET, T AT —b v b, HEHTLACLTRTCTIZ VT b~y
TRELLSREENTNDZ EE2MERLET,

15_)‘ “Jt_:) $ASA-7-713225: [IKEvl], Static Crypto Map check, map map name , seq =

sequence number is a successful match

FMBAASA B ZD VPN b R LT—BT 202807227 V7 ~ v 7 et LE LT,
*Eﬁ’?g :/ 3 y%‘gf—cﬁ L/o

15—)‘ W) t—:/ $ASA-3-713226: Connection failed with peer IP address , no trust-point
defined in tunnel-group tunnel group

AT NS, ANT VX NFRAELZEHAT AL OICERESINTWVAEAIL, a7 X2l —
yay@%?x%ﬁ%yh%%ﬁﬁéﬁﬁﬁ%bifo%7%%?4/%@:/74#1v%
A UMBRELTVWEBRAIE., ZOAvE—URNERKREN., 259 —D 753 7RI THNE
j—O

«|P address: 7D IP 7 KL X

ctunnel_group : 27 4 ¥ 2 b— g TRIARRA L FPBRELTND b 7

—"7
WRFHILIVT AL ZADEREIL, a0 7 4 X2l —2arThRIRAMNRAL U MEEET S
VERH D F9,

. Syslog # v t—<° 701001 ~ 714011



| Syslog # v+—< 701001 ~ 714011

N3221
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713230

n3221 |

Io—XAwy t_:/ $ASA-3-713227: Rejecting new IPsec SA negotiation for peer Peer address
. A negotiation was already in progress for local Proxy Local address /Local netmask ,

remote Proxy Remote address /Remote netmask

BB = — XSAZMNTHLE, ASAIFZ DT F N HTHH LT =— R 2 2R L
=7,

*E;:I;%TO :/ 3 ‘/L[Z‘gic L/o

I%—)‘ ‘yt—*‘) $ASA-6-713228: Group = group , Username = uname , IP = remote IP address
Assigned private IP address assigned private IP to remote user
FBAIKE 28 DHCP £72137 RV A F—=Anb 7 FA T hDTTAX—FIP T FLAZHG
LE LT,
e group : 7 /V—7 D4
* uname : —HF DL R
s remote_IP_address: YV E—hF 7747 FDIPT R A
- assigned_private IP : DHCP |2 X > T, £7/2i3du—AU/1r 7 RV A F—AnbH 0 4 ToHh
577A4AT S MIPT RLA

*‘Eﬁ77 :/ 3 y%‘gff: L/o

15—)( ‘yt—:) $ASA-5-713229: Auto Update - Notification to client client ip of update
string: message string .
AT ST SNV T N 2T EA B — R TCELZENVPNUE— R T/ ER Y
TA T MaEAmESNELE, VE—b 2947 ba—PX, 77347 T IERA Y
TR =TOT T T NeBRIRTLETRH Y F7,

ecientip: VE—K 7 5L T FDIPT L%

emessage string: VE— K 77472 MIEEEINTZA Yy E—Y TFA b

*‘E%%?g :/ 3 D%\giﬁ I/o

Io5—4% ‘y‘t’—:) $ASA-3-713230 Internal Error, ike lock trying to lock bit that is already
locked for type type

BN —AELE Lz, 2L, IKEV T VAT ARTTIZay 7 SLTWDHAEY
vy LE2ELTWnAZ EaRELTWET, Ziud, IKESA DA EVENZHRET D
DI T 28~ 7+ 7 —0H5Z a2 R LET, ZOX yE—U1F, HRRRY N
WZEZRLTWET, 2720, THILZ2WnA XU MRRAL, BEMICEE S VE LT,
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e>type: 1 v 7 OEEZR S~ 7+ DX A T E2FHHT 5 CFS
HRZT O S a VREDER LW EA . Cisco TAC IZBRIWADHEL 7ZE 0,

ITo5—H* ‘y‘b—*‘) $ASA-3-713231 Internal Error, ike lock trying to unlock bit that is
not locked for type type

SBANII TS —NFAELFE L, IKEV TV AT AREER v 7 SN TWARWAEY 2 a v 7

EFRLE D ELTWD T EadfE L C0ET, ZiUd, IKESA DAEVENKZRET L7120

IHERT 2~ 7 41T —RNhbA 2L AR LET, 20X vyE—I, BERARBEY N RWT

LERLTWVWET, 72720, PHILZ2WnS o b3gA L, BEIMICEE S E L,
ctype: B v 7 OREEZESY~ T + DX A T EFHHT D CFS)

T U o3 VRBEBRR L7205 E . Cisco TAC IZBRWEDHE L TZS W,

IS5—H4wY+t— 3asa-3-713232 SA lock refCnt = value , bitmask = hexvalue , pl decrypt cb
= value , gm decrypt cb = value , gm hash cb = value , gm spi ok cb = value , gm dh cb
= value , gm secret key cb = value , gm _encrypt cb = value

FATNTOIKESAD H v 7 S, BETLEEOH L= 7 —PRESNE LT, ZOAY
T—UI3, IKESA DA E VEREZRET DI-DIHAT 2~ 7 HIC2T—0b D 2 L&
HLEY

= o

« >value : 10 3
« >hexvalue : 16 HEXfi

HERT O 2 a URTEDER L7204, Cisco TAC IZBRIWAHEL 2S00,

15—)‘ vt—’) $ASA-7-713233: (VPN-unit ) Remote network (remote network ) validated

for network extension mode.
BT x— 23z —v g VHRICRGEESNEYE— bRy NY—I PRREESNE LTz, 2
DAyE—UF, Xy NT—IPIRE—R 774 T DT =2— X2 3 T—2 3TV
E—h Xy hNI—F Fov I ORRERLET, 2L, 2—YBN—FRKT=T V74T
F Ry NT—7 OBREERLRNE DT B0 OPFOHEEO T (DI 74T v
FNCOBEET LRy NV—IRFELRY NU—7 ORRERLE)

sremotenetwork : 7 = —X2 DB X OV TRy F T RLABIOH TRy b v A7
*E%‘z’T'b:/E ‘/‘/[Z‘gfci L/o
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713235

7113236

13237

n3u |

Is—)( W) t_:) $ASA-T7-713234: (VPN-unit) Remote network (remote network ) from network

extension mode client mismatches AAA configuration (aaa network ).
HAT x—X2x AV =g VPIZRFENZ)E— MRy FU—=I0R, 2Oty aro
AAA Y — 305 R &7 framed-ip-address 35 & OF framed-subnet-mask & —Z L EH A,
sremotenetwork : 7 = — X2 D7 X OY TRy T RLABLIOY TRy b A7
+ aaanetwork : AAA THRESINZY 7 X2y M 7T RLVABIOY TRy h v &7
WETOaROWTNNEEITLET,
c ZDaA—HEITN—T DT RLAREIVECETF v/ L, HWZ 74T hDOFR >y RU—
Jar74Xal—varEHERLT, REGETRTELELET,
c ZDA—VFBIOVINV—TDOT FLRAEIDYBTET 4 E—TMIZLET,

Io—A4AvYy t_:) SASA-6-713235: Attempt to send an IKE packet from standby unit. Dropping
the packet!

HEAET . IKE/ X7y FEARAX UL EENLVE— M ETA~EETHZ LT FEA, 2
DEIRELNENTZHE, NEa Y v 7 2T =0 E L TWAAREERH Y £, (RiEa—
RO, 2375y MIAZ S AIEBENSEINEY AL, ZORXA =, Ty 7 2R L
\iﬁqo

*Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

I5—Aw t— sasa-7-713236: IKE DECODE tx/rx Message (msgid=msgid) with
payloads:payloadl (payloadl len) + payload2 (payload2 len)...total length: tlen

SRBAIKE X & EE R A v —V 2R EERITZELE L,
WOBNZ, IKEN 8 XA FDONy o XL a— R, 11 3 FodEmfe—FK, B2
D13 AL FPOXRUF—[EHEXM O — ReGe A v —VaZE LELGEOH 2R LET,

$ASA-7-713236: IKE DECODE RECEIVED Message msgid=0) with payloads: HDR + HASH (8) +
NOTIFY (11) + VENDOR (13) + VENDOR (13) + NONE (O0)

%&77 :/ 3 D%\gzﬁ Lo

Io5—H% ‘yt—*‘) $ASA-5-713237: ACL update (access list ) received during re-key

re-authentication will not be applied to the tunnel.

SEARDOSEMET, VE—F 727ERZXIPSec ho FNDT7 2 — X1 DF—FHERNERINF
7,
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o hUxME, PRV OX—FAERRHI = Z2HRET L L OREINTVET,
*RADIUSH—N|E, 77EA VA NELFV 77 LU R%E, a— ALV THRESINET 7&
AYAMIRLET, ZHUE, P RADREINHEL SN L ZIZESINTZT 78R Y
AN EFRRY T,

WRF7IaINODOEUET T, ASAITHLWT 72 VR MEEHEL, 20X vEb—
CEARLET,

* >access list : showaccesslist =~ RO NIZRREND AT T 4 v 7 FT2FF AT Iy
7 TRV A MIBEEAT D4R

IPSec +—H L, =2—VHREDT 7R VA NEAENIT L0, BHERTHILERD Y £
—éqo

15—)‘ “Jt—:) $ASA-3-713238: Invalid source proxy address: 0.0.0.0! Check private

address on remote client

SRy N —JEE—R 7947 DT T4 _X— MUOT KL Z2530.0.0.0 T, @,
I, N—FRU=T IIGAT U DT TAR—h A F—T 2 ATIPT RLANKRES
TN o2 LB RLET,

WET7V AV VE—F 7947 MDAy 74X ab—va 2R LET,

15—)‘ W) t—:/ $ASA-4-713239: IP Address : Tunnel Rejected: The maximum tunnel count

allowed has been reached

SRBA R RV ORKIFRKICE LIRS, b rUMERSRITERE L,
«|P_Address: E7DIP 7 KL A

WET7Y a3 NERL,

Io—XAw t_:/ SASA-4-713240: Received DH key with bad length: received length=rlength
expected length=elength

SiHBAFE - 7~ K & @ Diffie-Hellman ¥—42 7 1 62{E L F L,

e rlength : %23 L72 DH ¥ — D E &
eelength : THISL7ZK S (DH F— A XI2ES<)

WET7Oa nBERL,

15—)‘ v t—:/ $ASA-4-713241: IE Browser Proxy Method setting number is Invalid
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113242

113243

113244

nze

F2BA ModeCfg DAFHITHER) 70 7 v F L REN RO D £ L7z, Pl xT v — 3 VTR
LET,

H4Z 7 L 3> mseproxy method =2~ > REZE (group-policy 2=~ > ROV 7 a~wr R) %
8 L £ 7, [auto-detect | no-modify | no-proxy | use-server] WA E STV DS IS
T, MOMERHRE SN TVABEELENRWEEIE, 3> TWET, msieproxy method =
VU ROBRELZRLDE L TAHATZSV, BEENER L4 Cisco TAC IZBMWA bt
<IEEWY,

Io—AvYy ‘t’—:/ SASA-4-713242: Remote user is authenticated using Hybrid Authentication.
Not starting IKE rekey.

SREA ASA 28, A7V w K Xauth Z2HEHT2 X OICREI N b 2T 5 IKE F—FH
AR OBRBEREZBRH UE Lz, F—FAmRMNBBINEYATLE, ASAIL, 7947
RV IKE F—FAREZRE L CRGT52F CrRbLET,

%&77 :/ 3 D%\giﬁ Lo

15—)‘ W) t—:/ SASA-4-713243: META-DATA Unable to find the requested certificate
FBA IKE B 7 28 cert-req A B — R CREIELAZR L E L7, LrL, ERLZDNIZE-T
FATSNT AR ID FEAENR RO FHEATL,

WETVaVROFIEEZFATLETS,

ID RERAE 2 fifgsd L £ 97

IR EE B E T3 VAR — N LET,

HEMIER AR D722, GEAEDT Ny F e A X—T M LET,

w N P

I%—)‘ Vi t_:/ $ASA-4-713244: META-DATA Received Legacy Authentication Method (LAM)
type type is different from the last type received type .

SREAZIE L7 LAM BEX A 70, BBICZEBELEEIA TRV ES, ¥4 71T, 2 —VR
FE R ARERTRICTHAMLENHY £9, 2—WEGE 0 XA 2H{T T3, VPNERN
Mt SN FER A

stype: LAM ¥ 14
Y U 23 VRBEBPRR L2 WA, Cisco TAC IZBRWEDHETZS W,
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Io—Aw t—3 sASA-4-713245: META-DATA Unknown Legacy Authentication Method (LAM) type

type received.

HBH CRACK T v L > U EHIIGE 2 —VEET e 292, FR— FEN TRV LAM ¥
AT H5ZE LE L, 2—PIET 0 A& FITTET, WW@ﬁWﬁiéﬂiﬁh

s type: LAM ¥ A 7
WETH D3 URENRI L2 WEEE ., Cisco TAC IZBWEbEL &V,

Ia_)‘ Vi t_:/ $ASA-4-713246: META-DATA Unknown Legacy Authentication Method (LAM)
attribute type type received.

SHBH ASA 78, KD LAM BMES A FEZE LE L, Zhid, BHoRMBICIZ 20 8 A
B, BT OBEICEETALAENRHY 7,

s type : LAM @ % 1 7
HRET7Va TR,

15_)‘ v t_:/ $ASA-4-713247: META-DATA Unexpected error: in Next Card Code mode while
not doing SDI.

BIBRREBAE IS PRI L 2= T — DR LR L7,
HRT U 23 VRBEDHR L2 0BG, Cisco TAC IZB RN G b 280,

15—)‘ “Jt—:) $ASA-5-713248: META-DATA Rekey initiation is being disabled during CRACK

authentication.

ZBH CRACK RBRE S RUC L D IKESA O d v m— M EfAR—FAERANIZ Ny R R
D7 = —X1SAF —FHAERY A ~—BHIREIIIZR Y £ L7z, CRACKEBFEFXAMHHT 55
Bl VE— N7 747V ERUTRIEOREMNZ /D720, ~vy R R — ARk % H
WH LU EH A, IKESADSHIBREIAUC /2 HENIZY B — b E 7 BIEH 7o — AR E Bl Lisn & |
IKE SA OHIREIN T 2 o v LET,

*Eﬁ’?g :/ 3 ‘/‘,!Z\%foe L/o

15—)‘ W) t—:/ $ASA-4-713249: META-DATA Received unsupported authentication results:

result
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713250

713251

7113252

130 [

ﬁ%cmmeﬁﬁﬁ L AIKESA x> — ki, IKE V72 27 LD CRACK FREEHT
WCHR—=FENTWARWERZTZIY 7 AT LANLZELE L, —PRART AR L,
VPN Efiidur S nE 4,

eresult : GRAEY 7 AT A HIR S TS RER
HET U S a VBBEBRMRR LRWEE . Cisco TAC IZBWEDELEI N,

I%—)‘ v t_:/ $ASA-5-713250: META-DATA Received unknown Internal Address attribute:

attribute

SBAASADY, B CERWVWNET FLABMEOEREZZIELE L, BETIASTH-TH.,
BEVR— RSN TR, E7NREREEZBEL TS AREENHY £, ik, #
ORI D TN, BT OBRRICEETAHEARH D T,

*‘Eﬁ?a :/ 3 ‘/L[Z‘%f;c L/o

I5—H*w t— 2asa-4-713251: META-DATA Received authentication failure message

ZBH CRACK FHFESUIT LD IKESA O3 Ty m— I, ASA DFRFED R Z 7RI HE A
t—UEZELE Lz, SEiItiishET,

WET7Oa Vv ERL,

15—)‘ “Jt—:) SASA-5-713252: Group = group , Username = user , IP = ip , Integrity
Firewall Server is not available. VPN Tunnel creation rejected for client.
HBAZ T4 T RIC Zonelab Integrity Server TOFEZ R T H LI T NV—T R Y > —Hg%
EINTWDLHE, RESNTWVARBARY v—IZXoTE, =D artr b —XITH:
LT RAPAL Y o)) i*’“o KR o —IZ Lo To IA T v MERDER SNDGE. 7747
> N DOEEHGERFIZ Zonelab Integrity Server 2% ASA IZHEt S LTV & Z DA v E—U DR
SNk,

egroup: VE— R 727 BA 2—FRPH L TV D h o xL Z—7

euser : VE— R 77 ERA 22—

ip: VE—F TR Z—FDIPT KL A
WREF a2y a2 b —4# L Zonelab Integrity Server D227 4 ¥ a L —3 3 U
THIEEERLET, D%, 22 b L—# L Zonelab Integrity Server DIZiBIE 235
BT 22 LR LET,
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Io5—X% ‘yt—*‘) $ASA-5-713253: Group = group , Username = user , IP = ip , Integrity
Firewall Server is not available. Entering ALLOW mode. VPN Tunnel created for client.
$RBA~ 7 A 7 > NZ Zonelab Integrity Server CORBGEEZHRT D L HIZ T N—TF KRV o —ng%
ESINTVDIHE, BESNTODHRMKRY =it Lo TE, —"RBavtr hL—2 28
BT 2MENDHY 4, KRRV >—ICXk o Ty 747 v MERAZ T AN LI, RO
F MU= T RARRMEEND GG, 7747 N OHEGERFIZ Zonelab Integrity Server 73
ASA ITHEE SN TV RN E ZOA v —VRERSNET,

sgroup : VE— K 77 BRA Z—YFRPERLTND b Z—F

euser : VE— K77 ER 2—F

cip: VE—F TR Z—FDIPT KL A

#2327 9 2 3 > ASA & Zonelab Integrity Server D227 4 X2 L—3 g VR8T D5 I L Ak
8 L. ASA & Zonelab Integrity Server DRNBENTFHET D Z L 2R L E T,

I5—*AwHt— saSA-3-713254: Group = groupname , Username = username , IP = peerip ,
Invalid IPsec/UDP port = portnum , valid range is minport - maxport , except port 4500,
which is reserved for IPsec/NAT-T
FBA UDP AR — | 4500 (% IPSec F 72 1% NAT-T £t HIZ PRI S LTV 5728, IPSec/UDP ##5¢1
I CEEFHA, CLITHEH, B— AL —TIZ L TCZDary7 4 Xab—a URNgn
ENFEHA, ZORXAvE—VF, AT TERINIZINA—TIZRY BELET,

« groupname : = —% 7 L— 7 D4 Hi

o username : —H¥F D4 i

cpeerip: 7V 7AT U MDIPT RLA

« portnum : #M5H— 3 £ @ IPSec/UDP R — F &=

e minport : = —FRFRE AR A — ORI AA— M (4001)

* maxport : L —YNFRIE ARE/R AR — DR KA RAR— FEE (49151)
RT3 AN — S EDIPSec £721XUDP R — FE S & BIDR— FFFICTEHE L F9,
Hih7a R — MF 1L 4001 ~ 49151 T,

Io5—H* vt’—*‘) $ASA-4-713255: IP = peer-IP , Received ISAKMP Aggressive Mode message
1 with unknown tunnel group name group-name
SRBAISAKMP 7 /'Ly v 7 F— KD A v &— 1 TR b3 ZA—7REESLEL
7o

spegr-ip: ET7 DT NLA

e group-name : ET7(IC L o THRESNZZ V—T4
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7113256

113257

713258

13256 [

WRF7HL3Y XA ITN—T LI F34T N a7 4Xal—arRNEYTHHZ L
AHERLET,

I5—4 ‘yt—*“) $ASA-6-713256: IP = peer-IP , Sending spoofed ISAKMP Aggressive Mode
message 2 due to receipt of unknown tunnel group. Aborting connection.

BBACTICE > THEDR F o JV—TBREEESND L ASAFBIEHE Ay =2 %
BELT, ET7 TR ZA—TIERPES LD D&k LET,

spegr-ip: ET7 DT KLA
WRET7 O a B L,

IS5—4 ‘y‘b-*‘) %ASA-5-713257: Phase varl failure: Mismatched attribute types for class
var2 : Rcv'd: var3 Cfg'd: var4

FtEA ASA 73, LAN-to-LAN $&f CISEM & LCEIEL £ L, Zhid, ASA DG 7 ¢
X2l —arBNREMDa 74 Fal—aE—HLRWVWIEERLTWET, 20
AvtE—UTIE, IAVYTRRELLT7 =— X BROISEM & BER OB FD B D
Ib—HLAWERENTERH SN E T,

svarl : SAV Y TFRFEAELTZT7 = —X

svar2 : —H L7aWEMENET D7 TR

svar3 : BIEMNOZAE Lz ErE

svard : EEINTWAJEM:
HRT7H 23Ul FOLAN-At0-LANT SA A TH S 2y 7 4 X ab—3a VOREEZHEGRL
F9, HZ. UDP-Tunnel (NAT-T) LLDF A R DD I A~ v FRHE S - EE512.
YTy TEHMRLTLEES N, —HFDary7 4 Fal—yarOo—HLE7) <y
TTNAT- TN T 4 B—T M5 TEY, b —FHTIET =TT TWRWEA,
FEEDRK & 720 £,

15—9‘ “Jt_:) %ASA-3-713258: IP = varl , Attempting to establish a phase2 tunnel on
var2 interface but phasel tunnel is on var3 interface. Tearing down old phasel tunnel

due to a potential routing change.
HMBAASANA VA —T 2 A ATT 2 —R2 bRV EHLLLE D & Lz & X, BloA v Z—
T2 AT 2—R1l hURANTTIFELTWET, BEFEOT7 = —X 1 b3yl
N LA H—T 2 ATH LW M RAVEHELTED LI 7,

evarl: ET7DOIP T RKL-XA

Var2 : ASAN T =2 —R2 FURAVEHELL LD ELTWVWAAS U F—T = A K

evar3: 7x— X1 NURIVNFET HA L BZ—T = A A
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WETFHIUETONL—FREEISNTOWARWNNE I EHERLET, L— MR EFEEINT
WARWEASIE, 27 4 X2 b — g URBESTWAAREMERH Y 3,

Io5—H% ‘yt—*“) $ASA-5-713259: Group = groupname , Username = username , 1P = peerIP

, Session is being torn down. Reason: reason

REAISAKMP & v > a VO TIRERAFR RSN ET, ZHix, By va VY EBHEICK-TEY
Va NI SN HGEICRAELET,

egroupname : & T ENDHtv v ar D R T—T

susername: KT ENDH YV a D —¥4

cpeerIP: & T SNDEY T aryOET T RLA

ereason : & T ENDHE v a D RADIUS #& THIK, FHAIZKRD LB T,

R R X bR (AR 21 L)
-TARVEALLT TR

- B K 2 it L 72

-ERERYEY FLE

RT3 vnsERL,

ITo5—H* ‘y‘b—*‘) $ASA-3-713260: Output interface $%d to peer was not found

AT ==X NISAZIERL LD L LIZLZIS, ZDOA T =T 2 A ZAIDDA U F =T =2 A A
T =B RXR=ZAREONY FHATLE

HRT Y 23 URIEDER LRWEE . Cisco TAC IZBMWEbhELZ S,

15_)( “Jt_:) $ASA-3-713261: IPV6 address on output interface $%d was not found

BT 2 — X 1SAZERR L LD L L2 &IZ, IPVO T RL AR —h )LV A v F—T = A AT
BEENTWERA,

HRET7IVIAVHANDA v Z—T 2 A ADIPV6 7 KL A EFRET D HFIEOFHIZ OV TIE,
CLIZREN A R® [Configuring IPv6 Addressing] DIHZZMML T 7ZE WY,

Ia—)‘ V) t—:/ $ASA-3-713262: Rejecting new IPSec SA negotiation for peer Peer address
. A negotiation was already in progress for local Proxy Local address /Local prefix len
, remote Proxy Remote address /Remote prefix len
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713263

7113264

R |

BB = — X SA ZHENITHLEE, ASAIZZ DT X NI —HTHH LW T = — X 2SA &R
HLET,
* Peer_address : BEffo R Ay —2 g L —HT D, TuF i lDT7 = — X2 BB L K
IELTVLH LN RLA
«Local_address: BIfE 7 = — X2 FT— KL TW5, URIOBR—I/ILETDOT KL A
« Local_prefix_len : CIDR KiLIZET= 7T Ry N V7 4 v 7 AR
« Remote address: 2T D7 KL A
* Remote prefix_len : CIDR KiLlCE>72 7Ry b L7 4 v 7 AR

#‘E§77 :/ 3 p%‘gfcﬁ L/o

IS5—4 “Jt—:) $ASA-7-713263: Received local IP Proxy Subnet data in ID Payload: Address
IP address , Mask /prefix len , Protocol protocol , Port port
BMEBASANET DT TAN—bF T RLRAERLEIRy PY—7 O —FZBIMLTWET,
ZOE, ETET RVARARHRZ 747 v MEEIZLLLET OWThNTY, Zibnd
BTENTASL, PRV EBRBTDDICFAFTIv I 7T~y TE2MEHLET,
«IP_address : 7 D5 Ry hU—2 DRX—ZIP 7 KL A
o prefix_len : CIDR RFLIZE-T=Hh 7T xy b L7 4 v 7 A
s protocol : 2% 7'm fav
sport: 7u ¥k AR— |
*E::%77 :/ 3 ‘/LIZ\%:&C Lo

15_)( Y t_:/ %ASA-7-713264: Received local IP Proxy Subnet data in ID Payload: Address
IP address , Mask/prefix len , Protocol protocol , Port port {“Received remote IP Proxy
Subnet data in ID Payload: Address %a , Mask/$%d , Protocol $%u , Port %u "}

BBAASARET DT TA =1 7 RLAEREFR Y FU—27 O — 2B L THET,
ZOBE, ETIET RLARERHRZ IA4 T FERIZLLETOWFANTT, ZbD$
ATEVWTNG, PRV EFBERTHIOICAAT IV J VT N~y T EERLET,
«IP_address : 7 D5iSEF Y F U= DN—ZTP T FLA
e prefix_len : CIDR KL~ T TRy b L7 4 v 7 Ak
s protocol : w3 7'm hajn
sport: 7wk AR— b
#E:ﬁ77:/3 ‘/%‘giﬁ L/o
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IS5—XAw t—:/ $ASA-6-713265: Adding static route for L2L peer coming in on a dynamic

map. address: IP address , mask: /prefix_len

MBAASANET DT TAN—F T FLAERLERy FTV—=7HOL—F2BMLTWET,
OGS, ETIET RVABRAR I A7 NELIZLZLET OWTnTd, Ziubos
HTEVWTNG, PRV EZERTLDICFAT Iy 7 VT s vy T EEHLET,

«IP_address : E7 D3EEF Y KT —27 DR—ZTP 7 KL A
s prefix_len : CIDR FrbliZit~ 72V 7T xy v 7V 7 4 v 7 AR

*Eﬁ’?b :/ 3 y%‘giﬁ l/o

15—)‘ v t—:/ $ASA-3-713266: Could not add route for L2L peer coming in on a dynamic

map. address: IP address , mask: /prefix len

RBAASANET DT TF7A4AX—K T RLAEERy NI HOL—FZEBMLES LT
KLE L, ZOWHA, ETE7 RVARARRLR 747 FERIZLZLE T OWT T
T, TNHOHAETIEHNTNE, PRV EZWRT LD AT Iy T 7 VT~ ~wy 7 5ff
FALET, i, v— FOEED, IPV6IL—T 4 7 T —T AR XI5 TN B D,
AN L72b— F & ASA DHIR L TWARNWZ L Z2ER L TWABAERH Y £7,

«IP_address : 7 D5ty U —7 DRX—ZIP 7 KL &

e prefix_len : CIDR RFLIZEST=V TRy b V7 4 v 7 AR
WRFHSaVIPV6L—T 47 T—TNCBEIL— DO DAN—ANHEHZ L &
VIL— M RFEIELRNWZ L 2R LE T, T—7 AR XN > TV A AR HVL— B
NEENTWDEAIEL, A— b EHIBR L CHRIT L EJ, BIENER L7220 54A . Cisco TAC
IZBRWEDLEL IV,

Io5—X% ‘yt—*‘) $ASA-6-713267: Deleting static route for L2L peer that came in on a
dynamic map. address: IP address , mask: /prefix len
FRBAASANET DT TAN—=F T FLRAELEIRy PU—7HOL—REBML LS L LT
KBMLE LT, ZOHE. ET3T7 FVABRARALRZ T4 7 FEIFLLET DWT T
T, ZNHDHBETIINTRL, PRV EERTLOICE AT Iy VT <y T el
ALET,

«IP_address: £ 7 D5EHEF Y NT—T7 DRX—ZP 7T FL A

s prefix_len : CIDR EHrLliZt~ 72V 7T xy v L7 4 v 7 AR

WET7Oa VB L,
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713268

713269

113270

R |

Io5—4% ‘yt—*‘) $ASA-3-713268: Could not delete route for L2L peer that came in on a

dynamic map. address: IP address , mask: /prefix len

BB ASANET DT FAX—K T RLAERIIRy NV—FHOL— FZHIBRLE S & LTz
EEICEENRELE L, ZOHA, ETIET RLABRRHRZ T4 T hERIFL2LET
DOWTINTT, ZNHOHETEHWTNL, MRV EERT 20X A Iy 7 707 b
<~ T EEALET, L— FRTTICHIBR SN TS, WEEY 7 v =T =7 —R38ELE
L7,

«IP_address : £ 7 D5EHEF Y NT—T DRX—ZP T FL X

s prefix_len : CIDR FHrbliZft~72H 7 xy v TV 7 4 v 7 AR
HET7H S 30— FATTICHIBR S TO A5, BEDRVIRIETH Y . 7751 ALE
WICHRE L £ 97, MIEDHRR L2 WIS, 72X VPN b RV TL—T7 4 7 OREIZ Y >
I TELEAIE, VPNL2L IV 7 4 X2 b—3a v DA—T 4 VTS LT RL v 3w 75
EHEGBLES, Fio, Wb—FOEAL, @YR7 )T~y FICHH Y5 ACL bR L £
o, MR L2V 4A . Cisco TAC IZBIWAbHEL 2 &0,

Ia_)‘ Vi t_:/ $ASA-6-713269: Detected Hardware Client in network extension mode,
adding static route for address: IP address , mask: /prefix len
BEAK Y NV HEE— ROA— R 2T 754 T Mo Ry RARF I — | &
N N—=FRU=T 7747 FOBERIZHLHTITARN— Ry NI—=THICARZT 4 v 7 —
FRBMSHTOWET, ZOREICL>T, ASAIL, ~y P2 FOT T A4 ~— MlZH 5T
RTOAV—=FIZVE—F Ry NUV—J ZHLEDL I ERTEES,

«IP_address : £ 7 D5EHEF Y R T —F DRX—AIP T FL A

. prefix_len : CIDR £t~ 727 xy b V7 4 v 7 AR

*Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

15—)‘ Y t—:/ $ASA-3-713270: Could not add route for Hardware Client in network
extension mode, address: IP address , mask: /prefix len
BBANELY 7 b =7 =T =3 BALE L, Xy FU—JHIRE—RON—FD =7 7 F
ATV MNEFO NIRRT =S, N—RU =T V74T NOBERIZHD T T A
N—hK Xy NT—=THICAZT 4 v 7 V— R EBNT 2R LB L E LIz, IPv6 L—T o
YT TR RS TWED, T Ry =7 —PNRALEAREERS Y £
ﬁ—o

«IP_address : 7 D5ty U —7 DRX—ZIP 7 KL &

s prefix_len : CIDR EHrLlZt~7o 7T 3ry v L7 4 v 7 AR

HERT 5 L3 DR L72VEA, Cisco TAC BRI E D 210,
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I%—)‘ Y ‘t'_:) $ASA-6-713271: Terminating tunnel to Hardware Client in network extension
mode, deleting static route for address: IP address , mask:/prefix len
BEAR Y N =T PRE— RON—RU =7 7 74T O xR RESH, ~—F
V=T VIAT U ROERTTITAN—F Xy FT—=I DA ZT 4 v 7 — FBHIRS
TWET,

«IP_address : ©°7 D5EHEF Y NT—T DRX—ZP 7T FL X

. prefix_len : CIDR Rt~ 7e 71y b L7 4 v 7 A

*Eﬁ’?b :/ 3 y%‘giﬁ l/o

13—)‘ “J‘t’—:) $ASA-3-713272: Terminating tunnel to Hardware Client in network extension

mode, unable to delete static route for address: IP address , mask: /prefix len
B Y N = HRE— RON=RY 27 7 T7A4T7 2 b F RV ERELTND & &
e A= R =T 7747 hOERIZHDT T A = b Xy T =7 ~D/— b ZHlRT
EEEA, THE, TRy T ERBY T b =T OMEEERT5ERHY £7,
«IP_address : ©7 D5ty U —2 DX—ZIP 7 KL A
s prefix_len : CIDR EHrLliZt~ 727 xy v L7 4 v 7 AR
RT3V N—T (T T =T VERNT, = hRE IR AR LT,
N— b BHLHEEE, FEITHIRT 2LENL Y £FTB, N—FRv =T 27747 b~D b
FNBFEEICHIBR S NG EIZIR VATV E T,

IS5—Avyt— sasn-7-713273: Deleting static route for client address: IP Address

IP Address address of client whose route is being removed

BEAL T NEID B TET NLASOL— bELB3N=RFNU 2T 7747 Mok o TlRi#ES L
2ty MU= ~D— b PI—T 4 T T =TV LHIBRSE LTz,

*‘E“%?g :/ 3 )%‘Eféf L/o

15—)( “Jt—:) $ASA-3-713274: Could not delete static route for client address:

IP Address IP Address address of client whose route is being removed

BHAIPSec 7 7 AT 2 hD F U RADHIBRSNIZ L S, V=T 4 7 T =T VHOZT D
YRUZHIBRTEEEATLZ, ZOREE, Ky MY —=F U FE3Y 7 by o7 OffEz
RLTWDLEERSH Y £,
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113275

113276

713900

713901

n3is |

WRFHI A V=T 4 T =TI — "R 2R LET, L— FBEET D
Wa. FUORARERIC a—RAEINTHEE . v— e FETHIBRTALERH Y 97,

Io5—H% ‘yt—*“) SASA-3-713275: IKEvl Unsupported certificate keytype %s found at

trustpoint %s

ERBAREIE O X — Z A 773 ECDSA TZ2WH . 2O syslog 728 ikevl (2% L TERRESNET,
Hihlsx— 2 A TOFHENGWITA VA =L ENTWAHZ & 2R LET,

*‘Eﬁ?b :/ 3 :/‘/[Z‘gfcﬁ I/o

Io—XAw t_:/ $ASA-3-713276: Dropping new negotiation - IKEvl in-negotiation context

limit of %u reached

BBK T T = a0 ERICGELSE, 20 Syslog A v b=V BvAF AL TFA LT
ikevl (256 LCRR SN ET,

*‘Ellj%:-;77 :/ 3 )%‘gi‘? L/o

I5—Ay4t— 5asa-1-713900: Descriptive event string.

SRBAE R A N P ERIFEENRALE L, 728201, ASAN T =2 — R 28IRE AR L &
5L LN, SPINHEDED 72— R 28A ¢ —F LERFATLE,

WRETY a3y ERRoFITE, WAFOET NREFHZY = — X 2 SA ZHIFR L T2 alfEMER &
DNET, ZOHA, BEDORNWT T —ThdHlzd, HHELTHhEVERAL, =T —Ng| &
FREN, FURNVDEFESLT NAADY T — e EORWERNELZEAEF,. Y7 hu=T
FEEZRLTCWDAREMELRH D £, 2DO5E, a2y Y —AVELFTAT L n IR RIND
TT— Avb—VEZDOFEFa— L, Cisco TAC IZIWEDOETHR—F 22 F T EE
AR

IS5—Ayt— sasa-2-713901: Descriptive event string .

AT —EALELL, ZHIE, ~y P2 FERBVE-FT7278A 27747 MZ
BIFLar74¥al—raryx I —ORTHL AN H Y 3, A~ FXFHNIT, %
AL T =D E It L £,

HET V2 aVhEICE T, =7 —ORFEHHIT LAy -V & b T TV a—
TAVTTORERDHY ET, WHOET T, ISAKMPEBLVZ VT h v~y 7 ar7 ¥z
L=y a rEEGR L ET,
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I5—Ayt—2 % asa-3-713902: Descriptive event string.

BT —EAELELE, ZHUE, ~y R RERIZIIVE—N TR 757472 MC
Birsar74Xal—ralry o7 —0RTHDLAREMERH Y £,

HRT7 I a VAo T, =7 —OFRNZH T L0y T Falb—var i b7
TNy a—F 4 T T HLERBYET, MHFOET T, ISAKMPEB L0/ U7 vy~ =
V74Xl —a U EMEERLET,

I5—*wt— sasa-4-713903: IKE error message reason reason.

FHBA Z @ Syslog ID 1%, BE DM D Syslog KR T&E 5 IKEZEH A v =Vl SN E T,
RT3 vnERL,

Iz, BlzmLET,

%$ASA-4-713903: Group = group policy , Username = user name , 1P = remote IP , ERROR:
Failed to install Redirect URL: redirect URL Redirect ACL: non_exist for assigned IP

$ASA-4-713903: IKE Receiver: Runt ISAKMP packet discarded on Port Port Number from
Source URL

%$ASA-4-713903: IP = IP address, Header invalid, missing SA payload! (next payload = x)

%$ASA-4-713903: Group = DefaultRAGroup, IP = IP address, Error: Unable to remove
PeerTblEntry

I5—Ayt— sasa-5-713904: Descriptive event string .
BBARAE LToA Ny M2 B oIS D @A T — X AFRNERENET,
WRE7Oa v ERL,

I5—Avt— 5asa-6-713905: Descriptive event string.
BRBARAE LToA N FEBT 272D SN DB RAT —Z AN R R SNET,
i

%ASA-6-713905: IKE successfully unreserved UDP port 27910 on interface outside

*Eﬁ77 :/ 3 D%‘gfcﬁ L/o
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713906

714001

714002

714003

714004

714005

713906 [Jj

I5—A4vyt—2 2asa-7-713906: Descriptive event string .

BBAAE LA XY PR BT 572D SN T Ny VDA T —Z AERNFRENE
RS

*E::I?é77 :/ 3 ‘/‘/[Z‘gfcc L/o

I5—Ayt— 5asa-7-714001: description of event or packet
EBAIKE 70 k2L A Xy M EF y FORMBAN TR S ET,
WRE7 O avuERL,

15—)‘ v t—:/ $ASA-7-714002: IKE Initiator starting QM: msg id = message number
BBHASAN, 7= —R2FEME LTI A v 7 F— RO O/ FEEELE L,
#Eﬁ?g :/ 3 )%‘Efcﬁ L/o

Io—XAw t—:/ $ASA-7-714003: IKE Responder starting QM: msg id = message number
BRBAASAR, 7= —R2IEEME LTI A v 7 FT— RO D/ v M E LE LT,
HRT7HavnERL,

I5—Avy t_:/ $ASA-7-714004: IKE Initiator sending lst QM pkt: msg id = message number
BEARAIIOV A v 7 F— R Xy ho7m harpnya—RIapE Lk,
*‘Eﬁ?a :/ 3 ’%\E%& L/o

Ia—)( ‘yt'—°/° $ASA-7-714005: IKE Responder sending 2nd OM pkt: msg id = message number
BRBA2ERDOI/ A7 E—F ATy bOT v halinTFa— RS E L,
*‘Eﬁ?b :/ 3 p%‘gff: L/o
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B 714006

15_)‘ ‘yt—*‘) $ASA-7-714006: IKE Initiator sending 3rd QM pkt: msg id = message number
BRAZEHDOIA v E— R Ty bOT v halrihya— RERE LT,
*‘Eﬁ?a :/ 3 QJZ‘%:%J? Lo

714007

Ia_)‘ ‘y’b-*‘) %ASA-T7-714007: IKE Initiator sending Initial Contact
BB ASA L, BHIOa L H T b S m— REMEB L UEE L TWET,
WET I anERL,

714011

I5—AwH— sasa-7-714011: Description of received ID values
FRBH ASA 73, FHvT—T g U, RS IDHFHRESZELE L,
WRT O aonEe L,

. Syslog # v t—<° 701001 ~ 714011
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