Awyt—

602101

602103
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ZOFEF, WO THMEINTHET,

o« A vt—3602101 ~ 609002 (1 ~=—7)
« A v —3610001 ~ 622102 (16 ~X—<)

602101 ~ 609002

ZOIETIE, 602101 525 609002 £ TD A v tE—JIZHONTHHLET,

15—)( v t—:/ %ASA-6-602101: PMTU-D packet number bytes greater than effective mtu

number dest addr=dest address , src addr=source address , prot=protocol
FBA ASA 2N ICMP SEEBEARREA v b —V B EE L, 7T 7 AT — a VIRRETT,
WRETO Ay T INELSRESND Z 2R LET

15—)‘ ‘yt—*“) $ASA-6-602103: IPSEC: Received an ICMP Destination Unreachable from
src_addr with suggested PMTU of rcvd mtu; PMTU updated for SA with peer peer addr, SPI

spi, tunnel name username, old PMTU old mtu, new PMTU new mtu.

EBA SA O MTU WAER IIVE L7z, IPSec b RNVHD/T v NEZET 5 &, ®IET5 SA
DRFE S, ICMP 237y R THERRE S LT D MTU IZESWT MTU 37 v 77 — b EivE
o HELES N MTU 28 0 XV K& < 256 RiitiDG 6. Hll MTU 13256 IZiRESNET, H#HE
B2 MTU 230 DA, B MTU 25 256 Z5[WIZEE 7213 256 O L H H vk EWEIC
RESNET, HEREI L2 MTU 78 256 £ 0 KR&E WA, Fill MTU 13D S 72 EICRRE &
WET,

e src_addr : PMTU 2£fFMD P 7 K L&
s rcvd mtu : PMTU £ v & — Y TA(E L2 HESE MTU
s peer_addr : [IPSec ET7 D IP 7 KL &
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espi: IPsecEX 2T 4 RNIA—F AT v 7R

« username : IPSec b > R/UZRHESFIT HL TV D 2 — P4,

e old_mtu : IPSec F > R/VIZBHEANT T H 40TV 5 RITO MTU

«new_mtu : [PSec b > F/UZEHERT BTV % B MTU

*‘Eﬁ?a :/ 3 Q%\giﬁ L/o

I5—H*wHE— sasa-6-602104: IPSEC: Received an ICMP Destination Unreachable from
src_addr , PMTU is unchanged because suggested PMTU of rcvd mtu is equal to or greater
than the current PMTU of curr mtu , for SA with peer peer addr , SPI spi , tunnel name
username .
FBAIPSec b o KUK TG STz 87y RVSAMTIU Z R T2 2 & &R T ICMP A v —
TEZAE L, #EREMTU BBITMTU LL ET L2, MTUEIZ T TIZETIEESNTWAH DT, MTU
DOFFEIITONET A, 2L, SEIERFHAT—v 3 U BHEHO PMTU A vE—Y
MEZAE S, BUED PMTU A » & — UUEE S L5 FTNC MTU 23 SN A 103 E L E
D

e src_addr : PMTU #EHIO P 7 RL&

«revd_mtu : PMTU X v & — Y CT3%A5 L= HLE MTU

e curr_mtu : IPSec k> R/UIZBHEfH T TV 5 BIAT MTU

s peer_addr : IPSec 7 D IP 7 KL X

espi 1 IPSec DEF 2 VT 4 NTA=F AT IR

« username : IPSec k> FR/VICEHEAHT SN TV D 22— 4

#E:ﬁ77 :/ 3 y%‘gfcﬁ L/o

Io—H% ‘yt—*“) $ASA-6-602303: IPSEC: An direction tunnel type SA (SPI=spi ) between

local IP and remote IP (username ) has been created.

SEAET LV SA MER S VE LT,
e direction : SA DJ5H] (L XU REFIEIT U FXT U R)
« tunnel_type : SA DX A (UE—F 77 AX/ITL2L)
espi:IPsect X2 VT 4 NTA—H AT v IR
elocal IP: ho D —H) = RiRA L FDIPT RL A
eremote IP: h> RADIVE—F = RKRA L FDIPT KL A
e >username : IPSec kv X /VICBHENTIT BN TV B o —H 4,

*‘Eﬁ?b :/ 3 Vﬂ\%fﬁ Lo
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602304

602305

602306

603101

602304 ]

Io5—4% ‘yt—*‘) $ASA-6-602304: IPSEC: An direction tunnel type SA (SPI=spi ) between

local IP and remote IP (username ) has been deleted.

SREA SA WHIBR SN E LT,
e direction : SA D FE (L2 REFIZT T M7 R)
« tunnel_type : SA DX A7 (UE—F 77 AX/ITL2L)
sspi i IPsecExX 2 UT 4 RIA—H AT T R
elocal IP: ho D —H) = RiRA L hDIPT RL A
eremote IP: FoFADYE—F = RESL L FDIP 7 FL X
e >username : IPSec b > RIVIZBIERHT STV B 2 —HF 4

*E:Ii?g :/ 3 )%‘E:féf Lo

15—)‘ “Jt—:) $ASA-3-602305: IPSEC: SA creation error, source source address ,

destination destination address , reason error string
B IPSec b X2 VT 4 7YV —Ta VOERIC, =T —0RAELE LT,

HRTH O aWE, ZHUT RN —RETT, 20X vb—UiEg L CRET DY
A1E. Cisco TAC IZBRIVWEHEL T E W,

15—)‘ vt—*‘) $ASA-3-602306: IPSEC: SA change peer IP error, SPI: IPsec SPI, (src

{original src IP address | original src port}, dest {original dest IP address| original
dest port} => src {new src IP address | new src port}, dest: {new dest IP address | new
dest port}), reason failure reason

FEAE /AL IKE O IPsec b RADET T RLAZFHHFIZTT—=0RFEL, €7 7 R
A BHRTEEHATLE,

HR7 I avilF, ZHhE R T —RIETY, Z04 -0 L TRET LY
A&, Cisco TAC IZBMWGEHELZI N,

Io5— *A “J't_:) $ASA-6-603101: PPTP received out of seq or duplicate pkt, tnl id=number

, sess_id=number , seg=number .
FiBA ASA IZIE S NEFE D, FTIXEME L2 PPTP N7 v MEZELE LT,

WRT7I32 DXy EBBELSBET HHEIX. E7OFEHREIZHWEDLET,
54T RDPPTP 27 4 Xal—a U 2R LET,
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I5— * ‘yt—*‘) $ASA-6-603102: PPP virtual interface interface name - user: user aaa

authentication started.
SRBA ASA 1X. AAA V— NZREREERZEE L E Lz,
WRE7I a3 RE,

I5—Avt— 5asn-6-603103: PPP virtual interface interface name - user: user aaa

authentication status
ERBA ASA X, AAA — "D ORGENE 2 E L E LTz,
RT3y RE,

I5—AY t—< 4ASA-6-603104: PPTP Tunnel created, tunnel id is number , remote peer ip
is remote address , ppp virtual interface id is number , client dynamic ip is IP address

, username is user , MPPE key strength is string
S4B PPTP ko RADMER S E L7,
iy I N

I5— AY+t—2 2asn-6-603105: PPTP Tunnel deleted, tunnel id = number , remote peer ip=

remote address
B PPTP b o R ADHIBRSAUE LTz,
WR7I a3y RE,

I5—Awt— sasa-6-603106: L2TP Tunnel created, tunnel id is number , remote peer ip
is remote address , ppp virtual interface id is number , client dynamic ip is IP address

, username 1is user

ERBA L2TP b o R ADBMERRSIVE Lz, 22— FRITE G ECAIG A TR RSN EEA
2. BN 8A £7-13 nologging hideusername =2~ o KRR E SN TV A EAITFRENE
@—O

WET7H a0 RE,
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603108

603109

603110

604101

603107 [Jj

I5— Ayt —2 2asa-6-603107: L2TP Tunnel deleted, tunnel_ id = number , remote peer ip

= remote address
B L2TP b R DHIBRSAUE LTz,
i3 A D 8

I5—*Avt— 2nsn-6-603108: Built PPTP Tunnel at interface name , tunnel-id = number
, remote-peer = IP address , virtual-interface = number , client-dynamic-ip = IP address

, username = user , MPPE-key-strength = number
SHBH 1 L\ PPPOE b v RALAMER SN E LT,
RT3 RE,

15_)‘ W) t—:/ $ASA-6-603109: Teardown PPPOE Tunnel at interface name , tunnel-id =

number , remote-peer = IP address
B BT LU PPPOE b rADEIER S U E L,
WRETH a3y RE,

I5—AYt—2 2a5a-4-603110: Failed to establish L2TP session, tunnel id = tunnel id
, remote peer ip = peer ip , user = username . Multiple sessions per tunnel are not

supported
SEA2 DEO® vV a OMIFEITABEB I OMESGSSNE L, YA TIE, 1 2D hr*F
JNZHRI L THEED 1L2TPEy v a v 2FEHTHZ LI AR—FLTWERA,

« tunnel_id : L2TP > /L ID

speer ip: E7IPT RLR

e username : FREE SNz —F DL |

RT3y RE,

I5—*wt— 2asn-6-604101: DHCP client interface interface name : Allocated ip =
IP address , mask = netmask , gw = gateway address

£%B8 ASADHCP 7 74 7> h3 DHCP % — 305 [P 7 R L A% IEFIZEfF L E L7, dhepe
AU PXITEST, ASAE, KXy Y= A2 H =T 2 AA ADIPT FLABIOF Y b
U—2 % A7 % DHCP = "inbGTE, L2774/ A= FERUGTE XY, 774
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VR NV—=RXTIEH, = U2 T RUVABRT 74V R V—FOT FL AL LTHERINLE
j—o

#Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

15—)‘ W) t—:/ $ASA-6-604102: DHCP client interface interface name : address released

SRBHASADHCP 7 A4 7 > "H, B Y THNZIP T FL A& L TDHCP —IZE L
F L7,

*‘Eﬁ?b :/ 3 ‘/L[Z‘gic L/o

I5—*vt— 5asn-6-604103: DHCP daemon interface interface name : address granted
MAC address (IP address )

Z#BB ASADHCP H— X2 Lo T IP 7 RV AR SA T v Maft5ESnE L,
*‘Eﬁ’?b :/ 3 y%‘gff: L/o

I5—AYE— 3asa-6-604104: DHCP daemon interface interface name : address released
build number (IP_address )

SREASNVES 7 A4 T Rd, IP T R LA &Mt LT ASADHCP +—NIZE L E LT,
*E;:I;‘%Tb :/ 3 ‘/L[Z‘gic L/o

I5—A ‘y’b-*‘) %$ASA-4-604105: DHCPD: Unable to send DHCP reply to client
hardware address on interface interface name . Reply exceeds options field size

(options field size ) by number of octets octets.
SRBREHEIE L, DHCP 7 74 7> MIET DHCP A 7> a v &% ETE& %4, DHCPZ 74 7
VIEMERT LA T a AR LT, A7 7 —DDHCPA 7' ¥ 3 ViE A v E—V ORI OHIIR
ZBR DGOV £, DHCPA 7 7 —ld, A v E—YOMIRAICINE Sz, #ET
TFEE A,

s hardware_address : #:kL7 747 hO/N—RKy =7 7 KL A

cinterface name : — N A v — VA EZET LA L E—T oA A

s options field size: 7> a2 74—V RKOHRKE, T 74V MI3RATIT v b THY,

HIRDIZDDAF I T v N eERhET
« number_of octets : i L7=4 7 7 » b

WRF7HLaVBRTEISNTWADHCP 7 a v O A4 XFE-I13BERHS LET,
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604201

604202

604203

604201 [J|§

Io5—4 ‘y‘t'—*“) SASA-6-604201: DHCPv6 PD client on interface <pd-client-iface> received
delegated prefix <prefix> from DHCPv6 PD server <server-address> with preferred lifetime

<in-seconds> seconds and valid lifetime <in-seconds> seconds.

FAZ O syslog 13, HAD 4 U x A ZHBO—HRE LT, PD Y= DRESNIT VT 1 v
7 A%fEMA L TCDHCPVOPD 7 74 7 v b RZAEEND L ERSNET, BHOT LT 4 v
ADEEF, TV T 4 v AT LT syslog NFEREINET,

» pd-client-iface : DHCPv6 PD 7 7 A 7 > R BEMI/I > TN A X —T = A A4,

» prefix : DHCPv6 PD h— "InBZE LTV 7 4 v 7 A,

» server-address : DHCPv6 PD %—/N 7 R L &

einseconds : LS N7 V7 4 v 7 RAZBES T HATW A ERE SIS ARBIN (B

fir) o

E7Oav L,

13—)( “J‘t’—:) $ASA-6-604202: DHCPv6 PD client on interface <pd-client-iface> releasing
delegated prefix <prefix> received from DHCPv6 PD server <server-address>.
$%BA Z O syslog Id, MEFRERFIZ DHCPV6PD 7 7 A 7 2 R PD H— "0 B%2(5 L= RES
2TV T 4y I RAEML TV D HEICERINET, BROT VT 4 v 7 ADLEIT, TV
T4 7 AT EIT syslog BRI EINFET,

« pd-client-iface : DHCPv6 PD 77 7 A 7 > "IN/ > T\ DA X —T = A A4,

o prefix : DHCPV6 PD Yy — " OLZF LT LT 0 v 7 A,

« server-address : DHCPv6 PD —/3 7 KL &,

WREF7Hav L,

IS—XAw t—:/ $ASA-6-604203: DHCPv6 PD client on interface <pd-client-iface> renewed
delegated prefix <prefix> from DHCPv6 PD server <server-address> with preferred lifetime

<in-seconds> seconds and valid lifetime <in-seconds> seconds.
B3 Z @ syslog I3, DHCPV6 PD 7 74 7 > b RLARNCEI D Y THONIBES NI T LT 4 v
JADERE PD Y — "B L, LG RRSnE T, o7V T v 7 2D
ek, V7 4 v 7 AT LT syslog WERINET,

« pd-client-iface : DHCPv6 PD 7 7 A 7 RiINFANZ Iz o T\ DA X —T = A A4,

« prefix : DHCPv6 PD H— "inbZfE LT L7 4 v 7 A,

» server-address : DHCPv6 PD #—/" 7 R LA,

sin-seconds : ZEINT=ZT L7 4 v 7 RZEEAT SN TWAERE SNG40 (RE
L)
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HREFTOav L,

IS5—XAw t—:/ $ASA-6-604204: DHCPv6 delegated prefix <delegated prefix> got expired
on interface <pd-client-iface>, received from DHCPv6 PD server <server-address>.
EBA = @ syslog IZ, DHCPV6PD 7 74 7 ¥ MWEAZ LIe B SN2 T L7 1 v 7 A HIFRY])
N> TV D ERICERRENET,

« pd-client-iface : DHCPv6 PD 27 7 A 7 > "ISENI > TWDA X —T = A R4,

« prefix : DHCPv6 PD H— SInbZfE L7V 7 4 v 7 A,

« delegated prefix : DHCPv6 PD Y— "B (5 LI RIET LT 4 v 7 A,

#REFTHOa VL,

I5—AwE— 3asA-6-604205: DHCPv6 client on interface <client-iface> allocated
address <ipv6-address> from DHCPv6 server <server-address> with preferred lifetime
<in-seconds> seconds and valid lifetime <in-seconds> seconds
ERBA - D syslog X, MDD 4T = A ZHDO—H & L TDHCPV6 7 4 7> K 7 K L A3 DHCPv6
=B ZESN., ARGEICRRINET, #EROT FLADHEIL, ZELLT L
AT 2T syslog WERINET,

o client-iface : DHCPv6 7 A 7> b 7 RLVANA R—=T NIZR o> TWBAL X —T = A A

ZaR

« ipv6-address : DHCPv6 — 35515 L7= IPv6 7 K L A,

« server-address : DHCPv6 $—/X 7 R L X,

sinseconds: 7 7 A 72 K 7 R U RICBEEA T DI TWAESE SN AR FPEALD

#REFTOa VL,

ITo5—H* ‘yt_:) $ASA-6-604206: DHCPv6 client on interface <client-iface> releasing
address <ipvé6-address> received from DHCPv6 server <server-address>.
FRBADHCPV6 7 7 A 7 N7 RLAD AT 4 F a2 b—3 3 URET SRV E . DHCP6
TIATY MIZE LI TA T VT RLRZBLTWET, H#EOT FLUARMEKE S
AL, &7 R AT LT syslog WRRSNVET,

s client-iface : DHCPv6 7 5 A4 7> 8 7 RUVANRA X—T NS> TWAA v Z—T A A

%O
« ipv6-address : DHCPv6 — 35515 L7= IPv6 7 K LA,
« server-address : DHCPv6 H—/ 3 7 R L &,

#REFZHOa VL,
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604208

605004

604207 [J|j

I5—Awt— 2aSA-6-604207: DHCPv6 client on interface <client-iface> renewed address
<ipv6-address> from DHCPv6 server <server-address> with preferred lifetime <in-seconds>

seconds and valid lifetime <in-seconds> seconds.

$2BA = @ syslog i, DHCPv6 7 7 A 7 > k3 DHCPv6 H— 300 B LIRNCE D B Cohhni=7 KL
ZADEFERET D ERRINET, HHOT FLADEAEIX, BT FLAT &
syslog WFERSNET,

e client-iface : DHCPv6 7 7 A 7> F 7 RLARA Z—T NI TWNWbBA L H—T = A A

4

« ipv6-address : DHCPv6 H—/ 3/ 5515 L7 IPv6 7 K L A,

» server-address : DHCPv6 —/3 7 R L &,

sinseconds: 7 74 72 N7 KL RIZBEHT STV AEBLE SN D BFRIMIN BHEAD |

ET7O a0,

15—)‘ “Jt—:) $ASA-6-604208: DHCPv6 client address <ipvé6-address> got expired on

interface <client-iface>, received from DHCPv6 server <server-address>

FBA Z D sysloglZ, DHCPv6 27 74 7 " 3AG LT 7 R L ARHIRGINIZ /e > TWH5EEIT
FREINET,

« client-iface : DHCPv6 7 A4 7> b 7 RLANRA F—T Mo TNAHA LV H—T = A A
o

« ipv6-address : DHCPv6 — 35515 L7= IPv6 7 K L A,

» server-address : DHCPv6 —/ 3 7 KL &,

WREF7Hav L,

IS—XAw t—:/ $ASA-6-605004: Login denied from source-address/source-port to

”

interface:destination/service for user “username

BB —FRa Yy —riin A LE D LT DL ROBRDA vy E—URERINET,

Login denied from serial to console for user “username”

ASA~DF#BST=r 7 A L OFIT, F72En 74 VORBMPEELE L, 3 XTOr T A I
LT, By ardbih) 3EOFETHTFEIN, FERFITHIBITONA E, Dk v

a I T LET, SSHu /A4 vBEX W Telnet 7 74 VDA, ZDAvyE—1%, 3EHE
DFATOREE ., 7213 1 B EOFITORBEZIZ TCP £y va U T Lz & E12, AR
SINFET, thoX A FOEHRE vy a L ORGE, TOA vy = TEITICRRT 5 - NS AR
ENET, 2—VPRITEDE T IIAAOLEITFRINETAN, AR7%A 721X nologging
hideusername =~ > RBHE SN TV LG EITERINET,
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« source-address : 1 7 A LERITOEEILT RLA

» source-port : 17 A VERITORE(E LA — k

«interface : FESEEFA L F—T = A A

« destination : 564 IP 7 K L X

. service : FiSE—E R

e username : SESCEBRA X —T = A A
WRT7V a3V IOAyE—VORFHENDBROEE ] MERIAETT, ZOA v E—UNR
BB RENDIGAIR, WBERT IRV ET, 2—FLEELT, 2—¥4 LR
U— R&E@R LET,

Io—Aw t— 2asa-6-605005: Login permitted from source-address /source-port to

”

interface:destination /service for user “username

a—¥Rary—piza s3T5 WOERKDOA vE—UREREINET,

Login permitted from serial to console for user “username”
Eﬂ:l“—‘ﬂ- jmun CEEIJJ [./\ %@t VA= Vﬁ‘ﬁiﬂﬁﬁéﬂi [_,7]:’_0
« source-address : 7 A VRITOREILT RLA

« source-port : 17 7' A ERAITOEE TR — b

e interface : FESEEHA L X —T = 4 A

« destination : %85t IP 7 K L 2

s service : sade—E A

e username : SESEEELA U F—T = A A

*‘Eﬁ?b :/ 3 p%‘gff: L/o

I5— A vYt— 3aSA-6-606001: ASDM session number number from IP address started
E%Eﬂ fi%f)lfl:% LI]ALDFL[Eéj/LT ASDM t /V = /leﬁﬁﬁ‘L‘éﬂi 1/71.0
i 7

I5— 4 Wtz — 3ASA-6-606002: ASDM session number number from IP address ended
B ASDM & v a UK T LE LT,
i3 R 8
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607002
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Io— A ‘yt—*‘) $ASA-6-606003: ASDM logging session number id from IP address started

id session ID assigned

B ASDM w1 % o 7 e ) = — MEELY T4 7 Mo ko Thla s E LTz,
«IP_address: VU E— NEHE I T4 T FDOIP T FLX

i: 3 I I

I5— A “J‘t’—:) $ASA-6-606004: ASDM logging session number id from IP address ended
S8 ASDM 1 3¢ o Z AN T Lk L7z,

cid : BB THERLTWAEY T aID
«IP_address: VE— MNEBLZ JA4 T FDIP T KX

HRETH O ay RE,

I%—)‘ ‘y‘b—*‘) $ASA-6-607001: Pre-allocate SIP connection type secondary channel for

interface name:IP address/port to interface name:IP address from string message

B SIP A vt — U OMAR, fixupsip 7~ 2 RICE - T SIPHEEHEI D S THATLI
connection_type 1, DO ILFHIOWTINTT,

* SIGNALLING UDP

* SIGNALLING TCP

* SUBSCRIBE UDP

* SUBSCRIBE TCP

* Via UDP

* Route

* RTP

* RTCP

WET7OanERL,

I5— A “J‘t’—:) $ASA-4-607002: action class : action SIP req resp req resp info from
src ifc :sip /sport to dest ifc :dip /dport ; further info

FiBA SIP A v & — T LT SIP 702 Ffii S v, FREDIEMEN W ShE Lz, fiRke L
T, RESNET 7 a ryBNFEITESNET,

s action class: 77 v a > @27 F A (SIP ® match =< > K D543 SIP Classification, /35
A—H% a<> KOEE X SIP Parameter)
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e action : TS5 7 7 3 > (Dropped. Dropped connection for, Reset connection for, F
72 1% Masked header flags for)

e req resp : EUREITINE

« req_resp_info : % A 773 Request T 5455 1E SIP A Y v R4 (INVITE % 721X CANCEL)
4 A 73 Response Td DA% SIP & =— K (100, 183, 200) .

csc ifc: EEIXA L F—T = A A4

esip: EFEILIPT KL&

e sport : EfETLA— b

e dest_ifc: sEieA v X —T =4 A4

edip: FEEIP T KA

« dport : %5EAR— h

« further_info : SIP ® match =~ > K& SIP D/3F A —4 o~ RIZET 2 3MER (Ko
Bila /M)

SIP ® match =~ > ROHEH

matched Class id: class-name

WAz R LET

matched Class 1234: my class
SIP D/3T A —% a~< v ROYGHE
parameter-command: descriptive-message

WA R LE T,

strict-header-validation: Mandatory header field Via is missing
state-checking: Message CANCEL is not permitted to create a Dialog.

WRT7HY a3y RE,

I5—AYyE— 5asn-6-607003: action class : Received SIP reqg resp req resp info from
src_ifc :sip /sport to dest ifc :dip /dport ; further info
FREASIP A & — Tk LT SIP M Fehl S v, FREDEENM /- S E LT, T ORER,
AE o RTRyOu T Ty a Y PNETSNET,
- action_class : SIP @ match =~ > RO;4 1% SIP Classification, /X7 A —4% a2 KDY
A1X SIP Parameter
e req resp : ERE 72 ITNE
* req_resp_info : % A 7’3 Request T HFAILSIP A~ R4 (INVITE % 721X CANCEL)
X A 775 Response T H 5413 SIP & =2 — K (100, 183, 200) .
sgcifc: FEILAVF—T = A A4
esip: XEILIP T RLR
e sport : EfETLAR— B
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e dest ifc: sE0EA X —T = A A4
edip: s IP 7 KX
e dport : 5E5EAR— b
« further_info : SIP ® match =~ > K& SIP O/ A —X o~ RIZBET5EME®R (ko
Bl a2
SIP @ match =1~ > ROHH
matched Class id: class-name

I &R L ET,

matched Class 1234: my class
SIP D/XT A —4 a~ v ROLGHE
parameter-command: descriptive-message

RITHI 2R L ET,

strict-header-validation: Mandatory header field Via is missing
state-checking: Message CANCEL is not permitted to create a Dialog.

HWRFTH o ay RE,

Io5— A ‘yt—‘“) $ASA-4-607004: Phone Proxy: Dropping SIP message from src if:src ip
/src_port to dest if :dest ip /dest port with source MAC mac address due to secure phone

database mismatch.

EHEASIP A vE—UNOMACT RLRIZ. IPT RLRAREA L X —T x4 AT TR, &
XaT7 T—HR—2A N LR ENET, —HELRWGS, FEDA vE—VNREES
nE7,

WREF7Y a2 RE,

15—% v t_:/ $ASA-6-608001: Pre-allocate Skinny connection type secondary channel
for interface name:IP address to interface name:IP address from string message

ST Skinny A~ — T O, inspect skinny =1~ > R (2 X > C Skinny #5203 0 24 TH A
T L7z, connection_type (%, RDOILFHNDOWNT I TT,

* SIGNALLING UDP
* SIGNALLING TCP
» SUBSCRIBE UDP

» SUBSCRIBE TCP

* Via UDP

* Route

* RTP
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* RTCP
*E%:é77 :/ 3 D%\giﬁ Lo

Io—Aw t—“/ $ASA-4-608002: Dropping Skinny message for in ifc :src ip /src port to
out_ifc :dest ip /dest port , SCCP Prefix length value too small
SRBERR E W A D/ NME X VW SCCP 7L 7 v 7 AR A& FF Skinny (SSCP) A vt —V%
ZfELELE,

siniifc: Aif v H—T x4 R

esrcip: N7y ROREEFETIP T FL A

esrc port @ /N7y ROE[EILAR— b

sout ifc: A v F—T AR

edestip: /N7y NOFEEIP T RLA

e dest_port : /X7y hDZESEAR— b

evalue: N7 v FDSCCP 7'V 7 w7 A&
RT3 SCCP A vE—UREHTHDHELAIX, Skinny R v — vy T ED AL~
ALTC, SSCP 7L 7 1 v 7 ADF/NREDfEEREL LET,

Io—Aw t—:/ $ASA-4-608003: Dropping Skinny message for in ifc :src ip /src port to
out ifc :dest ip /dest port , SCCP Prefix length value too large
SRR EE A DRRKE LV EWSCCP 7'V 7 (v 7 A% FFD Skinny (SSCP) X vt—T%
ZIELE LR,

siniifc: AIf v H—T =4 R

esrcip: /N7y ROEFEITLIP T KA

esrc port @ N7y ROE[EILAR— b

sout_ifc: A F—T AR

edest_ip: /N7y NOFEEIP 7 KL A

e dest_port : /X7y hDZESEAR— k

evalue: /37 > D SCCP 7'V 7 4 v 7 A K
WRF7 V232 SCCP A v —VYPAMTHLLEEIF, Skiny RY ¥ — < v T WAL~ A
ALT, SCCP L7 4 v 7 ADRKEDHEEREL LET,

Io5— Ay t—:/ $ASA-4-608004: Dropping Skinny message for in ifc :src ip /src port to

out_ifc :dest ip /dest port , message id value not allowed

BB 2 SCCP A v — ID IFFFAf S EH A,
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608005

609001

609002

603005 ]

cinifc: Af v H—T7 AR

eSCip: N7y FOEETLIP T RLA

ssc port : /X7y FOEFILAR— b

eout_ifc: iAo F—T = A X

edest_ip: /X7 ROFSEETIP 7 LA

e dest_port : /X7 v b DFESEAR— K

svalue: /X7 RD SCCP L7 4 v 7 Af
RT3 TOSCCP Ay v—TV AT 2MEND H551%, Skinny RV >— < v/
BAAL<AALT, ZOSCCP Ayt—V%FFLET,

I5— A v t—:/ $ASA-4-608005: Dropping Skinny message for in ifc :src ip /src port to
out ifc :dest ip /dest port , message id value registration not complete
A RARA V ERBGERETET Lo 72720, ZOSCCP A vE—Y IDIFFFTENEE
/Vo

cinifc: Af v X —T7 A A

eSCip: N7y FOEETLIP T RKLA

e src_port : /N7y FOFEETLAR— b

cout_ifc: 1A 2 —7 =4 X

edest_ip: X7y FOSEEIP 7 RLA

e dest_port : /X7 FOSESEAR— b

evalue: /X7y D SCCP 7'V 7 4 v 7 A&
WET7H230 FEESNLTVWSSCCP A v —VURNETHHEA1E. Skinny RV o— < v
THNAZ~A XL T, BEORKNEZT 1 E—7 VT LET,

15—)( “Jt—:) %ASA-7-609001: Built local-host zone-name/* :ip-address

BEAR v hU—ZREa T L, Y — 2 zone-name [ZHEfGE X Au72 R A | ip-address I TR
#HHIHT LTz, zone-name/* /X7 A —X X, RAMPEREINTNWDEAL LV H—T = Af AR —
D—ETHLIHAEIEHEINET, FA MINTHhOA v F—T =24 ATHBELTHRNTZ
O, TAZVRZFTTNTOAS X —T =2 AR LET,

WET7 O a B L,

Io—XAw t—:/ $ASA-7-609002: Teardown local-host zone-name/* :ip-address duration

time
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Awyt—

610001

610002

610101

ERBAY —> zone-name (ZHEGE S A b ip-address D% v b U — 7 4REE = T F N HI R
S E L7z, zone-name/* /X7 A —H X, KA MIPMERSNTWDEA LV H—T oA AR —
D—ETHIHAIEAEINE T, A MINTHROAL X —T =2 A ZTHEL TV
O, TAZVRTFTTRNTOAS X —T =2 AR LET,

*‘Eé%?b :/ 3 ‘J‘/!Z‘gfcﬁ I/o

610001 ~ 622102

ZOIETIX, 610001 2>5 622102 FTHO A v E—JIZOWTHHALET,

I5—Avt— 2asa-3-610001: NTP daemon interface interface name : Packet denied from
IP address

BB RESNTENTP —"OWNTINEL—HELRWAA NS NTP X7y hEZ{ELEL
77o ASAIINTP 7 A7 v MITEERA, HA L P —"TIIRWVDT, NTP ER|TITINE
LEHA,

HREFTH a0 RE,

15—)‘ W) t—:/ $ASA-3-610002: NTP daemon interface interface name : Authentication
failed for packet from IP address

SREA Z{E LT NTP X vy FOFREET = v 7 BRILFE L7,

RT3 ASA & NTP — "Dl A, FFEEHEHT AL HIICHRESNTEY, ¥—F
FEXR—ENRRLTHDLZ LR LET,

Io5— A ‘yt_:) $ASA-6-610101: Authorization failed: Cmd: command Cmdtype:

command modifier

B E LIca~vy FCa~wy FREAIZEK L £ L7z, command_modifier 1Z, KD LF510
WTIINTT,
o eomd (ZOXFHNL, a~r NIZEBHiTR 2N E2ERLET)
* clear
*no
* show

ASANY A NETcda~vy R E A TUSNOEZRTT 5 &, A v E— "unknown command
type" NFERSNET,
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611101

611102

611103

611104

11101 [Jjj
iy I N

Ia—)( ‘yt—*‘) $ASA-6-611101: User authentication succeeded: IP, IP address : Uname:

user

Eﬁﬂﬂ ASA/\O)T?'EXH%E Z uu HE75 Ekyj L=E l_/f:o :L‘—‘H_% iﬁ)‘jji 721 T%@iﬂ/\
FRSINEEADR, ﬁfﬁ@%/m\i 7-1% nologging hideusername =~ > FARE SN TV 5
AlFFRENET,

'|PaddreSS':L—‘a_wuu %E&Lﬁ_77/})7/ ]\ODIP‘?}‘I/X
e user : muuﬂzéﬂf\_‘j‘»—qj_

WRET7 Vo avnERL,

15—)‘ vt—*‘) %$ASA-6-611102: User authentication failed: IP = IP address, Uname:

user

BRBAASAILTY 7EAL LD ELTcE&IC, 2 —VREGRICRIM L E L, 22— 41T E -
IR OGEIFFRRINETALN, A20705E £ 7213 nologging hide username =~ > R735%
ESNTWDLGEITERRINET,

- IPaddress : =t —PFIAEIZKIK L2 FA T2 hOIP T FL A
cuser @ WRFES N —H

WET7Va v ERL,

Io5—H% ‘yt—*“) $ASA-5-611103: User logged out: Uname: user
BEBAEE SN a—FRe s T M LE LK,
HETHIavnERL,

15—% Y t_:/ %$ASA-5-611104: Serial console idle timeout exceeded

S —Y 7T 4 BT A BRI 0IC, ASADT Y TV 3y — LICERESNTET A
RV EALTY NEBIELE,

#E:ﬁ77 :/ 3 D%‘gfcﬁ L/o
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611303

611304

611305
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Is—)( W) t_:) $ASA-6-611301: VPNClient: NAT configured for Client Mode with no split
tunneling: NAT address: mapped address

HBAAFY Y N R T RLTIIAT Y N E—RHADVPN I S A4 T R BRY o —RA
VA R—ENE L,

*‘Eﬁ?a :/ 3 ’%\E%& L/o

Iﬁ—)‘ W) t—:) %ASA-6-611302: VPNClient: NAT exemption configured for Network Extension
Mode with no split tunneling

AR FY v N R R TR LTHRY NU—JHEE— RADO VPN SA4 T h RBY 2—
NA A= ENE L,

#Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

Io—H% ‘yt_:) $ASA-6-611303: VPNClient: NAT configured for Client Mode with split
tunneling: NAT address: mapped address Split Tunnel Networks: IP address/netmask

IP address/netmask

HBAASY Y RN R R U INETIIAT U R E—FRHADVPNY A4 7 FRY —3A
VA M= ERNE L,

*‘Eﬁ?b :/ 3 ‘/L[Z‘gic L/o

IS5—XAwy t— 2Asn-6-611304: VPNClient: NAT exemption configured for Network Extension
Mode with split tunneling: Split Tunnel Networks: IP address/netmask IP address/netmask

HBAA Y v N FRY U TFE TRy NT— 2B E— RO VPN Z S AT hRY o—
NA A PR—=NENE LT,

*Eﬁ’?g :/ 3 ‘/‘,!Z\%foe L/o

I5—H*vt— 3sasa-6-611305: VPNClient: DHCP Policy installed: Primary DNS: IP address
Secondary DNS: IP address Primary WINS: IP address Secondary WINS: IP address

SEADHCP O VPN 7 A4 T R —NBA VA M—LENE LT,
*‘Eﬁ?b :/ 3 :/‘/[Z\%:fcf L/o
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611306

611307

611308

611309

611310

611311

611306 [Jj

Io5—4% ‘yt—*‘) $ASA-6-611306: VPNClient: Perfect Forward Secrecy Policy installed

HHEAVPN 7 SA T M Fora—RRY—0—E b LT, ZREEWMENRESINE L
Yl

*‘Eﬁ?a :/ 3 )%\giﬁ L/o

I5—AyHE— 2asa-6-611307: VPNClient: Head end: IP address
MEBAVPN 7 7 A7 2 S RS Tc sy Ry RICE R STV E T,
WRETVavnE L,

Io5—H% ‘yt—*“) $ASA-6-611308: VPNClient: Split DNS Policy installed: List of domains:

string string

SHBAVPN 7 947 M Fyra— KRR —0—EE LT, A7 U v h DNS KU T —7234
VARN—=ENE LT,

*‘Eﬁ?b :/ 3 QJZ‘%:%J? Lo

15—)‘ v t_:/ %ASA-6-611309: VPNClient: Disconnecting from head end and uninstalling
previously downloaded policy: Head End: IP address

SEAVPN 7 S A 72 M, BCA VA M=V ENTEZRY—ZE LT oA A =1L T
b\i‘é—o

*‘Eﬁ’?b :/ 3 p%‘gff: L/o

I5—AYE— 3asa-6-611310: VNPClient: XAUTH Succeeded: Peer: IP address
BB VPN 7 74 7 b Xauth 28, fEffShiz~y F=» RTRII L £ L7z,
HRET7Va TR L,

I5—*Avt— 5asa-6-611311: VNPClient: XAUTH Failed: Peer: IP address

ERBA VPN 7 5 4 7> b Xauth 28, fEfiShiz~y F=> FCRKRLE L=,
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*E%:é77 :/ 3 D%\giﬁ Lo

Io5—X% ‘yt—*‘) $ASA-6-611312: VPNClient: Backup Server List: reason

F%BA ASA 7% Easy VPN U E— [ 7 /34 2054 Basy VPN F— By 77w 7 —D Y
AREASAICE T >a—RLELE, ZOUARNMILST, B— BNV TEREFLDNNY I T v
TH—=NEFFTRTEEESNET, Vv rr—REN) XA MREOLHAE, ASAIZNNY I T v
T —NEFEHLERA, reason (X, IROA v E—TDELLINTT,

* A list of backup server IP addresses
* Received NULL list. Deleting current backup servers

WET7VavnBERL,

15—)‘ Vi t—:/ %ASA-3-611313: VPNClient: Backup Server List Error: reason

£5%B3 ASA 73 Easy VPN U E— |k 734 X ToH U | Basy VPN =By 77 o 7 H— DY
A REZASAICH T a— RT5848. URAMIEGRIPT FLAEZIFIARZA MR EENT
WET, ASAIE, DNSIIHAR—hLEHA, L7z ->T, namea~ > RZEH L CT4HIZ IP
T RVRAZFH Ty BT LRVRY | = SORRA AT R— FSvER A,

W7 HS 3V Easy VPN — AN LT, = RDIPT7 RLARELNS E&2RER LT, KA R
L TIERSIPT RULATH—RERELET, —THRRA MNEERTL2LEND L5E
X, Easy VPN UE— K T34 A CTname 2~ > RZEH L TIP 7 RLAZA4RIIC~Y vy E 7
LET,

IS5—Awt— 9aSA-6-611314: VPNClient: Load Balancing Cluster with Virtual IP:

IP address has redirected the to server IP address

538H ASA 78 Easy VPN UE— h A ZADPA . B — K ARG T I TG AL D~V AH —
P—NIZL 5T, ASA BFFEDH —NICHTH LIV XA L7 FanE L,

*‘E%%?g :/ 3 \J‘/IZ‘%:%OC I/o

IS—XAwy t—:/ $ASA-6-611315: VPNClient: Disconnecting from Load Balancing Cluster

member IP address

FiBA ASA 73 Easy VPN U E— K T ZDHE, v — RNF v 7 7T AL —3inb )
WriE L7,

*E“ﬁ?a :/ 3 ’%\E%& L/o
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611316

611317

611318

611319

611320

611316 [Jj

Ia—)( W) t—:/ $ASA-6-611316: VPNClient: Secure Unit Authentication Enabled

FiBA ASA 28 Easy VPN U E— F T34 ZDGE ¥ rn— RENTZ VPN AR Y v —IZ k- T
SUA WA X —7NICENZE LT,

*‘Eﬁ?a :/ 3 ’%\E%& L/o

15—)( Y t—:/ $ASA-6-611317: VPNClient: Secure Unit Authentication Disabled

F%BH ASA 28 Easy VPN UV E— ks 731 206, ¥ 7 v — RSN VPNR Y —{ZX - T
SUART 4 —7 & nFE L,

#Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

15—)‘ W) t—:/ $ASA-6-611318: VPNClient: User Authentication Enabled: Auth Server IP:
IP address Auth Server Port: port Idle Timeout: time

F%BH ASA 7% Easy VPN U E— bk 734 ZDHE, ¥ U rm— RSN VPNARY —Z & -
T, Fv FT—=Z7AHIO ASA EDOa2—HFITH LT IUA A R—7 M SE LT,

. |P address : ASA)> %wuuﬁgjkﬁ)%ﬁq éﬂé“‘j‘b‘/\@ P77 }‘ LA
s port : ASAD BHERREERMNE(E S D — DR — |k
etime: I LT vy VDT A RV XA LT D MA

*Eﬁ’?g :/ 3 ‘/%\%f(ﬁ L/o

IS5—+wt— 2asa-6-611319: VPNClient: User Authentication Disabled

F%BH ASA 7% Easy VPN U E— bk 7341 ZDHE, XU rm— RSN VPNRY —Z& -
T, Xy FT—7AMID ASA EO2—FIZxt L TIUA BT 4 E—7 Mz SivE Lz,

*‘E%%?g :/ 3 D%\giﬁ I/o

IS5—4A w4t —<0 2ASA-6-611320: VPNClient: Device Pass Thru Enabled

E%BA ASA 23 Easy VPN U £ — K 734 206, ¥ 7 — RSN VPNAR Y »—2 & - T
TS A INA R =P A F—T LT éhi Lize T8 2 NAZL—HREIC L » T, Wik
FITTERWT AL 2 (IPEFER L) 1. IUA DA 32—TVOHA, BN wkInEd,
Easy VPN H— /3] _otof DEERENSA X —T TSN TV DA ASA T vpnclient mac-exempt

avy REFEHALT, ik (IUA) 2GR 57 A AZEETEET,
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612002
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#€¥%77{7i/ 3 :/Qﬁggzﬁ Lw

IS5—4A w4tz —<0 2ASA-6-611321: VPNClient: Device Pass Thru Disabled
EiBA ASA 28 Easy VPN U E— F T34 ZDGE ¥ — RENTZ VPN AR Y v —IZ k- T
FRA A NRNZAZNV—NTF =T NI ENnE L,

#£§§j7€7i/3 :/Qﬁgngl/o

15_)( Y t—:/ $ASA-6-611322: VPNClient: Extended XAUTH conversation initiated when
SUA disabled

EHEH ASA 23 Easy VPN U E— h T A XA THY |, ¥ 7 v — RSN VPNAR Y »—2X - T
SUA T 4 =T/ STV DA, Easy VPN Y— 303 2 E3E/SecurlD/cryptocard ~<— A D
FAREA J1 = XN, XAUTH ZfEH LT\ % ASA Z58REL £77,

HET 9 > 3 2 B /SecurlD/eryptocard N — A DFRFEA 7 = X L %A L T Easy VPN U £ —
kN TR ZAERFET DAL, =3 D SUA 24 F—T I LET,

IS5—+Awt— 2asa-6-611323: VPNClient: Duplicate split nw entry

§iBA ASA 78 Basy VPN U E— F 73 ZDGE, # U — RSN/ VPNRY —ICEEL
ATV R Xy U= = NUREGEENTWELE, = R, *vy hU—27 T RUL
ARy NT—7 = A7 OWMFIZ—ET 556, BEEERRINET,

RT3 EBasy VPN ¥ — N ED VPN AR Y o —NoEELIZAT Y v b Xy bU—7 =
Y MY ZHIBRLET,

Io5—H% ‘yt—*“) $ASA-5-612001: Auto Update succeeded:filename , version:number

B8 Auto Update Server 72507 v 77— R E L E L7z, filename Z%%i%, image. ASDM
file, & 721X configuration T3, versonnumber %X, 7 v 7T — FDONR—V 3 U F S TT,

WET7Va nBERL,

15—)‘ “Jt—:) $ASA-4-612002: Auto Update failed:filename , version:number ,

reason: reason

5B Auto Update Server /25D 7 v 77— RSN L £ L7z,
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612003

613001

612003 [Jj

sfilename: A A— 77 A/, ASDM 77 A )L, F-idar 7 4 F¥al—>ay 774
L,

enumber : 7 v 7T — hONR—T g UFEE,
e reason : KD JRK, ROWT IO RIEEVED B Y £7,
ST 2=V NR—= T2 VR A RN — A Ny T 7B I ENRTE o7z
T 2 N E D 2 LR A N — ANy T ILT— A B EX AL D LN TR o T

ST xR F a2 — AR AR —A Ny T2kt U CHEIBIEMEEIT Y D e R TE
Mnot-

ST 2 VR B a— VR T Ty a T ANVERLS I ENTE R T
ST 2= VN BV a AN T Ty allT A EEEXIAL LN TE o
-7 2= V=N BV 2= VOEWED X A LT Tk

Tz —N—av s R YU IRE T LTS

- T xR U ) — R BT E RN

- P FLEE DOEER 22 7 = — LA — /N —IRTE

-T2 VAN BV 2 VIR T 7 A NVERIET — X ORE A R L7z

-T2 VHE == T 7T 4 TIREEDEH

-7z — LA —"— 3= RO EXEC {2k LT-

- A A=V, BIEO VAT ATEETE /210
-FR—bFERTWRWT AN H AT

HAZT 45 S 3> Auto Update Server DA 7 f X2 b— g U EFERLET, AZ L A 4HE
DIEEIRRETH 2008 9 D a i@ LE T, AutoUpdateServer 8 IE LS BRESNTEY, AX
A HEEDFEEAREE TR W IEA X, Cisco TAC [IZBMWAHbEL &0,

Io—XAw t—:/ $ASA-4-612003:Auto Update failed to contact:url , reason:reason

B8 Auto Update 7 —<E U DMEM S 472 URL Url IZ7 7 B ATE EHATLZ, 2L, Auto
Update Server ® URL, F721% Auto Update Server LIRS 727 7 A /L —/SURL @ | DT
bOGENHY 7, reason 7 4 —/L FITIE, HERSEMLZFERA GRS THnEd, X
OINDRIMOIER & LTI, =0 BDIRER R, FREEDORI, £721X7 7 A VD RO)
HRNWZ ERFET ONET,

#2327 9 < 3 > Auto Update Server D27 4 F o L—r a VAR LET,

Io—Aw 't’—:/ $ASA-6-613001: Checksum Failure in database in area string Link State

Id IP address 0ld Checksum number New Checksum number
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613004

613005

613006

Syslog # v £— 602101 ~ 622102 |

SREAX T VAR OZDIZ, OSPE R T —HRXR—ATCF v /b T —%BEHLE L,
HIEF7H 3 0OSPF 7t A5 HRELET,

I5—*Ayt— 2asa-6-613002: interface interface name has zero bandwidth
FAZOA F =T oA AOWIRWN L e EWE S E LT
WR7I2arr7— Ayt —VETOEETE L, Cisco TAC IZHIFE LT ES 0,

15—)‘ V) t—:/ $ASA-6-613003: IP address netmask changed from area string to area

string

SBHOSPF 20 7 4 X2 b —La v OEBIZL-T, Xy hUY—ZHFHOTY THREFSINE
L7,

WE 7 aVELWRyY NU—Z#iHTOSPF Z#HREL X7,

Io5—4% vt—’) $ASA-3-613004: Internal error: memory allocation failure
SREBANEY 7 hU =27 =T = AELE LT,
HRET7V a3V 27— Avt—V%ZOEEIE—L, Cisco TAC IZHE LT 7Z &Y,

Io—XAw t—:/ SASA-3-613005: Flagged as being an ABR without a backbone area

SHBAL— 2 ND Ny 7 IR — A 2 LIZ, /L— & 78 AreaBorderRouter (ABR) & LTV 7 70
WEIINE L,
W73V OSPF etk 2 xHmEEH L ET,

Io—XAw t—:/ $ASA-3-613006: Reached unknown state in neighbor state machine

FAZONL—ZNOWNEY 7 b =7 =7 =2k T —=F = 2SR 22 1 A 34K
AL LI,

MEF7HO93o 279 — RAyb—Y, a7 Fal—rary, BIOZIT—DFERKRE -7
AR NOFMEZ 2 — L, Cisco TAC IZFEH L T &,
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613007

613008

613011

613013

613014

613007 [Jj

Io5—4% ‘yt—*‘) $ASA-3-613007: area string lsid IP address mask netmask type number
St OSPF 237 —# N—Z|ZREAFD LSA ZiBML L 5 & LTV,

WEFTI O a T T— Avk—T ar74FX¥al—rvary, BIOZIT—DFRERER-7=
AR FOFEMAE I — L., Cisco TAC IZHH LT 2 &,

I5—AytE— 2asa-3-613008: if inside if state number
BRBANE = 7 — AL E LT,

W7 3025 — Ayk—Y, arJ4FXal—ary, BRI —DFRE RS-
A X_ NOFEMAZ A — L, Cisco TAC IZHEH LT &0,

Io—H% ‘yt—*“) $ASA-3-613011: OSPF process number is changing router-id. Reconfigure

virtual link neighbors with our new router-id

ERBHEOSPF VAN Uty hHT, HILWIL—FIDZBRLLHI>ELTWET, ZDOT 7
Ta Lo TTRTOMEY 7 3MEIE LT S, HOEES 512X, X ToOMAEY
I FAN= ORI v REEERT DMEND Y 7,

HRT7HOL AT RCORBI 7 FANRN—DFHEY v 7 av 7 4 Fal—vark, #HL
WL—Z 1D Z BT 5 KO ICEFE L ET,

Io5—X% vt—’) $ASA-3-613013: OSPF LSID IP address adv IP_address type number gateway
IP_address metric number forwarding addr route IP_address/mask type number has no

corresponding LSA
F#B OSPF C, ZDT — 4 X—R L P )NV—T 4 V7 T—T VI AREE PR S E LT,

WETI O avTT—Avk—V ar74FX¥al—rvary, BIOZIT—DFRE L7
A X_y hOFEMA " — L, Cisco TAC IZHH LT Z &,

15—)‘ v t—:/ %ASA-6-613014: Base topology enabled on interface string attached to
MTR compatible mode area string

SRBA MTR (ZE #2385 5 OSPF = U 7\ 288k S 4172 OSPF A v % — 7 = A A TlE, A KR
O AT HMLEND Y T,

WRE7av L,
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Ia—)( v t—:/ $ASA-4-613015: Process 1 flushes LSA ID IP address type-number adv-rtr

IP_address in area mask

HEAL—Z1X, ZDOZT— A o=Vl Lo THRE SN LSA ZAFFICHBEEZIT 7 T v
a2 L TWET,

WR7HSa3VIDOL—ENRy NT—JLSAZ 7T v 2 LTWHEA, L—XIXLSAID
BI—=HDNTNNDA L HZ—T 2 ADIP T KL A LEET LRy hU—7 LSA %15

L. XY FU—ZOHNICLSA R 7T v a2 L2 &2 BEWL £, OSPFAIE L < HRET S
720X, kR Yy =27 DIPT RLAR—ETHDHZ ENVLETT, BETDHL—XIE,
DT — Ay—VERELTNWDHL—FTHY, OSPF/L—X IDNZDAvE—TT

adv-rtr & L THE SN TWAHIL—H TT, ZONL—FNLSAZHEE L TWHIEAE, hor—
ANZDLSAZXy U= 0677 vy 2 LTS AREMNIEREICE T, Z0L—H
RO, BIAZBHIT TIZS W, XA 7 2L8A OFiEIE, EHELZLSAID ICEKR LTV
THEMERH Y £, A4 F5LSADBREIT., ZOTT— A v —V2RELTWHIL—F |
&L OBEBICERE SN TNDL—F RICEE LIV —Z ID BHLFREMERH Y £7, L
EleFy NI —7 TlL, TOAvE— 0, MO T LSA NAHPAICHEBEIND Z
LEEETLLOTHLIEARLY £, OOy — A& FHAET HI21%, Cisco TAC (T
WEHELTES W,

Ia—)( V) t—:/ %ASA-3-613016: Area string router-LSA of length number bytes plus update

overhead bytes is too large to flood.

SEAL—Z T, BRI AT A Ny T 7 YA XFEZIZOSPE 7 u b a /W ENzm KY A4 X
FOREVWL—FISAZHBELLYELE LT,

WRT7IavlEEINTZ b= 1LE (LSAYV A X+ A==~ ) BFERAT L Ny
77 YA XD RKREVD, 6553534 k (OSPF 711 b a/LIZEE N KA X) KiliTh
HEET, FERVAT A Ny 77 FA XTI ENTEET, @EINT b—FLER
65535 L0 KE WA, M5 SN O OSPF A v 4 —7 = A A& ST HENH
nET,

15—)‘ “Jt—:) $ASA-4-613017: Bad LSA mask: Type number, LSID IP address Mask mask

from IP_address
SEALSA BETTORENRIETH DT, L—ZNENRLSA~ A7 R DOLSA Z%E L £
L ZOMRER, ZOL—NIN—FT 47 FT—T ML VA =L ENFH A,

WRT7 O aVARER~v AT BROLSA ORELN—ZERIHL, ZOLSAFxy hT—7 D
REMREEBIELET, SHIZT/3y 79 5I21E, Cisco TAC IZBWAbhEL 7ZE0,
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613018

613019

613021

613022

613023

613024

613018 [Jj

ITo—XAvy ‘t'—:/ SASA-4-613018: Maximum number of non self-generated LSA has been exceeded

“OSPF number” - number LSAs
SRBAJEE AR LSA O KA % £ L7z,

WRF7I a2y N7 NONL—F BN RERBEROFMEFR E L TEEO LSA 24/ L T
WnE I EERLET,

15_)( v t—:/ %ASA-4-613019: Threshold for maximum number of non self-generated LSA

has been reached "OSPF number" - number LSAs
ERBAFEE CAER LSA Ot RE D L EVWMEIZIEL £ LT,

WRT7IaY X2y NI NONL—FPREEROERE L TEED LSA 4k L T\
WINE I D EIERLET,

Io—XAw t—:/ $ASA-4-613021: Packet not written to the output queue
BREANTI— 7 —BAEL X LT,

MEF7H 327 — RAyb—Y, ary74F¥al—rary, BIOZIT—DFERKRER-T-
AR MOFEMAEaE— 1L, Cisco TACIZIRH L T 72 &y,

IS5—Awt— 2asn-4-613022: Doubly linked list linkage is NULL
SRBANT = T — R RAE L E LT,

WR7I a2 T9— Avk—, aryr74F¥al—rary, BLORZIT—DFKRLEZ -T2
A XR_y FOFEMA A — L, Cisco TAC IZHH LT &,

Io5—4% “Jt—:) $ASA-4-613023: Doubly linked list prev linkage is NULL number
BREANTI = 7 — AL X LT,

W73y 25— Ayk—Y, ar74F¥al—ary, BRI —DFERE R -T-
A X hOEMZ 2 — 1L, Cisco TAC IZHEH L TL 2 &,

Io5—H% vt—’) $ASA-4-613024: Unrecognized timer number in OSPF string
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613025

613026

613027

613028

613029
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BREANER = 7 —3 AL E LT,

W73 25— Ayk—Y, ar74Fal—ary, BRI —DFRE ST
A X hOFEMZ T — 1L, Cisco TAC IZHEH L T 2 &,

Io5—XAwy ‘t’_:/ $ASA-4-613025: Invalid build flag number for LSA IP_ address, type number
BREANTI =7 —FAELE LT,

WEFTIavTT— Avk—V ar74X¥al—rvary, BIOZIT—DFRE L7
A X_ hOFEMAE " — L, Cisco TAC IZHH LT &,

15—)‘ v t—:/ %ASA-4-613026: Can not allocate memory for area structure
BEANE = 7 — AL E LT,

WE7O3> 29— RAyb—Y, ary74FXalb—ray, BIOZ T —DERKE 2 -7=
A _ NOFEMAE A — L, Cisco TAC IZHEH LT Z &,

15—)‘ W) ‘t'—:/ $ASA-6-613027: OSPF process number removed from interface interface name
£%BH IP VRF 23EEFC, OSPF VBB ANA V¥ —T7 = A ANBHIBRESNE LT,
HRETI a1,

I5—AYyt— 5asn-6-613028: Unrecognized virtual interface intetface_ name. Treat it
as loopback stub route

SBARAEA v X —T 2 A A Z A TN OSPFIZ L o T EN2 o T-Tmtd, —F RNy 7 A
VHE—T oA ADART L— & LTHbNET,

E7O a0,

Io5—H% ‘yt—*“) $ASA-3-613029: Router-ID IP address is in use by ospf process number
B ASA RO T e A THEATOL—Z D ZHD Y TLIE LELL,
RT3y 1507 vt A IX L THIOL—2 1D 2% ELET,
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613030

613031

613032

613033

613034

613030 [Jj

IS—XAw t—:/ %ASA-4-613030: Router is currently an ASBR while having only one area

which is a stub area

%83 ASBR /3 AS External % 7213 NSSA LSA Z {51k T& D HIICHA T 2L ENRH Y £,
WRT Va3 V—F Ok L 72 2 8EE NSSA $ 721308 % O L £,

15—)‘ “Jt—:) %$ASA-4-613031: No IP address for interface inside
BB L —T oA RTRA NV —RA 2 TR FEEBFTORTOERTA,

WRT7I AV ALV H—T o2 A AL TEERETIN, A X —T = RAIZIPT KL A%
FELET,

15—)‘ W) t—:/ $ASA-3-613032: Init failed for interface inside, area is being deleted.

Try again.
B LY — T = AOMEMIC R L E LT, A LR FEIZRD £50 TF,

o A U H =T = A ADHRIE L 7R DM HIBR S LTV E T,
=N NI DEAN— T —=ETay I EERTEEEATL,

WRF7HILI VA LA —T oA REDINRN—FTHaL 7 4 FXalb—Taravy REEIBRLT,
BRITLET,

15_)( “Jt—:) %$ASA-3-613033: Interface inside is attached to more than one area

SRS VA —T 2 A AR, A F—T A ADY I RUSNOEHRDOA L Z—T =2 A AT A b
IZaENTWET,

REB7H 3oz T5— Avt—Y, ar74Xal—ary, BLOZT—DFERKER-T-
AR FOFEMA 2 B — L, Cisco TAC IZHEH L TL 72 &0y,

15—)‘ “Jt—:) $ASA-3-613034: Neighbor IP address not configured
HMAREINTZRANR—=FT 2 arBDEHTIEH Y T A,

#EZF7H 3 ndghbor 2~ FOREA TV a VAR L, FANRN— A X —T = A AD
FTarELFIRYy VU= AT EEELET,
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613035

613036

613037

613038

613039
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I5—*Avt— 2asa-3-613035: Could not allocate or find neighbor IP address
BBANE T T =3 A L E LT,
WR7V a3y 2T — Ay E—UEZOEEAL—L, Cisco TAC IZHET LTS E &0,

Iﬁ—)‘ “J‘t’—:) $ASA-4-613036: Can not use configured neighbor: cost and database-filter

options are allowed only for a point-to-multipoint network

SHEAR E SN XA X—N NBMA % v hU—7 ECTHH &4, cost £ 721 database-filter 4~
aUNEREESNE L, InbOF T a . RA LV RNY—<LFRA U N EA T DR
NI —JIZOREHTEET,

#2745 a2 ndghbor 2~ ROREA TV a v EHER L, FANRN— A X —T =2 A AD
FTarEFIIXy NU—T AATEEELET,

15_)‘ “J‘t’—:) $ASA-4-613037: Can not use configured neighbor: poll and priority options

are allowed only for a NBMA network

SRBARRE SN KA N—T, BA VY=<V FRA v b xry bU—27 THRHE S, poll4~
TarEiTpriority AV a VABRESINE LT, ZNHDOF T T a T, NBMA ¥ A 7D
Py NI =T IZORERATEET,

TS a2 neighbor 2~ FOREL T a v EHRL, FANRN— A H—T A AD
FTvarEliIry NU—7 AT EEELET,

IS—XAwy t—:/ $ASA-4-613038: Can not use configured neighbor: cost or database-filter

option is required for point-to-multipoint broadcast network

MR EINTE XA NRN—N, KA P —<AF KA F TEe—FF¥y 2 s Fy hU—7 |
THH S E L7z, cost 7213 databasefilter 47> 2 VAR ETHILENH D 9,
RT3 neighbor 2~ ROBEAT L a v EMEL, A=A F—T = AD
FTvarEliIRy NV—7 FATEEELET,

15_)‘ v t_:/ %ASA-4-613039: Can not use configured neighbor: neighbor command is

allowed only on NBMA and point-to-multipoint networks

HBAX Y hU—2 ZA T NBMA THRA L NV —<LFRA L FTHRWE Y U —7 |
T, BEINTZAARN—DHHENE LT,
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613040

613041

613042

613043

613040 [J]

#REFTOavRL,

Io—XAwy ‘t'—:/ $ASA-4-613040: OSPF-1 Area string: Router IP_address originating invalid
type number LSA, ID IP_ address, Metric number on Link ID IP address Link Type number

BMBAZDRA VIR ENTN—F NG A N v 7D LSA BNEEINTHET, =
NBNL—ZISATHY, Vo ARN) v IZRNPadsd, 2y NI —72—F 47 )L—
TERNTT 4y I BERNGET DERERS O 77,

WRT7D O a vl SN LSAICHKRT 2L —F T, UELSAZA TRBIVY 7 2472
BRI A N w7 ZRELET,

Io5—A ‘y’b-*‘) $ASA-6-613041: OSPF-100 Areav string: LSA ID IP address, Type number,
Adv-rtr IP address, LSA counter DoNotAge

MEANH= I —PMEESNE LT, 20T — Ayt —VICHT 5EE Lo
/L/o

WETV AV VAT LA ARV ZERLET, AEFVDBARRLTVWDEEIT, £DDIZH
A=A =R IIIHE S L EFA T LI, AEYBFIHRRICR T ElZ, a~v K
EHANLTCAHET, 92 AEYRHDH5AEIL, Cisco TAC (2% LT, show memory,
show processes, L U show tech-support ospf =~ > KOH A4 L TS &0,

i

L

HIH Y FHE

15—)‘ v t—:/ $ASA-4-613042: OSPF process number lacks forwarding address for type 7
LSA IP address in NSSA string - P-bit cleared

SRBANSSA = U TIZEITAREARERIEE T FLARDH Y A, TOME,. Py MIZ VT X
NRTF 75T, XA 7 TLSAIEINSSA hT VAL —X(IZL->THA 7 SLSA A I
FH A, REC3101 2L T 7Z& 0,

WRF7H2ay T RRAALXEINZIP T FLAZMBEHLUTNSSANIZA R & 1201
B =T oA ALBRELET, 7T RRZA XA MIEE L5 LAY 2OIRBITKIE L 72\ =
W, =T Ry I RSN E T,

I5—AwtE— 2asa-6-613043:
SHEAAEDODT —HARXR—RA VT 7 LU AT NRFEELE LT,

WRFOAV VAT A ATV EZMHERLET, ATUDBRELTWDEEF., TODICH
A~ — A —EREPIME SN ERA T L, AT Y RRIARREIC R E XiT, vy R
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613104

614001
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EHANLTHET, +o AT Y BH 55613, Cisco TAC IZ#EHE LT, show memory,
show processes, 35 & Y show tech-support ospf =~ > RO 2L L TS 72 &0,

IS5—Aw t—:/ $ASA-6-613101: Checksum Failure in database in area s Link State Id 1
0l1ld Checksum #x New Checksum #x

SEBAA VIR TZDIZ, OSPFRNTFT — X _R—RATCF 2 v/ Vb =T —%BHLE LT,
HEF7H 32 OSPF Fut A5 i) LET,

I5—4 ‘y’b-*‘) $ASA-6-613102: interface s has zero bandwidth
BBAZDOA =T oA AORIIENE 7 LRE SN TWET,
*‘Eﬁ?b :/ 3 p%‘gfcﬁ L/o

I5—*Avt— 3asn-6-613103: i m changed from area AREA ID STR to area AREA ID STR

SEBAOSPF 22 7 A X al—ia b OEERIZL T, Xy NT—J&EHOT Y 7TRLEHEINE
L7,

*‘Eﬁ?o :/ 3 ‘/‘/[Z‘%:fcﬁ L/o

IS5—Ayt— 5asn-6-613104: Unrecognized virtual interface IF NAME .

BBAGARA 7 —T = A A XA THOSPFV IZ L » TR ENg o Teloh, V=T Ny
A B =T 2 A ADAZT L— L LTHRDOUET,

WET7Va B L,

15—)‘ W) t—:/ $ASA-6-614001: Split DNS: request patched from server: IP address to

server: IP address

SREAA 'Y » F DNSIZL - T, DNS 7 = U —MWNIeDs et — 6 EFED 77 1~ U DNS
Y=Y F A LT FENTWET,

*E%:é77 :/ 3 \/‘JZ\E@T Lo
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614002 [Jj

614002

IS—XAw t—:/ $ASA-6-614002: Split DNS: reply from server:IP address reverse patched

back to original server:IP address

SEAX 7Y »~ FDNSIZ X > T, DNS 7 = U —MB{EHD DNS — 55055 — ) &
AV FENTWVWET,

*‘Eﬁ?a :/ 3 )%\giﬁ L/o

615001

15_)( “Jt—:) $ASA-6-615001: vlan number not available for firewall interface
FRBAA A » FIT L 5T, VLAN 28 ASA B HIBR S LT,
HRT7Ia L,

615002

15—)( ‘yt_:) $ASA-6-615002: vlan number available for firewall interface
FRBAA A » FIZ X 5T, VLAN 28 ASA ([T BM S E Lz,
HRT7Ia o nEERL,

616001

I5— A vt—2 2asn-6-616001:Pre-allocate MGCP data channel connection for
inside interface :inside address to outside interface :outside address /port from

message type message

SHBA MGCP & — % F v Lk (RTP £7-1Z RTCP) 3BV S THAT L, ZDORX v E—
VITERA ML, EEOFAIEV L TCEEH LA v Vb EEINTVET,

WET7H a0 RE,

617001

Io— A “J‘t'—:) $ASA-6-617001: GTPv version msg type from source interface

:source address /source port not accepted by source interface :dest address /dest port

BB ERIIETICE VR ANONERATLE, ZHUTEE . Create PDP Context Bk T
IRENET,

WRT7HY a3y RE,
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I5—Ay t— sasa-6-617002: Removing vl PDP Context with TID tid from GGSN IP address
and SGSN IP address , Reason: reason or Removing vl primary |secondary PDP Context with
TID tid from GGSN IP address and SGSN IP address , Reason: reason

SRBA PDP = > 7 X X N BIEHAREINIZ 22 > 7272 Delete PDP Context Request/Response 73
ST, EFEa— YR CLI 2 L CTPDP =7 % X b & HIBR L7=7-®I|Z, PDP
DLF R R RRTF— AR AN SRS E LT

HRETH O ay RE,

IS5—X*Aw 2 — 2 2a5A-6-617003: GTP Tunnel created from source interface :source address

/source port to source interface :dest address /dest port

5B Bk % 521 AFL7z Create PDP Context Response % 5215 L 721212, GTP k> FADBMERK S
F L7,

WREF7Y a3y RE,

I5—*Yt—2 2asa-6-617004: GTP connection created for response from source interface

:source _address /0 to source interface :dest address /dest port

£ BA Create PDP Context Request N SGSN + 7'}V > 7 7 R L A F 721% Create PDP Context
Response WO GGSN &7V o7 7 RL AR, ZOFEREIIGEAEFE L TWD SGSN £72
ILGGSN & H7p > TWE LTz,

WET7H a0 R,

I 35— A vt— ASA-6-617100: Teardown num_conns connection(s) for user user_ip

£ BA RADIUS accounting stop F 7= 1% RADIUS accounting start 25218 L7272, Z O —F D#
fEA Bl S 4UE L7z, RADIUS accounting stop & 72 /& RADIUS accounting start (21X, F& D 7=
DAY V= vy FICRESNTBENGENTWET, 20— = N BFEET L5
i, BYER, Zoax—F = P UICH L THRHESN TV BEE —BLEEATLE,

« num_conns : Bl X7z Bt o %k

cuser_ip: =—% @D IP 7 KL A (Framed IP J& %)

HREFTH o ay RE,
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618001

620001

620002

618001 [Jj

I5— *vt— ASA-6-618001: Denied STUN packet <msg_type> from
<ingress_ifc>:<source addr>/<source port>to <egress ifc>:<destination addr>/<destination port> for
connection <conn_id>, <drop_reason>
ERBA Z @ syslog 1% 4313009 Z#ET/LICLTCWET, ZORAvE—VE 1D 2507
L— F IR SN TWET,

» msg_type : STUN % »vt&— ¥ A 7 DOff

eingress ifc : X7y NRBEFE LAV F—T =4 A

e source_addr : /N7y FEEEFELIZAARDOIP T FLR

e source port : /N7y FEFEE LTEARA FOKR— M

s egress_ifc : /X7 v PR EHINDIA LV H—T A R

« destination_addr : /X7 > FEZETDHRARDIP T FLA

« destination_port : /X7 v N EZ(ET HRA FOR— M

+ conn_id : [EA O ID

* drop_reason : STUN /X%~ R ISBEFE 7= B

WET7H a0 RE,

I5— A vt— %ASA-6-620001: Pre-allocate CTIQBE {RTP | RTCP} secondary channel for
interface_name :outside address[/outside port ] to interface_name:inside_address[/inside port ] from

CTIQBE_message_nhame message
E%BA ASA Tld, HEfi SN2 CTIQBE AT 4 7 KT 7 4 v 7\ ZHEiA 7 V=7 F3EI D Y CTH
HTT, ZOAYE=UE, 10 T EILAR RSBV E I ICHIRS N TWET,

RT3y RE,

I5— A vt— %ASA-4-620002: Unsupported CTIQBE version: hex: from interface_name
:IP_address /port to interface_name :IP_address /port

FHAASA 9, P AHR—FLTWRVWA—V 3 U ESO CTIQBE A v E—VEZFEL, /7 v b
EWELE LR, Z0AyE—2F 0BICIELAFR RSV L D ICHIRENTHET,

WR7I 3007 A=V IAEFNTNDE A=Y g U FFNAE S ICRKEWNES (10
X REVES) . 7y FOERANER - TWD, CTIQBE LSO 7 v FTHDH, £721F
ASA (ZEIZET DRNCHIE SN TV D AREMER SV 3, /7 v hORETEHNIT D 2 & 24
WLET, N—=Va UEFESVEGHE/NSREEE (10 LLF) DAL, Cisco TAC ([ZIWE D
BT, ZOCTIQBE N—2 3 V&V R— MT 28D ASA A A —V N ATFARENE D 1 E il
~NFET,
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621003

621006

621007
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I5—AYE— sasa-6-621001: Interface interface namedoes not support multicast, not enabled

A LTFFY A NEYR—FLTWARWA L F—T 2 A LEOPIMZA R —7 ML LD
LLFELE,

HET S a URIEDER L2 EA . Cisco TAC IZBRIVWAEHEL 72 &0,

I5—*Avt— 5asn-6-621002: Interface interface_namedoes not support multicast, not enabled

BB LTFXY AR R—FLTWVWARNWA L Z—T 2 A LDOIGMPZ A F—7 W2 L LD
ELELE,

T D L3 VRBENRR L7220, Cisco TAC [ZBMWEHE S IZE W0,

Io—XAw t—< 9ASA-6-621003: The event queue size has exceeded number
BEBAER SN TeA XU b v 2=V v HDPEES BB A E LT,
WRT V3 VRBESHR LRSS, Cisco TAC BV ADEL S,

I5—AYE— 3aSA-6-621006: Mrib disconnected, (IP_address,|P_address) event cancelled

SHEAT — X W@ A X N EERET DNy M EZE L2, MRIB ~ORN AL T LEL
-, mAENTIx YA SNE L,

HET U L a VRENRR L7220 Cisco TAC [ZBMWEHE S IZEW,

I5—AwE— $asa-6-621007: Bad register frominterface name:IP_addressto IP_address
for (IP_address, |IP_address)

FAPIM N —HZ 7, T T 7= RA L bELTRESHTODEE, £7ILNAT THID PIM
=B NEPIM LY AL Ny MR LESRICFRSNET, 207y MNOA Tt
MbENT2T — 2 TR TT,

RT3 VEEL—F DRSO TRFCUND L VA X ZREFELTOET, EEHMOL—F
BT v T T L—RLET,
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622001

622101

622102

622001 [Jj

I5—*Avt— sasa-6-622001: stringtracked route network mask address, distance number , table
string , on interface interface-name

HERBIRI RN — RN —TF T T =T MK LGB EITEIBR SN E L, ZuE, A8
BARIRA 7 =7 NORENT v T ETIIX TV b EbolmZ L EERLET,

e string : Adding % 72 % Removing

snetwork : X hU—27 7 KL &

emask: Ry NI —2 =R

caddress: 7'— hU =1 7 KL X

snumber : L— K T RI=ZA ML —T 4T T4 AF A

edring : V—T 4 T T—T N4

- interface-name : nameif 2~ > R CIREINTZA vV H—T = A A4

*‘Eﬁ?b :/ 3 >L[Z\%f£ L/o

I5—*vt— sasn-6-622101: Starting regex table compilation for match_command ; table entries
= regex_num entries

HATFHREBH I SANDR I TT T R T 5 4 BT 4 IZTAERNFTREINET,

« match_command : [EHFHT — 7 A EEM T 5TV % match =< > R
s regex_num: 2 2 NA L ENDHIEREB Y MU O

WET7O a0 ERL,

I5—*vt— 2nsn-6-622102: Completed regex table compilation for match_command ; table size
= num bytes

BRBAERKRB A NANDNy 7 7T R T I T 4 T 4 IZHTDIERPERINET,

« match_command : IEMEIR T — 7 L3 EE AT 5Ty D match =< > K
enum: LA NNENTZT =T NDHA X (I3 kBT

WET7Oa vnERL,
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